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[571 ABSTRACT

A method and system for performing user authorization in a
multi-user computer system. The novel method has particu-
lar application to the multi-user internet protocol. Within the
system, an application contains a list of registered users. For
each registered user, the application stores a user
identification, an email (electronic mail) address, and a
database containing each authorized IP address for that user.
When a user requests access to the application over the
multi-user system, the application requires the user to input
a user identification value and, simultaneously, the applica-
tion accesses the user’s current IP address (e.g., the user’s
internet domain address) over the multi-user system. The
application attempts to validate the user identification, and if
valid, the application examines its database to determine if
the user is authorized for its current IP address. If so, access
is permitted. If the user identification is valid but the current
IP address is not authorized, the application determines a
validation key (“key”) based on the user identification and
the current IP address. The pseudo unique key is then
forwarded via the email protocol to the user’s known email
address. The user then is required to enter that key into the
application to authorized the current IP address. Security is
provided because (1) given a user identification, which can
be stolen, the unauthorized user also needs to access the
application using an authorized IP address and (2) email is
used to transmit the keys to the user to a known user email
address.

21 Claims, 12 Drawing Sheets

USER ID
IP ADDRESS
USER TERMINAL =~ USER VALIDATION
SYSTEM WWW APPLICATION SYSTEM
212
(IP ADDRESS) \ '
il USER:
20b~ 2208 ppy RETURNED (1) USER-ID
(2) EMAIL ADDRESS
FOR USER
USER EMALL (3) AUTHORIZED IP
3 ADDRESSES FOR
ACCOUNT EMAIL APPLICATION 216 USER
220
310a
KEY FORWARDED

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

5,684,951

Sheet 1 of 12

Nov. 4, 1997

U.S. Patent

olt
WHLSAS

NOILVOI'TddV

I

I
HOVAYALNI

01

¥ LANYALNI
et
|
! Io1 901
|80l TOYLINOD e =
" IWINOD PD&.DM FOSUND VHITY 421A8d
LNAdANI TVNDI
| (1¥NOLLIO) TYNOLLIO) AVdSIA
I
|
" 001
|
|
" Vo1 oIAAd 701 €01 101
_ HOVIOLS VY WOA H0SSID0dd
" v.ivd
|
I

—— — — — — amm_t o w——

L e — — — — ]

Find authenticated court documents without watermarks at docketalarm.com.

DOCKET
LARM

A



https://www.docketalarm.com/

U.S. Patent Nov. 4, 1997 Sheet 2 of 12 5,684,951

< S
(] o~

>

-

>

Z)

=

<

=

=
et

2

FIG. 2

212

WWW (HTTP)

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

5,684,951

Sheet 3 of 12

Nov. 4, 1997

U.S. Patent

®0lE

ddasn
04 SASSHIAAVv
dI A4ZIYOHLNV (€)
JqASN Yod
ssayaav 1vig (@
ar-yasn
NJdsn

WHLSAS
NOILVAI'TVA M4SN

Ve OIld

AHAIVMEOd A9
0Tt
91T

NOILLVOI'TddV "TIVINY dﬁmmwww:

AANMNLIY AT 2072 Q022
|
712 1 (SSadaav dp
NOILVOI'IddV MMM NELSAS

LA TYNINYAL 9dsn

/

Ssddaav nz\

/

dr Jdsn

Find authenticated court documents without watermarks at docketalarm.com.

DOCKET
LARM

A



https://www.docketalarm.com/

U.S. Patent Nov. 4, 1997 Sheet 4 of 12 5,684,951

INPUT
PROCESSOR NOSNT',‘(J)%‘?}SLE OUTPUT

DEVICE

101 104" 108’
100°
USER VALIDATION SYSTEM
310a
APPLICATION PROGRAM
312 310
102 3

FIG. 3B

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




