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[57] ABSTRACT

An improved system and method for FLASH BIOS
upgrades which is particularly useful in network hubs. Each
hub or node which is equipped with a FLASH memory is
also equipped with a validation system, which ensures that
a received FLLASH upgrade is authorized and uncorrupted.
Each set of instructions to be flashed is marked both with a
vendor authorization digital signature and also a system
administrator authorization digital signature, and BOTH
digital signatures must be recognized by the validation
system before the FLASH memory will be upgraded.
Because digital signatures are used for security purposes,
flash upgrades can be performed from any location on the
network, and are not limited to an administrative node.
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METHOD FOR THE SECURE REMOTE
FLASHING OF A BIOS MEMORY

BACKGROUND AND SUMMARY OF THE
INVENTION

This application relates to computer network systems, and
more particularly to network flash BIOS memories.

Background: BIOS Updates

A Basic Input/Output System (BIOS) memory is a
memory (typically small) which stores the basic software to
provide for initial system setup and configuration, and
allows the system to load and execute subsequent programs.
This configuration software must be available to the system
when it is first started, so the BIOS memory must be
non-volatile.

In some systems it is sufficient to supply a read-only
memory which is hard coded with the BIOS system. With
today’s rapidly changing technologies, however, it has
become advantageous to provide rewritable BIOS
memories, so that the BIOS software can be upgraded when
necessary. Therefore, many of today’s systems use flash or
EEPROM memories to store the BIOS software, and pro-
vide means for the user of the system to reprogram the BIOS
memory when necessary. With a flash BIOS, the BIOS
image or a portion of the BIOS image can be updated by a
software update. This is often performed by downloading or
storing the new software, or “flash” information, onto a
media storage device, such as a floppy disk, and executing
a program to write the new software into the BIOS memory.
This procedure is commonly referred to as “flashing” the
memory.

A flash BIOS typically consists of two separately pro-
grammable portions, each of which, during normal
operation, contains an identical copy of the BIOS software.
An “active flag” indicates which memory portion is actually
executed when the system is started.

To upgrade a BIOS in flash memory, only half the
memory is updated at one time. In order to update the BIOS
without ever losing operability, the inactive half of the
BIOS, according to the active flag, is overwritten, and then
the flag state is changed to make the inactive half active, and
then the system is power cycled.

This causes the system to come up in the active side of the
BIOS.

Background: Networked Systems

In many common applications, the BIOS must be flashed
locally, requiring the operator’s actual presence at the
machine to be updated. In other systems, the BIOS may be
updated remotely, by sending the BIOS upgrade over a
telephone connection or local network. Remote flashing
makes system upgrades much more convenient, but intro-
duces possible security problems, in that the BIOS may
possibly be replaced or corrupted by a remote user or even
a “virus” running on a remote system.

In a typical computer network, multiple computer systems
are each connected to a node of a common network hub.
Typically, one of these nodes is designated as an “admin”
node, i.e., a node from which a system administrator can
perform remote updating of the BIOS software of the
network hub.

On a current networked computer system, each node of a
computer network is a computer which may have an indi-
vidual flash memory, and the network hub also has its own
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flash memory. In current systems, there is no procedure or
system by which to perform upgrades to the BIOS software
in a way that can conveniently be handled by system
administrators, and which also assures security and compat-
ibility.

Background: Public Key Cryptosystems

In public key cryptosystems, each user has two related
complementary keys, a publicly revealed key and a private
key. Each key unlocks the code that the other key makes.
Knowing the public key does not help you deduce the
corresponding private key. The public key can be published
and widely disseminated across a communications network.
In the context of this application, a public key may be stored
in an otherwise vulnerable memory, but that public key is
only useful to decrypt data which was encrypted with the
corresponding private key.

Background: Digital Signatures

Digital signatures are used to provide message authenti-
cation. The sender, for example a software vendor or system
administrator, uses his own private key to encrypt a “mes-
sage digest,” thereby ‘signing’ the message. A message
digest is a cryptographically-strong one-way hash function.
It is somewhat analogous to a “checksurn” or Cylic Redun-
dancy Check (CRC) error checking code, in that it com-
pactly represents the message and is used to detect changes
in the message. Unlike a CRC, however, it is computation-
ally infeasible for an attacker to devise a substitute message
that would produce an identical message digest. The mes-
sage digest gets encrypted by the sender’s private key,
creating a digital signature of the message. Various digital
signature standards have been proposed, such as Secure
Hash Algorithm (SHA) or Message Digest 5 (MDS5)

The recipient can verify the digital signature by using the
sender’s public key to decrypt it. This proves that the sender
was the true originator of the message, and that the message
has not been subsequently altered by anyone else, because
the sender alone possesses the private key that made that
digital signature. Forgery of a signed message is infeasible,
and the sender cannot later disavow his digital signature.

These two processes (encryption and digital signatures)
can be combined to provide both privacy and authentication
by first signing a message with the sender’s private key, then
encrypting the signed message with the recipient’s public
key. The recipient reverses these steps by first decrypting the
message with his own private key, then checking the
enclosed digital signature with the sender’s public key. In
this way, the encrypted message cannot be read by anyone
but the recipient, and it can only have been created by the
sender.

Further background on digital signatures can be found, for
example, in the following books, all of which are hereby
incorporated by reference: Pfitzman, Digital Signature
Schemes (1996); Grant, Understanding Digital Signature
(1997).

Improved System and Method for FLASH BIOS
Upgrades

The present application discloses an improved system and
method for FLASH BIOS upgrades which is particularly
useful in network hubs. Each hub or node which is equipped
with a FLASH memory is also equipped with a validation
system, which ensures that a received FLLASH upgrade is
authorized and uncorrupted. Each set of instructions to be
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flashed is marked both with a vendor authorization digital
signature and also a system administrator authorization
digital signature, and both digital signatures must be recog-
nized by the validation system before the FLASH memory
will be upgraded. Because digital signatures are used for
security purposes, flash upgrades can be performed from any
location on the network, and are not limited to an admin
node.

BRIEF DESCRIPTION OF THE DRAWING

The disclosed inventions will be described with reference
to the accompanying drawings, which show important
sample embodiments of the invention and which are incor-
porated in the specification hereof by reference, wherein:

FIG. 1 shows a block diagram of a computer system with
FLASH memory according to the presently preferred
embodiment.

FIG. 2 shows a flowchart of the process of the presently
preferred embodiment.

FIG. 3 shows a block diagram of a computer network
system according to the presently preferred embodiment.

FIG. 4 shows a block diagram of a computer system
connected to a network hub according to presently preferred
embodiment.

FIG. 5 shows a block diagram of a computer system
(node) and hub where the dual-flash variant is employed.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The numerous innovative teachings of the present appli-
cation will be described with particular reference to the
presently preferred embodiment. However, it should be
understood that this class of embodiments provides only a
few examples of the many advantageous uses of the inno-
vative teachings herein. In general, statements made in the
specification of the present application do not necessarily
delimit any of the various claimed inventions. Moreover,
some statements may apply to some inventive features but
not to others.

FIG. 4 shows a block diagram of a computer system
NODE A connected to a network hub HUB1 according to
presently preferred embodiment. Node A may be a typical
desktop computer or perhaps a network server computer. In
this single-flash scenario, Node A obtains flash information
from HUBI1. The Admin in NODE A verifies the flash
information and digitally signs. This provides validation for
the flash as well as authorization. Next, the Admin transmits
a double-signed code to HUB1. HUBI validates that the
code was authorized by Admin and is valid as from the
vendor.

FIG. 5 shows a block diagram of a computer system
(node) and hub where the dual-flash embodiment is
employed. HUB1 determines which portion of Flash
memory, A or B, is not in use. This can be done by looking
at a particular bit that indicates which Flash is running.
Assuming Flash A is active, HUB1 then flashes Flash B.
HUBI revalidates Flash B and sets Flash B active. Finally,
HUBI generates a reset to boot to the new flash firmware
update.

Error conditions returned to the user include the follow-
ing: if the flash code is not authorized, the system ignores the
flash; if the flash code doesn’t have a valid vendor digital
signature, again, the system ignores the flash; the flash code
is determined to be invalid if the flash reboot process times
out—HUBI then sets Flash A as active, generates a reset,
and reboots.
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FIG. 2 shows a flowchart of the process of the presently
preferred embodiment covering both the single and dual-
flash scenarios. In a BIOS upgrade process according to
preferred embodiment, the system administrator obtains the
upgrade software and loads it into the admin node. The
administrator will examine the software, using the vendor’s
public key, which is also stored in each flash memory, and
verify that it contains an appropriate vendor digital signature
(step 210). Having verified the upgrade, the administrator
then attaches his own authorization digital signature (step
220), using his private key, to verify that the software is to
be flashed to the target memory. The upgrade software, with
both vendor and authorization digital signatures, is trans-
mitted to the target system (step 230), which may be the
network hub or another computer system on the network.

When the target system receives the transmission, it
verifies each of the digital signatures (step 240), using the
stored public keys, to ensure that the upgrade is valid and
authorized. If it is, the target system then applies the upgrade
to the inactive portion of the flash memory (step 250). The
target system may then optionally perform a checksum
operation on the inactive memory portion (step 260) to
ensure that it has been properly programmed. The active flag
is then toggled to set the newly programmed portion of the
memory active (step 270).

The target system is restarted (step 280), and the BIOS
software is loaded. Since the active flag has been reset, the
upgraded software is executed. If it executes with no errors,
the other flash memory portion, now inactive, is flashed with
the upgrade software (step 290). If, however, the new
software causes the system to crash, or causes some other
error, the active flag is automatically toggled back to the
memory portion with the known good software (step 270).

Each set of update software must have two digital signa-
tures. One of these digital signatures identifies the software
vendor, which will ensure that only an authentic BIOS
upgrade is applied. The second digital signature is an
authorization digital signature of the system administrator,
which ensures that only authorized BIOS upgrades are
applied. The digital signatures can be defined by any con-
venient digital signature standard (an RSA—Rivest, Shamir,
& Adleman—standard is preferred).

The flash memory must therefore contain two public
decryption keys according to a dual-key encryption system.
One public key will correspond to a private key known only
to the vendor, and the other public key will correspond to a
private key known only to the system administrator. By
using a dual-key digital signature standard, there is little
chance of a security compromise if the flash is examined (by
users or intruders) to determine the stored public keys.
According to the disclosed process, these public keys will
still not allow an unauthorized software upgrade to be
applied.

The verification of the digital signatures on the target
system may be accomplished in multiple ways. The pre-
ferred embodiment requires a double digital signature: flash
updates must be signed both by the vendor and by the system
administrator, and both digital signatures must be identified
by the data in the flash memory. This identification is
accomplished by a dual-key digital-signature-verification
system. “Public” keys for both the vendor and the admin-
istrator are stored or hard-coded into the flash memory. The
corresponding “private” keys are held by the vendor and
system administrator, and only these private keys can gen-
erate the digital signatures which the hub can recognize
using the public keys stored in the flash memory.
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