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‘Applicant or Patentee:

Serial or Patent No.: -
Filed or Issued:

For: METHQD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED LIMITATION

VERIFIED STATEMENT (DECLARATION) CLAIMING SMALL ENTITY STATUS
(37 CFR 1.9(f) and 1.27(c)) - SMALL BUSINESS CONCERN

I hereby declare that I am

- 1 1 the owner of the small business concermn identified below:
B{] an official of the small business concern empowered to act on behalf of the concern
o identified below: C

NAME OF CONCERN ~ M.Y.P.D. TECHNOLOGIES LTD.

ADDRESS OF CONCERN c/o Keren-Shechter Law Firm, 21 Har Sinai Street,
- Tel-Aviv 65816, Israel K

" I hereby declare that the above identified small business concern qualifies as a small
bdsiness concermn as defined in 13 CFR 121.3-18, and reproduced in 37 CFR 1.9(d), for purposes
s paying reduced fees under section 41(a) and (b) of Title 35, United States Code, in that

ythe number of employees of the concern,including those of its affiliates, does not exceed
500 persons. For purposes of this statement,(l) the mumber of employees of the business
“concern is the average over the previous fiscal year of the concern of the persons employed
¢ir a full-time, part-time or temporary basis during each of the pay periods of the fiscal
ygar,and (2) concerns are affiliates of each other when either,directly or indirectly,one
¢encern controls or has the power to control the other,or a third party or parties controls

has the power to control both.

ereby declare that rights under contract or law have been canveyed to and remain with the
11 business concern identified above with regard to the invention, entitled METHOD
OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED LIMITATI®N inventor(s)

Tosor ki MULLOR—and Julian VALIKO
—described in

[x] the application filed herewith
[ 1 application serial no. » filed
B [ 1 patent no. »issued

the rights held by the above identified small business concern are not exclusive, each
individual,concern or organization having rights to the invention is listed below* and no
rights to the invention are held by any person, other than, the inventor, who could not
qualify as a small business concern under 37 CFR 1.9(d) or by any concern which would not
‘qualify as a small business concern under 37 CFR 1.9(d) or a nonprofit organization under 37
CFR 1.9(e). *NOIE: Separate verified statements are required from each named person,

concern or organization having rights to the invention averring to their status as small
entities. (37 CFR 1.27)

NAME !
ADDRESS
[ ] INDIVIDUAL [ ] SMALL BUSINESS CONCERN [ ] NONPROFIT ORGANIZATION
NAME,
ADDRESS
[ ] INDIVIDUAL [ ] SMALL BUSINESS GONCERN [ ] NONPROFLT ORGANIZATION

I acknowledge the duty to file, in this application\ or patent, notification of any change of
status resulting in loss of entitlement to small entity status prior to paying, or at the
time of paying, the earliest of the issue fee or any maintenance fee due after the date on
which status as a small entity is no longer appropriate. (37 CFR 1.28(b))

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and Ffurther that these
statements were made with the knowledge that willful false statements and the like so made
are punishable by fine or imprisomment, or both, under section 1001 of Title 18 of the
United States Code, and that such willful false statements may jeopardize the validity of
t.:he'dapplic?ition, any patent issuing thereon, or any patent to which this verified statement
is directed. :

NAME OF PERSON SIGNING X Wi by piel L SNV NeA o

TITLE OF PERSON SIGNING ¥ teneadl . ﬁmﬁagg%f -
ADDRESS OF PERSON SIGNING X 2 7 £en Q%@, et - heshw ¢
SIGNATURE, X f“’""”fw .‘{;4 o };23,;:—* e DATE vrﬂ. L id
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Method of Restricting Software Operation within A License Limitation

v FIELD OF THE INVENTION
: This invention relates to a method and system of identifying and
. restricting an unauthorized software program’s operation.

BACKGROUND OF THE INVENTION

5 Numerous methods have been devised for the identifying and
restricting of unauthorized software program’s operation. These methods have
been primarily motivated by the grand proliferation of illegally copied

. software, which is engulfing the marketplace. This illegal copying represents
billions of dollars in lost profits to commercial software developers.

10 Software based products have been developed to validate authorized

LEL software usage by writing a license signature onto the computer’s volatile
memory (e.g. hard disk). These products may be appropriate for restricting
honest software users, but they are very vulnerable to attack at the hands of
skilled system’s programmers (e.g. “hackers”). These license signatures are

15 also subject to the physical instabilities of their volatile memory media.
Hardware base products have also been developed to validate
authorized software usage by accessing a dongle that is coupled e.g. to the
parallel port of the P.C. These units are expensive, inconvenient, and not
particularly suitable for software that may be sold by downloading (e.g. over
20 the internet).
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There is accordingly a need in the art to provide for a system and
method that substantially reduce or overcome the drawbacks of hitherto

known solutions.

5 SUMMARY OF THE INVENTION

The present invention relates to a method of restricting software

v operation within a license limitation. This method strongly relies on the use of
: a key and of a record, which have been written into the non-volatile memory

- of a computer.
10 For a better understanding of the underlying concept of the invention,

there follows a specific non-limiting example. Thus, consider a conventional
computer having a conventional BIOS module in which a key was embedded
at the ROM section thereof, during manufacture. The key constitutes,

effectively, a unique identification code for the host computer. It is important

R

15 to note that the key is stored in a non-volatile portion of the BIOS, i.e. it

cannot be removed or modified.

Further, according to the invention, each application program that is to

be licensed to run on the specified computer, is associated with a license
record; that consists of author name, program name and number of licensed

20 users (for network). The license record may be held in either encrypted or
explicit form.

Now, there commences an initial license establishment procedure,
where a verification structure is set in the BIOS so as to indicate that the
specified program is licensed to run on the specified computer. This is

25 implemented by encrypting the license record (or portion thereof) using said
key (or portion thereof) exclusively or in conjunction with other identification
information) as an encryption key. The resulting encrypted license record is

stored in another (second) non-volatile section of the BIOS, e.g. E2PROM (or
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the ROM). It should be noted that unlike the first non-volatile section, the data
in the second non-volatile memory may optionally be erased or modified
(using E’PROM manipulation commands), so as to enable to add, modify or
remove licenses. The actual format of the license may include a string of

5 terms that correspond to a license registration entry (e.g. lookup table entry or
entries) at a license registration bureau (which will be further described as part
of the preferred embodiment of the present invention).

Having placed the encrypted license record in the second non-volatile

iy

L ¢l

memory (e.g. the EZPROM), the process of verifying a license may be
- 10 commenced. Thus, when a program is loaded into the memory of the
computer, a so called license verifier application, that is a priori running in the

computer, accesses the program under question, retrieves therefrom the

license record, encrypts the record utilizing the specified unique key (as

retrieved from the ROM section of the BIOS) and compares the so encrypted

15 record to the encrypted records that reside in the" E°PROM. In the case of

< match, the program is verified to run on the computer. If on the other hand the
sought encrypted data record is not found in the E?’PROM database, this

means that the program under question is not properly licensed and

appropriate application define action is invoked (e.g. informing to the user on
20 the unlicensed status, halting the operation of the program under question etc.)
Those versed in the art will readily appreciate that any attempt to run a
program at an unlicensed site will be immediately detected. Consider, for
example, that a given application, say Lotus 123, is verified to run on a given
computer having a first identification code (k1) stored in the ROM portion of
25 the BIOS thereof. This obviously requires that the license record (LR) of the
application after having been encrypted using k1 giving rise to (LR)y; is stored

in the E’PROM of the first computer.
Suppose now that a hacker attempts to run the specified application in

a second computer having a second identification code (k2) stored in the
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ROM portion of the BIOS thereof. All or a portion the database contents

(including of course (LR),; ) that reside in the E’PROM portion in the first

computer may be copied in a known per se means to the second computer. It

is important to note that the hacker is unable to modify the key in the ROM of

5 the second computer to K1, since, as recalled, the contents of the ROM is
established during manufacture and is practically invariable.

Now, when the application under question is executed in the second

computer, the license verifier retrieves said LR from the application and, as

- explained above, encrypts it using the key as retrieved from the ROM of the

- 10 second computer, i.e k2 giving rise to encrypted license record (LR).

Obviously, the value (LR)y, does not reside in the E°PROM database section

of the second computer (since it was not legitimately licensed) and therefore

the specified application is invalidated. It goes without saying that the data
copied from the first (legitimate) computer is rendered useless, since
15 comparing (LR}, with the copied value (LR);; results, of course, in

& mismatch.

The example above is given for clarity of explanation only and is by no

means binding.

In its broadest aspect, the invention provides for a method of restricting
20 software operation within a license limitation including; for a computer
having a first non-volatile memory area, a second non-volatile memory area,
and a volatile memory area; the steps of: selecting a program residing in the
volatile memory, setting up a verification structure in the non-volatile
memories, verifying the program using the structure, and acting on the

25 program according to the verification.
An important advantage in utilizing non-volatile memory such as that
residing in the BIOS is that the required level of system programming
expertise that is necessary to intercept or modify commands, interacting with

the BIOS, is substantially higher than those needed for tampering with data
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residing in volatile memory such as hard disk. Furthermore, there is a much

higher cost to the programmer, if his tampering is unsuccessful, i.e. if data

residing in the BIOS (which is necessary for the computer’s operability) is

inadvertently changed by the hacker. This is too high of a risk for the ordinary

5 software hacker to pay. Note that various recognized means for hindering the

professional-like hacker may also be utilized (e.g. anti-debuggers, etc.) in
conjunction with the present invention.

In the context of the present invention, a “computer” relates to a digital

data processor. These processors are found in personal computers, or on one

10 or more processing cards in multi-processor machines. Today, a processor

normally includes a first non-volatile memory, a second non-volatile memory,

and data linkage access to a volatile memory. There are also processors

having only one non-volatile memory or having more than two non-volatile

memories; all of which should be considered logically as relating to having a

15 first and a second non-volatile memory areas. There are also computational

environments where the volatile memory is distributed into numerous

physical components, using a bus, LAN, etc.; all of which should logically be

considered as being a volatile memory area.

According to the preferred embodiment of the present invention, there
20 is further provided a license authentication bureau which can participate in
either or both of:
(1) establishing the license record in the second non-volatile memory;
and
(i) verifying if the key and license record in the non-volatile
25 memory(s) is compatible with the license record information as extracted
from the application under question.
The bureau is a telecommunications accessible processor where
functions such as formatting, encrypting, and verifying may be performed.

Performing these or other functions at the burecau helps to limit the
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understanding of potential software hackers; since they can not observe how
these functions are constructed. Additional security may also be achieved by
forcing users of the bureau to register, collecting costs for connection to the
bureau, logging transactions at the bureau, etc.

5 According to one example of using the bureau, setting up a verification
structure further includes the steps of: establishing, between the computer and
the bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license including an identification of the

- computer and the license-record’s contents from the selected program;

10 forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the computer, the encrypted license-record.

According to another example of using the bureau, verifying the

program further includes the steps of: establishing, between the computer and

15 the bureau, a two-way data-communications linkage; transferring, from the

W,

computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected

program  from the second non-volatile memory, and the

licensed-software-program’s license-record contents; enabling the comparing
20 at the bureau; and transferring, from the bureau to the computer, the result of
the comparing.

The actual key that serves for identifying the computer may be
composed of the pseudo-unique key exclusively, or, if desired, in combination
with information, e.g. information related to the registration of the user such

25 as e.g. place, telephone number, user name, license number, etc. In the context
of the present invention, a “pseudo-unique” key may relate to a bit string
which uniquely identifies each first non-volatile memory. Alternately the
“pseudo-unique” key may relate to a random bit string (or to an assigned bit

string) of sufficient length such that: there is an acceptably low probability of
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a successful unauthorized transfer of licensed software between two
computers, where the first volatile memories of these two computers have the
same key.

It should be noted that the license bureau might maintain a registry of
5 keys and of licensed programs that have been registered at the bureau in
association with these keys. This registry may be used to help facilitate the
formalization of procedures for the transfer of ownership of licensed software

from use on one computer to use on another computer.
- Constructing the key in the manner specified may hinder the hacker in
- 10 cracking the proposed encryption scheme of the invention, in particular when
' the establishment of the license record or the verification thereof is performed
in the bureau. Those versed in the art will readily appreciate that the invention

is by no means bound by the data, the algorithms, or the manner of operation

of the bureau. It should be noted that the tasks of establishing and/or verifying

15 a license record may be shared between the bureau and the computer, done

N

exclusively at the computer, or done exclusively at the bureau. The
pseudo-unique key length needs to be long enough to hinder encryption attack
schemes. The establishing of the key may be done at any time from the

non-volatile memory’s manufacture until an attempted use of an established

20 license-record in the non-volatile memory. The key is used for encryption or
decryption operations associated with license-records. In principle, the
manufacturer of the licensed-software-program may specify the license-record
format and therefore different formats may, if desired, be used for respective
applications.

25 According to the preferred embodiment of the present invention, the
pseudo-unique key is a unique-identification bit string that is written onto the
first non-volatile memory by the manufacturer of the is memory media.

According to one, non-limiting, preferred embodiment of the present

invention, the first non-volatile memory area is a ROM section of a BIOS; the
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second non-volatile memory area is a F’PROM section of a BIOS; and the
volatile memory is a RAM e.g. hard disk and/or internal memory of the
computer .
The present invention also relates to a non-volatile memory media
5 used as a BIOS of a computer, for restricting software operation within a
license limitation, wherein a pseudo-unique key is established.
According to the preferred embodiment of the non-volatile memory
media of the present invention, the pseudo-unique key is established in a
- ROM section of the BIOS.

10

BRIEF DESCRIPTION OF THE DRAWINGS:

In order to understand the invention and to see how it may be carried
out in practice, a preferred embodiment will now be described, by way of
non-limiting example only, with reference to the accompanying drawings, in

= 15 which:

Fig. 1 is a schematic diagram of a computer and a license bureau; and

Fig. 2 is a generalized flow chart of the sequence of operations

performed according to one embodiment of the invention.

20 DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

A schematic diagram of a computer and a license bureau is shown in
Figure 1. Thus, a computer processor (1) is associated with input operations
(2) and with output operations (3). This computer (processor) internally
contains a first non-volatile memory area (4) (e.g. the ROM section of the
25 BIOS), a second non-volatile memory area (5) (e.g. the E>PROM section of
the BIOS), and a volatile memory area (6) (e.g. the internal RAM memory of

the computer).
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The computer processor is in temporary telecommunications linkage
with a license bureau (7).
The first non-volatile memory includes a pseudo-random identification
key (8), which exclusively or in combination with other information (e.g. user
5 name), is sufficient to uniquely differentiate this first non-volatile memory
from all other first non-volatile memories. As specified before, said key
constitutes unique identification of the computer.
The second non-volatile memory includes a license-record-area (9) e.g.
- for the containing of at least one encrypted license-record (e.g. three records
L 10 10-12). The volatile memory accommodates a license program (16) having
’ license record fields (13-15) appended thereto. By way of example said fields
stand for Application name (e.g. Lotus 123), Vendor name (Lotus inc.), and
no of licensed copies (1 for stand alone usage, >1 for number of licensed users
for a network application).
15 Those versed in the art will readily appreciate that the license record is
not necessarily bound to continuos fields. In fact, the various license content

components of the data record may be embedded in various locations in the

application. Any component may, if desired, be encrypted.
Each one of the encrypted license records (10-12) is obtained by
20 encrypting the corresponding license record as extracted from program 16,
utilizing for encryption the identification key (8).

In a typical, yet not exclusive, sequence of operation, a
transaction/request is sent, by the computer to the bureau. This transaction
includes the key (8), the encrypted license-records (10-12), contents from the

25 license program used in forming a license record (e.g. fields 13-15), and other
items of information as desired.

The bureau forms the proposed license-record from the contents,
encrypts (utilizing predetermined encryption algorithm) the so formed

license-record using the key (8), and compares the so formed encrypted
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license-record with the license-records (10-12). The bureau generates an

overlay according to the result of the comparison indication successful
comparison, non-critical failure comparison and critical failure comparison.

The bureau returns the overlay which will direct the computer in

5 subsequent operation. Thus, a success overlay will allow the license program

to operate. A non-critical failure overlay will ask for additional user

interactions. A critical failure overlay will cause permanent disruption to the

. computer’s BIOS operations. Thus, software operation of the program is

methodologically according to a license limitation restriction.

10 Those versed in the art will readily appreciate that the implementation

as described with reference to Fig. 1 is by no means binding. Thus, by way of

non-limiting example, the bureau, instead of being external entity may form

part of the computer.

Attention is now directed to Fig. 2, showing a generalized flow chart
15 of the sequence of operations performed according to one embodiment of the

invention.

) Thus, selecting (17) a program includes the step of: establishing a

licensed-software-program in the volatile memory of the computer wherein
the licensed-software-program includes contents used to form a
20 license-record. These contents, be they centralize or decentralized, may
include terms, identifications, specifications, or limitations related to the
manufacturer of a software product, the distributor of a software product, the
purchaser of a software product, a licensor, a licensee, items of computer
hardware or components thereof, or to other terms and conditions related to

25 the aforesaid.
Setting up (18) the verification structure includes the steps of:
establishing or certifying the existence of a pseudo-unique key in the first
non-volatile memory area; and establishing at least one license-record

location in the first or the second nonvolatile memory area.
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Establishing a license-record includes the steps of: forming a
license-record by encrypting of the contents used to form a license-record
with other predetermined data contents, using the key; and establishing the
encrypted license-record in one of the at least one established license-record

5 locations (e.g. 10-12 in Figure 1).

Verifying (19) the program includes the steps of: encrypting the
licensed-software-program’s license-record contents from the volatile
memory area or decrypting the license-record in the first or the second

- non-volatile memory area, using the key; and comparing the encrypted
. 10 licensed-software-program’s license-record contents with the encrypted
' license-record in the first or the second non-volatile memory area, or
comparing the licensed-software-program’s license-record contents with the

decrypted license-record in the first or the second non-volatile memory area.

Acting (20) on the program includes the step of: restricting the
15 program’s operation with predetermined limitations if the comparing yields
non-unity or insufficiency. In this context “non-unity” relates to being unequal

with respect to a specific equation (e.g. A=B+1); and “insufficiency” relates

to being outside of a relational bound (e.g. A>B+1). “Restricting the
program’s operation with predetermined limitations” may include actions
20 such as erasing the software in volatile memory, warning the license
applicant/user, placing a fine on the applicant/user through the billing service
charges collected at the license bureau (if applicable), or scrambling sections

of the BIOS of the computer (or of functions interacting therewith).
The present invention has been described with a certain degree of
25 particularity but it should be understood that various modifications and
alterations may be made without departing from the scope or spirit of the

invention as defined by the following claims:

SAMSUNG EX. 1004 - 13/242



-12-

CLAIMS:

1. A method of restricting software operation within a license
limitation comprising; for a computer having a first non-volatile memory area,
a second non-volatile memory area, and a volatile memory area; the steps of:
5 selecting a program residing in the volatile memory, setting up a verification
structure in the non-volatile memories, verifying the program using the
structure, and acting on the program according to the verification.
2. A method according to claim 1, further comprising the step of:
establishing a license authentication bureau.
10 3. A method according to claim 2, wherein setting up a verification
structure further comprising the steps of: establishing, between the computer

and the bureau, a two-way data-communications linkage; transferring, from

the computer to the bureau, a request-for-license including an identification of
the computer and the license-record’s contents from the selected program;
15 forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the encryption key; and

transferring, from the bureau to the computer, the encrypted license-record.
4. A method according to claim 2, wherein verifying the program
further comprising the steps of: establishing, between the computer and the
20 bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected
program from the second non-volatile memory, and the
licensed-software-program’s license-record contents; enabling the comparing
25 at the bureau; and transferring, from the bureau to the computer, the result of
the comparing.
5. A method according to claim 3 wherein the identification of the

computer includes the pseudo-unique key.
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6. A method according to claim 1 wherein selecting a program
includes the step of: establishing a licensed-software-program in the volatile
memory of the computer wherein said licensed-software-program includes
contents used to form a license-record.

5 7. A method according to claim 1 wherein setting up the verification
structure includes the steps of: establishing or certifying the existence of a
pseudo-unique key in the first non-volatile memory area; and establishing at

A least one license-record location in the first or the second nonvolatile memory

- area.

10 8. A method according to claim 6 wherein establishing a license-record
includes the steps of: forming a license-record by encrypting of the contents
used to form a license-record with other predetermined data contents, using

the key; and establishing the encrypted license-record in one of the at least

one established license-record locations.

15 9. A method according to claim 1 wherein verifying the program

includes the steps off encrypting the licensed-software-program’s

i license-record contents from the volatile memory area or decrypting the

license-record in the first or the second non-volatile memory area, using the
key; and comparing the encrypted licensed-software-program’s license-record
20 contents with the encrypted license-record in the first or the second
non-volatile memory area, or comparing the licensed-software-program’s
license-record contents with the decrypted license-record in the first or the
second non-volatile memory area.
10. A method according to claim 1 wherein acting on the program
25 includes the step of: restricting the program’s operation with predetermined
limitations if the comparing yields non-unity or insufficiency.
11. A method according to claim 1 wherein the first non-volatile

memory area is a ROM section of a BIOS.
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12. A method according to claim 1 wherein the second non-volatile
memory area is a E°PROM section of a BIOS.

13. A method according to claim 1 wherein the volatile memory is a
RAM.

5 14. A non-volatile memory media used as a BIOS of a computer, for
restricting software operation within a license limitation, wherein a
pseudo-unique key is established.

15. A non-volatile memory media according to claim 14 wherein the

. pseudo-unique key is established in a ROM section of the BIOS.
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ABSTRACT

A method of restricting software operation within a license limitation

that is applicable for a computer having a first non-volatile memory area, a

5 second non-volatile memory area, and a volatile memory area. The method
includes the steps of selecting a program residing in the volatile memory,
setting up a verification structure in the non-volatile memories, verifying the

program using the structure, and acting on the program according to the
. verification.

10
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%“business in the Patent and Trademark Office connected therewith: George H. Spencer (Reg. No.
:; 18,038), Norman N. Kunitz (Reg.No. 20,586), Robert J. Frank (Reg. No. 19,112), Gabor J. Kele-
men {Reg. No. 21,016), Robert Kinberg (Reg. No. 26,924), John W. Schneller (Reg. No. 26,031},
Ashley J. Wells (Reg. No. 29,847), Christopher H. Lynt (Reg. No. 33,619) Suite 300 East,
1100 New York Avenue, N.W., Washington, D.C. 20005-3955, Telephone: (202) 414-4000, Telefax:
(2028 414-4040. Address all correspondence to SPENCER & FRANK, Suite 300 East, 1100 New York
Ave., N.W., Washington, D.C. 20005-3955.

The undersigned hereby authorizes the U.S. attorneys named herein to accept and follow
instructions from the undersigned's assignee, if any, and/or, if the undersigned is not a
resident of the United States, the undersigned's domestic attorney, patent attorney or patent
agent, as to any action to be taken in the Patent and Trademark Office regarding this
application without direct communication between the U.S. attorneys and the undersigned. 1In
the event of a change in the person(s) from whom instructions may be taken, the U.S.
attorneys named herein will be so notified by the undersigned.

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made
are punishable by fine or imprisonment, or both, under §1001 of Title 18 of the United States
Code and that such willful false statements may jeopardize the validity of the application
or any patent issued thereon.

Signature: )C (\M ‘\'fl Date:)é 2?(128 \' Sy , 1998,

Sole/First Inventor: Miki Mullor
Citizenship: Israeli
Residence and Post Office Address: 3

, Zelon Street, Ramat Hasharon 47234, Israel

signature: X Z pate < f , 4)5’{ ?2 , 1998.

Second Inventor: Julian Valiko

Citizenship: Israeli

Residence and Post Office Address: 3
r

Zelon Street, Ramat Hasharon 47234, Israel
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ATTORNEYS AT LAW Iﬁ :
October 1, 1998 92_3_:,
S
.-
BONE
*Q,QE
Assistant Commissioner for Patents
Washington, D.C. 20231
Re: New Patent Application 1 ,
Inventor (s) : Miki MULLOR and Julian VALIKO
; } Attorney Docket: REINC 4237.01
{ Sir:
¢t ixr:
1

E”:

Fd
o3
a

i

o
w4
i

L

ﬂ"p.

o

Please find attached hereto an application for patent which
includes:

Specification, Claims, Declaration, Power of Attorney.

A certified copy of Israel Application No. 124571 filed May 21, 1998,
the priority of which is &laimed herewith under 35 U.S.C. 119.

Verified Declaration Statement shdwing Small Entity'status: '
Formal Drawings: Figures 1 and 2 (2 sheets)
Fee (see formula below) check enclosed.

.« Basic Fee $395/790

Additional Fees:

Total number of claims in excess of 20_* times $11/22 §$ 0.00

Number of independent claims _1
in excess of 3: * _ times $41/8B2...........c.. ... $ 0.00
An assignment is likewise enclosed; Recording Fee $40.8% 40,00
TOTAL FEES FOR THE ABOVE APPLICATION... $__435,00

In the event there is attached hereto no check, or a check for an insuffi-

1; cient amount, please charge.the fee to our Account No. 19-3700 and notify us
accordingly.

Respectfully submitted

2
Robert Kinberg, ; )
RK:boa

Registration No. 26,924
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Method of Restrictihg Software Operatioh within A License Limitation

. FIELD OF THE INVENTION
This invention relates to a method and system of identifying and

restricting an unauthorized software program’s operation.

BACKGROUND OF THE INVENTION
5;'6,“. umerous methods have been. »dev1

restricting of unauthorized software program/s operation. These methods have

d for the identifying and

been primarily motivated by the gr prolifefation of illegally copied
software, which is engulfing the mar tplace. This illegal copying represents
_=: - billions of dollars in lost profits to cgmmercial software developers.
= 107, - “*Software based products haﬁie been deilélqped to validate authorized
H software iisage by writing a license signature onto the computer’s volatile
A' memory (e.g. hard disk). :Thesé‘ prbducts' ma'yibe appropriate for restricting
honestv software users, but they are Véry vulnerable to attack at the hands of
skilled system’s programmers (e.g. “hackers”). These license signatures are
15 also subject to the physical instabilities of their volatile memory media.

(mc,,q?-)ardware base préducts have also

authotized software usage by accessing a dongle that is coupled e.g. to the

fi developed to validate

parallel port of the P.C. ese units are expensive, inconvenient, and not

particularly suitable for software that may be sold by downloading (e.g.. over
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There is accordingly a need in the art to provide for a system and
method that substantially reduce or overcome the drawbacks of hitherto

known solutions.

5 SUMMARY OF THE INVENTION

The present invention relates to a method of restricting sofiware

S operatioh within a license limitation. This method strongly relies on the use of

. a key and of a record, which have been written into the non-volatile memory

| of a computer. |

10 For a better understanding of the underlying concept of the invention,

there follows a specific non-limiting example. Thus, consider a conventional

- computer having a conventional BIOS module in which a key was. embedded

at the ROM section thereof, during manufacture. The key constitutes,

effectively, a uhique identification code for the host computer. It is important

- 15 to note that the key is stored in a non-volatile portion of the BIOS, i.e. it
cannot be removed or modified.

Further, according to the invention, each application program that is to

_be licensed to run on the specified computer, -is associated with a license

"record; that consists of author name, program name and number of licensed

20 users (for network). The license record may be held in either encrypted or
explicit form.

| Now, there commences an initial license establishment procedure,

where a verification structure is set in the BIOS so as to indicate that the

: speciﬁed program is: licensed to run on the specified computer. This is

25 1implemented by encrypting the license record (or. portion thereof) using said

key (or portion therebf) exclusively or in conjunction with other identification

information) as an encryption key. The resulting encrypted license record is

stored in another (second) non-volatile section of the BIOS, e.g. EXPROM (or
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the ROM). It should be noted that unlike the first non-volatile section, the data

in the second non-volatile memory may optionally be erased or modified

(using E’PROM manipulation commands), so as to enable to add, modify or

remove licenses. The actual format of the license may include a string of

5 terms that correspond to a license registration entry (e.g. lookup table entry or

éntries) at a license registration bureau (which will be further described as part

of the preferred embodiment of the present invention). '

Having placed the encrypted license record in the second non-volatile

: memory (e.g. the E’PROM), the process of verifying a license may be
| 10 commenced. Thus, when a program is loaded into the memory of the
computer, a so called license verifier application, that is a priori running in the

computer, accesses the program under question, retrieves therefrom the

license recofd, encrypts the record utilizing the specified unique key (as
retrieved from the ROM section of the BIOS) and compares the so encrypted

15 record to the encrypted records that reside in the' E’PROM. In the case of

« match, the program is verified to run on the computer. If on the other hand the
sought encrypted data record is not found in the EZPRO,M’ database, this

means that the program under question is mnot properly licensed and

appropriate application define action is invoked (e.g. informing to the user on

20 the unlicensed status, halting the operation of the program under question etc.)

Those versed in the art will readily appreciate that any attempt to run a

program at an unlicensed site will be immediately detected. Consider, for

example, that a given application, say Lotus 123, is verified to run on a givén

computer having a first identification code (k1) stored in the ROM poftion of

25 the BIOS thereof. This obviously requireé that the license record (LR) of the

application after having been encrypted using k1 giving rise to (LR)y is stored

in the E°PROM of the first computer. -

Suppose now that a hacker attempts to run the spéciﬁed application in

a second computer having a second identification code (k2) stored in the
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ROM portion of the BIOS thereof. All or a portion the database contents
(including of course (LR)y; ) that reside in the E?PROM portion in the first
computer may be copied in a known per' se means to the second computer. It
1s important to note that the hacker is unable to modify the key in the ROM of
the second computer to K1, since, as recalled, the contents of the ROM is
established during manufacture and is practically invariable.

Now, when the application under question is executed in the second
computer, the license verifier retrieves said LR from the application and, as
explained above, encrypts it using the key as retrieved from the ROM of the
second computer, i.e k2 giving rise to encrypted license record (LR)g,.
Obviously, the value (LR),, does not reside in the E°PROM database section
of the second computer (since it was not legitimately licensed) and therefore
the specified application is invalidated. It goes without saying that the data
copied from the first (legitimate) computer is rendered useless, since
comparing (LR); with the copied value (LR)i resﬁlts, of course, in
mismatch.: |

The example above is given for clarity 6f explaination only and is by no
means binding_.

In its broadest aspect, the invention provides for a method of restricting
software operation within a license limitation including; for a computer
having a first non-volatile memory area, a second non-volatile memory area,
and a volatile memory area; the steps of: selecting a program residing in the
volatile memory, setting up lé verification structure in the non-volatile
meinories, verifying the program using the structure, and acting on the
program according to the verification.

An important advantage in utilizing non-volatile memory such as that
residing in the BIOS is that the required level of system programming
expertise that is necessary to intercept or modify commands, interacting with

the BIOS, is substantially higher than those needed for tampering with data

5
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residing in volatile memory such as hard disk. Furthermore, there is a much

higher cost to the programmer, if his tampering is unsuccessful, i.e. if data

residing in the BIOS (which is necessary for the computer’s operability) is

inadvertently changed by the hacker. This is t00 high of a risk for the ordinary

5 software hacker tobpa'y. Note that various recognized means for hindering the

professional-like hacker may also be utilized (e.g. anti-debuggers, efc.) in
conjunction with the present invention.

In the context of the present invention, a “computer” relates to a digital

- data processor. These processors are found in personal computers, or on one

10 or more processing cards in multi-processor machines. Today, a processor

normally includes a first non-volatile memory, a second non-volatile memory,

and data linkage access to a volatile memory. There are also processors

hav-ing only'one non-volatile memory or having more than two non-volatile

memories; all of which should be considered logically as relating to having a

15 first and a second non-volatile memory areas. Thére are also computational

environments where the volatile memory is distribufed into numerous

physical components, using a bus, LAN, etc.; all of which should logically be

considered as being a volatile memory area.

According to the preferred embodiment of the present invention, there
20 is further provided a license authentication bureau which can participate in
either or both of: _
(i) establishing the license record in the second non-volatile memory;
and
(i) verifying if the key and license record in. the non-volatile
425 memory(s) is compatible with the license record information as extracted
from the application under question.
The bureau is a telecommunications accessible processor where
functions such as formatting, encrypting, and verifying may be performed.

Performing these or other functions at the bureau helps to limit the

Lo
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understanding of potential software hackers; since they can not observe how
these functions are constructed. Additional security may also be achieved by
forcing users of the bureau to fegister, collecting costs for connection to the
bureau, logging transactions at the bureau, etc.

5 'Accofding to one example of using the bureau, setting lip a verification
structure further includes the steps of: establishing, between the computer and
the bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license inclhding an identification of the

- computer and the license-record’s contents from the selected program;

10 forming an encryi_ated license-record at the bureau by encrypting parté of the

request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the computer, the encrypted license-record.
= : | Accofding to another example of using the bureau, verifying the

: program further includes the steps of: establishing, between the computer and

15 the bureau, a two-way data-comrﬁunications linkage; transferring, from the

compﬁter to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license—reéord for the selected

program  from the second non-volatile memory, and the

licenséd-soﬁwaxje-program’s license-record contents; enabling the comparing
20 at the bureau; and transferring, ﬁoin the bureau to the computer, the result of
the comparing. | '

The ‘actuél key that serves for identifying the computer may be
composed of the pseudo-uniqlie key exclusively, or, if desired, in combination
with information, e.g. infofrriation related to the registration of the user such

25 as e'.g. pléce, telephone number, user name, license number, etc. Injthe context
of the present invention, a “pseudo-unique” key may relate to a bit string
which uniquely identifies each first non-volatile memory. Alternately the
“pseudo-unidue” key may relate to a random bit string (or to an assigned bit

string) of suﬂicieht length such that: there is an acceptably low probability of

ﬁ
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a successful unauthorized transfer of licensed software between two
computers, where the first volatile memories of these two computers have the
same key.

It should be noted that the license bureau might maintain a registry of
5 keys and of licensed programs that have been registered at the bureau in
association with these keys. This registry may be used to help facilitate the
formalization of procedures for the transfer of ownership of licensed software

from use on one computer to use on another computer.
: Constructing the key in the manner specified may hinder the hacker in
10 cracking the proposed encryption scheme of the invention, in particular when
the establishment of the license record or the verification thereof is performed
in the bureau. Those versed in the art will readily appreciate that the invention
= is by no meé.ns bound by the data, the algorithms, or the manner of operation
—‘ of the bureau. It should be noted that the tasks of establishing and/or verifying
. 15 a license record may be shared between the bureau and the computer, done
= éxclusively at the computer, or done exclusively at the bureau. The

pseudo-unique key length needs to be long enough to hinder encryption attack

schemes. The establishing of the key may be done at any time from the

non-volatile memory’s manufacture until an attempted use of an established

20 license-record in the non-volatile memory. The key is used for ehcryption or
decryption operations. associated with license-records. In principle, the
manufacturer of the licensed-software-program may specify the license-record
format and therefore different formats may, if desired, be used for respective
applications. - '

25 According to the preferred embodiment of the present invention, the
pseudo-unique key is a unique-identification bit string that is written onto the
first non-volatile memory by the manufacturer of the is memory media.

According to one, non-limiting, preferred embodiment of the present

invention, the first non-volatile memory area is a ROM section of a BIOS; the

¥
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second non-volatile memory area is a-EZPROM section of a BIOS; and the
volatile memory is a RAM e.g. hard disk and/or internal memory of the
computer . |
The present invention also relates to a non-volatile memory media
5 used as a BIOS of a computer, for restricting software operation within a
license liInitation, wherein a pseudo-unique key is established. |
According to the preferred émbodiment of the non-volatile memory
media of the present invention, the pseudo-unique key is established in a
- ROM section of the BIOS.

10

BRIEF DESCRIPTION OF THE DRAWINGS:

'In order to understand the invention and to see how it may be carried

al oy

out in practice, a preferred embodiment will now be described, by way of

<R

non-limiting example only, with'reference to the accompanying drawings, in
- 15 which: |

Fig. 1 is a schematic diagram of a computer and a license bureau; and

Fig. 2 is a generalized flow chart of the sequence of operations ‘

performed according to one embodiment of the invention.

20 DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

_ A schematic diagram of. a computer and a license bureau is shown in
Figure 1. Thus, a computer processor (1) is associated with input operations .
(2) and with output operatiqnsk Q3). This cbrhputer (processor) internally
contains a first non-volatile rhemory area (4) (e.g. the ROM section of the

25 BIOS), a second non-volatile memoryrarea (5) (e.g. the E*PROM section of .-
the BIOS), and a volatile memory area (6) (e.g. the internal RAM memory of

, ] SAMSUNG EX. 1004 - 31/242
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The computer processor is in tempdrary telecommunications linkage

with a license bureau (7).
The first non-volatile memory includes a pseudo-random identification
key (8), which exclusively or in combination with other information (e.g. user
s name), is sufficient fo uniquely differentiate this first non-volatile memory
from all other first non-volatile memories. As specified before, said key

constitutes unique identification of the computer.

/],yﬁ ﬂ‘}’ The second non-volatile membry includes a licerise-record-area (9) e.g.

- fot the containing of at least one encrypted license-record (e.g. three records

10 10-12). The volatile memory accopmfodates a license program (16) having

license record fields (13-15) appended thereto. By way of example said fields

stand for Application e (e.g. Lotus 123), Vendor name (Lotus inc.), and

no of licensed copfes (1 for stand alone usage, >1 for number of licensed users
application).
15 ’S»(\‘xf\é\ ose versed in the art will readi

ds. In fact, the various license content

appreciate that the license record is -

not necessarily bound to continuos fi

& ' components of the data record may/be embedded in various locations in the

application. Any component may.,/if desired, be encrypted.

Each one of the encrypted license records (10-12) is obtained by
20 4éncrypting the corresponding license record as extracted from program 16,
utilizing for encryption the identification key (8).

In | a typical, vet not exclusive, sequence of operation, a
transaction/request is sent, by the computer to the bureau. This transaction
includes the key" (8), the encrypted ‘license-records (10-12), contents from the

25 license program used in forming a license record (e.g. fields 13-15), and other
items of information as desired.

license-record from the contents,

’ﬂé ﬁé The bureau forms the propose
encrypts (utilizing predetermined ¢hcryption algorithm) the so formed

d compares the so formed encrypted

\ l SAMSUNG EX. 1004 - 32/242
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license-record with the license-records (10-12). The bureau generates an

overlay according to the result of the/ comparison indication successful
comparison, non-critical failure comparigon and critical failure comparison.
The bureau returns the overlay which will direct the computer in
5 subsequent operation. Thus, a success overlay will allow the license program
to operate. A non-critical failure overlay will ask for additional user
interactions. A critical failure overlay will cause permanent disruption to the
computer’s BIOS operations. Thus, software operation of the program is
4methodologically according to a license limitation restriction.
10 Those versed in the art will readily appreciate that the implementation

as described with reference to Fig. 1 is by no means binding. Thus, by way of

non-limiting example, the bureau, instead of being external entity may form

part of the computer.
Attention is now directed to Fig. 2, showing a generalized flow chart
15 of the sequence of operations performed according to one embodiment of the
invention.

Thus, selecting (17) a program includes the step of: establishing a

'licensed-soﬁ:ware-program in the volatile memory of the computer wherein
~ the licensed-software-program  includes contents used to form a
20 license-record. These contents, be they centralize or decentralized, may
include terms, identifications, speciﬁcations,‘ or limitations related to the
manufacturer of a software product, the distributor of a software product, the
purchaser of a software product, a licensor, a licensee, items of cornpufer
hardware or components thereof, or to other terms and conditions related to

25 the aforesaid.
Setting up (18) the verification structure includes the steps of:
establishing or certifying the existence of a pseudo;unique key in the first
non-volatile memory area; and establishing at least one license-record

location in the first or the second nonvolatile memory area.

||
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Establishing a license-record includes the steps of: forming a
license-record by encrypting of the contents used to form a license-record
with other predetermined data contents, using the key; and establishing the
encrypted license-record in one of the at least one established license-record

5 locations (e.g. 10-12 in Figure 1). ‘

Verifying (19) the program includes the steps of: encrypting the

licensed-soﬁwaré-program’s license-record contents from the wvolatile

) memory area or decrypting the license-record in the first or the second
. non-volatile memory area, using the key; and comparing the encrypted
10 licensed-software-program’s license-record contents with the encrypted
license-record in the first or the second non-volatile memory area, Or

comparing the licensed-soﬂware-progfzim’s license-record contents with the

decrypted license-record in the first or the second non-volatile memory area.
Acting (20) on the program includes the step of: restricting the
15 program’s operation with predetermined limitatioris if the comparing yields
- non-unity or insufficiency. In this context “nof_x-unity” relates to being unequal
with reépect to a specific equation (e.g. A=B+1); and “insufficiency” relates

to being outside of a relational bound (e.g. A>B+1). “Restricting the

==
Dt
RS

program’s operation with predetermined limitations” may include actions
20 .vsuch as erasing the software in volatile memory, waming the license
applicant/user, placing a fine on the applicant/user through the billing service
charges collected at the license bureau .(if applicable), or scrambling sections

of the BIOS of the computer (or of functions intéracting therewith).
The present invention has been- déscribed with a cer;ain ‘degree of
25 particularity but it should be understood that various modifications and
alterations may bé made without departihg from the scope of spirit of the

invention as defined by the following cléims./

| =
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“6/ u/j Aw 1. A method of restricting software operation within a license
limitation comprising; for a computer having a first non-volatile memory area,

d a volatile memory area; the steps of:

a second non-volatile memory area,

5 selecting a program residing in thg/volatile memory, setting up a verification

structure in the non-volatile siemories, verifying the program using the

structure, and acting on the pfogram according to the verification.

2. A method according to claim 1, further comprising the step of:

establishing a license authentication bureau. |

13«b @373 A method according to claim 2, wherej
6 ture further comprising the steps of: establi

~ and the bureau, a two-way data-communicatiogls linkage; transferring, from

setting up a verification

ing, between the computer

the computer to the bureau, a request-for-licensg including an identification of

the computer and the license-record’s eonte ts from the selected program;
15 forrmng an encrypted license-record at the fureau by encryptlng parts of the
request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the computer, the encrypted license-record.

2, wherein verifying the program

ing, between the compufer and the
20 bureau, a two-way data-communica. ons linkage; transferring, from the
computer to the bureau, a reque -for-license-veriﬁcation including an
identification of the computer, the gncrypted license-record for the selected
program  from the secon non-volaﬁle memory, and the
licensed- soﬁware-program s licegse-record contents; enabhng the comparing

~25 at the bureau; and transfemng, om the bureau to the computer, the result of
the comparing. |
5. A method according to claim 3 wherem the identification of the

computer 1ncludes the pseud -unique key.
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6. A method according to claign 1 wherein selecting a program
includes the step of: establishing a licensed-software-program in the volatile
memory of the computer wherein said licensed-software-program includes
contents used to form a license-record. |

5 7. A method according to claim} 1 wherein setting up the verification

structure includes the steps of: establishing or ceftifying the existence of a

pseudo-imique key in the first non-volatile memory area; and establishing at

least pfie license-record location in thd first or the second nonvolatile memory
N .

8. A method according to claim 6 whérein establishing a license-record
includes the steps of: forming P license-record by encrypting of the contents
used to form a license-record with cher predetermined data contents, using
the key; and establiShihg the énérypted license-record in one of the at least
one established license-record locations. ‘

L5/ 9. A method according to claim 1 wherfin verifying the program

icensed-software-program’s

ingludes the steps. of: éncrypting the

license-record contents from the volatile me 'er area or decrypting the

license-record in the first or the second non-vqlatile memory area, using the
key; and comparing the encrypted licensed-software-program’s license-record
20 céntents ; With the encrypted license-recorfl in the first or the second.
‘non-volatile memory area, or comparing fthe licensed-software-program’s
licensé-record contents with the decrypted/ license-record in the first or the
second non-volatile memory area. |

10. A method accdrding to claimt 1 wherein acting on the program
25 includes the step of: restricting the program’s operation with predetermined
limitations if the comparing yields nonfunity or insufficiency.

11. A method according to flaim 1 wherein the first non-volatile

mein’ory-area is a ROM section of a BIOS.
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12. A method according to claim ¥} wherein the second non-volatile
memory area is a E?PROM section of o/BIOS. :

I }é A method according to claim 1 wherein the volatile memory is a

RAM.

14. A norntvolatile memory media used as a BIOS of a computer, for

e\operation within a license ‘limitation, wherein a

emory media according to claim 14 Wherein the

tablished in a ROM section of the BIOS.
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ABSTRACT

A method of restricting software operation within a license limitation
that is applicable for a computer having a first non-volatile memory area, a
second non-volatile memory area, and a volatile men,iory area. The method

includes the steps of selecting a program residing in the volatile memory,

setting up a verification structure in the non-volatile memories, verifying the

program using the structure, and acting on the program according to the

verification.
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Method of Restricting Software Operation within A License Limitation

K4

FIELD OF THE INVENTION

This invention relates to a method and system of identifying and

restricting an unauthorized software program’s operation.

BACKGROUND OF THE INVENTION

Numerous methods have been devised for the identifying and -
restricting of unauthorized software program’s operation. These methods
have been primarily motivated by the grand proliferation of illegally copied
software, which is.engulfing the marketplace. This illegal copying represents
billions of dollars in lost profits to commercial software developers.

Software based products have been developed to validate authorized
software usage by writing a license signature onto the computer’s volatile
memory (e.g. hard disk). These products may be appropriate for restricting
honest software users, but they are very vulnerable to attack at the hands of
skilled system’s programmers (e.g. “hackers™). These license signatures are
also subject to the physical instabilities of their volatile memory media.

Hardware base products have also been developed to validate
authorized software usage by accessing a dongle that is coupled e.g. to the

paralle] port of the P.C. These units are expensive, inconvenient, and not
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particularly suitable for software that may be sold by downloading (e.g. over

the internet).
There is accordingly a need in the art to provide for a System and
method that substantially reduce or overcome the drawbacks of hitherto

known solutions.

SUMMARY OF THE INVENTION

The present invention relates to a method of restricting software
operation within a license limitation. This method strongly relies on the use of
a key and of a record, which have been written into the non-volatile memory
of a computer.

For a better understanding of the underlying concept of the invention,
there follows a specific non-limiting example. Thus, consider a conventional
computer having a conventional BIOS module in which a key was embedded
at the ROM section thereof, during manufacture. The key constitutes,

effectively, a unique identification code for the host computer. It is important

- to note that the key is stored in a .non-volatile portion of the BIOS, ie. it ... .

cannot be removed or modified.

Further, according to the invention, each application program that is to
be licensed to run on the specified éomputer, is associated with a license
record; that consists of author name, program name and number of licensed
users (for network). The license record may be held in either encrypted or
explicit form.

Now, there commences an initial license establishment procedure,
where a verification structure is set in the BIOS so as to indicate that the
specified program is licensed to run on the specified computer. This is
implemented by encrypting the license record (or portion thereof) using said

key (or portion thereof) exclusively or in conjunction with other identification
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® information) as an encryption key. The resulting encrypted license record is

stored in another (second) non-volatile section of the BIOS, e.g. E’PROM (or

the ROM). It should be noted that unlike the first non-volatile section, the

data in the second non-volatile memory may optionally be erased or modified

5 (using E*PROM manipulation commands), so as to enable to add, modify or

remove licenses. The actual format of the license may include a string of

terms that correspond to a license registration entry (e.g. lookup table entry or

_; entries) at a license registration bureau (which will be further described as
part of the preferred embodiment of the present invention). ’

10 Having placed the encrypted license record in the second non-volatile
memory (e.g. the E’PROM), the process of verifying a license may be
commenced. Thus, when a program is loaded into the memory of the
computer, a so called license verifier application, that is a priori running in
the computer, accesses the program under question, retrieves therefrom the

15 license record, encrypts the record utilizing the specified unique key (as
retrieved from the ROM éection of the BIOS) and compares the so encrypted
record to the encrypted records that reside in the E’PROM. In the case of

-~ match, the program is verified to run on the computer. If on the other hand the .
sought encrypted data record is not found in the E’PROM database, this

20 means that the program under question is not properly licensed and
appropriate application define action is invoked (e.g. informing to the user on
the unlicensed status, halting the operation of the program under question
etc.) '

Those versed in the art will readily appreciate that any attempt to run a

25 program at an unlicensed site will be immediately detected. Consider, for
example, that a given application, say Lotus 123, is verified to run on a given
computer having a first identification code (k1) stored in the ROM portion of
the BIOS thereof. This obviously requires that the license record (LR) of the
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@ application after having been encrypted using k1 giving rise to (LR) is
' stored in the E°PROM of the first computer.

Suppose now that a hacker attempts to run the specified application in

a second computer having a second identification code (k2) stored in the

5 ROM portion of the BIOS thereof. All or a portion the database contents

(including of course (LR)y; ) that reside in the E’PROM portion in the first

computer may be copied in a known per se means to the second computer. It

- is important to note that the hacker is unable to modify the key in the ROM of

' the second computer to K1, since, as recalled, the contents of the ROM is
10 established dﬁring manufacture and is practically invariable.

Now, when the application under question is executed in the second
computer, the license verifier retrieves said LR from the application and, as
explained above, encfypts it using the key as retrieved from the ROM of the
second computer, i.e k2 giving rise to encrypted license record (LR)e.

15 Obviously, the value (LR)x2 does-not reside in the E’PROM database section
of the second computer (since\it was not legitimately iicensed) and therefore
- the specified application is invalidated. It goes without saying that the data
~-copied from the first (legitimate) computer- is rendered useless, since .
comparing (LR)iz with the copied value (LR)x results, of course, in
20 mismatch.

The example above is given for clarity of explanation only and is by no
means binding.

In its broadest aspect, the invention provides for a method of
restricting software operation within a license limitation including; for a

25 computer having a first non-volatile memory area, a second non-volatile
memory area, and a volatile memory area; the steps of: selecting a program
residing in the volatile memory, setting up a verification structure in the
non-volatile memories, verifying the program using the structure, and acting

on the program according to the verification.
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An important advantage in utilizing non-volatile memory such as that
residing in the BIOS is that the required level of system programming
expertise that is necessary to intercept or modify commands, interacting with
the BIOS, is substantially higher than those needed for tampering with data
residing in volatile memory such as hard disk. Furthermore, there is a much
higher cost to the programmer, if his tampering is unsuccessful, i.e. if data
residing in the BIOS (which is necessary for the computer’s operability) is
inadvertently changed by the hacker. This is too high of a risk for the ordinary
software hacker to pay. Note that various recognized means for hindering the
professional-like hacker may also be utiiized (e.g. anﬁ-debuggers, etc.) in
conjunction with the present invention.

In the context of the present invention, a “computer” relates to a digital
data processor. These processors are found in personal computers, or on one
or more processing cards in multi-processor machines. Today, a processor
normally include a first non-volatile memory, a second non-volatile memory,
and data linkage access to a volatile memory. There are also processors
having only one non-volatile memory or having more than two non-volatile
memories; all of which should be considered logically as relating to having a
first and a second non-volatile memory areas. There are also computational
environments where the volatile memory is distributed into numerous
physical components, using a bus, LAN, etc.; all of which should logically be
considered as being a volatile memory area.

According to the preferred embodiment of the present invention, there
is further provided a license authentication bureau which can participate in
either or both of:

(i) establishing the license record in the second non-volatile memory;

and
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(ii) verifying if the key and license record in the non-volatile
memory(s) is compatible with the license record information as extracted
from the application under question.

The bureau is a telecommunications accessible processor where
functions such as formatting, encrypting, and verifying may be performed.
Performing these or other functions at the bureau 'helps to limit the
understanding of potential software hackers; since they can not observe how
these functions are constructed. Additional security may also be achieved by
forcing users of the bureau to register, collecting costs for cdnnection to the
bureau, logging transactions at the bureau, etc.

According to one example of using the bureau, setting up a verification
structure further includes the steps of: establishing, between the computer and
the bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license including an identification of the
computer and the license-record’s contents from the selected program;
forming an encrypted license-record at the bureau by encrypting parts of the
request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the computer, the encrypted license-record.

~According to another example.of using the bureau, verifying the
program further includes the steps of: establishing, between the computer and
the bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected
program  from the second non-volatile memory, and the
licensed-software-program’s license-record contents; enabling the comparing
at the bureau; and transferring, from the bureau to the computer, the result of
the comparing.

The actual key that serves for identifying the computer may be

composed of the pseudo-unique key exclusively, or, if desired, in combination
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with information, e.g. information related to the registration of the user such

as e.g. place, telephone number, user name, license number, etc. In the context
of the present invention, a “pseudo-unique” key may relate to a bit string
which uniquely identifies each first non-volatile memory. Alternately the
“pseudo-unique” key may relate to a random bit string (or to an assigned bit
string) of sufficient length such that: there is an acceptably low probability of
a successful unauthorized transfer of licensed software between two
computers, where the first volatile memories of these two computers have the
same key. -

It should be noted that the license bureau might maintain a registry of
keys and of licensed programs that have been registered at the bureau in
association with these keys. This registry may be used to help facilitate the
formalization of procedures for the transfer of ownership of licensed software
from use on one computer to use on another computer.

Constructing the key in the manner specified may hinder the hacker in
cracking the proposed encryption scheme of the invention, in particular when

the establishment of the license record or the verification thereof is performed

in the bureau. Those versed in the art will readily appreciate that the invention

is by no means bound by the data, the algorithms, or the manner of operation
of the bureau. It should be noted that the tasks of establishing and/or verifying
a license record may be shared between the bureau and the computer, done
exclusively at the computer, or done exclusively at the bureau. The
pseudo-unique key length needs to be long enough to hinder encryption attack
schemes. The establishing of the key may be done at any time from the
non-volatile memory’s manufacture until an attempted use of an established
license-record in the non-volatile memory. The key is used for encryption or
decryption operations associated with license-records. In principle, the

manufacturer of the licensed-software-program may specify the
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@ . license-record format and therefore different formats may, if desired, be used
for respective applications.
According to the preferred embodiment of the present invention, the
pseudo-unique key is a unique-identification bit string that is written 6nto the
5 first non-volatile memory by the manufacturer of the is memory media.
According to one, non-limiting, preferred embodiment of the present
invention, the first non-volatile memory area is a ROM section of a BIOS; the
. second non-volatile memory area is a E’PROM section of a BIOS; and the
volatile memory is a RAM e.g. hard disk and/or internal memory of the
10 computer . |
The present invention also relates to a non-volatile memory‘ media
used as a BIOS of a computer, for restricting software operation within a
license limitation, wherein a pseudo-unique key is established.
According to the preferred embodiment of the non-volatile memory
15 media of the present invention, the pseudo-unique key is established in a

ROM section of the BIOS.

BRIEF DESCRIPTION OF THE DRAWINGS:

In order to understand the invention and to see how it may be carried
20 out in practice, a preferred embodiment will now be described, by way of
non-limiting example only, with reference to the accompanying drawings, in
which:

Fig. 1 is a schematic diagram of a computer and a license bureau; and

Q

Fig. 2 is a generalized flow chart of the sequence of operations

25 performed according to one embodiment of the invention.
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— ' DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

A schematic diagram of a computer and a license bureau is shown in
Figure 1. Thus, a computer processor (1) is associated with input operations
(2) and with output operations (3). This computer (processor) internally

5 contains a first non-volatile memory area (4) (e.g. the ROM section of the
BIOS), a second non-volatile memory area (5) (e.g. the E’PROM section of
the BIOS), and a volatile memory area (6) (e.g. the internal RAM memory of
the computer).

The computer processor is in temporary telecommunications linkage

10 with a license bureau (7).

The first non-volatile memory includes a pseudo-random identification
key (8), which exclusively or in combination with other information (e.g. user
name), is sufficient to uniquely differentiate this first non-volatile memory
from all other first non-volatile memories. As specified before, said key

15 constitutes unique identification of the computer.
The second non-volatile memory includes a licehse-record-area 9
e.g. for the containing of at least one encrypted license-record (e.g. three
-+ -+« - - records 10-12). The volatile memory accommodates avlicense program (16)
having license record fields (13-15) appended thereto. By way of example
20 said fields stand for Application name (e.g. Lotus 123), Vendor name (Lotus
inc.), and no of licensed copies (1 for stand alone usage, >1 for number of
licensed users for a network application).

Those versed in the art will readily appréciate that the license record is
not necessarily bound to continuos fields. In fact, the various license content

25 components of the data record may be embedded in various locations in the
application. Any component may, if desired, be encrypted.

Each one of the encrypted license records (10-12) is obtained by
encrypting the corresponding license record as extracted from program 16,

utilizing for encryption the identification key (8).
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In a typical, yet not exclusive, sequence of operation, a
transaction/request is sent, by the computer to the bureau. This transaction
includes the key (8), the encrypted license-records (10-12), contents from the
license program used in forming a license record (e.g. fields 13-15), and other
items of information as desired.

The bureau forms the proposed license-record from the contents,
encrypts (utilizing predetermined encryption algorithm) the so formed
license-record using the key (8), and compares the so formed encrypted
license-record with the license-records (10-12). The bureau generates an
overlay according to the result of the 4comparison indication successful
comparison, non-critical failure comparison and critical failure comparison.

The bureau returns the overlay which will direct the computer in
subsequent operation. Thus, a success overlay will allow the license program
to operate. A non-critical failure overlay will ask for additional user
interactions. A critical failure overlay will cause permanent disruption to the

computer’s BIOS operations. Thus, software operation of the program is

' methodologically according to a license limitation restriction.

Those versed. in the art will readily appreciate that the implementation
as described with reference to Fig. 1 is by no means binding. Thus, by way of
non-limiting example, the bureau, instead of being external entity may form
part of the computer.

Attention is now directed to Fig. 2, showing a generalized flow chart
of the sequence of operations performed according to one embodiment of the
invention.

Thus, selecting (17) a program includes the step of: establishing a
licensed-software-program in the volatile memory of the computer wherein
the licensed-software-program includes contents used to form a
license-record. These contents, be they centralize or decentralized, may

include terms, identifications, specifications, or limitations related to the
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e~ manufacturer of a software product, the distributor of a software product, the

purchaser of a software product, a licensor, a licensee, items of computer
hardware or components thereof, or to other terms and conditions related to
the aforesaid.

5 Setting up (18) the verification structure includes the steps of:
establishing or certifying the existence of a pseudo-unique key in the first
non-volatile memory area; and establishing at least one license-record

K location in the first or the second nonvolatile memory area.

Establishing a license-record includes the steps of: forming a

10 license-record by encrypting of the contents used to form a license-record
with other predetermined data contents, using the key; and establishing the

encrypted license-record in one of the at least one established license-record
locations (e.g. 10-12 in Figure 1).
Verifying (19) the program includes the steps of: encrypting the

15 licensed-software-program’s license-record contents from - the - volatile -
memory area or decrypting the license-record in the first or the second
non-volatile memory area, using the key; and comparing the encrypted
license-record in the first or the second non-volatile memory area, or

20 comparing the licensed-software-program’s license-record contents with the
decrypted license-record in the first or the second non-volatile memory area.

Acting (20) on the program includes the step of: restricting the
program’s operation with predetermined limitations if the comparing yields
non-unity or insufficiency. In this context “non-unity” relates to being unequal

25 with respect to a specific equation (e.g. A=B+1); and “insufficiency” relates
to being outside of a relational bound (e.g. A>B+1). “Restricting the
program’s operation with predetermined limitations” may include actions
such as erasing the software in volatile memory, warning the license

applicant/user, placing a fine on the applicant/user through the billing service
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~ charges collected at the license bureau (if applicable), or scrambling sections
of the BIOS of the computer (or of functions interacting therewith).

The present invention has been described with a certain- degree of

particularity but it should be understood that various modifications and

5 alterations may be made without departing from the scope or spirit of the

invention as defined by the following claims:
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CLAIMS:

1. A method of restricting software operation within. a license
limitation comprising; for a computer having a first non-volatile memory
area, a second non-volatile memory area, and a volatile memory area; the
steps of: selecting a program residing in the volatile memory, setting up a
verification structure in the non-volatile memories, verifying the program
using the structure, and acting on the program according to the verification.

2. A method according to claim 1, further comprising the step of:
establishing a license authentication bureau.

3. A method according to claim 2, wherein setting up a verification
structure further comprising the steps of: establishing, between the computer
and the bureau, a two-way data-communications linkage; transferring, from
the computer to the bureau, a request-for-license including an identification of
the computer and the license-record’s contents from the selected program;
forming an encrypted license-record at the bureau by encrypting barts of the
request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the computer, the encrypted license-record.

4. A method according to claim 2; wherein verifying the program
further comprising the steps of: establishing, between the computer and the
bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected
program from the second non-volatile memory, and the
licensed-software-program’s license-record contents; enabling the comparing
at the bureau; and transferring, from the bureau to the computer, the result of
the comparing.

5. A method according to any of claims 3 or 4 wherein the

identification of the computer includes the pseudo-unique key.
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6. A method according to claims 1 or 2 wherein selecting a program
includes the step of: establishing a licensed-software-program in the volatile
memory of the computer wherein said licensed-software-program includes
contents used to form a license-record.

7. A method according to claims 1 or 2 wheremn setting up the
verification structure includes the steps of: establishing or certifying the
existence of a pseudo-unique key in the first non-volatile memory area; and
establishing at least one license-record location in the first or the second
nonvolatile memory area.

8. A method according to claims 6 and 7 wherein establishing a
license-record includes the steps of: forming a license-record by encrypting of
the contents used to form a license-record with other predetermined data
contents, using the key; and establishing the encrypted license-record in one
of the at least one established license-record locations.

- 9. A method according to claims 1 or 2 wherein verifying the program
includes the steps of: encrypting the licensed-Software—prograIn’s
license-record contents from the volatile memory area or decrypting the
license-record in the first or the second non-volatile memory area, using the
key; and comparing the encrypted licensed-software-program’s license-record
contents with the encrypted license-record in the first or the second
non-volatile memory area, or comparing the licensed-software-program’s
license-record contents with the decrypted license-record in the first or the
second non-volatile memory area.

10. A method according to any of claims 1 or 9 wherein acting on the
program includes the step of: restricting the program’s operation with
predetermined limitations if the comparing yields non-unity or insufficiency.

11. A method according to claim 1 wherein the first non-volatile

memory area is a ROM section of a BIOS.
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12. A method according to claim 1 wherein the second non-volatile
memory area is a E’PROM section of a BIOS.

13. A method according to claim 1 wherein the volatile memory is a
RAM.

14. A non-volatile memory media used as a BIOS of a computer, for
restricting software operation within a license limitation, wherein a
pseudo-unique key is established.

15. A non-volatile memory media according to claim 14 wherein the

pseudo-unique key is established in a ROM section of the BIOS.

For the Applicants, ,
'REINHOLD COHN AND PARTNERS
By:
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Application/Control Number: 09/164,777 ' Page 2
Art Unit: 2161

Status of Claims

1. Claims 1-15 have been examined.
Claim Rejections - 35 USC § 102

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention
thereof by the applicant for patent.

Claims 1-4 and 11-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated by
Ginter et al U.S. Patent No. 5,892,900.
As per claim 1, Ginter et al teach of a system and method for secure transactions
management and electronic rights protection that:
e restricts software operation within a license limitation (column 5, lines 29-41 and
column 6, lines 29-65)

e utilizes a computer that has a first non-volatile memory area (column 70, lines 40-65)

SAMSUNG EX. 1004 - 72/242
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, a second non-volatile memory area (column 70, lines 40-65) and a volatile memory
area (column 71, lines 12-25)

e provides a means of selecting a program residing in the volatile memory (column 71,
lines 25-27 and column 82, lines 12-52)

e sets up a verification structure in the non-volatile memories (column 70, lines 23-53
and column/line 63/67-64/15)

e verifies the program using the structure (column 70, lines 23-53 and column/line
63/67-64/15)

e and acts on the program according to the verification (column 70, lines 23-53 and

column/line 63/67-64/15).

As per claim 2, the method and system of Ginter et al provide for a license
authorization bureau in the form of a VDE (virtual distribution environment) distributor
and/or administrator (column/line 278/40 to 281/44).

As per claim 3, the method and system of Ginter et al discloses a verification method
with a license authorization bureau that comprises of:

e atwo-way data communication link between said bureau and end-user computer

(figure 77)

SAMSUNG EX. 1004 - 73/242



4 4

Application/Control Number: 09/164,777 Page 4
Art Unit: 2161

e a method for establishing end-user rights (column/line 278/40 to 281/44)

e data encryption using keys (column 281, lines 10-22)

e creating a license record from the selected program at the bureau (column 71,
lines 25-27, column 82, lines 12-52, column/line 278/40 to 281/44 and column 15,

lines 10-34).

As per claim 4, the method and system of Ginter et al also provides a means of
encrypting the license record for the selected program from the second volatile memory
(column/line 65/55 to 66/47).

As per claim 6, the method and system of Ginter et al provides a means for
establishing a licensed software program. Where said program contains license record
“data and is found in the volatile memory (column 71, lines 25-27, column 82, lines 12-52,
column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-
41).

As per claim 10, the method and system of Ginter et al provide a means for restricting

a program’s operation with prédetermined limitations if the authorization is invalid

(column 279, lines 21-32).
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As per claim 11, the method and system of Ginter et al provide for a ROM BIOS
(figure 69G and column 70, lines 39-53).

As per claim 12, the method and system of Ginter et al provide for an EEPROM
BIOS (figure 69G and column, lines 54-63).

As per claim 13, the method and system of Ginter et al provide for RAM (column 71,

lines 16-25).
Claim Rejections - 35 USC § 103

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter et al
U.S. Patent No. 5,892,900 as applied to claim 3 above, and further in view of Goldman et
al 5,684,951. As per claim 3, Ginter et al disclose a verification structure. In addition,
Ginter et al disclose a system and method for secure transaction management and

electronic rights protection utilizing encryption keys (column 206, lines 57-65).
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However, Ginter et al do not disclose pseudo unique keys. Goldman et al teach of a
method and system for user authorization over a multi-user computer system. In said
system, a user has valid id but lacks an authorized means of access. Using pseudo unique
keys (abstract, lines 19-21), said user can validate said means of access. Therefore, it
would have been obvious to a person of ordinary skill in the art of encryption, to

incorporate pseudo unique keys into the system of Ginter et al.

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter et al
U.S. Patent. 5,892,900 in view of Goldman et al U.S Patent 5,684,951. Ginter et al teach
of a method and system for electronic rights protection comprising of volatile memory,
non-volatile memory, license records location and licensed software programs (see
section 2 rejections pertaining to claims 1, 3, 4 and 6). Ginter et al also use encryption

keys (column 206, lines 57-65).
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However, Ginter et al do not make use of pseudo unique keys in their system.
Goldman et al teach of a method and system for user authorization over a multi-user
computer system through the use of pseudo unique keys (abstract, lines 19-21).
Therefore, it would have been obvious to a person of ordinary skill in the art of the time

the invention was made to utilize pseudo unique keys in the system of Ginter et al.

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter et al
U.S. Patent No. 5,892,900 as applied to claim 6 above, and further in view of Goldman et
al U.S Patent 5,684,951. Ginter et al disclose a method for authoring content that includes
encryption keys (column/line 282/ 33 to 283/34). As per claim 6, Ginter et al disclose a
method for selecting a licensed software program from the volatile memory to form a
license record. However, Ginter et al do not use pseudo unique keys for purposes of

encryption. Goldman et al teach of a method and system for user authorization over a
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multi-user computer system through the use of pseudo unique keys (abstract, lines 19-
21). Therefore it would have been obvious to a person of ordinary skill in the art at the

time the invention was made to use pseudo unique keys.

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter-as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made. -

Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable c;ver Ginter et al
U.S. Patent No. 5,892,900 in view of Goldman et al U.S Patent 5,684,951 and
Richardson, III U.S. Patent No. 5,490,216. Ginter et al teach of a system and method for
encrypting and decrypting of licensing related communications between end-user(s) and a
license authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter
et al also teach of volatile and non-volatile memory areas used in conjunction with
licensed software programs (columns 70-72, column 82, lines 12-52, column/line 278/40
to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-41). However, Ginter

et al do not disclose pseudo unique keys. Goldman et al provide for the use of pseudo
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unique keys (abstract, 21-23). Therefore, it would have been obvious to a person of
ordinary skill in the art at the time the invention was made, to incorporate pseudo unique

keys into the system of Ginter et al.

Conclusion

7. The prior art made of record and not relied upon is considered pertinent to
applicant’s disclosure:

e Richardson , III teaches a system for software protection

8. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Calvin Loyd Hewitt IT whose telephone number is (703)
305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM —

5:00 PM.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, James P. Trammell, can be reached at (703) 305-9768.
Any response to this action should be mailed to”
Commissioner of Patents and Trademarks
C/o Technology Center 2700
Washington, D.C. 20231
or faxed to:
(703) 308-9051 (for formal communications intended for entry)
or:
(703) 308-5397 (for informal or draft communications, please label
“PROPOSED” or “DRAFT”)
Hand-delivered responses s};ould be brought to Crystal Park II, 2121 Crystal Drive,

Arlington, VA, Sixth Floor (Receptionist).

Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist whose telephone number is (703) 305-3900.

\\

Supervisory Patent Exa
October 3, 2000 Technelogy Center 2700

Calvin Loyd Hewitt 1T
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
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Examiner: J. Trammell

& Group Unit: 2161
Q .
¢
9 QLI}: %{‘ZOBATENT APPLICATION of REC EIVE D
Applicant : Miki MULLOR et al. ) NOV © n 210
)
Application No. : 09/164,777 ) Technology Center 2100
| )
Filed : October 1, 1998 )
) LETTER REQUESTING
For : METHOD OF RESTRICTING ) NEW ACTION
. SOFTWARE OPERATION WITHIN )
A LICENSED LIMITATION )
)
Attorney Docket 1 32130-142820 )

November 17, 2000

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:

The Examiner’s Action of October 18, 2000 has been received. Because the
Action is ambiguous as to the nature of the rejection, omits listing cited references on the
form PTO-892 and fails to include copies of the references applied against at least claim
9 with the Action, it is requested that a new Action be issued with a new response date
extending three-months from date of the new Action.

Specifically, the summary of the Action indicates claims 1-15 are rejected.
However, in the body of the Action, only claims 1-13 are rejected. Claims 13 and 14 do
not have any substantive rejections applied against them. It is also noted that in the first
rejection on page 2, claims 1-4 and 11-13 are mentioned in the first part of the rejection,

however, claims 6 and 10 also appear to be rejected in the narrative of this rejection.
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The Richardson U.S. Patent No. 5,490,216 applied against claim 9 is not included
on the form PTO-892 and no copy of this reference was supplied with the Action.

Finally, the Action fails to indicate receipt of the certified copy of the Priority
Document which was filed with the Application on October 1, 1998. It is requested that
in the new Action the Examiner acknowledge receipt of the Priority Document.

This letter is NOT a response to the pending Action but rather a request for

issuance of a substitute Action with a new response date.

Respectfully submitted,

A7

Robert Kinberg

Registration No. 26,924
VENABLE

Post Office Box 34385
Washington, DC 20005-3917
Telephone: (202) 962-4800
Direct dial: (202) 962-4014
Telefax: (202) 962-8300

RK/tah/trt

DC2DOCS1\251666

2 (09/164,777)
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Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136 (a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
- 1f NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 01 December 2000 .
2a)[] This action is FINAL. 2b)X This action is non-final.

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 0.G. 213.

Disposition of Claims

4)[J Claim(s) ____is/are pending in the application.
43) Of the above claim(s) ______is/are withdrawn from consideration.
5 Claim(s) is/are allowed.
6)X] Claim(s) 1-15 is/are rejected.
7)J Claim(s) _____ is/are objected to.
8)[J Claims ____ are subject to restriction and/or election requirement.

Application Papers
9)[J The specification is objected to by the Examiner.
10)(J The drawing(s) filed on ______is/are objected to by the Examiner.
11)[J The proposed drawing correction filed on is: a)[_] approved b)[] disapproved.

12)[OJ The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. 3 119
13)[X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d).
a)bJ Al b)[J Some * c)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[X] Certified copies of the priority documents have been received in Application No. 2.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

4)J Acknowledgement is made of a claim for domestic priority under 35 U.S.C. & 119(e).

Attachment(s)

15) Notice of References Cited (PTO-892) 18) D Interview Summary (PTO-413) Paper No(s).

16) D Notice of Draftsperson’s Patent Drawing Review (PTO-948) - 19) [:I Notice of Informal Patent Application (PTO-152)
17) D Information Disclosure Statement(s) (PTO-1449) Paper No(s) . 20) |:| Other:
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Status of Claims
1. Claims 1-15 have been examined.
Response to Applicants’ Request

2. Applicant’s desire for clarity regarding the Examiner’s Office Action dated
October 18, 2000 has been noted. In response, the Examiner has written another Office

Action that the Examiner believes speaks directly to the issues raised by the Applicants.
Claim Rejections - 35 USC § 102

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention
thereof by the applicant for patent.

Claims 1-4, 6 and 10-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated
by Ginter et al U.S. Patent No. 5,892,900.
As per claim 1, Ginter et al teach of a system and method for secure transactions

management and electronic rights protection that:

SAMSUNG EX. 1004 - 86/242
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e restricts software operation within a license limitation (column 5, lines 29-41; column
6, lines 29-65; column 7, lines 45-57)

o utilizes a computer that has a first non-volatile memory area (column 70, lines 40-65)
, a second non-volatile memory area (column 70, lines 40-65) and a volatile memory
area (column 71, lines 12-25)

e provides a means of selecting a program residing in the volatile memory (column 71,
lines 25-27 and column 82, lines 12-52)

e sets up a verification structure in the non-volatile memories (column 70, lines 23-53
and column/line 63/67-64/15)

e verifies the program using the structure (column 70, lines 23-53 and column/line
63/67-64/15)

e and acts on the program according to the verification (column 70, lines 23-53 and

column/line 63/67-64/15).

As per claim 2, the method and system of Ginter et al provide for a license
authorization bureau in the form of a VDE (virtual distribution environment) distributor
and/or administrator (column/line 278/40 to 281/44).

As per claim 3, the method and system of Ginter et al discloses a verification method

with a license authorization bureau that comprises of:
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e atwo-way data communication link between said bureau and end-user computer
(figure 77)

e amethod for establishing end-user rights (column/line 278/40 to 281/44)

e data encryption using keys (column 281, lines 10-22)

e creating a license record from the selected program at the bureau (column 71,
lines 25-27, column 82, lines 12-52, column/line 278/40 to 281/44 and column 15,

lines 10-34).

As per claim 4,the method and system of Ginter et al also provides a means of
encrypting the license record for the selected program from the second volatile memory
(column/line 65/55 to 66/47).

As per claim 6, the method and system of Ginter et al provides a means for
establishing a licensed software program. Where said program contains license record
data and is found in the volatﬂe memory (column 71, lines 25-27, column 82, lines 12-52,
column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-
41).

As per claim 10, the method and system of Ginter et al provide a means for restricting
a program’s operation with predetermined limitations if the authorization is invalid
(column 279, lines 21-32).

As per claim 11, the method and system of Ginter et al provide for a ROM BIOS

(figure 69G and column 70, lines 39-53).
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As per claim 12, the method and system of Ginter et al provide for an EEPROM
BIOS (figure 69G and column 70, lines 54-65).
As per claim 13, the method and system of Ginter et al provide for volatile RAM

(column 71, lines 22-25).
Claim Rejections - 35 USC § 103

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

5. Claims 5 and 7-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Ginter et al U.S. Patent No. 5,892,900 as applied to claims 1, 3, 4 and 6 above, and
further in view of Goldman et al 5,684,951.

As per claim 5, Ginter et al disclose a verification structure. In addition, Ginter et
al disclose a system and method for secure transaction management and electronic rights
protection utilizing encryption keys (column 206, lines 57-65).

However, Ginter et al do not disclose pseudo unique keys. Goldman et al teach of a
method and system for user authorization over a multi-user computer system. In said
system, a user has valid id but lacks an authorized means of access. In order to access the

desired data, a user is sent a pseudo unique key (abstract, lines 19-21) that is derived from
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a user id and the current IP address. By utilizing such a method a valid user can be
provided access to secured data without comprising the security of the larger system.
Therefore, it would have been obvious to a person of ordinary skill in the art of
encryption, to incorporate pseudo unique keys into the system of Ginter et al.

As per claim 7, Ginter et al teach of a method and system for electronic rights
protection comprising of volatile memory, non-volatile memory, license records location
and licensed software programs (column 5, lines 29-41; column 6, lines 29-65; column
15, lines 10-34; column/line 63/67-64/15; column/line 65/55-66-47; column 70, lines 23-
65; column 71, lines 12-27; column 96, lines 37-41; column/line 278/40-281/44). Ginter
et al also use encryption keys (column 206, lines 57-65). However, Ginter et al do not
make use of pseudo unique keys in their system. Goldman et al teach of a method and
system for user authorization over a multi-user computer system through the use of
pseudo unique keys (abstract, lines 19-23). In said system, a user has valid id but lacks an
authorized means of access. In order to access the desired data, a user is sent a pseudo
unique key that is derived from a user id and the current IP address. By utilizing such a
method a valid user can be provided access to secured data without comprising the
security of the larger system. Therefore, it would have been obvious to a person of
ordinary skill in the art of the time the invention was made to utilize pseudo unique keys

in the system of Ginter et al.
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As per claim 8, Ginter et al disclose a method for authoring content that includes
encryption keys (column/line 282/ 33 to 283/34). Ginter et al disclose a method for
selecting a licensed software program from the volatile memory to form a license record.
However, Ginter et al do not use pseudo unique keys for purposes of encryption.
Goldman et al teach of a method and system for user authorization over a
multi-user computer system through the use of pseudo unique keys (abstract, lines 19-
23). In said system, a user has valid id but lacks an authorized means of access. In order
to access the desired data, a user is sent a pseudo unique key that is derived from a user id
and the current IP address. By utilizing such a method a valid user can be provided access
to secured data without comprising the security of the larger system. Therefore it would
have been obvious to a person of ordinary skill in the art at the time the invention was

made to use pseudo unique keys.

As per claim 9, Ginter et al teach of a system and method for encrypting and
decrypting of licensing related communications between end-user(s) and a license
authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter et al
also teach of volatile and non-volatile memory areas used in conjunction with licensed
software programs (columns 70-72, column 82, lines 12-52, column/line 278/40 to
281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-41). However, Ginter et
al do not disclose pseudo unique keys. Goldman et al provide for the use of pseudo
unique keys (abstract, 19-23). Therefore, it would have been obvious to a person of
ordinary skill in the art at the time the invention was made, to incorporate pseudo unique

keys into the system of Ginter et al.
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6. Claims 14 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Ginter et al, U.S. Patent No. 5,892,900 in view of Goldman et al U.S. Patent No. |
5,684,951.

As per claims 14 and 15, Ginter et al. disclose a rights management system for
restricting software operation (column 5, lines 29-41; column 6, lines 29-65; column 7,
lines 45-57). Further, in order to execute said rights management system, Ginter et al.
disclose read only memory (ROM) that may be used store encryption key information.
Ginter et al. also disclose ROM components, such as masked ROM and EEPROM, that
store permane\nt portions of code that interface with the encryption and decryption engine
(column/line 70/54-71/11). Recall, Ginter et.al utilize encryption keys as a method of
encryption (column/line 67/48-68/16). However, Ginter et al. do not disclose pseudo
unique keys. Goodman et al disclose pseudo unique keys (abstract, lines 19-23) and
provides for the storage in a memory unit (éolumn 8, lines 11-12). In said system, a user
has valid id but lacks an authorized means of access. In order to access the desired data, a
user is sent a pseudo unique key that is derived from a user id and the current IP address.

' By utilizing such a method a valid user can be provided access to secured data without

comprising the security of the larger system. Therefore, it would have been obvious
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Conclusion

7. The prior art made of record and not relied upon is considered pertinent to
applicant’s disclosure:

e Richardson, III teaches a system for software protection

8. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Calvin Loyd Hewitt II whose telephone number is (703)
305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM —
5:00 PM. |

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, James P. Trammell, can be reached at (703) 305-9768.
Any response to this action should be mailed to”
Commissioner of Patents and Trademarks
C/o Technology Center 2700
Washington, D.C. 20231
or faxed to:
(703) 308-9051 (for formal communications intended for entry)
or:

(703) 308-5397 (for informal or draft communications, please label

SAMSUNG EX. 1004 - 93/242
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“PROPOSED” or “DRAFT”)

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive,

Arlington, VA, Sixth Floor (Receptionist).
Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist whose telephone number is (703) 305-3900.

Calvin Loyd Hewitt I

December 4, 2000
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Sir:
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Please extend the period for responding to the Office Action dated December 20, 2000 by
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under 37 C.F.R. 1.17 (a) (1) is attached. Should no check be attached, please charge our Deposit
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Page l,pélse rewrite paragraph 2 as follows: %
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Numerous methods have been devised for the identifying and restricting of an
unauthorized software program’s operation. These methods have been primarily motivated by
the grand proliferation of illegally copied software, which is engulfing the marketplace. This

illegal copying represents billions of dollars in lost profits to commercial software developers.

v

Pagel, please rewrite paragraph f as follows:

Hardware based products have also been developed to validate authorized software usage
by accessing a dongle that is coupled e.g. to the parallel port of the P.C. These units are
expensive, inconvenient, and not particularly suitable for software that may be sold by

downloading (e.g. over the internet).

Page 9, please rewrite paragraph 3 as follows:

-

The second non-volatile memory includes a license-record-area (9) e.g. which contains
at least one encrypted license-record (e.g. three records 10-12). The volatile memory
accommodates a license program (16) having license record fields (13-15) appended thereto. By
way of example said fields stand for Application names (e.g. Lotus 123), Vendor name (Lotus
inc.), and number of licensed copies (1 for stand alone usage, >1 for number of licensed users for

a network application).

-

Page 9, pléase rewrite paragraph 4 as follows:

V
Those versed in the art will readily appreciate that the license record is not necessarily

bound to continuous fields. In fact, the various license content components of the data record
may be embedded in various locations in the application. Any component may, if desired, be

encrypted.

X @ SAMSUNG EX. 1004 - 97
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1
Page 9 and continuing on page 10, please rewrite paragraph 7 as follows:

7
The bureau forms the proposed license-record from the contents, encrypts (utilizing

S predetermined encryption algorithm) the so formed license-record using the key (8), and
% compares the so formed encrypted license-record with the license-record (10-12). The bureau
generates an overlay according to the result of the comparison indicating successful comparison,

non-critical failure comparison and the critical failure comparison.

IN THE CLAIMS:
‘\ Please amended the claims as follows:
5 w b \ 1. (Amended) A method of restrictin sAoftware operation within a licensefor use

ith a computer including a first, non erasable, ngh-volatile memory area, a second, non-

erasable non-volatile memory area, and a volgfile memory area; the first non volatile memory
hccomodates data that includes unique key), the method comprising the steps of:

selecting a program residing inf£he volatile memory,

setting up a verification stryCture in the second non-volatile memory , the verfication
structure accommodates data that includes at least one license record,
using at least said verification structure, and

acting on the prgfgram according to the verification.

Please add the following new claims:

\

24

16.. (New) The method accopling to Claim 1, wherein the unique key includes

a pseudo-unique key.

3\ /] SAMSUNG EX. 1004 - 98
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17. (Newj _ The method according to Claim 1, pvherein said step of setting up
a verification record, including the license record, includes encrypting a license record data in

said program using at least said key.

18. (New) The method according to Claifi 1, wherein said step of verifying
the program includes decrypting the license record data acc odated in said second non
volatile memory using at least said unique key.

19. (New) The method according to Claim 1, wherein said step of verifying
the program includes encrypting the license record that i§jaccommodated in said program using
at least said unique key.

20. (New) A method for restrictingfaccess to a software prograr1, comprising:

storing a pseudo-unique key in a first non-volptile memory area of a computer;

|

selecting a software program residing in a vqlatile memory area of the comjuter;

extracting license information from the so

encrypting the license information using thie pseudo-unique key;

are program;

storing the encrypted pseudo-unique keyfin a second non-volatile memory iirea of the
computer;
verifying the software program using pased on the encrypted pseudo-uniqu: key; and

acting on the software program based on the verification.

!
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REMARKS

Claims 1-15 stand rejected. By this Amendment, claim 1 has been amended, claims 14
and 15 have been canceled and new claims 16-20 have been added to the application. Claims 1-
13 and 16-20 are therefore pending. It is believed that each of the pending claims define an
invention which is novel and unobvious over the cited art. Favorable reconsideration of this case
is respectfully requested.

The specification has been reviewed and edited to eliminate minor inaccuracies and
typographical errors.

The present invention provides a method and system for identifying and restricting
operation of an unauthorized software program. In a preferred embodiemt, a key resides in a
first non-volatile part of a computer's memory. The non-volatile memory being typically, but not
necessarily, a stand alone module which is not erasable and therefore cannot be modified (see the
present specification, page 9, lines 3 to 7). A verification structure is formed to include one or
more license records, described below, and resides in a second non-volatile part of the memory,
(see the present specification, page 9, lines 8 to 10). The second non-volatile part is erasable and
therefore license data in the verification structure can be modified. For example, license data
may be added or modified as required, for example, when new licenses are added or expire. The
license records are obtained by encrypting license records extracted from the software program
with the key stored in the first non-volatile part of the computer's memory, page 9 lines 19 to 21.
The key may be of many possible variants (see, for example, the options elaborated in the
bridging paragraph between pages 6 and 7 of the specification). The key may also be used for
encryption of license record or decryption of encrypted license record all as required and
appropriate (see, e.g. page 7 lines 20, 21). Moreover, the contents of the license record is very

flexible (see e.g. page 10 lines 17 to 25). The specification explains other advantages of the
5
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_invention in more detail.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being unpatentable
over U.S. Patent No. 5,892,900 to Ginter et al.

Ginter et al. do not anticipate the present invention as they do not disclose, among other
things, setting up a verification structure and verifying the program using the verification
structure as recited in the rejected claims.

Ginter et al. provide a system and method for secure electronic transaction management
and electronic rights protection. Ginter’s method provides “machine bound” delivery of content
or software through what they call “Stationary Object” (col. 136, lines 64-66 and Fig 18). A
stationary object is an object bound to a specific machine. The main security measure used to
protect the content of a “Stationary Object” from illegal use is to encrypt it according to the
target’s unique key (col. 137, lines 45-50).

“For example, a container that is bound by its control to a specific VDE node is called a

“stationary Object (see Fig 18)” (col. 136, lines 64-66). “Fig 18 shows an example of a
“stationary object” structure 850 provided by the preferred embodiment. ‘Stationary Object”
structure is intended to be used only at specific VDE electronic appliance/installations that have
received explicit permissions to use one or more portions of the stationary object...” (col. 137,
lines 23-28)
“This private body (method) section 806 is preferably encrypted using one or more private body
keys contained in the separate permissions record 808. The data blocks 812 contain content
(information or administrative) that may be encrypted using one or more content keys also
provided in permissions record 808.”

Accordingly, in Ginter et al., software distributed through a stationary object is encrypted

for the specific machine therefor “bound” to it. “ Objects may be classified in one sense based on
6
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whether the protection information is bound together with the protected information” (Ginter,
col. 136, line 62).

Consequently, this method suffers from the deficiency that it is incompatible with free
“out of channel” or “retail channel” distribution. In the latter mode of operation, it is often
desired to broadcast a single version of the software to all the subscribers, rather than a machine
bound (and obviously different) version for each subscriber that is required by Ginter et al. In
other words, the “Stationary Object” aspect of Ginter has the shortcoming, among others, that it
cannot support a business model where the distributor doesn’t know the final target machine.
Therefore, the system and method will not be able to freely distribute the software, sﬁch as
happens in retail and software companies that ships millions of copies.

Ginter itself acknowledges that the problem with “Stationary Objects” therefore suggests
a second method named “Traveling Objects” (col. 136, line 66 - col.137, line 3, and fig. 19). A
“Traveling Object” is an object that contains the information needed to use its content:
“a container that is not bound by its control information to a specific VDE node but rather carries
sufficient control and permissions to permit its use, in a whole or in part, at any of several sites is
called a “Traveling Object” (Ginter, col. 136, line 66 - col. 137, line 3). A traveling object
allows shipping the content to unknown destinations by encrypting the content with the same key
again and again. However, Ginter uses an encryption technique in the “Traveling Object”

feature in which the key is incorporated in the distributed objects. Ginter acknowledge the

shortcomings of this solution to wit:

“In the case of a “traveling object”, content owners may distribute information
with some or all of the key blocks 810 included in the object 300 in which the
content is encapsulated. Putting keys in distributed objects 300 increases the
exposure to attempts to defeat security mechanisms by breaking or
cryptoanalyzing the encryption algorithm with which the private header is
protected (e.g., by determining the key for the header’s encryption). This breaking
of security would normally require considerable skill and time, but if broken, the

7
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algorithm and key could be published so as to allow large numbers of individuals

who possess objects that are protected with the same key(s) and algorithm(s) to

illegally use protected information. (Col. 139, lines 38 to 50).”

Ginter admits that this solution can thus be used only with limited type of software which
is not commercially valuable, to wit:

“As a result, placing keys in distributed objects 300 may be limited to content that

is either “time sensitive” (has reduced value after the passage of a certain period

of time), or which is somewhat limited in value, or where the commercial value of

placing keys in objects (for example convenience to end-users, lower cost of

eliminating the communication or other means for delivering keys and/or
permissions information and/or the ability to supporting objects going “out-of

channel”) exceeds the cost of vulnerability to sophisticated hackers. (Col. 139,

lines 50 to 59).”

The present invention differs from and overcomes the deficiencies associated with the
stationary object and traveling object methods described in Ginter et al. In the present invention,
a unique key is stored in the first non-volatile memory of the computer. A software program in
the volatile memory of the computer is selected. A license record is extracted from the software
program and encrypted using the unique key stored in the computer (see new independent claim
20). Thus, the software program is not machine bound as is required by the stationery object
method, nor is the same key used over and over to encrypt the software as is the case with the
traveling object. In the present method, the verification structure is formed by using a unique
key for each computer and license record information in the software.

Moreover, in col. 70, line 23 — col. 71, line 25 Ginter et al. describe the architecture as
add-on hardware which is named “SPU”(col. 63, line 66 — col. 64, line 15). Col. 64, lines 16-21
explicitly detail the fact that the SPU is a hardware add-on, not part of the PC. In col. 70 Ginter
et al. describes the memory architecture for the SPU and uses terms taken from the PC

engineering world. However, this is not referring to those actual PC components which name is

used in their design.

SAMSUNG EX. 1004 - 10
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In view of the above, it is clear that Ginter et al do not describe the step of setting up a
verification structure. The portions of Ginter et al. referred to by the Examiner all describe the
elements of the proprietary hardware of Ginter et al. These portions of Ginter et al. do not
describe setting the verification structure in memory, they describe basic functionality of a
common CPU that loads code to memory and executes it.

Furthermore, it is clear that Ginter et al. do not describe the step of verifying the program
using the verification structure. There is no mention whatsoever in Ginter et al. in col. 70, lines
23-53 and col. 63, line 67 - col. 64, line 15 referred to by the Examiner of a process where a
software program verifies its authenticity using a license (verification structure) stored in the
second volatile non-volatile memory. The functionality described in these portions of Ginter et
al. is the different functioﬁality that add-on hardware, referred to as SPU, can perform. There no
specific discussion as to how the functionality is performed and whether it is actually has
something to do with protecting software.

In contrast to Ginter et al., the present invention provides a system and method which not
only enables free distribution of the software (such as happens in retail stores, and software
companies that ship millions of copies), that overcomes the problems with the stationary object
in Ginter et al., but also does not suffer from the limitations of incorporating the key in the
distributed data as is the case with the traveling object of Ginter et al. Moreover, the steps of
setting up a verification structure and using that structure for verification are clearly recited in
the rejected claims

For example, independent claim 1 recites a method of restricting software operation
within a license limitation. The method is useful for a computer including a first, non-erasable,
non-volatile memory area, a second, erasable, non-volatile memory area, and a volatile memory

area. The first non-volatile memory accommodates data that includes unique key. According to
9
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the method of the invention, a program residing in the volatile memory is selected. A
verification structure is set up in the second non-volatile memory. The verification structure
accommodates data that include at least one license record. The program is verified using at
least the verification structure. Based on the verification, the program is acted on accordingly.

Additionally, new independent claim 20 recites additional features not disclosed in Ginter
etal. In claim 20, a method for restricting access to a software program is defined. The
method includes storing a pseudo-unique key in a first non-volatile memory area of a computer.
A software program residing in a volatile memory area of the computer is selected. License
information is extracted from the software program. The license information is encrypted using
the pseudo-unique key. The encrypted pseudo-unique key is stored in a second non-volatile
memory area of the computer. The software program is verified using based on the encrypted
pseudo-unique key and the software program is acted on based on the verification.

Thus, in the method recited in claim 20, license information is extracted from the
software program and encrypted using a key stored on the computer. Applicants review of the
cited references did not reveal any description of extracting information from a program,
encrypting the infqrmation using a key stored on the computer, and storing the encrypted
information on the computer. There is no description in the cited references of the steps of
“extracting license information from the software program” and “encrypting the license
information using the pseudo-unique key” as is recited in new claim 22.

No claim recitation can be ignored in determining anticipation. See Pac-Tex, Inc. v.

Amerace Corp., 14 U.S.P.Q.2d 187, (Fed. Cir. 1990). Anticipation requires the disclosure, in a

prior art reference, of each and every recitation as set forth in the claims. See Titanium Metals

Corp. v. Banner, 227 U.S.P.Q. 773 (Fed. Cir. 1985), Orthokinetics, Inc. v. Safety Travel Chairs,

10
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Inc. 1 U.SP.Q2d 1081 (Fed. Cir. 1986), and Akzo N.V. v. U.S. International Trade

Commissioner, 1 U.S.P.Q.2d 1241 (Fed. Cir. 1986).
There must be no difference between the claimed invention and reference disclosure for

an anticipation rejection under 35 U.S.C. 102. See Scripps Clinic and Research Foundation v.

Genentech, Inc., 18 U.S.P.Q.2d 1001 (CAFC, 1991) and Studiengesellschaft Kohle GmbH v.

Dart Industries, 220 U.S.P.Q. 841 (CAFC, 1984).

In view of the above discussion, it is clear that the cifed reference does not teach cach and
every element recited in the claims as required by 35 U.S.C. 102(e). Therefore, the withdrawal
of the rejection of claims 1-4, 6 and 10-14 under 35 U.S.C. 102(e) is respectfully requested.

Claims 5 and 7-9 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
Ginter et al. in view of Goldman et al.

Claims 5 and 7-9 depend from independent claim 1 and would patentable for at least the
reasons discussed above regarding independent claim 1.

Goldman et al. do not supplement Ginter et al. to teach or suggest the features as recited
in the rejected claims.

Claims 14 and 15 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
Ginter et al in view of Goldman et al.

Claims 14 and 15 have been canceled, r_er;dering this rejection moot.

In view of the above discussion, it is clear that the cited references, taken alone of in
combination, do not render the present invention obvious. Therefore the withdraw of this
rejection is respectfully requested.

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”

11
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In view of the foregoing, reconsideration and allowance of this application are believed in
order, and such action is earnestly solicited.
The Commissioner is authorized to charge any fee necessitated by this Amendment to our
Deposit Account No. 22-0261.
Respectfully submitted,

VENABLE, Attorneys at Law

Robert Kinberg (\/
Registration No. 26,924

P.O. Box 34385

Washington, D.C. 20043-9998
Telephone 202-962-4800
Telefax 202-962-8300

RK/JAK/Ith
#289169

12
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YERSION WITH MARKINGS TO SHOW CHANGES MADE

IN THE SPECIFICATION

Page 1, please rewrite paragraph 2 as follows:

Numerous methods have been devised for the identifying and resfricting of an
unauthorized software program’s operation. These methods have been primarily motivated by
the grand proliferation of illegally copied software, which is engulfing the marketplace. This

illegal copying represents billions of dollars in lost profits to commercial software developers.

Pagel, please rewrite paragraph 3 as follows:

Hardware based products have also been developed to validate authorized software usage
by accessing a dongle\ that is coupled e.g. to the parallel port of the P.C. These units are
expensive, inconvenient, and not particularly suitable for software that may be sold by

downloading (e.g. over the internet).

Page 9, please rewrite paragraph 3 as follows:
The second non-volatile memory includes a license-record-area (9) e.g. for-the-containing

of which contains at least one encrypted license-record (e.g. three records 10-12). The volatile

memory accommodates a license program (16) having license record fields (13-15) appended
thereto. By way of example said fields stand for Application names (e.g. Lotus 123), Vendor
name (Lotus inc.), and ae-number of licensed copies (1 for stand alone usage, >1 for number of

licensed users for a network application).

Page 9, please rewrite paragraph 4 as follows:
Those versed in the art will readily appreciate that the license record is not necessarily

bound to eentinues-continuous fields. In fact, the various license content components of the data

SAMSUNG EX. 1004 - 108/242
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record may be embedded in various locations in the application. Any component may, if desired,
be encrypted. -

Page 9 and continuing on page 10, please rewrite paragraph 7 as follows:

The bureau forms the proposed license-record from the contents, encrypts (utilizing
predetermined encryption algorithm) the so formed license-record using the key (8), and
compares the so formed encrypted liceﬁse-record with the license-record (10-12). The bureau
generates an overlay according to the result of the comparison indieation-indicating successful

comparison, non-critical failure comparison and the critical failure comparison.

- INTHE CLAIMS:

Please amended the claims as follows:

1. (Amended) A method of restricting software operation within a license
limitation-comprising;-for use with a computer including having-a first, non erasable, non-
volatile memory area, a second, non-erasable non-volatile memory area, and a volatile memory

area; the first non volatile memory accomodates data that includes unique key; the method

comprising the steps of:

selecting a program residing in the volatile memory.

setting up a verification structure in the second non-volatile memory memesies-, the

verfication structure accommodates data that includes at least one license record,

verifying the program using at least said verification structurethe-straeture, and

acting on the program according to the verification.

Please add the following new claims:

SAMSUNG EX. 1004 - 109142
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16. (New) The method according to Claim 1, wherein the unique kev includes

a pseudo-unique key.

17. (New) The method according to Claim 1, wherein said step of setting up

a verification record, including the license record, includes encrypting a license record data in

said program using at least said key.

18. (New) The method according to Claim 1, wherein said step of verifying

the program includes decrypting the license record data accommodated in said second non

volatile memory using at least said unique key.

19. (New) The method according to Claim 1. wherein said step of verifying

the program includes encrypting the license record that is accommodated in said program using

at least said unique key.

20.  (New) A method for restricting access to a software program, comprising:

storing a pseudo-unique key in a first non-volatile memory area of a computer:

selecting a software program residing in a volatile memory area of the computer;

extracting license information from the software program;

encrypting the license information using the pseudo-unique key;

storing the encrypted pseudo-unique key in a second non-volatile memory area of the

computer;

verifving the software program using based on the encrypted pseudo-unique key: and-

acting on the software program based on the verification.
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Status of Claims
1. Claims 1-13 and 16-20 have been examined.
Response to Arguments and Amendment

2. The Applicants are of the opinion that the Ginter et al. reference is insufficient as
it is believed that it does not teach, “... setting up a verification structure and verifying
the program using the verification structure”. The Examiner will focus his comments to
this matter as other comments regarding the intended use of the claimed invention (e.g.
“stationary object” vs. “travelling object”) do not result in a structural difference between
the claimed invention and the prior art. And, if the prior art structure is capable of
performing the intended use, then it meets the claim- See In re Casey, 152 USPQ 235
(CCPA 1967) and In re Otto, 136 USPQ 458, 459 (CCPA 1963). To this end, the
Examiner would like to reiterate that Ginter et al. the system of Ginter et al. supports,
“launchable content” (column/line 24/54-25/27) and maintains, and allows for evolving,
content and content control as it passes through a “chain of handling” (column/line
28/42-32/60).

Regarding verification structure, Ginter et al. create for each VDE object a

permission record (PERC) (column/line 93/5-94/4; column/line 155/38-159/12) that ...
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controls how access and/or manipulation permissions are distributed and/or how content
and/or other information may otherwise be used (column 155, lines 46-51). Ginter et al
teach that electronic appliances may include one or more SPUs (column 64, lines 1-4)
and may be a standardized feature on microprocessors (column 65, lines 17-55). As
previously stated, the SPU contains, volatile and non-volatile memories (column/line
70/11-71/15; column/line 71/51-72/67). The SPU Internal ROM contains, “...kernel
programs, load modules and encryption key information [that] enable the control of
certain basic functions of the SPU” and “... components that are at least in part
dependent on [device configuration] may be loaded in [ROM] along with additional load
modules that have been determined to be required for specific installations or applications
(column 70, lines 48-53). Further, Ginter et al. teach that SPU hardware, provides at least
enough processing capabilities to support the secure parts of pfocessing such as events
that generate a usage permission (figure 3; column 58, lines 22-49; column 60, vlines 45-
55). Therefore, the Examiner regards the generation of usage permissions as basic to a
SPU, hence, the appropriate load modules would be present in the ROM or EEPROM
(column 70, lines 54-65) to allow for such minimum processing. Also, Ginter et al. teach
that content control information follows the content (e.g. PERC) therefore, it is inherent
that PERC-relevant data would be stored in non-volatile memory (relying on the standard
definition of “non-volatile” memory as memory that is maintained even when the power
is removed from the storage system). Finally, the Examiner takes issue with the

Applicant using EEPROM to store a license record including author name, program name
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and number of licensed users. The Applicant has not disclosed the necessary hardware to
allow a user to add, remove and modify a license record stored in an EEPROM.
EEPROM is read-only memory. Therefore the ability to update existing and add new

records to data stored in the EEPROM is contradictory.
Claim Rejections - 35 USC § 112

3. Claim 1 is rejected under 35 U.S.C. 112, first paragraph, as containing subject
matter which was not described in the specification in such a way as to reasonably
convey to one skilled in the relevant art that the inventor(s), at fhe time the application
was filed, had possession of the claimed invention. The specification does not support
the Applicants’ claim of using non-erasable, non-volatile memory being used to store
license records.

Claims 2-19 are also rejected as they depend from claim 1.

4, Claim 1 is rejected under 35 U.S.C. 112, first paragraph, as containing subject
matter which was not described in the specification in such a way as to enable one skilled
in the art to which it pertains, or with which it is most nearly connected, to make and/or
use the invention. The applicant refers to secondary non-volatile storage as EEPROM
(Specification, page 8, lines 1 and 25-27). However, EEPROMs require a special or

programmer voltage to program it, store 0’s and 1’s, are programmed at the factory and
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when erased all data is removed. The Applicants do not teach the device necessary to edit
an EEPROM nor have they made it clear to the Examiner how their system would be
implemented in light of the non-trivial processing required to write and erase its data.

Claims 2-19 are also rejected as they depend from claim 1.

5. Claim 1 is rejected under 35 U.S.C. 112, first paragraph, as based on a disclosure
which is not enabling. A device to write to an EEPROM and a method taking into
account said device are critical or essential to the practice of the invention, but not
included in the claim(s) is not enabled by the disclosure. See In re Mayhew, 527
F.2d 1229, 188 USPQ 356 (CCPA 1976). The Applicants do not teach the device
necessary to edit an EEPROM nor have they made it clear to the Examiner how their

~ system would be implemented in light of the non-trivial processing required to write and
erase its data.

Claims 2-19 are also rejected as they depend from claim 1.

6. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the
subject matter which the applicant regards as his invention.

7. While applicant may be his or her own lexicographer, a term in a claim may not
be given a meaning repugnant to the usual meaning of that term. See In re Hill, 161

F.2d 367, 73 USPQ 482 (CCPA 1947). The term “non-volatile” in claim 1 is used by
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the claim to exclude "hard disk," while it is accepted that a “hard disk” is “non-volatile”
as it does not lose data when the power is removed from it.

Claims 2-19 are also rejected as they depend from claim 1.

8. Claim 20 is rejected under 35 U.S.C. 112, second paragraph, as being incomplete
for omitting essential steps, such omission amounting to a gap between the steps. See

MPEP § 2172.01. The omitted steps are: the encrypting of the pseudo unique key.
Claim Rejections - 35 USC § 102

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention
thereof by the applicant for patent.

Claims 1-4, 6 and 10-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated
by Ginter et al. U.S. Patent No. 5,892,900.

As per claim 1,-Ginter et al. teach of a system and method for secure transactions
management and electronic rights protection that:
e restricts software operation within a license limitation (column 5, lines 29-41; column

6, lines 29-65; column 7, lines 45-57)
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e utilizes a computer that has a first non-volatile memory column/line 70/45-71-16;
column/line 71/52-72/67; column 231, lines 13-32; column 236, lines 43-53; column
240, lines 7-42; column 241, lines 19-30; column/line 245/55-246/24), a second non-
volatile memory area (column/line 70/45-71-16; column/line 71/52-72/67; column
231, lines 13-32; column 236, lines 43-53; column 240, lines 7-42; column 241, lines
19-30; column/line 245/55-246/24) and a volatile memory area (column 71, lines 12-
25)

e provides a means of selecting a program residing in the volatile memory (column 71,
lines 25-27 and column 82, lines 12-52)

e sets up a verification structure in the non-volatile memories (column 70, lines 23-53
and column/line 63/67-64/15)

e verifies the program using the structure (column 70, lines 23-53 and column/line
63/67-64/15)

e acts on the program according to the verification (column 70, lines 23-53 and

column/line 63/67-64/15).

As per claim 2, the method and system of Ginter et al. provide for a license
authorization bureau in the form of a VDE (virtual distribution environment) distributor
and/or administrator (column/line 278/40 to 281/44).

As per claim 3, the method and system of Ginter et al. discloses a verification method

with a license authorization bureau that comprises of:
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e atwo-way data communication link between said bureau and end-user computer
(figure 77)

¢ a method for establishing end-user rights (column/line 278/40 to 281/44)

e data encryption using keys (column 281, lines 10-22)

e creating a license record from the selected program at the bureau (column 15,
lines 10-34; column 71, lines 25-27, column 82, lines 12-52, column/line 278/40

to 281/44).

As per claim 4, the method and system of Ginter et al. also provides a means of
encrypting the license record for the selected program from the second volatile memory
(column/line 65/55 to 66/47).

As per claim 6, the method and system of Ginter et al. provides a means for
establishing a licensed software program. Where said program contains license record
data and is found in the volatile memory (column 71, lines 25-27, column 82, lines 12-52,
column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-
41).

As per claim 10, the method and system of Ginter et al. provide a means for
restricting a program’s operation with predetermined limitations if the authorization is
invalid (column 279, lines 21-32).

As per claim 11, the method and system of Ginter et al. provide for a ROM BIOS

(figure 69G and column 70, lines 39-53).
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As per claim 12, the method and system of Ginter et al. provide for an EEPROM
BIOS (figure 69G and column 70, lines 54-65).
As per claim 13, the method and system of Ginter et al. provide for volatile RAM

(column 71, lines 22-25).

Claim Rejections - 35 USC § 103

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

11. Claims 5 and 7-9 and 16-20 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Ginter et al. U.S. Patent No. 5,892,900 as applied to claims 1, 3, 4 and
6 above, and further in view of Goldman et al. 5,684,951.

As per claim 5 and 16-20, Ginter et al. disclose a verification structure. In
addition, Ginter et al. disclose a system and method for secure transaction management
and electronic rights protection utilizing encryption keys (column 15, lines 35-60;
column/line 45/3-46/26; column 49, lines 47-52; column 206, lines 57-65). Ginter et al.
also teach unique keys and storing keys in non-volatile memory (column/line 21/60-
22/25; column/line 70/45-71-16; column/line 71/52-72/67). However, Ginter et al. do not

disclose pseudo unique keys. Goldman et al. teach of a method and system for user
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authorization over a multi-user computer system. In said system, a user has valid id but
lacks an authorized means of access. In order to access the desired data, a user is sent a
pseudo unique key (abstract, lines 19-21) that is derived from a user id and the current IP
address. Therefore, it would have been obvious to a person of ordinary skill in the art of
encryption, to incorporate pseudo unique keys into the system of Ginter et al. By utilizing
such a method a valid user can be provided access to secured data without comprising the
security of the larger system. It would have also been obvious to encrypt communications
using pseudo unique keys if less secure means of data exchange was deemed appropriate.
As per claim 7, Ginter et al. teach of a method and system for electronic rights
protection comprising of volatile memory, non-volatile memory, license records location
and licensed sofiware programs (column 5, lines 29-41; column 6, lines 29-65; column
15, lines 10-34; column/line 63/67-64/15; column/line 65/55-66-47; column 70, lines 23-
65; column 71, lines 12-27; column 96, lines 37-41; column/line 278/40-281/44). Ginter
et al. also use encryption keys (column 206, lines 57-65). However, Ginter et al. do not
make use of pseudo unique keys in their system. Goldman et al. teach of a method and
system for user authorization over a multi-user computer system through the use of
pseudo unique keys (abstract, lines 19-23). In said system, a user has valid id but lacks an
authorized means of access. In order to access the desired data, a user is sent a pseudo
unique key that is derived from a user id and the current IP address. Therefore, it would
have been obvious to a person of ordinary skill in the art of the time the invention was

made to utilize pseudo unique keys in the system of Ginter et al.. By utilizing such a
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method a valid user can be provided access to secured data without comprising the
security of the larger system.

As per claim 8, Ginter et al. disclose a method for authoring content that includes
encryption keys (column/line 282/ 33 to 283/34). Ginter et al. disclose a method for
selecting a licensed software program from the volatile memory to form a license record.
However, Ginter et al. do not use pseudo unique keys for purposes of encryption.
Goldman et al. teach of a method and system for user authorization over a
multi-user computer system through the use of pseudo unique keys (abstract, lines 19-
23). In said system, a user has valid id but lacks an authorized means of access. In order
to access the desired data, a user is sent a pseudo unique key that is derived from a user id
and the current IP address. Therefore it would have been obvious to a person of ordinary
skill in the art at the time the invention was made to use pseudo unique keys. By utilizing
such a method a valid user can be provided access to secured data without comprising the
security of the larger system. In addition, it would have also been obvious to encrypt
communications using pseudo unique keys if less secure means of data exchange was

deemed appropriate.

As per claim 9, Ginter et al. teach of a system and method for encrypting and
decrypting of licensing related communications between end-user(s) and a license
authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter et al.
also teach of volatile and non-volatile memory areas used in conjunction with licensed

software programs (figure 8; column 15, lines 10-34; columns 70-72, column 82, lines
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12-52, , column/line 70/45-71-16; column/line 71/52-72/67; column 96, lines 37-41;
column 231, lines 13-32; column 236, lines 43-53; column 240, lines 7-42; column 241,
lines 19-30; column/line 245/55-246/24; column/line 278/40-281/44). However, Ginter et
al. do not disclose pseudo unique keys. Goldman et al. provide for the use of pseudo
unique keys (abstract, 19-23). Therefore, it would have been obvious to a person of
ordinary skill in the art at the time the invention was made, to incorporate pseudo unique
keys into the system of Ginter et al.. By utilizing such a method a valid user can be

provided access to secured data without comprising the security of the larger system.

Conclusion

12. Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any
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extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of the
advisory action. In no event, however, will the statutory period for reply expire later than

SIX MONTHS from the date of this final action.

13. The prior art made of record and not relied upon is considered pertinent to
applicant’s disclosure:

e Richardson, III teaches a system for software protection

14. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Calvin Loyd Hewitt II whose telephone number is (703)
305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM -
5:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, James P. Trammell, can be reached at (703) 305-9768.
Any response to this action should be mailed to”
Commissioner of Patents and Trademarks
C/o Technology Center 2700
Washington, D.C. 20231
or faxed to:
(703) 308-9051 (for formal communications intended for entry)

or:
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(703) 308-5397 (for informal or draft communications, please label
“PROPOSED” or “DRAFT”)

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive,

Arlington, VA, Sixth Floor (Receptionist).
Any inquiry of a general nature or relating to the status of this application should

be directed to the Group receptionist whose telephone number is (703) 305-3900.

Calvin Loyd Hewitt 11

June 21, 2001
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Amendment
U.S. Application No.: 09/164,777

IN THE CLAIMS:

Please amended the claims as follows:

Il. (Twibe Amended) A method of restricting software operation within a license
\b, for use with a computer including an erasable, non-volatile memory area of a RBIOSX of the
k D computer,'and a volatile memory area; the method comprisipg the steps of:
Q? selecting a program residing in the volatile memory,

using an agent to set ug\(feriﬁcation structure in the erasable, non-volatile memory of the
BIOS, the verification structure accommodating data that includes at least one license record,

verifying the program using at least the verification structure from the erasable non-
volatile memory of the BIOS, and

acting on the program according to the verification. -

3. (Amended) A method according to claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer and the bureau, a
two-way data-communications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contents from the

selected program; forming an encrypted license-record at the bureau by encrypting parts of the

/)/ request-for-license using part of the identification as an encryption key; transferring, from the
Q/) bureau to the computer, the encrypted license-record; and storing the encrypted license record in

the erasable non-volatile memory area of the BIOS.

4, (Amended) A method according to claim 2, wherein verifying the program
further comprises the steps of: establishing, between the computer and the bureau, a two-way

data-communications linkage; transferring, from the computer to the bureau, a request-for-

)
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license verification including an identification of the computer, an encrypted license-record for
the selected program from the erasable, non-volatile memory area of the BIOS, and the
program’s license-record; enabling the comparing at the bureau; and transferring, from the

bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the unique key.

6. (Amended) - A method according to claim 1 wherein selecting a program
includes the steps of: establishing a licensed-software-program in the volatile memory of the

computer wherein said licensed-software-program includes contents used to form the license-

record. - _ _ , o S

7. (Amended) " A method according to claim 6 wherein using a’ln.ageﬁt to set up
the verification structure includes the steps of: establishing or certifying the existence of a

pseudo-unique key in a first non-volatile memory area of the computer; and establishing at least

one license-record location in the first nonvolatile memory area or in the erasable, non-volatile
memory area of the BIOS.
9. (Amended) A method according,to claim 7 wherein verifying the program

includes the steps of: encrypting the licensed-software-program’s license-record contents from
the volatile memory area or decrypting the license-record in the erasable, non-volatile memory
area of the BIOS, using the pseudo-unique key; and comparing the encrypted licenses-software-

program’s license-record contents with the encrypted license-record in the erasable, non-volatile

3 ‘
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memory area of the BIOS, or comparing the license-software-program’s license-record contents

with the decrypted license-record in erasable non-volatile memory area of the BIOS.

Q,f] 10. (Amended) A method according to claim 9 wherein acting on the program
includes the step: restricting the program’s\operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11.  (Amended) method according to claim 22 wherein the first non-volatile

emory area is a ROM section o

12.  (Amended) A method ascording to claim 1 wherein the erasable, non-volatile

memory area is a E’PROM section of the BIO

“E\:i 16. (Amended) e method of Claim 22, wherein the unique key includes a

pseudo-unique key~
/4 E

Q/\)U\ y{ (Amended) The method according Claim /2'2, wherein the step of using the

agent to set up the verification record, including the license record, includes encrypting a license
record data in the program using at least the unique key.

18. (Amended) The method according to Claim 22, wherein the step of verifying
the program includes a decrypting the license record data accommodated in the erasable second

non-volatile memory area of the BIOS using at least the unique key.

Db
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},‘S. (Amended) The method according to Claim ?é, wherein the step of verifying
the program includes encrypting the license record that is accommodated in the program using at

least the unique key.

S 20.  (Amended) method for accessing a software program using a pseudo-unique
key stored in a first non-erasable‘pon-volatile memory area of a computer, the first non-volatile
‘ \, memory area being unable to be programmatically changed, the method, comprising:
loading a software program resiJing in a volatile memory area of the computer;
extracting license information frory the software program;
encrypting license information usiyg the pseudo-unique key stored in the first non-
volatile memory area;
storing the encrypting license informatipn in a second erasable, writable, non volatile

memory area of the BIOS of the computer;

subsequently verifying the software program bgsed on the encrypted license information
stored in the second erasable, writable, non-volatile memoyy area of the BIOS; and

s acting on the software program based on the verificati

Please add the following new claims:

e

/ { 2{ . (New) The method of claim ?6, 'v<\21erein the verification comprises:
[

extracting the license information from the software program;
encrypting the license information using the pseudo-unique key stored in the first non-

volatile memory area of the computer to form second encrypted license information; and

S
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comparing the encrypted license information stored in the second erasable, writable, non-
volatile memory area of the BIOS of the computer with the second encrypted license
information.
() %
,)VM Z,é (New) The method of claim 1, wherein a unique key is stored in a first non-
volatile memory area of the computer.
| 5 %t
%5. (New) The method according to claim /7 , wherein the verification comprises:
extracting the license record from the software program;
encrypting the license record using the unique key stored in the first non-volatile memory
area of the computer to form second encrypted license information; and
comparing the encrypted license information stored in the erasable, non-volatile memory

area of the BIOS of the computer with the second encrypted license information.

5o
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REMARKS

Claims 1-13 and 16-23 are now pending in this application. New claims 21-23 have been
added by this amendment. Each of the pending claims is believed to define an invention which
is novel and unobvious over the cited references. Favorable reconsideration of this case is
respectfully requested.

Applicant’s representative appreciates the Examiner’s courtesy in conducting a personnel
interview in this case. The claims have been amended as agreed upon during the interview and it
is respectfully submitted that this application is now in condition for allowance.

Specifically, claim 1 has been amended to recite that the verification structure is stored in
an erasable, non-volatile memory area of the BIOS. This claim amendment overcomes the
rejections under 35 U.S.C. 112, first paragraph in sections 3, 4 and 5 of the Final Office Action,
as well as the rejection under 35 U.S.C. 112, second paragraph in section 7 of the Final Office
Action.

Claim 20 has been amended to correct the informality noted by the Examiner. In view of
these amendments, it is respectfully submitted that all pending claims are now in all aspects in
compliance with 35 U.S.C. 112, first paragraph and 35 U.S.C. 112, second paragraph.
Therefore, the Withdrawal of these rejections is respectfully requested.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being anticipated
by U.S. Patent No. 5,892,900 to Ginter et al.

Claims 5 and 7-9, and 16-20 have been rejected under 35 U.S.C. 103(a) as being

unpatentable over Ginter et al. in view of U.S. Patent No. 5,684,951 to Goldman et al.
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Consequently, it is clear that the cited references do not anticipate or render the present

claims obvious. Therefore, the withdrawal of this rejection is respectfully requested.

As requested by the Examiner during the interview, a description of a specific

embodiment of the invention is attached hereto.

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”

In view of the foregoing, reconsideration and allowance of this application are believed in

order, and such action is earnestly solicited.

The Commissioner is authorized to charge any fee necessitated by this Amendment to our

Deposit Account No. 22-0261.

RK/JAK/Irh
#331676

Respectfully submitted,

VENABLE, Attorneys at Law

3

Wl Wyt

A. Kaminski

egistration No. 42,709

P.O. Box 34385

Washington, D.C. 20043-9998
Telephone 202-962-4800
Telefax 202-962-8300
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THE CLAIMS: 6
T chnoIo g 00 7
Please amended the claims as follows: ®nter 210,
1. (Twice Amended) A method of restricting software operation within a license

area;

comprising the steps of:
selecting a program residing in the volatile memory,

using an agent to setting up verification structure in the seeend-erasable, non-volatile

memory of the BIOS, the verfieatien-verification structure accommodatinges data that includes

at least one license record,

verifying the program using at least said-the verification structure_from the erasable non-

volatile memory of the BIOS, and

acting on the program according to the verification.

3. (Amended) Aimethod according to claim 2, wherein setting up a verification
structure further comprising the steps of: establishing, between the computer and the bureau, a
two-way data-communications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contents from the
selected program; forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the-an encryption key; and-transferring,

from the bureau to the computer, the encrypted license-record; and storing the encrypted license

record in the erasable non-volatile memory area of the BIOS.
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4. (Amended) A method according to claim 2, wherein verifying the program
further comprisesing the steps of: establishing, between the computer and the bureau, a two-way
data-communications linkage; transferring, from the computer to the bureau, a request-for-
license verification including an identification of the computer, the-an encrypted license-record

for the selected program from the secend-erasable, non-volatile memory_area of the BIOS, and

the license-seftware-program’s license-record-eentents; enabling the comparing at the bureau;

and transferring, from the bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the pseude-unique key. ‘

6. (Amended) A method according to claim 1 wherein selecting a program
includes the steps of: establishing a licensed-software-program in the volatile memory of the
computer wherein said licensed-software-program includes contents used to form a-the license- ‘

record.

7. (Amended) A method according to claim +6 wherein using an agent to setting l
up the verification structure includes the steps of: establishing or certifying the existence of a

pseudo-unique key in the-a first non-volatile memory area_of the computer; and establishing at

least one license-record location in the first er-the-seeerd-nonvolatile memory area_or in the

erasable, non-volatile memory area of the BIOS.

9. (Amended) A method according to claim 7+ wherein verifying the program

2
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the volatile memory area or decrypting the license-record in the first-or-the-second-erasable, non-

volatile memory area_of the BIOS, using the pseudo-unique key; and comparing the encrypted

licenses-software-program’s license-record contents with the encrypted license-record in the fiest

or—the—seeond—crasable, non-volatile memory area_of the BIOS, or comparing the license-

software-program’s license-record contents with the decrypted license-record in the—frst-or-the

seeond-erasable non-volatile memory area_of the BIOS.

10. (Amended) A method according to claim 94 wherein acting on the program

includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11. (Amended) A method according to claim 221 wherein the first non-volatile

memory area is a ROM section of a BIOS.

12.  (Amended) A method according to claim 1 wherein the seeend-erasable, non-

volatile memory area is a E’PROM section of a-the BIOS.

16. (Amended) The method of Claim 224, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 223, wherein said-the step of using
the agent to setting up a-the verification record, including the license record, includes encrypting

a license record data in said-the program using at least said-the unique key.

3
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18. (Amended) The method according to Claim 22%, wherein said—the step of
verifying the program includes a decrypting the license record data accommodated in said-the

erasable second non--volatile memory area of the BIOS using at least saié-the unique key.

19.  (Amended) The method according to Claim 224, wherein said-the step of
verifying the program includes encrypting the license record that is accommodated in said-the

program using at least said-the unique key.

20. (Amended) A method for restrieting-accessing te-a software program_using a

pseudo-unique key stored.in a first non-erasable non-volatile memory area of a computer, the

first non-volatile memory area being unable to be programmatically changed, the method,

comprising;:

——seleeting-loading a software program residing in a volatile memory area of the computer;

extracting license information from the software program;

encrypting license information using the pseudo-unique key_stored in the first non-

volatile memory area;

storing the encrypting pseude-unique—lcey_license information in a second erasable,

writable. non volatile memory area of the BIOS of the computer;
subsequently verifying the software program wusing—based on the encrypted_license

information stored in the second erasable, writable, non-volatile memory area of the BIOS

pseude-uniquekey; and

acting on the software program based on the verification.

4
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Please add the following new claims:

21. (New) The method of claim 20, wherein the verification comprises:

extracting the license information from the software program;

encrypting the license information using the pseudo-unique kev stored in the first non-

volatile memory area of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the second erasable, writable, non-

volatile memory area of the BIOS of the computer with the second encrypted license

information.

22. (New) The method of claim 1, wherein a unique key is stored in a first non-

volatile memory area of the computer.

23. (New) The method according to claim 17. wherein the verification comprises:

extracting the license record from the software program:

encrypting the license record using the unique key stored in the first non-volatile memory

area of the computer to form second encrypted license information: and

comparing the encrypted license information stored in the erasable, non-volatile memory

area of the BIOS of the computer with the second encrypted license information.
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’ \ e IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:

o' P & \\iki MULLOR et al, Art Unit: 2161

ppl. No: 09/164,777 Examiner: J. Trammell

Filed: October 1, 1998 Atty. Docket No: 39636-176166
For: METHOD OF RESTRICTING Customer No:
SOFTWARE OPERATION WITHIN IIEHRON
A LICENSED LIMITATION 2669 4
PATENT TRADEMARK OFFICE &é
%, O<‘\/
Information Disclosure Statement Under 37 C.F.R. § 1.97(¢) Q’éoo 7 L&\
%, ¢, O
Assistant Commissioner for Patents Q’Q,o 800/
Washington, D.C. 20231 éo,e
7
%

Sir:

This is an Information Disclosure Statement submitted under 37 C.F.R. § 1.97 within
the time specified under 37 C.F.R. § 1.97(c)(2).
In order to comply with applicant’s duty of disclosure under 37 C.F.R. § 1.56, the U.S.

Patent and Trademark Office is notified of the documents which are listed on the attached
Form PTO-1449 and which the Examiner may deem relevant to patentability of the claims of
the above-identified application. One copy of each of the listed documents is submitted
herewith.

The instant Information Disclosure Statement is being a first Office action on the
merits, after filing a request for continued examination. Accordingly, pursuant to 37 C.F.R.
§1.97(b)(2), no fee is due.

In view of the above, no further translation or statement of relevance is required, and

as all requirements of 37 C.F.R. § 1.97 and all official guide lines pertaining to Information
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Information Disclosure Statement
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N

®

Disclosure Statements have been complied with, and it is therefore respectfully requested that

the Examiner consider the documents and make them of record.

If no check is attached, please charge any necessary fee or credit any overpayment in

connection with this Information Disclosure Statement to Deposit Account No. 22-0261.

Date: Uﬁ?/a/
/ 4

#331700

Respectfully submitted,

/MW

J

m A Kaminski

Registration No. 42,709
VENABLE

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone: (202) 962-4800
Telefax: (202) 962-8300
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THE UNITED STATES PATENT AND TRADEMARK OFFICE

In te PATENT APPLICATION of
Applicants :  Miki MULLOR et al. ) Customer No.
| > IAEIGTNW

Appla. No. - 09/164,777 ) ; 6694
Filed :  Qctober 1, 1998 ) PATENY TRADEMARK OFFICE
For - METHOD OF RESTRICTING ;

SOFTWARE OPERATION WITHIN )

A LICENSED LIMITATION ;
Group Art Unit . 2161
Examiner :  J. Trammell
Atty. Dkt. :  39636-176166

Assistant Commissioner for Patents
‘Washington, D.C. 22031

0012 dnolin)
1002 ¢ 0 71
qan303d

AMENDMENT
Sir:
REQUEST FOR EXTENSION OF TIME
Please extend the period for respouding to the Office Action dated June 22, 2001 by two
months so that the due date expires November 22, 2001. The requisite extension fee of $200.00
under 37 C.FR. 1.17 (2) (1) is attached. Should no check be attached, please charge our Deposit

Account 22-0261. Please also deduct any additional fees due or credit any overage to the same

account.

Responsive to the Office Action dated June 22, 2001, please amend the application as

follows:
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IN THE CLAIMS:

Please amended the claims as follows:

1. (Twice Amended) A method of restricting software operation within a license
for use with 2 computer including an erasable, non-volatile memory area of a (BIOS) of the
compurter, and a volatile memory area; the method comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to set up verification structure in the erasable, non-volatile memory of the
BIOS, the verification structure accommodating data that includes at least one license record,

verifying the program using at least the verification structure from the erasable non-
volatile memory of the BIOS, and

acting on the program according to the verification.

3. (Amended) A method according to claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer and the bureau, a

two-way data-communications linkage; transferring, from the compuier to the bureau, a request-
for-license including ap identification of the computer and the license-record’s contents from the
selected program; forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as an encryption key; transferring, from the

IRPEUUITE) Xy ¥ R AN,

burean to the computer, the encrypted license-record; and storing the encrypted license record in

the erasable non-volatile memory area of the BIOS.

4. (Amended) A method according to claim 2, wherein verifying the program

|
|
I
|
i further comprises the steps of: establishing, between the computer and the bureau, a two-way
1
|
|

data-communications Jinkage; transferring, from the computer to the bureau, a request-for-
2
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license verification including an identification of the computer, an encrypted license-record for
the selected program from the erasable, non-volatile memory area of the BIOS, and the
program’s license-record; enabling the comparing at the bureau; and transferring, from the

bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the unique key.

6. (Amended) A method according to claim 1 wherein selecting a program
includes the steias of: establishing a licensed-software-program in the volatile memory of ‘the
computer wherein said licensed-software-program includes contents used to form the license-

record.

7. (Amended) A method according to claim 6 wherein using an agent to set up
the verification structure includes the steps of: establishing or certifying the existence of a
pseudo-unique key in a first non-volatile memory area of the computer; and establishing at least
one license-record location in the first nonvolatile memory area or in the erasable, non-volatile

memory area of the BIOS.

9. (Amended) A metbod according to claim 7 wherein verifying the program
includes the steps of: encrypting the licensed-software-program’s license-record contents from
the volatile memory area or decryi)tix;g the license-record in the erasable, non-volatile memory
area of the BIOS, using the pseudo-unique key; and cémparing the encrypted licenses-software-

program’s license-record contents with the encrypted license-record in the erasable, non-volatile
3
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memory area of the BIOS, or comparing the license-software-program’s license-record contents

with the decrypted license-tecord in erasable non-volatile memory area of the BIOS.

10. (Amepded) A method according to claim 9 wherein acting on the program
includes the step: restricting the program’s operation with predetermuined limitations if the

comparing yields non-unity or insufﬁcien;:y.

11. (Amended) A method according to claim 22 wherein the first non-volatile

memory area is a ROM section of a BIOS.

N

12. (Amended) A method according to claim 1 wherein the erasable, non-volatile

memory area is a E’PROM section of the BIOS.

16. (Amended) The method of Claim 22, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 22, wherein the step of using the
agent to set up the verification record, including the license record, includes encrypting a license

record data in the program using at least the unique key.

18. (Amended) The method according to Claim 22, wherein the step of verifying
the program includes a decrypting the license record data accommodated in the erasable second

non-volatile memory area of the BIOS using at least the unique key.
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19. (Amended) The method according to Claim 22, wherein the step of verifying
the program includes encrypting the license record that is accommodated in the program using at

least the unique key.

20. (Amended) A method for accessing a software program us;ing a pseudo-unique
key stored in a first non-erasable non-volatile memory area of a computer, the first non-volatile
memory area being unable to be programmatically changed, the method, comprising;:

loading a software program residing in & volatile memory arca of the computer;

extracting license information from the software program;

encrypting licens¢ information using the pseudo-unique key stored in the first non-
volatile memory area;

storing the encrypting license information in a second eraseble, writable, non volatile
memory area of the BIOS of the computer;

subsequently verifying the software program based on the encrypted license information
stored in the second erasable, writable, non-volatile memory area of the BIdS; and

acting on the software program based on the verification.
Please add the following new claims:

21.  (New) The method of claim 20, wherein the verification comprises:
extracting the license information from the software program;
encrypting the license information using thé pseudo-unique key stored in the first non-

volatile memory area of the computer to form second encrypted license information; and
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comparing the encrypted license information stored in the second erasable, writable, non-
volatile memory area of the BIOS of the computer with the second encrypted license

information.

22.  (New) The method of claim 1, wherein a unique key is stored in a first non-

volatile memory area of the computer.

23. (New) The method according to claim 17, wherein the verification comprises:

extracting the license record from the software program;

encrypfing the license record using the unique key stored in the first non-volatile memory

arca of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the erasable, non-volatile memory

area of the BIOS of the compurter with the second encrypted license information.
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REMARKS

Claims 1-13 and 16-23 are now pending in this application. New claims 21-23 have been
added by this amendment. Each of the pending claims is believed to define an invention which.
is novel and unobvious over the cited references. Favorable reconsideration of this case is
respectfully requested.

Applicant’s representative appreciates the Examiner’s courtesy in conducting a personnel
interview in this case. The claims have been amended as agreed upon during the interview and it
is respectfully submitted that this application is now in condition for allowance.

Specifically, claim 1 has been amended to recite that the verification structure is stored in
an erasable, non-volatile memory area of the BIOS. This claim amendment overcomes the
rejections under 35 U.S.C. 112, first paragraph in sections 3, 4 and 5 of the Final Office Action, .
as well as the rejection under 35 U.S.C. 112, second paragraph in section 7 of the Final Office
Action.

Claim 20 has been amended to correct the informality noted by the Examiner. In view of
these amendments, it is respectfully submitted that all pending claims are now in all aspects in
compliance with 35 U.S.C. 112, first paragraph and 35 U.S.C. 112, second paragraph.
Therefore, the withdrawal of these rejections is respectfully requested.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(¢) as being anticipated
by U.S. Patent No. 5,892,900 to Ginter et al.

Claims 5 and 7-9, and 16-20 have been rejected under 35 U.S.C. 103(a) as being

unpatentable aver Ginter et al. in view of U 8. Patent No. 5,684,951 to Goldman et al.
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Consequently, it is clear that the cited references do not anticipate or render the present

claims obvious. . Therefore, the withdrawal of this rejection is respectfully requested.

As rtequested by the Examiner during the interview, a description of a specific

embodiment of the invention is attached hereto. .

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”

[n view of the foregoing, reconsideration and allowance of this application are believed in

order, and such action is eamestly solicited.

The Commissioner is authorized to charge any fee necessitated by this Amendment to our

Deposit Account No. 22-0261.

RK/JAK/Ith
#331676
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VENABLE, Attorneys at Law
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A. Kaminski

egistration No. 42,709

P.O. Box 34385

Washington, D.C. 20043-9998
Telephone 202-962-4800
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VERSION WITH MARKINGS TO SHOW CHANGES MADE
IN THE, CLATMS:
Please amended the claims as follows:
1. (Twice Amended) A method of restricting software operation within 2 license

for use with a computer including an £

noa-crasable, non-volatile memory area of a (BIOS) of the computer. and a volatile memory

area; 4 =the method

comprising the steps of:
selecting a program residing in the volatile memory, |

using an_agent to_setting up verification structure in the second-erasable, non-volatile

memory of the BIOS. the verfication-verification structure accommodatinges data that includes
at least one license record,

verifying the program using at least said-the verification structure from the erasable non-

volatile memory of the BIOS, and

acting on the program according to the verification.

3. (Amepded) A method according to ¢laim 2, wherein setting up a verification
structure further comprising' the steps of: establishing, between the computer and the bureau, a
two-way data-communications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contents from the
selected program; forming an encrypted license-record at the bureau by encrypting parts of the
request-for-license using part of the identiﬁcation as the-an encryption key; aasd-transferring,

from the bureau to the computer, the encrypted license-record; and storing the encrypted license

record in the erasable non-volatile memory area of the BIOS.
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4, (Amended) A method according to claim 2, wherejn verifying the program
further comprisesiag the steps of: establishing, between the computer and the bureau, a two-way
data-communications linkage; transferring, from the computer to the bureau, a request-for-
license verification including an identification of the computer, the-an . encrypted license-record

for the selected program from the seeend-crasable, non-volatile memory_area of the BIOS, and

the License-seftware-program’s license-record-contents; enabling the comparing at the bureau,

and transferring, from the bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the pseude-unique key. ‘ I

6. (Amended) A method according to claim 1 wherein selecting a program
includes the steps of: establishing a licensed-software-program in the volatile memory of the
computer wherein said licensed-software-program includes contents used to form a-the license- |

record.

7. (Amended) A method according to claim +-6 wherein using an agent to settng
up the verification structure includes the steps of: establishing or certifying the existence of a
pseudo-unique key in the-a first non-volatile memory area_of the computer; and establishing at
Jeast one license-record location in the first er-the-seeend-nonvolatile memory area ot in the °

erasable. non-volatile memory area of the BIOS.

9. (Amended) A method according to claim 7+ wherein verifying the program

2
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includes the steps of: encrypting the licensed-software-program’s license-record contents from

the volatile memory area or decrypting the license-record in the fisst or the-seeond-crasable, non-

volatile memory area_of the BIOS, using the pseudo-unique key; and comparing the gncrypted
licenses-software-program’s license-record contents with the encrypted license-record in the fiwst
ep—ﬂae—seéaad—erasable, non-volatile memory area_of the BIOS, or comparing the license-
software-program’s license-record contents with the decrypted license-record in the-first-or-the

second-erasable non-volatile memory area of the BIOS.

10. (Amended) A method according to claim 3% wherein acting on the program

includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-upity or insufficiency.

11. (Amended) A method according to claim 22t wherein the first non-volatile

memory area is a ROM section of a BIOS.

12. (Amended) A method according to claim 1 wherein the second-crasable, non-

volatile memory area is a E2PROM section of a-the BIOS.

16. (Amended) The method of Claim 223, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 221, wherein said-the step of using
the agent to settiag up a-the verification record, including the license record, includes encrypting

a license record data in said-the program using at least said-the unique key.

3
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18. (Amended) The method according to Claim 22%, wherein said-the step of
verifying the program includes a decrypting the license record data accommodated m said-the

erasable second non—volatile memory area of the BIQOS using at least said-the unique key.

19. (Amended) The method according to Claim 22%, wherein said—the step of
verifying the program includes encrypting the license record that is accommodated in said-the

program using at least said-the unique key.

20. (Amended) A method for restricting-accessing to-a software program using g

pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer, the

first non-volatile memory area_being unable to be programmatically changed. the methed,
comprising:

——selecting-loading a software program residing in a volatile memory area of the computer:
extracting license information from the softwate program;
enerypting license information using the pseudo-unique key_stored in the first non-
volatile memory area; ‘

storing the encrypting pseude-unique—leey_license information in a sccond grasable.

writable. non volatile memory area of the BIOS of the computer;

subsequently verifying the software program using-based on the encrypted_license
information stored in the second erasable, writable, non-volatile memory area of the BIOS
pseudo-uniqueteey; and

acting on the software program based on the verification.

4
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Please add the following new claims:

21. (New) The method of claim 20, wherein the verification comprises:

extracting the license information from the software program;

encrypting, the license information using the pseudo-unigue key stored in the first non-
volatile memory area of the computer to form second encrypted license information; and
comparing the encrypted license information stored in the second erasable. writable, non-

volatile memory area of the BIOS of the computer with the second encrypted license

information.

22. . (New) The method of claim 1. wherein a unique key is stored jin a first non-

volatile memory area of the computer.

23, (New) The method according to claim 17. wherein the verification comprises:
extracting the license record from the software program.

encrypting the license record using the unique key stored in the first nop-volatile memo

area of the computer to form second encrypted license information; and

comparing the encrypted li e rmation stored in the erasable, non-volatile memo

areg of the BIOS of the computer with the second encrypted license info @@'g‘ga h
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In re application of:
Miki MULLOR et al.

Appl. No: 09/164,777

Filed: October 1, 1998

For: METHOD OF RESTRICTING
SOFTWARE OPERATION WITHIN
A LICENSED LIMITATION

Ini‘ormaﬁon Diéclosure Statement Under 37 C.F.R. 8§ 1.97(c)

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:

- INTHE UNITED STATES PATENT AND TRADEMARK OFFICE

&o1s
Art Unit: 2161
Examiner: J. Trammell
Atty. Docket No: 39636-176166
mer No:
IRRAIRAIRAL
26694 .
PATANY TRADEMARK OFFICE G) o
S ©
5 o
N o
-
8 &

This is an Information Disclosure Statement submitted uader 37 C.F.R. § 1.97 within

. the time specified under 37 C.F.R. § 1.97(c)(2).
In order to comply with applicant’s duty

of disclosure under 37 CF.R. § 1.56, the US.

Patent and Trademark Office is notified of the documents which are listed on the attached

Form PTO-1449 and which the Examiner may deem relevant to patentability of the claims of

the above-identified application. One copy of each of the listed documents is submitted

herewith.

The instant Information Disclosure Statement is being a first Office action on the

merits, after filing a request for continued cxamination. Accordingly, pursuant to 37 C.F.R.

§1.97(b)(2), no fee is due.

In view of the above, no further translation or statement of relevance is required, and

as all requirements of 37 C.F.R. § 1.97 and all official guide lines pertaining to Information
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“Information Disclosure Statement
U.S. Appln. No.: 09/164,777

Disclosure Statements have been complied with, and it is therefore respectfully requested that
the Examiner consider the documents and make them of record.
If no check is attached, please charge any necessary fee or credit any overpayment in

connection with this Information Disclosure Statement to Deposit Account No. 22-0261.

Respectfully submitted,
oue_1/11/0 [l fpest?
/ { A Kaminski
Reglstratlon No. 42,709

VENABLE

P.O. Box 34385
Washington, D.C. 20043-9998

Telephone: (202) 962-4800

Telefax: (202) 962-8300
#331700
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Under the Paperwork Raduction Ast of 199&\_"no‘pamn= are requlred to reapand 1o a collection of infarmation unisss ild

e

@019

. . . Revisad PTO/SB/A0 (0B~00)
Approvedfr  through 10/31/2002. OMB 0851-0031
U.8. Patent and Trademark On.___J.5. DEPARTMENT OF COMMERCE

|apiays a valid OMB contrul number,
Aflarney Dockst No. 39636-176168

4

s

aa The American \nvantors Protection Act of 1999 (AIPA),

FOR Filing Date October 1, 1998
CONTINUED EXAMINATION (RCE) o S
ame . Hewt
TRANSMITTAL e
i d M. Mull
Subsection (1) of 35 U.S.C. § 132, sfctive on May 28, 2000, | = Named inventor o
pravides for continuod examination of an utility or plant
application filed on or after June 8, 1985, Group Art Unit e

Attorney Dockst Number 35636-176166

This is a Request
NOTE:

2000, applicant may wish to consider filing a continued prosecution application (CPA) under 37 C.F.R. § 1.53 (¢)
(PTO/SE/25) instead of a RCE to by eligibla for the patent term adjustment provisions of the AIPA. See Changes to

Application Examination and Provisional Application Practice,

__Gaz. Pat Office 47 (Apr. 11, 2000), which establiched RCE practice.

for Continued Examination (ﬁCE) under 37 C.F.R. § 1.114 of the above-identified application.
37 C.R.R. § 1.114 i3 effectiva on May 29, 2000. If the above-ldantified application was flled prior to May 29,

litarim Rule, 65 Fed. Rag. 14885 (Mar. 20, 2000), 1233 Of.

1. r Submission required under 37 CF.R. § 1.114 ]

a.d

L

a.[J

Previously submitted

[ Conslder the amendment(s)/reply under 37 C.F.R. § 1.116 previously filed on
(Any unenterad amendment(s) referred {0 above will be enterad).

[J Conslider the arguments in the Appeal Brief or Reply Brief previously filed on

J other

Enclosed

X Amendment/Reply

[ Affidavit(s)/Declaration(s)

Jnformation Disclosure Statament (IDS)

1 other

2. | Miscellaneous ' .

Suspension of actlon on the above-identified application is requested undar 37 C.F.R. § 1.103(c) for
4 putiod of months. (Perod of suspension shall not exceed 3 months; Fea under 37 C.F.R, § 1.17() required)

b.[1 Other ) A
3. The RCE fee under 37 G.F.R. § 1.17(¢) 18 requirad by 37 C.F.R, § 1,114 when tha RCE I3 filed,
a.' The Diroctor is heraby authorized to charge the follawing fees, or credit any ovarpayments, to
Deposit Account No.22-:0261
. X RCE fee requirad under 37 C.FR. § 1.17(e)
W’ Extension of time fee (37 C.F.R. §§ 1.138 and 1.17)
. [ Other
b, Check in the amount of § 570.00 enclosed
e.[] Payment by eredit card (Form PTO-2038 snclosed)
a8 SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED A
Name (Print/Type) | Jefiii A. Bainski | ) Registration No. (Atomey/Agent) | 42,709
- 7
 Signature é%v//f O [ Date | November 14,2001
VENABLE
P.O. Box 343

83
washington, DC 20043-5998

SEND Fees and Complated Forms fo the following address: Commilssionar {o¢ Patants, Box RCE, Washington. DC 20231,
PG Ogcs No. 331638

ATTABMETY AR bW

Received from < 202962 8300 > at 1216101 3:18:02 PM [Eastern Standard Time)

SAMSUNG EX. 1004 - 163/242



* *12/06-01 16:12 FAX 202 982 §..9 VENABLE doo1

-—ngég@— " 11714101 :
Vena! iling Number Filing Date

Atty, Docket No. 30636-176163

Re: M JF R TCTING SOFTWARE OPERA.ON WiTHIN A LICENSED LIMITATION
Application No.: 08/164,77 - Filing Date: October 1, 1998
Patent No.: ' ) . Issue Date
Trademark: Trademark Reg. Np:

Opposttion/Cancellation No:

The following iterhs were received from Venable, washington, D.C., by the U.S. Patent & Tradewrk Office:
.8, PTO FEES ENCLOSED . \“b’

&

XX RCE Transmittal Sheet $370.00 Filing FQ
Issue Fee Part Surcharge
Invention Declaration
National Stage Application Additional Claim Fee 4
Translation of International Application SF
New U.S. TM Application (___ specimens) Recordation of Assignnien)

Fee )
Rule 53(d) Continuation or Division Application
Rule 53(b) Continuation or Division IDS Fee
Application (in Duplicate) (attach copy of
specifications, claims, drawings & declaration)
Priority Document-Cert.Copy of Appln, #
Date $200.00 Extension Fee

Assignment w/Cover Sheet '

XX IDS w/ PTQ-1449 (with references) Notice of Appesl Fee

- XX Amendment (with marked up version)

Submission of Substitute Specification Brief on Appeal Fee

XX Petition/Request for Extension of Time
Notice of Appeal Orel Hearing Request Fee
Appeal Brief (in triplicate)
Request for Oral Hearing Petition Fee
Confirmation of Hearing Petition
Letter Under 37 CFR 1.28 (c) Issue Fee (Additional)
Certificate of Correction
Maintenance Fee Transmittal Maintenance Fee
TM Statement of Use
Declaration Under 8 TM Statement of Use
Declaration Under 8 and 15 '
TM renewal Application 8 Affidavit Fee
Notice of Opposition
Supplemental Search Report and Annex TM Renewal Application Fee
Postcard :
Change of Address Notice of Opposition Fee

Terminal Disclaimer
Fee: $570.00

Check Number

#331763
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Patent No.: lssue Date
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THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION of
Applicants :  Miki MULLOR et al. ) Customer No.

~ > IWIMCAUAIE
Appln. No. v 09/164,777 )

26694
Filed . October 1, 1998 % PATENT TRADEMARK OFFICE
For . METHOD OF RESTRICTING ;
: SOFTWARE OPERATION WITHIN ) .
A LICENSED LIMITATION )

Group Art Unit - : 2161 )
Examiner : J. Trammell
Atty. Dkt :  39636-176166
Assistant Commissioner for Patents
Washington, D.C. 22031

AMENDMENT
Sir:

| REQUEST FOR EXTENSION OF TIME
Please extend the period for responding to the Office Action dated June 22, 2001 by two
| months so that the due date expires November 22, 2001. The reqqisite extension fee of $200.00
under 37 C.FR. 1.17 (a) (1) is attached. Should no check be attached, please charge our Deposit
Account 22-0261. Please also deduct any additional fees due or credit any overagé to the same
account.

Responsive to the Office Action dated June 22, 2001, please amend the application as

. ) follows:

i
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" {J.S. Application No.: 09/1 64,777
IN THE CLAIMS:
Please amended the claims as follows:
1. (Twice Amended) A method of restricting software operation within a license

for use with a computer including an erasable, non-volatile memory area of a (BIOS) of the
computer, and a volatile memory area; the method comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to set up verification structure in the erasable, non-volatile memory of the
BIOS, the verification structure accommodating\ data that includes; at least one license record,

verifying the program using at least tﬁe verification structure from the erasable non-
volatile memory of the BIOS, and

acting on the program according to the vcriﬁcétion.

3. (Amendgd) A method according to claim 2, wherein setting. up a verification
structure further comprising the steps of: establishing, between the computer and the bureau, a
: two-way data-cornmunications linkage; transferring, from the coﬁnputer to the bureau, a request-
. for-license including an identification of the computer and the license-record’s contents from the

selected program; forming an encrypted license-record at the bureau by encrypting parts of the

e

R CHH

request-for-license using part of the identification as an emcryption key; transferring, from the
bureau to the computer, the encrypted license-record; and storing the encrypted license record in

the erasable non-volatile memory area of the BIOS.

4, (Amended) A method according to claim 2, wherein verifying the program

further comprises the steps of: establishing, between the computer and the bureau, a two-way

data-commumications livkage; transferring, from the .computer to the bureau, a request-for-
; 2 '
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U.S. Application No.: 09/ 164,777
license verification including an identification of the computer, an encrypted license-record for
the selected program from the erasable, non-volatile memory area of thc BIOS, and the
program's license-record; enabling the comparing at the bureau; and transferring, from the

bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the unique key.

6. (Amended) A method according to claim 1 wherem selecting a program
includes the steps of: establishing a licensed-software-program in the volatile memory of the
computer wherein said licensed-software-program includes contents used to form the license-

record.

7. (Amended) A method according to claim 6 wherein using an agent to set up
the verification structure includes the steps of: establishing or certifying the existence of a
pseudo-unigue key in a first non-volatile mermory area of the computer; and establishing at least
one license-record location in the first nonvolatile memory area or in the erasable; non-volatile

memory area of the BIOS.

9. (Amended) A method according to claim 7 wherein verifying the program
includes the steps of: encrypting the licensed-software-program’s license-record conteﬁts from
the volatile memory area or dccry‘ptmg the license-record in the erasable, non-volatile memory
area of the BIOS, using the pseudo-unique key; and comparing the encrypted licenses-software-

program’s license-record contents with the encrypted license-record in the erasable, non-volatile
3
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*U.S. Application No.: 09/164,777

memory area of the BIOS, or comparing the license-software-program’s license-record contents

with the deerypted license-record in erasable non-volatile memory area of the BIOS.

10.  (Amended) A method according to claim 9 wherein acting on the program
includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields nop-unity or insufficiency.

11. (Amended) A method according to claim 22 wherein the first non-volatile
memory area is a ROM section of a BIOS.
12.  (Amended) A method according to claim 1 wherein the erasable, non-volatile

memory area is a EXPROM section of the BIOS.

16. (Amended) The method of Claim 22, wherein the unique key includes a

pseudo-unique key.

17.  (Amended) The method according Claim 22, wherein the step of using the
agent to set up the verification record, including the license record, includes encrypting a license
record data in the program using at least the unique key.

18. (Amended) The method according to Claim 22, wherein the step of verifying
the program includes a decrypting the license record data accommodated in the erasable second

non-volatile memory area of the BIOS using at least the unique key.
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19. (Amended) The method according to Claim 22, wherein the step of verifying
the program includes encrypting the license record that is accommodated in the program using at

least the unique key.

20. (Amended) A method for accessing a software program using a pseudo-unique
key stored in a first non-erasable non-volatile memory area of a computer, the first non-volatile
memory area being unable to be programmaticallyl changed, the method, comprising:

loading a software program residing in a volatile memory area of the computer;

extracting license information from the software program;

encrypting license information unsing the pseudo-unique key stored in the first non-
volatile merpory area;

storing the encrypting license information in a. séc;md erasable, writable, non volatile
memory area of the BIOS of the computer;

subsequently verifying the software program based on the encrypted license information
stored in the second erasable, writable, nou-volatile memory atea of the BIOS; and

acting on the sofiware program based on the verification.
Please add the following new claims:

21. (New) The method of claim 20, wherein the verification comprises:

extracting the license information from the software program;
encrypting the license information using the pseudo-unique key stored in the fixst non-

volatile memory area of the computer to form second encrypted license information; and
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comparing the encrypted license information stored in the second erasable, writable, nqn-

volatile memory area of the BIOS of the computer with the second encrypted license

information.

22.  (New) The method of claim 1, wherein a unique key is stored in a first non-

volatile memory area of the computer.

23.  (New) The method according to claim 17, wherein the verification comprises:

extracting the license record from the software program;

encrypting the license record using the unique key gtored in the first non-volatile memory

area of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the erasable, non-volatile memorty

area of the BIOS of the computer with the second encrypted license information.
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REMARKS

Claims 1-13 and 16-23Aare now pending in this application. New claims 21-23 have been
added by this amendment. Each of the pending claims is believed to define an invention which
is novel and unobvious over the cited references. Favorable reconsideration of this case is
respectfully requested.

Applicant’s representative appreciates the Examiner's courtesy in conducting a personnel
interview in this case. The claims have been amended as agreed upon during the interview and it
is respectfully submitted that this application is now in condition for allowance.

Specifically, claim 1 has been amended to recite that the verification structure is stored in
an erasable, non-volatile memory area of the BIOS. This claim amendment overcomes the
rejections under 35 U.S.C. 112, first paragraph in sections 3, 4 and 5 of the Final Office Action,
as well as the rejection under 35 U.8.C. 112, second paragraph in section 7 of the Final Ofﬁce
Action.

Claim 20 has been amended to correct the informality noted by the Examiner. In view of
these amendments, it is tespectfully submitted that all pending claims are now in all aspects in
compliance with 35 U.S.C. 112, first paragraph and 35 U.8.C. 112, second paragraph.
Therefore, the withdrawal of these rejections is respectfully requested.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being anticipated
by U.S. Patent No. 5,892,900 to Ginter et al.

Claims 5 and 7-9, and 16-20 have been rejected under 35 U.S.C. 103(z) as being

unpatentable over Ginter et al. in view of U.3. Patent No. 5,684,951 to Goldman et al.
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Consequently, it is clear that the cited references do not anticipate or render the present
claims obvious. . Therefore, the withdrawal of this rejection is respectfully requested.
As requested by the Examiner during the interview, a description of a specific
embodiment of the invention is attached hereto.

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”

In view of the foregoing, reconsideratior; and allowance of this application are believed in
order, and such action is eamestly solicited.

The Commissioner is authorized to charge any fee necessitated by this Amendment to our
Deposit Account No. 22-0261.

Respectfully submitted,

VENABLE, Attorneys at Law

4

' P.O. Box 34385

) Washington, D.C. 20043-9998
1 Telephone 202-962-4800
k Telefax 202-962-8300
! RK/JAK/Ith
#331676
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VERSION WITH MARKINGS TO SHOW CHANGES MADE
IN THE CLAIMS:
Piease amended the claims as follows:
1. (Twice Amended) A method of restricting software operation within a license

for use with a computer including an
aen-crasable, non-volatile memory area of a (BIOS) of the computer. and a volatile memory

area; the—first—pon-volatle—fmewm - the method

comprising the steps of:

selecting a program residing in the volatile memory,

using_an agent to settiag up verification structure in the second-erasable non-volatile
we .
memmory of the BIOS, the verfieatiop-verification structure accommodatinges data that includes
at least one license record,

verifying the program using at least said-the - verification structure_from the erasable non-

volatile memory of the BIOS, and

acting on the program according to the verification.

’

-

3. (Amended) A method according to claim 2, wherein setting up a verification

structure further comprising' the steps of: establishing, between the computer and the bureau, a
K two-way data-communications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contents from the
selected program; forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the-an encryption key; and-transferring,

from the bureau to the computer, the encrypted license-record; and storing the encrypted license

record in the erasable non-volatile memory area of the BIOS.

’
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4. (Amended) A method according to claim 2, wherein verifying the program
further comprisgsiag the steps of: establishing, between the computer and the bureau, a two-way
data-communications linkage; transferring, fmn; the computer to the bureau, a request-for-
license verification including an jdentification of the computer, the-an encrypted license-record
for the selected program from the seeend-erasable. non-volatile memory_area of the BIOS, and

the leense-software-program's license-record-eentests; enabling the comparing at the bureau;

and transférring, from the bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the
computer includes the psevde-unique key. _ \
6. (Amended) A method according to claim 1 wherein selecting a program

includes the steps of: establishing a licensed-software-program in the volatile memory of the
computer wherein said licensed-software-program includes contents used to form #-the license- ‘

record.

7. (Amended) A method according to claim 16 wherein using an agent to setiag \
up the verification structure includes the steps of: establishing or certifying the existence of a
pseudo-unique key in #he-a first non-volatile meri:ory area of the_computer; and establishing at
least one license-record locéﬁon in the first er-the-second-nonvolatile memory area_ot in the -

erasable. non-volatile memory area of the BIOS.

9. (Amended) A method according to claim 73+ wherein verifying the program

2
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includes the steps of: encrypting the licensed-software-program'’s license-record contents from

the volatile memory area or decrypting the license-record in the first-or-the-second-grasable, non-

volatile memory area_of the BIOS, using the pseudo-unique key; and comparing the encrypted
licenses-software-program’s license-record contents with the encrypted license-record in the fisst
or_the—secend—erasable. non-volatile memory aren of the. BIOS, or comparing the license-
‘software-program’s license-record contents with the decrypted license-record in the-first-oz-the

seeond-erasable non-volatile memory area of the BIOS.

10. (Amended) A method according to claim 9% wherein acting on the program '
includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11. (Amended) A method according to élaim 221 whetein the first nop-volatile ‘

memory area is a ROM section of a BIOS.

12.  (Amended) A method according to claim 1 wherein the seeead-crasable, non-

volatile memory area is 8 EXPROM section of a-the BIOS.

16. (Amended) The method of Claim 221, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 22+, wherein said-the step of using
the agent to setting up a-the verifcation record, including the license record, includes encrypring

a license record data in seid-the program using at least seid-the unique key.

3
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18. (Amended) The method according to Claim 221, wherein said—the step of
verifying the program includes a decrypting the license record data accommodated in said-the

erasable second pon—volatile memory area of the BIOS using at least said-the unique key.

19. (Amended) The method according to Claim 22%, wherein said-the step of
verifying the program includes encrypting the license record that is accommodated in said-the

program using at least seid-the unique key.

20. (Amended) A method for restricting-accessing to-a software prograrm using a
pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer. the

first non-volatile memory area being unable to be programmatically changed, the method,

comprising:

—— selecting loading a software program residing in a volatile memory area of the computer;

extracting license information from the software program,

enerypting license information using the pseudo-unique key_stored in the first non-

volatile memory area;

storing the encrypting pseude-unique-key license information in a second erasable,

writablé, non volatile memory area of the BIOS of the coruputer;

subsequently verifying the software program wsing-based on the encrypted license

information stored in the second erasable. writable, non-volatile memory area of the BIOS
paeude-uniquekey; and ' ,

acting on the software program based on the verification.

4
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Please add the following new claims:
21. (New) The method of claim 20. wherein the verification comprises:
extracting the license information from the software program;
encrypting the license information using the pseudo-unique key stored_in the first non-

volatile memory axea of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the second erasable. writable. non-

volatile memory area_of the BIOS of the computer with the second encrypted license

information. ’

99 (New) The method of claim ], wherein a unique key is stored in a first non-

volatile memory area of the computer.

23. (New) The method according to claim 17, wherein the verification comprises:

extracting the license record from the software program.

: encrypting the license record using the unique key stored in the first non-volatile memory

’

comparing the encrypted license information stored in the erasable, non-volatile memory

i area of the corputer to form second encrypted license information; and
i
l

‘| arca of the BIOS of the computer with the second encrypted license information, -
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_ »  INTHEUNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:

Miki MULLOR et al. : ‘Art Unit: 2161

Appl. No: 09/164,777 Examiner: J. Trammell

Filed: October 1, 1998 | | Atty. Docket No: 39636-176166

. TH RESTRICTING Customer No:
P SOFTWARE OPERATION WITHIN UL
A LICENSED LIMITATION 716694
PATIENT TRADEMARK OFFICE

Tnformation Disclosure Statement Under 37 C.E.R. § 1.97(c)

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:
This is an Information Disclosure Statement submitted under 37 C.F.R. § 1.97 within

the time specified under 37 C.F.R. § 1.97(c)(2).
Tn order to comply with applicant’s duty of disclosure under 37 C.F.R. § 1.56, the U.S.

Patent and Trademark Office is notified of the documents which are listed on the attached
Form PTO-1449 and which the Examiner may deem relevant to patentability of the claims c;f
the above-identified application. One copy of each of the listed documents is submitted
herewith.

The instant Information Disclésmre Statement is being a first Office action on the

 merits, after filing a request for continued examination. Accordingly, pursuant to 37 C.F.R.

§1.97(b)(2), no fee is due.

Tn view of the above, no further translation or statement of relevance is required, and

as all requirements of 37 CF.R. § 1.97 and all official guide lines pertaining to Information
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‘?'Inf;nnation Disclosure Staternent
U.S. Appin. No.: 09/164,777

Disclosure Statements have been complied with, and it is therefore respectfully requested that
the Exapuiner consider the documents and make them of record.

If no check is attached, please charge any necessary fee or credit any overpayment in
copnection with this Information Disclosure Statement to Deposit Account No. 22-0261.

Respectfully submitted,

Date: }/// ?/ q . ﬁ//% 4///%/

1A A. Kaminski
Registration No. 42,709
VENABLE

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone: (202) 962-4800
Telefax: (202) 962-8300
#331700
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' Application No. ~ Applicant(s)

09/164,777 MULLOR ET AL.
Office Action Summary Examiner Art Unit
Calvin L Hewitt Il 2161

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35U.S.C. § 133).
- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status
N Responsive to communication(s) filed on 14 November 2001 .
2a)[ ] This action is FINAL. 2b)X This action is non-final.

3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Dispositioh of Claims
4R Claim(s) §-23 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)J Claim(s) 1-23 is/are rejected.
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Status of Claims
1. Claims 1-23 have been examined.

Claim Rejections - 35 USC § 112

2. The following is a quotation of the first paragraph of 35 U.S.C. 112:

The specification shall contain a written description of the invention, and of the manner and process of
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall
set forth the best mode contemplated by the inventor of carrying out his invention.

3. Claims 11, 12, 15 and 16 are rejected under 35 U.S.C. 112, first
paragraph, as containing subject matter which was not described in the
specification in such a way as to enable one skilled in the art to which it pertains,
or with which it is most nearly connected, to make and/or use the invention.

Claims 11, 12 and 15 are rejected as flash memory is a type of EEPROM.
Flash memory can be used as a computer BIOS. Therefore, a computer BIOS
would not contain an EEPROM and/or ROM section.

Claim 16 is rejected because a key cannot be simultaneously “unique” and

“pseudo-unique’.
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Application/Control Number: 09/164,777 Page 3
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4 The following is a quotation of the second paragraph of 35 U.S.C. 112:

.The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

5. Claims 20 and 21 are rejected under 35 U.S.C. 112, second paragraph, as
being indefinite for failing to particularly point out and distinctly claim the subject
matter which applicant regards as the invention.

Claim 20 recites, “loading a software program residing in volatile memory
area of the computer”. This limitation would not be clear to one of ordinary skill as
the software would have to be loaded a priori in order to reside in volatile
memory.

Claim 21 is rejected because it depends from claim 20.

Claim Rejections - 35 USC § 103

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for

all obviousness rejections set forth in this Office action:

(a) A patent may not be ob;(ained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the

invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.
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7. Claims 1-23 have been rejected under 35 U.S.C. 103(a) as being
unpaten_table over Misra et al., U.S. Patent No. 6,189,146, Goldman et al., U.S.
Patent No. 5,684,951. and EWertz et al.,, U.S. Patent No. 5,479,639.

Misra et al. teach a system and method for software licensing that
comprises:

¢ selecting a program from volatile memory (figure 2)

e using data stored in various memory locations to implement the
system (figure 2; column 5, lines 2-67)

e using anagenttosetupa verification structure in computer
memory where structure data includes a license record (column 4,
lines 14-20 and 49-67; column 11, lines 45-59: column 12, lines 8-
31)

¢ verifying and acting on the program according to the verification
structure (e.g. software license) (column/line 13/65-14/53;
column/line 14/54-17/40)

e a licensing authentication buréau in a two-way connection with a
computer that handles requests for licenses (where license data
includes computer identification and license record contents),
encrypts a request for license (e.g. license) using computer
identification, performs license validation and transfers a license to

a computer (figures 1 and 3-8; column 6, lines 50-64; column 9,

SAMSUNG EX. 1004 - 187/242
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e lines 40-50; column/line 11/60-12/27; column/line 13/65-14/52;
column 15, lines 37-49)

e a license that contains predetermined information (column 10, lines
60-67; column 11, lines 1-24)

e storing a license record in non-volatile memory (column 12, lines 8-
27)

e comparing licenses to determine validity and restricting the
program’s operations if a license is determined to be invalid
(column 14, lines 30-51)

e encryption using an identification of a computer that is a unique key

(column 15, lines 37-49)

Regarding the storage of encrypted licenses, Misra et al. teach licenses
that are encrypted using a unique key as they are placed in storage (column 8,
lines 35-52). Therefore, it would have been obvious to one of ordinary skill of the
art to allow user nodes to store licenses in encrypted form for additional security.
In addition, as Misra et al. implement their system using various computer
system memory such as RAM (e.g. volatile), ROM (which houses a BIOS),
portable and hard disk memory (column 5, lines 37-67) it would have been
obvious to perform encryption processes using the appropriate memory given the

characteristics of the target system (figures 1 and 2). Misra et al. also teach
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encryption keys and programs (“agent”) used in the license collation process that
belong to various parties (column 8, lines 35-52; column 15, lines 37-54).
Therefore, it would have been obvious to one of ordinary skill of the art to store
these keys in non-volatile memory as these keys are used to securely
communicate between and identify parties, as well as access encrypted data.
Misra et al., however, do not teach pseudo-unique keys nor constructing
license records within a computer BIOS. Goldman et al. teach pseudo-unique
keys (abstract) while, Ewertz et al. teach of expanding BIOS memory to store
identification and/or configuration data such as software licenses (column 3, lines
15-40; column/line 11/3-12/14). Therefore, it would have been obvious for one of
ordinary skill of the art to combine the teachings of Misra et al., Goldman et al.
and Ewertz et al.. Recall, Ewertz et al. teach of expanding non-volatile memory
(e.g. BIOS) (639, column 3, lines 15-40) for maintaining data such as software
licenses. Hence, it would have been obvious to one of ordinary skill to use the
BIOS to store licenses in the Misra et al. system as they teach of users storing
license data in persistent- non-volatile storage (146, column 12, lines 8-27). Also
pseudo unique keys can be issued, on a temporary basis (say), (‘951, abstract),
to encrypt licenses (146, column 13, lines 42-48). This allows a client to access

secured data without comprising the security of the larger system.
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Conclusion
8. The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure:

e Edenson et al. teach a system for protecting copyrighted program
material using a BIOS

o Fette et al. teach a programmable radio and operating software in
accordance with a license

¢ Steinberg et al. teach software branding

e Smith et al. teach a system for distributing, registering and purchasing
software over é network using an agent program embedded in each

software application

9. Any inquiry concerning this communication or earlier communications from
the Examiner should be directed to Calvin Loyd Hewitt || whose telephone
number is (703) 308-8057. The Examiner can normally be reached on Monday-
Friday from 8:30 AM-5:00 PM.

If attempts to reach the Examiner by telephone are unsuccessful, the

Examiner’s supervisor, James P. Trammell, can be reached at (703) 305-9768.
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Any response to this action ShOl;l|d be mailed to:
Commissioner of Patents and Trademarks
c/o Technology Center 2100
Washington, D.C. 20231
or faxed to :
(763) 746-7239 (for formal communications intended for entry),
(703) 746-7238 (for after-final communications),
or:
(703) 746-7240 (for informal or draft communications, please label
“PROPOSED" or “DRAFT")
Hand-delivered responses should be brought to Crystal Park II, 2121
-Crystal Drive, Arlington, VA, Sixth Floor (Receptionist).
Any inquiry of a general nature or relating to the status of this application
should be directed to the Group receptionist whose telephone number is (703)

305-3900.

Calvin Loyd Hewitt I

January 7, 2002
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Assistant Commissioner for Patents
Washington, D.C. 22031

AMENDMENT
Sir:
i Responsive to the Office Action dated January 15, 2002, please amend the application as
follows:
IN THE CLAIMS:

Please cancel claims 11, 12, 14 and 15 without prejudice to their re-entry at a later date.

L/ Please amiended the claims as follows:

02/05/02 16:36 Fi& 20,12_‘,__ . " VENABLE ‘ ' @002 G$:13/C'_

S EVAN Y
Dw

/

QJ\ \3’ ]/é (Amended) The method of Claim 1, wherein a pseudo-unique key is stored in

il the non-volatile memary of the BIOS.

L b

X

(Amended) A method for accessing an application software program using a
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pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer, the

first non-volatile memory area being unable to be programmatically changed, the method,

comprising:
Qg\ loading the aPPIiCafﬁdn software program residing in a non-volatile memory area of the
[ L |
. computer; C
Ml} v p‘? dsﬁ\ Aot e " U TSN {

(D ’« . éw extracting hcensemformtrtlon fro;nthe sofcware progran\1;l I
encrypting license information using the pseudo-unique key stored in the first non-
volatile memory area;
storing the encrypting license iﬁformation in a second erasable, writable, non-volatile
memory area of the BIOS of the computer;
subsequently verifying the application software program based on the encrypted license

information stored in the second erasable, writable, non-volatile memory arca of the BIOS; and

acting on the application software program based on the verification.

REMARKS
Claims 1-10, 13 and 16-23 are now pending-in this application. Each of the pending
claims is believed to define an invention which is novel and unobvious over the cited references.
Favorable reconsideration of this case is respectfully requested.

Claims 16 and 20 have been amended to correct the informalities noted by the Examiner.

Claims 11, 12, 14 and 15 have been canceled. In view of these amendments, it i3 respectfully
submitted that all pending claims are now in all aspects in compliance with 35 U.S.C. 112, -

second paragraph. Therefore, the withdrawal of thjs rejection is respectfully requested.

/’_\
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Claims 1-23 have been rejected under 35 U.S.C. 103(a) as being unpatentable over Misra
et al. in view of U.S. Patept No. 5,684,951 to Goldman et al. and U.S. Patent No. 5,479,639
Ewertz et al.

The cited references do not render the present invention obvious as they do not teach or
suggest, among other things, storing a verification structure, such as a software license
information, in the BIOS of a computer as is recited in the present claims.

Misra et al. is cited as the primary reference against the present claims. Misra relates to a
system and method for enforcing software licenses. The system of Misra generates unique
identifiers for servers and clients, col 12, lines 41-42. The client system ID 142 is a unique
identifier for the client computer, col 12, lines 50-51. The client system IDs can be based on
information collected from a computer’s hardware and instalicd software. For example, hard disk
volume numbers, re:gistercd software, video cards, and some microprocessors contain unique
identifiers. This information can be ;:ombi.ncd to uniquely identify a particular PC. Thus, the

client system ID of Misra, is similar to the pseudo-unique key recited in claims 1 and 20.

Mista also describes a license ID, which is a unique identifier assigned to a software
license when the software license is issued to a client device, col. 11, lines 9-12. The license ID
may be a digital certificate indicating the right to use the particular software at issue, col. 10,
lines 60-67. The license ID of Misra is similar to the verification structure and license
information recited in claims 1 and 20, respectively.

Misra fails to teach using the BIOS of a computer to store the license ID, as noted in
Section 7, Page 6 of the Office Action. Ewertz is cited as supplementing Misra to teach this
feature. However, the license information described in Ewertz has a different meaning and a
different function from the license information descﬁbed in Misra. Therefore, a combination of

these references would not result in the claimed invention, as is discussed i detail below.
3
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In Ewertz, a “software license number” is described as one type of identification
information, col. 3, lines 20-22. This identification information may also include an Ethernet
address or system serial numbers, col 3, lines 20-22. The identification information is a unique
identification value stored in a non-writable, non-erasable area of thé BIOS during manufacture,
The identification information uniquely identifies a particular coruputer. Therefore, according to
Ewertz a “software license number” is one of a type of static data structures identifying a specific
computer and the static data structure is stored such that it cannot be modified. Accordingly, the
software license number of Ewertz is simply identification for the operating system of a
particular computer.

For example, col. 2, lines 47-49 of Ewertz disclose that the memory storing the
identification information may be electronically locked to prevent erasure or modification of its
contents once installed. Moreover, in teaching a preferred embodiment, col. 11, line 23 - col. 12,
line 14 of Ewertz describe that several types of identification information must be retained for
individual computer systems. One type of identification number, as mentioned above, is an
Ethernet address. The Ethernet address is stored in a protected area 306 in static page 2 of the
flash memory of Ewertz and cannot be erased or altered once the device is installed. Thus the
identification number cannot be desfroyed. Ewertz also teaches other computer system
identification numbers, such as unique serial number, printed board assembly (PBA) numbers or
operating system license numbets may be stored in the locked memory.

Consequently, Ewertz teaches storing identification information for the computer in a

non-writable, non-erasable non-volatile memory. This identification information of Ewertz

corresponds to the pseudo-unique key stored in the first non-crasable, non-volatile memory as

recited in claims 1 and 20 and does not correspond to the license information recited in these

claims. The identification information of Ewertz is a static data structure, like the system ID of
4
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Misra, that uniquely identifies a computer and simply does not correspond the license ID of
Misra or the license information of the present invention as defined by claims 1 and 20.

From the above discussion, it is clear that the “software license number” according to
Ewertz is equivalent in definition and function to Misra’s system ID. Therefore, even if Misra is |
combined with Ewertz, this combination does not result in the present invention. The proposed
combination results in the system ID of Mista being stored in the BIOS, not the verification
structure or license information being stored in the BIOS as is required by the present claims.

Furthermore, there is no suggestion or motivation to combine Misra and Ewertz in the
manner suggestéd in the Office Action. BIOS is a configuration utility. Software license
management applications, such as the one of the present invention, are operating system (OS)
level programs. Therefore, BIOS programs and software Jicensing management applications do
not ordinarily interact or communicate becanse %en BIOS is running, the computer is in a
configuration mode, hence OS is not running. Thus, BIOS and OS level programs are normally
mutually exclusive.

Ewertz teaches that writing to the BIOS area is performed by the BIOS routines:

“Referring to Fig. 8, processing logic for updating the flash memory
device with configuration data, such as EISA information, is

illustrated... The processing logic shown in Fig. 8 resides in the system
BIOS of the preferred embodiment” Col 10, lines 20-28

Misra teaches a licensing system that is OS level based:
“The license generator 26, licepse server 28 and intermediate server 32
are preferably implemented as computer servers, such as Windows NT

servers that run Windows NT server operating systems from Microsoft
corporation or UNIX-based servers” Col 5, lines 3-7

Thus, the systems described in Misra and Ewertz are an OS program and a BIOS
program, respectively, that caonot run at the same time. Therefore, there is no teaching or
suggestion to combine these programs. In fact such a combination would change the operation

5
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of the programs, which is an indicia of non-obviousness, see MPEP Sec. 2141.03 and related
case law.

Moreover, the present invention proceeds against conventional wisdom in the art. Using
BIOS to store application data such as that stored ju Misra’s local cache for licenses is not
obvious. The BIOS area is not considered a storage are;a for computer applications. An ordinary
skilled artisan would not consider the BIOS as a storage medium to preserve application data for
at least two reasons.

First, OS does not support this functionality and is not recognized as a bardware device
like other peripherals. Every OS provides a set of application program interfaces (APIs) for
applications to access storage devices such as hard drives, removable devices, etc. An ordipary
person skilled in the art makes use of OS features to write date to storage mediums. There is no
OS support whatsoever to write data to the system BIOS. Therefore, an ordinary person skilled
in the art would not consider the BIOS as a possible storage medium. Furthermore, it is common
that all peripheral devices in the PC are listed and rgcoglﬁzed by the OS except for the BIOS.
This supports the fact that the BIOS is not considered a peripheral device. Accordingly, an
ordinary person skilled in the art would not consider the BIOS for any operation, including
writing to the BIOS.

Second, no file system is asso?:iaied with the BIOS. Every writable device connected to
the PC is associated with an OS file system to arrange aod roanage data structures. An example
for such a file system would be FAT, FAT32, NTFS, HPFS, etc. that suggests writing data to the
writable device. No such file system is associated with the BIQS. This is ﬁlrthér evidence that

OS level application programmers would not consider the BIOS as a storage medium for license

data.
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Additionally, Misra teaches away from using the BIOS as a storage area by making a

statement about client computers that do not have a persistent non-volatile area.

“The license cache 136 is kept in persisted (non-volatile) storage. Clients
that do not have persistent storage can be issued licenses as long as they
can generate a unique client ID and can respond to the client platform
challenge protocol” (Misra, Col. 12, lines 15-18)

Since all computers must have a BIOS, it is clear Misra teaches away from using the

BIOS as a local storage area for licenses.

Goldman et al. do not supplement Misra and Ewertz to teach or suggest the present

invention.

Thus, in view of the above dist:ussion, it is clear that the cited references, taken alone or
in any combination, do not fairly teach or suggest the present invention. Therefore the
withdrawal of this rejection is respectfully requested. Favorable reconsideration of this case and
early issuance of a Notice of Allowance is respectfully requested

Attached hereto is a marked-up version of the changes made to the specification and
claims by the current amendment. The attached page is captioned “Version with markings to
show changes made.”

In view of the foregoing, reconsideration and allowance of fchis application are believed in

order, and such action is eamestly solicited.
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The Commissioner is authorized to charge any fee necessitated by this Amendment to our
Deposit Account No. 22-0261.

‘Respectfully submitted,

g//m (s
inberg

Registration No. 26,924

Jeffri A. Kaminski

Registration No. 42, 709

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone 202-962-4800
Telefax 202-962-8300

RK/JAK/Irth
#347353
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VERSION WITH MARKINGS TO SHOW CHANGES MADE

IN THE CLAIMS:

Please cancel claims 11, 12, 14 and 15 without prejudice to their re-entry at a later date.
Plcasc amended the claims as follows:

16. (Amended) The method of Claim 22], wherein the—a pseudo-umique key

includes-a-pseudo-unigue-key is stored in the non-volatile memory of the BIOS.

20. (Amended) A method for accessing an application software program using a

pseudo-unique key stored in a first non-erasable non-volatile memory area of a computet, the
first pon-volatile memory area being unable to be programmatically changed, the method,
comprising:

loading thea application software program residing in a pon-volatile memory area of the
computer; " '

extracting license information from the software program;

encrypting Jicense information using the pseudo-unique key stored in the first non-
volatile memory area;

storing the encrypting —license information in a / second erasable, writable, nen
volatilenon-volatile memory area of the BIOS of the computer;

subsequently verifying the application software program based on the encrypted license

information stored in the second erasable, writable, non-volatile memory area of the BIOS; and

acting on the application software program based on the verification.

Received from < 2029628300 > & 25102 3:38:28 PM [Eastem Standard Time]
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Certificate of Transmission under 37 CFR 1.8

The undersigned certifies that the attached Amendment is being
facsimile filed to the Examiner C. Hewitt (703) 746-7239) on

February 5, 2002.

ﬂ/// /m/

Signature

)@7”7’/; FAm; vk

Typed or printed name of person signing Certificate

Note: Each paper must have its own certificate of transmission, or this
certificate must identify each submitted paper.

Burden Hour Statement: This form Is estimated to teke 0.03 hours to complete. Time will vary depending upon the naeds of tha individual case. Any
comments an the amount of ime required to complete this form should be sent to the Chief Infonmation Qmicer, U.S. Patent and Trademark Office,
Washinglon, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents,

Waghington, DC 20231.

PC/DOCS2/348808
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N Application No. Applicant(s)
" . 09/164,777 MULLOR ET AL.
Notice of Allowability Examiner Art Unit
Calvin L Hewitt !l 2161

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.[X This communication is responsive to 2-5-02.
2. The allowed claim(s) is/are 1-10,13 and 16-23.
3. [ The drawings filed on are accepted by the Examiner.

4.X Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or ().
a)Xx All b)[] Some* c¢)[J None ofthe:

1. X Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.

3. [0 Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: _____
5. [] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application).
(a) (] The translation of the foreign language provisional application has been received.
6. Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121.

Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements noted
below. Failure to timely comply will resultin ABANDONMENT of this application. THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

7.0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

8. [ CORRECTED DRAWINGS must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [J hereto or 2) [J to Paper No. ___
(b) O including changes required by the proposed drawing correction filed , which has been approved by the Examiner.
(c) O including changes required by the attached Examiner's Amendment / Comment or in the Office action of Paper No.

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the top margin (not the back)
of each sheet. The drawings should be filed as a separate paper with a transmittal letter addressed to the Official Draftsperson.

9. (] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
10X Notice of References Cited (PTO-892) 2[0 Notice of Informal Patent Application (PTO-152)
3[ Notice of Draftperson's Patent Drawing Review (PTO-948) 4K Interview Summary (PTO-413), Paper No.14 .
5[ Information Disclosure Statements (PTO-1449), Paper No. 11. 8l Examiner's Amendment/Comment
703 Examiner's Comment Regarding Requirement for Deposit 8X] Examiner's Statement of Reasons for Allowance
of Biological Material _ 8] Other
U.S. Patent and Trademark Office Y
PTO-37 (Rev. 04-01) Notice of Allowability Part of Paper No. 14
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Status of Claims
1. Claims 1-10, 13, and 16-23 have been examined.
Examiner’s Amendment

2. An examiner’'s amendment to the record appears below. Should the

changes and/or additions be unacceptable to applicant, an amendment may be

filed as provided by 37 CFR 1.312. To ensure consideration of such an

amendment, it MUST be submitted no later than the payment of the issue fee.
Authorization for this examiner's amendment was given in a telephone

interview with Jeffri Kaminski on 19 February 2002.

The appli\ca/tion has been amended as follows:
In claim 1, line 2, replace “(BIOS)” with BIOS.

e
In claim 1, line 3, replace “... computer, _ and” with “... computer, and”

Mfusinq an agent to perform the following steps” lhasﬂbeen

-

inserted in line 6, as the second limitation after “loading the application...”

/@\

and before “ext?acting license information...”, detailing that the steps of

SAMSUNG EX. 1004 - 211@



Application/Control Number: 09/164,777 Page 3
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“‘encrypting...”, “storing...”, and “subsequently verifying...” are performed

by the agent. This does not apply, however, to the “acting...” limitation.

Reasons for Allowance

4 Claims 1-10, 13, and 16-19 have been allowed. The instant application
teaches a method for restricting software use by storing a verification structure in
a computer BIOS.

It is well known to those of ordinary skill in the art of software licensing to
monitor the use of software using special code that enforces the preferences of
the software provider (e.g. creator, distributor, or service provider), or provider
and end-user, by restricting the manner in which an end-user can manipulate
(e.g. print, save, redistribute, customize) the software. For example, Ginter et al.
(US 5,892,900) implement their software distribution system by dynamically
linking a verification structure, such as a PERC or permission record, to software
content that dynamically control how the software, and its associated
administrative data, may be distributed and used (column 155, lines 46-51).
Misra et al. (US 6,189,146) disclose a method for licensing software that uses
agents to manage software licenses, and stores the licenses in persistent non-

volatile storage (column 12, lines 8-31). Neither reference teaches utilizing BIOS

SAMSUNG EX. 1004 - 21@
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as the non-volatile means for storing a licensed software verification structure.
Ewertz et al. (US 5,479,639) teach the use of BIOS memory for storing

licensing numbers. Hence, it appears initially, that to one of ordinary skill of the
art, the combination of Ewertz et al. with either Ginter et al. and/or Misra et al.,
would render the present invention obvious. However, the key distinction
between the present invention and the closest prior art, is that the Misra et al.,
and Ginter et al. systems and the Ewertz et al. system run at the operating
system level and BIOS level, respectively. More specifically, the closest prior art
systems, singly or collectively, do not teach licensed programs running at the OS
level interacting with a program verification structure stored in the BIOS to verify
the program using the verification structure and having a user act on the program
according to the verification. Further, it is well known to those of ordinary skill of
the art that a computer BIOS is not setup to manage a software license
verification structure. The present invention overcomes this difficulty by using an
agent to set up a verification structure in the erasable, non-volatile memory of the

BIOS.

5. Claims 20-23 have been allowed. The instant application teaches a
method for restricting software use by storing license information in a computer

BIOS.

R
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Ginter et al. (US 5,892,900) implement their software distribution system
by encrypting (column/line 65/55-66/47) software control information (e.g. PERC)
and linking control information, to software content that dynamically manages
how the software, and its associated administrative data, may be distributed and
used (column 155, lines 46-51). Misra et al. (US 6,189,146) disclose a method
for licensing software that stores licenses in persistent non-volatile storage
(column 12, lines 8-31). Neither reference teaches utilizing BIOS as the non-
volatile means for storing licensing data. Ewertz et al. (US 5,479,639) teach the
use of BIOS memory for storing licensing numbers. Hence, it appears initially,
that to one of ordinary skill of the art, the combination of Ewertz et al. with either
Ginter et al. and/or Misra et al., would render the present invention obvious.
However, a key distinction between the present invention and the closest prior
art, is that the Misra et al., and Ginter et al. systems and the Ewertz et al. system
run at the operating system level and BIOS level, respectively. More specifically,
the closest prior art systems, singly or collectively, do not teach extracting
licensing information from a software program, encrypting the information and
storing it in the BIOS. Further, it is well known to those of ordinary skill of the art
that a computer BIOS is not setup to store license information. The present
invention overcomes this difficulty by utilizing an agent to verify the application
software program using the license information stored in the eraséble, writable,

non-volatile memory of the BIOS.

SAMSUNG EX. 1004 - 214/
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6. Any comments considered necessary by Applicant must be submitted no

later that the payment of the issue fee and, to avoid processing delays, should

preferably accompany the issue fee. Such submissions should be clearly labeled

“Comments on Statement of Reasons for Allowance.”

Conclusion

7. The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure:
¢ Infoworld magazine evaluates desktop management software

¢ Saito et al. disclose a method for automatic license monitoring

8. Any inquiry concerning this communication or earlier communications from
the Examiner should be directed to Calvin Loyd Hewitt Il whose telephone
number is (703) 308-8057. The Examiner can normally be reached on Monday-
Friday from 8:30 AM-5:00 PM.

If attempts to reach the Examiner by telephone are unsuccessful, the

Examiner’s supervisor, James P. Trammell, can be reached at (703) 305-9768.

SAMSUNG EX. 1004 - 215/D
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: Application/Control Number: 09/164,777 .Page 7
Art Unit: 2161

Commissioner of Patents and Trademarks
c/o Technology Center 2100
Washington, D.C. 20231
or faxed to:
(703) 746-7239 (for formal communications intended for entry),

(703) 746-7238 (for after-final communications),

or:
(703) 746-7240 (for informal or draft communications, please label
“PROPOSED” or “DRAFT”)
Hand-delivered responses should be brought to Crystal Park I, 2121
Crystal Drive, Arlington, VA, Sixth Floor (Receptionist).
Any inquiry of a general nature or relating to the status of this application
should be directed to the Group receptionist whose telephone number is (703)

305-3900.

Calvin Loyd Hewitt I

Hytng-

February 20, 2002 Primary Exarnincr
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Application No. Applicant(s)
. 09/164,777 MULLOR ET AL.
Interview Summary Examiner Art Unit
Calvin L Hewitt || 2161

All participants (applicant, applicant’s representative, PTO personnel):

(1) Calvin L Hewitt II. A3) .

(2) Jeffri A. Kaminski. C)) .

Date of Interview: 19 February 2002 .

Type: a)X] Telephonic b)[T] Video Conference
o)1 Personal [copy given to: 1)[] applicant 2)[] applicant's representative]

Exhibit shown or demonstration conducted: d)[_]Yes e)] No.
If Yes, brief description:

Claim(s) discussed: 1 and 20 .
Identification of prior art discussed:

Agreement with respect to the claims f)X] was reached. g)[] was not reached. h)[] N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was

reached, or any other comments: Claim 20 was amended to add the limitation of “an agent to perform the following
steps” .

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

)X Itis not necessary for applicant to provide a separate record of the substance of the interview(if box is
checked).

Unless the paragraph above has been checked, THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION
MUST INCLUDE THE SUBSTANCE OF THE INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office .
action has already been filed, APPLICANT IS GIVEN ONE MONTH FROM THIS INTERVIEW DATE TO FILE A
STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview requirements on
reverse side or on attached sheet.

Examiner Note: You must sign this form unless it is an
Attachment to a signed Office action. Examiner’s signature, if required

U.S. Patent and Trademark Office
PTO-413 (Rev. 03- 98) Interview Summary Paper No. 14.
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. Summary of Record of Interview Requirements

Manual <;f Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record

A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)
In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the wiitten record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner’s responsibility to see that siich a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manua! of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

~ Application Number (Series Code and Serial Number)

— Name of applicant

— Name of examiner

- Date of interview

- Type of interview (telephonic, video-conference, or personal)

~ Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

~ Anindication whether or not an exhibit was shown or a demonstration conducted

- Anidentification of the specific prior art discussed

- Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). -Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

Itis desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case
unless both applicant and examiner agree that the examiner will record same. Where the examiner agrees to record the substance of the interview,
or when it is adequately recorded on the Form or in an attachment to the Form, the examiner should check the appropriate box at the bottom of the
Form which informs the applicant that the submission of a separate record of the substance of the interview as a supplement to the Form is not
required.

It should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the
interview unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the
Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,
(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)
6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by
the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner's initials.
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-PART B - FEE(S) TRANSMITTAL

Box ISSUE FEE
Assistant Commissioner for Patents
Washington, D.C. 20231

3 . th S27E Y ! lockslthmughllshouldbecompm
comspondeme including the nou uﬁon of munmnnme fees will be mailed to the curren address as
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CURRENT CORRESPONDENCE ADDRESS (Note: Legibly mark-up with any comrections or use Block 1) Note: The certificate of mailing Below can only be used for domestic
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7590 0372872002 other accompanying papers. Each additional such as an asaignmen)‘
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1100 NEW YORK AVENUE NW I here that this Foc(s) Transmittal is ited with the
U ited mes ostal Sexvi sufficient fi i
WASHINGTON, DC 200053955 veiope o the Box.Tams e iieeror ot class mil in an
mdlca!ed below.
(Depositor's namoc)
4 (Signaturo)
(Oaiz)
| AprLicaTiONNO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | conFRMATION NO. |
09/164,777 10/01/1998 MIKI MULLOR «HAERNG4IIMOr— 7068
TITLE OF INVENTION: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION
| ToTALCLAMS | APPLN.TYPE | smaesmy | issure | PUBLICATIONFEE | TOTALFEE(S)DUE |  DATEDUE |
19 nonprovisional YES $640 $0 $640 06/28/2002
| EXAMINER | ART UNIT | crass-suscLass |
HEWITT II, CALVIN L 2161 705-059000
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XX Fee Address” indication (or "Foe Address” Indication form
PTO/SB/47) attached.

registered
is listed, no name will be printed.

patent attomeys or agents. If no name

3 Jeffri A. Kaminski

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assx
been previously submitted to the

(A) NAME OF ASSIGNEE

B@le, Inc. -

Please :.K the appropriste assigaee category or categorics (will not be printed on the patent)
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P'I‘Oorubemgsubmxneduxi;iermsepamtecovcr&mp o

(B) RESIDENCE: (CITY and STATE OR COUNTRY)
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Fis X check in the amount of the fee(s) is enclosed.
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y i ¢ the fee(s), or credit any overpayment, to
Q Ageg e Drder - #of Copie Do Ao e g g he reind o) ol
The

/A/

WISSIONER OF PATENTS AND TRADEMARKS is requested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the
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(A Signature) (Date)
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and Trademark Office
FORMS TO THIS ADDRES END FEES
Assistant Commissioner for Patcnts, Washington, D

Under the Paperwork Reduction Act of 1995, no
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atent

TRANSMIT THIS FORM WITH FEE(S)

PTOL-85 (REV. 07-01) Approved for use through 01/31/2004. OMB 0651-0033

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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INTHE U}QITED' STATES PATENT AND TRADEMARK OFFICE |
pi
re application of: - Allowed: March 28, 2002
Miki Mullor
Art Unit: 2161
Appl. No. 09/164,777 Examiner: C. Hewitt II

Confirmation No. 7068

Filed: October 1, 1998 Atty. Docket No. 39636-176166 (formerly
REINC4237.01)
For: METHOD OF RESTRICTING Customer No.
SOFTWARE OPERATION IIHREE
WITHIN A LICENSE
LIMITATION .,ATENTZTQD?M%OW.CE

¥

Submission Of Formal Drawings

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:
Submitted herewith are two (2) sheets of formal drawing containing Figures 1-2.

Respectfully submitted,

Date: 17/ g‘-\ /&J/ W / / W
7 Jaﬁ%f( Kaminski

Registration No. 42,709

VENABLE

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone: (202) 962-4800
Telefax: (202) 962-8300
#357455v3
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Revised PTO/SB/122 (10-00)

) Phantypoaplmslgn(t”box —-> / R
. ) X Docket No. 32014-11

Attormey
for use through 10/31/2002. OMB 1

Application Number 09/164,777 D
CHANGE OF .
CORRESPONDENCE ADDRESS | Filling Date October 1, 1908
Application First Named Inventor Miki MULLOR
Address to: Group Art Unit 2161
Assistant Commissioner for Patents Exam] - -
Washington, D.C. 20231 xaminer Name Calvin L. Hewitt |I
\ Attomey Docket Number | 39636-176166 (REINC4237.01)
Please change the Correspdndence Address for the above-identified application to:
Place Customer
X Customer Number 26694 _— > Number Bar Code
Labe! here
Type Customer Number here .
OR
D Firm or . :
Individual Name Venable, Baetjer, Howard & Civiletti, L.L.P.
Address P.O. Box 34385
Address v
City Washington | state | DC | 2P | 20043.9988
Country USA
Telephone 202.962.4800 | Fax | 202.962.8300

This form cannot be used to change the data associated with a Customer Number. To change the data

associated with an existing Customer Number use “Request for Customer Number Data Change”
(PTO/SB/124).

The New Attorney Docket Number is 39836-176166.
lam the :
Applicant.

Assignee of record of the entire interest.
Certificate under 37 CFR 3.73(b) is enclosed.

Attorney or agent of record.

Registered practioner named in the application transmittal letter in an application without an
executed oath or declaration. See 37 CFR 1.33(a)(1). Registration Number

OX OO

" Typed or Robert Kinberg

.Printed N§me
/

/4

re

sws (Vi oot 93,70
74

-} Date April 22, 2002

.} NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit
multiple forms {f mare than one signature is required, ses below".

4 ',%'L
2006C
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Case 2:10-cv-10045-GHK -PLA Document 3 Filed 12/29/10 Page 1 of 1 Page ID #:1
& AOQ 120 (Rev. 3/04)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15U.5.C. § 11 16 you are hereby advised that a court action has been

filed in the U.S. District Court Central District of California on the following (4 Patents or U Trademarks:

o : 4 L S.DIS R L .
m . lﬂr! l diDq us TRICT COU Eentral District of California
PLAINTIFE - DEFENDANT
ANCORA TECHNOLOGIES, INC., a Delaware APPLE, INC., a California Corporation
Corporation
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6411841 6/25/2002 Ancora Technologies, Inc.
3 | ki © é
e 1
< |
: Lt ...
FL [Ve) —
S in i
5 ] 54 —_ T
o
me
Nyt
In the above—entitled case, the following patent(sy trademark(s) have been included: ;.:8 own
L fmat
DATE INCLUDED INCLUDED BY b=l
] Amendment [J Answer ] Cross Bill 1 other Pleading
PATENT OR DATE OF PATENT
TRADEMARK, NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upen termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent{s), mail this copy to Director  Copy 4—Case file copy

SAMSUNG EX. 1004 - 227/242



C a8 2010vctOMIHABGMMEGD BnoneTerds  Filket 1E/ZIMD Mageaffl Mays| DH#EB4
S AO 130 (Rev. 3/04)

< 23

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Central District of California on the following 4 patents or U Trademarks:

Mﬂm US. DISTRICT COURI'}entral District of California
PLAINTIFF

DEFENDANT
ANCORA TECHNOLOGIES, INC., a Delaware APPLE, INC., a California Corporation
Corporation
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6411941 6/25/2002 Ancora Technologies, Inc.
? 2o :
3 kT o ,
Fal 5!
r*?z = % i
5 e e 1
Pt ey R |
AP
In the above—entitled case, the following patent(s)/ trademark(s) have been included: ’,_’,8 wn
i faal
DATE INCLUDED INCLUDED BY ﬂﬁﬂ
] Amendment {7 Answer {1 Cross Bill [ other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
TRANSFERRED TO NORTHERN DISTRICT OF CALIFORNIA PURSUANT TO ORDER [64]
CLERK (BY) DEPUTY CLERK DATE
TERRY NAFISI R LA CHAPELLE 12/13/11

Copy 1-—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

SAMSUNG EX. 1004 - 228/242



Case 8:08-cv-00626-AG-NLfs Document 167  Filed 04/25/1@&199 1 of 1 Ce :
2 AD 120 (Rev. 3/04) ii

, Mail Stop 8 REPORT ON THE
TO:  Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Central District of California on the following IZ Patents or O Trademarks:

s |D°CK'3T NO. DATE FILER 008 US. DISTRICT COURE o ) District of California
DEFENDANT
ANCORA TECHNOLOGIES, INC. TOSHIBA AMERICA INFORMATION, SYSTEMS, INC.,
DELL, INC., HEWLETT-PACKARD COMPANY
N T
. - fasl ==
UL =)
1 6,411,941 6/25/2002 Ancora Technologies, Inc. e
z fs
e H
3 \ w R
> Tw [
T e
4 > ==
. SR
R
‘!7 -y
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[7] Amendment ] Answer [ Cross Bill ] Other Pleading
PATENT OR DATE OF P
TRADEMARR O, A HOLDER OF PATENT OR TRADEMARK
1

In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT

ORDER TRANFERRING CASE TO WESTERN DISTRICT OF WASHINGTON [161]

CLERK

(BY) DEPUTY CLERK DATE

TERRY NAFISI Ramona La Chapelle 4/25/2012

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

SAMSUNG EX. 1004 - 229/242




Case4:11-cv-06357-YGR Document76 Filed01/26/12 Pagel of 1

% AO 120 (Rev. 2/99)

TO: Mail Stop 8

Director of the U.S. Patent & Trademark Office

P.O. Box 1450

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

U Trademarks:

filed in the U.S. District Court on the following Patents or
DOCKET NO. DATE FILED U.S. DISTRICT COURT
CV_11-06357 YGR 12/15/2011 U.S. District Court, Northern District of California
PLAINTIFF DEFENDANT
ANCORA TECHNOLOGIES APPLE INC
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
. ] *kk ok ok
1, 1, 9q | SEE COMPLAINT
2
3
4
5
In the above—entitled case, the following patent(s) have been included:
DATE INCLUDED INCLUDED BY
[J Amendment [[] Answer [] Cross Bill [] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

Richard W. Wieking

(BY) DEPUTY CLERK

DATE

Jessie Mosley January 26, 2012

Copy 1—Upoeon initiation of action, mail this copy to Commissioner
Copy 2—Upon filing document adding patent(s), mail this copy to Commissioner

Copy 3—Upon termination of action, mail this copy to Commissioner
Copy 4—Case file copy

SAMSUNG EX. 1004 - 230/242



Cased:11-cv-06357-YCR  Documentl2s Filed05/01/13 Pagel of 1

% AO 120 (Rev. 2/99)

TO: Mail Stop 8 REPORT ON THE
Director of the U.S. Patent & Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court _ Northern District of CA (Oakland) _on the following X Patents or OJ Trademarks:

DOCKET NO. DATE FILED U.S. DISTRICT COURT
CV 11-06357 YGR 12/15/2011 No. Dist., CA, 1301 Clay St., Ste. 400 South, Oakland, CA 94612

PLAINTIFF DEFENDANT

ANCORA TECHNOLOGIES APPLE INC

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

i 6411941 06/25/2002 Ancora Technologies, Inc.

2

3

4

5

In the above—entitled case, the following patent(s) have been included:

DATE INCLUDED INCLUDED BY
[] Amendment ] Answer [] Cross Bill [1 Other Pleading
TR/ig—!rif/INP;rRC[)(RNO. %‘?{T"EROAFDPI’E?\}EEZ HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

#+*QRDER GRANTING SUMMARY JUDGMENT and FINAL JUDGMENT, ENTERED ON 04/29/2013%**

CLERK (BY) DEPUTY CLERK DATE

Richard W. Wieking Jessie Mosley May 1, 2013

Copy 1—Upon initiation of action, mail this copy to Commissioner Copy 3—Upon termination of action, mail this copy to Commissioner
Copy 2—Upon filing document adding patent(s), mail this copy to Commissioner ~ Copy 4—Case file copy

SAMSUNG EX. 1004 - 231/242



Case3:15-cv-03659-JD Document4 Filed08/11/15 Pagel of 1

AO 120 (Rev. 08/10)

Mail Stop 8

TO:

Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450
Alexandria, VA 22313-1450

REPORT ON THE

ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court

Northern District of California on the following

[ Trademarks or [ Patents. ( [ the patent action involves 35 U.S.C. § 292.):

4:15-cv-03659

DOCKET NO. DATE FILED

8/11/2015

U.S. DISTRICT COURT
Northern District of California

PLAINTIFF

Ancora Technologies, Inc.

DEFENDANT
Apple, Inc.

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

1 6411941

6/25/2002

Ancora Technologies, Inc.

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY
[ Amendment [0 Answer O Cross Bill [0 Other Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

~reuann W \A”EKING

(BY) DEI;UTY CLE DATE

Ay 8/1212015
e u

U/

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

SAMSUNG EX. 1004 - 232/242



Trials@uspto.gov Paper 7
571-272-7822 Entered: April 26, 2016

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.
Petitioner

V.

ANCORA TECHNOLOGIES INC.
Patent Owner

Case CBM2016-00023
Patent 6,411,941 B1

Before JONI Y. CHANG, MICHAEL W. KIM, and KEVIN W. CHERRY,
Administrative Patent Judges.

CHANG, Administrative Patent Judge.

JUDGMENT
Termination of Proceeding
37CFR §42.73

/

SAMSUNG EX. 1004 - 233/242



CBM2016-00023
Patent 6,411,941

On April 25, 2016, Apple Inc. (“Apple”) and Ancora Technologies
Inc. (“Ancora”) filed a joint motion to terminate the instant proceeding in
view of the parties’ agreement to settle their disputes. Paper 6. The parties
also filed a true copy of their written settlement agreement made in
connection with the termination of the instant proceeding (Ex. 1030), and a
joint request to have their settlement agreement treated as confidential
business information under 37 C.F.R. § 42.74(c). Paper 6, 3.

Generally, the Board expects that a covered business method patent
review will terminate after the filing of a settlement agreement. See, e.g,,
Office Patent Trial Practice Guide, 77 Fed. Reg. 48,756, 48,768 (Aug. 14,
2012). Here, in their joint motion to terminate, the parties represent that
they agreed to settle their respective claims against each other in the
settlement agreement executed by the parties. Paper 6, 1-2. The parties also
indicate that they have resolved their disputes. /d. In particular, the district
court proceedings' related to the instant proceeding have been dismissed. Id.
at 2. The parties agreed to refrain, to the extent permitted by law, from
further participation in this proceeding. Id. at 3.

Apple’s petition was filed on January 8, 2016, but Ancora has not
filed its patent owner preliminary response. Further, the Board has not
decided whether to institute a covered business method patent review. Even
if the Board institules a review and commences a trial, Apple will no longer
participate. That means even if a review is instituted, Apple will not file a

reply to any patent owner response or an opposition to any motion to amend

! Ancora Techs., Inc. v. Apple, Inc., No. 4:11-cv-6357 (N.D. Cal.), filed
December 15, 2011, and Ancora Techs., Inc. v. Apple, Inc.,
No. 4:15-cv-3659 (N.D. Cal.), filed August 11, 2015.

2

SAMSUNG EX. 1004 - 234/242



CBM2016-00023
Patent 6,411,941

claims. Apple also will not be conducting any cross examination of
Ancora’s witnesses. In addition, Ancora may not have an opportunity to
cross examine Apple’s witness whose testimony is relied upon by Apple’s
petition.

As no trial has been instituted based on Apple’s petition, the instant
proceeding is in the preliminary proceeding stage.? Based on the particular
facts of this case, it is appropriate to enter judgment.?

In consideration of the foregoing, it is:

ORDERED that the joint motion to terminate CBM2016-00023 is
granted, and this proceeding hereby is terminated as to all parties including
Apple and Ancora; and

FURTHER ORDERED that the parties’ joint request to have their
settlement agreement treated as business confidential information under

37 C.F.R. § 42.74(c) is granted.

2 A preliminary proceeding begins with the filing of a petition for instituting
a trial and ends with a written decision as to whether a trial will be instituted.
37C.F.R.§42.2.

3 A judgment means a final written decision by the Board, or a termination
of a proceeding. 37 C.F.R. § 42.2.

SAMSUNG EX. 1004 - 235/242



CBM2016-00023
Patent 6,411,941

PETITIONER:

David L. Fehrman

Richard S. J. Hung

Diek Van Nort

MORRISON & FOERSTER LLP
dfehrman@mofo.com
rhung@mofo.com
dvannort@mofo.com

PATENT OWNER:

John P. Rondini

John S. LeRoy

Mark A. Cantor

Marc Lorelli

Mark A. Jotanovic
RROOKS KUSHMAN P.C.

Ancc0112cbmrl@brookskushman.com

SAMSUNG EX. 1004 - 236/242



Case 4:15-cv-03659-YGR Document 58 Filed 04/22/16 Page 1 of 1

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Northern District of California on the following
[J Trademarks or [ Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
4:15-cv-03659 8/11/2015 Northern District of California
PLAINTIFF DEFENDANT
Ancora Technologies, Inc. Apple, Inc.
PATENT OR DATE OF PATENT ,
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6411941 6/25/2002 ~ Ancora Technologies, Inc.
2
3
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
O Amendment O Answer [J Cross Bill [[] Other Pleading
PATENT OR DATE OF PATENT ,
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
& TR .
CLERK (BY) DEPUTY CLERK DATE
Susan Y. Soong Clara Pierce 4/22/2016

Copy 1—Upon initiation of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director

Copy 4—Case file copy

SAMSUNG EX. 1004 - 237/242
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Case 4:15-cv-03659-YGR Document 57 Filed 04/21/16 Page 1 of 1

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
OAKLAND DIVISION
ANCORA TECHNOLOGIES, INC.
Case No. 15-cv-03659-YGR
Plaintiff,
V.
APPLE, INC.,,

Defendant.

PROPOSED] ORDER OF DISMISSAL

APPLE, INC.
Counterclaimant,
V.
ANCORA TECHNOLOGIES, INC.

Counterdefendant.

On April 19, 2016, Plaintiff ANCORA TECHNOLOGIES, INC. and Defendant
APPLE INC. announced to the Court that they have settled their respective claims for
relief asserted in this cause. The Court, having considered this request, is of the opinion
that their request for dismissal should be granted.

IT IS THEREFORE ORDERED that all claims for relief asserted against APPLE
INC. by ANCORA TECHNOLOGIES, INC. herein are dismissed, with prejudice, and all
counterclaims for relief against ANCORA TECHNOLOGIES, INC. by APPLE INC. are
dismissed without prejudice; and

IT IS FURTHER ORDERED that all attorneys’ fees, costs of court, and expenses

shall be borne by each party incurring the same.

Signed this 21st day of April, 2016. é 6 i'.: %:

(A'vonne Gonzalez Rogers
U.S. District Court Judge

SAMSUNG EX. 1004 - 1

038/242



Case 4:11-cv-06357-YGR Document 208 Filed 04/22/16 Page 1 of 1

8. AO 130 (Rev, 3/04) % 3

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

TO:

In Compliance with 35 U,S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Central District of California on the following M Patents or O Trademarks:

DOC : - : U.S. DISTRICT COURE L Diskictaloalitsl Northern, CA
PLAINTIFF  ¢-11-6357~YGR DEFENDANT
ANCORA TECHNOLOGIES, INC., a Delaware APPLE, INC., a California Corporation
Corporation
PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
I 6411941 6/25/2002 Ancora Technologies, Inc.
2 3 s
3 LT © '
-y X q
r'i;:‘ [ ﬁ i
4 8 "_,_ ’,r; ‘:\’ . (1!
WD —
5 | E5Y o
oL K :
gy
neT e
In the above—entitled case, the following patent(s)/ trademark(s) have been included: 7,:2 own
[oad 10
DATE INCLUDED INCLUDED BY ]
[J Amendment [ Answer ] Cross Bill [J Other Pleading
PATENT OR DATE QF PATENT - -
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
I
2
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:
DECISIONAUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Susan Y. Soong Clara Pilerce 442272016

Copy 1—Upon initiation of action, mail this copy to Director  Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director  Copy 4—Case file copy
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Case 4:11-cv-06357-YGR Document 207 Filed 04/21/16 Page 1of1

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
OAKLAND DIVISION
ANCORA TECHNOLOGIES, INC.
Case No. 11-cv-06357-YGR
Plaintiff,
V.
APPLE, INC.,

Defendant.

PROPOSED} ORDER OF DISMISSAL

APPLE, INC.
Counterclaimant,
V.
ANCORA TECHNOLOGIES, INC.

Counterdefendant.

On April 19, 2016, Plaintiff ANCORA TECHNOLOGIES, INC. and Defendant
APPLE INC. announced to the Court that they have settled their respective claims for
relief asserted in this cause. The Court, having considered this request, is of the opinion
that their request for dismissal should be granted.

IT IS THEREFORE ORDERED that all claims for relief asserted against APPLE
INC. by ANCORA TECHNOLOGIES, INC. herein are dismissed, with prejudice, and all
counterclaims for relief against ANCORA TECHNOLOGIES, INC. by APPLE INC. are
dismissed without prejudice; and

IT IS FURTHER ORDERED that all attorneys’ fees, costs of court, and expenses
shall be borne by each party incurring the same.

This Order terminates Docket Number 205.

Signed this 21st day of April, 2016. é E’l !: %:

\(yo'nne Gonzalez %gers" ~
U.S. District Court Judge

SAMSUNG EX. 1004 -

240/242



Case 2248-cv-01818-BAT Document 11 Fied 12/16/18 Page 1of 1

AQO 120 (Rev. 08/10;

o Mail Stop 8 REPORT ON THE
) Director of the 1.8, Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1456 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-145¢ TRADEMARK
In Compliance with 35 U.5.C. § 290 and/or 15 U.5.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Western District of Washinglon on the following
] Trademarks or W Patents.  ( [ the patent action involves 35 U.5.C. § 202.):
DOCKET NG. DATE FILED 11.8. DISTRICT COQURT
2:16-cv-01919 12/15/2016 Western District of Washington

PLAINTIFF DEFENDANT

Ancora Technologies, Inc. HTC America, Inc. and HTC Corporation

FATENT OR DATE OF PATENT — :
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

I 6,411,941 6/25/2002 Ancora Technologies, Inc.

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment [0 Answer [ Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT N ‘
TRADEMARK NO. OR TRAIDEMARK HOLDER OF PATENT OR TRADEMARK

)

4

5

In the above—

entitled case, the following decision has been rendered or judgement issued:

DECISIONAUDGEMENT

CLEEK

WILLIAM MCCOOL

(BY) DEPUTY CLERK DATE
s/ Donna Jackson 12/16/2018

Ceopy I—Upon initiatien of action, wail this copy to Birector  Ceopy 3—Upen termmination of action, mail this copy te Director
Copy 2—pen filing document adding patent(s), mail this copy te Birector  Copy 4—Case file copy

SAMSUNG EX. 1004 - 241/242



AQO 120 (Rev. 08/10;

Case 2:18-0v-01219-RAI Document 11 Filed 12/18/18 Page 1of 1

T0:

Mail Stop 8

Director of the 1.5, Patent and Trademark Office

P.0. Box 1450
Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDIRG A PATENT OR
TRADEMARK

In Compliance with 35 U.5.C. § 290 and/or 15 U.5.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Western District of Washinglon on the following
] Trademarks or W Patents.  ( [ the patent action involves 35 U.5.C. § 202.):
DOCKET NO. DATE FILED 1.5, DISTRICT COURT
2:16-cv-01919 12/15/2016 Western District of Washington

PLAINTIFF

Ancora Technologies, Inc.

DEFENDANT

HTC America, Inc. and HTC Corporation

PATENT OR DATE OF PATENT e ‘
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
b o6,411,841 6/25/2002 Ancora Technologies, Inc.
4
5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED

INCLUDED BY

1 Amendment

[0 Answer [ Cross Bill ] Other Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

3

In the above——entitled case, the following decision has been rendered or judgement issued:

DECISIONAUDGEMENT

CLEEK

WILLIAM MCCOOL

(BY) PEPUTY CLERK

s/ Donna Jackson 12/16/2018

DATE

Copy I—Upon initiatien of action, wail this copy te Birector

Copy 2 pen filing document adding patent(s), mail this copy to Birector

Copy 3—Upeon termnination of action, mail this copy te Director

Copy 4-—Case file copy

SAMSUNG EX. 1004 - 242/242



