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NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED 

CONTENT SOUND WAVES 

BACKGROUND OF THE INVENTION 

[0001] This application claims priority to U.S. Provisional Application No. 61/595,599, which 

was filed February 6, 2012, and which is fully incorporated herein by reference. 

1. Field of the Invention 

[0002] The present invention relates generally to technology for near field authentication of 

users and their computing devices. More specifically, the invention relates to effecting near field 

authentication for digital communications by means of encoded sound waves. 

2. Description of the Related Art 

[0003] The use of a user's electronic device to complete a purchase has been suggested, for 

example, utilizing Bluetooth technology or a WiFi Internet connection to transmit the data to the 

register. However, such technology requires a transactional device such as a register or ATM 

machine to be upgraded and retrofitted with expensive equipment and software to securely 

receive the data and authenticate the user's electronic device. Thus, while it may be desirable for 

the user, it could be prohibitively expensive for the commercial entity utilizing the transactional 

device, especially for small businesses. 

[0004] The use of other technology aside from the Internet or the Bluetooth may also require 

not only that the transactional device be upgraded and retrofitted, but also that the user's 

electronic device be similarly modified. In addition, alternative technology may also have range 

limitations which can degrade the user's experience when performing a transaction. For 

1 
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example, in a conventional near field communication, radio communication 1s utilized to 

facilitate transactions. However, the conventional near field communication requires that the 

two transacting devices be in extremely close proximity to each other, i.e., within about 4 

centimeters from each other to ensure reliable communication. This requirement for close 

proximity places a very restrictive limitation on practical applications for near field transactions 

in the real world. If one of the transacting devices is a cash register, and the other transacting 

device is a customer's mobile phone, the customer would need to extend the phone to within 

centimeters of the register and risk dropping the phone. The proximity limitation may also 

prevent the user from making further use of the phone while the transaction is taking place and 

while the phone is extended away from the customer. For example, should complications in the 

transaction arise, or if the user is required to provide a manual input, the customer may not be 

able to complete the transaction. 

[0005] Another drawback of the conventional near field communication is the lack of security, 

despite the close proximity of the two devices. That is, the conventional near field 

communication offers no protection against eavesdropping and can be vulnerable to data 

modifications. Needless to say, this 1s undesirable for financial transactions and other 

confidential communications. 

[0006] Thus, there is a need for improved technology for effecting near field communications. 

SUMMARY OF THE INVENTION 

[0007] The present invention provides a method for source authentication in network 

communications. A source such as a mobile computing device transmits an authentication 

request by executing the following salient steps using an audio transceiver: scanning a plurality 

2 

Page 9 of 860



of predetermined frequencies for a free frequency, selecting the free frequency from the plurality 

of predetermined frequencies, generating a periodic enclosed content message, encoding a carrier 

wave with the periodic enclosed content message, and transmitting the modulated carrier wave at 

the free frequency. The audio transceiver, in one example, may be a mobile phone having both a 

speaker and a microphone. 

[0008] The periodic enclosed content message includes an enclosed content message at each 

period. The enclosed content message comprises a beginning indication, a content, and an 

ending indication. The beginning indication indicates when the enclosed content message 

begins, while the ending indication indicates when the enclosed content ends. This allows for 

verification that the enclosed content message is completely instead of partially received. 

Furthermore, the content can include biometric data or device identification data, or both, which 

can be used to authenticate the user or the mobile computing device. Furthermore, the content 

may also include financial information for the user, or other data which might be used for 

gaining access to a secure network for facilitating a transaction once the user or the mobile 

computing device, or both, have been authenticated. 

[0009] In another embodiment, the present invention includes a computer readable medium 

useful in association with an audio transceiving computing device that includes one or more 

processors and a memory, the computer readable medium including instructions configured to 

cause the audio transceiving computing device, by execution of the instructions in the one or 

more processors from the memory, to request authentication by executing the salient steps. 

[0010] In another embodiment, the present invention includes a mobile computer system 

including at least one processor, a computer readable medium that is operatively coupled to the 
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processor, and a transmission logic that (i) executes in the processor from the computer readable 

medium and (ii) when executed by the processor causes the mobile computer system to request 

authentication by executing the salient steps. 

[OOll] The invention also provides a method for receiving an authentication request using an 

audio or microphone input of a receiving computing device by executing the following second 

set of salient steps: scanning a plurality of predetermined frequencies to detect a signal using the 

microphone input, verifying, responsive to detecting the signal, that the signal includes at least 

one enclosed content message, and extracting a content from the enclosed content message. 

[0012] Another embodiment of the invention comprises a computer readable medium useful 

in association with an audio receiving computing device that includes one or more processors, an 

audio or microphone input, and a memory, the computer readable medium including computer 

instructions which are configured to cause the audio receiving computing device, by execution of 

the computer instructions in the one or more processors from the memory, to receive an 

authentication request by execution of the second set of salient steps. 

[0013] In another embodiment, a present invention is a computer system including at least one 

processor, an audio input that is operatively coupled to the processor, a computer readable 

medium that is operatively coupled to the processor, and a near field authentication receiver 

logic that (i) executes in the processor from the computer readable medium and (ii) when 

executed by the processor causes the computer system to receive an authentication request via 

the audio input by execution of the second set of salient steps. 

[0014] In an embodiment, the near field authentication of sources using audio waves can be 

used in conjunction with a conventional online transaction to provide enhanced security for 
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transactions, such as payments and electronic or personal access to confidential files or secure 

locations. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] Other systems, methods, features and advantages of the invention will be or will 

become apparent to one with skill in the art upon examination of the following figures and 

detailed description. It is intended that all such additional systems, methods, features and 

advantages be included within this description, be within the scope of the invention, and be 

protected by the accompanying claims. Component parts shown in the drawings are not 

necessarily to scale, and may be exaggerated to better illustrate the important features of the 

invention. In the drawings, like reference numerals may designate like parts throughout the 

different views, wherein: 

[0016] FIG. 1 is a block diagram showing an audio transceiving computing device transmitting 

data to an audio receiving computing device in accordance with one embodiment of the present 

invention. 

[0017] FIG. 2 is a block diagram showing functional components that make up an audio 

transceiving computing device according to an embodiment of the present invention. 

[0018] FIG. 3 depicts a periodic enclosed content message according to an embodiment of the 

present invention. 

[0019] FIG. 4 is a block diagram depicting message content in an enclosed content message 

according to an embodiment of the present invention. 
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[0020] FIG. 5 is a block diagram showing functional components of an audio rece1vmg 

computing device according to an embodiment of the present invention. 

[0021] FIG. 6 is a process flow diagram showing steps for an audio transceiving computing 

device to request authentication from an audio receiving computing device according to an 

embodiment of the present invention. 

[0022] FIG. 7 depicts additional process steps for inputting content for an enclosed content 

message into an audio transceiving computing device in advance of requesting authentication 

according to an embodiment of the present invention. 

[0023] FIG. 8 is a process flow diagram showing steps for receiving an audio transmission of 

enclosed content data using a microphone input of a receiving computing device according to an 

embodiment of the present invention. 

[0024] FIG. 9 depicts additional process steps for authenticating an audio transceiving device 

according to an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0025] The present invention relates to a method and system for near field authentication of 

users and computing devices using sound waves. Such users and computing devices may be 

referred to collectively herein as "sources". Authenticating a source according to the present 

invention may involve authenticating only a user, only a computing device, or both a user and a 

computing device. 

[0026] As seen in FIG. 1, a system 100 for authenticating sources using sounds waves can 
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include, for example, an audio transceiving computing device 102, and an audio rece1vmg 

computing device 104. The audio transceiving computing device 102 can transmit data to the 

audio receiving computing device 104 as a modulated carrier wave 106. The modulated carrier 

wave 106 can be, for example, a sound wave. Sound waves can transmit information accurately 

over a very short distance (near field communications) using inexpensive equipment. In 

different embodiments, the sound wave can have a frequency that is substantially below, within, 

or above the audible frequencies, such as below 20 Hz, between 20 Hz and 20 kHz, or above 20 

kHz. For example, the sound wave could be an ultrasonic wave. 

[0027] The audio transceiver computing device 102 can be, for example, a mobile phone, a 

personal digital assistant, a tablet, a laptop, a music player, or any other device having a 

processor operatively coupled to memory and capable of transmitting the modulated carrier wave 

106 responsive to operation of the processor. As seen in FIG. 2, the audio transceiver computing 

device 102 can include, for example one or more microprocessors, which are collectively shown 

as CPU 202. The audio transceiver computing device 102 also includes, for example, a memory 

204, an interconnect 206, an input 208, an output 210, and/or a network access circuitry 212. 

The CPU 202 can retrieve data and/or instructions from the memory 204 and execute the 

retrieved instructions. The memory 204 can include generally any computer-readable medium 

including, for example, persistent memory such as magnetic and/or optical disks, ROM, and 

PROM and volatile memory such as RAM. 

[0028] The CPU 202 and the memory 204 are connected to one another through the 

interconnect 206, which is a bus in this illustrative embodiment. The interconnect 206 connects 

the CPU 202 and the memory 204 to the input devices 208, the output devices 210, and the 

network access circuitry 212. The input devices 208 can include, for example, a keyboard, a 
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keypad, a touch-sensitive screen, a mouse, a microphone, and/or one or more cameras. The 

output devices 210 can include, for example, a display - such as a liquid crystal display (LCD) -

and/or one or more speakers. The network access circuitry 212 sends and receives data through 

computer networks such an intranet or the Internet. 

[0029] A number of components of the audio transceiver computing device 102 are stored in 

the memory 204. In particular, a near field authentication transceiver logic 214 is part of one or 

more computer processes executed within the CPU 202 from the memory 204 in this illustrative 

embodiment, but can also be implemented using digital logic circuitry. As used herein, "logic" 

refers to (i) logic implemented as computer instructions and/or data within one or more computer 

processes and/or (ii) logic implemented in electronic circuitry. 

[0030] In an embodiment, the near field authentication transceiver logic 214 is executable 

software stored within the memory 204. For example, when the audio transmitting computing 

device 102 receives a request from the user to transmit the modulated carrier wave 106, the audio 

transceiver computing device 102 executes the near field authentication transceiver logic 214 to 

transmit the modulated carrier wave 106 to the audio receiving computing device 104. As 

previously noted the modulate carrier wave 106 can be an analog signal, such as a sound signal. 

Advantageously, an analog signal has an infinite amount of signal resolution. Furthermore, the 

use of sound signals increases the permissible transmission distance. That is, the theoretical and 

practical working distance for completing a transaction using the present invention is increased 

and can be measured, for example, in feet or meters instead of centimeters. This allows the user 

to utilize the audio transceiver computing device 102 for additional functions simultaneously 

while completing a transaction. It also reduces a likelihood that the user will be prone to 

dropping or otherwise damaging the audio transceiver computing device 102 by moving the 
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audio transceiver computing device 102 into very close proximity with the audio rece1vmg 

computing device 104. 

[0031] When the near field authentication transceiver logic 214 is executed, the audio 

transceiver computing device 102 scans a plurality of predetermined frequencies for a free 

frequency. The predetermined frequencies can be, for example, frequencies for which the audio 

transceiver computing device 102 is authorized to transmit the modulated carrier wave or which 

are known to the audio receiving computing device 104. In an embodiment, the predetermined 

frequencies can be selected to be outside the audible frequencies. From the predetermined 

frequencies, the near field authentication transceiver logic 214 can select a free frequency. The 

free frequency can be, for example, a frequency which has a noise level below a predetermined 

noise level threshold or a frequency that has an interference level below a predetermined 

interference level threshold. 

[0032] The near field authentication transceiver logic 214 can also generate a periodic 

enclosed content message 216 as shown in FIG. 2. To generate the periodic enclosed content 

message 216, the near field authentication transceiver logic 214 can utilize a device ID 

generation logic 218 or a biometric data input logic 220, or both. The device ID generation logic 

218 can generate, for example, device identification data of the audio transceiver computing 

device 102. In an embodiment, the device ID generation logic 218 can utilize known techniques 

for generating a device fingerprint. The biometric data input logic 220 can display, for example, 

a user interface for requesting and receiving a voice or image input representing biometric data. 

The device identification data or the biometric data, or both, can be included in a content of the 

periodic enclosed content message 216, which will be described later. 
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[0033] The near field authentication transceiver logic 214 can also generate a modulated 

earner wave 106 representing the periodic enclosed content message. The modulated carrier 

wave 106 can be transmitted at the free frequency to the audio receiving computing device 104. 

Preferably, the periodic enclosed content message is generated initially in digital format, and is 

then converted into an analog signal and used to modulate the carrier wave. In an embodiment, 

the digital form of the periodic enclosed content message 216 can be encrypted using standard 

RSA (PKI) keys. Key exchanges may occur out-of-band, such as during registration of the audio 

transceiver computing device 102, or may be built-in to the near field authentication transceiver 

logic 214. 

[0034] As can be seen in FIG. 3, the periodic enclosed content message 216 includes, for 

example, multiple periods with each period including an enclosed content message 302. Thus, 

the periodic enclosed content message 216 includes a plurality of enclosed content messages 302 

such as enclosed content messages 302a - 302n for a total of N enclosed content messages. Each 

of the enclosed content messages includes a begin indication 304, a content 306, and an end 

indication 308. The begin indication 304 can be any type of signal that uniquely indicates the 

beginning of the enclosed content message, for example, a specified sequence of binary bits. 

Similarly, the end indication 308 can be any type of signal that indicates the ending of the 

enclosed content message. In one embodiment, the begin indication 304 and the end indication 

308 comprise different signals. In another embodiment, the begin indication 304 and the end 

indication 308 comprise identical signals, i.e. two of the same signals in sequence. In another 

embodiment, an end indication 308(n-1) and the next begin indication 304(n) may be one and the 

same signal. 

[0035] Referring to FIG. 4, the content 306 can include, for example, biometric data 402 or a 
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device identification data 404 or a combination of both. The biometric data 402 can include, for 

example, the data corresponding to a voice of a user, a fingerprint of the user, an image of the 

user, or any other physiological data of the user which can be used to verify an identity of the 

user. The device identification data 404 can include, for example, a MAC address of the audio 

transceiver computing device 102, a hard disk serial number of the audio transceiver computing 

device 102, a device ID number of the audio transceiver computing device 102, a device phone 

number of the audio transceiver computing device 102, a device fingerprint of the audio 

transceiver computing device 102, or any other information which could be used to identify and 

verify the authenticity of the audio transceiver computing device 102. 

[0036] A device fingerprint compnses binary data that identifies the audio transceiver 

computing device 102 by deriving a unique data string from multiple portions of indicia stored in 

memory locations within the device, where such indicia can include, for example, data 

representing a manufacture name, a model name, or a device type. Device fingerprints and 

generation thereof are known and are described, e.g., in U.S. Patent 5,490,216 (sometimes 

referred to herein as the '216 Patent), and in related U.S. Patent Application Publications 

2007 /0143073, 2007 /0126550, 2011/0093920, and 2011/0093701 (the "related applications"), 

the descriptions of which are fully incorporated herein by reference. 

[0037] In general, the device fingerprint comprises a bit string or bit array that includes or is 

derived from user-configurable and non-user-configurable data specific to the audio transceiver 

computing device 102. Non-user-configurable data includes data such as hardware component 

model numbers, serial numbers, and version numbers, and hardware component parameters such 

as processor speed, voltage, current, signaling, and clock specifications. User-configurable data 

includes data such as registry entries, application usage data, file list information, and MAC 
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address. In an embodiment, the audio transceiver computing device 102 can also include, for 

example, manufacture name, model name, and/or device type of the audio transceiver computing 

device 102. 

[0038] Generation of the device fingerprint includes a combination of operations on the data 

specific to the audio transceiver computing device 102, which may include processing using a 

combination of sampling, concatenating, appending (for example, with a nonce value or a 

random number), obfuscating, hashing, encryption, and/or randomization algorithms to achieve a 

desired degree of uniqueness. For example, the desired degree of uniqueness may be set to a 

practical level such as 99.999999% or higher, to achieve a probability of less than 1 in 

100,000,000 that any two of the audio transceiver computing devices will generate identical 

fingerprints. In an embodiment, the desired degree of uniqueness may be such that the device 

fingerprint generated is unlike any other device fingerprint generatable responsive to a request to 

transmit the modulated carrier wave 106 to the audio receiving computing device 104. 

[0039] In one embodiment, the device fingerprint may be stored in volatile memory and erased 

after transmission of the modulated carrier wave 106 to the audio receiving computing device 

104. In another embodiment, the device fingerprint may be stored in persistent memory and 

written over each time a new fingerprint is generated by the device ID generation logic 218. 

[0040] Referring back to FIG. 3, the amount of time it takes to transmit the modulated carrier 

wave 106 representing the periodic enclosed content message, T PECM, can be a sum of the time it 

takes to transmit a modulated carrier wave representing each of the enclosed content messages 

302 in the periodic enclosed content message 216. For example, the time it takes to transmit 

each of the modulated carrier waves representing an enclosed content message 302 can be TECM• 
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Thus, the amount of time it takes to transmit the modulated carrier wave 106 T PECM can be, for 

example, represented by the equation T PECM = N x T ECM where N represents the total number of 

enclosed content messages 302 in the periodic enclosed content message 216. 

[0041] The total number N of enclosed content messages 302 in the periodic enclosed content 

messages 216 can be a function of the total number of frequencies in the plurality of 

predetermined frequencies. That is, the total number N of enclosed content messages 302 should 

be sufficient such that the audio receiving computing device 104 can scan through the 

predetermined frequencies to determine the free frequency on which the modulated carrier wave 

106 is transmitted, and have time enough to receive at least one of the enclosed content messages 

302. This will be discussed in more detail below. In an embodiment, the near field 

authentication transceiver logic 214 can transmit the modulated carrier wave 106 for a 

predetermined number of periods, or a predetermined period of time. In another embodiment, 

the near field authentication transceiver logic 214 can transmit the modulated carrier wave 106 

until a stop indication is received from the user. Such indication can come, for example, from 

the input 208 in the form of a button depression, a tap on a screen, a vocal indication, or any 

other type of indication from the user to stop transmission of the modulated carrier wave 106. 

[0042] In an embodiment, the near field authentication transceiver logic 214 usmg the 

biometric data input logic 220 can display a user interface on the output 210 when the output 210 

is, for example, a display screen. The user interface can request the biometric data 402 from the 

user. For example, the user interface can prompt the user for voice input to be newly received by 

the biometric data input logic 220 and subsequently the near field authentication transceiver 

logic 214 through a microphone input on the audio transceiver computing device 102. A 

characteristic voice print in digital form may be derived from the voice input using technology 
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known in the art. In another example, the user interface can prompt the user for photographic 

input, such as the user's face or biometric fingerprint using a camera or scanning device on the 

audio transceiving computing device 102. A digital representation of the facial image or 

biometric fingerprint may be derived using technology known in the art. Responsive to 

receiving the biometric data 402, the near field authentication transceiver logic 214 can generate 

the periodic enclosed content message 216, wherein the content 306 in each period of the 

periodic enclosed content message 216 includes the biometric data (or a derivation thereof) 402. 

[0043] Referring to FIGS. 1 and 5, the audio receiving computing device 104 can be, for 

example, a register, an ATM machine, a kiosk, a mobile phone, a personal digital assistant, a 

tablet, a laptop, a music player, or any other device capable of receiving the modulated carrier 

wave 106. As seen in FIG. 5, the audio receiving computing device 104 can include, for 

example one or more microprocessors, which are collectively shown as CPU 502. The audio 

receiving computing device 104 also includes, for example, a memory 504, an interconnect 506, 

an input 508, an output 510, and/or a network access circuitry 512. The CPU 502 can retrieve 

data or instructions from the memory 504 and execute the retrieved instructions. The memory 

504 can include generally any computer-readable medium including, for example, persistent 

memory such as magnetic or optical disks, ROM, and PROM and volatile memory such as 

RAM. 

[0044] The CPU 502 and the memory 504 are connected to one another through an 

interconnect 506, which is a bus in this illustrative embodiment. The interconnect 506 connects 

the CPU 502 and the memory 504 to the input devices 508, the output devices 510, and the 

network access circuitry 512. The input devices 508 can include, for example, a keyboard, a 

keypad, a touch-sensitive screen, a mouse, a microphone, and/or one or more cameras. The 
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output devices 510 can include, for example, a display - such as a liquid crystal display (LCD) -

or one or more loudspeakers. The network access circuitry 512 sends and receives data through 

computer networks such an intranet or the Internet. 

[0045] A number of components of the audio receiving computing device 104 are stored in the 

memory 504. In particular, a near field authentication receiver logic 514 is part of one or more 

computer processes executed within CPU 502 from memory 504 in this illustrative embodiment, 

but can also be implemented using digital logic circuitry. 

[0046] In an embodiment, the near field authentication receiver logic 514 is executable 

software stored within the memory 504. For example, the near field authentication receiver logic 

514 can receive signals such as the modulated carrier wave 106 to verify the authenticity of the 

audio transceiver computing device 102. 

[0047] When the near field authentication receiver logic 514 is executed, it scans a plurality of 

predetermined frequencies to detect a signal using the microphone disclosed as the input 508. In 

an embodiment, the signal is a sound wave. In another embodiment, the microphone may be a 

specialized band-pass microphone that is mechanically configured or otherwise designed to 

receive frequencies within the range of the predetermined frequencies. Such a microphone may 

be tuned, for example, to receive only ultrasonic frequencies of interest, and attenuate all 

frequencies outside the desired range. Such a microphone may be designed to plug in to the 

audio receiving computing device 104 through a standard audio input such as TRS or USB. 

[0048] In an embodiment, the near field authentication receiver logic 514 scans each of the 

frequencies in the predetermined frequencies for a predetermined scanning period of time. The 

predetermined scanning period of time at each frequency, T scAN, is equal to at least twice the 
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time TEcM, which is the time it takes to transmit each period of the modulated carrier wave 

representing the enclosed content message 302. This ensures that the near field authentication 

receiver logic 514 has the opportunity to receive the complete enclosed content message instead 

of a partial enclosed content message. 

[0049] That is, the enclosed content message 302 should include the begin indication 304, the 

content 306, and the end indication 308. In some embodiments, however, only the begin 

indication 304 and the end indication 308 need be detected by the near field authentication 

receiver logic 514 in order for the near field authentication receiver logic 514 to consider the 

enclosed content message 302 to be a complete enclosed content message. Otherwise, if the 

enclosed content message 302 is missing, for example, the begin indication 304 or the end 

indication 308, it is not considered a complete enclosed content message, and instead is 

considered a partial enclosed content message. 

[0050] However, the predetermined scannmg period of time T scAN may also include an 

additional period of time KEcM to compensate for any delays or lag. Thus, the predetermined 

scanning period of time at each frequency may be represented as TscAN = 2 x TEcM + KECM• If 

there are F predetermined frequencies, then the minimum amount of time spent scanning the 

predetermined frequencies, TMIN TOTAL scAN, will be represented by the equation TMIN TOTAL scAN 

= F x (TscAN), 

[0051] Since the near field authentication receiver logic 514 will spend at least a TMIN TOTAL 

scAN time period scanning the predetermined frequencies, the near field authentication 

transceiver logic 214 should transmit the modulated carrier wave for at least a TMIN TOTAL scAN 

time period. Thus, the amount of time it takes to transmit the modulated carrier wave 106 
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representing the periodic enclosed content message, T PECM, should be equal to or greater than the 

TMIN TOTAL scAN time period. However, TrEcM = N x TEcM• Therefore, TMIN TOTAL scAN = N x 

TECM• Thus, the total number of enclosed content messages 302 in the periodic enclosed content 

message 216 (N) is represented by the equation N = TMIN TOTAL scAN / TECM• Substituting for 

TMINTOTALSCAN yields N = F x (TscAN) / TECM• We can also replace TscAN such that we get N = 

[F x (2 x TEcM + KEcM)] I TEcM or more succinctly, N = 2 x F + (F x KEcM) I TECM• 

[0052] Thus, at a minimum the number of enclosed content messages (N) should be equal to 

twice the number of frequencies in the frequency period (F) plus some additional number of 

enclosed content messages with a minimum number of (F x KEcM / TEcM), For convenience, 

KEcM may be expressed in integral multiples of TEcM, so that N results in an integer value. The 

additional number of enclosed content messages (F x KEcM / TEcM) can be selected to be 

sufficiently large to allow for any latency in execution of the near field authentication receiver 

logic 514, or switching between frequencies by the near field authentication receiver logic 514. 

[0053] Referring back to FIG. 5, responsive to detecting the signal, the near field 

authentication receiver logic 514 can verify that the signal includes at least one enclosed content 

message. The enclosed content message should be a complete enclosed content message, instead 

of a partial enclosed content message. Partial enclosed content messages are discarded. In one 

embodiment, the near field authentication receiver logic 514 can stop scanning the 

predetermined frequencies once a signal is detected, or when the signal is verified to include at 

least one enclosed content message. 

[0054] In an embodiment, the near field authentication receiver logic 514 can extract a content 

from the enclosed content message. Such extraction can occur through demodulation, AID 
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conversion, decryption, decoding, deciphering, descrambling, or any other methods needed to 

recover the original content so that it is recognizable and useable by the near field authentication 

receiver logic 514. Furthermore, when keys are used for decryption of the content, standard 

RSA (PKI) keys can be used. Key exchanges may occur out-of-band, such as during registration 

of the audio receiving computing device 104, or built-in to the near field authentication receiver 

logic 514. 

[0055] In an embodiment, the near field authentication receiver logic 514 can also compare the 

extracted content to an authorized content 516. The authorized content 516 can include, for 

example, authenticated biometric data or authenticated device identification data, or both. The 

authenticated biometric data and authenticated device identification data can be, respectively, 

biometric data and device identification data that the user of the transceiver computing device 

102 has registered beforehand as being authentic. 

[0056] The near field authentication receiver logic 514 can determine if there is a match 

between the extracted content and the authorized content 516 to authenticate the audio 

transceiver computing device 102. In FIG. 5, the authorized content 516 is stored in the memory 

504. However, the authorized content 516 could also be kept in other storage devices which 

have a database or memory accessible by the audio receiving computing device 104. In one 

embodiment, the near field authentication receiver logic 514 can stop scanning the 

predetermined frequencies when the audio transceiver computing device 102 has been 

authenticated. 

[0057] In an embodiment, when the audio transceiver computing device 102 is authenticated, 

the near field authentication receiver logic 514 can, for example, perform a financial transaction 
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based on the content. In such a case, the content can include, for example, financial data such as 

a credit card number, a bank account number, or other data needed to complete a financial 

transaction. Of course additional functions could also be performed by the near field 

authentication receiver logic 514 once the audio transceiver computing device 102 is 

authenticated, such as ticket verification, entry into a restricted area, or any other type of function 

which would require authentication of the audio transceiver computing device 102, its user, or 

both. 

[0058] Once the near field authentication receiver logic 514 authenticates the audio transceiver 

computing device 102, the near field authentication receiver logic 514 can display or provide a 

an acknowledgement indication that the authentication has occurred. The acknowledgement 

indication may be provided locally by the device 104, for example, in the form of a visual 

indication or an audible tone. Alternatively or in combination, the acknowledgement indication 

may also be provided to the user of the device 102 by means of a locally generated audible tone, 

locally generated visual indication (such as an LED illuminating or changing color), or by 

sending a remote indication to the device 102 via a network link or by means of a sound wave 

using a free frequency according to the same methods disclosed herein for generating and 

transmitting the enclosed content message. The user of device 102, responsive to receiving the 

indication, may then stop transmission of the modulated carrier wave 106 by manual or 

automatic action. However, if the near field authentication receiver logic 514 fails to 

authenticate the audio transceiver computing device 102, such as if the content does not match 

the authorized content 516, or if no content was discovered, then the near field authentication 

receiver logic 514 can display or provide some sort of indication to indicate that an 

authentication failure has occurred. Furthermore, a log could be stored indicating the time, 

19 

Page 26 of 860



location, and/or the content if available. This can help with any troubleshooting requests, and/or 

any investigations of fraud. 

[0059] In one implementation of an acknowledgment indication, the device 104 may scan for a 

free frequency from among the plurality of predetermined frequencies until one is found, or it 

may transmit acknowledgements on a special predetermined frequency that is reserved only for 

transmitting such acknowledgements. In an acknowledgement message so transmitted, device 

104 may include acknowledgement content in the form of a special binary code that is 

recognized by transceiver logic 214 within device 102 as an acknowledgement signal, and it may 

also include a device identifier of either or both of devices 102 and 104. In such case, device 

104 may also include its own device identifier (not shown) stored in local memory 504 and 

recognizable by transceiver logic 214. 

[0060] In an embodiment, a transaction flow diagram 600 as shown in FIG. 6 illustrates a near 

field authentication of sources to an audio receiving computing device 104 using an audio 

transceiver computing device 102. To facilitate appreciation and understanding of the invention, 

transaction flow diagram 600 is described in the context of an illustrative example of a user 

seeking to purchase a product at a register using his mobile phone. Of course the near field 

authentication of sources could occur for other transactions. 

[0061] In step 602, the audio transceiver computing device 102 scans a plurality of 

predetermined frequencies for a free frequency. For example, the mobile phone through its 

microphone can scan a plurality of predetermined frequencies for a free frequency. 

[0062] In step 604, the audio transceiver computing device 102 selects the free frequency from 

the plurality of predetermined frequencies. For example, the mobile phone can identify the first 
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free frequency it scans that has no discemable signal, or that has no signal strength that satisfies a 

minimum amplitude threshold, or that otherwise meets a pre-established criteria for being a free 

frequency. 

[0063] In step 606, the audio transceiver computing device 102 generates a periodic enclosed 

content message. For example, the mobile phone can generate the periodic enclosed content 

message by representing one or more of user biometric data, device identification data, and the 

user's credit card information in binary form. 

[0064] In step 608, the audio transceiver computing device 102 generates a modulated carrier 

wave representing the periodic enclosed content message. For example, the mobile phone can 

generate a carrier wave and modulate the carrier wave using the periodic enclosed content 

message. Amplitude, frequency, or phase modulation may be used. 

[0065] In step 610, the audio transceiver computing device 102 transmits the modulated carrier 

wave at the free frequency. For example, the mobile phone can transmit the modulated carrier 

wave at the free frequency through its output speaker in a directional or omnidirectional 

broadcast. 

[0066] Thus, the user need not use a credit card to purchase the product. Instead, the user can 

use a device such as a mobile phone that can store credit card information. Furthermore, the 

mobile phone need not have its physical components modified with expensive equipment, but 

can use the speaker already included in the mobile phone. Thus, the user can complete the 

transaction using sound waves. In addition, the mobile phone need not be adjacent the register. 

Therefore, the user does not need to extend his arm to place the mobile phone adjacent the 

register, but instead can safely hold the mobile phone in a more comfortable and secure position. 
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Furthermore, the user can also simultaneously perform other actions on the phone while the 

transaction is occurring, which would not be possible if the user had to extend his arm to place 

the phone adjacent the register. Should any issues arise in the transaction, the user can more 

easily troubleshoot the issue because the user is able to manipulate the mobile phone. 

[0067] In an embodiment, a transaction flow diagram 700 as shown in FIG. 7 illustrates 

additional steps to the transactional flow diagram 600 (FIG. 6), in which there is a near field 

authentication of sources associated with an audio transceiver computing device 102 by an audio 

receiving computing device 104. 

[0068] In step 702, a user interface is displayed on the audio transceiver computing device 102 

requesting biometric data from the user. For example, a user interface can be displayed on a 

screen of the mobile phone. The user interface can request the biometric data such as a voice 

recording of the user, to be received by means of biometric data input logic operating within the 

mobile phone when the user speaks a requested word or phrase into a microphone on the mobile 

phone. 

[0069] In step 704, responsive to receiving the biometric data, the audio transceiver computing 

device 102 generates the periodic enclosed content message, wherein the content in each period 

of the periodic enclosed content message includes the biometric data. For example, responsive 

to receiving voice data corresponding to a voice of the user, near field authentication transceiver 

logic operating within the mobile phone generates the periodic enclosed content message, 

wherein the content in each period of the periodic enclosed content message includes a digital 

representation of the voice data corresponding to the voice of the user. 

[0070] In an embodiment, a transaction flow diagram 800 as shown in FIG. 8 illustrates a near 
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field authentication of sources using a microphone input of an audio receiving computing device 

104. To facilitate appreciation and understanding of the invention, transaction flow diagram 800 

is described in the context of an illustrative example of a seller seeking to sell a product at a 

register to a user transmitting financial data using his mobile phone. Of course the near field 

authentication of sources could occur for other transactions. 

[0071] In step 802, the audio rece1vmg computing device 104 scans a plurality of 

predetermined frequencies using a microphone input to detect a signal. For example, the register 

scans a plurality of predetermined frequencies to detect a signal using a microphone input of the 

register. The predetermined frequencies can be, for example, a set of known frequencies in 

which the mobile phone will be transmitting the periodic enclosed content message. Also, step 

802 may commence automatically responsive to the audio receiving computing device 104 being 

powered on. Scanning may occur continuously, that is, the audio receiving computing device 

may scan all predetermined frequencies in some sequence, such that each frequency is scanned 

for a period T scAN, and that each pass across all scanned frequencies F requires a scanning period 

of F x (TscAN), When all frequencies are scanned, the scanning may be repeated, and scanning in 

this manner may repeat indefinitely, to allow audio receiving computing device 104 to listen 

continuously for enclosed content messages. 

[0072] In step 804, responsive to detecting the signal, the audio receiving computing device 

104 verifies that the signal includes at least one enclosed content message. For example, 

responsive to detecting the signal, a near field authentication receiver logic in the register checks 

to ensure that there is a beginning indication and an ending indication in the signal to verify that 

the signal includes at least one enclosed content message. Any signal which does not include 

both the begin indication and the end indication will be discarded. 
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[0073] In step 806, the audio receiving computing device 104 extracts a content from the 

enclosed content message. For example, the near field authentication receiver logic in the 

register extracts the content from the enclosed content message. The content can include, for 

example, biometric data of the user, device identification data of the mobile phone, and the 

user's financial account information. Thus, the content can include the user's voice data, the 

device fingerprint of the mobile phone, and the user's credit card number. 

[0074] In an embodiment, a transaction flow diagram 900 as shown in FIG. 9 illustrates 

additional steps to the transactional flow diagram 800 (FIG. 8), to enhance near field 

authentication of sources using a microphone input of an audio receiving computing device 104. 

[0075] In step 902, the audio receiving computing device 104 compares the extracted content 

to authorized content to authenticate a transceiver computing device 102 that transmitted the 

enclosed content message. For example, the near field authentication receiver logic in the 

register compares the extracted content to authorized content to authenticate the mobile phone 

that transmitted the enclosed content message. For example, the register can compare the user's 

voice data and the device fingerprint of the mobile phone to authenticated versions of the user's 

voice data and the device fingerprint of the mobile phone to authenticate the user or the mobile 

phone, or both. 

[0076] In step 904, the audio receiving computing device 104 performs a financial transaction 

based on the enclosed content message when the transceiver computing device 102 is 

authenticated. For example, the register debits the user's financial account based on the enclosed 

content message when the user or the mobile phone, or both, are authenticated. Thus, the 
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register can debit the user's financial account using the credit card number when the user or the 

mobile phone, or both, are authenticated. 

[0077] Thus, to perform a transaction, the register need not be modified with expensive 

equipment. Instead, a relatively inexpensive microphone can be added to allow the register to 

perform the transaction using sound waves. 

[0078] In an embodiment, the near field authentication of sources using audio waves can be 

used in conjunction with a more conventional online transaction to provide enhanced security for 

transactions, such as payments and electronic or personal access to confidential files or secure 

locations. In other words, near field authentication according to the invention may provide an 

additional layer of security during a more complex authentication procedure. For example, a 

transaction may be initiated by a user of a mobile device using an on-line log-in procedure in a 

first phase of authentication. If the first phase of authentication procedure is successful, the 

authenticating authority may require a second phase of authentication using a near-field 

authentication technique described herein to complete the procedure. 

[0079] In another example, where secure information is large or requires additional security, it 

may be stored at a remote location from the audio transceiver computing device. Once multiples 

layers of authentication have occurred for the user or the audio transceiver computing device, or 

both, the audio receiver computing device can directly access, indirectly access, or receive the 

secure information from the remote location. Of course, such examples are only exemplary and 

are non-limiting as the quantity, manner, and amount of information stored remotely from the 

audio transceiver computing device can be varied as desired. This can also vary how the near 
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field authentication of sources usmg audio waves can be used m conjunction with the 

conventional online transaction. 

[0080] Exemplary embodiments of the invention have been disclosed in an illustrative style. 

Accordingly, the terminology employed throughout should be read in an exemplary rather than a 

limiting manner. Although minor modifications to the teachings herein will occur to those well 

versed in the art, it shall be understood that what is intended to be circumscribed within the scope 

of the patent warranted hereon are all such embodiments that reasonably fall within the scope of 

the advancement to the art hereby contributed, and that that scope shall not be restricted, except 

in light of the appended claims and their equivalents. 
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CLAIMS 

What is claimed is: 

1. A method for near field authentication of a source the source using an audio transceiver 

computing device comprising: 

scanning a plurality of predetermined frequencies for a free frequency; 

selecting the free frequency from the plurality of predetermined frequencies; 

generating a periodic enclosed content message; 

generating a modulated carrier wave representing the periodic enclosed content message; 

and 

transmitting the modulated carrier wave at the free frequency. 

2. The method of claim 1 further comprising 

displaying a user interface on the audio transceiver computing device requesting the 

biometric data from a user; and 

responsive to receiving the biometric data, generating the periodic enclosed content 

message, wherein the content in each period of the periodic enclosed content message includes 

the biometric data. 

3. The method of claim 1 or 2, wherein the transmitting step further comprises transmitting 

the modulated carrier wave for a predetermined number of periods, or a predetermined period of 

time. 

4. The method of claim 1 or 2, wherein the transmitting step further comprises transmitting 

the modulated carrier wave until a stop indication is received from a user. 
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5. The method of claim 1 to 4 wherein the modulated carrier wave comprises a sound wave. 
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ABSTRACT 

A method for near field authentication of sources using an audio transceiver computing 

device includes scanning a plurality of predetermined frequencies for a free frequency, selecting 

the free frequency from the plurality of predetermined frequencies, generating a periodic 

enclosed content message, generating a modulated carrier wave representing the periodic 

enclosed content message, and transmitting the modulated carrier wave at the free frequency. A 

method for near field authentication of sources using a microphone input of a receiving 

computing device includes scanning a plurality of predetermined frequencies to detect a signal 

using the microphone input, verifying, responsive to detecting the signal, that the signal includes 

at least one enclosed content message, and extracting a content from the enclosed content 

message. 
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0 
N 
l-. ABSTRACT 

< 
7 A method for near field authentication of sources using an audio transceiver computing device includes 
N 

scanning a plurality of predetermined frequencies for a free frequency, selecting the free frequency from 

the plurality of predetermined frequencies, generating a periodic enclosed content message, generating a 

modulated carrier wave representing the periodic enclosed content message, and transmitting the 

modulated carrier wave at the free frequency. A method for near field authentication of sources using a 

microphone input of a receiving computing device includes scanning a plurality of predetermined 

frequencies to detect a signal using the microphone input, verifying, responsive to detecting the signal, 

that the signal includes at least one enclosed content message, and extracting a content from the enclosed 

content message. 
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NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED CONTENT 

SOUND WAVES 

BACKGROUND 

I. Field of the Invention 

[0001] The present invention relates generally to technology for near field authentication of users and 

their computing devices. More specifically, the invention relates to effecting near field authentication for 

digital communications by means of encoded sound waves. 

2. Description of the Related Art 

[0002) The use of a user's electronic device to complete a purchase has been suggested, for example, 

utilizing Bluetooth technology or a WiFi Internet connection to transmit the data to the register. 

However, such technology requires a transactional device such as a register or A TM machine to be 

upgraded and retrofitted with expensive equipment and software to securely receive the data and 

authenticate the user's electronic device. Thus, while it may be desirable for the user, it could be 

prohibitively expensive for the commercial entity utilizing the transactional device, especially for small 

businesses. 

[0003) The use of other technology aside from the Internet or the Bluetooth may also require not only 

that the transactional device be upgraded and retrofitted, but also that the user's electronic device be 

similarly modified. In addition, alternative technology may also have range limitations which can 

degrade the user's experience when performing a transaction. For example, in a conventional near field 

communication, radio communication is utilized to facilitate transactions. However, the conventional 

near field communication requires that the two transacting devices be in extremely close proximity to 

each other, i.e., within about 4 centimeters from each other to ensure reliable communication. This 

requirement for close proximity places a very restrictive limitation on practical applications for near field 

transactions in the real world. If one of the transacting devices is a cash register, and the other transacting 

device is a customer's mobile phone, the customer would need to extend the phone to within centimeters 

of the register and risk dropping the phone. The proximity limitation may also prevent the user from 

making further use of the phone while the transaction is taking place and while the phone is extended 

away from the customer. For example, should complications in the transaction arise, or if the user is 

required to provide a manual input, the customer may not be able to complete the transaction. 

[0004) Another drawback of the conventional near field communication is the lack of security, despite 

the close proximity of the two devices. That is, the conventional near field communication offers no 
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protection against eavesdropping and can be vulnerable to data modifications. Needless to say, this is 

undesirable for financial transactions and other confidential communications. 

(00051 Thus, there is a need for improved technology for effecting near field communications. 

SUMMARY 

(0006) The present invention provides a method for source authentication in network 

communications. A source such as a mobile computing device transmits an authentication request by 

executing the following salient steps using an audio transceiver: scanning a plurality of predetermined 

frequencies for a free frequency, selecting the free frequency from the plurality of predetermined 

frequencies, generating a periodic enclosed content message, encoding a carrier wave with the 

periodic enclosed content message, and transmitting the modulated carrier wave at the free frequency. 

The audio transceiver, in one example, may be a mobile phone having both a speaker and a 

microphone. 

[00071 The periodic enclosed content message includes an enclosed content message at each period. 

The enclosed content message comprises a beginning indication, a content, and an ending indication. 

The beginning indication indicates when the enclosed content message begins, while the ending 

indication indicates when the enclosed content ends. This allows for verification that the enclosed 

content message is completely instead of partially received. Furthermore, the content includes 

biometric data or device identification data, or both, which can be used to authenticate the user or the 

mobile computing device. Furthermore, the content may also include financial information for the 

user, or other data which might be used for gaining access to a secure network for facilitating a 

transaction once the user or the mobile computing device, or both, have been authenticated. 

(00081 In another form, the method further comprises displaying a user interface on the audio 

transceiver computing device requesting the biometric data from a user; and 

responsive to receiving the biometric data, generating the periodic enclosed content message, 

wherein the content in each period of the periodic enclosed content message includes the biometric 

data. 

[00091 In another form, the transmitting step further comprises transmitting the modulated carrier 

wave for a predetermined number of periods, or a predetermined period of time. 

(00101 In another form, the transmitting step further comprises transmitting the modulated carrier 

wave until a stop indication is received from a user. 

(00111 In another form, the modulated carrier wave comprises a sound wave. 

Paragraphs [00121 and [0013) have been intentionally deleted. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

10014) Other systems, methods, features and advantages of the invention will be or will become 

apparent to one with skill in the art upon examination of the following figures and detailed 

description. It is intended that all such additional systems, methods, features and advantages be 

included within this description, be within the scope of the invention, and be protected by the 

accompanying claims. Component parts shown in the drawings are not necessarily to scale, and may 

be exaggerated to better illustrate the important features of the invention. In the drawings, like 

reference numerals may designate like parts throughout the different views, wherein: 

10015) FIG. 1 is a block diagram showing an audio transceiving computing device transmitting data 

to an audio receiving computing device in accordance with one embodiment of the present invention. 

10016) FIG. 2 is a block diagram showing functional components that make up an audio transceiving 

computing device according to an embodiment of the present invention. 

(0017) FIG. 3 depicts a periodic enclosed content message according to an embodiment of the present 

invention. ------------------------------------,. 
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[0018] FIG. 4 is a block diagram depicting message content in an enclosed content message according 

to an embodiment of the present invention. 

[0019] FIG. 5 is a block diagram showing functional components of an audio receiving computing 

device according to an embodiment of the present invention. 

[0020] FIG. 6 is a process flow diagram showing steps for an audio transceiving computing device to 

request authentication from an audio receiving computing device according to an embodiment of the 

present invention. 

[0021] FIG. 7 depicts additional process steps for inputting content for an enclosed content message 

into an audio transceiving computing device in advance of requesting authentication according to an 

embodiment of the present invention. 

[0022) FIG. 8 is a process flow diagram showing steps for receiving an audio transmission of enclosed 

content data using a microphone input of a receiving computing device according to an embodiment of 

the present invention. 

(0023] FIG. 9 depicts additional process steps for authenticating an audio transceiving device 

according to an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0024] The present invention relates to a method and system for near field authentication of users and 

computing devices using sound waves. Such users and computing devices may be referred to collectively 

herein as "sources". Authenticating a source according to the present invention may involve 

authenticating only a user, only a computing device, or both a user and a computing device. 

(0025) As seen in FIG. I, a system 100 for authenticating sources using sounds waves can include, for 

example, an audio transceiving computing device I 02, and an audio receiving computing device 104. 

The audio transceiving computing device I 02 can transmit data to the audio receiving computing device 

I 04 as a modulated carrier wave I 06. The modulated carrier wave I 06 can be, for example, a sound 

wave. Sound waves can transmit information accurately over a very short distance (near field 

communications) using inexpensive equipment. In different embodiments, the sound wave can have a 

frequency that is substantially below, within, or above the audible frequencies, such as below 20 Hz, 

between 20 Hz and 20 kHz, or above 20 kHz. For example, the sound wave could be an ultrasonic wave. 

(0026) The audio transceiver computing device 102 can be, for example, a mobile phone, a personal 

digital assistant, a tablet, a laptop, a music player, or any other device having a processor operatively 

coupled to memory and capable of transmitting the modulated carrier wave I 06 responsive to operation of 

the processor. As seen in FIG. 2, the audio transceiver computing device I 02 can include, for example 
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one or more microprocessors, which are collectively shown as CPU 202. The audio transceiver 

computing device 102 also includes, for example, a memory 204, an interconnect 206, an input 208, an 

output 210, and/or a network access circuitry 212. The CPU 202 can retrieve data and/or instructions 

from the memory 204 and execute the retrieved instructions. The memory 204 can include generally any 

computer-readable medium including, for example, persistent memory such as magnetic and/or optical 

disks, ROM, and PROM and volatile memory such as RAM. 

[0027) The CPU 202 and the memory 204 are connected to one another through the interconnect 206, 

which is a bus in this illustrative embodiment. The interconnect 206 connects the CPU 202 and the 

memory 204 to the input devices 208, the output devices 210, and the network access circuitry 212. The 

input devices 208 can include, for example, a keyboard, a keypad, a touch-sensitive screen, a mouse, a 

microphone, and/or one or more cameras. The output devices 210 can include, for example, a display -

such as a liquid crystal display (LCD) - and/or one or more speakers. The network access circuitry 212 

sends and receives data through computer networks such an intranet or the Internet. 

[0028) A number of components of the audio transceiver computing device 102 are stored in the 

memory 204. In particular, a near field authentication transceiver logic 214 is part of one or more 

computer processes executed within the CPU 202 from the memory 204 in this illustrative embodiment, 

but can also be implemented using digital logic circuitry. As used herein, "logic" refers to (i) logic 

implemented as computer instructions and/or data within one or more computer processes and/or (ii) logic 

implemented in electronic circuitry. 

[0029) In an embodiment, the near field authentication transceiver logic 214 is executable software 

stored within the memory 204. For example, when the audio transmitting computing device I 02 receives 

a request from the user to transmit the modulated carrier wave 106, the audio transceiver computing 

device I 02 executes the near field authentication transceiver logic 214 to transmit the modulated carrier 

wave I 06 to the audio receiving computing device I 04. As previously noted the modulate carrier wave 

I 06 can be an analog signal, such as a sound signal. Advantageously, an analog signal has an infinite 

amount of signal resolution. Furthermore, the use of sound signals increases the permissible transmission 

distance. That is, the theoretical and practical working distance for completing a transaction using the 

present invention is increased and can be measured, for example, in feet or meters instead of centimeters. 

This allows the user to utilize the audio transceiver computing device I 02 for additional functions 

simultaneously while completing a transaction. It also reduces a likelihood that the user will be prone to 

dropping or otherwise damaging the audio transceiver computing device 102 by moving the audio 

transceiver computing device I 02 into very close proximity with the audio receiving computing device 

104. 
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[0030) When the near field authentication transceiver logic 214 is executed, the audio transceiver 

computing device I 02 scans a plurality of predetermined frequencies for a free frequency. The 

predetermined frequencies can be, for example, frequencies for which the audio transceiver computing 

device 102 is authorized to transmit the modulated carrier wave or which are known to the audio 

receiving computing device 104. In an embodiment, the predetermined frequencies can be selected to be 

outside the audible frequencies. From the predetermined frequencies, the near field authentication 

transceiver logic 214 can select a free frequency. The free frequency can be, for example, a frequency 

which has a noise level below a predetermined noise level threshold or a frequency that has an 

interference level below a predetermined interference level threshold. 

[0031] The near field authentication transceiver logic 214 can also generate a periodic enclosed 

content message 216 as shown in FIG. 2. To generate the periodic enclosed content message 216, the 

near field authentication transceiver logic 214 can utilize a device ID generation logic 218 or a biometric 

data input logic 220, or both. The device ID generation logic 218 can generate, for example, device 

identification data of the audio transceiver computing device 102. In an embodiment, the device ID 

generation logic 218 can utilize known techniques for generating a device fingerprint. The biometric data 

input logic 220 can display, for example, a user interface for requesting and receiving a voice or image 

input representing biometric data. The device identification data or the biometric data, or both, can be 

included in a content of the periodic enclosed content message 216, which will be described later. 

(0032) The near field authentication transceiver logic 214 can also generate a modulated carrier wave 

I 06 representing the periodic enclosed content message. The modulated carrier wave I 06 can be 

transmitted at the free frequency to the audio receiving computing device 104. Preferably, the periodic 

enclosed content message is generated initially in digital format, and is then converted into an analog 

signal and used to modulate the carrier wave. In an embodiment, the digital form of the periodic enclosed 

content message 216 can be encrypted using standard RSA (PKI) keys. Key exchanges may occur out-of­

band, such as during registration of the audio transceiver computing device 102, or may be built-in to the 

near field authentication transceiver logic 214. 

[0033] As can be seen in FIG. 3, the periodic enclosed content message 216 includes, for example, 

multiple periods with each period including an enclosed content message 302. Thus, the periodic 

enclosed content message 216 includes a plurality of enclosed content messages 302 such as enclosed 

content messages 302a - 302n for a total of N enclosed content messages. Each of the enclosed content 

messages includes a begin indication 304, a content 306, and an end indication 308. The begin indication 

304 can be any type of signal that uniquely indicates the beginning of the enclosed content message, for 

example, a specified sequence of binary bits. Similarly, the end indication 308 can be any type of signal 

that indicates the ending of the enclosed content message. In one embodiment, the begin indication 304 

Page 61 of 860



8 

and the end indication 308 comprise different signals. In another embodiment, the begin indication 304 

and the end indication 308 comprise identical signals, i.e. two of the same signals in sequence. In another 

embodiment, an end indication 308(n-1) and the next begin indication 304(n) may be one and the same 

signal. 

[0034] Referring to FIG. 4, the content 306 can include, for example, biometric data 402 or a device 

identification data 404 or a combination of both. The biometric data 402 can include, for example, the 

data corresponding to a voice of a user, a fingerprint of the user, an image of the user, or any other 

physiological data of the user which can be used to verify an identity of the user. The device 

identification data 404 can include, for example, a MAC address of the audio transceiver computing 

device 102, a hard disk serial number of the audio transceiver computing device I 02, a device ID number 

of the audio transceiver computing device 102, a device phone number of the audio transceiver computing 

device 102, a device fingerprint of the audio transceiver computing device 102, or any other information 

which could be used to identify and verify the authenticity of the audio transceiver computing device 102. 

[0035) A device fingerprint comprises binary data that identifies the audio transceiver computing 

device 102 by deriving a unique data string from multiple portions of indicia stored in memory locations 

within the device, where such indicia can include, for example, data representing a manufacture name, a 

model name, or a device type. Device fingerprints and generation thereof are known and are described, 

e.g., in U.S. Patent 5,490,216 (sometimes referred to herein as the '216 Patent), and in related U.S. Patent 

Application Publications 2007/0143073, 2007/0126550, 2011/0093920, and 2011/0093701 (the "related 

applications"), the descriptions of which are fully incorporated herein by reference. 

[0036) In general, the device fingerprint comprises a bit string or bit array that includes or is derived 

from user-configurable and non-user-configurable data specific to the audio transceiver computing device 

102. Non-user-configurable data includes data such as hardware component model numbers, serial 

numbers, and version numbers, and hardware component parameters such as processor speed, voltage, 

current, signaling, and clock specifications. User-configurable data includes data such as registry entries, 

application usage data, file list information, and MAC address. In an embodiment, the audio transceiver 

computing device I 02 can also include, for example, manufacture name, model name, and/or device type 

of the audio transceiver computing device I 02. 

[0037) Generation of the device fingerprint includes a combination of operations on the data specific to 

the audio transceiver computing device l 02, which may include processing using a combination of 

sampling, concatenating, appending (for example, with a nonce value or a random number), obfuscating, 

hashing, encryption, and/or randomization algorithms to achieve a desired degree of uniqueness. For 

example, the desired degree of uniqueness may be set to a practical level such as 99.999999% or higher, 

to achieve a probability of less than I in 100,000,000 that any two of the audio transceiver computing 
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devices will generate identical fingerprints. In an embodiment, the desired degree of uniqueness may be 

such that the device fingerprint generated is unlike any other device fingerprint generatable responsive to 

a request to transmit the modulated carrier wave I 06 to the audio receiving computing device I 04. 

[0038) In one embodiment, the device fingerprint may be stored in volatile memory and erased after 

transmission of the modulated carrier wave 106 to the audio receiving computing device 104. In another 

embodiment, the device fingerprint may be stored in persistent memory and written over each time a new 

fingerprint is generated by the device ID generation logic 218. 

[0039) Referring back to FIG. 3, the amount of time it takes to transmit the modulated carrier wave 

I 06 representing the periodic enclosed content message, T PECM, can be a sum of the time it takes to 

transmit a modulated carrier wave representing each of the enclosed content messages 302 in the periodic 

enclosed content message 2 I 6. For example, the time it takes to transmit each of the modulated carrier 

waves representing an enclosed content message 302 can be T ECM• Thus, the amount of time it takes to 

transmit the modulated carrier wave 106 T PECM can be, for example, represented by the equation T PECM = 
N x T ECM where N represents the total number of enclosed content messages 302 in the periodic enclosed 

content message 216. 

(0040) The total number N of enclosed content messages 302 in the periodic enclosed content 

messages 216 can be a function of the total number of frequencies in the plurality of predetermined 

frequencies. That is, the total number N of enclosed content messages 302 should be sufficient such that 

the audio receiving computing device 104 can scan through the predetermined frequencies to determine 

the free frequency on which the modulated carrier wave 106 is transmitted, and have time enough to 

receive at least one of the enclosed content messages 302. This will be discussed in more detail below. 

In an embodiment, the near field authentication transceiver logic 214 can transmit the modulated carrier 

wave 106 for a predetermined number of periods, or a predetermined period of time. In another 

embodiment, the near field authentication transceiver logic 214 can transmit the modulated carrier wave 

106 until a stop indication is received from the user. Such indication can come, for example, from the 

input 208 in the form of a button depression, a tap on a screen, a vocal indication, or any other type of 

indication from the user to stop transmission of the modulated carrier wave I 06. 

(0041) In an embodiment, the near field authentication transceiver logic 214 using the biometric data 

input logic 220 can display a user interface on the output 210 when the output 210 is, for example, a 

display screen. The user interface can request the biometric data 402 from the user. For example, the 

user interface can prompt the user for voice input to be newly received by the biometric data input logic 

220 and subsequently the near field authentication transceiver logic 2 I 4 through a microphone input on 

the audio transceiver computing device I 02. A characteristic voice print in digital form may be derived 

from the voice input using technology known in the art. In another example, the user interface can 
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prompt the user for photographic input, such as the user's face or biometric fingerprint using a camera or 

scanning device on the audio transceiving computing device 102. A digital representation of the facial 

image or biometric fingerprint may be derived using technology known in the art. Responsive to 

receiving the biometric data 402, the near field authentication transceiver logic 214 can generate the 

periodic enclosed content message 2 I 6, wherein the content 306 in each period of the periodic enclosed 

content message 216 includes the biometric data ( or a derivation thereof) 402. 

(0042) Referring to FIGS. I and 5, the audio receiving computing device I 04 can be, for example, a 

register, an ATM machine, a kiosk, a mobile phone, a personal digital assistant, a tablet, a laptop, a music 

player, or any other device capable of receiving the modulated carrier wave I 06. As seen in FIG. 5, the 

audio receiving computing device 104 can include, for example one or more microprocessors, which are 

collectively shown as CPU 502. The audio receiving computing device 104 also includes, for example, a 

memory 504, an interconnect 506, an input 508, an output 510, and/or a network access circuitry 512. 

The CPU 502 can retrieve data or instructions from the memory 504 and execute the retrieved 

instructions. The memory 504 can include generally any computer-readable medium including, for 

example, persistent memory such as magnetic or optical disks, ROM, and PROM and volatile memory 

such as RAM. 

[0043) The CPU 502 and the memory 504 are connected to one another through an interconnect 506, 

which is a bus in this illustrative embodiment. The interconnect 506 connects the CPU 502 and the 

memory 504 to the input devices 508, the output devices 510, and the network access circuitry 512. The 

input devices 508 can include, for example, a keyboard, a keypad, a touch-sensitive screen, a mouse, a 

microphone, and/or one or more cameras. The output devices 510 can include, for example, a display -

such as a liquid crystal display (LCD) - or one or more loudspeakers. The network access circuitry 512 

sends and receives data through computer networks such an intranet or the Internet. 

[0044) A number of components of the audio receiving computing device I 04 are stored in the 

memory 504. In particular, a near field authentication receiver logic 514 is part of one or more computer 

processes executed within CPU 502 from memory 504 in this illustrative embodiment, but can also be 

implemented using digital logic circuitry. 

(0045) In an embodiment, the near field authentication receiver logic 514 is executable software 

stored within the memory 504. For example, the near field authentication receiver logic 514 can receive 

signals such as the modulated carrier wave I 06 to verify the authenticity of the audio transceiver 

computing device 102. 

[00461 When the near field authentication receiver logic 514 is executed, it scans a plurality of 

predetermined frequencies to detect a signal using the microphone disclosed as the input 508. In an 

embodiment, the signal is a sound wave. In another embodiment, the microphone may be a specialized 
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band-pass microphone that is mechanically configured or otherwise designed to receive frequencies 

within the range of the predetermined frequencies. Such a microphone may be tuned, for example, to 

receive only ultrasonic frequencies of interest, and attenuate all frequencies outside the desired range. 

Such a microphone may be designed to plug in to the audio receiving computing device I 04 through a 

standard audio input such as TRS or USS. 

(0047] In an embodiment, the near field authentication receiver logic 514 scans each of the frequencies 

in the predetermined frequencies for a predetermined scanning period of time. The predetennined 

scanning period of time at each frequency, TscAN, is equal to at least twice the time T ECM, which is the 

time it takes to transmit each period of the modulated carrier wave representing the enclosed content 

message 302. This ensures that the near field authentication receiver logic 514 has the opportunity to 

receive the complete enclosed content message instead of a partial enclosed content message. 

(0048] That is, the enclosed content message 302 should include the begin indication 304, the content 

306, and the end indication 308. In some embodiments, however, only the begin indication 304 and the 

end indication 308 need be detected by the near field authentication receiver logic 514 in order for the 

near field authentication receiver logic 514 to consider the enclosed content message 302 to be a complete 

enclosed content message. Otherwise, if the enclosed content message 302 is missing, for example, the 

begin indication 304 or the end indication 308, it is not considered a complete enclosed content message, 

and instead is considered a partial enclosed content message. 

[0049] However, the predetermined scanning period of time TscAN may also include an additional 

period of time KEcM to compensate for any delays or lag. Thus, the predetermined scanning period of 

time at each frequency may be represented as TscAN = 2 x T ECM + KEcM• If there are F predetermined 

frequencies, then the minimum amount of time spent scanning the predetermined frequencies, T MIN TOTAL 

SCAN, will be represented by the equation T MIN TOTAL SCAN= F x (TscAN)-

[0050] Since the near field authentication receiver logic 514 wi 11 spend at least a T MIN TOTAL SCAN ti me 

period scanning the predetermined frequencies, the near field authentication transceiver logic 214 should 

transmit the modulated carrier wave for at least a T MIN TOTAL scAN time period. Thus, the amount of time it 

takes to transmit the modulated carrier wave I 06 representing the periodic enclosed content message, 

TPECM, should be equal to or greater than the T MIN TOTAL scAN time period. However, TrECM = N x TEcM­

Therefore, T MIN TOTAL SCAN = N x T ECM• Thus, the total number of enclosed content messages 302 in the 

periodic enclosed content message 2 I 6 (N) is represented by the equation N = T MIN roT11L scAN / T ECM• 

Substituting for T MIN TOTAL SCAN yields N = F x (T SCAN)/ T ECM· We can also replace T SCAN such that we get 

N = [F x (2 x T ECM + KEcM)] / T ECM or more succinctly, N = 2 x F + (F x KEcM) / T ECM· 

[0051 I Thus, at a minimum the number of enclosed content messages (N) should be equal to twice the 

number of frequencies in the frequency period (F) plus some additional number of enclosed content 
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messages with a minimum number of (F x KEcM / T ECM)- For convenience, KEcM may be expressed in 

integral multiples of T ECM, so that N results in an integer value. The additional number of enclosed 

content messages (F x KEcM / T ECM) can be selected to be sufficiently large to allow for any latency in 

execution of the near field authentication receiver I ogic 5 I 4, or switching between frequencies by the near 

field authentication receiver logic 514. 

(0052) Referring back to FIG. 5, responsive to detecting the signal, the near field authentication 

receiver logic 514 can verify that the signal includes at least one enclosed content message. The enclosed 

content message should be a complete enclosed content message, instead of a partial enclosed content 

message. Partial enclosed content messages are discarded. In one embodiment, the near field 

authentication receiver logic 514 can stop scanning the predetermined frequencies once a signal is 

detected, or when the signal is verified to include at least one enclosed content message. 

(0053) In an embodiment, the near field authentication receiver logic 5 I 4 can extract a content from 

the enclosed content message. Such extraction can occur through demodulation, AID conversion, 

decryption, decoding, deciphering, descrambling, or any other methods needed to recover the original 

content so that it is recognizable and useable by the near field authentication receiver logic 514. 

Furthermore, when keys are used for decryption of the content, standard RSA (PKI) keys can be used. 

Key exchanges may occur out-of-band, such as during registration of the audio receiving computing 

device I 04, or built-in to the near field authentication receiver logic 5 I 4. 

[0054) In an embodiment, the near field authentication receiver logic 514 can also compare the 

extracted content to an authorized content 516. The authorized content 516 can include, for example, 

authenticated biometric data or authenticated device identification data, or both. The authenticated 

biometric data and authenticated device identification data can be, respectively, biometric data and device 

identification data that the user of the transceiver computing device I 02 has registered beforehand as 

being authentic. 

(0055] The near field authentication receiver logic 514 can determine if there is a match between the 

extracted content and the authorized content 516 to authenticate the audio transceiver computing device 

102. In FIG. 5, the authorized content 516 is stored in the memory 504. However, the authorized content 

516 could also be kept in other storage devices which have a database or memory accessible by the audio 

receiving computing device 104. In one embodiment, the near field authentication receiver logic 514 can 

stop scanning the predetermined frequencies when the audio transceiver computing device I 02 has been 

authenticated. 

(0056) In an embodiment, when the audio transceiver computing device 102 is authenticated, the near 

field authentication receiver logic 514 can, for example, perform a financial transaction based on the 

content. In such a case, the content can include, for example, financial data such as a credit card number, 
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a bank account number, or other data needed to complete a financial transaction. Of course additional 

functions could also be performed by the near field authentication receiver logic 514 once the audio 

transceiver computing device I 02 is authenticated, such as ticket verification, entry into a restricted area, 

or any other type of function which would require authentication of the audio transceiver computing 

device I 02, its user, or both. 

[0057) Once the near field authentication receiver logic 514 authenticates the audio transceiver 

computing device 102, the near field authentication receiver logic 514 can display or provide a an 

acknowledgement indication that the authentication has occurred. The acknowledgement indication may 

be provided locally by the device I 04, for example, in the form of a visual indication or an audible tone. 

Alternatively or in combination, the acknowledgement indication may also be provided to the user of the 

device I 02 by means of a locally generated audible tone, locally generated visual indication (such as an 

LED illuminating or changing color), or by sending a remote indication to the device I 02 via a network 

link or by means of a sound wave using a free frequency according to the same methods disclosed herein 

for generating and transmitting the enclosed content message. The user of device 102, responsive to 

receiving the indication, may then stop transmission of the modulated carrier wave 106 by manual or 

automatic action. However, if the near field authentication receiver logic 514 fails to authenticate the 

audio transceiver computing device I 02, such as if the content does not match the authorized content 516, 

or if no content was discovered, then the near field authentication receiver logic 514 can display or 

provide some sort of indication to indicate that an authentication failure has occurred. Furthermore, a log 

could be stored indicating the time, location, and/or the content if available. This can help with any 

troubleshooting requests, and/or any investigations of fraud. 

(0058] In one implementation of an acknowledgment indication, the device 104 may scan for a free 

frequency from among the plurality of predetermined frequencies until one is found, or it may transmit 

acknowledgements on a special predetermined frequency that is reserved only for transmitting such 

acknowledgements. In an acknowledgement message so transmitted, device I 04 may include 

acknowledgement content in the form of a special binary code that is recognized by transceiver logic 214 

within device 102 as an acknowledgement signal, and it may also include a device identifier of either or 

both of devices 102 and 104. In such case, device 104 may also include its own device identifier (not 

shown) stored in local memory 504 and recognizable by transceiver logic 214. 

[0059] In an embodiment, a transaction flow diagram 600 as shown in FIG. 6 illustrates a near field 

authentication of sources to an audio receiving computing device 104 using an audio transceiver 

computing device 102. To facilitate appreciation and understanding of the invention, transaction flow 

diagram 600 is described in the context of an illustrative example of a user seeking to purchase a product 
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at a register using his mobile phone. Of course the near field authentication of sources could occur for 

other transactions. 

[0060] In step 602, the audio transceiver computing device 102 scans a plurality of predetermined 

frequencies for a free frequency. For example, the mobile phone through its microphone can scan a 

plurality of predetermined frequencies for a free frequency. 

[0061] In step 604, the audio transceiver computing device I 02 selects the free frequency from the 

plurality of predetermined frequencies. For example, the mobile phone can identify the first free 

frequency it scans that has no discemable signal, or that has no signal strength that satisfies a minimum 

amplitude threshold, or that otherwise meets a pre-established criteria for being a free frequency. 

[0062] In step 606, the audio transceiver computing device 102 generates a periodic enclosed content 

message. For example, the mobile phone can generate the periodic enclosed content message by 

representing one or more of user biometric data, device identification data, and the user's credit card 

information in binary form. 

[0063] In step 608, the audio transceiver computing device I 02 generates a modulated carrier wave 

representing the periodic enclosed content message. For example, the mobile phone can generate a 

carrier wave and modulate the carrier wave using the periodic enclosed content message. Amplitude, 

frequency, or phase modulation may be used. 

[0064) In step 610, the audio transceiver computing device I 02 transmits the modulated carrier wave 

at the free frequency. For example, the mobile phone can transmit the modulated carrier wave at the free 

frequency through its output speaker in a directional or omnidirectional broadcast. 

[0065) Thus, the user need not use a credit card to purchase the product. Instead, the user can use a 

device such as a mobile phone that can store credit card information. Furthermore, the mobile phone 

need not have its physical components modified with expensive equipment, but can use the speaker 

already included in the mobile phone. Thus, the user can complete the transaction using sound waves. In 

addition, the mobile phone need not be adjacent the register. Therefore, the user does not need to extend 

his arm to place the mobile phone adjacent the register, but instead can safely hold the mobile phone in a 

more comfortable and secure position. Furthermore, the user can also simultaneously perform other 

actions on the phone while the transaction is occurring, which would not be possible if the user had to 

extend his arm to place the phone adjacent the register. Should any issues arise in the transaction, the 

user can more easily troubleshoot the issue because the user is able to manipulate the mobile phone. 

[0066] In an embodiment, a transaction flow diagram 700 as shown in FIG. 7 illustrates additional 

steps to the transactional flow diagram 600 (FIG. 6), in which there is a near field authentication of 

sources associated with an audio transceiver computing device I 02 by an audio receiving computing 

device 104. 
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[0067] In step 702, a user interface is displayed on the audio transceiver computing device 102 

requesting biometric data from the user. For example, a user interface can be displayed on a screen of the 

mobile phone. The user interface can request the biometric data such as a voice recording of the user, to 

be received by means of biometric data input logic operating within the mobile phone when the user 

speaks a requested word or phrase into a microphone on the mobile phone. 

[0068) In step 704, responsive to receiving the biometric data, the audio transceiver computing device 

102 generates the periodic enclosed content message, wherein the content in each period of the periodic 

enclosed content message includes the biometric data. For example, responsive to receiving voice data 

corresponding to a voice of the user, near field authentication transceiver logic operating within the 

mobile phone generates the periodic enclosed content message, wherein the content in each period of the 

periodic enclosed content message includes a digital representation of the voice data corresponding to the 

voice of the user. 

[0069] In an embodiment, a transaction flow diagram 800 as shown in FIG. 8 illustrates a near field 

authentication of sources using a microphone input of an audio receiving computing device 104. To 

facilitate appreciation and understanding of the invention, transaction flow diagram 800 is described in 

the context of an illustrative example of a seller seeking to sell a product at a register to a user 

transmitting financial data using his mobile phone. Of course the near field authentication of sources 

could occur for other transactions. 

[0070] In step 802, the audio receiving computing device 104 scans a plurality of predetermined 

frequencies using a microphone input to detect a signal. For example, the register scans a plurality of 

predetermined frequencies to detect a signal using a microphone input of the register. The predetermined 

frequencies can be, for example, a set of known frequencies in which the mobile phone will be 

transmitting the periodic enclosed content message. Also, step 802 may commence automatically 

responsive to the audio receiving computing device 104 being powered on. Scanning may occur 

continuously, that is, the audio receiving computing device may scan all predetermined frequencies in 

some sequence, such that each frequency is scanned for a period TscAN, and that each pass across all 

scanned frequencies F requires a scanning period of F x (T SCAN)- When all frequencies are scanned, the 

scanning may be repeated, and scanning in this manner may repeat indefinitely, to allow audio receiving 

computing device I 04 to listen continuously for enclosed content messages. 

(0071] In step 804, responsive to detecting the signal, the audio receiving computing device 104 

verifies that the signal includes at least one enclosed content message. For example, responsive to 

detecting the signal, a near field authentication receiver logic in the register checks to ensure that there is 

a beginning indication and an ending indication in the signal to verify that the signal includes at least one 
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enclosed content message. Any signal which does not include both the begin indication and the end 

indication will be discarded. 

[0072) In step 806, the audio receiving computing device I 04 extracts a content from the enclosed 

content message. For example, the near field authentication receiver logic in the register extracts the 

content from the enclosed content message. The content can include, for example, biometric data of the 

user, device identification data of the mobile phone, and the user's financial account information. Thus, 

the content can include the user's voice data, the device fingerprint of the mobile phone, and the user's 

credit card number. 

[0073] In an embodiment, a transaction flow diagram 900 as shown in FIG. 9 illustrates additional 

steps to the transactional flow diagram 800 (FIG. 8), to enhance near field authentication of sources using 

a microphone input of an audio receiving computing device I 04. 

[0074] In step 902, the audio receiving computing device 104 compares the extracted content to 

authorized content to authenticate a transceiver computing device I 02 that transmitted the enclosed 

content message. For example, the near field authentication receiver logic in the register compares the 

extracted content to authorized content to authenticate the mobile phone that transmitted the enclosed 

content message. For example, the register can compare the user's voice data and the device fingerprint 

of the mobile phone to authenticated versions of the user's voice data and the device fingerprint of the 

mobile phone to authenticate the user or the mobile phone, or both. 

[0075) In step 904, the audio receiving computing device I 04 performs a financial transaction based 

on the enclosed content message when the transceiver computing device 102 is authenticated. For 

example, the register debits the user's financial account based on the enclosed content message when the 

user or the mobile phone, or both, are authenticated. Thus, the register can debit the user's financial 

account using the credit card number when the user or the mobile phone, or both, are authenticated. 

[0076) Thus, to perform a transaction, the register need not be modified with expensive equipment. 

Instead, a relatively inexpensive microphone can be added to allow the register to perform the transaction 

using sound waves. 

[0077] In an embodiment, the near field authentication of sources using audio waves can be used in 

conjunction with a more conventional online transaction to provide enhanced security for transactions, 

such as payments and electronic or personal access to confidential files or secure locations. In other 

words, near field authentication according to the invention may provide an additional layer of security 

during a more complex authentication procedure. For example, a transaction may be initiated by a user of 

a mobile device using an on-line log-in procedure in a first phase of authentication. If the first phase of 

authentication procedure is successful, the authenticating authority may require a second phase of 

authentication using a near-field authentication technique described herein to complete the procedure. 
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(0078) In another example, where secure information is large or requires additional security, it may 

be stored at a remote location from the audio transceiver computing device. Once multiples layers of 

authentication have occurred for the user or the audio transceiver computing device, or both, the audio 

receiver computing device can directly access, indirectly access, or receive the secure information 

from the remote location. Of course, such examples are only exemplary and are non-limiting as the 

quantity, manner, and amount of information stored remotely from the audio transceiver computing 

device can be varied as desired. This can also vary how the near field authentication of sources using 

audio waves can be used in conjunction with the conventional online transaction. 

(0079) Exemplary embodiments of the invention have been disclosed in an illustrative style. 

Accordingly, the terminology employed throughout should be read in an exemplary rather than a 

limiting manner. Although minor modifications to the teachings herein will occur to those well versed 

in the art, it shall be understood that what is intended to be circumscribed within the scope of the 

patent warranted hereon are all such embodiments that reasonably fall within the scope of the 

advancement to the art hereby contributed, and that that scope shall not be restricted, except in light of 

the appended claims and their equivalents. 

(0080) The reference to any prior art in this specification is not, and should not be taken as, an 

acknowledgement of any form of suggestion that such prior art forms part of the common general 

knowledge. 

(0081) It will be understood that the term "comprise" and any of its derivatives (eg. comprises, 

comprising) as used in this specification is to be taken to be inclusive of features to which it refers, and 

is not meant to exclude the presence of any additional features unless otherwise stated or implied. 
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 

l. A method for near field authentication of a source, the source using an audio transceiver 

computing device comprising: 

scanning a plurality of predetermined frequencies for a free frequency; 

selecting the free frequency from the plurality of predetermined frequencies; 

generating a periodic enclosed content message; 

generating a modulated carrier wave representing the periodic enclosed content message; and 

transmitting the modulated carrier wave at the free frequency~ 

wherein each period of the periodic enclosed content message includes a begin indication, a 

content, and an end indication; and 

wherein the content includes at least one of biometric data, or device identification data. 

2. The method of claim I further comprising: 

displaying a user interface on the audio transceiver computing device requesting the biometric 

data from a user; and 

responsive to receiving the biometric data, generating the periodic enclosed content message, 

wherein the content in each period of the periodic enclosed content message includes the biometric data. 

3. The method of claim l or 2, wherein the transmitting step further comprises transmitting the 

modulated carrier wave for a predetermined number of periods, or a predetermined period of time. 

4. The method of claim 1 or 2, wherein the transmitting step further comprises transmitting the 

modulated carrier wave until a stop indication is received from a user. 

5. The method of any one of claims l to 4 wherein the modulated carrier wave comprises a sound 

wave. 
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0 
N protection against eavesdropping and can be vulnerable to data modifications. Needless to say, this is -::I undesirable for financial transactions and other confidential communications. 
~ 
~ (00051 Thus, there is a need for improved technology for effecting near field communications. 

0 

SUMMARY 

[0006] The present invention provides a method for source authentication in network communications. 

A source such as a mobile computing device transmits an authentication request by executing the 

following salient steps using an audio transceiver: scanning a plurality of predetermined frequencies for a 

free frequency, selecting the free frequency from the plurality of predetermined frequencies, generating a 

periodic enclosed content message, encoding a carrier wave with the periodic enclosed content message, 

and transmitting the modulated carrier wave at the free frequency. The audio transceiver, in one example, 

may be a mobile phone having both a speaker and a microphone. 

[0007) The periodic enclosed content message includes an enclosed content message at each period. 

The enclosed content message comprises a beginning indication, a content, and an ending indication. The 

beginning indication indicates when the enclosed content message begins, while the ending indication 

indicates when the enclosed content ends. This allows for verification that the enclosed content message 
5 

is completely instead of partially received. Furthermore, the content~ includ1 biometric data or device )o 

identification data, or both, which can be used to authenticate the user or the mobile computing device. 

Furthermore, the content may also include financial information for the user, or other data which might be 

used for gaining access to a secure network for facilitating a transaction once the user or the mobile 

computing device, or both, have been authenticated. 

[0008) In ano~her embodiment, the present inveo.ti.9.o.iucludes-a..cGmpHter~readabie-mt~falin 

) associatioii'wifh an audio transceiving computing device that includes one or m~,ptocessors and a 

memory, the computer readable medium including instructions configured to causfthe audio transceiving 

computing device, by execution of the instructions in the one or more ~sors from the memory, to 

request authentication by executing the salient steps. 

[0009) In another embodiment, the present invention · · udes a mobile computer system including at 

least one processor, a computer readable operatively coupled to the processor, and a 

transmission logic that (i) executes in t rocessor from the computer readable medium and (ii) when 

e mobile computer system to request authentication by executing the 

salient steps. 

[0010) n 10n also provides a method for receiving an authentication request using an audio or 

· nput of a r~.f~_ixing. computing· device· by-executing·th~fo Howi-Rg--.secon.dset of sal !.~nj_~teps: ..&------··-
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scanning a plurality of predetermined frequencies to detect a sig-;,al-us,rig.the micropnone·input,ver.if~, 

responsive to detecting the signal, that the signal includes at least one enclosed content message, anp 

extracting a content from the enclosed content message. __...../ .~ 
(0011] Another embodiment of the invention comprises a computer readable medium useful in ,.,,.... 

association with an audio receiving computing device that includes one or more,-p~ssors, an audio or 

microphone input, and a memory, the computer readable medium in~ludi~puter instructions which 

are configured to cause the audio receiving computing de':,ice;"~ecution of the computer instructions 

in the one or more processors from the memory, t0~e an authentication request by execution of the 
_:,y 

second set of salient steps. _/ 

(0012] In another embodime.9t~esent invention is a computer system including at least one 
/ 

processor, an audio i~thaf is operatively coupled to the processor, a computer readable medium that is 

operatively coupled-to the processor, and a near field authentication receiver logic that (i) executes in the 

processor fro~e computer readable medium and (ii) when executed by the processor causes the 

comput ~stem to receive an authentication request via the audio input by execution of the second set of 

sali~~~t,----------------------------------

[0013] In. ~ri--;~b~;;ent, the near fiel[authenticatlortof0'~r~.~..JJ.filng.;audio waves can be used in 
-- ____ ,r •-

conjunction with a conventional onU,n..e,tFansacfioo to provide enhanced security for transactions, such as ~--
payments ~n~Lelectronic'or p~;sonal access to confidential files or secure locatLQns.--· --~ ---------- ·------ -

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] Other systems, methods, features and advantages of the invention will be or will become 

apparent to one with skill in the art upon examination of the following figures and detailed description. It 

is intended that all such additional systems, methods, features and advantages be included within this 

description, be within the scope of the invention, and be protected by the accompanying claims. 

Component parts shown in the drawings are not necessarily to scale, and may be exaggerated to better 

illustrate the important features of the invention. In the drawings, like reference numerals may designate 

like parts throughout the different views, wherein: 

[0015] FIG. l is a block diagram showing an audio transceiving computing device transmitting data to 

an audio receiving computing device in accordance with one embodiment of the present invention. 

(0016] FIG. 2 is a block diagram showing functional components that make up an audio transceiving 

computing device according to an embodiment of the present invention. 

[0017] FIG. 3 depicts a periodic enclosed content message according to an embodiment of the present 

invention. 
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[0078] In another example, where secure information is large or requires additional security, it may be 

stored at a remote location from the audio transceiver computing device. Once multiples layers of 

authentication have occurred for the user or the audio transceiver computing device, or both, the audio 

receiver computing device can directly access, indirectly access, or receive the secure information from 

the remote location. Of course, such examples are only exemplary and are non-limiting as the quantity, 

manner, and amount of information stored remotely from the audio transceiver computing device can be 

varied as desired. This can also vary how the near field authentication of sources using audio waves can 

be used in conjunction with the conventional online transaction. 

(0079] Exemplary embodiments of the invention have been disclosed in an illustrative style. 

Accordingly, the terminology employed throughout should be read in an exemplary rather than a limiting 

manner. Although minor modifications to the teachings herein will occur to those well versed in the art, it 

shall be understood that what is intended to be circumscribed within the scope of the patent warranted 

hereon are all such embodiments that reasonably fall within the scope of the advancement to the art 

hereby contributed, and that that scope shall not be restricted, except in light of the appended claims and 

their equivalents. 

This data, for application number 2012100462, is current as of 2012-12-28 22:09 AEST 

Page 87 of 860



18 

CLAIMS: 

1. A method for near field authentication of sources using an audio transceiver co 

comprising: 

scanning a plurality of predetermined frequencies for a free frequency; 

selecting the free frequency from the plurality of predetermined frequenc· 

generating a periodic enclosed content message; 

generating a modulated carrier wave representing the periodic enclo ed content message; and 

transmitting the modulated carrier wave at the free frequency. 

2. The method of claim I wherein each period of the periodic nclosed content message includes a 

begin indication, a content, and an end indication. 

3. The method of claim 2 wherein the content inclu es at least one of biometric data, or device 

identification data. 

4. The method of claim 3 further comprising 

displaying a user interface on the zudi transceiver computing device requesting the biometric 

data from a user; and 

responsive to receiving the biom ric data, generating the periodic enclosed content message, 

wherein the content in each period of th periodic enclosed content message includes the biometric data. 

5. The method of claim 1 transmitting step further comprises transmitting the 

) modulated carrier wave for a pre etennined number of periods, or a predetermined period of time. 

6. transmitting step further comprises transmitting the 

modulated carrier wave u ti) a stop indication is received from a user. 

7. The method f claim l wherein the modulated carrier wave comprises a sound wave. 

8. ter readable medium useful in association with an audio transceiver computing device 

one or more processors and a memory, the computer readable medium including computer 

instructioR which are configured to cause the audio transceiver computing device, by execution of the 
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computer instructions in the one or more processors from the memory, to implement ne 

authentication of sources by: 

scanning a plurality of predetermined frequencies for a free frequency; 

selecting the free frequency from the plurality of predetermined frequen/ ; 

generating a periodic enclosed content message; / 

generating a modulated carrier wave representing the periodic en71o ed content message; 

and 

transmitting the modulated carrier wave at the free frequency. 

9. The computer readable medium of claim 8 wherein each period o the periodic enclosed content 

message includes a begin indication, a content, and an end indication. 

10. The computer readable medium of claim 9 wherein the co11tlt includes at least one of biometric 

data, or device identification data. ,/ 
/ 

I 

11. The computer readable medium of claim 10 whe1/e'in the near field authentication of sources 

further comprises: / 

displaying a user interface on the audio transceiver computing device requesting the biometric 

data from a user; and / 

responsive to receiving the biometric data, generating the periodic enclosed content message, 

wherein the content in each period of the perio,/enclosed content message includes the biometric data. 

12. The computer readable medium /._claim 8 wherein the transmitting step further comprises 

transmitting the modulated carrier wave for a predetermined number of periods, or a predetermined 

period of time. 

13. The computer readable edium of claim 8 wherein the transmitting step further comprises 

transmitting the modulated carr· r wave until a stop indication is received from a user. 

14. ble medium of claim 8 wherein the modulated carrier wave comprises a 

sound wave. 

15. puter system comprising: 
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a computer readable medium that is operatively coupled to the processor; and 

a near field authentication transceiver logic that (i) executes in the processor 'm the computer 

readable medium and (ii) when executed by the processor causes the mobile c9mputer system to 

implement near field authentication of sources by: / 

and 

scanning a plurality of predetermined frequencies for a free fre1ency; 

selecting the free frequency from the plurality of predeterm7in cl frequencies; 

generating a periodic enclosed content message; 

generating a modulated carrier wave representing thef die enclosed content message; 

transmitting the modulated carrier wave at the fr7quency. 

16. The system of claim 15 wherein each period of the periodic enclosed content message includes a 

begin indication, a content, and an end indication. / 

17. The system of claim 16 wherein the content in/iudes at least one of biometric data, or device 

identification data. I 
II 

J 
18. The system of claim 17 wherein the near/field authentication transceiver logic further causes the 

mobile computer system to implement near field~uthentication of sources by: 
I 

displaying a user interface on the mdbile computer system requesting the biometric data from a 

user; and / 

responsive to receiving the biometric data, generating the periodic enclosed content message, 

wherein the content in each period of/e periodic enclosed content message includes the biometric data. 

I 
19. The system of claim /5 wherein the transmitting step further comprises transmitting the 

modulated carrier wave for 7edeterm i ned number of periods, or a predetermined period of ti me. 

20. The system of yaim 15 wherein the transmitting step further comprises transmitting the 

modulated carrier wzntil a stop indication is received from a user. 

21. The sys7of claim 15 wherein the modulated carrier wave comprises a sound wave. 

22. i:g :;z:od for near field authentication of sources using a microphone input of a receiving 

comput/ ice comprising: 
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scanning a plurality of predetennined frequencies to detect a signal using the micropho 

verifying, responsive to detecting the signal, that the signal includes at least one en 

message; and 

extracting a content from the enclosed content message. 

23. The method of claim 22 wherein the enclosed content message includ a begin indication, the 

content, and an end indication. 

24. The method of claim 23 wherein the content includes at least , ne of biometric data. or device 

identification data. 

f 

25. The method of claim 22 further comprising comparing th/extracted content to authorized content 

to authenticate a transceiver computing device that transmitted1te enclosed content message. 

I 
26. The method of claim 25 further comprising J/rforrning a financial transaction based on the 

enclosed content message when the transceiver comput:ing device is authenticated. 

27. The method of claim 22 wherein the sila sound wave. 

28. A computer readable medium usef/i in association with an audio receiving computing device 

which includes one or more processor" microphone input, and a memory, the compute,- ceadable 

medium including computer instructi/.s which are configured to cause the audio transceiver computing 

device, by execution of the comp/~ instructions in the one or more processors from the memory, to 

implement near field authenticat/n of sources by: 

scanning a plurality o/redetennined frequencies to detect a signal using the microphone input; 

verifying, responsivy- to detecting the signal, that the signal includes at least one enclosed content 

message; and / 

extracting a confent from the enclosed content message. 

29. The comHireadable medium of claim 28 wherein the enclosed content message includes a 

begin indicate content, and an end indication. 

30. The·computer readable medium of claim 29 wherein the content includes at least one of biometric 

data, or~ice identification data. 
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computing device that transmitted the enclosed content message. 

32. The computer readable medium of claim 31 wherein the near field at entication of sources 

further comprises performing a financial transaction based on the enclosed c6ntent message when the 

transceiver computing device is authenticated. / 

33. The computer readable medium of claim 28 wherein the signal ./.sound wave. 

34. A computer system comprising: 

at least one processor; 

a microphone input that is operatively coupled to the,processor; 

a computer readable medium that is operatively co4led to the processor; and 

a near field authentication receiver logic thati~) executes in the processor from the computer 

readable medium and (ii) when executed by the proefssor causes the computer system to implement near 
I 

field authentication of sources by: /' 

scanning a plurality of predetepnined frequencies to detect a signal using the microphone 

input; / 
I 

verifying, responsive to defecting the signal, that the signal includes at least one enclosed 

content message; and /;/ 

extract;ng a conte/,om the enclosed content message. 

35. The system of cla::;wherein the enclosed content message includes a begin indication, the 

content, and an end ;nd;cat7_ - . 

36. The system7f cl ·1m 35 wherein the content includes at least one of biometric data, or device 

identification data. 

37. The syste of claim 34 wherein the near field authentication receiver logic further causes the 

computer syste to implement near field authentication of sources by comparing the extracted content to 

message. 
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38. ....,'"fnes'ystem of claim 37 wherein the near field authentication receiver b.grc further causes the ,___. 
computer system to implement near field authentication of sour9es··byperforming a financial transaction --· based on the enclosed content message when theAransceiver computing device is authenticated. 

~-~_,,,,,.. 
_,.,,.; 

39. erei~h~ signal is a sound wave. 

-- ------·---------

) 
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protection against eavesdropping and can be vulnerable to data modifications. Needless to say, this is 

undesirable for financial transactions and other confidential communications. 

(0005) Thus, there is a need for improved technology for effecting near field communications. 

SUMMARY 

(0006) The present invention provides a method for source authentication in network 

communications. A source such as a mobile computing device transmits an authentication request by 

executing the following salient steps using an audio transceiver: scanning a plurality of predetermined 

frequencies for a free frequency, selecting the free frequency from the plurality of predetermined 

frequencies, generating a periodic enclosed content message, encoding a carrier wave with the 

periodic enclosed content message, and transmitting the modulated carrier wave at the free frequency. 

The audio transceiver, in one example, may be a mobile phone having both a speaker and a 

microphone. 

(00071 The periodic enclosed content message includes an enclosed content message at each period. 

The enclosed content message comprises a beginning indication, a content, and an ending indication. 

The beginning indication indicates when the enclosed content message begins, while the ending 

indication indicates when the enclosed content ends. This allows for verification that the enclosed 

content message is completely instead of partially received. Furthermore, the content includes 

biometric data or device identification data, or both, which can be used to authenticate the user or the 

mobile computing device. Furthermore, the content may also include financial information for the 

user, or other data which might be used for gaining access to a secure network for facilitating a 

transaction once the user or the mobile computing device, or both, have been authenticated. 

[0008) In another form, the method further comprises displaying a user interface on the audio 

transceiver computing device requesting the biometric data from a user; and 

responsive to receiving the biometric data, generating the periodic enclosed content message, 

wherein the content in each period of the periodic enclosed content message includes the biometric 

data. 

(00091 In another form, the transmitting step further comprises transmitting the modulated carrier 

wave for a predetermined number of periods, or a predetermined period of time. 

[0010) In another form, the transmitting step further comprises transmitting the modulated carrier 

wave until a stop indication is received from a user. 

[001 I) In another form, the modulated carrier wave comprises a sound wave. 

Paragraphs (0012) and 10013) have been intentionally deleted. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

10014} Other systems, methods, features and advantages of the invention will be or will become 

apparent to one with skill in the art upon examination of the following figures and detailed 

description. It is intended that all such additional systems, methods, features and advantages be 

included within this description, be within the scope of the invention, and be protected by the 

accompanying claims. Component parts shown in the drawings are not necessarily to scale, and may 

be exaggerated to better illustrate the important features of the invention. In the drawings, like 

reference numerals may designate like parts throughout the different views, wherein: 

100151 FIG. 1 is a block diagram showing an audio transceiving computing device transmitting data 

to an audio receiving computing device in accordance with one embodiment of the present invention. 

10016) FIG. 2 is a block diagram showing functional components that make up an audio transceiving 

computing device according to an embodiment of the present invention. 

(0017) FIG. 3 depicts a periodic enclosed content message according to an embodiment of the present 

invention. 
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(0078) In another example, where secure information is large or requires additional security, it may 

be stored at a remote location from the audio transceiver computing device. Once multiples layers of 

authentication have occurred for the user or the audio transceiver computing device, or both, the audio 

receiver computing device can directly access, indirectly access, or receive the secure information 

from the remote location. Of course, such examples are only exemplary and are non-limiting as the 

quantity, manner, and amount of information stored remotely from the audio transceiver computing 

device can be varied as desired. This can also vary how the near field authentication of sources using 

audio waves can be used in conjunction with the conventional online transaction. 

(0079) Exemplary embodiments of the invention have been disclosed in an illustrative style. 

Accordingly, the terminology employed throughout should be read in an exemplary rather than a 

limiting manner. Although minor modifications to the teachings herein will occur to those well versed 

in the art, it shall be understood that what is intended to be circumscribed within the scope of the 

patent warranted hereon are all such embodiments that reasonably fall within the scope of the 

advancement to the art hereby contributed, and that that scope shall not be restricted, except in light of 

the appended claims and their equivalents. 

(0080) The reference to any prior art in this specification is not, and should not be taken as, an 

acknowledgement of any form of suggestion that such prior art forms part of the common general 

knowledge. 

(0081) It will be understood that the tenn "comprise" and any of its derivatives (eg. comprises, 

comprising) as used in this specification is to be taken to be inclusive of features to which it refers, and 

is not meant to exclude the presence of any additional features unless otherwise stated or implied. 
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 

I. A method for near field authentication of sources using an audio transceiver computing 

device comprising: 

scanning a plurality of predetermined frequencies for a free frequency; 

selecting the free frequency from the plurality of predetermined frequencies; 

generating a periodic enclosed content message; 

generating a modulated carrier wave representing the periodic enclosed content message; 

and 

transmitting the modulated carrier wave at the free frequency; 

wherein each period of the periodic enclosed content message includes a begin 

indication, a content, and an end indication; and 

wherein the content includes at least one of biometric data, or device identification data. 

2. The method of claim I further comprising: 

displaying a user interface on the audio transceiver computing device requesting the 

biometric data from a user; and 

responsive to receiving the biometric data, generating the periodic enclosed content 

message, wherein the content in each period of the periodic enclosed content message includes 

the biometric data. 

3. The method of claim I or 2, wherein the transmitting step further comprises transmitting 

the modulated carrier wave for a predetermined number of periods, or a predetermined period of 

time. 

4. The method of claim I or 2, wherein the transmitting step further comprises transmitting 

the modulated carrier wave until a stop indication is received from a user. 

5. The method of any one of claims I to 4 wherein the modulated carrier wave comprises a 

sound wave. 

This data, for application number 2012100462, is current as of 2012-12-28 22:09 AEST 

Page 97 of 860



United States Patent c191 

Nukui 

[54] CX>MPlITER NETWORK CAPABLE OF 
ACCESSING FlLE REMOTELY BETWEEN 
CX>MPlITER SYSTEMS 

[75] Inventor: Hanuai Nakai, Kanagawa, Japan 

[73] AMignec: Kabuhlld Kaisha TOlhlba, 
Kanagawa, Japan 

(21] Appl. No.: 762,456 

[22] Filed: Sep. 19, 1991 

(30] Foreign Application Priority Data 

Sep. 21, 1990 [JP] Japan .•....•.........•...•..........•.. 2-252864 

[51] Int. 0.5 •••••••••••••••••••••••• H04L 9/00; G06F 12/14 
[52] U.S. a ......................................... 395/600; 380/4; 

380/25; 364/286.5; 364/222.5; 364/242.94; 
364/DIG. I 

[58) Field of Search ............... 395n25, 575, 425, 200, 

(56] 

395/325, 600; 380/4, 25, 49, 23; 235/380, 382; 
340/825.31, 825.34; 379/95 

References Cited 

U.S. PATENT DOCUMENTS 

4,135,240 1/1979 Ritchie ................................ 364/200 
4,218,738 8/1980 Matyas ct al ........................ 364/200 
4,531,023 7/1985 Levine ................................ 179/2 R 
4,825,354 4/1989 Agrawal ct al ..................... 364/200 
4,962,449 10/1990 Schlesinger ......................... 364/200 
!1,012,!115 4/1991 McVitic ................................ 380/49 
5,032,979 7/1991 Hecht ct al. ........................ 364/200 
5,0!10,207 9/1991 Hitchcock ............................. 379/96 
!l,060,263 10/1991 Bosen et al ........................... 380/25 
!1,101,373 3/1992 Tanioka ct al ...................... 364/900 
5,133,053 7/1992 Johnson ct al ...................... 395/200 

OTHER PUBLICATIONS 

R. Reinauer, "UNIX System V. 3 Remote File Sharing 
Capabilities and AdministTation", Unisphere, Sep. 1986 
pp. 64-69. 
A. Osadzinski, ••Remote File Access", Systems Interna­
tional (Jul. 1986), vol. 14, No. 7, pp. 51 & 54, Network­
ing. 
D. M. Ncssett, .. Factors Affecting Distributed System 
Security", Lawrence Livermore National Laboratory, 
Livermore, CA 94550, Proceedings of the 1986 IEEE 

I Riil 11111111111111111111111111 lllll lllll 111111111111111111111111111111111 
USOOS239648A 

[11] Patent Number: 5,239,648 
[45] Date of Patent: Aug. 24, 1993 

Symposium on Security and Pri-,acy, Apr. 7-9, 1986, 
Oak1and, California, pp. 204-222. 
Paul A. Karger, ~•Authentication and Discretionary 
Access Control in Computer Networks", 8246 Comput­
ers 4 Security J (1986) Dec., No. 4, Amsterdam, The 
Netherlands. pp. 31~324. 
Ching-Yi Wang et al., .. Access Control in a Heteroge­
neous Distributed Database Management System", 
Sixth Symposium on Reliability in Distributed Software 
and Database Systems, pp. 84-92. 

Primary Examiner-Michael R. Fleming 
Assistant Examiner-Gopal C. Ray 
Attorney, Agent, or Finn-Finnegan, Henderson, 
Farabow, Garrett & Dunner 

(57) ABSTRACT 

Each computeT system of the computer network ac­
cording to the present invention has a management 
information storage portion for storing information 
with respect to an access authority in accordance with 
an owner ID and a conversion rule storage portion for 
storing a rule for converting the formats of a useT ID 
and an access authority. Each computer system adds a 
machine ID to a user ID and sends the resultant ID to 
another computer system when a rCJl!0lc access request 
is issued. In addition, the computer system determines 
whether or not the formats of the user ID and the access 
authority being received accord with those of a locaJ 
computer system when a remote access is accepted. The 
computeT system converts the formats of the user ID 
and the access authority being received into those of the 
local computer system in accordance with a predeter­
mined conversion rule when the formats of the locaJ 
computer system are not matched with those on the 
remote computer system. Thereafter,· the computer 
system compares the user ID and the access authority 
whose formats have been converted with information of 
the access authority stored in the access authority stor­
age portion and determines whether or not to execute 
the remote access. 

12 Claims, 6 Drawina Sheets 
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FIG. 2 
(ROOT) 

dl d2 dn 

~~A 
dl 1 d12 d1 n dnn 

~ 
FIG. 3 

COMPUTER SYSTEM A COMPUTER SYSTEM B 

(ROOT) (ROOT) 

dl d2 ············ dn _. 
, .. , 
,, f .. 
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/ .. \ 
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FIG. 4 

~R-TY READ WRITE EXECUTE MOVE DELETE 

OWNER 0 0 0 0 0 PERSONAL 

OWNER GROUP - 0 - 0 0 

OTHER - 0 - - -

0 REPRESENTS PRESENCE OF AUTHORITY. 

FIG. 5 

~ READ WRITE EXECUTE MOVE DELETE 

READ 0 - - - -

WRITE - 0 - 0 0 

EXECUTE - - 0 - -
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FIG. 6 

START 

ADD MACHINE ID TO 
USER ID 

SEND ID TO ANOTHER 
COMPUTER SYSTEM 

RECEIVE RESPONSE 

END 
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FIG. 8 

START 

RECEIVE USER ID 

DETERMINE MACHINE 
ID BY USING USER ID 

DETERMINE FORMAT 
BY USING MACHINE ID 

CONVERT USER ID AND 
ACCESS AUTHORITY BY 
USING CONVERSION RULE 

DETERMINE VALIDITY 
OF FILE ACCESS 

END 

801 

802 

803 

YES 

805 

806 
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COMPUTER NEIWORK CAPABLE OF 
ACCESSING F1LE REMOTELY BE'IWEEN 

COMPUI'ER SYSTEMS 

BACKGROUND OF THE INVENTION 

l. Field of the Invention 

5 

the access request side differ from those on the access 
accept side, remote files can be validly accessed. 

BRIEF DESCRIPTION OF ORA WINGS 

FIG. 1 is a block diagram showing an overall con­
struction of a computer network of an embodiment 
according to the present invention; 

The present invention relates to a computer network 
for connecting a plurality of computer systems through 
• communication medium and a method of eccasing 
files thereof. 

FIG. l is a schema showing a tree construction of a 
file group that a computer system has; 

IO FIG. 3 is a schema describing relations of file groups 
that two computer systems have; 

2. Description of the Related Art 
Thus far, there bas been a computer network where 

the user of a computer system can remotely access a file 
that another computer system has without necessity of a 
complicated log-on procedure. 

FIG. 4 is a table outlining information with respect to 
. access authority; 

15 
Fig. 5 is a table outlining a convcnion rule; 
FIG. 6 is a flow chart showing a flow of a process for 

issuing an access request; 
The file access in such a computer network is per­

formed under condition that a user ID and an access 
authority on the request side are matched with those on 
the accept side. 20 

However, when the computer type on the request 
side differs from that on the accept side, because of 
differences of the formats of the user ID and the access 
authority, the computer system on the access accept 
side may not correctly determine the validity of an 25 
access request from the computer system on the access 
request side. In this case, the computer system on the 
request side has to perform a particular procedure so as 
to validly access a file that the computer system on the 
accept side has. Thus, the advantage of the remote 30 
access is lost. 

SUMMARY OF THE INVENTION 

Therefore, an object of the present invention is to 
provide a computer network for validly performing a 35 
remote access of files even if the formats of the user ID 
and the access authority on the access request side differ 
from those on the access accept side. 

To accomplish such an object, the computer network 
according to the present invention comprises a com- 40 
puter network connected with a plurality of computer 
systems through a communication medium for access­
ing files that the plurality of computer systems have 
from all of the plurality of computer systems, each of 
the plurality of computer systems comprising access •s 
authority information storage means for storing infor­
mation with respect to an access authority in accor­
dance with an owner ID, means for adding a machine 
ID to a user ID and for sending the resultant ID to 
another computer system of the plurality of computer 50 
systems when a remote access request is issued, means 
for determining whether or not the formats of the user 
ID and the access authority being received accord with 
those of a local computer system of the plurality of 
computer systems when a remote access is accepted, SS 
means for converting the formats of the user ID and the 
access authority being received into those of the local 
computer system of the plurality of computer systems in 
accordance with a predetermined conversion rule when 
the formats of the local computer system are not 60 
matched with. those on the remote computer system, 
and means for comparing the user ID and the access 
authority whose formats have been converted with 
information of the access authority stored in the access 
authority storage means and for determining whether 65 
or not to execute the remote access. 

Thereby, according to the present invention, even if 
the formats of the user ID and the access authority on 

FIG. 7 is a flow chart showing a flow of a process for 
determining the validity of a file accea; and 

FIG. 8 is a flow chart showing a ftow of a process 
performed when a remote access request is accepted. 

DESCRIPTION OF PREFERRED EMBODIMENT 

FIG. 1 is a block diagram showing an overall con­
struction of a computer network of an embodiment 
according to the present invention. 

In the FIGURE, reference numeral 10 is a communi­
cation medium. Reference numerals 20, 30, and "8 are 
computer systems which are connected each other 
through the communication medium 10. The computer 
system 20, 30, 40 is connected with a file storage portion 
21, 31, 41 for storing a plurality of files, a management 
information storage portion ll, 32, 41 for storing infor­
mation necessary for managing a file access, a conver­
sion rule storage portion .23, 33, 43 for storing a conver­
sion rule for compensating differences of the formats of 
a user ID and an access authority in accordance with a 
computer type, and a keyboard/CRT 24, 34, 44. 

The lll8Dagement information storage portion ll, 32, 
42 stores a path to each me stored in the me storage 
portion 21, 31, 41. A file group stored in the file storage 
portion 11, 31, 41 is identified by a path which is routed 
from .. ROOT" disposed at the top of the tree construc­
tion to a directory d. Th~ the path to a file fl is repre­
sented with .. /dl/dl 1/fl/." 

In this computer network, files that other computer 
systems have can be treated as those that a particular 
computer system bas. For example, assume that two 
computer systems have respective file groups in a tree 
construction as shown in FIG. 3. In such a construction, 
the operator of one computer system A declares that 
the directory dl is the same as the directory drl be­
tween the tree construction of the file group which the 
computer system A has and that which the computer 
system B has. Thus, the computer system A can treat a 
sub ftle group in the directory drl or below of a file 
group that the computer system B has as a file group in 
the directory dl or below that the computer system A 
has. 

The management information storage portion 22, 32, 
42 stores information with respect to access authority of 
each file as information for determining the validity of 
executing a me access. 

FIG. 4 is a table outlining information with respect to 
access authority. In other words, the information with 
respect to access authority is composed of an owner ID 
(a persona] ID and a group ID) of each file and an 
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access authority type (for example. read. write. delete. 
move, and execute) permitted to the owner ID. 

matched with one of the types of the access authority 
being referenced (in the step 705). When the file access 
portion 100 found the type of the access authority 
which was matched, it accepts the file access (in the 

In addition, the management information storage 
portion 22, 32, 42 stores a user ID (a personal ID and a 
group ID) which is used to request a file access. s step 706). 

When the rue access ponion 100 could find the type 
of the access authority which was matched or when it 
found that the personal ID of the user ID did not accord 
with that of the owner ID, it compares the group ID of 

10 the user ID with that of the owner ID (in the step 707). 

In such a construction, a problem takes place when 
the format of the access authority on the access request 
side differs from that on the access accept side due to 
difference of computer types and the like therebetween. 
For example, when the access authority of one com­
puter system and that of another computer system are 
set with respect to five types "read. write, delete, move. 
and execute" and three types "read, write. and execu­
tion .. , respectively. since the access authority on one 
side docs not match that on another side, a rue access 15 
cannot be validly performed. 

To prevent that, in the embodiment according to the 
present invention, the conversion rule storage portion 

When the group ID of the user ID is matched with 
that of the owner ID. the file access portion 100 refer­
ences the access authority in accordance with the 
owner group ID (in the step 708). 

Thereafter, the file access ponion 100 looks into the 
presence of the type of the real access request which is 
matched with one of the types of the access authority 
being referenced (in the step 709). When the file access 
portion 100 found the type of the access authority 23, 33, 34 stores a conversion rule. FIG. 5 shows a table 

outlining a conversion rule with respect to the access 
authority. In other words, in the conversion rule, the 
access request types "delete and move" issued from the 
computer system B to the computer system A are sub­
stituted into the access authority type .. write" by the 
computer system A. 

20 which was matched, it accepts the file access (in the 
step 706). 

In addition, the conversion rule storage portion 23, 
33, 43 also stores another conversion rule for compen­
sating a difference between the format of the user ID on 
one side and that on the other side. 

When the rue access portion 100 could not find the 
type of the access authority which was matched or 
when it found that the personal ID of the user ID did 

25 not accord with that of the owner ID in the step 707. it 
references another type of the access authority (in the 
step 710). 

For example, assume that the user ID is represented 30 
with 16 bits in the computer system A and with 32 bits 
in the computer system B. In this case, as the conversion 
rule that the computer system A has, a data mapping 
rule with respect to an ID reading memory area for 
treating 32 bit data as 16 bit data is defined, while as 35 
another conversion rule that the computer system B 
has, another mapping rule for treating 16 bit data as 32 
bit data is defined. 

A file access portion 100 of the computer system 20, 
30, 40 is functiona1ly categorized as a local access por- 40 
tion 110 for executing a file access in a local computer 
system and a remote access ponion 120 for executing a 
remote file access with another computer system. 

Then, with reference to FIGS. 6 to 8, a file access 
operation in the computer network according to the 45 
present invention will be described. 

As shown in FIG. 6, when the computer system 20 
issues a file access request, the file access portion 100 
looks into the presence of a desired file in the file stor­
age portion 21 thereof in accordance with information so 
stored in the management information storage ponion 
n (in the step 601). 

When the file access portion 100 found the desired 
file in the local computer system 20, it obtains a personal 
user ID and a group user ID from the management 55 
information storage portion 22 as shown in FIG. 7 (in 
the step 701). 

Thereafter, the file access portion 100 looks into an 
owner ID (a personal ID and a group ID) stored in the 
management information storage portion 22 (in the step 60 
702). 

Thereafter, the fiJe access portion 100 compares the 
personal ID of the user ID with that of the owner ID (in 
the step 703). When they are matched, the file access 
portion 100 references the access authority in accor- 65 
dance with the owner personal ID (in the step 704). 

Thereafter, the file access portion 100 looks into the 
presence of the type of the real access request which is 

Thereafter, the rue access portion 100 looks into the 
presence of the type of the real access request which is 
matched with one of the types of the access authority 
being referenced (in the step 711). When the me access 
portion 100 found the type of the access authority 
which was matched, it accepts the file access (in the 
step 706). When the file access portion 100 could not 
find the type of the access authority which was 
matched, it prohibits the file access (in the step 712). 

When the file access portion 100 determined that the 
desired file was present in another computer system 30. 
40 in the step 601. it adds a machine ID of the local 
computer system 20 to the user ID (the personal ID and 
the group ID) in the management information storage 
portion .22 (in the step· 602) and then sends them to 
another computer system 30, 40 so as to issue a remote 
access request (in the step 603). Thereafter, the rue 
access ponion 100 enters a standby state for waiting for 
a response from the other computer system 30. 40. 

The rue access portion 100 of the other computer 
system 30, 40 which accepted the remote access request 
receives the user ID (in the step 801) and looks into the 
machine ID from the user ID being received (in the step 
802). 

Thereafter, the me access portion 100 determines the 
formats of the user ID and the access authority in accor­
dance with the machine ID (in the step 803). 

Thereafter, the file access portion 100 determines 
whether or not the formats being determined are 
matched with those of the local computer system (in the 
step 804). 

When the file access ponion 100 determined that the 
formats were not matched, it converts the formats of 
the user ID and the access authority stored in the con­
version rule storage portion 33, 43 into those of the local 
computer system 30, 40 (in the step 805). 

Thereafter. the file access portion JOO determines 
whether or not to accept the file access in the procedure 
shown in FIG. 7 in accordance with the user ID and the 
access authority where their formats have been con­
vened (in the step 806). 
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Thus, according to the computer network of the with the me ID and the kinds of file operation 
present invention, even if the formats of the user ID and stored int eh third table. 
the access authority of one computer system 20, 30, 40 2. The computer system of claim 1, the computer 
differ from those of the other computer system 20, 30, system accessing the file, further including: 
40, by compensating the differences with the conver- 5 means for determining whether the file, to which 
sion rules, a remote file access can be validly performed access is requested, exists in the computer system 
without necessity of a special procedure. accessing the file; and for, when the file docs not 

What is claimed is: exist, sending the file ID and the added machine ID 
1. A computer network, where a plurality of com- to the other computer machine by the sending 

puter systems arc connect~ through a communication 10 means. 
medium, each computer system being capable of access- 3. The computer system of claim 1, wherein the kinds 
ing mes of another computer system, each computer of file operations are reading, writing, deleting, moving, 
system being given a specific machine ID, each com- and executing a file. 
puter system having set kinds of file operations per me, 4. The computer system of claim 1, wherein a differ-
each file being given a specific file ID, and a format of IS encc in the format of me ID is a difference in the num-
the fde ID being set per computer system, comprising: bcr of bits per frame. 

a computer system accessing the file, including 5. A computer network, where a plurality of com-
means for adding the machine ID to the file ID of puter systems arc connected through a communication 

the requested file when access to the file of an- medium. each computer system being capable of ac.ass-
other computer system is requested; and 20 ing files of another computer system, each computer 

means for sending the file ID and the added ma- system being given a specific machine ID, each com-
chine ID to the other computer system; and puter system having set kinds of fl.le operations per file, 

a computer system whose the ftle is accessed, includ- each file being given a specific file ID, comprising: 
ing 25 a computer system accessing the file, including 
a first table storing correspondence relationships means for adding the machine ID to the file ID of 

between the kinds of file operations in the com- the requested file when access to the ftle of an-
puter accessing the file, and the kinds of file other computer system is requested; and 
operations in the computer whose the file is ac- means for sending the me ID and the added ma-
cessed; 30 chine ID to the other computer system; and 

a second table storing correspondence relation- a computer system whose the file is accessed, includ-
ships between the format of the file ID in the ing 
computer accessing the file, and the format of a first table storing correspondence relationships 
the file ID in the computer whose the file is between the kinds of file operations in the com-
accessed; 35 puter accessing the file, and the kinds of file 

a third table storing the file ID and the kinds of operations in the computer whose file is ac-
capable operations per file; cessed; 

means for receiving the file ID and the added ma- a second table storing the file ID and the kinds of 
chine ID from the computer system accessing capable operations per file; 
the file; 40 means for receiving the file ID and the added ma-

means for discriminating the computer system chine ID from the computer system accessing 
whose file is accessed based on the machine ID the file; 
received by the receiving means; means for discriminating the computer system 

first determination means for determining whether whose file is accessed based on the machine ID 
the kinds of file operations of the discriminated 45 received by the receiving 
computer system coincide with the kinds of file means for determining whether the kinds of file 
operations of the computer system whose fdc is operations of the discriminated computer system 
accessed; coincide with the kinds of file operations of the 

first conversion means for, when the kinds of the computer system whose the file is accessed; 
two computer systems do not coincide with each 50 means for, when the kinds of the two computer 
other. converting the kinds of file operations systems do not coincide with each other, con-
system to the kinds of file operations of the com- verting the kinds of file operations to the kinds of 
puter system whose file is accessed in accor- file operations so the computer system whose file 
dance with the first table; is accessed in a accordance with the first table; 

second determination means for determining 55 and 
whether the format of the fde ID of the discrimi- means for judging whether the requested access is 
nated computer system coincides with the for- allowed based on comparison of the converted 
mat of the fale ID of the computer system whose kinds of file operations and the sent file ID with 
f'tle is accessed; the fi1e ID and the kinds of file operations stored 

second conversion means for, when the formats of 60 int eh second table. 
the two computer systems do not coincide with 6. The computer system of claim 5, wherein the com-
each other, converting the format of the file ID puter system accessing the file, further includes 
system to the format of the fl.le ID of the com- means for determining whether the file, to which 
puter system whose file is accessed in accor- access is requested, exists in the computer system 
dance with the second table; and 65 accessing the file; and for, when the file does not 

means for judging whether the requested access is exist, sending the file ID and the added machine ID 
allowed based on comparison of the convened to the other computer machine by the sending 
file ID and the converted kinds of file operations means. 
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7; The computer system of claim 5, wherein the kinds 

of rue operations are reading, writing, deleting, moving, 
and executing a ftle. 

8. A computer network, where a plurality of com­
puter systems are connected through a communication 5 
medium, each computer system being capable of access­
ing files of another computer system, each computer 
system being given a specific machine ID, each file 
being given a specific fie ID, a format of the file ID 
being set per computer system, comprising: 10 

a computer system accessing the file, including 
means for adding the machine ID to the file ID of 

the requested ille when access to the file of an­
other computer system is requested; and 

means for sending the file ID and the added ma- 15 
chine ID to the other computer system; and 

a computer system whose file is accessed, including 
a first table storing correspondence relationships 

between the format of the file ID in the com­
puter accessing the ftle, and the format of the file 20 
ID in the computer whose ftle is accessed; 

a second table sorting the fiJe ID per me; 
means for receiving the file ID and the added ma­

chine ID from the computer system accessing 
the file; 25 

means for discriminating the computer system 
whose me is accessed based on the machine ID 
received by the receiving means; 

means for determining whether the format of the 
file ID of the discriminated computer system 30 
coincides with the format of the file ID of the 
computer system whose file is accessed; 

means for, when the formats of the two computer 
systems do not coincide with each other, con­
verting the format of the file ID to the format of 35 
the file ID of the computer system whose file is 
accessed in accordance with the first table; and 

means for judging whether the requested access is 
allowed based on comparison of the converted 
file ID with the file ID stored in the second table. 40 

9. The computer system of claim 8, wherein the com­
puter system accessing the file:, further includes 

means for determining whether the file, to which 
access is requested, exists in the computer system 
accessing the fiJe; and for, when the file docs not 45 
exist, sending the file ID and the added machine ID 
to the other computer machine by the sending 
means. 

10. The computer system of claim 8, wherein a differ­
ence in the format of file ID is a difference in the num- 50 
her of bits per frame. 

11. A method for accessing a file in a computer net­
work, where a plurality of computer systems are con­
nected through a communication medium, each com­
puter system being capable of accessing files of another 55 
computer system, each computer system being given a 
specific machine ID, each computer system being set 
kinds of ftJe operations per file, each file being given a 

6S 

specific fde ID, a format of the ftle ID being set per 
computer system, comprising the steps of: 

in the computer system accessing the file, 
adding the macing ID to the ftJe ID of the re­

quested file when access to the fue of another 
computer system is requested; and 

sending the file ID and the added machine ID to 
the other computer system; and 

in the computer system whose file is accessed, having 
a first table storing correspondence relationships 
between the kinds of file operations in the com­
puter accessing the f"de, and the kinds of file opera­
tions in the computer whose file is au ~ued; a sec­
ond table storing correspondence relationships 
between the format of the file ID in the computer 
accessing tJie file, and the format of the file ID in 
the computer whose file is •ccessed; and a third 
table storing the f"de ID and the kinds of capable 
operations per file, 
receiving the file ID and the added machine ID 

from the computer system accessing the file; 
discriminating the computer system whose tue is 

accessed based on the machine ID received by 
the receiving means; 

determining whether the kinds of me operations of 
the discriminated computer system coincide 
with the kinds of ftle operations of the computer 
system whose the file is accessed; 

converting the kinds of file operations of the dis­
criminated computer system to the kinds of ftle 
operations of the computer system whose file is 
ac:cessed in accordance with the first table, when 
the kinds of the two computer systems do not 
coincide with each other; 

determining whether the format of the me ID of 
the discriminated computer system coincides 
with the format of the file ID of the computer 
system whose file is accessed; 

converting the format of the me ID system to the 
format of the fde ID of the computer system 
whose file is accessed in accordance with the 
second table when the formats of the two com­
puters systems do not coincide with each other; 
and 

judging whether the requested access is allowed 
based on comparison of the converted file ID 
and the converted kinds of ftle operations with 
the file ID and the kinds of file operations stored 
in the third table. 

U. The method of claim 11, wherein the computer 
system accessing the file, is the further step of: 

determining whether the file, to which access is re­
quested, exists in the computer system accessing 
the file; and for, when the ftle does not exist, send­
ing the file ID and the added machine ID to an­
other computer machine by the sending means. 

• • • • • 
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(57] ABSTRACT 

Access authorization is validated for an information 
processing system wherein a "slave device" such as a 
terminal desires access to information contained in or 
controlled by a "master device" such as a computer. 
Apparatus associated with the slave device receives 
validation data from the master device, modifies it ac­
cording to a pre-determined algorithm implemented 
through logical circuitry in the apparatus, and returns 
the resulting "convoluted" data to the master device. 
The same validation data is convoluted in the master 
device through mathematical implementation of the 
algorithm. If the two sets of convoluted data match, it is 
presumed that the slave device is authorized to access 

· information through the master device. 
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METHOD AND APPARATUS FOR VALIDATING 
AUTHORIZATION TO ACCESS INFORMATION 
IN AN INFORMATION PROCESSING SYSTEM 

This is a continuation of application Ser. No. 277,673, 
filed Nov. 29, 1988 now abandoned. 

FIELD OF THE INVENTION 

2 
does not necessarily preclude access to information, but 
data is not meaningful unless processed properly. 

It has been demonstrated that no single nor combina­
tion of approaches or implementations can provide total 

s security; at best, the amount of time, effort, or cost to 
gain unauthorized access is so great that it provides an 
effective deterrent. 

BRIEF DESCRIPTION OF THE INVENTION 

The present invention is directed at apparatus, 
method, and system means for determining whether a 
slave device is authorized to access information such as 
data, programs, or operations contained in or controlled 
by a master device. It is applicable to both entry and 

1 S retrieval of information. 

The present invention relates to the security of infor- 10 
mation associated with an information processing sys­
tem. More specifically, it provides a method and appa­
ratus for determining whether a "slave device" is autho­
rized to access data, programs, operations, or other 
information contained or controlled by a .. master de­
vice". Typical applications include multi-user computer 
systems, in which the computer is the master device and 
peripheral devices such terminals and printers are slave 
devices, and multi-computer networks, where the com­
puter controlling access to the desired information is the 
master device and the computer desiring access is the 
slave device. 

lnformation processing systems typically include a 
computer or computer-controlled master device, one or 
more slave devices physically separate from the master 
device, and interface links to electronically intercon-

20 nect the devices. Examples of such systems include 
time-sharing and multi-user networks where a "host 
computer" acts as the master device, and local area 
networks where a .. file server" acts as the master de­
vice. BACKGROUND OF THE INVENTION 

Information security is a major concern relating to 25 

information processing systems. Many approaches have 
been conceived to prevent unauthorized access to sensi­
tive, confidential, or proprietary data, programs, or 

Slave devices include, but are not limited to: 
input devices (keyboards, terminals, card readers, 

etc.) 
output devices (printers, plotters, displays, monitors, 

etc.) operations. 
30 These approaches range from simple, physical con­

trol to complex and highly sophisticated electronic 
implementations of mathematical techniques. A sum­
mary of prior art techniques follows; these are shown in 

storage devices (disk units, tape units, etc.) 

order of generally increasing complexity: 
physical control 

mechanically locked enclosure or facility 
key-operated switch 
user must have proper program or data media 

electronic lock 
plug-in access module 
key-pad whose keys must be depressed in specific 

sequence 
identification 

35 

40 

other computers (work stations, remote computers, 
etc.) 

communication devices connected to other slave 
devices 

The inventive system employs validation apparatus 
associated with the slave device and validation means 
associated with the master device. The system has two 
modes of operation: a .. normal" mode and a "valida­
tion" mode. 

computer queries device for electrical identification 45 
code 

In the normal mode of operation, all information 
transferred between the master device and the slave 
device is unaffected; the inventive system is .. transpar­
ent" to the master device, slave device, user, programs, 
operations, and data. 

ln the validation mode, the apparatus receives "vali­
dation data" from the master device. This validation 
data is "convoluted" in accordance with a pre-deter­
mined algorithm implemented through electronic logic 
circuitry in the apparatus, and the resulting "convo-

user enters personal name, code name, or password 
access card with magnetic or optical card identifica­

tion 
computer verifies user's physical characteristic (e.g., 

fingerprint, voice, typing pattern) 
transmission coordination 

transmitting or receiving device signals or requests 
data transfer 

50 luted data" is returned to the master device. The master 
device contains a mathematical equivalent of the convo­
lution algorithm, used to predict the data to be returned 
by the apparatus. The master device compares the data 

receiving device confirms receipt for transmission to 55 
continue 

returned by the apparatus to the predicted data to vali­
date whether the slave device specifically associated 
with the apparatus is authorized to access information 

transmission security 
data encoding: received data must be decoded (e.g., 

conversion of ASCII codes to alphanumeric char­
acters) 

data encryption: received data must be decrypted 
(e.g., character substitution) 

data scrambling received data must be filtered and 
re-assembled (e.g., data manipulation and removal 
of extraneous data) 

Physical control, electronic locks, identification, and 
transmission coordination restrict access to the devices, 
data, programs, or operations. Transmission security 

through the master device. 
The master device initiates the validation process by 

sending a pre-defmed "enable validation code .. to the 
60 apparatus. The master device then sends a number to 

the apparatus; this defines how much subsequent data is 
to be convoluted by the apparatus and returned to the 
master device for validation. 

A simple ex.ample illustrates the concept and basic 
65 operation of the validation process. In this example, the 

master device is a computer, the slave device is a termi­
nal, the enable validation code is the unique combina­
tion of characters XBF, the validation data are the 8 
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4 
route signals to and from the convolution logic. and to 
synchronize completion of the validation mode through 
a character counter. 

In the "designed-in" version, the convolution logic 

characters abcdEFGH, and the convolution algorithm 
convens upper-case characters to lower-case and vice 
versa. The computer transmits XBF8abcdEFGH to the 
apparatus; the apparatus should return ABCDefgh to 
the computer. 

If the response from the apparatus matches the pre­
dicted response, it is presumed that the terminal specifi­
cally associated with the apparatus is authorized to 
access information in the computer. If the responses do 

s and associated signal routing circuitry are incorporated 
into the design of the slave device. This is similar to the 
add-on version, but the elements required for the inven­
tion are included as part of the slave device's circuitry, 

not match, it is presumed that access is not authorized 10 
(for instance, if the authorized terminal were replaced 
by an unauthorized device lacking the validation appa­
ratus). The action to be taken if a validation fails is 
established by the management of the information pro­
cessing system and can range from notifying the com- IS 
puter operator to automatic discontinuance of commu­
nication between the computer and terminal. 

The level of security realized in accordance with the 
principles of the invention can be enhanced through 
more sophisticated implementation of the convolution 20 
process than illustrated in this example. For instance, 
the convolution algorithm can be much more complex, 
and the apparatus can include multiple sets of convolu­
tion logic with different algorithms; the algorithm to be 
used for each set of validation data can be specified by 25 
the computer at the start of each validation. 

There are also other ways in which the start and 
length of the validation process can be implemented to 
further frustrate discovery and circumvention of the 
validation process. The enable validation code and 30 
specification of the number of characters to be convo­
luted can be "embedded" in apparently normal charac­
ters transmitted by the computer. For example, the 
apparatus can be connected to receive all information 
transmitted by the computer to the terminal. "Normal" 35 
information will pass unchanged to the terminal, and 
will not affect the apparatus. The validation process in 
the apparatus can be enabled upon occurrence of a 
specific bit pattern in any character or set of characters 
sent by the computer, with the bit pattern of another 40 
character or set of characters defining the number of 
characters to be convoluted. 

The computer's program can include a response-time 
check to determine whether the apparatus has returned 
convoluted characters within an expected time; if not, it 45 
is presumed that the proper apparatus/terminal/com­
puter connection is not intact. 

Three basic implementations of the apparatus are 
possible. The .. self-contained" version comprises all 
circuitry necessary to install the apparatus as an inde- SO 
pendent unit, typically between the master device and 
the slave device. This version includes data transmission 
and reception circuitry, a microprocessor, read-only 
memory for controlling the microprocessor, the convo­
lution logic, and associated support circuits for power, 55 
timing, and control functions. 

The "add-on" version takes advantage of elements 
such as data reception and transmission circuitry, mi­
croprocessor, read-only memory, and power, timing, 
and control circuitry already incorporated in many 60 
slave devices. This implementation typical]y uses an 
adapter board inserted between the slave device's mi­
croprocessor and its socket, with the adapter board 
containing the convolution logic and circuitry to enable 
it under control of the microprocessor. The add-on 65 
version requires minor changes to the slave device's 
read-only memory program; these allow the micro­
processor to recognize the enable validation code, to 

rather than on an adapter board. 
The present invention offers several unique advan­

tages: 
Fm;t, logic circuitry, rather than program code 

stored in read-only memory, is used for implementing 
convolution algorithms in the invention's apparatus. 
The contents of virtually all read-only memory ele­
ments (PROMs, EPROMs. etc.) can be retrieved-and 
duplicated-through the use of widely-available, rela­
tively low-cost equipment. The logic circuitry in the 
apparatus can be encapsulated; attempts to remove en­
capsulation material typically destroy the circuitry, as 
well. This circuitry can also be implemented through 
elements such as programmable logic devices which 
include a "fusible link" that can be "blown" after pro• 
gramming to prevent retrieval of the logical coding. 

Second, the convolution logic can be implemented as 
plug-in modules, allowing algorithms to be changed at 
random intervals for increased security. 

Third, operation of the invention can be totally 
"transparent" to the user. The master device can initiate 
the validation mode at any time, without involving or 
notifying the user. (In the example above, with the 
transmission link between the computer and terminal 
operating at the common data rate of 9600 bits/second, 
the process for validating a set of 8 characters requires 
approximately 20 milliseconds. For comparison, key. 
board entry averages about 100 milliseconds per char-
acter when typing 100 words per minute.) 

If desired, however, the operation can be imple­
mented to involve the user. For example, the master 
device can request the user to enter an access code, with 
the apparatus convoluting that code before transmitting 
it to the master device. 

Fourth, no changes are required to the master device 
circuitry to implement a system in accordance with the 
principles of this invention. Changes are required in the 
"front end" or device input/output portions of the mas-
ter device's software; the main information processing 
routines are not affected. 

Fifth, the invention can be used with most existing 
slave devices, and it can be used alone or in conjunction 
with most existing data transmission, access, and secu­
rity techniques. It allows these to operate as at present, 
but adds or augments security by introducing another 
level of deterrence to be overcome in gaining unautho­
rized access. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a flow diagram of information within the 
validation apparatus and the slave device with which it 
is associated in an access authorization system in accor­
dance with the principles of this invention. 

FIG. 2 is a flow diagram of information within the 
master device during the validation process in an access 
authorization system in accordance with the principles 
of this invention. 

FIG. 3 is a block diagram of a typical slave device, 
with the validation apparatus of this invention added 
onto or implemented inside the slave device. 
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FIG. 4 is a detailed block diagram of an embodiment 
of the validation apparatus of FIG. 3. 

Path P4 represents the operations during the valida­
tion mode. With the validation mode enabled (line 18) 
and the character counter value not zero (line 22), each 
"validation character" received from the computer is 

FIG. 5 is a circuit diagram of an embodiment of the 
validation apparatus of FIG. 4 designed to perform 
upper-case-to-lower-case and lower-case-to-upper-case 
convolution. 

5 routed (block 23) to the .. convolution logic" in the 
apparatus. The character is altered or .. convoluted" by 
this logic (block 24), and the resultant 0 convoluted 
character" is returned to the computer (master device), 

FIG. 6 illustrates the physical form of an "add-on" 
implementation of the validation apparatus of FIG. 5, in 
which an adapter board provides interconnection and 
mounting for the elements of the validation apparatus. 10 

as indicated by block 25. 
After return of the convoluted character, the charac-

ter counter is decremented (block 26) and tested (block 
27). If the counter value is not zero (line 28), the re­
ceive-a-validation-character/convolute-the-character/­
return-the-convoluted-character/ decrement-and-test-

FIG. 7 is a block diagram of a .. self-contained", "se­
rial" implementation of the validation apparatus and 
required support elements of FIG. 3, in which the appa­
ratus is installed as a unit physically separate from the 
slave device. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THIS INVENTION 

15 the-counter process is repeated. When the counter 
value reaches zero (line 29), the validation mode is 
disabled (block 30); (Path PS). Disabling the validation 
mode also resets the validation mode enabled condition 

A typical embodiment of this invention is for use in a 
system in which the master device is a computer and the 20 

slave device is a terminal. The terminal and the com­
puter are connected through a serial data link, with 
information represented by ASCII character codes. 
The validation apparatus is ••added onto" an existing 

25 terminal, and the invention makes use of the terminal's 
microprocessor, read-only memory, and interface and 
support circuitry. 

FIG. 1 shows the five functional paths for informa­
tion flow in the validation apparatus and the terminal 30 
with which it is associated, in accordance with the prin­
ciples of this invention. 

Path Pl is the "normal" mode of operation, in which 
information between the computer and terminal is un­
changed and unaffected by the invention. In this mode, 35 
the invention is "transparent" to the computer, termi­
nal, programs, data, operations, and to the user; all 
operate as if the invention were not present, and the 
••validation" mode of the invention is disabled. 

During the normal mode of operation, all information 40 
received by the terminal from the computer (master 
device) is monitored, as indicated by block 10. The 
.. validation mode enabled" condition (block 11) is 
tested after receipt of each character. Since the valida­
tion mode is not enabled (line 12), each incoming char- 45 
acter is checked to determine if it is an -enable valida• 
tion code" (Block 13). If the character is not an enable 
validation code (line 14), the character is processed by 
the terminal as a .. normal" character (block 15). 

(block 11), thereby re-enabling the normal mode of 
operation. 

In this embodiment of the invention, the operations 
described above are controlled by the terminal's micro­
processor, which receives instructions from the termi-
nal's read-only memory (ROM), as indicated more fully 
hereinafter. The microprocessor does not perform the 
actual convolution of the validation data; it routes vali-
dation characters to and resultant convoluted charac­
ters from the convolution logic. 

FIG. 2 shows the functional flow of operations 
within the master device during the validation process. 
The computer sends the enable validation code to the 
terminal (slave device, block 40) to initiate its validation 
mode. The computer then specifies the number of char­
acters to be used for validation; this value is stored in a 
counter in the computer (block 41), and the same value 
is sent to the terminal (block 42), where it is also stored. 
This number is used to synchronize completion of the 
validation process. · 

The computer generates the validation data (block 
43); a validation character may be any character which 
can be generated by the computer and accepted by the 
terminal. Each validation character sent to the valida-
tion apparatus by the computer (block 44) is convoluted 
by the apparatus' convolution logic and the resultant 
convoluted character is returned to the computer 
(block 45). 

The computer software includes a mathematical algo­
rithm equivalent to the convolution process imple­
mented through electronic circuit elements in the vali-

If an enable validation code is received (line 16), the 
validation mode of operation is enabJed (block 17); this 
is Path P2. Receipt of an enable validation code also sets 
the validation mode enabled condition (block 11); this 
condition remains set Oine 18) until it is reset by comple­
tion of the validation process, as will be shown below. 
The enable validation code in this embodiment can be a 
pre-defined single character or unique combination of 
characters which would not be transmitted by the com­
puter to the terminal for operations other than to enable 
the validation mode. 

50 dation apparatus. Concurrent with convolution by the 
validation apparatus, each validation character is also 
convoluted by the computer, using this mathematical 
algorithm (block 46). 

In this embodiment, the numeric value qf the next 
character received from the computer after the enable 
validation code is used with a "character counter" 
(block 19) to specify the number of subsequent charac­
ters to be used to validate access authorization. A value 
of zero in the counter (]ine 20) signifies the start of the 
validation mode, and the numeric value from the com­
puter is stored in the counter (block 21); (Path P3). 

The computer compares the electronically-con-
55 voluted result returned by the convolution apparatus to 

the mathematically-convoluted result from the com­
puter software (block 47). If the results are not equal 
(line 48), it is presumed that the terminal associated with 
the validation apparatus is not authorized to access 

60 information contained in or controlled by the computer. 
If the :results are equal Oine 49), the validation process 
continues. 

The character counter in the computer is decre­
mented (block 50) and tested (block 51) after each con-

65 volution. A zero value in the counter (line 52) indicates 
successful completion of the validation process; it is 
presumed that the terminal is authorized to access infor­
mation, and the computer resumes normal operation. If 

This data, for application number 2012100462, is current as of 2012-12-28 22:09 AEST 

Page 119 of 860



7 8 
the value in the counter is not zero (line 53), the gener- tronically connect the data outputs of the convolution 
ate-a-validation-character/mathematically-convolute- logic to the data bus, thereby providing a convoluted 
the-character/send-the-validation-character/receive-a- character to the terminal's CPU. 
convoluted-character/compare-convoluted-charac- Some embodiments of the invention may not require 
ters/decrement-and-test-tbe-counter process is re- s separate AND gate elements as described above, since 
peated. specific circuit elements which can be used in the con-

FIGS. 1 and 2, as discussed above, show the flow of volution logic inherently perform the AND function 
information in the terminal, validation apparatus, and (e.g., where the input elements are «flip-flops", or 
computer in a typical implementation in accordance where the output elements are •'trl-state buffers"). Se-
with the principles of this invention. FIGS. 3-7, dis- 10 lection logic techniques are well known in the art, and 
cussed below, show electrical signal flow and physical details of their implementation need not be discussed 
aspects of the invention. herein. 

FIG. 3 shows the major elements of one embodiment The convolution logic functionally comprises logical 
of an add-on implementation of the present invention. elements such as AND gates, OR gates, inverters, etc. 
The computer (master device) 60 performs the opera- 15 These elements are selected and interconnected to per-
tions shown in FIG. 2 and described above. form logical manipulation of validation characters in 

A typical terminal (slave device) 61 includes interface accordance with a pre-determined pattern or algorithm. 
elements which allow it to communicate with the com- A simple example illustrates character convolution 
puter. With the commonly-used RS-232C serial data by the convolution logic. In this example, information 
interface, these elements comprise signal line receivers 20 between the computer and the terminal is represented 
62, line drivers 63, and a universal asynchronous recei- by ASCII code, and the convolution algorithm con-
ver /transmitter (UART) 64 which acts as a communi- verts upper-case alphabetic characters to lower-case 
cation controHer. The UART is connected to a micro- and vice versa. 
processor CPU 65 through data, address, and control In ASCII code, upper-case alphabetic characters are 
lines. The CPU receives instructions from read-only 25 assigned decimal code values from 65 to 90; lower-case 
memory ROM 66 and can store information to and characters have codes from 97 to 122. The difference 
retrieve information from random-access read/write between upper- and lower-case code values for a spe-
memory RAM 67. Timing and control circuitry 68, a cific alphabetic character is 32 (e.g., "A" has a code 
power supply 69, and additional elements unique to the value of 65; "a .. has a code value of 97). 
specific device 70 are also included in the slave device. 30 Each ASCII character is defined by 7 data bits 
The character counter need not be a separate element; a (D0-D6). Bit D6 is 0 active" for all characters with 
register in the CPU or a storage location in RAM can decimal codes from 64 to 127; this range includes all 
serve as the counter. In this add-on embodiment, the upper- and lower-case alphabetic characters. (For sim-
validation apparatus 71 is physically inside the terminal. plicity, the characters@[\]· < ' {I}· and delete, also 

The terminal's CPU receives validation characters in 35 having bit D6 active, with codes '4, 91-'6, and 
the same manner as any other data sent by the computer 123-1.27, are convoluted in this example.) If bit DS is 
to the terminal. When the validation mode of the inven- inactive, the character is upper-case; if bit DS is active, 
tion is enabled, however, these characters are routed to the character is lower-case. Thus, to conven alphabetic 
the validation apparatus instead of to the terminal's characters from uppercase to lower-case and from low-
normal circuitry. Similarly, the validation apparatus 40 er-case to upper-case, the convolution process is: if D6 
provides convoluted characters to the terminal's CPU is active, inven D5. 
for return to the computer; these characterS are sent to FIG. 5 is a circuit diagram of an embodiment of the 
the computer in the same manner as other data from the validation apparatus for this example. The selection 
terminal. logic 100 and 101 comprises two integrated circuit chips 

FIG. 4 shows the functional elements of a validation 45 such as type 74LS138 3-to-8-line decoders. The convo-
apparatus 71 of FIG. 3. The terminal's microprocessor lution logic 102 is a programmable array logic chip 
CPU (65 of FIG. 3), which is controlled by program (PAL) with registered outputs, such as type 16R8, elec-
instructions contained in the terminal's ROM (66 of tronically programmed to perform the specific upper-
FIG. 3), sends address and control signals to .. selection case-to-lower-case/lower-case-to-upper-case convolu-
logic" 83 and 84 in the validation apparatus. The selec- SO tion. 
tion logic uses these signals to route validation charac- In this embodiment, the hexadecimal value F2 is used 
ters to and convoluted characters from the convolution to address the validation apparatus; this value is present 
logic 85. when address bits A7, A6, AS, A4, and Al are active 

Selection logic 83 and 84 each include an address and bits AJ, A2, and AO are inactive. When the tenni-
decoder 86 and 91 and AND gates 89 and 93, respec- 55 nal'sCPU103(compare6SofFIG.3)executesanOUT 
tively. The output of address decoder 86 becomes .. ac- F2 instruction, this bit pattern is placed on the address 
tive" when the tenninal's CPU places a specific address bus and the bit pattern for a validation character is 
on the terminal's address bus 95 and generates "input- placed on the data bus 104. The input/output enable 
/output enable" (IOE) and "WRITE" signals 96. This (IOE\) and WRITE (WR\) signals also become active, 
active output enables AND gates 89, which electroni- 60 thereby "gating" the validation character's bit pattern 
cally connect the data inputs of the convolution logic to into the PAL. The logical elements in the PAL perform 
the terminal's bidirectional data bus 97. The CPU con- the pre-defined convolution (if data bit D6 is active, 
currently places a validation character on the data bus invert data bit DS), and store the resultant data bit val-
for receipt by the convolution logic. ues in the PAL's internal flip-flops. When the CPU 

Similarly, the output of address decoder 91 becomes 65 executes an IN F2 instruction, the same address is 
active when the CPU places a specific address on the placed on the address bus and the IOE\ and READ 
address bus and generates JOE and "READ" signals 98. (RD\) signals become active. This enables the PAL's 
This active output enables AND gates 93, which eJec- internal tri-state output buffers, thereby gating the out-
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puts of the flip-flops onto the data bus, and thus provid­
ing the convoluted character to the CPU. 

To minimize the likelihood of successful attempts to 
discover the algorithm to gain unauthorized access to 
the computer, a different algorithm can be developed 5 
for each specific instal]ation of the invention. Develop­
ment of algorithms suitable for the convolution process 

Similarly, the computer's software is augmented to 
perform operations shown in FIG. l. (Sending informa­
tion to and receiving information from peripheral de­
vices are implemented in the computer's existing soft­
ware, and remain unchanged.) The additions to the 
computer's software for the validation process can be in 
the input/output routines; changes are not required in 
the main information processing routines. 

The description above pertains to an add-on embodi-
is known through the art of mathematical techniques for 
data communications, and a detailed discussion is out­
side the scope of this description. 

It is obvious, however, that convolution algorithms 
can be far more sophisticated than in this example. Out­
puts of logical elements which provide "registered" or 

10 ment of this invention for validating access through an 
existing terminal to information contained in or con­
trolled by a computer. Of course, many other functional 
and physical embodiments are possible for specific ap-

.. feedback" operations allow the result of one convolu-
tion to be dependent on the result of one or more pre- 15 
ceding convolutions. Multiple sets of convolution logic 
can be implemented in the validation apparatus, with 
the computer specifying which set is to be used for each 
convolution. To further frustrate discovery of the algo­
rithm, part of the convolution can be performed by the 20 
Jogic circuitry in the validation apparatus and part by 
operations implemented in the terminal's ROM pro­
gram and performed by its CPU. 

FIG. 6 represents a physical embodiment of the add-
on implementation of FIG. 5. A small printed circuit 25 
adapter board 110 provides mechanical support and 
electrical interconnection between the elements of the 
validation apparatus 111 and between these elements 
and the terminal. 

A CPU socket 113 with pins long enough to provide 30 
clearance between the adapter board and the terminal's 
(slave device) circuit board 112 is mounted on the 
adapter board. The selection logic 114 and 115 and a 
socket 116 for the convolution logic are also mounted 
on the adapter board. Interconnection between these 35 
elements is provided by printed circuit wiring traces on 
the adapter board. 

The convolution logic 117 is inserted into its socket 
on the adapter board. The CPU chip 118 is removed 
from its original socket 119 on the terminal's circuit 40 
board and inserted into the CPU socket on the adapter 
board. The adapter board is connected to the terminal 
by inserting the long pins from its CPU socket into the 
original CPU socket on the terminal's circuit board. 

The convolution logic comprises a set of individual 45 
logic elements (such as standard integrated circuit chips 
with a fixed type of operation for each chip) selected 
and interconnected to implement the desired convolu­
tion algorithm, or it can be a single large-scale program­
mable logic device element (such as a PAL) electroni- 50 
cally programmed for the algorithm. Socketing the 
convolution logic allows it to be replaced when a differ­
ent algorithm is desired. If multiple algorithms are de­
sired for increased security, additional sets of convolu­
tion logic, sockets, and selection and control logic are 55 
included on a larger adapter board (not shown). 

The code in the terminal's ROM (66 of FIG. 3) is 
augmented to perform several of the operations shown 
in FIG. 1. These include: testing whether the validation 
mode is enabled, testing whether an enable validation 60 
code has been received, storing a numeric value in the 
character counter and decrementing and testing the 
counter value, and sending data ~o and receiving data 
from the convolution logic. Other operations, such as 
receiving characters from and sending characters to the 65 
computer and sending normal characters to other ele­
ments of the terminal are typically implemented in the 
terminal's existing ROM program code. 

plications in accordance with the principles of this in­
vention; some other possible embodiments are outlined 
below. 

The validation apparatus can be implemented as a 
.. designed-in" embodiment. wherein it is integrated 
directly into a slave device by including the convolu­
tion logic and related selection logic in the design of the 
device. Such an implementation is functionally similar 
to the add-on implementation described above. but it 
eliminates the need for an adapter board and the long­
pin CPU socket shown in FIG. 6, as the selection and 
control elements and convolution logic of the validation 
apparatus can be mounted directly on the slave device's 
circuit board. 

A "self-contained" implementation of the validation 
apparatus can be used for applications where it is not 
feasible or desirable to use an add-on or "designed in" 
implementation. The self-contained implementation 
comprises a separate unit whose functions and informa­
tion flow are similar to those shown in FIG. 1. 

A self-contained implementation can be a '"serial" 
embodiment or a "parallel'' embodiment. In a serial 
embodiment, the validation apparatus is placed physi­
cally and functionally between the master device and 
the slave device, and validation data does not have to 
reach the slave device. In a parallel embodiment, the 
validation apparatus is placed functionally "along-side" 
the slave device. In one form of parallel embodiment, 
the validation apparatus is connected to the interface 
link which connects the slave device to the master de­
vice, and both the slave device and the validation appa­
ratus receive all data sent to either by the master device. 
In a second form of parallel embodiment, a separate 
interface link connects the validation apparatus to the 
master device or to validation means associated with 
the master device. 

FIG. 7 is a block diagram of a self-contained imple­
mentation 120 in a serial embodiment. This embodiment 
includes two sets of interface elements to allow the 
validation apparatus 121 to communicate with both the 
master device 122 and the slave device 123. These ele­
ments include duplicate communication line receivers 
124 and 125, line drivers 126 and 127, and UARTs 128 
and 129. Timing and control circuitry 130 and a power 
supply 131 support the other elements in the unit. 

The microprocessor (CPU) 132 and ROM 133 can be 
separate elements, or a micro-controller that incorpo­
rates both CPU and ROM functions can be used. Ran­
dom-access memory is not required for a self-contained 
implementation of the validation apparatus. 

What is claimed is: 
I. Apparatus comprising processing means for pro­

cessing validation data; said processing means including 
means for receiving validation data from an intercon­
nected validation device which autogenically generates 
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and transmits validation data and commands, means for 
convoluting said validation data in accordance with a 
pre-defined algorithm to produce convoluted data, and 
means for returning said convoluted data to said valida­
tion device; and means responsive to the validation 5 
device for selectively enabling and disabling the pro­
cessing of said processing means. 

2. Apparatus in accordance with in claim 1, wherein 
said processing means includes means for selective re­
turn of said convoluted data upon command from said 10 
validation device. 

3. Apparatus as in claim 1, wherein said processing 
means includes means for convoluting the validation 
data according to a second algorithm, and means for 
selecting one of said algorithms in response to a com- IS 
mand from said validation device. 

4. An access authority validation system comprising a 
slave device operative to access a master device 
through an interconnecting interface link, said system 

0 also including validation means associated with said 2 

master device for validating authority of said slave 
device to access said master device, said system also 
including apparatus associated with said slave device 
interconnected through said interface link to said vali-

25 dation means, said apparatus being responsive to an 
access validation command from said validation means 
to convolute in a predetermined manner a set of data 
transmitted to it by said validation means so as to pro­
duce a set of convoluted data and to return the set of 30 
convoluted data to said validation means; 

said validation means including means for autogeni­
cally generating and transmitting said validation 
command and said set of data to said apparatus, 
means for receiving said set of convoluted data 35 
returned by said apparatus, means for convoluting 
the transmitted set of data to produce a convoluted 
data set, and means for comparing the convoluted 
data set to the said set of convoluted data returned 

10. A system as set forth in claim 4, wherein said 
validation means is incorporated into said master de­
vice. 
· 11. A system as set forth in claim 4, wherein said 
apparatus is incorporated into said slave device. 

U. A system as set forth in claim 4, wherein a sing)e, 
common interface link functions both as said interface 
link interconnecting said master device and said slave 
device and as said interface link interconnecting said 
validation means and said apparatus. 

13. A system as set forth in claim 4, wherein a plural­
ity of said slave devices are operative to access said 
master device. 

14. A system as set forth in claim 4, wherein said slave 
device is operative to access at least one device external 
to said master device and wherein access to said exter­
nal device is controlled by said master device. 

15. An information process network comprising a 
master device which controls information, at least one 
slave device which desires access to said information, . 
an interface link interconnecting said master device and 
said slave device, and a system to validate authority of 
said slave device to access said• information controlled 
by said master device, said validation system including 
apparatus associated with said slave device intercon­
nected to validation means associated with said master 
device, said apparatus being responsive to a validation 
command from said validation means to convolute' in a 
predetermined manner validation data transmitted to it 
by said validation means and to return the convoluted 
data to said validation means, said validation means 
including means for generating said validation com­
mand said validation data autogenically, means for 
transmitting said validation command said validation 
data to said apparatus, means for receiving said convo­
luted data returned by said apparatus, means for convo-
Juting said transmitted data in accordance with said 
validation command, and means for comparing the thus 
convoluted data with the said convoluted data returned 

by said apparatus. 
S. A system as set forth in claim 4, wherein said vali­

dation means also includes means operative autogeni­
cally for switching between a normal access mode and 

40 by said apparatus, a mismatch determined by said com­
parison signifying that said slave device is not autho­
rized to access said information controlled by said mas­
ter device. 

an access validation mode. 
6. A system as set forth in claim 4, wherein said pre- 45 

determined manner of convolution includes a plurality 

16. A network in accordance with claim 15, including 
means to autogenically switch between at least two 
modes of operation, a first such mode being a normal 
access mode in which information passes unchanged 
between said master device and said slave device, and a 
second such mode being an access authority validation 

of algorithms for said convolution and wherein each 
said access validation command specifies which of said 
plurality of algorithms defines the convolution of each 
said transmitted set of associated data. 

7. A system as set forth in claim 4, wherein each said 
access validation command specifies the number of data 
units to be convoluted in each said transmitted set of 
associated data. 

SO mode, said validation mode including said generation, 
said transmission, said convolutions, said return, and 
said comparison. 

8. A system as set forth in claim 4, wherein said appa- ss 
ratus includes electronic circuitry for said convolution 
of said data transmitted to it. 

9. A system as set forth in claim 4, wherein said vali­
dation means includes means for signaling the occur­
rence of a mismatch as determined by said comparison 60 
of said two sets of convoluted data. 

65 

17. A network in accordance with claim 16, further 
including means for operating in a combination mode 
wherein said validation data is embedded in a normal 
data stream, and wherein said slave device and said 
master device operate in said normal access mode using 
said normal data stream, and said apparatus and said 
validation means concurrently operate in said access 
validation mode using said embedded validation data. 

• • • • • 
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A method for controlling a computer by inputting an analog 
signal into the computer to control a web browser software 
application. ·11ie analog signal contains a trigger signal 
which activates proprietary software, and a product identi­
fier. The proprietary software launches the web browser 
application on the computer, extracts the product identifier, 
and creates an appended data string by appending server 
address (URL) routing information to the product identifier 
information. The appended data string is automatically 
inserted into the web browser as keystroke data and routed 
to an advertiser reference server. The appended routing 
information directs communication to the advertiser refer­
ence server which contains a cross-referenced database of 
advertiser product identifier information and associated 
advertiser server URL'>. The advertiser server URL and a 
request for product information relevaot to the product 
identifier is returned to the computer web browser where it 
is automatically redirected to the advertiser server contain­
ing the advertiser product information. The advertiser prod­
uct information is then returned to the computer for display. 
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METHOD FOR CONTROLLING A 
COMPUTER WITH AN AUDIO SIGNAL 

2 
region having a defined location. A program is broadcasted 
having embedded therein a routing signal having routing 
information contained therein. The routing signal is then 
extracted from the broadcast. Thereafter, a personal corn-This application is related to copending U.S. patent 

application Ser. No. 09/151,471, entitled, "METHOD FOR 
INTERFACING SCANNED PRODUCT INFORMATION 
WITH A SOURCE FOR THE PRODUCT OVER A GLO­
BAL NETWORK" filed of even date herewith. 

s puteris controlled to allow a user to retrieve the information 
from a storage region at the defined location, which defined 
location is located with the extracted routing information, 
providing it at the personal computer for use by the user. 

TECHNICAL FIELD OF THE INVENTION 10 BRIEF DESCRIP110N OF THE DRAWINGS 

'Ibis invention is related to a method of computer control, 
and particularly for automatically directing a web browser 
application on the computer to retrieve and display infor­
mation in response to an analog signal. 

For a more complete understanding of the present inven­
tion and the advantages thereof, reference is now made to 
the following description taken in conjunction with the 

15 
accompanying Drawings in which: 

BACKGROUND OF THE INVENTION 

With the growing numbers of computer users connecting 
to the '"Internet," many companies arc seeking the substan-
tia I commercial opportunities presented by such a large user 

20 
base. For example, one technology which exists allows a 
television ("TV") signal to trigger a computer response in 
which the consumer will be guided to a personalized web 
page. The source of the triggering signal may be a TV. video 
tape recorder, or radio. For example, if a viewer is watching 

25 
a TV program in which an advertiser offers viewer voting, 
the advertiser may lransmit a unique signal within the 
television signal which controls a program known as a 
"browser" on the viewer's computer to automatically dis­
play the advertiser's web page. The viewer then simply 

30 
makes a selection which is then transmined back to the 
advertiser. 

In order to provide the viewer with the capability of 
responding to a wide variety of companies using this 
technology, a database of company information and Uni- 35 
form Resource Locator ("URL") codes is necessarily main­
tained in the viewer's computer, requiring continuous 
updates. URLs arc short strings of data that identify 
resources on the Internet: documents, images, downloadable 
files, services, electronic mailboxes, and other resources. 40 
URLs make resources available under a variety of naming 
schemes and access methods such as H'ITP, FrP, and 
Internet mail, addressable in the same simple way. URLs 
reduce the tedium of "login to this server, then issue this 
magic command ... "down to a single click. The Internet 45 
uses URL-. to specify the location of files on other servers. 

f!G. 1 illustrates a block diagram of the preferred 
embodiment; 

FIG. 2 illustrates the computer components employed in 
this embodiment; 

FIG. 3 illustrates system interactions over a global net­
work; 

FIGS. 4a-4e illustrate the various message packets trans­
milled between the source PC and network servers used in 
the preferred embodiment; and 

FIG. S is a flowchart depicting operation of the system 
according to the preferred embodiment. 

FIG. 6 illustrates a flowchart of actions taken by the 
Advertiser Reference Server ("ARS") server; 

FIG. 7 illustrates a flowchart of the interactive process 
between the source computer and ARS; 

FIG. 8 illustrates a web browser page receiving the 
modified URUadvcrtiscr product data according to the 
preferred embodiment; 

FIG. 9 illustrates a simplified block diagram of the 
disclosed embodiment; 

FIG. 10 illustrates a more detailed, simplified block 
diagram of the embodiment of FIG. 9; 

FIG. 11 illustrates a diagrammatic view of a method for 
performing the routing operation; 

FIG. 12 illustrates a block diagram of an alternate 
embodiment utilizing an optical region in the video image 
for generating the routing information; 

FIG. 13 illustrates a block diagram illustrating the gen­
eration of a profile with the disclosed embodiment; 

FIG. 14 illustrates a flowchart for generating the profile 
and storing at the ARS; and 

A URL includes lhe type of resource being accessed (e.g., 
Web, gopher, FfP), the address of the server, and 1he 
location of the file. The URL can point to any file on any 
networked computer. Current technology requires the 
viewer to perform periodic updates to obtain the most 
current URL database. This aspect of the current technology 

FIG. 15 illustrates a flowchart for processing the profile 
50 

information when information is routed to a user. 

is cumbersome since the update process requires download­
ing information to the viewer's computer. Moreover, the 
likelihood for error in performing the update, and the 55 
necessity of redoing the update in the event of a later 
computer crash, further complicates the process. 
Additionally, current technologies arc limited in the number 
of companies which may be stored in lhe database. This is 
a significant limitation since worldwide access presented by 60 
the Internet and the increasing number of companies con­
necting to perform on-line commerce necessitates a large 
database. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Referring now to FIG. I, there is illustrated a block 
diagram of a system for controlling a personal computer 
( .. PC") 112 via an audio tone transmitted over a wireless 
system utilizing a TV. In the embodiment illustrated in FIG. 
1, there is provided a transmission station 101 and a receive 
station 117 that arc connected via a communication link 108. 
The transmission station 101 is comprised of a television 
program source 104, which is operable to generate a pro­
gram in the form of a broadcast signal comprised of video 
and audio. 'Ibis is transmitted via conventional techniques SUMMARY OF THE INVENTION 

The present invention disclosed and claimed herein com­
prises a method for retrieving information from a storage 

65 along channels in the appropriate frequencies. The program 
source is input to a mixing device 106, which mixing device 
is operable to mix in an audio signal. This audio signal is 
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derived from an audio source 100 which comprises a coded 
audio signal which is then modulated onto a carrier which is 
combined with the television program source 104. This 
signal combining can be done at the audio level, or it can 
even be done at the RF level in the from of a different carrier. 5 
However, the preferred method is to merely sum the audio 
signal from the modulator 102 into the audio channel of the 
program that is generated by the television program source 
104. The output thereof is provided from the mixing device 
106 in the form of broadcast signal to an antenna 107, which 10 
transmits the information over the communication link 108 
to an antenna 109 on the receive side. 

4 
The Internet is one of the most utilized networks for 

interconnecting distributed computer systems and allows 
users of these computer systems to exchange data all over 
the world. Connected to the Internet are many private 
networks, for example, corporate or commercial networks. 
Standard protocols, such as the Transport Control Protocol 
("TCP") and the Internet Protocol ("IP") provide a conve­
nient method for communicating across these diverse net­
works. These protocols dictate how data arc formatted and 
communicated. As a characteristic of the Internet, the pro­
tocols arc layered in an IP stack. At higher levels of the IP 
stack, such as the application layer (where HlTP is 
employed), the user information is more readily visible, 
while at lower levels, such as the network level (where 
TCP/IP are used), the data can merely be observed as 

On the receive side of the system, a conventional receiver 
110, such as a television is provided. This television pro­
vides a speaker output which provides the user with an 
audible signal. This is typically associated with the program. 
However, the receiver 110 in the disclosed embodiment, also 
provides an audio output jack, this being the type RCA jack. 
This jack is utilized to provide an audio output signal on a 
line 113 which is represented by an audio signal 111. This 
line 113 provides all of the audio that is received over the 
communication link 108 to the PC 112 in the audio input 
por1 on the PC 112. However, it should be understood that, 
although a direct connection is illustrated from the receiver 
l lO to the PC 112, there actually could be a microphone 
pickup at the PC 112 which could pick the audio signal up. 
In the disclosed embodiment the audio signal generated by 

15 packets or a stream of rapidly moving digital signals. 
Superimposed on the Internet is a standard protocol interface 
for acces. .. ing Web resources, such servers, files, Web pages, 
mail messages, and the like. One way that Web resources can 
be accessed is by browsers made by Netscape® and 

20 Microsoft Internet Explorer®. 
Referring again now to FIG. 1, the user can load this 

program with the appropriate keystrokes such that a browser 
window will be displayed on a display 118. In one 
embodiment, the user can run the browser program on the 

the advertiser data input device 100 is audible to the human 
car and, therefore, can be heard by !he user. Therefore, no 
special filters arc needed to provide this audio to the PC 112. 

25 PC 112 such that the browser window is displayed on the 
display 118. While watching a preferred program, the user 
can also view display 118. When an audio signal is received 
by the receiver 110 and the encoded information is contained 
therein that was input thereto by the advertiser, the PC t 12 

The PC 112 is operable to run programs thereon which 
typically are stored in a program file area 116. These 
programs can be any type of programs such as word pro­
cessing programs, application programs, etc. In the dis­
closed embodiment, the program that is utilized in the 
system is what is referred 10 as a ·'browser." 'lbe PC 112 runs 
a browser program to facilitate the access of information on 

30 will then perform a number of operations. The first 
operation, according to the disclosed embodiment, is to 
extract the audio information within the received audio 
signal in the form of digital data, and then transmit this 
digital data to a defined location on the global communica-

the network, for example, a global communication network 
known as the "Internet" or the World-Wide-Web ("Web"). 
The browser is a hyper1cxt-linked application used for 
accessing information. Hypertext is a term used to describe 

35 tion network via a modem connection 114. This connection 
will be described hcreinbclow. This information will be 
relayed to a proprietary location and the instructions sent 
back to the PC 112 as to the location of the advertiser 
associated with the c..-ode, and the PC 112 will then effect a 

4o communication link to that location such that the user can 
view on the display 118 information that the advertiser, by 
the fact of putting the tone onto the broadcast channel, 
desires the viewer to view. This information can be in the 

a particular organi7.ation of information within a data pro­
cessing system, and its presentation to a user. It exploits the 
computer's ability to link together information from a wide 
variety of sources to provide the user with the ability to 45 

explore a particular topic. The traditional style of presenta­
tion used in books employs an organization of the informa­
tion which is imposed upon it by limitations of the medium, 
namely fixed sized, sequential paper pages. Hypertext 
systems, however, use a large number of unit-; of text or so 
other types of data such as image information, graphical 
information, video information, or sound information, which 
can vary in size. A collection of such units of information is 
termed a hypertext document, or where the hypertext docu­
ments employ information other than text, hypermedia 55 

documents. Multimedia communications may use the 
Hypertext Transfer Protocol ("HTTP"), and files or format­
ted data may use the Hypertext Markup Language 
("HTML"). This formatling language provides for a min­
gling of text, graphics, sound, video, and hypertext links by 60 

.. tagging" a text document using HTML. Dara encoded 
using HTML is often referred to as an "HTML document," 
an "HTML page," or a "home page." These documt:nts and 
other Internet resources may be accessed across the network 
by means of a network addressing scheme which uses a 65 

locator referred lo as a Uniform Resource Locator ("URL"), 
for example, "http://www.digital.com." 

form of interactive programs, data files, etc. In one example, 
when an advertisement appears on the television, the tont: 
can be generated and then additional data displayed on the 
display 118. Additionally, a streaming video program could 
be played on the PC received over the network, which 
streaming video program is actually longer than the adver­
tising segment on the broadcast. Another example would be 
a sports game that would broadcast the tone in order to allow 
a user access to information that is not available over the 
broadcast network, such as additional statistics associated 
with the sports program, etc. 

By utilizing the system described herein with respect to 
the disclosed embodiment of FIG. 1, an advertiser is allowed 
the ability to control a user's PC 112 through the use of tones 
embedded within a program audio signal. As will descried 
hcrcinbclow, the disclosed embodiment utilizes particular 
routing information stored in the PC 112 which allows the 
encoded information in the received audio signal to route 
this information to a desired location on the network and 
then allow other routing information to be returned to the PC 
112 for control thereof to route the PC 112 to the appropriate 
location associated with that code. 

Referring now to FIG. 2, there is illustrated a computer 
204, similar to computer 112, connected to display infor-
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mation on display 118. The computer 204 comprises an 
internal audio or "sound" card 206 for receiving the trans­
mined audio signal through receive antenna 109 and 
receiver ll0. 1bc sound card 206 typically contains analog­
to-digital circuitry for converting the analog audio signal s 
into a digital signal. The digital signal may then be more 
easily manipulated by software programs. 'lbe receiver 110 
separates the audio signal from the video signal. A special 
trigger signal located within the transmitted advertiser audio 
signal triggers proprietary software running on the computer JO 

204 which launches a communication application, in this 
particular embodiment, the web browser application located 

6 
advertiser server for retrieval of the advertiser product 
information to the PC 302. It should be noted that although 
the disclosed invention discusses a global communication 
network, the system is also applicable to LANs, WANs, and 
peer-to-peer network configurations. It should be noted that 
the disclosed architecture is not limited to a single source PC 
302, but may comprise a plurality of source PCs, e.g., PC 
300 and PC 303. Moreover, a plurality of ARS 308 systems 
and advertiser servers 312 may be implemented, e.g., ARS 
314, and advertiser server A 316, respectively. 

lbe information transactions, in general, which occur 
between the networked systems of this embodiment, over 
the communication network, are the following. lbe web 
browser running on source PC 302 transmits a message 

on the PC 204. Coded advertiser information contained 
within the audio signal is then extracted and appended with 
the address of a proprietary server located on the commu­
nication network. The remote server address is in the form 
of a URL. This appended data, in addition to other control 
codes, is inserted directly into the web browser application 

15 packet to the ARS 308 over Path" A." "Ibe ARS 308 decodes 
the message packet and performs a cross-reference function 
with product information extracted from the received mes­
sage packet to obtain the address of an advertiser server 312. 
A new message packet is assembled comprising the advcr-for automatic routing to the communication network. The 

web browser running on PC 204, and communicating to the 
network with a through an internal modem 208, in this 
embodiment, transmits the advertiser information to the 
remote server. The remote server cross-references the adver­
tiser product information to the address of the advertiser 
server located on the network. The address of the advertiser 
server is routed back through the PC 204 web browser to the 
advertiser server. The advertiser product information is 
returned to PC 204 to be presented to the viewer on display 
118. In this particular embodiment, the particular advertiser 
product information displayed is contained within the adver- JO 

tiser's web page 212. A-. mentioned above, the audio signal 

20 tiscr server 312 addres..-;, and sent hack to the source PC 302 
over Path "B." A .. handotT" operation is performed whereby 
the source PC 302 browser simply reroutes the information 
on to the advertiser server 312 over Path "C," with the 
appropriate source and destination address appended. The 

25 advertiser server 312 receives and decodes the message 
packet. The request-for-advertiser-product-information is 
extracted and the advertiser 312 retrieves the requested 
information from its database for transmission back to the 
source PC 302 over Path •·D." 'The source PC 302 then 

is audible to the human ear. 'lbereforc the audio signal, as 
emitted from the TV speakers, may be input to the sound 
card 206 via a microphone. Furthermore, the audio signal 
need not be a real-time broadcast, but may be on video tapes, JS 

CDs, DVD, or other media which may be displayed at a later 
date. With the imminent implementation of high definition 
digital television, the audio signal output from the TV may 
also be digital. Therefore, direct input into a sound card for 
ND purposes may not be necessary, but alternative inter- 40 

facing techniques to accommodate digital-to-digital signal 
formats would apply. 

Referring now to FIG. 3, there is illm;trated a source PC 
302, similar to PCs 204 and 112, connected to a global 
communication network 306 through an interface 304. In 45 

this embodiment, the audio signal 111 is received by PC 302 
through its sound card 206. The audio signal 111 comprises 
a trigger signal which triggers proprietary software into 
launching a web browser application residing on the PC 302. 
The audio signal 111 also comprises advertiser product so 
information which is extracted and appended with URL 
information of an Advertiser Reference Server(·' ARS") 308. 
The ARS 308 is a system disposed on the network that is 
defined as the loca1ion to which data in the audio signal 111 
is to be routed. As such, data in the audio signal 111 will 55 

always be routed to the ARS 308, since a URL is unique on 
the network system. Connected to the ARS 308 is a database 
310 of product codes and as..-.ociated manufacturer URLs. 
The database 310 undergoes a continual update process 
which is transparent lo the user. As companies sign-on, e.g., 60 

subscribe, to this technology, manufacturer and product 
information is added to the database 310 without interrupt­
ing operation of the source PC 302 with frequent updates. 
When the advertiser server address URL is obtained from 
the ARS database 310, it and the request for the particular 65 

advertiser product information is automatically routed back 
through the web browser on PC 302, over to the respective 

proces.-.es the information, i.e., for display to the viewer. The 
optional Path "E" is discussed hereinbclow. It should be 
noted that the disclosed methods arc not limited to only 
browser communication applications, but may 
accommodate, with sufficient modifications by one skilled in 
the art, other communication applications used to transmit 
information over the Internet or communication network. 

Referring now to FIG. 4<1, the message packet 400 sent 
from the source PC 302 to ARS 308 via Path ·• A" comprises 
several fields. One field comprises the URL of the ARS 308 
which indicates where the message packet is to he sent. 
Another field comprises the advertiser product code or other 
information derived from the audio signal 111, and any 
additional overhead information required for a given trans­
action. The product code provides a link to the address of the 
advertiser server 312, located in the database 310. Yet 
another field comprises the network address of the source 
PC 302. In general, network transmissions are effected in 
packets of information, each packet providing a destination 
address, a source address, and data. These packets vary 
depending upon the network transmission protocol utilized 
for communication. Although the protocols utilized in the 
disclosed embodiment are of a conventional protocol suite 
commonly known as TCP/IP, it should be understood that 
any protocols providing the similar basic functions can be 
used, with the primary requirement that a browser can 
forward the routing information to the desired URL in 
response to keystrokes being input to a PC. However, it 
should be understood that any protocol can be used, with the 
primary requirement that a browser can forward the product 
information to the desired URL in response to keystrokes 
being input lo a PC. Within the context of this disclosure, 
"message packet" shall refer to and comprise the destination 
URL, product information, and source address, even though 
more than a single packet must be transmilled to effect such 
a transmission. 

Upon receipt of the message packet 400 from source PC 
302, ARS 308 processes the information in accordance with 
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instructions embedded in the overhead information. The 
ARS 308 specifically will extract the product code informa­
tion from the received packet 400 and, once extracted, will 
then decode this product code information. Once decoded, 
this information is then compared with data contained within 
the ARS advertiser database 310 to determine if there is a 
·'hit." If there is no .. hit" indicating a match, then informa­
tion is returned to the browser indicating such. If there is a 
''hit," a packet 402 is assembled which comprises the 
address of the source PC 302, and information instructing 
the source PC 302 as to how to access, directly in a 
.. handoff' operation, another location on the network, that of 

8 
where the data is discarded. In function block 522, the 
program then signals for a retransmission of the data. The 
system then waits for the next trigger signal, in decision 
block 500. If properly authenticated in decision block 506, 

5 program flow continues through the "Y" signal path where 
the data is then used to launch the web browser application, 
as indicated in function block 508. In function block 510, the 
web browser receives the URL data, which is then auto­
matically routed through the computer modem 208 lo the 

10 
network interface 304 and ullimately to the network 306. In 
function block 514, the ARS 308 responds by returning the 
URL of advertiser server 312 to the PC 302 . 

an advertiser server 312. This type of construction is rela­
tively conventional with browsers such as Netscape® and 
Microsoft Internet Explorer® and, rather than displaying 

15 
information from the ARS 308, the source PC 302 can then 
access the advertiser server 312. The ARS 308 transmits the 
packet 402 back to source PC 302 over Path .. H." Referring 
now to FIG. 4b, the message packet 402 comprises the 
address of the source PC 302, the URL of the advertiser 

20 
server 312 embedded within instructional code, and the URL 

In function block 516, the web browser running on the 
source PC 302, receives the advertiser URL information 
from the ARS 308, and transmits the URL for the product 
file to the advertiser server 312. In block 518, the adver1iser 
server 312 responds by sending the product information to 
the source PC 302 for processing. 

The user may obtain the benefits of this architecture by 
simply downloading the proprietary software over the net­
work. Other methods for obtaining the software are well­
known; for example, by CD, diskette, or pre-loaded hard 
drives. 

of the ARS 308. 
Upon receipt of the message packet 402 by the source PC 

302, the message packet 402 is disassembled to obtain 
pertinent routing information for assembly of a new message 
packet 404. The web browser running on source PC 302 is 
now directed to obtain, over Path ··C," the product informa­
tion relevant to the particular advertiser server 312 location 
information embedded in message packet 404. Referring 
now to FIG. 4c, the message packt:t 404 for this transaction 
compriscs the URL of the advertiser server 312, the rcquest­
for-product-information data, and the address of the source 
PC 302. 

Upon receipt of the message packet 404 from source PC 
302, advertiser server 312 disassembles the mes.'iage packet 
404 to obtain the request-for-product-information data. The 
advertiser server 312 then retrieves the particular product 
information from its database, and transmits it over Path" D" 
back to the source PC 302. Referring now to FIG. 4d, the 
message packet 406 for this particular transaction comprises 
the address of the source PC 302, the requested information, 
and the URL of the advertiser server 312. 

Optionally, the ARS 308 may make a direct request for 
product information over Path "E" to advertiser server 312. 

Referring now to HG. 6, there is illustrated a flowchart of 
the proces.<; the ARS 308 may undergo when receiving the 

25 message packet 400 from the source PC 302. In decision 
block 600, the ARS 308 checks for the receipt of the 
message packet 400. If a message packet 400 is not received, 
program llow moves along the "N" path to continue waiting 
for the message. If the message packet 400 is received, 

JO program flow continues along path "Y" for message pro­
cessing. Upon receipt of the message packet 400, in function 
block 602, the ARS 308 decodes the message packet 400. 
The product code is then extracted independently in function 
block 604 in preparation for matching the product code with 

3~ the appropriate advertiser server addres.-. located in the 
database 310. In function block 606, the product code is then 
used with a look-up table to retrieve the advertiser server 
312 URL of the respective product information contained in 
the audio signal data. In function block 608, the ARS 308 

40 then assembles message packet 402 for transmission back to 
the source PC 302. Function block 610 indicates the prm .. -ess 
of sending the message packet 402 back to the source PC 
302 over Path "B." 

In this mode, the ARS 308 sends information to the adver- 45 
tisc.r server 312 instructing it to contact the source PC 302. 
This, however, is unconventional and requires more com­
plex software control. The message packet 408 for this 
transaction is illustrated in HG. 4e. which comprises the 
URL of the advertiser server 312, the request-for-product- so 
information data, and the address of the source PC 302. 
Since product information is not being returned to the ARS 
308, but directly to the source PC 302, the message packet 
408 requires the return address to be that of the wurcc PC 
302. The product information is then passed directly to PC 55 
302 over Path "D." 

Referring now to FIG. 7, there is illustrated a flowchart of 
the interactive processes between the source PC 302 and the 
advertiser server 312. In function block 700, the source PC 
302 receives the message packet 402 back from the ARS 308 
and begins to decode the packet 402. In function block 702, 
the URL of the advertiser product information is extracted 
from the message packet 402 and saved for insertion into the 
message packet 404 to the advertiser server 312. The mes-
sage packet 404 is then assembled and sent by the source PC 
302 over Path "C" to the advertiser server 312, n function 
block 704. While the source PC 302 waits, in function block 
706, the advertiser server 312 receives the message packet 
404 from the source PC 302, in function block 708, and 

Referring now to FIG. 5, the method for detecting and 
obtaining product information is as follows. In decision 
block 500, a proprietary application running resident on a 
source computer PC 302 (similar to PC 204) monitors the 
audio input for a special trigger signal. Upon detection of the 
trigger signal, data following the trigger signal is decoded 
for further processing, in function block 502. In function 
block 504, the data is butlered for further manipulation. In 
decision block 506, a determination is made as to whether 
the data can be properly authenticated. If not, program How 
continues through the "N" signal to function block 520 

disassembles it. '[be product information location is then 
extracted from the message packet 404 in function block 
710. The particular product information is retrieved from the 

60 advertiser server 312 database for transmission back to the 
source PC 302. In function block 712, the product informa­
tion is as.<;emhled into mcs..,;age packet 406 and then trans­
mitted back to the source PC 302 over Path ··D." Returning 
to the source PC 302 in function block 714, the advertiser 

65 product information contained in the message packet 406 
received from the advertiser server 312. is then extracted and 
processed in function block 716. 
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Referring now to FIG. 8, after receipt of a trigger signal, 
a web browser application on a source PC 302 is automati­
cally launched and computer display 800 presents a browser 
page 802. Proprietary software running on the source PC 
302 processes the audio signal data after being digitized 5 
through the sound card 206. The software appropriately 
prepares the data for insertion directly into the web browser 
by extracting the product information code and appending 
keystroke data to this information. First, a URL page 804 is 
opened in response to a Ctrl-0 command added by the 10 
proprietary software as the first character string. Opening 
URL page 804 automatically positions the cursor in a field 
806 where additional keystroke data following the Ctrl-0 
command will be inserted. After URL page 804 i.s opened, 
the hypertext protocol preamble http:// is inserted into the 15 
field 806. Next, URL information associated with the loca­
tion of the ARS 308 is inserted into field 806. Following the 
ARS 308 URL data are the characters /? to allow entry of 
variables immediately following the /? characters. In this 
embodiment, the variable following is the product informa- 20 
tion code received in the audio signal. The product code 
information also provides the cros.s-refcrence information 
for obtaining the advertiser URL from the ARS database 
310. Next, a carriage return is added to send the URL/ 
product data and close the window 804. After the message 25 
packet 400 is transmilted to the ARS 308 from the source PC 
302, transactions from the ARS 308, to the source PC 302, 
to the advertiser server 312, and back to the source PC 302, 
occur quickly and are transparent to the viewer. At this point, 
the next information the viewer sees is the product infor- 30 
mation which was received from the advertiser server 312. 

Referring now to FIG. 9, there is illustrated a block 
diagram of a more simplified embodiment. In this 
embodiment, a video source 902 is provided which is 
operable to provide an audio output on an audio cable 901 35 

which provides routing information referred to by reference 
numeral 904. The routing information 904 is basically 
information contained within the audio signal. This is an 
encoded or embedded signal. "Ille important a._pect of the 
routing information 904 is that it is automatically output in 40 

rcaltime as a function of the broadcast of the video program 
received over the video source 902. Therefore, whenever the 
program is being broadcast in realtime to the user 908, the 
routing information 904 will be output whenever the pro­
ducer of the video desires it to be produced. It should be 45 

understood that the box 902 representing the video source 
could be any type of media that will result in the routing 
information being output. "Illis could be a cassette player, a 
DVD player, an audio cassette, a CD ROM or any such 
media. It is only important that this is a program that the so 
producer develops which the user 908 watches in a continu­
ous or a streaming manner. Embedded within that program, 
at a desired point selected by the producer, the routing 
information 904 is output. 

'(be audio information is then routed to a PC 906, which 5~ 

is similar to the PC 112 in FIG. l. A user 908 is interfaced 
with the PC to receive information thereof, the PC 906 
having associated therewith a display (not shown). "Ille PC 
906 is interfaced with a network 910, similar to the network 
306 in FIG. 3. This network 910 has multiple nodes thereon, 60 

one of which is the PC 906, and another of which is 
represented by a network node 912 which represents remote 
information. The object of the present embodiment is to 
access remote information for display to the user 908 by the 
act of transmilling from the video program in block 902 the 65 

routing information 904. 'Ibis routing information 904 is 
utilized to allow the PC 906 which has a network "browser" 

10 
running thereon to "fetch" the remote information at the 
node 912 over the network 910 for display to the user 908. 
This routing information 904 is in the form of an embedded 
code within the audio signal, as was described hereinabove. 

Referring now to FIG. 10, there is illustrated a more 
detailed block diagram of the embodiment of FIG. 9. In this 
embodiment, the PC 906 is split up into a couple of nodes, 
a first PC 1002 and a second PC HMM. The PC 1002 resides 
at the node associated with the user 908, and the PC 1004 
resides at another node. The PC 1004 represents the ARS 
308 of FIG. 3. lbe PC 1004 has a database 1006 associated 
therewith, which is basically the advertiser database 3IO. 
Therefore, there are three nodes on the network 910 neces­
sary to implement the disclosed embodiment, the PC 1002, 
the PC 1004 and the remote information node 912. The 
routing information 904 is utili7.cd by the PC 1002 for 
routing to the PC 1004 to determine the location of the 
remote information node 912 on the network 910. This is 
returned to the PC 1002 and a connection made directly with 
the remote information node 912 and the information 
retrieved therefrom to the user 908. The routing information 
904 basically constitutes primary routing information. 

Referring now to FIG. 11, there is illustrated a diagram­
matic view of how the network packet is formed for sending 
the primary routing information to the PC 1004. In general, 
the primary routing information occupies a single field 
which primary routing information is then assembled into a 
data packet with the secondary routing information for 
transfer to the network 910. This is described hereinabovc in 
detail. 

Referring now to FIG. 12, there is illustrated an alternate 
embodiment to that of FIG. 9. In this embodiment, the video 
source 902 has associated therewith an optical region 1202, 
which optical region 1202 has disposed therein an embedded 
video code. This embedded video code could be relatively 
complex or as simple as a grid of dark and white regions, 
each region in the grid able to have a dark color for a logic 
"l" or a white region for a logic "O." This will allow a digital 
value to be disposed within the optical region 1202. A sensor 
1204 can then be provided for sensing this video code. In the 
example above, this would merely require an array of optical 
detectors, one for each region in the grid to determine 
whether this is a logic "t" or a logic "O" state. One of the 
sensed video is then output to the PC 906 for processing 
thereof to determine the information contained therein, 
which information contained therein constitutes the primary 
routing information 904. Thereafter, it is processed as 
described hercinabove with reference to FIG. 9. 

Referring now to FIG. 13, there is illustrated a block 
diagram for an embodiment wherein a user's profile can be 
forwarded to the original subscriber or manufacturer. The 
PC 906 has associated therewith a profile databa-;e 1302, 
which profile database 1302 is operable to store a profile of 
the user 908. 'Ibis profile is created when the program, after 
initial installation, request-; profile information to be input in 
order to activate the program. In addition to the profile, there 
is also a unique ID that is provided to the user 908 in 
association with the browser program that runs on the PC 
906. This is stored in a storage location represented by a 
block 1304. This ID 1304 is accessible by a remote location 
as a .. cookie" which is information that is stored in the PC 
906 in an accessible location, which accessible location is 
actually accessible by the remote program running on a 
remote node. 

The ARS 308, which basically constitutes the PC 1004 of 
FIG. 10, is operable to have associated therewith a profile 

This data, for application number 2012100462, is current as of 2012-12-28 22:09 AEST 

Page 135 of 860



6,098,106 
11 

database 1308, which profile database 1308 is operable to 
store profiles for all of the users. The profile database 1308 
is a combination of the stored in profile database 1302 for all 
of the PCs 906 that arc attachable to the system. This is to 

12 
Once all of the information is collected, in either the basic 

mode or the more specific mode, the program will then flow 
to a function block 1412 where this information is stored 
locally. The program then Hows to a decision block 1414 to 

5 then go on-line to the host or the ARS 308. In general, the 
user is prompted to determine whether he or she wants to 
send this information to the host at the present time or to 
send it later. If he or she selects the •'later" option, the 
program will flow to a function block 1415 to prompt the 

be distinguished from information stored in the database 
310, the advertiser's database, which contains intermediate 
destination tables. When the routing information in the 
primary routing information 904 is forwarded to the ARS 
308 and extracted from the original data packet, the look-up 
procedure described hereinabove can then be performed to 
determine where this information is to be routed. The profile 
database 1302 is then utilized for each transaction, wherein 
each transaction in the form of the routing information 
received from the primary routing information 904 is com­
pared to the destination tables 310 to determine what manu- 15 

facturcr it is as.-;ociatcd with. lbc as.-;ociated ID 1304 that is 

10 user at a later time to send the information. In the disclosed 
embodiment, the user will not be able to utilize the software 
until the profile information is sent to the host. Therefore, the 
user may have to activate this at a later time in order to 
connect with the host. 

If the user has selected the option to upload the profile 
information to the host, the program will flow to the function 
block 1416 to initiate the connect process and then to a 
decision block 1418 to determine if the connection has been 
made. If not, the program will llow along a .. N .. path to a 

transmitted along with the routing information in primary 
routing information 904 is then compared with the profile 
database 1308 to determine if a profile associated therewith 
is available. lbis information is stored in a transaction 
database 1310 such that, at a later time, for each routing code 
received in the form of the information in primary routing 
information 904, there will associated therewith the IDs 
1304 of each of the PCs 906. The associated profiles in 
database 1308, which arc stored in as.<;0ciation with IDs 
1304, can then be assembled and transmitted to a subscriber 
as referenced by a subscriber node 1312 on the network 910. 
The ARS 308 can do this in two modes, a rcaltime mcxlc or 

20 time to decision block 1420 which will time to an error hlock 
1422 or back to the input of the connect decision block 1418. 
The program, once connected, will then flow along a ''Y" 
path from decision block 1418 to a function hlock 1428 to 
send the profile information with the ID of the computer or 

25 user to the host. The ID is basically, as described 
hereinabove, a "cookie" in the computer which is accessed 
by the program when transmitting to the host. lbe program 
will then flow to a function block 1430 to activate the 

a non-realtime mode. In a rcaltirne mode, each time a PC 
906 accesses the advertiser database 310, that user's profile JO 

information is uploaded to the subscriber node 1312. At the 
same time, billing information is generated for that sub­
scriber 1312 which is stored in a billing database 1316. 
Therefore, the ARS 308 has the ability to inform the 
subscriber 1312 of each transaction, bill for those 35 

transactions, and also provide to the subscriber 1312 profile 
information regarding who is accessing the particular prod-

program such that it, at later time, can operate without 
requiring all of the set up information. In general, all of the 
operation of this flowchart is performed with a .. wizard" 
which steps the user through the setup process. Once 
complete, the program will How to a Done block 1432. 

Referring now to FIG. 15, there is illustrated a flowchart 
depicting the operation or the host when receiving a trans­
action. The program is initiated at a start block 1502 and 
then proceeds to decision block 1504, wherein it is deter­
mined whether the system has received a routing request, 
i.e., the routing information 904 in the form of a tone, etc .• 

uct advertisement having associated therewith the routing 
information field 904 for a particular routing code as 
described hcreinabovc. 'Ibis information, once assembled, 40 

can then bt: transmitted to the suhscriher 1312 and also be 
reflected in billing information and stored in the billing 
information database 1316. 

embedded in the audio signal as described hcrcinabove with 
respect to FIG. 9. The program will loop hack around to the 
input of decision block 1504 until the routing request has 
been received. At this time, the program will flow along the 
"Y" path to a function block 1506 to receive the primary Referring now to FIG. 14, there is illustrated a flowchart 

depicting the operation for storing the profile for the user. 
The program is initiated in a block 1402 and then proceeds 
to a function block 1404, wherein the system will prompt for 
the profile upon initiation of the system. 'Ibis initiation is a 
function that is set to activate whenever the user initially 
loads the software that he or she is provided. The purpose for 
this is to create, in addition to the setup information, a user 
profile. Once the user is prompted for this, then the program 
will flow to a decision block 1406 to determine whether the 
user provides basic or detailed information. 'Ibis is select­
able by the user. If selecting basic, the program will !low to 

45 routing information and the user ID. Essentially, this pri­
mary routing information is extracted from the audio tone, 
in addition to the user ID. '!be program then flows to a 
function block 1508 to look up the manufacturer URL that 
corresponds to the received primary routing information and 

50 then return the necessary command information to the 
originating PC 108 in order to allow that PC to connect to 
the destination associated with the primary routing informa­
tion. Thereafter, the program will flow to a function block 
1510 to update the transaction database 1310 for the current 

55 transaction. In general, the routing information 904 will be 
stored as a single field with the associated IDs. The profile 
database, as described hereinahovc, has associated therewith 
detailed profiles of each user on the system that has activated 

a function block 1408 wherein the user will enter basic 
information such as name and serial number and possibly an 
address. However, to provide some incentive to the user to 
enter more information, the original prompt in function 
block 1404 would have offers for such thing.-; as coupons, 60 

discounts, etc, if the user will enter additional information. 

their software in association with their ID. Since the ID was 
sent in association with the routing information, what is 
stored in the transaction database is the routing code, in 

Ir the user selects this option, the program from the decision 
block 1406 to a function block 1410. In the function block 
1410, the user is prompted to enter specific information such 
as job, income level, general family history, demographic 
information and more. There can be any amount of infor­
mation collected in this particular function block. 

association with all of the IDs transmitted to the system in 
association with that particular routing code. Once this 
transaction database has been updated, as described 

65 hercinabove, the transactions can be transferred hack to the 
subscriber al node 312 with the detailed profile information 
from the profile database 1308. 
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The profile information can be transmilled back to the 
subscriber or manufacturer in the node 312 in realtime or 
non-rcahimc. A decision block 1512 is provided for this, 
which determines if the delivery is realtime. If realtime, the 
program will flow along a .. y,. path to a function block 1514 5 
wherein the information will be immediately forwarded to 
the manufacturer or subscriber. 'Jbe program will then !low 
to a function block 1516 wherein the billing for that par­
ticular manufacturer or subscriber will be updated in the 
billing database 1316. The program will then flow into an 

10 
End block 1518. If it was non-realtime, the program moves 
along the "N" path to a function block 1520 wherein it is set 
for a later delivery and it is accrued in the transaction 
database. In any event, the transaction database will accrue 
all information associated with a particular routing code. 

With a reallime transaction, it is possible for a rnanufac­
lurcr to place an ad in a magazine or lo place a product on 

15 

14 
the network. obtain information from a remote location 
typically controlled by the advertiser. This could be in the 
form of an advertisement of a length longer than that 
contracted for. Further, this could be an interactive type of 
advertisement. An important aspect to the type of interaction 
between the actual broadcast program with the embedded 
routing information and the manufacturer's site is the fact 
that there is provided in the information as to the user's PC 
and a profile of the user themselves. lbereforc, an advertiser 
can actually gain realtimc information as to the number of 
individuals lhat are watching their particular advertisement 
and also information as to the background of those 
individuals, demographic information, etc. This can be a 
very valuable asset to an advertiser. 

In another example, lhe producer of the program, whether 
it be an on-air program, a program embedded in a video tape, 
CD-ROM, DVD, or a cassctle, can allow the user to auto­
matically access additional information that is not displayed 
on the screen. For example. in a sporting event, various 

a shelf at a particular time. ·111e manufacturer can thereafter 
monitor the times when either the ads are or the products arc 
purchased. Of course, they must be scanned into a computer 
which will provide some delay. However, the manufacturer 
can gain a very current view of how a product is moving. For 
example, if a cola manufacturer were to provide a promo­
tional advertisement on, for example, television, indicating 
that a new cola was going to be placed on the shelf and that 
the first 1000 purchasers, for example, scanning their code 
into the network would receive some benefit, such as a 
chance lo win a trip to some famous resort in Florida or some 
other incentive, the manufacturer would have a very good 
idea as to how well the advertisement was received. Further, 
the advertiser would know where the receptive markets 
were. If this advertiser, for example. had placed the televi­
sion advertisement in ten cities and received overwhelming 
response from one city, but very poor response from another 
city, he would then have some inclination to believe that 
either one poor response city was not a good market or that 
the advertising medium he had chosen was very poor. Since 

20 statistics can be provided to the user from a remote location, 
merely by the viewer watching the program. When these 
statistics are provided, the advertiser can be provided with 
demographic information and background information 
regarding the user. This can be important when, for example, 

25 the user may record a sports program. If the manufacturer 
secs that this program routing code is being output from 
some device at a later time than the actual broadcast itself, 
this allows the advertisers to actually sec that their program 
is still being used and also what type of individual is using 

30 it. Alternatively, the broadcaster could determine the same 
and actually bill the advertiser an additional sum for a later 
broadcast. 'Ibis is all due to the fact that the routing 
informalion automatically, through a PC and a network, will 
provide an indication to the advertiser for other intermediary 

35 regarding the time at which the actual information was 
broadcast. 

the advertiser can obtain a relatively instant response and 
also content with that response as to the demographics of the 
responder, very important information can be obtained in a 40 
relatively short time. 

It should be noted that the disclosed embodiment is not 
limited to a single source PC 302. bul may encompass a 
large number of source computers connected over a global 
communication network. Additionally, the embodiment is 
not limited to a single ARS 308 or a single advertiser server 
312, but may include a plurality of ARS and advertiser 
systems, indicated by the addition of ARS 314 and advertiser 
server A 316, respcclivcly. It should also be noted that this 
embodiment is not limited only to global communication 50 
networks, but also may be used with LAN, WAN, and 
peer-to-peer configurations. 

The different type of medium that can be utilized with the 
above embodiment are such things as advertisements, which 
arc discus.<;ed hercinabove. contests, games, news programs, 
education, coupon promotional programs, demonstration 
media (demos), photographs, all of which can be broadca-.t 
on a private site or a public site. This all will provide the 
ability to allow realtime interface with the network and the 
remote location for obtaining the routed information and 

45 also allow for realtime billing and accounting. 

It should also be noted that the disclosed embodiment is 
not limited to a personal computer, but is also applicable to, 
for example, a Network Computer ("NetPC"), a scaled- 55 

down version of the PC, or any system which accommodates 
user interaction and interfaces to information resources. 

One typical application of the above noted technique is 
for providing a triggering event during a program, such as a 
sport event. In a first example, this may be generated by an 60 

advertiser. One could imagine that, due 10 the cost of 
advertisements in a high profile sports program, there is a 
desire to utilize this time widely. If, for example, an adver­
tiser contracted for 15 seconds worth of advertising time, 
they could insert within their program a tone containing the 65 

routing information. ·tbis routing information can then be 
output to the user's PC which will cause the user's PC to, via 

Although the preferred embodiment has been described in 
detail, ii should be understood that various changes, substi­
tutions and alterations can be made therein without depart­
ing from the spirit and scope of the invention as defined by 
the appended claims. 

What is claimed is: 
1. A method for controlling a computer disposed at a user 

location on a network, comprising the steps of: 

inpulling an analog signal at the user location on the 
network, the analog signal comprising a commerce 
identifier, which 1.ximmerce identifier has an as.<;ociation 
with information disposed on a remote information 
provider location on the network; 

in response to the step of inputting; 
appending routing information to the commerce 

identifier, which routing information defines the 
location of the remote information provider location 
on the network; 

creating a link between the user location and the remote 
information provider location over the network in 
accordance with the appended routing information, 
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encoded signal, and providing it at the personal com­
puter for use by the user. 

which routing information defines the network con­
nection between the user location and the remote 
location on the network; and 

transmitting the commerce identifier from the user 
location to the remote information provider location 
over the network utilizing the created link, wherein 
the information associated with the commerce iden­
tifier can be returned to the user location from the 
remote information provider location. 

8. The method of claim 7, wherein the personal computer 
has a display associated therewith, wherein the retrieved 

5 information is displayed on the display. 
9. ·1be method of claim 7, wherein the broadcast program 

is a video program. 
to. The method of claim 7, wherein the broadcast pro­

gram is an audio program. 

2. ·1be method of claim 1. wherein the analog signal is 
input to a sound card on the computer. 

10 
11. The method of claim 7, wherein the encoded signal 

comprises an audio signal and wherein the step of extracting 
comprises decoding the unique identifier information in the 
audio signal by the personal computer. 3. The method of claim 1, wherein the step of appending 

routing information comprises the steps of: 
providing a database of routing information al a second­

ary location on the network which provides an asso­
ciation between a predetermined commerce identifier 
and a predefined remote information provider location 
on the network, there being a plurality of such routing 
information stored in the database; 

12. The method of claim 11, wherein the broadcast 
program is a video program. 

15 13. The method of claim 11, wherein the broadcast 

transmitting to the secondary location on the network the 20 

commerce identifier; 

program is an audio program. 
14. The method of claim 11, wherein the step of extracting 

routing information comprises connecting the video source 
to the personal computer with a cable which carries at least 
audio information, the personal computer then decoding 
from the audio information in the step of extracting the 
unique identifier information from the encoded signal. accessing the database in response to receiving at the 

secondary location a transmitted commerce identifier 
from the user location; 

comparing the received commerce identifier with the 
stored routing information in the database; 

15. The method of claim 7, wherein the encoded signal is 
a video signal and the broadcast program is a video program 

25 and the step of extracting comprises extracting the unique 
identifier information from the video encoded signal. 

if there is a match between the received commerce 
identifier and any of the stored routing information, 
transmilling the matching routing information back to JU 

the user location; and 
at the user location, in response to receiving the matching 

routing information, appending the matching routing 
information to the commerce identifier. 

4. The method of claim 3, and further comprising the step JS 

of displaying lhe received information from the remote 
information provider location. 

5. The method of claim 1, wherein the network is a global 
communication network that provides a universal resource 
locator (URL) for each remote information provider location 40 

on the network and the routing information is comprised of 
the URL for the remote information provider location. 

6. 'lbe method of claim 1, wherein the appended routing 
information in the step of appending includes instructional 
information as to how the remote information provider 45 

location is to process the transmitted commerce identifier. 

16. The method of claim 7, wherein the storage region is 
disposed on a remote information provider location on the 
network. and the step of controlling comprises: 

transferring the extracted unique identifier information to 
an intermediate node on the network; 

storing at the intermediate node on the network lookup 
information associated with the location of the storage 
region on the network with the unique identifier 
information, such that the unique identifier information 
is associated with the location of the storage region on 
the network; 

looking up at the intermediate node the associated loca­
tion of the storage region for the received unique 
identifier information and returning the location infor­
mation to the personal computer; and 

the step of controlling using the returned location infor­
mation to retrieve information from the storage region 
al the defined remote information provider location on 
the network. 

17. The method of claim 16 and further comprising the 
step of storing at the intermediate node profile information 
associated with the user of the personal computer and 

7. A method for retrieving information from a storage 
region having a defined information provider location on a 
network, comprising the steps of: 

broadcasting a program having embedded !herein an 
encoded signal having unique identifier information 
contained therein, wherein the unique identifier has an 
as.<;ociation with the location on the network of the 
storage region; 

so storing at the personal computer identification information 
associated with the profile information at the intermediate 
node and further comprising the step of transmilling the 
identification information to the intermediate node when 
transmitting the unique;: identifier information thereto. 

extracting the encoded signal from the broadcast; and 
controlling a personal computer for a user at a user 

location on the network in response to the step of 
extracting lo connect to the storage region on the 
network and retrieve information from the storage 
region at the defined location thereof on the network, 
which defined location is located with the extracted 

55 18. The method of claim 17, and further comprising the 
step of transmiuing profile information from the imermedi­
ate node to the personal computer with the returned routing 
informal ion, such that profile information is transmitted with 
the unique identifier information from the personal computer 

60 to the defined location on the network. 

* * * * • 
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(57) ABSTRACT 

A suspect user (110) seeks access to a network resource from 

an access authority (150) utilizing a passcode received from 

an authentication authority (130). Initially, an ID of a device 

is bound with a PIN, the device ID is bound with a private 

key of the device, and the device ID is bound with a user ID 

that has been previously bound with a password of an 

authorized user. The device ID is bound with the user II) by 

authenticating the user ID using the password. Thereafter, 

the suspect user communicates the device ID and the PIN 
from the device over an ancillary communications network 

(112); the authentication authority responds back over the 
ancillary communications network with a passcode 

encrypted with the public key of the device; and the suspect 

user decrypts and communicates over a communications 
network (114) the passcode with the user ID to the access 
authority. 
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MULTI-FACTOR AUTHENTICATION SYSTEM 

[0001] A portion of disclosure of this patent document 
including said computer code contains material that is 
subject to copyright protection. The copyright owner has no 
objection to the reproduction by anyone of the patent 
document or the patent disclosure in its entirety, as it appears 
in the patent file or records of the U.S. Patent & Trademark 
Office, WIPO, or other governmental organization, but oth­
erwise reserves all copyrights whatsoever. 

FIELD OF rnE PRESENT INVENllON 

[0002] The present invention generally relates to authen­
tication systems and, in particular, to a multi-factor authen­
tication system used for authenticating a suspect user seek­
ing access to a network resource from an access authority of 
a computer network. 

BACKGROUND OF HIE PRESENT 
INVEN"nON 

[0003] A user ID and password often is required in order 
for a suspect user lo gain access to a network resource from 
an access authority of a computer network. In such a sys1em, 
the network resource may comprise an application, service, 
or device of the computer network, or even access to the 
computer network itself. The access authority may comprise 
a server of the computer network, which granLs; acccs.s; once 
the user ID has been authcnticalt:d using the password 
received from the suspect user. Moreover, the access author­
ity may Include security privileges for granting specific 
types of access by authenticated users, and the access 
authority may additionally pcrfonn the authentication of 
suspect users. 

[0004] The increasing number of systems each requiring a 
user ID and password in order for a suspect user to gain 
access to a network resource ultimately confuses users. To 
reduce confusion, users typically choose easy-10-rcmcmbcr­
password<;. Otherwise, users tend to forget '-"Omplcx pass­
words and record the passwords in easily accessible areas 
for later reference. For example, many users maintain a list 
of user IDs and pas.s;words in a spreadsheet or text file on 
their computer or personal digital assistant. Programs even 
have been written to help maintain user ID and password 
combinations. 

(0005] Enterprises, such as corporations, Internet service 
providers, portals, application service providers (ASPs), 
e-commerce providers, online financial services, etc., must 
manage user IDs and passwords for their users. Allowing 
users to employ simple passwords reduces security al a time 
when security auacks arc increasing and arc increasingly 
expensive when they occur. On the other hand, enforcing the 
use of complex passwords and requiring passwords lo be 
changed frequently increases security, hut also increases 
cost in the form of help desk and customer service calls for 
the resetting of pas.swords. 'Ibe systems that have been 
developed to allow users to U.'le personal information to reset 
a password automatically without human intervention tend 
to be Jess secure because personal information can be 
guessed or obtained surreptitiously. Some systems, for 
example, use information from credit rcports---despite the 
fact that credit bureaus arc in the business of proactively 
selling that information. 
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[0006] For user convenience, single sign-on systems also 
have been developed in which a user is able to authenticate 
to a single trusted authentication server, which then propa­
gates that authentication to multiple access authorities. 
While the use of a single authentication server eases the user 
burden of remembering multiple passwords for accessing 
various network resources, such a system typically is limited 
to accessing network resources of a single enterprise. Such 
a system als;o i5 susceptible to a security problem known as 
"keys to the kingdom." If an allack gains access to the user 
ID and password required to authenticate to the authentica­
tion server, then access to all network resources relying upon 
that authentication server arc compromised. 

[0007) Stronger forms for authenticating user IDs also 
have been developed beyond the single-factor authentication 
employed in using passwords. Notably, hardware token such 
as USB tokens and time-hascd tokens-RSA's SecurelD is 
an example-are now being utilized in some multi-factor 
authentication systems wherein these tokens are able lo 
uniquely identify themselves. For example, a token utilizing 
physical access to a device and knowledge of a shared 
secret, such as a PIN, can construct a rotating key that 
matches a synchronized server key. Such a system is a 
·•two-factor" authcnticalion system hecause it requires 
something the user has, i.e., the token, in addition to 
something the user knows, i.e., the password. Unfortunately, 
each token in one of these two-factor authentication system 
is expensive, subject to loss, and typically restricted to use 
with one or more network resources of a parlicular computer 
network. 

[0008] In view of the foregoing, a need cxisL-. for an 
improved multi-factor authentication system that ovcr'-"Omcs 
one or more of the aforementioned disadvantages of current 
authentication systems. One or more of these disadvantages 
arc overcome by one or more embodimcnLs; of the present 
invention, as described in detail below. 

SUMMARY OF HIE PRESENT INVENTION 

(0009] Briefly described, the present invention relates lo 
multi-factor authentication systems. 

A FIRST ASPECT OF TI-IE PRESENT 
INVENTION 

[0010] With regard to a first aspect of the present inven­
tion, both a PIN of a user authori7.cd to access a network 
resource and a first key of an asymmetric key pair of the 
authorized user are maintained in association with a first 
primary identification by an authentication authority such 
that each of the PIN and the first key arc retrievable based 
on 1hc first primary identification. Within this system, a 
method of the first aspect of the present invention is per­
formed by the authentication authority whereby the autho­
ri7.ed user gains access to the network resource from an 
access authority by utilizing a passcode. 'Ille method 
includes the steps of: receiving the first primary identifica­
tion and a suspect PIN from a suspect user; authenticating 
the first primary identification by considering at least one 
authentication factor, including comparing the suspect PIN 
with the PIN of the authorized user maintained in associa­
tion with the first primary identification by the authentica­
tion authority; and following a successful authentication of 
the first primary identification, generating the passcodc, 
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encrypting the passcode using the first key of the asymmet­
ric key pair of the authorized user, and communicaling the 
encrypted passcode to the suspect user for subsequent 
decryption and presentation to the access authority. 

[0011] The first primary identification may include a 
device II) and/or a domain ID that identifies the access 
authority for the network resource. Preferably, the primary 
identification includes both the device ID and the domain 
ID. Furthermore, the device ID may be an identification of 
a personal communications device, such as, for example, a 
PDA, a mobile phone (cellular or digi1al), or a two-way 
pager device like a RIM Blackberry wireless unit. 

[0012] The authori,r..cd user preferably gains access to the 
network resource over a communications network, and the 
first primary identification and suspect PIN preferably is 
received by the aulhentication authority over a communica­
tions medium different from the communications network. 
'lbe communications network may comprise, for example, 
the Internet or an intranet. The communications medium 
may comprise a telecommunications network. Preferably, 
the suspect PIN is received encrypted with a first key of an 
asymmetric key pair of the authentication authority, wi1h the 
key pair of the authentication authority is generally unique 
to the domain ID. 

[0013] 'lbe method preferably includes the further steps 
of: receiving a suspect passcode from the access authority; 
comparing the suspect passcode with the passcode tbat was 
encrypted and communicated to the suspect user by the 
authentication authority; and communicating a result of the 
comparison to the access authority. Additionally, the pass­
code preferably must be received by the access authority 
andior the authentication authority within a predetermined 
amount of time after being generated in order for the user to 
gain access 10 the network resource. ·111e predetermined 
period of time preferably is short, such as less than ninety 
seconds in some instances or less than an hour in other 
instances. 

[0014] The passcode communicated to the suspect user 
preferably is maintained by the authentication authority such 
that the passcode is retrievahk based on a first secondary 
identification. '!be first secondary identification comprises 
the combination of (i) a user ID that represents an identifi­
cation of the authori1.ed user to the access authority, and (ii) 
the domain ID. The passcode received by the access author­
ity preferably is communicated to the authentication author­
ity with the user ID. 

[0015] In a feature of this method, biometric information 
of lhe authorized user further is maintained in association 
with the first primary identification such that the biometric 
information is retrievable based on the first primary identi­
fication, and the step of considering at least one authenti­
cation faclor by the authenticalion authority furlher includes 
comparing suspect biometric information received with the 
first primary identification with the biometric information of 
the authorized user maintained in association with the first 
primary identification by the aulhentication authority. Such 
biometric information may include individual physical char­
acteristics believed to be unique to a user, such as a retinal 
pattern, fingerprint, or voice pattern. 

[0016] In another feature of this method, a geographical 
location for the authori,r,ed user is maintained in association 
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with the first primary identification such that the geographi­
cal information is retrievable based on the first primary 
identification, and the step of considering at least one 
authentication factor by the authentication authority further 
includes comparing a geographical location identified as the 
origin of communication of the suspect PIN with the geo­
graphic location maintained in association with the first 
primary identification by the authentication authority. 

[0017) In yet another feature of this method, a time range 
for the authorized user is maintained in association with the 
first primary identification such that the time range is 
retrievable based on the first primary identification. In this 
feature, the step of considering at least one authentication 
factor by the authentication authority further includes com­
paring with the time range with a time of receipt of the first 
primary authentication and the suspect PIN. The time range 
may comprise a window of time or a plurality of discon­
tinuous windows of time for permitted receipt of the suspect 
PIN, such a<; during only the daily hours of 6am to midnighl, 
or only business hours for weekdays and mornings on 
weekends. 

[0018] In accordance with the first aspect of the present 
invention, the authorized user is additionally authorized to 
acces.-; a second network resource, and both a second PIN of 
the authorized user and a first key of a second a.-.ymmetric 
key pair of the authorized user arc maintained by the 
authentication authority in as.-;ociation with a second pri­
mary identification such that each of the second PIN and the 
first key of the second key pair of the authorized user arc 
retrievable based on the second primary identification. Fur­
thermore, in preferred embodiments the second asymmetric 
key pair may in fact be the same as the first asymmetric key 
pair. 

[0019] Moreover, the method preferably includes the addi­
tional steps of: receiving the second primary identification 
and a suspect second PIN; authenticating the second primary 
identification hy considering at least one authentication 
factor, including comparing the suspect second PIN with the 
second PIN of the authorized user maintained in as.<;0<:iation 
with the second primary identification by the authentication 
authority; and following a successful authentication of the 
second primary identification, generating a second passcode, 
encrypting the second passcode using the first key of the 
second asymmetric key pair of the authorized user, and 
communicating the encrypted second pas.<;eode to the sus­
pect user for subsequent decryption and presentation to the 
access authori1y. 

[0020] lbe second primary identification preferably com­
prises the combination of the device ID and a second domain 
ID, and the second passcode communicated to the suspect 
user preferably is maintained by the authentication authority 
such that the second pas.-.code is retrievable based on a 
second secondary identification. 'lbe second secondary iden­
tification preferably comprises the combination of (i) a 
second user ID that represents an identification of the 
authorized user to an access authority with respect to the 
second network resourL-e, and (ii) the second domain ID. 

[0021] Additionally, a first key of a second asymmetric 
key pair of the authentication authority preferably is main­
tained by the authentication authority in association with the 
second domain ID such that the first key is retrievable based 
on the second domain ID, with the second key pair being 
generally unique to the second domain ID. 
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A SECOND ASPECr OF THE PRESENT 
INVEN'I10N 

[0022] With regard lo a second aspect of the present 
invention, both a PIN of a user aulhori7.cd lo access a 
network resource and a first key of an asymmetric key pair 
generally unique lo a personal communications device of the 
authorized user are mainlaint!d by an aulhenlication author­
ity in association with an identifier such that each of the PIN 
and the first key are retrievable based on the idenlifier. 

[0023] Within this system, the second aspect relates to a 
method whereby the authorized user gains acces.,; lo the 
network resource from an access authority. The method 
includes the steps of: receiving a challenge request with 
respect 10 a suspect user seeking 10 gain access 10 the 
network resource from the access authority; in response to 
the challenge request, communicating a challenge lo the 
suspect user, receiving a challenge response and the identi­
fier; and authenticating the identifier by comparing the 
challenge response to a function of the challenge, the PIN 
maintained by the authentication authority in association 
with the identifier, and the first key maintained by the 
authentication authority in association with the identifier. 
"Jbe key pair preferably is generated by the authentication 
authority and the first key of the key pair is communicated 
by the authentication authority lo the personal communica­
tions device of the aulhorized user. Furthermore, the first key 
preferably is communicated to the personal communications 
devi\.""e of the authorized user upon initial re-.-eipt of the PIN 
from the authorized user for maintaining in association with 
the identifier. 

[0024] 'Jbe function preferably includes the hashing of the 
challenge, PIN, and first key. The identifier preferably 
includes a user ID that identifies the authorized user to an 
access authority that grants access to the network resource 
and, additionally, a domain ID that identifies the acces..,; 
authority for the network resource. The identifier thus pref­
erably comprises the secondary IO of the aforementioned 
preferred methods. 

[0025] In other preferred embodiments of this aspect of 
the present invention, the function preferably includes lhe 
hashing of the (i) challenge, (ii) PIN, and (iii) first key of the 
asymmetric pair lhat is generally unique to the user device 
and that was provided by the authentication authority, as 
well as (i) a first key of an asymmetric key pair that is 
generally unique to the user device but that was generated 
within the device and not provided by the authentication 
authority, (ii) a first key of a key pair of the authenlicalion 
authority that is generally unique to the domain ID, and (iii) 
the domain ID itself. 

A THIRD ASPECT OF TIIE PRESEN'r 
lNVEN'llON 

[0026] A third aspect of the present invention relates to a 
method for gaining access by a user to a network resource. 
'lbe method includes the steps of: communicating a PIN and 
a first primary identification over an ancillary communica­
tions network to an authentication amhority; receiving an 
encrypted passcode over the ancillary communications net­
work from the authentication authority; decrypting the pass­
code using a key of an asymmetric key pair; and commu­
nicating the pas.,;code and a user ID over a communications 
network lo an access authority. Additionally, the method 
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preferably includes the additional step of manually entering 
the PIN into the personal communications device for com­
municating the PIN over the ancillary communications 
network to the authentication authority. Preferably, the 
encrypted passcode is received and decrypted by the per­
sonal communications device, and the key with which lhe 
passcode is decrypted preferably is stored within and gen­
erally unique to the personal communications device. The 
passcode and the user ID also preferably are communicated 
over the communications network using another device 
different from the personal communications device, such as 
a laptop or desktop computer. 

[0027) The method preferably further includes the step of 
manually reading the pas.<;00de from a display of the per­
sonal communications device for communicating the pass­
code over the communications network. The method also 
preferably includes 1he additional steps of communicating a 
second PIN and a second primary idcnlification over the 
ancillary communications network to the authentication 
authority, receiving a second encrypted passcode over the 
ancillary communications network from the aulhentication 
authority, decrypting the second passcode using a key of a 
second asymmetric key pair; and communicating the pass­
code and a second user ID over the communications network 
to another access authority. 

A FOURTH ASPECT OF TI-IE PRE.SENT 
INVENTION 

[0028] A fourth aspect of the present invention relates to 
a method for registering for access by an authorizt!d user 
with respect to a network resource. 'Jbe method includes the 
steps of: generating a first asymmetric key pair generally 
unique to a device of the authorized user; communicating in 
association with a device ID of the device to an authenti­
cation authority over an ancillary communications network 
both a first key of the first asymmetric key pair and a PIN of 
the authorizt!d user; receiving an encrypted registration code 
over the ancillary communications network from the authen­
tication authority; dccrypling the registration ..-ode using the 
second key of the first asymmetric key pair of the device; 
and communicating the registration code 10 an access 
authority over a computer network in associating with a user 
ID thal identifies the authorized user to the access authority. 
Preferably, the PIN is not stored within the device following 
its encryption and communication to the authentication 
authority and wherein the second key of lhe key pair of the 
device is not exported from the device. 

A FIFTH ASPECI' OF THE PRESENT 
INVENTION 

[0029] A fifth aspect of the present invention relates 10 a 
method in which an authorized user is registered with an 
authentication authority for later authenticating of a suspect 
user seeking to gain access from an acces..c; authority to a 
network resource. The method includes the steps of: gener­
ating within a device of the authorized user a first asym­
metric key pair of the authori7,cd user that is generally 
unique to the device, and -.'Ommunicating with the device a 
first key of the first asymmetric key pair in association with 
a device ID of the device to the authentication authority over 
an ancillary \.-Ommunications network; receiving and main­
taining hy the authentication authority the first key in 
association with the device ID, and communicating by the 
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authentication authority to the device of the authorized user 
over the ancillary communications network a first key of a 
first key asymmetric key pair of the authentication authority 
that is generally unique to a domain ID; encrypting by the 
authorizcd user with the device using the fist key of the 
asymmetric key pair of the authentication authority a PIN of 
the authorized user that is entered into the device, and 
communicating by the authorized user the encrypted PIN in 
association with the device ID to the authenlication authority 
over the ancillary communications network; decrypting by 
the authentication authority the PIN and maintaining the PIN 
in association with the device ID and the domain ID. 
encrypting by the authentication authority using the first key 
as.<;ociatcd with the device ID a registration code, and 
communicating by the authentication authority the registra­
tion code to the device of the authorized user over the 
ancillary communications network; decrypting by the autho­
rized user within the device the encrypted registration code 
using the second key of the first asymmetric key pair of the 
au1horized user, and communicating by the aulhorized user 
over a communications network the registrations code to an 
access authority in association with a user ID identifying the 
aulhorized user to the access authority; and comparing the 
registration code received with the user ID with the regis­
tration code encrypted and sent to the authorized user. 
Preferably the PIN is not stored within the device following 
its encryption and communication to the authentication 
authority, and preferably the first key of the key pair of the 
device is not exported from the device. Moreover, the first 
asymmetric key pair of the authorized user preferably is 
generally unique to the domain ID. 

[0030] The method preferably further includes the step of 
communicating by the access authority the user ID and the 
registration code to the authentication authority, and the step 
of comparing the registration code received with the user ID 
with the registration code encrypted and sent lo the user is 
performed by the authentication authority. In this regard, the 
device ID preferably is communicated by the access author­
ity with the registration code lo the access authority. 'lbe 
user ID preferably is maintained by the authentication 
authority in association with the device ID such that a 
passcode maintained in association with the device ID is 
retrievable based on the user ID and/or the device ID. 

A SIXTII ASPECT OF TIIE PRESENT 
INVENTION 

[0031] A sixth aspect of the present invention relates to a 
method of granting acccs.<; to a suspect user seeking to acces.<; 
a network resource. 'Ibis method includes the steps of first, 
(i) maintaining credentials of the authori;r.ed user such that 
the credentials are retrievable based on the user ID, (ii) 
receiving a user ID, registration code, and suspect creden­
tials, (iii) comparing the suspect credentials with the cre­
dentials maintaim;d in association with the user ID, and (iv) 
upon a succcs,ful authentication of the user ID by matching 
the suspect credentials with the maintained credentials, 
communicating the user ID and registration oode to an 
authentication authority. The credentials of the authorized 
user include (i) a password of the authorized user and/or (ii) 
information transmiued from a token of an authorized user, 
including a temporal-based or sequential-based value. 
Thereafter, the method includes the steps of granting access 
to the network re.source to a suspect user upon, ( i) receiving 
a user ID and passcode from the suspect user, (ii) commu-
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nicating the user ID and passcode to the aulhentication 
authority, and (iii) receiving an indication of a successful 
passcode comparison by the authentication authority. 

[0032] lo accordance with the sixth aspect, the method 
preferably further includes the steps of additionally receiv­
ing suspect credentials with the user ID and passcode, 
comparing the suspect credentials with the password main­
tained in association with the user ID, and communicating 
the user ID to the authentication authority only upon a 
successful match of the suspect credentials with the main­
tained credential<;. 

A SEVENTH ASPECT OF THE PRESENT 
INVEN·noN 

[0033] A seventh aspect of the present invention relates to 
a method of upgrading a single-factor authentication system 
to a two-factor authentication system wherein a suspect user 
seeks access to a network resource and the single-factor 
authentication system includes the binding of a user ID with 
credentials of an authorized user. The method of the seventh 
aspect Includes the steps of: (i) initially binding a device ID 
of a device with a PIN, (ii) binding the device ID with a 
private key of the device, and (iii) binding the device ID with 
the user ID, including authenticating the user ID wilh the 
credentials; and, thereafter, (i) authenticating the device ID 
including, as part thereof, communicating from the device 
the device ID and the PIN over an ancillary communications 
network, (ii) authenticating the device including, as part 
thereof, communicating to the device over the ancillary 
communications network a passcode encrypted with the 
public key corresponding lo the device privale key and 
decrypting the passcode using the device private key, and 
(iii) communicating the unencrypted pas.-;code over a com­
munications network with the user ID. 

OTHER ASPECTS AND FEA11JRES 

[0034] Other aspects of the present invention include, inter 
alia, computer-readable media having computer-executable 
instructions for performing part or all of the methods of the 
aforementioned aspects of the present invention and modi­
fications and variations thereof. 

[0035] In aspects of the present invention, additional fea­
tures include: the device as a wireless device, a GPS devi(.-e, 
and/or a JAVA-enabled device; the ancillary communica­
tions network as a trusted network; the communications 
network as an untrusted network; and transporting commu­
nications over the communications network and/or the ancil­
lary communications network using a secure transport pro­
tocol. Moreover, the au1hen1ication authority may comprise 
a program, module, or a server, or refer to an entity main­
taining such program, module, or server, and the access 
authority may comprise a second program, module, or 
server, or refer to a second entity maintaining the second 
program, module, or server. In either case, the authentication 
authority and the acccs.,; authority preferably arc distinct. 
Indeed, the authentication authority preferably works in 
conjunction with several access authorities in accordance 
with these aspects of the present invenlion. 

[0036] These and other features of the invention will be 
more readily understood upon consideration of the atlached 
drawings and of the following detailed description of those 
drawings and the presently preferred embodiments of the 
invention. 
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BRIEF DESCRIPTION OF mE DRAWINGS 

[0037] Further features and benefits of the present inven­
tion will be apparent from a detailed description of preferred 
embodiment._ thereof taken in conjunction with the follow­
ing drawings, wherein similar clements are referred to with 
similar reference numbers, and wherein: 

[0038] FIG. 1 illustrates a first preferred multi-factor 
authentication system according to the present invearion; 

[0039] FlG. 2 illustrates a preferred system for user reg­
istration for the multi-factor authentication system of HG. 
l; 

[0040] FIG. 3 illustrates a second preferred multi-factor 
authentication system according to the present invenlion; 

[0041] FIG. 4 illustrates a preferred system for user reg• 
istration for the mulli-factor authentication system of FIG. 
3; 

[0042] FIG. 5 illustrates a tlowchart of steps of a method 
of the multi-factor authentication system of FIG. l; 

[0043] FIG. 6 illustrates a flowchart of steps of a method 
of the preferred, user registration system of FIG. 2; 

[0044] FIG. 7 illustrates a flowchart of steps of a method 
of the multi-factor authentication system of FIG. 3; 

[0045] FIG. 8 illustrates a flowchart of steps of a method 
of the preferred user registration system of FIG. 4; 

(0046] FIG. 9 illustrates a first preferred commercial 
embodiment of a multi-factor authentication system accord­
ing to the present invention; and 

[0047] FIG. 10 illustrates a second preferred commercial 
embodiment of a multi-factor authentication system accord­
ing to the present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS OF THE INVENTION 

[0048] As a preliminary matter, it will readily be under­
stood by those persons skilled in the art that the present 
invention is susceptible of broad utility and application in 
view of the following detailed description of the preferred 
devices and methods of the present invention. Many devices, 
methods, embodiments, and adaptations of the present 
invention other than those herein described, as well as many 
variations, modifications, and equivalent arrangements, will 
be apparent from or reasonably suggested by the present 
invention and the following detailed description thereof, 
without departing from the substance or scope of the present 
invention. Accordingly, while the present invention is 
described herein in detail in relation to preferred devices, 
methods and systems. ii is to be understood that this dis­
closure is illustrative and exemplary and is made merely for 
purposes of providing a full and enabling disclosure of the 
preferred embodiments of the invention. 'Inc disclosure 
herein is not intended nor is 10 be construed to limit the 
present invention or otherwise to exclude any such other 
embodimenL'>, adaptations, variations, modifications and 
equivalent arrangements, the present invention being limited 
only by the claims appended hereto and the equivalents 
thereof. 

[0049] Furthermore, as used herein, "PIN,"''passcodc," 
and "password" each broadly refers to a shared secret used 
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for authentication purposes and all arc considered synonyms 
herein, with none intended to imply any particular syntax of 
the secret itself. 

[0050] '!be use of "asymmetric key pair" refers to a pair of 
keys in which that encrypted with at least one of the keys 
may be decrypted only with the second key. However, in 
accordance with the present invention, that encrypted with 
the second key may or may not be decrypted with the first 
key. 

[0051] Finally, in accordance with the present invention, 
"ancillary communications network" and "<..-ommunications 
network" identify differenl communications networks, with 
the ancillary communications network referring to a com­
munications network between a user and an authentication 
authority over which a PIN is sent and a passcode is received 
by the user, and with "communications network" referring to 
a communications network between a user and an access 
authority over which the passcode is sent by the user to the 
access authority. The ancillary communications network 
preferably comprises a telecommunications network and the 
communications network preferably comprises a computer 
network. furthermore, a network resource preferably is 
accessed by the user over the communications network 
through which the user communicates with the access 
authority. The communications network and the ancillary 
communications network also may overlap lo certain extents 
such as, for example, where a computer utilizes a telephone 
line to connect to an Internet service provider. 

[0052] With reference now to FIG. 1, a preferred embodi­
ment of a multi-factor authentication system 100 in accor­
dance with the present invention is illustrated. 'lbe system 
100 includes a suspect user 110, an authentication authority 
130, and an access authority 150. The suspect user ll0 seeks 
to gain access to a network resource from the access 
authority 150 utilizing an encrypted passcode provided to 
the suspect user IJ0 by the authentication authority 130. 

[0053] Specifically, when the suspect user 110 desires to 
gain access to the network resource, the suspect user 110 
communicates to the authentication authority-130 over an 
ancillary communications network 112 a primary ID and a 
suspect PIN. In response, lhe authentication authority 130 
compares the suspect PIN with a PIN of an authorized user 
that is retrieved based on the primary ID. If the suspect PIN 
matches the retrieved PIN of the authorized user, and if the 
primary ID otherwise successfully authenticates, then the 
authentication authority 130 communicates back to the user 
110 over the ancillary communications network 112 a pas.s­
code that is encrypted with a first key (K') of an asymmetric 
key pair of the authorized user. ')be authentication authority 
130 maintains the passcode in associalion with the primary 
ID in the computer-readable storage medium. 

(0054] lbc passcode comparison may be the only factor 
considered hy the authentication authority 130 at this time. 
Alternatively, the authentication authority 130 also may 
utilize additional factors in authenticating the device ID. 
Thus, for example, since the device can utilize a telecom­
munications network such as a wireless network, tbc geo­
graphical location of the user 110 at the time of generating 
the passcode request can be detennincd. An authori7.cd user 
can set the boundaries of the geographical locations from 
which a valid password request can originate. Additionally, 
certain time ranges can also be set. Furthermore, a geo-
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graphical location can he coupled with a time range. For 
example, on weekdays during working hours, a valid request 
may only originate from an area around the user's offiL-c, 
while a residence may he valid during the weekends. In 
addition, the system 100 can track usage patterns and 
determine if a request is within normal parameters. Further­
more, voice pallerns and other biometrics of the user 110 can 
be stored at the authentication authority 130 and utilized for 
authentication. 

[0055] In any event, upon the receipt of an encrypted pass 
code by the suspect user 110, the suspect user ll0 decrypts 
the encrypted passcode using a second key of the asymmet­
ric key pair and communicates to the access authority 150 
over a communications network 114 a suspect passcode and 
a user ID of the authorized user. The user ID identifies the 
authorized user to the access authority ISO. 

[0056] The access authority 150, in turn, communicates 
the suspect passcodc and, if the passcode iL,;clf also docs not 
already serve as a sec.ondary ID to identify the suspect user 
no to the authentication authority 130, then a secondary ID 
of the suspect user no is also included with the suspect 
passcode in the communication to the authentication author­
ity 130. "lbe access authority 150 may communicate the 
suspect passcode over the ancillary communications net­
work 112, the communications network 114, or yet a third 
communications network, and the particular communica• 
lions network itself that is utilized by the access authority 
150 in communicating with the authentication authority 130 
forms no parl of the broadest definitions of the invention 
herein. 

[0057] In response to the access authority 150 communi­
cating the suspect passcodc to the authentication authority 
130, and based on the secondary ID of the suspect user 110, 
the authentication authority 130 then authenticates tbe sec­
ondary ID by comparing the suspect passcode with the 
passcode previously encrypted and communicated to the 
suspect user llO. The authentication authority 130 then 
communicates an indication of the result of the pas..-.code 
comparison back to the access authority 150. The access 
authority 150. in turn, granLs access Lo the network resource 
to the suspect user 110 as a function of the authentication 
result received from the authentication authority 130. In 
other words, if the suspect user HO is an authorized user of 
the m:twork resource based on the authentication result, then 
the suspect user HO is granted access to the network 
resource by the access authority 150. Conversely, if the 
suspect user 110 is not an authorized user of the network 
resource based on the authentication result, then the suspect 
user 110 is not granted access to the network resource by the 
access authority 150. 

[0058] With reference to HG. 2, a registration system 200 
is illustrated by which an authorized user 210 registers with 
the authentication authority 130 for later seeking acces..<; to 
the network resource from the access authority 150 in 
accordance with the system 100 of FIG. I. The authentica­
tion authority 130 is identified by inpulling a server code­
preferably of only twelve digits-into the user device as 
more fully described below wilh reference to commercial 
embodiments. 

[0059] In the registration system 200, the authorized user 
210providcs his or her primary ID, the first key (K\m), and 
PIN to the authentication authority 130 over the ancillary 
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communications network 112, and the authentication author• 
ity 130 provides its first key (K\u,h) to the authorized user 
110 together with configuration information. In particular, a 
preferred sequence of communications in this key exchange 
includes: first, the provision of the primary ID with a 
registration request made to the authentication authority 130 
and, in response thereto, the provision of the first key 
(K 1 au,J of the authentication authority 130 lo the authorized 
user 110; aod, second, the provision of the first key (K1 use,) 
of the user in combination with the PIN to the authentication 
authority 130, all encrypted with the first key (K 1 

auth) of !he 
authentication authority 130. Preferably, this key exchange 
occurs entirely over the ancillary communication network 
112. 

[0060] The authentication authority 130 receives and 
maintains the first key and PIN of the authorized user 210 in 
association with the primary ID in a computcr•readablc 
storage medium such that each of the first key and the PIN 
of the authori7.ed user 210 is subsequently retrievable based 
on reL-eipt of 1he primary ID of the authorized user 210. The 
authentication authority 130 then encrypts a registration 
code (reg code) using the first key of the authorized user 210 
and communicates !he encrypted registration code to the 
authorized user 210 over the ancillary communications 
network 112. 

[0061] Upon receipt thereof, the authorized user 210 
decrypts the encrypted registration code using the second of 
the asymmetric key pair and communicates the unencrypted 
registration code together with a user ID to the access 
authority 150 over the communications network 114. Fur• 
thermore, credentia Is ( not shown) of the authorized user 210 
preferably arc communicated with the user ID and registra­
tion code for authentication of the user ID in accordance 
with the then-current authentication system that is utilized 
by the access authority 150. 

[0062] Upon authentication of the user ID using the ere· 
dcntials, the access authority 150 communicates the suspect 
registration code and a secondary IO to identify the autho• 
rizcd user 210 to the authentication authority 130. ·tbe 
access authority 150 may communicate 1he suspect regis• 
!ration code and secondary ID over !he ancillary communi• 
cations network 112, the communications network 114, or 
yet a third communications network 116, and the particular 
communications network itself thal is utilized by lhc acces.c; 
authority 150 in communicating with the authentication 
authority 130 forms no part of the broadest definitions of the 
invention herein. 

(0063) In response lo the access authority 150 communi• 
eating the suspect registration code and secondary ID to the 
authentication authority 130, the authentication authority 
130 first L-onfirms that the suspect registration code matches 
a valid registration code (i.e., one that was previously 
encrypted and communicated to an authorized user). If so, 
then the authentication authority 130 associates the second• 
ary ID of the authorized user 210 with the primary ID of the 
authorized user 210 in the computer-readable storage 
medium such that any subsequent passcode assigned to or 
otherwise associated with the primary ID is subsequently 
retrievable based on receipt of the secondary ID. If the 
suspc<.:t registration code does not match a valid registration 
code, then no a55ociation is made between the secondary ID 
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of the authorized user 210 with the primary ID of the 
authorized user 210 in the computer-readable storage 
medium. 

[0064] The authentication authority 130 then communi­
cates an indication of the result of the registration code 
comparison back to the access authority 150. The access 
authoritv 150, in turn, enables the authorized user 210 for 
authentication by way of the system 100 if the indicated 
result from the authentication authority 130 is a succes.<;fu) 
match. 

[0065] In preferred embodiment of the systems 100,200, 
the primary ID includes a device ID of a device of the 
authorized user in which is generated and stored the second 
key of the asymmetric key pair of the authorized user. 
Furthermore, if the passcode docs not also function as the 
secondary ID in the system 100, then the secondary ID 
includes the user ID, and, upon a suc<.'Cssful registration 
code match by the authentication authority 130 in system 
200, the authentication authority 130 associates the second­
ary ID with the primary ID such that, in the system 100, a 
pas.<;<.,'(lde as.-;ociated with the primary ID is retrievable by the 
authentication authority 130 based upon the later receipt of 
the secondary ID. 

[0066] The methods of the systems 100,200 also may be 
repeated in conjunction with a plurality of access authorities 
150 for a single authentication authority 130. In such case, 
each of the primary ID and secondary ID preferably further 
includes a domain ID that gcm:rally uniquely identifies the 
appropriate acces.<; authority 150 to the authentication 
authority 130 with respect to the network resource sought to 
be accessed. 

[0067] FIG. 3 illustralt:s another preferred embodiment of 
a multi-factor authentication system 300 in accordance with 
the present invention. Like the system 100 of FIG. 1, the 
system 300 includes a suspect user llO, an authentication 
authority 130, and an access authority 150. 'Jbe suspect user 
llO aL<;0 seeks to gain access to a network resource from the 
access authority 150, but not by utilizing an encrypted 
passcode received by the suspect user 110 from the authen­
tication authority 130. In the system 300, the suspect user 
110 is unable to communicate with the authentication 
authority over the ancillary communications network 112. 
This may occur, for example, when the suspect user 110 is 
out of communications range with the ancillary communi­
cations network 112. In this situation, the suspect user 110 
nevertheless may be able to communicate with the access 
authority 150 and the network resource assuming access is 
granted. Accordingly, the system 300 provides a method by 
which the suspect user HO is able to seek and gain acces.-; 
without having to communicate at that time over the ancil­
lary communications network 112. 

[0068] In accordance with this preferred system 300, the 
suspect user ll O requests from the acces.<; authority 150 
access to the network resource preferably by communicating 
over communications network 114 to the access authority 
150 a user ID without a passcode (not shown). 'Ibe absence 
of the passcodc indicates to the access authority the unavail­
ability of the ancillary communications network 112 lo the 
suspect user 110. Accordingly, the access authority 150 
rcqucslS from the authentication authority 130 over the 
communications network 116 a challenge for the secondary 
ID corresponding to the user ID (not shown). 
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[0069] In response lo the challenge request, the authenti­
cation aulhority 130 issues a challenge to the access author­
ity 150 over communications network 116. The access 
authority ISO, in turn, <.-ommunicales the challenge to the 
suspect user 110. Alternatively, the access authority 150 may 
generate the challenge iL-,elf. 

[0070] Upon receipt of the challenge, the suspect user 110 
communicates a challenge response.: back to the access 
authority 150. The challenge response comprises a function 
of the challenge iL-;clf, a PIN of an authorized uSt:r 210, and 
a first key of an asymmetric key pair lhal is generally unique 
to a device ID. ·1be access authoritv 150 then communicates 
the challenge response in associati~n with the secondary ID 
back to the aulhcnlication authorily 130 over the commu­
nications network 116. 

[0071] Upon receipt of the challenge response and the 
secondary ID, !he authentication authority 130 retrieves, 
based on the secondary ID, both the PIN of !he authorized 
user 210 and the first key of the asymmetric key pair of the 
authentication authority 130 for that secondary ID. 'Ibe 
authentication authorily 130 then reconslrucL<; the challenge 
response based on the retrieved PIN and first key as well as, 
inter alia, the challenge iL-;clf, and compares !be recon­
structed challenge response to the challenge response that 
was received. The secondary ID is authenticated upon the 
successful matching of the received challenge response with 
the reconstructed challenge response hy the authentication 
authority 130. The authentication authority 130 then com­
municates an indication of the rcsull of the challenge 
response comparison to the access aulhority 150 over the 
communications network 116. 

[0072] ')be key pair of which the first key is utilized in 
constructing the challenge respom;e preferably is generated 
by the authentication authority 130 during the registration 
process. In particular, the firsl key of the key pair is 
communicated hy the authentication authority 130 to the 
authorized user 210 during registration process 400 as 
illustrated in FIG. 4. As will be apparent from a,comparison 
of FIGS. 2 and 4, the registration processes 200,400 are 
identical except for the additional inclusion of this first key 
with the registration code in ils encrypted communication 
over the communications network 112 to the authorized user 
210. 

[0073] Turning now to FIG. 5, steps of a preferred method 
500 of the multi-factor authentication system of FIG. 1 arc 
illustrated, wherein a suspect user requests a pas.scodc to 
obtain access to a network resource. The suspect user 
preferably initiates the method 500 when he or she executes 
a passcode request application on a device of the suspect 
user. Preferably, the device is a personal communication 
device of the suspect user. When executed, the application 
prompt-; the suspect user to identify (Step 504) the network 
resource(s) to which access is desired by selecting a domain 
for the network resource(s). Upon sele~1ion of the domain, 
the application prompts the suspect user to input (Step 506) 
the PIN previously registered by the authorized user of the 
device and associated with the selected domain, as discussed 
hereinafter with regard to l•IG. 6. 

[0074] 'Ibe application then creates (Step 508) a pas5'.-ode 
request containing the primary ID and the PIN input by the 
suspect user (i.e., the "suspect PIN"). As stated previously, 
in preferred embodiments, the primary ID includes the 
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device ID of the device pos.'it:ssed hy the suspect user. If 
there is more than one domain for a network resource to 
which the authorized user is entitled to access, then the 
primary ID also includes a domain ID (or "domain desig­
nation") associated with the domain selected by the suspect 
user which identifies an access authority for that domain to 
the authentication authority. 

[0075] Furthermore, the PIN is encrypted using a first key 
(e.g., "puhlic key") of an asymmetric key pair of the 
authentication authority prior to its inclusion in the pa~de 
request. The pass'--ode request then is communicated (Step 
512) over the ancillary communications network to the 
authentication authority. 

[0076] The authentication authority receives the passcodc 
request, decrypts (Step 514) the PIN and compares (Step 
516) the decrypted suspect PIN with the PIN of the autho­
rized user that is retrieved based on the primary ID of the 
pasS<.-odc request. If the suspect PIN matches the retrieved 
PIN of the authorized user in Step 516, then the authenti­
cation authority generates (Step 518) a passcode. Preferably, 
the passcodc is time stamped (Step 520) and then recorded 
(Step 522) in association with the primary ID in a computer­
readable storage medium. The authentication authority then 
encrypL<i (Step 524) the time-stamped passcode using the 
first key (K1

) of an asymmetric key pair of the authorized 
user and communicates (Step 526) the encrypted passcodc 
over the ancillary communications network lo the suspect 
user. On the other hand, if the suspect PIN does not match 
in Step 516 the retrieved PIN of the authorized user, then the 
authenlication authority generates and returns (Step 519) an 
error message to the suspect user indicating that the PIN 
input by the suspect user is invalid or was incorrectly input 
into the device. 

[0077] The suspect user decrypts (Step 528) the encrypted 
passcode using the device and, specifically, using the second 
key (K:.) of the asymmetric key pair of the authorized user, 
which is preferably stored within the device. The suspect 
user then communicates (Step 530) the passcode, which is 
still considered a "suspect passcode" at this point, and a user 
ID of the authorized user over the communications network 
to the access authority. 

[0078] Upon receipt of the suspect passcode and user ID, 
the acces.<; authority communicates (Step 532) the suspect 
passcode to the authentication authority for authentication. 
If the suspect passcodc docs not already serve as a SC'-"Ondary 
ID to identify the suspect user (and potentially also the 
access authority), then the secondary ID is also communi­
cated in Step 532 with the suspect passcode. 

[0079] The access authority then authenticates the second­
ary ID of the suspect user by comparing (Step 534) the 
suspect passcode associated with the secondary ID (as 
received from the access authority) to the previously gen­
erated passcode as.'iOciated with the primary ID. Preferably, 
a time stamp associated with the passcode is al'ill used for 
validation of the suspect pas.s;code. 

(0080] If the suspect passcodc matches the previously 
generated passcode in Step 534, then the authentication 
authority indicates (Step 537) to the access authority an 
indication of the successful authentication of the secondary 
ID, upon which the access authority then grant<; (Step 538) 
access to the requested network resource to the now autho-
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rizcd user. On the other hand, if the suspect passcode docs 
not match the previously generated passcode in Step 534, 
then the authentication authority communicates (Step 536) 
back lo the access authority an indication of the unsuccessful 
authentication of the secondary ID, upon which the access 
authority then denies (Step 539) access to the requested 
network resource to the suspect user. 

[0081] Turning now to FIG. 6, steps of a method 600 of 
the preferred user registration system of FIG. 2 are illus­
trated in which an authorized user registers with the authen­
tication authority for the purpose of later being able to 
request and obtain a passcode for access to a network 
resource. 

[0082] In this regard, to ensure that communications 
between the authori7.cd user and authentication authority arc 
secure, it is desirable as a preliminary matter for the autho­
rized user to obtain a first key (e.g., public key) of an 
asymmetric key pair of the authentication authority, 
whereby communications from the authorized user sent to 
the authentication authority may be encrypted. 

[0083] The method begins when the authorized user 
executes (Step 602) a registration request application on a 
device of the authorized user. Upon execution, the applica­
tion creates (Step 604) a registration request containing the 
primary ID, which preferably includes the device ID of the 
device and the domain ID for the relevant domain for which 
registration is being requested, and the first key (K1

) of an 
asymmetric key pair of the authori7..cd user, which key pair 
is stored on and is previously generated within the device. 
For St:curity purposes, the registration request is encrypted 
using the first key of the authentication authority and then 
communicated (Step 606) to the authentication authority 
over !he ancillary communications network. 

[0084] The authentication authority decrypts the 
encrypted registration request and stores (Step 608) the 
primary ID and first key ( K 1) in a compuler-readable storage 
medium such that the first key is subsequently retrievable 
based on the primary ID. The authentication authority then 
generates a PIN request that is communicated (Step 610) to 
the authorized user over the ancillary communications net­
work. 

[0085] In response thereto, the device receives the PIN 
request and the registration request application then prompts 
the authorized user to input a PIN for use with the device 
when requesting a passcode for access to the network 
resourcc(s) of the identified domain. In response thereto, the 
authorized user inputs the PIN into the device in conven­
tional manner (e.g., by inputting the PIN twice to ensure no 
typographical errors between the two entries). The primary 
ID and PIN are then communicated (Step 612) to the 
authentication authority over the ancillary communications 
network (again encrypted again using the first key of the 
authentication authority). 

[0086] In response thereto, the authentication authority 
decrypts the encrypted primary ID and PIN and stores (Step 
614) the PIN in the computer-readable storage medium such 
that the PIN is subsequently retrievable based on the primary 
ID. The authentication authority then generates (Step 616) a 
registration code (reg code), which is encrypted (Step 618) 
using the first key (K 1

) of the device, and thco communi­
cated (Step 620) to the authorized user over the ancillary 
communications network. 
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[0087] Upon receipt thereof, the authorized user decrypts 
(Step 622) the encrypted registration code using the second 
key of the asymmetric key pair that is stored within the 
device. The authorized user then communicates (Step 624) 
the unencrypted registration code together with a user ID to 
the access authority over the communications network. 
Other credentials of the authorized user preferably arc also 
communicated with the user ID and registration code in Step 
624 for authentication (Step 626) of the user II) in accor­
dance with the then-current authentication system that is 
utilized by the access authority. 

[0088] Upon authentication of the user ID in Step 626 
using the user credentials, lhe access authority communi­
cates (Step 628) to the authentication authority the regislra­
tion code considered by the access authority 10 be suspect. 
A secondary IO also is sent with the suspecl registration 
code for purposes of later identifying the authorized user to 
the authentication authority based thereon. If !he user II) is 
not authenticated with the credentials, then an error is 
indicated (Step 630) and the method ends. 

(0089] Upon receipt of the secondary II) and suspect 
registration, the authentication authority first confirms (Step 
632) that the suspect registration code matches a valid 
registration code (i.e., one thal was previously encrypted and 
communicated lo an authorized user). If so, then the authen­
tication authority associates (Step 634) the secondary ID of 
the authorized user with the primary ID of the authorized 
user in the computer-readable storage medium such that any 
subsequent passcode as.'>igned to or otherwise associated 
with the primary ID is subscqucnlly retrievable based on 
receipt of the secondary ID. If the suspect registration code 
does not match a valid registration code In Step 632, then no 
associalion is made between the secondary ID of the autho­
rized user with the primary ID of the authorized user in the 
computer-readable storage medium. 

[0090] The authentication authority also communicates 
(Steps 636,640) an indication of the result of the registration 
code comparison back to the access authority. The access 
authority, in tum, enables (Step 638) the authorized user for 
authentication by way of the system 100 if the indicated 
result from the authenticalion aulhorily is a successful 
match. 

[0091] Turning now to 1-'IG. 7, steps of the preferred 
method 300 of the multi-factor authenticalion system of 
FIG. 3 are illustrated. ·11ie steps shown begin with a request 
(Step 702) for a challenge code that is made to the authen­
tication aulhority by the access authority. In response, the 
authentication authority generates (Step 704) a challenge 
code that is then communicated (Step 706) via the access 
authority to the suspect user seeking access from the access 
authority to a network resource. 'The user receives the 
challenge code and enters (Slep 708) the challenge code into 
the device of s the user logether with the PIN of the 
authorized user. "Inc device then mmputes a challenge 
response (Step 710) based on a key of an asymmetric key 
pair of the authentication authority, PIN of the authorized 
user, and challenge code. The device then display~ tht: 
resulting challenge response to the user. '[be challenge 
response is preferahly of manageable size for display and 
manual reading and entering on a keypad. 'Inc user reads the 
challenge response from a display of the device and com­
municates (Step 712) it back to the access authority, which 
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in turn communicates it back lo the authentication authority 
with the secondary ID. lbe authentication authority then 
authenticates (Step 714) the secondary ID based on the 
challenge response hy rc .. ·onstructing it. If the challenge 
response from the suspect user matches in Step 716 the 
reconstructed challenge response, i.e., the response is valid, 
then access is granted (Step 718) by the access authority, and 
if the challenge response from 1he suspect user docs not 
match in Step 716 the reconstructed challenge response, i.e., 
the response is invalid, then access is denied (Step 720) by 
the access authority. 

[0092] FIG. 8 illustrates a flowchart of certain steps of the 
preferred registration process 400 of FIG. 4. As set forth 
above, the registration process 400 is generally the same as 
the registration process 200 described above, with the addi­
tional steps as identified in FIG. 8. In this regard, these 
additional steps include: generating a pair of asymmetric 
encryption keys of the authentication authority (Step 815) 
which is generally unique to the device of the authorized 
user that is registering; encrypting (Step 817) the first key, 
of this secondary together with the registration code that is 
sent to the authori:r..ed user, ie., encrypting the first key of the 
secondary pair with the first key of the asymmetric key pair 
of the authorized user that is received from the authorized 
user during registration; sending (Step 819) the encrypted 
first key of the secondary pair and the registration code to the 
user via the ancillary communications network; decrypting 
(Step 821) the first key of the secondary pair and the 
registration code using the second key of the asymmetric 
key pair of the authorized user; and storing (Step 823) the 
first key of the secondary pair wi1hin the device and using it 
for computation of a challenge response in accordance with 
an aspect of the present invention. Because the first key of 
the secondary pair of the authentication authorily preferably 
is not used but for computation of the challenge response, 
and because this key is safely stored on the device of the 
user, matching a received challenge response with a recon­
structed challenge response by the aulhentication entity 
results in the strong indication that the device of the autho­
rized user actually computer the challenge response. 

DETAILED DESCRIPTION OF PREtERRED 
COMMERCIAL EMBODIMENTS OF THE 

INVENTION 

[0093] Commercial embodiments of the present multi­
factor authentication system are designed to be commer­
cially viable as a strong multi-factor security system. The s 
commercial wireless authentication system employs new 
application ready wireless devices as an out-of-band method 
for receiving passcodes into intranets, virtual private net­
works (VPNs), highly secured websites, and other access 
restricted systems. Ibe system ulilizes a wireless device as 
a passcode reception device to gain access on a secure wired 
network. 

[0094] The wireless authentication system is designed to 
be as secure as existing two-factor security systems with 
significanlly less costs to implement and maintain. Like 
existing two-factor authentication methods, the present com­
mercial wireless authentication system requires the pass­
codes to be derived and verified in two separate network 
channels: the wireless network, and the wired, network 
service. Through verification of the validity of the device 
and optional lriangulation, the pas.,;codes are authenticated 
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and matched against a named user. However, the present 
authentication system differs from other two-factor systems 
in several key ways: 

[0095] 1) The intelligence of the passcodc gencralion 
is not within the client device, preventing theft an<l 
reverse engineering; 

[0096] 2) The system is not 100% counter/time/ 
algorithm-based (as are most '--"Ompeting systems), 
preventing the existen'--'C of N+l and N-1 valid codes 
as the single-use devices age and lose synchroniza­
tion; 

[0097] 3) The system generates a code only when 
requested, not continuously when not needed, which 
would open the system to algorithm analysis or 
cracking; 

[0098] 4) 'Jbe system employs no single-usc devices, 
which eliminales the expenditure for and investment 
in short-life devices; and 

[0099) 5) The system can support multiple security 
domains both on the client, to reduce the need for 
multiple single use devices, and on the server, to 
enforce flexible security policies. 

[0100] Instead, the present wireless system uses a por­
table, multi-function wireles.s device that is increasingly 
present in bolh personal and business environments. lbus, 
the present wireless authentication system uses a single 
device for acces.-;ing all subscribed systems and enjoys the 
ultimate portability while avoiding the need for users to 
install software on each system that they use. Furthermore, 
the system adds unified identification to the user's existing 
wireless device providing a versatile multifunction capabil­
ity and increasing the convenience for the user. 

(0101) Wireless devices have encapsulated strong unique 
identification principles and secure protocols for device to 
server communications. A server hascd authentication model 
may be constructed to that equates the unique identification 
of the wireless device to the unique persona of the device 
operator. Using shared secrets and secure communication 
method~, access to the wireless device and the knowledge of 
user application credentials, a real-lime token generation 
system can he deployed which will provide an extremely 
secure identification and authentication system. 

(0102] "Ibc present wireless authentication system is based 
on the unique properties of a wirclcs.,; device that allows and 
ensures that tran-;mi-;sions are routed to the correct device. 
In the attempt to avoid fraudulent use of wireless networks, 
an infrastructure has been created that when coupled with 
the various inventions of the present system allows for 
strong identification and authentication of a user in a system 
or network environment. 

[0103] Turning now back to the figures, FIG. 9 provides 
an overview of the operation of a commercial wireless 
authentication system 900. Ao; illustrated, the wireless 
authentication system 900 entails a passcodc to be derived 
and verified in two separate network channels. "Jbe pao;scodc 
is derived over the mobile network 914, while verified over 
a wired network 914. 

[0104) A wireless personal communication device 922 is 
the client platform for the identification of the individual 
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user 914 and u1ilized for the provision of pas.<;eodcs. The 
wireles.s authentication system 900 support-; application 
ready wireless devices 922 such as RIM BLACKBERRY 
devices, java-enabled telephones, personal digital assistants 
(PDAs), WINDOWS CE clients, PALM devices, and the 
like. In order to utilize the wireless authenticalion system, a 
small client application is installed on the wireless device 
922. The application manages several processes including 
key generation, registration, pa,,;code requests, passcodc 
rcct:plion, and offiine passcode verification, all of which arc 
discus.-;ed in greater detail in connection with the following 
figures. 

[0105) As previously slated, the wireless device 922 is 
utilized to obtain a pa,,;code to access a wired authentication 
server (WAS) 930. The WAS 930 can be configured to 
operate with any operating system. However, one commer­
cial embodiment runs a hardened version of Linux 2.4.18. 
The operating system running on the WAS appliance can be 
hardened in the following ways: 

[0106] 1) ·11ie engineering staff applies security ker­
nel patches, system patches and application patche.s. 

[0107] 2) All processes run under an unprivileged 
user, including application processes, application 
server proces.-;es, protocol modules and database 
server processes. 

[0108] 3) All unnecessary services, including net­
work services such as telnet, ftp, line printer, etc. are 
removed from the system, if possible, or disabled. 

[0109) 4) A netfilter IP-tables firewall process is 
created and configured to n:move access to unwanted 
and unneeded processes, applications and ports. 

[0110] 5) Access to any process-most importantly 
the terminal services, file transfer services and data­
base administration services-are conducted over an 
encrypted connection (SSH2) and negotiated 
through public key exchange. 

[0111] 6) Additionally, inherently non-encrypted ser­
vices (like database administration services) arc con­
ducted over a SSI-12 tunneled connection. 

[0112] 7) All internal services are conducted over an 
acces.o; controlled loop back service. 

[0113] 8) All file system, application and system 
services arc set to deny acces.o; hy default. 

[0114] 9) All elements within the file system arc set 
to read-only and accessed by an unprivileged user. 

[0115] 10) Buffer overruns, unchecked variables and 
other application weaknesses are protected. 

[0116] 11) Access to the cryptographic keys and 
database passwords is via a protected proces.s. The 
keys and pas.o;words never appear in plain text on the 
file system. 

[0117] Additionally, in this embodiment, the WAS 930 
uses mainly JAVA-based server component,; and application 
component,;. The underlying database 935 is an embedded 
version of Sybasc, which is self-contained and docs □ot 
require database administration. The WAS database 935 is a 
database of domains, devi'--'CS, users, and protocol modules. 
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[0118] In order for the WAS 930 to communicate with 
network clients 950, the WAS 93(1 ha,; ins1alled the appro­
priate protocol modules. One embodiment supports Remote 
Authentication Dial In User Service (RADIUS) and a pro­
prietary wireless authentication system protocol. 

(0119] RADIUS is a standard TCP/IP based service for 
authorization and access control. The RADIUS protocol is 
detailed within the Internet Engineering Taskforcc RFC 
2865 with additional information provided by RFC's 2866 
to 2869. The RADIUS protocol can be less sc'--ure than 
proprietary protocols since it utilizes a MAC encoding of the 
packets within the protocol exchange. Consequently, it is 
normally utilized on !rusted networks, e.g., corporate Intra­
ncts, or to support standard VPN and dial-in client,;. 
RADIUS is supported by Microsoft's RAS, Cisco's routing 
and firewall software as well as by most of the terminal and 
PPP device makers. lbe WA.<;:, 930 can support fully 
RADIUS authentication and less fully RADIUS accounting 
and proxy features. 

[0120] lbe proprietary protocol is encrypted for the veri­
fication of passcodes from certain network clients 950. 'Ibe 
proprietary protocol can be more secure 1han RADIUS since 
it can utilize full asymmetric payload and transport encryp­
tion, but it requires use of an application component to be 
implemented within a network client 950. Typically, the 
component is a JAVA bean that can be integrated into a 
website, a web application, a client-server application or as 
a forwarding service within an LDAP service. 

[0121] In addition, the WAS 930 can offer a web-based 
administrative utility for the management of the server 
components. 'Ibe WAS 930 can provide a fully web-enabled 
administration utility to create, modify, enable and disable 
each of the components utilized. Most of the WAS 930 
administration is completed using an administration appli­
cation. This entirely web-based system provides adminis­
tration of wireless devices 922, security domains, users 910, 
protocol modules, network client,; 950 and preferences. In 
addition, the application provides access to logs, reports, 
statistics and help. 

[0122] Network clients 950 provide network services on 
the wired network channel 914. 'Ibey can vary greatly in 
their implementation, depending on the requirements of the 
organization that deploys the wireless authentication system 
900. For example, a network client 950 can be a firewall that 
provides VPN services to a partner extranel (via RADIUS) 
or a private website that provides sales support services (via 
a proprietary protocol over SSL). The options arc limitless 
as long as the network client implements either RADIUS (as 
most network devices), a proprietary protocol through an 
application component, or other future standard protocols 
adopted for authentication or access control. 

[0123] The network clients 950 arc accessed by users 914 
desiring access to a network service on a wired network 914. 
The WAS 930 employs the mobile network 912 for receiving 
the passcodes for authorization into intranet,;, VPNs, and 
highly secure websites. lbe passcode reception process and 
passcodc provision process are conducted over two separate 
and distinct channels. One channel is the untrusted wireless 
network 912 (or trusted private wireless network for tele­
coms), while the other is an untrusted or trusted wired 
network 914. Strong encryption should he utilized when 
transmission takes place on an untrusted network. In short, 
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the passcodc is received on one hand by the wireless device 
922 and provided on another by any separate computing 
device 926 that can access the wired network 914. The 
transfer between the bands is accomplished manually by the 
user 910. 

[0124] In order to gain access to a secure network 
resource, the user 910 initiates a passcode request by select­
ing a domain and entering a PIN for the selected domain. 
The PIN was created during a registration process discussed 
later in greater detail. The wireless device application gen­
erates the passcode request. The passcode request consists of 
payload that includes a device identification (device ID), the 
PIN, and a server identification (server ID) encrypted with 
general server key provided in the registration process. The 
passcode request is transmitted to the wireless authentication 
server ONAS) 930 over an encrypted SSL connection. 

(012S] After receiving the passcode request, the WAS 930 
decrypts the request with its local server key. 'Ille server 
looks up in an as.,;ociated database 935 the requesting 
wireless device for the selected domain using the device ID 
and verifies the PIN. 
[0126] In addition, the WAS 930 may use location infor­
mation as part of the authentication process. A wireless 
network 912 can provide geographic location information by 
using triangulation of the originating communication. The 
triangulation can be accomplished by the signal strengths 
received at various network towers 990 in the wireless 
network system 912. Furthermore, many wircles.., devices 
include built in GPS location service that using the known 
GPS system 980. Consequently, these enabled wireless 
devices 922 can provide exact location information. A user 
910 can specify valid geographic boundaries for the origi­
nation of a passcode request such as an office, residence, 
airport, city, state, or other geographic area. Likewise a user 
910 can specify time ranges for a valid request such as 
weekdays during normal work hours. Clearly, geographic 
location and a time range can be merged such that a valid 
request can be from an office during normal work hours and 
a residence during off hours. Furthermore, usage patterns 
can be tracked and deviations from a pattern can trigger 
additional security requirements. 

[0127] If the authenticating information is validated, the 
WAS 930 creates a passcode that is encrypted with the 
general device key. The passcode is time stamped and valid 
for only a predetermined time period based upon the security 
requirements of the domain. Typically, a passcode is valid 
only for 60 seconds or 90 second. However, it is conceivable 
passcodes could be valid up 10 a month or more depending 
on the sensitivity of the network resource. The WAS 930 
returns the pas.,;code to the wireless device 922 via SSL. 
(0128] When the passcode is received, the message is 
decrypted with the device local key. This key is unique to the 
domain and has never been transmitted from the device 922. 
The passcode is displayed on the device 922 and the user 
910 can use the passcode 10 gain acces.s to the network 
servke 950. 
[0129] Before a wireles..,; device 922 can communicate 
with the WAS 930, the device 922 is first registered within 
the WAS 930 and associated with a security domain. In this 
commercial embodiment, each supported security domain 
requires approximately 1200 bytes of storage on the wireless 
device 922. ·1bere are two main me!hods for registering a 
device 922: 
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[0130] If the domain is configured for auto-registration, 
the wireless device 922 can request registration through the 
client application. First, the user 910 uses the client appli­
cation lo request that the device 922 be added to the WAS 
930 and security domain in question. A server code is 
entered by the user 910. This server code can be provided hy 
a technical security staff or automatically displayed to the: 
user 910 upon successful entry into an existing security 
system Once this U-digil server code has been entered into 
the device 922, the user 910 establishes a PIN for the domain 
connection. A separate PIN can be provided for each 
domain, and it is recommended that the user 910 establish 
unique PINs for each domain. At this point In the process, 
the general device key that was generated in the key gen­
eration process is provided to the WAS 930. The WAS 930 
will then record the cryptographic key and provide: the 
domain's general key, a unique identifier for the instance of 
the device within the security domain and a large registration 
code. Additionally, the server 930 will generate a second set 
of keys unique for that particular client device 922 in the 
security domain for offiine pa,.scode verification. 

[0131] The registration code is a one-use temporary cle­
ment. II is not a passcode or password and cannot be used 
for access into a network resource 950. Instead, the regis­
tration code is used lo associate the wireless device 922 with 
a known user 910 within a trusted system. It is possible that 
the association can take place outside of the wireless authen­
tication system 900; however, in most cases, it will be on a 
registration website within the administration system. When 
the user 910 goes to the registration website (or other 
registration system), the user 910 may be required to enter 
an existing user ID, identifying information, and the regis­
tration code. The identifying infonnation is the credentials 
that are acceptable to the network client for validating a user 
910. This process as.'-Ociatcs the wireless device 922 with the 
user 910, verifies the wireless device 922 as valid within the 
security domain and ac1ivatcs the wireless device 922 within 
the security domain. 

[0132] If the domain is not configured for auto-registra­
tion, much of the auto-registration process is still followed. 
The key exchange is same. One major differem .. -e is in the 
final rc:gistration step. Instead of the user 910 completing 
this step, the administrator of the WAS 930 would as...ociate 
the wireless device 922 with the user ID and security domain 
and enable it. 'Ibe manual process can be used when an 
existing user 910 joins the system 900 and continuity with 
the existing system is desired. 

[0133] The WAS 930 stores named users and associates 
each user 910 with a device 922 and a security domain. This 
process allows for login within a network service, whether 
it is via a RADIUS-based VPN, secure website, or any other 
service that is providc:d by a network client 950. 

[0134] The WAS 930 contains a database 935 of domains, 
devi<..-es, users, and protocol modules. Additionally, the WAS 
930 aL<so offers a web-based administrative utility for the 
management of these components. Each instance of autho­
rization, the WAS 930 runs under a panicular security 
domain. The security domain is intended to segregate users 
910 with respect to access and services. For example, 
Intranet access may be provided with one domain, panner 
extranct access with another, and public Internet (Website) 
access with a third. Separate security policies can be pro-
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vided for each domain and access can be granted on a 
device/individual user basis. Unlike other systems, the client 
for each domain (the wireless device 922) is the same. Upon 
creation, each domain generates a key pair for payload 
encryption within the passcode request/passcode reception 
process. ·Ibese keys are the domain local key and the domain 
general key and arc exchanged in the registration proce&'-. 

(0135] The cryptographic signature or device profile for 
each wireless device 922 is stored within the WAS 930 and 
associated with a domain 950 and user 922. In the case of 
encrypted mode (recommended since the wireless network 
912 is untrusted), the cryptographic signature is a 1024 
bit-equivalent general device key as generatc:d in the regis­
tration. ·1nis strong, asymmetric encryption key is generated 
on the device 922 and serves to identify a valid device 922 
within the: security domain and to prov-idc payload security 
during the reception of passcodcs. The device 922 also 
receives, stores and utilizes the public key of the WAS 930, 
which is provided by the server 930 during the registration 
process. Once these keys are exchanged and the device­
domain PIN established, the wireless device 922 becomes a 
registered or trusted device. 

[0136] When the application is started for the first time, 
the application automatically generates a key pair: a local 
device kc:y and a general device key. These keys arc used for 
the decryption of the payload from the WAS 930 and 
identification of the device 922. The keys arc asymmetric, 
and the strength of the key pair is approximately equivalent 
to RSAI024 bits. 'Ibe time for the key generation process 
averages 14 seconds. 

[0137] The commercial embodiment uses the NTRU algo­
rithm from NTRU Cryptosystems, Inc. for this key genera­
tion and in turn for the payload encryption. It is generally 
accepted that the: encryption strength of the NTRU modified 
lattice algorithm is approximately the same as existing 
elliptical curve or RSA asymmetric algorithms. However, 
with the inferior computing power of wireless devices 922, 
the NTRU algorithm is superior because it is much, much 
faster when running on the device 922. For security reasons, 
it is preferred that the key genc:ration be completed on the 
device 922, not on a PC 926 or server and transferred to the 
device 922. In this way the local device key never leaves the 
device 922 and is not suhject to interception, electronic 
copying or redistribution. Thus, the wireless device 922 
functions similarly to a smart card. But unlike a smart card, 
it does not require a wired reader, which greatly reduces the 
cost of implementation and greatly increases portability. 

[0138] When a security domain is created within the WAS 
930, two keys arc generated for the domain: I) the server 
local key {SK1

} and the general server key {SK::}, these 
keys roughly relate to the security domain's public and 
private key respectively; however, terminology used by the 
NTRU algorithm does not match RSA's terminology pre­
cisely. At the initiation of the client applications the device 
creates a key pair the local device key {CK1

} and the general 
device key {CK2

}. 

[0139] When communication is initiated by an unregis­
tered device 922, the device 922 communicates with the 
WAS 930 based on the '"server codc"{SC}cntered by the 
user 910. 'Ibis code is either a zero-padded IP address 
representing the address on the Internet or a 12-digit alias 
within the systems net namespace (for ASP services). After 
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resolving the address {RA} of the target, the devices will 
request the following URL and POST {CKz} to <Stdio> via 
https: 

(0140] https://<{SC}l{RA}/lwikid/servlet/lnitDevic­
eS?a=O&S={ SC} 

(0141] The server 930 expects exactly 255 bytes for the 
{CK:}. The server 930 will encrypt the following message: 

[0142] CKz {[UTF encoded stringJint]Iint][long] 
[ int ][bytes]} 

[0143] Corresponding to: 

[0144] CK1 {[domain name][minPIN]IPIN Tll.!de-
vice ID( {DID})][SK:lengthl[{SK1

}]} 

[0145] 'Jbe typical length of the reply (after expansion) is 
approximately 3526 bytes depending on configuration and 
length of {SK1 }. The device should decrypt string with 
{CK1

} and prompt for PIN, utilizing the minPIN. The PIN 
selection is then em:rypted with {SK2

} and POSTed to: 

[0146] https:i/<{SC}l{RA}/wikid/scrvlet!lnitDe-
vicesS? a= 1 &d= {DID} &s= {SC} 

[0147] The server will expect 251 bytes on <stdin>. The 
server decrypts with { SK 1 } and verifies. Then, the server 
replies with the following encrypted message: 

[0148] CK2{[rcg code {RC}]} 

[0149] Typical length is 263 bytes (251 bytcs+[hnp over­
head]). The device should enable and display the domain 
name. In order to increase the system security, the PIN and 
{RC} are not stored on the device in case of theft. The 
wirele&<; device 922 is not enabled until the registration is 
complete on the second, wired channel nelwork 914. The 
remainder of the registration generally takes place within the 
wired channel network 914. 

[0150] Without strong encryption, the system 900 would 
not be as secure as current two-factor systems. Simply put, 
the weakness of using an untrusted network channel, namely 
the wireless network, is significant without strong cryptog­
raphy. Therefore, the client software employs standard 128-
bit SSL for transport security. In addition, the wireless 
authentication system 900 encrypts the payload of the pa&<;­
codc request and passcode reception as previously noted. 
This allows for procc.<;s-to-proces.<; encryption in addition to 
the application-to-network service encryption provided by 
SSL. On the Java phones SSL is supported by the MIDP 
system; on the BLACKBERRY it is accomplished with a 
proprietary MOBITEXT gateway. 

[0151] Network clients 950 provide network services on 
the wired network channel 914. 'Ibey can vary greatly in 
their implementation, depending on the requirements of the 
organization that deploys the wircles.s authentication system 
900. For example, a network client 950 can be a firewall that 
provides VPN services to a partner extranet (via RADIUS) 
or a private website that provides sales support services (via 
a proprietary protocol over SSL). Those skilled in the art will 
acknowledge that the options arc limitless. However, for a 
network client 950 lo become active within the WAS secu­
rity domain, it is first registered. The registration of network 
clients is accomplished through the administration system. 

[0152] In the commercial embodiment, it is the responsi­
bility of the network client 950 to provide pa&5<.-odes via a 
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computer network 916 for verification by the WAS 930. 
Typically, the network client 950 will provide to the WAS 
930 the passcode and the user ID. The network client 950 
does not verify the code it'>clf; instead it provides the code 
to the WAS 930 through the chosen protocol. When the 
result (acceptance or denial) of the code is returned from the 
WAS 930 via the computer network 916, the network client 
950 acts upon the acceptance (or denial). In the case of 
RADIUS devices, the network is devices 950 are by design 
programmed to act on the acceptance or denial of the code. 
In the case of network clients 950 using a proprietary 
protocol, the appropriate access granting action should also 
be taken. 

[0153] Turning to FIG. 10, illustrated is a commercial 
embodiment for offiine passcode verification. Oiline pass­
code verification is utilized when the wireless network IOU 
is not accessihle. This state mav be due to the user 1010 
being out-of-range of wireles.<; 'network 1012or for other 
reasons. 

[0154] When the WAS 1030 can not be reached by a 
wireless device 1022, the offiine verification process can be 
instituted by the network client 1050. Based on the user's 
action, the network client can request a challenge code from 
the WAS 1030, rather than requesting a passcode verifica­
tion. This action can be taken in response to the user 1010, 
not providing any response lo a passcode input field over a 
computer network 1014 from a computing device 1026. 

[0155] Upon receiving a null <..ude for the passcode, the 
WAS HBO provides a large (usually 12 digit) code for the 
challenge code to the network client 1050 over a computer 
network 1016. The network client l050, in turn, displays the 
challenge code to the user 1010. 

[0156] The user 10IO runs a client application on the 
wireless device 1022 in ollline mode and enters the chal­
lenge code into the device 1022. The device 1022 assembles 
the following message: [general device keylPIN for 
domainlchallenge code] (separators arc shown for readabil­
ity) and encrypts it with a secondary general server key used 
only for ofl:linc verification. This key pair is specific to the 
wireless client 1022 and the security domain. The encrypted 
payload is hashed with SHAl producing a 20 byte string of 
ASCII characters. The string is hase62 encoded and dis­
played to the user 1010. 

[0157] ·111e user 1010 then returns to the process associ­
ated with the network client 1050, such as web page login 
or terminal server login, and enters the resulting message as 
an answer to the challenge. 

[0158] The challenge answer is provided by the network 
client 1050 to the WAS 1030 over an encrypted (or in the 
case of RADIUS encoded and through CHAP) connection 
1016. The WA'i 1030 decrypts the mes.s;age with the server 
local key for offiine verification, repeats the me&<;age cre­
ation above and compares the SHAl hash. The result of the 
challenge verification is returned to the network client 1050. 
Based upon the result, the network 1050 can grant or deny 
access. 

[0159] In view of the foregoing detailed description of 
preferred embodiments of the present invention, it readily 
will be understood by those persons skilled in the art that the 
present invention is susceptible of broad utility and appli­
cation. While various aspects have been descrilicd in par-
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ticular contexts of use, the aspects may he useful in other 
contexL<; as well. Many embodiments and adaptations of the 
present invention other than those herein described, as well 
as many variations, modifications, and equivalent arrange­
ments, will be apparent from or reasonably suggested by the 
present invention and the foregoing description thereof, 
without departing from the substance or scope of the present 
invention. Furthermore, any sequence(s) aod/or temporal 
order of steps of various processes described and claimed 
herein are those considered lo be the best mode contem­
plated for carrying out the present invention. It should al<;o 
be understood that, although steps of various processes may 
be shown and described as being in a preferred sequence or 
temporal order, the steps of any such proces...es an: not 
limited to being carried out in any particular sequence or 
order, abscnl a specific indication of such to achieve a 
particular intended result. In most cases, the steps of such 
processes may be carried out in various different sequences 
and orders, while still falling within the scope of the present 
inventions. Accordingly, while the present invention has 
been described herein in detail in relation to preferred 
embodiments, it is to be understood that this disclosure is 
only illustrative and exemplary of the present invention and 
is_ made merely fo'. purp~s of providing a full and enabling 
dJSClosure of the mvent10n. The foregoing disclosure is not 
intended nor is to be construed to limit the present invenlion 
or olherwise to exclude any such olhcr embodiments, adap­
tations, variations, modifications and equivalent arrange­
ments, the present invention being limited only by the claims 
appended hereto and the equivalents thereof. 

What is claimed is: 
I. In a system wherein both a PIN of a user authorized to 

acces.,; a nelwork resource and a first key of an asymmetric 
key pair of the authorized user arc maintained in association 
with a first primary identification bv an authentication 
authority such that each of the PIN ;nd the first key arc 
retrievable based on the firs! primary identification, a 
method performed by the au1hentication authority whereby 
the authorized user gains access to the network resource 
from an access authority with a pa~de, the method 
comprising the steps of: 

(a) receiving the first primary identification and a suspect 
PIN from a suspect user; 

(b) authenticating the first primary identification by con­
siderin~ at least ooe authemication factor, including 
companng the suspect PIN with the PIN of the autho­
ri7-ed user maintained in association with the first 
primary identification by the authentication authority; 
and 

(c) following a successful authentication of the first 
primary identification, 

(i} generating the pass,xide, 

(ii) encrypting the passcode using the first key of the 
asymmetric key pair of the authorized user, and 

(iii) communicating the encrypted passcode to the 
suspect user for subsequent decryption and presen­
tation to the access authority. 

2. The method of claim l, further comprising the steps of: 

(a) receiving a suspect passcode from the access author­
ity; 
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(b) comparing the suspect passcode with the passcode that 
was encrypted and communicated to the suspect user 
by the authentication authority; and 

(c) communicating an indication of a result of the com­
parison to the access authority. 

3. The method of claim 2, wherein the passcode must be 
received within a predetermined amount of time after being 
generated in order to gain access to the network resource. 

4. The method of claim 3, wherein the predetermined 
period of time is less than ninety second<;. 

5. The method of claim 3, wherein the predetermined 
period of time is arbitrarily configurable by an administrator 
of the authentication authority. 

6. The method of claim 1, wherein the authorized user 
gains access to the network resource over a communications 
network and wherein said step of receiving the first primary 
identification and suspect PIN includes receiving the first 
primary identification and suspect PIN over an ancillary 
communications network. 

7. The method of claim 6, wherein the communications 
network is the Internet. 

8. The method of claim 6, wherein the communications 
network is an intranet. 

9. The method of claim 6, wherein the communications 
network is an untrusted network. 

10. The method of claim 6, wherein communications over 
the communications network are encrypted. 

11. The method of claim 6, wherein the ancillary com­
munications network is a telecommunications network. 

12. The method of claim 6, wherein the ancillary com­
munications network is a trusted network. 

13. ·1ne method of claim 1, wherein biometric inforrnation 
of the authorized user further is maintained in association 
wi1h the first primary identification such that the biometric 
information is retrievable based on the first primary identi­
fication, and wherein said step of considering al least one 
authentication factor by the authentication authority further 
includes comparing suspect biometric information received 
with the first primary identification with the biometric 
information of the authorized user maintained in association 
with the first prirnarv identification bv the authentication 
authority. - • 

14. The method of claim 13, wherein the biomctrical 
information represents a physical characteristic of the autho­
rized user. 

15. The method of claim 14, wherein the biometric 
information represents a voice pattern of the user. 

16. The method of claim 14, wherein the biometric 
information represents a retina pattern of the user. 

17. The method of claim 14, wherein the biometric 
information represenL<; a fingerprint of the user. 

18. The method of claim I, wherein a geographical 
location for the authorized user is maintained in association 
with the first primary identification such that the geographi­
cal location is retrievable based on the first primary identi­
fication, and wherein said step of considering at least one 
authentication factor by the authentication authority further 
includes comparing a geographical location identified as the 
origin of communication of the suspect PIN with the geo­
graphic location maintained in association with 1hc first 
primary identification by the authentication authority. 

19. 'lbe method of claim I, wherein a time range for the 
authorized user is maintained in association with the first 
primary identification such that the time range is retrievable 
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based on the first primary identification, and wherein said 
step of considering at least one authentication factor hy the 
authentication authority further includes comparing with the 
time range with a time of receipt of the first primary 
authentication and the suspect PIN. 

20. The method of claim 1, wherein the first primary 
identification comprises a device ID. 

21. The method of claim 20, wherein the device ID is an 
identification of a personal communications device. 

22. The method of claim 21, wherein the personal com­
munications device comprises a PDA. 

23. The method of claim 21, wherein the personal com­
munications device comprises a wireless device. 

24. ·The method of claim 21, wherein the personal com­
munications device comprises a GPS device. 

25. The method of claim 21, wherein the personal com­
munications device comprises a JAVA-enabled device. 

26. The method of claim 21, wherein the personal com­
munications device comprises a mobile phone. 

27. The method of claim 21, wherein the personal com­
munications device comprises a two-way pager device. 

28. The method of claim 1, wherein the first primary 
identification includes a domain ID. 

29. The method of claim I, wherein the first primary 
identification comprises a (.'Ombination of a device ID and a 
domain ID. 

30. The method of claim 29, wherein the suspect PIN is 
received encrypted with a first key of an asymmetric key pair 
of the authentication authority, the key pair of the authen­
tication authority being generally unique to the domain ID. 

31. The method of claim 29, wherein the passcode com­
municated to the suspect user is further maintained by the 
authentication authority such that the pas..~ode is retrievable 
based on a first secondary identification. 

32. The method of claim 31, wherein the first secondary 
identilication comprises the combination of (i) a user ID that 
represents an identification of the authorized user to the 
access authority and (ii) the domain ID. 

33. ]be method of claim 29, wherein the authorized user 
is additionally authorized to acccs.5 a second network 
resource, and wherein both a SC(.-ond PIN of the authorized 
user and a first key of a second asymmetric key pair of the 
authorized user are maintained by the authentication author­
ity in association with a second primary identification such 
that each of the second PIN and the first key of the second 
key pair of the authorized user are retrievable based on the 
second primary identification. 

34. 'lbe method of claim 33, wherein a first key of a 
second asymmetric key pair of the authentication authority 
is maintained by the authentication authority in association 
with a second domain ID such that the first key of the second 
asymmetric kt:y pair of the authentication authority is 
retrievable based on the second IIJ, the second key pair of 
the authentication authority being generally unique to the 
second domain ID. 

35. The method of claim 33, further comprising the steps 
of, 

(a) receiving the second primary identification and a 
suspect second PIN; 

(b) authenticating the second primary identification by 
considering at least one authentication factor, including 
comparing the suspect second PIN with the second PIN 
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of the authorized user maintained in association with 
the second primary identification by the authentication 
authority; and 

(c) following a successful authentication of the second 
primary identification, 

(i) generating a second passcode, 

(ii) encrypting the second passcode using the first key 
of the second asymmetric key pair of the authorized 
user, and 

(iii) communicating the encrypted second passcode to 
the suspect user for subsequent decryption. 

36. The method of claim 33, wherein the second primary 
identification comprises a combination of lhe device ID and 
the second domain ID. 

37. The method of claim 33, wherein the second passcode 
communicated to the suspect user is further maintained by 
the authentication authority such that the se-."<md pas.",COdc is 
retrievable based on a second secondary identification. 

38. The method of claim 37, wherein the second second­
ary identification L'Omprises a '-'Ombination of (i) a second 
user ID that represents an identification of lhe authorized 
user to an access authority with respect to the second 
network resource, and (ii) the second domain ID. 

39. Compute-readable medium having computer-execut­
able instructions for perfonning the steps of claim I. 

40. Compute-readable medium having computer-execut­
able instructions for perfonning the steps of claim 2. 

41. Computer-readable medium having computer-execut­
able instructions that perfonn a method comprising the steps 
of: 

(a) maintaining a PIN of an authorized user of a network 
resource and a first key of an asymmetric key pair of the 
authorized user in association with a primary identifi­
cation such that each of the PIN and the first key arc 
retrievable based on the primary identification; 

(b) retrieving the PIN of the authorized user based on the 
primary identification received over an ancillary com­
munications network and comparing the retrieved PIN 
with a suspect PIN also received over the ancillary 
communications network wi1h the primary identifica­
tion; 

(c) generating a passcode and encrypting the passcode 
using the first key of the asymmetric key pair of the 
authorized user for communicating back over the ancil­
lary communications network; 

(d) maintaining the passcode in a,-,;ociation with a sec­
ondary identification such that the passcode is retriev­
able based on the secondary identification; and 

(e) retrieving the generated passcode hased on the sec­
ondary identification that is received and comparing the 
retrieved passcode with a suspect passcode also 
received with the secondary identification. 

42. The computer-readable medium of claim 40, wherein 
the method further includes the step of (."()ffimunicating an 
indication of a result of the passcode comparison. 

43. ·1be computer-readable medium of claim 40, wherein 
the method further includes the step of receiving the sec­
ondary identification and suspect passcode from an access 
authority that granL<; to a suspect user access lo the network 
resource based on the pa<;scodc comparison. 
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44. The computer-readable medium of claim 40, wherein 
the ancillary communications network is a telecommunica­
tions network. 

45. The computer-readable medium of claim 40, wherein 
the ancillary communications m;:twork is a trusted network. 

46. The computer-readable medium of claim 40, wherein 
the method further comprises the steps of maintaining 
biometric information of the authorized user in association 
with the primary identification such that the biometric 
information is retrievahle based on the primary identifica­
tion, and comparing suspect biometric information received 
with the primary identification over the communications 
medium with the biometric information of the authorized 
user maintained in association with the first primary iden­
tification. 

47. The computer-readable medium of claim 40, wherein 
the method further comprises the steps of maintaining 
geographical location for the authorized user in as.<;0eiation 
with the primary identification such that the geographical 
informa1ion is relrievable ha<;ed on the primary identifica-
1ion, and comparing a geographical location idemified as the 
origin of communication of the suspect PIN received with 
the primary identification with the geographic location 
maintained in assodation with the primary identification. 

48. The computer-readable medium of claim 4H, wherein 
the method further comprises the step of maintaining a 
second PIN of the authorized user and a first key of another 
asymmetric key pair of the authorized user in as.'iOCiation 
with a second primary identifkation such that each of the 
second PIN and the first key of the second pair are retriev­
able based on the second primary identification. 

49. A computer system including the computer-readable 
medium of claim 40. 

SO. In a system wherein both a PIN of a user authorized 
to access a network resource and a first key of an asymmetric 
key pair generally unique to a personal communications 
device of the authorized user are maintained by an authen­
tication authority in association with an identifier such that 
each of the PIN and the first key arc retrievable based on the 
identifier, a method performed by the authentication author­
ity whereby the authorized user gains access lo the network 
resource from an access authority, the method comprising 
the steps of: 

(a) with respect to a suspect user seeking to gain access to 
the network resource from the access authority, receiv­
ing a challenge request from the access authority in 
association with an identifier; 

(b) in response to the challenge request, communicating a 
challenge to the access authority; 

(c) receiving from the access authority a challenge 
response and the identifier; and 

(d) authenticating the identifier by comparing the chal­
lenge response to a func1ion of, 

(i) the challenge; 

(ii) !he PIN maintained by the authentication authority 
in as.<,ociation with the identifier; and 

(iii) the first key maimained by the authentication 
authority in association with the identifier. 

51. The method of claim 51, wherein the key pair is 
generated by the authentication authority and the first key of 
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the key pair is communicated by the authentication authority 
to the personal communications device of the authorized 
user. 

52. The method of claim 51, wherein the first key is 
communicated to the personal communications device of the 
authorized user upon initial n:ccipt of the PIN from the 
authorized user for maintaining in association with the 
identifier. 

53. 'Ibe method of claim 51, wherein the function includes 
hashing of the (i) challenge, (ii) PIN, and (iii) first key of the 
asymmetric pair that is generally unique to the user device 
and that was provided by the authentication authority, as 
wdl as (i) a first key of an asymmetric key pair that is 
generally unique to the user device but that was generated 
within the device and not provided by the authentication 
authority. 

54. The method of claim 51, wherein the identifier 
includes a user ID that identifies the authori7..cd user to the 
access authority. 

55. The method of claim 51, wherein the identifier com­
prises (i) a user ID that identifies the authorized user to the 
access authority, and (ii) a domain ID that identifies the 
access authority to the authentication authority. 

56. The method of claim 51, wherein the personal com­
munications device comprises a PDA. 

57. The method of claim 51, wherein the personal com­
munications device comprises a wireless device. 

58. The method of claim 51, wherein the personal com­
munications device comprises a GPS device. 

59. ·1be method of claim 51, wherein the personal com­
municatiom; device comprises a JAVA-enabled device. 

60. The method of claim 51, wherein the personal com­
munications device comprises a mobile phone. 

61. The method of claim 51, wherein the personal com­
munications deviL-e comprises a two-way pager device. 

62. The method of claim 51, wherein the first key is 
communicated over an ancillary communications network 
and the challenge request is received over a communications 
network. 

63. The method of claim 62, wherein the communications 
network comprises the Internet. 

64. 'Jbe method of claim 62, wherein the L-ommunications 
network comprises an intranel. 

65. 'Jbe method of claim 62, wherein the communications 
network comprises an untrusted network. 

66. The method of claim 62, wherein communications 
over the communications network are encrypted. 

67. The method of claim 62, wherein the ancillary com­
munications network comprises a telecommunications net­
work. 

68. The method of claim 62, wherein the ancillary com­
munications network is a trusted network. 

69. Compute-readable medium having computer-execut­
able instructions for performing the steps of claim 51. 

70. A method for gaining access by a user to a network 
resource, comprising the steps of: 

(a) communicating a PIN and a first primary identification 
over an ancillary L-ommunications network to an 
authentication authority; 

(b) reL-eiving an encrypted passcode over the ancillary 
communications network from the authentication 
authority; 
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(c) decrypting the passcode using a key of an asymmetric 
key pair; and 

(d) communicating the passcode and a user ID over a 
communications nelwork to an access aulhority. 

71. The melhod of claim 70, further comprising the step 
of communicating biometric informalion in addition to lhe 
PIN and first primary idenlification over the ancillary com­
munications network. 

72. The method of claim 70, wherein the communications 
network comprises the Internet. 

73. 'Jbe method of claim 70, wherein the communications 
network comprises an intranet. 

74. 'Jbe method of claim 70, wherein the communications 
network comprises an untrusted network. 

75. The method of claim 70, wherein communications 
over the communications network arc encrypled. 

76. "]be method of claim 70, wherein the ancillary com­
munications network is a telecommunications network. 

77. ·1be method of claim 70, wherein the ancillary com­
munications network is a !rusted network. 

78. The method of claim 70, wherein 1he PIN and first 
primary Identification are communicated over the ancillary 
communications network using a personal communications 
device. 

79. The method of claim 78, wherein the personal com­
munications device comprises a PDA. 

80. The method of claim 78, wherein the personal com­
munications device comprises a wireless device. 

81. The method of claim 78, wherein the personal com­
munications device comprises a GPS device. 

82. The method of claim 78, wherein the personal com­
munications device comprises a JAVA~nabled device. 

83. lbe method of claim 78, wherein the personal com­
munications device comprises a mobile phone. 

84. 'Jbe method of claim 78, wherein the personal com­
munications device comprises a two-way pager device. 

85. The method of claim 78, further comprising the step 
of manually entering the PIN into the personal communi­
cations device for communicating the PIN over the ancillary 
communications network to the authentication authority. 

86. The method of claim 78, wherein the first primary 
identification includes a device ID of the personal commu­
nications device. 

87. The method of claim 78, wherein the first primary 
identification comprises (i) a device ID of the personal 
communications device and (ii) a domain ID thal identifies 
1he access authority to the authentication authority. 

88. The method of claim 78, wherein the encrypted 
passcode is received and decrypted by the personal com­
munications device. 

89. The method of claim 78, wherein the key with which 
the pa=de is decrypted is stored within arid generally 
unique to the personal communications device. 

90. 'Ibe method of claim 78, wherein the passco<le and 
user ID are communicaled over the communications net­
work using another device different from the personal com­
munications device. 

91. The method of claim 90, wherein the other device is 
a computer of a computer network. 

92. The method of claim 90, further comprising the step 
of manually reading the passcode from a display of the 
personal communications device for communicating the 
passcode over the communications network. 
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93. 'Jbe method of claim 70, further comprising the steps 
of: 

(a) communicating a second PIN and a second primary 
identification over the ancillary communications net­
work to the authentication authority; 

(b) receiving a second encrypted passrnde over the ancil­
lary communications network from the authentication 
authority; 

(c) decrypting 1he second passcodc using a key of a 
second asymmetric key pair; and 

(d) communicating the second passcodc and a second user 
ID over the communications network to another access 
authority. 

94. 'lbe method of claim 93, wherein the second PIN and 
second primary identification are communicated over the 
ancillary communications network using a personal com­
munications devil.'C. 

95. 'Ibe method of claim 94, wherein the second primary 
identification comprises (i) a device ID of the personal 
communications device and (ii) a second domain ID. 

96. Computer-readable medium having computer-execut­
able instructions that perform the method of claim 70. 

97. Computer-readable medium having computer-execut­
able instructions that perform a method comprising the steps 
of: 

(a) generating an asymmetric key pair generally unique to 
a domain ID; 

(b) communicating a first key of the asymmetric key pair 
in association with a device ID lo an authentication 
authority over an ancillary communications network; 

(c) receiving a PIN from a user through user-input of the 
device; 

(d) communicating the PIN and a first primary identifi­
cation over the ancillary communications network to 
the authentication authority; 

(e) receiving an encrypted passcode over the ancillary 
communications network from the authentication 
authority; 

(t) decrypting the passcode using the second key of the 
asymmetric key pair, and 

(g) displaying the passcode to the user. 
98. The computer-readable medium of claim 97, wherein 

the first primary identification comprises the device ID and 
the domain ID. 

99. The computer-readable medium of claim 97, wherein 
the method includes the further steps of: 

(a) generating a second asymmetric key pair generally 
unique to a second domain ID; 

(b) communicating a first key of the second asymmetric 
key pair in association with the device ID to the 
authentication authority over the ancillary communica­
tions network; 

(c) receiving a second PIN from a user through user-input 
of the device; 

(d) communicating the second PIN and a second primary 
identification over the ancillary communications net­
work to the authentication authority; 
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(e) receiving an encrypted second passcode over the 
ancillary communications network from the authenti­
cation authority; 

(f) decrypting the second passcode using tbe second key 
of the second asymmetric key pair; and 

(g) displaying the second passcode to the user. 
100. The computer-readable medium of claim 99, wherein 

the second primary identification comprises the device ID 
and the second domain ID. 

IOI. Computer-readable medium having computer-ex­
ecutable instructions that perform a method comprising the 
steps of, during registration of an authorized user with 
respect to a network resource: 

(a) generating a first asymmetric key pair generally 
unique to a domain ID; 

(b) communicating a first key of the first asymmetric key 
pair in association with a device ID of a device to an 
authentication authority over an ancillary communica­
tions network; 

(c) receiving a first key of an asymmetric key pair of the 
authentication authority over the ancillary communica­
tions network; 

(d) receiving a PIN from a user through user-input of the 
device; 

(e) encrypting the PIN using the fist key of the asymmetric 
key pair of the authentication authority; 

(f) communicating the encrypted PIN over the ancillary 
communications network to the authentication author­
ity in association with the device ID; 

(g) receiving an encrypted registration code over the 
ancillary communications network from the authenti­
cation authority; 

(h) decrypting the registration code using the second key 
of the first asymmetric key pair, and 

(i) displaying the registration code to the user. 
102. '[be computer-readable medium of claim IOI, 

wherein the method further comprises the steps of, follow­
ing registration of the authorized user: 

(a) receiving a suspect PIN from a suspect user through 
the user-input of the device; 

(h) communicating the suspect PIN and a first primary 
identification over the ancillarv communications net­
work to the authentication authority; 

(c) receiving an encrypted passcode over the ancillary 
communications network from the authentication 
authority; 

(d) decrypting the passcode using the second key of the 
first asymmetric key pair; and 

(e) displaying the passcode to the suspect user. 
103. The computer-readable medium of claim 102, 

wherein the first primary identification comprises the device 
ID and the domain ID. 

104. '[be computer-readable medium of claim 101, 
wherein the method further comprises the steps of, during 
registration of the authorized user with respect to a second 
network resource: 
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(a) generating a second asymmetric key pair generally 
unique to a second domain ID; 

(b) communicating a first key of the second asymmetric 
key pair in association with the devi1.-e ID to the 
authentication authority over the ancillary communica­
tions network; 

(c) receiving a first key of a sccxmd asymmetric key pair 
of the authentication authority over the ancillary com­
munications network; 

(d) receiving a second PIN from the user through user­
input of the device; 

(e) encrypting the second PIN using the fist key of the 
second asymmetric key pair of the authentication 
authority; 

(I) communicating the encrypted PIN over the ancillary 
communications network to the authentication author­
ity in association with the device ID; 

(g) receiving an encrypted second registration code over 
the ancillary communications network from the authen­
tication authority; 

(h) decrypting the second registration code using the 
second key of the second asymmetric key pair; and 

(i) displaying lhc second registration code to the user. 
l05. The computer-readable medium of claim 104, 

wherein the method further comprises the steps of, follow­
ing registration of the authorized user with respect to the 
second network resource: 

(a) receiving a suspect second PIN through the user-input 
of the device; 

(b) communicating the suspect second PIN and a second 
primary identification over the ancillary communica­
tions network to the authentication authority; 

( c) receiving an encrypted second passcode over the 
ancillary communications network from the authenti­
cation authority; 

(d) decrypting the second passcode using the second key 
of the second asymmetric key pair; and 

(e) displaying the second pas.scode. 
l06. The computer-readable medium of claim 105, 

wherein the second primary identification comprises the 
device ID and the second domain ID. 

107. The computer-readable medium of claim 101, 
wherein the method further comprises the steps of, 

(a) during registration of the authorized user, receiving a 
first key of a secondary asymmetric key pair of the 
authentication authority over the ancillary communica­
tions network; and 

(b) after registration of the authorized user, 

(i) receiving a challenge from an access authority from 
which access to the network resource is sought; 

(ii) receiving a suspect PIN from a suspect user through 
the user-input of the device; 

(iii) calculating a challenge response as a function of 
the challenge, the suspect PIN, and the first key of 
the secondary key pair of the authentication author­
ity; and 
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(iv) displaying the chalknge response to the suspect 
user. 

108. The method of claim 107, wherein the challenge is 
received through the user-input of the device. 

109. 'lbe method of claim 107, wherein the function 
comprises hashing the challenge, suspect PIN, and first key 
of the secondary key pair of the authentication authority. 

110. A method for registering for access by an authorized 
user with respect to a network resource, c.urnprising the steps 
of: 

(a) generating a first asymmetric key pair generally 
unique to a device of the authorized user, 

(b) communicating in association with a device ID of the 
device to an authentication authority over an ancillary 
communications network both a first key of the first 
asymmetric key pair and a PIN of the authorized user; 

(c) receiving an encrypted registration code over the 
ancillary communications network from the authenti­
cation authority; 

(d) decrypting the registration code using the second key 
of the first asymmetric key pair of the device; and 

(e) communicating the registration code to an access 
authority over a communications network in associa­
tion with a user ID that identifies the authorized user to 
the access authority. 

111. The method of claim 110, wherein the PIN is not 
stored within the device following its encryption and com­
munication to the authentication authority and wherein the 
second key of the key pair of the device is not exported from 
the deviL.-e. 

112. A system in which an authori;r.cd user is registered 
with an authentication authority for later authenticating of a 
suspect user seeking to gain access from an access authority 
to a network resource, comprising the steps of: 

(a) generating within a device of the authorized user a first 
asymmetric key pair of the authorized user that is 
generally unique lo the device, and 

(h) communicating with the device a first key of the first 
asymmetric key pair in association with a device ID of 
the device to the authentication authority over an 
ancillary communications network; 

(c) by the authentication authority, 

(i) receiving and maintaining the first key in association 
with the device ID, and 

(ii) communicating to the device of the authorized user 
over the ancillary communications network a first 
key of a first key asymmetric key pair of the authen­
tication authority that is unique to a domain ID; 

(d) by the authorized user, 

(i) encrypting with the device using the list key of the 
asymmetric key pair of the authentication authority a 
PIN of the authorized user that is entered into 1he 
device, and 

(ii) communicating the encrypted PIN in as.sociation 
with !he device ID to the authentication authority 
over the ancillary communications network; 
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(e) by the authentication authority, 

(i) decrypting the PIN and maintaining the PIN in 
association with the device ID and the domain ID, 

(ii) encrypting using the first key associated with the 
device ID a registration code, and 

(iii) communicating the registration code to the device 
of the authorized user over the ancillary communi­
cations network; 

(f) by the authorized user, 

(i) decrypting within the device the encrypted registra­
tion code using the second key of the first asymmet­
ric key pair of the authorized user, and 

(ii) communicating over a communications network the 
registration code to an access authority in association 
with a user ID identifying the authorized user to the 
access authority; and 

(g) comparing the registration code received with the user 
ID with the registration code encrypted and sent to the 
authorized user. 

113. The melhod of claim 112, wherein the PIN is not 
stored within the device following ils encryption and com­
munication to the authentication authority and wherein the 
second key of the key pair of the device is not exported from 
the device. 

114. The system of claim 112, wherein the first a-;ymmct­
ric key pair of the authorized user in combination with the 
device ID is further unique lo the domain ID. 

115. The system of claim 112, further comprising the step 
of communicating by the access authority the user ID and 
the registration code to the authentication authority. 

116. The system of claim 112, wherein said step of 
comparing the registration code received with the user ID 
with the registration code encrypted and sent to the user is 
performed by the authentication authority. 

117. The system of claim 112, further comprising the step 
of communicating over the communications network the 
device ID with lhc registration code to the access authority. 

118. ']be system of claim 117, further comprising the step 
of communicating the device ID with the registration code 
and user ID to the authentication authority. 

119. 'lbe sys1cm of claim 93, further comprising main­
taining the user ID in aswcialion with the device ID such 
that a passcode maintained in association with the device ID 
is retrievable based on the user ID. 

120. A method of granting access to a suspect user seeking 
to access a network resource, comprising the steps of: 

(a) first, 

(i) maintaining credentials of the authorized user such 
that lhe credential,; are retrievable based on the user 
ID, 

(ii) receiving a user ID, registration code, and suspect 
credentials, 

(iii) comparing the suspect credentials with the creden­
tials maintained in a<;.<;ociation with the user ID, and 

(iv) upon a successful authentication of the user ID by 
matching the suspect credentials with the maintained 
credentials, communicating the user ID and registra­
tion code to an authentication authority; and 
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(b) thereafter, granting access to the network resource to 
a suspect user upon, 

(i) receiving a user ID and passcode from the suspect 
user, 

(ii) communicating the user ID and passcodc lo the 
authentication authority, and 

(iii) receiving an indication of a successful passcode 
comparison by the authentication authority. 

121. The method of claim 120, further comprising the 
steps of, 

(a) additionally receiving suspect credentials with the user 
ID and passcode, 

(b) comparing the suspect credentials with the credentials 
maintained in association with the user ID, and 

(c) communicating the user ID lo the authentication 
authority only upon a successful match of the suspect 
credential'> with the maintained credentials. 

122. Computer-readable medium having computer-ex­
ecutable instructions for performing the method of claim 
120. 

123. A computer system including the computer-readable 
medium of claim 122. 

124. A method of upgrading a single-fa<.,1or authentication 
system to a multi-factor authentication system wherein a 
suspect user seeks access to a network resource, the single­
factor authentication system including the binding of a user 
ID with credentials of an authoriwd user, the method 
comprising the steps of: 

(a) initially, 

(i) binding a device ID of a device with a PIN, 

(ii) binding the device ID with a private key of the 
device, and 

(iii) binding the device ID with the user ID, including 
authenticating the user ID with the credential'>; and 

(b) thereafter, 

(i) authenticating the device ID including, as part 
thereof, communicating from the device lhe device 
ID and the PIN over an ancillary communications 
network, 

(ii) authenticating the device including, as part thereof, 
communicating to the device a passcode encrypted 
with the public key corresponding 10 the device 
private key and decrypting the pa.sscode using the 
device private key, and 
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(iii) communicating the unencrypted passcode over a 
communications network with the user ID. 

125. 'lbe method of claim 124, wherein the device ID is 
1..-ommunicated over the ancillary communications network 
to an authentication authority and the unencrypted passcode 
is communicated over the communications authority to an 
access authority. 

126. The method of claim 125, wherein the unencrypted 
passcode is subsequently communicated to the authentica­
tion authority for comparison with the passcode sent 
encrypted to the device. 

127. lbe method of claim 124, wherein the passcode must 
be received over the communications network within a 
predetermined amount of time after being communicated 
encrypted to the device in order to gain access to the network 
resource. 

128. lbe melhod of claim 127, wherein the predetermined 
period of time is less than ninety seconds. 

129. 'Ille method of claim 127, wherein the predetermined 
period of time is less than a hour. 

130. The method of claim 124, wherein the communica­
tions network is the Internet. 

131. ')be method of claim 124, wherein the communica­
tions network is an intranet. 

132. The method of claim 124, wherein the communica­
tions network is an untrusted network. 

133. The method of claim 124, wherein communications 
over the communications network are encrypted. 

134. The method of claim 124, wherein the ancillary 
communications network is a tclccommunicalions network. 

l35. The method of claim 124, wherein the ancillary 
communications network is a !rusted network. 

136. The method of claim 124, wherein the device is a 
personal communications device. 

137. The method of claim 136, wherein the personal 
communications device comprises a PDA. 

138. The method of claim 136, wherein the personal 
communications device comprises a wirelcs.s device. 

139. The method of claim 136, wherein the personal 
communications device IO comprises a GPS device. 

140. lbe method of claim 136, wherein the personal 
communications device comprises a JAVA-enabled device. 

141. The method of claim 136, wherein the personal 
communications device comprises a mobile phone. 

142. The method of claim 136, wherein the personal 
communicatiom; device comprises a two-way pager device. 

• • • • * 
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VIRTUAL PRIVATE NETWORK CONNECTION 
METHODS AND SYSTEMS 

FIELD OF THE INVENTION 

[0001] The present invention relates lo methods and sys­
tems for connecting customer communication devices to a 
virtual private network and in particular, but not limited to, 
methods and systems for connecting communication devices 
to a multi-point virtual private network (mpVPN). 

BACKGROUND OF THE INVENTION 

[0002) Virtual private networks allow predefined customer 
communication devices to be interconm .. -ctL-d across a public 
network to enable private communication between devices 
which belong to the same VPN. Virtual private networks can 
be configured and implemented in a variety of different 
ways. For example, VPNs may be implemented using a link 
layer protocol such as TDM, FR (frame relay) or ATM 
(asynchronous transfer mode). These protocols allow point­
to-point connectivity between two customer communication 
devices by fom1ing a direct private connection or dedicated 
virtual private circuit (VPC) between the two devices, each 
conm .. 'Ction being configured manually. However, VPNs 
based on these protocols are not genemlly implemented to 
allow multi-point connections, i.e. direct connt--ctions 
betw1..acn all devices on the same virtual private network, 
with the service provider providing meshed connectivity. 

[0003] A multi-point VPN is a service that implements an 
Ethernet LAN over a virtual layer 2 or layer 3 VPN in the 
carrier's domain, and typically connects nwnerous end­
customer sites. 

(0004] When configuring a virtual private network, it is 
impor1ant to ensure that only the intendt.-d subscriber equip­
ment is connected to the VPN so that the network privacy 
and security of each customer is maintained. VPNs based on 
TOM, FR or ATM are less vulnerable to improper connec­
tion or misconfiguration as they arc mostly point-to-point in 
nature and typically involve uniquely configured or custom 
data equipment al the customer premises. This implies that 
random misconncctions would not result in an opemtional 
link and would very likely result in network alanns or 
"trouble tickets". 

[0005] In contmst configuring multi-point VPNs correctly 
and maintaining the configumtion as customer drops are 
added and removed from the VPN instance can be error 
prone as it involves a number of configuration steps on 
carrier equipment that is shared across multiple end usen;, 
both at the physical layer (shared CPE or data tem1inating 
equipment) and the Operational Support System (OSS). ·111e 
new generation of Ethernet/IP mpVPNs that interconnect 
customer CPE equipment utilize widely used and well 
standardizl.'Cl protocols and interfaces so that unwanted con­
nections or "joins" to an mp VPN could easily go undetected 
and could provide a viable connection to an unintended 
party. Since the service provider would likely offer mp VPN 
services to a great number of clients such as enterprises and 
institutions, the risk and adverse consequences of inadvert­
ently connecting the host node of one client to another 
client's mpVPN cannot be overlookL-d. 

[0006] U.S. Patent Application Publication No. 2004/ 
0093492 describes generating a digital certificate defining a 
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VPN by aggregating configuration parameters from both a 
service provider and the customer. The digital certificate is 
used by the VPN service provider or the VPN customer to 
verify the VPN configuration or associated configuration 
logs by comparing information contained in the certificate 
with data stored at a customer workstation or in the service 
provider database. 

(0007] When a customer communication device is to be 
connected to a VPN, there is a possibility that the physical 
connection of the device interface and the provider edge 
node will be incorrectly implemented so that for example the 
customer device becomes connected to the VPN of another 
customer. Although the methods discussed above may allow 
such a misconfiguration to be detected, none or these meth­
ods prevent a customer communication device from being 
initially connected to an incorrect VPN to thereby prevent 
any communication between the device and the incorrect 
VPN. 

[0008] U.S. Patent Application Publication No. 2004/ 
0088542 (Daude ct al.) describes a method for interconnect­
ing different VPNs. An interconnection device analyzes 
information contained in digital certificates to identify VPN 
properties of a device being connected and compares these 
properties to those contained in another digital cer1ificate of 
another VPN. 

(0009] lbe interconnection device implements the VPN 
mies from one or both of the interconnecting VPNs which 
arc necessary lo establish a secure interconnection. ·tbe 
interconnection device implements secure interconnection 
betwl.>cn VPNs without the need for a completely centralized 
decision-making process. 

[0010] Drnft-IETF-BONICA-13VPN-AUTil-03.txt "CE 
to CE Authentication from Layer 3 VPNs", June 2002, and 
Drafi-IETF-13VPN-l3VPN-AUTH-00.txt "CE to CE Mem­
ber Verification for Layer 3 VPNS" Scp1ember, 2003, arc 
concerned with the problem of VPN misconfigurations. A 
customer equipment-based verification mechanism is pro­
posed in which each customer VPN site sends a "magic 
cookie" or token to the provider 1..-dgc (PE) router that 
supports it. Upon r<..'Ceiving the token. the PE router connects 
the site to the VPN and distributes 1he token to other 
customer sites on the VPN, which verify the validity of the 
token. If the token is not valid, an alarm is raised at the 
customer VPN sites, and in this way misconfigurations arc 
detected and indicated to the customer. As an optional 
variant, the first of these references describes an authenti­
cation procL"SS in which a PE router !hat receives a magic 
cookie from a CE trnnsmits an authentication request which 
includes the magic cookie to a customer controlled server. If 
the server explicitly rejects the authentication request, the 
PE router terminates the authentication process and will 
neither accept traffic from the CE nor send traffic to the CE. 
However, if the customer controlled server cannot be con­
tacted or sends no response at all, the PE router nevertheless 
joins the CE to the VPN. On the other hand, in the CE to CE 
based verification method disclosed in the second of these 
two references, there is no customer controlled authentica­
tion server and the PE simply connects the site to lhc VPN 
and immediately distributes tokens 10 other customer sites 
on the VPN. 

[0011] A shortcoming of both of these proposals is that 
they are incapable of ensuring that a connection of non-VPN 
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member equipment to a VPN is always prevented. Instead, 
they allow misconfigurations to be detected, and require 
customer interaction to rectify a carrier error. 

SUMMARY OF THE INVENTION 

[0012] According to one aspect of the present invention, 
there is provided a customer equipment commumcallon 
device comprising signal forming means adapted to form a 
virtual private network membership signal for transmission 
to and use by service provider equipment, wherein the sigi_ial 
includes an identifier for identifying said customer eqmp­
ment as a member of a predetermined virtual private net­
work, and is conditioned to cause said service provider 
equipment 10 verify that said communication device is a 
member of said predetennined virtual private network. 

[0013] According to another aspect of the Pfl'.Sent inven­
tion. there is provided an apparatus for controlling connec­
tion of a customer communication device to a virtual private 
communication network, comprising means for receiving a 
signal from a customer communication device, determining 
means for determining from the signal whether or not the 
customer communication device is a member of a predeter­
mined virtual private communication network, and control­
ling means for controlling connection of the customer com­
munication device 10 the predetermined virtual private 
network based on 1he determination made by the determin­
ing means. 

[0014] According to another aspect of the present i~ven­
tion, there is provided a method of controllmg connection of 
a customer communication device to a virtual private com­
munication network. comprising the steps of receiving at 
service provider equipment a signal from a customer com­
munication device, determining at the service provider 
equipment whether or not the custo~1er c~mmunic~tion 
device is a member of a predetcnnmcd virtual pnvate 
communication network based on infommtion contained in 
the signal, and controlling connection of the customer com­
munication device to the virtual private network based on 
the result of the detcm1ination. 

[0015] Advantagl'Ously, in this arrangement, a customer 
communication device. such as a switch, router or host 
transmits a signal conta.ining a customer identifier 10 service 
provider equipment responsible for configuring one or more 
virtual private networks. The configuration section of the 
service provider equipment dctem1incs from the customer 
identifier contained in the signal whether or not the customer 
device is a member of a predctem1int.-d virtual private 
network before connecting 1he communication device to the 
VPN. Advantageously, this arrangement enables an_ inc_or­
rect physical connection of a customer commumcallon 
device at a provider edge node to be detected before data 
communication between the device and the virtual private 
network is enabled. 

[0016) Furthermore. as the authentication procl'SS is per­
fom1ed by equipment under the control of the service 
provider, mther than requiring a customer controlled authen­
tication server. a customer identifier belonging to one VPN 
is not passed to the customer of another VPN, so that each 
customer identifier can remain secret as between one cus­
tomer and another. 

[ 0017] Morl-ovcr, this arrangement allows the service p~­
vider equipment to verify whether or not customer eqmp-
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ment should be connected to a VPN so that, unlike the prior 
art methodologies, the service provider equipment can 
alwavs ensure that a connection is prevented if the authcn­
ticati~n process fails. 

[0018] In one embodiment, the authentication process is 
perfonned autonomously by the service provider network 
elements, for example, provider t~gc nodes, whi~h are 
connected directly to customer cqmpment from which the 
VPN request is transmitted. Advantageously, this arrange­
ment remov(..'S the need for clement, network, or OSS 
management systems to partcipatc in or orch(..'Stratc the 
authentication process thereby removing the need for modi­
fying element, network or OSS systems to conform to a 
specific implementation of the authentication process. The 
simplification provided by this embodiment thereby makes 
the authentication process more robust and reliable. 

[0019] According to another aspect of the present inven­
tion. there is provided a method of requesting connection of 
a customer equipment communication device to a prede1er­
mincd virtual private network, comprising the steps of: 
forming at said customer equipmem, a virtual private net­
work membership signal for transmission to and use by 
service provider equipment, wherein the signal includes an 
identifier for identifying said customer equipment as a 
member of said predetermined virtual private network and is 
conditioned to cause said service provider equipment to 
verifv that said commw1ication device is a member of said 
pred~tennincd virtual private network, and tra~sn~ining ~id 
signal from said customer equipment commurucatJon device 
to said service provider l'qUipment. 

[0020] According to another aspect of the present inven­
tion there is provided a method of detecting member 
equipment of a virtual private network comprising the st~ps 
of: rl>cciving signals which origin.ate from customer equip­
ment communication devices, the signals each containing a 
customer identifier and a virtual private network identifier, 
deK'l:ting the identifiers in the signals and recording infor­
mation based on each detected identifier. 

[0021) According to another aspect of t~e present i_nven-_ 
tion, there is provided a method of controlling connccllon of 
customer communication equipment to a virtual private 
network, comprising the steps of: receiving at service pro­
vider equipment a predetermined customer identifier asso­
ciated with a virtual private network from a customer 
equipment communication device, subsequently receiving 
another customer identifier, detem1ining whether the other 
customer identifier is sufficiently similar to said predeter­
mined customer identifier that both identifiers belong to the 
san1e customer, and controlling connection of service pro­
vider equipment based on the result of said determining step. 

[0022] According to another aspect of the pr~sent inven­
tion, there is pmvidcd an apparatus for controlhng connec­
tions to one or more virtual private networks, comprising 
rt.-ceiving means for n.-cciving from a customer equipment 
communication device a prt.-detennined customer identifier 
associated with a virtual private network. and for receiving 
subsequent to receipt of said predetermined customer iden­
tifier. another customer identifier, and verification means for 
verifying whether the other customer identifier is sufficiently 
similar to said prcdetem1incd customer identifier that both 
identifiers belong to the same customer, and connection 
control means for controlling conm .. -ction of customer com-
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munication equipment to said virtual private network based 
on the result of the verification by said verification means. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] Examples of embodiments of the present invention 
will now be described with reference to the drawings in 
which: 

(0024] FIG. I shows a schematic diagrJm of a commu­
nication network in which an embodiment of the present 
invention is implemented; 

[0025] FIG. 2 shows an example of a customer identifi­
cation packet according to an emborumcnt of the present 
invention; 

[0026] FIG. J shows a communication network in which 
another embodiment of the present invention is imple­
mented; 

[0027] FIG. 4 shows a communication network in which 
another embodiment of the present invention is imple­
mented; and 

[0028] FIG. 5 shows an embodiment of a customer iden­
tification device according to an embodiment of the present 
invention. 

DESCRIPTION or EI\IBODIMENTS 

[0029] FIG. I shows a schematic diagram of a commu­
nication network in which an embodiment of the present 
invention is implemented. In particular, FIG. 1 shows first 
and second customer communication devices 3, 5 which are 
to he connected to a virtual private network 7 over a carrier 
network 9 which is managed by a nel\vork management 
system 11. The customer communication devices may com­
prise any communication device conncctable to a network, 
for example, a workstation, a host computer, a switch or a 
router. A device 13, 15 is conm.'Cted to each customer 
communication device which contains an identifier for the 
customer. The identifier is tmnsmitted from the customer 
communication device to the carrier network 9 and is used 
by the carrier network to verify that the customer commu­
nication device is a member of the virtual private network 7. 

[0030] In one implementalion, the carrier network 9 is 
adapted to verify, using the customer identifier transmitted 
from the communication device, that the communication 
device is a member of the VPN before the carrier network 
connects the customer communication device 3, 5 to the 
VPN 7_ Alternatively, or in addition. the customer identifier 
may be transmitted from the customer communication 
device to the carrier network after the customer communi­
cation device has bt.."Cn connected to the VPN to verifv that 
the communication device is an authorized member ~f the 
VPN, and the signal may be trnnsmitted periodically. 

[0031] TI1e customer identification device 13, 15 may 
comprise any suitable device that can be connected to the 
customer communication device for tmnsmitting. or causing 
the customer communication device to transmit. a customer 
identifier to the carrier network. ·1be device may include a 
memory for storing the customer identifier and may further 
include a signal generator for generating a signal which 
includes the customer identifier for transmission to the 
carrier network. Alternatively, the customer identification 
device may be adapted to transmit the customer identifier to 
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a data communications processor 17, 19 of the customer 
communication device and the processor may genernte a 
signal containing the customer identifier for transmission to 
the carrier network. 

[0032] In this embodiment, the network management sys­
tem 11 includes a virtual private network configuration 
section 21 which is responsible for the connection of cus­
tomer communication devices lo one or more virtual private 
networks. The VPN configuration section 21 includes a table 
23 containing customer identifiers and an identification of 
each virtual private network with which they are associated. 

[0033] In one implementation, a message or packet (or 
token) 25, 27 addressed to the VPN coufigurntion section of 
the carrier network is formed at the customer communica­
tion device, which includes the customer identifier recorded 
in the customer identification device 13, 15, and is trans­
mitted from the customer communication device to the 
network management system 11. On receiving the message, 
the VPN configuration section 21 checks the customer 
identifier against the list of customer identifiers stored in the 
table 23, and if a match is found, the VPN configuration 
section pennits the customer communication device identi­
fied in the message to he connected to the VPN associated 
with the customer identifier. However, if the customer 
identifier in the message docs not match any customer 
identifiers contained in the table 23, the VPN configurntion 
section prohibits connection of the customer communication 
device to any VPN. 

[0034] In another implementation, the packet 25, 27 trans­
mitted from the customer commw1ication device may con­
tain a request for the customer communication device to be 
connt..'Cted to a particular VPN. In this case, the packet 
contains the VPN identifier identifying the VPN to which the 
customer communication device is to be connected, and the 
customer identifier which may include a group identifier 
and/or an identification of the customer communication 
device, such as its network address. On receiving the request 
packet, the VPN configumtion st..'Ction 21 checks the VPN ID 
and the customer identifier contained in the packet with 
those swred in the table 23 and if a match of both parameters 
is found, the VPN configurntion section 21 allows the 
customer communication device 3 to he connected to the 
VPN. otherwise connection to the VPN is denied. 

[0035] Advantagt..'Ously, this arrangement, in which an 
authentication signal is trnnsmitted from a customer com­
munication device to a carrier network, allows the carrier 
network to verify reliably whether or not the customer 
communication device is a member of a predetermined 
virtual private network before the device is connt..-cted to the 
VPN, and therefore prevents VPN misconfigurations. Fur­
them10re. the customer communication device mav be 
adapted i'o periodically transmit similar packets containing 
the customer ID to the carrier network to enable the carrier 
network to periodically check that the customer communi­
cation device continues to he a member of the virtual private 
network after being conm .. -cted thereto. 

[0036] In one embodiment, if a customer communication 
device becomes disconnt..-ctcd from the VPN, and its n..'Con­
nection to the VPN is subsequently required, the customer 
communication device trnnsmits a reconnt..-ction request and 
the customer ID (either separntcly or together) to the carrier 
network equipment responsible for VPN membership veri-
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fication and connection. On detecting the n.-quest and cus­
tomer ID, the carrier network equipment authenticates the 
customer equipment as belonging to the VPN using the 
customer ID before allowing rl.'COillll.'Ction. 

(0037] TI1e customer identifier may comprise any suitable 
idcmificr and may include several parts. In one embodiment, 
the customer identifier may simply comprise the name of the 
customer or another identifier which is unique to the cus­
tomer. "[be customer identifier may comprise a common or 
group customer identifier which is used by customer com­
munication devices all belonging to the same customer. and 
a Sl."Cond identifier which additionally identifies the particu­
lar customer communication device. The customer identifier 
may or may not also be encrypted. 

[0038] An example of a VPN membership verification 
packet is shown in FIG. 2. The membership verification 
packet 41 includes a destination address which enables the 
packet to be trnnsmitted to the VPN configuration section of 
the carrier network. The packet also includes a number of 
fields 45, 47. 49 which, in this embodiment contain the VPN 
identifier, a group identifier for the customer, and an iden­
tifier identifying the particular conununication device to be 
connected to the VPN. Together with an appropriate query 
(e.g. one or more commands) the customer conmmnication 
device will transmit an appropriate rl.-sponse containing the 
verification packet as shown in FIG. 2 enabling the cus­
tomer communication device to be verified by the service 
provider. 

[0039] In other embodiments of the present invention, 
authentication of a customer communication device to be 
connected to a particular VPN may be perfom1cd by network 
devices of the carrier network other than the network 
management system. For example. authentication may be 
performed by network elements or nodes of the network 
such as a provider edge (PF.) node of the carrier network. An 
example of such an implementation is described below with 
reference to FIG. 3. 

[0040] Referring to l•IG. 3, a carrier network 125 includes 
a plurality of PE nodes 127, 129, each of which serves as 
both ingress and egress nodes to customer communication 
devices 131, 133 connected thereto. Each PE node 127, 129 
includes a VPN configuration section 135, 137 for config­
uring one or more virtual private networks and which also 
authenticates customer identification devices to be con­
nected (or reconnected) or which arc already connected to a 
particular VPN. 

[0041] Each customer communication device 131, 133 
includes a customer identification device 139, 141 con­
nected thereto which transmits or causes transmission of a 
customer identifier from the customer communication 
device to a PE node of the carrier network 125. 

[0042] When first configuring a new VPN 107, a record 
identifying the VPN and a customer identifier associated 
with the VPN is created and stored in the VPN configuration 
section ofa PE node of the canier network 125. This record 
may be crc-.itcd in response to a VPN configuration n .. -qm .. -st 
transmitted from one of the customer communication 
devices to be connccll."d to the VPN. The request may 
include the customer identifier and also a VPN identifier 
which is to be created. Alternatively, the VPN identifier may 
be determined by the carrier network and transmitted to the 
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customer communication device. On receipt of the request, 
which includes the customer identifier, the PE node stores 
the customer identifier together with the VPN identifier and 
transmits both parameters to one or more other PE nodes of 
the carrier network 125. 

(0043] Each additional customer communication device 
which is connected to the VPN is providl.'Ci with a customer 
identification device which causes a message or packet 
containing the customer identifier 10 be trnnsmitted to the PE 
node of the carrier network to which it is connectl.-d to enable 
the PE node to authenticate the customer communication 
device as a member of the VPN. The customer identification 
device connected to each customer communication device 
may be similar to any of the embodiments described above 
in co1U1l."Ction with HG. 1 and may operate in a similar 
manner. 

[0044] ·111e customer identifier generally includes an iden­
tifier which is common to all members of the VPN and may 
also include an additional identifier which uniquely identi­
fies the particular customer communication device. The 
customer identifier signal transmincd from each customer 
communication device enables the PE node to which it is 
connected to verify that the customer device is a member of 
the VPN group before allowing the connection, and this 
arr,mgement therefore prevents incorrect communication 
devices from being connl.-ctcd to the VPN. Furthem1ore, this 
afrdngemcnt uses PE nodes to verify whether or not a 
particular customer conununication device should be con­
nected to a VPN without involving the element manage­
ment. network management, or the Operational Support 
System (OSS), and therefore docs not involve and is inde­
pendent of higher layers of soliware applications. This 
arrangement is also more robust as it does not rely upon the 
success of communications to and from the OSS or upon the 
OSS opera1ing properly, or to have been so modified, to 
provide the rcquiR'<.I verification. This arrangement also 
does not require any pre-configuration regarding the asso­
ciation of a group customer identification to a specific VPN. 

[0045] Customer identification devices may be provided 
to the customer for connection to the customer communi­
cation devices when the customer subscribes to a virtual 
private network service. For example, a quantity of customer 
identification devices may be issued to the customer by the 
service pnwider of the virtual private network service and 
distribuktl to each customer site which is to be connected to 
the service. A customer identification device is connected by 
authorized personnel such as IT stall; to customer equipment 
at each site that is to be connected to the VPN service. Each 
customer identification device causes a customer 1D signal 
to be transmitted to the VPN configurntion application or 
process of the carrier network, which can then verify that the 
customer equipment at each site should be connected to the 
VPN before allowing the connection. 

[0046] In an alternative embodiment, customer identifica­
tion devices may be preinstallcd in the customer communi­
cation devices. for example by the manufacturer or system 
integrator. rather than at a later time after the communication 
devices have been installed at the customer site. When a 
VPN service is required, the customer identification devices 
could be activated to transmit or cause transmission of the 
customer ID to the configuration process of the carrier 
network. Knowledge of the customer ID is independently 
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passed to the configuration process of the carrier network to 
allow verification that customer equipment should be con­
nected to a VPN. 

[0047] Since, in this embodiment, the group identification 
may be known to a third party, i.e. the manufacturer of the 
communication device with the preinstalled customer iden­
tification device, the customer identification signal may be 
suitably secured by any appropriate technique such as 
encryption techniques, of which public key infrnstructure 
(PKI) techniques are one example. In this case, a key or 
customer signature is provided to the carrier network to 
allow the carrier network to read and authenticate the 
customer II) contained in the signal. If the customer key or 
signature matches, the configuration process of the carrier 
network allows the conm.'Ction and enables data communi­
cation, otherwise the connection is denied. 

[0048] Preinstallation of customer identification devict."S in 
customer equipment advantageously eliminates the need to 
separately distribute special ID devices that are limited to 
one customer, thereby reducing inventory and distribution 
concerns. 

[0049) In another embodiment of the present invention, 
the customer may provide the service provider with infor­
mation that enables the service provider to query and 
uniquely identify valid t.-quipment before allowing connec­
tion to the mp VPN. For example, the carrier network may be 
provided with the Mt\C (Media Access Control) addresses 
of each customer communication device to be connected to 
a specific VPN instance, together with an appropriate query 
(e.g. one or more commands) which causes the customer 
communication device to transmit an appropriate response 
containing data which enables the customer communication 
device to be verified by the service provider as a valid 
member of that specific VPN. 'Ibe response signal may 
contain a unique customer identifier and optionally other 
identifiers such as the VPN identifier to which the commu­
nication device is to be connected. In addition, the response 
signal may be securt.-d, for example, by encryption. On 
receipt of the response signal by the VPN configuration 
process of the carrier network. the configur.ition process 
uses the signal to verify against its own verification data 
whether to connect the communication device to the VPN 
instance and permit data communication. 

(0050] In other embodiments of the preselll invention, 
when commissioning a new virtual private network for the 
first time, the service provider t.-quipment (e.g. network 
management system and/or network clements) may be 
arranged to connect the customer comn1lll1ication device to 
the virtual private network from which the customer iden­
tifier associated with that VPN is first received by the 
customer equipment. Adva11tag1..-ously, in this arrangement, 
the customer equipment needs no prior knowh.-dge of the 
customer identifier associated with the VPN. On receiving 
subsequent n.-quests from customer equipment to be con­
nected to that VPN, the VPN configuration section of the 
service provider equipment simply verifies whether the 
subst.xiucntly r1..>ceived IDs match the first received customer 
ID and, if so, the connection is allowt.-d, otherwise the 
connection is denit.-d. 

(0051] When a new VPN is first commissioned, the VPN 
configuration section may record the first received customer 
ID for future use in verifying subsequently requested con-
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nections. The record may be stored permanently or tempo­
rarily for a limited time and then deleted. In cases where no 
n.-cord of the customer ID is retained by the service provider 
equipment, and a connection to the VPN is subsequently 
requested, the service provider equipment may be adapted to 
request the customer communication device from which the 
customer ID was first rt.'Ceived, to retransmit the customer 
ID to enable the VPN configuration section to compare this 
with the customer ID in the subsequent request to determine 
whether to allow the new requested connection. 

[0052] Alternatively, the customer communication device 
first connected to the VPN may repeatedly transmit the 
customer identifier to the service provider equipment to 
enable the VPN configuration section to use the retransmit­
ted customer ID in verifying a subsequently fl.'qUested 
COlllll.'Ction. 

(0053] Advantag .. -ously, either of these two arrangements 
obviates the need for the service provider equipment to 
maintain a record of the customer identifier or even needing 
to know what the customer ID is, thereby significantly 
reducing the risk of the customer identifier being revealed to 
unauthorized parties through the service provider equip­
ment. 

(0054] The above-described VPN connection verification 
process is based on a comparison of customer identifiers 
received from customer equipment communication devices, 
rather than with any record of a customer identifier main­
tained by the service provider. The customer identifier may 
be generated either by the customer or the service provider. 
Advantageously, if the customer identifier is generated by 
the customer, the customer identifier need never be retainl--d 
by the service provider equipment, as the service provider 
equipment simply performs an equivalency check between 
two customer identifiers it receives. This also assists in 
making the customer ID inaccessible lo service provider 
personnel. 

[0055] In any of the embodiments described above, the 
customer identifier may comprise a plurality of characters in 
which the range of chamcters from which each character can 
be selected and/or the total number of characters in the 
customer identifier is sufficiently la.l}!,e that it would be 
improbable for any other VPN customer of the smne service 
provider to choose the same customer ID. For example, the 
range or number of characters can be selected so that the 
probability is less than at least I in 50, preferably less than 
at least I in I 000 and more prcfcmbly less than I in a 
million. This allows the customer ID lo be selected by the 
customer, rather than by the service provider, in a similar 
manner lo selecting a PIN (Personal Identification Number) 
or password. 

[0056] In any of the embodiments described herein, the 
customer ID may comprise several parts, including a pre­
determined field which is common to all equipment of the 
san1e customer to be l'Onnectcd to a particular VPN. In this 
case, the service provider equipment may only need to 
compare this predetermined field of one customer identifier 
with the corresponding field of another customer identifier. 
In this way, the customer equipment nt'Cd only check that 
two customer identifiers are sufficien1ly similar to one 
another, and there is no requirement for the whole customer 
identifier to be the same as another nor any need to check 
cquivalency of the whole customer identifier. The field or 
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portion of the customer ID selected for comparison should 
be that portion which is unique to each customer. If the 
customer ID is selected by the service provider, or otherwise 
verified as unique, the field may be relatively short. If the 
characters of the field arc sek'Ctcd by the customer, the field 
should be sufficiently long to ensure its uniqueness, as 
described above. 

[0057) In embodiments of the invention, more than one 
customer identification device may be connected to or 
instalkd in a customer communication device to provide 
rl."<iundancy in case one customer ID device fails. This is 
particularly beneficial when the continuation of an allowed 
connection of a customer communication device to a VPN, 
once a connection has been established, is dependent on the 
continued transmission of the customer identification signal 
from the customer equipment to the carrier network. In this 
case, where failure to send the signal would otherwise cause 
the carrier network to disconnect the customer equipment 
from the VPN, the provision of one or more additional 
customer identification devices would allow continued 
transmission of the signal and thereby prevent disconnection 
of the customer L-quipment should one customer II) device 
fail. Transmission of the signal may be monitored by the 
CPE equipment so that failures can be detected and the 
auxiliary or bada1p customer identification device activated, 
as nL"CCSSary. 

(0058] FIG. 4 shows an example of a communication 
network in which a customer communication device has a 
plurality of customer identification devices to provide redun­
dancy. The components of FIG. 4 are similar to those shown 
in HG. 3, and like pans are designated by the same 
reference numerals. In this embodiment, each customer 
communication device 131, 133 comprises a first customer 
identification device 139, 141 and a second customer iden­
tification device 151, 153. The first customer identification 
device may constitute the nonnally active device which 
provides the customer identifier to the service provider 
network, and the second customer identification device may 
constitlllc the redundant device which is activated if the first 
customer identification device fails. 

[0059) FIG. 5 shows a schematic diagram of a customer 
identification device according lo an embodiment of the 
present invention. ·1nc communication device 201 com­
prises a memory 203 (e.g. a non-volatile memory) which 
stores the customer identifier used by the service provider 
equipment to authenticate whether the customer equipment 
is member equipment of a predetermined virtual private 
network. The memory may also contain other data such as 
an identification of the virtual private network to which the 
customer belongs and/or the address of the service provider 
equipment which controls authentication and connection to 
VPNs. The customer identification device may also com­
prise a processor 205 for generating a packet or other signal 
containing the customer identifier used for authentication. A 
communication port 207 is also provided to co1111L-ct the 
customer identification device to customer communication 
l."quipment at a customer site so that the signal generated by 
the customer identification device is transmittL'll to the 
service provider network. The port may comprise a uni­
directional ou1put port or a bi-directional input/output port. 
The customer identification device may be powered by 
either an internal or external power source, and in the case 
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of an external power source, the customer identification 
device may be provided with suitable power receiving 
terminals and connectors. 

[0060] Another embodiment of the customer identification 
device may comprise simply a memory storing the customer 
ID, and possibly other data as indicated above, and a suitable 
port for connection to customer equipment. The memory 
may comprise a non-volatile memory, so that data can be 
held therein without the need for a power source. In this 
case, the customer equipment is adapted to generate a 
suitable packet (or other signal) containing the customer ID 
for transmission to the service provider network. 

[006 I] Advantageously, the emlxldiments described 
herein enable a physical connection of a customer commu­
nication device to a virtual private network 10 be dctL-cted 
before data communication between the device and the VPN 
is enabled. For example, an incorrect connection may occur 
when VPN provider personnel physically connect a cus­
tomer conununication device intended to be connected to 
that customer's VPN to the VPN of another customer, by for 
example, connecting the communication link to an incorrect 
port. However, before data communication is enabled the 
VPN configurntion section checks whether the customer 
identifier tmnsmitted from the customer communication 
device corresponds to the customer identifier for the VPN 
associated with that port, and as the customer communica­
tion device is connL'Cted to the incorrect port, the verification 
section will deny the connection, and may also provide an 
indication of the denied connection to the VPN provider 
personnel so that the misconfiguration can be rectified. 

[0062] Changes and modifications to the embodiments 
described herein will he apparent to those skilled in the art. 

I. A customer equipment communication device compris­
ing signal forming means adapted to form a virtual private 
network membership signal for transmission to and use by 
service provider equipment, wherein the signal includes an 
identifier for identifying said customer equipment as a 
member of a predetermined virtual private network am,! is 
conditioned to cause said service provider equipment to 
verify that said communication device is a member of said 
predetenuined virtual private network. 

2. A communication device as claimed in claim I. wherein 
said identifier comprises at least one of an identifier uniquely 
identifying said customer equipment and an identifier used 
to identify a group of equipment belonging to said virtual 
private network. 

3. A communication device as claimed in claim 2. wherein 
at least one of said unique identifier and said group identifier 
is encrypted. 

4. A communication device as claimed in claim I, wherein 
said identifier includes an identifier of said customer equip­
ment and an identifier of said predetermined virtual private 
network. 

5. A communication device as claimed in claim 1. wherein 
said signal forming means is arranged to condition said 
signal for transmission to service provider l."qUipmcnt 
adapted to configure said virtual private network. 

6. A communication device as claimed in claim 5, wherein 
said service provider L'quipment comprises at least one of a 
service provider network management system and a network 
clement at the edge of said service provider network. 
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7. A communication device as claimed in claim I, wherein 
said signal fom1ing means is adapted to form said signal at 
least one of before and after said communication device is 
connected to said virtual private network by said service 
provider. 

8. A communication device as claimed in claim I, com­
prising signal trJnsmission means for trnnsmitting said sig­
nal to said service provider equipment. 

9. A communication device as claimed in claim 8, wherein 
said signal tmnsmission means is adapted to tmnsmit said 
signal at least one of before and after said customer com­
munication device is connected to said virtual private net­
work. 

10. A communication device as claimed in claim 8. 
wherein said signal tmnsmission means is adapted to repeat­
L'<ily transmit said signal periodically. 

11. A communication device as claimed in claim I. further 
comprising a second signal forming means adapted to fom1 
said virtual private network membership signal. 

12. A communication device as claimed in claim 11. 
further comprising detection means for detecting a failure of 
transmission of said virtual private network membership 
signal from said customer communication device and for 
causing a virtual private network membership signal to be 
fom1ed by said second signal forming means in response to 
said detected failure. 

13. A communication device as claimed in claim 8, further 
comprising second signal transmission means for transmit­
ting said virtual private network membership signal to said 
service provider. 

14. A communication device as claimed in claim 13, 
further comprising detection means for detecting failure of 
transmission of said signal by said signal transmission 
means and means for causing said signal to be transmined by 
said second transmission means in response to detection of 
said failure. 

15. A communication device as claimed in claim I, 
wherein said signal fom1ing means is one of (I) preinstalled 
in said customer equipment communication device before 
said communication device is firs1 delivered to said cus­
tomer and (2) connected to said customer equipment com­
munication device after said communication device is first 
delivered to said customer. 

16. A communication device as claimL-<l in claim I, 
wherein said signal forming means comprises a customer 
identification device which contains said customer identifier. 

17. A communication device as claimed in claim I, further 
comprising receiving means for receiving a predetermined 
signal from service provider equipment and wherein said 
communication device is adapted to tmnsmit said vi11ual 
private network membership signal to said service provider 
equipment in response to said predetermined signal. 

18. A method of requesting connection of a customer 
equipment communication device to a predetermined vi11ual 
private network, comprising the steps of: 

foruung at said customer equipment, a virtual private 
network membership signal for transmission to and use 
by service provider equipment, wherein the signal 
includes an identifier for identifying said customer 
equipment as a member of said predetem1ined vi11ual 
private network and is conditioned to cause said service 
provider equipment to verify that said communication 
device is a member of said predetermined vi11ual 
private network, and transmining said signal from said 
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customer equipment communication device to said 
service provider equipment. 

19. A method as claimed in claim 18, further comprising 
the step of connecting a customer identification device to 
said communication device to form said virtual private 
network membership signal. 

20. A method of controlling connection of a customer 
communication device to a vi11ual private communication 
network comprising the steps of: 

receiving at service provider equipment a signal from a 
customer communication device, 

determining at said service provider L'quipmcnt whether 
or not said customer communication device is a mem­
ber of a predetermined virtual private communication 
network based on information contained in said signal, 
and 

controlling connL-ction of said customer communication 
device to said vi11ual private network based on the 
result of said determination. 

21. A method as claimed in claim 20, wherein said 
customer communication device initially is not connected to 
said virtual private communication network, and wherein 
the step of controlling connection comprises enabling con­
nection of the customer communication device to said 
virtual private communication network if, by said determin­
ing step, the customer communication device is determined 
to be a member of the virtual private communication net­
work. 

22. A method as claimed in claim 21, wherein said 
customer communication device is previously connected to 
said predetermined virtual private communication network, 
and the step of controlling connLx:tion comprises pcnnit1ing 
continued cnablcment of said connection if, by said deter­
mination sttc.1), the customer device is detennined to be a 
member of the prcdetem1incd virtual private communication 
network. 

23. A method as claimed in claim 21, wherein said 
customer communication device initially is not connected to 
said predetermined vir1ual private communication network, 
and the step of controlling comprises prohibiting a connec­
tion of said customer communication device to said prede­
tem1ined virtual private communication network. if by said 
determining step, the customer communication device is 
detem1ined not to be a member of said virtual private 
communication network. 

24. A method as claimed in claim 21, further comprising 
the step of monitoring at said service provider equipment 
receipt of a subsequent prcdctermintc.-d signal from said 
customer communication device, and controlling connection 
of said customer communication device to said vi11ual 
private communication network in response to said moni­
toring. 

25. A method as claimed in claim 24, wherein the step of 
controlling said connection in response to said monitoring 
comprises disabling said connection if said further signal is 
not received within a prL-<letermined time. 

26. A method as claimed in claim 25, further comprising 
the step of monitoring at said service provider equipment 
receipt of a subsequent prL-<letermined signal from said 
customer communication device, and controlling connection 
of said customer communication device to said virtual 
private communication network in response to said moni­
toring. 
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27. A method as claimed in claim 26, wherein the step of 
controlling said connection in response to said monitoring 
comprises disabling said connection if said further signal is 
not received within a predctem1ined time. 

28. A method as claimed in claim 20, wherein said service 
provider equipment comprises at least one of a network 
management system and a provider L-<lge network clement. 

29. A method as claimed in claim 20, further comprising 
the step of transmitting from said service provider equip­
ment a customer identifier identifying said customer and a 
VPN identifier identifying said predetermined virtual private 
network to one or more provider edge network elements it: 
by said determining step, said customer communication 
device is determined to be a member of said predetermined 
virtual private network. 

30. A method as claimed in claim 20. wherein said 
determining step is performed as part of a virtual private 
network configuration process in said service provider 
equipment. 

31. A method as claimed in claim 20, comprising receiv­
ing at said service provider equipment a signal requesting 
reconnection of a previously connectl.'Cl but subsequently 
disconnected customer communication device, and subse­
quently performing said determining and controlling steps in 
response to said signal containing said infomiation. 

32. A method as claimed in claim 20, further comprising 
the step of providing said customer with a customer iden­
tification device for use in generating said signal from said 
customer communication device. 

33. A method as claimed in claim 18, further comprising 
providing first and second independently operable customer 
identification devices each capable of forming said virtual 
private nel\vork membership signal, monitoring said first 
customer identification device from said virtual private 
network membership signal if said first customer identifi­
cation device foils. 

34. A method of controlling connection of a customer 
communication device to a virtual private conununication 
network comprising: 

monitoring at service provider equipment, receipt of a 
predeterminL-'<l signal from a customer conununication 
device, and 

controlling connection of said customer communication 
device to a predetermined virtual private communica­
tion network based on whether or not said predeter­
mined signal is rt.'Ccivt.'CI at said service provider equip­
ment within a predetermined time. 

35. A method as claimed in claim 34. wherein a connec­
tion between said customer communication device and said 
virtual private communication network is previously estab­
lished, and the step of controlling comprises disabling said 
connection if said signal is not received within said prede­
tcrminL'CI time. 

36. A method as claimed in claim 34, wherein a connec­
tion between said customer communication device and said 
virtual private communication network is previously estab­
lished. and the step of controlling comprises continuing to 
enable the established co1mL-ction if said signal is received 
within said prcdetcm1inL'CI time. 

37. A method as claimed in claim 35. wherein said 
controlling is perfonnt.-d as part of a virtual private network 
configuration process at said service provider equipment. 
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38. An apparatus for controlling connection of a customer 
communication device to a virtual private communication 
network comprising: 

means for receiving a signal from a customer communi­
cation device, 

detem1ining means for determining from information in 
said signal whether or not said customer communica­
tion device is a member of a predetermined virtual 
private communication network, and 

controlling means for controlling connection of said cus­
tomer communication device to said predetermined 
virtual private network based on the determination 
made by said determining means. 

39. An apparatus as claimed in claim 38, wherein said 
controlling means is adapted to enable connL-ction of said 
customer communication device to said predetem1ined vir­
tual private network if said determining means detemunes 
that the customer communication device is a member of said 
predetcrminL'<l virtual private communication network. 

40. An appamtus as claimed in claim 38, wherein said 
controlling means is adapted to prohibit connection of the 
customer communication device to said predetermined vir­
tual private network if said determining means detem1ines 
that said customer communication device is not a member of 
said predetermined virtual private network. 

41. An apparatus as claimed in claim 38, wherein said 
information comprisL-s a customer identifier. 

42. An apparatus as claimed in claim 41, wherein said 
information includes an identifier identifying said predeter­
mined virtual private communication network. 

43. An apparatus for controlling connection of a customer 
communication device to a virtual private communication 
network comprising: 

monitoring means for monitoring receipt of a pn.-<leter­
mined signal from a customer communication device, 
and 

controlling means for controlling conm.'Ction of said cus­
tomer communication device to a predeterminL-<l virtual 
private communication network based on whether or 
not said prt.-determined signal is received within a 
pn.-dctennined time. 

44. An apparatus as claimed in claim 43, wherein said 
controlling means is adapted to disable a previously estab­
lished connL-ction of said customer communication device to 
said virtual private network if said predetennim.'CI signal is 
not received within said predetermined time. 

45. An apparntus as claimed in claim 43, wherein said 
controlling means is adapted to pem1i1 a previously estab­
lished connection between a customer communication 
device and said predetermined virtual private network to 
continue if said prL'Clctcrmincd signal is received within said 
prcdetennined time. 

46. An apparatus as claimed in claim 43, further com­
prising indicator means for providing an indication to an 
opemtor if said predetermined signal is not received within 
said pR'Clctennined time. 

47. A customer identification device comprising: 

a non-volatile memory for storing a customer identifier, 
signal forming means for fom1ing a signal conditioned 
for transmission to a virtual private ne1work configu­
rntion SL'Clion of a predetermined carrier network and 
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for causing said configuration section to verify that said 
device is a member of a predetem1ined virtual private 
network, the signal containing said customer identifier, 
and 

connection means for conrx.,-cting said device to a cus­
tomer communication device. 

48. A method of controlling connection of customer 
communication equipment to a virtual private network, 
comprising the steps of: 

receiving at service provider equipment a predetermined 
customer identifier associated with a virtual private 
network from a customer equipment communication 
device, 

subsequently receiving another customer identifier, 

detem1ining whether the other customer identifier is suf­
ficiently similar to said predetem1ined customer iden­
tifier that both identifiers belong to the same customer, 
and 

controlling connection of service provider equipment 
based on the result of said detennining step. 

49. A method as claimed in claim 48. wherein said 
predetermined customer identifier is the first customer iden­
tifier associated with said virtual private network to be 
received, and connecting the customer equipment commu­
nication device from which said first customer identifier is 
received to said virtual private network. 

50. A method as claimed in claim 49. wherein said other 
customer identifier is received from another customer equip­
ment communication device, and connecting said other 
customer equipment communication device to said virtual 
private network if said other customer identifier is deter­
mined to be sufficienlly similar to said predetermined cus­
tomer identifier. 

51. A method as claimed in claim 49, wherein said other 
customer identifier is received from another customer equip­
ment communication device, and denying connection of said 
other customer equipment communication device to said 
virtual private network if the other customer identifier is 
determined to be insufficiently similar to said predetermined 
customer identifier. 

52. A method as claimed in claim 48, further comprising 
requesting the customer equipment communication device 
from which said predetermined customer identifier is 
received to send said predetennined customer identifier to 
said service provider equipment again in response to said 
service provider equipment receiving said other customer 
identifier, and wherein said detem1ining step is performed 
based on the retrnnsmiltcd predetermined customer identi­
fier. 

53. A method as claimed in claim 48, comprising repeti­
tively receiving said predetermined customer identifier 
which is retransmitted from said customer equipment com­
munication device and wherein said determining step is 
performed based on a retransmittL'<i predetermined customer 
identifier. 

54. A method as claimed in claim 48. wherein said 
predetennined customer identifier includes a field of char­
acters which is common to all customer equipment of a 
prcdctcnnined customer to be conn'-'Cl'--d lo a predetermined 
VPN. 

55. A method as claimed in claim 54, wherein the char­
acters of said field are selected by said customer. 
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56. A method as claimed in claim 54, wherein at least one 
of (a) the range of charncters from which each character in 
said field can be selected and (b) the number of charncters 
in said field is sufficient lo cause the probability of any other 
customer seiL-cting the same sequence of characters to be 
less than a predetermined value. 

57. A method as claimed in claim 56, wherein said 
predetermined value is 1 in a million. 

58. A method as claimed in claim 54, wherein said 
determining step comprises comparing said field with a field 
contained in said other customer identifier. 

59. Apparatus for controlling connections to one or more 
virtual private networks, comprising receiving means for 
rL-cciving from a customer equipment conununication 
device a prcdetenninL'<l customer identifier associated with a 
virtual private network, and for receiving subsequent to 
receipt of said predetermined customer identifier, another 
customer identifier, and verification means for verifying 
whether the other customer identifier is sufficiently similar 
lo said predetcrminL-<l customer identifier tha1 both identifi­
ers belong to the same customer, and connection control 
means for controlling connection of customer communica­
tion equipment lo said virtual private network based on the 
result of the verification by said verification means. 

60. An apparatus as claimed in claim 59, wherein said 
connection control means is adapted to connect to said 
virtual private network the customer equipment conununi­
cation device from which a customer identifier associated 
with said virtual private network is first received by said 
appamtus. 

61 . . An apparatus as claimed in claim 60, wherein said 
connection control means is adapted to connect a customer 
equipment communication device from which said other 
customer identifier is received if said verification means 
determines that the other customer identifier is sufficiently 
similar to said first rL-ccived customer identifier. 

62. An apparatus as claimed in claim 61, further com­
prising transmitting means for transmitting to said first 
connected customer communication device a request for 
said predetermined customer identifier in response to receiv­
ing said subsequent customer identifier and wherein said 
verification means is adapted to verily whether said other 
customer identifier is sufficiently similar to said predeter­
mined customer identifier transmitted from said customer 
equipment in response to said request. 

63. An apparatus as claimed in claim 59, wherein said 
customer identifier comprises a field of characters which is 
common to all customer L'qUipment of a predetermined 
customer to be connected to said virtual private network. 

64. An apparatus as claimed in claim 63, wherein lhe 
characters of said field are sclcc!L'd by said customer. 

65. An apparatus as claimed in claim 63, wherein at least 
one of (a) the range of characters from which each character 
can be sclec!L'd and (b) the number of characters in said field 
is sufficient 10 cause the probability of any virtual private 
network customer of said service provider selecting the 
san1e sequence of characters to be less than a predeterminL-<l 
value. 

66. An appamlus as claimed in claim 65, wherein said 
predetermined value is I in a million. 

* * • • .. 
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DEVICE AND METHOD FOR NEAR FIELD 
COMMUNICATIONS USING AUDIO 

TRA~SDUCERS 

FIELD OF THE INVENTION 

[ 00011 The present invention relates generally lo wirelessly 
exchanging data between devices over shon distances, and 
particularly to using acoustic signals to exchange data 
between devices over short distances, for example to cs ta blish 
a secure communications link. 

BACKGROUND 

(00021 Near Field Communication (NFC) is a shon-rnnge 
wireless communication ll-"Chnology that provides for the 
exchange of data between devices distances typically up to 
about 20 cm. NFC technology is based on RFID, and works 
by magnetic field induction using relatively low data rates 
(specified speeds are 106 kbit/s, 212 kbit/s and 424 kbit/s). 
NFC technology is primarily used with mobile phones, and 
can be used to provide services such as: card emulation, in 
which the NFC-enabled device behaves like an existing con­
tactless card: RFID reader, in which the NFC-enabled device 
is active and reads a passive RFID tag, for example for inter­
active advertising; and communications mode, in which two 
NFC-enabled devices exchange information. 
(00031 NFC and Bluetooth are both short-range communi­
cation technologies which have recently been integrated into 
mobile phones. TI1e significant advantage of NFC over Blue­
tooth is the shorter set-up lime. Instead of perfonning manual 
configurations to identify Bluetooth devices, the connt..'Ction 
between two NFC-enabled devices is established i1nn1t..-di­
a1ely ( <0.1 s ). To avoid the complicated configuration pro­
cess, NFC can be used to set up the Bluelooth link. 

SUMMARY 

10004) Various aspects of the present invention are directed 
to methods for establishing a secure wireless communication 
link between first and second proximately-located devices, 
each of which includes rcspl.'Ctive audio transminers and 
audio receivers. The methods can include using the audio 
transmitter of the first device to trarismit a device-dependent 
authenticalion key, receiving the tnmsmittl.-d authcnticalion 
key at the audio receiver of the second device and using the 
audio transminer of the Sl.'COnd device to transmit an 
acknowledgement, n..'Ceiving the acknowledgement at the 
audio receiver of the first device, determining the round-trip 
time from transmitting the authentication key from the first 
device to receiving the acknowledgement at the first device, 
and determining whether to establish the secure wireless 
communication link based on the determined round-trip time. 
In certain embodiments, tht..-se steps can be repeated starting 
with the second device to establish a two-way trust between 
the devices. 
(0005) Consistent with example embodiments, the present 
invention is directed mobile communications devices that 
include an audio transminer. an audio receiver, and circuitry 
adapted to send audio data packets via the audio transminer. 
receive audio data packets via the audio receiver. calculate 
round-trip times between sending audio data packets and 
receiving audio ack.nowledgements, and validate audio com­
munications based on the calculated round-trip times. 
[00061 Consistent with exan1ple embodiment, 1he present 
invention is further directed to methods for use with a mobile 
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communications device having an audio lrdnsmincr, an audio 
receiver, and a processor adapted to send audio data packets 
via the audio transmitter and receive audio data packets via 
the audio rt..'Cciver. The methods can include adapting the 
mobile communications device to establish secure commu­
nication links by uploading a program to 1he mobile commu­
nications device, the program being executable by the pro­
cessor to calculate round-trip times between sending audio 
data packets and receiving audio acknowledgements, and to 
validate audio communications based on the calculated 
round-trip times. 
100071 The above summary is not intended 10 describe each 
embodiment or every implemenlation of the present disclo­
sure. The figures and detailed description that follow more 
particularly exemplify various embodiments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

10008) The invention may be more completely understood 
in consideration of the following detailed description of vari­
ous embodiments of the invention in connection with the 
accompanying dmwings, in which: 
10009) FIG. 1 illustrall.-s t.-stablishing a communications 
link between proximately-located devices via acoustic sig­
nals in accordance with embodiments of the present inven­
tion; 
100101 FIG. 2 illustrates circuitry for use in a device for 
establishing communications links with proximately-located 
devices via acoustic signals in accordance with embodiments 
of the present invention; and 
10011) FIG. 3 illustrntes steps that can be performed in 
accordance with embodiments of the present invention. 
100121 While the invention is amenable to various modifi­
cations and alternative forms, specifics therl.-of have been 
shown by way of example in the dmwings and will be 
dL-scribed in detail. It should be understoo~ however, that the 
intention is not to limit the invention to the particular embodi­
ments described. On the contrary, the intention is to cover all 
modifications, equivalents, and alternatives foiling within the 
scope of the invention including aspL-cts defined by the 
appendt.-d claims. 

DETAILED DESCRIPTION 

10013] Embodiments of the present invention relate to 
using acoustic signals, for example airborne acoustic signals, 
to exchange data betWl.'Cn proximately-located devicl.'S. The 
acoustic signals can be transmitted and received using audio 
transducers, for example a speaker and microphone of a 
mobile phone. As such, embodiments of the presenl invention 
can advantagl.-ously utilize existing audio transducers as the 
means of out-of-band communications. For example, the 
audio transducers already existing in mobile phone devices, 
along with voiceband modem technology, can be used to 
establish communications links with other proximatcly-lo­
cakd devices without the need for adding the hardware 
required with typical NFC techniques. At the same time, all 
the services norn1ally provided by NFC can still be providt.-d. 
100141 As discussed., NFC operates over short distances 
and enables electronic devices such as cell phones and PDAs 
to corrncct with each other and share infornrntion simply by 
being positioned close together. While NFC has been pur­
ported to have a great number of potential applications, the 
cost, size and integration difficulties may limit widespread 
adoption in mass-market mobile phones. NFC transducers 
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are not small and are difficult to integrate into typical cell­
phone case mechanics, especially when using metalized 
parts, which can detune or block the NFC transducers. Acous­
tic data exchange to establish secure links between proxi­
mately-located devices can overcome the difficulties of com­
mon NFC techniques by providing an easily integrated 
solution that is not prone to interference and that can provide 
the same functionality. 

I 00151 l n various embodiments oft he present invent ion, the 
round-trip flight time between sending acoustic data and 
receiving acoustic acknowledgements can be measured in an 
effort to pnwide communications security. For example, a 
deliberate upper bound on the operating distance can he 
implemented by rejecting all communications for which the 
round-trip time is greater than a specified maximum. This can 
help reduce the possibility of eavesdropping. In addition, 
robust communication can be obtained in the presence of 
ambient acoustic noise by using appropriate filtering, extra 
error com.-ction coding, and lower data rate. lbe various 
embodiments of the present disclosure arc independent of 
modem speed and modulation technique. 

10016) FIG. 1 illustrates an example ofa communications 
link between a first device 110 and a second device. As 
shown, first device 110 isa mobile device such as a cell phone, 
PDA, media player, or the like, although ii will be appreciated 
that any suitable device can be used. Second device 120 can 
be a stationary device such as a ticketing or ckctrunic bank­
ing kiosk, fixed points in a building such as limiw<l access 
doors or security checkpoints, and the like, or can be another 
mobile device. Device 110 is cquippL><l with an audio trans­
mitter 112, such as a speaker, and an audio receiver 114, such 
as a microphone. While audio transmincr 112 and audio 
receiver 114 are shown separately, they can be provided in 
any suitable manner. Preferably, the audio trnnsducers 
already used in the device are used as the audio transmitter 
and receiver. Device 120 is likewise equipped with an audio 
transmitter 122 and an audio receiver 124. 

10017) ln an example embodiment, when device 110 is 
brought into proximity with device 120, the audio transmitter 
112 can be used to send an audio data message 116. The 
message 116 can include an identifier, or device-dependent 
authentication key. ·11ie identifier can be mndomly generated 
to promote additional security. The message 116 can also 
include a timestamp indicating the time at which the message 
116 was sent. Mt--ssage 116 can be received at the audio 
receiver 124 of device 120. Once received, the message 116 
can be subject to an immediate acknowledgement message 
126 sent by the audio transmitter 122 of device 120.Acknowl­
edgement 126 can include the identifier from message 116, 
along with a timestamp indicating when nwssage 116 was 
received and/or when acknowledgement 126 was sent. Upon 
receiving acknowledgement 126 at audio receiver 114, device 
110 can compute the round-trip time from sending audio 
message 116 to receiving audio acknowledgement 126. 
Using thcdctcm1incd round-trip time, and knowing the speed 
or sound in the propagation medium ( e.g., air), the distance D 
between the dL'Yiccs can be determined. A maximum round­
trip time can be set to place a limit on D. This provides a 
certain measure of security. As a further security measure, the 
timestamps can be used to determine whethcrthe first leg of 
the round-trip communication (time from sending message 
116 from device 110 to receiving message 116 al device 120) 
matches the second leg of the round-trip communication 
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(time from sending acknowledgement 126 from device 120 to 
receiving acknowledgement 126 at device 110). 
10018) Once the devices 110 and 120 are securely paired, 
desired communications can take place. For example, pairing 
of devices 110 and 120 by acoustic communications can be 
used as an out-of-band method of exchanging encryption 
keys that arc used for secure in-band communications. ·1be 
pairing can also be used to quickly link the devices for Rlue­
tooth communications. As will be appreciated, any suitable 
procedures for device pairing can be used. for example Diffic­
Hcllman key agreement methods. 
10019) Referring back to FIG. I, if two-way mutual trust is 
desired, device authentication can optionally take place from 
device 120 to device I IO in a similar ping-and-<.-cho fashion as 
from device 110 to device 120. For example. message 128 can 
be sent acoustically from the audio transminer 122 of device 
120, where message 128 includes an identifier (for example a 
randomly generated authentication key specific to device 
120) and optionally a timestamp. When message 128 is 
received by audio receiver 114 of device 110, an acknowledge 
message 118 can be sent back from the audio transmiuer 112 
of device 110. The acknowledge 118 can include the identifier 
sent in message 128, along with a timestan1p indicating when 
acknowledge 118 was sent and/or when message 128 was 
received. Device 120 receives the acknowledge message I 18 
at audio receiver 124. Round-trip time for the communicalion 
can be detem1incd and us...>d as described above to establish a 
mutual trust pairing. 
10020) A datagram, for example containing a unique, ran­
dom identifier, can he sent from device A, and subject to an 
immediate acknowledgement upon its receipt at device 13. In 
its acknowledgement, device B can echo the identifier sup­
plied by device A, and can also supplies a unique identifier 
specific to device B. The mund-trip delay from device A to 
device Band back 10 device A can establish a proximity trust 
relationship, and can prevent a distant intercept device fmm 
acting as man-in-the-middle. If mutual trust, rather than one­
way trust. is desired the ping-and-echo response can be 
repeated starting with device B initiating the ping. 

10021) FIG. 2 schematically illustrates a circuit 210 for 
sending a receiving audio data messages using audio trans­
mitter 212 and audio receiver 214, and fordetermininground­
trip times of acoustic communications. A processor unit 230 
can be connected to the transmiller 212 and receiver 214 to 
send and receive audio communications in a suitable manner. 
In the case of a mobile phone equipped with speaker phone 
capabilities, the processor unit 230 can be used to send and 
receive acoustic messages in a maimer similar to transmitting 
and rL"Ceiving voice signals during a phone call. Processor 230 
can be adapted to determine round-trip times so that a secure 
communications link can be established as described above. 
Processor 230 can include or be connected to an internal 
memory 240, for example a non-volatile memory, that stores 
a progmm for generating and decoding audio messages and 
for detennining round-trip times so that secure communica­
tions links between proximately-located devices can be 
established. As such, existing devices can be enabled to per­
form methods of the prL-scnt disclosure by storing such a 
program, for example as firmware, in a non-volatile memory 
on the device so that it can be accessed by the processing unit. 
(0022) As discusSt.>d, in certain embodiments secure com­
munications can be cstablisht-'<l by limiting the distance over 
which replies are considered valid. Considering that the speed 
of sound in air is 344 mis, each millisecond of round-trip time 
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for a message can be considered as representing 17 cm of 
distance between the two devices. If device separations are 
limited to 0.5 m, the maximum round-trip can therefore be set 
at 6 ms. To help ensure reliability, turnaround times for the 
immediate acknowledge should be specified as low enough so 
that no allowance for turn-around time m .. >cd be made in 
computing the round-trip time, and thus the distance between 
devices. For example, allowing tum-amund times of 3 ms 
creates a device-to-device uncertainty of 0.5 m, allowing a 
rogue device capable of an instant turn-around to eavesdrop 
on communications and be up to 0.5 m farther away. 

10023] In addition to the round-trip time limitations, acous­
tic power levels can be kept to a minimum to reduce the 
probability of discrete interception. Note that a potential 
eavesdropping device located a la~c distance away must 
transmit loudly enough to be heard by the devices at that 
distance, and as such risks being detected by human cars that 
are in the vicinity. Embodiments of the present invention 
contemplate using any desired acoustic frequency, including 
audible frequencies as well as ultrasonic sound. However, if 
ultr.isonic frequencies are used, ultrasonic tr.insducers would 
likely be required rather than being able to utilize the existing 
audio transducers found in mobile phones. Using ultrnsonic 
frequencies can reduce the likelihood of unauthorized human 
intercept. 
100241 By way of summary, FIG. 3 illustrates steps that can 
be performed in embodiments of the present invention. These 
steps include acoustically transmitting a device-dependent 
authentication key from a first device. ll1e acoustic message 
bearing the device-depending authentication key can then be 
received at a second device. The second device generates an 
acknowledgement message, which is transmitted acousti­
cally and received back at the first device. A communications 
link can be established or rcj .. -cted baSL-d on the time for 
round-trip acoustic communication, and therefore proximity 
of the devices. 

100251 Applications of embodiments of the present inven­
tion include: mobile ticketing in public transportation (e.g., 
ticket validation and fare colk-ction terminals); mobile pay­
ment (the mobile phone acts as a debit/credit payment card): 
Bluetooth pairing; electronic ticketing: electronic money; 
travel cards; identity documents; mobile commerce; elec­
tronic keys (home, office, hotel). Embodiments of the present 
invention can be particularly suited for application with por­
table devices that may benefit from a low-cost means of 
out-of-band communication, for example 10 set up crypto­
graphic keys. to enable secure transactions at point-of-sale, 
ticket validation, and the like. 

10026) 'Jltc various embodiments described above and 
shown in the figures are provided by way of illustration only 
and should not be construed to limit the invention. Based on 
the above discussion and illustrations, those skilled in the art 
will readily recognize that various modifications and changes 
may be made to the present invention without strictly follow­
ing the exemplary embodiments and applications illustrated 
and described herein. For instance, one or more of the above 
example embodiments may be implemented with a variety of 
approaches, including digital and/or analog circuitry and/or 
software-based approaches. The above example embodi­
ments and implementations may also be intcgrakd with a 
variety of circuits. devices, systems and approaches. Such 
modifications and changt.-s do not depart from the true scope 
of the present invenlion that is set forth in the following 
claims. 
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Whal is claimed is: 
1. A method for establishing a secure wireless communi­

cation link between first and second proximately-localed 
devices, each of which includes respective audio transmitters 
and audio receivers, the method comprising: 

using the audio transmitter of the first device to transmit a 
device-dependent authentication key; 

receiving the tmnsmilted authentication key at the audio 
receiver of the second device, and using the audio trans­
mitter of the second device to tmnsmit an acknowledge­
ment; 

receiving the acknowledgement at the audio receiver of the 
first device; 

detenuining the round-trip time from transmitting the 
authentication key from the first device to receiving the 
acknowledgement at the first device; and 

detem1ining whether to establish the secure wireless com­
munication link based on the determined round-trip 
lime. 

Z. The method of claim I, further comprising limiting the 
proximity of communications by rejecting any acknowledge­
ment received at the first device after a threshold response 
time has elapsed from the time of transmitting the authenti­
cation key. 

3. The method of claim 2, wherein the threshold response 
time corresponds to a dislance bl.1w .. -cn devices of I m or less. 

4. ll1c method of claim 1, wherein the S<..'Clmd device trans­
mits a further device-dependent authentication key that is 
received by the first device along with the acknowledgement. 

5. ·me method of claim 4, further comprising 1ransmitting 
a further acknowledgement from the first device in response 
to the further device-dependent authentication key, and 
receiving the further acknowledgement at the second dL'Vice. 

6. 'Inc method of claim 5, further comprising determining 
a further round-trip time from tmnsmitting the further authen­
tication key from the second device to receiving the further 
acknowledgement at the second device. 

7. ·n1e method of claim 6, wherein the communication link 
is established only if the round-trip time determined at the 
first device sufficiently matches the further round-trip time 
detcm1ined at the s .. -cond device. 

8. ·11ie method of claim 1, wherein acoustic communica­
tions take place using an audible frequency range. 

9. The method of claim I, wherein acoustic communica­
tions take place using a frequency just outside of the audible 
range. 

10. lne method of claim I, wherein acoustic communica­
tions take place using an ultrasonic fr ... -quency range. 

11. The method of claim 1, wherein the s .. -cure communi­
cations link is used to exchange an encryption key used for 
further communications betWL'Cn the first and second devices. 

12. A mobile communications device comprising: 
an audio transmitter; 
an audio receiver; 
circuitry adapted to send audio data packets via the audio 

transmitter, TL-ceive audio data packets via the audio 
n..-cciver, calculate round-trip times between sending 
audio data packets and receiving audio acknowledge­
ments. and validate audio communications based on the 
calculated round-trip times. 

13. The device of claim 12, wherein the audio transmitter is 
a speaker. 

14. The device of claim 12, wherein the audio transmitter is 
a microphone. 
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15. The device of claim 12, wherein the device is a cell 
phone. 

16. A method for use with a mobile communications device 
having an audio transmitter, an audio receiver, and a proces­
sor adapted to send audio data packets via the audio transmit­
ter and receive audio data packets via the audio receiver, the 
method comprising adapting the mobile communications 
device to establish secure communication links by: 
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storing a program in a memory location of the mobile 
communications device, the prog.rmn being executable 
by the pmcessor to calculate round-trip times between 
sending audio data packets and receiving audio 
acknowledgements. and to validate audio communica­
tions based on the calculated round-trip times. 

* • • * * 
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 

C\. ( .fk_ 51)Vf(..(... 

I . A method for near field au then ti cation o rf ource/ it•ing an audio transceiver computing 

device comprising: 

scanning a plurality of predetermined frequencies for a free frequency; 

selecting the free frequency from the plurality of predetermined frequencies; 

generating a periodic enclosed content message; 

generating a modulated canier wave representing the periodic enclosed content message; 

and 

transmitting the modulated carrier wave at the free frequency;_ 

wherein each period of the periodic enclosed content message includes a begin 

indication, a content, and an end indication; and 

wherein the content includes at least one of biometric data, or device identification data. 

2. The method of claim 1 further comprising: 

displaying a user interface on the audio transceiver computing device requesting the 

biometric data from a user; and 

responsive to receiving the biometric data, generating the periodic enclosed content 

message, wherein the content in each period of the periodic enclosed content message includes 

the biometric data. 

3. The method of claim l or 2, wherein the transmitting step further comprises transmitting 

the modulated carrier wave for a predetermined number of periods, or a predetermined period of 

time. 

4. The method of claim I or 2, wherein the transmitting step further comprises transmitting 

the modulated canier wave until a stop indication is received from a user. 

5. The method of any one of claims l to 4 wherein the modulated canier wave comprises a 

sound wave. 

This data, for application number 2012100462, is current as of 2012-12-28 22:09 AEST 
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 

1. A method for near field authentication of a source, the source using an audio transceiver 

computing device comprising: 

scanning a plurality of predetermined frequencies for a free frequency; 

selecting the free frequency from the plurality of predetermined frequencies; 

generating a periodic enclosed content message; 

generating a modulated carrier wave representing the periodic enclosed content message; and 

transmitting the modulated carrier wave at the free frequency; 

wherein each period of the periodic enclosed content message includes a begin indication, a 

content, and an end indication; and 

wherein the content includes at least one of biometric data, or device identification data. 

2. The method of claim 1 further comprising: 

displaying a user interface on the audio transceiver computing device requesting the biometric 

data from a user; and 

responsive to receiving the biometric data, generating the periodic enclosed content message, 

wherein the content in each period of the periodic enclosed content message includes the biometric data. 

3. The method of claim 1 or 2, wherein the transmitting step further comprises transmitting the 

modulated carrier wave for a predetermined number of periods, or a predetermined period of time. 

4. The method of claim 1 or 2, wherein the transmitting step further comprises transmitting the 

modulated carrier wave until a stop indication is received from a user. 

5. The method of any one of claims 1 to 4 wherein the modulated carrier wave comprises a sound 

wave. 

This data, for application number 2012100462, is current as of 2012-12-28 22:09 AEST 
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Australian Government 

JP Australia 
LETTERS PATENT 

INNOVATION PATENT 
CERTIFICATE OF EXAMINATION 

I, Robyn Foster, the Commissioner of Patents, 

hereby certify that I have examined the complete specification relating to 

Innovation Patent 
2012100462 

granted to 

Uniloc USA, Inc. of 2151 Michelson Drive; Suite 100, Irvine, California, 92612, United States of 

America 

for the Innovation Patent titled 

Near field authentication through communication of enclosed content sound waves 

invented by Etchegoyen, Craig S.; 

Harjanto, Dono and 

Burdick, Sean 0 .. • 

in accordance with the requirements of the Patents Act 1990 for examination and certlfication of 
an innovation patent and decided a ground for the revocation of the innovation patent has not 

been made out, orthat any such ground has been removed. 

Signed at 
Canberra in the Australian Capital Territory 

This 25th Day of October 2012 

PATENTS ACT 1990 

R~~ 
Robyn Faster 

Commissioner of Patents 

Page 200 of 860



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Appl. no.: 13/734,178 Conf. no. 3155 

Applicant: Craig ETCHEGOYEN Art Unit: 

Filed: January 4, 2013 Examiner: (Not Yet Assigned) 

Title: NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED 

CONTENT SOUND WAVES 

TRANSMITTAL LETTER AND APPLICANT REMARKS 

FOR PPH REQUEST 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir, 

Applicant respectfully requests participation in the Patent Prosecution Highway (PPH) 

for the above-referenced patent application. The following documents are submitted herewith: 

1) Request for Participation in the Patent Prosecution Highway (PPH) Pilot Program 

Between IP Australia (IPAU) and the USPTO [Form PTO/SB/20AU]; 

2) Copy of AU Innovation Patent No. 2012100462, which has identical claims to those 

submitted for the above-referenced patent application; 

3) Copy of the IPAU Examiner's First Report and substantive examination dated May 21, 

2012 for AU Innovation Patent No. 2012100462; 

4) Copy of Applicant's response dated July 3, 2012 to the Examiner's First Report and 

substantive examination; 

5) Copy of the IPAU Examiner's Second Report and substantive examination dated August 

8, 2012 for AU Innovation Patent No. 2012100462; 

13/734,178 1 
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6) Copy of Applicant's response dated September 18, 2012 to the Examiner's Second 

Report and substantive examination; 

7) List of References (Form PTO/SB08) submitted with the referenced AU application and 

cited in the Second Examination Report. 

8) Copy of the Certificate of Examination for Australian Innovation Patent AU 2012100462 

dated October 25, 2012, indicating that all grounds for revocation of the patent have been 

removed. 

In view of all of the above, Applicant respectfully requests that this application be 

accepted for examination along the Patent Prosecution Highway. 

Uniloc USA, Inc. 
Legacy Towne Center 
7160 N. Dallas Parkway 
Suite 380 
Plano, TX 75024 
972 905 9580 x227 

13/734,178 2 

Respectfully Submitted, 

Sean D. Burdick 
Reg. No. 51,513 
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Doc Code: PPH.PET.652 
Document Description: Petition to make special under Patent Pros 
Hwy 

PTO/SB/20AU (05-10) 
Approved for use through 01/31/2012. 0MB 0651-0058 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

REQUEST FOR PARTICIPATION IN THE PATENT PROSECUTION HIGHWAY (PPH) PILOT PROGRAM 

BETWEEN IP AUSTRALIA (IPAU) AND THE USPTO 

Application No.: 13/734,178 I Filing Date: I January 4, 2013 

First Named Inventor: Craig S. Etchegoyen 

Attorney Docket No.: UN-NP-SC-085 

Title of the NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED CONTENT SOUND 
Invention: WAVES 

THIS REQUEST FOR PARTICIPATION IN THE PPH pilot PROGRAM ALONG WITH THE REQUIRED DOCUMENTS MUST BE SUBMITTED VIA EFS­
WEB. INFORMATION REGARDING EFS-WEB IS AVAILABLE AT HTTP ://WWW.USPTO.Gov/EBCIEFS_HELP.HTML. 

APPLICANT HEREBY REQUESTS PARTICIPATION IN THE PATENT PROSECUTION HIGHWAY (PPH) PILOT PROGRAM 
AND PETITIONS TO MAKE THE ABOVE-IDENTIFIED APPLICATION SPECIAL UNDER THE PPH PILOT PROGRAM. 

The above-identified application (1) validly claims priority under 35 U.S.C. 119(a) and 37 CFR 1.55 to one or more 
corresponding IPAU application(s) or to a PCT application that does not contain any priority claim, or (2) is a national stage 
entry of a PCT application that does not contain any priority claim. 

The IPAU/PCT application AU2012100462 
number(s) is/are: 

The filing date of thelPAU/ 
PCT application(s) is/are: April 24, 2012 

I. List of Required Documents: 

a. 

b. 

A copy of all IPAU office actions which are relevant to patentability in the above-identified IPAU 
application(s) 

0 Is attached. 

A copy of all claims which were determined to be patentable by IPAU in the above-identified IPAU 
application(s) 

0 Is attached. 

c. (1) An information disclosure statement listing the documents cited in the IPAU office actions 

0 Is attached. 

□ Has already been filed in the above-identified U.S. application on 

(2) Copies of all documents (except for U.S. patents or U.S. patent application publications) 

D Are attached. 

D Have already been filed in the above-identified U.S. application on 

[Page 1 of 2] 
This collection of information is required by 35 U.S.C. 119, 37 CFR 1.55, and 37 CFR 1.102(d). The information is required to obtain or retain 
a benefit by the public, which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 
CFR 1.11 and 1.14. This collection is estimated to take 2 hours to complete, including gathering, preparing, and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO 
THIS ADDRESS. 
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PTO/SB/20CAU (05-10) 
Approved for use through 01/31/2012. 0MB 0651-0058 

U.S.Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

REQUEST FOR PARTICIPATION IN THE PATENT PROSECUTION HIGHWAY (PPH) PILOT PROGRAM 
BETWEEN IPAU AND THE USPTO 

(continued) 

Application No.: 13/734,178 

First Named Inventor: Craig S. Etchegoyen 

II. Claims Correspondence Table: 

Claims in US Application 
Patentable Claims 
in IPAU Application Explanation regarding the correspondence 

Claims 1 - 5 Claims 1 - 5 Identical 

Ill. All the claims in the US application sufficiently correspond to the patentable/allowable claims in the 
IPAU application. 

Signature 
/Sean D. Burdick/ 

Date 
January 8, 2012 

Name Sean D. Burdick 51,513 
(Print/Typed) Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of 
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) 
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or abandonment of the 
application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is required 
by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested 
assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 
U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant ( i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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96051 

FILING or 
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Uniloc USA Inc. 
Legacy Town Center 
7160 Dallas Parkway 
Suite 380 
Plano, TX 75024 

GRPART 

UNIT 

2668 
FIL FEE REC'D 
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Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
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ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

UN-NP-SC-085 5 1 
CONFIRMATION NO. 3155 

FILING RECEIPT 
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Date Mailed: 02/05/2013 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 

Applicant( s) 

Craig S. ETCHEGOYEN, Newport Beach, CA; 
Dono HARJANTO, Irvine, CA; 
Sean D. BURDICK, Dallas, TX; 

UNILOC LUXEMBOURG S.A., Luxembourg, LUXEMBOURG 
Assignment For Published Patent Application 

UNILOC LUXEMBOURG S.A., Luxembourg, LUXEMBOURG 

Power of Attorney: None 

Domestic Priority data as claimed by applicant 
This appln claims benefit of 61/595,599 02/06/2012 

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 
AUSTRALIA 2012100462 04/24/2012 

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices 
(PTO/SB/39 or its equivalent) has been received by the USPTO. 

Request to Retrieve - This application either claims priority to one or more applications filed in an intellectual 
property Office that participates in the Priority Document Exchange (POX) program or contains a proper Request to 
Retrieve Electronic Priority Application(s) (PTO/SB/38 or its equivalent). Consequently, the US PTO will attempt 
to electronically retrieve these priority documents. 
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If Required, Foreign Filing License Granted: 01/31/2013 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 13/734, 178 

Projected Publication Date: 08/08/2013 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
Title 

NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED CONTENT 
SOUND WAVES 

Preliminary Class 

382 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 
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LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

13/734,178 

96051 

01/04/2013 Craig S. ETCHEGOYEN UN-NP-SC-085 

Uniloc USA Inc. 
Legacy Town Center 
7160 Dallas Parkway 
Suite 380 
Plano, TX 75024 

CONFIRMATION NO. 3155 
FORMALITIES LETTER 

11111111111111111 lllll ll]~!l]!~l!~l!~HU!HHll lllll 111111111111111111 

Date Mailed: 02/05/2013 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. 

Applicant is given TWO MONTHS from the date of this Notice within which to file all required items below to avoid 
abandonment. Extensions of time may be obtained by filing a petition accompanied by the extension fee under 
the provisions of 37 CFR 1.136(a). 

• Additional claim fees of$ 230 as a small entity, including any required multiple dependent claim fee, are 
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are 
due. 

• A surcharge (for late submission of the basic filing fee, search fee, examination fee or inventor's oath or 
declaration) as set forth in 37 CFR 1.16(f) of$ 65 for a small entity in compliance with 37 CFR 1.27, must be 
submitted. 

SUMMARY OF FEES DUE: 

Total fee(s) required within TWO MONTHS from the date of this Notice is$ 295 for a small entity 
• $ 65 Surcharge. 
• Total additional claim fee(s) for this application is$ 230 

• $ 230 for multiple dependent claim surcharge. 

Items Required To Avoid Processing Delays: 

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for 
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's 
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute 
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the 
expiration of the time period set in the "Notice of Allowability" to avoid abandonment. See 37 CFR 1.53(f). 

• A properly executed inventor's oath or declaration has not been received for the following inventor(s): 
All 
Applicant may submit the inventor's oath or declaration at any time before the Notice of Allowance and Fee(s) 
Due, PTOL-85, is mailed. 
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Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing 
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more 
information and a suggested format, see Form PTO/SB/92 and MPEP 512. 

Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web. 
https ://sportal. uspto .gov/authenticate/ AuthenticateUserlocal EP F. htm I 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/aabranyos/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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MULTIPLE DEPENDENT CLAIM Application Number Filing Date 

FEE CALCULATION SHEET 
13734178 

Substitute for Form PTO-1360 
Applicant(s) Craig ETCHEGOYEN (For use with Form PTO/SB/06) 

* May be used for additional claims or amendments 

CLAIMS AS FILED AFTER FIRST AFTER SECOND * * * 
AMENDMENT AMENDMENT 

lndep I Depend lndep I Depend lndep I Depend lndep I Depend lndep I Depend lndep I Depend 

1 1 51 

2 1 52 

3 2 53 

4 2 54 

5 (1) 55 

6 56 

7 57 

8 58 

9 59 

10 60 

11 61 

12 62 

13 63 

14 64 

15 65 

16 66 

17 67 

18 68 

19 69 

20 70 

21 71 

22 72 

23 73 

24 74 

25 75 

26 76 

27 77 

28 78 

29 79 

30 80 

31 81 

32 82 

33 83 

34 84 

35 85 

36 86 

37 87 

38 88 

39 89 

40 90 

41 91 

42 92 

43 93 

44 94 

45 95 

46 96 

47 97 

48 98 

49 99 

50 100 

Total lndep 1 0 0 

Total 6 .J 0 .J 0 .J 
Depend 

Total 7 0 0 
Claims 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
COMMISSIONER FOR PATENTS 
P.O.BOX 1450 
ALEXANDRIA VA22313-1451 

Uniloc USA Inc. 
Legacy Town Center 
7160 Dallas Parkway 
Suite 380 
Plano, TX 75024 

11 ••• 1.1.1.11 ..... 1.1.1 .. 1 .. 1.11 

Courtesy Reminder for 
Application Serial No: 13/734,178 

PRESORTED 
FIRST-CLASS MAIL 

U.S. POSTAGE PAID 
POSTEDIGITAL 

NNNNN 

Attorney Docket No: UN-NP-SC-085 
Customer Number: 96051 
Date of Electronic Notification: 02/05/2013 

This is a courtesy reminder that new correspondence is available for this 
application. If you have not done so already, please review the 
correspondence. The official date of notification of the outgoing 
correspondence will be indicated on the form PTOL-90 accompanying the 
correspondence. 

An email notification regarding the correspondence was sent to the following 
email address(es) associated with your customer number: 

sean.burdick@unilocusa.com 
amanda.ivey@unilocusa.com 
lfrancis@unilocusa.com 

To view your correspondence online or update your email addresses, please 
visit us anytime at https://sportal.uspto.gov/secure/myportal/privatepair. 
If you have any questions, please email the Electronic Business Center (EBC) 
at EBC@uspto.gov or call 1-866-217-9197. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Appl. no.: 13/734,178 Conf. no. 3155 

Inventor: Craig S. ETCHEGOYEN Art Unit: 2668 

Filed: January 4, 2013 Examiner: not yet assigned 

Title: NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF 
ENCLOSED CONTENT SOUND WA YES 

PRELIMINARY AMENDMENT 

IN RESPONSE TO NOTICE TO FILE MISSING PARTS 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir, 

In response to the Notice to File Missing Parts mailed February 5, 2013, please amend 

the present application as follows: 

Amendments to the Claims are shown on page 2. 

Remarks begin on page 4. 

1 
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CLAIMS 

What is claimed is: 

1. ( original) A method for near field authentication of a source the source using an audio 

transceiver computing device comprising: 

scanning a plurality of predetermined frequencies for a free frequency; 

selecting the free frequency from the plurality of predetermined frequencies; 

generating a periodic enclosed content message; 

generating a modulated carrier wave representing the periodic enclosed content message; 

and 

transmitting the modulated carrier wave at the free frequency. 

2. ( original) The method of claim 1 further comprising 

displaying a user interface on the audio transceiver computing device requesting the 

biometric data from a user; and 

responsive to receiving the biometric data, generating the periodic enclosed content 

message, wherein the content in each period of the periodic enclosed content message includes 

the biometric data. 

3. (currently amended) The method of claim 1 er--±, wherein the transmitting step further 

comprises transmitting the modulated carrier wave for a predetermined number of periods, or a 

predetermined period of time. 

4. (currently amended) The method of claim 1 er--±, wherein the transmitting step further 

comprises transmitting the modulated carrier wave until a stop indication is received from a user. 

2 

Page 218 of 860



5. (currently amended) The method of claim 1 te---4 wherein the modulated carrier wave 

comprises a sound wave. 

6. (new) The method of claim 2, wherein the transmitting step further compnses 

transmitting the modulated earner wave for a predetermined number of periods, or a 

predetermined period of time. 

7. (new) The method of claim 2, wherein the transmitting step further compnses 

transmitting the modulated carrier wave until a stop indication is received from a user. 

8. (new) The method of claim 4 wherein the modulated carrier wave comprises a sound 

wave. 

3 
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REMARKS 

The Notice to File Missing Parts identified a fee deficiency arising from applicant's 

omission of the $230 multiple dependent claim fee applicable to claims 3, 4, and 5. 

In response, applicant submits herewith a Preliminary Amendment that divides multiple­

dependent claim 4 into three separate dependent claims. There are now seven total claims - two 

independent and five dependent, with no multiple dependent claims. Applicant believes that the 

$533 filing fee is sufficient for the current set of claims. 

Applicant respectfully requests entry of the Preliminary Amendment, withdrawal of the 

Notice to File Missing Parts, and approval of the PPH request. 

Uniloc USA, Inc. 
7160 N. Dallas Parkway, Suite 380 
Plano, TX 75024 
(972) 905-9580 x227 

4 

Respectfully Submitted, 

Sean D. Burdick 
Reg. No. 51,513 
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Electronic Patent Application Fee Transmittal 

Application Number: 13734178 

Filing Date: 04-Jan-2013 

Title of Invention: 
NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED 
CONTENT SOUND WAVES 

First Named Inventor/Applicant Name: Craig S. ETCHEGOYEN 

Filer: Sean Dylan Burdick/Amanda Ivey 

Attorney Docket Number: UN-NP-SC-085 

Filed as Small Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Late Filing Fee for Oath or Declaration 2051 1 70 70 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Miscellaneous: 

Total in USD ($) 70 
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Electronic Acknowledgement Receipt 

EFSID: 15331531 

Application Number: 13734178 

International Application Number: 

Confirmation Number: 3155 

Title of Invention: 
NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED 
CONTENT SOUND WAVES 

First Named Inventor/Applicant Name: Craig S. ETCHEGOYEN 

Customer Number: 96051 

Filer: Sean Dylan Burdick/Amanda Ivey 

Filer Authorized By: Sean Dylan Burdick 

Attorney Docket Number: UN-NP-SC-085 

Receipt Date: 22-MAR-2013 

Filing Date: 04-JAN-2013 

Time Stamp: 13:54:59 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $70 

RAM confirmation Number 162 

Deposit Account 506053 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

Page 223 of 860



File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

UN-NP- 33382 

1 Preliminary Amendment SC-085_Preliminary_Amendme no 4 
nt.pdf cae7bfe6e55801623b34a73d53838e2c21 fi 

e20c 

Warnings: 

Information: 

30361 

2 Fee Worksheet (5B06) fee-info.pdf no 2 

0Ofl d6973e0368e76c89335922a6a949c76 
ec7f 

Warnings: 

Information: 

Total Files Size (in bytes) 63743 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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II PATENT ASSIGNMENT 

Electronic Version v1 .1 
Stylesheet Version v1 .1 

I SUBMISSION TYPE: 

I NATURE OF CONVEYANCE: 

CONVEYING PARTY DATA 

I 
lcraig s. ETCH EGOYEN 

!Dono Ha~anto 

lsean D. Burdick 

RECEIVING PARTY DATA 

II 
NEW ASSIGNMENT 

II ASSIGNMENT 

Name 

!Name: lluN1Loc LUXEMBOURG s.A. 

!street Address: 1115, Rue Edward Steichen 

icity: II Luxembourg 

I state/Country: II LUXEMBOURG 

!Postal Code: IIL-2450 

PROPERTY NUMBERS Total: 1 

I Property Type II 
I Application Number: 1113734178 

CORRESPONDENCE DATA 

Fax Number: 

Number 

Correspondence will be sent via US Mail when the fax attempt is unsuccessful 

Email: amanda.ivey@unilocusa.com 

Correspondent Name: Amanda Ivey 

Address Line 1 : 7160 Dallas Parkway 

Address Line 2: Suite 380 

Address Line 4: Plano, TEXAS 75024 

ATTORNEY DOCKET NUMBER: U N-N P-SC-085 

NAME OF SUBMITTER: Amanda Ivey 

Signature: /Amanda Ivey/ 

Date: 04/03/2013 

II 

II 
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I 

II Execution Date 

1101/15/2013 

1103/04/2013 

1103/16/2013 

.. 

I ' 
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I 
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II This document serves as an Oath/Declaration (37 CFR 1.63). 

Total Attachments: 4 
source =SC-085 _Executed_Assign_Decl_ Craig#page 1 . tif 
source =SC-085 _Executed_Assign_Decl_ Craig#page2. tif 

source =SC-085 _Executed_Assign_Decl_Dono _ Sean#page 1 . tif 
source =SC-085 _Executed_Assign_Decl_Dono _ Sean#page2. tif 
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Docket No.: UN-NP-SC-085 

Combined Declaration and Assign1nent 
for Utility Patent and Design Patent Applications 

DECLARATION 
As a below named inventor, I hereby declare that: 

I believe I am the original inventor or an original joint inventor of the subject matter which is claimed and for which a patent 
is sought on the invention entitled 

Insert Title: 
NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED CONTENT 
SOUND WAVES 

the application of which is attached hereto unless the following is checked 

~ was filed on January 4. 2013 as United States Application Number 13/7341178 and was amended on _____ (if 
applicable). 

The above-identified application was made or authorized to be made by me. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under section 100 l of title 18 by 
fine or imprisonment of not more than 5 years, or both. 

ASSIGNMENT 
FOR GOOD AND VALUABLE CONSIDERATION, the adequacy and receipt of which is hereby acknowledged by the 
undersigned inventor(s) (hereinafter ASSIGNOR) by 

Insert Assignee(s) 
Name/ Address: 

UNILOC LUXEMBOURG S.A. 
15, Rue Edward Steichen, L-2450 
Luxembourg, Grand-Duchy of Luxembourg 

{hereinafter ASSIGNEE), the undersigned ASSIGNOR hereby sells, assigns and transfers to ASSIGNEE the entire and 
exclusive right, title and interest to the above-identified application (e.g., provisional or non-provisional) and an Letters 
Patent of the United States to be obtained therefore on said application or any continuation, divisional, substitute, reissue , 
reexamination, supplemental examination, inter partes review, post grant review, or other procedures thereof for the full 
term or terms for which the same may be granted. 

The ASSIGNOR agrees to execute all papers necessary in connection with the application and any continuation, divisional, 
reissue, reexamination, supplemental examination, inter partes review, post grant review, or other procedures thereof and also 
to execute separate assignments in connection with such applications as the ASSIGNEE may deem necessary or expedient. 

The ASSIGNOR agrees to execute all papers necessary in connection with any interference, litigation, or other legal 
proceeding which may be declared concerning this application or any continuation, divisional, reissue or reexamination, 
supplemental examination, inter partes review, post grant review, or other procedures thereof or Letters Patent or reissue 
patent issued thereon and to cooperate with the ASSIGNEE in every way possible in obtaining and producing evidence and 
proceeding with such interference, litigation, or other legal proceeding. 

The ASSIGNOR sells, assigns and transfers to said ASSIGI\1EE the entire and exclusive right, title and interest to the 
application(s) and the invention(s) disclosed therein for the United States of America and all countries foreign to the United 
States and do hereby authorize said ASSIGNEE to apply for patents therefore in its own name in countries where such 
procedure is proper and to claim the priority right under the International Convention and agrees to execute all papers 
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necessary in connection with applications for such patents and any continuation, divisional. substitute, reissue or 
reexamination, supplemental examination, inter partes review, post grant review, or other procedures thereofand also execute 
separate assignments in connection with such applications as fae ASSIGNEE may deem necessary or expedient. 

Hereby executed by the undersigned on the date opposite the undersigned name: 

Legal Name 
of inventor q 

Inventor's 
Signature ,:;> 

Craig S. ETCHEGOYEN 

2 

Date: 
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Docket No.: lJN.NP-SC-085 

Combined Declaration and Assignment 
for Utility Patent and Design Patent Applications 

DECLARATION 
As a below named inventor, I hereby declare that: 

I believe I am the original inventor or an original joint inventor of the subject matter which is claimed and for which a patent 
......................... is sought on the invention entitled .. 

,-------------·····················-·········-·-·--···· 
Insert Title: 

NEAR FJELD AUIHENTICATION THROUGH COMMUNICATION OF ENCLOSED CONTENT 
SOUND WAVES 

the application of which is attached hereto unless the following is checked 

[:I was filed on January 4, 2013 as United States Application Number 13/734,178 and was amended on _____ (if 
applicable). 

The above-identified application was made or authorized to be made by me. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under section I 001 of title 18 by 
fine or imprisonment of not more than 5 years, or both. 

ASSIGNMENT 
FOR GOOD A..ND V ALU.ABLE CONSIDERATION, the adequacy and receipt of which is hereby acknowledged by the 
undersigned inventor(s) (hereinafter ASSIGNOR) by 

Insert Assignee(s) 
Name/ Address: 

UNILOC LUXEMBOURG S.A. 
15, Rue Edward Steichen. L-2450 
Luxembourg. Grand•·Duchy of Luxembourg 

(hereinafter ASSIGNEEJ, the undersigned ASSIGNOR hereby sells, assigns and transfers to ASSIGNEE the entire and 
exclusive right, title and interest to the above-identified application (e.g., provisional or non-provisional) and all Letters 
Patent of the United States to be obtained therefi._)re on said application or any continuation, divisional, substitute, reissue , 
reexamination, supplemental examination, inter p,irtes review, post gram review, or other procedures thereof for the full 
term or terms for which the same may be granted. 

The ASSIGNOR agrees to execute all papers necessary in connection with the application and any continuation. divisional, 
reissue. reexamination, supplemental examination, inter partes review. post grant review, or other procedures thereof and also 
to execute separate assignments in connection with such applications as the ASSIGNEE may deem necessary or expedient. 

l'he .. A.SS f Q NOR .. agrees .. to .. execute .. a 11 .. papers .. necessary .. in .. connection .. with .. any .. interference, .. Iiti gation, .. or .. other .. legal 
proceeding which may be declared concerning this application or any continuation, divisional, reissue or reexamination, 
supplemental examination. inter partes review, post grant reviev,·, or other procedures thereof or Letters Patent or reissue 
patent issued thereon and to cooperate with the ASSIGNEE in every \vay possible in obtaining and producing evidence and 
proceeding with such interference, litigation, or other legal proceeding. 

The ASSIGNOR sells, assigns and transfers to said ASSIGNEE the entire and exclusive right, title and interest to the 
application(s) and the invention(s) disclosed therein for the United States of America and all countries foreign to the United 
States and do hereby authorize said ASSIGNEE to apply for patents therefore in its own name in countries where such 
procedure is proper and lo claim the priority right under the International Convention and agrees to execute all papers 
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necessary in connection with applications for such patents and any continuation, divisional, substitute, reissue or 
reexamination, supplemental examination, inter panes review, post grant review, or other procedures thereof and also execute 
separate assignments in connection with such applications as the ASSIGNEE may deem necessary or expedient. 

Hereby executed by the undersigned on the date opposite the undersigned name: 

Legal Name 
of inventor 0 Dono HARJ ANTO 

Date: 

Inventor's .............................. 

Signature 

t'\ .------) 
0 ···························· ______ ~_-tf;;;~A;;....~~>= .. --::_·:.:._::.~~-::::._.:::_::::._·:··· ________ _ 

Legal Name 
of inventor 0 

Inventor's 
Signature ¢ 

Date: 
Sean D. BURDICK __ -:s_!~J.~3 ___ _ 

___ \ e_-~<i-~~-~.J-..~~-=---------······-·······--·····--l ,,_. 

2 
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APPLICATION NUMBER 

13/734,178 

96051 
Uniloc USA Inc. 
Legacy Town Center 
7160 Dallas Parkway 
Suite 380 
Plano, TX 75024 

FILING OR 3 71 (C) DATE 

01/04/2013 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Craig S. ETCHEGOYEN UN-NP-SC-085 
CONFIRMATION NO. 3155 

NOTICE 

11111111111111111 lllll ll]~!l]!~l!~l!~H~IIHHll lllll 111111111111111111 

Date Mailed: 04/05/2013 

INFORMATIONAL NOTICE TO APPLICANT 

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for 
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's 
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute 
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the 
expiration of the time period set in the "Notice of Allowability" to avoid abandonment. See 37 CFR 1.53(f). 

The item(s) indicated below are also required and should be submitted with any reply to this notice to avoid 
further processing delays. 

• A properly executed inventor's oath or declaration has not been received for the following inventor(s): 
all 
Applicant may submit the inventor's oath or declaration at any time before the Notice of Allowance and Fee(s) 
Due, PTOL-85, is mailed. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 13/734, 178 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A 70 N/A 
(37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A 300 N/A 
(37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A 360 N/A 
(37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 8 
(37 CFR 1.16(i)) 

minus 20= X 40 = 0.00 OR 

INDEPENDENT CLAIMS 1 minus 3 = X 210 = 0.00 
(37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 730 TOTAL 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR 
~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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APPLICATION 
NUMBER 

13/734,178 

96051 

FILING or 
37l(c)DATE 

01/04/2013 

Uniloc USA Inc. 
Legacy Town Center 
7160 Dallas Parkway 
Suite 380 
Plano, TX 75024 

GRPART 

UNIT 

2668 
FIL FEE REC'D 

603 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

UN-NP-SC-085 8 1 
CONFIRMATION NO. 3155 

UPDATED FILING RECEIPT 

1111111111111111111111 ll]~!l]!~l!~l!~H~IIH! ~Ill 11111111111111111111111 

Date Mailed: 04/05/2013 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 

Applicant( s) 

Craig S. ETCHEGOYEN, Newport Beach, CA; 
Dono HARJANTO, Irvine, CA; 
Sean D. BURDICK, Dallas, TX; 

UNILOC LUXEMBOURG S.A., Luxembourg, LUXEMBOURG 
Assignment For Published Patent Application 

UNILOC LUXEMBOURG S.A., Luxembourg, LUXEMBOURG 

Power of Attorney: None 

Domestic Priority data as claimed by applicant 
This appln claims benefit of 61/595,599 02/06/2012 

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 
AUSTRALIA 2012100462 04/24/2012 No Access Code Provided 

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices 
(PTO/SB/39 or its equivalent) has been received by the USPTO. 

Request to Retrieve - This application either claims priority to one or more applications filed in an intellectual 
property Office that participates in the Priority Document Exchange (POX) program or contains a proper Request to 
Retrieve Electronic Priority Application(s) (PTO/SB/38 or its equivalent). Consequently, the US PTO will attempt 
to electronically retrieve these priority documents. 

page 1 of 3 
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If Required, Foreign Filing License Granted: 01/31/2013 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 13/734, 178 
Projected Publication Date: 08/08/2013 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
Title 

NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED CONTENT 
SOUND WAVES 

Preliminary Class 

382 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 
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LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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. .,,.· UNITED STATES PATENT AND TRADEMARK OFFICE 

UNILOC USA, INC. 
LEGACY TOWN CENTER 
7160 DALLAS PARKWAY 
SUITE 380 
PLANO, TX 75024 

In re Application of 
Craig S. Etchegoyen, et al. 
Application No.: 13/734,178 
Filed: 04 January 2013 
Attorney Docket No.: UN-NP-SC-085 
For: NEAR FIELD AUTHENTICATION 
THROUGH COMMUNICATION OF 
ENCLOSED CONTENT SOUND 
WAVES 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

Wj_lA\ 0 IL ~ .~ 
APR O 9 2013 

OFFICE OF PETITIONS 

: DECISION ON REQUEST TO 
: PARTICIPATE IN THE PATENT 
: PROSECUTION HIGHWAY 
: PROGRAM AND PETITION 
: TO MAKE SPECIAL UNDER 
: 37 CFR 1.102(a) 

This is a decision on the request to participate in the Patent Prosecution Highway (PPH) pilot 
program and the petition under 37 CFR l.102(a), filed 08 January 2013, to make the above­
identified application special. 

The request and petition are DISMISSED. 

DISCUSSION 

A grantable request to participate in the PPH program· and petition to make special require: 

1. The U.S. application must validly claim priority under 35 U.S.C. 119(a) to one or more 
applications filed in the IPAU, note where the IPAU application with similar claims is 
not the same application from which the U.S. application claims priority then the 
applicant must identify the relationship between the IPAU application with similar claims 
and the IPAU priority application;· 

2. Applicant must submit a copy of: 
a.· The allowable/patentable claim(s) from the IPAU application(s) or if a copy of the 

allowable/patentable claims is available via the Dossier Access System (DAS) 
applicant may request the USPTO obtain a copy from the DAS, however if the 
USPTO is unable to obtain a copy from the DAS the applicant will be required to 
submit a copy; 
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b. An English translation of the allowable/patentable claim(s) and 
c. A statement that the English translation is accurate; 

3. Applicant must 
a. Ensure all the claims in the U.S. application must sufficiently correspond or be 

amended to sufficiently correspond to the allowable/patentable claim(s) in the 
IPAU application(s) and 

b. Submit a claims correspondence table in English; 

4. Examination of the U.S. application has not begun; 

5. Applicant must submit: 
a. Documentation of prior office action: 

1. a copy of the office action(s) just prior to the "Decision to Grant a Patent" 
from each of the IPAU application(s) containing the allowable/patentable 
claim(s) or . 

ii. if the allowable/patentable claims(s) are from a "Notification of Reasons 
for Refusal" then the Notification of Reasons for Refusal or 

m. if the IPAU application is a first action allowance then no office action 
from the IPAU is necessary should be indicated on the request/petition 
form; 

Further, if a copy of the documents from a or b above is avail'\ble via the Dossier 
Access System (DAS) applicant may request the USPTO obtain a copy from the 
DAS, however if the USPTO is unable to obtain a copy from the DAS the 
applicant will be required to submit a copy; 

b. An English language translation of the IPAU Office action from (5)(a)(i)-(ii) 
above 

c. A statement that the English translation is accurate; 

6. Applicant must submit: 
a. An IDS listing the documents cited by the IPAU examiner in the IPAU office 

action (unless already submitted in this application) 
b. Copies of the documents except U.S. patents or U.S. patent application 

publications (unless already submitted in this application); 

Conditions (1-2) and (4-6) above are considered to have been met. However, the request to 
participate in the PPH pilot program and petition fails meet condition (3). 

Regarding the requirement of condition (3), applicant has failed to ensure that all the claims filed 
in the preliminary amendment filed in the US application sufficiently correspond to the filed in 
the foreign application. 

Applicant is given ONE opportunity within a time period of ONE MONTH or THIRTY 
DAYS, whichever is longer, from the mailing date of this decision to correct the deficiencies. 
NO EXTENSION OF TIME UNDER 37 CFR 1.136 IS PERMITTED. If the deficiencies are 
not corrected with the time period given, the application will await action in its regular turn. 
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Response must be filed via the Electronic Filing System (EFS) using the document description: 
Petition to make special under Patent Pros Hwy. Any preliminary amendments and IDS 
submitted with the PPH documents must be separately indexed as a preliminary amendment and 
IDS, respectively. 

Telephone inquiries concerning this decision should be directed to April M. Wise at (571) 272-
1642. 

All other inquiries concerning the examination or status of the application is accessible in the 
PAIR system at http://www.uspto.gov/ebc/index.html. 

/dab/ 
David Bucci 
Petitions Examiner 
Office of Petitions 
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Doc Code: PPH.PET.652 
Document Description: Petition to make special under Patent Pros 
Hwy 

PTO/SB/20AU (05-10) 
Approved for use through 01/31/2012. 0MB 0651-0058 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

REQUEST FOR PARTICIPATION IN THE PATENT PROSECUTION HIGHWAY (PPH) PILOT PROGRAM 

BETWEEN IP AUSTRALIA (IPAU) AND THE USPTO 

Application No.: 13/734, 178 I Filing Date: I January 4, 2013 

First Named Inventor: Craig S. Etchegoyen 

Attorney Docket No.: UN-NP-SC-085 

Title of the NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED CONTENT SOUND 
Invention: WAVES 

THIS REQUEST FOR PARTICIPATION IN THE PPH pilot PROGRAM ALONG WITH THE REQUIRED DOCUMENTS MUST BE SUBMITTED VIA EFS­
WEB. INFORMATION REGARDING EFS-WEB IS AVAILABLE AT HTTP ://WWW.USPTO.Gov/EBCIEFS_HELP.HTML. 

APPLICANT HEREBY REQUESTS PARTICIPATION IN THE PATENT PROSECUTION HIGHWAY (PPH) PILOT PROGRAM 
AND PETITIONS TO MAKE THE ABOVE-IDENTIFIED APPLICATION SPECIAL UNDER THE PPH PILOT PROGRAM. 

The above-identified application (1) validly claims priority under 35 U.S.C. 119(a) and 37 CFR 1.55 to one or more 
corresponding IPAU application(s) or to a PCT application that does not contain any priority claim, or (2) is a national stage 
entry of a PCT application that does not contain any priority claim. 

The IPAU/PCT application AU2012100462 
number(s) is/are: 

The filing date of thelPAU/ 
PCT application(s) is/are: April 24, 2012 

I. List of Required Documents: 

a. A copy of all IPAU office actions which are relevant to patentability in the above-identified IPAU 
application(s) 

b. 

0 Is attached. 

A copy of all claims which were determined to be patentable by IPAU in the above-identified IPAU 
application(s) 

0 Is attached. 

c. (1) An information disclosure statement listing the documents cited in the IPAU office actions 

0 Is attached. 

□ Has already been filed in the above-identified U.S. application on 

(2) Copies of all documents (except for U.S. patents or U.S. patent application publications) 

D Are attached. 

D Have already been filed in the above-identified U.S. application on 

[Page 1 of 2] 
This collection of information is required by 35 U.S.C. 119, 37 CFR 1.55, and 37 CFR 1.102(d). The information is required to obtain or retain 
a benefit by the public, which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 
CFR 1.11 and 1.14. This collection is estimated to take 2 hours to complete, including gathering, preparing, and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO 
THIS ADDRESS. 
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PTO/SB/20CAU (05-10) 
Approved for use through 01/31/2012. 0MB 0651-0058 

U.S.Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

REQUEST FOR PARTICIPATION IN THE PATENT PROSECUTION HIGHWAY (PPH) PILOT PROGRAM 
BETWEEN IPAU AND THE USPTO 

(continued) 

Application No.: 13/734, 178 

First Named Inventor: Craig S. Etchegoyen 

II. Claims Correspondence Table: 

Claims in US Application 
Patentable Claims 
in IPAU Application Explanation regarding the correspondence 

Claim 1 Claim 1 Identical 

Claim2 Claim2 Identical 

Claim3 Claim3 U.S. claims 3 and 6 are identical in scope to AU multiple dependent claim 3 

Claim6 Claim3 U.S. claims 3 and 6 are identical in scope to AU multiple dependent claim 3 

Claim4 Claim4 U.S. claims 4 and 7 are identical in scope to AU multiple dependent claim 4 

Claim? Claim4 U.S. claims 4 and 7 are identical in scope to AU multiple dependent claim 4 

Claims Claims U.S. claims 5 and 8 are identical in scope to AU multiple dependent claim 5 

Claim8 Claim8 U.S. claims 5 and 8 are identical in scope to AU multiple dependent claim 5 

Ill. All the claims in the US application sufficiently correspond to the patentable/allowable claims in the 
IPAU application. 

Signature 
/Sean D. Burdick/ 

Date 
May 9, 2013 

Name Sean D. Burdick S1,S13 
(Print/Typed) Registration Number 

[Page 2 of 2] 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of 
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) 
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or abandonment of the 
application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is required 
by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested 
assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 
U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant ( i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 15724387 

Application Number: 13734178 

International Application Number: 

Confirmation Number: 3155 

Title of Invention: 
NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED 
CONTENT SOUND WAVES 

First Named Inventor/Applicant Name: Craig S. ETCHEGOYEN 

Customer Number: 96051 

Filer: Sean Dylan Burdick/Amanda Ivey 

Filer Authorized By: Sean Dylan Burdick 

Attorney Docket Number: UN-NP-SC-085 

Receipt Date: 09-MAY-2013 

Filing Date: 04-JAN-2013 

Time Stamp: 08:42:30 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

33112 

1 Transmittal Letter 
SC-085 _Req uest_Reconsiderati 

no 2 
on.pdf 

7b02eeda3a050d005aef1 d57fdc038d9c8d 
dfaeb 

Warnings: 

Information: 
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1017560 

2 
Petition to make special under Patent 

SC-085_sb0020au.pdf no 3 
Prosecution Hwy 

bSeOead 83 d 69 5 ee 366f5 25 9d5 c3 02e991 9 5 
846ca 

Warnings: 

Information: 

Total Files Size (in bytes) 1050672 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Appl. no.: 13/734,178 Conf. no. 3155 

Applicant: Craig S. Etchegoyen Art Unit: 2649 

Filed: January 4, 2013 Examiner: Not Yet Assigned 

Title: NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF 
ENCLOSED CONTENT SOUND WA YES 

REQUEST FOR RECONSIDERATION OF PETITION TO MAKE SPECIAL UNDER 

THE PATENT PROSECUTION HIGHWAY PILOT PROGRAM 

Mail Stop Petition 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir, 

Applicant submits this Request in response to the DECISION ON REQUEST TO 

PARTICIPATE IN PATENT PROSECUTION HIGHWAY PROGRAM AND PETITION TO 

MAKE SPECIAL, mailed April 9, 2013, dismissing applicant's Request to participate in the 

Patent Prosecution Highway (PPH) pilot program. 

Applicant requests reconsideration of the PPH Request in view of the remarks herein. 

13/734,178 1 
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REMARKS 

On January 8, 2013, Applicant complied with every requirement for a grantable request 

to participate in the PPH program as set forth in 1329 OG 165 "Patent Prosecution Highway 

Program between the United States Patent and Trademark Office and IP Australia", with the 

exception of Requirement 3(a) Ensure all in the U.S. application must sufficiently correspond or 

be amended to sufficiently correspond to the allowable/patentable claim(s) in the IPAU 

application( s ). 

Applicant has since corrected this deficiency by submitting a corrected "Request for 

Participation In The Patent Prosecution Highway (PPH) Pilot Program Between IP Australia and 

the USPTO" (Form PTO/SB/20AU). The correction is on II. Claims Correspondence Table, 

indicating the correct claims under Claims in US Application. 

Applicant believes that all grounds for participation in the PPH have now been met, and 

respectfully requests that the Request be reconsidered and granted. 

Uniloc USA, Inc. 
7160 N. Dallas Parkway, Suite 380 
Plano, TX 75024 
(972) 905-9580 x227 

13/734,178 2 

Respectfully Submitted, 

c-:: 
.... ' ... \ -:r· .-..·-w·.:-.:~:-

Sean D. Burdick 

Reg. No. 51,513 

Page 245 of 860



APPLICATION NUMBER 

13/734,178 

96051 
Uniloc USA Inc. 
Legacy Town Center 
7160 Dallas Parkway 
Suite 380 
Plano, TX 75024 

FILING OR 3 71 (C) DATE 

01/04/2013 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Craig S. ETCHEGOYEN UN-NP-SC-085 
CONFIRMATION NO. 3155 

PUBLICATION NOTICE 

1111111111111111111111 ll]~!l]!~l!~l!~H~!I! ~~ ~] 11111 111111111111111111 

Title:NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED CONTENT SOUND 
WAVES 

Publication No.US-2013-0203350-A 1 
Publication Date:08/08/2013 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 
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PTO/Ai,L\/80 (07-12) 
Approved for use through 11i30/2014. 0MB 0651 .. 0035 

U.S. Patent and Trademark Office; US DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a co::ection of information uniess it dispiays a va:id 0MB contra: number. 

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO 

I hereby revoke all previous powers of attorney given in the application idenMied in tM attached statement 
under 37 CFR 3.73(c). 
I hereby appoint: 

~ Practitioners associated with Customer Number; 

196051 I OR 

□ Practi1ioner(s) named below (if more than ten patent practitioners are to be named, 1hen a customer number rnust be used): 

Narne Registration Name Registration 
Number Number 

As attorney(s) or agent(s) to represent the undersigned before tile United States Patent and Trademark Office (US PTO) in connection with 
any and all patent applications assigned onlv to the undersigned according to the USPTO assignment records or assignments docun,ents 
attached to this form in accordance with 37 CFR 3. 73(c). 

Please change the correspondence address for the application identified in 1he attached statement under 37 CFR 3.73(c) lo: 

□ The address associated with Customer Number-: 

I I OR 

DI Firrn or 
lndividuai Name 

AddrE:ss 

City !state I Zip 
I 

Country 

Telephone I Emaii 

Assignee Name and Address: Uniloc Luxembourg SA 
75, Boulevard Grande Duchesse Charlotte 
Luxembourg, Luxembourg L-1331 

A copy of this form, together with a statement under 37 CFR 3.73{c) {Form PTO/AIA/96 or equivalent) is required to be 
Filed in each application in which this form is used. The statement under 37 CFR 3.73(c} may be completed by one of 
The practitioners appointed in this form, and must identify the application in which this Power of Attorney is lo be filed. 

SIGNATURE of Assignee of Record 
The individual whose signature and title is supplied below is authorized to act on behalf of the assignee 

Signature /Alexander H. Good/ Date 06-13-2013 

Name Alexander H. Good Telephone 

Title Director A 
Th:s co!lect:on of mformation :s required by 37 CFR 1.:,::1, 1.32 and i .33. The 1rrformation 1s requ1reo to obtain or retatn a beneftt ny Hie pi..mlic wh1c~1 is to f1ie (and 
by the USPTO to process) an app!icaticn. Conf!dent!ality is [~ovemed by 35 U .S.C. 122 and 37 CFR 1. 11 and 1.14. Th!s coiiect!l"m !s estimated to take 3 minutes 
to complete, including gathering, preparing, and su~;mitting the con:pleted application Forni to the USPTO, Tirne 1:vili vary depending upon the indiviliua! case. Any 
comments on the amount of t,me you require to comp:ete th,s form ancl/or suggestions for reducing th,s burclen, shou!d be sent to the Chief information Officer, 
U"S. Patent and Trademark Office, U"S. Department of Commerce, P.O. Box 1450, A!exandria, VA 22'.~B-1450. DO I\JOT SEND FEES OR COMPLETED 
FORMS TO THiS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450" 

If you need assistance in completing the form, call 1-800-PT0-91 ~)9 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L 93~579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of U1is information is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination of 
proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this fmm will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disdosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record frorn this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in 
the course of settlement negotiations. 

3. A record in this systern of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subJect matter of tM record. 

4. A record in this system of records may be disdosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the lntemational Bureau of the Wmld Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 USC. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from t~1is systern of records may be disclosed, as a routine use, to tM public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subJectto the lirnitations of37 CFR 1.14, as a routine use, to tM 
public if the record was filed in an application which became abandoned or in w~1ich the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent 

9. A record from t~1is systern of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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GENERAL POWER OF ATTORNEY TO PROSECUTE PATENT APPLICATIONS 

The undersigned representaUve(s) of Uniloc Luxembourg SA, a public limited 
liability company (societe anonyme}, incorporated under the laws of the Grand Duchy 
or Luxembourg, with registered office at 75, bid Grande Duchesse Charlotte, L-1331 
Luxembourg, Grand Duchy of Luxembourg and registered with the Luxembourg Register 
of Commerce and Companies (R.C.S. Luxembourg) under number B 159.161 ("Uniloc 
Luxembourg SA"), for and on behalf of Uniloc Luxembourg SA and not in their 
individual capacities, hereby appoint: 

Uniloc USA, Inc. 

as Unlloc Luxembourg SA's agent authorized to represent Uniloc Luxembourg SA in a 
capacity limited to representatfon before the United States Patent and Trademark Office 
(USPTO) In connection with the prosecution or management of any and all patent 
applications, reexamination proceedings, and related matters involving any patent 
properties that are owned by or assigned to Uniloc Luxembourg SA 

This Power or Attorney further authorizes the appointed agent to engage, on behalf 
of Unlloc Luxembourg SA, other patent attorneys, patent agents, or patent 
prosecution firms, located throughout the world, in a capacity limited to the 
representation of Uniloc Luxembourg SA before the USPTO In connection with the 
prosecution or management of any patent applications, reexamination proceedings, and 
related matters involving any patent properties that are owned by or assigned to Uniloc 
Luxembourg SA during the term of this General Power of Attorney to Prosecute 
Patent Appllcations. 

SIGNATURE OF UNILOC LUXEMBOURG S.A. 

The indtvi uals whose signatures and titles are shown below are authorized to act on 
behalf of niloc Luxembourg S.A.: 

v. p. 
Title: _D.;..i.;..re~c=toC'-r..:.,,.A'--___ -1---+---

Date: -~-""'"""'"l-f~J_,_( ___ _ 

Title: Director B 

Date: J\I.N- \ \ l 2.0\ ?> 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office;U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of1995, no persons arerequired to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 
Applicant/Patent owner: Uniloc Luxembourg, S. A. 

Application No./Patent No.: 131734 , 178 Filed/Issue Date: _J_a_n_u_a_ry_4_, 2_0_1_3 _______ _ 

Titled: NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED CONTENT SOUND WAVE 

Uniloc Luxembourg, S. A. , a corporation 
--------------------

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose .Q!!g of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose .Q!!g of options A or B below): 

A. 0 An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel 030140 , Frame 004s , or for which a copy 
thereof is attached. 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: To: -------------------- --------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

2. From: To: -------------------- --------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by37 CFR3.73(b). The information is required toobtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentialityis governed by35 U.S.C. 122and 37 CFR1 .11 and1 .14. Thiscollection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submittingthe completed application form to the USPTO.Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent tothe Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 

If you need assistance in completing the form, call I -800-PTO-9 I 99 and select option 2. 
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PTO/ AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: To: ------------------- -------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

D As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Alexander H. Good/ 

Signature 

Alexander H. Good 
Printed or Typed Name 

[Page 2 of 2] 

August 8, 2013 
Date 

Director A 

Title or Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that yoube given certain informationin connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, pleasebe advised that: (1) the general authority forthe collection of thisinformation is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and(3) the principal purpose forwhich the 
information isused by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent applicationor patent. If you do not furnish the requested information,the U.S. Patent and Trademark 
Office may not be able to process and/or examineyour submission,which may result in termination of proceedings 
or abandonment of the applicationor expiration of the patent. 

The informationprovided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an lnternationalApplication filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, arecord may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from thissystem of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 16532600 

Application Number: 13734178 

International Application Number: 

Confirmation Number: 3155 

Title of Invention: 
NEAR FIELD AUTHENTICATION THROUGH COMMUNICATION OF ENCLOSED 
CONTENT SOUND WAVES 

First Named Inventor/Applicant Name: Craig S. ETCHEGOYEN 

Customer Number: 96051 

Filer: Sean Dylan Burdick/Amanda Ivey 

Filer Authorized By: Sean Dylan Burdick 

Attorney Docket Number: UN-NP-SC-085 

Receipt Date: 08-AUG-2013 

Filing Date: 04-JAN-2013 

Time Stamp: 09:56:46 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

80103 

1 Power of Attorney aia0080.pdf no 2 
c4003d74ddada97b 1 b7 e429a69e7810140 

21fb6 

Warnings: 

Information: 
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27704 

2 Power of Attorney Lux_General_POA_USPTO.pdf no 1 
e2845b0b7215d2d03e0cdbcc34d8526b7f3 

7c327 

Warnings: 

Information: 

118153 

3 
Assignee showing of ownership per 37 

SC-085_aia0096.pdf no 3 
CFR 3.73. 

d 112790ae8548939296f49042e79e2f4be6 
00259 

Warnings: 

Information: 

Total Files Size (in bytes) 225960 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/SB/08a (07-09) 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Substitute for form 1449/PTO 
Complete if Known 

(modified by Applicant) Application Number 13/734,178 

INFORMATION DISCLOSURE 
Filing Date January 4, 2013 
First Named Inventor Craig S. ETCHEGOYEN 

STATEMENT BY APPLICANT 
Art Unit 2649 (Use as many sheets as necessary) 

Examiner Name YuwenPan 

Sheet I 1 I of I 5 Attorney Docket Number UN-NP-SC-085 

U.S. PATENT DOCUMENTS 
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 

Initials No. MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 
Number-Kind Code (if known) Fiqures Appear 

US-4,200,770 04/29/1980 Hellman et al. 

US-4,218,582 08/19/1980 Hellman et al. 

US-4,323,921 04/06/1982 Guillou 

US-4,337,483 06/29/1982 Guillou 

US-4,405,829 09/20/1983 Rivest et al. 

US-4,450,535 05/22/1984 de Pommery et al. 

US-4,633,036 12/30/1986 Hellman et al. 

US-4,652,990 03/24/1987 Pailen et al. 

US-4,672,572 06/09/1987 Als berg, Peter 

US-4,747,139 05/24/1988 Taafe, James L. 

US-4,868,877 09/19/1989 Fischer, Addison M. 

US-4,977 ,594 12/11/1990 Shear, Victor H. 

US-5,005,200 04/02/1991 Fischer, Addison M. 

US-5,048,085 09/10/1991 Abraham et al. 

US-5,050,213 09/17/1991 Shear, Victor H. 

US-5,123,045 06/16/1992 Ostrovsky et al. 

US-5,144,667 09/01/1992 Pogue, Jr. et al. 

US-5,148,481 09/15/1992 Abraham et al. 

US-5,155,680 10/13/1992 Wiedemer, John D. 

US-5,162,638 11/10/1992 Diehl et al. 

US-5,191,611 03/02/1993 Lang, Geralds. 

US-5,204,901 04/20/1993 Hershey et al. 

US-5,231,668 07/27/1993 Kravitz, David W. 

US-5,349,643 09/20/1994 Cox et al. 

I 
Examiner I Date I 
Signature Considered 

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in 
conformance and not considered. Include copy of this form with next communication to applicant. 
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PTO/SB/08a (07-09) 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Substitute for form 1449/PTO 
Complete if Known 

(modified by Applicant) Application Number 13/734,178 

INFORMATION DISCLOSURE 
Filing Date January 4, 2013 
First Named Inventor Craig S. ETCHEGOYEN 

STATEMENT BY APPLICANT 
Art Unit 2649 (Use as many sheets as necessary) 

Examiner Name YuwenPan 

Sheet 12 I of I 5 Attorney Docket Number UN-NP-SC-085 

U.S. PATENT DOCUMENTS 
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 

Initials No. MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 
Number-Kind Code (if known) Fiqures Appear 

US-5,418,854 05/03/1995 Kaufman et al. 

US-5,606,614 02/25/1997 Brady et al. 

US-6,098,053 08/01/2000 Slater, Alan 

US-6,163,843 12/09/2000 Inoue et al. 

US-6,681,017 01/20/2004 Matias et al. 

US-6,880,079 04/12/2005 Kefford et al. 

US-7,032,110 04/18/2006 Su et al. 

US-7 ,032,242 04/18/2006 Grabelsky et al. 

US-7,310,813 12/18/2007 Lin et al. 

US-7,444,508 10/28/2008 Karjala et al. 

US-7 ,506,056 03/17/2009 Satish et al. 

US-7,599,303 10/06/2009 Nadeau et al. 
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A SYSTEM AND METHOD FOR SECURE NETWORK PURCHASING 

Cross-Reference To Related Applications 

The present application claims the priority of the following US Patent Applications: U.S. 

5 Application Serial No. 09/564,660, filed 4 May, 2000, which is a continuation in part of U.S. 

Application Serial No. 09/523,902, filed March 13, 2000, which is a continuation in part of 

U.S. Application Serial No. 09/500,601 filed February 8, 2000 and claims the benefit of 

priority to U.S. Provisional application SN 60/167,352, filed November 24, 1999 and U.S. 

Provisional application SN 60/146,628, filed July 30, 1999. The specifications of these 

10 applications are hereby incorporated herein by reference in their entireties. 

Field And Background Of The Invention 

The present invention relates to systems and methods for implementing secure purchases 

over a computer network. More particularly, the methods relate to a system which permits 

15 purchases of merchandise to be made over a computer network, whereby the purchaser may 

feel confident that personal credit card information is not at risk of being diverted, 

misappropriated or stolen and the vendor may be more confident that the purchaser is bona 

fide. 

20 It is well known for users of merchandise to access the global client/server network 

commonly referred to as the Internet, a part of which is the World Wide Web, for the purpose 

of searching for and purchasing merchandise from on-line vendors selling wares ranging 

from travel services and investment services to buying CD recordings, books, software, 

computer hardware and the like. 

25 

Numerous patents teach methods or systems purporting to secure commercial credit card 

transactions carried out over the Internet. Examples of such patents include US Patent Nos. 

5,671,279 to Elgamal, 5,727,163 to Bezos, 5,822,737 to Ogram, 5,899,980 to Wilf et al. and 

US Patent Nos. 5,715,314 and US 5,909,492, both to Payne, et al., the disclosures of which 

30 are incorporated by reference herein for providing background. 
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Most of the disclosed systems have the disadvantage that they rely on the transmission of 

sensitive information over unsecured network routes and lines for each transaction. Although 

practically speaking, the systems which rely solely on encryption are fairly safe, there is still 

5 some risk of credit card misappropriation and there is little psychological comfort given to 

potential users by their knowing that encryption is being used. 

Generally speaking, the Internet is a network of computers, remote from one another, linked 

by a variety of communications lines including telephone lines, cable television lines, satellite 

10 link-ups and the like. Internet service providers (hereinafter "ISPs") provide the link to the 

main backbone of the Internet for small end users. The account for the end user is 

established in the normal manner usually by providing credit card information to the ISP by 

conventional means, such as by voice telephony, fax transmission or check. In most ISP-end 

user relationships, the ISP has been given credit card or other credit account information, 

15 which information is on file with the ISP and available to the ISP's computers. In return for 

receiving payment, the ISP provides a gateway to the Internet for the end-user's use. The 

end-user (or user) is provided with identification codes for dialling directly into the ISP's 

computers and software means (for example, dialler software, browser software, electronic 

mail software, and the like) for doing so if necessary. 

20 

Most purchases are conducted in the following manner: a purchaser using a browser 

application on his local client computer connects via his computer's modem to a dial-up 

Internet Service Provider (hereinafter "ISP") and makes connections therethrough to various 

Web sites, i.e. Internet server locations assigned a URL (Uniform Resource Locator) 

25 address. The purchaser selects his merchandise and the vendor usually requests payment 

by one of several methods, one of which usually includes payment by providing credit card 

information. 

According to surveys and other marketing data, there always has been and there still exists a 

30 high percentage of the population which is deterred from purchasing merchandise directly 

2 
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over the Internet. This large percentage of the population apparently fears that, despite all 

the efforts at security and cryptography promised by the vendors, there still exists the 

possibility that their credit account information will be intercepted on-line by a third party 

computer hacker and used illegally, at great expense and trouble for the card holder. 

An additional anxiety-inducing factor related to merchandising over the Internet, or 

e-commerce, is that the vendor cannot always be certain that just because he has obtained 

credit card or account information, that he will actually be paid for the merchandise he ships. 

After all, credit card fraud and/or theft occurs regularly and may not be caught in time to stop 

IO the order from being shipped. When the cardholder discovers the theft and stops the card, it 

may be too late for the vendor to recover his property. At the very least, this situation leads 

to unnecessary aggravation and wasted resources for the vendor, credit card company and 

card holder. 

15 Summary And Objects Of The Invention 

Thus, it is an objective of the present invention to provide a system and method for potential 

on-line purchasers of merchandise marketed over the Internet to pay for those purchases 

with minimized exposure to the risk of credit card theft by electronic interception. 

20 It is a further objective of the invention to provide a mechanism for facilitating e-commerce 

which will increase the confidence of the consuming public in the safety of such transactions. 

It is still a further objective of the invention to provide a mechanism for facilitating 

e-commerce which will increase the confidence with which vendors may ship the purchased 

25 product or deliver the purchased service without fear of the payment being provided 

fraudulently. 

It is yet a further object of the present invention to provide a site-specific and 

computer-specific identification confirmation system for use in a secure electronic purchasing 

30 system, or other secure electronic transaction systems like authenticatin, access permission, 
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etc. 

It is indeed a further object of the present invention to provide a method for encoding 

downloadable content files, such as MP3 music files, graphic files, e-books and the like so 

5 that the files can only be accessed by the actual purchaser of the file and preferably only 

from the computer to which they were downloaded, or to a !imitable number of secondary 

authorized devices. 

These objectives and others not specifically enumerated herein are achieved by the invention 

10 disclosed herein which comprises a system and method for providing a trustworthy 

commitment for payment to an on-line vendor for services or goods provided to an on-line 

user, without having credit card information passing over the public and unsecured Internet. 

The system and method of the present invention provides added security and comfort by 

providing, among other features, the comfort of knowing that an independent, uninterested 

15 third-party is confirming the identities of the parties involved and the validity of each and 

every transaction, in real time, and the further security of knowing that at no time is the user's 

credit card information being exposed over the World Wide Web. 

In one exemplary embodiment, the method takes advantage of the existing business 

20 relationships between the end user with the owners of member computers/servers who give 

access to the backbone structure of the Internet. As explained hereinabove, the Internet is a 

network of servers, remote from one another, linked by a variety of communications lines 

including telephone lines, cable television lines, satellite link-ups and the like. Internet 

service providers (hereinafter "ISPs") provide the link to the main backbone of the Internet for 

25 small end users. The account for the end user is established in the normal manner usually 

by providing credit card information to the ISP by conventional means, such as by voice 

telephony, fax transmission or check. In most ISP-end user relationships, the ISP has been 

given credit card or other credit account information, which information is on file with the ISP 

and available to the ISP's computers. In return for receiving payment, the ISP provides a 

30 gateway to the Internet for the end-user's use. The end-user (or subscriber) is provided with 
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identification codes for dialing directly into the ISP's computers and software means (for 

example, dialer software, browser software, electronic mail software, and the like) for doing 

so if necessary. 

5 Each time a user signs in to the ISP's computers for an on-line session, the user is assigned 

an Internet Protocol (hereinafter "IP") address. The user's computer transmits messages 

which are received by the ISP computer and relayed through the IP address and out onto the 

Internet to the ultimate intended recipient computer. During the entire time the on-line 

session in progress, the IP address does not change and is thus available as identifying 

10 information. By monitoring and occasionally re-verifying that the user's computer is still 

on-line at the assigned IP address, the ISP can confirm that certain activities could be 

attributed to the user. 

This embodiment of the present invention takes advantage of the intimate relationship which 

15 is re-created every time an Internet user's computer goes online and signs into his ISP's 

computer by assigning to the ISP computer the function of clearinghouse and active 

intermediary between the user's computer and the vendor's computer. A user computer 

signs in to the ISP computer system and is recognized and assigned an IP address. When 

the user identifies merchandise or services at a vendor's website which he wishes to 

20 purchase, he sends programming to the website which selects the items and instructs the 

vendor's computer to generate a purchase authorization request which is sent to the ISP 

computer. The purchase authorization request contains information about the merchandise 

to be purchased, identifying information about the proposed purchaser, some of which is the 

identifying information assigned by the ISP to the user. The ISP confirms internally that the 

25 user is still signed in to the ISP computer system by verifying the identity of the computer 

currently actively communicating through the IP address. When satisfied that the user is still 

online, the ISP computer generates and sends a message to the user's computer requesting 

confirmation of the order for the merchandise. Upon receipt from the user's computer of the 

confirmation, the ISP generates and transmits to the vendor's computer a message 

30 confirming the order and providing a confirmation number, agreeing to pay the invoice which 
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the vendor's computer subsequently generates and presents to the ISP computer. The ISP 

computer then uses the user's credit card information and presents an invoice against the 

credit card account to be sent through normal channels. 

5 In another exemplary embodiment of the present invention, the ISP does not serve as the 

credit giver or transaction verifier/guarantor. This function is provided by a bank or vendor 

with whom the user already has a credit account, and who has an online presence, i.e. has a 

transaction server connected to the Internet which can participate in the transaction as it is 

carried out by the user/consumer. 

10 

Another aspect of the present invention lies in the security provided by employing a method 

for verifying that the system is only usable by computers specifically registered with the 

system. More particularly, the method for identifying a registered computer, i.e. one which 

can be used for making a purchase transaction, or other electronic transaction and/or 

15 request, on the system of the invention, is constructed such that if a hacker were to try to 

"pretend" that his computer was in fact the registered computer of a bona fide user, the 

codes detect that they are no longer in their originally installed environment and the system 

becomes inoperable. The system can only be reactivated by reregistering the machine. 

20 In another aspect of the present invention, the system is configured such that the request for 

a confirmation of a purchase transaction, or other electronic transaction, is forwarded in the 

form of an SMS (short message system) note to a user's cellular communications device, 

such as a cellular phone, alphanumeric pager or modem-equipped handheld computer. 

Thus, if the user was not sitting at the system registered computer, he can still be advised 

25 instantly that someone else, perhaps illegally, is attempting to fraudulently use his account or 

even his computer to make a purchase. This feature of the invention can contribute to 

deterring such computer fraud. 

Brief Description Of The Drawings 

30 For a better understanding of the invention, the following drawings are included for 
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consideration in combination with the detailed specification which follows: 

Fig. 1 shows a user computer in communication with a vendor computer via the ISP 

computer, wherein user computer is initiating a purchase transaction; 

Fig. 2 shows the vendor computer communicating with the ISP computer to request 

authorization to complete user's requested transaction; 

Fig. 3 shows the ISP computer confirming that correct IP address is active with user's 

10 computer and requesting confirmation of user's transaction; 

Fig. 4 shows users computer responding to ISP computer's request for confirmation; 

Fig. 5 shows ISP computer's transmission of a confirmation code and invoicing instructions 

15 to vendor's computer; 

Fig. 6 shows a block diagram illustrating another exemplary embodiment of the present 

invention; 

20 Fig. 7 shows a block diagram illustrating another exemplary embodiment of the present 

invention; 

Fig. 8 shows a block diagram illustrating another exemplary embodiment of the present 

invention; 

25 Fig. 9 shows a block diagram illustrating the handshake and priming process of the system of 

the present invention; 

Fig. 10 shows a user reacting remotely to fraudulent use of his PC; 

30 Fig. 11 shows a user computer in simultaneous communication with a vendor computer and 
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the AA computer, wherein user computer is initiating a purchase transaction; and 

Fig. 12 shows a block diagram illustrating another exemplary embodiment of the present 

invention. 

Detailed Description Of The Exemplary Embodiments 

In all of the exemplary embodiments which will be described hereinbelow, there are certain 

common features which, together with reference to the drawings, will be described once here 

1 O to provide the reader with an easily understood framework. 

As was discussed hereinabove, the present invention is designed to reduce 

compromising the security of one's credit account information which can be caused by 

transmitting the information over the unsecured World Wide Web. Additionally, the invention 

15 helps to ascertains that the parties participating in a transaction are who they purport to be. 

The exemplary embodiments assume the following arrangement of the parties to a 

transaction: [a] a user is connected via his PC or client to the Internet through telephone, 

cable TV, satellite or data lines, usually through a modem and the user's client PC has 

20 installed therein a browser program, such as Microsoft Corporation's Internet Explorer or 

Netscape Corporation's Navigator or Communicator, an instance of which has been activated 

prior to the transaction; [b] a vendor has a server in communication with the Internet which 

constitutes or communicates a Website accessible to users' browser; [c] a security 

administration system operates via a security server, or toolbox (hereinafter "TB"), the 

25 physical location of which can vary as will be discussed hereinbelow; and [d] a creditor or 

payment guarantor has a payment server, although this function may optionally be performed 

by the security server. In the context of the present application, it should be understood that 

reference to a client or PC expressly includes any browser-equipped telecommunications 

device which gives the user the ability to access and interface with remote servers, and in 

30 particular Web sites on the Internet. Thus, such devices include browser-equipped cellular 
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phones, personal digital assistants, palm held computers, laptop computers, and desktop 

PCs, though not exclusively. 

Additionally, it should be noted here that, rather than being a vendor of merchandise, 

5 vendor might simply be a provider of an information or financial service, as example. Thus 

vendor might be using the present invention to ensure that access to secured databases is 

only to properly authorized and duly-identified persons. 

All of the four components of the system employ a combination of security measures, 

Io for instance, all transmissions take place in an encrypted environment, such as RSA, Triple 

DES, etc., using encryption tables which are replaceable by the security server or by a 

central system administrator server at random intervals. 

The systems are of two general kinds; where the ISP will participate in the system, 

15 giving the highest possible level of security, and where the ISP is not a participant in the 

system. Where the ISP is a participant, it can participate in two aspects; [1] the ISP can serve 

as the physical host of the TB and [2] the ISP can be the creditor or payment guarantor, since 

the ISP already has an ongoing service agreement with the user. Where the ISP is not a 

participant as a creditor or payment guarantor, this function can be served by another party. 

20 The advantage to having the ISP as participant wherein the TB is physically at the site of the 

ISP has been alluded to hereinabove. That advantage lies in the fact that since most users 

dial into an ISP's modem basket over copper phone lines, the only way for a hacker to get 

between the ISP server (and the TB if installed piggyback to the ISP server) and the user is to 

physically tap into a phone company junction box, something that most hackers would not 

25 ever do. Even if the TB is at another physical location, the system still retains effectiveness 

but the fewer areas open for hacker attack, the better. If the ISP is not a participant, insofar 

as being a creditor or payment guarantor, this function can be fulfilled by the 

Internet-accessible payment servers of such business entities as online banks, merchants 

which give their customers credit accounts and other credit-providing institutions. In such a 

30 case, the TB might be located at the site of the credit institution, or in fact a single server 
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could act as the TB as well as the payment server. In another case, the TB and the payment 

server might be at completely different locations. 

Before a transaction can take place, the components of the system need to be 

5 programmed and/or installed as follows: 

The TB is a series of at least two servers, in addition to a Firewall Server, which 

includes therein a database containing the identification data of the security system's user 

participants. Additionally, TB can include programming to check and update the user's 

software version,, and encryption tables and instructions to either update those tables as 

10 needed, mark them for future updating or to direct user's browser to the URL of an 

appropriate server, such as the central administrator server for downloading updated tables. 

The vendor server is modified such that a button or other directing device is added to 

the purchase initiating software that gets downloaded to a user's browser from the vendor 

server when a user indicates readiness to pay for a transaction. The added button tells a 

15 user to click on it if payment by the secured system of the invention is desired. By clicking the 

button, the user initiates a series of events which will be described further hereinbelow. 

20 

The creditor server is provided with programming directing it how to respond to the 

request from a vendor server for payment on a transaction that is accompanied by a 

Gatepass code, which the vendor receives from the TB. 

TB records all transaction data and assigns a unique transaction ID (UTID) to the 

record and further marks the record as "not yet confirmed". TB records the transaction 

data received from the vendor server and puts it under a URL. TB then commands 

User's waiting thread to come and retrieve the page at the URL on the TB and show it to 

25 User. The shown page is the Confirmation Request page which appears to user on client 

PC as a Pop Up window. 

In the Pop Up window, User sees certain details of the transaction and text to the following 

effect: "We have been asked to pay a vendor $17.20 for an order from you. Do you approve 
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the transaction?". To approve the transaction, User is instructed to input his System 

password (selected in the registration process) and click the OK button. 

a) If User clicks Reject or does not respond within a predetermined time frame then 

b) 

the order is deemed not accepted and TB rejects Vendor's request for payment URL. 

If User accepts the transaction by entering his System password into the 

appropriate field and clicking the OK button, it closes the Confirmation Request Page 

window and sends the password back to the Wallet which encrypts the password and 

sends it back to the TB. 

c) In one exemplary embodiment of the present invention, the User can elect to 

10 additionally receive notice on his cellular phone or other cellular-enabled 

communication device (such as an alphanumeric beeper or an Internet-ready 

personal digital assistant or PDA) of the transmission of a Confirmation Request page 

to his PC. When User has elected this service, the transmission to his PC of a 

Confirmation Request page is accompanied by the simultaneous transmission of an 

15 

20 

SMS (Short Message System) message to his cellular device, thereby advising him 

that someone is operating his PC and conducting a purchase transaction. Using this 

follow-me technology, a user might then use his cellular device to respond to the SMS 

message with a message to cancel the transaction and/or initiate a trace of the 

fraudulent purchase request. 

The transaction continues as follows in the embodiment wherein the Toolbox is located at the 

vendor or at the secure administration site, for example. 

Physical Placement of TB In an exemplary embodiment of the invention, the TB is at the 

25 secure administration site or at the vendor site. In the case of the TB being at the vendor site, 

the TB is at the service provider's server. The user is not necessarily purchasing 

merchandise, but, for example, is making a request to the vendor server for access to 

secured databases contained therein or protected thereby. Thus, in order to be certain that 

the user has permission to access the secured databases, the vendor's server, in response to 
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user's selecting a button indicating participation in the system of the invention, takes the 

information forwarded with user's selection and creates an identity verification from the TB 

server. The rest of the procedure is substantially the same as described hereinabove. TB 

receives the identification verification request, undergoes the double ping handshake 

5 procedure and upon receiving the appropriate responses from user's client PC, sends a 

Gatepass response incorporating the UTID back to vendor's server. At this point, vendor's 

server can admit user into the desired secured database. As an additional layer of protection, 

vendor's server might undergo a double ping handshake procedure with TB to ensure the 

source of the Gatepass. 

10 

As noted hereinabove, rather than being a vendor of merchandise, vendor might simply be a 

provider of an information or financial service, as example. Thus vendor might be using the 

present invention to ensure that access to secured databases is only to properly authorized 

and duly-identified persons. For example, a bank might want identity verification before 

15 permitting a customer access to his account information or to use financial services. As 

another example, a large corporation might use the present invention to give third-party 

verification of an employee's or outside contractor's identity before permitting them access to 

secured databases which might not otherwise be available via the Internet. 

20 The TB is essentially a mini-server, dedicated to the security tasks assigned to it. The TB is 

provided with programming which, when activated, sends, receives and verifies the proper 

forms and/or data to either a participating home user, ISP server or vendor in order to carry 

out the proposed transaction. 

25 The authentication agent (hereinafter "AA") is software downloaded into the client computer. 

30 

AA, which will be further described hereinbelow, performs the same function as a magnetic 

strip on a plastic card, e.g., a credit card. This enables the AA to be employed in Internet 

generated automatic teller machine (A TM) applications, such as fund transfers, credit card or 

debit card credits or debits, without the need for physical access to the ATM. 
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The procedure described in this embodiment hereinabove is modified as follows: 

1) In one embodiment of the present invention, AA sends SIMULTANEOUS messages to 

vendor and TB, so that the TB is expecting a certain message from the vendor. 

2) The AA's action is described hereinbelow. In the present embodiment the AA is a 

COM object which creates a "digital fingerprint" consisting of various identifying 

hardware characteristics which it collects from the user's PC, as well as passwords (to 

be described further). Activation of the account initiates a process by which the TB 

IO records a fingerprint for the user, which the AA has derived, including a unique 

identification ("UID") for the user, using the identifying characteristics of user's PC (e.g. 

CPU ID number, hard disk serial number, amount of RAM, BIOS version and type, etc.). 

3) When a transaction starts, the user's AA, which is a simple DLL, is activated by the 

vendor script. The AA sends a message to the Toolbox server, using the server's 

15 public key. If the server answers the AA , the home user's computer knows that it is 

talking to the correct server, since only the Toolbox has the private key that can decrypt 

the message sent with its public key. The Toolbox server now sends the user half of a 

new Triple DES key that it has generated so that the home user can communicate with it 

securely. Next the TB asks for the user's OTP (one time password) whicti is stored on a 

20 configuration file in the home user's computer. This configuration file can only be opened 

by a combination of personal password and CPU id. If the home user's computer 

responds with the correct password, the TB knows it is talking to the correct user. Once 

the TB has verified that it is talking to the correct user, the TB sends a dynamically 

generated smart DLL to collect the computer's hardware signature, verifying that it is 

25 also talking to the correct machine. The TB also records the number of encounters with 

the user. Any hacker who manages access probably fails this check, and is thereby 

discovered. The configuration file, which contains the account ID, machine ID, and a 

replaceable one-time password, among other items, can be stored optionally on user's 

computer's registry, or on the hard drive or on a removable floppy, i.e., the configuration 

30 file can be removed and taken away from the proximity of the user's computer, thereby 

13 

SUBSTITUTE SHEET (RULE 26) 

Page 281 of 860



WO 01/009756 PCT /US00/21058 

disabling the user's access to the account from that computer. 

When registering for the first time, and also when authenticating a user, the simple DLL loads 

itself into memory, and calls a "smart" DLL, from a collection of thousands of continuously 

5 regenerated smart DLL's, which collects a large number of different parameters, for example 

12, identifying the user's computerA simple example of an authentication transaction is now 

described using two machine parameters. the DLL applies an algorithm such that if the disk 

serial number is 1 and is multiplied by 1; and if the CPU serial number is 2 and is multiplied 

by 2, the resulting string is their sum, or "5". Thus, 1 (1) + 2(2) = 5. This information is 

lo hashed by the DLL according to that DLL's hashing programming, then encrypted, and the 

encrypted hash is sent back to the TB The order of the parameters and the algorithm used 

can change each time. Futhermore, the actual information is further interspersed with 

"garbage" code, expected by the TB, every time. The server receives the hashed and 

encrypted result from the smart DLL, and compares it to the result which it expects to receive. 

15 This is done by the TB by calculating the expected result by running it's own copy of the 

unique DLL on the user's identifying parameters that it has stored in the database. It then 

hashes the result, and compares its hash to the deencrypted hash string it received from the 

user. 

20 

An exemplary embodiment of the present invention, more specifically uses a 2048 bit RSA 

key to initiate the handshake, and thereafter moves to Triple DES encryption. The Public 

Key is distributed to all the end-users with the Agent and the Private Key(s) are held by the 

AA Server. There is a different set of Keys for different Providers, i. e., Credit Card 

25 Companies, Banks, etc. 
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The TB can be used to verify a digital fingerprint in various forms of Internet transactions, for 

example: 

Banking and Financial Services 

A bank or financial institution can use digital fingerprints to provide customers with secure 

5 access to their accounts for stock transactions and account management. Customers can 

use their digital fingerprints as a universal log-in at the bank's Web site for quick access to 

their account information without having to remember a unique log-in name and password. 

To further enhance each user's experience, the bank can provide targeted content and 

services to its customers based on the registration information contained in their digital 

10 fingerprints. The bank can also use digital fingerprints to send secure e-mail, allowing it to 

proactively send private account information to its customers. 

Retail 

A manager of a online retail store can watch customers browse merchandise, identify 

15 purchase patterns, observe the behavior of casual visitors, and set up accounts for 

purchases. A manager of a retail Internet site can perform these same functions online by 

using digital fingerprints. By implementing client authentication with digital fingerprints, the 

retail site can analyze customer interests and behaviors, track and compare the profiles of 

visitors who browse and those who actually place orders, and perform market analysis and 

20 segmentation based on information presented in its customers' digital fingerprints. The site 

can extend the power of digital fingerprints by linking the ID to information in its existing 

customer database (e.g. customer's account, order status, or purchase history). 

Additionally, by using the one-step registration feature of digital fingerprints, the site can 

25 quickly find out information about first-time visitors to the site. The site can use this 

information to provide relevant content to these visitors, thus capturing their interest and 

increasing the likelihood that they will become customers. 
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The authentication and security associated with digital fingerprints can allow the site to verify 

the identity of a customer, eliminating consumer misrepresentation and false orders. 

Additionally, consumers will have more confidence in conducting transactions on the Internet. 

5 Publishing and Subscription 

An online newspaper depends on advertising and subscription revenues. Digital fingerprints 

can allow this site to use basic registration information that is in a digital fingerprint - country, 

zip-code, age and gender - to understand the profile of its visitor population, thereby 

increasing the value of the advertisement placement and the amount that can be charged for 

1 O the advertisement. 

The site can use the universal log-in feature of digital fingerprints for identifying its site 

subscribers. Site visitors no longer need to remember unique log-in names and passwords 

for the site, and the site no longer needs to maintain a costly log-in and password database. 

15 By understanding the profile of its first-time customers, and providing tailored information 

based on the basic registration information in a digital fingerprint, the site can use digital 

fingerprints to help it acquire new customers. 

Services 

20 A service company, such as a delivery company, can use digital fingerprints to provide secure 

access to its Web site, allowing customers to track their shipments without having to enter 

user names or specific tracking information. Digital fingerprints can allow this site to provide a 

highly customized experience to its visitors, for example, by providing specific delivery rates 

based on the geographic location of the customer. Digital fingerprints can also enable the site 

25 to send secure e-mail with billing information to its customers. 
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Business-to-Business 

With the level of authentication provided by digital fingerprints, a manufacturing company can 

allow portions of its Internet site to be updated by its business partners and accessed by its 

5 customers. The manufacturing company's suppliers can update their product availability and 

scheduled shipping date in the manufacturer's database, providing a more efficient means for 

inventory management. Additionally customers can track order status through the same 

online database. These types of transactions would not be possible on the public Internet 

without the use of digital fingerprints to authenticate the identity of the company's suppliers 

Io and customers. 

Music, Picture, Video, or e-Book File Sal& and Download 

Another possible application for the unique hardware fingerprint is to usefit as a lock and key 

for preventing unauthorized downloading, copying and playback of content files, such as MP3 

15 music files, e-book files, graphic files, etc. The fingerprint could be associated with the 

downloaded file and attempting to open the file on a machine which does not bear the 

fingerprint results in the file being permanently locked, unusable or somehow otherwise 

disabled. The fingerprint coding can determine whether the downloaded file can be copied to 

and played on a limited number of secondary machines. In fact, the encoding could initially 

20 be used to determine that the person downloading the file is the person even entitled to do 

so. 

The examples discussed herein and demonstrated by the Figures are merely for illustrative 

purposes only. Variations and modifications of the disclosed invention in a manner well 

25 within the skill of the man of average skill in the art are contemplated and are intended to be 

encompassed within the scope and spirit of the invention as defined by the claims which 

follow. 

For example, in another exemplary embodiment the ISP is not the site where the Toolbox 
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resides. With reference to Fig. 7, The Toolbox could be physically located at the site of the 

credit provider {"Creditor"), e.g. online-enabled bank, credit card provider or other 

affinity-card or charge account provider {including brick-and-mortar retailer's with an online 

presence such as Macy's) and in communication through normal channels with Creditor's 

5 transactional server. In this case, the ISP would not be an active part of the purchase 

transaction, other than in the usual known way by giving User access to the Internet. 

Generally, except as specified herein below, the rest of the process proceeds substantially as 

described hereinbelow. Specifically, in this exemplary embodiment, the account is set up as 

follows: 

10 

Installation Process: 

1) A user requests to join the system, via an ASP page on a web server, over an HTTPS 

connection. 

15 2) The applicant receives an account ID, and his application information is stored in an 

applicant's database on an application and database server, behind a firewall. The 

system owner, which can be an ISP, bank or other financial provider accesses this 

database from another web page, located on a Web server behind a firewall on an 

internal LAN. 

20 3) When the system owner approves the user's application, the system automatically 

25 

30 

sends the user an email containing a link to a unique URL where he can begin the 

registration process. It also generates a one-time activation key linked to the user's 

account. The system owner must give this one-time activation key to the user in a 

secure way {for example, in person, or via a printout from his automatic teller). 

Possession of the one-time activation key constitutes proof that the user is who he 

purports to be during the activation stage. 

4) When the user goes to the URL, and presses the "Activate" button, the activation 

process begins by downloading a DLL containing a COM object to his computer. 

Dynamic Link Library (DLL) refers to the ability in Windows and OS/2 for executable 

memory to call software libraries (i.e., subroutines, or code for accomplishing specific 
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functions) not previously linked to the executable. The executable is compiled with a 

library of "stubs" which allow link errors to be detected at compile-time. Then, at 

run-time, either the system loader or the task's entry code must arrange for library 

calls to be patched with the addresses of the real shared library routines, possibly via 

5 a jump table. 

IO 

15 

20 

25 

30 

5) This COM object relays the user's account ID (which it knows because he has been 

directed to a unique URL) to a "listener." This listener contains a proprietary 

communication protocol to enable the authentication web servers in the DMZ to 

communicate securely with the authentication application server and database server 

behind the firewall. The listener asks the applicant database behind the firewall to 

validate that the account ID it has been given is legal, and not yet activated. If so, the 

listener tells the COM object to send a pop-up to the user, to collect the one-time 

activation key. If not, the activation process stops. De-Militarized Zone (DMZ) is from 

the military term for an area between two opponents, where fighting is prevented. 

DMZ Ethernets connect networks and computers controlled by different bodies. 

External DMZ Ethernets link regional networks with routers to internal networks. 

Internal DMZ Ethernets link local nodes with routers to the regional networks. 

6) If the key collected by the popup matches what is stored in the database for the 

user's account, the DLL proceeds to collect the user's hardware signature (12 

parameters including CPU ID, BIOS ID, disk volume information, various serial 

numbers etc.) and send it back to the database. If the key does not match, or the user 

does not answer within a set time limit, the activation process stops. After a set 

number of failed tries, the user's account is disabled. 

7) If the key matched, the DLL then returns a seed for an encrypted one-time password 

(OTP) for use during the next encounter. Another pop-up is sent to collect a personal 

password chosen by the user, which is known only to the user, and not stored 

anywhere. 

8) After the personal password has been collected, a configuration file containing, 

among other things, the OTP, which has just been exchanged, is encrypted. The 

account is then marked as active. On the next encounter, the one-time password just 
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exchanged will be used as part of the authentication process. The key to opening the 

configuration file is the user's personal password together with parts of his 

computer's hardware. 

5 Once the installation has been completed, the software components remaining on the home 

user's computer are the configuration file and the DLL containing the COM object. 

The COM object contains a self-validation routine, which lets it make sure that it has not been 

tampered with when it is loaded into memory, and a routine to establish a secure 

10 communication channel after it has made sure that it is intact. The secure communication 

channel is used to call a dynamically generated DLL from the server. In all future encounters, 

this dynamically generated DLL does most of the work in collecting information for the 

authentication process. 

15 The other components of the COM object are a locator, a profile manager and a payment 

method manager. 

20 

The locator ensures that the latest version of the software is installed, and 

locates the profile manager and the payment method manager for a home user. 

The locator has two interfaces implemented via the agentClassld property and the 

agentCodeBase property. 

AgentClassld specifies which payment method manager and which profile manager to use. 

25 AgentCodeBase specifies which server holds the most updated version of the software, and 

compares what is installed to latest version. If the latest version is not installed, 

agentCodeBase installs it automatically. (This feature is supported under Internet Explorer, 

versions 4 and 5 and Netscape 5). This enables us to control what information is supplied to 

vendors while allowing vendors to code one standard line of code that never changes. 

30 
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AgentClassld has five methods: get attribute, set attribute, set parameter, stop payment, and 

pay. 

Get attribute is a method to get non-sensitive information such as name, shipping information, 

etc. 

5 Set attribute helps a browser page put this information into the user's computer. 

Set parameter helps configure the profile. 

Stop payment lets the user stop in the middle of a transaction, once the pay method has been 

invoked. 

Pay is responsible for establishing a secure communications channel, and returning the 

10 buyer's hardware signature and password on that channel. 

The Payment Method Manager enables the choice of more than one payment option. 

The profile manager allows different people to use the same hardware. One account may 

have multiple users, with multiple shipping addresses or billing addresses. A user may also 

15 choose to use billing information from a previously existing wallet such as Microsoft wallet, via 

the profile manager. 

Transaction Cycle 

Step 1 - Customer Starts the Login Process at a Bank or Vendor 

The first step occurs when the customer contacts a bank or vendor with vendor script installed 

20 and attempts to log in. This activates script, which was copied and pasted into the bank or 

vendor's ecommerce application. 

Step 2 - The Customer Contacts the TB 

The script activates code, which contacts the DLL installed with the buyer's home software, 

and tries to load the COM object into memory. When the COM object is loaded into memory it 

25 runs an integrity test to make sure that it has not been tampered with. If the checksum is 

correct, it leaves the result in memory, so it can pass it later to the authentication server. 

Otherwise, it returns an error that disables the user's account and stops working. 

If the COM object succeeds in verifying that it is intact, Pay attempts to contact a "listener" on 

the TB and establish a secure TCP/IP communication channel. It contacts the TB using the 
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TB's public RSA key, passing to it the user's account and machine IDs. The listener sends a 

request to validate the customer's account number and machine ID number to the application 

database, where the user's installation parameters are recorded. If they are valid, the listener 

asks the COM object for an encrypted one-time password. This password is generated from a 

5 seed that was stored in a configuration file on the user's computer and in the TB's user 

database during the last exchange between them. This one-time password is "unlocked" for 

use by the user's personal password, known only to him, and stored only in his mind, and by 

the CPU Id of his computer. (When the transaction is an installation, and there has been no 

prior exchange, a first time activation key received from the owner system takes the place the 

10 place of the one-time password.) 

If the numbers do not match, or if the user does not answer within a set time limit, the home 

user software sends back an error message, the account is temporarily disabled, and a log is 

created. 

If the numbers match, the COM object knows that it is talking to the TB, since only the TB can 

15 decrypt messages sent with its public key, and the TB knows that it is talking to the right 

person since only he can "unlock" the one-time password. Using RSA encryption, a shared 

secret key is now exchanged using a Diffy-Helman key exchange on this channel, and the 

encryption method switches to triple-DES. (In triple DES encryption, the encryption keys 

change several times during the transmission.) 

20 Step 3 - The TB Authenticates the Customer 

Now that a secure channel exits, the listener on the TB sends a dynamically generated DLL to 

collect the home user's hardware signature information. This DLL is unique to each 

transaction. It returns signature in a string which is uniquely scrambled for each transaction 

and encrypted. 

25 If all of the parameters match, the TB's authentication server can be sure it is talking to the 

correct customer, who is communicating from the correct computer. The TB returns a valid 

transaction ID to the customer, who passes it to the bank or vendor. In the bank model, the 

thread is closed, and an object on the server waits for the bank to inquire about the 

transaction. 
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In the ISP or ecommerce model, the thread remains open, waiting for an order to issue a 

pop-up window to the user to validate purchase details for the transaction. 

Step 4 - The Bank or Vendor Contacts the TB to Verify the Transaction 

5 Bank or Pure Authentication Model 

The bank or other vendor passes customer's account ID, machine ID, Listener ID, Provider ID 

and transaction ID to the TB. If these match what was stored in the database when the 

customer was authenticated, in the pure authentication model, the process ends here. A 

log-in transaction is validated and the customer continues on to carry out his transactions 

10 using the owner's proprietary system, whatever that may be. 

Optionally, the TB may send the customer an SMS message notifying him of the transaction 

ISP or Ecommerce Models 

In the ISP and other Ecommerce models, payment details and credit availability must be 

15 validated in addition to user identity. In addition to the customer's account ID, machine ID, 

Listener ID, provider ID and transaction ID mentioned above, the Vendor passes the payment 

details (invoice number, invoice amount, currency) to the TB's authentication server. 

A new pop-up window is sent to the user on the secure channel previously established by 

Pay, asking him to authorize the invoice details. (As noted above, if the user does not answer 

20 within the set period of time, or rejects the transaction, the process is stopped and the thread 

dies). If the user accepts the transaction by clicking on the "Accept" button, TB's 

authentication server contacts a Payment server, and verifies that the user has credit 

available. If so, a transaction debiting the user and crediting the vendor is issued to the 

customer's chosen financial provider. 

25 Lastly, the TB notifies the vendor that the transaction is valid and the customer that a 

successful transaction has been completed. Optionally, the TB may send the customer an 

SMS message notifying him of the transaction. 

With reference to FIG. 7, it can be seen that a typical purchasing session in this exemplary 
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embodiment proceeds as follows: 

a) User PC goes online and user points his browser to the Website of a Vendor 

server using any Web Browser Program; downloads files depicting merchandise for 

sale and selects merchandise to purchase which generates a purchase request to 

5 Vendor's server, all in a manner well known in the art. 

b) Vendor's server sends back to user PC an order page or pages which typically 

includes a transaction number, the value of the order, and asks for billing information, 

shipping information. At some point, user is offered to indicate her desired method of 

payment and selects option button which designates the AA payment plan of the 

IO present invention, e.g. "AA OPTION". 

c) Selection of the "AA Option" generates a message back to Vendor's server which 

includes user's IP address and instructs Vendor's server to forward a request to 

Creditor's Toolbox to confirm that the user at the IP address provided is (a} actually 

and actively online and trying to make this purchase, and (b) that the user at the IP 

15 address has the necessary credit to make such a purchase. 

20 

25 

d) Upon receipt of the request from Vendor's server, Toolbox immediately sends a 

transmission to the IP address provided by Vendor's server. The transmission 

includes files which (a) search for, decrypt and read the UID files in user's PC to see 

who it is, (if the PC is a machine registered in the system) and (b) which generate a 

Pop-up message on the registered user's browser to make sure that the transaction is 

desired by the AA system registered user. The message advises that a transaction 

having a particular value is being requested and asks for confirmation or rejection of 

the transaction. To reject the transaction, user can actively Reject by pressing a 

Reject button or simply by not responding within a pre-determined default time .. To 

accept the transaction, the user must provide his user password and submit the form 

back to the Toolbox. The form is accompanied transparently by the fingerprint file 

containing the UID and other machine identifying information decrypted and extracted 
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from user's PC by the transmission from the Toolbox. 

e) If accepted by user, then Toolbox checks database to make sure user's credit limit 

is not exceeded and sends a coded confirmation to Vendor's server that the 

transaction is confirmed and will be paid for by Creditor on behalf of user. Vendor 

then sends HTML message to advise user that the identified transaction has been 

successfully processed. 

f) As described hereinabove, if user either actively Rejects or fails to respond to the 

Pop-up message in a predetermined time period, for example, 2 minutes, the Pop-up 

message disappears and Toolbox advises Vendor's server that the transaction is not 

Io accepted. Optionally, provision can be made where user can label a tendered transaction 

as "suspicious" and reject an order with prejudice, thus alerting both Toolbox and Security 

Program Manager, and therefore Vendor, that some attempt was made to defraud 

Vendor.. Obviously, this knowledge can provide great benefits in aiding to track down 

cyber credit frauds and inhibit criminal activity. 

15 In yet another exemplary embodiment, the Creditor server is also an ISP server, or at least 

they are at the same location and being serviced by the same modem basket. The Toolbox is 

still situated at that location as well. Thus, a bank which offers ISP services to it's on-line 

customers can also offer them the safety of the AA transaction system and method, which is 

carried out by the Toolbox right on the bank's/lSP's premises. 

20 

The transaction continues as follows in the embodiment wherein the Toolbox is located at the 

ISP, hereinafter the ISP-Toolbox Model. 

As was mentioned hereinabove, TB receives the encrypted password from the wallet if user 

25 accepted. TB can further have the ISP server verify that the IP address of the user has not 

changed during the course of the transaction. TB uses the encrypted password to change 

mark on transaction record from "not yet confirmed" to "Confirmed". The transaction 
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record.was assigned a unique ID number (UTID) which also serves as the Gatepass number 

and which is now sent to the vendor server. 

Vendor server receives the Gatepass number and forwards it to creditor or payment server 

5 ("PS"), together with the amount to be paid and a vendor-assigned purchase transaction 

number. 

For extra security, it is preferable that PS confirm the Gatepass with TB using the double 

handshake and priming routine with TB, similar to that performed between TB and user's 

10 client PC. PS sends 2 ping numbers (first ping number was previous payment transaction's 

second ping number and present second ping number will be used as first ping number in 

next payment transaction), repeats sending both ping numbers, then, when TB responds by 

sending back second ping number, PS sends Gatepass received from Vendor together with 

transaction information. Optionally, when PS is registered as a participant in the security 

15 program, similar software agents and wallets could be installed on the PS so that TB can 

confirm PS identity after the handshake process using hardware fingerprints. 

TB checks TB server database and if Gatepass and transaction information match the 

transaction record, then TB sends response to PS indicating that user has confirmed the 

20 desire to close the transaction and PS is authorized to charge User's account for the order. 

TB records on the transaction record that the payment request has been tendered and 

approved. 

Physical Placement of TB 

25 In one exemplary embodiment, the TB is located at the physical site of the ISP, optimally 

connected to the phone or communication lines coming into the ISP server directly from 

users on one side of ISP server. The TB is also connected to lines going out to the Internet 

(via the modem basket) from the ISP server. The TB does not interact directly with the ISP 

server. For the most part, it monitors incoming and outgoing traffic, waiting to take over 

30 those communications should a security related transaction be called for by a home user. 
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The following scenario describes an exemplary embodiment of the process inititated when a 

request for a security related transaction is detected by the TB located at the ISP .. As will be 

5 further described hereinbelow, in another exemplary embodiment, the Toolbox might not be 

located at the ISP but at the site of another credit provider. 

a) User directs his browser to the URL of a vendor server and selects merchandise 

to purchase. 

b) User is offered methods of payment and selects option button for "SECURITY 

10 PROGRAM MANAGER" or "AA PAY OPTION". 

c) In an Autofetch process, an OnChange script handler in User's software prepares 

and sends request to central system administrator server for Session User Identity. 

d) Central system administrator server redirects request to user's TB equipped ISP. 

e) TB searches its files and returns user's identity .. 

15 f) A user form is generated by user's computer and populated with user information 

including identity returned in step (e) from ISP TB. 

g) The form is submitted, together with a challenge which is forwarded to the vendor 

server. 

h) Vendor server runs a script that calls the central system administrator server's 

20 getGatePass.asp, thereby transmitting the Session User Identity, IP (user's current IP 

address), Sum of the transaction and the challenge. 

i) The central system administrator server redirects the vendor server's call to the 

ISP identified by the IP while the user stands by. 
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j) The TB at the ISP receives the getGatePass.asp and runs a check of the IP 

provided as part of the vendor server's call against the internally known IP to make 

the sure that is where the user really is logged in. If the IP test fails, the vendor 

server receives a rejection notification from the ISP server and the transaction is 

5 terminated. 

k) If the IP test succeeds (i.e. the user really is connected to the correct IP address) 

then the ISP challenges the home listener . 

Figure 10 illustrates a situation where client 204 is located remotely from his PC 212, for 

10 example driving his car 206. An intruder 208 has gained access to his PC 212, and has 

fraudulently attempted a secure transaction. The AA communicates a message accordingly 

to client 204 via the Internet 220. The client can be remotely contacted, for example, through 

his cellphone 230, his pager 240 or his PDA 210. Client 204 is shown receiving the message 

through his cellphone 230. 

15 

Figure 11 illustrates client 302 sending a simultaneous message 304 to AA 306 and vendor 

308. 

The fingerprint mechanism of the present invention can be adapted for use to ensure 

20 ownership rights in downloaded copyrighted material, such as content files which includes 

MP3 music files, e-books, graphic files, and the like. In the event a content file is to be 

purchased by a user, for example, if a user orders an MP3 file, the user is directed to a URL 

address for downloading the file. The digital fingerprint provided by the smart DLL in the 

user's PC is incorporated into code in the content file itself. Thus, the file is only 

25 downloadable if the fingerprint information encoded into the file matches that of the user's 

PC. Additionally, the content file can be encoded to limit how and where the downloaded file 

can be accessed and operated. The encoding can determine whether or not the file can be 

transferred to a limited number of other PC. Alternatively, the ID is associated with a diskette, 

as described hereinabove, and may be transferred to a limited number of PC's or perhaps 
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only to one other MP3 player (or PDAs in the case of an e-book}. 

It will be appreciated that the preferred embodiments described above are cited by way of 

example, and that the present invention is not limited to what has been particularly shown and 

described hereinabove. Rather, the scope of the present invention includes both 

combinations and sub-combinations of the various features described hereinabove, as well as 

variations and modifications thereof which would occur to persons skilled in the art upon 

reading the foregoing description, and which are not disclosed in the prior art. 
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What is claimed is: 

1) A system for permitting a secure electronic purchase transaction on a public 

computer network, said network comprising a user's computer, a vendor's 

5 server, a creditor's server, and further comprising a toolbox server for providing 

third-party verification of user's identity, whereby in response to a request by 

said vendor's server said toolbox server positively identifies user's computer, 

requests a confirmation from said user's computer of said transaction and upon 

receiving said confirmation provides vendor's server with a gatepass for 

10 receiving a payment commitment from said creditor server. 

15 

2) A system in accordance with claim 1, wherein said toolbox server positively 

identifies user's computer by first accessing said user's computer via a 

gatekeeper. 

3) A system in accordance with claim 2, wherein said toolbox server transmits 

to said gatekeeper a pair of identification numbers, wherein the first of said 

identification numbers is for gaining admittance and the second of said 

identification numbers is for priming said gatekeeper for admittance on a 

20 subsequent occasion. 

4) In a computer network, a system for performing a secured transaction 

between a user's computer, a vendor's server, a creditor server and a toolbox 

server, wherein said user's computer has received fingerprint programming 

25 from said toolbox server for creating a digital fingerprint for use by said toolbox 

server to identify said user's computer. 
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5) A method for performing secure electronic transactions on a computer 

network, said network comprising a user's computer, a vendor server, a 

creditor server and a toolbox server, said user's computer having a gatekeeper 

and digital fingerprint stored therein, including the steps of: 

5 i) said user computer sending a purchase request to said vendor 

server to pay for a purchase, which purchase request includes a user 

identification number associated with said user computer and known to 

said toolbox server, said request initiating the transmission of a 

confirmation request from said vendor server to said toolbox server to 

10 confirm said user computer's identity; 

15 

ii) said confirmation request causing said toolbox server to send a 

pre-arranged handshake and primer to said gatekeeper, whereupon 

said gatekeeper allows said toolbox server to request. confirmation of 

said digital fingerprint. 

6) A method in accordance with claim 5, wherein said primer comprises a 

pre-arranged handshake for the next succeeding occurrence of a transaction 

confirmation operation. 

20 7) A method in accordance with claim 5, wherein said digital fingerprint is 

internally confirmed by said user's computer when said purchase request is 

initiated. 

8) A method in accordance with claim 5, wherein said user's purchase request 

25 is sent to said vendor simultaneously with said confirmation request, which is 

sent directly from said user computer to said toolbox server. 

9) A system for verifying the identity of a client computer requesting access to 

30 a secured database via a public computer network, said network comprising a 
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user's computer, a vendor's server, and further comprising a toolbox server for 

providing third-party verification of user's identity, whereby in response to a 

request by said vendor's server said toolbox server positively identifies user's 

computer, requests a confirmation from said user's computer of said request 

5 for access and upon receiving said confirmation provides vendor's server with 

a gatepass for permitting said client computer access to said secured 

database. 

10) A system for permitting a secure electronic purchase transaction on a public 

10 computer network without passing credit account information over said public 

computer network, said network comprising a user's computer, a vendor's 

server, a creditor's server, and further comprising a toolbox server for providing 

third-party verification of user's identity, whereby in response to a request by 

said vendor's server said toolbox server positively identifies user's computer, 

15 requests a confirmation from said user's computer of said transaction and upon 

receiving said confirmation provides vendor's server with a gatepass for 

receiving a payment commitment from said creditor server. 

11) A system for copy-protecting content files downloadable from a computer 

20 network, said network including a user's computer, a vendor's server, and a 

toolbox, wherein said user's computer has received fingerprint programming 

from said toolbox for creating a digital fingerprint for use by said toolbox to 

identify said user's computer, and further comprising said vendor server 

encoding said digital fingerprint into said content files, whereby said 

25 downloaded files will only be downloadable by said user. 

12) A system for copy-protecting content files downloadable from a computer 

network in accordance with claim 11, wherein said downloaded files can only 

be played on a user computer having the digital fingerprint encoded into said 

30 file by said vendor server. 
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13) A system for copy-protecting content files downloadable from a computer 

network in accordance with claim 11, wherein said downloaded files can only 

be copied a !imitable number of times directly from said user's computer onto 

5 other secondary devices, said !imitable number being determined by said 

digital fingerprint encoding. 

10 

14) A system in accordance with claim 1, wherein a said confirmation request is 

contemporaneously sent to a cellular device. 

33 

SUBSTITUTE SHEET (RULE 26) 

Page 301 of 860



WO 01/009756 

Amazon Shop (Vendor) 

1/12 

FIG. 1 

PC at Home 

PCT /US00/21058 

Internet Service Provider (ISP) 

I am Mr. Smith 
ID# 16495358-4379 
HP: 154.255.498.643 
Purchase a Beatles Book, Item 
number 6546/12 
Price 30 $ 

SUBSTITUTE SHEET (RULE 26) 

Page 302 of 860



WO 01/009756 

Vendor 

Your computer number 4379 
IP: 154.255.498.643 
Wants to make a 30 $ value 
purchase. 
Do you accept this purchase? 

2/12 

FIG. 2 

PC at Home 

SUBSTITUTE SHEET (RULE 26) 

PCT /US00/21058 

Internet Service Provider (ISP) 

Page 303 of 860



WO 01/009756 

Amazon Shop (Vendor) 

PC at Home 

PCT /US00/21058 

3/12 

FIG. 3 

Internet Service Provider (ISP) 

Checking IP: .......................... . 
154.255 .498.643 
Mr. Smith do you accept a 
$30 
Value purchase that you 
made in the Amazon Book 
Shop? 
If yes enter your password. 

SUBSTITUTE SHEET (RULE 26) 

Page 304 of 860



WO 01/009756 

4/12 

FIG. 4 

Amazon Shop (Vendor) 

PC at Home 

PCT /US00/21058 

Internet Service Provider (ISP) 

I do accept a 30 $ value 
purchase that I made in the 
Amazon Book Shop. 
My password is * * * * * 

SUBSTITUTE SHEET (RULE 26) 

Page 305 of 860



WO 01/009756 

Amazon Shop (Vendor) 

PCT /US00/21058 

5/12 

FIG. 5 

Internet Service Provider (ISP) 

Confirm transaction # 123456789 
Send invoice to ISP# 16495358 

PC at Home 

SUBSTITUTE SHEET (RULE 26) 

Page 306 of 860



CJ
) 

C
 

CD
 

CJ
) 

-I
 

:::
j 

C
 

-I
 

m
 

CJ
) :c
 

m
 

m
 

-I
 

~
 

C
 r m
 

N
 

0
)
 -

FI
G

. 6
 U
S

E
R

 P
C

 
l.

 
O

nl
in

e 
us

er
 g

oe
s 

to
 W

eb
si

te
 o

f 
V

en
do

r 
us

in
g 

W
eb

 B
ro

w
se

r 
P

ro
gr

am
 a

nd
 s

el
ec

ts
 

m
er

ch
an

di
se

 to
 p

ur
ch

as
e.

 

3. 
U

se
r s

el
ec

ts
 A

A
 o

pt
io

n 
fo

r A
A

 
an

d 
ac

tiv
at

es
 s

cr
ip

t w
hi

ch
 

se
ar

ch
es

 u
se

rs
 P

C
 fo

r 
in

st
al

le
d 

A
A

 
so

ftw
ar

e.
 

4.
 "

D
o 

yo
u 

w
an

t f
or

m
 fi

lle
d 

w
ith

 in
fo

 
fro

m
 W

al
le

t?
" 

Y
es

 
in

fo
rm

at
io

n 
(U

ID
, 

N
am

e,
 

bi
llin

g 
an

d 
sh

ip
pi

ng
 a

dd
re

ss
, 

IS
P

-ID
) 

ex
tra

ct
ed

 fr
om

 W
al

le
t a

nd
 fi

lle
d 

in
to

 
fo

rm
 a

nd
 fo

rm
 s

en
t t

o 
ve

nd
or

/v
en

do
r. 

O
nh

an
dl

er
 s

cr
ip

t 
te

lls
 W

al
le

t t
o 

ex
ec

ut
e 

Pa
y 

co
m

m
an

d.
 

Th
is

 r
et

ur
ns

 r
an

do
m

 
nu

m
be

r t
o 

sc
rip

t a
nd

 s
ta

rts
 th

re
ad

 
th

at
 w

ai
ts

 fo
r 

ev
en

t f
ro

m
 n

et
w

or
k 

7.
 I

f h
an

ds
ha

ke
 w

as
 p

os
iti

ve
, 

th
en

 
w

a
lle

t d
is

p
la

ys
 c

o
n

fir
m

a
tio

n
 p

ag
e 

w
it

h
 tr

a
n

sa
ct

io
n

 in
fo

 re
ce

iv
ed

 b
y 

T
o

o
lb

o
x 

fr
om

 v
e

n
d

o
r a

nd
 u

se
r 

is
 

re
qu

ir
ed

 c
o

n
fir

m
 o

rd
e

r 
by

 t
yp

in
g

 
in

 c
u

rr
e

n
t p

as
sw

or
d 

(s
el

ec
te

d 
a

t 
in

st
a

lla
tio

n
 o

r 
ch

an
ge

d 
d

u
ri

n
g

 
m

ai
nt

en
an

ce
) 

o
r 

to
 d

en
y 

th
e 

or
de

r.
 

~
 

I""
' 

IS
P

 T
O

O
LB

O
X

 

6.
 T

o
o

lb
o

x 
ac

tiv
at

es
 s

e
rv

e
r W

a
lle

t t
h

a
t c

o
n

ta
ct

s 
U

se
r 

P
C

 W
al

le
t. 

T
o

o
lb

o
x 

va
lid

at
es

 u
se

r 
ha

rd
w

ar
e 

ID
, 

U
ID

, 
an

d 
if

 v
al

id
at

ed
 i

t i
n

st
ru

ct
s 

W
al

le
t t

o
 o

pe
n 

ne
w

 b
ro

w
se

r 
w

in
d

o
w

 h
av

in
g 

U
R

L 
to

 p
ag

e 
sh

o
w

in
g

 p
o

si
tiv

e
 r

e
su

lt 
o

f 
ha

nd
sh

ak
e.

 

8.
 C

o
n

fir
m

a
tio

n
 is

 r
ec

ei
ve

d 
by

 T
o

o
lb

o
x 

an
d 

th
en

 
T

o
o

lb
o

x 
se

nd
s 

ga
te

pa
ss

 r
es

po
ns

e 
to

 v
e

n
d

o
r .

 

• 

_..
 .... 

IS
P

 S
E

R
V

E
R

 

• 
VE

ND
OR

 
2.

 V
e

n
d

o
r o

ff
e

rs
 U

se
r 

P
C

 m
e

th
o

d
s 

o
f p

ay
m

en
t. 

5.
 V

e
n

d
o

r 
re

ce
iv

es
 f

or
m

 w
it

h
 i

n
fo

 a
nd

 a
dd

s 
in

fo
 

a
b

o
u

t c
o

st
 o

f p
ur

ch
as

e,
 o

p
tio

n
a

lly
 a

dd
s 

I 
• 

I m
er

ch
an

di
se

 in
fo

 a
nd

 s
en

ds
 i

t t
o

 th
e 

sp
e

ci
fic

 IS
P

 
◄ 

► 
T

o
o

lb
o

x 
sp

e
ci

fie
d

 b
y 

IS
P

-ID
 f

ro
m

 W
al

le
t. 

9.
 R

ec
ei

ve
s 

ga
te

pa
ss

 a
nd

 a
dv

is
es

 u
se

r t
h

a
t 

tr
a

n
sa

ct
io

n
 h

as
 b

ee
n 

ap
pr

ov
ed

. 

10
. G

at
ep

as
s 

is
 th

en
 f

or
w

ar
de

d 
to

 a
 c

en
tr

al
 

cl
ea

ri
ng

ho
us

e 
se

rv
e

r w
h

ic
h

 r
ec

ei
ve

s 
G

at
ep

as
s 

an
d 

in
iti

a
te

s 
pa

ym
en

t t
o

 v
en

do
r.

 
G

at
ep

as
s 

ca
n 

be
 

pr
ov

id
ed

 w
it

h
 e

xp
ir

a
tio

n
 ti

m
e.

 
C

le
ar

in
gh

ou
se

 
se

rv
e

r 
ca

n 
be

 IS
P

 s
e

rv
e

r 
o

r 
fo

u
rt

h
 p

ar
ty

 s
er

ve
r.

 

en
 -~ N
 

~
 

0 Q
 ,.. 0 Q
 

1.
0 

-..
J 

U
l 

0-
1 "C
 

l""'
l ~ rJ

J 
Q

 
Q

 ~
 ,.. Q

 
U

l 
00

 

Page 307 of 860



CJ
) 

C
 

CD
 

CJ
) 

-I
 

:::
j 

C
 

-I
 

m
 

CJ
) :c
 

m
 

m
 

-I
 

~
 

C
 r m
 

N
 

0
)
 -

FI
G

. 7
 

U
S

E
R

 P
C

 
1.

 O
nl

in
e 

us
er

 g
oe

s 
to

 W
eb

si
te

 o
f 

V
en

do
r u

si
ng

 W
eb

 B
ro

w
se

r 
P

ro
gr

am
 a

nd
 s

el
ec

ts
 m

er
ch

an
di

se
 

to
 p

ur
ch

as
e.

 

3.
 U

se
r s

el
ec

ts
 A

A 
op

tio
n 

fo
r m

ak
in

g 
pa

ym
en

t w
hi

ch
 a

ct
iv

at
es

 s
cr

ip
t i

n 
BC

 w
hi

ch
 s

ea
rc

he
s 

us
er

's
 P

C
 fo

r 
in

st
al

le
d 

AA
 s

of
tw

ar
e.

 U
se

r i
s 

as
ke

d 
"D

o 
yo

u 
w

an
t f

om
, f

ille
d 

w
ith

 in
fo

 
fro

m
 W

al
le

t?
". 

A
 "Y

es
" 

ca
us

es
 th

e 
in

fo
rm

at
io

n 
(U

ID
, 

N
am

e,
 b

illi
ng

 a
nd

 
sh

ip
pi

ng
 a

dd
re

ss
, 

IS
P

-ID
) 

to
 b

e 
ex

tra
ct

ed
 fr

om
 W

al
le

t a
nd

 fi
lle

d 
in

to
 

fo
rm

 a
nd

 th
e 

fo
rm

 is
 s

en
t t

o 
ve

nd
or

/v
en

do
r. 

O
nh

an
dl

er
 s

cr
ip

t 
te

lls
 W

al
le

t t
o 

ex
ec

ut
e 

Pa
y 

co
m

m
an

d.
 

Th
is

 re
tu

rn
s 

ra
nd

om
 

nu
m

be
r t

o 
sc

rip
t a

nd
 s

ta
rts

 th
re

ad
 

th
at

 w
ai

ts
 fo

r e
ve

nt
 fr

om
 n

et
w

or
k 

6 .
. 

If
 h

an
ds

ha
ke

 w
as

 p
os

iti
ve

, 
th

en
 w

a
lle

t d
is

p
la

ys
 c

o
n

fir
m

a
tio

n
 

pa
ge

 w
it

h
 t

ra
ns

ac
tio

n 
in

fo
 

re
ce

iv
ed

 b
y 

T
o

o
lb

o
x 

fr
om

 v
e

n
d

o
r 

an
d 

u
se

r 
is

 r
eq

ui
re

d 
co

n
fir

m
 

o
rd

e
r 

by
 t

yp
in

g
 in

 c
u

rr
e

n
t 

pa
ss

w
or

d 
(s

el
ec

te
d 

a
t i

n
st

a
lla

tio
n

 
o

r 
ch

an
ge

d 
d

u
ri

n
g

 m
ai

nt
en

an
ce

) 
o

r 
to

 d
e

n
y 

th
e

 o
rd

er
. 

C
R

E
D

IT
O

R
'S

 T
O

O
LB

O
X

 

5.
 T

o
o

lb
o

x 
re

ce
iv

es
 r

eq
ue

st
 fr

om
 V

en
do

r's
 s

er
ve

r.
 

T
o

o
lb

o
x 

tw
ic

e
 s

en
ds

 h
an

ds
ha

ke
 a

n
d

 p
ri

m
e

r 
tr

a
n

sm
is

si
o

n
 t

o
 IP

 a
dd

re
ss

 p
ro

vi
d

e
d

 b
y 

ve
n

d
o

r s
er

ve
r.

 
S

uc
ce

ss
fu

l c
o

n
fir

m
a

tio
n

 r
e

su
lts

 in
 i

n
st

ru
ct

io
n

s 
to

 W
al

le
t 

to
 o

pe
n 

ne
w

 b
ro

w
se

r w
in

d
o

w
 h

a
vi

n
g

 U
R

L 
to

 p
ag

e 
sh

o
w

in
g

 p
o

si
tiv

e
 r

e
su

lt 
o

f h
an

ds
ha

ke
. 

7.
 C

o
n

fir
m

a
tio

n
 is

 r
ec

ei
ve

d 
by

 T
o

o
lb

o
x 

an
d 

th
en

 
T

o
o

lb
o

x 
ch

ec
ks

 c
re

d
it 

o
f u

se
r a

nd
 s

en
ds

 g
at

ep
as

s 
re

sp
on

se
 t

o
 v

e
n

d
o

r .
 

• L
+

 
IN

TE
R

N
E

T 

,+
. 

~
 

• 
IS

P
 S

E
R

V
E

R
 

◄ 
• 

.. 

V
E

N
D

O
R

 

2.
 V

e
n

d
o

r s
e

rv
e

r 
o

ff
e

rs
 U

se
r 

P
C

 m
et

ho
ds

 o
f 

pa
ym

en
t. 

4.
 V

en
do

r s
en

ds
 r

e
q

u
e

st
 in

cl
u

d
in

g
 IP

 a
dd

re
ss

 
o

f u
se

rs
 c

o
m

p
u

te
r a

nd
 U

ID
 t

o
 to

o
lb

o
x 

se
rv

er
 

fo
r 

co
n

fir
m

in
g

 u
se

r 
co

m
p

u
te

r'
s 

id
e

n
tit

y 
an

d 
fo

r 
pa

ym
en

t g
at

ep
as

s.
 

8.
 

R
ec

ei
ve

s 
ga

te
pa

ss
 a

nd
 a

dv
is

es
 u

se
r t

h
a

t 
tr

a
n

sa
ct

io
n

 h
as

 b
ee

n 
ap

pr
ov

ed
. 

G
at

ep
as

s 
is

 
th

en
 f

or
w

ar
de

d 
to

 a
 c

en
tr

al
 c

le
ar

in
gh

ou
se

 
se

rv
e

r w
h

ic
h

 r
ec

ei
ve

s 
G

at
ep

as
s 

an
d 

in
iti

at
es

 
pa

ym
en

t t
o

 v
en

do
r.

 
G

at
ep

as
s 

ca
n 

be
 p

ro
vi

de
d 

w
it

h
 e

xp
ir

at
io

n 
tim

e.
 

C
le

ar
in

gh
ou

se
 s

er
ve

r 
ca

n 
be

 I
S

P
 s

e
rv

e
r 

o
r 

fo
u

rt
h

 p
ar

ty
 s

er
ve

r.
 

.....
. -...i. I\
) 

~
 

0 Q
 ,.. 0 Q
 

1,
0 

-..
J 

U
l 

0-
1 "C
 

l""'
l ~ rJ

J 
Q

 
Q

 ~
 ,.. Q

 
U

l 
00

 

Page 308 of 860



CJ
) 

C
 

CD
 

CJ
) 

-I
 

:::
j 

C
 

-I
 

m
 

CJ
) :c
 

m
 

m
 

-I
 

~
 

C
 r m
 

N
 

0
)
 -

FI
G

. 8
 U
S

E
R

 P
C

 
1.

 O
nl

in
e 

us
er

 g
oe

s 
to

 W
eb

si
te

 o
f 

... 
V

en
do

r 
us

in
g 

W
eb

 B
ro

w
se

r 
P

ro
gr

am
 a

nd
 s

el
ec

ts
 m

er
ch

an
di

se
 

to
 p

ur
ch

as
e.

 

3.
 U

se
r s

el
ec

ts
 s

ec
ur

ed
 s

ys
te

m
 

op
tio

n 
fo

r 
m

ak
in

g 
pa

ym
en

t w
hi

ch
 

ac
tiv

at
es

 s
cr

ip
t i

n 
us

er
 c

om
pu

te
r 

w
hi

ch
 c

on
fir

m
s 

PC
 fi

ng
er

pr
in

t a
nd

 
pu

ts
 P

C
 in

to
 w

ai
t m

od
e 

an
d 

se
nd

s 
U

ID
 to

 V
en

do
r's

 s
er

ve
r w

hi
ch

 
ac

tiv
at

es
 s

cr
ip

t i
n 

V
en

do
r's

 s
er

ve
r. 

6.
 I

f h
an

ds
ha

ke
 w

as
 p

os
iti

ve
, t

he
n 

w
al

le
t d

is
pl

ay
s 

co
nf

in
na

tio
n 

pa
ge

 
w

ith
 t

ra
ns

ac
tio

n 
in

fo
 r

ec
ei

ve
d 

by
 

T
oo

lb
ox

 fr
om

 v
en

do
r 

an
d 

us
er

 is
 

re
qu

ire
d 

co
nf

irm
 o

rd
er

 b
y 

ty
pi

ng
 

in
 c

ur
re

nt
 p

as
sw

or
d 

(s
el

ec
te

d 
at

 
in

st
al

la
tio

n 
or

 c
ha

ng
ed

 d
ur

in
g 

m
ai

nt
en

an
ce

) 
o

r t
o 

de
ny

 th
e 

or
de

r. 

IS
P

 S
E

R
V

E
R

 

C
R

E
D

IT
O

R
'S

 T
O

O
LB

O
X

 

5.
 T

oo
lb

ox
 r

ec
ei

ve
s 

re
qu

es
t f

ro
m

 v
en

do
r's

 s
er

ve
r. 

T
oo

lb
ox

 tw
ic

e 
se

nd
s 

ha
nd

sh
ak

e 
an

d 
pr

im
er

 
id

en
tif

ic
at

io
n 

nu
m

be
rs

 tr
an

sm
is

si
on

 t
o 

IP
 a

dd
re

ss
 

pr
ov

id
ed

 b
y 

se
rv

er
. 

If
 c

or
re

ct
, 

G
at

ek
ee

pe
r g

iv
es

 
T

oo
lb

ox
 a

cc
es

s 
to

 w
ai

tin
g 

th
re

ad
 a

nd
 W

al
le

t. 
T

oo
lb

ox
 

co
nf

irm
s 

di
gi

ta
l f

in
ge

rp
rin

t, 
an

d 
if

 v
al

id
at

ed
, 

in
st

ru
ct

s 
W

al
le

t t
o 

op
en

 n
ew

 b
ro

w
se

r w
in

do
w

 a
nd

 s
ho

w
 

C
on

fin
na

tio
n 

R
eq

ue
st

 P
ag

e 
to

 u
se

r. 

7.
 C

on
fin

na
tio

n 
is

 r
ec

ei
ve

d 
by

 T
oo

lb
ox

 a
nd

 th
en

 
T

oo
lb

ox
 s

en
ds

 g
at

ep
as

s 
re

sp
on

se
 to

 v
en

do
r. 

)I
\ '~
 

... 
.. 

I.
..

, 
~
 

IN
TE

R
N

E
T 

V
E

N
D

O
R

 

2.
 V

en
do

r o
ffe

rs
 U

se
r P

C
 m

et
ho

ds
 o

f p
ay

m
en

t. 

4.
 V

en
do

r 
re

ce
iv

es
 U

ID
 a

nd
 s

en
ds

 r
eq

ue
st

 
in

cl
ud

in
g 

U
ID

, I
P

 a
dd

re
ss

 a
nd

 t
ra

ns
ac

tio
n 

in
fo

rm
at

io
n 

to
 to

ol
bo

x 
se

rv
er

 to
 c

on
fir

m
 u

se
r 

co
m

pu
te

r's
 id

en
tit

y 
an

d 
to

 g
et

 g
at

ep
as

s 
fo

r 
ge

tti
ng

 p
ai

d 
fro

m
 c

re
di

to
r 

pa
ym

en
t. 

8.
 R

ec
ei

ve
s 

ga
te

pa
ss

 a
nd

 a
dv

is
es

 u
se

r t
ha

t 
tr

an
sa

ct
io

n 
ha

s 
be

en
 a

pp
ro

ve
d 

. 

9.
 G

at
ep

as
s 

is
 th

en
 fo

rw
ar

de
d 

to
 a

 c
en

tra
l 

cl
ea

rin
gh

ou
se

 s
er

ve
r w

hi
ch

 r
ec

ei
ve

s 
G

at
ep

as
s 

an
d 

in
iti

at
es

 p
ay

m
en

t t
o 

ve
nd

or
. 

G
at

ep
as

s 
ca

n 
be

 p
ro

vi
de

d 
w

ith
 e

xp
ira

tio
n 

tim
e.

 
C

le
ar

in
gh

ou
se

 s
er

ve
r c

an
 b

e 
IS

P
 s

er
ve

r o
r 

fo
ur

th
 p

ar
ty

 s
er

ve
r. 

O
pt

io
na

lly
, 

cr
ed

ito
r s

er
ve

r 
m

ay
 in

iti
at

e 
ha

nd
sh

ak
e 

an
d 

pr
im

ie
r 

ro
ut

in
e 

w
ith

 t
oo

lb
ox

 s
er

ve
r t

o 
co

nf
irm

 G
at

ep
as

s 
au

th
en

tic
ity

 

00
 

.....
.. 

.,o
ll,

, 

I\
) 

~
 

0 Q
 ,.. 0 Q
 

1.
0 

-..
J 

U
l 

0-
1 "C
 

l""'
l ~ rJ

J 
Q

 
Q

 ~
 ,.. Q

 
U

l 
00

 

Page 309 of 860



WO 01/009756 

en 
ci 
u:: 

I.... 
Q) 
(/) 
:::, 

9/12 

w 

CD 
I-

SUBSTITUTE SHEET (RULE 26) 

PCT /US00/21058 

Page 310 of 860



WO 01/009756 

N -N 

PCT/US00/21058 

10/12 

( 

SUBSTITUTE SHEET (RULE 26) 

Page 311 of 860



en
 

C
 

CJ
 

en
 

-I
 

:::
j 

C
 

-I
 

m
 

en
 

:c
 

m
 

m
 

-I
 

~
 

C
 r m
 

11
,,)

 
O

')
 -

30
8 

\ 

30
6 v

~
 

""""
" 

,:
._

_ 

30
4 

O
R

D
E

R
: 

I 
am

 M
r.

 S
m

it
h 

ID
#

 1
64

95
35

8-
43

79
 

IP
: 

15
4.

25
5.

49
8.

46
3 

Pu
rc

ha
se

 a
 B

ea
tle

s 
B

oo
k 

T
te

m
 n

n
m

h
er

 6
54

6/
12

 

FI
G

. 
11

 

\ 
30

2 

C
L

IE
N

T
 

~
 

~
 -~ N
 

~
 

0 Q
 .... o Q
 

'-0
 

--.
:i 

U
l 

0
'\ "'d
 

r:i
 
~
 

~
 

er
, 

Q
 

Q
 ~
 .... Q

 
U

l 
QC

) 

Page 312 of 860



en C
 

CD
 en -I
 

:::
j 

C
 

-I
 

m
 

en :c m
 

m
 

-I
 

'i
 

C
 r m
 

"->
 

a
, -

FI
G

. 
12

 

H
o

m
e

 
U

s
e

r 

S
a

fe
 

S
 o

 f
tw

 a
 r

e
 

3
. 

H
e

ll
o

, 
I 

a
m

 1
a

c
c
o

u
n

t 
n

o
. 

4
5

6
 

1 
5

. 
H

 e
re

 
it

 i
s 

1
. 

L
o

g
 

m
e

 
in

 
p

le
a

s
e

 

2
. 

H
o

w
 

d
o

 
w

e
 

k
n

o
w

 
it

's
 

y 
O

U
?

 
L

e
t'

s
 

C
h

e
 C

k
 

w
it

h
 

S
a

fe
 

9
. 

It
's

 
m

e
 

(t
ra

n
s
a

c
ti

o
n

 
ID

) 

1
2

. 
Y

o
u

 
a

re
 

c
le

a
r
e

d
 

to
 

lo
g

in
 

. 
H

 e
re

 
it

 i
s 

8
. 

It
's

 
ri

g
h

t.
H

e
re

 
is

 
a 

v
a

li
d

 
tr

a
n

s
a

c
ti

o
n

 
n

u
m

b
e

r 
c
e

rt
if

y
in

g
 
th

a
t 

y
o

u
 

a
re

 
y
o

u
. 

6
. 

It
's

 
ri

g
h

t.
G

iv
e

 
m

e
 
y
o

u
r 

h
a

 r
d

 w
a

re
 

s
ig

n
 a

 t
u

 r
e

 

4
. 

P
le

a
s
e

 
g

iv
e

 
m

e
 
y
o

u
r 

o
n

e
-t

im
e

 
p

a
s
s
w

o
rd

 

S
a

fe
 
S

e
rv

e
r 

B
a

n
k
 
W

e
b

 
P

a
g

e
 

1
0

. 
ls

 
th

is
 

a 
v

a
li

d
 

tr
a

n
s

a
c

ti
o

n
 

ID
?

 

1 
1 

. 
It

 i
s 

-
I
,
 

I\
) --I, I\
) 

~
 

0 Q
 

I-
'"'

 

0 Q
 

1,
0 

-..
J 

U
l 

0'
I 

"C
 

l""
l ~ rJ

")
 

Q
 

Q
 ~
 

I-
'"'

 
Q

 
U

l 
00

 

Page 313 of 860



INTERNATIONAL SEARCH REPORT I Intern ,al Appllcatlon No 

PCT/US 00/21058 
A, CLASSIFICATION OF SUBJECT MATTER 
IPC 7 G07C9/00 G07F7/10 G06F17/60 

According lo International Patent Classificallon (IPC) or lo both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (dassificalion system foDowed by dassificalion symbols) 

IPC 7 G07F G06F G07C 

Documentation searched other than minimum documen1a11on lo the extent that sueh documents are inclU<led in the fielas searchea 

Electronic data base OJnsulted during the international search (name ol data base and. where practical, search terms used) 

EPO-Intern a 1 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category• Citation of document. with incicalion, where appropriate, of the relevant passages ReleValll IO claim No. 

X us 5 899 980 A (RUVlO GUY ET AL) 1,2,9,10 
4 May 1999 (1999-05-04) 

y column 1, 1 i ne 55 -column 4, line 51 4,5 
column 5, line 58 -column 7, line 20 
column 11, line 10 -column 12, line 5· 

' figures 
---

X WO 98 47116 A (ERICSSON TELEFON AB L M) 1,14 
22 October 1998 (1998-10-22) 

y column 2, line 25 -column 3, line 7 11-13 
column 8, line 20 -column 9, line 29 
column 12, line 26 -column 13, line 16 
column 16, line 14 -column 17, line 26; 
figures 3A-3C,5A-5C 

---
X us 5 794 221 A (EGENDORF ANDREW) 1,9,10 

11 August 1998 (1998-08-11) 
A the whole document 6 

---
-/--

rn Further documents are !isled in the continuation of bOX C. ILl Patent family memoers are listed in annex. 

• Special categories of cited documents: 
'T' later document publiShed aner the lntematlonal flllng date 

• A' document defining the general stale of the art wllich is not 
or priority date and not In conflict with the application but 
died to understand the principle or theory underlying the 

considered lo be of particular relevance invention 
"E' earlier document but published on or after the International •x• document of particular relevance: Ille ctalmed Invention 

mngdale cannot be OJnsidared novel or cannot b& considered to 
'L' doaiment which may throw dOubts on prtortty daim(s) or lnvo!Ve an 1nvent1Ve step when the document is taken alone 

whlcfl Is cled to establsh the publication dale of another •y• document of particular relevance; the claimed invention 
citation or other special reason (as specified) cannot be considered to involve an Inventive step Wilen the 

•er document referring to an oral disclosure. use, exhtbttion or documenl is combined wilh one or more other such aocu-
other means ments. such combination being obvious to a P""'°" skilled 

'P' document published priOr to the intemattonal filing date but in Iha art. 

later than the prtorily date claimed •&• docurnenl member of the same patent family 

Date of the aclual OJmpletion of lhe international search Date ol maiting of the international search report 

18 January 2001 29/01/2001 
Name and malling address of the ISA Authorized officer 

European Palen! Office, P.B. 5818 Palenllaan 2 
NL - 2260 HV Aijswijk 

Tel. (+31-70) 340-2040. Tx. 31 651 epo nl, Parat, E Fax: (+31-70) 340-3016 

Foim PCTnSA/210 (second oheetl (July 1892) 

Page 314 of 860



INTERNATIONAL SEARCH REPORT 

C.(Contlnuatton) DOCUMENTS CONSIDERED TO BE RELEVANT 

Category• Citation of document. with indication.where appropriate. ol the relevant passages 

y 

y 

A 

A 

A 

US 5 648 648 A (CHOU KEN W ET AL) 
15 July 1997 (1997-07-15) 
column 1, line 57 -column 3, line 25; 
cla1m 5; figure 1 

US 5 907 617 A (RONNING JOEL A) 
25 May 1999 (1999-05-25) 
column 1, line 35 -column 2, line 40; 
claim 1; figure 1 

WO 99 31610 A (BRITISH TELECOMM ;LEVERIDGE 
PHILIP CHARLES (GB)) 
24 June 1999 (1999-06-24) 
page 3 -page 5; figures 

US 5 852 812 A (REEDER MARY) 
22 December 1998 (1998-12-22) 
abstract; claim 7; figures 1-3 

WO 98 59455 A (PERETTI GIULIO) 
30 December 1998 (1998-12-30) 
page 2, line 25 -page 5; figure 1 

Form PCT/ISA/210 (ca,tinuali<ln al soocnd sneet){July 1992) 

I Intern 1al Appllcatlon No 

PCT /US 00/21058 

Relevant lo claim No. 

4,5 

11-13 

1,5,9 

1,9 

1,9 

page 2 of 2 

Page 315 of 860



INTERNATIONAL SEARCH REPORT 
, ,nterr .,al Application No 

.. ,,ormatlon on patent ramlly members. 
PCT /US 00/21058 

Patent document I Publication 

I 
Patent family 

I 
Publleation 

cited in search report date member(s) date 

us 5899980 A 04-05-1999 AU 8644298 A 01-03-1999 
BR 9814041 A 03-10-2000 
CN 1270682 T 18-10-2000 
EP 1031106 A 30-08-2000 
WO 9908218 A 18-02-1999 
NO 20000563 A 11-04-2000 

WO 9847116 A 22-10-1998 AU 7094398 A 11-11-1998 
BR 9808534 A 23-05-2000 
CN 1260895 T 19-07-2000 
EP 0976116 A 02-02-2000 
NO 995031 A 16-12-1999 

us 5794221 A 11-08-1998 AU 5986596 A 10-02-1997 
CA 2226253 A 30-01-1997 
EP 0845125 A 03-06-1998 
JP 2000505568 T 09-05-2000 
WO 9703410 A 30-01-1997 

us 5648648 A 15-07-1997 NONE 

us 5907617 A 25-05-1999 AU 6269796 A 30-12-1996 
CA 2223409 A 19-12-1996 
EP 0870381 A 14-10-1998 
WO 9641449 A 19-12-1996 

WO 9931610 A 24-06-1999 AU 1570399 A 05-07-1999 
EP 1040437 A 04-10-2000 

us 5852812 A 22-12-1998 NONE 

WO 9859455 A 30-12-1998 IT T0970546 A 23-12-1998 
AU 7917398 A 04-01-1999 
EP 0996939 A 03-05-2000 

Form F'CTnSA/210 (patonttamI1y omex) {July 1992) 

Page 316 of 860



---iiiiiiiiiiiiiii 
iiiiiiiiiiiiiii 

-

---
----iiiiiiiiiiiiiii 
iiiiiiiiiiiiiii 

----

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 

(19) World Intellectual Property Organization 
International Bureau 

( 43) International Publication Date 
27 March 2008 (27.03.2008) 

(51) International Patent Classification: 
G06F 21122 (2006.01) 

(21) International Application Number: 

PCT 

PCT /EP2007 /060056 

(22) International Filing Date: 
21 September 2007 (21.09.2007) 

(25) Filing Language: 

(26) Publication Language: 

English 

English 

(30) Priority Data: 
PA 2006 01221 21 September2006 (21.09.2006) DK 
60/874,955 15 December 2006 (15.12.2006) us 
60/907,465 3 April 2007 (03.04.2007) us 
PA 2007 01237 30 August 2007 (30.08.2007) DK 
60/935,769 30 August 2007 (30.08.2007) us 

(71) Applicant and 
(72) Inventor: BOESGAARD SORENSEN, Hans Martin 

[DK/DK]; Ulrikkenborg lOA, 1., DK-2800 Lyngby (DK). 

1111111111111111 IIIIII IIIII 11111111111111111111111111111111111 IIIII lllll 11111111111111111111111 

(10) International Publication Number 

WO 2008/034900 Al 
(74) Agent: INSPICOS A/S; P.O. Box 45, B\Zige Alle 5, 

DK-2970 H0rsholm (DK). 

(81) Designated States (unless otherwise indicated, for every 
kind of national protection available): AE, AG, AL, AM, 
AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, CA, CH, 
CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG, 
ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, 
IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, 
LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN, MW, 
MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH, PL, 
PT, RO, RS, RU, SC, SD, SE, SG, SK, SL, SM, SV, SY, 
Tl, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, 
ZM, ZW. 

(84) Designated States (unless otherwise indicated, for every 
kind of regional protection available): ARIPO (BW, GH, 
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM, 
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), 
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI, 
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, MT, NL, PL, 
PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, 
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG). 

Published: 
with international search report 

(54) Title: FABRICATION OF C01\t1PUTER EXECUTABLE PROGRAM FILES FROM SOURCE CODE 

~ (57) Abstract: A method for protecting a computer program against manipulation and for shielding its communication with other < programs against eavesdropping and modification is presented. The method comprises the creation of individualized program copies 
to different groups of users, the insertion of or the derivation of individual cryptographic keys from the program code, the obfuscation 

0 of the program code, and the self-authentication of the program towards other programs. The method is suitable for the protection 
~ of online banking, online investment, online entertainment, digital rights management, and other electronic commerce applications. 

"'1' 
~ 
0 ...._ 
00 
0 
0 
M 

0 
~ 

Page 317 of 860



WO 2008/034900 PCT /EP2007 /060056 

1 

FABRICATION OF COMPUTER-EXECUTABLE PROGRAM FILES FROM SOURCE CODE 

FIELD OF THE INVENTION 

5 The present invention is generally concerned with securing computer programs, network 

communication, and stored data against attacks. 

BACKGROUND OF THE INVENTION 

10 The increase in electronic commerce in recent years has also led to a rapid growth in 

computer crime. In particular, authenticating transactions over computer networks proved to 

be a major target of attacks, using a variety of techniques such as phishing. As an example, 

at the time of this writing, almost all major banks worldwide are under attack by various 

forms of identity theft, and while the financial losses are significant, the more important 

15 danger is that of bank users losing confidence in online banking. 

It has become clear that the old recipes for protecting client-server connections over insecure 

networks (as e.g. user passwords or their combination with one-time passwords) no longer 

provide the necessary level of security. Attackers use a combination of more and more 

20 advanced techniques, such as man-in-the-middle attacks, phishing, DNS spoofing, and 

malware (viruses, Trojan horses). In this context, new protection techniques are required to 

secure financial online transactions. 

The present invention can prevent most man-in-the-middle, phishing, and malware attacks 

25 on for example online banking applications, online investment applications, and online 

entertainment applications. 

SUMMARY OF THE INVENTION 

30 Nomenclature 

Some of the terms used in this document are described in the following: 

Argument: An input, e.g. to a function, a server, or a HTTP request 

35 Asymmetric key: A cryptographic key to be used in an asymmetric algorithm. 

Asymmetric algorithm: An algorithm using one key for encryption and another key for 

decryption or an algorithm using one key for signing and another key for 

verifying the signature, Can for example be RSA or ECC. 

Authentication tag: See tag. 

SUBSTITUTE SHEET (RULE 26) 
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An encryption/decryption algorithm operating on plaintext / ciphertext 

blocks of fixed length. Can for example be AES or 3DES. Also see [Sc96] pp. 

4 and 189-211. 

See encryption / decryption algorithm. 

An encrypted string. 

Client application: A com put er program that can connect to a server application. An 

application being a client towards a server might also be a server towards 

another client. 

Composition: In this text, the composition of a function or algorithm that is different for 

each copy denotes the functionality of the specific function or algorithm in a 

specific copy. For example, one composition can be f(x) = 3x+ 4 and another 

composition can be f(x) = ?x-2. 

Computer-executable program file: For example an .exe, .dll, .ocx, .class, or .jar file. 

Copy: Two different copies of a computer program have the same overall features 

but may have different internal functions, e.g. key generators. 

Cryptographic algorithm/ function: In this text, this denotes a mathematical function (or its 

implementation) that is used for communication or storage in the presence 

of an adversary. Exam pies include encrypt ion / decrypt ion 

algorithms, message authentication codes (MAC), or hash functions. 

20 Digital document: Includes HTML, XHTML, XML, PDF, word process files, and spread sheet 

files. 

Encryption/ decryption algorithm: An encryption algorithm encodes data under a key such 

that it cannot be distinguished from random data. A decryption algorithm 

reverses the encryption algorithm and restores the original data, using a 

25 key. Can e.g. be a block cipher, a stream cipher or an asymmetric cipher. 

30 

35 

Also see [Sc96] pp. 1-5. 

Hash function: A function that takes a string of any length as input and returns a string of 

fixed length as output. The function achieves a strong mixing of the string, 

and its output can be used as a short identifier for the input. Examples 

IV: 

Key: 

MAC function: 

are collision resistant hash functions, one-way functions, or any family of 

pseudo-random functions). Also see [Sc96] pp. 30-31. 

Initialization vector. A publicly known string that is used to avoid that a 

cryptographic algorithm always produces the same output. 

A string usually known only by some parties. Keys are used as input to 

cryptographic algorithms. Also see [ Sc96] p. 3. 

A message authentication code (or MAC) takes a key and a data string as 

input and produces an authentication tag as output. If the key is a secret 

shared by sender and receiver and if the tag is appended to the message, 
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the receiver can re-run the MAC to verify that the data has not modified 

since it was written. Also see [Sc96] p. 31. 

One-time password (OTP) or one-time key (OTK): A key or password used only once, e.g. for 

authenticating a user. 

Plaintext: 

PRNG: 

Seed: 

An un-encrypted string. 

A pseudo-random number generator (or PRNG) takes a seed as input and 

generates an output string of arbitrary length. If the key is not known, the 

output string cannot be distinguished from random. Also see "pseudorandom 

sequence generator" in [ Sc96] pp. 44-45. 

Input to a PRNG. 

Server application: A computer program that can receive connections from a client 

application and/or provide services to a client application. 

Server: 

Source code: 

Stream cipher: 

String: 

Software (i.e. server application), hardware, or combination thereof that can 

receive connections from a client application and/or provide services to a 

client application. 

For example the content of a .java, .c, .cpp, .h, or .pas file. 

An encryption/decryption algorithm operating on streams of plaintext or 

ciphertext. Also see [Sc96] pp. 4, 189, and 197-199. 

A block of data. Can be a text string (a set of characters) or a binary string 

(a set of bits). 

Symmetric key: A cryptographic key to be used in a symmetric algorithm. 

Symmetric algorithm: An algorithm using the same key for both encryption and decryption or 

for both creating an authentication tag and verifying an authentication tag. 

Can for exam pie be a block cipher, a stream cipher, or a MAC function, 

Tag: 

Time stamp: 

Version: 

XOR: 

Output of a MAC function. 

A string containing information about date and/or time of day. 

Two different versions of a computer program have different features. 

Usually, a new version has more or better features than the previous 

version. 

Binary operation often denoted by . 0 0 = 0, 0 1 , 1 0 = 1, and 

1 = 0. 

[ Sc96]: Bruce Schneier, Applied Cryptography, John Wiley & Sons, 1996. 

35 Introduction 

In a first aspect, the invention provides a method of fabricating computer-executable 

program files from a source code, the method comprising the step of embedding, in each of 

the fabricated computer-executable program files, at least one value or means for generating 
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at least one value, said value being uniquely selected or generated for each of the fabricated 

computer-executable program files, whereby all of the fabricated computer-executable 

program files are capable of carrying out instructions defined by the source code, and 

whereby each individual computer-executable program file is capable of generating a unique 

5 output, which depends on said uniquely selected or uniquely generated value. 

It will hence be appreciated that the method of the first aspect of the present invention 

fabricates unique copies of a computer program (computer-executable program file), i.e. 

copies that are all capable of carrying out the same instructions to perform identical 

1 0 operations in terms of overall functionality. However, the copies fabricated by the method of 

the first aspect of the invention all differ from each other in that each copy is capable of 

generating a unique output. 

It will be understood that, in embodiments of the method according to the present invention, 

15 the at least one value may be embedded as a static value. Alternatively, the at least one 

value may be generatable by the means for generating the value. The means for generating 

the value may be generated at the stage of fabricating the computer-executable program 

files. The means for generating the value are preferably adapted to generate the value at 

runtime of the computer-executable program files. 

20 

The unique output is normally generated at runtime of the computer-executable program 

files, but may also be embedded as a static value, which is generated at the fabrication 

stage. 

25 In preferred embodiments of the invention, the means for generating the at least one value 

may comprise computer program functionality, such as source code, e.g. in macro or script 

language, or compiled code capable of generating the value. 

The unique output is preferably reproducible by another program or accessible by another 

30 program. For example, different copies of the computer-executable program files fabricated 

by the present method may be distributed to different users, such as users in a computer 

network, such as online banking users. The other program capable of reproducing or 

accessing the unique output may, for example, be running on a server in the computer 

network, such as a server run by a bank. Hence, the unique output may be used as a 

35 common secret or used to generate a common secret, such as one or more encryption keys. 

Whereas it has hitherto been a paradigm in the art of computer programming that all copies 

of a program were identical in al respects, the present invention relies on the fundamental 

principle that all copies are deliberately made non-identical. This brings about the advantage 
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that it is rendered impossible to design a hacking tool capable of generally attacking the 

computer-executable program files fabricated by the present invention. For example, if an 

encryption key is hacked, this key is of no use if applied in a copy of the program different 

from the original unique copy of the program. 

Preferably, the unique outputs of two copies of the computer program are uncorrelated, i.e. 

with the knowledge of one output, one cannot predict the unique output provided by another 

copy of the computer program. 

1 0 For exam pie, the computer-executable program files fabricated may be capable of carrying 

out online banking transactions. Hence, all copies of the program files will appear identical to 

users, i.e. all user interfaces are identical, and the programs carry out identical operations, 

except with regard to the unique output, which is different between different copies of the 

program files. The operations carried out by all copies of the computer program may e.g. 

15 include prompting for user id and password, offering various functionalities, such as money 

transactions, account inquiries, etc. 

In most envisaged embodiments of the invention, the unique output produced by each 

individual copy of the program files is preferably not visible to or accessible by users. Such 

20 embodiments include, in particular, most online banking applications, media players, anti 

virus programs, other security programs, financial programs, games, distributed computing 

applications, ORM applications. However, the unique output may for certain applications be 

made visible to or accessible by users. For example, the output may be made available to 

users for debugging purposes. 

25 

30 

The method according to the first aspect of the invention is preferably carried out on a device 

capable of automatically carrying out instructions as provided in a program. Preferably, the 

method is implemented on an electronic device including an electronic processor, such as a 

com put er including a CPU. 

From the above description, it will be appreciated that each user or group of users preferably 

uses (is provided with) a different copy of the computer-executable program file. Whereas for 

certain applications it may be acceptable that the same copy is provided to two different 

users among many users, it is usually preferred that a copy provided to a user is not re-used, 

35 i.e. is not provided to another user. 

The embedded means for generating the at least one value may depend on at least one 

embedded value. The means for generating the at least one value may, for example, include 

a key generator for generating an encryption key, which is unique in respect of a particular 
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copy of the program. The key generated by the key generator may depend from a value, 

which is specific for one single copy of the program file, and which has been embedded at the 

fabrication stage. In preferred embodiments, key generators of different copies of the 

program use different arithmetic functions as well as different embedded values to enhance 

5 security. 

The process of fabricating computer-executable program files from a source code may be 

divided into at least two steps. In a first step, which is performed once, source code is 

converted into at least one intermediate file, such as a machine-code or object file. In a 

1 0 second, subsequent step, the at least one intermediate file and optionally other files are 

converted into the computer-executable program file. The second step is performed for each 

computer-executable program file. Thereby, fabrication is facilitated, as the first fabrication 

step, which is com man to all copies, is only performed once. 

1 5 At least a part of the source code used as input to the fabrication process may be evaluated 

to determine if it meets one or more predefined criteria for being equipped with the at least 

one embedded value or means for generating the at least one value. For example, at the step 

of fabricating, it may be determined if the computer-executable program file(s) to be used as 

input is intended to be capable of exposing confidential data. If this is the case, the 

20 fabrication software may be setup to deny fabrication. 

25 

The embedded means for generating the at least one unique value may comprise at least one 

extractor subfunction, as described in further detail below. The extractor subfunction(s) may 

be uniquely selected for each computer-executable program file. 

As discussed, the unique output may be used to generate a cryptographic key, or used itself 

as a cryptographic key. Such key may e.g. be used to generate an authentication tag for 

authenticating data or for authenticating the program itself or other programs, or for 

authenticating the execution environment, in which the program is run. The execution 

30 environment to be authenticated may e.g. include an operating system, internet browser, or 

external software components. 

The at least one embedded value or means for generating at least one value may be used as 

a serial number or to derive a serial number that can be used, e.g. by server software, to 

35 identify the copy of the computer program. For example, the server may include a database, 

from which the internal structure of the specific copy of the program can be derived, e.g. to 

reconstruct a key generator. In other words, information about how a computer-executable 

program file is generated can be stored, such that the computer-executable program file can 
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be reproduced or its functionality or part thereof can be reproduced or simulated, for 

example by a server. 

The at least one embedded value or the means for generating the value may be constructed 

5 by an algorithm using a pseudo-random number generator (PRNG). Hence, the fabrication 

method may include the following steps: 

1. choosing a PRNG seed, 

2. generating a string of pseudo-random bits from the PRNG seed using a pseudo­

random number generator, 

1 0 3. using the string of pseudo-random bits to determine at least one em bedded value or 

15 

20 

how to construct the embedded means for generating at least one value. 

Hence, if the PRNG seeds and the serial numbers of the individual copies of the program are 

stored, the embedded value or means for generating the value, e.g. a key generator, may be 

reproduced at a later stage, e.g. by a server. 

To enhance security, the computer-executable program files may be obfuscated. More 

specifically, obfuscation renders it more difficult to extract, for example, a key generator 

from the fabricated program files, and patching of the fabricated program files is also 

rendered difficult. 

The obfuscation method may depend random or pseudo-random data, so that its output 

varies in accordance with that data. Hence the obfuscation output may vary to further 

enhance security. Thus, if the obfuscation method is applied more than once to the same 

input (such as e.g. a source code or a compiled version of a program), the two obfuscated 

25 outputs will not be identical. 

At least a part of the computer-executable program file may be stored in encrypted form and 

may be decrypted at runtime. For exam pie, an unecrypted part of the program file may be 

used to initiate operation or setup of the program, e.g. to contact a server with a request for 

30 a decryption key for decrypting the remaining part(s) of the program file. The decryption key 

provided by the server may be provided in encrypted form and may be decrypted by the 

program file, using a cryptographic key derived from the unique output. 

The fabricated computer-executable program file including the at least one em bedded value 

35 or embedded means for generating at least one value may contain program code that can 

read profile data, such as: 

• brand, type, version, or serial number of a hardware component, 

• brand, type, version, or serial number of a software component, 

• software or hardware configuration data, 
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• network configuration data, and 

• identity of the user 

where the profile data is used as input to the means for generating at least one value. It may 

thereby be ensured that the program is not executable on any other system (or in any other 

5 environment) than the one, at which it is intend to run. Alternatively, the program may 

include functionality allowing the profile data to be submitted to a server to allow the server 

to determine if the program is executed in an allowable environment. 

As described further below in connection with Fig. 14, data may be sent in encrypted or 

1 0 authenticated form between a first and a second program (programs C and Din Fig. 14). The 

encryption/decryption key or authentication key may be derived from the at least one 

embedded value or means for generating the at least one value in the first program program 

C. The encryption/decryption key or authentication key may be derived in the second 

program D from knowledge about the at least one embedded value or means for generating 

1 5 at least one value in the first program C. 

As described further below in connection with Fig. 15, data may be sent in encrypted or 

authenticated form between third and fourth programs, G and Hin Fig. 15. The programs G 

and H both communicate securely with server I using cryptographic keys derived from G's 

20 and H's at least one embedded value or means for generating the at least one value. The 

server I provides at least one cryptographic key to G and H to be used to encrypt/decrypt or 

authenticate at least a part of the data sent between G and H. 

The present invention further provides a server from which computer-executable program 

25 files fabricated according to the fabrication method described above can be downloaded. 

Further, the invention provides a server communicating with a computer-executable program 

file fabricated according to the present fabrication method. 

The invention further provides a document into which at least one computer-executable 

30 program file fabricated according to the present invention is embedded. Further, the 

invention provides a computer on which at least one computer-executable program file 

fabricated according to the present invention is stored or executed. Further, the invention 

provides a computer program for fabricating computer-executable program files from source 

code, the computer program comprising means for performing the fabrication method 

35 according to the present invention. Further, the invention provides a com put er-readable data 

medium comprising such a computer program, and a computer loaded with the computer 

program. Further, the invention provides a computer-executable program file fabricated by 

the fabrication method of the present invention. 

Page 325 of 860



WO 2008/034900 PCT /EP2007 /060056 

9 

Still further, the present invention provides a computer program comprising a computer­

executable program file fabricated from a source code, the computer program including, in 

said computer-executable program file, at least one em bedded value or means for generating 

at least one value, said value being uniquely selected or uniquely generated for the 

5 computer-executable program file, whereby the computer-executable program file is capable 

of carrying out instructions provided by the source code and of generating a unique output, 

which depends from said uniquely selected or uniquely generated value. 

The computer program may include functionality, i.e. program code, to carry out all method 

1 0 steps described above in connection with the fabrication method of the first aspect of the 

invention. 

The present invention further provides a computer network comprising a server and a 

plurality of clients, wherein each client is loaded with a copy of a first com put er program, and 

15 wherein the server is loaded with a second computer program, each copy of the first 

com put er program com prising: 

20 

25 

• a computer-executable program file fabricated from a source code, which is common 

to all copies of the first computer program; 

• at least one embedded value or means for generating at least one value, said value or 

said means being included in said computer-executable program file, said value being 

uniquely selected or uniquely generated for the computer-executable program file, 

whereby the computer-executable program file is capable of carrying out instructions 

provided by the common source code and of generating a unique output, which 

depends from said uniquely selected or uniquely generated value; the computer 

network being programmed to communicate said unique output from each of the 

clients to the server, so as to enable the second computer program to authenticate 

each copy of the first computer program based on said output. 

Each copy of the first computer program may include functionality, i.e. program code, to 

30 carry out all method steps described above in connection with the fabrication method of the 

first aspect of the invention. 

The invention also provides a server for use in the above-described computer network, the 

server being suited for communication with said plurality of clients via the com put er network, 

35 said second computer program being adapted to authenticate each copy of said first 

com put er program based on said unique output. 

The invention further provides a server communicating with a client computer program 

comprising a computer-executable program file fabricated from a source code, the computer 
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program including, in said computer-executable program file, at least one embedded value or 

means for generating at least one value, said value being uniquely selected or uniquely 

generated for the computer-executable program file, whereby the computer-executable 

program file is capable of carrying out instructions provided by the source code and of 

5 generating a unique output, which depends from said uniquely selected or uniquely 

generated value. 

The computer-executable program file may include functionality, i.e. program code, to carry 

out all method steps described above in connection with the fabrication method of the first 

1 0 aspect of the invention. 

The server may include functionality that allows it to recreate at least one of 

• at least one of the at least one em bedded values, and 

• at least a part of the embedded means for generating at least one value 

15 as is embedded in a client program. 

The server may further include functionality allowing it to load, from a database or file, at 

least one of 

• at least one of the at least one em bedded values, and 

20 • at least a part of the embedded means for generating at least one value 

as is embedded in a Client Program. 

Using a on line banking application as example, figure 1 shows an attack scenario. In the top, 

we have the bank, which is considered secure. Below that, we have the Internet which 

25 connects the users' computers to the bank. From left, we have three legal users, who want to 

use the online banking application to conduct transactions. But at the right, we have an 

attacker who wants to make money by modifying other users' transactions or by fabricating 

transactions that to the bank look like transactions authorized by other users. 

30 Figure 2 shows the components involved in onlinr banking. The user and the bank are 

considered secure, but the on line banking program, the com put er, the data stored on the 

user's computer by the online banking program, and the Internet can be under control of an 

attacker. This can be used by the attacker to trick the user and/or the bank to modify or 

make transactions in the attackers favor. 

35 

Figure 3 shows how the present invention can improve the security of on line banking. By 

inserting a key generator in the online banking program ('"netbank program" in the figure), 

the online banking program's authenticity can be verified by the banking. Thus, the online 

banking program will be secure. Using this key generator, a secure link can be established to 
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the banking (illustrated by the green arrow between the online banking program and the 

bank), and finally, online banking data stored on the user's computer can be protected 

(illustrated by the green arrow between the online banking program and the online banking 

data ("netbank data" in the figure). This solution leaves only one weakness: the link between 

5 the user and the on line bank program (i.e. the user interface). 

Key generator 

In one embodiment of the present invention, a key extractor is embedded into a computer-

10 executable program file. This key extractor may take an extractor IV as input and generates 

an extracted key as output (see left part of figure 4). The extracted keys can for example be 

used as key in cryptographic functions. 

In one embodiment of the present invention, computer-executable program files are 

15 generated in a way such that one or more unique strings are embedded into each copy. 

These one or more unique strings can for example be used as parameters to a key extractor 

in order to generate keys that are unique for each copy, as serial numbers, or as keys in 

cryptographic functions. 

20 In one embodiment of the present invention, the extractor function always returns a constant 

string. Thus, the extracted key is a constant. 

In one embodiment of the present invention, the extractor function is build as shown in figure 

5: 

25 • The function has a number of inner state words (their initial values are W 1 , W 2 , W 3 , 

30 

and W 4 in the figure). 

• A number of extractor subfunctions (F1 , F2 , ... Fn in the figure) are manipulating the 

inner state words. 

• The resulting inner state words are manipulated (the L function in the figure) in order 

to generate the extracted key. 

Each extractor subfunctions can take one or more inner state words as input and can change 

the value of one or more inner state words. One or more of the initial values of the inner 

state words (W1 , W 2 , W 3 , and W 4 in the figure) may be derived from an extractor IV. There 

can be one or more inner state words. One or more of the extractor subfunctions may 

35 depend on an extractor IV or value derived thereof. One or more of the extractor 

subfunctions may depend on a constant value. 

In one embodiment of the present invention, extractor subfunctions are chosen from a set of 

available extractor subfunctions when the computer-executable program file containing an 
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extractor function is generated. The set of available extractor subfunctions can be defined in 

the program generating the computer-executable program files containing an extractor 

function. 

5 The function combining the inner state words into the extracted key (the L function in figure 

5) can for example consist of one or more of: 

• A concatenation of the inner state words. 

• A hash function 

• A MAC fu net ion 

10 • An encryption function; e.g. one block cipher operation for each state words using the 

state word as key, forwarding the output (ciphertext) to the next as input (plaintext). 

The output of the last operation is the extracted key. 

In one embodiment of the present invention, the extractor function is build as shown in figure 

15 6: 

• Initial values of the inner state words are generated from the extractor IV by a 

function (the J function in the figure). 

• A number of extractor subfunctions are manipulating the inner state words (F1 , F2 , ... Fn 

in the figure). 

20 • Parameters for the extractor subfunctions are generated from the extractor IV by a 

function (illustrated by the K function in the figure). 

• Constants for the extractor subfunctions (C1 , C2 , .•• Cn in the figure) are embedded in 

the computer-executable program file. 

• The resulting inner state words are processed by a function to generate the extracted 

25 key (the L function in the figure). 

Each extractor subfunction can take one or more inner state words as input and can change 

the value of one or more inner state words. 

In one embodiment of the present invention, the extractor subfunctions produces a balanced 

30 output, are non-linear, and/or are correlation-resistant. 

35 

In one embodiment of the present invention, the extractor subfunctions relies on bijective 

function (e.g. addition, subtraction, xor, or rotating) or on table lookups (e.g. the s-boxes 

from the encryption algorithm AES). 

In one embodiment of the present invention, extractor functions have jump instructions. 

These jump instructions may for example be conditional. The conditional jumps can for 

example depend on one or more of: 

• One or more inner state words. 
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• The extractor IV. 

• A constant value. 

In one embodiment of the present invention, an extracted key or one or more unique strings 

5 are used as input to a blender function (see right part of figure 4). This blender function also 

takes a blender IV as input and generates a purpose key as output. 

10 

In one embodiment of the present invention, the output from a key generator (an extracted 

key) is used as input to a blender function (see figure 4). 

In one embodiment of the present invention, a unique key generator function is embedded 

into each computer-executable program file. The extractor function is or is not different for 

each copy. The blender function is or is not different for each copy. 

15 In one embodiment of the present invention, a blender function relies on cryptographic 

functions to generate the purpose key from its inputs. 

In one embodiment of the present invention, a blender function concatenates the blender IV 

and the extracted key and processes the resulting string (or a string derived thereof) by a 

20 hash function. The output from the hash function or a string derived thereof is used as 

purpose key. 

In one embodiment of the present invention, a blender function uses the blender IV (or a 

string derived thereof) as message and the extracted key (or a string derived thereof) as key 

25 to a MAC function. The output of the MAC function (or a string derived thereof) is used as 

purpose key. 

In one embodiment of the present invention, a blender function uses the blender IV (or a 

string derived thereof) as plaintext and the extracted key (or a string derived thereof) as key 

30 to a block cipher. The output of the block cipher (or a string derived thereof) is used as 

purpose key. 

In one embodiment of the present invention, a blender function uses the blender IV (or a 

string derived thereof) as key and the extracted key (or a string derived thereof) as plaintext 

35 to a block cipher. The output of the block cipher (or a string derived thereof) is used as 

purpose key. 

In one embodiment of the present invention, the key generator consists of a constant string 

that directly or after manipulation is used as key for a block cipher. The generator IV (or a 
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string derived thereof) is used as plaintext and the cipher text output (or a string derived 

from it) is used purpose key. 

In one embodiment of the present invention, the key generator consists of a constant string 

5 that is concatenated with the generator IV or by other means combined with the generator 

IV. The resulting string is hashed and the resulting string (or something derived from it) is 

used as purpose key. 

In one embodiment of the present invention, an extractor IV and/or a blender IV are derived 

1 0 from a key generator IV. 

In one embodiment of the present invention, a key generator IV is derived from a counter 

value. 

15 In one embodiment of the present invention, a key generator IV is derived from a time 

stamp. 

In one embodiment of the present invention, several purpose keys are generated from one 

key generator IV. This can be achieved in several ways, for example: 

20 • By manipulating the key generator IV before calling the key generator. 

• By manipulating the extractor IV. 

• By manipulating the blender IV. 

• By manipulating the extracted key, e.g. appending a string to it. 

• By manipulating the purpose key returned by the key generator. 

25 • By manipulating the purpose key returned by the key generator and sending the 

manipulated key through a cryptographic function, e.g. a hash function. 

• By using different key generator functions (completely different or with just one or 

more components different). 

30 In one embodiment of the present invention, a purpose key is used as at least one of: 

35 

• An encryption key. 

• A decryption key. 

• An authentication key. 

• An authentication value (i.e. a value that can be used to confirm that a computer­

executable program file contains a given key generator). 

In one embodiment of the present invention, data from the user, data about the user, or data 

from something in the user's possession is included in the key generation process. In this 

way, user authentication can be embedded into the key generation. Data from the user can 
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for example be a password, an account number, or a user name. Data about the user can for 

example be biometric data. Data from something in the user's possession can for example be 

a one-time password or a short-time password (e.g. from a password generator device) or a 

key stored in a file on a devices (e.g. a hard disk or a USB memory stick). 

In one embodiment of the present invention, a computer-executable program file has several 

key generators. 

In one embodiment of the present invention, one computer program has a key generator 

1 0 embedded into its program code. Another computer program has knowledge about the 

composition of the key generator and can, based on this knowledge, reproduce the key 

generator's functionality and thus its output. 

In one embodiment of the present invention, the process of generating a computer-

15 executable program file with a key generator comprises generating a random or unique seed 

string. This seed string is expanded to a longer string using a PRNG. This string (or 

something derived from it) is divided into substrings used for constructing the extractor 

function. These substrings can for example choose which extractor subfunctions to use, on 

which inner state words they operate, or be used as constants given to the subfunctions (e.g. 

20 C1 , C2 , ... Cn in figure 6). If all non-static information needed to construct an extractor 

function is derived from the expanded string (and thus from the seed string), knowledge of 

the seed string is enough to reproduce the complete key generator. 

In one embodiment of the present invention, computer-executable program files with unique 

25 key generators are given unique serial numbers. This serial number can for example be used 

to look up the copy's PRNG seed in a table or a database. If a party knows the PRNG seeds 

used to generate a program with a given serial number, that party can reproduce the key 

generator and thus produce the same keys as the computer-executable program file. The 

serial numbers can for example be consecutive, random, or encrypted consecutive numbers. 

30 

35 

In one embodiment of the present invention, a computer-executable program file with a key 

generator is embedded or included in another file, for example a java archive file (.jar file), 

an archive file (e.g. a .tar file), a compressed file (e.g. a .gz file), a compressed archive file 

(e.g. a .zip file), or an install file. 

Client and server 

In one embodiment of the present invention, a client program has a key generator embedded 

into its program code and a server has knowledge about the composition of the key 
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generator. Thus, the client program and the server program can generate the same purpose 

key given the same key generator IV. 

In one embodiment of the present invention, client programs with embedded key generators 

5 are communicating with one or more server programs. Figure 7 shows an example. The client 

program generator is a program that can generate client programs with unique embedded 

key generators. For each client program it has generated, it stores the generated program in 

a program file database and the program's serial number and PRNG seed in a seed database. 

The client program can for exam pie be distributed to users via a web server or on optical 

10 media via retail stores or by mail. When the user uses the client program, the client program 

can communicate with a transaction server using purpose keys generated by the key 

generator if the transaction server has access to the seed database, since it using the 

program's serial number (sent from the client program to the server) can find the client 

program's seed in the seed database and using the seed can reproduce the client program's 

1 5 key generator. 

In one embodiment of the present invention, client programs with embedded key generators 

are communicating with one or more server programs. The client program generator stores 

the generated client programs in a program file database and stores the program's serial 

20 number with a program containing only the key generator as embedded in the generated 

client program in a key generator database. When the user uses the client program, the 

client program can communicate with a transaction server using keys generated by the key 

generator if the transaction server has access to the key generator database, since the key 

generator program can generate the same keys as the client program's key generator. 

25 

In one embodiment of the present invention, client programs with embedded key generators 

are communicating with one or more server programs. The client program generator 

generates client programs with unique key generators on-demand when a user requests a 

program. When a client program is generated, the serial number and PRNG seed is stored in 

30 a seed database. Alternatively, serial number and key generator is stored in a key generator 

database. 

In one embodiment of the present invention, HTTP caching e.g. by proxy servers is prevented 

by giving unique names to each computer-executable program file, e.g. by adding a 

35 argument string (e.g. "?rand_id= Ox5E9A005P') to the file name URL, where the hexadecimal 

number is unique for each user (e.g. stored on user PC in cookie) or unique in general. 

Obfuscation 
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In one embodiment of the present invention, the generated computer-executable program 

file or a part thereof is obfuscated. This obfuscation may make it harder to derive information 

on how the key generator function is build and/or to make it harder to reverse-engineer the 

program in general. Furthermore, the obfuscation may make it harder to produce a computer 

5 program that can automatically patch (i.e. modify) the computer-executable program file. 

The obfuscation process can for example comprise one or more of the following techniques: 

• Replacing a program instruction or a set of program instructions with another program 

instruction or set of program instructions with equivalent functionality. 

1 0 • Reallocate registers, i.e. change the use of processor or co-processor registers. 

• Change the order of the program instructions. 

• Change the order of functions or program instruction blocks. 

• Change loop structure, e.g. inline functions, add meaningless jumps, or replace loop 

with post-evaluation of condition with loop with pre-evaluation of condition. 

1 5 • Inserting useless data or program instructions. 

• Interleaving one or more program sequences. 

• Reordering of static data. 

• Reordering of runtime data. 

• Encryption of program instructions. 

20 • Encryption of static data. 

• Replace constant values with code generating the constant values. 

• Move static or runtime data between stack, heap, and registers. 

• Use several stacks. 

• Use several stack pointers to the same stack. 

25 • Make the program code self-modifying. 

• Mix data with program code. 

• Rename classes, functions, or variables. (e.g. exported function and variables) 

• Rename files or modules. 

30 In one embodiment of the present invention, byte code (e.g. Java code) can be obfuscated 

by removing the structure of the compiled byte code. After normal compilation, source code 

files (e.g .. java files) are compiled into output files (e.g .. class files). The output files contain 

information about the program code's interface etc. A group of output files is often combined 

in an archive file (e.g. a .jar file). These output files are linked together at runtime. The 

35 problem is that all this structure of the compiled code makes the code easier to analyze and 

reverse-engineer. This structure can, however, be removed by restructuring the code in a 

way such that functionality from a number of output files is combined into one output file. 

This may require that the program code can handle some tasks that are normally handled by 
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the system, e.g. assigning and freeing memory, handling stack, and handling error 

situations. 

In one embodiment of the present invention, byte code representing more than one class or 

5 more than one function is combined into byte code representing one class or one function. 

Figure 13 illustrates an example. On the left side, the function A contains program code (the 

lines with aa, bb, cc, and dd). A also contains a call to the function Band a return statement 

that returns from the function A. The function B also contains program code (the lines with 

ee, ff, gg, and hh), a call to the function C, and a return statement. The function C contains 

1 0 program code (the line with ii) and a return statement. On the right side of the figure, the 

functions A and Bare combined. The combined function is called A and still has all the 

functionality of the original function A but has the functionality of the function B embedded 

into it. The beginning of the new function A is similar to the original function A except that 

the call to Bis now a local jsr (ium p to §.ubroutine) The code from the original function B is 

15 inserted hereafter, but before the original B code, functionality to allocate temporary memory 

to be used by the functionality of Bis added (in the original code this was handled 

automatically by the runtime environment or operating system as B was a separate function). 

Similarly, functionality to free temporary memory is added in the end of the original B code. 

Also, the "return from function" statement is replaced by a local ret (return from subroutine) 

20 statement. The call to C is unchanged. Also the function C itself is unchanged. 

In one embodiment of the present invention, obfuscation methods are used that confuse 

debugging tools or disassembler/ decompiler tools, e.g. adding program code between 

functions that is never called but confuses a disassember to decode the code with wrong 

25 alignment or use of software interrupts. 

Table with program parameters 

In one embodiment of the present invention, destination addresses for jump instructions 

30 and/or parameters to instructions are read from a table. The table or part thereof might be 

provided in the computer-executable program file, eventually in encrypted form to be 

decrypted at runtime. The decryption key used to decrypt the encrypted table entries might 

be generated by a key generator, read from a file or downloaded from a server. The table or 

part thereof might be downloaded or updated with records downloaded from a server. 

35 

In one embodiment of the present invention, a table as described above is given to a client 

application to allow it to be executed as part of an anti-piracy scheme. This table can for 

example be given when the user has registered his copy and/or typed in his copy's serial 
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number. This table can for example be stored on disk in encrypted form when is has been 

received by the client application. 

Check program before fabrication 

In one embodiment of the present invention, a source code file or an intermediate file 

derived from a source code file is evaluated before being processed in order to determine if it 

meets certain criteria before the source code converted into a computer-executed program 

file and is equipped with a key generator. These criteria might be defined by the same 

10 organization as developed the source code. A description of these criteria might be 

distributed along with the computer-executable program file. 

In one embodiment of the present invention, the criteria used to evaluate a source code file 

or intermediate file are defines such that the evaluated program cannot export data, access 

15 data, create data, or manipulate data in a way not wanted by the entity defining the criteria. 

A criteria file can be a manifest file as e.g. used in Java. 

In one embodiment of the present invention, a criteria file associated to a computer­

executable program file is evaluated before the computer program is executed to determine if 

20 the criteria meets the policies defined for the computer or environment it is about to be 

executed on. 

Hardware binding 

25 In one embodiment of the present invention, a computer program collects data that can be 

used to identify the computer it runs on (also called hardware profile data). This data can for 

exam pie be any of: 

• Brand, type, version, or serial number of hardware components. 

• Brand, type, version, or serial number of operating system. 

30 • Brand, type, version, or serial number of hardware drivers. 

• Brand, type, version, or serial number of software components. 

• Software configuration data. 

• Hardware configuration data. 

• Identity (e.g. user name or e-mail address) of the user. 

35 • MAC number, IP number, DNS settings, or other network configuration data. 

In one embodiment of the present invention, a server application collects data about the 

computer a client application runs on without involving the client application. This data can 

for exam pie be any of: 
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• IPnumber. 

• Brand, type, or version of browser. 

• Operating system details. 

5 In one embodiment of the present invention, a server application uses hardware profile data 

(collected by client program and/or server program) to detect if a client program runs on the 

correct computer. 

In one embodiment of the present invention, hardware profile data collected by a client 

10 application is combined in groups of strings. These strings are hashed, and the resulting 

strings are sent to the server. This can anonymize the user's data but still allow the server 

application to detect changes in the hardware profile. A string unique for the given user or 

client application can for example be added to the hardware profile data strings before 

hashing. This will ensure that even if two users have the same hardware components, the 

1 5 server cannot detect it as the hash strings will be different. 

Program authentication 

In one embodiment of the present invention, the generated computer-executable program 

file can be authenticated to detect if it is authentic. This authentication can for example be 

performed by the program itself, by another program, or by a hardware device. This 

20 authentication can for example be based on a purpose key generated by a key generator. 

Figure 8 shows a method for authenticating a computer-executable program file. A purpose 

key is generated by the key generator (KG in the figure) from a key generator IV. The 

program file may be pre-processed by a function (Fin the figure). The program file or the 

25 pre-processed program file is then processed by a MAC function taking the generated 

purpose key as its key. The output of the MAC function is the authentication tag used to 

authenticate the program. The pre-processor might be individual for each program copy. 

In one embodiment of the present invention, a method for authenticating the computer-

30 executable program file is to process the file, a part thereof, or something derived thereof by 

a hash function to obtain a hash value representing the content of the file. Another method is 

to process several parts of the computer-executable program file or something derived 

thereof to obtain several hash values as illustrated in figure 9. These parts may overlap and 

parts may be left out. This processing might be individual for each copy of the computer-

35 executable program file. Instead of hash functions, other cryptographic functions, e.g. MAC 

functions can be used to obtain a value with similar properties as a hash value. The one or 

more hash values can for example be processed by a MAC function where the MAC function is 

given a purpose key from a key generator (KG in the figure) as key. 
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In one embodiment of the present invention, the authenticity of a computer-executable 

program file can be verified by calculating the expected MAC value and compare it with the 

MAC value generated by the program. If these are equal, the computer-executable program 

file is considered authentic. For exam pie, a server might generate a random key generator IV 

5 value and send it to a client program. The client program then generates the MAC value over 

its own computer-executable program file using the key generator IV as input to the key 

generator. The generated MAC value is returned to the server. The server already knows the 

hash value(s), generates the MAC key, and calculates the MAC value. If the server's 

calculated MAC value is equal to the MAC value received from the client, the client is 

1 0 considered authentic. 

15 

In one embodiment of the present invention, a part of the computer-executable program file 

is not authenticated. This can for example allow for patching and updating without changing 

data on the server. 

In one embodiment of the present invention, a part of a computer-executable program file is 

updated. The hash value(s) on the server for the parts of the file that is updated are updated 

to allow the server to verify the authenticity of the new computer-executable program file. 

20 In one embodiment of the present invention, a computer-executable program consists of 

several files. All or some of these files are included in the authentication process. 

In one embodiment of the present invention, a computer-executable program file 

authenticates itself towards another computer-executable program file. This allows for 

25 example sub-modules to authenticate themselves towards a main module. 

In one embodiment of the present invention, a computer-executable program file is 

authenticated towards on or more of: 

• Another computer-executable program file (e.g. running on the same computer or on 

30 another computer). 

• A security-related hardware component (e.g. a Trusted Platform Module (TPM), a 

smart card, or a smart card reader). 

• An input-output device (e.g. a graphics adaptor, a screen, a keyboard, a keyboard 

adaptor, a mouse, a mouse adaptor, a sound card, a speaker, or am icrophone). 

35 • A communication device (e.g. a network adaptor, a modem, a switch, a router, or a 

firewall) 

• A network (e.g. towards a switch, a router, or a firewall). 

• A storage device ( e.g. a hard drive, a storage adaptor, a raid adaptor, a storage-area 

network (SAN), or a network-attached storage ( NAS)) 
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• Another kind of hardware module. 

• A program running on another hardware device (e.g. another computer or a server). 

In one embodiment of the present invention, the generated authentication tag is used as a 

5 key. Different keys can for example be generated by appending different strings to the input 

to the MAC function. 

In one embodiment of the present invention, an execution environment in which a computer­

executable program file is executed is authenticated. This authentication can for example be 

10 performed by hashing some or all of the program code, computer-executable program files, 

and data files of the execution environment. The generated hash value can for example be 

compared with a list of known hash values of authentic or accepted execution environments 

stored in the program calculating the hash value or sent to a server that can compare it with 

a list of authentic or accepted hash values. 

15 

20 

Secure communication link 

In one embodiment of the present invention, a purpose key generated by a key generator is 

used to encrypt data to be transmitted or to decrypt data that has been transmitted. 

In one embodiment of the present invention, a purpose key generated by a key generator is 

used to generate an authentication tag on data to be transmitted or data that has been 

transmitted. This tag can for example be transmitted along with the data. The transmitted 

tag can for example be compared with the tag generated by the receiver to verify if the 

25 transmitted data is authentic. 

30 

In one embodiment of the present invention, a secure communication link is established 

between a server application and a client application by using the shared knowledge of the 

client's key generator. 

An example of a procedure for establishing a secure communication link: 

• The client application connects to the server application. 

• The server generates one or more random key generator IVs and sends them to the 

client application. 

35 • Using the key generator IVs, one or more keys are generated by both the client 

application and the server application. 

• Using the one or more keys, data sent between the client application and the server 

application is encrypted and/or authenticated. 
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In one embodiment of the present invention, a program authenticity check is built into 

setting up the link encryption/authentication keys. For example, the key generator IV 

generated by the server is used to generate an authentication tag authenticating the 

computer-executable program file. This tag can for example be used as key or one or more 

5 keys can be derived from the tag. Keys can be derived for exam pie by appending a string to 

the authentication tag and hashing it. This hash value is then used e.g. as encryption key. 

Append another string to the tag and hash it. This second hash value is used e.g. as 

authentication key. See figure 10. Another example is to use the authentication tag as key 

and encrypt one string using an encryption algorithm to obtain an encryption key and to 

1 0 encrypt another string to obtain an authentication key. 

15 

In one embodiment of the present invention, the key generator IV is generated from a string 

generated by the server application and a string generated by the client application. These 

two strings can for example be combined by means of a hash function. 

In one embodiment of the present invention, individual messages are protected. An example: 

• The sending party generates a key generator IV. 

• Using the key generator IV, an encryption key and an authentication key are 

generated by a key generator. 

20 • The payload string is encrypted and authenticated using the keys. 

• The protected payload string and the key generator IV are sent to the recipient. 

• The recipient generates the two keys using the key generator IV. 

• The recipient verifies the authenticity and decrypts the payload string. 

Two key generator IVs may be generated and used instead of one to generate the two keys. 

25 

30 

In one embodiment of the present invention, request and response messages are protected. 

An example: 

• The requesting party generates a key generator IV. 

• Using the key generator IV, an encryption key and an authentication key are 

generated by a key generator. 

• The request payload string is encrypted and authenticated using the keys. 

• The protected request string and the key generator IV are sent to the responding 

party. 

• The responding party generates keys using the key generator IV. 

35 • The protected request string is verified and decrypted by the responding party. 

• The response payload string is encrypted and authenticated using the keys. 

• The protected response payload is sent to the requesting party. 

• The protected response payload is verified and decrypted by the requesting party. 
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For increased security, the requesting party and the responding party may use different IVs 

for encryption and authentication or use different keys, e.g. using a derived key generator IV 

for generating keys for protecting the response payload or using different generator IVs each 

way. The derived key generator IV may consist of the original key generator IV combined 

5 with a key generator IV chosen by the responding party. The responding party's key 

generator IV may be unique for each message and may be sent with the message to the 

requesting party. The combination can for example be achieved by XOR'ing the key generator 

IVs, by concatenating them and hashing the result, or by a block cipher by using the 

requesting party's key generator IV as plaint ext and the responding party's key generator IV 

1 0 as key. 

In one embodiment of the present invention, communication link sessions are protected. The 

communication link may be used to transmit data synchronous or asynchronous. An 

exam pie: 

15 • The client application connects to the server application. 

• The server application generates a key generator IV and sends it to the client 

application. 

• Server and client generate encryption and authentication keys based on the key 

generator IV. 

20 • All sub-sequent messages are protected using these keys. 

25 

For increased security, different IVs or different keys could be used for encrypting and/or 

authenticating each message. The generator IV can for example be a combination of a string 

generated by the server and a string generated by the client. An example of an application 

using asynchronous transmission is AJAX (Asynchronous JAva XML). 

For some applications, it might be relevant to use only encryption or only authentication. In 

that case, the above mentioned embodiment can for example be modified by omitting the 

unneeded key. 

30 In one embodiment of the present invention, the server application and the client application 

are communicating by means of at least one of: 

• A TCP/ IP socket. 

• A modem. 

• An xDSL connection. 

35 • A VPN connection. 

• A SSL or TLS connection. 

• A web browser (e.g. using HTTP or HTTPS), for example via 

o Cookies. 

o Arguments sent to server by GET or POST comm ands. 
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o Data em bedded into HTML, XHTML, or XML. 

o Data returned by GET or POST commands. 

o HTTP headers. 

• E-mail. 

PCT /EP2007 /060056 

5 • Instant messaging applications. 

• Files. 

• SMS (e.g. on GSM phones). 

In one embodiment of the present invention, the transmitted data protected is payment data. 

10 Payment data can for example comprise a credit card number, a password, or a one-time 

password. 

Communication scenarios 

15 In one embodiment of the present invention, two computer programs communicate with each 

other protected by cryptographic key(s) downloaded from a server. The communication with 

said server might be encrypted using a purpose key. The communication with said server 

might be authenticated using a purpose key. The downloaded might be symmetric or 

asymmetric. 

20 

In one embodiment of the present invention, a first client application communicated with a 

server protected by purpose keys. The first client application communicates with a second 

client application protected by purpose keys generated by the second client application's key 

generator. The first client application gets the keys needed to communicate with the second 

25 client application from a server knowing how the key generator of the second client 

application is constructed. 

In one embodiment of the present invention, a program communicates with a second 

program; the two programs verifies if they run on the same computer by sending profile data 

30 or something derived thereof to each other. 

Inner key exchange 

In one embodiment of the present invention, a secure communication channel is established 

35 between a client application and a server application. Through this channel, a key exchange 

protocol is executed to establish an exchanged set of keys. The key exchange protocol might 

be based on the Diffie-Hellman protocol. The exchanged set of keys might be used to encrypt 

and/or authenticate data sent between the client applications and the server application. 
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In one embodiment of the present invention, a secure channel is established between two 

computer programs; at least one of them has an embedded key generator. Through this 

channel, a key exchange protocol is executed to establish an exchanged set of keys. The key 

exchange protocol might be based on the Diffie-Hellman protocol. The exchanged set of keys 

5 might be used to encrypt and/or authenticate data sent between the client applications and 

the server application. 

In one embodiment of the present invention, a secure communication channel is established 

between a server application and a client application. Through this channel, a public 

1 0 asymmetric key is sent. The party sending the public key has the corresponding private key. 

One party generates a cryptographic key and encrypts it using one of the asymmetric keys; 

the encrypted key is sent to the other party which decrypts it using the other asymmetric 

key. The algorithm used to perform the encryption/decryption might be RSA or ECG. 

1 5 Secure storage 

In one embodiment of the present invention, a purpose key generated by a key generator is 

used to encrypt data to be stored or to decrypt data that has been stored. 

20 In one embodiment of the present invention, a purpose key generated by a key generator is 

used to generate an authentication tag on data to be stored or data that has been stored. A 

tag can for example be written along with the data. A read tag may be compared with the tag 

generated by the reader to verify if the stored data is authentic. 

25 In one embodiment of the present invention, an encrypted file is created by the following 

procedure: 

• A random key generator IV is chosen. 

• The key generator IV is stored in the file. 

• Using a key generator, two purpose keys are generated; one key for encryption and 

30 one for authentication. 

• Payload is encrypted and authenticated using the generated keys and stored in the file. 

• The generated authentication tag is stored in the file. 

The file can then be read using the following procedure: 

• Read the key generator IV. 

35 • Generate encryption key and authentication key. 

• Read encrypted payload from the file 

• Calculate an authentication tag over the encrypted payload using the authentication 

key. If the tag matches the tag read from the file, the content is authentic. 

• The payload is decrypted using the encryption key. 
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Encryption or authentication may be omitted if desired. Two key generator IV's may be used 

instead of one. 

In one embodiment of the present invention, stored data is encrypted and/or authenticated 

5 with a key that depends on hardware profile data. This makes the files unreadable by a 

computer with another hardware profile than the one that wrote the file. 

In one embodiment of the present invention, an encrypted file is created by the following 

procedure: 

1 0 • Two random key generator IVs are chosen. 

• The key generator I Vs are is stored in the file. 

• Using a key generator, two purpose keys are generated. 

• A random encryption key and a random authentication key are chosen. 

• Using the two purpose keys, the two random keys are encrypted (e.g. using XOR or an 

15 encryption algorithm). The encrypted keys are stored in the file. 

• Payload is encrypted and authenticated using the random keys and stored in the file. 

• The generated authentication tag is stored in the file. 

The file can then be read using the following procedure: 

• Read the key generator IVs. 

20 • Generate the two purpose keys using a key generator. 

• Decrypt the two read keys using the two generated purpose keys. 

• Authenticate and decrypt the payload using the two decrypted keys. 

Encrypt ion or aut hent icat ion ( and their keys) may be omitted if desired. One purpose key 

may be used instead of two (also if both encryption and authentication is used; both keys 

25 may be encrypted using the same key). One key generator IV may be used instead of two. 

In one embodiment of the present invention, an encrypted file is created by the following 

procedure (also see figure 11 ): 

• A random key generator IV is chosen. 

30 • The key generator IV is stored in the file. 

• A random encryption keys is chosen. 

• A purpose key is generated by the key generator (KG in the figure) using the key 

generator IV. 

• A program authentication tag is created (by MAC in the figure) using the purpose key 

35 as MAC key. 

• Hardware profile data is read. The hardware profile data is collected in groups. For 

each group 

o The authentication tag and the hardware parameter group data string are hashed 

(by upper H in the figure). 
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o The output from the hash function is XOR'ed with the encryption key (this way, 

the key is encrypted). The resulting string is stored in the file. 

o The output from the hash function is hashed again (by lower H in the figure). This 

second-order hash string is stored in the file. 

5 • The payload is encrypted using the encryption key. The encrypted string is stored in 

the file. 

The file can be decrypted using the following procedure: 

• Read the generator IV. 

• A purpose key is generated by the key generator using the key generator IV. 

1 0 • A program authentication tag is created using the purpose key as MAC key. 

15 

• Hardware profile data is read. The hardware profile data is collected is the same 

groups as when encrypting the file. For each group: 

o The authentication tag and the hardware parameter group data string are hashed. 

o The output from the hash function is hashed again. The output is compared to the 

second-order hash strings in the file. 

o If a matching second-order hash string is found in the file, the corresponding 

XOR'ed key is read. This key is XOR'ed with the original hash string (first-order 

hash string) to obtain the encryption key. 

• The encrypted payload is decrypted using the found encryption key. 

20 If program integrity is not needed, the MAC function is removed and the purpose key is used 

directly as part of the input to the first (upper) hash function. If hardware binding is not 

needed, the output from the MAC function is used as encryption key; no hash strings or 

encrypted keys are stored in the file. Hardware parameter data may be manipulated prior to 

the first hashing. If just one hardware profile group is used, just use the output from the first 

25 hash function as key (no hash strings or keys are stored) or use it to encrypt the key (no 

hash strings are stored but the encrypted key is stored). If no key generator is present, the 

purpose key may be replaced by a constant or the MAC function used in generating the 

authentication tag may be replaced by a hash function or the authentication tag may be 

omitted as input to the first hash function (i.e. only hardware profile data is input). The key 

30 generator IV, second-order hash strings, and/or encrypted keys may be stored in the same 

file as the (encrypted) payload or in one or more other files. If the file is also to be 

authenticated, a second random key is chosen in the file generation step and two encrypted 

keys are stored instead of one for each second-order hash. The encrypted keys may be 

encrypted by other functions than xor; for example by an encryption algorithm. If more keys 

35 are generated for the same hardware profile, the input to the first hash function may be 

manipulated in different ways (e.g. by appending different strings) to obtain different hash 

strings for each key. Several encrypted keys for each second-order hash may be stored, 

allowing to decrypt (or verify authenticity of) several files or parts of files. Different files or 

parts of files encrypted using different keys may be decrypted by knowing different hardware 
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profile data (e.g. more secret data may require more correct hardware parameters than less 

secret data). 

In one embodiment of the present invention, a file encrypted by one copy of a client program 

5 can be re-encrypted to be accessible by another copy of a client program. For exam pie, if the 

file is encrypted using a key generated by the first copy's key generator, the file can be sent 

to the server, the server (knowing how both the first copy's and the second copy's key 

generator's compositions) can generate the keys needed to decrypt the file and encrypt it 

again for the second copy. As another example, if the file's encryption key is encrypted using 

1 0 a key generated by the first copy's key generator, the encrypted key can be sent to the 

server, the server (knowing how both the first copy's and the second copy's key generator's 

compositions) can generate the keys needed to decrypt the key and encrypt it again for the 

second copy 

15 In one embodiment of the present invention, a key generator is used to encrypt/decrypt 

and/ or authenticate a cookie (e.g. used in a web browser or a web server). 

Version update 

20 In one embodiment of the present invention, a new version of a copy of a computer­

executable program file is generated such that the new version has a key generator 

equivalent to the one of the old version. 

In one embodiment of the present invention, an old version of a computer-executable 

25 program file downloads a new version with a key generator equivalent to the one of the old 

version. 

In one embodiment of the present invention, an old version of a computer-executable 

program file in the form of an embedded object in a home page receives a message from a 

30 server application telling it to forward the browser to another page using an argument given 

by the server application. This other page combined with the given arguments allows the web 

server to send a new version of the computer-executable program file with a key generator 

equivalent to the one of the old version. 

35 In one embodiment of the present invention, a database containing at least two of: user ID, 

client program serial numbers, client program version number, and client program PRNG 

seeds ism aintained. When a new version of the client program is sent to a user, the 

database is updated accordingly. 
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In one embodiment of the present invention, a client program is updated if certain criteria 

are fulfilled. For exam pie, when a client program connects to a server, the client program 

sends an identification string to the server (e.g. containing its serial number). If the server 

decides that the client program needs to be updated, it sends a message to the client 

5 program saying that it should update itself. If the client program is a program embedded into 

a homepage, the auto update may be initialized by forwarding the containing page to another 

URL, the other URL initiates the update. 

Before a client program embedded into a home page is started, the browser (or another 

10 component on the client computer) will usually check if a newer version of the client program 

is available. The check is usually performed by contacting a server using HTTP or HTTPS. In 

one embodiment of the present invention, the server decides if a newer version should be 

downloaded to the user based on at least one of: the content of a cookie, arguments given to 

the referrer site (can be detected through the "referrer" header line), or the "last-modified" 

1 5 header line. 

Digital rights management 

In one embodiment of the present invention, a key generator is used to generate keys to 

20 decrypt and/or verify the authenticity of digital content, for example video, music, computer 

programs, or computer games. 

In one embodiment of the present invention, a playback device (e.g. a media player or a 

gaming console) has an embedded key generator. This key generator can for example 

25 generate keys that can decrypt and/or verify the authenticity of digital content or generate 

keys that can decrypt keys that can be used to decrypt and/or verify the authenticity of 

digital content. 

In one embodiment of the present invention, a distributor of digital content encrypts or 

30 generates an authentication tag using a random key. This key is encrypted using a key 

generated by a server knowing how the user's application's key generator is constructed. The 

protected content and the encrypted key are sent to the user, who can play it using his client 

application. If the user also wants to play the content on another playback device, he can 

apply (e.g. the content owner) for the key encrypted for the other device. 

35 

In one embodiment of the present invention, digital content is protected and distributed as 

illustrated on figure 12. The user acquires a playback device (e.g. a media player) from a 

player vendor. This playback device has an em bedded key generator. The player vendor 

informs a license manager about how the key generator is constructed such that the license 
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manager can reproduce it. The content is stored by the content vendor. When a user wants 

to download (or in another way acquire) content, the content is encrypted and/or an 

authentication tag is generated (alternatively, this process can be performed ahead of the 

user's request). The content is sent to the user e.g. over the Internet (or another network, a 

5 satellite link, a radio link, or on a media, e.g. a DVD). The content can for be stored on the 

user's storage for later use or can be processed by the playback device right away. To use 

the content, the playback device acquires a key from the license manager (e.g. in encrypted 

form such that it can be decrypted using the playback device's key generator). This key can 

be stored for later use or can be used right away. 

10 

In one embodiment of the present invention, each copy or set of copies of a digital content is 

encrypted using a unique key. Optionally, a serial number, a product number, and/or another 

form of identification may be embedded into the encrypted content. When a user wants to 

use the content, he contacts a server and requests a key for that copy of that content (may 

15 be downloaded in encrypted form) to become able to decrypt the content.. 

In one embodiment of the present invention, all copies of a digital content are encrypted 

using the same key. Optionally, a product number and/or another form of identification may 

be embedded into the content. When a user wants to use the content, he contacts a server 

20 and requests a key for that content (may be downloaded in encrypted form) to become able 

to decrypt the content. 

25 

In one embodiment of the present invention, the playback device acquires keys (e.g. using 

the internet, a satellite link, or a radio link) for each playback of the content. 

In one embodiment of the present invention, the playback device acquires keys that a stored 

and used for several playbacks of the content. 

In one embodiment of the present invention, digital content is acquired; decrypted if it was 

30 acquired in encrypted form; and encrypted using a purpose key generated by a key 

generator. 

User and transaction authentication 

35 In one embodiment of the present invention, a key generator is embedded into an 

authentication token (like e.g. RSA Securel D). This authentication token can for example 

generate one-time passwords used to authenticate a user. 
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In one embodiment of the present invention, a key generator is used to periodically generate 

new master keys in an authentication token. 

In one embodiment of the present invention, the output of an authentication token is derived 

5 from a purpose key generated by a key generator. 

Authenticate boot image 

In one embodiment of the present invention, a key generator is embedded into a device (e.g. 

1 0 a cell phone, a PDA, a gaming console, or a set top box), for example in the boot-strap code 

of the device. Using this key generator, data (e.g. program code or content) can be 

authenticated. For example, a boot image stored in flash memory can be verified by boot­

strap code stored in read-only memory to verify is the boot image is authentic and intact. 

This can for example be achieved by appending a MAC tag to the boot image that can be 

1 5 verified using the key generator in the boot strap code. This MAC tag can be generated by a 

server that knows how the key generator in the specific device is constructed. 

In one application of the present invention, a key generator is em bedded into a device. Using 

this key generator, data can be decrypted or encrypted. For example, a boot image can be 

20 decrypted as part of the installation process, such that a user can download an encrypted 

boot image over the internet, this boot image can only be decrypted by a device having a 

given key generator. 

In one embodiment of the present invention, a key generator embedded into a device is used 

25 to generate keys to secure a network link, secure stored data, or access digital content. 

Hardware key generators 

In one embodiment of the present invention, a key generator (or part thereof) is embedded 

30 into a hardware device or an electronic chip (e.g. a programmable electronic chip). 

Applications 

The present invention can for example be use in one of: 

35 • A financial application (e.g. a online banking application, an online investment 

application, a payment site, or an automatic teller machine). 

• A computer game (e.g. an online game, e.g. online poker). 

• A ORM application (e.g. license manager or a media player). 
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• A security application (e.g. a VPN client, a remote desktop application, or an anti-virus 

application). 

• A distributed computing application (e.g. to verify authenticity of client applications). 

5 Unique and random 

10 

When the term "unique" is used in this document on number or stings, it may includes 

randomly chosen numbers or string (e.g. generated by a PRNG) even though these can 

collide (i.e. there is a certain chance that the same number can be drawn more than once). 

It should be understood that the method steps, structural details, functionalities and any 

other feature of any of the methods, computers, computer programs, servers, clients and any 

other invention described and embodimented herein, may be fully or partially applied in any 

other method, computer, computer program, server, client and any other invention described 

15 and embodimented herein, unless otherwise stated. Hence, all possible combinations of the 

presently embodimented and described inventions are within the scope of the present 

specification and embodiments. 

20 

DESCRIPTION OF THE DRAWINGS 

Figure 1 illustrates three customers communicating with their bank over the Internet using 

their computers. The fourth user is an attacker. In a worst-case scenario, the attacker has 

full control over the Internet and the users' computers. 

25 Figure 2 illustrates the components involved in the communication between the user and the 

bank (i.e. the bank's internal com put er systems). The user and the bank are considered 

secure, but all other components can be under the influence of an attacker. 

Figure 3 illustrates how the online banking program (the "netbank program") can be secured 

30 by the present invention by having an em bedded value or key generator. This value or key 

generator is used to authenticate the online banking program towards the bank, whereby the 

bank can make sure that the online banking program is authentic. The value or key generator 

may also be used to create a secure communication link between the program and the bank 

even if the computer or the Internet is compromised by an attacker. Finally, the value or key 

35 generator may be used to encrypt/decrypt data stored locally (the "netbank data"), again 

even if the computer is compromised. 

Figure 4 illustrates a key generator. Internally, it consists of two sub-functions: An extractor 

and a blender. The extractor takes an extractor IV as input and generates an extracted key. 
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The extractor is usually unique for each copy of a program. The blender takes an extracted 

key and a blender IV and generates a purpose key. 

Figure 5 illustrates an extractor. W1, W 2 , W 3 , and W 4 represents the initial values of the inner 

5 state words, which are being processed by n generator subfunction, F1 , F2 , ••• Fn. The resulting 

values of the inner state words are processed by a function L to generate an extracted key. 

Figure 6 illustrates an extractor. An extractor IV is used to generate four initial values of the 

inner state words by the K function. The extractor IV is also used to generate parameters for 

1 0 the generator subfunctions by the J function. The generator subfunctions, F1 , F2 , ... Fn, 

manipulates the inner state words and uses each a constant, C 1 , C2 , ••• Cn. The resulting inner 

state words are processed by the L function to obtain an extracted key. 

Figure 7 illustrates a client-server setup. Client programs are generated by a client program 

1 5 generator. The client generator stores the generated program files in a program file database 

and stores the generated program's serial number and PRNG seed in a SN/Seed database. 

When a user downloads a copy of the program from web server, the web server fetches one 

of the programs in the program database. When the client program communicates with a 

transaction server, the transaction server can look up the PRNG seed using the programs 

20 serial number as key. Using the PRNG seed, the transaction server can reproduce the 

functionality of the key generator embedded into the client program. 

Figure 8 illustrates a method for authenticating a computer-executable program file. A key 

generator IV is sent to a key generator (KG), to obtain a purpose key. The client program is 

25 processed by a function (F) and the resulting string is sent through a MAC function where the 

generated purpose key is used as MAC key. The resulting MAC tag is used as an 

authentication tag. 

Figure 9 illustrates a method for authenticating a computer-executable program file. A key 

30 generator IV is sent to a key generator (KG), to obtain a purpose key. The client program is 

divided into substrings. Each substring is processed by a hash function. The outputs from the 

hash functions are sent through a MAC function where the generated purpose key is used as 

MAC key. The resulting MAC tag is used as an authentication tag. 

35 Figure 10 illustrates a method for generating an encryption key and an authentication key. A 

key generator IV is sent to a key generator (KG), to obtain a purpose key. The client 

program is divided into substrings. Each substring is processed by a hash function. The 

outputs from the hash functions are sent through a MAC function where the generated 

purpose key is used as MAC key. One string is appended to the output of the MAC function 
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and the resulting string is hashed. The result of this hash operation is used as an encryption 

key. Another string is appended to the output of the MAC function and the resulting string is 

hashed. The result of this hash operation is used as an authentication key. 

5 Figure 11 illustrates a method for storing a file encryption key. A key generator IV is stored 

in a file and is sent to a key generator (KG), to obtain a purpose key. The computer­

executable program file is processed by a MAC function where the generated purpose key is 

used as MAC key. Hardware profile data is read on the computer the program runs on. This 

data is grouped. Each hardware profile group is processed with the output of the MAC 

1 0 function by a first hash function (upper H). The output from the first hash function is hashed 

again and the result is stored in the file. The output form the first hash function is also used 

to encrypt a key. The encrypted key is also stored in the file. An encrypted key and an output 

of the second hash function (lower H) are stored for each hardware profile group. 

15 Figure 12 illustrates a ORM system where a user acquires a playback device with an 

embedded key generator from a player vendor. The player vendor sends information about 

the key generator to a license manager such that the license manager can reproduce the key 

generator's functionality. Content is encryption and/or authenticated and sent to the user. 

The user downloads an encrypted key from the license man ager. This key can be decrypted 

20 by the playback device in order to achieve the key(s) needed to decrypt or verify authenticity 

of the content. 

Figure 13 illustrates two functions (A and B) in a being merged into one. The call from the 

code of the original function A to the code from the original function Bis changed to a local 

25 call. In the same way, the return from the code of the original function Bis replaced by a 

local return statement. Furthermore, extra functionality is embedded into the resulting 

function in order to handle tasks previously handled by the runtime environment or operating 

system, e.g. allocating and feeing memory for tern porary variables. 

30 Figure 14 illustrates a computer program (C) and a server (D). Chas an embedded key 

generator (KG). D has a key generator emu lat or ( KGE). If D knows the identity of C (e.g. 

knows its serial number), it can look up the seed value used to generate the key generator 

embedded into C from the serial number and seed database. This knowledge can be used by 

D's key generator emulator to emulate C's key generator. Thus, C and D can generate the 

35 same keys. These keys can be used to send data in protected form between C and D. This 

protection can consist of the data being encrypted and/or authenticated using key generated 

by C's KG and D's KGE. 
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Figure 15 illustrates two computer programs (G and H) and a server (I). G and H each have 

an em bedded unique key generator (KG). I has a key generator emu lat or ( KGE). The key 

generator emulator can generate the same keys as the key generators in G and H provided 

that I knows the identity if G and H (e.g. by knowing their serial numbers). The key 

5 generator emulator can look up the seed values used to generate the key generators in G 

and H in the serial number/ seed database. I can create a cryptographic key that can be 

sent in protected form (e.g. encrypted form) to both G and H (i.e. encrypted using keys that 

can be generated by the key generators of G and H respectively). When G and H shares the 

same key, they can send protected data between each other where this data is encrypted 

1 0 and/or authenticated using the shared key. 

15 

It should be understood that the present invention is not limited to the subject-matter of the 

appended claims. In particular, the embodiments outlined below form part of the present 

invention: 

1. A method of fabricating computer-executable program files from a source code, the 

method comprising the step of embedding, in each of the fabricated computer-executable 

program files, at least one value or means for generating at least one value, said value being 

uniquely selected or generated for each of the fabricated computer-executable program files, 

20 whereby all of the fabricated computer-executable program files are capable of carrying out 

instructions defined by the source code, and whereby each individual computer-executable 

program file is capable of generating a unique output, which depends on said uniquely 

selected or uniquely generated value. 

25 2. A method according to embodiment 1 where each user or group of users uses a different 

copy of the computer-executable program file. 

30 

3. A method according to embodiment 1 or 2 where the embedded means for generating at 

least one value depends on at least one embedded value. 

4. A method according to any of embodiments 1 - 3 where the process of fabricating 

computer-executable program files from a source code is divided into at least two steps; a 

first step of converting source code into at least one intermediate file is performed once and 

a later step of converting at least one intermediate file and optionally other files into a 

35 computer-executable program file is performed for each com put er-executable program file. 

5. A method according to embodiment 4 where at least one of the intermediate files is a 

computer-executable program file, an object file, or a source code file. 
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6. A method according to any of the preceding embodiments where at least a part of the 

source code is evaluated to determine if it meets one or more predefined criteria for being 

equipped with the embedded at least one value or means for generating at least one value. 

5 7. A method according to embodiment 4 or 5 where at least one of the intermediate files is 

evaluated to determine if it meets one or more predefined criteria for being equipped with 

the em bedded at least one value or means for generating at least one value. 

8. A method according to embodiment 6 or 7 where the criteria are defined by the 

1 0 organization providing the source code. 

9. A method according to any of embodiments 6 - 8 where the criteria are defined such that 

the program cannot export sensitive data in an unprotected form. 

15 10. A method according to any of embodiments 6 - 9 where the criteria are defines such that 

the program cannot manipulate sensitive data. 

11. A method according to any of embodiments 6 - 10 where inform at ion about the criteria is 

distributed along with the fabricated computer-executable program file who's functionality is 

20 evaluated according to the criteria. 

25 

12. A method according to any of embodiments 1 - 11 where the embedded means for 

generating at least one value com prises at least one extractor subfunctions, the extractor 

subfunctions have been selected from a set of available extractor subfunctions. 

13. A method according to embodiment 12 where the extractor subfunctions are uniquely 

selected for each computer-executable program file. 

14. A method according to embodiment 12 or 13 where at least one extractor subfunctions 

30 depend on at least one inner state word and generate at least one inner state word. 

15. A method according to any of embodiments 1 - 11 where the embedded means for 

generating at least one value comprises at least one extractor subfunction. 

35 16. A method according to embodiment 15 where at least one of the extractor subfunctions is 

uniquely selected for each computer-executable program file. 

17. A method according to embodiment 15 or 16 where at least one of the extractor 

subfunctions is selected from a set of available extractor subfunctions. 
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18. A method according to any of embodiments 15 - 17 where at least one of the extractor 

subfunctions depend on at least one inner state word and generate at least one inner state 

word. 

19. A method according to any of embodiments 12 - 18 where at least one extractor 

subfunction depends on a value derived from a key generator initialization vector (key 

generator IV) where the key generator IV is given as argument to the embedded means for 

generating at least one value. 

20. A method according to any of embodiments 12 - 19 where at least one extractor 

subfunction depends on at least one embedded value. 

21. A method according to any of embodiments 12 - 20 where at least one extractor 

15 subfunction comprises at least one of: 

• a bijective operation, 

• an arithmetical operation, 

• a logical ope rat ion, 

• a table lookup, and 

20 • an embedded value. 

22. A method according to any of embodiments 12 - 21 where the initial value of at least one 

inner state word depends on a key generator IV. 

25 23. A method according to any of embodiments 12 - 22 where the output from at least one 

extractor subfunction or a value derived thereof is used as input to a cryptographic function. 

30 

24. A method according to embodiment 23 where the cryptographic function is a hash 

function. 

25. A method according to embodiment 24 where the hash function also depends on at least 

a part of the key generator IV. 

26. A method according to any of embodiments 12 - 25 where the output from at least one 

35 extractor subfunction or a value derived thereof is used as a cryptographic key. 

27. A method according to any of embodiments 1 - 26 where the embedded at least one 

value or means for generating at least one value is used to derive a cryptographic key. 
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28. A method according to any of embodiments 1 - 27 where an embedded value, a value 

derived thereof, a value generated by means for generating at least one value, or a value 

derived thereof is used as input to a cryptographic algorithm where the output of the 

cryptographic algorithm is used as a cryptographic key. 

29. A method according to any of embodiments 1 - 28 where the embedded at least one 

value or means for generating at least one value is used to authenticate a computer 

program. 

10 30. A method according to any of embodiments 1 - 29 where the embedded at least one 

value or means for generating at least one value is used as a serial number or to derive a 

serial number that can be used to identify the copy of the com put er program. 

31. A method according to any of embodiments 1 - 26 where the embedded at least one 

15 value or output from means for generating at least one value is combined with at least one 

of: 

• data from the user, 

• data about the user, 

• data from something the user possesses, and 

20 • data from the computer the program runs on 

to obtain a resulting value. 

32. A method according to any of embodiments 1 - 26 where the means for generating at 

least one value depends on at least one of: 

25 • data from the user, 

30 

• data about the user, 

• data from something the user possesses, and 

• data from the computer that program runs on 

in order to generate a resulting value. 

33. A method according to embodiment 31 or 32 where the resulting value is used as a 

cryptographic key or to obtain a cryptographic key. 

34. A method according to any of embodiments 26, 27, 28, or 33 where the cryptographic 

35 key is used to encrypt or decrypt data. 

35. A method according to embodiment 34 where the cryptographic key is used to encrypt 

data to be stored or to decrypt data that has been stored. 
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36. A method according to embodiment 34 where the cryptographic key is used to encrypt 

data to be transmitted or to decrypt data that has been transmitted. 

37. A method according to any of embodiments 26, 27, 28, or 33 where the cryptographic 

5 key is used to generate an authentication tag. 

38. A method according to embodiment 37 where the authentication tag is appended to data 

to be stored or is extracted from data that has been stored. 

10 39. A method according to embodiment 37 where the authentication tag is used to 

authenticate stored data. 

15 

40. A method according to embodiment 37 where the authentication tag is appended to data 

to be transmitted or is extracted and from data that has been transmitted. 

41. A method according to embodiment 37 where the authentication tag is used to 

authenticate transmitted data. 

42. A method according to any of embodiments 37 - 41 where the authentication tag is used 

20 to authenticate at least a part of a com put er program. 

43. A method according to any of embodiments 37 - 42 where the correctness of the 

authentication tag is verified by a server. 

25 44. A method according to any of embodiments 37 - 43 where the correctness of the 

authentication tag is verified by a hardware device. 

45. A method according to any of the preceding embodiments where information about how a 

computer-executable program file is generated is stored such that the computer-executable 

30 program file can be reproduced or its functionality or part thereof can be reproduced or 

simulated. 

46. A method according to embodiment 45, wherein the stored information about the 

computer-executable program file is used in a computer program and/or hardware device to 

35 reproduce at least a part of the at least one embedded value or to simulate at least a part of 

the em bedded means for generating at least one value. 

47. A method of fabricating computer-executable program files according to any of the 

preceding embodiments comprising the following steps: 
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1. choosing a PRNG seed, 

2. generating a set of pseudo-random values from the PRNG seed using a pseudo­

random number generator, 

3. using the set of pseudo-random values to determine at least one em bedded value or 

5 how to construct the embedded means for generating at least one value. 

48. A method of fabricating computer-executable program files according to any of the 

preceding embodiments comprising the following steps: 

1. choosing a PRNG seed, 

1 0 2. generating a string of pseudo-random bits from the PRNG seed using a pseudo-

random number generator, 

3. using the string of pseudo-random bits to determine at least one em bedded value or 

how to construct the embedded means for generating at least one value. 

1 5 49. A method according to embodiment 4 7 or 48 where the PRNG seed is stored for later use. 

20 

50. A method according to any of embodiments 47 - 49 where the PRNG seed is used to 

generate the set of pseudo-random values again; the set of value is used to recreate at least 

one embedded value or the embedded means for generating at least one value. 

51. A method according to any of embodiments 47 - 50 where the PRNG seed is used to 

generate the string of pseudo-random bits again; the string of bits is used to recreate at least 

one embedded value or the embedded means for generating at least one value. 

25 52. A method according to any of embodiments 47 to 51 where the PRNG seed is used to 

allow a computer program or a hardware device to create the same cryptographic key as a 

computer-executable program file being executed; the PRNG seed is used to reproduce the 

em bedded at least one value or means for generating at least one value em bedded into the 

computer executable program file on the computer program or hardware device such that 

30 both parties can generate the same cryptographic keys derived from the embedded at least 

one value or means for generating at least one value. 

53. A method according to any of the preceding embodiments where a new version of a 

computer-executable program file is sent to a user; the new version has the same embedded 

35 at least one value or means for generating at least one value as the previous version. 

54. A method according to any of the preceding embodiments where a computer-executable 

program file with an embedded at least one value for means for generating at least one value 
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downloads or in another way acquires another computer-executable program file with the 

same em bedded at least one value for means for generating at least one value. 

55. A method according to any of the preceding embodiments where the embedded at least 

5 one value or means for generating at least one value is copied from one computer-executable 

program file to another computer-executable program file. 

56. A method according to any of the preceding embodiments where information about 

program file's em bedded at least one value or means for generating at least one value is 

1 0 stored; when a computer-executable program file is updated, this information is updated. 

15 

20 

57. A method according to any of the preceding embodiments where information about a 

program file's em bedded at least one value or means for generating at least one value is 

stored; when the computer-executable program file is updated, this information is updated. 

58. A method according to any of the preceding embodiments where information about a 

program file's em bedded at least one value or means for generating at least one value is 

stored in a database; when the com put er-executable program file is updated, its record in 

the database is updated. 

59. A method according to any of the preceding embodiments where the computer­

executable program files are obfuscated. 

60. A method according to embodiment 59 where the obfuscation method comprises means 

25 for at least one of: 

• replacing a program instruction or a set of program instructions with at least one new 

program instruction with equivalent functionality, 

• reallocating registers, 

• reordering program instructions, 

30 • adding or removing jump instructions, 

35 

• inserting useless data or program instructions into the computer program, 

• interleaving at least two program sequences, 

• reordering static data, and 

• reordering runtime data. 

61. A method according to any of the preceding embodiments where at least a part of the 

computer-executable program file is stored in encrypted form and is decrypted at runtime. 
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62. A method according to embodiment 61 where the key to decrypt the encrypted at least a 

part of the computer-executable program code is downloaded from a server. 

63. A method according to embodiment 62 where the encrypted part of the computer-

5 executable program file is decrypted using a cryptographic key derived from the embedded 

at least one value or means for generating at least one value. 

64. A method according to any of the preceding embodiments where a computer-executable 

program file with embedded at least one value or means for generating at least one value 

1 0 decrypts another computer-executable program file. 

65. A method according to any of the preceding embodiments where the destination address 

of at least one jump instruction in the computer-executable program file is read from a table. 

1 5 66. A method according to any of the preceding embodiments where at least one parameter 

to at least one instruction in the computer-executable program file is read from a table. 

20 

67. A method according to embodiment 65 or 66 where the at least one entry in the table 

has a pre-defined value stored in the computer-executable file. 

68. A method according to any of embodiments 65 - 67 where at least one entry in the table 

is downloaded from a server. 

69. A method according to any of embodiments 65 - 68 where at least one entry in the table 

25 is decrypted at runtime. 

70 A method according to embodiment 68 or 69 where at least one downloaded or decrypted 

value replaces at least one pre-defined value in the table. 

30 71. A method according to embodiment 69 or 70 where the decryption key is derived from 

the embedded at least one value or means for generating at least one value. 

35 

72. A method according to embodiment 69 or 70 where the decryption key is derived from a 

string downloaded from a server. 

73. A method according to any of the preceding embodiments where a computer-executable 

program file with at least one embedded value or embedded means for generating at least 

one value contains program code that can read profile data, the profile data comprises at 

least one of: 
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• brand, type, version, or serial number of a hardware component, 

• brand, type, version, or serial number of a software component, 

• software or hardware configuration data, 

• network configuration data, and 

5 • identity of the user. 

74. A method according to embodiment 73 where profile data is used as input to the means 

for generating at least one value. 

1 0 75. A method according to any of the preceding embodiments where a computer program (A) 

communicating with a computer-executable program file with at least one embedded value or 

embedded means for generating at least one value (B); A can read profile data related to B, 

the computer Bruns on, or the user using B. 

1 5 76. A method according to any of embodiments 73 - 75 where profile data is used to detect if 

the computer-executable program file runs on the right computer. 

77. A method according to any of the preceding embodiments where data sent between 

program C and Dis encrypted/decrypted; the encryption/decryption key is derived from the 

20 embedded at least one value or means for generating at least one value in program C; the 

encryption/decryption key is derived from knowledge about the embedded at least one value 

or means for generating at least one value in C by program D. 

78. A method according to any of the preceding embodiments where data is sent in 

25 encrypted form between programs C and D; the encryption/decryption key is derived from 

the embedded at least one value or means for generating at least one value in program C; 

the encryption/decryption key is derived in program D from knowledge about the embedded 

at least one value or means for generating at least one value in C. 

30 79. A method according to any of the preceding embodiments where data sent between 

program Eand Fis authenticated; the authentication key is derived from the embedded at 

least one value or means for generating at least one value in program E; the authentication 

key is derived from knowledge about the embedded at least one value or means for 

generating at least one value in Eby program F. 

35 

80. A method according to any of embodiments 77 - 79 where one party in a communication 

selects a key generator IV; the key generator IV is sent to the other party; both parties uses 

the key generator IV to derive a key that can be used for encrypt ion/ decrypt ion or 

aut hent icat ion. 
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81. A method according to any of embodiments 77 - 79 where both parties in a 

communication selects a part of a key generator IV; the parts are communicated; a key 

generator IV is derived in both ends from the parts; both parties uses the constructed key 

5 generator IV to derived a key that can be used for encryption/decryption or authentication. 

82. A method according to any of the preceding embodiments where data is sent in 

encrypted form between programs G and Hwhere G and H both communicates securely with 

server I using cryptographic keys derived from G's and H's em bedded at least one value or 

1 0 means for generating at least one value; the server I provides at least one cryptographic key 

to G and H to be used to encrypt/decrypt at least a part of the data sent between G and H. 

83. A method according to any of the preceding embodiments where data is sent in 

authenticated form between programs Jand Kwhere Jand Kboth communicates securely 

15 with server L using cryptographic keys derived from Js and K's embedded at least one value 

or means for generating at least one value; the server L provides at least one cryptographic 

key to Jand Kto be used to authenticate at least a part of the data sent between Jand K. 

84. A method according to any of the preceding embodiments where at least one 

20 cryptographic key is negotiated between programs Mand N where Mand N both 

communicates securely with server O using cryptographic keys derived from Ms and N's 

em bedded at least one value or means for gen er at ing at least one value 

85. A method according to embodiment 84 where O provides the same cryptographic key to 

25 MandN. 

86. A method according to embodiment 84 or 85 where at least one of the at least one 

cryptographic keys is used to encrypt/decrypt data sent between Mand N. 

30 87. A method according to any of embodiments 84 - 86 where at least one of the at least 

one cryptographic keys is used to authenticate data sent between Mand N. 

88. A method according to any of embodiments 1 - 81 where data is sent in encrypted form 

between programs Pand Q; Pderives the encryption/decryption key from its embedded at 

35 least one value or means for generating at least one value; Q receives the 

encryption/decryption key from a server. 

89. A method according to any of embodiments 1 - 81 where data sent between programs R 

and S is authenticated; R derives the aut hent icat ion key from its em bedded at least one 
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value or means for generating at least one value; S receives the authenticate key from a 

server. 

90. A method according to any of embodiments 82 - 89 where the two programs run on the 

5 same computer. 

91. A method according to embodiment 90 where the two programs read profile data and 

compare these to verify that they run on the same computer. 

10 92. A method according to any of embodiments 82 - 89 where the two programs run on 

different computers. 

93. A method according to any of the preceding embodiments where key exchange protocol 

data is encrypted or decrypted using a cryptographic key derived from an embedded at least 

1 5 one value or means for generating at least one value. 

20 

94. A method according to any of the preceding embodiments where key exchange protocol 

data is authenticated using a cryptographic key derived from an embedded at least one value 

or means for generating at least one value. 

95. A method according to embodiment 93 or 94 where the key exchange protocol is the 

Diffie-Hellm an protocol. 

96. A method according to any of embodiments 93 - 95 where the key exchange protocol is 

25 used to derive a symmetrical cryptographic key. 

30 

97. A method according to any of the preceding embodiments where an asymmetric key is 

encrypted or decrypted using a cryptographic key derived from an embedded at least one 

value or means for generating at least one value. 

98. A method according to any of the preceding embodiments where an asymmetric key is 

authenticated using a cryptographic key derived from an embedded at least one value or 

means for generating at least one value. 

35 99. A method according to embodiment 97 or 98 where the asymmetric key is a public RSA 

key or a private RSA key. 

100. A method according to embodiment 97 or 98 where the asymmetric key is a public ECG 

key or a private ECG key. 
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101. A met hod according to any of embodiments 97 - 1 00 where the asymmetric key is used 

to derive a symmetrical cryptographic key. 

5 102. A method according to embodiment 96 or 101 where the symmetrical key is used to 

encrypt or decrypt data. 

10 

103. A method according to any of embodiments 96, 101, and 102 where the symmetrical 

key is used to authenticate data. 

104. A method according to any of the preceding embodiments where data to be stored is 

encrypted or data that has been stored is decrypted; the encryption/decryption key is derived 

from the embedded at least one value or means for generating at least one value. 

15 105. A method according to any of the preceding embodiments where data to be stored or 

that has been stored is processed in order to generate an authentication tag; the 

authentication key is derived from the embedded at least one value or means for generating 

at least one value. 

20 106. A method according to embodiment 104 or 105 where a key generator IV is used to 

derive the encryption/decryption key or authentication key; the key generator IV is stored 

with the data. 

107. A method according to embodiment 104 or 105 where a value stored with the data is 

25 hashed with profile data to obtain a key generator IV used to derive the 

encryption/decryption key or authentication key. 

108. A method according to any of the preceding embodiments where a cryptographic key is 

stored in encrypted form; the decryption key to be used to decrypt the cryptographic key is 

30 derived from the embedded at least one value or means for generating at least one value. 

35 

109. A method according to any of the preceding embodiments where a cryptographic key is 

stored in encrypted form; the decryption key to be used to decrypt the cryptographic key is 

downloaded from a server. 

110. A method according to any of the preceding embodiments where a computer program or 

a computer-executable program file is authenticated using an authentication key derived 

from the embedded at least one value or means for generating at least one value. 
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111. A method according to embodiment 110 where a computer program or a computer­

executable program file is authenticated towards another computer program or a hardware 

device. 

5 112. A method according to embodiment 110 or 111 where a computer program is 

calculating an authentication tag on itself. 

113. A method according to any of the preceding embodiments where an authentication tag 

is calculated on a computer program, a computer-executable program file, or a data file; the 

1 0 authentication key is derived from an em bedded at least one value or means for generating 

15 

at least one value, the authentication tag is com pared to one stored with the program or data 

to verify if the program or data is authentic and if the stored tag was generated by someone 

with knowledge about the embedded at least one value or means for generating at least one 

value. 

114. A method according to embodiment 113 where the embedded at least one value or 

means for generating at least one value is stored on a device and the program or file to be 

authenticated is a program the be executed or accessed on that device. 

20 115. A method according to embodiment 113 or 114 where the stored authentication tag is 

generated with knowledge about the em bedded at least one value or means for generating at 

least one value. 

116. A method according to any of the preceding embodiments where a computer-executable 

25 program file with the embedded at least one value or means for generating at least one value 

is used to play back digital content. 

117. A method according to any of the preceding embodiments where digital content is 

distributed in encrypted form; the encrypted content is decrypted by a computer-executable 

30 program file with an embedded at least one value or means for generating at least one value 

in order to play back the digital content. 

118. A method of generating a media player with at least one uniquely selected value or at 

least one value generated by uniquely selected means is used to play back digital content 

35 produced by a method according to any of the preceding embodiments. 

119. A method of distributing a decryption key for digital content to a playback device; the 

playback device is constructed by a method according to any of the preceding embodiments. 
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120. A method according to any of the preceding embodiments where the fabricated 

computer-executable program file is tested to verify if it works as intended. 

121. A method according to any of the preceding embodiments where at least one fabricated 

5 computer-executable program file is inserted into another file. 

122. A server from which computer-executable program files fabricated according to any of 

the preceding embodiments can be downloaded. 

10 123. A server communicating with a computer-executable program file fabricated according 

to any of the preceding embodiments. 

15 

124. A file written by a computer-executable program file fabricated according to any of the 

preceding embodiments. 

125. An file encrypted using a key; the decryption key can be derived or decrypted using at 

an embedded at least one value or means for generating at least one value in a computer­

executable program file fabricated according to any of the preceding embodiments. 

20 126. Data sent over a network; the data is encrypted by a computer-executable program file 

fabricated according to any of embodiments any of the preceding embodiments. 

127. Data sent over a network; the data is encrypted using a key; the decryption key can be 

derived or decrypted using an embedded at least one value or means for generating at least 

25 one value in a computer-executable program file fabricated according to any of embodiments 

any of the preceding embodiments. 

30 

35 

128. Data sent over a network; the data is authenticated by a computer-executable program 

file fabricated according to any of the preceding embodiments. 

129. Data sent over a network; the data is authenticated using a key; the decryption key can 

be derived or decrypted using an embedded at least one value or means for generating at 

least one value in a computer-executable program file fabricated according to any of the 

preceding embodiments. 

130. A document into which at least one computer-executable program file fabricated 

according to any of the preceding embodiments is embedded. 
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131. A computer on which at least one computer-executable program file fabricating 

according to any of the preceding embodiments is stored or executed. 

132. A computer program for fabricating computer-executable program files from source 

5 code, the computer program comprising means for performing the method of any of the 

preceding embodiments. 

10 

15 

133. A computer-readable data medium comprising a computer program according to 

embodiment 132. 

134. A computer loaded with a computer program according to embodiment 132. 

135. A computer-executable program file fabricated by a method according to any of 

embodiments 1 - 121. 

136. A method according to any of the preceding embodiments of fabricating computer­

executable program files according to any of embodiments 137 - 300. 

137. A computer program comprising a computer-executable program file fabricated from a 

20 source code, the computer program including, in said computer-executable program file, at 

least one em bedded value or means for generating at least one value, said value being 

uniquely selected or uniquely generated for the computer-executable program file, whereby 

the computer-executable program file is capable of carrying out instructions provided by the 

source code and of generating a unique output, which depends from said uniquely selected or 

25 uniquely generated value. 

138. A computer program according to embodiment 137, wherein the computer-executable 

program file is fabricated by a method according to any of embodiments 1 - 136. 

30 139. A computer-readable data medium comprising a computer program according to 

embodiment 137 or 138. 

140. A computer loaded with a computer program according to embodiment 139. 

35 141. A computer program according to any of embodiments 137 - 140 where the embedded 

means for generating at least one value comprises at least one extractor subfunction. 

142. A computer program according to embodiment 141 where at least one of the extractor 

subfunctions is uniquely selected for each computer-executable program file. 
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143. A computer program according to embodiment 141 or 142 where at least one of the 

extractor subfunctions is selected from a set of available extractor subfunctions. 

5 144. A computer program according to any of embodiments 141 - 143 where at least one of 

the extractor subfunctions depends on at least one inner state word and generates at least 

one inner state word. 

145. A computer program according to any of embodiments 141 - 144 where at least one of 

1 0 the extractor subfunctions depends on a value derived from a key generator initialization 

vector (key generator IV) where the key generator IV is given as argument to the embedded 

means for generating at least one value. 

146. A computer program according to any of embodiments 141 - 145 where at least one of 

15 the extractor subfunctions depends on at least one embedded value. 

147. A computer program according to any of embodiments 141 - 146 where at least one of 

the extractor subfunctions com prises at least one of: 

• a bijective operation, 

20 • an arithmetical operation, 

• a logical operation, 

• a table lookup, and 

• an em bedded value. 

25 148. A computer program according to any of embodiments 141 - 147 where the initial value 

of at least one of the inner state word depends on a key generator IV. 

149. A computer program according to any of embodiments 141 - 148 where the output 

from at least one of the extractor subfunction or a value derived thereof is used as input to a 

30 cryptographic function. 

150. A computer program according to embodiment 149 where the cryptographic function is 

a hash function. 

35 151. A computer program according to embodiment 150 where the hash function also 

depends on at least a part of the key generator IV. 
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152. A computer program according to any of embodiments 141 - 149 where the output 

from at least one of the extractor subfunction or a value derived thereof is used as a 

cryptographic key. 

5 153. A computer program according to any of embodiments 137 - 152 where at least one 

em bedded value is changed at runtime. 

10 

154. A computer program according to any of embodiments 137 - 153 where at least one of 

the at least one embedded uniquely selected values is changed at runtime. 

155. A computer program according to embodiment 153 or 154 where the new value of an 

em bedded value is read from a file. 

156. A computer program according to any of embodiments 153 - 155 where the new value 

1 5 of an em bedded value is received from a server. 

157. A computer program according to any of embodiments 137 - 156 where at least one 

embedded value is replaced with a value obtained from a cryptographic function. 

20 158. A computer program according to embodiment 157 where the cryptographic function is 

a pseudo-random number generator. 

25 

159. A computer program according to 137 - 158 where at least one embedded value is 

encrypted or decrypted using a cryptographic algorithm. 

160. A computer program according to embodiment 158 or 159 where the PRNG seed or 

cryptographic key is read from a file. 

161. A computer program according to embodiment 158 or 159 where the PRNG seed or 

30 cryptographic key is received from a server. 

35 

162. A computer program according to any of embodiments 137 - 161 where the embedded 

at least one value or means for generating at least one value is used to derive a 

cryptographic key. 

163. A computer program according to any of embodiments 137 - 162 where an embedded 

value, a value derived thereof, a value generated by means for generating at least one value, 

or a value derived thereof is used as input to a cryptographic algorithm where the output of 

the cryptographic algorithm is used as a cryptographic key. 
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164. A computer program according to any of embodiments 137 - 163 where the embedded 

at least one value or means for generating at least one value is used to authenticate a 

com put er program. 

165. A computer program according to any of embodiments 137 - 164 where the embedded 

at least one value or means for generating at least one value is used as a serial number or to 

derive a serial number that can be used to identify the copy of the computer program. 

10 166. A computer program according to any of embodiments 137 - 165 where the embedded 

at least one value or output from means for generating at least one value is combined with at 

least one of: 

• data from the user, 

• data about the user, 

1 5 • data from something the user possesses, and 

• data from the computer the program runs on 

to obtain a resulting value. 

167. A com put er program according to any of em bod im ents 137 - 166 where the means for 

20 generating at least one value depends on at least one of: 

• data from the user, 

• data about the user, 

• data from something the user possesses, and 

• data from the computer that program runs on 

25 in order to generate a resulting value. 

168. A computer program according to embodiment 137 or 167 where the resulting value is 

used as a cryptographic key or to obtain a cryptographic key. 

30 169. A com put er program according to any of embodiments 152, 1 62, 1 63, or 168 where the 

cryptographic key is used to encrypt or decrypt data. 

35 

170. A computer program according to embodiment 169 where the cryptographic key is used 

to encrypt data to be stored or to decrypt data that has been stored. 

171. A computer program according to embodiment 169 where the cryptographic key is used 

to encrypt data to be transmitted or to decrypt data that has been transmitted. 
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172. A com put er program according to any of em bod im ents 152, 1 62, 1 63, or 1 68 where the 

cryptographic key it used to generate an authentication tag. 

173. A computer program according to embodiment 172 where the authentication tag is 

5 appended to data to be stored or is extracted from data that has been stored. 

174. A computer program according to embodiment 172 where the authentication tag is used 

to authenticate data that has been stored. 

1 0 175. A computer program according to embodiment 172 where the authentication tag is 

appended to data to be transmitted or is extracted and from data that has been transmitted. 

15 

176. A computer program according to embodiment 172 where the authentication tag is used 

to authenticate data that has been transmitted. 

177. A computer program according to any of embodiments 172 - 176 where the 

authentication tag is used to authenticate at least a part of a computer program. 

178. A computer program according to any of embodiments 172 - 177 where the correctness 

20 of the authentication tag is verified by a server. 

179. A computer program according to any of embodiments 172 - 178 where the correctness 

of the authentication tag is verified by a hardware device. 

25 180. A computer program according to any of embodiments 137 - 179 where a check sum is 

calculated on a software module; the check sum is compared to an expected value to 

determine of the software module is authentic. 

181. A computer program according to embodiment 180 where the check sum is calculated 

30 by a cryptographic function. 

182. A computer program according to embodiment 181 where the cryptographic functions is 

a hash function. 

35 183. A computer program according to any of embodiments 137 - 182 where a new version 

of a computer-executable program file is sent to a user; the new version has the same 

embedded at least one value or means for generating at least one value as the previous 

version. 
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184. A computer program according to any of embodiments 137 - 183 where a computer­

executable program file with an embedded at least one value for means for generating at 

least one value downloads or in another way acquires another computer-executable program 

file with the same embedded at least one value for means for generating at least one value. 

185. A computer program according to any of embodiments 137 - 184 where the embedded 

at least one value or means for generating at least one value is copied from one computer­

executable program file to another computer-executable program file. 

10 186. A computer program according to any of embodiments 137 - 185 where information 

about a program file's embedded at least one value or means for generating at least one 

value is stored; when the computer-executable program file is updated, this information is 

updated. 

15 187. A computer program according to any of embodiments 137 - 185 where information 

about a program file's embedded at least one value or means for generating at least one 

value is stored in a database; when the computer-executable program file is updated, its 

record in the database is updated. 

20 188. A computer program according to any of embodiments 137 - 187 where the computer 

program is obfuscated. 

189. A computer program according to embodiment 188 where the obfuscation method 

com prises means for at least one of: 

25 • replacing a program instruction or a set of program instructions with at least one new 

program instruction with equivalent functionality, 

• reallocating registers, 

• reordering program instructions, 

• adding or removing jump instructions, 

30 • inserting useless data or program instructions into the computer program, 

• interleaving at least two program sequences, 

• reordering static data, and 

• reordering runtime data. 

35 190. A computer program according to any of embodiments 137 - 189 where at least a part 

of the computer-executable program file is stored in encrypted form and is decrypted at 

runtime. 
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191. A computer program according to embodiment 190 where the key to decrypt the 

encrypted at least a part of the computer-executable program code is downloaded from a 

server. 

5 192. A computer program according to embodiment 190 where the encrypted part of the 

computer-executable program file is decrypted using a cryptographic key derived from the 

em bedded at least one value or means for generating at least one value. 

193. A computer program according to any of embodiments 137 - 192 where a computer-

1 0 executable program file with embedded at least one value or means for generating at least 

one value decrypts another computer-executable program file. 

194. A computer program according to any of embodiments 137 - 193 where the destination 

address of at least one jump instruction in the computer-executable program file is read from 

1 5 a table. 

195. A method according to any of embodiments 137 - 194 where at least one parameter to 

at least one instruction in the computer-executable program file is read from a table. 

20 196. A computer program according to embodiment 194 or 195 where the at least one entry 

in the table has a pre-defined value stored in the computer-executable file. 

25 

197. A com put er program according to any of em bod im ents 194 - 1 96 where at least one 

entry in the table is downloaded from a server. 

198. A computer program according to any of embodiments 194 - 197 where at least one 

entry in the table is decrypted at runtime. 

199. A computer program according to embodiment 197 or 198 where at least one 

30 downloaded or decrypted value replaces at least one pre-defined value in the table. 

200. A computer program according to embodiment 198 or 199 where the decryption key is 

derived from the embedded at least one value or means for generating at least one value. 

35 201. A computer program according to embodiment 198 or 199 where the decryption key is 

downloaded from a server. 

202. A computer program according to any of embodiments 137 - 201 capable of reading 

profile data, the profile data comprises at least one of: 
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• brand, type, version, or serial number of a hardware component, 

• brand, type, version, or serial number of a software component, 

• software or hardware configuration data, 

• network configuration data, and 

5 • identity of the user. 

203. A computer program according to embodiment 202 where profile data is used as input 

to the means for generating at least one value. 

10 204. A computer program according to embodiment 202 or 203 where profile data is used to 

detect if the computer program runs on the right computer. 

205. A computer program according to any embodiments 137 - 204 where data sent 

between program C and Dis encrypted/decrypted; the encryption/decryption key is derived 

15 from the embedded at least one value or means for generating at least one value in program 

C; the encryption/decryption key is derived from knowledge about the embedded at least one 

value or means for generating at least one value in C by program D. 

206. A computer program according to embodiments 137 - 205 where data is sent in 

20 encrypted form between programs C and D; the encryption/decryption key is derived from 

the embedded at least one value or means for generating at least one value in program C; 

the encryption/decryption key is derived from knowledge about the embedded at least one 

value or means for generating at least one value in C by program D. 

25 207. A computer program according to embodiments 137 - 206 where data sent between 

program Eand Fis authenticated; the authentication key is derived from the embedded at 

least one value or means for generating at least one value in program E; the authentication 

key is derived from knowledge about the embedded at least one value or means for 

generating at least one value in Eby program F. 

30 

35 

208. A computer program according to any of embodiments 205 - 207 where one party in a 

communication selects a key generator IV; the key generator IV is sent to the other party; 

both parties uses the key generator IV to derive a key that can be used for 

encryption/decryption or authentication. 

209. A computer program according to any of embodiments 205 - 207 where both parties in 

a communication selects a part of a key generator IV; the parts are communicated; a key 

generator IV is derived in both ends from the parts; both parties uses the constructed key 

generator IV to derived a key that can be used for encryption/decryption or authentication. 
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210. A computer program (G) according to any of embodiments 137 - 209 where data is sent 

in encrypted form between programs Gand Hwhere Gand Hboth communicates securely 

with server/ using cryptographic keys derived from G's and H's embedded at least one value 

5 or means for generating at least one value; the server / provides at least one cryptographic 

key to G and H to be used to encrypt/decrypt at least a part of the data sent between G and 

H. 

211. A com put er program ( J) according to any of embodiments 137 - 21 0 where data is sent 

10 in authenticated form between programs Jand Kwhere Jand Kboth communicates securely 

with server L using cryptographic keys derived from Js and K's embedded at least one value 

or means for generating at least one value; the server L provides at least one cryptographic 

key to Jand Kto be used to authenticate at least a part of the data sent between Jand K. 

15 212. A computer program (M) according to any of embodiments 137 - 211 where at least 

one cryptographic key is negotiated between programs Mand N where Mand N both 

communicates securely with server O using cryptographic keys derived from Ms and N's 

em bedded at least one value or means for generating at least one value 

20 213. A computer program according to embodiment 212 where O provides the same 

cryptographic key to Mand N. 

25 

214. A computer program according to embodiment 212 or 213 where at least one of the at 

least one cryptographic keys is used to encrypt/decrypt data sent between Mand N. 

215. A computer program according to any of embodiments 212 - 214 where at least one of 

the at least one cryptographic keys is used to authenticate data sent between Mand N. 

216. A computer program (P) according to any of embodiments 137 - 209 where data is sent 

30 in encrypted form between programs Pand Q; Pderives the encryption/decryption key from 

its embedded at least one value or means for generating at least one value; Q receives the 

encryption/decryption key from a server. 

217. A computer program (Q) according to any of embodiments 137 - 209 where data is sent 

35 in encrypted form between programs Pand Q; Pderives the encryption/decryption key from 

its embedded at least one value or means for generating at least one value; Q receives the 

encryption/decryption key from a server. 
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218. A computer program (R) according to any of embodiments 137 - 209 where data sent 

between programs Rand Sis authenticated; R derives the authentication key from its 

embedded at least one value or means for generating at least one value; S receives the 

authenticate key from a server. 

219. A computer program (S) according to any of embodiments 137 - 209 where data sent 

between programs Rand Sis authenticated; R derives the authentication key from its 

embedded at least one value or means for generating at least one value; S receives the 

authenticate key from a server. 

220. A computer program according to any of embodiments 210 - 219 where the two 

communicating programs run on the same computer. 

221. A computer program according to embodiment 220 where the two communicating 

15 programs read profile data and compare these to verify that they run on the same computer. 

222. A computer program according to any of embodiments 210 - 219 where the two 

communicating programs run on different computers. 

20 223. A computer program according to any of embodiments 202 - 222 where the two 

computer programs communicating is a computer program and a software module loaded by 

the computer program. 

224. A computer program according to embodiment 223 where the software module is a .dll 

25 file. 

30 

225. A computer program according to any of embodiments 137 - 224 where key exchange 

protocol data is encrypted or decrypted using a cryptographic key derived from an embedded 

at least one value or means for generating at least one value. 

226. A computer program according to any of embodiments 137 - 225 where key exchange 

protocol data is authenticated using a cryptographic key derived from an embedded at least 

one value or means for generating at least one value. 

35 227. A compute program according to embodiment 225 or 226 where the key exchange 

protocol is the Diffie-Hellman protocol. 

228. A computer program according to any of embodiments 225 - 227 where the key 

exchange protocol is used to derive asymmetrical cryptographic key. 

Page 376 of 860



5 

WO 2008/034900 PCT /EP2007 /060056 

60 

229. A computer program according to any of embodiments 137 - 228 where an asymmetric 

key is encrypted or decrypted using a cryptographic key derived from an em bedded at least 

one value or means for generating at least one value. 

230. A computer program according to any of embodiments 137 - 229 where an asymmetric 

key is authenticated using a cryptographic key derived from an embedded at least one value 

or means for generating at least one value. 

10 231. A computer program according to embodiment 229 or 230 where the asymmetric key is 

a public RSA key or a private RSA key. 

15 

232. A computer program according to embodiment 229 or 230 where the asymmetric key is 

a public ECG key or a private ECG key. 

233. A computer program according to any of embodiments 229 - 232 where the asymmetric 

key is used to derive a symmetrical cryptographic key. 

234. A computer program according to embodiment 228 or 233 where the symmetrical key is 

20 used to encrypt or decrypt data. 

235. A computer program according to any of embodiments 228, 233, and 234 where the 

symmetrical key is used to authenticate data. 

25 236. A computer program according to any of embodiments 137 - 235 where data to be 

stored is encrypted or data that has been stored is decrypted; the encryption/decryption key 

is derived from the embedded at least one value or means for generating at least one value. 

237. A computer program according to any of embodiments 137 - 236 where data to be 

30 stored or that has been stored is processed in order to generate an authentication tag; the 

authentication key is derived from the embedded at least one value or means for generating 

at least one value. 

238. A computer program according to embodiment 236 or 237 where a key generator IV is 

35 used to derive the encryption/decryption key or authentication key; the key generator IV is 

stored with the data. 
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239. A computer program according to embodiment 236 or 237 where a value stored with 

the data is hashed with profile data to obtain a key generator IV used to derive the 

encryption/decryption key or authentication key. 

5 240. A computer program according to any of embodiments 138 - 239 where a cryptographic 

key is stored in encrypted form; the decryption key to be used to decrypt the cryptographic 

key is derived from the embedded at least one value or means for generating at least one 

value. 

10 241. A computer program according to any of embodiments 137 - 240 where a cryptographic 

key is stored in encrypted form; the decryption key to be used to decrypt the cryptographic 

key is downloaded from a server. 

242. A computer program according to any of embodiments 137 - 241 where credit card 

1 5 inform at ion is encrypted or decrypted using a cryptographic key derived from the em bedded 

at least one value or means for generating at least one value. 

243. A computer program according to any of embodiments 137 - 242 where payment 

authorization data is encrypted or decrypted using a cryptographic key derived from the 

20 em bedded at least one value or means for gen er at ing at least one value. 

244. A computer program according to embodiment 243 where the payment authorization 

data comprises a credit card number. 

25 245. A computer program according to embodiment 243 or 244 where the payment 

authorization data comprises a one-time password or one-time key. 

246. A computer program according to any of embodiments 137 - 245 inserted into a file. 

30 247. A server from which computer programs according to any of embodiments 137 - 246 

can be downloaded. 

248. A server according to embodiment 247 which has different versions of the computer 

program to be downloaded; the server decides which one to send according to predefined 

35 criteria. 

249. A server according to embodiment 248 where the decision depends on knowledge about 

the computer downloading the computer program. 
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250. A server communicating with at com put er program according to any of embodiments 

137 - 246. 

251. A file written by computer program according to any of embodiments 137 - 246. 

252. An file encrypted using a key; the decryption key can be derived or decrypted using at 

an embedded at least one value or means for generating at least one value in a computer 

program according to any of embodiments 137 - 246. 

10 253. Data sent over a network; the data is encrypted by a computer program according to 

any of embodiments 137- 246. 

254. Data sent over a network; the data is encrypted using a key; the decryption key can be 

derived or decrypted using an embedded at least one value or means for generating at least 

1 5 one value in a com put er program according to any of embodiments 137 - 246. 

255. Data sent over a network; the data is authenticated by a computer program according 

to any of embodiments 137 - 246. 

20 256. A document into which at least one computer program according to any embodiments 

137 - 246 is em bedded. 

25 

257. A computer on which at least one computer program according to any of embodiments 

137 - 246 is stored or executed. 

258. A method of generating a one-time password, the method including the steps of any of 

embodiments 137 - 257. 

259. A method of generating a one-time password in a device comprising a computer-

30 executable program file fabricated from a source code, the computer program including, in 

said computer-executable program file, at least one em bedded value or means for generating 

at least one value, said value being uniquely selected or uniquely generated for the 

computer-executable program file, whereby the computer-executable program file is capable 

of carrying out instructions provided by the source code and of generating a unique output, 

35 which depends from said uniquely selected or uniquely generated value, the method further 

comprising the step of processing said unique output to generate said one-time password. 

260. A method according to embodiment 294 or 259 where the one-time password is derived 

from an em bedded at least one value or means for generating at least one value. 

Page 379 of 860



5 

WO 2008/034900 PCT /EP2007 /060056 

63 

261. A method according to embodiment 294 or 259 where the one-time password is derived 

from a master key; the master key is derived from an embedded at least one value or means 

for generating at least one value. 

262. A method according to any of embodiments 294 - 261 where the one-time password is 

derived from a counter value; the counter is increased each time a one-time password is 

generated. 

1 0 263. A method according to any of embodiments 294 - 262 where the one-time password is 

derived from a time stamp. 

15 

20 

25 

30 

264. A device containing a one-time password generator constructed according to any of 

embodiments 294 - 263. 

265. A com put er network com prising a server and a plurality of clients, wherein each client is 

loaded with a copy of a first com put er program, and wherein the server is loaded with a 

second computer program, each copy of the first computer program comprising: 

• a computer-executable program file fabricated from a source code, which is common 

to all copies of the first computer program; 

• at least one embedded value or means for generating at least one value, said value or 

said means being included in said computer-executable program file, said value being 

uniquely selected or uniquely generated for the computer-executable program file, 

whereby the computer-executable program file is capable of carrying out instructions 

provided by the common source code and of generating a unique output, which 

depends from said uniquely selected or uniquely generated value; the computer 

network being programmed to communicate said unique output from each of the 

clients to the server, so as to enable the second computer program to authenticate 

each copy of the first computer program based on said output. 

266. A computer network according to embodiment 265, wherein each computer-executable 

program file is fabricated by a method according to any of embodiments 1 - 136. 

267. A server for use in a computer network according to embodiment 265 or 266, the server 

35 being suited for communication with said plurality of clients via the computer network, said 

second computer program being adapted to authenticate each copy of said first computer 

program based on said unique output. 

268. A method of generating a combined software component, comprising: 
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• providing at least two non-combined software components, which are intended to be 

combined by an operating system at runtime or in a runtime environment; 

• combining said at least two non-combined software components into a pre-combined 

software component before runtime; 

5 • adding, to said pre-combined software component, functionality for performing 

operations that would have been performed by the operating system or the runtime 

environment, if the non-combined software components were combined at runtime, to 

thereby generate said combined software component. 

10 269. A method according to embodiment 268 where at least one of the software components 

is a function implementations, a class, a library file, or a program file. 

15 

270. A method according to embodiment 268 or 269 where at least one of the software 

components is a Java .class files, a Java .java files, or a function implementation is such files. 

271. A method according to any of embodiments 268 - 270 where at least one of the 

software components is a .dll file or a function in such file. 

272. A method according to embodiment 268, 269, or 271 where an .exe or a .dll file is 

20 derived from resulting software component. 

25 

273. A method according to any of embodiments 268 - 272 where at least one of the added 

means for handling tasks that otherwise would be handled by the runtime environment or 

operating system is means for handling memory allocation, stack operations, or errors. 

274. A method according to any of embodiments 268 - 273 where the destination address of 

at least one jump instruction in the combined software component is read from a table. 

275. A method according to any of embodiments 268 - 274 where at least one parameter to 

30 at least one instruction in the combined software component is read from a table. 

276. A method according to embodiment 274 or 275 where at least a part of the table is 

downloaded from a server. 

35 277. A method according to embodiment 276 where the at least a part of the table have a 

pre-defined value that is used until the at least a part of the table is downloaded from a 

server. 
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278. A method according to any of embodiments 274 - 277 where at least a part of the table 

is decrypted at runtime. 

279. A method according to embodiment 278 where the decryption key is derived from the 

5 em bedded at least one value or means for generating at least one value. 

280. A method according to embodiment 278 where the decryption key is downloaded from a 

server. 

10 281. A software component combined according to any of embodiments 268 - 280. 

282. A computer-readable data medium comprising a software component according to 

embodiment 281. 

15 283. A computer loaded with a software component according to embodiment 281. 

20 

284. A number of software components, which at runtime are linked together, at least one of 

the software components is a resulting software component or is derived from a resulting 

software component according to any of embodiments 268 - 280. 

285. A method of fabricating a computer program according to any of embodiments 268 -

280 with an em bedded at least one value or means for generating at least one value 

according to any of embodiments 1 - 136. 

25 286. A computer program according to any of embodiments 268 - 280 with an embedded at 

least one value or means for generating at least one value according to any of embodiments 

137 - 264. 

287. A server communicating with a client computer program comprising a computer-

30 executable program file fabricated from a source code, the computer program including, in 

said computer-executable program file, at least one em bedded value or means for generating 

at least one value, said value being uniquely selected or uniquely generated for the 

computer-executable program file, whereby the computer-executable program file is capable 

of carrying out instructions provided by the source code and of generating a unique output, 

35 which depends from said uniquely selected or uniquely generated value. 

288. A server according to embodiment 287 with functionality that allows it to recreate at 

least one of 

• at least one of the at least one em bedded values, and 
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• at least a part of the embedded means for generating at least one value 

as is em bedded in a Client Program. 

289. A server according to embodiment 287 that can load from a database or file at least one 

5 of 

• at least one of the at least one em bedded values, and 

• at least a part of the embedded means for generating at least one value 

as is em bedded in a Client Program. 

1 0 290. A server according to any of embodiments 287 - 289 that can load from a database or 

file the PRNG seed that was used to generate the string of pseudo-random bits that 

determined at least one of 

• at least one of the at least one em bedded values, and 

• how to canst ruct at least a part of the em bedded means for generating at least one 

1 5 value 

when a Client Program file was fabricated. 

291. A server according to embodiment 287 that can load and use a software module 

containing at least one of: 

20 • at least one of the at least one em bedded values, and 

25 

• at least a part of the embedded means for generating at least one value. 

292. A server according to embodiment 291 where the loaded software module is stored in a 

file with program code that is linked with the server's program code at runtime. 

293. A server according to embodiment 292 where the loaded software module is stored in a 

.dll file. 

294: A server according to any of embodiments 287 - 293 where the recreated or loaded at 

30 least one value or means for generating at least one value is kept ready-to-use for a certain 

period of time after the session with the relevant program has ended such that the recreated 

or loaded at least one value or means for generating at least one value is ready for use in 

case of the given program connects to the server again within the given period of time. 

35 295. A server according to any of embodiments 287 - 294 having a list of which rights are 

assigned to which types of Client Programs. 

296. A server according to any of embodiments 287 - 295 having a list of which rights are 

assigned to which copies of the Client Program. 
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297. A server according to embodiment 295 or 296 where the assigned rights relate to which 

data types Client Program may read or write. 

5 298. A server according to embodiment 295 or 296 where the assigned rights relate to which 

instances of data Client Program may read or write. 

10 

299. A server according to embodiment 295 or 296 where the assigned rights relates to who 

are allowed to execute Client Program. 

300. A server according to embodiment 295 or296 where the assigned rights relates to when 

a Client Program is allowed to be executed. 

301. A server according to embodiment 295 or 296 where the assigned rights relates to when 

1 5 a Client Program is allowed to access which data. 

302. A server according to any of embodiments 295 - 301 where a Client Program connects 

to the server to download information about its rights. 

20 303. A server according to embodiment 302 where the downloaded information about the 

Client Programs rights is stored on disk by the Client Program. 

304. A server according to any of embodiments 295 - 303 where a Client Program connects 

to the server to download cryptographic keys that can be used to encrypt, decrypt, or 

25 authenticate data. 

305. A server according to embodiment 304 that refuses to provide keys to access types of 

data or copies of data that the Client Program is not allowed to access. 

30 306. A server according to any of embodiments 295 - 305 where a log file is maintained with 

information about which Client Programs have been given which rights. 

35 

307. A server according to any of embodiments 295 - 306 where a log file is maintained with 

information about which Client Programs have been given which cryptographic keys. 

308. A server according to any of embodiments 287 - 307 where key exchange protocol data 

communicated with a Client Program is encrypted or decrypted using a cryptographic key 

derived from an embedded at least one value or means for generating at least one value in 

the Client Program. 
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309. A server according to any of embodiments 287 - 307 where key exchange protocol data 

communicated with a Client Program is authenticated using a cryptographic key derived from 

an embedded at least one value or means for generating at least one value in the Client 

5 Program. 

310. A server according to embodiment 308 or 309 where the key exchange protocol is the 

Diffie-Hellm an protocol. 

1 0 311. A server according to any of embodiments 308 - 310 where the key exchange protocol 

is used to derive asymmetrical cryptographic key. 

312. A server according to any of embodiments 287 - 311 where an asymmetric key is 

encrypted or decrypted using a cryptographic key derived from an embedded at least one 

15 value or means for generating at least one value in the Client Program. 

20 

313. A server according to any of embodiments 287- 312 where an asymmetric key is 

authenticated using a cryptographic key derived from an embedded at least one value or 

means for generating at least one value in the Client Program. 

314. A server according to embodiment 312 or 313 where the asymmetric key is a public 

RSA key or a private RSA key. 

315. A server according to embodiment 312 or 313 where the asymmetric key is a public ECG 

25 key or a private ECG key. 

316. A server according to any of embodiments 312 - 315 where the asymmetric key is used 

to derive a symmetrical cryptographic key. 

30 317. A server according to embodiment 312 or 316 where the symmetrical key is used to 

encrypt or decrypt data. 

35 

318. A server according to any of embodiments 311,316, and 317 where the symmetrical 

key is used to authenticate data. 

319. A server according to any of embodiments 287 - 318 where Client Programs with 

functionality for sending e-mail, sending instant messages, or conducting phone calls 

connecting to the server are authenticated. 
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320. A server according to embodiment 319 where Client Programs with functionality for 

sending e-mail, sending instant messages, or conducting phone calls that cannot authenticate 

themselves are rejected. 

5 321. A server according to embodiment 319 or 320 that adds special headers to e-mails, 

instant messages, or phone calls received from an authenticated Client Program. 

10 

322. A server according to any of embodiments 319 - 320 that signs e-mails, instant 

messages, or phone calls received from an authenticated Client Program. 

323. A server according to any of embodiments 319 - 322 maintaining a list of black-listed 

Client Programs. 

324. A server according to any of embodiments 287 - 323 where credit card information is 

15 encrypted or decrypted using a cryptographic key derived from an embedded at least one 

value or means for generating at least one value in the Client Program. 

325. A server according to any of embodiments 287 - 324 where payment authorization data 

is encrypted or decrypted using a cryptographic key derived from an em bedded at least one 

20 value or means for generating at least one value in the Client Program. 

326. A server according to embodiment 325 where the payment authorization data com prises 

a credit card number. 

25 327. A server according to embodiment 325 or 326 where the payment authorization data 

com prises a one-time password or one-time key. 

30 

35 

328. A computer program communicating with a server according to any of embodiments 

287 - 327. 

329. A file encrypted by a server according to any of embodiments 287 - 327. 

330. Data sent over a network; the data is encrypted by a server according to any of 

embodiments 287 - 327. 

331. Data sent over a network; the data is authenticated by a server according to any of 

embodiments 287 - 327. 
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332. A computer-readable data medium comprising server software according to any of 

embodiments 287 - 327. 

333. A computer program communicating with a server according to any of embodiments 

5 287 - 327. 

334. A device communicating with a server according to any of embodiments 287 - 327. 
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CLAIMS 

1. A method of fabricating computer-executable program files from a source code, the 

5 method comprising the step of embedding, in each of the fabricated computer-executable 

program files, at least one value or means for generating at least one value, said value being 

uniquely selected or generated for each of the fabricated computer-executable program files, 

whereby all of the fabricated computer-executable program files are capable of carrying out 

instructions defined by the source code, and whereby each individual computer-executable 

1 0 program file is capable of generating a unique output, which depends on said uniquely 

selected or uniquely generated value. 

15 

2. A method according to claim 1 wherein each user or group of users uses a different copy 

of the computer-executable program file. 

3. A method according to claim 1 or 2 wherein the embedded means for generating at least 

one value depends on at least one em bedded value. 

4. A method according to any of the preceding claims wherein the process of fabricating 

20 computer-executable program files from a source code is divided into at least two steps; a 

first step of converting source code into at least one intermediate file is performed once, and 

a later step of converting at least one intermediate file and optionally other files into a 

computer-executable program file is performed for each computer-executable program file. 

25 5. A method according to any of the preceding claims wherein at least a part of the source 

code is evaluated to determine if it meets one or more predefined criteria for being equipped 

with the embedded at least one value or means for generating at least one value. 

6. A method according to any of the preceding claims wherein the embedded means for 

30 generating at least one value comprises at least one extractor subfunction. 

7. A method according to claim 6 wherein the at least one extractor subfunction is uniquely 

selected for each computer-executable program file. 

35 8. A method according to any of the preceding claims wherein the embedded at least one 

value or means for generating at least one value is used to derive a cryptographic key. 

9. A method according to claim 8 wherein the cryptographic key is used to generate an 

authentication tag. 
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10. A method according to any of the preceding claims wherein the embedded at least one 

value or means for generating at least one value is used to authenticate a computer 

program. 

11. A method according to any of the preceding claims wherein the embedded at least one 

value or means for generating at least one value is used as a serial number or to derive a 

serial number that can be used to identify the copy of the com put er program. 

10 12. A method according to any of the preceding claims wherein information about how a 

computer-executable program file is generated is stored such that the computer-executable 

program file can be reproduced or its functionality or part thereof can be reproduced or 

simulated. 

15 13. A method of fabricating computer-executable program files according to any of the 

preceding claims com prising the following steps: 

1. choosing a PRNG seed, 

2. generating a string of pseudo-random bits from the PRNG seed using a pseudo­

random number generator, 

20 3. using the string of pseudo-random bits to determine at least one em bedded value or 

how to construct the embedded means for generating at least one value. 

14. A method according to claim 13 wherein the PRNG seed is stored for later use. 

25 15. A method according to claim 13 or 14 wherein the PRNG seed is used to generate at least 

a part of the string of pseudo-random bits again, and wherein the string of bits is used to 

recreate at least one embedded value or the embedded means for generating at least one 

value. 

30 16. A method according to any of claims 13 to 15 wherein the PRNG seed is used to allow a 

computer program or a hardware device to create the same cryptographic key as a 

computer-executable program file being executed; the PRNG seed is used to reproduce the 

em bedded at least one value or means for generating at least one value em bedded into the 

computer executable program file on the computer program or hardware device such that 

35 two parties can generate the same cryptographic keys derived from the embedded at least 

one value or means for generating at least one value. 

17. A method according to any of the preceding claims wherein the computer-executable 

program files are obfuscated. 
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18. A method according to claim 17, wherein obfuscation uses a random or pseudo-random 

input, so that the obfuscated computer-executable program file varies in accordance with the 

random or pseudo- random input. 

19. A method according to any of the preceding claims wherein at least a part of the 

computer-executable program file is stored in encrypted form and is decrypted at runtime. 

20. A method according to claim 19 wherein the key to decrypt the encrypted at least a part 

1 0 of the computer-executable program code is downloaded from a server. 

21. A method according to any of the preceding claims wherein a computer-executable 

program file with at least one embedded value or embedded means for generating at least 

one value contains program code that can read profile data, the profile data comprises at 

1 5 least one of: 

• brand, type, version, or serial number of a hardware component, 

• brand, type, version, or serial number of a software component, 

• software or hardware configuration data, 

• network configuration data, and 

20 • identity of the user 

wherein the profile data is used as input to the means for generating at least one value. 

22. A method according to any of the preceding claims wherein data is sent in encrypted or 

authenticated form between programs C and D; the encryption/decryption key or 

25 authentication key is derived from the embedded at least one value or means for generating 

at least one value in program C; the encryption/decryption key or authentication key is 

derived in program D from knowledge about the embedded at least one value or means for 

generating at least one value in C. 

30 23. A method according to any of the preceding claims wherein data is sent in encrypted or 

authenticated form between programs G and H where G and H both communicates securely 

with server/ using cryptographic keys derived from G's and H's embedded at least one value 

or means for generating at least one value, and wherein the server / provides at least one 

cryptographic key to G and H to be used to encrypt/decrypt or authenticate at least a part of 

35 the data sent between G and H. 

24. A server from which computer-executable program files fabricated according to any of 

the preceding claims can be downloaded. 
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25. A server communicating with a computer-executable program file fabricated according to 

any of the preceding claims. 

26. A document into which at least one computer-executable program file fabricated 

5 according to any of the preceding claims is embedded. 

27. A computer on which at least one computer-executable program file fabricated according 

to any of the preceding claims is stored or executed. 

10 28. A computer program for fabricating computer-executable program files from source code, 

the computer program comprising means for performing the method of any of the preceding 

claims. 

29. A computer-readable data medium comprising a computer program according to claim 

15 28. 

30. A computer loaded with a computer program according to claim 28. 

31. A computer-executable program file fabricated by a method according to any of claims 1 

20 - 23. 

32. A computer program comprising a computer-executable program file fabricated from a 

source code, the computer program including, in said computer-executable program file, at 

least one embedded value or means for generating at least one value, said value being 

25 uniquely selected or uniquely generated for the computer-executable program file, whereby 

the computer-executable program file is capable of carrying out instructions provided by the 

source code and of generating a unique output, which depends from said uniquely selected or 

uniquely generated value. 

30 33. A computer program according to claim 32, wherein the computer-executable program 

file is fabricated by am et hod according to any of claims 1 - 23. 

34. A computer network comprising a server and a plurality of clients, wherein each client is 

loaded with a copy of a first com put er program, and wherein the server is loaded with a 

35 second computer program, each copy of the first computer program comprising: 

• a computer-executable program file fabricated from a source code, which is common 

to all copies of the first com put er program; 

• at least one embedded value or means for generating at least one value, said value or 

said means being included in said computer-executable program file, said value being 
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uniquely selected or uniquely generated for the computer-executable program file, 

whereby the computer-executable program file is capable of carrying out instructions 

provided by the common source code and of generating a unique output, which 

depends from said uniquely selected or uniquely generated value; the computer 

network being programmed to communicate said unique output from each of the 

clients to the server, so as to enable the second com put er program to authenticate 

each copy of the first computer program based on said output. 

35. A computer network according to claim 34, wherein each computer-executable program 

1 0 file is fabricated by a method according to any of claims 1 - 23. 

36. A server for use in a computer network according to claim 34 or 35, the server being 

suited for communication with said plurality of clients via the computer network, said second 

computer program being adapted to authenticate each copy of said first computer program 

1 5 based on said unique output. 

37. A server communicating with a client computer program comprising a computer­

executable program file fabricated from a source code, the computer program including, in 

said computer-executable program file, at least one embedded value or means for generating 

20 at least one value, said value being uniquely selected or uniquely generated for the 

computer-executable program file, whereby the computer-executable program file is capable 

of carrying out instructions provided by the source code and of generating a unique output, 

which depends from said uniquely selected or uniquely generated value. 

25 38. A server according to claim 37 with functionality that allows it to recreate at least one of 

• at least one of the at least one em bedded values, and 

• at least a part of the embedded means for generating at least one value 

as is em bedded in a Client Program. 

30 39. A server according to claim 37 that can load from a database or file at least one of 

• at least one of the at least one em bedded values, and 

• at least a part of the embedded means for generating at least one value 

as is em bedded in a Client Program. 
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METHOD AND SYSTEM OF SECURING ACCOUNTS 

This application claims the benefit of U.S. Provisional Patent Application No. 60/849,008, filed 

October 4, 2006, which is hereby incorporated by reference. 

FIELD OF THE INVENTION 

5 This invention relates to methods and systems of conducting secure transactions over a computer 

network, and more particularly to securing authentication systems used in such transactions. 

BACKGROUND OF THE INVENTION 

Networks, particularly the global computer network known as the Internet, are now used for many 

purchases and other business transactions, usually by means such as a credit card. A key 

IO component of these credit card transactions is the ability to authenticate the holder of the credit 

card, as the absence of signatures and face-to-face contact between the transacting parties makes 

authentication of the credit card holder difficult. 

At present, malicious users can gain unauthorized access to online accounts and/or credit cards of 

account users by hacking, or stealing or phishing passwords or personal info. These accounts may 

15 include game accounts, bank accounts, and online payment processing systems like those offered by 

PayPal™ or credit card processors. Currently, the preferred way to offer significant security online 

is to request additional security questions from the user, which is an inconvenience to the user, and 

possibly a further security risk. Most online authentication systems therefore trade convenience for 

security. 

20 Online banking tends to have significantly better security compared to payment systems for other 

account providers such as PayPal, or accounts for online games. This is because if a malicious user 

gains access to an online bank account, they can do a significant amount of damage, and the bank 

may be liable (they have no merchants on whom to offload the liability). Therefore, it is in the 

bank's best interest to ensure that it is difficult to access an online bank account. Some banks use 

25 cookies and additional security questions to secure their systems, but, as described above, this is an 

inconvenience to clients. 
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Most account providers, such as game companies and payment processors, have relatively weak 

authentication systems. Once a password is known, a malicious user may access accounts and 

misuse such accounts, usually from any computer. The account provider and/or the account user 

must take steps to protect their account. As an example, PayPal requests an account user to verify 

5 their account and address at registration, but once that is completed, only a single password is 

needed to allow access to the account. 

Credit card processors typically ask account users for address verification and the Credit Card 

Verification (CCV) number on the back of the card; and may also ask account users for a password. 

If a malicious user accesses this information, they may make fraudulent orders with the credit card. 

10 Therefore, it is up to the merchant accepting the credit card to protect themselves against malicious 

users as the credit card payment processor will not usually take the necessary steps to do so (for 

example by comparing the Internet Protocol (IP) address of the client computer operated by the 

credit card user to the region in which the order is being made, or calling the credit card user). 

Internet service providers (ISPs) may restrict access of users to the Internet, often based on the 

15 Media Access Control (MAC) address of the computer being used. If a user tries to connect a new 

computer to the ISP using an Internet connection, they may have to register the new MAC address 

with the ISP before receiving permission. The MAC address of a computer is a unique identifier 

that can correctly identify a particular computer on a local area network. It is possible to spoof or 

change a MAC address, but typically it is only possible to discover the MAC address of a computer 

20 from the same local area network. 

Some account providers, such as online banks, use improved security systems which are cookie 

based. These systems ask an account user to "remember this computer" or "remember this 

password" after asking one or two security questions. Once the computer is registered, these extra 

questions are not asked again unless the cookies are deleted from the computer. A deficiency of 

25 this system is that it requires the use of cookies, which is not permitted by all account users and 

many account users do not want to provide answers to additional security questions to access their 

account. 
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There have been various attempts in the prior art to solve this account user authentication issue, 

including U.S. Patent Publication No. 2004/0117321 to Sancho, for a system and method for secure 

network purchasing. Sancho discloses that once a merchant/client transaction is initiated, that it can 

be traced back to the originating computer using the IP address of that computer, which does not 

5 change during the transaction. 

U.S. Patent Publication No. 2005/0177442 to Sullivan et al., for a method and system for 

performing a retail transaction using a wireless device, discloses a method of identifying a wireless 

Internet connection for an online purchase, and matching a customer account with transaction data. 

This system is dependent on a customer account registered with the wireless device, and requires 

10 the computer to already have a registered customer account. 

U.S. Patent Publication No. 2005/0033653 to Eisenberg et al., for an electronic mail card purchase 

verification, discloses a method of looking for additional information about the purchaser to verify 

that the transaction is not suspicious. This application discloses an automation process for standard 

security checks known in the art. 

15 U.S. Patent Publication No. 2004/0243832 to Wilf et al., for a verification of a personal identifier 

received online, discloses a method of ensuring secure communication between two computers over 

a connection. 

PCT Patent Application No. WO 2004/027620 to Freidman et al., for an authentication system and 

method, discloses an authentication system with proprietary identification codes, which must be 

20 installed on the client/authenticating computers. The MAC address of the computer is used along 

with other system details to produce a unique identifier for the client computer that is software 

dependent. A system that requires such a software installation may be difficult to implement ( and 

account users may not want to install additional software). Such systems also limit the account user 

to a single computer, and must be reinstalled when making a purchase or accessing an account from 

25 a new computer. If any system is too complicated, while it may be secure, it may not practical in 

application. This is a reason why most current authentication systems (with the exception of bank 

accounts and very secure sites) are poor, as they trade convenience for security. 
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