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SYSTEM FOR DETECTING A FRAUDULENT
REMOTE UNIT WHICH UPON DETECTION
PLACES A CALL TO THE CELLULAR
INFRASTRUCTURE USING
IDENTIFICATION IN FORMATION OF THE
FRAUDULENT REMOTE UNIT

FIELD OF THE INVENTION

The present invention relates generally to cellular com-
munication systems and, in particular, to detection of fraudu-
lent users in cellular communication systems.

BACKGROUND OF THE INVENTION

Communication systems are known to comprise a plural-
ity of base sites that provide communication services to
remote units located in corresponding service coverage areas
of the base sites. A remote unit (e.g., a mobile or stationary
remote unit) that desires to communicate, sends a channel
request signal and identification information to a base site
serving the coverage area in which the remote unit resides.
Identification information includes, but is not limited to, a
mobile identification number (MIN) and an electronic serial
number (ESN). Upon receiving the remote unit’s identifi-
cation information and channel request signal, the serving
base site allocates a communication resource for the remote
unit. The communication resource comprises a coordinated
pair of frequencies (i.e., an uplink frequency and a downlink
frequency sometimes referred to as voice or traffic
channels). In a communication system employing a Time
Division Multiple Access (TDMA) protocol, the communi-
cation resource comprises a coordinated pair of time slots
and frequencies (i.e., a first time slot at an uplink frequency
and a second time slot at a downlink frequency). The uplink
frequency supports transmissions from the remote unit to the
serving base site, whereas the downlink frequency supports
transmissions from the serving base site to the remote unit.

Upon allocating the communication resource, the base
site sends a channel designation signal containing the uplink
and downlink frequency, to the remote unit via a control
channel, and upon receiving the channel designation signal,
the remote unit tunes its transmitter and receiver to the
designated frequencies and begins communicating with a
telephone network subscriber or another remote unit via the
serving base site. The serving base site then tracks billing
information with respect to the call, and utilizing the remote
unit’s identification information, charges the appropriate
fees to the corresponding caller.

There are many ways in which users can place fraudulent
calls, resulting in fees associated with the call being charged
to individuals who did not place the call. For example, as
described in U.S. application Ser. No. 08/651,230 “Method
and Apparatus for Detection of Fraudulent Users in a
Communication System Using Signaling-Channel Phase
Shift” by W. Willey, a fraudulent remote unit (i.e., a fraudu-
lent user operating a remote unit) may hijack a channel by
transmitting on a corresponding uplink frequency at a high
enough power level, causing the legitimate remote unit to be
abandoned in favor of the fraudulent remote unit. Once
communication has been established between the fraudulent
remote unit and the communication system, the fraudulent
remote unit may then utilize three-party calling features of
the communication system to place other calls utilizing the
legitimate remote unit’s identification information, causing
associated fees to be charged to the legitimate remote unit.

Another way in which users can place fraudulent calls is
by cellular cloning. Cellular cloning involves procuring a
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remote unit’s identification information and reprogramming
a fraudulent remote unit with the obtained identification
information. The reprogrammed, or cloned remote unit
simply places a call using the identification information of
the legitimate remote unit, causing associated fees to be
charged to the legitimate remote unit.

There exists many methods in which communication
systems can detect the placement of fraudulent calls. Typi-
cally each fraud detection method requires specific software
and hardware existing within the system’s infrastructure
equipment, and can be very costly to implement. This can
prevent system operators from outfitting existing infrastruc-
ture equipment with new fraud detection equipment. Thus a
need exists for a method and apparatus for detection of
fraudulent users in a communication system that is less
costly and does not require outfitting existing infrastructure
equipment with additional fraud detection equipment when
new fraud detection methods are devised.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a communication system in accordance
with the preferred embodiment of the present invention.

FIG. 2 is a block diagram of the external fraud detection
equipment of FIG. 1 in accordance with the preferred
embodiment of the present invention.

FIG. 3 is a flow chart illustrating operation of the external
fraud detection equipment of FIG. 1 in accordance with a
preferred embodiment of the present invention.

FIG. 4 is a flow chart illustrating operation of the internal
fraud detection equipment of FIG. 1 in accordance with an
alternate embodiment of the present invention.

FIG. 5 is a flow chart illustrating operation of the external
and internal fraud detection equipment of FIG. 1 in accor-
dance with a second alternate embodiment of the present
invention.

FIG. 6 is a flow chart illustrating operation of the external
and internal fraud detection equipment of FIG. 1 in accor-
dance with a second alternate embodiment of the present
invention.

DETAILED DESCRIPTION OF THE DRAWINGS

Stated generally, detection of a fraudulent remote unit in
a communication system occurs by external fraud detection
equipment located external to, and in proximity to a base
site. The external fraud detection equipment communicates
with the base site via an uplink communication signal and
utilizes fraud detection methods not utilized by internal
fraud detection equipment to identify the remote unit as
being fraudulent. Once the remote unit is identified by the
external fraud detection equipment as being fraudulent, the
external fraud detection equipment places an origination
order to the base site and supplies identification information
on the fraudulent remote unit. The infrastructure equipment
utilizes information supplied to it by the external fraud
detection equipment and disconnects the fraudulent remote
unit.

The present invention encompasses a method of detecting
a fraudulent remote unit in a communication system by
receiving at a point external to cellular infrastructure
equipment, a first uplink communication signal transmitted
by a remote unit and determining at the point external to the
cellular infrastructure equipment, if the first uplink commu-
nication signal is transmitted by the fraudulent remote unit.
Next, information regarding the fraudulent remote unit is
transmitted from the point external to the cellular infrastruc-
ture equipment to the cellular infrastructure equipment.

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




