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SYSTEM FOR DETECTING A FRAUDULENT 
REMOTE UNIT WHICH UPON DETECTION 

PLACES A CALL TO THE CELLULAR 
INFRASTRUCTURE USING 

IDENTIFICATION IN FORMATION OF THE 
FRAUDULENT REMOTE UNIT 

FIELD OF THE INVENTION 

The present invention relates generally to cellular com 
munication Systems and, in particular, to detection of fraudu 
lent users in cellular communication Systems. 

BACKGROUND OF THE INVENTION 

Communication Systems are known to comprise a plural 
ity of base sites that provide communication Services to 
remote units located in corresponding Service coverage areas 
of the base sites. A remote unit (e.g., a mobile or stationary 
remote unit) that desires to communicate, sends a channel 
request Signal and identification information to a base site 
Serving the coverage area in which the remote unit resides. 
Identification information includes, but is not limited to, a 
mobile identification number (MIN) and an electronic serial 
number (ESN). Upon receiving the remote unit's identifi 
cation information and channel request Signal, the Serving 
base site allocates a communication resource for the remote 
unit. The communication resource comprises a coordinated 
pair of frequencies (i.e., an uplink frequency and a downlink 
frequency Sometimes referred to as voice or traffic 
channels). In a communication System employing a Time 
Division Multiple Access (TDMA) protocol, the communi 
cation resource comprises a coordinated pair of time slots 
and frequencies (i.e., a first time slot at an uplink frequency 
and a second time slot at a downlink frequency). The uplink 
frequency Supports transmissions from the remote unit to the 
Serving base Site, whereas the downlink frequency Supports 
transmissions from the Serving base site to the remote unit. 
Upon allocating the communication resource, the base 

Site Sends a channel designation signal containing the uplink 
and downlink frequency, to the remote unit via a control 
channel, and upon receiving the channel designation Signal, 
the remote unit tunes its transmitter and receiver to the 
designated frequencies and begins communicating with a 
telephone network Subscriber or another remote unit via the 
Serving base site. The Serving base site then trackS billing 
information with respect to the call, and utilizing the remote 
unit's identification information, charges the appropriate 
fees to the corresponding caller. 

There are many ways in which users can place fraudulent 
calls, resulting in fees associated with the call being charged 
to individuals who did not place the call. For example, as 
described in U.S. application Ser. No. 08/651,230 “Method 
and Apparatus for Detection of Fraudulent Users in a 
Communication System Using Signaling-Channel Phase 
Shift” by W. Willey, a fraudulent remote unit (i.e., a fraudu 
lent user operating a remote unit) may hijack a channel by 
transmitting on a corresponding uplink frequency at a high 
enough power level, causing the legitimate remote unit to be 
abandoned in favor of the fraudulent remote unit. Once 
communication has been established between the fraudulent 
remote unit and the communication System, the fraudulent 
remote unit may then utilize three-party calling features of 
the communication System to place other calls utilizing the 
legitimate remote unit's identification information, causing 
asSociated fees to be charged to the legitimate remote unit. 

Another way in which users can place fraudulent calls is 
by cellular cloning. Cellular cloning involves procuring a 
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remote unit's identification information and reprogramming 
a fraudulent remote unit with the obtained identification 
information. The reprogrammed, or cloned remote unit 
Simply places a call using the identification information of 
the legitimate remote unit, causing associated fees to be 
charged to the legitimate remote unit. 

There exists many methods in which communication 
Systems can detect the placement of fraudulent calls. Typi 
cally each fraud detection method requires Specific Software 
and hardware existing within the System's infrastructure 
equipment, and can be very costly to implement. This can 
prevent System operators from outfitting existing infrastruc 
ture equipment with new fraud detection equipment. Thus a 
need exists for a method and apparatus for detection of 
fraudulent users in a communication System that is leSS 
costly and does not require outfitting existing infrastructure 
equipment with additional fraud detection equipment when 
new fraud detection methods are devised. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a communication System in accordance 
with the preferred embodiment of the present invention. 

FIG. 2 is a block diagram of the external fraud detection 
equipment of FIG. 1 in accordance with the preferred 
embodiment of the present invention. 

FIG. 3 is a flow chart illustrating operation of the external 
fraud detection equipment of FIG. 1 in accordance with a 
preferred embodiment of the present invention. 

FIG. 4 is a flow chart illustrating operation of the internal 
fraud detection equipment of FIG. 1 in accordance with an 
alternate embodiment of the present invention. 

FIG. 5 is a flow chart illustrating operation of the external 
and internal fraud detection equipment of FIG. 1 in accor 
dance with a Second alternate embodiment of the present 
invention. 

FIG. 6 is a flow chart illustrating operation of the external 
and internal fraud detection equipment of FIG. 1 in accor 
dance with a Second alternate embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE DRAWINGS 

Stated generally, detection of a fraudulent remote unit in 
a communication System occurs by external fraud detection 
equipment located external to, and in proximity to a base 
Site. The external fraud detection equipment communicates 
with the base site via an uplink communication signal and 
utilizes fraud detection methods not utilized by internal 
fraud detection equipment to identify the remote unit as 
being fraudulent. Once the remote unit is identified by the 
external fraud detection equipment as being fraudulent, the 
external fraud detection equipment places an origination 
order to the base site and Supplies identification information 
on the fraudulent remote unit. The infrastructure equipment 
utilizes information Supplied to it by the external fraud 
detection equipment and disconnects the fraudulent remote 
unit. 
The present invention encompasses a method of detecting 

a fraudulent remote unit in a communication System by 
receiving at a point external to cellular infrastructure 
equipment, a first uplink communication Signal transmitted 
by a remote unit and determining at the point external to the 
cellular infrastructure equipment, if the first uplink commu 
nication signal is transmitted by the fraudulent remote unit. 
Next, information regarding the fraudulent remote unit is 
transmitted from the point external to the cellular infrastruc 
ture equipment to the cellular infrastructure equipment. 
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