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a)  Limitation [1 Pre] “A packet monitor for examining packets
passing through a connection point on a computer network in
real-time, the packets provided to the packet monitor via a
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configured to store a database of parsing/extraction operations
that includes information describing how to determine at least
one of the protocols used in a packet from data in the packet;”

d)  Limitation [1c] “(c) a parser subsystem coupled to the packet
buffer and to the pattern/extraction operations memory, the
parser subsystem configured to examine the packet accepted
by the buffer, extract selected portions of the accepted packet,
and form a function of the selected portions sufficient to
identify that the accepted packet is part of a conversational
flOW-SEQUENCE;” ...eeiieiiiecieeette ettt e 41

e)  Limitation [1d] “(d) a memory storing a flow-entry database
including a plurality of flow-entries for conversational flows
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g)  Limitation [1f] “(f) a state patterns/operations memory
configured to store a set of predefined state transition patterns
and state operations such that traversing a particular transition
pattern as a result of a particular conversational flow-sequence
of packets indicates that the particular conversational flow-
sequence is associated with the operation of a particular
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are initialized into the parsing/extraction operations memory.”
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