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‘ . .A network interface system and related methods. A single Iogic control module, which may be implemented in hardware or software,
15 utIIIzed to perform any of a number of data manipulation functions including, for example, parsing, filtering, data generation or analysis,
based upon one or more programmably configurable protocol descriptions which may be stored in and retrieved from an associated memory.
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The present invention relates to network

communications systems and, in particular, to improved

systems and methods for parsing, filtering, generating and

5 analyzing data composed of inter-related structures such

as protocols found within network frames.

W

Existing network interface devices provide systems

for receiving, analyzing, filtering and transmitting

10 network data or frames of data. Network Protocol

Analyzers, Bridges, and Routers are among the most common

network interface devices currently available.

Conventional network protocol analyzers provide, for

a predefined set of network frame structures or protocols,

15 a system for monitoring the activity of a network and the

stations on it by allowing network traffic to be captured

and stored for later analysis. Common capture and

analysis capabilities include the gathering of statistics,

subsequent report generation, the ability to filter frames

20 based on specific criteria, and the ability to generate
network traffic.

Bridges and routers are network devices that pass

frames from one network interface to another. Bridges

operate at the data—link layer and routers at the network

25 layer of the OSI reference model. Like protocol

analyzers, both bridges and routers may gather statistics

and filter incoming network frames based on specific

criteria, however incoming frames also may be forwarded to

other networks based on information collected by the

30 bridge or router. Routers typically' support only a

limited number of network protocols.
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Each of these network devices requires an ability to

separate network frames into individual protocols and

their components (typically referred to as parsing), an

ability to filter incoming frames based on a logical

combination of one or more field values extracted during

parsing, and an ability to gather statistics based in part

on extracted field values. Typically, it is a requirement

that network frames be received, analyzed and forwarded at

full network speeds, sometimes on many different networks

at one time.

A frame filter consists of one or more criteria which

specify one or more valid values for a frame (or segments

of a frame). Frame filtering criteria are typically

implemented using an offset (from frame or protocol header

start), a length in bits which defines a field, a value

for comparison, and mask values for identifying relevant

and irrelevant bits within the field. For multiple value

filter criteria, the result from each filter value is

logically' OR'ed together to obtain an overall result.

Therefore, each additional result adds to the processing

required to filter‘ a given field. For filtering on

optional protocol fields that do not occur at the same

relative offset in each protocol frame, this method is

time-consuming. Thus, it would be desirable to perform

filtering on both fixed and optional variable offset

fields for any number of values or ranges of values

without incurring any additional overhead.

Parsing, the process wherein network frames are

broken up into their individual protocols and fields, is

necessary for filtering with offsets relative to protocol

headers, gathering field based statistics, generating

network traffic, routing data frames, verifying field

values, and displaying network frames in human readable

form. In conventional systems, the parsing process has an

overall structure which incorporates control logic for

each supported protocol. Therefore, additional control

logic must be developed when support for a new protocol is
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added to a conventional system. As the development of

additional control logic, whether implemented in hardware

or software, may be both time consuming and expensive, it

would be highly desirable to be able to parse all

protocols with a single configurable software (or

hardware) module so that support for additional protocols

could be added to a system without requiring substantial

modification to the system or its control logic.

Further, although microprocessors (or CPUs) avail-

able today can execute tens or even hundreds of millions

of instructions per second, vendors often must provide

dedicated hardware assistance and/or front-end processors

with hand-coded assembly language routines to achieve the

necessary processing rates for more than. one pair of

networks. Unfortunately, this solution requires hardware

and/or software modifications whenever changes are made to

the number of supported features or protocols.

Finally, as networks become larger and more complex,

the maintenance of a comprehensive statistics database by

each network device becomes more important. Because these

statistics databases typically are not utilized by a

maintaining device, but instead are collected by a network

management device, the collection process may affect

performance adversely without any corresponding benefit to

the collecting device.

In light of the considerations discussed above, it is

believed that a network interface system having a con—

figurable protocol analysis capability with common control

logic applicable to many different network devices would

be highly desirable.

W

The present invention is directed to improved systems

and methods for parsing, filtering, generating and

analyzing data (or frames of data) transmitted over a data

communications network. In one particularly innovative

aspect of the present invention, a single logic control
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module, which may be implemented in hardware or software,

is utilized to perform any of a number of data

manipulation functions (for example, parsing, filtering,

data generation or analysis functions) based upon one or

more programmably configurable protocol descriptions which

may be stored in and retrieved from an associated memory.

The use of common control logic (i.e. the use of a

single logic control module) and programmably configurable

protocol descriptions allows changes to existing protocols

to be made and support for new protocols to be added to a

system in accordance with the present invention through

configuration only -— without the need for hardware and/or

software system modifications. Thus, those skilled in the

art will appreciate that a network interface in accordance

with the present invention may be configured and

reconfigured, if necessary, in a highly efficient and cost

effective manner to implement numerous data manipulation

functions and to accommodate substantial network modifica-

tions (for example, the use of different data transmission

hardware, protocols or protocol suites) without

necessitating substantial system changes.

In one preferred form, the system of the present

invention may employ a CPU or other hardware implementable

method for analyzing data from a network in response to

selectively programmed parsing, filtering, statistics

gathering, and display requests. Moreover, the system of

the present invention may be incorporated in a network

device, such as a network analyzer, bridge, router, or

traffic generator, including a CPU and a plurality of

input devices, storage devices, and output devices,

wherein frames of network data may be received from an

associated network, stored in the storage devices, and

processed by the CPU based upon one or more programmably

configurable protocol descriptions also stored in the

storage devices. The protocol descriptions may take the

form of one or more protocol description files for each

supported network protocol and may include a protocol
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header record and plurality of field sub—records having

data corresponding to an associated protocol and fields

defined therein.

The system of the present invention also preferably

includes logic for extracting field values from particular

network frames, performing validation and error checking,

and making parsing decisions based upon field values and

information in the programmably configurable protocol

descriptions.

The system of the present invention also preferably

includes logic for filtering a subset of network frames

received from the input or storage devices which satisfy

a filter criteria based upon information defined in the

programmably configurable protocol descriptions.

The system of the present invention also preferably

includes logic for filtering network frames which satisfy

a plurality of filter criteria which, if desired, may be

joined together by Boolean operators.

The system of the present invention also preferably

includes logic for analyzing a filter request by breaking

the request into its component criteria to determine

whether the result from evaluating a particular filter

request criteria when combined with results from earlier

criteria can be used to filter (i.e. discard) a particular

network frame.

The system of the present invention also preferably

includes logic for collecting statistics based upon

extracted field values satisfying a statistics criteria

based upon information defined in the programmably con-

figurable protocol descriptions.

The system of the present invention also preferably

includes logic for determining a next protocol description

structure required to continue analyzing a network frame.

The system of the present invention also preferably

includes logic for determining a frame length and

individual protocol header lengths from extracted field

values in a network frame.
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The system of the present invention also preferably

includes logic for making routing decisions based upon

information contained le the programmably configurable

protocol descriptions.

The system of the present invention also preferably

includes logic for determining display formats based on

information contained in the 'programmably' configurable

protocol descriptions.

The system of the present invention also preferably

includes logic for verifying individual field values and

making parsing decisions based on the validity of the

value.

The system of the present invention also preferably

includes logic for constructing and transmitting network

frames with varying field contents based on information

contained in the programmably configurable protocol

descriptions.

The system of the present invention may be employed

in any system where it is useful to be able to examine and

perform various operations on contiguous bit-fields in

data structures, wherein each data structure is composed

of predefined fields of one or‘ more contiguous bits.

Further, the system of the present invention is

particularly efficient where operations must be performed

on a subset of included fields.

Those skilled in the art will recognize that the

system of the present invention gains a distinct advantage

in size and maintainability" over conventional network

devices by implementing analysis capabilities for multiple

known and unknown protocols using common control logic.

Furthermore, the systenl gains a (distinct advantage in

speed and efficiency over conventional network devices

when the control logic is implemented in hardware or a

front-end processor, without incurring the penalty of

additional hardware and/or software development when

protocol definitions change.
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Accordingly, it is an object of the present invention

to provide an improved system for network analysis wherein

the system may determine which protocols and which

protocol fields exist in a network frame (also referred

herein as parsing) using common control logic combined

with configurable protocol descriptions.

It is yet another object of the present invention to

provide an improved system for network analysis wherein

the control logic may be implemented in hardware as well

as software.

It is yet another object of the present invention to

provide an improved system for network analysis wherein

each supported analysis capability is configurable even

when the control logic is implemented in hardware.

It is another object of the present invention to

provide an improved system for network analysis wherein

the systenl may' determine whethex‘ a, particular network

frame includes a field that satisfies a particular filter

criteria based upon information stored in a programmably

configurable protocol description.

It is yet another object of the present invention to

provide an improved system for network analysis wherein

the system may determine if a particular network frame

includes a protocol field that satisfies a. particular

statistics gathering criteria defined in a programmably

configurable protocol description.

It is yet another object of the present invention to

provide an improved system for network analysis wherein

the system may generate network traffic in the form of

frames constructed from selected protocol descriptions

with the ability to specify a variety of methods for

varying individual field values.

It is still another object of the present invention

to provide an improved system for network analysis wherein

the system may route network frames (determine the

appropriate destination interface) that satisfy a

particular‘ routing criteria defined in a programmably
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configurable protocol description while providing a

capability to specify a variety of methods for varying

individual field values during the routing process.

It is still another object of the present invention

to provide an improved system for network analysis wherein

the system may determine if a particular network frame

includes a protocol field that contains a value related to

either the overall length of the frame or the current

protocol header length.

JE'EI 'I' :EIJL .

Fig. l is a block diagram of a network interface

system in accordance with one form of the present

invention.

Fig. 2 is a diagram representing a set of data

records of a typical network frame which may be contained

in the data files of the network interface system

illustrated in Fig. 1.

Fig. 3 is a diagram representing a set of data

records of a protocol description in accordance with one

form of the present invention.

Fig. 4 is a diagram representing a control record of

an Ethernet protocol description which may be utilized in

a network interface system in accordance with one form of

the present invention.

Fig. 4a is a diagram representing five defined field

sub—records of the Ethernet protocol description

illustrated in Fig. 4.

Figs. 4b, 4c, and 4d are diagrams representing lockup

structures referenced in Fig. 4a fields 0, 2 and 4

respectively.

Fig. 5 is a diagram representing a control record of

an imaginary Generic Protocol description which may be

utilized in a network interface system in accordance with

one form of the present invention.
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Fig. 5a is a diagranl representing eleven defined

field sub-records of the GP description illustrated in

Fig. 5.

Figs. 5b, Sc, 5d, and Se are diagrams representing

lookup structures referenced in Fig. 5(a) fields 1, 3, 7

and 8, respectively.

Figs. 6, 6a, and 6b are diagrams representing the

control record and field sub—record of a protocol

description structure that allows parsing of optional

fields of the GP description shown in Figs. 5 - 5e.

Figs. 7, 7a, and 7b are diagrams representing the

control record and field sub—records of a protocol

description structure that describes the End Of List

option of the GP description shown in Figs. 5 — Se.

Figs. 8, 8a, and 8b are diagrams representing the

control record and field sub—records of a protocol

description structure that describes the No Operation

option of the GP description shown in Figs. 5 - Se.

Figs. 9, 9a, and 9b are diagrams representing the

control record and field records of a protocol description

file that describes the Maximum Frame Size option of the

GP description shown in Figs. 5 - 5e.

Figs. 10, 10a, 10b, 10c, 10d and ice are diagrams

representing data records of a filter expression control

and associated field filter structures.

Fig. 11 is a flow chart illustrating top level frame

parsing control logic in accordance with one form of the

present invention.

Fig. 12 is a flow chart illustrating protocol parsing

control logic in accordance with one form of the present

invention.

Fig. 13 is a flow chart of the field parsing control

logic in accordance with one form of the present
invention.

Fig. 14 is a flow chart representing value

verification, error checking, next protocol and branch
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determination control logic in accordance with one form of

the present invention.

Fig. 15 is a flow chart representing field filtering

control logic in accordance with one form of the present

invention.

Fig. 16 is 21 flow chart illustrating field value

extraction and varying control logic in accordance with

one form of the present invention.

Referring now to Fig. 1, a network interface system

in accordance with one form of the present invention,

generally referred. to as 10, may' be implemented in a

network device including input devices 12, data storage

devices 14, analysis control logic 16 for facilitating the

input, storage, retrieval, and analysis of network frames,

and output devices 18 for forwarding frames or displaying

or" printing the results of analyses. A. data storage

device 14 may include a data file 20 of network frames

having n protocol data records, wherein each data record

contains data stored in a plurality of predefined fields.

Protocol description files 22 also may be stored in the

data storage device 14. The protocol description files 22

may include a protocol control record and n field sub-

records, which together may describe a subset of a network

protocol and include rules for analyzing that protocol.

The network device control logic 16 is capable of

retrieving a subset of network frames from the input

devices 12 or data files 20 which satisfy one or more

criteria based upon extracted field values and filtering

criteria contained in one or more of the protocol

description files 22. The network device control logic 16

also includes logic for determining frame and protocol

header lengths, gathering statistics, verification and

error checking, determining routes, varying values, and

formatting output.
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A personal computer or conventional network device,

such as an IBM PC (or compatible), Apple Macintosh®, or

any Unix®, or Zenix® workstation, protocol analyzer,

bridge, router, traffic generator, or similar system may

be utilized in accordance with the system of the present

invention. The data input devices 12 may comprise any of

a number of commercially available network interface

devices and may include a conventional keyboard or mouse

if required. The data storage devices 14 may take the

form of any of a number of commercially available data

storage options (such as RAM, ROM, EPROM, or various sized

fixed disk drives), and the data output devices 18 may

comprise any of a number of commercially available user

interface devices, such as CRT displays, monitors, network

interface devices and/or printers (if required). The

analysis control logic 16 may be implemented as a computer

program. written in any language suitable for systems

programming or may be implemented in hardware if better

performance is required. In one presently preferred form,

the analysis control logic 16 may be implemented via the

programming files set forth in the attached Appendix,

which is herein incorporated by reference. However, those

skilled in the art will appreciate that the analysis

control logic 16 ndght equivalently be implemented in

dedicated hardware using, for example, one or more

application specific integrated circuits ("ASICS") or one

or more field programmable gate arrays ("FPGAs").

The network interface system 10 of the present

invention is preferably implemented on a personal

computer, workstation or conventional network device

having a 32—bit or larger bus and register set, an

optional math co-processor, at least one megabyte of

available RAM, and for personal computer and workstation

applications, a fixed disk having at least 10 megabytes of

available storage space. As shown in the attached

Appendix, the analysis control logic 16 may be programmed

in the C++ language, with abstract data types defined for
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statistics gathering, value verification, next protocol

determination, filtering, varying values, checksumming and

route determination capabilities, and protocol control and

field records.

5 Referring now to Fig. 2, a data file 20 in accordance

with. one forn1 of the present invention. may include a

plurality (n) of protocol header data records and optional

Data and Pad records. Each protocol record contains data

organized into a plurality of predefined fields. Each

10 field comprises a collection of 1 or more contiguous bits

and includes a set of valid values for that field. For

example, a particular protocol specification might include

ea 6 bit header length field that limits the protocol

header length to values between 20 and 60 inclusive,

15 thereby excluding values less than 20 and values from 61

to 64.

The number of possible contiguous bit fields for a

protocol header of length N bits where N is greater than

1 can be expressed by the following formula:
N

21'
1:120 Number of Possible Fields =

It will be appreciated by those skilled in the art that

any possible organization of fields for any possible

protocol specification is contemplated for the network

interface system 10 of the present invention.

25 Referring now to Fig. 3, a protocol description file

22 in accordance with one form of the present invention

may include a protocol control record, and a plurality (n)

of field data records. In a particularly preferred

embodiment, the protocol control record (shown below in

30 Table 1) may define the overall structure of a network

protocol and reference other information relating to the

network protocol.
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length of protocol name in bytes including NULL

 
terminator

name of protocol control record is describing

8-11 name of file control record is stored in

12—15 numBits total bit length of protocol header control record is

describing

number of fields required to describe protocol header

18-19 index of field currently referenced

 
 

10

 
20—23 flag indicating template has been output to file

-“display bit width for protocol header display ‘
field records that describe protocol header I

32-25 options pointer to option control record to use if this

protocol has optional fields

36-39 pointer to protocol specific routing table

 

 
15    

The field records referenced at bytes 28-31 in the

table above are preferably organized as shown in Table 2:

TABLE 2

F—" ’ ' "W ' “WW ' ##H"' ...._. ‘ "—‘——l

FIELD SUB—RECORDS l
Offet [m Description

  

 
 

   
 

 
0-3 fplen flag indicating value is actual length of frame

(multiplier)

8—11 byte offset from start of protocol header of 32—bit field

containing value

number of bits to left shift 32—bit value

number of bits to ri-ht shift 32-bit value

20

 

  
 

 

 

  
  25
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number indicating a. display type (i.e., decimal, hex,

. . . )

flag indicating value is actual length of protocol header

(multiplier)

not used pad byte to align following fields

multiplier to apply to value prior to display

18 {swap flag indicating the need to swap bytes and words in 32-

bit field containing value

fsdspfield flag indicating that this field should be displayed

pointer to configured statistics structure/class (Oxnone)

28-31 ptanp pointer to lockup structure/class . .. next protocol }

definition to use (O-none) I_
”-—

 

  

  
  
  

  
 

 

 

  
10

   

The statistics records referenced in Table 2, above,

15 at bytes 24—27 are preferably organized as shown in Table

3:

STATISTICS STRUCTURE/CLASS RECORD
 

 
 

 
 

-Jm  

20  pointer to user assigned name for statistic
 

 
  

pointer to derived structure/class for accumulating

configured statistic

The next protocol lookup records referenced in the ,

field sub-record table (Table 2) at bytes 28-31 are

preferably organized as shown in Table 4:
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TABLE 4

 

 

  
LOOKUP STRUCTURE RECORD 

 

  
  

 

, ,

index of field in protocol description to parse next

-_

_

 

 

 
 

Lookup structures can be used for determining the

next protocol control record to use, terminating protocol

processing on illegal values, branching decisions for

variable length headers or overlapping fields, and for

translation of numeric values to mnemonic or written

language equivalents. This ability to specify branches on

field values allows protocols with multiple overlapping

structures to be specified and parsed dynamically.

The vary field value records referenced in the field

sub-record table (Table 2) at bytes 32—35 are preferably

organized as shown in Table 5:

mask for isolating bits not in field

value to apply to field bits (relative to field)

minimum allowable value for field hits (relative to 
EX 1013 Page 17
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The checksum records referenced in the field sub-

record table (Table 2) at bytes 36—39 are preferably

organized as shown in Table 6:

 

 LEV!7 7 CHECKSUM RECORD
Offse

 

 
  
   

_-pointer to routine to verify protocol checksum
-_pointer to routine to compute protocol checksum 

The filter criteria records referenced in the field

10 sub—record table (Table 2) at bytes 40—43 are preferably

organized as shown in Table 7:

L F IL‘I‘ER GRIT—ERIA RECORD
1

  

  
  

 

umindex of this filter criteria (zero--baaed)

_1 ChPtr pointer to parent filter channel
pointer to lookup structure containing all possible field

values

--pointer to associated protocol definition for thiscriteria

16- 19 pointer to associated field definition for this criteria

20 The filter channel records referenced in the Filter

15

 
 

 
       

Criteria record (Table 7) above at 4-7 are preferably

organized as shown in Table 8:
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TABLE 8

FILTER CHANNEL RECORD i]

  

 

_
NextCriteriaI

 
  index of next criteria that should be applied to this

  
 

ndex filter

TotalCriteria number of criteria required to implement this filter

pointer to array of TotalCriteria criteria structures

12-15 ChannelName pointer to user supplied filter channel name

Each configured filter consists of one or more filter

  
    

criteria and the filter criteria may be organized into

Filter Criteria records. The Filter Criteria records may

refer to lookup structures which allow the filter criteria

to determine from a field value the current state of the

filter expression at each criteria. These states may

include: PASS_FRAME (accept this frame) and FILTER_FRAME

(discard this frame).

The NextCriteriaIndex field referenced in Table 8

above at bytes 0-3 is used to ensure that all filter

expressions are applied in the required order. The Ptl

and Fld fields at bytes 12-19 allow filter criteria to be

associated with specific protocols and protocol fields.

The lockup records referenced in the Filter Criteria

record (Table 7) at bytes 8-11 are preferably organized as

shown in Table 9:

TABLE 9

FILTER LOOKUP STRUCTURE RECORD

Offset_

Return PASS_FRAME, FILTER_FRAME value range result

Value

-“ index of field in Filter Expression structure

minimum acceptable value for this range

12—15 maximum accettable value for this ran-e
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16-19 selects EVEN, ODD or all values in range

20—23 pointer to associated human language equivalent

 

 
  

 
  

The Route Table records referenced in the Field Sub-

Records table (Table 2) at hwtes 44—47 are preferably

5 organized as shown in Table 10:

TABLE 10

  
  

 lROUTE TABLE RECORD

-Jm 

0-11 NetMaak mask for extracting 1 to 96 bits from protocol header

route field

12-15 number of entries in Route Table

16-19 pointer to array of ‘entries' Route Table entries

  

   
 

   
  

   
 

 

10

  

The Route Table Entry records referenced in the table

above at bytes 16-19 are preferably organized as shown in

Table 11:

15 TABLE 11

Description ‘
 

   
 
  

t

Route Table Lookup Value (field value is compared with

this)

destination frame type (i.e., 802.3. FDDI, etc.)

16—17 MacHeren length of MAC header and encapsulation to append to

frame

18-19 length of frame less MAC header and encapsulation

20-21 minimum allowable frame size for this destination

22—23 maximum allowable frame size for this destination

20  

  
  25
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pointer to MAC header and encapsulation to append to-m
2 B —31 DataPtr

protocol header

frame pointer to frame less any bits below the routing 
    

In Tables 1—11 the records of the protocol

description and associated field, statistics, lookup,

5 checksum, vary, route determination and filter records are

shown as they appear when resident in memory. In the

presently preferred embodiment, each of these protocol

description records with its associated field, statistics,

lookup, and filter record information is also written to

10 a protocol specific protocol description file (PDF).

In the presently preferred embodiment, the following

sequence of data is written to a PDF:

For the Protocol Control Record:

the length of the protocol name including NULL

15 terminator,

the name of the protocol,

the total bit length of the protocol header,

the number of fields required to describe records,

the index of the field currently referenced,

20 the display bit width,

for each of the field records that describe the

protocol header,

a call is made to write the field related data

(This sequence is described below).

25 if the pointer to the option control record is NULL,

zero,

if there are options, the length of the protocol

option name

including the NULL terminator,

30 the option name,

the option's protocol control record
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For the Field Record:

the flag indicating the value is the actual length of

frame,

the length of the field in bits,

5 the byte offset from the start of the protocol

header,

the number of bits to left shift of the 32—bit field,

the number' of bits to right shift of the 32—bit

field,

10 the number indicating the display type,

the flag indicating the value is the actual length of

the protocol header,

the reserved byte,

the multiplier to apply to value prior to display,

15 the flag indicating whether to byte swap the 32—bit

value,

the flag indicating that the field is to be

displayed,

the length. of the field name including the NULL

20 terminator, or zero

if the pointer to the statistics structure/class is

NULL, zero

if the pointer to the statistics structure/class is

not NULL, a call is made to write the statistics

2 5 type

if the pointer to the lookup structure/class is NULL,

zero

if the pointer to the lookup structure/class is not

NULL,

30 a call is made to write the lookup type, the

number of lookups, and the lookup values

The pointer to vary field, pointer to checksum, '

pointer to filter, and pointer to route determination are

handled similarly.

35 In the presently preferred embodiment, the initial-

ization of the system includes a determinatMMI of the
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presence of PDF files and the extraction of the protocol

and associated control record information from all of the

PDF files found. The number of PDF files is determined,

and a ProtocolList is constructed consisting of a sorted

vector of protocol records at least the size of the number

of PDF files found. The name of each protocol record

found is inserted in the ProtocolList. The PDF files are

then read to memory in the sequence described above for

the PDF file writing. The lookup records that indicate a

next protocol are associated with the appropriate entries

in the ProtocolList.

Two simple protocol descriptions are provided in

Tables 12 and 13 (below) to assist in the description of

the system of the present invention. The Ethernet

Protocol specification shown below is a simplification of

an actual Ethernet protocol header.

TABLE 12

ETHERNET v2.0 PROTOCOL SPECIFICATION

0 15 23 47

Destination Hardware Address

Source Hardware Address

Ethernet Protocol T oe
   
Destination Hardware Address — destination hardware

station. address (48

bits)

Source Hardware Address - source hardware

station address (48

bits)

Ethernet Protocol Type - upper layer protocol

designator (16 bits)

0X8888=GP

The Ethernet protocol definition described above

specifies only one possible upper level protocol, the

Generic Protocol (GP) which is indicated by placing a
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hexadecimal Ox8888 value in the protocol type field. The

Generic Protocol (GP) specification shown below in Table

13 has been fabricated to provide examples of different

types of field functionalities found in actual network

5 protocols.

TABLE 13

GENERIC PROTOCOL (GP) SPECIFICATION

O 7 15 23 31

Version HeaderLen Frame Frame Length

10 No. Type

checksum Hop count

Src Socket Dst Socket

Src Address

Dst Address 
15

Version Number ( 4 bits) - software version number

HeaderLen ( 4 bits) — length of GP header in 32

bit words.

0- 4 = illegal

20 5 = No Optional fields,

6-15 = 32-320 bits of

options

Frame Type ( 8 bits) - upper level protocol

identifier

25 0 = Unknown

1 = GPl

2 = GP2

3—255 = Unknown

Frame Length ( 16 bits) — frame length in bytes

30 - including header

Checksum (16 bits) - Checksum of header includ—

ing options

Control ( 8 bits) - reserved (must be zero)
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Hop Count ( 8 bits) - Count of number of networks

traversed

Src Socket (16 bits) - Socket of Upper—layer

protocol sender

5 Dst Socket (16 bits) - Socket of Upper—layer

protocol receiver

Src Address (32 bits) — Sender protocol address

Dst Address (32 bits) — Receiver protocol address

The GP options have two possible formats. Type 1

10 consists of a single 8-bit option type field containing an

option type value. Type 2 contains the 8-bit option type

field, but also contains an 8—bit option length field to

allow implementation of variable length options in the GP.

Two type 1 options and one type 2 option defined in the GP

15 specification are shown below in Table 13:

TABLE 13

End of Option (8 bits) Indicates end of

Mst options list.

Consists of an 8—bit

option type field with

value 0. Necessary

only for list that

does not end on 32-bit

boundary.

No Operation (8 bits) Performs no function.

Consists of an 8-bit

option type byte with

value 1. Used for

alignment of other GP

options.

20 MinMax Size ( 3 2 / 4 8 Allows minimum and

bits) maximum allowable

frame lengths to be

specified. Consists
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of an 8—bit option

type field with value

2, an 8—bit option

length field, an 16—

bit minimum frame

length field, and an

optional 167bit

maximum frame length

field. If the maximum

frame length is

specified, the option

length field will have

value 4, otherwise it

will have value 6

specified in units of

8—bit bytes.

Describing the flow charts of Figs. 11-16 requires

the definition of several variables. These variables

(described in Table 14 below) are used to implement and

monitor the current control logic state of a network

5 interface system in accordance with the present invention:

TABLE 14

FramePtr — Pointer to start of network frame being

parsed

HwLen - Bit length of network frame as reported by

10 input device

ParseLen — Number of bits parsed in the current

network frame

Current

Protocol - Pointer to protocol description control

15 record in use

CurField — Index. of field le CurrentProtocol being

parsed

ParsePtr - Pointer to start of protocol header in

frame being parsed
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FrameLen — Number of meaningful bits in the current

network frame

ProtoParse

Len - Number of bits parsed in the current

5 protocol header

HeaderLen — Size in bits of protocol header being

parsed

ParseLvl - Zero based protocol level in ISO reference

model of protocol being 'parsed (current

10 protocol)

ParseList - Array of pointers to protocol headers in

frame being parsed (only 0 to (ParseLvl—l)

are valid)

SrcIntf — Index of interface on which frame being

15 parsed was received (useful for bridging

applications and interface operations)

Inthypes — Array of values defining the type of each

interface in the network system (useful for

bridging operations and type specific

20 operations)

Network frames contain one or more protocol headers,

an optional number of data bits, and an optional number of

pad bits. Frame bits up to the frame length extracted

during parsing for which no protocol description exists

25 are considered data. Bits beyond the frame length

extracted during parsing are considered to be pad. Two

network frames are provided as examples to be used during

discussion of the control logic of the present invention:

Frame 1 shown below has a hardware length of eighty—

30 two 8-bit bytes and consists of a fourteen byte Ethernet

header, a twenty byte GP header with no option bytes, and

forty—eight bytes of application data. No hardware pad is

required because the frame length exceeds the Ethernet

minimum of sixty bytes.
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Frame (1)

(1) 08 oo oo oo oo 03 08 oo 00 oo oo 04 88

as Ethernet Header(14)

(2) 35 oo oo 44 B1 5F 00 01 08 oo 01 47 01 02 03 04

05 06 07 08 GP Header(20)

(3) oo oo oo oo oo oo 00 oo oo oo oo oo oo oo oo oo

oo oo oo oo 00 oo oo 00 Data (24)

(4) oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo

oo oo oo oo oo oo oo 00 Data (24)

Frame 2 shown below has a hardware length of sixty 8—

bit bytes and consists of a fourteen byte Ethernet header,

a twenty-eight byte GP header including eight option

bytes, and eighteen bytes of pad to achieve the sixty byte

Ethernet minimum frame length requirement.

Frame (2)

(1) 08 00 00 00 00 01 08 00 OO 00 00 02 88

88 Ethernet Header (14)

(2) 37 03 00 2A FF PF 00 05 08 00 01 00 01 02 03 04

05 06 07 08 GP Header (20)

(3) 01 GP NoOp Option (1)

(4) 02 O4 00 00 GP MaxSizeOpt (4)

(5) 00 GP EOL Options (1)

(6) 00 00 GP Option Pad (2)

(7) 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 Frame Pad (18)

A flow chart is provided for each of the major

control logic components of the present invention. The

flow chart shown in Fig. 11 outlines ParseFrame control

logic in accordance with the present invention and shows

how successive protocol headers are parsed, and how

remaining information is parsed as application data and

frame pad. The flow chart in Fig. 12 outlines

ParseProtocol control logic in accordance with one form of

the present invention and shows how fixed and optional

fields may be parsed in a selected protocol. The flow

chart shown in Fig. 13 outlines ParseFields control logic
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in accordance with the present invention and shows how

decisions are made and operations performed on extracted

field values. The flow chart shown in Fig. 14 outlines

ValidateValue control logic in accordance with the present

5 invention and shows how branching, next protocol

determination, and validity decisions are made with

extracted field values. The flow chart shown in Fig. 15

outlines ApplyFilter control logic in accordance with one

form of the present invention and shows how filter

10 criteria are applied to fields in network frames. The

flow chart shown in Fig. 16 outlines GetValue control

logic in accordance with one form of the present invention

and shows how field values are extracted from network

frames. These six components of the control logic of a

15 network interface system in accordance with the present

invention are described in detail below.

Referring now to Fig. 13, a value is extracted by the

GetValue control logic (shown in Fig. 16) of the system

(at 210) for each configured field that is relevant to the

20 current network frame. As shown in Fig. 16, the fdwoff

value is added to ParsePtr to locate and extract a 32—bit

value (at 502) containing the field value, which is then

byteswapped (at 510) if the fswap field is TRUE. If the

ptr2vary field is NULL (at 512 or 518), indicating that

25 the value does not need to be modified or varied, the

field value is extracted (at 506) by shifting the 32-bit

value left fshl bits and then right by fshr bits to

eliminate any extraneous bits. If the ptr2vary field is

non—NULL, the extracted 32—bit value is modified using the

30 configured method (at 514 or 520) and the resulting 32—bit

value overwrites the extracted 32-bit value (at 516 or

522). If the extracted value was byteswapped (at 510),

the modified. value is swapped. back (at 516) prior to

overwriting the original value. The extracted value is

35 returned (at 508) by the GetValue control logic.

It will be appreciated by those skilled in the art

that the system of the present invention can handle
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different machine endian architectures (at 210) by

rearranging the bit and byte order of the extracted 32—bit

network frame value to match the target hardware

architecture, and can be adapted easily to RISC based

architectures where all memory accesses must be aligned in

some fashion.

If the GetValue control logic was about to extract a

value for the GP HeaderLen field from frame (2), ParsePtr

would point at the first value of line 2, from Fig. 5a,

fdwoff would be 0, fshl would be 4, and fshr would be 28,

so that 32-bits of data would be extracted (at 502) and,

possibly, byteswapped (at 510) to obtain a hexadecimal

value equal to 0x3703002A.

In binary notation this is:

0011 0111 0000 0011 0000 0000 0010 1010

Shifting left 4 bits (at 506) yields:

0111 0000 0011 0000 0000 0010 1010 0000

Shifting right 28 bits (at 506) yields:

0000 0000 0000 0000 0000 0000 0000 0111

Which in decimal notation is: 7

Therefore, the actual length of the GP header in

frame (2) is seven 32—bit words, which is 28 bytes or 224

bits.

Although the presently preferred embodiment of the

system of the present invention is designed to handle a

maximum field width of 32 bits, it will be appreciated by

those skilled in the art that the system may be designed

to handle any required maximum field width, and is

particularly efficient where the maximum field width

matches the underlying hardware architecture. It will

also be appreciated by those skilled in the art that it is

possible to divide larger protocol fields into sub—fields

as demonstrated by the Ethernet protocol field

descriptions shown in Fig. 4a where the 48—bit hardware

address fields have each been defined as two 24—bit sub—

fields.
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The ValidateValue control logic shown in Fig. 14 is

performed on each extracted field value by the ParseFields

control logic (at 214) shown in Fig. 13. Each field may

have an associated lookup structure reference containing

one or more values and/or ranges of values that have a

particular meaning for that field.

If no lookup structure is configured for a particular

field, all values are deemed to be valid (at 318 and 312),

which causes parsing to continue with the next

sequentially defined field of the current protocol

description.

If a lookup structure exists for a particular field

but the extracted value is not found therein (at 314 and

316), parsing still continues with the next defined field

of the current protocol. However, the value is considered

invalid.

Values or ranges of values found in configured lookup

structures are considered to be valid. The Prot and

NextIndex values associated with a value or range found

are used to specify NextProtocol, the protocol description

(at 308) to be used after current protocol header parsing

is completed, and the index of the next field (at 310) is

used to determine where parsing of the current protocol

will continue after the current field. The first valid

field parsed in a protocol that specifies the NextProtocol

has precedence over all subsequent NextProtocol specifiers

(at 306).

The ValidateValue control logic returns an updated

CurField value (at 312 and 316) together with a

valid/invalid indication, and where indicated (at 308) may

return an updated value for NextProtocol.

Using value 0x8888 as an example, if the

ValidateValue control logic is applied to the Ethernet

Type field and associated lookup structure shown in Figs.

4a and 4d respectively, the lookup structure would be

found (at 302), the value will be found in it (at 304),

the associated Protocol field found with the range
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containing 0x8888 value will be used to update the

NextProtocol variable (at 308) if it is NULL (at 306), and

the associated Next Index field will be used to update the

CurField variable.

Using Fig. Be as an example, it may be seen how

values may be used to continue parsing at different

locations in the current protocol description. In this

case, value 0x02 for the Frame Type field causes Checksum

field processing to be skipped.

Referring back to the ParseFields control logic shown

in Fig. 13, the ParseFields control logic parses the

fields in each protocol header contained in a particular

network frame by using field values obtained in accordance

with information specified in associated protocol

descriptions. The ParseFields control logic is applied

for each protocol description required for a particular

network frame. If the ParseFields control logic were

applied to the exemplary frame, "Frame (1)," described

above, the network interface systen1 10 of the ‘present

invention would apply the ParseFields control logic with

the protocol descriptions for the Ethernet protocol shown

in Table 12, the GP shown in Table 13, and an unspecified

Data protocol description.

The ParseFields routine is entered (at 200) with

ParsePtr pointing at the start of a protocol header in a

particular network frame and CurrentProtocol set to an

appropriate protocol description. Parsing starts at

Protocol bit and field zero when CurField and

ProtoParseLen are cleared (at 202), also, HeaderLen is set

to the configured protocol control record NumBits value,

and LocalProto, the local next protocol return value

variable is cleared. Using the Ethernet protocol

description shown in Fig. 4 as an example, HeaderLen would

be set to 112 bits.

The control loop (at 204 through 224) continues until

the last field has been parsed (at 206), all bits in the
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header have been parsed (at 208), or all bits in the frame

have been parsed (at 209).

For each field a value is retrieved by the system (at

210). If there is a filter criteria for the field it is

applied (at 232) by the ApplyFilter control logic. The

System Filter Status is set to FILTER_FRAMB and

NextCriteriaIndex: is set to zero for' every' configured

filter channel prior to the start of frame processing and

after each frame is processed (at 124 in Fig. 11).

Referring now to the overall system filter channel

control structure shown in Fig. 10, and using the filter

expression shown below as an example:

if ((the Ethernet Dst Vendor Address is OXOBFFFF AND the

Ethernet Dst Station Address is 0x334455) OR

(the GP Frame Type is 1 OR the GP Frame Type is 2))

keep this network frame

we can divide the expression into three distinct filter

criteria:

(0) if the Ethernet Dst Vendor Address is OxOBFFFF

(1) if the Ethernet Dst Station Address is 0x334455

(2) if the GP Frame Type is 1 OR the GP Frame Type is 2

Fig. 10(a) shows an example Filter channel structure

for the expression shown above and refers to the three

Filter Criteria Records of Fig. 10(b) that implement the

three filter criteria shown above and refer respectively

to Figs. 10(c), 10(d) and 10(e) which implement the three

criteria as lookup structures.

Referring now to Fig. 15, after the ApplyFilter

control logic is entered (at 400), the Index of one of the

filter criteria records shown in Fig. 10(b) is computed

with NextCriteriaIndex (at 402 and 404) for the associated

filter channel shown in Fig. 10(a).

If Index is less than NextCriteriaIndex (at 402) it

indicates that this filter criteria does not need to be
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evaluated. This may occur because a filter channel has

been satisfied and NextCriteriaIndex has been set to

TotalCriteria to disable further filter processing.

If Index is greater than NextCriteriaIndex (at 404)

this indicates that a filter criteria was skipped in the

evaluation of this filter channel which invalidates the

filter result. In this case, further filter evaluation is

disabled (at 414) by setting NextCriteriaIndex to

TotalCriteria and ApplyFilter returns to the caller.

If Index and NextCriteriaIndex are equal, the field

value is found (at 406) in the associated lookup table,

NextCriteriaIndex is updated with the associated NextIndex

value and if the associated return value status is

PASS_FRAME, the System Filter Status is updated to

PASS_FRAME. In this preferred embodiment, the range of

possible values for a field must be fully covered.

Similarly, in the preferred embodiment a frame will be

completely parsed for statistics gathering.

Criteria (0) cannot be used to determine a

PASS/FILTER_FRAME result for the filter expression above

because it must be logically AND‘ed with criteria (1).

This is illustrated in Fig. 10b, where every value results

in no change to the status. The logical AND with criteria

(1) is implemented using the NextIndex value. If criteria

(0) is FALSE then NextIndex is 2 which causes criteria (1)

to be skipped, otherwise NextIndex is 1.

Criteria (1) when TRUE can be used to determine that

the filter expression is TRUE because it is not evaluated

unless criteria (0) is also TRUE, and the filter

expression is the result of ((0) and (1)) or (2). If

criteria (2) is FALSE then ea PASS/FILTER_FRAME result

cannot be determined for the filter expression. This is

illustrated by Fig. 10c, where the criteria value results

in a PASS_FRAME status, and every other value results in

no change to the status. The filter expression Count

value is reset on completion of frame processing.
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Criteria (2) when TRUE can be used to determine that

the filter expression is TRUE because it is logically

OR'ed with the result of the first two criteria.

It should be noted that the system of the present

invention will collect statistics on all fields evaluated

regardless of the decision to pass or filter the frame,

which may not be acceptable in some instances. It will be

appreciated by those skilled in the art that the system of

the present invention may be implemented as sequential

parsing loops, so that filtering decisions may be made

prior to the application of statistics or other field

operations.

It will be appreciated by those skilled in the art

that the system of the present invention offers

significant advantages over traditional filtering methods

by allowing filtering criteria to be specified for any

subset of bits in any field, by allowing criteria to be

applied to every instance of a field that appears more

than once in a network frame, and by providing a simple

method for easily specifying ranges of values.

Returning again to Fig. 13 after applying a filter

criteria, the extracted value is processed by the

ValidateValue control logic (at 214), which updates the

NextProtocol and CurField variables and returns a

valid/invalid value indication. If ValidateValue returns

invalid, parsing of the current field stops (at 216) and

restarts with the updated CurField value (at 204),

otherwise each configured parsing operation is applied

based on the extracted value.

The statistics entity of the field sub—record may be

used to indicate categories of statistics to be maintained

for each protocol header field (at 218 and 236). Details

about mechanisms for collecting statistics are not

relevant to the present discussion. However, it will be

appreciated by those skilled in the art that the addition

of various classes of statistics such as field counters,

summing of field contents, and arrays of counters/sums
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based on field contents may be used in accordance with the

present invention. Using Fig. 5a as an example, it would

be possible to configure the FrameLength field to

accumulate an array of counts for each possible field

value. From this array, the distribution of GP frames

sizes is immediately available, and the length of all GP

frames and each frame size may be computed.

Although checksum verification/computation (at 217

and 235) and route determination capabilities (at 219 and

237) are not described in detail in Fig. 13, those skilled

in the art will recognize that a system in accordance with

the present invention may be configured easily to

implement those capabilities. Further, exemplary software

listings for implementing these capabilities are provided

in the Appendix which is attached hereto and incorporated

herein by reference. Moreover, upon review the listings

in the Appendix entitled csum.asm, checksum.hpp, route.cpp

and route.hpp, those skilled in the art will appreciate

that the ability to configure IP, TCP, UDP and IPX

checksum capabilities may readily be incorporated into a

system in accordance with the present invention. The same

is true for‘ a general purpose 16 bit ones complement

checksum capability. Finally, those skilled in the art

will appreciate that the system of the present invention

may be configured in virtually infinite ways to implement

virtually any desired checksum capability or, indeed, any

desired data manipulation function.

Although in the preferred form the Verify checksum

control logic is integrated into the ParseFields control

logic (at 217 and 235), the result is not used because

processing of frames with bad checksums is device

dependent. For example, frames with bad checksums would

be counted and saved 13! a protocol analyzer, while a

routing device would count and discard them.

An ability to route frames based on values contained

in fields of up to 96 contiguous bits is also demonstrated

in the software listings included in the Appendix, and
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those skilled in the art will recognize that the 96 bit

limit may be changed easily to allow for proper handling

of protocols with route determination fields longer than

96 bits.

5 Moreover, those skilled in the art with appreciate

that the system of the present invention may be augmented

to support virtually any field based operations through

modification of the ParseFields control logic loop (at

204-224). For example, it is believed that field based

10 encryption and decryption operations may be added to the

system of the present invention with minimal effort.

The HeaderLength field of a protocol description sub—

record when non-zero is used to indicate that the

extracted. value of the current field may be used. to

15 compute the length of the current protocol header. The

extracted value when multiplied with the configured

HeaderLength field value yields the length of the protocol

header in the current network frame (at 238). The

HeaderLength field is configured to be 32 for the

20 FrameLength field of the GP description shown in Fig. 5a.

If HeaderLength is used together with the HeaderLen value

extracted from frame (2), an actual GP header length of

224 bits (32 * 'N is calculated. Because the fields

defined in Fig. 5a add up to only 160 bits, it will then

25 be possible to determine that the (224 — 160) or 64 bits

of optional fields exist in frame (2).

For each field with a valid value, the BitLength

field is added to ProtoParseLen, the number of bits parsed

in the current protocol, and ParseLen, the number of bits

30 parsed in the network frame (at 222).

The FrameLength field of a protocol description sub—

record when non—zero is used to indicate that the

extracted. value of the current field. may be used to

compute the length of the current network frame. The

35 extracted value when multiplied with the configured

FrameLength value yields the number of meaningful bits in

the current frame (at 240). The FrameLength field is
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configured to be 8 for the FrameLength field of the GP

description shown in Fig. 5a. If FrameLength is used

together with the FrameLen value extracted from frame (1),

an actual frame length of 336 bits is calculated (8 * 42).

Because the hardware length of frame (1) is 480 bits (8 *

60 bytes), it is now possible to determine that the last

((480-366) bits) of frame (2) is pad, added to the frame

in this case, to achieve the required Ethernet minimum

length of (8 * 60 bytes). In a preferred form, the length

computed for the frame is verified against the length

provided_ by the hardware, and. the tninimunl of the two

values is be used as FrameLen.

If every field in the current protocol has been

parsed (at 206), or every bit in the current protocol

header has been parsed (at 208), or every bit in the

current frame has been parsed (at 209), parsing of the

current protocol terminates. If LocalProto is NULL (at

225) when parsing of the current protocol terminates,

ParseProtoLen is added to ParsePtr (at 228) so that it

points to the start of the next protocol header in the

frame. If LocalProto is not NULL (at 225) when parsing of

the current protocol terminates and there are unparsed

header bits remaining (at 226), ParseLen and ProtoParseLen

are adjusted to account for each unparsed header bit (at

227) before adding ProtoParseLen to ParsePtr (at 228). In

every case, ParseFields control logic returns LocalProto

(at 230).

Referring now to Fig. 11, the ParseFrame control

logic of the present invention, network frames are

composed of one or more protocol headers which in turn are

composed of one or more predefined contiguous bit fields.

The ParseFrame control logic systematically parses through

each network frame (at 104 to 108 and 128) until all known

protocol headers have been parsed. Any remaining frame

bits are parsed as application data (at 110, 112 and 130)

and/or pad data (at 114, 116 and 132).
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Referring now to Fig. 12, ParseProtocol control logic

where all fixed and optional protocol fields are parsed is

entered (at 200) with ParsePtr and ParseLen initialized

from prior processing. All protocol fields that are fixed

5 in location are parsed (at 152). If all bits in the frame

are parsed (at 154) after parsing fixed fields, frame

parsing is complete and ParseProtocol returns NULL (at

168). If there are more bits in the frame to parse and

the current protocol description supports optional fields

10 (at 156) and the current frame contains optional fields

(at 160) they are parsed (at 160 to 166) using the current

protocol option control protocol description as a starting

point (at 158). Once all options are parsed (at 172)

ParseProtocol will return NULL (at 168) if all bits in the

15 frame have been parsed or will return LocalProto (at 170)

if more bits remain to be parsed.

Referring again to Fig. 11, once the systenl has

received a network frame (at 100), defined by an interface

number (SrcIntf), a frame location (FramePtr) and a

20 hardware length (HwLen), the frame is resolved into its

protocol and. field. components using' the systenl of the

present invention.

Using the exemplary frame, "Frame (2)," described

above as an example, the system (at 102) in Fig. 11 would

25 obtain from the receiving network interface device

SrcIntf, the receiving interface number, FramePtr, a

pointer to the frame, and HwLen, the hardware frame

length. The hardware length of frame (2) is 480 bits.

ParseLen, the number of bits in the frame that have been

30 parsed, ParseLvl and CurField, the index of the protocol

field being processed are reset to zero, and

CurrentProtocol, is set up with the initial protocol

description structure of the receiving interface number

which for frame (2) is the Ethernet Protocol description

35 defined in Figs. 4 - 4d. FrameLen is set to the value of

HwLen, and ParsePtr is set to the value of FramePtr.
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Each field in the Ethernet Protocol description as

shown in Fig. 4a is parsed (at 106) using the

ParseProtocol control logic shown in Fig. 13.

The ParseProtocol control logic updates

ProtoParseLen, the number of bits parsed in the

CurrentProtocol, HeaderLen, the protocol header size

determined during parsing, and returns NextProtocol, a

reference to the next applicable protocol description

structure to use during parsing. ParseProtocol also

updates ParsePtr and ParseLen by adding ProtoParseLen to

them. If NextProtocol is NULL, the remaining frame bits

will be treated as Data and/or Pad bits.

After the Ethernet protocol fields in frame (2) are

parsed (at 106) by the ParseProtocol control logic shown

in Fig. 13, HeaderLen, ParseLen and ProtoParseLen will be

112 bits, NextProtocol will refer to the GP shown in Figs.

5-5(e), and ParsePtr will point at the start of line 2 in

frame (2). CurrentProtocol will be updated with the

NextProtocol value of GP (at 130) and the GP fields in

frame (2) are parsed (at 106) by the ParseFields control

logic shown in Fig. 13, which will update HeaderLen and

ProtoParseLen to be 160 bits, and return NextProtocol as

NULL. ParsePtr will point at the start of line 3 in frame

(2), and ParseLen will be updated to 272 bits.

Referring now to Fig. 12, if a CurrentProtocol such

as GP shown in Figs. 5 — 5e supports optional fields,

which is indicated by the Options field of the control

record, then any options in the network frame are

sequentially parsed (at 160 — 166) using the ParseFields

control logic (at 164) until ProtoParseLen, the number of

bits parsed in the protocol header is equal to HeaderLen,

the protocol header size determined during parsing with

the original protocol description (at 152).

Using the exemplary frame, "Frame (2)," described

above as an example, after the GP fields are parsed (at

152), HeaderLen will be updated to 224 bits, while

ProtoParseLen will be updated to 160 bits, which indicates
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the presence of (224 — 160) bits of optional fields (at

160).

Every protocol description with optional fields will

have a master protocol option description, and one option

protocol description for each supported option. Using the

GP protocol control record shown in Fig. 5 as an example

of how optional fields might be described, the Options

field will refer to a master option control record similar

to Fig. 6. The master option control record will contain

one field (see Fig. 6a) that does not contribute to the

number of bits parsed (BitLength zero) with an associated

lookup structure (see Fig. 6b) for each possible option.

Using Fig. 6b as an example, each defined option refers to

an appropriate protocol option description. The first

field of each option description has an associated lookup

structure (see Figs. 7b, 8b, and 9b) that refers back to

the master option control record. Fig. 9a shows how

optional fields with variable length may be handled by

computing the frame length.

Referring now to Fig. 13, in a preferred form the

Option Type field in a frame is examined twice, once with

the master protocol option description and once with the

appropriate option protocol description. If an unknown

option is encountered (any value between 0x03 and Oxff

inclusive for Fig. 6b), ParseLen, ProtoParseLen, and

ParsePtr are updated (at 227 in Fig. 13) to skip any

remaining options and parsing of the frame continues with

the LocalProto protocol description returned (at 230).

Referring again to Fig. 12, and using the GP control

record shown in Fig. 4 as an example, the system would

determine (at 156) that the CurrentProtocol supports

options and (at 158) will update CurrentProtocol to the

master option descriptor of Fig. 6. The master option

control record has one field shown in Fig. 6a, which is

used to select the appropriate option protocol description

structure to use. The lookup structure shown in Fig. 6b

allows option descriptions to be associated with option
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type values extracted from network frames. The system (at

160—166) will parse one option at a time in the current

network frame until all options are parsed.

Before each option is parsed, the number of bits

parsed using the previous option protocol control record

is subtracted from HeaderLen (at 162). The ParseFields

control logic is alternately processed (at 164) with the

master protocol option control record, and an appropriate

option control record. The CurrentProtocol is updated (at

166) with the NextOption value returned by ParseFields,

and the loop is re-entered (at 160).

Using the exemplary frame, "Frame (2)," described

above as an example with ParsePtr pointing at line 3, and

CurrentProtocol pointing at the GP master option

description shown in Fig. 6, it may be seen how a NumBits

value of zero prevents the master option description from

contributing to the number of bits parsed (at 162), and

how ParseFields and ValidateValue use the master option

description field to select an appropriate GP option

description structure from the lookup structure of Fig.

6b. For frame (2), the first option byte at line 3

contains value 1, which causes the GP NoOp option

description structure shown in Fig. 8 to be selected (at

166). The NoOp NumBits value of 8 is added to

ProtoParseLen (at 162), and the single field defined in

Fig. 8a is parsed at 164. In a preferred form, each

option description structure must have a field with an

associated lookup structure that is always processed and

refers back to the master option description structure.

Thus, for "frame (2)" the option processing control

loop (at 160 through 166) is alternately applied with the

description structures of Fig. 6 and Figs. 8, 9, and 7.

The GP End Of List Option does not refer back to the

master option description because it indicates an end to

option processing. Any remaining option bits are assumed

to be pad and are disregarded so that the check for more
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options (at 160 in Fig. 12) will fail and return to frame

protocol parsing (at 108 in Fig. 11).

Once all options have been parsed in frame (2) or the

system (at 160) determines that the current frame has no

5 optional fields as in frame (1), the system control logic

(at 168 or 170) will return to the main parsing loop (at

108 in Fig. 11).

While the invention of this application is

susceptible to various modifications and alternative

10 forms, specific examples thereof have been shown in the

drawings and are herein described in detail. It should be

understood, however, that the invention is not to be

limited to the particular forms or methods disclosed, but

to the contrary, the invention is to cover all

15 modifications, equivalents, and alternatives falling

within the spirit and scope of the appended claims.
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Appendix

The following software was developed using the Watcom

C/C++ 10.0 Multi—Platform 16— and 32-bit Development

System. The following files are included:

5 csum.asm

data.cpp

decode.cpp

filter.cpp

lookup.cpp

10 main.cpp

nxtptl.cpp

pcols.cpp

popfile.cpp

stat.cpp

15 xmit.cpp

checksum.hpp

decode.hpp

filter.hpp

gen-hpp

20 lookup.hpp

pa.hpp

pcols.hpp

route.hpp

stat.hpp

25 xmit.hpp
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:Illl!NHlllllHI!ll!ll!llllll!ll!lllllllllllllllllllllllllllllllllllllllllllll

:I CSUM.ASM

:lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

.586

_TEXT segment dwnrd public 'CDDE'

_TEXT ends

_DATA segment word public 'DATA'

; Mask values for extracting 1, 2, or 3 misaligning bytes at the front of the

; requested checksum calculation so that the remaining quadword accesses will

; be quadword aligned

PreMask:DD DDDDDDDDDH ; Address 8: 3 - - Dis quadword alignedlnot used)

DD thffleDH ; Address & 3 - - 1 Mask 3 bytes to next quadword

DD foffDDDDH ; Address & 3 - - 2 Mask 3 bytes to next quadword

DD DifDDDDDDH ; Address & 3 = = 3 Mask 3 bytes to next quadword

; Table to convert low 2 bits of starting address into number of bytes of

; quadword misalignment
I

Adjust: DD 0 ; Address 8t 3 - = D is quadword alignedlnot used)

DD 3 ; Address 8! 3 - - 1 has 3 bytes to next quadword

DD 2 ; Address & 3 - - 2 has 2 bytes to next quadword

DD 1 ; Address & 3 - - 3 has 2 bytes to next quadword
I

; Table to extract 1, 2, or 3 bytes from non-quadword multiple checksum lengths

Maskit: DD 0 ; Length is a multiple of 4 (not used)

DD DDDDDfoH ; Length is a multiple of 4 plus 1

DD DDDfoffH ; Length is a multiple of 4 plus 2

DD DfoffffH ; Length is a multiple of 4 plus 3

; Jump Table for entering checksum loop with number not a multiple of 256 bytes

PCTfUS96/20779
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Index: DD

DD

DD

DD

DD

DD

DD

DD

00

DD

DD

DD

DD

DD

DD

DD

DD

DD

DD

DD

DD

DD

00

DD

DD

DD

DD

DD

DD

00

DD

DD

DD

DD

DD

DD

DD

PCT/US96/20779
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L00 ; Used initial time only for 0 length checksum

L01 ; 1 quadword to checksum

L02 ; 2 quadwords to checksum

L03

L04

L05

L06

L07

L08

L09

L10

L11

L12

L13

L14

L15

L16

L17

L18

L19

L20

L21

L22

L23

L24

L25

L26

L27

L28

L29

L30

L31

L32

L33

L34

L35

L36
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DD L37

DD L38

DD L39

DD L40

5 DD L41

DD L42

DD L43

DD L44

DD L45

1 0 DD L46

DD L47

DD L48

DD L49

DD L50

1 5 DD L51

DD L52

DD L53

DD L54

DD L55

2 0 DD L56

DD L57

DD L58

DD L59

DD L60

2 5 DD L61

DD L62 ; 62 quadwords to checksum

DD L63 : 63 quadwords to checksum

_DATA ends

DGRDUP group _DATA

3 0 _TEXT segment dword public 'CODE'

assume CS:_TEXT

assume DS:DGROUP

; unsigned short csumPseudo(U32 ChkSum, U32 ’lpHdr)

3 5 ; parameters - Sum of IP data (Le. TCPIUDP header and data}
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- pointer to start of associated IP header

returns - 16 bit ones complement of the ones complement sum

of the IP pseudo header, and IP data

public csumPseudo_

csumPseudo_ proc near

push ecx

push ebx

mov cx,+08H[edx] ; extract TTL and Protocol fields

mov ebx,+00H[edxl : extract Version, HdLen. TDS, TotalLen fields

and ecx,0ff0[lH ; isolate Protocol field (remove TTL)

shl bx, + UcH ; isolate HdLen field (remove Version, TDS)

shr bx,+l]2H ; convert HdLen to byte count in bh

not bx ; invert Hdlen bits to subtract from TotalLen

add eax,ebx ; add TotalLen, subtract HdLen fields

adc eax,ecx ; add Protocol field with carry

adc eax,+0cH[edx] ; add Source Address with carry

adc eax,+10H[edxl ; add Destination Address with carry

adc ax,0 ; add final carry

mov ebx,eax

shr eax,16

add ax,bx ; add upper and lower 16 bit values together

adc ax,0 ,' add any resulting carry

not ax ; return ones complement of sum

pop ebx

pop ecx

ret

csumPseudo_ endp

- unsigned short csumByteslunsigned long ‘pktptr, unsigned long iplen);

parameter - pointer to associated IP header

(should be passed in EAX)

returns - 16 bit ones complement sum of specified bytes

PCT/US96/20779
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public csumBytes_

csumBytes_ proc near

push ebx

push ecx

push esi

push edi

push ebp

mov ebx,eax :ebx - pktptr

mov ebp,eax

xor eax,eax ;sum - 0;

and ebp,3 ; ls data aligned on DWORD ?

je Aligned

and ebx,4H ; go to next lowest DWORD

mov eax,[ebx] ; get previous quadword

mov ecx,PreMasklebp‘4] ; extraction Mask for misaligned bytes

sub edx,Adjustlebp*4] : subtract misaligning bytes from length

and eax,ecx ; Mask out unnecessary bytes

add ebx,4 ; go to next DWDRD for regular processing

Aligned2push ebp ; save number of bits to roll result left

mov esi,edx ;length - edx

shr esi,02H ;dlen - esi - lengthl4

stitchzxor ebp,ebp ; Clear initial register for checksum

cmp esi,00000040ll ;if (dlen < 64)

iae L64 ; (switch default case)

xor ecx,ecx ; Clear Checksum Registers...

xor edi,edi ; and...

lea ebx,[ebx+esi*4] : Pkt + - ldlen - 64)

sub ebx,+1lJOH

imp dword ptr lndex[esi*4] ;switchldlen)

L64: mov ecx,[ebx] ;sum + - *lpkt+0)

adc eax,ebp

L63: mov edi,+4H[ebxl ;sum + - ‘(pkt+il

adc eax,ecx

L62: mov ebp,+8H[ebx] ;sum + = *(pkt+2)

adc eax,edi

PCT/US96/20779
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L61: mov ecx,+0cH[ebx]

adc eax,ebp

L60: mov edi,+10H[ebx]

adc eax,ecx

L59: mov ehp,+14H[ehx]

adc eax,edi

L58: mov ecx,+18H[ebx]

adc eax,ebp

L57: mov edi,+1cH[ebx]

adc eax,ecx

L56: mov ehp,+20H[ebxl

adc eax,edi

L55: mov ecx,+24H[ebx]

adc eax,ebp

L54: mov edi,+28H[ebx]

adc eax,ecx

L53: mov ebp,+2cH[ebx]

adc eax,edi

L52: mov ecx,+30H[ehx]

adc eax,ebp

L51: mov edi,+34H[ehxl

adc eax,ecx

L50: mov ehp,+38H[ebxl

adc eax.edi

L49: mov ecx,+3cH[ebx]

adc eax,ebp

L48: mov edi,+40H[ebx]

adc eax,ecx

L47: mov ebp,+44Hlebx]

adc eax,edi

L46: mov ecx,+48H[ehx]

adc eax,ehp

L45: mov edi,+4cH[ehx]

adc eax,ecx

L44: mov ehp,+50H[ebx]

adc eax,edi

L43: mov ecx,+54H[ehx]

48

;sum + = *(pkt+3)

; sum + - *(pkt+4)

;sum + = *(pkt+5)

; sum + = '(pkt+6)

;sum +- '1pkt+7)

;sum += '(pkt+8)

;sum + - '(pkt+9)

;sum + - ’(pkt+10)

;sum +- *(pkt+11)

; sum + - ‘(pkt+12)

;sum + - *(pkt+13)

;sum + - ’(pkt+14)

;sum + = *(pkt+15)

; sum +- *(pkt+16)

; sum + = ‘(pkt+ 17)

;sum 4- - *(pkt+ 18)

; sum + = ‘(pkh 19)

;sum + - *(pkt+20)

;sum + - *(pkt+21)
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ads eax,ebp

L42: mov edi,+58H{ebx]

adc eax.ecx

L41: mov ebp,+ 5cH[ebx]

adc eax,edi

L40: mov ecx,+60H(ebx]

adc eax,ebp

L39: mov edi.+64H[ehx]

adc eax,ecx

L38: mov ebp,+68H[ehx]

adc eax,edi

L37: mov ecx,+6cH[ebx]

adc eax,ebp

L36: mov edi,+7DH[ehx]

adc eax,ecx

L35: mov ebp,+74H[ebx]

adc eax,edi

L34: mov ecx,+78H[ebx]

adc eax,ehp

L33: mov edi,+7cH[ebx]

adc eax,ecx

L32: mnv ebp,+80H[ehx]

adc eax,edi

L31: mov ecx,+84H[ebx]

adc eax,ehp

L30: mov edi,+88H[ebx]

adc eax,ecx

L29: mov ebp,+8cH[ebx]

adc eax,odi

L28: mov ecx,+90H{ebx]

adc eax,ebp

L27: mov edi,+94H[ebx]

adc eax,ecx

L26: mov ebp,+98H[ebx]

adc eax,edi

L25: mov ecx,+9cH[ebx]

adc eax,ebp

49

;sum + — *(pkt+22)

; sum + = '(pkt+23)

;sum + = *(pkt+24)

;sum + = *(pkt+25)

;sum + = ‘(pkt+26)

; sum + = '(pkt+27)

;sum + = '(pkt+28)

;sum + - ‘(pkt+29)

;sum + = *(pkt+30)

;sum += *(pkt+31)

;sum + = *(pkt+32)

; sum + = *(pkt+33)

;sum + = *(pkt+34)

; sum + = *lpkt+35)

;sum + = *(pkt+36)

;sum + - *(pkt+37)

;sum + = *(pkt+38)

; sum + - *(pkt+39)
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L24: mov edi.+0a0H[ehx]

adc eax,ecx

L23: mov ebp,+0a4H[ehx]

adc eax,edi

L22: mov ecx,+0a8H[ebx]

adc eax,ehp

L21: mov edi,+0acH[ehxl

adc eax,ecx

L20: mov ehp,+0b0H[ebx]

adc eax,edi

L19: mov ecx,+0b4H[ebx]

adc eax,ebp

L18: mov edi,+0b8H[ehx]

adc eax,ecx

L17: mov ehp,+0bcH[ebx]

adc eax,edi

L16: mov ecx,+0c0H[ehx]

adc eax,ebp

L15: mov edi.+0c4H[ebx]

adc eax,ecx

L14: mov ebp,+0c8H[ehx]

adc eax,edi

L13: mov ecx,+0ccH[ebx]

adc eax,ehp

L12: mov edi,+0d0H[ehx]

adc eax,ecx

L11: mov ehp,+0d4Hlebx]

adc eax,edi

L10: mov ecx,+0d8H[ebx]

adc eax,ehp

L09: mov edi,+0ch[ebx]

adc eax,ecx

L08: mov ehp,+0e0H[ebx]

adc eax,edi

L07: mov ecx,+0e4H[ebx]

adc eax,ehp

L06: mov edi,+0e8H[ebxl

50

; sum + = *(pkt+40)

; sum + - *(pkt+41)

;sum + = *(pkt+42)

;sum + -= *(pkt+43)

;sum + = *(pkt+44)

;sum + = ‘(pkt+45)

;sum + = *(pkt+46)

; sum + = *(pkt+47)

;sum + - ’(pkt+48)

;sum + = *(pkt+49)

: sum + = *(pkt+50)

;sum +- “(pkt+51)

;sum + = “(ka+ 52)

;sum + - ’(pkt+ 53)

; sum + - *(pkt+54)

;sum + = *1pkt+55)

;sum + - *(pkt+56)

;sum + - *(pkt+57)

; sum + - *(pkHEB)
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ads eax,ecx

L05: mov ebp,+0ecH[ebxl ;sum += *(pkt+59)

adc eax,edi

L04: mov ecx,+0fflH[ebx] ; sum + - *(pkt+60)

5 adc eax,ebp

L03: mov edi,+0f4H[ebx] ;sum + - *(pkt+61)

adc eax,ecx

L02: mov ebp,+0f8H[ebx] ;sum 4- = *(pkt+ 62)

ads eax,edi

10 L01: mov ecx,+flch[ebx] ;sum + - *(pkt+63)

adc eax,ebp

ads eax,ecx

adc eax,0

L00: add ebx,+100H ;pktptr + - 256 bytes

1 5 sub esi, +4UH ; dlen -= 64 quadwords

jg stitch ; if more quadwords go checksum them

and edx,+3H ; len &- 3

je Finish ; if len is multiple of quadwords

mov edi,[ebx] ; get following quadword

20 and edi,Maskit[edx*4] ; 'pktptr &- Maskitllen&3]

add eax,edi ; add leftover bytes to checksum

adc eax,[l

Finish: pop ecx ; retrieve number of misalignment bytes

shl ecx,3 ; convert to bits

2 5 jz NoRoll ; it was not misaligned

ror eax,cl ; roll checksum by misalignment bits

NoRoll: mov ecx,eax

shr eax,lb‘

add ax,cx ; add upper and lower 16 bit values

3 0 adc ax,0 ; returnlsum) (not ones complement)

Lret: pop ebp

pop edi

pop esi

pop ecx

3 5 pop ebx

ret

PCT/US96/20779
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csumBytes_ endp

_TEXT ends

and

lIllMINI!IllllllllllllllllllllllllllllllllllllllllllllllllllllNllllllllllllll

H DATA.CPP

Illlllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

#include "gemhpp"

U32 ParseLeveI;

WCVaIVector < 88 * > ParseList(20l:

$8 “FramePtr, ‘ParsePtr;

U32 HwLen, FrameLen, ParseLen, ProtoParseLen, HeaderLen;

U32 Srclntf—D, Inthypesl256] - {ETHERNET, FDDI, TOKEN_RING};

RouteTableEntry ‘RtePtr:

Filters Cngilters; I! Configured Filters Object

H

II Lookup table for bit-swapping a byte value

I!

ll

38 bs[256] = II Table to perform bit-swapping

{

0x00,0):80,0x40,0xc0,0x20,0xal],0x60,flxe0,0x1D,0x90.0x50,0xdD,0x3fl,0xb0,0x70,0xf0,

0x08,0x88,0x48,0xc8,0x28,0xa8,0x68,0x98,0x18,0x98,0x58,0xd8,0x38,0xb8,0x78,0xf8,

0x04,0x84,0x44,0xc4,0x24,0xa4,0x64,[lxe4,flx14,0x94,0x54,0xd4,0x34,0xb4,flx74,0xf4,

0x0c.0x8c,0x4c,0xcc,0x2c,0xac.0x6c,flxec,0x1c,0x9c,0x5c,Oxdc,(]x3c,flxbc,[lx7c,0xfc,

0x02,0x82,0x42,ch2,0x22,0xa2,0x62,0xe2,0xl 2,0x92,0x52,0xd2,0x32,0xb2,0x72,0xf2.

0x0a,Dx8a,Ux4a,0xca,0x2a,0xaa,0x63,0xea,0x1a,Uan,Dx53,0xda,0x3a,0xba,0x7a,l]xfa,

0x06,Dx86,0x46,0xc6,0x26,0xaB,0x66,0xe6,0x16,0x96.0x56,0xd6,0x36,0xb6,0x76,0xf6,

0xGel]x8e,0x4e,0xce,0x2e,0xae,0x6e,0xee,0x1e,0x9e,0x5e,0xde.0x3e,0xhe,0x7e,0xfe,

0x01,0x81,0x41,0xcl,0x21,Uxa1,0x61,0xe1,0x11,0x91,l]x51,0xd1,0x31,0xbl,0x7l,0xfl.

0x09,0x89,0x49,0xc9,0x29,0xa9,0x69.0xe9,0xl9,l]x99,0x59,0xd9,0x39,0xb9,0x79,0xf9,

0x05,0x85,0x45,l]xc5,0x25,0xa5,0x65,0xe5,0xl5,0x95,0x55,0xd5,0x35,0xb5,0x75,0xf5,

0x0d,[lx8d,Dx4d,0xcd,0x2d,0xad,0x6d,flxed,Ux1d,l]x9d,Dx5d,0xdd,0x3d,0xbd,0x7d,0xfd,

[lxU3,0x83,l]x43,0xc3,0x23,0xa3,0x63,0xe3,0x13,0x93,0x53,0xd3,0x33,0xb3,0x73,0xf3,
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0x0b,Ox8b,0x4b,Dxcb,0x2b,Uxah,0x6h,0xeh,0x1b,0x9b,0x5b,0xdh,0x3b,Dxbb,0x7h,0xfb,

0x07,flx87,Ux47,0xo7,0x27,0xa7,0x67.0xe7,0x17,0x97,0x57,0xd7,0x37,0xb7,0x77,0xf7,

0xULDX8f,0x4f.0xcf,0x2f,0xaf,0x6f,0xef,0x1f,0x9f,0x5f,0xdf,0x3f,0xbf,flx7f,0xff

}:

HHHHHHIHHHIHHHIHH!NINHIHHININHHHHIHHHHHNHHNHI

H DECUDEISPP

IH!H!HI!HI!NIH!HHHH!NINHIIIHI!HNHHIHHHHHHNNIHHHNH

#include "gen.hpp"

extern HDC hdc;

int datalines-U;

int padlines-O;

void protocol::add_field__after(U32 idx, protocol 'ptl)

{

field *tmpfs - is;

+ +num__fie|ds;

fs = new fieldlnum_fieldsl:

field f((U16)tmpfs[idx].offset(), (U8)tmpfs[idx].shlbits(), (U8)tmpfslidxl.shrbits());

numbitslnumhit30+ f.bitlen());

for (U32 i-O; i< =idx; i+ +)

{

fsli] - tmpfslil:

if (fslilJookptrO)

fsli].lookptr()- > inc_index(idx);

}

fslidx +1] - f;

if (fsiidx + 1].|ookptr()) fslidx + 1].lookptr()- > inc_index(idx);

U32 actualoff, off - fslidx+1l.bitoffset() + f.hitlen();

actualoff - off & (~ 31 );

fslidx + 1].offset((U16)(actualoffl8));

fslidx + 1].shibits((U8)(off - actualoffl);

fslidx + 1].shrbits((U8)(32 - f.hitlen()));

if (num_fields > (idx + 2))

{
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for (i- idx+ 2; i < num_fields: i+ +)

{

fsli] - tmpfsli-ll:

if (fs[i].lookptr(ll

fsli].lookptr()- > inc__index(idxl;

off - fs[il.bitoffsetll + f.bitlenll:

actualoff = off 8: (~ 31);

fs[i].offset(lUl6llactualoff18l);

fs[i].shlbits((U8)loff - actualoffll;

fs[il.shrbitsl(U8ll32 - fslii.bitlen()l);

}

}

if lnum__fields < - 2) delete tmpfs: else deletelltmpfs;

ptl-ptl; H for the compiler

}

I!

I! Add a protocol field via ptl dialog box insert: Before key

N

void protocol::add_field(U32 idx, protocol ’ptl)

{

field *tmpfs - is;

+ + num_fields:

fs - new fieldlnum__fields]:

field f(tmpfslidx].offsetll, (U8ltmpfslidx].shlbitsll, (U8ltmpfslidx].shrbitslll:

numhitslptl- > numbits()+ f.bitlen(ll;

for (U32 i=0: i<idx; i+ +l

{

fs[i] - tmpfsli];

if (fs[il.lookptr())

fs[i1.lookptrl)- > inc_index(idxl;

}

fs[idx] = f;

if (fs[i].lookptr(l)

fs[i].lookptr()- > inc_index(idx);

for (i-idx +1; i < num_fields; i+ +l

{

PCT/US96/20779
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fsli] = tmpfsli-ll;

if (fs[i].lookptrlll

fs[i].|ookptrll- > inc_indexlidxl;

U32 actualoff, off - fs[i].bitoffset() + f.hitlen();

actualoff - off 8: l~ 31);

fsli].ofisetllU1 Ellactualolfl8ll;

fs[i1.shlhits(lU8)loff - actualoffll;

fs[i].shrbit8llU8)(32 - fs[i].bitlenl)));

}

if (num__fields < - 2) delete tmpfs: else deleteIltmpfs;

ptl-ptl:

i

II

I! Delete a protocol field via nxtptl dialog box delete key

ll

void protocol::delete__field(U32 idx, protocol ‘ptll

{

field *tmpfs - is;

--num_fields;

fs - new fieldInum_fieldsl;

numbitslnumhitsl) - tmpfslidx].hitlenll);

U32 tmpfsidxbitlen - tmpfslidx].bitlenll;

U32 noadjust - 0:

for (U32 i-l]: i< num_fields; l+ +)

{

if (il-idxl

{

if( (tmpfs[i].bitlen() - = tmpfslidx].bitlen(ll &&

ltmpsti].offsetl) - - tmpfslidxloffsetll) &&

ltmplin].shlbitsll - = tmpfslidx].shlbits(ll 818:

ltmpfsli].shrhits() -- tmpstidx].shrbits()H

{

noadjust - TRUE;

break;

}
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}

}

II UN DEC_INDEX: IF LAST FIELD IS BEING DELETED, POINT TD WHAT?

for li-D; (i < idx && i < num_fie|ds) : i+ +l

{

if (tmpstilJookptrlll

tmpfslillookptrO- > dec_indexlidxl;

fsli] - tmpfsli];

}

if (idx !-num_fieldsl

for (i-idx; i< num_fields; i+ +l

{

fs[i] - tmpfsli+1];

if (fs[i].lookptr(l)

fs[i1.lookptr()- > dec_index(idxl;

if llnoadjust) .

{

U32 actualoff, off - tmpfsli+1].bitoffsetll - tmpfsidxbitlen;

actualoff - off & l~ 31);

sti].offset(lU16llactualoffl8ll;

fsli].shlbit8llU8)(ofl - actualofil):

fs[i].shrhitsl(U8)(32 - fs[i1.bitlen(l));

}

}

if (num_fields < - 2) delete tmpfs; else deletelltmpfs;

cur__field - U16(idx- -D ? D : idx-I);

I! NEED to free memory for the one that's deleted

ptl-ptl;

}

Ii

* Get protocol information from file

“I

void protocol::get_from__lilelFlLE *fp)

{

I! What to do about file name '2?!

PCT/US96/20779
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freadl&num_bits, sizeoflnum__bits), 1, fp); I! Read fixed header length in bits

fread(&num_fields, sizeoflnum_fields), 1. fp); I! Read number of fields in protocol description

fread(&cur_field, sizeof(cur_fieldl, l, fpl: ll Read index of last field displayed during configuration

cur_field - minlcur_field, (U16)lnum_fields-1));

fread(&dhw, sizeoflde), 1, in): I! Read value of last requested display width in bits

out_flag - 0;

fs = new field[num_fields];

for (032 H]; K num_fields; i+ +)

fs[i].get_from__file(fp):

if (de < 8)th - 8:

if lde > 112) de =-112; HTMP TMP TMP TMP TMP !!!!!!!!!!!!!!!!!!!!!! !!!!!!!!!!!!!!!!

N

H Setup option pointer if any configured

H

U32 tmp;

fread(&tmp, sizeofltmp), 1, lo);

if (tmp !- D)

{

char *tname - new charltmp];

freadltname, tmp. 1, fp);

protocols pltname, 0), t: H Reads name_|ength and name

ProtocolList- > findlp, t);

opts - t.prot();

}

else

opts - 0;

}

S32 xL, xR, yT -0, yB:

static $32 bitWidth, rowHeight;

extern S32 chlient, cyClient, chhar, cyChar, nVscrollPos, nPaintBeg, nPaintEnd;

void protocolxsetupOutlineCoordsll

{

$32 protHeight, protWidth, numRows;

protWidth - (chIientIde - 1)*de: II Width in pixels of protocol header

bitWidth - protWidthlde: N Width of 1 bit of header in pixels

EX 1013 Page 59



EX 1013 Page 60

WO 97/23076 PCT/US96/20779

10

15

20

25

30

35

5 8

protWidth - bitWidth‘th: ll make protWidth an even multiple of bits

numRows - lnum_hits + de- ”NW: N Number of rows in protocol header + l for Title

rowHeight - cyChar‘Z + i: ll Height of 1 header row in pixels

protHeight - numHows’rowHeight; ll Height in pixels of protocol header

xL - lchlient - protWidthiIZ: ll Leftmost position of protocol header

xR = xL + protWidth + i; ll Rightost position of protocol header

yT =- nPaintBeg + rowHeightl2: H Topmost position of protocol header

yB = yT + protHeight + 1: ii Lowermost position of protocol header

}

In...".n................u.s.m.n..................................“mt

’***l

832 AxL, AxR, AyT-O, AyB;

static S32 AbitWidth;

void protocol::setupDutlineCoordsMultlint continu)

{

$32 protHeight, protWidth, numRows;

char bufferl4];

ll protWidth - lchlientlth- 1)*de; H Width in pixels of protocol header

protWidth - 3*(chlientlth - il‘del4; ll Width in pixels of protocol header

AbitWidth - protWidthIth; ll Width of 1 hit of header in pixels

protWidth - AhitWidth*de: H make protWidth an even multiple of bits

numRows = (num_bits + de- lllde: ii Number of rows in protocol header + 1 for Title

rowHeight - cyChar'Z + i; ll Height of 1 header row in pixels

protHeight = numRows*rowHeight; i! Height in pixels of protocol header

AxL - (chlient - protWidthllZ; ll Leftmost position of protocol header

AxR - AxL + protWidth + i: l! Rightost position of protocol header

if (continu)

AyT-AyB;

else AyT - nPaintBeg-nVscrollPos; H + rowHeightlZ; ll Topmost position of protocol

header

AyB - AyT + protHeight + 1; ii Lowermost position of protocol header

if i (iAyT+cyChar) > nPaintBeg) && (datalines < 2))

{

TextUutlhdc, WORDiAxLi, WOBDllAyT+cyChar)l, lI+yB-2*cyChar)iZ),

(LPCSTR)protocol_name, (WORD)(name_iength-i ii; H WORDlptl- > pnameieniili:

AyT+ -(3'cyChari;
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AyB+ -(3*cyCharl;

}

else

i

5 TextDutihdc. WORDleL-3‘chhar), WORDiiAyT+cyCharll. (LPCSTRliitoaidatalines,huffer,10)),

(WORnlstrlenibufferl);

}

}

void field::0utlineField(HDC hdc, protocol *p, U32 dsple const

1 0 {

HBRUSH hbr, herld:

RECT r;

H

H Compute top of rectangle defining this field

15 M

if ((yB < nPaintBegl | | M > nPaintEndl) return: ii If out off scroll range, return

r.top - WORDiifldwofPB + fshl)!dspbW)*rowHeight + yT); i! Topmost position of field

if (r.top > nPaintEndlreturn:

r.bottom- WDHD(r.top + rowHeipht + ll; ll Bottommost position of field

20 if (r.bottom < nPainlBeglreturn;

r.left = WORD(((fshl+fdwoff‘8)%dsphW)*bitWidth + xLl; ll Leftmost position of field

r.right - WORDii32 - fshr)*hitWidth + r.left + ll: li Rightmost position of field

I!

ll Draw Rectangle around protocol field; Display Field Name; Display Value

2 5 ll

SetBkColorihdc, (this - - p- > fieldptrip- > curfieldll)) ? RGBl192,192,192) : HGBl255,255,255));

SetTextCulor(hdc, RGBiO,D.0));

hhr - CreateSolidBrushiithis -= p->fieldptrip->curfieldilll ? RGB(192,192,192)

RGB(255,255,255)): '

30 hhrOld - Selectflbjectlhdc, hbr);

if (might < - xR)

Rectangle(hdc, r.left, r.top, Might, r.bottom);

else

i

35 $32 tmp = might - xR + 1;

Might - (WORnlxR;

EX 1013 Page 61



EX 1013 Page 62

WO 97/23076

10

15

20

25

3O

35

6O

Rectanglelhdc, r.|eft, r.top, might, r.hottoml;

+ +r.left: + +r.top; --r.hottom:

FillRectlhdc, &r, hbrl;

r.top = r.bottom;

if lr.top > nPaintEndl return;

r.bottom - WORDlr.top + rowHeight + i);

if lr.bottom < nPaintBegl return;

r.left - (WOBDle:

might - (WORfllltmp + r.|eftl;

~ Rectanglelhdc, r.left, r.top, might, r.bottoml;

+ +r.top; --r.botrom; --r.right;

FillRectlhdc. 8n, hhrl:

}

SetTextAlignlhdc, TA_CENTER);

++r.top; ++r.left; --r.bottom;--r.right;

if lfname !- D)

ExtTextOutlhdc, WURDllrJeft + r.rightll2l,

WURDllr.top+r.bottom-cyCharll2),

ETU_CLIPPED, (LPRECTl&r, (LPSTFllfname, lWDRDlstrlenlfnamel. lLPlNTlOi;

l'

* Restore original Brush and release resources

”I

hhr - SelectUhiect(hdc, hbrflld);

DeleteOhjectlhhrl;

}

PCT/US96/20779

void field::DutlineFieldVaNHDC hdc, protocol *p, U32 dspbW, unsigned long val, unsigned char fmat,

unsigned long bitwid) const

{

HBHUSH hbr, herld:

RECT r;

char bufferl33];

char tbufferl33];

llTEST

llreturn;

P ' D:

II
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ll Compute top of rectangle defining this field

ii

if ((AyB< nPaintBeg) | | (AyT > nPaintEnd)) return; N If out off scroll range, return

r.top - WORD((lfdwoff'8 + fshll!dsple'rowHeight + AyT); ll Topmost position of field

if (r.top > nPaintEnd) return;

r.bottom- WDRDlr.top + rowHeight + ll: ll Bottommost position of field

if (r.bottom < nPaintBeg) return;

r.left - WDRDlllfshl+fdwoff‘8)%dsple*AbitWidth + MD; M Leftmost position of field

might - WDRD((32 - fshr)*AbitWidth + r.left + 1); H Rightmost position of field

N

H Draw Rectangle around protocol field: Display Field Name; Display Value

ll

llSetBkColorihdc, (this - - p- > fieldptrlp- > curfieldllll ? RGBl 192,192,192) : RGBl255,255,255)l;

llSetTextColorlhdc, RGBlD,D,Dll:

thr - CreateSolidBrushllthis - = p->fieldptrlp- > curfieldllll ? RGBl192,192,192l

RGBl255,255,255l);

hhrDld = SelectDbjectlhdc, hhr);

if (might < - AxR)

Rectanglelhdc, r.left, r.top, might, r.bottom);

else

{

S32 tmp = r.right - AxR + 1;

might - (WDRDleR;

Rectangle(hdc, r.left, r.top, might, r.bottoml;

+ +r.left; + +r.top; --r.bottom;

FillRectlhdc, &r, hhrl:

r.top - r.bottom:

if (r.top > nPaintEnd) return;

r.bottom - WDRDlr.top + rowHeight + i);

if (r.bottom < nPaintBeg) return;

r.left - (WORDleL;

might - (WDRDlltrnp + r.left):

Rectanglelhdc. r.left, r.top, might, r.bottom);

+ +r.top; «r.bottom: "might;

FillRectlhdc, &r, hhr);

}
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SetTextAlign(hdc, TA_CENTER);

+ +r.top; + +r.left; --r.hottom; «might;

if (fname !- 0)

ExtTextDutlhdc, WORDllrJeft + r.right)12),

WORD(1r.top+r.bottom-2‘cyCharllZ),

ETD_CLIPPED. (LPRECT)&r, (LPSTlename, (WORD)strlenlfname). lLPINTlOl:

ltoalval,thuffer,fmat- - 1 ? 10:16);

I! All this to get zeros to print - something better??

it libitwid+3)l4 > strlenltbufferll

{

strcpylhuffer, "0 "l:

for (int i- 1 ; i < ((bitwid +3)l4-strlen(thufferll: i+ +l

strcpvlsmchrlbuffer, ‘0')+ i,"l]"l;

strepylstrrchrlhuffer, '0‘l+ 1, tbufferl;

M if ((val - - 0) &&

II strcpy(strrchr(buffer, '0')+1, "0");

1

else strcpylbuffer, tbufferl;

ExtTextflutlhdc, WORDllrJefH r.right)lZ),

WORDl(r.top + r.bottom)12),

ll ETO_CLlPPED, (LPRECTl&r, (LPSTRlll. (WORDll4), lLPINTlD);

ETO_CLIPPED, (LPRECT)&r, (LPSTRllbuffer), (WORDllstrlenlhufferll. (LPINTlU);

l‘

' Restore original Brush and release resources

'I

hbr - SelectDbiectlhdc, hbrOld);

Deleteflhjectlhbrl;

}

void protocol::FindFielleWND hwnd, U32 x, U32 yl

{

for (U32 i- D: i < num_fields; i+ +)

{

if (fs[i].FindF(x. y, de) &&i !- cur_fieldl

PCT/U596/20779
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{

cur_field - (U16li:

lnvalidateRect(hwnd, NULL, TRUE);

return;

}

}

}

U32 field::FindF(U32 x, U32 y, U32 dsphW) const

{

RECT r;

r.top - WORD(((fdwofl‘8 + fshl)ldspbW)*rowHeight + yT); H Topmost position of field

if (Map > nPaintEnd)return(FALSE);

r.bottom- WORD(r.top + rowHeight + ll: ll Bottommost position of field

if (r.bottom < nPaintBegl returanALSE);

r.|eft - WORD(((fshl+fdwolf‘8)%dsple'bitWidth + XL): ll Leftmost position of field

might a WDHD((32 - fshr)*bitWidth + r.lelt + 1): ll Rightmost position of field

return((x > -= r.leftl && (x < - might) && (y > -r.top) && (y < = r.hottom)):

}

HNHHHHHHHHIHINNHN

void protocol::Dut|ineProtocol(HDC hdcl const

{

tor (U32 i-O; i< num_fields; i+ +)

I! if (i l- cur_fie|d &&fslil.hitlen(ll

if (i !- cur__fie|dl ll &&fs[i].hitlen())

fsli].0utlineField(hdc, (protocol *lthis, de);

fs[cur_field].0utlineField(hdc, (protocol *)this, de);

}

(16...!Ifiiiflihl-OGIQOIIHI*§.*§GillOI1'.9.Q.'IOI-GIi-*4.I-G.iliiOGOOOQOOC-QQGI’9§*§§§*I-

IGGIII

Ifii‘fifiGf*fi.l*iliIGGI§*§.§O*‘QG‘Q‘IiIfiifi‘Gfi'fififi-I‘I‘I'GINIIHIQ‘I'fiII.§IG§I'I-GGOI-Ilf

i‘fifii

!*§*§§§§§§§.§§§§IIffi§§§I-'I‘fi'iI§§§fi§i.§*fii~li§§§*‘l§*i.*i§i§*§i§ilili.fiiifliii"!

lfififl!
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llllllllllllllll!llllllllllIllllllllllllllllllllllllllllllllllllllllllllllllllll

ll Parse Fields

Illllllllllllllllll!llllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

static protocol ’ParseFieldleprotocol *p, U32 &Headerl.enl

{

protocol *LocalProto-U;

field *f, ‘g;

ProtoParseLen - 0;

Headerlen = p->numbitsll:

f - g - p->fieldptr(l;

for lU32i - U:

i < p->numfields() && ProtoParseLen < HeaderLen && ParseLen < FrameLen;

H

H

H

H

ll If there is a filter criteria associated with the current field...

I!

ll

ll

ll

ll

ll

H

I!

II

I!

f - 8min)

{

Retrieve Current Field Value

U32 val - f- > get_value();

apply it to the frame

if (f->tltptrll !- 0)

f- > fltptrll- > ApplyFilterCriterialval);

If the current field value is legal...

if (f- > value_ok(val, i, LocalProtoll

{

lf the current field contains a checksum value...

verify it and if incorrect do something ?

if (f- > csumptrl) !- U)

f- > csumptrll- > verifyll:

PCT[U896/20779
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ll If the current field needs statistics collected...collect them

ll

if (f- > statsptrl) !- 0)

f- > statsptr()- > collectlval, Headerienl:

I!

ll If the current field contains routing information...

I] lookup the specified routing information

ll (Only use first routing protocol found to allow statistics gathering

H and filtering to be performed on every field in the frame)

I!

if lRtePtr = - 0 && f->rteptrll)

RtePtr = f- > rteptrll- > RouteFramell:

ll

ll If the current field contains the protocol header length...

I! extract and save it in global variable HeaderLen

I!

if (f- > hdlenlll

HeaderLen = val‘f->hdlenll;

H

H Update # of bits parsed in the current frame (ParseLen)

ll Update If of bits parsed in the current protocol headerlProtoParseLen)

ll

ParseLen + -= f« > bitlenll;

ProtoParseLen + = f- > bitlenl);

H

ll If current field contains frame len (from start of current protocol)...

ll extract and save it in global variable FrameLen

I! If length extracted is larger than hardware frame length...

If this is a malformed network frame...do device specific response

ll

if (f- > protlenlll ll will be val'f- > protlenl) + when done with intf

FrameLen - mianwLen, (val'8 + ParseLen - ProtoParseLen”;

#ifndef notdef

f- > DutlineFieldVallhdc, p, p- > dsple), val, f- > format(), f- > bitlenlll:

#endif

}

}

PCTIUS96/20779
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H

H Check required to skip over unsupportedlunparsed options

ll

PCT/US96/20779

if (LocalProto - - U && HeaderLen > ProtoParseLenl ll Not all Options Parsed

5 { ll so skip over them

ParseLen + = lHeaderLen - ProtoParseLenl:

ProtoParseLen - HeaderLen;

}

ParsePtr + - ProtoParseLenlB;

10 return(LocalProtol;

}

lill!llllllllllllll!lllllllllllllllllllllllllllllllllllllllllllllllllllllllllll!

ll Parse Protocol

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllilllllllllllllll

15 protocol *ParseProtocollerotocol "pl

{

u

H Parse each field in the protocol header

ll

20 protocol *LocalProto - ParseFieldlep, HeaderLenl;

if (ParseLen > - leenl returnlfll: ll Finished if all hardware bits are parsed

H

II If (this protocol supports optional fields and...

II this protocol header contains one or more optional fields}

25 ll Process each option bit contained in the protocol header

ll

if (llJ - ll-> optionsll) !- 0)

{ I! this protocol supports optional fields

whilelProtoParseLen < HeaderLen)

3 0 {ll There are (HeaderLen-ProtoParseLenl hits of optional data remaining

U32 optlen;

HeaderLen -- ProtoParseLen;

p = ParseFieldlep, optlenl;

}

3 5 if (ParseLen > - HwLen) returnlflml Finished if all hardware bits are parsed

}
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II

I! return next protocol to use in parsing this frame

ll

returnlLocalProto);

}

llllllllllllllllllll!lllllllllllllllllllllllllllllllilllllllllllllllllllllllllll

ll ParseFramelprotocol *lnitialProtocolPtr);

ll Parameters: p - pointer to initial protocol description object

H

H Globals must be set as follows:

I! HwLen - set to number of bits received from interface device

I! FramePtr- set to start of frame received from interface device

ll Srclntf - set to indicate the interface number which received frame

llllllllllllllllIlllllllllllllllllllllllllIllllillllllllllllllllllllllllllllllll

void ParseFramelerotocol ‘ProtPtr)

{

RtePtr -= 0: ll Clear Routing Table Entry Pointer at start of frame

ParseLen - 0; ll Set II of Bits Parsed in Frame to [l at start of frame

ParseLevel = 0; II ISO 7 layer position indication

FrameLen = HwLen; I! Set Frame Length to Hardware Length as best guess

ParsePtr - FramePtr; ll Set ParsePtr to point at start of Frame

ll

llllllllUpdate Number of Frames and Bits Received

II

I! Parse each protocol in the Frame (Save pointer to protocol header first)

ll

whilelProtPtr !- Ul

{

ParseList.operator[](ParseLevel+ +) - ParsePtr; ll Save header pointer

ll

ProtPtr - ParseProtocolZlProtPtrl;

}

ll

II If there is data...parse it

ll

whilelParseLen < FrameLenl ParseProtocolZlDataPthtrl:

PCT/US96/20779
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I!

II If there is pad...parse it

I!

FrameLen - HwLen;

5 whilelParseLen < FrameLen) ParseProtocolZlPadPthtrl;

I!

I! If Frame passed at least one configured filter...Determine where to send it

I!

if (Cngilters.FrameFilterStatusll - - PASS_FRAME)

10 {

if lRtePtr -= l] l | RtePtr- > HouteFramel) - - 0)

ll Increment number of slow-path frames

: ll Send frame up to software

else

15 ll Increment number of fast-path frames

; ll Send frame to designated interface

ll Increment number of frames passed

}

else

2 0 {

llllllllUpdate Number of Frames and Bits Filtered

}

Cngilters.resetll: ll Reset criteria in each onfigured filter

}

25 I'lfi'll'II'“§OQGfiflifl'*§*GO§*iII’iGOOiilfiiifi‘I’fififlifliifi§§§§fiifili§i‘§§§§§*§§§I'IIl-§.*

*9!!!

IQfifllliiiiii§libfifii.fi§ll*§*§*9§§lliiOCGIIOiifii.65IrODIIrI'I‘IifiiI}!G§Gi.‘§§iii

Q§§§I

l'fii!!!I!I‘l’*‘I'§§§9fi*‘t'lffiC'G"*‘fiiifiifiiffiiii‘iifil’ii‘I-QlfifiQfiii“*fi§§fi§§§§*fi§i§§

30 fififi'I-l

If‘lii‘l‘i‘l‘fiifi*§***§}§Gi§**§i9§§i§l*lrII§§§§Q§§§§I§§IEG§i§§§§§§§§**Q§§lfifiifififii

*I-f'l

static protocol *ParseFieldslprotocol ’p, U32 &HeaderLen)

{

3 5 protocol *tp - 0;

field *f, *g;
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ProtoParseLen - 0;

HeaderLen = p->numbit8(l:

f = g - p->fieldptr(l;

for (U32 i—D;i< p-> numfieldsll && ProtoParseLen < HeaderLen;f = &g[i])

5 {

unsigned long val - f- > get__valuell: ll

if (f- > swapm

val = wordswaplvall:

if (f- > value_oklval, i, ml)

10 {

if (f->csumptr() !- 0)

f- > csumptrll- > verifyll;

PCT/US96/ZO779

if (t- > statsptrl) !- (D N If the user has requested stats be kept on this field

f- > statsptrll- > collect(val. HeaderLen); ll collect it in whatever format has been requested

15 M

if {f- > hdlenlll ll If this field contains the protocol header length

HeaderLen - val’f->hdlenll; ll save it for determining option length

ll

ParseLen + = f- > bitlenll; ll Keep total number of packet bits parsed

2 O ProtoParseLen + = f- > bitlenll; ll Keep total number of protocol hits parsed

if (f- > protlen()l

FrameLen - val‘8 + ParseLen - ProtoParseLen;

H Need to return an error value, otherwise, e.g., if I? with bad len returns && we crash

”trying to parse options....

2 5 f- > 0utlineFieldVal(hdc, p, p- > dsplel, val, f. > formatll. f- > bitlenl));

if (ParseLen > - HwLen) returnlO);

}

}

ParsePtr + - ProtoParseLenlB:

30 returnltp);

}

I}*‘I‘I'Ir!"ifiii-INDIEGiiiQ‘-**§*.§§.*Glfill**§i*§*l’§§§§§fififilfilfifififififl‘fi}*§fi§§l§*

4"“!

protocol *ParseFramelprotocol “pl

3 5 {

unsigned long HeaderLen:

protocol *tp - U;
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tp - ParseFieldslp, HeaderLen);

H

N Process options until all option bytes

ll

70

PCT/US96/ZO779

H Parse each field in the basic protocol

if l (FrameLen < - HwLenl && (ParseLen < — HwLenl) ll these are the error returns from parse

fields

{ ll returns - do something better with these

if (lll = P->optionslll !- U) N If this protocol has any optional fields and

whilelProtoParseLen < HeaderLenl

{ ll process them

unsigned long optlen;

HeaderLen -- ProtoParseLen:

p - ParseFieldslp, optlenl:

}

}

I! there are some in this packet

else ll do something with the error cases

{

if (ParseLen > HwLenl returnlfll;

FrameLen - HwLen;

}

ifltp -- 0)

{

if (FrameLen < - HwLenl

{

protocols datal"DATA“, 0), t;

ProtocolList- > findldata, t);

while (ParseLen < FrameLenl

{

datalines+ +;

t.prot()- > setupOutlineCoordsMultlTRUE);

ParseFieldslt.protll, HeaderLenl;

}

}

protocols pad("PAD", 0). t:

ProtocolList- > findlpad, tl:

while (ParseLen < HwLenl

{

H Pad
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padlines+ +;

t.prot(l- > setupOutlineCoordsMultlTRUE);

ParseFieldslt.protll, HeaderLen);

}

returnifl);

l

else

returnltp):

}
—o

lllllllllllllllllllll!Ill!llllll!ll!lllllllllllllllll!Ill!llllllllllllllllllllll

ll FlLTER.CPP

lllllllll!HI!ll!Hill!HIlll!lHHIHIHHHllllHNIHIllIllHNIHHHHHHI

#include "gen.hpp"

l!lllllllllllllllllllllllllllllllllllllIll!lllIllllllllllllllllllllllllllllll

ll Channel Class Functions

ll Destructor: ~channel

llllllllllllllllllllllllllllllIll/lllllllllllllllllllllllllllllllllllllllllll

ll

channel: ~ channell)

{

if (Criteria !- D) delete [lCriteria;

if (ChannelName !- 0) delete UChannelName;

}

ll

void channel::Update(verify *vl

{

NextCriterialndex - v->nxtidx;

if (v- > prot - - (protocol 'lPASS_FRAMEl

{

+ + FramesAccepted:

FrameBitsAccepted + - HwLen;

CfgFilters.FrameFiIterStatuslPASS_FRAMEl; I! Set Status to PASS

}

PCT/US96/20779
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lI!!!lllllllllllllllllllllllllllllillllllllllllllllllllllllllllMilli/Hill]!

ll criteria Class Functions

ll ApplyFilterCriteria

llllllllll!HII!!!IllIlllllIlll(Hill!ll!IlllllllIlllllllllllllllllllllllllll

II

I! Applies the configured filter criteria to a received field value

I! ll index of this criteria - = index of the next expected criteria

ll lookup the value and update the associated filter

I! If index of this criteria > index of the next expected criteria

ll disable further application of this filter

ll

void criteriazzApplyFilterCriteria(U32 value)

{

if ilndex - - ChPtr- > NciValuelll ll Next criteria to evaluate ?

ChPtr- > UpdatelRanges- > value_ok(value)l;

else

if (Index > ChPtr-> NciValuelll ll Filter Criteria skipped?

ChPtr- > DisableO: l! Disable filter evaluation

I] if (Index < ChPtr->NciValuel)l ll Skip this criteria ?

}

Illllllllllllill/llllllllllllllllllllllllllllllllllllllHHHHHHHHHNHH

ll LUUKUPJIPP

HHHHNHIlIIIIlHillHHHHHHHNHHHHNHHHHHINlllilllllllllllll

#include "gen.hpp"

void verify::out_to_file(FlLE *lp) const

{

U32 tmp;

if lprot -- U | | prot->pname() -- 0)

l

tmp -= D:

PCT/US96/20779
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fwritel&tmp, sizeofltmp), 1. fol:

}

else

{

5 tmp - prot- > pnamelenl):

twrite(&tmp, sizeofltmp), 1. fol:

fwritelprot->pname(). tmp, l. fp):

prot- > out_to_file(l;

}

10 fwrite(&nxtidx, sizeoflnxtidx), 1, fp);

15

20

25

30

35

fwrite(&minva|, sizeoflminval), 1, to);

fwritel&maxval, sizeoflmaxval), 1, fp);

fwritel&okhits, sizeoflokhits), l, to);

}

u

H

I!

void verify::get_from_file(F|LE *fp)

{

protocols psearchlfp), t;

prot = t.prot();

else

I!

I! Read remainder of verify structure (relates valuelrange to protocol)

l!

prot - 0;

freadl8mxtidx, sizeoflnxtidx), 1, fp):

freadl&minval, sizeoflminval), 1, fp);

freadl&maxval. sizeoflmaxval), 1, to);

freadl&okhits, sizeoflokhits), l, fp);

}

u

H

I!

lookup "alloc_lookup_structs(U32 type, field *f)

{

PCT/US96/ZO779

ll Because destructor does not delete pname memory will be lost

if (lProtocolList !- NULL) && (ProtocolList->findlpsearch, t) l- 0))
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switchitype)

{

default: cout < < "LDDKUP Yipes!!!in";

case NOLDOKUP: returnw): I! No p

case ONEVALUE: retum(new Iookup_valu());

case ARRAY: returninew lookup_vect(1 < < (32-f- > shrbitsom;

case TREE: returninew |ookup_tree(ii:

}

}

lookup *alloc_|ookup_tree()

{

returninew lookup_tree());

I! allocs WCDEFAULT_VECTOR_LENGTH which is 10

}

HHHIHIHI!!!NIHIHIHIIHIHHIHmlHIHHIHNHH!HIHHHHHHMIN

H MAIN.CPP

III!HMI!!!NIINIHINIIHHH!HHHHHHIH!HHIHIHHIIIIHHIININHN

#include "gen.hpp"

#define NUMLINES 4800

#define minia,b) (((a) < (bi) ? (a) : (b))

#define maxia,b) (((a) > (b)) ? (a) : (bi)

S32 nVscrolllnc, ancrollInc;

H TEMP

extern int datalines;

extern int padlines;

H TEMP

#define UNTITLED "(untitled)"

H Functions in POPFILEJJ make such for pa, use this for now

static S32 nMaxWidth, nVscrollMax, ancrollPos, ancrollMax;

void PopFilelnitializeTr (HWND);

void PopFiIeinitialize iHWND, chai ‘i;

PCTlUS96/20779
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BUOL PopFilerenDlg (HWND, LPSTR, LPSTR);

BUOL PopFileSaveDlg (HWND, LPSTR, LPSTR):

protocol *PopFileRead (HWND, LPSTR);

llBUOL PopFileWrite (HWND, LPSTR):

BUOL NAMEOKllJU:

BDOL BITLENOKIDU:

BDOL DFFSETOKI DO:

BUOL ANLZ__0K100:

PCT/U896/20779

$32 chlient, cyClient, chhar, cyChar, nVscrollPos, nPaintBeg, nPaintEnd:

long FAR PASCAL _export FrameWndProc (HWND, UINT, UINT, LONG);

BDOL FAR PASCAL _export CloseEnumProc (HWND, LONG);

long FAR PASCAL _export lmageWndProc (HWND, UINT, UINT, LONG):

long FAR PASCAL _export ConfiandProc (HWND, UINT, UINT, LONG):

long FAR PASCAL _export NxtPthndProc (HWND, UINT, UINT, LONG):

long FAR PASCAL _export DisplaylmageWndProc (HWND, UINT, UINT, LONG);

long FAR PASCAL _export AnlendProc (HWND, UINT, UINT, LUNG):

ll global variables

char strameClass [] = "MdiFrame";

char szlmageClass l] = "Protocol Image";

char szConfigClassl] -= "Pthfg";

char ssztPthlassll - "l\lxtPthfg";

char stilterClassl] - "FILTER";

char slemageClass [] = "Frame Image";

char szAnlzClassl] - "ANLZ":

HANDLE hlnst;

HMENU hMenu:

HMENU hMenuWindow;

static HWND thgModeless :

static char szAppNameI] - "NhPa";

ll Temp Temp

88 *savepkt;

$8 *savemalloc;

HDC hdc;

ll Temp Temp
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int PASCAL WinMain (HANDLE hlnstance, HANDLE hPrevlnstance.

LPSTR IpsszdLine, WORD nCmdShow)

{

HANDLE hAccel:

5 HWND hwndFrame,hwndClient;

MSG msg;

WND CLASS wndclass ;

hlnst - hlnstance:

lpsszdLine - 0; II Eliminate compiler warning

10 if (threvlnstance)

{

ll Register the frame window class

wndclass.style = CS_HREDRAW | CS_VREDRAW:

wndclasstanndProc - lWNDPROC)FrameWndProc;

15 wndclass.chlsExtra -0;

wndclass.candExtra - U;

wndclass.hlnstance

wndclass.hlcon

wndclass.hCursor

= hlnstance;

- Loadlcon (hlnstance , "lCON_2"l: I! lDl_APPLlCATION);

- LoadCursor (NULL, |DC_AFIRUW);

20 wndclass.hhrBackground - COLOR_APPWURKSPACE + l ;

wndclasstszMenuName - NULL;

wndclasstszClassName — strameClass;

RegisterClass l&wndclass) ;

I! Register the Image child window class

2 5 wndclass.slyle - CS_HREDRAW l CS_VREDRAW;

wndclasstanndProc = lWNDPROClImageWndProc;

wndclass.ch|sExtra

wndclass.candExtra - sizeof (LUNG);

wndclass.hlnstance

3 0 wndclass.hlcon

- hlnstance;

= Loadlcon (hlnstance , "ICON_1"); lllDl_APPLlCATl0N);

EX 1013 Page 78



EX 1013 Page 79

WO 97/23076 PCT/US96/20779

10

15

20

25

77

wndclass.hCursor = LoadCursor (NULL, lDC_ARRDW);

wndclass.hhrBackground - COLOR_APPWDRKSPACE + 1;

wndclasstszMenuName = NULL;

wndclasstszClassName - szlmageClass;

RegisterClass (&wndclass) ;

ll Register the Configuration child window class

wndclass.style - CS_HREDRAW | CS_VREDRAW;

wndclass.lpanndProc - (WNDPROClConfiandProc;

wndclass.chlsExtra = 0:

wndclass.chWndExtra - 0;

wndclass.hlnstance - hlnstance;

wndclass.hlcon - NULL:

wndclass.hCursor = LoadCursor (NULL, |DC_ARROW);

wndclass.herackground = GetStockOhiect lLTGRAY_BRUSHl:

wndclasstszMenuName = NULL;

wndclasstszClassName -= szConfigClass:

RegisterClass l&wndclass) ;

ll Register the Next Protocol Configuration grandchild window class

wndclass.style - CS_HREDRAW | CS_VREDRAW I CS_DBLCLKS;

wndclass.style - CS_HREDRAW l CS_VREDRAW ;

wndclasstanndProc =- (WNDPROC)NxtPthndProc;

wndclass.ch|sExtra - l];

wndclass.candExtra - U;

wndclass.hlnstance - hlnstance;

wndclass.hlcon - NULL:

wndclass.hCursor - LoadCursor (NULL, |DC_ARROW);

wndclass.hhrBackground = GetStockOhject (LTGRAY_BRUSH);

wndclasstszMenuName = NULL ;

wndclasstszClassName -= ssztPthlass;
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RegisterClass (&wndclassl :

ll Register the Display Image child window class

wndclass.style - CS_HREDRAW | CS_VREDRAW;

wndclasstanndProc = (WNDPRDClDisplaylmageWndProc;

5 wndclass.chC|sExtra - U;

wndclass.candExtra - sizeof (LONG):

wndclasshlnstance - hlnstance;

wndclass.hlcon - Loadlcon (hlnstance , "ICON_1"); lllDl_APPLlCATIDN);

wndclass.hCursor - LoadCursor (NULL, lDC_ARROWl;

10 wndclass.herackground - CDLOR_APPWDRKSPACE + 1;

wndclasstszMenuName = NULL;

wndciasstszClassName - slemageClass;

RegisterCIass (&wndclassl :

ll Register the ANLZ dialog box child window class

15 wndclass.style - CS_HREDRAW 1 CS_VREDRAW;

wndciass.ipanndProc - lWNDPRUC)AnIngdProc;

wndclass.chlsExtra - 0;

wndclass.chWndExtra = 0:

wndclasshlnstancc - hlnstance;

20 wndclasshlcon = NULL;

wndclasshCursor - LoadCursor (NULL, lDC_ARRDW);

wndclass.herackground = GetStockaject (LTGRAY_BRUSH);

wndclasstszMenuName = NULL;

wndclasstszClassName - szAnlzClass;

2 5 RegisterClass (&wndclass) ;

}

U Get all filter channel info

li setup_filters(l;

ll Get all protocol info
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setup_protocolsll;

ll Obtain handles to three possible menus & submenus

hMenu - LoadMenu (hlnst, "MdiMenuMain"l;

hMenuWindow- GetSubMenu thenu, MAIN_MENU_PUS);

II Load accelerator table

hAccel - LoadAccelerators (hlnst, "MdiAccel"l:

ll Create the frame window

hwndFrame - CreateWindow (strameClass, "NbPa",

WS_0VERLAPPEDWINDDW | WS_CLlPCHlLDREN,

U, U,

PCT/US96/ZO779

GetSystemMetricslSM_CXSCREEN), GetSystemMetricslSMfiCYSCBEEN),

NULL, hMenu, hlnstance, NULL);

hwndCllent - GetWindow lhwndFrame, GW_CH|LD);

ShowWindow lhwndFrame, nCmdShow);

UpdateWindow lhwndFrame) ;

ll Enter the modified message loop

llwhile lGetMessage (&msg, NULL, WM_KEYFlRST, WM_KEYLAST))

while lGetMessage l&msg, NULL, 0, 0))

{

if lthgModeless -- U | | llsDialogMessagelthgModeless, &msgl)

{

if llTranslateMDlSysAocel lhwndCllent, &msgl &&

!TranslateAccelerator (hwndFrame, hAccel, &msg))

{

TranslateMessage (&msgl ;

DispatchMessage (&msgl :

}
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}

}

return msg.wParam;

}

5 Ill!NIHIII/HINHIIHINI!”NH!

#ifndef notdef

void DoCaption (HWND hwnd, char *szTitIeName)

{

SetWindowText (hwnd, {szTitleName [0] ? szTitleName : UNTITLED»;

10 }

void OkMessage (HWND hwnd, char *szMessage, char *szTitleName)

{

char szBuffer [64 + _MAX_FNAME + _MAX_EXT];

wsprintf (szBuffer, szMessage,

15 (LPSTR) (szTitleName [01 ? szTitleName : UNTITLED” ;

MessageBox (hwnd, szBuffer, szAppName, MB_0K | MB_ICONEXCLAMATION);

}

short AskAboutSave (HWND hwnd, char 'szTitleName)

{

20 char szBuffer [64 + _MAX_FNAME + _MAX_EXT]:

short nReturn :

wsprintf (szBuffer, "Save current changes in %s?",

(LPSTR) (szTitleName [0] ? szTitleName : UNTITLEm);

nReturn - MessageBox (hwnd, szBuffer, szAppName,

25 MB_YESNOCANCEL | MB_ICONDUESTIDN);

if (nReturn - - IDYES)

if (lSendMessage (hwnd, WM_COMMAND, IDM_SAVE, 0U)

nReturn - iDCANCEL;

return nReturn;

EX 1013 Page 82



EX 1013 Page 83

WO 97/23076

10

15

20

25

30

81

l

#endif

ll extern S32 xL, xR, yT, yB;

static U32 soughtindex - 0;

static U16 total-0:

lllllllllllllllllllllllllllllll

PCT/US96/20779

long FAR PASCAL _export FrameWndProc (HWND hwnd, UlNT message, UlNT wParam, LUNG lParam)

{

RECT r;

static HWND hwndClient:

CLIENTCREATESTRUCT clientcreate ;

FARPRDC lpannum ;

HWND hwndChildl :

MDlCREATESTRUCT mdicreate;

static protocol *tptl;

static protocol *aptl-D; ll pointer to base MAC ptl: length field not flagged

static protocol 'fptl-D; ll pointer to trace file format ptl: length field used

II to set FrameLen && HwLen and skip balance of frame

static U32 sought - 0;

int i:

static BOOL bNeedSave = FALSE:

static char stileName [_MAX_PATH];

static char szTitleName [_MAX_FNAME + _MAX_EXT];

static char TraceFileName [_MAX_PATH]: "1’?

static char TraceTitleName [_MAX_FNAME + _MAX_EXTl; I! ??

static char tmpstileName l_MAX_PATHl ; ll find something better

FILE 'fp;

protocol ’ptl-O;

protocol *lptlsNULL;

switch (message)

{

case WM_CREATE: ll Create the client window

TraceFileName [D] = TraceTitleName l0] - 'lO'; ll some other place?
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clientcreate.hWindowMenu - hMenuWindow;

clientcreate.idFirstChild - |DM_FIRSTDHILD;

hwndCIient - CreateWindow ("MDICLIENT", NULL,

WS_CHILD | WS_CUPCHILDREN I WS_VISIBLE | WS_VSCRDLL |

5 WS_HSCROLL,

D, 0, 0,0, hwnd, 1, hlnst,

(LPSTR) &clientcreatei;

return 0;

case WM__CUMMAND:

1 0 switch inaram)

{

Ii Messages from File menu

case IDM_NEW:

PopFileInitialize (hwnd, "’.PDF");

15 if (bNeedSave && IDCANCEL - -

AskAbnutSave (hwnd, szTitleNameii

return 0 ;

hNeedSave = FALSE; 11??

ii (PopFilerenDlg (hwnd, stileName, szTitleNamei)

20 {

if ((tptl = PopFileRead (hwnd, stileNamei) -- Di

{

if (U - - strrchristileName, '.'i)

strcpyistrrchriszFileName. ' '), ".PDF");

25 else strcpyistrrchristileName, '.‘), ”.PDF"); i‘ change extension ‘I

if (itptl = setup_newprntocol(stileNamei)a -FALSE)

returniO);

}

GetClientRect(hwndClient, (LPRECTi&r);

3 0 mdicreate.szCiass - szlmageCIass;

mdicreate.szTitle - tptl- > pnameO;

mdicreate.h0wner = hlnst:
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mdicreate.x - r.left;

mdicreate.y = r.top;

mdicreate.cx - WORDlr.right ~ r.leftl;

mdicreate.cy = Wflfiflllrhottom - r.topll l);

5 mdicreate.style - 0;

mdicreateJParam - (LONGltptl;

hwndChildl - (HWNDlSendMessage (hwndClient. WM_MDICREATE. 0.

(long) lLPMDlCREATESTRUCTl &mdicreatel;

NAMEDKlUO-FALSE; ll indicate first sight of PTL_NAME

1 o BITLENDK l 00 - FALSE; ll indicate first sight of FIELD__BITLEN

OFFSETDKlflU-FALSE: ll indicate first sight of FIELD_DFFSET

thgModeless - CreateDialogParamlhlnst, szConfigClass, hwndChildl,

MakeProclnstance ((FARPROC) ConfiandProc, hlnst), 0):

}

1 5 return 0 :

case lDM_UPEN:

PopFiIelnitialize (hwnd, “.PDF");

if (bNeedSave 8:8: IDCANCEL - - AskAboutSave (hwnd, szTitleNamel)

return 0 ;

2 0 if (PopFileUpenDlg (hwnd, stileName. szTitleNamel)

{

if (ltptl = PopFileRead (hwnd, stileNamell - - 0)

{

OkMessage lhwnd, "Could not read protocol template file %s!", szTitleNamel;

25 stileName [0] = szTitleName [D] - 'lU';

returnlfll;

}

if (tptl- > fieldptrll- -NUl.U

{

3 0 UkMessage (hwnd,

"Null Field Pointer - Could not read protocol template file Sins",

tptl- > filenamell ) :

return (0);

}
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GetCIientRect(hwndClient, (LPRECT)&r);

mdicreate.szCIass - szlmageClass;

mdicreate.szTitle - tptl- > pnameO;

mdicreate.h0wner - hlnst;

mdicreate.x - r.|eft;

mdicreata.y - Ltop;

mdicreate.cx - WORD(r.right - rJeft);

mdicreate.cy - WORD((r.bottom - Map) I 1);

mdicreatestyle - U:

mdicreateJParam - iLONGitptI;

hwndChildi = (HWND)SendMessage ihwndclient, WM_MDICREATE. 0,

(longi (LPMDICREATESTRUCTi &mdicreate):

NAMEOKIUO =FALSE; II indicate first sight of PTL_NAME

BITLENDKIOD- FALSE; H indicate first sight of FIELD_BITLEN

OFFSETDK 1 00 = FALSE; Ii indicate first sight of FIELD_0FFSET

hDIgModeless - CreateDiaingParamihlnst, szConfigClass, hwndChildi,

MakeProclnstance ((FARPROC) Confiandec, hlnst), 0);

}

bNeedSave - FALSE;

return 0;

case IDM_SAVE:

if (stileNamelOl)

{

if (0- = strrchr( stileNarne, 'ii'))

strcpyitmpstiieName, stileName);

else strcpyitmpstiIeName, strrchristiIeName. 'ii'i+1 );

for ( i- U; i < ProtocoiList- > entriesO; i+ +)

{

if (strcmpi tmpstileNama,

ProtocoIList- > operator[l(i).prot()- > fiienamem - - 0i

{

ProtocoiList- > operatoriliii.protii- > ciear_nut_flag();

ProtocolList- > operatorlflinrotO- > out_to_fi|e();

ProtocolList- > operator[](i).prot()- > clear_uut_flag();

hNeedSave = FALSE ;
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return 1 ;

}

}

DkMessage(hwnd, "Could not write file 563", szTitleName);

return 0 ;

i

I! Fall through

case |DM_SAVEAS:

if (PopFileSaveDlg (hwnd, stileName, szTitleName))

{

DuCaption (hwnd, szTitleName);

for ( i-D; i < ProtocolList- > entriesO; i+ +)

{

if (strcmpitptl- > pname(),

ProtocnlList- > operator[](i).prot()- > pnameiii - - 0)

break;

}

2 0 N Finds last tile opened 8:8: writes current values for that entry

I!

25

30

if (i = = ProtocolList- > entriesO)

{

OkMessage (hwnd, "Could not write file %s", szTitIeName);

return(0);

}

if (stileNamelfll)

{

if (0 - -strrchr( stileName, '\\'))

strcpyitmpstileName, stiIeName);

else strcpyitmpstileName, strrchr(stileName, 'ii')+1 );

it (Up - fopenitmpstileName, "wb"))- - 0) return (0);

ProtocoIList- > operatorl](i).proti)- > clear_out_flag();

ProtocolList- > operatorl]ii).prot()- > out_to_file(fp);

3 5 ProtocolList- > operatoriNinrotii- > clear_out_i|ag():

H bNeedSave = FALSE;

return (1) ;
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}

}

return (0);

case IDM_CLOSE: ll Close the active window

hwndChildl - LDWDRD lSendMessage (hwndClient,

WM_MDlGETACTlVE, 0, 0L”:

if (SendMessage lhwnrlChildl, WM_0UERYENDSESSIDN, 0, UL”

SendMessage lhwndClient, WM_MD|DESTROY,

hwndChildl, 0L);

if lstileNamelUD I! Save the changes- make this a query??

{

if (0 - -= strrchr( stileName, 'll'))

strcpy(tmpstileName, stileNamel;

else strcpyltmpstileName, strrchrlstileName, 'll'l+l l;

for l i- 0; i < PrutncolList- > entriesll: i+ +l

{

if lstrcmp( tmpstileName,

ProtocolList- > operatnrfllil.prut()- > filenamell) - - Dl

{

ProtocolList- > uperatorl](il.prot()- > clear_out_flagl);

ProtocolList- > operatorlllil.protll- > out_to_tilell;

Protocollist- > operatorl]li).prot(l- > clear_out_flagll;

I!

ll Save all filter channels when CLOSE -

ll

llllllllllllllllllllllllllHHHHIHHHHHHH

I!llllmllIlllllIllHIHIHHHHHHHHII

bNeedSave = FALSE;

return 1 ;

}

}

OkMessagelhwnd. "Could not write file 563", szTitleName);

}
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return 0 ;

case |DM_EX|T: ll Exit the program

for {i -0; i < ProtocolList- > entriesl); i+ +)

Protocollist- > operator[l(il.prot(l- > clear_out_flag();

for ( i- U; i< ProtocolList- > entriesO; i+ +)

II

Protocollist- > operatorl]li).prot()- > out_to__fi|e();

H ? Check for duplicate protocol names, Dleancel Message?

I!

SendMessage (hwnd, WM_CLDSE, 0, 0L);

return 0;

II Messages for arranging windows

case IDM_TILE:

SendMessage (hwndClient, WM__MDITILE, 0, 0L);

return 0 :

case IDM_CASCADE:

SendMessage (hwndClient, WM_MDICASCADE, 0, 0L);

return I] ;

case lDM_ARRANGE:

SendMessage (hwndClient, WM_MDIICUNARRANGE, 0, UL);

return 0 ;

case lDM_CLDSEALL: II Attempt to close all children

lpannum = MakeProclnstance ((FARPROC) CloseEnumProc.

hlnst);

EnumChildWindows (hwndClient, lpannum, 0L) ;

FreeProclnstance (Ipannum) ;

return 0;

case IDM_MACPTL:

PopFilelnitialize lhwnd, "*.PDF");

PCT/US96/ZO779
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if (PopFileOpenDlg (hwnd, stileName, szTitleNamel)

{

if ((aptl - PopFileRead lhwnd, stileNamell - - D)

{

5 DkMessage (hwnd, "Could not read protocol template file %s!", szTitIeName):

stileName [U] = szTitleName [0] - 'lU';

return(0);

}

if (aptl- > fieldptrO- -NULLl

10 {

DkMessage (hwnd,

"Null Field Pointer - Could not read protocol template file 963",

aptl- > filenamel) ) ;

return (0);

1 5 }

}

return (0);

case IDM__FRAMENAME:

PopFilelnltialize (hwnd, "*.PDF");

2 0 if (PopFileOpenDlg (hwnd, stileName, szTitleNamell

{

if ((lptl = PopFiIeRead lhwnd, stlleNamel) - - [ll

{

UkMessage (hwnd, "Could not read protocol template file %s!", szTitleName);

25 stileName [0] - szTitleName [fl] - 'lO';

returnlfl);

}

if (fptl- > fieldptrll- - NULL)

{

3 0 DkMessage (hwnd,

"Null Field Pointer - Could not read protocol template file 963".

fptl- > filename() l ;

return (0);

l

35 }

sought - soughtindex - (l;
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return (0):

case |DM_FRAMEFll.E:

case IDM_RUN:

if (TraceFileName [U] !- 'lU')

{

hwndChildl == LUWDRD (SendMessage (hwndClient,

WM_MDlGETACTIVE, U, DU) :

SendMessage lhwndClient. WM_MDlDESTROY,

hwndChildl, UL);

TraceFileName [0} - TraceTitleName [0] - 'lfl';

}

ll if ((fptl - -= U) I I laptl - - NULU)

if (aptl - - NULL)

{

SendMessage lhwnd, WM_COMMAND, IDM_MACPTI., UL);

if laptl - .. NULL)

{

PCT/US96/ZO779

OkMessage lhwnd, "Could not read protocol template file %s!", szTitleNamel:

stileName [U] - szTitleName l0] - 'lU';

returniO):

}

}

PopFilelnitializelhwnd, "*.TRi "i;

if (PopFiIerenDlg ihwnd, TraceFileName, TraceTitleNamel)

{

u

H In Lanz .trl ether file: first frame record is Dxbca bytes into file. The frame record

ll format is flxlflflfi, followed by a length. This length + 4 bytes is the length of the frame

ll record. 36 bytes of this is Lanz header. tmps-32 - HwLen. tmps +4 - - next fseek (from the

H location at which current tmps is read).

ll Some files: begin at all rather than bca.

ll Delimiter is 10 xx followed by length to next delimiter from first byte after current

ll length. Network data delimiter is 10 05
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ll Try a search for first 10 05 in file??

H

W] .pfds

sought - 2;

U16 tmps;

int no:

if (fptl !- D)

{

while (strcmp( Iptl- > pnamel), aptl- > pnamelll !- 0)

{

FILE *fp - fopen(TraceFileName, “rb");

if lfp !- 0)

l

qq = fseek(fp, sought-2, SEEK_SET); ll length field

if (qq - -0)

{

fread(&tmps, sizeofltmps), 1, to):

if (tmps- -0x1003)

{

fseek(fp, 4, SEEK_CURl;

fread(&total, sizeofltotal), 1, to);

fseeklfp, ~B, SEEK_CURl:

}

qq = fseeklfp, sought, SEEK_SET); H length field

if (or: - -0)

{

freadl&tmps, sizeofltmps), 1, fol:

if (tmps < Dxfff) ll some].l

{

PCT/US96/20779

sought + -(tmps+4): H position of next length field

no - fseeklfp. -4. SEEK_CUR); I! start of frame

it (ParsePtr - - NULL)

savemalloc - ParsePtr - (char *1malloctflxfff);

else ParsePtr- savemalloc;

if (fread(ParsePtr, tmps, 1, to) l- D)

{

HwLen = FrameLen - ltmps +4) " 8: H Ianz issue, or work

EX 1013 Page 92



EX 1013 Page 93

WO 97/23076

10

15

20

25

30

35

TraceTitleNamel ;

PCTIU596/20779

91

fcloselfp);

lptl - ParsePtotocolZlfptl);

if llptl = - NULL) break:

if (lptl - - aptl)

l

ParsePtr--4;

break;

}

}

}

else

{

DkMessage lhwnd, "Could not read more frames %s!",

stileName [0] - TraceTitleName [0] - 'lfl';

returnlfl);

}

l

}

fcloselfpl;

ParseLen - padlines - datalines - 0:

l

}

}

else

{

FILE ‘fp = fopeanraceFileName, "rb");

if (fp !- D)

{

qq - fseeklfp, sought, SEEK_SET); ll length field

if qu- =0)

{

freadl&tmps, sizeofltmps), l, in);

if (Imps < Dxfffl ll some #

{

sought + -(tmps+4); ll position of next length field

on = fseeklfn, -4. SEEK_CURl; ll start of frame
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if (ParsePtr - - NULL)

savemalloc - PatsePtr - (char *)malloc(0xfff);

else ParsePtr -savemalloc;

if (fread(ParsePtr, tmps, 1, fp) !- 0)

{

HwLen = FrameLen - (tmps+4) ' 8; N lanz issue, or work WI .9de

fcloseflp);

}

}

else

{

DkMessage (hwnd, "Could not read more frames %s!", TraceTitleName);

stileName [0] - TraceTitleName [0] - '\D':

returnflJ);

}

}

}

}

soughtindex - 1;

if (apt! - = NULL)

{

OkMessage (hwnd. "No base protocol file selected %s", " ") ;

stileName [D] = szTitleName [Dl - '\0';

return(0);

}

GetClientRecthndClient, (LPRECT)&r);

mdicteate.szClass - slemaneClass:

mdicreate.szTitle - TraceTitleName; Haptl-> pnameO;

mdicreate.h0wner - hlnst;

mdicreate.x

mdicreate.y

mdicreatexx

mdicreate.cy

= rJeft;

- mp;

- WORDIrJight - rJeft);

- WORD((r.hottom - Map) I 1);

mdicreate.style - U;

mdioreateJParam - (LDNG)aptl;

hwndChiId1 - (HWND)SendMessage (hwndClient, WM_MDICREATE, O.
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(long) (LPMDICREATESTRUCT) &mdicreate):

ANLZ_0K100=FALSE; H indicate first sight of ANLZ__DUR change

thgModeIess = CreateDialogParam(hlnst, szAnlzClass, hwndChild

MakeProcInstance ((FARPROC) AnlendProc, hlnst). 0);

}

return (0);

case IDM_NEXTFRAME:

iHmfl--m

{

1.

OkMessage (hwnd, "Could not read protocol template file %s!", TraceTitleName);

stiIeName [0] - TraceTitleName [0] - '\0';

returnifl);

}

else if (soughtindex > 0)

{

FILE *fp = fopeniTraceFileName, "rh");

if ( fp != NULL}

{

int qq - fseek(fp, sought, SEEK_SET); N length field

U16 tmps;

if (on = = 0)

{

fread(&tmps, sizeofltmps), 1, to);

if (tmps < Oxfff) H some If

{

sought + -(tmps+4); H position of next length field

qq = fseek(fp, -4, SEEK_CUR): I! start of frame

if (ParsePtr - - NULL)

savemalioc - ParsePtr - (char ')mal|oc(Dxfff);

if (freadiParsePtr. tmps+4, 1, to) !- 0)

HwLen - FrameLen - (tmps+4) ‘ 8; I! lanz issue, or work w! .pfds

soughtindex + +;

}
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{
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UkMessage (hwnd, "Could not read more frames %s!", TraceTitleName) :

stileName [D] = TraceTitleName [U] - '\0';

fclosetfp);

returnw);

}

fclosetfp);

Parselen -= padlines - datalines - U;

}

hwndChiId1 - LOWORD (SendMessage (hwndClient,

WM_MD|GETACTIVE. 0, 0U);

lnvalidateRect (hwndChiId1, NULL, TRUE} ;

}

{

OkMessage (hwnd, "Analyzer has not been RUN yet %s!", TraceTitleName);

stileName [0] = TraceTitleName [D] - '\0';

}

return (0):

case IDM_PREVFRAME:

if (aptl -- D)

{

DkMessage (hwnd, "Could not read protocol template file %s!", TraceTitleName):

stiIeName [D] - TraceTitleName [0] - '\0';

returnm);

}

else if (soughtindex > 1)

{

sought-0;

FILE *fp - fopen(TraceFileName, "rb");

U16 tmps;

if (fp !- D)

for (U32i=0; K 100: i++)
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{

int qq = fseeklfp, sought, SEEK_SETl: I! length field

if qu--0)

{

5 fread(&tmps, sizeofltmgs), l, fpl;

if ltmps != 0x1005l

{

fread(&tmps, sizeof(tmpsl, l, fp);

if {tmps < Uxfffl I! some}!

10 sought + -(tmps+4l: ll position of next length field

else

{

fcloselfp);

DkMessage (hwnd, "Could not read more frames %s!", TraceTitleName)

15 i

stileName [0] - TraceTitleName [0] - 'lU':

returnllJ); I! give some message

}

}

20 }

else break;

}

int mt:

for (U32i -= 0;i < (soughtindex-ll; i++l

25 {

qq - fseeklfp. sought+2, SEEK_SET); N length field

freadl8rtmps, sizeofltmps), l, to);

if ltmps < Oxfff) ll some #

sought + -ltmps+4); II position of next length field

3 0 else

{

fcloselfp);

OkMessage (hwnd, “Could not read more frames %s!", TraceTitleNamel ;

stileName [fl] - TraceTitleName [0] - '\0';

35 returnlDl; H give some message

}
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if (Pars

savemalloc - ParsePtr = (char *)mal|oc(0xfff);

96

ePtr == - NULL)

if (fread{ParsePtr, tmps+4, 1, fp) !- 0)

{

HwLen = FrameLen - (tmps+4) * 8;

fclosefip);

ParseLen - padlines = datalines - 0:

song

soug

hwndChildl = LOWORD (SendMessage (hwndClient,

Inval

}

}

returnw);

hfindexu;

M+~2

WM_MDlGETACTIVE, 0, DD):

idateRect (hwndChiIdl, NULL, TRUE) ;

case IDM_ALYZERCLUSE:

TraceFiIeNa

hwndChildl - LOWORD (SendMessage (hwndClient,

if (SendMessage (hwndDhildl, WM_0UERYENDSESSIDN, 0. UL”

me [0] - TraceTitleName l0] - 'LU';

WM_MDIGETACTIVE, U. DU):

SendMessage (hwndCIient, WM_MD|DESTROY,

if (savemallo

{

hwndChildl, 0L) :

c != NULL)

free(savemalloc);

savemalloc- ParsePtr-NULL;

}

retumLU);

default: II Pass to active child

PCT/US96/ZO779

I! lanz issue, or work w! .pde
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hwndChiId1 = LOWORD (SendMessage (hwndClient,

WM_MDiGETACTIVE. 0. OD):

if (lsWindow ihwndChiId1))

SendMessage (hwndChild1, WM_COMMAND,

5 wParam, lParam) ;

break ; II and then to DefFrameProc

}

break ;

case WM_DUERYENDSESSION:

1 0 case WM_CLOSE: H Attempt to close all children

SendMessage (hwnd, WM_CDMMAND, IDM_CLDSEALL, 0L);

if (NULL !- GetWindow (hwndCIient, GW_CH|LD))

return 0 ;

break ; H ie, call DefFrameProc;

1 5 case WM_DESTROY :

PostfluitMessage (U) ;

return 0 ;

}

H Pass unprocessed messages to DefFrameProc (not DefWindowProc)

2 0 return DefFrameProc (hwnd, hwndClient, message, wParam, lParam);

}

BOOL FAR PASCAL _export CIuseEnumProc (HWND hwnd, LONG lParam)

{

if (GetWindow (hwnd, GW_DWNER)) I! check for icon title

2 5 return 1 ;

SendMessage (GetParent (hwnd), WM_MDIRESTDRE, hwnd, 0L);

PCT/US96/ZO779
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if (lSendMessage (hwnd, WM_0UERYENDSESSION, 0, DD)

return 1 :

SendMessage lBetParent (hwnd), WM_MDIDESTROY, hwnd, 0L);

IParam - U; H To eliminate compiler warning H!

5 return 1 ;

}

long FAR PASCAL _export DisplaylmageWndProc (HWND hwnd, UINT message, UINT wParam,

LONG lParam)

{

l 0 CLIENTCREATESTRUCT clientcreate ;

static HWND hwndClient: ll. hwndFrame;

PAINTSTRUCT ps ;

TEXTMETRIC tm ;

U32 x -= 0, y - l];

15 protocol *ptl-D:

ptl - (protocol ‘lGetWindowLonglhwnd, 0);

switch (message)

{

case WM_CREATE:

20 lParam - ((MDICREATESTRUCT far ‘lMK_FP32lllCREATESTRUCT far ‘lMK_FP32(lvoid

*llParamn- > lpCreateParams))- > lParam;

SetWindowLong (hwnd, U, lParam);

clientcreate.hWindowMenu - hMenuWindow;

clientcreate.idFirstChiId - |DM_F|RSTCHILD;

2 5 hwndClient - CreateWindow l"MDlCLlENT", NULL,

WS_CHILD | WS_CLIPCHILDHEN | WS_VlSlBLE | WS_VSCRDLL I

WS_HSCROLL,

0, D, 0, 0, hwnd, 1, hlnst,

(LPSTR) &clientcreate);

30 savepkt = ParsePtr: H - pkt2; Npktl;

return 0;
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case WM_MOVE:

ptl- > setupOutIineCoordsMulttfl);

InvalidateRect (hwnd, NULL, TRUE) ;

return 0 :

case WM_SIZE:

hdc - GetDC (hwnd):

GetTextMetrics (hdc, &tm) :

cyChar - tm.theight + tm.tmExternalLeading;

chhat - tm.thveCharWidth;

ReleaseDC (hwnd, hdc) ;

chlient - LUWORD (lParam);

cyClient - HlWORD (lParam);

ptl- > setupOutlineCoordsMu|t(0);

lnvalidatefiect (hwnd, NULL, TRUE) ;

I! returnfll);

nVscrollMax = max (0, NUMLINES + 2 - cyCIient I cyChar):

nVscrolIPos = min (nVscrolIPos, nVscrollMax):

SetScrollRange (hwnd, SB_VERT, 0, (WORD)nVscrollMax, FALSE) ;

SetScrollPas (hwnd, SB_VERT, (WORDmVscmllPos, TRUE);

ancrollMax - max (0, 2 + (nMaxWidth - chlient) I chhar);

ancroIIPos - min (ancroIlPos, ancrollMax);

SetScmllRange (hwnd, SB_HORZ, 0, (WORD)ancrollMax, FALSE);

SetScrollPus (hwnd, SB_HORZ, {WORD)ancrollPos, TRUE) ;

return 0;

case WM_VSCROLL:

switch (wParam)

{

PCT/US96/20779
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case SB_TOP:

nVscrolllnc == -nVscrnlIPos;

break ;

case SB_BOTTOM:

nVscrolllnc - nVscrolIMax - nVscrollPos;

break:

case SB__LINEUP:

nVscrollInc - -1 ;

break;

case SB_LINEDUWN:

nVscrolIInc - 1 ;

break;

case SB_PAGEUP:

nVscroIllnc - min (-1, -cyClient I cyChar);

break;

case SB_PAGEDDWN:

nVscromnc - max (1, cyClient I cyChar);

break;

case SB_THUMBTRACK:

nVscromnc = LOWORD (lParam) - nVscrollPos;

break;

default:

nVscroIIlnc - D;

}

nVscrnlllnc - max (-nVscrolIPos,

min (nVscrolllnc, nVscrollMax - nVscrullPos));

if (nVscrolllnc !- U)

{

nVscruIIPns + = nVscrolIInc;

PCT[U896/20779
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ScroIIWindow (hwnd, 0, WORD(-cyChar * nVscralllnc), NULL, NULL) ;

SetScrollPos (hwnd, SB_VERT, (WORD)nVscrollPos, TRUE) ; ’

lnvalidateRect (hwnd, NULL, TRUE) :

DestroyWindow(hDIgModeless);

thgModeless - CreateDialogParam(hlnst, szAnlzClass, hwnd,

MakeProclnstance ((FARPROC) AnlendProc, hlnst), 0);

SendMessage (hDIgModeless, WM_INITDIALOG, 0, UL}:

}

return 0;

case WM_COMMAND:

return 0 ;

case WM_PAINT: H Paint the window

hdc - BeginPaint (hwnd, &ps);

nFaintBeg - ps.rcPaint.top;

nPaintEnd - ps.rcPaint.bottom;

ptl- > setupDutlineCoordsMulflU);

while(ptl !- D)

{

ptl - ParseProtocol2(pt|);

if (ml! -0) ptl- > setup0utlineCourdsMuIt(TRUE);

}

FarsePtr-savepkt;

ParseLen - padlines - datalines = 0;

EndPaint (hwnd, &ps);

return 0;

case WM_MD|ACTIVATE:

return 0;

PCT/U596/20779
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case WM_OUEHYENDSESSION:

case WM_CLDSE:

if llDl'JK l- MessageBox (hwnd, "0K to close window?", "",

MB_ICDN(1UESTION | MB_0KCANCEL)l

return 0 ;

break ; ll ie, call DefMDlChildProc

case WM_DESTRDY:

return [1;

case WM_LBUTTONDOWN:

x - LOWORlJllParam);

y = HIWORDlIParam):

ptl- > FindFieldlhwnd, x, y);

SetFocuslGetWindowlhwnd. GW_CHILDll;

return 0 ;

} ll Pass unprocessed message to DefMDlChlldProc

returnlDefMDlChildProc (hwnd, message, wParam, lParaml);

}

long FAR PASCAL _export ImageWndProc (HWND hwnd, UINT message, UlNT wParam,

LONG lParam)

{

static HWND hwndClient: H, hwndFrame;

HDC hdc ;

PAINTSTRUCT ps;

TEXTMETRIC tm;

U32 x = 0, y - 0;

protocol *ptl-l]:

ptl - (protocol *lGetWindowLonglhwnd, [1);

switch (message)

{

case WM_CREATE:

PCT/US96/20779
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II lParam is ptr to CREATESTRUCT; IpCreateParams is ptr to MDICBEATESTRUCT; lParam is from

WM_MDICREATE msg

lParam - ((MDICREATESTRUCT far ‘)MK_FP32(((CREATESTRUCT far ')MK_FP32((vuid

’)|Param))- > lpCreateParams))- > lParam;

SetWindowLong (hwnd, D, IParam);

hwndClient - GetParent (hwnd); I! Save CLIENT window handle

hwndFrame - GetParent (hwndCliem); I! Save FRAME window handle

return 0;

case WM_MOVE:

ptl- > setupflutlineBoordsMulflD):

lnvalidateRect (hwnd, NULL, TRUE) ;

return [I ;

case WM_S[ZE:

hdc - GetDC (hwnd);

GetTextMetrics (hdc, &tm):

cyChar - tm.theight + tm.tmExternalLeading:

chhar - tm.thveCharWidth;

ReleaseDC (hwnd, hdc);

chlient - LDWDRD (lParam);

cyClient - HIWORD (lParam);

ptl- > setupOutlineCoordsO;

lnvalidateRect (hwnd, NULL, TRUE) ;

return(0):

case WM_COMMAND:

return 0;

case WM_PAINT: I! Paint the window

hdc - BeginPaint (hwnd, &ps);

nPaintBeg - ps.rcPaint.top;

nFaintEnd - ps.rcPaint.bottom;

if (ptl !- U)
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ptl- > OutlineProtocothc);

EndPaint (hwnd, &ps):

return 0;

case WM_MDIACTIVATE:

return 0;

case WM_0UERYENDSESSIDN:

case WM_CLOSE:

if (IDOK !- MessageBux (hwnd, “0K to close window?", "",

MB_ICDN[1UESTIUN | MB_0KCANCEU)

returnO;

break : H ie, call DefMDiChildProc

case WM_DESTROY:

return I] ;

case WM_LBUTTDNDUWN:

x - LOWOBDflParam);

y - HIWURDflParam);

if (ptl !- D)

ptl- > FindFieldihwnd, x, y):

SetFocusiGetWindowihwnd, GW_CH|LD));

return 0;

} H Pass unprocessed message to DefMDthildProc

returniDefMDlChiIdProc (hwnd, message, wParam, IParaml);

}

PCTIU896/20779

void InsertComboBoxNumbers(HWND hwnd, WORD Controild, WORD Default, U32 minimum, U32

maximum, U32 increment)

{

U32 i, idx, def-4;

char bufferlBU]:
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hwnd - GetDlgltemlhwnd, Controlldl:

SendMessagclhwnd, DB_RESETCONTENT. l], D);

for (i-minimum: i< -maximum; i+ -increment)

{

wsprintflhuffer, "%u“, i);

idx - SendMessage(hwnd, CB_ADDSTRING, l], (LPARAMllllPSTfilbufierll;

if li - - Default)

def - idx;

}

if (def !- -1l

SendMessapelhwnd, CB_SETCURSEL, (Wflflflldef, 0);

}

void SetuthlParameterslHWND hwnd, protocol *ptll

{

SenlegltemMessagelhwnd. PTL_0PTSAVAIL, CB_RESETCONTENT,

SetDlgltemlntlhwnd, PTL__BlTLEN, (WORDlptl- > numbitsl). FALSE);

SetDlgltemlntlhwnd, PTL_NUMFlELDS, lWDRDlptl- > numfieldsO, FALSE);

SetDIgltemTextlhwnd, PTL_NAME, (LPCSTR )ptl- > pnamelll:

protocol 'popts-ptl- > optionsl);

if ( popts !- 0)

SetDIgltemTextlhwnd, PTL_0PTSAVAIL, (LPCSTR )popts- > pnameO);

else SetDlgltemTextlhwnd, PTL_0PTSAVAIL, (LPCSTR)("[None]“ l);

SenlegltemMessagelhwnd, PTL_0PTSAVAIL, CB_INSERTSTRING.

(WPARAMlo, lLPARAM)(LPSTR)("[None]"));

for (U32 i-1; i < Protocollist- > entriesl); i+ +)

SenlegltemMessagelhwnd, PTL_DPTSAVAIL, CB_|NSERTSTR|NG,

(WPARAMli, (LPARAM)(LPSTfllProtocolList- > operatorfllilprotll- > pnameO);

}

void SetupFieldParameterslHWND hwnd, protocol *ptl)

{

static HWND hwndTmp-O:

static HWND hwndTmpZ-U:

field ‘fld - ptl- > fieldptrlptl- > curfieldlll:

H Edit Boxes

SetDIgltemlnt (hwnd, FlELD_NUMBER, (UINTllptl- > curfield()+ l), FALSE);

SetDlgltemText(hwnd, FlELD_NAME, (LPCSTleId- > name()l;

PCT/US96/‘20779
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I) Combo Boxes

SetDlgltemInflhwnd. FIELD_DFFSET. (WDRD)fld- > bitoffsefl). FALSE):

SetDlgltemlnt(hwnd, FIELD_LEN, (WORD)fld-> bitlent), FALSE);

NlnsertComhoBoxNumherslhwnd, FIELD_NEXT, lWORDNfId- > curfield()+ 1),

H Check Boxes

CheclegButtthwnd, FIELD_NEXTPTL, (WORD)(f)d-> loukptrt) !- 0));

CheclegButtonLhwnd, FIELD_PKTLEN, (WORD)(fld->pmtlen() !- 0));

ChecleaButtonlhwnd, FIELD_HDRLEN, (WORD)(fId->hdlen() !- 0)):

CheclegButtonlhwnd, FIELD_BYTESWAP, (WORD)(fld->swap0 !- 0));

HCheclegButtonlhwnd, F)ELD_F)LTER, (WORD)(fld- > critptrL) !- 0));

CheclegButtathnd, FIELD_CUUNTBITS. (WORD)(fld- >hitlen() - - 0));

if (hwndTmp !- NULL)

{

DestrnyWindowlhwndTmp);

hwndTmp - 0;

}

if (hwndTmp2 !- NULL)

{ .

DestroyWindthwndTmpZ);

hwndTmpZ - U;

}

if (fld-> lookptrO)

{

hwndTmp = CreateDialogParam(hlnst, ssztPthlass, GetParenflhwnd).

PCT/U896120779

1, 256, 1);

MakePruclnstance ((FARPRDC) NxtPthndProc, hlnst). (LPARAMM);

SetFocus(hwndTmp):

}

”if (fld- > critptrU)

I! {

I! hwndTmpZ s CreateDialogParammlnst, stilterClass, GetParentthwnd),

)I MakePraclnstance ((FARPRDC) FilterWndProc, hlnst), {LPARAM)ptI);

I) SetFncus(hwndTmp2);

II }

}
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field f;

{

HWND hwndParent:

BUUL err;

U32 tmp, len, off, actualoff, ii;

static S32 newbits;

char bufr[50);

static protocol 'ptl-U;

static field ‘fld-O;

field ‘f, *9; H for searching for duplicateloverlayed fields FlELD__0FFSET

H

H

ll

H

H

Get handle for Parent window

Get pointer to protocol associated with Parent window

Set up current field pointer

hwndParent - GetParentlhwnd);

ptl a (protocol *iGetWindowLonglhwndParent, 0);

fld - ptl->fieldptrlptl->curfieldlll:

protocols plptlo > pnamell. ptl):

switch (message)

II

II

{

case WM_ACTIVATE:

if learam - - 0) ll Window has been deactivated !!!

returanALSE);

case WM_SETFOCUS:

case WM_INlTDlALOG:

Set up Protocol Specific Parameters

SetDlgltemlntlhwnd, PTL_BlTLEN, (WORDlptl- > numhitsll, FALSE);

SetDlgltemlntlhwnd, PTL_NUMFIELDS. (WORfllptl- > numfieldsll, FALSE);

lnsertComhoBoxNumberslhwnd, PTL_DSPWIDTH, lWURDlptl- > dsple),

Setup Field Specific Parameters

SetupFieldParameterslhwnd, ptll;

PCT/US96/20779

long FAR PASCAL __export ConfiandProc (HWND hwnd, UINT message, UINT wParam, LONE lParam)

8, 112, 8):
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SetuthlParametersmwnd, ptl);

return(FALSE);

case WM_COMMAND:

switchlearam)

{

case PTL_DSPWIDTH:

tmp - GetDlgltemlntthwnd, wParam, &err, FALSE);

if (err -- FALSE | I tmp < 8 | | tmp >112)

returnfll);

ptl- > dspbW(tmp):

ptl- > setupDutlineCoordsO;

break:

case PTL_NAME:

GetDIgltemText(hwnd, wParam, (LPSTR)hufr, sizeoflhufrH );

if (HIWORDflParam) - - 0x100)

NAMEUKHJU - TRUE;

if (NAMEOKIOU - - FALSE) teturnm);

if (HIWORDflParam) = = 0x300)

{

for ( ii- 0; ii < ProtoculList- > entriesO; ii + +)

if (strcmp( ptl- > pnameO,

ProtacolList. > operatorfltii).prot()~ > pnamem - - 0)

{

ProtocolList- > removeAttii);

break:

}

pfl- > pnamethufr):

ptl- > pnamelen(strlen(hufr)+ I);

ProtocolList- > insert(p);

}

break;

PCT/US96/20779
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case PTL_OPTSAVAIL:

U32 idx:

if ((idx==SenlegltemMessage(hwnd, PTL_OPTSAVAIL, CB_GETCURSEL, U, 0)) !-

CB_ERR)

H Put se

{

Iected text into NEXTPTLS edit and list boxes

SenlegltemMessage(hwnd, PTL_DPTSAVAIL, CB__GETLBTEXT, (WPARAM)idx,

(LPARAMNLPSTfilbufr):

10

15

20

25

30

for (U32 i=0; i < Protocollist- > entriesO: i+ +)

{

if (strcmp( ProtocolList- > operator[](i).prnt()- > pnameO,

hufr) = = 0) break;

}

if (i! - ProtocoIList- > entriesO)

ptl- > nptions(ProtocolList- > operator[](i).prot());

else

ptl- > optinns(NULL):

}

return(FALSE);

case PTL_BITLEN:

case PTL_NUMFIELDS:

break;

case PTL_ADD:

if (ptl- > numfieldsO > ptl. > curfieldm

ptl- > add_field(pt|- > curfield().ptl);

SetupFieldParameters(hwnd, ptl);

SetuthlParametersthwnd, ptl);

ptl- > setupOutlineCnordsU;

InvalidateRect (GetParenflhwnd), NULL, TRUE);

I! NEED STUFF FOR CHECKING HELD BIT OFFSET, NOT ADDING LENGTH IF 0VERLAP....

break;

case PTL_AFTER :
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if (MI > numfieldsI) > ptl- > curfieIdIII

MI > add_fieId_aerr(ptI- > curfieldII.ptI);

SetupFieldParametersIhwnd, ptl);

SetuthIParamtersIhwnd, ptl);

MI > setupDutIineCoordsI);

InvalidateRect IGetParentIhwndI, NULL, TRUE);

II NEED STUFF FDR CHECKING FIELD BIT OFFSET, NOT ADDING LENGTH IF DVERLAP..

break:

case PTL_DELETE:

if (MI > numfieldsI) > 1)

ptl- > delete_field(ptl- > curfieldII.ptII:

SetupFieldParametersIhwnd, ptl):

SetuthlParametersIhwnd, ptl);

break;

case FIELD_NAME:

if (GetDIgItemTextIhwnd, wParam, (LPSTRIbufr, sizeofIbufrI—I) !- DI

fld- > namerufr);

break;

case FIELD_CDUNTBITS:

switchIIlegButtonCheckedIhwnd, wPalamI)

{

case I: I! don't count bits in total hit Ian

fld- > bitlenID):

break;

case 0: I! use bit Ian in offsetIIen calcs

SendMessageIhwnd. WM_CDMMAND, FIELD_LEN,

(LPARAMIIIParam= CBN_SELENDOK < < IBII:

break;

}

case FIELD_DFFSE‘I’:

case FIELD_LEN:

if (wParam - — FIELD_0FFSET)

PCT/US96/20779
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{

if (HIWORDllParam) - - 0x100)

DFFSETOKIUO - TRUE;

if (OFFSETDKIUO - = FALSE) returnlO);

if (HIWURDlIParam) != 0x300) returnlO);

}

else if (wParam = = FIELD_LEN)

{

if lHIWDRDllParam) = = 0x100)

BlTLENOKlUO = TRUE:

il (BlTLENOKIUO = - FALSE) returnlfll;

if (HIWDRDllParam) !- 0x300) returnlfll;

}

off - GetDlgItemlntlhwnd, FIELD_UFFSET, &err, FALSE):

if (err !- FALSE)

{

len - GetDlgltemlntlhwnd. FIELD_LEN, &err, FALSE);

if (err !-= FALSE)

{

newbits = len - fld- > bitlenl):

H Case where the field is not word aligned

ll

ll

U32 xx;

if i (lxx-loff 8: 31)) i=0) && (len > (32 - xxlll

actualoff - off & (~ 7);

else

actualoff - off & l~ 31);

fld- > offsetllUl 6)(actualoffl8));

fld- > shlbitsllU8lloff - actualoffll;

fld- > shrbitsllU8ll32 - lenll:

ptl- > numbitslptl- > numbitsl) fld- > bitlenl) + len);

fld- > hitlenllen);

ll Check for duplicate fields - get new total bitlen

N

f - g - ptl- >fieldptrl):

PCT/US96/20779
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l l 2

ll ptl- > numbitslfl):

for (ii- U; ii < ptl- > numfieldsll; ii+ +l

{

f - &gliil:

5 if lii! - ptl- > curfieldl”

{

ll

ll Adjust position of following fields

ll

1 0 if (fld- > bitoffsetl) < f- > bitoffsetll)

{

off - f->bitoffsetl) + newbits:

len = f->bitlen();

actualoll - off 81 l ~ 31);

1 5 f- > offsetllUl 6ilactualoffl81);

f- > shlbitsllU8lloff - actualoffl);

f- > shrbitsllUBllBZ - lenll:

}

}

2 o }

}

}

SetuthlParameterslhwnd, ptl);

break;

2 5 case FIELD_NUMBER:

break:

case FIELD_PREVIUUS_BUTTDN:

if (ptl- > prevfieldll - - FALSE}

returnlfll;

3 0 SetupFieldParameterslhwnd, ptl);

break;

case FIELD_NEXT_BUTTON:

PCT/US96/20779
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if (ptl- > nextfieldO = = FALSE)

returnfll);

SetupFieldParameters(hwnd, ptl);

break;

case

switchflsDlgButtonChecked(hwnd, wParam))

I] ~ verifyO; for array & onevalue: need to ~verify

Se

FIELD_NEXTPTL:

{

case 0:

if (fld- > lookptr0!-D)

fld- > loukptr()- > ~ IookupO:

fld- > lookptr(NULL);

break;

case 1:

if (fld- > lookptrO = = NULL)

113

PCTIU896/20779

fld- > Inokptrtalloc_|ookup_structs(DNEVALUE, fld)); II something better than this?

break;

}

tupFieldParametersmwnd, ptl);

break;

I!

!* case FIELD_FILTER:

switchflsDIgButtonChecked(hwnd, wParam»

II any need for? ~ verify0: for array & onevalue: need to ~ verify

I! deletel]???

{

case 0:

if (fld- > critptrO! -D)

fld- > critptrO- > ~ criteria";

fld- > critptrtNULL);

break;
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case 1:

if (fld- > critptrO = = NULL)

{

criteria *c = new criteria;

5 fld- > critptr(c);

fld- > critptrU- > FilllnCriteria(0, NULL, NULL, ptl- > pnameo,

fld- > name()):

fld- > critptr()- > critrange(auoc_lookup_tree());

}

1 0 break;

}

SetupFieIdParametersmwnd, ptl);

break:

*1

15 H

case FIELD_PKTLEN:

CheclegButton(hwnd, wParam, (WORD)fld- > protlen(!fld- > protlentm;

break;

case FIELD_BYTESWAP:

20 fld- > swapl!fld- > swapO);

CheclegButtthwnd, wParam, fld- > swap());

break;

case FIELD_HDRLEN:

H CheclegButtthwnd, wParam, (WORDDfId- > hdlentlfld- > MIN»);

2 5 H CHANGE TYPE IN DECODE.HPP...?

CheclegButtthwnd, wParam, (WORDleDIgButtonChecked(hwnd, wParam) ? 021));

fld- > hdlentllegButtonChecked(hwnd, wParam) ? 0:1);

SetupFieldParametersthwnd, ptl);

break;

EX 1013 Page 116



EX 1013 Page 117

WO 97/23076 PCT/US96I20779

5

10

15

20

25

30

115

default:

returnlfl);

}

ll Mop - (WORD)nPaintBeg; r.bottom = (WORDlyB; r.left - (WORDle; might - (WORDlxR;

lnvalidateflectlhwndParent, NULL, TRUE); ll Invalidate entire Image Window rectangle (Our

Parent)

returnlfl);

case WM_S|ZE:

case WM_MDVE:

lnvalidatefiecflhwndParent, NULL, TRUE): ll lnvalidate entire Image Window rectangle lDur

Parent)

returnflll;

case WM_CLDSE:

InvalidateRectlhwndParent, NULL, TRUE);

SendMessagelhwndParent, WM_CLOSE, 0, 0);

DestroyWindowlhwnd);

returnlO);

}

SetActiveWindowlhwnd);

lParam - 0; ll Make compiler complaint go away

return(FALSEl;

}

long FAR PASCAL _export AnlendProc (HWND hwnd, UINT message, UINT wParam, LONG lParam)

{

static HWND hwndParent, hwndFrame, hwndTmp;

BUDL err;

hwndParent - GetParentlhwnd);

hwndFrame - EetParent lhwndParent); ll Save FRAME window handle

hwndTmp - GetParent(hwndFrame):

switch (message)

{
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case WM_ACTIVATE:

if (wParam - - 0) H Window has been deactivated !!!

return(FAl.SE);

case WM_SETFOCUS:

5 case WM_|NITDIALOG:

SetDlgltemlntthwnd, ANLZ__CUR, (WORD)soughtindex, FALSE);

SetDlgItemlntthwnd, ANLZ_TOTAL, (WORD)total, FALSE);

ShowWindthDlgModeless, SW_SHDW);

retum(FALSE);

10 ”Setup ??

case WM_COMMAND:

switch(wParam)

{

15 case ANLZ_NEXT:

SendMessagethwndTmp,WM_COMMAND, IDM_NEXTFRAME,0);

SetDlgItemlnflhwnd, ANLZ_CUR, (WURD)soughtindex, FALSE);

break:

case ANLZ_PREV:

2 0 SendMessage(hwndTmp,WM_COMMAND, IDM_PREVFRAME,0);

SetDlgltemlnflhwnd, ANLZ_CUR, (WORD)soughtindex, FALSE):

break;

case ANLZ_CUR:

if (HIWDRDHParam) = = 0x100)

25 ANLZ_0K1[]0 - TRUE;

if lANLZ_0K100 -= = FALSE) teturnm);

if (HIWORDflParam) = - 0x300)

{

soughtindex -= GetDlgltemInt(hwnd, ANLZ_CUR, &err, FALSE);

30 if (err !- FALSE)

{

soughtindex + + ;

SendMessage(hwndTmp, WM_COMMAND, IDM_PREVFRAME, 0L ):
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}

mm set ANLZ_0K100 back to FALSE

}

break;

5 case ANLZ_RUN:

SendMessageLhwndTmp, WM_COMMAND, IDM_RUN, 0L );
break;

case ANLZ_0UIT:

SendMessage(hwndTmp, WM_COMMAND, IDM_CLOSE, 0L );
1 0 break;

default:

break;

1 5 case WM_SIZE:

case WM_MOVE:

|nvalidateHecthndParent. NULL, TRUE); II lnvalidate entire Image Window rectangle (Our
Parent)

returnw);

2 0 case WM‘CLUSE:

lnvalidateRecflhwndParent, NULL, TRUE);

SendMessagemwndParent, WM_CLOSE. 0, D);

DestroyWinduwlhwnd);

returnw);

25 }

SetActiveWinanhwnd):
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returanALSEl;

}

llllllllllllllllllllllllHIlllllllllllllllll!lllllllllllllllllllllllllllllllllll

H NXTPTL.CPP

llllllllllllHilllllllllllllllllllllllllllllllllllllllllllllllllllllllllllilllll

#include "gen.hpp"

void SetupNxtPtlFieldslHWND hwnd, field ‘fldl

{

verify *vptr;

U32 i, num, curidx-O; I] Get from field class member eventually 1’?!

char bufferl801;

CheckRadioButtonlhwnd, NP_SIGNED, NP_UNSIBNED, NP_UNSIGNED); ll defaulting to

unsigned for the moment

CheckRadioButtonlhwnd, NP_DECIMAL, NP_HEX, lWURD)lfld->lormatll--l ? NP_DECIMAL :

NP_HEXl);

CheckRadioButtonlhwnd, NP_ODD, NP_ALL, (WORD1lNP_ALLl);

CheclegButtonlhwnd. lWORD)lNP_0NEVALUE-1 + fld- > lookptrl)- > get__typelll. TRUE);

SenlegltemMessagelhwnd, NP_MINLIST. LB_RESETCDNTENT, l]. 0):

SenlegltemMessagelhwnd, NP_MAXl.|ST, LB_RESETBONTENT, 0, 0):

SenlegltemMessagelhwnd. NP_NEXTlDXLlST, LB_RESETCONTENT, D, 0);

SenlegltemMessagelhwnd, NP_NEXTPTLLIST, LB_RESETCDNTENT, U, 0);

SenlegltemMessagelhwnd, NP_NEXTPTLLlST, LB_SETHORIZDNTALEXTENT, 200, 0):

SenlegltemMessagelhwnd, NP_PTLS, LB_RESETCONTENT, 0, D):

SenlegltemMessage(hwnd, NP_MINEDIT, EM_SETSEL, 0, MAKELUNG(D,-l l);

SenlegltemMessagelhwnd, NP_MINEDIT, WM_CLEAR, l], 0):

SenlegltemMessagelhwnd, NP_MAXEDIT, EM_SETSEL, 0, MAKELUNGlD,-l)l;

SenlegltemMessagelhwnd, NP_MAXEDIT, WM_CLEAR, U, 0);

SenlegltemMessagelhwnd, NP_NEXTlDXEDlT, EM_SETSEL, I], MAKELUNG(0,~1 l):

SenlegltemMessagelhwnd, NP_NEXTIDXEDIT, WM_CLEAR, l], 0);

SenlegltemMessagelhwnd, NP_NEXTPTLEDIT, EM_SETSEL, 0, MAKELONEl0,-l ll;

SenlegltemMessagelhwnd, NP_NEXTPTLEDIT, WM_CLEAR, 0, l1):
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if (fld- > lookptrO - - NULL) return;

if ((num - fld- > lookptrO- > entries“) !-0)

{

for (i-U; i<num: i+ +)

5 {

vptr - fld- > lookptrn- > find_index(i):

wsprintflbuffer, (fld- > format()- =1) ? "%u" : "Ux%x", vptr- > minval);

SenlegltemMessage(hwnd, NP_M|NLIST, LB_INSERTSTRING, (WPARAMN.

(LPARAM)(LPSTH)buffer);

10 if (i - - curidx) SetfllgltemTexflhwnd, NP_MINEDIT, (LPCSTFllbuffer);

wsprintflhufier, (fld- > format()= = 1) ? "%u" : "0x%x", vptr- > maxval);

if (i - - curidx) SetDlgltemText(hwnd, NP_MAXEDIT, (LPCSTR)huffer);

SenlegltemMessagemwnd, NP_MAXLIST, LB_INSERTSTRING, (WPARAMN,
(LPARAM)(LPSTR)buffer):

15 if (i = = curidx) CheckRadioButtun(hwnd, NP_ODD, NP_ALL,
(WURD)(NP_0DD+vptr- > ukhits-1)):ll Controls must be in ODD, EVEN, BOTH order

wsprimflbuffer, "%u", vptr- > nxtidx+1);

if (i - - curidx) SetDlgltemText(hwnd. NP_NEXTIDXEDIT, (LPCSTR)huffer):

SenlegltemMessage(hwnd, NP_NEXTIDXLIST, LB_INSERTSTRING, (WPARAMH,
20 (lPARAM)(LPSTR)buffer):

wsprintflbuffer, "%s", (vptr- > prot - = 0) ? "[Nonel" : vptr- > prot- > pnamem;

if (i - - curidx) SetDlgltemText(hwnd, NP_NEXTPTLEDIT. (LPCSTflihuffer);

SenlegltemMessagemwnd, NP_NEXTPTLLIST, LB_lNSERTSTHING. (WPARAMli.
(LPARAMKLPSTmbuffer);

25 }

”SendDIgltemMessagethwnd, NP_MINEDIT, EM_SETMDD|FY, 0, 0);

SendDIgltemMessage(hwnd, NP_M|NLIST, LB_SETCURSEL, 0, 0):

SendDIgltemMessagemwnd, NP_MAXLIST, LB_SETCURSEL, fl, 0);

SenlegltemMessage(hwnd, NP_NEXTIDXUST, LB_SETCURSEL, D, 0);

3 0 SenlegltemMessage(hwnd, NP_NEXTPTLLIST, LB_SETCURSEL, 0. 0);
}

for “-0; i < Protocollist- > entriesO; i+ +)

SendDIgltemMessage(hwnd, NP_PTLS, LB_|NSERTSTRING,

(WPARAMH, (LPARAM)(LPSTR)ProtocolList- > operator[](i).prot()- > pnameO);

3 5 NSenlegltemMessage(hwnd, NP_PTLS, LB_D|R, 0x37, (LONG )(LPSTR)"'.pfd");
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}

#ifdef notdef

void lnsertNewRangeiHWND hwnd, U32 &rangeldx, U32 editld, U32 listldl

{

5 $8 chtrinoISDl;

PCT/US96/20779

SenlegltemMessagelhwnd, (WORDieditld, EM_SETSEL, D, MAKELDNG(D,-‘l));

GetDlgltemText (hwnd, lWORD)editld, (LPSTRlchtring, sizeoflchStringli;

rangeldx - SenlegltemMessagelhwnd, {WORDilistld LB_INSERTSTRING, (WPARAerangeldx,

(LPARAMNLPSTRlchtring):

10 SenlegltemMessagelhwnd, (WORflilistld, LB_SETCURSEL, (WPARAMirangeldx, 0):

}

#endit

long FAR PASCAL _export NxtPtIWndProc (HWND hwnd, UINT message. UINT wParam, LONG lParam)

{

15 static U32 rangeldx-D;

HWND hwndParent;

BOUL err;

U32 tmp;

static protocol *ptI-U;

2 0 static field *fld-D:

static verify ‘vptrso;

char hufferl80];

static verify tvptr;

switch (message)

25 {

case WM_ACTIVATE:

if (wParam - - U) H Window has been deactivated ll!

return(FALSE);

case WM_|NITDlALUG:

3 O ptl - (protocol *llParam; ll Setup ptl each time Dialog is cteated

ll Fall Thru

case WM_SETFOCUS:

if (fld- > Iookptrl) !- NULL)

fld - ptl- > fieldptrlptl- > curfieldlli; H Recomoute fld when acquire input focus
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vptr = fld- > lookptrO- > find_index(rangeldx);

SetupNxtPtlFieldsthwnd, fld); I! Setup each control

return(FAlSE);

case WM_COMMAND:

swithwParam)

{

case NP_DNEVALUE: H 314

case NP_ARRAY: H 315

case NP_TREE: H 317

if (fld- > IookptrO! -U)

{

fld- > IookptrO- > ~ lockup":

fld- > lookptr(NULl.);

}

fld- > lookptr(alloc_lookup_structs(wParam-N P_DNEVALUE+ 1, firm;

SetupNxtPtlFieldsmwnd, fld); II Display cleared-out ranges

I! Requires that the ONEVALUEARRAYJREE match the order & spacing of the

I! enum lookuptypes{ NOLDOKUP, DNEVALUE, ARRAY, HASH, TREE }
H

return(0);

case NP_M|NLIST:

case NP_MAXLIST:

case NP__NEXTIDXLIST:

case NP_NEXTPTLLIST:

rangeldx - SenlegltemMessagethwnd, wParam, LB_GETCURSEL, 0, 0);

vptr - fld- > loakptrO- > find_index(rangeldx);

tvptr.prot = vptr- > prot;

tvptr.nxtidx = vptr->nxtidx;

tvptr.okbits = vptr- > okhits;

tvptrminval = vptr->minva|;

PCT/US96/20779
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tvptr.maxva| - vptr->maxval;

break;

case NP_DDD:

case NP_EVEN:

5 case NP_ALL:

tvptr.okbits - wParam - NP_ODD + 1;

return (0);

case NP_DECIMAL:

fld- > format(DEC);

1 O SetupNxtPtlFields(hwnd. fld); H Setup each control

return (0);

case NP_HEX:

fld- > format(HEX);

SetupNxtPtlFieldsmwnd, fld); II Setup each control

1 5 return (0);

case NP_PTLS:

I! if (HIWORDflParam) !- LBN_DBLCLK)

H returntFALSE);

case NP_USE:

2 O

U32 idx; H, len;

if ((idx-SenlegltemMessage(hwnd, NP_PTLS, LB_GETCURSEL. 0, 0)) !- LB_ERR)

{

I! Put selected text into NEXTPTLS edit and list boxes

2 5 SenlegltemMessagelhwnd, NP_PTLS, LB_GETTEXT, (WPARAM)idx.

(LPARAM)(LPSTR)huffer):

I! if (strlen(buffer)!- D)

SetDlgltemText(hwnd, NP_NEXTPTLEDIT, (LPCSTR)buffer);

{

3 0 for (U32 i- U; i < ProtocoIList- > entriesl); i+ +)

{

if (strcmp( ProtocolList- > operatorl](i).prot()- > pnameO,
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buffer} = = 0) break;

}

if (i! - Protocollist- > entriesO)

tvptr.prot - ProtocolList- > nperator[](i).prot0;

5 else

tvptr.prot = 0:

}

}

returanALSE);

10

15

20

25

30

case NP_|NSERT:

case NP_MUDIFY:

if (fld- >forma10 = = HEX)

{

GetDlgltemTexflhwnd, NP_MINEDIT, (LPSTR}buffer, sizeof(buffer)-1);

tvptrminval -strtol((char *)buffer,NULL,16):

GetDlgltemText(hwnd, NP_MAXEDIT, (LPSTR)buffer, sizeof(huffer)-1);

tmp-strtolflchar *)buffer,NULL,16);

tvptrmaxval = tmp;

}

else H (fld-> furmafl) - - DEC)

{

tmp - GetDlgltemlntthwnd, NP_M|NEDIT, &err, FALSE):

if (en - - FALSE)

return(0);

tvptrminval - tmp;

tmp - GetDlgltemlnflhwnd, NP_MAXEDIT, &err, FALSE);

if (err -- FALSE)

return(0);

tvptr.maxval - tmp;

}

tmp - GetDlgltemlnflhwnd, NP_NEXTIDXEDIT, &err, FALSE);

if (err -= FALSE)

returnw);

PCT/US96/20779
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tvptr.nxtidx - tmp-I;

GetDlgltemText(hwnd, NP_NEXTPTLEDIT, (LPSTR)huffer, sizeoflhuffer)-1);

I! ? do this with find instead?

if (strlenthuffer)! = 0)

{

124

for (U32 i- 0; i < ProtocolList- > entriesl); i+ +)

{

if (strcmp( ProtocnlList- > operator[](i).prot(}- > pnameO,

buffer) = = 0) break;

}

if (i! - Prutocollist- > entriesm

tvptr.pmt -= ProtocolList- > operator[](i).prot();

e|se thtr.prot - 0;

}

if (IlegButtonEheckedmwnd , NP_ALL»

tvptmkbits - ALLNUMBERS;

else if (lsDlgButtonChecked(hwnd, NP_0DD))

tvptr.okbits - DDDNUMBERS;

else if (llegButtonChecked(hwnd, NP_EVEN))

tvptr.okbits .. EVENNUMBERS;

if (wParam - = NP_MUDIFY)

{

fld- > lookptr()- > modity_entry{rangeldx, tvptr.prot, tvptr.nxtidx,

tvptrminval, tvptrmaxval, tvptr.okbits);

}

if (wParam -= = NP_|NSERT)

{

fld- > lookptr()- > insert_entry(tvptr.prot, tvptmxtidx, tvptrminval,

tvptr.maxva|, tvptmkh

}

SetupNxtPtlFields(hwnd, fld):

return(FALSE);

its);

I! Setup each conttol

PCT/U896/20779
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case NP_DELETE:

SenlegItemMessage(hwnd, NP_MINLIST, LB_DELETESTRING, (WPARAM)rangeldx, 0);

SenlegltemMessage(hwnd, NP_MAXLIST, LB_DELETESTRING, (WPARAM)rangeldx, 0);

SendDIgltemMessage1hwnd, NP_NEXTIDXLIST, LB_DELETESTRING, (WPARAM)rangeldx,
0).- '

SenlegltemMessage(hwnd, NP_NEXTPTLLIST, LB_DELETESTRING, (WPARAM)rangeldx,
0);

if (fId->lookptr()->entries1) > 0)

fld- > lookptr()- > delete_entry(range1dx, tvptr.minval);

break;

default:

return(FALSE);

}

SenlegltemMessagemwnd, NP_MINLIST, LB_SETCURSEL, (WPARAM)rangeldx, O);

SenlegltemMessagemwnd, NP_MAXLIST, LB_SETCURSEL, (WPARAM)range)dx, 0);

SendDIgltemMessagemwnd, NP_NEXTIDXLIST, LB_SETCURSEL, (WPARAM)rangeldx, U);

SenlegltemMessage(hwnd, NP_NEXTPTLLIST, LB_SETCURSEL, (WPARAM)rangeldx, 0);

SenlegltemMessagemwnd, NP_MINUST, LB_SETTOP|NDEX, (WPARAM)rangeldx, 0):

SenlegltemMessage(hwnd, NP_MAXLIST, lB_SETTDPINDEX, (WPARAM)rangeldx, 0);

SenlegltemMessage(hwnd, NP_NEXTIDXLIST, LB_SETTUPINDEX, (WPARAM1rangeldx, U):

SenlegltemMessage(hwnd, NP_NEXTPTLLIST, LB_SETTOPINDEX, (WPARAM)rangeldx, 0):

SendfllgltemMessagemwnd,NP_MINEDIT, EM_SETSEL, 0, MAKELONG(O,-1)):

SenlegltemMessage(hwnd,NP_MINEDIT, WM_CLEAR, 0, U);

SenlegltemMessage1hwnd,NP_MAXEDIT, EM_SETSEL, 0, MAKELONG)0,-1));

SenlegltemMessage1hwnd,NP_MAXEDIT, WM_CLEAR, 0, 1]);

SenlegltemMessage(hwnd.NP_NEXTIDXEDIT, EM_SETSEL, 0, MAKELONG(D,-1));

SenlegltemMessage(hwnd,NP_NEXTIDXEDIT, WM_CLEAR, 0, 0):

Senleg|temMessage1hwnd,NP_NEXTPTLEDIT, EM_SETSEL, D, MAKELONG1U,-1)):

SenlegltemMessage1hwnd,NP_NEXTPTLEDIT, WM_CLEAR, 0, 0);

wsprintflbuffer, (fld->format1)- - 1) ? "%u" : "flx%x", tvptr.minva1);

SetDlgltemTexflhwnd,NP_MINEDIT, (LPCSTR)huffer);

wsprintflhuffer, (fld- > format()- - 1) ? "%u" : 'Dx%x", tvptr.maxval);

SetDlgltemTextlhwnd,NP_MAXEDIT, {LPCSTR)buffer):

wsprintflbuffer, "%u", tvptr.nxtidx+1);

SetDlgltemTexflhwnd, NP_NEXTIDXEDIT, (LPCSTR)buffer);

wsprintflbuffer, "%s", (tvptr.prot - - 1]) ? "[None]" : tvptr.prot- > pnameO);
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SeiDIgltemTextlhwnd,NP_NEXTPTLEDIT, (LPCSTR)bufferl;

CheckRadioButtonlhwnd, NP_UDD, NP_ALL, lWOHD)(NP_ODD +tvptr.okbits-l)l; ll Controls must

be in ODD, EVEN, BOTH order

returanALSE);

5 case WM_SIZE:

II Force size to original (don’t allow user to change size of dialog box) ???

case WM_MDVE:

returnlUl;

case WM_CLUSE:

1 0 hwndParent - GetParentlhwnd);

InvalidateRectlhwndParent, NULL, TRUE);

SendMessage(hwndParem, WM_CLOSE, 0, 0):

DestroyWindowlhwnd);

returniOl;

15 }

IParam - 0; ll Make compiler complaint go away

return(FALSEl:

}

lIllllllllllllllllllllllllllllllllllllIlllllllllIllIllllllllllllllllllllllllllll

20 ll PCOLS.CPP

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllilllllllll

#include "gen.hpp"

static protocols DataPtl, PadPtl;

protocol *DataPthtr, *PadPthtr: ll PUT THIS IN setup_protocolsll

25 WCVaISortedVector < protocols > *ProtocolList; ll Pointer to sorted list for lookup values

protocol *base_protocoll$8 *ProtocolName)

{

for (U32 i- 0; i < ProtocolList- > entriesil: i+ +)
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if lstrcmplProtocolName, ProtocolList- > operatur[](i).prot()- > filenamelll - - 0)

returanrotocolList- > operator[](il.protll);

returnlD);

}

void setup_protocols()

{

U32 number- 0;

find_t fileblock;

II

II Determine number of protocol definitions that exist by counting files

If

if l_dos_findfirstl"‘.pdf", _A_NDRMAL, &fileblock) - - U}

{

do

}

H

H Setup a vector twice the size of the current number with number for the grow size
ll

ProtocolList = new WCValSortedVector < protocols > (number’ 2, number);

I!

{

+ + number;

} whi|e(_dos_findnextl&fileblock) - - 0);

127

PCT/U896/20779

II Open each protocol definition file; create a protocol definition in memory; insert it into the vector
I!

if (_dos_findfirstl"‘.pdf", _A_NORMAL, &fileblock) - = 0)

{

do

{

FILE *ip - fopenlfileblockname, "rb"l:

if ((fp !- 0) && lfileblock.size > 56))

{

U32 tmp;
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tread(&tmp, sizeofltmp), 1, fit); I! Get length of protocol name

Ii

88 *pname - (88 *lmallocltmpl:

freadipname, tmp, 1, fpl; I! Get file name

fcloselfp);

protocol *proto - new protocollpname, fileblock.namel;

H

protocols plpname. protol;

freelpnarne);

ProtocolList- > insertlp);

}

} while(_dos_findnextl&fileblockl - - D);

}

H

H ? Do we want to do something about duplicate protocol names here?

I!

H for (U32 ii-0,jj - i; ii < ProtocolList- > entriesll: ii+ +, jj+ +)

N {

it if (lii !- ii) && (strcmpl ProtocolList- > operator[l(ii).prot(l- > pnamel),

H ProtocolList- > operatorl](jj).prot()- > pnamelll - - 0))

II ProtocolList- > removeAtljjl:

H }

H

I! Open each protocol definition file; create all required data structures

I!

if (_dos_findfirst("*.pdf", _A_NORMAL, &fileblock) - - D)

i

do

{

FILE ‘fp - fopenlfileblockmarne, "rb"l;

if (lip !- 0) 8181 (fileblock.size > 56))

{

protocols plfpl, t; H Reads name_length and name

if (ProtocolList- > findlp, t) !- FALSE)

PCT/US96/20779
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Lprotll- > get_from_file(fpl;

fcloselfpl;

I

} whilel_dos_findnextl&fileblockl - - U);

}

protocols datal"DATA", DI. padl"PAD", U); N PUT THIS IN setup_protocolsll

ProtocolList- > findldata, DataPtll: ll PUT THIS IN setup__protocols(l

ProtocolList- > findlpad, PadPtll; I! PUT THIS IN setup_protocolsll

DataPthtr = DataPtl.protlI: ll PUT THIS IN setup_protocols(l

PadPthtr - PadPtl.protll: ll PUT THIS IN setup_protocolsll

Ilsetup_criteriall; ll filter channels are setup - tie criteria to fields

}

protocol *setup_newprotocol(S8* stileName)

{

U32 number-0;

find_t fileblock;

$8 'pname = ($8 *Imallocl50l;

II

strcpylpname,stiIeName);

stropylstrrchrlpname. '.'I, "I0 "I;

strcpylpname, lstrrchrlpname, 'll'l+ ll);

strclestileName, IstrrchrlstileName, 'll'I + 1));

II

I! See if there are any protocols

I]

if (_dos_findfirstl"*.pdf", _A_NORMAL, &fileblockl - - 0)

{

do

{

+ +number;

} whilel_dos_findnextl&fileblock) = — D);

I

II

PCT/US96/ZO779
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I!

if (number - - 0)

130
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ProtocolList - new WCValSortedVector < protocols > (10, 5); ll use some other defineldefault

protocol *proto - new protocol(pnarne, stileName);

protocols plpname,protol:

field *tmpfs - new field“);

field fl0,0.24l:

tmpfslfll - f:

proto- > fieldptrltmpfs);

proto- > numbitsltmpfs- > bitlenm;

proto- > numfieldsil l:

freelpname);

ProtocolList. > insert(p);

FILE *fp -= fopenlstileName, "wb"l;

if (fp l- 0)

{

p.protll- > out_to_iilel);

fcloselfp):

p.prot(l- > clear_out_flag();

returnlproto);

}

returanALSE);

}

r..........................................

PDPFILE.C -- Popup Editor File Functions

.......................................... *1

#define INCLUDE_COMMDLG_H

#include < windows.h >

#include < stdlib.h >

#include "gen.hpp"

#define PDF ".PDF"
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#define T81 "'.T81 "

static OPENFlLENAME ofn ;

H

l i make all the initialize pop files on rtn, pass
5 extension>>>>>>>>>>>>>>>>>

ll

void PopFilelnitialize (HWND hwnd, char *ext)

{

static char 'stilterl] -

10 {

"Text Files (”.PUF)”, "*.pdf",

"All Files (’.*)". "'3'",

};

15 static char ’szTFilterU -

{

"Text Files (‘.TR1)", "“.trl",

"All Files l*.*)", “f"
I

20 };

afnJStructSize - sizenf (OPENFILENAME):

ufn.hwnd0wner - hwnd;

ofn.hlnstance - NULL;

if (strcmplext,PDFl- -0)

25 {

nfanstrDefExt -= "pdf";

ofanstrFilter - stilter [0];

}

else if (strcmplext,TRl)- -Dl

3o {

ufanstrDefExt = "trl ";

ofanstrFilter - szTFilter [0];

}

ofn.nMaxCustFilter - 0 :
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ofn.nFiItetlndex - 0 ;

ofanstrFile - NULL; I! Set in Open and Close functions

ofn.nMaxFile - __MAX_PATH:

ofanstrFileTitle - NULL : I! Set in Open and Close functions

ofn.nMaxFileTitle = _MAX_FNAME + _MAX_EXT;

ofn.lpstrlnitialDir = NULL;

ofanstrTitle - NULL;

ofn.Flags - 0: N Set in Open and Close functions

ofn.nFile0ffset - 0:

ofn.nFileExtension - 0;

ofnJCustData - 0L;

ofananook - NULL;

ofanTemplateName - NULL;

}

BUOL PopFileOpenDlg (HWND hwnd, LPSTR IpstrFileName, LPSTR lpstrTitleNamel

{

BDOL rv; DWORD t;

ofn.hwnd0wner - hwnd;

ofanstrFile - lpstrFiIeName;

ofanstrFileTitle - IpstrTitleName;

ofn.Flags - 0FN_CREATEPRDMPT:

rv - GetDpenFileName l&ofnl:

t - ComDIgExtendedErrorl):

retum rv;

}

BDDL PopFileSaveDIg (HWND hwnd, LPSTR IpstrFileName, LPSTR IpstrTitleNamel

{

ofn.hwnd0wner - hwnd;

ofanstrFile - lpstrFileName;

ofansttFileTitle - lpstrTitleName;

ofn.FIags -= 0FN_0VERWRITEPRUMPT :
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return GetSaveFileName (&ofn);

}

llstatlc long PopFileLength (WORD hFile)

l! {

5 I! long lCurrentPos = _llseek (hFile, OL, l);

I! long lFileLength - _||seek (hFile, OL, 2);

I!

ll _|lseek thile, lCurrentPos, O);

H

10 I! return lFileLength;

ll}

protocol *PopFileRead (HWND hwndEdit, LPSTR lpstrFileName)

l

for (int i=0; i < ProtocolList- > entriesll; i+ +)

15 {

if lstrcmplstrrchr(lpstrFlleName. 'll')+ l, ProtocolList- > operator[](i).protll- > filenamell) - - O)

{

hwndEdit - 0;

ll Display Protocol in Windows

2 0 returanrotocolList~ > operatorlllilprotlll;

}

}

I! Open any file not already in list...add to list and directory of pdf files if user requests it
returnlO);

25 }

#ifdef notdef

BOOL PopFileWrite (HWND hwndEdit, LPSTR IpstrFileName)

{

HANDLE eruffer ;

3 0 WORD hFiIe;

LPSTR lpstrBufler;

WORD wLength;

if H - = (hFile - _lopen llpstrFileNarne, OF_WRITE | OF_SHARE_EXCLUSIVElll
if {-1 - - (hFile - _lcreat (lpstrFileName, Oll)
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return FALSE ;

wLength - GetWindowTextLength (hwndEdit);

hBuffer - (HANDLE) SendMessage lhwndEdit, EM_BETHANDLE, 0, UL);

IpstrBuffer - (LPSTR) LocalLock (hBuffer);

if (wlength l= _lwrite thile, lpstrBuffer, wLengthii

{

_|close thile) ;

return FALSE ;

}

_|close thilel :

LocalUnlock lhBuffer) ;

return TRUE ;

}

#endif
—¢

IllIlllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllHlllllllllllll

STAT.CPP

HHH!lllllIlNll!lllllllllllllllllllllllllHIlllNIlllllllllHHNHHHNHH

I!

#include "gen.hpp"

ll Generate Required data structure from user statistics selections

I!

ll Parameters:

N

I!

ll

field - pointer to protocol template field

(should only he called for fields with stats configured)

ll Returns:

H

H

status - OK I NDTUK

PCTlUS96/207‘79
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Il§§§iflf§ffiiiifibQ5...l*§§§§§§.§*§§fiiii....i....§fil§§.§§Oiillfififiiifiifififififii
*I‘Irfiih

stats *alloc_stat_structs(U32 type, field 'fl

{

5 switchltype)

{

default:

case NOSTATS: returnlfll: II No statistics to he kept for this protocol field

case SUM: returnlnew sum_statslf- > name()));

1 0 case INC: returnlnew inc_stats(f- > name()));

case SUMINC: returnlnew suminc_stats(f- > name()));

case IDXSUM: returnlnew idxsum_stats(f- > namell, (32-f- > shrbitsllll):

case IDXINC: returnlnew idxinc__statslf- > name(l, (32-f- > shrbitslllll;

case IDXSUMINC: returnlnew idxsuminc_stats(f- > namell, (32-f- > shrbitslllll;

1 5 case HASHSUM: returnlnew hashsum_stats(f— > name()));

case HASHINC: returnlnew hashinc_stats(f— > name()));

case HASHSUMINC:return(new hashsuminc_statslf~ > name()));

case IDXINCSUM: returnlnew idxincsum_stats(f- > namell, (32-f- > shrbitsOlll;

case HASHINCSUM:retum(new hashincsum_stats(f- > name()));
2 0 case CSUMINC: returnlfll;

}

}
—.

llllfllllllmllIlllllllllllllllllllIllllllllllllllIllNHIIHINNHlllllllllll

25 II XMlT.CPP

Hill”!!!I!!!llllllllllllllllllllllllIll!lIll]!lIll]!NIH!!!”llllllllllllllll

#include "genhpp"

II

II lPX checksum incremental update routine lbitswappedl
3 0 II

extern U32 |pszumUpdlU32 value, U32 change);

#pragma aux lpszumUpd - \

"mov ecx,FrameLen" l

"sub ecx,ParseLen" l
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"sub ecx,ProtoParseLen"l

"shl ecx,+18H" l

"shr ecx,+1cH" l

"rol dx,cl" \

"add ax,dx" l

"adc ax,0" l

parm [eaxlledx] l

modify [eax ecx edx] \

value [eax]

U32 vary_ipxcsum::vary_valuelU32 val) { returnllpszumUpdlval, operand»; }

llllllllllllNI!llllllllll!ll!llllllllllllllllllllllllllllllllllllllllllllllllll

H CHECKSUM.HPP

l!!!MINIMUMlllllllllllHillNIHlllllllllllllllllllllHNHHHHHHHHN

IHHIl“Hill!HIHHHHlllllllH!IHilllllllllllll!llllllllllllllllllllllllll

ll Base Class definition for verifying and computing protocol checksums

- HillHill!llllllllllllllllllHHHHIHHHIHHNHllllllllllllllllllllllllll!

class CheckSum

{

public:

H

H Constructor

CheckSuml) {}

virtual ~CheckSuml) {}

ll

H Member Functions

virtual BOOL verifyl) { returnlO); } ll Verify checksum

virtual void computel) {} ll Compute checksum

}:

MINI!NIHHHlllllllllllllllllllllllHill!ll!llIllll!HHHHHHHHHHHH
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IllHI!ll!HIHIIHIHll!Hill!MINIMUM!HHHHIH!IIIHIHIIIHHIIHINH

ll Verify lP Header Checksum in Network Byte 0rder...No byte swapping required

I! (Assumes Header Length is greater than 4 32-bit words)

I! (Returns 0 if checksum 0K, non-zero otherwise)

INHIHNHHIHHHll!HHHHHHHIHIHl!HIMWillIINHINIHHHIHIH

extern U32 ChklpCSUMlSB 'h); I! Clocks = 14 + #OptionBytes

#pragma aux ChklpCsum =

"mov ebx,[edx]" \

"mov eax,ebx" \

"and ebx,+OfH" l

"mov ecx, + 4Hiedxl" \

"sub ehx,5" i

"ile Header" \

"Optionszadc eax,+1DH[ebx‘4+edxi"

"dec ebx" \

"jg Options" \

"Header:mov ebx,+8H[edxl"

"adc eax,ecx" \

"mov ecx,+0cH[edx]" \

"adc eax,ebx" \

"mov ebx, + 10Hledxi" l

"adc eax,ecx" ’—

"adc eax,ebx" l

“adc eax,fl" i

"mov ecx,eax" i

"shr eax,16" \

"add ax,cx" \

"adc ax,0" i

"not ax" i

parm [edx] \

modify [ebx ecx] i

value [eax]

class CheckSum_lP: public CheckSum

{

public:

l

l

\

PCT[U896/20779
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H

(l Constructor

CheckSum_|P() {}

H

I! Verify lP Checksum (Return TRUE if 0K, FALSE otherwise)

BDOL verify() { return(Chk|pCsum(ParsePtrl - -= 0); }

(I

ll Compute (P checksum and insert into lP header

void compute"

{ll (35l36 + 3"(0ption DWURDSl) (20 0.360 usecs; 60 0.660 usecsl

U16 *csum - ((U16 ')ParsePtr + 5): (l Declare Pointer to Checksum Field

*csurn = 0; ll Clear Checksum in IP Header

*csum - (U1BlChklpCsum(ParsePtrl; (1 Compute and Update Checksum

}

private:

}:

lllllllll(((ll!!!l(l(I!(Hill(((llllllllll(ill(Illll(Illlllllllillllllllllllllll

(I Derived Class definition verifying and computing IPX Checksums

ll!(lllllll(IllHI!(lillllllm(Illilllllllll(HHIHI(INN!HHHHHHHHHI

(I Verify IPX Header Checksum in Network Byte 0rder...No byte swapping required

(I (Assumes Checksum Field is NOT Uxffff, and 30 > = Length Field < = Dxffff)

(( (Returns 0 if checksum 0K, non-zero otherwise)

Hill(llllllllll(llll!(ll(I!l(lMillil(ll(lil(llllllllllllllllllllllllllllllllil

extern U32 Chklpszum(38 “hi; (I Clocks = 5 + 7‘(# Words)

#pragma aux Chklpszum - l

"mov ecx,[ebxl" l

"xor eax,eax" \

"bswap ecx" (

"mov edx,+1H" l

"inc ecx" l

"shl ecx,16" \

"shr ecx,17" l

"NxtWordzadd ax,(ebx+edx*2]" \

"adc ax,0" l

"rol ax,l" l

"inc edx" l

PCT/U896/20779
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value [eax]

class CheckSum_lPX: public CheckSum

{

public:

ll

I! Constructor

CheckSum_lPX() {}

H

I! Verify IPX Checksum {Return TRUE if 0K, FALSE otherwise)

BOOL verifyl) { returni‘lUlG ’lParsePtr - - Oxffff | |

“(U16 ’lParsePtr - - ChklpszumlParsePtrl); }
H

H Compute lPX checksum and insert into lPX header

void computel)

{II (20121 + 7*WDRDS) (30 1.26; 96 3.57; 512 18.13 usecs)

*(UlB ’lParsePtr - (U16)Chklpszum(ParsePtrl;

}

private:

}:

extern "C" U32 csumByteslS8 ‘Data, U32 Len); l! ASM TCPIIP Checksum Routine

extern "C" U32 csumPseudolU32 Csum, S8 *lpHdr); II ASM PseudoHeader Checksum

Illlll!NHlllllllllllllilllflll!llllIllllllllllMINIMUM/HUI!!!lllllllllll

ll Derived Class definition verifying and computing TCP Checksums

IlllIlIIllIllllIlllllllllllllllllllllll”ll/III!lllllllll/lll!llllllllllllllllll

class CheckSum_TCP: public CheckSum

{

public:

I!

II Constructor

CbeckSum_TCP() {}

PCTIU896/20779
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I!

ll Verify TCP Checksum (Return TRUE if 0K, FALSE otherwise)

BUOL verifyll

l

5 U32 csum - csumByteslParsePtr, (FrameLen-ParseLen +ProtoParseLenil8);

returnlcsumPseudolcsum, ParseList.operatoranarseLeveI-le - - U);

}

H

H Compute TCP checksum and insert into TCP header

1 o void compute"

{

((U16 ’lParsePtrlIB] - 0: l! Clear checksum field

U32 csum - csumBytes(ParsePtr, (FrameLen-ParselemProtoParseLenlIBl;

((U16 'lParsePtrlIB] - (U l 6)csumPseudo(csum,

1 5 ParseList.operatorlllParseLeveI-le;

}

private:

};

l!lllIlllllllIllllllll!lllllllllllllllllllllllllllllllllllllllllllllllllllllllll

20 ll Derived Class definition verifying and computing UDP Checksums

lllllllllllllll!lllllllllllllllllllllllllllllllllllllllll!llllllllllllllllllllll

class CheckSum_UDP: public CheckSum

{

public:

2 5 I!

ll Constructor

CheckSum_UDPll {}

ll

H Verify UDP Checksum (Return TRUE if 0K, FALSE otherwise)

3 0 BDOL verifyl)

{

U32 csum - csumByteslParsePtr, (FrameLen-Parselen+ ProtoParseLenllB);

returnlcsumPseudo(csum, ParseList.operatorUlParselevel-le - - U);

l

3 5 H

H Compute UDP checksum and insert into UDP header
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void computel)

{

((Ulfi 'lParsePtrll3] - 0; ll Clear Checksum field

U32 csum - csumByteslParsePtr, lFrameLen-Parselen+ ProtoParseLenllB);

5 “MB 'lParsePtrll3] — lUlBlcsumPseudolcsum,

ParseList.operalor[](Parsel.evel-2));

}

10 llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

ll DECODEHPP

lllllllllllllllllllllllllllllllllllllllllllllll/lllllllllllllllllllllllllllllll!

ll

l! Protocol Field Class Description

15 H

I!

enum out_fmt {BlN, DEC, HEX, HW, ASC };

enum rangetypes { ODDNUMBEHS=1, EVENNUMBERS, ALLNUMBERS};

class lookup; ll forward reference

2 0 class protocol:

class field

{

public:

ll Constructors

25 fieldll: fdwofflfl), fshllUl, lshrlfll, ffmtl2),

flflaglUl, fnamellJl. fblenl8), reservedlll), fmultll),

fdspfieldl ll, fswapll i, fplenlUl, ptrZstatslfll, ptr2nplfl),

ptr2varyl0), ptr2csum(0), ptr2fltlD), ptrZrtelO) {}
fieldlU32 0, U8 l, U8 rl:

3 0 ffmtl2), flllaglO), fnamelUl, reservedlll), fmultl 1),

fdspfieldll), lswaplll, fplenlO), ptr2statslfll, ptanplO),

ptr2varylfl), ptr2csuml0), ptr2flt(0), ptr2rtel0l

{
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fdwoff - o;

fshl - l:

fshr - r;

fblen - 32 - fshr;

}

ll Destructor

~ fieldll

{

#ifdef notdef

if lfname !- [ll delete [lfname:

if (ptr23tats l- 0) delete ptr25tats;

if (ptanp !- 0) delete ptr2np;

if (ptr2vary !- (I) delete ptr2vary:

if (ptr2csum !- U) delete ptr2csum;

if lptrZflt !- D) delete ptrZflt:

if (ptr2rte !- [ll delete ptr2rte;

#endif

}

ll Overloaded operators

field& operator-(const field& f)

{

fplen - f.fplen;

fhlen = f.fblen;

fdwofl - f.fdwoff;

fshl - f.fshl;

fshr - f.fshr:

ffmt - f.ffmt:

llflag - f.flflag:

reserved - f.reserved;

fmult - l.fmult;

fswap = ”swap;

fdspfield- f.fdspfield;

fname - f.fname;

ptr23tats- f.ptr25tats:

ptr2np - f.ptr2np;

142
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ptr2vary - f.ptr2vary;

ptr2csum = f.ptr2csum;

ptr2flt - f.ptr2flt:

ptr2rte = f.ptr2rte;

returnl‘this);

}

II

I! Routine to compute bit offset of field from start of protocol header

U32 bitoffsetll const { returnlfdwofi’B + fshl);}

I!

ll Routine to readlwrite field offset value

U32 offsetll const { returnlfdwoffl: }

void offsetlU32 o) { fdwoff - o; }

I!

ll Routines to readlwrite left shift value

U32 shlhitsll const { returnlfshll: }

void shlhitslU8 ll { fshl = l; }

H

I! Routines to readlwrite right shift value

U32 shrhitsl) const { returnlfshr); }

void shrbitslUB r) { fshr - r; }

II

II Routines to readlwrite field format value

U8 formatO const { returnlffmtl; }

void formatlUB f) {ffmt - f:}

H

I! Routines to readlwrite display this field flag

U8 dspfieldll const { returnlfdspiieldl; }

void dspfieldlUB fl { fdspfield - f: }
I!

ll Routines to readlwrite field name

88 *name() const {returnlfnamel;}

void namelS8 *n)

{

iflnl= m

{

if lfname ! = 0) delete llfname;

143
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fname - new SBlstrlenlnl+ l];

strcpylfname, n);

}

}

u

H Routines to readlwrite header length flag

U8 hdlenll const { returnlflflag); }

void hdlenlUB I) { flflag - l; }

H

H Routines to readlwrite field length in bits

U32 bitlenll { returnlfblenl; }

void bitlenlU32 ll {fblen - I; }

l!

H Routines to readlwrite field multiplier value (for display)

U8 multiplierl) const { returnlfmult); }

void multiplierlUB ml {fmult - m; }

H

H Routines to readlwrite end of display line character

U8 swapl) const { returnltswap); }

void swaplUB c) { fswap - c; }

I!

H Routines to readlwrite overall protocol length field

U32 protlenll const { returnlfplenl; }

U32 protlenlU32 p) { returnlfplen - pl; }

H

H Routines to readlwrite pointer to statistics collection object

stats *statsptrl) const {returnlptrZstatsl; }

void statsptrlstats *s) {ptr2stats - s; }

H

H Routines to readlwrite pointer to Iookup value validation object

lookup ‘IookptrO const { return(ptr2npl;}

void lookptr(lookup *l) {ptr2np - l;}

I!

N Routines to readlwrite pointer to vary field value object

vary *varyptrll const {returnlptr2varylz}

void varyptrlvary *v) { ptr2vary -= v; }

H
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ll Routines to readlwrite pointer to checksum verification object

CheckSum *csumptrl) const { returnlptr2csum); }

void csumptrlCheckSum *c) { ptr2csum = c;}

H

II Routines to readlwrite pointer to filter criteria object

criteria *fltptrl) const { returnlptr2flt):}

void fltptrlcriteria *c) {pterlt - c; }

If

H Routines to readlwrite pointer to Routing Table object

RouteTahle *rteptrl) const { return(ptr2rte); }

void rteptrlRouteTable *r) { ptr2rte - r; }

If

H Routine to extract field values using offset, left and right shift values

I) value - (lvalues at offset) < < left shift) > > right shift

I!

ll Value could also be extracted by:

If ((value 8r predetermined MASK) > > predetermined SHR)

ll to eliminate a 4 clock left shift by cl on 486!Pentium

ll

U32 get_valuel)

{

U32 'ptr - (U32 *)lParsePtr + fdwoff);

U32 val - *ptr;

if (fswap !- 0)

{

val - wordswap(val):

if (ptr2vary - - 0)

returnllval < < fshl) > > fshr);

else I! This field needs its value varied

returnl*ptr - wordswap(ptr2vary- > vary_value(val)));
}

else

{

if lptr2vary - - 0)

returnllval < < fshl) > > fshr);

else If This field needs its value varied

returni‘ptr - ptr2vary- > vary_valuelval));
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}

}

I!

ll Routine to check field value for validity

5 ll

U32 value__ok(U32 value, U32 &i. protocol * &tpl

{

verify 'v;

if lptr2np -- [ll

10 {

+ + i;

returanRUE):

}

if (lv - ptr2np->value_oklvalue)l = = 0)

15 {

+ +i;

returanALSEl:

}

else

20 {

if (in - - D)

to - v- > prot;

i - v- > nxtidx:

returanFlUEl;

25 }

l

H

H Routine to write field to designated output file

ll

3 0 void out_to_filelFlLE *fpl

{

fwritel&fplen, sizeoflfplenl, 1, lo);

lwrite(&fblen, sizeoflfblen), 1. in);

fwritel&fdwoff, (88 *l&fname - (SB 'l&fdwoff, l, fpl;

3 5 ll

U32 tmp;

PCT/US96/207‘79
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if (fname l- 0)

{

tmp - strlenlfname) + 1:

fwritel&tmp, sizeofltmpl. 1, 11!): ll Write out length of field name

5 fwritelfname, tmp, 1, fpl; ll Write out field name

}

else

{

tmp - 0;

1 0 fwritel8itmp, sizeofltmp), 1, in); I] Write out length of field name

}

ll

tmp - lptr2stats = =- 0) ? NUSTATS : ptr2stats- > get_typel);

fwritel&tmp, sizeofltmp), 1, in); H Write out type of stats to gather
15 I!

if (ptr2np - - Dl

{

tmp - NOLUOKUP;

fwritel&tmp, sizeufltmpl, 1, fp);

20 }

else

{

tmp - ptr2np-> get_type(l;

iwritel&tmp, sizeofltmpl, 1, fp);

2 5 ptanp- > out_to_filelfpl: ll Write out valuesIranges in lookup
}

. 1
H

I! Routine to set up existing field object from designated file
3 0 II

void get_from_filelFlLE *fpl

{

U32 tmp:

fread(&iplen, sizeoflfplen), 1, 1p):

3 5 freadl8ifblen, sizeoflfblenl, 1, fp);

fread(&fdwoff, ($8 ’l&fname - ($8 *l&fdwoff, 1, fp);
ll
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fread(&tmp, sizeofltmp). l, fpl: ll Read length of field name

if (tmp !- 0)

else fname - 0;

{

fname - new SBltmpl:

freadlfname, tmp, 1, fp); ll Read field name

}

freadl8itmp, sizeofltmpl, l, fpl; ll Read type of stats to be gathered

ptr2stats - alloc_stat_structs(tmp, this);

freadl&tmp, sizeofltmp). l, in); H Read type of lookup structure

if llptr2np - al|oc_lookup_structsltmp, thisll l- D)

}

H

H

H

ptr2np- > get_from_filelfp); I! Read all lookup values for field

void OutlineFielleDC hdc, protocol *p, U32 dspbW) const;

void OutlineFieldVallHDC hdc, protocol 'p, U32 dspbW, unsigned long val, unsigned char fmat,

unsigned long bitwidl const;

U32 field::FindF(U32 x, U32 y, U32 dspbW) const;

II Data Representation

private:

ll General purpose field descriptors

U32

U32

U32

U8

U8

U8

U8

U8

U8

U8

U8

$8

fplen;

fblen;

fdwoff;

fshl;

fshr;

ffmt:

flflag;

M if not 0, value * field contents is Framelen

ll field length in bits

H field offset in bytes

I! Number of bits to shift left

ll Number of bits to shift right

ll Field output display format

If if TRUE this field contains length of option

reserved; ll not used...pad to align following fields

fmult;

fswap;

ll multiply value by this amount before display

ll Flag indicating the need to swap bytes and words

fdspfield; ll display this field on output

'fname; ll user defined field name
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stats *ptr2stats; ll Pointer to derived statistics class

lookup *ptr2np: ll Pointer to derived lookup class (next_protoco|)

vary *ptr2vary; ll Pointer to Vary field value class

CheckSum *ptr2csum; II Pointer to Checksum class for current protocol

5 criteria *ptr2flt: ll Pointer to Filter Criteria class for this field

RouteTable *ptr2rte; H Pointer to Route Determination class

}:

II

II Template class for defining fixed length protocol header fields

10 II

M

class protocol

{

public:

15 H

N Constructors

protocoll): name_lengthl0), protocol_namelfl), fnamelOl. num__fields([l),

num_bitsl0l, out_flagl[ll, fslfll, del32), optslfll, Rtlfll {}
ll

20 protocollSS *pn, $8 *fn, protocol *p=0): num_fieldsl0l, num_bitsl0),
out_ilag(0), fle), cur_fieldl0l, thl32), RtlUl

{

name__length-strlenlpn)+ 1;

protocol_name = (SB *lmalloclnameglengthl;

2 5 strcpylprotocol_name, pn);

fname - ($8 ’lmalloclstrlenlfn)+ l);

strcpylfname, fnl;

opts - p; H Pointer to protocol for parsing options

}

30 ll

protocollint fill

{

readlfd, &num_fields, sizeoflnumjieldsl);

is - new fieldlnum_iields];

3 5 readlfd, is, num_fieltls*sizeoflfieldl);

} ll open file and init structure in memory
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ll Destructor

~ protocolll

{

if (protocol_name l- 0)free(protocol_namel;

5 if (fname !- 0) freelfnamel;

if lfs !- 0) delete Ills;

if (opts !- O) delete opts;

if (Rt !- U) delete Rt:

}

1 o H

H Routines to readIWrite protocol name length field

U32 pnamelenll const { returnlname_length); }

void pnamelen(U32 nl) {name_length - nl;}

ll

15 ll Routines to readlwrite protocol name field

58 *pnamel) const { returnlprotocol_name); }

void pnamelSB *nl

{

if in !- U)

20 {

if {protocol_name !- 0) delete l]protocol_name;

protocol_name - new $8lstrlenlnl+ l];

strcpylprotocol_name, nl;

}

25 }

H

H Routines to readlwrite protocol file name

38 'filenemel) const { returnlfname);}

void filenamelSB ‘nl

3 o {

if in l- D)

{

if (fname !- 0) delete “meme;

fname - new SSlstrlenlnl+ 1];

3 5 strcpy(fname, n):

}
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H

II Routines to readlwrite number of fields

U32 numfieldsll const { returninum_fields): }

5 void numfieldslU16 nf) { num_fie|ds - nf;}
II

II Routines to readlwrite current field

U32 curfieldl) const { returnlcur_fieldl: }

void curfieldlU32 idx) {cur_field - (U16lidx;}
10 I!

ll Routines to readlwrite number of hits

U32 numbitsl) const { returnlnum_bitsl; }

void numbitslU32 nb) { num_hits = nh:}
ll

15 II Routines to readlwrite fields pointer

field 'fieldptrl) const { returnlfs);}

field *fieldptrlU32 i) const{ return(&fs[il); } ll Indexing

void fieldptrifield 'f) { fs - f; }
ll

2 0 ll Routines to read/write options pointer

protocol *optionsl) const { return(opts); }

void optionslprotocol ’o) {opts = 0;}
I!

I] Routines to readlwrite pointer to Routing Table

2 5 RouteTable *RouteTbll) const{ returant); }

void RouteTbllRouteTable *r){ Rt - r;}
H

H Routine to clear the protocol already output flag

void clear_out_flagll { out_flag - 0;}
3 o H

II Routines to read/write the display hit width field

U32 dsplel const { returnlthl; }

void dspthU32 hW) { th - hW:}
ll

3 5 ll Routine to set current field to previous
ll

U32 prevfieldl)
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{

if lcur_field > 0)

--cur__field;

else

5 returanALSEl;

returanRUEl;

}

u

H Routine to set current field to next

10 l!

U32 nextfieldl)

{

it lcur_field < lnum_fields-1)l

+ +cur_field;

15 else

return(FALSE);

returanRUE);

}

u

2 0 ll Routine to output entire protocol to file...Save As passes parameter to

N

void out_to_file(FlLE 'fp -0)

{

if (out_flag != 0) return;

25 out_flag - 1;

if (fp !- 0 1 | (fp = fopen(fname, "wh")) l- 0)

{

fwritel&name_length, sizeoflname_length), 1, to);

fwritelprotocol_name, name_length, l, in);

3 0 fwritel&num_bits, sizeoflnum_bits), 1, fp);

fwrite(&num_fields, sizeoflnum_fieldsl, 1, lo);

fwritel&num_fields. sizeoflnum_fieldsl, 1, to):

fwrite(&de, sizeofldel, 1, fp);

ll

3 5 ll Write out each field

H

for (U32 i-O: i< num_fields; i+ +)
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fs[il.out_to_file(fp);

I!

ll Write out option name length and any options

ll

U32 tmp - (opts - - Ul ? 0 : opts- > name__length;

fwritel&tmp, sizeofltmpl. 1, fpl;

if (opts !- 0)

{

fwritelopts- > protoco|_name, opts- > name_lengtl1, l, fpl;
fcloselfpl:

opts- > out_to_filel);

}

else

fcloselfp);

}

}

I!

H Routine to initialize a protocol from a tile

ll

void get_from_file(FlLE *fp):

II

I! Routines for configuration and display purposes
I!

void setupUutlineCoordsll;

void setupDutlineCoordsMultlint continul;

void OutlineProtocollHDC hdcl const;

void OutlineProtocoWallHDC hdcl const;

void FindFielleWND hwnd, U32 x, U32 yl;

void add_fieldlU32 idx, protocol “pl;

void add_field_after(U32 idx, protocol 'ptl);

void delete_fieldlU32 idx,protocol *ptll;

ll

ll Data fields

private:

U32 name_length; ll Length of protocol name in bytes
88 *protocol_name: ll Protocol name in Ascii

$8 ‘fname: ll File name in Ascii
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U32 num_bits; ll # of bits in fixed portion of protocol header

U16 num_fields; II # of fields used to describe protocol header

U16 cur_field; ll Index of last field displayed

U32 out__flag: ll Protocol has been output 'flag'

U32 de; II Display bit width (i.e. #bits per line)

field 'fs; ll Fields for fixed portion of protocol header

protocol ”opts; ll Pointer to protocol for parsing options

RouteTable *Rt; ll Pointer to Protocol Route Table

}:

extern void create_templatesll;

extern protocol *ParseProtocol(protocol 'pl;

extern protocol 'ParseProtocoIlerotocol *p);

extern protocol ‘DataPthtr, ‘PadPtIPtr;
—>

—o

IIIIIIIIIIIIIIIIIIIIII!IIIIIIIIIIIIIIIIIIIIIIIIIII!IIIIIIIIIIIIIIIIIIIIIIIIIIIII

ll FILTER.HPP

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

enum FilterStuff { FILTER_FRAME. PASS_FRAME, MAX_FILTERS=20 };
extern U32 FrameFilterStatus;

#define MODIFY 0

#define INSERT 1

class Filters:

class channel;

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIHIIIIIIII

II Filter Channel Criteria Class

II Consists of:

II Index - Index # of this filter channel criteria

II ChPtr - Pointer back to filter channel of this criteria

II Ranges - Pointer to lookup class containing criteria values

II Ptl - Pointer to associated protocol class

II Fld - Pointer to associated protocol field class
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lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllIllllllllllllll

class criteria ll Filter Channel Criteria Class

{

public:

H

H Constructor

criteriall: lndexlUl, ChPtrlUl, Hangeslfl), PtllO), FldlU) { }
I!

ll Destructor

~criterial) { if (Ranges != 0) delete Ranges; }
I!

ll Member Functions

ll

II Allows pre-declared criteria class to be filled in

void FilllnCriterialU32 i, channel *c, lookup *r, protocol *p, field 'f) {

Index =- i; ChPtr - c; Ranges - r; Ptl - p; Fld - f;}
I!

ll Applies the configured filter channel criteria to a received field value

void ApplyFilterCriterialU32 value);

ll

private:

U32 Index; ll Zero-based index number for this filter criteria

channel *ChPtr: ll Pointer to Associated Filter Class

lookup ’Ranges; ll Pointer to lookup instance for this filter criteria

protocol 'Ptl; ll Required for ConfigurationlDisplay purposes only

field ’Fld; ll Required for ConfigurationlDisplay purposes only
};

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

ll Filter Channel Class

II NextCriterialndex - Index of next filter criteria to apply

I! TotalCriteria - Number of criteria that define this filter

ll Criteria - Pointer to defining Criteria classes

ll ChannelName - Pointer to Channel Name string

ll FramesAccepted -# of Frames that passed filter channel criteria

ll FrameBitsAccepted - # of Frame Bits that passed filter channel criteria

llll/llllllllllllllllllllllllllll/Illllllllllllillllllllllllllllllllllllllllllll
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class channel

{

public:

H Constructorleestructor

channeliU32 nci-U, U32 tot-0, criteria *ptr-O, $8 *name-Ul

: NextCriterialndexlnci), TotalCriterialtotl, Criterialptrl,

ChannelName(name), FramesAcceptedlU), FrameBitsAcceptele) { }

~ channell); H must be defined in .cpp file to compile

H

I! Equivalence operator required by WCPtrOrderedVector < channel> class

int operator- -(const channel& f) const

{ returnlstrcmp(ChannelName, f.ChannelName) - - 0);}

H

H Member Functions

il

ll Disables channel criteria application by indicating all criteria applied

void DisableO { NextCriterialndex - TotalCriteria; }

I!

ll LoadiStore Functions for NextCriterialndex field

U32 NciValueil { return(NextCriterialndexl; }

void NciValuelU32 value) { NextCriterialndex - value; }

I!

ll Uses verify class pointer to update NextCriterialndex

I! if the channel criteria status lprot) is not PASS_FRAME

ll returns FALSE

H else

i! Returns TRUE and updates the # of frameslbits accepted thru this channel

ll

void Updatelverify *vl;

ll

private:

U32 NextCriterialndex; ll Index of next channel criteria to be applied

U32 TotalCriteria; I! For display and disabling filter evaluation

criteria 'Criteria: ll Pointer to array of channel criteria

88 *ChannelName; ll Pointer to name of channel

U64 FramesAccepted; H Number of Frames Accepted by this channel

U64 FrameBitsAccepted; I! Number of Bits Accepted by this channel
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lllllllllllllfllllllllllllllllllllllllIllllllllllllllllllfllllHHIHNIHININ

M Active Filters Class (e.g. Cngilters, DisplayFilters, ...)

Ill!!!Hill!”Ill!!!NHIIHIIHHINI!!!IllllllHHIHIIHHIHHNI"MIMI!!!

5 class Filters

{

public:

II

I! Constructor

10 Filtersll

{

FilterStat - PASS_FRAME;

Filters - new WCPtrOrderedVector < channel >;

}

15 I!

ll Destructor

~ Filtersll {if (Filters !- D) delete Filters;}
H

H Member Functions

20 II

I! Number of Configured Filters

U32 entriesl) const { returanilters- > entrieslll: }
II

II Insert filter into FilterTahle

2 5 int insertlchannel 'f)

{

FilterStat - FILTER_FRAME;

returanilters- > insertlfl);

}

30 II

I! Remove filter from FilterTable

channel *removelchannel *chn)

{

if ((chn - Filters->removelchnll l- [l 818: entries() -- 0)

3 5 FilterStat - PASS_FRAME;

returnlchn);
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U32 FrameFilterStatusll { returanilterStatl;}

void FrameFiIterStatuslUBZ Status) { FilterStat = Status}

ll

ll Reset all Configured Filters

void resetll

{

FilterStat - entriesl) ? FILTER_FRAME : PASS_FRAME:

for (U32 j- 0; j < entriesll; i+ +)

Filters- > operator[](j)~ > NciValuelUl:

}

private:

U32 FilterStat;

WCPtrOrderedVector < channel > ‘Filters; I! Pointer to Configured Filters Table

}:

extern Filters Cngilters; ll Configured Filters Object

Illlllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

ll GEN.HPP

llllll!lllllIllllllllllllllllll!llllllllllllllllllllllllllllllllllllllllllllllll

#define |NCLUDE_COMMDLG_H

#include < windows.h >

#include < iostream.h >

#include < stdio.h >

#include < stdlib.h >

#include < malloc.h >

#include < string.hpp >

#include < conio.h >

#include < time.h >

#include < iomanip.h >

#include < wchash.h >

#include < wcvector.h >

#include < io.h >

#include < dos.h >
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#include "pa.hpp"

I!

H Menu Item identifiers for now

I!

I!

#define MAIN_MENU_PUS 1

#define HELLO_MENU_PUS 2

#define RECT_MENU_POS 1

#define IDM_NEWHELI.0 10

#define IDM_NEWRECT 11

Wdefine IDM__CLOSE 12

ll#define IDM_EXIT 13

#define |DM_BI.ACK 20

#define IDM__RED 21

#define IDM_GREEN 22

#define IDM_BLUE 23

#define IDM_WHITE 24

#define IDM_TILE 30

#define |DM_CASCADE 31

#define IDM_ARRANGE 32

#define IDM_CLOSEALL 33

#define IDM_NEW 41

#define IDM__0PEN 42

#define IDM_SHDW 43

#define IDM_SAVE 44

#define IDM_SAVEAS 45

#define |DM_CI.OSE 46

#define IDM_EXIT 47

#define IDM_ITEM1 50

#define IDM_ITEM2 60

#define lDM__FIRSTCHlLD 100

159
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H TEMP Menu bar stuff for demo

#definelDM_MACPTL 101

#definelDM_FRAMENAME 102

#definelDM_FRAMEFILE 103

#define IDM_NEXTFRAME 104

#definelDM_PREVFRAME 105

#define |DM_RUN 106

#define10M_ALYZEROL08E 107

#define IDM_TRACEFILEOPEN 110

#define IDM_TRACEFILENEW 111

1‘

#define IDM_NEW 1

#define IDM_DPEN 2

#define IDM_SHOW 3

#define >IDM_SAVE 4

#define IDM_SAVEAS 5

#define IDM_CLDSE 6

#define |DM_EXIT 7

’I

H

160

II General Purpose typedefs for various data types

H

H

typedef unsigned char U8;

typedef char $8:

typedef unsigned short U16;

typedef signed short 316:

typedef unsigned long 032;

typedef signed long S32;

enum status { NOTOK, 0K }:

extern U32 ParseLevel;

extern WCValVector < 38 * > ParseList;

PCTlUS96/20779

EX 1013 Page 162



EX 1013 Page 163

WO 97/23076

10

15

20

25

30

35

161

extern 88 *FramePtr, *ParsePtr;

extern U32 HwLen, FrameLen, ParseLen, ProtoParseLen, HeaderLen:

extern U32 Srclntf, lnthypesIZSb‘]:

extern SB bs[256]:

I!

ll Data and code for efficiently performing byte swapping

I!

H

II Generic 2 byte swap routine (inline assembly)

I!

ll

extern U16 byteswaplUlB wl.’

#pragma aux byteswap - l

"rol ax,8" l

parm [ax] l

modify lax] i

value [ax]

II

I! Generic 2 word swap routine (inline assembly)
I!

II

extem U32 wordswaplU32 dl:

#pragma aux wordswap = \

"bswap eax" l

parm leax] l

modify leax] l

value [eax]

H

II Function templates for implementing mini) and maxll functions
H

H

template < class TYPE >

inline TYPE mianYPE a, TYPE bl

{

returnlla < b) ? a : bl;

}

ll
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template < class TYPE >

inline TYPE maxlTYPE a. TYPE b)

{

returnlla > I!) ? a : b);

5 }

N

template < class TYPE >

inline TYPE *swapminmaxlTYPE *3, TYPE ‘hl

{

10 if (a.minval < a.maxva|) return(a);

b.minval - a.maxval;

h.maxval - a.minva|:

returnlh);

}

15 I!

ll 64 bit numbers class and associated pragmas

H

class U64;

extem void addB4lU64 *u, U32 val);

2 0 #pragma aux add64 - \

"add [edx],esi" \

"adc +4Hledx],dword ptrO" \

parm ledxllesi]

extern void sub64lUB4 *u, U32 val);

2 5 #pragma aux suh64 - \

"sub [edx],esi" \

"sbb +4Hledx],dword pt: 0" \

parm [edx] [esi]

class UB4

3 o {

H constructors

public:

U640: hilO). lolU) {}
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us4m32 I): hid” { lo - I; }

U64(U32 n, U32 n { hi - in lo - l: }

H destructor

~ U640 {}

5 II Member functions

I! void printi) const: H upto 99.999.999.999 ( 100 billion} ( 14 characters)

U32 Iovall) { return(|o); }

U32 hival() { return(hi);}

U32 sumo {U32 h - hi; hi - o; lo + - h; if [hi i- o) + +10; return(lo);}
10 void cleart) {lo = hi - D; }

U64 *initiU32 value) { lo - value; returnithis);}

II overloaded operators

U64 operator+ +0 { add64ithis, 1); returni'this); }
U64 operator--() { sub64tthis, 1); returni‘this); }

‘ 1 5 U64 operator+ -(U32 sz) { add64(this, sz); returni‘this);

U64 operator--(U32 sz) { suh64tthis, sz); return(*this); }
U648: operator-(U32 sz) { hi - 0; lo - sz; return(*this);

U64 operator+(U32 sz) { add64ithis, sz): returni‘this); }
U64 operator-(U32 sz) { sub64(this, sz); return(*this); }

2 0 int operator- -{const U64 8m) const { returnilo - - uJo 818: hi - - u.hi); }

II data representation

private:

U32 lo, hi;

};

25 #include "stathpp"

#include "lookup.hpp"

#include "xmit.hpp"

#include "checksumhpp"

#inciude "filter.hpp"

30 #include "route.hpp"
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#include "decode.hpp"

#include "pcols.hpp"

IN!!!HHHHHHIHHHHHHHHHIHHHHNHHHH!HNIHHHNHIHIHH

H LO0KUP.HPP

5 lHI!HI!HI!H!IHHIHHINHHIHHINHH!lHIIllll!HHIHIHININIHIHII

10 ll Lookup Next Protocol Base Class Definition

I! Virtual member functions

H§§i§*9..§.D.§§§§§*OQIfl'OthififIO.G.iODD...OGO‘I'OGIIQGQOGG§§§§EII§GQGIGiIO
Oi’i

”‘5.fifififlbfifib.i}‘l..§i§§i§ll§§fiii.QI‘*§Q**Ir“Gil-GI‘.**.§§O§*G§.O§*§§ifi§i§iii

1 5 Ir Ir fl- *

class protocol;

class verify

{

public:

2 o l!

H Constructors

verifyll: minvallfl), maxvalllll, ckbits(0), nxtidxl-ll, xlatlfll {}

ll

verifylprotocol *p, 332 indx, U32 minv, U32 maxv, U32 hits, SB“ XI)

25 {

Pm - ll:

minval - minv;

maxval - maxv;

okhits - bits;

3 0 nxtidx - indx;

xlat - xl;

}

ll

verifylconst verify& tl
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{

prot - t.prot;

minval = t.minval;

maxval - maxval;

okbits - t.okbits;

nxtidx - t.nxtidx;

xlat - t.x|at;

}

I!

H destructor

~VerifV0 {}

II

I! overloaded operators

int operator- -(const verify &t) const

{ return(minval > - t.minval && maxval < - t.maxval);}
N

int operator <(const verify &t)const {returnimaxvai < t.minval);}
II

verify & operator -(const verify &t)

{

prot - t.prot;

nxtidx - t.nxtidx:

minval - t.minval;

maxval = t.maxval;

okbits - t.okhits:

xlat - t.xlat;

return('this);

}

II

II Routine to output verify object to file

void out_to_file(FlLE *fp) cunst;

II

II Routine to setup verify object from file

void get_from_file(F|LE ’fp);
II

I! data representation (PUBLIC DATA)

protocol *prut;

165
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832 nxtidx;

U32 minval;

U32 maxval;

U32 okbits:

$8 'xlat:

}:

enum lookuptypes{ NDLODKUP, UNEVALUE, ARRAY, HASH, TREE }:

llllMlHI!Ill!llllllllllllllll!lll!lI!ll!lll!ll!HHHHHHHHNIHHllllllll

l!

Illllllll!llllllllllllllllllllllllllll!lIllI!lllllllllllllllllllllllllllllllllll

class protocol:

class lookup

{

public:

I! No constructors!!!

ll

H Destructor

virtual ~lookupl) {} ll default behavior

I!

ll Routine to insert verify structure into lookup class

virtual BOOL insert_protocollprotocol *3], S32 idx, U32 minv-O, U32 maxv-l], U32 bits=0, $8
*xlat-Ul

{

p - D:

idx - 0;

minv - maxv - bits - 0;

xlat - 0;

returanRUE);

}

virtual U32 entriesl) { returnlfll; } H default behavior

virtual verify ‘find_index(U32 idxl { idx-D: returnlO); }

virtual verify *inc_index(U32 insertidxl {insertidx-D; returnlU); }
virtual verify 'dac_inrlexlU32 deleteidxl {deleteidx-D; returniOl; }

virtual BUUL insert_entrylprotocol 'prot, S32 nxtidx, U32 minval-D, U32 maxval-U, U32
okbits-U, SB 'xlat-Ul

{
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prot - 0;

nxtidx - 0;

minval = maxval - okbits - 0;

xlat - 0;

5 returanFlUE);

}

virtual BOOL delete_entrle32 idx, U32 min-0)

{

idx - min - 0:

1 0 returanRUE);

}

virtual BDOL modify_entry(U32 idx, protocol 'prot, S32 nxtidx, U32 minval- D, U32 maxval-U, U32
okbits-D, $8 'xlat-U)

{

15 prot - D:

idx - U;

nxtidx - 0;

minval - maxval - okbits - 0;

xlat - D;

2 0 returanRUE):

}

virtual protocol *next_protocollU32 value) { value = U; returnlD);} H default behavior
virtual verify *value_ok(U32 value) {value - D; returnifl);}
virtual U32 pet_type() { returnlNOLOUKUP); }

25 virtual void out_to_file(F|LE *fp) const { fp - 0:}

virtual void get_from_lile(FlLE *tp) { fp - 0; }
protected:

private:

}:

30 [Hill/HmIII!lllllilllllflllllllllllIllIlllIlllllllllllllllllllllflllllflllll

II Derived Single Entry (Next Protocol) lookup Class Definition

I! For use where the current protocol has only 1 upper level protocol
H

II Virtual member functions

35 H insert_protocol(protoco| 'p) - Insert protocol pointer
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ll protocol *next_protocollU32 valuel- returns protocol pointer

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

class lookup_valu: public lookup

{

public:

I!

ll Constructor

|ookup_valull

{

range - new verify;

range->prot - 0;

range->nxtidx - -l;

entrees - 0;

}

u

H Destructor

~ lookup_valull { delete range; entrees-U; }

I!

ll return number of entries in derived class

U32 entriesl) {returnlentreesl; }

H

I!

verify *find_index(U32 idx) {idx = idx; returnlrange); }

ll

ll

verify *inc_indexlU32 idx)

{ if (idx < - range- > nxtidx) range- > nxtidx+ + : returnflll; }
ll

ll _

verify ”dec’indexlu32 idx)

{if (idx < - range- > nxtidx&&range- > nxtidx! - 0) --range- > nxtidx; returnlfll:}
H

U Insert field range structure

ll

BODL insert_entrylprotocol *prot, S32 nxtidx, U32 minval-D, U32 maxvalsfl, U32 okbits-U, $8
*xlat-U)
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i

if (minval > maxval)

{

U32 tmp - minval;

5 minval - maxval;

maxval - tmp;

xlat - 0;

}

range->prot = prot:

10 range- > minval - minval;

range- > maxval - maxval;

range-> okbits - okbits;

range->nxtidx - nxtidx:

entrees- l;

1 5 returanRUEl;

}

H

II Delete field range structure

I!

2 o BODL delete_entry(U32 idx, U32 min-0)

{

if lidx > - entriesil) I! Only delete existing entries
returanALSE);

min-entrees-O:

25 returanRUE); lltptr- > removeAtlidxll;

}

II

II Modify (update) existing field range structure values
I!

30 8130!. modify_entry(U32 idx, protocol *prot, S32 nxtidx, U32 minval-0, U32 maxval-0, U32
okbits-O, 38 ‘xlat-Dl

{

xlat - 0;

if (idx > - entries")

3 5 returanALSEl;

if (minval > maxval)

{
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U32 tmp - minval;

minval - maxval;

maxval - tmp;

}

5 range->prot - prut;

range->minval - minval;

range- > maxval - maxval;

range- > okbits - okbits;

range->nxtidx = nxtidx;

1 0 returanRUE);

}

u

H Inserts pointer to protocol into prot

BOUL insert_protocollprotocol ‘prot, S32 idx, U32 minv=0, U32 maxv-U, U32 bits-0)

15 {

range->prot - prot;

range- > nxtidx - idx;

range->minval - minv;

range- > maxval - maxv;

20 range- > okbits - hits:

returanRUEl;

}

H

H Returns pointer to protocol class

2 5 protocol ‘next_protocollU32 value= U) { value - value; return(range- > protl; }
ll

I! Verify that value is within specified range

verily *value_aklU32 value)

{

3 0 if (value > - range- > minval && value < - range-> maxval)

{

if (value & 1)“ It's an odd number

1

if (range- > okbits & 1) H ODD and ALL numbers ok

3 5 returnlrangel;

}

else II It's an even number

EX 1013 Page 172



EX 1013 Page 173

wo 97/23076

171

i

if (range-> okbits > 1) II EVEN and ALL numbers ok

return(rangel;

}

5 }

returniD);

}

II

10

15

20

25

30

35

ll return lookup type

U32 get_type() { returnlDNEVALUE);}
H

Ii Output lookup object to file

void out_to_file(FlLE 'fp) const { if (entrees - - 1) range- > out_to_filelfp): }
I!

II setup lookup structure from file

void get_irom_filelFll.E ’fp) {entrees - 1; range- > get_from_filelfp):}
H

H Data Representation

private:

verify *range; I! Pointer to protocol class

U32 entrees; H Indicates whether the entry has been setup
}:

[Ill/Iii”!I!!!IlllilllllllllflIIIIHIHIHIHI!Hill!IllllllIMMIIIHIHIIIH

ll Derived Multiple Entry (Next Protocol) Table Lookup Class Definition

II For use where the values are small in size and number and closely
I! spaced. The IP protocol field is an excellent example of this

I! case. The numbers range from D to 255 so an array of pointers
ll requires 256 * sizeoflprotocol *) or 1024 bytes.
ll

I! Virtual member functions

I! insert_protocol(protocol *p) - Insert protocol into lookup

II protocol 'next_protocoilU32 value) - Returns pointer to next protocol
”Hill”MINIMUM/HH!MINIIINHIIIIIIIIHIINIIIllIIIINIIHHININH

class lookup_vect: public lookup

{

public:

PCT/US9600779
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I!

H Constructor

Iookup_vect(U32 maxsz - 256)

{

5 size - maxsz:

array - new verifylsize+1];

memset(array, D, (size+1)*sizeof(verify));

}

H

1 0 II Desttuctor

~ Iookup__vect()

{

memsettarray, 0, (size + H‘sizeoflverifyn;

delete [larray:

15 entrees-0;

}

H

H Member functions

U32 entries()

20 {

for (U32 i=0, num-D; i< size; i+ +)

if larrayli].okbits !- U)

+ + num;

return(num);

25 }

H

I!

verify *find_index(U32 idx)

{

3 0 for (U321-0,i-0, num-entriesO; i< size&&j < num; i+ +)

if (arraylilmkbits !- 0 && idx - - j+ +)

return(&arraylil);

returnml:

}

3 5 H

II

verify *inc_index(U32 insertidx)
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{

for (U32 i-U; i< size; i+ +)

if ((arrayli].okhits !- D ) 8:81

(insertidx < = arrayli].nxtidx))

S arrayli].nxtidx + +;

return(0);

}

H

H

10 verify *dec_index(U32 deleteidx}

{

for (U32 i-U: i< size; i+ +)

if ((arrayli].okhits !- D } &&

(deleteidx < - array[i1.nxtidx))

1 5 arrayli].nxtidx--;

return(0):

}

II

I! Insen field range structure into binary tree

2 o H

BOOL insert_entry(ptotocol *prot, S32 nxtidx, U32 minval—U, U32 maxval-O, U32 okbits=0, SB
*xlat - U)

{

xlat - D;

25 if (minval > - size I | arraylminvallnkbits !- 0)

returanALSE);

if (minval > maxval)

{

U32 tmp - minval;

3 0 minval - maxval;

maxval - tmp;

}

for (U32 i - minval; i< -maxval; i+ +)

{

3 5 if (array[i].okhits !- 0)

{
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ill

llarraylilminval > - minval) && (arrayIilminval < - maxval)) l |

(larray[i].maxval > - minval) && (arraylilmaxval < - maxval)))

returanALSE);

}

}

array)minvall.prot - prot;

arraylminvallminval - minval;

arraylminvallmaxval -= maxval;

arraylminval).okhits - okbits;

arraylminval].nxtidx - nxtidx:

+ + entrees;

returanRUE);

}

I)

ll Delete field range structure from binary tree

H

BUDL delete_entrle32 idx, U32 min)

{

if (min > - size) I) Only delete existing entries

returanALSE);

array)min].okbits - 0;

«entrees;

idx-idx;

returanRUE);

}

H

I) Modify (update) existing fieled range structure values

ll

BODL modify_entrle32 idx, protocol “mm, 832 nxtidx, U32 minval-U, U32 maxval-O, U32
okbits-O, $8 *xlat-D)

{

xlat - 0;

if (idx > - size)

returanALSE):

if lminval > maxval)

{
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U32 tmp = minval;

minval - maxval;

maxval - tmp;

}

5 array[minval).prot = prot;

arraylminvallminval = minval;

arrayIminvallmaxval = maxval;

arraylminval].okbits - okbits;

arraylminvallmtidx = nxtidx:

1 0 returanRUE);

}

II

II Insert protocol pointer into lookup table at element value

BOO). insert_protocollptotocol *p, 832 idx, U32 minv=0, U32 maxv=0, U32 hits-D)
15 {

maxv - minlmaxv, size);

for (U32 i-minv; i< =maxv; i+ +)

f

if ll(i&l)&&(bits&1)) I I ((i&1)=- 0&& bits >1))

20 {

arrayli].prot - p;

array[i).nxtidx - idx;

arraylilminval = minv;

arraylilmaxval - maxv;

25 arrayli].okbits - bits:

}

}

return(FAl.SE);

}

3 0 I!

II Return protocol pointer at lookup table element value

protocol *next_protocollU32 value) { returnlarraylminlvalue, size)).prot);}
I!

ll

3 5 verify ‘value_oklU32 value)

{
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if (value > size)

returnlO);

else

{

5 verify ’v - &array[value];

if lv->okbits !- 0)

{

if (value > - v- >minva| && value < - v- >maxval)

{ .

10 if (value 8! 1) ll It‘s an odd number

{

if (v- > okbits & ll ll ODD and ALL numbers ok

returnlv);

)

15 else II It's an even number

{

if (v- > okbits > 1) H EVEN and ALL numbers ok

returnlv);

}

2 o }

}

returnlO): ll Value was not found

}

l

25 I!

ll return lookup type

U32 get_type(l { returnlARRAY): }

H

H Output lookup to file

3 o void out_to_file(FlLE *fp) const

{

for (U32 i-O, num-l]; i< size; i+ +l

if larrayli].okbits !- 0)

+ + num:

3 5 fwritel&num, sizeoflnum), l, ipl; I! Write out number of valid array entries

for 0-0; i<size; i+ +)

if larray[i1.0kbits !- U)
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array[i].out_to__filelfp): ll Write out single range

I!

II Setup lookup from file

5 void get_from_filelFlLE 'fp)

{

U32 num;

freadl&num, sizeoflnum). 1. fp); II Write out number of valid array entries
for (U32j-0;j<num;i++)

10 {

verify v;

v.get_from_filelfp);

v.maxval - minlvmaxval, size);

for (U32 i-v.minval; i < -v.maxval; i+ +)

15 {

if (iii 8: 1) && (v.okbits & 1)) I I (ii 8| 1) -- U 8181 v.0kbits > 1))
{

array[i].prot = v.prot;

array[i].nxtidx = v.nxtidx;

2 0 arraylilminval = i;

array[i).maxval - i;

arrayli).okhits - v.0kbits:

}

}

25 }

}

II

I! Data Representation

private:

30 U32 size; I! Array size in entries

U32 entrees;ll Number of entries in array

verify *arrav; II Array of pointers to protocol classes

}:

IlllllllII!”I!lIII!Hill!”III!!!llllllllllllllllllllllIII/Illlllillllllllllfll

3 5 ll Derived binary tree class for storing field ranges, indices and protocols
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HHIHHHHlll!lHHINHNHH!MINI!lllllHIMHHlHHINlNHlHlllllllll

class lookup_tree: public lockup

{

5 public:

H

N Constructor

lookup_treelU32 treesz -WCDEFAULT_VECTDR_LENGTH)

{ tptr - new WCValSortedVector < verify > (treesz); }

10 H

H Destructor

~ lookup_treel) { delete tptr; }

I!

ll Return number of field ranges stored in binary tree

15 U32 entriesl) { return(tptr- > entrieslll: }

H

H Return pointer to field range structure at specified index

verify *find_indexlU32 idx)

{returnllidx < entrieslll '? &tptr->operator[llidx) : 0);}
2 0 H

I]

verify *inc_index(U32 insertidx)

{

for (U32 i-O; i< entriesO; i+ +)

25 {

verify 't = find_indexlil;

if (insertidx < - t-> nxtidxl

t- > nxtidx+ +;

}

3 0 returnllll;

}

H

H

verify *dec_indexlU32 deleteidx)

3 5 {

for (U32 i=0; i< entriesll: i+ +l

{
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verify *t = find_index(i);

if (deleteidx < = t- > nxtidx)

t- > nxtidx»;

}

5 returnifli;

}

I!

U Insert field range structure into binary tree

BUOL insert_entry(prntocnl *prut, S32 nxtidx, U32 minval-U, U32 maxval-0, U32 okbits =0, 88
10 *xlat-Di

{

H swapminmax(minva|,maxval);

if (minval > maxval)

{

15 U321mp - minval;

minval = maxval;

maxval a tmp;

}

for (U32 i-O; i< entriesO: i+ +)

20 {

verify *t - find_index(i);

ifi

((t.>minval > - minval) && (t->minval < =maxval)) l I
((t-> maxval > - minval) && (t- > maxval < -maxval)))

2 5 return(FALSE);

}

verify r(prot, nxtidx, minval, maxval, okhits, xlat):

tptr- > insert(r);

returniTRUE);

3 o }

II

II Delete field range structure from binary tree

BOOL delete_entry(U32 idx, U32 min-0)

{

3 5 if (idx > - entriesiii I] Only delete existing entries
returniFALSE);
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min - min;

returnltptr- > removeAtlidxl! -0l:

}

N

I! Modify (update) existing fieled range structure values

BOUL modify_entrle32 idx, protocol 'prot. S32 nxtidx, U32 minval-l], U32 maxval-O, U32
okhits-D, $8 *xlat-IJ)

{

if lidx > - entriesOl

returanALSE);

if lminval > maxval)

{

U32 tmp - minval:

minval - maxval;

maxval - tmp;

}

verify *vptr - &tptr- > operatorfllidx):

vptr-> prot - prot:

vptr- > minval - minval:

vptr- > maxval — maxval;

vptr->okhits - okbits;

vptr->nxtidx - nxtidx;

vptr->xlat - xlat;

return(TFlUE);

}

H

H Return protocol pointer in binary tree with specified value

protocol 'next_protocol(U32 value, $32& idx)

{

verify srchll], 0, value, value, 0, D), t;

idx - -1;

if (tptr->find(srch, t) - - 0)

returnlO);

idx - t.nxtidx;

returnitprot);

}

verify 'value_ok(U32 value)
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if (value & 1) ll It's an odd number

{

if (t.okbits & 1) ‘ I! one and ALL numbers ok

return(&t);

}

else II It's an even number

{

if lt.okbits > 1) ll EVEN and ALL numbers ok

returnl&tl:

}

}

returnlDl;

}

H

I! return lookup type

U32 get_typell { returanREEl:}

H

H output lookup to file

void out__to_file(F|LE 'fpl const

{

U32 num - tptr- > entriesll:

fwrite(&num, sizeoflnum), l, fp);

for (U32 i-U; i<num; i+ +)

I! Write out number of sorted list entries

tptr- > operator[](i).out_to_filelfpl: ll Write out single range

}

I!

ll setup lookup from file

void get_from__file(FlLE *fp)

{

U32 num;

fread(&num, sizeoflnuml, l, fp);

for (U32 i-O; i < num; i+ +)

H Write out number of valid array entries
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{

verify r;

r.get_from_file(fp);

tptr- > insert(rl;

5 }

}

I!

II Data Representation

private:

PCT/US96/20779

1 0 WCVaISortedVector < verify > *tptr; II Pointer to sorted list for lookup values

}:

class field;

extern Iookup ‘alloc_lookup_structslU32 type, field 'f);

l!llllllll"Ill!llllllllll!lllllllHIll!lHill!lllllllllllllllllllllllllllllllll

15 H PA.HPP

HHIHNHIHHHHHIHHHHHHHIHHHHHHImHHIHHIHHHHIHHIH

#define ANLZ_CUR 90

#define ANLZ_NEXT 92

#define ANLZ_PHEV 91

2 0 #define ANLZ_OUIT 95

#define ANLZ_RUN 94

#define ANLZ_TOTAL 93

#define FIELDCHANNEL_NEXT 605

#define FIELDCHANNEL_PREV 604

2 5 #define FlELD_ARRAY 315

#define FlELD_BlTSWAP 318

#define FlELD_BYTESWAP 319

#define FlELD_COUNTBlTS 313

#define FlELD_FILTER 320

3 0 #define FlELD_FORMAT 311

#define FlELD_HDRLEN 306

#define FlELD_LEN 309

#define FlELD_NAME 307

#define FlELD_NEXT 310

3 5 #define FlELD_NEXTPTL 304
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#define FIELD_NEXT_BUTTON 303

#define FIELD_NUMBER 301

#define FIELD_0FFSET 308

#define F1ELD_0NEVALUE 314

#define F1ELO_PKTLEN 305

#define FIELD_PREV|0US_BUTTON 302

#define FIELO_STATS 312

#define FIELD_TREE 317

#define FIE1.0_WORDSWAP 321

#define F1LTERCHANNEL_F1LTERS 602

#define FILTERCHANNEL_NUMBER 600

#define FILTERCHANNEL_TOTAL 601

#define FILTER_ALL 520

#define FILTER_ARRAY 506

#define FILTER_CHANNEL 534

#define FILTER_0ECIMAL 512

#define F1LTER_DELETE 516

#define FILTER_EVEN 519

#define FILTER_HEX 511

#define FILTER_INDEX 531

#define FILTER_INSERT 515

#define FILTER_MAXEDIT 522

#define FILTEFLMAXLB 525

#define FILTER_M|NEDIT 521

#define FILTER_MINLB 524

#define F1LTER_M001FY 517

#define FILTER_NAME 532

#define FILTER_NEXT 535

#define FILTER_000 518

#define FILTER_0NEVALUE 505

#define FILTEFLPREV 536

#define FILTER_SIGNED 513

#define FILTER_TREE 508

#define FILTER_UNSIGNED 514

#define NP__ALL 409 ‘

#define NP_APPENO 414

#define NP_ARRAY 435

183
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#define NP_DECIMAL

#define NP_DELETE

#define NP_EVEN

#define NP_HEX

5 #define NP_INSERT

#define NP_MAXEDIT

#define NP_MAXLIST

#define NP_MINEDIT

#define NP_MINUST

10 #define NP_MDDIFY

#define NP_NEXTIDXEDIT

#define NP_NEXTIDXLIST

#define NP_NEXTPTLEDIT

#define NP_NEXTPTLLIST

15 #define NP_DDD

#define NP_DNEVALUE

#define NP_PREPEND

#define NP_PTLS

417

416

408

418

414

402

406

401

405

429

403

410

404

411

407

434

415

413

#define NP_RANGENAMEEDIT 431

2 0 #define NP_RANGENAMELIST 430

#define NP_SIGNED

#define NP_TREE

#define NP_UNSIGNED

#define NP_USE

25 #define PT L_ADD

#define PTL_AFTER

#define PTL_BITLEN

#define PTL_DELETE

#define PTL_DSPWIDTH

3 0 #define PTL_INSERT

#define PTL_NAME

#define PTL_NUMFIELDS

#define PTL_DPTNAME

#define PTL_UPTSAVAIL

419

437

420

412

1001

1003

203

1002

205

1004

201

204

202

206

184
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IllllllillllllllllllllllllllllllllllllIlllllllllllllllllllllllllllli”Hill/Ill!

#include "gen.hpp"

static protocols DataPtl, PadPtl;

protocol *DataPthtr, *PadPthtr; I! PUT THIS IN setup_.protocols()

5 WCValSortedVector < protocols > ’ProtocolList; II Pointer to sorted list for lookup values

protocol *base_protocol(88 *ProtocolName)

{

for (U32 i- D; i < Protocollist- > entriesl); i+ +)

if (strcmplProtocolName, ProtocolList- > operatorl]lil.prot(l- > filenameO) - - 0)
1 0 returanrotocolList- > operatorIlli).protl));

returnlfl);

}

void setup_protocols(l

{

1 5 U32 number-U;

find_t fileblock;

II

II Determine number of protocol definitions that exist by counting files
ll

2 o if (_dos_findfirstl"*.pdf", _A_NORMAL, &fileblock) - - o)
{

do

{

+ + number;

2 5 } while(_dos_findnextl&fileblock) - - D);

}

I!

II Setup a vector twice the size of the current number with number for the grow size
N

3 O Protocoltist - new WCVaISortedVector < protocols > (number'2. number);
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II

II flpen each protocol definition file; create a protocol definition in memory; insert it into the vector

ll

if (_dos_findfirstl"‘.pdf", _A_NORMAL, &fileblock) - - 0)

5 {

do

{

FILE *fp - fopenlfileblockname. "rb");

if (lip !- Ul &&(filehlock.size > 56))

10 {

U32 tmp;

treadl&tmp, sizeolltmpl, 1, fpl; U Get length of protocol name

ll

88 *pname - (SB *lmallocltmp);

15 freadlpname, tmp, 1, fp); ll Get file name

fcloselfp);

protocol *proto - new protocollpname, fileblockname);

ll

protocols plpname, proto);

2 0 treelpname);

ProtocolList- > insertlpi;

}

} while(_dos_findnext(&filehlock) - - 0);

}

25 H

H ? Do we want to do something about duplicate protocol names here?

ll

N for (U32 ii-D, ii - 1; ii < ProtocolList- > entriesll: ii+ +, jj+ +)

I! {

3 0 M if ((ii !- ii) && (strcmpl ProtocolList- > operatorl](ii).prot()- > pnameO,

ll ProtocolList- > operatorl](ji).prot(l- > pname()) - - Dil

ll Protocollist- > removeAtljil:

ll }

ll
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I! Open each protocol definition file; create all required data structures

I!

if I_dos_findfirst("*.pdf", _A_NORMAL, &fileblock) - - O)

I

do

{

FILE 'fp = fopenifilehlockmame, "rh"l;

if (pr !- 0) &&Ifileblock.size > 56))

{

protocols prpl. t; I! Reads name_length and name

if IProtocoIList- > finde. tl !- FALSE)

t.prot()- > pet_from_file(fp);

fcloseitpl;

}

} whiIeLdosjindnextl&filehlock) - - U);

}

protocols dataI"DATA", 0), padI"PAD". 0); ll PUT THIS IN setup_protocols(l

ProtocolList- > findIdata, DataPtll: I! PUT THIS IN setup_protocols()

ProtocoIList- > findead, PadPtl): II PUT THIS IN setup_protocolsll

DataPthtr - DataPtI.proti); II PUT THIS IN setup_protocols(l

PadPthtr - PadPtl.protIl: II PUT THIS IN setup_protocolsll

Ilsetup__criteria(): II filter channels are setup - tie criteria to fields
}

protocol *setup_newprotocol(88* stileNamel

I

U32 number-0:

find_t fiIeblock;

88 *pname - (88 *lmallocIBIJ);

II

strcpy(pname,stileName);

strcpylstrrchrlpname, '.'I, "ID "I;

strcpy(pname, (strrchrIpname, 'II'I+ 1));

strcpylstiIeName, (strrchrIstileName, 'Il'l+1)):

ll

PCT/US96/20779
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ll See if there are any protocols

ll

if (_dos_findfirst("*.pdf", _A_NORMAL, &filehlockl - - m

{

do

{

+ + number;

} whilel__dos_findnextl&filehlockl - - 0);

}

ll

ll Setup a vector if there are no .pdfs

ll

if (number - - 0)

188

PCT/U896/20779

ProtocolList - new WCVaISortedVector < protocols > (1D, 5); ll use some other defineldefault

protocol *proto - new protocollpname, stileName);

protocols plpname, proto);

field *tmpfs - new fieldlll;

field f(D.0,24l:

tmpfslfll - f;

proto- > fieldptrltmpfsl:

proto- > numbits(tmpfs- > bitlenlll;

proto- > numfieldsll l;

freelpnamel;

ProtocolList- > insertlp);

FILE *fp - fopenlstileName, "wb");

if (fp !- (ll

{

p.protl)- > out_to_lile();

foloselfpl;

p.protll- > clear_out_flagll;

returntproto);

}

returanALSE);
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MINIMUM/NHIII!IIINHIIHIIIIIIIIIHHIIHIHHIIIINIIIHINIINIHIHI

I! ROUTEHPP

HIII!II!HIHIHI!HIIIIIIIHHI!HHIHIHNNIHI!IHillIIIINIIIIIIIHIHIII

5 enum {NUM_INTFS - 256}:

enum lnterfaceTypes {NUINTF, FDDI, TOKEN_RING, ETHERNET};

enum FrameTypes {E802_3-4, E8005, Ev2, TR_SNAP};

class RouteTableEntry

{

10 public:

N

I! Constructors

RouteTableEntryO { memsetletNetAddr, 0, sizeoflRouteTahleEntry”; }
H

15 I! Used for creating actual Table Entry

RouteTableEntry(88 *Dna, 38 *DnM, U32 Ft, U32 Di,

U32 Mhl, $8 *Mh, U32 MinSz, U32 Masz)

: DstFrameType((U16)Ft), Dstlnterfaceflmfimi), MacHeren((U16)Mhl),

DataLenw), DataPMO), MinLen((U1 61MinSz), Maxlen((U16)Masz)
20 {

DstNetAddrlUl - ((U32 ')Dna)[0] & ((U32 ')DnM)[01:

DstNetAddrH] - ((U32 ')Dna)[1l & ((U32 “)Dan];

DstNetAddrlZ] - ((U32 *)Dna)[2] & ((U32 “)DnMMZ];

if (MacHeren !- 0)

25 {

MacHdr - new SBIMacHeren];

memchMacHdr, Mh, MacHeren);

1

}

30 II

I! Destructor

~RouteTableEntry0 {if (MacHdr !-= U) delete [lMacHdr; }
II

II Overloaded - - operator...for WCPtrSortedVector<RouteTabIeEntry> class
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int operator- -(const RouteTableEntry& rte) const

{ returnletNetAddrIO] - = rte.DstNetAddr[Ul &&

DstNetAddrIl] - - rte.UstNetAddr[1] &&

DstNetAddrlZ] - = rte.DstNetAddr[2]);}

5 I!

I! Overloaded < operator

int operator < lconst RouteTabIeEntry &rte) const

{returnlwordswapletNetAddrlDI) < wordswaplrte.DstNetAddrlflll | |
wordswapletNetAddrHl) < wordswaplrteDstNetAddrI1l) | I

10 wordswapletNetAddrIZD < wordswaplrte.DstNetAddrlZD);}

H

H UpdateRteDatal)

H Function: Update Data pointer and Length

i! if destination is 802.3 setup length field

15 II

void UpdateRteDatall

{

DataPtr = ParsePtr;

DataLen - (U16)(FrameLen - (ParsePtr - FramePtr)’8);

2 0 if (DstFrameType - - E802_3l ll Compute and Update 802.3 Length Field

((Ulb‘ ’lMacHdrllB] -

byteswap(lUl6)l((U32)DataLen + (U32)MacHeren)18 . 14));

l!

2 5 ll Used for updating Iookup address only

UpdateAddrlSB *Dna, $8 *0an

{

DstNetAddrlO] - llU32 *)Dna)lOi & (lU32 *anMlllJ]:

DstNetAddrll] - (lU32 “)Dnam] & ((U32 'lUnMilll;

3 0 DstNetAddrl2] - ((U32 *ana)[21&((U32 ‘anMlIZl;

}

u

H RouteTableEntry::RouteFramel)

N Function: Setup Data pointer and Length

3 5 I!

H Returns:TRUE - If Frame is ready to transmit

I! FALSE - If Frame is too smallllarge for device
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1 9 l

[I FALSE - If Destination is Internal (Dstlnterface - - NUM_lNTFS)
ll

U32 RouteFramell

{

5 if letInterface -- NUM_INTFS) returanALSEl:

U32 TotalLen - DataLen + MacHeren:

if (TotalLen < MinLen I | TotalLen > MaxLen) returanALSE);

returanRUE):

1

10 ll

private:

U32 DstNetAddrl3]; II This Value is used to look up a route

U16 DstFrameType: ll 802.3, Ethernet v2, "8065", FDDI, Token Ring,
U16 Dstlnterface; ll Interface to transmit this frame on

15 U16 MacHeren; ll Length of MAC header and encapsulation

U16 DataLen: I! Length of data less MAC header and encapsulation

U16 MinLen: ll Allow selectable minimum size per device

U16 MaxLen; ll Allow selectable maximum size per device

SB *MacHdr; ll Pointer to MAC header and encapsulation

2 0 $8 ‘DataPtr: ll Pointer to data to transmit for this station

static RouteTableEntry TmpRte;

class RouteTable

{

2 5 public:

H

II Constructor...Route tables are not allowed to resize

RouteTablelU32 AddrSz. U32 TableSize-8192)

{ I! Use Address Size to generate mask...allocate fixed size Route Table

3 O forlU32 i-D; i < AddrSz; i+ + )NetMaskli] - Oxff;

forl ; K 12; i+ +)NetMaskli] - 6;

Table - new WCPtrSortedVector < RouteTableEntry > lTableSize, 0);
}

u
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H

l! Remove Entry from Routing Table...returns NULL if entry not found

H

H Insert Entry into Routing Table...Returns NULL if unsuccessful

int inserthouteTableEntry *rte) {returanable- > insertlrtelk}

I!

Destructor

192

~ RouteTablel) {delete Table;}

PCT/US96/20779

RouteTableEntry *remuveanuteTableEntry *rte) {returanable- > removelrte)l;}

ll Lookup Address in Route Table

if ((RtePtr - Table->findl8iTmpRtell !- 0)

RtePtr- > UpdateRteDatal);

returantePtr);

}

H

private:

SB NetMaskIlZ]: ll Address Mask

WCPtrSortedVector < RouteTableEntry > 'Table; I! Pointer to Routing Table

};

ll

extern RouteTableEntry *RtePtr;
—o

RouteTableEntry

{

'RouteFramell

RouteTableEntry 'RtePtr;

TmpRte.UpdateAddrlParsePtr + ProtoParseLenlB, NetMask);

ll!llHHIHHHNlllllllIHHHHHHHIHlH!llllllllllllHHNHHHHHHH!

H STAT.HPP

ll!llHill”Hmllllll!!!illillNH"!Hillll!lllIlllHllHllllllNIHlNlllHl

H

H

H Statistics Base Class Definition

I!

H

H

Virtual member functions

collectll ~

clearll

accumulate statistics

- cleat statistics counter
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ll

enum stattypes { NOSTATS,

SUM, INC, SUMlNC,

IDXSUM, IDXINC, IDXSUMINC,

5 HASHSUM, HASHINC,HASHSUMINC,

lDXlNCSUM, HASHINCSUM, CSUMINC };
class stats

{

public:

10 statslSB *name-U): stat_name(0)

{

if lname !- 0)

{

stat_name - new SBlstrlenlnamel+1];

15 strcpvlstat_name, name):

}

}

virtual ~ statsl) {if (stat_name !- U) delete stat_name;}

virtual void collectlU32 value, U32 flen-Ul {value-flen:}ll default behavior
2 0 virtual void clearll {} ll default behavior

virtual void clear (U32 idxl { idx - idx; } ll default behavior

virtual U32 get_typel) { returnlNDSTATSl:}

protected:

88 *stat_name: ll Pointer to user supplied statistic name

2 5 private:

}:

llNIHlllllllllll!llIIlllllllllllllfllllllllllllllllIlllllllllllllllllllllllll!

ll Derived Summation Statistics Class Definition

II For use where the contents of a protocol field need to be accumulated
3 0 II

II Virtual member functions

II collectlU32 value) - adds value to summation variable

If clearll - sets summation variable to 0

llll!!!llllllllllllllllllllllllIlllllllllllllll!llllllllllllllllllllllllllllllll

EX 1013 Page 195



EX 1013 Page 196

WO 97/23076 PCT/US96/20779

194

class sum_stats: public stats

{

public:

H

5 H Constructor

sum_stats(S8 *name): statslnarnei, sumll],0) {}

H

H Destructor

~ sum_stats() {}

10 II

II lnputlflutput Routines

void out_to_file(FlLE ”fp) const;

void get_from_lile(F|LE *fpi;

H

15 H Add field value to sum of previous values

void collectlU32 value, U32 lien-D) {flen = flen; sum + - value; }

H

H Clear statistic

void clearl) {sum - 0:}

20 H

I! return Statistic type

U32 get_type() const { returniSUM); }

N

H Data Representation

2 5 private:

U64 sum: H Pointer to UB4 variable for summing

}:

lIHIIHMIIHHillllIllII!iillH!ilHiHill”illilliIHmHHNIHHHHHNI!

I! Derived increment Statistics Class Definition

3 0 H For use where the occurances of a protocol field need to be counted

H

H Virtual member functions

H collectiU32 value) - increments count variable

N clear!) - sets count variable to U

35 mIll!Ill!iHmillHlHlIlNHHHHHHHHIilllilIHill!HHHlHiHNIlHH

class inc_stats: public stats
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{

public:

II

II Constructor

inc_stats(88 *namel: statslnamel, countlD,Dl {}
H

H Destructor

~ inc_stats(l {}

I!

H lnputlDutput Routines

void out_to_file(FlLE ’fpl const;

void get_trom_fi|e(FlLE 'fp);

II

II Increment number of times this field parsed

void collectlU32 value, U32 flen-Dl { flen-flen; value-value; + +count: }
II

II Clear statistic

void clearll {count = 0;}

II

II return statistic type

U32 get_type(l { returnllNCl;}
II

I! Data Representation

private:

U64 count; I! Pointer to U64 variable for counting
}:

IllIllIlllllllll!llllllllllIllllllllllllllllllIlllllllllllllllllllllllllllllllll

ll Derived Summation Statistics Class Definition

I! For use where the contents of a protocol field need to be accumulated
II as well as a count mainatined

II

II Virtual member functions

I! collect(U32 value) - adds field content value to summation

ll variable and increments count variable

[I clear() - sets summation and count variables to D

llllllllllllllllllIll!IIIlIllllllllllllllllllllllllllllllllllllllllllllllllllllI
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class suminc_stats: public stats

{

public:

ll

5 ll Constructor

suminc_statsl88 *name): statslnamel, sumlfl,0), countl0,0) {}
H

H Destructor

~ suminc_statsll {}

1 0 ll

ll lnputlflutput Routines

void out_to_iilelFlLE *tp) const;

void get_irom_file(FlLE *fpl;

ll

1 5 ll Add field value to sum of previous values and increment counter

void collectlU32 value, U32 flen -0) { flen-flen; sum + - value; + + count; }

N

ll Clear statistic

void clearll {sum - count - 0; }

20 I!

ll return statistic type

U32 get_typell {returnlSUMlNCl; }

H

H Data Representation

2 5 private:

U64 sum; ll Pointer to U64 variable for summing

U64 count; ll Pointer to U64 variable for counting

}:

lllIlll!llllllllllllllllllllllllllllllllllllll!ll!llllllllllllllllllllllllllllll

3 0 ll Derived Indexed Summation Statistics Class Definition

H For use where the contents of a protocol field need to be accumulated

H in an array indexed by the value itself

H

H Virtual member functions

3 5 ll collectlU32 value) - adds field content value to counter and

H increments array indexed by value
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I! clearil - sets each array element to D

I! clearlU32 idx) - sets array[idx] to D

llllllillllllllHill”!!!MINIMUMMilli!!!”HHHNIHHHHIHIIHIIIIIIH

class idxsum_stats: public stats

5 {

public:

I!

I! Constructor

idxsum_stats(88 ‘name, U32 maxsz): statslnamel, sizelmaxsz)

10 { array - new U64[maxsz+ 1]; }
I!

H Destructor

~idxsum_stats() { delete “array: }
ll

15 N lnputlDutput Routines

void out_to_file(FlLE ‘fpl const:

void get_from_file(FlLE 'fp);

II

II Index using field value and add field value to sum of previous values

2 0 void collectiU32 val, U32 flen-D) { flen -D; arraylminlval, size)] + = val; }
II

I! Clear statistic

void clearl) { memsetlarray, D, size*sizeof(U64)); }

void clearlU32 idxl { if lidx < - size) arraylidx] - 0:}
25 II

I! return statistic type

U32 get_type(l { returnllDXSUM); }
I!

I! Data Representation

3 0 private:

U32 size: N Maximum possible statistic value + l

U64 ’array: ll Space for (size+ 1) elements

}:

Illl!”MINIMUM/Ill!IIIHIIIIll/HIHIIIIIIIHHIIIlllllllill(Ill/IIIIHIH

35 ll Derived Index Increment Statistics Class Definition

ii For use where assurances of a protocol field need to be counted
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I!

ll Virtual member functions

ll collectlU32 value) - adds 1 to counter

I! clear(l - sets counter value to 0

lIllllllHIMill!!!HIM!llllllllllllllllllIll!lIllHlllHllNIHmHllllllllll

class idxinc_stats: public stats

{

public:

H

II Constructor

idxinc_statsl88 *name, U32 maxszl: statslname), sizelmaxsz)

{array - new U64lmaxsz+ ll; }

H

I! Destructor

~ idxinc_statsll { delete [larray; }

II

I! Inputlflutput Routines

void out_to_file(F|LE *fpl const;

void get_from_file(FlLE ‘fp);

H

II Index on field value and increment counter

void collect(U32 value, U32 flen-O){ lien-flan; + + arraylminlvalue, sizell; }

H

I! Clear statistic

void clearl) { memset(array, 0, size’sizeof(U64)); }

void clearlU32 idx) {if lidx < - size) arraylidx] - 0;}

II

N return statistic type

U32 get_typell { returnllDXlNCl; }

H

H Date representation

private:

U32 size; N Maximum possible statistic value + 1

U64 ”array: ll Space for (size + ll elements

l: '

"Hill!illlllllHMillmmNHlillIll!illlIlIlIlllllll!HHHIHHHHHHIH

ll Derived Index Sum and Increment Statistics Class Definition
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H For use where occurances of a protocol field need to be counted in an

H array indexed by the value itself, and the contents of a protocol field
I! need to be accumulated

II

5 II Virtual member functions

I! collectlU32 value) - adds field content value to counter and

II increments array indexed by value

II and adds 1 to counter

ll clearll - sets counter value and entire array to [l

1 o I] clear(U32 idx) - sets arrayiidx] to 0 and

ll sets counter value to 0

llll!HmIlllllIlllllllllllllllllllllllII!llllllllllfllllllllll"Hill/HIM!”

class idxsuminc_stats: public stats

{

15 public:

II

II Constuctor

idxsuminc_stats(88 “name, U32 maxszl:statslnamel, size(maxsz)

{asum - new U64lmaxsz+1];ainc - new U64lmaxsz+ 11;}
2 0 ll

l! Destructor

~ idxsuminc_statsll { delete [lasum: delete [lainc; }
II

II input/Output Routines

25 void out_to_filelFlLE *fp) const;

void get_from_filelFlLE 'fp);

ll

II lndex on field value, increment counter, add value to sum of previous values
void collectlU32 val, U32 flan-0)

3 0 { flan-flan; val - minlval, size); asumlval] + - val; + +ainc[val]; }
ll

ll Clear statistic

void clearll

{ memsetlasum, l], size‘sizeoflU64ll: memsetlainc, 0, size*sizeoflU64)); }
35 void clearlU32 idx) { if (idx < = size) asumlidx] - ainclidx] - 0;}

I!

ll return statistic type
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U32 get_typell { returnllDXSUMINCl: }

I!

I! Data Representation

private:

U32 size; N Maximum possible statistic value + l

U64 'asum; ll Space for lsize+1l elements

U64 *ainc; ll Space for lsize+ 1) elements

}:

HillIl”I”!!!HllllllllllllllHill!lHHHH!IHillHHHNHHHIHHHHHN

ll Derived Sum Hash Table Entry Class Definition

ii For use where the contents of a protocol field with many possible values needs to

H acumulate the total at each received value

H

H Virtual member functions

H collect(U32 value) - adds 1 to counter

l! clearl) - sets counter value to 0

lIll!lllllHlll!llHM!!!llllillHillllll!llHllllllI!HI!HNIHIHHHHHHH

inline void ’u64_alloc(size_t sz)

{31 - sz; return((void ")malloc(WCPtrHashDictltemSizelUSZ, U64lll:}
ll

inline void u64_dealloc(void 'ptr, size_t szl { sz - sz; delete ptr; }
ll

class hashsum_stats: public stats

{

public:

static unsigned h_fn(const U328: u) {return(ul; }

H

H Constructor

hashsum_statsi58 “name, U32 hsz-WC_DEFAULT_HASH_SIZE): statslname)
{ ht - new WCPtrHashDict < U32, U64 > (h__fn, hsz, u64_alloc, u64_dealloc); }

H

I! Destructor

~ hashsum_statsll { delete ht; }

I!

ll lnputlflutput Routines

void out_to_filelF|LE ‘fpl const;
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void get__from_file(FlLE *fpl;

ll

I! use value to hash into table and add value to sum of previous values

void collect(U32 value, U32 flen-D)

l

flen - flen;

U64 ‘u:

U32 *uptr, * &val - uptr;

if ((u - ht->findKeyAndValuel&value, vall) - - U)

ht- > insert(&value, u = new U64);

*u + - value;

}

ll

static void zerolU32 ‘key, U64 *value. void 'datal

{ key - key; data = data; value-> clear(l;}

I!

ll Clear statistic

void clearll { ht- > forAIllzero, D); }

II

I! return statistic type

U32 get_typell { returanASHSUM);)

I!

ll Data Representation

private:

WCPtrHashDict < U32, U64 > ‘ht: ll Pointer to hash table for U64 values

};

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

ll Derived Increment Hash Table Entry Class Definition

I! For use where occurances of a protocol field need to be counted and

II the contents are sparsely distributed

II

N Virtual member functions

H collectlU32 value) - adds 1 to counter

[I clear() - sets counter value to D

Ill/NIH!!!lllllllllllllllllllllll!Milli/ll!IIHINHHHIHIHHHHIHININ

class hashinc_stats: public stats

PCT/U596/20779

EX 1013 Page 203



EX 1013 Page 204

WO 97/23076 PCT/US96/20779

202

{

public:

static unsigned h_fnlconst U32& u) { returnlu); }

I!

5 ll Constructor

hashinc_stats(38 *name, U32 hsz-WC_DEFAULT_HASH_SIZE): statslnamel

{ ht - new WCPtrHashDict < U32, U64 > lh_fn, hsz, u64_alloc, u64_deal|oc); }

I!

ll Destructor

1 0 ~ hashinc_statsl) { delete ht; }

H

l! Inputhutput Routines

void out_to-filelFlLE *fpl const;

void get__from_filelFlLE *fpl:

15 ll

ll use value to hash into table and increment counter

void collect(U32 value, U32 flan-0)

{

U64 ‘u;

20 U32 *uptr, * &val - uptr:

flen - flen;

if ((u - ht- > findKeyAndValue(&value, vall) - - 0)

ht- > insertl&value, u = new U64);

+ +l*Ul:

25 }

ll

static void zerolU32 *key, U64 ‘value, void ‘data)

{key - key; data = data; value-> clearll; }

N

3 o I! Clear statistic

void clearl) { ht- > forAlllzero, 0}; }

H

ll return statistic type

U32 get_typel) { returanASHlNC);}

35 H

I! Data Representation

private:
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WCPtrHashDict < U32, U64 > “ht; ll Pointer to hash table for U64 values

}:

HilliilllllllIIllllllllillllllilIIIHill!llllllllllllllllllllillllllillllllllll

ll Derived Sum Hash Table Entry Class Definition

5 I! For use where the contents of a protocol field with many possible

N values needs to accumulate the total at each received value

H

II Virtual member functions

I) collectiU32 value) - adds 1 to counter

1 0 [I clear() - sets counter value to 0

IIIIIIHIIIIIHlllliii[Ill/IINIHIIIITHINIHIIillillllllllllllllilllllillllll

class suminc

{

public:

15 ll

ll Constructor

sumincl): countiD), sumrnfll) {}

H

II Destructor

2 0 ~ sumincl) {}

ii

I) lnputhutput Routines

void out_to_fi|elFll.E *fp) const;

void get__from_file(FlLE ‘fp);

25 ll

ll increment counter

incl) { + + count; }

H

I! add value to sum of previous values

3 0 sumlU32 value) { summ + - value;}
II

ll increment counter and add value to sum of previous values

incsumiU32 value) { + +count; summ + - value;}
I!

35 ll Clear statistic

void clearl) { count - summ =- 0;}
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ll

ll Data Representation

private:

U64 count, summ; ll Pointer to counter and summation statistic variables

5};

lllllllllllllIllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

I!

lllllll!llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

class hashsuminc_stats: public stats

10 {

public:

static unsigned h_fnlconst U32& u) { returnlu); }

static void *si_al|oc(size_t szi

{ sz - sz; returnllvoid *imallochCPtrHashDictltemSize(U32, suminc”); }
15 static void si_dealloclvoid *ptr, size_t szl { sz - sz; delete ptr;}

H

H Constructor

hashsuminc_statsl58 ‘name, U32 sz-WC_DEFAULT_HASH__SIZE): statslnamel
{ ht = new WCPtrHashDict < U32, suminc > lh_fn, sz, si_alloc, si_dealloc): }

20 ll

ll Destructor

~ hashsuminc_statsll { delete ht;}

ll

l! InputlDutput Routines

2 5 void out__to_filelFlLE *fp) const;

void get_from_filelFlLE ’fp);

ll

ll use value to bash into table, increment counter and sum value

void collectlU32 value, U32 flen=Ul

3o {

suminc *u;

U32 ‘uptr, * &val - uptr;

flen - flen:

if (lu - ht- > findKeyAndVaIue(&value, valll - - 0)

35 ht- > insertl&value, u — new suminc);

u- > incsumlvaluei;
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ll

static void zerolU32 *key, suminc *value, void *data)

{ key - key; data - data; value->clearl);}
II

II Clear statistic

void clearl) { ht- > forAll(zero, 0); }

ll

ll return statistic type

U32 get_typel) { returanASHSUMINC); }
l!

N Data Representation

private:

WCPtrHashDict < U32, suminc > *ht: ll Pointer to hash table < suminc >

}:

IllIlllllllllllllllllllllllilllllllllllllllIllllll[Illlllllllllllllllllllllllll!

ll Derived increment Index Sum and Sum length field Statistics Class Definition

II For use where the occurances of a protocol field need to be counted in

II an array indexed by the value itself, and the supplied protocol length
N needs to be accumulated

II

II Virtual member functions

I] collectlU32 value) - adds field content value to counter and

I! increments array indexed by value

II and adds 1 to counter

I! clear() - sets counter value and entire array to 0

ll clearlU32 idx) - sets array[idx] to 0 and

Il sets counter value to 0

lllIlllllIlllllllllllllllllllllllllllllllllllllllllllllllllllllllll!llllllllllll

class idxincsum_stats: public stats

{

public:

II

II Constuctor

idxincsum_stats(88 ‘name, U32 maxszl: statslname), sizelmaxsz)

{ asum - new U64[maxsz+ l]; ainc - new U64lmaxsz+ 11;}
ll
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Destructor

~ idxincsum_statsll { delete [lasum; delete []ainc; }

H

H InputIDutput Routines

void out_to_filelF|LE ‘fpl const;

void get_from__filelFll.E 'fp);

ll

ll index on value, increment counter.

void collect(U32 value, U32 flen-D)

{

value - minivalue, size);

+ + ainclvalue];

asumlvalue] + = flen;

l

H

H clear statistics

void clearl)

{ memsetlasum, D, size“sizeoflUB4)l;memset(ainc, D, size‘sizeoflU64l); }
ll

void clearlU32 idxl {if (idx < - size) asumIidx] - ainclidx] - D; }

H

I! return statistic type

U32 get_type() { returnllDXINCSUM); }

I!

ll Data Representation

private:

U32 size: N Maximum possible statistic value + 1

U64 ‘asum: ll Space for (size+ 1) elements

U64 *ainc; ll Space for (size+1l elements

};

ll!lllIlll!llllllllllllllllllllllllllllllI!lllllllllllllllllllllllllllllllllllll

ll Derived Increment Hash Table Entry and Sum Length Field Class Definition

H For use where the number of occurances of a protocol field must be

H counted and associated packet length summed

I!

ll Virtual member functions

PCT/US9600779
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ll collectlU32 value) ~ adds 1 to counter

I] clear() - sets counter value to 0

Hill!!!lIIHIHIHIllllllllIIIIIIHHIIIIIIHII!HHIIIIIIlllllllllllllllllllll

class hashincsum_stats: public stats

5 {

public:

I!

static unsigned h_fn(const U32& ul { returnlu); }

static void *is_alloc(size__t sz)

10 { $2 -= sz: returnllvoid 'lmallochCPtrHashDictltemSize(U32, sumincl));}
static void is_dealloc(void *ptr, size_t szl { sz - sz: delete ptr: }

H

II Constructor

hashincsum_statsl88 *name, U32 sz-WC_DEFAULT_HASH_SIZE): statslname)

15 { ht - new WCPtrHashDict < U32, suminc > (h_fn, sz, is_alloc, is_dealloc); }
I!

l! Destructor

~ hashincsum_statsll { delete ht; }
I!

2 0 H lnputlflutput Routines

void out_to_filelFlLE 'fpl const;

void get_from_file(FlLE 'tp);

II

I! use value to hash into table, increment counter, sum value

2 5 void collectlU32 value, U32 flen-Ul I! Hash, sum and increment entry values
{

suminc 'u;

U32 'uptr, * &val a uptr;

if ((u - ht->findKeyAndValuel8rvalue, valll - - D)

3 O ht- > insert(&value, u - new suminc);

u- > incl);

u- > sumlflenl;

}

I!

3 5 static void zero(U32 'key, suminc ”value, void *data)

( key = key; data - data; value->clearl);}
II

EX 1013 Page 209



EX 1013 Page 210

WO 97/23076

10

’15

20

25

30

35

208

ll Clear statistic

void clearl) { ht- > forAlllzero, 0); }

ll

ll return statistic type

U32 get_typel) {returanASHlNCSUMl; }

N

I! Data Representation

private:

WCPtrHashDict < U32, suminc > “m: H Pointer to hash table < suminc >

};

class field;

extern stats 'alloc_stat_structs(U32 type, field “fl;

HHHHHHlllllll!IllllllflllillllllllllllllllllllllllllllllHlllllfllllililll

ll XMlT.HPP

lllllllllllllfHill!lllllllllllllllfllllllllIllillll!Hillllfllllllllllllmlm

IllH”If“!!!H!lliHlH!llllll!HlMINIMUM!"HlNllHllHHHHHIHNH

l! Base Class definition for Varying Field Values

H

H Rules:::

ll Right shift value must always be > = left shift value

I! If Right and Left shift values are equal field contains LSB

ll Field bitlength :- 32 - right shift value

ll Left shift value to original position :- right - left shift value

NHHHIHlIlllllllllllH!HllllllllllllilllINHIlllHHHlHlHHlINHHHH

class vary

{

public:

If Constructor

vary(U32 shl, U32 shr, U32 op=fli

{

mask - «oxrrrrrm < < shr) > > shli:

notmask - ~mask;

operand - (lop < < shr) > > shll;

if (shl - - shrl

minvalue - D;

PCT/U596/20779
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else

minvalue - (Oxffffffff > > lshl + l32-shr)));

maxvalue - (Dxffffffff > > shl) & mask;

}

5 virtual ~ varyl) {}

l! Member Functions

virtual U32 vary__valuelU32 value)

{ll (BI 10 + 75) linstslclocks)

returnllvalue & notmask) I ((value + operand) & mask”;

10 }

protected:

U32 mask;

U32 notmask;

U32 operand;

15 U32 minvalue:

U32 maxvalue:

private:

}:

lllllllllllIlllllllllllllllllllllllllllllllIll!ll!Nil/llllllllllllllllllllillll

2 0 ll Derived class for incrementing field values

llIlllllllllllllllllllllllllllllllllllllllllllllll!lllllllllllllllllllllllllllll

class vary_incwrap: public vary

{

public:

25 I! Constructors

vary_incwrap(U32 shl, U32 shrl: varylshl, shr, ll {}
private:

}.'

Illlllllllllllllllll/lllllllllllllllllllllllfllflIllNIH/Ill]!!!Illlllllllllll!

3 0 II Derived class for incrementing field values within a lminzmax) range
Hill/llIllllllllllllllllllllllllllIll/lllllllllllllllllllllllllllllllllllllllll

class vary_incwrapminmax: public vary

{

public:

35 ll Constructors
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vary__incwrapminmax(U32 shl, U32 shr): vary(shl, shr, 1) {}
H Member Functions

032 vary_value(U32 value)

{ I! (8)10 + 10(11) (instrslclocks) Total ((18) 19))(19) 20))
5 U32 newv - (value & mask);

if (newv - - maxvalue)

newv = minvalue;

else

newv + - operand;

10 return((value & notmask) | newv);

}

private:

}:

HI!HI)(INN!!!(I!)(NH(((lHllIl(INN!("Milli(Hill)((NHHIHHNHHH

15 I) Derived class for decrementing field values

(INHNHH("NH")!(N)llNIHHHNHHHlHH!lHHNHIlHlNHll("NIH

class vary_decwrap: public vary

{

public:

2 0 ll Constructors

vary_decwrap(U32 shl, U32 shr): vary(shl, shr, ~1) {}

private:

}:

I)Ml(I!)lIllIl(H(H(Ill)!(Illlll((llHlHlllllHlHHlllllHllmlHHIHHHI

2 5 H Derived class for decrementing field values within a (minzmax) range

lllI(IllllI!lll(UH!!!)(ll(HIM)HUI!)IllllllIlIIlll!(llHHHlHHlHllHll!

class vary_decwrapminmax: public vary

(

public:

3 0 (I Constructors

vary_decwrapminmax(U32 shl, U32 shr): vary(shl, shr, -1) {}
l) Member Functions

U32 vary_value(U32 value)

{ I! (8)10 + 10) 11) (instrslclocks) Total ((18 I 19))(19 | 20))
3 5 U32 newv - (value 81 mask);
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if (newv - - minvalue)

newv = maxvalue;

else

newv + - operand;

5 return((value & notmask) I newv):

}

private:

}:

lllllllllllllllllllllll(lll(ill!(lllllllllllllllllllllll(lllllllllllllllllllllll

10 ll Derived class for adding a value to a field

(Illllllll(Illllll(I!((llllllllll(Illllllllllllllllllllll(ll/lllllllllllllllllll

class vary_addwrap: public vary

{

public:

15 ll Constructors

vary_addwrap(U32 shl, U32 shr, U32 op= 1): vary(shl, shr, op) {}
private:

};

(IlllllllllllllIllllllllllllllllIllIll(l!(llllllllllllllllllllll(ll/Illlllllllll

2 0 ll Derived class for adding a value to a field within a (min:max) range
lllllllll(Ill/llllllllll(llllllllllllllllll(Ill(llllllllllllllllllllllllllllllll

class vary_addwrapminmax: public vary

{

public:

2 5 II Constructors

vary_addwrapminmaxlU32 shl, U32 shr, U32 op- 1): vary(sbl, shr, op) {}
(l Member Functions

U32 vary_valuelU32 value)

{ (I (10112 + 11 | 12) (instrslclocks) Total ((21 |22)I(21 [221)
3 0 U32 newv - maxvalue - (value 8: mask);

if (newv > = operand)

newv + - operand;

return((value & notmask) I newv);

)

3 5 private:
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};

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

ll Derived class for subtracting a value from a field

lllllillllllllllllllllllllllllllllllllllllll!llllIlll!llllllllllllllllllllllllll

class vary_subwrap: public vary

{

public:

ll Constructors

vary_subwrap(U32 shl, U32 shr, U32 op- ll: varylshl, shr, -op) {}

private:

}:

llllllllllllllllllllllllIlllIllllllllllllllllllIlllllll!llllllllllllllllllllllll

H Derived class for subtracting a value from a field within a (minzmaxl range

lllllllllllllllllll!llllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

class vary_subwrapminmax: public vary

{

public:

H Constructors

vary_subwrapminmaxlU32 shl, U32 shr, U32 op- l): varylshl, shr, -opl {}
H Member Functions

U32 vary_valueminmaxlUBZ value)

{ ll llDllZ + 11 l 12) linstrslclocksl Total “21 |22lll21 |22ll
U32 newv - (value & maskl - minvalue;

if (newv > - operand)

newv + - operand:

returnllvalue 8: notmask) | newv);

}

private:

}:

Illlllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

ll Derived class for rotating left afield value

llllllllllllllllllllllllllllllllllllllllllllllllHllllllllllllllllllllllllllllll

class vary_rotl: public vary

{

PCT/US96/20779
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public:

ll

ll Constructor

vary_rotllU32 shr, U32 shl, U32 op): varylshl, shrl { operand - op:}
5 H

H rotate the field value left 1 bit

U32 vary_value(U32 valuel { return(_rotllvalue, ill; }
private:

}:

10 lllllllllllllllllllllllllllllllllllllllllllllllllll!Illlllllllllllllllllllllllll

ll Derived class for rotating right a field value

IlllIllllllllllllllllllllllllllllllllllllllNHIlllllllllIllllllllllllllllllllll

class vary_rotr: public vary

{

15 public:

II

II Constructor

vary_rotr(U32 shr, U32 shl, U32 op): varylshl, shr) { operand - op; }
ll

2 0 ll rotate the field value right 1 bit

U32 vary_valuelU32 valuel { return(_rotrlvalue, ill: }
private:

};

Ill/lllllllllllllllllllllllllllI!llllllllllllllllllllll!llllllllllllllllllllllll

2 5 ll Derived class for performing incremental update of IP checksum field

lllNIHlllllllllllllllllllllllllllllll!lllllllllllllllllllllllllllllllIlllllll!

ll lP checksum incremental update routine (bitswappedl

IIIIHIIHIII!NIH/INN”llllllllllllllllllllllllllllllllllllllllllIlllllllll!

extern U32 lpCsumUpdlU32 value, U32 change);

30 #pragma aux lpCsumUpd - l

"add ax,cx" l

"cmc" l

"sbb ax,0" l

parm [eax] [ecxll

35 modify leaxl l

PCT/US9600779

EX 1013 Page 215



EX 1013 Page 216

WO 97/23076 PCT/US96/20779

10

15

20

25

30

214

value [eaxl

class vary_ipcsum: public vary

{

public:

H

I! Constructor

vary_ipcsum(U32 shr - 0, U32 shl - 0, U32 op - (ll: varylshl, shr) { operand - op; }
H

H Member Functions

U32 vary_valuelU32 value) { returnllpCsumUpdlvalue, operandll; }

private:

}:

lllllllllllillllllllllllllIlllllllllllllllllllMllllllllllllllllllllllllllllllll

ll Derived class for performing incremental update of lPX checksum field

llllllllllIlllHIMlllllllllllfllllllllllllllllllllllllllHNIHIHHHHHHHI

class vary_ipxcsum: public vary

{

public:

I!

ll Constructor

vary_ipxcsumlU32 shr-O, U32 shl=0,'U32 op- 1): vary(shl, shr) { operand-op; }
H

H Member Functions

U32 vary_valuelU32 value);

private:

};

lIlll!illlllllllllllllillill!ll!lH!illlllllllllllillHlllllllllllllllllllllllll

ll Derived class for performing bitswapping

lllllllllllHllHlllllll!llH!llllHllllllllllllllllllllllHHHHHHHNHHH

class vary_bitswap: public vary

{

public:

l!

N Constructor lop is the number of bytes to bitswap ill)
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vary_bitswaplU32 shr-D, U32 shl-U, U32 op= ll: varylshl, shr) { operand-op; }
ll

H Member Functions

U32 vary_valuelU32 i)

5 { for li- 0: i< operand; i+ +l ParsePtrIi} - bsIParsePtrlil]; returnlfll; }
private:

}:

class vary_minmaxincwrap: public vary

{

1 0 public:

I! Constructors

vary_minmaxincwraplU32 shr, U32 shl, U32 minv-O, U32 maxv-~1l

:varylshl, shr, l)

{

15 minvalue - (minv > > lsbl + (3l-shrlll + l;

maxvalue - maxv > > shl;

}

ll Member Functions

private:

2 0 };

#ifdef notdef

class vary_minmaxdecwrap: public vary

l

public:

2 5 ll Constructors

vary_minmaxdecwrap(U32 minv=[l, U32 maxv-4 l: varyl-l)

{ minval-minv-l; maxvaI-maxv; }

II Member Functions

U32 vary_valuelU32 value, U32 shl, U32 shr);

3 0 private:

U32 minval;

U32 maxval;

}:

#endif

3 5 ~
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Claims

1. A system for manipulating data transmitted over

one or" more data communications networks, said system

comprising:

5 a logic control module capable of accessing a

plurality of programmably configurable protocol
descriptions stored in a memory, said programmably

configurable protocol descriptions each including a

protocol control record and at least one field sub—record
10 for defining a selected portion of a network protocol to

be manipulated and a plurality of rules for manipulating

said portion of said protocol;

said logic control module including frame and

protocol header length determining logic, statistics
15 gathering logic, verification and error checking logic,

filtering logic, next protocol determining logic, routing

logic and output formatting logic for defining and
controlling, based ‘upon said, programmably configurable

protocol descriptions, a series of data manipulation
20 functions to be implemented by said system.

2. A protocol analyzer comprising:

a logic control module capable of accessing a

plurality of programmably configurable protocol
descriptions stored in a memory, said programmably

25 configurable protocol descriptions each including a

protocol control record and at least one field sub-record
for defining a selected portion of a network protocol to

be analyzed and a plurality of rules for conducting an

analysis of said portion of said protocol;

30 said logic control module including frame and

protocol header length determining logic, statistics
gathering logic, verification and error checking logic,
filtering logic, and next protocol determining logic for

defining and controlling, based upon said programmably

35 configurable protocol descriptions, a series of parsing,
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filtering, statistics gathering and display functions

implemented by said protocol analyzer.

3. A machine implemented process for parsing data

transmitted over a data communications network, said

process comprising the steps of:

storing at least one programmably configurable

protocol description in a memory, said at least one

programmably configurable protocol description comprising

a protocol control record and at least one field sub—

record for defining a plurality of characteristics of said

data transmitted over said data communications network;

retrieving said at least one protocol description
from said memory; and

providing said at least one protocol description to

a logic control module, said logic control module, upon

receiving said at least one protocol description, being
configured to parse data received from said data

communications network. based. upon said characteristics

defined by said protocol description.

4. The process of claim 3, wherein a plurality of

programmably configurable protocol descriptions are stored

in said memory, and wherein said programmably configurable
protocol descriptions are selectively retrieved from said

memory in response to selected data sequences received

from said data communications network.

5. A machine implemented process for filtering data

transmitted over a data communications network, said
process comprising the steps of:

storing at least one programmably configurable
protocol description in a memory, said at least one

programmably configurable protocol description comprising
a protocol control record and at least one field sub—

record for defining a plurality of characteristics of said

data transmitted over said data communications network;
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retrieving said at least one protocol description

from said memory; and

providing said at least one protocol description to
a logic control module, said logic control module, upon
receiving said at least one protocol description, being
configured to filter data received from said data
communications network based upon said characteristics

defined by said protocol description.

6. The process of claim 5, wherein a plurality of

programmably configurable protocol descriptions are stored
in said memory, and wherein said programmably configurable

protocol descriptions are selectively retrieved from said
memory in response to selected data sequences received
from said data communications network.

7. A machine implemented process for routing data

transmitted over a data communications network, said

process comprising the steps of:
storing at least one programmably configurable

protocol description in a memory, said at least one
programmably configurable protocol description comprising
a protocol control record and at least one field sub-
record for defining a plurality of characteristics of said

data transmitted over said data communications network;

retrieving said at least one protocol description

from said memory; and

providing said at least one protocol description to
a logic control module, said logic control module, upon
receiving said at least one protocol description, being
configured to route data within said data communications
network based upon said characteristics defined by said

protocol description.

8. The process of claim 7, wherein a plurality of

programmably configurable protocol descriptions are stored
in said memory, and wherein said programmably configurable
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protocol descriptions are selectively retrieved from said

memory in response to selected data sequences received

from said data communications network.

9. A method for parsing data transmitted over a

5 data communications network, said method comprising the

steps of:

storing in a first memory a plurality of programmably

configurable protocol descriptions, said programmably con-

figurable protocol descriptions defining a plurality of

10 characteristics of said data transmitted over said data

communications network;

storing in a second memory a program for controlling

a data parsing function to be executed by a processing

unit, said program including instructions for causing said

15 processing unit to selectively retrieve at least one of

said programmably configurable protocol descriptions from

said first memory and to vary the execution of said data

parsing function based upon said at least one retrieved

protocol description;

20 delivering to said processing unit said program for

controlling said data parsing function;

enabling said processing unit to execute said data

parsing function; and

delivering to said processing unit said data

25 transmitted over said data communications network.

10. A method for filtering data transmitted over a

data communications network, said method comprising the

steps of:

storing in a first memory a plurality of programmably

3O configurable protocol descriptions, said programmably con-

figurable protocol descriptions defining a one or fibre

filter criteria;

storing in a second memory a program for controlling

a data filtering function to be executed by a processing

35 unit, said program including instructions for causing said
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processing unit to selectively retrieve at least one of

said programmably configurable protocol descriptions from

said first memory and to vary the execution of said data

filtering function based upon said at least one retrieved

5 protocol description;

delivering to said processing unit said program for

controlling said data filtering function;

enabling said processing unit to execute said data

filtering function; and

10 delivering to said processing unit said data

transmitted over said data communications network.

11. A method for routing data transmitted over a

data communications network, said method comprising the

steps of:

15 storing in a first memory a plurality of programmably

configurable protocol descriptions, said programmably con—

figurable protocol descriptions defining one or more rules

for routing data within said data communications network;

storing in a second memory a program for controlling

20 a data routing function to be executed by a processing

unit, said program including instructions for causing said

processing unit to selectively retrieve at least one of

said programmably configurable protocol descriptions from

said first memory and to vary the execution of said data

25 routing function based upon said at least one retrieved

protocol description;

delivering to said processing unit said program for

controlling said data routing function;

enabling said processing unit to execute said data

30 routing function; and

delivering to said processing unit said data

transmitted over said data communications network.

12. A network interface system comprising:

at least one network interface unit for communicating

35 with a data communications network;
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at least one memory coupled to said network interface

unit, said memory being configured to store a plurality of

network data files and a plurality of programmably

configurable protocol descriptions; and

a logic control module coupled to said at least one

network interface unit and to said at least one memory,

said logic control module having the capability to

selectively retrieve one cn: more of said programmably

configurable protocol descriptions from said memory and to

implement a selected data manipulation function in a

manner defined by said one or more retrieved protocol
descriptions.

13. The network interface system of claim 12,

wherein said logic control module comprises a

microprocessor and a computer program which may be
executed by said microprocessor.

14. The network interface system of claim 13,

wherein said computer program comprises a C++ computer

program having abstract data types defined for statistics

gathering, value verification, next protocol determina—

tion, filtering, value modification, display and route
determination capabilities.

15. The network interface system of claim 13,

wherein each of said programmably configurable protocol
descriptions comprises a protocol control record and a
plurality of field data records.

16. The network interface system of claim 15,

wherein each said protocol control record defines an

overall structure of a network protocol.

17. The network interface system of claim 16,

wherein each protocol control record comprises a plurality
of field sub-records, a plurality of statistics records,
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a plurality of lookup records, a plurality of expression

records, a plurality of filter criteria records, and a

plurality of value verification records.

18. A protocol analyzer comprising:

at least one network interface unit for communicating

with a data communications network;

at least one memory coupled to said network interface

unit, said memory being configured to store a plurality of

network data files and a plurality of programmably

configurable protocol descriptions, each programmably

configurable protocol description comprising a protocol

control record and a plurality of field sub-records,

wherein said protocol control record defines an overall

data structure of a selected data communication protocol;

a logic control module coupled to said at least one

network interface unit and to said at least one memory,

said logic control module having the capability to

selectively retrieve one or' more of said. programmably

configurable protocol descriptions from said memory and to

execute one or more network analysis functions defined by

said one or more retrieved protocol descriptions; and

at least one output device coupled to said logic

control module for displaying a result of a network

analysis function performed by said logic control module.
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