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(54) SCAN TO CONFIDENTIAL PRINT JOB 57 ABSTRACT
COMMUNICATIONS
] .. A system and method are provided for scan to confidential
(75)  Inventor: Taﬁna Marie Richardson, Happy print job communications. The method comprises: at a
Valley, OR (US) source, scanning a document; accepting a password;
. encrypting the scanned document; transmitting the
EZi‘rglséj%rédi\rfllﬁisAzi(leS{Si. encrypted document with the password, to a network-con-
P.O. Box 270829 nected printer; at the printer, accepting the encrypted docu-
S‘an- Diego, CA 92198-2829 (US) ment and password; accepting an access code at a local
80 interface; comparing the access code to the password; in
73)  Assi . Sh Laboratories of America. Inc. response to a matching the access code to the password,
(73) Sienee arp Laboratories ot America, tnc decrypting the document; and, printing the decrypted docu-
(21) Appl. No.: 10/805,761 ment. More specifically, an encryption key is derived from
’ the password as used to encrypt the document, and the
(22) Filed: Mar. 22, 2004 source hashes the password. Then, the encrypted document
is transmitted with the hashed password. Likewise, the
Publication Classification printer hashes the access code; compares the hashed pass-
word to the hashed access code; regenerates the encryption
(51) HO04L. 9/00 key from the access code; and, uses the encryption key to
(52) e ettt 713/179 decrypt the encrypted document.
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