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Abst r act

The Mobile I P and Aut hentication, Authorization, Accounting (AAA

wor ki ng groups are currently | ooking at defining the requirenents for
Aut henti cation, Authorization, and Accounting. This docunent
contains the requirenents which would have to be supported by a AAA
service to aid in providing Mbile IP services

1. Introduction

Clients obtain Internet services by negotiating a point of attachnent
to a "hone domain", generally froman ISP, or other organization from
whi ch service requests are nade, and fulfilled. Wth the increasing
popul arity of nobile devices, a need has been generated to all ow
users to attach to any domain convenient to their current |ocation
In this way, a client needs access to resources being provided by an
adm nistrative domain different than their honme donmain (called a
"foreign domain"). The need for service froma foreign donain
requires, in many nodels, Authorization, which leads directly to

Aut henti cation, and of course Accounting (whence, "AAA'). There is
some argunent which of these leads to, or is derived fromthe others,
but there is conmon agreenent that the three AAA functions are

cl osely interdependent.

d ass, et al. I nf or mat i onal [ Page 1]

Apple v. Maxell

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

RFC 2977 Mobil e | P AAA Requirenents Cct ober 2000

An agent in a foreign donain, being called on to provide access to a
resource by a nobile user, is likely to request or require the client
to provide credentials which can be authenticated before access to
resources is permtted. The resource may be as sinple as a conduit
to the Internet, or may be as conplex as access to specific private
resources within the foreign domain. Credentials can be exchanged in
many di fferent ways, all of which are beyond the scope of this
docunent. Once authenticated, the nobile user nmay be authorized to
access services within the foreign domain. An accounting of the
actual resources nmay then be assenbl ed.

Mobile IP is a technology that allows a network node ("nobile node")
to mgrate fromits "hone" network to other networks, either within
the sanme administrative domain, or to other adninistrative donains.
The possibility of novenent between domai ns which require AAA
services has created an i nmedi ate demand to design and specify AAA
protocols. Once available, the AAA protocols and infrastructure wll
provi de the econom c incentive for a w de-rangi ng depl oynent of

Mobile | P. This docunent will identify, describe, and discuss the
functional and performance requirenents that Mbile | P places on AAA
protocol s.

The formal description of Mbile IP can be found in [13,12,14,17].
In this docunent, we have attenpted to exhibit requirenments in a
progressive fashion. After show ng the basic AAA nodel for Mbile
I P, we derive requirenments as foll ows:

- requirements based on the general node

- requirenments based on providing IP service for nobile nodes

- requirenments derived fromspecific Mbile |P protocol needs

Then, we exhibit sone rel ated AAA nodel s and descri be requirenents
derived fromthe rel ated nodel s.

2. Term nol ogy

Thi s docunent frequently uses the following ternms in addition to
t hose defined in RFC 2002 [13]:

Account i ng The act of collecting informati on on resource usage
for the purpose of trend analysis, auditing, billing,
or cost allocation.
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Admi ni strative Donmain
An intranet, or a collection of networks, conputers,
and dat abases under a conmmon adni nistration
Conmputer entities operating in a conmobn
adm ni stration may be assuned to share
adm nistratively created security associations.

At t endant A node designed to provide the service interface
between a client and the | ocal domain.

Aut henti cati on
The act of verifying a clained identity, in the form
of a pre-existing |label froma nutually known nane
space, as the originator of a nessage (nessage
aut hentication) or as the end-point of a channel
(entity authentication).

Aut hori zation
The act of determining if a particular right, such as
access to sone resource, can be granted to the
presenter of a particular credential.

Billing The act of preparing an invoice.

Br oker An internediary agent, trusted by two other AAA
servers, able to obtain and provide security services
fromthose AAA servers. For instance, a broker may
obt ai n and provi de authorizations, or assurances that
credential s are valid.

dient A node wi shing to obtain service froman attendant
within an administrative donain.

For ei gn Domai n
An admini strative domain, visited by a Mbile IP
client, and containing the AAA infrastructure needed
to carry out the necessary operations enabling Mbile
I P registrations. Fromthe point of view of the
foreign agent, the foreign domain is the |oca
domai n.

I nter-donmai n Accounting
I nter-donmain accounting is the collection of
i nfornmati on on resource usage of an entity with an
admini strative domain, for use wi thin another
adm nistrative domain. In inter-domain accounting,
accounting packets and session records will typically
cross administrative boundari es.
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I ntra-donmai n Accounting
Intra-donmain accounting is the collection of
i nformati on on resource within an adninistrative
domain, for use within that domain. In intra-domain
accounting, accounting packets and session records
typically do not cross adninistrative boundaries.

Local Donmin
An admini strative domai n containing the AAA
infrastructure of inmmediate interest to a Mobile I P
client when it is away from hone.

Real -ti me Accounting
Real -time accounting invol ves the processing of
i nformati on on resource usage within a defined tine
wi ndow. Tinme constraints are typically inposed in
order to limt financial risk

Session record
A session record represents a sunmary of the resource
consunption of a user over the entire session
Accounting gateways creating the session record may
do so by processing interimaccounting events.

In this docunent, the key words "MAY", "MJST, "MJST NOI*, "optional"
"recommended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [4].

3. Basi c Model

In this section, we attenpt to capture the main features of a basic
nodel for operation of AAA servers that seens to have good support
within the Mbile I P working group. Wthin the Internet, a client
bel onging to one administrative domain (called the home donain) often
needs to use resources provided by another adm nistrative domain
(called the foreign domain). An agent in the foreign domain that
attends to the client’s request (call the agent the "attendant") is
likely to require that the client provide sone credentials that can
be aut henticated before access to the resources is pernitted. These
credentials may be sonething the foreign domai n understands, but in
nost cases they are assigned by, and understood only by the hone
domai n, and nmay be used for setting up secure channels with the
nobi | e node.

d ass, et al. I nf or mat i onal [ Page 4]

Apple v. Maxell

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

RFC 2977 Mobil e | P AAA Requirenents Cct ober 2000

Local Donmi n Honme Donmai n
oo + o e ee oo +
IERSEEEES + IERSEEEES + |
| | | | | | | |
| | AAAL | | | | AAAH | |
| | L R + | |
| - - - - -+ | | S e + |
| | | | |
| | | A R R +

[ + | F- oo -+ |

| | | | | | C = client

| C |- -]- -] A | | A = attendant

| | | | | | AAAL = |ocal authority

e + e + AAAH = hone authority
e |

Figure 1: AAA Servers in Honme and Local Donains

The attendant often does not have direct access to the data needed to
conplete the transaction. |Instead, the attendant is expected to
consult an authority (typically in the same foreign domain) in order
to request proof that the client has acceptable credentials. Since
the attendant and the local authority are part of the same

adm ni strative donain, they are expected to have established, or be
able to establish for the necessary lifetinme, a secure channel for

t he purposes of exchanging sensitive (access) information, and
keeping it private from (at |east) the visiting nobile node.

The | ocal authority (AAAL) itself may not have enough information
stored locally to carry out the verification for the credentials of
the client. In contrast to the attendant, however, the AAAL is
expected to be configured with enough information to negotiate the
verification of client credentials with external authorities. The

| ocal and the external authorities should be configured with
sufficient security rel ationships and access controls so that they,
possi bly without the need for any other AAA agents, can negotiate the
aut hori zation that may enable the client to have access to any/al
requested resources. |In many typical cases, the authorization
depends only upon secure authentication of the client’s credentials.

Once the authorization has been obtained by the |ocal authority, and
the authority has notified the attendant about the successfu

negoti ati on, the attendant can provide the requested resources to the
client.
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