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I ntroduction

Support for wireless local area networks (WLANS) in corporate offices and employee’'s homes is
becoming a necessary activity for networking professionals, requiring new knowledge and training. The
purpose of the article is to provide readers with a basic understanding of the 802.11 techniques,
concepts, architecture and principles of operations. The standard was designed as a transmission system
between devices by using radio frequency (RF) waves rather than cable infrastructure, and it provides
mobile, cost-effective solutions, significantly reducing the network instalation cost per user.
Architecturally, WLANSs usually act as a final link between end user equipment and the wired structure
of corporate computers, servers and routers.

The standard not only defines the specifications, but also includes awide range of services including:

support of asynchronous and time-bounded (time-critical) delivery services;
continuity of service within extended areas via a Distributed System, such as Ethernet;
accommodation of transmission rates;

support of most market applications,

multicast (including broadcast) services,

network management services; and,

registration and authentication services.

Thetarget environment of the standard includes:

inside buildings such as offices, convention centers, airport gates and lounges, hospitals, plants
and residences; and

outdoor areas, such as parking lots, campuses, building complexes, and outdoor plants.

In 1997, the IEEE released 802.11 as the first internationally sanctioned standard for wireless LANS,
defining 1 and 2 Mbps speeds. In September 1999, they ratified the 802.11b “High Rate” amendment to
the standard, which added two higher speeds (5.5 and 11 Mbps) to 802.11[1]. The basic architecture,
features and services of 802.11b are defined by the original 802.11 standard, with changes made only to
the physical layer. These changes result in higher data rates and more robust connectivity.

Upper Layer Protocolsof OSl

_ Logical Link Control (LLC) - 802.2
Data Link Layer

Media Access Control (MAC)

Physical layer Physical Layer
FH, DS, IR

Figure 1. 802.11 standard focuses on the bottom two levels of the ISO model: PHY and MAC
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WLAN Architecture

WLAN topologies

|EEE 802.11 supports three basic topologies for WLANS: the Independent Basic Service Set (IBSS), the
Basic Service Set (BSS), and the Extended Service Set (ESS). All three configurations are supported by
the MAC layer implementation.

The 802.11 standard defines two modes: ad hoc/IBSS and infrastructure mode. Logicaly, an ad-hoc
configuration is analogous to a peer-to-peer office network in which no single node is required to
function as a server. IBSS WLANSs include a number of nodes or wireless stations that communicate
directly with one another on an ad-hoc, peer-to-peer basis, building a full-mesh or partial-mesh
topology. Generally, ad-hoc implementations cover a limited area and aren’t connected to any larger
network.

Using infrastructure mode, the wireless network consists of at least one access point connected to the
wired network infrastructure and a set of wireless end stations. This configuration is caled a Basic
Service Set (BSS). Since most corporate WLANS require access to the wired LAN for services (file
servers, printers, Internet links), they will operate in infrastructure mode and rely on an Access Point
(AP) that acts as the logical server for a single WLAN cell or channel. Communications between two
nodes, A and B, actually flow from node A to the AP and then from the AP to node B. The AP is
necessary to perform a bridging function and connect multiple WLAN cells or channels, and to connect
WLAN cellsto awired enterprise LAN.

An Extended Service Set (ESS) is a set of two or more BSSs forming a single subnetwork. ESS
configurations consist of multiple BSS cells that can be linked by either wired or wireless backbones.
IEEE 802.11 supports ESS configurations in which multiple cells use the same channel, and use
different channels to boost aggregate throughput.

Distribution System (DS)

Access Point (AP) Access Point (AP)

“H—_!! Basic Service Set (BSS) Basic Service Set (BSS) “H—_J!!
Wirdessstation ~ single cell single cell Wireless station

" eless station Wireleﬁstatigpf . Wireless station s

Extended Service Set (ESS) — multiple cells

Figure 2. IEEE 802.11 BSS and ESS topologies
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WLAN Components

802.11 defines two pieces of equipment, a wireless station, which is usually a PC equipped with a
wireless network interface card (NIC), and an access point (AP), which acts as a bridge between the
wireless and wired networks. An access point usually consists of a radio, a wired network interface
(e.g., 802.3), and bridging software conforming to the 802.11d bridging standard. The access point acts
as the base station for the wireless network, aggregating access for multiple wireless stations onto the
wired network. Wireless end stations can be 802.11 PC Card, PCI, or ISA NICs, or embedded solutions
in non-PC clients (such as an 802.11-based tel ephone handset).

An 802.11 WLAN is based on a cellular architecture. Each cell (BSS) is connected to the base station or
AP. All APs are connected to a Distribution System (DS) which is similar to a backbone, usually
Ethernet or wireless. All mentioned components appear as an 802 system for the upper layers of OS|
and are known as the ESS.

The 802.11 standard does not constrain the composition of the distribution system; therefore, it may be
802 compliant or non-standard. If data frames need transmission to and from a non-lEEE ~ 802.11
LAN, then these frames, as defined by the 802.11 standard, enter and exit through a logical point
called aPortal. The portal provides logical integration between existing wired LANs and 802.11 LANSs.
When the distribution system is constructed with 802-type components, such as 802.3 (Ethernet) or
802.5 (Token Ring), then the portal and the access point are the same, acting as atransation bridge.

The 802.11 standard defines the distribution system as an element that interconnects BSSs within the
ESS via access points. The distribution system supports the 802.11 mobility types by providing logical
services necessary to handle address-to-destination mapping and seamless integration of multiple BSSs.
An access point is an addressable station, providing an interface to the distribution system for stations
located within various BSSs. The independent BSS and ESS networks are transparent to the LLC Layer.
http://wwwin.cisco.com/cct/data/itm/wan/sdl c/wtsdllca.htm.

|EEE 802.11, 802.11b and 802.11a Physical L ayer

802.11 Physical Layer

At the Physical (PHY) layer, IEEE 802.11 defines three physical techniques for wireless local area
networks: diffused infrared (IR), frequency hopping spread spectrum (FH or FHSS) and direct sequence
spread spectrum (DS or DSSS). While the infrared technique operates at the baseband, the other two
radio-based techniques operate at the 2.4 GHz band. They can be used for operating wireless LAN
devices without the need for end-user licenses. In order for wireless devices to be interoperable, they
have to conform to the same PHY standard. All three techniques specify support for 1 Mbps and 2
Mbps data rates.

Photonic Wireless Transmission - Diffused Infrared (IR). The only implementation of these types of

LANSs use infra-red light transmission. Photonic wireless LANs use the 850 to 950 Nm band of infra-
red light with a peak power of 2 Waitts. The physical layer supports 1 and 2 Mbps data rates. Although
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