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fer, although this is son1ewhat n1isleadin g. The prima1·y motivation 
behind the OPP is tl1at of exchangin g elect1·011ic bu siness cards. OPP 
uses OBEX, as do all of the object exchan ge p1·ofiles. The vCar d object 
for1nat men .tioned in Chapt er 9 can be used to 1·epresent a bu iness card 
that can be exchanged using the OBE X protocol. Certainly othe r ty pes 
of objects besides vCa1·ds (including· notes, me ssages, calenda1· entries 
and in fact any object that could be exchang·ed using OBEX ) can be 
used with the OPP , but the ration ale behind the OPP is the busines s 
card exchange usage model. 

The OPP assumes compliance vvith the GOEP and then fur ther 
details the scena1·ios, function s and app lication considerati ons associ-
ated with object push. While it mak es allowan ces for pu sl1ing (and in 
certain ci1·cumstances pulling ) generi c obje cts be tween a clien t and a 
server, the OPP focuses on pu shin g bu siness card objec ts. 

OPP Development 
The OPP was the last of the object exchange pr ofiles to be defined. Syn-
chronization and file transfer are fundam ental usage mode ls that ha ve 
existed since the SIG was fo11r1ed; thus they wer e ob \rious profile candi -
dates. Originally only these two profile s were defined within the object 
exchange family. It was not untiljanuar y 1999 that the SIG mad e a dis-
tinction between two types of object exchange: a simpl e obje ct push 
model and a folder-based browse , push and pull mod el. The former 
supports a ''business card exchange '' usage scenario, and this concept of 
unidirectional 3 object transfer eventually grew to become the OPP, 
although it was not originally called object push. The folder -ba sed file 
transfer model is embodied in the file transfer profile , discussed below. 

One key difference between the OPP and the file transfer profile is 
that the OPP instantiates a usage case in which data objects might be 
offered in an unsolicited fashion. File transfer (and synchronization too) 
nor1nally are motivated by a desire of at least one party to acqliire new 
or updated information, and they often involve user intervention. Push-
ing objects is a different model: at least one party might offer data with-
out being asked, and that data is simply pushed to a static location (think 
of an in-box) without any afplication knowledge of file or directory 
structure. In some situations, a user might conJigure her device to offer 
her electronic business card to any other device that comes within prox-

3. The previous footnote applies here also. The OPP can generally be thought of as a unidirec -
tional object push, although limited object pulling is also possible, as explained in following 
sections. 
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imity and has the ability to take the business card.5 This aspect is unique 
to the OPP and was one of the main reasons that busine ss card 
exchange, or object push in general, was developed as a separate profile. 

OPP Examined 
Inh erit ing from the GOE P, the OPP defines a client and a serve r role, 
but further refines these ro les to those of a push client and a pzLSh server. 
Ju st as i11 the GOEP, tl1e push serve r is the device that provide s the 
object exchange serv ice, while the client is the devic e that doe s the 
pushing (and perhap s pullin g) of objects. Of course the se operations can 
be viewed as symmetric, in that if one device is pulling an object the 
other devi ce might be consider ed to b e pushing that same object. As 
explain ed for the GOEP, howeve r, the OBEX model do es distinguish 
betw een a clie11t and a server, and the OPP maintains this distinction. 
As in the GO EP, the client and server role s do not imply anything 
about the und erlying baseband master and slave role s. 

One of the first concepts introdu ced in the OPP is that of pulling 
bu sine ss cards, which for a profile dealing with pushing objects might 
seem unusual. Inde ed, tl1e OPP talks about push clients that can both 
push and pull obje cts to and f1·om push servers; this apparent dichot-
omy merits furth e1· exploration. Th e key is found in the unique aspect 
of the OPP , noted above, that involves offering (pushing ) unsolicited 
da ta objects . From the viewpoint of tl1e push client, objects are always 
being pusl1ed to a push server . In fact, during the errata process of the 
version 1.0 specification , a clarification was added to the OPP (present 
in the version l.OB specification) explicitly stating that the push opera-
tion involve s the client pu shing an object to the server. Yet the same 
push client can also pull ce1·tain objects , as described below, from the 
push serve 1·. Thi s concept is rooted in the OBEX transaction model, 
which has fundamental elements of pushing and pulling objects as well 
as the notion of a client and a se1·ver. One way that objects might be 
exchanged only through pushing is for a client to push an object to a 
serve1·, then have the devices exchange roles, then have the new client 
(old server) push an object to the new se1·ver (old client ). This would 
maintain a ''push-only'' purity but seems unnecessarily complex, given 

4. Consider, for example, meetings and trade sho,vs ,vhere business cards are exchanged; or any 
event at ,vhich a person might register herself by providing inforn1ation typically contained in a 
business card (nan1e, address, telephone number and so on). 

5. The OPP does ,varn against automating the object push operation, though , and suggests that 
user intervention should be required to initiate the object push and pull functions . 
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that the underlying protocol support s botl1 pu sh and pull operations. 
Thus OBEX and the OPP allow a ''push centri c'' usage m odel that also 
includes an optimization for pulling ce1·tain objects from a pu sh server, 
although push serve1·s are not 1·equi1·ed to supp ort thi s fea tur e. Thi s opti-
mization removes the need fo1· a client-server role switcl1 ,.vhile still per -
mitting the idea of a push -based usag·e mod el. 

The OPP defines three functions: object p ztsli., business card p ull and 
business card excliange. Object push is, of cow·se, the fund amental opera-
tion and the only mandatory function within the O PP. Th e other two 
functions are optimizations of the ty pe noted above, whereby the 
underlying OBEX pull operation is used to ext 1·act a spe cific object, 
namely the owner's business cai·d, from the push serve r. The pull op er-
ation is optional for push server s to support; note that the pull operation 
in the OPP is restricted to pulling only owner bu siness cards and not 
other objects, while the push operation can pusl1 any object (the file 
transfer profile , iliscussed below , provid es a m or·e gen era l bidir ectional 
object exchange ). The busines s ca1·d exch ange function is rea lly ju st a 
composition of a business card obje ct pu sh and a bu siness card pull 
function; thus it too is optional . Figure 14.2 illustra tes the typical oper a-
tion of the OPP. 

Push 
client 

) ) 

Push (any) object 

Pull owner's business card object (optional) ..., __________________ _________________________________________ _ 

Figure 14.2 

Push 
server 

Object push profile typical operation. Note that business card exchange is just a 
business card push along with a business card pull. 

Within the OPP are the procedures necessary to accomplish each 
of the object push, business card pull and business card exchange func-
tions. The object push operation allows several types of objects to be 
pushed from the push client to the push server: vCard ( version 2.1 of 
vCard is required), vCal, vMessage and vNote. The SDP service record 
of the OPP also allows a value for ''any type of object," which would 
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permi t two devices to exchan ge objects other than tho se noted above , 
assumin g that both devices und erstand the object format to be 
exchang ed. The business card pull and business card exchange func -
tion s take advantage of the OBEX default get object, which is an objec t 
that can be pulled by type rather than by name. By specifying that the 
default get object contains the device owner 's busine ss card, the special 
case of pt1lling the default get object allows the busine ss card pull and 
exchange operation s to be accomplished within tl1e context of the OPP . 

The final point discussed here about the OPP is that of secu1·ity. 
While exchanging objects betwee n devices can be very useful , it also 
could be dang erous when one consider s security exposure s like viruses, 
violation of pr ivacy and denial of serv ice. All of these could be concerns 
if devi ces excl1anged objects without any precautions. The OPP dis-
cusses at least two types of securi ty precaution s: the use of underlying 
Bluetooth transport securi ty and user interaction. The OPP indicates 
that authent ication and encryption at the baseband level must be sup -
ported, although they need not be used for every transaction. In addi -
tion, bondin g (described i11 the GAP ), which requires a trust 
relationship betwee n the two invol ved devices , must be supported, but 
again need not be used for eve1-y transaction. If used, these security fea-
tures can sig·nificantl y reduce the exposures noted above, since objects . 
can be exchanged securely , and only with devices that are kno·wn and 
trust ed . Beyond this, the OPP n1entions nume1·ous times that user inter· 
vention is recommended for many of the steps required to accomplis.H 
object push and pull ope1·ations. The p1·ocedures in the OPP that out-
line each of the push , pull and exchange functions all include steps 
where it is recommended that tl1e user decide whether or not to accept 
an object being pushed or to allow an object to be pulled. 

OPP Usage 
As discussed in the GO EP section above, middleware that implements 
the GOEP can provide a foundation for applications that implement 
the other object exchange profiles. Since all of these profiles share the 
common elements of the GOEP, it would not be uncommon to imple-
ment synchronization, file transfer and object push all in the same 
device. Much of the code-that which instantiates the GO EP-could 
likely be reused in each of the remaining p1·ofiles. 

In fact, the OPP, fi·om an application perspective, can be consid-
ered to be a special case of file transf e1·. Like file transf e1· ( discussed 
below), the OPP pushes (and perhaps pulls) objects between a client and 
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a se1-ve1·. The OPP restricts the type s of obj ects tl1a t can be pus hed and 
the circumstances under which sp ecific objects can be pull ed, so in som e 
respects 6it is a subset or resbicted case of file transfer. Syn ch1·011ization 
(also discussed below ) could require significant addi tion al logic b eyo nd 
the object ti·ansfer function s, bu t file t1·ansfe1· and object pu sh , in m any 
cases, might be implemented in the sam e appli cation (although the func-
tions might be p1·ese11ted to the use1· as two separ ate applicat ions). 

Application considerations for OPP includ e the pro vision of a user 
interface to allow the required user in tervention to occu1·. Th e user is 
the final arbiter of which obj ects are permi tted lo be pu shed on to and 
pulled from his device , so the appli cati on nee ds to pe rn1it th is sort of 
user interaction. Some of the se fun ctio11s mi gh t be can dida tes for in te-
gration with a general de vice control appli cat ion such as th e Bluetoot h 
piconet minder application described in Ch apter 8. 

THE FILE TRANSFER PROFILE 
The file transfer profile , or FP ,7 is the second of the thr ee pr ofiles in the 
object exchange famil y. Like synchr oniz ation and object pu sh , the FP 
uses OBEX to exchange object s, in this case files and dir ec tories (or 
folders ). Du1ing the early phase s of the specificatio11 de velopm en t, the 
definition of TCP / IP over Bluetooth link s wa s inves tiga ted (see the di s-
cussion of OBEX over TCP / IP in Chapter 9) and thu s the IETF file 
transfer protocol (ITP ) was a candidate for a file transfer profil e . In the 
end, the version 1.0 specification did not address g·eneric IP networking 
over Bluetooth links, so ITP is not a part of the version 1.0 file tran sfer 
profile, although in the future this almost certainly will be an alternative 
method for file transfer. Within the version 1.0 realm, though , file and 
object transfer is via OBEX. 

The FP can be considered to be a less restrictive, mo ·re robust form 
of the OPP in that it supports full bidirectional pushing and pulling of 
objects, yet it supports only two object types: file and folder. The FP does 
not directly address exchanging other object types like vCard , vCal and 
so on, although those object types could certainly be packaged as files 
and could be transferred using the FP. 

6. At least from an implementer's vie,v, although perhaps not from an end user's vie\-v. 
Z We use FP rather than FTP to remove any confusion with the Internet file transfer protocol. 
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FP Development 
Th e OBEX protocol was origi nall y adopted from the lrDA to support 
th e synch1·on izat ion usage m odel. But OBEX also suppor ts general file 
tran sfer, whi ch has been used in IrDA for some time. File transfer has 
been a fun darnen tal Bluetoot h usage scena rio since the SIG was 
farm ed, altho ugh it originally fell unde1· the conferenc e room scenario. 
As not ed in the OPP di scussion above, th e FP originally was an ali-
en com pas sing profile for object exc hang e but eventually was split into 
lh e two distinct app lication s of object pu sh, cove red in the OPP, and 
fold er-ba sed b1·owsing, pu shin g and pulling that remains in the FP. 

FP Examined 
Client and serv er rol es are defined by the FP in a manner similar to the 
oth er obj ect exc hange profile s. In thi s case, the client is the device that 
initiate s transact ions and pr esum ably will be pulling files from the 
serv er , although th e client might also pu sh objects to the server as 
de scribe d below. The server is the devi ce that exports a folder to the cli-
en t, which the clien t can br owse to initiate requests to pull files (or other 
fold ers) from the serve r. Th e server also accepts other data from the cli-
ent, in cludin g files that the client might pu sh and requests to create or 
delete objects on the serv e1·. While the client and server role definitions 
are imp ortant for execution of the profil e, many of the operations a:e 
symm etric , and it the1·efore see ms likely that many devices can and ,.,vill 
impl em ent both client and server function s of the FP. Indeed, the FP 
note s that a devi ce can support either role or both. . . 

Th e operations defined by the FP a1·e typical file marupulation 
operations, and they include: 

• Pulling files and folders 
• Pushing files and folders 
• Browsing and navigating folders 
• Deleting files and folders 
• Creating new files and folders , . . 

th clients v1ewpomt. 
Each of these operations is desc1ibed from e ti· ons and 

. . th client opera , Server operations occur 1n response to e · d' g to requests . 1 d c Id d respon in include supplying 1·equested fi es a11 10 ers ~n and file transfer (push -
to delete and create objects. The folder bi·owstngboth client and server, 
ing and pulling ) operations are mandatory for consisting of pulling a 
and these allow the simplest fo1m ?f file transfer, all files in the folder ), 
folder (the description, not the entire contents of 
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selecting one or more files in tha t fold er, and pullin g· th ose files. Oth er 
operation s that p1·ovide mo1·e advanced ft.111ctions are optio nal; these 
include the ability to pull enti1·e fold er cont ent s (which cot 1Id b e acco m-
plished with an iteration that pull s all files in a fold er, using j ust the 
basic folder brow sing and file pulling · ope r·ation s) and the ability to cre-
ate and delete object s. The FP in clud es pro cedu 1·es to follow for both 
client and ser,rer to acco mpli sh these operatio ns, along· witl1 the cor1·e-
sponding OBEX operation s of the GOEP t1sed in tl10 e p roce dur es. 
Figure 14.3 depi cts typi cal FP operation ; two cliffe1·ent typ es of dev ices 
are shown to illustrate that thi s ·usag·e scen ario is not 1·est ricted only to 
traditional computers. An y two de vices with com patible file repre senta -
tions could use the FP for file trans[ e1·. 

) ) 

Pull folder (description) 

Client 
Browse folder 

Pull file(s) 

Figure 14.3 
Push fil es, create/delete files, folders (optional) 

----------------- ----------- ---- ------------ ------- ---• 

Typical file transfer profile operation. 

The FP assumes user interaction for all file tran sfer operation s. In 
addition to mandatory support (but optional use ) of authentication and 
encryption, the FP mandates user intervention to initiate file transfers. 
As in the OPP, security exposures could surface when files are mo ve d 
to a new device. Therefore the FP also requires user intervention to 
accept files f1·om another device and to pull files from other de vices. 
The FP assumes that a user interface will be presented on a device as a 
result of pulling a folder description. That user interface allows the user 
to browse and select files to pull; similarly, local files can be browsed 
and selected for pushing to another device. So while the protocol stack 

8. Consider also de · h . . 1 . . . 
fi d vices sue as d1gita cameras with diskette dnves. Today pictures are trans -
err;d :S files using the diskette . Since the camera must have a file system, the disket te drive 

cou e removed and the files could be transferred using the Bluetooth FP. 
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includes security features tha t can be used in file transf e1· operations, the 
FP leaves to the end user tl1e ultim ate choice of which files to accept. 

FP Usage 
As describ ed in the OPP section, it seems likely that both OPP and FP 
migl1t be implemented together in man y devi ces. Once the GOEP sup-
port is in place, the addition s ne eded to support OPP and FPP are simi -
la1·, and ind eed might use the same code. 

As noted in Chapter 3, file lJ:ansfer is one of the mo st fundamental 
and useful func tions of dat a networking. Many device manufacturers 
believe that t1·ansfe1·1ing files and other objects is one of the mo st impor -
tant scenarios to suppor t in wi1·eless communi cation, since most users 
are likely to expect and make use of this function. Thus the FP plays an 
imp o1·ta11 t ro le in helpin g to ensure that file transfer can be accom -
plished i11 an intero per able fashion using Bluetooth technology. 

Most devices that are likely to suppo1·t the FP already have a file 
system and som e sort of user interface for that file system; in addition 
the y pr obably already include some n.otion of transferring files. While 
th e mechan ism used m ay or may not include OBEX file transfer , irnple- --
m entations of OBEX that meet the requir·ements of the GOEP can 
p1·obabl y be proct1red or developed in a straightforward manner. With 
GOEP-compliant OBEX support in place, and with a Bluetooth adap-
tation layer in the devic e's software stack that permits the use of Blue-
tooth links, it should be po ssible in most cases to link ( or perhaps adapt ) 
ex isting file system user interfaces for use with the Bluetooth FP. 

An integTated use1· interface fo1· FP (and also fo1· OPP) might 
include a Bluetooth piconet minder application like that described in 
Chapter 8 that allows users to select devices and services in p1·oximity. 
One option for a device that is selected in this way could be to obtain · 
file folde1·s from that device and initiate file transfer ( or business ca1·d 
exchange in the case of OPP as discussed above). This seems to p1·ovide 
an easy, straigl1tforward and intuitive method for extending the existing 
functions of a given device or platform to take advantage of Bluetooth 
wireless communication between two coope1·ating devices. 

THE SYNCHRONIZATION PROFILE 
Synchronization is a popula1· data communi~ations application and it 
has been one of the Bluetooth usage models since the SIG was formed. 
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The final member of the object excha11g·e fa1nily of pr ofiles is the syn-
chronization profile, or SP. The SP also build s up on t}1e GOEP an d 
uses the IrMC protocol to synch1·011ize obje cts. 

Synchronization can be con sider·ed to be a sp ec ial case of object 
transfer in which prog1·ammatic deci sion s ab ou t whi ch objec ts to t1·ans-
fer in which direction a1·e n1ade by syn cl11·011iza tion softwa r·e logic . Th e 
actual synchronization proces s can 1·ang·e f1·om very sim ple (t1nidirec-
tional pushing or pulling of a gToup of objects \,vitl1out any specia l trea t-
ment of those objects ) to very involved (selective exc h a11ge of objects or 
even partial objects usi11g principle s like differencing a11d conflict reso-
lution). Bluetooth sy11ch1·onization as defin ed in the SP tend s to 1nore 
closely 1·esemble the former, although appli catio11 logic can be add ed to 
the basic operations of the SP to achie ve m ore sophisticate d synchroni -
zation models. Data can be synchronized b et\vee 11 any two9enti ties, 
including devices and netvvorks. 

SP Development 
Even though synchronization is probabl y the mo st complex of the 
object exchange scenarios, the development of the SP prec eded that of 
the FP and OPP. The group that developed th e IrDA int e1·operabili ty 
protocols and their corresponding object exchang e profil es was known 
within the SIG as the synchronization group. 

Since the SIG's beginnings , synchronization among man y classes 
of devices (phones, PDAs, notebook compute1·s and othe1·s) ha s been a 
key usage case. In mid-1998, shortly after the SIG 's formation, the pos -
sibilities for automated synchronization (described more fully in Chap-
ter 3) had already been identified and the use of OBEX to accomplish 
these scenarios had already been proposed. The incorporation of 
OBEX into the Bluetooth protocol stack was primarily intended to sup -
port synchronization but, as we have seen, it also permits business card 
exchange, file transfer and other object transfer usage cases. A funda -
mental requirement was to be able to synchronize at least calendar and 
address book entries, although we will see that other data types can be 
synchronized as well. 

The synchronization task force within the SIG was unusual 
(although not unique) in that, in addition to the five promoter compa-
nies, other contributing adopter companies (namely PUMATECH™ 

9. In fact it is possible to synchronjze data among more than two devices, but we foct1s here on 
synchronizing between a pair of devices, ,vhjch most closely matches the Bluetooth communi· 
cation model. 
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and Extended Systems rt-1, both of whose primary business is in the area 
of data synchronization ) participated in the specification's development. 

Because synchronization from the outset was one of the main usage 
models, the SP was one of the first profiles to be developed. It was not 
completed any sooner than most other profiles, though, owing mostly to 
the fact that new enhancements to the profile (like provision for auto-
mated synchronization and the addition of new and updated object for-
mats ) were added after it reached an initial level of stability. One 
interesting aspect of the SP's development is that it, along with the other 
object exchange profiles, was the first to add a section on service discov-
ery , with service record and SD P t1·ansaction information. In this respect 
it served as a model for the other profiles, all of which (except for the 
''generic '' ones ) contain such information in the version 1.0 specification. 

SP Examined 
The SP first defines device roles, which once again derive from the 
GO EP and consist of a client and a server role. The client is the device 
that pulls data from the server, synchronizes that data against its own 
local objects, and pushes the resulting synchronized data back to the 
server. The server must support an object exchange service based upon 
the GOEP. As with the other object exchange profiles, these roles have 
no bearing on the unde1·lying baseband master and slave roles. The SP 
indicates that the server is usually a phone or a PDA, with the client 
usually being a PC. This is curious, since servers traditionally are c_o~-
sidered to be the more robust and capable machines. For the SP, ~t 1s 
the client that must contain the synchronization logic tha~ deter1nmes 
how to process the objects to achieve a synchronized ver~1on of t~em. 
Thus the SP describes a PC as a typical client, since a PC 1s more hkely 
to have available storage and processing power to operate a s):Ilchronlid-

. . h' d b th e-any device cou zation engine. However, t 1s nee not e e cas d , . 1 
take on the role of client or server, as appropriate. But to ay s typh ica 

h 
. " mall'' server, sue as a 

synchronization models usually sync ron1ze a 5 k syn-
''l '' 1· t lik PC or even a networ PDA or phone, against a arge c 1en e a . . al SP opera-

chronization service. Tl1is model is preserved U1 the typic 
tion, which is illustrated in Figure 14.4. 
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) ) 
Initiate synchronization operal1on 

Pull objects to be synchronized 

Client Server 
Perform synchronization against local objects ._ _ __, 

Push resulting synchronized objects 

Figure 14.4 
Typical synchronization profile operation. 

The SP does not directly address the 1-ules and proce sses necessary 
for a synchronization engine to actually synchr onize the objec ts with 
each other. Instead it defers to the IrMC specification [IrDA99b] for 
that level of detail , since there is no par ticular reason to mo dify tl1ese 
aspects of synchronization for use in Bluetooth enviro nm ents . In stead 
the SP focuses on the proc edures needed to initiate and contro l the syn-
chronization proces s. The SP discusses both client- and server- ini tiate d 
synchronization and provides procedur es to follow for tl1ese. In the 
former case there are two distinct scenario s: one for when the two 
devices are not yet known to each oth er and anoth er for when the 
devices have already bonded (that is, are known to and trusted by each 
other). The second case is an optimization that takes advantage of the 
fact that the devices have already bonded. Another proc edure is sup -
plied for automated synchronization , which is a special case of client -
initiated synchronization that is started without user intervention. Onl y 
bonded devices can synchronize automaticall y. 

Several different object types can be synchronized using the SP; 
the profile does not mandate which object types must be supported. 
Instead it mandates that at least one of the defined object types-phone-
book {or address book), calendar, notes and messages-be able to be 
synchronized. SDP is used to discover the supported object type(s) for 
the synchronization service. 

The SP relies heavily on the GOEP and GAP, making use of sev-
eral of the definitions and functions in each. In particular, some of the 
features defined in the GAP and GOEP are used for security. The SP 
mandates one of the highest security levels among all of the version 1.0 
profiles. It restricts synchronization to bonded, or paired, devices and 
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requi res the use of authentication and encryption. Further, the OBEX-
leve l authenticat ion discussed in the GO EP optionally may also be 
used . Unlike the FP and OPP , the SP does not call for user intervention 
as a security measu1·e. A user may initiate the synchronization transac-
tion (although in tl1e case of automated synchronization, even this user 
in teractio n is unn ecessary) and may be informed of the status and 
resu lts of the synch1·onization op eration, and might even be consulted 
abo ut desi1·ed actions (say, for conflict resolution) during synchroniza-
tion . Bu t the user typically does not authorize individual pushes and 
pull s of objects as in the FP and OPP (although the user might identify a 
set or class of objects that a1·e to be synchr onized). Since the SP does not 
rely on the user as a securit y arbit er, it specifies a relatively high level of 
other securi ty functions from the protocol stack. 

SP Usage 
Synchronization is a somewhat specialized application, although a popu-
lar one. It is a bit different from file transfer and object push, although the 
SP uses many of the same und erlying constructs and functions that the 
FP and OPP use. Since the SP build s upon the GOEP, an SP implemen-
tation could reuse OBEX rnidclleware that is also used for FP and OPP. 
But unlik e FP and OPP , which could be very similar (if not the same) 
appli cation s, SP would not necessarily be expected to be implemented 
on all of the devices wher e FP and OPP are implemented. A digital cam-
era, fo1· exa mple, might implem ent a file transfer function, as described in 
footn ote 94 above, but the synchronization function on a camera. see.ms 
less likely. As the SP notes, the devices most likely to use synchroruzatio~ 
are notebook comput ers, phone s and PDAs; these are devices. that( tyftpi-

. d ther information o en cally contain addre ss book s, appomtmen ts an o . 
called "PIM " or personal infonnation management functions) . . 1 d d · tion of the synchro-

The SP does not provide any detai e esc~ I MC specification 
nization pro cess itself; application s must . look to I though there is 
for guidan ce. Even beyond what is specified b~ r0. n 'applications can 

1. . d'fc · ti' Synchron1za 0 
i·oom for app 1cat1on 1 1erent1a on. timized methods fo1· 
add value through enhan ced user interfaces,1.

0kP · 
. . b. nd the I e. exchanQ"ing and synchron1z1ng o ~ects a . h t ·s enabled by Blue-o . aaon t a i 

In the case of automated syncbroniz . . still required, even . I. canon is . . . 
tooth proximity networking, an app 1 h ti·me synchronization is 

h · at t e · d · for though it may not be visible to t e user . h to configure his eVIce 
F

. bly will wis . · possible does 
Perf orined . 1rst, a user pre sum a th' s fun ca on 1s . . U t b cause t automated synchron1zat1on us e 
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not mean that every use1· will wish to take advan tage of it; some users 
might want to use this feature selectively). In ad diti on , some application 
software is needed on both the client and the server to discover the 
automated synchronization capability and to sta1-t and carry out the syn-
chronization operation. In man y situation s it is also advisable to pro vide 
some sort of indication to the user that the automated sync h1·onization is 
underway ( this probably should at least be a user-con figu1·able option, 
because many user s are uncomfortabl e ha ving their per sonal devices 
engage in nontrivial communications with other devices without their 
knowledge ). 

A final application consideration in the case of automate d synchro -
nization 

10
is how to deal with a device that leaves the proximity range 

before the synchronization operation com pletes. Consider a case where 
a user walks into an office with a PDA in a pocket or purse. If appropri-
ately configured, the PDA might begin synchr onizatio n with a PC in 
the office without the user being aware of it. The user might leav e the 
office in the middle of the synchronization pro cess. Thu s the synchroni -
zation application needs to somehow accoun t for this po ssibility, per -
haps through a checkpoint and restart proces s of partial synchronization 
or some other means. 

10. This consideration also applies for user-initiated synchronization, but less so. When a user ini-
tiates synchronization, she is probably likely to ensure that the devices being synchronized 
remain in range of each other until the operation completes. When the synchronization is 
started automatically, however, a user might not even be aware that it is occurring (see "Hidden 
Computing" in Chapter 3) and thus might very well walk into and then back out of proximity 
range before synch .ronization completes. 
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he final group of ver sion 1.0 profiles is what we term the networking 
profil es. Thi s group consists of the LAN access, dial-up networking and 
fax profile s. As noted in the preceding chapte1·s, each profile includes the 
aspe ct of a serial port, and the dial-up networking and fax profiles 
include an element of telephony. But to our way of thinking the primary 
focus of these profiles is on multihop (long-haul) data communications 
and netwo1·king. Clea1·ly both dial-up networking and LAN access are 
inten.ded to facilitate data networking, and the fax profile seems to have 
mor e in common with data networking (especially of the dial-up kind) 
than it does with voice telepl1ony. All of the profiles in this group include 
an element of access to a wide a1·ea network for data communication. 

All thr·ee of these profiles a1·e intended to take advantage of Blue-
tooth wireless communication to make a well-kno\-vn existing task easier 
by r·emoving tl1e need for cables. Using a fax or accessing a network, 
eithe1· di1·ectly or through a dial-up connection, are common tasks for 
many people. The profiles examined here define how to do these tasks 
in Bluetooth environments, without wires. 

Each of these pr·oJiles, being more oriented to data than to voice, 
tends to be centered mo1·e around a computer of some sort than around 
a phone. However, just as the telephony p1·ofiles were applicable mostly 
to phones but also had aspects relevant to compute1·s, the networking 
profiles are mostly for computer·s but also have aspects relevant for 
phones. Indeed, the dial-up networking and fax profiles can include 
both a computer· and a mobile telephone, with the phone being used as 
a fax or data modem. So these profiles are expected to be most usen.11 

259 
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fo1·, and n1ost often in1plem ented by, compute1 ·s (stationar y as well as 
mobile ), but mobile telepI1ones can p1·ovide se1·vices that gain them a 
key 1·0Ie in som e instances of these p1·ofiles. 

RELATIONSHIPS 

As shown in tl1e profil e 1·elations hips diagi·am (1·ef er ba ck to Figu1·e 
11.1), all three of these profil es de1·ive f1·om the erial port pr ofile, or 
SPP , that was describ ed in the previou s chapter. Thi s is not su1-prising, 
since the SPP and its associated RFCOMM pr otoco l a1·e intend ed to 
allo,v legac y applications to make use of Blu etooth vvireless trans port s, 
and all three of these profile s instantiate legacy appli catio ns ( that is 
the y define ho, v to do existing tasks witl1ou t wire s). So the se profiles ar e 
a logical fit as memb ers of the SP P famil y, whicl1 is the ba sis for the ver -
sion 1.0 cable-replacement scenarios. The y are also a g·ood fit with the 
SPP technicall y, since all th1·ee profil es involve applications that mo st 
likel)' will include the notion of communicating ov er a se1ial port. In the 
case of dial -up nehvo rkin g and fax, the use of a seria l inte1·face is obvi -
ous, since both use a modem ( 01· at least the abstraction of a m odem ) to 
communicate over a telephon y network, and . the most pr ev alent way to 
access nearly all modem s is via a seria l po1·t. In the case of LAN access, 
the use of the serial int erface might not be dir ect ly evide n t, since a 
direct network access cable is no t necess aril y modeled on a ser ial port. 
However , since the version 1.0 LAN access profile uses the p oin t-to -
point protocol (PPP ), thi s sort of LAN access tend s to re semble di al-up 
networking , and PPP maps well to a serial communic ation layer. Thu s 
all three of the profile s deri ve from the SPP and use a serial port com -
munication model. 

The dial -up networking and LAN access profile s together mak e up 
the Internet bridge usage model. As describ ed in Chapter 3, two sim ilar 
yet different methods are defined for using Blueto oth link s as a bridg e 
to a larger network like the Internet. Those two methods are defined by 
the dial-up networking and LAN access profiles, respectively . Curi -
ously, the fax profile has no specific publicized usage model behind it. 
So in a way the fax profile is not related to any of the other version 1.0 
profiles except in being part of the SPP family tree. Indeed the fax pro -
file is an example of the SI G's defining a formal specification for tl1e use 
of Bluetooth links to perform easily understood usage models. In this 
respect the fax profile might be more similar to a printing or scanning 
profile, neither of which exists in the version 1.0 specification although 
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they might be ge nerated in the future. Since it does not derive from a 
comn1on usage case, the fax profile is related only indirectly to any 
other· version 1.0 profil es. It does, though, have some similarities with 
the other two networ·king profiles discussed in this chapter, which is 
why we include it he1·e. 

THE DIAL-UP NETWORKING PROFILE 

Th e dial -up networking profil e, or DUNP, specifically calls for both 
comput ing and telephon y devices. Ind eed, dial-up networking is an 
area wher·e computing and communi cations overlap. In this case tele-
ph ony devices access teleph one networks so that computing devices 
can use that conn ect ion to access data ne tworks. As compared to a typi-
cal wire d scenario, the use of Bluet ooth wireless communication could 
enable two kind s of cables to be replaced : one bet:vveen the computer 
and the teleph one and one betwee n the telephone and the telephone 
line (assumin g the use of a cellt1lar mobile phone in the DUNP). Dial-
up networ king is po ssible with man y mobil e telephones today, without 
the use of Bluetooth tecl1nology, but normally a cable is needed 
between the computer and the telephone, even though the wide area 
netwo rk acces s via the mobile phone is wireless. The use of Bluetooth 
wir·eless co mmunication r·emove s the ne ed for this last cable in dial-up 
networking , enabling a comple tely wi1·eless 1 solution. 

Dial -up networ king involves the use of a telephone-in this case a 
mobile phone with Bluetoo th technology-as a data modem. The com-
puter uses the modem service of tl1e telephone (probably un~w_are that 
a physi cal wired modem is not present ) along with network dialing sobft-

. h · nected to the (pro a-ware to reach the network's access point t at 1s con · · h 
P . licitly addresses t e bly wired ) telephone networ·k. The DUN even exp .th d 

b"I t I phone WI a mo em use of a physical modem, rather than a mo 1 e e h modem . . ki I this case sue a serV1ce, to perfor1n dial -up networ ng. n h 1·ne while pro -
d · d telep one 1 

would presumably be conne~te to _a wi:e I this respect such a 
viding a wireless Bluetooth hnk to its chent {s). t (as are used in the 
modem would resemble a voice 01· data access pain ectively) in that it 

ofiles resp cordless telephony and LAN access pr ' back-end netwo1·k. . . I s to some d offers a spec ific type of wu·e ess acces ter is using a mo em 
. al d . d the compu Regardless of the physic eV1ce use , 

. y be needed to suppl y elec-
. thal ma d c_ . 'vVi ·gnore ,vires f . tint e there i1om l . No cab les are need ed for communicauons. e 1 me pe1iod o time 

b·J d . perat e for so trical po,ver, since most mo 1 e ev1ces can o 
an electrical po,ver supply . 
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service to access a t1·aditional telephone networ k that in h.1rn offers 
access to a data network such as the Interne t. 

DUNP Development 
The evolution of the DUNP (and its associate d p1·ofi1e, the LAN access 
profile ) is interesting. Originall y there was a single Internet b1idge pro -
file, just as the1·e is an I11ternet b1idge usag·e model. As tl1e marketing 
requirements docun1ent (MRD ) was refir1ed and add itional thoug h t vvas 
given to th.e topic of network access, two types of netwo 1·k access distin-
guished themselves. The MRD defined tl1e concept of data access 
points and split these into t\.vo types : \vide area nelwo1·k access, using 
modems, satellites , cellular network s and th e like; and loca l a1·ea net -
work access, using an access poin t to directly connect to an Ethe r·net, 
token-ring or similar LAN. 

At first the Internet bridge profile attemp ted to cover both of these 
types of data network acc.ess. It later becam e clear that the two scenarios, 
while similar from an end -user perspectiv e (and thus bo th considered to 
be part of the Internet bridge usage case), had different techni cal und er-
pinnings and would probabl y req11ire quite different impl ementations in 
devices. Thus the lnte1net bridge profile (like the three -in-one ph one 
profile discussed in Chapter 13) was split into its two constituen t par ts: 
dial-up networking (now the DUNP ) and. LAN access (discussed below ). 
The DUNP was developed by the telephon y control task force within 
the SIG, since much of the profile dealt with telephone call control 
(recall that at this time a telephony control protocol called TCS -AT still 
existed-Chapter 10 discusses this topic further - and much of the D U NP 
deals with AT commands over RFCOMM to set up and manage the 
modem service). The LAN access profile, on the other hand, was devel -
oped by the SIG's networking task force, since telephony was not really 
relevant to that profile. Even though both of these profiles spring f1·om a 
common usage model and they do have some technical similarities , the y 
also have some differences at the implementation level . 

DUNP Examined 
The DUNP defines device roles for a gateway device and a data terminal 
device. The gateway is the device that offers a modem service to allow 
connection to the network that is being accessed; gateways typically are 
modems or mobile telephones. The data terminal is the device, usually 
a computer of some sort, that is using the modem service of the gateway 
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devic e to access a data network. While dial-up networki ·ng is usually 
thought of from the viewpoint of the data terminal device accessing a 
network, the DUNP also notes that the 1·everse situation that allows the 
dat a terminal device to be dialed up via the modem device is also sup-
ported . Normally the data terminal device wishes to obtain access to a 
network , rather than to permit dial-up access to itself, although there are 
cases where the D UNP might be used for incoming connections. These 
gateway and data te1"Ir1inal devic e roles have no implications for the 
baseband maste1- or slave roles. 

Recall that while we consider the DUNP to be part of a network -
ing· gi·oup of profiles, it is a derivative of the serial port profile. The 
RFCOMM proto col is used to transpo1·t modem AT commands 
between the data te11nina1 (compt1ter) device and the gateway (phone 
or 111odem) device to establish and manage the connection to the net -
work . The DUNP identifies a small subset of standard AT commands as 
defined in the ITU -T V.250 standard [ITU99] that a1·e used to set up 
and manage the modem functions of the gateway device. 

The DUNP addresses optional support for audio feedback. While 
its primary purpo se is to support data calls, the audio capabilities of 
Bluetooth wireless communication permit a richer emulation of a wire-
line modem call by allowing for audio feedback. If audio feedback is 
supported, the modem tones associated with the call can be ti·ansmitted 
back to the data te1·mina1 device for playback th1·ough its audio output 
channel. Audio feedback can p1·ovide information to the end user about 
the call's progress, allowing the ''squeaks and squawks'' that many users 
have become accustomed to with dial-up networking also to be present, 
if desired, when using Bluetooth wi1·eless links. The se1·vice record of 
the gateway's 1nodem (dial-up networking) service indicates whether 01· 
not audio feedback is supported, so SDP can be used to determine 
whether or not this featu1·e is available when the connection behveen 
the gateway and data terminal is established. Typical D UNP operation, 
including optional audio feedback, is depicted in Figure 15.l. 
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Data 
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Figure 15.1 
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SCO audio feedback (optional) 
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Ga tev,a y 
device 

• 

.. 

\ ,( ,) 

The 
Internet 

Typical dial-u p networking profile operation . Note that the gateway dev ice also cou Id 
be a wireless modem access point connected to a wired telepho ne network. 

Security in the DUNP is handled at severa l leve ls. Support for 
baseband pairing is mandatory, although it need not be used for every 
connection. However, since the most common case of dial-up network -
ing with Bluetooth technology is likely to be a comput er using a mobile 
phone to access the network , charges ai·e likely to be incur1·ed from the 
phone service provider for the wide-area cellular connection of the 
phone call. Thus pairing is advisable, since it can restrict use of the 
phone's modem service to known and trusted devices. A phone 's owner 
may wish to make his phone's modem service available to his own com -
puter(s ) but probably not to anyone else's computer that happens to be 
in ra.nge. The DUNP also calls for the use of baseband authentication 
and encryption functions. At an application level, additional authentica -
tion such as a user identifier and password are likely to be required to 
access the network, once a connection to it is established. 

DUNP Usage 
The intent of the D UNP, like that of most other serial profile family 
members, is to enable legacy applications to take advantage of Blue-
tooth wireless links for existing functions. Dial-up networking is a com -
mon usage seen.aria, with many applications available for using 
modems to access networks. T.hrough the use of RFCOMM serial port 
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emulatio11 and a minimal subset of well-known and standard AT com-
n1and s, the DUNP provide s dialer applications with a functional inter -
face tl1at is vi1·tuall y identical to that which they use in the wired world. 
Witl1 the use of Bluetooth adaptation softwa re, as described in Cl1apter 
5, it shou ld be po ssible for legacy application s to conform to the DUNP 
witl.1 little, if any, change . 

Once dialing software has established the connection to the net -
wor k, multitudes of applications that use standard networking protocol s 
(like TCP / IP , HTTP , Ff P and so on) can execute using the dial -up net -
wo rk link and the serv ices available in the network . Hence the DUNP 
ena bl es other applications such as browsers , e-mail and tl1e like. 

For mo1·e information about how tl1e DUNP is used and I1ow it 
re lates to the LAN acces s profile , discussed below , see the following sec-
tion ''DUNP and LAP Compared." 

THE LAN ACCESS PROFILE 
Th e LAN access profile , or LAP , is the second p1·ofile that, along \\11th 
the DU N P, instan tiate s the Internet bridge usage case. Like the DUNP, 
it uses establisl1ed networking protocols over a Bluetooth wi1·eless link to 
enable a computing device to obtain access to a data network. In the 
case of the LAP , a n etwork data access poi1zt is used to connect to the net -
work rather tha11 a phone 01· modem used with a dial -up connection. Use 
of the LAP is analogous to directly connecting to a data network with an 
Ethernet ( or similar ) cable, althot1gh the t1sage is restricted to tl1e use o·f 
the IETF point-to-point protoco~ 01· PPP, over the Bluetooth link. 

Like the DUNP, the LAP is based upon the SPP and is aimed at 
cable replacement. In this case the network access is local area, rather 
than wide area as iI1 the DUNP. The LAP notes that this version 1.0 
profile defines just one method for accessing networks via data access 
points, with others likely in the future (Chapter 16 describes some othe1· 
Bluetooth LAN access possibilities). The most commonly described 
usage case for the LAP is for a computer to access a LAN, although the 
LAP does enable the development of data access points that could be 
used simultaneously by multiple Bluetooth clients. A specialized case of 
the LAP is its use to di1·ectly connect two devices for PPP communica-
tion between them rathe1· than to access a la1·ger network. 

" 
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LAP Development 
As noted in the DUNP disct1ssion , the LAP was 01·iginally par t of a sin-
gle Inte1net bridge profil e. Wh en tl1at profile was split, the LAP was 
developed by the SIG's netwo1·king task for·ce. Eve n thougl1 the LAP 
and the DUNP bot11 describe a method of realiz ing the Inte r·net brid ge 
usage case, they have som e tecl1nical differences, because dia l-tip net-
working is a bit diffe1·ent fro1n dir ect LAN acce ss using PPP . 2 

The networking task fo1·ce in the SIG was at one time called the 
TCP /IP task force , since its original mission was to define met hods for 
traditional IP networking in Bluetooth envi 1·onments. Th e group later 
decided that a mor e app1·opriate nam e fo1· tl1e task f 01·ce ,,vas Bluetooth 
nehvorking , since not all of the netvvorking considerations were re lated 
to TCP / IP, although cleai·ly IP netw orkin g is espec ially imp or tan t. 
Unlike most other task forces, this group did not define any p1·otoco 1s in 
the stack but rather inve stigated ways to use traditiona l networ·king pr o-
tocols , such as those defined by tl1e IETF , over Bluetooth links. Thu s 
there is no corresponding proto col stack layer in the core specification 
for the LAP. It is only this profile that defin es LAN access with Bluetoo th 
wireless communication , and it uses the RFCO M M pro toco l and the 
IETF's PPP. The LAP forms an important foundati on for more robu st 
future networking profiles , and it has al\,vays been considered to be an 
initial solution, but not an exclusive solution , for Bluetoo th networkin g. 

At first glance, it might appear that the solution developed by the 
networking group for LAN access is not as robu st as might be exp ected , 
especially for peer-to-peer communication in LAN environm ents. How -
ever, the group's choice was not made lightly . Thi s direction was cho sen 
after long deliberations that considered the feasibility of oth er solutions , 
the time to market, and the time constraints for developing and publish-
ing the version 1.0 specification. Peer-to -peer communication in purel y 
ad hoc, wireless networks is an area that is not yet mature. While many 
industry and academic efforts are underway , there is no robust, fully 
tested, widely accepted method for achieving it, especially one that is 
suitable for resource-constrained devices like many of those used in 
Bluetooth wireless communication. 

The SI G's networking group seriously contemplated IP nehi\lorking 
issues like address assignment, name resolution, default router assign-
ment, and so on. In an ad hoc network with no infrastructure services 

2. Although, as the LAP notes, once a PPP connection is established between two devices, furt11er 
interaction can occur much as it does for dial-up networking, wl1ich in turn often uses PPP 
internally. 
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sucl1 as DNS and DHCP , these and other necessary network support 
operations present unique problems . It became apparent that a solution 
to these problem s could l1ave a scope larger than just Bluetooth piconets. 
Had the SIG attempted to deve lop a general solution, it very likely 
would no t ha ve aligned with other industry activities that are proceeding 
towa1·d maturity; furthermore, any such solution would have required 
p1·ohibitive tim e investments in developme11t and testing. Thus, a gen-
eral solutio11 that addresses the difficult issues associated with ad hoc IP 
networking (and that would enable several aspects of the conference 
tab le usage case described in Chapter 3) was deferred until after version 
1.0. In stea d, the networking gi·oup focused on developing the PPP-based 
LAN access solution -fo r two reasons: (1) PPP is a widely used Internet 
standard that addresses host configuration and preparation for IP com -
munications; and (2) many devices, including popular PDAs, today sup-
port IP communications over PPP for dial-up access to IP networks. 
He11ce, a large number of computing devices can support the Bluetooth 
LAN access profile without modification to their installed networking 
stack-a consideration that should not be overlooked. 

Support for more general ad hoc peer-to-peer networking is an 
issue revi sited by the SIG , as discussed in Chapter 16. 

LAP Examined 
The LAP defines device roles of a LAN access point and a data terminal. 
The LAN access point (which is just different terminology for a data 
access point, \Ve use the latter term) is the device that exports PPP server 
function and is connected to a LAN, whicl1 might be Ethernet, token-
ring or some other type o·f LAN. 3 The data access point is typically 

1 1 ,,4 d th . . . f envisioned as a small ''wire ess p ug connecte to e w1r1ng 1n ra-
structure of the LAN, and thus often mounted on a wall very much like 
a cabled data access point would be , perhaps in an office, a conference 
room an auditorium or even in a home. The data terminal is the client 

' of the data access point and thus contains PPP client function, which is 
used to establish the connection with the data access point that in turn 
permits access to the LAN. In the most general case, there is an associa-
tion between these device 1·oles and the baseband master and slave 
roles. Much as a cordless telephony gateway must be a piconet ma .ster 

3. The LAP generally asst1n1es the scenario of \vireJess acces.s to a
1 

\vired ~'J, although access to 
a ,vireJess LAN, such as one tJ1at uses 802 .ll technology, 1s at east conceivable but might 
present some technical challenges. 

4. Often infonnally called a dongle. 
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(as described in Cl1apter s 10 and 13), a dat a acce ss point mu st also 
assume tl1e n1aste1· role if it suppo1·ts 1no1·e than one data term in al client. 
In the case of only one data terminal client (fo1· exam pl e, when the data 
access point is dedi cate d to a single clie11t or when th e LAP is t1sed for 
PPP networking · between two comp uters), it doe s not matter whi ch 
device assumes the ma ste1· 1·ole, but in genera l the data access point is 
assumed to be the ma ster· in LAP ap plications. 

The use of PPP is key to the LAP. PPP is ideally suited f 0 1· the con-
nection between th e data access point and the data terminal . IP netwo r·k 
traffic (as well as other netwo rk protocol s) can flow over the PPP link. 
PPP is also design ed for use over serial conn ections, and thus within the 
LAP , PPP op erate s over RFCOMM. 

Th e LAP is essentiall y a pro cedure for establishin g a PPP conn ec-
tion between the data access poin t an d th e data terminal. On ce the PPP 
connection is establi shed, conventio nal IP solutions can be em plo yed 
for networking functi ons such as obtaining an IP address. Stan dard 
IETF protocol s can then flow over the PPP connection to access ser -
vices on the LAN , mu ch as in dial-up ne tworking. Unli ke dial -up net-
working , though , the PPP con ne ction in the LAP is estab lished dire ct ly 
over a packet -oriented data link and thu s does not 1·equire m odem func -
tions and associated AT commands to establish the connection. Typical 
LAP operation with a single data te1n1inal is sho wn in Figure 15.2; note 
that there could be multipl e data terminals if supp orte d by the data 
access point (in this case, each has its own separat e Bluetoot h tran sport 
and PPP connection to the data access point , and the data access poin t 
must be the piconet master ). Figure 15.3 shows the special case of the 
LAP between two individual computers. 

Data 
Terminal 

Figure 15.2 

Establish PPP over 
RFCOMM connection 

IP {or other) data traffic 

~-.... 1· -~ .. - .. • ~: 
l.. ' \. 

LAN 

' - . 
~ - J 

Data 
Access Point 

Typical LAN access profile operation. Note that data access points optionally may 
support multiple data terminal clients. 
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IP (or other) data traffic Data 
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LAN access profile operation for networking between two devices. Either device can 
assume either role (data terminal or data access point). 

The LAP ha s an inte1·esting att1·ibute that merits disct1ssion. The 
service record associated witl1 the PPP /RFCOMM service makes use 
of the ServiceAvailability attribute defined by SD P. The LAP is the only 
versio11 1.0 profile that specifies use of this attribute, although as a uni-
versal servic e attribute, it could be used by any service. A data access 
point could support ma.ny data terminal clients, and the ServiceAvail-
ability attribute is used to indicate the degree of utilization of the data 
acce ss point (how ''busy'' it is with current cljents ). Thus in the case 
whe1·e multiple data access points exist for a given LAN (perhaps in an 
auditorium or large conference room ), a data terminal can perfo1·n1 
SDP transactions with each data access point to locate one that has 
capacity to handle additional clients. The SDP specification defines the 
ServiceAvailability attribute generically without specifying particular 
values to indicate deg1·ees of utilization. TI1e LAP recifically defines 
values for ServiceAvailabiljty for data access points, with a percentage 
range that roughly cor1·esponds to the nun1ber of possible active slaves 
in a piconet of which the data access point is master. 

Security is a significant conside1·ation of most networks; hence the 
LAP defines a high degTee of secu1·ity for the PPP connection that per-
mits access to those nehvor·ks. The LAP mandates authentication using 
device pairing, whicl1 can help to ensure that only authorized devices 
gain access to the network. This is important for. co1·porate and other 
private networks; the networ·k owne1· may. n?t wish to grant network 
access to any device that happens to be w1th1n range of a data access 

5. The actual ,,al ties are found in t}1e Bluetooth 1\ssigned Numbers portion of the core specifica-
tion (volt1me l). 
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point (that device mig·ht belong to a visitor· who is n ot at tthorized to 
access t11e private 11etwork). PI N-based authentication is re quir ed to 
authenticate vvit]1 a data access poi11t, so 11etwo1·k access could be 
granted by divulging the PI N to th e pr·ospective data access point cli-
ent. For mo1·e pt1blic data acce ss point s where it m ay be desi1·able to 
allow almost anyo11e to use the LAN, tl1e PI N could b e pub licized to all 
pe1·sons \vho ought to ha ve access, or -as the LA P specifi es- a defat1lt, 
ze1·0-length PIN could be used , effective ly p ern1itting un ive rsal adm is-
sion to the data access point and h ence lo the LA . In this latter case, 
additional secu1ity measur es could be necessa ry to restrict access to ser-
vices on the LAN or to otl1er netvvorks that ma y be access ible f1·om the 
LAN. The LAP also insists up on the use of encr) 'ption of all th e traffic 
on the Bluetooth wireles s link betwee n the data terminal (s) an d the data 
access point. In addition , oth er higl1er-laye1· secu rity m echani sms, 
including va1ious PPP authenti ca tio11 scl1en1es mentione d in the LAP , 
may be used to authentic ate and auth orize trsers of n et\,vork reso ur ces. 

LAP Usage 
As with the DUNP , the motivation for the LAP is to access ne tworks , 
primarily (but not exclusivel y) IP ne tworks. So if mi ddl e,,va1·e exi sts for 
PPP, along with a requisite IP stack , the same sorts of appli cations 
noted for the DUNP can execute over· the LAP 's PPP link: bro wse rs, e-
mail, FTP file transfers and so on. IP networking stack s and appli cations 
that use them are common in 1nany devices , and th ese legac y applica -
tions are enabled for use with Bluetooth wirel ess communi cation via the 
PPP link d.efined by the LAP. Further1nore , other· protocol s can operate 
over the PPP link. Notable among the se is WAP. Th e specification does 
not include a WAP profile; however, the use of a Bluetooth PPP / IP 
connection as a bearer for W AP traffic is described in volume 1 of the 
specification, and that part of the specification contains some informa-
tion similar to that found in profiles. In particular, SDP service records 
are defined for WAP interoperability, and the PPP connection as 
defined by the LAP ·for IP traffic is exactly what is used for W AP net-
work access. 

In the next section we offer additional information on how the 
LAP is used as well as a comparison of the LAP usage versus that of the 
DUNP. 
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DUNP AND LAP COMPARED 
Becau se the method s used to access IP-based services in the D UNP and 
LAP are similar , we assert that a data terminal device that implements 
both profiles could be dev eloped with little more effort than would be 
requi1·ed to implement ju st one. Mo1·eover , the user experience for both 
of the profil es on such a device could be quite similar, with applications 
providing the same user interface and procedures for both the DUNP 
and the LAP. Thi s is an added benefit to the user , who thus can be con-
cern ed with only the task at hand (perhaps browsing or accessing a cor-
porate application ), rather than with the underlying method used to 
conn ect to the data network. 

Fo1· either of these two networking profiles, the ultimate objective 
is to enabl e a connection between the PPP client function in the data 
terminal device and a PPP server function residing at the edge of an IP 
network. 6The primar y difference in the two profiles is the role that the 
Bluetooth link plays in enabling this connection . Figures 15.4 and 15.5 
highlight the differences and similarities in supporting IP communica-
tion s using these two profiles, showing a typical protocol stack used in 
each. To connect, log in, and authenticate oneself to a PPP service, one 
n1ay use a dialer application , like those used to connect to an Internet 
service provider over telephone networks . In the case of the DUNP, a 
modem connection is required to access the PPP server, and the Blue-
tooth link replaces a serial cable between the data ter1ninal device and 
the gateway device that contains the modem service. In the case of the 
LAP no modems are involved, but the Bluetooth link is used as a substi-
tute for a direct serial connection between the PPP client in the data ter-
minal and the data access point that exports the PPP server function. 
Apart from this difference regarding the role of the Bluetooth link in the 
two profiles, the same applications and processes used to achieve IP 
connectivity with the D UNP can be reused in the LAP. 

6. Note that other protocols besides IP can be multiplexed over PPP. Thus the IP discussion here 
applies for other protocols, too, but \Ve focus on IP as tl1e most commonly used net:\vorking 

protocol. 

-- -+;;; 
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Use of a Bluetooth link in the dial-up networking profile (DUNP). 
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Even though similar applications can be used with both profiles , 
one interesting usage scenario that differs between the LAP and the 
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DUNP is tl1e aspect of mobility. In tl1e typical case of the DUNP, the 
Bluetooth link is between the compute1· and the phone, while the net-
work co11nection is carried over the phone's wide-area cellular connec -
tion. Since cellular networks use handoff technology to deal with 
changing locations of the phone , the network connection ca11 be main-
tained even when the user is mobile, so long as the computer and the 
phone stay within p1·oximity to each other (whicl1 is likely, since both 
are person al device s presumably kept with their user ). With the LAP, 
thougl1, the Bluetooth link is tl1e netwo1·k connection. So long as a user 
remains in proximity to tl1e same data access point (as might occur in a 
conference room or audito1ium ), the network connection can be main-
tained. But if the user is mobile, the PPP connection to a given data 
access point could be tern1inated, requi1ing a new connection to be 
esta blish ed to a new data access point in the new vicinity, even if both 
data access points are connected to the same LAN. The specification 
does not address any sort of handoff scheme for this scenario. Solutions 
do exist, but they must be implemented at the application layer of the 
client and / or in network middleware (which might or might not be 
directly associated with the data access point ). 

THE FAX PROFILE 
The fax profile, or FaxP, 7 might be considered a special case of the 
DUNP (and in fact the DUNP mentions fax calls when it desc1ibes the 
data calls necessary for dial-up networking, but it states that fax is not 
part of the DUNP and instead is addressed in the FaxP). In many 
respects fax and data transmissions ar·e similar: both modulate and 
demodulate commands and data between two endpoints over a tele -
phon .e line. Yet there a1·e differences, much as a data modem is distin-
guished from a fax modem, and there are special considerations for 
faxing over Bluetooth wireless links. Thus fax function is addressed in a 
separate profile, and even without a specific fax usage model, it is an 
assumed scenario due to its similarity to data calls. 

FaxP Development 
None of the published Bluetooth usage scenarios address fax function. 
The MRD8 makes only two passing references to fax usage cases. So 
rather than having an associated usage model with a catchy name, th.e 

7. We use the term FaxP to distinguish it from the file transfer profile that \Ve call FP. 
I 
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FaxP simpl y tells how to do wireless faxing using Bluetoot l1 links. Whil e 
we treat the FaxP here as a ne twor·king pr ofile, its heri tage is in the tele-
phony -based profile s. As al1·eady 11oted, the D UNP and LAP were orig-
inall y parts of a single Int ern et brid ge profile. Wh en the DUNP was 
made into its own separ ate profil e, it initiall y includ ed fax scenario s as 
well as dial -up data networkin g (this is eviden t fron1 the m any similari-
ties in the structur e and content of the two profiles, as \A/e ll as the re fer-
ences to fax calls tl1at remain in the DUN P). Soon tl1erea fter the FaxP 
was also split into its O\.\'Il p1·ofile based upon tl1e considera tions above 
that make fax its own distinctive usage case. 

At about the same tin1e that the FaxP was spli t in to a separate pro -
file, tl1e1·e was significant debat e about the fax classes that could and 
should be supported over Bluetoot h links. We do n ot pr esen t a detailed 
discussion of fax technolo gy her e, 9bu t we do describ e enough about fax 
classes to frame the issue regardin g f~x in Bluetooth wirel ess communi -
cation. In what is called Group 3 fax , IO there are thr·ee pr otoco ls of inter -
est within the FaxP context: class 1, class 2.0 an d class 2. The form er 
two are ITU-T standard s while the latter· is an indu stry de facto stan-
dard, and indeed class 2 and class 2.0 are different (althoug h simil ar, 
and much of the following discu ssion of class 2.0 generally appli es to 
class 2 also). The debate about fax class supp ort in Bluetooth environ-
ments centers around timing requir ement s of these fax classes. A differ-
ence between class 1 and class 2.0 fax is the func tional split of two 
major components of fax transmis sion: call control and im age pro cess-
ing. In the typical FaxP usage case, a computer works with a mobile 
phone to send and receive fax information , similar to the typical D U N P 
case. In this typical configuration , both image proce ssing and call con -
trol functions are performed by the computer for class 1 fax ; wher eas 
for class 2.0 the phone manages call control with the computer handling 
image processing. There was some concern within the SIG that the 
Bluetooth link between the computer and the phone could cause delays 
sufficient to violate some fax timing requirements. These concerns are 
most pronounced with class 1, where the computer must manage the 
call control functions over the Bluetooth link in addition to the image-
processing load (the division of function between devices in class 2.0 
makes it somewhat less susceptible to these timing violations ). There 

8. Recall from Chapter 4 that the marketing requirem ents docum .ent pre ceded the specification 
and defined the usage models that drove the requirements for protocols and profiles. 

9. Interested readers can refer to, for example, [ITU96] as \veil as the standards listed in the "Ref-
erences" section of the Fax Profile chapter of the Bluetooth specification [BTSIG 99], volume 2. 

IO. More properly, Group 3 facsimile, but we will continue to use the common term "fax." 

IPR2020-00202 
Apple Inc. EX1057 Page 296



The Fax Profile 27 5 

was a proposal within the SIG to make support for class 1 fax optional 
based upon these conce1ns. After mucl1 study and debate , the SIG 
finally chose to mandat e support for at least one of the three classes ( 1, 2 
0 1· 2.0), witl1out specifyi11g any particular one as mandatory to support , 
and without directly addres sing the issue of timing req11irements with 
rega rd to these classes ( these considerations are left to the implementer, 
with the guidan ce of the Bluetooth specification and fax standards) . 

FaxP Examined 
It is not sw·prising, given the history of profile development, that the 
FaxP is quite similar to the DUNP . The examination of the FaxP here is 
abb1·eviated, since much of the DUNP discussion also applies to the 
FaxP. Th e FaxP define s the same device roles as the DUNP, namely a 
gateway device ( typically a mobile phone or a fax modem ) and a data 
terminal device (typica lly a comp uter ). These device roles have no 
bearing 011 the baseband master and slave device roles. Like in the 
DUN P, both outgoing calls (fax send ) and incoming calls (fax receive) 
are permitted. 

Since the FaxP is a derivative of the se1ial port profile, AT com-
mand s are used over an RFCOMM link for call control. The AT com-
mand set t1sed is dependent upon the fax class(es) supported. Audio call 
pr ogTess feedback is optional and is handled in the same manner as 
with the DUNP. Typical FaxP operation is shown in Figure 15.6; note 
that the gateway device also could be a modem. 

Data 
terminal 
device 

Figure 15.6 

Cellular 
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~' 

" "" ' ' 

AT commands over RFCOMM 

Fax data traffic 

sea audio feedback (optional) __..., Gateway 
device 

Typical fax profile operation. 
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• 
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The FaxP SDP service record is used to determine whether or not 
the optional audio feedback support is present , as ,,vell as to determine 
the fax class( es) supported, although the latter also can be determined 
using AT commands. 

Because fax transmissions are generally co11sidered reaso11ably 
secure, the FaxP mandates a relativel y high level of security. Authenti-
cation and encryption are requi1·ed, as is support fo1· bonding and at 
least one of security modes 2 or 3 (described in Cl1apter 12). 

FaxP Usage 
Clearly the FaxP is another example of a p1·ofile to enable existing 
usage scenarios to be accomplished by existing applications in a wire -
less fashion. Fax technology is quite 1nature and is widely used today. 
Through the use of modem and serial port emulation, the FaxP is 
designed to allow legacy fax applications to operate over Bluetooth 
links with little, if any, change. 
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THE FUTURE OF 
BLUETOOTH 

TECHNOLOGY 

·:---.=--__ l his book concludes with an examination of future directions 
-s, -~ r-·- ' for the Bluetooth technology . Chapter 16 discusses some 

l ! possibilities for future applications of Bluetooth wireless 
l ---- communication, including topics addressed by the SIG sub-
sequent to the publication of the version 1.0 specification. These include 
automotive, imaging, printing and othe1· scenarios. We also discuss the 
product landscape and marketplace for Bluetootl1 devices in the year 
2000 and beyond. Chapter 17 offers concluding remarks about present 
and future opportunities in this field. 
Part 4 is intended to provide a snapshot of Bluetooth wireless communi-
cation in the year 2000 and a vision of where the technology may be 
headed in the future. 

277 
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!}-fl aving examined the version 1.0 specification in detail, we now turn 
our attention to post -version 1.0 matters. In particular we look into the 
activities of the SIG in developing new profiles, as well as some possi-
bilitie s for products that use Bluetooth wireless technology. The thesis of 
this chapte1· is on new applications that might appear in the realm of 
Bluetooth technology , ratl1er than on factual content that \Vas explored 
in the main body of the book. Hence the tone of this chapter and the 
one that follows is a bit different. 

Earlier in the book we noted that for version 1.0 the SIG focused 
on enabling basic cable-replacement scenarios. The SIG consciously 
decided to defe1· profile development that would support many more 
advanced yet interesting and valuable usage cases so as to accelerate the 
development of tl1e version 1.0 specification. Many of these new usage 
models are addressed in p1·ofiles developed after version 1.0 public~-
tion. In this chapter we examine those profiles under development in 

the year 2000 along with other associated work within th~ SIG. f h t 
mplete picture o w a Just as the version 1.0 profiles are not a co d d f pro-I . h . the secon roun o Bluetooth wireless techno ogy offers, nett er ts b th specification 

files1to be published by the SIG the final answer a ?u~ : may well b~ 
Indeed, the story for Bluetooth wirel:ss comm.uruc~aion is likely to 
one without a definitive end, si11ce industry inno s to come. In this 
spawn new applications of the technology for yearb yond the first two 

c .b ·1·ti that go e chapter we examine just a tew poss1 1 1 es 
. b. t to change before final ----------:-:th:--- . . although this is su ~ec 

I. Tentatively called version 2.0 of e spec1ficauon, 
publication . 
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edition s of tl1e specification. In conjun ction with tl1e SI G's specification 
work , we also explore the land scape of Bluetoot l1 pr oducts, both those 
that a1·e being mar·keted a11d tho se tha t are likely to ap pear· in the fore-
seeable future. 

THE SIG RECONSTITUTED 

The SI G' s original char·ter technicall y expired vvith the publication of the 
version 1.0 specification. Tl1at charter called for the specificatio11's deliv-
e1;1, and once that was achieved, the SIG in one sense ceased to exist. 
The bylaws of the SIG allowed for the publi cation of e1-rata to tl1e origi-
nal specification , and version l .OB was publi shed in December· 1999 with 
man y corrections and cla1ifications to the version 1. OA specification . 

The SIG 's work didn 't really stop , thou gh, after the ini tial specifi-
cation was publi shed. Durin g the latter half of 1999, repr esentatives of 
the original promoter membe1·s of the SIG held. frequent discussions 
about the nex t steps that the SIG would take. These discussions culm i-
nated in Dec ember 1999 with the announcem ent of a newly chartere d 
SIG which included four new promo ter compani es (3Com , Lucent, 
Microsoft and Motorola ) in addi tion to th e origina l five founding pro-
mote1· companies (Erics son , Intel , IBM , Noki a and Toshib a). Along 
with the new promoter group , the SIG also had a new orga nization, 
including a new class of member s called associates. Associate memb ers 
are somewhere between adopter and promoter memb ers and ma y par -
ticipate in specification developm ent and SIG technical meeting s. The 
associate membership category was created to perrnit broad er parti cipa-
tion in the SIG, and several companie s immediatel y join ed as associ -
ates. At the same time, the SIG also announced the fo1·1nation of several 
new working groups, most of which are developing new profiles. This 
work, underway in 2000, is reviewed below. 

New Working Groups and Profiles 
Some important usage models were deferred during the development 
of the version 1.0 specification, and a number of new ideas for usage 
scenarios have surfaced as the Bluetooth technology has evolved. In 
2000, the SIG chartered several new working groups to explore many 
such usage models, with most of them resulting in new profiles. A brief 
review of each working group underway in 2000 follows. 

IPR2020-00202 
Apple Inc. EX1057 Page 302



The SIG Reconstituted 281 

It should be no ted that with the version 1.0 specification available 
and with man y implementations proceeding based upon its contents, 
ba ckwar d comp atibili ty is a key concern of the SIG. All of the working 
group s include compatibili ty with the version 1.0 specification as one of 
their core objectives . Indeed , this is why most of the version 2.0 specifi-
catio n work is embodi ed as profiles: profiles provide a way to introduce 
new function without affecting tho se capabilities that already exist. All 
profile s, save the GAP , a1·e optional. As new profiles become available, 
implem enter s may choose to supp ort them without affecting existing 
function s. T l1e protoco ls in the core specification are not expected to 
change significa ntly as the post-version 1.0 work proceeds; in some 
cases, optio nal ex tensions ma y be developed. But most new specifica-
tion con.lent will be delivered in the form of profiles. 

Radio 2.0 and Coexistence Working Groups 
Chai1·ed by Er·icsson and Nokia, the radio 2.0 working group investigates 
optiona l exte nsions to the radio specification. Among these are 
increased data rates, improvements to baseband functions (especially the 
inqui1·y proces s), ''handoff'' capability to support roaming, and better 
coexiste nce with other technologies operating in the 2.4 GHz spectium. 

Perhaps the most prominent ·feature under investigation by the 
radio 2.0 working gToup is that of higher data rates. The quest for more 
bandwidth in all types of communication seems insatiable, and most 
techno logies are constant ly striving for higher speeds and throughput. 
Increased data rates have be en seen in both wired and wireless commu-
nication with Ethe1·net and IrDA being but two examples. Bluetooth 
wireless 'technology is no exception, and many knovvledgeable en~eer·s 
believe that Bluetooth wireless communication can occur at higher 
speeds. In 2000 , the radio 2.0 working group was _looking into at le'.15t 
doubling the raw transmission speed of Bluetooth links to 2 Mb_ps, with 

. d . . t en more dramatically. some proposals that could increase ata I a es ev . d 
Like all of the wo1·king 2roups, the radio 2.0 group. IS co.nceme 

0 di 2 o ification IS expected to 
witl1 backward compatibility. The ra O · spec · . . 1 f tl e Bltle-
take the fom1 of optional extensions . Fundamental pndncihp est_ 0 g

1
e com-

lb l . lo"v cost an s or ran 
tooth radio , includin? g o a operation , the radio specification. 
munication, will contmue to be at the heart of f h ony with other 2.4 

One particular radio conside1·atio~, that O 
• a: coexistence wo1·k-

G Hz technologies, mer·its its own workin~ group. h as interference and . d ·th ssues sue . 
ing group. This gToup IS conce1·ne WI 

1 hn lames are used in the 
h u1 . I Rf tee o o 

pe1·formance impacts w en m tip e 
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same time and space. Working with other organization s, such as Hom -
eRfTM and the IEEE 802.11 and 802.15 wo1·king group s, the coexist -
e11ce wo1·king group produce s recon1mendation s to allow the variou s 
2.4 GHz technologies to work well togeth e1·. On e examp le is the SIG 's 
collaboration with the IEEE 802.15 working group, whi ch vvas fo1·med 
in the sp1ing of 1999 to de velop stan da1·ds for wir·eless personal area 
networks. In the sun1Ille1· of 1999, the SIG propo sed the ver·sion 1.0 
Bluetooth specification, which had ju st been publi shed as a potential 
IEEE 802.15 standard. A task group witl1in the 802.15 wor king group 
was then fo11ned to draft an IEEE 802.15 standard based upo n the 
group of Bluetooth transport protocol s2. 

Extensions and Enhancements Working Groups 
All of the working group s discusse d in this section had their genes is in 
usage cases that were add1·essed to some exte nt durin g the version 1.0 
specification development. In each case, some pr elimina ry wor k was 
done within the SIG during its ear ly da ys, but for va rious reaso ns th e 
complete profiles for these usage scenarios vvere deferred . Because the 
SIG fully expected to complete these profiles for ver sion 2.0 of the 
specification, the foundation for each was laid in version 1.0. Some of 
the resulting profiles will trace back to usag e cases de sc1ibed in Chapter 
3 for which no version 1.0 profile exists. The working grou p s dealing 
with version 1.0 extensions and enhancements are: 

• Personal Area Networking (PAN): The PAN working 
group is co-chaired by Microsoft and Intel and . is focused on 
general IP networking issues, including security. As described in 
Chapter 15 and elsewhere, the version 1.0 specification does not 
define a general solution for ad hoc IP networking; it addresses 
only dial-up networking and LAN access using PPP. The SIG' s 
original networking working group had some preliminary dis-
cussions of a general IP networking solution but realized that a 
comprehensive profile would require more time than was avail -
able for the version 1.0 specification. The PAN group was 
for1ned to continue this work, with the deliverable of a profile 
that addresses secure ad hoc networking to support usage mod-

2. The IEEE 802 standards are concerned only with the two lowest communication layers, the 
physical and data link layers. As such, only the group of Bluetooth transport protocols is rele-
vant to an 802 standard, and this subset of the protocol stack is the basis for the 802.15 pro-
posal. 
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els such as collaborative applications (much as described in "Ad 
Hoc Networking'' in Chapter 3). 

• Human Interface Devices (HID): Chapter 3 described the 
cordless computer usage mod el and noted that no profile 
existed for it in version 1.0. Th e HID 3 working group is 
intended to focus primarily on such a usage scenario. HID 
refers to computer peripheral s such as keyboards, mice, joy-
sticks and the like. HID is an existing specification for the use of 
such devices with computers, and the HID working group, 
chaired by Microsoft, is charged with the development of a pro-
file to realize the use of HID over Bluetooth links to realize the 
cordless comput er usage mod el. 

• Printing: Whil e none of the initial usage models dealt directly 
with printing, it is such a common task that it was discussed in 
nume rous working groups. The cordless computer usage model 
describes printer peripherals, and printing is a common exam-
ple for service discovery scenario s. Co-chaired by Hewlett-Pack-
ard ® (an associate member of the SIG) and Ericsson and populated 
by numerous printing experts, the printing working group addresses 
various usage cases that involve printing over Bluetooth links. 
These include direct-to-printer scenarios using peer-to-peer commu-
nication to print from various devices to a Bluetooth printer. 

• Still Image: In ''The Instant Postcard'' section of Chapter 3, 
we note that that scenario is unique among the version 1.0 usa?e 
models in that it includes a personal device other than a mobile 
phone or computing platform, namely a digital camera. Th~ still 
image working group, chaired by Nokia, works on_ details of 
image handling and manipulation in Bluetooth enviro_nments, 

. d 1 t th heart of its f OCUS with the instant postcard usage mo e a e t 
area. This working group for1nalizes the model of ialmagedtrdrans er 

d ·o and so a esses 
as described in the instant postcar scenari ' . ti (and 
manipulating the image, perhaps for display or prin ng 

. Extended Service Ducovery Profiles . t oexistence with 
described a design objective of SDP to ptn;hec ESDP working 
other industry service discovery proto~ s. focuses 00 fo1mal 
group, co-chaired by Microsoft and 3 om, ping selected ser-
specifications, in the forrr1 of profiles, for ~ap ments. The initial 
vice discovery protocols to Bluetooth envrron 

3. Not to be confused ,\Tith the hidden computing usage model. 

IPR2020-00202 
Apple Inc. EX1057 Page 305



284 Chapter 16 BEYOND THE VERSION 1.0 SPECIFICATION 

focus for thes e p1·ofiles is on the Universal Plt1g and Play and Sal-
utation technologie s (the 1atte1· bein g an outg1·owtl1 of [Miller99], 
wl1ich de sc1ibed a Salutation mappin g in in formal term s), 
although other profile s fo1· other· technol ogies m ay com e later. 

New Applications Working Groups 
While each of the working group s noted in the prece din g sectio n will pro -
duce profiles 01· other do cum entati on to enable nevv appli cation s of Blue-
tooth technology, tl1ey all l1ave groW11 out of wor k that was sta1·ted during 
version 1.0 specification developm ent. Th e wo1·king groups discussed in 
this section, on the contrary, are truly new domain s for Bluetoot h wire less 
communication. While these applicati ons might have bee n discussed in 
passii1g in the original SIG, the1·e was no specific \t\'Ork don e to enable 
the1n. Each deals with an application of Bluetooili techn ology that is 
more than just an evolutionary extension of the version 1. 0 usage models . 
The working groups dealing with nevv application s ar·e: 

• Car Profile: Automotive .manufa cture rs have expressed great 
interest in Bluetooth technolog y for in -vehi cle com mt1nicatio n. 
Chaired by Nokia, the car profile working group is investigati ng 
solutions for wireless communication within veh icles, including 
accessing devices and services in a car using Bluetoot h link s 
(perhaps automotive information and ent ertain m ent systems ) 
and the use of personal devices like page1·s, mobile phones and 
mobile computers in automotive environments. There are 
many possibilities for the use of Bluetooth wireless communica-
tion in vehicles. Consider scenarios such as automatically con -
figuring personalized settings in the automobile (ventilation, 
seat and mirror positions, radio settings and so on ) based upon 
personal identity carried on a Bluetooth device, or retrieving e-
mail through a cellular link between the car's Bluetooth network 
and a larger network and then having that mail read, using 
voice technology, over the car's audio system. Numerous other 
applications can be imagined, and the car profile working group 
is chartered to specify many of these. 

• Richer Audio/Video (AV): This working group, co-chaired 
by Philips ® and Sony ® (both SIG associate members), addresses 
the use of Bluetooth links for exchanging audio information 
beyond the simple voice-quality audio specified in version 1.0, as 
well as motion video data. With multimedia capability on Blue-
tooth devices, new usage scenarios for movies and video clips, 
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music (with wireless headphones ), video conferencing, dictation 
and othe1·s could be enabled. The AV working group deals with 
the challenges of handling this kind of data-intensive, time-criti-
cal information in Bluetooth environments. 

· Local Positioning: Co-chaired by Mic1·osoft and Nokia, this 
working group investigates the use of Bluetooth wireless tech-
nology as a means to deter r11ine the geographic location of a 
device (and often, then , the user of that device ). Through judi-
cious use of the prope1·ties of the short -range RF interface, Blue -
tooth tecl1nology can be employed to determine local (in-
building ) position information. The local positioning working 
group is chartered to provide a scheme to gather such infor111a-
tion and make it available in a standard way to applications. 
The applications could then use this infor111ation for a multitude 
of purposes that might include selection of the ''best'' device to 
connect to in a local a1·ea, based upon proximity, locating a lost 
device, and so on. 

Creating Additional Proiiles 
The foregoing a1·e some of the working groups initially chartered by the 
SIG in 2000. Ove1· time, new working gToups may develop more new 
extensions and profiles for Bluetooth applications. The SIG's new orga-
nization promotes participation by a wider group of contributors and 
enables the forn1ation of new wo1·king groups when sufficient industry 
interest exists for a given topic. The SIG has developed a for 111al pro-
cess fo1· the creation of wo1·king groups and profiles. As it does for the 
products discussed below, tremendous opportunity exists for innova-
tion resulting in new applications and profiles. 

BLUETOOTH PRODUCTS 
This section discusses the p1·oduct landscape for Bluetooth technology. 
We do not cite specific products or companies; 4 rather, we describe 
general product classes. We survey, in general ter1ns, the first Bluetooth 
p1·oducts to reach the market in 2000 and predict the kinds of products 
expected to appea1· over· time. 

4.. The official Bluetooth SIG \veb site, http://,v\v,v.bluetooth.com, includes a section that links to 
currently available products. 
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Silicon and Developers Kits 
The basis of the specification is tl1e radio and baseband ; so, too, are 
these components the fundamental elem ent s of prodt1cts. Manufactur -
ers building end-user product s need to start with a chip set tl1at i11clude s 
the RF componentry and digital sub systems for the baseband firmvva1·e 
and its associated memo1·y. Original equipm ent manufactu1 ·e1·s (OEM ) 
have a cl1oice among several suppliers of Bluetooth l1ardw a1·e. In 2000, 
at least seven vendo1·s we1·e suppl ying Bluetooth radio modul es to the 
marketplace. 

Most silicon manufactu1·ers also can suppl y con1plete de elope1·s 
kits to accompany the 1·adio module ha1·dvvare. Developers kits typically 
include a circuit boa1·d with multiple int erfaces to a host , alon g with 
protocol stack softwa1·e that executes on the host . Th ese devel oper s kits 
allow product manufacturer s to c1·eate their own pro du cts, both hard -
ware and soft\\,are , and to test and debu g those product s using the kits' 
accessible feature s. The se kits typicall y allo,,v fo1· f1·equent a11d easily 
made changes to the product under deve lopment , so that the devel op-
ment process is expedited. Often a large po1·tion of the product devel -
opment process can be completed using the develop ers kits and othe1· 
development tools, without having to cr·eate a final produ ct imag e until 
late in the cycle . 

In addition to general development systems, a specific class of 
developers tools for Bluetooth wirele ss technology also em erged in 
2000: protocol analyzers. These are tools that can capture the air-int erface 
traffic over Bluetooth links and present this information to the deve l-
oper in an easy-to -comprehend fashion. These wirele ss protocol anal yz-
ers are analogous to their wired counterparts but do not 1·equir e a 
physical connection to the products being tested, since they ju st need to 
intercept RF traffic. They tend to be passive recei vers which capture the 
packets in a piconet and transfer this data to a host for p1·ocess ing. The 
processing might include separating packets from each of the various 
layers in the stack and displaying that data in human-readable for1n on 
the host. Protocol analyzers can be especially helpful in Bluetooth envi -
ronments because the actual bit streams transferred over the ai1·-inter -
face can be quite complex. 5 

5. Consider all of the operations that might occur on the data before it is transmitted over the ai r-
interface: packetization, FEC, whitening , encryption and other transforn1ations could make the 
over-the-air data bear little resemblance to the logical PD Us generated by upper layers of the 
stack. 
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Since silicon, ha1·dwar e, firrnware and developers kits enable the 
p1-o~uction of end -user product s, these were the first Bluetooth products 
avail able. ~ume1 ·ous such hardware and development platforr

11
s 

becam e available beginning in mid-2000. 

Legacy Product Enablers 
One way to quickly intr oduc e Bluetooth technology to the marketplace 
is to produce ''a dd -on '' component s that attach to existing products to 
enab le them for Bluetoot h wireless con1munication. Examples of such 
pr oducts inc lud e PC cards (also known as PCMCIA cards ) for note -
book computers and similar device s and hardware "plug-ins'' (some-
ti1nes in ·for·mally called ''dongles ''; we use the two terms 
inter-changea bly) that attach to a standard interface such as a serial or 
US B port. 

T he fi1·st PC cards \,vith associated protocol stack software and 
driv ers for popular PC platform s were announced in 2000, with some 
being· demonstrated at dev elopers conferences. These Bluetooth PC 
cards work similarly to other PC cards; the card is installed in the com-
put er, along with its associated software, and the system is presented 
with a new int erface (in this case, one for Bluetooth wireless communi-
cat ion ). A primary advantag e of PC cards here is in adding capability 
for Bluetoo th wireless communication to existing machines in a 
st1·aigh tforward mann er. Without the purchase of a new computer, a 
new feature becom es available. One disadvantage is that the Bluetooth 
technology is not seamle ssly integrated into the system, as it would be if 
includ ed in the ba se manufactured unit. Thus performance may not be 
optimal , du e to considerations such as antenna placement (which is nec-
essarily on the PC card itself, or perhaps elsewhe1·e via a cable connec-
tion ; in eithe1· of these cases , fragility is one concern ). In addition, PC 
card slots on mobile computers typically are limited to one or two, so a 
Bluetooth PC card occupies a slot that might otherwise be used for 
other featu1-es. 

Interface add -ons provide a similar· way to enable existing devices 
with Bluetooth wi1·eless communication. These devices typically plug 
into an existing standa1-d interface, such as an RS-232 serial port or a 
USB port. As with PC cards, a dong·le with the appropriate protocol 
stack and driver software can enable the existing interface to support 
Bluetooth wireless communication. From the system's point of vie"v, the 
traffic is directed over the existing port just as it would be in a cabled 
environment, but the interface add-on then receives and transmits that 
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data over the Bluetooth air·-interface. The advantages and disadvan -
tages of dongles are similar to tl1ose of PC cards: they can enable imme -
diate use of the Bluetootl1 technology on existing device s, bu t they 
might exhibit nonoptimal performan ~e and fragility while taking up 
one of the system's inte1·face ports. 6In terface add -ons can be con-
structed for many types of devices, not just computers , t'hus (at least the -
01·etically) enabling any device that expo rts a stan da1·d inlerface to 
make use of Bluetooth \-\firele ss com muni cation . Handh eld computers , 
digital came1·as, printer·s, scan·ne1·s and other· de vices are all can dida tes 
for add-on Bluetooth solutions. Howe ver , pa ckagin g dongles for use on 
small ha.ndheld devices n1ight in some cases make the re sulting devic e 
significantly lar·ger and less convenient to use. Dongles for use with 
equipment that typically is stationary, such as print ers, scanners and 
similar devices , though , is potentiall y quit e valuab le. 

Because PC cards and inte1·face add -ons can enable legacy devices 
to immediatel y utilize B]uetoo th technology , the se devices were some 
of the first end-u ser products to appear in 2000 . The use of standard 
interfaces, like serial and USB ports, combined with the freedom from 
extensive electromechanical design and pa ckaging as is requir ed for 
integrated solutions , make s the p1·oduction of the se legac y devic e 
enabling products relativel y straightfor war d. 

Computers and Mobile Phones 
Given the composition of the original SIG's promot er members, who 
have significant business interests in mobile phone s and personal com -
puters (both desktop and mobile ), it is not surprising that these device s 
were among the first end-user products to have Bluetooth technology 
integrated into them. All of the version 1.0 cable-replacement usage 
models involve a phone, a computing platform, or both. 

Among the first products to be announced and demonstrated were 
Bluetooth mobile phones and headsets . Most major mobile phone man -
ufacturers indicated that they will ship handsets (and in man y cases, 
also headsets) with Bluetooth technology in 2000. The popularity of 
mobile telephones results in very high volume manufacturing (in the 
hundreds of millions of units) of these devices; hence mobile phones 
are a significant influence on Bluetooth module proliferation. I·f a signif-
icant portion of mobile phones include Bluetooth technology, then 

6. For a USB interface , this latter consideration is minimized througl1 USB's "multi-drop" device 
attachment scheme. 
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l1ardwar e costs can decrease as manufacturing volumes increase. 
Achieving low er-cost Bluetooth modules then enables their incorpora-
tion into other cost-sensitive devices such as consumer electronics (dis-
cussed below). 

Computer s are a key device segment for Bluetooth technology. 
Mobil e comput ers, especiall y, have a high affinity for Bluetooth \vire-
less communication and are included in several of the version 1.0 pro-
files . A number of major mobile computer manufacturers planned to 
in corp orate Bluetoo th technology in their products in 2000. Further-
m ore, through the use of PC cards (described above), the large installed 
base of m obil e PC s can be enabled with Bluetooth technology in the 
short term, in addition to integrated solutions that may be offered by 
comput er· manufacturers. Moreo ver, Bluetooth wireless communication 
is 11ot ju st for PC s; proto typ e solutions for several handheld computers 
vve1·e demon strated at developers conferences in 2000, so these devices 
ar e also expected lo incorporate Bluetooth technology. 

Other Products 
Th e initial marketplace for Bluetooth wireless communication is popu-
lat ed by m obile telephones and computers and associated .a~cess~ries 
and add -on components for these devices. This is not surpr1s1ng, given 
the composition of the SIG 's promoter group. But the complete SIG 
m ember ship also include s manufacturers and software developers from 
man y indu stries. ·u . d . 0 k 'nting st1 image an Given the SIG 's po st-version 1. wor on pn , . 

Bl t th technology 1ncorpo-
au tomoti ve solutions , we expect to see ue oo ·1 . the foreseeable 
rated in printers , digital cameras and automob1. esd intr·es are actively 

. h f these in us I future. Leading manufacturers 1n eac O oduce equipment 
d h · mentum to pr 

Participating in the SIG, an t ere 1s mo .. 
. · ti capability. with Bluetooth wireless commun1ca on d . se over time, many . e to ecrea As the technology 's costs continu Bl tooth "'vireless com-. porate ue d · the consumer electronic devices may incor being involve . . . . di . d o·y players h udiovi-municat1on. Again, With lea ng in us . . stereos and ot er a 3 dis-

SIG, Bluetooth devices including tel~visihon~arketplace. Chaptebr used 
in t e 1.a.• h' h can e sual devices are expected to appea~ t headset," w ic · . incorpo-

s ''th ult1ma e d' devices cussed what the I G calls e A other au 10 d ·th portable . 1 h nes. s se w1 with computers and mobile te ep O adset Jllight be u devices, perhap~ 
rate Bluetooth technology, such a he d other such ·n "vhich Blue 

. t s an . ducts t CD players, automobiles, s ereo t ,, other p1° 
enabling an ''ultimate ultirnate headse · 
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data over the Bluetooth aii--interfa ce. Th e ad vanta ges and disadvan-
tages of dongles a1·e similar to those of PC card s: they can enable imm e-
diate use of the Bluetooth technolog y on existing devices, but they 
might exhibit nonoptimal perform ance and fragili ty while taking up 
one of the system's interfa ce po1·ts. 6In terface add -ons can be con -
structed for many type s of devices, not ju st compu te1-s, thu s (at least the-
oretically ) enabling any device that expor ts a stan da1-d in terface to 
make use of Bluetooth wirele ss communi cation . H and he ld com pu ters, 
digital cameras , printer s, scann ers and other devices are all cand idates 
for add -on Bluetooth solution s. How eve1·, packaging do11gles for use on 
small handheld device s migh t in some cases make the 1·esul ting device 
significantly la1·ger and less co11venient to use. Dong les for t1se with 
equipment that typicall y is stationa ry, such as p1in ters , scann e1·s and 
similar devices , though , is po tentially quite valuabl e. 

Because PC cards and int e1·face add -ons can ena ble legacy devices 
to immecliatel y utilize Bluetooth techn ology, th ese de ices we re some 
of the first end-user product s to app ear in 2000. The use of stand ard 
interfaces , like serial and USB por ts, combined with the freedom from 
extensive electro ·mechanical design and packaging as is re quir ed for 
integrated solutions, makes the produ ction of these legacy de vice 
enabling product s relativel y straightf orward . 

Computers and Mobile Phones 
Given the composition of the original SIG 's pr omot er memb ers, who 
have significant business interest s in mobile phon es and per sonal com -
puters (both desktop and mobile ), it is not surpri sing that thes e devi ces 
were among the first end-user products to hav e Blueto oth technolo gy 
integrated into them. All of the ver sion 1.0 cable -replacement usage 
models involve a phone, a computing platforrr1, or both . 

Among the first products to be announced and demonstrated were 
Bluetooth mobile phones and headsets. Most major mobile phone man -
ufacturers indicated that they will ship handsets (and in man y cases , 
also headsets) with Bluetooth technology in 2000. The popularity of 
mobile telephones results in very high volume manufacturing (in the 
hundreds of millions of units) of these devices; l1ence mobile phone s 
are a significant influence on Bluetooth module proliferation . If a signif -
icant portion of mobile phones include Bluetooth technology, then 

6. For a USB interface, this latter consideration is minimized through USB 's "multi-drop " device 
attachment scheme. 
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hardwa1 ·e cost s can decrease as manufacturing volumes increase. 
Achieving low er-cost Bluetooth module s then enables their incorpora-
tion into other cost-sensitive devic es such as consumer electronics (dis-
cusse d below ). 

Compute1 ·s are a key device segment for Bluetooth technology. 
Mobile compute1·s, especially , hav e a high affinity for Bluetooth wire-
less communication and are included in several of the version 1.0 pro-
files. A number of major mobile computer manufacturers planned to 
in co1·po rate Blueto oth technology in their product s in 2000. Further-
m ore , thro ugh the use of PC cards (described above), the large installed 
base of mobil e PC s can be ena bled with Bluetooth technology in the 
sh or t term , in addition to int eg1:ated solutions that may be offered by 
comput er manufa cturers. Moreover, Bluetooth wireless communication 
is n ot just for PC s; proto type solutions for several handheld computers 
were demon strated a.t dev eloper s conferences in 2000, so these devices 
a1·e also expe cte d to incorporate Bluetooth technology. 

Other Products 
Th e initial marketplace for Bluetooth wireless communication is popu-
lat ed by mobil e telep hone s and computers and associated accessories 
and add -on com pon ents for these devices. This is not sw-prising, given 
the composition of the SIG 's promoter group. But the complete SIG 
membe1 ·ship also includes manufacturers and software developers from 
man y industri es . . . . . . e and 

Given the SIG 's post -vers ion 1.0 work on pr1ntmg, still i~ag 
automotive solution s, we expect to see Bluetooth technology mcorpbol-

b·1 ·n the foreseea e rated in printers, digi tal cameras and automo 1 es 1 . ti' ly · . h · d sti·1es are ac ve ·future. Leading manufacturers in each of t ese in u . ment 
. to produce equip participating in the SIG, and there 1s momen~~ 

with Bluetooth wireless communication capability . tt· e many 
. d ease over m ' As the technology's costs continue to ecr th wireless com-

consumer electronic devices may incorporate Blubet~og involved in the 
h l din · d tr layers eln di vi-·m unication. Again wit ea g· 1n us )' P d other au o 

SIG Bluetooth de~ices including televisions, stereosl ru: Chapter 3 dis-
' · h rnar·ketp ac · b used sual devices are expected to appear 1n t e ,, which can e _ 

cussed what the SIG calls '' the ultimate headset, dio devices incorpbol 
· h A ther au ·th porta e with computers and mobile telep ones. s O 

. o-ht be used :'1 erhaps 
rate Bluetooth technology, such a headset nuo_ uch de,'lces,. Ph Bltie-

d the1 5 · ""hie CD players automobiles, stereos an ° oducts U1 
' · · h d t '' Other pr enabling an ''ultimate ultimate ea se · 
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tooth technology could be used include u11iversal remot e controls, 
household appliances and even toys. Bluetooth technology certainly 
has the potential to be widely deployed in enterprise s, homes and pub -
lic venues. Successful introduction of the first device s can help to enable 
positive perception, user experience and value for users of man y types 
of de\rices. We believe that Bluetooth wireless communication is well 
positioned to make inroads in many different de\rices and n1arketplaces. 
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211 this book we have p1·esented many facets of Bluetooth wi1·eless com-
mun icat io·n. Pa1·t l introdu ced tl1e technology, discussed the origins of 
th e SIG and p1·esented an overview of wireless communication con-
cep ts leadin g to the development of the Bluetooth technology and spec -
ification . Pa1·ts 2 an d 3 delved into tl1e specification, aiming to make it 
mor e accessible and easily unde1·stood . Our choice of the title for this 
book is ba sed t1pon our e11deavor to reveal the specification's back -
ground and development in addition to interpreting its contents. Pa1·t 2 
covered the core specificatio11, or volume 1, focusing on the protocol 
stack. Part 3 add1·essed volume 2 of the specification, the profiles. 

We con clude with some forward-looking remarks about the direc-
tions in wl1ich Bluetootl1 wireless communication is likely to proceed in 
th e future. 

INTEROPERABILITY 
The motivation for p1·oducing profiles-over 400 pages in version 1.0, 
with more profiles continuing to be developed-is to foster inte1·opera-
bility. Indeed , the formation of the SIG itself was aimed at developing 
an open specification with backing f1·om leade1·s in the computing and 
telecommunications indust1·ies. The SIG is well aware that many prom-
ising new technologies have not gained market traction fo1· va1·ious rea-
sons , and the SIG believes, as we do, that interoperability is a key 
attribute that can enable the initial and continued success of Bluetooth 
technology. 

291 
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Besides expendin g t1·en1endou s effo1·t to deve lop tl1e pro files, the 
SIG also sponso1·s othe1· activities geared toward foste1i ng in te1·operabil -
ity. Events called unplugfests are held fi·om time to tim e. Du1i 11g unplug-
fests, vendors can test their Bluetooth solutions with those of others to 
dete1·mine how well the different impl ementatio11s in te1·operate. 
Unplugfests are info1n1al gathe1·ings where deve lope1·s, tinder nondi s-
closure agreements and within a spirit of coo peration, can ju dge the 
precision and completene ss of their p1·otoco l stack imp len1entatio ns. 
These events have been popt1lar and have allowed de,relope 1·s to dis-
cuss and test their in1plementa tions witl1 each oth e1·, helpi ng to reso lve 
conflicts and wo1·k towa1·d produ cing robt1st, in terope1·ab le solutions. 

The compliance testing· and logo progr am s p1·ovide more formal 
methods for testing and certi fying Bluetoo th i1np lementations. The cer -
tification progi·am is not covered in detai l in tl1is book ; a detai led pre -
sentation could perhap s be a book tmto itself. The com pliance testing 
and logo p1·ogTams were still maturi 11g in 2000 an d a1·e like ly to co11-
tinue to evolve over time . In gene1·al, these progran1 s revo lve aro und a 
process for· fo1,nal testing of a Bluetooth implem entatio n by a SIG-ce1·ti-
fied test body. The types of tests vary with the type of impleme nt ation 
being tested. Once a product is certified tlu·ot1gh the testing process, the 
product can spo1·t the Bluetooth logo (depicted in Chap ter 1) as an indi-
cation of its compliance with the specificat ion . Th e SIG publi shes ru les 
for the use of the logo; these rule s an.cl oth er auth ori tative info1·ma tion 
about compliance testing can be found at the official Bluetoo th web site, 
http: // w\-vw.bluetooth.com. 

OPPORTUNITIES 
Innovation is the lifeblood of the computing a11d communi cation s 
industries. The Bluetooth technology foster s innovation and present s 
many opportunities to many people . First and foremo st is the value it 
can provide to end users in the form of convenience and new applica -
tions of the technology. As the previous chapter pointed out, product 
opportunities abound for manufacturers and software developers. Like 
most new technologies, Bluetooth wireless communication presents 
opportunities for education and consulting by those who choose to 
become immersed in the technology. Indeed , this book and others on 
the topic are intended to educate and widely disseminate information 
about this exciting new technology. This book has not covered every 
facet of Bluetooth wireless communication-besides the new subjects 
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whicl1 will a1·ise as the technology evolves, there is still room for investi-
gating other topics in more depth than we have done here. Testing and 
certification, WAP interoperability, software design and development, 
silicon and antenna design and development and other subjects are all 
1·ipe for further exploration. 

With a solid and robu st foundation , exceptional industry backing, 
a detailed specification , tremendous momentum, and dedicated product 
develop ers worldwide , Bluetooth wireless communication is poised to 
be come a major influence in high -technology industries. Bluetooth 
technology has made great strides since its inception, and we believe 
that King Harald would be proud of his namesake. 
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