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call and adjust volume) was envisioned. As the telephony profiles
(including those noted above along with dial-up networking and fax)
were further developed, it became evident that a richer set of telephony
control functions was desirable and a working group was formed to
define these capabilities for the protocol stack.

With the initial recognition of a need for minimal audio control
functions early in the SIG’s history, it was at first supposed that these
simple operations would be accomplished via AT commands using the
RFCOMM serial port abstraction (recall that RFCOMM was fairly
well defined even at this early stage). Thus was born the TCS-AT speci-
fication. This specification was intended to describe how standard AT
commands could be mapped over the Bluetooth protocol stack and to
define any new AT commands required for Bluetooth wireless commu-
nication. TCS-AT was designed to support legacy applications that send
and receive AT commands over a serial port (most likely using a serial
cable). TCS-AT of course specified the use of RFCOMM as the serial
port replacement. As the specification progressed, it became apparent
that there was very little need for any new AT commands specific to
Bluetooth environments (only two new AT command responses were
identified as being useful enough to propose specific definitions for
Bluetooth TCS-AT). Thus the TCS-AT specification became a short ref-
erence that described how to use AT commands in the Bluetooth proto-
col stack, and its definition was absorbed into the profiles that use AT
protocols (namely headset, fax and dial-up networking).

In the meantime a binary, packet-based telephony control proto-
col was also being defined within the Bluetooth protocol stack. Called
TCS-Binary (or TCS-BIN), it was adapted from an existing ITU-T spec-
ification, Q.931 [ITU98]. As in other cases, the SIG’s adoption of exist-
ing standards provided benefits for the protocol stack, in this case
including the capability for robust telephony control operations in a
standardized manner. In early 1999 it was observed that the likely
future direction for telephony control applications was along the lines of
the TCS-BIN (ITU-T) style, and it was further observed that TCS-BIN
provided all of the functions necessary for all of the telep.hon)"-base?d
profiles. Finally it was also observed that the TCS-AT spec1ﬁcat10r.1 did
not provide significant new functions specific to Bluetooth environ-
ments and primarily specified a method by which legacy applications
might use standard AT commands over RFCOMM as a means of cable
replacement. Thus TCS-BIN subsumed TCS-AT as a separate protocol
in the stack. The SIG decided to remove TCS-AT as a separate specifi-
cation, although the functions were not removed; only the name was.
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Thus the version 1.0 specification does not mention TCS-AT,! although
several applications in fact do use RFCOMM as a serial transport for
AT commands in cases where a modem service supports such a config-
uration. Indeed, the headset, fax and dial-up networking profiles use AT
command telephony control. With only TCS-BIN being explicitly men-

tioned in the specification, all further references to TCS herein imply
TCS-BIN.

The TCS Protocol Examined

In addition to what the specification calls TCS supplemental services
(including caller identification information and dual tone multi-frequency
[DTMF] tone generation), TCS defines three major functional areas:

* (Call control
* Group management
* Connectionless TCS

Each of these is explored below. The majority of the more than 60
pages of specification devoted to TCS deals with the detailed syntax
and semantics of TCS-BIN, which are not reproduced here. Instead we
highlight some of the important features and nuances of TCS-BIN in
the protocol stack.

TCS Call Control

The TCS call control functions serve to set up calls that subsequently
will carry voice or data traffic. TCS acts as a state machine, performing
the operations necessary to progress a call from one state to the next,
and tracking the resulting state. When making calls, these operations
might include such things as setting up the call, including dialing infor-
mation; establishing and confirming a connection; and disconnecting
when the call is complete. For received calls, the states and transitions
include call presence (ringing), call acceptance and connection estab-
lishment and termination. Much of the TCS chapter of the specification
is devoted to a full explanation of these states and their transition opera-
tions; the appendix to the TCS chapter of the specification details these
states and transitions in comprehensive state diagrams.

1. Actually there is one “leftover” reference to TCS-AT in the Bluetooth Assigned Numbers
appendix of the specification, the last remnant of TCS-AT’s former existence as a separately
described protocol. As defined there, the value could be used to indicate a device’s support for
AT command telephony control.
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The telephony control functions can operate not only in a point-to-
point network topology but also in a point-to-multipoint configuration.
The multipoint environment is relevant, as pointed out in the specifica-
tion, for incoming calls when numerous phones all need to receive the
incoming ring signal and control information. In this case, TCS uses
multipoint signaling to alert all the telephones of the incoming call; it can
then establish a single content channel (where the voice or data traffic
will flow) with the telephone that answers the call.2 TCS does not deal
with the content that is subsequently streamed over the channel but only
with the call control functions that occur on the control channel,

Unlike RFCOMM, in which a single instance of the protocol layer
is multiplexed, the specification indicates that multiple instances of TCS
may be executed at the same time to handle multiple calls (recall that
Bluetooth wireless communication permits up to three voice channels
simultaneously over the baseband). Multiple instances of TCS simply
use multiple L2CAP channels.

TCS Group Management

Group management functions use the concept of a wireless user group (or
WUG). Such a group can use the TCS group management functions to
allow for groups of devices to take advantage of some special functions
that TCS enables. These functions include a method for one device to
make use of the telephony services of another device in the group; a way
to manage group membership (called configuration distribution); and a
way for two slave members of the group to use the TCS protocol to
establish a direct connection (called fast intermember access).

Group management is useful in telephony applications to enable
the provision of the sorts of telephony functions that many users expect,
such as multiple telephone extensions, call forwarding e.md group calls.
In addition, group management can help to accon?p.hsh parts of the
three-in-one phone profile by permitting phones to join a WUG (thus
enabling a cellular phone to be used as a cordless phone) and to directly
communicate with other TCS devices (thus permitting the intercom or
“walkie-talkie” function). ;

A WUG is just a group of devices that all support TCS. The spegﬁ-
cation makes special provisions for security within the WUG by allowing

2. The need to transmit ring signals simultaneously to multiple telephone hafldsets was a prin}ixry
motivation for including group abstraction and management and connechonless' chanqels in
L2CAP. These features could certainly be utilized in other future scenarios, but in version 1.0

they are used only in the context of TCS-BIN.
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the WUG master to distribute keys used specifically for communications
within the WUG, including communication with the master and separate
communication (using a different key) with other WUG members as is
done with the fast inter-member access described below.

One device in a WUG can request to use the telephony services of
another device in the WUG; TCS calls this an access rights request. A
handset might request the use of the telephony services of a base station
to make a call, or an access rights request might be used to transfer a
call from one TCS device (such as a handset or headset) to another.

Configuration distribution is the TCS-BIN method for managing
the membership of the WUG. Again using the concept of a WUG mas-
ter that maintains all of the information about the WUG. TCS-BIN
defines a protocol for the WUG master to send updated WUG configu-
ration information to each WUG member, each time that configuration
information changes. For example, this might be used to inform all
WUG members that a new member has joined (or that some member
has left) the WUG. Among other applications, this feature could be
used to support the three-in-one phone profile by advising WUG mem-
bers (perhaps stationary handsets and base stations in a home) that a
new member (say, a mobile phone brought into the home) has joined
the WUG. Thus the mobile phone’s presence is known and it can con-
tact the base station (to act as a cordless phone) or it could directly con-
tact other phones in the WUG (to act as an intercom).

Fast intermember access is a facility by which any two WUG
members can quickly establish a connection with each other. This fea-
ture makes use of the fact that two members already belong to a WUG
and have already established connections with a common WUG mas-
ter. Thus all WUG members are already in a single piconet, all using
the same hopping sequence established by the WUG master’s clock.
Furthermore, via the configuration distribution noted above, all WUG
members can know about all other WUG members. Because all of this
information is already known, it can be leveraged to establish a connec-
tion with another WUG member more quickly than such a connection
could be established from scratch. With fast intermember access, a
WUG member uses the configuration information to determine another
member with which it wishes to establish contact. It forwards this infor-
mation to the WUG master, which in turn contacts the target WUG
member. That member then responds to the WUG master, includes its
own clock offset information in the response, and then places itself into
a page scan state. The master forwards the clock offset information to
the requesting WUG member, which can then very quickly use this
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information to establish a connection with the target member by paging
that member (which is now in page scan state to accept such pages), the
result being a new piconet, consisting initially of the two devices. This
scheme takes advantage of the other features that are already in place
for a WUG to enable quick direct connection between any two devices
in that WUG to support, for example, the “walkie-talkie” function of the
three-in-one phone profile.

Connectionless TCS

Finally, TCS-BIN also provides a way for devices to exchange call sig-
naling information without actually placing a call or having a TCS call
connection established. This is called connectionless TCS. Connection-
less TCS provides a sort of “sideband” in which devices within a WUG
can send messages to each other without having to have a TCS connec-
tion established between them. What sort of messages might these
devices want to send? The specification defines only a single message
format for connectionless TCS called CL Info. CL_Info messages in turn
can contain only two types of information: audio control, used to spec-
ify information about microphone gain and speaker volume settings,
and company information, which is the common TCS way to allo»?/ any
information not specified in a standardized TCS format to be inter-
changed. Thus it can be seen that connectionless TCS could be used to
manage the audio settings of all members of a WUG as well as to com-
municate product-specific features, defined by the manufacturer, among
all of the devices from that manufacturer in the WUG. Such usefof con-
nectionless TCS might allow, for example, advanced telephony eaturlejs_
to be used between a base station and a handset from thehsamrsarrrllj;c_
facturer that might not be available to handsets from another it

< ns the basic telephony
turer (although through standard TCS operation UG with all hand
functions would be expected to work within the

sets).

Bluetooth Audio Development i s

There was no audio working group P€’ &
been an inherent part of Bluetooth »ereleszt
inception and thus has always been mteg,;T % i
design of the protocol stack. Audio (voic€ 2 scO links were &€

SCO links at the baseband layer. T i

tl
defined early in the SIG’s historys shortly

e

IPR2020-00202
Apple Inc. EX1057 Page 219



SSNITOEL

198

Chapter 10 » AuDIO AND TELEPHONY CONTROL

announced (the addition of multiple SCO connections to support multi-
ple voice channels was introduced in mid- 1998).

This evolution of Bluetooth audio mirrors its situation within the
stack: it is not a distinct protocol layer but rather a fundamental part of
the technology. Audio essentially is integrated into the baseband. Owing
to a few specific considerations for audio in the protocol stack we discuss
it as a separate topic. And as noted above, due to audio’s affinity with
telephony, for pragmatic reasons we discuss it in this chapter.

Bluetooth Audio Examined

A quick scan of the specification searching for audio information is likely
to locate only Appendix V, “Bluetooth Audio.” This appendix contains
information interesting mostly to audio and sound engineers, including
such things as recommended sound pressure, loudness and audio levels.
Although important, it is not the fundamental information about how to
deal with Bluetooth wireless audio traffic. That information, as might be
expected from preceding discussions, is actually found in the “Bluetooth
Audio” section of the Baseband chapter of the specification.

While audio in Bluetooth wireless communication need not be
used exclusively for voice, its design is optimized for voice content.
Sound tends to be continuous for periods of time and is thus isochro-
nous, or time limited. The transmission rate for Bluetooth audio traffic
is set at 64 Kbps, chosen to be sufficient for normal voice conversations.
While the communication of other audio media (say, music) over Blue-
tooth audio links is not precluded, the design is not based upon such
audio traffic; it clearly is centered around vojce traffic.

Two types of encoding schemes are specified for Bluetooth audio.
The first is pulse coded modulation (PCM) with either of two types of
logarithmic compression (called A-law and p-law) applied. PCM audio
with these compression types is well known and widely used for general
audio, including things like short sound clips. The second audio encod-
ing scheme is continuous variable slope delta (CVSD) modulation. The
characteristics of typical voice conversations, which have a more pre-
dictable continuity than general audio (music, for example), make a
delta-slope prediction more efficient. CVSD generally is also more tol-
erant of communication errors. Thus CVSD, in general, is a more effec-
tive and efficient (and thus generally preferred) method to use for
Bluetooth audio communication; we observe once again that this is an
optimization for voice versus other forms of audio.
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The specification says little else about audio as a topic unto itself.
The remainder of what needs to be specified (and what implementers
and others may wish to understand) about audio can be gleaned from a
study of the baseband protocol, including the SCO packet structure and
timing designed specifically to support audio traffic simultaneously with
data traffic. This information is found in the baseband chapter of the
specification and in Chapter 6 of this book.

One final note about audio: it should be clear that Bluetooth audio
as described here and in the specification is digital isochronous (effec-
tively streaming) audio traffic that operates directly over the air-interface
using the baseband protocols. Of course audio information can also be
encoded in a digital packet-based format® using local recording and
playback. Such digital audio information clearly could be transmitted
over Bluetooth links using the L2CAP layer of the protocol stack, but
this is quite different from what we refer to here as Bluetooth audio.*

Audio and Telephony Control Usage

Several families of telephony applications are possible. TCS-BIN is
intended to support applications that realize the Bluetooth telephony-
based profiles: cordless telephony and intercom. These are the only two
profiles technically classified as telephony profiles, based upon their
usage of TCS-BIN. Such applications are expected to use TCS-BIN
directly, as depicted in Figure 10.1.

Other sorts of applications also might be considered in some
respects to be telephony applications; these include dial-up networkl.ng,
fax and headset profile applications. In volume 2 of the speciﬁcatl‘on
these profiles are considered to be part of the serial port profile family;
this is because the telephony facets of these applications tend to use tl}e
programming model of AT commands over a serial port (RFCQMM n
the Bluetooth wireless communication case), as described earlier in Fhls
chapter. Although not TCS-BIN based, we also consider these a}ppllcg-
tions in general to be telephony applications, and they are deplcted $
Figure 10.1 as such (that figure shows telephony applications using bo
TCS-BIN and AT commands over RFCOMM).

3. Such as WAV and many other fundamentally similar represema.tions_ e

4. For one thing, it is not truly isochronous, at least not in a streaming, over-the-air fas 1an- boes
another, most encoding schemes for such digital packet audio are designed so that ™ iz)ilng E
of audio (music, sound clips and so on) can be effectively rendered, rather than optim

audio content for one primary use such as voice.

i
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Legacy applications are likely to use AT command telephony con-
trol, since this is the typical programming model in the world of serial
cables. New applications developed specifically to make use of Blue-
tooth wireless links, though, are encouraged via the specification to
make use of the TCS-BIN protocol, which provides a robust set of tele-

phony control functions based upon an existing standard that has been
adapted for the Bluetooth stack.

Telephony and audio, particularly v
roles in the Bluetooth stack. With their associated applications (which
may involve both computing and telecommunications devices in some

profiles and usage models), they provide a distinguishing feature of
Bluetooth wireless communication.

oice audio, play important
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Part 3

THE BLUETOOTH
PROFILES EXAMINED

7 aving examined the Bluetooth core specification in Part 2,
| ‘ we continue in Part 3 with an examination of volume 2 of
o | the specification, known as the profiles. We begin in Chap-
_ === ter 11 with an overview of the profiles and their interrela-
tionships, including the rationale for our own grouping of the profiles in
this book. The remaining chapters then explore each of the published
profiles in logically related groups. Chapter 12 discusses the fundamental
generic access and service discovery application profiles. Chapter 13
explores the profiles that deal with telephony functions (cordless tele-
phony, intercom and headset), while Chapter 14 describes the family of
serial port related profiles (basic serial port, object push, file transfer and
synchronization). Finally Chapter 15 examines the profiles related to net-
working, namely the dial-up networking, LAN access and fax profiles.

! |

§

Part 3, like Part 2, is designed to summarize important information from
the Bluetooth profile specification, making that information more acces-
sible and understandable. Drawing on our experience in the Bluetooth
SIG, we attempt here to expose the motivation and rationale for key
elements of volume 2 of the Bluetooth specification.

201
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The Bluetooth Profiles

Volume 2 of the specification consists of the profiles. These are
intended to promote interoperability among many implementations of
the protocol stack that is specified in volume 1. In this chapter we dis-
cuss the general nature of the profiles—the rationale for generating
them, their history and evolution and the interrelationships among
them. Each of the version 1.0 profiles is then examined in more detail in
subsequent chapters.

The Version 1.0 Profiles

Profiles spring from usage cases. Chapter 3 discussed the usage scenar-
ios that were part of the development of the version 1.0 specification
(although not all usage cases resulted in a corresponding profile for ver-
sion 1.0). Many of the profiles can be grouped together based upon the
shared elements of their usage scenarios; this is how the profiles are
grouped into chapters in this part of the book. The profiles also can be
grouped into families based upon their technical underpinnings; in
many cases these map in a straightforward manner to usage scenario
relationships, although in other cases the technical relationship (for
example, of fax to headset) is not so obvious. Furthermore, the version
1.0 specification contains additional profiles that do not directly
embody usage cases. These include the generic access profile, the ser-
vice discovery application profile, the generic object exchange profile
and the serial port profile. Each of these profiles can be considered a
transport profile which defines a common basis of shared characteristics

203
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upon which other application profiles can be built (or, in object-oriented
terminology, these profiles are classes from which other profiles, or sub-
classes, inherit).

Figure 11.1 depicts the version 1.0 profile families based upon their
technical relationships. A similar figure appears in multiple places in
volume 2 of the specification. That figure depicts these relationships in a
“nested container” sort of representation, while Figure 11.1 uses an
object hierarchy representation, but both diagrams convey the same
information. The abbreviations in parentheses in the figure introduce
the shorthand nomenclature that is used in the remaining chapters of
Part 3 to name the profiles. These abbreviations are used for conve-
nience; in some cases (but not all) they are consistent with similar
abbreviations for the profiles that are used in the specification.

Generic
Access
(GAP)
Service Serial
Discovery Port (TTe(I:eSp—rg)'r;\'y)
App. (SDAP) (SPP)
S 7 .y o Sl
%et;,jggtc : Cordless * Intercom
Exchange TelEth;)ony (IntP)
(GOEP) - (cre)
“«..I,v;_-" -
I I s [ [ |
File \':,;.\ Object TN Dial Up ’ LAN
Transfer | Push | SV"Ch('So;')m"""f Networking FFaxP Hiiagget Access
(FP) § ' (opp) J ./ (DUNP) (FaxPy  § © (HSP) J Ciap)
< M_ﬁ”/ = /’ 4 = >

s wex T

Figure 11.1
The Bluetooth version 1.0 profile families, based u

representation.

pon protocol stack relationships, in class hierarchy

This chapter describes each of the profiles according to the rela-
tionship shown in Figure 11.1. The remaining chapters of this part of the
book, though, examine the profiles in logical groupings based upon the
relationships of the services that each profile provides. There are multi-
ple ways of viewing several of the profiles and thus there are multiple
ways to group the profiles. This chapter presents one such grouping,
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that of the technical elements shared among profiles (which is consistent
with the version 1.0 specification, although it does not propose any
overt grouping at all other than including a different representation of
the figure shown above). Figure 11.2 depicts the logical, service-based
grouping that we use in discussing these profiles in subsequent chapters.
One example of these multiple viewpoints is that of the headset profile.
As depicted in Figure 11.1 in the profile hierarchy, headset is a deriva-
tive of the serial port profile. However, from a functional or services
point of view the headset profile could be considered to be part of the
telephony profile group, as shown in Figure 11.2, and thus we include it
in Chapter 13 along with cordless telephony and intercom. Another
example is that of the fax profile, which from a technical perspective is
also a serial port profile derivative. Our treatment of the fax profile in
this book, though, is alongside that of the dial-up networking and LAN
access profiles, as part of what we consider a “networking” category,! a
group which the specification does not address.

Generic Serial
A Generic
S:”Et” \ Object )
Generic Service ngp p Exchange :;/1
Access Discovery (SPP) ¢ (GOEP) 4/
(GAP) App. (SDAP) WE G
: : TR
Tr;rlllsefer Opbl::g( \ Synchronization’y
i k1 ‘
el Gl O
3 el ,/ s ;/
Telephony Networking
< ¢ \ ™
) \ Dial Up )
Cordless |, Headset | Intercom Net:ﬂorkipng\:"‘ Fax 1‘\
Telephony ' (HSP) & (IntP) @ (DUNP) i’,‘ (FaxP) V|
(cTP) y
ezl & ez e \ﬁ‘-:f—";'/

Figure 11.2

The Bluetooth version 1.0 profiles, based upon logical service-based groupings.

1. While it may not be obvious h
the fax usage scenario,
“gateway” to a wide area network for

point.

like dial-up networking

ow a fax profile fits within a networking category, consider that

and LAN access, uses a Bluetooth device as a
data communication. Chapter 15 further elaborates this
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This discussion and the figures are intended only to point out that
there are multiple ways in which to categorize the version 1.0 profiles.
The choice of which method to use is probably best made depending
upon the purpose and circumstances surrounding the need to group the
profiles in the first place, and most distinctions are not likely to be dras-
tically different. However, because the number of profiles is expected to
grow over time, with the SIG already planning to add quite a few new
ones (as discussed in Chapter 16), the act of grouping the profiles
becomes more advantageous, and the different ways of doing so should
not be confused.

Generic Profiles: This group is composed of the generic access
profile, which is the root of all profiles, and the service discovery
application profile, which provides a framework for mapping from
the application layer to the SDP layer of the stack.

Telephony Profiles: In the object hierarchy view, these are the
profiles that imply the use of TCS-BIN for telephony control func-
tions. This group includes the cordless telephony and intercom pro-
files (in Chapter 13 we consider the headset profile in the telephony
group also, although from the technical perspective it is part of the
serial port group).

Serial Port Profiles: All of the remaining profiles are part of the
serial port group. However, this group is further subdivided. Direct
derivatives of the serial port profile are the dial-up networking, fax,
headset and LAN access profiles; as well as the generic object
exchange profile. The latter in turn is the parent of the remaining
object exchange group profiles, namely file transfer, object push and
synchronization. While we treat this latter group (the object
exchange profiles along with the basic serial port profile) identically
in this book, some of the other members of the serial port profile
family are categorized differently. Specifically, as already noted, the
headset profile is examined in the telephony group, and the remain-
ing serial port profile family members—fax, LAN access and dial-up

networking—are treated as a networking family, which is examined in
Chapter 15.
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Part 3 Chapter Organization

In each of the remaining chapters of Part 3 we examine a group of pro-
files as described above. Each chapter is organized such that it
addresses:
« the common elements of the profiles in that group;
« the history of each profile; and
+ an examination of each profile, including how it maps to the
protocol stack and how applications might use it.

In addition, wherever possible, we offer insight about the rationale,
design thought process and future possibilities of the profiles based upon
our participation in the SIG when the profiles were being developed.
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The Generic Profiles

@ ur examination of the profiles begins with two that we call the generic
profiles because they are fundamental to Bluetooth wireless communica-
tion. The generic access profile, or GAP, is the basis for all other profiles. It
describes the fundamental operations necessary for two Bluetooth
devices to establish communication, including the discovery of devices,
link establishment and configuration and security considerations. The
GAP is tightly coupled with the group of Bluetooth transport protocols
described in Chapters 6 and 7. The service discovery application profile, or
SDAP, describes fundamental operations necessary for service discov-
ery, an operation often performed soon after a communication link is
established. The SDAP maps directly to the service discovery protocol
(SDP) described in Chapter 8.

Most Bluetooth devices are not expected to implement all of the
profiles. A data access point, for example, probably would not imple-
ment telephony profiles, while a headset device is unlikely to imple-
ment networking profiles. However, nearly all devices are expected to
implement both the GAP and SDAP; in fact, it is mandatory for all
devices to comply with the GAP. Also, the use of SDP over the group of
Bluetooth transport protocols follows the corresponding guidelines out-
lined in SDAP. These two profiles do not describe a specific usage case
per se but rather define basic functions that are necessary (or at least
highly desirable) for all devices.

209
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Relationships

The relationship between these two profiles may not be evident upon a
cursory examination of the specification. Each deals with considerations
that are mostly relevant to different layers of the protocol stack. The
GAP largely addresses lower-layer protocols involved in the most basic
Bluetooth communication functions, while the SDAP focuses primarily
on items of interest to higher-layer applications. However, these two
profiles also share many traits.

Neither the GAP nor the SDAP addresses a specific usage case.
Many of the other profiles, like synchronization or cordless telephony,
deal with specific, concrete end-user scenarios. For the most part, the
topics covered in the GAP and SDAP are not visible to an end user
(with some of the application interactions excepted), but these profiles
define procedures and protocol usage that are necessary to accomplish
all of the other profiles. Indeed, this is why the GAP is the basis for all
other profiles and why its inclusion in Bluetooth devices is mandatory.
Similarly, the SDAP defines methods for exercising protocols for the
purpose of service discovery, and service discovery is a component of
nearly all of the other profiles. In some respects, the GAP and SDAP
both define “invisible” operations that are necessary for all other pro-
files and thus enable those other profiles.

Even though the GAP and SDAP are concerned primarily with
low-level communication functions, each also has an application facet
and thus some degree of visibility to an end user. While much of the
interaction these profiles specify can occur in an automated fashion,
mostly hidden from the user, some operations might involve the end
user as well. Examples include “browsing” applications1 that present
information about devices and services within proximity, and the pre-
sentation to the user of various options available, such as the degree of
security to be used for a particular communication link. In such cases a
user interface or application programming interface could be associated
with these profiles. Nevertheless, the device and service discovery and
connection management is always performed in accordance with the
specifications of the GAP and SDAP.

The overall profile creation process started late in the develop-
ment of the specification, when it was realized that application interop-
erability could be best achieved through a formally specified way to
facilitate it. Moreover, the GAP and SDAP were the last profiles to start

1. One example is the “Bluetooth Piconet Minder” application described in Chapter 8.
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being developed. The reason for their late start is that they both estab-
lish a basis for all other profiles, and hence their need became apparent
only after common patterns emerged within the other profiles. The SIG
realized that the Bluetooth community would be served better if these
common patterns and procedures were grouped into separate docu-
ments for ease of reference. This reasoning led to the development of
the serial port and object exchange profiles as well. More details on the
development of the generic profiles are given within each profile pre-
sentation, starting with the GAP discussion that follows.

The Generic Access Profile

The Generic Access Profile, or GAP, forms a common basis for all Blue-
tooth profiles and hence for the common interoperable usage of the
group of Bluetooth transport protocols. One of its important contribu-
Gons is its definition of a standard set of terminology. Chapter 8 of the
GAP contains four pages of standard terms with crisp definitions. Hav-
ing this common vocabulary helps to remove ambiguity in all of the
profiles, which is a key element in enabling interoperable implementa-
tions—and interoperability is the overarching goal of the profiles in the
first place.

With this common terminology in place, most of the GAP is
devoted to defining the procedures necessary to establish Bluetooth
connections. This includes device and name discovery, inquiry proce-
dures, pairing and bonding (explained below), and link, channel and
connection establishment. For all of these considerations, the GAP pro-
vides common and standard procedures, in some cases including flow-
charts. The importance of defining the fundamental communication
operations cannot be overstated: without well-defined, interoperable
methods for basic communication between devices, none of the other
profiles could be realized.

GAP Development

Because the GAP is the root of all of the profiles, it is natural to assume
that it was the first profile developed. In fact, the opposite is true: it was
one of the last to be defined by the SIG. To understand why, one must
understand the history of profile development in the SIG.

As described in Chapter 1, the SIG’s software working group was
organized into task forces that focused on developing one protocol or a
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set of related protocols. In January 1999 the topic of profiles was first
discussed in depth within the SIG. Profiles were suggested, and later
adopted, as a means to formalize the Bluetooth usage scenarios and to
ensure interoperability among multiple implementations of the protocol
stack. Thus the initial set of profiles was based upon the same usage
cases that drove the marketing requirements document, which in turn
drove the development of the protocols. The responsibility for develop-
ing the profiles initially fell to the same task forces that developed the
corresponding protocols. For example, the headset and cordless tele-
phony profiles were developed by those who defined the TCS-BIN pro-
tocol; the serial port profile was written by the same people who
defined RFCOMM; and the object push and synchronization profiles
were developed by the group that specified the IrDA interoperability
protocols. Later the SIG formed an interoperability working group, sep-
arate from the software working group, to focus exclusively on the pro-
files and related issues, although the participants in the interoperability
working group in many cases were still those who helped to develop
protocols in the software working group.

In the months preceding the creation of the interoperability work-
ing group and the efforts to develop usage-scenario-oriented profiles, an
activity began within the software working group to develop standard-
ized man-machine interfaces (MMI). An MMI task force, chaired by
author Bisdikian, was formed in November 1998. Its goal was to
enhance the user experience and interaction with Bluetooth devices
through standardized usage and connectivity procedures, nomencla-
ture, and graphic user interfaces (where appropriate), following the par-
adigm of GSM cellular phones. However, the variety of devices that
could be capable of Bluetooth wireless connectivity far exceeds the
variety of GSM phones; hence the SIG realized that the development
of standardized procedures for all conceivable Bluetooth devices could
be too restrictive. Thus, with the creation of the interoperability work-
ing group, the activities in the MMI task force merged with those of the
interoperability group.

As the initial set of profiles progressed and matured, it became evi-
dent that each of the profiles made assumptions about underlying trans-
port protocol layers. Because there was no end-user scenario that dealt
specifically with low-level communication issues it was not initially evi-
dent that a profile was needed to address those topics. Meanwhile the
SIG had begun to discuss security issues in earnest. These two develop-
ments resulted in the realization by the SIG that a profile was needed to
address the common communication elements. By May 1999 the
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framework of the generic access profile was in place. Considering that
the specification was published the following July, it should be evident

that a great deal of work was required in a short amount of time to com-
plete the GAP.

GAP Examined

The GAP is concerned principally with three items: dictionary, connectiv-
ity, and personalization. The dictionary consists of a collection of terms
and their definitions. These terms appear in the specification, both in its
core and profile parts, and the dictionary provides the foundation for
their unambiguous use throughout the specification. Connectivity con-
sists of the operations performed by devices that allow them to connect,
or not, and authenticate, or not, with other devices. Personalization con-
sists of the elements that identify and customize Bluetooth devices, like
their user-friendly names and PINs. For the last two items, the GAP
provides terms that can be exposed at the user-interface (UI) level,
whenever applicable.

This chapter focuses on the connectivity aspects of the GAP,
which are used by all other profiles. They include the connectivity
modes, the security modes, and idle mode procedures. The GAP also
has a section on link establishment procedures that summarizes the
sequence of operations used to establish Bluetooth links :md L%CAP
channels; these procedures are highlighted in Chapters 6 and 7 and
thus are not discussed further here.

Connectivity Modes

As described in the baseband portion of Chapter 6, a device éng)’ g‘t‘}::
inquiry scan mode or page scan mode, either to be dls'(:(})lvertﬁer c)llevices
devices that transmit inquiries or to be connected gﬂt b:nd .
that transmit pages to the device, respectively. The asde s
tion does not state the conditions under which 2 (:Nhen a device
inquiry and page scans and thus it does not be HCI s peciﬁcation,
allows itself to be discovered or connected: E esent by
described in Chapter 7, includes HCI comman :e ‘ :
host controller, and from there to the link. maf}aoan
that instruct the latter to enter the various mqu“yaene rally, application”
it becomes a matter of a userlevel (0f ™° RO 3
level) defined policy as to when a device enter® o ether or DOt
ROMCY
ilarly, a user-level defined policy alsoh
devices shall pair (authenticate) with eac
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point: user-level decisions determine the degree to which a given device
can be discovered, connected to and paired. One concern often
expressed about Bluetooth technology is that all Bluetooth devices will
automatically communicate with each other at any time, but this is a
misconception. Users, or user-level applications, set the connectivity
policies that determine which devices can communicate with each
other, and when. These policies could be fixed by the manufacturers of
Bluetooth devices or could be configurable by their users. Thus, device
manufacturers could use the connectivity policies as a way to differenti-
ate their products.

The GAP defines the policies for device communication establish-
ment and categorizes them into discoverability modes, connectability
modes and pairing modes.

Discoverability Modes

A Bluetooth device is said to be discoverable if it allows itself to be discov-
ered by other Bluetooth devices. In particular, a discoverable device
executes inquiry scans regularly and responds to inquiries sent by
inquiring devices. There are three levels of device discoverability:

1. General discoverable mode: At this discoverability level, a device
enters inquiry scans using the general inquiry access code (GIAC),
which is the inquiry access code (IAC) generated from the specially
reserved lower address part (LAP) ‘0x9E8B33’ of the 48-bit Blue-
tooth address, as described in Chapter 6. In this mode, a device
responds to all inquiries and thus it always can be discovered by all
other inquiring devices.

2. Limited discoverable mode: At this discoverability level, a device
enters inquiry scans using the lmited inquiry access code (LIAC),
which is the IAC generated from the specially reserved LAP
‘0x9E8B00’. In this mode, a device may respond only to the inquir-
ies that contain the LIAC and thus it may be discovered only by
other devices inquiring using the LIAC.

3. Nondiscoverable mode: At this discoverability level, a device does not

respond to inquiries and thus other Bluetooth devices cannot dis-
cover it.

When a device is discoverable, it must always enter the general
discoverable mode, even if it enters the limited discoverable mode. The
latter mode may be entered in parallel with or sequentially to the gen-
eral discoverability mode, as described in Chapter 6. A discoverable
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device must enter inquiry scans no less frequently than every 2.56 sec-
onds and must remain in inquiry scan for at least 10.625 milliseconds.

Connectability Modes

A Bluetooth device is said to be connectable if it allows itself to create
Bluetooth links with other devices. In particular, a connectable device
executes page scans regularly and responds to pages sent to it by paging
devices.

A nonconnectable device does not respond to pages and thus it can-
not create links with other devices.

The discoverability and connectability modes might be set inde-
pendently of each other?; however, a device that is only discoverable
and not connectable may not be very useful.

Pairing Modes

A Bluetooth device is said to be pairable if it allows itself to be authenti-
cated by another Bluetooth device, meaning that it can play the role of
a claimant during an authentication transaction. Furthermore, a pair-
able device, in addition to accepting LMP_au_rand PDUs, must accept
an initial authentication request received from a verifier in an
LMP in_rand PDU, as discussed in the LMP section of Chapter 6.

A nonpairable device responds to an LMP_in_rand PDU with an
LMP not_accepted PDU, signifying that the device is not willing to pair

with any new devices.

Security Modes

Security operations in Bluetooth devices ultimately relate to device
authentication and possibly link encryption. Recall that the fOI’I?I)leI‘ isa
mandatory feature of Bluetooth devices while the latter is not.” Three
levels of security relate to the “depth” of the security safeguards
imposed upon communicating devices:

1. Security mode 1: A device that operates in this mode does not have
any security barrier. In particular, it never acts as a verifier and thus
never sends LMP_in_rand or LMP_au_rand PDUs.

2. Security mode 2: A device that operates in this mode places a secu-
rity barrier at the L2CAP layer. In particular, it does not ir‘utlate
any security transaction prior to receiving a request to establish an

2. There is a host controller interface command that enables inquiry and page scans indepen-

dently of each other. .
3. However, some profiles do mandate support for and the use of encryption.

IPR2020-00202
Apple Inc. EX1057 Page 237



216

Chapter 12 + THE GENERIC PROFILES

L2CAP channel using the L2CAP_Connection_Request signaling
command, as described in the L2CAP section of Chapter 7. This
security mode allows a flexible security model for Bluetooth
devices in which security barriers in a remote device can be raised
based upon the particular service that a local device requests from
the remote device.

3. Security mode 3: A device that operates in this mode places a secu-
rity barrier at the link manager layer. In particular, it does not ini-
tiate data communications involving the upper transport and
higher layers prior to authenticating the device with which it is to
communicate. In other words, authentication occurs before the
transmission and receipt of the LMP_selu/)_complete PDU, as dis-
cussed in the LMP section of Chapter 6.

Note that a device may be in one and only one security mode at
any given time. For example, a device in security mode 3 cannot
authenticate other devices selectively; instead it authenticates all
devices that attempt to establish a link with it. A flexible security archi-
tecture for Bluetooth devices is described in [Muller99]. It forms the
basis for the security modes included in the GAP.

Idle Mode Procedures

While the connectivity and security modes are associated with activities
that a Bluetooth device follows to react to incoming stimuli (such as
inquiries, pages, L2CAP_Connection_Requests, and so on), the idle mode
procedures relate to the device that sends the stimuli. These procedures
include general and limited inquiry, name and device discovery and
bonding.

The general and limited inquiries are used to discover devices in
general or limited discoverable mode, respectively. The device discov-
€ry process returns, among other things, the user-friendly name of dis-
coverable and connectable devices. Note that requesting the name could
involve just the LMP layers in two devices without involving the hosts.

Bonding is a pairing procedure executed for the purpose of creat-
ing a link key between devices and storing that key for future use. In
general bonding, bonding is combined with additional communications
such as accessing higher-layer services. In dedicated bonding, a device
connects with a pairable device with the sole purpose of creating a bond
between the devices without involving upper-layer transactions.

The GAP concludes with a brief description of a service discovery
procedure used to search for services supported in remote devices. This
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procedure follows the guidelines for service discovery found in the
SDAP, which is presented next.

The Service Discovery Application Profile

As noted in Chapter 8, service discovery is expected to be a key compo-
nent of most Bluetooth applications. Nearly all of the profiles include a
service discovery element. Like the GAP, the Service Discovery Appli-
cation Profile, or SDAP, provides a common and standard method for
performing service discovery using the Bluetooth protocol stack.

Unlike most other profiles, the SDAP describes a standard service
discovery application model and also defines abstractions of service
primitives that in some respects resemble application programming
interfaces (APIs). Even though the SDAP deals with the SDP middle-
ware layer protocol and thus addresses some of the “invisible” opera-
tions described earlier, it is aimed primarily at application writers. It is
the only profile with “application” in its title and the only profile to sug-
gest API-like primitives. As explained in Chapter 8, these primitives
could be mapped to platform APIs in a straightforward manner.

SDAP Development

Both authors have a special interest in the SDAP. Author Bisdikian
served as editor of the SDAP portion of the specification, conceived the
original idea for the SDAP and contributed most of its content, and
author Miller chaired the service discovery task force responsible for
delivering the SDAP. .

As with the GAP, the need for an SDAP was not originally evi-
dent, and thus the SDAP was also developed late in the specification
cycle. Not until January 1999, when most profiles were alrealldy u.nder—
way, was the question raised regarding whether or not a service c‘hsc'ov-
ery profile was needed. By March of that year the idea of an application
profile for service discovery was accepted and the SDAP development
proceeded.

The development of the SDAP is rooted in the fgndaTnental
assumptions that led to the formation of the SIG itself: the diversity and
number of devices that would be capable of Bluetooth wireless commu-
nication and the diversity and number of services available thmug_h
these devices would steadily increase. To keep a semblance (?f order in
the expected sea of devices and services available to a user, it was rec-
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ognized that a standardized procedure should be created that would
allow the user of a device to locate and identify services.

The SDAP does not describe how the service discovery itself is
performed; it relies on SDP for this task. Rather, SDAP describes how
an application that uses SDP should be created and should behave. In
particular, it defines the functional characteristics of such an application
through a set of service primitive abstractions, detailed below. Further-
more, the SDAP defines how other profiles and applications in general
must use the group of Bluetooth transport protocols to carry
SDP_PDUs when they need to execute SDP transactions. This latter
item was an expansion of the SDAP’s original scope. All of the “nonge-
neric” profiles contain an SDP section that provides a list of parameters
for the protocol stack that leads to the particular application covered by
the profile. These protocol stack parameters include ones like the
RFCOMM data link connection identifier (DLCI) needed to reach, say,
the PPP layer in the LAN access profile. These parameters are carried
as service attributes within SDP_PDUs. However. these other profiles
do not specify how the SDP layer could use the group of Bluetooth
transport protocols to carry these SDP_PDUs. Since the latter process
should be identical for all profiles, one idea was to include it in a
generic profile like the GAP. However, the GAP does not focus on the
transport of data with a source or sink above the 2CAP layer. More-
over, the SDP specification itself does not contain the dependencies of
SDP on the group of Bluetooth transport protocols. Even though this
may seem like an oversight, it was a deliberate choice. The Bluetooth
service discovery protocol, although tied to systems that utilize Blue-
tooth wireless communication, is in principle a transport-independent
protocol. Hence, the SDP specification focuses exclusively on the SDP
transactions themselves and the various SDP_PDUs that are used, as
well as the type and form of information that js carried in them. The
SDP specification does not particularly focus on how these transactions
are carried over the Bluetooth air-interface. Ultimately, SDAP became
the only (and natural) point of reference for describing how the SDP
layers use the group of Bluetooth transport protocols to carry the
SDP_PDUs to each other.

SDAP Examined

The SDAP is unique among the application-oriented profiles, like the
file transfer profile, the LAN access profile, and so on. These other pro-
files describe how the complementary parts of a user-level application
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running on two (or more) devices work together to support a particular
usage scenario. The application in SDAP needs to be present in only
one device. This application interacts with the SDP layer of the stack in
the device where it resides to initiate SDP interactions with one or more
SDP layers in other devices, so as to learn about services in those other
devices. Upon the arrival of responses from the other devices, the ser-
vice discovery application can make those results available to the user
of the device that initiated the transaction(s).

Often, service discovery in non-Bluetooth environments is per-
formed by broadcasting inquiries for services or inquiries for locating
directories of services. In the latter case, when a service directory is
found, it is then contacted to find out about services that are registered
there. In a Bluetooth piconet, broadcasts are entirely unidirectional in
that they are exclusively directed from the master to the slaves of the
piconet. Furthermore, broadcast transmissions are not recoverable in
that they cannot be retransmitted following an error in their transmis-
sion. Thus, service discovery in a Bluetooth piconet does not use a
broadcast model. Service discovery in Bluetooth piconets is closely
associated with device discovery. Service discovery is executed only
between fully identified pairs of devices and only after they have dis-
covered each other and have created a Bluetooth link (up to and includ-
ing an L2CAP connection) between them.

According to the SDAP, devices participating in service discovery
may have either of the following roles:

«  Local device: This device implements the service discovery appli-
cation, like the service browsing application referred to in
Chapter 8. It also implements the client portion of thc? SI?P
layer. A local device initiates SDP transactions as shown in Fig-
ure 8.3.

« Remote device: This device is contacted by a local device to
inquire about services. A remote device implements the server
portion of the SDP layer. It responds to SDP transaction
requests from a local device. To produce its responses, the

A g : 5 4
remote device maintains, explicitly or implicitly, a data.base
that contains service records for the services available via the

remote device.

4. The specification does not define the format of this database, leaving that choice to in)plemenb
ers. Moreover, this need not be a «database” in the classic sense; it is simply a collection of

information maintained by the SDP server in a format suitable for the device.
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Even though some devices may act only as local or as remote
devices, these device roles are, in general, temporary and meaningful
only when an SDP transaction between two devices is under way. A
device can be a local or remote device at different times or even at the
same time, depending upon when it creates service inquiries or
responds to them. The SDAP device roles bear no relation to the base-
band roles of master and slave, as the latter roles are meaningless above
the link manager layer. A local device could be either a master or a
slave in its piconet, as could a remote device.”

The SDAP is the only profile that uses the term application in its
titlte. However, the SDAP does not define any particular application.
Such a definition would be very much platform dependent and possibly
too restrictive for application developers, neither of which is a desirable
objective for a specification. However, the SDAP specifies the services
that a service discovery application should provide to its users to be use-
ful. These services are summarized in four service primitive abstractions.
These primitives could be mapped to an appropriate set of APIs based
upon the underlying software and/or hardware platform in which an
SDAP application is instantiated. An example mapping of these primi-
tives to the Salutation APIs is given in [Miller99]. These primitives are:

* serviceBrowse: This service primitive is utilized when a local
device wants to perform general service searches, referred to in
Chapter 8 as service browsing. These searches might take the
form of queries about what services in general or what services of
type S are available, if any, via a selected set of remote devices.
This application-level service primitive results in SDP_PDU
transactions initiated by any one of the three basic request
SDP_PDUs presented in Chapter 8: SDP_ServiceSearchRequest,
SDP_ServiceAttributeRequest, or SDP_ServiceSearchAttributeRequest.
Optionally, the LMP_name_request PDU could also be sent to
learn the user-friendly name of the remote device.

« serviceSearch: This service primitive is utilized when a local
device wants to perform searches for a specific type of service.
The search could take the form of queries about what services of
type § with attributes Al and A2 are available, if any, via a
selected set of remote devices. Similar to the previous primitive,

5. Often a local device acts as master of a piconel, since typically it would be the device that
desires to create connections with other devices and search for and use services on them. How-
ever, this does not mean that a local device must be a master to perform service inquiries. A
slave device could equally well initiate such inquiries.

IPR2020-00202
Apple Inc. EX1057 Page 242



i bt stk

The Service Discovery Application Profile 221

this application-level service primitive results in SDP_PDU
transactions initiated by any one of the three basic request
SDP_PDUs previously mentioned.

* enumerateRemDev: This service primitive is used when a local
device wants to search for remote devices in its vicinity. The
search can be restricted with a class of device (CoD) qualifier to
search only for devices belonging to the specified class. This
application-level service primitive results in the local device
executing inquiries to learn about devices, primarily any new
devices, in its vicinity. If, in the future, CoD-specific dedicated
inquiry access codes (DIACs) are standardized, then the inquiries
for this primitive could be generated according to these DIACs.
Otherwise, the generic inquiry access code (GIAC) is used and the
local device needs to filter the received responses according to
the information included in the CoD field in the FHS BB_PDUs
received from the responding devices.

« terminatePrimitive: This service primitive results in the termina-
tion of the operations invoked by the previous primitives.

The first and second primitives above relate directly to transac-
tions involving SDP_PDUs. The third primitive could be satisfied
merely by requesting that the device enter the inquiry mode with the
sole purpose of searching for any other devices in the inquiry scan state
(as described in the baseband section of Chapter 6). The last primitive
simply terminates any ongoing actions resulting from the use of any of
the other primitives.

The SDAP requirements on the Bluetooth sa
To implement this profile one needs to use nothing be
settings for all the protocol layers below the SDP laye

ack are straightforward.
yond the default
r. In particular,
. : i ve
devices that connect for the sole purpose of performing SeBrl\;lZfo(iltsthi nkr.)é
do not need to authenticate each other or encrypt the;r d link between
The SDP transactions are carried over the AQL basee zézn*ied over con-
the devices. At the L2CAP layer SDP transactions a;fort” traffic.
nection-oriented channels configured to carry’ ¢ it identifies the cor-
An additional distinction of this prOﬁle > ¢ DP traffic ar
ditions under which L2CAP channels carTying ession or & tranl
down. This is so because SDP does not defin® aS 4ld not be Pe”
d/or link en°O S:;;}:; precad
AP impOS‘:lss a usef‘l:w:)luszi?e the scope ©

E—
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protocol for carrying SDP_PDUs. SDP itself is in essence a connection-
less protocol. To run the connectionless SDP request/response transac-
tions, the L2CAP layer needs to maintain the L2CAP channel that
carries the transactions at least for the duration of the transaction. For
efficient use of the transmission resources, the L2CAP channel between
an SDP client and an SDP server should be maintained even longer.
Ultimately, it is the application on behalf of which SDP transactions are
executed that should open and maintain, for as long as necessary, the
L2CAP channel for SDP transactions between two devices.

Summary

In this chapter we have highlighted the two generic Bluetooth profiles:
the GAP and the SDAP. The GAP describes the connectivity and secu-
rity modes of operation for a device that permits it to discover, be dis-
covered by, and create trust bonds and Bluetooth links with other
devices. These modes of operation are user- (or application-) settable
device policies that specify how the device should behave relative to
other devices with which Bluetooth communication might ensue.

The SDAP describes the functional characteristics of a service dis-
covery application. Furthermore, and equally importantly, the SDAP
describes the way that the SDP layer must use the group of Bluetooth
transport protocols to carry SDP transactions. This aspect of the SDAP

also forms the basis for executing service discovery within the other
profiles.
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The Telephony
Profiles

Continuing our examination of the profiles, we now visit those that are
based upon telephony functions. We include here the cordless tele-
phony, intercom and headset profiles. As described in Chapter 10, the
fax and dial-up networking profiles also make some use of telephony
protocols, but we consider these part of the networking group that is
covered in Chapter 15. All three telephony profiles discussed here pri-
marily address voice telephony functions. They all target telephony
devices (mostly mobile Iphones and headsets) and thus they exist largely
for use by telephones.” In fact, the intercom and cordless telephony
profiles instantiate two different aspects of the three-in-one phone usage
scenario introduced in Chapter 3, although the cordless telephony and
headset profiles explicitly address the use of computer audio in addition
to telephone audio.

These telephony profiles, then, are expected to be implemented.in
many mobile telephones and other telephony equipment used with
phones, like headsets and voice access points. All are intended to carry
voice traffic, and in fact it is this common element that caused us to
group them for this chapter’s discussion.

1. We suppose that other types of devices could implement these profiles. There is no reason that,
say, a computer could not provide intercom profile function if it had the appropriate voice and

TCS-BIN support. But in general the telephony profiles center arouzld felephones. :
2. These profiles could have been referred to as “telephony audio” or “voice telephony” profiles

but we opted for the briefer yet still descriptive “telephony profiles.”

223

IPR2020-00202
Apple Inc. EX1057 Page 245



Sl o

224

Chapter 13 » THE TELEPHONY PROFILES

RELATIONSHIPS

Voice telephony is a common element shared by these three profiles,
but from a technical perspective (refer back to Figure 11.1) they inherit
from two different profile families. The cordless telephony and inter-
com profiles are part of (and indeed all of) the TCS-BIN family (even
though there is no TCS-BIN profile per se) while the headset profile
derives from the serial port profile. Yet from an end user’s perspective,
the most visible feature of all of these profiles is the ability to route and
process telephony-grade audio traffic using Bluetooth wireless commu-
nication.

The cordless telephony and intercom profiles are both part of the
three-in-one phone usage case. Recall from Chapter 3 that the three
types of usage for a mobile telephone in this scenario are as (1) a stan-
dard cellular phone; (2) an intercom or “walkie-talkie”; and (3) a cord-
less phone using a cordless base station, or voice access point. Standard
cellular phone operation is addressed by protocols like GSM, CDMA,
CDPD and others, using a wide area radio in the handset; Bluetooth
wireless communication is not used for the standard cellular phone
operation. Standard cellular phone usage is not discussed further.

The profiles for the remaining two aspects of the three-in-one
phone usage model, both of which use the TCS-BIN protocol, are
unusual among the version 1.0 profiles in that they define only part of a
usage case. Most profiles (fax, dial-up networking, synchronization and
so on) map one-to-one to usage cases. But in the case of the three-in-one
phone usage case, there are two separate profiles—cordless telephony
and intercom—that define the two separate parts of that single usage
case that are relevant for Bluetooth wireless communication. In this
case there are good reasons to separate the two distinct functions. While
they can be combined to realize the three-in-one phone scenario, cord-
less telephony and intercom also can be of value individually, and a
robust implementation of cordless telephony is much more involved
and complex than is an implementation of intercom. As we will see
below, cordless telephony often involves advanced functions of TCS-
BIN, while intercom communications can be much simpler in compari-
son. Therefore it could make sense in some devices to implement just
an intercom function without cordless telephony function. By separat-
ing these functions into individual profiles, such devices can conform to
the intercom profile, which is useful in its own right, without imple-
menting the full three-in-one phone usage case, which would require
additional cordless telephony support.
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While the intercom profile is simple in comparison to cordless
telephony, the headset profile is intended to be even more straightfor-
ward and less complex—it is perhaps the simplest of all the version 1.0
profiles. This is by design, since Bluetooth headsets are generally
expected to be simple, low-cost accessory devices; thus the require-
ments of the headset profile need to be minimal to enable such light-
weight devices. This is one reason that the headset profile, even though
it is involved in audio telephony, belongs to a different profile family
than do the cordless telephony and intercom profiles. Recall from
Chapter 11 that the headset profile is a derivative of the serial port pro-
file. The SIG felt that requiring wireless headsets to implement the
TCS-BIN protocol (as the cordless telephony and intercom profiles call
for) would be too burdensome for headsets. For the version 1.0 headset
function, only audio transfer (which occurs directly over the baseband
link) and some very simple control functions are needed. TCS-BIN is
excessive for these simple control functions for headsets, so a minimal
set of AT commands was chosen for headset control. These commands
can be used over the RFCOMM virtual serial port as described in
Chapter 10. Thus headsets need only contain a minimal implementa-
tion of the RFCOMM protocol, so there is no requirement for them to
implement the TCS-BIN protocol.

So we see that even though these three profiles exist on two differ-
ent branches of the protocol-based “profile family tree,” their common
bond is that of supporting some form of voice telephony. Each is con-
cerned with the rendering and transporting of audio traffic (SCO pack-
ets) over the Bluetooth air-interface.

THE CORDLESS TELEPHONY PROFILE

As already noted, the cordless telephony profile, or CTP, defines the
“cordless phone” facet of the three-in-one phone usage case, but more
generically it defines cordless telephony. The CTP not only allows. a cel-
lular telephone to use Bluetooth technology for short-range wxr.eless
voice communication, but it also addresses handsets that exclusively
use Bluetooth wireless communication to act only as cordless tele-
phones. These telephones are not cellular phones; they are solgly cord-
less handsets for use with a local base station. The CTP'also includes
computers that could accomplish cordless telephony using Bluetooth
wireless communication, through support for the TCS-BIN protocol
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and audio traffic management using the microphone and speakers of
the computer.

The cordless telephony usage scenario drove most of the require-
ments for the Bluetooth telephony control protocol. Cordless telephony
introduces the notion of terminal devices and gateway devices and hence
the requirement for control functions for these devices, such as group
management. Furthermore, cordless telephony also introduces the need
for reasonably sophisticated call control functions. For example, a base
station needs to communicate call control information to and from a
remote handset to enable the handset to receive ring tones for incoming
calls and to dial through the base station for outgoing calls. Finally,
advanced features found on many existing cordless telephones, like
multiple handsets for a single base station, speed dialing, directory and
caller identification information and so on drive the expectation that
these same sorts of features can be accommodated in Bluetooth cordless
telephony. Thus the functions required for cordless telephony helped to
drive the selection of TCS-BIN, which is the primary protocol used by
the CTP (recall from Chapter 10 that TCS-BIN provides call control,
group management and connectionless TCS functions, all of which are
important in satisfying the requirements outlined above).

CTP Development

Until March 1999 there was only a single three-in-one phone profile
that encompassed both cordless telephony and intercom functions. As
the profile development progressed, the SIG decided to split the cord-
less telephony and intercom functions into two profiles because, as we
observe above, these functions might be implemented independently.
Both profiles today still state that they apply for devices implementing
the three-in-one phone usage case, but they also acknowledge that each
addresses one specific function of that usage case.

Even though it is one of the more involved profiles, the CTP, at
least in its incarnation as the three-in-one phone profile, was one of the
first to be started and thus one of the first to mature and reach com-
pleted status.>This is due at least partly to the fact that the three-in-one
phone scenario requirements had been studied for quite some time and
had resulted in the selection of TCS-BIN as the telephony control pro-
tocol for this scenario. Thus the mapping of cordless telephony func-

3. Technically, nearly all of the profiles were completed, or formally ratified, at about the same
time. But at that point some profiles had already been largely completed for some time while
others were still being finalized.
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tions back to TCS-BIN (which is what the vast majority of the CTP

deals with) was rather straightforward.

CTP Examined

The three-in-one phone usage scenario heavily influenced the develop-
ment of TCS-BIN in the protocol stack, and therefore the CTP makes
heavy use of TCS-BIN. Most of the CTP is devoted to TCS-BIN inter-
action. A study of the TCS-BIN protocol is useful in understanding
both the CTP and the intercom profile (described below). The CTP
contains a detailed description of procedures and TCS-BIN messages
used in cordless telephony applications; these are not repeated here.
Instead we highlight some of the key aspects of the CTP, including the
rationale for those design points.

The CTP first makes the important distinction of device roles, as
either gateway or terminal devices. Nearly all of the remainder of the
CTP is based upon this distinction. In general the gateway device can
be viewed as the “server” of a piconet (and in fact is defined to be the
piconet master in most cases), with various other devices, including cel-
lular handsets, specialized cordless handsets and perhaps even comput-
ers or advanced headsets,*as “clients” of the local voice network
(piconet). Figure 13.1 illustrates a cordless telephony piconet; a similar
figure exists in the profile specification, but we include our own version,
as we elaborate on the concepts and terminology shown here in follow-
ing sections.

4. In this case, such headsets would not be the same as those developed to comply with the head-
set profile, which is based upon the serial port profile. Cordless telephony headsets would func-
tionally resemble handsets and would need to comply with the cordless telephony protis

(instead of or in addition to the headset profile).
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Figure 13.1
Cordless telephony piconet with gateway device and terminal devices.

Note that because the voice telephony network is a piconet, only
seven slaves, or terminal devices, can be active at one time. This is still
an improvement over many of today’s cordless telephone systems,
which often associate only one handset with a single base station. As the
CTP points out, more than seven terminal devices are possible; as one
might expect, this is accomplished through the use of parked slaves.
Since the gateway is the master of the piconet, it would be responsible
for managing up to seven active slaves versus some number of parked
slaves in the case where there are more than seven terminal devices. To
allow the development of gateways with varying features and complex-
ity, managing more than seven terminal devices is not mandated (it is
an optional capability and thus need not be implemented in every gate-
way device).

The CTP is one case in which the master-slave role switch
described in Chapter 6 is used. The gateway device is the master of the
piconet. New terminal devices (perhaps a mobile phone that is brought
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into the home) are added to the piconet when the new terminal device
pages the gateway device (base station). Once the gateway device
accepts the page, the terminal device then, by default, becomes the
master of that link. However, this is the opposite of what is needed for
normal operation of this voice piconet, so a master-slave switch (role
reversal) must be performed immediately. One alternative that might
have been used, which could have removed the need for a master-slave
switch, is a model in which the gateway device pages the terminal
devices. For well-known terminal devices (say, those handsets that are
always associated with the base station), this might be a reasonable
method to use. However, for transient devices that might need only
temporary access to the gateway (consider visitors to a home or office
who might be granted temporary use of the gateway, or a public voice
access point that permits devices in proximity to connect to it), the SIG
chose a model in which the client, or terminal device, initiates a request
to connect to a gateway device. This model takes into account the needs
and desires of the user of the client device and seems preferable to a
scheme in which a gateway attempts to communicate with every poten-
tial terminal device that might wander into proximity; many such
devices might have no desire or even capability to participate in the
voice network. Thus the process of joining the cordless telephony pico-
net is client initiated and therefore necessitates a master-slave role
switch after a new member joins.

An important aspect of cordless telephony is security. The CTP
requires that all devices in the voice piconet be authenticated. While
one may wish to allow a trusted friend to have access to one’s own gate-
way via the friend’s handset, one certainly wouldn’t wan.t to offer this
capability to any device that happened to be in range, sSince access to
the gateway implies the ability to make telephone calls through it. The
CTP allows for only trusted terminal devices to connect to the gate-
way.SThe CTP also calls for encryption of all the traffic within the pico-
net. A common shortcoming of very early cordless telePhone systems
was the ability of others to easily eavesdrop on the voice traffic trans-

5. Here is but one of many examples of the value of the common vocabulary of the GAP, dis-

cussed in the previous chapter. The CTP states that only trusted devices can connect to a gate-

way; without the GAP, which defines a trusted device, this term might be interpreted in

different ways. by :
6. In the United States, 900 MHz cordless telephones (and similar systems such as baby monitors)

without any encryption or spread spectrum capabilities were quite pqpular. w\l;]h r:}l\ese systems
it was easy to eavesdrop (in[ent_iona"y or no() on C(.)nversatlons of nelgh'bors. bll € many ;
newer systems use spread spectrum, which can mitigate the eavesdropping prodiemm, many

older systems still remain in use.
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ferred over the air. As noted in Chapter 1, the FHSS nature of Blue-
tooth communications adds one degree of protection from
eavesdropping, but the use of the encryption inherent in the technology
enables even more secure communication.

When a CTP piconet is formed, there exists a group of devices that
all implement the TCS-BIN protocol (since this is necessary for con-
formance to the CTP). Recall from Chapter 10 that when such a group
of devices is formed, a WUG (wireless user group) can also be formed
to make use of the TCS-BIN protocol to provide additional features
enabled by the protocol. In the case of the CTP, the WUG is employed
to facilitate use of cordless telephony features in a secure manner. As
would be expected, the gateway device acts as the WUG master (in
addition to being master of the piconet). Because WUGs allow all par-
ticipating devices to be known to and to interact with each other (an
additional capability beyond the point-to-point master-slave communi-
cation), cordless telephony piconets have some unique advantages. For
example, once a new device has been authenticated with the gateway
(master) device, it need not authenticate individually with every other
WUG member, since the master will by proxy authenticate the new
device when it informs all the WUG members that the new device has
joined. This could be useful if the device later initiated an intercom con-
versation (described below) with another member of the WUG. Not
only would the device know about all of the other devices in the WUG,
it could easily establish direct communication with any of them.

When a terminal device connects to the gateway, it establishes and
maintains an L2CAP connection for as long as it remains in the piconet.
So, when a call is made or received, it is not necessary to incur the over-
head involved to establish a transport layer connection, which in some
cases could take up to several seconds, to process the call. Only the
TCS-BIN protocol needs to be initiated over the already existing
L2CAP connection.

CTP Usage

Clearly the sorts of applications that implement the CTP would be tele-
phony applications that manage telephone calls. While the specification
does not define APIs, TCS-BIN establishes a well-defined functional
interface for making and receiving calls and for transferring information
like DTMF tones or caller identification data. Because TCS-BIN is
based upon the ETSI Q.931 standard [ITU98], existing telephony APIs
on many platforms should map easily to those of TCS-BIN.
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The CTP adds more guidance to the telephony application devel-
oper by specifying which of these call primitives are mandatory and
which are optional for Bluetooth cordless telephony. Applications on
devices claiming to conform to the CTP must at least implement the
basic set of functions described in section 2 of the CTP (these include
on-hook, connection management, outgoing and incoming call man-
agement and others). Some more advanced features are optional. And
like all profiles, vendors can add their own differentiating features
beyond those specified in the profile. This is especially true in the case
of the CTP, since it uses TCS-BIN, which includes the connectionless
TCS feature described in Chapter 10. This feature directly enables ven-
dor-specific features and extensions.

THE INTERCOM PROFILE

For convenience, we will continue our custom of shorthand notation for
the profiles. In the case of the intercom profile we use the term IntP
(rather than IP, which might be confused with Internet Protocol and IP
networking). The IntP is the other profile that is based upon TCS-BIN,
and it also defines the final aspect of the three-in-one phone scenario.
Intercom, or “walkie-talkie” operation, generally is an easily understood
concept, since it is a direct voice connection between two devices that
many people have experienced. The intercom profile is thus unsurpris-
ingly simple and straightforward.

With the intercom profile, two devices that both support TCS-BIN
can make a direct voice connection using the Bluetooth air-interface,
without any third-party carrier required. In the specification the IntP
includes a figure that shows such a connection between two cellular
phones. While this is the most obvious (and probably most common)
situation, other devices that have audio and TCS-BIN support could
also participate in the intercom usage model. As shown in Figure 13.1,
specialized cordless handsets, CTP-compliant advanced headsets and
computers might all include audio and TCS-BIN protocols and there-
fore could implement the IntP. In fact, one could build a trl_xe ;31uetooth
walkie-talkie that is dedicated solely to the intercom scenario.

7. Although this is possible, it seems unlikely, since even with the.opt‘ional radio the range'of
Bluetooth wireless communication is limited to 100 meters, which is less than that of existing
walkie-talkies using other radio frequencies. The value (?f the intercom usage case is the utility it
provides by adding another function to an existing device rather than enabling a new class of

device.
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IntP Development

As noted in the preceding discussion of the cordless telephony profile,
the CTP and IntP were split from a single three-in-one phone profile
during profile development. The IntP is really a special case of cordless
telephony, and intercom calls are still referenced in the CTP, although
in these cases they refer to the IntP for details. When the history of
these profiles is known, it becomes quite evident that the CTP and the
IntP are closely related. From a structural point of view, the two profiles
mirror each other almost exactly.

Like the CTP, the IntP was one of the first profiles to be started
and thus one of the first to be completed, or at least to reach a level of
stability such that it was declared ready for publication.

IntP Examined

For the intercom usage case, the IntP indicates that there are no pre-
scribed device roles. Unlike the CTP, where it is important to define a
master (gateway) and slave (terminal) device, the devices in the inter-
com scenario are peers. Either device could be master of the piconet.
There could have been multiple ways to establish a direct voice
link with Bluetooth wireless communication. The IntP chooses to make
use of TCS-BIN for this scenario, so the intercom function is still very
much a “telephone call” sort of operation. Data flows as SCO packets,
which is the norm for voice traffic, and control is provided via TCS-
BIN. This control might have been provided through some other
means, but because TCS-BIN is used in the CTP, which is also part of
the three-in-one phone usage model, the use of TCS-BIN for the IntP is
natural. Furthermore, TCS-BIN’s group management functions provide
an environment in which it is relatively easy to establish an intercom
call. Through the WUG enabled by TCS-BIN, each device in the voice
piconet is aware of every other device. In addition, as a result of their
authentication with the master, all of the devices are trusted by each
other. Thus itis a straightforward operation for one device to locate and
establish a communication link with any other device in the WUG
(which overlaps entirely with the piconet) to perform an intercom call.
The master need not be involved;gany device can directly page any
other device to set up an intercom call. Note that this means that these
devices temporarily leave the existing piconet to form their own new

8. Except to set up the intercom paging scenario, as described in Chapter 10.
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piconet, but rejoining the original piconet is also made easier through
the WUG/TCS-BIN group management functions.

One important aspect of the intercom usage case not addressed by
the IntP is that of 10-meter versus 100-meter operation. As pointed out
in Chapter 3, the intercom scenario with the standard 0 dBm Bluetooth
radio is somewhat uninteresting. With the standard radio’s range of
about 10 meters, two parties who might use the intercom function are
likely to be close enough to each other that they can talk without the
benefit of radios. However, there certainly are situations in which inter-
com communications are useful even with a 10-meter range. Consider,
for example, the parties being on different floors of a house or an office,
or perhaps needing to communicate with the benefit of radios even
when they have a line of sight between them (one example of the latter
case given in Chapter 3 is that of audio/video technicians in a crowded
auditorium during a conference presentation). However, intercom com-
munications become even more interesting when the 20 dBm optional
radio with its 100-meter range is employed. The ability to make a direct
call to another device without using any third-party carrier, and thus
without incurring any airtime usage charges, is quite attractive. Think
about being able to use your mobile phone to contact your spouse or
friend in their seat at a crowded sports arena while you are at the con-
cession stand, without having to dial through your service provider.
Other applications could include those where medium-range wireless
voice communication is used today—security and maintenance workers,
for example, who need to stay in communication within a local area
such as a hotel or small campus area. In these cases, Bluetooth wireless
communication might be used in place of other RF solutions, one bene-
fit being that a single device could be used both for the local medium-
range RF voice communication and for some other function (such as a
cellular phone or computer usage), obviating the need to carry another
device just for wireless voice communication.

IntP Usage

An IntP application is likely to be part of a genergl cordless telephony
application. As previously noted, it seems unlikely that Bluetoo-th
devices dedicated exclusively to functioning as intercoms or walkie-
talkies will be prevalent. Thus it would seem unlikely that a separate
application dedicated to intercom function would be developed. Since
the IntP uses TCS-BIN, as does the CTP, we would expect that a cord-
less telephony application that implements the CTP could be easily
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extended to also incorporate the IntP. In fact, while these two profiles

need not be implemented together (recall that the SIG overtly chose to
split them), in many cases, such as in support of the three-in-one phone
usage model, it would make sense to do so.

As with the CTP, the IntP provides guidelines for application
developers, including optional versus mandatory functions. As would
be expected, the intercom function specified by the IntP is relatively
simple and straightforward, and in fact for the most part is a subset of
the TCS-BIN function that is needed to realize the CTP. This is another
reason to expect the IntP to be implemented alongside the CTP in
many cases—once the CTP application is complete, nearly all of the
work required to realize the IntP would also already have been com-

pleted.

THE HEADSET PROFILE

For reasons previously stated, we consider the headset profile, or HSP,
to be part of the telephony group of profiles, although it should be reit-
erated that the HSP is not directly related to the IntP or CTP. The HSP
is a derivative of the serial port profile; it is not one of the TCS-BIN
related profiles. Nevertheless, the HSP also addresses voice traffic and
its control.

In the CTP discussion we noted that one possibility for a cordless
telephony device was a headset. Such an advanced headset would need
to comply with the CTP, including support for all of the required parts
of TCS-BIN. It would tend to resemble a telephone handset from a
functional point of view and would probably be more sophisticated
than the type of headset that the HSP deals with. A headset conforming
to the HSP need not implement TCS-BIN at all; the simple telephony
control functions needed for an HSP headset are accomplished using
AT telephony control over RFCOMM. Thus the HSP defines a device
that primarily serves as an audio peripheral to some other device (most
popularly, but not exclusively, a telephone)

HSP Development

Like the other telephony profiles, the HSP was one of the first to be
started and thus one of the first to reach stability for version 1.0 publica-
tion. The wireless headset, or ultimate headset as it is called in the Blue-
tooth usage model (see Chapter 3), has always been an important
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scenario. The use of wireless headsets with mobile telephones was one
of the driving forces behind the invention of the Bluetooth technology.
Even though the HSP is not directly related to the CTP and IntP, it is
evident from the structure of these profiles that all were developed by
the same group of people.

Once the fundamental case of headset use with a mobile telephone
had been covered, the profile was expanded to cover the computer
device class. A Bluetooth headset could easily be used as the source and
destination for a Bluetooth computer’s audio traffic in the same manner
as it is used with a phone, and the profile acknowledges this usage case.
There was some discussion of the use of a headset with other devices (as
noted in Chapter 3, future devices could include not only other types of
phones but also other types of audio devices such as stereos, portable
music players and so on). In version 1.0, the HSP does not address any
headset usage other than with a mobile telephone or a computer; but
since the specification defines a standard method for audio transfer and
control, it is not expected that significantly different operation would be
required for other types of devices. There is no particular technical
obstacle that prevents the use of a Bluetooth headset with Bluetooth
devices other than computers and telephones, but the HSP addresses
just these latter two classes of devices in version 1.0 of the specification.

HSP Examined

Of all the version 1.0 profiles, the HSP targets the simplest sort of
device. In fact, the driving requirements behind the HSP included the
capability to develop a low-cost, simple and lightweight headset. If such
a device is overburdened with functional requirements that need
sophisticated software (which in turn requires more processir}g power
and/or on-board memory along with the associated increase in power
consumption), then a low-cost device becomes more difficult to realize.
This is one reason that the HSP is based upon the serial port profile
rather than the TCS-BIN protocol-TCS-BIN is robust and quite usefful
for telephony applications, but a rich and full TCS-BIN implementation
could be relatively expensive as compared to a simple RFCOMM
implementation. Moreover, TCS-BIN includes much more function
than is needed for a headset as defined by the HSP. Note that the head-
set device of the HSP is quite different from the hypothetical CTP‘—com-
pliant advanced headset depicted in Figure 13.1. The HSP descnbf.:s a
much simpler headset that uses AT commands over an RFCOMM link,
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and the HSP-style headset is expected to be the more prevalent device.
Figure 13.2 illustrates typical HSP operation.

AT commands
(make call, receive call, control volume)

RFCOMM link

Gateway Simple audio
device headset device

Figure 13.2
Typical headset profile operation.

The HSP does not prescribe any particular role for the headset or
its associated (phone or computer) device—either can be master. Tt
defines a gateway device and a headset device, but unlike the CTP it
does not designate either as master. There are only a very few control
functions, including making a call (it is assumed that the headset has
some minimal user interface, perhaps a button, to initiate a connection
with the associated gateway device), receiving a call and (optionally)
controlling volume. Unlike the IntP and CTP, these functions are
controlled via AT commands (listed in the HSP) over RFCOMM
rather than through TCS-BIN PDUs. While they may overlap
functionally, they are entirely different means to similar ends.

The HSP does not mandate any level of security, leaving it up to
the implementation as to whether or not a secure connection (including
authentication and encryption) is used.

9. There was a significant amount of debate in the SIG about this design choice. There are good
arguments for denoting the headset both as master and as slave, depending upon the specific
usage—either the headset or the associated device could initiate the communication; consider
both outgoing and incoming calls. The final resolution was to leave the master/ slave roles
unspecified in the profile, leaving them to the choice of the implementers.
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HSP Usage

The headset is a specialized usage case. Most headset applications are
expected to be embedded in headset equipment. Within a computer or a
telephone, an application might support a headset peripheral, including
the capability to route audio for incoming and outgoing calls to and from
the headset and to remotely control the volume, if that feature exists.

While the HSP considers only headset function, the audio control
and routing used for headsets probably could be generalized to other
cases which are similar but use different hardware—things like the
speaking laptop usage case described in Chapter 3 or audio routing to
other external systems like those in an automobile.
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The Serial and Object
Exchange Profiles

WW/e call this group the serial profile family, and it is composed of the
serial port profile (SPP) itself along with the object exchange class of
profiles. The object exchange group consists of the generic object
exchange profile, the object push profile, the file transfer profile and the
synchronization profile.

To be sure, many other profiles use the SPP; in fact, most of the
version 1.0 profiles do. We include one such group in this chapter; other
profiles that inherit from the SPP are treated in other chapters as part of
other functional categories. In fact, each of the final three chapters of
Part 3 includes at least one SPP-based profile. In this chapter we discuss
the object exchange profile family and the serial port profile itself.

The SPP maps directly to the RFCOMM protocol and thus is
used in many cable-replacement usage scenarios. Because so many of
the version 1.0 usage cases employ RFCOMM, the SPP could be the
most widely implemented and used profile of all in early Bluetooth
device implementations. Even though the SPP itself does not embody a
specific usage scenario, it enables many of them.

The object exchange profiles (generic object exchange, object
push, file transfer and synchronization) are likely to be implemented in
both computing and telephony devices. Wherever IrDA devices are
used, the same applications are likely to apply in Bluetooth environ-
ments. Bluetooth technology provides a convenient way for devices like
notebook computers to exchange files, and object exchange applica-
tions like electronic business card exchange are likely to be found wher-
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ever an electronic address book is kept—on PDAs, mobile phones and
notebook computers, for example.

RELATIONSHIPS

As shown in Figure 11.1 in Chapter 11, the serial port profile is the root
of many profiles. Within the group of five profiles discussed here are
two abstract, or “parent” profiles, from which others inherit. One of
these is the SPP, the other the GOEP, with the latter descending from
the former. The object push, file transfer and synchronization profiles
all derive from the abstract GOEP, which addresses the common use of
OBEX operations that apply to these three profiles. This group of pro-
files maps to the IrDA interoperability layers of the protocol stack.

In this chapter we discuss only a subset of the SPP family, but the
RFCOMM serial port abstraction is also used for AT command tele-
phony control in the dial-up networking and fax profiles (described in
the next chapter) as well as in the headset profile (described in the pre-
vious chapter); the serial port is also used to enable a form of IP net-
working in the LAN access profile (also described in the next chapter).

THE SERIAL PORT PROFILE

The serial port profile, or SPP, is a transport protocol profile that
defines the fundamental operations necessary to establish RFCOMM
communications between two peer devices. Such a link is required for
many of the concrete usage scenario profiles. In this respect the SPP is
somewhat like the GAP, in that it describes how to establish necessary
communication links that are in turn needed by other profiles. The SPP
serves as a profile “building block.”

SPP Development

We observed in Chapter 8 that the RFCOMM specification contains
some elements that typically are found in profiles, so it seems as though
the SPP was at least conceptually in development since near the begin-
ning of the SIG’s existence. Its completion was neither particularly
early nor particularly late in the profile development cycle. The SPP
was not always by design the basis for so many other profiles. Like the
SDAP and GAP, it was not immediately evident that a profile relating
to the RFCOMM protocol layer was merited. Even after it was created,
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the SPP originally was not the basis for all other profiles that might use
the RFCOMM protocol. For instance, in March 1999 there was still
debate as to whether or not the object exchange profiles discussed in
this chapter would use the SPP. At that time the GOEP (and its deriva-
tives) all specified their own use of RFCOMM. The serial port profile
existed but focused mostly upon transporting AT commands for the
headset, fax and dial-up networking profiles and serving as a conduit for
PPP for the LAN access profile. When it was observed within the SIG
that the SPP might be a good basis for the GOEP, the differences
between the GOEP and the SPP, in terms of specification and usage of
the RFCOMM protocol and related stack layers, were identified. The
SPP was then updated to accommodate the GOEP usage of the serial
port abstraction as well. This is how the SPP came to be the foundation
for so many other profiles.

SPP Examined

SPP defines peer device roles for serial communication. It does not
define a specific device role for master or slave, nor does it define
device roles for DTE/DCE devices (analogous to typical wired serial
communication). The devices are peers, and it does not matter which is
master and which is slave. In fact, the SPP just calls them “Device A
and “Device B,” the only distinction being that Device A initiates the
serial communication link. The SPP further states that even this distinc-
tion is of little consequence as far as the profile is concerned.

The SPP outlines the steps necessary (o establish an RFCOMM
emulated serial port connection; these are illustratgd in Figure 14'&' finifra-l
estingly, these are the sorts of functions that one mlght expect t°5 ’?hat 2
Bluetooth adaptation layer of software as described in ChapterlS t » estabi
the SPP describes precisely how to use the Bluetgoth protc;)cl?Shed i
lish a virtual serial connection; once this conrlec.tlof'1 15 e;tat s a’ e
data can flow across it. Thus for a legacy apphsatloali; is needed to
port, the functions described in the SPP aré JuStOnCe the Procedure
replace a wired serial interface with a wireless oné: Bluetooth emulated
outlined in the SPP is completed, the fact that’.a -ed serial con”
serial connection is being used rather th _ :
nection should be transparent to an appl_icanon'e shown 18 for
vice record of the SPP, the example servic® B mulated serial links
indication that the SPP could be used to Setul ienterfaces.
applications expecting to use “«COM” portsty ¢

B
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SDP query for server channel number

v

SDP response with server channel number
if ne 7\
Device A ‘___-.___._(.A_u_t_h_e_n_t_!sz?.{io_rj.‘fff.?????.rf __________ 3 Device B
(initiator) Establish L2CAP connection
Establish RFCOMM connection on server channel
Figure 14.1

Typical serial port profile operation.

In addition to the link manager operations necessary to establish a
baseband link between devices, SPP makes specific mention of two
other protocol stack layers needed to establish the RFECOMM link. The
first, LZCAP, has already been mentioned. RFCOMM communicates
over L2CAP, and an L2CAP connection using the RFCOMM PSM
value must first be established. The other protocol needed to establish
an RFCOMM channel is SDP. SDP is used in setting up an RFCOMM
link, to find the appropriate RFCOMM server channel'to use. Server
channels are used to multiplex RFCOMM connections. SDP is used to
choose the appropriate server channel, which might correspond to a
given service (somewhat like “well-known port numbers” in TCP/IP).
In any case, the service of interest must specify the appropriate server
channel number to use to connect to that service. This channel is the
one used in the resulting RFCOMM connection over which the SPP
operates. After the server channel number is known, setting up the
RFCOMM connection is straightforward: an L2CAP connection is
established, over which the RFCOMM connection is established.
Optionally, the devices might require some degree of authentication,
and perhaps also encryption, prior to establishing the links between
them. The SPP specifies that these security considerations are optional,
because the SPP is a generic profile upon which others are built. Some
applications that use the SPP may require authentication or encryption

1. Server channels are constructed using the DLCI values described in Chapter 8.
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(which in turn requires authentication) while others may not. The SPP
leaves it to the more specific profiles to describe security requirements.

SPP Usage

As an abstract profile, the SPP is more likely to be used by middleware
than directly by applications. Bluetooth adaptation software might use
the SPP to instantiate a virtual serial connection for an application that
expects to use serial communications. The application need not know
that the serial port is an emulated wireless one, so long as the emulation
is sufficiently accurate.

Thus applications most likely will implement some other profile
that makes use of the SPP—perhaps headset or dial-up networking. A
device might support the SPP generically in middleware. But an appli-
cation is likely to follow the standard procedures for a given platform to
open, configure, make use of and close a serial connection, as opposed
to specifically following the Bluetooth protocol stack methods for per-
forming these functions. Thus it seems likely that some sort of platform
middleware will transform the platform APIs into the corresponding
functions of the SPP necessary to use RFCOMM over Bluetooth trans-
ports.

THE GENERIC OBJECT EXCHANGE PROFILE

Like the SPP, the generic object exchange profile, or GOEP, is an
abstract profile upon which concrete usage case profiles can be built. In
this case the remainder of the GOEP family is the set of IrDA interoper-
ability profiles, namely file transfer, synchronization and object push,
each of which is examined below. The GOEP defines all of the ele-
ments common to these other three usage cases, including device roles,
security considerations and how the OBEX protocol is used in general.

GOEP Development

The origin of what came to be known as the GOEP was the sync'hro.ni-
zation usage model. Since early in the SIG’s history, synchromzatl(?n
was the driving force behind the use of the OBEX proto.cgl and its
related scenarios. Indeed, synchronization was one of the ongpal usage
models, and the group that produced the IrDA mteropera-blhty pl'qto-
cols and profiles in the SIG was called the synchronization working

group during most of its existence.
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The synchronization usage case drove the use of OBEX and IrMC;
the use of these protocols in turn drove the additional usage cases of
electronic business card exchange (represented in the object push pro-
file) and object transfer (represented in the file transfer profile). Once the
IrDA OBEX model was chosen for synchronization, it was evident that
the other usage models enabled by the IrDA protocols applied to the
Bluetooth protocol stack as well, so the relevant ones were adopted
(resulting in the two additional profiles described in the sections that fol-
low). Further, this selection spawned the whole idea of IrDA interopera-
bility, which became the central theme of this family of profiles.

So in this case the evolution was from the specific category of syn-
chronization to the broader category of IrDA interoperability, including
object push and file transfer. During this generalization process the
GOEP was developed. As the synchronization, file transfer and object
push profiles progressed, it was evident that they shared a foundation of
common elements, especially those related to the use of OBEX. These
common elements were gathered into the GOEP.

GOEP Examined

The GOEP defines very specific device roles for all OBEX-related pro-
files. Unlike many of the other profiles, where the devices act as peers
and there is little distinction between them, the GOEP and its deriva-
tives define a client role and a server role. The client device is the one
that pushes or pulls objects to a server, while the server is the one that
provides the object exchange service, which allows those objects to be
pushed to and pulled from it. At one level, this distinction might not
seem clear: if objects are being exchanged, both sides may be pushing
and pulling objects from the other, so a client or server role becomes
somewhat ambiguous. However, in the OBEX model, there is a distinc-
tion. While both devices can indeed push and pull objects, it is the cli-
ent that initiates the operation and locates a server with the desired
object exchange service. Hence, the client and server roles are signifi-
cant in the GOEP model. However, this does not imply any master or
slave role. The client and server roles are relevant at the OBEX proto-
col layer, but they have no specified relationship to a device master or
slave role; the GOEP client could be either a master or a slave device,
as could the GOEP server.

The GOEP assumes a form of authentication called bonding (as
defined in the GAP). To accomplish any of the object exchange usage
models, the two devices engaging in the transactions must be known to
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and trusted by each other. All of the object exchange profiles assume
this trust relationship. Additional forms of security, such as encryption
or application-level authentication (beyond that done at the Bluetooth
transport level) are optional.

The GOEP defines the primitives for object exchange, two impor-
tant ones being object push and object pull. These operations are used
in different combinations under different sets of circumstances in all of
the object push, file transfer and synchronization profiles. The simplest
form of generic object exchange, one-way data transfer, is instantiated
in the object push profile.”Bidirectional data exchange occurs in the file
transfer profile, which can be considered to be a user-initiated object
exchange, and in the synchronization profile, which acts as a rules-
based object exchange. In addition to the fundamental OBEX opera-
tions, the GOEP defines how to establish and terminate OBEX connec-
tions and how to use common OBEX functions.

GOEP Usage

Like the SPP, the GOEP is not expected to be used directly by most
applications. Instead, it provides a foundation for other profile applica-
tions. In fact, the set of IrDA interoperability protocols and profiles are
intended to promote interoperability at the application layer for appli-
cations that can use both IrDA and Bluetooth transports. Thus there
could be many existing applications that already implement file trans-
fer, object push or synchronization functions using OBEX. These appli-
cations should run with little or no change from IrDA to Bluetooth
environments.

New applications or middleware layers might in.lplement the
GOEP in support of accomplishing the more concrete object egchange
profiles; however, it would be of little value to implement just .the
GOEP itself without at least one other concrete profile. The GOEP is a
set of common elements that enable the other object exchange profiles,

not a usage model unto itself.

THE OBJECT PUSH PROFILE

The object push profi
profiles. As its title im

le, or OPP, is the simplest of the object exchange
plies, it essentially defines a one-way object trans-

2. As noted in the OPP discussion below, this is not always strictly one-way transfer but it is based

upon a model of pushing data.
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