
Audio and Telephony Control Operation 193 

call and adjust volum e) was envisioned. As the telephony profiles 
(including tl1ose note d above along with dial-up networking and fax) 
were furth er developed , it became evident that a richer set of telephony 
control functions was desirable and a working group was forr11ed to 
define tl1ese capabi lities fo1· the protocol stack. 

With tl1e ini tial recognit ion of a need for minimal audio control 
fun ctions early in the SIG' s history, it was at first supposed that these 
sim ple op eration s wou ld be accompli shed via AT commands using the 
RFCOMM serial port abstraction (recall that RFCOMM was fairly 
well defined even at this ear ly stage). Thu s was born the TCS -AT speci-
fication . Thi s specification was intended to describe how standard AT 
comm and s cou ld be mapped ove1· the Bluetooth protocol stack and to 
define any new AT comm ands requir ed for Bluetooth wireless commu-
nication. TCS-AT was designed to support legacy applications that send 
and 1·eceive AT comma nd s ove1· a serial port (most likely using a serial 
cable). TCS-AT of course specified the use of RFCOMM as the serial 
port replacement. As the specification progre ssed, it became apparent 
that there was very little need for any new AT command s specific to 
Bluetooth envi1·onments (only two new AT command responses were 
identified as being useful enough to propos e specific definitions for 
Bluetooth TCS -AT). Thus the TCS -AT specification became a short ref-
erence tha t described how to use AT commands in the Bluetooth proto -
col stack, and its definition was absorb ed into the profiles that use AT 
protocol s (namely headset, fax and dial-up networking ). 

In the me antim e a binary , packet-based telephony control proto-
col was also being defined within the Bluetooth protocol stack. Called 
TCS -Binar y (or TCS-BIN ), it was adapt ed &·om an existing ITU -T spec -
ificat ion , Q931 [ITU98] . As in other cases, the SIG's adoption of exist-
ing standard s provid ed benefits for the protocol stack, in this case 
including the capability fo1· robust telephony control operations in a 
standardized mann er. In early 1999 it was observed that the likely 
future dir ection for telephony control applications was along the lines of 
the TCS -BIN (ITU -T) style, and it was further observed that TCS -BIN 
provid ed all of the functions necessary for all of the telephony-based 
profile s. Finally it was also observed that the TCS -AT specification did 
not p1·ovid e significant new functions specific to Bluetooth environ-
ments and primarily specified a method by which legacy applications 
might use standard AT commands over RFCOMM as a means of cable 
replacement. Thus TCS-BIN subsumed TCS-AT as a separate protocol 
in the stack. The SIG decided to remove TCS-AT as a separate specifi-
cation, although the functions were not removed; only the name was. 
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Thus the version 1.0 specification doe s not menti on TCS -AT, 1 althoug h 
several applications in fact do use RFCO MM as a serial tran spo1·t for 
AT commands in cases where a mod em se1·vice support s such a config-
uration. Indeed, the headset, fax and dial-up networking p1-ofiles use AT 
command telephony control. With onJy TCS-BIN being exp licitly men -
tioned in the specification , all furth e1- referenc es to TCS he1-ein imply 
TCS -BIN. 

The TCS Protocol Examined 
In addition to what the specification calls TCS supplem en tal serv ices 
(including caller identification info1mation and dual tone mult i-fi·equenc y 
[DTMF] tone gene1·ation), TCS defines thre e major fw1ctional areas: 

• Call control 
• Group management 
• Connectionless TCS 

Each of these is explored below. The maj ority of the more than 60 
pages of specification devoted to TCS deals with the deta iled syntax 
and semantics of TCS-BIN, which are 11ot reprodu ced here. In stea d we 
highlight some of the important featur es and nu an ces of TCS -BI N in 
the protocol stack. 

TCS Call Control 
The TCS call control functions serve to set up calls that sub sequ ently 
will carry voice or data traffic. TCS acts as a state ma chin e, perforrnin g 
the operations necessary to progress a call from one state to the next, 
and tracking the resulting state . When making calls, the se operation s 
might include such things as setting up the call, including dialing infor -
mation; establishing and confirming a connection; and disconnecting 
when the call is complete. For received calls, the states and transitions 
include call presence (ringing), call acceptance and connection estab -
lishment and te1·1nination. Much of the TCS chapter of the specification 
is devoted to a full explanation of these states and their transition opera-
tions; the appendix to the TCS chapter of the specification details these 
states and transitions in comprehensive state diagrams. 

I. Actually there is one "lefto,1er" reference to TCS-AT in the Bluetooth Assigned Number s 
appendix of the specification, the last remnant of TCS-AT's former existence as a separately 
described protocol. As defined there, the value could be used to indicate a device's support for 
AT command telephony control. 
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. Th e telephon y control functions can operate not only in a point-to -
po1nt netwo1·k topolo gy but also in a point-to-multipoint configuration. 
Th e multipoint environment is relevant, as pointed out in the specifica-
tion, for incoming calls when numerou s phone s all need to receive the 
incomin g ring signal and control information. In this case, TCS uses 
multip oint signalin g to alert all the telephones of the incoming call; it can 
then establi sh a single content channel (where the voice or data traffic 
will flow) with the telephon e that answers the call. 2 TCS does not deal 
with the content that is subsequently streamed over the channel but only 
with the call control function s that occur on the control channel. 

Unlik e RFCOMM , in which a single instance of the protocol layer 
is multipl exe d, the specification indicate s that multiple instances of TCS 
ma y be exec uted at the same time to handle multiple calls (recall that 
Bluetoot h wireless communi cation per1r1its up to three voice channels 
simultan eously over the baseband ). Multiple instances of TCS simply 
use multipl e L2CAP chann els. 

TCS Group Management 
Group mana gement function s use the concept of a wireless user group (or 
WUG ). Such a group can use the TCS group management functions to 
allow for groups of devices to take advantage of some special functions 
that TCS enables. Thes e functions include a method for one device to 
make use of the telephony services of another device in the group; a way 
to manage group membership (called configuration distribution); and a 
way for two slave members of the group to use the TCS protocol to 
establish a direct connection ( called fast interme1nber access). 

Group management is useful in telephony applications to enable 
the provision of the sorts of telephony functions that many users expect, 
such as multiple telephone extensions, call forwarding and group calls. 
In addition , group management can help to accomplish parts of the 
three-in -one phone profile by permitting phones to join a WUG (thus 
enabling a cellular phone to be used as a cordless phone ) and to directly 
communicate with other TCS devices (thus permitting the intercom or 
''walkie -talkie '' function ). 

A WU G is just a group of devices that all support TCS. The specifi-
cation makes special provisions for security within the WUG by allowing 

2. The need to transmit ring signals simultaneously to multiple telephone handsets ,vas a primary 
motivation for including group abstraction and management ar1d connectionless channels in 
L2CAP. The se features could certainly be utilized in other future scenarios , but in ,,ersion 1.0 
they are used only in the context of TCS-BIN. 
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the WUG n1aster to distiibut e keys used specifically for communicat io ns 
within the WU G, including communication with the master· and separate 
communication (using a different key) with other WUG member s as is 
done with the fast inter -member access described belo w. 

One device in a WUG can request to use the teleph ony services of 
anothe1· device in the WU G; TCS calls this an access 1·ights request. A 
handset might 1·equest the use of the telephon y services of a base station 
to make a call, or an access rights reqt1est might be used to transfer a 
call from one TCS device (such as a hand set or headset) to anot her. 

Configuration distributi on is the TCS -BI N meth od for managing 
the membership of the ,vua. Again using the concept of a WUG ma s-
ter that maintains all of the inform ation about th e WUG , TCS -BI N 
defines a protocol for the WU G master to send upd ated \t\TU G configu -
ration inf or111ation to each WU G memb er, each time that configuration 
information changes. For example , this might be used to inform all 
WUG member s that a new member has joined (or that some member 
has left) the WUG. Among other application s, this featur e could be 
used to support the three-in-one phone profile by advising WUG mem -
bers (perhaps stationary handset s and ba se stations in a home ) that a 
new member (say, a mobile phone brought into the home ) has joined 
the WUG. Thu s the mobile phone 's pre sence is known and it can con-
tact the base station (to act as a cordless pl1one) or it cou ld directl y con-
tact other phones in the WUG (to act as an int erco m). 

Fast inter1nember access is a facility by which any two WU G 
members can quickly establish a connection with each other. This fea-
ture makes use of the fact that two member s alread y belong to a WU G 
and have already established connections with a common WU G mas-
ter. Thus all WUG members are alread y in a single picon et, all using 
the same hopping sequence established by the WU G ma ster 's clock. 
Furthe1111ore, via the configuration distribution noted abov e, all WU G 
members can know about all other WU G members. Becaus e all of thi s 
info1·1nation is already known, it can be leveraged to establish a connec -
tion with another WUG member more quickly than such a connection 
could be established from scratch. With fast intermember access , a 
WU G member uses the configuration information to detern1ine another 
member with which it wishes to establish contact. It forwards this infor -
mation to the WUG master, which in turn contacts the target WUG 
member. That member then responds to the WUG master, includes its 
own clock offset infor1nation in the response, and then places itself into 
a page scan state. The master forwards the clock offset information to 
the requesting WUG member, which can then very quickly use this 
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information to establi sh a connection with the target member by paging 
that m ember (wl1ich is 110w in page scan state to accept such pages), the 
re sult being a new piconet , con sisting initially of the two devices. This 
sche1ne takes advantage of the other features that are already in place 
for a WU G to enable qui ck direct connection between any two devices 
in th at WU G to support , for exampl e, the "walkie-talkie" function of the 
thr ee -in-one phon e pr-ofile . 

Connectionless TCS 
Finall y, TC S-BIN also provide s a way ·for devices to exchange call sig-
nalin g information without actually placing a call or having a TCS call 
conne ction establi shed. Thi s is called connectionless TCS. Connection-
less TC S pr ovide s a sort of ''sideband '' in which devices within a WUG 
can send m essages to each other without having to have a TCS connec-
tion establi shed between them. What sort of messages might these 
dev ices want to send ? The specification defines only a single message 
format for connectionle ss TCS called CL Info. CL_Info messages in tum 
can contain onl y tw·o types of information: audio control, used to spec-
ify inform ation about microphone gain and speaker volume settings, 
and compan y information, which is the common TCS way to allow any 
information not spe cified in a standardized TCS for111at to be inter-
changed. Thu s it can be seen that connectionless TCS could be used to 
manaa-e the audio settin o·s of all members of a WUG as vvell as to com-

b b 
municate product -specific features, defined by the manufacturer, among 
all of the devices from that manufacturer in the WUG. Such use of con· 

. . I d ed telephony features 
nect1onles s TCS might allow , for examp e, a vane 
to be used between a base station and a handset from the same mafnu-

h d t from another manu ac-
f acturer that might not be available to an se s . 1 h CS tions the basic te ep ony 
turer (although through standard T ~pe_ra e WUG with all hand-
functions would be expected to wo1·k within th 
sets ). 

Bluetooth Audio Development JG A dio has within the S . u. . 
There was no audio working group per se ,..,,01unication since ialts 

th · eless C0 1 •~ d nt 
been an inherent part of Bluetoo wir . d into the fun arne · ntegrate . · ed 0 ver 
inception and thus l1as always been 1 . thei· audio) 1s carrt d 

A d. ( · ce 01 o k ·e alrea Y 
design of the protocol stack. u 10 voi . scO lin 'S wei · bl. ly 

Th basic . pu 1c 
SCO links at the baseband layer. ese h tly after 1t was 

JG' h' ry s or defined ea1·ly in the S s 1sto , 
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announced (the addition of mul tiple SC O conne ction s to sup port mu lti-
ple voice channel s was in trodu ced in n1id-1998 ). 

This evolution of Bluetooth aud io mi1To1·s its situation with in the 
stack: it is 11ot a distinct prot oco l layer bu t rather a fundam ent al part of 
the technology. Audio essentially is integr ated into the baseba 11d. Owin g 
to a few specific con sideration s for audi o in the pr otoco l stack we discuss 
it as a separat e topi c. And as 11oted above, du e to au dio s affinity with 
telephon y, for pragm atic 1·easons 'A'e discuss it in this chapt e1·. 

Bluetooth Audio Examined 
A quick scan of the specification searching for audio informatio n is likely 
to locate onl y Append ix V, ''Bluetoo th Audio .'' Tl1is app endix contain s 
info1·mation int eresting m ostly to audj o and sound enginee 1·s, inc ludin g 
such thing s as recomm end ed sound pr essur·e, loudne ss and audi o levels. 
Although impor tant, it is not the fund amen tal info r·m ation about how to 
deal with Bluetooth wireless audi o traffic. T hat inform ation , as m igh t be 
expected from pr eceding discussions, is actua lly found in the ''Bluet oo th 
Audio' ' section of the Baseband chap ter of the spe cification. 

While audio in Bluetooth wireless comm un ication need not be 
used exclusively for voice, its design is op timized for voice con tent. 
Sound tends to be continuou s for periods of time and is thu s isochr o-
nous, or time limited. Th e tra nsmission ra te for Bluetoot h audi o traffic 
is set at 64 Kbps , cho sen to be sufficient for norm al voice con versati ons. 
While the communication of oth er audi o media (say , mu sic) ove r Blu e-
tooth audio links is not precluded, the design is not ba sed up on such 
audio traffic; it clearly is centered around voice traffic. 

Two types of encoding scheme s are specified for Bluetooth audi o. 
The first is pulse coded modulation (PCM ) with eith er of two types of 
logarithmic compression (called A-law and µ-law) appli ed. PCM audi o 
with these compression types is well known and widel y used for gen eral 
audio, including things like short sound clips. The second audio encod -
ing scheme is continuous variable slope delta (CVSD ) modulation . Th e 
characteristics of typical voice conversations, which hav e a more pre -
dictable continuity than general audio (music, for example ), make a 
delta-slope prediction more efficient. CVSD generally is also more tol -
erant of communication errors. Thus CVSD, in general, is a more effec -
tive and efficient (and thus generally preferred ) method to use for 
Bluetooth audio communication; we observe once again that this is an 
optimization for voice versus other forms of audio. 
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The specification says little else about audio as a topic unto itself. 
Th e rem ai11der of what needs to be specified (and what implementers 
and other s may wish to und erstand ) about audio can be gleaned from a 
stud y of the ba seband protocol , including the SCO packet structure and 
timing designed specifically to support audio traffic simultaneously with 
dat a traffic. Thi s information is found in the baseband chapter of the 
specification and in Chapter 6 of this book. 

On e final not e about audio: it should be clear that Bluetooth audio 
as describ ed here and in the specification is digital isochronous ( effec-
tively strea ming) audio traffic that operates directly over the air-interface 
using the baseband protocols. Of c.ourse audio inforrnation can also be 
encoded in a digital pa cket-based format 3 using local recording and 
playback. Such digital audio information clearly could be transmitted 
over Bluetooth links using the L2CAP layer of the protocol stack, but 
this is quit e different f1·om what we refer to here as Bluetooth audio. 4 

Audio and Telephony Control Usage 
Seve ral famili es of telephon y applications are possible. TCS-B IN is 
intended to supp ort applications that realize the Bluetooth telephony-
bas ed profil es: cordl ess telephony and intercom. These are the only two 
profile s technicall y classified as telephon y profiles, based upon their 
usage of TCS -BIN . Such applications are expected to use TCS-BIN 
dire ctly, as depicted in Figure 10.1. 

Other sor ts of applications also might be considered in some 
respect s to be telephony applications ; these include dial -up networking, 
fax and headset profile applications. In volume 2 of the specification 
these profiles are considered to be part of the seiial port profile family; 
this is because the telephony facets of these applications tend to use ~e 
programming model of AT commands over a serial port (RFCO~M 1~ 

the Bluetooth wireless communication case), as described earlier m this 
chapter. Although not TCS-BIN based, we also consider these applic~-
tions in general to be telephony applications, and they are depicted 10 

Figure 10.1 as such (that figure shows telephony applications using both 
TCS-BIN and AT commands over RFCOMM). 

3. Such as WAV and man y other fundamentally similar representation s. 
l 

· · th · fashion For 
4,. For one thing , it is not truly isochronous, at east not Ln a streanung, over - e-a1r · 

another most encoding schemes for such digital packet audio are de signed so that n
1

~ ~ typthes 
' rr . I d d th tim-1z1ng e 

of audio (musi c, sound clips and so on} cru1 be e11ective y ren ere , rather an op 
audio content for one primary use such as voice. 
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Legacy applications are likely to use AT command telepl1ony con-
trol, since this is the typical prog1·amming mod el in the vvorld of serial 
cables. New applications developed specificall y to make use of Blue-
tooth wireless links, though , ar·e encourag·ed via the specifica tion to 
make use of the TCS-BIN protocol, 1vvhich provide s a r~obu st set of tele-
phony control functions based upon an exi sting standard that has been 
adapted for the BI uetooth stack. 

Telephony and audio , particularl y voice aud io, play in1portant 
roles in the Bluetooth stack. With their associat ed appli cat ions (which 
may involve both computing and telecommunica tions devices in some 
profiles and usage models ), they pr·ovide a distinguis hin g· feature of 
Bluetooth wireless communication . 
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THE BLUETOOTH 
PROFILES EXAMINED 

f- ·-... · - · l aving examined the Bluetooth co1·e specification in Part 2, 
we continu e in Pa1·t 3 with an exa·mination of volume 2 of 

i:.........--.-.------..---1 ter 11 with an ove1"View of the profiles and their interrela -
tion ship s, includin g the rationale for our own grouping of the profiles in 
this book. Th e remaining chapters then explore each of the published 
profile s in logicall y related groups. Chapter 12 discusses the fundamental 
generic access and service discove1-y application profiles . Chapter 13 
explores the profiles that deal with telephony functions (cordless tele-
phony , intercom and headset ), while Chapter 14 describes the family of 
serial port related profil es (basic serial port , object push , file transfer and 
synchronization). Fin ally Chapter 15 examines the profiles 1·elated to net-
working, namely the dial -up networking, LAN access and fax profiles. 

Part 3, like Part 2, is designed to summarize important information from 
the Bluetooth profile specification , making that inforn1ation more acces-
sible and understandable. Drawing on our experience in the Bluetooth 
SIG, we attempt here to expose the motivation and rationale fo1· key 
elements of volume 2 of the Bluetooth specification. 

201 
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V olume 2 of the specification consists of the profiles. These ai·e 
in tend ed to pr·omote interoperabili ty among many implementations of 
the pr·otoco l stack that is spe cified in volume l. In this chapter we dis-
cuss the gene1·al natur e of the profiles- the rationale for generating 
them , their history and evolution and the interrelationships among 
them. Ea cl1 of the version 1.0 profile s is then examined in more detail in 
subsequ ent chapt e1·s. 

The Version 1 .0 Profiles 
P1·ofiles spring from usage cases. Chapte1· 3 discussed the usage scenar-
ios that were part of the development of the version 1.0 specification 
(altl1ough not all usage cases resulted in a corresponding profile for ver-
sion 1.0). Many of the profiles can be grouped togethe1· based upon the 
shared elements of thei1· usage scena1ios; this is how the profiles are 
grouped into chapters in this part of the book. The profiles also can be 
grouped into families based upon their technical underpinnings; in 
many cases these map in a st1·aightforward manner to usage scenario 
relationships , although in other cases the technical relationship (for 
example, of ·fax to headset ) is not so obvious. Furthermore, the ve1·sion 
1.0 specification contains additional p1·ofiles that do not directly 
embody usage cases. These include the generic access p1·ofile, the se1·-
vice discovery application profile, the gene1ic object exchange profile 
and the serial port profile. Each of these profiles can be considered a 
transport profile which defines a co1nmon basis of shared characteristics 
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I 

Fi le 
Transfer 

(FP) 

Figure 11.1 

upon ,.vl1ich othe1· application p1·ofiles can be built ( or , in obj ect -orien ted 
terminology, these p1·ofiles a1·e cla sses f1·om whicl1 oth er profi les, or sub -
classes , inl1eri t). 

Figure 11. l depicts the ve1·sion 1. 0 p1·ofile fan1ilies b ase d up on the ir 
tech11ical relation ships . A simjlar figure app ears i11 mu ltipl e pl aces in 
volume 2 of the specification . Th at figu1·e depi cts these re latio n ships in a 
''nested container '' sort of repr esent atio n , wl1ile Figu1-e 11.l uses an 
object hierarch y rep1·esentation , but bo th di agr·am s convey the same 
info1·mation . The abbrevi ation s in par enthe ses in th e figu1·e intro du ce 
the shorthand nomenclatur e tha t is used in the remaini11g cha p ters of 
Part .3 to name the profil es. Th ese abbr eviat ion s are use d for co n ve-
nience; in some case s (bu t not all) tl1ey are co nsisten t vvith sim ilar 
abbreviations for tl1e profile s that ai·e used in tl1e specification. 

Service 
Discovery 

App. (SOAP) 
" 

Generic 
Object 

Exchange 
,(GOJ , 

I 
• 

I 
Object 
Push 
(OPP) 

Synchronization · 
(SP) 

Generic 
Access 
(GAP) 

Serial 
Port 

(SPP) 

Dial Up 
Networking , 

(DUNP) j 

Telephony 
(TCS-BIN) 

Cordless ' 
Telephony 

(CTP) 

Fax 
(FaxP) 

' 

• 

Intercom 
(lntP) 

,;/ -

Headset 
(HSP) 

LAN 
Access 
(LAP) 

The Bluetooth version 1.0 profile families, based upon protocol stack relationships, in class hierarchy 
representation . 

This chapter describes each of the profiles according to the rela-
tionship shown in Figure 11.1. The remaining chapters of this part of the 
book, though, examine the profiles in logical groupings based upon the 
relationships of the services that each profile provides. There are multi -
ple ways of viewing several of the profiles and thus there are multiple 
ways to group the profiles. This chapter presents one such grouping, 
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that of the techni cal elements shar ed among profiles (which is consistent 
with the vers ion 1.0 specification , although it does not propose any 
ove 1·t gr oupin .g at all other than including a different repr esentatio n of 
tl1e figu1·e sl1own above). Figure 11.2 depicts the logical , service -based 
groupin g that we use in discussing these profiles in subsequent chapters . 
On e exa n1ple of these mt1ltiple viewpoints is that of the head set profile. 
As depicted in Figur e 11.1 in the profile hierarchy , headset is a deriva-
tive of the se1·ial port pr o·file. Howe ver, from a functiona l or services 
poin t of viev., the headset p1·ofile could be considered to be part of the 
teleph ony profil e gToup , as shown in Figure 11.2, and thus we include it 
in Ch apter 13 along with cordl ess telephon y and intercom . Anot her 
exampl e is tl1at of the fax profile, which from a technical perspective is 
also a serial port profil e deri vative. Ou1· treatment of the fax profile in 
this book , though , is alongside that of the dial-up networki ng and LAN 
access p1·ofiles, as part of what we consider a ''networking '' category, 1 a 
g1·oup which lhe specificati on does not addre ss. 

Generic 
Access 
(GAP} 

Generic 

Service 
Discovery 

App. (SOAP) 

Telephony 

Fi le 
Transfer 

(FP) 

Serial 

Serial 
Port 

(SPP) 'j 

--~ ·-
Object 
Push 
(OPP) 

Generic 
Object ' • Exchange 
(GOEP) · 

_L 

Synchronization• 
(SP) 

---~ 
Networking 

Dial Up , Fax } LAN 
Access 

' Telephony ) 
Headset 
(HSP) 

Intercom 
(I ntP) 

Networking : 
(DUNP) J 

(FaxP) /) 
• 1 (LAP) , 

I (CTP) ~ -1i/7 ~P 
Figure 11.2 
The Bluetooth version 1 .0 profiles, based upon logical service-based groupings. 

1. Whi le it 01ay no t be obviotis t1ow a fax profile fits ,vithi11 a net,vorking category, cons~der that 

th f · 1·ke dial up net"\vorking and LAN access , uses a Bluetooth deV1ce as a e ax usage scenano , 1 - • • th ' 
"gate,vay" to a ,vide area nenvork for data communication . Chapter 15 further elaborates 1s 

point. 
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This discussion and the figures a1·e intend ed only to po int out tha t 
there are multiple ways in which to categ·orize the ve1·sio11 1.0 pr ofiles. 
The choice of which metl1od to use is pr obabl y best made depe11ding 
upo .n the purpose and circumstance s sur1·ound ing the need to gi·oup the 
profiles in the fi1·st place , and most distinctions a1·e not likely to be dras-
tically different. Howeve1·, because the numb er of p1·ofiles is expecte d to 
gi·ow over time, with the SIG already planni ng to add quite a few nev\' 
ones (as discussed in Chapter 16), ilie act of grot1ping the profiles 
becomes n1ore advantageous , and the differen t ,iVays of doing· so should 
not be confused . 

Generic Profiles: Thi s group is compo sed of the gen eric access 
profile, which is ilie root of all profil es, and the servi ce discov e1-y 
application profile , which prov ides a framework for m apping from 
the application layer to the SDP layer of the sta.ck. 
Telephony Profiles: In the object hierarchy vievv these are ilie 
profiles that impl y the use of TCS-BIN for teleph on y contro l fun c-
tions. This group includ es the cordl ess teleph ony and in tercom pr o-
files (in Chapter 13 we consider ilie head set pr ofile in the telephon y 
group also, although from the technical pe1·spec tive it is part of the 
serial port group ). 

Serial Port Profiles: All of the remaining profile s are par t of the 
serial port group. However , this group is furth er subdivided . Dir ect 
derivatives of the serial port profile are the dial-up networking , fax , 
headset and LAN access profiles ; as well as the generic object 
exchange profile. The latter in tum is the parent of the remaining 
object exchange group profiles, namely file transfer, object push and 
synchronization. While we treat this latter group (the object 
exchange profiles along with the basic serial port profile ) identicall y 
in this book, some of the other members of the serial port profile 
family are categorized differently. Specifically, as already noted, the 
headset profile is examined in the telephony group, and the remain -
ing serial port profile family me.mbers-fax, LAN access and dial-up 
networking-are treated as a networking family, which is examined in 
Chapter 15. 
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Part 3 Chapter Organization 
In each of the remaining chapters of Part 3 we examine a group of pro-
files as desc1·ibed above . Each chapter is organized such that it 
addresses: 

• the common eleme nts of the profiles in that group; 
• the history of each profile; and 
• an exa mination o·f each profile , including how it maps to the 

protocol stack and how applications might use it. 
In addition, wherever possible, we offer insight about the rationale, 

de sign thought p1·ocess and future possibilities of the profiles based upon 
our par·ticipation in the SIG when tl1e p1·ofiles were being developed. 
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O ur examination of the profiles begins with two that we call the generic 
profiles be cause they are fundamental to Bluetooth wireless communica -
tion . The generic access profile, or GAP, is the basis for all other profiles. It 
de scrib es the fundamental operations necessary for two Bluetooth 
devic es to establish communication, including the discovery of devices, 
link establishment and . configuration and security considerations. The 
GAP is tightly coupled with the group of Bluetooth transport protocols 
de scribed in Chapters 6 and 7. The service discovery application profile, or 
SDAP, describe s fundamental operations necessary for service discov-
ery , an operation often perfo1·1ned soon after a communication link is 
established. The SDAP maps directly to the service discovery protocol 
(SD P) described in Chapter 8. 

Most Bluetooth devices are not expected to implement all of the 
profiles. A data access point , for example, probably would not imple-
ment telephony profiles, while a headset device is unlikely to imple-
ment networking profiles. However, nearly all devices are expected to 
implement both the GAP and SDAP; in fact, it is mandatory for all 
devices to comply with the GAP. Also, the use of SDP over the group of 
Bluetooth transport protocols follows the co1Tesponding guidelines out-
lined in SDAP. These two profiles do not describe a specific usage case 
per se but rather define basic functions that are necessary ( or at least 
highly desirable) for all devices. 

209 

IPR2020-00202 
Apple Inc. EX1057 Page 231



, . ,, 

210 Chapter 12 P THE GENERIC PROFILES 

Relationships 
The relationship between these two profiles ma y not be evident upon a 
cursory examination of the specification. Each deals with considerations 
that are mostly relevant to different layers of the protocol stack. The 
GAP largely addresses lower -layer p1-otocols involved in the most basic 
Bluetooth communication functions, while the DAP focuses primaril y 
on items of interest to higher-layer applic ations. Ho weve r, these hvo 
profiles also share man y traits. 

Neither the GAP nor the SDAP addre sses a specific usage case. 
Many of the other profiles , like synchron ization or cordless telep hony, 
deal with specific, concret e end -user scenarios. For the most part, the 
topics covered in the GAP and SDAP are not visible to an end user 
(with some of the application interactions excep ted), but these profiles 
define procedure s and proto col usage that are nece ssary to accom plish 
all of the other profiles. Inde ed, this is why the GAP is the basis for all 
other profiles and why its inclusion in Bluetooth devi ces is mandatory . 
Similarly, the SDAP defines method s for exercising protocols for the 
purpose of service discovery , and service discovery is a component of 
nearly all of the other profiles. In some respects, the GAP an d SDAP 
both define '' invisible '' operations that are necessary for all other pro -
files and thu s enable those other profiles. 

Even though the GAP and SDAP are concerne d primarily with 
low-level communication functions, each also ha s an application facet 
and thus some degree of visibility to an end user. While much of the 
interaction these profiles specify can occur in an automated fashion, 
mostly hidden from the user, some operations might involve the end 
user as well. Examples include ''browsing'' applications 1 that pre sent 
inforn1ation about devices and services within proximity , and the pre-
sentation to the user of various options available, such as the degree of 
security to be used for a particular communication link. In such cases a 
user interface or application programming interface could be associated 
with these profiles. Nevertheless, the device and service discovery and 
connection management is always perforn1ed in accordance with the 
specifications of the GAP and SDAP. 

The overall profile creation process started late in the develop-
ment of the specification, when it was realized that application interop-
erability could be best achieved through a formally specified way to 
facilitate it. Moreover, the GAP and SDAP were the last profiles to start 

I. One example is the "Bluetooth Piconet Minder" application described in Chapter 8. 
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bein g dev eloped . Th e rea son for tl1eir late start is that they both estab-
lish a ba sis for all otl1e1· p1·ofiles, and hence their need became apparent 
only after· common patt erns emer ged within the other profile s. The SIG 
1·ealiz ed that the Bluetoot h communi ty would be served better if these 
con1mon patt er11s and p1·ocedure s were grouped into separate docu -
m ent s for ease of referenc e. Tl1is reasoni ng led to the development of 
tl1e serial po1·t and object exchange profiles as well. More details on the 
developm ent of lhe gene ric p1·0.files a1·e given within each profile pre -
sentati on , sta1-ting with the GAP discussion that follows. 

The Generic Access Profile 
Th e Generic Access Profile , or GAP, forms a common basis for all Blue-
toot h pr ofiles and hence for the common interoperable usage of the 
grol1p of Bluetooth trans port protocols. One of its important contribu-
tions is its de·finition of a standard set of terminology. Chapter 8 of the 
GAP co11tains four pages of standard te1·ms with crisp definition s. Hav -
ing this commo n voca bulary helps to remove ambiguity in all of the 
pr ofiles, which is a key elemen t in ena bling interop erable implementa-
tions- and interopera bility is tl1e overarching goal of the profiles in the 
first pla ce. 

With this co1nmon terminology in place , most of the GAP is 
devote d to defining the procedur es nece ssary to establish Bluetooth 
co11nections. This includes device and name discovery , inquiry proce-
dur es, pairing and bonding (explained below ), and link , channel and 
connection establishment . For all of these consideralions, the GAP pro -
vides common and standa1·d procedu1·es, in some cases including flow-
chart s. Th e impo1·tance of defining the fundamental communication 
operations cannot be overstated: without well-defined, interoperable 
method s for basic communication between devices, none of the other 
profiles could be realized. 

GAP Development 
Because the GAP is the root of all of the profiles, it is natu1·al to assume 
that it was the first pr·ofile developed. In fact, the opposite is tJ.ue: it was 
one of the last to be defined by the SIG. To unde1·stand why, one must 
understand the history of p1·ofile developn1ent in the SIG. 

As described in Chapter 1, the SIG's softwa1·e working group was 
organized into task forces that focused on developing one protocol or a 
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set of related proto cols. I11 Janu ary 1999 tl1e top ic of pr ofiles was first 
discussed in depth within tl1e SIG . Profile s were suggest ed , an d later 
adopted , as a m ean s to fo1·mali ze the Blueto oth usage scena1·ios and to 
ensure interoperabili ty am ong mul tiple in1plem en tation s of the p1·otocol 
stack. TI1us the initial set of pr ofiles was base d up on the sam e usage 
cases tha t dr ove the m arketing requir em en ts docume nt, which in tum 
dro ve the deve lopm ent of the p rotoco ls. Th e 1·esponsibi li ty for deve lop-
ing the profil es initi ally fell to the same task force tl1at dev elop ed the 
correspondin g p1·otoc0Is. For exa mple, the hea dset an d co1-dless tele-
phon y profil es were developed by tho se who define d the TCS -BIN p1-o-
tocol ; the serial port pr ofile was w1itten by the same peo ple who 
defin ed RFCO MM ; and the object push and syn chronizatio n p1·ofiles 
were develop ed by the g1·oup that specified the IrDA intero pera bility 
proto cols. Later the SIG forme d an int eroper ability wo1·king gro up sep-
arate from the software vvo1·king gro up , to focus exc lusive ly on th e pr o-
files and relat ed issues, alth ough the part icipan ts in the in teroperability 
working group in many cases were still those who help ed to deve lop 
proto cols in the software working group. 

In the month s preceding the creat ion of the int eroper·ab ility ,vork-
ing group and the effort s to develop usage -scena1i o-01ient ed p 1-ofiles an 
activity began within the software working· gro up to develop stan dar d-
ized man-1nachine interfaces (MMI ). An M MI task forc e, chaired by 
author Bisdikian , was fo1·1ned in Nove mb er 199 8. Its go al was to 
enhance the user experien ce and in te1·action with Blue toot h dev ices 
through standardi zed usage and conn ectivity pr ocedur es, no m encla-
ture, and graphic user interfac es (wher e appr opria te), following th e p ar -
adigm of GSM cellular phone s. Ho weve r·, the vari ety of devic es th at 
could be capable of Bluetooth wirel ess co11nectivity far excee ds the 
variety of GSM phone s; henc e the SIG realized th at the deve lopm en t 
of standardized procedure s for all con ceivable Bluetooth devices could 
be too restrictive. Thus , with the creation of the in teroperabili ty work -
ing group, the activities in the MMI task force m erge d with tho se of the 
interoperabiljty group. 

As the initial set of profiles progressed and matured , it became evi -
dent that each of the profiles made assumptions about und erlying tran s-
port protocol layers. Because there was no end -user scenario that dealt 
specifically with low-level communication issues it was not ini tiall y evi -
dent that a profile was needed to address those topics. Meanwhile the 
SIG had begun to discuss security issues in earnest. These two develop-
ments resulted in the realization by the SIG that a profile was needed to 
address the common communication elements. By May 1999 the 
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fram ewo 1·k of the generic access profile was in place. Considering that 
the specificat ion was publi shed the following July, it should be evident 
that a gi·eat deal of work was reqt1ired in a short amount of time to com-
plet e the GAP. 

GAP Examined 
Th e GAP is concerned princip ally with thre e items: dictionary, connectiv-
ity, an d p ersonalization. Th e dictionary consists of a collection of terms 
and their definition s. Th ese terms appear in the specification, both in its 
co1·e an d profile parts , and the dictionary provides the foundation for 
thei1· unambi gu ous use throughout the specification. Connectivity con-
sists of the operation s perfo1m ed by device s that allow them to connect, 
or no t, and aut henticate, or not, with other devices. Personalization con-
sists of the eleme n ts that identify and customize Bluetooth devices, like 
th eir user -friendl y name s and PIN s. For the last two items, the GAP 
pr ovi des tem1s that can be exposed at the user-interface (UI) level, 
whenever · applicable. 

Thi s chapter focuses on the connectivity aspects of the GAP, 
which are used by all other profiles. The y include the connectivity 
mode s, the secu1·ity mode s, and idle mode procedures. The GAP also 
ha s a sect ion on link establishment procedures that summarizes the 
sequenc e of operations used to establish Bluetooth links and L2CAP 
channels; these procedures are highlighted in Chapters 6 and 7 and 
thus are not discussed further here. 

Connectivity Modes 
. f Ch t 6 a device may enter 

As described in the baseband po1·t1on o ap er ' . d b th . · h t be cliscovere Y o er 
inqui1-y scan mode or page scan mode , e1t er o with other devices 
devices that transmit inquiries 01· to be connected b b d specifica-. ti. 1 The ase an 
that transmit pages to the device, respec ve Y· . d ·ce perforrns · · d which a evi 
tion does not state the conditions un er . when a device 
. . d h . d s not specify . 1nqwry. and page sc~ns an t us 1t oe The HCI specification, 
allows itself to be discovered 01· connected. d t by a host to the 

I rnrnan s sen 
described in Chapter 7, includes H C co . nd link controller, 

I. k manacrer a Th 
host controller, and from there to the. 1n . uir O and page state~. . us~ 
that instruct the latter to enter the vanous inq Y ei·ally application 

( ore cren ' s· 
it becomes a matter of a user-level or, m 0 y of these states. im-. nters an th · not 
level) defined policy as to when a device e d rnines whe er 

01 
t 

1. al O eter · . ·mportan 
ilarly a user-level defined po icy 5 h 1. This is an 1 

' . . h ot e . 
devices shall pair (authenticate) with eac 

IPR2020-00202 
Apple Inc. EX1057 Page 235



I 
'• 

214 Chapter 12 11 TH E GENERIC PROFILES 

point: user-level decisions determine the degr ee to which a give n device 
can be discovered, conn ected to and paired . On e concern often 
expressed about Bluetooth technolog y is that all Bluetoot h devices will 
automatically communicate \.vjth each othe1· at a11y tim e, bu t this is a 
misconception. Users , or user-level appli cation s, set the conn ectivity 
policies that deter1nine which devices can com mu11icate with each 
other, and when. These polici es could be fixed by the m anufa cture rs of 
Bluetooth devices or could be con£gurabl e by their users. Th t1s de ice 
manufactu1·e1·s could use the con11ecti,rity policie s as a "''ay to differe n tj-
ate thei1· products. 

The GAP defines the poli cies for device communicatio n esta blish-
ment and categ·orizes them into discoverability mod es, connectability 
modes and pairing mode s. 

Discoverability Modes 
A Bluetooth device is said to be discove1·able if it allows itself to be djscov -
ered by other Bluetooth devic es. In par tjcular, a discove ra ble device 
executes inqurry scans regularl y and respond s to inqu irie s sen t by 
inquiring devices. There are thr ee levels of device discovera bili ty : 

1. General discoverable mode: At this discove1·abili ty leve l, a de vice 
enters inquiry scans using the general inquir y access code (GIAC ), 
which is the inqui ry access cod e (IA C) generat ed from the specially 
reserved lower add1·ess part (LAP) 'Ox9E8B33' of t11e 48 -bit Blue-
tooth addres s, as described in Chapter 6. In this m ode , a device 
responds to all inquiries and thus it alway s can be discovered by all 
other inquiring devices. 

2. Limited discoverable mode: At this djscoverability lev el, a de vice 
enters inquiry scans using the limited inquiry access code (LIAC ), 
which is the IAC generated from the specially reserved LAP 
'Ox9E8BOO'. In this mode, a device may respond only to the inquir -
ies that contain the LIAC and thus it may be discovered only by 
other devices inquiring using the LIAC. 

3. Nondiscoverable mode: At this discoverability level , a device does not 
respond to inquiries and thus other Bluetooth devices cannot ms-
cover it. 

When a device is discoverable, it must always enter the general 
discoverable mode, even if it enters the limited discoverable mode. The 
latter mode may be entered in parallel with or sequentially to the gen-
eral discoverability mode, as described in Chapter 6. A discoverable 
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device 1nust ente 1· inqui ry scans no less frequently than eve ry 2.56 sec-
ond s and mu st re1nain in inquir y scan for at least 10.625 milliseconds. 

Connectability Modes 

A Bluetoot l1 device is said to be connectable if it allows itself to create 
Bluetooth links with othe1· devices. In particular , a connectable devi ce 
executes pag e scans 1·egularl y and respond s to pages sent to it by paging 
devi ces. 

A nonconnectable device doe s not respond to pages and thus it can -
not create link s with other devices. 

Tl1e disco ve1·abili ty an d conne ctability modes might be set inde-
pend ently of each other2; however, a device that is only discoverable 
and not co11nectabl e may not be ve1-y useful. 

Pairing Modes 

A Bluetoot h devic e is said to be pairable if it allows itself to be authenti -
cated by anoth er Bluetoot h device, meaning that it can play the role of 
a claim ant durin g an authentication transaction. Further11101·e, a pair-
able device, in addition to accepting LMP_au_rand PD Us, must accept 
an initial authenti cation reque st received from a verifier in an 
LMP_in_rand PD U, as discussed in the LMP section of Chapter 6. 

A no1ipai1·able device respond s to an LMP_i1z_rand PDU with an 
LMP_not_accepted PD U, signifying that the device is not willing to pair 
with any new devices. 

Security Modes 
Security operations in Bluetooth devices ultimately relate to device 
auth entication and po ssibly link encryption . Recall that the former is a 
mandatory feature of Bluetooth devices while the latter is not. 3 Three 
leve ls of security relat e to the ''depth'' of the security safeguards 
impo sed upon communicating · devices: 

1. Security mode 7: A device that operates in this mode does not have 
any security barrier. In particular, it never acts as a verifier and thus 
never sends LMP_in_rand or LMP_au_rand PD Us. 

2. Security mode 2: A device that operates in this mode places a secu-
1ity barrier at the L2CAP layer. In particular, it does not initiate 
any security transaction prior to receiving a request to establish an 

2. There is a l1ost controller interface com111and that enables inquiry and page scans indepe11-
dentl y of eacl1 ot11er. 

3. Ho\vever , some profiles do mandate support for and tl1e use of encryption. 
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L2CAP channel using the L2CAP_ Connection_Request signaling 
command, as described in the L2CAP sect ion of Chapte1 - 7. Thi s 
security 1node allow s a flexible security m odel for Bluetoot h 
devices in which security ba1,·iers in a rem ote device can be rai sed 
based upon the particular se1·,rice that a loca l dev ice 1-equest s from 
the remote device . 

3. Secu1·ity mode 3: A devi ce tha t operates in thi s mode places a secu-
rity barrier at the link manager layer. In parti cular , it does no t ini -
tiate data communications involvin g the uppe r tran por t an d 
higher layer s prior to auth enticating · the devic e with 'v\rhich it is to 
communicate. I11 other word s, authe n tication occurs b efo1·e the 
transmission and receipt of the LMP_setup_complete PD U , as di s-
cussed in the LMP sect ion of Chapter 6. 

Note that a device may be in one and only one securi ty mod e at 
any given time. For example, a device in securi ty mode 3 cann ot 
authenticate other devices selectively; instea d it authenticates a ll 
devices that attempt to estab lish a link with it. A flexibl e sec urity arc hi -
tecture for Bluetooth devices is desc1ibed in [Mull er99]. It form s the 
basis for the security modes included in the GAP . 

Idle Mode Proced1ires 
While the connectivity and security modes are associat ed with activities 
that a Bluetooth device fallow s to react to inc oming stimuli (such as 
inquiries, pages, L2CAP_ Connection_Requests, and so on), the idle mode 
procedures relate to the device that sen ds the stimuli. Th ese pr ocedures 
include gene1·al and limited inquiry, nam e and dev ice di scove ry and 
bonding. 

The general and limited inquiries are used to discov e1· devices in 
general or limited discoverable mode, respectiv ely. The de vice discov -
ery process returns, among other things, the user -friendl y name of di s-
coverable and connectable devices. Note that requesting the nam e could 
involve just the LMP layers in two devices without involving the hosts. 

Bonding is a pairing procedure executed for the purpose of creat-
ing a link key between devices and storing that key for future use. In 
general bonding, bonding is combined with additional communications 
such as accessing higher -layer services. In dedicated bonding, a device 
connects with a pairable device with the sole purpose of creating a bond 
between the devices without involving upper-layer transactions. 

The GAP concludes with a brief description of a service discovery 
procedure used to search for services supported in remote devices. This 
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proce dur e follows th e guid elin es for service discovery found in the 
SDAP , which is pre sent ed next . 

The Service Discovery Application Profile 
As noted in Chapter 8, service discovery is expect ed to be a key compo -
11ent of mo st Blu etoot h ap plicatio ns. Nearly all of the profiles include a 
ser·v ice di scovery elem ent. Like the GAP, the Service Discovery Appli -
cat ion Pr ofile, 01· SDAP , pr ovide s a commo n and standard method for 
p erfo1-min g serv ice discovery using the Bluetooth protocol stack. 

Unlike mo st other profil es, the SDAP describe s a standard service 
di scover y application mo del and also defines absh·actions of servi ce 
p1-im iti es that in some re spects re semble application programming 
interf aces (AP i s). Eve n though the SDAP deals with the SDP middle -
wa re layer p1·otocol and thu s addre sses some of the '' invi sible '' opera -
tion s desc1i b ed ear lie r, it is aim ed prirna1ily at application writers . It is 
the onl y profil e with '' application' ' in its title and the only profile to sug-
ge st API -like primi tive s. As explain ed in Chapter 8, these primitives 
could be mapped to platform APis in a straightforward manner. 

SOAP Development 
Both author s h ave a spe cial intere st in the SDAP . Author Bisdikian 
serve d as edit or of the SDAP po1·tion of the specification , conceived the 
origina l id ea for the SDAP and contributed most of its content, and 
autl101· Mill er chaire d the se1·vice discover y ta.sk force responsible for 
deliveri ng the SDAP . • 

A s with the GAP , the need for an SDAP was not origmally evi-
d ent , and thus the SDAP was also developed late in the specification 
cyc le. Not until J anua1·y 1999, when mo st profiles were already under -
way , was the qu est ion rai sed regarding whether or not a service discov -
ery proJil e was nee ded . By March of that year the id ea of an application 
profile for service c\iscovery was accepted and the SDAP development 
proceeded . 

The devel opment of the SDAP is rooted in the fundamental 
assumptions that led to the formation of the SIG itself: the diversity and 
number of devices that would be capable of Bluetooth wireless commu -
nication and the diversity and number of services available through 
these devices would steadily increase. To keep a semblance of order in 
the expected sea of devices a11d services available to a use1·, it was 1·ec-
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ognized th.at a standardized p1·ocedur e sho t1ld be create d that would 
allow the user of a device to locate and identify services . 

The SDAP does not describe how the service discovery itself is 
perfo1·rr1ed; it relie s on SDP for this task. Rathe1·, SDAP de scribes how 
an application that uses SDP should be created and should behave. In 
particular, it define s the functional characteristic s of such an app lication 
through a set of service primiti ve ab straction s, detailed below . Further-
more, the SDAP defin es how other profile s and appli catio ns in genera l 
must use the g1:oup of Bluetooth tran sport pr otoc ols to carry 
SDP _PDUs when they need to execute SDP t1·ansact ions. Thi s latter 
item was an expansion of the SDAP 's original scope. All of the ''no nge-
neric'' profiles contain an SDP section that pr ovid es a list of para meters 
for the protocol stack tha t lead s to the particul ar appli cation cove red by 
the profile. The se proto col stack paramet e1·s include ones like the 
RFCOMM data link connection identifier (DLCI ) nee ded to reac h , say, 
the PPP layer in the LAN access profile. The se p arameter s are carried 
as service attribute s within SDP _PD Us. How eve 1·, these othe r profiles 
do not specify ho"' ' the SDP layer could use the gr·oup of Bluetoo th 
transport protocols to carry these SD P _PD Us. Since the latter process 
should be identical for all profil es, one idea was to include it in a 
generic profile like the GAP. Ho wever, the GAP doe s not focu s on the 
transport of data with a sourc e or sink ab ove the L2CAP layer. More -
over, the SDP specification itself do es not con tain th e dep en den cies of 
SDP on the group of Bluetooth tran spor t protocols . Eve n thou gh this 
may seem like an oversight, it was a delib erate choice. Th e Blu etoot h 
service discovery protocol , although tied to systems that utili ze Blue -
tooth wireless communication, is in prin cip le a transport- indep endent 
protocol. Hence, the SDP spe cification focuses exc lusive ly on the SDP 
transactions themselves and the various SDP PD Us that are used, as -
well as the type and form of info11nation that is carri ed in them. The 
SD P specification does not particularl y focu s on how these transactions 
are carr·ied over the Bluetooth . air -inte ·rface. Ultimately, SDAP became 
the only (and natural ) point of reference for describing how the SDP 
layers use the group of Bluetooth transport protocol s to carry the 
SDP PDUs to each other. -

SOAP Examined 
The SDAP is unique among the application -oriented profiles, like the 
file transfer profile, the LAN access profile, and so on. These other pro -
files describe how the complementary parts of a user-level application 
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runnin g on two ( or mor e) devices work together to support a particular 
usage scenario . The application in SDAP needs to be present in only 
one devi ce . Thi s application interacts with the SDP layer of the stack in 
tl1e device where it resides to initiate SDP interactions with one or more 
SD P layer s in other device s, so as to learn about services in those other 
devices . U pon the arrival of respon ses from the other devices, the ser-
vice discove ry app lication can make those results available to the user 
of tl1e device that initiated the transaction (s). 

0 ften, service discovery in non -Bluetooth environments is per -
form ed by b1·oadcasti ng inquirie s for services or inquiries for locating 
directori es of services. In the latter case, when a service directory is 
found, it is then contacted to find out about services that are registered 
th.ere . In a Blue tooth piconet, broadcasts are entirely lJoidirectional in 
that they are exc lusively directed fTom the master to the slaves of the 
piconet. Furthermore, broadcast transmissions are not recoverable in 
tha t they cannot be retran smitted following an error in their transmis-
sion . Thu s, serv ice discovery in a Bluetooth piconet does not use a 
bro adcast mod el. Service discovery in Bluetooth piconets is closely 
associated with device discovery. Service discovery is executed only 
be tween fully identified pair s of devices and only after they have dis-
cove red each other and have created a Bluetooth link (up to and includ-
ing an L2CAP conne ction) betwee11 them. 

According to the SDAP, devices participating in service discovery 
ma y have eithe1· of the following roles: 

• Local device: This device implements the service discovery appli-
cation , like the service browsing application referred to in 
Chapter 8. It also implements the client portion of the SDP 
layer . A local device initiates SDP transactions as shown in Fig-
ure 8.3. 

• Remote device: This device is contacted by a local device to 
inquire about services. A remote device implements the server 
portion of the SDP layer. It responds to SDP transaction 
requests from a local device. To produce its responses, the 
remote device maintains, explicitly or implicitly, a database

4 

that contains service records for the services available via the 

remote device. 

4. Th e specification does not define the format of this database , leav_in_g ~at choice to implement -
ers. Moreov er, this need not be a "database" in the classic sense; 1t 1s stmply a collection of 
information maintained by the SDP server in a format suitable for the device . 
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220 Chapter 12 a THE GENERIC PROFILES 

Even though some devices n1ay act onl y as lo ca l or as remote 
devices, these device role s a1·e, in genera l, temporar y and n1eaningful 
only when an SDP transaction between lwo de vices is und er way. A 
device can be a local or remot e de vice at differ ent times or eve n at the 
same time, depending upon when it creates service inquirie s or 
1·esponds to them. The SDAP device role s bear no re lation lo the b ase -
band 1·oles of ma ste r and slave, as the latt e1· rol es are meaning less above 
the link manager laye r. A local device could be eit her a master or a 
slave in its piconet , as could a remote dev ice. 5 

The SDAP is the onl y profile that uses the ter rn ap pli cat ion in its 
title. However , the SDAP doe s not define any parti cular ap pli catio n . 
Such a definition would be very much platf orn1 depe nd ent and possibly 
too restrictive for application deve lope rs, neith er of ,,vhich is a desira bl e 
objective for a specifi catio n . H oweve r, the SDAP specifie s th e services 
that a service discovery application should pr ovi de to its user s to be use -
ful. These services are summari zed in fou1· serv ice p1·irniti ve abslTaction s. 
These primitives could be mapp ed to an appropri ate set of AP i s based 
upon the underlying software and/ or har dware pla tfo1·m in which an 
SDAP application is instantiated. An exampl e m ap pin g of the se primi -
tives to the Salutation APis is given in [Miller 99] . Th ese primitiv es are : 

• serviceBrowse: Thi s service primi tive is utiliz ed when a local 
device wants to perfo11n general service sea rche s, referred to in 
Chapter 8 as service brow sing. The se sea rche s might take th e 
fo1111 of querie s about what services in ge neral or what serv ices of 
type S are available, if an y, via a selected set of remote devi ces. 
This application -level service primitive results in SDP _PD U 
transactions initiated by any one of th e three basic reque st 
SDP _PDUs presented in Chapter 8: SDP_ServiceSearchRequest, 
SDP_ServiceAttributeRequest, or SDP_ServiceSearchAttributeRequest. 
Optionally, the LMP_name_request PDU could also be se nt to 
learn the user-friendly name of the remote de vice. 

• serviceSearch: This service primitive is utili zed when a local 
device wants to perfor111 searches for a specific type of serv ice . 
The search could take the for rr1 of queries about what services of 
type S' with attributes Al and A2 are available, if any, via a 
selected set of remote devices. Similar to the previous primitive, 

5. Often a local device acts as master of a piconet, since typically it \vould be the devi ce tha t 
desires to create connections \Vith other devices and search for and use services on them. Ho\ v-
ever , this does not mean that a local device must be a master to perform service inquiries . A 
slave device could equally well initiate such inquiri es. 

I 
I 
I 
I 
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The Service Discovery Application Profile 221 

thi s application -level service primitive results in SDP _PDU 
t1·ansactions initiated by any one of the three basic request 
SD P _PD Us p1·eviously mentioned . 

• enztmerateRemDev: Thi s service primitive is used when a local 
device wants to searcl1 for remote devices in its vicinity. The 
sea rch can be rest1icted with a class of device (CoD) qualifier to 
search only ·for· devices belonging to the specified class. This 
app licat ion-level serv ice primitive results in the local device 
execl 1ting inquirie s to learn about devices, primarily any new 
devices, in its vicinity . If, in the future, CoD-specific dedicated 
inqui1y access codes (DIAC s) are standardized, then the inquiries 
for this primitive could be generated according to these DIACs. 
Oth e1·wise, the generic inquiry access code (GIAC) is used and the 
local device needs to filter the received responses according to 
the informat ion included in the CoD field in the FHS BB_PDUs 
rece ived from the responding devices. 

• te1·minatePrimitive: This service primitive results in the terrnina-
tion of the operations invoked by the previous primitives. 

The first and second p1imitives above relate directly to transac-
tion s involving SDP _PDUs . The third primitive could be satisfied 
m ere ly by reque sting that the device enter the inquiry mode with the 
so le purpo se of searching for any other devices in the inquiry sc~n ~t~te 
(as de scrib ed in the baseband section of Chapter 6). The last prtmrtive 
simpl y terminates any ongoing actions resulting from the use of any of 
the other primitiv es. . ht£ d 

The SDAP 1·equi1·ements on the Bluetooth stack are straig orwarul. 
th· (j beyond the def a t 

To implement this profile one needs to use no mo I ti ular 
set ting s for all tl1e p1·otocol layers below the SDP layer. _n :c~ve~ 

. 1 f rf orming service 6 deV1ces that connect for the so e pt1rpose o pe th . Bluetooth link. 
do not need to authenticate each other 01· encrypt r d link between 
The SDP transaction s are carried over the ACL base a:·ried over con-

SDP ctions are c the devices. At the L2CAP layer tt·ansa "best effort" traffic. _ 
nection-oriented channels configured to can-y . that it identifies the con 

An additional distinction of this profile 1
~ SDP traffic are torn 

an·y1n er transport ditions under which L2CAP channels c O ession or a 
d t define as down. This is so because SDP oes no d t be per· 

houl no ·t 
ryption s tions for 1 s 

. . di r linJ< enc it)' precau . ' as 
6. This does not imply that devi ce authentication an ° . es no secur ttable pohc)' . . th . tJ SDAP irnpos -level se pe of for med . Thi s stateme nt simpl y impli es at 1e . t as a user tside the sco . . . ,re.men ons ou 

execution . Secur ity ,s as mt1ch a usage scenano requ taken for reas 
discussed in the GAP . Secu1it)' pr ecautions may still be 
SDAP. 
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Summary 

protocol for carrying SDP _PD Us. SDP itself is in essence a conne ction-
less proto col. To run the conn ec tio nle ss SD P 1·eque sUresp onse transac-
tion s, the L2CAP laye r needs to maintai n the L2C AP channel that 
carries the tran saction s at leas t for the dura tion of the t1·ansaction. For 
efficient use of the transmi ssion reso urces, the L2CAP channel beh ,veen 
an SDP client and an SDP server should be main tain ed even longer . 
Ultimatel y, it is the appli cation on behalf of which SDP transact ions are 
executed that should open and mai nta in, for as long as nece ssary, the 
L2CAP chann el for SD P tran saction s between t\t\ro de ices . 

In this chapter we ha ve highlight ed the two generic B1uetoot h pro.files: 
the GAP and the SDAP. Th e GAP descri bes the conn ecti\ rity and secu-
rity modes of operation for a device th at p e1·mits it to discove r, be dis-
covered by, and create trust bond s an d Blu etooth link s \Vitl1 other 
devices . These mode s of operation ar e user- (0 1· applicati on- ) settab le 
device policie s that speci fy how th e device should be have 1·elative to 
other devices with which Bluetooth communi cat ion migh t en sue. 

The SDAP describe s the fun ction al char acte ristics of a servic e dis-
covery application. Furth ern1ore, and equall y imp ort an tly, th e SDAP 
describes the way that the SDP layer mu st use the gro up of Blu etoot h 
transport protocols to carr y SD P transa ction s. Thi s aspec t of th e SDAP 
also fo1·1ns the basis for executing service discovery within the other 
profiles. 
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C ontinuing our examination of the profiles, we now visit those that are 
based upon telephony functions. We include here the cordless tele-
phon y, intercom and headset profiles. As described in Chapter 10, the 
fax and dial -up networking profiles also make some use of telephony 
protocol s, but we consider these part of the nehvorking group that is 
covered in Chapter 15. All three telephony profiles discussed here pri-
maril y address voice telephony functions. They all target telephony 
devices (mo stly mobile phones and headsets) and thus they exist largely 
for use by telephones . In fact, the intercom and cordless telephony 
profiles instantiate two different aspects of the three-in-one phone usage 
scenario introduced in Chapter 3, although the cordless telephony and 
headset profiles explicitly address the use of computer audio in addition 
to telephone audio. 

These telephony profiles, then, are expected to be implemented in 
many mobile telephones and other telephony equipment used with 
phones, like headsets and voice access points. All are intended to carry 
voice traffic, and in fact it is this com.man element that caused us to 
group them for this chapter's discussion.2 

I. We suppose that other types of devices could implement these profiles. There is no reason that, 
say, a computer could not provide intercom profile function if it had the appropriate voice and 
TCS-BIN support. But in general the telephony profiles center around telephones. 

2. These profiles could have been referred to as "telephony audio" or "voice telephony" profiles 
but we opted for the briefer yet still descriptive "telephony profiles." 
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224 Chapter 13 B THE TELEPHONY PROFILES 

RELATIONSHIPS 

Voice telephony is a common eleme 11t shar·ed by these th1·ee pr ofiles, 
but from a technical per specti ve (refer back to Figure 11.1) they inherit 
from two different profile families. The cordle ss telephony and inter -
com profiles are part of (a.nd indeed all of) the TCS -BIN family (even 
though there is no TCS -BIN profil e per· se) while the he adset profile 
derives from the serial port profil e. Yet from an end user 's perspective, 
the most visible feature of all of these pr·ofiles is the ability to route and 
process telephon y-grade audio t1·affic using Bluetooth wi1·eless commu -
nication. 

The cordless telephony and intercom pr ofiles are both part o·f the 
three -in-one phone usage case. Recall from Chapter 3 that the thr ee 
types of usage for a mobile telephone in this scenario are as (1) a stan -
dard cellular phone; (2) an intercom or ''walkie -talki e''; and (3) a cor d-
less phone using a cordless base station, 0 1· voice acces s point. Standard 
cellular phone ope1·ation is addressed by prot oco ls like GSM , CD MA , 
CDPD and others , using a wide area radio in the hand set; Bluetooth 
wireless communication is not used for the standard cellular phone 
operation. Standard cellular phon e usage is no t discussed further . 

The profiles for the remaining two aspect s of the thre e-in-one 
phone usage model , both of which use the TCS-BIN protocol , are 
unusual among the version 1.0 profiles in that they define only part of a 
usage case. Most profiles (fax, dial-up networking , sync hronization and 
so on) map one -to-one to usage cases. But in the case of the three -in-on e 
phone usage case, there are two separate profile s-cor dle ss telephony 
and intercom - that define the two separate part s of that singl e usage 
case that are relevant for Bluetooth wireless communication. In thi s 
case there are good reasons to separate the two distinct func tions . While 
they can be combined to realize the three-in-one phone scenario, cord -
less telephony and intercom also can be of value individuall y, and a 
robust implementation of cordless telephony is much more involved 
and complex than is an implementation of intercom. As we will see 
below, cordless telephony often involves advanced functions of TCS -
BIN, while intercom communications can be much simpler in compari -
son. Therefore it could make sense in some devices to implement just 
an intercom function without cordless telephony function. By separat-
ing these functions into individual profiles, such devices can conform to 
the intercom profile, which is useful in its own right, without imple -
menting the full three -in-one phone usage case, which would require 
additional cordless telephony support. 
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Whil e the inte1·com profile is simple in comparison to cordless 
telepl1ony , the head set profil e is intended to be even more straightfor -
wa1·d and less complex-it is perhap s the simplest of all the version 1.0 
p1-ofiles. This is ·by design , since Bluetooth headsets are generally 
expe cted to be simple, low-cost accessory devices; thus the require-
ments of the headset profile need to be minimal to enable such light-
weight devices. Thi s is one reason that the headset profile, even though 
it is involved in audio telephony, belongs to a differept profile family 
than do the cordl ess telephon y and intercom profiles. Recall from 
Chapter 11 that the headset p1·ofile is a derivative of the serial port pro-
file. Tl1e SIG felt that requiring wireless headsets to implement the 
TCS -BI N pr otoco l (as the cordle ss telephony and intercom profiles call 
for) would be too burd ensome for head sets. For the version 1.0 headset 
fun ctio n , only audio tran sfer (which occurs directly over the baseband 
link ) and some ve1-y simpl e control functions are needed. TCS -BIN is 
excessive for these simpl e control functions for headsets, so a minimal 
set of AT comm and s was chosen for headset control. These commands 
can be used ove r the RFCO MM vi1·tual serial port as described in 
Chap ter 10. Thus headsets need only contain a minimal implementa-
tion of the RFCO MM pr-otocol, so there is no requirement for them to 
implem ent the TCS-BIN pr·otocol. 

So we see that even. though these th1-ee profiles exist on two differ-
ent branche s of the protocol -based ''profile family tree," their common 
bond is that of supporting some form of voice telephony. Each is con-
cerned with the rendering and transporting of audio traffic (SCO pack-
ets) over the Bluetooth air-interface. 

THE CORDLESS TELEPHONY PROFILE 
As already noted, the cordless telephony profile, or CTP, defines the 
"cordless phone" facet of the three -in-one phone usage case, but more 
generically it defines cordless telephony. The CTP not only allows_ a cel-
lular telephone to use Bluetooth technology for short-range wir~less 
voice communication, but it also addresses handsets that exclusively 
use Bluetooth wireless communication to act only as cordless tele-
phones. These telephones are not cellular phones; they are sol~ly cord-
less handsets for use with a local base station. The CTP also includes 
computers that could accomplish cordless telephony using Bluetooth 
wireless communication, through support for the TCS-BIN protocol 
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226 Chapt er 13 11 TH E T ELEPHONY PROFILES 

and audio t1·affic mana gement using the microph one an d speakers of 
the comput er. 

The cordl ess telephon y usage scenario drove most of the r·equir e-
men ts for the Bluetooth teleph ony control pr otocol. Cordl ess telephon y 
introdu ces the noti on of terminal devices and gateway devices and hence 
the requir ement fo1· control functions for these devices, such a group 
managem ent . Further111ore, cordl ess telephony also introdu ces the need 
for reasonabl y sophi sticated call contr·ol function . For ex ampl e a base 
station ne eds to commun ica te call contr·ol inform ation to and from a 
remote hand set to enable the hand set to receive ring tone for incoming 
calls and to dial thr ough the base station for outgoing calls. Finally, 
advanc ed featur es found on many existing cord less telephones, like 
multipl e hand sets for a single base station, speed dialing directory and 
caller identifi cation informa tion and so on drive the expecta tion tha t 
these sam e sorts of features can be accom modated in Bluetoot h cordless 
telephon y. Thus the functions requir ed for cordless teleph ony helped to 
drive the selection of TCS-BIN, which is the primar y pr otocol used by 
the CTP (recall from Chapt er 10 tha t TCS -BI N provides call contro l, 
group managem ent and conn ectionless TCS function s all of which ar e 
important in satisfying the requir ements outlined above). 

CTP Development 
Until Mar ch 1999 there was only a single thr ee-in-one ph one pr ofile 
that encompa ssed both cordle ss teleph ony and intercom functions. As 
the profile developm ent progr essed, the SIG decided to spli t the cord -
less telephony and intercom functions into two profil es because, as we 
observe above , the se function s might be impl emen ted ind epend en tly. 
Both profile s toda y still state that they appl y for devices implem entin g 
the three -in-one phone usage case, but they also acknowl edge that each 
addresses one specific function of that usage case. 

Even though it is one of the more involved profil es, the CTP , at 
least in its incarnation as the three -in-on e phon e profil e, was one of the 
first to be started and thus one of the first to mature and reach com-
pleted status. 3This is due at least partl y to the fact that the three -in-one 
phone scenario requirements had been studied ·for quite som e time and 
had resulted in the selection of TCS -BIN as the telephony control pr o-
tocol for this scenario. Thus the mapping of cordless telephony func-

3. Techni cally, nearly all of the profile s were compl eted, or formall y ratified, at about the same 
tim e. But at that point some profiles had alre ady been largely compl eted for some time \vhile 
others were still being finaliz.ed. 
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tion s ba ck to TCS-BIN (which is what the vast majority of the CTP 
deal s with ) was ratl1er straightforward. 

CTP Examined 
Th e th1~ee-in-one phone usage scenario heavily influenced the develop-
1nent of TCS -BIN in the proto col stack, and therefore the CTP makes 
heavy use of TCS -BIN. Most o·f the CTP is devoted to TCS -BIN inter -
action . A stL1dy of the TCS-BIN p1·otocol is useful in understanding 
both the CTP and the intercom profile (described below ). The CTP 
contains a detailed descrip tion of procedures and. TCS-BIN messages 
t1sed in cor dless telephony application s; these are not repeated here. 
Instead we highl ight some of the key aspects of the CTP , including the 
rational e for tho se design points . 

The CTP first makes the important distinction of device roles, as 
eitl1e1· gateway or termina l devices. Nearly all of the remainder of the 
CTP is based upon this distinction. In general the gateway device can 
be viewed as the ''se rver'' of a piconet (and in fact is defined to be the 
picon et ma ster in most cases), with various other devices , including cel-
lula1· hand sets, specialized cordless handsets and perhaps even comput -
ers 01· advanced head sets,4as ''clients'' of the local voice network 
(piconet ). Figur e 13.1 illustrates a cordless telephony piconet; a similar 
figu1·e exists in the profile specification, but we include our O\tvn version, 
as we elaborate on the concepts and terminology shown here in follow-
ing sections . 

4. In this case, such heads ets \-vould not be tl1e san1e as those developed to con1ply ,,rith th~dhfead· 
set profile , which is based upon t11e serial port profile. Cordless telephony headsets ,vou tmc -
tionally resemble handsets and would need to comply ,vith the cordless telephony profile 
(instead of or in addition to the headset profile). 
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Note that because the voice telephon y network is a piconet, only 
seven slaves , or terminal devices , can be active at on e time. Thi s is still 
an improvement over man y of toda y's cordle ss telephon e systems, 
which often associate only one handset with a single base station. As the 
CTP points out, more than seven ter1ninal devices are po ssible; as on e 
might expect, this is accomplished through the use of park ed slaves. 
Since the gateway is the master of the piconet , it would be respon sible 
for managing up to seven active slaves versu s some number of park ed 
slaves in the case where there are more than seven terminal devic es. To 
allow the development of gateways with varying featu1·es and comple x-
ity, managing more than seven ter11tinal devices is not mandated (it is 
an optional capability and thus need not be implemented in every gate-
way device). 

The CTP is one case in which the master- slave role switch 
described in Chapter 6 is used. The gateway device is the master of the 
piconet. New terminal devices (perhaps a mobile phone that is brought 
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into the hom e) are add ed to the piconet when the new terminal device 
pag es th e ga teway device (base station). Once the gateway device 
accept s th e pa ge, the terrnin al device then , by default, becomes the 
ma ster· of th at lir1k. Ho weve r·, this is the opposite of what is needed for 
norm al opera tion of thi s vo ice piconet, so a master -slave switch (role 
1·eve rsal) mu st be pe1·for·med imm ediately. One alternative that might 
have been used , which could hav e removed the need for a maste1·-slave 
switcl1, is a model in which the gateway device pages the terminal 
devices . For· we ll-kn own ter·minal devices (say, those handsets that are 
alwa ys assoc iated with the base station), this might be a reasonable 
meth od to use. H oweve r, for· tr ansient devices that might need only 
temp orary acces s to the gateway (consider visitors to a home or office 
who mi ght be gra nted tempor ary use of the gateway, or a public voice 
access point that permi ts devices in proximity to connect to it), the SIG 
cho se a m odel in which the client, or terminal device , initiates a request 
to conn ec t to a gate way device. Thi s model takes into account the needs 
and desir·es of the use1· of the client device and seems preferable to a 
schem e in which a gateway attemp ts to communicate with every poten -
tial termin al device tha t might wander into proximity ; many such 
devices migh t have no desire or even capability to participate in the 
voice netwo rk. Thu s the pro cess of joining the cordless telephony pico -
net is client ini tiated and ther efore necessitates a master -slave role 
switch after a new memb er· join s. 

An imp ortant aspec t of cordle ss telephon y is security. The CTP 
requir es tha t all devices in the voice piconet be authenticated. While 
one ma y wish to allow a trusted friend to have access to one 's own gate -
way via the friend 's hand set, one certainly wouldn't want to offer this 
capabilit y to any device that happened to be in range, since access to 
the gatewa y implie s the abili ty to make telephone calls through it. The 
CTP _ allow s for only tru sted terminal devices to connect to the gate-
way."The CTP also calls for encryption of all the traffic within the pico6 
net. A common shortcoming of very early cor·dless telephone systems 
was the ability of others to easily eavesdrop on the voice traffic trans-

s. H ere is but one of man y examp les of the value of the common voca~ulary of the GAP , dis-
cussed in the previo us chap ter. Th e CTP states that only trusted de_v1ces c~ connect t~ a gate · 
way; with out the GAP, which defines a trusted device, this term might be interpret ed m 

differe nt ways. . 
6. In the Un ited States 900 MH z cordless telephones (and similar systems such as bab y morutor s) 

with out any encryp tion or spread spectrum capabilities ,ver_e quite po_pular . With ~ese system s 
it was easy to eavesdrop (intention ally or not) on conversanons of ne1gh~ors. While many 
new er systems use spread spectrum , ,vhicl1 can n1itigate the eavesdropping problem , n1any 

older system s still remain in use. 
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ferred over the air·. As 11oted in Chapte1· 1, the FHSS nature of Blu e-
tooth communications adds one degree of pr otect ion from 
eavesdropping, but the use of the encryption inherent in the techn o logy 
enables even mo1·e secure comm unication. 

When a CTP pi con et is fo1·med, there exists a gro up of devices th at 
all implemen t the TCS -BIN protocol (since this is nece ssary for con -
formance to the CTP ). Recall from Chapter · 10 that vvhen such a group 
of devices is for111ed, a WUG (wireless user group ) can also be for 1ned 
to make use of the TC S-BIN protocol to pr·o,ride additional featur es 
enabled by the p1·otoco l. In the case of the CTP the WUG is emplo ye d 
to facilitate use of cordless telephony featur es i11 a secur e manner . As 
would be expected , the gatevvay device acts as the vVU G master (in 
addition to being master of the piconet). Because WU Gs allow all par -
ticipating devices to be known to and to interact with each other (an 
additional capability beyon d the poin t-to-poi n t master-s lave communi -
cation ), cordless telephon y piconets have son1e unique advantages. For 
example, once a ne,,v device has been au thentica ted with th e gate,va) ' 
(master ) device , it need not authenticat e individually with every other 
WUG member , since the master· will by proxy authenticate the n e,v 
device ,,vhen it inform s all the WU G members that the n e,,v device h as 
joined. This could be useful if the device later initiated an inter com co n -
versation (described below) with another member of the WUG . Noc 
only would the device know about all of the other de vices in the WU G , 
it could easily establish direct communication with any of them . 

When a te1n1inal device connects to the gateway , it establishes and 
maintains an L2CAP connection for as lon g as it remain s in the pico net. 
So, when a call is made or receiv ed, it is not ne cessa ry to incur the ove r-
head involved to establish a transport layer con ne ction , which in some 
cases could take up to several seconds, to pr·ocess the call. Only th e 
TCS-BIN protocol needs to be initiated over the already existing 
L2CAP connection. 

CTP Usage 
Clearly the sorts of applications that implement the CTP would be tele -
phony applications that manage telephone calls. While the specification 
does not define APis, TCS -BIN establishes a well-defined functional 
interface for making and receiving calls and for transfer1·ing information 
like DTMF tones or caller identification data. Because TCS -BIN is 
based upon the ETSI Q931 standard [ITU98], existing telephony APis 
on many platforms should map easily to those of TCS -BIN. 
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Th e CTP add s mor e guidance to the telephony application devel-
ope1·. by specifyi11g which of these call primitive s are mandatory and 
which are optional for Bluetooth cordl ess telephony. Applications on 
dev ices claim ing to conform to the CTP must at least implement the 
ba sic set of f1.1nctions desc1ibed in section 2 of the CTP (these include 
on-hook, coru1ection ma11agement, outgoing and incoming call man -
agen1en t and others). Some mor e advanc ed feah1res are optional. And 
like all pr ofiles, vend ors can add their own differentiating features 
beyond those specified in the profile. Thi s is especially true in the case 
of the CTP, since it uses TCS -BIN , which includes the connectionless 
TCS fea tu1·e desc1·ibed in Chapt er 10. Thi s fearure directly enables ven -
dor-specific features and extensions. 

THE INTERCOM PROFILE 
Fo1· convenience, we will co11tinue our custon1 of shorthand notation for 
the pr ofiles. In the case of the intercom profile we use the tern1 IntP 
(rather th an IP , which might be confused with Internet Protocol and IP 
11etwo rkin g). Th e IntP is the other profile that is based upon TCS-BIN, 
and it also defines the final aspect of the three-in -one phone scenario . 
Inter com, 01· ''walki e-talkie '' operatio11, generally is an easily understood 
con cept, since it is a direct voice connection between two devices that 
man y peopl e have expe1-ienced. The intercom profile is thus unsurp1;s-
ingly simple and straightforwa1·d. 

With the intercom profile , two devices that both suppo1·t TCS -BIN 
can make a direct voice connection using the Bluetooth air-interface, 
without any third -party carrier required. In the specification the IntP 
include s a figure that shows such a connection betwee11 two cellular 
phone s. While this is the most obvious (and probably most common) 
situation , other devices that l1ave audio and TCS -BIN support could 
also participate in the intercom usage model. As shown in Figure 13.1, 
specialized cordles s handsets, CTP-compliant advanced headsets and 
computers might all include audio and TCS-BIN protocols and there-
fore could implement the IntP. In fact, one could build a true Bluetooth 
walkie -talkie that is dedicated solely to the intercon1 scenario. 

7 

7. Althot1gh this is po ssible , it seen1s unlikely, since even ,vith t11e optional radio tl1e rang e of 
Bluetoo tl1 ,-vireless con1municat ion is lin1ited to 100 meters , ,vhich is less thru1 that of exi sting 
walki e-talkie s using other radio frequencie s. The ,,alue of the intercom usage case is the utilil)' it 
pro vides by addin g anot11er function to an exjsting device rather than enabling a ne,v class of 

devic e. 
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lntP Development 
i.\s 11oted i11 the p1-ecedi11g· discussion of the cordless telephony profile , 
the CTP and IntP ,,,ere split from a singl e tl1ree-i n -one phone profil e 
during · profile de\1elop 111ent. The IntP is really a spe cial case of cor dless 
relephon) ;, ar1d intercon1 calls are still refere nce d in the CTP, although 
in these cases tl1ey· refer to the IntP for detail s. vVhen th e history of 
these profile s is kno, ,vn, it becornes quit e evi dent that tl1e CTP and the 
IntP are close1)' 1-elated. From a str-uctura1 point of \1ievv, the two profil es 
mirror each other· aln1ost exactl y. 

Like the CTP, the In tP vvas on e of the fi1-st profiles to be started 
and thu s one of the first to be compl eted , or at lea st to 1-each a level of 
stability such that it v.ras declared read) ' for- publication. 

lntP Examined 
For the intercom usag·e case, the IntP indicat es that there are no pr e-
scribed devic e roles. Unlike the CTP , where it is important to define a 
master (gate,vay ) and slave (terminal ) device, th e device s in th e int er-
com scenario are peers. Either de vice could be master of the piconet . 

There could have be en multiple ,vays to establis h a direct voice 
link '"'ith Bluetoo th wi1-eless communication. T he In tP chooses to mak e 
use of TCS -BIN for this sce nario, so the intercom function is still ver; ' 
much a ''telephone call'' sort of operation. Data flovvs as SCO pack ets 
\.vhich is the norm for voice traffic, and contro l is provided via TCS-
B IN. This control might have been provided through some other 
means, but because TCS-BIN is used in the CTP , which is also part of 
the three-in-one phone usage model , the use of TCS -BIN for the IntP is 
natural. Furthern1ore , TCS-BIN's group management functions pro\ ride 
an environment in which it is relatively easy to esta bli sh an intercom 
call. Through the WUG enabled by TCS -BIN, each device in the voice 
piconet is aware of every other devic e. In addition, as a 1·esult of their 
authentication with the master , all of the devices are trusted by each 
other. Thus it is a straightforward operation for one device to locate and 
establish a communication link with any othe1· device in the WUG 
(which overlaps entirely with the piconet ) to perform an intercom call. 
The master need not be involved; 8any device can directly page an y 
other device to set up an intercom call. Note that this means that these 
devices temporarily leave the existing piconet to forrn their own ne\ v 

8. Except to set up the intercom paging scenario, as described in Chapter 10. 
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piconet , but 1·ejoinin g the original piconet is also made easier through 
the WUG / TCS -BIN gi·oup manag ement functions. 

One importan t aspect of the intercom usage case not addressed by 
the IntP is that of 10-meter versus 100-meter operation. As pointed out 
i11 Chapt er 3, the intercom scenario with the standard O dBm Bluetooth 
radio is som ewhat unint eresting. With the standard radio's range of 
about 10 rneters, two parti es who might use the intercom function are 
likely to be close enougl1 to each other that they can talk without the 
benefit of 1·adios. H owever , there certainl y are situations in which inter-
corn communication s are t1seful even with a 10-meter range. Consider , 
for exampl e, the parties being on different floors of a house or an office, 
or pe 1·hap s needin g to communi cate with the benefit of radios even 
wh en they have a line of sight betwe en them (one example of the latter 
case given in Ch apter 3 is that of audio /video technicians in a crowded 
audit orium durin g a conference p1·esentation ). However, intercom com -
muni cation s be com e even more interesting when the 20 dBm optional 
radio with its 100-meter range is employed. The ability to make a direct 
call to anoth er device without using any third-party ca1·1·ie1·, and thus 
without incurrin g any airtim e usage charges, is quite attractive. Think 
about being able to use your mobile phone to contact your spouse or 
friend in their seat at a crowded spo1·ts arena while you are at the con-
cession stand , without having to dial tl1rough your service provider . 
Other · application s could include those where medit1m-1·ange vvireless 
voi ce communication is used today-security and maintenance worke1·s, 
for example , who need to stay in communication within a local area 
such as a hotel or small campus area. In these cases, Bluetooth wireless 
communication might be used in place of othe1· RF solutions, one bene-
fit being that a single device could be used both for the local medium-
rano-e RF voice communication and for some other function (such as a 

t, 
cellular phone or computer usage), obviating the need to ca1Ty anothe1· 
device just for wireless voice communication. 

lntP Usage 
An IntP application is likely to be part of a general co1·clless telephony 
application. As p1·eviously noted, it seems unlikely that Bluetooth 
devices dedicated exclusively to fu11ctioning as inte1·coms 01· \valkie-
talkies will be prevalent. Thus it would seen1 unlikely that a separate 
application dedicated to intercom function would be developed. Since 
the IntP uses TCS -BIN, as does the CTP, we would expect that a cord-
less telephony application that implements the CTP could be easily 
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extended to also incorporate the IntP . In fact, while these two profile s 
need not be implemented togeth er (reca ll that th e SIG overtly chose to 
split then1), in n1any cases, such as in supp o1-t of the thr ee-in-one phon e 
usage model , it would mak e sense to do so. 

As with the CTP, the In tP pr·ovicles gll idelines for ap plication 
developers , including· optional ve1·sus mand atory function s. As wou ld 
be expected , the intercon1 function specified by th e In tP is 1·elati el 
simple and straightforu ,ar·d, and in fact for the most pa 1·t is a sub sel of 
the TCS-BIN function tha t is nee ded to realize the CT P. This is anot her 
reason to expect the IntP to be in1plen1.e11ted alongside the CTP in 
many cases-once the CTP appli cation is comp lete near ly all of the 
work required to realize the IntP vvould also alre ady have been com-
pleted. 

THE HEADSET PROFILE 

For reason s previou sly stated, we consider the h ead set profil e, or H SP 
to be part of the teleph ony group of pr ofiles, altho ugh it should be rei t-
erated that the HSP is not directly related to the IntP or CTP. Th e H SP 
is a derivative of the serial port profil e; it is not one of the TCS -BI N-
related profiles. Nevertheles s, the HSP also addre sses voice traffic and 
its control. 

In the CTP discussion we note d that one po ssibili ty for a cordl ess 
telephony device \vas a head set. Such an advance d headset would need 
to comply with the CTP , includin g support for· all of the required par ts 
of TCS-BIN. It \vould tend to resemble a teleph one hand set from a 
functional point of view and would pr obabl y be more sophi sticate d 
than the type of headset that the HSP deal s with. A headset confo11ning 
to the HSP need not implem ent TCS -BIN at all; the simple telephon )' 
control functions needed for an HSP head set are accomplished using 
AT telephony control over RFCOMM . Thus the HSP defines a devi ce 
that primarily serves as an audio peripheral to some other device (mo st 
popularly, but not exclusively, a telephone ). 

HSP Development 
Like the other telephony profiles, the HSP was one of the first to_ be 
started and thus one of the first to reach stability for version 1.0 public ~-
tion. The wireless headset or ultimate headset as it is called in the Blue-' tooth usage model (see Chapter 3), has always been an important 
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sce na1·io. Th e use of wi1·eless headsets with mobile telephones was one 
of th e dri vi11g fo1·ces behind the invention of the Bluetooth technology. 
Even though the HSP is not directly 1·elated to the CTP and IntP , it is 
ev jd ent from th e structure of these profil es that all were developed by 
th e same grou p of people. 

On ce the ·fundamental case of he adset use with a mobile telephone 
had b een covere d , the profil e was expanded to cover the computer 
device class. A Bluetooth headset could easily be used as the source and 
dest in atio n for a Bluetoo th com puter 's audio traffic in the same manner 
as it is used with a ph one, and the profile acknowledges this usage case. 
Ther e was som e discussion of the use of a headset with other devices (as 
not ed in Cl1apter 3, future devic es could include not only other types of 
ph ones but also other types of audio devices such as stereos, portable 
mu sic pl ayers and so on). In version 1.0, the HSP does not address any 
h eadset usage oth er than with a mobile telephone or a computer; but 
sin ce tl1e specification define s a standard method fo1· audio transfer and 
cont rol, it is not expecte d that significantly different operation would be 
r·equ ire d for ot l1er types of devi ces. The1·e is no particular technical 
obstac le that pr·eve n ts the use of a Bluetooth headset with Bluetooth 
devices ot her than computer s and telephone s, but the HSP addresses 
ju st these latt er two classes of devices in version 1.0 of the specification. 

HSP Examined 
Of all the version 1.0 profiles, the HSP targets the simplest so1·t of 
devi ce . In fact, th e driving requirements behind the HSP included the 
capabilit y to develop a low-cost, simple and lightweight headset. If such 
a devic e is overburdened with functional requirements that need 
sophisticated software (which in turn requires more pr·ocessing po\iver 
and / or on -board memor y along with the associated inc1·ease in power 
consumption ), then a low-cost device becomes more difficult to realize. 
This is one reason that the HSP is based upon the serial port profile 
rather than the TCS-BIN protocol-TCS -BIN is robust and quite useful 
for telephony applications, but a rich and full TCS-BIN implementation 
could be relatively expensive as compa1·ed to a simple RFCO MM 
implementation. Moreover, TCS-BIN includes much more function 
than is needed for a headset as defined by the HSP. Note that the head-
set device of the HSP is quite different fi:om the hypothetical CTP-com-
pliant advanced headset depicted in Figure 13.1. The HSP describes a 
much simpler headset that uses AT commands over an RFCOMM link, 
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and the HSP-style headset is expected to be tl1e more pre valent device. 
Figure 13.2 illustrates typical HSP operation. 

AT commands 
(make call, receive call, control volume) 

Gatev,ay 
device 

Figure 13.2 
Typical headset pron le operation. 

RFCOMM link 

{ 

Simple audio 
headset device 

The HSP does not prescribe any pa1·ticula1· role for the head set or 
its associated (phone or computer ) device - either can be master . 9It 
defines a gateway device and a head set device , but unlike the CTP it 
does not designate either as master. There are only a ver·y fe,v contr ol 
functions, including making a call (it is assumed that the headset has 
some minimal user inter·face, perhaps a button , to initiate a connection 
with the associated gateway device ), receiving a call and (optionall) ,) 
controlling volume. Unlike the IntP and CTP, these function s are 
controlled via AT commands (listed in the HSP ) over RFCOMM 
rather than through TCS-BIN PDUs. While they ma y overlap 
functionally, they are entirely different means to similar ends. 

The HSP does not mandate any level of security, leaving it up to 
the implementation as to whether or not a secure connection (including 
authentication and encryption) is used. 

9. There was a significant amount of debate in the SIG about this design choice. There are good 
arguments for denoting the headset both as master and as slave, depending upon the specific 
usage-either the headset or the associated device could initiate the communication; consider 
both outgoing and incomjng calls. The final resolution was to leave the master/slave roles 
unspecified in the profile, leaving them to the choice of the implementers. 
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HSP Usage 
Th e headset is a specialized usage case. Most headset applications are 
expected to be e1nbedded in headset equipment. Within a computer or a 
telephon e, an application might support a headset peripheral, including 
tl1e capability to 1·oute audio for incoming and outgoing calls to and from 
th e head set an d to 1·emotely control the volume, if that feature exists. 

While tl1e HSP considers only headset function, the audio control 
and routin g used for headsets probably could be generalized to other 
cases whi ch are similar but use different hardware-things like the 
speaki ng laptop usage case described in Chapter 3 or audio routing to 
other ex ter nal systems like those in an automobile. 
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\Ill e call this group the serial profile family, and it is composed of the 
serial port profil e (SPP) itself along with the object exchange class of 
profile s. The obje ct exchange group consists of the generic object 
exchange profile , the object push profile, the file transfer profile and the 
synchronization profile. 

To be sure, many other profiles use the SPP; in fact, most of the 
ve rsion 1.0 pr ofiles do. We include one such group in this chapter; other 
profile s that inherit from the SPP ar·e treated in other chapters as part of 
other functional categories. In fact, each of the final three chapters of 
Part 3 includes at least one SPP-based profile. In this chapter we discuss 
the object exchange p1·ofile family and the serial port profile itself. 

The SPP maps directly to the RFCOMM protocol and thus is 
used in many cable -replacement usage scenarios. Because so many of 
the version 1.0 usage cases employ RFCOMM, the SPP could be the 
most widely implemented and used profile of all in early Bluetooth 
device implementations. Even though the SPP itself does not embody a 
specific usage scenario, it enables many of them. 

The object exchange profiles (generic object exchange, object 
push, file transfer and synchronization) are likely to be implemented in 
both computing and telephony devices. Wherever IrDA devices are 
used, the same applications are likely to apply in Bluetooth environ-
ments. Bluetooth technology provides a convenient way for devices like 
notebook computers to exchange files, and object exchange applica-
tions like electronic business card exchange are likely to be found wher-

239 
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ever an electTonic addres s book is kept - on PDA s, mobile phones and 
notebook compute1·s, fo1· example. 

RELATIONSHIPS 
As shown in Figure 11.1 in Chapt e1· 11, th e se1ia l p ort profil e is th e root 
of many profiles. Within the gr oup of five profi les di scussed her e are 
two abstract , or ''par ent'' profil es, fr om whic h ot h ers inh erit . On e of 
these is the SPP , the other the G O EP, with th e latter d esce ndin g from 
the fo1·1ner. The obje ct pu sh, file tra n sfer· and syn chr oniza tion pr ofiles 
all derive from the ab stract GO EP, whi ch addr ess es th e comm on use of 
OBEX operations tha t appl y to these th1·ee profi les. Thi s gr oup of pro -
files maps to the IrDA interope1·abili ty layers of tl1e pr otoco l sta ck . 

In this chapter we discuss 011ly a sub set of the SPP famil y, but the 
RFCOMM serial port absti·actio n is also used for AT command tele-
phony cont1·ol in the dial-up networkin g and fax profil es ( de sc rib ed in 
the next chapter ) as well as in the h ea dset profi le ( desc rib ed in th e pre-
vious chapter ); the serial po1·t is also used to enabl e a forr11 of IP net-
working in the LAN access profile (also descri b ed in th e next chapt er). 

THE SERIAL PORT PROFILE 
The serial port profile , or SPP , is a tran sport protocol profile that 
defines the fundamental operations necessary to establish RFCO Nf11 
communications between two peer device s. Su ch a link is requir ed for 
many of the concrete usage scenario profile s. In thi s respect the SPP is 
somewhat like the GAP, in that it describes how to establish nece ssaJ)· 
communication links that are in turn needed by other profiles. The SPP 
serves as a profile ''building block. '' 

SPP Development 
We observed in Chapter 8 that the RFCOMM specification contains 
some elements that typically are found in profiles, so it seems as though 
the SPP was at least conceptually in development since near the begin -
ning of the SIG's existence. Its completion was neither particularl) ' 
early nor particularly late in the profile development cycle. The SPP 
was not always by design the basis for so many other profiles. Like the 
SDAP and GAP, it was not immediately evident that a profile relating 
to the RFCOMM protocol layer was merited. Even after it was created, 
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the SPP originall y was not tl1e basis for all other profiles that might use 
the RFCO MM p1·otocol. For instance, in March 1999 there was still 
debate as to whether or not the object exchange profiles discussed in 
this chapter would use the SPP. At that time the GOEP (and its deriva-
tives ) all specified their own use of RFCOMM. The serial port profile 
existed but focused m ostly upon transporting AT commands for the 
hea dset , fax and dial -up networking profiles and serving as a conduit for 
PPP for the LAN access profile. When it was observed within the SIG 
that the SPP migh t be a good basis for the GOEP, the differences 
between the GO EP and the SPP, in ter 111s of specification and usage of 
the RFCO MM protoc ol and related stack layers, were identified. The 
SPP was then updat ed to accommodate the GOEP usage of the serial 
port abst1-action as well. Thi s is how the SPF came to be the foundation 
for so man y other p1-ofiles. 

SPP Examined 
SPP defines peer device roles for serial communication. It does not 
define a specifi c device role for master or slave, nor does it define 
device 1-oles for DTE / DCE devices (analogous to typical wired serial 
communication ). T .he device s are peers, and it does not n1atter which is 
master and which is slave. In fact, the SPP just calls them "Device N' 
and ''Device B," the only distinction being that Device A ini~at~s .the 
serial communication link. The SPP further states that even this distinc-
tion is of little consequence as far as the profile is concerned. 

. bl' h RFCOMM The SPP outlmes the steps necessary to esta 1s an 
. . ill t d · Figure 14.1. Inter-emulated sen al port connection; these are ustra e 1n . . . h ·ght expect to find m a 

est1ngly, these are the sorts of functions t at one nu h 5 That 1·s 
d ·b d in C apter . , 

Bluetootl1 adaptation layer of software as escn e 1 to estab--u1 t th protoco s · 
the SPP describes precisely how to use the ..1J ue ?0 

. t blished serial . . . . thi ct1on is es a , lish a v1r,tual sen al connection; once s conne . . that uses a serial 
data can flow across it. Thus for a legacy appli~ation hat is needed to 
port, the functions described in the SPP are Just(; ce the procedure 
replace a wired serial interface with a wireless one. Bruetooth emulated 
outlined in the SPP is completed, the fact ~::anal wired serial con-
seria l connection is being used rather than a .ua I fact, in the SDP ,~er-

1. canon. n ,,co MS an 
nection should be transparent to an app 1 hown is ' r . . name s . al links 101 
vice record of the SPP, the example service emulated sert 
indication that the SPP could be used to set ~P interfaces. 
applications expecting to use ''COM'' port-sty e 
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Device A 
(initiator) 

Figure 14.1 

0 ) \ l 
SOP query for server channel number 

SOP response with server channel number 

(Authentication 11 necessary) 
~ ------------------------------- -------------- • 

Establish L2CAP connection 

Establish RFCOMM connection on server channel 

Typical serial port profile operation. 

Device B 

In addition to the link mana ger operation s necess ary to establish a 
baseband link between devices, SPP mak es spec ific mention of hvo 
other protocol stack layers needed to establis h the RFCO MM link . The 
first, L2CAP, has already been mention ed. RFCOMM com munj cates 
over L2CAP, and an L2CAP conn ection using the RFCOMM PSl\tf 
value must first be established . Th e other pr otoco l needed to establish 
an RFCOMM channe l is SDP. SDP is used in setting up an RFCOMM 
link, to find the appropriate RFCOMM server channel1to use. Server 
channels are used to multiplex RFCOMM conne ctions. SDP is used to 
choose the appropriate server channe l, which might correspond to a 
given service (somewhat like ''well-known port number s'' in TCP / IP). 
In any case, the service of interest must specify the appropriate server 
channel number to use to connect to that service . Trus channel is the 
one used in the resulting RFCOMM connection over whjch the SPP 
operates. After the server channel number is known , setting up the 
RFCOMM connection is straightforward: an L2CAP connection is 
established, over which the RFCO MM connection is established . 
Optionally, the devices might require some degree of authentication , 
and perhaps also encryption, prior to establisrung the links benveen 
them. The SPP specifies that these security cons iderations are optional , 
because the SPP is a generic profile upon which others are built. So~e 
applications that use the SPP may require authentication or encryption 

1. Server channels are constructed using the DLCI values described in Chapter 8. 
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(which in tu1·n 1·equi res auth entication ) while others may not. The SPP 
leav es it to the mor e specific profile s to describe security requirements. 

SPP Usage 
As an ab strac t p1·ofile, tl1e SPP is more likely to be used by middleware 
than dir ect ly by appli cations. Bluetooth adaptation software might use 
the SPP to i11stantiat e a virtual serial connection for an application that 
exp ect s to use se1·ial co1nmunication s. The application need not know 
that tl1e seria l p or·t is an emulated wireless one, so long as the emulation 
is sufficien tly acc u1-ate . 

Tl1us appli cations mo st likely will implement some other profile 
that m akes use of the SPF-p erhaps headset or dial -up networking. A 
dev ice m igh t supp ort tl1e SPP generically in middleware. But an appli-
cation is likely to follow the standard procedures for a given platforn1 to 
open, con figure, m ake use of and close a serial connection, as opposed 
to sp ec ifica lly following the Bluetooth protocol stack methods for per -
for min g these fun ctions. Thu s it seems likely that some sort of platform 
middl ewa re will transfo1m the platform APls into the corresponding 
fun ction.s of the SPP necessary to use RFCO MM over Bluetooth trans-
p ort s. 

THE GENERIC OBJECT EXCHANGE PROFILE 
Lik e th e SPP, the gene1ic object exchange profile, or GOEP, is an 
abstract profil e upon which concrete usage case profiles can be built. In 
thi s case th e remainder of the GOEP family is the set of IrDA interoper-
abilit y profile s, namely file tra11sfer, synch1·onization and object push, 
each of which is examined below. The GOEP defines all of the ele-
ments common to these other three usage cases, including device roles, 
security considerations and how tl1e OBEX protocol is used in general. 

GOEP Development 
The oricin of what came to be known as the GOEP was the synchi·oni-

b 
zation usage model. Since ea1·ly in the SIG's histo1·y, synchronization 
was the driving force behind the use of the OBEX p1·otocol and its 
1·elated scena 1·ios. Indeed, synchronization was one of the original usage 
models, and the group that p1·oduced the IrDA intero~er~bility p1·~to-
cols and pr·ofiles in the SIG was called the synch1·on1zation working 
group during most of its existence. 
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244 Chapter 14 THE SERIAL AND OBJECT EXCHANGE PROFILES 

The synch1·onization usage case d1·ove the use of OBEX and lr N1C; 
the use of these p1·otocols in tu1·n d1·ove th e addi tional usage cases of 
electronic business cai·d excl1ange (1·ep1·esen ted i11 th e obj ect pu sh pr o-
file) and object tran sfer (rep1·esent ed in the file t1·a11sf er pr ofile). On ce the 
IrDA OBEX model ,,vas cl1osen fo1· sy11ch ro niza tion, it was eviden t that 
the other usage model s enabl ed by th e IrDA pro toco ls appli ed to Lhe 
Bluetooth protocol sta.ck as well , so the releva n t one s were adopt ed 
(resulting in the two adcution al profiles described in th e sec tions tha t fol-
low). Fw·the1·, this selection spawn ed th e whole idea of I r DA int ero pera-
bility , v.1hich became the cent1·al theme of this fam ily of p1-ofi1es. 

So in this case the evoluti on was f1·om the specific catego ry of syn -
chronization to the broad e1· cat ego ry of Ir DA intero pera bil ity, includi ng 
object push a.nd file trans fer. Du1in g this genera liza tion pr ocess the 
GOEP was de, ,eloped. As the synch1·on ization, file tra nsfer an d obj ect 
push profile s progres sed , it was evi den t that tl1e)' sh are d a found atio n of 
common elements , especiall y those related Lo the use of OBEX . Th e e 
common elements were gath ered in to the GOE P. 

GOEP Examined 
The GOEP define s very specific device ro les for all OBEX -related pr o-
files. Unlike many of the other pr ofiles, wh e1·e th e d ev ices act as p ee rs 
a.nd there is little distinction betwe en th em , th e GOEP and its d eri, ,a-
tives define a client role and a server rol e . Th e client device is the on e 
that pushes or pulls objects to a serve r, whil e th e se rve r is the on e that 
provides the object exchange servic e, whi ch allo ws tho se obj ects to be 
pushed to and pulled from it. At one lev el , thi s di stin ction might n ot 
seem clear: if objects are being exchang ed, both side s ma y be pu shing 
and pulling objects from the other·, so a client or server ro le become s 
somewhat ambiguous. However , in the OBEX model , there is a di stin c-
tion. While both devices can indeed push and pull objects , it is th e cli-
ent that initiate s the operation and locates a server with the desir ed 
object exchange service . Hence , tl1e client and server roles are signifi -
cant in the GOEP model. However , this does not imply any master or 
slave role. The client and server roles are relevant at the OBEX proto -
col layer, but they have no specified relationship to a device maste~ or 
slave role; the GOEP client could be either a rnaster or a slave deVIce , 
as could the GO EP server. 

The GO EP assumes a form of au then ti cation called bondi1zg ( as 
defined in the GAP). To accomplish any of the object exchange usage 
models, the two devices engaging in the transactions must be kno"' rn to 
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a11d t1·usted by each other. All of the object exchange profiles assume 
thi s t1·t1~t r~lationship. Addi tional forms of security , such as encryption 
01· appl1cat1on-level auth entication (beyond that done at the Bluetooth 
tran spor t level) are optional. 

Th e GOEP defines the primitive s for object exchange , two impor-
tant on es bein g obje ct push and object pull. These operations are used 
in different combination s under different sets of circumstances in all of 
the object pu sl1, file tran sfer and synchronization profiles. The simp lest 
form of generic object exchange, one-way data transfer, is instantiated 
in th e objec t pu sh profil e.2Bidi1·ectional data exchange occurs in the file 
t1·an sfer profile, which can be considered to be a user-initiated object 
ex cha11ge, and in the synch1·onization profile, which acts as a rules-
based object excl1ange. In addition to the fundamental OBEX opera-
tion s, tl1e GOEP defines how to establish and terminate OBEX connec-
tion s and how to use common OBEX functions. 

GOEP Usage 
Like the SPP , the GOEP is not expected to be used directly by most 
appli cation s. Instead , it provide s a foundation for other profile applica-
tion s. In fact , the set of IrDA interoperability protocols and profiles a1·e 
int end ed to promot e interoperability at the application layer for appli-
cations that can use both IrDA and Bluetooth transports. Thus there 
could be man y existing applications that aI1·eady implement file trans-
fer , obj ect pu sh 01· synchronization functions using OBEX. These appli -
cations should run with little or no change from IrDA to Bluetooth 
environments. 

New applications or middleware layers might implement the 
GO EP in support of accomplishing the more concrete object exchange 
profiles; h.owever, it would be of little value to implement just the 
GOEP itself without at least one other concrete p1·ofile. The GOEP is a 
set of common elements that enable the other object exchange profiles, 
not a usage model unto itself. 

THE OBJECT PUSH PROFILE 
Tl1e object push profile, or OPP, is the simplest of the object _exchange 
profiles. As its title implies, it essentially defines a one-way obJect trans-

2 . As no ted in the OPP disctission be}O\V, this is not al\vays strictly one-\va y transfer but it is based 

upon a mode l of pusl1ing data . 
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