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The Automatic Synchronizer 41 

The speaking laptop usage model is an example of extending the 
functions of one device by allowing it to ''bor·row'' tl1e capabilities of 
some otl1er· device. Speakerphone capability becomes available, using 
the speaker and micr·ophone of the notebook computer, even if the 
mobile phone does not have its own speakerphone capability . Exten-
sions to the speaking lapt op scenario migl1t enable other- similar usage 
models wher·e exjsting auruo input and output could be t1sed to supple-
ment that of a mobile telephone. For example , the audio portion of a 
call could also be routed to a car's audio system in a vehicle with Blue-
toot ·h wirele ss communications. 

The Automatic Synchronizer 
The automatic synchronizer is an example of using proximity netwo1·k-
ing to add value by making an existing task easier to do. Personal po1·ta-
ble devices em pow er people to have quick and easy access to 
inf 01·mation they can use in tl1eir-daily lives. For that infor111ation to be 
mo st useful it need s to be kep t up to date, but this personal inf or 1r1ation 
ma11agement data might be dist1·ibuted across the many devices that a 
per son could use. For· examp le, new calenda1· entries or to-do list items 
migl1t be entered on any of a notebook computer, personal digital assis-
tant 01-smart phone; or these ent 1ies might be entered on a desktop 
computer and stored on a server· in a network. Synchroruzation is the 
proces s of merging the data from two differ·ent sou1·ces based upon 
some set of rules such that the resulting data sets are identical ( 01· at least 
reflect identical information ). A comn1on example is synchronizing a 
per·sonal digital assistant with a desktop or notebook computer·. Today 
tlus often is performed using special serial cables and software that may 
be unique to the device . Standard protocols and object for·111ats in the 
specification allow data on one device to be synch1·onized with data on 
any other· device , whether· they be PDAs, notebook computers, smart 
phones or even networ·ked data accessed th1·ough a data access point. 

The ''a utomatic '' part of this usage model is enabled by proximity 
networking. Today syncl11·onization is almost always a conscious effort-
it involves connecting a ser·ial cable and pushing a button , 01· pointing 
two inf1·ared-capable devices at each othe1· and launching an applica -
tion. With Bluetooth wireless co1nmunications it is possible for· two 
devices to automatically synch1·onize whenever they come within 1·a11ge 
of each other. For example, a personal digital assistant carried in a per-
son's pocket could automatically synchr·onize witl1 tl1at per·son's desktop 
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computer "''henever she \valked into her office. Clea1·ly it sh ould be pos-
sible to configure the devic es as to whe11 and I1ow to automatica lly sy11-
ch1·onize, and to ensure that devices synchr·onize on ly with otJ1er kno'vvn 
devices and data sources and no t with ju st an)' randon1 device ; the spec-
ification does offer mechanisn1s tl1at could be used to do tl1is. Figure 3.8 
shows examples of the automatic synchronizer ·. Th e figur e illustrate s 
how different device s in a pe1·sonal area netwo1·k (such as the mobil e 
telephone and PDA shown ) might automaticall y synchroni ze. Th e fig-
ure also shows how one of those devices (he1·e, tl1e PDA in th e bri ef-
case) might aJso synch1·onize ,,vith a desktop computer wh en tho se 
devices come within rang·e of eacl1 other (in tl1is case, when th e PD A s 
owner walks u1to her office). 

I 

• 

Figure 3.8 
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The Bluetooth automatic synchronizer usage model. 
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In addition to the convenience afforded by automatic synchroniza -
tion, Bluetooth wireless communication removes the requirem ent for 
cables. By specifying a standard protocol and object formats for syn-
chronization (these are adopted from IrDA, as detailed in Chapters 9 
and 14), Bluetooth wireless communication makes it easier for any 
device to synchronize with any other device. This multidevice synchro-
nization enables a person to use any convenient device to enter new 
appointments, to-do list items or other data . 
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The Instant Postcard 
The insta11t postcard is another usage model that was discussed early in 
tl1e development of the specification but is not formally part of the ver-
sio11 1.0 profiles. This is 011e of tl1e few scenarios that involves a device 
othe1· than a mobile phone or comput ing platform, although it is 
expected that over ti1ne many new usage models and profiles will be 
developed for additional device classes . The underlying concept is that 
of having a digital camera which can wirelessly transfer a photo image 
to some other device which could then e-mail the image to a recipient, 
thus creating a digital ''postcard.'' Today many digital cameras use a 
serial cable to transfer photo images to a computer where they can be 
sto.red, catalogued , manipulated and distributed. As with the other ver-
sion 1.0 usage models, Bluetooth wireless communication removes the 
ne ed for a cable which in tu1·n presents new ways to use a device, as 
pointed out below. Figure 3.9 shows how the instant postcard might be 
realized. 

\ ,o 
Cellula\ \ \ \ 

\ 

Photo Image 

The Internet 

Figure 3.9 
The instant postcard. 

This scenario is useful not only for sending ''postcard'' type pic -
tu.res to friends and relatives but also for commercial applications, such 
as real estate (transferring photos o·f newly listed homes to a central 
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database) , law enforcement (transferring pl1otos of suspects or stolen 
vehicles, for example) and insurance (transferring ph otos of automobile 
damage resulting from accidents ). In addition to replacing cab les, Blue-
tooth technology also could change the way a digital camera is used, 
since photos need not necessarily be transfe1·red to a comput er. Many 
photos might be transferred dir ect ly from the camera to a mobile phone 
and then sent as an e-mail attachment without using a computer as an 
inter111ediary. In addition, the transfer of photos from the camera to a 
database or librar y could be accomplished in more of a real -time fash-
ion, since no cabling is required. 

Ad Hoc Networking 
This usage model could be considered to be an extension of the interac -
tive conference (file transfer ) scen a.rio. It is not specifica lly ad dr essed in 
the version 1.0 specification but it does provide an illustration of usage 
cases that could be enabled in the future. Ad hoc networ ks are network s 
that for 1n spontaneousl) ' ; Bluetooth \i\rireless communication is an 
enabling technology for these sorts of applicatio11s. The interactive con-
ference usage model showed how objects such as electronic business 
cards or files could be exchanged in a conference room setting. When 
ad hoc nehvorks can be fo1111ed among the meeting participants, addi -
tional applications become possible . Among these are co llabor ative 
applications such as real-time viewing and group editing of pr esenta -
tions and instant messaging among the meeting participants. 

Ad hoc nehvorks consisting of diverse types of devi ces present 
many new and exciting possibilities for usage scenarios. While more 
work is required to establish interoperable methods for general net -
working, 4 Bluetooth wireless communication is po sitioned to be an 
enabling technology for ad hoc networking scenarios. 

Hidden Computing 
Hidden computing (sometimes called unconscious com ·puting ) is on e of 
the most exciting future applications for Bluetooth technology. While 
not directly addressed in the version 1.0 specification, hidden comput -
ing has been discussed at SIG events in the past and is an area ripe for 

4. For example, issues \Vith routing , name serving, address assignment and other topics all need to 
be addressed for effective ad hoc nel\vork.ing. Such issues are also relevant in forming Blue-
tooth scattemets, ctiscussed in Chapter 6. 
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futu1-e exploration. Tl1e fu11damental elements required for some forms 
of hidden computing al1·eady exist in the curre11t specification, although 
the SIG has not developed profiles that describe how the various hid-
den computing applications might be accomplished in a standard and 
interoperable mann er. 

Hidden computing i·nvolves a class of applications in which 
devic es that a1·e not overtly being used by a person can still perforn1 
tasks on tl1at person 's behalf. We have already seen one example that 
could be considered a hidden computing application: the automatic 
synchroni zer·. In that usage model , a PDA ''hidden'' in a pocket or purse 
could synchronize with another device witl1out user inte1·vention. Sev-
e1·al otl1er examples have been described in the context of Bluetooth 
wi1·eless communication. Among these a1·e: 

• A notebook computer ''hidde11'' in a briefcase in a ''sleeping'' 
mode could be configu1·ed to awake periodically, receive new e-
mail and send information such as new e-mail alerts (and possi-
bly a short clip of tl1e e-mail content ) to a mobile phone. The 
user might then decide to browse e-mail using the mobile phone 
01· p1·ocess e-mail on the notebook compute1·. 

• A mobile telephone ''hidden'' in a pocket or purse could be used 
by an appropriately configt1red notebook computer ''hidden'' in a 
briefcase to access a network in the manner described for the 
Internet bridge (dial -up networking ) scenario. Once the computer 
is connected to a network in this fashion , network synchroniza-
tion 01· transmission and 1·eception of e-mail could be initiated, all 
without conscious user interaction with either device. 

In early stages of the development of the specification, such appli-
cations were called ''the briefcase trick. '' With proximity netwo1·king 
enabled by Bluetooth wireless communication, hidden computing appli -
cations abound. Other future possibilities might include the t1se of a hid-
den device that cont1·ols environmental settings (such as home climate 
and lighting, music, automobile drive1·'s seat and mirror adjustments and 
so on) based upon the personal preferences of the user, automatic cus-
tomer discounts applied at points of sale based upon a device tucked 
away in a pocket or suitcase, and automated identification and authenti-
cation when a pe1·son checks in with an airline 01· a hotel. 

These sorts of scena1·ios are almost limitless. While hidden com-
puting applications may not be fully realized for some time, the Blue-
tooth technology does offer a basis upon which indust1·y innovators 
could build them. 
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Intro __ uction to t e 
Bluetooth 

Speci ..... ication 

A 11y good technical specification should answer several questions of 
''what ?'' for its readers. Some topic s that a specification ought to add1·ess 
are: 

• what is the product or tecl1nology? 
• what is it designed to do? 
• what is it composed of? 
• what standa1·ds a11d metrics must an implementer· meet? 
Question s of ''how ?'' typically are not addressed in a specification 

but rather are left to the judg1nent and ingenuity of tl1e implementers. A 
specification usually does not add1·ess exactly how an instance of the 
technology or pr·oduct is constructed using· hardware or software mod -
ules or describe the p1·ecise metl1ods used to ensu1·e that standards and 
requirements ar·e met. 

The Bluetooth specification is no different f1·om others in this 
1·espect. Even in its g1·eat magnitude ( over 1,500 total pages in version 
I.OB) the specification still focuses p1·ima1·ily on what an implementer 
needs to know to create products that use Bluetooth technology. One 
reason fo1· the enormity of the specification is the breadth of the topics 
that it covers. The specification is not one that addresses only a radio or 
just a single layer of a software stack or a solitary interface; rather it 
addresses a combination of hardware and software that includes all of 
these facets and more, with broad applications and a diver·se audience. 
The SIG deemed this approach necessary, given the many new con-
cepts introduced with Bluetooth technology. However, the SIG adopted 
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existing protocols ,vhere feasible ; large portio ns of the specification deal 
,,,ith adapting these proto cols to Bluetootl1 envi ronm ents. 

The SIG involved dozens, if not hundr eds of people who spent 
over a year developing the fi1·st version of the spec ificat ion. Rather than 
publish a first edition that was informational on ly, the SIG cho se to 
ensure that the version 1.0 specification was sufficiently correct and 
con1plete to enab le in1plementation s to begin . While the initial pt1blica-
tion ,vas unsurprisingl y imp erfect (nun1e1·ous er1·ata l1a·ve been pub -
lished) and arguabl y can never be truly complet e (since ne\.\' 
applications of the technolo gy v,,ill continue to evolve), thi s approac h to 
producing a comprehensive first version of the specification was appre -
ciated by many Bluetooth adopter companies. 

This chapter exp lain s the purp ose, scope and stru ctur e o f the pec -
ification and the relation ship s amon g its constituent par ts. Because the 
specification is so broad and voluminou s it seem s unlikel y tl1at all read-
ers will read it from cover to cove r ,vith equa l int erest in all of its 
diverse parts. Since the main bod y (Parts 2 and 3) of this bo ok deal s 
\.\rith the specification, its structure logically mirror s the specification s 
structure to a great extent. By explaining hovv the specification is orga-
nized , this chapter is designed to dire ct reader s to,,vard the chapt ers of 
this book, and hence to,vard the chapter s of the specifi cation that are 
likely to be of most interest and relevanc e based up on the tasks they 
wish to accomplish or the knowledg e they hop e to gain. 

Purpose of the Specification 
Like most technical specifications, the Bluetooth specificat ion is a 
response to marketing requirements. As previou sly not ed, the SIG 's 
Marketing working group originall y generated a marketing requirements 
document (MRD ), which is internal to the SIG and include s objectives 
and usage models which were the genesis of the specifi cat ion. A co1·e 
purpose of the specification is to define components that can be used to 
develop solutions that address these marketing requirement s. 

Among the objectives set forth in the MRD were those that now 
are key attributes of Bluetooth wireless commun ication s: an open speci -
fication, unlicensed global use, low cost and interoperable soluti ons 
regardless of device manufacturer. In fact, each of the fundamental 
characteristics of the technology in the list in Chapter 1 has some basis 
in the marketing requirements document. In many cases, portions of 
the specification can be traced back to an MRD objective . For example, 
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tl1e objective of an open specification is realized with its public avail -
ability and royalty -free license ; unlicensed global communications are 
achiev ed thr ough the use of the 2.4 GHz spectrum; many of the radio's 
paramete1 ·s ( described in more detail in Chapter 6) are a result of design 
tradeoffs to specify a robu st radio while meeting the objective of low 
cost; and tl1e objectiv e of int eroperability is directly addressed in the 
more than 400 pages of profiles ( volume 2 of the specification). 

Man y of the usage models and technical characteristics reviewed 
in Chapter 3 also wer·e 1·ecorded first as marketing requirements. Most 
of these scenario s are described in the MRD and many of the se survive 
largely unch anged today , although they have been refined and 
expanded. Initi al outlines for the interactive conference (file transfer ), 
synch1·onizatio n , In ternet brid ge, three-i11-one phone , ultimate headset 
and others all are included within the original MRD , although some of 
these scenarios originall y were known by different names. 

Th e SIG int ention ally began the specification development by focusing 
first on cable replacement usage model s and a basic protocol frame-
work to support them . Thi s philo soph y resulted in the specification ver -
sion 1.0, which defines a protocol stack that enables many important 
p1·ofiles, but the SIG has not stopped there. There is interest in many 
new application s and profile s; these will continue to be developed by 
the SIG and are likely to be publi shed in future editions of the specifica-
tion . Part 4 explore s these po ssibilities further. By sta1·ting with the sim-
plest and most fundamental usage models, the SIG was able to bound 
the version 1.0 specificatiop scope . 

The specification does not simp ly describe some existing imple -
mentation. Great care was taken during its development to ensure that 
anyone who has or can obtain sufficient skills and resoUI·ces should be 
able to implement the specification. Recall that the specification was 
developed by a multicompany special interest group with a sha1·ed and 
stated objective to produce a truly open specification. The elements of 
the specification were developed to meet the objectives for the technol-
ogy in a practical manner, not to match preconceived ideas nor a single 
company's viewpoint, experience or implementations. In fact, for most 
portions of the specification quite the opposite was true: the process was 
to draw upon the collective wisdom and experience of the company 
representatives to produce an initial version of some part of the specifi-
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cation. Hypoth eses in the draft spec ification cou ld then be tested at one 
or n1ore companies via prototyping or some other m ea ns, with the 
results then fed back into the refinement proce ss. 

The man y independent implementations of Blu etoot h hardware 
and software by multitudes of vendors, man y of whon1 were not part of 
the SI G's promoter group seem to indicate th at the SIG ha s performed 
v.rell in producing a sufficientl y comp lete specificatio n . I t is en couragin g 
that man y products with Bluetooth wireless communi cat ion are b eing 
produced on the basi s of the vers ion 1.0 specification. 

In any work this large, of course, some errors and op p ortunit ies for 
misinterpre tation are likely to arise. Th e Bluet oot h pe cification is no 
exception. Follo\.\ring publication of the version 1.0 (or mor e prope rly 
l.OA) specification, numerou s comments from adopter and oth er s "''ere 
received. Many of these comments dealt with porti on o f the specifica -
tion that were unclear or for which multiple interpr etatio n cou ld rea -
sonably be construed. In addition min or err ors that h ad slipped 
through even the diligent revie\v of the SIG memb er s vvere dis cove red . 
For each of these item s-and there were dozens if n ot hundreds - the 
responsible working group within the SIG considered the co mm ent 
and , if accepted , prepared an erratum document and correcte d the 
error or clarified the wording in a corre spondin g chan ge to the sp ec ifi-
cation. The result was the publication in Decem ber 1999 of the spec ifi-
cation version l.OB, which is what mo st people mean when they ref er to 
version 1.0 of the specification (and inde ed this is what is mean t b y such 
references throughout this book ). Of course even as new ver sions of the 
specification are generated, document main tenance mu st continue and 
the SIG still deals with errata to the initial specification while deve lop -
ing new material for new versions. 

The Specification·s Structure 
At the highest level the specification is split into two volumes: volume 1 
is the core specification, which deals primarily with the proto co l stac k 
but also includ~s descriptions of related items such as testing and co m -
pliance; volume 2 is the profile specification. In this book these two vol-
umes are examined in Parts 2 and 3, respectively. 

For version 1.0, the core specification is by far the larger of the two 
volumes, weighing in at nearly 1,100 total pages. Volume 2, the profiles, 
is about 440 pages in version 1.0. The set of profiles is expected to grow 
more rapidly though, as new usage cases are formalized. A major por-
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tion of the SI G's work following release of the version 1.0 specification 
is focused on creating new profiles. So as Bluetooth wireless technology 
becomes more widely used in new industries with new applications, the 
continued creation of additional profiles is expected. 

Volume One Structure 
Within volume 1 the protocols are pre sented largely in a bottom-to-top 
organization. Th e specification begin s with a short discussion of the 
radio followed by the baseband , link manager and L2CAP layers. Next 
are the higher layers: RFCOMM, SDP, TCS and IrDA interoperability 
protocols. The Host Controller Interface (HCI ) is an interface to the 
baseband controller and link manager , but in the specification the HCI 
is discu ssed afte1· all of the higher -level protocol sections (the HCI is a 
command int erface rather than a p1·otocol per se and its use may differ 
dependin g upon an implementation's design; thus it is discussed sepa-
rat ely in the specification ). Additional chapters that do not deal specifi-
cally with p1·otocols include WAP interoperability, test mode, test 
control a11d compliance discussions. Finally the miscellaneous material 
is included in the appendices, although much of this material is impor -
tant for many implementers and should not be overlooked . Among the 
topics covered in the appendices of volume 1 of the specification are 
audio (also discussed in Chapter 10 of this book ) and Bluetooth 
assigned numbers. 

Appendix VIII of volume 1 of the specification, Bluetooth 
Assigned Numbers, is a central area in which values defined by the SIG 
are recorded. This important part of the specification is not detailed 
elsewhere in this book, so we briefly discuss it here. The Bluetooth 
Assigned Numbers section of the specification defines values that are 
expected to change or evolve over time and must be relied upon and 
therefore 1·egistered. Included are the particular values assigned to key 
fields or structures that must be well known in several protocols. Exam-
ples include inquiry access codes and bit definitions for fields that 
describe device and service classes , used when establishing connec-
tions; channel and protocol values used in L2CAP; and several specific 
values defined for use with SD P. In this latter case these values repre-
sent particular services and attributes associated with those services that 
are required to accomplish the usage models ( as described in the pro-
files) for version . 1.0. This list is expected to grow over time as new 
usage models are adopted. Because it is difficult to predict what new ser-
vices will be available, it is difficult to pre-assign values for all services; 
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thus the values are isolated i11 the assigi1ed nun1bers regi st1-y so that t'he 
protocol specification itself need not be modified wl1en instan ces o f new 
services are developed. 

Volume Two Structure 
The organization of the p1·ofiles in volume 2 of the spec ifica tion is quit e 
straightfo1,vard . Each chapter is a single profil e. Fo1· th e most p art, 
related profiles ru:e grouped togeth er, althot1gh the seria l porl pr ofile 
seems to be oddly inserted in the middl e of the teleph ony-ba sed pro -
files. As in volume 1, the profile specification begin s st1-aight away ,,vith-
out any introductory or background material to set tl1e stage. In Parl 3 
of this book ,.ve pro\ 1ide some context for the pro-fil e spec ificat ion . 

Part 3 of this book mo stly follows the structw-e of vo lum e 2 of lhe 
specification , gi·ouping togethe1- tl1e GAP and SDAP profile s te le-
phony-related profiles , serial port -relat ed profil es and netwo rkin g-
related profiles. Although these profil es are no t formall y gTouped thi s 
\Vay in the specification, this approa ch is intend ed to aid und ers tand ing 
and is discussed further in Chapter 11. 

Relationships 
While initially it may not be evident that there is som e couplin g 
between the two volumes of the specification , ther e is in fact a corr e-
spondence between many layers of the proto col stack and one or m ore 
profiles. Because the profiles are intended to infor1n the re ad er ab out 
how to apply the protocols defined in volum e 1 to realiz e an in teropera -
ble implementation of a particular usage case, the se profil es tend to 
map to protocol layers in some fashion , although it is not alwa ys a one -
to-one mapping. Each profile describes the associated protocol stac k 
that it requires, as well as ho"v to use and configure the appropriat e pro-
tocol layers. Many profiles are somewhat attuned to certain protocol s. 
For example, the generic access profile primarily defines how to use the 
baseband, link manager and L2CAP layers of the protocol stack . The 
service discovery application profile is tightly coup led with the SDP 
layer o·f the stack; the telephony-based profiles (intercom , headset 1 and 
cordless telephony) principally relate to the TCS protocol and audio 
traffic. The serial port -based profiles 2 (including object and file tran sfer 
and the serial port profile itself) and networking-based profiles (LAN 

1. The headset profile does not directly use TCS ; see the discussion in Chapter 13. 
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access, fax and dial-up networking ) l1ave some affinity with the 
RFCOMM layer of the stack, with the serial port-based profiles also 
being tightly cot1pled to the IrDA interoperability protocol s. 

So while the1-e is not a direct mapping of the chapte1·s of volume 1 
of the specification to those of volume 2, the subject matter of corre-
sponding parts of tl1ese two volumes does include 1·elated material. 
Th erefo1-e it is usually insufficient to read 01- write about just one portion 
of the specification in isolation. Thi s is why this book covers both vol -
ume s of the specification in its main body; this is also why this book 
strive s to explain the motivation for and relationships among the vari-
ot1s part s of the specification. The following section suggests some 
method s tl1at might aid in understanding those portion s of the s.pecifica-
tion that are of most inter-est; if using this book as a guide to the specifi-
cation , these same method s ma y be used to determine the focus areas 
here in , sinc e the structure of Part s 2 and 3 of the book largely mirr·ors 
that of version 1.0 of the specification. 

Guide to Understanding the Specification 
Th e spe cification version 1.0 does not include any introductory infor-
mation about its purp ose, scope, structure or component relationships 
(aside from a table of contents ). Its readers will find a title page , some 
notic es and a mast er table of contents abruptly followed by the radio 
specification and remaining chapters. Readers will find no preface, no 
foreword and no organized background inforn1ation. This is not neces-
sarily a bad thing; 3 it p1;marily results from the specification's technical 
nature and direct approach to its subject matter. This chapter is 
intended to suppl y some of the inforn1ation that is not ·found (or at least 
not explicitly called out ) in the specification, thus making the specifica-
tion more accessible and better p1·eparing its 1-eaders to get the most 
from it. 

While the most straightforward way to read the specification is to 
start with page I of volume I and continue reading all the way to the 
last page of volume 2, and while it is not our intent to discourage this 
method of reading, this may be impractical in many cases. We expect 
that ·many reade1-s would have difficulty absorbing the tremendous 
detail contained in the mo1-e than 1,500 pages of the complete version 

2. We group the serial port profiles as listed here ; Chapter 11 furtl1er describes profile family 
• group ing. 

3. After all, it helps to create a market for books such as this 011e. 
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1.0 specification . Furthermore, many people p1·obabl y do not ne ed to 
learn all of the details of every protocol and profile , and eve 11 those who 
do may find it helpful to digest these details in logical grouping s, one at 
a time. The specification is quite broad , covering eve 1·ythin g from low -
level radio details to application software consideration s. Th e projected 
Bluetooth marketplace is expected to be ju st as broad offering oppo rtu -
nities for man y specialized products and skills as we ll as for gene1·al-pur -
pose ones. Thus , dependin g upon interest, it ma y be benef1cial to 
develop an individualized plan for delving into the specificat ion (and 
into the main body of this book). Th e suggestions offered h ere are 
intended to aid in doing just that. 

As partial rem edy to the lack of introductory ma terial in the speci -
fication, the SIG has publi shed several white papers in addi tion to the 
specification. One of those white paper s, Bluetooth Protocol Architecture 
[Mettala99] , is a useful overview of the content s of the specification and 
we recommend it as supplemental reading. Thi s pap er cove rs som e of 
the same topics as Chapters 5 and 11 of this book and ma y serve as a 
good companion to that material . 

Once introductory material (such as Part 1 and Chapter s 5 and 11 
of this book along with the cited white pap er) is und erstoo d, man y rea d-
ers may wish to branch out to particular sections of the specificatio n 
depending upon their interests and objectives. It is unr ea listic to dev ise 
a reading plan to fit every audience 's need, but thi s sec tio.n sugg ests 
some general guidelines. It is hoped that most read ers will be ab le to 
use one or more of these general classifications to achie ve an und er-
standing of Bluetooth wireless technology that is appropriat e for th eir 
own situation. 

For General Knowledge 
Many readers, perhaps including students, teachers, consu ltan ts and 
others who have general interest in the Bluetooth technology and who 
wish to understand that technology in the context of their prof ession , 
may wish to read this book and the specification to gain general knowl -
edge. Such readers may not need to read the specification from cover to 
cover since they do not need to learn every detail of the specification 
that might be required by someone implementing the specification. 

Our suggested reading plan for general knowledge is to study the 
profiles after a general overview of the protocol stack as outlined below . 
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1. Read Part 1 and Chapter 5 of this book and tl1e SIG protocol archi-
tecture white pape1· (cited above). This material helps to put the 
protocol stack in context. 

2. Review or skim volume 1 of the specification using Chapters 6 
through 10 of this book as an explanatory guide to the correspond-
ing specification sections. 

3. After reading Chapter 11 as an introduction to the profiles, study 
each pr·ofile in volume 2 of the specification, using Chapters 12 
through 15 as an aid in understanding the related profiles. 

From a Device Perspective 
A great deal of the interest in the Bluetooth technology comes from 
those who are concerned primarily with implementing that technology 
in devices. Device manufacturers, software developers and original 
equipment manufacturers who bt1ild device components need to under -
stand the details of the protocol stack. Readers who plan to implement 
Bluetooth wireless communication in devices, in whole or in part, 
should be prepared to study the core specification. 

For these readers we suggest studying the core specification (vol-
ume 1) after becoming familiar with the technology basics, and then 
reviewing those profiles that are most relevant for the class of device 
being considered. An outline for this reading plan is: 

1. Become familiar with the technology basics by reading Part 1 and 
Chapter 5 of this book and the SIG white paper already cited, 
along with otl1er available Bluetooth technology overviews. 

2. Read Chapters 6 though 10 of this book as a group in preparation 
for studying the core specification. 

3. Thorougllly read all of volume 1 of the specification ( or at least all 
of those sections that pertain to tl1e implementation at hand). 

4. Read Chapter 11 of this book to determine which profiles are rele -
vant to the device or devices being created and then review those 
corresponding profiles in volume 2 of the specification in tandem 
with the corresponding chapters of Part 3 of this book. Software 
developers in particular may need to understand one or more pro-
files for use in certification and testing. The generic access profile 
and the service discovery application pro ·file may be of interest to 
all implementers; other profiles may apply only for certain imple -
mentations. 4 

IPR2020-00202 
Apple Inc. EX1057 Page 77



56 Chapter 4 i INTRODUCTION TO THE BLUETOOTH SPECIFICATION 

From a Solutions Perspective 
Bluetooth wireless technology p1·esents opportunitie s for man y new 
solutions-not only those desc1·ibed by existing or plan11ed usage models 
and profiles but also many so1·ts of new application s of th e tec hnology 
,,,hich "'rill undoubtedly be invented in the futur e. Inn ova tors who are 
driving these new solutions (especiall y, althou gh not exc lusive ly soft-
,vare developers and system architects ) may need th e fullest und er-
standing of the Bluetooth technolo gy. Tho se who are d eve loping 
Bluetooth applications and solution s often will need to t1nderstand the 
details of existing profiles and also are likely to requir e a th orough 
understanding of the protocol stack. Knowin g the capabilities and limi -
tations of protocols is important for anyone setting out to invent n e"v 
usage models. 

While the reading plan for tho se who wish to b e th or·oughl y 
immersed in the Bluetooth technology , includin g solution s d eve loper s, 
might be summarized simply as ''read everything ,'' a m o1·e practical 
outline may be: 

1. Start with the typical background info1n1ation alrea dy not ed, 
namely Part 1 and Chapter 5 of this book , the SIG prot ocol architec -
ture \Vhite paper and any other authoritative overvi ew inforrnation . 

2. Read the remainder of Part 2 of this book as a prelude to a study of 
volume 1 of the specification. 

3. Thoroughly read and understand the core specificat ion, ref erring 
back to the corresponding chapters of this book wh ere nec ess ary . 

4. Read all of Part 3 of this book in preparation for scruti nizing vol-
ume 2 of the specification. 

5. Study the profile specifications (volume 2) with Part 3 of this book 
at hand. 

Solutions developers especially will want to keep abreast of new 
developments in Bluetooth wireless communication. For these people , 
continued reading of current articles in trade and professional journals 
is advisable, as is taking advantage of additional learning opportunities 
such as developers conferences. 

4. For example, camera or keyboard developers are \1olikely to be interested in telephon y profil es, 
and developers of a simple pager may not be interested in fax or dial-up networking profile s. 
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THE BLUETOOTH 
SPECIFICATION 

EXAMINED 

his book continues with an exploration of volume 1 of the 
; , Bluetooth specification, called the core specification. Chap-

' ter 5 presents the overall Bluetooth protocol stack and 
_ - describes the relationships among its layers. The 1·emaining 
chapters of Part 2 examine each layer of the stack in turn, from the low-
est layers to the higher layers. Chapter 6 discusses the Bluetooth radio, 
baseband , link controller and link manager layers. Chapter 7 explores 
the logical link control and adaptation p1·otocol (L2CAP) layer and host 
cont1·oller interface (HCI ). Chapter 8 discusses the RFCOMM and Ser-
vice Discovery Protocol (SD P) laye1·s, while Chapter 9 examines the 
protocols associated with application interoperability with the Infrared 
Data Association (Ir DA) standard. Finally Chapter 10 describes the tele-
phony control and audio protocols. 

Part 2 is intended to make important infor1nation from the Bluetooth 
specification mo1·e accessible and understandable while explaining the 
motivation and rationale fo1· key elements of the specification. Drawing 
upon ou1· experience in helping to develop the specification, we attempt 
here to reveal its important elements rather than simply echoing infor -
mation already available to specification readers. 

57 
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T e 
Protoco 

Bluetooth 
Stac 

lf he core portion of the Bluetooth specification contains the protocol 
stack. This stack allows devices to locate, connect to and exchange data 
with each other a11d to execute interoperable, interactive applications 
against each other. In this section we present the major components of 
the Bluetooth protocol stack, highlighting the relationships among the 
various laye1·s. The protocols are presented in more detail in following 
chapters. 

The Protocol Stack Components 
Figure 5.1 depicts the high-level components of the Bluetooth protocol 
stack. The elements of the stack (protocols, layers, applications, and so 
on) are logically partitioned into three groups: 

• the transport protocol group; 
• the middleware protocol group; and 
• the application group. 

59 
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application group 

middleware 
protocol group 

transport 
protocol group 

Figure 5.1 

I 

' 

I 

A high-level view of the Bluetooth stack. 

Transport protocol group: This group is compos ed of the proto -
cols designed to allow Bluetooth devices to locate each oth er and to 
create, configure and manage both physical and logical links that 
allow higher layer protocols and applications to pass data through 
these transport protocols. The protocols in this group include the 
radio, baseband, link manager, logical link and adaptation and the 
host controller interface. 1 

Middleware protocol group: Additional transport protocol s 
needed for existing and new applications to operate over Bluetooth 
links comprise this group. The middleware protocol group includes 
both third-party and industry standard protocols and protocols devel -
oped by the SIG specifically for Bluetooth wireless communication . 
The fo11ner includes Internet -related protocols (PPP, IP, TCP, and so 
on), wireless application protocols, object exchange protocols 
adopted from IrDA and the like. The latter includes three protocols 
with a designed awareness of Bluetooth communications that facili-
tate a large number of other applications to run over Bluetooth links. 
A serial port emulator protocol called RFCOMM enables legacy 
applications that nor n1ally would interface with a serial port to oper-
ate seamlessly over Bluetooth transport protocols. A packet -based 
telephony control signaling protocol provides for advanced contro l 

1. Strictly speaking, the host controller interface is not a communications proto col. Ho\v ever , the 
host controller interface specification defines formats for packets that cross a host interfa ce and 
associations behveen these packets. For example, when packet A is transmitted , then packet B 
is expected in return. These formats and associations of packets are key elem ents of a proto col 
specification; hence, ,ve group HCI with the transport protocols . 
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of telephony operations, such as group management and mobility 
support fo1· cordless handsets and base stations. Finally, a service dis-
covery p1·otocol pe1·mits devices to discover each other's services and 
to obtain information on l1ow to access those services. 
Application group: This group consists of the actual applications 
that make use of Blt1etooth links. These applications could be legacy 
applications tl1at are unaware of Bluetooth transports, such as a 
moden1 dialer application or a web-browsing client; or they might be 
awa1·e of Bluetooth wi1·eless comn1unication , for instance, applica-
tion s that use the telephony control p1·otocol for cont1·olling tele-
phon y equipment. 

Chapte1·s 6 and 7 pre sent in more detail the protocols in the trans -
po1·t protocol gToup. Chapte1·s 8 through 10 discuss the middleware pro-
tocol s developed and adopted by the SIG. Finally all of Part 3 of this 
book is dedicated to the variou s applicatioGs that the profiles define. 

Before moving to the details of tl1e various protocols and applica-
tions, we first discuss the key protocols in the t1·ansport and middleware 
groups and thei1· relationships to each other·. 

The Transport Protocol Group 
Figure 5.2 shows the organization of the protocols in the transport 
gToup. These are the transpo1·t p1·otocols developed by the SIG to carry 
audio and data traffic between devices. In this chapter, the presentation 
of these protocols is made in ''top-down'' order, or from the point of 
view of a t1·ansmitting device where t1·affic passes f1·om the upper trans-
port layers to the lower layers. Clearly, traffic follows the 1·everse path 
in receiving devices. This illustrates an end-to-end data flow th1·ough the 
protocols of the transport group. In subsequent chapters, these p1·oto-
cols are p1·esented in a ''bottom -up'' order, or from the point of view of a 
receiving device; tl1is is the orde1· followed in the specification as well. 
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The transport protocol group stack. 

The transport protocols support both asynchronous tran smissions 
for data comm11nications, and synchronous (or periodi c) transmi ssions 
for telephony-grade (64 Kbps) voice communications . To maintain the 
high quality of service expected for audio applications, the audio traffi~ 
is treated with high priority. Audio traffic bypasses all of the inter111edi-
ary protocol layers and is funneled directly from the audio appli cation 
to the baseband layer, which then transmjts it in small packets dir ectly 
over the Bluetooth air-interface. 

Before contin,iing our discussion of the transport protocol group, 
we observe that the protocols in the transport protocol group do not 
belong to the transport layer (layer 4) of the seven-layer OSI protocol 
model! With respect to the latter model , the protocols in the transport 
protocol group would fit best within the data link layer (layer 2) and the 
physical layer (layer 1). Collectively, the set of protocols in the ''transport 
protocol group" form a virtual pipe that is used to transport data from 
one device to another across the Bluetooth air-interface. These proto-
cols in principle define transports between communicating devices; 
hence, the naming choice for this protocol group. The terrn ''group of 
Bluetooth transport protocols'' is also used to further emphasize that ref-
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erence is made to the t1·ansport protocols developed by the Bluetooth 
SIG rather tha11 to a transport layer (OSI layer 4) protocol. Note that all 
of the protocols in this group are always needed to support the commu-
nication between Bluetooth devices. This is not true for any other proto-
col outside this gToup, even the ones that have been developed by the 
SIG, like RFCOMM. 

The L2CAP Layer 
T1·affic from data applications is first 1·outed through the logical link con-
trol and adaptation p -rotocol (L2CAP) layer. The L2CAP layer shields 
higher -layer protocols and applications from the details of the lower-
layer transport protocols. Thus, higher layers need not be aware of the 
frequency hops occurring at the radio and baseband level nor the spe-
cific packet formats used for transmission ove1· the Bluetooth air-inter-
face. L2CAP supports protocol multiplexing, allowing multiple 
protocols and applications to share the air-interface. It also enables seg-
mentation of large packets used by higher layers into smaller packets 
for baseband transmission and the corresponding reassembly of those 
packets by the receiving device. Furthermore , tl1e L2CAP layers in two 
peer· devices facilitate the maintenance of the desired grade of service 
by negotiating an acceptable level of service. Based on the requested 
level of service, an L2CAP laye1· implementation may then exercise 
admission control for new incoming traffic and coordinate with lower· 
layers to maintain the desired level of service. The L2CAP layer and its 
over-the-air protocol are described in mor·e detail in Chapter 7. 

The Link Manager Layer 
Link managers in each device negotiate the properties of the Bluetooth 
air-interface between them using the link manager protocol (LMP). These 
properties include bandwidth allocation to support a desired gTade of 
service for data (L2CAP) traffic and periodic bandwidth reservation to 
support audio traffic. Bluetooth link managers in communicating 
devices use a challenge-response approach for authenticating the 
devices. They supervise device pairing ( creation of a trust relationship 
between the devices by generating and storing an authentication key for 
future device authentication) and encryption of the data flowing over 
the air-interface between the devices whenever needed. If authentica-
tion fails, the link managers may sever the link between the devices, 
thus prohibiting any communication between the devices. Link manag-
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ers also support po,ver control by negotiating lovv activity baseband 
modes of operation (introduced in Chapte1· 2 and detail ed in Chapter 6) 
th1·ough the exchange of information about param ete rs such as the 
duration of the low-activity baseband mode. Link manager s may 
request adjustments to the transmission povver level f 01 · furth er po,ver 
conservation as describe d in Chapters 2 and 6. Tl1e link ma11ager layer 
and its over-the-air protocol are described in mor e detail in Chapter 6. 

The Baseband and Radio Layers 
The baseba .nd layer dete1·1nines and instantiate s the Bluetoot h air-inter -
face.2 It define s the proces s by which devices sea1·ch for other dev ices 
and how they connect to them. The baseband layer defines the ma ster 
and slave roles (described in Chapter 2) for devices-t he de\1ice thal ini -
tiates a connection process becomes the master of the link while the 
other device becomes a slave . The baseband also defin es ho\ tl1e fre -
quency hopping sequences used by communicating devices are fo1·med . 
It defines the rules for sharing the air-inte1·face among seve ral devices ; 
these rules are based upon a time division duplex (TDD ), pa cket-base d 
polling scheme. It further define s how synchronous and asynch1·onou s 
traffic can share the air-interface. For example, in synchronou s t1·ans-
missions, the maste r transmits to and / or polls a slave devi ce periodi -
cally . The baseband define s the variou s packet types supported for 
synchronous and asynchronous traffic, as well as variou s packet pro -
cessing procedures including error detect ion and co1·rection, signal 
whitening, 3 encryption, packet transmission and retran smis sions. Th e 
baseband layer and its over-the -air protocol are de scribed in mor e 
detail in Chapter 6. 

Note that the concept of master a.nd slave devices does not propa -
gate higher than the link manager. At the L2CAP layer and above , com-
munication is based upon a peer -to-peer model and no special provisions 
are made for different actions in a master device or in a slave devi ce . 

Over-the-air packet transmissions are meaningle ss unles s prop er ly 
matched radio transmitters and receivers, or transceiver s, are 
employed. The Bluetooth radio design includes severa l paramet ers 
designed to make it optimal for use with the Bluetooth protocol stack in 
short range wireless communications. The radio section of Chapter 6 
gives details of the Bluetooth radio. 

2. To make an analogy lo a cabled environment., it might be said that the baseband determines the 
"shape" and "pin configuration" of the interface. 

3. \r\Thitening refers to signal scrambling and is discussed more fully in Chapter 6. 
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HCI Layer • 

The 1·adio, baseband and link manager i:nay be packaged togetl1e1· into a 
Bluetoot ~1 mo?ul e. The 1nodu_le then attaches to a host device, enabling 
t~at device wrtl1 B~uetooth wireless communication . In this configura-
t1on, the l1ost contains the L2CAP layer and any appropriate portions of 
the high er layers of the stack. The module attaches to the host via some 
phy sical interface, called the host t1·ansport, such as Universal Serial Bus 
(USB ), an RS -232 port or a UART . To enable the development of 
intero pera ble Bluetoo th modul es by diffe1·ent vendors, the specification 
defines a com mon inte1·face f 01· accessing the lower layers of the stack 
that reside in the modul e, ind ependentl y of the particular phy sical inter -
face that conn ects the ho st to the module. The host cont1·oller inte1face 
(H CI ) allow s higher laye1·s of the stack, including applications, to access 
the baseband , link manager and otl1er hardware registers through a sin-
gle standard interfa ce. Through HCI commands tl1e module may enter 
certain 111odes of operation in which, say, an authentication ope1·ation 
or a device paging state ma y be performed. Through H CI events, 
high er laye1·s of the stack can be info1·med of the results of a device 
inquiry operation, read the settings for the audio codec 1·esiding in the 
ba seba nd, read the signal strength o·f incoming transmissions , and so 
on . Of cour se traffic, both synch1·onou s and asynch1·onous, passes 
througl1 the HCI as it is t1·ansmitted or 1·eceived by the host, as well. 

While tl1e HCI layer typically resides below the L2CAP layer, it is 
not a requi1·ed pa1·t of the specification. It has been developed for the 
sole pu11)0Se o·f enabling interoperability among host devices and Blue-
tooth modules , either of which could come f1·om a variety of develop -
ers . P1·oduct implementations need not comply with the HCI 
specification to suppo1·t a fully compliant Bluetooth air-inter ·face. For 
example, in a tightly integrated , embedded system, an HCI may not 
exist at all or it n1ay exist at a diffe1·ent point of the stack, perhaps above 
L2CAP, and it might have a form other than the one described in the 
specification. The H CI and tl1e various host t1·ansport p1·otocols are p1·e-
sented in more detail in Chapter 7. 

The control path shown in Figu1·e 5.2 is used to communicate con -
trol information between layers. For example, the L2CAP layer· might 
notify the link manager of its quality of service expectations, 01· an 
application could communicate an end user 's request for a lower power 
consumption mode. Typically , although not exclusively, the contro ls 
that are exposed to the higher laye1·s (including to an end user) a1·e for 
setting a mode o·f operation for the device that persists until that mode is 
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again explicitly altered through an action that origi11ates at a higher 
layer. For example, one may manuall y enable or disable authentication 
or encryption for a given device. A high-layer entity, like an application 
or a user, could place a device in a reduced power consumption mode , 
,vhich would be translated to a control signal that a link manager under -
stands and supports so it can act accordingly. Similarl y, a device could 
also be placed in a discoverable mode , where the dev ice responds to 
inquiries sent by other devices , or the device could be set to a private 
mode, in which the device responds only to conne ction requ ests from 
specific known devices, which also must be authenticated. 

The control path is not explicitl y described in the specification but 
it is intenvoven among the various prot ocols in the stack. Neve rth eless, 
the H CI specification includes the bulk of the inform atio n that the con-
trol path carries . We honor this same approach , discussing the control 
signals carried through the control path via the HCI and the various 
protocols and modes of operation that these signal s affect. 

The Middleware Protocol Group 

:...----------· 
-

Figure 5.3 depicts the middleware protocol group. Th e middl ewa re pro-
tocols make use of the underlying transport protocol s and pr ese nt to the 
application layers standard interfaces that may be used for communicat -
ing across the transports. Each of the middleware layers defines a stan-
dard protocol that allows applications to use a higher lev el of 
abstraction than would direct communications with the lower -layer 
transport protocols. The middleware protocols consist of: 

• RFCOMM, a serial port abstraction ; 
• Service discovery protocol (SDP), used to describe available services 

and to locate needed services· ' • a set of lrDA interoperability protocols adopted from the IrDA 
standard that enables interoperable use of Ir DA -enabled appli -
cations; and 

• a telephony control protocol (TCS), used for controlling telephone 
calls that might be used either for audio or for data. 

Each of these protocols, along with Bluetooth audio communica -
tion (which is not a protocol per se but is considered part of the software 
stack) is described separately below and in detail in the corresponding 
chapters that follow. 
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Figure 5.3 
The midd leware protocol group stack. 

RFCOMM Layer 
Serial ports are o·ne of the most common communications interfaces 
used with computing and communications devices today. Most serial 
communication involves a cable fo1· transferring data across serial ports. 
Since Bluetooth wireless communication is aimed at replacing cables, 
support for serial communications and related applications is an impor-
tant feature for the initial set o·f cable -replacement usage models. Peer-
to-peer file and object t1·ansfer, data synchronization and dial-up net-
working are some applications that commonly use serial communica-
tions (and associated cables). 

To facilitate the use of serial communications over Bluetooth wire-
less links, tI1e protocol stack defines a serial port abstraction called 
RFCOMM RFCO MM presents a virtual serial port to applications; this 
facilitates the easy mig1:ation of applications modeled for cabled serial 
communications to the realm of wireless serial communications. An 
application can use RFCO MM very much like a standard wired serial 
port to accomplish scenarios such as synchronization, dial-up network-
ing and others without significant changes (if any) to the application. 
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Thus the intent of the RFCOMM protoc ol is to enabl e legacy, seria l 
port -based applications to use Bluetoot l1 transpo1·ts. 

RFCOMM is modeled on the Eu1·opean Teleco m1nt1nications 
Standards Institute (ETSI) TS 07.10 standa r·d. Thi s sta11da1·d define s mul -
tiplexed serial comn1unications over a single serial link. Tl1e Blu etoot h 
specification adopts a subset of the ETSI 07.10 standard and also define s 
some adaptations designed specificall y for· Bluetooth communication. 

Because se1·ial com1nunjcations are so pr evalent in digit al dev ice s, 
the serial port capabilities that RFCOMM provide s to app lications 
make it an impo1·tant part of the pr·otoco l stack, especially fo1· e11abling 
legacy applications based upon version 1.0 of the spe cifica tion. Detail s 
of the RFCOMM la)re1· can be found in Chapter 8. 

SOP Layer 
In son1e respects, insta .ntiating any of the Bluetoot h usag·e mod els might 
be viewed as making use of some set of serv ices. A prim ar·y m otivation 
for forming networks of devices is to allow tl1ose device s to communi -
cate with each other and thu s avajl themselve s of each other's services. 
In traditional networks such as Ethernet LAN s, services such as file 
serving, print serving , name serving, bridge s and gate\i\rays are pro vided 
by some set of devices (usuall y considered ''se 1-vers'') in the network so 
that other devices (usually considered ''clients '') can use th em. In man y 
cases the clients locate these neh ·vork services through some stati c co n-
figuration; this configuration is often established and maintain ed b y a 
system administrator who configures the client devices ( or gives th e 
necessary configuration inforination to the users of those de vices, wh o 
in turn configure them ). 

For dynamic ad hoc networks such as those that could be enabled 
by Bluetooth wireless communications, though, this sort of static config -
uration is insufficient. Any two or more devices might begin communi -
cating over Bluetooth links on the spur of the moment , and if these 
devices are to be able to make use of each other's services they require 
a more dynamic means of locating those services. Once a communica -
tion channel has been established, a next logical step in device commu -
nications mjght be to find out about services that are available to the 
device. This is what the Bluetooth service discovery protocol (SDP ) 
addresses. SDP defines a standard method for Bluetooth devices to dis -
cover and learn about the services offered by other devices; symmetri-
cally, it defines a way for devices to describe those services offered to 
other devices. 
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Service dis covery is a key component in enabling end-user value 
in dynamic networks. The Bluetooth service discovery protocol is 
designed specifically to enable this function in an efficient and opti-
mized manne1 · witl1in environments that exploit Bluetooth wireless 
commu ·nication. SDP is described in detail in Chapter 8. 

I rDA I nteroperabi I ity Protocols 
Chapter 2 described infrared wireless communication and its resem-
blan ce in some respects to Bluetooth wireless communication. The 
Inf1·a1·ed Data Association (IrDA ) has defined protocols for exchanging 
and sync hronizing data in wireless environments. The SIG has chosen 
to adopt sev eral of the lrDA protocols and data models becau se lrDA 
and Bluetooth wireless communication sl1are some important attributes, 
usag e sce narios and applications. 

A fundam ental requirement for exchanging data among devices is 
to define the for1nat, both syntax and semantics, of that data . The infra-
red object exchange (IrOBEX or often, just OBEX ) protocol developed by 
the lrDA is a session protocol for peer -to-peer communication. Among 
the applications in which OBEX can be used is the exchange of well-
defined objects. Data objects such as electronic business cards ( vCard 
fo1·.111at), e-mail or other mes sages ( vMessage format ), calendar entries 
(vCal format ) and others can all be exchanged using the OBEX proto -
col. OBEX is the fundamental building block upon which the usage 
model s of file transfer (object exchange) and object push are built. Addi-
tionally, infrared mobile commu1iications (IrMC ), another IrDA-defined 
protocol , enables the synchronization of these same objects. 

The Ir DA inte1·operability layers of the protocol stack are intended 
to promote inte1·operability at the application layer. They are described 
mo1·e fully in Chapter 9. 

Networking Layers 
Bluetooth wireless communication uses a peer -to-peer network topol -
ogy rather than a LAN style topology. Nevertheless, the technology 
does make allowances for networking, in pa1·ticular connecting to larger 
networks through a dial -up connection or via a network access point. 
The specification also discusses interoperability with the Wireless Appli-
cation Protocol (W AP), a specification for wireless networking used by 
devices such as mobile telephones. 
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Dial-up net:\.\ro1·king uses the AT comm and laye r of the middle -
,vare protocol stack, y\rhich is discussed below, to establish a co nnection 
to a nehvork. In man y cases, the netwo1·k being acce ssed is one that use s 
the Internet P1·otoco1, refe11·ed to as an IP network . Once a dial -up con -
nection to an IP netwo1·k is estab lished, stand a1·d Inte1·net p1·otoco ls 
(such as TCP, UDP , HTTP and so on) can be used by the device (per -
haps a notebook or handheld compute1·) that initiated the netw ork con -
nection to inte1·act with the network . 

A device n1igl1t also connect to an IP network via a network access 
point as desc1·ibed in the LAN Access Using· PPP Profile. In this case, a 
Bluetooth link conne cts the device to a nehvo1·k access point · the net-
\vork acces s point is in turn connected to the la1·ge1· (m ost like ly but not 
necessaril y wired ) network. The In te111et point-to-point protocol (PPP ) is 
used over the Bluetooth link to connect to the acce ss point . As wit l1 dial -
up networking , once the PPP connection is establi shed, standard Inter -
net protocols can be used to interact with the neh,vork . Access to a W AP 
neh.vork using a W AP gatewa y works simila1·ly; the same sort of PPP 
connection is established to an IP ne two1·k access poin t ove r which stan -
dard ,,v AP protocol s can be used to interact with the network. 

It is worth noting that release 1.0 of the specifi cation doe s not 
define a profile or an instance of the protocol stack that support s the use 
of Internet protocols such as TCP / IP directl y over Bluetoot h link s. The 
only means of IP network access defined in versio n 1.0 of the specifica -
tion is through the use of PPP as described above. While it certain l)r 
should be possible to directl y operate an IP proto col stack using Blue-
tooth wireless communication as the bearer, the SIG ha.s not define d an 
interoperable manner (that is, a profile) for such operation . In all likeli-
hood, future revisions to the specification will address the dir ect use of 
Internet protocols with Bluetooth wireless communication. 

TCS Layer and Audio 
As previously noted, one key advantage of Bluetooth wireless commu -
nications is its ability to carry voice traffic as well as data. While the pro -
tocol layers discussed to this point exist primarily for use with data 
traffic, the Bluetooth telephony control specification (TCS) layer is designed 
to support telephony functions, including call control and group man -
agement. These operations are often associated with voice calls in 
which TCS is used to set up the call parameters; once a call is estab-
lished, a Bluetooth audio channel can carry the call's voice content. 
TCS might also be used to set up data calls, such as would be used with 
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the dial -up net1vvo1·king profile; in this case, the call content is then car-
ried as standard data packets ove1· L2CAP. 

The TCS p1·otocols are compatible witl1 the International Telecom-
n1unications Union - Telecomm ·u11ication (ITU-T) Q931 specification. 
Because they use a bi11ary encoding, these protocols a1·e referred to in 
the specification as TCS-BIN During development of the specification, 
the SIG also conside1·ed a second TCS protocol called TCS-AT TCS-AT 
defin ed a mod em control protocol (often called AT comn1ands) that 
flowed tl11·ough the RFCOMM layer. While AT commands over 
RFCOMM are indeed used for some applications, the specification 
doe s not define a sepa1·ate protocol fo1· TCS-AT. TCS -BIN is appropri -
ate fo1· some of the relea se 1.0 telephony-based profiles; applications 
that need to u se AT commands over the RFCO MM serial interface are 
free to do so (as shown in Figure 5.3), but the specification does not 
define the se AT co1nmands as a sepa1·ate protocol. Seve1·al of the ver-
sion 1.0 profiles , including headset, fax, and dial -up networking, all use 
AT commands over RFCOMM rathe1· than the TCS-BIN protocol. 

The TCS -BIN p1·otoc 0I include s call control functions, gToup man-
agement functions and a method for devices to excl1ange call signaling 
infor1natio11 witl1out actually placing a call or having a call connection 
established. Each of these facets of TCS is detailed in Chapter · 10. 

Audio, especially voice audio, is t1·eated uniquely in Bluetooth com-
munication . Because audio traffic is isochronous, meaning that it has a 
time element associated witl1 it, voice audio t1·affic typically is 1·outed 
directly to and from tl1e baseba11d laye1·; it does not go th1·ough upper 
layers such as L2CAP. 4· Special baseband packet sh·uctures, called syn-
chronous connection-oriented (01· SCO ) packets a1·e defined for use with typ-
ical audio traffic. Bluetootl1 communication allows for up to three audio 
channels at one time (with some bandwidth left ove1· for data b:affic). 

Bluetooth audio communicatio11 takes place at a rate of 64 kilobits 
pe1· second (Kbps) t1sing one of two data encoding schemes: 8-bit loga-
rithmic pulse code modulation (PCM) or continuous variable slope delta 
(CVSD) modulatio11. Co1np1·ession techniques called A-law and 11-law 
are applied for PCM audio. 

Since voice is a prin1ary application of audio communication 
( especially in devices such as smart phones that use Bluetooth wireless 
communication), audio is often equated with voice . Of course, voice is 

4. Packetized digital audio could be carried as standard data packets using L2CAP, but this case 
would be treated as data traffic. Jn general, ,vl1er1 ,ve refer to voice or audio tl1roughout this 
book ,ve are speaking of the BJuelooth at1dio Lraffic carried direct!)' over the baseband link in 
SCO packets. 
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not the only sort of audio traffic that can be car1·ied by the Blueto oth 
baseband. So long as the at1dio st1·eam can be sufficiently rende red at 64 
Kbps, it can be transmitted and received over· Bluet ooth links. Thus , in 
addition to voice, Bluetootl1 audio chann els cou ld car1·y othe1· for111s of 
audio, such as some music5 or short audio clips. 

Because voice is an integTal part and key attribute of Bluetooth 
wireless communication, it may be somewhat st11-pri sing that only a fe,v 
pages of tl1e specification deal di1·ectly with aud io. Thi s is not because 
audio is unimportant ; rath er it is mostly because audio traffic is carried 
directly over the baseband in packets designed for that pu1·pose. Thu s it 
is not necessary to includ e length y exp lanations of audi o traffic - the 
fo1mat of the audio data is specified using existing stand ard s - and that, 
for the most part, is that. It is, how ever, quite important to und erstand 
the baseband SCO packet structure and usage to achieve a fuller und er-
standing of Bluetoo th audio communi cation. Thu s, while audio is 
explained in more detail in Chapter 10, it is also indir ectly deta iled in 
the baseband discus sion of Chapter 6. 

The Application Group 
While some of the protocols that we refer to her e as middleware pr oto -
cols (especially lrDA interoperability protocols like IrOBEX or IrM C) 
might be considered by some to be application -level protocol s, thi s is 
not \¥hat we mean when we write about the application group. The 
application group here refers to software that resides above the prot oco l 
stack as defined by the SIG. Thi s is software that is supplied by devic e 
manufacturers, independent software vendors or other s which exe rcises 
the protocol stack to accomplish some function that benefit s the user of 
a Bluetooth device. Application software as defined here is depicted in 
Figure 5.4, which illustrates several possibilities for the organization of 
Bluetooth application software. 

5. Bluetooth audio, being optimized for voice traffic, is not designe d to carry music of high qual · 
ity, such as CD -qualit y music. Support of music is likely to requir e the use of comp ress ion tech · 

• ruques . 
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General view of the applicat ion group, with possible application organization, 
including adaptat ion layer and common appl ication services. 

Of ·most inte1·est within the applicatio ·n gToup are those applica -
tions that instantiate the Bluetootl1 profiles . That is, given a Bluetooth 
p1·otocol stack in a device, someone still needs to write application soft-
ware to drive that stack to accomplish functions such as dial-up net-
working, file transfer , head set communications and so on. The SIG 
defines only the middleware and transport p1·otocols for the stack; it 
does not define application p1·otocols per se nor does it define applica-
tion programming interfaces (APis ). Yet applications clea1·ly are needed 
to accomplish the usage scenarios that are envisioned for Bluetooth 
wireless communications. To 1·ealize a Bluetooth p1·ofile, it is the added 
application code that uses tl1e unde1·lying p1·otocol stack to supply value 
to an end user. While a profile defines how interoperable applications 
that add1·ess various ttsage cases are to be built, the look and feel of 
these applications is not defined in the specification. Application soft-
ware developers have sufficient latitude to differentiate thei1· p1·oducts 
with added features or use1· inte1·faces, without violating the interopera-
bility guidelines spelled out in the profiles. 

It might be the case that some existing (''legacy'') softwa1·e that was 
designed fo1· use with transports other than Bluetooth wireless con1mu-
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nication can be emplo yed using Bluetooth links. Beca u e the SIG has 
defined layers of the protocol stack such as the I1·DA int eroperabili ty 
and RFCOMM layers, to support such legaC)' so ftwa re, it could be pos-
sible for these existing application s to take advantage of Bluetoot h links 
\\rith little or no change . Exan1ples include exjsting I rDA applications 
for obje ct exchange or synchroni zation and dial-up 11etworking applica -
tions . The se applications all use existing protocol s which a1·e supp orted 
in Bluetooth environmen ts, and typically they are designed to vvork 
over a serial port. Since the protocol stack includ es the RFCO MM 
serial port abstraction , man y existing appli cation of the e and other 
types sl1ould be able to be mapped from IrD A or se1ial cab le environ -
ments to Bluetooth envir onments in a straightfor\i\rard manner, \,rith 
minor (if any ) change s to those application s. One v ay to accomp lish 
this on some platfo11ns migh t be to develop a thin layer of Bluetooth 
adaptation software that map s existing serial and other commun ications 
for the platforn1 to the correspo ndin g Bluetoot h comm u11icatio ns tack, 
as illustrate d in Figure 5.4 . 

Anoth er option is to develop new application specifi call ' 
designed to operate in Blueto oth en, ,ironmen ts. In cases \,\··here no exist-
ing application accompli shes a Bluetooth usage case, or when it is desir -
able to include application features that exploit uniqu e capa bili ties in 
the protocol stack, a new application may be a good approach. Wh en 
applications are developed specifically to leverage Bluetoo th \.vireless 
communication for some platfo1m, often it ma y be advantageous to 
develop common services for those applications. Such common servi ces 
might include security services, connection manag ement serv ices, SD P 
services, and so on. These common application service s migh t be real -
ized with application -level code such as a securi ty manag er (see 
[Muller99] for a discussion of this topic), a Bluetoot h man ageme nt con-
sole (perhaps with associated user interface that allows a user to select 
devices and services in a piconet with which he wishes to int eract), a 
common SDP client and server (again perhaps with a user int erface for 
service searching and browsing ), and so on. Figure 5.4 includ es a repr e-
sentation of these common application services. 

If the specification does not define APis , how can standard appli-
cations for Bluetooth usage cases be developed ? The answer lie s in the 
profiles. Recall that profiles are developed to establish a bas e point for 
use of the protocol stack to accomplish a given usage case in an interop -
erable manner. Because Bluetooth wireless communication is expected 
to be supported in a plethora of device types, on various platfor1ns, the 
specification of a single standard API that would be appropriate for the 
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full 1·ange of devices and platforms could be quite difficult, to say the 
least. But since the SIG l1as cl1osen profiles as the means to establish 
interoperability among all of these devices, it seems that these same 
p1·ofiles can p1·ovide guidance for developing applications on the many 
platfo1·ms that are relevant for Bluetooth technology. As noted above, 
both legacy applications and applications developed specifically to use 
Bluetooth links could realize Bluetooth profiles. 

When a technology is incorporated into a platform and results in 
the need for new APis , those APis a1·e often best developed by experts 
on that platform rather tl1an by experts on the technology. Thus tl1e 
SIG ha s chosen not to specify Linux ® APis, Windows ® APis, Sym-
bian T~f APis or any other APis; instead the profiles define the necessary 
:function to enable platform experts to develop approp1iate APis for use 
with Bluetooth applications on relevant platforms. So, even though 
APis are not included in the specification , the profiles do indeed give 
dire ction to application developers. Some profiles do this more directly 
than others. The service discovery application profile, for example, 
describes potential application progTamming models and defines ser-
vice discovery primitives that could in a straightforward manner map to 
APi s on a given platform. 

Application development is not limited to softwa1·e that instanti -
ates profiles. As with devices, the landscape for applications is broad, 
perhaps even virtually unlimited. While the release 1.0 profiles define a 
base set of interoperable applications, and while new profiles will 
undoubtedly continue to be developed, these a1·e not the only usage 
cases fo1· which applications are expected to be written. Industry inno-
vators are likely to develop many new uses for the Bluetooth technol-
ogy and to create the application software to support these new usage 
scenarios. As more software continues to be developed to enable the 
existing profiles on multiple platforms, the APis developed for and 
experience gained in that software development should provide a foun-
dation for new applications. The oppo1·tunity for these 11ew applications 
is tremendous. 
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The 
0 
Lower Protocols 

Group 

This chapter and the following one present the protocols in the trans-
port protocol gToup, f1·om the radio up to and including L2CAP. In the 
Bluetoofh specification , these protocols are detailed in over 600 pages. 
It is not within the scope of this book to recreate tl1e algoritl1mic and 
implementation details of the specification. Instead, the key compo-
nent s of the protocol s are highlighted. Readers who may want to learn 
about the protocol s in mo1·e detail should supplement this reading with 
the st1.1dy of the corresponding parts of the specificatio11. 

This chapte1· focuses on the lower-level functions (including the 
over -the-air protocols and info1·mation processing ) in a Bluetooth sys-
tem, wl1ich typically are performed within the Bluetootl1 hardware / firm-
ware module as shown in Figure 6.1. Tl1e host I/0 portion is cove1·ed in 
the next chapter in the presentation of the host controller inter·face. 

higher layers 
and applications 

Figure 6.1 

li nk manager link 
.--,-------.) and <==) cont r o 11 er ,....--v 

host 1/0 1 -- __ J -· ______ __, ' 

High-level functional composition of a Bluetooth module. 
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As shown in Figur e 6.1, a Bluetootl1 device1 rep re sent s the comple te 
physical entit) ' (sucl1 as a not ebook compu ter a digita l ph one, an infor-
mation applianc e, and so on) tl1at contain s appli cations that can com-
municate using the Bluetooth ,-vireless techn ology incorp orate d in that 
device. Here we assum e that a device is associated with one and only 
one transpo1·t proto col gi·oup impl ementation and air-in terface. Ho\v-
ever, as mention ed in the previous chapter and fur ther elaborated in the 
next one, the L2CAP layer supp o1·ts the multipl exing of several higher-
layer protocol s, like RFCOMM SDP , and so on , and hence middle-
ware protocol stacks and appli cations, as well. 

The design point of the Bluetoot h transport pr otoco l is dictated 
primarily by lo,.v manuf acturin g compl exity associated lo"'' cost and 
fast time to market . For this rea son, a low-cost easy-to-im plement fre-
quenc y-hopping spread -spe ctrum radi o solution ,,vas selec ted . In addi-
tion, the selection of a ma ster/ slave archit ectur e fo1· the baseband 
transmission was dictat ed by the ad hoc na ture of the sy terns consid-
ered. In particular , Bluetooth piconets can form spontan eou sly among 
disparate device s \-vith vastly differen t po"ver and compu ting capabili-
ties, unlike \-vireless LAN system s which are designed p1i mari ly to sup -
port a wireless extension of LAN conn ectivity services to relativel)' 
''power -unconscious '' per sonal comput ers. 

To support ad hoc connectivity with minimal (if an y) state main-
tained by the Bluetooth devic es, picone ts are dyna mically for111ed in 
isolation without the support of third -part y (infra stru cture) cont1·ol sig-
naling. For as long as needed , the master of a piconet serves as the con-
trol point for the communication s on the piconet. For the dur ation of 
the existence of a piconet, the operation of a ma ster resembl es th at of a 
base station of a picocellular system. Thu s, the Bluetoo th techn olog)' 
permits the spontaneous creation of a temporary picocellular system, 
where traffic is regulated by a spontaneousl y created bas e stati on , the 
master, that regulates the traffic to and from the oth er memb er of the 
picocell, the slaves. Recall from previous chapters that the Bluetooth 
technology pern1its the creation of multiple , ad hoc pico cellular systems 
that remain operational even in cases of temporal and spatial ov erlap -
ping. The use of master and slaves reduces the complexity of the design 
and thus the cost of deploying the Bluetooth technologies. 

1. The terms uni~ node, station, and so on may (and have) also been used instea,d of the term 
device . Insofar as possible, ho,vever , the use of these other terms is avoided. Th e reaso n for this 
choice ,vill become apparent later. 
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The rest of this chapter highlights the Bluetooth radio; the link con-
tr·oller and the baseba11d functions it controls, like piconet creation and 
the medium access protocol; and the link manager that configures and 
manages the links between devices. In the reference implementation of a 
Bluetooth module, the radio and the link controller typically are imple-
mented in hardware while the link manager is in firmware. As such, the 
radio and the link control ler (with its baseband functions ) were the first 
parts of the specification to mature , providing a stable enough hardware 
specification for chip designers to use in designing their early Bluetooth 
chipsets . The link manager specification originally was focused primarily 
on security-re lated transactions . The SIG,s further work on the link man-
age1· spec ification I1as enriched it over time to take full advantage of the 
capabilities available in the baseband specification. 

The Bluetooth Radio 
The Bluetooth system operates in the 2.4 GHz indust1·ia~ scientific, and 
medical (ISM ) band. The ISM band s are license-free bands set aside for 
use by industrial, scientific and medical wireless equipment. Regulatory 
authorities around the world have opened the ISM bands for use by 
low-power systems that can be operated without the need fo1· a license 
but nevertheless under strict regulations. In the United States, these reg-
ulation s are set by the Federal Communications Commission (FCC ) and 
are detailed in the Code of Fede1·al Regulations part 15 [FCC99]; section 
15.247 of the FCC regulations deals with the operational rule s of inten-
tional radiators operating in the various ISM bands including the 2.4 
GHz band. 

The 2.4 GHz ISM band is a globally available radio band, albeit 
not f1·equency harmonized. Table 6.1 shows the ISM frequency avail-
ability in the majority of countries around the globe. 

Table 6.1 
License-free frequency allocation in the 2.4 GHz band. 

2.4 GHz/SM band (MHz) Frequency channels (MHz) LGB 1 UGJi2 
k = 0, I, ... , m-1 (MHz) (MHz) 

2,400.0 - 2,483.5 2,402 + k; m = 79 2.0 3.5 

J. "LGB" stands for "lotver gr,artl bane/ :" 
2. "UGB" sta,nds for "ttJJper g1,c1rcl bar1d ." 
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The 1·adio pru·t of the spe cification consists 1nostly o·f a seri es of 
design specifications fo1· Bluetooth t1·a11sceive rs, like in-ban d and out -of-
band spurious e1nission s, f1·equ ency acct11·acy, co-chann el an d adja cent-
channel interferenc e, ou t-of-band blo cking, in term od ulation chara cter-
istics, and so on. The selecti on of the radio design sp ec ifications is 
dri, ren by the requi1·em ent to allo,,v the deve lopm en t of higl1-qu ality 
lo,,..r-cost transcei ve1·s that compl y with th e various 2.4 G H z ISM band 
regulations around the wo1·ld. 

The nume1·ous design par ameters plu s the 1·adio testing condit io ns 
are not rep eated here. Reader s int e1·ested in the Bluetoo th radio design 
can find ai1 abundan ce of info11n atio n in the co1Tesp ond ing part of the 
specification. Sin ce no n ew da ta-exchange p1·otoco ls no1· data-p1·oces s-
ing algorithms wer e developed for the Bluetooth ra dio, th e 1·adio part of 
the specifi cation was the fi1·st to be completed. T he er1·ata to thi s portion 
of the specification are n1inimal , and the few th at surf ace p ertain mos tl)' 
to the accommod ation of new regula tion s or 1·efinem ent of th e radio 
testing procedure s. 

The Bluetooth t1·an sceive r is a fr equency-Jiopping sp read-sjJectrz1,·m 
(FHSS) radio system operatin g ove r a numb er m of l M H z-wide chan-
nels . While for the majori ty of countri es m = 79, as shown in Table 6.1, 
regulation s in certain countrie s may fu1·ther constrain the license-free 
frequency spectrum for the 2.4 GH z IS M band. T hu s, th e Blue too th 
radio (and the basepand described in th e next sec tion) design ca n 
accommodate hvo alternative s that operate ove1· 79 or 23 channels, 
each one of which is 1 MH z wid e. For frequen cy-hoppin g system s op er-
ating in the 2.4 GHz ISM band , the FCC part 15.247 regu lation s 1·estri ct 
the maximum peak output power of the radiat or to n o m ore th an l wa tt 
(30 dBm ). Moreover , at least 75 out of the 79 f1·equ en cy channels m ust 
be used pseudo -randoml y with a total residen ce tim e in ea ch of th e fr e-
quencies not to exceed 0.4 second s within a 30-second perio d . A Blu e-
tooth radio utilizes the maximum number of chann els ava ilable , 79 in 
the United States, and it hops at a high rate , 1,600 hop s per seco nd , 
pseudo-randomly across all these frequenci es to achi eve high n oi se 
resilience. The use of direct-sequence spread-spectrum (DSSS ) system s, 
which are also permitted in the 2.4 GHz ISM band , ma y be p1·ohibi -
tively costly for the low-cost requirement of Bluetooth radio s. 

Figure 6.2 summarizes the key operation s in the Blu etooth raclio. 
The figure also shows a pair of logical interface s for carryin g· dat a and 
control infor1nation between the radio and the rest of the Blu etooth sys -
tem. Here data relates to all information that is tran smitted or rec eive d 
over the air. The control info1·1nation controls the behavior of the radio . 
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On the tr·ansmit side, tl1is include s the carrier frequency to which the 
transmitter needs to tune prior to transmi ssion of a bit stream of infor -
mation over the air· and the power level that is to be used for this trans -
mission. On the receive side, this includes the carrier frequency to 
which the 1·eceiver must tune for receiving a bit stream of information 
and (optiona lly) the strengtl1 of the signal being received. Power-supply 
and time -signaling lines are not shown in the ·figure. A standardized set 
of interface s for the data and control infor111ation is not provided in the 
specifi cation. Thu s, chip de signers and manufacturers can choose to 
integrate the radio component with the rest of the components of a 
Bluet oo th module in the way they believe is be st for a low-cost , power-
efficient system. Table 6.2 summarizes some of the key operational 
param eters of the Bluetooth radio. 

Bluetooth device 

I) 
higher layers '-'t"'--~ --- l ink manag~ link ,.......,....---> and 'v---/c on tr o 11 e fv-,/ 

radio 

-.oic::·· ·-- · host 

Figure 6.2 
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,,,,.... ...... ...__J __ 
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control 
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(bit stream) 
-

The Bluetooth radio operat ions. 

• carrier generation 
• carrier modulation (data Rx/Tx) /1.--

• Tx power control 
• Tx signal strength 

·--~-~-· 
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Table 6.2 
Key operational parameters of the Bl uetooth radio specification. 

Modulation Gaussian frequency -shift BT produc t1: 0.5; 
keying (G FSK ) n1odula tion ind ex: 0.28 - 0.35 

Sy 111bol rat.e 1 Msymbol per second using the binar y GFSK , thi s tran slates 
into I Mbps raw link speed ; 
bit transmission tin1e: I µsec 

Frequency- 1,600 hops per seco11d, residence time: 625 µsec per hop hopping rat.e typical 

3,200 hops per second residenc e tin1e: 312.5 µsec per h op 
for inqui1;es and pages 

. . , •. .Jit power Class 3: 0 dBm (1 mW ) a typical Bluetooth rad io; 
optional po wer contr ol to belo \,v -30 
dBm 

Class 2: 4 dBm (2.5 mW ) optional po\ ver control as abo ve 

Class 7: 20 dBm (100 required po wer control to a t least 4 dBm ; 
I ' mW) optional power control as abo ve 
Receiver a BJuetooth receiver must the - 70 dBm sen sitivity level shall b e sensitivity attain a raw bit error rate attained for an y input signal gener a ted by 

(BER) of 0.1 O/o with an any compliant Bluetooth transmit te r 
input signal level of -70 
dBm or lower 

1. T/Je terni "BT profl11ct " is 1101 s/Jort for "Bl11etootl , prod11 ct." It is a JJara111eter describi1 1g th e q 1,al i LJ1 of tr a 11s-
1r1ittecl ivai ,efo1711.s e:,.-pressed as tlJe pro<li,ct of tl;e b(111cliv iclth of tl:1e 111odulatio11.filt er c11zd tl:1e bit Li111e. 

The transmit power and receiver sensitivity values are examples of 
design decisions that were made to reduce cost and power requiremen ts 
for the Bluetooth radio. An IEEE 802.11 wireless local area network 
(WLAN) may use up to 30 dBm (1000 mW) of transmit power in the 
United States (lower power-levels in other parts of the world ) and not 
less than O dBm (1 mW). Hence, an 802.11 wireless solution may not be 
suitable for many power -constrained personal, portable devices. The 
sensitivi level is also much lower than that of an 802.11 radio 
receive . This means that a simpler Bluetooth radio can be built at a 
reduced cost as compared to an 802.11 radio. 
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The Link Controller and Baseband 

' 

As discussed in the pr evious section, the radio deals with the acts of 
sending and rec eiving data over the air. Outside the scope of the raclio's 
responsibilities are considerations such as what data to transmit and 
when , wl1at data to wait for and when , and which ca1Tier frequency and 
transmit power to use. The se are the responsibilities of the Bluetooth 
link contr oller, de scribed later in this chapter , that executes the base-
band communication pr·otocol and related processe s. 

Figur e 6.3 summar·i zes the key functions of the Bluetooth base -
band . These includ e piconet and device control functions like connec -
tion creat ion , frequ enc y-hopping sequence selection and timing; modes 
of operation such as pow er contr·ol and secure operation; and medium 
access function s like polling, pa cket types, packet pr·ocessing and link 
types . Th ese items are deta iled later in the chapter as we proceed 
through the operat ional pha ses of a Bluetooth device . The figure also 
sho"vs a set of logical interfa ces for car·rying data and control informa -
tion betw een the baseband and tl1e rest of the Bluetooth system. For the 
sam e reasons men tion ed in the radio section, the specification avoids 
specifying any standardized set of interfaces for tl1e data and control 
information. Nevertheless , their pre sence , even on a ''logical'' plane, 
aids this pr esentati on , since it allows us to concent1·ate on the baseband 
operations in isolation from the rest of the Blue tooth system. 

2. Th e receiver sensitivity for an IEEE 802.1 lb radio receiver, ,vhich uses DSSS , is specified to be 
-80 dBm for a frame error rate of 80/o for a 1024-byte MAC protocol data unit \vhen a 2 Mbps 
DQPSK modulation is used. For more information on the IEEE 802.11 WLANs see [IEEE99] 
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----·----• Bluetooth device 

• 

~~~-~-=-·-~ 
1' ' l 

higher layers li nk manag~ link d' 1l 
/L-(:.___-~ and ra 10 i 

and applications host 110 controller !t 
. . . 

' w . I! .,0 ..... . -.... . <= : ea,::· = ;_ = • --- ... ,. .:.::::::::=··· .. • :;:-.:. ,_ ·--:.·::-
• • , . . ·.~ • • • •• • •• • • • • • • • •• • • . .. • • • • 

control 

asynchronous 
data 

synchronous 
data ' -- • I 

• clock 
• connection establishment 

(paging & inquiry) 

• frequency (hop) selection 
• link types (SCO. ACL) 

• medium access control· poll (packet 
types & processing) 

• power modes 
• security algorithms 

control 
! 
• 

l BB PDUs: 
,,,...._____., over-the-air data 

r 
(bit stream) 

Figure 6.3 
The baseband functions. 

Due to the vast and diverse areas covered by the baseband specifi -
cation, the remainder of this section tries to combine the information 
flow in the specification with that of more traditional communication 
protocol standards and related articles. The discussion progresses step -
wise, identifying the key components over which Bluetooth communi-
cations actually occur. We begin with the definition of a piconet over 
which Bluetooth devices can exchange information packets. We then 
describe fundamental helper elements that assist in the creation and 
maintenance of the piconet, such as the Bluetooth clock and frequency-
hopping selection process. Using these helper elements, the presenta -
tion continues with the description of the procedures that Bluetooth 
devices follow to create and join a piconet. Finally, with a piconet in 
place, we focus on protocols and processes like medium access control, 
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er1·or control, security, powe1·-saving ope1·ation and so on, that are exer-
cised on tl1e Bluetooth devices and on information packets sent and 
received over· the piconet. 

The Piconet 
For devic es to communicate with each other using Bluetooth wireless 
technology, they need to be part of a piconet. Simply stated, a piconet 
comp1ises a shared communications channel through wl1ich members of 
the piconet communicate. In the FHSS space in which Bluetooth raclios 
ope1·ate, this communication channel consists of a well-defined sequence 
of frequency hop s pseudo -randomly selected from the set of frequencies 
in Table 6.1 at a nominal rate of 1,600 hops per second. The members of 
the picon et are able to follow the successive hops of the frequency -hop -
ping sequence in a synchronized manner. Piconets are formed as needed 
and endure for as long as pa1·ticipating device s need to communicate. 
The baseband operations define how a f1·equency-hopping sequence for 
a piconet is c1·eated, how devi ces learn how to follow it and hence join 
the piconet, and how to send and receive information packets communi-
cate d in a coordinated manne1· betwee n device s in the piconet . 

Blue tooth piconet s are f 01·med i11 a rather ad hoc manner. They 
are formed on demand among devices that want to communicate with 
each other· without relying on the services of a dedicated support entity, 
such as a base station in a cellular network 01· a corporate or home 
WLAN. The baseband protocol establishes the rules according to which 
these ad hoc connection s are established such that devices communi -
cate in a coordinated and efficient manne1·. 

The frequency-hopping sequences that de·fine the communication 
channels in piconels are highly uncoordinated, or, to be more p1·ecise, 
they are created in a manner that makes them appear highly uncoordi -
nated. Thus, owing· to the frequency-hopping natl.ire of transmissions in 
a piconet, multiple piconets may exist in time and space with minimal 
interference among themselves. Multiple piconets overlapping, at least 
pa1·tially, in time and space are referred to as scatternets. This opens the 
possibility of interpiconet communications when devices become 1nem-
bers of multiple piconets. 

Each piconet l1as one and only one master and one 01· mo1·e slaves. 
These 1·oles are temporary ones and they a1·e meaningful only "vhile 
Bluetooth devices a1·e members of a piconet. Ce1·tainly, Bluetooth 
devices may be built to ope1·ate only as masters 01· only as slaves, but this 
is a host application and usage scena1·io issue 1·ather than a Bluetooth 
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specification issue. The specification generally assum es that a Bluetooth 
device is capable of acting both as a mast er and as a slave , depending 
upon the role required to accomplish a given usage case. In th e case of a 
scatternet, a devi ce that participate s in more than on e piconet can be the 
master of at most one of these piconets , while it can be a slave in seve ral 
of them. Through a detail ed proces s, described later in thi s c·hapter, a 
maste1~ and a slave ma y exchange their 1·ole s. It is also po ssibl e for an 
''old'' piconet based around an original master to be migrat ed to a ne,v 
piconet with a new master. Picon et migration as well as communication 
across scattemets are not discusse d in detai l here, b eca use tl1ey are not 
very mature processe s in the version 1.0 specificatio n, whic h do es not 
define any usage scenarios that add1·ess communication acros s picon ets. 
Nevertheless, the specification contain s nece ssary consideration s tha t 
could allow these proces ses to be accompli shed . 

The primary role of a master for a picone t is to define : 
• which frequency -hopping sequenc e the m ember s of this pi co net 

shall follo\-v; 
• when frequency hops shall occur , thu s defining the timing f oun -

dation for timed events in the piconet ; 
• which particular frequency is the ''ct1rrent '' frequ enc y; and 
• which slave will be transmitted to and / or which slave will b e 

pe1·111itted to transmit next (recall that tran smi ssion on the Blu e-
tooth air-interface is through polling of the slaves ). 

The first three items are strongly associated with how a piconet is 
fo11ned and maintained and how devices join it. The last item is assoc i-
ated with how transmissions occur in a piconet. 

Figure 6.4 shows the operational states for a Bluetooth device. In 
the connected state, the device is a member of a piconet. On the other 
hand, when a device is not associated with any piconet or participates in 
no action that could result in its forming or joining a piconet , it is said to 
be in the standby state. The standby state is the default operational state 
for a Bluetooth device. In this state, a device typically idles with only its 
native clock operating in a low-power mode. 

To move to the connected state, a device goes through the inquir y 
and page states, which are instantiated differently but in a complemen-
tary manner within a potential master and a potential slave. In the 
inquiry state, a device learns about the identity of other devices in its 
vicinity; these other devices must be in an inquiry scan state to listen for 
and subsequently respond to inquiries. In the page state, a device explic-
itly invites another device to join the piconet whose master is the invit-
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ing device ; the other device must be in the page scan state to listen for 
and subsequently respond to pages. As Figure 6.4 shows, a device may 
bypas s the inquiry state if the identity of a device to be paged is already 
known. The figure also implies that while a device is a member of a 
picon et, it may still per-form inquiri es and page s for additional devices 
to join this or some other piconet. In the latter case, a scatte met (multi -
ple piconets overlapping in time and space as discussed in Chapter 2) 
eventually could be created. 

inquiry ,1,L- page 
I 

- - ~L - -~ -_j I -~------..--·----~ 

standby connected. f -- ' 

_ ,.-_.- . .... ___ ,..._ .. ,_ 
' 0 

Figure 6.4 
Operational states of a Bluetooth device. 

To become a member of a piconet, a Bluetooth device needs to 
know how to 1·ecreate the frequency-hopping sequence that define s that 
piconet and which frequencies from this sequence will be visited and 
when. Also, to participate in communications over the piconet, the 
device needs to know how to formulate, read and write information 
packets on the piconet. All of these operations, as well as nearly every 
other· operation in a Bluetooth device, are related to the following two 
fundamental elements: 

• the Bluetooth device address 
• the Bluetooth device (or native) clock 
Any process in the Bluetooth baseband is intimately related to 

these two elements. Two baseband processes are notable and we refer 
to them as the fundamental p1·ocesses, which ai·e those that generate: 

• the frequency-hopping sequence, and 
• the access code. 
These fundamental elements and ft.1ndamental processes ar·e 

detailed below. 

-
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The BJuetooth Device Address (BD_ADDR) 
The Bluetooth device a.ddress (BD_ADDR)3 is the most static entity of a 
Bluetooth device. The BD_ADDR is a single 48-bit add1-ess electroni-
cally ''engraved' ' on each device. A device 's BD_ADDR is globally 
unique amo11g Bluetooth devices. To gua1·antee uniquene ss, a number -
ing authority assigns BD_ADDRs. T11e BD_ADDR is an IEEE 48-bit 
address, similar to the medi1L1n access cont1·ol (MAC ) add1-ess of IEEE 
802.xx LAN devices. 

The 48-bit address field, shown in Figure 6.5 from the least signifi-
cant bit (LSB) to the most significant bit (MSB), is partition ed into three 
parts: the lower address pa1·t (LAP), the upper address part (UAP), and the 
non-sig1zificant address part (NAP). The 24 bits of the UAP and the NAP 
constitute the organization 1Lniq11e identifie1· ( 0 UI ) pa1·t of the add1-ess that 
is assigned by the numbering authority to different organizations. The 
LAP is assigned internally by various orga.nizations. The vario us parts 
of the BD_ADDR are involved in nearly every oper·ation of the ba se-
band from piconet identification, to packet header error checking, to 
authentication and encryption key generation. These item s are dis-
cussed in more detail later in this chapter. 

/ i.-~---LAP : 24 bits----..r+: --- UAP: 8 bits ---••ji+-.--- NAP: 16 bits- -- ...,•! 

· · · · · · · · · · · · i 323 ' •••••••••••• 
:...·· •• w --=---· ... • • • • • • • • • • • • ---_ ... --• 

Figure 6.5 
The Bluetooth 48-bit device address (BD_ADDR). 

The Bluetooth Clock 
Each Bluetooth device has a free-running 28-bit (native ) Bluetooth 
clock. T~e Bluetooth clock is never adjusted and is never turned off. 
The clock ticks 3,200 times per second or once every 312.5 µsec, repre-
senting a clock rate of 3.2 KHz. Notice that this is twice the nominal fre-
quency-hopping rate of 1,600 hops per second. The clock has an 
accuracy of ±20 ppm 4

. In low-power modes like standby, hold, and 
park (introduced in Chapter 2 and detailed later in this chapter), lower 

3. The use of the notation BD_ADDR in the specification is the main reason for choosing the term 
"device" in Figure 6.1 over any of the other legitimate alternatives identified in footnote 1 of 
this chapteL 

4. The abbreviation "ppm" stands for "parts per million" and it is a metric of clock accuiacy, 
\vhere the smaller the value the more accurate the clock. 
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,power consumption can be achieved by using a low-power oscillator to 
drive the clock at a reduced accuracy of +250 ppm. The Bluetooth clock 
is illustrated in Figu1·e 6.6. 

• • • • • • • • • • • • ••• •• •• • • •• • 

- - -
- 23 3h 1.28sec 1. 25 0.625 0.3125 (3.2KHz) 

.__ Time is shown in msec 
Figure 6.6 
The Bluetooth native clock. 

The Bluetooth clock wraps around just short of once per day. The 
Bluetooth clock plays a fundamental role in deciding when a device can 
01· cannot tran smit or listen for a transmission, and at which frequency 
and for what types of information packets it transmits 01· listens. A slave 
device uses the value of the Bluetooth clock of a master to accomplish 
piconet communications as discussed below. The significance of the 
time interval s shown i11 Figure 6.6 will become apparent as we proceed 
through the rest of this chapter. 

The Frequency-Hopping Sequences 
For device s to communicate with each other, they must transmit and 
receive on the same frequency at the same time . The frequency-selection 
module (FSM) contains the procedure for selecting the next frequency to 
be used under various operating conditions. The algorithmic and imple-
mentation details of FSM are beyond the scope of this book. They are 
covered extensively in chapter 11 of the Baseband pa1·t of the specifica-
tion. 

country mode 
(23179) 

Address input: b Tx/Rx frequency I LAP [ 0:23 ]+UAP[ 0 :3) frequency selection j - module (FSM) -· · I ,,,.. • 
• } 

Clock input: ;t=) 
-....:::. . -- - ' 

clock[(011 ):271 - - --· • 
! 

- ' j 
• U • - • F = rm --

,JC == 

Figure 6.7 
The frequency-selection module (FSM). 
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In Figure 6. 7, the notation (x~) n1eans that there a1·e two pe1·missi-
ble alte1·natives, x 01· y, onl y one of which is entered into the module 
based upon the circumstances. The notatio11 J11n:n], m n denot es the 
use of bits m th1·ough n of the bit field V; m is th.e least signifi ca nt bit 
(LSB) of the two. 

Depending upon the countr y of use, the FSM is set by the n1anu-
facturer to operate iI1 a 23- or 79-cl1a1mel f1·equenc y hop mod e as 
explained in the radio section of thi s cl1apter. 

Given the country frequenc y-hop mode , the clock input dete rmine s 
which f1·equency from the cu1·renl frequenc y-hopping sequen ce is to be 
used, and when. In othe1· ,vords, the clock input dete rmine s the phase of 
the frequen cy-hopping sequ ence. The actual f1·equ ency-hoppin g 
sequence is dete1·1nined throu gh the add1·ess input. In eac h of the thre e 
active operational states shown in Figure 6.4, a diffe1·ent co mbination of 
clock and address input s is suppli ed to the FSM as ex plain ed immedi -
atel) ' below. 

Nor111al Piconet Operation 
During normal piconet operation, the cliannel-hopping sequence is used . 
For the channel-hopping sequence , the addre ss input to the FSM for all 
devices in the piconet consists of the 28 lea st significant bits 
BD_ADDR[0:27], of the master 's Bluetooth device addre ss. The chan -
nel-hopping sequence has a very long period , but the (23 or 79) hop fre -
quencies are distributed equally over short pe1iods of time to sat isfy th e 
regulatory requirements for the frequency-hopping seq uence desc ribed 
earlier in this chapter. 

During nor111al piconet operation, a new frequency ·from th e chan -
nel -hopping sequence is selected every 625 µsec. This interval is th e 
period for bit c1 of the Bluetooth clock shown in Figure 6.6; in thi s case, 
the LSB of the clock, C.O, is not used. The time, 625 µsec, betw ee n two 
successive ticks of bit c 1 of the clock is referred to as a slot. For de vices 
in the connected state, the slot boundaries coincide with the ticks of bit 
c 1 of the master's clock. Furthermore, all the devices in the pi con et uti -
lize the current value of the master's clock to drive their FSMs. 

During the residence time at a frequency, a device may transmit a 
single packetized piece of inf or1nation, ref erred to as a baseband packet 
data unit {BB_PDU) 5. BB_PDUs are strictly constrained within the resi -

5. The specification refers to the baseband PDUs as such or simply as packe ts. The BB_PDU 
nomenclature is introduced here for consistency ,vith use of the term s POU and packet else-
,vhere . Nevertheless, the term packet is used ,vhenever appropriate for ease of reading. 

IPR2020-00202 
Apple Inc. EX1057 Page 112



The Link Controller and Baseband 91 

dence ti1ne at a frequency. However, the residence time at a frequency 
may occupy multiple slots, thus permitting multi-slot BB_PDU trans-
missions to occur as discussed below. Following a multi-slot transmis-
sion, the next n:equency selected is the one that would have been used if 
single-slot t1·a11smissions had occurred instead. That is, the frequencies 
from the channel-hopping sequence a1·e selected on a slot basis, 
although the f1·equency hops themselves occur on a BB_PDU basis . 

Page Operation 
One devic e '' invites '' a11other device to join its piconet through the use 
of a page. The device issuing the page is called a paging device, and the 
device listening ( or scanning ) for pages is called the paged device. A 
paging device selects a new frequency at which to transmit a page every 
312.5 µsec, which is the p eriod of bit c0 of a Bluetooth clock. During 
pag e scans, whe11 a device listens for transmitted pages, a ne\v listening 
frequency is selected every 1.28 seconds, which is the period of bit c 12 
of the clock. Not e that a paging device changes frequencies at a much 
higher 1·ate than a paged device. While the paged device uses its own 
clock to d1·ive its FSM, the paging device uses its best estimate of the 
clock of the paged device to drive its own FSM. The paging device esti-
mates the clock va lue of the paged device based upon the most recent 
communication between the devices. In the worst case, the paging 
device could use its own clock. 

During the page operation, the page-hopping sequence is used. To 
generate this sequence, the paging and paged devices use the 28 least 
significant bits of the address of the paged device-that is, the LAP and 
pa1·t of the UAP of the address shown in Figure 6.5-as the address input 
to their respective FSMs. For each device, its page -hopping sequence is 
a well-defined, periodic sequence composed of 32 (resp. 6 16) frequen-
cies uniformly dist1·ibuted over the 79 (resp . 23) frequency channels per-
missible in the 2.4 GHz band in various countries. The period of the 
page-hopping sequence is 32 (resp. 16) hops. 

Inquiry Operation 
Through inquiries a device ''searches'' for other devices in its vicinity. 
Just as in page operation, an inquiring device selects a new frequency at 
which to transmit an inquiry every 312.5 µsec. Inquired devices, execut-
ing inqui1·y scans, select a new listening frequency eve1)' 1.28 seconds. 

6. The abbreviation ''resp." stands for "respectively. " 
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Note that an inquiring device changes frequencies at a much higher rate 
tl1an an inquiJ:ed device . Both the inquiring and inquir ed devices use 
their own clock to ch·ive their FSM s. 

During the inquiry operation, the inquiry-hopping sequence is used . 
To generate this sequence, the inqt1iring and inquir ed devices use the 28 
least significant bits of the ''inquir y add1·ess," referred to as the general 
i1zquiry access code (GIAC ) LAP , as the address input to their respective 
FSMs. The inquir y address is a known, reserved 24 -bit field equ ivalenl 
to the 24-bit LAP of a Bluetooth address. The re1naining four bits of the 
inquiry address (UAP[0:3] ) a1·e equal to hexa decim al 'OxO'. The G IA C 
LAP is 'Ox9E8B33' and no Bluetooth device is allo'Ared to have an 
address whose LAP coinc ide s with the GIAC LAP. The inquiry -hop-
ping sequence is a well-defined period ic seque 11ce composed of 32 
(resp. 16) frequencies unifor1nly distrib uted ove r the 79 (resp. 23) fre-
quency channels permissible in the 2.4 GHz band in va1·iou s cou ntrie s. 
The period of the inquiry -hopping sequence is 32 (re sp. 16) hops . 

The Access Code 
The access code is a 68- or 72-bit field p1·epended to eac h BB_PDC 
prior to its transmission over the Blueto oth air-interface. The access 
code serves a multitude of purpo ses including ide.ntifying the piconet, 
synchronizing on the incoming bit stream, aiding in establishing the 
proper DC -offset, and others . The focus here is the role of the acces s 
codes in identifying the state classification (inquiry, page, or connected ) 
of transmitted BB_PDUs . The algorithmic and implementation detail s 
of the access code generator are beyond scope of this boo k. They are 
cove1·ed extensively in chapter 13 of the Baseband part of the specifica-
tion. Figure 6.8 depicts an overview of the functions related to the 
access code. 
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Figure 6.8 
The access code functions; the "+" symbol above implies the prefixing of the access 
code in front of the transmitted packet. 

To receive a transmission , a device uses a correlator, as shown in 
Figure 6.8, at its receiving end. The co1·relator can be tuned to particular 
access codes. If the correlator matches the access code of an incoming 
transmission sufficiently well, the receive1· will continue receiving the 
incoming bit stream and pass it to higher layers for pr·ocessing. Note 
that to conserve power, tl1ese higher· layers may not be fully powered 
until the co1·relator infor1ns them of an incoming message that has the 
proper access code prefixed to it. 

As before, there are three classes of access codes that the device 
utilizes; each is desc1ibed below. 

Normal Piconet Operation 
During no1mal piconet operation, each transmission on a given fre-
quency of the channel-hopping sequence is preceded by the channel 
access code (CAC) gene1·ated using the LAP of the address of the piconet 
master. Only t1·ansmissions that contain the proper· channel access code 
are received by a device. 

Page Operation 
During page ope1·ation, each paging transmission on a given frequency 
of the page-hopping sequence and each response to it are preceded by 
the device access code (DAC ) generated using the LAP of the paged 
device's address. 
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