IS P T : 2
S A dar 8487088
I AINAE (RERMINEIER
© =9 210 i
Ho}%"’ ~ © | wal :
SIS [ |° 3] || sa67088
~ S5° 2 . .
= U.S. UTILITY PATENT'APPLICATION
Fw7~  OLPE PATENT DATE .
Y, - ooT 15 1m
SCANNED (D'L\’i Q.% '
SECTOR |CLASS SUBCLASS | ART UNIT EXAMINER C_lé;_q,b wvif
- - 17 TN //7z ,
ot U ‘ AN
(A K i —r 5
FILED WiTH: [_] DisK (CRF) [_]FICHE
{Attached in pocket on right inside flap)
PREPARED AND APPROVED FOR ISSUE
ISSUING CLASSIFICATION
ORIGINAL | CROSS REFERENCE(S)
CLASS SUBCLASS CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
707 (73 E s |
INTERNATIONAL CLASSIFICATION
¢lole|r 9 /5 \
/ !
- -
[7J Continued on Issue Slip Inside File Jacket
] TERMINAL DRAWINGS CLAIMS ALLOWED
DISCLAIMER Sheets Drwg. Figs. Drwg. | Print Fig. Total Claims Print Claim for O.G.

3 3 ya a2 T

NOTICE OF ALLOWANCE MAILED

| a) The term of this patent ¢ .
Tohn Q. Cluiiy 7207702

subsequent to (date)

has been disclaimed. _(Assistant Examiner) (Date) -
- o)
1 b) The term of this patent shall %f Zl%\ '7 Q/q 2_.
GREGO

not extend beyond the expiration date
of U.S Patent. No. 4 RY MORSE W VQ(/,Z ISSUE FEE
SUPERVISORY PATENT EXAftnE: = .
TECHNOLORY FERT=: & e Da; W
(=4 ‘ 7 L
- (Primary Examiner) ! (Date) . ‘&qh ‘ kN 5> / /
ISSUE BATCH NUMBER .
[ c) The terminal ___months of CLoa g
this patent have been disclaimed.
{Lagal Instruments Examiner) (Date)

WARNING:
The information disclosed herein may be restricted. Unauthorized disclosure may be prohibited by the United States Code Title 35, Sections 122, 181 and 368.
Possession outside the U.S. Patent & Trademark Office is restricted to authorized employees and contractors only.

Form PTO-436A
(Rev. 6/98)

R R i _
(LABEL AREA) MICROSOFT CORP.
EXHIBIT 1002

Page 1 of 85




k73
%
g
&

PAIEN] AFPLICA

T

09343607

papers.

1. Application_% .

TS 6-2)

TC!

8734607
ﬂ!ﬂlﬂﬂl Wi illl

06/30/99

INITIALS. 77 = % = ©

4

' CONTENTS
(incf. rgc:;vn:d)
Date cl’vll‘alled ’

Date received
(Incl. C. of M.)
or
Date Mailed

77

R

o~ ) oo
P e

NBOES

e e

/{/zg/f?

2ol

2-14~02

Sloldw |

. / 7 g (3700
“ \W {f“ 5 / 7

QA(CW.'« ]

/z?

7-39-¢2, 4
g 04,

51.

52.

53.

54,

565.

56.

57.

58.

59,

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

woe B8 man. NIru40JQuUIJ {

T 1439r

Box Type iz
823

SWBmMFRF@4898®897FMhuwe

Column ld: 8103206733 " 2
 Localion 1d: M =47-61-3-10-0014-3-082-61 '5]-

File Desor: 09343607

RT 10: Vi

RET 241674886 000001
M -47-01-3-10-0014-3-02-01 0103206733

SKP:RF048980997 — 00003 SAJMST:BFMBQBUQM

6467088

Srv: 07/16_1:00pm EDT For: Thomps?
RECORDS MANAGEMENT

QT R HALE

82.

‘g’e’Zofg_S_“

(LEFT OUTSIDE)



POSITION | INITIALS i iD NO. DATE
FEE DETERMINATION Ko | 7-12-S<
0.LP.E. CLASSIFIER . | 2 11/79799
FORMALITY REVIEW | @SB3IV~ v-Fo 94T
INDEX OF CLAIMS
v .... Rejected N Non-glected
= .... Allowed I Interference
(Through numeral)... Canceled A .... Appeal
i Restricted 0 .. Objected :
Claim Date Claim Date Claim Date
BEHY |z _|z
225, gle ELE)
|5yt &[5 £|5
7 (j\ = 51 ~ 101
ABNE 52 102)
BER ] 53 103
414 | 54 104
IS 55 105 i
6l 6(l] 56 106
7070 (] 57 107
HIE 58 108
c/ 9 59 109
/0110 60 110
AcY 61 11
212 62 112
13118 63 1
Al 64 114
[1s]] 65 115
Je]16]] 66 116
171171 67 117]
318\ 68 118
17119 1] 69 119)
220 ] 70 120
22T}V = 71 121
22 72 122
23 73 123
24 74 124
25 75 125]
26 76 26
27 77 127
28 78 128
29 79 129
30 80 130
31 81 131
32 82 132
33 83 133
34 84 134
35 85 135
36 86 136
37 87 137
38 88 38
39 89 39
40 90 140
41 91 149
42 92 142
43 93 143
44 94 144
45 95 145
46 96 146
47 97 147
48 98 148
49 99 149
50 oo 150
If more than 150 claims or 10 actions
staple additional sheet here

(LEFT INSIDE) Page 3 of 85

SR,




SEARCHED ~ SEARCH NOTES
(INCLUDING SEARCH STRATEGY)
Class Sub. Date Exmr. . Date Exmr.
717 | 175 |a-s- C? Wegt (Beruanct, [2-8-02 e
, & V] T6mTDL TP,
7.0 10  |2-5-52 (%R TPo, PG Puby )
/3 /0O ‘ : P
7 oi/o,(z,qzb S b {73702 71
717 (77 |a-8-ov E)@ i Ced
17 173 |77 g sre
177 i
17y
7(0 ; O
705 / vV
INTERFERENCE SEARCHED
Class Sub. Date Exmr.
Ti7 | 173 |7 A7 L;x
[RA 14- E
(RIGHT OUTSIDE) Page 4 of 83

3




SERIAL NUMBER FILING DATE CLASS GROUP ART UNIT ATTORNEY DOCKET NO.
09/343,607 06/30/99 yit-g 2783 PHA~23.706
747 oA e
'<z't *ASSER ALSAFADI, YORKTOWN HEIGHTS, NY} DAVID J. SCHAFFER,
O WHPPINGERS FALLS, NY. ‘
T
o
<
**CONTINUING DOMESTIC DATA***kkkkkhkkkhkhdkhfhihd
VERIFIED
**371 (NAT ‘[_, STAGE) DATA*********************
VERIFIED
el
Mk (z}@ ~
*%*FOREIGN APPLICATIONS® %% k% k% k%% %
VERIFIED
) ; 2
IF REQUIRED, FOREIGN FILING LICENSE GRANTED 07/30/99
Farelgn Priority claimed o ] STATE OR | . SHEETS TOTAL ' INDEPENDENT
B S g, oleirne fons met  hves %Ro OIMet after Allowance | GOUNTRY | BRAWING CLAMS CLAMS
Verified and Acxknowledged NY 3 21 > 3
. ITHEIE
CORPORAY.; PATENT COUNSEL
# US PHILIPS CORPORATION
£ 580 WHITE PLAINS ROAD
2 TARRYTOWN NY 10591
RECONFIGURATION MANAGER FOR CONTROLLING UPGRADES OF
w  ELECTRONIC DEVICES
2
=
FILING FEE ]
, ) , All Fees
RECEIVED FEES: Authority has been given in Paper 0 1.16 Fees (Filing)
No. to charge/credit DEPOSIT ACCOUNT % 1.17 Fees (Processing Ext. of time)
$778 NO. for the following: ] 1.18 Fees (Issue)
‘ |:] Other
[] Credit

Page 5 of 85



PATENT APPLICATION SERIAL NO.

07/13/1999 DTHERAS 00000049 141870 09343607

01 FCal01 760.00 CH
62 FC3103 18.60 O

PTO-1556
(5/87)

*U.S. GPO: 1998-433-214/80404

U.S. DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE
FEE RECORD SHEET

Page 6 of 85



3 ii!llilliiNllllilliillii“hi” | | A

0ld 's'N 2l

case Docket No. PHA 23,706

THE COMMISSIONER OF PATENTS AND TRADEMARKS, Washington, D.C. 20231

ﬁnclosed for filing is the patent application of Inventor (s):

o . =
= =
YASSER ALSAFADI, J. DAVID SCHAFFER e =
Lo B
For: RECONFIGURATION MANAGER FOR CONTROLLING UPGRADES OF ELECTRON®ES =
DEVICES oeh =
PPE—— S
- 2"’_‘0
ENCLOSED ARE: %Cséééo

[X] Assoclate Power of Attorney;

{X] Information Disclosure Statement, Form PTO-1449 and coples of
documents listed therein;

Prellmlnary Amendment;

[ ]
(X3 Spec1flcat10n (15 Pages of Specification, Claims, & Abstract);
[X] Declaration and Power of Attorney:
_ (% Pages of a [X]fully executed [ Junsigned Declaration);
[X] Draw1ng (3 sheets of [X]informal [ ]formal sheets);
[ ] Certified copy of application Serial No. ;
[ ] Other: - ;
[X] A551gnment to Phlllps Electronics North America Corporation
FEE_COMPUTATION
' CLAIMS AS FILED
FOR NUMBER FILED | NUMBER RATE BASIC FEE
: EXTRA - 760.00
Total Claims 21- 20 =|1 X $18 = 18.00
Independent 3- 3 =|0 X $78 = 0.00
Claims
Multiple Dependent Claims, if any $260 = 0.00
TOTAL FILING FEE . . . « ¢« ¢ o o o + & = $778.00

Please charge Dep081t Account No. 14-1270 in the amount of
the total f111ng fee indicated above, plus any deficiencies. The
Commissioner is also hereby authorized to charge any other fees
which may be required, except the issue fee, or credit any
overpayment to Account No. 14-1270.

[ ]JAmend the specification by 1nsert1ng before the flrst line the
sentence: f—ITgls is a continuation-in-part of application Serial
No. ’ ile =

CERTIFICATE OF EXPRESS MAILING
Express Mail Mailing Label No. F L35 SSLI 888/ U_S
Date of Deposit J LAML 60 ‘O(qu

I hereby certify that this paper and/or fee is being

deposited with the United States Postal Service "Express Gregory L. Th me7’ Reg. No. 39,398
Mail Post Office to Addressee” service under 37 C.F.R. Attorney
1.10 on the date indicated above and is addressed to the (914) 3.3,3‘9665 .
Commissioner of Patents and Trademarks, Washington, U.S. Philips Corporation
D.C. 20231. 580 White Plains Road
CAD Tarrytown, New York 10591
Noemi Chapa \"{\\QQ/Y"\'\— (J{/\A,{kf\ FAWPDOCS\TH\MJ25THAO.NCO.doc
Printed Name Signature i

Page 7 of 85



Abstract

A reconfiguration manager implemented on a computer or other data processing device

controls the reconfiguration of sofiware or other components of an electronic device such as a
computer, personal digital assistant (PDA), set-top box, television, etc. The reconfiguration manager

5 receives a reconfiguration request, e.g., a software upgrade request from the electronic device, and
determines one or more device components that are required to implement the recon.ﬁguration
request. The reconfiguration manager also determines, e.g., from information in the request,
idéntiﬁers of one or more additional components currently implemented in the electronic device. The
reconfiguration manager then compares the needed and currently implemented components with
previously-stored lists of known acceptable and unacceptable configurations for the electronic device.
If the needed and currently implemented components correspond to a configuration on the list of
acceptable configurations, the request is approved and the needed components are downloaded to
the electronic device. If the needed and currently implemented components correspond to a

configuration on the list of unacceptable configurations, the request is denied. Otherwise, the

reconfiguration manager may indicate that the requested reconfiguration is unknown, or may take
another action such as responding to the electronic device with a list of other components that would

be required to implement the request.

FA\WPDOCS\TH\A-SPECS\PHA23,706.doc 20 700406
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RECONFIGURATION MANAGER
-FOR CONTROLLING UPGRADES OF ELECTRONIC DEVICES

5  Field of the Invention

The present invention relates generally to the field of electronic devices, and more particularly
to techniques for upgrading or otherwise reconfiguring software and/or hardware components in such

devices.

Background of the Invention

For many different electronic devices, such as desktop, laptop and palmtop computers,

personal digital assistants (PDAs), telephones, televisions, set-top boxes and other consumer
electronic processing devices, it is common for ongoing development efforts to continue to produce
improvements to existing device software or hardware components, as well as new components that

add to or otherwise improve device functionality. Users of such devices often prefer to upgrade their

devices incrementally, rather than discard their current devices and purchase new ones. However,
for most contemplated upgrades, it is generally necessary to determine if the new or improved
component is compatible with the rest of the device, and if not, what other components would need
simultaneous upgrading in order to provide the desired compatibility. This compatibility
20  determination can be particularly difficult if the range of possible device conﬁgurations is large and

the interaction among device components is complex.

F\WPDOCS\TH\A-SPECS\PHA23,706.doc 1 700406
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A number of different techniques have been developed for updating components of electronic
devices. For example, U.S. Patent No. 5,155,847 discloses a technique for updating software at
remote locations. A central computer system stores the original software, and keeps track of all the
software configurations for a number of remote systems. The remote system software is upgraded

5  or otherwise changed based on patches transmitted by the central computer system. However, this
technique generally requires the central computer system to keep track of the particulaf software
configurations at each of the remote systems. Furthermore, the technique is not directly applicable
to electronic devices other than computers, and cannot efficiently handle reconfiguration of hardware
components, or hardware and software interdependencies.
Another convenﬁonal technique, described in PCT Application No. WO 94/25923, manages
the configuration of an enterprise-wide network which includes at least one centralized computer and
a plurality of desktop computers. The technique attempts to ensure that each of the desktop
computers has an appropriate set of resources as determined in accordance with a set of enterprise

policies. However, the technique generally assumes that the resources required by each desktop

computer are independent, and fails to adequately address situations in which the required resources
are highly interdependent. Furthermore, this technique generally assumes that the information
regarding component interactions is fully specified and built in to the system.

UK Patent Application No. GB 2,325,766 discloses a version management system for keeping
files on remote devices updated to latest versions as determined by a master list maintained on a
20  central server. The updating process in this approach generally involves adding, amending and
deleting files in their entirety. A significant problem with this approach is that it apparently assumes

either that the files are independent or that any potential conflicting requirements have already been

F:\WPDOCS\TH\A-SPECS\PHAZ23,706.doc 2 700406
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resolved using other techniques. It fails to provide generalized techniques for ensuring compatibility
among requested components.

A convention technique disclosed in PCT Application No. WO 96/32679 describes the remote

patching of operating code in a mobile unit of a distributed system. A mané,ger host device in the

5  system transmits patches to the mobile unit, and the mobile unit creates patched operating code by

merging the patches with current operating code and switching execution to the patched>operating

code. However, like the other conventional techniques described previously, this technique also fails

to adequately ensure compatibility among software and hardware components for a variety of

different electronic devices.
As is apparent from the above, a need exists for improved techniques for managing
reconfiguration of electronic devices, such that compatibility determinations can be facilitated,

particularly for large and complex device configurations.

Summary of the Invention

The invention provides a reconfiguration manager that may be implemented on a computer
or other data processing device to control the reconfiguration of software or other components of
an electronic device such as a computer, personal digital assistant (PDA), set-top box, television, etc.
In accordance with the invention, a reconfiguration manager receives a reconfiguration request, e.g.,
a software upgrade request from the electronic device, and determines one or more device
20 components that are required to implement the reconfiguration request. The reconfiguration request
can be received directly from the electronic device itself, or otherwise suppliedv to the reconfiguration

manager.

FA\WPDOCS\TH\A-SPECS\PHA23,706.doc 3 700406
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The reconfiguration manager also determines, e.g., from information supplied by the
electronic device as part of the request, identifiers of one or more additional components currently
implemented in the electronic device. The reconfiguration manager then compares the needed and
currently implemented components with previously-stored lists of known acceptable and unacceptable

5  configurations for the electronic device. If the needed and currently implemented components
correspond to a configuration on the list of acceptable configurations, the request is app-roved and
the needed components ére downloaded or otherwise supplied to the electronic device. If the needed
and currently implemented components correspond to a configuration on the list of unacceptable
configurations, the request is denied. Otherwise, the reconﬁguration manager may indicate that the
requested reconfiguration is unknown, or may take another action such as responding to the
electronic device with a list of other components that would be required to implement the
reconfiguration request.

Advantageously, the invention provides efficient techniﬁues for incrementally upgrading or

otherwise reconfiguring electronic devices. The invention ensures that upgrades are compatible with

the configuration of a given device before they are implemented in that device, thereby avoiding
problems associated with inconsistent upgrades. Although particularly well suited for use with
sofiware upgrades delivered over a network, the invention is applicable to reconfiguration of other
types of device componeﬁts, e.g., hardware components or combinations of hardware and software
components, and to numerous other applications. These and other features and advantages of the
20 present invention will become more apparent from the accompanying drawings and the following

detailed description.

FAWPDOCS\TH\A-SPECS\PHA23,706.doc 4 700406
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Brief Description of the Drawings

FIG. 1 illustrates the operation of a reconfiguration manager in accordance with a preferred
embodiment of the invention.
5 FIG. 2 is a flow diagram showing processing operations implemented in the reconfiguration
manager of FIG. 1.
FIG. 3 is a block diagram of an exemplary network-based computer system which includes
a reconfiguration manager in accordance with the invention.

Detailed Description of the Invention

FIG. 1 shows a preferred embodiment of the invention, in which a reconfiguration manager
10 interacts with an electronic device 12 also referred to as “Device X.” The device 12 may represent
a desktop, laptop or palmtop computer, a personal digital assistant (PDA), a telephone, television,

set-top box or any other type of consumer electronic processing device. The device 12 includes a

number of software components 144, 14B and 14C, corresponding to version 1.1 of a software
component A, version 2.3 of a software component B, and version 2.0 of a software component C,
respectively. The reconfiguration manager 10 may be implementéd on a computer, a set of
computers, or any other type of data processing system or device.

The reconfiguration manager 10 includes a listing 16 of known configurations, and a
20  repository 18 of software components. Repository 18 may represent, e.g., a database, data
warehouse, physical warehouse or any other type of storage device or element incorporated in or

otherwise associated with a computer or other processing system or device on which the

FAWPDOCS\TH\A-SPECS\PHA23,706.doc 5 700406

(7

Page 13 of 85



reconfiguration manager 10 is implemented. The repository 18 need not be co-located with the
processing portions of the reconfiguration manager 10. For example, the repository 18 could be

accessed by the reconfiguration manager 10 over a -suitable network connection.

FAWPDOCS\TH\A-SPECS\PHA23,706.doc 6 700406
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The list 16 in this example is illustrated in the form of a graph indicating which of a set of
software components supported by the manager 10 are known to work well together or are otherwise
compatible. The list 16 includes identifiers of a number of software components, each represented
by an oval, including components corresponding to versions 1.1, 1.8 and 2.0 of the software

5 component A, versions 1.5 and 2.3 of the software component B, versions 1.0, 2.0 and 3.0 of a
software component C, and version 1.7 of a software component Z. Each of at least a subsét of these
components of the list 16 may be stored in the software component repository 18. Additional
components not shown may also be stored in the repository 18. |

A solid line between a given pair of components in the exemplary list 16 indicates that the pair
of components corresponds to a known “good” conﬁgurat_ion, i.e., the components work well
tdgether or are otherwise compatible. The pair including version 1.1 of component A and version
1.5 of component B is an example of a known good configuration. A dashed line between a given
pair of components in the list 16 indicates that the pair of components correspond to a known “bad”

configuration, i.e., are not compatible. The pair including version 1.8 of component A and version

1.0 of component C is an example of a known bad configuration.

It should be understood that the list 16, although shown in graphical form in FIG. 1, may be
implemented, e.g., as a stored table, set of tables or other type of list in a memory of the
reconstruction manager 10, as a portion of a program executed by the reconfiguration manager 10,
or in any other suitable format. Moreover, although illustrated in FIG. 1 as indicating pair-wise
20  compatibility among components, the list in other embodiments could include information indicative
of compatibility between groups of multil;le components. The term “list” as .used herein is therefore

intended to include any stored representation of information indicative of component compatibility.

FAWPDOCS\TH\A-SPECS\PHA23,706.doc 7 700406
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A given stored list in accordance with the invention can be implemented in a straightforward manner,
as will be apparent to those skilled in the art.

In operation, the reconfiguration manager 10 receives a request 20 from the device 12. In this
example, the request 20 indicates that a user of the device 12 wants to upgrade the device to include
5  version 2.0 of software component A. The request in the illustrative embodiment also includes a list
of the components currently in the device, i.e., version 1.1 of component A, version 2.0 of éomponent
C and version 2.3 of component B. The request may include additional information, such as any
needed information regarding the interconnection of the components or other parameters associated
with the device. The reconfiguration manager 10 processes the request, in a manner to be described
in greater detail in conjunction with the flow diagram of FIG. 2, and if appropriate delivers to device

X a response 22 which includes the requested version 2.0 of software component A.
For example, thé reconfiguration manager first determines whether the requested upgrade,
in this case version 2.0 of component A, is compatible with other components of device X, i.e.,

version 2.3 of component B and version 2.0 of component C. The reconfiguration manager 10 in the

embodiment of FIG. 1 makes this determination using the list 16. In this case, list 16 indicates that
version 2.0 of cc;mponent'A is compatible with version 2.3 of component B and version 2.0 of
component C. As a result, the requested upgrade is delivered to device 12 ias part of the response
22,

FIG. 2 shows a flow diagram illustrating the operation of the reconfiguration manager 10 in
20  greater detail. In step 100, the reconfiguration manager 10 obtains information regarding the
hardware and software configuration of device X, i.e., electronic device 12 of FIG. 1. This

information is generally included as part of the request 20 sent by the device 12 to the reconfiguration

FAWPDOCS\TH\A-SPECS\PHA23,706.doc 8 700406
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manager 10. In other embodiments, this information may be obtained in another suitable manner,

e.g., from a local database based on a serial number or other identifier of the electronic device.
In step 102, the reconfiguration manager 10 determines that the request 20 includes a request
for a software upgrade, i.e., a request to upgrade to version 2.0 of component A. It should be noted
5  that, although described primarily in conjunction with software upgrades, the invention is also
applicable to hardware upgrades, and to upgrades in combinations of hardware and soﬁwére, as well
as to other changes in device configuration. In the FIG. 2 example, the request is for an upgrade to
a particular software component. Other types of requeéts which may be processed by‘ the
reconfiguration manager 10 of FIG. 1 include requests for an upgrade to a particular device feature.
Such a feature upgrade may require the reconfiguration manager to upgrade several device

components.

In steb 104 of FIG. 2, the reconfiguration manager 10 generates a potential upgrade
configuration that will satisfy the received request. The reconfiguration manager in step 106 then

searches through a set of known bad configurations. If the upgrade configuration as generated in step

104 is determined in step 108 to correspond to one of the known bad configurations, the
reconfiguration manager in step 110 attempts to find a set or sets of potential upgrade configurations
from a set of known good configurations.

If the resulting set of potential upgrade configurations is determined in step 112 to be empty,
the reconfiguration manager in step 114 denies the upgrade, since it is known to be incompatible with
20  the current configuration of device X, and communicates this denial in its response to device X. If
step 112 indicates that the set is not empty, a particular set of upgrade configuration is selected in

step 116, and the upgrade is approved in step 118 as compatible with the current configuration of

FAWPDOCS\TH\A-SPECS\PHA?23,706.doc 9 700406
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device X. The selection in step 116 may be based at least in pgrt on one or more established criteria,
sﬁch as least expensive, maximum improvement in system operating speed, most recently modified,
most energy efficient, or other suitable criteria. The reconfiguration manager or other server
associated therewith then downloads the upgrade to device X in step 120.
5 If step 108 determines that the upgrade configuration as generated in step 104 does not
correspond to a known bad conﬁguraﬁon, the reconfiguration manager in step 122 searcﬁes the list
of known good configurations to determine if the upgrade configuration determined in step 104 is
a known good configuration. Ifit is determined in step 124 to be a known good configuration, the
upgrade is approved in step 118, and the reconfiguration manager or other server associated
therewith downloads the upgrade to device X in step 120. If the configuration is not a known good
configuration, the reconfiguration manager in step 130 returns in its response to the device X an
indication that the requested upgrade is “fuzzy” or unknown, e.g., not known to be valid.
Other typ'es of responses that may be generated by the reconfiguration manager 10 include,

e.g., a response which includes a list of additional components that are prerequisites for the requested

15 upgrade. This type of response may provide a user associated with device X with an option to
download all of the components required to implement the desired upgrade.

FIG. 3 shows an example of a system 200 in which a reconfiguration manager in accordance
with the invention may bé‘implemented. The system 200 includes reconfiguration manager 10 and
electronic device 12 as previously déscm’bed in conjunction with FIGS. 1 and .2_. The reconfiguration

20 manager 10 and electronic device 12 are connected with a number of server devices 210 and client
devices 212 over a network 214. As previously noted, the reconfiguration manager 10 and electronic

device 12 may be implemented as computers or other electronic data processing devices. In this

FAWPDOCS\TH\A-SPECS\PHA23,706.doc 10 700406
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example, the electronic device 12 includes a processor 220 and a memory 222, and the
reconfiguration manager 10 includes a processor 230 and a memory 232.
The processors 220 and 230 may represent, e.g., microprocessors, central processing units,
computers, circuit cards, application-specific integrated circuits (ASICs), as well as portions or
5  combinations of these and other types of processing devicés. The memories 222 and 232 may
represent, e.g., disk-based optical or magnetic storage units, electronic memories, as well és portions
or combinations of these and other memory devices.

The functional operations associated with the reconfiguration manager 10 and electronic
device 12, as described in detail in éonjunction with FIGS. 1 and 2, may be implemented in whole or
in part in one or more software programs stored in their respective memories 222, 232 and executed
by their respective processors 220, 230. The network 214 may represent a global computer
communications network such as the Internet, a wide area network, a metropolitan area network, a
local area network, a cable network, a satellite network or a telephone network, as well as portions

or combinations of these and other types of networks. Reconfiguration manager 10 and device 12

may themselves be respective server and client machines coupled to the nefwork 214.

It should be noted that the reconfiguration manager need not receive a reconfiguration request
directly from the electronic device itself. For example, it is possible for the reconfiguration manager
to receive requests from an intermediary, e.g., a server or other designated machine which collects
reconfiguration requests from multiple devices or users and delivers the requests in an appropriate
20  manner to the reconfiguration manager. As another example, a help desk operator or other human
or machine interface can receive reconfiguration requests from users of electronic devices. In such

applications, information identifying the electronic device, e.g., the device serial number, may be

FAWPDOCS\TH\A-SPECS\PHA?23,706.doc 11 700406
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supplied by the user. Information regarding the particular components in the device may be
determined, e.g., by accessing a local database using the device identifying information, may be

supplied directly by the user, or may be determined using combinations of these and other techniques.

5 The above-described embodiments of the invention are intended to be illustrative only. For
example, the invention can be used to implement upgrading or other reconfiguration of aﬁy desired
type of software or hardware component, as well as combinations of these and other components,
fqr any desired type of electronic device, and in many applications other than those described herein.
The invention can also be implemented at least in part in the form of one or more software programs
which are stored on an otherwise conventional electronic, magnetic or optical storage medium and
executed by a processing device, e.g., by the processors 220 and 230 of system 200. These and
numerous other embodiments within the scope of the following claims will be apparent to those

skilled in the art.

20

F\WPDOCS\TH\A-SPECS\PHA23,706.doc 12 700406
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Claims
What is claimed is:
1. A processor-implemented method for controlling the reconfiguration of an electronic
device, the method comprising the steps of:
5 receiving information representative of a reconfiguration request relating to the
electronic device;
determining at least one device component required to implement the reconfiguration
request;
comparing the determined component and information specifying at least one
additional component currently implemented in the electronic device with at least one of a list of
known acceptable configurations for the electronic device and a list of known unacceptable
cénﬁgurations for the electronic device; and
generating information indicative of an approval or a denial of the reconfiguration

request based at least in part on the result of the comparing step.

2. The method of claim 1 further including the step of generating information indicative of
an approval of the reconfiguration request if the determined component and the additional component

are consistent with a given one of the known acceptable configurations.

20 3. The method of claim 1 further including the step of downloading the determined
component to the electronic device if the determined compoﬁent and the additional component are

consistent with a given one of the known acceptable configurations.

FAWPDOCS\TH\A-SPECS\PHA23,706.doc 13 700406
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4. The method of claim 1 further including the steps of:
comparing the determined component and information specifying at least one
additional component currently implemented in the electronic device with the list of known

5  unacceptable configurations for the electronic device; and

FAWPDOCS\TH\A-SPECS\PHA23,706.doc 14 700406
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generating information indicative of a denial of the reconfiguration request if the
determined component and the additional component are consistent with a given one of the known

unacceptable configurations.

5 5. The method of claim 1 further including the steps of:

comparing the determined component and information specifying at -least one
additional component éurrently implemented in the electronic device with the list of known
unacceptable configurations for the electronic device; and

generating information indicaﬁng that the requésted reconfiguration is unknown if the
determined component and the additional component are not consistent with a given one of the

known acceptable or unacceptable configurations.

6. Tlie method of claim 1 further including the step of transmitting in response to the

reconfiguration request a list of additional components required in the electronic device in order to

implement the reconfiguration.

7. The method of claim 1 wherein the information specifying at least one additional
component currently implemented in the electronic device includes identifiers of each of the

components in a set of components currently implemented in the electronic device.

20

8. The method of claim 7 wherein the identifiers of each of the components in the set of

components are included in the reconfiguration request.

FAWPDOCS\TH\A-SPECS\PHA23,706.doc 15 700406
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9. The method of claim 1 wherein the reconfiguration request comprises a request for an

upgrade of at least one of a software component and a hardware component of the electronic device.

5 10. The method of claim 1 wherein the reconfiguration request is received from the electronic
device over a network connection established with a reconfiguration manager implementing the

receiving, determining, comparing and generating steps.

11. An apparatus for controlling the reconfiguration of an electronic device, the apparatus
comprising:
a memory for storing at least one of a list of known acceptablé configurations for the
electronic device and a list of known unacceptable configurations for the electronic device; and
a processor coupled to the memory and operative (i) to receive information

representative of a reconfiguration request relating to the electranic device; (ii) to determine at least

one device component required to implement the reconfiguration request; (iii) to compare the
determined component and information specifying at least one additional component currently
implemented in the electronic device with at least one of the list of known acceptable configurations
for the electronic device and the list of known unacceptable configurations for the electronic device;
and (iv) to generate information indicative of an approval or a denial of the reconfiguration request

20  based at least in part on the comparison operation.
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12. The apparatus of claim 11 wherein the processor is further operative to generate
information indicative of an approval of the reconfiguration request if the determined component and

the additional component are consistent with a given one of the known acceptable configurations.

5 13. The apparatus of claim 11 wherein the processor is further operative to download the
determined component to the electronic device if the determined component and the additional

component are consistent with a given one of the known acceptable configurations.

14. The apparatus of claim 11 wherein the processor is further operative to compare the
determined component and information specifying at least one additional component currently
implemented in the electronic device with the list of known unacceptable configurations for the
electronic device; and to generat;: information indicative of a denial of the reconfiguration request if
the determined component and the additional component are consistent with a given one of the

known unacceptable configurations.

15. The apparatus of claim 11 wﬁerein the processor is further operative to compare the
determined component and information specifying at least one additional component currently
implemented in the electronic device with a list of known unacceptable configurations for the
electronic device; and to generate information indicating that the requested reconfiguration is

20 unknown if the determined component and the additional component are not consistent with a given

one of the known acceptable or unacceptable configurations.
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16. The apparatus of claim 11 wherein the processor is further operative to transmit in
response to the reconfiguration request a list of additional components required in the electronic

device in order to implement the reconfiguration request.

5 17. The apparatus of claim 11 wherein the information specifying at least one additional
component currently implemented in the electronic device includes identifiers of each of the

components in a set of components currently implemented in the electronic device.

18. The apparatus of claim 17 wherein the identifiers of each of the components in the set

of components are included in the reconfiguration request transmitted by the electronic device.

19. The apparatus of claim 11 wherein the reconfiguration request comprises a request for
an upgrade of at least one of a software component and a hardware component of the electronic

device.

20. The apparatus of claim 11 wherein the reconfiguration request is received from the
electronic device over a network connection established with a reconfiguration manager which

includes the memory and processor.

20 21. An article of manufacture comprising a machine-readable medium containing one or more

software programs which when executed implement the steps of:

FAWPDOCS\TH\A-SPECS\PHA23,706.doc 18 700406
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receiving information representative of a reconfiguration request relating to an
electronic device;
determining at least one device component required to implement the reconfiguration
request;
5 comparing the determined component and information specifying at least one
additional compdnent currently implemented in the electronic device with at least one af a list of
known acceptable configurations for the electronic device and a list of known unacceptable
configurations for the electronic device; and
generating information indicative of an approval or a denial of the reconfiguration

request based at least in part on the result of the comparing step.

20
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of Atty. Docket

) =2
YASSER ALSAFADI ET AL PHA 23,706 .

: e
Serial No.

NI

6/30/99

W

. ' : o
Filed: CONCURRENTLY

1]

I

Title: RECONFIGURATION MANAGER FOR CONTROLLING UPGRADES OF
ELECTRONIC DEVICES

Commissioner of Patents and Trademarks
Washington, D.C. 20231

AUTHORIZATION PURSUANT TO 37 CFR §1.136(a) (3)
AND TQ CHARGE DEPOSIT ACCOUNT

Sir:

The Commissioner is hereby requested and authorized to
treat any concurrent or future reply in this application requiring
a petition for extension of time for its timely submission, as
incorporating a petition for extension of time for the appropriate
length of time.

Please charge any additional fees which may now or in the
future be required in this application, including extension of time
fees, but excluding the issue fee unless explicitly requested to do
so, and credit any overpayment, to Deposit Account No. 14-1270.

Respectfully submitted,

Gregory L. Tﬁ?r?e, Reg. No. 39,398
Attorney

(914) 333-9665

F:\WPDOCS\TH\MJ25THF0.NCO.doc

Page 38 of 85



s 'y "Application or Docket Number
PATENT APPLICATION FEE DETERMINATION RECORD
Effective November 10, 1998 OC(\ /3 (P )3 é &7
CLAIMS AS FILED - PART | SMALL ENTITY OTHER THAN
{Column 1) (Column 2) TYPE 3 OR SMALLENTITY
FOR NUMBER FILED NUMBER EXTRA RATE FEE
BASIC FEE " - orl 1 760.00
TOTAL CLAIMS 2 minus 20= |* ] X$ 9= orl xs18= o
INDEPENDENT CLAIMS j minus 3 = {* X39= OR X78=
MULTIPLE DEPENDENT CLAIM PRESENT
+130= OR|] +260=
If the difference in column 1 is less than zero, enter “0” in column 2 TOTAL OR TOTAL |7 75
CLAIMS AS AMENDED - PART I OTHER THAN
HIGHEST
< REMAINING NUMBER PRESENT ADDI- ADDI-
E AFTER PREVIOUSLY EXTRA RATE |TIONAL RATE | TIONAL
o B AMENDMENT PAID FOR FEE FEE
= .
% Total * Minus ok = X$ 9= OR X$18=
5 Independent |« Minus oo = X39= oR X78=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM
+130= OR} +260=
TOTAL OR TOTAL
ADDIT. FEE ADDIT. FEE
Column 2)  (Column 3)
HIGHEST
@ REMAINING NUMBER PRESENT ADDI- ADDI-
E AFTER PREVIOUSLY EXTRA RATE {TIONAL RATE § TIONAL
i AMENDMENT PAID FOR FEE FEE
= )
% Total * Minus ok = X$ 9= or| X$18=
Ind dent Mi =
E naependen * Inus Jokck X39= OR X78=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM
+130= OR +260=
TOTAL OR TOTAL|
ADDIT. FEE ADDIT. FEE
(Column 2)  {Column 3)
HIGHEST
o REMAINING NUMBER PRESENT ADDI- ADDI-
= AFTER PREVIOUSLY EXTRA RATE |TIONAL RATE | TIONAL
E ‘l AMENDMENT PAID FOR FEE FEE
= .
% Total * Minus ok = X$ 9= or| xs18=
<Eg Independent |« Minus e, = X39= oR X78=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM
+130= OR | +260=
* |f the entry in column 1 is less than the entry in column 2, write “0” in column 3. TOTAL TOTAL
* If the “Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20."  AppT. FEE OR ADDIT FEE
=#[f the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3."
The "Highest Number Previously Paid For” (Total or independent) is the highest number found in the appropriate box in column 1.

—
FORM PTO-875
(Rev. 11/98)

Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE

Y u.S. GPO:1998-454-473/90301

Page 39 of 85



. ) SERIAL N- - FILING DATE _
MULTIPLE DEPENDENT CLAIM /4 22 60 / Ié D0 - 5%
FEE CALCULATION SHEET Y[ §rPLICANTIST
(FOR USE WITH FORM PTO-875) - :
. v CLAIMS
' AS FILED 15t A‘I:AF!ELEDRMENT 2nd AMENDMENT : ‘ ’ ‘ '
,. IND. l DEP, IND.T DEP. IND. DEP. IND. DEP. IND, , DEP, IND. DE
DENEN - ' 51 l
2 1 , 52 l
3 [ - |53 i
NN 54 l
5 l . 55 [
6 | 56
7 | 57
8 Il 58
9 f ' 59
10 ] 60
g [ 61
12 1 ‘ | 62
13 L 63
14 . [ 64
15 | 65
16 | 66
17 | 67
18 [ 68
19 ] 69
20 | ‘ 70
(9 | | 71
29 72
23 73
25 | - : 75
26 X 76
S T
28 78
29 ‘ 79
30 | 80
31 81
32 . 82
33 83
CI R I I I 84
35 - 85
36 , ‘ 86
¥ o I R A R
39 N A I 89
40 B S -1t
41 ” ' 91
13 ) ' 92
! . R | — 93
I 94 ]
.95
B R Y R 96
T 97
98
_ 99
50 100 |- , ‘
w2 ] [y | WA | ]
I Vil | BT
TOTAL o, TOTAL |
CLAIMS oA/ l i i CLAIMS | - DELPH? R

FYD-1360 {2-78) *MAY BE "'"ED FOR ADDITIONAL CLAIMS OR AMENDMENTS  §5; DEP&HTMEN T oL



7577,
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of Atty. Docket

YASSER ALSAFADI ET AL

PHA 23,706 o =
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Filed: CONCURRENTLY P = ‘l

%)
0“

2
Title: RECONFIGURATION MANAGER FOR CONTROLLING UPGRADES Och:
ELECTRONIC DEVICES

W

Tq

commissioner of Patents and Trademarks
Washington, D.C. 20231

INFORMATION DISCLOSURE STATEMENT UNDER 37 C.F.R. 1.97

Sir: .
Enclosed is a Form PT0-1449 and copies of documents listed

thereon. These documents are considered to be relevant in that
they have been:

considered in drafting the specification of the above-
Eﬂ referenced application;

cited in the specification of the above-referenced
Eﬂ application;- or

cited as an "X" or "Y" document in a foreign Patent

:] Office search report on a foreign counterpart application
a copy of which report is also enclosed.

[]I'hereby certify that these documents were cited in

said search report not more than three (3) months
ago.

Please charge any fee under 1.17(p) for this Information
[] Disclosure Statement to be considered, not exceeding
$240.00, to Account No. 14-1270.
If readlly available, English-language counterparts have
been substituted for foreign-language patent documents. This
disclosure is not an admission that any of these documents is

material to or even prior art with respect to the above-referenced
application.

Respectfully submitted,

By 9‘\/&5\% O Qw\»\

Gregory L. T%ornF, Reg. 39,398
Attorney
(914) 333-9627

S:\TH\MJ25THDO.NCO.doc

Page 41 of 85



Sheet _1

of _1

-

Form PTO-1449

(REV. 7-80) PATENT AND TRADEMARK OFFICE

U.S. DEPARTMENT OF COMMERCE

Atty. Docket No.

PHA 23,706

Serjal No.

09/3%3 o7

Applicant

YASSER ALSAFADI ET AL

. Filing Date Group
INFORMATION DISCLOSURE CITATION ‘ 2
(Use several sheets if necessary) CONCURRENTLY ‘;2/'2
U.S. PATENT DOCUMENTS
EX. Document Date Name Class | Sub- Filing Date
Int. Number If Approp.
class
AA
@/ 511 |55 |8f4)7] 10/1992 KIROUAC ET AL 395 600
7 -
AB
AC
AD
FOREIGN PATENT DOCUMENTS
Document Date Country Class Sub- Trans.
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IN THE UNITED STATES PATENT AND TRADEMARK OFE;I;CE
%)

In re Application of Atty. Docket

YASSER ALSAFADI ET AL PHA 23,706
Serial No. 09/343,607 Group Art Unit: 2783
. e
< -
Filed: JUNE 30, 1999 S

Title: RECONFIGURATION MANAGER FOR CONTROLLING UPGRADES OF
ELECTRONIC DEVICES

Honorable Commissioner of Patents and Trademarks
Washington, D.C. 20231

LETTER TO OFFICIAIL, DRAFTSMAN

Sir:
Enclosed are (3) three sheets of formal drawings

for filing in the above-identified application.

Respectfully submitted,

N U () | W

Gregory L.CFhane, Reg. 39,398
Attorney
(914) 333-9665

CERTIFICATE OF MAILING
1 hereby certify that this correspondence is being
deposited this date with the United States Postal Service as
first-class mail in an envelope addressed to:
COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231 -

on Sepremdere Y, (4G9
By\/‘\ Qe (},% o,?f?(,;.w
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