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[54] Title of invention: 

A trusted service manager system and method for mobile payments  

[57] Abstract: 

The present invention provides a mobile 

payment TSM system and a method thereof, characterized 

in that it includes a card management module, a security 

management module, and a management module, 

wherein the card management module includes a card 

information management unit for  managing card 

information ; the security management module includes a 

key management unit for key generation, storage, and 

distribution ; the application management module is 

connected to the card management module and security 

management module, for receiving an application request 

submitted by a user terminal, acquiring corresponding 

information from a card management module and security 

management module, and processing the application 

request.   
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1. A trusted service manager system for mobile payments, characterized in that it comprises a 

card management module, security management module, and application management module, 

wherein  

the card management module comprises a card information management unit configured to 

manage card information;  

the security management module comprises a key management unit configured for key 

generation, storage, and distribution;  

the application management module is connected to the card management module and security 

management module, and configured to receive an application request submitted by a user terminal, 

acquire corresponding information from the card management module and security management 

module, and process the application request.  

2. The trusted service manager TSM system according to Claim 1, characterized in that the card 

information comprises one or more of the following types of information: card operating system, card 

version, card owner, and card batch information.  

3. The TSM system according to Claim 1, characterized in that the card management module 

also comprises a security domain management unit, and the security domain management comprises 

one or more of the following functions: security domain information maintenance, security domain 

creation, and security domain deletion.  

4. The TSM system according to Claim 1 or Claim 3, characterized in that the card management 

module also comprises a card status management unit, and the card status management comprises one 

or more of the following: card status recording, card locking, or card unlocking.  

5. The TSM system according to Claim 1, characterized in that the security management module 

also comprises a certificate management unit, comprising one or more of the functions of certificate 

requesting, certificate storage, and certificate updating.  

6. The TSM system according to Claim 1, characterized in that the application management 

module receives an application request submitted by a user terminal, examines and tests the request, 

and issues the corresponding application to the terminal after the request passes the test.  

7. The TSM system according to Claim 6, characterized in that the application management 

module further comprises an application submission unit, an application test unit, and an application 

download unit, wherein,  

the application submission unit is configured to receive an application request submitted by a 

user terminal;  

the application test unit is configured to examine and testing an application request and  
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notify the application download unit after the test is passed;  

after receiving a notification from the application test unit, the application download unit 

generates download data and issues the download data to a user terminal.  

8. The TSM system according to Claim 6, characterized in that the application management 

module also comprises an application deletion unit configured to delete a user terminal application.  

9. A method utilizing a TSM system to perform mobile payments, applied to a TSM system, 

comprising the following steps:  

(a) a user terminal submitting an application request to an application management module;  

(b) the application management module acquiring card information from a card management 

module;  

(c) the application management module acquiring the key information of the security domain of 

this card from a security management module;  

(d) the application management module generating download data corresponding to the 

application and issuing the application to the user terminal.  

10. The method according to Claim 9, characterized in that, after Step (d), it also comprises Step 

(e): the user terminal feeding back the application download status to the application management 

module.  
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A trusted service manager system and method for mobile payments 

Technical field 

The present invention relates to mobile communication systems. In particular, it relates to an 

NFC (Near Field Communication, short-range wireless communication) mobile payment TSM (Trusted 

Service Manager) system and a method thereof.  

Background  

Mobile value-added services are developing extremely rapidly, and services such as SMS, MMS, 

and mobile internet access are becomin

extremely important part of value-added services, mobile payments have been granted great 

importance by operators. NFC mobile payment  SIM/UICCs (universal 

integrated circuit cards) in mobile phones in connection with contactless/NFC technology. With a mobile 

phone possessing this function, a user can make a payment simply by waving their mobile phone in front 

of a special card reader.  

The NFC working group within the GSMA (Global System for Mobile Communications 

Association) has started research on standardization of NFC technology in the field of mobile 

communications, and has proposed establishing TSMs as the management platforms in NFC systems, to 

be responsible for the management of mobile phone SIM/UICC cards. Today, TSM platform research is 

still in the initial stage. The question of how to effectively design the internal structure of TSM systems, 

providing them with good modularity and scalability requires further research.  

Summary of the invention 

The technical problem addressed by the present invention is the provision of a TSM system and 

method, enabling TSM platforms to provide mobile payment services as simply and efficiently as 

possible.  

To solve this technical problem, the present invention provides a mobile payment TSM system, 

characterized in that it includes a card management module, a security management module, and an 

application management module, wherein,  

the card management module includes a card information management unit configured to 

manage card information;  

the security management module includes a key management unit configured for key 

generation, storage, and distribution;  
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the application management module is connected to the card management module and security 

management module, and configured to receive an application request submitted by a user terminal, 

acquire corresponding information from the card management module and security management 

module, and process the application request.  

Furthermore, this TSM system may also possess the following characteristic: the card 

information includes one or more of the following types of information: card operating system, card 

version, card owner, and card batch information.  

Furthermore, this TSM system may also possess the following characteristic: the card 

management module also includes a security domain management unit, and the security domain 

management includes one or more of the following functions: security domain information 

maintenance, security domain creation, and security domain deletion.  

Furthermore, this TSM system may also possess the following characteristic: the card 

management module also includes a card status management unit, and the card status management 

includes one or more of the following: card status recording, card locking, or card unlocking.  

Furthermore, this TSM system may also possess the following characteristic: the security 

management module also includes a certificate management unit, including one or more of the 

functions of certificate requesting, certificate storage, and certificate updating.  

Furthermore, this TSM system may also possess the following characteristic: the application 

management module receives an application request submitted by a user terminal, examines and tests 

the request, and issues the corresponding application to the terminal after the request passes the test.  

Furthermore, this TSM system may also possess the following characteristic: the application 

management module further includes an application submission unit, an application test unit, and an 

application download unit, wherein,  

the application submission unit is configured to receive an application request submitted by a 

user terminal;  

the application test unit is configured to examine and test an application request and notify the 

application download unit after the test is passed,  

after receiving a notification from the application test unit, the application download unit 

generates download data and issues the download data to a user terminal.  

Furthermore, this TSM system may also possess the following characteristic: the application 

management module also includes an application deletion unit configured to delete a user terminal 

application.  

A method utilizing a TSM system to perform mobile payments, applied to a TSM system, 

including the following steps:  

5 

Apple Ex. 1009, p. 5

           Apple v. Fintiv

IPR2020-00019
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


