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OPTIMIZATION METHODSFORTHE INSERTION, PROTECTION
AND DETECTION OF DIGITAL WATERMARKSIN DIGITIZED DATA

RELATED APPLICATIONS

This application is related to patent applications entitled

“Steganographic Method and Device”, Serial No. 08/489, 172 filed on June

 

7, 1995; “Method for Human-Assisted Random Key Generation and

Application for Digital Watermark System’, Serial No. 08/587,944 filed on
January 17, 1996; “Method for Stega-Cipher Protection of Computer Code”,

Serial No. 08/587943 filed on January 17, 1996; “Digital Information

Commodities Exchange”, Serial No. 08/365,454 filed on December28,

1994, which is a continuation of Serial No. 08/083,593 filed on June 30,

1993; and “Exchange Mechanismsfor Digital Information Packages with |

Bandwidth Securitization, Multichannel Digital Watermarks, and Key

. Management’, Serial No. 08/674,726filed on July 2, 1996. These related

applications are all incorporated herein by reference.

This application is also related to U.S. Patent No. 5,428,606,

“Digital Information Commodities Exchange”, issued on June 27, 1995,

which is incorporated herein by reference.

BACKGROUNDOF THE INVENTION

The presentinvention relates to digital watermarks.

 

Digital watermarks exist at a convergence point where creators and

publishers ofdigitized multimedia content demand localized, secured
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identification and authentication of that content. Because existence of

piracy is clearly a disincentive to the digital distribution of copyrighted
works, establishment of responsibility for copies and derivative copies of
such worksis invaluable. In considering the various forms of multimedia
content, whether "master," stereo, NTSC video, audio tape or compactdisc,

_ tolerance of quality degradation will vary with individuals and affect the

underlying commercial and aesthetic value of the content. it is desirable to

tie copyrights, ownership rights, purchaser information or some combination

of these and related data to the content in such a mannerthat the content

must undergo damage,and therefore a reduction in value, with subsequent,

unauthorized distribution of the content, whetherit be commercial or

otherwise.

Legal recognition and attitude shifts, which recognize the importance

__ Of digital watermarks as a necessary component of commercially distributed

content (audio, video, game, etc.}, will further the development of

acceptable parameters for the exchange of such content by the various
parties engagedin the commercial distribution of digital content. These

parties mayinclude artists, engineers, studios, INTERNET access
providers, publishers, agents, on-line service providers, aggregators of

contentfor various forms of delivery, on-line retailers, individuals and

parties that participate in the transfer of funds to arbitrate the actual delivery

of content to intended parties.

Since the characteristics of digital recordings vary widely,it is a

worthwhile goal to provide tools to describe an optimized envelope of

parameters for inserting, protecting and detecting digital watermarks in a

given digitized sample (audio, video,virtual reality, etc.) stream. The

optimization techniques described hereinafter make unauthorized removal

of digital watermarks containing these parameters a significantly costly

operation in terms of the absolute given projected economic gain from

undetected commercial distribution. The optimization techniques, at the

least, require significant damage to the content signal, as to make the
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unauthorized copy commercially worthless,if the digital watermarkis

removed, absent the use of extremely expensive tools. _
Presumably, the commercial value of some workswill dictate some

level of piracy not detectable in practice and deemed “reasonable”byrights

holders given the overall economic return: For example, there will always

be fake $100bills, LEVI jeans, and GUCCI bags, given the sizes of the
overall markets and potential economic returns for pirates in these markets--

as there also will be unauthorized copies of works of music, operating
systems (Windows95,etc.), video and future multimedia goods.

However, whatdifferentiates the "digital marketplace" from the

physical marketplaceis the absence of any schemethat establishes
responsibility and trust in the authenticity of goods. For physical products,

corporations and governments mark the goods and monitor manufacturing

capacity and sales to estimate loss from piracy. There also exist reinforcing

mechanisms,including jegal, electronic, and informational campaignsto

better educate consumers.

SUMMARYOF THE INVENTION

The present invention relates to implementations of digitai

watermarksthat are optimally suited to particular transmission, distribution

and storage mediumsgiven the nature of digitally-sampled audio, video,

and other multimedia works.

The present invention also relates to adapting watermark application

parametersto the individual characteristics of a given digital sample stream.
The present invention additionally relates to the implementation of

digital watermarks that are feature-based. That is, a system where

watermark information is not carried in individual samples, but is carried in

the relationships between multiple samples, such as in a waveform shape.

The present invention envisions natural extensions for digital watermarks

that may also separate frequencies (color or audio), channels in 3D while

utilizing discretenessin feature-based encoding only known to those with
3
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pseudo-random keys(i.e., cryptographic keys) or possibly tools to access
such information, which may one day exist on a quantum level. ;

The present invention additionally relates to a method for obtaining

more optimal models to design watermark systemsthat are tamper-resistant

given the number and breadth of existent digitized-sample options with

differing frequency and time components (audio, video, pictures, multimedia,

virtual reality, etc.).

To accomplish thesegoals, the present invention maintains the
highest quality of a given content signal as it was mastered,withits

watermarks suitably hidden, taking into account usageofdigitalfilters and

error correction presently concerned solely with the quality of content

signais.

The present invention additionally preserves quality of underlying

content signals, while using methods for quantifying this quality to identify
and highlight advantageous locations for the insertion of digital watermarks.

The present invention integrates the watermark, an information

signal, as closely as possible to the content signal, at a maximal level, to

force degradation of the content signal when attempts are made to remove

the watermarks.

The present invention relates to a method for amplitude independent
encoding of digital watermark information in a signal including steps of .
determining in the signal a sample window having a minimum and a

maximum, determining a quantization interval of the sample window,
normalizing the sample window, normalizing the sample window to provide

normalized samples, analyzing the normalized samples, comparing the
normalized samples to messagebits, adjustingthe quantization level of the
sample window to correspond to the messagebit when a bit conflicts with

the quantization level and de-normalizing the analyzed samples.
The present invention also relates to a method for amplitude

independent decoding of digital watermark informationin a signal including
steps of determining in the signal a sample window having a minimum and a
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maximum, determining a quantization interval of the sample window,

normalizing the sample window to provide samples, and analyzing the
quantization level of the samples to determine a messagebit value.

The present invention additionally relates to a method of encoding

and decoding watermarksin a signal where, rather than individual! samples,

insertion and detection of abstract signal features to carry watermark

information in the signal is done.

The present invention also relates to a method for pre-analyzing a

digital signal for encoding digital watermarks using an optimaldigitalfilter in
whichit is determined what noise elements in the digital signal will be
removed by the optimaldigital filter based on response characteristics of the

filter.

The present invention also relates to a method of error coding

watermark messagecertificates using cross-interleaved codes which use
error codes of high redundancy,including codes with Hamming distancesof

greater than or equalto “n’, wherein “n’” is a numberof bits in a message
block.

The present invention additionally relates to a method of pre-

processing a watermark messagecertificate including a step of determining

anabsolute bit length of the watermark messageasit will be encoded.

The present invention additionally relates to a method of generating
watermark pseudo-random key bits using a non-linear (chaotic) generator or

_ toa method of mapping pseudo-random key and processing state

information to affect an encode/decode map using a non-linear (chaotic)

generator.

The present invention additionally relates to a method of

guaranteeing watermark certificate uniquenessincluding a step of attaching
atime stamporuseridentification dependent hash or message digest of

watermark certificate data to the certificate.

The present invention also relates to a method of generating and

quantizing a local noise signal to contain watermark information where the
5

DISH-Blue Spike-602

Exhibit 1006, Page 0735



DISH-Blue Spike-602
Exhibit 1006, Page 0736

WO 98/02864 PCT/US97/11455

10

15

20

25

30

noise signalis a function of at least one variable which depends on key and

processing state information.

The presentinvention also relates to a method of dithering watermark

quantizations such that the dither changes an absolute quantization value,

but does not change a quantization level or information carried in the

quantization.

The present invention further relates to a method of encoding

watermarksincluding inverting at least one watermark bit stream and

encoding a watermark including the inverted watermark bit stream.
The present invention also relates to a method of decoding

watermarks by considering an original watermark synchronization marker,
an inverted watermark synchronization marker, and inverted watermarks,

and decoding based on those considerations.

The present invention also relates to a method of encoding and
decoding watermarksin a signal using a spread spectrum technique to

encode or decode whereinformation is encoded or decoded at audible

levels and randomized over both frequency and time.

The present invention additionally relates to a method of analyzing

composite digitized signals for watermarks including obtaining a composite

signal, obtaining an unwatermarked sample signal, time aligning the
unwatermarked sample signal to the composite signal, gain adjusting the

time aligned unwatermarked sample signal!to the composite signal,

estimating a pre-composite signal using the composite signal and the gain

adjusted unwatermarked sample signa!, estimating a watermarked sample

signal by subtracting the estimated pre-composite signal for the composite.

signal, and scanning the estimated watermark sample signalfor

watermarks.

The present invention additionally relates to a method for varying
watermark encode/decode algorithms automatically during the encoding or
decoding of a watermark including steps of (a) assigning a list of desired

CODECsto a list of corresponding signal characteristics which indicate use

6
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of particular CODECs,(b) during encoding/decoding, analyzing

characteristics of the current sample framein the signal stream, prior to

delivering the frame to CODEC,(c) looking up the corresponding CODEC

from the list of CODECsin step (a) which matches the observed signal

characteristics from step (b), (d) loading and/or preparing the desired

CODEC,(e) passing the sample frame to the CODECselectedin step(c),
andf) receiving the output samples from step (e).

The present invention also relates to a method for varying watermark

encode/decodealgorithms automatically during the encoding or decoding of

a watermark, including steps of (a) assigninga list of desired CODECs toa

list of index values which correspond to values computed to values

computed asa function of the pseudo-random watermark key and the state

of the processing framework, (b) during encoding/decoding, computing the

. pseudo-random key index value for the current sample frame in the signal

stream, prior to delivering the frame to a CODEC,(c) looking up the

corresponding CODECfrom thelist of CODECsin step (a) which matches

the index value from step (b), (d) loading and/or preparing the desired

CODEC,(e) passing the sample frame to the CODECselectedin step (c),

and(f) receiving the output samples from step (e).

DETAILED DESCRIPTION

The present invention relates to implementations of digital

 

watermarksthat are optimally suited to particular transmission, distribution

and storage mediums given the nature ofdigitally sampled audio, video, and

other multimedia works.

The present invention also relates to adapting watermark application

parameters to the individual characteristics of a given digital sample stream.

The present invention additionaliy relates to the implementation of

digital watermarks that are feature-based. That is, a system where

watermark information is not carried in individual samples, but is carried in

the relationships between multiple samples, such as in a waveform shape.
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For example,in the same manner a US $100bill has copy protection

features including ink type, paper stock,fiber, angles of artwork that distort
in photocopier machines, inserted magnetic strips, and composite art, the

presentinvention envisions natural extensions for digital watermarksthat

may also separate frequencies (color or audio), channels in 3D while

utilizing discreteness in feature-based encoding only known to those with

pseudo-random keys(i.e., cryptographic keys) or possibly tools to access

such information, which may one day exist on a quantum level.

There are a number of hardware and software approachesin the

prior art that attempt to provide protection of multimedia content, including
encryption, cryptographic containers, cryptographic envelopes or |
"eryptolopes", and trusted systems in general. None of these systems
places control of copy protection in the hands of the content creator as the

content is created, nor provides an economically feasible modelfor-

exchanging the content to be exchangedwith identification data embedded

within the content.

Yet, given the existence of over 100 million personal computers and

many more non-copy-protected consumer electronic goods, copy protection
seemsto belong within the signals. Afterall, the playing (i.e., using) of the
content establishes its commercial value.

Generally, encryption and cryptographic containers serve copyright

holders as a meansto protect data in transit between a publisher or

distributor and the purchaserof the data (i.e., a meansof securing the

delivery of copyrighted material from one location to another by using
variations of public key cryptography or other more centralized
cryptosystems). —

Cryptolopes are suited specifically for copyrighted text that is time-

sensitive, such as newspapers, whereintellectual property rights and origin

data are made a permanentpart of the file. For information on public-key
cryptosystems see U.S. Patent No. 4,200,770 to Hellmanet al., U.S. Patent

No. 4,218,582 to Hellman et al., U.S. Patent No. 4,405,829to Rivestetal., -
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and U.S. Patent No. 4,424,414 to Hellman et al. Systems are proposed by

IBM and Electronic Publishing Resources to accomplish cryptographic

container security.

Digitally-sampled copyrighted material, that is binary data on a

fundamentallevel, is a special case becauseofits long term value coupled

with the ease and perfectness of copying and transmission by general

purpose computing and telecommunications devices. In particular,in

digitally-sampled material, there is no loss of quality in copies and no

identifiable differences between one copy and any other subsequent copy.

For creators of content, distribution costs may be minimized with electronic

transmission of copyrighted works. Unfortunately, seeking some form of

informational or commercial return via electronic exchangeisill-advised

absentthe use of digital watermarksto establish responsibility for specific

copies and unauthorized copying. Absentdigital watermarks, the unlikely
instance of a market of trusted parties who report any distribution or

exchange of unauthorized copiesof the protected work must be relied upon
for enforcement. Simply, content creators still cannot independently verify

watermarks should they choose to do so.

For a discussion of systems that are oriented around content-based

addresses and directories, see U.S. Patent No. 5,428,606 to Moskowitz.

In combining steganographic methodsfor insertion of information
identifying the title, copyright holder, pricing, distribution path, licensed

owner of a particular copy, or a myriad of other related information, with
pseudo-random keys (which mapinsertion location of the information)

similar to those usedin cryptographic applications, randomly placed signals

(digital watermarks) can be encoded as random noise in a content signal.

Optimal planning of digital watermark insertion can be based on the

inversion of optimaldigitalfilters to establish or map areas comprising a
given content signal insertion envelope. Taken further, planning operations

will vary for different digitized content: audio, video, multimedia, virtual

reality, etc. Optimization techniques for processes are described in the
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Device" and “Methodfor Human Assisted Random Ke
Application for Digital Watermark System".

Optimization Processes must take into consideration the general ari| of digitization Systems where Sampling and quantizing are fundamental
physical Parameters. For instance, discrete time Sampling has a natural
limit if packets of time are used, estimated at 1x10-2 Second. This provides

@ Naturallimit to the Sampling operation. Also, since noise is Preferable to

quantization error, burst error, and the like is done for the Singular goal of
Preserving quality in a Given digitized Sample. Theoretical perfect error
correction is not efficient, given the requirement of a hugeallocation of 2"bs
redundant data to detect and Correct errors. In the absence of such 7
Overhead,all error correction is still based on data redundancy and requires
the following operations: error detection to check data validity, error

- correction to replace erroneous data, and error concealmentto hide large
errors or substitute data for insufficient data correction. Even with perfect
fror correction, the goalof a workable digital watermark system for the
Protection of copyrights would beto distributecopiesthat are less than-
perfect but.aate erceivably-cift enlteomthe-criginal. . tronivally,inthie’ *B,
presentdistribution of multimedia,this is the approach taken by content... _ _
creators when faced with such distribution mechanismsas the INTERNET.
As an example,for audio clips commercially exchanged on the World Wide
Web (WWW), a part of the INTERNET,8 bit sampled audio or audio

downsampledfrom 44.1 kHz (CD-quality), to 22 kHz and lower. Digital —
filters, however, are not ideal because oftrade-offs between attenuation and

  

time-domain response, but provide the engineer or similarly-trained
individualwith a set of decisions to make about maximizing content quality
with minimum data overhead and consideration of the ultimate delivery

10
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mechanism for the content (CDs, cable television, satellite, audio tape,
stereo amplifier, etc.). |

For audio signals and more generally for other frequency-based

content, such as video, one method of usingdigitalfilters is to include the

use of an inputfilter to prevent frequency aliasing higher than the so-called

Nyquist frequencies. The Nyquist theorem specifies that the sampling

frequency must be at least twice the highest signal frequency of the

sampled information (e.g., for the case of audio, human perception of audio

frequenciesis in a range between 20 Hz and 20 kHz). Without an input

filter, aliases can still occur leaving an aliased signal in the original
bandwidth that cannot be removed.

Even with anti-aliasing filters, quantization error can still cause low

level aliasing which may be removedwith a dither technique. Dither is a

method of adding random noise to the signal, and is used to de-correlate

quantization error from the signal while reducing the audibility of the

remaining noise. Distortion may be removed, but at the cost of adding more

noise to thefiltered output signal. An important effect is the subsequent

randomization of the quantization error while still leaving an envelope of an

unremovable signaling band of noise. Thus, dither is done at low signal

levels, effecting only the least significant bits of the samples. Conversely,

digital watermarks, which are essentially randomly-mappednoise, are

intended to be inserted into samplesof digitized content in a manner such

as to maximize encoding levels while minimizing any perceivable artifacts

that would indicate their presence or allow for removalbyfilters, and without _

destroying the content signal. Further, digital watermarks should be

inserted with processes that necessitate random searching in the content ~
signal for watermarksif an attacker lacks the keys. Attempts to over-encode

noise into known watermarked signal locations to eliminate the information

signal can be madedifficult or impossible without damaging the content

signal by relying on temporal encoding and randomization in the generation

of keys during digital watermark insertion. As a result, although the

11
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_watermark occupies only a small percentageof the signal, an attackeris

forced to over-encode the entire signal at the highest encoding level, which
creates audible artifacts.

The present invention relates to methods for obtaining more optimal

models to design watermark systemsthat are tamper-resistant given the

number and breadth of existent digitized sample options with differing

frequency and time components (audio, video, pictures, multimedia, virtual

reality, etc.). |
To accomplish these goals, the present invention maintains the

highest quality of a given content signal as it was mastered, with its

watermarkssuitably hidden, taking into account usageofdigitalfilters and

error correction presently concerned solely with the quality of content
signals.

Additionally, where a watermark location is determined in a random

or pseudo-random operation dependent on the creation of a pseudo-random

key, as described in copendingrelated application entitled "Steganographic

Method and Device" assigned to the present assignee, and unlike other

forms of manipulating digitized sample streams to improve quality or encode

known frequency ranges, an engineer seeking to provide high levels of

protection of copyrights, ownership, etc. is concerned with the size of a

given key, the size of the watermark message and the mostsuitable area

and method of insertion. Robustness is improved through highly redundant

error correction codes andinterleaving, including codes known generally as

q-ary Bose-Chaudhuri-Hocquenghem (BCH) codes, a subset of Hamming

coding operations, and codes combining error correction and interleaving,

such as the Cross-Interleave Reed-Solomon Code. Using such codesto

store watermark information in the signal increases the numberof changes

required to obliterate a given watermark. Preprocessing the certificate by

considering error correction and the introduction of random data to make

watermark discovery moredifficult, prior to watermarking, will heip

determine sufficient key size. More generally, absolute key size can be

12
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. determined through preprocessing the message and the actualdigital
watermark (a file including information regarding the copyright owner,

publisher, or some other party in the chain of exchange of the content) to

compute the absolute encodedbit stream andlimiting or adjusting the key

size parameter to optimize the usage of key bits. The numberof bits in the

primary key should match or exceed the numberof bits in the watermark

message,to prevent redundant usageof key bits. Optimally, the number of

bits in the primary key should exactly match the watermark size, since any

extra bits are wasted computation.

insertion of informational signals into content signals and ranges from

applications that originate in spread spectrum techniques have been
contemplated. More detailed discussions are included in copending related

applications entitled "Steganographic Method and Device"and entitled

“Method for Human Assisted Random Key Generation and Application for

Digital Watermark System". .
The following discussionillustrates some previously disclosed

systems and their weaknesses.

Typically, previously disclosed systems lack emphasis or

implementation of any pseudo-random operations to determine the insertion

location, or map, of information signals relating to the watermarks. Instead,

previous implementations provide “copy protect" flags in obvious, apparent

and easily removable locations. Further, previous implementations do not

emphasize the alteration of the content signal upon removal of the copy

protection.

Standardsfor digital audio tape (DAT) prescribe insertion of data

such as ISRC (Industry Standard Recording Codes)codes,title, and time in

sub-code according to the Serial Copy Management System (SCMS)to

prevent multiple copying of the content. One time copying is permitted,

however, and systems with AES3 connectors, which essentially override

copy protection in the sub-code as implemented by SCMS,actually have no

copylimitations. The present invention provides improvement overthis

13
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implementation with regard to the ability of unscrupulous users to load

digital data into unprotected systems, such general computing devices,that
may store the audio clip in a generalizedfile format to be distributed over an
on-line system for further duplication. The security of SCMS (Serial Copy

Management System) can only exist as far as the support of similarly-

oriented hardware and the lack of attempts by those skilled in the art to

simply remove the subcode data in question.

Previous methods seek to protect content, but shortcomings are

apparent. U.S. Patent No. 5,319,735 to Preuss et al. discusses a spread

spectrum method that would allow for over-encoding of the described, thus

known, frequency range and is severely limited in the amount of data that

can be encoded-- 4.3 8-bit symbols per second. However, with the Preuss

et al. method, randomization attacks will not result in audible artifacts in the

carrier signal, or degradation of the content as the information signalis in

the subaudible range. It is important to note the difference in application

between spread spectrum in military field use for protection of real-time ©

radio signals, and encoding information into static audio files. In the

protection of real-time communications, spread spectrum has anti-jam _

features, since information is sent over several channelsat once.
Therefore, in order to jam the signal, one has to jam all channels, including

their own. In a static audio file, however, an attacker has practically

unlimited time and processing power to randomize each sub-channelin the

signaling band without penalty to themselves, so the anti-jam advantagesof

spread spectrum do not extend to this domain.

In a completely different implementation, U.S. Patent No. 5,379,345

to Greenberg seeks enforcementof broadcast contracts using a spread

spectrum modulatorto insert signals that are then confirmed by a spread

spectrum-capable receiver to establish the timing and length that a given,

marked advertisement is played. This information is measured against a

specific master of the underlying broadcast material. The Greenberg patent

does not ensure that real-time downloads of copyrighted content can be
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marked with identification information unless all download accesspoints

(PCs, modems,etc.}, and upload points for that matter, have spread

spectrum devices for monitoring.

Other methodsinclude techniques similar to those disclosed in
related copending patent applications mentioned above by the present
assignee, but lack the pseudo-random dimension of those patent

applications for securing the location of the signals inserted into the content.

One implementation conducted by Michae! Gerzon and Peter Craven, and

described by Ken Pohimannin the 3rd edition of Principles of Digital Audio,

illustrates a technology called "buried data technique,” but does not address
the importance of randomnessin establishing the insertion locations of the

informational signals in a given content signal, as no pseudo-random

methodsare used as a basis forinsertion. The overriding concern of the
"buried data techniques" appears to be to provide for a "known channel" to

be inserted in such a mannerasto leavelittle or no perceivable artifacts in

the content signal while prescribing the exact location of the information

(i.e., replacing the least significant bits (LSB) in a given information signal).

In Gerzon and Craven's example, a 20-bit signal gives way to 4-bits of LSBs

for adding about 27 dB of noise to the music. Per channel data insertion

reached 176.4 kilobits per second per channel, or 352.8 kbps with stereo

channels. Similarly attempted data insertion by the present inventors using

random data insertion yielded similar rates. The described techniques may

be invaluable to manufacturers seeking to support improvements in audio,

video and multimedia quality improvements. These include multiple audio

channel support, surround sound, compressedinformation on dynamic

range, or any combination of these and similar data to improve quality.

Unfortunately, this doeslittle or nothing to protect the interests of copyright

holders from unscrupulouspirates, as they attempt to create unmarked,

perfect copies of copyrighted works.

The present invention also relates to copending patent applications

is
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entitled “Staganographicc Method and Device”; “Method for Human-

Assisted Random Key Generation and Application for Digital Watermark

System’. and “Method for Stega-Cipher Protection of Computer Code” as
mentioned above, specifically addressing the weaknessof inserting

informational signals or digital watermarks into known locations or known

frequency ranges, which are sub-audible. The present invention seeksto

improve on the methodsdisclosed in these patent applications and other

methods by describing specific optimization techniquesat the disposalof

those skilled in the art. These techniques provide an a la carte method for

rethinking error correction, interleaving,digital and analogfilters, noise

"shaping, nonlinear random location mappingin digitized samples, hashing,

“or making unique individual watermarks, localized noise signal mimic

encoding to defeat noisefiltering over the entire sample stream, super

audible spread spectrum techniques, watermark inversion, preanalyzing

watermark key noise signatures, and derivativeanalysis of suspect samples

against original masters to evaluate the existence of watermarks with

statistical techniques.

The goal of a digital watermark system is to insert a given information

signal or signals in such a mannerasto leave few or noartifacts in the

underlying content signal, while maximizing its encoding level and location

sensitivity in the signal to force damage to the content signal when removal

is attempted. The present invention establishes methods for estimating and

utilizing parameters, given principles of the digitization of multimedia

content (audio, video,virtual reality, etc.), to create an optimized "envelope"

for insertion of watermarks, and thus establish secured responsibility for

digitally sampled content. The pseudo-random keythat is generated is the

only mapto accessthe information signal while not compromising the

quality of the content. A digital watermark naturally resists attempts at

removal becauseit exists as purely random or pseudo-random noise in a

given digitized sample. At the sametime, inversion techniques and

mimicking operations, as well as encoding signal features instead of given
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samples, can make the removal of each and every unique encoded

watermark in a given content signal economically infeasible (given the

potential commercial returns of thelife of a given copyright) or impossible

without significantly degrading the quality of the underlying, “protected"

signal. Lacking this aesthetic quality, the marketability or commercial value

of the copy is correspondingly reduced.

The present invention preserves quality of underlying content signals,

while using methods for quantifying this quality to identify and highlight

advantageouslocations for the insertion of digital watermarks. —

The present invention integrates the watermark, an information

signal, as closely as possible to the content signal, at a maximailevel, to
force degradation of the content signal when attempts are made to remove

the watermarks. | .

General methods for watermarking digitized content, as well as

computer code, are described in copending related patent applications

entitled "Steganographic Method and Device" and entitled "Method for

Stega-Cipher Protection of Computer Code", both assigned to the present
assignee. Recognizing the importance of perceptual encoding of
watermarksby the authors and engineers who actually create contentis

addressed in copending related application entitled "Method for Human

Assisted Random Key Generation and Application for Digital Watermark

System". .

The present invention describes methods of random noise creation
given the necessary consequenceof improving signal quality with

digitization techniques. Additionally, methods are described for optimizing

projections of data redundancy and overheadin error correction methodsto

better define and generate parameters by which a watermarking system can

successfully create random keys and watermark messagesthat

subsequently cannot be located and erased without possession of the key
that acts as the mapfor finding each encoded watermark. This description

will provide the backdrop for establishing truly optimized watermark
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insertion including: use of nonlinear (chaotic) generators; error correction

and data redundancy analysis to establish a system for optimizingkey and

watermark message length; and more generalissues regarding desired —
quality relating to the importance of subjecting watermarked contentto
different models when the content may be distributed or sold in a numberof

prerecorded media formats or transmitted via different electronic

transmission systems; this includes the use of perceptual coding;

particularized methods such as noise shaping; evaluating watermark noise

signatures for predictability; localized noise function mimic encoding;

encoding signal features; randomizing time to sample encoding of

watermarks; and, finally, a statistical method for analyzing composite

watermarked content against a master sampie content to allow watermark

recovery. All of these features can be incorporated into specialized digital

signal processing microprocessors to apply watermarks to nongeneralized

computing devices, such as set-top boxes, video recorders that require time

stamping or authentication, digital video disc (DVD) machines and a

multitude of other mechanismsthat play or record copyrighted content.

The sampling theorem, known specifically as the Nyquist Theorem,

proves that bandlimited signals can be sampled, stored, processed,

transmitted, reconstructed, desampled‘or processed as discrete values. In

order for the theorem to hold true, the sampling must be done at a

frequencythat is at least twice the frequency of the highest signal frequency

to be captured and reproduced. Aliasing will occur as a form of signal fold

over, if the signal contains components above the Nyquist frequency. To

establish the highest possible quality in a digital signal, aliasing is

prevented by low-passfiltering the input signal to a given digitization system

by a low-passoranti-aliasingfilter. Any residue aliasing which mayresult in

signal distortion, relates to another area of signal quality control, namely,

quantization error removal.

Quantization is required in a digitization system. Becauseof the

continuous nature of an analog signal (amplitude vs. time), a quantized
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sampleof the signalis an imperfect estimate of the signal sample used to
encodeit as a series of discrete integers. These numbers are merely

estimates of the true value of the signal amplitude. Thedifference between

the true analog value ata discrete time and the quantization value is the

quantization error. The more bits allowed per sample, the greater the

accuracy of estimation; however, errorsstill always will occur. It is the

recurrent nature of quantization errors that provides an analogy with the

tocation of digital watermarks.

Thus, methods for removal of quantization errors have relevancein
methods for determining the most secure locations for placement of

watermarks to prevent the removal of such watermarks.

The highestfidelity in digital reproduction of a signal occurs at points

where the analog signal converges with a given quantization interval.

Wherethere is no such convergence,in varying degrees, the quantization

error will be represented by the following range:

+Q /2 and -Q/2, where Q is the quantization interval.

Indeed, describing maximization of the quantization error andits ratio with

the maximum signal amplitude, as measured,will yield a signal-to-errorratio

(S/E) whichis closely related to the analog signal-to-noise ratio (S/N). To

establish more precise boundaries for determining the S/E, with root mean

square (rms) quantization error E,,,,, and assuming a uniform probability

density function 1/Q (amplitude), the following describes the error:
Ens=Q/(12)*

Signal to quantization error is expressed as:

SIE=[Ssro/Emms)’=3/2(2"")

Finally, in decibels (dB) and comparing 16-bit and 15-bit

quantization:

S/E(dB)=1Olog[3/2(2?")}=10log3/2+2"log2

(or “= 20log [(3/2)* (2")J")

=6.02n+1.76
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This exptains the S/E ratio of 98 dB for 16-bit and 92 dB for 15-bit

quantization. The 1.76 factor is established statistically as a result of peak-

to-rms ratio of a sinusoidal waveform, but the factorwill differ if the signal

waveform differs. In complex audio signals, any distortion will exist as white

noise across the audible range. Low amplitude signals may alternatively

suffer from distortion. |
Quantization distortion is directly related with the original signal and

is thus containedinthe output signal, it is not simply an error. This being

the case, implementation of so-called quality control of the signal must use
dither. As discussed above,dither is a method of adding random noise to

the signal to de-correlate quantization error from the signal while reducing

the audibility of the remaining noise. Distortion may be removedatthe cost

of adding more noise to the filtered output signal. An important effect is the
subsequent randomization of the quantization error while still leaving an

envelope of anunremovable signaling band of noise. Dither, done at low
signal levels, effects only the least significant bits of the samples.

Use of linear and nonlinear quantization can effect the trade-off in the

output signal and must be considered for a system of watermarks designed

to determine acceptable quantization distortion to contain the digital

watermark. For audio systems, block linear quantization implementations

have been chosen. However, block floating point and floating point

systems, nonuniform companding, adaptive delta modulation, adaptive
differential pulse-code modulation, and perceptual coding schemes(which

are oriented around the design offilters that closely match the actual

perception of humans) appearto provide alternative method

implementations that would cause higher perceptible noise artifacts if

filtering for watermarks was undertaken by pirates. The choice of methodis

related to the information overhead desired.

According to one aspect of the present invention, the envelope

described in the quantization equations above is suitable for preanalysis of ~

a digitized sample to evaluate optimal locations for watermarks. The
20
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present example is for audio, but corresponding applications for digitization
of video would be apparentin the quantization of color frequencies.

The matter of dither complicates preanalysis of a sample evaluated

for digital watermarks. Therefore, the present invention also defines the
optimal envelope moreclosely given the three typesof dither (this example
is for audio, others exist for video): triangular probability density function

(pdf), Gaussian pdf, and rectangular pdf. Again, to establish better

boundaries for the random or pseudo-randominsertion of a watermark to

exist in a region of a content signal that would represent an area for hiding

watermarks in a manner mostlikely to cause damageto the content signalif

unauthorized searches or removal are undertaken. Dither makes removal of

quantization error more economical through lower data overhead in a

system byshifting the signal range to decorrelate errors from the underlying
signal. When ditheris used, the dither noise and signal are quantized

together to randomize the error. Dither which is subtractive requires

removing the dither signal after requantization and creates total error

statistical independence. it would also provide further parametersfor digital
watermark insertion given the ultimate removal of the dither signal before
finalizing the production of the content signal. With nonsubtractive dither,

the dither signal is permanently left in the content signal. Errors would not

be independent between samples. Forthis reason, further analysis with the

three types of dither should reveal an acceptable dither signal without
materially affecting the signal quality.

Some proposed systems for implementing copyright protection into

digitally-sampled content, such as that proposed by Digimarc Corporation,

predicate the natural occurrenceof artifacts that cannot be removed.

Methods for creating a digital signature in the minimizederrorthat is

evident, as demonstrated by explanations of dither, point out another
significant improvement overthe art in the system described in the present

invention and its antecedents. Every attempt is madeto raise the error level
of error from LSBsto a level at which erasure necessarily leads to the
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degradation of the "protected" content signal. Furthermore, with such a

system, pirates are forced to make guesses, and then changes, at a high

enough encoding level over a maximum amount of the content signal so as

to cause signal degradation, because guessing naturally introduceserror.

Thus,dither affects the presentinvention's envelope by establishing a

minimum encoding level. Any encoding done below the dither level might

- be erased bythe dither.

One embodimentof the present invention may be viewed as the

provision of a random-super-level non-subtractive dither which contains

information (the digital watermark).

To facilitate understanding of how this does not cause audible
artifacts, consider the meaning of such encoding in termsof the S/E ratio.
In a normal 16-bit signal, there is a 98 dB S/E according to the equation S/E

= 6.02n + 1.76. Consider that the encoding of watermark information looks

like any other error, except it moves beyond the quantization level, out of

the LSBs. If the error is of a magnitude expressedin, say, 8 bits, then at

that moment, the signal effectively drops to 8 bits (16-8). This corresponds

to a momentary drop in S/E, referred to herein as the momentary S/E. Yet,

these errors are relatively few and far between and therefore, since the

signal is otherwise comprised of higher-bit samples, a "Perceived S/E" may

be derived which is simply the weighted average of the samples using the

“Pure S/E" (the samples without watermark information) and those with the

Momentary S/E. As a direct consequence,it may be observed that the more

sparse the watermark map, the fewer errors introduced in a given range,

and the higher the perceived S/E. It also helps that the error is random, and

so overtime, appears as white noise, whichis relatively unobtrusive. In

general, it is observed that as long as introduced errors leave resulting
samples within an envelopein the sample window described by minimum

and maximum values, before error introduction, and the mapis sufficiently
sparse,the effects are not perceived.
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in addition,it is possible to obtain an even higher Perceived S/E by
allowing the range of introduced errors to vary between’a minimum and

maximum amount. This makes the weighted average S/E higher by

reducing the average introducederrorlevel. Yet, someonetrying to erase a

watermark, assuming they knew the maximum level, would have to erase at

that level throughout the data, since they would not know how the

introduced level varies randomly, and would wantto erase all watermarks.

A watermarking cipher could perform this operation and may also

introduce the further step of local dither (or other noise) significantly above

the quantization amplitude on a window by window basis randomly, to

restrict total correlation between the watermark signal and the probability

that it remains independent between samples, as with subtractive dither

implementations that are mostly concerned with the ultimate removal of the

dither signal with requantization. This ability could be used to accomplish

signal doping, which adds a degree of random errors that do not contain

watermark information so as to preventdifferential analysis of multiple

watermarked copies. Alternatively, it could be used to mimic a specific

noise function in a segment of the signal in order to defeat attempts tofilter

a particular type of noise overthe entire signal. By varying this function

between watermarks, it may be guaranteed that any particularfilter is of no

use over the whole signal. By applying severalfilters in series, it seems

intuitive that the net results would be significantly different from the original
signal.

The discussion may be more appropriately introduced with perceptual

coding techniques, but a watermarking system couid also defeat some

detection and correction with dither by inserting watermarksinto signal

features, instead of signal samples. This would be equivalent to looking for

signal characteristics, independentof the overall sample asit exists as a

composite of a numberof signals. Basically, instead of encoding on a bit

per sample basis, one might spread bits over several samples. The pointof

doing thisis thatfiltering and convolution operations, like “flanging", which
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definitely change individual samples on a large scale, might leave intact

enough of a recognizable overail signal structure (the relationship between

multiple samples) to preserve the watermark information. This may be done

by measuring, generalizing, and altering features determined by the

relationships between samples or frequency bands. Because quantization

is strictly an art of approximation, signal-to-error ratios, and thus the

dynamic range of a given system are determined.

The choice of eliminating quantization distortion at the expense of

leaving artifacts (not perceptible) is a permanent trade-off evident in all

digitization systems which are necessarily based on approximation (the

design goalof the present invention in preanalyzing a signal to mask the

digital watermarks make imperceptibility possible). Tne high fidelity of

duplication and thus subsequentability to digitally or electronically transmit

the finished content (signal) is favored by consumers and artists alike.
Moreover, where there continues to be a question of approximating in

quantization-- digital watermark systemswill have a natural partnerin

seeking optimized envelopesin the multitude and variety of created

digitized content.

Another aspect of optimizing the insertion of digital watermarks

regards error correction. Highly redundant error codes andinterleaving

might create a buffer against burst errors introduced into digital watermarks

through randomization attacks. A detailed description follows from the

nature of a digitization system-- binary data can be corrected or concealed

when errors exist. Random bit errors and burst errors differ in their

occurrence:

Random bit errors are error bits occurring in a random manner, whereas

burst errors may exist over large sequencesof the binary data comprising a —

digitized signal. Outside the scope of the present invention are errors

caused by physical objects, such as dust and fingerprints, that contribute to
the creation of dropouts are different from the errors addressed herein.
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Measuring error with bit-error ratio (BER), block error ratio (BLER)

and burst-error length (BERL), however, provides the basis of error

correction. Redundancyof data is a focus of the present invention. This

data necessarily relies on existing data, the underlying content. To

efficiently describe optimal parameters for generating a cryptographic key

andthe digital watermark message discussion of error correction and error
concealment techniques is important.

Formsof error detection include one-bit parity, relying on the

mathematical ability to cast out numbers, for binary systems including

digitization systems, such as 2. Remainders given odd or even results

(parity) that are probablistically determined to be errors in the data. For

more appropriate error detection algorithms, such as Cyclic Redundancy

Check Code (CRCC), which are suited for the detection of commonly

occurring burst error. Pohimann (Principles of Digital Audio) notes the high
 

accuracy of CRCC (99.99%) andthetruth of the following statements given

a k-bit data word with m bits of CRCC, a code word of n bits is formed (m=n-

k):

- burst errors less than or equal to m bits are always

predictable.

- the detection probability of burst errors of m+1 bits = 1-271.

- the detection probability of burst errors longer than m+1 bits =

1-2™

- random errors up to 3 consecutive bits long can be detected.

The medium of content delivery, however, provides the ultimate floor for
CRCCdesign and the remainderof the error correction system.

Error correction techniques can be broken into three categories:
methods for algebraic block codes, probablistic methods for convolutional

codes, and cross-interleave code where block codes are used ina

convolution structure. As previously discussed, the general class of codes

that assist in pointing out the location of error are known generally as

Hamming codes, versus CRCC whichisalinear block code.
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Whatis important for establishing parameters for determining

optimized error coding in systems such asdigital audio are more specifically

known as Reed-Solomon Codes which are effective methods for correcting

burst errors. Certain embodiments of the present invention presuppose the

necessity of highly redundanterror codes andinterleaving, such as that

done in Cross Interleave Reed-Solomon Code, to counter burst errors
typically resulting from randomization attacks. More generally, certain

embodiments of the present invention include the use of Hamming Codesof

(n,n) to provide n-1 bit error detection and n-2 bit error correction. Further,
a Hamming distance of n (or greater than n) is significant because of the

nature of randomization attacks. Such an attack seeks to randomize the

bits of the watermark message.Abit can beeither 0 or 1, so any random

change has a 50% chanceof actually changing a bit from what it was (50%

is indicative of perfect randomness). Therefore, one must assumethat a

goodattack will change approximately half the bits (50%). A Hamming

distance of n or greater, affords redundancy on a close par with such

randomization. In other words, evenif half the bits are changed, it would

still be possible to recover the message.

Becauseinterleaving and parity makes data robustfor error

avoidance,certain embodiments of the present invention seek to perform

time interleaving to randomly boost momentary S/E ratio and give a better
estimate of not removing keys and watermarks that may be subsequently

determined to be "errors." .

Givena particular digital content signal, parity, interleaving, delay,

and cross-interleaving, used for error correction, should be taken into

account when preprocessinginformation to compute absolute size

requirements of the encoded bit stream andlimiting or adjusting key size

parameters to optimize and perhapsfurther randomize usage of keybits. In

addition, these techniques minimize the impact of errors and are thus

valuable in creating robust watermarks.
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Uncorrected errors can be concealedin digital systems.

Concealment offers a different dynamic to establish insertion parameters for

the present invention. Error concealment techniques exist becauseit is

generally more economical to hide someerrors instead of requiring overly

expensive encoders and decoders and hugeinformation overheadsin

digitization systems. Muting, interpolation, and methodsfor signal
restoration (removal of noise) relate to methods suggested by the present
invention to invert somepercentage or numberof watermarks so as to
ensure that at least some or as manyas half of the watermarks muststill

remain in the content signal to effectively eliminate the other half. Given

that a recording contains noise, whether due to watermarksor not, a

restoration which "removes" such noiseislikely to result in the changing of

some bit of the watermark message. Therefore, by inverting every other

watermark, it is possible to insure that the very act of such corrections

inverts enough watermarkbits to create an inversewatermark. This

inversion presupposes that the optimized watermark insertion is not truly

optimal, given the will of a determined pirate to remove watermarks from

particularly valuable content. Ultimately, the inability to resell or openly

trade unwatermarked contentwill help enforce, as well as dictate, the

necessity of watermarked contentfor legal transactions.

The mechanisms discussed above reach physicallimits as the intent

of signalfiltering and error correction are ultimately determined to be

effective by humans-- decidedly analog creatures. All output devices are

thus also analog for playback.

The present invention allows for a preprocessed and preanalyzed

signal stream and watermark data to be computed to describe an optimized

envelopefor the insertion of digital watermarks and creation of a pseudo-

random key,for a given digitized sample stream. Randomizing the time

variable in evaluating discrete sample frames of the content signal to

introduce another aspect of randomization couldfurther the successful

insertion of a watermark. More importantly, aspects of perceptual coding
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are suitable for methods of digital watermarks or super-audible spread

spectrum techniques that improve on the art described by the Preussetal.

patent described above.

The basis for a perceptual coding system, for audio,is
psychoacoustics and the analysis of only what the humanearis able to

_ perceive. Similar analysis is conducted for video systems, and some may

argue abused, with such approachesas "subliminal seduction"in
advertising campaigns. Using the human for design goals is vastly different

than describing mathematical or theoretical parameters for watermarks. On

somelevel of digital watermark technology, the two approaches may .
actually complement each other and provide for a truly optimized model.

The following example applies to audio applications. However, this

example and other examples provided herein are relevant to video systems

as well as audio systems. Where a human ear can discern between energy

inside and outside the “critical band,” (described by Harvey Fletcher)

masking can be achieved. This is particularly important as quantization

noise can be made imperceptible with perceptual coders given the
‘maintenance of a sampling frequency, decreased word length (data) based
on signaling conditions. This is contrasted with the necessary decrease of 6

. GB/bit with decreasesin the sampling frequency as described abovein the

explanation of the Nyquist Theorem. Indeed, data quantity can be reduced

by 75%. This is an extremely important variable to feed into the _

preprocessorthat evaluates the signal in advance of “imprinting” the digital
watermark. |

In multichannei systems, such as MPEG-1, AC-3 and other

compression schemes, the data requirement(bits) is proportional to the

square root of the number of channels. What is accomplished is masking

that is nonexistent perceptually, only acoustically.

Taken to anotherlevel for digital watermarking, which is necessary

for coritent that may be compressed and decompressed, forward adaptive
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_ allocation of bits and backward adaptive allocation provide for encoding

signals into content signals in a manner such that information can be
conveyedin the transmission of a given content signalthat is subsequently

decodedto conveythe relatively same audible signal to a signal that carries

all of its bits-- e.g., no perceptual differences between twosignals that differ

in bit size. This coding technique must also be preanalyzed to determine

the mostlikely sample bits, or signal components, that will exist in the

_smalter sized signal. This is also clearly a means to removedigital

watermarks placed into LSBs, especially when they do not contribute-

theoretically perceptible value to the analyzed signal. Further methodsfor
data reduction coding are similarly important for preanalyzing a given
content signal prior to watermarking. Frequency domain coders such as

subband and transform bands can achieve data reduction of ratios between

4:1 and 12:1. The coders adaptively quantize samples in each subband

based on the masking threshold in that subband (See Pohimann,Principles

of Digital Audio). Transform coders, however, convert time domain samples

into the frequency domain for accomplishing lossless compression. Hybrid

- coders combine both subband and transform coding, again with the ultimate

goal of reducing the overall amount of data in a given content signal without

loss of perceptible quality.

With digital watermarks, descriptive analysis of an information signal

is important to preanalyze a given watermark's noise signature. Analysis of

this signature versus the preanalysis of the target content signal for

optimized insertion location and key/message length, are potentially

important componentsto the overall implementation of a secure watermark.
It is important that the noise signature of a digital watermark be

unpredictable without the pseudo-random key used to encodeit. Noise

shaping, thus, has important applications in the implementation of the

present invention. In fact, adaptive dither signals can be designed to

correlate with a signal $0 as to mask the additional noise- in this case a
digital watermark. This relates to the above discussion of buried data
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techniques and becomes independently important for digital watermark

systems. Each instance of a watermark, where many are addedto a given

content signal given the size of the content and the size of the watermark

message, can be "noise shaped" and the binary description of the

watermark signature may be made unique by "hashing" the data that

comprises the watermark. Generally, hashing the watermark certificate prior

to insertion is recommended to establish differences between the data in

each and every watermark “file.”

Additionally, the present invention provides a framework in which to

analyze a composite content signal that is suspected to contain a

‘watermarked sample of a copyrighted work, against an unwatermarked
original master of the same sample to determineif the composite content

actually contains a copy of a previously watermarked content signal. Such

an analysis may be accomplishedin the following scenario:

- Assume the composite signal contains a watermark from the

sample. |
- Assume the provision of the suspect composite signal C,(t) (w

subscript denotes a possible watermark) and the unwatermarked original

sample S,,,(t). These are the only two recordings the analyzerislikely to

have accessto.

Now,it is necessary to recover a watermarked sample S,/(t).

The methods of digital signal processing allow for the computation of

an optimal estimate of a signal. The signal to be estimated is the composite

minus the watermarked sample, or C” \(t) = C,(t) - S.(t). The analyzer,

however, cannot determine a value of S,(t), since it does not know which of

the manypossible S,(t) signals was used in the composite. However, a

close estimate may be obtained by using S,,,(t), since watermarking makes

relatively minor changesto a signal.

‘So, C"(t) (an estimate of C’ ,(t) given C,(t) and S,,(t)) may be obtained.
Once C"(t) is calculated,it is simply subtracted from C,(t). This yields S',(t) =

C,(t)- C",(t). If the watermark is robust enough, and the estimate good enough,
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then S',(t), which is approximately equalto S,(t), can be processed to extract

the watermark. It is simply a matter of attempting watermark decoding against a

set of likely encoding key candidates.

Note that although a watermark is initially suspected to be presentin the

composite, and the processasifit is, the specifics of the watermark are not

known, and a watermark is never introduced into the calculations, so a
watermark is extracted, it is valid, since it was not introduced by the signal
processing operations.

The usefulness of this type of operation is demonstrated in the following

scenario:

. People are interested in simply proving that their copyrighted sample

was dubbedinto another recording, not the specifics of ownership of the sample

used in the dubbing. So,this implies that only a single, or limited number of

watermark keys would be used to mark samples, and hence, the decode key

candidates are limited, since the same key would be used to encode simple

copyright information which never varies from copy to copy.
There are some problemsto solve to accomplish this sort of processing.

The sampie in question is generally of shorter duration than the composite, and

its amplitude may be different from the original. Analysis techniques could use
a combination of human-assisted alignmentin the time domain, where graphical

frequency analysis can indicate the temporal location of a signal which closely

matchesthat of the original sample. In addition, automatic time warping

algorithms which timealign separate signals, on the assumption they are similar

could also be used to solve temporal problems. Finally, once temporal

alignment is accomplished, automatic amplitude adjustment could be performed

on the original sample to provide an optimal match between the composite

. section containing the sample and the original sample.

It may be desirable to dynamically vary the encoding/decoding algorithm

during the course of encoding/decoding a signal stream with a given watermark.

There are two reasonsfor dynamically varying the encoding/decoding

algorithm.
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Thefirst reasonfor dynamically varying the encoding/decoding algorithm
is that the characteristics of the signal stream may change between onelocality

in the stream and anotherlocality in the stream in a way that significantly

changesthe effects that a given encoding algorithm may have on the

perception of that section of the stream on playback. In other words, one may
want the encoding algorithm, and by implication, the decoding algorithm,to

adapt to changesin the signal stream characteristics that cause relative

changesin the effects of the encoding algorithm, so thatthe encoding process

as a whole causes fewerartifacts, while maintaining a certain level of security

or encoding a given amount of information.
The second reason for dynamically varying the encoding/decoding

algorithm is simply to make moredifficult attempts at decoding watermarks

without keys. It is obviously a more difficult job to attempt such attacksif the

encoding algorithm has been varied. This would require the attacker to guess

the correct order in which to use various decoding algorithms.

In addition, other reasons for varying the encoding/decoding algorithms

mayarise in the future.

Two methods for varying of the encoding/decoding algorithms according

to embodiments of the present invention are described herein. Thefirst method

correspondedto adaptation to changing signal characteristics. This method

requires a continuous analysis of the sample windows comprising the signal

stream as passedto the framework. Based on these characteristics, which are

mathematically well-defined functions of the sample stream (such as RMS .
energy, RMS/peakratio, RMS difference between samples - which could reflect
a measure of distortion), anew CODEC module, from amongalist of pre-

defined CODECs,and the algorithms implemented in them, can be applied to

the window in question. For the purposeofthis discussion, windows are

assumed to be equivalent to frames. And,in a frame-based system,this is a

straightforward application of the architecture to provide automated variance of

algorithms to encode and decode a single watermark.
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The second method for varying of the encoding/decoding algorithms

correspondsto increased security. This methodis easier, since it does not
require the relatively computationally-expensive process of further analyzing

the samplesin a frame passed to the Framework. In this method, the
Framework selects a new CODEC,from amonga list of pre-defined CODECs,

to which to pass the sample frame as a function of the pseudo-random key
employed to encode/decode the watermark. Again,this is a straightforward

application of framework architecture which provides automated variance of

- algorithms to encode and decode a single watermark versuslimitations evident

in the analysis of a single random noise signal inserted over the entire content

signal as proposed by Digimarc, NEC, Thorn EMi and !BM under the general

guise of spread spectrum, embeddedsignalling schemes.

it is important to note that the modular framework architecture, in which

various modules including CODECsare linked to keys, provides a basic method

by which the user can manually accomplish such algorithmic variations for

independent watermarks. The main difference detailed aboveis that an

automated method to accomplish this can be used within single watermarks.

Automated analysis of composited copyrighted material offers obvious
advantages over subjective “human listening” and “human viewing” methods

currently used in copyright infringement cases pursuedin the courts.
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WhatIsClaimedIs:

1. Amethod for amplitude independent encoding of digital watermark |

information in a signal, comprising stepsof:

determining in said signai a sample window having a minimum and a

maximum;

determining a quantization interval of said sample window, where said

quantitization interval can be used to quantize normalized window samples;

normalizing the sample window to provide normalized samples, where

normalized samples conform to a limited range of values, proportionalto real

sample values, and comprise a representation of the real sampie values with a

resolution higher than the real range of values, and where the normalized

' values can be divided by the quantization interval into distinct quantization

levels:

analyzing the normalized samples to determine quantization levels;

comparing the messagebits to the corresponding quantization level

information from the analyzing step; _

whena bit conflicts with the quantization level, adjusting the quantization

level of said sample window to correspond to the messagebit; and

de-normalizing the analyzed normalized samples.

2. . The method according to claim 1, wherein watermark signal

characteristics or a watermark certificate can be compressed.

3. A method for amplitude independent decoding of digital watermark

information in a signal comprising stepsof.

determining in said signal a sample window having a minimum and a

maximum; ,

determining a quantization interval of said sample.window, where said

quantitization interval can be used to quantize normalized window samples;
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normalizing the sample window to provide samples, where normalized

samples conform to a limited range of values, proportional to real sample

values, and comprise a representation of the real sample values with a

resolution higher than the real range of values, and where the normalized

values can be divided by the quantization interval into distinct quantization

levels; and ,

analyzing the quantization level of said samples to determine a message

bit value.

4. The method according to claim 3, wherein watermark signal
characteristics or a watermarkcertificate can be compressed.

5. A method of encoding and decoding watermarksin a signal,

comprising insertion and detection of abstract signal features in said signal to

carry watermarkinformation, wherein said abstract signal features are

mathematical functions of the input sample window, and by extension, adjacent

‘sample windows.

6. A method of pre-analyzing a digital signal for encoding digital

watermarks using a digitalfilter comprising determining what changesin the

digital signai will be affected by the digitalfilter.

7. The method according to claim 6, further comprising a step of

_ encoding watermarks so asto either avoid frequency or time delimited areas of
the signal which will be changedbythedigitalfilter, or ensure that the

watermark will survive the changes instroducedbythe digitalfilter. _

8. A method of error coding watermark messagecertificates using

cross interleaved codes which use error codes of high redundancy,including

codes with Hamming distancesof greater than or equal to n, wherein is a

numberof bits in a message biock.

35

DISH-Blue Spike-602

Exhibit 1006, Page 0765



DISH-Blue Spike-602
Exhibit 1006, Page 0766

WO 98/02864 , PCT/US97/11455

9, A method of pre-processing a watermark messagecertificatehw

comprising determining an exact length of the watermark messageasit will be

3 encoded.

1 10. The method according to claim 9, further comprising a step of

2 generating a watermark key which will provide at least one uniquebit for each

3 bit comprising the watermark message.

1 11. Amethod of generating watermark pseudo-random keybits using

2  anon-linear generator.

1 12. Amethod of generating watermark pseudo-random keybits using

_2  achaotic generator.

1 13. Amethod of mapping pseudo-random key andprocessing state

2 information to effect an encode / decode map using a non-linear generator.

1 14. Amethod of mapping pseudo-random key andprocessing state

2 information to effect an encode / decode map using a chaotic generator.

1 45. Amethod of guaranteeing watermark certificate uniqueness

2 comprising attaching a timestampor useridentification dependent hash or

message digest of watermark certificate data to the certificate.

1 16. Amethod of generating and modulating a local noise signal to
contain watermark information, wherein the noise signal is a function of at

3 least one variable which depends on key and processingstate information.

36

DISH-Blue Spike-602

Exhibit 1006, Page 0766



DISH-Blue Spike-602
Exhibit 1006, Page 0767

WO 98/02864 PCT/US97/11455

&WwWNFF>-WNYFHre|WNNw
bvwN

17. Amethod of dithering watermark quantizations such that the

dither changes an absolute quantization value, but does not change a

quantization level or information carried in the quantization.

18. Amethod of encoding watermarks comprising steps of:

inverting at least one instance of the watermark bit stream; and

encoding at least one instance of the watermark using said inverted

instance of the watermarkbit stream.

19. Amethod of decoding watermarks comprising stepsof:

considering an original watermark synchronization marker, an inverted

watermark synchronization marker, and inverted watermarks; and

decoding based on the considering step.

20. Amethod of encoding and decoding watermarksin a signal

using a spread spectrum technique to encode or decode whereinformationis

encoded or decodedat audible levels and the encoding and decoding
methods are pseudo-random overfrequency.

21. Amethod of encoding and decoding watermarksin a signal

using a spread spectrum technique to encode or decode where information is

encoded or decoded at audible levels and the encoding and decoding
methods are pseudo-random overtime.

22. The method of claim 21, wherein the information is encoded or

decoded at audible levels and the encoding and decoding methods are

pseudo-random, over both frequency and time.

23. Amethod of analyzing composite digitized signals for

watermarks comprising stepsof:
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obtaining a composite signal:

obtaining an unwatermarked sample signal;

time aligning the unwatermarked sample signalto the

composite signal;

gain adjusting the time aligned unwatermarked sample signal!to

a corresponding segmentof the composite signal, determined in the

time aligning step:

estimating a pre-composite signal using the composite signal

and the gain adjusted unwatermarked sample signal;

estimating a watermarked sample signal by subtracting the

estimated pre-composite signal from the composite signal; and

scanning the estimated watermarked sample signalfor
watermarks.

24. Amethod for varying watermark encode/decodealgorithms

automatically during the encoding or decoding of a watermark comprising

steps of:

a) assigning a list of desired CODECstoalistof corresponding
signal characteristics which indicate use of particular CODECs;

b) during encoding/decoding, analyzing characteristics of the

current sample framein the signa! stream, prior to delivering the frame to a

CODEC;

c) looking up the corresponding CODECfrom thelist of CODECs
in step (a) which matches the observed signal characteristics from step (b);

d) loading and/or preparing the desired CODEC;

e) passing the sample frame to the CODECselectedin step(c);

and

f) receiving the output samples from step (e).

25. The method according to claim 24, wherein watermark signal

characteristics or a watermarkcertificate can be compressed.
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26. Amethod for varying watermark encode/decode algorithms

automatically during the encoding or decoding of a watermark comprising

steps of:

a) assigning a list of desired CODECstoalist of index values

which correspond to values computed as a function of the pseudo-random

watermark key and thestate of the processing framework;

b) during encoding/decading, computing the pseudo-random key

index value for the current sample frame in the signal stream, prior to
delivering the frametoaCODEC;

c) looking up the corresponding CODECfrom thelist of CODECs

in step (a) which matches the index value from step (b);

d) loading and/or preparing the desired CODEC;

@) passing the sample frame to the CODECselectedin step (c);

and

f) receiving the output samples from step (e).

27. The method according to claim 26, wherein watermark signal

characteristics or a watermark certificate can be compressed. .
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MULTIPLE TRANSFORM UTILIZATION AND APPLICATIONS
FOR SECURE DIGITAL WATERMARKING

BACKGROUND

The inventionrelates to the protection ofdigital information. More particularly,

- the invention relates to multiple transform utilization and applications for secure digital

watermarking.

-Refe icatio:

This application claims the benefit of U.S. patent application Serial No.

08/587,943, filed January 17, 1996, entitled “Method for Stega-Cipher Protection of

Computer Code,”the entire disclosure of which is hereby incorporated by reference.

DescriptionoftheBackground

Increasingly, commercially valuable information is being created and stored in

“digital” form. For example, music, photographs and video can all be stored and

transmitted as a series of numbers, such as1's and 0's. Digital techniques let the
original information be recreated in a very accurate manner. Unfortunately,digital

techniques also let the information be easily copied without the owner’s permission.
Digital watermarks exist at aconvergence point where creators and publishers

of digitized multimedia content demandlocal, secure identification and authentication

of content. Because piracy discourages the distribution of valuable digital information,

establishing responsibility for copies and derivative copies of such worksis important.

Thegoal ofa digital watermark system is to insert a given information signal or signals
in such a manner as to leavelittle or no artifacts, with one standard being perceptibility,

in the underlying content signal, while maximizing its encoding level and “location

sensitivity” in the signal to force damage to the content signal when removal is
attempted. In considering the various formsofmultimedia content, whether “master,”

stereo, National Television Standards Committee (NTSC) video, audio tape or compact
disc, tolerance of quality will vary with individuals and affect the underlying

commercial and aesthetic value of the content. It is desirable to tie copyrights,
ownership rights, purchaser information or some combination of these and related data

into the content in such a mannerthat the content undergoes damage, and therefore
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reduction of its value, with subsequent unauthorized distribution, commercial or

otherwise. Digital watermarks address many of these concerns and research in the field
has providedarich basis for extremely robust and secure implementations.

Ofparticular concern is the balance betweenthe value ofa digitized “piece” of

content and the cost ofproviding worthwhile “protection” of that content. In a parallel

to real world economic behavior, the perceived security of a commercial bank does not

cause people to immediately deposit cash because of the expense and time requiredto

perform a bank deposit. For most individuals, possession of a US$100 bill does not

require any protection beyondputtingit into awallet. The existence of the World Wide

Web, or “Web,” does not implicitly indicate that value has been created .for media

which can be digitized, such as audio,still images and other media. The Webis simply

a medium for information exchange, not a determinant for the commercial value of

content. The Web’s use to exchange media does, however, provide information that

helps determine this value, which is why responsibility over digitized content is
desirable. Note that digital watermarksare a tool in this process, but they no not replace

other mechanismsfor establishing more public issues ofownership, such as copyrights.

Digital watermarks, for example, do not replace the “historical average”approach to

value content. That is, a market of individuals willing to make a purchase based solely

on the perceived valueofthe content. By way ofexample, a picture distributed over the
Internet, or any other electronic exchange, does not necessarily increase the underlying

value of the picture, but the opportunity to reach a greater audience by this form of

“broadcast” may be a desirable mechanism to create “potentially” greater market-based

valuations. That decision rests solely with the rights holder in question.

Indeed, in many cases, depending on the time value of the content, value may

actually be reduced if access is not properly controlled. With a magazine sold on a

monthly basis,it is difficult to assess the value of pictures in the magazine beyondthe

time the magazine is sold. Compact disc valuations similarly have time-based

variables, as well as tangible variables such as packaging versus the package-less

electronic exchange ofthedigitized audio signals. The Internet only provides a means

to more quickly reach consumers and does not replace the otherwise “market-based”
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value. Digital watermarks, properly implemented, add a necessary layer of ownership

determination which will greatly assist in determining and assessing value when they

are “provably secure.” The present invention improves digital watermarking technology

while offering a means to properly “tamper proof” digitized content in a manner

analogous to methodsforestablishing authenticity of real world goods.

A general weakness in digital watermark technology relates directly to the way
watermarks are implemented. Too many approachesleave detection and decode control

with the implementing party ofthe digital watermark, not the creator of the work to be
protected. This fundamental aspect ofvarious watermark technologies removes proper

economic incentives for improvement ofthe technology whenthird parties successfully

exploit the implementation. One specific form of exploitation obscures subsequent
watermark detection. Others regard successful over encoding using the same

watermarking process at a subsequenttime.

A set of secure digital watermark implementations address this fundamental

control issue, forming the basis of“key-based” approaches. These are covered by the

following patents and pendingapplications, the entire disclosures of which are hereby

incorporated by reference: US Patent No. 5,613, 004 entitled “Steganographic Method

and Device”andits derivative US patent application Serial No. 08/775,216, US patent

application Serial No. 08/587,944 entitled “Human Assisted Random Key Generation

and Application for Digital Watermark System,” US Patent Application Serial No.

08/587,943 entitled “Method for Stega-Cipher Protection of Computer Code,” US

patent application Serial No. 08/677,435 entitled “Optimization Methods for the

Insertion, Protection, and Detection ofDigital Watermarks in Digitized Data,” and US

- Patent Application Serial No. 08/772,222 entitled “Z-Transform Implementation of

Digital Watermarks.” Public key crypto-systems are described in US Patents No.

4,200,770, 4,218,582, 4,405,829 and 4,424,414,the entire disclosures ofwhich are also

hereby incorporated by reference.
By wayof improving these digital watermark security methods, utilization of

multiple transforms, manipulation ofsignal characteristics and the requisite relationship

to the mask set or “key” used for encoding and decoding operations are envisioned, as
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are optimized combinations of these methods. While encoding a watermark may

ultimately differ only slightly in terms ofthe transforms used in the encoding algorithm,

the greater issues of an open, distributed architecture requires more robust approaches

to survive attempts at erasure, or even means for making detection of the watermark

impossible. These “attacks,” when computationally compared, may be diametrically

related. For instance, cropping andscaling differ in signal processing orientation, and

can result in the weakening of a particular watermarking approach but notall

watermarking approaches.

Currently available approaches that encodeusing either a block-based orentire

data set transform necessarily encode data in either the spatial or frequency domains,
but never both domains. A simultaneous crop and scale affects the spatial and

frequency domains enough to obscure most available watermark systems. Theability

to survive multiple manipulations is an obvious benefit to those seeking to ensure the
security oftheir watermarked media. The present invention seeks to improve on key- —

based approaches to watermarking previously disclosed, while offering greater control

ofthe subsequently watermarked content to rights owners and content creators.

Many currently available still image watermarking applications are

fundamentally different from the key-based implementations. Such products include

products offered by Digimarc and Signum, which seek to provide a robust watermark
by encoding watermark messagesthat rely entirely on comparisons with the original
image for decode operations. The subsequentresult ofthe transform, a discrete cosine
transform performed in blocks,is digital signed. The embedded watermarks lack any

relationship to the perceptual qualities of the image, making inverse application of the

publicly available decoders a very goodfirst line of attack. Similarly, the encoding

process maybe applied by third parties, as demonstrated by somerobustness tests, using

one processto encode over the result of an image watermarked with another process.

Nonrepudiation of the watermarkis not possible, because Digimare and Signum act as

- the repository of all registrations of the image's ownership.

Another line of attack is a low pass filter that removes some of the high

frequency noise that has been added, makingerror-free detection difficult or impossible.
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Finally, many tests ofa simple JPEG transform indicate the watermarks maynotsurvive
as JPEG is based on the sametransforms as the encoding transforms used by the

watermarking process. Other notable implementations, such as that offered by Signafy
(developed by NEC researchers), appear to encode watermark messages by performing

a transform ofthe entire image. The goal ofthis process is to more consistently identify
“candidate” watermark bits or regions ofthe image to encodein perceptually significant

regions ofthe signal. Even so, Signafy relies on the original unwatermarked image to
accomplish decoding.

All of these methodsstill rely on the original unwatermarked image to ensure

relatively error-free detection ofthe watermarks. The steganographic method seeks to

provide watermark security without an original unwatermarked copy of the mediafor

decode operations, as well as providing users cryptographic security with ciphered

symmetric keys. That is, the same key is used for encode and decode operations.

Publickey pairs, where each userhas a public/private key pair to perform asymmetric

encode and decodeoperations, can also be used. Discussions of public key encryption

andthe benefits related to encryption are well documented. The growing availability

ofa public keyinfrastructure also indicates recognition ofprovable security. With such

key-based implementations of watermarking, security can be off-loaded to the key,

providing for a layered approach to security and authentication of the watermark

message as well as the watermarked content.

It is known thatattacks on the survivability ofother implementationsare readily
available. Interesting network-based attacks on the watermark message arealso known
which fool the central registration serverinto assuming an image is owned by someone

-other than the registered owner. This also substantiates the concern that centralized

watermarking technologies arenot robust enough to provide proper assurances as to the

ownership of a given digitized copy of an multimedia work.

Because the computational requirements ofperforming multiple transforms may

not be prohibitive for certain media types, such as still images and audio, the present
invention seeks to provide a means to securely watermark media without the need for

an original unwatermarked copy to perform decoding. These transforms may. be
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performed ina mannernot plainly evident to observers or the owner ofthe content, who
may assume the watermarkis still detectable. Additionally, where a particular media

type is commonly compressed (JPEG, MPEG,etc.), multiple transforms may be used

to properly set the mask sets, prior to the watermarking process, to alert a user to

survivability prior to the release of a watermarked,and thus perceived,“safe” copy to

unknown parties. The result of the present invention is a morerealistic approach to

watermarking taking the media type, as well as the provable security of the keys into

consideration. A more trusted model for electronic commerceis therefore possible.

Thecreation ofan optimized “envelope”for insertion ofwatermarksto establish

secured responsibility for digitally-sampled content provides the basis of much

watermark security but is also a complementary goal of the present invention. The

predetermined or random key that is generated is not only an essential map to accessthe
hidden information signal, butis also the a subset ofthe original signal making direct

comparisons with the original signal unnecessary. This increases the overall security
of the digital watermark. —

Survival of simultaneous cropping and scalingis a difficult task with image and

audio watermarking, where such transformations are common with the inadvertent use
of images and audio, and with intentional attacks on the watermark. The corresponding

effects in audio are far more obvious, although watermarks which are strictly

“frequency-based,” such as variations of spread spectrum, suffer from alignmentissues

in audio samples which have been “cropped,”or clipped from the original length ofthe
piece. Scaling is far more noticeable to the human auditory system, though slight

changes may affect frequency-only-type watermarks while not being apparent to a
consumer. The far greater threat to available audio watermark applications, most of

whichare variations of frequency-based embeddedsignaling, are generally time-based

. transformations, including time-based compression and expansionof the audiosignal.

Signafy is an example of spread spectrum-based watermarking, as are applications by

Solana Technology, CRL, BBN, MIT, etc. “Spatial domain” approaches are more

appropriate designations for the technologies deployed by Digimarc, Signum, ARIS,

Arbitron, etc. Interestingly, a time-based approached when considered for imagesis
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basically a “spatial-based” approach. The pixels are “convolutional.” The difference

being that the “spread spectrum-ed” area of the frequenciesis “too” well-defined and
thus susceptible to over-encoding of random noise at the same sub-bandsas thatofthe

embeddedsignal.

Giovanni uses a block-based approach for the actual watermark. However,it

is accompanied by image-recognition capable ofrestoring a scaled imageto its original

scale. This “de-scaling” is applied before the image is decoded. Other systems used a

“differencing”of the original image with the watermarked image to “de-scale.” It is

clear that de-scaling is inherently importantto the survival of any image, audio or video

watermark. Whatis not clear is that the differencing operation is acceptable from a

security standpoint. Moreover, differencing that must be carried out by the

watermarking “authority,”instead ofthe user or creator of the image, causes the rights

ownerto lose control over the original unwatermarked content. Aside from utilizing

the mask set within the encoding/decoding key/key pair, the original signal must be

used. The original is necessary to perform detection and decoding,although with the

attacks described above it is not possible to clearly establish ownership over the

watermarked content.

In view ofthe foregoing,it can be appreciated that a substantial need exists for
multiple transform utilization and applications for secure digital watermarking that

solve the problems discussed above.

The disadvantages of the art are alleviated to a great extent by multiple

transform utilization and applications for secure digital watermarking. In one

" embodiment of the present invention, digital blocks in digital information to be

protected are transformedinto the frequency domain using a fast Fourier transform. A

plurality of frequencies and associated amplitudes are identified for each of the |
transformed digital blocks and a subset of the identified amplitudes is selected for each
ofthe digital blocks using a primary mask from a key. Message information is selected

from a messageusing a transformation table generated with a convolution mask. The
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chosen messageinformation is encoded into each ofthe transformed digital blocks by

altering the selected amplitudes.based on the selected message information.
With these.and other advantages and features of the invention that will become

hereinafter apparent, the nature of the invention may be moreclearly understood by

reference to the following detailed description ofthe invention, the appended claims and

to the several drawings attached herein. |
Brief Description of the Drawings

FIG.1 is a block flow diagram of a method for encoding digital information

according to an embodimentofthe present invention.

FIG.2 is a block flow diagram of a method for descaling digital information

according to an embodimentofthe present invention.

FIG. 3 is a block flow diagram of a method for decoding digital information
according to an embodimentofthe present invention.

Detailed Descrinti |

In accordance with an embodimentofthe present invention, multiple transforms

are used with respect to secure digital watermarking. There are two approachesto
watermarking using frequency-domain or spatial domain transformations: using smal]

blocks or using the entire data-set. For time-based media, such as audio or video,it is

only practical to work in small pieces, since theentire file can be many megabytes in
size. For still images, however, the files are usually much smaller and can be

transformed in a single operation. The two approacheseach havetheir own strengths.

Block-based methodsareresistant to cropping. Cropping is the cutting out or removal

ofportionsofthe signal. Since the data is stored in small pieces, a crop merely means

the loss ofa few pieces. As long as enough blocks remain to decode a single, complete

watermark, the crop does not remove the mark. Block-based systems, however, are

susceptible to scaling. Scaling, such as affine scaling or “shrinking,” leads to a loss of

the high frequencies ofthe signal. If the block size is 32 samples and the data is scaled

by 200%, the relevant data now covers 64 samples. However, the decoderstill thinks

that the data is in 32 samples, and therefore only uses half the space necessary to

properly read the watermark. Whole-set approaches have the opposite behavior. They
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are very goodat surviving scaling, since they approach the data as a whole, and

generally scale the data to a particular size before encoding. Even a small crop,

however, can throw off the alignment of the transform and obscure the watermark.

With the present invention, and by incorporation of previously disclosed
material, it is now possible to authenticate an image or song or video with the encoding

key/key pair, eliminating false positive matches with cryptography and providing for
the communication of a copyright through registration with third party authorities,

instead of the original unwatermarked copy.

The present invention provides an obvious improvementovertheprior art while

improving on previousdisclosures by offsetting coordinate valuesofthe original signal

onto the key, which are then subsequently used to perform decode or detection

operations by the user or authorized “key-holder.” This offsetting is necessary with

content which may have a watermark “payload,” the amount of data that may

successfully be encoded, based on Shannon's noisy channel coding theorem, that

prevents enoughinvisible “‘saturation”ofthe signal with watermark messages to afford

the ownerthe ability to detect a single message. An example,it is entirely possible that
some images may only have enough ofa payload to carry a single 100 bit message,or

12 ASCII characters. In audio implementationstested by the present inventor, 1000 bits

per second are inaudibly encoded in a 16 bit 44.1 kHz audio signal. Most electronically

available images do not have enough data to afford similar “payload” rates. Thus the

premise that simultaneous cropping and scaling survival is more difficult for images

than a comparable commercially available audio or video track. The added security.

benefitis that the morelimited randomizerof a watermarking system based on spread

spectrum or frequency-only applications, the random value of the watermark data

“hopping “over a limited signaling band,is that the key is also an independent source

of ciphered or random data used to more effectively encode in a random manner. The
key may actually have random values larger than the watermark messageitself,

measuredin bits. The watermark decoderis assured that the imageisin its original
scale, and can decide whetherit has been cropped based onits “de-scaled” dimensions.
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The benefits ofa system requiring keys for watermarking content and validating

the distribution of said content is obvious. Different keys may be used to encode

different information while secure one way hash functions, digital signatures, or even

one-time pads maybeincorporated in the key to secure the embedded signal and afford

nonrepudiation and validation of the watermarked image and “its” key/key pair.

Subsequently, these same keys may be used to later validate the embedded digital

signature only, or fully decode the digital watermark message. Publishers can easily

stipulate that content not only be digitally watermarked,but that distributors must check

the validity ofthe watermarks by performing digital signature checks with keys that lack

any other functionality.

Somediscussion of secure digital watermarking has begun to appear. Leighton

describes a means to prevent collusion attacks in digital watermarks in US Patent No.

5,664,018. Leighton, however, may not actually provide the security described... For

example, in particularly instances where the watermarking technique is linear, the

“insertion envelope” or “watermarking space”is well-defined and thus susceptible to

attacks less sophisticated than collusion by unauthorized parties. Over encoding at the

watermarking encoding level is but one simple attack in such linear implementations.

Another consideration ignored by Leighton is that commercially-valuable content in

many cases may already exist in a unwatermarked form somewhere, easily accessible

to potential pirates, gutting the need for any type of collusive activity. Such examples

as compactdisc or digitally broadcast video abound. Digitally signing the embedded
signal with preprocessing of watermark data is more likely to prevent successful

collusion. Depending on the media to be watermarked, highly granular watermarking

algorithms are far more likely to successfully encode at a level below anything

observable given quantization artifacts, commoninall digitally-sampled media, than

expectations that a baseline watermark has any functionality.
Furthermore, a “baseline” watermark as disclosed is quite subjective. It is

simply described elsewhere in the art as the “perceptually significant” regions of a
signal: so making a watermarking function less linear or inverting the insertion of

watermarks would seem to provide the same benefit without the additional work
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required to create a “baseline” watermark. Indeed, watermarking algorithms should

already be capable ofdefining a target insertion envelope or region without additional

steps. Further, earlier disclosed applications by the present invention's inventor describe

watermarking techniques that can be set to encode fewer bits than the available

watermarking region's “bit-space” or encoding unrelated random noise in addition to

watermark data to confuse possible collusive or other attempts at erasure. The region

of “candidate bits” can be defined by any number of compression schemes or
transformations, and the need to encodeall of the bits is simply unnecessary. What is

evidentis that Leighton does not allow for initial prevention ofattacks on an embedded

watermarkas the contentis visibly or audibly unchanged. Moreover, encodingall of

the bits may actually act as a security weakness to those whocan replicate the regions
with a knowledgeofthe encoding scheme. Again, security mustalso be offset outside

of the actual watermark message to provide a truly robust and secure watermark

implementation.

In contrast, the present invention may be implemented with a variety of

cryptographic protocols to increase both confidence and security in the underlying

system. A predetermined key is described as a set of masks. These masks mayinclude

primary, convolution and message delimiters but may extend into additional domains

suchas digital signatures of the message. In previous disclosures, the functionality of

these masksis defined solely for mapping. Public and private keys may be used as key

pairs to further increase the unlikelinessthat a key may be compromised. Prior to
encoding, the masks described above are generated by a cryptographically secure

random generation process. A block cipher, such as DES, in combination with a

sufficiently random seed value emulates a cryptographically secure random bit

generator. These keys will be saved along with information matching them to the

sample stream in question in a database for use in descrambling and subsequent
detection or decode operation.

These same cryptographic protocols can be combined with embodiments ofthe

present invention in administering streamed content that requires authorized keys to

correctly display or play said streamed content in an unscrambled manner. As with
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digital watermarking, symmetric or asymmetric public key pairs may be used in a

variety of implementations. Additionally, the need for certification authorities to

maintain authentic key-pairs becomes a consideration for greater security beyond

symmetric key implementations, where transmission security is a concern.

Thefollowing describes a sample embodimentof a system that protects digital

information according to the present invention. Referring now in detail to the drawings
wherein like parts are designated by like reference numerals throughout, there is

illustrated in FIG. 1 a block flow diagram of a method for encoding digital information

according to an embodimentof the present invention. An image is processed by

“blocks,” each block being, for example, a 32 x 32 pixel region in a single color
channel. At step 110, each block is transformed into the frequency domain using a

spectral transform or a Fast Fourier Transform (FFT). The largest 32 amplitudes are
identified and a subset ofthese 32 are selected using the primary mask from the key at

steps 120 and 130. One messagebit is then encoded into each blockat steps 140 and

150. The bit is chosen from the message using a transformation table generated using

the convolution mask. If the bit is true, the selected amplitudes arereduced by a user
defined strength fraction. If the bit is false, the amplitudes are unchanged.

Eachofthe selected amplitudes and frequencies are stored in the key. Afterall

of the image has been processed, a diagonalstripe of pixels is saved in the key. This

stripe can, for example,start in the upper left corner and proceed at a 45 degreeangle
through the image. The original dimensionsof the imageare also stored in the key.

FIG.2 is a block flow diagram of a method for descaling digital information

according to an embodimentofthe present invention. When an imageis chosento be

decoded,it first is checked to determineif it has been cropped and/orscaled. If so, the

image is scaled to the original dimensions at step 210. The resulting “stripe,” or
diagonal line ofpixels,is fit against the stripe stored in the key at step 220. If thefit is

better than the previous best fit, the scale is saved at steps 230 and 240. Ifdesired, the

image can be padded with, for example, a single row or columnofzero pixels at step
260 and the process can be repeated to see if the fit improves.
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If a perfectfit is found at step 250, the process concludes. If no perfectfit is

found, the process continues up to a crop “radius” set by the user. For example,if the

crop radius is 4 the image can be padded up to 4 rows and/or 4 columns. The bestfit

is chosen and the imageis restored to its original dimension, with any croppedarea

replaced by zeroes.

Once the in formation has been descaled, it can be decoded according to an

embodimentofthe present invention shown in FIG. 3. Decodingis the inverse process

ofencoding. The decoded amplitudes are compared with the ones stored in the key in

order to determine the position of the encoded bit at steps 310 and 320. The message

is assembled using the reverse transformation table at step 330. At step 340, the

messageis then hashed and the hash is compared with the hash ofthe original message.

The original hash had beenstored in the key during encoding. If the hashes match,the

messageis declared valid and presented to the user at step 350. .
Although various embodiments are specifically illustrated and described

herein, it will be appreciated that modifications and variations of the present

invention are covered by the aboveteachings and within the purviewofthe appended

claims without departing from the spirit and intended scope of the invention.

Moreover, similar operations have been applied to audio and video content for time-

based manipulations of the signal as well as amplitude and pitch operations. The

ability to descale or otherwise quickly determinedifferencing. without use of the

unwatermarked original is inherently important for secure digital watermarking. It

is also necessary to ensure nonrepudiation and third part authentication as digitized

content is exchanged over networks..
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Whatisclaimedis:

1. A method for encoding a messageinto digital information, the digital

information including a plurality of digital blocks, comprising the stepsof:

transforming each ofthe digital blocks into the frequency domain using a
spectral transform;

identifying a plurality of frequencies and associated amplitudes for each of

the transformed digital blocks;

selecting a subset of the identified amplitudes for each of the digital blocks

using a primary mask from a key;

choosing messageinformation from the message using a transformation table

generated with a convolution mask; and

encoding the chosen message information into each of said transformed

digital blocks by altering the selected amplitudes based on the chosen message

information.

2. The method ofclaim | wherein the transforming step comprises:

transformingeachofthe digital blocksinto the frequency domain using a fast

Fourier transform.

3. The methodofclaim 2, wherein the digital information containspixels in

a plurality of color channels forming an image, and each of the digital blocks

representsa pixel region in one of the color channels.

4. The method of claim 1, wherein the digital information contains audio
information.

5. The method of claim 2, wherein said step of identifying comprises:

identifying a predetermined number of amplitudes having the largest values
for eachofthe transformeddigital blocks.

6. The method of claim 2, wherein the chosen message information is a

message bit and wherein said step of encoding comprisesthe step of:

encoding the chosen messagebit into each of said transformed digital blocks

by reducing the selected amplitudes using a strength fraction if the message bit is

true, and not reducing the selected amplitudes if the messagebit is false.
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7, The method ofclaim 6, wherein the strength fraction is user defined.

8. The method ofclaim 2, further comprising the step of storing each of the

selected amplitudes and associated frequencies in the key.
9. The methodofclaim 2, further comprising the step of storing a reference

subsetof the digital information into the key.

10. The method of claim 2, wherein the digital information contains pixels

forming an image, further comprising the steps of:

saving a reference subsetof the pixels in the key; and

storing original dimensionsofthe image in the key.

11. The methodofclaim 1, wherein the digital information contains audio

information, further comprising the steps of:

saving a reference subset of audio information in the key; and

storing original dimensionsofthe audio signal in the key.

12. The method of claim 10, wherein the reference subset ofpixels form a

line of pixels in the image.

13. The method of claim 11, wherein the reference subset of audio

information includes an amplitudesetting. —

14. The method of claim 8, wherein the image is a rectangle and the

reference subset of pixels form a diagonal ofthe rectangle.

15. The method of claim 2, further comprising the step of:

requiring a predetermined key to decode the encoded message information.
16. The method of claim 2, further comprising the step of:

requiring a public key pair to decode the encoded message information.

17. The method of claim 2, further comprising the stepsof:
calculating an original hash value for the message; and

storing the original hash value in the key.

18, A methodfor descaling digital information using a key, comprising the

steps of: ,

determining original dimensionsof the digital information from the key;

scaling the digital information to the original dimensions,
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obtaining a reference subset of information from the key; and

comparing the reference subset with corresponding informationin the scaled

digital information.

19, The method of claim 18 whercin the digital information being descaled

is a digital image andthe step of obtaining a reference subset of information from

the key comprises obtaining a reference subset ofpixels from the key. .

20. The method ofclaim 18 wherein the digital information being descaled

is audio digital information and the step of obtaining a reference subset of

information from the key comprises obtaining a reference subset of audio

information from the key.

21. The method of claim 19, wherein said step of comparing determinesa

first fit value based on the comparison, and wherein the method further comprises

the steps of: .

padding the scaled digital image with an area of pad pixels; and

re-comparing the reference subset of pixels with correspondingpixels in the

padded image to determine a secondfit value.

22. The method of claim 20, whereinthe area ofpad pixels is a row ofsingle

pixels.

23. The method of claim 20, wherein the area of pad pixels is a column of

single pixels.

24. The method ofclaim 20, whereinsaid steps ofpadding and re-comparing
are performeda plurality oftimes.

25. The method ofclaim 20, further comprising the step of choosing a best

fit value among the determined fit values and restoring the digital image to the

original size, including any padpixels associated with the best fit value.

26. A method of extracting a message from encoded digital information

using a predetermined key, comprising the steps of:

decoding the encoded digital information into digital information, including

a plurality of digital blocks, using the predetermined key;
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transforming each ofthe digital blocks into the frequency domain using a

spectral transform;

identifying a plurality of frequencies and associated amplitudes for each of

the transformed digital blocks;

selecting a subset of the identified amplitudes for each of the transformed

digital blocks using a primary mask from the key; |
comparing the selected amplitudes with original amplitudes stored in the

predetermined key to determinethe position of encoded message information; and

assembling the message using the encoded message information and a
reverse transformation table.

27. The method of claim 26 wherein the step of transforming comprises:

transformingeach ofthe digital blocks into the frequency domainusinga fast

Fourier transform.

28. The method of claim 27, further comprising thesteps of:
. calculating a hash value for the assembled message; and

comparing the calculated hash value with an original hash value in the
predetermined key. |

29. A method for descaling a digital signal using a key, comprising the steps

of:

determining original dimensionsofthe digital signal from the key;

scaling the digital signal to the original dimensions;
obtaining a reference signal portion from the key; and

comparing the reference signal portion with a corresponding signal portion

in the scaled signal.

30. A methodfor protecting a digital signal comprising the stepof:

creating a predetermined key comprised ofa transfer function-based maskset

and offset coordinate valuesof the original digital signal; and

encoding the digital signal using the predetermined key.

31. The method of claim 30, wherein the digital signal represents a

continuous analog waveform.
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32. The method of claim 30, wherein the predetermined key comprises a

plurality of mask sets.

33. The method ofclaim 30, wherein the maskset is ciphered by a key pair

comprising a public key and a private key.

5 34. The method of claim 30, further comprisingthe step of:

using a digital watermarking technique to encode information that identifies

ownership, use, or other information about the digital signal, into the digital signal.
35. The method of claim 30, wherein the digital signal represents a still

image, audio or video.

10 36. The method of claim 30, further comprising the stepsof:

selecting the mask set, including one or more masks having random or

__ pseudo-random seriesofbits; and
validating the mask set at the start of the transfer function-based maskset.

37. The method of claim 36, wherein said step of validating comprises the

1S__step of:
comparing a hash value computed at the start of the transfer function-based

mask set with a determined transfer function ofthe hash value.

38. The method of claim 36, wherein said step of validating comprises the

- step of:

20. —_— comparinga digital signature at the start ofthe transfer function-based mask
" set with a determinedtransfer function ofthedigital signature.

39. The method of claim 36, further comprising the step of:

using a digital watermarking technique to embed information that identifies

ownership, use, or other information about the digital signal, into the digital signal;

25 and

. wherein said step of validating is dependent on validation of the embedded
information.

40. The method of claim 30, further comprisingthestep of:
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computing a secure one way hash function ofcarrier signal data in the digital

signal, wherein the hash function is insensitive to changes introduced into the carrier

signal for the purpose of carrying the transfer function-based maskset.
41. A methodfor protecting a digital signal, comprising the stepsof:

5 creating a predetermined key comprised ofa transfer function-based maskset

and offset coordinate values of the original digital signal;

authenticating the predetermined key containing the correct transfer
function-based mask set during playback of the data; and ;

metering the playback of the data to monitor content to determine if the

10 digital signal has been altered.

42. The method of claim 30, wherein the digital signal is a bit stream and

further comprising the steps of:

generating a plurality of masks to be used for encoding, including a random

primary mask, a random convolution mask and a random start of message delimiter; _

15 generating a messagebit stream to be encoded;

loading the messagebit stream, a stega-cipher maptruth table, the primary

mask, the convolution mask and thestart of message delimiter into memory;

initializing the state of a primary mask index, a convolution mask index, and

a message bit index; and

20 setting a message size equal to the total numberofbits in the messagebit

stream.

43. The method of claim 42 whereinthe digital information has a plurality

ofwindows, further comprising the steps of: |

calculating over which windowsin the sample stream the message will be

25 encoded;

“computing a secure one way hash function of the information in the

calculated windows, the hash function generating hash values insensitive to changes

in the samples induced by a stega-cipher; and
encoding the computed hash values in an encoded stream ofdata.
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44. The method of claim 40, wherein said step of selecting comprises the

steps of: .
collecting a seriesofrandom bits derived from keyboard latency intervals in

random typing;

5 processing theinitial series of random bits through an MD5algorithm;
usingtheresults ofthe MDS processingto seed a triple-DESencryption loop;

cycling through the triple-DES encryption loop, extracting the least

significantbit ofeach result after each cycle; and
concatenating the triple-DES output bits into the random seriesofbits.

DISH-Blue Spike-602

Exhibit 1006, Page 0792



DISH-Blue Spike-602
Exhibit 1006, Page 0793

WO 99/52271 PCT/US99/07262

1/3

110 
  

 
Transform Digital
Blocks with FFT

120

 

  
 
 

iD Freq. & Amp.
for Transformed

Digita! Blocks

130

 

 
 
  
 
 

Use Primary Mask from
Key to Select Subsetof

Amplitudes

140

Use Convolution Mask to

Chose Message:
Information

150

 
 

Encode Chasen Message
Information into Transformed Digital

Blocks by Altering Amplitudes ,  
FIG. 1

DISH-Blue Spike-602

Exhibit 1006, Page 0793



DISH-Blue Spike-602
Exhibit 1006, Page 0794

WO 99/52271 / PCT/US99/072622/3

START

 
 

210

 

  
 
 

  
  

 
 

Scale image to
Original Dimensions

220

 Fit Resulting
- Stripe Against
Stripe Stored in

Key

240

 

 
 

 

Best Fit

So Far ?

 
 

Pad Image w/
Single Row or

Columnof Pixels Complete ? 

FIG. 2

DISH-Blue Spike-602

Exhibit 1006, Page 0794



DISH-Blue Spike-602
Exhibit 1006, Page 0795

WO 99/52271 PCT/US99/07262

3/3

START

   
  
  
 
 

310

Decode Digital
Information

320

Compare Decoded
Amplitudes with

Amplitudes in Key

Assemble

Message

— 340

Hashand Compare
with Original

Message

350

Declare Results

to User

FIG. 3

DISH-Blue Spike-602

Exhibit 1006, Page 0795



DISH-Blue Spike-602
Exhibit 1006, Page 0796

INTERNATIONAL SEARCH REPORT   

  
-|Inte onal Application No

PCT/US 99/07262 
 

 
 

 
 4 GLASSIFICATION OF SUBVECT MATTER
tpt 6 HO4N1/32

 
 

  
 
 
  
 
  

 
 

  

According to Intemational Patent Classification (!PC) or to both national classification and IPC
B. FIELDS SEARCHED
Minimum documentation searched (classification system followed by classification symbols)
TPC 6 HO4N HO4L 

Documentation searched other than minimum documentation fo the extent that such documents are includedin the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

 C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category *|Citation of document, with indication, where appropriate,of the relevant passages . Relevant to claim No.

 

  
 

 
 

 
  
  
  

US 5 613 004 A (MOSKOWITZ SCOTT A ET AL) 1,2,
18 March 1997 (1997-03-18) 15-17,

26-28,
30-38, 42 

abstract

column 6, Tine 30 - column 9, line 49
column 16, line 8 - line 64

DELAIGLE J -F ET AL: "DIGITAL
WATERMARKING"

_ PROCEEDINGS OF THE SPIE,
vol. 2659, 1 February 1996 (1996-02-01),
pages 99-110, XP000604065
the whole document

 
  
  
  
  
 

  
  

-/--

[x] Further documents are fisted in the continuation of box C.  x] Patent farnily members are listed in annex.
° Special categories of cited documents:

pee’ tego "T" later document published after the intemationat filing date
“AT document defining the general state of he art which fs not orpriority date and not in conflict with the application but

  

  
  
   

 

considered to be of particular relevance citedtounderstand tho principle or theory underlying the
“E" earlier document but published on orafter the international "X* document of particular relevance: the claimed inventionfiling date , cannot be considered novel or cannot be considered fo

wt document which mayythrowGoubiaonFprioritySlaim(s}or involve an inventive step when the document Is taken alonecited to esi publ of another . “Y" document of particular relevance; the claimed invention
citation or other special reason (as specified) cannot be consideredto involve an inventive step whenthe

“O" document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu-
other means. ments, such combination being obvious toa parson skilled

“P" document publishedprior to the Intemational filing date but in the art.later than the priority date claimed °&" document member of the sams patent family

Date of the actual completion of the international search   
 

Date of mailing of the international search report

12 July 1999

Name and mailing address of the ISA
’ Eurepean Patent Office, PB. 5618 Patentiaan 2

NL - 2280 HV Rijswijk
Tet. (431-70) 340-2040, Tx. 31 651 epo nl,
Fax: (+31-70) 340-3016

21/07/1999
Authorizedofticer
 

  
 

  
 

 
 

 
 
 

Hubeau, R

Form PCTASA/210 (second sheet) (July 1982)

page 1 of 2

DISH-Blue Spike-602

Exhibit 1006, Page 0796



DISH-Blue Spike-602
Exhibit 1006, Page 0797

INTERNATIONAL SEARCH REPORT

  
  

  
  
  
  
  
  
  
  

  
 

 
  
  
  
  
  

  

  
  
  
  

  

Inte onal Application No

PCT/US 99/07262

Citation of document, with indication,where appropriate,of the relevant passages

SCHNEIDER M ET AL: “ROBUST CONTENT BASED
DIGITAL SIGNATURE FOR IMAGE
AUTHENTICATION”
PROCEEDINGS OF THE INTERNATIONAL
CONFERENCE ON IMAGE PROCESSING (IC,
LAUSANNE, SEPT. 16 - 19, 1996,
vol. 3, 16 September 1996 (1996-09-16),
pages 227-230, XP002090178
INSTITUTE OF ELECTRICAL AND ELECTRONICS
ENGINEERSISBN: 0-7803-3259-8
the whole document

  

 ——

COX I dg ET AL: "SECURE SPREAD SPECTRUM
WATERMARKING FOR MULTIMEDIA"
IEEE TRANSACTIONS ON IMAGE PROCESSING,
vol. 6, no. 12,
1 December 1997 (1997-12-01), pages
1673-1686, XP000724633
ISSN: 1057-7149
the whole document

PING WAH WONG: "A Public Key Watermark
for Image Verification and Authentication"
IEEE INTERNATIONAL CONFERENCE ON IMAGE

PROCESSING,
vol. 1, 4 = 7 October 1998, pages
455-459, XP002108799
Los Alamitos, CA, USA
the whote document

Form PCTASA/210 (continuation of second sheet) July 1992)

page 2 of 2

DISH-Blue Spike-602

Exhibit 1006, Page 0797



DISH-Blue Spike-602
Exhibit 1006, Page 0798

 

  
    

INTERNATIONAL SEARCH REPORT: Inte onal Application No
«ntormation on patent family members

PCT/US 99/07262

Patent document Publication Patent family Publication
cited in search report date member(s) date

- US 5613004 A 18-03-1997 EP 0872073 A 21-10-1998
Wo 9642151 A 27-12-1996

US 5687236 A 11-11-1997aeeceeeaceSOaRESGaSeSSENASESESEISSESe

Form PCTASA/210 (patant family annex) (July 1982)

DISH-Blue Spike-602

Exhibit 1006, Page 0798



DISH-Blue Spike-602
Exhibit 1006, Page 0799

~* Your Ref.: 066358.0102JP

Our Ref.: S-1181-1/002365

JAPANESE TRANSLATION OF PCT APPLICATION

«. International Patent Application No.

PCT/US99/07262

Date of International Application:

TITLE OF THE INVENTION

Multiple Transform Utilization and Applications
for Secure. Digital Watermarking _

INVENTOR

SCOTT A. MOSKOWITZ 

APPLICANT

SCOTT A. MOSKOWITZ

YUASAand HARA

DISH-Blue Spike-602

Exhibit 1006, Page 0799



DISH-Blue Spike-602
Exhibit 1006, Page 0800

2fASS

-3R124F10A 2H
ee RE

RES 100089705

Ke (44) tA Kk B

fet A nw 124710R 208

DAFOPERAL ELIE

BG Bae KER S485 HBS FEORR)

| SNH 002365 50001273422 PCT/US99/ 7262

Cho

DISH-Blue Spike-602

Exhibit 1006, Page 0800



DISH-Blue Spike-602
Exhibit 1006, Page 0801

PHBS= 002365

(#4)

(HES)

(2H8)

[CH

(MBORR)

(EES)

(HERO BE4)

(FEB)

VERRIER

(R44)

Cire THERA)

ERTS]

eaparesy.)

UREA)

(HES)

VERE

(H+)

(sesparesc)

(S85)

(EE LIERA]

(B3BS)

(HHL)

[KZMBH)

GEE LEREA

(HBS)

(#4)

PCT/US99/07262

BINGE

002365

ERI2SF10A 2A

ATRER

PCT/US99/07262

rat

FAUASGRAIZOVYMNZ 3160, vt 7s, AY

YR+PRZaA- 16711, FYN- 2505

EAIDA YY, ADYbh+ TF

FAVUASRHFOUIMN3Z3160, vt 7s, AV

YA*7Roa- 16711, FYN— 2505

Aryk+ It: #AID4 yy

100089705

HRRTRARASMOT E2818 SKEW 2

06K APSVANSEERHSEM

tL KR

03-3270-6641

100071124

ot ESE

100076691

fein “FRR 1 242108
B: If

287
2

Proof - 2000/10/02

DISH-Blue Spike-602

Exhibit 1006, Page 0801



DISH-Blue Spike-602
Exhibit 1006, Page 0802

FHA SRI 2H10R 248
BH: 2/ 2‘ ee002365 PCT/US99/07262

[KZ MILA) BSE Ret

USE LEREBA)

BNE) 100075270

(H+)

[KZMLA] MK

UE LIEREEA)

(HIBS) 100096013

($e)

[KZX22h) BH BG

(HE LIEREELA]

(ABS) 100087424

(FE)

[KERE) AR BB
[FRO

(FRSRBS) 051806

Latee) 21, 00079

EHO BSR)

tee) AMSORR 1

(Ee) BOR1
(tee) BMQSORR 1

(FV-7JOBE)

Proof - 2000/10/02

DISH-Blue Spike-602

Exhibit 1006, Page 0802



DISH-Blue Spike-602
Exhibit 1006, Page 0803

PIRE—002365 PCT/US99/07262

[Bae] same |

[ROL] RSRTVSVb LOLYOCAORROMARUWA
[RFR©OHA) oe

(REL) AYR-VEFLHIVPRICRELTSHRCH OT. MER

FV WVWGRILEROTVFI: FOyVeSeAC4, AECBUT,

METLII + Sy POLNENEAN bIVBREAW CABBUERICE

FAT AZATFVTe,

MERANEELII TOyIORNENICHLT, PAOMEK CB

SSRIRLEMBITSAT Te.

MEFLI NW - SOyVOLNENCHLT, RASOBAKVAY EAT.
MECRBS NERBOMDREEBRTSAF TE, |

BAVAVAY AWCHESNEBAT—TIERC. BCA yee

Bry t—-THBERBRAT YTES

REGRETAyP-LARRICBOYCHEERS NERIEBETSC LIc

KOC, MPBIENER y L-VARSMRBRANEFYS Toy 7Ok

NENIGRMETSATYTE,

BRUT LEBMETSHR.

(R2) BOR LRROMMICBWet. MIBAT SAF y Ti

BRI -ULAMEMWC. METLI: Soy YORNENSMRARK

HRICLMTSAF yTREC EEBMLTSHI,
(3ERIR 3) HRIRQHRMOAIKICBVYC,. METLS, RE

URISEMONS—- Fe RVCBUSLYRWVESA, MEFYI - 70

EWA ARR 1 2421087
HB: |

28
/_ 24

YIDCHNECAS, MRA I— + Fr RIVOLORBWSEY CIVBRERT CT

CERALTSAR. -
(MRE 4) MPRA LRMOAEICBOT. MBFSWRI

FHBESU TC LEBMLTSHR
- [FRIR5) BAD IRMOAIKICHWT, AIRESSAT vy Wid.

MABRANEL+ Toy POLNENICALTRADESSME
DROLETSAFy SESOTLEBAETSHIR

Proof - 2000/10/02

DISH-Blue Spike-602

Exhibit 1006, Page 0803



DISH-Blue Spike-602
Exhibit 1006, Page 0804

| MUI RR124210AR 24
BHBS—002365 PCT/US99/07262 B: 2/ 24

(RIG) MPRA 2EMOBRICSOT. MIENRyEDR

LA yR—-Y + Ey hCHO, MEALSSAT Tid,

AED A VE-D + Cy hECH SBAIIRERECHERATE

WERMLAR, AMEX e—-Y- Ey hOBSCHSBAKIAMRRANTEE

ERMPARRVELIChOT, MEINE Ry t—Y + Ey hEMBAEH.

RFVAI MW: TOVIDENENKASETSAT y FESUCLERMLTS

7 -
(PRINT) ERO RARROAIRICBI TC, MADRE—FIckT

WRANSCLEBMLT BHR,
(HSUAS)] APRA EROAMICETt, MERnCST

DARK LOLHENSMBITSAT y TEBKEUCLERMLTS |

Tithe

(UHO) RAMOS. METISIRON

KES MRMICINETSAT y TERED LEBRETOAK,
(ARIA 1 0) MRE AMOMRICBW TC. MTLSRE

URISEDLIVERACED, Hic, |
MILD C1ORMMREMELMMICLITSRF TL,
RELROTOTikeALBICEETBAT TE,
ESUCLLCERALTSAI,| |

(ERT 1 1) APR AOAC. MRSSITOS

AANREAACHO. Bik,

A-F4 FHROMERMDRS SAMPMICTTSATT,

MELA—F4 AHMROMOTREARIESSATU TE,

EEOC LERALTOAR | |
TSH 1 2) PRL ORMOAMIBYT. ED WORMED —
KEVMARIBSET ZIVOREWRTSLLEBALTSATE

(RI 1 3) FRR 1LEMOARICHoOeT. A-F4 THROM

AMMEAREEAU TC LERALTSH,

(HoRH1 4) MRASROARICBO TC. MMRCHD.
Proof - 2000/10/02

DISH-Blue Spike-602

Exhibit 1006, Page 0804



DISH-Blue Spike-602
Exhibit 1006, Page 0805

HA FRI 210A 28PMRS— 002365 PCT/US99/07262 BH: 3/

PUVOMCRERDRSLMAVOMAREBRSSCLERACTSAK

(HER 1 5) BPR 2 AOAIRICBeT,
FATE OBAELTHES TUE R y V-VMEMET SC LEBRTORF

y PEBKSUTLERBLTSH.

(R16) MVD EMOARICBOT,
ANBAROMOMECELA Te Xv L-VAMERSLTSCEEBRTSA

Fy TRRCSUCLERELTODE.
(PRIR1 7) «BPR 2 EMROARICBWT,

AIZD Ay VL-VIIMTSTONY ValeHETSAT VTE,

AELILO/\y VY ahSAARIITSAT YT,

EBISU CLERALTSR.

(PR 1 8) HEMCCSMRETATULYTSHRCH OT,
METLF IAGRROTOTKEAED SRETSZAZTVTE,

ATLYVREBELILOSIRIAT-ULATSZATFVTE,

MOwMMnRaEReORESS Rey Te.
ACREIRES SAMEERA YVANFYF IVPRICBU SHOT SIF

wipessary Te,
REUTLERALT SAK.

[R19] MR SHLRMOMRICBOT, FAT-UYSansa

FLTVAPRITLT VEATCH 0. MIRED 5HEROESEET

DAT Yy TisAED 5 UF VIVORERPRAERETSAT yFeREOTE

EBMLTSHR. |
(#oRIH 20) RTA 1 SHMOAIICBWT. FAT—V VISNSRI

FLREAHTA FLT IVETS 0. ABBESRORIERBSD

BSEWMETS AT y TIMER SAT1 THRORERDHEO ERTS

RF y TESTE LEBMLTBHI |
(HORIA2 1) HRA OFMOAIRICBW TC. MCRTSAT Tid

IRCHERRICAESoTH 1 OBST SWEREL, COBRA Hl

Proof - 2000/10/02

=mm

=

DISH-Blue Spike-602

Exhibit 1006, Page 0805



DISH-Blue Spike-602
Exhibit 1006, Page 0806

ia)

PIES— 002365 Peryusgs/onnee”
AMELAT—U YIP ENEFYI IVBRENY Bs EDRIOLYT ERT

FAVAITSZRAZFIVTE,

EP LIVOMMBRERIESERENT1 VPANKHRICBUSHMTSE

YeVERELRLTH 2OMSTSHERETSAT YTS,

SSNCLEBMLTSHIR. |

(321922) HpRIR2 OMMOAIKICHYT. Nv B+ EY RIOR

LUI, B-OLILRNVOU—CHDTLEERBALTSAR,

(R23) APR 2 ORMOAHRICBWT. Ny B+ EDeon

TUT, B-OEYENOAPATHASCEEBALTSHE

[HRH2 4) BRA 2 OMMOABIBWT. MINTY YYRUBE
LTSAT y TRBRARTENSCLERMLTSHE,

[HRI 2 5) MVH2 ORMOAKICHIWC. MEREANEMATS

(OPTRAOMSTSEER, METOT EREROUVTACHEL, af

CURR OMST SELBETSERONY B+ EP RVESDATY TEBE

HOLEBRLTSH |
(HRA 2 6) EOECHELANSYSVRSXE

VETSARCH OT, .

MEMEOREM IC. MRAMLENRELDVREOTLT) + 7
Dy ZeSOFLS AGRIZLESETSAT YT Ee, .

AAD bVEREBITC. HEFLII) Soy 7OSNENSABI

KRMARZTry Tk,

ACEMA NEFLSI TOyIOENENIHLT, BAOMBRAE Bo

SSRmBL SMTSAT YT,

MELE5OMATADEAWC, MRBRENKFLH I+ JoyyoOeN
SHIHTC. MELTSNEROMIRSEBRTSAF TL,

ATECHEIR S217HRI CATEPEORICANETOLELL. HL

SHEA Y V-VHROMBERETSAF YTS.

MEMES NEA y ODNCRBSTILER. MRA

YRIUYIVTSAF ITE,

SER1 24108 20
B: 4/ 24

Proof - 2000/10/02

DISH-Blue Spike-602

Exhibit 1006, Page 0806



DISH-Blue Spike-602
Exhibit 1006, Page 0807

WA FRI 2F1O0R 28
BMPBS=002365 PCT/US99/07262 HB: 5/ 24

BEUTLER LTSHE.

SRA 27) MRA OMMOBUICBWC. MRBRTSAT y Tid

GAT —VCBMEMWT. MFR + Joy DOLHENSRA

CERTSAF y SESUCCEBALTSH,

(RIB 2 8) FRITZ 7RMOAIKICHWT,

HAT CLIVERR-VINTSyAEBSSAF OTE,

CaS TIEN y YaleMACEORO ROMOYY2HLRTSA
FITE,

SEISUCLAERALCTSAE,

(RI 29) BARCFVIVESEFAT—ULYITSSRETCHO

==m! = oi

=mat

yy

as
cuNOGA S MEFISVEROROTRERETOAT 9 TE,

SBTyVESEMRROTEICRTULITSAFYTE,
SDSMBEETSATTE,

AMESSMDSALATU YD PANASICHUSWHTSABA E

eTSAF YT,

ERVCLEMMLTSH.

[RES 0) FYHNVEBERBSSHCH OT.

(BBBA-ROVAY ey KEROFYHVEBOATLy BRIBED
SHRENSMEOMEERTSATY TE,

MRTLY LESSAMEOBERCHRDSATU TE,

SSVCLEHALTSAM

(R31) BVH 3 OMMOARICBWT. METISESS

WRT FOPRBERT CEERRLTSRR.

[SGN 32) MRS ORMMOAKICSOT. MMEORRMROY

AD-vyvbhReoCLLERALTSAR,

[GERI 3 3) MUS OMMOARICBYC. MEV AD ey be

NEAR CBBLSURORICLO THELENST LEMETSHR

Proof - 2000/10/02

+

DISH-Blue Spike-602

Exhibit 1006, Page 0807



DISH-Blue Spike-602
Exhibit 1006, Page 0808

fH SERR124E10R 2H
BMBS— 002365 PCT/US99/07262 B: 6/ 24

[FHS 4) PRS 0 FMROARICBWT.

FIPVED LEEDCMETYFIRSTSHAS, SANE

DAO WR EREISSASHESLS VESORICHSLTSAT y TERI

SUT LERRLTSHR.

MR 35) MPVAS ORMMOAKIBWY CC. MRTLFSILL

BR. AF ARIETFALKITCLERALTSA. .

[HUH 3 6) SPR 3 0 FMOMHICBOT.

5 UFLIEWVYRIS—HO Ky bERTS 1 ORBMROVAVES

UVAY + ty hEBRTSAFYTE,

MEV AD Cy he. MEREMRA-—AOVAD sey hOMMICBOT
BBMETSAF ITE,

SHCSOUCLERALTSAR, |

[R37] PRIS 6HMOAKICBOT. MIAMLTSAT YT
it. : | |

AED-AOVAY + vy hOMMICBWTHREE y vat
MED y Ya OMEOREM LRTSAF y TEEOCLERMLTSA

tk |

(RAS 8) MRA ORMOARKBIYC. MRBMMLTSATF YT

tah, ;

MIEBRN-AOVAY > ty hOBMKCBUSFLF VER EMETY

¥VEROMEOREM CHET SAF y TESOL LEBBMLTSHE.

[#3 9) HRS 6 AROARicBWc,

F249Vr UBMED WY CHEFSVESTSFIS, HATH
DAOMREMETSAMENESS VESOPCEOADAT Y TEBE

Fh,

AEARUMET SAT y Wid, MELDENEAROAMLICKETSTILE

BLTSAK

(HH 40) R30 ROAIRICBWT.

MEFY SF BBICBYCH UTEBSOKABE9YaE
Proof - 2000/10/02

DISH-Blue Spike-602

Exhibit 1006, Page 0808



DISH-Blue Spike-602
Exhibit 1006, Page 0809

PURE= 002365 PCT/US99/07962
HESAZRTyTSEBKSATCHO. MHR\y Va, BCR-A

DVAY ey ERTSAWCHEE y UTESOPCBASNEBILER

MILIEU ERBAETSA.

(HR 41) FUPMESERETOTIKTH OT.

GRBIRN—ROVRI + ey KEXOFLIVBOAT EY hBRBET

MRANEMEDREERT SAT y Te,

ELUREBRA-AOVAY + ey hESOAMMEOREMILTOF

AORICRETSAT Te,

MTF OBEEMELTILTVEELIL, Bi

SHEDESPEMBTSATFITE,

EEOC LEBMETSAI,
(R42) PRES OMMOAKICBOT. METI IMESILE y

he ARV-ACHO, COARI. Bi,

BULOROKAM SN, SYPDBAVAYL, FYILBARAVAIE

AVRHY  FUSIOSYILAMLESZUEROVAY CRESTSAT Y

Te,
MPALENSAYVE-D Ev bh + AKVU-LERETSATF VTE,

afeXve—V + Ev bh: ARU-LL, AFH PII Vy SRE

Te, WRAYAY L, MEBRAATADE. AVR—-Y > FVRIO;’N

SOIL BREVICO-EGSRFVTE,

BAYAY- TYFIRE, BAARVAY A VFVRAE, AVe-Y

yh eT VFVALEORBEMMLTSAT YT E,

AMEX Ye—-Y + Ey bh APV-AKBISSE Y bRLSLS SLI
AYR-Y + GT REMETSAT YT,

Suc ceReLTo 7
(PRIN 4 3) HR 2HMOARICBW TC. METLHRIK

OYA VEVERLTRO, TOARI. Bl. a,
BUTI APU -AIBUS EDI Y EIDETHEES yEDA

ENSDEHETSAF YTS,

CTVVESMASau

WA a1 210A
B: 7/

24H
24

Proof - 2000/10/02

DISH-Blue Spike-602

Exhibit 1006, Page 0809



DISH-Blue Spike-602
Exhibit 1006, Page 0810

os fA FRI 210A 28
BHBS—002365 PCT/US99/07262 BH: 8/ 24

AERATED 4 VY EDICBUSWRORSEHAy Ya BRET
ZAFVTICHOTC, Wy VABRATH vt zrikothansat

UTVIC BYSLEBA LR) 9Y aBERETS. AFIVTE,

— FHP ORRMESNIEA RU HAIBYSAHASNE y YaBER

ToZAFVT,

eEUTLERBLTSAI.

SRI4) ABR 4 OMEOAUICBYT.MBBRTSATTt

SUVIL+ FA EVIICBUSERB LAFBonk—-E
DIVFhD-EvbeMETSATF VITAE,

MHO-BOSUIL+ Cy hEMD 5 PIVAVLLEPULTUBTSAFY|
Fe, .

aIHEMD UBOPREMUT, KU TIVDE SHALLTSERL. BOT
YWVOEDENENOBRORPILE y LERMWT SAT Y TE, .

aig KU PUUD ESHA Ey KES YIAR-BOE y KOMISAT

yk, .
EEOC LERMLTSHE.

(3888 OFFM 7sLAA)

(0001)

(HORTSRD)

ARAL, FLPIGHORBICHTS. BIRL< id. BRAM, KART

DIVED LOK DORRORROFMARUGAICHTS.

(0002)

(RMR.OAS)

ASEONS, 199 61 A17 BICHBRS TOKEREMEER O 8/5 8 7,
943"Method for Stega-Cipher Protection of Computer Code” IZHOVWT

SAMEERLTAS, CORHSHMROMROTATE. BHMICSY THE
AAS 4.

(0003).

Proof - 2000/10/02

DISH-Blue Spike-602

Exhibit 1006, Page 0810



DISH-Blue Spike-602
Exhibit 1006, Page 0811

®HBS—002365 PCT/US99/07262

(REROBKA) |

 PRAUICMOS SHA FLT) WRCHESNMMENS CT cae
LtWS, Wil. FR SARUMROTTM, 1RUOREO—-HBORE

LCHIE NEKRENSCEMMECHS. FUFIWVARMHICKSL. HORE

JEM ICTERICBETSCLMCES. LOL. REECE, FYSIARTIZK

Sk, EOMBEOHMEBST LBS, HREABKIE-TFSOCLSTES
DCHS. .

(0004)

FUVSVBL BEB, digital watermark) tl, FYIIWbANKY

WFAA Y - IYTyvORMES (creators) EMRE (publishers) cvs

IYFYYOUNCHARIOBESERTSWRATUS,

Bets (piracy) WRBRTYSGROMER 5 DRIEROM 5,
ZOKDEEROILP—-PLIAW (derivative) ZIE-IWTSRECHUST

SCEMBBCHS. FUIVHMOLVAFAORMI, BMLBSILTF VY

ROM, LEAERUA< RMEBTCEB<, CUTARARTHS CS
DRE LRSZKSC, SA BNE LORIEAOWMESEATSC ETHS

» CORI, BRLSEBSICBUSHRtLCVEMBRE Cocation sensi

tivity) CERALTS CEE, COBMPLERKLED LRASLIVT

VYERCRMMNICAEMECSLSRITRS. ILA]. AFUALN
TSC (National Television Standards Commi t tee) EFA, P-TAA T
—SRIRILND bs FA AD CHEMEIMIE, WWFRFAT  AVFY
YORARBREBZRTS4. BICMTSRABM, fAACEKAHL. TOA

VF UY ORM LSRENRURMAECBBESAS. floc.BE,

PRATRE (ownership right) . MASPRRNIASCHSOMSPOMSCHET

—FREDIVTFYVVOPIZHSSR, SHCKO. SHABEWTHD THE

HUAORECH > TORBENTOVTNUERANSBSII. F

DALF LVIMAGER. HoT.TOMAMEETSKSICT SC LMBR
LY. FYFE LE. COLIBMDOS<IMVISNESOTHV. TO

HWOSICB SHA, THETCK, HdCRACREBRAICHTSBA

HWA me1 2421 0A
BH: of

26
24
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WA a1 210A
PWREB— 002365 PCT/US99/07262 E:

FREAIEEL TX TWIG,

(0005)

PIC AOMAISNTWSOW, ALFLVOFYHIMCaNe MER (pi

ece) OMMBLCOIYFYVIATS RB) THETSEROOIALEON

SYACHS. BROHRICBUSABAMLWATSLIK, BRMTORS

He (eEAUF 4) EHMECESME LOTT, RGRSETSZONEST SRA

RUBMOROK, AZ RESICHeEMTCHStTSLO5 TERSa

LAEOMAK ES TH, LOOKED THSRE LOT. SHE

BIC DED TBS ULORMOMELENST LD. ER. I-E+

4K O27 (WWW) TRDOSTTIMBETSDE LOT, PHFHAD

, PLSORAOEDIELS WETSTEMCE SMACK LTHOA

WANE CEERRLEY, Vol, Mic, ARRROKDOMECHD, a

VFL Y OBBMEERETS TEM. LPL, BRESTSewic

DLIRMVSLEICED, COMM ERETSOELDRDUANSE
OD. FLOIMESNKRALFL VICHTSREMBRENS, FLIED LI

, LOTFOVAKBVSYI) GER) CHOC. BehEORNMAICAT

HAD AMREMALT STHIAOMMICRD S OOTABVT LIER L
THUY, MAI. FVLP NVBH Ls, IST VU VOMAEHHT SRO Me

345) (historical average) YFO-FIRHSbOTCSAW, TH, IY

FYORES DIMEDICEDTHAR LK SETSAO(W—7

yh) OLECHS. HRI TLY—Ky bRAEHIMAOLHOGFNA

MELE L CERNLTH. COFROMMA ZsMMEDMIIT ST ELD
FLOBAY. LAL, EDKSGBRO [HG ko TKOKSABEICBE

PSMAMAEULS ER, BEA)LOAMMBICBS< MEAS
SHEL WMHCH ODS. TORE, YRMUBOSME—-ZTT LMA

Be ,

(0006)

2B. BOBS. ALFLYORMELT. FOADSED

AMSAICI, HEORRICEFTSCEMSO5S. AFRRE

26
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R11 2410A
HB: 1BHBS=—002365 pervusaa/onie”

LCRESTCUSMEROBS ITIL, TOMBMRESNTISMBSBAT.

E OMBICBRMS NTSFROMALHMSST CUBHCHS. AYNDb

F4 RY OMECAL TH, ABEMICESSSRMERNSSL, FYI
ILRNEAH TA FEBONY FHPPEN THVEDRNEFMERE

LODE, RARNEREHERDOHSS. Try—Ry hd. Mic, MRC LOW

ICDSSERBERERTSEUCHIT. SHUN MHBICHO< | BIC

Bo TRDSbOTEU. FIP IVED LIS, BICRHENSOTHN,
HFISORECMTSVERBEBMTSILI, FLPNVBOULA AEA

WRZBEICRS| (provably secure) CTHSCSI. METRE LET

SRICKUIBILD. BRB, FLT VEO URHOMRTHO, BSC
BUSRRORBHWEAKLAUTSRRC. FUPMbaneayFTve

eeAARAE] (tamper-proof) ICT SFRESAS.

(0007)

FLY VED LACBUSRMA, BDL ERBLTSAIC BITS
LS HEMEOFIU-FIBWOC, RBSNSNSEMORIERTIS FL
WEY LEHRSSI. RHRSICLCREEL THIS. HRY ED

LEMETS CORAWHBOKOI, BESMCOLIBFVINVEDULO

FASROISSRI, CORMOKRICNTSBUCERHT EY

F4TMRDNS, SEOBROMAMVDEARENSL, STHUBOBML

OPHABRRITZES. SUT. CHUKORAICSOTHUBALSULAEA

WEASLERNCHSERETTLCRS.

{000 8]

REFLY VBR LOWS DPORRA MZ OBAHMOREICR A

ACBO, [#—+N—-RIl (key-based) OF FO-FORBABRMLTIS

» CHGS. UFORESHRUMETOKARAMMRAAN-LCWS, T75

bt. "Steganographic Method and Device’ ¢#Hd SKHINEHB5S, 613, 0

045RUENASECEKHRAMBBO8/775, 2165; "Human Ass
isted Random Key Generation and Application for Digital Watermark System

" LBBSKM O 8/587, 9445; "Method for Stega-Cipher

28
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, few A Pe 2%1 OFPHBE 002365 PCT/US99/07262

Protection of Computer Code” CASSKRHRB08 587, 94345

- "Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarks in Digital Data’ CSSKBaMO 8767 7,

4358: KRU"1-Transform Implementation of Digital Waternarks” ¢B¢
RSMO 84772, 2225CHS. THOOKHRAFRUKEHT

HEIL BU SHRARUASMRISYCRASS. ABBRSYATA. KH

aR, 200, 7708, H4,.218, 5825, B4, 405, 829
BRUPS4, 424, 414 SKRRANTIS, CHSOKRHHCBUSH

RAR, BHCCRASS.

(0009)

ZHSOFLI WEP ULICKSUF AUF AAREKRTSTEK EDT. BH

HOBMEAY, BSSESHIEL. DEIBRE FTHERORAILEICAY natan ta k¥hhe ‘bey CaRrac Lm, cnsombomit
SHEMSPELU THRENS, BOLORALI BabyVIALS

CHV SONARCRRAOEDICRESM, BAENKDRBO

F—EFVFVEWSILOKERRM KOT. MALES CTSRACHSE

3D, KOBE7O-FMBKSH, Bill, BPULORMMSAHMRICTSF

BMERANS. THEO HH lh, HAARTSL. IRMA (

diametrically) CHHLUTWS., HAI. ZOyveEY (cropping) EAT—

U>rY (scaling) Ci, BSUHBOMAMRE DO, MRMICIHEOMD LT

FU-FMICTSAAEMHSM, TXRTORBMULT FU-FIIOWTEE

BUD TEMETV,

{0010)

Foy -N-ARUAKOF—-Y¥ + Cy FAROVTHMEAYTHAILE

TORRACHACZE SY FU—-Fld, OT, SRRMRIIARAAROCSES

D—AIBUTHY SHAET OM, HAOMRITBUTEDSTSTLARL

Thy, BRMEZOveELARUAT-ULTi, ZRRORRRRRICLS

L. Shiko TC. HRTEM LY AFAODIELNERBRICTS. HRO

BREE SHEOS BBII. BOULDANSNEMAOEFAUT 4 BHAI LE

2H12/
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BRBS= 002365 PCT/US99/07262
SELTUSSI L > THRRAAIATHS. BHA, BX-AOYV FOU-F

# AVYCREOED LEKRTSCLERHLTHS, CORK. SNUB

DUBANENSE AYE YY EHABST YF YYEAE DIK < HTTSE S
K5KTS.

(0011) |

FAACHIAWRERS < OBER LITU7— ya vik, BA-A2OKH

Gil HWPRAMIRG TS, TCHOOMMLEL TI. FYV—7 (\igimarc)

HeoUH Signum)HICKSMRMS SM, THSOMMIL, BAEBIEIC

BIL CTU VIIORR LE OLRICBLIKELTR SBMULR VE-VER

BbTSezrélttko tt. BH (robust) SBOLERHKTSCLEABLTIS

» JOYA TEATENSRHIVT DRMCH SRROTNUROERIS

FUAWIZESNSD MOAENABO LIL HROMRNGH LES

MRA <. HoT. SRIFRRTIFOPAMOBMA, RRO

PMICKVBMOST VERS. MRKLT. PbOAM. BERko

CHHAANSTESHIDS, TH, WS DPORMHOFA RIBCRS

NTISZEDZ, RSETFOLACAVYTHOTOLAEMYTBYLAANSN

HeMROBREHSLTADDOCHS. BMPLERRLAYWTE (nonrepudiati

on) ECHEV, SOMME, FOV-DHEYIFAHEM, ROMA
FSTTORROMBL LTHELTH SMS CHS.

(0012) |

MROMOSTYELT. LI-OMBAARRISAARECH SKS ITB

MARTIARAMR TAO-PMERKTSO-NA+ TA NWIMHS. RIK)

izid, Mw] PEGRRMOSB< OFAhMLOLIBBM LUMESMBUSTE

MPCEHUCEERT, TOM, JPEG, BOLeANHSToOLAKE

> CTA SNSHALERE A UBRMICBOVUTHANE CHS. THUNOE

BTNSERML LTBAR, NECOMRBRSKko CHRSNEST

FIP Signafy) CKESOREMBSM, HROLHOBRERAT SC
LitkoT. BOL AY E-VEBRILLTRSES CHS. TOFULAOB

Hid. BRO WRBLRS) BOLE y hRSMRELO-BIEEDS THBIL

HH SeRR1 210A 20
B: 13/ 24
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PPRE—002365 Per/usae/0rags
TC, SROMBEMICS LOAMICBYCHEERS TECHS. EDCHIOT

b VISIT TA BMLSERTSOI,FU LPVOBPULOANSNT

VWIRU RICHESS.

(0013)

CHSOKKA TAM, BOL ELHLS —ORVERRCRHTS TL

RMITSEMI, TUVHAIVOBMLOANSNTHBVHRKKRELT

KELTOS, RFHIIFI“ YD (steganographic) AWC. BRE
(EDICDIZEDBKOFA VY VIIVIRED LOANENTHRAIL-BHVSZ

%R1 24108 208
BH: 14/ 24

LIC ERLOVE AUT 4 EHTS CHIC, TOUICMPLANRRERY |
CHBEAU Ts EOBETSCEMBWLENS. Tbs, ALM

(EMUCORDIC. AULMMASNS, SHENOIVAERTY

PECROMEMIEERTTSeON/BEMEATS 1D TEN IAB
HEAWSCES CAS, AMBMSICBTSRBCRSLITSAAC,

KS PMEARANTHAS, ABET TIA bSY F > OFAPALAL

TRH TE, AMRCEU4 EBRL ISLS CLERULTIS.
BOLOREUEMITDEDIBN-ACHSTEICKD, VFAVUTHICOWT

BUCKETS CEMATHO. Shickot. BOL AV e-VLBPLO
RNBNEIALFLV EORE AUF 4 RUBRICSSBME (layered) &

nkSO-FMBSNS,

(0014) |

CHUAN OHZAAMSESZWOUS TH (survivability) (wTSIMSwe

DABICHIMTUETH SCEMMSNTIS, BOL AY E-LICHTSORE
Wey hI-—F + R-ZOMWBSMSNHWHISAM, Chid, PROBRU-NE

BEL -C. M@MBREITH SHAELRORDMEER LTS CMS

BPZOOCHS, EK. CHICKSL, MEWLEATOKBESO

CLIN. PIVFAT A PEROTYT ULENE IU-OMAMBIC HTST

PEHERRE IES TEETHEDS MAMBO SOEMRZS.
[0015]

AMIR KES OTSRE
Proof - 2000/10/02
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BHA ‘pkl12#10A 26
BRE 002365 PCT/US99/07262 BH: 15/ 24

BRORPREZATSLC EMTSHRRMNCERIL, PILBPT—T4 te

EDS SBOMRRZL SD THBILANBVOCHSD5, BHM, BALER

GTSZOKAV VINVOBMLOANSNTTIBNIE-ERBLTSTERL

Ic, MERICHER ICDL EANSEBEMRTSCLEAWLTS, CNSOR
ld, AVFLY OMBRISHAS ITH LCHMI SA SYCRUBRRCRT

FSZLEMCES, LOL. CNHSOMRAPCHAIAL, BOLAKREUTR

HARECHSEBASTLEMCES, Ble, HEORKAOS 1TMI

SNTWSBS (JPEG. MPEG) icid, BROBMEARWYT. BHU

RANSTULALEUNT CVAD ty hemMICREL. BPLOANSN

keto THERA Ni TRE) RIL-ERAOBLSKMMKT SATIC, AVI

ARO BARECHETSCEMCES, SHMOBRI. BOLAOL
ORAMSU-FCH OC, ROMMELAU ST 4 EWCE< BAO

PASSER, HET, BSTRBRIUNDOKOOLKYD FRMEOMVETIVS

WHETCHS.

(0016). |

BOLERATSZEOKRBLane CH) SHERML.FUSS

UY PSNEIVIFVVCSSREBRESMUTSC EIKO, KEBBM

LYEFA UF 4 ORRSNM, Chik. SRAORDHNCENTHS. #
ESNSMEORAIYAASB, BSNRIERIT PRATORO

BI RAHMCHASEC7 <. TU LVIORMDRSCHIT. ENC

KO. FUVPIVRESCOWRMAFRICS. CHKKIT, TYPIBM
OPALAUT AAMETS.

(0017) |

RNY Oy EYL ITRUAT—-YULATMESMUSTE (EERSTE, su

vival) ti, PARUA-F4 PPLTI, ABCHS. EVID!

EOKDDARM. HRP T—T4 TOA (inadvertent) BHA, BAD

LADRENTKBECHBEDS CHS. MHOMR. A-T1TORSK

AADICA SDCHASM, LHROFBZECDEDICRUBRTC BRANA

| CHABAUI FMOTOREMS (7VOveEYA) MBI YFENET

a Proof - 2000/10/02
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PMBS—002365_ Pcr/us9a/0rie
FG UU TWICBU ST1 AY KOMBEALTIS. ATULTI

, AMOBRKICLs TSMCKOBECH SM, BPRBbs WRB

SPCIRVICSOPDST, BRBEVOIT TORN LICBST ST LA

BODS. HENEMAREN—AOMOLABERMETCHS, BMWAT

FY ABO LI TUT—VaviCMySSOKAKSBERIL, HEA-20

CHO. Chcih, t-F4 FESORMAN—2OLMRUMAMS ENS

0 LAFI rtd. BERA-—AODBYULOMCHO. VIF Solana) 77/7

ol, CRL. BBN, MIT#EKKSVTFUT-VYavrdbHRtHS, [2

ee) TFO-FLWIOM, FLV, VIFL, ARIS, Y-ERO

Y (Arbitron) HECK. CHRSNERAICMTSLOMIREHCHS, B

BELEN, BMAAOFSUFil, BRITOCHRANSBAKIL

BRAMIILEMA-ROT TO-FCHS. CPV, VERA(conv

olutional) CHS. THSMOZBRIL, ARROLAMLANZ (spread-spec

trum-ed) wld THEO] DECERMANTOSADK. MOAENAES

ERI 210A 248
BE: 16/ 24

EMUCVINY ECODVILN: JA AOMMBASILERITSTEBSEW

5 RCHS.

[0018]

YaNY= Giovannni) kh. HROBMLICMHELT. FOVI+>K“-AOL

FO-FERWS. LOL, SHI, ATU VISNEHRELOROZT
VICESES CENCE SARBMMMHS TNS. TO TFRT-UYY)

it, GAMEALANSAMCBASHS. HOVAFATI, HOMREBML.

RV OBRE (RB) UTIFRT—-ULA) RHO TRS. FAT-V LYM

. S5OS5HR. A—F4 AMEFAEM LOLERYLoTHAORE

PALTHSCLMHSDCHS. MSPCHO, RHOMEMLE AUF

4 ORM SLVANAECH SED, EVSTECHS. BK, HROI-VR
PIESCLR <. BEL BR) Ck CRRIMRAANNES

SIC, HAA, BOB LOAD TABVIYT YY ERBCABVTE LK
RD. PMEL/LH/ROMOABCVAY Ly PEMVSTELBK

 FOBSEAVBUNELSBO, TUVIV, RURORRLERAT S
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MIRE002365 PCT/US99/07262

DIRECH SA, UECRRALEBRKBLTH. BHLOANSNEIYT
YITSHERI E ARB ICHESLT 5 T LISATHS.

[0019]

DLE SBAS EL, WECHRULRBERRT SKERTLY VED LORDO

GHOLROMARUERICHSKENEUBEMBET 5 CL eBRTST

LICESCHAD.

(0020)

[REEMRATSLDOFE)

BERTIVEO LODDEKORRKOMARUMAICko TC ORC

BU SSMLAMICKET SC EMCES, KRWORSOCI, RBA

ZREFOPS VRICBUSFL Joy 7k, BHI-VUIBRERYT

APAERICLRENS. CHORRAROBETSRE, BRANESLY

Ws FOYAORHENICHLTHHSN, BB ANEBOMORAD, BD

5 ORATAD EAWCFLII + TOyIORNENICHU TERENS. 2
yD, BOARVAD EACREANERRAS—TVEAVT. 2X

ye-DABRRANS, BkAyVR, BRANAy e-Vit

ICBOCHRANSRIBSBICAUST LICK. RMANKFLIW-

Foy YOLRHENCHHLENS. |

~—{0021)

DLECHS PD IRSRRAO TNE ORVUENIMAOMRRUBAICKED, #

RAO. UFCHOSRMORMERAL, THONMPEROGAL, HK

HOMMCESRTST EIKO. KO MMICHMTSCLMCH SUTCH
d.

[0022)

[FEW OXHOW) |

ARH ORSLMMCKSL, RENFLY IVE LOOKERORBIR

VWONS. AWAMROSBLick 2 DOF FO-F
MEETS, THD, NAUTOYIEMVSBRLT—-F - vy haem

WEBSECHS, TF FPEFAOL DENAZOBAICH LTH

FWA Sem 1 2421 0A
B: 17/

240
24
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RI 2410R 24
HB: 18/ 24@HBS—002365 pcr/usga/arisa

INSTTBYCHETSOMERNCHS. LWIAOW. Zrvee

OT ZAR RANT RISEN SSPE THS. LOL, BIEBIZOWTH,
TPA MALLS MINS VOMEHCHO, LHOBETCHRTSTEMCTHS

» 20077U-Fid, EHENM, SAOMBEALTIS, FTOYY + N-

ADAM VOvVEL ACMSRREZETS. VOYeEYZ (cropping)

EVID, FFORMPHEDOMY MILRHCHS,. F-HIBMONS TB

4y (piece) EMRZNSOC VOyerAi, Bit, WS DMOMDAKD

MALCLERRTS. LOORERBEDLEBSLTSOTHO yy TOR

STWSRO, VOVYEYAKEOT. COMMLARKENST EME. L
DL, JOY + R-ROVAFAI AT-UVIKBD. PILY RTM

Wo (affine scaling) Mid TRAE) (shrinking) ZEOAT—V vA,
BSORAROBRKDBMS, FOyIOUt AMZ 2GVAIWVCHO. F—

FIR200%RT-UVLYENSBRIIL, MROSST—Hld, 640TW

EAN-FSTERBS. UML, FI-Vi, RRELT. F-HlL3 AVY

TVKHSLEFASOC, BHU EBMCMARSOKVEREMOLD LAM

Wis, ty heKOTV FTU-Fld, HORSRBVEATS. COV TuU—-Fid

, AT-UYPRESS OUFECARTCHS. TOHH, COT SO—-
FCFTRSALLTRY BPAHLORICT—F EREOUT AKAT—

VU ITSOU—-BNTHSO5 TCHS, LOL, EDKSIKNEBIOVEY

PCHITSH., EMOTV IT AYA ERALAL, BOL SBR UCTLES ARE

Head S. |

- 0023]
ARWEROSL, SLT. CHECCMRANTHSMBEMAANSZE

Ck.EB/BONE A THRORO CTT REEL, BBICLOR
SIEM—MERRL. TUVPIEBDLOANSNTHEVMERORD

DIGSBOMeABRECEROERKoC CAAREC
Be :

(0024) | |

ATE. GRRMICMT SH ODEKRERRTSOCHSOM, TT (AUY
Proof - 2000/10/02
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HBS=-002365 PCT/US99/07262

+)V) OPBORBELROLICAI UY EL, RETNEBYTI—-PRide

eS(MORSE) CKSBAEMURMBEMADNSTLICkOT,

@EICMRENKASIHTSKAMRENS, TOATLY bid, BOL,

ROBINSFIOBE Ve I YVO/AREBOF vy RIVORS

(GEBIKBOOT MES) (CP O-RSHS) TEMCHSIVFIVKZ

 BUHECHO. Thitkot. BPLAVUL-YLRATSESOTAHICAA

*Ano7e (AFD) MERAH. BAUBMH—-OAYeL—-VeRHTS CEA

nS. WAM. RSHRMH—-O100Ey hOxAYe—-YRILI1 2OASCI

[MEREROCTEANT O- REVERTSLIOD, 2S H09STE

CHS, KRRORWKICKITT MENA-F4 FCORBTI

BP1000LYhA 16EYhO44. 1kHzOA-FAAEBIBYT

AUBLENS, BFWCACOM, AIL I-41

O-RK) BESRZATEMCESIEKTABRT—FERBULTHBM. FE0T.

POyPVIARUAT—Y VTAESEUS T LMHROBBOAM,

TCHSSOICAUAEAHF4 ARIEFA + hy TOMBE DS
AMCHSCLICES. BMANSeeAVU Fy OMKR, KHRLRRKO

BOP TU TH-VariR< BPUVLAFAODIVIVA FOBSNTIS

HE, BUF-FOSTHAME, MRANKESMRLET Oy LOA T

ZlEIMO, Ek, BOER, FLYLTBRCEOMRMICFRLETIO

ITA S HSBHEANEMLS LIARFFI OMMBV—-ATCHS. EWS

ZECHS, Bld, BRI. Cy bATHELABAK. BOL Ay e-VE

ED OKEBIVIYLGEALIS. BOLFI-Mid, BRA, TOBY LI
WORT-WSENTVSZTLEEROSN, EK, EOIFRT-ULTA &

NEECEOVTI Oy EYL PENEDESDERETSIEMCES,

(0025)

\ ADFLEANEOILFLY OREAMETSED ICREBR

TZYAFLOMAIHSDYCHS. BSSPREAHETSIRESBE

WALEMCES, EOMK, REHM\y YaBB, FYSVBS,

BICIL—-BAI/Sy KE (one-time pads) TEA SMOHKMAANSTLK KS

fA TRI 210A 28
BH: 19/ 24
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. fet A
BBS=—002365 PCT/US99/07262

WRI24#10A 20
BH: 20/ 24 

C, BOAENKESERBL, BPLOAMSNEKMRLZOR/BONE
WieFICHIMETSCEMCES, BI. CHSOMURERYT. BHAEN

FITWVEREVGERCHMETS, Li FUPVERL A y E-VERS

BEETS. DYFLVIFLS VED UMANSNTRAZEWITLEWT

2, POBRSASNLVCILEOK DS MAEDBLTOROREMYTELS

WELOFzy DRRATSCECEM L OAMMERF zy Y LIRTIUE

BOBWEWDTED,. MMRBB. ZACBERTSTEMCES.

(0026) |
RENFLIIVEPUM, WS SAU BIUADTOS, Vt bY Ceighton

) Wh, KEIHHS, 664, O18 SK. FUSIBPLICBUSMH
# (collusion attack) BRITSEREMMRLTIS. LOL, UT bid

AMANTISVA AVF 1 SHARMATHAMENDS. HAIL

BD LEMONCHS LS ABEOBE ICIS, CHARMid BdLZ
| SHBR< CRENTHO (well-defined) . HoT. BARESTHAIS

DICKSA DMATHORENSS. BP LESMLLUL
ITB SiBRS(E (over encoding) i, COLI BRBORROMICHVS 1
SOMMABURIGEER., Ut hritko TRASNKHOSREUT. HM

AMEOSSI-F Vis, SOBA, BICBHPLOANSNTHORVIBGE

CWENDORMCRICRELTHO, BENLBEGACARICS SHAR

BITHSOC. ENDKDEI7TSORRTASFECHSEWNIAIEMHS. CF

OWELT. ALND K+ FA RY RFLY WHEE NEEFAIREBS MBS

, EPLFHF COMMAS AWCHOAENKERIFLS VEBBETSL EN
kot. HHOMMEMBTST LMCESMMRENAED. BOLEANSH

cdTOO, MIMEST(granular) BPLTIVAY RA, A—
RSA VERSED LAMSPOBMERLTASEWS FAMED SE, FLIW

WIZE UT U VIMBRENSS SO SRMRICBYTHERESA SNEEFILAL

Wee. MARTA DOKLD SEVAVCRIMBICECE 5TREN

Vy,

{0027])
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(54) Title: UTILIZING DATA REDUCTION IN STEGANOGRAPHIC AND CRYPTOGRAPHIC SYSTEMS

(57) Abstract

The present invention is a method for protecting a
data signal where the method comprises the following steps:
applying a data reduction technique (200) to the signal to
produce a reduced signal, subtracting (60) the reduced data
signal from the original signal to produce a remaindersignal
(39), embedding (300) a first watermark into the reduced
data signal to produce a watermarked redued dam signal,
and adding (50) the watermarked seduced signal to the
remainder signal to produce an outputsignal (90), A second
watermark (301) may be embedded into the remainder
signal (39) before the final addition (50) step. Cryptographic
techniques may be employed to encryptthe remaindersignal
and/or the reduced signal prior to the addition step (50), 
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UTILIZING DATA REDUCTION IN STEGANOGRAPHIC
AND CRYPTOGRAPHIC SYSTEMS

FIELD OF INVENTION

This inventionrelates to digital signal processing, and more particularly to a
method and a system for encodingat least one digital watermark into a signal as a

means of conveying information relating to the signal and also protecting against
unauthorized manipulation ofthe signal.

BACKGROUND OFINVENTION

Digital watermarks help to authenticate the content of digitized multimedia

information, and can also discourage piracy. Because piracy is clearly a disincentive

to the digital distribution of copyrighted content, establishment of responsibility for
copies and derivative copies of such works is invaluable. In considering the various

forms of multimedia content, whether "master,” stereo, NTSC video, audio tape or

compactdisc, tolerance of quality will vary with individuals andaffect the underlying
commercial and aesthetic value of the content.’ It is desirable to tie copyrights,
ownership rights, purchaser information or some combination ofthese andrelated data

into the content in such a manner that the content must undergo damage, and therefore

reduction of its value, with subsequent, unauthorized distribution, commercial or
otherwise. Digital watermarks address many of these concerns.

A matter ofgeneral weaknessin digital watermark technology relates directly
to the manner of implementation of the watermark. Many approaches to digital
watermarking leave detection and decodecontrol with the implementing party of the
digital watermark, not the creatorofthe workto be protected. This weakness removes
proper economic incentives for improvementof the technology. One specific form of

exploitation mostly regards efforts to obscure subsequent watermark detection. Others

regard successful over encoding using the same watermarkingprocessat a subsequent

time. Yet another way to perform secure digital watermark implementationis through
"key-based" approaches.
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This paper draws a distinction between a “forensic watermark,” based on
provably-secure methods, and a “copy control” or “universal” watermark which is
intended to be low cost and easily implemented into any general computing or
consumerelectronic device. A watermark can be forensic if it can identify the source
of the data from which a copy was made. For example, assume that digital data are
stored on a disk and provided to “Company A®(the “A disk”). Company A makes an
unauthorized copy and delivers the copy to “Company B"(the “B disk”). A forensic
watermark,ifpresent in the digital data stored on the “A disk,” would identify the “B
disk” as having been copied from the “A disk.”

On the other hand, a copy control or universal watermark is an embedded signal
which is governed by a “key” which may be changed (a “session key”) to increase
security, or one that is easily accessible to devices that may offer less than strict
cryptographic security. The “universal” nature of the watermark is the computationally
inexpensive means for accessing or other associating the watermark with operations that
can include playback, recording or manipulationsofthe media in whichit is embedded.

A fundamentaldifference is that the universality of a copy control mechanism,
which must be redundant enough to survive many signal manipulations to eliminate
most casual piracy,is at odds with the far greater problem of establishing responsibility
for a given instance of a suspected copying of a copyrighted media work. The more
dedicated pirates must be dealt with by encouraging 3rd_ party authentication with
“ forensic watermarks” or those that constitute “transactional watermarks” (which are
encoded in a given copy ofsaid content to be watermarked as per the.given transaction).

The goal ofa digital watermark system is to insert a given information signal
or signals in such a manner as to leavelittle or no evidence of the presence of the
information signal in the underlying content signal. A separate but equal goal is
maximizing the digital watermark’s encoding level and "location sensitivity" in the
underlying contentsignal such that the watermark cannot be removed without damage
to the content signal.
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One means ofimplementing a digital watermark is to use key-based security.
A predetermined or random key can be generated as a map to access the hidden
information signal. A key pair may also be used. With a typical key pair, a party
possesses a public and a private key. The private key iis maintained in confidence by
the ownerof the key, while the owner's public key is disseminated to those personsin
the public with whom the owner would regularly communicate. Messages being
communicated, for example by the owner to another, are encrypted with the private key
-and can only be read by another person whopossessesthe corresponding public key.
Similarly, a message encrypted with the person’s public key can only be decrypted with
the corresponding private key. Ofcourse, the keys or key pairs may be processed in
separate software or hardware devices handling the watermarked data.

SUMMARYOF THE INVENTION
A method ofsecuring a data signal comprises the steps of: applying a data

reduction technique to reduce the data signal into a reduced data signal; subtracting said
reduced data signal from the data signal to produce a remainder signal; using a first
cryptographic technique to encrypt the reduced data signal to produce. an encrypted,
reduced data signal; using a second cryptographic technique to encrypt the remainder
signal to produce an encrypted remainder signal; and adding said encrypted, reduced
data signal to said encrypted remaindersignal to produce an outputsignal.

A system for securing a data signal comprises: means to apply a data reduction
technique to reduce the data signal into a reduced data signal; meansto subtract said
reduced data signal from the data signal to produce a remainder signal; means to apply
a first cryptographic technique to encrypt the reduced data signal to produce an
encrypted, reduced data signal; means to apply a second cryptographic technique to
encrypt the remainder signal to produce an encrypted remainder signal; and means to
add said encrypted, reduced data signal to said encrypted remaindersignal to produce
an outputsignal.
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A method of securing a data signal comprises the steps of: applying a data
reduction techniqueto reducethe data signal into a reduced data signal; subtracting said
reduced data signal from the data signalto produce a remaindersignal, embedding a
first watermark into said reduced data signal to produce a watermarked, reduced data
signal; embedding a second watermark into said remainder signal to produce a
watermarked remainder signal, and adding said watermarked, reduced data signal to
said watermarked remaindersignal to produce an outputsignal.

A method of protecting a data signal comprises: applying a data reduction
- technique to reduce the data signal into a reduced data signal, subtracting said reduced

data signal from the data signal to produce a remaindersignal; using a first scrambling
technique to scramble said reduced data signal to produce a scrambled, reduced data
signal; using a second scrambling technique to scramble said remainder signal to
produce a scrambled remainder signal; and adding said scrambled, reduced data signal
to said scrambled remainder signal to produce an output signal.

There are two design goals in an overall digital watermarking system's low cost,
and universality. Ideally, a method for encoding and decoding digital watermarks in
digitized media for copy control purposes should be inexpensive and universal. This
is essential in preventing casual piracy. On the other hand, a more secure form of
protection, such as a “forensic watermarks,” can afford to be computationally intensive
to decode, but must be unaffected by repeated re-encoding of a copy control watermark.
An ideal method for achieving these results would separate the signal into different
areas, each of which can be accessed independently. The embedded signal or may
simplybe “watermark bits" or “executable binary code,” depending on the application
and type of security sought. Improvements to separation have been madepossible by
enhancing more of the underlying design to meet a numberofclearly problematic
issues. The present invention interprets the signal as a stream which may be split into
separate streams of digitized samples or may undergo data reduction (including both
lossy and lossless compression, such ‘as MPEG lossy compression and Meridian’s
lossless compression, down sampling, common to many studio operations, or any
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related data reduction process). The stream ofdata can be digital in nature, or may also
be an analog waveform (such as an image, audio, video, or multimedia content). One
example ofdigital data is executable binary code. When applied to computer code, the
present invention allows for more efficient, secure, copyright protection when handling
functionality and associations with predetermined keys and key pairs in software
applications or the machine readable versions of such code in microchips and hardware
devices. Text may also be a candidate for authentication or higher levels of security ©
when coupled with secure key exchange or asymmetric key generation between parties:
The subsets of the data stream combine meaningful and meaningless bits of data which
may be mapped or transferred depending on the application intended by the
implementingparty.

The present invention utilizes data reduction to allow better performance in
watermarking as well as cryptographic methods concerning binary executable code, its
machine readable form, text and other functionality-based or communication-related
applications. Some differences may simply be in the structure of the keyitself, a
pseudo random or random number string or one which also includes additional security
with special one way functions or signatures saved to the key. The key may also be
made into key pairs, as is discussed in other disclosures and patents referenced herein.
The present invention contemplates watermarks as a plurality of digitized sample
streams, even if the digitized streams originate from the analog waveform itself. The
present invention also contemplates that the methods disclosed herein can be applied
to non-digitized content. Universally, data reduction adheres to some means of
“understanding “the reduction. This disclosure looks at data reduction which may
include down sampling, lossy compression, summarization or any means of data
reduction as a novel means to speed up watermarking encode and decode operations.
Essentially a lossy method for data reduction yields the best results for encode and
decode operations.

It is desirable to have both copy control and forensic watermarksin the same
signal to address the needs of the hardware, computer, and software industries while
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also providing for appropriate security to the owners of the copyrights. This will
become clearer with further explanation ofthe sample embodiments discussed herein.

The present invention also contemplates the use of data reduction for purposes
of speedier and moretiered forms of security, including combinationsof these methods
with transfer function functions. In many applications, transfer functions (¢.g.,
scrambling), rather than mapping functions (e.g., watermarking), are preferable or can
be used in conjunction with mapping. With “scrambling,” predetermined keys are
associated with transfer functions instead ofmapping functions,although those skilled
in the art may recognize that a transfer function is simply a subset of mask sets
encompassing mapping functions. It is possible that tiered scrambling with data
reduction or combinationsoftiered data reduction with watermarking and scrambling
may indeed increase overall security to many applications.

The use of data reduction can improve the security of both scrambling and
watermarking applications. All data reduction methods include coefficients which
affect the reduction process. For example, when a digital signal with a time or space
component is down sampled, the coefficient would betheratio of the new samplerate
to the original sample rate. Any coefficients that are used in the data reduction can be
randomized using the key, or key pair, making the system more resistant to analysis.
Association to a predetermined key or key pair and additional measure of security may
include biometric devices, tamper proofing of any device utilizing the invention, or

other security measures.
Tests have shown that the useof data reduction in connection with digital

watermarking schemes significantly reduces the time required to decode the
watermarks, permitting increases in operational efficiency.

Particular implementations of the present invention, which have yielded
incredibly fast and inexpensive digital watermarking systems, will now be described.
These systems may be easily adapted to consumer electronic devices, general purpose
computers, software and hardware. The exchange of predetermined keysor key pairs
mayfacilitate a given level of security. Additionally, the complementary increase in
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security for those implementations where transfer functions are used to “scramble”data,
is also disclosed.

BRIEF DESCRIPTION OF THE DRAWINGS
For 2 more complete understanding of the invention and some advantages

thereof, reference is now made to the following descriptions taken in connection with
the accompanying drawings in which:

FIG. 1 is a functional block diagram that shows a signal processing system that
- generates “n? remainder signals and “n” data reduced signals.

FIG.2 is a functional block diagram for an embodimentofthe present invention
which illustrates the generation of an output signal comprised of a data-reduced,
watermarked signal andafirst remaindersignal.

FIG.3 is a functional block diagram for an embodiment ofthe present invention
which illustrates the generation of an output signal comprised of a data-reduced,
watermarked signal and a watermarked, first remaindersignal.

FIG.4 is a functional block diagram for decoding the output signal generated
by the system illustrated in FIG. 2.

FIG.5 is a functional block diagram for decoding the output signal generated
by the system illustrated in FIG.3.

FIG.6 is a functional block diagram for an embodimentofthe present invention
which illustrates the generation of an output signal comprised of a data-reduced,
scrambled signal and a first remainder signal.

FIG.7 is a functional block diagram for an embodiment ofthe present invention
which illustrates the generation of an output signal comprised of a data--reduced,
scrambled signal and a scrambled, first remainder signal.

FIG. 8 isa functional block diagram for decoding the output signal generated
by the system illustrated in FIG.6.

FIG. 9 is a functional block diagram for decoding the output signal generated
by the system illustrated in FIG. 7.
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DETAILED DESCRIPTION

The embodiments of the present invention and its advantages are best
understood by referring to the drawings, like numerals being used for like and
corresponding parts of the various drawings.

An Overview .

A system for achieving multiple levels of data reduction is illustrated in FIG.
1. An input signal 10 (for example, instructional text, executable binary computer code,
images, audio, video, multimedia or even virtual reality imaging)is subjected to a first
data reduction technique 100 to generate a first data reduced signal 20. First data
reduced signal 20 is then subtracted from input signal 10 to generate a first remainder
signal 30.

First data reduced signal 20 is subjected to a second data reduction technique
101 to generate a second data reduced signal 21. Second data reduced signal 21 is then
subtracted from first data reduced signal 20 to generate a second remainder signal 31.

Each of the successive data reduced signals is, in turn, subjected to data
reduction techniques to generate a further data reduced signal, which, in tum, is
subtracted from its respective parentsignalto generate another remainder signal. This
process is generically described as follows. An (n-1) data reduced signal 28 (i.¢, a
signal that has been data reduced n-1 times) is subjected to an nth data reduction
technique 109 to generate an nth data reduced signal 29. The nth data reduced signal
29 is then subtracted from the (n-1)data reduced signal 28 to produce an n"™ remainder
signal 39. -

An output signal can be generated from the system illustrated in FIG. 1 in
numerous ways. For example, each of the n remainder signals (which, through
represented by reference numerals 30-39, are not intended to be limited to 10 signals)
and the n"™ data signal may optionally subjected to a watermarking technique, or even
optionally subjected to a encryption technique, ‘and each ofthe (n+1) signals (whether
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watermarked or encrypted, or otherwise untouched) may then be added together to form
an output signal. By way of moreparticular examples, each of the (n+1) signals(1.c.,
the n remainder signals and the n”data reduced signa!) can be added together without
any encryption or watermarking to form an outputsignal; or one or more of the (n+1)
signals may be watermarked and then all (n*+1) signals may be added together; or one
or more ofthe (n+1) signals may be encrypted and then all (n+1)signals may be added
together. It is anticipated that between these three extremes lie numerous hybrid
combinations involving one or more encryptions and one or more watermarkings.

Eachlevel may be used to represent a particular data density. E.g., if the
reduction method is down-sampling, for a DVD audio signal the first row would
represent data sampled at 96 kHz, the second at 44.1 kHz., the third at 6 kHz., etc.
There is only an issue of deciding what performance or security needs are contemplated
when undertaking the data reduction process and choice of which types of keys or key _
pairs should be associated with the signal or data to be reduced. Further security can
be increased by including block ciphers, special one way functions, one time stampsor
even biometric devices in the software or hardware devices that can be embodied.
Passwords or biometric data are able to assist in the determination ofthe identity of the
user or owner ofthe data, or some relevant identifying information.

An exampleofa real world application is helpfulhere. Given the predominant
concem, at present, ofMPEG | Layer 3, or MP3,a perceptual lossy compression audio
data format, which has contributed to a dramatic re-evaluation of the distribution of
music, a digital watermark system mustbe able to handle casual and more dedicated
piracy in a consistent manner. Thepresent invention contemplates compatibility with
MP3,as well as any perceptual coding techniquethatis technically similar. Oneissue,
is to enable a universal copy control “key” detect a watermark as quickly as possible
from a huge range ofperceptual quality measures. Forinstance, DVD 24 bit 96 kHz,
encoded watermarks, should be detected in at least “real time,” even after the signal has
been down sampled,to say 12 kHz of the 96 kHzoriginally referenced. By delineating
and starting with less data, since the data-reduced signal is obviously smaller though
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still related perceptually to the original DVD signal, dramatic increases in the speed and
survival of the universal copy control bits can be achieved. The present invention also
permits the ability to separate any other bits which may be associated with other more
secure predetermined keys or key pairs. ,

Where the data stream is executable computer code, the present invention
contemplates breaking the code into objects or similar units of functionality and
allowing for determination of what is functionally important. This may be more
apparentto the developer or users of the software or related hardware device. Data
reduction through the use of a subset of the functional objects related to the overall
functionality of the software or executable code in hardware or microchips, increase the
copyright protection or security sought, based on reducing the overall data to be
associated with predetermined keys or key pairs. Similarly, instead of mapping
functions, transfer functions, so-called “scrambling,” appear better candidates for this
type of security although both mapping and transferring may be used in the same
system. By layering the security, the associated keys and key pairs can be usedto
substantially improve the security and to offer easier methods for changing which
functional “pieces” of executable computer code are associated with which
predetermined keys. These keys maytake the form of time-sensitive session keys,as
with transactionsor identification cards, or more sophisticated asymmetric public key
pairs which may be changed periodically to ensure the security of the parties’private
keys. These keys may also be associated with passwords or biometric applications to
further increase the overall security of any potential implementation.

An example for text message exchangeis less sophisticated but, if it is a time
sensitive event, €.g., a secure communication between two persons, benefits may also
be encountered here. Security may also be sought in military communications. The
ability to associate the securely exchanged keysor key pairs while performing data
reduction to enhance the detection or decoding performance, while not compromising

_the level of security, is important. Though a steganographic approachto security, the
present invention more particularly addresses the ability to have data reduction to
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increase speed, security, and performance of a given steganographic system.
Additionally, data reduction affords a more layered approach when associating
individual keys or key pairs with individual watermark bits, or digital signature bits,
which maynotbepossible without reduction because of considerations of timeor the
payload of what can be carried by the overall data “covertext” being transmitted.

Layering through data reduction offers many advantages to those who seek
privacy and copyright protection. Serialization ofthe detection chips or software would
allow for more secure and less “yniversal” keys, but the interests of the copyright
owners are not always aligned with those ofhardwareor software providers. Similarly,
privacy concerns limit the amount of watermarking that can be achieved for any given
application. The addition of a pre-determined and cryptographic key-based “forensic”
watermark, in software or hardware, allows for 3rd party authentication and provides
protection against more sophisticated attacks on the copy control bits. Creating a “key
pair” from the “predetermined” key is also possible.

Separation of the watermarksalso relates to separate design goals. A copy
control mechanism shouldideally be inexpensive and easily implemented,for example,
a form of “streamed watermark detection.” Separating the watermark also may assist
more consistent application in broadcast monitoring efforts which are time-sensitive and
ideally optimized for quick detection of watermarks. In some methods, the structure
ofthe key itself, in addition to the design of the “copy control” watermark,will allow
for few false positive results when seeking to monitor radio, television, or other
streamed broadcasts (including, for example, Internet) ofcopyrighted material. As well,
inadvertent tampering with the embeddedsignal proposed by others in the field can be
avoided moresatisfactorily. Simply, a universal copy control watermark may be
universal in consumer electronic and general computing software and hardware
implementations,but less universal when the key structure is changed to assist in being
able to log streaming, performance, or downloads, of copyrighted content. The
embedded bits mayactually be paired with keys ina decode device to assure accurate
broadcast monitoring and tamper proofing, while not requiring a watermark to exceed
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the payload available in an inaudible embedding process. E.g., A full identification of
the song, versus time-based digital signature bits, embeddedinto a broadcast signal,
may not be recovered or may be easily over encoded without the use ofblock ciphers,
special one way functions or one time pads, during the encoding process, prior to
broadcast. Data reduction as herein disclosed makesthis operation moreefficient at
higher speeds.

A forensic watermark is not time sensitive,is file-based, and doesnot require
the same speed demands as a streamed or broadcast-based detection mechanism for
copy control use. Indeed, a forensic watermark detection process may require
additional tools to aid in ensuring that the signal to be analyzedis in appropriate scale
or size, ensuring signal characteristics and heuristic methods help in appropriate
recovery of the digital watermark. Simply,all aspects of the underlying contentsignal
should be considered in the embedding process because the watermarking process must
take into accountall such aspects, including for example, any dimensionalor size of the
underlying content signal. The dimensions ofthe content signal may be saved with the
key orkey pair, without enabling reproduction ofthe unwatermarked signal. Heuristic
methods may be used to ensure the signal is in proper dimensions for a thorough and
accurate detection authentication andretrieval of the embedded watermark bits. Data
reduction can assist in increasing operations of this nature as well, since the data
reduction process may include information aboutthe originalsignal, for example, signal
characteristics, signal abstracts, differences between samples, signal patterns, and
related work in restoring any given analog waveform.

The present invention provides benefits, not only because of the key-based
approach to the watermarking, but the vast increase in performance and security
afforded the implementationsof the present invention over the performance of other
systems.

The architecture of key and key-pair based watermarking is superior to
statistical approaches for watermark detection because the first method meets an
evidentiary level of quality and are mathematically provable. By incorporating a level
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of data reduction, key and key paired pased watermarkingis further improved. Such
levels of security are plainly necessary if digital watermarks are expected to establish
responsibility for copies of copyrighted works in evidentiary proceedings. More -
sophisticated measures oftrust are necessary for use in areas which exceed the scope
of copyright but are more factually based in legal proceedings. These areas may include
text authentication or software protection (extending into the ‘realm of securing
microchip designs and compiled hardware as well) in the examples provided above and
are not contemplated by any disclosure or work in theart.

The present invention may be implemented with a variety of cryptographic
protocols to increase both confidence and security in the underlying system. A
predetermined key is described as a set of masks: a plurality of mask sets. These masks
may include primary, convolution and message delimiters but may extend into
additional domains. In previous disclosures, the functionality of these masks is defined
solely for mapping. Public and private keys may be used as keypaits to further
increase the unlikeliness that a key may be compromised. Examples of public key
cryptosystems may be found in the following USS. Patents Nos: 4,200,770; 4,218,582;
4,405,829; and 4,424,414, which examples are incorporated herein by reference. Prior
to encoding, the masks described above are generated by a cryptographically secure
random generation process. Mask sets may belimited only by the number of
dimensions and amount of error correction or concealment sought, as has been
previously disclosed.

A block cipher, such as DES,in combination with a sufficiently random seed
value emulates a cryptographically secure random bit generator. These keys, or key
pairs, will be saved along with information matching them to the sample stream in
question in-a database for use in subsequent detection or decode operation. These same
cryptographic protocols may be combined with the embodiments of the present
invention in administering streamed contentthat requires authorized keys to correctly
display or play said streamed content in an unscrambled manner. As with digital
watermarking, symmetric or asymmetric public key pairs may be used in a variety of
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implementations. Additionally, the need for certification authorities to maintain
authentic key-pairs becomes a consideration for greater security beyond symmetric key
implementations, where transmission security is a concern.

Signal Processing in a Multi-watermark System (A Plurality of Streams May Be
Watermarked)

FIG. 2 illustrates a system and method of implementing a multiple-watermark
system. An input signal 1 1 (e.g., binary executable code, instruction text. or other data),
is first processed by a lossy data-reduction scheme 200(e.g., down-sampling, bit-rate
reduction, or compression method) to produced a data-reduced signal 40, Data-reduced
signal 40 is then embedded with a watermark (process step 300) to generate a
watermarked, data-reduced signal 50, while a copy of the unmarked, data-reduced
signal 40 is saved.

Thesaved, unwatermarked data-reducedsignal (signal 40) is subtracted from
the original input signal 11, yielding a remainder signal 60 composed only ofthe data
that was lost during the data-reduction. A second watermarkis then applied (process
step 301) to remainder signal 60 to generate a watermarked remainder signal 70.
Finally, the watermarked remainder 70 and the watermarked, data-reduced signal 50 are
addedto form an output signal 80, whichis the final, full-bandwidth, outputsignal.

The two watermarking techniques (process steps 300 and 301) maybeidentical
(i.e., be functionally the same), or they may be different.

To decode the signal, a specific watermark is targeted. Duplicating the data-
reduction processes that created the watermark in some cases can be used to recover the
signal that was watermarked. Depending upon the data-reduction method, it may or
may not be necessary to duplicate the data-reduction process in order to read a
watermark embedded in a remainder signal. Because of the data-reduction, the
decoding search can occur muchfaster than it would in a full-bandwidth signal.
Detection speed ofthe remainder watermark remains the sameas ifthere were no other
watermark present.
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FIG. 4 illustrates a functional block diagram for one means of decoding the

output signal generated by the system illustrated in FIG. 2. A signal to be analyzed 80
(e.g., the same output from FIG.2) is processed by a data-reduction scheme 200. Data
reduced signal 41 can then be decoded to remove the message that was watermarked in

_ the original data reduced signal. Further, data reduced signal 41 can be subtracted from
signal to be analyzed 80 to form a differential signal 61 which can then be decoded to
remove the messagethat was watermarked in the original remainder signal. A decoder
may only be able to perform one of the two decodings. Differential access and/or
different keys may be necessary for each decoding.

Additionally, the watermarking described in connection with this embodiment
above may be done with a plurality ofpredetermined keys or key pairs associated with
a single watermark “message bit,” code object, or text.

Signal Processing in a Single Watermark System
FIG.3 illustrates a system and method of implementing a single watermark

system. The process and system contemplated here is identical to process described in
connection to FIG.2, above, except that no watermark is embeddedin the remainder
signal. Hence, the watermarked, data-reduced signal 50 is added directly to the
remainder signal 60 to generate an output signal 90. Additionally, the watermarking
described in connection with this embodiment above may be done with a plurality of
predetermined keys or key pairs associated with a single watermark“message bit,” code
object, or text. |

In either process, an external key can be used to control the insertion location
of either watermark. In a copy-control system, a key is not generally used, whereas in
a forensic system, a key must be used. The keycan also control the parameters of the
data-reduction scheme. The dual scheme can allow a combination of copy-control and
forensic watermarks in the samesignal. A significant feature is that the copy-control
watermark can be read and rewritten without affecting the forensic mark or .
compromisingits security.
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FIG.5 illustrates a functional block diagram for one means of decoding the
output signal generated by the system illustrated in FIG. 3. A signal to be analyzed 90
(e.g., the same output from FIG.3) is processed by-a data-reduction scheme 200. Data
reduced signal 41 can then be decoded to remove the message that was watermarked in
the original data reduced signal.

Signal_Processing in a Multi-scrambler System (A Plurality of Streams May Be
Scrambled)

FIG. 6 illustrates a system and method of implementing a multi-scrambler
system. An input signal 12 (e.g., binary executable code, instruction text. or other data),
is first processed by a lossy data-reduction scheme 400 (e.g., down-sampling, bit-rate
reduction, or compression method)to produced a data-reduced signal 45. Data-reduced
signal 45 is then scrambled using a first scrambling technique (process step 500) to
generate a scrambled, data-reduced signal 55, while a copy ofthe unscrambled, data-
reduced signal 45 is saved.

The saved, unscrambled data-reduced signal (signal 45) is subtracted from the
original input signal 12, yielding a remainder signal 65 composed only of the data that
was lost during the data-reduction. A second scrambling technique is then applied
(process step 501) to remainder signal 65 to generate a scrambled remainder signal 75.
Finally, the scrambled temainder signal 75 andthe scrambled data-reduced signal 55
are added to form an output signal 85, whichis the final, full-bandwidth, output signal.

The two scrambling techniques (process steps 500 and 501) may be identical
(i.e., be functionally the same), or they may be different.

Additionally the scrambling described in connection with this embodiment may
be done with a plurality of predetermined keys or key pairs associated with a single
scrambling operation containing only a “message bit,” code object, or text.
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To decodethe signal, unscrambling follows the exact pattern of the scrambling
process exceptthat the inverse of the scramblingtransfer function is applied to each
portion ofthe data, thusreturning it to its pre-scrambled state.

FIG.8illustrates a functional block diagram for one means of decoding the
output signal generated by the system illustrated in FIG.6. A signalto be analyzed 85
(e.g., the same output from FIG. 6) is processed by a data-reduction scheme 200. Data
reduced signal 46 can be subtracted from signal to be analyzed 85 to form a differential
signal 66, which signal can then be descrambled in process 551 using the inverse
transfer function ofthe processthat scrambled the original remaindersignal(¢.g.. the
inverse of scrambling process 501). Descrambling process 551 generates an
descrambled signal 76. Data reduced signal 46 may further be descrambled in process
550 using the inverse transfer function of the process that scrambled the original data
reduced signal(e.g., the inverse of scrambling process 500). Descrambling process 550
generates an descrambled signal 56, which may then be added to descrambled signal
76 to form an output signal 98.

Signal Processing in a Single Scramblin eration
FIG. 7 illustrates a system and method of implementing a single scrambling

system. The process and system contemplated hereis identical to process described in
comnection to FIG. 6, above, except that no scrambling is applied to the remainder
signal. Hence, the scrambled data-reduced signal 55is added directly to the remainder |
signal 65 to generate an output signal 95.

Additionally the scrambling described in connection with this embodiment may
be done with a plurality of predetermined keys or key pairs associated with a single
scrambling operation containing only a "message bit,” code object, or text.

FIG.9 illustrates a functional block diagram for one means of decoding the
output signal generated by the system illustrated in FIG. 7. A signal to be analyzed 95
(e.g., the same output from FIG.7) is processed by a data-reduction scheme 200. Data
reduced signal 46 can be subtracted from signal to be analyzed 95 to form a differential

DISH-Blue Spike-602

Exhibit 1006, Page 0853



DISH-Blue Spike-602
Exhibit 1006, Page 0854

WO 00/57643
. ; PCT/US00/06522
a 18

signal 66. Data reduced signal 46 may further be descrambled in process 550 using the
inverse transfer function ofthe processthat scrambled the original data reduced signal
(e.g., the inverse of scrambling process 500). Descrambling process 550 generates an
descrambled signal 56, which may then be added to differential signal 66 to form an
output signal 99.

Sample Embodiment: Combinations
Another embodiment may combine both watermarking and scrambling with

data reduction. Speed, performance and computing power mayinfluence the selection
of which techniques are to be used. Decisions between data reduction schemes
ultimately must be measured against the types of keys or key pairs to use, the way any
pseudo random or random number generation is done (chaotic, quantum or other
means), and the amount of scrambling or watermarking that is necessary given the
needs of the system.

It is quite possible that some derived systems wouldyield a fairly large decision
tree, but the present invention offers many benefits to applications in security that are

- not disclosed in theart.

Conclusions 

Data signals fall into two categories: those which can undergo lossy data
reduction and remain functional and those which cannot. Audio, images, video are
examples ofthe first. Computer code is an example ofthe second. In general, all
members ofthe first category contain an aesthetic component, which may be reduced
and/or manipulated during a data reduction, in addition to a functional component
which servesto identify the signal. For example, an audio signal may have noise added
while still remaining recognizably identifiable as a particular song. However, beyond
a certain point, the addition of more noise will cause the signal to become
unidentifiable, thus impairing the functional character of the signal. In the absence of
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an aesthetic component, as with computer code whereevery bit of data is necessary,
lossy compression thatretains functionality is not possible.

Signals in the first category are the only candidates for watermarking. A
watermark is a distortion of the aesthetic component, generally of an imperceptible
nature. This category will gain speed benefits during the watermark decoding process
when a lossy data-reduction method is used as described above.

Scrambling, on the other hand, may be applied to any signal, regardless ofits
aesthetic component, since. it allows for perfect reconstruction of the original signal.
A scrambling system canbe made more secure by applyinga data reduction method
prior to scrambling, even if this data reduction makesthe intermediate signals non-
functional, as is the case with signals in category two.

Data reduction can make both watermarking and scrambling more secure. Data
reduction can also speed the decoding process for watermarks. Finally, data reduction
can allow natural channelization of watermarks for different purposes.

While the invention has been particularly shown anddescribed in the foregoing
detailed description,it will be understood bythose skilled in the art that various other
changesin form anddetail may be made without departing from the spirit and scope of
the invention.
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WHATIS CLAIMEDIS:

1. A method of securing a data signal comprising:
applying a data reduction technique to reducethe datasignal into a reduced data

signal; .
subtracting said reduced data signal from the data signal to produce a remainder

signal;

embedding a first watermark into said reduced data signal to produce a
watermarked, reduced data signal;

embedding a second watermark into said remainder signal to produce a
watermarked remaindersignal; and

adding said watermarked, reduced data signal to said watermarked remainder
signalto producean output signal. .
2. The method of claim 1 wherein the step of subtracting is comprised of

storing a copyof the data signal; and
subtracting said reduced data signal from the copy of the data signal to produce

a remainder signal.
3. The method of claim 1, wherein at least one of the watermarks is embedded

using at least one key.

4. The methodof claim 1, wherein at least one of the watermarks is embedded
using a key pair.

5. The method ofclaim 4, wherein one key of the key pair is publicly available
while the other key ofthe key pairis secret.

6. A method ofprotecting a data signal comprising:
applying a data reduction techniqueto reduce the data signal into a reduced data

signal;

subtracting said reduced data signal from the data signal to produce a remainder
signal; |

embedding a first watermark into said reduced data signal to produce a
watermarked, reduced data signal; and
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adding said watermarked, reduced data signal to said remainder signal to
produce an output signal.
7. - The method ofclaim 6 wherein the step of adding said watermarked, reduced

data signal to said remaindersignal comprises:
embedding a second watermark into said remainder signal to produce a

watermarked remaindersignal, and
adding said watermarked, reduced data signalto said watermarked remainder

signal to.produce an output signal.
8. The method of claim 7, wherein at least one of the watermarksis embedded

usingat least one key.

9. The method ofclaim 7, wherein at least one of the watermarks is embedded
using a key pair.

10. The methodof claim 9, wherein one key of the key pair is publicly available
while the other key ofthe key pair is secret.

11. A method ofprotecting a data signal:
applying a data reduction techniqueto reduce the data signal into a reduced data

signal; ,
subtracting said reduced data signal from the data signal to produce a remainder

signal;

using a first scrambling technique to scramble said reduced data signal to
produce a scrambled, reduced data signal; |

' ysing a second scrambling technique to scramble said remainder signal to
produce a scrambled remaindersignal; and .

adding said scrambled, reduced data signalto said scrambled remainder signal
to produce an output signal. ,
12. The method of claim 11 wherein said first and second scrambling techniques are

identical.
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13. A method of securing a data signal comprising:
applying a data reduction techniqueto reducethe data signal into a reduced data

signal;

subtracting said reduced data signal from the data signal to produce a remainder
signal,

using a first cryptographic technique to encrypt the reduced data signal to
produce an encrypted, reduced data signal,

using a second cryptographic technique to encrypt the remainder signal to
produce an encrypted remainder signal; and

adding said encrypted, reduced data signal to said encrypted remainder signal
to produce an output signal.
14. The methodofclaim 13 wherein said first and second cryptographic techniques

are identical.

15. The method of claim 13 wherein at least one of said first and second
cryptographic techniques is a watermarking technique.

16. The method of claim 15, wherein at least one of the watermarks is embedded
using at least one key. |

17. The method of claim 15, wherein at least one of the watermarksis embedded
using a key pair.

18. The method of claim 13 wherein at least one of said first and second
cryptographic techniques is a scrambling technique.

19. The method of claim 13 wherein one ofsaid first and second cryptographic
techniques is a watermarking technique and the other is a scrambling technique.

20. The method ofclaim 13 wherein said first and second cryptographic techniques
are identical. |

21.  Asystem for securing a data signal comprising:
means to apply a data reduction technique to reduce the data signal into a

reduced data signal; |
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meansto subtract said reduced data signal from the data signal to produce a

remaindersignal;

meansto apply a first cryptographic technique to encrypt the reduced data signal
to produce an encrypted, reduced data signal;

means to apply a second cryptographic technique to encrypt the remainder
signal to produce an encrypted remaindersignal; and

means to add said encrypted, reduced data signal to said encrypted remainder

signal to produce an output signal.
22. The system of claim 21 wherein said first and second cryptographic techniques

are identical.

23. The system of claim 21 wherein at least one of said means to applyafirst and
second cryptographic technique utilizes a watermarking technique.

24. The system of claim 21 wherein at least one of said meansto applyafirst and
~ second cryptographic technique utilizes a scrambling technique.

f claim 13 wherein said means to apply a first cryptographic

technique is a means to apply a watermarking technique and said means to
“apply a second cryptographic technique is a means to apply a scrambling
technique.
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_ COPY PROTECTION OF DIGITAL DATA COMBINING STEGANOGRAPHIC AND CRYPTOGRAPHIC TECH
NIQUES

BACKGROUND OF THE INVENTION

5 Increasingly, commercially valuable information is being created and

stored in “digital” form. For example, music, photographs and video can all be

stored and transmitted as a series ofnumbers, such as 1's and 0's. Digital techniques

let the original information be recreated in a very accurate manner. Unfortunately,

digital techniques also let the information be easily copied without the information
10 owner's permission. .

Because unauthorized copying is clearly a disincentive to the digital

distribution of valuable information, it is important to establish responsibility for

copies and derivative copies of such works. For example, if each authorized digital

copy of a popular song is identified with a unique number, any unauthorized copy of

15 the song would also contain the number. This would allow the owner of the
information, such as a song publisher, to investigate who made the unauthorized

copy. Unfortunately, it is possible that the unique number couldbe erasedor altered

if it is simply tacked on at the beginning or end ofthe digital information.
As will be described, known digital “watermark” techniques give

20 creators and publishers of digitized multimedia content localized, secured

identification and authentication ofthat content. In considering the various forms of
multimedia content, such as “master,” stereo, National Television Standards

Committee (NTSC) video, audio tape or compact disc, tolerance of quality will vary

with individuals and affect the underlying commercial and aesthetic value of the
25 content. For example, if a digital version of a popular song sounds distorted, it will

be less valuable to users. It is therefore desirable to embed copyright, ownership or

purchaser information, or some combination of these and related data, into the

content in a way that will damage the content if the watermark is removed without

authorization.

30 To achieve these goals, digital watermark systems insert ownership

information in a way that causeslittle or no noticeable effects, or “artifacts,” in the

underlying content signal. For example, if a digital watermark is inserted into a
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digital version of a song, it is important that a listener not be bothered by the slight
changes introduced by the watermark. It is also important for the watermark
technique to maximize the encoding level and “location sensitivity” in the signal to

force damage to the content signal when removal is attempted. Digital watermarks

address many of these concerns, and research in the field has provided extremely

robust and secure implementations.

Whathas been overlooked in many applications described in the art,
however, are systems which closely mimic distribution of content as it occurs in the

real world. For instance, many watermarking systems require the original un-
watermarked content signal to enable detection or decode operations. These include

highly publicized efforts by NEC, Digimarc and others. Such techniques are

problematic because, in the real world, original master copies reside in a rights

holders vaults and are not readily available to the public.

With much activity overly focused on watermark survivability, the

security of a digital watermark is suspect. Any simple linear operation for encoding

information into a signal may be used to erase the embedded signal by inverting the

process. This is not a difficult task, especially when detectionsoftware is a plug-in

freely available to the public, such as with Digimarc. In general, these systems seek
to embed cryptographic information, not cryptographically embed information into
target media content.

Other methods embed ownership informationthat is plainly visible in

the media signal, such as the method described in US Patent No. 5,530,739 to

Braudawayet al. The system described in Braudawayprotects a digitized image by

encoding a visible watermark to deter piracy. Such an implementation creates an

immediate weakness in securing the embedded information because the watermark

is plainly visible. Thus, no search for the embedded signal is necessary and the

watermark can be more easily removed or altered. For example, while certainly

useful to some rights owners, simply placing the symbol “©” in the digital
information would only provide limited protection. Removal by adjusting the
brightness of thepixels forming the “©” would not be difficult with respect to the
computational resources required.
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Other relevant prior art includes US Patents No. 4,979,210 and

5,073,925 to Nagata et al., which encodes information by modulating an audio

signal in the amplitude/time domain. The modulations introduced in the Nagata

process carry a “copy/don't copy” message, whichis easily found and circumvented

by one skilled in the art. The granularity of encodingis fixed by the amplitude and

frequency modulation limits required to maintain inaudibility. These limits are

relatively low, making it impractical to encode more information using the Nagata

process.

Although US Patent No. 5,664,018 to Leighton describes a means to

prevent collusion attacks in digital watermarks, the disclosed method may not

actually provide the security described. For-example, in cases where the

watermarking technique is linear, the “insertion envelope” or “watermarking space”

is well-defined and thus susceptible to attacks less sophisticated than collusion by
unauthorized parties. Over-encoding at the watermarking encoding level is but one

simple attack in such linear implementations. Another consideration not made by

Leighton is that commercially-valuable content may already exist in a un-

watermarkedform somewhere, easily accessible to potential pirates, gutting the need
for any type of collusive activity. Digitally signing the embedded signal with

preprocessing of watermark data is more likely to prevent successful collusion.

Furthermore, a “baseline” watermark as disclosed is quite subjective. It is simply
described elsewhere in the art as the “perceptually significant” regions of a signal.

Making a watermarking functionless linear or inverting the insertion ofwatermarks

would seem to provide the same benefit without the additional work required to

create a “baseline” watermark. Indeed, watermarking algorithms should already be
capable of defining a target insertion envelope or region without additional steps.

What is evidentis the Leighton patent doesnotallow forinitial prevention ofattacks

on an embedded watermark as the contentis visibly or audibly unchanged.

It is also important that any method for providing security also

function with broadcasting media over networks such as the Internet, which is also

referred to as “streaming.” Commercial “plug-in” products such as RealAudio and
RealVideo, as well as applications by vendors VDONet and Xtreme, are common in

such network environments. Most digital watermark implementations focus on
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commonfile base signals and fail to anticipate the security of streamed signals. It is

desirable that any protection scheme be able to function with a plug-in player

without advanced knowledgeofthe encoded media stream.

Other technologies focus solely on file-based security. These

technologies illustrate the varying applications for security that must be evaluated

for different media and distribution environments. Use of cryptolopes or

cryptographic containers, as proposed by IBM in its Cryptolope product, and
InterTrust, as described in U.S. Patents No. 4,827,508, 4,977,594, 5,050,213 and

5,410,598, may discourage certain forms of piracy. Cryptographic containers,

however, require a user to subscribe to particular decryption software to decrypt
data. IBM's InfoMarket and InterTrust's DigiBox, among other implementations,

provide a generalized model and need proprietary architecture to function. Every

user must have a subscription or registration with the party which encrypts the data.
Again, as a form of general encryption, the data is scrambled or encrypted without

regard to the media and its formatting. Finally, control over copyrights or other

neighboring rights is left with the implementing party, in this case, IBM, InterTrust
or a similar provider. Methods similar to these “trusted systems” exist, and

Cerberus Central Limited and Liquid Audio, among a number of companies, offer

systems which may functionally be thought of as subsets of IBM and InterTrust's

more generalized security offerings. Both Cerberus and Liquid Audio propose’
proprietary player software whichis registered to the user and “locked” in a manner

parallel to the locking of content that is distributed via a cryptographic container.
The economictrade-off in this modelis that users are required to use each respective

companies’ proprietary player to play or otherwise manipulate content that is
downloaded. If, as is the case presently, most music or other media is not available

via these proprietary players and more companies propose non-compatible player

formats, the proliferation of players will continue. Cerberus and Liquid Audio also

by way of extension of their architectures provide for “near-CD quality” but

proprictary compression. This requirement stems from the necessity not to allow’

content that has near-identical data make-up to an existing consumer electronic

standard, in Cerberus and Liquid Audio's case the so-called Red Book audio CD

standard of 16 bit 44.1 kHz, so that comparisons with the proprietary file may not
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yield how the player is secured. Knowledge of the player's file format renders its

security ineffective as a file may be replicated and played on any common player,

not the intended proprietary player. of the provider of previously secured and

uniquely formatted content. This is the parallel weakness to public key crypto-

systems which have gutted security if enough plain text and cipher text comparisons

enable a pirate to determine the user’sprivate key.

Many approaches to digital watermarking leave detection and
decoding control with the implementing party of the digital watermark, not the

creator of the work to be protected. A set of secure digital watermark

implementations address this fundamental control issue forming the basis of key-

based approaches. These ate covered by the following patents and pending .
applications, the entire disclosures of which are hereby incorporated by reference:

US Patent No. 5,613, 004 entitled “Steganographic Method and Device” and its

derivative US patent application Serial No. 08/775,216, US patent application Serial

No. 08/587,944entitled “Human Assisted Random Key Generation and Application

for Digital Watermark System,” US Patent Application Serial No. 08/587,943

entitled “Method for Stega-Cipher Protection of Computer Code,” US patent

application Serial No. 08/677,435 entitled “Optimization Methods for the Insertion,

Protection, and Detection of Digital Watermarks in Digitized Data,” and US Patent
Application Serial No. 08/772,222 entitled “Z-Transform Implementation ofDigital

Watermarks.” Public key crypto-systems are described in US Patents No.

4,200,770, 4,218,582, 4,405,829 and 4,424,414, the entire disclosures of which are
also hereby incorporated by reference.

In particular, an improved protection scheme is described in “Method

for Stega-Cipher Protection of Computer Code,” US patent application Serial No.

08/587,943. This technique uses the key-based insertion of binary executable

. computer code within a content signal that is subsequently, and necessarily, used to
playor otherwise manipulatethe signal in which it is encoded. With this system,

however, certain computational requirements, such as one digital player perdigital

copy of content, may be necessitated. For instance, a consumer may download

_ mnany copies of watermarked content. With this technique, the user would also be

downloading as many copies of the digital player program. While this form of
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security may be desirable for some applications, it is not appropriate in many

circumstances. Finally, even when digital information is distributed in encoded

form, it may be desirable to allow unauthorized users to play the information with a

digital player, perhaps with a reducedlevel of quality. For example, a popular song
may be encoded andfreely distributed in encoded form to the public. The public,

perhaps using commonly available plug-in digital players, could play the encoded

content and hear the music in some degraded form. The music may sound choppy,
or fuzzy or be degraded in some other way. This lets the public decide, based on the

available lower quality version of the song, if they want to purchase a key from the.

publisher to decode,or “clean-up,” the content. Similar approaches could be used to

distribute blurry pictures or low quality video. Or even “degraded”text, in the sense

that only authenticated portions of the text can be determined with the

predetermined key or a validated digital signature for the intended message.

In view of the foregoing, it can be appreciated that a substantial need

exists for a method allowing encoded contentto be played, with degraded quality, by
a plug-in digital player, and solving the other problems discussed above.

SUMMARYOF THE INVENTION

The disadvantages of the art are alleviated to a great extent by a

method for combining transfer functions with predetermined key creation. In one
embodiment, digital information, including a digital sample and formatinformation,

is protected by identifying and encoding a portion of the format information.
Encoded digital information, including the digital sample and the encoded format

information, is generated to protect the original digital information.
In another embodiment, a digital signal, including digital samplesin a

file format having an inherent granularity, is protected by creating a predetermined

key. The predetermined key is comprised of a transfer function-based mask set to

manipulate data at the inherent granularity of the file format ofthe underlying
digitized samples.

With these and other advantages and features of the invention that

will becomehereinafter apparent, the nature of the invention may be more clearly

understood by reference to the following detailed description of the-invention, the

appended claims and to the several drawings attached herein.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block flow diagram of a method for copy protection or

authentication of digital information according to an embodiment of the present
invention.

DETAILED DESCRIPTION

In accordance with an embodimentofthe present invention, a method

combines transfer functions with predetermined key creation. Increased security is

achieved in the method by combining elements of “public-key steganography” with

cryptographic protocols, which keep in-transit data secure by scrambling the data .

with “keys”in a mannerthat is not apparent to those with access to the content to be

distributed. Because different forms of randomness are combined to offer robust,

distributed security, the present invention addresses an architectural “gray space”

between two important areas of security: digital watermarks, a subset of the more

general art of steganography, and cryptography. One form of randomness exists in
the mask sets that are randomly created to map watermark data into an otherwise

unrelated digital signal. The second form of-randomness is the random

permutations of data formats used with digital players to manipulate the content with

the predetermined keys. These forms can be thought of as the transfer function

versus the mapping function inherent to digital watermarking processes.

According to an embodiment of the present invention, a

predetermined, or randomly generated, key is used to scramble digital information in

a way that is unlike known “digital watermark” techniques and public key crypto-

systems. As used herein, a key is also referred to as a “mask set” which includes

one or more random or pseudo-random series of bits. Prior to encoding, a mask can

be generated by any cryptographically secure random generation process. A block
cipher, such as a Data Encryption Standard (DES)algorithm, in combination with a
sufficiently random seed value, such as one created using a Message Digest 5

(MDS5)algorithm, emulates a cryptographically secure random bit generator. The

keys are saved in a database, along with information matching them to the digital

signal, for use in descrambling and subsequent viewing or playback. Additional file

format or transfer property information is prepared and made available to the

encoder, in a bit addressable manner. As well, any authenticating function can be
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combined, such as Digital Signature Standard (DSS) or Secure Hash Algorithm
(SHA).

Using the predetermined key comprised of a transfer function-based

mask set, the data representing the original content is manipulated at the inherent

granularity of the file format of the underlying digitized samples. Instead of

providing, or otherwise distributing, watermarked content that is not noticeably

altered, a partially “scrambled” copy of the content is distributed. The key is

necessary both to register the sought-after content and to descramble the content into

its original form.

The present invention uses methods disclosed in “Method for Stega-

Cipher Protection of Computer Code,” US Patent Application Serial No.
08/587,943, with respect to transfer functions related to the commonfile formats,

such as PICT, TIFF, AIFF, WAV,etc. Additionally, in cases where the content has

not been altered beyond being encoded with such functional data, it is possible for a

digital player to still play the content because the file format has not been altered.

Thus, the encoded content could still be played by a plug-in digital player as

discrete, digitally sampled signals, watermarked or not. That is, the structure of the

file can remain basically unchanged by the watermarking process, letting common

file format based players work with the “scrambled” content.

For example, the Compact Disc-Digital Audio (CD-DA) format

stores audio information as a series of frames. Each frame contains a number of
digital samples representing, for example, music, and a header that contains file

format information. As shown in FIG. 1, according to an embodiment of the

present invention some of the header information can be identified and “scrambled”

using the predetermined key at steps 110 to 130. The music samples can remain ~

unchanged. Using this technique,a traditional CD-DA player will be able to play a

distorted version of the music in the sample. The amount ofdistortion will depend

on the way, and extent, that the header, or file format, information has been

scrambled. It would also be possible to instead scramble some ofthedigital samples

while leaving the header information alone. In general, the digital signal would be
protected by manipulating data at the inherent granularity, or “frames,” of the CD-
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DA file format. To decode the information, a predetermined key is used before

playing the digital information at steps 140 and 150.
A key-based decoder can act as a “plug-in”digital player of broadcast

signal streams without foreknowledge of the encoded media stream. Moreover, the

data format orientation is used to partially scramble data in transit to prevent

unauthorized descrambled access by decoders that lack authorized keys. A

distributed key can be used to unscramble the scrambled content because a decoder

would understand how to process the key. Similar to on-the-fly decryption

operations, the benefits inherent in this embodiment include the fact that the

combination of watermarked content security, which is key-based, and the

descrambling of the data, can be performed by the same key which can beaplurality

of mask sets. The mask sets may include primary, convolution and message

delimiter masks with file format data included.r

The creation of an optimized “envelope”for insertion of watermarks

provides the basis of much watermark security, but is also a complementary goal of

the present invention. The predetermined or random key that is generated is not

only an essential map to access the hidden information signal, but is also the

descrambler of the previously scrambled signal's format for playback or viewing.

In a system requiring keys for watermarking content and validating
the distribution ofthe content, different keys may be. used to encode different

information while secure one way hash functions or one-time pads may be

incorporated to secure the embedded signal. The same keys can be used to later
validate the embedded digital signature, or even fully decode the digital watermark

if desired. Publishers can easily stipulate that content not only be digitally

watermarked but that distributors must check the validity of the watermarks by
performing digital signature-checks with keys that lack any other functionality. The
system can extend to simple authentication of text in other embodiments.

Before such a market is economically feasible, there are other

methods for deploying key-based watermarking coupled with transfer functions to

partially scramble the content to be distributed without performing full public key

encryption, i.e., a key pair is not necessarily generated, simply, a predetermined

key's function is created to re-map the data of the content file in a lossless process.
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Moreover, the scrambling performed by the present invention may be more

dependent on the file in question. Dissimilarly, encryption is not specific to any
particular media but is performed on data. The file format remains unchanged,

rendering the file useable by any conventional viewer/player, but the signal quality

can be intentionally degraded in the absence of the proper player and key. Public-

key encryption seeks to completely obscure the sensitive “plaintext” to prevent
comparisons with the “ciphertext” to determine a user's private keys. Centralized

encryption only differs in the utilization of a single key for both encryption and

decryption making the key even more highly vulnerable to attacks to defeat the
encryption process. With the present invention, a highly sought after photograph

may be hazy to the viewer using any number of commonly available, nonproprietary

software or hardware, without the authorized key. Similarly, a commercially

valuable song may sound poor.

The benefit of some form of cryptography is not lost in the present

invention. In fact, some piracy can be deterred when the target signal may be known
but is clearly being protected through scrambling. Whatis not anticipated by known
techniques, is an ala carte method to change various aspects of file formatting to

enable various “scrambled states” for content to be subsequently distributed. An

image may lack all red pixels or may not have any of the most significant bits

activated. An audio sample can similarly be scrambled to render it less-than-

commercially viable.

The present invention also provides improvements over known
network-based methods, such as those used for the streaming of media data over the

Internet. By manipulating file formats, the broadcast media, which bas been altered

to “fit” within electronic distribution parameters, such as bandwidth availability and

error correction considerations; can be more effectively utilized to restrict the

subsequent use of the content while in transit as well as real-time viewing or
playing.

The mask set providing the transfer function can be read on a per-use .
basis by issuing an authorized or authenticating “key” for descrambling the signal

that is apparent to a viewer or a player or possessor of the authenticating key. The
mask set can be read on a per-computer basis by issuing the authorized key that is
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more generalized for the computer that receives the broadcast signals. Metering and

subscription models become viable advantages over known digital watermark

systems which assist in designating the ownership of a copy of digitized media

content, but do not prevent or restrict the copying or manipulation of the sampled

signal in question. For broadcast or streamed media, this is especially the case.

Message authentication is also possible, though not guaranteeing the same security

as an encrypted file as with general crypto systems. _

The present invention thus benefits from the proprietary player model

without relying on proprietary players. No new players will be necessary and

existing multimedia file formats can be altered to exact a measure of security which

is further increased when coupled withdigital watermarks. As with most consumer

markets for media content, predominant file formats exist, de facto, and

corresponding formats for computers likewise exist. For a commercial compact disc
quality audio recording, or 16 bit 44.1 kHz, corresponding file formats include:

Audio Interchange File Format (AIFF), Microsoft WAV, Sound Designer I, Sun's
-au, Apple's Quicktime, etc. Forstill image media, formats are similarly abundant:
TIFF, PICT, JPEG, GIF, etc. Requiring the use of additional proprietary players,

and their complementary file formats, for limited benefits in security is wasteful.
Moréover, almost all computers today are multimedia-capable, and this is
increasingly so “with the popularity of Intel's MMX chip architecture and the
PowerPCline ofmicrochips. Becausefile formattingis fundamental in the playback

of the underlying data, the predetermined key can act both as a map,for information

to be encoded as watermark data regarding ownership, and a descrambler ofthefile

that has been distributed. Limitations will only exist in how large the key must be

retrofitted for a given application, but any manipulation of file format information is

not likely to exceed the size of data required versus that for an entire proprietary

player.

As with previous disclosures by the inventor on digital watermarking

techniques, the present invention may be implemented with @ variety of

cryptographic protocols to increase both confidence and security in the underlying

system. A predetermined key is described as a set of masks. These masks may

include primary, convolution and message delimiter mask. In previous disclosures,
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the functionality of these masks is defined solely for mapping. The present

invention includes a mask set which is also controlled by the distributing party of a

copy of a given media signal. This mask set is a transfer function which is limited

only by the parameters ofthe file format in question. To increase the uniqueness or
security of each key used to scramble a given media file copy, a secure one way

hash function can be used subsequent to transfer properties that are initiated to

prevent the forging of a particular key. Public and private keys may be used as key

pairs to further increase the unlikeliness that a key may be compromised.

These same cryptographic protocols can be combined with the

embodiments of the present invention in administering streamed content that

requires authorized keys to correctly display or play the streamed content in an
unscrambled manner. As with digital watermarking, symmetric or asymmetric

public key pairs may be used in a variety of implementations. Additionally, the

need for certification authorities to maintain authentic key-pairs becomes a

consideration for greater security beyond symmetric key implementations. The

cryptographic protocols makes possible, as well, a message of text to be

authenticated by a message authenticating function in a general computing device

that is able to ensure secure message exchanges between authorizingparties.

Although various embodiments are specifically illustrated and

described herein, it will be appreciated that modifications and variations of the

present invention are covered by the above teachings and within the purview of the

appended claims without departing from the spirit and intended scope of the
invention. |
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Whatis claimed is:

1. A method for copy protection of digital information, the digital
information including a digital sample and format information, comprising the steps
of:

identifying a portion ofthe format information to be encoded;

generating encoded format information from the identified portion of the

format information; and

generating encoded digital information, including the digital sample and the
encoded format information.

2. The method of claim 1, further comprising the step of requiring a

predetermined key to decode the encoded format information.

3. The method of claim 2, wherein the digital sample and format information

are configured to be used with a digital player, and wherein information output from

the digital player will have a degraded quality unless the encoded format

information is decoded with the predetermined key.

4. The method of claim 3, wherein the information output from thedigital

player represents a still image, audio or video.

. 5. The method of claim 3, wherein the information output represents text
data to be authenticated.

6. A method for protecting a digital signal, the digital signal including

digital samples in a file format having an inherent granularity, comprising the step
of:

creating a predetermined key comprised of a transfer function-based mask

set to manipulate data at the inherent granularity of the file format of the underlying

digitized samples.

7. The method of claim 6, wherein the digital signal represents a continuous

analog waveform.

8. The-method of claim 6, wherein the predetermined key comprises a

plurality of mask sets.

_9. The method of claim 6, wherein the digital signal is a message to be
authenticated.
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10. The method of claim 6, wherein the mask set is ciphered by a key pair

comprising a public key anda private key.
. 11. The method ofclaim 6, further comprising thestep of:
using a digital watermarking technique to encode information that identifies

ownership, use, or other information about the digital signal, into the digital signal.

12. The method of claim 6, wherein the digital signal represents a still

image, audio or video. |
13. The methodofclaim 6, further comprising the steps of:

selecting the mask set, including one or more masks having random or.
pseudo-random seriesofbits; and

validating the mask set at the start of the transfer function-based maskset.

14. The method of claim 13, wherein said step of validating comprises the

step of:

comparing a hash value computed at the start of the transfer function-based

mask set with a determined transfer function of the hash value.

15. The method of claim 6, further comprising thesteps of:

selecting the mask set, including one or more masks having random or

pseudo-random seriesofbits; and

authenticating the mask set by comparing a hash value computed at the start

of the transfer function-based mask set with a determined transfer function of the
hash value. .

16. The method of claim 13, wherein said step of validating comprises the

step of:

comparing a digital signature at the start of the transfer function-based mask

set with a determinedtransfer function of the digital signature.
. 17. The methodofclaim 6, further comprising thestepsof:

selecting the mask set, including one or more masks having random or

pseudo-random series ofbits; and | .
authenticating the mask set by comparing a digital signature at the start of the

transfer function-based mask set with a determined transfer function of the digital

signature.
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18. The method ofclaim 13, further comprising the step of:

using a digital watermarking technique to embed information that identifies

ownership, use, or other information aboutthe digital signal, into the digital signal;
and

wherein said step of validating is dependent on validation of the embedded

information.

19. The methodofclaim 6, further comprising the step of:

computing a secure one way hash function of carrier signal data in the digital

signal, wherein the hash function is insensitive to changes introduced into the carrier

signal for the purpose of carrying the transfer function-based maskset.

20. A method for protecting a digital signal, the digital signal including

digital samples in a file format having an inherent granularity, ‘comprising the steps
of:

creating a predetermined key comprised of a transfer function-based mask
set that can manipulate data at the inherent granularity of the file format of the

underlying digitized samples;

authenticating the predetermined key containing the correct transfer
function-based mask set during playback of the data; and

metering the playback ofthe data to monitor content.

21. The method of claim 20, wherein the predetermined key is authenticated

to authenticate message information.

22. A method to prepare for the scrambling of a sample stream of data,
comprising the steps of: .

generating a plurality of mask sets to be used for encoding, including a

random primary mask, a random convolution mask and a random start of message

delimiter;

obtaining a transfer function to be implemented;

generating a messagebit stream to be encoded; .

loading the message bit stream, a stega-cipher maptruth table, the primary

mask, the convolution mask and the start of message delimiter into memory;

initializing the state of a primary mask index, a convolution mask index, and

a message bit index; and
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setting a message size equal to the total number of bits in the message bit
Stream.

23. A method to prepare for the encoding of stega-cipher information into a

sample stream of data, comprising the steps of:

generating a mask set to be used for encoding, the set including a random

primary mask, a random convolution mask, and a random start ofmessage delimiter;

obtaining a message to be encoded;

compressing and encrypting the messageifdesired;

generating a message bit stream to be encoded;

loading the message bit stream, a stega-cipher maptruth table, the primary

mask, the convolution mask and the start ofmessage delimiter into memory;

initializing the state of a primary mask index, a convolution mask index, and

' amessagebit index; and

setting the message size equal to the total numberofbits in the message bit

stream. .

24. The method of claim 23 wherein the sample stream of data has a

plurality ofwindows,further comprising the stepsof:

calculating over which windowsin the sample stream the message will be
encoded;

computing a secure one way hash function of the information in the

calculated windows,the hash function generating hash values insensitive to changes
in the samples induced by a stega-cipher; and

encoding the computed hash values in.an encoded stream of data.

25. The method of claim 13, wherein said step of selecting comprises the

steps of:

collecting a series of random bits derived from keyboard latency intervals in

random typing; ‘

processing the initial series of random bits through an MD5 algorithm;

using the results of the MDS processing to seed a triple-DES encryption

loop;
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cycling through the triple-DES encryption loop, extractingthe least significant bit of

each result after each cycle; and

concatenating the triple-DES output bits into the random seriesofbits.

26. A method for copy protection of digital information, the digital

information including a digital sample and format information, comprising the steps

of:

aidentifying a portion of the digital sample to be encoded;

generating an encoded digital sample from the identified portion of the
digital sample; and

generating encoded digital information, including the encoded digital sample

and the format information.

27. The method of claim 26, further comprising the step of requiring a

predetermined key to decodethe encoded digital sample.
28. The method of claim 27, wherein the digital sample and format

information are configured to be used with a digital player, and wherein information

output from the digital player will have a degraded quality unless the encoded digital

sample is decoded with the predetermined key.
29. The method of claim 27, wherein information output will have non

authentic message data unless the encode digital sample is decoded with the

predetermined key.
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(57) Abstract: A local content server system (LCS)for creating a secure environmentfor digital content is disclosed, which system
comprises: a communications port in communication for connecting the LCS via a networkto at least one Secure Electronic Content
Distributor (SECD), which SECD is capable of storing a plurality of data sets, is capable of receiving a request to transfer at least

@® one contentdata set, and is capable of transmitting the at least one content data set in a secured transmission; a rewritable storage
w= medium whereby content received from outside the LCS may be stored and retrieved; a domain processorthat imposes rules and
ej procedures for content being transferred between the LCS anddevices outside the LCS, and a programmable address module which
&> can be programmed with an identification code uniquely associated with the LCS. The LCSis provided with rules and procedures for

© accepting and transmitting content data. Optionally, the system may further comprise: an interface to permit the LCS to communicate
= with one or more Satellite Units (SU) which may be connected [Continued on next page]
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to the system through the interface, which SUs are capable of receiving and transmitting digital content; at least one SU; and/or
at least one SECD. The SECD mayhave a storage device for storing a plurality of data sets, as well as a transaction processor for
validating the request to purchase and for processing paymentfor a requestto retrieve one of the data sets. The SECDtypically
includes a security module for encrypting or otherwise securitizing data which the SECD may transmit. A method for creating a
secure environmentfor digital content for a consumer is also disclosed. As part of the method, a LCS requests and receivesa digital
data set that may be encrypted or scrambled. The digital data set may be embedded with at least one robust open watermark, which
permits the contentto be authenticated. The digital data set is preferably embedded with additional watermarks which are generated.
using information aboutthe LCS requesting the copy and/or the SECD which provides the copy. Once received by the LCS, the LCS
exercises control over the content and only releases the data to authorized users. Generally, the data is not released until the LCS
embeds at least one additional watermark based upon protected information associated with the LCS and/or information associated
with the user. .
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A SECURE PERSONAL CONTENT SERVER

Field of Invention

The present invention relates to the secure distribution of digitized value-

added information, or media content, while preserving the ability of publishers to

make available unsecured versions of the same value-added information, or media
content, without adverse effect to the systemssecurity.

Authentication, verification and authorization are all handled with a

combination of cryptographic and steganographic protocols to achieve efficient,

trusted, secure exchangeofdigital information.

Cross-Reference To Related Application

This application is based on and claims the benefit of pending U.S. Patent
Application Serial No. 60/147,134, filed 08/04/99, entitled, "A Secure Personal
Content Server" and pending U.S. Patent Application Serial No. 60/213,489, filed

06/23/2000, entitled “A Secure Personal Content Server.”
This application also incorporates by reference the following applications:

pending U.S. Patent Application Serial No. 08/999,766, filed 7/23/97, entitled

“Steganographic Method and Device”; pending U.S. Patent Application Serial No.

08/772,222, filed 12/20/96, entitled “Z-Transform Implementation of Digital

Watermarks”; pending U.S. Patent Application Serial No. 09/456,319, filed

12/08/99, entitled “Transform Implementation ofDigital Watermarks”; pending U.S.

Patent Application Serial No. 08/674,726, filed 7/2/96, entitled “Exchange

Mechanisms for Digital Information Packages with Bandwidth Securitization,
Multichannel Digital Watermarks, and Key Management”; pending U.S. Patent
Application Serial No. 09/545,589, filed 04/07/2000, entitled “Method and System

for Digital Watermarking”, pending U.S. Patent Application Serial No. 09/046,627,

filed 3/24/98, entitled “Method for Combining Transfer Function with

Predetermined Key Creation”; pending U.S. Patent Application Serial No.

09/053,628,filed 04/02/98,entitled “Multiple Transform Utilization and Application
for Secure Digital Watermarking”; pending U.S. Patent Application Serial No.
09/281,279, filed 3/30/99, entitled “Optimization Methods for the Insertion,

Protection, and Detection...”; U.S. Patent Application Serial No.09/594,719, filed

June 16, 2000, entitled “Utilizing Data Reduction in Steganographic and
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Cryptographic Systems” (which is a continuation-in-part of PCT application No.

PCT/US00/06522, filed 14 March 2000, which PCT application claimedpriority to

U.S.Provisional Application No. 60/125,990, filed 24 March 1999); and pending

U.S. Application No 60/169,274, filed 12/7/99, entitled “Systems, Methods And

Devices For Trusted Transactions.” All of the patent applications previously

identified in this paragraph are hereby incorporated byreference,in their entireties.
Backgroundof the Invention

The music industry is at a critical inflection point. Digital technology
enables anyone to make perfect replica copies of musical recordings from the

comfort of their home, or as in some circumstances, in an offshore factory. Internet

technology enables anyone to distribute these copies to their friends, or the entire

world. Indeed, virtually any popular recording is already likely available in the MP3
format, for free if you know whereto look.

Howtheindustry will respond to these challenges and protect the rights and

livelihoods of copyright owners and managers and has been a matter of increasing

discussion, both in private industry forums and the public media. Security disasters

like the cracking of DVD-Video’s CSS security system have increased doubt about
the potential for effective robust security implementations. Meanwhile, the success

of non-secure initiatives such as portable MP3 players lead many to believe that

these decisions may havealready been made. |
Music consumers have grown accustomed to copying their music for their

own personal use. This fact of life was written into law in the United States via the

Audio Home Recording Act of 1992. Millions of consumers have CD players and

purchase musicin the Compact Disc format. It is expected to take years for a format

transition away from Red Book CD Audio to reach significant market penetration.

Hence, a need exists for a new and improved system for protecting digital
content against unauthorized copying and distribution.

Summary of the Invention

A local content server system (LCS)for creating a secure environment for

digital content is disclosed, which system comprises: a communicationsport in
communication for connecting the LCS via a networkto at least one Secure

Electronic Content Distributor (SECD), which SECDis capableofstoring a
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plurality of data sets, is capable of receiving a request to transfer at least one content

data set, and is capable oftransmitting the at least one content data set in a secured

transmission, a rewritable storage medium whereby content received from outside
the LCS may be stored and retrieved; a domain processorthat imposes rules and
proceduresfor content being transferred between the LCS and devicesoutside the

LCS; and a programmable address module which can be programmed with an

identification code uniquely associated with the LCS. The LCSis provided with
tules.and procedures for accepting and transmitting content data. Optionally, the
system may further comprise: an interface to permit the LCS to communicate with

one or more Satellite Units (SU) which may be connectedto the system through the
interface, which SUsare capable ofreceiving and transmitting digital content; at
least one SU; and/orat least one SECD. The SECD may have a storage device for
storing a plurality of data sets, as well as a transaction processorfor validating the
request to purchase and for processing payment for a requestto retrieve one ofthe

data sets. The SECDtypically includesa security module for encrypting or
otherwise securitizing data which the SECD may transmit.

A methodfor creating a secure environmentfordigital content for a

consumeris also disclosed. As part of the method, a LCS requests and receives a

digital data set that may be encrypted or scrambled. The digital data set may be
embedded withat least one robust open watermark, which permits the content to be
authenticated. Thedigital data set is preferably be embedded with additional

watermarks which are generated using information about the LCS requesting the
copy and/or the SECD which provides the copy. Once received by the LCS,the
LCSexercises control over the content and only releases the data to authorized

users. Generally, the data is not released until the LCS embedsat least one

additional watermark based uponprotected information associated with the LCS
and/or information associated with the user.

Another embodimentofthe methodofthe presentinvention comprises:
connecting a Satellite Unit to an local content server (LCS), sending a message

- indicating that the SU is requesting a copy of a content dataset that is stored on the

LCS, said message including information about the identity of the SU; analyzing the
message to confirm that the SU is authorized to use the LCS;retrieving:a copy ofthe
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requested content data set; assessing whether a secured connection exists between

the LCS and the SU;if a secured connection exists, embedding a watermark into the

copy of the requested content data set, said watermark being created based upon

information transmitted by the SU and information about the LCS; and delivering

‘the content data set to the SU forits use.

The SU mayalso request information that is located not on the LCS, but on

an SECD,in which case, theLCSwill request and obtain a copy from the SECD,

provided the requesting SU is authorized to access the information.

Digital technology offers economies of scale to value-added data not

possible with physical or tangible media distribution. The ability to digitize

information both reduces the cost of copying and enables perfect copies. This is an

advantage and a disadvantage to commercial publishers who must weigh the cost

reduction against the real threat of unauthorized duplication of their value-added

data content. Because cost reduction is an important business consideration,

securing payment and authenticating individual copies of digital information (such
as media content) presents unique opportunities to information service and media

content providers. The present invention seeks to leverage the benefits of digital

distribution to consumers and publishers alike, while ensuring the development and

persistence of trust between all parties, as well as with any third parties involved,

directly or indirectly, in a given transaction.

In another approach that is related to this goal, there are instances where
transactions must be allowed to happen after perceptually-based digital information
can be authenticated. (Perceptually based information is information whose valueis
in large part, based upon its ability to be perceived by a human, and includes for

example, acoustic, psychoacoustic, visual and psychovisual information.) The

process of authenticating before distributing will become increasingly important for

areas where the distributed material is related to a trust-requiring transaction event.
A numberof examples exist. These include virtual retailers (for example, an on-line

music store selling CDs and electronic versions of songs); service providers (for

example, an on-line bank or broker who performs transactions on behalf of a .
consumer); and transaction providers (for example, wholesalers or auction houses).

These parties have different authentication interests and requirements. By using the
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teachings ofthis application, these interests and requirements may be separated and
then independently quantified by market participants in shorter periodsoftime.

All parties in a transaction must authenticate information that is perceptually

observable before trust between the parties can be established. In today’s world,

information (including perceptually rich information) is typically digitized, and as a

result, can easily be copied and redistributed, negatively impacting buyers, sellers

and other market participants. Unauthorized redistribution confuses authenticity,
non-repudiation, limit of ability and other important “transaction events.” In a

networked environment, transactions andinteractions occur over a transmission line

or a network, with buyer and seller at different points on the line or network. While
such electronic transactions have the potential to add value to the underlying
information being bought and sold (and the potential to reduce the cost of the

transaction), instantaneous piracy can significantly reduce the value of the
underlying data, if not wholly destroy it. Even the threat of piracy tends to

undermine the value of the data that might otherwise exist for such an electronic
transaction.

Related situations range from theability to provably establish the “existence”

of a virtual financial institution to determining the reliability of an “electronic

stamp.” The present invention seeks to improve on the prior art by describing
optimal combinations of cryptographic and steganographic protocols for “trusted”

verification, confidence and non-repudiation of digitized representations of

perceptually rich information of the actual seller, vendor or other associated

institutions which may not be commercial in nature (confidence building with logo’s
such as the SEC, FDIC, Federal Reserve, FBI, etc. apply). To the extent that an

entity plays a role in purchase decisions made by a consumer of goods andservices
relating to data, the present invention has a wide range of beneficial applications.
One is enabling independenttrust based on real world representations that are not

physically available to a consumer or user. A second is the ability to match

informational needs between buyers and sellers that may not be universally
appealing or cost effective in given marketsituations. These include auction models

based on recognition of the interests or demand of consumers and market

participants—which make trading profitable by focusing specialized buyers and
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sellers. Another use for the information matching is to establish limits on the
liability of such institutions and profit-seeking entities, such as insurance providers

or credit companies. These vendors lack appropriate tools for determining

intangible asset risk or even the value of the information being exchanged. By

encouraging separate and distinct “trust” arrangements over an electronic network,

profitable market-based relationships can result.

The present invention can make possible efficient and openly accessible

markets for tradable information. Existing transaction security (including on-line

credit cards, electronic cash orits equivalents, electronic wallets, electronic tokens,

etc.) which primarily use cryptographic techniques to secure a transmission channel-

-but are not directly associated or dependent on the information being sold--fails to
meetthis valuable need. The present invention proposes a departure from the prior

art by separating transactions from authentication in the sale of digitized data. Such

data may include videos, songs, images, electronic stamps, electronic trademarks,

and electronic logos used to ensure membership in someinstitutional body whose

purpose is to assist in a dispute, limit liability and provide indirect guidance to

consumers and marketparticipants, alike.

With an increasingly anonymous marketplace, the present invention offers
invaluable embodiments to accomplish “trusted” transactions in a more flexible,

transparent manner while enabling market participants to negotiate terms and

conditions. Negotiation may be driven by predetermined usage rules or parameters,

especially as the information economy offers potentially many competitive

marketplaces in which to transact, trade or exchange among businesses and
consumers. As information grows exponentially, flexibility becomes an advantage

to market participants, in that they need to screen, filter and verify information _
before making a transaction decision. Moreover, the accuracy and speed at which

decisions can be made reliably enables confidence to grow with an aggregate of

“trusted transactions”. “Trusted transactions” beget further “trusted transactions”

through experience. The presentinvention also provides for improvements over the

prior art in the ability to utilize different independently important “modules” to

enable a “trusted transaction” using competitive cryptographic and steganographic
elements, as well as being able to support a wide variety of perceptually-based
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media and information formats. The envisioned system is not bound by a

proprietary means of creating recognition for a good or service, such as that

embodied in existing closed system. Instead, the flexibility of the present invention

will enable a greater and more diverse information marketplace.

The present invention is not a “trusted system”, per se, but “trusted

transactions” are enabled, since the same value-added information that is sought
may still be in the clear, not in a protected storage area or closed, rule-based

“imaccessible virtual environment”. .

A related additional set of embodiments regards the further separation of the |
transaction and the consumer’s identification versus the identification of the

transaction only. This is accomplished through separated “trusted transactions”

bound by authentication, verification and authorization in a transparent manner.

With these embodiments, consumer and vendorprivacy could be incorporated. More

sophisticated relationships are anticipated between parties, who can mix information

about their physical goods and services with a transparent means for consumers,

who may not be known to the seller, who choose not to confide in an inherently

closed “trusted system” or provide additional personal information or purchasing

information (in the form of a credit card or other electronic payment system), in

advance of an actual purchase decision or ability to observe (audibly or visibly) the

content in the clear. This dynamic is inconsistent with the prior art’s emphasison

access control, not transparent access to value-added information (in the form or
goodsorservices), that can be transacted on an electronic or otherwise anonymous

exchange. ,
These embodiments may include decisions about availability of a particular

goodor service through electronic means, such as the Internet, or means that can be

modularized to conduct a transaction based on interconnection ofvarious users (such
as WebTV,a Nintendo or Sony gameconsole with network abilities, cellular phone,

PalmPilot, etc.). These embodiments may additionally be implemented in traditional

auction types (including Dutch auctions). Consumers may view their anonymous

marketplace transactions very differently because of a lack of physical human

interactions, but the present invention can enable realistic transactions to occur by
maintaining open access and offering strict authentication and verification of the
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information being traded. This has the effect of allowing legacy relationships,
legacy information, and legacy business models to be offered in a manner which

more closely reflects many observable transactions in the physical world. The

tremendousbenefits to sellers and consumers is obvious; existing transactions need

not reducetheir expectations of security. As well, the ability to isolate and quantify

aspects ofa transaction by module potentially allows for better price determinations

of intangible asset insurance, transaction costs, advertising costs, liability, etc. which
have physical world precedent.

It is contemplated that the publisher and/or ownerof the copyrights will want

to dictate restrictions on theability of the purchaser to use the data being sold. Such
restrictions can be implemented through the present invention, which presents a

significant advantage over the prior art (which attempts to effect security through

access control and attempted tight reigns over distribution). See US Pat. No.

5,428,606 for a discussion on democratizing digital information exchange between
publishers and subscribers of said information.

A goal for providers of value-added content is to maximize profits for the

sale of their content. Marketing and promotionofthe informational content cannot

be eliminated, considering the ever increasing amount of information vying for
consumers and other market participant’s attention. Nonetheless, in a market where
the goods are speculatively valued, marketing budgets are inherently constrained, as

you are trying to create demand for a product with little inherent value. Where such

markets have participants, both buyers and sellers and their respective agents, with
access to the same information in real time, market mechanismsefficiently price the

market goods or services. These markets are characterized by “price

commoditization” so buyers and sellers are limited to differentiating their offerings
by selection and service. If the markets are about information itself, it has proven
more difficult to accurately forecast the target price wheresellers can maximize their

profits. Quality and quantity provide different evaluation criteria of selection and

service relating to the information being traded. The present invention regards a

particular set of implementations of value-added content security in markets which

may include unsecured and secure versions of the same value-added data (such as
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songs, video, research, pictures, electronic logos, electronic trademarks, value-added

information,etc.).

Transactions for value-added information can occur without any physical

location. So, there is a need for a secure personal content server for which the value

added information can be offered for transactions in a manner similar to real world

transactions. One feature is to offer seemingly similar value added information in

differing quality settings. These settings have logical relationships with fidelity and

discreteness and are determined by market participants. Another issue is that

because purchasers may be anonymousto sellers, it is more important to have a

particular value-added information object available so that market participants can
fulfill their role are consumers.

One fundamental weakness of current information markets is the lack of

mechanisms to ensure that buyers and sellers can reach pricing equilibrium. This

deficit is related to the “speculative” , “fashion”, and “vanity” aspects of perceptual

content (such as music, video, and art or somefuture recognition to purchasers). For

other goods and services being marketed to an anonymous marketplace, market

participants may never see (and indeed, may chooseto never see, an actual location

where the transaction may physically occur. A physical location may simply not
exist. There are a numberofsuch virtual operations in business today, which would

benefit from the improvementsoffered under the present system.

The present invention also seeks to provide improvements to the art in

- enabling a realistic model for building trust between parties (or their agents) not in a

“system”, per se. Because prior art systems lack any inherent ability to allow for

information to flow freely to enable buyers and sellers to react to changing market
conditions. The present invention can co-existwith these “trusted systems” to the
extent that all market participants in a given industry have relatively similar

information with which to price value-added data. The improvement over such
systems, however, addresses a core features in most data-added value markets:

predictions, forecasts, and speculation over the value of information is largely an

unsuccessful activity for buyers and sellers alike. The additional improvementis the

ability to maintain security even with unsecured or legacy versions of value-added

information available to those who seek choices thatfit less quantitative criteria—
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“aesthetic quality” of the information versus “commercial price”. Purchase or

transaction decisions can be madefirst by authenticating an electronic version ofa

song, image, video, trademark, stamp,currency,etc.

Additional anticipated improvementsinclude the ability to support varying
pricing models such as auctionsthat are difficult or impossible to accomplish under

existing prior art that leaves all access and pricing control with the seller alone, and

the separation of the transaction from the exchangeof the value-added information,

which gives morecontrol to buyers over their identities and purchasing habits, (both

sensitive and separately distinct forms of “unrelated” value-added information).
Essentially, no system known in the art allows for realistic protocols to establish

trust between buyers and sellers in a manner more closely reflecting actual

purchasing behavior of consumers and changingselling behavior of sellers. The

goal in suchtransactionsis the creation of trust between parties as well as “trusted

relationships” with those parties. The present invention is an example of one such
system for media content where the “aesthetic” or “gestalt” of the underlying

content and its characteristics is a componentofbuying habits. Without an ability to

open distribution systems to varying buyers andsellers, media content may be priced

at less than maximum economic value and buyers may be deprived of a competitive,
vigorous marketplace for exciting media content from many different creative

participants. .

To the extent that recognition plays such a key role in an information

economy, value-added data should be as accessible as possible to the highest number
of market participants in the interests of furthering creativity and building a
competitive marketplace for related goods and services. This is to the benefit of

both buyers and sellers as well as the other participants in such an economic

ecosystem. The Internet and other transmission-based transactions with unknown
parties presents a numberofchallenges to information vendors who wish to develop
customerrelations,trust and profitable sales. The information economyis largely. an

anonymous marketplace, thus, making it much moredifficult to identify consumers

and sellers. The present invention provides remedies to help overcome these
weaknesses.
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The present invention is concerned with methods and systems which enable

secure, paid exchange of value-added information, while separating transaction

protocols. The present invention improves on existing means for distribution contro!

by relying on authentication, verification and authorization that may be flexibly

determined by both buyers and sellers. These determinations may not need to be

predetermined,although pricing matrix and variable access to the information opens

"additional advantages over the prior art. The present invention offers methods and
protocols for ensuring value-added information distribution can be used tofacilitate
trust in a large or relatively anonymous marketplace (such as the Internet’s World
Wide Web).

We now define components of the preferred embodiments for methods,

systems, and devices.

Definitions:

Local Content Server (LCS): A device or software application which can

securely store a collection ofvalue-added digital content. The LCS has a unique ID.
Secure Electronic Content Distributor (SECD): Anentity, device or software

application which can validate a transaction with a LCS, process a payment, and

deliver digital content securely to a LCS. In cryptographic terms, the SECD acts as

a “certification authority” or its equivalent. SECDs may have differing

arrangements with consumers and providersof value-added information. (The term

“content” is used to refer generally to digital data, and may comprise video, audio,

or any other data thatis stored in a digital format).

Satellite Unit (SU): A portable medium or device which can accept secure

digital content from a LCSthrough a physical, local connection and which can either

play or make playable the digital content. The SU may haveotherfunctionality asit

relates to manipulating the content, such as recording. The SU has a unique ID. An
SU may be a CD player, a video camera, a backup drive, or other electronic device

whichhasastorageunit for digital data.

’ LCS Domain: A secure medium or area where digital content can be stored,

with an accompanying rule system for transfer of digital content in and out ofthe

LCS Domain. The domain may be a single device or multiple devices—all of which

' have some common ownership orcontrol. Preferably, a LCS domain is linked to a
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single purchasing account. Inside the domain, one can enjoy musicor other digital

data without substantial limitations—as typically a license extends to all personal
use. .

SecureChannel™: A secure channel to pass individualized content to
differentiate authentic content from legacy or unauthorized, pirated content. For

example, the Secure Channel may be used as an auxiliary channel through which
members of the production and distribution chain may communicate directly with

individual consumers. Preferably, the Secure Channel is never exposed and can
only be accessed through legitimate methods. SecureChannel may carry a value-

adding component ( VAC). The ability to provide consumers with value adding .
features will serve to give consumers an incentive to purchase new, secure hardware

and software that can provide the additional enhanced services. The SecureChannel

may also include protected associated data—data which is associated with a user
and/or a particular set of content.

Standard Quality: A transfer path into the LCS Domain which maintains the

digital content at a predetermined reference level or degrades the contentifit is at a

higher quality level. In an audio implementation, this might be defined as Red Book

CD Quality (44100 Hz., 16 bits, 2 channels). This transfer path can alternately be

defined in terms of a subset of VAC's or a quality level associated with particular
VAC's. Ifa VACis notin the subset, it is not passed. If a VAC is above the defined

quality level, it is degraded.

Low Quality: A transfer path into the LCS Domain which degrades the |
‘digital content to a sub-reference level. In an audio implementation, this might be
defined as below CD Quality (for instance, 32000 Hz., 16 bits, 2 channels). This
transfer path can alternately be defined in terms of an absence of VAC's or a
degraded quality level associated with particular VAC's.

High Quality: A transfer path into the LCS Domain which allows digital

content of any quality level to pass unaltered. This transfer path can alternately be
defined in terms of a complete set of VAC's or the highest quality level available
associated with particular VAC's.

Rewritable Media: An mass storage device which can be rewritten (e.g. hard

drive, CD-RW,Zip cartridge, M-O drive,etc...).
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Read-Only Media: A mass storage device which can only be written once

(e.g. CD-ROM, CD-R, DVD, DVD-R, etc...). Note: pre-recorded music, video,

software, or images,etc. are all “read only” media.

Unique ID: A UniqueID is created for a particular transaction and is unique

to that transaction (roughly analogous to a human fingerprint). One way to generate

a Unique ID is with a one-way hash function. Another way is by incorporating the

hash result with a message into a signing algorithm will create a signature scheme.

For example, the hash result may be concatenated to the digitized, value added

information which is the subject of a transaction. Additional uniqueness may be

observed in a hardware device so as to differentiate that device, which may be used
in a plurality of transactions, from othersimilar devices.

Value-added:©Value-added information is differentiated from non-

commoditized information in terms of its marketability or demand, which can vary,

obviously, from each marketthat is created for the information. By way of example,

information in the abstract has no value until a market is created for the information |

(i.e., the information becomes a commodity). The same information can be

packaged in many different forms, each of which may have different values.

Because informationis easily digitized, one way to package the “same” information

differently is by different levels of fidelity and discreteness. Value is typically

bounded by context and consideration.

Authentication: A receiver of a “message” (embedded or otherwise within

the value-added information) should be able to ascertain the original ofthe message

(or by effects, the origin of the carrier within which the message is stored). An

intruder should not be able to successfully represent someone else. Additional

functionality such as Message Authentication Codes (MAC)could be incorporated

(a one-way hash function with a secret key) to ensure limited verification or

subsequent processing ofvalue-added data.

Verification: In cryptographic terms, “verification” serves the “integrity”

function to prevent an intruder from substituting false messages for legitimate ones.
In this sense, the receiver of the message (embedded or otherwise present within the
value-added information) should be assured that the message was not modified or
altered in transit.
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One-way hash function: One-way hash functions are knownin the art. A

hash functionis a function which converts an input into an output, whichis usually a

fixed-sized output. For example, a simple hash function may be a function which

accepts a digital stream of bytes and returns a byte consisting of the XOR function

of all of the bytes in the digital stream of input data Roughly speaking, the hash

function may be used to generate a “fingerprint” for the input data. The hash

function need not be chosen based on the characteristics of the input. Moreover, the

output produced by the hash function(i.e., the “hash”) need not be secret, because in

most instances it is not computationally feasible to reconstruct the input which

yielded the hash. This is especially true for a “one-way” hash function--one that can

be used to generate a hash value for a given input string, but which hash cannot be

used (at least, not without great effort) to create an input string that could generate |
the same hash value. |

Authorization: A term which is used broadly to cover the acts of conveying

official sanction, permitting access or granting legal powerto an entity.

Encryption: For non digitally-sampled data, encryption is data scrambling

using keys. For value-added or information rich data with content characteristics,
encryption is typically slow or inefficient because content file sizes tend to be

generally large. Encrypted datais called “ciphertext”.

Scrambling: For digitally-sampled data, scrambling refers to manipulations
of the value-added or information rich data at the inherent granularity of the file

format. The manipulations are associated with a key, which may be made

cryptographically secure or broken into key pairs. Scramblingis efficient for larger

media files and can be used to provide content in less than commercially viable or
referenced quality levels. Scrambling is not as secure as encryption for these
applications, but provides more fitting manipulation of media rich content in the
context of secured distribution. Scrambled data is also called “ciphertext” for the

purposes of this invention. Encryption generally acts on the data as a whole,

whereas scramblingis applied often to a particular subset of the data concemed with

the granularity of the data, for instance the file formatting. The result is that a
smaller amountof data is “encoded” or “processed” versusstrict encryption, where

all of the data is “encoded” or “processed.” By way of example, a cable TV signal
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can be scrambled byaltering the signal which provides forhorizontal and vertical
tracking, which would alter only a subset of the data, but not all of the data—which

is why the audio signalis often untouched. Encryption, however, would generally

so alter the data that no recognizable signal would be perceptually appreciated.

_ Further, the scrambled data can be compared with the unscrambleddata to yield the

scrambling key. The difference with encryption is that the ciphertext is not

completely random,thatis, the scrambled dataisstill perceptible albeit in a lessened

quality. Unlike watermarking, which maps a changeto the data set, scrambling is a

transfer function which doesnot alter or modify the data set.

Detailed Discussion of Invention

The LCS Domainis a logical area inside which a set of rules governing

content use can be strictly enforced. The exact rules can vary between

implementations, but in general, unrestricted access to the content inside the LCS

Domainis disallowed. The LCS Domain has a set of paths which allow content to

enter the domain under different circumstances. The LCS Domain also has paths
which allow the content to exit the domain.

A simple example provides insight into the scope of an LCS domain. If an

LCSis assigned to an individual, then all music, video, and other content data which

has lawfully issued to the individual may be freely used on that persons LCS domain
(though perhaps “freely” is misleading, as in theory, the individual has purchased a

license). A LCS Domain may comprise multiple SUs, for example, a video player, a
CDplayer, etc. An individual may be authorizedto take a copy of a song andplayit

in another’s car stereo, but only while the individual’s device or media is present.
Once the device is removed, the friend’s LCS will no longer have a copy of the
musicto play.

Theact of entering the LCS Domainincludesa verification ofthe content (an

authentication check). Depending upon the source ofthe content, such verification

may be easier or harder. Unvalidateable content will be subjected to a quality
degradation. Content that can be validated but which belongs to a different LCS
Domain will be excluded. The primary purpose of the validation is to prevent
unauthorized, high-quality, sharing of content between domains.
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Whencontent leaves the LCS Domain,the exiting content is embedded with

information to uniquely identify the exiting content as belonging to the domain from

whichthe contentis leaving. It is allowed to leave at the quality level at which the

content wasoriginally stored in the LCS Domain (i.e. the quality level determined
by the validation path). For example, the exiting content may include an embedded

digital watermark and an attached hash or digital signature; the exiting content may
also include a time stamp—which itself may be embedded or merely attached).
Once it has exited, the content cannot return to the domain unless both the

watermark and hash can be verified as belonging to this domain. The presence of

one or the other maybe sufficient to allow re-entry, or security can be set to require
the presence of more than oneidentification signal.

This system is designed to allow a certifiable level of security for high-
quality content while allowing a device to also be usable with unsecured contentat a

degraded quality level. The security measures are designed such that a removal of

the watermark constitutes only a partial failure of the system. The altered content-

(i.e., the content from which the watermark has been removed or the content in

which the watermark has been degraded) will be allowed back into the LCS

Domain,but only at a degraded quality level, a result of the watermark destruction

and subsequentobscurity to the system, consumerswill not be affected to the extent

that the unauthorized content has only been degraded, but access has not been

denied to the content. Only a complete forgery of a cryptographically-secure
watermark will constitute a complete failure of the system. For a discussion on such

implementations please see US Pat. No. 5,613,004, US Pat No. 5,687,236, US Pat.

No. 5,745,569, US Pat. No. 5,822,432, US Pat. No. 5,889,868, US Pat. No.

5,905,800, included by reference in their entirety and pending U.S. patent
applications with Serial No. 09/046,627 “Method for Combining Transfer
Function...”, Serial No. 09/053,628 “Multiple Transform Utilization and

Application for Secure Digital Watermarking”, Serial No. 08/775,216
“Steganographic Method and Device”, Serial No. 08/772,222 “Z-Transform
Implementation ...”, Serial No. 60/125990 “Utilizing Data Reduction in
Steganographic and Cryptographic Systems”. .
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Provable security protocols can minimize this risk. Thus the embedding

system used to place the watermark does not need to be optimized for robustness,

only for imperceptibility (important to publishers and consumersalike) and security
(more importantto publishers than to consumers). Ideally, as previously disclosed,

security should not obscure the content, or prevent market participants from

accessing information, which in the long term, should help develop trust or create
relationships. .

The system can flexibly support one or more “robust” watermarks as a

method for screening content to speed processing. Final validation, however, relies

upon the fragile, secure watermark and its hash or digital signature (a secure time
stamp may also be incorporated). Fragile watermarks, meaning that signal
manipulations would affect the watermark, may be included as a meansto affect the

quality of the content or any additional attributes intended to be delivered to the
consumer.

LCS Functions

The LCSprovides storage for content, authentication of content, enforcement
of export rules, and watermarking and hashing of exported content. Stored content

may, be on an accessible rewritable medium, but it must be stored as ciphertext

(encrypted or scrambled), not plain text, to prevent system-level extraction of the
content. This is in contrast to the prior art which affix or otherwise attach meta-data

to the content for access control by the variously proposed systems.

Typically, an LCS receives secured data from one or more SECDs. The

SECDtransfers content only after it has been secured. For example, the SECD may
use an individualized cryptographic container to protect music content while in

transit. Such a container may use public/private key cryptography, ciphering and/or
compression,ifdesired. |

The LCS maybeable to receive content from a SECD, and mustbe able to

authenticate content received via any of the plurality of implemented paths. The

LCS must monitor and enforce any rules that accompany received content, such as
number of available copies. Finally, it is preferred for the LCS to watermark all

exported material (with the exception of Path 6 - see below) and supply a hash made

from the unique ID of the LCS and the content characteristics (so as to be
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maintained perceptually within the information and increase the level of security of

the watermark).

SU Functions |

The SU enables the content to be usable away from the LCS. The SU is

partially within the LCS Domain. A protocol must exist for the SU and LCS to

authenticate any connection made between them. This connection can have various

levels of confidence set by the level of security between the SU and LCS and

determinable by a certification authority or its equivalent, an authorized site for the

content, for example. The transfer of content from the SU to the LCS without

watermarking is allowed. However, all content leaving the SU must be

watermarked. Preferably, the SU watermark contains a hash generated from the:
SU’s Unique ID and the content characteristics of the content being transferred. If
the content came from a LCS, the SU watermark must also be generated based, in

part, upon the hash received from the LCS. The LCS and SU watermarking

procedures do not need to be the same. However, the LCS mustbe able to read the

SU watermarks for all different types of SU’s with which it can connect. The SU

does not need to be able to read any LCS watermarks. Each LCS and SU must have

separate Unique IDs.

Sample Embodiment

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present invention, the objects and

advantages thereof, reference is now made to the following descriptions taken in

connection with the accompanying drawings in which:

FIG. 1 shows in block diagram form a system for one embodiment of an

LCS, showing the possible paths for content to enter and exit the system.

FIG. 2 is flow diagram illustrating the functions performed by the LCS of
FIG. } when content enters the LCS Domain from the rewritable media.

_FIG. 3 is flow diagram illustrating the functions performed by the LCS of

FIG. 1 when content enters the LCS Domain from the read-only media.

FIG. 4 is flow diagram illustrating the functions performed by the LCS of

FIG. ] when content enters the LCS Domain from the satellite unit.
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FIG.5 is flow diagram illustrating the functions performed by the LCS of

FIG. 1 when content leaves the LCS Domain.

FIG.6 is flow diagram illustrating the functions performed by the LCS of

FIG. 1 when content leaves the LCS Domain from the read-only media.

FIG. 7 is flow diagram illustrating the functions performed by the LCS of

FIG. 1 when content leaves the SU to a receiver other than the LCS.

DETAILED DESCRIPTION OF THE INVENTION

The preferred embodiment of the present invention and its advantages are

 

best understood by referring to FIGs. 1 through 7 of the drawings, like numerals

being used forlike and correspondingparts of the various drawings.

FIG. 1 is a block diagram showing the components of a sample LCS system

and showing the possible paths for content to enter and leave the LCS. In the

embodiment of Figure 1, the LCS is a general purpose computing device such as a

PC with software loaded to emulate the functions of a LCS. The LCSof Figure ]
has a Rewritable media (such as a hard drive), a Read-Only media (such as a CD-
ROM drive), and software to control access (which software, in effect, defines the

“LCS Domain”). The Secure Electronic Content Distributor (SECD) is connected

via a network (such as the. Internet, intranet, cable, satellite link, cellular

communications network, or other commonly accepted network). The Satellite

Unite (SU) is a portable player which connects to the LCS and/or to other players

where applicable (for example by way of a serial interface, USB, JEEE 1394,

infrared, or other commonly used interface protocol). FIG. | also identifies seven

(7) path ways.

Path 1 depicts a secure distribution of digital content from a SECD to aLCs.
The content can be secured during the transmission using one or more ‘security

protocols’ (e.g., encryption or scrambling). Moreover, a single LCS may have the

capability to receive content transmissions from multiple SECDs, and each SECD
may use the samesecurity protocols or different security protocols. In the context of —

FIG. 1, however, only a single SECD is displayed. It is also contemplated that the

same SECD mayperiodically or randomly use different security protocols. A
typical security protocol uses an asymmetric cryptographic system, an example

being a public key cryptography system whereprivate and public key pairs allow the
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LCSto authenticate and accept the received content. Another security protocol may

involve the ability to authenticate the received content using a signature scheme.

In FIG.2, content enters the LCS Domain from the rewritable media (such as

a hard drive). This communication path is identified as Path 2 on FIG. 1. The LCS

Domain analyzes the content to determine if a watermark is present in the content.
If no watermark is present, then the quality of the content is downgraded to Low

Quality before it is stored in the LCS Storage. If a watermark is present, then the

watermark is extracted and compared with the watermark of the LCS in order to

determine if a match exists. In the event of a match, the content is permitted to be

stored on the LCS Storageat the samelevel of quality which the content entered the

LCS Domain. Optionally, if a watermark is present, the hash may be checked as

further verification; and if the hash matches, the content is allowed in at High

Quality. If it does not match, the content is rejected. If the extracted watermark
does not match the expected watermark,then the content is denied access to the LCS

Storage(i.e., the content is rejected).

In FIG.3, content enters the LCS Domain from the Read-Only media. This

communication path is identified as Path 3 on FIG. 1. The LCS Domain analyzes

the content to determine if a watermark is present in the content. If no watermark is

present, then the LCS attempts to further analyze the content using other methods
(i.e., other than watermarking) to try and verify the content for originality. If the

content cannot be verified or is deemed to have been altered, then the content is

. downgraded to Standard Quality (or even Low Quality) before it is stored in the
LCS Storage. If a watermark is present, then the watermark is extracted and

compared with the watermark of the LCSin order to determine if a match exists. In

the event of a match, or in the event that the contentis verified by means other than

the watermark, the content is permitted to be stored on the LCS Storage at the same

level of quality which the content entered the LCS Domain (whichis likely to be

High Quality). For example, the Read-Only media may also contain an media-based

identifier which verifies the content as an original, as opposed to a copy—and hence,

a non-watermark method maybe usedto verify authenticity.

Optionally, even in the event of a watermark match, a hash may be checked

as further verification; and if the hash matches, the content is allowed in at High
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Quality, but if there is no match, the contentis rejected. If the extracted watermark
does not match the expected watermark, or if the LCS is unable to identify any other

method for verifying the content’s authenticity, then the content may be denied

access to the LCS Storage (i.e., the content may berejected), or if preferred by the

user, the content may be permitted into the system at a degraded quality level. It is

the user’s prerogative to decide how the system will treat non-authenticated content,
as well as legacy content. .

In FIG. 4, content enters the LCS Domain from the satellite unit. This
communication path is identified as Path 4 on FIG. 1. Content from an SU is

marked with an SU watermark before exiting the SU. The LCS analyzes the content
from the SU for watermarks, and in particular to determineif there is a watermark

that matches that of the LCS. If the watermarks match, the content is permitted .
access to the LCS at the highest quality level. If there is a mismatch, then the

content is denied access(i.e., the content is rejected). If the content does not contain
a watermark, the quality is downgraded to Low Quality before permitting access to
the LCS. Optionally, even in the event of a watermark match, a hash may be
checkedas further verification, and access at the highest quality level may depend
upon both a match in watermarks and a match in hashes.

In FIG. 5, content is shown leaving the LCS Domain. This communication

pathis identified as Path 5 on FIG. 1. Contentis retrieved from the LCS storage and

then the content may be watermarked with a watermark that is unique to the LCS

(for example, onethatis based upon the LCS’s Unique ID). Optionally, a hash may
be attached to the watermarked content, and/or the hash may be embedded aspart of

the watermark. If an external hash is used, preferably, for security purposes, the
external hash should be created in a different manner from the embedded, watermark

hash. Optionally, other information maybe included in the watermark, for example,

information to specify a time stamp, the number of allowable copies, etc. After

watermarking, the content may be permitted to exit the LCS Domain, and may be

exported to a device outside the LCS Domain,including for example, a rewritable

media, a viewer, player, or other receiver,

In FIG.6, content is shown leaving the LCS Domain. This communication
path is identified as Path 6 on FIG. 1. This path is similar to Path 5, with a few
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important differences. The output receiver is an SU, and because the receiver is an
SU,the content may leave the LCS without being watermarked. Path 6 requires a
secure protocol to determine that the receiver is in fact an SU. Oncethe path is
verified, the content can be exported without a watermark. The LCS may optionally

transmit the content together with a hash value which will be uniquely associated
with the content.

In FIG.7, content is shown leaving the SU,to a receiver other than the LCS.

-This communication path is identified as Path 7 on FIG. 1. Contentis retrieved

from the SU storage and then the content may be watermarked with a watermark

that is unique to the SU (for example, one that is based upon the SU’s Unique ID).
Optionally, a hash maybe attached to the watermarked content, and/or the hash may

be embeddedas part of the watermark. If an external hash is used, preferably, for
security purposes, the external hash should becreated in a different mannerfrom the

embedded, watermark hash. Optionally, other information may be included in the

watermark, for example, information to specify a time stamp, the number of
allowable copies, etc., and may even include the hash which the LCSattached to the

content After watermarking, the content may be permitted to exit the SU, and may
be exported to a device other than the LCS, including for example, a rewritable

media, a viewer, player, or other receiver. The quality level of the content leaving
the LCS is generally the same quality level as that of the content when stored

"internally to the LCS.

The system of the present invention is utilized to complete digital data

transactions. A typical transaction would have the following steps:
1.) Using an LCS,a user connects to a SECD.

2.) The user reviews a collection of data sets which are available for

license (which for purposes ofthis application, may be equated with a purchase).
The user then selects a data set (e.g., a song or other content), and purchases (or
otherwiseobtains the right to receive) a copy of the data set. (The user maytransmit

purchase information, for example, credit card information, using digital security
that is knownin the art of electronic commerce.)

3.) The SECD transmits the secured content to the LCS. Before

transmitting any digital content, the SECD embeds atleast one watermark and may
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also transmit (perhaps through cryptography)at least one hash value along with the

data being transmitted. The at least one hash value may be embedded with the at

least one watermark or may be attached to the beginning or end of the data being

transmitted. Alternately, the hash output may be combined in ways that are known
in the art.

4.)|The LCS optionally may send its public key to the SECD, in which

case the SECD mayuse the LCSpublic key to apply an additional security measure
to the data to be transmitted, before the data is actually transmitted to the LCS.

5.) The LCSreceives the secured content transmitted by the SECD. The

LCS may optionally use its private key to remove the additional layer of security

which wasapplied with the LCS’s public key.

6.) The LCS mayauthenticate the secure content that was received from

the SECD bychecking the watermark(s) and/or hash values. Optionally, the LCS
may unpack the secured content from its security wrapper and/or remove any other

layers of security. If the content can be authenticated, the content may be accepted
into the LCS domain. Otherwise, it may berejected.

Fragile Watermark Structure .
A fragile watermark—one that is encoded in the LSB of each 16 bit

sample—can actually hold all of the data that would typically comprise the

information being transmitted in the SecureChannel™. At a typical sampling rate of
44.1 kHz, there is 88,200 16 bit samples for each second ofdata in the time domain

(44,100 x 2 stereo channels). This provides 88,200 bits per second which may be
used for storing a fragile watermark. A typical 3 minute stereo song could therefore
accommodate 1.89 MB ofdata for a fragile watermark. (The watermarkis called

fragile, because it is easily removed without greatly sacrificing the quality of the
audio data.) 1.89 MB represents an immensecapacity relative to the expected size

of the typical data to be transmitted in a SecureChannel (100 - 200 K).

Preferably, the fragile watermark is bound to a specific copy of a specific
song, so that “information pirates” (ie. would-be thieves) cannot detect a

watermark and then copy it onto another song in an effort to feign authorization
when noneexists. A fragile watermark may also contain information which can be

utilized by various receivers which might receive the signal being packaged. For
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instance, a fragile watermark may contain information to optimize the playback of a

particular song on a particular machine. A particular example could include data
which differentiates an MP3 encoded version of a song and an AAC encoded
version of the same song.

One wayto bind a fragile watermark to a specific data set is through the use

of hashfunctions. An example is demonstrated by the following sequence ofsteps:

1.) A digital data set (e.g, a song) is created by known means(e.g.,

sampling music at 44.1 kHz, to create a plurality of 16 bit data sets). The digital

data set comprises a plurality of sample sets (e.g., a plurality of 16 bit data sets).

2) Information relative to the digital data set (e.g., information about the

version of the song) is transformed into digital data (which we will call the
SecureChannel data), and the SecureChannel data is then divided into a plurality of

SecureChannel data blocks, each ofwhich blocks may then be separately encoded.

3) A first block of the SecureChanneldata is then is encoded intoafirst
block of sample sets (the first block of sample sets comprising—at a minimum—a

sufficient number of sample sets to accommodate the size of the first block of
Secure Channel Data), for example by overwriting the LSB of each sample in the

first block of sample sets.

4) A hash poolis created comprising the first block of encoded sample
sets.

5) A first hash value is then created using i) the hash pool,ii) a random

(or pseudorandom) numberseeded using a code that serves to identify the owner of

the digital data set, and iii) the SecureChanneldata;

6) The first hash value is then encoded into a second block of sample

sets, the second block of sample sets being sufficient in size to accommodate the

size ofthe first hash value.

7.) The second block of sample sets is then added to the hash pool

8) A second block of the SecureChannel data is then is encoded into a

third block of sample sets.

9) The third block of encoded samplesets is added to the hash pool.
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10) A second hash value is then created using i) the hash pool, ii) a

random (or pseudorandom) number seeded using a code that serves to identify the

ownerofthe digital data set, and iii) the SecureChannel data;

11). The second hash value is then encoded into a fourth block of sample
sets.

Steps 7-11 are then repeated for successive blocks of SecureChannel data

unti! all of the SecureChannel data is encoded. Understand that for each block of

SecureChannel data, two blocks of content data are utilized. Moreover, for
efficiency, one could use a predetermined subset of the samples in the hash pool,
instead of the whole block.

Each SecureChannel block may, for example, have the following structure:
{

long_BiockIdentifier, /tA code for the type ofblock

long_—_BlockLength; /fThe length ofthe block

ws /Block data ofa length matching BlockLength
char —_IdentityHash[hashSize];

char —_InsertionHash{hashSize];
}

In theory, each SecureChannel block maybe of a different type of block (i.e., may

begin with a different BlockIdentifier). In operation, a software application (or even

an ASIC) may read the BlockIdentifier and determine whether it is a recognized

block type for the particular application. If the application does not recognize the

block type, the application may use the BlockLength to skip this block of
SecureChannel. .

Certain block types will be required to be present if the SecureChannelis
going to be accepted. These mightinclude an identity block and a SecureChannel

hash block. The SecureChannel data may or may not be encrypted, depending on

whether the data is transfer-restricted (a type of value-adding component, that is,

VAC)or simply informative. For instance, user-added SecureChannel data need not

be encrypted. A BlockIdentifier may also be used to indicate whether a

SecureChanneldata block is encrypted ornot.

Robust Open Watermark (ROW) .
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A Robust-Open Watermark may be used to divide content into three

categories. (The term “open watermark” is used merely to indicate that the

watermark relies on a secret which is shared by an entire class of devices, as

opposed to a secure watermark—which is readable only by a single member of a

class of devices.) A binary setting may be used, whereby onestate (e.g., “I”) may
be used to identify secure protected content—such as contentthat is distributed in a

secured manner. When the LCSdetects a secured status (e.g., by determining that

the ROW is “1”), the content must be accompanied by an authenticatable

SecureChannel before the content is permitted to enter the LCS Domain (e.g,

electronic music distribution or EMD content). The other binary state (e.g., “0”)

- may be usedto identify unsecured content, for example, non-legacy media that is

distributed in a pre-packaged form (e.g. CD’s). When the binary setting is “O”, the
content may or may not have a SecureChannel. Such “0 content” shall only be
admitted from a read-only medium inits original file format (e.g., a 0 CD shall only

be admitted if it is present on a Redbook CD medium). Onthe otherhand,if the

ROWisabsent, then the LCS will understand that the content is “legacy”. Legacy
content may be admitted, or optionally, may be checked for a fragile watermark—

and then admitted only if the fragile watermark is present. It would be possible to
permit unfettered usage of legacy content—though again,it is the prerogative of the
user who sets up the LCS.

Robust Forensic Watermark

Preferably, a robust forensic watermark is not accessible in any way to the
consumer—orto “information pirates.” A forensic watermark may be secured by a
symmetric key held only by the seller. A transaction ID may be embedded at the

time of purchase with a hash matching the symmetrickey. The watermark is then

embedded using a very low density insertion mask (< 10 %), makingit very difficult

to find without the symmetric key. Retrieval of such a watermark is notlimited by
real-time/low cost constraints. The recovery will typically only be attempted on

known pirated material, or material which is suspected of piracy. A recovery time
of 2 hours on a 400 MHz PC may,therefore, be reasonable.

Sample Embodiment- Renewability
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The system of the present invention contemplates the need for updating and

replacing previously-embedded watermarks (which may be thoughtof generally as

“renewing” a watermark). If someoneis able to obtain the algorithms used to embed

a watermark—oris otherwise able to crack the security, it would be desirable to be

able to embed a new watermark using a secure algorithm. New watermarks,

however, cannot be implemented with complete success over night, and thus, there

inevitably will be transition periods where older SPCS are operating without

updated software. In such a transition period, the content must continue to be
recognizable to both the old SPCSs and the upgraded SPCSs.Asolution is to

embed both the original and the upgraded watermarks into content during the
transition periods. Preferably, it is the decision of the content owner to use both

techniques or only the upgraded technique.

The operation of the system of the present invention is complicated,

however, by the presenceof“legacy” digital content whichis already in the hands of

consumer (that is, digital content that was commercially distributed before the

advent of watermarking systems) becauselegacy content will continue to be present
in the future. Moreover, pirates who distribute unauthorized content will also

complicate matters because such unauthorized copiesare likely to be distributed in

the same formats as legacy content. Asit is unlikely that such unwatermarked

content can ever be completely removed, the present system must try to
accommodate such content. .

Hardware can be configured to read old ROW content and extract the old

ROWandinsert in the content a new ROW.

Sample Embodiment — SPCS Audio Server

Tables 1, 2 and 3 depict a sample embodiment for an SPCS Audio Server,

and in particular show how secured content packages are created as downloadable

units (Table 1), how the LCS works on the input side for an SPCS Audio Server

(Table 2), and how the LCS works on the output side (Table 3).
While the invention has been particularly shown and described by the

foregoing detailed description, it will be understood by those skilled in the art that
various other changes in form and detail may be made without departing from the
spirit and scopeofthe invention. -
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Table 2
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Table 3

SPCS Audio Player Output Stage
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Claims:

1. A local content server system (LCS) for creating a secure environment for

digital content, comprising:

a) a communications port in communication for connecting the system

via a network to at least one Secure Electronic Content Distributor (SECD), said
SECD capable ofstoring a plurality of data sets, capable of receiving a request to

transfer at least one content data set, and capable of transmitting the at least one

content data set in a secured transmission;

b) a rewritable storage medium whereby content received from outside

the LCS maybestored andretrieved;

c) a domain processor that imposes rules and procedures for content

being transferred between the LCS and devices outside the LCS; and

d) a programmable address module which can be programmed with an _

identification code uniquely associated with the LCS; and

said domain processor permitting the LCS to receive digital content from

outside the LCS provided the LCS first determines that the digital content being

delivered to the LCSis authorized for use by the LCS.

2. The LCS of claim 1 further comprising |

e) an interface to permit the LCS to communicate with one or more

Satellite Units (SU) which may be connected to the system throughthe interface,

said SUs capable ofreceiving and transmitting digital content;

and wherein said domain processor permits the LCS to receive digital

content from an SECDthatis connected to the LCS’s communication port, provided

the LCSfirst determines that digital content being received is authorized for use by
the LCS,

and wherein said domain processor permits the LCS to deliver digital

content to an SU that may be connected to the LCS’s interface, provided the LCS

first determinesthat digital content being received is authorized for use by the SU.
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3. A local content server system (LCS) for creating a secure environment for

digital content, comprising:

a) a communications port in communication for connecting the system

via a network to at least one Secure Electronic Content Distributor (SECD), said

SECD capableofstoring a plurality of data sets, capable of receiving a request to

transfer at least one content data set, and capable of transmitting the at least one

content data set in a secured transmission;

b) - an interface to permit the LCS to communicate with one or more

Satellite Units (SU) which may be connected to the system through the interface,

said SUs capable ofreceiving and transmitting digital content; and

Cc) a-rewritable storage medium whereby content received from an

SECD and from an SU maybestored and retrieved;

d) a domain processor that imposes rules and procedures for content

being transferred between the LCS and the SECD and between the LCS and the SU;
and

e) a programmable address module which can be programmed with an

identification code uniquely associated with the LCS;

said domain processor permitting the LCS to deliver digital content to and

receive digital content from an SU that is connected to the LCS’s interface, provided

the LCS first determines that the digital content being delivered to the SU is

authorized for use by the SU orthat the digital content being received is authorized

for use by the LCS, ,

and said domain processor permitting the LCSto receive digital content from

an SECDthat is connected to the LCS’s communication port, provided the LCSfirst

determinesthat digital content being received is authorized for use by the LCS.

4, The system of claim 3, wherein said domain processor determines whether

digital content is authorized for use by extracting a watermark from the digital
content being transferred.
5. The system of claim 3, wherein said domain processor comprises:

means for obtaining an identification code from an SU connected to the

LCS’s interface;
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an analyzerto analyze the identification code from the SU to determineif the

SUis an authorized device for communicating with the LCS;

means for analyzing digital content received from an SU;

said system permitting the digital content to be stored in the LCSif i) an

analysis of the digital content received from the SU concludes that the contentis

authenticated, or ii) an analysis of the digital content received from the SU
concludesthatthe content cannot be authenticated because no authentication data is

embeddedin the content, and

said system preventing the digital content from being stored on the LCSifi)

an analysis of the digital content received from the SU conciudes that the contentis
unauthenticated. .

6. The system of claim 4, wherein said analyzer of the domain processor -

comprises meansfor extracting digital watermarks from the digital content received

from an SU, and means for. analyzing the digital watermark to determine if the

digital content has been previously marked with the unique identification code of the
LCS.

7. The system of claim 4, wherein said system permits the digital content to be

stored in the LCS at a degraded quality level if an analysis of the digital content
received from the SU concludesthat the digital content received from the SU cannot
be authenticated becausethereis no authentication data embeddedin the content.
8. The system of claim 4, further comprising at least one SU, each such SU
being capable of communicating with the LCS.

© +9, The system of claim 8, wherein the SU has meansto sending a message to
the LCS indicating that the SU is requesting a copy of a content data set that is
stored on the LCS, said message including information about the identity of the SU,
and wherein the LCS comprises:

means to analyze the message from the SU to confirm that the SU is

authorized to use the LCS;

meanstoretrieve a copy ofthe requested content data set;

means to embed at least one robust openwatermark into the copy of the
requested content data set, said watermark indicating that the copy is authenticated;
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means to embed a second watermark into the copy of the requested content

. data set, said second watermark being created based upon information transmitted

by the SU and information about the LCS; and

meansto deliver the watermarked content data set to the SU forits use.

10. The system of claim 8, further comprising a SECD, said SECD capable of

receiving a request to transfer at least one data set and capable of transmitting theat

least one data set in a secured transmission.

11. - The system of claim 10,

wherein the SU includes means to send a message to the LCSindicating that

‘the SU is requesting a copy of a content data set that is not stored on the LCS,but
which the LCS can obtain from an SECD,said messageincluding information about

the identity of the SU;
wherein the SECD comprises:

meansto retrieve a copy ofthe requested content data set;

means to embed at least one robust open watermark into the copy of

the requested content data set, said watermark indicating that the copy is
authenticated;

means to embed a second watermark into the copy of the requested

content data set, said second watermark being created based upon information

transmitted by the LCS; and

meansto deliver the watermarked content data set to the LCSforits

use; and

wherein the LCS comprises:

meansto analyze the message from the SU to confirm that the SU is

authorized to use the LCS;

means to receive a copy of the requested content data set as

transmitted by the SECD,

means to extract at least one watermark to confirm that the content

data is authorized for use by the LCS;

| means to embedat least one robust open watermark into the copy of
the requested content data set, said watermark indicating that the copy is
authenticated;
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means to embed a second watermark into the copy of the requested

content data set, said second watermark being created based upon information

transmitted by the SU and information about the LCS; and

means to deliver the watermarked content data set to the SU forits

use.

12. The system of claim 8, wherein the SU has means to sending a message to

the LCS indicating that the SU is requesting to store a copy of a content data set on a

storage unit of the LCS, said message including information about the identity of the

SU,and wherein the LCS comprises:

means to analyze the message from the SU to confirm that the SU is
authorized to use the LCS;

meansreceive a copy of the contentdata set;

means to determine if a robust open watermark is embedded in the content

data set, and to extract the robust open watermark if is it is determined that one

exists, .
meansto analyze any extracted robust open watermarks to determineif the

content data set can be authenticated;

means to permit the storage of the content data set on a storage unit of the

LCSif i) the LCS authenticates the content data set, or ii) the LCS determines that

no robust open watermark is embeddedin the contentsignal. |
13. The system of claim 4, further comprising at least one SU, each such SU

being capable of communicating with the LCS, and being capable of using only data
which has been authorized for use by the SU or which has been determined to be

legacy content such the data contains no additional information to permit
authentication.

14. The system of claim 5, wherein the LCS further comprises:

means to embed at least one robust open watermark into a copy of content

data, said watermark indicating that the copy is authenticated;
means to embed a second watermark into the copy of content data, said

second watermark being created based upon information comprising information
uniquely associated with the LCS; and
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means to embed a third watermark into the copy of content data, said third

watermark being a fragile watermark created based upon information which can

enhance theuseofthe content data on one or more SUs.

15. The system of claim 5, wherein the LCS further comprises:

meansfor encrypting or scrambling content data, such that content data may

be encrypted or scrambledbeforeit is stored in the rewritable storage medium.

16. A system for creating a secure environmentfor digital content, comprising:

a Secure Electronic Content Distributor (SECD);

a Local Content Server (LCS),

a communications network interconnecting the SECD to the LCS; and

a Satellite Unit (SU) capable ofinterfacing with the LCS;

said SECD comprising: a storage device for storing a plurality of data sets;

an input for receiving a request from the LCSto purchase a selection of at least one
of said plurality of data sets; a transaction processor for validating the request to

purchase and for processing payment for the request; a security module for

encrypting or otherwise securitizing the selected at least one data set; and an output

for transmitting the selected at least one data set that has been encrypted or

otherwise secured for transmission over the communications network to the LCS;

said LCS comprising: a domain processor;a first interface for connecting to

a communications network; a second interface for communicating with the SU; a

memory device for storing a plurality of data sets; and a programmable address

module which can be programmed with an identification code uniquely associated
with the LCS; and |

said SU being a portable module comprising: a memory for accepting secure

digital content from a LCS; an interface for communicating with the LCS;and a

programmable address module which can be programmed with an identification

code uniquely associated with the SU.

17. A Method for creating a secure environment fordigital content for a

"consumer, comprising the following steps:

sending a message indicating that a useris requesting a copy of a content
data set;

retrieving a copy of the requested content dataset;
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embeddingat least one robust open watermark into the copy of the requested

content data set, said watermark indicating that the copy is authenticated;

embedding a second watermark into the copy of the requested content data

set, said second watermark being created based upon information transmitted by the

requesting user;

transmitting the watermarked content data set to the requesting consumer via

an electronic network;

receiving the transmitted watermarked content data set into a Local Content

Server (LCS)ofthe user;

extracting at least one watermark from the transmitted watermarked content

data set; and

permitting use of the content data set if the LCS determines that use is

authorized.

18.|The Method of claim 17, wherein the step of permitting use of the content

data set if the LCS determines that use is authorized comprises:

checking to see if a watermark extracted from the content data set includes

- information which matches unique information which is associated with the user;
and

permitting the storage of the content data set in a storage unit for the LCS.

19. The Methodofclaim 17, further comprising:

connecting a Satellite Unit (SU) to an LCS,
and wherein the step of permitting use of the content data set if the LCS determines

that use is authorized comprises:

checking to see if a watermark extracted from the content data set includes

information which matches unique information which is associated with the user,
and

embedding a watermark into the content data set using information that is

associated with the user and information that is associated with an SU;

delivering the content data set to the SU forits use.

20. A Method for creating a secure environment for digital content for a

consumer, comprising the followingsteps:

connecting a Satellite Unit to an local content server (LCS),
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sending a messageindicating that the SU is requesting a copy of a content

data set that is stored on the LCS, said message including information about the

identity of the SU;

analyzing the message to confirm that the SU is authorized to use the LCS;
and

| retrieving a copy of the requested content dataset;
assessing whethera secured connection exists between the LCS and the SU;

if a secured connection exists, embedding a watermark into the copy of the

requested content data set, said watermark being created based upon information

transmitted by the SU and information about the LCS; and

delivering the contentdata set to the SUforits use.

21. The Method ofclaim 20, further comprising:

embedding an open watermark into the content data to permit enhanced
usage ofthe contentdata by the user. |
22. The Method ofclaim 21, further comprising:

embeddingat least one additional watermark into the content data, said at

least one additional watermark being based on information about the user, the LCS
and an origin of the content data, said watermark serving as a forensic watermark to

permit forensic analysis to provide information on the history of the content data’s
use.

23. The method of claim 20, wherein the content data can be stored at a Jevel of

quality whichis selected bya user.

24. A Method for creating a secure environment for digital content for a

consumer, comprising the following steps:

connecting a Satellite Unit (SU)to an local content server (LCS),

sending a message indicating that the SU is requesting a copy of a content

data set that is stored on the LCS, said message including information about the

identity of the SU;

analyzing the message to confirm that the SU is authorized to use the LCS;
and

retrieving a copy of the requested content dataset;

assessing whether a secured connection exists between the LCS and the SU;
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if a secured connection exists, embedding a watermark into the copy of the

requested content data set, said watermark being created based upon information

transmitted by the SU and information about the LCS; and
delivering the watermarked content data set to the SU forits use.

25. The method of claim 24, further comprising:

embedding at least one robust open watermarkinto the copy of the requested

content data set before the requested content data is delivered to the SU, said

watermark indicating that the copyis authenticated.

26. The method of claim 25, wherein the robust watermark is embedded using
any one of a plurality of embeddingalgorithms.
26. The method of claim 24, further comprising:

embedding a watermark which includes a hash value from a one-way hash

function generated using the contentdata.

27. The method of claim 25, wherein the robust watermark can be

periodically replaced with a new robust watermark generated using a new
algorithm with payload thatis no greater than thatutilized by the old robust
watermark,

28. The methodof claim 24, further comprising the step of:
embedding additional robust open watermarks into the copy of the requested

content data set before the requested content data is delivered to the SU, using a
new algorithm; and . |

re-saving the newly watermarked copy to the LCS.

29. The methodofclaim 24, further comprising thestepof:
saving a copy of the requested content data with the robust

watermark to the rewritable media of the LCS.

30. A Method for creating a secure environment for digital content for a

consumer, comprising the followingsteps: .

connecting a Satellite Unit (SU) to an local content server (LCS),

sending a message indicating that the SU is requesting: to store a copy of a
content data on the LCS, said message including information about the identity of
the SU;
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analyzing the message to confirm that the SU is authorized to use the LCS;
and

receiving a copy of the content data set;

assessing whetherthe content data set is authenticated,

if the content data is unauthenticated, denying access to the LCS storage unit;

and

if the content data is not capable of authentication, accepting the data at a

predetermined quality level, said predetermined quality level having been set for

legacy content.
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SYSTEMS, METHODS AND DEVICES FOR TRUSTED TRANSACTIONS

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to the transfer of information between parties; in -

particular, it relates to systems, methods, and devices for trusted transactions.

2 Description ofthe Related Art

Transactions are increasingly characterized by the amount and quality of

information available to market participants. Whereas a seller seeks profit driven
arrangements, which may vary over the course ofa relationship with a particular

buyer or consumer; buyers seek satisfaction of at least one of the following: price,

selection or service. At any time the buyer or seeker of value-added information

may lack recognition of the seller or provider of such information, even if coupled

with a “manufactured” product or good. Sellers, or providers, similarly lack any

information about individual buyers, buying groups or agents, and may only have

information regarding potentially profitable transaction events defined by at least

one of the following: existing market for goods or services, targeted projected

market for new goods or services, or those consumers or buyers who currently

engage in transactions with the provider. Transactions are the result of customer

profiling, a form ofrecognizable pattern analysis for commerce.

Transactions conducted electronically, often in an online environment taking

advantage of networks, such as the Internet and/or World Wide Web Cwww”),
form an increasingly-important subset of transactions. Most obviously, retail sales
transactions in which individual customers purchase goods or services from a central

web server using a WWW connection have become a prominent form ofelectronic

transactions, though such transactions are by no means the only or even necessarily

- the predominantcategory ofelectronic transactions.

Electronic transactions pose special challenges for transaction parties. Some

of these challenges relate to the difficulty of providing to a prospective acquirer

(e.g., a purchaser) of goods orservices full, accurate, and verifiable information

regarding the nature, value, authenticity, and other suitability-related characteristics

of the product in question. This is true in part, for instance, because the customer
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cannot necessarily handle, sample, or evaluate at first hand the goods OT services in
question in an online transaction to the same extent to which he could evaluate them

in an in-person transaction. It may also be true because of the fear of counterfeit,

defective, or otherwise unsuitable products that may be viewed as more easily

“passed off” (assuming a certain non-zero incidence of deceit and/or inadequate

suitability verification among suppliers of products) in an electronic transaction than

in.an in-person transaction.

Further challenges in online transactions revolve around the serious concerns

regarding security of such transactions. Such security-related concerns arise from

the inherently-vulnerable nature ofdistributed public networks such as the intemet,
in which transaction parties cannot necessarily determine the path by which data
travelling to and from them will take. Noris it always possible to determine the

identity of another transaction party, or to ensure that such other transaction party

will take adequate precautions with sensitive data (for instance, data related to the

identity or financial details (e.g., credit card number) of the first transaction party)
transmitted during the course of proposing, evaluating, negotiating, executing, or
fulfilling a transaction. Thus, concerns are raised about interception, inadequate

safeguarding, or other unauthorized or inappropriate use of data generated or

transmitted between transaction parties. Such concerns have raised the perceived

need for security technologies adaptable for online transactions. Generically, these
technologies have included encryption, scrambling, digital watermarking, and like

methodsofprotecting transaction-related data. |
Two conventional techniques for providing confidentiality and/or

authentication currently in use involve reciprocal and non-reciprocal encrypting.

Both systems use non-secret algorithms to provide encryption and decryption, and

keys that are used by the algorithm.

In reciprocal algorithm systems, such as DES, the same key and algorithm is

used to encrypt and decrypt a message. To assure confidentiality and authenticity,

the key is preferably known only to the sending and receiving computers, and were
traditionally provided to the systems by “secure” communication, such as courier.

In non-reciprocal systems, such as those described in U.S. Patent 4,218,582,

a first party to a communication generates a numerical sequence and uses that -
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sequence to generate non-reciprocal and different encrypting and decrypting keys.

The encrypting key is then transferred to a second party in a non-secure

communication. The second party uses the encrypting key (called a public key

_ because it is no longer secure) to encrypt a message that can only be de-crypted by

the decrypting key retained by the first party. The key generation algorithm is

arranged such that the decrypting key cannot be derived from the public encrypting

key. Similar methods are known for using non-reciprocal keys for authentication of
a transmission. In the present invention, the non-secure “public” key is used to a

message that has been encrypted using a secure “private” key known only to the
originating party. In this ‘method the receiving party has assurance that the
origination of the message is the party who has supplied the “public” decrypting

key. |
SUMMARY OF THE INVENTION

Thus, a need has arisen for a system and method for enhancingtrust on the

part of participants in transaction. This may be with respect to all aspects of the

transaction as to which trust may be an influential factor (or, viewed negatively, in

which the lack of trust may be a potential bottleneck prohibiting consummation of
the transaction, or of a more-optimal transaction, or ofa series oftransactionsin a
mutually-beneficial transactional relationship).

A need has also arisen for trust enhancement for transactions in connection

with sophisticated security, scrambling, and encryption technology, for instance that
provided by steganographic encryption, authentication, and security means.

A need has also arisen to provide these technologies in an integrated method

and system, optimally requiring comparativelylittle processing resources so as to

maximize its usefulness and minimize its cost. .

The present invention represents a bridge between mathematically

determinable security and analog or human measuresof trust. These measures are

typically perceptible or perceptual when evaluating value-added information.

Additionally, a higher level of transparency between parties is assured, because
information flow is recognizable and controllable by transactingpartiesat will.

According to one embodimentof the present invention, a method for trusted
transactions is provided. The method includes the steps of (1) establishing an
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agreement to exchange digitally-sampled information between a first and a second

party; (2) exchanging the digitally-sampled information between the first and the

second party, and (3) approving the digitally-sampled. The digitally-sampled

information may be approved with an approval element, for example, a

predetermined key, a predetermined message, or a predetermined cipher. The step

of approving the digital information may include authorizing the digital information
with the approval element, verifying the digital information with the approval
element, or authenticating the digital information with the approval element. The

predetermined cipher may be a steganographic cipher or a cryptographic cipher.

According to another embodiment of the present invention, a method for

’ conducting a trusted transaction between two parties that have agreed to transactis

provided. The method includes the steps of (1) establishing a secure transmission

channel between the two parties; (2) verifying an identity of at least one of the
parties; (3) determining an amount of value-added information to be exchanged

between the parties; (4) verifying the agreementto transact; and (5) transmitting the
value-added information. The value-added information may include value-adding

components.

According to another embodiment of the present invention, a method for
conducting at least one trusted transaction between two parties is provided. The

methodincludesthe steps of (1) authenticating the parties; (2) agreeing to a security
of a transmission channel; (3) exchanging secondary value-added information; (4)
determining at least one term for a primary value-added information exchange; and
(5) facilitating payment for the transaction based on the terms.

According to another embodiment of the present invention, a method for

conducting a trusted transaction between two parties is provided. The method

includes the steps of (1) establishing a steganographic cipher; (2) exchanging

secondary value-added information betweenthe parties; (3) agreeing to termsfor the -

exchange of primary value-added information; and (4) facilitating payment for the

transaction.

According to another embodiment of the present invention, a method for

‘ conducting a trusted transaction between parties is provided. The method includes
the steps of (1) identifying a unique identification for each of the parties, a unique
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identification of the transaction, a unique identification of value-added information
to be transacted, or a unique identification of a value-adding component; (2)

applying a steganographic cipher; and (3) verifying an agreement to transact

between the parties. Once the parties are identified by the unique identification,

transaction identification, or the unique identification of the value-added

information, secondary terms and conditions may be offered for acceptance. The

transaction may take several additional steps and may include additional value-

adding componentsto reach a legal agreement.

_ The agreement may cause a secondary term to be enabled for one of the
parties.. For example, the agreement may be related to the ability to choose

ownership in the seller instead of some benefit in price, service or selection. This
ownership may be priced according to traditional options pricing methodologies.

Essentially the “discount” in cash value terms, may be the option price. So if there
is a price, selection or service that can be equated to some cash equivalent amount,

that amount can be used by the buyeras a right, but not obligation to purchase equity

in the seller. Alternatively, the cash equivalent may have a direct equivalence in
equity prices.

According to another embodimentof the present invention, a methodfor bi-

directionally exchanging value-added information betweenparties is provided. The

method includesthe steps of (1) associating a plurality of uniqueidentifiers with the

value-added information, the value-added information includinga digital watermark,

a file header, a file attachment, and/or a file wrapper; (2) associating each of the
parties with unique identifiers, the unique identifiers including a digital watermark, a
file header, a file attachment, and/or a file wrapper; and (3) exchanging value-added

information betweentheparties. .
According to another embodiment of the present invention, a method for

exchanging value-added information between parties is provided. The method

includes the steps of (1) providing a data transmission means; (2) verifying the

parties to the transaction; (3) negotiating a term. such as a price, a service, and/or a

selection; and (4) binding the term to the information using a digital watermark, a
file header, metadata, and/or a file wrapper. The bound transaction terms may.

include value-added information.
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According to another embodiment of the present invention, a method for

trusted transactions is provided. Themethodincludes the steps of (1) receiving data
to be processed; (2) determininga structure of the data; (3) determiningifthe data is

authentic; and (4) determining an associated usage of the data based on the data

structure and the authenticity of the data,

According to another embodiment of the present invention, a method for

secure transaction is provided. The method includes the steps of (1) receiving a

request to process a transaction; (2) uniquely identifying the source of the request;
(3) uniquely identifying at least one term of the request; and (4) storing

identification information for transaction negotiation.

According to another embodimentofthe present invention, a method for the

facilitation of the exchange of information data between at least a first party and a

second party is provided. The method includes the steps of (1) receiving a rule

governing information data from a first party; (2) receiving a request for the
information data from a second party; (3) matching the predetermined rule with the

request; and (4) uniquely identifying the information data and the first and second

parties. The information data may include unstructured data or structured data.
According to another embodimentofthe present invention, a method for the

managementof rights is provided. The method includes the steps of (1) receiving

information; (2) determining whether the information is structured infonnation or
unstructured information; (3) identifying the information with a steganographic

cipher; (4) authenticating the information with a digital signature or a digital

watermark check; and (5) associating the identification and authentication results
with a predetermined record, a predeterminedrule, or a predetermined function.

According to another embodimentofthe present invention, a method for risk

management is provided. The method includes the steps of (1) receiving

information; (2) determining whether the information is structured or unstructured;

(3) identifying information with a predetermined ciphered key; (4) authenticating

information with a digital signature, a digital watermark check, or a predetermined

ciphered key; (5) associating identification and authentication results with a

predeterminedrule; and (6) limiting access based on a predetermined exposureof a
decision maker.
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According to another embodiment of the present invention, a method for

securely exchanging information data between parties is provided. The method

includes the steps of (1) creating a private key; (2) deriving a corresponding public
key corresponding to the information data sought and at least one of (a) verifiable

data associated with different versions of the information data, (b) verifiable data

associated with a transmitting device, and (c) verifiable data associated with an

identity of the party seeking the information data; (3) establishing a set of one time

signatures relating to the informationdata; (4) establishing a hierarchy of access to

the set of one time signatures; (5) creating a public key signature, the public key

signature being verifiable with the public key, including the hierarchy of access to

the set of one time signatures; (6) providing the information to a certification

authority for verification; and (7) verifying the one time signature and the hierarchy
of access to enable transfer ofpredetermined data.

According to another embodiment of the present invention, a method for

authenticating an exchangeofa plurality of sets of information data between parties

is provided. The methodincludesthe steps of(1) creating a plurality of hierarchical

classes based on a perceptual quality of the information data; (2) assigning each set
of information data to a corresponding hierarchical class; (3) defining access to each

hierarchical classes and to each set of information data based on at least one

recognizable feature of the information data to be exchanged; (4) predetermining

access to the sets of information data by perceptually-based quality determinations;

(5) establishing at least one connection between the exchanging parties; (6)

perceptually recognizing at least one of the sets of information data dependent on

user provided value-added information data; and (7) enabling a trusted transaction

based on verification, and associated access, governing at least one of a set of
information datasets.

According to another embodiment of the present invention, a method for

authenticating the exchange of perceptual information data between parties over a

networked system is provided. The method includes the steps of (1) creating a

plurality of hierarchical classes based on a perceptual quality of the information

data; (2) assigning each set of information data to a corresponding hierarchical class;

(3) defining access to each hierarchical classes and to each set of information data
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based on at least one recognizable feature of the information data to be exchanged;

(4) perceptually recognizingat least one ofthe sets of information data dependent on

user provided value-added information data; (5) enabling a trusted transaction ofthe

information data based on verification of means of payment, and associated access,
governing at least one copy of the information data sought; (6) associating the

transaction event with the information data prior to transmission of the information

data; and (7) transmitting and confirming delivery of the information data

According to another embodiment of the present invention, a device for

conducting a trusted transaction between parties who have agreed to transact is
provided. The device includes means for uniquely identifying unique identification

information, such as a unique identification of one of the parties, a unique
identification of the transaction, a unique identification of value-added information .

to be transacted, or a unique identification of a value-adding component; a

steganographic cipher; and a meansfor verifying an agreementto transact between

the parties.

According to another embodiment of the present invention, a device for

conducting a trusted transaction between parties who have agreed to transact is
provided. The device includes means for uniquely identifying unique identification

information such as a unique identification of one of the parties, a unique

identification of the transaction, a unique identification of value-added information

to be transacted, or a uniqueidentification of a value-adding component; and means

for enabling a subsequent mutually agreed to at least one term.

According to another embodiment of the present invention, a device for

conducting trusted transactions between parties us provided. The device includes a

steganographic cipher; a controller for receiving input data or outputting output data;

and an input/output connection. The device may have a unique identification code.

According to another embodiment of the present invention, a trusted

transaction device for transmitting authentic value-added information data between

parties is provided. The device includes a display; a unique identifier; means for

ciphering information that is input and output; means for interacting with other
similarly functional devices; and means for storing or retrieving value-added
information and a value-adding component,
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According to another embodiment of the present invention, a device for

securely exchanging information data is provided. The device includes means for

creating a private key by the party seeking information; means for deriving a

corresponding public key based on the predetermined data and verifiable data

associated with different versions of the information, verifiable data associated with

a transmitting device, or verifiable data associated with the identity of the party

seeking information; means for creating a set of one-time signatures relating to the

predetermined data; means for validating a predetermined hierarchy of access of the

set of one-time signatures; meansfor creating a public key signature, verifiable with
the public key, including the access hierarchy of one time signatures; means for

securely transacting predetermined data by providing information relating to a

proposed transaction; and means for verifying the one time signature and the

hierarchy of access to enable transfer ofpredetermined data.

According to one embodiment of the present invention, a system for the

secure exchange of predetermined, verifiable information data between parties is

provided. The system includesat least one condition for the use of the information;

means for differentiating between predetermined information and other seemingly

identical information based on an authentication protocol; means for associating
authenticity of verifiable information data with at least one condition for use; a

storage unit for storing the predetermined, verifiable information; and means for

communicating with the predetermined, verifiable information storage.

According to one embodiment of the present invention, a system for the

exchange of information is provided. The system includes at least one sender; at
least a receiver; a verifiable message; and a verification of the message by at least

one of the senders and the receivers. A verification of the message may enable a

decision over receiving additional related information.

According to one embodiment of the present invention, a system for

computer based decision protocol is provided. The system includes a means for

identifying between structured and unstructured information; a means for

authenticating structured information; and a means for enabling a decision rule

based on the identity and authenticity of the information.
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According to one embodiment of the present invention, a system for

computer-based decision protocol is provided. The system includes means for
identifying between structured and unstructured information; means for. identifying

structured information; and means for enabling a predetermined decision rule based

on theidentity of the information. | ,
BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present invention, the objects and

advantages thereof, reference is now made to the following descriptions taken in

connection with the accompanying drawings in which:

Fig. 1 is a block diagram of a system for trusted transactions according to
one embodimentof the present invention;

Fig. 2 is a schematic of a local content server environment according to one

embodimentofthe present invention;

Fig. 3 is a flowchart depicting an example of an authentication according to

one embodimentofthe present invention;

Fig. 4 is a flowchart depicting an example of content flow according to one

_ embodimentofthe present invention;

Fig. 5 is a flowchart depicting an example of content flow according to one

embodimentofthe present invention; |
Fig. 6 is a flowchart depicting an example of content flow according to one

embodimentofthe present invention; .

Fig. 7 is a flowchart depicting an example of content flow according to one

embodiment ofthe present invention;

Fig. 8 is a flowchart depicting an example of content flow according to one

embodimentofthe present invention;

Fig. 9 is a flowchart of a method for trusted transactions$ according to one
embodimentofthe present invention;

Fig. 10 depicts a device for trusted transactions according to one
embodimentofthe present invention.

Fig. 11 is a block diagram of a person information device according to one
embodimentofthe present invention;
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Fig. 12 is a block diagram of an authentication device according to one
embodimentofthe present invention; and

Fig. 13 is a flowchart depicting an authentication process according to one

embodimentofthe present invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

In orderto assist in the understanding ofthe present invention, the following

definitions are provided and are intended to supplement the ordinary and customary

meaning of the terms:

Authentication: A receiver of a “message” (embedded or otherwise within

the value-added information) preferably is able to ascertain the origin of the message

(or byeffects, the origin of the carrier within which the message is stored). An

intruder preferably cannot successfully represent someone else. Additional

functionality, such as message authentication codes, may be incorporated (a one-
way hash function with a secret key) to ensure limited verification or subsequent

processing ofvalue-added data.
Authorization: A term which is used broadly to cover the acts of conveying

official sanction, permitting access or granting legal powerto an entity.
Encryption: Encryption is a method of securitizing data. For example,

encryption may be data scrambling using keys. For value-added or information rich

data with content characteristics, encryption is typically slow or inefficient because

content file sizes tend to be generally large. Encrypted data is sometimes referred to
as “ciphertext.” ;

High Quality: A transfer path into the LCS Domain that allows digital

content of any quality level to pass unaltered. “High Quality” can also mean

unfettered access to all VACs.

Local Content Server (LCS): A device or software application that can
securely store a collection of value-added digital information, such. as entertainment

media. The LCS has a unique ID.
LCS Domain: A secure medium or area where digital content can bestored,

with an accompanying rule system for transfer into and outofitself.

Low Quality: A transfer pathinto the LCS Domain that degrades the digital

content to a sub-reference level. In an audio implementation, this might be defined

" DISH-Blue Spike-602
Exhibit 1006, Page 0953



DISH-Blue Spike-602
Exhibit 1006, Page 0954

WO 01/43026 PCT/US00/33126

10

15

20

25

30

-12-

as below CD Quality. Low Quality can also mean no VACsare allowed in to the

system.

One way hash function: One-way hash functions are known in the art. A

hash functionis a function which converts an input into an output, which is usually a

fixed-sized output. For example, a simple hash function may be a function which

accepts a digital stream of bytes and returns abyte consisting of the XOR function
of all of the bytes in the digital stream of input data Roughly speaking, the hash

function may be used to generate a “fingerprint” for the input data. The hash

function need not be chosen based on the characteristics of the input. Moreover, the

output produced bythe hash function(i.e., the “hash”) need not be secret, because in

most instances it is not computationally feasible to reconstruct the input which

yielded the hash. This is especially true for a “one-way”hash function--one that can

be used to generate a hash value for a given input string, but which hash cannot be
used (at least, not without great effort) to create an input string that could generate

the same hash value.

Read-Only Media: A mass storage device that can only be written once

(e.g., CD-ROM, CD-R,DVD, DVD-R, etc.) Note: pre-recorded music, video, game

software, or images,etc. are all “read only” media.

Re-writable Media: An massstorage device that can be rewritten (e.g., hard

drive, CD-RW,Zip cartridge, M-O drive,etc.).

_ Satellite Unit: A portable medium or device that can accept secure digital

content from a LCS through a physical, local connection and that can either play or

make playable the digital content. The satellite unit may have other functionality as

it relates to manipulating the content, such as recording. Thesatellite unit has a

Unique ID.

Scrambling: For digitally-sampled data, scrambling refers to manipulations

of the data. Value-added or information rich data may be manipulated at the

inherent granularity of the file format, essentially through the use of a transfer

function. The manipulations are associated with a key, which may be made
cryptographically secure or broken into key pairs. The manipulation may be

associated with a predetermined key, which may be made cryptographically secure
or made into asymmetric key pairs. Scrambling is efficient for larger media files
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and can be used to provide content in less than commercially viable or referenced

quality levels. Scrambling is not as secure as encryption for these applications, but

provides more fitting manipulation of media rich content in the context of secured

distribution. Scrambled data is also called “ciphertext” for the purposes of this

invention.

Encryption generally acts on the data as a whole, whereas scrambling is

applied often to a particular subset of the data concerned with the granularity of the

data, for instance the file formatting. The result is that a smaller amount of data is

“encoded”or “processed”versus strict encryption, where all of the data is “encoded”

or “processed.” By way of example, a cable TV signal can be scrambled byaltering

the signal which provides for horizontal and vertical tracking, which wouldalter
only a subset of the data, but not all of the data—which is why the audio signalis

often untouched. Encryption, however, generally alters the data such that no

recognizable signal would be perceptually appreciated. Further, the scrambled data

can be compared with the unscrambled data to yield the scrambling key. The

difference with encryption is that the ciphertext is not completely random, thatis,

the scrambled data is still perceptible albeit in a lessened quality. Unlike

watermarking, which maps a change to the data set, scrambling is a transfer function

which does notalter or modify the data set.

Secure Electronic Content Distributor (SECD): An entity that can validate a

transaction with a LCS, process a payment, and deliver digital content securely to a

LCS. This may be referred to as a “certification authority.” SECDs may have

differing arrangements with consumersand providers of value-added information or

other parties that may conduct transactions, such as business to business
relationships. Thelevel oftrust place into an SECD can be dynamically adjusted as

transactions warrant or parties agree. .
Standard Quality: A transfer path into the LCS Domain that maintains the

digital content at a predetermined reference level or degrades the contentif it is at a

higher quality level. In an audio implementation, this might be defined as Red Book

CD Quality. Standard Quality may also refer to a particular set of VACs that are -

allowed into the system. .
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Unique Identification, or Unique ID: A Unique ID is created for a particular

transaction and is unique to that transaction (roughly analogous to a human

fingerprint). One way to generate a Unique ID is with a one-way hash function.

Another way is by incorporating the hash result with a message into a signing

algorithm will create a signature scheme. For example, the hash result may be

concatenated to the digitized, value-added information which is the subject of a

transaction. Additional uniqueness may be observed in a hardware device so as to

differentiate that device, which may be used in a plurality of transactions, from other

similar devices.

Value-Adding Component (VAC): An attachment to the content that

enhances the user’s experience of the content. VACs may be metadata, headers,

usage rules, etc. For music, some examples are: album art, lyrics, promotional

material, specialized playback instructions. For other embodiments, the value-

adding component may relate to the consumer’s personal information, preferences,
payment options, membership, or expectations over a transaction.

The agglomeration of value-adding components is “value-added

information.” In the aggregate, value creation on an informational level can be
observed and measured.

Value-added ___Information: Value-added information is generally

differentiated from non-commoditized information in terms of its marketability or

demand, which can vary, obviously, from each market that is created for the

information. By way of example, information in the abstract has no value until a

market is created for the information(i.e., the information becomes a commodity).

The same information can be packaged in manydifferent forms, each of which may

have different values. Because informationis easily digitized, one way to package

the “same” information differently is by different levels of fidelity and discreteness.

Valueis typically bounded by context and consideration.
Verification: Called “integrity,” in cryptography, an intruder preferably

cannot substitute false messages for legitimate ones; the receiver of the message
(embedded or otherwise within the value-added information) preferably is assured

that the message(or by effects, the origin of the carrier within which the messageis

stored) that the message was not modified oraltered in transit.
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Note: The abovedefinitions may be interchanged in different embodiments

of the present invention and serve as parameters in breaking down value-added

information exchange andtrustedtransactions.

Embodiments of the present invention and their technical advantages may be

better understood by referring to Figs. 1 through 13, like numerals referring to like

and correspondingparts of the various drawings.

| Increasingly, a premium is being placed on both recognition and trust. These
intangible elements are both expensive to create and to maintain given the ever-

decreasing amount of human contact during transactions. To the extent that many
transactions are now possible without any human contact, the present invention is a

unique improvement over the art in enabling bi-directional authentication of

information between parties toenable “trusted transactions” between those parties

For anonymous market exchanges, transparency and data integrity, as well as

confidence, serve to promote confidence and growth in product, goods and service

offerings. Perception is an expensive trigger to trusted transactions reinforced by the
experience ofmarket participants.

Confidence as well as experience enable trust: in an anonymous marketplace,

it is desirable for the authenticity of value-added information and value-added

components to be made more transparent and independently verifiable by all

concemed parties. Transparencyis valued in education and experience.

A purchase decision between a buyer and a seller is equivalent to the

temporal establishment of a mutually agreed “abstraction of value” in the

information sought or exchanged, which may be represented in both tangible and

intangible forms. Perception is the natural limit of “fair pricing,” and drives value
determination of a particular good or service. Perception may be structured by

context, history, and/or condition. The “value” of a particular transaction has an

intrinsic meaning (financial, economic, legal, political, social, statistical or actuarial
meaning), temporally (at the instant of the transaction), for both the buyer and seller

(reached an agreement including offer acceptance and consideration), with any

inclusive terms and conditions (hereinafter, “terms”) governing the transaction
(price, credit terms, delivery options, and other parameters concerning the good or

service with respect to which the transaction takes place). As a result of such trusted
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transactions, the parties gain confidence. Even parties who may be anonymous

benefit from the contemplated improvements over the art.

Referring to Fig. 1, a block diagram of a system for trusted transactions is

provided. System 100 includes trusted transaction engine 102, which interacts with

a plurality ofparties 104. Each party 104 has a uniqueidentity 106. .
Value-added information 108, as defined above, includes both intrinsic value

112 and nonintrinsic value 114. A vendor (who maybeaparty 104) may decide
what information has value (i.e., should be consideredto haveintrinsic valueornot),.

and this decision may be made onaper transaction basis.

. The present invention may provide advantages to all parties involved,
including pricing flexibility, a reduction (or optimization) of transaction costs, a

recognition of value-adding components, and the ability to provide provable security

and trust amongparties. Each will be discussed in greater detail, below.

1, Pricing flexibility for parties

Because buyers and sellers have complementary but competitive goals in

consummating a transaction, variable pricing in the present invention is supported

without any detrimental affect on the potential relationship between the buyer and

the seller, or their agents. Known systems depend primarily on securing payment;

payment alone, however, does not ensure the buyer and the seller of lasting

protection of their respective “ntangible assets,” especially those that are
increasingly based on value-adding information (e.g., trademarks, copyright, patents,

credit history, health condition, etc.). The buyer fears identity theft (“first party,” or

“sentimental” piracy), while the seller ‘fears piracy of valuable information assets

(“third party,” or “positional” piracy). The separation of authentication of

perceptually-represented goods and services and value-adding information, from

paymentsecurity, is an important novel feature of the present invention.

Known systems specify a number of methods for ensuring “security.”
However, the primary feature of these approaches is access control based solely on

proof that a purchase has been completed. This means that if a purchase can be

enabled only by determinationsthat a transaction was successful, the ability to entice

more transactions or otherwise increase the development of maintainable trusted

transactions is undermined. Simply, the fact that a purchase was completed does not
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mean that a trusted transaction has, in fact, been enabled. No provision for

establishing a trusted relationship between the buyer and the seller takes place

absent some authenticable exchange of additional value-adding information. The

present invention increases the likelihood of a successful trusted transaction and

extends beyond the ability to pay (assuming no “identity theft” has occurred). The
present invention provides additional means for verifiable information exchangethat

enhance the experience of the buyer and the seller in seeking trusted transactions.

Because many manufactured goods are likely to have similar costs from a

" strict manufacturing standpoint, the value-added service, or services, that are

provided to the buyer are likely to encourage additional opportunities for trusted

transaction. The seller can benefit by leveraging a single purchase into a profitable
relationship. Even distribution costs may be commoditized for all similar tangible

goods. A series of non-contiguous or non-temporal transactions alone would

constitute a profitable relationship if the buyer is satisfied and theseller is profiting.

That pricing, and its terms, may be varied dynamically or supported flexibly (based
on information exchange at the time or leading to a transaction), is another

improvement over the art. The incorporation of micropayments becomes more

feasible as the costof trust has been reduced andthus smaller discrete increments of

monetary consideration are easier to support to the benefit of buyers and sellers
seeking higher. granularity or discreteness over the information or tangible goods

they transact. Simply put, identification and authentication of specific information

and value-added componentsis inherently importantto further segmentation ofunits
of payment (e.g., micropayments). Micropayments may be interpreted as a value-
added componentin facilitating transactions.

Pricing may also be bi-directional and asymmetric, and is preferably
determined bythe seller in order to define “profitability.” Some sellers may choose
to maintain fixed pricing for their goods or services, but may incorporate variable

pricing in the value-added component. Forinstance, while the price of a given good

or service may be fixed, the value-added component maybethe termsofthe pricing

as it effects the buyer. The seller may also entice the buyer to provide demographic

value-added components, or related data, which has intrinsic, sentimental value to

the buyer. To the seller, the pattern, or structure, of demographic datum serves as a
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valuable filter in which to position its offerings. Simply put, while barter is

relatively inefficient, cash, being anonymous, may not reveal enough information to

provide an incentive for the seller to vary credit terms or offer a greater variety of

goods and services, even if there is a single underlying value-added information

good(the seller can still offer perceptually similar but nonequivalent versions of the

information without threatening secure, higher quality, limited, or more expensive

versions). .

Theability to offer both secure and unsecure, or legacy, versions of the same

information based on a mutual disclosure and mutual understanding of both the

buyer and the seller is particularly novel in the art. Moreover, privacy can be

‘enhanced and new, unproven and yet unsecure information can be offered without °

jeopardizing the security of any pre-existing primary value-added information

whether it be music, images, currency, electronic documents, chip designs, source

code, legacy versions,priorart, etc.

The period of payment, like the discreteness of the actual payment, interest

Tate relating to a payment period, grace periods, early payment benefits, variable

interest rate based on the seller’s ability to assess the credit risk/worthiness of the

buyeror its agent, etc. is an element or component (a value-added component)that

may be changed to affect a transaction. Making these components more transparent

to buyers improves the opportunity for enhancing and maintaining trust. It also

enables buyers and sellers to make mutually beneficial decisions based on

transparent, verifiable information or value-added components. Moreover, buyer-

driven pricing, as with Dutch auctions, or market-based pricing, are not possible

without compromising the access-based security in known systems. With the

present invention, goods and services are better able to realize full market value

because access to the good orservice is not restricted (such as with new music or

new endeavors by “unknown” or “unrecognized” artists, designers, creators or

engineers). The market participants are better able to assess the good or service in

- question, and/or the related value-adding information/component, when experience

and information sharing is encouraged. The prior art is restrictive by necessity in

information sharing precisely because security cannot be maintained by prior art

systems with such open accessto information.
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For goods or services that are difficult to value (e.g., media content, legal

advice, design, non-commodity items, etc.) and decision-intensive, pricing becomes

a barrier to entry in a marketplace that puts a premium on recognition. Highly
recognized artists, lawyers, designers, retailers, etc. have a competitive advantage

over their unrecognized competitors. One approach to gaining recognition is freely

distributing or providing goods or services. Ultimately, the seller still needsto profit
from this initial positioning to the extent that financing ofoperations is available (the

sellercan stay in business as long as investors or financing is available to enable
such operations). The same goodsor services may beoffered in a “tiered” manner,

whichrelates to the purchaseprice orto the quality of the underlying good or service
to be exchanged. Examplesof this include providing music in MP3 quality audio

instead of CD quality; providing 10 hours of customer support instead of charging

per hour; charging service chargesinstead offree checkingor ATM access; charging
a price perbit or bandwidth;etc.

Segmenting also plays a role in the “freshness” or “newness” of the

information good or service. Live concerts or lectures may be worth more to the

buyer than pre-recorded versions offered later or separately. The performer or

creator of the information to be performed, or conveyed live, can only be at one

place at a time, and may be a premium for that time. Live broadcasts may similarly
have a higher value. Physical advice may be worth morethan printed literature to

the buyer as well. These dynamics create an impetus for flexible and dynamic

pricing that does not undercut the security of the overall “trusted transaction”

methods and systems envisioned in the present invention.

In known systems, legacy information, relationships, etc. systemically

undermine the ability to ensure a “trusted system.” The buyer and the seller in the
art have no meansfor differentiating between the secure and unsecure versions of a

good, service, or value-adding component. The present invention provides such

protocols by incorporating additionalbits of data, which do not necessarily represent
added data, but imperceptibly replace data with identifying or authenticating data,
enabling market participants to determine whether a value-added information

“package” is secure. This also enables uniqueness of information packages to be

consistently created and checked or maintained for later reference. The prior art
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relies on the denial of access or accessrestriction, a clear disadvantage in increasing

the availability of value-added information. With trusted transactions market

participants are able to verify, identify, and price information and then decide which

versions are appropriate for a given or existing demand.

Pricing may be better understood if the cost or time of computation is .
measured as a tangible asset. Similarly, the natural limit to theft of tangible assets

has always beenin the cost of the tangible assets. As information can increasingly

be traded for value in excess of the cost of its storage or transmission, pricing

becomes less tangible and more subjective. Delivery of information accurately and

quickly becomes a valued service. Measuring such value is based on the same

principles that allow cost estimates of the delivery of fixed weight parcel packages.

The existence of hackers indicates a lowered economic barrier to entry for

informational crime, including identity theft and piracy. Dissemination of binary
code, which is similarly detrimental, at little or no cost to the originator of the

valuable information, introduces novel concepts to the approaches of information

pricing. Tangible goods becomesubstitutes for cash payment.

An example of pricing based on effort is illustrated by a watchmaker who

takes six months to finish a watch that he prices at $70,000. This includes a

“reasonable” profit and the cost of materials. The buyer is a watch fanatic and earns

$140,000 a year. The exchangeof a tangible good that has intrinsic value, which is

converted into monetary terms for negotiation, as agreed by the parties in the
exchange, becomes more prominentif information concerning value is transparent

or fluid for all market participants. Transparency is inherently favored by markets

seeking to appropriately price goods or services based on all available information at
the momentofpricing. Conversely, risk can be priced based on the financial context

or structure of an organization. Those who earn $20,000 should have to have

confirmation by others with additional financial or fiduciary responsibilities before

validating or approving transactions that exceed an individual’s earnings for the

period in question. At any time responsibility can be linked to authority, as a pricing

mechanism for decisions concerning similar amounts of monetary consideration.

With pricing mechanismsand use rules, trusted transactions offer flexible pricing
not possible with current systems.
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Value-adding components, which mayincludepricing, is preferably viewed

as a Separate and distinct means for the buyer and the seller to separate information

that may or may notbe essential to any given transaction and may also be viewed as

nonessential unless both parties can stipulate such information exchange. This is
invaluable as multiple channel distribution of the “same” goods (e.g., download

music over the Intemet versus purchasing a CD from a store) or services (obtaining

a mortgage online versus processing physical loan documents) can be offered by the

seller. Determinations of which channel, or channels, are profitable requires

verification of unsecure and secureversions of these “same” goods.

Value-adding components mayalso include an offer, an acceptance, a bid, a

purchase, and a sale of a securities instrument, including an option, a warrant, or

equity.

Security is inherently intended for the party seeking value or authentication

over the information or transaction and conversely protecting sentimental
information or identity from being stolen or defrauded. For the long term, buyers

are able to differentiate that personal information value-added components are

appropriate for dissemination to a seller to affect a transaction, or to get better terms.

Either the buyer or the seller, or both, are better able to determine that transactions

or relationships are favorable on a transaction to transaction basis, and thus

“transact” accordingly.

Pricing of the value-added information may include a value-adding

component relating to the present value of recognition/non-cash equivalent

cost/service that is handled in a separate negotiation or transaction, or a subsequent

negotiation or transaction

The present invention may includelimits of liability, or may consider the

time value of moneywhen determining a limit of liability threshold. The present

invention may enable rules/access/authorization based on the result of that operation.

In one embodiment, an actuarial estimate ofliability (future time) or cost (present
time) mayserve as a rule for enabling anotherrule.

2. Reduction or optimization of transaction costs

In instances where the buyer andtheseller, or their agents, seek to transact

products or services that include value-added information, the seller generally seeks

!
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to maximize profit, but may forego profit in the short term to ensure recognition or

market share in the short term. The buyer seeks “satisfaction,” which is dependent

on one or more of the following product/service determinants: 1) price; 2) service;

and 3) selection. These determinants may be quantitatively or qualitatively assessed

and may be based on available bandwidth, time of transaction, and transaction event
conditions.

A priori, the buyer may not recognize the seller. In an information economy,

such events are not a disincentive to pursuing a trusted transaction, but instead

present market opportunities for valuing, authenticating, and verifying information

(all may be value-added components) concerning potential transactions are

inefficient. Conversely, the seller may not have enough information about the buyer

to determine what type of potential transaction can be enabled, based on the buyer’s
ability to purchase now, or at any point in the future. The seller may be inclined to

make a sale with the buyer (or the buyer’s agents) with or without confidence that

the initial transaction will lead to further transactions ortrusted relationships that are

profitable for the seller. The seller may use purchasing options (e.g., barter, cash or
its equivalent, or credit) to enable a purchase by the buyer. According to one

embodiment of the present invention, because value-adding information andits

components may be bi-directional, both the buyer and the seller may chose to

negotiate the transaction, including variable terms for payment, as one form of

value-added componentor service and support for the information to be transacted.

Transactions, as defined by a purchase event (payment can be preliminarily

assured), may happen before or after the buyer and the seller have “agreed” to

transact. When the seller requires value-adding components/information about the

buyer before entering the transaction, the seller generally has higher risks than the

buyer, which mayaffect its profitability. Where there is a high risk for piracy, such

as the digital copy problem (that can render individual copies of value-added

information worthless), the seller may not be able to establish trust with an unknown

buyer. The seller is not assured of any potential profitable transactions or long-term

relationship with the buyer, which poses a significant risk to the seller if the buyer

pirates information goods or services. A lack of dynamic authentication, even in
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real time, at least initially, and adjusted as needs arise over time, and flexibility in

negotiable terms, may causethe seller’s assets to be economically undervalued.

Conversely, in those events where the buyer requires value-adding

components/information about the seller in advance of entering a transaction, the

buyer generally has higher risks than the seller with regard to its ability to enter into
transactions. “Identity theft” is an example of a risk that is higher for the buyer than

the seller in these types of transactions. Additional transactions include on-line

brokering, auctions, searches, bots, webcrawlers, recognition, and determination of
goods or services absent proof of privacy guarantees. This applies to

noncommercial information as well (e.g. the FDIC logo, currency, driver’s license,
etc.) .

The establishment of mutual trust may be asymmetric depending on the risk

profile of the buyer and the seller. Risk/reward tradeoffs are implicit to some
transactions, while the time required to establish a trusted transaction or eventual

profitable relationship may not be contiguous. In many on-line transactions, the per

transaction risk is generally higher to the buyer, who may suffer fraud and may need

to be more diligent about what value-adding information it chooses to exchange in

the interests of enabling a trusted transaction. It is true, however, that in businessto
business transactions (““B2B”), or in financial information exchange, the relative

risks to each party are relatively equivalent, and requiring a more symmetric

exchange of value-adding components relating to verification and purchasing power

(in the form of barter, cash, cash equivalents or financing that would also constitute

value-adding components) is not as necessary. Reducing the cost of creating and
maintainingtrust is an advantage of the present invention over known systems.

3. “Reintermediation”: recognition as a Value-added Component

_ Asymmetry exists in recognition as well. Where word-of-mouth may

constitute an acceptable means for creating recognition for a particular good or
service, the buyer and the seller may wish to expand their respective abilities to
capture more of the increasingly available goods and services, or value-adding

information (about themselves, or terms for a trusted transaction). With advertising

and other forms of marketing, the push and pull of value-adding information

between the buyer and the seller also contributes to potential purchase decisions by
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both parties or their agents. The buyer may control certain criteria it seeks, such as

price, selection, and/or service. The seller, conversely, seeks the highest profits

from a given potential buyer or his agents, which may not be quantifiable from the

first transaction or may not be the primary focus of the seller (such as seeking a

valuable, marquis client). Both the buyer and seller may compare patterns or

structure that, when recognized, help in forming opinions about the history,

condition or context of the information. |

In general, recognition serves to encourage morerecognition. Theseller will

likely seek trusted transactions in the interests of profitably leveraging the time, cost

and expense of generatingthe initial exchange of goods and services with the buyer.

_ Over the longer term (defined as any additional transactions beyond the initial

transaction), a profitable relationship is sought by the seller. The buyer and the
‘seller may still maintain flexibility as expectations or needs conceming the

relationship change. The presentinvention allows for such variability and flexibility

by enabling real time: adjustments to the terms that prevail between market

participants. While terms are conditions are negotiatiable, security of the overall

system is not jeopardized because secure and unsecure versions of the “same”value-

added information and value-added components can be adjusted bi-directionally. In

an information-based transaction, there is value in reintermediation by sellers

seekingto ensure that their information is provably identifiable and verifiable.

The buyer and the seller may seek recognition or use means for increasing

visibility of their respective interests. The buyer ultimately seeks to satisfy itself
through a trusted transaction preserving private or financial information for select

transactions requiring higher amounts of information exchangeorverification (real

time references, “membership reward programs”suchas frequentflier airline points,

or financing options that can be dynamically offered, are two incentives to the buyer |

and are likely to differentiate vendors, large and small, really or perceptually); the
seller ultimately seeks to profit from the trusted transaction. Recognition of this
potential exchange between the parties is not assumed to be high enough to enable a

transaction, but high enough to create exposure for the buyer or the seller. Trustis

assumed to not be pre-existing, or it may be variable between the buyer and/or the

seller, requiring additional exchanges of value-adding information to enable a
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trusted transaction. The seller, in the extreme, seeks the highest profit for each

transaction. The buyer, in the extreme, seeks the highest satisfaction for each
transaction. As discussed above, both goals are complementary and competitive,

thereby increasing the need for dynamic exchange of value-adding information.

Recognition can enhance the potential for a successful trusted transactions and

serves as a form ofabstract experience for both parties to efficiently make decisions.

With experience, value assessments become possible. Abstractions of value become

experience as trusted transactions beget more trusted transactions.

4, Provable security and trust

Trusted transactions are characterized primarily by bridging the gap between

“provable security” and the imprecise nature of trust. Encryption, cryptographic

containers, digital watermarks and other forms of electronic data security can be

mathematically demonstrated -- discrete algorithms can be designed to meet certain
pre-defined specifications or pre-defined expectations.

Encryption and secure digital watermarking (e.g., steganographic ciphering)

offer tools for determining data integrity, authenticity and confidence. Transactions,

however, still require human decision-making. Known systems describe a number

of approaches for ensuring transactional security based solely on transmission
security and fail to differentiate between what could be called “positional piracy”

(e.g., the fraud or theft of universally recognized goods, products, and services) and

“sentimental piracy” (e.g., the fraud or theft of personal, private or financial

information).
For the purposesof this disclosure, the extreme case of sentimental piracyis

_identity theft. So long as information can be represented in binary digits (Os and 1s),

and can be easily copied, stored or transferred, identity fraud becomes an

increasingly insidious problem. There is a temporal limit wherebythe actual person

is able to “reclaim” their identity at some point in time. The extreme case of

positional piracy is zero returns on an intangible asset that has been pirated. As

well, the present invention offers advantages over known systems for positional

piracy that enable the continuation of legacy business, customer relations and

existing information formats, without sufficiently weakening any overall system
security for trusted transactions. Simply, unlike known systems,accessrestriction is
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not an adequate or appropriate means for ensuring the security of information data
for a wide variety of applications.

To the extent that “security by obscurity”is typically representative of weak

security to those skilled in the art.of cryptography, more transparency for parties to a

transaction over security protocols and information transfer are inherently necessary

to ensure trusted transactions. Although information between parties may be

asymmetrically exchanged (i.e., the value-added information or value-adding

components is not equivalent in quality or quantity between parties, such as a

difference in the amount of information exchanged, the identification of the parties,

etc.), the level and degree of authenticity or verification only differs among the

goods, products or services to be transacted, as well as the demands of the market

participants. For the purposes ofthis disclosure,the value-added information is the -

fundamental good to be transacted between parties, while value-added components

represent an atomic unit of data that is defined as the least amount of data that can

either add functionality or be perceptibly recognized to a system for trusted

transactions. Data may be represented in analog or binary terms in order to establish

uniqueness andassist in identification and authentication. Value-added components

may be added, subtracted, or changed to vary the underlying value-added

_ information sought.

Because humans have difficulty remembering passwords, personal

identification numbers (PINs), and the like, dependence on such datum is

increasingly problematic as more anonymous transactions are enabled between

parties over electronic networks, such as the Internet, or between businesses in

private networks. While passwords, or PINs, are commonly thought to be secure,

the ability to check all combinations of numbers or crack passwords becomes less

computationally expensive with increases in both processing speed and availability

of bandwidth. Cost is reduced to the detriment ofsecurity if any individual has the

means for high order computation or network-based bandwidth in discovering or

hacking any given secret. Quantum computing speeds up the ability to test and

discover such data at even greater speeds, and presents unique problemsto security

systems described in the art. Quantum computing also enables the definition or

predetermination of the physical limitations of communicating or securing
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information. Where difference between binary or digital signal processing and

quantum mechanical limits is higher, better security is enabled. |
Biometrics have been suggested to remedy this problem,but do not offer any

way to create truly cryptographic secrets to be shared between parties. Iris scans,

fingerprints, and the like, are easily stolen because they are easily perceptible to

those seeking to defraud. Once stored electronically, biometrics be stolen for

unauthorized use. Combining a biometric with a digital signature may provide a

means to ensure that a given representation of a fingerprint or iris is fixed,

temporally at the time the certificate is created, but does not prevent dedicated

attacks at determining the fingerprint oriris to be used at some subsequent time.

Real time authentication and verification are improvements envisioned with the

present invention. Assuring that a particular fingerprint, signature oriris “data set”
is that of the intended user, is fundamentally important to embodiments described

herein. This becomesespecially invaluable with increasing number of anonymous

transactions. Although uniqueness may be enhanced with digital signatures and

digital iris or fingerprint records, the advantage with the present invention is that

more secure forms of uniqueness based on a predetermination of the discreteness of

time and a predetermination of the limits of information conversion andtransfer are
absentin the art. .

Moreover,real time authentication is not enhanced with systems described in

the art, since such biometric data is easily stored or transferred, and thus suffers the

same pitfalls for any binary data that is sought by a party seeking to defraud.

Biometrics may be great for forensics (e.g., to determine after the fact who is

responsible for a particular act), but they do not effectively address an inherent

problem in enabling trusted transactions; thatis, real time verification of parties or

real time association of parties with information being transacted (in an auction, for
instance). They are also not representative of a cryptographic key, which,as is well-

known intheart, requires secrecy, randomness, and an ability to update or destroy

the cryptographic key. |
Another advantage of the present invention is the ability to serialize or

individualize “personal secrets” that are shared between parties to boost confidence

and transparency of transactions. That control, and the inherent uniqueness of
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personal entropy, constructed from such information as a hometown, favorite

restaurant, or high school sweetheart, is a means for perceptible representations of

“secret data” that enhances the ease-of-use and application of appropriate shared
secrets to be exchanged in conducting trusted transactions. Associating such secrets

with primary value-added information or value-added components being transacted

is an additional novel feature of the present invention. Essentially, the present

invention provides the ability to personalize or serialize, informationally, an actual

“transaction event,” including: the buyer; the seller; primary information, value-

added components and tangible assets created, manufactured, or manipulated; and

any additional reference that can be made perceptible and secure to any observer.

Bridging cryptographic with real world perception is a benefit overthe priorart.

Essentially, randomness alone, whether pre-determined or not, is not

sufficient for the creation of a “secret” that may be used with high levels of

confidence repeatedly in assuring the validity of information or verify the identity of

a party. Encryption systems cipher the randomness according to available data
capacity; digital watermarking ciphers the randomness according to perceptible

features or characteristics of the carrier signal (a humanly-perceptible measure of

data capacity, which distinguishes applications for encryption from secure
watermarking). That such information can be made more computationally difficult

to discover, even by brute force attacks (since such experience is only limited by the

experience of individuals) is of particular benefit to the art. The computational

complexity added by use of a steganographic cipher is discussed in the U.S. Patent

No. 5,613,004, the disclosure of which is incorporated by reference in its entirety,

and offers a means for human observers to see the actual tampering of information

represented perceptibly. This proof is self-similar to that which is obvious in the

real world, i.e., the ease at which one can observe that a watermark is missing from

‘currency. Handling information as contemplated by the present invention for trusted

transactions is unique in bridging computational benefits from both digital signal

processing and cryptography to the benefits of all parties to a transaction. The

present invention is the enhancement of transactions through bi-directional

verification of parties and verification of primary or secondary information

exchanged.
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An additional advantage of the present inventionis the ability to continue to

offer legacy business relationships, legacy products, legacy services and other means

that will not reduce the overall security maintained by a system for trusted

transactions. Known applications lack this feature, and instead rely on denial of

access or authorized access to information. Information need notberestricted, and

is preferably freely exchanged to widen the opportunities for transactions with a

greater potential number ofparties. The present invention is an improvement, in that

the elements necessary for generating trusted transactions may be made more

flexible, and those elements that are “secret,” those elements that will be available at
predetermined times, as well as those elements that are made more obscure to
unintended parties, increase the overall computational difficulties in defeating a

system for trusted transactions.
An additional consequence is improvements in enterprise resource planning

and data mining. To the extent that transactions are made unique and may be

atomized into data, functions, value-added components and any associated
information, the cost ofmaintaining or referencing stored data, a goal in data mining

technologies, can be made more efficient and effective in assisting with an

optimized appropriation of resources, individual or corporate. Without such

uniqueness, serialization, authentication, verification or identification, particular

transaction events cannot be analyzed, manipulated or optimally used to create

additional trusted transaction opportunities. Caching technologies are similarly
. effected by the present invention. The choice about what information should be

maintained locally based on identification or authentication of that information

available on a network, such as the World Wide Web, enables higher efficiency in

sorting and referencing data for repeated use without increased demands on the

network.

The ability to serialize individual transactions by particularizing trusted

transaction elements between parties is handled more consistently than in known
systems. Accessis not denied, and rules for access are not pre-determined for goods

or services that require exposure, testing or additional information for consummating

a transaction. Ease-of-use, maintenance of more human-like and physical world

expectations of trust are made more transparent. Identity and authentication risk is
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reduced, and confidence is increased. Overall expectations are handled according to

’ the needs of individual parties to any number of transactions. What results from

trusted transactions is a more vibrant and competitive marketplace for information,
value-added or not. Anonymity and legacy relationships may be maintained, unlike

requirements in known systems.
The application of steganographic ciphers enables an “optimized envelope”

for securely inserting, detecting, and protecting informational signals, or data, or

digital watermarks (predetermined messages) in a given digitized sample stream

(e.g., a predetermined carrier signal, such as audio, video, image, multimedia, virtual

reality, etc.). As the perceptible qualities of the content stream have a basis as

analog waveforms, steganographic ciphering increases the computational difficulty

of crypto-analysis and makes unauthorized removal or tampering of the watermark a

costly operation. With perceptible damage to a carrier signal a result of such

tampering, tampering is more easily observable by parties, including those who are

involved in a particular transaction event. Moreover, such tampering enables higher

transparency and verification of carrier signals of datum that are marked for secure
exchange, even if over unsecure transmission channels, The prior art relies overly
on secure transmission channels while ignoring the potential benefits of securing

datum (with secure watermarking, scrambling, or chaffing, for instance) over any

available transmission channel. Such tampering is also transparent to vendors

handling or accepting the information that enables less costly validation of claims

made after some event must be confirmed and verified to the satisfaction of

transacting parties. These unique features are an improvement over the art.

What differentiates the “digital marketplace” from the physical marketplace

is the absence of any schemethatestablishes rights and responsibility, or trust, in the
- authenticity of digitized goods, services or value-added information. For physical

products, corporations and governments watermark “goods” and monitor

manufacturing capacity and sales to estimate loss from piracy. Reinforcement

mechanisms, including legal, electronic, and informational campaigns also exist to

better educate consumers. Evidentiary levels of confidence must exist to support

claims that are typically competitive between parties to a transaction,
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Currently, security parameters may be coded into the actual physical —

transaction system or instrument. Similar to the security inherent in the randomness

of the magnetic strip onmost credit cards, these security parameters are designed to

be tamper-resistant. Cracking such codes would not present insurmountable barriers

to a dedicated effort at cracking a PIN. Access authorization is easily compromised

by fraudulent reconstruction of an instrument, such as a credit card. Although

storage of the security parameters in volatile, or nonpermanent, memory appears to

offer advantages, including higher security required for many transactions, absent

this higher level of security, real time authentication becomes a crucial benefit to

parties in ensuring the validity of many formsoftransactions. Insurance, identity,

and purchases of expensive items or services are not generally confidently handled.

Use of trusted transactions to process value-added information is unique and

beneficial.

Several components may be used for separation of “trusted elements” for a

given device or method for ensuring “trust” according to one embodiment of the

present invention. First, a general purpose computing device is comprised of a CPU,

a memory or storage, input and output devices, and a power supply. A device or
card holder decides whether and when to use the device. For additional benefits

described herein, personal information or privacy data may be controlled by the user

in sample embodiments envisioned, unlike other pre-determinations of data in non-
trusted transaction smart cards (e.g., a credit card).

A data owner, who may or may not be the device holder, is provided. Where

the device holder and data owner are the same, as contemplated by some
embodiments of the present invention, such data as digital certificates, time stamps,

Unique IDs of data coming into and out of the device (personal or financial
information being a large class of such data), etc. can be authenticated in a humanly-

perceptible manner. This may be accomplished by a transducer,or a screen, that can

transfer analog-based information of device holder, or be inputted and transmitted

by the device holder for secure watermarking, or hashing of data to be exchanged.

A terminal, controlling input and output to and from the device (e.g., phone

cards are controlled by the phone service provider’s terminals, ATMsare controlled

by financial institutions, set-top boxes controlled or owned by entertainment
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distribution providers, etc. that may be made physically secure by separate means)

or a system that may interact with a device, such as that contemplated in

embodiments herein, to enable real time authentication or verification where such

checks may fail from time-to-time with existing pre-defined trust arrangements or

pre-determined protocols that require inefficient updating by one or both parties. In

lieu of a physical visit to a vendor, the present invention anticipates more convenient

anonymous updates, in those markets where it is possible to the benefit of both
buyers andseller -- both parties have a market demand or need andare able to agree

to such arrangements.

Embodimentsof the present invention may include a simple Internet browser

plug-in, with complementary system software for the providerof“information goods

or services,” that would identity, verify, authenticate, enable transfer, enable copying
or other manipulations of the various primary value-added information and value-
added components, Some of the functionality may strictly indicate what, if any,

security exists within a particular primary value-added information set. This need

' not be settled within a system of trust, but be inherently imperceptible to any casual

observer or market participant interested in the information or the transaction events

that can be observed. Essentially, encouragement of provable differentiation
between different classes of primary value-added information (secure; unsecure,

legacy, etc.), value-added components (not the primary information but value-

adding to the transaction event, and any information concerning marketparticipants

(private, history, condition, or financial) is enabled, using simple steganographic

ciphers with mapping and transfer functions without compromising the underlymg

security.

A device issuer controls the operation of the device according to mutually

agreed to terms between parties. The device issuer maylimit the use or functionality
of the device.

For the device hardware manufacturer, fraud may be attempted by the

various parties, subcontractors, etc, who are involved in the manufacture of the

devices. The device issuer requires protocols that cannot be defeated by typical
“rogue engineer” attacks, where security is dependent on an understanding of the

methodologies, device, or system design. In fact, the ability to transparently and
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provably manufacture secure smart devices may be accomplished with such

protocols as digital time stamping (using successive temporally related hashes that

seed other hashes to create a universally acceptable means for establishing the time

of manufacturer, with time being the universal constant), or digital watermarking

(where instead of time, other predetermined data is concatenated with data for

provably establishing ownership, over the device). Tampering must be provably

' perceptibly evident upon tamper detection of the device (as with device used for

limiting theft of clothing or physical items in retail stores). Prevention of the rogue

engineer problem is not anticipated by known systems.

A software manufacturer usually requires clear specifications or transparency

such as open source code, providing the underlying ciphering algorithms and other
specifications for analysis. Similar trust issues as with device hardware
manufacturing exist. Stega-ciphering the operating system, the simple system or
engine for determining authenticity and identification of available data, to prevent

memory capture, cloning, write once memory specific to the device holder provide
additional benefits of security. A discussion of such is provided in U.S. Patent No.

5,745,569, the disclosure of which is incorporated by reference in its entirety. As

well, using transfer functions with associated predetermined keys is also a means for

accomplishing confidence and authenticity in transaction. This is described in U.S.

Patent Application Serial No. 09/046,627, entitled “Method for Combining Transfer
Functions with Predetermined Key Creation,” the disclosure of which is

incorporated by referencein its entirety.

In general, security requires: fewer splits of trust (poor tying arrangements
that may encourage fraud or piracy), better transparency of data (it should be

perceptibly apparent, or mathematically, or actuarially possible to observerisks and

quantify them to enable security design with a clear understanding of potential

threats for each system, method or device), and use of cryptographically strong

protocols, where security is both provable and perceptible such that market-driven

features are both fundamental at the earliest development and design of appropriate
systems and devices, in order to build confidence and trust that is acceptable and
transparentto all parties to a transaction.
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Application of a steganographic cipher to the operating system or operation

of the contemplated systems and devices ensures further security from tampering.
Such methods are disclosed in U.S. Patent No. 5,745,569, and offer additional

benefits when coupled with the embodiments disclosed herein. System or device

operations may be controlled with minimum functionality, objects or executable

code. As value-added information is checked for authenticity, decoding any

embedded operation objects or code, executing the operation of the system, and

deleting the object or code from memory, or randomizing it in memory to avoid

capture, would greatly increase the security of both value-added information and the

systems or devices intended for manipulation of the value-added information.

Alternatively, certain base functions, such as play, record, copy, manipulate, and

transfer data, may be problematic. These functions may be atomized into objects

that must befirst authenticated by the trusted transaction device before they are

operable for the given format, or before they provide additional information.

Time of use has traditionally been a typical constraint for securing smart

cards and similar devices, but may become ineffective and inconvenient to users.

Enablinga smart card to capture or transduce information (even converting analog

information or input into secure digitally-sampled representations of the analog

information. for analysis and authorization, as with a stega-ciphered digital

watermark) about the time, location, identity or any number of specific datum
greatly enhances smart card and similar device security, trust and confidence. Such

benefits over known systemsare valuable contemplated with the present invention.

Valuations of trust also enables the described sample embodiment of a

trusted transaction system or device to compareprivate information with financial
information, essentially bridging determinations ofrisk in financial transactions and

insurability. Private, or sentimental, information disclosure is more highly sought in
determining insurance risk. Theability to pay, and other financial information, are

being commoditized. Insofar as the described method and device for such

deployment oftrusted. transaction technology can be assessed for different products
and markets, the example of an insurance device could easily be called a trusted

transaction privacy/financial information device or card. Users can control what

information they disclose given the risk coverage or credit they seek, and providers
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being able to decide, with more current and transparent information disclosure

possible, what to underwrite or what to finance. ,

Forthe authentication or identification device, there is a risk of identity theft

to both buyers and sellers, or information that is limited by law. Examples include

Medicare-covered drugs,local legal constraints, etc. Risk may be predetermined or

limited by a government agency (FDIC, FBI, Social Security, IRS, DMV, Federal

Reserve, etc.), a similarly outfitted organization (trust is held in perceived and

observable representations of the organization, food stamps, stamps), or an

equivalent transaction event enabler(traveler’s check provider, medication,etc.). In
these cases, systemic risk is limited by enforcement agencies held in trust by a

government or body politic. The restrictions are predetermined and dependent on

successful authentication or identification of a product, label, or other similar item.

Laws may differ between localities and may be dependent on some form of

identification, proof of age, or proof of residency. To properly serve local residents

becomesa data security issue. This embodiment offers advantages over the art in its
flexibility and real time, perceptible authentication properties.

Both the provider and the agency involved may have higherlevels of risk,
because the nature of the information is characterized by high value, general or
universal recognizability, and a genuine threat of fraud. Most people casually accept

that $10 and $20bills are real even if they prove not to be later. Governmentstry to
limit such liability without damaging the overall trust in the currency. As

abstractions of value are exchanged, a smart identifying device, instead of value

replacement device (predetermined, fixed spending or authorization in a device), is
necessary to capture “personal entropy,” or information about oneself that can be

more closely guarded and less open to theft versus a password or pass phrase.

Secrets must differ from identification. The larger body ofdata to search to discover
these secrets act as a higher form of secrecy. These datum may be converted to

readable text in some embodiments or maintained in digitally-sampled but humanly

perceptible form in other embodiments (favorite restaurant is represented as an
actual image of the restaurant, mother’s maiden nameis actually the voice of an

individual’s maternal grandparents, highly specialized forms ofpersonal information
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that may be dynamically changed or checked quickly and conveniently without

undue risk exposure to the system).

For governments and individuals, piracy ofidentity is the most insidious risk

exposure. Identity theft may be curtailed with devices that can transduce, in real
time, an iris scan, fingerprint or other biometric and compare securely transmitted
results with a secured stored record at the timeofinitialization. Alternatively, this

may be accomplished with an unrelated Unique ID that confirms the identity ofthe

user, and may be created and stored on the device. Because governments are
arbiters of trust in markets (their actions in the collective affect trust and confidence
in products and markets), these devices are able to alert consumers to potential risk

for a given productor service (represented by somerulingor law that is importantto

convey to the consumer, such as with alcohol, medications, or tobacco). These

devices could, at the discretion of the user, indicate related warnings for which the

government has an interest in safety. In one embodiment, by checking an actual

cigarette carton, or drug packaging, with the enabled device, counterfeit packaging

may also be. detected. In one embodiment of the present invention, bar code

scanners may be “required” to also check for embedded or associated signals

indicating authenticity. The devices may also check if supposedly “real”

prescription drugs are authentic. Such a check may occur when using the device to

communicate with a vendor and check to see if any complaints or problemsexist in

stored records; again the packaging may be checked for authenticity in cases where

counterfeits are high and difficult to check without some form of secure

watermarking or perception-based authentication that can be efficiently handled by

an enabled device.

According to one embodiment of the present invention, digital content may

be distributed through a local content sever, or LCS. In general, the LCS

environmentis a logical area inside which a set of rules governing content use may

be strictly enforced. The exact rules may vary between implementations, but in

general, unrestricted access to the content inside the LCS environmentis disallowed.

The LCS environment has a set of paths, or paths that allow content to enter the

domain under different circumstances. The LCS environmentalso has paths that
allow the content to exit the domain.
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The act of entering the LCS environment mayinclude a verification of the

content (an authentication check). Depending upon the source ofthe content, such

verification may be easy or hard. Invalidatable content may be subjected to a quality

degradation. This degradation maybeto the contentitself, or it may be removal of

value-added components. Content that can be validated, but that belongs to a

different LCS environment may be excluded. The primary purposeofthe validation

is to prevent unauthorized, high-quality, sharing of content between environments.

When content leaves the LCS environment, it may be watermarked as

belonging to that environment. It is allowed to leave the LCS environment at the

quality level at which it was stored (i.e., the quality level determined by the path).

The watermark on the exiting content may be both an embeddeddigital watermark

‘and an attached hash or digital signature (it may also include a secure time stamp).

Content cannot retum into the environmentunless both the watermark and hash can

be verified as belonging to this environment. The presence of one or the otheris

generally sufficient to allow re-entry.

This system may allow a certifiable level of security for high-quality content,

and mayallow the use of unsecure content at a degraded quality level. The security
measures are such that a removal of the watermark constitutes only a partial failure

of the system. The “wiped” content may be allowed back into the LCS

environment, but only at a degraded quality level, a result of the watermark
destruction and subsequent obscurity to the system. Consumers will not be affected

to the extent that the unauthorized content has only been degraded, but access has

not been denied to the content. Only a complete forgery of a cryptographically-

secure watermark will constitute a complete failure of the system. For a discussion

on such implementations please see U.S. Patent No. 5,613,004; U.S. Patent No.

5,687,236; U.S. Patent No. 5,745,569; U.S. Patent No. 5,822,432; U.S. Patent No.

5,889,868; U.S. Patent No. 5,905,800, U.S. Patent No. 6,078,664, U.S. Patent

Application No. 09/046,627 U.S. Patent Application No. 09/053,628, and U.S.
Patent Application No. 09/594,719

Provable security protocols may minimize this risk. Thus, the embedding .

system that embeds the watermark does not need to be optimized for robustness,

only for imperceptibility (importantto publishers and consumersalike) and security
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(more important to publishers and commercial interests in the content than to

consumers). Ideally, as previously disclosed, security preferably does not obscure
the content, nor prevent market participants from accessing information contained

therein, and for the longer term, developing trustor creating relationships.

The system can flexibly support “robust” watermarks as a method for

screening content to speed processing. Final validation, however, is relied upon the

fragile, secure watermark andits hash or digital signature (a secure time stamp may

also be incorporated).
The LCSprovides storage for content, authentication of content, enforcement

of export rules, and watermarking and hashing of exported content. Stored content

may be on an accessible rewritable medium, but is preferably stored as ciphertext

(encrypted or scrambled), not plain text, to prevent system-level extraction of the

content. This is in contrast to known systems, which affix or otherwise attach meta-

data to the content for access control by the variously proposed systems.
The LCS may be able to receive content from a secure electronic content

distributor, or SECD, and maybe able to authenticate content received via any of the

plurality of implemented paths. The LCS may monitor and enforce any rules that

accompanyreceived content, such as number of available copies. Finally, unless

being transmitted to a satellite unit, the LCS may watermark all exported matenal

and supply a hash made from the Unique ID andthe content characteristics (so as to

bemaintained perceptually within the information and increase the level of security

of the watermark).

The satellite unit enables the content to be usable apart from the LCS. The

satellite unit is partially within the LCS environment. A protocol may exist for the

satellite unit and LCS to authenticate any path made between them. This path may

have various levels of confidence set by the level of security between the satellite
unit and LCS, and determinable byacertification authority or its equivalent, such as

an authorized site for the content. The transfer of content from the satellite unit to

the LCS without watermarking may be allowed. However, all content leaving the

satellite unit is preferably watermarked. Thesatellite unit watermark may contain a

hash generated from the satellite unit Unique ID and the content characteristics. If
the content came from a LCS,thesatellite unit may also add the hash received from
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the LCS to the watermark. The LCS andsatellite unit watermarking procedures do
not need to be the same. However, the LCSis preferably able to read the satellite
unit watermarks for all different types ofsatellite units with which it can connect.

The satellite unit does not need to be able to read any LCS watermarks. Each LCS

andsatellite unit preferably has a separate Unique ID. -
Referring to Fig. 2, a schematic of a local content server environment

according to one embodimentofthe present invention is provided. LCS 202 may be

a software device running on a general purpose computing device, such as a

personal computer (including, in general, a central processing unit, an input, an

output, a memory, and a power supply). LCS 202 may include local content server

domain 204, rewritable media 206 (such as a hard disk drive, a CD-R/W,etc), and

read-only media 208 (such as a CD-ROM). LCS 202 may communicate with at

least one satellite unit 210 via an interface. ;

In one embodiment, LCS 202 may have a Unique ID. Similarly, in one

embodiment,satellite unit 210 may have a Unique ID.

LCS 202 may communicate with SECD 212 via a network, including a local
area network, a wide area network, an intranet, and the Internet. This

communication may also be established by a telephone link, a cable connection, a
satellite connection, a wireless connection,etc.

In one embodiment, a single LCS 202 may interface with more than one

SECD 212. ;

A plurality of paths 220, 222, 224, 226, 228, 230, 232, and 234 mayexist
among LCS 202, SECD 212, Satellite unit 210, LCS domain 204, rewritable media

206, and read-only media 208. Each will be discussed in greaterdetail, below.

Digital content may be securely distributed to LCS 202 from SECDvia path

220. The content may be secured during the transmission using one or moresecurity

protocols (e.g., encryption or scrambling of the content). In one embodiment, if

LCS 202 interfaces with multiple SECDs 212, each path may use a different security
protocol.

The security protocol may use an asymmetric cryptographic system. An

example of such a system includes a public key cryptography system. The private

and public key pairs allow LCS 202 to authenticate and accept the received content.
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Referring to Fig. 3, a flowchart depicting an example of an authentication by

LCS 202 is provided. In step 302, the user connects to the SECD, makesa selection,

and completes a sale.
In step 304, the LCS providesits public key to the SECD.

In step 306, the SECD uses the LCS public key to initiate transmission

security. .

In step 308, the SECD transmits the secured digital content to the LCS.

In step 310, the LCS receives the digital content, authenticates that the digital

content was unchanged during transmission, and unpacks it from its security

wrapper (that may include a secured transmission line, such as SSL). In one

embodiment, the digital content may be authenticated by a watermark and hash

check. If the content can be authenticated, the content is accepted into the LCS

domain. If the content cannot be authenticated, it is rejected.

Referring again to Fig. 2, path 222 connects LCS domain 204 with

rewritable media 206. Referring to Fig. 4, a flowchart depicting the process for

content entering LCS domain 204 from rewritable media 206 is provided. In step
402, the content is provided. In step 404, the content is checked for the presence of

a watermark, such as a watermark for the particular LCS. If there is not a

watermark, in step 406, the content is degraded to Low Quality and, in step 408, the
contentis stored in the LCS domain.

If, in step 404, a watermarkis present, in step 410, the watermark is checked

to determine if it matches the LCS. This may be achieved by a hash. If the

watermarkis verified, in step 408, the contentis stored in the LCS. If the hash does

not match, the contentis rejected.

Referring again to Fig. 2, LCS domain 204 may export content to any

receiver (other than satellite unit 210) through path 224. This may include copying .

content to a rewritable media, creating a read-only media, rendering the content for

use (e.g., playing, viewing,etc), etc.

Referring to Fig. 5, a flowchart depicting the process for content leaving

LCS domain 204 is provided. In step 502, the content is retrieved from storage

within the LCS. In step 504, the content is embedded with a watermark. In one

embodiment, the watermark may be uniqueto the particular LCS, as determined by
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the LCS Unique ID. The watermark may contain a hash that is created from the

combination of the content characteristics (such as signal features, etc.) and the

Unique ID. The watermark may optionally contain other data, such as a timestamp,

a numberofallowable copies, etc. This would be described as parameters of use, .
usage data, etc. which could be referenced when content is exported. If the export is

to a storage medium, the LCSoptionally can add a second hash to the file, external
to the content, which can be used for further authentication. For security purposes,
in one embodiment, the external hash may be created in a different manner from the

embedded, watermark hash.

In step 506, the content is output from the LCSto the receiver.
Referring again to Fig. 2, path 226 connects LCS domain 204 with read-only

media 208. Referring to Fig. 6, a flowchart depicting the process for content

entering LCS domain 204 from read-only media 208 is provided. In step 602, the
content is provided. In step 604, the content is checked for the presence of a

watermark, such as a watermark for the particular LCS. If there is no watermark, a

check is made in step 610 to see if the originality of the content can be determined.

An example of such includes a media-based identifier that identifies the content as

original.
If the content can be verified as an original, in step 608, it is stored as High

Quality in the LCS domain. If the originality cannot be verified, in step 610, the

quality 1s degraded to Standard Quality, and, in step 608, the contentis stored in the

LCS domain.

If a watermark is identified in step 604, in step 612, the hash is checked to
verify that the content matches this LCS. If it matches, in step 608, the contentis

- stored in LCS domain at High Quality. If it does not match, in step 614, the content

is rejected.

Referring again to Fig. 2, path 228 connects LCS 202 with satellite unit 210.

Referring to Fig. 7, a flowchart depicting the process for content entering LCS 202

from satellite unit 210 is provided. In step 702, the content may be watermarked
before it is transmitted to the LCS. In step 704, the content is transmitted to the
LCS.
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In step 706, the content is checked by the LCS. This may include checking

the LCS hash. If the hash matches, in step 708, the content is stored in the LCS

domain as High Quality. If there is no hash, in step 710, the content is degraded to

Low Quality, and in step 708, the content is stored in the LCS domain. If the hash

does not match, in step 712, the content is rejected.

Referring again to Fig. 2, path 230 connects LCS 202 with satellite unit 210.

Referring to Fig. 8, a flowchart depicting the processfor exporting data from the
LCS 202 to satellite unit 210 is provided. In step 802, the content is retrieved from
storage within the LCS. In step 804, the security of the path between the LCS and

the satellite unit is verified. Once the security is verified, in step 806, the contentis

exported to the satellite unit without a watermark.

If the securityof the path cannotbe verified, the export process mirrors that
of an export to a receiver, depicted in Fig. 5. |

Referring again to Fig. 2, path 232 is a path for content to be stored in

satellite unit 210. In one embodiment, all content may be allowed to be imported

into satellite unit 210, but may be automatically degraded to Low Quality when it is

stored.

Path 234 is an export path for content rendered bysatellite unit 210. In one

embodiment, this content may be marked with a satellite unit watermark that
containsa hash from thesatellite unit Unique ID and any hash that is associated with

the content from an LCS .

It should be noted that a hash function may be converted into a digital

signature by performing a hash and encrypting the result of the hash. The

uniqueness of the hash can vary with the hash function, while the digital signature

adds a layer ofconfidence to the integrity of the data.

Other types of encryption, including transfer functions, may also be used.

Referring to Fig. 9, a flowchart of. a method for trusted transactions

according to one embodiment of the present invention is provided. In step 902,

value-added information, or its tangible equivalent, is provided. This may be

provided by a user that wishesto verify the value-added information.

In step 904, the perceptible data for verification may be maintained by a

vendoror provider, and may be updated by a public-key secure digital watermark in
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the observable packaging (if applicable). In those cases where security must be

high, real time, or simply faster, key generation or signature generation functions

may be enabled with embodimentsofthe present invention.

In step 906, the user provides a public key based on the identify held in the

device to enable an authentication check.

In step 908, a response maybe sentto the user.

Steps 906 and 908 may be repeated with further prompting for higher levels

of authentication, or for additional checks. If the remote location provides the

confirmation,or if a certification authority is involved, the response may be sent via

secure transmission lines (e.g., encrypted transmission that can only be decrypted

with the user’s device and access to the user’s stored private key). Alternatively,

information may not need to be sent in a secure manner and may be checked upon

delivery to the device to limit any remote communications breaches by unintended

third parties.

Referring to Fig. 10, ‘a device for trusted transactions according to one
embodiment of the present invention is provided. Device 1000 may include

steganographic cipher 1002. Steganographic cipher 1002 may be governed byat

least the following elements: (1) a predetermined message; (2) a predetermined

key/key pair; and (3) a predetermined carrier signal (image data, so images will be

the primary data represented and ciphered). a
Transducer 1004 may be provided. Transducer 1004 mayinclude a charged

coupled device (CCD), a personal entropy capture device (e.g., a retinal scanner, a

thumbprint scanner, etc.), a touch pad (e.g., a pad for receiving a signature), an

image capture device, a bar code reader, a magnetic card reader, etc. Transducer

904 receives the data in a physical format and converts it to an analog ordigital
format.

In one embodiment, the data from transducer 1004 may be marked with a

timestamp for time-critical input.

Analog/digital. converter 1006 may be provided. A/D converter 1004 may be

used to convert analog information from transducer 1004 into predetermined digital

format. In one embodiment, signatures may be converted in one format, images that

DISH-Blue Spike-602

Exhibit 1006, Page 0985



DISH-Blue Spike-602
Exhibit 1006, Page 0986

WO 01/43026 PCT/US00/33126

10

15

20

25

30

-44-

are captured in another format, and fingerprint/iris scans may be converted in

another format.

A memory may be provided. The memory may include both volatile

memory, and re-writable memory,such as DataSlim™.

A volatile device may be provided, such as a one time pad (private key of

card holder/user), a one time memory or floating in the volatile memory to evade

capture (stega-cipher computer code). This may be provided in a tamperproof

casing.

Device 1000 may also include output 1020. Output 1020 may be any

suitable output, including a connection port, a wireless port, a radio transmitter, etc.

Before information is output from device 1000, it may be encrypted. In one

embodiment, the information may be digitally watermarked. In another

embodiment, the information may be digitally signed. In another embodiment, the

information is not encrypted, and instead is transmitted over a secure transmission
channel. Number generator 1008 may be provided. Number generator may be a

random number generator, or it may be a pseudo-random numbergenerator.

In addition, the device may include a controller, a power source, and an input

and an output.

Information may be converted into a humanly perceptible form

(chemical/electrical/magnetic such as a humanly visible chemical test result, as with

a pregnancy tests, an EKC, an MRI or CatScan image, are all converted into

“humanly perceptible form for “human” analysis) prior to authorization of a

transaction/decision event. |

EXAMPLES

In order to better understand the present invention, several examples are

provided. These example do not Emit the present invention in any way, and are

intended to illustrate embodimentsofthe present invention.
1.  — Smart Telecommunications

At present, large volumes of commerce and commerce-related activities are

performed using telephone connections, Authentication of identity is an ongoing

concem in such transactions. Present technology allows the verification of the
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origin of a landline phonecall (POT), but offers no assurancesas to the identity of

the user. Furthermore, simple identification of the origin ofthe call is only useful
insofar as that phone numbercan be used to index a database of callers. The present

invention allows for bi-directional verification of identity during a phonecall, with

the option ofpartial or full concealmentof identity.

_A consumer may wish to make a purchase on the phone. Presently, the
consumer’s identity is established by the seller using personal information from the

consumer, such as a credit card number, an address, a phone number, etc. However,

all of this information may be known by an imposter. A smart phone transmits

identity information (perhaps embedded as a watermark in the audio connection), in
response to a query from the seller. The receiver verifies the buyer’s identity with a

certification authority. Furthermore, the consumer mayalso verify the authenticity
of the seller’s identity at the same time, by the same method. The consumer may

choose notto respondto certain queriesin real time.

The smart phone mayrequire a level of identity disclosure before it accepts

an incoming call. For instance, telemarketers maybe required to reveal the name of
their company before the call is accepted by the smart phone. Consumers may

protect themselves from fraudulent sellers by requiring such identification. Further,
legitimate sellers may be assured that their customers know that they are legitimate.

The certification authority assures the consumerand seller that they are receiving

authentic identifications.

2. Equity Programs As A Value-added Component

Another embodimentof the present invention relates to methods and means

of paymentincludes a novel means for encouraging alignment of buyer and seller

interests. Similar to cooperatives, membership programs(in proprietary form, co-

branded with a financial institution, or implemented as a specialty device that can

handle these equity transactions) may be enhanced to offer buyers the opportunityto

purchase options in equity of the seller’s company orrelated institution. Instead of

being given cash or points, at some fixed point in time, consumers and sellers may

be provided with the opportunity to purchase equity as available on some public or

private market or exchange.
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These options may be built into the functionality of the actual transaction

device and may be coupled with both trusted transactions or general transaction

systems. Settlement of the option may be based on any known option pricing
mechanism (such as the well-known Black-Scholes model) and predetermination of
terms for settlement and conversion of the option. This approach incentivizes and

encourages clearer alignment of all market participants in the value and condition of
the equity of the entity with which transactions are being handled or negotiated.

Independent certification authorities, or infomediaries that are able to ensure or

verify a transaction or related information, may be used to ensure that such equity

programs can be trusted. Any relevant disclosures concerning legal or financial

' restrictions are simply additional value-added components for consideration.

3. More security - body movements for entropy and pharmaceutical use control

A related embodiment according to another embodiment of the present

invention includes an interface for detection of body movements (eye movements,

blinks, voice pass phrases, etc.). These movements may include predetermined
sequences of movements that may be ciphered in a manner similar to encrypting

ASCII pass phrases. This is a novel implementation of human movement in

generating symmetric or asymmetric cryptographic keys. The transducer may

include any number of means of capturing human-based body movements in real

time for instantaneous verification of an authorized user. Moreover, unlike simple
biometrics, a series of body movements (similar to the act of signing in writing, but

likely to be more difficult to capture for unauthorized misuse -- a signature, like a

fingerprint, is able to be observed and copied without permission or knowledge of

the signature author) is difficult to copy.
The movements or similar biological entropy (transduced from biomedical,

bioengineered, biochemicalor biophysical information that may be madeperceptible

and encrypted or securely watermarked for later comparison or real time

verification) may be captured by a transducer of analog signals and converted into

digital binary information used for comparison with any number of stored

corresponding instructions or messages to be decrypted. These signals may be

multidimensional (2D, 3D, 4D- with a time component, etc.) to increase the

information space and make discovery of hidden secrets more computationaily
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difficult. Images, medical or human-condition based, audio signals, video, virtual
reality, multimedia, etc. all provide rich media information in which to enhance the

security of any embodiment contemplated by the present invention. Combinations
of multidimensional media for varying ciphering options as well as steganographic
embedding are also contemplated as a meansfor furthering ensuring computational

complexity to any unauthorized user. Steganographic-mapping (watermarking) or

transfer functions (scrambling or “chaffing”) may be combined with encryption

ciphers as a means for making each unique implementation or tangible device --

serialization or personalization of a method for engaging in trusted transactions, high
risk, information-intensive orsensitive decision (military use, security use, restricted

governmentuse, privacy use, or any number similar commercial or noncommercial

decision or transaction events). ;

Additional embodiments include actual control over the use or access to

pharmaceuticals based on medicalrisk, condition or personalized advice to the user.

Tangible methods for transfer of chemical, biological or physical agents intended for

medical use or individualized control based on third party conditions (legal, medical,

governmental, etc.) are governed by manipulation of the apparatus, device or system

used to introduce foreign agents (informational, intangible or tangible) into patients
(the intended, authorized or verified user). .

Highly secure and artificial environments, suchas aircraft flying simulations

or visualfinancial trading information, may be representative of more risk to owners

of actual tangible planes or tangible assets related to any financial information.

Recognition of a digitized iris does not enable movement based confirmation of
future secrets (the movements) that may be changed, destroyed or updated to ensure

consistent or higher degrees of security maintenance. For some body movements,it
maybepossible to maintain better security than with written information. In other

’ words, certain body movements maybe prevented, or made difficult to perform even
under rigorous demand by unauthorized agents. Blinking or other facial movements

may be made impossible to verify the real time identity of the user. This adds a

layer of security and increases the difficulty of defeating a cipher or a series of
related ciphers (encryption-based or steganographically-based, where the digitized
signal has humanly-perceptible fidelity or characteristics) depending on access or
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sensitivity of information. It also maybe psychologically or human-rule driven.
Certain humanly observable body movements, or detectable “telemetry-type” data

(brain activity, heart beat, pulse, or any other medically observable information)

maybe either unique to an individual or simply general to certain behavior. This

data may be important to use as a means of preventing poor decision-making, or

requiring higher diligence before transacting or executing a given operation. At the

least, the movements are a meansfor predetermining and assisting the generation of
a binary key or seeding the generation of a cryptographic key, message or signature.

Anyparticular instance may be successively stored in subsets of any primary

value information or value-added components (single key or key pair associated

with a single message or signature to further serialize data that may have

steganographic capacity for imperceptible embedding in the carrier signal, primary

or value-added components data). The operation may be highly demanding, or may

require human-based. or driven or initiated decisions. The instructor, or the user,
may have predetermined the conditions that indicate confidence or lack thereof at

the time of the verification or authentication of the user. This may be for security
reasons, or simply risk management, as information is increasingly processed at

higher speeds and may require greater care in ensuring information data integrity.

As well, humanly-observable (and convertible into binary data for deciphering)
movements enable a form of bridging analog, human trust with digital or

mathematically provable, actuarially, statistically, deterministically known or

predictable measuresof risk and trust. This novel feature is an additional benefit

over the prior art and ensures future human-like characteristics in “digital”

(underlying, “measurable” or “estimable” data integrity, authentication and

confidence), electronic (analog transducers and transmitters), or binary transaction

systems. Further security or serialization of transaction event information (human -

movement or observable condition used for secret key or equivalent generation)

enable additional formsoftrusted transactions.

Additional security may be assured with temporal-based limits on human
body movementor biologically observable human condition (by use of a medical or

human directed transducer). Interlocking keys and messages with blind signatures,

or onion routing transmission techniques to obscure the identity of the user, are
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further enhancements that may guarantee a high level of privacy to the user of the
system or device. Information formats may be encrypted or have stored primary or —
value-added component information that has to arrive to the user without any

‘digitally evident tampering for the user to make the best possible decision regarding
the observed information.

Unlike the prior art, embodiments of the present invention consider the

perceptibility of information to bridge human trust and confidence with
cryptographic or “mathematical” measures or estimates of “security,” “data
integrity” or “trust.” This is novel to the art of data security and secured transaction
or transmission technologies.

4. Algorithmic Information Theory (AIT)for additional security

By implementing predetermined indications of mathematically provable

randomness, the ability to discover secrets and human choice, based on
unprovability or incompleteness, as discussed and is well-known in the art as

originating with Godel (incompleteness theorem) and Turing (halting problem,
uncomputability). Chaitin “discovered” randomness, stating essentially that

randomness can be described mathematically, and thus differentiations between

discrete and infinite randomnessare logically observable. Because truth is relative
in a quantum mechanical sense, degrees of credibility concern the level oftrust that
may be offered in any trusted transaction system. While the primary value that
concernsus is information, the ability to describe programming size complexity

(that is optimized functional data) enables self-limiting software to be programmed.
To the extent that trusted transactions can never be physically perfect operations,

uniqueness of information, as both data and code, is particularly important to
providing higher security when computational cost and bandwidth is extraordinarily

cheap.

‘Essentially, choice over answers to questions that cannot be characterized as

“True”or “False,” such as “This statementis false,” have inherent randomness and

are thus ripe for paradoxical response. Moreintricate paradoxes, Berry’s Paradox,

Turing’s halting problem, as well as Chaitin’s definition of “randomness,” are sure

to enable predictable infinite and finite (discrete) randomness with which to seed

and cryptographic secret or generation of a symmetric, asymmetric key or digital
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signature. Human perception as a means for enabling analog trust may be made |

inherently more secure by choosing responses to paradoxes that have no computable

value. That Chaitin can describe “randomness” with logically structured instructions

for the halting problem, in LISP or C programming languages, including the

computer programming language of Mathematica, enabled the development of a

randomness constant.

The equations of randomness may be implemented in software and offer a

unique and novel means for further securing the generation of cryptographic or

steganographic seeds, secrets, keys or messages. Of course, differences between any

of these information elements as to the means for securing or authenticating data

would enable flexible architectures combining various ciphers and methods for

arriving at a rule for validation, authenticity, data integrity, confidence or enabling

any subsequent manipulation of the associated data (primary value-added or value-

added components).

5. Entertainment media exchange

According to one embodiment of the present invention, the device may be

used for the exchange of entertainment media. This may include audio, video,
multimedia, etc. In such an exchange, the perceived risk of value-added information

piracy is relatively high for the seller or provider, while the perceived risk is

relatively low for the purchaser. The obviousrisk is that all potential“consumers”

of the media access and copy the entertainment media for free. For music or video,

or similar entertainment good, according the present invention provides the

following structure may be used.

a) Fragile watermark structure

The fragile watermark, according to one embodiment of the present

invention, can actually hold an entire value-added component, encoded in the least
significant bit (LSB) of each 16-bit sample. This gives a data rate of 88200 bits per

second in a stereo CD file, or a capacity of 1.89 M in a3 minute song. This is an

immensecapacity relative to the expected size of the value-added component (100-
200 K). |
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The fragile watermark is preferably bound to a specific copy (Unique ID) of

a specific song (Unique ID), so that it cannot be transferred to other songs. This
binding can be achieved through use of a hash in the following sequence: .

(1)  Ablock of value-added componentis encoded into a block of

samples.

(2) A hash of the value-added component block and a random

number seeded by the owner’s identity (Device or system

Unique ID) is generated and encoded into the subsequent

block of samples.

(3) A hash of the first two blocks of samples and a random

number seeded by the owner’s identity is generated and
encodedinto a third block of samples.

(4) Repeatsteps 1-3 as necessary.

Each value-added component block may have the following structure:

{

long BlockIdentifier,;  _//A codefor the type ofblock

long BlockLength; //The length of the block

/fBlock data of a length matching

BlockLength

char IdentityHash(hashSize];

char InsertionHash{hashSize);
}

An application can read the block identifier and determine if it recognizes the

block type. If it does not recognize the block type, it can use the BlockLength to

skip this block.

Certain Block Types are required to be present if the value-added component
is to be accepted. These may include and identity block and a value-added

component Hash block. The Block Data may or may not be encrypted, depending
on whether the data is transfer-restricted (value-adding) or simply informative. For
instance, user-added value-added component data would not need to be encrypted.

The BlockIdentifier would indicate whether the block data was encrypted ornot.
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b) Robust open watermark .

This is the mark that may indicate non-legacy content. In one embodiment,

there may be two possible settings. “1” indicates non-legacy content that must be

accompanied by a authenticable value-added component for entry into the domain

(e.g., EMD or Electronic Media Distribution media content). “0”, on the other hand,

indicates non-legacy media that was distributed in a pre-packaged form (e.g., CDs,

DVDs, game software, etc.). “0” content may or maynot have a value-added ©
component. “Q” content may only be admitted from a read-only medium in its

original file format (e.g., a “0” CD may only be admitted if it is present on a Red

Book CD Specification medium).

c) Robust forensic watermark

This watermark may not be accessible to the consumer in any way. It may

be secured by a symmetric key held only by the seller (or an asymmetric key pair

that may be desired for some embodiments). A transaction ID may be embedded at

the time of purchase with a hash matching the symmetric key (or key pair). The

watermark may then be embedded using a very low density insertion mask (< 10 %),

making it very difficult to find without the symmetric key. Retrieval of this

watermark is not limited by real-time/low cost constraints. The recovery will only
be attempted on pirated material. A recovery time of 2 hours on a 400 MHz PC is
reasonable.

6. Additional parameters for value-adding components
Physical shipment of packaged goods or services (value-added information)

is anticipated as being a potential option to consumers or purchasers as well as

sellers and providers. That the value-adding information may be packaged or

represented tangibly does not obviate the need for trusted transactions to ensure
payment and the appropriate division of rights and responsibilities for various goods

(a DVD for music or video), services (smart credit card or insurance card) or

markets (trusted telephone system, government identification schemes). This type

of transaction represents additional benefits over embodiments in the existing art --
on-demand trusted transactions and physical manufacture/delivery of goods is

enabled, withoutrisk to the overall system and its value-added information security.

This amounts essentially to serializing or personalizing, depending on the
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perspective in the transaction, each and every transaction, while building trusted

transactions for the benefit of the marketplace for goods services and information.

7.FinancialOrInsuranceDevice

The present invention enables systems and supported devices that are useful

in situations where parties need to have pre-defined limits to risk exposure, such as

an insurance policy or a claim. These systems are generally characterized by an

emphasis on transmission and data security, which reduces the perceived risk of the

insurer (a seller ofrisk coverage for pre-determined events). To the extent that

insurance takes into accountthe history and existing condition of an asset, a measure
of context or structure (tangible as well as intangible) to be covered, as well as an

economically-based replacement value (though to confuse matters, there are also

issues concerning such items as after market versus brand new, brand versus

generic, etc.), there exist differences with more transparent financial devices.

Financial devices (essentially a “credit agreement” or credit facility based on an

imprecise estimate of condition but also experience or trust) rely on the ability,

perceived or actuarially observable, to repay credit extended on behalf of the device

holder. Whereas financial or credit history is transparent in many cases, private

information about an individual’s history or condition are perceived to be have
higher implicit value to the user. Financial devices and insurance devices converge
at those points where privacy or personal information are equivalent with financial

or credit information. Both types of risk have differing requirements for updating or

adjustment over the course ofuse of a particular line of credit or insurancepolicy.

Cars may be embedded with telemetry sensors to determine the real time

condition of various components, such as the frame, engine, brakes, or any

combination of components mutually deemed to justify such monitoring.

Altematively, a smart card-like device equipped with a transducer may be used to
“capture” images of items that are packed (for travel insurance purposes), insurable

items in a residence (for homeowner’s insurance purposes), etc. Any image

captured may be securely watermarked by the device and then exported to an

insurance provider via a transmission line (an ATM,a wireless connection such as a

mobile phone, a PC modem connection, etc.), An insurance provider may offer such
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services at auto service/repair facilities, airports, etc. with a mutual reduction in
claimscosts and adjustments costs.

Medical information may similarly be digitally stored, securely

watermarked, and time-stamped (for any perceptible data stored, such as images or

voice) for reference to an individual’s health. based on varying levels of access to

stored information, which maybe distributed among different physicians or handled

by a central medical information infomediary. The secured image maybesent to an

insurance provider as a secured image (both the device and storage facility may

independently verify the security or tamperproofing of the perceptibly represented

information). The doctor, patient, health care provider, government agencies can all
have varying degrees of access that can be made transparent to the patient. This is

an inherent benefit over the priorart in that the patient can see those records that are

then watermarked and securely stored.

Additionally, the present invention provides the novel feature of enabling the

same information, at the request or demand ofthe patient, to be sent to a personal or

secure storage “‘space,” so that patients may have more accessibility and control over

their own medical records and medical conditions. In one embodiment, the .

information may be providedas digitized bits. In another embodiment, the data may

be provided in a tangible form. |
The information may be stored as tangible records or intangible, bit-

represented records. Doctors may use tamperproofed signals (watermarked audio,

image, video, virtual reality, any humanly-perceptible signal) and records that are

perceptible to lower insurance costs and potential liability. The prior art ignores the

mutual benefits afforded by bi-directional information exchange (that can be

tamperproofed with secure watermarking) and transparency in creating opportunities

for trusted transactions.

Additional data, such as the transaction information that may be evidenced

on a credit card bill or statement, may also be automatically associated with the

stored image(s) for later use. In one embodiment, the user may send the same

secured datato a private data storage facility, or create personalized records, which

may serve as a secondary set of records against which other data sent to the

insurance or financial provider may be verified or validated. According to another
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embodiment of the present invention, authorized mechanics, physicians, and

. pharmacists, may add to, but not access or manipulate, previously stored data.

These individuals may also be bound by rules for establishing the history and

condition of any person or physical good that is being underwritten or financed.

The present invention provides certification authorities the ability to

determine the authenticity of data. In cases where public-key steganography or

cryptosystems are preferred, the embodiments extend to those implementations as

well. Moreover, they enable secure transmission capabilities over unsecured data

transmissionlines.

Referring to Fig. 11, a personal information device according to’ one

embodimentofthe present invention is provided. Personal information device (PID)

1102 maybe used with financial institutions, insurance companies,etc.

In one embodiment, PID 1102 may be smart card; that is, a device that

resembles a credit card, but includes a processor, a power supply, a memory, and an

input and output device. In another embodiment, PID 1102 maybe a card including

a magneticstrip.

PID 1102 preferably has a Unique ID. In one embodiment, the Unique ID of

PID 1102 may bea policy number, a social security number,etc.
PID 1102 may receive information from several sources. In one

embodiment, telemetry data 1104 maybe input to PID 1102. Perceptible data 1106,

such as images, photos, etc. may be input to PID 1102. In still another embodiment,

associated data, such as purchase receipts, descriptions, serial numbers,registrations,

etc., which may be value-adding components, may be input to PID 1102.

PID 1102 may provide output data 1110 to a variety of entities. In one

embodiment, output data 1110 may be provided to company 1112 and to storage

1114. Company 1112 may include any organization the may receive output data

1110, including an insurance company, a financial institution, etc. Storage 1114

mayinclude any personal use for output data 1110, including a private data storage

such as a fixed storage media, paper records, etc. Company 1112 and storage 1114
may receive output data 1110 in different formats. In one embodiment, output data

1110 is provided according to predetermined parameters for the entity.
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Output data 1110 may be watermarked, or it may be time stamped, or it may

include both. Other types of encryption are provided.

In general, output data 1110 is preferably provided to the entity via a secure

communication link. Transmission of output data 1110 may be controlled by the

entity (¢.g., company 1112 or storage 1114) or bythe user.

8. Authentication Device

According to another embodimentofthe present invention, an authentication

device may be provided. Referring to Fig. 12, authentication device 1202 may be a

credit-card sized “smart card,” including a processor, a power supply, a memory,

and an input and output device. In another embodiment, authentication device 1202

maybe a palm sized computing device.

A variety of input devices may be provided. In one embodiment, a bar code

scanner may be used. In another embodiment, a keypad may be used. Other input
devices may be used as necessary.

In one embodiment, authentication device 1202 mayinclude a display, such

as a LCD screen. Other display technologies are within the contemplation of the

present invention.

In one embodiment, authentication device 1202 may be a government-issued

device.

Anonymous authentication 1204 may be provided. Anonymous
authentication 1204 maybe used to authenticate a product, a medicine, a label, etc.

Anonymous authentication 1204 communicates with authentication device 1202 to

authenticate the item in question. In one embodiment, authentication device 1202
may display relevant information, such as known warnings, recommended dosages,

etc. regarding the item in question.

In another embodiment, image capture device 1206 may be provided. Image

capture device 1206 may include a digital camera, a scanner, etc. In one

embodiment, image capture device 1206 may time stamp the imageas itis captured.
Identity exchange 1208 maybe provided. Identity exchange 1208 includes a

Unique ID that may be authenticated or modified by the user. In one embodiment,

in order to verify the identity of an individual, additional independent identify
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verification may be required in addition to identity exchange 1208. This is because

authentication device 1202 maybestolen, borrowed, etc.

Certification authority 1210 may be provided. Certification authority may be

bound by federal, state, and local laws. In addition, private restrictions may apply to

certification authority 1210.

In one embodiment, certification authority may be further bound by

geographical (e.g., location) or age basis (e.g., date ofbirth, age, etc.) to verify.
Referring to Fig. 13, a method of use for an authentication device is

provided. In step 1302, a user locates information to be authenticated. This may

include a variety of information. The information is then entered into the

authentication device.

In step 1304, perceptible data is marked with a public key secure watermark.

In one embodiment, this may be done in real time.
In step 1306, the user provides a public key to initiate the authentication.
In step 1308, a responseis sent from the certification authority, or additional-

prompts for higher access levels are provided.

In one embodiment, transmissions between anyelements may be over a

secure communicationlink, including SSL orsimilar transmission exchange.
In another embodiment of the present invention, an authentication device

may comprise a Internet web browser. For example, the authentication device may

be a “plug in” for a web browser. Such a authentication device may be used to

verify, or authenticate, items on web pages. For instance, according to one

embodiment of the present invention, the authentication device may be used to

verify that an Internet bank that displays the FDIC logo is authorized to displaythis

logo. In one embodiment,real time verification will allow a user to verify such, and
govern transactions accordingly.

It will be evident to those of ordinary skill in the art that the above-described

modes and embodimentsof the present invention, while they disclose useful aspects

of the present invention and its advantages, are illustrative and exemplary only, and

do not describe or delimit the spirit and scope of the present invention, which are

limited only by the claimsthat follow below.
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ICLAIM:

1. A methodfor trusted transactions, comprising:

establishing an agreement to exchange digitally-sampled information

between a first and a second party;
exchanging the digitally-sampled information between the first and

the second party; and

approving the digitally-sampled information using an approval
element selected from the group consisting of a predetermined key, a predetermined

message, and a predetermined cipher, the step of approving the digitally-sampled

information using an approval element consisting of a step selected from the group

consisting of verifying the digitally-sampled information with the approval element,
authenticating the digitally-sampled information with the approval element, and

authorizing the digitally-sampled information with the approval element.

2. The method of claim 1, wherein the step of approving the digitally-

sampled information precedes the step ofexchanging digitally-sampled information.

3. The method of claim 1, wherein the step of approving the digitally-

sampled information comprises:

transmitting a first party approval element from the first party to the

second party; and

transmitting a second party approval element from the second party

to the first party.

4. The method of claim 3, wherein the steps of transmitting the first

party approval element and transmitting the second party approval element occur

substantially simultaneously. _ |
5. The method of claim 3, wherein the first party approval element and

the second party approval element are symmetric.

6. The method of claim 3, wherein the first party approval element and

the second party approval element are asymmetric.
7. The method of claim 1, wherein the approving step is accomplished.

using predetermined keypairs.
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8. The method of claim 7, wherein the predetermined key pairs are

created by a cipher selected from the group consisting of steganographic and

cryptographic ciphers.

. 9. The method of claim 1, wherein the predetermined cipheris selected
from the group consisting of a steganographic cipher and a cryptographic cipher.

10. . The method of claim 1, wherein the predetermined message is
selected from the group consisting of a unique identification, a unique time, data

associated with a predetermined information function, and combinationsthereof.

11.|The method of claim 1, wherein the predetermined message has value

independent from at least one primary value-adding component.
12. The methodof claim 1, wherein the predetermined message contains

at least one value-adding component.

13. The method of claim 1, wherein the step of approving the digitally-

sampled information comprises:

verifying the digitally-sampled information with the approval

14. The methodof claim 1, wherein the step of approving the digitally-

sampled information comprises:

authenticating the digitally-sampled information with the approval

element.

15. The method of claim 1, wherein the step of approving the digitally-

sampled information comprises:

authorizing the digitally-sampied information with the approval
element.

16. The method ofclaim 1, further comprising:

entering into a security arrangement based on the exchange.

17. The method of claim 16, wherein the security arrangement is a non-

cash right.

18. The method ofclaim 16, wherein the security arrangement is an

option for a non-cash right.

19. Themethod of claim 16, wherein the security arrangement is an.

equity purchaseright.
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20. A method for conducting a trusted transaction between two of a

plurality ofparties who have reached an agreementto transact, comprising:

establishing a secure transmission channel between the twoparties;
approving an identity of at least one of the two parties;

determining an amountofvalue-added information to be exchanged between

the parties, the value-added information comprising a plurality of value-adding

components; ,

verifying the agreementto transact; and

transmitting the value-added information.

_ 21. The method of claim 20, wherein the step of approving an identity of

at least one of the two parties comprises:

at least one ofthe parties verifying at least one value-adding component.

22. The method of claim 20, wherein the step of approving an identity of

at least one of the two parties comprises:

at least oneofthe parties authorizing at least one value-adding component.

23. The method of claim 20, wherein the step of approving an identity of

at least one of the two parties comprises:

at least one of the parties authenticating at least one value-adding

component.

24. The method of claim 20, wherein the step of establishing a secure

transmission channel between twoof a plurality of parties comprises:

exchanging data between the twoparties;

selecting a pre-determined key to exchange over the secure transmission
channel; and

securing the transmission channel by at least one of a password, a pass

phrase entry, a query to a user, and real-time biometric data transfer.

25. The method of claim 20, wherein the step of approving an identity of

at least one of the two parties comprises:

exchanging a value-adding componentfor each party to the otherparty.

26. The method of claim 20, wherein the step of approving an identity of

at least one of the two parties comprises:
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at least one ofthe parties independently verifying a value-adding component

of the otherparty. ,

27. The method of claim 20, wherein a bandwidth of the primary value-

added information comprises a description including at least one of a bandwidth
requirement for transmission, a bandwidth requirement for storage, and a bandwidth

requirement for playback.

28. The method of claim 20, wherein at least one term for the exchange

of primary value-added information is negotiated between parties, the terms selected

from the group consisting of an offer, an acceptance, and consideration. .
29. The method of claim 28, wherein the at least one term changesin real

time.

30. The method of claim 28, wherein access to the at least one term is

restricted by at least one of a pass phrase, a password, a correct answerto a query, a

real time authentication with a biometric, a real time authentication with personal

entropy information, real time telemetry data, and access to additional transaction
records.

31. The method of claim 28, wherein the at least one term is referenced

by a subsequent transaction.

32. Themethod of claim 28, wherein the at least one term is access

restricted by a providerof at least one value-adding component.

33. The method of claim 28, wherein the at least one term is traced by a

provider of at least one value-adding component.

34, The method of claim 28, wherein the at least one term is

authenticated by a providerofat least one value-adding component.

35.|The method of claim 28, wherein the at least one term is accessed for

at least one of verification, authentication, and authorization.

36. The method of claim 28, wherein the at least one term comprises at
least one ofreadable text, visible color, voice command, andvisual instructions.

37, The method of claim 28, wherein the at least one term comprises
humanly perceptible information.

38. The method of claim 20, wherein the value-added information is
convertible into a tangible good.
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39. The method of claim 20, further comprising verifying the value-

added information.

40. The methodofclaim 20, further comprising authenticating the value-

added information.

41. The method of claim 20, wherein the value-adding components

comprise at least one of an equity purchase right, an option, a warrant, and a security

instrument.

42. The method of claim 20, wherein the value-adding components

comprise a non-cashservice.

43. A method for conducting at least one trusted transaction between at

least two parties, compmising:

authenticating the at least two parties;

agreeing to a security of a transmission channel;

exchanging secondary value-added information;

determining at least one term for a primary value-added information

exchange; and

facilitating paymentfor the transaction based on the terms.

44,‘ The method ofclaim 43, wherein the step of facilitating payment for

the transaction is accomplishedin real-time.

45. The method of claim 44, wherein the at least one term includes

micropaymentsystems.

46. The method of claim 43, wherein the transaction is governed by at

least one of legal restrictions that apply to at least one ofthe parties, a timing of the
transaction, a geographic location ofthe transaction, and value-added information.

47. The method of claim 43, wherein the value-added information is

represented physically. :

48. The method of claim 43, wherein the secondary value-added

information comprises at least one of anequity option and at least one term from a.
previous trusted transaction. |

49. The method of claim 43, wherein the secondary value-added

information derives benefit from a previous trusted transaction.
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50. The method of claim 49, wherein the at least two trusted transactions

are substantially contiguous. .
51.|The methodofclaim 49, wherein the at least two trusted transactions

have at least one of a time or an event limitation.

5 52. The method of claim 43, further comprising the step of:

agreeing to at least one term for a different transaction.

53. The method of claim 43, wherein thefirst trusted transaction enables

manipulation of information in a subsequent transaction.

54. A method for conducting a trusted transaction between at least two

10 parties, comprising:

establishing a steganographic cipher;

exchanging secondary value-added information between theparties;

agreeing to at least one term for the exchange of primary value-added
information; and

15 facilitating payment for the transaction.

55. The method of claim 54, wherein the step of facilitating payment for

the transaction is accomplishedin real-time. | .
56. | The method of claim 54, wherein the step offacilitating payment for

the transaction is based on the at least one term for the primary value-added

20 information exchange.

57. The method of claim 54, wherein the transaction is governed byat

least an age and a geographical limitation.
58. The method of claim 54, wherein the transaction is governed by at

least one of legal restrictions that apply to at least one of the parties, a timing of the

25_—‘transaction, a geographiclocation ofthe transaction, and value-added information.

59. The method of claim 54, wherein at least one of the primary and

secondary value-added informationis represented physically.

60. A method for conducting a trusted transaction between at least two
parties, comprising:

30 identifying at least one of a unique identification for each of the at least two

parties, a unique identification of the transaction, a unique identification of value-
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added information to be transacted, and a unique identification of a value-adding

component;

applying a steganographic cipher; and

verifying an agreementto transact betweentheparties.

61. The method of claim 60, wherein the trusted transaction is governed
by at least one ofa transaction age and a geographicallocationofthe transaction.

62. The method of claim 60, wherein the trusted transaction is governed

by legal restrictions that apply to at least one of the parties, a timing of the

transaction, and value-added information.

63. The method of claim 60, wherein the value-added information is
represented physically.

64. The method ofclaim 60, further comprising the step of:

transmitting the value-added information.

65. The method of claim 60, wherein the agreement causes at least one

secondary term to be enabled for at least one ofthe parties.

66. The method of claim 60, wherein the agreement creates at least one _

term for a secondtrusted transaction. |

67. The method ofclaim 60, further comprisingthe step of:

agreeingto at least one term for a second trusted transaction.
68. A method for bi-directionally exchanging value-added information

betweenat least two parties, comprising:

associating a plurality of unique identifiers with the value-added information,

the value-added information including at least one of a digital watermark, a file

header, a file attachment, anda file wrapper;

associating each of the at least two parties with unique identifiers, the unique

identifiers including at least one of a digital watermark, a file header, a file

attachment, and a file wrapper; and

exchanging value-added information between the at least twoparties.

69. The method of claim 68, wherein the transaction and the unique

identifiers are storedfor subsequentreference.

70. The method of claim 68, wherein unique identifiers are access

restricted by at least one pre-determined rule.

DISH-Blue Spike-602

Exhibit 1006, Page 1006



DISH-Blue Spike-602
Exhibit 1006, Page 1007

WO 01/43026 PCT/US00/33126

15

20

25

30

- 65 -

71. The method of claim 68, wherein the unique identifiers are

asymmetrically accessrestricted.
72. The method of claim 70, wherein the accessrestriction is dependent

on verification of a querying party.

73. The method of claim 70, wherein the access restriction allows value-

added information to be transmitted in an altered format.

74. The method ofclaim 68, further comprising the step of:
associating the bi-directional exchange of value-added information with a

subsequent exchange ofadditional value-added information.

75. The method of claim 74, wherein the additional value-added

information.is governed byat least one separate term.

76. The method of claim 74, wherein the additional value-added

information comprises a right to purchase equity in at least one ofthe parties to the

transaction. | ,
77.|The methodofclaim 68, further comprising the step of agreeing to at

least one term for a subsequenttransaction.

2. A method for exchanging value-added information between at least
two parties, comprising:

providing a data transmission means;
verifying the parties to the transaction;

negotiating at least one term selected from the group consisting of a price, a

service, a selection, and combinations thereof; and

binding the at least one term to the information using at least one ofa digital
watermark,a file header, metadata, and a file wrapper;

wherein the at least one bound transaction term comprises value-added

information.

79. The method of claim 78, wherein the at least one bound term cannot

be removed without altering the value-added information.

80. The method of claim 78, wherein an authentication of the value-

added information requires successfulverification of the at least one bound term.
81. A method for trusted transactions, comprising thestepsof:
receiving data to be processed;
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determining a structure of the data;

determining if the data is authentic; and

determining an associated usage of the data based on the data structure and

the authenticity of the data.

82. The method of claim 81, wherein the data is comprises at least one of

aesthetic data and functionaldata.

83. The method of claim 81, wherein the structure of the data is

determined based on at least one of a digital signature, a digital watermark, and a

digital notary.

84.. The method of claim 81, wherein the authenticity of the data is

determined based on at least one of a digital signature, a digital watermark and a

digital notary. ,

85. The method of claim 83, further comprising the step of verifying at

least one of the digital signature, the digital watermark, and the digital notary by at

least one of a trusted third party andacertification authority

86. The method of claim 83, wherein a bit from at least one of the digital

signature, the digital watermark and the digital notary can be verified by at least one
of a trusted third party and a certification authority.

87.|Amethod for secure transaction, comprising:

receiving a request to processa transaction;

uniquely identifying a source ofthe request;

uniquely identifying at least one term of the request; and
storing identification information for transaction negotiation.

88. The method of claim 87, wherein the at least one term ofthe request

includesat least one of a condition andatiming ofthe request.

89. The method of claim 87, wherein the request may be received over at

least one of a secure and an unsecure transmission line.

90. The method of claim 87, wherein the source of the request is

identified by at least one of a determinable origin of the source and a predetermined

routing of the request by theseller.

91. The method of claim 87, wherein the at least one term ofthe request
comprises a value-adding component.
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92. The method of claim 87, wherein the transaction is noncontiguous

with the request.

93. The method of claim 87, wherein the transaction and the request are

processed in real time.

94. A method for the facilitation of the exchange of information data

between at leasta first party and a second party, comprising:
receiving a rule goveminginformation data fromafirst party;

receiving a request for the information data from a secondparty;

matching the rule with the request; and

uniquely identifying the information data and thefirst and second parties;

wherein the information data is selected from the group consisting of

unstructured data and structured data. —

95. The method of claim 94, wherein the rule governs a use of the

information data.

96. The method of claim 95, wherein the use comprises manipulating the

information data.

97. The method of claim 95, wherein the use comprises transferring the

information data.

98. The method of claim 95, wherein the use comprises subsequently
changingto the information data.

99. The method of claim 95, wherein the use comprises playing the

information data.

100. The method of claim 95, wherein the use comprises recording the
information data. .

101. The method ofclaim 95, wherein the use comprises converting the

information data from at least one of analog to digital format and digital to analog

format. ,

102. The method of claim 94, wherein the structured data comprises at
least one of source code and executable code.

103. The method of claim 94, wherein the request may be filtered

according to at least one of a characteristic, a function, an aesthetic, a condition, a

history, a.context, a consideration, a cost, a time, a bandwidth requirement, a storage
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requirement, an available format, an owneridentification, a creator identification, a

seller identification, an infomediary identification, a distributor identification, a

distribution parameter, an age in unit of time, and a upcoming information data.

104. The method of claim 94, wherein the unique identification is

5 cryptographically secure.
105. The method of claim 104, wherein the unique identification may be

cryptographically secured by using at least one of a cryptographic cipher, a

stegnographic cipher for digital signatures, a special one-way hash, a digital

watermark, and a time stamp, and combinations thereof.
10 106. The method of claim 94, further comprising the step of verifying the

' unique identification by an independentthird party

107. The method of claim 106, wherein the independent third party

comprises at least one of a certification authority, a creator of the information, an
ownerof the information, and a mutually agreed to third party.

15, 108. The method of claim 94, wherein the exchangeis in real time.

100. The method of claim 94, wherein the exchange is substantially

noncontiguous.

110. A method for rights management, comprising:

receiving information;

20 determining whether the information is structured information or

unstructured information;

identifying the information with a steganographic cipher;

authenticating the information with at least one of a digital signature and

digital watermark check; and

25 associating the identification and authentication results with at least one of a

predetermined record, a predetermined rule, and a predetermined function.

111. The method of claim 110, further comprising thestep of:

limiting an accessto the information based on a predetermined exposure of a

decision maker.

30 112. The method of claim 110, further comprisingthestep of:

limiting a financial exposure based on a predetermined exposure of a

decision maker.
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113. A method for rights management, comprising:

exchanging information betweenat least two parties;

verifying the information, the verification performed by at least one of the

parties; and

activating at least one of a predetermined act andarule based on the result of
the verification of information.

114. The method of claim 113, wherein information is exchanged in a

format selected from thegroupconsisting of an analog waveform and binary data.

115. The method of claim 113, further comprising the step of

authenticating the verification bya trusted third party.

116. The method of claim 113, wherein an anonymity of each party is

maintained during the step of verifying the information.

117. The method of claim 113, further comprising the step of making the

verification publicly available for additional verification.
118. The method ofclaim 113, wherein the predetermined ruleis activated

noncontiguously with verification.

119. The method of claim 113, further comprising the step of making the

accessible for further authentication and identification.

120. A method for risk management, comprising:

receiving information;

determining whether the information is structured or unstructured;

identifying information with a predetermined ciphered key;

authenticating information with at least one of a digital signature, a digital

watermark check, and a predetermined ciphered key;

associating identification and authentication results with a predetermined

rule; and

limiting access based on a predetermined exposureofa decision maker.

121. A method for securely exchanging information data between at least

two parties, comprising:

creating a private key;

deriving a corresponding public key corresponding to the information data

sought andat least one of(a) verifiable data associated with different versions of the
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information data, (b) verifiable data associated with a transmitting device, and (c)

verifiable data associated with an identity of the party seeking the information data;
| establishing a set of one time signatures relating to the information data;

establishing a hierarchy ofaccess to the set of one time signatures;

creating a public key signature that is verifiable with the public key,

including the hierarchy of access to the set of one time signatures;
providing the informationto a certification authority for verification; and

verifying the one time signature and the hierarchy of access to enable

transfer ofpredetermined data.

122. A method for authenticating an exchange of a plurality of sets of

information data between at least two parties, comprising:

creating a plurality of hierarchical classes based on a perceptual quality of
the information data;

assigning each set of information data to a correspondinghierarchical class;
defining access to each hierarchical classes and to each set of information

data based on at least one recognizable feature of the information data to be

exchanged;

predetermining access to the sets of information data by perceptually-based
quality determinations;

establishingat least one connection between the exchanging parties;
perceptually recognizing at least one of the sets of information data

dependent on user provided value-added information data; and

enabling a trusted transaction based on verification, and associated access,

governing at least one ofa set of information data sets. |
123. The method of claim 122, further comprising the step of grouping

each hierarchical class byat least one of a quality, a price,and a service.
124. The method of claim 123, wherein the grouping is determined byat

least one ofa buyeranda seller. .

125. The method of claim 123, wherein the grouping enables greater

exchangeofinformation.

126. A method for authenticating the exchange of perceptual information
data between atleast two parties over a networked system, comprising:
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creating a plurality of hierarchical classes based on a perceptual quality of

the information data; .
assigning eachset of information data to a correspondinghierarchical class;

defining access to each hierarchical classes and to each set of information

data based on at least one recognizable feature of the information data to be
exchanged;

perceptually recognizing at least one of the sets of information data

dependenton user provided value-added information data;

enabling a trusted transaction of the information data based on verification of

means of payment, and associated access, governing at least one copy of the
information data sought;

associating the transaction event with the information data prior to

transmission of the information data; and

transmitting and confirming delivery of the information data

127. The method of claim 126, further comprising the step of grouping the
class ofdata by at least one ofquality, price, and service.

128. The method of claim 127, wherein the grouping is determined by at

least one of a buyer andaseller.

129. The method of claim 127, wherein the grouping enables greater

exchange of information.

130. The method of claim 126, further comprisingthe stepof:

confirming both a digital and an analog copy ofthe transmission.

131. The method of claim 127, further comprising thestep of:

associating the transaction event with the buyeror seller to develop trust with

other party ;
132. The method ofclaim 126, furthercomprisingthe step of:

charging at least one party based on a transaction bandwidth requirement.

133. A device for conducting a trusted transaction between at least two

partieswho have agreed to transact, comprising:

means for uniquely identifying unique identification information selected

from the group consisting of a unique identification of one of the parties, a unique
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identification of the transaction, a unique identification of value-added information

to be transacted, and a unique identification of a value-adding component;

a steganographic cipher; and

means for verifying an agreementto transact between theparties.

134. The device of claim 133, wherein the unique identification

information seeds the steganographic cipher. .

135. The device of claim 1 33, wherein the unique identification
informationis verifiable.

136. The device of claim 133, further comprising:

means for transmitting value-added information.

137. The device of claim 136, wherein the means for transmitting value-

added information transmits the value-added information by a method selected from

the group consisting of electrical and physical.

138. The device of claim 136, wherein the wherein the means for

transmitting value-added information transmits the value-added information in a

medium selected from the group consisting of a pre-determined file format and a

predeterminedcarrier medium.

139. A device for conducting a trusted transaction between at least two
parties who have agreed to transact, comprising:

means for uniquely identifying unique identification information selected

from the group consisting of a unique identification of one of the parties, a unique

identification of the transaction, a unique identification of value-added information

to be transacted, and a uniqueidentification of a value-adding component; and

means for enabling a subsequent mutually agreedto at least one term.

140. The method of claim 139, wherein the at least one subsequent term

concernsat least one of equity, service, and recognition. |
141, A device for conducting trusted transactions between at least two

parties, comprising:

a steganographic cipher;

a controller for receiving input data or outputting output data; and

at least one input/output connection,

wherein the device has a unique identification code.
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(142. The device of claim 141, wherein the unique identification codeis
predetermined.

143. The device of claim 141, wherein the unique identification code is

upgradeable.

144. The device of claim 141, wherein the steganographic cipher

comprises:

a number generator selected from the group consisting of a pseudo-random

number generator and a random numbergenerator;

a predetermined key generation algorithm selected from the group consisting

of a hash function and a special one-way function;

a predeterminéd message information selected from the group consisting of a
digital signature, a time stamp,a digital watermark, and function-dependentdata;

a predetermination of the information carrier signals characteristics selected

from the group consisting of a perceptual characteristic and a signal feature.

145. The device of claim 141, wherein the steganographic cipher

manipulates the input data. |
146. The device of claim 141, wherein the steganographic cipher

manipulates the output data

147. The device of claim 141, wherein the input of input data is controlled

by predetermined information selected from the group consisting of a pass phrase, a

password, biometric data, and a personal entropy query.

148. The device of claim 144, wherein an identification of a device holder

requires at least one additional iteration of verification by at least one of a pass

phrase, a password, biometric data, and a personal entropy query.

149. The device of claim 141, wherein the device converts at least one

value-added information metrics selected from the group consisting ofa price, a

selection, and a service into humanly perceptible information.

150. The device of claim 149, wherein the humanly perceptible

information relates to at least‘one of a present value cost to the party, at least one

term for use, a level of confidence over the transaction, a level of confidence over
transmission security, and a data integrity metric of the value-added information.
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151. The device of claim 141, wherein the device is manufactured as a

device selected from the group consisting of a smart card, a microchip, and a

software application.

152. The device of claim 151, wherein the manufactured device is tamper-

resistant.

153. The device of claim 151, wherein the manufactured device ceases to

function if at least one function of the manufactured device is altered by an

unauthorized party.
154. The device of claim 151, wherein the software application is subject

to a steganographic cipherforserialization or creating unique instances ofindividual

copies of the application.

155. The device of claim 141, further comprising an analog to digital

converter, ,

156. The device of claim 141, wherein the device is securely linked to at
least one of a means for payment and a transmission channel for private key

exchange and approval.

157.' The device of claim 156, wherein the key approval is selected from

the group consisting ofidentification, authentication, and authorization.
158. The device of claim 141, wherein the device transacts according to at

least one predetermination of at least an identity of the vendor, a plurality of.

conditions of the information transfer, a payment, and an identity of a separate but
similar device. .

159. The device ofclaim 141, wherein the device further comprises:

an internal memory.

160. A trusted transaction device for transmitting authentic value-added

information data between at least two parties, comprising:

a display;

a uniqueidentifier;

means for ciphering information input and output;

meansfor interacting with other similarly functional devices; and

means for storing or retrieving value-added information and a value-adding

component.
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161. The device of claim 160, wherein the display transceives

cryptographically verifiable information.

162. The device of claim 161, wherein the cryptographically verifiable

information is observed by a user.

163. The device of claim 160, wherein the unique identifier is

upgradeable.

164. The device of claim 160, wherein the uniqueidentifier is serialized.

165. The device of claim 160, wherein the unique identifier comprises at

least one of a means forfacilitating transaction authorization, a meansforfacilitating

bandwidth requirements, and a means for associating the unique identifier with

information.

166. The device of claim 160, wherein the means for ciphering

information comprises at least one of a means for facilitating transaction

authorization, a means for facilitating bandwidth requirements, and a means for

associating the unique identifier with information.

167. The device of claim 160,further comprising:
a means for establishing communications/connecting with other similarly

outfitted devices;

a means for storingor retrieving trusted transaction value-adding component

data; and

a meansfor attaching storage or transducers to the device.

168. The device ofclaim 167, further comprising:

means for anonymous tracing of the transaction.

169. The device of claim 167, wherein information is processed in real

time.

170. Adevice for securely exchanging information data, comprising:

means for creating a private key by the party seeking predetermined data;
means for deriving a corresponding public key based on the predetermined

data and at least one of verifiable data associated with different versions of the

information, verifiable data associated with a transmitting device, and verifiable data

associated with the identity of the party seeking information;
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means for creating a set of one-time signatures relating to the predetermined

data;

meansfor validating a predetermined hierarchy of access of the set of one-

time signatures;

_ means for creating a public key signature, verifiable with the public key,
including the access hierarchy of one time signatures;

-meansfor securely transacting predetermined data by providing information
relating to a proposed transaction; and

means for verifying the one time signature and the hierarchy of access to

enable transfer ofpredetermined data.

171. The device of claim 170, further comprising

a meansfor interacting with other equipped devices.

172. The device of claim 171, further comprising: |

means for establishing a secure transmission.

173. A system for the secure exchange of predetermined, verifiable

information data between at least two parties, comprising:

at least one condition for the use of the information;
means for differentiating between predetermined information and other

seemingly identical information based on an authentication protocol;

means for associating authenticity of verifiable information data with at least

one condition for use;

a storage unit for storing the predetermined,verifiable information; and

means for communicating with the predetermined, verifiable information
storage.

174. The system of claim 173, wherein the means for differentiating

between predetermined information and the seemingly identical information based

on an authentication protocol comprises at least one of a hash, a signature, and a

secure watermark.

175. The system of claim 173, further comprising:

means for authenticating verifiable information flow between transacting

parties.
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176. The system of claim 173, wherein the system securely exchanges

predetermined, verifiable information data prior to ‘consummating verifiable
financial transaction between the parties. |

177. A-system for the exchange of information, comprising:

at least one sender;

at least a receiver;

a verifiable message; and

a verification of the message byat least one of the senders and the receivers;

wherein a verification of the message enables a decision over receiving additional
related information.

178. A-system for computer based decision protocol comprising:

a meansfor identifying between structured and unstructured information;

a means for authenticating structured information; and

a means for enabling a decision rule based on the identity and authenticity of

the information. .

. 179. The system ofclaim 178, further comprising:

a means for comparing decision results with at least one predetermined rule.

180. A system for computer-based decision protocol, comprising:

means for identifying between structured and unstructured information;

means for identifying structured information; and

’ means for enabling a predetermined decision rule based on the identity of the

information.

181. The system of claim 180, wherein the structured information is

defined by at least one of a digital signal processor and a general purpose computing
device.

182. The system of claum 180, wherein the structured information

comprises binary data.
183. The system of claim 180, wherein the structured information is

humanly perceptible.

' 184. The system of claim 180, wherein the structured information is

defined in a bit addressable manner.
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185. The system of claim 180, wherein the structured information has at _

least one mathematically definable characteristic.

186. The system of claim 180, wherein the structured information is

selected from the group consisting ofpseudo-random and random.
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considerations”
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wrernational application No.
PCT/US 00/33126

Box! Observations where certain claims were found unsearchable (Continuation of item 1 of first sheet)

This Intemational Search Report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

INTERNATIONAL SEARCH REPORT

 
  

  
 

  

  
  
 

  
 
  
 
 

  1, | Claims Nos.:
because theyrefate to subject matter nat required to be searchedbythis Authority, namely:

 

 2. [X} Claims Nos.: . 20-186 .
because they relata to parts of the International Application that do not comply with the prescribed requirements to such
an extent that no meaningful Intemational Search can be carried out, specifically:

see FURTHER INFORMATION sheet PCT/ISA/210

 3. C) Ciaims Nos.: , . . :
because they are dependent claims and are not drafted in accordance with the second andthird sentences of Rute 6.4(a).

Box ll Observations where unity of invention is facking (Continuation ofitem 2 of first sheet)

This intamational Searching Authority found multiple inventions in this intemational application, as follows:

1. As ail required additional search fees ware timely paid by the applicant, this Intemational Search Report covers allsearchable claims. .

2. C] As all’ ssarchable claims could bs searched without effort justifying an additional fee, this Authority did not invite payment
of any additional fee, .

3. As only someof the required additional search fees were timely paid by the applicant, this Intemational Search Report
covers only those claims for which feas were paid, specifically claims Nos.:

4. [] No required additional search fees were timaly paid by the applicant. Consequently,this Intemational Search Report is
testricted to the invention first mentioned in the claims; it is covered by claims Nos.:

Remark on Protest[] The additional search fees were accompanied by the applicant's protest. 
 [J No protest accompanied the paymantof additional search fees.

Form PCTASA/210 (continuation offirst sheet (1)) (July 1998)
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INTERNATIONAL SEARCH REPORT international Application No. PCTUS 00 83126

Continuation of Box I.2

Claims Nos.: 20-186

In view of the large number and also the wording of the claims presently
on file, which render it difficult, if not impossible, to determine the
matter for which protection is sought, the present application fails to
comply with the clarity and conciseness requirements of Article 6 PCT
(see also Rule 6.1(a) PCT) to such an extent that a meaningful search is
impossible.

Moreover, the proliferation of independent claims and the broad manner in
which these have been worded make it impossible to determine which parts
of the claims may be said to define subject-matter for which protection
might legitimately be sought (Article 6 PCT). For these reasons, a
meaningful search over the whole breadth of the claim(s) is impossible. -

Consequently, the search has been restricted to the subject matter
recited in claims 1-19.

The applicant’s attention is drawn to the fact that claims, or parts of
claims, relating to inventions in respect of which no international
search report has been established need not be the subject of an
international preliminary examination (Rule 66.1(e) PCT). The applicant
is advised that the EPO policy when acting as an International
Preliminary Examining Authority is normally not to carry out a
preliminary examination on matter which has not been searched. This is
the case irrespective of whether or not the claims are amended following
receipt of the search report or during any Chapter II procedure. 
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UNITED STATES PATENT AND TRADEMARKOFFICE 
Appl. No. : 11/895,388 Confirmation No. 2103
Applicant :-- Scott A. MOSKOWITZ
Filed : August 24, 2007
TC/A.U. : 2132

Examiner : NA

Docket No. : 80391.0003CONT2

MAIL STOP AMENDMENTS

Commissionerfor Patents

P.O. Box 1450

Alexandria, VA 22313-1450

PRELIMINARY AMENDMENT

Prior to examination on the merits and prior to calculation of thefiling fee,please

enter the following amendmentsto the application.
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IN THE CLAIMS:

Claims 6-31 were previously canceled without prejudice or disclaimer. Claims 6-
31 were previously subject to a restriction requirement. Applicant reserves the right to
pursue the subject matter of the original claims in this application and in other
applications. This listing of claims will replace all prior versions, andlistings, of claims in
the application.

1. (original) A method for copy protection of digital information, the digital information

including a digital sample and format information, comprising the stepsof:

identifying a portion of the format information to be encoded;

generating encoded format information from the identified portion of the format information; arid

generating encoded digital information, including the digital sample and the encoded format

information.

2. (original) The method of claim 1, further comprising the step of requiring a predetermined key

to decode the encoded format information.

3. (original) The method of claim 2, wherein the digital sample and format information are

configured to be used with a digital player, and wherein information output from the

digital player will have a degraded quality unless the encoded format information is

decoded with the predetermined key.

4. (original) The method of claim 3, wherein the information output from the digital player

represents a still image, audio or video.

5. (original) The method of claim 3, wherein the information output represents text data to be

authenticated.

Claims 6 — 31 (cancelled without prejudice to Applicant’s right to seek allowance of said claims

in a related application)

32. (original) A method for copy protection of software comprising: embedding the software

with a watermark wherein the embedded software operates in a manner substantially the

same as the software prior to the embedding step.

33. (original) The process of claim 32, wherein the step of embedding the software with a

watermark increases the complexity of code analysis and/or tampering with the software.
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34

35

36

37

38

39

40

Al

42

43

44

45

46

. (original) The process of claim 32, wherein the watermarked software queries a user for

personalization information during installation of the software

. (original) The process of claim 32, wherein the watermarkis accessible with a key.

. (original) The process of claim 35, wherein the key enables authorized use of the

watermarked software.

. (original) The process according to claim 35, wherein the key and license information are

interchangeable.

. (original) The process according to claim 32, wherein the step of embedding the software

with a watermarkis performed during execution of the software.

. (original) The process according to claim 32, wherein the step of embedding the software

with a watermark modifies the structure of the software being embedded.

. (original) An article of manufacture comprising a machine readable medium, having thereon

stored instructions adapted to be executed by a processor, which instructions when

executed result in a process comprising: receiving potentially watermarked software; and

identifying the software by extracting the watermark.

. (original) The article of manufacture of claim 40, wherein the watermark is associated with

information fixed prior to distribution of the watermarked software.

. (original) The article of manufacture of claim 40, wherein the watermark affects functionality

of the watermarked software.

. (original) The article of manufacture of claim 40, wherein the extracted watermark enables

generation of a key.

. (original) The article of manufacture of claim 43, wherein the generated key and licensing

information are associated.

. (original) The article of manufacture of claim 40, further comprising limiting functionality of

the software if the watermark cannotbe extracted.

. (original) A method for watermarking software comprising: determining the structure a

plurality of code ‘contained in the software; and configuring at least a portion of the

plurality of code according to a watermarking process.
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47

48

49

. (original) The process of claim 46, wherein the watermarking process further comprises

inserting information into the software after installation.

. (original) The process of claim 46, wherein the watermarking process configures the at least

a portion ofthe plurality of code according to a key.

. (original) The process of claim 46, wherein the watermarking process increases the

complexity of code analysis and/or tampering with the software.

. (original) The process of claim 46, wherein the watermarking process is selected from the

group comprising: data hiding, steganography or steganographic ciphering.

. (original) The process of claim 46, wherein the watermarking process is applied during

execution of the software.

. (original) A system for copy protection of software comprising the steps of: associating

license information with a copy of a software application; encoding the associated license

information into the copy of the software application using a watermarking process;

providing the copy of the software application having license information encoded

therein to a user; and, comparing information received by a user with the encoded license

information.

. (original) The system of claim 52, wherein the encoding is controlled by a key.

. (original) The system of claim 52, wherein the step of comparing the user supplied

information with the encoded license information enables authorization of the software.

. (original) The system of claim 53, wherein the key is fixed prior to distribution of the

software.

. (original) The system of claim 52, wherein the license information comprises code which
affects functionality of the watermarked software.

. (currently amended) The system of claim 52, wherein the watermarked software is resistant

to code analysis and/or tampering.
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REMARKS

Applicant requests entry of the amendments and submits that this applicationis

in condition for allowance, and a notice to this effect is earnestly sought.

Respectfully submitted,

Date: October 17, 2007 By:
Scott oskowitz

Tel (305) 956-9041
Fax (305) 956-9042
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Appl. No. : 11/895 ,388 Confirmation No. 2103
Applicant : Scott A. MOSKOWITZ
Filed 2 August24, 2007
TC/A.U. : 2132

Examiner : NA

Docket No. : 80391.0003CONT2

MAIL STOP AMENDMENT

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

DearSir:

Applicant(s) submit copies of the referenceslisted on the attached SBO8 Fornts)

for consideration and request that the U.S. Patent and Trademark Office make them of

record in this application.

Applicant(s) state the following:

C] Each item of information contained in this Information Disclosure

Statement was cited in a communication from a foreign patent office in a counterpart

foreign application not more than three months prior to the filing of the Information

Disclosure Statement; or |

CT] Noitem of information contained in this Information Disclosure Statement

was cited in a communication from a foreign patent office in a counterpart foreign

application, and to the knowledgeof Applicant(s) no item of information contained in this

Page 1 of 11
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Appl. No. 11/895,388
Information Disclosure Statement /C.F.R. § 1.78 dated October 17, 2007

Information Disclosure Statement was knownto anyindividual designated in § 1.56(c)

more than three monthsprior to the filing of this Information Disclosure Statement.

x In accordance with 37 C.F.R. § 1.97(b), this Information Disclosure

Statement is believed to be submitted prior to issuance of a first Office Action and/or

within three monthsofthefiling dateof the application. It is respectfully submitted that

no fee is required for consideration of this information.

[] This Information Disclosure Statement is being submitted after the mailing
of a non-final Office Action, but is believed to be prior to a final Office Action or a Notice
of Allowance. Pursuant to 37 C.F.R. § 1.97(c), payment in the amount of $180.00 as

set forth in 37 C.F.R. § 1.17(p) is enclosed.

While the information and references disclosed in this Information Disclosure
Statement are submitted pursuant to 37 C.F.R. § 1.56, this submission is not intended

to constitute an admission that any patent, publication or other information referred to is

“prior art” to this invention. Applicant(s) reserve the right to contest the “prior art” status

of any information submitted or asserted against the application.

Additionally, pursuant to C.F.R. § 1.78, Applicant(s) wish to inform the Examiner

of the existence of the following co-pending U.S. patent applications, patent applications

and issued U.S. patents that share a common inventor or applicant with the present

application. Under 37 C.F.R. § 1.98(a)(1), Applicant(s) also wish to inform the Examiner

of the existence of the following co-pending foreign patents and patent applications that

share a commoninventor with the present application in the “section separate from the

citations of other documents’entitled “Foreign Patent Documents’, below: |

EXAMINER:Pleaseinitialif reference is considered, whetherornot the citation is in conformance with MPEP § 609.
Draw line through citation if not in conformance and not considered. Please include copy of this form with next
communication to the applicant.
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Appl. No. 11/895,388 ;
Information Disclosure Statement / C.F.R.§ 1.78 dated October 17, 2007

U.S. PATENT DOCUMENTS

EXAMINER'S

INITIALS:

EXAMINER: Pleaseinitial if reference is considered, whetheror not the citation is in conformance with MPEP § 609.
Draw line through citation if not in conformance and not considered. Please include copy of this form with next

U.S. Patent Application No. 08/999,766, filed July 23, 1997, entitled

“Steganographic Method and Device’;

U.S. Patent Application No. 11/894,443, filed August 21, 2007, entitled

“Steganographic Method and Device’;

U.S. Patent Application No. 11/894,476, filed August 21, 2007, entitled

“Steganographic Method and Device”;

U.S. Patent Application No. 11/050,779, filed February 7, 2005, entitled

“Steganographic Method and Device” — Publication No. 20050177727 —

August 11, 2005;

U.S. Patent Application No. 08/674,726, filed July 2, 1996, entitled

“Exchange Mechanismsfor Digital Information Packages with Bandwidth

Securitization, Multichanne! Digital Watermarks, and Key Management”;

U.S. Patent Application No. 09/545,589, filed April 7, 2000, entitled

“Method and System for Digital Watermarking’ (issued as U.S. Patent No.

7,007,166);

U.S. Patent Application No. 11/244,213, filed October 5, 2005, entitled

“Method and System for Digital Watermarking” — Publication No.

20060101269 — May 11, 2006;

U.S. Patent Application No. 11/649,026, filed January 3, 2007, entitled

“Method and System for Digital Watermarking” — Publication No.

20070113094 — May 17, 2007;

U.S. Patent Application No. 09/046,627, filed March 24, 1998, entitled

“Method for Combining Transfer Function with Predetermined Key

Creation” (issued as U.S. Patent No. 6,598,162);

communication to the applicant.

3 of 11

DISH-Blue Spike-602

Exhibit 1006, Page 1047



DISH-Blue Spike-602
Exhibit 1006, Page 1048

App!. No. 11/895,388
Information Disclosure Statement / C.F.R. § 1.78 dated October 17, 2007

U.S. Patent Application 10/602,777, filed June 25, 2003, entitled "Method

for Combining Transfer Function with Predetermined Key Creation" —

Publication No.-20040086119 — May 6, 2004;

U.S. Patent Application 11/895,388, filed August 24, 2007, entitled “Data

Protection Method and Device";

U.S. Patent Application No. 09/053,628, filed April 2, 1998, entitled

“Multiple Transform Utilization and Application for Secure Digital

Watermarking” (issued as U.S. Patent No. 6,205,249);

U.S. Patent Application No. 09/644,098, filed August 23, 2000, entitled

“Multiple Transform Utilization and Application for Secure Digital

Watermarking” (issued as U.S. Patent No. 7,035,409);

U.S. Patent Application No. 09/767,733, filed January 24, 2001, entitled

“Multiple Transform Utilization and Application for Secure Digital

Watermarking” — Publication No. 20010010078 - July 26, 2001;

U.S. Patent Application No. 11/358,874, filed February 21, 2006, entitled

“Multiple Transform Utilization and Application for Secure Digital

Watermarking” -- Publication No. 20060140403 — June 29, 2006;

U.S. Patent Application No. 10/417,231, filed April 17, 2003, entitled

“Methods, Systems And Devices For Packet Watermarking And Efficient

Provisioning Of Bandwidth” — Publication No. 20030200439 — October23,

2003;

U.S. Patent Application No. 11/900,065, filed September 10, 2007,

entitled “Methods, Systems And Devices For Packet Watermarking And

Efficient Provisioning Of Bandwidth’;

U.S. Patent Application No. 11/900,066, filed September 10, 2007,

entitled “Methods, Systems And Devices For Packet Watermarking And

Efficient Provisioning Of Bandwidth’;

U.S. Patent Application No. 09/789,711, filed February 22, 2001, entitled

“Optimization Methods for the Insertion, Protection, and Detection of

EXAMINER: Pleaseinitial if reference is considered, whether or not the citation is in conformance with MPEP § 609.
Draw line through citation if not in conformance and not considered. Please inciude copy of this form with. next
communication to the applicant.
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Appl. No. 11/895,388
Information Disclosure Statement / C.F.R. § 1.78 dated October 17, 2007

Digital Watermarks in Digital Data” — Publication No. 20010010078 -

October 11, 2001 (issued as U.S. Patent No. 7,107,451);

U.S. Patent Application No. 11/497,822, filed August 2, 2006, entitled

“Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarks in Digital Data” - Publication No. 20070011458 —

January 11, 2007;

U.S. Patent Application No. 11/599,964, filed November 15, 2006, entitled

“Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarks in Digital Data’;

U.S. Patent Application No. 11/599,838,filed November 15, 2006, entitled

“Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarks in Digital Data” — Publication No. 20070226506 —
September 27, 2007;

U.S. Patent Application No. 11/897,790, filed August 31, 2007, entitled

“Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarksin Digital Data’;

U.S. Patent Application No. 11/897,791, filed-August 31, 2007, entitled

“Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarks in Digital Data’;

U.S. Patent Application No. 11/899,661, filed September 7, 2007, entitled

“Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarksin Digital Data’;

U.S. Patent Application No. 11/899,662, filed September 7, 2007, entitled

“Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarks in Digital Data’;

U.S. Patent Application No. 10/369,344, filed February 18, 2003, entitled

"Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarksin Digitized Data" —- Publication No. 20030219143 —
November27, 2003 (issued as U.S. Patent No. 7,095,874):

EXAMINER:Pleaseinitial if reference is considered, whetheror not the citation is in conformance with MPEP § 609.
Draw line through citation if not in conformance and not considered. Please include copy of this form with next
communication to the applicant.
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Appl. No. 11/895,388
Information Disclosure Statement / C.F.R. § 1.78 dated October 17, 2007

U.S. Patent Application No. 11/482,654, filed July 7, 2006, entitled

“Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarks in Digitized Data" — Publication No. 20060285722 —

December21, 2006;

U.S. Patent Application No. 09/594,719, filed June 16, 2000, entitled

“Utilizing Data Reduction in Steganographic and Cryptographic Systems”

(issued as U.S. Patent 7,123,718);

U.S. Patent Application No. 11/519,467, filed September 12, 2006,

entitled “Utilizing Data Reduction in Steganographic and Cryptographic

Systems’ -- Publication No. 20070064940 — March 22, 2007;

U.S. Patent Application No 09/731 ,040, filed December 7, 2000, entitled

“Systems, Methods And Devices For Trusted Transactions” -— Publication

No. 20020010684 — January 24, 2002 (issued as U.S. Patent 7,159,116);

U.S. Patent Application No 11/512,701, filed August 29, 2006, entitled

“Systems, Methods And Devices For Trusted Transactions” - Publication

No. 20070028113 — February 1, 2007;

U.S. Patent Application No. 10/049,101, filed February 8, 2002, entitled

“A Secure Personal Content Server” (which claims priority to International

Application No. PCT/US00/21189, filed August 4, 2000, which claims

priority to U.S. Patent Application No. 60/147 ,134, filed August 4, 1999,

and to U.S. Patent Application No. 60/213,489,filed June 23, 2000);

U.S. Patent Application No. 09/657,181, filed September 7, 2000, entitled

“Method And Device For Monitoring And Analyzing Signals’;

U.S. Patent Application No. 10/805,484, filed March 22, 2004, entitled

“Method And Device For Monitoring And Analyzing Signals’(which claims

priority to U.S. Patent Application No. 09/671,739, filed September 29,

2000, which is a CIP of U.S. Patent Application No. 09/657,181) --
Publication No. 20040243540 — December 2, 2004;

U.S. Patent Application No. 09/956,262, filed September 20, 2001,

entitled “Improved Security Based on Subliminal and Supraliminal

EXAMINER:Pleaseinitial if reference is considered, whether or not the citation is in conformance with MPEP § 609.
Draw line through citation if not in conformance and not considered. Please include copy of this form with next
communication to the applicant.
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Appl. No. 11/895,388
Information Disclosure Statement / C.F.R. § 1.78 dated October 17, 2007

Channels For Data Objects” -- Publication No. 20020056041 — May 9,

2002 (issued as U.S. Patent No. 7,127,615);

U.S. Patent Application No. 11/518,806, filed September 11, 2006,

entitled “Improved Security Based on Subliminal and Supraliminal
Channels For Data Objects’;

U.S. Patent Application No. 11/026,234, filed December 30, 2004,entitled

“Z-Transform Implementation of Digital Watermarks” -- Publication No.

20050135615 — June 23, 2005 (issued as U.S. Patent No. 7,152,162);

U.S. Patent Application No. 11/592,079, filed November 2, 2006, entitled

“Linear Predictive Coding Implementation of Digital Watermarks” --

Publication No. 20070079131 — April 5, 2007;

U.S. Patent Application No. 09/731,039,filed December 7, 2000, entitled

“System and Methods for Permitting Open Access to Data Objects and

for Securing Data within the Data Objects” -- Publication No.

20020071556 — June 13, 2002 (issued as U.S. Patent No. 7,177,429);

U.S. Patent Application No. 11/647,861, filed December 29, 2006, entitled

“System and Methods for Permitting Open Access to Data Objects and

for Securing Data within the Data Objects” -- Publication No.

200701 10240 — April 5, 2007; .

U.S. Patent No. 5,428,606, issued June 27, 1995, entitled “Digital

Commodities Exchange”;

U.S. Patent No. 5,539,735, issued July 23, 1996, entitled “Digital

Information Commodities Exchange”: ,

U.S. Patent No. 5,613,004, issued March 18, 1997, entitled

“Steganographic Method and Device’;

U.S. Patent No. 5,687,236, issued November 11, 1997, entitled

“Steganographic Method and Device”;

U.S. Patent No. 5,745,569, issued April 28, 1998, entitled “Method for

Stega-Protection of Computer Code’;

EXAMINER:Pleaseinitial if reference is considered, whether or not the citation is in conformance with MPEP § 609.
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U.S. Patent No. 5,822,432, issued October 13, 1998, entitled “Method for

Human Assisted Random Key Generation and Application for Digital

Watermark System’;

U.S. Patent No. 5,889,868, issued July 2, 1996, entitled "Optimization

Methodsfor the Insertion, Protection, and Detection of Digital Watermarks

in Digitized Data";

U.S. Patent No. 5,905,800, issued May 18, 1999, entitled “Method &

System for Digital Watermarking’;

U.S. Patent No. 6,078,664, issued June 20, 2000, entitled “Z-Transform
Implementation of Digital Watermarks’;

U.S. Patent No. 6,205,249, issued March 20, 2001, entitled “Multiple

Transform Utilization and Application for Secure Digital Watermarking”;

U.S. Patent No. 6,522,767, issued February 18, 2003, entitied

“Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarksin Digitized Data";

U.S. Patent No. 6,598,162, issued July 22, 2003, entitled “Method for

Combining Transfer Function with Predetermined Key Creation";

U.S. Patent No. 6,853,726, issued February 8, 2005, entitled “Z-

Transform {mplementation of Digital Watermarks’;

U.S. Patent No. 7,007,166, issued February 28, 2006, entitled “Method &

System for Digital Watermarking’;

U.S. Patent No. 7,035,049, issued April 25, 2006, entitled “Multiple

Transform Utilization and Application for Secure Digital Watermarking’; .

U.S. Patent No. 7,095,874, issued August 22, 2006, entitled "Optimization

Methodsforthe Insertion, Protection, and Detection of Digital Watermarks

in Digitized Data",

U.S. Patent No. 7,107,451, issued September 12, 2006, entitled

“Optimization Methods for the Insertion, Protection, and Detection of

Digital Watermarksin Digital Data";

EXAMINER:Pleaseinitial if reference is considered, whether or not the citation is in conformance with MPEP § 609.
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U.S. Patent No. 7,123,718, issued October 17, 2006, entitled, “Utilizing

Data Reduction in Steganographic and Cryptographic Systems”;

U.S. Patent No. 7,127,615, issued October 24, 2006, “Improved Security

Based on Subliminal and Supraliminal Channels for Data Objects”;

U.S. Patent No. 7,152,162, issued December 19, 2006, entitled “Z-

Transform Implementation of Digital Watermarks’;

U.S. Patent No. 7,159,116, issued January 2, 2007, entitled “Systems,

Methods and Devices for Trusted Transactions’;

U.S. Patent No. 7,177,429, issued February 13, 2007, entitled “System

and Methods for Permitting Open Access to Data Objects and for

Securing Data within the Data Objects”
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FOREIGN PATENT DOCUMENTS

EXAMINER'S

INITIALS:

PCT Application No. PCT/US95/08159, filed June 26, 1995, entitled,

“Digital Information Commodities Exchange with Virtual Menuing’;

PCT Application No. PCT/US96/10257, filed June 7, 1996, entitled,

“Steganographic Method and Device” -- corresponding to -- EPO

Application No. 96919405.9, entitled “Steganographic Method and

Device”;

PCT Application No. PCT/US97/00651, filed January 16, 1997, entitled,

“Method for Stega-Cipher Protection of Computer Code” — corresponding

to AU199718294A(not available);

PCT Application No. PCT/US97/00652,filed January 17, 1997, entitled,

“Method for an Encrypted Digital Watermark” - corresponding to

AU199718295A (not available);

PCT Application No. PCT/US97/11455, filed July 2, 1997, entitled,

“Optimization Methods for the Insertion, Protection and Detection of

Digital Watermarks in Digitized Data” — corresponding to AU199735881A

(not available);

PCT Application No. PCT/US99/07262, filed April 2, 1999, entitled,

“Multiple Transform Utilization and Applications for Secure Digital

Watermarking’ — corresponding to - Japan App. No. 2000-542907,
entitled “Multiple Transform Utilization and Application for Secure Digital

Watermarking’ (included herein);

PCT Application No. PCT/US00/06522, filed March 14, 2000, entitled,

“Utilizing Data Reduction in Steganographic and Cryptographic Systems’;

EXAMINER: Pleaseinitialif reference is considered, whetheror notthe citation is in conformance with MPEP § 609.
Draw line through citation if not in conformance and not considered. Please include copy of this form with next
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PCT Application No. PCT/US00/18411, filed July 5, 2000, entitled, “Copy

Protection of Digital Data Combining Steganographic and Cryptographic

Techniques’ — corresponding to AU200060709A5(not available);

Secure Personal Content Server’;

“Systems,

PCT Application No. PCT/US00/21189, filed August 4, 2000, entitled, “A

PCT Application No. PCT/US00/33126, filed December 7, 2000, entitled,

Methods and Devices for Trusted Transactions” —

corresponding to AU200120659AS5(not available);

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information

Disclosure Statement shall not be construed to mean that a search has been made or

that no other material information as defined in 37 C.F.R. § 1.56(a) exists. This

Information Disclosure Statement is in compliance with 37 C.F.R. § 1.98 and the

Examineris respectfully requested to considerthe listed documents and information.

Date: October 17, 2007

Respectfully submitted,

By: 

  ScottA. Moskowitz
Teél# (305) 956-9041
Fax# (305) 956-9042

EXAMINER: Pleaseinitial if reference is considered, whether or not the citation is in conformance with MPEP § 609.
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communication to the applicant.
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INTHECLAIMS:

Claims 6-31 were previously canceled without prejudice or disclaimer. Claims 6-
31 were previously subject to a restriction requirement. Applicant reserves the right to
pursue the subject matter of the original claims in this application and in other
applications. This listing of claims will replace all prior versions, andlistings, of claimsin
the application:

TheClaims

1. (original) A method for copy protection of digital information, the digital information

including a digital sample and format information, comprising the steps of:

identifying a portion of the format information to be encoded;

generating encoded format information from the identified portion of the format

information; and

generating encoded digital information, including the digital sample and the

encoded format information.

2. (original) The method ofclaim 1, further comprising the step of requiring a predetermined key

to decode the encoded format information.

3. (original) The method of claim 2, wherein the digital sample and format information are

configured to be used with a digital player, and wherein information output from the

digital player will have a degraded quality unless the encoded format information is

decoded with the predetermined key.

4. (original) The method of claim 3, wherein the information output from the digital player

representsa still image, audio or video.

5. (original) The method of claim 3, wherein the information output represents text data to be

authenticated.

Claims 6 — 31 (cancelled without prejudice to Applicant’s right to seek allowance ofsaid claims

in a related application)

32. (original) A method for copy protection of software comprising: embedding the software

with a watermark wherein the embedded software operates in a mannersubstantially the

same as the software prior to the embeddingstep.
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33. (original) The process of claim 32, wherein the step of embedding the software with a

watermark increases the complexity of code analysis and/or tampering with the software.

34. (original) The process of claim 32, wherein the watermarked software queries a user for

personalization information during installation of the software

35. (original) The process of claim 32, wherein the watermark is accessible with a key.

36. (original) The process of claim 35, wherein the key enables authorized use of the

watermarked software.

37. (original) The process according to claim 35, wherein the key and license information are

interchangeable.

38. (original) The process according to claim 32, wherein the step of embedding the software

with a watermark is performed during execution of the software.

39. (original) The process according to claim 32, wherein the step of embedding the software

with a watermark modifies the structure of the software being embedded.

40. (original) An article of manufacture comprising a machine readable medium, having thereon

stored instructions adapted to be executed by a processor, which instructions when

executed result in a process comprising: receiving potentially watermarked software; and

identifying the software by extracting the watermark.

4 pana . (original) The article of manufacture of claim 40, wherein the watermark is associated with

information fixed priorto distribution of the watermarked software.

42.(original) The articleof manufacture of claim 40, wherein the watermark affects functionality

of the watermarked software.

43. (original) The article of manufacture of claim 40, wherein the extracted watermark enables

generation of a key.

44. (original) The article of manufacture of claim 43, wherein the generated key and licensing

information are associated.

45. (original) The article of manufacture of claim 40, further comprising limiting functionality of

the software if the watermark cannot be extracted.
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Application/Control Number: 11/895,388 Page 2 

Art Unit: 2432 

DETAILED ACTION 

Election/Restrictions 

1 Restriction to one of the following inventions is required under 35 U.S.C. 121: 

I. Claims 1-5, drawn to scrambling or encoding of digital media with a 

predetermined key wherein the key is required to decode the digital media, 

classified in class 380, subclass 210. 

II. Claims 32-45 and 52-57, drawn to protecting data or software by inhibiting the 

unauthorized installation or use of software, classified in class 713, subclass 176. 

III. Claims 46-51, drawn to a method for embedding a watermark on data by 

configuring a portion of code contained in software according to a watermarking 

process, classified in class 358, subclass 3.28. 

2. The inventions are independent or distinct, each from the other because: Inventions I, II 

and III are directed to related processes. 

Invention I is distinct from Invention II and III and is directed to scrambling or encoding digital 

information comprising a digital sample and format information with a predetermined key 

wherein an unauthorized user can play a low version of the encoded sample. 

Invention II is distinct from Invention I and III and directed to the protection of data of software 

during installation wherein a key is required for the authorized use of the software. 

Invention III is distinct from Invention I and II and directed to a method of watermarking data or 

software according to a watermarking process by inserting information into the software. 

3. The related processes are distinct if: (1) the inventions as claimed are either not capable 

of use together or can have a materially different design, mode of operation, function, or effect; 
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Application/Control Number: 11/895,388 Page 4 

Art Unit: 2432 

6. Claim 32 is rejected under 35 U.S.C. 112, first paragraph, as failing to comply with the 

written description requirement. The claim(s) contains subject matter which was not described 

in the specification in such a way as to reasonably convey to one skilled in the relevant art that 

the inventor(s), at the time the application was filed, had possession of the claimed invention. 

Claim 32 recite "wherein the embedded software operates in a manner substantially the same as 

the software prior to the embedding step". This limitation is not disclosed in the specification in 

such a way as to reasonably convey to one of ordinary skill how the embedded software operates 

in a manner "substantially" the same as the software prior to the embedding step. Appropriate 

correction is required. 

7. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

8. Claim 52 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 

failing to particularly point out and distinctly claim the subject matter which applicant regards as 

the invention. Claim 52 recites a system comprising steps. It is unclear what is being claimed or 

the scope of the claim because a system is not a method and cannot comprise steps of processing. 

Claim Rejections - 35 USC § 102 

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless — 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 
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Art Unit: 2432 

10. Claims 32-45 and 52-59 are rejected under 35 U.S.C. 102(e) as being anticipated by 

Moore (US-6067622). 

a. Referring to claim 32: 

Regarding claim 32, Moore teaches a method for copy protection of software comprising: 

embedding the software with a watermark wherein the embedded software operates in a manner 

substantially the same as the software prior to the embedding step (Fig la and Col 8, Line 43-51 

teaches an 'install module' embedded within a program for protecting illegal copying of the 

program and the module does not affect how the program will function). 

a. Referring to claim 33 and 57: 

Regarding claim 33 and similar claim 57, Moore teaches the process of claim 32, wherein 

the step of embedding the software with a watermark increases the complexity of code analysis 

and/or tampering with the software (Col 6, Line 38-63.... the 'install module' increases the 

complexity of the program by inhibiting illicit copying or tampering with the software). 

a. Referring to claim 34: 

Regarding claim 34, Moore teaches the process of claim 32, wherein the watermarked 

software queries a user for personalization information during installation of the software (Col 7, 

Line 50-64.... user personalization information) 

a. Referring to claim 35, 36 and 53: 

Regarding claim 35 and similar claims 36 and 53, Moore teaches the process of claim 32, 

wherein the watermark is accessible with a key (Col 9, Line 39-58.... 'install module' accessible 

with an 'install key' which enables authorized use of the software). 

a. Referring to claim 37 and 44: 
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