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METHOD FOR COMBINING TRANSFER FUNCTIONS 
WITH PREDETERMINED KEY CREATION 

FIELD OF THE .INVENTION 

The invention relates to the protection of digital information. More particularly, the 

invention relates to a method for combining transter. functions with predetermined key creation. 

lo 

is 

COS E 'E TO R D  PLICATIONS 

This application claims the benefit of U.S. patent application Serial No. 08/587,943, filed 

January 17, 1996, entitled "Method for Stega-Cipher Protection of Computer Code," the entire 

disclosure of which is hereby incorporated by reference. 

BA I.t Rt3I_ 1C3 t?'TIiI INVENTION 

increasingly, commercially vvaluable information is being created and stored in "digital" 

form. For example, music, photographs and video can all be stored and transmitted as a series of 

20 numbers, such as is and O's. Digital. techniques let the original information be recreated in a 

very accurate manner. Untbrtunately„ digital techniques also let the infommtion be easily copied 

without the infortnati 

it',32C0 

owner's permission. 
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Because unauthorized copying is clearly a disincentive to the digital distribution of 

valuable information, it is important to establish responsibility for copies and derivative copies of 

such works. For example, if each authorized digital copy of a popular song is identified with a 

unique number, any unauthorized copy of the song would also contain the number. This would 

allow the owner of the information, such as a song publisher, to i -stigate who made the 

unauthorized copy. Unfortunately, it is possible. that the unique number could be erased or 

altered if it is simply tacked on he beginning or end of the digital information. 

As will be described, known digital "watermark" techniques give creators and publishe 

of digitized multimedia content localized, secured identification and authentication of that 

content. In considering the various forms of multimedia content, such as "master." stereo, 

National Television Standards Committee (NTSC) video, audio tape or compact disc, tolerance 

of quality will vary with individuals and affect the underlying commercial and aesthetic value of 

the content. For example, if a digital version of a popular song sounds distorted, it will be less 

valuable to users. It is therefore desirable to embed copyright, rwwnership or purchaser 

15 information, or some. combination of these and related data, into the content in a way that will 

damage the content if the watermark is removed without authorization. 

To achieve these goals, digital watermark systems insert ownership information in a way 

that causes little or no noticeable effects, or "artifacts, in the underlying content signal. For 

example, digital watermark is inserted into a digital version of a song, it is important that a 

20 listener not be bothered by the slight changes introduced by the watermark. It is also important 

for the watermark technique to maximize the encoding level and "location sensitivity" in the 
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signal to force damage to the content signal when removal is attempted. Digital watermarks 

address many of these concerns, and research in the field has provided e ctreritely robust z . )d 

secure implementations. 

What has been overlooked in many applications described in the art, however, are 

5 systems which closely mimic distribution of content as it occurs in the real world. For instance, 

many watermarking systems require the original un-watermarked content signal to enable 

detection r decode operations. These include highly publicized efforts by NEC, Digimarc and 

others. Such techniques are problematic because, in the real world, original master copies reside 

in a rights holders vaults and are not readily available to the public. 

With much activity overly focused on wateimark. survivability, the security of a digital 

watermark is suspect. Any simple linear operation for encoding info n into a signal may be 

used to erase the embedded signal by inverting the process. This is not a difficult task, especially 

when detection software is a plug-in freely available to the public, such as with Digimarc. in 

general, these systems seek to embed cryptographic information, not cryptographically embed 

15 information into target media content. 

Other methods embed ownership information that is plainly visible n the media signal, 

such as the method described in US Patent No. 5,530,739 to Braudaway et al. The system 

described in Braudaway protects a digitized image by encoding a visible w ateimark to deter 

piracy. Such an implementation creates an immediate weakness in securing the embedded 

20 information because the watermark is plainly visible. Thus, no search for the embedded signal is 

necessary and the watermark can be more easily removed or altered. For example, while 

3 
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certainly useful to some rights owners, simply placing the symbol "0" in the digital information 

would only provide limited protection. Removal by adjusting the brightness of the pixels 

forming the V" would not be difficult with respect to the co p rational resources required. 

Other relevant prior art includes US Patents No. 4,979,210 and 5,073,925 to Nagata et 

which encodes information by modulating an audio signal. in the mplitudeltime domain. The 

modulations introduced in the Nagata process arry a "copy/don't copy" message, whiCh is easily 

found and circumvented by one skilled in the art. The granularity of encoding is fixed by the 

amplitude and frequency modulation limits required to maintain inaudibility. These limits are 

relatively low, making it impractical to encode more information using the Nagata process. 

Although US Patent No, 5,664,018 to Leighton describes a means to prevent collusion 

attacks in digital watermarks, the disclosed method may not actually provide the security 

described. For example, in cases Where the watermarking technique is linear, the"insertion 

envelope" or 'watermarking space" is well-defined and thus susceptible to attacks less 

sophisticated than collusion by unauthorized parties. Over-encoding at the watermarking 

15 encoding level is but one simple attack itt such linear implementations. Another consideration 

not made by Leighton is that commercially-valuable content may already exist in a un-

watermarked fonn somewhere, easily accessible to potential pirates, gutting the need for any type 

of collusive activity. Digitally signing the embedded signal with preprocessing of watermark 

data is more likely to prevent successful collusion. Furthermore, a "baselinewatermark as 

20 disclosed is quite subjective. It is simply described elsewhere in the art as the "perceptually 

significant" regions of a signal. Making a watermarking function less linear or inverting the 

tf,<I1n,e) 4 
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a 

insertion of watermarks would seem to provide the same benefit without the additional work 

required to create a "baseline" watermark. Indeed, watermarking algorithms should already be 

capable of detinim, a target insertion envelope or region with nit additional steps, What is 

evident is the Leighton patent does not allow for initial prevention of attacks on an embedded 

watermark as the content is visibly or audibly unchanged. 

It is also important. that any method for providing security also function with broadcasting 

media over networks such as the Internet, which is also referred to as `'streaming." Commercial 

"plug-in" products such as RealAudio and RealVideo, as well as applications by vendors 

VDONet and Xtreme, are common in such network environments. Most digital watermark 

implementations focus on common file base signals and fail to anticipate the security of streamed 

signals. It is desirable that any protection scheme be able to function with a plug-in player 

without advanced knowledge of the encoded media stream. 

Other technologies focus solely on file-based security. These technologies illustrate the 

varying applications for security that must be evaluated for different media and distribution 

15 environments. Use of cryptolopes or cryptographic containers,as proposed by IBM in its 

CryTtolope product, and InterTrust, as described in U.S. Patents No. 4,827,508, 4,977,594, 

5,050,213 and 5,410,598, may discourage certain forms of .piracy. Cryptographic containers, 

however, require a user to subscribe to particular decryption software to decrypt data. IBM's 

InfoMarket and InterTrusts DigiBox, among other implementations, provide a generalized 

20 model and need prop architt-tt - to function. Every user must have a subscription or 

registration with the party which encrypts the data. Again, ass a form of general encryption, the 

5 
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data is scrambled or encrypted without regard to the media and its formatting. Finally, control 

over copyrights or other neighboring rights is left with the implementing party, in this case, IBM, 

lnterTrust or a similar provider. 

Methods similar to these "trusted systems" exist, and Cerberus Central. Limited and 

Liquid Audio, among a number of companies, offer systems which may functionally be thought 

of as subsets of IBM and Inter T'rust's more generalized security offerings. Both Cerberus and 

Liquid Audio propose proprietary 1 y software which is registered to the user and "locked" in 

a manner parallel to the locking of content that is distributed via a cryptographic container. The 

economic trade-off in this iriodel is that users arc required to use each respective companies' 

proprietary player to play or otherwise anipulate content that is downloaded. If, as is the case 

presently, most music or other media is not available via these proprietary players amid more 

companies propose non-compatible player formats, the proliferation of players will continue. 

Cerberus and Liquid Audio also by way of extension of their ambit -tures provide for "near-CIS 
4 

pis quality" but proprietary compression. This requirement stems from the necessity not to allow 

15 content that has near-identical data make-up to an existing consumer electronic standard, in 

Cerberus and Liquid Audio's case the so-called Red Book audio CD standard oft 6 bit 44.1 kHz, 

so that comparisons with the proprietary file may not yield how the player secured.. 

Knowledge of the player's file format renders its security ineffictive as a file may he replicated 

and played on any common player, not the intended proprietary player of the provider of 

20 previously secured and uniquely formatted content. This is the parallel akness to public key 

1 32 6 
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crypto-systems Which have gutted security if enough plain text and cipher ext comparisons 

enable a pirate to determine the user's private key. 

Many approaches to digital watermarking leave detection and decoding control with the 

implementing party of the digital watermark, not the creator of the work to be protected. A set of

secure digital watermark implementations address this fundamental control issue forming the 

basis of key-based approaches. These are covered by the following patents and pending 

applications, the entire disclosures of which are hereby incorporated by reference: US Patent No. 

5,613, 004 entitled "Steganographic Method and Device" and its derivative US patent application 

Serial No. 08/775,216, US patent application Serial No. 08/587,944 entitled "Human Assisted 

Random Key Generation and Application for Digital Watermark. System," US Patent Application 

Serial No. 08/587,943 entitled "Method for Stega-Cipher Protection of Computer Code," US 

patent application Serial No. 08/677,435 entitled "Optim.iz non Methods for the Insertion, 

Protection, and Detection of Digital Watermarks in Digitized Data," and US Patent Application 

Serial No. 08/772,222 entitled "I-TranstbrmImplementation of Digital Watermarks." Public 

I5 key ernto-systems are described in US Patents No. 4,200,770, 4,218,582, 4,405,829 and 

4,424,414, the entire disclosures of which are also hereby incorporated by reference. 

in particular, an improved protection scheme is described in "Method for Stega-Cipher 

Protection of Computer Code," US patent application Serial No. 08/587,943. This technique 

uses the key-based insertion of binary executable computer code within a content signal that is 

20 subsequently, and necessarily, used to play or otherwise manipulate the signal in which it is 

encoded. With this system, however, certain coi ptrtatronal requirements, such as one digital 

7 
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player per digital copy of content, may be necessitated. For instance, a consumer may download 

many copies of watermarked content. With this technique, the user would also be downloading 

as many copies of the digital player program. While this form of security a, be desirable for 

some applications, it is not appropriate in many circumstances. 

Finally, even when digital information is distributed in encoded form, it may be desirable 

to allow unauthorized users to play the information with a digital player, perhaps with a reduced 

level of quality. For example, a popular song may be encoded and freely distributed in encoded. 

form to the public. The public, perhaps • sing commonly available plug-in digital players, could 

play the encoded content and hear the music in sorrae degraded form. The music may sound 

choppy, or fuzzy or he degraded in some other way. This lets the public decide, based on the 

available lower quality version of the song, if they want to purchase a key from the publisher to 

decode, or "clean-cap," the content. Similar approaches could be used to distribute blurry pictures 

or low quality video. Or even "degraded" text, in the sense that .only authenticated portions of 

the text can be determined with the predetermined key or a validated digital signature For he 

15 intended message. 

In view of the foregoing, it can be appreciated that a substantial need exists for a method 

allowing encoded content to be played, with degraded quality, by a plug-in digital player, and 

solving the other problems discussed above. 

1532t0 8 
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SUMMARY OF THE Rsi "  NT 

The disadvantages of the art are alleviated o a great extent by a method for combining 

transfer functions with predetermined key creation. In one embodiment, digital information, 

including a digital sample and format information, is protected by identifying and encoding a 

portion of the format information. Encoded digital information, including the digital sample and 

the encoded format information, is generated to protect the original digital information. 

In another embodiment, a digital signal., including digital samples in a file format having 

an inherent granularity, is protected by creating a predetermined key. The predetermined key is 

comprised of a .tr.: .sfer function-based mask set to manipulate data at the inherent granularity of 

the tile format If the underlying digitized samples. 

With these and other advantages and features of the invention that will be o, 

hereinafter apparent, the nature of the invention may be more clearly understood by reference to 

the f011owing detailed description of the invention, the appended claims and to the several 

5 drawings attached herein. 

BRIEF DESCRIDION_ F THE DRA

FIG. 1 is a block flow diagram of a method for copy protection or authentication of 

digital information ,ention,ccording an embodiment of the present 

1$7,nr$ 9 
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DETAILED DESCRIPTION 

In accordance with an embodiment of the present invention, a method combines transfer 

functions with predetermined key creation. Increased security is achieved in the method by 

5 combining elements of "public-key steganography" with cryptographic protocols, which keep 

in-transit data secure by scrambling the data with "keys r r that is not apparent to those 

with access to the content to be distributed. Because different forms of randomness are 

combined to oiler robust, distributed security, the present invention addresses an architectural 

gray space" between two important areas of security: digital watermarks, a subset of the more 

general art of steganography, and cryptography. One form of randomness exists in the mask sets 

that are randomly cicated to map watermark data into an otherwise unrelated digital signal. The 

second fo of random mess is the random permutations of data formats -ed with digital players 

to manipulate the content with the predetermined keys. These forms can be thought of as the 

transfer function versus the mapping function inherent to digital watermarking processes. 

15 According to an embodiment of the present nvvention, a predetermined, or andomly 

generated, key is used to scramble digital information in a way that is unlike known "digital 

watermark" techniques and public key crypto-systems. As used herein, a key is also referred to 

as a "mask set" which includes one or more random or pseudo-random series of hits. Prior to 

encoding, a mask can be generated by any cryptographically secure random generation process. 

20 A block cipher, such as a Data Encryption Standard (DES) algorithm, in combination with a 

sufficiently random seed value, such as one created using a Message Digest 5 (MD5) algorithm, 

Ms"ZOO 10 
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emulates a cryptographically secure random hit generator. The keys are saved in a database, 

along with information matching them to the digital signal, for use in descrambling and 

subsequent viewing or playback. Additional file format or transfer property information is 

prepared arld made available to the encoder, in a bit addressable manner„ks well, any 

5 authenticating function can be combined, such as Digital Signature Standard (DSS) or Secure 

Flash Algorithm (SHA). 

Using the predetermined key comprised of a transfer function-based mask set, the data 

representing the original content is manipulated at the inherent granularity of the file format of 

the underlying digitized samples. Instead of providing, or otherwise distributing, watermarked 

content that is not noticeably altered, a partially "scrambled" copy of the content is distributed. 

The key is necessary both to register the ought-afte content and to descramble the content into 

its original form_ 

The present invention uses methods disclosed in "Method for Stega-Cipher Protection of 

Computer :ode," US Patent. Application Serial No. 08/587,943, with respect to transfer 

functions related to the common file formats, such as NCT, TIFF, AIFF, WAV, etc, 

Additionally, in cases where the content has not been altered beyond being encoded with such 

functional data, it is possible for a digital player to still play the c ontent because the file format 

has not been altered. Thus, the encoded content could still be played by a plug-in digital player 

as discrete, digitally sampled signals, watermarked or not. That is, the structure of the file can 

20 remain basically unchanged by the watermarking process, letti 

players work with the "scrambled" comer

153200 11 
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For example, the Compact Disc-Digital Audio (CD-DA) format stores audio information 

as a series of frames. Each frame contains a number of digital s mples representing, for 

example. music, and a header that contains Ile format information. As shown in FIG. 1, 

according to an embodiment of the present invention some of the header information can be 

identified and "scrambled" using the predetermined key at steps 110 to 130. The music samples 

can remain unchanged. Using this technique, a traditional CD-DA player will be able to play a. 

distorted version of the music in the sample. The amount of distortion wi11 depend on the way, 

and extent, that the header, or file format, information h s been scrambled. It would also be 

possible to instead scramble some of the digital samples while leaving the header information 

alone. In general, the digital signal would be protected by manipulating data at the inherent 

granularity, or "frames," of the CD-DA file format: To decode the inforrttation, a predetermined 

key is used before playing the digital information at steps 140 and 150. 

A key-based decoder can act as a "plug-in" digital player of broadcast signal streams 

without foreknowledge of the encoded media stream. Moreover, the data format orientation is 

15 used to partially scramble data in transit to prevent unauthorized descrambled access by decoders 

that lack authorized keys. A distributed key can be used to unscramble the scrambled content 

because a decoder would understand how to process the key. Similar to on-the-fly decryption 

operations, the benefits inherent in this embodiment include the fact that the combination of 

watermarked content security, which is key-based, and the &scrambling of the data, can be 

20 performed by the saute key which can be a plurality of mask sets. The mask sets may include 

primary, convolution and message del€miter masks with file format data included. 

12 
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9 

The creation of an optimized "envelope" for insertion of watermarks provides the basis of 

much watermark security, but is also a complementary goal of the present invention. The 

predetermined or random key that is generated is not only an essential map to access the hidden 

information signal, but is also the descrambler of the previously scrambled signal's format for 

playback or viewing. 

In a system requiring keys for watermarking content and validating the distribution of the 

content, different keys may be used to encode different information while secure one way hash 

functions or one-time pads may be incorporated to secure the eimbedded signal. The same keys 

can be used to later validate the embedded digital signature, or even fully decode the digital 

watermark if desired. Publishers can easily stipulate that content not only be digitally 

watermarked but that distributors must check the validity of the watermmmarks by perforrmtiztg 

digital signature checks with keys that lack any other fun tionality. The system can extend to 

simple authentication of text in other emmmbodimmments. 

Before such a market is economically feasd le, there are other methods for deploying 

15 key-based watermarking coupled with transfer functions to partially scramble the content to be 

distributed without performing full public key encryption, i.e., a key pair is not necessarily 

generated, simply, a predetermined key's function is created to re-map the data of the content file 

in a lossless process. Moreover, the scrambling performed by the present invention may be more 

dependent on the file in question. Dissimilarly, encryption is not specific to army particular media 

20 but is performed on data. The file format remains unchanged, rendering the file .useable by any 

conventional r:player, but the signal quality can be intentionally degraded in the absence of 

;no 13 
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the proper player and key. Public-key encryption seeks to completely obscure the sensitive 

"plaintext" to prevent comparisons with the "ciphertext" to determine a users private keys. 

Centralized encryption only differs iri the utilization of a single key for both encryencryption and 

decryption making the key even more hig ly vulnerable to attacks to defeat the encryption 

process. With the present invention, a highly sought after photograph may be hazy to the viewer 

using any number of commonly available, nonproprietary software or hardware, without the 

authorized key. Similarly, a commercially valuable song may sound poor. 

The benefit of • me form of cryptography is not lost in the present invention. In fact, 

some piracy can be deterred when the target signal may be known but is clearly being protected 

through scrambling. What is not anticipated by known techniques, is an ala carte method to 

change various aspects of file formatting to enable various "scrambled states" for content to be 

subsequently distributed. An image may lack all red pixels or may not have any of the most 

significant bits activated. audio sample can similarly he scrambled to render it 

less-than-commercially viable. 

15 The present invention also provides improvements over known network-based methods, 

such as those used for the streaming of media data over the Internet. By manipulating file 

formats, the broadcast media, which has been altered to "fit" within electronic distribution 

parameters, such as bandwidth availability and error correction considerations, can be more 

effectively utilized to restrict the subsequent use of the content while in transit as well as 

20 real-time viewing or playing. 

14 
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The mask set providing the transfer function can be read on a per-use basis by issuing an 

authorized or authenticating "key" for descrambling the signal that is apparent to a viewer or a 

player or possessor of the authenticating key. The mask set cafe be read on a per-computer basis 

by issuing the authorized key that is afore generalized for the computer that receives the 

5 broadcast signals. Metering and subscription models become viable advantages over known

digital watermark systems which assist in designating the ownership of a copy of digitized media 

content, but do not prevent or restrict the copying or manipulation of the sampled signal in 

question,. For broadcast or streamed media, this is especially the case. Message authentication is 

also possible, though not guaranteeing the same security as an encrypted file as with general 

crypto systems. 

The present invention thus benefits from the proprietary player model without relying on 

proprietary players. No new players will be necessary and existing multimedia file formats can 

be altered to exact a measure of security which is further increased when coupled with digital 

watermarks. As with most consumer arkets for media content, predominant file formats exist, 

15 de facto, and corresponding formats for computers likewise exist. For a commercial compact 

disc. quality audio recording, or 16 bit 44.1 kHz, corresponding file formats include: Audio 

Interchange File Format (RIFF), Microsoft WAV, Sound Designer II, Sun's .au, Apple's 

Quicktime, etc. For still image media, formats are sirriilarly abundant: TIFF, PICT, SPEG, 

etc. Requiring the use of additional proprietary players, and their complementary file .formats, 

20 for limited benefits in security is wastefitl. Moreover, almost all computers today are 

multimedia-capable, and this is increasingly so with the popularity of Intel's MMX chip 

is ma 15 
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architecture and the PowerPC line of microchips. Because file formatting is fundamental in the 

playback of the underlying data, the predetermined key can act both as a map, for information to 

be encoded as watermark data regarding ownership and a descrambler of the file that has been 

distributed. Limitations will only exist in how large the key must be retrofitted for a given 

5 application, but any manipulation of file format information is not likely to exceed the size of 

data required versus that for an entire proprietary player. 

As with previous disclosures by the inventor on digita terinarking techniques, the 

present invention may be implemented with a variety of cryptographic protocols to increase both 

confidence and security in the underlying system. A predetermined key is described as a set of 

masks. These masks may include primary, convolution and message delimiter mask. ht 

previous disclosures, the functionality of these masks is defined solely for mapping. The present 

invention includes a mask set which is also controlled by the distributing party of a copy of a 

given media signal. This mask set is a transfer function which is limited only by the parameters 

of the tile format in question. To increase the uniqueness or security of each key used to 

scramble a given i mi edia file copy, a secure one way hash function can be used subsequent to 

transfer properties that are initiated to present the forging of a particular key. Public and private 

keys may be used as key pairs to further increase the unlikeliness that a key may be 

compromised. 

These same cryptographic protocols can be combined with the embodiments of the 

present invention in administering streamed content that requires authorized keys to correctly 

display or play the streamed content in an unscrambled. manner. As with digital watennarking, 

16 
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symmetric or asymmetric public key pairs may be used in a variety of implementations. 

Additionally, the need for certification authorities to maintain h key-pairs becomes a 

consideration for greater security beyond •v. netric key implementations. The cryptographic 

protocols makes possible, as well, a Less :ge of text to be authenticated by a message 

authenticating tnnetion in a general computing device that is able to ensure secure message 

exchanges between authorizing parties. 

Although various embodiments are specifically illustrated and described herein, it will be 

appreciated that modifications and variations of the present invention are covered by the above 

teachings and within the purview of the appended claims without departing from the spirit and 

intended scope of the invention. 

17 

Attachment Page 18 of 31 

DISH-Blue Spike-602
Exhibit 1005, Page 0320



Docket No.: 160716 

What is claitold 

1 . A method for copy protection of digital information, the digital information including 

2 a digital sample and format information, comprising the steps of 

3 identifying a portion of the format information to be encoded; 

4 generating encoded format information from the identified portion of the format 

5 information; and 

generating encoded digital information, including the digital sample and the encoded 

format information. 

4k, j 2. The method of claim 1, further comprising the step of requiring a predetermined key 

E1 to decode the encoded format information. 

3. The method of claim 2, wherein the digital sample and format information are 

2 configured to he used with a digital player, and wherein information output fron the digital 

3 player will have a degraded quality unless the encoded format information is decoded with the 

4 predetermined key. 

4. The method of claim wherein the infbrn ation output from the digital player 

2 represents a still image, audio or video. 

I 5 r200 1$ 
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1 5. The method of claim 3, rhereata tie infortnatiota output represents text data to be 

authenticated. 

6. A method for protecting a digital signal, the digital signal including digital samples in 

a file format having an inherent granularity, comprising the step of: 

creating a predetermined key comprised of a transfer function-based mask set to 

4 manipulate data at the inherent granularity of the file format of the underlying digitized samples. 

7. The method of claim 6, wherein the digital signal reps stints a continuous analoe, 

waveform. 

8. The method of claim 6, wherein the predetermined key comprises a plurality of rrzask 

sets. 

9. The method of claim 6, wherein the dig➢tal signal is a message to be authenticated. 

10. The method of claim 6, wherein the mask set is ciphered by a key pair comprising a 

2 public key and a private key. 
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11. The method of claim 6, further comprising the step of: 

using a digital watermarking technique; to encode information that identifies o ip,

use, or other information about the digital signal, into the digital signal. 

1 12. The method of claim 6, wherein the digital signal represents a still image, audio or 

video. 

13. The method of claim 6, further comprising the steps of: 

selecting the mask set, including one or more masks having random or pseudo-random 

series of bits; and 

validating the mask set at the start of the transfer function-based mask set: 

14. The method of claim 13, wherein said step of validating comprises the step of: 

comparing a hash value computed at the start of the transfer function-based mask set with 

a determined transfer -function of the hash value. 

1 15. The method of claim 6, further comprising the steps of: 

2 selecting the mask set, including one or more masks having random or pseudo-random 

3 series of bits; and 

4 authenticating the mask set by comparing a hash value computed at the start of the 

transfer function-based mask set with a determined transfer unction of the hash value. 

341'0 20 
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1 16. The method of claim 13, Wherein said step of validating comprises the step of; 

comparing a digital signature at the start of the transfer function-based mask set with a 

determined transfer function of the digital signature. 

17. The method of claim 6, further comprising the steps of: 

selecting the mask set, including one or more masks having random or pseudo-random 

series of hits; and 

authenticating the mask set by comparing a digital signature at the start of the transfer 

function-based mask set with a determined transfer function of the digital signature. 

18. The method of claim 13, further comprising the step of: 

using a digital watermarl ing. technique to embed information that identifies ownership, 

uses or other information about the digital signal, into the digital signal; and 

4 wherein said step of validating is dependent on validation of the embedded information. 

1 19. The method of claim 6, further comprising the step of: 

2 computing a secure one way hash function of carrier signal data in the digital signal, 

3 wherein the hash function is insensitive to changes introduced into the carrier signal for the 

4 purpose of carrying the transfer function-based mask set, 

igmo,
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1 20. A method far protecting a digital signal, the digital signal including digital samples 

in a file format having an inherent granularity, comprising the steps of: 

creating a predetermined key caomprised of a transfer function-based mask set that cats

manipulate data at the inherent granularity of the file format of the underlying digitized samples; 

5 authenticating the predetermined key containing the correct transfer flank:non-based mask 

ti set during playback of the data; and 

metering the playback of the data to monitor content

21. The method of claim 20, whereinthe predetermined key is authenticated to 

authenticate message information 

22. A method to prepare for the scrambling of a sample stream of data, compr€sing the
Lt1 

steps of: 

generating a plurality of mask sets to be used for encoding, including a random primary 

4 mask, a random convolution mask and a random start of message delimiter; 

obtaining a transfer function to be implemented; 

generating a message bit stream to be encoded; 

7 loading the message bit stream, a st ga-cipher map truth table, the primal mask, the 

8 convolution mask and the start of message delimiter into memory; 

its7r4 22 
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9 initializing the state of a pri mask index, a convolution mask index, and a message 

10 bit index; and 

11 setting a message size equal to the total number of bits in the message bit stream. 

11 

23. A method to prepare for the encoding of stega-cipher information into a sample 

stream of data, comprising the steps of: 

generating a mask set to be used for nending, the set including a random primary mask, 

a random convolution mask, and a random start of message delimiter; 

obtaining a message to be encoded; 

compressing and encrypting the message if desired; 

generating a message bit strcam to be encoded; 

loading the message bit stream, a stega-cipher map truth table,the primary mask, the 

convolution mask and the start of message delimiter into tnemory; 

initializing the state f a primary ask index, a convolution mask index., and a message 

bit index; and. 

setting the message size equal to the total number of bits in the message bit stream. 

24. The method of claim 23 where the sample stream of data has a plurality of 

windows, further comprising the steps of 

calculating over which windows in mple stream h message will be encoded; 
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4 computing a secure one way hash function of the information in the calculated wind. 

5 the hash function generating hash values insensitive to changes in the samples induced by a 

6 stega-cipher; and 

7 encoding the computed hash values in an encoded stream of data. 

1 

typing; 

tal processing the initial series of random bits through an M15 algorithm; 

using the results of the MD5 processing to seed a triple-DES encryption loop; 

cycling through the triple-DES encryption loop, extracting the least significant bit of each 

result alter each cycle; acrd 

concatenating the triple-DES output bits into the random series of bits. 

1 26. A method for copy protection of digital information, the digital information 

2 including a digital sample and format information, comprising the steps of: 

3 identifying a portion of the digital sample to be encoded; 

4 

5 and 

rating an encoded digital sample from the identified portion of the digital sample; 

generating encoded digital information, including the encoded digital sample and the 

7 format information. 

1.5a201) 24 
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27. The method of claim 26, further comprising the step of requiring a predetermined 

key to decode the encoded digital sa p 

28. The method of claim 27, wherein the digital sample and format information are 

configured to he used with a digital player, and wherein information output from the digital 

player will have a degraded quality unless the encoded digital sample is decoded with the 

predetermined key. 

29. The method of claim 27, wherein information output will have non authentic 

message data unless the encode digital sample is decoded with the predetermined key. 

i 25 m(x) 
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ABSTRACT OF HE DISCLOSURE 

1 A method for combining transfer functions with predetermined key creation. In one 

2 embodiment, digital information, including a digital sample and format information, is protected 

3 by identifying and encoding a portion of the format information. Encoded digital information, 

4 including the digital sample and the encoded format information, is generated to protect the 

original digital information. In another embodiment, a digital signal, including digital samples in 
1,14 

a file format having an inherent granularity, is protected by creating a predetermined key. The 

predetermined key is comprised of a transfer function-based mask set to manipulate data at the 

inherent granularity of the file format of the underlying digitized samples. 

2 
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Applicant or Patentee: Scott A, Moskowitz 
Serial or Patent No.: not yet assigned 
Filed or Issued: herewith 

Attorney's Docket No.: 161)7/6 

METHOD FOR COMBINING TRANSFER FUNCTIONS WITH PREDETERMINED KEY 
CREATION 

VERIFIED STATEMENT (DECLARATION) CLAIMING SMALL ENTITY STATUS 
(37 C.F.R. § 1.9(c) & 1.27(b)) — INDEPENDENT INVENTOR 

As a below named inventor, 1 hereby declare that I qualify as an independent inventor as defined in 37 C.F.R. 1.9(c) for purposes of 
paying reduced fees under Section 41.(a) and (b) of Title 35, United States Code, to the Patent and Trademark Office with regard to 
the invention entitled METHOD FOR COMBINING TRANSFER FUNCTIONS WITH PREDETERMINED KEY 
CREATION described in 

l4 the specification tiled herewith 

• application serial no. 

O patent no.  , issued 

,. filed 

I have not assigned, granted, conveyed or licensed and arts under no obligation under contract or law to assign, gram, convey or 
license, any rights in the invention to any person who could not be classified as an independent inventor under 37 C,F.R. I.9(c) if 

gnat  person had made the invention, or to any concern which would not qualify as a small business concern under 37 C.F.R. 1.9(d) 
a nonprofit organization under 37 C.F.R. 1,9(e). 

..:÷1ach person, concern or organization to which I have assigned, granted, conveyed, or licensed or atn under an obligation under 
tteontract or law to assign, grant, convey, or license any rights in the invention is listed below; 

E No such person, concern, or organization exists. 
n Each such person, concern or organization is listed below' 

OTE: Separate yerinted statements are required front each named person, concern or organization having rights to the invention 
averring so their slaw as small entities (3.7 1_27). 

1.111., NAME: Scott .A§. Moskowitz  
WI I Collins Avenue #2505. Miami. Florida 3310 

lg INDIVIDUAL 0 SMALL BUSINESS CONCERN 0 NONPROFIT ORGANIZATION 

acknowledge the duty to file, in this application or patent, notification of any change in slams resulting in loss of entitlement to 
small entity status prior to paying, or at the time of paying, the earliest of the issue fee or any maintenance fee due after the date on 
which status as a small entity is no longer appropriate. (37 C.F.R. § 1.28(5)) 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and 
belief are believed to be true: and further that these statements were made with the knowledge that willful false statements and the 
like so made are punishable by fine or imprisonment, or both, under section 1001 of Title 18 of the United States Code, and that 
such willful false statements may jeopardize the validity of the application, any patent issuing thereon, or any patent to which this 
verified statement is directed. 

-7z? 
Seta Moskowitz. 

19466 

Date:  71.1 
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PTOiSSiOS ia3 ht) 
Appfewed tiSt4 ffirr..t4i)h 10131/n02. OMEI CES1-002 

Reese 40<ii a pluts sign t÷) tra,cie this ook 0 
U.S. Patent and Trademark Mee; DEPAR MENT OF COMMERCE 

Undo:. lite Paperwork Roduc&N.n Act of leab, no persona are r000ireo to respond to a collection of information unless It OiSDIRY!, s 3e1iin OMS cnntrot nienher. 

UTILITY 
PATENT APPLICATION 

TRANSMITTAL 

*s„. (Only for ;leo, rionprovisionaf epin.i;ciiior7.i: under 37 CFR 7,53(.)) 

APPLICATION ELEMENTS 

Soe MPEP chapter 500 concerrtirsv utiiity patent oppkotion contents, 

Assistant C=niissioner far Patents 
ADDRESS TO: Bak Patent Application 

Washington, DC 20231 

., 

2 

., 

  Fee Transmittal Form (e.g., PTO/Stre17) 7 CD-ROM or CD-R in doplir.ate, large table or 
i,- gaaaqa an a r igixof uad g 4 404144444 ,f4nr ,,,i,  WI...San) Computer Program tAtiperittlx) ri,i1 APpitcant claims srnail entity status, B. NucleotiCe ene.fOr ArdirtO Add Sequence Sdernission 

See 37 crR t.v. r _. .......... Of abOkabte, ail necessary) 5,,1 Specification [Total Pages 1 26 . ) Li i Computer Readable Form tCRF) a. i.,... 1 t,o;ened erangemsfe set foriblitiowy 8, 

- OftSetOtive title of the inverston b. Specification Sequence Listing on: 
- Cross Reefer= to Related Applications 
- Staternent Regarding Fed sponsored R & 0 i. 0 CO-ROM or CD-R (2 copies): or 
- Reference to sequence listing, a table, i i. 0 parr or a computer program sting appendix  ..., 
- Background of the invention a 1  Staternsvits verifying identity or above motes 

enef Summary of the invention 
•• Brief Description of the Drawings (if Net* ACCOMPANYING APPLICATION PARTS 
- Detaiied Description 
- ClRiirn(s) 
- Abstract of the Disclosure 

g. E T Assignment Papers (cover sheet 

10, 0 37 CFR 3.734)) State neat • ovhac there IS an essigneo; 

& docurnent(s)) 
—1 Poitver of 
— Attorney I

4. f]  Orewing(s) (3S U. S. C. 1/3) ( Total Sheets i , 1 1. Erig{ish Translation DcKturriem (if eg.iitic able) 

5. Oath or Declaration t Telei Pages t i 
Infonnaikm Disclosure 12. 

❑ Statement fiDS)/PT0-1449 
I Copies of IDS 

—j Cflations 

a. rAisfi Newiy execuhx1toriginet or coby) 
Cosy front a prior apkalioe (? CFR 1.63 (d)) 

b. (for conitattatieredivisione! with Box 18 completed) 

is 1-1 DEI..ETION OF INVENTOR(S) 

13. V  Preliminary Amendment 

Return Receipt Postcard (MPEP 5031 14, LJ  (Shotiki ev speacaliy itemized) 
Certifie‹), Coby of Priotihr Dotximenqs) 

16- 0 
CO4nad statement eta:Alert deltairn inventor(e) 
named in the psi°, tippketion, see 37 eFR 
1.63(d)(2) and 1,33(b). 

Appiistabon Data Sheet See 37 CFR 1.76 

(if foreign p.rforifty is claimed) 

15 1 Nonpublicalion Request under 35 U.S.C. 122 
(DX2Mi). Applicant mow attach term PTOISB,D5 

  or its equhratent. 
17, Li Other:  

18. if e CON TINUiNG APPLICATiON, chat* epproetiate box, end x1111)13010 requisite infortretiOn below and in a PrefeninarYarnerkiiments 
or in an "Vpiicatiun Data Sheet ur?ctr 37 CFR 1 .75: 

Eei CnnZtittanNT  .i,.....  Contht,:olc.,“•ini;ert;CiP) of OW **Wan/41 NO ' 09 i 046,627 ....... _ ...... ...,,_ 0 0 
_____________ Pficr eise,katien inheottecrr Fran,„„;  O. tyleislann  Grow Mtiair .....2,13? 

For CONTiNUATtON OR awmoma.1.- APPS only: The entire disotoeure of the prior application. from *Moir an oath or declaration is supplied untie! 
Box 3b, is considered s part of the disclosure of the sccompenying continuation or divitionat apaUcetion and to hereby incorporated by reference, 
The Incorporation 3  onty be ?eliedIrport when a portion has been insOvertently omitted trem the erAtinittect application patte. 

1 NCE ADDRESS — 

._„„..•Llmr3/  ctzto.'ov'ed4zrOntl 'Oi Bar Code LaSvi 
41.44., 

Y', \ 

s

..t. ED C-470$01nOVN;f: 8061)3,f. unity
't `as %Oi* 

Nemo f.A.Thlirf trAMMARA:(301Ci': 

Address

City  State Zip Code 

Country 
i 

I Telephone 1 Fax 

Attorney Docket No. 80391 .0003/'Con 

MOSKOWITZ First Inventor 

Title Method for Combining Transfer Functions... 

Express Mail Label No, 

Name (Print! Type) Floyd B. Chapman, Esq. I Registration No. (AltorneyAgent) 40,555 

SPtden Statense.nt: This tom is estimated to aae-(1.2 fours ontotete. Time wet very depending upon me needs of the inch case, Arty corprnentE on 

.Sionalore Date  25;2(.4%3 

thA amount ct time you are ftri.quffee to ccrnttate this form should be sent to the Chief informstion Officer, U.S, Patent and Trademark 0ifce, Wastkultert, OC 
20211.. CO NOT $ENO PEES OR COMPLETED rOhuS TO THIS ADDRFSS. SENO TO: Mont:ant Commissiotau tor Patent A3.1pticeNv, 
Washington, DC 20231. 
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CZ,* 
4CON 

itt)1
fif
64 

ect the Npenweek 

PTO/SC.117 (0$-03) 
Ataaoved for use birerace 04t30f2003, OMB 0651.0032 

U.S. Patent and Triddefflaft ()Moir; V.S. OEPARTMENT OF COMMERCE 

R" tu'C' f/ A° 0ii.1995$14 -.4tr'SX-Wt fOO,oirW to 511,290 100-L'01'12.;s1lort • ', 1.181a31.81lZLO11mS it.014Piala a valid 04.4B conic a$ number. 

Complete if Known 
FEE TRANSMITTAL 

for FY 2003 
Teorno 0170172001 Patent fees are $;/40::1 tu annual nwiSiOn. 

tItivlication Number 

Ring Date 

Unassigned 

June 24,:200$ 

Felt Named Inventor MOSKOWITZ 

tEcrezza Applicant claims sma5 entity status. See 37 CFR 1.27 
Examiner Name Unassigned 

TOTAL AMOUNT OF PAYMENT ($) 468.00 
Art Unit Unassigned 

80381.0003100N Attorney Oodiet 

METHOD OF PAYMENT fete,* all that appy) 

0 Check 

0  Deposit Accounts 

Caeiaosil 
A=unt 
tsittatheT 
Dep*Sil 
Asst zhi 
tarhtl 

The Olrector la authorized to; (check ail that appiy,1 

DChargo fee(51,exlicated below a Cicala any overpayments 

Di:merge any additionet e(x) during the pendency of Vas acatication 

OCtiarge ree(s1mdiested below. except far the filing fee 

to the abeme-identlied deposit accouni. 

Credit cord Monty 
Order 

Other r--IN„. 

50-1129 

Wiley Rein & Fiekiing UP 

• 

FEE CALCULATION 
1. BASIC F LING FEE 
Large Entity 
F Fee 

Steal! Entity 
t err F•s Fee Dowylitice Fee Paid 

1001 750 2001 375 tilitity tiling fee 375 
1002 330 2002 165 Oesign Ming tae 

1003 520 2003 260 Plant liEng fee 

1004 150 2304 375 Reissue Nag fee 

1005 160 2005 80 Provisional Wig fee 

SUBTOTAL (11 ($) 375.00 

2. EXTRA CLAIM FEES FOR UTILITY AND REISSUE 
Fee from 

faXis Fee Paid 
49 
404 

Total Ciaims 
indeivendent 
Caine: 
mu;note Oapendeint 

tsar e Coln 
Fee fee tee Fee .88.6.Ettalpt4tt 

Code ($) 

1202 18 2202 9 Caters in mice% Pt 20 

120 54 2201 42 Independent Oen:9 in excess of 3 

120.1 250 2203 140 Mtitkpie dependent dole, if not me 

1284 64 2704 42 Retssos indoenctent eteitas 
O ten crin into potent 

1205 15 7705 9 "Rokstie mom in excess er 22 

J 
X 42 

Aid ore? origis3e; ;isomer

SUBTOTAL (2) 1103.00 
*.p•nuninerpniyidesii pekit if gtecahc: Few RtliS.WrIS:. S•• above 

FEE CALCULATION (continued) 

3. ADDITIONAL FEES 
zt 3 

Fee Fee 
Code ($) 
1051 130 

1052 50 

1053 130 
1812 2,520 

1804 920' 

1506 1.840' 

1251 110 

1252 410 

1253 930 

1254 1.450 

1265 1.970 

1401 320 

1402 320 

1403 no 

1451 1,510 

1452 110 

1453 1,300 

1501 1.300 

1502 

1503 

1460 

1807 

16Q1 

8021 

Fee Fee 
Code ($) 

2051 55 Sem.harge -lase Mire) toe or oath 

2052 25 Suadtorge late es:MA:net fang fee or 
paver shoe; 

1053 130 Nesi.English specification 

1512 2,520 Foe firing a eara.a.sat tor as ome reexamination 

1804 920' Res ting publication of 5331 prior to 
Cxeminer action 

1605 1.640' Resit/acing okhccation of 53R after 
Examiner action 

2251 55 Extension for reply tiAthlnlicatmonth 
2252 205 'Extension for reply within second month 

2263 465 a xionsion for rei.41: with:4s thirst month 

2254 725 Extension for reply within fourth teOt9111 

2255 885 Extension fro reply trathin fifth per

Fee Description 

2401 160 Notice of Apprmt 

2402 140 FlItIft8 a rarefies raccoon of eta spsieoi 

2403 140 Request for erre hearing 

1461 1,61_8 Pothen to ireibtute S 7.4.eilic use proceeding 

2452 55 Pettion to revive - unavoidable 

2453 050 Petition la l'ItsiiVe • unintentions` 

2501 650 Utility issue fee (or misses) 
478 2602 235 Design Issue tee 

630 2503 315 Mont issue fee 

130 1460 130 Petitions to the Comint ioner 

50 i 1607 50 Frocessina fee uneter 37 CFR 1,1701 

150 1805 180 Suer iesion of inforrhapah Dipedowe sloe 

40 €,021 ,&,1 Recording each patent assignment per 
— property ;times number of ceepareee) 

1509 750 2500 375 Eating a submisSots alter final tejection 
(37 CFR 1.128(a)). 

1810 750 2515 375 For ea..) additional invention to tat 
examinee (3? CFR 1.129f211 

1501 750 2801 376 Reques for eirliiiii.2011 EXereinelibil (ROE) 
1802 900 £832 900 Request for expedited eaminaticto 

of e dories eppiicakon 

Other foe (spectrY) 
*Reettois.d by Basic riling Fee Paid SUBTOTAL (3) is) 

• 

51) SMITE° Ely 

Nemo i'F••,;(fype) 

Sign:diem

Floyd ra. Chapman 

a:474/ 162? 

fRe test:ration All 40.555
Mremei.)14osett 

(tmcEteta 
Telephone 202,719,7000 

Dahl I g444$.2-5; 200S 
WARNING: Information Ot3 his form may become public. Credit card Information shoulcrnet 
be included on this form. Provide credit card information and authorization an PTO-2038. 

This cniter.tien of information is required try 37 CFR 1.17 end 1.27. Tee information is rags:iced lo obtain of retain a were by the phi k. which 35 SC Ire fond py rte 
USPTO to btereeser) en application. COnfidettlitsity is rpacerried by 35 U.S.C. 122 and 37 CFR 1.34. Teas eolkediort Is estraeled to take 12 minutes to compate, 
inn:aiding gathering, propanng, and satenitting the completed 4.05:sates) AVM to the Time 'NM vary depending lapse die indAhhial case. My coalmen:a on 
the amount of tone you require le compiele (1) n form undies sug0ectune to. reducing this burden, should tie sent to the ChIef Information Meer, U.S. Patent and 
Trademark Ot?ce, U.S. Department of Cahuncrce, P.O. Box 1450, claosndria, VA 22313-1450. DO NOT SENO Ft Es OR CCPAPLETtiO FORMS TO •111.15 
ADDRESS. E6140 'TO: Commissioner for Patents, P.O. Box 1450, Aissandrta, VA 22313.1450. 

Attaa ch ment — Rage - 2 - of f 170- 199*"17'"c"Pli°1' 2. 
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NO ley Rein 4.% Fielding LLP 

1776 X STREET NW 

WASHINGTON. PC 2(J ti 

MAKE 201.70,700 

FAX 242.719.7049 

Virginia Offigt 

7925 ICUIS ItAittiOt DRIVE 

SUITE 620 

mni.eati: VA 2110 

PM3NE 703.P05.2800 

FAX 743.905,2820 

www,verf.c.ogt 

June 25, 2003 

VIA HAND DELIVERY 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Royci Chapman 
202.724.730 
knagenarattwitom 

Re: New Continuation Application 
(Continuation of 09/046,627) 
Inventor: Scott Moskowitz 
Title: Method for Combining Transfer Functions with. 
Predetermined Key Creation 
Attorney Docket: 80391.0003 

Please accord the enclosed application a filing date and. serial number. 

Applicant hereby claims priority as U.S, Application Serial No. 09/046,627, filed in the 
U.S, Patent Office on 24 April 1998, the entire contents of which is hereby incorporated 
by reference into this new continuation application. 

The following are attached: 

1) Utility Application Transmittal Form (1 page); 
2) Fee Transmittal Sheet authorizing a charge to our Deposit Account of 

$468.00 (1 page plus duplicate); 
3) Application Data Sheet (1 page); 
4) Preliminary Amendment (10 pages); 
5) Original specification (27 pages total-17 pages specification; 8 pages 

claims; 1. page abstract; 1 sheets of drawings); 
5) Declaration (3 pages); 
6) Stamped return receipt postcard. 
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Wiley Rein & Fielding LIP 

Commissioner of Patents 
June 25., 2003 
New Continuation based on 

Application. No. 09/046,627 
Page 2 

The undersigned authorizes the Commissioner to charge any additional fees to Deposit 
Account No. 50-1129. 

Respectfully submitted, 

Floyd Chapman, Esq. 
Reg. No. 40,555 

WITMAW 12091215.1 
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June 25, 2003 

VIA HAND DELIVERY 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Royci Chapman 
202.724.730 
knagenarattwitom 

Re: New Continuation Application 
(Continuation of 09/046,627) 
Inventor: Scott Moskowitz 
Title: Method for Combining Transfer Functions with. 
Predetermined Key Creation 
Attorney Docket: 80391.0003 

Please accord the enclosed application a filing date and. serial number. 

Applicant hereby claims priority as U.S, Application Serial No. 09/046,627, filed in the 
U.S, Patent Office on 24 April 1998, the entire contents of which is hereby incorporated 
by reference into this new continuation application. 

The following are attached: 

1) Utility Application Transmittal Form (1 page); 
2) Fee Transmittal Sheet authorizing a charge to our Deposit Account of 

$468.00 (1 page plus duplicate); 
3) Application Data Sheet (1 page); 
4) Preliminary Amendment (10 pages); 
5) Original specification (27 pages total-17 pages specification; 8 pages 

claims; 1. page abstract; 1 sheets of drawings); 
5) Declaration (3 pages); 
6) Stamped return receipt postcard. 
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Wiley Rein & Fielding LIP 

Commissioner of Patents 
June 25., 2003 
New Continuation based on 

Application. No. 09/046,627 
Page 2 

The undersigned authorizes the Commissioner to charge any additional fees to Deposit 
Account No. 50-1129. 

Respectfully submitted, 

Floyd Chapman, Esq. 
Reg. No. 40,555 

WITMAW 12091215.1 
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City: Miami 
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Citizenship: US 

Correspondence lnre>ntation 

Corte spondenee Customer Number: 29693 
Telephone Norther One: (202)719-7000 
Facsimile Narnbcr: (202)71940419 
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KEY CREA'TION 
Total Drawing Sheets: I sheet 
Docket Number.  80391.0003 
Application Type: Continuation Application. 
Formal Drawings:. Yes 

ft r..g.DItatlY,ektiottnation

Representative CVstorner Number: 29693 

Domestic Priority 

This application is a: continuation application of U.S. AppItcation Serial No. 091046,627 filed 24 April 
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Poteign Application One: 
Piling Date: 
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PATENT 
Atty. Docket: 80391.0003/Con 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: ) 
) 

Scott MOSKOWITZ. ) Group Art Unit: Unassigned. 
) 

Application Number: Unassigned ) Examiner: Unassigned 
) 

Filed: Herewith ) 

) 
Title: Method for Combining Transfer ) 

Functions with Predetermined Key 
Creation 

BOX Patent Application 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 223134450 

PRELIMINARY AMENDMENT 
Sir 

Prior to examination on the merits, please enter the following amendments to the 
application. 
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Serial No. Unassigned 
Atty. Docket. No.: 80391.0003/Con 

IN THE SPECIFICATION:

Please delete the section entitled "CROSS-REFERENCE TO RELATED 

APPLICATIONS" on page I, lines 10-14, of the originally filed application and insert the new 

section entitled "CROSS-REFERENCE TO RELATED APPLICATIONS" on page 1, at line 5: 

--This application is a continuation application of U.S. Patent Application Serial No. 

09/046,627 (now awaiting issuance), which is a continuation of U.S. Patent Application Serial 

No. 08/587,943, filed January 17, 1996, (which issued April 28,1998, as U.S. Patent No. 

5,745,943). The entire disclosure of U,S, Patent Application No. 09/046,627 is hereby 

incorporated by reference.--
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Serial No. Unassigned 
Atty. Docket No.: 80391.00031Cort 

IN THE CLAIMS: 

Please cancel claims 1-5 and 26-29 without prejudice to Applicant's right to seek 

allowance of said claims in a related application. 

Please amend claims as indicated below. 

Claims 1-5 canceled without prejudice 

6. (currently amended) A method for protecting a digital signal, comprising the 

ref: 

psoktima the digital signal ineltailifitcomplising digital data and aareples-ie-o-filc 

format intimaalioOuwing-awinhereatiram prising-the-step-ofi 

creating a predetermined key that manipulates the file format infonnationeempfiwil-ofit

tatf*feE4Iftetion-Jaaseit•ffifitik-set-te-ffitifitRililte.4031-at-the-iilhefeftt-gRif eariie44rfaat 

of-the-underlyinsgaligitized-samples;and

manipulating the the format information usine the pretietemnued key. 

7. (original) The method of claim 6, wherein the digital signal represents a 

continuous analog waveform. 

8. (original) The method of claim 6, wherein the predetermined key comprises 

a plurality of mask sets. 

3 
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Serial No. Unassigned 
Atty. Docket Na.: 80391.0003/Con 

9. (original) The method of claim 6, wherein the digital signal is a message to 

be authenticated. 

10. (currently amended) The method of claim 6, wherein the predetermined key 

comprises mask-gJet-is-eiphere4454-a key pair comprising a public key and a private key. 

11. (original) The method of claim 6, further comprising the step of: 

using a digital watermarking technique to encode information that identifies ownership, 

use, or other information about the digital signal, into the digital signal. 

12. (original) The method of claim 6, wherein the digital signal represents a still 

image., audio or video, 

13. (currently amended) The method of claim 6, wherein the predetermined key 

commises one or more mask sets hying random. or pseudo;  random series of bits the method 

further comprising the steps of 

seleeting-the-mosl iiietudinteti-e-or-inofe-fnasks-having-r-andetwor-pseudo-randoin 

series-ofhitvrand 

validating the one or more  mask sets at-the-start-ofttre-t-pansfer-Ainetion-based-ineek 

setbefore manipulating the file format information triille the predetermined key. 

4 
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Serial No. Unassigned 
Atty. Docket No.: 80391.0003/Con 

1.4. (currently amended) The method of claim 6, wherein the predetermined key 

comprises one or more  mask sets having, random orssendo-random series  of hits, the method 

further comprising the steps of: 

selee4ing the-inaf.-.1e-setT inetudinane-orinefe-ntaslea-hazArtg-r-a-ndetwor-pseude-fandoin 

series-ef-hit*-and 

validating the one or more mask sets at theft  theoteisfet-ft:testieft-base4-niesk 

setbefore manipulating the file format information using. the. predetermined key. 

15. (currently amended) The method of claim 6, lily 

comprises one or more mask sets having random or2seudo-randrn series of hits,the method 

further comprising the steps of: 

seleefing-the-mask-setr inolutlintoneiwntote-masks-havintrandem-or-psetucte-rantiom 

segies-of-bikii-affti 

generating a hash value  using the one or more masks sets and 

authenticating the ptle.pT Imre mask sets by comparing the generated ,a-hash value. with 

predetermined aotnputed-at-thestall-o.f•the4ansfet.--fttnetion-base4-mask-set-w-i-th-a-tietettnitied 

9Fifigef-funetion-ef-thelash value. 

16. (currently amended) The method of claim 13, wherein said step of validating 

comprises the steps of: 

generating a digital signature using the one or more mask sets: and 

comparing the digital signature with a predetermined digital signature. 
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Serial No. Unassigned 
Atty. Docket No.: 80391,0003/Con 

eompating-a-digite4-sitnettile-ut the staft-ef-Pihe--tfarisfer--funetion-bused-ratL4-set-witli-a 

detertnined-transfer-ftmetiort-ofthedigitat-sivature, 

17. (currently amended) The method of claim 6, Nvherein themedetennin.ed kev 

comprises one or Amore mask sets having random or pseudo-randorn series of bits. the method 

further comprising the oteps s.tcp, of: 

seleeting-the-mask-setrinelefling-ene-or-rnere-masks-hav,intrandomorTseude-retidom 

series-of-bits -and 

authenticating the one or -more mask sets by comparing a g ated  digital signature a 

he-star-t-of-the-tfausfef--fuaetioft-hasedinafik-set with a predetermined r

digital signature. 

18. (original) The method of claim 13, thrther comprising the step of: 

using a digital watermarking technique to embed information that identifies ownership, 

use, or other information about the digital signal, into the digital signal; and 

wherein said step of validating is dependent on validation of the embedded information. 

19. (currently amended) The method of claim 6, further comprising the step of 

computing a secure way hash function of carrier signal data in the digital signal, wherein 

the has function is insensitive to changes introduced into the carrier signal for-the-purpossof 

*miff:y=4101e. trans,fer44fietioff-baseil-tna -set-during file format. manipulation. 

20, (currently amended) A. method for protecting a digital signal, theifigita4-signal 

inclit4int,=-6iti4o-1--samples-in-a-4i-le-fefelat-lievint:-en-iallenk.iffeei4ea4y3 comprising the steps of: 

6 
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Serial No. Unassigned 
Atty. Docket No.: 80391.0003: Lon 

utpvidipg a digital  signal comprising di tkil data and  file format information; 

creating a predetermined key comprised comprising  a mask set of,a•transfet-funetion-

basedmaak-set4hat-eal,rmanipalate-data-m-the-innemant-gsanola ie•filo-fetmat-ef-the 

underlying-digitized-samples; 

manipulating the file format information using the predetemnned k§,y; 

authenticating the predetermined key aeriteifting-the4erreete-tfatisfer-fuftelien-betsedivtask 

set during playback of the digital data; and 

metering the playback of the digital data to monitor content. 

21. (currently amended) The method of claim 20, wherein the predetermined key is 

authenticated to authenticate message information. 

22. (currently amended) A method to prepare for the scrambling of a sample stream 

of data, comprising the steps of: 

generating a plurality of mask sets to be used for encoding, including a random primary 

mask, a random convolution mask and a random start of message delimiter; 

obtaining file format information about the sample stream of data; artransfer-fultotion-to 

be-implementedi 

generating a message bit stream to be encoded: 

loading the message bit stream, a stega-cipher map truth table, the primary mask, the 

convolution mask and the start of the message delimiter into memory; 

initializing the state of a primary mask index, a convolution mask index, and a message 

bit index; and 

setting a message size equal to the total number of bits in the message bit stream. 

7 
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Serial No, Unassigned 
Atty. Docket No.: 80391.0003/Con 

23. (original) A method to prepare for the encoding of stew-cipher information 

into a sample stream of data, comprising the steps of: 

generating a mask set to be used for encoding, the set including a random primary mask, 

a random convolution mask, and a random start of message delimiter; 

obtaining a message to be encoded; 

compressing and encrypting the message if desired; 

generating a message bit stream to be encoded; 

loading the message bit stream, a stega-cipher map truth table, the primary mask, the 

convolution mask and the start of message delimiter into memory; 

initializing the state of a primary mask index, a convolution mask index, and a message 

bit index; and 

setting the message size equal to the total number of bits in the message bit stream< 

24. (original) The method of claim 23 wherein the sample stream of data has a 

plurality of windows, further comprising the steps of 

calculating over which windows in the sample stream the message will be encoded; 

computing a secure one way hash function of. the information in the calculated windows, 

the hash function generating hash values insensitive to changes in the samples induced by a 

stega-cipher; and 

encoding the computed hash values in an encoded stream of data. 

Claims 25-29 (canceled without prejudice) 

8 
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Serial No. Unassigned 
Atty. Docket No.: 80391.0003/Con 

30. (new) A method for protecting digital data, where the digital data signal is 

organized into a plurality of frames, each frame having 1) a header comprising file format 

information and ii) at least a portion of the digital data, said method comprising the steps of 

creating a predetermined key to manipulate the file format information in one or 

more of the plurality of frames; and 

manipulating the file format information using the predetermined key in at least 

two of the plurality of frames, such that the digital data will be perceived by a human as 

noticeably altered if it is played without using a decode key to restore the tile format 

information to a prior state. 

31. (new) The method of claim 30, wherein the predetermined key comprises a 

private key that is associated with a key pair. 

9 
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Serial No. Unassigned 
Any, Docket No.: 80391.0003/Cort 

REMARKS 

Applicant requests entry of the amendments and submits that this application is in 

condition for allowance, and a notice to this effect is earnestly sought. 

If the Examiner believes that prosecution might be furthered by discussing the 

application with Applicant's representatives, in person or by telephone, we would welcome the 

opportunity to do so. 

Respectfully submitted, 

WILEY REIN & FIELDING 

Date: .94,01,4 0 

Wiley Rein & Fielding 
1776 K Street, N.W. 
Washington, D.C. 20006 
Telephone: (202) 220-7000 
Facsimile: (202) 220-7049 

WRFMAIN I208-2033.4 

By: 

10 
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METHOD FOR COMBINING TRANSFER FUNCTIONS 
WITH. PREDETERMINED KEY CREATION 

5 FIELD OF THE INVENTION 

The invention relates to the protection of digital information. More particularly, the 

invention relates to a method for combining transfer functions with predetermined key creation. 

0 .  OS S-RZEMEN_Cf.jaRELAIED APPLICAligaa 

This application claims the benefit of U.S. patent application Serial No.08/587,943, filed 

January 17, 1996, entitled "Method for. Stega-Cipher Protection of Computer Code," the entire 

disclosure of which is hereby incorporated by reference. 

15 

BACKG&QUND. QE.I.HrikLYEITLVE 

Increasingly, commercially valuable information is being created and stored in "digital" 

form. For example, music, photographs and video can all be stored and transmitted as a series of 

20 numbers, such as I's and 0's. Digital techniques let the original information be recreated in a 

very accurate manner. Unfortunately, digital techniques also let the information be easily copied 

without the information owner's permission. 
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• 

Because unauthorized copying is clearly a disincentive to the digital distribution of 

valuable information, it is important to establish responsibility fortopies and derivative copies of 

such works. For example, if each authorized digital copy of a popular song is identified with a 

unique number, any unauthorized copy of the song would also contain the number. This would 

S allow the owner of the information, such as a song publisher, to investigate who made the 

unauthorized copy. Unfortunately, it is possible that the unique number could be erased. or 

altered if it is simply tacked on at the beginning or end of the digital information. 

As will be described, known digital "watermark" techniques give creators and publishers 

of digitized multimedia content localized, secured identification and authentication of that 

10 content, In considering the various forms of multimedia content, such as "master," stereo, 

National Television Standards Committee (NTSC) video, audio tape or compact disc, tolerance 

of quality will vary with individuals and affect the underlying commercial and aesthetic value of 

the content. For example, if a digital version of a popular song sounds distorted, it will be less 

valuable to users. it is therefore desirable to embed copyright, ownership or . urchaser 

1 5 information, or some combination of these and related data, into the content in a way that will 

damage the content if the watermark is removed without authorization. 

To achieve these goals, digital watermark systems insert ownership information in a way 

that causes little or no noticeable effects, or "artifacts," in the underlying content signal. For 

example, if a digital watermarkis inserted into a digital version of a song, it is important that a 

20 listener not be bothered by the slight changes introduced by the watermark. It is also important 

for the watermark technique to maximize the encoding level and "location sensitivity" in the 

2 
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signal to force damage to the content signal when removal is attempted. Digital watermarks 

address many of these concerns, and research in the field has provided extremely robust and 

secure implementations, 

ghat has been overlooked in many applications described in the art, however, are 

systems which closely mimic distribution of content as it occurs in the real world. For instance, 

many watermarking systems require the original un-watermarked content signal to enable 

detection or decode operations. These include highly publicized efforts by NEC, Digit-nary and 

others. Such techniques are problematic because, in the teal world, original master copies reside 

in a rights holders vaults and are not readily available to the public. 

10 With much activity overly focused on watermark survivability, the security of a digital 

watermark is suspect. Any simple linear operation for encoding information into a signal may be 

used to erase the embedded signal by inverting the process. This is not a difficult task, especially 

when detection software is a plug-in freely available to the public, such as with Digimarc. In 

general, these systems seek to embed cryptographic information, not cryptographically•embed 

15 information into target media content. 

Other methods embed ownership information that is plainly visible in the media signal, 

such as the method described in US Patent No. 5,530,739 to Braudaway et al. The system 

described in Braudaway protects a digitized image by encoding a visible watermark to deter 

piracy. Such an implementation creates an immediate weakness in securing the embedded 

20 information because the watermark is plainly visible. Thus, no search for the embedded signal is 

necessary and the watermark can be more easily removed or altered. For example, while 
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certainly useful to some rights owners, simply placing the symbol "O" in the digital information 

would only provide limited protection. Removal by adjusting the brightness of the pixels 

forming the "ID" would not be difficult with respect to the computational resources required. 

Other relevant prior art includes US Patents No. 4,979,210 and 5,073,925 to Nagataet al., 

5 which encodes information by modulating an audio signal in the amplitude/time domain. The 

modulations introduced in the Nagata process carry a "copy/don't copy" message, which is easily 

found and circumvented by one skilled in the art. The granularity of encoding is fixed by the 

amplitude and frequency modulation limits required to maintain inaudibility. These limits are 

relatively low, making it impractical to encode more information using the Nagata process. 

10 Although US Patent No. 4(56,4;.0•14-to-Leightert-deseribes-a-ntearea-to preventeollusion 

attacks in digital watermarks, the disclosed method may not actually provide the security 

described. For-example, in cases where the watermarking technique is linear, the "insertion 

envelope" or "watermarking space" is well-defined and thus susceptible to attacks less 

sophisticated than collusion by unauthorized parties. Over-encoding at the watermarking 

15 encoding level is but one simple attack in such linear implementations. Another consideration 

not made by Leighton is that commercially-valuable content may already exist in a un-

watermarked form somewhere, easily accessible to potential pirates, gutting the need for any type 

of collusive activity. Digitally signing the embedded signal with preprocessing of watermark 

data is more likely to prevent successful collusion. Furthermore, a "baseline" watermark as 

20 disclosed is quite subjective. It is simply described elsewhere in the art as the "perceptually 

significant" regions of a signal. Making a watermarking function less linear or inverting the 

4 
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insertion of watermarks would seem to provide the same benefit without the additional work 

required to create a "baseline" watermark. Indeed, watermarking algorithms should already be 

capable of defining a target insertion envelope or region without additional steps. What is 

evident is the Leighton patent does not allow for initial prevention of attacks on an embedded 

5 watermark as the content is visibly or audibly unchanged. 

It is also important that any method for providing security also function with broadcasting 

media over networks such as the Internet, which is also referred to as "streaming." -Commercial 

"plug-in" products such as RealAudio and RealVideo, as well as applications by vendors 

VDONetand Xtremc, are common in such network environments. Most digital watermark 

• 10 implementations focus on common file base signals and fail to anticipate the security of streamed 

signals. It is desirable that any protection scheme be able to function with a plug-in player 

without advanced knowledge of the encoded media stream.. 

Other technologies focus solely on file-based security. These technologies illustrate the 

varying applications for security that must be evaluated for different media and distribution 

15 environments. Use of cryptolopes or cryptographic containers, as proposed by IBM in its 

Cryptolope product, and InterTrust, as described in U.S. Patents No. 4,827,508, 4,977,594, 

5,050,213 and 5,410,598, may discourage certain forms of piracy. Cryptographic containers, 

however, require a user to subscribe to particular decryption software to decrypt data. IBM's 

InfoMarket and InterTrust's DigiBox, among other implementations, provide a generalized 

model and need proprietary architecture to function. Every user must have a subscription or 

registration with the party which encrypts the data. Again, as a form of general encryption, the 
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data. is scrambled or encrypted without regard to the media and its formatting. Finally, control 

over copyrights or other neighboring rights is left with the implementing party, in this case, IBM, 

lnterTrust or a similar provider. 

Methods similar to these "trusted systems" exist, and Cerberus Central Limited and 

5 Liquid Audio, among a number of companies, offer systems which may functionally be thought 

of as subsets of IBM and InterTruat's more generalized security offerings. Both Cerberus and 

Liquid Audio propose proprietary player sofiwaxe which is registered to the user and "locked" in 

a manner parallel to the locking of content that is distributed via a cryptographic container< The 

economic trade-off in this model is that users are requited to use each respective-companies' 

10 proprietary player to play or otherwise manipulate content that is downloaded. if, as is the case 

presently, most music or other media is not available via these proprietary players and more 

companies propose non-compatible player formats, the proliferation of players will continue. 

Cerherus and Liquid Audio also by way of extension of their architectures provide for "near-CD 

quality" but proprietary compression. This requirement sterns from the necessity not to allow 

15 content that has near-identical data make-up to an existing consumer electronic standard, in 

Cerberus and Liquid Audio's case the so-called Red Book audio CD standard o116 bit 44.1 kHz, 

so that comparisons with the proprietary file may not yield how the player is secured. 

Knowledge of the player's file format renders its security ineffective as a file may be replicated 

and played on any common player, not the intended proprietary player of the provider of 

20 previously secured and uniquely formatted content. This is the parallel weakness to public key 
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crypto-systems which have gutted security if enough plain text and cipher text comparisons 

enable a pirate to determine the user's private key. 

Many approaches to digital watermarking leave detection and decoding control with the 

implementing party of the digital watermark, not the creator of the work to be protected. A set of 

secure digital watermark implementations address this fundamental control issue forming the 

basis of key-based approaches. These are covered by the following patents and pending 

applications, the entire disclosures of which are hereby incorporated by reference: US Patent No. 

5,613, 004 entitled "Steganographic Method and Device" and its derivative US patent application 

Serial No. 08/775,216, US patent application Serial No. 08/587,944 entitled "Human Assisted 

10 Random Key Generation and Application for Digital Watermark System," US Patent Application 

Serial No. 081587,943 entitled "Method for Stega-Cipher Protection of Computer Code," US 

patent application Serial No. 08/677,435 entitled "Optimization Methods for the Insertion, 

Protection, and Detection of Digital Watermarks in Digitized Data," and US Patent Application 

Serial No. 08/772,222 entitled "2-Transform Implementation of Digital Watermarks." Public 

15 key cn'pto-systems are described in US Patents No. 4,200,770, 4,218,582, 4,405,829 and 

4,424,414, the entire disclosures of which are also hereby incorporated by reference. 

In particular, an improved protection scheme is described in "Method for Stega-Cipher 

Protection of Computer Code," US patent application Serial No. 08/587,943. This technique 

uses the key-based insertion of binary executable computer code within a content signal that is 

20 subsequently, and necessarily, used to play or otherwise manipulate the signal in which it is 

encoded. With this system, however, certain computational requirements, such as one 'digital 
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player per digital copy of content, may be necessitated. For instance, a consumer may download 

many copies of watermarked content. With this technique, the user would also be downloading 

as many copies of the digital player program. While this form of security may be desirable for 

some applications, it is not appropriate in many circumstances. 

5 Finally, even when digital information is distributed in encoded form, it may be desirable 

to allow unauthorized users to play the information with a digital player, perhaps with a reduced 

level of quality. For example, a popular song may be encoded and freely distributed in encoded 

form to the public. The public, perhaps using commonly available plug-in digital players, could 

play the encoded content and hear the music in some degraded form. The music may sound 

1 choppy, or fuzzy or be degraded in some other way. This lets the public decide, based on the 

available lower quality version of the song, if they want to purchase a key from the publisher to 

decode, or "clean-up," the content. Similar approaches could be used to distribute blurry pictures 

or low quality video. Or even "degraded" text, in the sense that only authenticated portions of 

the text can be determined with the predetermined tey or a validated digital signature for the 

15 • intended message. 

In view of the foregoing, it can he appreciated that a substantial need exists fbr a method 

allowing encoded content to be played, with degraded quality, by a plug-in digital player, and 

solving the other problems discussed above. 
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LUMMARY OF THE INVENTION 

The disadvantages of the art are alleviated to a great extent by a method for combining 

transfer functions with predetermined key creation. In one embodiments digital information, 

5 including a digital sample and format information, is protected by identifying andeneoding a 

portion of the format information. Encoded digital information, including the digital sample and 

the encoded format information, is generated to protect the original digital information. 

In another embodiment, a digital signal, including digital samples in a file format having 

an inherent granularity, is protected by creating a predetermined key. The predetermined key is 

10 comprised of a transfer function-based mask set to manipulate data at the inherent granularity of 

the file format of the underlying digitized samples.. 

With these and other advantages and features of the invention that will become 

hereinafter apparent, the nature of the invention may be more clearly understood by 'reference to 

the following detailed description of the invention, the appended claims and to the several 

15 drawings attached herein. 

BRIEF DESCRIPTIQN OF THE pRAmmas 

FIG 1 is a block flow diagram of a method for copy protection or authentication of 

20 digital information according to an embodiment of the present invention. 

9 
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DETAILED DESCRIPTION 

In accordance with an embodiment of the present invention, a method combines transfer 

functions with.predetermined key creation. Increased security is achieved in the method by 

combining elements of "public-key steganography" with cryptographic protocols, which keep 

in-transit data secure by scrambling the data with "keys" in a manner that is not apparent to those 

with access to the content to be distributed. Because different forms of randomness are 

combined to offer robust, distributed security, the present invention addresses an architectural 

"gray space" between two important areas of security: digital watermarks, a subset of the more .

10 general. art of steganography, and cryptography. One form of randomness exists in the mask sets 

that are randomly created to map watermark data into an otherwise unrelated digital signal. The 

second forth ofrandomness is the random permutations of data formats used with digital players 

to manipulate the content with the predetermined keys. These forms can. be thought of as the 

transfer function versus the mapping function inherent to digital watermarking processes, 

15 According to an embodiment of the present invention, a predetermined, or randomly 

generated, key is used to scramble digital information in a way that is unlike known "digital 

watermark" techniques and public key crypto-systems. As used herein, a key is also referred to 

as a "mask set" which includes one or more random or pseudo-random series of bits. Prior to 

encoding, a mask can be generated by any cryptographically secure random generation process. 

20 A block cipher, such as a Data Encryption Standard (DES) algorithm, in combination with a 

sufficiently random seed value, such as one created using a Message Digest 5 (MDS) algorithm, 

10 
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emulates a cryptographically secure random bit generator. The keys are saved in a database, 

along with information matching them to the digital signal, for use in descrambling and 

subsequent viewing or playback. Additional file format or transfer property information is 

prepared and made available to the encoder, in a bit addressable manner. As well, any 

5 authenticating function can be combined, such as Digital Signature Standard MSS) or Secure 

Hash Algorithm (SHA). 

Using the predetermined key comprised of a transfer function-based mask set, the data 

representing the original content is manipulated at the inherent granularity of the file format of 

the underlying digitized samples. Instead of providing, or otherwise distributing, watermarked 

10 content that is not noticeably altered, a partially 'scrambled" copy of the content is distributed. 

The key is necessary both to register• the sought-after content and to descramble the content into 

its original. form. 

The present invention uses methods disclosed in "Method for &ego-Cipher Protection of 

Computer Code," US Patent Application Serial No. 010587,943, with respect to transfer 

15 functions related to the common file formats, such as PICT, TIFF, AIFF, WAV, etc. 

Additionally, in cases where the content has not been altered beyond being encoded with such 

functional data, it is possible for a digital player to still play the content because the file format 

has not been altered. Thus, the encoded content could still be played by a plug-in digital player 

as discrete, digitally sampled signals, watermarked or not. That is, the structure of the file can 

20 remain basically unchanged by the watermarking process, letting common file format based 

players work with the "scrambled" content. 

Ii 
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For example, the Compact Disc-Digital Audio (CD-DA) format stores audio information 

as a series of frames. Each frame contains a number of digital samples representing, for 

example, music, and a header that contains file format information. As shown in Fla 1, 

according to an embodiment of the present invention some of the header information can be 

5 identified and "scrambled" using the predetermined key at steps 110.to 130. The music samples 

can remain unchanged. Using thii technique, a traditional CD-DA player will be able to play a 

distorted version of the music in the sample. The amount of distortion will depend on the way, 

and extent, that the header, or file format, information has been scrambled. It would also be 

possible to instead scramble some of the digital samples while leaving the header information 

10 alone. in general, the digital signal would be protected by manipulating data at the inherent 

granularity, or "frames," of the CD-DA file format. To decode the information, a predetermined 

key is used before playing the digital information at steps 140 and ISO. 

A key-based decoder can act as a "plug-in" digital player of broadcast signal streams 

without foreknowledge of the encoded media stream. • Moreover, the data format orientation is 

15 used to partially scramble data in transit to prevent unauthorized descrambled access by decoders 

that lack authorized keys. A distributed key can be used to unscramble the scrambled content 

because a decoder would understand how to process the key. Similar to on-the-fly decryption 

operations, the benefits inherent in this embodiment include the fact that the combination of 

watermarked content security, which is key-based, and the descrarnbling of the data, can be 

20 performed by the same key which can be a plurality of mask sets. The mask sets may include 

primary, convolution and message delimiter masks with file format data included. 

12 
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The creation of an optimized "envelope" far insertion of watermarks provides the basis of 

much watermark security, but is also a complementary goal of the present invention. The 

predetermined or random key that is generated is not only an essential map to access the hidden 

information signal, but is also the descrambler of the previously scrambled signal's format for 

5 playback or viewing. 

In a system requiring keys for watermarking content and validating the distribution of the 

content, different keys may be used to encode different information while secure one way hash 

functions or one-time pads may be incorporated to secure the embedded signal. The same keys 

can be used to later validate the embedded digital signature„ or even fully decode the digital 

10 watermark if desired. Publishers can easily stipulate that content not only be digitally 

watermarked but that distributors must check the validity of the watermarks by performing 

digital signature-checks with keys that lack any other functionality. The system can extend to 

simple authentication of text in other embodiments. 

Before such a market is economically feasible, there are other methods for deploying 

15 key-based watermarking coupled with transfer functions to partially scramble the content to be 

distributed without performing full public key encryption, i.e., a key pair is not necessarily 

generated, simply, a predetermined key's function is created to re-map the data of the content. file 

in a lossless process. Moreover, the scrambling performed by the present invention may be more 

dependent on the file in question. Dissimilarly, encryption is not specific to any particular media 

20 but is performed on data. The file format remains unchanged, rendering the file useable by any 

conventional viewer/player, but the signal quality can be intentionally degraded in the absence of 

13 
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the proper player and key. Public-key encryption seeks to completely obscure the sensitive 

"plaintext" to prevent comparisons with the "ciptiertext" to determine a user's private keys. 

Centralized encryption only differs in the utilization of a single key for both encryption and 

decryption making the key even more highly vulnerable to attacks to defeat the .encryption 

5 process. With the present invention, a highly sought after photograph may be hazy to the viewer 

using any number of commonly available, nonproprietary software or hardware, without the 

authorized key. Similarly, a commercially valuable song may sound poor. 

The benefit of some form of cryptography is not lost in the present invention, in fact, 

some piracy can be deterred when the target signal may be known but is clearly being protected 

10 through scrambling. What is not anticipated by known techniques, is an ala carte method to 

change various aspects of file formatting to enable various "scrambled states" for content to be 

subsequently distributed. An image may lack all red pixels or may not have any of the most 

significant. bits activated. An audio sample can similarly be scrambled to render it 

less-than-commercially viable. 

15 The present invention also provides improvements over known network-based turthods, 

such as those used for the streaming of media data over the Internet. By manipulating file 

formats, the broadcast media, which has been altered to "fit" within electronic distribution 

parameters, such as bandwidth availability and error correction considerations, can be more 

effectively utilized to restrict the subsequent use of the content while in transit as well as 

20 real-time viewing or playing. 

14 
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The mask. set providing the transfer function can be mad on a per-use basis by issuing an 

authorized or authenticating "key" for descrambling the signal that is apparent to a viewer or a 

player or possessor of the authenticating key. The mask set can be read on a per-computer basis 

by issuing the authorized key that is more generalized for the computer that receives the 

S broadcast signals. Metering and subscription models become viable advantages over known 

digital watermark systems which assist in designating the ownership of a copy of digitized media 

content, but do not prevent or restrict. the copying or manipulation of the sampled signal in 

question. For broadcast or streamed media, this is especially the case. Message authentication is 

also possible, though not guaranteeing the same security as an encrypted file as with general 

10 crypt° systems. 

The present invention thus benefits from. the proprietary player model without relying on 

proprietary players. No new players will be necessary and existing multimedia tile formats can 

be altered to exact a measure of security which is further increased when coupled with digital 

watermarks. As with most consumer markets for media content, predominant file formats exist, 

15 de .facto, and corresponding formats for computers likewise exist. For a commercial compact 

disc quality audio recording, or 16 bit 44.1 kHz, corresponding file formats include: Audio 

Interchange File Format (AIFF), Microsoft WAN!, Sound Designer II, Sun's .au, Apple's 

Quicklime, etc. For still image media, formats are similarly abundant: TIFF, PICT, JPEG,•GIF, 

etc. Requiring the use of additional proprietary players, and their complementary file fbnnats, 

20 for limited benefits in security is wasteful. Moreover, almost all computers today are 

multimedia-capable, and this is increasingly so with the popularity of Intel's IvIM.X chip 

15 
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architecture and the PowerPC line of microchips. Because file formatting is fundamental in the 

playback of the underlying data, the predetermined key can act both as a map, for information to 

be encoded as watermark data regarding ownership, and a descrambler of the file that has been 

distributed. Limitations will only exist in how large the key must be retrofitted for a given 

5 application, but any manipulation of file format information is not likely to exceed the size of 

data required versus that for an entire proprietary player. 

As with previous disclosures by the inventor on digital.watennarking techniques, the 

present invention may be implemented with a variety of cryptographic protocols to increase both 

confidence and security in. the underlying system. A predetermined key is described as a set of 

10 masks. These masks may include primary, convolution and message delimiter mask. In 

previous disclosures, the functionality of these masks is defined solely for mapping. The present 

invention includes a mask set which is also controlled by the distributing party of a copy of a 

given media signal. 'Ibis mask set. is a transfer function which is limited only by the parameters 

of the file format in question. To increase the uniqueness or security of each key 1.1St.'d to 

15 scramble a given media file copy, a secure one way hash function can be used subsequent to 

transfer properties that are initiated to prevent the forging of a particular key. Public and private 

keys may be used as key pairs to fiarther increase the unlikeliness that a key may be 

compromised. 

These same cryptographic protocols can be combined with the embodiments of the 

20 present invention in administering streamed content that requires authorized keys to conetaly 

display or play the streamed content in an unscrambled manner. As with digital watermarking; 

16 
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symmetric or asymmetric public key pairs may be used in a variety of implementations. 

Additionally, the need for certification authorities to maintain authentic key-pair's -becomes a 

consideration for greater security beyond symmetric key implementations. The cryptographic 

protocols makes possible, as well, a message of text to be authenticated by a message 

5 authenticating function in a general computing device that is able to-ensure secure message 

exchanges between authorizing parties. 

Although various embodiments are specifically illustrated and described herein, it will be 

appreciated that modifications and variations of the present invention are covered by the above 

teachings and within the purview of the appended claims without departing from the spirit and 

10 intended scope of the invention. 
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What is claimed is: 

1 1. A method for copy protection of digital information, the digital information including 

2 a digital sample and format information, comprising the steps of: 

3 identifying a portion of the format information to be encoded; 

4 generating encoded format information from the identified portion of the format 

5 information; and 

6 generating encoded digital information, including the digital sample and the encoded 

7 format information. 

2. The method of claim f further comprising the step of requiring a predetermined key 

to decode the encoded format information. 

3. The method of claim 2, wherein the digital sample and format information are 

2 configured to be used with a digital player, and wherein information output from the digital 

3 player will have a degraded quality unless the encoded format information is decoded with the 

4 predetermined key. 

4. The method of claim 3, wherein the information output from the digital player 

2 represents a still image, audio or video. 

18 
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1 S. The method of claim 3, wherein the information output represents text data to be 

2 authenticated. 

6. A .method for protecting a. digital signal, the digital signal including digital samples in 

2 a file format having an inherent granularity, comprising the step of: 

3 creating a predetermined key comprised of a transfer function-based mask set to 

4 manipulate data at the inherent granularity of the file format of the underlying digitized samples. 

7. The method of claim 6, wherein the digital signal represents a continuous analog 

waveform. 

1 8. Theinethod of claim 6, wherein the predetermined key comprises a plurality of mask 

sets. 

9. The method of claim 6, wherein the digital signal is a message to be authenticated. 

1 10. The method of claim 6, wherein the mask set is ciphered by a key pair comprising a 

public key and a private key. 

1 
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11. The method of claim 6, further comprising the step of: 

2 using a digital watermarking technique to encode information that identifies ownership, 

3 use, or other information about the digital signal, into the digital signal, 

1 

2 video. 

12. The method of claim 6, wherein the digital signal represents a still image, audio or 

1 13 The method of claim 6, further comprising the steps of: 

2 selecting the mask set, including one or more masks having random or pseudo-random 

3 series of bits; and 

4 validating the mask set at the start of the transfer function-based mask set, 

1 14> The method of claim 13, wherein said step of validating comprises the step of: 

2 comparing a hash value computed at the' start of the transfer function-based mask set with 

3 a determined transfer function of the hash value. 

15. The method of claim 6, further comprising the steps of: 

2 selecting the mask. set, including one or more masks having random or pseudo-random 

3 series of bits; and 

4 authenticating the mask set by comparing a hash value computed at the start of the 

5 transfer function-based mask set with a determined transfer function of the hash value. 

20 
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1 16. The method of claim 13, wherein said step of validating comprises the step of: 

2 comparing a digital signature at the start of the transfer function-based mask set with a 

3 determined transfer timetion of the digital signature. 

1 17. The method of claim 6, further comprising the steps of: 

selecting the mask set, including one or more masks having random or pseudo-random 

3 series of bits; and 

4 authenticating the mask set by comparing a digital signature at the start of the transfer 

5 function-based mask set with a determined transfer function of the digital signature. 

1 18. The method of claim 13, further comprising the step of: 

using a digital watermarking technique to embed information that identifies ownership, 

3 use, or other information about the digital signal, into the digital signal; and 

4 wherein said step of validating is dependent on validation of the embedded information. 

1 19. The method of claim 6, further comprising the step of: 

2 computing a secure one way hash function of carrier signal data in the digital signal, 

3 wherein the hash function is insensitive to changes introduced into the carrier signal for the 

4 purpose of carrying the transfer function-based mask. set. 

'71 
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20. A method for protecting a digital signal, the digital signal including digital samples 

2 in a file format having an inherent granularity, comprising the steps of: 

3 creating a predetermined key comprised of a transfer function-based mask set that can 

4 manipulate data at the inherent granularity of the file format of the underlying digitized samples; 

5 authenticating the predetermined key containing the correct transfer function-based mask 

6 set during playback of the data; and 

metering the playback of the data to monitor content. 

1 21, The method of claim 20„ wherein the predetermined key is authenticated to 

2 authenticate message information 

22: A method to prepare for the scrambling of a sample stream of data, comprising the 

2 steps of: 

3 generating a plurality of mask sets to be used for encoding, including a random primary 

4 mask, a random convolution mask and a random stare of message delimiter; 

5 obtaining a transfer function to be implemented; 

6 generating a message bit stream to be encoded; 

7 loading the message bit stream, a stega-cipher map truth table, the primary mask, the 

8 convolution mask and the start of message delimiter into memory; 
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• 

9 initializing the state of a primary mask index, a convolution mask index, and a message 

bit index; and 

11 setting a message size equal to the total number of bits lit the message bit stream. 

1 23_ A method to prepare for the encoding of stega-cipher information into a sample 

2 stream of data, comprising the steps of 

3 generating a mask set to be used for encoding, the set including a random primary mask, 

4 a random convolution mask, and a random start of message delimiter; 

5 obtaining a message to be encoded; 

6 compressing and encrypting the message if desired; 

7 generating a message bit stream to be encoded; 

8 loatling_the _message bit stream, a stega-cipher map truth table, the primary mask, the 

9 convolution mask and the start of message delimiter into memory; 

U) initializing the state of a primary mask index, a'convolution mask lndex, and a message 

bit index; and 

12 setting the message size equal to the total number of bits in the message bit stream. 

24. The method of claim .23 wherein the sample stream of data has a plurality of 

2 windows, further comprising the steps of 

3 calculating over which windows in the sample stream the message will be encoded; 
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4 computing a secure one way hash function of the information in the calculated windows, 

5 the hash function generating hash values insensitive to changes in the samples induced by a 

6 stega-cipher; and 

7 encoding the computed hash values in an encoded stream of data. 

1 25. The method of claim 13, wherein said step ofselecting comprises the steps of: 

collecting a series of random bits derived from keyboard latency intervals in random 

3 typing; 

4 processing the initial series of random bits through an MDS algorithm; 

5 using the results of the MDS processing to seed a triple-DES encryption loop; 

cycling through the triple-MS encryption lo.op, extracting the least significant bit of each 

7 result after each cycle; and 

8 concatenating the triple-DES output bits into the random series of bits. 

26_ A method for copy protection of digital information, the digital information 

2 including a digital sample and format information, comprising the steps of: 

3 identifying a portion of the digital sample to be encoded; 

4 generating an encoded digital sample from the identified portion of the digital sample; 

5 and 

6 generating encoded digital information, including the encoded digital sample and the 

7 format information. 

24 
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1 27. The method of claim 26, further comprising the step of requiring a predetermined 

2 key to decode the encoded digital sample. 

1 28. The method of claim 27, wherein the digital sample and format information are 

2 configured to be used with a digital player, and wherein information output from the digital 

3 player will have a degraded quality unless the encoded digital sample is decoded with the 

4 predetermined key„ 

29. The method of claim 27„ wherein information output will have non authentic 

message data unless the encode digital sample is decoded with the predetermined key. 
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UM.010F  THE DISCLOSURE 

I A method for combining transfer functions with predetermined key creation. In one 

2 embodiment, digital information, including a digital sample and format information, is protected 

3 by identifying and encoding a portion of the format information. Encoded digital information, 

4 including the digital sample and the encoded format information, is generated to protect the 

5 original digital information. In another embodiment, a digital signal, including digital samples in 

$ a file format having an inherent granularity, is protected by creating a predetermined key. The 

7 predetermined key is comprised of a transfer function-based mask set to manipulate data at the 

13 inherent granularity of the file format of the underlying digitized samples. 

26 
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Attorney Docket No: 80391 .0003iCon, 

DECLARATION AND POWER OF ATTORNEY FOR PATENT APPLICATION 

As one of the below named inventors, I hereby declare that: 

My residence, post office address and citizenship is as stated below next to my name; 

I believe that I am the original, first and sole inventor (if only one name is listed below) or an 
original, first and joint inventor (if plural names are listed below) of the subject matter that is 
claimed and for which a patent is sought on the invention entitled: 

.METHOD FOR COMBINING TRANSFER FUNCTIONS 
WITH PREDETERMINED KEY CREATION 

the specification of which: is attached hereto, 
0 was filed on: 

as Application No,: 
and was amended on: 

I have reviewed and understand the contents of the above-identified specification, including 
the claims, as amended by any amendment referred to above. I acknowledge the duty to disclose 
information that is material to patentability as defined in 37 C.F,R. § 1.56, 

And I hereby authorize and request our agents, Wiley Rein & fielding LIP, whose address is 
set forth below, to insert above, the filing date and application number of said application when 
known. 

Prior Foreign Applitation(0 

I hereby claim foreign priority benefits under Title 35, United States Code, § I19(a)-(d) or 
§ 365(b) of any tbreign application(s) for patent or inventor's certificate, or § 365(a) of any PCT 
international application which designated at least one country other than the United States of 
America, listed below and have also identified below any foreign application(s) for patent or 
inventor's certificate having a filing date before that of the application on which priority is claimed: 

Country Application 
Number 

Date of Filing 
(day, month, yeari 
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(day, month, year) 

Priority Claimed 
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Attorney Docket No: 80391.0003/Con 

Prior Provisional Application(s) 

I hereby claim the benefit under Title 35, United States Code § 119(e) of any United States 
provisional application(s) listed below: 

Application 
Number 

Date of Filing 
(day, month, year) 

Prior United States Application(s) 

1 hereby claim the benefit under Title 35, 'United States Code, § 120 of any United States 
application(s), or § 365(c) of any KT international application designating the United States of 
America, listed below and, insofar us the subject matter of each of the claims of this application is 
not disclosed in the prior United States application in the manner provided by the first paragraph of 
Title 35, United States Code, § 112, 1 acknowledge the duty to disclose material information as 
defined inlItle 37, Code of Federal Regulations, § 1,56(a) which occurred between the filing date of 
the prior application and the national or PCT international filing date of this application: 

Application 
Number 

Date of Filing 
(day, month, year) 

Status — Patented, i 
 Pending, Abandoned I 

09/046,627 3/24/1998 Pending 1 
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 I 

hereby appoint, both jointly and severally, as my attorneys with full power of substitution 
and revocation, to prosecute this application and to transact all business in the Patent and Trademark 
Office connected herewith the following attorneys, their registration numbers being listed after their 
names: 

Floyd B. Chapman, Registration No. 40,555; David j. Kulik, Registration No. 36,576; James 
T. Bruce, 111, 'Registration No. 31,491; Gregory It Lyons, Registration No. 37,666; James H. 
Wallace„ Jr., Registration No. 25,541; Kristin Yohan.nan, Registration No. 38,665; Kevin Anderson, 
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51,599; Christopher Hale, Registration No. 48,940; John Kiazin, Registration No. 46,848; 
Christopher Mills, Registration No. 46,934; Mark Facella, Registration No. 46,974; and David 
Walker, Registration No. 43,976, all of 

Wiley Rein & Fielding LLP, 1776 K Stmt, N.W., Washington, i).C., 20006, associated with 
Customer Number 29693 

WILEY Wm &tznDfic UP 
I 774 K STREET., NI.W. 
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DATA PROTECTION METHOD AND DEVICE 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] This application is a divisional of U.S. Patent Application Serial No. 10/602,777, which 

is a continuation application of U.S. Patent Application Serial No. 09/046,627 (which 

issued July 22, 2003, as U.S. Patent No. 6,598,162); which is a continuation-in-part of 

U.S. Patent Application Serial No. 08/587,943, filed San. 17, 1996, (which issued April 

28, 1998, as U.S. Patent No. 5,745,943). The entire disclosure of U.S. Patent Application 

No. 09/046,627 (which issued July 22, 2003, as U.S. Patent No. 6,598,162) and U.S. 

Patent Application Serial No. 08/587,943, filed Jan. 17, 1996, (which issued April 28, 

1.998, as U.S. Patent No. 5,745,943) are hereby incorporated by reference in their 

entireties. 

FIELD OF THE INVENTION 

[00021 The invention relates to the protection of digital information. More particularly, the 

invention relates to a method and device for data protection. 

[0003] With the advent of computer networks and digital multimedia, protection of intellectual 

property has become a prime concern for creators and publishers of digitized copies of 

copyrightable works, such as musical recordings, movies, video games, and computer, 

software. One method of protecting copyrights in the digital domain is to use "digital 

watermarks. " 

[0004] The prior art. includes copy protection systems attempted at many stages in the 

development of the software industry. These may be various methods by which a 

software engineer can write the software in a clever manner to determine if it has been 

copied, and if so to deactivate itself. Also included are undocumented changes to the 

storage format of the content. Copy protection was generally abandoned by the software 

industry, since pirates were generally just as clever as the software engineers and figured 

out ways to modify the software and deactivate the protection. The cost of developing 

such protection was not justified considering the level of piracy which occurred despite 

the copy protection. 
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1.00051 Other methods for protection of computer software include the requirement of entering 

certain numbers or facts that may be included in a packaged software's manual, when 

prompted at start-up. These may be overcome if copies of the manual are distributed to 

unintended users, or by patching the code to bypass these measures. Other methods 

include requiring a user to contact the software vendor and to receive "keys" for 

unlocking software after registration attached to some payment scheme, such as credit 

card authorization. Further methods include network-based searches of a user's hard drive 

and comparisons between what is registered to that user and what is actually installed on 

the user's general computing device. Other proposals, by such parties as AT&T's Bell 

Laboratories, use "kerning" or actual distance in pixels, in the rendering of text 

documents, rather than a varied number of ASCII characters. However, this approrteh can. 

often be defeated by graphics processing analogous to sound processing, which 

randomizes that information. All of these methods require outside determination and 

verification of the validity of the software license. 

LOON Digital watermarks can be. used to mark each individual copy of a digitized work with 

information identifying the title, copyright holder, and even. the licensed owner of a 

particular copy. When marked with licensing and ownership information, responsibility is 

created for individual copies where before there was none. Computer application 

programs can be watermarked by watermarking digital content mources used in 

conjunction with images or audio data. Digital watermarks can be encoded with random 

or pseudo random keys, which act as secret maps for locating the watermarks. These keys 

make it impossible for a party to find the watermark without having the key. In addition, 

the encoding method can he enhanced to force a party to cause damage to a watermarked 

data stream when trying to erase a random-key watermark. Other information is disclosed 

in "Technology: Digital Commerce", Denise Caruso, New York Times, Aug. 7, 1995; 

and "Copyrighting in the Information Age", Harley Ungar, ONLINE MARKETPLACE, 

September 1995, Jupiter Communications, 

[00071 Additionally, other methods for hiding information signals in content signals, are 

disclosed in U.S. Pat. No. 5,319,735--Preuss et al.. and Pat. No. 5,379345--

Greenberg. 

100081 it is desirable to use a "ste,ga-cipher" or watermarking process to hide the necessary parts 
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or resources of the executable object code in the digitized sample resources. It is also 

desirable to further modify the underlying structure of an executable computer 

application, such that it is more resistant to attempts at patching and analysis by memory 

capture. A computer application seeks to provide a user with certain utilities or tools, that 

is, users interact with a computer or similar device to accomplish various tasks and 

applications provide the relevant interface. Thus, a level of authentication can also be 

introduced into software, or "digital products," that include digital content, such as audio, 

video, pictures or multimedia, with digital watermarks. Security is maximized because 

erasing this code watermark without a key results in the destruction of one or more 

essential parts of the underlying application, rendering the "program" useless to the 

unintended user who lacks the appropriate key. Further, if the key is linked to a license 

code by means of a mathematical fraction, a mechanism for identifying the licensed 

owner of an application is created. 

[0009) It is also desirable to randomly reorganize program memory structure intermittently 

during program run time, to prevent attempts at memory capture or object code analysis 

aimed at eliminating licensing or ownership information, or otherwise modifying, in an 

unintended manner, the functioning of the application. 

[0010) In this way, attempts to capture memory to determine underlying functionality or provide 

a "patch" to facilitate unauthorized use of the "application," or computer program, 

without destroying the functionality and thus usefulness of a copyrightable computer 

program can be made difficult or impossible. 

[0011] It is thus the goal of the present invention to provide a higher level of copyright security 

to object code on par with methods described in digital watermarking systems for 

digitized media content such as pictures, audio, video and multimedia content in its 

multifarious forms, as described in previous disclosures, "Steganographic Method and 

Device" Ser. No. 08/489,172, filed Jun. 7, 1995, now U.S. Pat. No. 5,613,004, and 

"Human Assisted Random Key Generation and Application for Digital Watermark 

System", Ser. No. 08/587,944, filed on Jan. 17, 1996, the disclosure of which is hereby 

incorporated by reference. 

[0012) It is a further goal of The present invention to establish methods of copyright protection 
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that can be combined with such schemes as software metering, network distribution of 

code and specialized protection of software that is designed to work over a network, such 

as that proposed by Sun Microsystems in their Hotiava browser and Java programming 

language, and manipulation of application code in proposed distribution of documents 

that can be exchanged with resources or the look and feel of the document being 

preserved over a network. Such systems are currently being offered by companies 

including Adobe, with their Acrobat software. This latter goal is accomplished primarily 

by means of the watermarking of font, or typeface, resources included in applications or 

documents, which determine how a bitmap representation of the document is ultimately 

drawn on a presentation device. 

[00131 The present invention includes an application of the technology of "digital watermarks." 

As described in previous disclosures, "Steganographic Method and Device* and "Human 

Assisted Random Key Generation and Application for Digital Watermark System," 

watermarks are partiettlarly suitable to the identification, metering, distributing arid 

authenticating digitized content such as pictures., audio, video and derivatives thereof 

under the description of "multimedia content." Methods have been described for 

combining both. cryptographic methods, and steganography, or hiding something in plain 

view.. Discussions of these technologies can be found in Applied Cryptography by Bruce 

Schneier and The Code Breakers by David Kahn. For more information on prior art 

public-key cryptosystems see U.S. Pat. No. 4,200,770 Diffie-Hellman, U.S. Pat, No, 

4,218,582 Hellman, US. Pat. No. 4,405,829 RSA, U.S. Pat. No. 4,424,414 Hainan 

Pohlig. Computer code, or machine language instructions, which are not digitized and 

have zero tolerance for error, must be protected by derivative or alternative methods, 

such as those disclosed in this invention, which. focuses on. watermarking with "keys" 

derived from license codes or other ownership identification information, and using the 

watermarks encoded with such keys to hide an essential subset of the application code 

resources. 

BACKGROUND OF THE INVENTION 

[0014) Increasingly, commercially valuable information is being created and stored in "digital' 

form.. For example, music, photographs and video can all be stored and transmitted as a 

series of numbers, such as l's and O's. Digital techniques let the original information be 
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recreated in a very -accurate manner. Unfintunately, digital techniques also let the 

information be easily copied without the information owner's permission. 

[0015] Because unauthorized copying is clearly a disincentive to the digital distribution of 

valuable information, it is important to establish responsibility for copies and derivative 

copies of such works. For example, if each authorized digital copy of a popular song is 

identified with a unique number, any unauthorized copy of the song would also contain 

the number. This would allow the owner of the information, such as a song publisher, to 

investigate who made the unauthorized copy. Unfortunately, it is possible that the unique 

number could be erased or altered if it is simply tacked on at the beginning or end of the 

digital information, 

[00161 As will be described, known digital "watermark" techniques give creators and publishers 

of digitized multimedia content localized, secured identification and authentication of 

that content. In considering the various forms of multimedia content, such as "master," 

stereo, National Television Standards Committee (NT SC} video, audio tape or compact 

disc, tolerance of quality will vary with individuals and affect the underlying commercial 

and aesthetic value of the content. For example, if a .digital version of is. popular song 

sounds distorted, it will be less valuable to users. it is therefore desirable to embed 

copyright, ownership or purchaser information, or some combination of these and related 

data, into the content in a way that will damage the content if the watermark is removed 

without authorization. 

[0017] To achieve these goals, digital watermark systems insert ownership information in a way 

that causes little or no noticeable effects, or "artifacts," in the underlying content signal. 

For example, if a digital watermark is inserted into a digital version of a song, it is • 

important that a listener not be bothered by the slight changes introduced by the 

watermark. It is also important for the watermark technique to maximize the encoding 

level and location sensitivity" in the signal to force damage to the content signal when 

removal is attempted. Digital watermarks address many of these concerns, and research 

in the field has provided extremely robust and secure implementations. 

[0018] What has been overlooked in many applications described in the art, however, are 

systems which closely mimic distribution of content as it occurs in the real world. For 
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instance, many watenntuting systems require the original un-watermarked content signal 

to enable detection or decode operations. These include highly publicized efforts by 

:Diginiarc and others. Such techniques arc problematic because, in the real world, 

original master copies reside in a rights holders vaults and are not readily available to the 

public. 

[00191 With much activity overly focused on watermark survivability, the security of a digital 

watermark is suspect. Any simple linear operation for encoding information into a signal 

may be used to erase the embedded signal by inverting the process. This is not a difficult 

task, especially when detection software is a plug-in freely available to the public, such as 

with Digimare. in general, these systems seek to embed cryptographic information, not 

cryptographically embed information into turget.media content. 

100201 Other methods embed ownership information that is plainly visible in the media signal, 

such as the method described in. U.S. Pat. No. 5,530,739 to Braudaway et a). The system 

described in :Braudaway protects a digitized image by encoding a visible watermark to 

deter piracy. Such an implementation creates an immediate weakness in securing the 

embedded information because the watermark. is plainly visible. Thus, no search .for the 

embedded signal is necessary and the watermark can be more easily removed or alter. 

For example, while certainly useful to some rights owners, simply placing the symbol 

"Cr in the digital information would only provide limited protection. Removal by 

adjusting the brightness of the pixels forming the "0" would not be difficult with respect 

to the computational resources required. 

[0021] Other relevant prior art includes U.S. Pat. No, 4,979,210 and 5,073,925 to Nagata et al„ 

which encodes information by modulating an audio signal in the amplitude/time domain. 

The modulations introduced in the Nagata process carry a c*copyidon't copy" message, 

which is easily found and circumvented by one skilled in the art. The granularity of 

encoding is fixed by the amplitude and frequency modulation limits required to maintain 

inaudibility, These limits are relatively low, making it impractical to encode more 

information using the Nagata process. 

100221 Although 'U.S. Pat. No. 5,661,018 to Leighton describes a means to prevent collusion 

attacks in digital. watermarks, the disclosed method may not actually provide the security 
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described. For-example, in cases where the watermarking technique is linear, the 

"insertion envelope" or "watermarking space" is well-defined and thus susceptible to 

attacks less sophisticated than collusion by unauthorized parties. Over-encoding at the 

watermarking encoding level is but one simple attack in such linear implementations. 

Another consideration not made by Leighton is that commercially-valuable content may 

already exist in a rut-watermarked Isom somewhere, easily accessible to potential pirates, 

gutting the need for any type of collusive activity. Digitally signing the embedded signal 

with preprocessing of watermark data is more likely to prevent successful collusion. 

Furthermore, a "baseline" watermark as disclosed is quite subjective. It is simply 

described elsewhere in the art as the "perceptually significant" regions of a signal. 

Making a watermarking function less linear or inverting the insertion of watermarks 

would seem to provide the same benefit without the additional work required to create a 

"baseline" watermark. Indeed, watermarking algorithms should already be capable of 

defining a target insertion envelope or region without additional steps. What is evident is 

the Leighton patent does not allow for initial prevention of attacks an an embedded 

watermark as the content is visibly or audibly unchanged. 

[00231 It is also important that any method for providing security also function with broadcasting 

media over networks such as the Internet, which is also referred to as "streaming." 

Commercial "plug-in" products such as RealAudio and RealVideo, as well as 

applications by vendors VDONet and Xtrerne, are common in such network 

environments.. Most digital watermark implementations focus on common file base 

signals and fail to anticipate the security of streamed signals. It is desirable that any 

protection scheme be able to function with a plug-in player without advanced knowledge 

of the encoded media stream. 

[00241 Other technologies focus solely on file-based security. These technologies illustrate the 

varying applications for security that must be evaluated for different media and 

distribution environments. Use of cryptolopes or cryptographic containers, as proposed 

by IBM in its Cryptolope product, and Inter Trust, as described in U.S. Pat. Nos.. 

4,827,508, 4,977,594, 5,050,213 and 5;410,598; may discourage certain forms of piracy. 

Cryptographic containers, however, require a user to subscribe to particular decryption 

software to decrypt data.. IBM's InfoMarket and Inter rust's DigiBox, among other 

implementations, provide a generalized model and need proprietary architecture to 
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function. Every user must have a subscription or registration with. the party which 

encrypts the data. Again, as a term. of general encryption, the data is scrambled or 

encrypted without regard to the media and its formatting. Finally, control over copyrights 

or other neighboring rights is left with the implementing party, in this case, IBM, 

InterTrust or a similar provider. 

(00251 Methods similar to these "trusted systems" exist, and Cerbertis Central Limited and 

Liquid Audio, among a number of companies, offer systems which may functionally be 

thought of as subsets of IBM and InterTrust's more generalized security offerings. Both 

Cerberus and Liquid Audio propose proprietary player software which is miistered to the 

user and "locked" in a manner parallel to the locking of content that is distributed via a 

cryptographic container. The economic trade-off in this model is that users are required to 

use each respective companies' proprietary player to play or otherwise manipulate content 

that is downloaded lf, as is the case presently, most music or other media is not available 

via these proprietary players and more companies propose non-compatible player 

formats, the proliferation of players will continue. Cerberus and Liquid Audio also by 

way of extension of their architectures provide for "near-CD quality" but proprietary 

compression. This requirement stems from the necessity not to allow content that has 

near-identical data make-up to an. existing consumer electronic standard, in Cerberus and 

Liquid Audio's case the so-called Red Book audio Cl) standard of 16 hit 44.1 kI12, so 

that comparisons with the proprietary file may not yield how the player is secured. 

Knowledge of the player's file format renders its security ineffective as a file may be 

replicated and played on any common player, not the intended proprietary player of the 

provider of previously secured and uniquely formatted content. This is the parallel 

weakness to public key crypto-systems which have gutted security if enough plain text 

and cipher text comparisons enable a pirate to determine the user's private key. 

[0026] Many approaches to digital watermarking leave detection and decoding control with the 

implementing party of the digital watermark, not the creator of the work to he protected. 

A set of secure digital watermark implementations address this fundamental control issue 

forming the basis of key-based approaches. These are covered by the following patents 

and pending applications, the entire disclosures of which are hereby incorporated. by 

reference: U.S. Pat. No. 5,613, 004 entitled "Steganographic Method and Device" and its 

derivative U.S. patent application Ser. No, 08/775,216 (which issued November 11, 1997, 
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as U.S. Patent No. 5,687,230, U.S. patent application Ser. No. 08/587,944 entitled 

"Human Assisted Random Key Generation. and Application for Digital Watermark 

System"(which issued October 13, 1998, as U,S, Patent No, 5,822,432), U.S. patent 

application Ser. No. 08/587,943 entitled "Method for Stega-Cipher Protection of 

Computer Code"(which issued April 28, 1998, as U.S. Patent No. 5,748,569), U.S, 

patent application Ser. No. 08/677,435 entitled 'Optimization Methods for the Insertion, 

Protection, and Detection of Digital Watermarks in. Digitized Data" (which issued March 

30, 1999, as U.S. Patent No. 5,889,868) and U.S. patent application Ser. No. 081772,222 

entitled "Z-Transform Implementation of Digital Watermarks"(which issued June 20, 

2000, as U.S. Patent No. 6,078,664). Public key crypto-systems are described in U.S. Pat. 

No. 4,200,770, 4,218,582, 4,405,829 and 4,424,414, the entire disclosures of which are 

also hereby incorporated by reference. 

[0027] In particular, an improved protection scheme is described in "Method for Stega-Cipher 

Protection of Computer Code," U.S. patent application Ser. No. 08/587,943 (which issued 

April 28, 1998, as U.S. Patent No. 5,748,569). This technique uses the key-based 

insertion of binary executable computer code within a content signal that is subsequently, 

and necessarily, used to play or otherwise manipulate the signal in which it is encoded. 

With this system, however, certain computational requirements, such as one digital player 

per digital copy of content, may be necessitated. For instance, a consumer may download 

many copies of watermarked content. With this technique, the user would also be 

downloading as many copies of the digital player program. While this form of security 

may be desirable for some applications, it is not appropriate in many circumstances. 

[0028] Finally, even when digital information is distributed in encoded form, it may be desirable 

to allow unauthorized users to play the information with a digital player, perhaps with a 

reduced level of quality. For example, a popular song may be encoded and freely 

distributed in encoded form to the public. The public, perhaps using commonly available 

plug-in digital players, could play the encoded content and hear the music in some 

degraded form. The music may-sound choppy, or fuzzy or be degraded in some other 

way. This lets the public decide, based on the available lower quality version of the song, 

if they want to purchase a key from the publisher to decode, or "clean-up," the content. 

Similar approaches could be used to distribute blurry pictures or low quality video. Or 

even "degraded" text, in the sense that only authenticated portions of the text can be 
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determined with the predetermined key or a validated digital signature for the intended 

message. 

[0029] In view of the foregoing, it can be appreciated that a substantial need exists for a method 

allowing encoded content to be played, with degraded quality, by a plug-in digital player, 

and solving the other problems discussed above. 

SUMMARY OF THE INVENTION 

[00301 The disadvantages of the art are alleviated to a great extent by a method for combining 

transfer functions with predetermined key creation. In one embodiment, digital 

information, including a digital sample and format information, is protected by 

identifying and encoding a portion of the format information. Encoded digital 

information, including the digital sample and the encoded format information, is 

generated to protect the original digital information. 

[0031] in another embodiment, a digital signal, including digital samples in a file format having 

an inherent granularity, is protected by creating a predetermined key. The predetermined 

key is comprised of a transfer function-based mask set to manipulate data at the inherent 

granularity of the file format of the underlying digitized samples. 

[0032] It is thus a goal of the present invention, to provide a level of security for executable code 

on similar grounds as that which can be provided for digitized samples. Furthermore, the 

present invention differs from the prior art in that it does not attempt to stop copying, but 

rather, determines responsibility for a copy by ensuring that licensing information. must 

be preserved in descendant copies from an original. Without the correct license 

information, the copy cannot function. 

[0033] An improvement over the art is disclosed in the present invention, in that the software 

itself is a set of commands, compiled by software engineer, which can be configured in 

such a manner as to tie underlying functionality to the license or authorization of the copy 

in possession by the user. Without such verification, the functions sought out by the user 

in the form of software cease to properly work. Attempts to tamper or "patch' substitute 

code resources can be made highly difficult by randomizing the location of said resources 

in memory on an intermittent basis to resist most attacks at disabling the system. 
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100341 With these and other advantages and features of the invention that will become 

hereinafter apparent, the nature of the .invention may be more clearly understood by 

reference to the following detailed description of the invention, the appended claims and 

to the several drawings attached herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0035] FIG. I is a block flow diagram of a method for copy protection or authentication of 

digital information according to an embodiment of the present invention. 

DETAILED DESCRIPTION 

100361 In accordance with an embodiment of the present invention, a method combines transfer 

functions with predetermined key creation. Increased security is achieved in the method 

by combining elements of ''public-key steganography" with cryptographic protocols, 

which keep in-transit data secure by scrambling the data with "keys" in a manner that is 

not apparent to those with access to the content to be distributed, Because different forms 

of randomness are combined to offer robust, distributed security, the present invention 

addresses an architectural "gray space" between two important areas of security: digital 

watermarks, a subset of the more general art of steganography, and cryptography. One 

form of randomness exists in the mask sets that are randomly created to map watermark 

data into an otherwise unrelated digital signal. The second form of randomness is the 

random permutations of data formats used with digital players to manipulate the content 

with the. predetermined keys. These forms can be thought of as the transfer function 

versus the mapping function inherent to digital watermarking processes. 

[0037) According to an embodiment of the present invention, a predetermined, or randomly 

generated, key is used to scramble digital information in a way that is unlike known 

"digital watermark" techniques and public key crypto-systems. As used herein, a key is 

also. referred to as a "mask set" Which includes one or more random or pseudo-random 

series of bits, Prior to encoding, a mask can be generated by any cryptographically secure 

random generation process. A block cipher, such as a Data Encryption Standard (DES) 

algorithm, in combination with a sufficiently random seed value, such as one created 

using a Message Digest 5 (M1)5) algorithm, emulates a cryptographically secure random 

bit generator. The keys are saved in a database, along with information matching them. to 
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the digital signal, for use. in (testa-ambling and subsequent viewing or playback. 

Additional file format or transfer property information is prepared and made available to 

the encoder, in a bit addressable manner. As well, any authenticating function can be 

combined, such as Digital Signature Standard (I)SS) or Secure Hash Algorithm (SHA). 

[00381 Using the predetermined key comprised of a transfer function-based mask set, the data 

representing the original content is manipulated at the inherent granularity of the file 

format of the underlying digitized samples. Instead of providing, or otherwise 

distributing, watermarked content that is not noticeably altered, a partially "scrambled" 

copy of the content is distributed. The key is necessary both to register the sought-after 

content and to descramble the content into its original form 

10039] The present invention uses methods disclosed in "Method for Stega-Cipher Protection of 

Computer Code," U.S. patent application Ser. No. 08/587,943 (which issued April 28, 

1998, as U.S. Patent No. 5,74,569), with respect to transfer fluidity's related to the 

common file formats, such as PICT, TIFF, AIM WAV, etc. Additionally, in cases where 

the content has not been altered beyond being encoded with such functional data, it is 

possible for a digital player to still play the content because the file format has not been 

altered. Thus, the encoded content could still be played by a plug-in digital player as 

discrete, digitally sampled signals, watermarked or not. That is, the structure of the file 

can remain basically unchanged by the watermarking process, letting common file format 

based players work with the "scrambled" content. 

t0040] For example, the Compact Disc-Digital Audio (CD-DA) format stores audio information 

as a series of frames. Each. frame contains a number of digital samples representing, for 

example, music, and a header that contains file format information. As shown in. FIG. I, 

according to an embodiment of the present invention sonic of the header information can 

be identified and "scrambled" using the predetermined key at steps 110 to 130. The music 

samples can remain unchanged. Using this technique, a traditional CD-DA player will be 

able to play a distorted version of the music In the sample. The amount of distortion will 

depend on the way, and extent, that the header, or file. format, information has been. 

scrambled. It would also be possible to instead scramble some of the digital samples 

while leaving the header information alone. In general, the digital signal would be 

protected by manipulating data at the inherent granularity, or "frames," of the CD-DA file 
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format. TO decode the information, a predetermined key is used belbre playing the digital 

information at steps 140 and 150. 

[0041] A key-based decoder can act as a "plug-in" digital player of broadcast signal streams 

without foreknowledge of the encoded media stream. Moreover, the data format 

orientation is used to partially scramble data in transit to prevent unauthorized 

descrambled access by decoders that lack authorized keys. A distributed key can be used 

to unscramble the scrambled content because a decoder would understand how to process 

the key. Similar to on-the-fly decryption operations, the benefits inherent in this 

embodiment include the fact that the combination of watermarked content security, which 

is key-based, and the descrambling of the data, can be performed by the same key which 

can be a plurality of mask sets. The mask sets may include primary, convolution and 

message delimiter masks with file format data included. 

[00421 The creation of an optimized "envelope" for insertion of watermarks provides the basis of 

much watermark security, but is also a complementary goal of the present invention. The 

predetermined or random key that is generated is not only an essential map to access the 

hidden information signal, but is also the descrarnbler of the previously scrambled 

signal's format for playback or viewing, 

[00431 In a system requiring keys for watermarking content and validating the distribution of the 

content, different keys may be used to encode different information while secure one way 

hash functions or one-time pads may be incorporated to secure the embedded signal. The 

same keys can be used to later validate the embedded digital signature, or even fully 

decode the digital watermark if desired. Publishers can easily stipulate that content not 

only be digitally watermarked but that distributors must check. the validity of the 

watermarks by performing digital signature-checks with keys that lack any other 

functionality. The system can extend to simple authentication of text in other 

embodiments. 

[00441 Before such a market is economically feasible, there are other methods for deploying key-

based watermarking coupled with transfer functions to partially scramble the content to 

be distributed without performing full public key encryption, a key pair is not 

necessarily generated, simply, a predetermined key's function is created to re-map the 
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data of the content tile in a lossless process. Moreover, the scrambling performed by the 

present invention may be more dependent on the tile in question. Dissimilarly, encryption 

is not specific to any particular media but is performed on data. The file format remains 

unchanged, rendering the file useable by any conventional viewer:/player, but the signal 

quality can be intentionally degraded in the absence of the proper player and key. Public-

key encryption seeks to completely obscure the sensitive "plaintext" to prevent 

comparisons with the "ciphertext" to determine a user's private keys. Centralized 

encryption only differs in the utilization of a single key for both encryption and 

decryption making the key even mom highly vulnerable to attacks to defeat the 

encryption process. With the present invention, a highly sought after photograph may be 

hazy to the viewer using any number of commonly available, nonproprietary software or 

hardware, without the authorized key. Similarly, a commercially valuable song may 

sound poor. 

[0045] The benefit of some form of cryptography is not lost in the present invention. In fact, 

some piracy can be deterred when the target signal may be known but is clearly being 

protected through scrambling. What is not anticipated by known techniques, is an ala 

carte method to change various aspects of file formatting to enable various "scrambled 

states" for content to be subsequently distributed. An image may lack all reel pixels or 

may not have any of the most. significant bits activated. An audio sample can similarly be 

scrambled to render it less-than-commercially 

[00461 The present invention also provides improvements over known network-based methods, 

such as those used for the streaming of media data over the Internet. By manipulating file 

formats, the broadcast media, which has been altered to "fit" within electronit.

distribution parameters, such as bandwidth availability and error correction 

considerations, can be more effectively utilized to restrict the subsequent use of the 

content While in transit as well as real-time viewing or playing. 

[00471 The mask set providing the transfer function can. be read on a per-use basis by issuing an 

authorized or authenticating "key" for deserambling the signal that is apparent to a viewer 

or a player or possessor of the authenticating key. The mask set can be read on a per-

computer basis by issuing the authorized key that is more generalized for the computer 

that receives the broadcast signals. Metering and subscription models become viable 
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advantages over known digital watermark systems which assist in designating the 

ownership of a copy of digitized media content, but do not prevent or restrict the copying 

or manipulation of the sampled signal in question. For broadcast or streamed media, this 

is especially the case. Message authentication is also possible, though not guaranteeing 

the same security as an encrypted file as with general crypto systems., 

[0048] The present invention thus benefits from the proprietary player model without relying on 

proprietary players. No new players will be necessary and existing multimedia file 

formats can be altered to exact a measure of security which is further increased when 

coupled with digital watermarks. As with most consumer markets for media content, 

predominant file formats exist, de facto, and corresponding formats for computers 

likewise exist. For a commercial compact disc quality audio recording, or 1.6 bit 44.1. 

kHz, corresponding tile formats include: Audio Interchange File Format (AWE), 

Microsoft WAV, Sound Designee II, Sun's ,au, Apple's Quicktime, etc. For still image 

media, formats are similarly abundant: TIFF, PICT, JPEG., CIF, etc. Requiring the use of 

additional proprietary players, and their complementary, file formats, for limited benefits 

in security is wasteful. Moreover, almost all computers today are multimedia-capable, 

and this is increasingly so with the popularity of inters MMX chip architecture and the 

PowerPC line of microchips. Because file formatting is fundamental in the playback of 

the underlying data, the predetermined key can act both as a map, for information to be 

encoded as watermark data regarding ownership, and a descrambler of the file that has 

been distributed. Limitations will only exist in how large the key must be retrofitted for a 

given application, but any maniptdution of file format information is not likely to exceed 

the size of data required versus that for an entire proprietary player. 

[0049] As with previous disclosures by the inventor on digital watermarking techniques, the 

present invention may be implemented with a variety of cryptographic protocols to 

increase both confidence and security in the underlying system. A predetermined key is 

described as a set of masks. These masks may include primary, convolution and message 

delimiter mask. In previous disclosures, the fimctionality of these masks is defined solely 

for mapping,. The present invention includes a mask set which is also controlled by the 

distributing party of a copy of a given media signal. This mask set is a transfer function 

which is limited only by the. parameters of the file format in question. To increase the 

uniqueness or security of each key used to scramble a given media file copy, a secure one 
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way hash function can. be used subsequent to transfer properties that are initiated to 

prevent the forging of a particular key. Public and private keys may be used as key pairs 

to further increase the unlikeliness that a key may be compromised. 

[0050] These same cryptographic protocols can be combined with the embodiments of the 

present invention in administering streamed content that requires authorized keys to 

correctly display or play the streamed content in an unscrambled manner. As with digital 

watermarking, symmetric or asymmetric public key pairs may be used in a variety of 

implementations, Additionally, the need for certification authorities to maintain authentic 

key-pairs becomes a consideration for greater security beyond symmetric key 

implementations. The cryptographic protocols makes possible, as well, a message of text 

to be authenticated by a message authenticating function in a general computing device 

that is able to ensure secure message exchanges between authorizing parties. 

[0051] An executable computer program is variously referred to as an application, from the point 

of view of a user, or executable object code from the point of view of the engineer. A 

collection of smaller, atomic (or indivisible) chunks of object code typically comprise the 

complete executable object code or application which may also require the presence of 

certain data resources. These indivisible portions of object code correspond with the 

programmers' function or procedure implementations in higher level languages, such as C 

or pascal. In creating an application,. a programmer writes "code" in a higher level 

language, which is then compiled down into "machine language," or, the executable 

object code, which can actually be run by a computer, general purpose or otherwise. Each 

function, or procedure, written in the programming language, represents a self-contained 

portion of the larger program, and implements, typically, a very small piece of its 

functionality. The order in which the programmer types the code for the various functions 

or procedures, and the distribution of and arrangement of these implementations in 

various files which hold them is unimportant. Within a function or procedure, however, 

the order of individual language constructs, which correspond to particular machine 

instructions is important, and so functions or procedures are considered indivisible fOr 

purposes of this discussion. That is, once a function or procedure is compiled, the order 

of the machine instructions which comprise the executable object code of the function is 

important and their order in the computer memory 'sof vital importance. Note that many 

"compilers" perform "optimizations' within flinetion.s or procedures, which determine, on 
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a limited scale, Willem is a better arrangement for executable instructions which is more 

efficient than that constructed by the progammer, but does not change the result of the 

function or procedure. Once these optimizations are performed, however, making random 

changes to the order of instructions is very likely to "break" the function. When a 

program is compiled, then; it consists of a collection of these sub-objects, whose exact 

order or arrangement in. Memory is not important, so long as any sub-object which uses 

another sub-object knows where in memory it can be found. 

[0052] The memory address of the first instruction in one of these sub-objects is called the "entry 

point" of the function or procedure. The rest of the instructions comprising that sub-

object immediately follow from. the entry point. Some systems may prefix information to 

the entry point which describes calling and return conventions for the code which 

follows, an example is the Apple Macintosh Operating System (MacOS). These sub-

objects can be packaged into what are referred to in certain systems as "cute resources," 

which may be stored separately from the application, or shared with other applications, 

although not necessarily. Within an application there are also data objects, which consist 

of some data to be operated on by the executable code. These data objects are not 

executable. That is, they do not consist. of executable instructions. The data objects can. be 

referred to in certain systems as ""resources." 

[00531 When a user purchases or acquires a computer program, she seeks a computer program 

that "functions" in a desired manner. Simply, computer software is overwhelmingly 

purchased for its underlying functionality. In contrast, persons who copy multimedia 

content, such as pictures, audio and video, do so for the entertainment or commercial 

value of the content. The difference between the two types of products is that multimedia 

content is not generally interactive, but is instead passive, and its commercial value 

relates more on passive not interactive or utility features, such as those required in 

packaged software, set-top boxes, cellular phones, VCRs, PDAs, and the like. Interactive 

digital products which include computer code may be mostly interactive but can also 

contain content to add to the interactive experience of the user or make the underlying 

utility of the software More aesthetically pleasing. It. is a common concern of both of 

these creators, both of interactive and passive multimedia products, that "digital 

products" can he easily and perfectly copied and made into unpaid or unauthorized 

copies. This concern is especially heightened when the underlying product is copyright 
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protected and intended for commercial use. 

[0054] `Me first method of the present invention described involves hiding necessary "parts" or 

code "resource? in digitized sample resources using a "digital watermarking" process, 

such as that described in the "Steganographic Method and Device" patent application. 

The basic premise for this scheme is that there are a certain sub-set of executable code 

resources, that comprise an application and that are "essential" to the proper function of 

the application. In general, any code resource can be considered "essential" in that if the 

program proceeds to a point where it must "call" the code resource and the code resource 

is not present in memory-, or cannot be loaded, then the program tails. However, the 

present invention uses a definition of "essential" which is more narrow. This is because, 

those skilled in the art or those with programming experience, may create a derivative 

program, not unlike the utility provided by the original program, by writing additional or 

substituted code to work around unavailable resources. This is particularly true with 

programs that incorporate an optional "plug-in architecture," where several code 

resources may be made optionally available at run-time. The present invention is also 

concerned with concentrated efforts by technically skilled people who can analyze 

executable object code and "patch" it to ignore or bypass certain code resources. Thus, 

for the present embodiment's purposes, "essential" means that the function which 

distinguishes this application from any other application depends upon the presence and 

use of the code resource in question. The best candidates for this type of code resources 

are NOT optional, or plug-in types, unless special care is taken to prevent work-arounds. 

[0055.] Given that there are one or more of these essential resources, what is needed to realize the 

present invention is the presence of certain data resources of a type which are amenable 

to the "stega-cipher" process described in the "Steganographie Method and Device" 

patent U.S. Pat. No. 5,613,004. Data which consists of image or audio samples is 

particularly useful. Because this data consists of digital samples, digital watermarks can 

be introduced into the samples. What is further meant is that certain applications include 

image and audio samples which are important to the look and feel of the program or are 

essential to the processing of the application's functionality when used by the user. These 

computer programs arc familiar to users of computers but also less obvious to users of 

other devices that run applications that are equivalent in some measure of functionality to 

general purpose computers including, but not limited to, set-top boxes, cellular phones, 
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"smart televisions," PDAs and the like. However, programs still comprise the underlying 

"operating systems" of these devices and are becoming more complex. with increases in 

functionality. 

[0056] One method of the present invention is now discussed. When code and data resources are 

compiled and assembled into a precursor of an executable program the next step is to use 

a utility application for final assembly of the executable application. The programmer 

marks several essential code resources in a list displayed by the utility. The utility will 

choose one or several essential code resources, and encode them into one or several data 

resources using the stegacipher process. The end result will be that these essential code 

resources are not stored in their own partition, but rather stored as encoded information in 

data resources. They are not accessible at run-time without the key. Basically, the 

essential code resources that provide functionality in the final end-product, an executable 

application or computer program, are no longer easily and recognizably available for 

manipulation by those seeking to remove the underlying copyright or license, or its 

equivalent information, or those with skill to substitute alternative code resources to 

"lome" the application program to run as an unauthorized copy. For the encoding of the 

essential code resources, a "key" is needed. Such a key is similar to those described in 

U.S. Pat. No. 5,613,004, the "Steganographic Method and Device" patent. The purpose of 

this scheme is to make a particular licensed copy of an application distinguishable from 

any other. It is not necessary to distinguish every instance of an application, merely every 

instance of a license. A licensed user may then wish to install multiple copies of an 

application, legally or with authorization. This method, then, is to choose the key so that 

it corresponds, is equal to, or is a function of, a license code or license descriptive 

information, not just a text file, audio clip or identifying piece of information as desired 

in digital watermarking schemes extant and typically useful to stand-alone, digitally 

sampled content. The key is necessary to access the. underlying code, i.e., what the user 

understands to be the application program. 

[0057] The assembly utility can be supplied with a key generated from a license code generated 

for the license in question. Alternatively, the key, possibly random, can be stored as a 

data resource and encrypted with a derivative of the license code. Given the key, it 

encodes one or several essential resources into one or several data: resources. Exactly 

which code resources are encoded into Mich data resources may be determined in a 
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random or pseudo random manner. Note further that the application contains a code 

resource which performs the .function of decoding an encoded code resource from a data 

resource. The. application must also contain a data resource which specifies in which data 

resource a particular code resource is encoded. This data resource is creatml and added at 

assembly time by the assembly utility. The application can then operate as &flows; 

100581 1) when it is run for the first time, after installation, it asks the user for 

personalization information, which includes the license code. This can include a 

particular computer configuration; 

[0059) 2) it stores this information in a personalization data resource; 

[0060) 3) Once it has the license code, it can then generate the proper decoding key to 

access the essential code resources. 

[00611 Note that the application can be copied in an uninhibited manner, but must contain the 

license code issued to the licensed owner, to access its essential code resources. The goal 

of the invention, copyright protection of computer code and establishment of 

responsibility for copies, is thus accomplished. 

100621 This invention represents a significant improvement over prior art because of the inherent 

difference in use of purely informational watermarks versus watermarks which contain 

executable object code. If the executable object code in a watermark is essential to an 

application which accesses the data which contains the watermark, this creates an 

none situation. Either the user must have the extracted watermark, or the application 

cannot be used, and hence the user cannot gain full access to the presentation of the 

information in the watermark bearing data. In order to extract a digital watermark, the 

user must have a key. The key, in turn, is a function of the license information for the 

copy of the software in question. The key is fixed prior to final assembly of the 

application files, and so cannot be changed at the option of the user. That, in turn, means 

the license information in the software copy must remain fixed, so that the correct key is 

available to the software. The key and the license information are, in fact, 

interchangeable. One is merely more readable than the other. In U.S. Pat. No. 5,613,004, 

the "Steganographic Method and Device, patent", the possibility of randomization erasure 

attacks on digital watermarks was discussed. Simply, it is always possible to erase a 
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digital watermark, depending on how much damage you are willing to do to the 

watermark-hearing content stream. The present invention has the significant advantage 

that you must have the watermark to be able to use the code it contains. If you erase the 

watermark you have lost a key piece of the functionality of the application, or even the 

means to access the data which bear the. watermark. 

[00631 A preferred embodiment would be implemented in an embedded system, with a minimal. 

operating system and memory. No media playing "applets," or smaller sized applications 

as proposed in new operating environments envisioned by Sun Microsystems and the 

advent of Sun's Java operating system, would be permanently stored in the system, only 

the bare necessities to operate the device, download information, decode watermarks and 

execute the applets contained in them. When an applet is finished executing, it is erased 

from memory. Such a system would guarantee that content which did not contain 

readable watermarks could not be used. This is a powerful control mechanism for 

ensuring that content to be distributed through such a system contains valid watermarks. 

Thus, in such networks as the Internet or set-top box controlled cable systems, 

distribution and exchange of content would be made more secure from unauthorized 

copying to the benefit of copyright holders and other related parties. The system would 

be enabled to invalidate, by default, any content which has had its watermark(s) erased, 

since the watermark conveys, in addition to copyright information, the means to fully 

access, play, record or otherwise manipulate, the content. 

[0064] A second method according to the present invention is to randomly re-organize program 

memory structure to prevent attempts at memory capture or object code analysis. The 

object of this method is to make it extremely difficult to perform memory capture-based 

analysis of an executable computer program. This analysis is the basis for a method of 

attack to defeat the system envisioned by the present invention. 

[0065] Once the code resources of a program are loaded into memory, they typically remain in a 

fixed position, unless the computer operating system finds it necessary to rearrange 

certain portions of memory during "system time," when the operating system code, not 

application code, is running. Typically, this is done in low memory systems, to maintain 

optimal memory utilization. The MacOS for example, uses Handles, which are double-

indirect pointers to memory locations, in order to allow the operating system to rearrange 
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memory transparently, underneath a running program. if a computer Sri• contains 

countermeasures against unlicensed copying, a skilled technician. can often take a 

snapshot of the code in memory, analyze it, determine which instructions comprise the 

countermeasures, and disable them in the stored application file, by means of a "patch." 

Other applications for designing code that moves to prevent scanning-tunnelling 

microscopes, and similar high sensitive hardware for analysis of electronic structure of 

microchips running code, have been proposed by such parties as Wave Systems. Designs 

of Wave Systems' microchip are intended for preventing attempts by hackers to 

"photograph" or otherwise determine "burn in" to microchips for attempts at reverse 

engineering. The present invention seeks to prevent attempts at understanding the code 

and its organization for the purpose of patching it. Unlike systems such as Wave 

Systems', the present invention seeks to move code around in such a manner as to 

complicate attempts by software engineers try reengineer a means to disable the methods 

for creating licensed copies on any device that lacks "trusted hardware.' Moreover, the 

present invention concerns itself with any application software that may be used in 

general computing devices, not chipsets that are used in addition to an underlying 

computer to perform encryption. Wave Systems' approach to security of software, if 

interpreted similarly to the present invention, would dictate separate microchip sets for 

each. piece of application software that would be tamperproof. This is not consistent with 

the economics of software and its distribution, 

[0066j Under the present invention, the application contains a special code resource which 

knows about all the other code resources in memory. During execution time, this special 

code resource:, called a "memory scheduler," can be called periodically, or at random or 

pseudo random intervals, at which time it intentionally shuftles the other code resources 

randomly in memory, so that someone trying to analyze snapshots of memory at various 

intervals cannot be sure if they are looking at the same code or organization from one 

"break" to the next. This adds significant. complexity to their job. The scheduler also 

randomly relocates itself when it is finished. In order to do this, the scheduler would have 

to first copy itself to a new location, and then specifically modify the program counter 

and stack frame, so that it could then jump into the new copy of the scheduler, but return 

to the correct calling frame. Finally, the scheduler would need to Maintain a list of all 

memory addresses which contain the address of the scheduler, and change them to reflect 
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its new location. 

[0067) The methods described above accomplish the purposes of the invention—to make it hard 

to analyze captured memory containing application executable code in order to create an 

identifiable computer program or application that is different from other copies and is 

less susceptible to unauthorized use by those attempting to disable the underlying 

copyright protection system. Simply, each copy has particular identifying information 

making that copy different from ail other copies. 

[0068) Although various embodiments are specifically illustrated and described herein, it will be 

appreciated that modifications and variations of the present invention are covered by the 

above teachings and within the purview of the appended claims without departing from 

the spirit and intended scope of the invention. 
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What is claimed is: 

1. (original) A method for copy protection of digital information, the digital information 

including a digital sample and format information, comprising the steps of: 

identifying a portion of the format information to be encoded; 

generating encoded format information from the identified portion of the format information; and 

generating; encoded digital information, including the digital sample and the encoded format 

information. 

2. (original) The method of claim 1, further comprising the step of requiring a predetermined key 

to decode the encoded format information. 

3. (original) The method of claim 2, wherein the digital sample and format information are 

configured to be used with a digital player, and wherein information output from the 

digital player will have a degraded quality unless the encoded format information is 

decoded with the predetermined key. 

4. (original) The method of claim 3, wherein the information output from the digital player 

represents a still image, audio or video. 

5. (original) The method of claim 3, wherein the information output represents text data to be 

authenticated. 

Claims 6 31 (cancelled without prejudice to Applicant's right to seek allowance of said claims 

in a related application) 

32. (new) A method for copy protection of software comprising: embedding the software with a 

watermark wherein the embedded software operates in a manner substantially the same as 

the software prior to the embedding step. 

33. (new) The process of claim 32, wherein the step of embedding the software with a watermark 

increases the complexity of code analysis andfor tampering with the software„ 

34. (new) The process of ebtim 32, wherein the watermarked software queries a user for 

personalization information during installation of the software 

35. (pew) The process of claim 32, wherein the watermark is accessible with a key. 
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36. (new) The process of claim 35, wherein the key enables authorized use of the watermarked 

software. 

37. (new) The process according to claim 35, wherein the key and license information are 

interchangeable. 

38. (new) The process according to claim 32, wherein the step of embedding the software with a 

watermark is performed during execution of the software, 

39. (new) The process according to claim 32, wherein the step of embedding the software with a 

watermark modifies the structure of the software being embedded. 

40. (new) An article of manufacture comprising a machine readable medium, having thereon 

stored instructions adapted to be executed by a processor, which instructions when 

executed result in a process comprising: receiving potentially watermarked software; and 

identifying the software by extracting the watermark. 

41. (new) The article of manufacture of claim 40, wherein the watermark is associated with 

information fixed prior to distribution of the watermarked software. 

42. (new) The article of manufacture of claim 40, wherein the watermark affects functionality of 

the watermarked software. 

43. (new) The article of manufacture of claim 40, wherein the extracted watermark enables 

generation of a key. 

44. (new) The article of manufacture of claim 43, wherein the generated key and licensing 

information are associated. 

4S. (new) The article of manufacture of claim 40, further comprising limiting functionality of the 

software if the watermark cannot be extracted. 

46. (new) A method for watermarking software comprising: determining the structure a plurality 

of code contained in the software; and configuring at least a portion of the plurality of 

code according to a watermarking process. 

47. (new) The process of claim 46, wherein the watermarking process further comprises inserting 

information into the software after installation. 

48. (new) The process of claim 46, wherein the watermarking process configures the at least a 

portion of the plurality of code according to a key< 

Attachment 15 Page 27 of 104 

DISH-Blue Spike-602
Exhibit 1005, Page 0411



49. (pew) The process of claim 46, wherein the watermarking process increases the complexity 

of code analysis and/or tampering with the software, 

50. (new) The process of claim 46, wherein the watermarking process is selected from the group 

comprising: data hiding, steganography or steganographic ciphering. 

51. (new) The process of claim 46, wherein the watermarking process is applied during 

execution of the software. 

52. (new) A system for copy protection of software comprising the steps of: associating license 

information with a copy of a software application; encoding the associated license 

inftirmation into the copy of the software application using a watermarking process; 

providing the copy of the software application having license information encoded 

therein to a user; and, comparing information received by a user with the encoded license 

information. 

53. (new) The system of claim 52, wherein the encoding is controlled by a key.. 

54. (new) The system of claim 52, wherein the step of comparing the user supplied information 

with the encoded license information enables authorization of the software, 

55. (new) The system of claim 53, wherein the key is fixed prior to distribution of the software. 

56. (new) The system of claim 52, wherein the license information comprises code which affects 

functionality of the watermarked software. 

51% (new) The system of claim 52, wherein the watermark software is resistant to code analysis 

and/or tampering. 

Attachment 15 Page 28 of 104 

DISH-Blue Spike-602
Exhibit 1005, Page 0412



PAIALIQIEC:1193/MEIIMANIDENICE. 

Abstract of the Disclosure 

An apparatus and method for encoding and decoding additional information into a digital 

information in an integral manner. More particularly, the invention relates to a method and 

device for data protection. 
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DATA PROTECTION NIETIIOD AND DEVICE 

CROSS-REFERENCE TO RELATED APPLICATION'S 

[000I1 This application is a divisional of U.S. Patent Application Serial No. 10/602.777. [[This 

application]] which is a continuation application of U.S. Patent Application Serial No. 

• 09/046,627 ([[now awaiting issuance]] which issued July 22, 2003. as U.S. Patent No. 

'263983621 which is a continuation-in-part of U.S. Patent Application Serial No. 

081587,943, filed Jan. 17, 19%, (which issued April 28, 1998, as U.S. Patent No. 

5,745,943), The entire disclosure of U.S. Patent Application No, 09/046,627 (which 

issued July 22. 2003 as U.S. Patent No. 6.598,1621 and U.S. Patent Application Serial 

No. 08/587,943, filed Jan. 17, 1996, (which issued April 28, 1998, as U.S. Patent No. 

5,745,943) [[is]] aLe hereby incorporated by reference in their entireties. 

FIELD OF TIN INVENTION 

.[0002] The invention relates to the protection of digital information. More particularly, the 

invention relates to a method [[tor combining transfer functions with predetermined key 

creation]] and' evice for data protection. 

[0003]  With the advent of computer networks and digit& multimedia, protection of intellectual 

property has become a prime concern for creators and publishers of digitized copies of 

cmyrightable_works_ such 4s musical recordings, moviesx video game& and computer 

loitwart Qpiffiethod of protecting copyrights in the digital domain is to use "digital 

watermarks, " 

[00041LateprisLALLindultessoyprol=lon_sysigins_attenvled At„  many stages_ in_the 

development of the software industry. These may be various methods by which a,

software eogineer,  can write the software in a clever manner to determine if it has been 

copied, and if so to deactivate itself. Also included are undocumented changes to the 

storage format of the content, CoRv protection was generally abandoned by the software 

industry, since pirates were generally just as clever as the software engineers and figured, 

tell ways to modify the software and deactivate the prolection. Theccost of developing 

such protection was n E justified consideLing_thglar,LQtpiracy chsccumadopitc

the copy protection. 

Attachment 15 Page 30 of 104 

DISH-Blue Spike-602
Exhibit 1005, Page 0414



[0005j  Oth.e.r  methods for protection of computer software include the requirement of entering

certain numbers or facts that may be included in a packaged sothyara manual. wimp, 

prompted at start-up These may be overcome if copies of the manual are distributed to 

unintended users, or by patching the code to bypass these measures.  Other m.ettiod_s

include requiring a user to contact the software vendor _and to receive "keys" for 

hocking software after registration  Attached to some payment scheme, such as credit 

card authorization. Further methods include network-based searches of a user's hard 

and comparisons  between what is regi tered to that user and what is actually installed_on

the user's  general computing device. Other,proposaIL  2y, such partiel, as .AT&T's Be 

1..aboratories, use "kerning" or actual distance in pixels, in the rendering of text 

.d.Qctglignit..rAtiltr.S11.4a.4 vafied number a AKE! characterslion..millimpLeKlum.

itert_be defeateLby_graphio_proc,min..,Analogoks., io _sound  processing, what:

randomizes that information. All of these methods require outside determination and 

YgificAtif2.0 Qf th.t..Yal id in/  of tielp:&•yile j 

[00O61  Digital watermarks can be used to mark each individual copy of a digitized work with 

information identifyirslhgAtte,comiglit holdsi„..g4 even.the licensed owner of a 

particular copy. When marked with licensing and ownership information, responsibility is 

_topics 412PliCatign 

Program can 1?e, watetTnarkeklAY waterrnarking digit41 emtek.it roQPN-ee 4tiq4 
conjunction with iillageS or audio data. Digital watermarks can be encoded with random 

.secret maps .for lOgliiRe the wggrtlitta,..:110g.ku.a

make it impossible for a party to find the watermark without having the key. In addition. 

the encoding method can be enhanced to force a party to cause damage to a watermarked 

data stream when tryinia to erase a random-key watermark. Other information is disclosed 

in "Tedinalogy, cornmeree_. Denise Caruso, New York Times...Aug 7, 1991 

and ''Copyrighting in the Information Age", Harley Ungar. ONLINE MARKETPLACE,, 

September 1995, Jupiter  Communiatiom 

(000711 Additionally, other methods for hiding information signals in content signals, are 

disclosed in U.S. Pat, No, 5.319.7,5—Preuss et al, ai3zi l i S  Pat. NQ, 5372345,2-, 

Greenberg. 

[0008.1 Il.is dvkal2itzilLog, a "stemma-cipher„ or  watermarking  process tollicle the necessary parts 
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or r rc (if th exe-ut hie object code in the digitized sample  resources. It is also

desirable to .further modify the underlying structure of an executable computsz 

application such that it is more resistant to attempts at patching.and.analvsis_by..raernm 

capture. A computer application seeks to provide a user with certain utilitictor tools.,„that

is, users interact with a computer or similar dcvio to accomplish various tasks and 

applications provide the relevant interface, Thus,  /0cysl. ,.ficationsanasote 

introduced into software, or "digital products," that include digital content, such as audio, 

ict esounultlinedia., with digital  watermarks., 4ccurity is maximiKt.td  because 

easingAiis code watermark without a key results.....in_the destruction of one or more 

essential parts of the underlying application, rendering the "program" useless to_the

unintended user who lac.ks the appropriate a. tFrilicr, it The koy 4.1icign= 

code by means of a mathematical function_a mechanism for identifying the  licensed 

p_wner of an 4pplication 

[0009] It is also desirable to randomly reorganize program memory structure intermittently 

duririgzogr,arn rurotte„./Qprevent attempts .at mentcasapturk.QL-ClbiC d..e.....analyais

aimed a  elittti lj .licensing or ownership, informations or otherwise modifying, in an 

unintended manner, the functioning of the application. 

[00101 In this way, attempts to capture memory to determine underlying functionality or provide 

a "patch" to facilitate unatithoi-.iked_use of the "application," or computer program, 

without destroying the functiphallty and. thus usefultios..,of...a,,.,nUorigh.t4We e011.2,/ta 

program can be made difficult or impossible. 

100111  It is thus the goal of the pLesentinyention. do,n,tvi • "glicrjev0 of copyright securiti, 

to object code on par with methods described in digital watermarking systems, for 

media content such as pictures, audio, video and multimedia content in its 

multifarious forms, as described in previous disclosures. "Steganographic Method and 

Dgvice Ser, N. 08f489,..172, tiled Jun. 1995, now U.S. Pat. No. 5,613,004, and 

"Human Assisted _Random Key Generation  and Application for .Digital Watermark 

Systern!„.Sur,„NP_Q$551944 filed on Jan, 17,1996, the disclosure of which is hereby 

blow:4W by reference. 

[0012] it, is a further goal of the present invention to establish methods of copyrightprotecdon 
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that can he combined with such schemes as software metering. network distribution of 

eate and specialized;  protection of software that  is designed to work over a network,  such 

as,..tat proposed by Slm Microsystems in their Hotlava browser and Java programming 

latwage_and manipulation of application code in proposed distribution of documents 

that can be exchanged with resources or the look and feel of the document being 

PreaCTYALOYer...a...ne.1V41Ork,,S4cb„ a.KSt.gniS Are Qff,g,rcd by COMPiintea 

including Adobe, with their Acrobat software. This latter goal is accomplished primarily 

by means of the watermarking of font., or Vperace- resources included in applications oE 

documents. which determine how a bitmap representation of the document is ultimately 

drawn on a presentation device. 

[00131  The present invention includes an ;wheat* of the technology' of "digital .watermarks." 

As describ7.; in previous disclosures, "Stegamographic Method :and Device" and "Haman. 

AUiWti Rands p  iccy  Ciengraign and Application for Digital Watermark System? 

watermarks are particularly suitable to the identification metering distributing Mgt

authenticating digitized content such as pictures, audio, video and derivatives thereof 

under the description of "nwItifric,dia„  aethods  hays beea_deagribed_for 

combining both eryptograghic methods, and stegariography, or hiding something in plain 

view. Discussions of these technologies can be founeLin Agglied.Captography_by Bruce 

Schneier and The Code Breakers David Kahn., For more information on prior art 

public-key cryptokysterns see U.S. Pat. No. 4.200,770 DitTie-I-Iellinan, U.S. Pat. No. 

4.218,582 ffellrna,ALspg,_Q4„405,829 RSA. U.S. Pat. No, 4,424„414 Hellman 

Poling. Computer code, or machine language instructions, which  me....,nsIt digitized and 

have zero tolerance for err r, must be protected by.. krivative or. altPitative methods,

such as those disclosed in this invention, which focuses on vatennarking, wit. _"keys," 

derived from lic..0„se,codes or other ownership identification information, and using the 

watermarks encoded with such keys to hide an essential subset of  the_application code 

rows/Ices, 

BACKGROUND OF THE INVENTION 

[0014] Increasingly, commercially valuable information is being created and stored in "digital" 

form. For example, music, photographs and video can all be stored and transmitted as a 

series of numbers, such as is and 0's. Digital techniques let. the original information be 
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recreated in a very accurate manner. Unfortunately, digital techniques also let the 

information be easily copied without the information owner's permission. 

[0015] Because unauthorized copying is clearly a disincentive to the digital distribution of 

valuable information, it is important to establish responsibility for copies and derivative 

copies of such works. For example, if each authorized digital copy of a popular song is 

identified with a unique number, any unauthorized copy of the song would also contain 

the number. This would allow the owner of the information, such as a song publisher, to 

investigate who made the unauthorized copy. Unfortunately, it is possible that the unique 

number could be erased or altered if it is simply tacked on at the beginning or end of the 

digital information. 

(0016] As will be described, known digital "watermark" techniques give creators and publishers 

of digitized multimedia content localized, secured identification and authentication of 

that content. In considering the various forms of multimedia content, such as "master," 

stereo, National Television Standards Committee (NTSC) video, audio tape or compact_ 

disc, tolerance of quality will vary with individuals and affect the underlying commercial 

and aesthetic value of the content.. For example, if a digital version of a popular song 

sounds distorted, it will be less valuable to users, It is therefore desirable to embed 

copyright, ownership or purchaser information, or some combination of these and related 

data, into the content in a way that will damage the content if the watermark is removed 

without authorization. 

[0017] To achieve these goals, digital watermark systems insert ownership information in a way 

that causes little or no noticeable effects, or "artifacts," in the underlying content signal. 

For example, if' a digital watermark is inserted into a digital version of a song, it is 

important that a listener not be bothered by the slight changes introduced by the 

watermark it is also important for the watermark technique to maximize the encoding 

level and "location sensitivity" in the signal to force damage to the content signal when 

removal is attempted. Digital watermarks address many of these concerns, and research 

in the. field has provided extremely robust and secure implementations. 

[00181 What has been overloriked in many applications described in the art, however, are 

systems which closely mimic distribution of content as it occurs in the real world. For 
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instance, many watermarking systems require the original tan-watermarked content signal 

to enable detection or decode operations. These include highly publicized efforts by 

NEC, Digimare and others. Such techniques are problematic because, in the real world, 

original master copies reside in a rights holders vaults and are not readily available to the 

[0019] With much activity overly focused on watermark survivability, the security of a digital 

watermark is suspect. Any simple linear operation for encoding information into a signal 

may be used to erase the embedded signal by inverting the process. This is not a difficult 

task, especially when detection software is a plug-in freely available to the public, such as 

with Digim.arc. In general, these systems seek to embed cryptographic information, not 

cryptographically embed information into target media content. 

[00201 Other methods embed ownership information that is plainly visible in the media signal, 

such as the method described in U.S. Pat. No. 5,530,739 to Braudaway et al. The system 

described in Braudatvay protects a digitized image by encoding a visible watermark to 

deter piracy. Such an implementation creates an immediate weakness in securing the 

embedded information because the watermark is plainly visible. Thus, no search for the 

embedded signal is necessary and the watermark can be more easily removed or altered. 

For example, while certainly useful to some rights owners, simply placing the symbol 

"©" in the digital information would only provide limited protection. Removal by 

adjusting the brightness of the pixels forming the 'O." would not. be difficult with respect 

to the computational resources required. 

[0021] Other relevant prior art includes U.S. Pat No. 4,979,210 and 5,073„925 to Nagata et al,, 

which encodes information by modulating an audio signal in the amplitudeitime domain. 

The modulations introduced in the Nagata process carry a "copy/don't copy' message, 

which is easily found and circumvented by one skilled in the art, The granularity of 

encoding is fixed by the amplitude and frequency modulation limits required to maintain 

inaudibility. These limits are relatively low, making it impractical to encode more 

information using the Nagata process. 

[0022] Although U.S. Pat. No. 5,661,018 to Leighton describes a means to prevent collusion 

attacks in digital watermarks, the disclosed method may not actually provide the security 
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described. For-example, in cases where the watermarking technique is linear, the 

"insertion envelope" or "watermarking space" is well-defined and thus susceptible to 

attacks less sophisticated than collusion by unauthorized parties. Over-encoding at the 

watermarking encoding level is but one simple attack in such linear implementations. 

Another consideration not made by Leighton is that commercially-valuable content may 

already exist in a tar-watermarked form somewhere, easily accessible to potential pirates, 

gutting the need for any type of collusive activity. Digitally signing the embedded signal 

with preprocessing of watermark data is more likely to prevent successful collusion. 

Furthermore, a "baseline" watermark as disclosed is quite subjective. It is simply 

described elsewhere in the art as the "perceptually significant" regions of a signal. 

Making a watermarking function less linear or inverting the insertion of watermarks 

would seem to provide the same benefit without the additional work required to create a 

"baseline" watermark, indeed, watermarking algorithms should already be capable of 

defining a target insertion envelope or region without additional steps. What is evident is 

the Leighton patent. does not allow for initial prevention of attacks on an embedded 

watermark as the content is visibly or audibly unchanged. 

(0023} It is also important that any method for providing security also function with broadcasting 

media over networks such as the Internet, which is also referred to as "streaming." 

Commercial "plug-in" products such as RealAudio and RealVideo, as well as 

applications by vendors VDONet and Xtreme, are common in such network 

environments. Most digital watermark implementations focus on common file base 

signals and fail to anticipate the security of streamed signals. It is desirable that any 

protection scheme be able to sanction with a plug-in player without advanced knowledge 

of the encoded media stream. 

100243 Other technologies focus solely on file-based security. These technologies illustrate the 

varying applications .for security that must be evaluated tbr different media and 

distribution environments. Use of cryptolopes or cryptographic containers, as proposed 

by IBM in its Cryptolope product, and InterTrust, as described in U.S. Pat. Nos. 

4,827,508, 4,977,594, 5,050,213 and 5,410,598, may discourage certain Ramis of piracy. 

Cryptographic containers, however, require a user to subscribe to particular decryption 

software to decrypt data. IBM's InfoMarket and lnterTrust's DigiBox, among other 

implementations, provide a generalized model and need proprietary architecture to 
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function. Every user must have a subscription or registration with the party which 

encrypts the data. Again, as a form of general encryption, the data is scrambled or 

encrypted without regard to the media and its formatting. Finally, control over copyrights 

or other neighboring rights is left with the implementing party, in this case, IBM, 

InterTrust or a similar provider. 

[0025] Methods similar to these "trusted systems* exist, and Cerberus Central Limited and 

Liquid Audio, among a number of companies, offer systems which may functionally be 

thought of as subsets of IBM and InterTrust's more generalized security offerings. Both 

Cerhenis and Liquid Audio propose proprietary player software which is registered to the 

user and "locked" in a manner parallel to the locking of content that is distributed via a 

cryptographic container. The economic trade-off in this model is that users are required to 

use each respective companies' proprietary player to play or otherwise manipulate content 

that is downloaded. If, as is the case presently, most music or other media is not available 

via these proprietary players and more companies propose non-compatible player 

formats, the proliferation of players will continue. Cerberus and Liquid Audio also by 

way of extension of their architectures provide for "near-CD quality' but proprietary 

compression. This requirement stems from the necessity not to allow content that has 

near-identical data make-up to an existing consumer electronic standard, in Cerberus and 

Liquid Audio's case the so-called Red Book audio CD standard of 16 bit 44.1. kHz, so 

that comparisons with the proprietary file may not yield how the player is secured. 

Knowledge of the player's file format renders its security ineffective as a file may be 

replicated and played on any common player, not the intended proprietary player of the 

provider of previously secured and uniquely formatted content. This is the parallel 

weakness to public key crypto-systems which have gutted security if enough plain text 

and cipher text comparisons enable a pirate to determine the user's private key. 

[00261 Many approaches to digital watermarking leave detection and decoding control with the 

implementing party of the digital watermark, not the creator of the work to be protected. 

A set of secure digital watermark implementations address this fundamental control issue 

forming the basis of key-based approaches. These are covered by the. following patents 

and pending applications, the entire disclosures of which are hereby incorporated by 

reference: U.S, Pat. No, 5,613., 004 entitled "Steganographic Method and Device" and its 

derivative V.S. patent application Ser. No. 08/775,216 (which. i slued Moyemlaer 
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as U.S. Patent No. 5.687,2361, U.S. patent application Ser. No. 08/587,944 entitled 

'Human Assisted Random Key Generation and Application for Digital Watermark 

Systerrilinvihich issued Octotlei 13 1998, as .U.S, Patent No, 5,82.2.432). U.S. patent 

application Ser. NO. 08/587,943 entitled "Method for Stega..Cipher Protection of 

Computer Codeff,Inwhich is.Soed April 28, 1998, as 1„1,S. Patent No 5,748,569), U.S. 

patent application Ser. No. 0&1677,435 entitled "Optimization Methods for the Insertion, 

Protection, and Detection of Digital Watermarks in Digitized .Data[M]"(whiCh issued 

March 3Q. 1999, as U.S. Patent NQ, 5,889,8681 and U.S. patent application Ser. No. 

08M2,9,77 entitled 7 -Transform Implementation of Digital Watermarks11.11"(Bligh 

imigcl _Mt a0 2000,  a U,S, Patent„„NoL 6,013.,,604), Public key trypto-systems are 

described in U.S. Pat. No. 4,200,770, 4,218,582, 4,405,829 and 4,424,414, the entire 

disclosures of which are also hereby incorporated by reference. 

[00271 In particular, an improved protection scheme is described in "Method for Stega-Cipher 

Protection of Computer Code," U.S. patent application Ser. No. 08/587,943 [[314whieh 

issued April 28,..1.99_ a US, Patent No. 5,748,562).. This technique uses the key-based 

insertion of binary executable computer code within a content signal that is subsequently, 

and necessarily, used to play or otherwise manipulate the signal in which it is encoded. 

With this system, however, certain computational requirements, such as one digital player 

per digital copy of content, may be necessitated. For instance, a consumer may download 

many copies of watermarked content. With this technique, the user would also be 

downloading as many copies of the digital player program, While this form of security 

may be desirable for some applications, it is not appropriate in many circumstances. 

[00281 Finally, even when digital information is distributed in encoded form, it may be desirable 

to allow unauthorized users to play the information with a digital player, perhaps with a 

reduced level of quality. For example, a popular song may be encoded and freely 

distributed in encoded form to the public. The public, perhaps using commonly available 

plug-in digital players, could play the encoded content and hear the music in some 

degraded form. The music may-sound choppy, or fuzzy or be degraded in some other 

way. This lets the public decide, based on the available lower quality version of the song, 

if they want to purchase a key from the publisher to decode, or "clean-up," the content. 

Similar approaches could be used to distribute blurry pictures or low quality video. Or 

even "degraded' text, in the sense that only authenticated portions of the text can be 
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determined with the predetermined key or a validated digital signature for the intended 

message. 

[002911n view of the foregoing, it can be appreciated that a substantial need exists for a method 

allowing encoded content to be played, with degraded quality, by a plug-in digital player, 

and solving the other problems discussed above. 

SUMMARY OF THE INVENTION 

[00301 The disadvantages of the art are alleviated to a great extent by a method for combining 

transfer functions with predetermined key creation. In one embodiment, digital 

information, including a digital sample and format information, is protected by 

identifying and encoding a portion of the format information. Encoded digital 

information, including the digital sample and the encoded format information, is 

generated to protect the original digital information. 

[00311 in another embodiment, a digital signal, including digital samples in a file format having 

an inherent granularity, is protected by creating a predetermined key. The predetermined 

key is comprised off transfer function-based nutsk set to manipulate data at the inherent 

granularity of the file format of the underlying digitized samples. 

[0032]  it is thus a goal of the present  invention, to provide a level of security for executable code 

on similar grounds as that which can be provided for digitized samples, Furthermore, the 

present invention differs from thurior art in that it does notattempt tonstopncopying„..but 

rather, determines responsibility for a copy by ensuring that licensing information must 

be preserved in descendant copies from an original, Nkrithout the correct license 

information the copy cannot function. 

[0033]An 'n_LiKm,,, ,menLoyr ufLteatijsAsclosedbthepresentinventionLuLthatthe_sollyy= 

itself is a set of commands, compiled by software engineer, which can be configured in 

suchna man er as to tie ninierlying unctienaliWolbentionse or authorization of the copy.

in possession by .the user. Without .wch verification, the functions sought out by the user 

in the form of software cease turoperiy work, attempts to tamper or "patch" substitute 

gAle_resources Qan be made. highly  difficult by randont4ing the_locanen ofajd resources 

in memory on an intermittent basis to resist most attacks at disabling the system. 
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[0034] With these and other advantages and features of the invention that will become 

hereinafter apparent, the nature of the invention may be more clearly understood by 

reference to the following detailed description of the invention, the appended claims and 

to the several drawings attached herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[00351 FIG. I is a block flow diagram of a method for copy protection or authentication of 

digital information according to an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0O361 In accordance with an embodiment of the present invention, a method combines transfer 

functions with predetermined key creation. Increased security is achieved in the method 

by combining elements of "publioley steganowaphy" with cryptographic protocols, 

which keep in-transit data secure by scrambling the data with 'keys' in a manner that is 

not apparent to those with access to the content to be distributed. Because different forms 

of randomness are combined to offer robust, distributed security, the present invention 

addresses an architectural "gray space" between two important areas ofsecurity; digital 

watermarks, a subset of the more general art of steganography, and cryptography. One 

form of randomness exists in the mask sets that are randomly created to map watermark 

data into an otherwise unrelated digital signal. The second form of randomness is the 

random permutations of data forrnats used with digital players to manipulate the content 

with the predetermined keys. These forms can be thought of as the transfer function 

versus the mapping function inherent to digital watermarking processes. 

[00371 According to an embodiment of the present. invention, a predetermined, or randomly 

generated, key is used to scramble digital information in a way that is unlike known 

"digital watermark" techniques and public key crypto-systems. As used herein, a key is 

also referred to as a ''mask set" which includes one or more random or pseudo-random 

series of bits. Prior to encoding, a mask can be generated by any cryptographically secure 

random generation process. A block cipher, such as a Data Encryption Standard (DES) 

algorithm, in combination with a sufficiently random seed value, such as one created 

using a Message Digest S (MDS) algorithm, emulates a cryptographically secure random 

bit generator. The keys are saved in a database, along with information matching them to 
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the digital signal, for use in descrambling and subsequent viewing or playback. 

Additional file format or transfer property information is prepared and made available to 

the encoder, in a bit addressable manner. As well, any authenticating function can be 

combined, such as Digital Signature Standard (DSS) or Secure Hash Algorithm (SHA). 

[0038] Using the predetermined key comprised of a transfer function-based mask. set, the data 

representing the original content is manipulated at the inherent granularity of the file 

format of the underlying digitized samples. Instead of providing, or otherwise 

distributing, watermarked content that is not noticeably altered, a partially "scrambled" 

copy of the content is distributed. The key is necessary both to register the sought-after 

content and to descramble the content into its original form. 

[00391 The present invention uses methods disclosed in "Method for Stega-Cipher Protection of 

Computer Code," U.S. patent application Ser. No; 08/587,943 (which issued April 28, 

1998, as U.S. Patent No. 5,748,5691 with respect to transfer functions related to the 

common file formats, such as :PICT, TIFF, MIT, WAN', etc. Additionally, in cases where 

the content has not been altered beyond being encoded with such functional data, it is 

possible for a digital player to still play the content because the file format has not been 

altered. Thus, the encoded content could still be played by a plug-in digital player as 

discrete, digitally sampled signals, watermarked or not. That is, the structure of the file 

can remain basically unchanged by the watermarking process, letting common file format 

based players work with the "scrambled" content. 

[00401 For example, the Compact Disc-Digital Audio (CD-DA) format stores audio information 

as a series of frames. Each frame contains a number of digital samples representing, for 

example, music, and a header that contains file format information. As shown in FIG. 1, 

according to an embodiment of the present invention some of the header information can 

be identified and "scrambled" using the predetermined key at steps I10 to 130. The music 

samples can remain unchanged. Using this technique, a traditional CD-DA player will be 

able to play a distorted version of the music in the sample. The amount of distortion will 

depend on. the way, and extent, that the header, or file format, information has been 

scrambled. .It would also be possible to instead scramble some of the diuital samples 

while leaving the header information alone. In general, the digital signal would be 

protected by manipulating data at the inherent granularity, or "frames," of the CD-DA file 
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format, To decode the information, a predetermined key is used before playing the digital 

information at steps 140 and 150. 

[00411 A key-based decoder can act as a 'plug-in" digital player of broadcast signal streams 

without foreknowledge of the encoded media stream: Moreover, the data format 

orientation is used to partially scramble data in transit to prevent unauthorized 

descrambled access by decoders that lack authorized keys. A distributed key can be used 

to unscramble the scrambled content because a decoder would understand how to process 

the key. Similar to on-the-fly decryption operations, the benefits inherent in this 

embodiment include the fact that the combination of watermarked content security, which 

is key-based„ and the descrambling of the data, can be performed by the same key which 

can be a plurality of mask sets. The mask sets may include primary, convolution and 

message delimiter masks with file format data included. 

(00421 The creation of an optimized "envelope" for insertion of watermarks provides the basis of 

much watermark security, but is also a complementary goal of the present invention. The 

predetermined or random key that is generated is not only an essential map to access the 

hidden information signal, but is also the descraxnbler of the previously scrambled 

signal's format for playback or viewing. 

[00431 in a system requiring keys for watermarking content and validating the distribution of the 

content different keys may be used to encode different information while secure one way 

hash functions or one-time pads may be incorporated to secure the embedded signal. The 

same keys can be used to later validate the embedded digital signature, or even fully 

decode the digital watermark if desired. Publishers can easily stipulate that content not 

only be digitally watermarked but that distributors must check the validity of the 

watermarks by performing digital signature-checks with keys that lack any other 

functionality. The system can extend to simple authentication of text in other 

embodiments. 

[00441 Before such a market is economically feasible, there are other methods for deploying key-

based watermarking coupled with transfer functions to partially scramble the content to 

be distributed without performing full public key encryption, i.e., a key pair is not 

necessarily generated, simply, a predetermined key's function is created to re-map the 
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data of the content file in a lossless process. Moreover, the scrambling performed by the 

present invention may be more dependent on the file in question. Dissimilarly, encryption 

is not specific to any particular media but is performed on data The file format remains 

unchanged, rendering the file useable by any conventional viewer/player, but the signal 

quality can be intentionally degraded in the absence of the proper player and key. Public-

key encryption seeks to completely obscure the sensitive "plaintext" to prevent 

comparisons with the "ciphertext" to determine a user's private keys. Centralized 

encryption only differs in the utilization of a single key for both encryption and 

decryption making the key even more highly vulnerable to attacks to defeat the 

encryption process. With the present invention, a highly sought after photograph may be 

hazy to the viewer using any number of commonly available, nonproprietary software or 

hardware, without the authorized key. Similarly, a commercially valuable song may 

sound poor. 

[00451 The benefit of some form of cryptography is not lost in the present invention. In fact, 

some piracy can be deterred when the target signal may be known but is clearly being 

protected through scrambling What is not anticipated by known techniques, is an ala 

carte method to change various aspects of file formatting to enable various "scrambled. 

states" for content to be subsequently distributed. An image may lack all red pixels or 

may not have any of the most significant bits activated. An audio sample can similarly be 

scrambled to render it less-than-commercially viable. 

(0046) The present invention also provides improvements over known network-based methods, 

such as those used for the streaming of media data over the Internet By manipulating file 

formats, the broadcast media, which has been altered to "fit" within electronic 

distribution parameters, such as bandwidth availability and error correction 

considerations, can be more effectively utilized to restrict the subsequent use of the 

content while in transit as well as real-time viewing or playing. 

[00471 The mask. set providing the transfer function can be read on a per-use basis by issuing an 

authorized or authenticating "key" for deserambling the signal that is apparent to a viewer 

or a player or possessor of the authenticating key. The mask set can be read on a per-

computer basis by issuing the authorized key that is more generalized for the computer 

that receives the broadcast. signals. Metering and subscription models become viable 
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advantages over known digital watermark systems which assist in designating the 

ownership of a copy of digitized media content, but do not prevent cr restrict the copying 

or manipulation of the sampled signal in questim For broadcast or streamed media, this 

is especially the case. Message authentication is also possible, though not guaranteeing. 

the same security as an encrypted tile as with general crypto systems. 

[0048] The present invention thus benefits from the proprietary player model without relying on 

proprietaty players. No new players will be necessary and existing multimedia file 

formats can be altered to exact a measure of security which is further increased when 

coupled with digital watermarks. As with most consumer markets for media content, 

predominant file formats exist, de facto, and corresponding formats for computers 

likewise exist For a commercial compact disc quality audio recording, or 16 bit 44.1 

kHz, corresponding file formats include. Audio interchange File Format (A.IFF), 

Microsoft WAy, Sound Designer II, Sun's .au, Apple's Quicktime, etc. For still image 

media, formats are similarly abundant: TIFF, PICT, PEG, GlF„ etc. Requiring the use of 

additional proprietary players, and their complementary file formats, for limited benefits 

in security is wasteful, Moreover, almost all computers today are multimedia-capable, 

and this is increasingly so with the popularity of Intel's MMX chip architecture and the 

PowerPe line of microchips. Because file formatting is fundamental in the playback of 

the underlying data, the predetermined key can act both as a map, for information to be 

encoded as watermark data regarding ownership, and a descrambler of the file that has 

been distributed. Limitations will only exist in how large the key must be retrofitted for a 

given application, but any manipulation of file format information is not likely to exceed 

the size of data required versus that for an entire proprietary player. 

(00491 As with previous disclosures by the inventor on digital watermarking techniques, the 

present invention may he implemented with a variety of cryptographic protocols to 

increase both confidence and security in the underlying system. A predetermined key is 

described as a set of masks. These masks may include primary, convolution and message 

delimiter mask. in previous disclosures, the functionality of these masks is defined solely 

for mapping. The present invention includes a mask set which is also controlled by the 

distributing party of a copy of a given media signal. This mask set is a transfer function 

which is limited only by the parameters of the file format in question. To increase the 

uniqueness or security of each key used to scramble a given media file copy, a secure one 
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way hash function can be used subsequent to transfer properties that are initiated to 

prevent the forging of a particular key. Public and private keys may be used as key pairs 

to further increase the unlikeliness that a key may be compromised. 

[0050) These same otyptographic protocols can be combined with the embodiments of the 

present invention in administering streamed content that requires authorized keys to 

correctly display or play the streamed content in an unscrambled manner. As with digital 

watermarking, symmetric or asymmetric public key pairs may be used in a variety of 

implementations. Additionally, the need for certification authorities to maintain authentic 

key-pairs becomes a consideration for greater security beyond symmetric key,

implementations. The cryptographic protocols makes possible, as well, a message of text 

to be authenticated by a message authenticating function in a general computing device 

that is able to ensure secure message exchanges between authorizing parties. 

[00511  An executable computer program is variously referred to as an uplication_fronuhe point 

of view of a user, or cxeoutahle object code,,frorn thepoil)t of view of the engineer, N 

collection of smaller, atomic (or indivisible) chunks of object code typically comprise the 

complete executable Ojectsode.or. application whidt—mAty  also..requireahe preKtIgg..2.f. 

certain data resources. These indiviSibig...PortiQns Of object code correspond with ..thg. 

proc.tratrimeraariction or procedure implementations in higher level langua - ,es, such as C 

or Pascal. In creating an application, a programmer writes_footle in a. higher level 

lartguam winch is then compiled down into "machine language," or, the executable 

tiOSt,,C0_,&,, which can actually be run by a computer, general purpose or otherwise. Each 

function, or procedure, written in theprogramining,language,  representuiellcontained 

portion of the huger prograrrLand implemenkfu,..rvpically„..a. yeti..small  piece _of its 

functionality. The order in which the programmer types the code for the various functions 

pr j,itocedures, .and the distribution of and arrangement of these implementations in 

various files which hold them is_unimpo thina  function or procedtmilmyei,

the order of individual language constructs, which correspond to particular machine 

instructions is important and so functions or procedures are considered indivisible for 

purposes of this discussion. That is, once a function or proc&turels. compile& the order 

of the triachineinaLctions. which comprise the executable object code of the function is 

important andikeirsrder in the computer memory is of vital importance. Note that many 

"compilers" perform "optimizations" within functions or procedures, which determine, on 
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klimited.,,,scate,..,if...there_is a batct arrangement for executable instructions which is more 

efficient than that constructed by the programmer, but does not change the. result of the 

hnction or procedure Qn„,ce these optimizations Are perforrtied, random 

flanges to be_ otter of. ingoictions is  yen lilt% to 'break" the function. When a 

program is compiled. theri,  it consists of a collection of these sub-objects, whose exact. 

order or arrangement in memory is not important, so long as any sub-object  which. Ines 

another sub-object knows where in memory it can be found. • 

[0054 The memory address of the first in ut kction in one of thtsclub:oblectsissallettbe "miry_ 

point" of the function or procedure. The rest of the instructions comprising that sub-

olziect immediately follow from the entry point. Some systems may prefix information to 

the entry point  which describes calling and return conventions for the code

follows, an example is the Apple Macintosh Operating Systgro (MacOSI. T ese sub-

objects can hq.p okaged intg..what are referred to in  cocain system as 'code Jzouromf.. 

which may be stored separately from the application, or shared with other applications, 

although not necessarily. Within an application there are also data objects, which consist 

of some data to be operated on by the executable code. These data objects_are not 

executable. That is, they depot consist of executable instructions. The data 'Ibjeets can be 

referred to in certain systems as "resources." 

1:00531  When a user purchases or acquires a computer program, she seeks a computer program 

that "functions" in a desired manner. Simply, computer software is overwhelmingl

purchased for its  underlying,  furictionality. In contrast,. persons who copy moltimedia

content, such as pictures audio and video, do so for the entertainment or commercial 

value of the content. The difference between the two types of products is that multimedia 

content is  not generally interactive, but is instead passive. and its commercial value 

relates more on passive not interactive or utility features, such as those required in 

packaged software. s .t-top boxes, cellular phones. VCRs, PD As_ and the like. Interactive 

_digita1.._prtattct..4 Which inchide. computer code may he .molly interactive bi4t .Can

contain cont. t to add to the intersetlye_experience_oubs_userss intikutie  underlying 

utility of the software more aesthetically pleasing, It is a common concern of both of 

these creators,„_tioth of interactie. and passive multimedia products. thatAfga

prAtiVgaLOP be  easily ankpetfeetly copied a.nd made into unpaid or unauthorized

oopies.. This,  concerts is especially heightened when .the underlying product is copyright 
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protegq.Land  intended for commercial use. 

[0054]  The. first method of the present invention described involves hiding necessary "parts' or 

code "re .sources" io digitized sample resources using a 'digital watermarking" process, 

slsa s AltitilLths!LittakapaL Ahg Lt_atratAL.,r ra )(lie M and Devi ••• " t a lisatiDn. 

The,..basicpiemil thjischeme is that there area certain sub-set of executable code 

resources, that comprise an application and that are "essential'' to the proper fuodon 

the, application, In  general, any code resource can be considered "essential" in that if the 

W.,ggarrt proceeds to a point where it must 'call" the cod.e.resouroonndthe..mleimuree

is_not present in triernin, or cannot be loaded. then the program fads. However, the 

present invention uses a definition of "essential" which is more narrow. This is because. 

those skilled in the art or those with  r rammin - ex erience ma  create astediatiY.c. 

program,not unlike the utility provided by the original program,  by writing additional ,pr 

substituted,.code. work  This is particularly true with 

programs that incorporate an optional "plug-in arditotalk,;" where sevtral code 

Lesources may be made opajonally available at dime. The r jnyeattonis.._.Atfig. 

concerned with concentrated efforts by technically skilled, people who can analyze

executable object code and "patch" it to ignore or bypass certain code resources. Thus, 

for...the.present .embodimenes_purposes, "essential" means that the. function which 

disftwaslienhi.Lapplikation from arty other application depends upon the presence and 

rewurce  in westion. The beacanclidates for this_type  cg.  code resources 

are NOT optional, or plug-in types, unles special care is taken to prevent work-grounds. 

[005 53 Given that there are one or more of these essential resources, what is needed to realize the 

present inyeatiords the_presepoLotsatain data resources of a type which are amenable 

"stega-cipiter" moss de.scriked 7,Stegan_ogrAphic 1latiD4 Apo Device" 

patent U.S. P . No, 5,613,004. Data which consists of image or audio samples is 

cailicularly useful. Because this data consists of digital samples, digital watermarks can 

be introduced into the samples. What is further meant is that certain applications include 

image and audio samples which are -important to thelooksand feel of the program axe 

-s n i I t th r it f l functionajit/ when use by the user, T.hese 

computer programs are familiar to users of computers but also less obvious to users of 

other devices that run applications that are equivalent  in some measure of functionality to 

general purpose computers including, hut not limited to, set-top boxes, cellular phones. 
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"smart televisions," PDAs and the like. However, programs still comprise the underlying 

operating  syeterpi: of these dojo§ and are becoming moleeetempi&let Aith inereesesein

functionality, 

f00561  One method of the present invention is now discussed, When code and data resources are 

ceemeilpilanteszenble nto a precursor of egmeeeitebleeermgranethe next stepisetgeese

a utility application for final assembly of the executable application. The programmer 

marks several essential code resources in a list displayed by the utility. The utility will 

choose one or several essential code resources, and encode them into one or several data 

resources using the stegacipher __mom& The_end eesekteeill be_thet  theseemential. cede 

resources are not stored in their own pertitip.peket rather_ stored as engexled  information in 

data resources, They are not accessible at not-time without the key. Basically, the 

,essential code resourcee.thet. prOvidrettrediVetiMillthe.flnitl. 14-product, an, c••xe-ca/t41&

reeliLlengeregasily,,Andergeognizably eveilableefor„

manipulation by those seeking to remove the underlying copyright or license, or it$ 

equivalent information, or those with skill to substitute alternative code resources to 

"foregLiheegpljeateelgregaiar Wuttetiesealeeei etketi zed ceze Eorlbe encoding  of the 

essential code resources, a "key" is needed. Such a key is similar to those described in 

U.S. Pat, No 5,613,004,  the "Steganogreanie Methodlegt Devicelpetent. Riespereese of 

tin h me i t i l• r 

aayeethereft is„neteeseesecieteetli sli rep iskeyeradmetance of an appli cat c Been erely every 

instance of a license. A licensed user may then wieb to install  multiple COpiCa of an 

aolication leeally or with authorization. This method, then, is to choose the key so that 

it correeporids,  is et,tual to„,_ee  is a function of, a license code or license descriptive 

information, notjust a 4,txt,„ale,  audio clip  or identifying piece of information as desired 

in digital watermarking schemes extant and typically useful to Slapd-alenC_ digitally 

earrtpleA cement: it&j<vy_il  necessary to access the underlying code, i.e., what the user 

underneath to be the application program. 

[00571  The assembly utility can be supplied with a key generated from a licensgegode  generated 

for the license in qtr_ srikeLAitanatively, the key, possibly random, can be stored as a 

data resource and encrypted wide_ a derivative el the licose code. Given the key, it 

encodes one or several essential resources into one or Leyeml data. re, gwo-4,. ucti y 

which code resources are encoded into which data resources may be determined in it 
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random or pseudo random mariner. Note further that the application contains a code 

M,,QtAfcT whickperfonns tbe functlon,of decciding  an encoded codcie,source from. a data.

resource. The application must also contain a data resource which specifies in  which data 

resource a particular code resource is encoded. This data resource is created and added at 

assembly time by the assembly utility. The application can then operate as follows: 

[00581 I) when it is run (c_tr_tk_flatilm A 1,_At_flei_.,11/s it  asks the user for 

personalization information whiit includes the license code. This can include a 

particular computer configuration, 

[0059] 2) it stores this information in a personalization data resource', 

[0060 3) Once it has the _license code itsan then tie-ricrac the proper decoding key to 

access the essential code resources. 

[00611  Note that the application can be copied in an uninhibited manner, but must contain the 

license code issued to the licensed owner, to access its___  code re oi ct_c&L,‘ Ihpgoat 

of the invention., copyright protection computer code and establishment of 

ream sibUity for copies, is thin' co  

[00621_Thisinyettippremsents a significant improvement over prior art because ofthe ni herent 

difference in use of purely intlirmational watermarks versus _watermarks which contain 

executable object code. If the executable object code in a watermark is essential to an 

application which. accesses the data which contains the watermark, this creates an all-or-

none situation. Either the user must have the extracted watermark, or the application 

cannot be used, and hope the user c nn gin„  full agog_ 'ntatiOn.of..tile. 

infonnatonjk,te_watermark bearing data. In order to extract a digital watermark., the 

user must have a key. The key.. in turn, is a function of the license information for the 

copy of the software in question. The key is fixed prior to final assembly of the 

application files, and so cannot. be changed at the option of the user, That, in turn. means 

the license information in the software copy must: remain fixed, so that the et/meg...keyis

&gabble to the software. The key and the license information are, in fact, 

int r iel vIgeable merielyiportueadakletharLthe other. In U.S. pat. No, 5.613„,Q04„ 

the "Steganographic Method and Device, patent". the possibility of randomization erasure 

.attacks_on digitiLmateana,rkii,yas. discusszl, 5,impfy,,,  it i alivays possible to erase a 
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digital watermark, depending on how mu eh damage you are within to  do to the 

watermark-bearing content stream. The present invention has the sit:Tificant advantage 

thatymmusthayolie watermark lobe ablg.19 mn. the code it contains. If you erase the 

watermark you have t functionality 0( the application, or even the 

means to access the data which bear the watermark. 

100631Apreferred emkosjiment wouldile implemenwd  in an embedded s; stem, with a minimal 

opmtitaugginvadmitri tit dia.pjayisa:applets," or smaller sized applications 

as_oroposed in new operatin5 etwirknments envisioned by Sun Microsystems and the 

advent of  system, would be permanently stored in the system, only 

the_farumeeasitgaia gperatelbg doigtsisayrktpad information, decodo_watemark..and

execute the applets contained in them. When an applet is finished executing,  it is erased 

from memory. Such a system would guarantee that. content which did not...m:114Ln

readable watermarks cgtulsl not he tilsed. This is a powerful control mechanism for 

ensuring, that content to be distributed through such a system contains valid watermarks• 

Wt-tol) box COntdIVA. cable system 

distribution and exchange of content would be made more secure from unauthorized 

copying to the benefit of copyright holders and other related parties. The system would 

be enabled to invalidate. by default, any content which has had its ‘, atermark(s) erased, 

since the watermark conveys, in addition to copyright information, the means10 fu1i

acots„,,p1A,y„ record or otherwise manipulate, the content. 

[P064.) A seeond method accordingto the present invention is V4 randomly re-organi e program 

memory structure Ig_preyrat_atiempiLltalanQty capture (.,N" Qkject cod; gua 1 y si 5. The 

object of this method is to make it extremely difficult to perform memory capture-based 

analysis gf.mn--Yx triable cqmptygr program. This analy.sis is. the basis for a method. of 

attack to defeat the system envisioned by the present invention. 

[0065]  Once the code resources of a program are loaded into in mer .r3- remain in 4 

fixed position, unless the computer operating system finds it necessary to rearrange 

Qertain portiom.ofinemory during "syktera_time,” whealuLoperating system code, not 

application code, is running. Typically, this is done in low memory systems, to maintain 

optimal memory utilization. The MacOS for example, uses Handles, which are double-

indirect pointers to memory locations, in order to allow the operating ..•,vsicm to rearranze 
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memory transparently, underneath a running program. If a computer program contains 

ounimeasureat.„agaii nlicensed copying, a_skalet.lesimician_cari often take_a

sho of th cm in w i hi r rion, m ri h 

countuineasures, and disable them in the stored application file, by mgapsg12.pat,gli.: 

(Vie! apPlications (or thaizning code that moves _to  prevent scanning-tunnellimi, 

microscopes. and similar high sensitive hardware for analysis of electronic structure of 

microchips running code, have been proposed by such parties as Wave Systems. Designs 

of Wave Systems' microchip  are intended for preventing, agempts....ty hackers to 

:plkotogaph" or Othserwise deernine'burn ",ti" to inisaislips for agetuatkiii ......... 

engineering. The present invention seeks to prevent attempts at understanding the code 

tutf  its organizgionjor..:dx..ptaPs.e en3s„scich.. has _ti ne

Systerns',.  the  present inventip&meks to move codo aropn.d. in skch a manner as to 

complicate attempts by software engineers to reengineer a means to disable the methods 

for..creatinglicensed copies.on  any device that lacks.  :.triagg.d hardware." Moreover„...th:e

preterit, irlY.P1t1.9P Wricems itself with any application_ software that may_e  used in, 

gelled c_omputing, device& not chil= that arc used in addition to an  mnkitylog 

compote.; to perform encryption, Wave Systems' approach to security of softkates.„ if 

interpreted similarly to the present invention,  would dictate se rate  sets for 

each piticeof application software that would be tamperproof. This is not. consigoLatith

the economics of software. and its diStribPtion, 

[00661 OndeLthe .presentinvention. happlication contains.  a special code resource which 

knows about all the other code resources in mernuiDurini miliiLspecial

code resource. called 4 "memory scheduler," can be called periodically. or at random or 

pseudo random intervals, at which time it intent on ll sitt s the.othersode resources 

randomly in memory. so that someone tuingto anglyzeinapshots of.memory at :Kari ous 

intervals cannot he sure if they are looking at the same code or ors  zation from one 

"break"  to the next. This adds significant complexity to their job. The scheduler also 

notdoy_reiosates itself when it is finished. In order to do this, the scheduler would have 

to first copy itself to a new location, and...then   modify_ths_progrArn ccitritcy 

and_ stack frame. solbat it could therdomointole -opy pf the scheduler, but return 

to the correct calling frame. Finally, the scheduler would need to maintain  a list of all 

nutnimyaddresses which contain the address of the scheduler, and change them to reflect 
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its new location. 

[00671 Thg rngthods des4.;ribed above accomplish the purposes of the invention--to make it hard 

to analyze captured memory containing application executable code in order to create an 

identifiable ogntputerpriarauLQuiLtaiatioLlhaLisAillign i

less susceptible to unauthorized use by those attempting  to disable the underlying 

copyright protection system. Simply, each copy has particular identifying information 

making that copy different from all other copies. 

)0681 Although various embodiments are specifically illustrated and described herein, it will be 

appreciated that modifications and variations of the present invention are covered by the 

above teachings and within the purview of the appended claims without departing from 

the spirit and intended scope of the invention. 
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What is claimed is: 

1.. (original) A. method for copy protection of digital intbrmation, the digital information 

including a digital sample and format infomtation, comprising the steps of: 

identifying, a portion of the format information to be encoded; 

generating encoded format information from the identified portion of the format information; and 

generating encoded digital information, including the digital sample and the encoded folmat 

information. 

2. (original) The method of claim 1, further comprising the step of requiring a predetermined key 

to decode the encoded format information. 

3. (original) The method of claim 2, wherein the digital sample and format information are 

configured to be used with a digital player, and wherein information output from the 

digital player will have a degraded quality unless the encoded format information is 

decoded with the predetermined key. 

4. (original) The method of claim 3, wherein. the information output .from the digital player 

represents a still image, audio or video. 

5. (original) The method. of claim 3, wherein the information output represents text data to be 

authenticated. 

Claims 6 — 31 (cancelled without prejudice to Applicant's right to seek allowance of said claims 

in a related application) 

32. (new) A method for copy protection of software comprising: embedding the software with a 

watermark wherein the embedded software operates in a manner substantially the same as 

the software prior to the embedding step. 

33. (new) The process of claim 32, wherein the step of embedding the software with a watermark. 

increases the complexity of code analysis and/or tampering with. the software. 

34. (new) The process of claim 32, wherein the watermarked software queries a user for 

personalization information during installation of the software 

35. (new) The process of claim 32, wherein the watermark is accessible with a key. 
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36.. (new) The process of claim 35, wherein the key enables authorized use of the watermarked 

software. 

37. (new) The process according to claim 35, wherein the key and license information are 

interchangeable. 

38. (new) The process according to claim 32, wherein the step of embedding the software with a 

watermark is performed during execution of the software, 

39. (new) The process according to claim 32, wherein the step of embedding the software with a 

watermark modifies the structure of the software being embedded. 

40. (new) An article of manufacture comprising a machine readable medium, having thereon 

stored instructions adapted to be executed by a processor, which instructions when 

executed result in a process comprising: receiving potentially watermarked software; and 

identifying the software by extracting the watermark. 

41. (new) The article of manufacture of claim 40, wherein the watermark is associated with 

information fixed prior to distribution of the watermarked. software. 

42. (new) The article of manufacture of claim 40, wherein the watermark affects functionality of 

the watermarked software. 

43. (new) The article of manufacture of claim 40, wherein the extracted watermark enables 

generation of a key. 

44. (new) The article of manufacture of claim 43, wherein the generated key and licensing 

information are associated. 

45. (new) The article of manufacture of claim 40, further comprising limiting fimetionality of the 

software if the watermark cannot be extracted. 

46. (new) A method for watermarking software comprising: determining the structure a plurality 

of code contained in the software; and configuring at least a portion of the plurality of 

code according to a watermarking process. 

47. (new) The process of claim 46, wherein the watennarking process further comprises inserting 

information into the software after installation. 

48. (new) The process of claim 46, wherein the watermarking process configures the at least a 

portion of the plurality of code according to a key. 
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49. (new) The process of claim 46, wherein the watermarking process increases the complexity 

of code analysis andlor tampering with the software. 

50. (new) The process of claim 46, wherein the watermarking process is selected from the group 

comprising: data hiding, steganography or steganographic ciphering. 

51. (new) The process of claim 46, wherein the watermarking process is applied during 

execution of the software. 

52. (new) A system for copy protection of software comprising the steps of: associating license 

information with a copy of a software application; encoding the associated license 

information into the copy of the software application using a watermarking process; 

providing the copy of the software application having license information encoded 

therein to a user; and, comparing information received by a user with the encoded license 

information_ 

53. (new) The system of claim 52, wherein the encoding is controlled by a key. 

54. (new) The system of claim 52, wherein the step of comparing the user supplied information 

with the encoded license information enables authorization of the software. 

55. (new) The system of claim 53, wherein the key is fixed prior to distribution of the software. 

56_ (new) The system of claim 52, wherein the license information comprises code which affects 

functionality of the watermarked software. 

57. (new) The system of claim 52, wherein the watermark software is resistant to code analysis 

and/or tampering. 
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DATA PROTECTION METHOD  AND DEVICE 

Abstract of the Disclosure 

An .awarains and method for encoding and decoding additional information into a digital 

information in an integral manner. More particularly, the invention relates to a method and 

device for data. protection. 
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80391.0003C0NT2 

DECLARATION FOR PATENT APPLICATION 

As one of the below named inventors, I hereby declare that: 

My residence, post office address and citizenship is as stated below next to my name; 

I believe that I am the on Zinal, first and sole inventor (if only one name is listed below) or an 
original, first and joint inventor (if plural names are listed below) of the subject matter which is 
claimed and for which a patent is sought on the invention entitled: 

DATA PROTECTION METHOD AND DEVICE 

the specification of which: is attached hereto. 
0 was filed on: 

as Application No.: 
and was amended on: 

I have reviewed and understand the contents of the above-identified specification, including 
the claims, as amended by any amendment referred to above. I acknowledge the duty to disclose 
information which is material to patentability as defined in 37 C. FR. § 1.56 

Prior Foreign Application(s) 

hereby claim foreign priority benefits under Title 35, United States Code, § 119(04d) or 
§ 365(b) of any foreign application(s) for patent or inventor's certificate, or § 365(a) of any PCT 
international application which designated at least one country other than the United States of 
America, listed below and have also identified below any foreign application(s) for patent or 
inventor's certificate having a filing date before that of the application on which priority is Claimed: 

Country Application 
Number 

Date of Filing 
(day. month, year) 

Date of Imam 
(day, month, year) 

Priority Claimed 

Yes 0 I No 0 

Yes 0 No 0 
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Prior Provisional Application(s) 

I hereby claim the benefit under Title 35, United States Code § 119(e) of any United States 
provisional application(s) listed below 

Application 
Somber 

Date of Piling 
(day, month, year) 

Prior United States Application(s) 

I hereby claim the benefit under Title 35, United States Code, § 120 of any United States 
application(s), or § 365(c) of any PCT international application designating the United States of 
America,  listed below and, insofar as the subject matter of each of the claims of this application is 
not disclosed in the prior United States application in the manner provided by the first paragraph of 
Tide 35, United States Code, § 112, 1 acknowledge the duty to disclose material information as 
defined in Title 37, Code of Federal Regulations, § 1.56(a) which occurred between the filing date of 
the prior application and the national or per international filing date of this application: 

Application 
Number 

Date of Filing 
(day, month, year) 

Stahl g — Patented, 
Pending. Abandoned 

10/602,777 June 25.2003 Pending 

0/046,627 March 24,1998 Patent No. 6,598,162 

July 22, 2003 

08/587,943 January 17, 1996 Patent No.5,735,549 
April 211,1998 

All correspondence and telephone communications should be addressed to: 

SCOTT MOSKOWsTZ 
16711 COLLINS AVENUE 

No. 2505 
SUNNY ISLES BEACH, FLORIDA 33160 

TELEPHONE 14,10MISE1f. (305) 956 • 9041 

FACSI MILE NUMBER: (305) 956 - 9042 
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hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these statements 
were made with the knowledge that willful false statements and the like so made are punishable by 
fine and imprisonment, or both, under 18 U.S.C. *1001, and that such willful false statements may 
jeopardize the valiclit , of the application or any patent issuing thereon. 

Signature Date Afal4,67.— //24Z47" 

Full Name of 
First Inventor: MOSKOWITZ Scott A. 

(Family 'Mime) Tim/ Givta Name) (Second Giycn Kirs3c) 

Citizenship: 'United States of America 

Residence: 1.871.1 Coffins Avenue, it 2505, Sunny Isles Beach, FL 33160 

Post Office 16111 Collins Avenue, # 2505, Sunny Isles Beach, FL 33160 
Address: 
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Docket No.: 80391.0003C0NT2 

APPLICATION DATA SHEET 

Application Information 

Application Type:: Regular 

Subject Matter:: Utility 

CD-ROM or CR-R?:: None 

Title: : Data Protection Method and Device 

Docket No.:: 80391.0003CONT2 

Request for Early Publication?:: No 

Request for Non-Publication?:: No 

Total Drawing Sheets:: 

Small Entity:: Yes 

Applicant Information 

Applicant Authority Type: First Named Inventor 

Primary Citizenship Country:: US 

Status:: Full Capacity 

Given Name :: Scott 

Middle Name:: A. 

Family Name :: MOSKOWITZ 

City of Residence:: Sunny Isles Beach 

State of Residence:: FL 

Country of Residence:: US 

Street of Mailing Address:: 16711 Collins Avenue, #2505 

City of Mailing Address:: Sunny Isles Beach 

State of Mailing Address::. FL 

Postal or Zip Code :: 33160 
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Docket No: 80391.0003CONT2 

Correspondence Information 

Name:: 

Street of mailing address:: 

City of mailing address:: 

State of mailing address:, 

Country of mailing address:: 

Phone Number:: 

Fac,simile Number :: 

E-Mail Address :: 

Priority Information 

Scott A. Moskowitz 

16711 Coffins Avenue, #2505 

Sunny Isles Beach 

FL 

Lis 

305-956-9041 

305-956-9042 

scott(dlb1uesbike.com 

Application:: 

This Application 

10/602,777 

09/046;627 

Priority Ctaim:: i Parent Application:: I Parent Filing Date:: 

Divisional of I 10/602,777 106/25/03 

Continuation of I 09/046,627 1 03/24/98 
i 

Continuation-in-Part of I 06/587,943 01/17/96 
 .,., 
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UNITED STATE$ PATENT AND TRADEMARK OFFICE 

Appi. No. 
Applicant 
Filed 
TC/A.U, 
Examiner 
Docket No. 
Title (before 

Unassigned 
Scott A. MOSKOWITZ 
Herewith 
2132 
Laurel L. LASHLEY 
80391.0003CONT2 

amendment): Method for Combining Transfer Functions with 
Predetermined Key Creation 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Confirmation No. NA 

PRELIMINARY AMENDMENT 

Prior to examination on the merits and prior to calculation of the filing fee, please. 

enter the following amendments to the application. 

IN THE TITLE: 

Please delete the present title and replace it with "DATA PROTECTION METHOD AND 

DEVICE" 

IN THE SPECIFICATION: 

On page 1 of the Application, insert the following before the section entitled "Field 

of the Invention": 

CROSS-REFERENCE TO RELATED APPLICATIONS 

This application is a divisional of U.S. Patent Application Serial No. 

10/602,777,_which is a continuation application of U.S. Patent Application 

Serial Na, 09/046,627 (which issued July 22, 2003, as U.S. Patent No, 
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6,598,162), which is a continuation-in-part of U.S. Patent Application 

Serial No. 08/587,943, filed Jan.. 17, 1996, (which issued April 28, 1998, 

as U.S. Patent No. 5,745,943). The entire disclosure of Q.S. Patent 

Application No. 09/046,627 (which issued July 22, 2003. as U.S. Patent 

No. 6.598,162) and U.S. Patent Application Serial No. 08/587,943, filed 

Jan. 17, 1996, (which issued April 28, 1998, as U.S. Patent No. 

5.745,943) are hereby incorporated by reference in their entireties. 

In the FIELD OF THE INVENTION: 

After paragraph [00021 please insert the following: 

With the advent of computer networks and digital multimedia, 

protection of intellectual property has become a prime concern for 

creators and publishers of digitized copies of copyrightable works, such 

as musical recordings, movies, video games, and computer software. 

One method of protecting copyrights in the digital domain is to use "digital 

watermarks. " 

The prior art includes copy protection systems attempted at many stages 

in the development of the software industry. These may be various 

methods by which a software engineer can write the software in a clever 

manner to determine if it has been copied, and if so to deactivate itself. 

Also included are undocumented changes to the storage format of the 

content. Copy protection was generally abandoned by the software 

industry, since pirates were generally just as clever as the software 

engineers and figured out ways to modify the software and deactivate the 

protection. The cost of developing such protection was not justified 

considering the level of piracy which occurred despite the copy protection. 

Other methods for protection of computer software include the 

requirement of entering certain numbers or facts that may be included in 
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METHOD FOR STEGA-CIPRER PROTECTION or COMPUTER CODE 

FIELD OF INVENTICV • 

With the advent of computer networks and digital 

5 multimedia, protection of intellectual property has 

become a prime concern for creators and publishers of 

digitized copies of copyrightable works, such as musical 

recordings, movies, video games, and computer software. 

One method of protecting copyrights in the digital 

10 domain is to use "digital watermarks." 

The prior art includes copy protection systems 

attempted at many stages in the, development of the 

software industry. These may be various methods by 

which a software engineer can write the software in a 

15 clever manner to determine if it has been copied, and if 

so to deactivate itself. Also included are undocumented 

changes to the storage format of the content. Copy 

protection was generally abandoned by the software 

industry, since pirates were generally just as clever as 

20 the software engineers and figured out ways to modify 

the software and deactivate the protection. The cost of 

developing such protection was not justified considering 

the level of piracy which occurred despite the copy 

protection. 

25 Other methods for protection of computer software 

include the requirement of entering certain numbers or 

facts that may be included in a packaged software's 

manual, when prompted at start-up. These may be 
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a packaged software's manual, when prompted at start-up. These may be 

overcome if copies of the manual are distributed to unintended users, or 

by patching the code to bypass these measures. Other methods include 

requiring a user to contact the software vendor and to receive "keys" for 

unlocking software after registration attached to some payment scheme, 

such as credit card authorization. Further methods include netvvork-based 

searches of a user's hard drive and comparisons between what is 

registered to that user and what is actually installed on the users general 

computing device. Other proposals, by such parties as AT&T's Bell 

Laboratories, use "kerning" or actual distance in pixels, in the rendering of 

text documents, rather than a varied number of ASCII characters. 

However, this approach can often be defeated by graphics processing 

analogous to sound processing, which randomizes that information. All of 

these methods require outside determination and verification of the 

validity of the software limnse. 

Digital watermarks can be used to mark each individual copy of a 

digitized work with information identifying the title, copyright holder, and 

even the licensed owner of a particular copy. d en marked with licensing 

and ownership information, responsibility is created for individual copies 

where before there was none. Computer application programs can be 

watermarked by watermarking digital content resources used In 

conjunction with images or audio data. Digital watermarks can be 

encoded with random or pseudo random keys, which act as secret maps 

for locating the watermarks. These keys make it impossible for a party to 

find the watermark without having the key. In addition, the encoding 

method can be enhanced to form a party to cause damage to a 

watermarked data stream when trying to erase a random-key watermark. 

Other information is disclosed in 'Technology; Digital Commerce", Denise 

Caruso, New York Times, Aug. 7, 1995; and "Copyrighting in the 

Information Age". Harley Ungar, ONLINE MARKETPLACE, September 

1995. Jupiter Communications. 
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Additionally, other methods for hiding information signals in content 

signals, are disclosed in U.S. Pat. No. 5,319,735--Preuss et al. and U.S. 

Pat, No, 5,379,345—Greenberg, 

It is desirable to use a "stega-cipher" or watermarking process to hide the 

necessary parts or resources of the executable object code in the 

digitized sample resources. It is also desirable to further modify the 

underlying structure of an executable computer application such that it is 

more resistant to attempts at patching and analysis by memory capture. A 

computer application seeks to provide a user with certain utilities or tools, 

that is, users interact with a computer or similar device to accomplish 

various tasks and applications provide the relevant interface. Thus, a 

level of authentication can also be introduced into software, or "digital 

products," that include digital content, such as audio, video, pictures or 

multimedia, with digital watermarks. Security is maximized because 

erasing this code watermark without a key results in the destruction of 

one or more essential parts of the underlying application, rendering the 

"program" useless to the unintended user who lacks the appropriate key. 

Further, if the key is linked to a license code by means of a mathematical 

function, a mechanism for identifying the licensed owner of an application 

is created. 

It is also desirable to randomly reorganize program memory structure 

intermittently during program run time, to prevent attempts at memory 

capture or object code analysis aimed at eliminating licensing or 

ownership information, or otherwise modifying, in an unintended manner, 

the functioning of the application. 

In this way, attempts to capture memory to determine underlying 

functionality or provide a "patch" to facilitate unauthorized use of the 

"application," or computer program, without destroying the functionality 

and thus usefulness of a copyrightable computer program can be made 
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difficult or imposs ble. 

It is thus the goal of the present invention to provide a higher level of 

copyright security to object code on par with methods described in digital 

watermarking systems for digitized media content such as pictures, audio, 

video and multimedia content in its multifarious forms, as described in 

previous disclosures, "Steganographic Method and Device" Ser. No. 

08/489,172, filed Jun. 7, '1995, now U.S. Pat. No. .5,613,l)04, and "Human 

Assisted Random Key Generation and Application for Digital Watermark 

System", Ser. No. 08/587,944, filed on Jan. 17, '1996, the disclosure of 

which is hereby incorporated by reference. 

It is a further goal of the present invention to establish methods of 

copyright protection that can be combined with such schemes as software 

metering, network distribution of code and specialized protection of 

software that is designed to work over a network, such as that proposed 

by Sun Microsystems in their HotJava browser and Java programming 

language, and manipulation of application code in proposed distribution of 

documents that can be exchanged with resources or the look and feel of 

the document being preserved over a network. Such systems are 

currently being offered by companies including Adobe, with their Acrobat 

software. This latter goal is accomplished primarily by means of the 

watermarking of font, or typeface, resources included in applications or 

documents, which determine how a bitmap representation of the 

document is ultimately drawn on a presentation device. 

The present invention includes an application of the technology of "digital 

watermarks." As described in previous disclosures, "Steganographic 

Method and Device" and "Human Assisted Random Key Generation and 

Application for Digital Watermark System," watermarks are particularly 

suitable to the identification, metering, distributing and authenticating 

digitized content such as pictures, audio, video and derivatives thereof 
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under the description of "multimedia content." Methods have been 

described for combining both cryptographic methods, and steganography, 

or hiding something in plain view. Discussions of these technologies can 

be found in Applied Cryptography by Bruce Schneier and The Code 

Breakers by David Kahn. For more information on prior art public-key 

cryptosystems see U.S. Pat. No, 4,200,770 Diffie-Heilman, U.S. Pat. No. 

4.218,582 Hellman, U.S. Pat. No. 4,405,829 RSA, U.S. Pat. No. 

4,424,414 Hellman Pohlig. Computer code, or machine language 

instructions, which are not digitized and have zero tolerance for error, 

must be protected by derivative or alternative methods, such as those 

disclosed in this invention, which focuses on watermarking with "keys" 

derived from license codes or other ownership identification information, 

and using the watermarks encoded with such keys to hide an essential 

subset of the application code resources. — 

ln the SUMMARY OF THE INVENTION: 

After paragraph [00311 please insert the following: 

It is thus a goal of the present invention, to provide a level of security 

for executable code on similar grounds as that which can be provided for 

digitized samples. Furthermore, the present invention differs from the prior 

art in that it does not attempt to stop copying, but rather, determines 

responsibility for a copy by ensuring that licensing information must be 

preserved in descendant copies from an original. Without the correct 

license information, the copy cannot function. 

An improvement over the art is disclosed in the present invention, in that 

the software itself is a set of commands, compiled by software engineer, 

which can be configured in such a manner as to tie underlying 

functionality to the license or authorization of the copy in possession by 

the user. Without such verification, the functions sought out by the user in 
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the form of software cease to properly work. Attempts to tamper or "patch" 

substitute code resources can be made highly difficult by randomizing the 

location of said resources in memory on an intermittent basis to resist 

most attacks at disabling the system. --

In the DETAILED DESCRIPTION: 

After paragraph [00501 please insert the following: 

--- An executable computer program is variously referred to as an 

application, from the point of view of a user, or executable object code 

from the point of view of the engineer. A collection of smaller, atomic (or 

indivisible) chunks of object code typically comprise the complete 

executable object code or application which may also require the 

presence of certain data resources. These indivisible portions of object 

code correspond with the programmers' function or procedure 

implementations in higher level languages, such as C or Pascal. In 

creating an application, a programmer writes "code" in a higher level 

language, which is then compiled down into "machine language," or, the 

executable object code, which can actually be run by a computer, general 

purpose or otherwise. Each function, or procedure, written in the 

programming language, represents a self-contained portion of the larger 

program, and implements, typically, a very small piece of its functionality. 

The order in which the programmer types the code for the various 

functions or procedures, and the distribution of and arrangement of these 

implementations in various files which hold them is unimportant. Within a 

function or procedure, however, the order of individual language 

constructs, which correspond to particular machine instructions is 

important, and so functions or procedures are considered indivisible for 

purposes of this discussion, That is, once a function or procedure is 

compiled, the order of the machine instructions which comprise the 

executable object code of the function is important and their order in the 
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computer memory is of vital importance. Note that many "compilers" 

perform "optimizations" within functions or procedures, which determine, 

on a limited scale, if there is a better arrangement for executable 

instructions which is more efficient than that constructed by the 

programmer, but does not change the result of the function or procedure. 

Once these optimizations are performed, however, making random 

changes to the order of instructions is very likely to "break" the function„ 

When a program is compiled: then, it consists of a collection of these sub-

objects, whose exact order or arrangement in memory is not important, so 

long as any sub-object which uses another sub-object knows where in 

memory it can be found. 

The memory address of the first instruction in one of these sub-objects is 

called the "entry point" of the function or procedure. The rest of the 

instructions comprising that sub•-object immediately follow from the entry 

point. Some systems may prefix information to the entry point which 

describes calling and return conventions for the code which follows, an 

example is the Apple Macintosh Operating System (MacOS). These sub-

objects can be packaged into what are referred to in certain systems as 

"code resources," which may be stored separately from the application, or 

shared with other applications, although not necessarily. Within an 

application there are also data objects, which consist of some data to be 

operated on by the executable code. These data objects are not 

executable. That is, they do not consist of executable instructions. The 

data objects can be referred to in certain systems as "resources." 

When a user purchases or acquires a computer program, she seeks a 

computer program that 'functions" in a desired manner. Simply. computer 

software is overwhelmingly purchased for its underlying functionality. In 

contrast, persons who copy multimedia content, such as pictures, audio 

and video, do so for the entertainment or commercial value of the content. 

The difference between the two types of products is that multimedia 
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content is not generally interactive, but is instead passive, and its 

commercial value relates more on passive not interactive or utility 

features, such as those required in packaged software, set•top boxes, 

cellular phones, VCRs, PDAs, and the like. Interactive digital products 

which include computer code may be mostly interactive but can also 

contain content to add to the interactive experience of the user or make 

the underlying utility of the software more aesthetically pleasing. It is a 

common concern of both of these creators, both of interactive and passive 

multimedia products, that "digital products" can be easily and perfectly 

copied and made into unpaid or unauthorized copies, This concern is 

especially heightened when the underlying product is copyright protected 

and intended for commercial use. 

The first method of the present invention described involves hiding 

necessary "parts" or code "resources" in digitized sample resources using 

a "digital watermarking" process, such as that described in the 

"Steganographic Method and Device" patent application. The basic 

premise for this scheme is that there are a certain sub-set of executable 

code resources, that comprise an application and that are "essential" to 

the proper function of the application. In general, any code resource can 

be considered "essential" in that if the program proceeds to a point where 

it must "call" the code resource and the code resource is not present in 

memory, or cannot be loaded, then the program fails. However, the 

present invention uses a definition of "essential" which is more narrow. 

This is because, those skilled in the art or those with programming 

experience, may create a derivative program, not unlike the utility 

provided by the original program, by writing additional or substituted code 

to work around unavailable resources. This is particularly true with 

programs that incorporate an optional "plug-in architecture," where 

several code resources may be made optionally available at run-time. The 

present invention is also concerned with concentrated efforts by 

technically skilled people who can analyze executable object code and 

9 
Attachment 15 Page 72 of 104 

DISH-Blue Spike-602
Exhibit 1005, Page 0456



"patch" it to ignore or bypass certain code resources. Thus, for the 

present embodiment's purposes, "essential" means that the function 

which distinguishes this application from any other application depends 

upon the presence and use of the code resource in question. The best 

candidates for this type of code resources are NOT optional, or plug-in 

types, unless special care is taken to prevent work-arounds. 

Given that there are one or more of these essential resources, what is 

ncceled to realize the present invention is the presence of certain data 

resources of a type which are amenable to the "stega-cipher" process 

described in the "Steganographic Method and Device" patent U.S. Pat. 

No. 5,613,004. Data which consists of image or audio samples is 

particularly useful. Because this data consists of digital samples, digital 

watermarks can be introduced into the samples. What is further meant is 

that certain applications include image and audio samples which are 

important to the look and feel of the program or are essential to the 

processing of the application's functionality when used by the user. These 

computer programs are familiar to users of computers but also less 

obvious to users of other devices that run applications that are equivalent 

in some measure of functionality to general purpose computers including, 

but not limited to, set-top boxes, cellular phones, "smart televisions," 

PDAs and the like. However, programs still comprise the underlying 

"operating systems" of these devices and are becoming more complex 

with increases in functionality. 

One method of the present invention is now discussed. When code and 

data resources are compiled and assembled into a precursor of an 

executable program the next step is to use a utility application for final 

assembly of the executable application. The programmer marks several 

essential code resources in a list displayed by the utility. The utility will 

choose one or several essential code resources, and encode them into 

one or several data resources using the stegacipher process. The end 
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result will be that these essential code resources are not stored in their 

own partition, but rather stored as encoded information in data resources. 

They are not accessible at run-time without the key. Basically, the 

essential code resources that provide functionality in the final end--

product, an executable application or computer program, are no longer 

easiiy and recognizably available for manipulation by those seeking to 

remove the underlying copyright or license, or its equivalent information, 

or those with skill to substitute alternative code resources to "force" the 

application program to run as an unauthorized copy. For the encoding of 

the essential code resources, a "key' is needed. Such a key is similar to 

those described in U.S. Pat. No, 5,613,004, the "Steganographic Method 

and Device" patent. The purpose of this scheme is to make a particular 

licensed copy of an application distinguishable from any other. It is not 

necessary to distinguish every instance of an application, merely every 

instance of a license. A licensed user may then wish to install multiple 

copies of an application, legally or with authorization. This method, then, 

is to choose the key so that it corresponds, is equal to, or is a function of, 

a license code or license descriptive information, not just a text file, audio 

clip or identifying piece of information as desired in digital watermarking 

schemes extant and typically useful to stand-alone, digitally sampled 

content. The key is necessary to access the underlying code, i.e., what 

the user understands to be the application program. 

The assembly utility can be supplied with a key generated from a license 

code generated for the license in question. Alternatively, the key, possibly 

random, can be stored as a data resource and encrypted with a derivative 

of the license code. Given the key, it encodes one or several essential 

resources into one or several data resources. Exactly which code 

resources are encoded into which data resources may be determined in a 

random or pseudo random manner. Note further that the application 

contains a code resource which performs the function o►f decoding an 

encoded code resource from a data resource. The application must also 
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contain a data resource which specifies in which data resource a 

particular code resource is encoded. This data resource is created and 

added at assembly time by the assembly utility. The application can then 

operate as follows: 

1) when it is run for the first time, after installation, it asks 

the user for personalization information, which includes the license code. 

This can include a particular computer configuration; 

2) it stores this information in a personalization data 

resource; 

3) Once it has the license code, it can then generate the 

proper decoding key to access the essential code resources. 

Note that the application can be copied in an uninhibited manner, but 

must contain the license code issued to the licensed owner, to access its 

essential code resources. The goal of the invention, copyright protection 

of computer code and establishment of responsibility for copies, is thus 

accomplished. 

This invention represents a significant improvement over prior art 

because of the inherent difference in use of purely informational 

watermarks versus watermarks which contain executable object code. If 

the executable object code in a watermark is essential to an application 

which accesses the data which contains the watermark, this creates an 

all-or-none situation. Either the user must have the extracted watermark, 

or the application cannot be used, and hence the user cannot gain full 

access to the presentation of the information in the watermark bearing 

data, In order to extract a digital watermark, the user must have a key. 

The key, in turn, is a function of the license information for the copy of the 

software in question. The key is fixed prior to final assembly of the 

application files, and so cannot be changed at the option of the user. That, 
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in turn, means the license information in the software copy must remain 

fixed, so that the correct key is available to the software. The key and the 

license information are, in fact, interchangeable. One is merely more 

readable than the other. In U.S. Pat. No. 5,613,004, the "Steganographic 

Method and Device, patent", the possibility of randomization erasure 

attacks on digital watermarks was discussed. Simply, it is always possible 

to erase a digital watermark, depending on how much damage you are 

willing to do to the watermark-bearing content stream The present 

invention has the significant advantage that you must have the watermark 

to be able to use the code it contains. If you erase the watermark you 

have lost a key piece of the functionality of the application, or even the 

means to access the data which bear the watermark. 

A preferred embodiment would be implemented in an embedded system, 

with a minimal operating system and memory. No media playing "apples," 

or smaller sized applications as proposed in new operating environments 

envisioned by Sun Microsystems and the advent of Sun's Java operating 

system, would be permanently stored in the system, only the bare 

necessities to operate the device, download information, decode 

watermarks and execute the applets contained in them. When an applet is 

finished executing, it is erased from memory. Such a system would 

guarantee that content which did not contain readable watermarks could 

not be used. This is a powerful control mechanism for ensuring that 

content to be distributed through such a system contains valid 

watermarks. Thus, in such networks as the Internet or set-top box 

controlled cable systems, distribution and exchange of content would be 

made more secure from unauthorized copying to the benefit of copyright 

holders and other related parties. The system would be enabled to 

invalidate, by default, any content which has had its watemiark(s) erased, 

since the watermark conveys, in addition to copyright information, the 

means to fully access, play, record or otherwise manipulate, the content. 
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A second method according to the present invention is to randomly re-

organize program memory structure to prevent attempts at memory 

capture or object code analysis. The object of this method is to make it 

extremely difficult to perform memory capture-based analysis of an 

executable computer program. This analysis is the basis for a method of 

attack to defeat the system envisioned by the present invention. 

Once the code resources of a program are loaded into memory, they 

typically remain in a fixed position, unless the computer operating system 

finds it necessary to rearrange certain portions of memory during "system 

time," when the operating system code, not application code, is running. 

Typically, this is done in low memory systems: to maintain optimal 

memory utilization. The MacOS for example, uses Handles, which are 

double-indirect pointers to memory locations, in order to allow the 

operating system to rearrange memory transparently, underneath a 

running program. If a computer program contains countermeasures 

against unlicensed copying, a skilled technician can often take a snapshot 

of the code in memory, analyze it, determine which instructions comprise 

the countermeasures, and disable them in the stored application file. by 

means of a "patch." Other applications for designing code that moves to 

prevent scanning-tunnelling microscopes, and similar high sensitive 

hardware for analysis of electronic structure of microchips running code, 

have been proposed by such parties as Wave Systems. Designs of Wave 

Systems' microchip are intended for preventing attempts by hackers to 

"photograph" or otherwise determine "bum in" to microchips for attempts 

at reverse engineering. The present invention seeks to prevent attempts 

at understanding the code and its organization for the purpose of patching 

it. Unlike systems such as Wave Systems', the present invention seeks to 

move code around in such a manner as to complicate attempts by 

software engineers to reengineer a means to disable the methods for 

creating licensed copies on any device that lacks "trusted hardware." 

Moreover, the present invention concerns itself with any application 
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software that may be used in general computing devices, not chipsets that 

are used in addition to an underlying computer to perform encryption. 

Wave Systems' approach to security of software, if interpreted similarly to 

the present invention, would dictate separate microchip sets for each 

piece of application software that would be tamperproof. This is not 

consistent with the economics of software and its distribution. 

Under the present invention, the application contains a special code 

resource which knows about all the other code resources in memory. 

During execution time, this special code resource, called a "memory 

scheduler," can be called periodically, or at random or pseudo random 

intervals, at which time it intentionally shuffles the other code resources 

randomly in memory, so that someone trying to analyze snapshots of 

memory at various intervals cannot be sure if they are looking at the same 

code or organization from one "break" to the next. This adds significant 

complexity to their job. The scheduler also randomly relocates itself when 

it is finished. In order to do this, the scheduler would have to first copy 

itself to a new location, and then specifically modify the program counter 

and stack frame, so that it could then jump into the new copy of the 

scheduler, but return to the correct calling frame. Finally, the scheduler 

would need to maintain a list of all memory addresses which contain the 

address of the scheduler, and change them to reflect its new location. 

The methods described above accomplish the purposes of the invention—

to make it hard to analyze captured memory containing application 

executable code in order to create an identifiable computer program or 

application that is different from other copies and is less susceptible to 

unauthorized use by those attempting to disable the underlying copyright 

protection system. Simply, each copy has particular identifying information 

making that copy different from all other copies. --
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IN THE CLAIMS: 

Please cancel claims 6-31 without prejudice or disclaimer. Claims 6-31 were 

previously subject to a restriction requirement. Applicant reserves the right to pursue the 

subject matter of the original claims in this application and in other applications. This 

listing of claims will replace all prior versions, and listings, of claims in the application. 

Please add original claims 1 — 5 and new claims 32 - 57 as follows: 

1 (original) A method for copy protection of digital information, the digital information 

including a digital sample and format information, comprising the steps of: 

identifying a portion of the format information to be encoded; 

generating encoded format information from the identified portion of the format information; and 

generating encoded digital information, including the digital sample and the encoded format 

information. 

2. (original) The method of claim 1, Rather comprising the step of requiring a predeterminml key 

to decode the encoded format information. 

3. (original) The method of claim 2, wherein the digital sample and format information are 

configured to be used with a digital player, and wherein information output from the 

digital player will have a degraded quality unless the encoded format information is 

decoded with the predetermined key. 

4. (original) The method of claim 3, wherein the information output from the digital player 

represents a still image, audio or video. 

5. (original) The method of claim 3, wherein the information output represents text data to be 

authenticated. 

Claims 6 — 31 (cancelled without prejudice to Applicant's right to seek allowance of said claims 

in a related application) 

32. (new) A method for copy protection of software comprising: embedding the software with a 

watermark wherein the embedded software operates in a manner substantially the same as 

the software prior to the embedding step. 
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33. (new) The process of claim 32 wherein the step of embedding the. software with a watermark 

increases the complexity of code analysis andlor tampering with the software. 

34. (new) The process of claim 32, wherein the watermarked software queries a user for 

personalization information during installation of the software 

35. (new) The process of claim 32, wherein the. watermark is accessible with a key. 

36. (new) The process of claim 35, wherein the key enables authorized use of the watermarked 

software. 

37. (new) The process according to claim 35, wherein the key and license information are 

interchangeable. 

38. (new) The process according to claim 32 wherein the step of embedding the software with a 

watermark is performed during execution of the software. 

39. (new) The process according to claim 32, wherein the step of embedding the software with a 

watermark modifies the structure of the software being embedded. 

40. (new) An article of manufacture comprising a machine readable medium, having thereon 

stored instructions adapted to be executed by a processor, which instructions when 

executed result in a process comprising; receiving potentially watermarked software; and 

identifying the software by extracting the watermark. 

41. (new) The article of manufacture of claim 40, wherein the watermark is associated with 

information fixed prior to distribution of the watermarked software. 

42. (new) The article of manutunure of Claim 40, wherein the watermark affects functionality of 

the watermarked software. 

43. (new) The article of manufacture of claim 40, wherein the extracted watermark enables 

generation of a key. 

44. (new) The article of manufacture of claim 43, wherein the generated key and licensing 

information are associated. 

45. (new) The article of manufacture of claim 40, further comprising limiting functionality of the 

software if the watermark cannot be extracted. 
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46. (new) A method for watermarking software comprising: determining the structure a plurality 

of code contained in the software; and configuring at least a portion of the plurality of 

code .accOrding to a watermarking proem:, 

47. (new) The process of claim 46, wherein the watermarking process further comprises inserting 

information into the software after installation. 

48. (new) The process of claim. 46, wherein the watermarking process configures the at least a 

portion of the plurality of code according to a key. 

49. (new) The process of claim 46, wherein the watermarking process increases the. complexity 

of code analysis and/or tampering with the software. 

50. (new) The process of claim 46, wherein the watermarking process is selected from the group 

comprising: data hiding, steganography or steganographic ciphering. 

51. (new) The process of claim 46, wherein the watermarking process is applied during 

execution of the software, 

52. (new) A system for copy protection of software comprising the steps of: associating license 

information with a copy of a software application; encoding the associated license 

information into the copy of the software application using a watermarking process; 

providing the copy of the software application having license information encoded 

therein to a user; and, comparing information received by a user with the encoded license 

information. 

53. (new) The system of claim 52, wherein the encoding is controlled by a key. 

54. (new) The system of claim 52, wherein the step of comparing the user supplied information 

with the encoded license information enables authorization of the software. 

55. (new) The system of claim 53, wherein the key is fixed prior to distribution of the software. 

56. (new) The system of claim 52, wherein the license information comprises code which affects 

functionality of the. watermarked software. 

57. (new) The system of claim 52, wherein the watermark. software is resistant to code analysis 

and/or tampering. 
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REMARKS 

This is a divisional application of pending U.S. Patent Application No, 

10/602,777, filed June 25, 2003. Applicant has bodily incorporated U.S. Patent 

Application Serial No. 08/587,943, filed January 17, 1996 (which issued as U.S. Patent 

No. 5,745,569 on April 28, 1998). The '943 application was expressly incorporated by 

reference into U.S. Patent Application No. 10/602,777 (see Application at page 1). 

Applicant has changed the title of this divisional application to better describe the bodily 

incorporated material and the focus of the claims. Applicant has canceled claims 6 - 31 

of U.S. Patent Application No. 10/602,777 (without prejudice or disclaimer) and has 

added original claims 1 - 5 and new claims 32 - 57. Support for new claims 32 - 57 can 

be found throughout the specification. This amendment does not add any new matter as 

that term is defined under 37 CFR § 1.118. Accordingly, Applicant respectfully requests 

entry of this amendment in its entirety. 

It is believed that no other fees are required to ensure entry of the amendments 

and submits that this application is in condition for allowance, and a notice to this effect 

is earnestly sought. 

Respectfully submitted, 

Date: August 24, 2007 By: 
Scott A','Moskowitz 
16711 Collins Avenue, #2505 
Sunny Isles Beach, FL 33160 
Tel# (305) 956-9041 
Fax# (305) 956-9042 
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overcome if copies of the manual are distributed to 

unintended users, or by patching the code to bypass 

these measures. Other methods include requiring a user 

to contact the software vendor and to receive "keys" for 

5 unlocking software after registration attached to some 

payment scheme, such as credit card authorization. 

Further methods include network-based searches of a 

user's hard drive and comparisons between what is 

registered to that user and what is actually installed 

10 on the user's general computing device. Other 

proposals, by such parties as AT&T's Bell Laboratories, 

use "kerning" or actual distance in pixels, in the 

rendering of text documents, rather than a varied 'number 

of ASCII characters. However. this approach can often 

15 be defeated by graphics processing analogous to sound 

processing, which randomizes that information. All of 

these methods require outside determination and 

verification of the validity of the software license. 

Digital watermarks can be used to mark each 

20 individual copy of a digitized work with information 

identifying the title, copyright holder, and even the 

licensed owner of a particular copy. When marked with 

licensing and ownership information, responsibility is 

created for individual copies where before there was 

25 none. Computer application programs can be watermarked 

by watermarking digital content resources used in 

conjunction with images or audio data. Digital 

watermarks can be encoded with random or pseudo random 

keys, which act as secret maps for locating the 

30 watermarks. These keys make it impossible for a party 

to find the watermark without having the key. In 

addition, the encoding method can be enhanced to force a 

party to cause damage to a watermarked data stream when 

trying to erase a random-key watermark. Digital 

35 watermarks are described in "Steganographic Method and 

Device - The DICE Company, Serial No. 08/489,172, the 

disclosure of which is hereby incorporated by reference. 
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Other information is disclosed in "Technology; Digital 

Commerce", Denise Caruso, New York Times, August 7, 

1995; and "Copyrighting in the Information Age", Harley 

Ungar, ONLINE MARKETPLACE, September 1995, Jupiter 

5 Communications. 

Additionally, other methods for hiding information 

signals in content signals, are disclosed in U.S. Patent 

Na. 5,319,735 Preuss et al. and U.S. Patent No. 

5,379,345 - Greenberge 

10 It is desirable to use a "stega-cipher* or 

watermarking process to hide the necessary parts or 

resources of the executable object code in the digitized 

sample resources. It is also desirable to further 

modify the underlying structure of an executable 

IS computer application such that it is more resistant to 

attempts at patching and analysis by memory capture. A 

computer application seeks to provide a user with 

certain utilities or tools, that is, users interact with 

a computer or similar device to accomplish various tasks 

20 and applications provide the relevant interface. Thus, 

a level of authentication can also be introduced into 

software, or "digital products,* that include digital 

content, such as audio, video, pictures or multimedia, 

with digital watermarks. Security is maximized because 

25 erasing this code watermark without a key results in the 

destruction of one or more essential parts of the 

underlying application, rendering the "program" useless 

to the unintended user who lacks the appropriate key. 

Further, if the key is linked to a license code by means 

30 of a mathematical function, a mechanism for identifying 

the licensed owner of an application is created. 

It is also desirable to randomly reorganize program 

memory structure intermittently during program run time, 

to prevent attempts at memory capture or object code 

35 analysis aimed at eliminating licensing or ownership 

information, or otherwise modifying, in an unintended 

manner, the functioning of the application. 
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In this way, attempts to capture memory to 

determine underlying functionality or provide a "patch* 

to facilitate unauthorized use of the "application," or 

computer program, without destroying the functionality 

5 and thus usefulness of a copyrightable computer program 

can be made difficult or impossible. 

It is thus the goal of the present invention to 

provide a higher level of copyright security to object 

code on par with methods described in digital 

10 watermarking systems for digitized media content such as 

pictures, audio, video and multimedia content in its 

multifarious forms, as described in previous 

disclosures, "Steganographic Method and Device" and 

*Human Assisted Random Key Generation and Application 

is for Digital Watermark System", filed on even date 

herewith, the disclosure of which is hereby incorporated 

by reference. 

It is a further goal of the present invention to 

establish methods of copyright protection that can be 

20 combined with such schemes as software metering, network 

distribution of code and specialized protection of 

software that is designed to work over a network, such 

as that proposed by Sun Microsystems in their HotJava 

browser and Java programming language, and manipulation 

25 of application code in proposed distribution of 

documents that can be exchanged with resources or the 

look and feel of the document being preserved over a 

network. Such systems are currently being offered by. 

companies including Adobe, with their Acrobat software. 

30 This latter goal is accomplished primarily by means of 

the watermarking of font, or typeface, resources 

included in applications or documents, which determine 

how a bitmap representation of the document is 

ultimately drawn on a presentation device. 

5 The present invention includes an application of 

the technology of "digital watermarks." As described 

in previous disclosures, "Steganographic Method and 
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Device" and *Human Assisted Random Key Generation and 

Application for Digital Watermark System,* watermarks 

are particularly suitable to the identification, 

metering, distributing and authenticating digitized 

5 content such as pictures, audio, video and derivatives 

thereof under the description of °multimedia content." 

Methods have been described for combining both 

cryptographic methods, and steganography, or hiding 

something in plain view. Discussions of these 

10 technologies can be found in Applied Cryptography by

Bruce Schneier and The Code Breakers by David Kahn. For 

more information on prior art public-key cryptosystems 

see US Pat No 4,200,770 Diffie-Hellman, 4,218,582 

Hellman, 4,405,829 RSA, 4,424,414 Hellman Pohlig. 

15 Computer code, or machine language instructions, which 

are not digitized and have zero tolerance for error, 

must be protected by derivative or alternative methods, 

such as those disclosed in this invention, which focuses 

on watermarking with "keys" derived from license codes 

20 or other ownership identification information, and using 

the watermarks encoded with such keys to hide an 

essential subset of the application code resources. 

BOBARY_OF THE INVENTION 

25 It is thus a goal of the present invention, to 

provide a level of security for executable code on 

similar grounds as that which can be provided for 

digitized samples. Furthermore, the present invention 

differs from the prior art in that it does not attempt 

30 to stop copying, but rather, determines responsibility 

for a copy by ensuring that licensing information must 

be preserved in descendant copies from an original. 

Without the correct license information, the copy cannot 

function. 

35 An improvement over the art is disclosed in the 

present invention, in that the software itself is a set 

of commands, compiled by software engineer, which can be 
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configured in such a manner as to tie underlying 

functionality to the license or authorization of the 

copy in possession by the user. Without such 

verification, the functions sought out by the user in 

the form of software cease to properly work. Attempts 

to tamper or "patch" substitute code resources can be 

made highly difficult by randomizing the location of 

said resources in memory on an intermittent basis to 

resist most attacks at disabling the system. 

10 

paMILIZepESCRIPTION

An executable computer program is variously 

referred to as an application, from the point of view of 

a user, or executable object code from the point of view 

15 of the engineer. A collection of smaller, atomic (or 

indivisible) chunks of object code typically comprise 

the complete executable object code or application which 

may also require the presence of certain data resources. 

These indivisible portions of object code correspond 

20 with the programmers' function or procedure 

implementations in higher level languages, such as C or 

Pascal. In creating an application, a programmer writes 

"code" in a higher level language, which is then 

compiled down into "machine language," or, the 

25 executable object code, which can actually be run by a 

computer, general purpose or otherwise. Each function, 

or procedure, written in the programming language, . 

represents a self-contained portion of the larger 

program, and implements, typically, a very small piece 

30 of its functionality, The order in which the programmer 

types the code for the various functions or procedures, 

and the distribution of and arrangement of these 

implementations in various files which hold them is 

unimportant. Within a function.or procedure, however, 

35 the order of individual language constructs, which 

correspond to particular machine instructions is 

important, and so functions or procedures are considered 
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indivisible for purposes of this discussion. That is, 

once a function or procedure is compiled, the order of 

the machine instructions which comprise the executable 

object code of the function is important and their order 

5 in the computer memory is of vital importance. Note 

that many "compilers* perform "optimizations" within 

functions or procedures, which determine, on. a limited 

scale, if there is a better arrangement for executable 

instructions which is more efficient than that 

10 constructed by the programmer, but does not change the 

result of the function or procedure. Once these ' 

optimizations are performed, however, making random 

changes to the order of instructions is very likely to 

"break" the function. When a program is compiled, then, 

15 it consists of a collection of these sub-objects, whose 

exact order or arrangement in memory is not important, 

so long as any sub-object which uses another sub-object 

knows where in memory it can be found. 

The memory address of the first instruction in one 

20 of these sub-objects is called the "entry point" of the 

function or procedure. The rest of the instructions 

comprising that sub-object immediately follow from the 

entry point. Some systems may prefix information to the 

entry point which describes calling and return. 

25 conventions for the code which follows, an example is 

the Apple Macintosh Operating- System (MacOS). These 

sub-objects can be packaged into what are referred to in 

certain systems as "code resources," which may be stored 

separately from the application, or shared with other 

30 applications, although not necessarily. Within an 

application there are also data objects, which consist 

of some data to be operated on by the executable code. 

These data objects are not executable. That is, they do 

not consist of executable instructions: The data 

35 objects can be referred to in certain systems as 

"resources." 
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When a user purchases or acquires a computer 

program, she seeks a computer program that "functions" 

in a desired manner. Simply, computer software is 

overwhelmingly purchased for its underlying 

5 functionality, In contrast, persons who copy multimedia 

content, such as pictures, audio and video, do so for 

the entertainment or commercial value of the content. 

The difference between the two types of products is that 

multimedia content is not generally interactive, but is 

10 instead passive, and its commercial value relates more 

on passive not interactive or utility features, such as 

those required in packaged software, set-top boxes, 

cellular phones, VCRs, PDAs, and the like. Interaetive 

digital products which include computer code may be 

15 mostly interactive but can also contain content to add 

to the interactive experience of the user or make the 

underlying utility of the software more aesthetically 

pleasing. It is a common concern of both of these 

creators, both of interactive and passive multimedia 

20 products, that "digital products" can be easily and 

perfectly copied and made into unpaid or. unauthorized 

copies. This concern is especially heightened when the 

underlying product is copyright protected and intended 

for commercial use. 

25 The first method of the present invention described 

involves hiding necessary "parts" or code "resources* in 

digitized sample resources using a "digital 

watermarking" process, such as that described in the 

"Steganographic Method and Device" patent application, 

30 The basic premise for this scheme is that there are a 

certain sub-set of executable code resources, that 

comprise an application and that are "essential" to the 

proper function of the application. In general, any 

code resource can be considered "essential" in that if 

3S the program proceeds to a point where it must "call" the 

code resource and the code resource is not present in 

memory, or cannot be loaded, then the program fails. 
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However, the present invention uses a definition of 

*essential" which is more narrow. This is because, 

those skilled in the art or those with programming 

experience, may create a derivative program, not unlike 

S the utility provided by the original program, by writing 

additional or substituted code to work around 

unavailable resources. This is particularly true with 

programs that incorporate an optional "plug-in 

architecture,* where several code resources may be made 

10 optionally available at run-time. The present invention 

is also concerned with concentrated efforts by 

technically skilled people who can analyze executable 

object code and "patch" it to ignore or bypass certain 

code resources. Thus, for the present embodiment's 

15 purposes, "essential" means that the function which 

distinguishes this application from any other 

application depends upon the presence and use of the 

code resource in question. The best candidates for this 

type of code resources are NOT optional, or plug-in 

20 types, unless special care is taken to prevent work-a-

rounds. 

Given that there are one or more of these essential 

resources, what is needed to realize the present 

invention is the presence of certain data resources of a 

25 type which are amenable to the "stega-cipher" process 

described in the "Steganographic Method and Device" 

patent application. Data which consists of image or 

audio samples is particularly useful. Because this data 

consists of digital samples, digital watermarks can be 

30 introduced into the samples. What is further meant is 

that certain applications include image and audio 

samples which are important to the look and feel of the 

program or are essential to the processing of the 

application's functionality when used by the user. 

35 These computer programs are familiar to users of 

computers but also less obvious to users of other 

devices that run applications that are equivalent in 
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some measure of functionality to general purpose 

computers including, but not limited tos, set-top boxes, 

cellular phones, "smart televisions,* PbAs and the like. 

However, programs still comprise the underlying 

S *operating systems* of these devices and are becoming 

more complex with increases in functionality. 

One method of the present invention is now 

discussed. When code and data resources are compiled 

and assembled into a precursor of an executable program 

10 the next step is to use a utility application for final 

assembly of the executable application. The programmer 

marks several essential code resources in a list 

displayed by the utility. The utility will choose one 

or several essential code resources, and encode them 

15 into one or several data resources using the stega-

cipher process. The end result: will. be that these 

essential code resources are not stored in their own 

partition, but rather stored as encoded information.in 

data resources. They are not accessible at run-time 

20 without the key. Basically, the essential code 

resources that provide functionality in the final end-

product, an executable application or computer program, 

are no longer easily and recognizably available for 

manipulation by those seeking to remove: the underlying 

25 copyright or license, or its equivalent information, or 

those with skill to substitute alternative code 

resources to "force" the application program to run as 

an unauthorized copy. For the encoding of the essential 

code resources, a "key" is needed. Such a key is 

3 similar to those deperibed in the *Steganographic Method 

and Device." The purpose of this scheme is to make a 

particular licensed copy of an application 

distinguishable from any other. It is not necessary to 

distinguish every instance of an application, merely 

35 every instance of a license. A licensed user may then 

wish to install multiple copies of an application, 

legally or with authorization. This method, then, is to 
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choose the key so that it corresponds, is equal to, or 

is a function of, a license code or license descriptive 

information, not just a text file, audio clip or 

identifying piece of information as desired in digital 

S watermarking schemes extant and typically useful to 

stand-alone, digitally sampled content. The key is 

necessary to access the underlying code, i.e., what the 

user understands to be the application program. 

The assembly utility can be supplied with a key 

ID generated from a license code generated for the license 

in question. Alternatively, the key, possibly random, 

can be stored as a data resource and encrypted. with a 

derivative of the license code. Given the key, it 

encodes one or several essential resources into one or 

1S several data resources. Exactly which code resources 

are encoded into which data resources may be determined 

in a random or pseudo random manner. Note further that 

the application contains a code resource which performs 

the function of decoding an encoded code resource from a 

20 data resource. The application must also contain a data 

resource which specifies in which data resource a 

particular code resource is encoded. This data resource 

is created and added at assembly time by the assembly 

utility. The application can then operate as follows: 

2$ I) when it is run for the first time, after 

installation, it asks the user for personalization 

information, which includes the license code. This can 

include a particular computer configuration; 

2) it stores this information in a personalization 

30 data resource.; 

3) Once it has the license code, it can then 

generate the proper decoding key to access the essential 

code resources. 

Note that the application can be copied in an 

35 uninhibited manner, but must contain the license code 

issued to the licensed owner, to access its essential 

code resources. The goal of the invention, copyright 
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protection of computer code and establishment of 

responsibility for copies, is thus accomplished. 

This invention represents a significant improvement 

over prior art because of the inherent difference in use 

5 of purely informational watermarks versus watermarks 

which contain executable object code. If the executable 

object code in a watermark is essential to an 

application which accesses the data which contains the 

watermark, this creates an all-or-none situation. 

10 Either the user must have the extracted watermark, or 

the application cannot be used, and hence the user 

cannot gain full access to the presentation of the 

information in the watermark bearing data. In order to 

extract a digital watermark, the user must have a key 

15 The key, in turn, is a function of the license 

information for the copy of the software in question. 

The key is fixed prior to final assembly of the 

application files, and so cannot be changed at the 

option of the user. That, in turn, means the license 

20 information in the software copy must remain fixed, so 

that the correct key is available to the software. The 

key and the license information are, in fact, 

interchangeable. One is merelylmore readable than the 

other. In the earlier developed 'Steganographic Method 

25 and Device,* the possibility of randomization erasure 

attacks on digital watermarks was discussed. Simply, it 

is always possible to erase a digital watermark, 

depending on how much damage you are willing to do to 

the watermark-bearing content stream. The present 

30 invention has the significant advantage *that you must 

have the watermark to be able to use the code it 

contains. If you erase the watermark you have lost a 

key piece of the functionality of the application, or 

even the means to access the data which bear the 

35 watermark. 

A preferred embodiment would be implemented in an 

embedded system, with a minimal operating system and 
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memory. No media playing applets," or smaller sized 

applications as proposed in new operating environments 

envisioned by Sun Microsystems and the advent of Sun's 

Java operating system, would be permanently. stored in 

the system, only the bare necessities to operate the 

device, download information, decode watermarks and 

execute the applets contained in them. When an applet 

is finished executing, it is erased from memory. Such a 

system would guarantee that. content which did not 

10 contain readable watermarks could not be used. This is 

a powerful control mechanism for ensuring that content 

to be distributed through such a system contains valid 

watermarks. Thus, in such networks as the Internet or 

set-top box controlled cable systems, distribution and 

1 exchange of content would be made more secure from 

unauthorized copying to the benefit of copyright holders 

and other related parties. The system would be enabled 

to invalidate, by default, any content which has had its 

watermark(s) erased, since the watermark conveys, in 

20 addition to copyright information, the means to fully 

access, play, record or otherwise manipulate, the 

content. 

A second method according to the present invention 

is to randomly re-organize program memory structure to 

25 prevent attempts at memory capture. or object code 

analysis. The object of this method is to make it 

extremely difficult. to perform Memory capture-based 

analysis of an executable computer program. This 

analysis is the basis for a method of attack to defeat 

30 the system envisioned by the present invention. 

Once the code resources of a program are loaded 

into memory, they typically remain in a fixed position, 

unless the computer operating system finds it necessary 

to rearrange certain portions of memory during "system 

35 time," when the operating system code, not application 

code, is running. Typically, this is done in low memory 

systems, to maintain optimal memory utilization. The 
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MacOS for example, uses Handles, which are double-

indirect pointers to memory locations, in order to allow 

the operating system to rearrange memory transparently, 

underneath a running program. .1f a computer program 

S contains countermeasures against unlicensed copying, a 

skilled technician can often take a snapshot of the code 

in memory, analyze it, determine which instructions 

comprise the countermeasures, and disable them in the 

stored application file, by means of a "patch.." Other 

10 applications for designing code that moves to prevent 

scanning-tunnelling microscopes, and similar high 

sensitive hardware for analysis of electronic structure 

of microchips running code, have been proposed by such 

parties as Wave Systems. Designs of Wave Systems' 

IS microchip are intended for preventing attempts by 

hackers to "photograph" or otherwise. determine "burn' in" 

to microchips for attempts at reverse. engineering. The 

present invention seeks to prevent attempts at 

understanding the code and its organization for the 

20 purpose of patching it, Unlike systems, such as wave 

Systems', the present invention seeks to move code 

around in such a manner as to complicate attempts by 

software engineers to reengineer a means to disable the 

methods for creating licensed copies on any device that 

25 lacks "trusted hardware." Moreover, the present 

invention concerns itself with any application software 

that may be used in general computing devices, not 

chipsets that are used in addition to an underlying 

computer to perform encryption. Wave Systems' approach 

30 to security of software, if interpreted.similarly to the 

present invention, would dictate separate microchip sets 

for each piece of application software that would be 

tamperproof. This is not consistent with the economics 

of software and its distribution. 

35 Under the present invention, the application 

contains a special code resource which knows about all 

the other code resources in memory. During execution 
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time, this special code resource, called a "memory 

scheduler," can be called periodically, or at random or 

pseudo random intervals, at which time it intentionally 

shuffles the other code resources randomly in memory, so 

S that someone trying to analyze snapshots of memory at 

various intervals cannot be sure if they are looking at 

the same code or organization from one "break" to the 

next. This adds significant oomplexitY to their job. 

The scheduler also randomly relocates itself when it is 

10 finished. In order to do this,' the scheduler would have 

to first copy itself to a new location, and then 

specifically modify the program counter and stack frame, 

so that it could then jump into the new copy of the 

scheduler, but return to the correct calling. frame. 

15 Finally, the scheduler would need to maintain a list of 

all memory addresses which contain the address of the 

scheduler, and change them to reflect its new location. 

The methods described above accomplish the purposes 

of the invention - to make it hard to analyze captured 

20 memory containing application executable code in order 

to create an identifiable computer program or 

application that is different from other copies and is 

less susceptible to unauthorized use by those attempting 

to disable the underlying copyright protection system. 

25 Simply, each copy has particular identifying information 

making that copy different from all other copies. 
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What is Claimed Is: 

1 1. A method of associating executable object code with .

2 .a digital sample stream by means of a digital watermark 

3 wherein the digital watermark contains executable object 

4 code and is encoded into the digital sample stream. 

1 2.  The method of claim 1 wherein a key to access the 

2 digital watermark is a function of'a collection of 

3 license information pertaining to the software which is 

4 accessing the watermark 

5 where license information consists of one or more 

6 of the following items: 

7 Owning Organization name; 

8 Personal Owner name; 

9 Owner Address; 

10 License code; 

11 Software serialization number; 

12 Distribution parameters; 

13 Appropriate executable general computing 

14 device architecture; 

15 Pricing; and 

16 Software Metering details. 

1 3. The method of claim 1 further comprising the. step 

2. of transmitting the digital sample stream, via a 

3 transmission means, from a publisher to a subscriber 

4 wherein transmission means can selected from the 

S group of 

6 soft sector magnetic disk media; 

hard sector magnetic disk media; 

0 magnetic tape media; 

9 optical disc'Medie; 

10 Digital Video Disk. media; 

11 magneto-optical disk media; 

12 memory cartridge; 

13 telephone lines; 
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14 SCSI; 

15 Ethernet or Token Ring Network; 

16 ISDN; 

27 ATM network; 

IS TCP/r1) network; 

29 analog cellular network; 

20 digital cellular network; 

21 wireless network; 

22 digital satellite; 

23 cable network; 

24 fiber optic network; and 

25 electric powerline network. 

3. .4. The method of claim 1 where the object code to be

2 encoded is comprised of series of executable machine 

3 instructions which perform the function of 

4 processing a digital sample stream for the purpose 

5 of modifying it or playing the digital sample stream. 

1. 5. The method of claim 3 further comprising the steps 

2 of: 

3 decoding said digital watermark and extracting 

4 object code; 

5 loading object code into computer memory for the 

6 purpose of execution; 

7 executing said object code in order to process said 

8 digital sample stream for the purpose of playback. 

1 6. A method of assembling an application to be 

2 protected by 'watermark encoding of essential resources 

3 comprising the steps of: 
4 assembling a list of identifiers of essential 

5 code resources of an application where identifiers allow 

6 the code resource to be accessed and loaded into memory; 

7 providing license information on the 

8 licensee who is to receive an individualized copy of the 

9 application; 

DC141:V314WSK0211M6994999RAM110 17 

Attachment 15••

DISH-Blue Spike-602
Exhibit 1005, Page 0482



storing license information in a 

11 personalization resource which is added to -the list of 

12 application data resources; 

13 generating a digital watermark key from 

14 the license information; using the key as a pseudo-

15 random number string, to select S list of suitable 

16 digital sample data resources, the list of essential 

17 code resources, and•a mapping of which essential code 

18 resources are to be watermarked into which data 

19 resources; 

20 storing the map, which is a list of 

21 paired code and data resource identifiers, as a data 

22 resource, which is added to the application; 

23 adding a digital watermark decoder code 

24 resource to the application, to provide a means for 

25 extracting essential code resource from data resources, 

26 according to the map; 

27 processing the map list and encoding 

28 essential code resources into digital sample data 

29 resources with a digital watermark encoder; 

ao removing self-contained copies of the 

31 essential code resources which have been watermarked 

32 into data resources; and 

33 combining all remaining code and data 

34 resources into a single .application or installer. 

1 7. A method of intermittently relocating application 

2 code resources in computer memory, in order to -prevent, 

3 discourage, or complicate attempts at memory capture 

4 based code analysis. 

1 8. The method of claim 7 additionally comprising the 

2 step of 

3 assembling a list of identifiers of code resources 

4 of an application where identifiers allow the code' 

S resource to be accessed and loaded into memory. 
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1 9. The method of claim 8 additionally comprising the 

2 step of modifying application program structure to make 

3 all code resource calls indirectly, through the memory 

4 scheduler, which looks up code resources in its list and 

S dispatches calls. 

1 10. The method of claim 9 additionally comprising the 

2 step of intermittently rescheduling or shuffling all 

3 code resources prior to or following the dispatch of a 

4 code resource call through the memory scheduler, 

1 11. The method of claiM 10 additionally comprised of 

2 the step of .the memory scheduler copying itself to a new 

3 location in memory. 

1 12. The method of claim 11 additionally comprising the 

2 step of modifying the stack frame, program counter, and 

3 memory registers of the CPU to cause the scheduler to 

4 jump to the next instruction comprising the scheduler, 

.5 in the copy, to erase the previous memory instance of 

6 the scheduler, and changing all memory references to the 

7 scheduler to reflect its new location, and to return 
e from the copy of the scheduler to the frame which called 

9 the previous copy of the scheduler. 
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 QE,Tkig DTSCLOSEMP:.

A method for protecting computer code copyrights by 

encoding the code into a data resource with a digital 

watermark. The digital watermark contains licensing 

information interwoven with essential. code resources 

encoded into data resources. The result.is that while 

an application program can be copied in an. uninhibited 

manner, only the licensed user having the license code 

10 can access essential code resources to operate the 

program and any descendant copies bear the required 

license code. 
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NIEEFELD REF: SCOT0014-6 
CLIENT 'REF: SCOT0014-6 
A.pplicationiPatent 'No: 'Unknown. 
USPTO CONE. NO: Unknown 
File/Issue Date: Filed Herewith 
inventor: SCOTT MOSKOWITZ 
Title: Data protection method and device 
ExaniinerSArtUnit: 'Unknown 
ENTITY STATUS: Unknown. 
Priority claims and PCT Intl data: This application is a continuation of U.S. Application No. 
11/895,388, tiled August 24, 2007, which is a division of U.S. patent application No. 
10/602,77'7, filed June 25, 2003, issued February. 16, 2010 as -U.S. Patent No.. 7,664,2_63, which 
is a continuation of U.S. patent application No. 09/046,627, tiled March 24, 1998, issued Jul, 22, 
2003, as 'U.S. Pat. No. 6.598,162, which is a continuation-in-part of U.S. patent application No. 
08/587,943, filed Jan. 17, 1996, which issued Apr. 28,1998, as U.S. Pat. No. 5,745,943. The 
entire disclosure of U.S. Application No. 11/895,388, filed August 24, 2007, U.S. patent 
application 'No. 09/046,627 which issued Jul. 22, 2003, as U.S. 1'at. No. 6,598,162 and U.S. 
patent application No. 08/587,943, filed Jan. 17, 1996, which issued Apr. 28, 1998, as U.S.-  Pat. 
No. 5,745,943 are hereby incorporated by reference in their entireties. 

37 CFR 1,115 PRELIMINARY AMENDMENT 

ASSISTANT COMMISSIONER FOR. PATENTS 
ALEXANDRIA, VA. 22313 

Sir: 

Prior to examination. on the merits, please amend this application as follows. 
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I. IN THE SI 1w C - CA N 

At Page 1, please replace Paragraph [0001] with the following paragraph: 

[0001] This application is a continuation of U.S. Application No. 11/895,388, filed August 24, 

2007, which is a division[[all] oftl.S. patent application [[Sen]] No. 10/602,777, filed June 25, 

2003, issued February 16, 2010 as U.S. Patent. No. 7,664,263, which is a continuation nplslic.atioa

of U.S. patent. application [[Ser. No.]] 09/046,627, filed March 24, 1998,   issued Jul. 22, 

2003, as U.S. Pat. No. 6,598,162[D]l, which is a continuation-in-part of -U.S. patent application 

[[Sen]] No. 08/587,943, filed Jan. 17, 1996, 6t., hich issued Apr. 28, 1998, as U.S. Pat, No. 

5,745,943[DR The entire disclosure (WU& Application No. 11/895,388. filed August 24, 2007, 

U.S. patent application [[Stir.]] No. 09/046,627 faNliich issued Jul. 22, 2003, as U.S. Pat, No, 

6.598,162[H and U.S. patent application [[Seti]', No. 08/587,943, filed Jan. 17, 1996, tvrfrich

issued Apr. 28, 1998, as U,S. Pat. No. 5,745,943[D]j are hereby incorporated by reference in 

their entireties. 
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IL IN THE CLAIMS 

(Original) A method for copy protection of digital information, the digital 

information including a digital sample and format information, comprising the steps of: 

identifying a portion of the format information to be encoded; generating encoded format 

information from the identified portion of the format information; and generating encoded digital 

information, including the digital sample and the encoded format information. 

2-57 (Canceled). 

3 
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Ill, REMARKS 

This preliminary amendment updates the priority claim and cancels claims 2-57. Claim 1 

is pending. The applicant intends to add claims for examination prior to examination. 

7/24/2012 

Date 

Respectfully Submitted, 

/BruceMargulies/ 

Bruce Margulies 

Registration No. 64,175 

BIM 

Printed: July 24, 2012 (10:51am) 

Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading, 

Inc 'a SCOT0014-6\Drafts A pplicati onFi ling_SCOT0014-67-22-2012a.wpd 
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DATA PROTECTION METHOD AND DEVICE 

CROSS-REFERENCE TO RELATED APPLICATI S 

[0001] This application is a divisional of U.S. patent application Ser. No. 10/60.2,777, which is a 

continuation application of U.S. patent application Ser. No, 09/046,627 (which issued Jul. 22 

2003, as U.S. Pat. No. 6,598,162), which is a continuation-in-part of U.S. patent application Ser. 

No. 08/587,943, tiled Jan. 17, 1996, (which issued Apr. 28, 1998, as U.S. Pat, No. 5,745,943). 

The entire disclosure of U.S. patent application. Ser. No. 09/046,627 (which issued Jul. 22, 2003, 

as U.S. Pat. No. 6,598,162) and  U.S. patent application Ser. No. 081587,943, filed Jan. 17, 1996, 

(which issued Apr, 28, 1998, as U.S., Pat. No. 5,745,943) are hereby incorporated by reference in 

their entireties. 

FIELD OF THE IN \TN-1710N 

[0002] The invention relates to the protection of digital information. More particularly, the 

invention relates to a method and device for data protection. 

[0003] With the advent of comp networks and digital multimedia, protection of intellectual 

property has become a prime concern for creators and publishers of digitized copies of 

copyrightable works, such as musical recordings, movies, video games, and computer soles are. 

One method of protecting copyrights in the digital domain is to use "digital watermarks." 

[0004] The prior art includes copy protection systems attempted at many stages in the 

development of the software industry. These may be various methods by which a. software 

engineer can write the software in a clever manner to determine if it has been copied, and if so to 

deactivate itself. Also included are undocumented changes to the storage format of the content. 

Copy protection was generally abandoned by the software industry, since pirates were generally 

just as clever as the software engineers and. figured out ways to modify- the software and 

deactivate the protection. The cost of developing such protection was not justified considering 

the level of piracy which occurred despite the copy protection. 

[0005] Other methods for protection of computer software include the requirement of entering 

certain numbers or thets that may he included in a packaged software's manual., when prompted 

at start-up. These may he overcome if copies of the manual are distributed to unintended users, 
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or by patching the code to bypass these measures. Other methods include requiring a. user to 

contact the software vendor and to receive ".keys" for unlocking software after registration 

attached to some payment scheme, such as credit card authorization. Further methods include 

network-based searches of a user's hard drive and comparisons between what is registered to that 

user and what is actually installed on the user's general computing device. Other proposals, by 

such parties as AT&T's Bell Laboratories, use "kerning" or actual distance in pixels, in the 

rendering of text documents, rather than a varied number of ASCII characters. However, this 

approach can often be defeated by graphics processing analogous to sound processing, which 

randomizes that information. All of these methods require outside determination and verification 

of the validity of the software license. 

[00061 Digital watermarks can be used to mark each individual copy of a .digitized work with 

information identifying the title, copyright holder, and even, the licensed owner of a particular 

copy. When marked with. licensing and ownership information, responsibility is created for 

individual copies where 'before there was none. Computer application programs can be 

watermarked by watermarking digital contentresources used in conjunction with images or 

audio data Digital watermarks can he encoded with random or pseudo random keys, which act as 

secret maps for locating the watermarks. These keys make it impossible for a party to find the 

watermark. without having the key, hi addition, the encoding method can he enhanced to force a 

party to cause damage to a watermarked data stream when trying to erase a random-key 

watermark. Other information is disclosed in "Technology: Digital Commerce", Denise Caruso, 

New York Times, Aug. 7, 1995; and "Copyrighting in the Infomiation Age", Harley Ungar, 

ONLINE MARKETPLACE, September 1995, Jupiter Communications. 

[0007] Additionally, other.• methods for hiding information signals in content signals, are 

disclosed in U.S. Pat. No. 5,319,735--Preuss et at. and -U.S. Pat. No. 5,379,345--Greenberg, 

[0008] It is desirable to use a "stega-cipher" or watermarking process to hide the necessary parts 

or resources of the executable object code in the digitized sample resources. It is also desirable to 

further modify the underlying structure of an executable computer application such that it is 

more resistant to attempts at patching and analysis by memory capture. A computer application 

seeks to provide a user with certain utilities or tools, that is, users interact with a computer or 

similar device to accomplish various tasks and applications provide the relevant interface, Thus, 
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a level of authentication can also he introduced into software, or "digital products, that include 

digital content, such as audio, video, pictures or multimedia, with digital watermarks. Security is 

maximized because erasing this code watermark without a key results in the destruction of one 

or more essential parts of the underlying application, rendering the "program" useless to the 

unintended user who lacks the appropriate key. Further, if the key is linked to a license code by 

means of a mathematical function, a mechanism for identifying the licensed owner of an 

application is created. 

[0009] It is also desirable to randomly reorganize program memory structure intermittently 

during program run time, to prevent attempts at memory capture or object code analysis aimed at 

eliminating licensing or ownership information, or otherwise modifying, in an unintended 

manner, the functioning of the application. 

[0010] In this way, attempts to capture memory to determine underlying functionality or provide 

a "patch" to facilitate unauthorized use of the "application," or computer program, without 

destroying the functionality and thus usefulness of a copyrightable computer program can be. 

made difficult or impossible. 

[0011] It is thus the goal of the present invention to provide a higher level of copyright security 

to object code on par with methods described in digital watermarking systems for digitized 

media content such as pictures, audio, video and multimedia content in its multifarious forms, as 

described iii previous disclosures, "Steganographic Method and Device" Ser. No. 08/489,172, 

filed Jun. 7, 1995, now U.S. Pat. No. 5,613,004, and "Human Assisted Random Key Generation 

and Application for Digital Watermark System", Ser. No. 08/587,944, filed on. Jan. 17, 1996, the 

disclosure of which is hereby incorporated by reference. 

[0012) It is a further goal. of the pi. sent invention to establish methods of copyright protection 

that can be combined with such schemes as software metering, network distribution of code and 

specialized protection of software that is designed to work over a network, such as that proposed 

by Sun Microsystems in. their Hotiava browser and Java programming language, and 

manipulation of application code in proposed distribution of documents that can be exchanged 

with resources or the look and feel of the document being preserved over a network. Such 

systems arc currently being offered by companies including Adobe, with their. Acrobat software. 
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This latter goal is accomplished primarily by means of the watermarking or font, or typeface, 

resources included in applications or documents, which determine bow bitmap representation 

of the document is .ultimately drawn on a presentation device. 

[0013] The present invention includes an application of the technology of "digital watermarks." 

As described in previous disclosures, "Steganographic M thod and Device" and "Human 

Assisted Random Key Generation and Application for Digital Watermark System," watermarks 

are particularly suitable to the identification, metering, distributing and authenticating digitized 

content such as pictures, audio, video and derivatives thereof' under the description of 

"multimedia content." Methods have been described for combining both cryptographic methods, 

and steganography, or hiding something in plain view. Discussions of these technologies can be 

found in Applied Cryptography by Bruce Schneier and The Code Breakers by David Kahn, For 

more information on prior art public-key cryptosystems see U.S. Pat No. 4,200,770 

U.S. Pat. No. 4,218,582 Hellman, U.S. Pat. No. 4,405,829 RSA, U.S. Pat. No. 

4,424,414 Hellman. Pohlig. Computer code, or machine language instructions, which are not 

digitized and have zero tolerance lbr error, must be protected by derivative or alternative 

methods, such as those disclosed in this invention, which focuses on watermarking with "keys" 

derived from license codes or other ownership identification information, and using the 

watermarks encoded with such keys to hide an essential subset of the application code resources. 

BA JWROUND OF THE .INVENTION 

[0014] Increasingly, commercially valuable information is being created and stored in "digital" 

form. For example, music, photographs and video can all be stored and transmitted as a series of 

numbers, such as 1's and 0's. Digital techniques let the original information be recreated in a very 

accurate manner. Unfortunately, digital techniques also let the information be easily copied 

without the information owner's permission. 

[00151 Because unauthorized copying is clearly a disincentive to the digital distribution of 

valuable inkrmation, it is important to establish responsibility for copies and derivative copies 

of such works. For example, if each authorized digital copy of a popular song is identified with a 

unique number, any unauthorized copy of the song would also contain the number. This would 

allow the owner of the infOrmation, such as a song publisher, to investigate who made the 
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unauthorized copy, Unfortunately, it is possible that the unique number could be erased or 

altered if it is simply tacked on at the beginning or end of the digital information. 

[0016j As will be described, known digital. "watermark" techniques give creators and publishers 

of digitized multimedia content localized, secured identification and authentication of that 

content. In considering the various forms of multimedia content, such as "master," stereo, 

National Television Standards Committee (NTSC) video, audio tape or compact disc, tolerance 

of quality will vary with individuals and affect the underlying commercial and aesthetic value of 

the content, For example, if a digital version of a popular song sounds distorted, it will be less 

valuable to users, It is therefore desirable to embed copyright, ownership or purchaser 

information, or some combination of these and related data, into the content in a way that will 

damage the content if the watermark is removed without authorization. 

[0017] To achieve these goals, digital watermark systems insert ownership information in a way 

that causes little or DO noticeable effects, or "artithcts," in the underlying content signal . .For 

example, if a digital watermark is inserted into a digital version of a song, it is important that a 

listener not be bothered by the slight changes introduced by the watermark. It is also important 

for the watermark technique to maximize the encoding level. and "location sensitivity" in the 

signal to force damage to the content signal when removal is attempted. Digital watemiarks 

address many of these concerns, and research in the field has provided extremely robust and 

secure implementations, 

[0018] What has been overlooked in many applications described in the art, however, are 

systems which closely mimic distribution of content as it occurs in the real world. For instance, 

many watermarking systems require the original un-watermarked content signal to enable 

detection or decode operations. These include highly publicized efforts by -NEC, Digimarc and 

others. Such techniques are problematic because, in the real world, original. master copies reside 

in a rights holders vaults and are not readily available to the public. 

[001.9j With much activity overly focused on watermark survivability, the security of a digital 

watermark is suspect. Any simple linear operation for encoding information into a signal may be 

used to erase the embedded signal by inverting the process. This is not a difficult task, especially 

when detection software is a plug-in freely available to the public, such as with Digitnarc, 

Attachment 16 Page 11 of 45 

DISH-Blue Spike-602
Exhibit 1005, Page 0499



general, these systems seek to embed cryptographic information, not cryptographically embed 

information into target .media content. 

[0020] Other methods embed ownership information that is plainly visible in the media signal, 

such as the method described in U.S. Pat. No. 5,530,739 to l3raudaway et al. The system. 

described in Braudaway protects a digitized image by encoding a visible watermark to deter 

piracy. Such an implementation creates an immediate weakness in securing the embedded 

information because the watermark is plainly visible. Thus, no search for the embedded signal is 

necessary and the watermark can be more easily removed or altered. For example, while 

certainly useful to some rights owners, simply placing the symbol "C" in the digital int7ormation 

would only provide limited protection, Removal by adjusting the 'brightness of the pixels 

forming the "C" would not be difficult with respect to the computational resources required. 

[00.21] Other relevant prior art includes U.S. Pat. Nos, 4,979,210 and 5„073,925 to Nagata et at, 

which encodes information. by modulating an audio signal in the amplitudeltime domain. The 

modulations introduced in the Nagata process carry a "copy/don't copy" message, which is easily 

found and circumvented by one skilled in the art. The granularity of encoding is fixed by the 

amplitude and. frequency modulation limits required to maintain inaudibility. These limits are 

relatively low, making it impractical to encode more ham-union using the Nagata process. 

[0022) Although U.S. Pat. No. 5,661,018 to Leighton. describes a means to prevent collusion 

attacks in digital watermarks, the disclosed method may not actually provide the security 

described. For-example, in cases where the watermarking technique is linear, the "insertion. 

envelope" or "watermarking space" is well-defined and thus susceptible to attacks less 

sophisticated than collusion by unauthorized parties. Over-encoding at the. watermarking 

encoding level is but one simple attack in such linear implementations. Another consideration 

not made by Leighton is that commercially-valuable content may already exist in. a 

un-watermarked form somewhere, easily accessible to potential pirates, gutting the need for any 

type of collusive activity. Digitally signing the embedded signal with preprocessing of 

watermark. data is more likely to prevent successful collusion. Furthermore, a "baseline" 

watermark as disclosed is quite subjective. It is simply described elsewhere in the art as the 

"perceptually significant" regions of a signal.. Making a watermarking function less linear or 

inverting the insertion of watermarks would seem to provide the same benefit without the 
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additional work required to create a "baseline" watermark. Indeed, watermarking algorithms 

should already. be capable of defining a target insertion envelope or region. without additional 

steps. What is evident is the Leighton patent does not allow for initial prevention of attacks on an 

embedded watermark as the content i.s visibly or audibly unchanged. 

[0023] It is also important that any method for providing security also function with broadcasting 

media over networks such as the :Internet, which is also referred to as "streaming." Commercial 

"plug-in" products such as RealAudio and RealVideo, as well as applications by vendors 

VDONet andiXtreme, are common in such network environments. Most digital watermark 

implementations focus on common file base signals and fail to anticipate the security of 

streamed signals. it' s desirable that any protection scheme be able to function with a plug-in 

player without advanced knowledge of the encoded media stream. 

[0024] Other technologies focus solely on file-based security. These technologies illustrate the 

varying applications 'for security that must be evaluated for different media and distribution 

environments. Use of cryptolopes or cryptographic containers, as proposed by :IBM in its 

Cryptolope product, and InterTrust, as described in U.S. Pat. Nos. 4,827,508, 4..977,594, 

5,050,213 and 5,410,598, may discourage ceniain forms of piracy. Cryptographic containers, 

however, require a user to subscribe to particular decryption software to decrypt data. IBM's 

InfoMarket and InteiTrust's Digil3ox, among other implementations, provide a generalized 

model and need proprietary architecture to function. Every user must have a subscription or 

registration with the party which encrypts the data. Again, as a form of general encryption, the 

data is scrambled or encrypted without regard to the media and its formatting. Finally, control 

over copyrights or other neighboring rights is left with. the implementing party, in this case, iBM, 

InterTrust or a similar provider. 

[0025] Methods similar to these "trusted systems" exist, and Cerberus Central .Limited and. 

Liquid Audio, among a number of companies, offer systems which may fitnctionally be thought 

of as subsets of IBM and linterTrust's more generalized security offerings. Both Cerberus and 

Liquid Audio propose proprietary player software which. is registered to the user and "locked" in 

a manner parallel to the locking of content that is distributed via a cryptographic container. The 

economic trade-off in this model is that users are required to use each respective companies' 

proprietary player to play or otherwise manipulate content that is downloaded. lf, as is the case 
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presently, most music or other media is not available via these proprietary players and more 

companies propose non-compatible player formats, the proliferation of players will continue. 

Cerberus and Liquid Audio also by way of extension of their architectures provide for "near-CD 

quality" but proprietary compression. This requirement stems from the necessity not to allow 

content that has near-identical data make-up to an existing consumer electronic standard, in 

Cerberus and Liquid Audio's case the so-called Red Book audio CD standard of 16 bit 44.1 kHz, 

so that comparisons with the proprietary file may not yield how the player is secured. 

Knowledge of the player's file format renders its security ineffective as a file may be replicated 

and played on any common player, not the intended proprietary player of the provider of 

previously secured and •uniquely formatted content. This is the parallel weakness to public key 

crypto-systems which have gutted security if enough plain text and cipher text comparisons 

enable a pirate to determine the user's private key. 

[0026] Many approaches to digital watermarking leave detection. and decoding control with the 

implementing party of the digital watermark, not the creator of the work to be protected. A set of 

secure digital watermark implementations address this fundamental control issue forming the 

basis of key-based approaches. These are covered by the following patents and pending 

applications, the entire disclosures of which are hereby incorporated by reference: U,S. Pat. No, 

5,613,004 entitled "Steganographic Method and Device" and its derivative G.Q.S. patent. 

application. Ser. No. 081775,216 (which issued Nov. 11, 1997, as U.S. Pat. .No. 5,687,236.), U.S. 

patent application. Ser. No. 08/587,944 entitled "Human. Assisted Random Key Generation and 

Application for Digital Watermark System" (which issued Oct. 13, 1998, as U.S. Pat. No. 

5,822,432), U.S. patent application Ser. No. 08/587,943 entitled "Method for Stega-Cipher 

Protection of Computer Code" (which issued Apr. 28, 1998, as U.S. Pat. No. 5,748,569), U.S. 

patent application Ser. No. 08/677,435 entitled "Optimization Methods tbr the Insertion, 

Protection, and Detection of Digital. Watermarks in Digitized Data" (which issued Mar. 30, 1999, 

as U.S. Pat. No. 5,889,868) and U.S. patent application Ser. No. 08/772,222 entitled 

"Z-Transform Implementation of Digital Watermarks" (Which issued Jun. 20, 2000, as U.S. Pat. 

No. 6,078,664). Public key crypts-systems are described in U.S. Pat. Nos. 4,200,770, 4,218,582, 

4,405,829 and 4,424,414, the entire disclosures of which are also hereby incorporated by 

reference. 

[00271 In particular, an improved protection scheme is described in Method. for Stega-Cipher 
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Protection of Computer Code, U.S. patent application Ser. No. 08/587,943 (which issued Apr. 

28, 1998, as U.S. Pat. No. 5,748,569). This technique uses the key-based.. insertion of binary 

executable computer code within a content signal that is subsequently, and necessarily, used to 

play or otherwise manipulate the signal in which it is encoded. With this system, however, 

certain computational requirements, such as one digital player per digital copy of content, may 

be necessitated. For instance, a consumer may download many copies of watermarked content. 

With this technique, the user would also be downloading as many copies of the digital player 

program. While this form of security may be desirable for some applications. it is not appropriate 

in many &et/instances. 

[0028] Finally, even when digital information is distributed in encoded form, it may be desirable 

to allow unauthorized users to play the information with a digital player, perhaps with a reduced 

level of quality. For example, a popular song may be encoded and freely distributed in encoded 

form to the public. The public, perhaps using commonly available plug-in digital players, could 

play the encoded content and. hear the music in some degraded form. The music .may-sound 

choppy, or fuzzy or be degraded in some other way. This lets the public decide, based on the 

available lower quality version of the song, if they want to purchase a key from the publisher to 

decode, or "clean-up," the content. Similar approaches could be used to distribute blurry pictures 

or low quality video. Or even "degraded" text, in the sense that only authenticated portions of the 

text can he determined with the predetermined key or a validated digital signature. for the 

intended message. 

[0029] In view of the foregoing, it can be appreciated that a substantial need exists for a method 

allowing encoded content to be played, with degraded quality, by a plug-in digital player, and 

solving the other problems discussed above. 

SUMMARY OF THE INVENTION 

[00301 The disadvantages of the art are alleviated to a great extent by a method for combining 

transfer functions with. predetermined key creation. In one embodiment, digital intbrmation, 

including a digital sample and format information, is protected by identifying and encoding a 

portion of the format infOrmation. Encoded digital information, including the digital sample and 

the encoded format information, is generated to protect the original digital information. 

9 
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[0031] In another embodiment, a digital signal, including digital samples in a tile format having 

an inherent granularity, is protected by creating a predetermined key. The predetermined key is 

comprised of a. transfer function-based mask set to manipulate data at the inherent granularity of 

the tile format of the underlying digitized samples. 

[0032] It is thus a goal of the present invention, .to provide a level of security for executable code 

on similar grounds as that which can be provided for digitized samples. Furthermore, the present 

invention differs from the prior art in that it does not attempt to stop copying, but rather, 

determines responsibility for a copy by ensuring that licensing information must be preserved in 

descendant copies from an. original. Without the correct license information, the copy cannot 

function. 

[0033] An improvement over the art is disclosed in the present invention, in that the software 

itself is a set of commands, compiled by software engineer, which can he configured in such a 

manner as to tie underlying functionality to the license or authorization of the copy in possession 

by the user. Without such verification, the functions sought out by the user in the form of 

software cease to properly work. Attempts to tamper or "patch" substitute code resources can be 

made highly difficult by randomizing the location of said resources in memory on an intermittent 

basis to resist most attacks at disabling the system. 

[0034] With these and other advantages and features of the invention that will become 

hereinafter apparent, the nature of the invention may he more clearly understood by reference to 

the following detailed description of the invention, the appended claims and to the several 

drawings attached herein. 

BRIEF DESCRIPTION OF THE D- tAWINGS 

[0035] FIG. I is a block flow diagram of a method for copy protection or authentication of 

digital information accordirm to an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0036] In accordance with an embodiment of the present invention, a method combines transfer 

in 
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functions with predetermined key creation. Increased security is achieved in the method by 

combining elements of "public-key steganography" with cryptographic protocols, which keep 

in-transit data secure by scrambling the data with "keys" in a manner that is not apparent to those 

with access to the content to be distributed. Because different forms of randomness are combined 

to offer robust, distributed security, the present invention addresses an architectural "gray space" 

between two important areas of security: digital watermarks, a subset of the more general art of 

steganography, and cryptography. One form of randomness exists in the mask sets that are 

randomly created to map watermark. data into an otherwise unrelated digital signal. The second 

form of randomness is the random permutations of data formats used with digital players to 

manipulate the content with the predetermined keys. These forms can be thought of as the 

transfer function versus the mapping function inherent to digital watermarking processes. 

[0037]Accordin2 to an embodiment of the present invention, a predetermined, or randomly 

generated, key is used to scramble digital information in a way that is unlike known "digital 

watermark" techniques and public key crypts-systems. As used herein, a key is also referred to 

as a "mask set" which includes one or more random or pseudo-random series of bits. Prior to 

encoding, a mask can be generated by any cryptographically secure random generation process. 

A block cipher, such as a Data Encryption. Standard (DES) algorithm, in combination with a 

sufficiently random seed value, such as one created using a. Message Digest 5 (MD5) algorithm, 

emulates a cryptographically secure random bit generator. The keys are saved in a database, 

along with information, matching them, to the digital signal, .for use in descrarnbling and 

subsequent viewing or playback.. Additional the format or transfer property information is 

prepared and made available to the encoder, in a hit addressable manner. As well, any 

authenticating function can. be combined, such as Digital Signature Standard (DSS) or Secure 

Hash Algorithm (SHA). 

[0038] Usurp the predetermined key comprised of a transfer function-based mask set, the data 

representing the original content is manipulated at the inherent granularity of the file format of 

the underlying digitized samples. Instead of providing, or otherwise distributing, watermarked 

content that: is not noticeably altered, a partially "scrambled" copy of the content is distributed. 

The key is necessary both to register the sought-after content and to &scramble the content into 

its original form. 

I I 
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[00391 The present invention uses methods disclosed in "Method for Stega-Cipher Protection of 

Computer Code," U.S. patent application Ser. No. 08/587,943 (which issued Apr. 28, 1998, as 

U.S. Pan No. 5,748,569), with respect to transfer functions related to the common file formats, 

such as PICT, TEFL', AIFF, WAV, etc. Additionally, in cases where the content has not been 

altered beyond being encoded with such functional data, it is possible for a digital player to still 

play the content because the file format has not been altered. Thus, the encoded content could 

still be played by a plug-in digital player as discrete, digitally sampled signals, watermarked or 

not. That is, the structure of the file can remain basically unchanged by the watermarking 

process, letting common tile format based players work with the "scrambled" content. 

[0040] For example, the Compact Disc-Digital Audio (CD-DA) format stores audio information. 

as a series of frames. Each frame contains a number of digital samples representing, for example, 

music, and a header that contains file Rirmat information. As shown in FIG. I, according to atr 

embodiment of the present invention some of the header information can be identified and 

"scrambled" using the predetermined .key at steps 110 to 130. The music samples can remain. 

unchanged. Using this technique, a traditional CD-DA player will he able to play a distorted 

version of the music in the sample. The amount of distortion will depend on the way, and extent, 

that the header, or file format,. information has been scrambled., It would also be possible to 

instead scramble some of the digital samples while leaving the header information alone. In 

general, the digital. signal would be protected by manipulating data at the inherent granularity, or 

"frames," of the CD-DA file format. To decode the information, a predetermined .key is used 

before playing the digital information at steps 140 and 150. 

[0041] A key-based decoder can act as a "plug-in" digital player of broadcast signal streams 

without foreknowledge of the encoded media stream. Moreover, the data format orientation is 

used to partially scramble data in transit to prevent unauthorized descrambled access by decoders 

that lack authorized keys. A. distributed key can be used to unscramble the scrambled content 

because a decoder would understand how to process the key. Similar to on-the-fly decryption 

operations, the benefits inherent in this embodiment include the fact that the combination of 

watermarked content security, which is key-based, and the deserambling of the data, can he 

perforined by the same key which can he a plurality of mask sets. The mask sets may include 

primary, convolution and message delimiter masks with file format data included. 
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[0042] The creation of an optimized "envelope' for insertion of watermarks provides the basis of 

much watermark. security, but is also a complementary goal of the present invention. The 

predetermined or random key that is generated is not only an essential map to access the hidden 

information signal, but is also the descrambler of the previously scrambled signal's format tbr 

playback or viewing. 

[00431 In a system requiring keys for watermarking content and validating the distribution of the 

content, different keys may be used to encode different information while secure one way hash 

functions or one-time pads may be incorporated to secure the embedded signal. The same keys 

can be used to later validate the embedded digital signature, or even fully decode the digital 

watermark if desired. Publishers can easily stipulate that content not only be digitally 

watermarked but that distributors must check the validity of the watermarks by performing 

digital signature-checks with keys that lack any other functionality. The system can extend to 

simple authentication of text in other embodiments. 

[0044] Before such a market is economically feasible, there are other methods for deploying 

key-based watermarking coupled with transfer functions to partially scramble the content to be 

distributed without performing full public key encryption, i.e., a key pair is not necessarily 
, 

generated, simply, a predetermined key's function is created to re-map the data of the content file 

in a lossless process. Moreover, the scrambling performed by the present invention may be more 

dependent on the file in question. Dissimilarly, encryption is not specific to any particular media 

but is performed on data. The file format remains unchanged, rendering the file useable by any 

conventional viewer/player, but the signal quality can be intentionally degraded in the absence of 

the proper player and key. .Public-key encryption seeks to completely obscure the sensitive 

"plaintexe to prevent comparisons with the "eiphertext" to determine a user's private keys. 

Centralized encryption only differs in the utilization of a single key for both encryption and 

decryption making the key even more highly vulnerable to attacks to defeat the encryption 

process. With the present invention, a highly sought after photograph may be hazy to the viewer 

using any number of commonly available, nonproprietary software or hardware, without the 

authorized key. Similarly, a commercially valuable song may sound poor. 

[0045] The benefit of some form of cryptography is not lost in the present invention. lid fact, 

some piracy can be deterred when the target signal may be known but is clearly being protected 

i3 
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through scrambling. What is not anticipated by known techniques, is an ala carte method to 

change various aspects of file .formatting to enable various "scrambled states" for content to be 

subsequently distributed. An image may lack all red pixels or may not have any of the most 

significant bits activated. .An audio sample can similarly be scrambled to render it. 

less-than-commercially viable. 

[0046] The present invention also provides improvements over known network-based methods, 

such as those used for the streaming of media data over the Internet. By manipulating file 

formats, the broadcast media, which has been altered to 'fit" within electronic distribution 

parameters, such as bandwidth availability and error correction considerations, can he more 

effectively utilized to restrict the subsequent use of the content while in transit as well as 

real-time viewing or playing. 

[0047] The mask set providing the transfer function can be read on a per-use basis by issuing an 

authorized or authenticating "key" for descrambling the signal that is apparent to a viewer or a 

player or possessor of the authenticating key. The mask set can he read on a per-computer basis 

by issuing the authorized key that is more generalized for the computer that receives the 

broadcast signals. Metering and subscription models become viable advantages over known 

tal. watermark systems which. assist in designating the ownership of a copy of digitized media 

content, but do not prevent or restrict the copying or manipulation of the sampled signal in. 

question. For broadcast or streamed media, this is especially the case. Message authentication is 

also possible, though not guaranteeing the same security as an encrypted file as with general 

crypto systems. 

[0048] The present invention thus benefits from the proprietary player model without relying on 

proprietary players. No new players will be necessary and existing multimedia file formats can 

he altered to exact a measure of security which is further increased when. coupled with digital 

watermarks. As with most consumer markets for media content, predominant file formats exist, 

de facto, and corresponding formats for computers likewise exist. For a commercial compact 

disc quality audio recording, or 16 bit 44.1 kt-Iz, corresponding file formats include: Audio 

Interchange. File Format (A1FF'), Microsoft WANT, Sound Designer II, Sun's .au, Apple's 

Quicklime, etc. For still image media, .formats are similarly abundant: TIFF, NCI, JPEG, 

etc. Requiring the use of additional proprietary playtas, and their complementary file formats, for 

is 
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limited benefits in. security is wasteful. Moreover, almost all computers today are 

multimedia-capable, and this is increasingly so with the popularity of Intel's MMX. chip 

architecture and the PowerPC line of microchips. Because tile formatting is fundamental in the 

playback of the underlying data, the predetermined key can act both as a map, for information to 

be encoded as watermark data regarding ownership, and a descrambler of the file that has been 

distributed. Limitations will only exist in how large the key must be retrofitted for a given 

application, but any manipulation of file format information is not likely to exceed the size of 

data required versus that for an entire proprietary player. 

[0049] As with previous disclosures by the inventor on digital watermarking techniques, the. 

present invention may be implemented with a variety of cryptographic protocols to increase both 

confidence and security in the underlying system. A predetermined key is described as a set of 

masks. These masks may include primary, convolution and message delimiter mask. In previous 

disclosures, the thnctionality of these  mask,s is defined solely for mapping. The present invention 

includes a mask set which is also controlled by the distributing party of a copy of a given media 

signal. This mask set is a transfer fluiction which is limited only by the parameters of the file. 

format in question. To increase the uniqueness or security of each key used to scramble a given 

media file copy, a secure one way hash function can be used subsequent to transfer properties 

that are initiated to prevent the forging of a particular key. Public and. private keys may be used 

as key pairs to fitrther increase the unlikeliness that a key may he compromised. 

[0050] These same cryptographic protocols can be combined with the embodiments of the 

present invention in administering streamed content that requires authorized keys to correctly 

display or play the streamed content in an unscrambled manner. As with digital watermarking, 

symmetric or asymmetric public key pairs may. be used in a variety of implementations. 

Additionally., the need for certification authorities to maintain authentic .k.ey-pairs becomes a. 

consideration for greater security beyond symmetric key implementations. The cryptographic 

protocols makes possible, as well, a message of text to be authenticated by a message 

authenticating function in a general computing device that is able to ensure secure message 

exchanges between authorizing parties. 

[0051] An executable computer program is variously referred to as an application, from the point 

of view of a user, or executable object code from. the point of view of the engineer. A collection 
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of smaller, atomic (or indivisible) chunks of object code typically comprise the complete 

executable object code or application. which may also require the presence of certain data 

resources. These indivisible portions of object code correspond with the programmers' function 

or procedure implementations in higher level languages, such as C or Pascal. In creating an 

application, a programmer writes "code" in a higher level language, which is then compiled 

dawn into "machine language," or, the executable object code, which can actually be run by a. 

computer, general purpose or otherwise. Each function, or procedure, written in the 

programming language, represents a self -comuined portion of the larger program, and 

implements, typically, a very small piece of its functionality. The order in which the programmer 

types the code for the various functions or procedures, and the distribution of and arrangement of 

these implementations in various tiles which hold them is unimportant. Within a .function or 

procedure, however, the order of individual language constructs, Which correspond to particular 

machine instructions is important, and so functions or procedures are considered indivisible for 

purposes of this discussion.. That is, once a function or procedure is compiled, the order of the 

machine instructions which comprise the executable object code of the function is important and 

their order in the computer memory is of vital importance. Note that many "compilers" perform 

"optimizations" within functions or procedures, which determine, on a limited scale, if there is a 

better arrangement for executable instructions which is more efficient than that constructed by 

the programmer, but does not change the result of the function or procedure. Once these 

optimizations are performed, however, making random changes to the order of instructions is 

very likely to "break" the function. When a program is compiled, then, it consists of a collection 

of these sub-objects, whose exact order or arrangement in memory is not important, so long as 

any sub-object which uses another sub-object knows where in memory it can be found. 

[0052] The memory address of the first instruction in one of these sub-objects is called the "entry 

point" of the function or procedure. The rest of the instructions comprising that sub-object 

immediately follow from the entry point. Some systems may prefix information to the entry 

point which describes calling and return conventions for the code which follows, an example is 

the Apple Macintosh Operating System (MacOS). These sub-objects can be packaged into what 

are referred to in certain. systems as "code resources," which may be stored separately from the 

application, or shared with other applications, although not necessarily. Within an application 

there are also data objects, which consist of some data to be operated on by the executable code. 

These data objects are not executable. That. is, they do not consist of executable instructions. The 
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data objects can be referred to in certain systems as "rmources." 

[00531 When a user purchases or acquires a computer program, she seeks a computer program 

that "functions" in a desired manner. Simply, computer software is overwhelmingly purchased 

for its underlying functionality. In contrast, persons who copy multimedia content, such as 

pictures, audio and video, do so for the entertainment or commercial value of the content. The 

difference between the two types of products is that multimedia content is not generally 

interactive, but is instead passive, and its commercial value relates more on passive not. 

interactive or utility features, such as those required in packaged software, set-top boxes, cellular 

phones, VCRs, P[)As, and the like. Interactive digital products which include computer code 

may be mostly interactive but can also contain content to add to the interactive experience of the 

user or make the underlying utility of the software more aesthetically pleasing. It is a common 

concern of both of these creators, both of interactive and passive multimedia products, that. 

"digital products" can be easily and perfectly copied and made into unpaid or unauthorized 

copies. This concern is especially heightened when the underlying product is copyright protected 

and intended for commercial use. 

[00541 The first method of the present invention described involves hiding necessary "parts" or 

code "resources" in digitized sample resources using a. "digital watermarking" process, such as 

that described in the "Steganographic Method and Device" patent application. The basic premise 

for this scheme is that there are a certain sub-set of executable code resources, that comprise an 

application and that are "essential" to the proper ftmction of the application. In general, any code 

resource can be considered "essential" in that if the program. proceeds to a point where it must 

"call" the code resource and the code resource is not present in memory, or cannot be loaded, 

then the program faits. However, the present invention uses a definition of "essential" which is 

more narrow. This is because, those skilled in the art or those with programming experience, 

may create a derivative program, not unlike the utility provided by the original program, by 

writing additional or substituted code to work around unavailable resources. This is particularly 

true with programs that incorporate an optional "plug-in aechitecture," where several code 

resources may he made optionally available at run-time. The present invention is also concerned 

with concentrated efforts by technically skilled people who can analyze executable object code 

and "patch" it to ignore or bypass certain code resources. Thus, tier the present embodiment's 

purposes, "essential." means that the function which distinguishes this application from any other 
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application depends upon the presence and use of the code resource in question. The best 

candidates for this type of code resources are NOT optional, or plug-in types, unless special care 

is taken. to prevent work-arounds. 

[00351 Given that there are one or more of these essential resources, what is needed to realize the 

present invention is the presence of certain data resources of a type which are amenable to the 

"stega-cipher" process described in the "Steganographic Method and Device" patent U.S. Pat. 

No, 5,613,004, Data which consists of image or audio samples is particularly useful. Because 

this data consists of digital samples, digital watermarks can be introduced into the samples. What 

is further meant is that certain applications include image and audio samples which are important 

to the look and feel of the program or are essential to the processing of the application's 

fimetionality when used by the user, These computer programs are familiar to users of computes 

but also less obvious to users of other devices that run applications that are equivalent in some 

measure of functionality to general purpose computers including, but not limited to, set-top 

boxes, cellular phones, "smart televisions," PDAs and the like. However, programs still comprise 

the underlying "operating systems" of these devices and are becoming more complex with 

increases in functionality. 

[0056] One method of the present invention is now discussed. When code and data resources are 

compiled and assembled into a precursor of an executable program the next step is to use a 

utility application for final assembly of the executable application. The programmer marks 

several essential code resources in a list displayed by the utility. The utility will choose one or 

several essential code resources, and encode them into one or several data resources using the 

stegacipher process. The end result will be that these essential code resources are not stored in 

their own partition, but rather stored as encoded information in data resources. They are not 

accessible at run-time without the key. Basically, the essential code resources that provide 

functionality in the final end-product, an executable application or computer program, are no 

longer easily and recognizably available for manipulation by those seeking to remove the 

underlying copyright or license, or its equivalent information, or those with skill to substitute 

alternative code resources to "force" the application program to run as an unauthorized copy. For 

the encoding of the essential code resources, a "key" is needed, Such a key is similar to those 

described in U.S. Pat. No. 5,613,004, the "Steganographic Method and Device" patent. The 

purpose of this scheme is to make a particular licensed copy of an application distinguishable 

is 
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from any other. It is not necessary to distinguish every instance of an application, merely every 

instance of a license. A. licensed user may then wish to install multiple copies of an application, 

legally or with authorization, This method, then, is to choose the key so that it corresponds, is 

equal to, or is a function of, a license code or license descriptive information, not just a text file, 

audio clip or identifying piece of information as desired in digital watermarking schemes extant 

and typically useful to stand-alone, digitally sampled content. The key is necessary to access the 

underlying code, i.e., what the user understands to be the application program. 

[00571 The assembly utility can he supplied with a key generated from a license code generated 

for the license in question. .Altematiyely, the key, possibly random, can he stored as a data 

resource and encrypted with a derivative of the license code. Given the key, it encodes one or 

several essential resources into one or several data resources. Exactly which code resources are 

encoded into which data resources may he determined in a random or pseudo random manner. 

Note further that the application contains a code resource which. performs the function of 

decoding an encoded code resource from a data resource. The application must also contain a 

data resource which specifies in which data resource a particular code resource is encoded. This 

data resource is created and added at assembly time by the assembly utility. The application can 

then operate as lionOWS: 

[0058] 1.) when it is run for the first time, after installation, it asks the user for personalization 

information, which includes the license cede. This can include a particular computer 

configuration: 

[0059] 2) it stores this information in a personalization data resource; 

[0060] 3) Once it has the license code, it can then generate the proper decoding key to access the 

essential code resources. 

[00611 Note that the application can be copied in an uninhibited manner, but must contain the 

license code issued to the licensed owner, to access its essential code resources. The goal of the 

invention, copyright protection of computer code and establishment of responsibility for copies, 

is thus accomplished. 
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[0062] This invention represents a significant improvement over prior art because of the inherent. 

difference in use of purely informational watermarks versus watermarks which contain 

executable object code. If the executable object code in a watermark is essential to an application 

which accesses the data which contains the watermark, this creates an all-on-none situation. 

Either the user must have the extracted watermark, or the application cannot be used, and hence 

the user cannot gain full access to the presentation of the information in the watermark bearing 

data. In order to extract a digital watermark, the user must have a key. The key, in rum, is a 

function of the license infOrmation. for the copy of the software in question. The key is fixed 

prior to final assembly of the application tiles, and so cannot be changed at the option of the 

user. That, in turn, means the license information in the software copy must remain fixed, so that 

the correct key is available to the software.. The key and the license information are, in fact, 

interchangeable. One is merely more readable than -the other. In U.S. Pat. No, 5,613,004, the 

"Steganographic Method and Device, patent", the possibility of randomization erasure attacks on 

digital watermarks was discussed. Simply, it is always possible to erase. a digital watermark, 

depending on how much damage you are willing to do to the watermark-bearing content stream. 

The present invention has the significant advantage that you must have the watermark to he able 

to use the code it contains. If you erase the watermark you have lost a key piece of the 

functionality of the application, or even the. means to access the data which bear the watermark. 

[00631 A preferred embodiment would be implemented in an embedded system, with a. minimal. 

operating system and memory. No media playing "applets," or smaller sized applications as 

proposed in new operating environments envisioned by Sun Microsystems and. the advent of 

Sun's Java operating system, would be permanently stored in the system, only the hare 

necessities to operate the device, download information, decode watermarks and execute the 

applets contained in them.. When. an applet is finished ex.ecuting, it is erased from memory. Such 

a system would guarantee that content which did not contain readable watermarks could not be 

used. This is a powerful control mechanism for ensuring that content to he distributed through 

such a system contains valid watermarks. Thus, in such networks as the Internet or set-top box 

controlled cable systems, distribution and exchange of content would be made more secure from 

unauthorized copying to the benefit of copyright holders and other related parties. The system 

would be enabled to invalidate, by default, any content which has had its watermark(s) erased, 

since the watermark conveys, in addition to copyright information, the means to fitily access, 

play, record or otherwise manipulate, the content. 
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[0064] A second method according to the present invention is to randomly re-organize program 

memory structure to prevent attempts at memory capture rir object code analysis. The object of 

this method is to make it extremely difficult to perform memory capture-based analysis of an 

executable computer program. This analysis is the basis for a method of attack to defeat the 

system envisioned by the present invention. 

[00651 Once the code resources of a program are loaded into memory; they typically remain in a 

fixed position, unless the computer operating system finds it necessary to rearrange certain 

portions of memory daring "system time," when the operating system code, not application code, 

is running. Typically, this is done in low memory systems, to maintain optimal memory 

utilization. The MacOS for example, uses Handles, which are double-indirect pointers to 

memory locations, in order to allow the operating system to rearrange memory transparentl 

underneath a running program. If a computer program contains countermeasures against 

unlicensed copying, a. skilled technician can often take a snapshot of the code in memory, 

analyze it, determine which. instructions comprise the countermeasures, and disable them in the 

stored application file, by means of a "patch." Other applications for designing code that moves 

to prevent scanning-tuimelling microscopes, and similar high sensitive hardware for analysis of 

electronic structure of microchips running code, have been proposed by such parties as Wave 

Systems, Designs of Wave Systems' microchip are intended for preventing attempts by hackers 

to "photograph" or otherwise determine "burn in" to microchips for attempts at reverse 

engineering. The present invention seeks to .prevent attempts at understanding the code and its 

organization for the purpose of patching it. Unlike systems such as Wave Systems', the present 

invention seeks to move code around in such a manner as to complicate attempts by software 

engineers to reengineer a means to disable the methods for creating licensed copies on any 

device that lacks "trusted hardware," Moreover, the present invention concerns itself with any 

application software that may be used in general computing devices, not chipsets that are used in 

addition to an underlying computer to perform encryption. Wave Systems' approach to security 

of software, if interpreted similarly to the present invention, would dictate separate microchip 

sets for each piece of application software that would he tamperproof. This is not consistent with 

the economics of software and its distribution. 

[0066] Under the present invention, the application contains a special code resource which 

knows about all the other code resources in memory. During execution time, this special code 

2]. 
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resource, called a "memory scheduler," can be called periodically, or at random or pseudo 

random intervals, at which time it intentionally shuffles the other code resources randomly in 

memory, so that someone trying to analyze snapshots of memory at various intervals cannot be 

sure if they are looking at the same code or organization from one "break" to the next. This adds 

significant complexity to their job. The scheduler also randomly relocates itself when it is 

finished. In order to do this, the scheduler would have to :first copy itself to a new location, and 

then specifically modify the program counter and stack frame, so that it could then jump into the 

new copy of the scheduler, but return to the correct calling frame, Finally, the scheduler would 

need to maintain a list of all memory addresses which contain the address of the scheduler, and 

change them to reflect its new location. 

[0067] The methods described above accomplish the purposes of the invention--to make it hard 

to analyze captured memory containing application executable code in order to create an 

identifiable computer program or application that is different from other copies and is less 

susceptible to unauthorized use by, those attempting to disable the underlying copyright 

protection system. Simply, each copy has particular identifying information making that copy 

different from all other copies. 

[0068] Although various embodiments are specifically illustrated and described heroin, it will be 

appreciated that modifications and variations of the present invention arc covered by the above 

teachings and within the purview of the appended claims without departing from the spirit and 

intended scope of the invention. 
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WHAT IS CLAIMED IS: 

A method for copy protection. of digital information, the digital information including a 

digital sample and format information, comprising the steps of: identifying a portion of the 

format information to be encoded; generating encoded format information from the identified 

portion of the format information; and generating encoded digital information. including the 

digital sample and the encoded format information. 

The method of claim 1, further comprising the step of requiring a predetermined key to 

decode the encoded format information. 

3. The method of claim 2, wherein the digital sample and form.at information are configured 

to be used with a digital player, and wherein information. output from the digital player will have 

a degraded quality .uniess the encoded format information is decoded with the predetermined 

key. 

4. The method of claim 3, wherein the information out:pttt fromfroth the digital player represents 

a still image, audio or video. 

5. The method of claim 3, wherein the infort lion output represents text data to be 

authenticated. 

6. .A method for protecting a digital signal, the digital signal including digital samples in 

a file format having an inherent granularity, comprising the step of: 

creating a .predetcrinined key comprised of a transfer Iiinetion-hased mask set to 

manipulate data at the, inherent granularity of the file .format of the underlying digitized sant! es. 

7. The method of claim 6, wherein the digital signal -epresents a continuous analog 

waveform. 

8. The method of claim 6, wherein the prcdetertriined key comprises a plurality of i -task 

sets. 
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9. The method of claim 6, wherein the digital. signal is a message to be authenticated. 

10, The method of claim 6, wherein the mask set is ciphered by a key pair comprising a 

public key and a private key. 

11. The method of claim 6, further comprising the step of: 

using a digital watermarking technique to encode information that identifies ownership, 

use, or other intbrmation about the digital signal, into the digital signal. 

12, The method of claim 6, wherein the digital signal represents a still image, audio or 

video. 

13, The method of claim 6, further comprising the steps of: 

selecting the mask set, including one or more masks having random or pseudo-random 

series of bits; and 

validating the mask set at the start of the transfer fanction-based mask set. 

14. The method of claim 13, wherein said step of validating comprises the step of: 

comparing- a hash value computed at the start of the transfer I-Unction-based mask set with 

a determined transfer function of the hash. value. 

15. The method of claim 6, further comprising the steps of: 

selecting the mask set, including one or more masks having random or pseudo-random 

series of bits; and 

authenticating the mask. set by comparing a hash value computed at the start of the 

transfer function-based mask set with a determined transfer .function oldie hash value. 

16. The method of claim 13, wherein said step of validating comprises the step of: 

comparing a digital signature at the start of the transfer function-based mask  set with a 

determined transfer function of the digital signature. 

17. The method of claim 6, further comprising the steps of: 

selecting the mask set, including one or more masks having random or pseudo-random 
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series of bits; and 

authenticating the mask. set by comparing a digital signature at the start of the transfer 

function-based mask set with a determined transfer function of the digital signature. 

IS. The method of claim 13, further comprising the step of: 

using a digital watermarking technique to embed information that identifies ownership, 

use, or other information about the digital signal, into the digital signal: and 

Wherein said step of validating is dependent on validation of the embedded information. 

1. , The method of claim 6, further comprising the step of; 

computing a secure one way hash function of carrier signal data in the digital signal, 

wherein the hash function is insensitive to changes introduced into the carrier signal ibr the 

purpose of carrying the transfer function-based mask set. 

20, A method for protecting a digital signal, the digital signal including digital samples 

in a file format having an inherent granularity, comprising the steps of: 

creating a predetermined key comprised of a transfer function-based mask set that can 

manipulate data at the inherent granularity of the tile tbrinat of the underlying digitized samples; 

authenticating the predetermined key containing the correct transfer function-based mask 

set during playback of the data; and 

metering the playback of the data to monitor content. 

21. The method of claim 20, wherein the predetermined key is authenticated tea 

authenticate message information. 

22. A method to prepare for the scrambling of a sample stream of data, comprising the 

steps of: 

generating a plurality of mask sets to be used. 11 r encoding, including a random primary 

mask, a random convolution mask and a random start of message delimiter; 

obtaining a transfer function to be implemented; 

generating. a message bit stream to be encoded; 

loading the message bit stream; a Mega-cipher map truth table, the prin ary mask, the 

convolution mask. and the start of message delimiter into memory; 

initializing the state of a primary mask index, a convolution mask index, and a message 
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bit index; and 

setting a message size equal to the total number of hits in the message bit stream. 

23. A method to prepare for the encoding of stega-cipher information into a sample 

stream of data, comprising the steps of: 

generating a mask set to be used for encoding, the set including a random primary mask, 

a random convolution mask, and a random start of message -delimiter; 

obtaining a message to be encoded; 

compressing and encrypting the message if desired; 

generating a message bit stream to be encoded; 

loading the message bit stream, a stega.-cipher map truth table, the primary mask, the 

convolution mask and the start of message delimiter into memory; 

initializing the state of a primary mask index, a convolution mask index, and a message 

hit index; and 

setting the message size equal ter the otal number orbits in the message bit stream. 

24. The method of claim 23 wherein the sample stream of data has a plurality of 

windows, further comprising the steps oE 

calculating over which windows in the sample stream the message will be encoded; 

computing a secure one way hash function of the information in the calculated windows, 

the hash. function generating hash values insensitive to changes in. the samples induced by a 

stega-cipher; and 

encoding the computed hash values in an encoded stream of data, 

25. The method of claim 13, wherein. said step of selecting comprises the steps of 

collecting a series of random hits derived from keyboard latency intervals in random 

typing; 

processing the initial series of random bits through an TADS algorithm; 

using the results of the NID5 processing to seed a triple-DES encryption loop; 

cycling through the triple-DES encryption loop, extracting the least significant bit of each. 

result after each cycle: and 

concatenating the triple-DES output bits into the random series of bits, 

2t, 
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26. .A method for copy protection of digital information, the digital infornia.tion 

including a digital sample and format information, comprising the steps of: 

identifying a portion of the digital sample to he encoded; 

generating an encoded digital sample from the identified portion of the digital sample; 

and 

generating encoded digital information, including the encoded digital sample and the 

format. information. 

27. The method of claim 26, 'further comprising the step or requiring a predetermined 

key to decode the encoded digital sample. 

28, The method of claim 27, wherein the digital sample and format information are 

configured. to be used with a digital player. and wherein information output from the digital 

player will have a degraded quality unless the encoded digital sample is decoded with the 

predetermined key, 

29. The method of claim 27, wherein information output will have non authentic 

message data unless the encode digital sample is decoded with the predetermined key. 

30. A method for protecting digital data, where the digital data signal is organized into a 

plurality of frames, each frame li.aving i) a header comprising file format information and ii) at 

least a portion of the digital data, said method comprising the steps of 

creating a predetermined key to manipulate the file format information in one or 

more of the plurality of frames; and 

manipulating the file format information using the predetermined key in at least 

two of the plurality of frames, such that the digital data wilt he perceived by a human as 

noticeably altered if it is played without using a decode key to restore the file format 

information to a prior state. 

31. The method of claim 30, wherein the predetermined key comprises a private key that is 

associated with a key pair. 

32. A method for copy protection of software comprising: embedding the software with a 
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watermark wherein the embedded software operates in a manner substantially the same as the 

software prior to the embedding step. 

33. The process of claim 32, wherein the step of embedding the software with. a watermark 

increases the complexity of code analysis and/or tampering with the software. 

34. The process of claim 32, wherein the watermarked software queries a user for 

personalization information during installation of the software. 

35, The process of claim 32, wherein the watermark is accessible with a key. 

36, The process of claim 35, wherein the key enables authorized use of the watermarked 

software. 

37. The process according to claim 35, wherein the key and license information are 

interchangeable, 

38. The process according to claim 32, wherein the step of embedding the software with a 

watermark. is performed during execution of the software. 

39, The process according to claim 32, wherein the step of embedding the software with a 

watermark modifies the structure of the software being embedded. 

40. An article of manufacture comprising a. machine readable medium, having thereon stored 

instructions adapted to be executed by a processor, which. instructions when executed result in a 

process comprising: receiving potentially watermarked software; and identifying the software by 

extracting the watermark. 

41. The article of manufacture of claim 40, wherein the watermark is associated with. 

information fixed prior to distribution of the watermarked software. 

42. The article of manufacture of claim 40. wherein the watermark affects functionality of 

the watermarked sohwam. 

28 
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43. The article of manu facture of claim 40, wherein the extracted watermark enables 

generation of a key. 

44. The article of manufacture of claim 43, wherein the generated key and licensing 

information are associated. 

45. The article of manufacture of claim 40, further comprising limiting functionality of the 

software if the watermark cannot be extracted. 

46. A method for watermarking software comprising: determining the structure a plurality of 

code contained in the software; and configuring at least a. portion of the plurality of code. 

according to a watermarking process. 

47. The process of claim 46, wherein. the watermarking process further comprises inserting 

information into the software after installation. 

48. The process of claim 46, wherein the watermarking process configures the at least a 

portion of the plurality of code according to a key. 

49. The process of claim 46, wherein the wateritrarking process increases the complexity of 

code analysis and/'or tampering with the software. 

50. The process of claim 46, wherein the watemiarking process is selected from the group 

comprising: data hiding, stegartography or steganographic ciphering. 

51. The process of claim 46, wherein the watermarking process is applied during execution 

of the software. 

52. A system for copy- protection of software comprising the steps of: associating license 

information with a copy of a software application; encoding the associated license information. 

into the copy of the software application using a w.atermarking process; providing the copy of 

the software application having license information encoded therein to a user: and, comparing 

information received by a user with the encoded license information. 
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53. The system of claim 52, wherein the encoding is controlled by a key. 

54. The system of claim 52, wherein the step of comparing the user supplied information 

with the encoded license information enables authorization of the software. 

55. The system of claim 53, wherein the key is fixed prior to distribution of the software. 

56. The system of claim 52, wherein the license information comprises code which affects 

functionality of the watermarked software. 

57. The system of claim 52, wherein the watermarked software is resistant to code analysis 

and/or tampering. 

;f) 
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DECLARATION FOR PATENT APPLICATION 

As one of the below named inventors, I hereby declare that 

My residence, post office address and citizenship is as stated below next to my name; 

I believe that I am the original, first and sole inventor (if only one name is listed below) or an 
original, first and joint inventor (if plural names are listed below) of the subject matter which is 
claimed and for which a patent is sought on the invention entitled: 

DATA PROTECTION METHOD AND DEVICE 

the specification of which: is attached hereto. 
0 was filed on: 

as Application 
and was amended on: 

I have reviewed and understand the contents of the above-identified specification, including 
the claims, as amended by any amendment referred to above. I acknowledge the duty to disclose 
information which is material to patentability as defined in 37 C.F.R § 1.56 

Prior Foreign A.pplication(s) 

I hereby claim foreign priority benefits under Title 35, United States Code, § 119(a)-(d) or 
§ 365(b) of any foreign application(s) for patent or inventor's certificate, or § 365(a) of any PCT 
international application which designated at least one country other than the 'United States of 
America, listed below and have also identified below any foreign .application(s) for patent or 
inventor's certificate having a filing date before that of the application on which priority is claimed: 

Country Application 
Number 

Date of Filing 
(day. month, year) 

Date of Issue 
(day. month. year) 

Priority 

Y0 es 

Claimed 

No 0 

Yes 0 No 0 

Page 
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Prior Provisional Applications) 

I hereby claim the benefit under Title 35, United States Code § 119(e) of any United States 
provisional apphcation(s) listed below: 

Application 
Number 

Date of Filing 
(day, month, year) 

Prior United States Application(s) 

hereby claim the benefit under Title 35, United States Code, § 120 of any United States 
application(s), or § 365(c) of any PCT international application designating the United States of 
America, listed below and, insofar as the subject matter of each of the claims of this application is 
not disclosed in the prior United States application in the manner provided by the first- paragraph of 
Title 35, United States Code, § 112, 1 acknowledge the duty to disclose material information as 
defined in Title 37, Code of Federal Regulations, §1 _56(a) which occurred between the filing date of 
the prior application and the national or PCT international filing date of this application: 

Application 
Number 

Date of Filing 
(day, month, year) 

Status — Patented, 
Pending, Abandoned 

10/602,777 June 25,  2003 Pending 

09/046,627 March 24, 1998 Patent No, 6,598,162 

July 22, 204)3 

08/587,943 January 17,1996 Patent No. 5,745,569 

April 28, 1998 

Ali correspondence and telephone cotnrnunications should be addressed to: 

SCOTT MOskOWITZ 
1 711 COLLINS AVENUE 

No, 2505 
SUNNY ISLES BEACH, FLORIDA 33160 

TELEPHONE NUMBER: (305) 956 • 9041 

FACSIMILE NUMBER: (305) 956 - 9042 
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80391.0003CONT2 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these statements 
were made with the knowledge that willful false statements and the like so ►nade are punishable by 
fine and .imprisoriment, or both, under 18 U.S.C. § 1001, and that such willful false statements may 
jeopardize the validity of the application or any patent issuing thereon. 

Signature 

Full Name of 
First Inventor: 

Citizenship: 

Residence: 

Post Office 
Address: 

Date ,e41(157— 1/ 2407' 

MOSKOWITZ Scott A. 
(Family 'Name) (Fixta (iiv en Name) (Second Given Name) 

United States of America 

16711 Collins Avenue, # 2505, Sunny Isles 'Beach, FL 33 160 

16711 C~•llins Avenue, # 2505, Sunny Isles Beach, FL 33160 
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ABSTRACT OF THE DISCLOSURE 

An apparatus and method for encoding and decoding additional information into a .digital 

information in an integral manner. More particularly, the invention relates to a method and 

device for data protection. 
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Filing Date: 
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First Named Inventor/Applicant Name: Scott Mo$kowitz 

Filer: Bruce Talbot. Margulies 

Attorney Docket Number: SCOT0014-6 

Filed as Large Entity 

Utility under 35 USC 111 a Filing Fees 

Description Fee Code Quantity Amount 
Sub -Total in 
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Extension-of-Time: 
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Total in USD ($) 1250 
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Filer Authorized By: 

Attorney Docket Number: SC01'0014-6 
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ATTACHMENT 17 

This is attachment 17. This attachment is part of the response to the office action. 
The section below for Chart 1 shows support for the Claims 1, 2, 3, 4, 5, 8,10, and 12 of 

USP 9021602 in prior application 08/587,943. 
The sections below for Charts 2-5 show the same support, that is the same descriptive 

text as in application 08/587,943, either by incorporation or expressly present, in the four benefit 
applications claimed in USP 9021602. 

Moreover, each of the four applications also issued as a patent as shown by the cover 
page of USP 9021602 and the cover pages of each of these four patents, which are Attachments 
19-22. 

Finally, the section below for chart 6 shows the same descriptive support appearing in 
08/587,943, for Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 is also present in USP 
9021602. 

CHART 1: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 and support in application 
08/587,943 application, Attachment 1. 

Chart 1 generally copies text of the corresponding chart in Mr. Moskowitz's 131 
declaration.

Column 1 recites the claims and column 2 point cites the location of support in 
08/587,943 and quotes relevant text from 08/587,943 and explains relevance. 

CHART 1 

Rejected Claim of USP 
9021602 

Support in my 08/587,943 application, Attachment 1. 

1. A computer based method 
for accessing functionality 
provided by an application 
software comprising: 

Page 18:6-8 "The key is necessary to access the underlying 
code, i.e., what the user understands to be the application 
program." This statement follows my explanation at page 
17:7 to 18:6 regarding how the software is compiled to 
encode certain code resources deemed "essential" for the 
functionality of the software in data resources. Page 11:24 to 
page 12:2 then explains how a user used the software 
including the functionality. That is how to perform the 
method of the preamble of this claim 1. 
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storing said application 
software in non transient 
memory of a computer; 

On page 8:37 I refer to the program being "loaded" which 
means copied from slow memory (like disc) to fast memory 
(like RAM). Both of those forms (slow and fast) memory 
are "non transient." I understand that "non transient" were 
words the USPTO recommended everyone use in reference 
to memory when some court decision stated that memory 
might read on a "signal" and might be considered not 
patentable subject matter. I am told that the USPTO 
therefore took a "liberal" view of support for "non 
transient", basically allowing anyone claiming something 
stored in memory in a patent application that was not 
disclosing signals as memory, to add "non transient" to 
avoid adverse court invalidity determinations. 

said application software in 
said computer prompting a 
user to enter into said 
computer personalization 
information; 

On page 1:25-28, I point out that it was well known for 
computer software to prompt a use for information at 
startup. At page 11:25-28, I disclose that my software 
prompts the user to enter personalization information when 
run for the first time. Page 1:25-28 states "The application 
can then operate as follows: 1) when it is run for the first 
time, after installation, it asks the user for personalization 
information, which includes the license code. This can 
include a particular computer configuration;." 

said application software 
storing, in said non transient 
memory, in a personalization 
data resource, both computer 
configuration information of 
said computer, and a license 
code 

On page 1:25-28, I continue on the next two lines (29, 30), 
to state "2) it stores this information in a personalization data 
resource;" The "it" is the software. The "this information" 
refers to the personalization information which lines 27 and 
28 state may include both license code and computer 
configuration. 

entered in response to said 
prompting; 

That statement that item "2)" follows immediately after item 
"1)" in the sentence explaining operation of the software 
indicates that the storing of this information is in response to 
the entering of the information by the user. 

said application software in 
said computer generating a 
proper decoding key, 

At page 11, lines 31-33, I state "3) Once it has the license 
code, it can then generate the proper decoding key to access 
the essential 
code resources." This shows generating the proper decoding 
key. 
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said generating comprising 
using said license code; and 

In the very next paragraph, at page 11:34-37, I state "Note 
that the application can be copied in an uninhibited manner, 
but must contain the license code issued to the licensed 
owner, to access its essential code resources." This indicates 
that the license code is essential to access the code resource, 
and accessing requires the decoding key, which indicates 
that the license code is also essential to generating the 
decoding key. However, I explained the significance of the 
key and that generating the key requires the license code, 
back in page 10, when describing how the software is 
assembled. "This method, then, is to choose the key so that 
it corresponds, is equal to, or is a function of, a license code 
or license descriptive information." In other words, I 
disclosed that generating the decode key may requires the 
licence code. 

wherein said application At page 10:16-20, I states that "The end result [of compiling 
software, in said computer, the software is that]...these essential code resources... are not 
cannot access at least one accessible at run-time, without the key." This the same 
encoded code resource of said thing as stated by this wherein clause in claim 1. 
application software, unless 
said license code is stored in 
said personalization data 
resource. 

2. The method of claim 1, In describing the assembly utility, at page 1 1 :9-15, I state 
wherein said encoded code that the assembly utility "encodes one or several essential 
resource is encoded in at least resources into one or several data resources." At page 
one data resource. 10:14-16, I also state that "The utility will chose one or 

several essential code resources, and encode them into one 
or several data resources." This discloses that "code 
resource" are "encoded" and that they are encoded in at least 
one data resource, as claimed. 
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3. The method of claim 1 
wherein said encoded code 
resource is steganographically 
encoded. 

At page 5:9-10, I explain that "steganography" refers to 
"hiding something in plain view." At page 8:25-27, I 
disclose that the first method of my invention "involves 
hiding necessary 'parts' or code 'resources' in digitized 
sample resources. 
At page 3:10-13, I explain that "It is desirable to use a 
`stega-cipher' .... process to hide necessary parts of resource 
of executable object code in the digitized sample resource." 
At page 10:15-16, I discloses that the encoding may be 
"using the stegacipher process." I think these support use of 
the adverb "steganographically" when referring to encoding 
that uses steganography for hiding the code resources in data 
resources. 

4. The method of claim 3 
wherein said encoded code 
resource is encoded in a data 
resource. 

Claim 4 is the same as claim 2, but depends upon claim 3 
instead of claim 1. So my discussion of claim 2 applies here. 

5. The method of claim 1 
wherein said computer 
configuration information is 
stored in a data resource. 

In my description of the operation of the software 
application at page 11:27-30, I stated "This can include a 
particular computer configuration; 2) it stores this 
information in a personalization data resource." That is, I 
clearly stated that the computer configuration information 
may be stored in a data resource. 
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8. The method of claim 1 My disclosure in Attachment 1 is replete with references to 
wherein said computer computers in the context of digital computer which 
comprises a processor and said necessarily convey the presence of a processor. For 
application software using said example, in discussing the structure of software, I refer to 
processor in said prompting "the instructions" (page 7:21) which immediately conveys a 
and said storing. processor for acting on instruction. Similarly, I refer to 

"executable code" (page 7:32) which immediately conveys a 
processor for acting on the code. At page 11, in describing a 
software application including essential code resources 
encoded in data resource, I state "The application can then 
operate as follows: 1) when it is run for the first time...." 
Running is a colloquial expression for a digital computer 
executing instructions in a software program. Digital 
computers necessarily include a processor. Similarly, at 
pages 12-13, 1 describe a preferred embodiment as 
implemented in an embedded system with a minimal 
operating system. Further, at page 14:25-27, I stated that 
"the present invention concerns itself with any application 
software 
that may be used in general computing devices." The term 
"general computer devices" immediately conveys a 
processor for use by application software for both prompting 
(an I/O function) and storing (a data storage function). 
Finally, the original claims defined the step of "processing" 
of data, which discloses a processor. See page 17:4 (claim 
4). 

10. A computer program This is a description of software stored on some physical 
product storing in a non medium. 
transitory storage media In the Background section in Attachment 1, I describe that 
computer application software software may be stored on a user's hard drive, when 
code for an application referring to attempts to enforce licencing. That is, at page 2, 
software product, which, when I state "Further methods include network-based searches of a 
run by a computer system, user's hard drive and comparisons between what is registered 
causes said computer system to that user and what is actually installed on the user's 
to perform the following for general computing device." At page 10:36, I refer to 
accessing functionality "install[ed] ... copies," which refers to installation on a drive. 
provided by said application A computer's drive is a product. At page 3:32-33, I refer to 
software product, comprising: storing code in computer memory, stating "It is also 

desirable to randomly reorganize program memory structure 
intermittently during program run time." At page 7:2-5, I 
refer to "the order of the machine instructions. .. In the 
computer memory." Computer memory is a product. 
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storing said application This is the same recitation appearing in claim 1. See my 
software code in non transient discussion of claim 1 herein above. 
memory of a computer system; 
said application software code 
in said computer system 
prompting a user to enter into 
said computer system 
personalization information; 
said application software code 
storing, in said non transient 
memory, in a personalization 
data resource, both computer 
configuration information of 
said computer system, and a 
license code entered in 
response to said prompting; 
said application software code 
in said computer system 
generating a proper decoding 
key, said generating 
comprising using said license 
code; and wherein said 
application software code, in 
said computer system, cannot 
access at least one encoded 
code resource of said 
application software code, 
unless said license code is 
stored in said personalization 
data resource. 

12. The product of claim 10 Claim 12 contains the same recitation ("storing of said 
wherein said computer encoded code resource in a data resource ") as claim 2. 
program product causes Attachment 1 shows I disclosed this feature for the reasons 
storing of said encoded code stated for claim 1. 
resource in a data resource in 
non transient memory of said 
computer. 
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CHART 2: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 and the same support in 
application 09/046,627 Attachment 13, as quoted above for application 08/587,943, 
Attachment 1 

Chart 2 shows support for the claims based upon incorporation by reference of the 
disclosure of 08/587,943. As noted in Chart 1, application 08/587,943 supports these claims. 
Therefore, the incorporation by reference of the disclosure of 08/587,943 into application 
09/046,627 shows that application 09/046,627 also supports these claims. 

Moreover, application 09/046,627 attachment 13, at page 1:12-14 also expressly claimed 
benefit to application 08/587,943. 

CHART 2 

Rejected Claim of USP 9021602 Support in application 09/046,627 
Attachment 13 

Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP Page 1:12-14 "This application claims the 
9021602 benefit of U.S. patent application Serial No. 

08/587,943, filed January 17, 1996, entitled 
"Method for Stega-Cipher Protection of 
Computer Code," the entire disclosure of 
which is hereby incorporated by reference." 

Page 7:6-14 "These are covered by the 
following patents and pending applications, 
the entire disclosures of which are hereby 
incorporated by reference: US Patent No. 
5,613,004 entitled "Steganographi c Method 
and Device" and its derivative US patent 
application Serial No. 081775,216, US patent 
application Serial No. 08/587,944 entitled 
"Human Assisted 10 . Random Key 
Generation and Application for Digital 
Watermark System," US Patent Application 
Serial No. 08/587,943 entitled "Method for 
Stega-Cipher Protection of Computer Code," 
US patent application Serial No. 08/677,435 
entitled "Optimization Methods for the 
Insertion, Protection, and Detection of Digital 
Watermarks in Digitized Data," and US 
Patent Application Serial No. 081772,222 
entitled "2-Transform Implementation of 
Digital Watermarks." 
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CHART 3: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 and the same support in 
application 10/602,777 Attachment 14 

Chart 3 shows support for the rejected claims of USP 9021602 based upon incorporation 
by reference of the disclosure of 08/587,943. As noted in Chart 1, application 08/587,943 
supports these claims. Therefore, the incorporation by reference of the disclosure of 08/587,943 
into application 10/602,777 shows that application 10/602,777 also supports these claims. 

Moreover, application 10/602,777 originally claimed benefit to application 08/587,943, 
at Attachment 14, pdf page 20, lines 11-4. However, this claim to benefit was deleted by the 
preliminary amendment. 

The preliminary amendment, also filed 2003-06-25 in application 10/602,777, at 
attachment 14, pdf page 11:2-9 stated: 

Please delete the section entitled "CROSS-REFERENCE TO RELATED 
APPLICATIONS" on page 1, lines 10-14, of the originally filed application and 
insert the new section entitled CROSS-REFERENCE TO RELATED 
APPLICATIONS" on page 1, at line 5: 

--This application is a continuation application of U.S. Patent Application 
Serial No. 09/046,627 (now awaiting issuance), which is a continuation of U.S. 
Patent " Application Serial No. 08/587,943, filed January 17, 1996, (which issued 
April 28, 1998, as U.S. Patent No. 5,745,943). The entire disclosure of U.S. 
Patent Application No. 09/046,627 is hereby incorporated by reference.--

Attachment 14, at pdf page 26 contains part of the specification, as filed. This pdf page 
26:6-16 states: 

These are covered by the following patents and pending applications, the 
entire disclosures of which are hereby incorporated by reference: US Patent 
No. 5,613,004 entitled "Steganographic Method and Device" and its derivative 
US patent application Serial No. 081775,216, US patent application Serial No. 
08/587,944 entitled "Human Assisted 10 . Random Key Generation and 
Application for Digital Watermark System," US Patent Application Serial No. 
08/587,943 entitled "Method for Stega-Cipher Protection of Computer Code," US 
patent application Serial No. 08/677,435 entitled "Optimization Methods for the 
Insertion, Protection, and Detection of Digital Watermarks in Digitized Data," 
and US Patent Application Serial No. 08/772,222 entitled "2-Transform 
Implementation of Digital Watermarks." Public key crypto-systems are described 
in US Patents No. 4,200,770, 4,218,582, 4,405,829 and 4,424,414, the entire 
disclosures of which are also hereby incorporated by reference. 

This contains an incorporation by reference of 08/587,943. 
Moreover, the preliminary amendment incorporated by reference 09/046,627 which itself 

also incorporated by reference 08/587,943; see the discussion of Attachment 13 above. 
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CHART 3 

Rejected Claim of USP 9021602 Support in application 10/602,777 
Attachment 14 

Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP Specification filed 2003-06-25, page 1:12-14 
9021602 "This application claims the benefit of U.S. 

patent application Serial No. 08/587,943, 
filed January 17, 1996, entitled "Method for 
Stega-Cipher Protection of Computer Code," 
the entire disclosure of which is hereby 
incorporated by reference." 

Specification filed 2003-06-25, page 7:3-12 
"Many approaches to digital watermarking 
leave detection and decoding control with the 
implementing party of the digital watermark, 
not the creator of the work to be protected. A 
set of secure digital watermark 
implementations address this fundamental 
control issue forming the basis of key-based 
approaches. These are covered by the 
following patents and pending applications, 
the entire disclosures of which are hereby 
incorporated by reference: US Patent No. 
5,613,004 entitled "Steganographic Method 
and Device" and its derivative US patent 
application Serial No. 08/775,216, US patent 
application Serial No. 08/587,944 entitled 
"Human Assisted Random Key Generation 
and Application for Digital Watermark 
System," US Patent Application Serial No. 
08/587,943 entitled "Method for 
Stega-Cipher Protection of Computer Code," 
US patent application Serial No. 08/677,435 
entitled "Optimization Methods for the 
Insertion, Protection, and Detection of Digital 
Watermarks in Digitized Data," and US 
Patent Application Serial No. 08/772,222 
entitled "2-Transform Implementation of 
Digital Watermarks." 
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CHART 4: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 have the same support as in 
08/587,94, in application 11/895,388 Attachment 15 

Application 11/895,388 both incorporates by reference the disclosure of 08/587,943, and 
also bodily reintroduces the entirety of the specification of 08/587,943, in addition to properly 
claiming benefit to 08/587,943. 

Attachment 15 includes the documents filed 2007-08-24, which includes the portion of 
the specification at Attachment 15 pdf pages 3-25; portions of the specification at pdf pages 30-
52; portions of the specification at pdf page 64; and portions of the specification at pdf pages 65-
78. The file shows that Attachment 15 page 64, and pages 65-78 are part of a preliminary 
amendment filed with the application. A preliminary amendment filed with an application is part 
of the original disclosure. 

Attachment 15, pdf page 3, [0004], properly claimed to benefit to and incorporated by 
reference application 08/587,943, stating: 

[0001] This application is a divisional of U.S. Patent Application Serial 
No. 10/602,777, which is a continuation application of U.S. Patent Application 
Serial No. 09/046,627 (which issued July 22, 2003, as U.S. Patent No. 6,598,162), 
which is a continuation-in-part of U.S. Patent Application Serial No. 
08/587,943, filed Jan. 17, 1996, (which issued April 28, 1998, as U.S. Patent No. 
5,745,943). The entire disclosure of U.S. Patent Application No. 09/046,627 
(which issued July 22, 2003, as U.S. Patent No. 6,598,162) and U.S. Patent 
Application Serial No. 08/587,943, filed Jan. 17, 1996, (which 'issued April 28, 
1998, as U.S. Patent No. 5,745,943) are hereby incorporated by reference in 
their entireties. 

Attachment 15, pdf page 30, is an update to [0001] listing issued patent numbers, and 
retained the proper chain of claims to benefit to and retained the incorporated by reference of 
application 08/587,943, 

Attachment 15, pdf page 38, in [0026], lines 4-17, also incorporated by reference 
application 08/587,943, stating: 

These are covered by the following patents and pending applications, the 
entire disclosures of which are hereby incorporated by reference: U.S. Pat. No. 
5,613, 004 entitled "Steganographic Method and Device" and its derivative U.S. 
patent application Ser. No. 08/775,216 (which issued November 11 1997 as U.S. 
Patent No. 5 687.236). U.S. patent application Ser. No. 08/587,944 entitled 
"Human Assisted Random Key Generation and Application for Digital 
Watermark System [[']]"(which issued October 13 1998 as U.S. Patent No. 
5,8224,32) US. patent application Ser. No. 08/587,943 entitled "Method for 
Stega-Cipher Protection of Computer Code[[,]]//(which issued April 28. 1998 as 
US. Patent No. 5.748.569) U.S. patent application Ser. No. 08/677,435 entitled 
"Optimization Methods for the Insertion, Protection, and Detection of Digital 
Watermarks in Digitized Data[[,]]//(which issued March 30, 1999 as U.S. Patent 
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NO. 5,889,868) and US. patent application Ser. No. 08/772,222 entitled 
"Z-Transform Implementation of Digital Watermarks[[.]]"(which issued June 20. 
2000 as U.S. Patent No. 6078 664). 
Attachment 15, pdf page 64, lines 3-8, also incorporated by reference application 

08/587,943, stating: 

...The entire disclosure of U.S. Patent Application No. 09/046,627 (which 
issued July 22, 2003, as U.S. Patent No. 6,598, 162) and U.S. Patent Application 
Serial No. 08/587,943, filed Jan. 17, 1996. (which issued April 28, 1998, as U.S. 
Patent No. 5,745,943 [sic]) are hereby incorporated by reference in their 
entireties. 

Moreover, in Attachment 15, pdf page 82, lines 2-4, in the Remarks accompanying the 
preliminary amendment, Mr. Moskowitz said: "Applicant has bodily incorporated U.S. Patent 
Application Serial No. 08/587,943, filed January 17, 1996 (which issued as U.S. Patent No. 
5,745,569 on April 28, 1998)." Indeed, that is the case. All of the text of the specification of 
08/587,943 is bodily incorporated into application 11/895,388, as shown by comparison of 
Attachments 15 and 1, as summarized below. 

Attachment 15, pdf page 65 et seq specifies an insert to the specification at the location 
after [0002]. This insert has the same text as Attachment 1 (08/587,943), pdf page 8, line 1, to 
page 12, line 22. This text is the entirety of the disclosure from the beginning of the disclosure to 
the end of the Background section in Attachment 1 of application 08/587,943. 

Attachment 15, pdf page 6 et seq specifies a two paragraph insert to the Summary of the 
Invention section. The text of this insert is the same as the text of the two paragraph Summary 
of the Invention section of Attachment 1, which is at Attachment 1, pages 13-14. 

Attachment 15, pdf page 6 et seq specifies an insert to the Detailed Description section 
after [0050]. The text of this insert is the same as the text of the Detailed Description section of 
Attachment 1, which is at Attachment 1 pdf page 8, line 11 through page 22. And the 
specification of 08/587,943 end at Attachment 1 pdf page 22. 

Thus, Mr. Moskowitz reintroduced, bodily, the entire text of the specification of 
application 08/587,943, into application 11/895,388. 

Chart 4 shows support based upon express disclosure identical to the express disclosure 
in 08/587,943, application 71/895,388, as fi led. Attachment 15, pages 3-25 constitute the clean 
copy of the disclosure of application 11/895,388, as filed, containing this disclosure. Chart 4 
therefore cites exclusively to Attachment 15, pages 3-25. 

CHART 4 

Rejected Claim of USP 
9021602 

Support in application 11/895,388 Attachment 15 (issued as 
USP 9104842), pages 3-25 
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1. A computer based 
method for accessing 
functionality provided by 
an application software 
comprising: 

Attachment 15, pdf page 21, Par [0056], last sentence "The key is 
necessary to access the underlying code, i.e., what the user 
understands to be the application program.- This statement 
follows the explanation starting at pdf page 20, in [0054] to 
[0057], regarding how the software is compiled to encode certain 
code resources deemed "essential" for the functionality of the 
software in data resources. Attachment 15, pdf pages 21-22, Par 
[0057], last sentence to [0060] then explains how a user used the 
software including the functionality. That is how to perform the 
method of the preamble of this claim 1. 

storing said application 
software in non transient 
memory of a computer; 

Attachment 15, pdf pages 23-24, [0065] refer to the program 
being "loaded" which means copied from slow memory (like 
disc) to fast memory (like RAM). Mr. Moskowitz noted that 
both of those forms (slow and fast) memory are "non transient." 
Mr. Moskowitz noted that "non transient" were words the 
USPTO recommended everyone use in reference to memory 
when some court decision stated that memory might read on a 
"signal" and might be considered not patentable subject matter. 
Mr. Moskowitz noted he was told that the USPTO therefore took 
a "liberal" view of support for "non transient", basically allowing 
anyone claiming something stored in memory in a patent 
application that was not disclosing signals as memory, to add 
"non transient" to avoid adverse court invalidity determinations. 

said application software 
in said computer 
prompting a user to enter 
into said computer 
personalization 
information; 

Attachment 15, pdf page 4 [0005] notes that it was well known 
for computer software to prompt a use for information at startup. 
Attachment 15, pdf page 22, [0058] discloses that the software 
prompts the user to enter personalization information when run 
for the first time. Pdf page 22, [0057] states "The application can 
then operate as follows: 1) when it is run for the first time, after 
installation, it asks the user for personalization information, 
which includes the license code. This can include a particular 
computer configuration;." 

said application software 
storing, in said non 
transient memory, in a 
personalization data 
resource, both computer 
configuration information 
of said computer, and a 
license code 

Attachment 15, pdf page 22, the next two lines ([0058] and 
[0059), to state "2) it stores this information in a personalization 
data resource." Mr. Moskowitz in his 131 declaration states that 
the "it" is the software, and that the "this information" refers to 
the personalization information which lines 27 and 28 state may 
include both license code and computer configuration. 
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entered in response to 
said prompting; 

Mr. Moskowitz also stated in his declaration that the statement 
that item "2)" follows immediately after item "1)" in the sentence 
explaining operation of the software indicates that the storing of 
this information is in response to the entering of the information 
by the user. 

said application software 
in said computer 
generating a proper 
decoding key, 

Attachment 15, pdf page 22, [0060] continues "3) Once it has the 
license code, it can then generate the proper decoding key to 
access the essential code resources." As Mr. Moskowitz noted in 
his declaration, this shows generating the proper decoding key. 

said generating 
comprising using said 
license code; and 

Attachment 15, pdf page 22, in the very next paragraph, [0061], 
states "Note that the application can be copied in an uninhibited 
manner, but must contain the license code issued to the licensed 
owner, to access its essential code resources." Mr. Moskowitz 
notes in his declaration that this indicates that the license code is 
essential to access the code resource, and accessing requires the 
decoding key, which indicates that the license code is also 
essential to generating the decoding key. Mr. Moskowitz also 
explained the significance of the key and that generating the key 
requires the license code, as disclose in the assembly of the 
software, corresponding to Attachment 15, pages 21-22, [0056] -
[0057], when describing how the software is assembled. See 
[0056], lines 18-20 "This method, then, is to choose the key so 
that it corresponds, is equal to, or is a function of, a license code 
or license descriptive information." Mr. Moskowitz stated in his 
declaration that, in other words, this passage disclosed that 
generating the decode key may require the licence code. 

wherein said application 
software, in said 
computer, cannot access 
at least one encoded code 
resource of said 
application software, 
unless said license code is 
stored in said 
personalization data 
resource. 

Attachment 15, pdf page 21, [0056], states that "The end result 
[of compiling the software is that" these essential code 
resources... are not accessible at run-time, without the key." Mr. 
Moskowitz noted in his 131 declaration that this the same thing 
as stated by this wherein clause in claim 1. 
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2. The method of claim 1, 
wherein said encoded 
code resource is encoded 
in at least one data 
resource. 

Attachment 15, pdf page 21, [0057], in describing the assembly 
utility, states that the assembly utility "encodes one or several 
essential resources into one or several data resources." 
Attachment 15, pdf page 21, [0056], states that "The utility will 
chose one or several essential code resources, and encode them 
into one or several data resources." This discloses that "code 
resource" are "encoded" and that they are encoded in at least one 
data resource, as claimed. 

3. The method of claim 1 
wherein said encoded 
code resource is 
steganographically 
encoded. 

Attachment 15, pdf page 6, [0013] explains that "steganography" 
refers to "hiding something in plain view." Attachment 15, pdf 
pages4-5, [0008], discloses that the first method "involves 
hiding necessary 'parts' or code 'resources' ... in digitized sample 
resources." 
Attachment 15, pdf pages 4-5, [0008], explains that "It is 

desirable to use a `stega-cipher' .... process to hide necessary 
parts of resource of executable object code in the digitized 
sample resource." 
Attachment 15, pdf pages 21, [0056], discloses that the encoding 
may be "using the stegacipher process." These support use of the 
adverb "steganographically" when referring to encoding that uses 
steganography for hiding the code resources in data resources. 

4. The method of claim 3 
wherein said encoded 
code resource is encoded 
in a data resource. 

Claim 4 is the same as claim 2, but depends upon claim 3 instead 
of claim 1. So discussion of claim 2 herein above applies here. 

5. The method of claim 1 
wherein said computer 
configuration information 
is stored in a data 
resource. 

Attachment 15, pdf page 22, [0058], in the description of the 
operation of the software application, stated "This can include a 
particular computer configuration; 2) it stores this information in 
a personalization data resource." That is, Mr. Moskowitz clearly 
stated that the computer configuration information may be stored 
in a data resource. 
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8. The method of claim 1 The Attachment 15, disclosure is replete with references to 
wherein said computer computers in the context of digital computer which necessarily 
comprises a processor and convey the presence of a processor. For example, in discussing 
said application software the structure of software, Mr. Moskowitz refers to "the 
using said processor in instructions" (pdf page 19, [0052]) which immediately conveys a 
said prompting and said processor for acting on instruction. Similarly, he refers to 
storing. "executable code" (pdf page 19, [0052]) which immediately 

conveys a processor for acting on the code. At pdf page 22, 
[0057] to [0058], in describing a software application including 
essential code resources encoded in data resource, the 
specification states "The application can then operate as follows: 
1) when it is run for the first time...." Mr. Moskowitz stated that 
`running' is a colloquial express for a digital computer executing 
instructions in a software program. Digital computers necessarily 
include a processor. Similarly, at pdf pages 23, [0063], 
Attachment 15 describes a preferred embodiment as implemented 
in an embedded system with a minimal operating system. 
Further, at pdf page 24, [0065], Attachment 15 stated that "the 
present invention concerns itself with any application software 
that may be used in general computing devices." Mr. Moskowitz 
noted in his 131 declaration that the term "general computer 
devices" immediately conveys a processor for use by application 
software for both prompting (an I/O function) and storing (a data 
storage function). 

10. A computer program This claim recites a description of software stored on some 
product storing in a non physical medium. 
transitory storage media In the Background section in Attachment 15, pdf page 4, [0005] 
computer application describes that software may be stored on a user's hard drive, 
software code for an when referring to attempts to enforce licencing. That is, in 
application software [0005], Attachment 15 states "Further methods include 
product, which, when run network-based searches of a user's hard drive and comparisons 
by a computer system, between what is registered to that user and what is actually 
causes said computer installed on the user's general computing device." Attachment 15, 
system to perform the pdf page 21, [0056] refers to "install[ed] ... copies," which refers 
following for accessing to installation on a drive. A computer's drive is a product. 
functionality provided by Attachment 15, pdf page 5, [0009], refers to storing code in 
said application software computer memory, stating "It is also desirable to randomly 
product, comprising: reorganize program memory structure intermittently during 

program run time." Attachment 15, pdf page 18, [0051], refers to 
"the order of the machine instructions. .. In the computer 
memory." Computer memory is a product. 

Page 15 of 32 

DISH-Blue Spike-602
Exhibit 1005, Page 0548



storing said application 
software code in non 
transient memory of a 
computer system; said 
application software code 
in said computer system 
prompting a user to enter 
into said computer system 
personalization 
information; said 
application software code 
storing, in said non 
transient memory, in a 
personalization data 
resource, both computer 
configuration information 
of said computer system, 
and a license code entered 
in response to said 
prompting; said 
application software code 
in said computer system 
generating a proper 
decoding key, said 
generating comprising 
using said license code; 
and wherein said 
application software code, 
in said computer system, 
cannot access at least one 
encoded code resource of 
said application software 
code, unless said license 
code is stored in said 
personalization data 
resource. 

This is the same recitation appearing in claim 1. See the support 
for of claim 1 herein above. 
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12. The product of claim 
10 wherein said computer 
program product causes 
storing of said encoded 
code resource in a data 
resource in non transient 
memory of said computer. 

Claim 12 contains the same recitation ("storing of said encoded 
code resource in a data resource ") as claim 2. Attachment 15 
discloses this feature for the reasons stated for claim 1. 
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CHART 5: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 and the same support as in 
08/587,943, in application 13/556,420 Attachment 16 

Attachment 16 contains the documents filed 2012-07-24 forming application 13/556,420, 
as filed. These documents include an original specification (at pdf pages 7-28) and a preliminary 
amendment containing one page of specification (pdf page 4) updating the [0001] paragraph's 
benefit claim chain information. The remarks in the preliminary amendment state that the 
amendment "updates the priority [sic; benefit] claim and cancels claims 2-57." 

The preliminary amendment to the specification merely amends paragraph [0001] by 
making a proper benefit claim chain including the prior filed application 11/895,388, and 
maintaining the incorporation by reference to application 08/587,943, stating (at Attachment 16 
page 4): 

At Page 1, please replace Paragraph [0001] with the following paragraph: 

[0001] This application is a continuation of U.S. Application No. 
11/895,388, filed August 24, 2007, which is a division[[al]] of U.S. patent 
application [[Ser.]] No. 101602,777, filed June 25, 2003, issued February 16, 
2010 as U.S. Patent No. 7,664,263, which is a continuation application of U.S. 
patent application [[Ser. No.]] 091046,627, filed March 24, 1998, (which issued 
Jul. 22, 2003, as U.S. Pat. No. 6,598,162[[)]], which is a continuation-in-part of 
U.S. patent application [[Ser.]] No. 08/587,943, filed Jan. 17, 1996, (vvh.n,li issued 
Apr. 28, 1998, as U.S. Pat. No. 5,745,943[[)]]. The entire disclosure of U.S. 
Application No. 1 1/895,388, fi led August 24,2007, U.S. patent application 
[[Ser.]] No. 091046,627 (which issued Jut 22, 2003, as U.S. Pat. No. 
6,598,162[[)]] and U.S. patent application [[Ser.]] No. 08/587,943, filed Jan. 17, 
1996, (whiLli issued Apr. 28, 1998, as U.S. Pat. No. 5,745,943[[)]] are hereby 
incorporated by reference in their entireties. 

The undersigned compared, paragraph by paragraph, the paragraphs [0001] to [0068], 
forming the specification at pdf pages 7-28 of Attachment 16, to the specification at pdf pages 
3-25 of Attachment 15. The undersigned observed that the corresponding numbered paragraphs 
in both specifications have the same starting and ending words, and appear to contain identical 
text. That is, pdf pages 7-28 of Attachment 16 appear to be a refiling of pdf pages 3-25 of 
Attachment 15. Therefore, the specification of application 13/556,420 contains exactly the same 
disclosure in its paragraphs [0001]-[0068] as does application 11/895,388. Therefore, 
application 13/556,420 supports claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 for the same 
reasons as application 11/895,388. 

To avoid doubt, however, the undersigned copies the claim support chart for application 
11/895,388 herein below, and replaces the pdf page number citations (but not paragraph numbers 
which are the same) from that chart with the pdf page numbers of Attachment 16 where the 
cited paragraphs appear in Attachment 16. 
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CHART 5 

Rejected Claim of USP 
9021602 

Support in application 11/895,388 Attachment 15 (issued as 
USP 9104842), pages 3-25 

1. A computer based 
method for accessing 
functionality provided by 
an application software 
comprising: 

Attachment 16, pdf page 24, Par [0056], last sentence "The key is 
necessary to access the underlying code, i.e., what the user 
understands to be the application program." This statement 
follows the explanation starting at pdf page 23, in [0054] to 
[0057], regarding how the software is compiled to encode certain 
code resources deemed "essential" for the functionality of the 
software in data resources. Attachment 16, pdf page 25, Par 
[0057], last sentence to [0060] then explains how a user used the 
software including the functionality. That is how to perform the 
method of the preamble of this claim 1. 

storing said application 
software in non transient 
memory of a computer; 

Attachment 16, pdf pages 27, [0065] refer to the program being 
"loaded" which means copied from slow memory (like disc) to 
fast memory (like RAM). Mr. Moskowitz noted that both of 
those forms (slow and fast) memory are "non transient." Mr. 
Moskowitz noted that "non transient" were words the USPTO 
recommended everyone use in reference to memory when some 
court decision stated that memory might read on a "signal" and 
might be considered not patentable subject matter. Mr. 
Moskowitz noted he was told that the USPTO therefore took a 
"liberal" view of support for "non transient", basically allowing 
anyone claiming something stored in memory in a patent 
application that was not disclosing signals as memory, to add 
"non transient" to avoid adverse court invalidity determinations. 

said application software 
in said computer 
prompting a user to enter 
into said computer 
personalization 
information; 

Attachment 16, pdf pages?-8 [0005] notes that it was well known 
for computer software to prompt a use for information at startup. 
Attachment 16, pdf page 25, [0058] discloses that the software 
prompts the user to enter personalization information when run 
for the first time. Pdf page 25, [0057] states "The application can 
then operate as follows: 1) when it is run for the first time, after 
installation, it asks the user for personalization information, 
which includes the license code. This can include a particular 
computer configuration;." 
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said application software 
storing, in said non 
transient memory, in a 
personalization data 
resource, both computer 
configuration information 
of said computer, and a 
license code 

Attachment 16, pdf page 25, the next two lines ([0058] and 
[0059), to state "2) it stores this information in a personalization 
data resource." Mr. Moskowitz in his 131 declaration states that 
the "it" is the software, and that the "this information" refers to 
the personalization information which lines 27 and 28 state may 
include both license code and computer configuration. 

entered in response to 
said prompting; 

Mr. Moskowitz also stated in his declaration that the statement 
that item "2)" follows immediately after item "1)" in the sentence 
explaining operation of the software indicates that the storing of 
this information is in response to the entering of the information 
by the user. 

said application software 
in said computer 
generating a proper 
decoding key, 

Attachment 16, pdf page 25, [0060] continues "3) Once it has the 
license code, it can then generate the proper decoding key to 
access the essential code resources." As Mr. Moskowitz noted in 
his declaration, this shows generating the proper decoding key. 

said generating 
comprising using said 
license code; and 

Attachment 16, pdf page 25, in the very next paragraph, [0061], 
states "Note that the application can be copied in an uninhibited 
manner, but must contain the license code issued to the licensed 
owner, to access its essential code resources." Mr. Moskowitz 
notes in his declaration that this indicates that the license code is 
essential to access the code resource, and accessing requires the 
decoding key, which indicates that the license code is also 
essential to generating the decoding key. Mr. Moskowitz also 
explained the significance of the key and that generating the key 
requires the license code, as disclose in the assembly of the 
software, corresponding to Attachment 16, pages 24-25, [0056] -
[0057], when describing how the software is assembled. See 
[0056], lines 18-20 "This method, then, is to choose the key so 
that it corresponds, is equal to, or is a function of, a license code 
or license descriptive information." Mr. Moskowitz stated in his 
declaration that, in other words, this passage disclosed that 
generating the decode key may require the licence code. 
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wherein said application 
software, in said 
computer, cannot access 
at least one encoded code 
resource of said 
application software, 
unless said license code is 
stored in said 
personalization data 
resource. 

Attachment 16, pdf pages 24-25, [0056], states that "The end 
result [of compiling the software is that]...these essential code 
resources... are not accessible at run-time, without the key." Mr. 
Moskowitz noted in his 131 declaration that this the same thing 
as stated by this wherein clause in claim 1. 

2. The method of claim 1, 
wherein said encoded 
code resource is encoded 
in at least one data 
resource. 

Attachment 16, pdf page 25, [0057], in describing the assembly 
utility, states that the assembly utility "encodes one or several 
essential resources into one or several data resources." 
Attachment 16, pdf pages 24-25, [0056], states that "The utility 
will chose one or several essential code resources, and encode 
them into one or several data resources." This discloses that 
"code resource" are "encoded" and that they are encoded in at 
least one data resource, as claimed. 

3. The method of claim 1 
wherein said encoded 
code resource is 
steganographically 
encoded. 

Attachment 16, pdf page 10, [0013] explains that 
"steganography" refers to "hiding something in plain view." 
Attachment 16, pdf pages 8-9, [0008], discloses that the first 
method "involves hiding necessary 'parts' or code 'resources .. . 
in digitized sample resources." 
Attachment 16, pdf pages 8-9, [0008], explains that "It is 

desirable to use a `stega-cipher' .... process to hide necessary 
parts of resource of executable object code in the digitized 
sample resource." 
Attachment 16, pdf pages 24-25, [0056], discloses that the 
encoding may be "using the stegacipher process." These support 
use of the adverb "steganographically" when referring to 
encoding that uses steganography for hiding the code resources 
in data resources. 

4. The method of claim 3 
wherein said encoded 
code resource is encoded 
in a data resource. 

Claim 4 is the same as claim 2, but depends upon claim 3 instead 
of claim 1. So discussion of claim 2 herein above applies here. 
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5. The method of claim 1 
wherein said computer 
configuration information 
is stored in a data 
resource. 

Attachment 16, pdf page 25, [0058], in the description of the 
operation of the software application, stated "This can include a 
particular computer configuration; 2) it stores this information in 
a personalization data resource." That is, Mr. Moskowitz clearly 
stated that the computer configuration information may be stored 
in a data resource. 

8. The method of claim 1 The Attachment 16, disclosure is replete with references to 
wherein said computer computers in the context of digital computer which necessarily 
comprises a processor and convey the presence of a processor. For example, in discussing 
said application software the structure of software, Mr. Moskowitz refers to "the 
using said processor in instructions" (pdf page 22, [0052]) which immediately conveys a 
said prompting and said processor for acting on instruction. Similarly, he refers to 
storing. "executable code" (pdf page 22, [0052]) which immediately 

conveys a processor for acting on the code. At pdf page 25, 
[0057] to [0058], in describing a software application including 
essential code resources encoded in data resource, the 
specification states "The application can then operate as follows: 
1) when it is run for the first time...." Mr. Moskowitz stated that 
running' is a colloquial express for a digital computer executing 

instructions in a software program. Digital computers necessarily 
include a processor. Similarly, at pdf pages 26, [0063], 
Attachment 16 describes a preferred embodiment as implemented 
in an embedded system with a minimal operating system. 
Further, at pdf page 27, [0065], Attachment 16 stated that "the 
present invention concerns itself with any application software 
that may be used in general computing devices." Mr. Moskowitz 
noted in his 131 declaration that the term "general computer 
devices" immediately conveys a processor for use by application 
software for both prompting (an 1/0 function) and storing (a data 
storage function). 
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10. A computer program 
product storing in a non 
transitory storage media 
computer application 
software code for an 
application software 
product, which, when run 
by a computer system, 
causes said computer 
system to perform the 
following for accessing 
functionality provided by 
said application software 
product, comprising: 

This claim recites a description of software stored on some 
physical medium. 
In the Background section in Attachment 16, pdf page 7, [0005] 
describes that software may be stored on a user's hard drive, 
when referring to attempts to enforce licencing. That is, in 
[0005], Attachment 16 states "Further methods include 
network-based searches of a user's hard drive and comparisons 
between what is registered to that user and what is actually 
installed on the user's general computing device." Attachment 16, 
pdf page 24, [0056] refers to "install [ed] .. copies," which refers 
to installation on a drive. A computer's drive is a product. 
Attachment 16, pdf page 9, [0009], refers to storing code in 
computer memory, stating "It is also desirable to randomly 
reorganize program memory structure intermittently during 
program run time." Attachment 16, pdf page 21-22, [0051], refers 
to "the order of the machine instructions. . In the computer 
memory." Computer memory is a product. 
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storing said application 
software code in non 
transient memory of a 
computer system; said 
application software code 
in said computer system 
prompting a user to enter 
into said computer system 
personalization 
information; said 
application software code 
storing, in said non 
transient memory, in a 
personalization data 
resource, both computer 
configuration information 
of said computer system, 
and a license code entered 
in response to said 
prompting; said 
application software code 
in said computer system 
generating a proper 
decoding key, said 
generating comprising 
using said license code; 
and wherein said 
application software code, 
in said computer system, 
cannot access at least one 
encoded code resource of 
said application software 
code, unless said license 
code is stored in said 
personalization data 
resource. 

This is the same recitation appearing in claim 1. See the support 
for of claim 1 herein above. 
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12. The product of claim 
10 wherein said computer 
program product causes 
storing of said encoded 
code resource in a data 
resource in non transient 
memory of said computer. 

Claim 12 contains the same recitation ("storing of said encoded 
code resource in a data resource ") as claim 2. Attachment 16 
discloses this feature for the reasons stated for claim 1. 
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CHART 6: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 have the same support as in 
08/587,943, in USP 9021602. 

USP 9021602 contains the same support for Claims 1, 2, 3, 4, 5, 8,10, and 12 USP 
9021602 as does application 08/587,943, Attachment 1, both by incorporation and expressly. 
As to incorporation: 

col. 1:13-20 states: 

The entire disclosure of U.S. application Ser. No. 13/556,420, filed Jul. 
24, 2012, U.S. application Ser. No. 111895,388, filed Aug. 24, 2007, U.S. patent 
application Ser. No. 09/046,627, issued Jul. 22, 2003, as U.S. Pat. No. 6,598,162, 
and U.S. patent application Ser. No. 08/587,943, fi led Jan. 17, 1996, issued Apr. 
28,1998, as U.S. Pat. No.5, 745,569 are hereby incorporated by reference in 
their entireties. 

And col. 6:14-36 states: 

...These are covered by the following patents and pending applications, the 
entire disclosures of which are hereby incorporated by reference: U.S. Pat. No. 
5,613,004 entitled "Steganographic Method and Device" and its derivative u.s. 
patent application Ser. No. 081775,216 (which 20 issued Nov. 11, 1997, as U.S. 
Pat. No. 5,687,236), U.S. patent application Ser. No. 08/587,944 entitled "Human 
Assisted Random Key Generation and Application for Digital Watermark 
System" (which issued Oct. 13, 1998, as U.S. Pat. No. 5,822,432), U.S. patent 
application Ser. No. 08/587,943 entitled "Method for Stega-Cipher Protection of 
Computer Code" (which issued Apr. 28,1998, as U.S. Pat. No. 5,748, 569), U.S. 
patent application Ser. No. 08/677,435 entitled "Optimization Methods for the 
Insertion, Protection, and Detection of Digital Watermarks in Digitized Data" 
(which issued Mar. 30, 1999, as U.S. Pat. No. 5,889,868) and U.S. patent 
application Ser. No. 081772,222 entitled "Z-Transfonn Implementation of Digital 
Watennarks" (which issued Jun. 20, 2000, as U.S. Pat. No. 6,078,664). Public key 
cryptosystems are described in U.S. Pat. Nos. 4,200,770, 4,218,582, 4,405,829 
and 4,424,414, the entire disclosures of which are also hereby incorporated by 
reference. 

Rejected Claim of USP 
9021602 

Support in USP 9021602, Exhibit 1 
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1. A computer based 
method for accessing 
functionality provided by 
an application software 
comprising: 

USP 9021602 Col. 13:42-44 "The key is necessary to access the 
underlying code, i.e., what the user understands to be the 
application program." This statement follows the explanation at 
col. 13:9-42 regarding how the software is compiled to encode 
certain code resources deemed "essential" for the functionality of 
the software in data resources. Col 13:58-67 then explains how a 
user used the software including the functionality. That is how to 
perform the method of the preamble of this claim 1. 

storing said application 
software in non transient 
memory of a computer; 

USP 9021602 Col. 12: 37 refer to the program being "loaded" 
which means copied from slow memory (like disc) to fast 
memory (like RAM). Both of those forms (slow and fast) 
memory are "non transient." 

said application software 
in said computer 
prompting a user to enter 
into said computer 
personalization 
information; 

USP 9021602 col. 1: 45-48 points out that it was well known for 
computer software to prompt for information at startup. Col. 
13:58-61 discloses that the software prompts the user to enter 
personalization information when run for the first time. Col. 
13:58-61 states "The application can then operate as follows: 1) 
when it is run for the first time, after installation, it asks the user 
for personalization information, which includes the license code. 
This can include a particular computer configuration;." 

said application software 
storing, in said non 
transient memory, in a 
personalization data 
resource, both computer 
configuration information 
of said computer, and a 
license code 

Col. 13:64-65 continues the same sentence, stating "2) it stores 
this information in a personalization data resource;" The "it" is 
the software. The "this information" refers to the personalization 
information which lines 27 and 28 state may include both license 
code and computer configuration. 

entered in response to 
said prompting; 

That statement that item "2)" follows immediately after item "1)" 
in the sentence explaining operation of the software indicates that 
the storing of this information is in response to the entering of the 
information by the user. 

said application software 
in said computer 
generating a proper 
decoding key, 

Col. 13: 66-67 states "3) Once it has the license code, it can then 
generate the proper decoding key to access the essential 
code resources." This shows generating the proper decoding key. 
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said generating 
comprising using said 
license code; and 

The very next paragraph, col. 14: 1-6, states "Note that the 
application can be copied in an uninhibited manner, but must 
contain the license code issued to the licensed owner, to access 
its essential code resources." This indicates that the license code 
is essential to access the code resource, and accessing requires 
the decoding key, which indicates that the license code is also 
essential to generating the decoding key. Mr. Moskowitz 
explained the significance of the key and that generating the key 
requires the license code, back in col. 13:37-44 when describing 
how the software is assembled. "This method, then, is to choose 
the key so that it corresponds, is equal to, or is a function of, a 
license code or license descriptive information." In other words, 
Mr. Moskowitz disclosed that generating the decode key may 
requires the licence code. 

wherein said application Col. 13:18-21 states that "The end result [of compiling the 
software, in said software is that]...these essential code resources. . . are not 
computer, cannot access accessible at run-time, without the key." This the same thing as 
at least one encoded code stated by this wherein clause in claim 1. 
resource of said 
application software, 
unless said license code is 
stored in said 
personalization data 
resource. 

2. The method of claim 1, In describing the assembly utility, at col. 13:49-50, USP 9021602 
wherein said encoded states that the assembly utility "encodes one or several essential 
code resource is encoded resources into one or several data resources." At col. 13:14-18, 
in at least one data USP 9021602 states that "The utility will chose one or several 
resource. essential code resources, and encode them into one or several 

data resources." This discloses that "code resource" are 
"encoded" and that they are encoded in at least one data resource, 
as claimed. 
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3. The method of claim 1 
wherein said encoded 
code resource is 
steganographically 
encoded. 

At col. 3:21-23, USP 9021602 explains that "steganography" 
refers to "hiding something in plain view." At col. 12:25-28, USP 
9021602 discloses that the first method of the invention 
"involves hiding necessary 'parts' or code 'resources' in 
digitized sample resources." 
At col. 2:21-23, USP 9021602 explains that "It is desirable to use 
a `stega-cipher' . . .. process to hide necessary parts of resource of 
executable object code in the digitized sample resource." 
At col. 13:14-17, USP 9021602 discloses that the encoding may 
be "using the stegacipher process." Mr. Moskowitz believes 
these support use of the adverb "steganographically" when 
referring to encoding that uses steganography for hiding the code 
resources in data resources. 

4. The method of claim 3 
wherein said encoded 
code resource is encoded 
in a data resource. 

Claim 4 is the same as claim 2, but depends upon claim 3 instead 
of claim 1. So the discussion of claim 2 applies here. 

5. The method of claim 1 
wherein said computer 
configuration information 
is stored in a data 
resource. 

The operation of the software application at col. 13:62-63 stated 
"This can include a particular computer configuration; 2) it stores 
this information in a personalization data resource." That clearly 
stated that the computer configuration information may be stored 
in a data resource. 
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8. The method of claim 1 USP 9021602 is replete with references to computers in the 
wherein said computer context of digital computer which necessarily convey the 
comprises a processor and presence of a processor. For example, in discussing the structure 
said application software of software, USP 9021602 refers to "the instructions" (col. 
using said processor in 11:58) which immediately conveys a processor for acting on 
said prompting and said instruction. Similarly, USP 9021602 refers to "executable code" 
storing. (col. 12:1) which immediately conveys a processor for acting on 

the code. At col. 13:58-60, in describing a software application 
including essential code resources encoded in data resource, USP 
9021602 states "The application can then operate as follows: 1) 
when it is run for the first time.. .." Running is a colloquial 
expression for a digital computer executing instructions in a 
software program. Digital computers necessarily include a 
processor. Similarly, col. 14:35-37 describes a preferred 
embodiment as implemented in an embedded system with a 
minimal operating system. Further, at col 15:27-29 states that 
"the present invention concerns itself with any application 
software that may be used in general computing devices." Mr. 
Moskowitz in his 131 declaration note that the term "general 
computer devices" immediately conveys a processor for use by 
application software for both prompting (an I/0 function) and 
storing (a data storage function). 

10. A computer program This is a description of software stored on some physical 
product storing in a non medium. 
transitory storage media The Field of the Invention section describes that software may be 
computer application stored on a user's hard drive, when referring to attempts to 
software code for an enforce licencing. That is, at col. 1:54-57 states "Further methods 
application software include network-based searches of a user's hard drive and 
product, which, when run comparisons between what is registered to that user and what is 
by a computer system, actually installed on the user's general computing device." At col. 
causes said computer 13:35-36 refers to "install[ed] . .. copies," which refers to 
system to perform the installation on a drive. A computer's drive is a product. Col. 
following for accessing 2:41-46 refers to storing code in computer memory, stating "It is 
functionality provided by also desirable to randomly reorganize program memory structure 
said application software intermittently during program run time." Col. 11:40-44 refers to 
product, comprising: "the order of the machine instructions. .. In the computer 

memory." Computer memory is a product. 
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storing said application 
software code in non 
transient memory of a 
computer system; said 
application software code 
in said computer system 
prompting a user to enter 
into said computer system 
personalization 
information; said 
application software code 
storing, in said non 
transient memory, in a 
personalization data 
resource, both computer 
configuration information 
of said computer system, 
and a license code entered 
in response to said 
prompting; said 
application software code 
in said computer system 
generating a proper 
decoding key, said 
generating comprising 
using said license code; 
and wherein said 
application software code, 
in said computer system, 
cannot access at least one 
encoded code resource of 
said application software 
code, unless said license 
code is stored in said 
personalization data 
resource. 

This is the same recitation appearing in claim 1. See the 
discussion of claim 1 herein above. 
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12. The product of claim 
10 wherein said computer 
program product causes 
storing of said encoded 
code resource in a data 
resource in non transient 
memory of said computer. 

Claim 12 contains the same recitation ("storing of said encoded 
code resource in a data resource ") as claim 2. USP 9021602 
discloses this feature for the reasons stated for claim 1. 

/Richard Neifeld/ 
RICHARD NEIFELD 
Attorney of record, Registration No. 35,299 
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NEWELD REF: SCO'f0001 
.

CHEM. REF: SCO'f0001 

37 CFR 1,46 ASSIGNMENT PATENTS AND APPLICATIONS 

'WHEREAS, the assignor entity (or entities) and their principle place of business and 
state of incorporation, listed below (hereinafter referred to as "ASSIGNOR" is 

FIRST ASSIGNOR ENTff 

NAME SCOTT A. MOSKOWITZ 

ADDRESS (in order: street: city; 
state; countly; postal code.) 

1314 E..Las Olas Blvd., 4-123, Fort Lauderdale, FL 33301 

STATE OF INCORPORATION 

own rights in the following -applications and patents: 

APRA- 
CATION 
NUMBER 

HUNG 
DA'I'E 

.PATENT 
NUMBER 

ISSUE 
DATE 

CO 
EN 
TR 
Y 

No leki DocketITITLE 

....._ 

08772222 12/20/96 6078664 6t20100 1,75 SCOT0023- 1 Z.-transform implementation 
of digital watermarks 

09046627 

09053628 

l /24/98 

4/2/98 

6598162 

6205249 

7122/03 

3120101 

US 

1 US 

5C010014-1 Method for combining 
transfer functions with predetermined key 
creation 

SCOT0019-1 Multiple transform 
utilization and applications for secure 
digital watermarking 

09644098 8/23/00 7035409 4/25/06 US SC OT0019-2 Multiple transfOrm 
utilization and applications for secure 
digital watermarking 

09767733 , 1/24/01 Abandon 
ed 

US Multiple transtbrm utilization and 
applications for secure digital 
watermarking 

10602777 6/25103 7664263 2/16/10 US SCOT0014-2 Method for combining 
transfer functions with predetermined key 
creation 

-1-
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10805484 
Z 

3i22/04 • Abandon • 
c.d. 

US Method and device for monitoring and 
analyzing signals 

11358874 2/21/06 7738659 6/15/10 US SCOT0019-3 Multiple transform 
utilization and applications .fbr secure 
digital 'twit-cm-larking 

 ---i 
11.895388 8/24/07 Pending US 5COT001.4-4 Data protection method and 

device 

12655002 12/22/09 8265276 9/11/12 US SCOT0014-5 Method for combining 
transfer functions with predetermined key 
creation 

12799894 5/4/10 8542831 9/24/13 US SCOT0019-4 Multiple transform 
utilization and application fbr secure 
digital waterinarkiTlg,: 

13556420 7/24/1.2 8930719 1/6/15 US SCOTOO I 4-6 Data protection method and 
device 

13794584 3/11/13 902160.2. 4/28/20 US SCOT0014-7 Data protection method and 
15 device 

13937106 718/13 Pending US SCOT001 9-5 Multiple transform 
utilization and application for secure 
digital watermarking 

-t-----.---_- 
14258118 4/22J14 Pending US SCO'f001 9-8 Multiple transform 

utilization and application for secure 
digital watermarking —

142.58171 ' 4/22/14 Pending US St:01'0019-6 Multiple•transtbrm 
utilization and application fin secure 
digital watermarking 

14258237 4/22/14 Pending US SCOT0019-7 Multiple transf.Orm 
utilization and application fOr secure 
digital watermarking 

14542712 1 I/17/14 Pending US SCOT0014-8 Data protection method and 
device 

PCTU599 4/2/99 Expired PC Multiple transform utilization and 
07262 T applications for secure digital 

watermarking 

64213489 6/23/200 Expired US SCOTOO 16-P1 A Secure Personal Content 
0 Server 

 3. 
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60147134 8/4/1999 Expired US SCOT0016-P2 A Secure Personal Content 
Server 

60125990 
1 1 

3/24/199 
9 

Expired US SCOT0021-PR UTILIZING DMA 
REDUCTION TN STEGANOGRAPHIC 
AND CRYPTOGRAPHIC SYSTEMS 

I 10417231 4/17/200 7287775 10/23/2 US SCOT0018-1 Methods, systems and 

I-- 

3 007 devices for packet watermarking and 
efficient provisioning of bandwidth 

I 11900065 9/10/200 8224705 7/17/20 US SCOT0018-2 Methods, systems and 

I 
, 12. devices for packet watermarking and 

I efficient provisioning of bandwidth 

11900066 9/10/200 7530102 5/5/200 US SCOT0018-3 Methods, systems and 
9 devices for packet watermarking and 

efficient provisioning of bandwidth 

12383289 3/23/200 8104079 1/24/20 US SCOT0018-4 Methods, systems and 
9 12 devices for packet watermarking and 

efficient provisioning of bandwidth 
--  t   1. 
1327

3
930 10/14/20 8473746 6/25/20 US SCOT0018-5 Methods, systems and 

11 13 devices for packet watermarking and 
efficient provisioning of bandwidth 

13551097 7/17/201 8706570 4/22/20 US SCOT0018-6 Methods, systems and 
2 14 devices for packet watermarking and 

efficient provisioning of bandwidth 

13488357 6/4/2.012 RE4422 5/14/20 US SCOT0018-7 Methods, systems and 
2 1.3 devices for packet watermarking and 

efficient provisioning of bandwidth 

13488395 6/4/2012 RE4430 6/18120 t S SCOT0018-8 Methods, systems and 
7 13 devices for packet watermarking and 

efficient provisioning of bandwidth. 

13970574 • 8/1.9/201 Pending US SCOT0018-9 Methods, systems and 
devices for packet watermarking and 
efficient provisioning of bandwidth 

60372788 4/17/200 Expired US SCOT0018-P1 

14666754 3/24/201 Pending US SCOT0020-5 Systems, Methods and 
5 Devices for Trusted Transactions

-3-
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60234199 9/20/200 
0 

. I 
Expired i US 

, 
SCOT0020-PR1 Improved Security Based 
on Subliminal and Supraliminal Channels 
For Data Objects 

60169274 12/7/199 Expired US SCM0020-PR2 Sys1ems, Methods And 
9 Devices For Trusted Transactions 

60234199 9/20/200 Expired US SCOT0024-PR Improved Security Based 
0 on Subliminal and Supraliminal Channels 

for Data Objects 

61794141 3115/201 E xpired 1US SCOT0025-1 METHODS, _ SYSTEMS, 
3 AND DEVICES FOR GOOD 

OBFUSCATION AND PLAUSIBLE 
DENIABILFFY 

6195.2823 3/131201 Escpired US SC0T0025-2 METHODS, SYSTE.MS, 
4 s AND DEVICES FOR 0001) 

OBFUSC.ATI()N AND PLAUSIBLE 

• i 
DENIABILITY 

61953684 344/201 Expired I US SCOTOO25-3 METHODS, SYSTEMS, 
4 AND DEVICES FOR GOOD 

OBFUSCATION AND PLAUSIBLE 
DENIABILITY 

PCTUSOO 12/07/20 Expired 1 PC SYSTEMS, 'all nions AND DEITICES 
33126 00 1 • T FOR TRUSTED TRANSACTIONS 

peTiu S20 
00/018411 

715/2000 Expired 1 
1 

. PC COPY PROTECTION OF DIGITAL 
DATA COMBINING 

I STEGANOGRAPHIC AND 

I CRYP`LOGRAPHIC TECHNIQUES 
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WHEREAS, the assignee entity (or entities), their principle places of business and their 
state of incorporation listed below (hereinafter referred to as ".ASSIGNEE")

FIRST ASSIGNEE ENTITY: 

NAME 

ADDRESS (in order: street; city; 
state; country; postal code.) 

Wistaria Trading Ltd 

Clarendon House, 2 Church Street, Hamilton I l 1, 
Bermuda 

STATE OF INCORPORATION 

are desirous of acquiring the entire right, title and interest in and to said applications and patents 
and inventions disclosed or claimed therein and in and to any Letters Patent that may be granted 
therefore in the United States and its territorial possessions and in any and all foreign countries; 

ASSIGNOR, "SCOTT A. NIOSKOWITZ", is listed as the inventor in assignments 
recorded in the LISIn.0 with clerical var4itions in the inventor's name, such as: "sc.Orr: f . A 
mosKowyrz", "SCOTT .A MOSKOWITZ", and "SCOTT .MOSK.OWITZ". 

NOW, MERE:TORE, in consideration of the sum of FIVE. DOLLARS (5.00), the 
receipt whereof is hereby acknowledged, and for other good and valuable consideration, 
ASSIGNOR, by these presents do, at. this time, sell, assign and transfer unto said ASSIGNEE the 
all rights to the said applications and. patents, which includes all rights to claim any invention 
disclosed in any of said applications and patents, in the United States and its territorial 
possessions and in all foreign countries, and the entire right, tide and interest in and to any and. 
all Letters Patent which may be granted in the future or were granted in the past therefor in the 
United states and its territorial possessions and. in any and all foreign countries and in and to any 
and all divisions, reissues, continuations, substitutions and renewals thereof which may be 
granted in. the future or were granted in the past. This transfer includes all rights to collect for 
money for and obtain injunctions based upon, past infringement. 

ASSIGNOR.hereby authorize and request the Patent Office Officials  in the United States 
and its territorial possessions and any and all foreign countries to issue any and all of said Letters 
Patent, when granted, to said ASSIGNEE as the assignee of ASSIGNOR'S entire right, title and. 
interest in and to the same, for the sole use and behoof of said Ali;SIGNEE, ASSIGNEE'S 
successors and assigns, to the full end of the term for which said Letters Patent may be granted, 
as fully and entirely as. the same would have been held by ASSIGNOR had. this.Assignment and 
sale not been made. 

Further, .ASSIGNOR agrees that ASSIGNOR will communicate to said ASSIGNEE or 
ASSIGNEE'S representatives any filets known to ASSIGNOR respecting said invention, and 
testify in any legal proceeding, sign all lawful papers, execute all cause any and all of said Letter 
Patent to be issued to said ASSIGNEE, make all rightful oaths, and, generally do everything 
possible to aid said ASSIGNEE, and said ASSIGN.EE'S successors and assigns, to obtain and 
enforce protection for said invention in the United States and its territorial possessions and in 
any and all foreign countries. 

Attachment 18 Page 8 of 9 PATENT 
REEL: 036342 FRAME: 0960 

DISH-Blue Spike-602
Exhibit 1005, Page 0573



The undersigned hereby grants(s) the firm of Neifeid 1.I Law, P.C. the power to insert on 
this assignment any further identification, including firm reference number, filing date, execution 
date and any other information which may be necessary or desirable in order to comply with the 
rules of the United States Patent and Trademark Office for recordation of this document. 

ASSIGNOR SIGNATURE(S) 

FiRsT ASSIGNOR ENTITY: 

SIGNATURE: 

PRINTED NAME: SCOTT A. .mos.Kow1I7 

LEG-AL ENTITY NAME SCOTT A. MOSIWIATIZ, an Individual 

TITLE AT LEGAL ENTITY: individual 

DATE SIGNED:  

1 .AUTHORIZATION: I am authorized to act on behalf of this entity. 

ASSIGNEE SIGNATURES 

FIRST ASSIGNEEENTITY: 

SIGNATURE: 

PRINTED NAME:- SCOTT A, MOSKOWI.IY 

LEGAL ENTITY NAME 
r•-• 
TOLE AT LEGAL ENTI.FY: 

DATE SIGNED: 

AUTHORIZATION: 

Wistaria Trading Ltd 

i /

yi 4 .41 o?-f), : —

am authorized to act on behalf of this entity. .... 

BTM: 
Printed: Anaust 10, 2015 (8'.04PM) 
Y:\Firm.Forms\FormsPatent\USVPatent„AssigmnentOfPatentsAnd.Applications:WordPcrfect.wp 
d 

—
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(12) United States Patent 
Moskowitz 

(10) Patent No.: US 8,930,719 B2 
(45) Date of Patent: Jan. 6, 2015 

(54) DATA PROTECTION METHOD AND DEVICE 

(76) Inventor: Scott A. Moskowitz, Sunny Isles Beach, 
FL (US) 

( * ) Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 0 days. 

(21) 

(22) 

(65) 

Appl. No.: 13/556,420 

Filed: Jul. 24, 2012 

Prior Publication Data 

US 2013/0014271 Al Jan. 10, 2013 

Related U.S. Application Data 
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Aug. 24, 2007, which is a division of application No. 
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7,664,263, which is a continuation of application No. 
09/046,627, filed on Mar. 24, 1998, now Pat. No. 
6,598,162. 

(51) Int. Cl. 
G06F 21/00 (2013.01) 
GO6F 21/10 (2013.01) 
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See application file for complete search history. 
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(57) ABSTRACT 

An apparatus and method for encoding and decoding addi-
tional information into a digital information in an integral 
manner. More particularly, the invention relates to a method 
and device for data protection. 
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(12) United States Patent 
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A method for combining transfer functions with predeter-
mined key creation. In one embodiment, digital information, 
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tected by identifying and encoding a portion of the format 
information. Encoded digital information, including the digi-
tal sample and the encoded format information, is generated 
to protect the original digital information. In another embodi-
ment, a digital signal, including digital samples in a file for-
mat having an inherent granularity, is protected by creating a 
predetermined key. The predetermined key is comprised of a 
transfer function-based mask set to manipulate data at the 
inherent granularity of the file format of the underlying digi-
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information regarding said pending patent or affect said patent. 
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members or others to discloseany information Concerning said pending patent 
or cause to be disclosed pending patent in any manner. 

Marc Cooperman. S Moskowitz, 
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retire: Wed Nov 15, 1995 4:57 am EST 

From: Matt Cooperman 
EMS- INTERNET / MCI ID: 3164414 

MDX: coopenatt@neterans.corn 

TO: ■ Wistaria / MCI ID: 5544103 
Subject: Spy vs. Pont 

Senn. 

Regarding your note of11-1  1-93 
laseihnftware protection NiSed steganowapinc tont metrics): 

Looking at all this in the context of what you are saying: 

Your idea semi to be 
1)101fte essential pieces of the step with an Argent-like scheme 

2) mike the "key/map" to RCOCA$ these resources rendomizedrosiir tdualized on a per coPY basis 

3)Maybe have the correct key imap vary tt0111 run-to-run in iteration-SiriterniOrt, as you seem to 

lisiply when talking about fora metrics 

--MGM EXCERPT---
Goal is to tie as much of the Itaxtionality of the software into the writing oldie 'valuers" :ale as 

possible. Afterali, the writing relates in some manner to the aenast execution of concepts 

embodied in the code. 

Should include both macro and micro approaches. The flaw is the copying of machine level code 

(the Os and Is that comprise the actual wile). I think that tying actual pnrceases into the 

randomized font can get around this. That is, for the missing puzzle pieces of the code a 

randomization pours occurs when installed that identities the machine and fills in the 

appropriate-piece" to allow for missing functional pieces to all the whole to waft This could be 

encrypted also.-tart think, in my monkey brain, that both treating the body of code as an 

approximated picture, meaning each delivered copy is slightly different because of the 

ranckun inset delivery of different fonts fix each letter, and the functionality being tied to different 

pieces of the picture, as it were, is also random. So k is not just picture differences but the actual 

first time the code is "delivered" to the hard drive, its font comes out dissimilarly each time. The 

user really does net have to concerti himself with IDs!!i at worst case.... The software 

manufacturer, however, can rest assured that copies will not work. 

—ENO EXCE.RPT 

Marc Cooperman 
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;Awn* no sure if they are Inoiiala at the same coda nr otganiution from see "break" to the next. This adds. 

+illairiGlia.“"PleNitY to then job. 

it is also necessary, to complete the efteetiveness of the sehane to provide a second special code resource. 
which knows where the IlletTier, scheduler is in memory. This is a "scheduler envelope". It wits the 
sohrilitter. awl. whim the ethadolov is finial...I, ;1 rom.f.c$ the witecuser, since the ticticanter cannot 
move itself, x veiny hairy operation. 

altentative merited is to increase the Functionality of the scheduier ro that it .as mute itself. In order a. 
do this, the scheduler would have to nest copy itself to a ticw location and thee xpeciticatty nuldt6, the 
()rowan entiatet and sack frame, so that it could to en jump into the new copy or the schotioet. hut return 
to the contact idling frame. 

The method described above accorsiptishet the purpose of the invention to make it hard to analyte cantutcit. 
memory containing application executable code. 

17,21-05 
Scott Moskowitz 
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Million FOR STEGA-CIPHER PROTECTION OF COMPLII ER CODE 

FIELD OF INVENTION 
With the advent of computer networks and digital multimedia. protection of intellectual oropetty 

has becalltte a prime rrrttr►m for rreatnrs and poi:dither., of digithwel iglitalde work, SW.0 as 

Musical recordings, movies, video Karnes, and computer software. One method of protecting copyrights in 

die digital domain is to use "digital watermarks.' Digital watermiuks can be used to mark each individual 

copy of a digitized work with information identifying the idle, copyi fight hoktet, and even the 11O211204 

owner of a pat copy. When marked with licensing and ownership information. resfainsibility is 

created Its individual copies whore befOre there was none. Computer application programs cant* 

watermarked by watermarking digital content resources contained within the program. such as images at 

222‘22. Digital watermatiks ecku be encoded with random or pseudo random keys. which act as secret mops 

leir locating the watermarks. These key's make it impossible fits a party without the key to the) the 

watermark.- in addition, the encoding method cart be enhanced to force a patty to cause damage to a 

watermarked data stream when trying to erase a random-key watermark. Poi more information on :Signal 

watermarks see 
(state specific references. not application tonal numbers). 
"Steganngraphic Method and Device" - The DICE Company. 

patent applicw ion 
"fecliendogy Digital Commerce". Denise Caruso, New York Times, 

August 7. le95 
'Copyrighting in the Inkamation Age". Harley Ungar, 

ONLINE MARKFTPL ACE, September t94, 3upirer Communications. 

Fot more information on other tikthods for hiding information signals in content signals. see 

U.S. Patent Nat. S319.735 Preuss et al_ 
U.S Patent No. ft.:170.345 - Greenberg 

ft Is desirable to use a ^step...cipher' ny wntermatking process to rude the necessary pans or 

resources of the executable ,,Meet code in the digitized sample resources It is also desirable to further 

modify the underlying structure of sit executable computer spoliation such that it is more resistant to 

attempts at patching arid analysis by memory capture. tieing that a computer application seeks I. larovale 

uses with certain utilities to tech. that is, curets interact with a computer or similar device to accomplish 

eurious tasks and applications provide the relevant interface, a keel of authentication can also he 

turroduced into software, or 'digital pindaas," that include digital content. such as audio, video, pictures or 

inobiniedia. with digital write:mutts. Security is maximized because erasing this code watermark without a 

key results in the destruction clone or more essential parts of the undi.,rlying application, rendering the 

"program' useless to he cnintended user who lacks the appropriate key Further if the key is linked to X 

literary rode by means of a mathematiszd timetion, a mechanism for identifying the licensed owner of tin 

application is created. 

It is also desirable to randomly reorganize program memory structure intermittently during, 
program run time. in order to prevent attempts at memory captwe or object code analysis aimed at 

eliminating limning or ownerthip information, or otherwise modifying. in au unintended manner the 

timapining of the application. In this way. attempts to capture memory to OCICITTITill: 1,21dOtly22j 

functionality or provide a "paid)" to facilitate unauthorized use of the "application," or computer program 
ran he made difficoll or impossible without destroying the ninctionatity and due, usefulness of a 

utpyrightahle complain perigiam 

It t1 ThIlg it* goal of the present Invention to pmvide a higher level of copyright security to object 

:ode on par with methods described in digital watermarking systems for digitized media content tacit as 

pictures, audio, video and multimedia content in its multifarious forms, as described in previous 

disclosures. "SP4anogi aphic Method and Device" and 'Human Assisted Random Key Generation and 

Application for Digital Watermark System." It is a flintier goal of the present invention to establish 

methods ulitopyrigin protection that can be combined with such schemes as software metering, network 
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distribution of code and specialized protection al software that is designed to work over a network. weft 

that proposed by Sun Microsystems in their Hot/ava browser and Java programming language, and 
manipulation of application rode in proposed distribution of documents that can be exchanged with 
resources or the look and feet of the document being preserved over a network, such systems are currents; 
being offered by companies including Adobe. with their Acrehat, software. The tatter goal being 
aLcomplishcal primarily try mans of the watermaiklug of foot, in typeface, resources inctuded 
applications or documents, which determine how a bitmap repreAentation of the document is ultieiatoij 
drawn in, a piesetuation device. 

SUMMARY OF THF. INVENTION 
the present invention includes an application of the technology of "digital watermarks." As 

described in prevleus disclosures, "Stegartographic Method and Device- and "Human Assisted leaerlism 
Key Generation and Application Mr Digital Watermark System,' watermarks are partieularie suiterbie to the 
iJentitleangri, metering. distributing and authenticating digitized content such as pti_turee, Judos, video and 
derivative% thereof under she description of "multimedia content." With methods descrificd rot cornbming 
both cryptographic metho ds. and steganography. OT hiding something in plain view. DiseussioneoFthese 
feehreilisies can be found in Applied Cryptography by Bruce Schemer and the Code Breakers toy travel 
k ahn for more information on prior an public-key cryptosysterns see US Pal No 424)0.77ft Diffte 
Heitman. 4.1? 11,SS2 Hellman. 4,405.82n RSA, 4,474,414 liellneto Pohlig. Computer code, or maci‘in, 
tenguafee instructions. which are not digitized and have zero tolerance for error. must he protected by 
derivative or alternative rneitlevis. 'etch as those disclosed in this invention, which Ramses two waterinadong 
web 'keys" derived from license codes or other ownership identification information, and using the 
watermarks encoded with such keys tc hide tut essential sub set of the application code rtinninien. 

It ie thus a grial of the present insertion, to provide a level of security for eirectitatde code on 
similar grounds as that which can be provided for digitized samples the prier an includes copy protection 
systemic attempted at many stages in the deveMpmersi of the software industry, slime may he various 
methods by which a software engineer can write the software in a clever manner to determine if it has been 
copied. and if do to deactivate itself Also included are undocumented changes to the clocage hunts of the 
content. Copy protection was generally abandoned by the software industry. sing pirates were generally 
inn as clever as the aoltware engineers and figured out way3 to modify then software and deactivate the 
protection. The cast of developing such protection was not justified considering the lewd apintsty which 
occurred despite the copy protection Other methods for protection of computer soriware include the 
requirement of entering certain numbers mar facts that may be included in a packaged software's manual, 
when prompted at star-up. these may be overcome if copies of the manual are distributed to unintended 

seams. or by patching the code to bypass these measures. Other methods include requiring a user to eiretteet 
the software vendor and disclosing 'keys" for unlocking software idle registration attached to some 
payielent seheine, such as credit card authorisation. Further methods include network-tieseei searches of 
toe-es hied lit ivt' and c•.ahpentsons between what is registered to that user and what is adually nritalled on 
die user's general computing device, Other pfOn0S81S, by such parties as Bell Labs, use "typing- or actual 
distanine in pixels. in the rendering of teat documents, rather than a varied number of ASCII. However. this 
approach can often be defeated graph. s processing analogous to sound processing. which randomizes that 
estimative,. All of these methods require outside determination and verification of the validity of the 
*Aware tisane The present invention differs foam rho prior art in that it does not attempt to stop eopying. 
but rather, to determine responsibility rot a copy by ensuring that licensing information must be mei:eyed 
to descendant ceipiee from an •vn,xmal. Without the correct I ieMLie iniOrtnatiOn, the copy cannot figiction. 

An improvement over the art is disclosed in the present invention. in that the seftwete itself is a set 
so(e  confided by snftware engineer. which can be configured its such a manner as to tie 
underlying functionaliry, W the license or authorization of the copy in possession by tile user Without swat 
veritivatton, the nartion. s fought out by the user in the form of software cease to properly work. Attempts 
to tamper or "patch' substitute code ITS0111‘151 can he made highly difficult by randomizing the location of 
said resources in inemery on an lateral Meat basis to resist most attacks at disabling the system 

BRIEF DESCRIPTION Of THE DRAWINGS 
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!SETA II,ED DESCRIPTION 
An executable computer program is variously interned to as an application, from the point of a 

user. or executable object code from the point of the engineer. A collection of smaller, atomic (oi 

utdivisible) chunks of object code typically comprise the complete eeeecutable object code of applicetion 

whien may else require the presence of centaur data resoureen. These indivisible portions of object code 

rorteepond with the programmers' function or pr000dure implemeetations u, higher, lesel larieuaece mutt 

as C or Pascal. In cr mime an application. a programmer writes "(mile in a Menet cool language. whit e% W 
'hen compiled down into "machine language," or, the executable object code, which can actually be iun by 

a computer, genteel purpose or otherwise. Each funtakm, or procedure. written in the programming 

language. represents a self-contained portion of the larger program. and implement's, typicatly. a very sine l 

piece of its functionality. The outlet in which the programmer types the code for the various hinceimee in
procedures_ and the distribution of and arrangement of these implementations in varies* tiles which lurid 
them is unimportant. Within a function or procedure, however, the order of individual language constructs. 

which correspond to particular machine instructions is important and so functions or procedures ate 

considered indivisible for purposes of this discussion. That is. Once a function or procedure is compiled. 

the order or the machine instructions which comprise the executable object code of the Nov tori is 
important and Ilia ,ides is the computer inermity is of vital importence Note that many "cetriptlets" 

perform "optimizations" within functions or procedures. which determine, tin a limited scale, if them is a 

better arrangement for executable innnections which is more efficient than that constructed by the 

mrigremmet, but does not change the eruct  of the function or procedure. Ones these. optimitetket,  are 

performed, however. making random changes to the raider of en:outfit-As is very likely to "break" the 

function. When a program is compiled, then, it consists of a collection of these sub-objects, whose exact 

°Wet or arrangement in memory is not important. so king as any sue-object whteh rises aniline( sub-abject 

knows when: in memory it can be rctan4 

memory address oldie Ma inatruction in one of these sub-objects is called the "entry pout' 

ml' the function or procedure. The reel of me instructions comprising ems sub-object immediately follow 

lime the entry point. Snore systems may prefix information to the entry point which describes smiling and 

return reinventions for the code which follows, an example is the Apple Macintosh Owning System 

ihsricOS). These mitt-objects can be pactreged into what are referred to in certain systems as "code 

resourees,' which may to Owed separately from the application, C. shared Vo it other applications, 

although not necessarily. Within an application there are also data objects, which consist of morn data to 

he operated on by the executable woe. These data objects am not executable That is, they do not e:Mtig 

:if executable instructions. The data objects eon be referred to in certain systems as "resourees." 

le is a goal in seeking to purchase or acquire a computer program, by a user that a computer 

program "functkm" in a some desired manner. Simply, computer software: is overwhelmingly purchased 

fir its underlying limctionatity. In contract, persons who copy multimedia content, such as pictures, atxtin 

and video. do so for the entertaiOnterr or commercial wane of the content. The difference between the two 

typos of products is that multimedia content is not generally interactive, but passive, and its commercial 

vatter relates more on passive not interact' ive or utility features. such as that required in packaged sollwart. 

art-hip boxes, ceilular phones, VCRs, PDAs. and the like. Simply. it tetactive digital products which 

include computer cede nay be mostly interactive but can also contain content to add lei the interacttee 
esperience of the user at make the underlying utility of the software more aesthetically piensieg. It is a 
cetentitin concern of 155th of these creators, both of interactive and passive- multi:neer/a pooducte, what 
"digital products' iran be easily and perfectly copied and made into unpaid ot unauthorized copies. This, 

coriretn is especially heightened when the underlying product is copyrighted arid intended for COMMet... :al 

the first method described in the present invention involves hidlne uticessam "pants' or 

'reetatirees' in digitized :ample resources using °digital watermarking' process, such to that described in 

"Steganographic Method and Device" patent application. The basic premise for this scheme is that 

there are a certain suhrser of executable code resources, which comprise an application, that are "essential" 

to the proper function of the application. In general. any code resource earl tee considered "esseetiar in that 

lithe program proceeds to a point where it must "calf" the code reStnifee, and the code resource is not 

present in mein coy. or cannot he loaded, then the program fails. However, the present invention uses a 
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definition of "essential" which is more anew. This is because, those skilled in the art or those with 
psogramming experience, may create a derivative program, not unlike the utility provided by the original 
program, by writing additional or sethatinsted code to work around unavailable resources. This is 
path:Witty true with programs that incorporate an optional "plug-in architecture." where several code 
re,rxeLes may be matte optionally available at run-time The present invention is also atm:tatted with 
•:.ointratutcd cffOrIS hi; feehnictilly dated paopla who ae. sevits ...sc....We mama code and 'patch' it to 
Tome or bypass valain code resources. Thus, for the present emixtchnisonfs pia-poses, "essential" means 
that the function which distinguishes this application from any other application depends sport the antseeto 
and rise of the code Tr:wince in question. The beat candidates for this type of code reS(../1C.CS are NOT 
optional, or plogoa types, unless special ease is taken to prevent work -.2-MMIdS. 

Gwen that there are one of more of these essential resources. what is needed to realize the present 
invention is the presence of certain tkata resources of a type which are amenable to the "mega-cipher° 
process deserand rn the "Stegartographic Method and I)vice"  patent application data which consists 
image OF audio samples is particularly useful. Because this data consists of draml sample-;, digital 
watermarks ran be introduced into the samples. What is further meant is that certain applications ineltek. 
image and audio samples which are important to the look and feel of the program or art essential to the 
processing of the applications functionality when used by the user. These computer programs are Familiar of computers but also less obvious to users ot other devices that ran applications that are equivalent 
in some fries:Sure Of hmetional ay to geiters! purpose computers including. but not dm iced to, set-top brace,. 
cellular phones. 'smart televisions: PUAs and the like. however. orotuams still comprise the underlying 
"operating systems" of these devices and are becoming more complex with increases in functionality. 

One method oldie present invention is now discussed. When orate aria data resources are 
compiled and assembled into a precursor of an executable program the next step is that a utility application 
is used for Guar assembly of the executable application The utility will choose one or several essential 
scale, resources. and encode them into one or several data resources using the stega-cipher process. The tad 
result will be that these essential code resources are riot stored in their own partition, but rather stores, as 
encoded information in data resources. They are not accessible at nun-time without the key. Basically, the 
essential code resources that provide functionality in the final end-product, an executahle appheation or 
compares program, are no lorkeer easily and recognizably available for manipulation by these seeking to 
remove the underlying copyright or license, or its equivalent information. or those with skill to substitute 
alternative code resources to "Same" the applieation program to rot, as an musuthmised copy. For the 
encoding of the essential code resources, a - key" is needed. Such a key is similar to those described in Me 
"Steganngraphic Method and Device" The purpose of this whether is to makes licensed ...spy of an 
application distinguishable from any other. ft is not necessary to distinguish eves) instance of an 
application, merely every instance of a license. A licensed user may then wish to install ntultiple copies of 
an application: legally or with authorization. This method. then, is to choose the key so that a ogres/ton& 
i% equal to. or is a functscn of. a license ode, nor just a text file, audio slip or identifying nice of 

as desired in digital watermarking schemes mane and typically useful stanthakass, 
otrii pied content. The key is necessary to access to underlying code, what the user understands o, be the 
;poi ication program. 

The a.aternbly utility can be ,upplincl with a key generated nom a tiuenSe code generated for the 
hems.; in question. Owen the key, it encodes one or several essential resources into rare or severai data 
resources, fitactly which rode resources are encoded into which data resources may be determined to a 
random or pseudo random manner. Note further that the application contains a code resource which 
perform:: the function oC decoding an encoded code resource from, a data resource. The application must 
also vontain a data resource which specifies in which data resource a particular code resource is encodes 

his data resource is created and added at assembly time ns the asseinbis utility The annlimitton 
iltsetak as hallows.. 

When it is run for the first time, after installation, it asks the user for personalization inlomuition, 
inelitdes the license code. This :an 'include a particular computer configuration. 
2i it stores this information in a personalitation data resource. 
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31Intet it has she license code, it can then generate the proper duo oding key to access the essential code 
ratiourcus. 

Note. Mat the application car, be copied in an uninhibited manner, but must contain the licatria 
code issued to the licensed owner, in order to access its essential code resources. The goal of fire invention, 
uopyrighr protection of computer code and establishment of responsibility for copies. is thus amOmplishad. 

this invention represents a significant frupmscurent user prior art because of the inherent 
diffineate in ore of purely informatiotal watermarks versus watermarks which contain executable object 

If the executable object code in a watermark is essential to an application which accesses the data 
which contains the watoema,k, this creates an all-or-none situation. Either the use, must have the eXtrItete+1 
watermark. or the atinfkatiOn cannot. be used. and hence the user cannot gam fan auCaSS too the presentatiot 
stf the information in the watermark bearing dara. In order to extract a digital watermark. the user must 
have a key. The key. in ton, is a function of the license infornuaion for the copy of the software in 
question. The key is fixed prior to final assembly of the application f es, and so :army he changed at the 
option id the over That, in tacit. tneans the license informative in the software copy must reams fined, 
that the correct key is available to the software. The key and the license information are. in fact 
interchangeable. One is merit}' more tradable than the other. In the prior art "Cteganogranhic Method and 
Deeke." the possibility of randomization erasure attacks on digital watermarks was discussed. Simply, rn is 
always possible to erase a digital watermark, depending on how much damage you are willing in de to Mc 
watermark-hearing content stream. The present invention has the significant adsantage that you must have 
the systematic to be able to use the code it contains. If you erase the watermark you have lost a key meet 
cu'tne functionality of the application, or even the means to accost the data which bears the watermark 

A prefemsd embodiment would be implemented in en embedded system, with a minimal ursoratml; 
system and memory. No media playing "applets," to smaller sized applications at proposed in stew 
catenating environments envisioned by Sall Microsystems and the advent of Seat lava operating system, 
would be permanently stored in the system, only the hare necessities to operate the device, download 
information, decode watermarks and execute the armlets contained in them. When rot apple: is finished 
caesura:a. it is erased from memory. Such a system would guarantee that content which did not contain 
leadable watermarks could not be used. This is a powertid control mechanism for ensuring that content to 
he Jit/ribirtert through ouch a system contains valid watermarks. Thus, in such artworks ac the Internet or 
wa-top box controlled cattle Sy:teases. distribution and exchange of content would he made ftMee secure 
ttom unauthorized copying to me benefit of copyright holders and other related parties. mt system would 
Ise enabled to invalidate, by default, any content which has had its wittarmark(s) taw!, since the 
watermark conveys. in additimi so copyright information. the means to hilly access, play. record nr 
abet-wise rnaripulate:. the content. 

A second method fix the present invention is Itt randomly re-organize program memory Starcairs' 
ter Wet attempts at ITIMICri capture or object code analysis. The object of this method is to make I 

r %namely difficult to perform memory capture-based analysis cf 34 executable computer program, 'I his 
alaiysts is rho basis fur a method of attack to defeat the system envisioned by the present invention. 

Oecc the code resew:as of a program are loaded into memory, they typically remain in a fixed 
par men, nn less the computer operating system -finds it necessary to rearrange certain portions ormem.ory 
doting "system time,' when the operating system code. not application code, is terming. Typically, this ks 
done fn now memory/ aysterits, to maintain optimal memory taiiizatiort, The MacOS fat example uses 
Handles, which are doubtemdirect pointers to memory kssmtions, in order to allow site operating sYsrent 
reitiraage memory transparently, underneath a running program. Ira computer program contains 
....,true/measures against unlicensed copying, a skilled technician can often take a snapshot of rite code in 
memory, analyze it, determine which instructions comprise the countermeasures, and disabk them in the 
'ilitred application file, fry means of a 'patch." Other applications far designing code that moves to prevent 
canning-tunnelling microscopes- and similar high sensitive hardware for analysis of electronic structure of 

micawilips naming code. have been proposed by such parties as Wave Systems. Designs of Wave 
Systems' micmchip are intended for preventing attempts by hackers "photograph" et otherwise determine 
'hum :n' to microchips for attempts at reverse engineering The present invention seeks to present 
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attempts at patches that can be tricrodused to determine the code that comprises the application file. Unlike 
systems such as Wave Systems. the present invention seeks to move code around in such a manner as to 
complicate attempts by software engineers to reengineer a means to disable the methods for creating 
licensed epics on any device that tacks "trusted hardware" Moreover, the present invention concerns 
itselt with art) application software that may be used in general computing devices, not chnsotts that are 
used in addition to an underlying computer to perform etat.tyption. Wave Systems approach to stsaintv of 
SO11.1Vartr if inteigish., similatly to the present invention woukt dictate separate microchip sets for seal 
piece of application software that would be tamperproof— not consistent with the ecorionnea of sotto: ern 
and its distrihotiOn. 

haler the present invention, the application contains a special code resource which knows :thou+ 
all the other code resources in memory. During execution time, this special code resource, called a 
"memory scheduler." can be called periodically. or at random or pseudo random intervals, as which time n 
intentionally shuffles the other code resources randomly in memory, itri that someone trying to analyze 
snapshots. of incanor at various intervals cannot be sure if they are looking at the came code or 
organization from ono 'break" to the next. This adds signiticazit complexity to their job. The 
nits randomly relocates itself when it is finished. ht order to do this, the scheduler would have to first cops 
itself to a new tOCatiOn, and then specifiCally modify the program counter and stack frame, so that it could 
tit :n jump into the new copy of the scheduler. but return to the cote& salting frame. Finally, the sa:violet 
would neat to maintain a list of all memory addresses which contain the address of the scheduler. and 
Olarigt: them to reflect its new location. file methods described above azeomptitMel the purpose of the 
in sentron • to make it had to analyze captured memory containing application executable cede in order to 
creme an identifiable computer program or application that i„1 different from other copies alai is teas 
susceptible to unauthorized use by those attempting to disable the under tying copyright protection system. 
Simply, each copy has particular aleinifying information making that copy different fmm all Miter 

What ir.; Claimed: 

I fhe method of associating executable abject code with a digital sample stream by means of* digital 
watermark wherein the digital wake mark coiattins the executable object code and is encoded into the 
iii cal sample stream 

the method of claim I where the key to access the digital watermora is a lunation of a collection of 
license infrwmation pertaining to the software whath is accessing the watermark. 

where license information consists of one or metre of the following items 
Owning Organization name 
Pomona! Owner name 
Owner Address 
license cede 
Software serialisation number 
1)istributArin pararnMers 
.Appropriate executable general computing device architecture 
Pricing 
Software Mewing details 

Ilici method of claim 3 further comprised of the step of transmitting the digital sample stream, via a 
ttansinissain means, from a publisher to a sahscriher 

where transmission means can he one of 
snit sector magnetic disk media 
hard sector magnetic dick media 
rnagnette taste media 
CD-ROM disc media 
CD-R disc media 
Digital Video Disk meet: 
magneto-aptval disk media 
memory cartridge 
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tekplione latex 
SCSI 
Ethernet or token Ring Network 
ISON 
ATM network 
TCP/IP network 
analog cellular network 
digital cellular network 
wireless network 
digital satellite 
cable network 
fiber optic network 
electric powerline network 

4) 'the method detains 1 where the object code to be encoded is comprised of series of creme:01e assieninr 
imtroctions which perform the function of at least one of 

141X) APPLEI LANGUAGE HERE) 
procesing a digital sample stream for the purpose of modifying it 
playing a digital sample stream 

Ihe method of claims 1 and 4 further comprised of the steps of7 
decoding said digital watermark and extracting object code 
loading object cone into computer memory for the purpose of execution 
executing said object code in order to process said digital sample stream rho 
the purpose of playback 

bf t he method of as.sembiinv, an spoliation to be protected by watermark ero oiling nt esaimintl teNnurces 
comprised of the steps Cl 

assembling a fist of identifiers of essential code resosiNts of an application 
where identifiers allow time code resource to he accessed and leaded into memory 
providing license information on the licenser win, is to receive on individualised 
wiry of the application 
stating license information in a personalization resin:vet which is added to the list 
of application data resources 
generating a digital watermark key Porn the license information 
using the kny as a pseedo-randoin number string to select a list of suitable digits) 
sample data resources. the list of essential code resources. and a mapping of which essential code 

rcatrort.xs air In be watermarked into which data resources 
storing the map. watch is a Itxt of paired code and data resource identifiers, as a data resource, 

elsieli is added to the application 
adding a digital watermark decoder code resource to the application, to provide a 
invent for extracting essential code resource from data musette& 
atcnraing to she map 
processing the map list and encoding essential code resources into digital sample 
data issuances with a digital watermark encoder 
removing seltiamtained copies of the essential code ',motets which have been 
watermarked into data resources 
combining all remaining code and data resources into a single application installer 

7i f tie method 41 intermittently relocating application code resources in computer• memory. in order to 
prevent, discourage, or complicate attempts it memory manure based cede analysis 

8) The method of claim 7 additionally comprised of the steps of 

assembling, a list is! identifier, of code resources of an application 
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where identifiers 'skew the code resource to be accessed and loaded into memory 

Os The method cf claim a additionally comprised of the step of modifying application program >Inn:lute to 
make all tittle rimource culls indirectly, through the memory scheduler. which looks up code iesourixs m 
lin and dispatches cails 

lOs the tnettt,Id of clam 9 additionally comprised et the kep of intermittently itschedulmg or shuffling all 
code iv:voices prior to or ihilowing the dispatch of a code resource call through the rnernory scheduler 

list ice method of claim lOaddittintally rasmpriseil of the step at the rne:rstoy scheduler c.opysng itsett to a 
new lomumn in tiltmlOrS 

'fir method ofelairn l I additionally comprised of the step of modifying the stack frame. program 
counter, and memory registers of (he Cell to cause the scheduler to jump to the nest snstntctism comprtsipg 
the sehetluler, sn the copy. to erase the previous 121071013 instance of the schedules, changing all memory 
references to the schedule, to reflect its nos location, and to return from the copy cif the scheduler to the 
fame which tattled the precious copy attic, scheduler 

lSHSTRAC'l

01-03•On 
Scott Moskowitz 
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(d) 0 The decision on appeal by the 0 Board of Patent Appeals and Interferences 0 Court dated 
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(b) Change in the Drawing(s): 0 Yes 0 No 
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(1) Patent claim(s) confirmed: 1-5,8,10 and 12. 
(2) Patent claim(s) amended (including dependent on amended claim(s)):  
(3) Patent claim(s) canceled:  
(4) Newly presented claim(s) patentable:  
(5) Newly presented canceled claims:  
(6) Patent claim(s) ❑ previously 0 currently disclaimed: 
(7) Patent claim(s) not subject to reexamination: 6-7,9,11 and 13-19. 

3. 0 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on  

4. [] Note the attached statement of reasons for patentability and/or confirmation. Any comments considered necessary 
by patent owner regarding reasons for patentability and/or confirmation must be submitted promptly to avoid 
processing delays. Such submission(s) should be labeled: "Comments On Statement of Reasons for Patentability 
and/or Confirmation. 

5. 0 Note attached NOTICE OF REFERENCES CITED (PTO-892). 

6. ❑ Note attached LIST OF REFERENCES CITED (PTO/SB/08 or PTO/SB/08 substitute). 

7. 0 The drawing correction request filed on   is: 0approved ['disapproved. 

8. 0 Acknowledgment is made of the priority claim under 35 U.S.C. § 119(a)-(d) or (f). 
a) 0 All b) 0 Some* c) 0None of the certified copies have 

Obeen received. 
Onot been received. 
0been filed in Application No. 
Obeen filed in reexamination Control No. 
Ebeen received by the International Bureau in PCT Application No. . 

* Certified copies not received: 

9. ❑ Note attached Examiner's Amendment. 

10.0 Note attached Interview Summary (PTO-474). 

11.0 Other: 

All correspondence relating to this reexamination proceeding should be directed to the Central Reexamination Unit at 
the mail , FAX, or hand-carry addresses given at the end of this Office action. 
/William H. Wood/ 
Primary Examiner, Art Unit 3992 

cc: Requester (if third party requester) 
U.S. Patent and Trademark Office 
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Notice of Pre-AIA or AIA Status 

The present application is being examined under the pre-AIA first to invent provisions. 

STATEMENT OF REASONS FOR PATENTABILITY AND/OR CONFIRMATION 

Claim Status 

Claims subject to reexamination: 1-5, 8, 10 and 12. 

Claims not subject to reexamination: 6-7, 9, 11 and 13-19. 

Claims patentable/confirmed: 1-5, 8, 10 and 12. 

Statement of Reasons for Patentability and/or Confirmation 

The following is an examiner's statement of reasons for patentability and/or confirmation of the 

claims found patentable in this reexamination proceeding: the cited prior art, including Cooperman, 

Hicks, Rhoads, and Moskowitz et al., were previously applied, but are now not eligible as prior art under 

102(a), (e), or (g). Patent Owner has established invention by both Scott Moskowitz and Marc 

Cooperman (see granted petition of 12/12/2018). Further, the declaration under 37 CFR 1.131 

(01/23/2019) has been considered and establishes invention prior to Hicks and Rhoades. 

Any comments considered necessary by PATENT OWNER regarding the above statement must 

be submitted promptly to avoid processing delays. Such submission by the patent owner should be 

labeled: "Comments on Statement of Reasons for Patentability and/or Confirmation" and will be placed 

in the reexamination file. 

Correspondence Information 

All correspondence relating to this ex parte reexamination proceeding should be directed: 
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By Mail to: Mail Stop Ex Parte Reexam 

Central Reexamination Unit 

Commissioner for Patents 

United States Patent & Trademark Office 

P.O. Box 1450 

Alexandria, VA 22313-1450 

By FAX to: (571) 273-9900 

Central Reexamination Unit 

By hand: Customer Service Window 

Attn: Central Reexamination Unit 

Randolph Building 

401 Dulany Street 

Alexandria, VA 22314 

By EFS-Web: Registered users of EFS-Web may alternatively submit correspondence via 

electronic filing system EFS-Web. 

Any inquiry concerning this communication or earlier communications from the Reexamination Legal 

Advisor or Examiner, or as to the status of this proceeding should be directed to the Central Reexamination Unit at 

telephone number (571)272-7705. 

Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained from either 

Private PAIR or Public PAIR. Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR systems, see http://pairdirectuspLo,ov. For questions on access to the 

Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

/William H. Wood/ 

Reexamination Specialist, Art Unit 3992 

Conferee: 

/RSD/ 

/ALEXANDER J KOSOWSKI/ 
Supervisory Patent Examiner, Art Unit 3992 

DISH-Blue Spike-602
Exhibit 1005, Page 0598



111111011111101111111101111111111111111111111110110101111111111111111 
US009021602C1 

(12) EX PARTE REEXAMINATION CERTIFICATE (11507th) 
United States Patent (10) Number: US 9,021,602 Cl 
Moskowitz (45) Certificate Issued: Apr. 23, 2019 

(54) DATA PROTECTION METHOD AND DEVICE 

(71) Applicant: Scott A. Moskowitz, Sunny Isles 
Beach, FL (US) 

(72) Inventor: Scott A. Moskowitz, Sunny Isles 
Beach, FL (US) 

(73) Assignee: WISTARIA TRADING LTD, 
Hamilton (BM) 

Reexamination Request: 
No. 90/014,137, May 11, 2018 

Reexamination Certificate for: 
Patent No.: 9,021,602 
Issued: Apr. 28, 2015 
Appl. No.: 13/794,584 
Filed: Mar. 11, 2013 

Certificate of Correction issued Sep. 29, 2015 

Related U.S. Application Data 

(60) Continuation of application No. 13/556,420, filed on 
Jul. 24, 2012, now Pat. No. 8,930,719, which is a 
continuation of application No. 11/895,388, filed on 
Aug. 24, 2007. now Pat. No. 9,104,842, which is a 
division of application No. 10/602.777, filed on Jun. 
25, 2003. now Pat. No. 7,664,263, which is a 
continuation of application No. 09/046,627, filed on 
Mar. 24, 1998, now Pat. No. 6,598,162. 

(51) Int. Cl. 
GO6F 21/00 
GO6F 21/10 
1104L 9/32 
GO6F 21/12 
GO6F 21/16 
GO6F 21/62 
GO6F 21/33 
GO6F 21/60 

(2013.01) 
(2013.01) 
(2006.01) 
(2013.01) 
(2013.01) 
(2013.01) 
(2013.01) 
(2013.01) 

ENCODE 
DIGITAL 

INFORMATION 

DECODE 
DIGITAL 

INFORMATION 

GO6T 1/00 (2006.01) 
HO4L 9/06 (2006.01) 

(52) U.S. Cl. 
CPC   GO6F 21/10 (2013.01); GO6F 21/125 

(2013.01); GO6F 21/16 (2013.01); GO6F 
21/335 (2013.01); G061, 21/602 (2013.01); 

GO6F 21/6209 (2013.01); GO6T 1/0021 
(2013.01); HO4L 9/065 (2013.01); HO4L 

9/3236 (2013.01); HO4L 9/3247 (2013.01); 
GO6F 2211/007 (2013.01): GO6F 2221/0737 

(2013.01); GO6F 2221/2107 (2013.01); GO6T 
2201/0064 (2013.01); GO6T 2201/0083 

(2013.01); HO4L 2209/605 (2013.01); HO4L 
2209/608 (2013.01) 

(58) Field of Classification Search 
None 
See application file for complete search history. 

(56) References Cited 

To view the complete listing of prior art documents cited 
during the proceeding for Reexamination Control Number 
90/014.137, please refer to the USPTO's public Patent 
Application Information Retrieval (PAIR) system under the 
Display References tab. 

Primary Examiner William H. Wood 

(57) ABSTRACT 

An apparatus and method for encoding and decoding addi-
tional information into a digital information in an integral 
manner. More particularly, the invention relates to a method 
and device for data protection. 

Attention is directed to the decision of 5:18cv3392; 
1:18cv1427; 6:18cv242; 1:18cv1406; 1:18cv1512 relating 
to this patent. This reexamination may not have resolved 
all questions raised by this decision. Sec 37 CFR 1.552(c) 
for ex parte reexamination and 37 CFR 1.906(c) for inter 
parks reexamination. 

START ) 

ID Portion of Format 
Information to be 

Encoded 

Generate 
Encoded 
Fermat 

Information 

Generate 
Encoded Digital 

Information 

110 

120 

130 

Decode With 
Predcormined Key 

Play Digital 
Information 

140 

150 

END ) 

DISH-Blue Spike-602
Exhibit 1005, Page 0599



US 9,021,602 Cl 
1 2 

EX PARTE 
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Claims 6-7, 9. 11 and 13-19 were not reexamined. 

* * * * 

10 

DISH-Blue Spike-602
Exhibit 1005, Page 0600


