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22.. 1 have been warnied that willful false statemsents and the like are punishable by fins or
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Page 15 of 16

Attachment 11 Page 15 of 16

DISH-Blue Spike-602
Exhibit 1005, Page 0301



patent issuing thereon. All statements T make i the declaration T sither know 1o be true or on
information and belief T believe them fo be true.

ok B

Page 1bof 16

Attachment 11 Page 16 of 16

DISH-Blue Spike-602
Exhibit 1005, Page 0302



U.S DEPARTMENT OF COMMERCE
PATENT AND TRADEMARI QOFFICE

ool PATENT APPLICATION TRANSMITTAL LETTER ATTORNEY DOCKET NUMBER;
b= 16076
R —
w s =t Soasistant Commissioner for Patents
- S ‘a‘ shington D.C, 20231
o ey
¥ % eobransmitted herewith for filing is the patent application of
S=T
== Inventoris) : Scott A, Moskowitz
For ; METHOD FOR COMBINING TRANSFER FUNCTIONS WITH PREDETERMINED KEY

CREATION

Enclosed are:

1. 17 sheets of specification, 8§ sheets of claims, and 1 sheet of abstract,
2. 1sheet(s) of drawings,

3. Executed DeclarationPower of Attorney,

4, Executed Verified Statement (Declaration) Claiming Small Entity States -Independent Inventor.

The filing fes has been calculated as shown below:

NUMBER FILED NUMBER RATE {8} FEE (8)

EXTRA’ ,
BASIC FEE ) TG00 8 790.00
TQTAL CLAIMS 7 2% « 20 = 4 22.60 % {9800
INDEPENDENT CLAMS & v 3= ] 3 §2.68 5 236.00
MULTIPLE DEPENDENT CLAIM 27000
PRESENT
FEE FOR RECORDATION OF ASSIGNMENT 40.00
” Number extra must be zero or Jarger TOTAL $ 1,234.00
if applicant is a small cntity under 37 CFR. §§ LG SMALL ENTITY 5617.00
and 1.27, then divide total fee by 2, and enter amount here, TOTAL
S. The Office is authorized to charge the filing fee of $ 617.00 1o Deposit Account No, 11-0608. The Office is

further authorized to charge any additions! fees or credit any overpayments to the shove deposit account numbsr,
A copy of this letter is being submitied to facilitate processiing of this application,

Dated: March 24, 1998 QM 6%/(&124/)/

Patrick J. Buckley (Reg. No. 40,928)

KENYON & KENYON

1925 Connecticut Avenue, NW.
Suite 600

Washington, D.C. 20036-3403

{302 429-1776 {2023 429-0796 {fax)

ARV

Attachment 13 Page 1 of 31
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________ S S
Exhibit 1005, Page 0303



Docket No.: 160776

METHOD FOR COMBINING TRANSFER FUNCTIONS
WITH PREDETERMINED KEY CREATION

5 FIELD OF THE INVEN]

The tnvention relates to the protection of digital information. More particularly, the

“ invention refates te a method for combining transfer functions with predetermined key creation.

This application claims the benefit of UL.S, patent application Serial No. 08/387,943, filed

January 17, 1996, entitled “Method for Stega-Cipher Protection of Computer Code,” the entire

disclosure of which is hereby incorporated by reference.

15
BACKGROUND OF THE INVENTION
Increasingly, commercially valuable information is being created and stored in “digital”
form, For example, music, photographs and video can all be stored and fransmitted as a series of
20 numbers, such as s and U's. Digital techniques let the original information be recreated in a

very accurate manner. Unfortunately, digital techniques also let the information be easily copied
withowut the inftrmation owner’s permission,
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Because unauthorized copying is clearly a disincentive to the digital distribution of
valuable information, it is important to establish responsibility for copies and derivative copies of
such works. For example, if each authorized digital copy of a popular song is identified with a

unigque number, any unauthorized copy of the song would also contain the number, This would

3

allow the owner of the information, such as a song publisher, 0 investigate who made the
unauthorized copy. Unfortunately, it is possible that the unique number could be erased or
altered if it 1s simply tacked on at the beginning or end of the digital information.

As will be described, known digital “watermark”™ techniques give creators and publishers
of digitized multimedia content localized, secured identification and authentication of that

content. In considering the various forms of multimedia content, such as “master,” stereo,

National Television Standards Committee (NTSC) video, audio tape or compact dise, tolerance
of quality will vary with individuals and affect the undertying commercial and aesthetic value of
the content. For example, if a digital version of a popular song sounds distorted, it will be less

vatuable to users. [t is therefore desirable to embed copyright, ownership or purchaser

15 information, or some combination of these and related data, into the content in a way that will
damage the content if the watermark is removed without authorization.

To achieve these goals, digital watermark systems ingert ownership information in 8 way
that causes liftle or no noticeable effects, or “artifacts,” in the underlying content signal. For
example, if a digital watermark is inserted into a digital version of a song, it is important that a

W) listener not be bothered by the slight changes introduced by the watermark. It is also important

for the watermark technique 1o maximize the encoding level and “location sensitivity” in the
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signal to force damage to the content signal when removal is attempted. Digital watermarks
address many of these concerns, and research in the field has provided extremely robust and
secure implementations.

What has been overlooked in many applications described in the art, however, are
systems which closely mimic disiribution of content as it occurs in the real world. For instance,
many watermarking systems require the original un-watermarked content signal to enable
detection or decode operations. These include highly publicized efforts by NEC, Digimarc and
others. Such techniques are problematic because, in the real world, original master copies reside
in a rights holders vaults and are not readily available to the public.

With much activity overly focused on watermark survivability, the security of a digital
watermark is suspect. Any sirople linear operation for encoding information into a signal may be
used to erase the embedded signal by inverting the process. This is not a difficult task, especially
when detection software is a plug-in freely available to the public, such as with Digimare. In
general, these systems seek to embed cryptographic information, not cryptographically embed
information into target media content.

Other methods embed ownership information that i3 plainly visible in the media signal,
such as the method described in US Patent No. 3,530,739 to Braudaway et al. The system
described in Braudaway protects a digitized image by encoding a visible watermark to deter
piracy. Such an implementation creates an immediate weakness in securing the embedded
information because the watermark is plainly visible. Thus, no search for the embedded signal is

necessary and the watermark can be more easily removed or altered. For example, while

1R 3
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ey

certainly useful to some rights owners, simply placing the symbol “€” in the digital information
would only provide limited protection. Removal by adjusting the brightness of the pixels
forming the *“©” would not be difficult with respect to the computational resources required.
Qther relevant prior arf includes US Patents No. 4,979,210 and 5,073,925 to Nagata et al.,
which encodes information by modulating an audio signal in the amplitude/time domain. The
modulations introduced in the Nagata process carry a “copy/don’t copy” message, which is easily
found and circumvented by one skilled in the art. The granularity of encoding is fixed by the
amplitude and frequency modulation limits required to maintain inaudibility. These limits are
relatively low, making it impractical to encode more information using the Nagata process,
Although US Patent No. 5,664,018 to Leighton describes & means to prevent collusion
attacks in digital watermarks, the disclosed method may not actually provide the security
described. For example, in cases where the watermarking technique is finear, the “insertion
envelope” or “watermarking space” is well-defined and thus susceptible to attacks less
sophisticated than collusion by unauthorized parties. Over-encoding at the watermarking
encoding level is but one simple attack in such linear implementations. Another consideration
not made by Leighton is that commercially-valuable content may already exist in a un-
watermarked form somewhere, easily accessible to potential pirates, gutting the need for any type
of collusive activity. Digially signing the embedded signal with preprocessing of watermark
data is more likely fo prevent successful collusion. Furthermore, a “baseline™ watermark as
disclosed is quite subjective. It is simply described elsewhere in the art as the “perceptuatly

significant”™ regions of a signal. Making a watenmarking function less linear or inventing the

Jadiag 4
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insertion of watermarks would seem to provide the same benefit without the additional work
required to creste a “baseline”™ watermark. Indeed, watenmarking algorithms should already be
capable of defining a target insertion envelope or region without additional steps. What is
evident is the Leighton patent does not allow for initial prevention of attacks on an embedded
watermark as the content is visibly or audibly unchanged.

It is also important that any method for providing security alse function with broadeasting
media over networks such as the Internet, which is also referred to as “streaming.” Commercial
“plug-in" products such as RealAudio and RealVideo, as well as applications by vendors
VIDONet and Xireme, are common in such network environments. Most digital watermark
implememations focus on common file base signals and fail to anticipate the secority of streamed
signals. It is desirgble that any protection scheme be able to function with a plug-in player
without advanced knowledge of the encoded media stream.

Other technologies focus solely on file-based security, These technologies illustrate the
varying applications for security that must be evaluated for different media and distribution
environunents, Use of cryptolopes or cryptographic containers, as proposed by IBM in its
Cryptolope product, and Inter{rust, as deseribed in U.S, Patents No. 4,827,508, 4,977,594,
5,050,213 and 5,410,598, may discourage certain forms of piracy. Cryptographic containers,
however, reguire a user to subscribe to particular decryption seftware to decrypt data. IBM's
InfoMarket and InterTrust's DigiBox, among other implementations, provide a generalized
model and need proprietary srchitecture to function. Every user must have a subscription or

registration with the party which encrypts the data. Again, as a form of general encryption, the
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data is scrambiled or encrypted without regard to the media and its formatting. Finally, control
over copyrights or ofher neighboring rights is left with the implementing party, in this case, IBM,
InterTrust or a similar provider.

Methods similar to these “trusted systems™ exist, and Cerberus Central Limited and
Liguid Audio, among a number of companies, offer systems which may functionally be thought
of as subsets of IBM and InterTrust’s more generalized security offerings. Both Cerberus and
Liquid Audio propose proprietary player software which is registered to the user and “locked” in
a manner paraliel to the locking of content that is distributed via a cryptographic container. The
geonomic trade-off in this model is that users are required to use each respective companies'
proprietary player to play or otherwise manipulate content that is downloaded. If, as is the case
presently, most music or other media is not available via these proprietary players and more
companies propose non-compatible player formais, the proliferation of players will continue.
Cerberus and Ligquid Audio also by way of extension of their architectures provide for “near-CD
guality™ but proprietary compression. This requirement stems from the necessity not o allow
content that has near-identical data make-up to an existing consumer electronic standard, in
Cerberas and Liquid Audio’s case the so-called Red Book audio CD standard of 16 bit 44,1 kHz,
so that comparisons with the proprietary file may not yield how the player is secured.
Knowledge of the player's file format renders its security ineffective as a {ile may be replicated
and played on any common player, ot the intended proprictary player of the provider of

previousty secured and uniquely formatted content. This is the parallel weakness to public key
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crypto-systems which have gutted security if enough plain text and cipher text comparisons
enable a pirate to deternine the user's private key.
Many approaches to digital watermarking leave detection and decoding control with the

implernenting party of the digital watermark, not the creator of the work to be protected. A set of
5 secure digital watermark implementations address this fundamental control issue forming the
basis of key~based approaches. These are covered by the following patents and pending
applications, the entire disclosures of which are hereby incorporated by reference: US Patent No.
5,613, 004 entitled “Steganographic Method and Device” and its derivative US patent application

Serial No. 08/773,216, US patent application Serial No. 08/387,944 entitled “Human Assisted

S 0 0 4

Random Key Generation and Application for Digital Watermark System,” US Patent Application
Serial No. 08/587,943 entitled “Method for Stega-Cipher Protection of Computer Code,” US
patent application Sertal No. 08/677,435 entitled “Optimization Methods for the Insertion,

Protection, and Detection of Digital Watermarks in Digitized Data,” and US Patent Application

o Serial No. 08/772,222 entitled “Z-Transform Implementation of Digital Watermarks.™ Public
5 key crypio-systems are described in US Patents No. 4,200,770, 4 218,582, 4,405,829 and
4,424,414, the entire disclosures of which are also hereby incorporated by reference.
In particular, an improved protection scheme is described i “Method for Stega-Cipher
Protection of Computer Code,” US patent application Serial No. 08/387.943. This technique
uses the key-based insertion of binary executable computer code within a content signal that is
28 subsequently, and necessarily, used to play or otherwise manipulate the signal in which it is

encoded. With this system, however, certain computational requirements, such as one digital

155200 7
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player per digital copy of content, may be necessitated. For instance, a consumer may download
many copies of watermarked content. With this technique, the user would also be downloading
as many copies of the digital player program. While this form of seeurity may be desirable for
some applications, it is not appropriate in many circumstances.

Finally, even when digital information is distributed in encoded form, it may be desirable
to allow unauthorized users 1o play the information with a digital player, perhaps with a reduced
Jevel of quality. For example, a popular song may be encoded and freely distributed in encoded
form to the public. The public, perbaps using commonly available plug-in digital players, could
play the encoded content and hear the music in some degraded form. The music may sound
choppy, or fuzzy or be degraded in some other way. This lets the public decide, based on the
available lower quality version of the song, if they want to purchase a key from the publisher to
decode, or “clean-up,” the content. Similar approaches could be used to distribute blurry pictures
or low quality video. Or even “degraded”™ text, in the sense that only authenticated portions of
the text can be determined with the predetermined key or a validated digital signature for the
intended message.

In view of the foregoing, it can be appreciated that @ substantial need exists for a method
allowing encoded content to be played, with degraded quality, by a plug-in digital player, and

solving the other problems discussed above.

A 8
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The disadvantages of the art are alleviated to a great extent by a methed for combining
transfer functions with predetermined key creation. In one embodiment, digital information,
including a digital sample and format information, is protected by identifving and encoding a
portion of the format information. Encoded digital information, including the digital samiple and
the encoded format information, is generated to protect the original digital infermation,

In another embediment, a digital signal, including digital samples in a file format having
an inherent granularity, is protected by creating a predetermined key. The predetermined key is
comprised of a transfer function-based mask set to manipulate data at the inherent granularity of
the file format of the underlying digitized samples.

With these and other advantages and features of the invention that will become
hereinafter apparent, the nature of the invention may be more clearly understood by reference to
the following detailed description of the invention, the appended claims and to the several

drawings attached herein.

BRIEF DESCRIFTION QE THE L

RAWINGS

FI1G. 1 is a block flow diagram of a method for copy protection or authentication of

digital information according to an embodiment of the present invention.

ss300 9
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DETAILED DESCRIPTION

In accordance with an embodiment of the present invention, a method combines transfer
functions with predetermined key creation. Increased security is achieved in the method by
combining elements of “public-key steganography™ with cryptographic protocols, which keep
in-transit data secure by scrambling the data with “keys” in a manner that is not apparent to those
with access to the content to be distributed. Because different forms of randommness are
combined to offer robust, distributed security, the present invention addresses an architectural
“gray space” between two important areas of security: digital watermarks, a subset of the more
general art of steganography, and eryptography. One form of randomness exists in the mask sets
that are randomly created to map waternmark data into an otherwise unrelated digital signal, The
second form of randomness is the random permutations of data formats used with digital players
to mantpulate the content with the predetermined keys. These forms can be thought of as the
transfer function versus the mapping function inherent to digital watermarking procgsses.

According to an embodiment of the present invention, a predetermined, or randomly
generated, key is used to scramble digital information in 2 way that is unlike known “digital
watermark” techniques and public key crypto-systems. As used hergin, a key is also referred to
as a “mask set” which includes one or more random or pseudo-random series of bits. Priorto
encoding, a mask can be generated by any cryplographically secure random generation process.
A block cipher, such as a Data Encryption Standard (DES) algorithm, in conabination with a

sufficiemtly random seed value, such as one created using a Message Digest 5 (MD3) algorithm,

155200 10

Attachment 13 Page 11 of 31

DISH-Blue Spike-602
Exhibit 1005, Page 0313



15

20

Pocket No.: 160776

emulates a cryptographically secure random bit generator. The keys are saved in a database,
along with information matching them to the digital signal, for use in descrambling and
subsequent viewing or playback. Additional file format or transfer property information is
prepared and made available to the encoder, in a bit addressable manner. As well, any
authenticating function can be combined, such as Digital Signature Standard {DSS} or Secure
Hash Algorithm (SHA).

Using the predetermined key comprised of a transfer function-based mask set, the data
representing the original content is manipulated at the inherent gramularity of the file format of
the underlving digitized samples. Instead of providing, or otherwise distributing, watermarked
content that is not noticeably altered, a partially “scrambled” copy of the content is distributed.
The kev is necessary both to register the sought-after content and to descramble the content into
its origingl form.

The present invention uses methods disclosed in “Method for Stega~Cipher Protection of
Computer Code,” US Patent Application Serial No. 08/587.943, with respect to transfer
functions related to the common file formats, soch as PICT, TIFF, AIFF, WAV, etc.
Additionally, in cases where the content has not been altered beyond being encoded with such
functional data, it is possible for a digital player to still play the content because the file format
has not been altered. Thus, the encoded content could still be played by a plug-in digital player
as discrete, digitally sampled signals, watermarked or not. That is, the structure of the file can
remain basically unchanged by the watermarking process, letting common file format based

players work with the “scrambled” content.

353200 il
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For example, the Compact Dise-Digital Audio (CD-DA) format stores audio information
as a series of frames. Each frame contains a number of digital saraples representing, for
example. music, and a header that contains file format information. As shown inFI1G. 1,
according to an embodiment of the present invention some of the header information can be
identified and “scrambled” using the predetermined key at steps 110 to 130, The music samples
can remain unchanged. Using this technigue, a traditional CD-DA player will be able to play a
distorted version of the music in the sample. The amount of distortion will depend on the way,
and extent, that the header, or file format, information has been scrambled. R would also he
possible to instead scramble some of the digital samples while leaving the header information
alone. In general, the digital signal would be protected by manipulating data at the inherent
granularity, or “frames,” of the CD-DA file format. To decode the information, a predetermined
key is used before playing the digital information at steps 140 and 150,

A key-based decoder can act as a “phug-in” digital player of broadcast signal streams
without foreknowledge of the encoded media stream. Moreover, the data format orientation is
used to partially scramble data in transit to prevent unauthorized descrambled access by decoders
that lack authorized keva., A distributed key can be used {0 unscramble the scrambied content
because a decoder would understand how to process the key. Similar to on-the-fly decryption
operations, the benefits inherent in this embodiment include the fact that the combination of
watermarked content security, which is key-based, and the descrambling of the data, can be
performed by the same key which can be a plurality of mask sets, The mask sets may include
primary, convolution and message delimiter masks with file format data included.

s
383500 1
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The creation of an optimized “envelope™ for insertion of watermarks provides the basis of
much watermark security, but is also a complementary goal of the present invention. The
predetermined or random key that is generated 1s not only an essential map to access the hidden
information signal, but is also the descrambler of the previously scrambled signal’s format for
playback or viewing.

In a system requiring keys for watermarking content and validating the distribution of the
content, different keys may be used to encode different information while secure one way hash
fanctions or one-time pads may be incorporated 10 secure the embedded signal. The same keys
can be used to later validate the embedded digital signature, or even fully decode the digital
watermark if desired. Publishers can casily stipulate that content not only be digitally
watermarked but that distributors must check the validity of the watermarks by performing
digital signature checks with keys that lack any other functionality. The systens can extend fo
simple authentication of text in other embodiments.

Before such a market is economically feasible, there are other methods for deploying
key-based watermarking coupled with transfor functions to partially scramble the content to be
distributed without performing full public key encryption, i.2., a key pair is nol necessarily
generated, simply, a predetermined key's function is created to re-map the data of the content file
in a lossless process. Moreover, the scrambling performed by the present invention may be more
dependent on the file in question. Dissimilarly, encryption is not specific to any particular media
but is performed on data. The file format remains unchanged, rendering the file useable by any

conventional viewer/plaver, but the signal quality can be intentionally degraded in the absence of

Rty 1 3
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the proper player and key. Public-key encryption seeks to completely obscure the sensitive
“plaintext” 1o prevent comparisons with the “ciphertext” to determine a user's private keys.
Centralized encrvption only differs in the utilization of a single key for both encryption and
decryption making the key even more highly vulnerable to attacks to defeat the encryption
process. With the present invention, a highly sought after photograph may be hazy to the viewer
using any number of commonly available, nonproprietary software or hardware, without the
authorized key. Similarly, a commercially valuable song may sound poor.

The benefit of some form of eryptography is not lost in the present invention. In fact,
some piracy can be deterred when the target signal may be known but is clearly being protected
through scrambling. What is not anticipated by known techniques, is an ala carte method to
change various agpects of file formatting to enable various “scrambled states” for content to be
subsequently distributed. An image may lack all red pixels or may not have any of the most
significant bits activated. An audio sample can similarly be scrambled to render it
fess-than-commercially viable.

‘The present invention also provides improvements over known network-based methods,
such as those used for the streaming of media data over the Internet. By manipulating file
fornmats, the broadeast media, which has been altered to “fit” within electronic distribution
parameters, such as bandwidth availability and error correction considerations, can be more
effectively utilized to resirict the subsequent use of the content while in transit as well as

real-time viewing or playing.
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The mask set providing the wransfer function can be read on a per-use basis by issuing an
anthorized or authenticating “key” for descrambling the signal that is apparent to a viewer ora
plaver or possessor of the authenticating key. The mask set can be read on a per-computer basis
by issuing the authorized key that is more generalized for the computer that receives the
broadcast signals. Metering and subscription models become viable advantages over known
digital watermark systems which assist in designating the ownership of a copy of digitized media
content, but do not prevent or restrict the copying or manipulation of the sampled signal in
question. For broadeast or streamed media, this {s especially the case. Message authentication is
also possible, though not guaranteeing the same security as an encrypted file as with general
Crypto systems.

The present invention thus benefits from the proprietary player model without relying on
proprietary players, No new players will be necessary and existing multimedia file formats can
be altered to exact a measure of security which is further increased when coupled with digital
watermarks. As with most consumer markets for media content, predominant file formats exist,
de facto, and corresponding formats for computers likewise exist. For a commercial compact
disc quality audio recording, or 16 bit 44,1 kHz, corresponding file formats include: Audio
Interchange File Format (AIFF), Microsoft WAV, Sound Designer 11, Sun's su, Apple's
Quicktime, ete. For still image media, formats are similarly sbundant: TIFF, PICT, JPEG, GIF,
ete. Requiring the use of additional proprietary players, and their complementary file formats,
for limited benefits in security is wasteful. Moreover, almost all computers today are

multimedig-capable, and this is increasingly so with the popularity of Intel's MMX chip

saae 15
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architecture and the PowerPC hine of microchips. Because file formatting is fundamental in the
playback of the underlying data, the predetermined key can act both as a map, for information
be encoded as watermark data regarding ownership, and a descrambler of the file that has been
distributed. Limitations will only exist in how large the key mugt be retrofitted for a given
application, but ary manipulation of file format information is not likely to exceed the size of
data required versus that for an entire proprietary plaver.

As with previous disclosures by the inventor on digital watermarking techniques, the
present invention may be implemented with a variety of cryptographic protocels to increase both
confidence and security in the underlying system. A predetermined key is described as a set of
masks. These masks may include primary, convolution and message delimter mask. In
previous disclosures. the functionality of these masks is defined solely for mapping. The present
invention inchudes a mask set which is also controiled by the distributing party of a copy of a
given media signal. This mask set is a transfer function which is limited only by the parameters
of the file format in question. To increase the uniqueness or security of each key used to
scramble a given media file copy, a secure one way hash function can be used subsequent to
transfer properties that are initiated to prevent the forging of a particular key. Public and private
keys may be used as ey pairs to further increase the unlikeliness that a key may be
compromised,

These same cryptographic protocoels can be combined with the embodiments of the
present invention in administering streamed content that requires authorized keys to correctly

display or play the streamed content in an unscrambled maover. As with digital watermarking,
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symumetrie or asymimnetric public key pairs may be used in a vaviety of implementations.
Additionally, the need for certification authorities to maintain authentic key-pairs becomes a
consideration for greater security beyond symmetric key implementations. The eryptographic

protecols makes possible, as well, 3 message of text to be authenticated by a message

5

authenticating function in a general computing device that is able to ensure secure message
exchanges between authorizing parties.

Although various embodiments are specifically illustrated and described herein, it will be
appreciated that modifications and variations of the present invention are covered by the above
teachings and within the purview of the appended claims without departing from the spirit and

intended scope of the invention.
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What is clatmed is:

1. A method for copy protection of digital information, the digital information including
a digital sample and format information, comprising the steps oft

identifying a portion of the format information to be encoded;

generating encoded format information from the wdentified portion of the format
information; and

generating encoded digital information, including the digital sample and the encoded

format information.

2. The methoed of claim 1, further comprising the step of requiring a predetermined key

1o decode the encoded format information.

3. The method of claim 2, wherein the digital sample and format information are
configured to be used with a digital player, and wherein information output from the digital
player will have a degraded quality unless the encoded format information is decoded with the

predetermined key.

4. The method of claim 3, wherein the information output from the digital player

represents a still image, audio or video.
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S. The method of claim 3, wherein the information output represents text data to be

authenticated.

. A methed for protecting a digital signal, the digital signal including digital samples in
a file format having an inherent granularity, comprising the step oft
creating a predetermined key comprised of a transfer function-based mask set to

manipulate data at the inherent granularity of the file format of the underlying digitized samples.

7. The method of claim 6, wherein the digital signal represents a continuous analog

waveform.

8. The method of claim 6, wherein the predeiermined key comprises a phuality of mask

sets,
9. The method of claim 6, wherein the digital signal is a message to be authenticated.

10, The method of claim 6, wherein the mask set is ciphered by a key pair comprising a

public key and a private key.
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11, The method of claim 6, further compnising the step of
using a digital watermarking technique t encode information that identifies ownership,

use, or other information abous the digital signal, into the digital signal.

12. The method of claim 6, wherein the digital signal represents a still image, audio or

video.

13. The method of claim 6, further comprising the steps oft
selecting the mask set, including one or more masks having random or pseudo-random
series of bits; and

validating the mask set at the start of the transfer function-based mask set.

14. The method of claim 13, wherein satd step of validating comprises the step oft
comparing a hash value computed at the start of the transfer function-based mask set with

a determined transfer function of the hash value.

15. The method of claim 6, further comprising the steps off

selecting the mask set, including one or more masks having random or pseudo-random
series of bits; and

anthenticating the mask set by comparing a hash value computed at the start of the

transfer function-based mask set with a determined transfer function of the hash value.
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16, The method of claim 13, wherein said step of validating comprises the step of:
comparing a digital signature at the start of the transfer function-based mask set with a

determined transfer function of the digital signature.

17. The method of claint 6, further comprising the steps oft

selecting the mask set, including one or more masks having random or pseudo-random
series of bits; and

authenticating the mask set by comparing a digital signature at the stant of the transfer

function-based mask set with a determined transfer function of the digital signature.

18, The method of claim 13, further comprising the step of
using 2 digital watermarking technique to embed information that identifies ownership,
use, or other mformation about the digital signal, into the digital signal; and

wherein said siep of validating is dependent on validation of the embedded information.

19. The method of claim 6, further comprising the step oft
computing a secure one way hash function of carrier signal data in the digital signal,
wherein the hash function is insensitive ¢ changes introduced into the carrier signal for the

purpose of carrying the transfer function-based mask set.

2
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20, A method for protecting a digital signal, the digital signal including digital samples
in a file format having an inherent grannlarity, comprising the steps of:

creating a predetermined key comprised of a transfer function-based mask set that can
manipulate data at the inherent granularity of the file format of the underlying digitized samples;

authenticating the predetermined key containing the correct transfer function-based mask
set during playback of the data; and

metering the playback of the data to monitor content,

21. The method of claim 20, wherein the predetermined key is authenticated te

authenticale message information

22. A method to prepare for the scrambling of a sample streams of data, comprising the
steps of:

generating a plurality of mask sets to be used for encoding, including a random primary
mask, a random convolution mask and a random start of message delimiter,

obtaining a transfer function to be implemented;

generating a message bit stream to be encoded;

loading the message bit stream, a stega-cipher map truth table, the primary mask, the

convolution mask and the start of message delimiter into memory;
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initializing the state of a primary mask index, a convolution mask index, and a message
bit index; and

setting a message size equal to the total nomber of bits in the message bit stream,

23, A method to prepare for the encoding of stega-cipher information into a sample
stream of data, comprising the steps oft

generating a mask set to be used for encoding, the set including a random primary mask,
a random convolution mask, and a random start of message delimiter;

obtaining a message to be encoded;

compressing and encrvpiing the message if desired;

generating a message bit stream to be encoded;

loading the message bit stream, a stega-cipher map truth table, the primary mask, the
convolution mask and the start of message delimiter into memory;

imtializing the state of a primary mask index, a convolution mask index, and a message
bit index: and

sefting the message size equal fo the total number of bits in the message bit stream.

24, The method of claim 23 wherein the saniple stream of data has a plurality of
windows, further comprising the steps of:

calculating over which windows in the sample stream the message will be encoded;
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computing a secure one way hash function of the information in the calculated windows,
the hash function generating hash values insensitive to changes in the samples indoced by a
stega-cipher; and

encoding the computed bash values in an encoded stream of data.

25, The method of claim 13, wherein said step of selecting comprises the steps of

collecting a series of random bits derived from keyboard latency intervals in random
typing;

processing the initial series of random bits through an MD3 algorithm;

using the results of the MDS5 processing to seed a tiple-DES encrvption loop;

eycling through the triple-DES encryption loop, extracting the least significant bit of each
resudt after each cyele; and

concatenating the triple-DES output bits into the random series of bits.

26. A method for copy protection of digital information, the digital information
including a digital sample and format information, comprising the steps oft
wentifving a portion of the digital sample to be encoded;

generating an encoded digital sample from the identified portion of the digital sample;

and

generating encoded digital information, including the encoded digital sample and the
format information.
100 24
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i 27. The method of claim 26, further comprising the step of requiring a predetermined
2 key to decode the encoded digital sample.

1 28. The method of claim 27, wherein the digital sample and format information are

[

configured to be used with a digital player, and wherein information output from the digital

player will have a degraded quality unless the encoded digital sample is decoded with the

-
3

predetermined key.

29, The method of claim 27, wherein information output will have non authentic

message data unless the encode digital sample is decoded with the predetermined key.
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ABSTRACT OF THE DISCLOSURE

1 A method for combining transfer functions with predetermined key creation. Inone

2 embodiment, digital information, including a digital sample and format information, is protected
3 by identifying and encoding a portion of the format information. Encoded digital information,

4 including the digital sample and the encoded format information, is generated to protect the

original digital information. In another embodiment, a digital signal, including digital samples in

a file format having an inherent granuvlarity, is protected by creating a predetermined key. The

predetermined key is comprised of @ transfer function-based mask set to manipulate data at the

inherent granularity of the file formai of the underlying digitized samples.
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Applicant or Patentes: Scott A. Moskowitz Attorney's Docket No.: 160776

Serial or Patent No.: not yel assigned

Filed or Issued: herewith

Titke: METHOD FOR COMBINING TRANSFER FUNCTIONS WITH PREDETERMINED KEY
CREATION

VERIFIED STATEMENT (DECLARATION) CLAIMING SMALL ENTITY STATUS
37 C.F.R. §§ 1.9¢) & 1.27(b)) ~ INDEPENDENT INVENTOR

As a below named inventor, | hereby declare that T qualify as an independent inventor as defined in 37 C.F.R. 1.9{c) for purposes of
paving reduced fees under Section 41{a) and (b} of Title 33, United States Code, to the Patent and Trademark Office with regard to
the invention entitied METHOD FOR COMBINING TRANSFER FUNCTIONS WITH PREDETERMINED KEY
CREATION deseribed in

& the specification filed herewith
0 apphication seriad no. . filed
O patentno,  fsseed

I have not assigned, gramed, conveyed or licensed and am under no obligation under conract or law to assiga, grawt, comvey or
Jicense, any rights in the invention to any person who could not be classified as an independent inventor under 37 C.F.R. L9 if
tethat person had made the invemtion, or o any concern which would nof qualify as 2 small business concern wnder 37 C.F.R. LX)
Lot a nonprofit organization under 37 C.F.R. 1.8(e).

“Each person, concern or organization 1o which 1 have assigned, granted, conveyed, or licensed or am under an obligation under
tontract or faw to assign, gram, couvey, or license any rights in the invention is listed below:

® No such person, concern, or organization exists.
0 Each such person, concern or organization is listed below”

OTE: Separate verified statements are required from each named person, concern or organizarion having rights to the invention
erring fo their status a8 small entities (37 CF.R. 1.27).

ULL NAME:  _Scont A Moskowitz
SADDRESS: 16711 Colling Avenue #2503, Miami, Flotda 33160
2 INDIVIDUAL O SMALL BUSINESS CONCERN 0 NONPROFIT ORGANIZATION

{ acknowledge the doty w file, in this application or patent, notification of any change in @atus resuling in loss of entitlement o
small entity status prior 1o paying, or at the time of paying, the earliest of the issue fee or any msintenance fee due afier the date on
which status as & small entity is no longer appropriste. (37 C.F.R. § 1.280)

I hereby declare that all statements made herein of my own knowledge are true and that all ststements made on information and
belief ave believed w be trug and further that these statements were made with the knowledge that willhs false statements and the
like so made ave punishable by fine or imprisonment, or both, under section 1001 of Title 18 of the United States Code, and that
such willfid false statements may jeopardize the validity of the application, any patent issuing thereon, or any patent 10 which this
verified statement is direcied.

J .
%&% A ey Dae: y Zj‘, T Rg

Scu@ﬁg . Moskowitz ‘;f’(
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DI THE CLAIME:

Please cancel olaing 1.3 and 20-29 without prejudics to Apphicant’s right to seek

aitowanece of said claims in 2 related application,

Please smend platns @ mdicated balow,

Cladms 15 canceled withont prejadics

>

& {carrently amended} A method for protecting a digital signal, comprising the

digital dataand semplestnafile

NSHIE

iding a4 thedigital signal meladingcomp

format information; bavisg andnherent grooplaily-comprsingthestepob

creating a predetermined koy that manipulates the fle format inhroationesmprisedabe

oab-the dubers

ransfor-funstio

aitheuwnderhnne disttized sanaples; and

manipuiating the file formal information weing the prodetermmnsd kev

7. foriginall The mothed of olainy 6, wheretn the digital signal ropresents 8

sontinuous analog wavelom

8 {original} The methed of plaim 6§, whersin the predetarmined kay conprises

8 plorality of mask sels,
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9. {onginal} The method of olaim 6, wherein the digital signal is a message io

hae puthenticgted,

0, {ourrently amended)  The method of claim §, wherein the predetormined key i

sompises mask-setis-vinhse

w3 key pair comprising & public key and g private Rey.

1L {oviginal} The mcthod of elaim 6, further comprising the step off

nsing @ digial watermarking technigue to encode information that identifies ownership,

use, of other information sbout the digial signal, inte the digital signal,

12, {original) The method of claim 6, whereln the digital signal represents g still

fnage, sudis orviden

13, {ocwrently amended)  The method of clatm 6, wherein the predetermined key

porinrises ons of more mask sels having random or pseude-random series of bits, the method

further comprising the steps off

seleoting-thepmskesetrinsluding one-ormere-masks-bavingrandomorpesado-sandom

series-ofbitsoand
validating the one or more mask st atthe slortadthewransfos-funetion-bused snesk

o~

setbeforc manipulnting the file bomad information usins the predetsrmined key.

4
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1, {cwrently amended)  The maethed of claim 6, whersin the predetermingd key

pomprises oue of more mask sois having random or peswdo-tandom senes of bits, the methed

further cornprising the sieps off
selesting thesansleset-luding-one o mere- musks-havingvandam-orprowdo-random

sertes-ofbitsrand

validating the one or morg mask saly w-thestart-of thetronstor-funatis

format information using the nradetermined Koy,

15

{currently amended)  The method of claim 6, wheren the predetermined key

Sounarises one ornore mask sets having randonn or psewdo-randon sortes of Mg dhe mcihad

further comprising the steps off
selonting thevnnkestnohuling ensor more srasks-havins randomr-or psenio-random
sesreroibilsrand

gsenerating s hash value nsing the one gr more masks sets; and

authenticating the ong or mors mask setg by comparing the senerated a-hash valus witha

predulorningd sensputadasthe-stost o thadranafor fnstion-basad wmask-setwith-a-detesmined

fransfes-Runctinnofabe hush value,

1, {cumently amended} The method of claim 13, wherein said step of validating

comprises the steps off

generating & dizital stenature using the one or mors mssk setss and

comparing the deital signaturs with 8 prodetermined dightal stienature,

o~
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somparme-p-digtabsignatre-at- tha stark

determingd-transiar fmctivnofthe-digial Signature:

17, {currenily amended}  The method ofclaim 6, whergin the prodetenuned key

SRR SR

COMPIISES ane or more mask sets having random or pseudo-random series of bils, the method

further comprising the steps step off
selecting-the-mushsetnclhding cnsormsmansishavingmador-arpesudo-sandem
serieg-ofbiler-and
authenticating the pne or more nvask sots by comparing a gense

ated digital signatore o8

sheset with & predetermined &

digital signature,

18, {origiad The methed of vlaim 13, Ruther comprising the step oft
using a digitel watermarking technique to embed faformation that identifies ownership,
use, or otber wformation abopt the digital signal, info the igital signal; and

whereln said step of validating 18 dependent on validation of the embedded information,

19 {currently amended)  The method of olaim &, further comprising the step off
cormputing & secure way hash funciion of carrior signal data in the digital signal, whersin

the has function is insepsitive 1o changes introduced into the carrier signal forthe puspassof

o

carsyingthetransfor-funet so-duning fle format manipulation.

Q. {ourently amended) A msthod for protecting a digital signal, hedigital signad

iy comprising the steps off

&
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providing a digtial sigosl comprising digital data and e Hormat inforoations

orgating & predetermined key eonprived comprising s mask sat

underlying digiti

manipulating the file format information using the predetermined kev:

SO

metering the playback of the digital dats o monitor confent.

2L {curently amended)  The method of elaim 20, whersin the prodetermined key s

authenticaied to authenticate message information.

22, {curently amended) A method o prepare for the serambling of # sample stroam
of daty, comprising the steps off

generating 2 plurality of mask sets 1o be wed for encoding, including s sandom primary
miask, a random convolption mask and & random start of message delimiton

obtaining fle format information about the sample stream of data; aransfer-Ructionte

penerating & moessage bit stream o be encoded;

loading the message bit streare, 8 stega-cipher map truth table, the primary mask, the
convolution mask and the start of the message delimiter inmte mamory;

imittalizing the state of @ primary mask tndex, a convolution mask indes, and & message
bit index; and

setting a message sive equal to the total munber of bits in the message bit stream,
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230 {original} A mathod 1o prepare for the ancoding of stega-aipher information
wito @ sample siream of data, comprising the steps of

generating & mask sel to be used for encoding, the set including a randon primary mask,
a vandony convolation mask, and 2 random start of message delimiten

obtaining a message 1o be enpaded;

compressing aud encrypling the message (F desived;

generating a message bit stream o be encoded;

loading the message bit strewn, @ stega-cipher map truth table, the primary mask, the
convolution mask and the start of message delimiter into memory;

wtializing the state of ¢ prissry mask index, 2 convelution mask fndex, and a mossage
bitindex; and

setting the message stee egual 1o the sl number ol bils in the mossage bl stream.

4. {onginal) The method of elaim 23 wherein the sample steeam of data has ¢
plurality of windows, further comprising the steps oft

calculating over which windows in the sample strearn the message will be encoded;

cornputing a seoure one way hash function of the information in the cadonlated windows,
the hash fimetion generating hash values insensitive to changes in the samples induced by &
stega-cipher and

encoding the computed hash values in an encoded stream of data.
{laton 2528 {canceled without prejudics}

&
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36, {new) A mothod for protesting digital data, where the digital data signal is
organized nte & plusality of frames, cach frame having 1} ¢ header comprising file format
informstion and 1) at luast a portion of the digital data, said mesthod comprising the steps off

sreating a predetornuned key 0 manipolate the il formnat information in one or
mare of the pluralily of Grames; and

manipuiating the Ble format nformation using the predetermined key in af least
two of the plurabity of frames, such that the digitel data will be poresived by 3 human as
roticeably altered 8 iy played without using 2 decode key 1o vestore the file format

inforation to a prior state.

31 {new) The method of claim 30, wherein the predetermuned key comprises

private key thal is associnted with a key pair.

Q
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REMARKS

Applicant reguests entry of the amendmuents and subumis that tds application I8 in
sondition for allowanoce, snd a nolics to this effect is carestly sought.

if the Examiner believes that prosecution mught be Ratherad by discussing the
application with Applicant’s reprosentatives, In persann or by telephone, we would welcome the

oppurtunity to do so.

Respeotfully submilted,

WILEY REIN & FIELDDNG

v Qs 2528 oy Aol O spria

}vfoyd B. Chapman, Mo, 40,555

Wiley Rein & Fielding

1770 K Strest, NVW.
Washington, DML 20006
Telephone: (203 230-7000
Facsimile:  (282) 336-704%

IWRFMARN 12033334
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METHOD FOR COMBINING TRANSFER FUNCTIONS
WITH PREDETERMINED KEY CREATION

The invention reldies to the protection of digitad inforsation, Mo pasticudlariy, the

invention relates to g method for combining tramsfer fonctions with predetersmined boy crsation.
LCROSS-REFERENCE TO RELATED APPLICATIONS

This application claims the benefit of 1.5, pater application Serial No. 08/587,843, filed
January 17, 1998, amtitled “Risthad for Stega-Cipher Protection of Computer Code,™ the entire

disvlosure of which ia herehy incorporated by reforsnre.

BACKOGROUNIOF THE INVENTION

Incrsasingly, covrnercially valuable information 15 being crerted and stoved in “digital”
form. For example, musie, photographs and video can all be stoved and transroitied as a ssnes of
pumbers, such & yand (s, [Hgital techniques lot the osiginal information be revrented tn g
very scowrale manner. Unfortunately, digital techmiques also let the information be essily copied

witheat the information owaer’s permizsion.
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Because vnaothorized copying s clearly 2 disincentive (o the digital distribution of
valpable information, it 38 imporntant (0 sstaldish responsibility forcopies and s:i&rivétiv& copies of
such works. For example, if sach authonzsd digial copy of & popudar song is idemified witha
unigue munber, any unauthotized copy of the song would also contain the number. Thiz woadd
allow the owner of the information, such ag a song poblisher, o investigate who made the
unauthorined copy. i)’mfammaiah;, 3t iy possible that the unlgus number could be erased or
altered i1 s simply tacked on a1 the beginning or end of dhe Sigital information

As will be describied, known digital ™ watermark” technigues give creatoes and publishers
of digitized multimadis content Tocalived, secursd dentification and authentication of that
coment. In considering the vartous forms of multimedia conteny, such as “master,” siereo,
National Television Standards Conuntttes {INTSCY videe, sudio tape oy sompast dise, oleranse
of guality will vary withdndividualy and sffect the underdying ronmunercial and sesthetic value of
the content. For sxample, ¥ adigual version of & popular song sounds distorted, will be fess
vatuable to users. B is therefors desirable 1o cibed copyright, ownership oy puschasey
information; or some combination of these and related Satg, fnte the Sontent wy'a way that will
danwsge the content IF the watermark i remved withowt suthorization,

To achivve these goals, digital watermark syatemy inssrt ovwneeship information in a way
that causes Hitle or no noticeabde effscts, or “antifacts,” wnihe underlying comet signal. For
example, g digital watermark i3 Inserted into s digital version of a song, it is important that a
listener not be bothered by the shight changes introdoced by the watermark. 1t 15 slso importam

for the watermark techoigue to maximize the encading level and “location sensitivity™ i the

382
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signal to force damage to the content signal when removal is attempled. Digital watermarks
address many of these concems, and research in the feld has provided exsrgmely robust and
secnre implementations,

What has been overlooked in many spplications desoribed iy the ast, however, sre
systems which olosely mimic distribution of content as Hocgurs in the mal world, For instanoe,
many walermarking systems rsqz;?m the orginal wrwsiermarked coment signal © snable
desection or decnde opsrations. These includs highly publicized efforts by NEC, Digimary snd
othiers. Such technigues are problematic hecause, in the real woeld, original master copies reside
in & vights holders vaults and sre oot readily svailable to the public.

With nuwch activity overly forused un watermark survivability, the security of a digital
watervsark I suspent. Any simple Gnear operation for snvoding inftormation nto s signsl may be
used 1o srase the smbedded signal by inverting the process. Thivis not a difficult task, especially
when detegtion software s 2 plug-io freely avadable to the public, such as with Digimees, In
general, these systems seek (0 embed oryplographic information, aol erypipgraphically embed
fnformution Into tavget media conteng.

Other msthods embed ownership inforrmation that is plainly visible inthe media signal,
such as the methed descrtbed in US Paterg Mo 330,738 1o Bravdawsy et sl The system
deseribed in Braudaway protests a dightizad fimage by encoding # visible watermark to deter
piracy, Such animplermentation creates an immediate weakness inseouring the embedded
information because the waterraark is plaindy visible. Thus, 1o scarch for the ermbedided signal g

recessary and the walermark can be more easily remeved or altered. For gxample, while

Ll
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certainty wseful 1o some rights owners, simply placing the syrobel "€ in the digital information
would only provide Himited protection. Removal by adjusting the brightness of the pixels
forming the “€ would not be difficult with respect (o the computations] resources reguirsd.
Other relovand prior an igxchsées US Patsasts No, 4,579,210 and 3,073,925 10 Nagata et al,
which encodes information by modulating arcrudio signal in the ampliiude/time domain, The
maodhlations introduced in the ?\f&jgma provesy carry 8 “copy/don’t copy” message, which is easily
found and sircwnvented by ong skilled in the ant. The granularity of encoding s fixed by the
amplitude and frequency modulation lmits required 1o maintein inaudibility. These Hmits are
relstively low, making 8 impracticel © engode more information using the Nagata prosess.
Although US Patent No. S,864%84 8340 beighton-deserbeswrmennso proverns ootiusion
attacks i digital watermarks, the disclosed method may not sohually provide the security
described. Forexample, in cases where the watermarking technigne is Hnear, the “insertion
envelape” or “watermarking space™ i1z well-defined and thus susceptible 1o attacks kess
suphizticated than colluxion by unauthorized parties. Oiver-encoding at the watermarking
encoding level is but one simple sitack in such lincar implementations. Another consideration
not made by Latghton :s that commerciallyv-valuable conterd may already exist iy g un-
waternmawrked form somewhere, eastly sccessible 0 potential pirsles, gutting the need forany type
of sollusive aclivity. Digitally signing the smbedded signal with praprocessing of watermark
data is ruore Hkely to prevent seccexsful vollusion. Purthermuore, a “baseline” watermark as
disclosed is quite sulbective, 11 is simply desenbed glsowhere in the ant as the “perceptually

significant” regions of 5 signal. Making & watermseking fonctionn less liugar or tnventing the
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insertion of watermarks would seem {0 provide the same benefit without the additions! wak
regguired to create 8 “baselive” watermark. Indesd, watermarking slgorithens should slready be
capable of defining a target insertion envelope or region without sdditional steps. What is
pvident is the Leighvon patent does notallow for initis! prevention of attacks on an srvbedded
watermark sy the content I3 visibly or sudibly wnhanged.

It is also imporiant thay an;f method for providing security alse funstiorywith brpadcasting
medis seer networks such as the Interned, which is also referred 1o as Vstreandng.” Commercial
“plug-in" products such 85 Reslaudio and ReglVideo, ay well as applicstions by vendors
VRMet and Xiveme, are oomunon in such network environments,  Most digital watermark
imnplamentations fosus on commaon file base sigoals and fail 1o anticipate the security of streamed
siguals. It is desiveble that any protection schems be abde fo function with ¢ plog-in player
withoot advanced knowledge ol the encoded media stream.

Ciher technologies foous solely on file-based security. These technologies illustrate the -
varying applications for seeurity that must be evalugied Yor ditferem media angd diseetbution
sovironmenta. Useof cryptolopes or cryptographic containers, ax proposed by IBdin itz
Cryptotope produst, and DerTrust; as descrtbed in U8, Patente No., 4,827 508, 4,977 354,
5050213 and 5410598, muy discourage certain fomms of piracy. Oryptographic containers,
howsver, require 8 user to subscribe to particular decryption software 1o deorypt data. IBM's
Insfobdarket and InterTrust's DigiBox, smong other implementations, provide a generadived
madel and need propristary architectors to function, Bvery user must have ¢ subaeriptionor

registradion with the party which encoypts the data. Again, a8 a form of general sncryplion, the
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data is sevambled or encryptod without regard to the media snd its formatiing. Frnally, contrad
over sopyrights or other neighboring sights s laft with the implementing pasty, in this cave, IBM,
InterTrust or a sirilar provides.

hethods similar to these “trustes systems” exist, and Cerberns Central Limited and
Liguid Audio, among 8 numbser of companies, offer systems which puy Rusctionaily be thought
of as subsets of IBM and inier‘"ﬁ‘rx;s'{*x more generalized security offerings. Both Cerberus and
Liquid Audio propose propristary player software which is registered 10 the user and “locked™ in
# ey paraiiel o the Jocking of content that is distributed wis woryplographic container. The
soonomie trade-off I this wodel is that psers wre required 10 use pack respertive companies’
proprietary piayer 1o play or otherwiss manipulate content that is downloaded. I, ax is the cuse
presently, minstpsic or other medin 18 not available vin these proprictary players and more
companiex propose novopatible player formats, the proliferation of players will continge,
Crrberus snd Liguid Audio alss by way of extension of their architerturss provide for Ynear-CD
quality”™ ot proprictary compression. This reguirement stems Fom the necessity not o allow
comtent that hue nrar-identical data mede-np 10 an sxisting consumer slectronic standued, in
Cerberus and Liguid Andio's case the so-called Red Book audie U7 standard of 16 hit 44,1 &Mz,
s that comparisons with the proprigtary Hlemay not vield how the player is secured.
Kanowledge of the plaver's filx format renders fts senurity insfiective gy 2 file may be replicated
and played op any common player, not the intended proprietary player of the provider of

previoushy secured and waguely formatiesd content. This is the parallel weakness 1o public key
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grypro-systems which have gotied ssourity if enough plain text and cipher text comparisons
snable a pirate fo determine the user's private key,
Many approaches o digital watermarking leave ditection and devoding contrnl with the

implementing party of the digital watermark, not the creator of the work o be protected. A setof

seeuve digital watermark implementations address thiy fundamental control issue forming the

basis of key-bassd approachss. T%’iﬁ&ﬁ are covered by the following patents and pending
applications, the sutire disclosures of which are hereby incorporated by vefevence: US Palemt No,
5,613, 004 sntitled "Sleganographic Methadand Device™ snd s denvative UR patent spplication
Serial No, §8/775,216, US patent application Serial No. 08/387 944 entitled "Human Assisted

Random Key Generation and Application for Digitel Wintermark Systeny,” UR Patent Application

Sertal Mo, DRER7 04 % enntled M Method for Btega-Cipher Protection of Computsr Code, US

e

satent application Serial No. 08877 435 enmitled “Qptindzativn Methods for the Inzestion,
By

FPeotention, and Detection of Dighal Watermarks in Digitived Date)” and US Patant &pphication

Serial N, 0%/772 233 entitled “Z-Transfom Implemadation of Digital Watermarks™ Public
ey oryplo-zysiems are deseribed inUS Patenta Mo 4,200,770, 4 218582, 4,485,829 and
4,424,414, the entive disclnsures of which are also hereby innneporated by reference,

{n particulay, an impeoved protectonyscheme 13 desoribed iy YMuethoad for Stega-Cipher
Protection of Campatter Code,” US paterg application Serdal Mo, 087387943, Tis technique
uses the key-based insertion of binary executable computer code within a content signal that 18

subseguently, and necessartly, used 1o play or otherwise manipolate the signal inwhich it 8

gncoded, With this systeny, howver, cortain compuiations! requirements; suehy ay one digitad

?
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player per digital copy of content, may be necessitated.  For Instance, a consumer may download
many copies of watermarked content. With thia techeigue, the user would also be downloading
as many copies of the digital plaver prograns. While this form of security moay be desivable Ror
scine applivations, it s not appropriate in many chumsianees.

Finally, even whesn digitel information 15 distriboted in eovoded form, may be desirable
1o allow unauthorized wers o g:sia:_y the information with a digital player, perhaps with a reduced
fevel of quality. Foroxample, 8 popular song may be sncaded and freely distributed in sncoded
form to the public. The public, perbaps using cormmonly available plogein digital players, could
play the encoded comend and hear the music in some degraded form. The music may sound
choppy, o fuzzy or be degraded In some other way. This lets the public decide, based on the
available lower quality version of the song, i they want to prchade a key from the publisher o
decode, of Yolzarup,” the content. Similar approaches could be used 1o distribute blurry piotures
or fow quality video. O sven “degraded™ text, in the sense that enly sithenticated portions of
the text can by determined with the predetermined kevor o validaied digitad signsture Tor the
intended message.

Inview of the forepoing, i can by apprecintsd that a substantial need exists for 2 method
allowing soeoded cortent w be played, with degraded quality, by a plugsin digital player, and

suiving the other problams discussed above,
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The disadvantages of the art are allevimied © & grewt oxtant by a method for vombining
transfer functivns with predesermined key ceeation. In one embodiment, digital information,
including a digital sample and format information, is protected by identifving and encoding &
partion of the format inﬁbm&aiion: Encoded digital information, iluding the digitel sample and
the encoded femat information, is generated o protect the original digital information.

In another smbodinment, a {i§git§§ signal, including digital samples in a file formeat having
an inherent granularity, is protected by cveating 2 predetonmined key, The predetermined key is
vemprised of a transter fusction-based mask setic manipolate data &t the Inherent granularity of
the file format of the underlying digitieed samples,

With these and other advantages and features of the invention that will becowe
hereinafier apparent the nature of the Invention may be more clearly understood by seforence o

the following detmiled description of the invention, the sppended olatms s 1o the seversd

drawings sttached heretn,

BRIEE DESCRIBTION OF THE DBAWINGS

FHG. 1 is a blook flow diagram of a method Sor copy protestion or snthemtionion of

digital information according 1o an smbudiment of the preseat invention,
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DETAILED DESCRIPTION

fa scoordance with an emabodiment of the present Invention, ¢ methad combines transfer
functions with predetermined ey oreation. Increassd security is achisved in the method by
combiniag clements of “public-key steganography™ with cryptographic protocels, which keep
in-transi data secure by ssmmbiiz;g the data seith ke in 2 manner that s not sppavent 1o those
with access 0 the coment o be distributed. Because different forms of randomness sre
combined to offer vobust, distributed security, the present invention sddmsses an architectursl
“gray space” betwesn two tmportant areas of security: digital watermarks, a subset of the more
general ant of steganography, and cryography. One form of randomness exists inthe masksets
that are randomly created wy map watermark data into an otherwise unrelated digiial signal. The
second form ol randomness is the random permutations of data formas wsed with digital players
to manipulate the content with the predetermained keys. These forms san be thooght of as the
tx‘smsfer function versus the mamﬁﬂg functinn inhomnt o digital watkrmarking processes,

According o embodiment of the présent fnvention, 3 predeterminsd, or vandomly

used t seramble digitad information in a way that iy wadike known “digital

74

generated, key i
witermark” techaiques and public key cryplo-sysiems. As used herein, a key is also referred o
as 8 “mask set” whivh Inchudes one oy more random or pseuderrandom series of bits, Prinr e

£reading, 4 mask oan be gonerded by any crypmopraphically scoure random generalicn prooess.

A& Block cipher, such ss a Data Ervcrvption Standard (DES) algorithm, In combination witha

sufficiently random seedvadue, soclyas ong created using & Message Digest 5 (MDS) algorithm,
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emulates a eryptographically securs randont bit generator. The keys are saved ir;‘ a detabase,
along with information matching them o the digital signal, for use in descrambling and
subsequent viewing or playback. Additional {ile format of transfer ;fmpmy information iz
prepared and made available to the encoder, in a bit addressable manver. As well, sy
&mﬁmﬁismimg function can he combinad, such as Digital Signature Standard {E8S] or Secure
Hashy Algovithm (SHAY “

Using the predetermined key comprized of a transfer fanction-hased mask set, the dxta
representing the onginal content is manipulated 21 the inherent granularity of the file format of
the underlying tiig,ﬁﬁ;»:ﬁd samples. Detesd of providing, or otherwise distribnging, wterrnarked
content that is not n{}iiﬁéabi}f sltered, & partially “scrambled” copy of the coment 15 distributed.
The kay iz necessary both to register the stught-after content and to descramnble the contant o
its oviginal form.

The present invention asex methodys disclosed in"Method for Stega-Uipher Protection of
Computer Code,” US Fatent Application Seral o OR/GSR7,943, with respost 19 transter
functions related o the commosn s formats, such as PICT, TIFF, AlFF, WAV, sto.
Additionally, in cases whére the content has not been aliered beyond being encoded with such
funetional data, 11y possible for a digital player to sl play thecontent because the fileformat
had nol beey altorsd. Thuly, the encodesd conten could still be played by & plug-in digiel player
as diserete, digitally sampled signals, watermarked or not. That is, the siructure of the file can
remain basioally wichanged by the satermasking progess, letting comvnen file format based

players work with the scramnbled” content.

i1
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For example, the Caﬁpact Dise-Digital Audio (DDA} format storss audie information
asa series of frames. Each frame containg a number of digital samples representing, Yor
sxample, music, and 2 beader that containg file format information. As shown in FIG. L
acrording to an embodinent of the presemt invention some of the header information can be
identified and “scrambled™ using the predetermined key at steps 140 1300 The music samples
can remain unchanged. Using thi;i technigue, 8 raditional CO-DA player will be ablete play 2
distorted version of the masic in the sample. The amount of distortion will depend on the way,
and exient, that the header, or file format, information has een sorambled. Iowould also be
possible to instesd seramble some of the dightal samples while feaving the besder information
alous, In genewml; the digital signal would be protested by mardpulating dats at the inherent
gramalarity, or Virames,™ of the CDRA il format. To decode the information, u predetermined
key is used before phayving the digital information af stepy 140 and 130,

A key-based decoder can sel a8 s Pplug-inTdigital player of broadast signsl streams
without foreknowisdge of the éncoéed modin stream, - Morenver, the data format oriemtation ig
used 1o partially soramble dat in transit to prevent snsuthorized deserambled acoess by dacoders
that lack euthorized keys. A distributed key can by osed 0 unserambie the sorambled contemt
hecanse » decoder would paderstand how to PrOCEss the key. Siolar 0 oncthe-fly degryption
sperations, the benefits inherent in this embodiment include the fact that the combination of
walermurked coment seongity, which is Key-hased, and the deserambling ofthe data, can be
perinrmed by the same key which can be o plurality of mask sets. Ths mask sets may Inchude

primary, convehation and message delingdter masks with file format data included,
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The creation of an optimized “envelope™ for insertion of watermarks provides the basis of
muuch watermark security, but is also & complementary goal of the present invertion. The
predetermined o random key that is generated is not enly an essential map to access the hidden
information sigosl, but iz also the descrambler of the previously scrambled signal's format for
playback or viewing.

o ® systom requiving i»:e.fe; for watermarking contont aud validating the distribution of the
contens, iffereny kevs may be used 0 encode different information while zecure oue way hash
functicus or one-time pads may be inmrﬁm‘atﬁd to secure the embedded signal. The same keys
san be ussd 1o later validate the embedded digital signature, or even fully decpde the digital
watermark i desired. Publishers car easily stipolate that content not only be dightally
watermarked but that distributors raust cheek the validity of the watermarks by perfosming
digital signitwe.chenks with Reys tha ek any other functionality. The systom can extend ©
simple mughentication of toxt in other embodiments.

Refore aach a market is econornically feasible, there are other methods dor deploving
key-based wassrnarking coupled with transter funciions to partially scramble the coment 1o be
dinteibated without performing full publc kay encryption, La, 8 key pair s not necessaniy
genenatad, simply, 8 predetermined key's funetion is created to re-map the datz of the comeng file
in 2 lossiess process. Moreover, the serambling performeed by the present invention may be more
dependent on the file in question, Dissimilarly, encryption is mot speeific to any pariculsr media
but i performed on dwta. The file format remaing unchanged, rendering the file useable by any

corvirtional viewer/player, bt the signal quality can be intertionally degraded in the shsence of

Fag

el
$u2
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the proper player and key, Public-key encryplion sesks to complerely obscure the sensitive
“plintea” to prevem comparisons with the “ciphertext”™ 1o determing a user's private kays,
Centralized encrypiion oaly differs in the utilization of a single key for both encryption and
decryption making the key sven more highly vulnerable to agtacks to defiat the encryption
provess, With the present revertion, & highly sought after photograph may be hazy 1o the viewer
using any rmber of commenly a;faiiabie, nmm@#ﬁr'eﬁ&r}' software or hardwase, withont the |
authorized Rey. Sinularly, 2 conunercially valoable song may sound poar.

Thie benafif of some form of oryplography is not jost In the preseat inventioe, In fict,
spmg piracy van be deterred wher the targst signalmay be known butis olearly being protested
through scrambling. What 15 not anticipsied by keown tochnigues, 15 an sla sarte mathod ©
change various asperts of file Romatting 1 enabile various “sorambded states™ for content to be
subaeguernitly distributed. An imagemay lack al red pixels or may not have any of the most
significant bitsactivated. An audio sample Can strdlarly be serambiled to render it
lesg-then-comunereially viable,

The ;ﬁmsmﬁ myention also provides improvemants over known network-based methods,
such a8 those used fue the strearning of media dats over the Internet. By manipulating file
formats, the broadoast media, which hag been alteved o ™I within slesiroric distritugtion
paransters, such a8 bandwidth avallability and erroy correction considerations, can be more

effectively utilized 1o restrict the subsequent use of the content while in ransi as weil as

reab-time viewing or playing.
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The nrask set providing the transfer function can be read on & per-use basis by ksuing an
suthorized or anthenticating “key™ for deserambling the sipnal that is apparsnt o a viewer ora
player or posseasur of the suthentivating key. The muk set can be read tn & per-computer basis
by issuing the autherized key that iz more geoeralized for the computer that reoetves the

it broudeast signals. Metering and subscription models become visble advantages over known
digital watermark systems which d‘v‘s‘%’i in designating the ownership of a copy of Bigitized media
content, but do not prevent or resivict the copying or manipniation of the sarapled signal in
gquastion. For broadeast or sircamed media, this is capecially the case, Message suthentivaton is
giso passibde, though oot puamntesing the same seawrity a5 an encrypiad file sy with generad
1 Lryph systoms,

The present invention thus benefits from the proprietary player model without melying on
propristery players. No new players will be necessary and existing multimedia file formats can
be altered to exact & measure of security whish Is fusther tnvreased when soupled with dighal
watermarks, As with most consumer markets for medis vontent, predominant file formats exis,

i3 di facto, and corresponding formats for compinters likewise exist. For a comuergial compagt
dize guahity sudio rmoording, ov 16 bit 44,1 Kz, comresponding Te formats Snctudsr Auidio
Interchange File Format {AIFF), Microseft WAV, Sound Degigner I, Sun's .ay, Apple's
Quicktime, ete. For 38H tmage media, formats are similarly shundsey; TIFF, RICT, JPRG, OIF,
ete. Reguiring the wee of additional propristary plavery, and their complementary file Tormats, !
2 Yor Himited benelils In security s wasteful, Maovepver, almost sl stanputers today arg

multimedia-capable, and this s inereasingly so with the popolarity of Intel's MMX chip

X
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rehitesture angd the PoweePC line of mivrochips. Beeause file Rrmatting is fundamental in the
playback of the underlying data, the predetermined key can act both as 3 map, for information 1o
b gnpoded ag watsrmark dota regarding ownership, and 8 deserambler of the Tile thee bas been
distributed, Limitations will only exist irs how large the key must be z’mmﬁm&:ﬁ for a given
spphivation, but any manipulation of file format information s not likely Yo excend the size of
data regquired versus that foran s’:s‘;iim propristary player.

Aswith previpgs discloswres by the inventor on digiab watermarking sechnidguey, the
present inventivn may be implemented with o vavigty'of cry;%mgmph&c protocols 1o indredse hoth
confidence ard security inthe undedving system. & predetermined Key is described sz a set of
mashs, These masks may includy privary, convolution and messugs delimidter vk, In
previons disclosores, the Rinctionality of these masks is defined solely for mapping. The preset
fnvention includes a mask set which is alse controlled by the distributing party of a copy of s
givomymedia signal, This mash set s 8 teansier finction which is Hmited only by the parameters
of the file format in question. To increass the unigueness wr serunity of sach key uwsad to
seramble # given media Sle copy, 2 seeure one way hash function can be used subsequent to
transfer properties that are initiated to prevent the forging of a particular key. Public and private
keys may be used as key pairs to further increase the unlikeliness thet a key raay be
compronyed,

These same cryptographic protocols ean be cominned with the embaodiments of the
prosent wvegrdion in administering streaned content that requires authorised keys to worreaily

display or play the stroamed contert in an unsorambled manner. A3 with digital walermarking,
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synunelric or asymmetric public key pairs may be used i a veriety of implementations,
Addidonally, the need for certification authonties (o maintain authentic key-pairs bevomes a
consideration for greater security beyornd symmetric hey implamentations. The eryptographic
protovols makes possible, a5 well, o message of text & be suthentionted by » messags
authenticating function in g general computing device that is able to ansurs seonre message
exchanges between awthorizing ;)3:’{;%

Although various embodiments are specifically Hiustrmed snd desertbed hesein, it will be
appreciated that modifications and varistions of the pressnt invention are coversd by the abuve

texchings and within the proview of the appendad claims without departing from the apinit and

mtercded seops of the invention.

s
weud
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Whatisshaimed is:

1. A method for copy protection of digital information, the digital information inclading
a digital sample and format information, comprising the steps ofd

wdentifving o portion of the fumat information o be seoded;

generating encoded ﬁ?rma;' information from the identified pontion of the format
nformation; and

gsmerating encoded dightal information, including the digital sample and the encoded

format information.

2. The method of elaim i, further comprising the step of rogquiring 2 pradetermined key

1o decode the sucoded formas information.

3. The muethod of plaim 2, whersin the digital sample and Yormat infonmation aee
configured 1o be used with a digital player, and whereln indirmation cutput from the dightal
player vill have a degraded quality wnless the encoded format information is decoded with the

peedetermined ey
4. The method of claie 3, wherein the information cutpus From the digital player

represents 8 atill image, sodio or video,

ig
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&, The method of claim 3, whersinthe information outps represents text dauda to be

authentivated.

6. A method for protecting » digital sigoal, the digital signal incloding dightal samples in
a file format having an inherent gramlarity, compriaing the steprofl

creating a predeiermined key comprised of & gransfer furction-based mask set to

vaipuiate datea the inbevent grannianity of the §le format of the wnderlying digitized samples,

7. The msthod of claim 6, wherein the digitsd signal spassents a contivusas anslog

waveform.

8. The-method of claim 8, wherein the predetermined key comprises » plucality of mask

Se4s.
9. The method of eladm &, wherein the digital signal {s a message 0 be authentivated,

W The method of claim 6, whergin 1he roask set is<iphered By a key pair comprising @

paihlic key and o private key.
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1§, The method of claim &, futhey comprising the step of
using a digital watermarking technique ©© sawede information that identifies ewnership,

use, of other information abont the digital signal, imto the digital signal,

12, The method of claim 6§, wherein the digial signal represonts & still tmage, audio or

vigdeo.

{3, The method of claim &, further comprising the steps off
selecting the mask set, inchiding 08¢ or nwre matks Having mndom or pseudn-random
series of bits; and

validating 1he mask set ot the stavt of the wraenafer function-based mask set

4, The method of claing 13, wherein said slep of validating comprises the step off
compating a hash valus computed & the start of the transfer function-based mask setwith

adetermined transfer function of the hash value.

15, The method of cisim 6, further comprising the sieps of
selecting the mask set, inclnding one or more masks having random or preudo-mandom

eries of bits; and

14

authenticating the Hask set by comparing 8 hisivalue computed @t the'mtart of the

wanger fanotism-based mask set with a determined transfer fanction of the hash valus,
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16, The method of claim 13, wherein said step of validating comprises the step of

comparing a digital signaturs at the start of the transfer functive-based mask sot with a
deternsined ransfer fanction of the digital signature.

17. The method of claim & further comprising the steps o

sulecting the mask set, inchading ong ov mors masks having madom or pssugdo-candom
sevizas of bity; and

suthertivating the mask set by comparing o digitel signature at the start of the transfer

functivr-based mask set with a determined transfer funetion of the digital signature.

18, The mothed of clatm 13, further compnising the step of
using o digital waterraarking technigue 1o embed informstion that idemifies ownership,
wse, oy other infnrmation abow the digitt signal, indo the digual signal; and

wherein smid step of validating is dependent on validation of they embedded information.

1% The method of claim 6, further comprising the slep of
sompating & seours ons way hash function of carriter signal data i the digital signal,
wherein the hash fimction is insensitive 0 changes tmroduced imo the carrier signal for the

purpose of carrying the transfer function-based mask set.
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20, A methad for protecting » dighal signal, the digital signad inchuding digits] savnples
iy a file format having an inherent granularnity, comprising the steps of

cresting & predetermined key comprised of  transfer function-based mask sef that can
manipulate duta at the inherent granulanity of the file format of the underlying digitized samples;

authentisating the ?S‘:fiiiﬁf@m?in{‘:ﬁ key containing the correst teanafer fumtmnwm&aé mask
set during playback of the data; a;sé

metering the playvback of the data to montior comlent

21, The mothod of elatm 20, wherein the predetermined key I8 authenticated to

s

authenticate message nfoemation
22, A method w prepare for the sorambling of a sample streans of data, comprising the

generating a plurality of mask setx 10 be wsed fir encoding, including & randons peimary
wrask, & mandom convelotion mask and 8 rendorm start of message delimbiarg

shizining & transfer function 1 be implementad;

generating amessage Wit stream o be encoded;

loading the messags bit strearn, 8 xega-cipher mgp truth table, the primary musk, the

sunvolution mask and the start of message delimiter int snemory;

ik
$ud
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initialixing the state of & privary mask imdex, a convolutinn mask index, and & message

it tndex; and

setting a message size squal o the otal number of bity in the message Bit stream.

23, A method to prepare for the sncoding of stega-cipher Information into g swaple
strearn of data, comprising the sm;as of:

generating a mask sot o beused R encoding, the set inchuding & random privaary mask,
a random convolstion mask, aod @ randeny stastof messape delimiter

aliaining 8 message b eﬁéeded;

compressing and encrypting the messags if dosiveds

generating & messags bit Mreant to be encoded;

fomding the mas&agﬂ‘ bit strearn, & sizga-cipher map trath table, the primary mask, the
convoltion mask and the start of mensage delimiter into mamony

smtalizing the state of a primary mask index, #-convelution mask index, and & messags
Bt e and

seiing the message Size sgual to the total nuober of it i the message biv gissam,

24, The method of claim 23 wherain the ssonple stresn of data hay a plurality of
winkdows, further comprising the seps off

valculsting sverwhich windows in thesanple strearn the message will be encoded;

pug
L4
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computing & secnre ong way hash function of the Information {n the saloulnted windows,

s

he baxh function geoerating haebh values Insensitive to changes fn the sampdes vduced by &
stega-cipher angd

encoding the computed hash values in an encoded streae of data

23: The nwthod of claim ;3, wherein said step of selecting comprises thesteps oft

collecting a series of randeorn bits derived from kevboard Instency intervals in mandom
typing:

provessing the initial serivs of randon bt throogh an MDS algorithmg

gsing the reaults of the MI¥ processing o seed a triple-DER enoryption loap;

cyeling through the triple-DES encryption loop, extracting the least significant bit of each
result after cach oveley and

concatenating the tiphe-DES ootput bity 1o the random sevies of bits,

26 & nusthend for copy protection of digital mformation, the digital information
including a digitad sample and format information, comprising the steps oft

emifying a portiog of the digital snmple to be enpodsd;

grueraling an ancoded digital sample from the identified portion of the dighal sample;
and

peasrating encoded digBial infrrmation, inchading the encoded digital sax%zpi& avgd the

format information,

e
S
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27, The method of cladm 26, Rurther comprisiig the step of requiring a predetenmingd

key o decode the encoded digital sample.

28, Themethod of claim 27, whersin the digital sample and format information ase
configured to be used with a digital plaver, and whereln information output from the digieal
player will have a degraded quality unless the encoded digital sample is decoded with the

predetermined key.

5. The method of claim 27, wherein information output will have non suthentic

message data unless the snwode digital semple is decoded with the predetermined key.

3
ESTY
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ABSTRACT OF THE DISCLOSURE

& method for combining tansfer functions with predetermined key creation. In one
smbodiment, digital information, including 2 digital sample and format information, s protected
by idemtifying and encoding a gmgiim) of the format information. Encoded dightal infemation,
inchuding the digital ssmple and the encoded format information, Iy generated 1o protect the
arigival tigital information, In another embodimeny, » digital sigasl, inckuding x:iigité sarnpes in
g fie formt having an inherent granulanity, is protected by croating a produtenminsd ke, The
predetermingd key 13 comprised of 2 transfer function-based mask set to manipulate dats at the

inthersnt geanudanity of the file format of the nnderdying digitized samples.
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DATA PROTECTION METHOD AND DEVICE
CROSS-REFERENCE TO RELATED APPLICATIONS

{0001} Thus applicetion iz a divisional of ULS, Patent Application Serial No. 1H6Q2,777 which.
is a contivuation application of U8, Patent Application Serial No. DW048,627 (which
issued July 22, 2003, as U8 Patent No. 6,588,167), which 15 8 continuation-tsepart of
115, Patent Application Serial No. 08/587 943, fled Jaw, 17, 1996, {which issuad April
28, 1998, a:s!‘% Patent Mo, 5,743,943} The entire disclosure of LS. Patent Application
Mo, 09/046,627 (which tssucd July 22, 2003, as US. Patot Neo 6,598,162} and 115
Patent Application Serial No, 08/387.843, filed Jan. 17, 1998, {which ssued April 28,
1998, as 118, Patent No. 3,745,943} we hereby ncorporated by reference in their

sntiretics,
FIFLD OF THE INVENTION

{3002] The fovention relates 1o the protection of digital information. More particalarly, the

invention refales o 8 reothod snd device for data profestion.

{0031 With the advent of computer networks and digital moliimedia, protection of intellectnal
property has become a prime concern for crestors and publishers of digitized copies of
copyrightable works, such as nusical recordings, movies, video pames, and computsr.
software, Gng meﬁébd of protecting copyrights in the dightal domain is {0 use “digial

watermarks.

fO004] The prier axt includes copy protection systenms attempted st many stapes i the
development of the softwars industry. These may be various mothods by which @
software enginesr can write the software in a clever manper to determine i 1t has been
copied, and if so © degotivate iself Ao invluded are undocumented changes w© the
storage format of the content. Copy protoction was penerally abandoned by the software
trdustry, dnee pirates were generally jost as clever as the software engineers and Hgured
oul ways o modily the softvare and deactivate the protection. The cost of developing
such profection was not justified considering the level of plracy which scowrred despite

the copyy protection
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OG0T Other methods for protoction of computer seftware include the requirement of enlering
certain mumnbers or facts that may be inchuded in o packaged soltware’s manual, when
prompted 8t start-up. These may be overcome if coples of the manual are distribuled to
untndended usors, or by paiching the code to bypass these measures, Other mwthads
include reguiving & user fo contast the sefiware vendor and lo receive “kKeys" for
snlocking software after registration aftached to some payvment scheme, such as oredit
card suthorization. Further methods include network-tased searches of 3 user's havd drive
and comparisons between what is registered to that user and what 15 sctually instalied on
the user's general computing device. Other proposals, by such parties a8 AT&Ts Bell
Laboratories, use "kerning" or acivsl distance in pively, iIn the vendering of fext
documents, tather than 2 varied number of ASCIH characters. However, this approach can
offenn be defested by graphics processing analogous to sound rocessing, which
randomizes that information. All of these methods reguire. oudside determination and

verification of the validity of the software Hoonse,

{0006] Digital watermarks can be used to mark each individual copy of a digitized work with
mformation identifying the title, copyright holder, and vven the Heonsed owmer of a
particular copy. When marked with Heensing and cwnership Information, responsibility &
created for individual coples where before there was none. Computer application
programs can be waltermarked by watermarking digisl content resowrces wsed in
conjuncticn with images or sudio data. Digital watsrmarks can be sncoded with random
or psewdo random kevs, which act ay secret maps for locating the watermarks. These keys
make ¥t impossible for a party to find the waternark without having the key. In addition,
the encoding method can be enhanced to force 8 pasty to cause damage 1o 8 watermarked
data stream when irying {o erase 8 random-key watermnark, Other Information is disclosed
i "Technology: Digital Commeree”, Dendse Cargse, New York Times, Aug. 7, 19885
and "Copyrighting in the Information Age", Harkey Ungar, ONLINE MARKETPLACE,

Reptomber 1993, Jupiter Commupicstions.

0007} Additonally, other methods for hiding information dgmals in content signals, are
dizclosed n LS, Pat Neoo 5319.735-Prouss ef al and UK Pat No. 5378345
Greenberg.

{D0O8] 1t s desiralile 1o wae & "stepa-cipher” or watermarking process o hide the nocessary parts

Attachment 15 Page 4 of 104

DISH-Blue Spike-602
Exhibit 1005, Page 0388



or resourees of the sxecutable olject code iIn the éiigi‘ii:ﬁeii sample rescarees: It is slse
desivable to further muedify the underlying structure of an excoutable computer
application such that it is owore rosistant to attenpts at patching and analvsis by memory
captare, A computer application seeks to provide a wer with cerlain wtilities or touls, that
is, wers interaet with @ computer or similar devive (o sscomplish vasious tasks and
applications provide the relevant interface. Thus, g loval of suthcatication can also be
introduced into software, or "digital products,” that include digital content, such as audio,
video, piohires or wmultimedia, with digital watermarks. Security is maximized because
prastng this code watermark without 2 key resalts in the destruction of one or more
pssential paris of the underlying spplication, rendeving the "program® useless to the
unintended wser who lacks the appropriate key. Further, if the key i3 Hoked fo 8 Hoense
eode by meanss of 8 mathomatical function, & mechaniym for identifying the Hoensed

owner of an applicadion s crented.

{O009] It i alse destrable to randomdy recrganize program memory struchure infermitiently
during prograns ran e, 1o provent affompls &t memory capture or oljert code spalysis
aimed at climinating Ueonsing or ownership information, or otherwise modifying, In an

unintended mannes, the functioning of the application.

{DOIGY In this way, atlempts o capture memory 1 determing underdying functionality or provide
a “patch” to facilitate voauthorized uwse of the “application,” or compuler program,
without destroving the functivnality aed thus useldness of & copyrightable computer

program can be pade difffoult or snpossible.

{00111 1t is thus the goal of the present fnvention 1o provide a higher level of copyripht security
o ohbiect code o per with moethods desoribed in dipite]l watermarking systems. foy
digitized media content such as pichurss, sadio, video and smltimedia condent fn is
multifaricus forms, as desoribed in previous disclosures, "Seganographic Method and
Dievice” Ser. Moo 0BME VL, filed Jund 7, 1895, nmow UR Py Na, 5,613,004, and
“Human Assisted Random Kev Generation and Application for Digital Watsrmark
System”, Sor. Mo, 08/587.944, filed on Jan. 17, 1994, the discloswre of which is herelwy

incorporated by reference.
JOOI2Y 1 s » Durther gost of the present invention to establish metheds of copyright protection
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that can be combined with sush schemies gs soflware metering, notwork distribudion of
conde and sprotalized protection of software that s dosigned to work over a network, such
as that propesed by Sun Microsystoms in their Hotlavs browser and lave programuming
language, wyd manipulation of applivation code in proposed distribution of documenis
that can be exchanged with rosowrces o the Jook and feel of the document being
preseeved over @ network. Soch systems are currently boing offered by componies
including Adobe, with their Acrobat sefiware. This lotter goal i3 sccomplished primarily
by means of the watermarking of font, or typefage, resources included in applications or
dovurments, which determine how g bitmap representation of the document is ultimately

drawn on 8 presentation device,

{00131 The present investion Includes an application of the technology of “digital watermarks ™
As desoribed fn previous disclosures, "Steganographic Method and Deviee” and "Human
Assisted Bandom Key Gencration and Application for Digital Watermark System,”
watermaks are particularly suitable o the identification, wetering, distributing and
authenliealing digitized content such as pictures, audie, video and derfvatives thereof
under the description of “muliimedia content™ Mothads bhave been desartbed fw
combining both eryptographic methods, and stegancgraphy, or hiding something in plain
view. Discussions of these technologies can be found i Applied Cryptography by Brage
Schneter and The Code Breakers by David Kabn, For more information on prior ast
public-key crvplosysioms soe LS, Pat No. 4,200,770 §3if§¢«§-ﬁ§ﬁiim§n, LS. Par. No.
S 218,587 Hellman, 118 Pat Mo, 4405829 RS4A, US, Pat No, 4424414 Hellooan
Pohlig, Computer code, or machine languags lnstructions, which are not digitized and
have were tolerance for error, must be protocted by derivative or altermative methods,
such as those disclosed in this invention, which focuses on walermarking with “keys®
derived from license codes or other vwnership dentitication information, and using the
watermnacks encoded with such kevs 1o hide an essontial subset of the application code

FEROULES,
BACKGROUND OF THE INVENTION

0014} Increasingly, cormmercially valuable information is belag created and stored in "digial®
form. Feor gxample, musie, pholographs and video can all be stored and trassmitted a5 a

series of numbers, such a3 1y and ¥'s. Digial techedgues fet the original information be
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recreated 0 8 very accurats manner. Undorunately, digital techadgues also ot the

information be easily copied without the information owner's pormission.

[O015] Beocsuse unauthorized copying i clearly o dicintentive to the digial disteibution of
valughle jnfermation, # is tmporiay © establish responsibility for coples and dertvative
copies of such works. For example, 1 voch authorized digital copy of a popular song i
identified with & wnigue number, any unauthorized copy of the song wonld slse contain
the number, This would allow the owner of the lnformation, such as a song pubdisher, o
investigate who made the nnasthorized copy. Unfortunately, 18 i possible that the unigue
wovaber could be orased or altered 11 ks sivaply tacked on at the beginning or end of the

digital information,

{00161 As will be desoribed, kaown dighta! “watermark™ techniques give creators and publishers
of digitized multimedia content localized, secured identification and authentication of
that content. In conaidering the various forms of multimedia content, such 8y "master
sterse, National Television Standards Conundttee (NTRC)Y video, sudic tape or compant
sdise, tolerance of guality will vary with individuals and affect the underlying conumersial
and acsthetie value of the content. For example, if a digited version of g popular song
sounds distorted, 1t will be lesy valuable to users, Tt is therefore desirable o embed
copyright, ownership or purchaser information, or some combination of these and related
data, into the content in a2 way that will damage the content if the watermark s removed

withowt sghordzation.

{00171 To gchieve these goals, digitel watermark systoms insert ownership information in & way
that causes Hittle or no noticeable offects, or Martifacts,” in the underlving content signal.
For example, i a digital watermark i3 inserted into 8 digitel version of & song, s
unportant that 3 listensr not be bothered by the slight changes intreduced by the
watermark, 1t is also froportant for the waterondk foehnigue o maximize the encoding
fevel and "location seasitivity” in the sigoal to forve damage © the content sgnal when
removal is attempted. Digital watermarks address sany of these concerns, and research

in the Held has provided extromely robust and seoure raplemssdations.

{O018] What has been owverlonked in many apolications desoribed in the art, however, are

systeras which closely mimie distribution of content as it occurs in the real workd, For
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nstance, reany wafermarking systems reguive the original un-watermarksd content signal
o enable detection or decode operations. These include highly publicized efforis by
NEC, Dighmare and others. Such techniques are problematic because, in the real world,
original master copies reside i 2 vights holders vaults and are not eadily available to the

public,

{00191 With much activity pverly focused on watermark survivability, the security of a digiial
watermark is suspect. Any simple linear operation for encoding information into a signal
may be used 1o erase the embedded signal by tnverting the process, This is not g diffieult
task, especially when detection software is a plug-in freely available to the publie, suehas
with Dgimare. In goneral, these systams seek to cmbed oryptographic information, ot

cryplographically embed information e fargel media conteng,

{00207 Qther methods embed ownership information that is plainly visible in the media signal,
such a3 the method described in ULS, Pat. No, 5,538,739 to Braudaway et gl The system
described in Braudaway proteuts a digitized mage by sncoding a visible watermark to
defer pravy. Buch an implomentation oreates g innnediste weakness iIn securing the
embedded information because the watsrmuark is plainly visible, Thus, no seacch for the
embedded signal is neosssary and the watermark can be reore easily remmved or altered.
For example, while cortaindy useful to some rights owners, simply placing the symbol
Y i the digial nformation wounld only provide Hmiied protectivn. Remwval by
adiusting the brighiness of the pixels forming the "€ would not be difficult with respect

1 the computational resources required.

{0421 Other relevant prive art includes U8 Pat No, 43792310 and 5,073,525 1o Nagata et a,,
which encodes information by modulating an audio signs] in the amplitade/time domain,
The modulations wroduced in the Nagata process carry 2 "copy/don't copy™ message,
which is eastly found snd cirowmvented by one skilled in the art. The granudarity of
encoding is fixed by the amplitede and frequency modulation Bmibs reguired {0 mainiain
inaudibility. These lmils ave relatively low, maling it impractical © encods mars

information using the Nagata provess,

{00221 Although ULE Bat, Noo 5,681,018 fo Loighion describes 8 means 1o provent collusion

attacks in digital watermarks, the disclosed method may oot sctually provide the seourity
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desoribed, For-exanple, in cases where the watermarking technique 5 linewr, the
“insertion savelope” or "watormarking space” i well-defined and thus susceptible to
attacks lese sophisticated than collusion by unauthorized parties. Over-encoding at the
watermarking encoding lovel 1s bl one simple atlack in sueh livewr tmplonemationis
Another comideration not made by Leighion is that conmercially-valuable content may
already wxist g wewnterpneked form somewhere, casily accessible to potential pirates,
gutting the need for any type of collusive sctivity. Dightally signing the embedded signal
with preprocessing of watermark dits i more likely to provent successfid collusion,
Farthermiore, 8 "baseling” wntermark as disclosed i8 quite sublective. I is stmply
described slsewhere in the vt as the “pevceptually significant™ regions of 2 signal,
Making » watormasking fiection less linear or lnverting the ineertion of waltermarks
would seem to provide the same benefit without the additional work reguired to Srogte a
"baseling” wetermark, Indeed, walermarking algorithms should already be capable of
defining a target nsertion envelope or region without additional steps. What is evident i3
the Leighton patent doss not allow for initial provention of attacks on wn erabedded

watermark as the content is visibly or audibly anchanged.

{00231 It s also important that any method for providing security also function with broadeasting
media over networks such as the Tndernet, which iv alse referred 1o @ “stesaming”
Copmercial “plog-in®  prodocty sueh 8y ReslAondio snd RealVideo, as wall as
applications by vendors VDONst and Xuenw, are common i such nefwork
svironments, Most digital watermark implemontations foous on common file base
signals and fail o antivipate the seourity of strommed signals. It Is desiralde that any
protection scheme be able to function with g plug-in player withowt advanced knowladge

of the encoded media stream,

024 Other techndogies focus selely on file-based seourity. These technplogies Hlusrate the
varving applicetions for secwrity that must be evahsated for different medis and
distribution envivonments. Use of orypiolopes or oryplographic containers, 8s proposed
by IBM in s Cryptolope prodoct, and Imar‘i‘rést, as Jdeseribed I US, Pat. Nes.
4,827 508, 4,877,504, 5,030,213 and 5,416,398, may discourage cerlain forms of pisacy.
Cryptographic contatners, however, mquire & user o subscribe o partioudar decryption
seftware © decrypt data. IRM's InfoMarket and InterTruets DigiBox, sraong other

implementationy, povide a goneralived model and need proprietary srehitecture
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function. Every user mugt have a subscription or sopistration with the pacty which
encrypts the data. Apwnin, a3 8 form of general encryption, the dala iy scrambled or
encrypted without regard o the media and its formatting, Finally, control over copyrights
pr other neighboring rights is left with the implementing party, in this case, IBM,

InterTrost or ¢ similar provider.

(00251 Muothads stmilar to these “irusted systeme” exist, and Corberus Central Limited and
Ligaid Audic, among & sumber of companies, offer systerns which may fusctionally be
thought of a5 subsets of IBM and InterTrust’s more poneralived seourity offerings. Both
Cerberus and Liguid Audio propose proprictary player software which s registored to the
user and “locked” in a manmer paraliel o the locking of contem that s disteilnged via a
Sryprographic contatner, The coononde trade-off in this mede] i that users are required (o
use each respestive companies’ propristary player o play or pihorwise manipulate content
that is dowrdoadad, If, as is the case presenthy, most musio or other media is not avatlable
viz these proprietary players and more companies propose nom-compatible player
formats, the proliferation of players will continue. Cerberos and Liguid Audio also by
way of extension of their architecturss provide for "oearUI¥ guality™ but propristary
compression. This roguiremend stoms from the pocessiiy net o allow content that bas
near-identical data make-up o an existing consumer electronde standard, in Corberus and
Liguid Audio’s case the sowcalled Red Book sudic CI¥ standard of 18 bit 4.1 ke, so
that comparisons with the proprictary file may net yvield how the player 13 scoured,
Knowledge of the plaver’s fle format renders Hy sonwily ineffoctive as 2 file may be
rephicated and played on any common player, not the intended proprietary player of the
provider of previcously secured amd wiquely fomatted content. This ix the paraliel
weakaess to public key srypto-systoms which have gutted security if enough plain text

and cipher text comparisons enable a pirate 1o determine the user's private key.

HO03s] Many approaches 1o digiel watermarking leave detertion and decoding control with the
implementing party of the digital watermagk, not the creator of the work to be protected,
A st of seawrs digited watermark bnplementations address this fundamental contro! issug
forming the basis of key-based spproaches. These are voverad by the following patents
and pending applications, the entive disclosures of which are hereby incorporated by
referencer LLS, Pat. Np. 5,613, 004 entitled "Steganographic Method and Device” and #s

derivative LLE. patent application Ser. No, 08/775,216 {which issued November 11, 1887,
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as LS, Patent Moo 5687238} LS patent application Ser. Moo 08587944 entitled
"Hursan Assisted Random Koy Generation and Application for Digltal Watsrnaek
Systont(which ixsued Qotober 13, 1HRR, & U8, Palend Mo, 3822432}, U8, patent
application Ser, Moo OB/SBTH4I entitled "Method for Slega-Cipber Protestion of
Computer Code(which fssued Apetl 28, 1998, ax ULS, Porent Moo 5,748,565, US
patent application Ser. No. 08477435 entitled "Optimiration Methods for the Insertion,
Protection, and Detection of Digital Watermarks 1o Digitized Datg"(which issued March
30, 1999, g5 U.S. Patent No. S 889,888 and UK. patent application Sex. Mo, 08772,232
stitled "Z-Transform Implementation of Digital Watermarks"{which issued June 20,
2000, gy UK, Patent No. 80786584, Public koy cryplo-systenss are desoribed 1a US. Rat,
No, 4200770, 4,218,583, 4. 405,828 and 4424 414, the sntive disclosures of which are

also hereby incorposated by referonee.

{00277 In particular, an improved protection scheme is deseribed in "Method for Stega-Cipher
Froteetion of Computer Code [ ULS, patent application Ser, No, 08/587 543 {which sssued
Aprll 28, 1998, as U8 Patent No. 5,748,569 This technigue uses the key-based
insertion of bosry executable computer code within a content signal that is subseguently,
and necessarily, used to play or otherwise manipulate the signad In which #t is encoded.
With this system, however, cortain computational requirerents, such @s one digital plaver
per digital copy of content, may be necessttated. For lostance, 1 consumer may download
many voptes of wotcrmarked content. With this toohnigue, the wer would also be
downloading a8 srany copies of the digite] player program. While this form of seourity

may he desirable for some applications, # is not appropriste in many cirauastances,

{00281 Finally, even when digital information is distributed in encoded form, 8 may be desizable
o allow unauthorized wers o play the information with o digital player, perhaps with a
reduced level of guslity, For example, # popular song may be encoded and Freely
distribuied i eneoded form 0 the pubdlic. The public, perhaps using commonly available
plug-in digital players, could play the encoded content and hear the music in some
degraded form. The music may-sound choppy, or fusey or be degmaded in some ather
way. This lets the public decide, based on the available lower quality version of the song,
if they want to purchase s key from the publisher o decode, or “clean-up,” the condent.
Similar approaches could be used o distribote blurry piutares or low gueBity video. Or

even “degraded” texd, in the sense that only authenticated portions of the toxt can be
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dotermined with the predetermined key or g validated Jigtial signeture for the intended

MOSNARE.

F00291 In view of the forsgoing, It can be gppreciated that o substantis! need exisig for a methed
allowing eucoded content {o be plaved, with degraded guality, by a plug-in digital player,

and solving the other problerms discussed above,
SUMMARY OF THE INVENTION

{00301 The disadvantages of the ot ave slleviated to a great extent by o method for vombining
transfor functions with predetermiined key creation. In one ombodiment, digital
information, including a digital sample and format inforoation, 1S profected by
identifying and encoding 3 portion of the forma information. Escoded digital
information, including the dighal sample and the oncoded format information, s

gonerated fo protect the original digital Information.

f0031] In another smbodiment, ¢ digital signal, including digital ssmples in g Ble format having
an inherent granularity, is protected by creating a predetermined key, The predetermined
koy s comprised of a transfer Buwtion-based mask sef o manipulate dats at the inherent

sramularity of the fle format of the underlying digitized samples.

§O032] H s thus » goal of the present invention, to provide a level of security for execntable code
on similar grownmds sz that which can be provided for digitized samples. Farthermore, the
present nvention differs frony the prior art in that it does not atterpt 10 stop copying, bt
rathey, deformines rosponsibility for @ copy by ensuring that Heensing information must
be prosorved in descendant coples from an original, Withot the correct Hoense

information, the copy cannot Runction.

{O033] Ao tmprovement over the art is disclosed in the present invention, in that the softwars
stantf is a set of commands, compiled by software enginser, which can be configured in
such R manne &s 0 e widerlying functionality © the license or authorization of the copy
it possession by the user. Without such verification, the fimctions sought oud by the user
in the form of software vease to propeely work, Atlempts o tamper oy "patch” substitate
code resources can be made highly difficult by randomising the location of sald resoimoes

i memery on an inlermittont basis o resist most attacks at dissbling the systen.
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[O034] With these and other sdvandages and festures of the investion that will beconw
hereinafler apparent, the nature of the tavention nwy be more olearly undersiond by
reference to the following detsiled desoription of the invention, the appended claims and

1 the several deawings sttached herein,
BRIEF DESCRIPTION OF THE DRAWINGS

{00351 FIG. 1 iy & block flow diagram of 2 method for copy protection or suthentivation of

digital information according 1o an srsbodinmes of the preset tnvention,
DBETAILED DESCRIPTION

{0036} ia accordarse with an embodiment of the presend Ivention, 8 method sombines transfer
fanctions with predetormined key creation. Increased security is achieved i the methad
by combining clements of “publiv-key steganography” with tryptographie protocols,
which keep in-transtt data scoure by soravabling the date with "keys" iy & manner that is
not apparent o those with access to the confent 1o be distributed, Beoause different forns
of randomness are combined to offer robust, distributed seourity, the prosont wmveniion
addrosses an architoeteal “gray space” betwoen bwo imporiant sreas of security: digital
watermarks, 2 subset of the more general art of steganogeaphy, and cryplography. One
form of randomnéss exisls in the mask sois thal are randomly crested 1o map watermark
data inle an otherwise unrelated digital signal. The second form of randompess is the
random pormutations of data formats used with digital players to manipulate the contet
with the g:»réeieigmimd kevs. These forms can be thonght of ay the ansfer Rmction

versus the mapping function inherent o digital watermarking provesses.

{8037} According 1o an smbodiment of the present invention, 3 predetermined, or randomiy
generated, koy is used to surambde digital fnformation in a way that is wdike known
"digital watermark™ technigues wnd pubdic key cryplo-systems. As used hersin, 8 key is
also referred 1o ax 8 "mask st whick tncludes vne or more random or pseudo-random
series of bitg. Prior {o encoding, @ mask can be generated by any cryplographically secure
radom generation process. A Block cipher, such as 3 Dala Encryption Standwrd (DES)
slgerithen, v combioaticn with & sufficiently sandow seed walue, such as ong oregted
using & Missage Dhgest § (MIDSY algorithay, smudstes 3 coypiographically secure random

bit generator. The kevs are saved in g databage, along with information matching them do
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the digital sigual, for we in descravbling and subsequent viewing or plavback.
Additional file format or transfer property information is prepared and made available o
the encoder, &t & bit addressable manner. As well, any anthenticating function can be

combined, such as Dipital Signature Standard (188} or Secuwre Hash Alporithm {(SHA)L

{00381 Using the predetermined key comprised of a transfor function-based mask set, the dala
representing the original confent I8 manipulated st the inherent grandanity of the Sk
format of the ondedying digitieed saomples. lostead of providing, or otherwise
disteihnting, watermarked content that is not noticsably altered, a partially "scrambled”
copy of the content is disttibuted. The key I8 necessary both o vegister the sought-afler

contont and o desoramble the contont into i origingd form,

{003%] The present invention uses methods disclozed fn "Method for Siag&»ﬂigﬂﬁ&r Protection of
Compuoter Code,” US, patentd application ey, No. 0R/SR7,943 {which issued April 28,
1998, as LLS. Patert Noo 5,748,369, with respent to tranafer functions related o the
conunon file formats, such as FICT, TIFF, AIFF, WAV, stc, Additionally, in casex where
the content has not been altered beyvond belag encoded with such fanctional data, 3 &
possible for a digital player to still play the vonterd beoause the file format has not been
altered. Thug, the encoded contont could still be played by a plup-in digital plaver as
dizerets, digitally sampled signals, watermarked or not. That is, the structrs of the fils
can remain basically unchanged by the watermarling process, letting common fle format

based players work with the "scrambled” content.

{00407 For example, the Compact Dise-Digital Audio (CI-DAY format stores audio information
as a suries of frames. Bach frame contaios 3 number of digital samples representing, for
exammple, music, and a header that contains file format information, As shown in FIG. 1,
acoording 1o an embodunent of the present lnvention some of the header information can
b dcdentified and "scrambled” using the predetermined key at steps 1180 to 130, The music
samples can remain unchanged. Using this technigque, a traditional CD-DA player will be
ablecto play a distorted version of the masic in the sample. The srmount of distortion will
depend on the way, and extond, that the hesder, or e format, information has been
sorambled. It would alse be possible 1o instead scramble some of the digital ssmples
while leaving the header information done, lo general, the digital sigual would be

protected by manipulating data at the inherent granulariy, or “rames,” of the CD-DA §le
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format. To decude the information, a predeterndned key is wed before playing the digial

information at steps 140 and 1530

{00411 A key-based decoder can act a3 & “plug-in® digital player of broadeast signal streans
without Toreknowledge of the sucoded media stream. Moreover, the data format
grignfation it ased o partially scramble dals in transd Yo provest unauthorized
desorambled sccess by decoders that lack suthorized keys, A distributed key can be used
to unscrambie the sorambled content because a decoder wonld understand how 0 process
the key. Similer o oncdthe-fly decryplion oporativng, the benefits loherent in this
embodiment include the fact that the combination of watermarked content security, which
is key-based, and the descrambling of the daty, cun be performed by the same key which
an be g plurality of mask sets. The mask sefs may include primary, convolution and

mesaage delioniter masks with file format date mcluded.

{00421 The creatien of an optimized "envelope” for tnsertion of watermarks providos the basts of
much watermark security, but is alse g complementary goal of the present Invention. The
predetermined or random key that is generated is not only wn ossential map to nocess the
Hidden informabion signal, bt is aby the descrambler of the proviowsly scrambled

signal's rmal for playback or viewing.

JO0431 In a system veguiving keys for walermacking contend and validating the distribation of the
content, different keys may be used o encode ditferent Information while securs one way
hash functions or one-time pads may be incorporated to secure the embedded signal. The
same koys can be wed to later validate the crabedded dighiad signature, or oven fully
decode the digital watermark i desived. Publishers can casily stipulste that content not
only be digitally watermarked bt that distributors must cheek the validity of the
watermarks by performing digital signature-checks with keys that lack any other
functionality. The systom can extend to simple authentication of fext in other

sinbadiments.

{0447 Before such 2 market is economically foasible, there we other methods for deploving key-
based watermarking coupled with transer functions to partially scrambie the content
be distributed withouwt perferming foll public hey eneryption, Lo, a key pair is not

nepussarily poverated, simply, 8 predetermined key's fonclion is oreated o o-map the
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data of the content file in a lossless process. Moreover, the scrambling performed by the
wrosent invention may be more dependent on the Ble in question. Disstmilarly, envryption
is not specific to any partivnlar media but §s performed on data. The file fonmat remains
vnchanged, rendering the file useable by any conventional vieweriplaver, tau the signal
quality can be intentionally degraded in the ahsencr of the proper plaver and key. Public-
key encrypiion secks fo complotely obsowre the sonsitive "plaintext” ® prevent
comparisons with the "cipherfext” o determine & user’s private keys. Centralized
encryption onty differs in the utilization of 3 slagle key for both enoryption and
decryption making the key even more highly valnersble o sftacks o defest the
enoryplion process. With the present invention, a highly sought after photograph may be
hazy to the viewer using any number of commonly available, nonpropristary software or
hardware, without the authorized ey, Simlarly, 3 commercially valuable song may

sound poor,

{00457 The benefit of some form of cryplogeaphy Is not lost in the presem nvention. In fact,
some piracy an be deterred when the target signal may be known nat is olearly being
protected through scrambling. What i not anticipsted by koown technigues, 15 an sla
carte methed o changs various aapects of file formatting o snable various "serambled
states” for conterd 1o be subseguently distribuied. An Hmage may lack all rod pixels or
may not have any of the most significent bz gotivaled. An audio sample can strmilardy be

serambled fo reader # less-than-commeroially viable.

[O045] The present fnvention also provides improvements over known network-based methods,
such #s those wsed for the streaming of media data over the Internet. By manipudsting file
forimats, the broadoast media, which has beon altered o "{ within elecivonio
distribufion  pamameters, such sy bandwidth  avallehility amd  emor  corrsction
considerations, can by morg effectively wiilized © restrict the subsequent use of the

content while in transit as well ay real-tine viewing or plaving.

[O0471 The mask set providing the transfer fanction can be read on @ per-use basis by issulog an
anthorized or authenticating "key" for desvrarabling the signal that is apparent o a viewsy
or a player or possessor of the authentivating key. The mask set can be read on a per-
commputer basis by lssuing the authorized ey that I8 more genenalized for the compater

that reoeives the broadeast signals. Metering and subsoription models hecome viable
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advantages over known digital wetermark systems which assist in Jdesignating the
ownership of 2 sopy of digitized media content, but do not provent or restrict the sopying
or manipalation of the sampled signal i question. For broadeast oy streamed media, this
is gypectally the case. Message authentivation s also possible, though not pusranteeing

the same seourity #8 an encoypied Blo as with geneeal covpio systonss,

{O04E] The present nvention thus benefits from the proprietary player model without relying on
proprictay players. Mo new plavers will be necessary and existing multimedia file
formats can be aliered to exadt a measwre of seonrily which is further inoreased when
soupled with dighal watermarks., As with most consumer markets for medis content,
predominent file formate exist, de facto, and corvesponding formats for computers
fhewise exist. For a commersial compaet dise quality sudio recording, or 16 bit 4.1
kHz, corrcsponding file formats bludel Aundip Inderchange File Format {AIFF),
Microsoft WAV, Sound Designer 1, Sun's wsu, &pple's Quickdime, oo, For still image
media, formats are similarly shandant; TIFE, PICT, IPEG, GIF, e, Requiring the useof
additional proprietary players, and their complementary file formats, for limited benefits
in security is wasietul. Morsover, almost sll compiters today are multimedia-capahle,
and this iz increasingly so with the popularity of Intef's MMX olvp architecture and the
PowerPC Hine of microchips, Bovause file formatting s fundamentad in the playback of
the underlying data, the predetermined key can got both a3 & map, for information to be
encoded as waternnek data regarding ownership, and & descrambler of the file that has
been distributed, Limitations will only exist in how large the key st be retrofitted for a
given spplication, byl any manipulstion of file formst information is not likely to exceed

the size of data required versus that for an entise proprietary player.

{00457 Az with previows disclosures by e inverdor on digital watermaneking techuiques, the
prosent invention may be implomented with g varlely of cryptographic profocols fo
increase both confidence and seounity in the underlving system. A predetermined key is
deseribed a3 a st of masks. These masks may include primary, convolution and message
delimiter muask. In previous disclosares, the Runctionality of these masks is defined solely
for mapping. The present nvention includes 2 mask set which 13 alse controlled by the
distributing party of & copy of & given media signal, This mask set s a transfer function
which is limited only by the pwrametors of the file format in guestion. Te increase the

unigueness or secwrity of sach key used to scramble o given media file copy, & ssoure one
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way hash function can be wsed subsequent to tansfer properties that are initiated ©
prevent the forging of a particular key. Public and private keys may be used as key pairs

1o fether increase the undikeliness that g key may be compronused,

[0S0} These same cryptograplic protocols can be combined with the embodiments of the
present invention iy administeriog streamed contont that veguives guthorized keys to
correctly display or play the streared content in an unscrambled manner. As with digital
watcemarking, symmettic or asynunetric public key pairs may be used i a variety of
implementations. Addittonally, the reed for certification aunthorities v maintain suthentic
key-pairs’ becomes a  oonsiderstion for greater security beyond symmeiric  key
implomentations, The crypiographic protoeals makes possible, s well, 2 message of text
10 be anthenticated by o mesonge authenticating funetion in & general computing device

{hat s able (0 ensure seoure message exchanges betwesn suthorizing parties,

{00517 An executable computer program is variously referred © as au application, from the poim
of view of ¥ user, or sxscutable object code from the point of wiew of the enginger, A
enilection of soaller, atomie {or indivisible) chuuks of object code typically comprise the
complete executable object code or application which may alse reguire the prosence of
cerigin data respurces. These indiviaible portions of objest cnde cormespond with the
programmers’ funclion or procedure implomentations o higher level languages sschas C
or Pascal Ion creaiing sn gppliontion, & progranumer writes "eode” i 2 higher level
fanguage, which is then compiled down into "machine langnage.” o, the exgoutable
object code, which can actually be run by & computer, general purpose or otherwise, Bach
function, or procedure, written in the programsing language, represents a self-contained
portion of the luger programy, and imploments, typically, 8 very small pieee of s
functiomality. The order in which the programmer types the code for the various functions
or provedures, and the distribution of and srrangement of these implomentations in
varicas fies which hold them s unimportant. Within a function or provedure, hawever,
{he ovder of Individual language constructy, which correspond o particular wachine
instructions Iy important, and so functions or provedures sre considered indivisible for
purposes of this discussion. That s, once a function or provedure is compiled, the order
of the machine instructions which corprise the executable pbiect code of the function 8

imporiant amd their order in the computer memory Is of vital imporiance. Note that many
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3 Heuited scale, if there is 8 better arrangement for sxevutable instriciions which i more
sificient than the constructed by the programrosr, bt does not change the result of the
function or procedure. Onve these optimizations are performed, bowever, making random
changes 0 the order of ingiructions i wvery bkely to "wesk” the function. When
program is compiled, then, # consists of g collection of these sub-obients, whese exaet
order or arvangenent i merpory s nol importany, 30 long as any sub-ohjest which uses

another sube-obiet knows where in memory i can be fhand.

{00521 The memery address of the first instruction u ong of these sub-objects is called the “entry
point” of the function or procedure. The rest of the instructions comprising that sab-
object immediately follow from the entry point. Some systems may prefiy information to
the entry point which describes calling and returm conventions for the code which
fullows, an example s the Apple Macintosh Opemting System {(MacO8), These sub-
ohiects can be packaged into what are referred to in certain systems a8 "code resourees,”
which may be stored separately from the application, or shared with other spplications,
although not nevessarily. Within an application there are alze data objects, which consist
of some data 1o be operated on by the executable code. These data objects are not
executable, That s, they do not consist of exccutable instructions. The data objects can be

referred {o in cortain systems 83 “resources.”

{0083] When o wser purchases or aoquires a computer program, she seeks a1 somputer program
that “functions” in a desived manner. Nimply, computer software Is overwhelmingly
prrchased for s undarlving functionaltty. In contrast, porsons who oopy multimedia
content, sach av pictures, audio and video, do so for the enteriatument or commuervial
value of the content, The difference botween the two types of products 15 that multimedia
conlent i% not generally inleractive, Bt i instead passive, and i3 conwnercial value
relates more on passive not intersctive or utility festures, such a3 those required in
packaged software, set-top boxes, cellular phones, VORs, PDRAS, and the like, Interactive
digital products which include computer code may be mostly irgeractive but can aleo
eontain content v add to the nleractive experience of the nwer or meke the anderlyiag
atitity of the software more aesthetically pleasing. It s 2 common convern of both of
these creatars, both of imleractive and passive multimedia products, that “digial
producte” can be easily and perfectly copled and made into vopaid or unanthorized

copies, Thiz contern is expeciadly heightened when the underlving product iz copyright

Attachment 15 Page 19 of 104

DISH-Blue Spike-602
Exhibit 1005, Page 0403



profecied and tndended for commereial use.

JO054] The fiest method of the present invention described tnvolves hiding necessary “pants” o
code "resourees” in digittred sample msowrees using & “digital walermarking” process,
such as that deseribed in the "Steganographic Method snd Device” patent application,
The basic premdse for this scheme is that there are g cortain subeset of executable code
resources, that comprise an application and that are "essentiad” 1o the proper function of
the application. In general, any code resource can be considerad “essential” in that if the
program proceeds 1o @ point where # must "eall” the code resource and the code resource
iz not prosent in memory, or canngt be loaded, then the program fadls, However, the
present invention uses a definttion of "exsential” which is pwre narrow. This i becmase,
those skilled in the art or those with progranuning sxperience, may oreate a denivalive
program, not unlike the utility provided by the original program, by writing addilionat or
substituted code to work wound unavailable resources, This s particelarly true with
programs that incorporate an optionsl “plup-in architectwre,” where several code
resenroes may be made optionally available gt run-time. The present invention §s alse
converned with conventeated efforts by teohnically skilled people whe can analvee
executable object code and "patch® # to ignore or bypass certain code resourees. Thus,
for the preseni embodiment's purposes, "essential” means that the function which
distinguishes this application from any other application depends apon the presence and
use of the code resowree o question. The best candidates for this type of code resources

are ROT optional, or plug-in types, snless special care iy takon to provent work-arpundg,

[OOSSY Given that there are one or more of these easential resources, what Is needed to realize the
pwesest nvention is the presence of certain dats resowrves of & type which are amenable
to the “stegecipher” provess desortbed in the "Stegenographic Method and Deviee®
padent ULS. Pal No. 5813,004. Data which consists of image o sudie semples is
particatarly useful. Because this data consiats of digital samples, digitel watermarks can
be tntroduced into the samples. What is further et is that certain applications include
image and awdin samples which are important to the look and foed of the program or are
exsential to the processing of the application’s functionalily when used by the user. These
computer progrants are familiar to users of computers but also less obvious to vsers of
other devices that run applications that are equivalent in some measure of Ructionality {o

goneral purpose computers including, but not Hedled 1o, sei-top boxes, cellulae phones,
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smart televisions,” PRAs and the like, However, prograres still comprise the underdying
“operating systems” of these devices and are becoming more complex with increases in

funciionality.

FOSE] Que method of the prosent invention s now discnssed. When code and date resonroes sue
compiled and assombled into a precursor of an executuble program the next step i3 o use
& wiility spplication for final assembly of the sxecutable application. The programmer
mearks several sssential code vesowrces in 3 list displaved by the utility. The wiiliyy will
chooss ong o several essential code resowrces, and envode them into one or several duts
resources using the stegacipher process. The end result will be that these essontial code
resouroes are not stored in thelr own partitiony, bt rather stored as encoded information in
date resources. They are not sccesstble &t ron-dime withowt the kéy. Basically, the
eszentiad code resources that provide functionadity in the final end-product, an excontable
application or compuler program, are oo longer eastly and recognizably available for
manipulation by those secking o renwve the underlying copyright or Hesnse, or iis
equivalent information, or those with <kill to substitute alternative code resowrces o
“force” the application program o run a8 an unsuthorized copy. For the enceding of the
essential ecode resources, & hey” is nesded. Such 8 key s similar to those described in
LS. Pat No. 5,613,004, the "Steganographic Method and Device” patent. The purpose of
this scherne s to make 3 particular lvensed copy of an application distinguishable from
any other, It is not necessary to distinguish every instance of an application, merely every
instance of a license. & Heensed sy may then wish i tostall mueltiple copies of an
application, legally or with suthorization. This method, then, iz  choose the key so that
it corresponds, s sgual do, or I & fonction of, & Heense code or Hoonse descriptive
information, not hust & text file, audio olip or identifying ploce of information as desired
in digital watermarking schemes extant and typleally usefid to stand-alone, digitally
sampled contont. The key is necessary fo scoesy the anderlying code, Le., what the wer

understands 1o be the application program,

{057] The assembly utility can be supplisd with s key genevated from a Hoense code genersted
for the Hesnse in question. Allematively, the key, possibly mndem, can bhe stored @5 a
data resource and encrypled with a derdvative of the lcense code. Given the key, i
encodes one or several easential resources into one or severd data yesowsces. Exactly

which code resourtes are enonded e which data resources may be determined i g
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random or psondo randorn manney, Note firther that the gpplication contains » code
resourse which performs the Ragtion of decoding an encoded code resource from a3 dats
resovree. The application must also contein a data resource which spectfies fn which data
rescuree A particular code resonree s encoded. This data resource 15 oreated and added &8

asserbly Hme by the assembly wility. The spplication can then opérate as follows:

0S8 1) when B orun for the firg Sioe, afler installmtion, it seks the weer for
personalization. information, which includes the loonse code. This can inchude a

pariicnlar computer condiguration

{0059} 2y # stores this infurmation in 8 personalization dats resource;
{3068 3} Once it has the license code, it can then generste the proper deceding key

aeeess the cssentiad code resmetes,

{00611 Note that the application can be copied in an uninhibiied manwer, but must contain the
Heense code iasued 1o the licensed owner, {0 acoess Hs essential code resowrees. The gosl
of the invention, copyright profection of computer code and establishment of

respemnsibility for copies, is thus accomplished.

{00627 This invention represonts @ significant improvement over prior &t because of the inheremt
difference in use of purely informations! watermarks versus watermarks which contain
exeeutable ohjeot code. I the sxecutable objeet sode in 8 watermark s essential to an
spplication which accesses the data which contains the walcrmark, this creates an all-ore
none sibwation. Bither the user mut have the extracied watermark, or the application
canset be used, and henoe the user cannot galn full scorss 1o the presentation of the
imformation in the watermark bearing data. In onder to extract & digial watermaek, the
wser must bave a ey, The ey, i ey, i g Tooction of the Beense information for the
copy of the software in guestion. The key i fixed prior to fingd assembly of the
spplication fles, and so cannot be changed at the option of the user, That, i tuen, means
the Heense information in the software copy must renwdn fined, so that the correct key is
avatlable w0 the software. The key and the license mformation me. in fact,
interchangesbie. One is merply more readable than te ather. In UL Pat No, $,813,004,
the “Steganographie Method and Device, patent”, the posaibility of randomization erasure

attacks on digial watermarks was discussed. Simply, 3t is always possible 1o erase a
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digital watermerk, depending on how much damage you are willing fo do o the
watenmark-bearing content siream. The present invention has the significant advantage
that you must have the watermark to be able to use the code ¥ contains. If you erase the
wotermark you bave lost 1 key piece of the functionality of the application, or even the

THEANS 16 aroess e daty which beay the watermadk

{00637 A preferred embodiment would be implemended in an embedded system, with a miotmal
aporating systern and memory. No madis playving "spplets,” or smaller sized applivations
as proposed In new opersting suvironments envisioned by Sun Microsystems and the
advent of Sun's Jiva operating systom, would be permanently stored i the gystem, only
the bare nooessities o operate the device, download mformation, decode waternnarks and
gxecute the applets contained iy them. When wn applet s finished execnting, # is erased
from memory. Suck 8 systemn would guaraniee that content which did sl contain
readable watermarks could not be used This 18 8 powerful contesl mechanism for
ensuring that content 1o be distributed throngh such @ system containg valid watermarks.
Thus, i sueh networks a8 the Infemet or settop box controlled cable svsies,
distribution and exchange of comtent would be made more secure from unauthorized
copying o the beneflt of copyright holders and other related partics. The system would
be enabled to wvvalidaty, by default, any conterd which has had ¥ watenmark{s} crased,
since the watermark conveys, In addition fo copyright nformation, the means o Rully

access, play, record or otherwise manipulate, the confent.

00841 A second methad aceprding to the presaet invention is o randomly re-organize program
meneny strucinre to provent atfernpts sl momory captues or object code analysis. The
ebject of this method iy © make # extromely difficult to perform memory capture-based
agalysis of an execwtsble computer program. This analysis s the basis for a method of

attack o defeat the systom envisioned by the present invention,

{00531 Onee the code rescurces of 8 program are fosded into memory, they typlcally romain ing
fixed position, unless the compuler operating svaiem finds ¥ necsssary o ressrange
settatn portions of momory during "systor time” when the operating system code, m
application code, Is running. Typically, this is done In ow memeory systews, (© mintain
optimal memory utilisation, The MaeQR for cowmple, uses Handles, which are doubles

indirect pointers © memory locations, in order to allow the operating systom 10 rearmnge
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memory ransparently, wderneath & roncdng program. I a computer program containg
coumiermensures against wnlicensed copying, a skilled technician can offon ke @
snapshot of the eode In memory, analyze i, determine which instroctions comprise the
couniermensures, and disable them i the stored spplication file, by means of 2 "pateh.”
Other applications for designing code that moves 0 prevent scanming-tunnelling
microsoopes, and similar high sensitive hardware for analysis of electronie structore of
microchips running cods, bave been proposed by such parties asx Wave Systems. Designs
of Wave Systems' microchip are imlended for proventing attompls by hackers ®
"photograph” o otherwise detorming "hwn " to mivrochips for attempts st reverse
engineering. The present invortion soeks to provent sitempls at wederstanding the code
and s organization for the purpose of patching 3 Unlike systoms such s Wave
Systems’, the present invention seeks o move code gronnd in sach 8 matner 8 &
comphcate attempts by software gaginvers © reonginger 8 means © disable the methods
for vresting Beensed copiss on any device that lacks "orusted hardware™ Moreover, the
present invention concerns itself with any application softwwe that may be uwsed in
general computing devices, not chipsets that sve psed in addition o an underlying
computer to perform encryption, Wave Sysierns’ spproach fo seourity of software,
interpreted similarly to the present Invention, would dictate separate micrechip sets for
gack pisce of application software that would be tareperproatl This 13 not vonsistent with

the seononmies of software and He distribation,

[0066] Under the presemt invention, the applicstion containg & specisl code rescurce whish
knows shout all the other code resources in memory. During execution time, this special
code resowrce, called a "memory schedulis,” van e called pesiedically, or ot random o
psewde random intervals, of which .rime it tentionally shuffies the other code resonrees
randomly in menwry, so that somsone rying to analyze snambots of memory af various
intervaly cannot be sure if they are Iooking & the same code or organdeation from one
“break” o the next, Tids adds stgmilicant commplexity 1o thetr joby, The scheduler glso
randomiy reloosies el when §t s Gaished, In order to do this, the scheduler would bave
to first copy el {0 ¢ now location, snd then specifivally modite the program counter
and stack frame, so'that  could then jump into the now vopy of the scheduler, but retum
to the corvect calling fame, Finadly, the scheduler would need to maintaln & st of all

memory gddresses which contatn the address of the scheduler, and change them to reflen
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s now location,

H067] The methods deseribed above accomplish the purposes of the invention—to meke it haed
to anstyse captured memory containing spplication executable code in ovder o croate an
identifiable computer progeam or application that i ditferent from other coplies and is
jess susceptible to unauthorized use by those attompling to disable the underlying
copyright profection systers. Simply, sach copy has perticular identifving mformation
raking that copy difforent fram all other copses.

{O0ER] Although varlous embodiments are specifically ilustrated and described berein, 3t will be
approciated that modilications and vartations of the present nveation are coversd by the

above teachings and within the purview of the appended olalmes without departing from

the spirit and intended scope of the nvention,
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What is claimed ¥

1. {original}l A nwthed for oopy protection of digital information, the digitd infonuation
fnchaching a digital spvaple and format information, comprising the steps oft

wdentifving a portion of the format nformation o be encoded;

genevating encoded format tnformation from the identified portion of the format Information; and

gensrating encoded digital information, including the digital saraple and the sncoded forma
information.

2, {original} The method of claim 1, frther comprising the step of requiring & preduetermined key
$o deonde the encoded forma tnformation,

3. {originaly The method of cladm 3, wherein the digital sample and format information wre
configured fo be used with s digital player, and whereln information cuiput fom the
digited player will have o degraded guality undess the encoded format information s

decoded with the predetornsined key.

4. {original} The method of clatm 3, wherein the mBrmation outpat from the dighal plaver

represiayts a sHl image, sudio or video.

& {origieal} The mwethod of claim 3, wherein the information output represets fext data to be
anthenticated.
Clatma 6 - 31 (camwellad without prepudive to Applicant’s right to seek allowsnce of sadd clatms

in & related spplication}

7%
Fod

2 {new} A mothod for copy profection of software comprising: embedding the soflware with 8
watermark whereln the embedded software opemates in 3 manner substantially the sume w8

the software prior o the exnbedding step.

33, {oew} The provess of oladm 32, wherein the step of embedding the software with & watermark
increases the complexity of sode analysis andfortaupering with the sofiware.

34, (new} The provess of clatm 32, whersiln the watermarked software queries & wser for

personalization infhrmation during installstion of the softwars

3.9

33 {new) The process of claim 32, wherein the walermark i sccessible with & key.
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36, {new) The provess of clatm 33, whereln the Koy enables autherized use of the watermarked

soffwere.

37. {new) The process according to claim 35, whereln the key and lcense informestion wme

interchangeable,

38 {new} The provess sceording o claim 32, whersin the stop of embedding the software with a

watermark is performed dartng execution of the software

39 {new} The process according o claim 32, wherein the step of embedding the software with a

waterntark modifies the structure of the software being embedded.

40, {new} An anticle of munufbcture comprising a machine readable medium, having thereon
stored instructions adapted 1o be excomted by & processor, which instructions when
executed resulf i & process conywising: receiving potentially watermarked sofbware; and

idemifving the software by exiracting the watenmark.

41, {new) The article of manudacture of claim 40, wherein the watermark iz associated with

information fixed prior to distribution of the watermarked software,

42, {now)} The article of manufacture of claim 40, wherein the watermark affects functionality of
the watermarked software,

43, {new) The grticle of manufscture of claim 40, whersin the sxirscied watormark oualdes

generastion of 8 key.

44, {new) The article of manufacture of clidm 43, wherein the gonersted key and licensing

information amne assoctated.

43, {now) The article of manufscture of claim 40, further comprising Hmiting functionality of the

software if the watermark canniot be extracted.

46, {new) A method for watermarking sofiware comprising: deternnining the structure a plurality
of code contatned i the software; and configuring at least @ portion of the plurality of
code aconrding to a watermarking process,

47. {new) The process of olaim 46, whereln the watermarking process further comprises inserting

information into the solware after nstaliation,
48, {new} The process of cham 46, wherein the wetermarking process configures the at feast a

portion of the pheality of code sccording to a key.
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4% (new) The process of claim 46, whercln the wattrmarking process ingreases the complexity

of code analysiy anior lempering with the software.

54, {(new) The process of claim 48, whereln the walermarking process is selected from the greup

comprising: data hiding, steganography or steganographic ciphering.

31 (oew) The mocess of cladm 46, whereln the watormarking process i3 applied during

execution of the seftware.

S {new) A systom for copy protection of sofbware comprising the steps of aasociating Hoense
information with 2 copy of a software applicalion; encoding the associated Hoense
information into the copy of the software application wing a watermarking process
wroviding the copy of the software application having license formation encoded
therein o 2 psery and, comparing information reccived by a pser with the encoded Heense
iformation.

53, {(new) The system of claim 52, whereln the cncoding Is controlied by a key.

34, (new} The system of claim 52, wherein the step of compariag the user supplied information
with the encoded License information enables sthorization of the software.

35, {new) The systera of olaim §3, wherein the key is fixed prior to distribution of the software.

58&. {new) The systemn of clabm 32, whereln the Heense information comprises code which affects
functionality of the watermarked software.

57, {new) The syston of claim 32, wherein the watorasark software is resistat fo code analvsiy

andfer tampering.
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DATA PROTECTION METHOR AND DEVICE

Abstragt of the Disclasure

An apparstus and methed for encoeding aad decoding additiona! information into a digital
information I an integral manper. More pacticulardy, the invention relates & 2 method and

device for data prodection,
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DATA PROTECTION METHOD AND DEVICE

CROSS-REFERENCE TO RELATED APPLICATIONS

{00011 This application is a divisional of US, Patent Application Sexial Mo, 10/603. 777 {IThis

application]] which is a continuation spplication of U8 Pajent Application Serial No.

P90E,027 ({Inow swaiting 1ssuance]] which rssued Buly 22, 2003 ax ULS Patent No
6.808.162), which i3 & contimmtionsiepunt of U8 Patemt Application Serial No.
"(38;‘53?‘\9‘433 filed Jan. 17, 1995, {which issued Apnl 28, 199¢ as USRS Patent No
8,745,943} The eotire disclosure of ULS, Patent Applicstion No. 08/046,627 (which
issued Jolv 22, 2003, a3 108, Patent No, §.598,162 1 and U8, Patent Application Serial
No, (8387943, filed Jan, 17, 1996, {which nsued Apnt 28, 199§, as US, Patent No

5,745,943} {ial] arg hereby incorporated by reference tn theirenliveties.

FIELD OF THE INVENTION

{00021 The nvention relates to the protection of digital information. More particelarly, the
invention relates 102 mathod {{for combining transfer funcBons with predetermined key

greationdl

3. Lopy protection svsiems sttompied _at many. steges in the
development_of the sofhware indosiey, These may be various meth

software enpinesr ssn wriite the softwars in s olever manner to deternins i i has hesy

copied, wnd i so to deactivate dself Also included are undocumsated changes fo dhe

storage format of the content, Copy profection was generally abandoned by the software

s sstasddeveras the soltware sopinsersand figesd

out ways fo modife the software and desctivate the protection. The sost of developing

such orotection was nok

stified considening the level of piracy which oocureed desgite
the copy protection.
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[O005] Other meth

certain numbers or faots that may be included in 2 packared sobtwards manal_when

v software inchele the requiroment of entering

prompted st startup. These may be overcome if copies of the manual ars distributed 1o

uniitended users or by petohing the sods o bypassy these mvasures. Other methods

b >~

include requirog s user 1o comact the software vendor and 1o recvive “kevs” for

wlocking software afller registration. adtachs

card authorization, Fughsr methods inchude nerwork-based sesrches of a user's hard drive

amd comparisons betwesn what is repisterad o that vser and what is actuslly installed on

the user'’s general computing devige, Qther proposals, by such partios as AT&Ts Bell

Laboratories, wse “kerning” of actual_distance in pixels, in the rendering of fext

documents, rather than g varied number of ASCH sherscters, However, this approach san

often _be defeated by _sraphics procesdop. snalogons so sound processing, which

randomizes that intormation. AlL of thess methods meouirs caiside determinstiog and

oreated for individual _sopies where before there was none. Compuier appdicstion

prograne. s be wattrmarked by watermadking digttal_content _rescurses used o

Py F; N <

comunciion with irnages or sudio data. Pisttal watermaks oun be sncoded with nndom

ar pasudo random kevs which act as seerst maps for loeating the watermarks, These kevs

it mnossible for 3 sacty fo find the watermark without having the key, In additton,

gooause damaes fo g watermerked

data strean when rvige 10 Srase 8 Sioer s disclosed

in "Technology: Bigital Commeree”, Denise Caruse, New York Times Aupg, 7, 1895

PP al

and *Copyrighting in the Information Age’, Hadey Unpae ONLINE MABRKETPLACE,

[Q007] _Addinonslly, cther metheds for hiding informstion signals bi_sonient signals, are
disglosed in LS. Pao Moo 3319 738-Preuss st al and US Pat Mo S379.348

Grgenberg,

[OD0RT M1y desirable to wse @ Nntspaenipher” or watermarking process 10 hide the necessary. parts
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OF. TS8O wie in the disitized sample resourees. s slse

desirable to futher moedify the underdving structure of  ao. exsontabls _sonmputer

gpplication such that 11 s more resistent 1 atlempts st patching and analysis by memory

caphure. A computer application seeks to provide 3 user with certain stilitiss or toads, that

RIRNRARRSR

15, users interact with a computer or similar device o gecompli

applisations provide the relevant imterface. Thus, & level of authentioation can also be

#

inkroduced into sofhware, or "digital produgts,” et include digital content, such a8 sudig,

vidso, plotures or sultimedia watermarks, Seourity s masimized becsuss
srasing this code watsrmark withaut a key_resulls in the destrugtion of one e more

easential_pants of the undemlving spplicstion, ssadesing the "program® uwseless 1o the

unintended veer whe lacks the sppropriate key. Further, i the key is linked to a license
code by nisans of & mathematizel function a mechanism for identifying the Hoensed

gwner of ao application i cremted,

100001 1t is alse destrable o sandomly reoresnize program memory. siructure intermittently
during program nun Hme, (0 prevent altenipts At memeony capture or abiect cods analysis
aimed at climinating Hoensiog or ownership information, or otherwise modifyving, Inan

unntended manner, the functioning of the applisation,

withowt_destroving the fnctionality, and thusasetulness of a2 copyrightable computer

pregram can be wade difficult or impossible,

[ouiy

resentinvention o provide & higher level of copvagln seaunity
o obiect sode on. per with methods described in dighial watermadking

dinitized media coment surh so oichures, sudic video and multimedia comtent in s
&

mubtifanious forms as desoribed in pravious sisclosures, "Strexo
Bovice” Ser. Mo 0880172, flad Jun, 71998 now UE, Pat Noo 5813.004 and
Humsan Assisted Ban

dom Kev Owpestion and Aoohicsion for Digitd Watermark

System”, Ser Mo U8AR7 244, fled on Jan, 17 1396 the disclosurs of which

incorporated by referencs.

(00121 3¢ is
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that can be combined with such schemes as softwars mstering, network distribution of

code and specialized protection of software that is desisned 1o work over g network such

as that proposed by Sun Microsystems in their Hotdava browser and Jave mrosmnuing

{anpoage. and manipgdaton of spplivation code in proposed distribution of dosuments

presorved over g network Such systems are curently _being gﬁ*‘cmﬁ by companies

including Adabe, with ﬁagr Acrobat sofhwarg, Thislatter soal i

draven on 2 prosentativn devies.

{00131 The prosent invention includes an spphication of the technolomy of “digitad sotermarks?

As deseribed in previous disclosures, “Steganosraphic Mathod and Bevige” and "Human

Assigted Random Key Generstion snd Application for Digital Wa

watermarks are pasheularly sullsble fo the identificalion, metering, distributin g,maﬁd
guthentivating digigzed contert such ae pictures. audio, video znd derivatives thersof

combining buth eryptograptic methods, snd steganography, or hiding something in plain

vigw, Dscussions of these technologies can be found in Applied Cryptography by Bruce
Schoster and The Code Breakers by Devid Kabn, Foo more information_on poior st
sublickey _oryptosvstenms see U8, Pat. Mo, 4300770 Diffie-Hellan, UX PFat No
$. 218582 Hellman LS. Par No 4405828 BSA U8 Pat No 4424414 Hellman
Poblip,

fave zero tolerance for ervor, nmust be protected by deddvative or aliemative metheds

ommster code, or machine langusge instnctions which are ot digitieed and

such as those disclosed in this invention, which focuses on walermarking with “kevs®

denived from license sodes or other ownership identification information, and using the

watermvarks encoded with such kevs o hide an exsential subset of the spplication code
K'@;dﬁ.‘ RITRES

BACKGROUND OF THE INVENTION

{0014} Increasengly, commercially valusble information is being created and stored in “digits!”
forny. For example, muste, photographs and video can all be stored aod transminted a3 &

series of munbers, such as U's and s, Degital technigues st the original information be
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recreated iInow overy accurate manner. Unfonunately, digital techniques also lat the

information be easily copied withont the information owner's permission.

[0015] Beosuse unanthorized copying is clearly g disintentive to the dighal distibusion of
valuable information, 1t is important to establish responsdbility for copies and denvative
copiey of such works. For example, if each authorizsd digital copy of & popular song is
wentified with a unique number, any unauthorized copy of the song would alse contain
the number, This would alfow the owner of the information, such a3 3 song publisher, o
nvestigate who made the unanthorized copy. Unfortunately, i s possible that the unique
aumber could be erased or aliered 151t is simply tacked on at the beginning or end of the

digital information.

{0016] Asx will be dosoribed, keown digital "watermark” techniques give creators and publishers
of iiigiﬁmd mudmedia content jocalized, senwred identification and muthentication of
that coment. In considering the vartous forms of multimedia content, such a8 “waster,”
stereo, National Telovision Stendards Committee {NTEC) video, andic tape or compat
dise, tolerance of guality will vaey with individualy and affect the uaderlving commeraid
and aesthetic value of the content. For example, if a digital version of a popular song
sounds distorted, i owill be legs valuable to users. Tt is therefore desivable 0 smbed
copyright, ownership or purchaser information, or soms combination of these and refated
data, into the condent o 2 way that will damage the content if the watermark is removed

without authorization.

{0171 To achieve these goals, digital watermark svstems insert ownership information in & way
that causes hitle or no soticesble effects, or "arinthcts,” in the underlving content signal.
For example, if & digital watermark Is inserted into & digital version of a song, # 48
traportant that a listener not be bothered by the slight changes introduced by the
watermark. It is also tmportant for the watermark techaigue 0 maximize the encoding
fevel amgd "location sensitivity” o the signal to forve damage © the content signad when
removal is attempted. Digital watermarks address many of these concerns, snd research

in the field bas provided sxiremely robust and serure implementations.

fOG18] What has been overlocked in many spplications desoribed in the art, however, are

systems which closely mimic distribution of content as o ovours in the real world For
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instance, many watermarking systems require the ongingl un-watermarked content signal
to enable detection or decode opsratioms. These include highly publicized effosts by
NEC, Digimare and others. Such fechmiques are problematic because, w the real world,
originad master copies reside in a rights holders vaults and are not readily wvailable to the

public.

{0019] With much sctivily ovedy focused on watermark survivabifity, the sequrity of a digital
waternark s suspect. Any simple linear operation for encoding information info & sigaal
may be used 1o erase the embedded signal by inverting the process. This is not a difficult
task, especially when detection sofbware 13 & plug-in freely available to the public, such as
with Digimare. In general, these systoms seek to smbed cryptographic information, not

eryplographically embed information into tavget mediz content.

{00281 Other methods smbed ownership information that is planly visible in the media sigaal,
such as the method desorthed i LS, Pat. Moo §,330.739 o Brandaway et ¢l The system
described in Broudeway protects g digitiesd image by encoding a visible watermuek o
deter piracy. Such an implementation creates an immediste weskness in securing the
embedded information because the watgrmark is plainly visible Thus, no search for the
gimbedded signal is necessary and the watermark can be mors easily removed or altered.
For example, while cortainly useful 1o some rights owners, simply placing the symbol
“O in the dipital infurmation would only provide Hmited protection. Removal by
sdiusting the brightness of the pixels forming the "9 would not be difficult with respect

o the compaiational resonrees reguired.

{0021} Gther relevant prior srt includes LS. Pat No 4,979,210 and 3073035 1o Nagata et al,
which encodes information by modulating an audio signal in the amplitndeftime domain,
The modulations introduced in the Nagata process cary 3 “copy/don’t copy” messags,
which is easily found snd clrcumvented by one skilled in the art The granularity of
snvoding s fixed by the smphitude and freguency modulation Hndts required to maintain
ingudibility, These Bmits are relatively low, making it impracticdd 1o sscode more

informalion using the MNagais provess.

{0022} Although 118 Pat. Noo 5,661,018 o Leighton describeg g means to prevent collusion

sitaoks in digital watermarks, the disclosed method may not actually provide the secusily
gt 3 ¥ yp : ¥
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deseribed. For-oxample, in cuses where the watermarking technigue is linsar, the
"sertion envelope” or “watermarking spase” 15 well-defined and thus suseeptible o
attacks less sophisticated than eolfusion by usauthonized parties. Ovep-encoding at the
watermarking encoding lovel s but one simple sttack in such Hoear tmplementations,
Another consideration not made by Leighton is that commergially-valuable content may
alveady exist in 8 un-watermarked form somewhere, sasily accessible 0 potential pirates,
gutting the need for any type of collusive activity. Digitally signing the embedded signal
with preprocessing of watermark data s more Hikely ®© prevent successful collusion.
Purthermore, & “haseling” watwrmak s disclosed s goite subjective, It is gmply
described elsewhere in the s ss the "porceptusily significant” regions of g sigaal
Making a watermarking function less linesr or inverfing the nsertion of watermerks
would seem o provide the same benefit without the additions! work required to create &
“baseling” watermark. Indesd, walermarking alporithms should already be capable of
defining & target insection envelope of region without additionad steps. What ts evident is
the Leighion patent does not allow for (nitial prevention of attacks on an embedded

watermark as the content is visibly or sudibly unchanged.

{00237 Has slso mmportant that any method for providing scourity also function with brogdeasting
media over networks such as the Internet, which is also referved o as “streanung”
Commercial "plag-in” products such as RealAudio and RealVideo, as well as
applications by vendors VIXONet and  Xiveme, are common in sweh  asebwork
environments. Most digital watermark implementations focus on comwmon file base
signals and fail to anticipaie the seourity of streamed signals. It is desirable that any
protection schems be able to fncBon with a plug-in plaver without advanved knowledge

of the encoded media stream.

{30247 Other technologies focus solely on file-based security. These technologies Hlustrate the
varying applications for security that must be evaluated for different modia and
distribution environments, Use of crypiolopes or eryplographic comaingrs, as proposed
by IBM in as Gryptolope prodoct, and IsterTrust, 85 desoribed in WS, Pat Now
4,827 508, 4,977,504, 5080213 and 3410598, may discourage certain forme of plracy.
Crypiographic containers, however, requirg a nser to subsoribe to particudar degryption
software o deorypt datg. IBM's InfoMarket and InterTrust's DigiBox, among other

implomemations, provide 3 generalized modsl and need proprivlary acchilecties o
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function. Bvery user must have a subscription or registration with the party which
grorypls the data, Agaln, ss 2 form of general encryption, the dat is sceambled or
encrvpied without regard o the media sad its formatting, Flaally, control over copyrights
or other neighboring rights Is left with the implementing party, i this case, IBM,

Inter Trost or a sievlay provider.

{00251 Methods similar to these "tusted systems” exist, and Cerberus Central Limied and
Liguid Audin, among 8 sumber of companies, offer systems which may Runctionally be
thought of ag subsets of TBM and InterTnat’s more generalized security offenings. Both
Cerbenay and Liguid Audio propose propriviary player software which is registered to the
user and “locked” 1t & manner paralisl o the locking of content that Is distributed vig g
eryptographic comtainer. The economic trade-off in this moded 1 that wsers sre regquired to
use sach respective companies’ proprictary player to plav or otherwise mantpulate coment
that 13 downloaded. I, as is the case presently, moat music or other media is not available
via these proprietary players and more companies propose non-compatible player
formats, the proliferation of players will continne. Cerberus and Liquid Audio slso by
way of extension of thelr architecturss provide for "sear-CUD quality™ but propristary
compression. This requirement stoms Hrom the pecessity not o sllow content that has
near-tdentical data make-up o an sxisting consumey electronis standard, in Corberus and
Liguid Audio's case the so-called Red Book sudic CD standard of 16 bt 441 kHz, so
that compansons with the proprictary file may not yvield how the player is sooured
Knowledge of the player's file format renders fis seowity ineffective as & file may be
replicated and plaved on any common player, not the intended proprietary plaver of the
provider of previously secursd and uwmiquely formatied comtent. Thiz is the paraliel
weskness to public key crypto-systems which have gutted security i encugh plain text

amd cipher toxt comparisons enable g pivate to determine the user's private key.

10026} Many approaches to digitel watermarking leave detection and deonding control with the
tmplementing party of the digitsl watermark, not the oreator of the work fo be protected.
A aet of socure digital watermark implementations address this Rindarvental conteol ssue
forming the basis of key-based approaches. These are vovered by the following patents
and pending applivations, the entire disclosures of which are hereby incorporated by
roferonce: U8 Pat. No, 5,613, 004 entivled “Steganographic Mithod and Device” and s

dertvative ULS, patent sppliostion Ser, No, Q8773218 {which tssusd November 11,1887

Attachment 15 Page 37 of 104

DISH-Blue Spike-602
Exhibit 1005, Page 0421



as 1S Parent No. 3.687.236) US. patent application Ser. No. 08/587,944 entitled

“Human Assisted Random Key Generstion and Application for Digitdl Watermark

System{ LI Owhich issued October 13,1998 s 1S, Patent No S B224321 U8 patent

OEIIR

appdication Ner. Nuoo OBBT 943 entitded "Method for Stega-Uipher Protection of
Computer Codef], 1" {which issued April 28, 1998, 38 U8, Patent No, 5.748.569), US.
patent application Ser. Mo 08/677.435 enutled "Optimization Methods for the Insertion,

Prowection, and Dletection of Digital Watermarks n Digiteed Darafl 11" (which issued
March 30, 1999, as U8, Patent N
08/772,322 entiled "Z-Transform Inplementation of Digtel Watermarks{] 1" which

0. SER.ESBY and UK patent application Ser. No.

issued Juse 30, 2000 as U8, Patent No 80784640 Public key cryplo-sysiems are
described in US. Pat No, 4,200,770, 4,218,582, 4405829 and 4,424,414, the entire

disclosures of which are also hereby incorperated by reference.

{00277 In particular, an improved protection scheme 18 desertbed in “Method for Mega-{ipher
Protection of Computer Code," 118, patent spphivation Ser. No. 08/387,843 [L 11 (which
issted April 281998, s LK. Patent Mo 5. 748,559 This technigue wses the key-based

fasertion of binary executable computer code within a content signal that 15 subsequently,
and necessarily, used 1o play or otherwise masipulste the sigral in which 1t is encoded.
With this system, however, certain computational requiremaents, sich as one digital player
per digital copy of content, may be nepessitated, For instance, & consumey may downioad
many copies of watermarked content. With tuis tecludque, the wser would also be
downloading as many copies of the digital plaver program, While this form of secunity

may be desirable for some spplications, i is not appropriate in many gircumsiances,

[O028] Finally, sven when digital information is distritted in sncoded form, i may be desirable
o alfow unauthorized users to play the information with § digital player, perhaps with a
veduced loved of suality. For example, 8 popular song may be sncoded and freely
distributed n encoded form o the public. The public, perbaps wsing commonly available
plug-in digital plavers, could play the encoded content and besr the music in soms
degraded form. The music may-scund choppy, or fuezy or be degraded in some other
way. This lets the public decide, based on the available lower guality version of the song,
i they want 10 purchase 2 key from the ;mbiishe& to decodde, or "clean-up,” the content.
Stmilar approsches could be used to distribute Blurry plctores or low gquality video O

even “degraded” tedd, in the sense that ondy suthentcated portions of the text can be
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determined with the predetermined key or & validaied digital signature for the intended

MESSARE,

O029] In view of the foregoing, 1t can be appreviated that x substantial need sxists for a methed
3 BOIY Y
allowing sncaded content 1o be plaved, with degraded quadity, by a plug-in digital player,

and sobving the other problems discussed above.
SUMMARY OF THE INVENTION

{0030] The disadvantages of the art are slieviated to & great extent by & method for combiing
tranisfer functions with predetermined key creation. In one embodiment, digital
information, ixcloding a digital sample ad format information, is protected by
ientifving and encoding 2 portion of the format information. Encoded  digitad
wformation, inchuling the dighsl sample snd the encoded formst information, s

senersted to protect the original digital mformation,

{00317 In another embodiment, & digital signal, including digital samples o & fle format having
an uverent granulanity, is protected by oreating a predetermined kev. The predeternvined
key is comprised of a transfer function-based wask set to manipulste data at the inherent

gramdarity of the fils formet of the underlying digitized samples.

resent invention e provide & lovel of seourity for exeontable code

oo stmitar erounds as that which can be provided for digatized ssmples, Funthermore, the

prosent invention differs from the prior an in that it doss not atismnptin stop copying, b

rather, determines responsihility for s copy. by ensuring that Heensing infurmation must

moAn ongosl Without th + licenss

be preserved in descendant

information, the sony cannot Bmction,

{00331 An inprovement over the st s disslosed dncthe present invention in dhat the software
itaelf i a vet of commands, compiled by software enoinesr. which can be configwred in

such & manner as o e underiving funstiongline o she Hoense or suthonzation of the sopy

i posseesion by the user Without such venficatiow the funen

r the form of software cegse o properiy work, Atlemplis fo tamper or “pately” substingg

sode resources can be made highly ditficult by randomiziog the location of said resources

i memory on an intermitent basis 1o resisbmost attack
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[O034] With these and other advantages and femturss of the invention that wall becoms
heveinafter apparent, the nature of the nvention may be more dearly understood by
veforence to the following detatled description of the nvention, the appended claims and

0 the several drawings attached hersin,

BRIEF DESCRIPTHON OF THE DRAWINGS

Y

[0035] FIG 1 i & block flow disgram of 8 method for copy protsction or suthenticetion of

digital information according to an embodiment of the present invention,
DETAILED DESCRIPTION

{00361 In acoprdance with an enbodinent of the present invention, & method combines transfer
funclions with predetermined key oregtion, Increased security is achinved i the method
by combinng elements of “public-key sleganography” with oryptographic protoeols,
which keep in-transit data secure by sorsmbling the data with “keys”™ in o mgnner that i
not apparent o those with sceess 1o the content 1o be distributed. Because differant forms
of raslomaess are combined Yo offer robust, distributed seourity, the prosent invention
addresses an architectural "gray space” between two imponant greas of security: digital
watermarks, @ subset of the mors general art of steganography, and oryptography. One
form of randompesy exasisin the mask soty that wre randomiy created 1o mag watermark
data inte gn otherwise uorslated digial signal. The speond formy of randomness is the
random permutations of dats formats used with digital players to manipulate the content
with the predetermined keys. These forms can be thought of g8 the transfer fusction

versus the mapping function inherent to digital watermarking processes.

[0037] According to an embodiment of the present inveniion, 3 pradetermined, o randomly
genevatad, key is used to soramble digital information in 2 way that is unlike known
“digital watermark” technigues and public key crypto-svstems. &g used hersin, g key I8
algo referred 1o a3 & "mask set” which includes pne or more random or prendoorandom
serves of bits. Prier 1o eocoding, & mask can be generated by any crvptographically secure
random generation process, A block cipher, such as & Data Encryption Standard (DES)
algorithay, in combination with 2 sufficiently random seed value, such as one oreated
using & Message Digest 5 (MDA} algorithm, smulates & oryptographicatly secwre random

bit generator. The keys are saved in a detabase, slong with tuformation maiching them to
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the digual signal, for wse in descrambling and subsequent viewing o plavback
Additional file formst or transfer property information is prepared and made available o
the encoder, 1 8 bit addvessable manner. As well, any suthenticating function can be

combinad, such as Digital Rigneture Standard {D88) or Secure Hash Algorithm (SHA)

f0038] Using the predetermined key comprised of a transfer function-based mask set, the data
representing the original content is manipulsted st the inherent granulanty of the 8le
format of the underlving digitized ssmples. Instead of providing, or otherwise
distributing, watermarked content that s not noticesbly altered, 8 pastially "scrambled®
copy of the content is distributed. The key is necsasary both 1o register the sought-after

cortent and to descrambis the content into 118 origingl form.

{00391 The present invention uses methods disclosed in "Muthod for Stega-Cipher Protection of

Computer Code,” ULS. patent application Ser Noo G&/587 943 {which fxsued Apnl 28

1998, s L8, Patent Mo, 5.748.560), with respect fo transfer functions related to the

cosvunon il formats, such as PICT, TIFF, AJFF, WAV, sto. Additionally, i cases where
the content has not been altered beyond being encoded with such functional data, it is
possible for o digital playes to still play the content because the file format has not been
altered. Thus, the encoded content could still be played by a plag-in digital player as
discrete, digitally sampled dgnals, watermarked or not. That s, the structure of the file
can remain basically unchanged by the watermarking process, lefting common file format

based plavers work with the "scrambled” content,

{0040 For example, the Compact Dise-Digital Audio (CH-DA)Y format stores audio information
as a series of frames. Bach frame contains g number of digitel samples representing, for
sxample, music, and a header that comtaing file format infornation. As shown in FIG. 1,
aceording to an embaodiment of the present invention some of the header informuation can
be identified and "scrambled” using the predetermined key at steps 118 to 134, The music
samplex can remain unchanged. Using this techoique, & traditional CO-DA player will be
able to play & distoried version of the music in the sanple. The amwount of distortion will
depend on the way, and extent, thet the header, or file formay, information has been
serambied. §t would also be posaible fo instexd scramble some of the digitel samples
while leaving the header information slone In generall the digital signal would be

nrotected by manipulating data af the inherent granularity, or "rames.” of the (DA file
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format. To decode the information, 8 predetermined key 15 used before playing the digil
information st steps 140 gad 150

[O041] A key-based decoder can aot 88 & “plug-in® digital player of broadeast sigoal streams
withowt foreknowledge of the encoded media stream, Morsover, the datg format
orfgntation iy used o partially soramble data o transit w0 prevent unauthorized
descrambled access by decnders that lack authosized keys. A distributed key can be used
o unsoramible the serambled content beoaguse a decoder would understand bow to prooess
the key. Similar o onsthedly decryption operations, the benefits inherent in this
embodiment include the fact that the combination of watermarked content seonrity, which
is key-bassd, snd the deacrambding of the data, can be performed by the sams key which
can be a plurality of mask sets The mask sets may include primary, convolution and

message delimiter masks with file forma data included.

{0421 The creation of an optimized "envelope” for insertion of watermarks provides the basis of
rouch watermark security, but is also & complementary goal of the present invention. The
predetermined or random key tha is generated is not only an esseotial map to access the
hidden information signal, but iz slso the descrambler of the previously scrambled

stgnal's format for plavback or viewing.

{00437 In 5 system requiting keys for watermarking content and validating the distabution of the
content, different keys raay b used to encode different information while secure one way
hash functions o one-time pads may be incorporated 1o secure the embedded signal. The
same keys can be used to later validate the smbedded digital signature, or even fully
decode the digial watermark if destred. Publishers can casily stipulate that content not
only be digially walermarked but that distnbodors mngt check the walidity of the
watermarks by performing digital dpnanre-checks with keys that lack any other
functionality, The systemy can exiend to simple acthentication of text in other

smbodiments.

{00441 Befors such a market is sconomically feasible, there are other methods for deploying key-
based watermarking coupled with transfer functions to parually scramble the contet to
be distrbuted withowr porforming Rl public key eacryption, e, 2 key mair is not

neceasarily penerated, simply, & predefermined kev's function is created o rewmap the
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data of the content file in a lossless process. Moreover, the scrambling performed by the
wesent invention nray be move dependent on the il in question. Dissinularly, encryption
is not speetfic to any partionlsr media but is performed on deta. The file format remaing
unchanged, rendering the file usesble by any conventional viewerfplayer, but the signal
quality can be intentionally degraded in the absence of the proper player and key. Public-
key encryption seeks to completely obscure the sensitive “plaintext” to provem
comparisons with the “ciphertext” 1o determine a users privae keys Centralized
encryption only differs in the otlization of a single key for both enoryption sad
decryption making the key sven muors highly vulnerable to sitacks 1o defest the
encryption provess. With the present invention, 8 highly sought after photograph may be
hazy o the viswer using sny number of commonty avatlable, nonproprietary sofbware of
hardware, without the suthorized key. Similasly, a2 commercially valuable song may

sound poor.

{00457 The benefit of some form of orypiography is not lost in the presemt invention. In fact
some piracy can be deterred when the target signal may be known ngt is oleaddy being
protected through scrambling. What is not sadicipated by known techninues, 15 an ala
carte method to change varions aypooty of file formatting to caable vartons “sorambled
states" for content o be subsequently distributed. An tmage may lack all red pixels or
may a0t have any of the most significant bits activated. An audio sample can similarly be

serambled to render it lzss-than-commercially viable,

{00461 The present invention also provides improvements over known network-based methods,
such as those usad for the siveaming of media deta over the Inteonet. By manipulating file
formats, the brosdoast media, which has been altered o "8 within slectronic
distribution  pasamsters, such as  bandwidith  avellability and  ovor  corvection
considerationg, oan be more effectively vtilized fo restrict the subseguent use of the

content while in transit as well as real-time viewing or playing,

{0047 The mask set providing the teansfer function can be read on & per-use basis by issuing an
authonized or suthenticating "key” for descrambling the signal that is apparent to g viewer
or § player or possessar of the suthentivating kay. The mask set can be read on & per-
computsr basis by issuing the asthonzad key that is more generalized for the computss

that receives the broadeast signals. Metering and subscription models become vighls
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advantages over known digital watermark systenys which assist in designating the
ownership of 2 copy of digitized media content, but do not prevent or restiiet the copying
or nanipulation of the sampled signal v question. For broadoast or streamed media, this
is especially the case. Message suthentication is alse possible, though not guarantesing

the sanie seourity as an snorvpled Bie as with goneeal soypin systenms,

[O048] The present ivvertion thus benefits from the proprietary plaver model without relyving on
proprietary plavers. No new players will be pecessary and sxisting nnitimedia file
formats can be altered o exact & measure of security which i3 further increased when
coupled with digital watermarks. As with most consumgr markets for media content,
predominant file formats exigt, de facto, and corresponding formats for computers
likewise exist. For a commercial compact dise quality audio recording, or 16 bit 44.1
EH, corrsspondimg file formats tncleder Audio laterchange File Formar {AIFF),
Microseft WAV, Scund Designer 1, Sun's oau, Apple’s Quicktims, ste. For sl image
wedia, formate ase simnilarly sbondant: TIFF, PICT, IPEG, GIF, ete. Requiring the use of
additional propristary players, and their complementary file formaty, for Emited bensfits
in seourity s wastefid, Moreover, almiogt all computers today are mulumedia-capable,
and this 18 increasingly so with the popularity of ntel's MMX chup architecture and the
PowerPC line of microchips. Hecause file formatting s fundamental in the playback of
the underlying data, the predetermined key can act both as a map, for information to be
encoded as watermark data regarding ownership, and & descrambler of the file that bas
heer distibuted. Limitations will only exist in how large the key must be setrofitted fir a
given application, but sy manipudstion of file forma nformation is not likely to excesd

the size of data required versus that for an enfive proprietary player.

(00491 As with previous disclosures by the inventor on digital watermarking techmiques, the
present tnvention may be implemented with & vadisty of crypiographic protocols to
ingrease both confidence and security in the underlying systens. A predetermined key s
described as a set of masks. These masks may include primary, convolution aad message
dudimiter mask. In previous disclosures, the functionality of these masks is defined solsly
for mapping. The present invention includes a mask set which is also controlled by the
distributing party of & copy of 2 given media signal. This mask set is a transfer function
which is hmited only by the parameters of the file format in question, To incresse the

unigueness or security of sach key used to seramble & given media Ble copy, a secure ong
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way hash function can be used subsequent o transfer properiies that are inttiated do
provent the forging of 8 particelar key. Public and private keys nray be used as key pairs

¥

o further increase the nnlikelinoss that a key may be compromised.

[OO50] These same cryplogrsphic protocols can be combined with the embodiments of the
present invention in administering sireamed content that requires authorized keys to
vorvectly display or play the stresmed content in an wncrambled manner. Ay with digital
watermarking, syounetric of asymunetic public key pairs miay be ussd in g vasiety of
implementations. Additionslly, the seed for certification suthorities to matntain authentic
key-paivs becomes a consideration for greater security hevond symimetric key
implementattons. The erypiographic protocols mekes possible, as well, & message of text
to be authenticated by 3 message anthenticating fimetion i a general computing devies

that s able to ensure secure message exchanges behwesn authorizing parties,

100311 An sxeoutsble computer prosram is variously referred 10 as an gpplicatien, from the poig

foviow of 8 user

v sxecutable obisct sode frow the point of visw of the sngineer A
collection of smaller, atonic {or indivisible) chunks of pbisct code tvpically gomprise the

complate exenutable ohisst sode or applisation which may alse reguire the presence of

certain data resources. These indivighle portions of chiest sode sortesnond with the

programmers function o procedure implementations in higher level languazes, such as ©

w Fascel Jo crsaling sn soplication. & programmer watss Jeade” dooa ighec Jevel

£}

{anpuape, which is then conmpiled down into “machine langusge” or the sxscuisble

function, ot procedure, wrtten in the programming languass. represents a selfcomained

portion._of the larger program, and implements tvpioally. g very small_plece of its

o provedures, and the distribution of and amrsngement of these tmplemenistions in

various files which hold them is uninponant. Within s function g procedurs, howevet,
the order of individual lansusss sonstucts, wiich cotrespond fo partisdar machine

instructions g lnportent, and so finctions or procedures see sonsidered indivisible for

purneses of this discussion. That 15 once a iy

of the machine instructionswhich compriss the sxesutable obisct vode of the funcion i

irportant and their ceder in the computer memory is of vitsl imoortance, Note that meny

¥ 33

‘sompiiers” pecform “optinvzations” within functivns or provedures, which determine on
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adimited seale i there ds 2 hetter srangement for exsepis
cifigient than that sonstructed by the programmer, but doss not change the result of the
function or provedurs. Once th
changes o the order of lnstructions 18 very likely 1o Thresk” the fimction. When s

ase ontimizations are performed, howsver, making random

en it sonsists of 8 collsction of these sub-obiects, whose sxast

grder or arrangement 10 pemory 18 not important, so long as any sub-chiect which wess

anather sub-obioct Eocwes where Inmamoey it can be found,

{00521 The mewmory address of the frstinstruction dn ong of these sub-ohjects 1 called the “entry.

ohiect immediately follow from the entry point. Some systerns may prefus information fo

the entry point which describes calling and seturn conventions for the code which

follows, an_exampls s the Apgde Macintosh Operating Svgterm MagQ8) These sube

AR

ghuecis can be packased inoowvhat sre referred 1o in sortain svslems as Toode rpssnes.)

which may be stored_senarately from the sonbication. o shwred with other spplications

. «

FO0S3] When 3 user purchases or acquires 3 compuer senoram, she seeks 3 computer [ogram

that “fonctiens” in sz desived manner. Simply, comper software is overwhelmingly

purchased for #s underlyving functionality. In contrast pecsons who copy mudtimedia

content, such as sictures, sudio and video, do so for the sntertainment or sommercidd

vahie of the sontent, The difference between the two tepes of wroducis s that peltimedia

©intersctive, bit is dnstead passive. and s commeroial value

digital products which include somputer code mav b sty interactive hut ¢

contain ontent o add ¢ intenactive saperience of the useror make dhe yunderdving

atility of the software more aesthetically nisasine 188 a3 sommo r of bath of

these oreators, both of Jotersctive sndpassive muliimedis products, that “digissd
products”_can be casily and perfectly copied and made into wnpaid or unsuthorized
copies, This concern is especially helnhioned when the underdving product is copyright
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protected sad intonded for conmusial use

wegraphic Method and Device™ patent application,

cre are & certain subset of executalds cods

resouwrpes. that comprise an application and that are “essential® 10 the proper funstion of
essential® inthatif the
program proceeds (0 2 polnt where 1 must "oell” the code resource and the cods resouge

the spplication In general, any code resourcs gan be sonniderg

AR SRR

is ot present in memory, or cannot be loaded, then the program fails, However, the

present invention uses 8 definition of "essential” which is more narrow, This s because,

those skilled in the wrt or those with programuning exgerience, may sreate » dedivative

program, not uelike the utlity provided by the ouginsl program, by witing sdditondd or
substitated code o work around upavailable resources. This s pacticilady true wath
.;QS%;.‘;

programs that ncerporae s optcnd Polusdan schitecture” _whete ssve

SN S

concemed with concentrated efforts by technipslly skilled poople who oo analyee

sxecutable obisst code and Poateh” 11 to ignore o bybass centain code sesouress, Thus

distinguishes this anplication fom any other apptication depends upon the presenes and
use of the sode resourse dn question. The hest candidates for this tvpe ol sode resowress
are NOT optionsl, or plug-in types, unless special cars Is takion to provent work-arounds,

{0055 Given that there arg one ormore of these sssential respurces, what 1s needed to realize the

present invention ds the prosence of sedtain dats rosonrses ol a bvpe wiich ars angnable
1o the Tstegrecipher” provess desertbed o the USteganopraphic Method and Devige!
patent ULS Par Mo, 5613004, Data which vonsists of image or audio samples is

sarboniarhy useful, Because this data consists of digital samples, digital watermarks can

be introduced bute the samples, What ia further meant is § apslications inchude

image and sudio samples which arg important 1o the look and foel of the progism G are

functicuality when need by the user, These
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"smart wlevisions” FIdAs and the ke, Howsves, programs siill comprise the undsrlving

~operating systerns of these devices and are becoming more complex with ingresses in
funciionality.

{0361 Goe method of the prvsent inveniion s sow discussed, Whes sode and dats resourses are

sompmisd and assembled ot 2 presurser of an executable pogam the sext step s to ueg
gion for fnsl sssembly of the executable apphcation. The srogrammer

fisolaved by the wiilite. The wiilive will

chooss one o seversl essential ode resources

sing the stegscipher process. The ond result will be that these essential code

seanurces are nod siored in thelr ovway parkiion, butrather stored as encoded information in

data resources. They sre not avcessible & run-time without the kev. Basically, the

regs that provide fstionality in the Lol snd-produst. an grecutable

_program are ne donger saaly and rseognizably. available for

rogiam fe ran ds an unanthorissd copy. For the socodung of the

ssacntial code resources g kev is needed. Such s kev is stmiler 1o those deseribed in

U8 Pat No 5811004, the "Stecanogrphin Method and Device” patent. The purpose of
a particular Hocnsed copv of an application distinguishable from
any other Tt is not necessary o distingunish every instance of sn application, merely every
i ce pf-a lomnse, i

application, leeally or with suthorization, Thisme

G gk

1ser Ay then wish o install mudtinle copies of an

$_COITeSp

onds, iz suual fo.or s a function of, g license code or licenss descriptive

ust & text file audic glip or Wentifving piece of infermation as desived

_schemes sxtent snd typically el to stend-alone, digitaily

sampled content. The kev iz necessary 0 access the underlving code e, what the user

{00577 The assemtdl

lerivative of the leense code. Glven the key, it
eneodes one or several essential resoy val_data resowrces. Bxactdy
which code resourses sre ensoded into which data resources may be determined g
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. manner. Note further that the applicstion containg 8 code

reaouree which perfirns the fnction of devoding sn socoded code resourss from asdata

resource. The anplication must alao contain 3 data resouree which specifies in which data

resoures & partioslar code resource is encoded. This data vescuree i srsated and added st

ssverbly tme by the sesembly ity The 5

{30581 1t when it run for the frst twme slier ingallation @ asks the e &

[6059]

{0060 33 Gnee it bas the license code, 3 ran then penenie the propes decoding key fo

{00611 Nate that the spplication can be copted in an

liconse pode 1ssued 10 the Heensed owner, fo acoess its essentigl code resourees. The godd

of the invention. copvoght protection of _compater code and establishment_of

responsibility for copies. s thus accomplishsd.

{00631 This invention represents & significant inprovement over pricr art because of the inherent

difference in use of pursly informstionsd waleromdks verss watsrmarks which contadn

application which

nons situation. Bither thea

sannot be wsed. and henge the user cannal gain il aceess o the presentation of ihe
information in the watermark bearing date. In order to extract a di '

yssr must have s key, The kv i a1 s function of the Toene information for the

apphication files and so cannet be changed atthe option of the user. That dn tum, means

the Heenss infirmation in the soffware ctoy musl remat

.

» porTEet kev s

svatlable _to the software. The kev and the lcense information are. in fact,

RALS LRSS

interchaogeable. Une s merely more readable than the ather In U8 Pat Mo, 5,613,004,

the "Repancerantic Method and Devics, patent”, the vossibility of nandomizetion soesure

NE AT

attacks on dipital watermarks was discussed. Stmply, 8 is always possible do erase 8
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digital watermark, _depending on how_much damage you are wsilling do do o the

watsrmark-bearing content Stream, The present invantion hus the sienificant advaniage

s K

that voumust have the watsrmark to be able touse the gode eon W grane the

watermark you have fost g key piece of the functionality of the spplication,

{00631 A preforred smbodinsnt would he implementad in an smbeds

operating system and memery. Noomedia plaviag "applets” or smaller sized appdications

a8 proposed in new operating envitonments envisioned by Sun Microsysiems and the

10 the svstem only

g operating
the harg necessttiss o openate the device download information, decode wntermarks and

exvoute the applets contained in therm, When sn applst is Snished sxecuting iz emsed

from_memory, Such 8 svstem would susrantee thet content which 4 no gomsin

consld not be 4

enguring that content 1o be distributed throush such a systern contains valid watormarks,

Thus. dn such setweorks as the Internet of settop box sontrolled cable systems,

distribution_and exchange of sontent weodd be made wore seoure fron wnauthorized

copying to the benefit of sopvright holders and other related parties. The system would

2g eh

since the watermark convevs in addition to copyvright information, the means to fully

aocess, play, revord oo otherwiss manipuiate, the content,

A second methnd

cocrding 1o the present inventinn s o randonly re-organes wrogram

WEMONy_stucturs 1o prevent attenphi al memony sapnse or obiect code analysis The

phient of thiz method is fo make it extrenely difficult to

analysis of an executable computer program, This snalysis s the basis for z mathod of

attack o defeat the svstem envisioned by the present invention,

< - s

ode resoures of 2 propran are loaded inte memory they typically semain in g
fixed position. uniess the computer operating sv

g finds i necessary 1D rearangs
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DLogian, Ha SOMPRIST_progrant conting

SouniermeRsurss. againgt undizensed sopying. & skilied technivian gon ofien t8ke 2

snapshot of the code in memory, analyze 3 detorming which Instructions comprise the

sountermeasures, and disable themuin the stored applicgtion fle by means of 2 “pagh”
Qiher applications for designing code that moves o prevent scanning-tunnglling

ioroseones. and similac high sensitive hardware for analvsis of slectronic structure of

photograph” o otherwiss determing “burn ju”_to sucrcehips for attempts &l revesse

ngineering. Th st invention seeks 10 prevent widing the code

and s organization for the purpose of patching it Unlike systemis sich sy Wave

Systemy,_the preseryt invention seeks 1o swve code sropnd o such g manner 88 ©

. IEASAS LAt U L

complicate attempis by software Sninesrs 10 esnsingss 3 me y disahle the methods
wted hardware” Moreover the

présent inventivn concerns el with any application seftwars that may be wed in

o ¥,

 devies shat laoks

for creating losused coples on an

genesal computing devices, not olipsets that gre ssed in sddifion o an underiving

sompier o perfonn enorvption,. Wave Svstems’ approash o seourite of software i

interpeeted similadly 1o the present invention would dictale sepasate misrockip sels fov

R

{0066}, Under the pressnt inventinn, the spolication containg a specigl sode resvures which

s 1 memoerny. Buring gseoution time, s speatad

sohudider.” van be called pesiodically, or af vandom ot

pseuds random intervads, af which tims ¥ intentionally shuffies the other code resouries

randondy in memory so that semeons trying to analyes snapshots of memery at varions

imervals cannot be sure i they are looking at the same ende o preanization from ong

"break” to the next This adds stgnificant complexity 1o their job. The scheduler slse

randomdy relocaies el when it is Snished. I order to do this, the scheduler would have

o first copy itsell 1o 8 new locadion, and then soecifically modifv the propram coser

and stack frame, soth
o the corecy calling frame, Finally, the scheduler would need to maintain a Hat of all

RRRIAN

sbitsouid then umpinte the pew sopy.of the schedulsr, bt retum

x,

memory addresses which contain the sddeess of the scheduler, snd changs them o reflsgt
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s new loesting,

{O067] The methods descrnibed above sccomplish b

slication sxeaiabls code in nrder 1o oreate 8o

@gsﬁi@igﬁwﬁatmm&‘mg %&&i&&&&m&m@&ﬁi&z@ﬁ&m&m@mgms
fess susceptible Yo unsuthonized wuse by those attempting o disable the underdving

sopvripht protection system. Simply, sach_copy hes particular identifving informat

00887 Although vartous embodiments are specifically Hlostrated and desoribed hereln, # will be
sppreviated thal modifications and varistions of the present invention are covered by the
above teachings and within the purview of the appended claims without departing from

the spirit and intended scope of the tnvention,
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What i claimed is

1, {original) A method for copy protection of digital ioformation, the digitel nfonmation
inchuding g digital sample and forreat infornation, comprising the steps off

identifving a portion of the format information to be enveded;

generating encoded format mformation from the Wentified portion of the Hrmat information; and

gonerating encoded digiial nformation, including the digitel saople and the sovtoded Bormat
informetion.

2. {original} The method of claim 1, Burther comprising the stop of reguining a produtermined koy
o decode the sncoded format infoonation.

3. {origieal} The smethad of claim 2, wherein the digitel saople and format nBoroation ate
cordipured to be wsed with a digital player, and wherein information cutpat from the
digitsl plaver will hove a degraded quadity unless the encoded format indormation is
decoded with the predetermined key.

4. {original} The method of clalm 3, whereln the inﬁxmatimimﬁpm from the digitel player
vepreserys a sill image, audio or viden

5. {original) The method of olaim 3, whorein the informetion output represents text dala to be
authenticated.

Clatns 6 ~ 31 {canselled without prepndice to Applicant’s vight to svek allowancs of said clatnw
inva refated application)

32 (new) A mothod for copy protection of sofbwere comprising: savbedding the software with a
waternsark whorein the erobedded software operates in & manner substantially the same a8
the software prior o the embedding Sep.

33, {new) The process of clabm 32, wherein the step of embedding the software with a watermark
increases the coraplexity of code anabysis andfor tanpering with the software.

34, {new) The process of claim 32, whereln the watermnrked software queries s weer Ror
personalization information during indaliation of the software

35, {new) The process of claim 32, whereln the watsrmark i avcessible with 2 key.
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36, (new) The process of olatm 33, wherein the koy enables authorized use of the watermarked
software

37, {new) The process according to claim 33, whereln the key wnd lcense information are
interchangeable. '

38, {now) The provess sosending to olaim 32, whorsin the step of embedding the software with s

watermark iy performed during execution of the software,

fg2
=

' {new) The process acconding 1 olaim 32, whemin the stop of embedding the software witha

watermark modifies the strovture of the software heing smbedded.

48. {new) An articke of manufacture comprising 8 machine readeble medium, having thereon
stored instructions adepted o be sxecuted by a processor, which instructions when
sxemed result in @ provess eomprising: recsiving polentiadly watermarked softwass; and

dentifying the software by exiracting the watermark.

41, {new) The article of menudacture of cleim 40, wherein the watermark is sssoclated with

nformation Hixed prio fo disteibution of the watermarked software.

42, {new} The article of manufacture of claim 40, whereln the watermark affects functionslity of

the watermarked soBware,

43, {sow) The sriicle of manufscties of olaim 48, whersin the extoied watermark enables
generation of a oy,

44, {mew) The artiels of mamdacture of clabm 43, wherein the generated key and Beensing
fnforpation we assoeiatad,

435, {now} The article of munufaches of cluim 40, further comprising miting functionality of the

sofbware i the watermark caninot be extracted,

46, {new} A method for watenmarking software comprising: delermining the structure 2 plurality
of code cordained jn the software; and configuring at feast 2 portion of the phuality of
sode socording 1o & watormarking process.

47. {new} The process of clalin 46, wherein the walermnarking process farther eomprises fnsertiag

information inte the software s8er installation,

4R, {new} The process of claim 46, whersin the walsrmarking process configures the at least a

potiion of the plarality of vodds sccording 1o s key.
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49, {new} The process of claim 46, wherein the wateromeking process increases the complesity

of code analydds andfor tuuperiag with the softwars.

S0, {new) The provess of claim 46, wherain the watenmarking process is selected from the group

comprising: data hiding, sleganography or steganographic ciphering.

51 {new) The provess of claim 45, wherein the wetermarking process iy applied during

exseution of the sofhware,

52, {new) A systom for copy protection of softwarse compristng the steps oft associating Hoense
infermation with a copy of a software application; envoding the assoctated Hoense
iformation mto the copy of the software spphication using 3 walermarking process;
providing the copy of the software applicetion having license infbrmation encoded
therein to & user; and, comparing mformation recsived by a user with the encoded Beense
informuation.

33, {now) The system of claim 32, wherein the encoding is controllad by a key.

34, {new The system of cladm 33, wherein the step of comparing the user supplied information
with the encoded Heense information enables authorization of the software.

33, {new) The system of claim 33, whersin the key ia fixed prior (o distribution of the software.

56, {now) The system of olatm 52, whereln the loense information comprises code which affects
functionality of the watermnarked software,

§7, (new) The aystem of claim 32, whereln the watermerk soffware iy resistant to code analysiy

anddfor tampering.

Attachment 15 Page 55 of 104

DISH-Blue Spike-602
Exhibit 1005, Page 0439



DATA PROTECTION METHOD AND DEVICE

Abstvact of the NMeelosnre

Asn apparatus and msthod for epcoding and deceding additional information inte & digital
information in an mtegral monner. More particularly, the invention relates o a method and

device for data protection,
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B39 O0DICONT2
DECLARATHON FOR PATENT AFPLICATION

Az ong of the below narhed miventors, T hereby dechare that:

My rostdenes, post office address snd oitizenship tsas stated below nest to my naow;

{ beliove that T am the original, Srst and soleinventor (G only ono name 1w beted below} sran
original, first and jotnt wventor (i plurgl nanes ars fisted bolow) of the subject matier which i
clatrnad and for which 2 patent is sought on the invention satitled:

BATA PROTECTION METHODR AND BEVICE
the specification.of whach: is attached hersto.
1 was fled on

ax Application Moo
and was amendsd om

i have revigwed snd understand the contents of the above-identified speaification, mcluding
the claims, sy aoended by any amendment reforved o sbovel 1 acknowladge the duty to disddoss
mnformation which s material o patentability 25 deBned 3T CFER § 186

Prior Forvign Application{s}

§ heveby clatm foreigey prtonity benefits under Title 35, United States Cods, § VINaMEY or
§ 365{b) of any foreign spplicationds) for palent or nventor’s certiftcate, or § 365(a} of mywy PCT
ndemationgl application which designated at least one vountry vther thon the Usited Siates of
Amerioa, listed helow and bave alen identified below any fustgn spplicationfs) for patent o
weentor’s oeriificate having a Bling dete before that of the applicstion on which prioiy is clamed:

Coustry Agplisation Baie of Filing ' Prote of fasux Priovily Cladwmed
Huamber 7 {day, mouth, year} {day, montl, year)
Yea E:} Ne i:j

Yes E} Ng Q
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¥

BR3IVLO0CONTZ

Feinr Provishmual Applicationis)

1 herely olsiot the benefit under Thile 35, United States Code § 119¢e) of any United States
provisional apphicaticn(s) hssd bdowe

Spplicetion Rate of Fifing
Numbhsr {day, month, year)

Brior United States Application{s)

§ hereby clainy the benadit wader Tiile 35, United States Code, § 120 of joy United States
spplivation(sl, or § 355(c) of any POCT interavonsl spplication designanng the Umted States of
Amerion, Hsted below and, msolr ss the sulyect mutter of each of the claivs of this application ig
not digelnsed in the prior United States spplication & the memer provided by the Best passgraph of
Tide 35, Umied Sates Code, § 112 1 ackoowledge the duly Yo discloss matenal information as
defined in Tithe 37, Oode of Federg! Repulations, § £.30{a) which aocurred hetween the Sling dote of
the prior spplication and the national o BOT inteenational fling date of s application

Application Pate of Filing Status -~ Patented,
HNumbar {dwy, menth, vean) Feads’egg_, Abandenvd
BRI June 2T, INGF Feading
QB8 H3T Blarch 33, 1598 Fatowd No. 5,5753&1*{3?2-
July 32,2603
O8/S8T N . January 17, 1996 Patent No. 5,745,569
April 28, 1998

Al vorrespondencs snd telephone sommunications shoald be addressed 1o

2

BT MOSKOWITE
IETI 1 QoINS AvENUE
No. IBGS
SUMNY ISLES BRACH, FLORIDA 33180

TELERHONE NUMBER {308 BB8 - 8041
Faosnpone NUMBER: (300 968 ~ 8043
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80321, CO0ICONTZ

{ hereby dechwe that &l stotemenis made herem of vy own knowdedus are troe and thet ol
statoments made on information and belief are helisved 1o be trug, wwd further that these statamenis
were made with the knowledge thal willful false statonients and the Bke so made are punishable by
fine and onprisonment, o botly, wnder 18 US.C § 1001, and that such willlid false stntoments nwy

jcopardize the validity of the apphication or any patent isnang thersmy

Signstuse -3

Full Name of
First favepdon MOSEOWITE

{Fanily Mame)

Citbronship Tnited States of Aaveriva

Rasidenge: 6711 Colling Avenos, § 1303, Sunny fafes Beanh, FL 33180
Piset Dific T Collins Avenpe, # 2508, Suany Tehg
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Title {befors amendment) Method for Combining Transfer Functions with
Pradetermined Rey Creation

Commissiones for Palents
£.0. Box 14580 A
Alexandria, VA 3131450

PRELIMINARY AMENDMENT

Frior {o exanunation on the marlls and pricr 1o caloulation of the Bling fee, please.
sntar the following amendments o the application.

N THE TITLE

Ploass delets the presant fitle and f@i}ﬁﬁﬂé fowith "DATA PROTECTION METHOD AND
DEVICE”

On page 1 of the Application, insert the following before the section entitled "Field
of the Invention™

CROSS-REFERENCE TO RELATED APPLICATIONS
Ihis spplication is a divisional of 4.8, Palent Application Seral Na,
1803 777 _which

3

8 & coptinuation aoplication of U.S. Patent Application
Serigl No, (80486237 (wikch lssusd July 22, 2003 as U8, Patent No,

| 1
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£.588,182), which i 2 continualion-in-part_of U.B. Palend Application
Serial No, ORSRT 943, fled Jan. 17, 1888 {which §¥:§§i}§€§ &Qﬁ 28, ‘igﬂ&
as UB. Palent No. 57458430 The snlice disgl 8 ,
Application No, 08/048 827 M&'@MM&MM
Mo, 8598 182y and U8 Palent Application Serial No, D8G87 843 filed
Jan, 17, 1998 (which issusd Aol 2B 1988 as US Patent No
& 748,843} are hereby incorporsied by reference in their entireties,

in the FIELD OF THE INVENTION:

After paragraph [0002] pleass insert the following:

~~ With the sdvent of compuler networks and digitsl multimedia,
profection of intellectual property has bepome a prime concem for
creators and publishers of digitized copies of copyrightable works, such
as musica!l recordings, movies, video games, and computer sollware.
One methad of protecting copyrights in the digital domain is to use "digital

watermarks, ¥

The prior g inchedes copy profection syﬁtems attempied at many stagss
in the development of the software industry. These may be various
methods by which a software enginesr can write the software in a dlever
manner o determing ¥ i has been copisd, and ¥ g0 fo degotivale dsell
Alse included are undocumented changes fo the storage format of the
content. Copy protection was generslly abandonad by the softwams
industry, since pirates wers generally just as clever as the software
enginsers and figured out ways to modify the software and deactivate the
profection, The cost of developing such protection was not justified
crnsidaring the level of piracy which oncurrsd despite the copy protection.

Other methods for protection of computer sofwars inclde the
reguirernant of entering cartain numbers or facts that may be included in

2
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BETHOD FOR STEGA~CIPHER PROTECTION OF COMPUTER CQDE

FIELD GF IRVERTX
wWith the advent of computer networks and digital

g wmultimediz, protection of intellectual property haes
becoms & prine conosen for srestors and publishevs of
digitized coples of copyrightakles works, such as musical
regordings, moviss, video gamss, and computer sofiwars.
Une method of protecting copyrights in the digital

10 domain is to use “digital watermarks.®

The pricy art includes copy protection systams
attempted abt many stages in the éeval@g@eﬁﬁ of the
sopftware industry. These may be various methods by
which & software sngineer ¢an write the gofiware in 8

18 clever manper to determine if it has been copied, and if
s bto desctivate ibself. also imaiud&@laxa undoounsntad
changes to the storage format of the content. Copy
protecstion was generally abandoned by the sofitwars
andustyry, since plrstes wars gegerally ﬁusﬁ ag olever as

2 the softwars anginsers and figured pub %ayﬁ to modify
the softwars and deactivate the protscotion. The cost of
developing such protection was not Justifisd considering
the level of piragcy which oocurred desplte the copy
protectiom. ‘

38 Qther wethods for protection of compuber softwars
include the requivement of entering certain numbers ov
fagts that may be included in a packagaﬁ softwsre s
manual, when prompted at start-up.  Thess may be

B RAHKWPIH I QG PRe-aa
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& packaged software’s manual, when prompled at startup. These may be
overcoms i coples of the manual are distributed 1o unintergded users, or
by patching the code fo bypass these measures. Other methods include
reguiring 8 user fo contact the softwers vendor and to receive "keys” for
urdocking software afler registration attached fo some payment schems,
such as credit card authorization. Further methods include network-bhased
ssarches of & user's hard drive and comparisons betwesn what is
registerad to that user and what is actually installed on the user's general
commputing device., Other proposals, by such parfies as AT&Ts Bell
Laboratorias, use "keming” of aciual distance in pixels, in the rendering of
fext documents, rather than a varted pumber of ASCH characlers
However, this approach can often be defeated by graphics processing
anaglogous o sound processing, which randomizes that nformation. Al of
thess methods require oulside delerminalion and verification of the
validity of the software license.

Digital watermarks can be used fo mark sach individust copy of a
digitized world with information dentifying the title, copyright holder, and
gven the lcensed owner of 8 perticular copy. Whan marked with licensing
and ownsrship information, responsibility s created for individual copies
whaers befors there was none. Computer application programs can be
watermarked by walormarking  digital content  resources  used iIn
conjunclion with mages or awdic data. Digital walenmarks can be
encoded with random or pseudo random keys, which act 35 seorst maps
for focating the watermarks, These keys make i impossible for a party to
find the walermark without having the key. In addition, the encoding
method can be snhanced fo hwee a parly to cause damage fo 2
watermarked data stream when frying 1o erase 2 randorvkey watsrmark.
Other information s disclosed in "Technology: Digital Commerce”, Denise
Caruso, New York Times, Aug. 7. 1885 and “Copyrighting in the
information Age”, Harley Ungsr, ONLINE MARKETPLACE, Ssploamber
1888, dupiter Communications.
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Additionally, other methods for hiding information sigrals i content
signals, are disclosed in U8 Pat No. 5318 735-Preuss st ol and US.
Pat. No. 5,378 345-Greenberg.

it is desiable v use a "stega-cipher” or watermarking process &y hide the
necessary parts or resources of the executable object code in the
digitized sample resources. § s also desirable to furthey modify the
underlving structure of an sxeculable computer application suoh that it is
more resisiant o altempls at patching and analysis by memory capture, A
computer application sseks o provide a user with certain wilities or fools,
that is, users interscl with a computer or similer device o acowmplish
varicis tasks and applications provide the relevant interface. Thus, a
evel of authentication can also be introduced into software, or “digitat
products,” that include digital content, such as audin, videg, piclures or
ruilimedia, with digital watermarks, Securlty s maximized because
grasing this code watermark without a key mesulls in the destruction of
ong o more essential parts of the underlying application, rendering the
“program” usedess to the unintended user who lacks the appropriate key,
Further, if the key is linked o a license code by means of 8 mathematical
funclion, & mechanism for identifying the lvensed owner of an application
is crealed.

it s also desirable to randomly reorganize program memory structure
intermittently diring program run fime, fo prevent aftempls at memory
capture of objext code analysis aimed at slimingting Heensing o
ownarship information, or otherwise modifing, I an unintended mannsy,
the functioning of the application.

in this way, attampls fo coplure memory o delermine underlying
funclionality or provide a "patol” to fasilitate unauthotized use of the
“application,” or computer program, without destroying the functionaltty
and thus usefulnsss of a copyrightable computer program can be mads
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difficult or impossible.

it is thus the gost of the present invention fo provide a higher level of
copyright seourity 1o object code on par with methods desoribad in digitsl
watenmarking svstams for digitized media content such as plctures, sudio,
video and mulimedia content in s multfarious forms, as described in
previous disclosures, "Sleganographic Msethod and Device™ Ser. No.
ORIMBE 172, Nled Jun. 7, 18988, now U8 Pat No. 5813,004, and "Human
Assisted Random Key Generation and Application for Digital Watarmark
System”, Ser, No. QB/S87 844, filed on Jan, 17, 1588, the disclosure of
which is hereby incorporated by refarence.

#f i3 2 further goal of the present invention fo establish methods of
copyright protection that can be combingd with such schemes as software
meatering, network distribution of code and specialized protection of
software that is designed to work over a network, such as that proposed
by Sun Microsystems in thelr Hoddava browser and Jave programming
fanguage, and manipulation of applicstion code in propossd distribution of
dovumernds that can be exchanged with resources of the ook and fesl of
the dotument being preserved over & nelwork. Such systems are
currently being offered by companies including Adobe, with their Acrobat
acftware. This latler goal is accomplished primarily by means of the
watsrmarking of font, or typeface, resources included in applications or
gocuments, which delerming how 3 bitmap rspresentation of the
document is ulltimalely drawn on 3 presentation device.

The prasent invention includes an application of the technology of "digital
watermarks.” As described in pravious disclosures, "Sleganographic
Method and Devics” and "Human Assisted Random Key Generation and
Application for Digisl Watsrmark System” waltermarks are particularly
suifable o the dentification, metoring, distribuling and authenticaling
digitized content such as pictures, sudio, video and derivatives thereof
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under the description of "muliimedia content” Methods have been
described for combining both oryplographic methods, and steganography,
or hiding somathing in plain view. Discussions of thase fschnologies can
be found in Applied Cryplography by Bruce Schneler and The Code
Breakers by David Bahn, For more informalion on prior ant public-key
aryptosystems see ULE Pal No. 4,200,770 Diffie-Heliman, LS. Pat No.
4. 218,582 Heliman, U8 Pall Noo 4405828 REA US Pal Mo
4424 414 Hellman Pohlig. Computsr oode, or machine languags
instructions, which are not digitized and have zero folerance for arror,
must be protected by derivative or alterngtive methods, such as those
disclosed in this invention, which focuses on watermarking with "keys"
derived from licsnse codes or other cwnsrship dentification information,
and using the watermarks ancoded with such keys to hide an sssential
subset of the application code resources,

in the SUMMARY OF THE INVENTION:

After paragraph [0031] please insert the following:

-} i thus a goal of the pressnt invention, to provide a level of security
for execulable cods on similar grounds as that which can be provided for
digitized samples. Furthermore, the prasent invantion differs from the prior
art in that # doss not attempt to stop copying, but rather, delermines
responsibility for @ copy by ensuring that Heensing information st be
preserved in descendant coples from an onginal, Without the corrent
iicéns& irformation, the copy cannot function,

An improvement over the art is disclosed in the pressnt invention, in that
the sofhware iiself is 2 set of corwnands, compiled by software enginser,
which can be configured in such 8 manner as to fe underlying
funclionality to the flcense or authorization of the copy in pussession by
the usar. Withow! such verification, the funclions sought out by the user in
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the form of software cease 1o properly work. Altempls {o tamper or "patoh”
substifute code resources can be made highly difficult by randomizing the
loostion of said resources in memory on an intermiftent basis o resist
rnost attacks at disabling the system. -

in the DETAILED DESCRIPTION:
After paragraph [0050] please inser the following:

- An sxecutable compuler program i vanously referred o ag an
application, from the point of view of a user, or execulable obiect sode
fram the point of view of the enginesr. A collectidn of smalier, atomie {or
indivisible) chunks of object code typically comprise the complate
sxecutable object oods or application which may also requirs the
presence of corlain dela resources. These indivisible portions of object
code  comrespond  with  the programmers’  funclion of  procedure
implementations in higher level languages, such as © or Pascal In
crgating an application, 2 programmer wriites “code” in a higher level
language, which is then compiled down inte "machine language.” or, the
sxecutable object code, which can actusily be run by 8 computer, generad
purpose or otherwise. Each funclion, of procedurs, wiitten in the
g:amgmmmérég language, represents 3 self-contained portion of the larger
program, and implements, typieally, & very small plece of its functionality,
The ordar it which the programmer types the code for the various
funclions or proceduras, and the distnbution of and arrangement of these
implementations in various files which hold them is unimportant, Within a
furction or procedurs, bhowever, the onder of individual languags
constructs, which comespond o particulsr machine instructions is
mnportan, and so funclions or procedures are considered indivisible for
purposes of this discussion. That is, once a function or procedurs g
compited, the order of the machine nstructions which comprise the
gxecutable object code of the funclion is imporiant and their order in the
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compuler memory i of vilal importance. Note that many “compilers”
perform "optimizations” within funclions or procedures, which determine,
on & limiled scale, ¥ thers s a belter amangement for sxeculable
mstructions which is more efficlent than thal constructed by the
programmer, but dees ot change the resull of the funclion or procedure,
Once these oplimizations ars performed, howsver, making random
changes o the order of inslructions s very lkely to "braak” the funclion,
Whaen a program is compiled, then, § consists of a collection of these sub-
objects, whose exact order or arrangement in memorny & not important, so
fong a8 any sub-object which uses ancther subobjaot knows whare in
mamary | can be fund.

The mamory address of the first instruction in ons of these sub-objects &
called the "entry poind” of the funclion or procsdwe. The rest of the
instructions comprising that sub-object immadiately illow from the entry
poirt, Some systems may prefix information to the enlry point which
desoribes calling and refum conventions for the code which follows, an
exampls 48 the Apple Macintosh Operating System (MacO8) Thase subs-
objscts san be packaged info what are referred 1o in certain syslems as
“wode resources,” which may be stored separstely from the application, or
sharsd with other applications, although not necessarily. Within an
application there are also data objects, which consist of some data fo be
opaerated on by the sxeculabls code. These dals oblests are nut
sxgcutable. That g, they do not consist of executable instructions. The
daia obisols can be refarred {0 i cortain syslems 85 Tresorees.”

Whern a user purchases or acquires & computer program, she soeks 2
gomputer program that “functions” it 8 desired manner, Simply, computer
software & overwhelmingly purchased for its underving funclionality, In
cordrast, persons who copy mullimedia conlend, such a8 piclurss, sudio
and video, do so &y the enteriatnment or commercial value of the content.
The difference bebwsen the two types of products i that mullimedia

8
Attachment 15 Page 71 of 104

DISH-Blue Spike-602
Exhibit 1005, Page 0455



conterd s not generally interactive, bul i inslead passiva, and s
commarcisl value ralates more on passive nol interactive or ulility
foatures, such as those required in packaged software, seldop bhoxes,
celiular phones, VORs, PDAs, and the lke. Inferactive digital products
which include computer onde may be muostly interactive but can also
contain content {0 add o the interactive experience of the user of make
the underlying utiity of the software more aesthelically pleasing. His a
common goncemn of both of these creators, both of interactive and passive
myltimadia products, that “digital products” can be sasily and parfeatly
copied and made into unpaid or unauthorized copies. This concemn &
aspecially haightened when the urderlying product is copyright protected
and intended for commaercial use.

The first method of the present invention described involves hiding
necessary "parls” or code “resources” in digitized sample resources using
a ‘digital watermarking” process, such sz that desorbed in the
"Sleganongraphic Method and Device” patent applicalion. The basic
pramise e this schame is that there are 2 cerain sub-sst of sxecutabls
oode resources, that comprise an application and that are "sssential’ to
the proper function of the application. In general, any code resourts can
be considersd "essential” inn that if the program procesds 10 8 point wherg
§ st “call” the code resourcs and the code rasoures s not prasent in
memory, of canned be loaded, then the program fails. Howsver, the
prasent invention uses g definition of "essential” which is more namow.
Thiz is bscauss, those skilled in the art or those with programming
experiencs, may create a derivalive program, nol unlike the utility
provided by the origingl program, by writing addional or substiiited code
o work arpund unavailable resowces. This s particulardy tue with
programs  that incorporate an optional "plug-in archilecture,” where
geveral code resources may be made optionally availlable at nun-time. The
prasent invention is albo concemed with concentrated efforls by
techrically skiled people who can analyze executable object code and
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"patch” it to ignore or bypass cortain code resources. Thus, hyr the
prasent embodiment’s purposes, “assential’ means that the funclion
which distinguishes this application from any olher application depends
upon the presancs and use of the code resowroe i question. The bewt
candidates for this type of code resowrces are NOT optional, or plug-in
types, unisss spacial care is taken i prevent work-amunds.

{aiven that thers are ong or more of these essentisl resources, what s
neaded o realize the present invention is the presence of certain data
resources of a typs which are amenabls o the "slega-ciphsr” process
described in the "Steganographic Method and Device” patent U.& Fat
No, 5813004, Dala which consisls of image or audic samples &
particilarly useful. Because this date consists of digital samples, digitst
walermarks can be introduced into the samples. What is firther meant i
that ceriain applications include image and audio samples which are
pnpotant o the ook and fesd of the program or ars sssentisl o the
progessing of the application's funclionality when used by the user, These
somputsy programs are familiar to users of computars but also less
obwvious 1 users of other devices that run applications that are eguivalent
in some measure of funclionality o general purpose computars including,
but not imiled in, satiop boxes, cellular phones, "smart televisions,”
PRAz and the Bke. Howsver, programs still comprise the underlying
“operating systems” of these devices and are becoming more compiex
with incresses in funcionality.

Cne method of the present wention & now discussed. When oode and
date resources are compiled and assembled infe a precwrsor of an
sxeculable program the next step B o use a utility application for final
assembly of the execulable application. The programmer marks several
essential cade resources in a list displayed by the ulifity. The utility will
choose ong of several essential code resources, and encode them inlo
ong of savergl data respurces using the stegacipher procsss. The end
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result will he thet these essential tode respurces ars not stored in their
own partition, bt rather sforad 8 encoded informstion in data resources.
They ame not acosssible al run-time withowt the key. Basically, the
assential code resournes that provide functionally in the fnal end-
product, an executable application or compidsr program, ams no ongsr
easty and recognizably available for manipulation by those sesking to
remove the underlying copyright or icenss, or s equivalent infwmation,
or thosa with skill to substitute alternative oode resources to Yorme® the
application program (o run as an unauthorzed copy, For the encoding of
the essential code resources, 2 "key” is needed. Buch a key is similer io
thoss desaribad in LS. Fat No. 5,813,004, the "Steganographic Mathod
and Devies" patent. The purpose of this schems is to make a particular
Hoansed copy of an application distinguishable from any othsr. It i not
necessary fo distinguish every inslance of an application, merely every
nstance of a license. A licensed user may then wish o install multiple
copies of an application, legally or with authorization. This method, then,
is o choose the key g0 that § corresponds, s equal to, or is a funclion of,
a license code or oense descriptive information, not just a fext file, audio
oli or identiying piece of information as desired in digits! watermarking
scheames extant and typically useful v stand-alone, dighally sampled
content, The key is nocessary {o access the underlying oods, L, what
the user understands to be the application program.

The assembly ulility can be supplisd with 2 key gonerated from a Reense
code generated for the license in guestion. Allermatively, the ksy, possibly
random, can be siored as a dats resource and encrypled with a dervatie
of the ficense code. Given the key, # encodes one or several essential
resources info one or several dalas resources. Exaclly which cods
resturees are snooded info which dala resources may be determined n a
rariom or peeudo random manner, Nole further that the application
containg & code msourcs which performs the function of decoding an
sncoded code resource from o dals resource. The application must also
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condain 2 dala resource which specifies in which data resource 2
parficular code resouros is encoded. This dafa resource is created and
added at assembly time by the assembly ullity. The application can then
opsrate ag follows:

1) when 8 is run for the fest s, after installafion, # asks
the user for personalization information, which Includes the icense code.
This can inchude a particular computer configuration;

2} # shwes this informalion iIn & personglization dala
FREOUICE;

3} Once # has the lcense code, # can then generste the
proper decading key o access the essential code resowrces.

Note that the application ¢an be copled in an uninhibiled manner, but
must contain the lcense code issued o the fvensed owner, 1o agcess s
essential code resources. The goal of the vention, copyright protection
of computer cods and establishment of responsibility for coples, is thus
accomplished.

This invention represents a significant improvemant over prior ard
bacause of the inherent diffsrence in use of purely informationst
watermarks versus watsmarks which contain exesutable object code. If
the execulable obiec! code in & walermark s sssential o an application
which accesses the dala which confaing the watsrmark, this creates an
albornons situation. Either the user must have the extracted watenmark,
of the application cannot be used, and hence the user cannot gain full
aocess o the presendation of the information in the watermark beating
data. in order {o extract a dighsl watermark, the user must have & key.
The kay, in tum, s 8 funclion of the license information for the copy of thw
software iy question. The key b fived prior o fingl assembly of the
spplication files, and 50 cannot be changed af the opion of the user, That,
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it urn, means the lcense information in the software copy must remain
fixed, so that the correct kay is avallable to the softwars. The key and the
ioense information are, in fact, interchangsable. One is mersly more
rmadable than the other. In US Pal No. 5,813,004, the "Steganographic
Method and Device, patent”, the possibility of randomization erasure
attacks on digital watsrmarks was discussed. Simply, s always possible
fo srase a digital watermark, depanding on how much damage you are
willing v do to the waltemmark-besring content stream. The present
invantion has the significant advantags that you must have the watermsrk
to be sble o use the code # containg.  you svase the walsrmark you
have lost a key plece of the functionalily of the application, or even the
means i access the dats which bear the watermark,

A prefersd smbodiment would be fmplemented i an embsdded system,
with 2 minimal operating system and memary. No media plaving “applats”
or smalter sized gpplications as proposed i new aperating environments
envisionsd by Sun Microsystems and the advent of Sui's Java operating
system, would be permanently stored in the system, only the bare
necessities 0 operste the device, download information, decode
watermarks and execute the applets contained in them. Whan an applet is
finishad sxecuting, i is erassd from memory. Such a system would
guarantee that condent which did not contain readable watermarks could
not be used. This is a powerlul control machanism for ensuring that
content to be distibuted twough such & system contains valid
watermarks, Thus, in such nebvorks as the intemst or sebiop box
controlied cable systems, distribulion and sxchange of contert would be
made more secure from unauthorized copying o the benefit of copyright
holders and other related partiss. The system woulkd be senabled fo
invalidate, by defaull, any content which has had its watermark({s} evased,
since the walermark conveys, in addition fo copyright information, the
means 1o fully access, play, record or stherwise manipulats, the content
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A second muthod according to the present bwention is to randomly re-
organize program memary struchure fo prevent altempls al menwwy
capture o object code analysis. The object of this method is to make #
sxfremely difficull to parform memory caplure-based analysis of an
executable computer program. This analysis is the basis for a method of
attack to defest the system envisioned by the present invention,

Onoe the code resowcss of a program are loadsd info memuory, they
ypically remain in a fxad position, unless the computer operating system
finds ¥ necessary fo rearange cerlain portions of mamory during “system
fime," when e operating system code, not application code, is running.
Typically, this & dong In low memory systems, o maintan optimal
memory ulilization. The MacDS for example, uses Handlss, which sre
double-indirest pointers to memory locations, it order fo allow the
operating syslem v mamange mamory ransparently, undernesth a
runing program. i 2 compuler program  containg  countermessuraes
against unlicensed copying, 2 skilled tschnician can often take & snapshot
of the code In memaory, analyzs §, defermine which instructions comprise
ihe countermeasures, and disable them iy the stored application file, by
means of a "patch.” Other applicstions iy designing code that mowss I
provent scanning-unnslling  microscopes, and similar high  sensitive
hardware for analvsis of slectronic structure of microchips running code,
havs boen proposed by such parties as Wave Dystems. Designs of Wave
Sysiams’ microchip are intended for preventing sllempts by hacksrs fo
“photograph” or otherwise determine "bumn 1" o mitroships for attempls
at reverse snginesring. The prasent invantion seeks {o prevent atternpts
al undersianding the code and #s organization for the purpose of palching
it. Unltke systams such as Wave Systems’, the present invention seeks ko
move code arpund i such 8 mamer as o complicate allempls by
software enginsers o menginser 3 means © disabls the msthods for
craating loenssed coples on any device that lacks "“trusted hardware”
Moreover, the present nvention concems iself with any application
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software that may be used in general computing devices, not chipsads that
are used in addition to an underlying compuler to perform encryplion,
Wave Syslems’ approach 1o security of software, if interpreted similarly o
the present invention, would diclale separate microchip sels for each
plecs of application software that would be tamperproof. This is nod
gonsistant with the sconomics of software and #s distribution.

Under the present invention, the aspplication confains & spedial code
resource which knows aboul all the olher code resources in memaory.
During execulion tims, this spacial oods resource, called 3 "mamory
scheduler” can be called periodically, or at random or pseudo random
infervals, at which time # indentionally shuffles the other code resources
randomly in memory, so that someons frying to analyre snapshols of
mamary at various idervals cannot be sure if they are looking at the sams
codde or organization from one “break” fo the next This adds significant
complexity o thelr jol. The scheduler also randomly relocates Hself when
it is finished, in order 1o do this, the scheduler would have o first copy
el o a naw location, and then specifically modify the program counter
and stack frame, 30 that #f could then jump info the new cupy of the
schaduter, bul return to the correst calling frame. Finglly, the scheduler
would nead to maintain 8 list of all memory addresses which contain the
address of the scheduler, and change them o reflsct its new location.

The methods described above accomplish the purposes of the invention
o make # hard o analyze caplred memory conlaining application
exscutable code i ordsy 1o create an identifishle computer program or
application that is different fom other copies and is lbss susceptible o
unauthorized use by those sltempling o disable the underiving copyright
profection systam. Simply, each copy has patticular identifving information
making that copy different from sl other coples.
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Please sancel claims §-.31 without prejudice or disclaimer. Claims 6-31 were
previously subject (o & restriction requiremeant. Applicant reserves the right to pursue the
subject matter of the original claims in this spplication and in other applications. This
fisting of claims will replace all prior versions, and slings, of claims in the application,
Please add original claims 1 — & and new claims 32 - 57 as follows:

L. {original} A method for copy protection of digitel information, the digital information

inchuding & digital sample and format information, comprising the steps of!
identitying 2 portion of the format nformation to be encoded;
generating encoded format information from the idemtified portion of the frmat information; and

generating encoded digtial information, including the digiial sample and the encoded format

informetion.

2

. {original} The method of elatm 1, fether comprising the step of requiting 8 predetermined key

o devode (e encoded format infornation,

S

. {original} The method of clatm 2, whersin the digitsl saople and format information are
configuwred © be used with 3 digital player, and whersin information output from the
Qigital player will hove a degraded quadity unless the encoded format Information i

decoded with the predetermined ke,

g8

. {original} The muethod of claim 3, whersln the information output from the digitel player

roprosents 3 stll mage, sudio or video.

%3]

. {original} The method of claim 3, whersln the nformation output represents fext dats to be
authenticated.

Clatms 6 — 31 {vancelled withowt prejudice to Applicant’s right to seek allowance of said clatms
in 3 rolated spplication)

32 {rew) A method for copy protoction of software comprising: onthedding the soBiware with g

the software prior w the embedding step.
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33 (new) The process of claim 32, whereln the step of cnbedding the software with & watermark
increases the complexity of code analysis andior tampering with the seftwars.

2y

34, (new) The process of olalm 32, whersin the watermarked software queries @ user for
personalizetion information doring installotion of the sofbware

33, {new) The provess of olaim 33, wherein the watermark is sceessible with a key,

36, {new} The process of claim 35, wherein the key enables authorized use of the watermarked
software,

37, {new) The process according to claim 35, whereln the key and Deonse infonmation are
interchangeable.

38 {mew) The provess according to olaim 33, wherein the step of embedding the software with a
watenmark is performed during execution of the software,

30 {mew) The provess according to cladin 32, whereln the step of swbedding the software with
watermark maodifies the stractore of the software being embedded,

H {new) An article of masufucture comprising & machine readable medium, having thevson
stared instructions adapted fo be exeputed by & procsssor, which instructions when
exevuted vesult in 8 provess cumnprising: revetving potentially watermarked sofbware; and
identifying the sefiware by extmcting the watermark,

41, {onew) The article of manufscture of claim 48, wherein the watermark i3 assoviated with
information fixed prior o distribution of the watermarked software.

&2, (new) The article of manufacture of claio 48, wherein the watermark affects functionality of
the watermarked softwars,

43, {new) The article of manufacture of claim 40, wherein the extracted walermuark snables
generation of a key.

44, (new)y The article of manufacture of claim 43, wherein the generated key and licensing
information are sssociated,

43, {new} The article of manufacture of cladm 40, forther comprising Hosting functionality of the

software if the watermark canngt be extracted.
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48, {mewy & method Hire watermarking softwars compriging: determining the stnchee 2 plorality
of code contsined in the software; and configuring ot east a portion of the pheality of
code apcording 1o 8 watcrmarking provess.

47. {new} The provess of claim 48, wherein the watermarking provess further comprises inseriing

information int the software alter lnstalistion.

48, {new} The process of claim 48, wheren the watermarking process configures the ot feast a

portion of the plurality of code according to 2 key.

49, {new) The provess of claio 46, wherein the waternwarking process increases the complexity

of cade analysis andfor tampering with the software,

30, {new) The process of cladm 46, wherein the watermarking process Is selected from the group

comprising: data hiding, steganography or steganographic ciphering.

31 {new) The process of claim 46, whersin the wilenmarking process is applied during

execution of the software.

52, {new) A system for copy pratection of software comprising the steps oft associating Hoense
information with 8 copy of a software application; encoding the associated Hosnse
information into the copy of the software application using a wetermarking process;
providing the copy of the software spplication hoving YHeense infbrmation encoded
therein 1o & user; and, comparing information reeeived by 8 user with the sncoded Hoense
idormation. ‘

53, (new} The system of claim 32, wherein the encoding s controlied by a key.

34, {new) The system of clahw 52, whereln the step of comparing the user supplied information
with the savoded Hosnse information enables suthorization of the software.

35, (new) The system of claim 533, wherein the key is fixed prior to distritagion of the software.

56, (new) The systern of cladm 2, whereln the leense information comprises code which affects
functionality of the watermarked spfiware.

37 (new) The systenyof claim §2, whorein the welormark software is resistant o vode gonalysis

andf/or tampering.
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REMARKS

This & 3 divisional application of pending U8, Palent Application No,
102,777, Sled June 25, 2003. Applicant has bodiy incwrporsted UB. Patent
Application Serial No. JB/S87 943, filed January 17, 1998 {which issusd as U8, Patent
Mo, 5,745,568 on Aprll 28, 1088). Ths ‘8403 application was expressly incomporated by
reference info U8, Palent Application No. 10802777 (see Application at page 1)
Applicant has changed the title of this divisional application o betler describe the bodily
incorporated material and the focus of the claims. Applicant has canceled claims § - 31
of .S, Patent Application No. 10/802,777 (without prejudice or disclgimern and has
added wriginal claims 1 - 5 and new claims 32 - 57, Support for new claims 32 ~ 57 can
be found throughout the specification. This amendmend does not add any new matier as
that term is defined under 37 OFR § 1118, Accordingly, Applicant raspectfully requests
entry of this amendment in its entirety.

i is beliovad that no uther fess are required o ensure satry of the amendments
and submits that this application is in condition for allowance, and a nolice fo this effedt
is earnestly sought.

Respectfully submitted,

Date: August 24, 2007 By, =/
Scott & Moskowitz
18711 Colling Avenus, #2508
Suny isles Beach, FL 33180
Teld {308) 855-8041
Fax# {305) 856-8042
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overcone if copies of the manual ave distributed to
unintendsd users, or by patching the code te bypass
these measurss. Other metheds include reguiring & user
to pontact the software vendor and to receive “keys® for
unlocking software after regisvtration attachsd to some
payment schewme, such as oredit card authorvization.
Further methods include network-based searches of &
user‘s hard drive and compsrizons betwsen what is
registered to that user and what is actually installed
on the user’'s general computing device. Other
propogsals, by such partiss as ATST's Bell laboratovies,
use “kerning™ or actual distance in pixels, in the
rendering of text documents, rather than a varisd numbex
of RSCII characteys. However, this agg&sach can siten

“ha defested by graphics processing aralogous o sound

processing, which randowmizes that information. ALl of
these methods reguire outside determinastion and
verification of the validity of the softwave license.
Digital watermarks can be used Lo mark sach
individual copy of a digivized work with inforsation
identifying the title, copyright holder, and even ths
licensed owner of a particular copy. When mavked with
licenaing and ownaership information, rasponsibkiliby is
craated for individual copiss where before there was
none .,  Computer application programs can be watermarked
by watermarking diglcal cuntent respurces used in
confunction with insges or avdio data. "Digigtal
watermarks oan bhe snooded with random ur paaudo random
keys, which act as seorst waps for locating the
watermarks. These keys make it impossible for a party
to find the watermark without ?:xévi,r}g the key. In
addivion, the encoding wethod can be snhanced to force a
party Lo cause denage to a watermarked dats stream when
trying to evase & random-key watermark. Digital
watermarks are described in *Stegancographic Method and
Device® -~ The DICE Company, Serial No. 08/489%,172, the
digclosurs of which is hersby incorporated by reference.
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Qther information iz disclosed in ®Pechnology: Digital
Commereat, Denise Taruse, gaw Ymsk Tim@s,xaﬁguﬁt e
19§§§‘gné Oopyrighting in the Information Aget, Hariey
Ungay, ONLINE MARKETPLACE, Saptenhsy 1885, Jm§ixax

SCommunications.,

Addicionally. othsr methods for hiding ianformation
signals in content signals, are disclosed in TW.8. Patent
e, 5,31%,73% - Preuss et al., and U.8, Patent No.
§,379,34% - Gresnbery. '

It is dssirable to use 3 “stsga-gipher™ op
watermarking process to hide the necsssary parts ov
resources of the sxecutable obiject code in the digitized
sanple rasources. It is alse desirabls to furthex
modify the underliying structurs of an sxscutable
computer application such that it is move resistant to
attempis at patching and analysis by menory capture, A
compuber application seeks to provide s user with
cartain utilitiss or tools, that is, users interact with
& cogputer or similar deviece to accomplish various tasks
and applications provide the relevant intsrfacs. Thus,
& level of asuthentication can a3lso be introduced ingo

csoftware, or "digital products,® thst include digitsal

content, such as audio, video, plctures oy multimedis,
with digital watersarks. Security is maximized becsuse
erasing this code watermark without a key results in the
degtruction of one or more sssential parts of the
underlying application, rendeving the ‘program® ussless
to the unintended user who lacks the appropriates key.
Further, if the key is linked to a license code by means
of & mathematical funstion, a mechanism for identifving
the livensed owner of an application is crsated.

It is algo desirable to randomly rsorganize program
mEmOYY structure Intermittently during program run time,
Lo prevant attempts ab meawnory capturs oy objsct code
analvsizs aimed ab dliminating licenzing oy cwnership
information, or otherwise modifying, in an unintended
manneyr, the funciisming of the application.
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In this way, atbtomprs Lo Caplurs memory to
deternine underlying functionalicy or provide a "pateh®
o familitate unauthorized use of the fapplicstion,® ov
computer program, without destroying the functiomaliny
and thus uzefulness of & copyrightable computsy program
gan be made difficult or impoassible.

It is thus the goal of the preasnt ipvention to
rrovids a higher level of oopyright ssourity to object
code on par with methods described in digital
watermarking aystems for Sdgitized medis conbant such as
pisturss, auwdio, video and multimedia content in its
multifarious forms, as described in previous
disclosurss, YSteganographic Method and Device® and
*wuman Assisted Random Key Generation and Application
for Digital Watermark System®, filed on even date
herewith, the disclosure of whidh is hersby insorporatad
by reference.

It iz a further goal of the present invention to
eaxtablish methods of copyright protection that can be
combined with such schemss as software wmetering, nstwork
distribution of code and specialized protestion of
sofrware that iz designed to work over a network, such
as nhat proposed by Sun Microsystems in thelr HotJava
browser and Java programming language, and manipulation
of application code in proposed distribubion of
docuyrents that san be exchanged with resources ox the
look and feael of the document being pressrved over a
naetwork. ‘Such systems are currently hedng offered by,
companies including Adebe, with their Acrobat software.

<

This latter goal is accowmplished primarily by means of
1 of

the watsrmarking of font, or typsface, resources
included in applications oy documents, which determine
how a bitmap representation of the document is
ulvimately drawn on 8 pressntation devies.

The pressnt invention ingludss ap spplication of
the technology of ddigital wabtermarks.® As described

in pravious digclosurss, “Steganographic ¥Method and
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Device® and *Human Assistad Randow Ksy Generation and
Application for Digital Watermark Bystewm, ® watermarks
are partlioularly suitable ro the idenpification,
mebering, distributing and authenticating digitized
content such as plotursa, audie, video and derivabtives
thevesf under the deseviption of 'sultimedis content.®
Methods have bsen described for combining bobh
gryprographic methods, and steganography, or hiding
sosething in plain view. Descussions of these
technologies can be found in Applied Uryptography by
Bruce Schueler and The Code Rreakers by David Xahn., For
more information on prior art public-key cryptosyslems
ses U8 Pat No 4,200,770 Diffis-Hellman, 4,218,882
Hallman, 4,405,829 B8R, 2,424,414 Hsllman Pahlig.
Computey code, or machine language in&tfucti&n&r which
are pot digitized and have zevo tolsramcs for srrox,
must be protected by derivative or altermative methods,
such as those disclosed in this invention, which focuses
on watermarking with "keys® derived from license codes
oy other cwnership identification information, and using
the watermarks encoded with such keys to hide an
assential subsst of the spplication code respurces.

SUMMARY OF THE INVERTION

It is thus a goal of the present invention, to
provide a level of security for axecutable code on
similar grounds as that which van be provided for
digitized samples. Purthermore, the present invention
differs frowm the pricr art in that it doss not attenpt
Lo stop copying, but rather, deterwmines vesponsibility
for & copy by ensuring that licensing informstion must
he preserved in descendant copies from an original.
Without the corrsct llcense information, the copy cannnt
function. '

An dmprovewment over the art is disclosed in the
pregent dnventiom, in bthat the software itself 18 & sst
of commands, compiled by software sngineer, which can be
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configursd in such s mannesy as to tis underlying
functionality to the license or autherizstion of the
Sgopy in possession by the user. Without such
verification, the functions sought oub by the wser in

& the form of scftware osase to properly work. Altempis
to tamper or “patch® substibute cede rasources can be
wade highly difficult by randomizing the location of
sald resources in memory on an intermittsnt basis Lo
rasist most attacks at disabling the system.

18
DETAILED DESCRIRTION ,

An exsrutable compubter program is variaugly

referrad to as an application, from the point of view of
2 user,. or executasble obviect code from the point of view

1% of the englineer. A collecticn of smallsy, stomic {ow
indivisible} chunks of object code typieslly comprise
the ¢ plete exerutabls obijert code or application which
may also regquire the presenve of certain data rasources.
These indivisidble porticns of obijsct code corrsspond

28 with the programsers® function oy procedurs
implementations in higher lsvel langwagas, such as € oy
Pascal. In cresabting an a§§licatian$ a programmey writes
teode® dn a higher level language, which is then
complled down into “"machiss languages,”® or, the

25 sxscutable obisct code, which can actually be run by &
comguter, general purpose or otherwise. Besoh Function,
ny procsdure, written in the programsing languags,
vepragsants a8 self-contained portion of the largew
program, and implements, typiaally, & very small plievce

3¢ of dts functionality., The order in which the programmey
types the cods for the varvious functions or procedurss,
and the diatribution of and arraﬂgam&mt:sf these
implementations in warious files which hold them is
undmpartant. Within a function or procsdure, however,

3% the order of individual language constructe, whisoh
correspond Lo particular machins instructions is
important, and so functions or progsdures ars considered
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indivisible for purposes of this disoussion. That is,
opce & funetion or provedurs ig compilsd, the crdey of
the machine ianstructions which comprise the sxecutable
abiject code of the function is important and thelr ordex
in the coaputer memory is of viral isportance. Note
thabt éamy repmpilers® perform “optimizations® within
functicong oy procedures, which determine, on 8 limibed
seale, if there is a better arrangsment {or exscutable
ingtructions which is more efficient than that
constructed vy the prograsmer, but doss not changs the
result of the function or provedure. Once thesse
optimivationg areg pevformed, however, waking randowm
changes to the ovder of instructions igs very likely to
thrgak® the function. When a program iz cowmpiled, then,
it consists of a collection of these sub-objects, whose
exact order or aryvangsment in memory is not impwrbant,
g long as any sub-objeot which uses anather aub-~abiect
knowse where in memory it can be found.

The memory address of the flrst instyruchion in ons
of thess sub-objects is salled ths Pentyy point® of the
function or procedure. The rest of the instructions
comprising that sub-cbisct lwmediately follow frow the
sntyry point. Some systems may prefix information to the
sntey point which describes calling and return
conventions for the code which follows, an exawple is
the Apple Macintosh Operating System {Mac0S8}. These
sub-~objects can be packaged into what are referyed to in
cartain systems as “gode resources,® which may be stoved
geparately from the application; or shared with other
applications, although not necessarily. Within an
application there ars alse data objects, which consist
f some data to be opersted on by the axegutabls oode.
Thess data objecis ars not executable. That is, they do
ot consist of executable instructions. The data
g can bs referred Lo in ceriain systems asg

BC-HRHMRPU (R IS 0o ?
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When a user purchasss or acquires a computer
program, she sseks 8 computer program that *funct icng®
in a desived wmanper. Simply, cowputsr software is
svarwvhelmingly purchased for dvs underlving
functionality. In contrast, personsg who copy multimediz
content . such as pictures, audio sand video, & ao for
the entertainment or commersial valus of the contankt.
The difference betwsen the two bypes of products is that
multimedia content is nobt generally interactive, but is
instead pagsive, and its commercial value relates move
on passive not interactive or utility features, such as
those raguired in packaged software, ssi-top boxes,
cellular phones, VORs, PDAs, and the likes. Interactive
digital producty which include computeyr code may be
postly interactive but can  alse contain oontent to add
to the interactive sxperisnce of the user or make the
underiyving utility of the software mmra'aesthetisally
pleasing. It is a common ooncern of both of thess
ereators, both of interactive and passive multimediz
products, that "digital products® gan be easily and
perfectly copied and made inte unpald or unauthorized
copies. This concern is sspecially heightened whan the
underlving product ig sopyright protected and intended
for commercial use. }

The first wmethod of the prasent invention described
invelvwas hiding necegsary “parts® or cods "resourses® in
aigiﬁized sample resources using a “digital
wabtsrmarking® process, such 8% that degoribed in the
s Sreganographic Msthod and Device® patent application.
The basic premise for this scheme is that thers are a
certain sub-set of exsoutable code resources, that
comprise an application and that are "sesential* to the
proper function of the application. In geneval, any
goda resourcs can B8 considersd “essential® in thab iF
the program proceads to & point whare it wust Scall® the
ccds respurce and the onde resource s nob pressnd in

memory, or cannot be losded, then the prograw fails.
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Howevey, the prasent invention usss a definitien of
faggential® which iz move narvow. This dis becwuss,
choese skilled in the art oy thoase with programming
sxperisnos, ®may create a derivative program, not unlike
the ubility provided by the original program, by writing
additional or substituted code to work around
unavallable resocurces. This is particularly btrue with
programs that incorpovate an optional ‘plug~in
avchitecture, ¥ where ssveral code rescurces may be made
optionally available abt run-time. The present invention
is also concernad with concentrated efforts by
rechaically skilied people who can analyze sxeculable
object code and *patch® it to ignors oy bypass certain
cmde resourses. Thus, for the present ewbodiment’s
purposses, ‘essential® means that the function which
distinguishes thiz spplicstion from any other
application depends upon the presence and use of the
code resource in question. The best candidates for this
type of code rascurces ave HOT égtismai, or plug-~in
types, unless speeial care is taken to prevent work-s-
rounds. ‘

Siven that there are one or mors of these sssential
resources, what is neseded o realize thé prasant
invention is bhe pragsencs of vertain data resources of a
tyre which are awmenabls o the fstega-cipher® process
described in the *Steganographic Method and Devige®
pateant application. Data which consists of imags oy
audic samples is particularly useful. Bscause thiz dats

consiste of digital gampleg, digital watermarks can bhe

introduced into the ssmples. What is further meant is
that certain spplicaticss include iwmage and sudio
samples which are inporbant Lo the look ard feel of the
program or ars essential to the processing of the
applicavion’s functicnality whan used by bhe uaar.
Thesge compuber programe arve familisr o users of
cowputers bub also less obvious to ussrs of othey

devices that run applications that sars eguivalent iwm

5
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some measure of functionslity Lo gensral purposs
conputers dneluding, bub mot limited to, set-top bhoxes,
sellular phones, "smart televisions,® Flas and the like.
However, programs still comprise the underlyving
ropaerating systems® of these devices and are becoming
nore complax with increasss in functiomaliby.

One wmethod of the present invention is now
discussed. ¥When code and daba yesourvss srs compiled
and assembled into & precursor of an exsoubtable prograwm
the next step iz to use a utility application for final
assenbly of the exscutable applicsation. The programmer
marks several essential code resources in a 1ist
Qisplayed by the utiliby. The utility will choose one
or saveral sasential code resources, and sncode then
into ons or szeveral data resources using the stega~
cipher provess. The end result will be that these
egsential code respources are not stored in thelir own
parcition, but rabher storsd ag snooded information in
data resources. They are not accessibls at run-time
without the key. Basically, the esssntial vode
resourves that provide functionality in the final end-
product; an exsoubtable application oy comguber program,
are no longer essily snd recognizably available fov
manipulation by thoge sesking to vemove the underliying
copyright cr licesnse, 9y its &guiv&ient-infafmatians o
those with skill to substitute alternative code
regources to "fovose® the application program to run as
an unauthorized copy. For the sncoding of the ssszential
eode yesources, a *key" is nesesded. SBuch a key is
similar to those degeribed in the "Steganographic Method
and Device.® The purpogs of this scheme is to make &
particular licensed copy of an application
digtinguishable from any other. It iz not sscesgary to
distinguish every instance of an application, merely
every instance of a license. & lirensed user say then
wish to install multiple copiles of an application,
legally or with suthorisation. This method, then, is to
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choose the key so that it corrvesponds, is esgual to, ox
ia 8 function of, 8 license code or licenss descriptive
information, not just & text file, audioc clip or
identifying plece of informastion as desired in digital
watermarking schemes extant and typloally useful to
stand-alone, digitally sampled content. The ksy is
neCesEary to access the undsviying cods, i.s., what the
waer undevstands to be ths application program.

The assembly utility can be supplied with a Rey
ganerated from a license onde generated for the license
in guestion. Alternabively, the key, poessibly rvandom,
can be stored as a data rescurce and encrypted with a
derivabtive of the licenss code. Gilven the key, it
sncodes one or several sssentisl resources into one ov
several data resources. Exactly which code resources
are encoded into which data resources may be dstermined
in & randowm or peeude randow manner. Note furthey that
the application contains 8 gode resource which psrfovms
the function of decoding an sancoded code rescource from a
Jdata yresource. The application must also contain a data
resouree which specifies in which data resourcs a
particular code resource is ancoded. This dats respurce
is created and added at aszenbly time by*ﬁhe assenbly
ubility. The application can then operate as follows:

1} when it is run for the first btime, after
installation, it asks the user for psrscnalization
information, which includes the license cods. This can
include a perbticular cowmputer configuration:

2} it stoves this information in a personaliszation
data resouros;

3} Once it hag the licsnse vode, it can then
genexrate the proper decoding key o acgess ths essential
orle rERourcen.

Note that the applicarion can be copled in an
uninhibited manner, but must contain the license cods
issued Lo the licensed gwner, Lo access: its sssantial
oode rescurces. The goal of the invention, copvright
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protection of computer code and establishment of
responsibility for coples, is thus accowplished.

This invenbtion represents a significant lmprovement
oveyr prioy art bsocsuse of the inherent difference in use
of purely informational watermarks versus watermarks
which contaln executabls obiject vode. If the executable
ohidect code in a watermark 1ls essential to an
application which accesses the data which contains the
watermark, this ocreates an all-or-none aitustion,

Bither the user must have the extracted watsrmark, o
the application cannob be uysed, and henos the usey
cannat gain full access to the presentation of the
information in the watermark beaving data. In oxder to
sxbrant & Sigital watermark, the user smust have s ksy.
The key, in bturn, is a function of the licenss
information for the copy of the seftware in guestion.
The kay ig fixed priocr to final assembly of the
application £ilss, and zo cannot be changed at the
option of the usser. That, ip turn, mesns the licenss
information in the zoftware copy musd ramgin.fiX$dg ttw
that the correct key is avallable bto the software. The
kay and the license information are, in faoch,
interchangeable. UOne is morely wore readsbhle than the
othey,. In the sariier developad “Sta§ané§raphia Method
and Device, ® the possibility of rasndomization svasurs
attacks on digital watermarks was discussed. Simply, it
is always possible to srase a digitsl watersark,
depernding on how such damage yvou ars willing to do o
the wabsrmark-bearing content strsam. The present
inventicon has the significant advantage that vou must
have the watsrmark to be ables to use the code in
contains., If you erase the watermark you have lost a
kKey plece of the functionalivy of the application, ox
svan tha msans Lo acvess the data which bear the
waternsrk.

A preferrsd embodiment would bs inplementesd in an
ambeddad systen, with a minimal operating system and
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memory.  No media playing tapplets,® or smaller sized
agplications as proposed dn new operating environmants
snvigsioned by Sun Microsystems and the advent »f Sun's
Java operating svstem, would be psomansntly stoved in
the gystem, only the bare necsssities to opsrats the
device, downloasd information, decods watermsrky aud
gxecube the appleils contained in Lhem. When an applet
ia finished exscuting, it is erassd froam memory. Such a
syaten would guarantse that content which d4id not
contain readsble watermarks could not ke used. This is
a powerful control mechanisn for snsuring that cantent
to be distributed through such a aysten sontadina valid
watermarks. Thus, in such networks ss the Interneb ox
sat-top boax controlled cable sygt@ms, distribution and
e‘x::itﬁamge of contant would he made mors secuvre fvom
unauvthorizsd copving to the benefit of sopyright holdeys
and obthey velated partiss. The system would be enabled
to invalidate, by defaunlt, any content which has had its
watermark {s) erased, since the watermark convevs, in
addition to copyright information, the msans to fully
access, play, record or otherwise manipulate, the
content .

A& sarond method according to the present invention
is to randemly re-organize progran memory structure to
pravent sttempis at memory capture or obiect cods
analysis. The ckjsct of this method iz to wmake it
extremely difficult to perform memory capburs-based
analysis of an sxecutable computer progran. This
analysis is the basis for & method of attack to defest
the system envisionad by the present invention.

Unce the code rescurces of a progras ave loaded
into wemory, they typically remain in & fixed peosition,
unlesy the vomputsr operating system finds it necessary
to rearrvange oarbtain portions of semory during fsystem
vime,. Y when the opsrating system gode, not application
code, i running. Typically, this s dong in low memory
systeus, to maintaln optimal memory utilisatiosn. The
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MacO8 for example, uses Handles, which are double-
indivest pointers to memory locations, in oxder to allow
the opevating gystam Lo rsarrange msmery trangparently,
underneath a8 rumning program. If & compubay program
contains countermeasures against unlicensed copying, a
skilled toohnician can often take a2 snapshot of the cods
in memory, analyze it, determine which instructions
conprige the countermeasures, and disshle them in the
stored applicstion £ile, by weans of a "patch.®  Other
applications for designing code that moves Lo prevant
scanning-tunnelling miwx&smﬁpesx‘anﬁ similar high
sensitive hardware for analysis of slectronic structure
of microchips rumming oode, have bsen proposed by such
parties ss Wavs Systems. Designs of Wave Systems?
microchip are intended for praventing abttsmpby by
hackers to "photograph® or stherwisge determine *burn in®
to microchips for atterpts abt veverse engineering. The
pragent invantion sseks o prevent attempts ab
understanding the code and its organization for the
purpese of patching i, Unlike systemsz such as Wavs
Byatems®, the prasent invention sesks to move code
avound in sush 3 wannery ag to complicate attenpts by
software sngineers to reengineer a means to disable the
methods for cresting licensed coples on o any devige thag
lacks “prusted hardware.® Moreover, the pregent
invention concerns ltaelf with any application software
that way ba uesd in general computing devices, not
chipsets that are used in addition to an underlying
somputer o perform snoryption., Wave Systems' aspproach
to security of software, if interpreted-similarly to the
prasant invention, would dictate separats microchip seis
for each plege of application software that would be
ramperproot . This iy not consistent with the sconomios
of software and its distribution.

Under the present invention, the application
containg a spagial code vesouree which knows about all

the other cods rescurces in mewmoery. During sxecution
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vime, this spsoial code resourse, called a “memory
scheduler, ® 2an ba called gari@ﬁi&al}y, oy ab random oy
pssude random intervals, at which time it intentionally
shuffles the other code resources rvandonly in sewory, so
that someone trying to analyzs sﬁ&psh@§S‘a§ mpenory ab
varisus intervals camob bs sure if théy are looking av

41

the zame code oy organization from one Thrsak® Lo the
next. This adds significant complexity te their job.
~The scheduler also randomly relocates itself when it is

10 finishad., In order o do this, the scohsduler would have
to flret oopy 1tself o & new Iccation, and then
spacifically modify the program counter and stack franme,
so that it could then juwmp inte the new copy of the
schaduler, but raturn te the correct calling frxame.

15 Finally, the scheduler would need to maintain a list of
81l memory addresses which contain the addrsss of the
scheduler, and change them to reflect its new location.

~ The methods descoribed sbove accomplish ths purposes
of ths invention - to make v hard o anslyze capiured

28 memory containdng application swecutable code in ordex
to orsate an identifiable computsr program oy
aspplication that iz different frow other copies and is
less susceptible to unauthorized use by thoge atbempting
to disable the underlying copyright protection sysbtem.

2% SBloply. sach copy has particular identifving information
making that copy different from all other copies.
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what s Llaimed Is:

1. & wethed of associating sxecutabls object code with
a digital sample stresw by means of 2 digital watérwark

TR

wherein the digital watermark contains exscutable obisct

<

code and is endoded into the digital sample strsam.

> g

1 R, The method of cla;m 1 wherein & key Lo agcess ﬁﬁu
3 &ig;»ai watexnark is a funesiog of & gollectiom of

3 ldcense information pertaining to the software whioh is
4 acceasing the watsrmark

B whera licensé inforsation consists of one or mors
5 of the fa&l@winm'itemaz

7 Gwnlﬁg Qrganization name;
3 Fersonal Owned names;
& Cwner Address:y
ié License onde; )
13 Software sarializstion number;
13 Disvribution pavansters;
13 Appropriate execubtable general compubing
14 Sevigs garohitecture;
1% Fricing; and
18 Boltesrs Mekering details.
T 3. The method of claim 3 further comprising ;hﬁ-stﬁﬁ..
4 of transmitting che digital sswmple stresm, via = -
3 tr&némiSﬁiaﬁ maans, frowm & publishey to s subseribey
4 wherein traunsmiasion mesans gan sslectsd from the
% group of
& ’ goft sactor magnetbic disk medix;
¥ hard sszoror magnetic disk mediasy
# magnetic taps wedia;
3 Qgtauai Sigo medis:
18 Digital Video Disk wedia;
1% magneto~optical disk mei’
13 mEmery carcridges;
13 telephone linesw;
AP 2 FORH 20PN 18
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14 SC8T;
18 Ethernat or Token Ring Metworxk;

18 I8DN;

i3 ATH network;

18 TEPAIP network:
18 analog sellulax network:
¢ digital cslilular network:

21 wireless nstwork:;

23 digital satellite;

23 cable nstwoerk;

24 ibar optic natwork; and

AN elactric powverline nebwork.

I -4, The methad of olaim 1 where the okidjesct gods to be

3 en&a&&& in couwprissd of esries of exsoubable machins

3 instroevtions which perform the funotion of

4 provessing & Mlglital sampls stream for the purposs

of madifying it oy playing the digital sanmpls shyream.

P The method of claim ¥ further sompr i&g the steps
2 of: -

3 decoding said digival watermark and extracting

4  ohisct code;

g Ioading ohject oode inbo cowgmisry memory fov the

& gﬁrpasa of execubion; ‘

¥ Sxacuting said ofrfecr vode in order Lo process said
& digital sample stream for the purposs of playvback.

8. & method of assenblivg an applicaticon to be

2 protected by watermark sucoding of sssential rasources

3 comprising the steps of:

4 fesesbhling 2 list of identifievs of essential
5 cpde resources of an application where identifisrs allow

&€  the gods rasoursg Lo b accessed and Ioaded dnto mamory;

# providing license information of the
& licenses who is to revelve an individualized copy of the

2 applicstion;

it
ok
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3y storing ligenss information in &

11 persopalization regoures which is added vpo-the list of
12 sapplicaticn Q8L YESOUTCes;

13 ‘ genevating & digital watersark key frow
14  the licenge informatidn: using the ksy ag a pseudo-

18 yandom sunbery string to selest a list of suitahle

18 ddgital sample dats rseourcss, the list of essential
17 ecode rasourcas, and & mapping of which esgential'cmdﬁ
resouroes axe bo by watermarkﬁﬁ into which data

8
I8 rescurses;
2

o
1)

shoring the map, which {8 a list™

£
b
r
P

21 pairved code and data resource ldsabifiers, ag a
23 vesource, which is added to the applicationg

23 adding & ddgival watermark deooder onde
24 resource to the application, te provide s means fov

2% extracting essential codé resource frowm daba rescurces,
¢ avcording to the wmap;

37 provessing the map list and encoding

28 esgential code resourses into digital samplz dats

s resources with a digital wabermark encoder;

30 ramoving self-contained aégi&s of the
31 essentlal code resources which have besn watermarksd

32 inteo data resources; and
33 saghining all ramaining code and data
34 resources into a single application oy installsy. i

T A& nethod of intermittently velovating application

code reagourcoss in compulsy menmory, in order Yo pravent,

8

i
3 discouvags, or cosplicates attempts wf mewory captures
dased sode analy

aig.

E-3

i 8. The method of claiw 7 additionally comprising the
2 step of
3 agsenbiling 8 list of idenuifisras of code vegouross

L
ifisrs allow the code

4 of an application whers ident
S resepurte Lo b sccewsed and loaded intd msmory.
DURBAHNRIRERUTORFHIRARRG 18
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8. The method of clain 8 additicnally comprising the

2 step of modifying application prograw struchure o maks
3 all code yesource calls indirectly, through the memory

4 schedulsr, which looks op code rvesources in its list and
5 &isgatahég eally.

1030, The method of cladm 8 additionslly oomprising the

2 step of intermittently rescheduling or shuffling all

3 sode resources prior to or following the dispateh of a

4 cuds resourve call through the wewory scheduler.

1 12, The method of olaim 10 additionally comprissd of

2 the step of the memory scheduley copying itself to ' new
3 location in mémary.

I 1. The sethod of claim 11 addivionally compriging bhe

2 step of sodifying tBe stack frawme, program countay, and
I mewory vegisters of the OPU to canss the scheduler o

4 uep o the naxt Instruotion cowmprising the schedular,

5 in the ooy, Lo erase the previous mamery ingtance of

& the scheduley, and ahamging all memory veferences tgo the
7 scheduder to reilect ils new lovation, and o rsturn

8§  Trow the oopy of the scheduley o the frame vwhick called
¢ the previcus copy of the scheduler.

85
&%
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ABSTRACT. OF THE DISCLOSURE:

A method for protecting computeyr code copyrights by

encoding the cods inte a data resourcse with é digital

5 watermark. The digital watermark contains Tivensing
information interwoven with esssmiial code respurdis
encodad into dats resources, The result is that while
an apgliaaaian,gxegram can e coplad in an undnhibived
manner, only the licensed user having the license code

10 can agcess essential oode resources to operate the

grogram and any descendant aogiaé bear the regudrad

Tivense cods. .
DCH-AERNWR LI ISR 4000 28
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37 CFR 1.7(¢) FILING RECEIPT AND TRANSMITTAL LETTER WITH
AUTHORIZATION TO CHARGE DEPOSIT ACCOUNT

1. FOR 35 USC 371 NATIONAL STAGE FILINGS, ONLY, THE COMMISSIONER
IS HEREBY AUTHORIZED TO CHARGE ANY FEES WHICH MAY BE REQUIRED,
OR CREDIT ANY OVERPAYMENT, TO DEPOSIT ACCOUNT NUMBER 50-2166.,

2. FEES (PAID HEREWITH BY EFS CREDIT CARD SUBMISSION) $:1.250
NEW APPLICATION FILING FEES

1013/2011 1.16(a) 1) Basic filing fee ~ Utility $380

T11H1/2111 L6k Uulity Search Fee $620

131172311 1.16(0) Uility Examination Fee §230

3 THE FOLLOWING DOCUMENTS ARE SUBMITTED HEREWITH:
NEW APPLICATION DOCUMENTS
37 CFR 1115 PRELIMINARY AMENDMENT (4 pages)
SPECIFICATION (22 pages)
CLAIMS (¥ pages)
ABSTRACT (1 page)
FIGURES (1 page)
DECLARATION filed in parcot apphication No. TH/R95,388, filed Angust 24, 2007 (3 pages)

4, FOR INTERNAL NEIFELD IP LAW, PC USE ONLY
Disbarsements: PClaw BankAcct, G/L; 6, 5010

PCLAW BILLING REFERENCE:SCOT0O001

Check#, Entry date, Amount: 1496, 7/22/2012, 1,250

Service Fees: Amount/CreditAtty/Entry date/Services: 400/BTM/7-22-2012/firm charge for
paying a gov. fee for application filing
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INITIALS OF PERSON WHO ENTERED ACCOUNTING DATA:
AUTHORIZING SIGNER ON DEPOSIT ACCOUNT:

DATE: 7/24/2012 SIGNATURE: /BroceMargulies/
Printed: July 24, 2012 (10:51am) Bruce Margulies, Reg. No. 64,173

Y CHents\SCOT Scoit A Moskowitz and Wistaria Trading,
me\SCOTO014-6'Drafis\ApplicationFiling SCOT0014-6 7-22-2012a,wpd
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NEIFELD REF: SCOT0014-6

CLIENT REF: SCOT0014-6

Application/Patent Not Unknown

USPTO CONF. NO: Unknown

Filessue Dater Filed Herewith

Iventor: SCOTT MOSKOWITZ

Title: Data protection method and device

Examiner/ ArtUnit: Unknown

ENTITY STATUS: Unknown

Priority claims and PCT tatt data: This application is a continuation of 1.8, Application No.
11/895,388, filed August 24, 2007, which is a division of ULS, patent application No,
10/602,777, filed June 23, 2003, issued Febroary 16, 2010 as ULS. Patent No. 7,664,263, which
is a continuation of U.S. patent application No. 09/046,627, filed March 24, 1998, issued Jul. 22,
2003, as U.S. Pat. No. 6,598,162, which is a continuation-in-part of U.S. patent application No.
08/587,943, filed Jan. 17, 1996, which issued Apr. 28, 1998, as U.S. Pat, No. 5,745,943, The
entire disclosure of U.S. Application No. 11/895,38R, filed August 24, 2007, UL.S, pateni
application No. 09/046,627 which issned Jul. 22, 2003, as U.S. Pat. No. 6,598,162 and U S,
patent application No. 08/587,943, filed Jan. 17, 1996, which issued Apr. 28, 1998, as .S, Pat.
No. 5,745,943 are hereby tncorporated by reference in their entireties.

I7CER L1LS PRELIMINARY AMENDMENT

ASSISTANT COMMISSIONER FOR PATENTS
ALEXANDRIA, VA 22313

Sir:

Prior to examination on the merits, please amend this application as follows.
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L IN THE SPECIFICATION

At Page 1, please replace Paragraph [0001] with the following paragraph:

[60017 This application is a continuation of LS. Application No. 11/805 388, filed August 24,

2007, which 15 a division{{al]] of U.S. patent application {{Ser ]} No. 10/602,777 _f{iled June 25,
2003, issued February 16,2010 a5 U.S, Patent No. 7,664,263, which is a continuation appheation

2003, as ULS. Pat. No. 6,398,162{[)1], which iy a continuation~-in-part of ULS. patent application
[[Ser.]1 No, 08/587 943, filed Jan. 17, 1996, fwhich issued Apr. 28, 1998, as U.S. Pat. No.

5,745 94311} The ertire disclosure of US. Application No. 117895388, filed August 24, 2007,
U.S. patent application {{Ser.]] No, 09/046,627 twhich issued Job. 22, 2003, as U.S, Pat, No,
6,598,162[D1] and U8, patent application [[Ser.]] No, 08/387,943, filed Jan. 17, 19906, twinch

issued Apr. 28, 1998, as ULS. Pat. No. 5,745, 943[{11] arc hercby incorporated by reference in

their entireties,
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i IN THE CLAIMS

i, {Original) A method for copy protection of digital information, the digital
mformation including a digital sample and format information, comprising the steps oft
dentifying a portion of the format information to be encoded; generating encoded format
mformation from: the identified portion of the fomuat information; and generating encoded digital

mformation, including the digital sample and the encoded format information,

257  (Canceled).
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HI.  REMARKS
This preliminary amendment updates the priority claim and cancels claims 2-57, Claim 1

is pending. The applicant intends to add claims for exannnation prior to examination.

Respoctfully Submitted,

772472612 /BroceMargulics/
Date Broce Margulies

Regisiration No. 64,175

BTM

Printed; July 24, 2012 (10:51am)

Y ACHents\ SCOT Scott A Moskowitz and Wislaria Trading,

Inc\SCOTO0 -6\ Drafts\ApplicationFiling SCOTO014-6_7-22-20128.wpd
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DATA PROTECTION METHOD AND DEVICE
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a divisional of U.S. patent application Sex. No. 10/602,777, which is a
continuation application of U.S. patent apphication Ser, No. 09/046,627 (which issued Jul. 22,

2003, as ULS. Pat. No. 6,598,162), which is a continuation-in-part of ULS, patent application Ser.
No. 08/587,943, filed Jan. 17, 1996, (which issued Apr. 28, 1998, as U5, Pat, No., 5,745,943},

The entire disclosure of U.S. patent application Ser. No. (9/046,627 {which issued Jul. 22, 2003,
as U.8. Pat. No. 6,598,162) and U.S. patent application Ser. No. 08/5387,943, filed Jan. 17, 1996,
{which issued Apr, 28, 199¥, as U.S. Pat. No. 3,745,943) are hercby incorperated by reference in

their entiretics.
FIFLD OF THE INVENTION

[0002] The invention refates to the protection of digital information. More particularly, the

invention relates to @ method and device for dats protection.

[0003] With the advent of computer networks and digital multimedia, protection of intellectnal
property has become a prime concern for creators and publishers of digitized copies of
copyrightable works, such as musical recordings, movies, video games, and computer software,

One method of protecting copyrights in the digital domain is to use "digital watermarks.”

[0004] The prior art includes copy profection systers attempted at many stages in the
development of the software industry. These may be various moethods by which a software
engineer can write the software in a clever manner 1o determine i it has been copied, and if so to
deactivate itself. Also included are undocumented changes to the storage format of the content.
Copy protection was generally abandoned by the software industry, since pirates were genorally
just as clever as the software engineers and figured out ways to modify the sefiware and
deactivate the protection. The cost of developing such protection was not justified considering

the fevel of piracy which cccurred despite the copy protection.

[0003] Other methods for protection of computer software include the requirement of entering
certain munbers or facts that may be included in a packaged software's manual, when prompied

at start-up. These may be overcome if copies of the manual are distributed to waintended users,
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or by patching the code to bypass these measures. Other methods include requiring a user to
contact the software vendor and to receive "keys" for unlocking software after registration
attached to some payment scheme, such as credit card authorization. Further methods iactade
network-based searches of a user's hard drive and comparisons between what is registercd o that
user and what is actually installed on the user's general computing deviee. Other proposals, by
such parties as AT&T's Bell Laboratories, use "kerning™ or gctual distance in pixels, in the
rendering of text documents, rather than a varied mumber of ASCH characters. However, this
approach can often be defeated by graphics processing analogous to sound processing, which
randomizes that information. All of these methods require vutside determination and verificalion

of the validity of the software license.

[0006] Digital watermarks can be used to mark each individual copy of @ digitized work with
information identifyving the title, copyright holder, and even the Hcensed owner of a particolar
copy, When marked with Heensing and ownership information, responsibilily is created for
individual copies where before there was none. Computer application programs can be
watenmarked by watermarking digital content resources used in conjunction with images or
audio data Digital watermarks can be encoded with random or pseude random keys, which act as
secret maps for focating the watermarks. These keys make it impossible for a party o find the
watermark without having the key. In addition, the encoding method can be enhanced fo force a
party to cause damage o a walermarked data stream when trying to erase a random-key
waterntark. Other information is disclosed in "Technology: Digital Conymerce”, Denise Caruso,
New York Tines, Aug. 7, 19935; and "Copyrighting in the Information Age”, Harley Ungar,

ONLINE MARKETPLACE, September 1993, Jupiter Conmmunications,

[00D7] Additionally, other methods for hiding information signals in content signals, are

disclosed m .S, Pat. No. 5,319,735~-Preuss of al. and U8, Pat. No. 5,379 345--Greenberg.

[0008] It is desirable to use a "stega-cipher” or watermarking process to hide the necessary parts
or resonrees of the exccutable object code in the digitized sample resources, It is also desirable to
further modify the undertying structure of an exccotable computer application such that it is
more resistant to attempis at patching and avalysis by memory capture. A computer application
seeks to provide a user with certain wtilities or tools, that is, users interact with a computer or

similar device fo accomplish various tasks and applications provide the relevant mterface. Thus,
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a level of authentication can also be introduced into software, or "digital products,” that include
digital content, such as audio, video, pictures or multtimedia, with digital watermarks. Security is
masimized becanse erasing this code watermark without a key results in the destruction of one
or more essential parts of the underlying application, rendering the "program” useless to the
unintended user whe facks the appropriate key. Further, if the key is linked to a license code by

means of @ mathematical function, 8 mechanism for wdentifying the licensed owner of an

application is created.

[0009] I is also desirable to randonly reorganize program memory structure udermitiently
during program run time, to prevent altenipts at menory capture or object code analysis aimed at
eliminating licensing or ownership information, or otherwise modifying, in an unintended

manaer, the functioning of the application.

[0010] In this way, attempts lo capture memory to determine underlying functionality or provide
a "patch"” to facilifate unauthorized use of the "application,” or computer program, without
destroving the functionality and thus usefulness of a copyrightable computer program can be

made difficult or inypossible,

[0011] 1 is thus the goal of the present invention to provide a higher level of copyright security
to object code on par with methods described in digital watermarking systems for digitized
media content such as pictures, audio, video and multimedia content in its multifarious forms, as
deseribed in provious disclosures, "Steganographic Method and Device” Ser. No. 08/489,172,
filed Jun, 7, 1995, pow U8, Pat. No. 5,613,004, and "Human Assisted Random Kev Generation
and Application for Digital Watermark System”, Ser. No, 08/587,944, filed on Jan. 17, 1996, the

disclosure of which is horeby incorporated by reference.

[00127] It is a further goal of the present invention to establish methods of copyright protection
that can be combined with such schemes as software metering, network distribution of code and
specialized protection of software that is designed to work over a network, such as that proposed
by San Microsysiems in their Hotlava browser and Java programming language, and
manipudation of application code i proposed distribution of documents that can be exchanged
with resources or the look and feel of the document being preserved over a network. Such

systems are currently being offered by companies including Adobe, with their Acrobat software,
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This latier goal is accomplished primarily by means of the watermarking of font, or typeface,
resources inchaded in applications or documents, which determine how a bitmap representation

of the document is ultimately drawn on a presentation device.

[0013] The present invention includes an application of the technology of "digital watermarks.™
As described in provious disclosures, "Steganographic Method and Device” and "Human
Assisted Random Key Generation and Application for Digital Watermark System,” watermarks
are particularly suitable to the identification, melering, distribuiing and authenticating digitized
content sach as pictores, audio, video and derivatives thercof under the description of
“multimedia content.” Methods have been described for combining both cryptographic methods,
aned steganography, or hiding something in plain view. Discussions of these technologies can be
tound in Applied Cryptography by Bruce Schoeler and The Code Breakers by David Kahn, For
more information on prior art public-key cryptosystems see ULS, Pat, No, 4,200,770
Diffie~Hellman, U.S. Pat. No. 4,218,382 Hellman, U8, Pat. No. 4,403,829 RSA, U.S. Pat. No.
4,424,414 Heliman Polilig. Computer code, or machine language instructions, which are not
digitized and have zero tolerance for error, must be protected by derivative or aliernative
methods, such as those disclosed in this invention, which focuses on watermarking with "keys”
derived from license codes or other ownership identification information, and using the

watermarks encoded with such keys to hide an essential subset of the application code resources.
BACKGROUND OF THE INVENTION

[0014] Increasingly, commercially valnable information is being created sad stored 1n "digital®
form. For example, music, photographs and video can all be stored and transmitied as & series of
numbers, such as 1's and (s, Dhigital techniques let the original information be recreated in a very
accurate manner. Unfortunately, digital techniques also lef the information be casily copied
without the information owner's permission.

[0015] Because unauthorized copying is clearly a disincentive to the digital distribution of
valuable information, it is important to establish responsibility for copies and derivative copies
of such works. For example, if each authorized digital copy of a popular song is identified with a
unique number, any unauthorized copy of the song would also contain the number. This would

allow the owner of the information, such as 2 song publisher, to investigate who made the
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unauthorized copy. Unfortunately, it is possible that the unigue number could be erased or

altered if' it is simply tacked on at the beginning or end of the digital information.

[0016] As will be deseribed, known digital "watermark™ techniques give creators and publishers
of digitized multimedia content localized, secured identification and authentication of that
content, In considering the various forms of multimedia content, such as "master,” stereo,
National Television Standards Committee (NTSC) video, audie tape or compaet dise, tolerance
of quality will vary with individuals and affect the underlying commercial and acsthotic value of
the content. For example, if a digital version of a popular song sounds distorted, it will be fess
valuable to users, It is theretore desirable to embed copyright, ownership or purchaser
information, or some combination of these and related data, into the content m a way that will

damage the content il the watermark is rentoved without authorization,

[0017] To achieve these goals, digital watermark systerss insert ownership information in a way
that causes little or no noticeable effects, or "artifacts,™ in the underlying content signal. For
example, if a digital watermark is inserted into a digital version of a song, it is important that a
listener not be bothered by the slight changes introduced by the watermark, 1t is also important
for the watermark technique to maximize the encoding level and "location sensitivity” in the
signal to force damage 1o the content signal when removal is attempted. Digital watermarks
address many of these concerns, and research in the ficld has provided extremely robust and

secure implementations,

[0018] What has been overlooked in many applications described in the ari, however, are
sysiems which closely mimic distoibution of content as it occurs in the veal world, For wastance,
many waternarking svsioms require the original un-watermarked content signal {0 enable
detection or decode operations. These include highly publicized efforts by NEC, Digimarc and
others. Such techniques are problematic because, in the real world, original master copies reside

in a rights holders vaulis and are not readily available to the public.

[0019] With much activity overly focused on watermark survivability, the security of & digital
watermark i suspect, Any simple hinear operation for encoding information into a signal may be
used to erase the embedded signal by inverting the process. This is not a difficult task, especially

when detection software is a plug-in freely available to the public, such as with Digimarc. In
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general, these systems seck to embed ervptographic information, not cryptographically embed

information into target media content.

[6026] Other methods embed ownership information that is plamly visible in the media signal,
such as the method deseribed in U.S. Pat. No. 5,530,739 to Braudaway et al. The system
deseribed in Braudaway protects a digitized image by encoding a visible watermark to deter
piracy. Such an implementation creates an immediate weakness in securing the enmbedded
nfornation because the watermark is plainly visible. Thos, no search for the embedded signal is
necessary and the watermark can he more eastly removed or altered, For example, while
certainly useful to some rights owners, simply placing the symbol " in the digital information
would only provide Himited protection. Removal by adjusting the brighiness of the pixels

WA
o

forming the would not be difficult with respect to the computational resources required.
[0021] Other relevant prior art includes ULS. Pat, Nos, 4,979,210 and 5,073,925 to Nagata et al,,
which encodes information by modulating an audio signal m the amplitude/time domain. The
modulations introduced in the Nagata process carry a "copy/don’t copy” message, which is casily
found and circumvented by one skilled in the art. The granularity of encoding s fixed by the
amplitude and frequency modulation limits requared to maintain inaudibility. These Hmits are

relatively low, making it impractical to encode more information using the Nagaia process.

[00227 Although LS. Pat. No. 5,661,018 1o Leighton describes 2 means to prevent collusion
attacks in digital watormarks, the disclosed method may not actually provide the security
deseribed. For-example, in cases where the watermarking technique is linear, the "insertion
envelope” or "watermarking space” is well-defined and thus susceptible to attacks less
sophisticated than colfusion by unauthorized parties. Over-cncoding at the watermarking
encoding level is bt one stmple attack in such linear implementations. Another consideration
not made by Leighton is that commercially-valuable content may already exist ina
un-watermarked form somewhere, casily accessible to potential pirates, gutting the need for any
type of collusive activity. Digially signing the embedded signal with preprocessing of
watermark data is more likely to prevent successful collusion. Furthermore, a "baseling®
watermark as disclosed 18 quite subjective. It is simply desceribed elsewhere in the art as the
“pereeptually significant” regions of a signal. Making a watermarking function less lincar or

inverting the msertion of watermarks would seem to provide the same benefit without the
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additional work required to create a "baseline” watermark. Indeed, watermarking algorithms
should already be capable of defining a farget insertion envelope or region withowt additional
stops. What is evident is the Leighton patent does not allow for inttial prevention of attacks on an

embedded watermark as the content is visibly or audibly unchanged.

[00237 It is also important that any method for providing security also function with broadeasting
media over networks such as the Imternet, which is also referred 1o ag "streaming,” Commercial
"plug-in" products such as RealAudio and RealVideo, as well as applications by vendors
VDONet and Xtrerse, are common in such network environments. Most digital watermark
implementations focus on common file base signals and fail to anticipate the security of
streanied signals. 1t is desirable that any protection scheme be able to function with a plug-in

plaver without advanced knowledge of the encoded media stream,

[0024] Other technologies focus solely on file-based secarity. These technologtes iltustrate the
varying applications for security that must be evaluated for different media and distribution
environments. Use of crvptolopes or eryptographic containers, as proposed by 1BM in it
Cryptolope product, and InterTrast, as described i U.S. Pat. Nos. 4,827 508, 4,977,594,
5,058,213 and 5,410,598, may discourage cortain forms of pivacy, Cryptographic containers,
however, require a aser 1o subscribe to particular decryption seftware o decrypt data, 1BM's
InfoMarket and InterTrost’s DigiBox, among other implementations, provide a generalized
nwodel and need proprictary architecture to function. Every user must have a subscription or
rogistration with the party which encrypts the data. Again, as a forn: of goneral encryption, the
daia is scrambled or encrypied without regard to the media and its formatting. Finally, control
over copyrighis or other neighboring rights is lefl with the implementing party, in this case, IBM,

InterTrost or a similar provider,

[00251 Methods stmilar to these "trusted systems” exist, and Cerberus Central Limited and
Liquid Audio, among 2 nuntber of companies, offer systems which may functionally be thought
of as subsets of IBM and InterTrust's more generalized security offerings. Both Cerberus and
Liquad Audio propose proprietary player software which s registered to the user and "locked" in
a manner paraliel to the locking of content that is distributed via a cryplographic container. The
economic trade-off in this model s that users are required to use each respective companies'

proprictary player to play or otherwise manipulate content that is downloaded. If, ax is the case
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presently, most music or other media is not available via these proprictary playvers and more
companies propose non~compatible player formats, the proliferation of plavers will continue.
Cerborus and Liguid Audio also by way of extension of their architectures provide for "near-CD
quality” but proprietary compression. This requirement stems from the necessity not to allow
content that has near-identical data make-up to an existing consumer electronic standard, in
Cerberus and Lignid Audio's case the so-called Red Book audio CD standard of 16 bit 44,1 kHz,
so that comparisons with the proprictary file may not yield how the player is secured.
Knowledge of the player’s file format renders its security ineffective as a file may be replicated
and played on any commuon player, not the intended proprietary player of the provider of
previously secured and uniquely formatted content. This is the parallel weakness to public key
crypto-systems which have gutted security if enough plain text and cipher text comparisons

enable a pirate to detormine the user's private key.

[0026] Many approaches to digital watermarking loave detection and decoding control with the
implementing party of the digital watermark, not the creator of the work 1o be protected. A set of
sccure digital watermark implementations address this fundamental control issue forming the
basis of key-based approaches. These are covered by the following patents and pending
applications, the entire disclosures of which are hereby incorporated by reference; ULS, Pat, No.
5,613,004 entitled "Steganographic Method and Device" and its derivative ULS, patent
application Ser. No. 08/775,216 {which issued Nov. 11, 1997, as U.S. Pat. No. 5,687.236), U.S.
patent application Ser. No. 08/587.944 entitled "Hunian Assisted Random Key Generation and
Application for Digital Watermark System” (which issued Oct, 13, 1998, a5 U.S. Pat. No.
5,822,432}, U.S. patent application Ser. No, 08/587,943 entitled "Method for Stega-Cipher
Protection of Computer Code” {which issued Apr. 28, 1998, as U.S. Pat, No., 5,748,569, UK,
patent application Ser. No. 8/677,435 entitled "Optinmization Methods for the Insertion,
Protection, and Detection of Digital Watermarks i Digitized Data” {which issued Mar, 30, 1999,
as U.S. Pat. No. 3,889,868) and U.S. patent application Ser. No. 08/772,222 entitled
"Z-Transform Implementation of Digital Watermarks™ {which issued Jun, 20, 2000, as U.R. Pat,
No, 6,078,664). Public key cryplo-systems are described in U8, Pat, Nos, 4,200,770, 4,218,582,
4,405,829 and 4,424,414, the entire disclosures of which are also hereby incorporated by

referonce.
[0027] In particular, an improved protection scheme is described in "Method for Stega-Cipher
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Protection of Computer Code," ULS. patent application Ser. No. 08/587.943 (which issucd Apr.
28, 1998, as U.S. Pal. No. 5,748,569). This technigue uses the key-based insertion of binary
executable computer code within a content signal that is subsequently, and necessarily, used to
play or otherwise manipulate the signal in which it 1s encoded, With this system, bowever,
certain computational requirements, such as one digital player per digital copy of content, may
be necessitated, For instance, & consumer may download many copies of watermarked conlent.
With this technique, the user would also be downloading as many copies of the digital player
program. While this form of seeurity may be destrable {or some applications, # is not appropriate

in many cirepmstances.

[0028] Finally, even when digital information 1z distributed in encoded form, i may be desirable
to allow unauthorized users to play the information with a digital player, perhaps with a reduced
level of guality. For example, a popular song may be encoded and freely distribuied in encoded
form to the public. The public, perhaps using commonty available plug~-in digital players, could
play the encoded content and hear the music in some degraded form. The music may-sound
choppy, or fuzzy or be degraded in some other way. This lets the public decide, based on the
available lower quality version of the song, if they want to purchase a key from the publisher to
decode, or "clean~-up,” the content. Similar approaches could be used to distribote blorry pictures
or fow quality video. Or even "degraded” text, in the sense that only authenticated portions of the
text can be determined with the predetermined key or a validated digital signature for the

intended message,

[06029] In view of the foregoing, it can be appreciated that a substantial noed exists for a method
allowing encoded content {o be played, with degraded quality, by a plug-in digital player, and

solving the other problems discussed shove,
SUMMARY OF THE INVENTION

[D036] The disadvantages of the art are alleviated to a great extent by a method for combining
transfer functions with predetermined key creation. In one embodiment, digital information,
including a digital sample and format information, is protected by identifving and encoding a
portion of the format information. Encoded digital mformation, including the digital sample and

the encoded format information, s generated to protect the original digital information.
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[0031] In another embodiment, a digital signal, including digital sanples in a file format having
an inherent granalarity, is protected by creating a predetermined key. The predeterniined key is
comprised of a transfor function-based mask set to manipulate data at the inherent granularity of

the file format of the underlying digitized samples.

[0032] It is thus a goal of the present invention, to provide a lovel of security for executable code
on similar grounds as that which can be provided for digitized samples. Furthermore, the present
vention differs from the prior art in that it does not atterupt to stop copying, but rather,
detormines responsibility for & copy by ensuring that licensing information nnsst be preserved in
descendant copies from an original. Without the correct license information, the copy cannot

function,

[0033] An improvement over the art is disclosed in the present invention, in that the software
itsel is a set of commands, conpiled by sofiware engineer, which can be configured insuch a
manner as to tie underlying functionality to the license or authorization of the copy in possession
by the user. Without such verification, the functions sought out by the user in the form of
software cease to properly work. Attempts to tamper or "patch” substitute code resources can be
made highly difficalt by randomixing the location of said resources 1o memory on an intormittent

basis to rosist most atlacks at disabling the systen,

[0034] With these and other advantages and features of the invention that will become
hereinafter apparent, the nature of the invention may be more clearly understood by mefbrence {o
the following detaitled description of the invention, the appended claims and to the several

drawings atlached herein.
BRIEF DESCRIPTION OF THE DRAWINGS

[00353] FIG. 1 is a block flow diagram of a method for copy protection or suthentication of

digital information according to an embodiment of the present invention.
DETAILED DESCRIPTION

[0036] In sccordance with an ensbodiment of the present invention, a mothod combines transfer

10
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functions with predetermined key creation. Increased security is achieved in the method by
combining elements of “public-key steganography™ with cryptographic protocols, which keep
in~-transi data secure by scrambling the data with "keys" in a manner that is not apparent to those
with access to the content to be distributed. Because different forms of randommess are combined
to offer robust, distributed security, the present invention addresses an architectural "gray space”
between two important areas of securily: digital watermarks, a subset of the more general art of
steganography, and cryptography, One form of randommess exists in the mask sets that are
randomly created to map watermark data into an otherwise unrelated digiial signal. The second
form of randompess is the rasdom permuiations of data formats used with digiial players to
manipulate the content with the predetermined keys. These forms can be thought of as the

transfer function versus the mapping function inherent to digital waterntarking processes.

[00377 According to an embodiment of the prosent invention, a predetormined, or randomly
gonerated, key s used 1o scramble digital information in a way that is unlike known "digital
watermark™ techniques and public key crypto-systems. As used herein, a key is also referred to
as a "mask sot” which includes one or more random or pseudo-random series of bits. Prior to
encoding, a nuask can be generated by any cryptographically secure random generation process.
A block cipher, such as a Data Encryption Standard (DES) algorithm, in combination with a
sufficiently random seed value, such as one created using a Message Digest § (MDS) algorithm,
emudates a eryptographically secure random bit generator. The keys are saved in a database,
along with information matching them to the digital signal, for use in descrambling and
subsoguont viewing or plavback. Additional file format or transter property information is
prepared and made available to the encoder, in a bit addressable manner. As well, any
authenticating function can be combined, such as Digital Signatare Standard (DSS) or Secwre

Hash Algorithm {SHA}

[0038] Using the predetermined key comprised of a transfer function-based mask set, the data
representing the original content is manipulated at the inherent granularity of the file format of
the underlying digitized samples, Insiead of providing, or otherwise distributing, watermarked
content that is not noticeably altered, a partially "scrambled” copy of the content is distributed.
The key is necessary both 1o register the sought-after content and to deseramble the content info

its original form.
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[0039] The present invention uses methods disclosed in "Method for Stega-Cipher Protection of
Computer Code,” U.S, paient application Ser. No. 08/587,943 (which issued Apr. 28, 1998, as
U.S. Pai. No. 5,748,569), with respect {0 transfor functions related to the common file formats,
such as PICT, TIFF, AIFF, WAV, eic. Additionally, in cases where the content has not been
altered beyond being encoded with such functional data, it is possibie for a digital player to still
play the contert because the file format has not been altered. Thus, the enceded content could
still be plaved by a plug-in digital player as discrete, digitally sampled signals, watermarked or
not. That 1s, the structwre of the {ile can renzain basically unchanged by the watermarking

wrocess, letting common file format based players work with the "scrambled” content.
=

[00407 For example, the Compact Disc-Digital Audio {CD-DA) format stores audio information
as a series of frames. Each frame contains a number of digital samples representing, for example,
music, and a header that containg file format information, As shown in FIG, {, according {o an
embodiment of the present invention some of the header information can be idemtified and
“serambiled” using the predetermined key at steps 110 to 130, The nnusic samples can remain
unchanged. Using this technique, a traditional CD-DA player will be able to play a distorted
version of the music in the sample. The amount of distortion will depend on the way, snd extent,
that the header, or file format, information has been scrambled, It would alse be possible to
mstead scramble some of the digital samples while {eaving the header informstion alone. In
general, the digital signal would be protected by manipulating data at the inherent granularity, or
“frames,” of the CD-DA file format. To decode the information, @ predeternsined key is used

before playing the digifal information at stops 140 and 150,

[00417 A kev-based decoder can act as a "phug-in" digital player of broadcast signal streams
withowt foreknowledge of the encoded media stream. Morcover, the data format orientation is
used to partially scramble data in transit to prevent unauthorized descrambled access by decoders
that lack authorized keys. A distributed ey can be used to unscramble the scrambled content
becanse a decoder would understand how to process the key. Similar to on-the-fly decryption
operations, the benefits inherent in this embodiment include the fact that the combination of
watermarked content security, which is key-based, and the descrambling of the data, can be
performed by the same key which can be a plurality of mask sets. The mask sets may include

primary, convolution and message delimiter masks with file format dats incladed.
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[0042] The creation of an optimized "envelope™ for insertion of watermarks provides the basis of
munch watermark security, bat is also a complementary goal of the present invention, The
predetermined or random key that is generated 18 not only an essential map to access the hidden
mformation signal, but i3 also the descrambler of the previously serambled signal's format for

playback or viewing.

[0043] In a system reguiring keys for watermarking content and validating the distribution of the
content, dilforent keys may be used to encode different information while secure one way hash
functions or onc-time pads may be incorporated to secure the ombedded signal. The same keys
can be used to later validate the embedded digital signature, or even fully decode the digital
waterntark if desired. Publishers can casily stipulate that content not ondy be digitally
watermarked but that distributors must check the validity of the watermarks by performing
digital signature-checks with keys that lack any other functionahity, The system can extend to

simple authentication of text in other embodiments.

[(044] Before such a market is economically feasible, there are other metheds for deploying
key-based watermarking coupled with transfor functions to partially scramble the content to be
distributed without performing full public key encryption, L.e., & key pair is not necessarily
generated, simply, a predetermined key's function is created 1o re-map the dala of the contend file
in & lossless process. Moreover, the scrambling performed by the present inveation may be more
dependent on the file in question. Dissimilarly, encryption is not specific to any particular media
but 1s performed on data, The file format remains anchanged, rendering the file useable by sy
conventional viewer/player, but the signal guality can be intentionally degraded in the absence of
the proper player and key, Public-key encryption seeks to completely obscure the sensitive
“plaintext” to provent comparisons with the "ciphertext” to defermine a user's private keys.
Centralized encryption only differs in the utilization of a single key for both encryption and
decryption niaking the key even more highly vulnerable to attacks to defeat the encryption
process, With the present invention, a highly sought afier photograph may be hazy to the viewer
using any number of conumonly available, nonpropriclary software or hardware, without the

authorized key. Similarly, a commercially valuable song oy sound poor.

[0045] The benefit of some Torm of cryptography is not lost in the present mvention. In fact,

some piracy can be deterred when the target signal may be known but is clearly being protected
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through scrambling. What is not anticipated by known fechnigques, is an ala carte method to
change various aspects of file formatting to enable varicus "scrambled states” for content fo be
subsequently distributed, An image may lack all ved pixels or may not have any of the most
significant bis activated. An audio sample can similarly be scrambled to render it

less-than-conmmercially viable,

[0046] The present invention also provides improvements over known network-based methods,
such as those used for the streaming of media data over the Internet. By manipulating file
formats, the broadcast media, which has been altered to "it" within electronic distrilngion
parameters, such as bandwidth availability and error correction considerations, can be more
effectively utihized to restrict the subsequent use of the content while in transit as well as

rogl-time viewing or playing.

[0047] The mask set providing the iransfer function can be read on a per-use basis by issuing an
suthorized or authenticating "key" for descrambling the signal that is apparent to a viewer or a
player or possessor of the authenticating key. The mask set can be read on a per-computer basis
by issuing the authorized key that i1s more generalized for the computer that receives the
broadeast signals. Metering and subscription models become viable advantages over known
digital watormark systems which assist in designating the ownership of a copy of digitized media
content, but do not prevent or restrict the copying or manipulation of the sampled signal in
gquestion, For broadeast or streamed madia, this is especially the case. Message authentication is
also possible, though not guaranieeing the same security as an encrypied file as with general

crypto systems.

[0048] The present invention thus benefits from the proprietavy player model without relying on
proprietary players. No new players will be necessary and existing multimedia file formiats can
be altered to exact a measure of security which is further increased when coupled with digital
watermarks. As with most consumer markets for media content, predominant file formats exist,
de facto, and corresponding formats for computers hkewise exist. For a commercial compact
disc quality audio recording, or 16 bit 44.1 kHz, corresponding file formats include: Aadio
Inferchange File Format (AIFF), Microsoft WAV, Sound Designer H, Sun’s .an, Apple’s
Quicktime, ete. For still image media, formats are similarly abundant: TIFF, PICT, IPEG, GIF,

ete. Requiring the use of additional proprietary players, and their complementary file formats, for
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Himited benefits in security 1s wasteful. Morcover, almost all computers today are
multimedia-capable, and this is increasingly so with the popularity of Intel's MMX chip
architecture and the PowerPC line of microchips. Because file formatting is fondamental in the
playback of the underlying data, the predetermined key can act both as a map, for information to
be encoded as watermark data regarding ownership, and a descrambler of the file that has been
distributed, Limitations will only exist in how large the key must be rotrofitted for a given
application, but any manipulation of {ile format information is not likely to exceed the size of

data required versus that for an entire proprietary plaver.

[0049] As with previous disclosures by the inventor on digital watermarking techniques, the
present invention may be implenented with & variety of eryptographic protocols o increase both
confidence and security in the ynderlying systen. A predetermined key is doscribed as a set of
masks. These masks may mclude primary, convelution and message delimiter mask. In previous
disclosures, the functionality of these masks is defined solely for mapping. The present invention
includes a mask set which is also controlled by the distributing party of a copy of a given media
signal. This mask set is a transfer function which is himited only by the parameters of the file
format in question. To increase the uniqueness or security of each key used o scrantble a given
media file copy, a secure one way hash fumction can be used subsequent to iransfor propetties
that are initiated to provent the forging of a particular key. Public and private keys may be used

as key pairs to further increase the unlikeliness that a key may be compromised.

[0050] These same cryptographic protocols can de combined with the cmbodiments of the
present invention in administering streamed contont that requires anthorized keys to correctly
display or play the streamed content in an unscrambled manner. As with digital watermarking,
symmgelric or asymmetric public key pairs may be used in a variely of implementations.
Additionally, the need for certification authorities to maintain authentic key-pairs becomes a
consideration for greater seourity beyond symunetric key implementations. The arvptographic
protocols makes possible, as well, 2 message of text to be authenticated by a message
authenticating function in a general compuiing device that is able to ensure secure message

exchanges between authorizing parties.

[00517 An executable computer program is variously referred to as an application, from the point

of view of a user, or executable object code from the point of view of the engincer. A collection
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of smaller, atomic (or indivisible) chunks of object code typicslly comprise the complete
executable object code or application which may also reguire the presence of certain data
rosources. These indivisible portions of object code correspond with the programmers' fanction
or procedure implementations in higher level languages, such as C or Pascal. In cresting an
application, a programmer writes "code” in a higher level language, which is then compiled
down into "machine language,” or, the excontable object code, which can actually be run by a
computer, general purpose or otherwise. Each function, or procedure, written in the
programuming language, represents a seli-contained portion of the larger program, and
implements, typically, a very small piece of its functionality. The order in which the programmer
types the code for the vanous functions or procedures, and the distribution of and arrangement of
these Implementations i various files which hold them is uninportant, Within a function or
procedure, however, the order of individual language constructs, which correspond to particular
machine instroctions 1s important, and so functions or procedures are considered indivisible for
purposes of this discusston. That is, once a function or procedure is compiled, the order of the
machine instructions which comprise the executable object code of the function is important and
their order in the computer memery is of vital importance. Note that many "compilers” perform
Yoptimizations” within functions or procedures, which determine, on a limited scale, itherc is a
better arrangement for executable instructions which is more efficient than that constructed by
the programmer, bat does not change the result of the funclion or procedure. Once these
optimizations are performed, however, making random changes to the order of instructions iy
very likely to "break™ the function. When a program is compiled, then, it consists of a collection
of these sub-objocts, whose exact order or arrangement in memory 18 not important, so long as

any sub-object which uses another sub-object knows where in memory it can be found.

[(052] The moemory address of the first instruction in one of these sub-~objocts is called the "eatry
point™ of the function or procedure. The rest of the instructions comprising that sub-object
immediately follow from the entry point. Some systems may prefix information to the entry
point which describes calling and retumn conventions for the code which follows, an example is
the Apple Macintosh Operating System (MacOS). These sub-objects can be packaged inlo what
are referred (o in certain systems as "code resources,” which may be stored separately from the
application, or shared with other applications, although not necessarily. Within an application
there are also data objects, which consist of some data to be operated on by the executable code.

These data objects are not executable. That is, they do not consist of executable instructions. The

Te
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data objects can be reforred to in certain systems as "resources,™

[0053] When a user purchases or sequires a computer program, she secks a computer program

n

that "unctions™ in a desired naanner. Simply, computer software is overwhelmingly purchased
for its underlying functionality. In contrast, persons who copy nudtimedia content, such as
pictures, audio and video, do so for the entertainment or commercial value of the content, The
difference between the two types of products is that multimedia content is not generally
nteractive, but is instead passive, and its commercial value relates more on passive not
intoractive or utility features, such as those required in packaged software, set-top boxes, cellular
phones, VORs, PDAs, and the like. Interactive digital products which include computer code
may be mostly interactive but can also contain content to add to the mteractive experience of the
user or make the underlying wiility of the software more aesthetically pleasing. H is a common
concern of both of these creators, both of interactive and passive multimedia products, that
"digital products” can be easily and perfectly copied and made into unpaid or unaathorized
copies. This concern is especially heightened when the underlying product is copyright protected

and intended for commercial use.

[0034] The first method of the present invention deseribed involves hiding necessary "paris” or
code "resources” in digitized sample resources using a "digital watermarking” process, such as
that described in the "Steganographic Method and Device® patent application, The basic premise
for this scheme s that there are & certain sub-set of executable code resources, that comprise an
application and that are "essential” to the proper fanction of the application, In gencral, any code
resource can be considered "essential” in that if the program proceeds o a point where i must
Teall" the code resource and the code resource is not present in memeory, or cannot be loaded,
then the program fails. However, the present mvention uses a definition of "essential” which is
more narrow. This is because, those skilled in the art or those with programming expertence,
may create a derivative program, not unlike the utility provided by the original program, by
writing additional or substituted code to work around unavailable resources. This s particularly
true with programs that incorporate an optional "plug-in architectuwre,” where several code
resources may be made optionally available at run~time. The present invention is also concerned
with concentrated efforts by tochnically skilled people who can analyze exccuotable object code
arl "pateh” it to ignore or bypass certain code resowrces, Thus, for the present embodiment's

purposes, "essential” means that the function which distinguishes this application from any other
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application depends upon the presence and use of the code resource in question. The best
candidates for this type of code resources are NOT optional, or plug-in types, unless special care

18 taken 1o prevent work-arcunds.

[0053] Given that there are one or more of these essential resources, what is needed to realize the
present invention is the presence of certain data resources of a type which are smenable to the
"stoga-cipher” process deseribed in the "Steganographic Method and Devicg™ patent U.S, Pat.
No, 5,613,004, Data which consists of tmage or audio samples is particularly uscful, Because
this data consists of digital samples, digiial watermarks can be introduced into the samples. What
is further meant is that certain applications include image and audio samples which are important
1o the fook and fect of the program or are essential 1o the processing of the application's
functionality when used by the user, These computer programs are familiar to users of computers
but also {ess obvious to users of other devices that run applications that are eqoivalent in some
measure of functionality {0 genersl purpose computers including, but not limited to, set-top
baxes, collular phones, "smart {elevisions,” PDXAs and the like. However, programs still comprise
the underlying "operating systems” of these devices and are becoming more complex with

increases in functionality.

[0036] One method of the present invention is now discussed. When code and data resouorces are
compiled and assembled into a precursor of an executable program the next step isto use a
utility application for final assembly of the executable application. The progranumer marks
several essential code resources in a list displayed by the utility, The wtility will choose onc or
several essential code resowrces, and encode them into one or several data resources using the
stogacipher process. The end result will be that these essential code resources are not stored in
their ovwn partition, but rather stored as encoded information in data resources. They are not
accessible at run-time without the key. Basically, the essential code resources that provide
functionality in the final end-product, an exccutable application or computer program, are no
longer easily and recognizably available for manipulation by those secking to remove the
underlying copyright or license, or its equivalent information, or those with skill to subsiitute
afternative code resources to "force™ the application program to row as an unauthorized copy. For
the encoding of the essential code resources, a "key” 1s needed, Such a key is similar to those
described in U.S. Pat. No. 5,613,004, the "Steganographic Method and Device" patent. The

purpose of this scheme is 1o make a particular licensed copy of an application distinguishable
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from any other, It is not necessary to distinguish every imstance of an application, merely every
instance of a license. A lcensed user may then wish to install multiple copies of an application,
legally or with authorization, This method, then, 1s to choose the key so that it corresponds, is
equsl to, or is a function of, a liccnse code or liconse descriptive information, not just a text file,
audio clip or identifying piece of information as desived in digital watermarking schemes extant
and typically useful to stand-alone, digitally sampled content, The key 18 necessary to access the

underlying code, i.e,, what the user understands to be the application program.

[0057] The assembly utility can be supplicd with a key generated from a license code generated
for the license in question. Alternatively, the key, possibly random, can be stored as a data
resource and encrypted with a derivative of the license code. Given the key, it encodes one or
seyveral essential resources into one or several data resources, Exactly which code resources are
encoded ato which data resources may be determined in a random or psendo random manner,
Note further that the application contains a code resource which performs the fiunction of
decoding an encoded code resource from a data resource. The application must also contain a
data resource which specifies in which data resource a particular code resource is encoded. This
data resource is created and added at assembly time by the assenibly utility, The application can

then operate as follows:

[0058] 1) when it is vun for the first time, after installation, it asks the vser for personalization
information, which includes the Heense code. This can include a particular computer

configuration;
[G0597 23 it stores this information in a personalization data resource;

[0060] 3) Once it has the license code, it can then generate the proper decoding key to access the

essential code resources.

[0061] Note that the application can be copied in an nninhibited manner, but must contain the
hicense code issued to the beensed owner, 10 access its essential code resources. The goal of the
mvention, copyright protection of computer eode and establishment of responsibility for copies,

is thus accomplished.

Attachment 16 Page 25 013945

DISH-Blue Spike-602
Exhibit 1005, Page 0513



[0062] This invention represents a significant improvement over prior art because of the inherent
difference in use of purely informational watermarks versus watermarks which contain
executable object code. Ifithe executable object code in a watermark is essential to an application
which accesses the data which contains the watermark, this creates an all-or-none situation.
Fither the user must have the extracted watermark, or the application cannot be used, and hence
the user cannot gain full access to the presentation of the information in the watermark bearing
data. In order to exiract a digital watermark, the user must have a koy, The kev, inturn, is a
function of the Heense information for the copy of the software in question. The key is fixed
prior to final assembly of the application files, and so cannot be changed at the option of the
user. That, in turm, means the license information in the software copy must remain fixed, so that
the correct key is available 1o the software. The key and the license mformation are, in fact,
interchangeable. One is morely more readable than the other, In ULS. Pat. No, 5,613,004, the
"Steganographic Method and Device, patent”, the possthility of randomization evasure atlacks on
digital watermarks was discussed. Simply, it is always possible to erase a digital watermark,
depending on how much damage you are willing to do to the watermark-bearing content stream.
The present invention has the significant advantage that vou must have the watermark to be able
to use the code it contains. 1 vou crase the watermark you have lost & key piece of the

functionality of the application, or even the means to access the data which bear the watermark,

[0063] A preferred embodiment would be implemented in an embedded system, with a minimal
operating system and memory. No media playing "applets,” or smaller sized applications as
proposed In new operating environments envisioned by Sun Microsystems and the advent of
Sun's Java operating system, would be permanently stored in the systeny, only the bare
necessities to operate the device, download information, decode watermarks and execute the
applets contained in them. When an applet is {inished executing, # is erased from memory. Such
a system would guarantee that content which did not contain readable watermarks could not be
usexl, This is a powerful control mechanism for ensuring that content to be distributed through
such a system contains valid watermarks. Thus, in such networks as the Internet or set-top box
controlied cable systems, distribution and exchange of content would be made more secure [rom
unauthorized copying to the benefit of copyright holders and other related parlies. The system
would be enabled to invalidate, by default, any content which has had its watermark(s) erased,
since the watermark conveys, in addition to copyright information, the means to fully access,

play, record or otherwise manipulate, the conteni.
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[0064] A second method according to the present invention is to randondy re-organize program
menory structure {0 prevent attempts at memory capture or object code analysis. The object of
this method s to make i extremely difficult to perform memory capture-based analysis of an
executable computer program. This analysis 1s the basis for a method of attack lo defeat the

system envisioned by the present invention.

[0063] Once the code resources of a program are loaded into memory, they typically remain in g
fixed position, unless the computer oporating system finds # necessary o rearrange certain
portions of memory during "system time,” when the operating system code, not application code,
is running. Typically, this is done in low memory systems, to maintain optimial memory
utilization. The MacOS for example, uses Handles, which are double-indirect pointers to
memory locations, in order to allow the operating systom to rogrrange memory transparently,
underneath a running program. If a computer program contains countermeasures agamst
unlicensed copying, a skilled technician can often take a snapshot of the code in memory,
analy e it, determine which instructions comprise the countermeasures, and disable them in the
stored application file, by means of a "patch." Other applications for designing code that moves
to provent scaming-tunnelling nucroscopes, and similar high sensitive hardware for analysis of
glectronic structure of microchips running code, have been proposed by such parties as Wave
Systems, Designs of Wave Systenss' nucrochip are intended for preventing sitempls by hackers
to "photograph” or otherwise determine "burn in" to microchips for attempts at reverse
engineering. The present invention seeks to prevent attenipts at understanding the code and its
organization for the purpose of patching i, Unlike systoms such as Wave Systems', the prosent
invention secks to move code around In such 2 manner as to comphcate sttempis by soflware
engineers to reengineer g means 1o disable the methods for creating licensed copies on any
device that lacks "irusted hardware.” Moreover, the present invention concorns itsell with any
application software that may be used in general computing devices, not chipsets that are used in
addition to an underlying computer to parform encryption. Wave Systems’ approach to security
of software, il interpreted similarly 1o the present tnvention, would dictate separate microchip
sets for cach piece of application software that would be tamperproof, This is not consistent with

the economics of software and its distribution.

[0066] Under the present invention, the application contains a special code resource which

knows about all the other code resources in memory. During execution time, this special code
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resource, called a "memory scheduler,” can be called periodically, or at random or pseudo
random ntervals, at which time it inientionally shuffles the other code resources randomly in
memory, so that someone trying to analyze snapshots of memory at various intervals cannot be
sure i they are looking at the same code or organization from one "break” to the next. This adds
significant complexity to their job. The seheduler also randomly relocates itself when it is
finished. In order to do this, the scheduler would have to first copy itself 1o a new location, and
then specifically modify the program counter and stack frame, so that it could then jump into the
new copy of the scheduler, but return to the corvect calling frame. Finally, the scheduler would
nead {0 maintain a list of all memory addresses which contain the address of the scheduler, and

change them fo reflect its new location.

[0067] The methods described above accomplish the purposes of the invention--to make it hard
Lo analyze capiured memory containing apphication executable code in order 1o creaie an
identifisble computer program or application that is different from other copies and is less
susceptibie to unaathorized use by those attemipting to disable the enderlying copyright
protection system. Simply, cach copy has particular wentifying imformation making that copy

different fron all other copies.

[0068] Although varions embodiments are specifically iHlustrated and descnibed herein, it will be
appreciated that modifications and variations of the present invention are covered by the above
teachings and within the purview of the appended claims without departing from the spirit and

infended scope of the invention.
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WHAT IS CLAIMED I5:

i, A method for copy protection of digital information, the digital information including a
J [~
digttal sample and format information, comprising the steps of! identifying a portion of the
format information 1o be encoded; pencrating encoded format mformation from the identified
& g
portion of the format information; and generating encoded digital information, including the

digital sample and the encoded format information,

2. The method of claim 1, further comprising the step of requiring a predetermined key to

decode the encoded format information.

3 The method of claim 2, wherein the digital sample and format information are configured
Lo be used with a digital player, and wherein information eutpot from the digital player will have
a degraded quality unless the encoded format information is decoded with the predetermined

key.

4. The method of claim 3, wherein the information output from the digital player represenis

a still image, audio or video.

. The method of claim 3, wherein the information output represents {ext data to be

suthenticated.

6. A method for protecting a digital signal, the digital signal including digital samples in
a file format having an inherent granularity, comprising the step of:
creating a predeternined key comprised of a transfer function-based mask set to

manipulate data at the inherent granularity of the file format of the undertying digitized sanples.

7. The method of claim 6, wherein the digital signal represents a continuous analog
waveform,

8. The method of claim 6, wherein the predetermined key comprises a plurahity of mask
sets,
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9, The method of claim 6, wherein the digital signal is a message to be authenticated.

10, The method of claim 6, wherein the mask set is ciphered by a key pair comprising a

public key and a private key.

11, The method of claim 6, further comprising the step oft
using a digital watermarking technique to encode information that identifies ownership,

use, or other information about the digital signal, into the digital signal.

12, The method of claim 6, wherein the digital signal represents a still image, audio or

video,

13, The method of claim 6, further comprising the steps off
selecting the mask set, including one or more masks having random or pseudo-random
series of bits; and

validating the mask set at the start of the transfer function~based mask set.

4. The method of claim 13, wherein said step of validating comprises the step of:
comparing a hash value computed at the start of the transfer function-based mask set with

a determined transfer function of the hash value.

15, The method of claim 6, further comprising the steps of!

sclecting the mask set, including one or more masks having random or pseudo-random
series of bits; and

authenticating the mask set by comparing a hash value computed at the start of the

transfer function-based mask set with a determined transfer funciion of the hash value.

16, The method of claim 13, wherein said step of validating comprises the step ofd
comparing a digital signature at the start of the transfor function-based mask set with a

determined transter function of the digital signature,

17 The method of claim 6, further comprising the steps oft

sclecting the mask set, including one or more masks having random or psendo-randont
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series of hits; and
authenticating the mask set by comparing a digital signature at the start of the transfler

function-based mask set with a deternuned transfor function of the digital signature.

18, The method of claim 13, further conprising the step oft
using a digital watermarking technique to embed information that identifies ownership,
use, or other infonnation gbout the digital signal, into the digital signal; and

wherein said step of validating is dependent on validation of the embedded information,

19, The method of claim 6, further comprising the step of:
computing a secure one way hash function of carrier signal data in the digital signal,
wherein the hash function 1s insensitive to changes mtroduced into the carrier signsl for the
purpose of carrying the transfor function-based mask set,
20, A method for protecting a digital signal, the digital signal including digital samples
in a file format having an inherent granularity, comprising the steps oft
creating a predeterniined key comprised of a transfer function-based miask set that can
manipudate data at the inhereni granularity of the file format of the underlying digitized samples;
autheniicating the predetermined key containing the correct transfer function-based mask
set during playback of the data; and
mictering the playback of the data to monitor content.
21, The method of claim 20, wherein the predetermined key is authenticated to

authenticate message information.

22, A method to prepare for the scrambling of a sample stream of data, comprising the
steps oft

generating a plurality of mask sets to be used for encoding, including @ random primary
mask, a random convolution mask and a random start of message delimiter;

obtaining a transfer fonction o be implemented;

generating a message bit streant to be encoded;

foading the message bit streany; a stega-~cipher map truth table, the primary mask, the
convolution mask and the start of message delimiter into memory;

initializing the state ol a primary mask index, a convolution mask index, and a message
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bit index; and

seiting a message size equal to the total number of bits in the message bit stream,

2

3. A method to prepare for the encoding of stega-cipher information nto a sample
stream of data, comprising the steps oft

generating a mask set 1o be used for encoding, the set mcluding a random primary mask,

a random convolution mask, and a random start of message -delimiter;

obtaining a message to be encoded;

compressing and encrypting the message if desived;

generating a message bit streans to be encoded:

{oading the message bit stream, a stega-cipher map truth table, the prinmsary mask, the
convolution mask and the start of message delimtler into momory;

initinhizing the state of & primary mask index, a convolution mask index, and a message
bit index; and

setting the message size equal to the total nomber of bits in the message bit stream,

24, The method of claim 23 wherein the sample stream of data has a plurality of
windows, further comprising the steps oft
calculating over which windows in the sample stream the message will be encoded;
compging a secure one way hash function of the information in the calculated windows,
the hash function generating hash values insensitive to changes in the samples indaced by 2
stoga-cipher; and

encoding the computed hash values in an encoded stream of data.

25, The method of claim 13, whercin said step of selecting comprises the steps of!

collecting a series of random bits derived from keyboard latency intervals in random
typing:

processing the initial series of random bits through an MDS algorithn;

using the resulis of the MD3 processing to seed a triple-DES encryption {oop;

cycling through the triple-DES encryption loop, extracting the least significant bit of each
resalt alier each cyele; and

concatenating the triple-DES output bits into the random series of bits.

2%
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26, A method for copy protection of digital information, the digital information
including a digital sample and format information, comprising the steps of)

identifying a portion of the digital sample to be encoded;

generating an encoded digital sample from the identified portion of the digital sample;
and

generating encoded digital information, including the encoded digital sample and the

format information,

27, The method of claim 26, further comprising the step of requiring a predetermined

key to decode the encoded digital sample.

28, The method of claim 27, wherein the digital sample and format information are
configured to be used with a digital player, and wherein information cutput from the digital
player will have a degraded quality unless the encoded digital sample is decoded with the

predetermined key.

29, The method of claim 27, wherein information output will have non authentic

message data unless the encode digital sample is decoded with the predetermined key.

30, A nwthod for prolecting digital data, where the digital data signal is organized info a
plurality of frames, each frame having i) & header comprising {ile format information and if) at
Ieast a portion of the digital dat, said method comprising the steps of

creating a predetermined key to manipulate the file format information in one or
more of the plurality of frames; and

manipulating the file format information using the predetermined key in at least
two of the plurality of frames, such that the digital data will be perceived by & human as
noticeably altered if it is plaved without using a decode key to restore the file fornat
information to a prior state.
31, The method of claim 30, wherein the predetermined key comprises a private key that is

assoctated with a key pair.
32, A mcthod for copy protection of soltware comprising: embedding the software with a
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watermark wherein the embedded software operates in a manner substantially the same as the

software prior o the embedding step.

33, The process of claim 32, wherein the step of embedding the software with a watermark

mcereases the complexity of code analysis andfor tampering with the software.

34, The process of claim 32, wherein the watermarked software queries a user for
personalization information during installation of the software,

3

38, The process of claim 32, wherein the watermark is accessible with a key.

36,  The process of claim 35, wherein the key enables authorized use of the watermarked

software.

37.  The process according to claim 35, wherein the key and lcense mformation are

interchangeable,

38, The process according to claim 32, wherein the step of embedding the software with a

watermark is performed during execution of the software.

39, The process according to claim 32, wherein the step of embedding the software with a

watermark modifies the structure of the software baing enmbedded.

40.  An article of manufacture comprising a machine readable medium, having thereon stored
mstructions adapted 0 be executed by a processor, which instructions when execiuted result in a
process comprising: recetving potentially watenmarked software; and identifyving the software by

extracting the watermark,

41, The article of manufacture of claim 40, wherein the watermark is associated with

information fixed prior {o distribwtion of the watermarked software.

42, The article of manulacture of claim 40, wherein the watermark affects functionality of

the watermarked sofiware,

o
28
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43, The article of manuiaceture of claim 40, wherein the extracted watermark enables

generation of a key.

44, The article of manufscture of claim 43, wherein the generated key and licensing

mformation are associated.

45, The article ol manufacture of claim 44, further comprising limiting functionality of the

software if the watermark cannot be extracted,

46. A method for watermarking software comprising: determining the structure a plurality of
codde contained in the software: and configuring at least a portion of the plurality of code

according to & watermarking process,

47, The process of claim 46, wherein the watermarking process further comprises mserting

mformation into the software after installation.

48.  The process of claim 46, wherein the watermarking process configures the at least a

portion of the plurality of code according to a key.

49, The process of claim 46, wherein the waternmarking process increases the complexity of

code analysis andfor tampering with the software.

50, The process of claim 46, wherein the watermarking process is selected from the group
comprising: data hiding, steganography or steganographic ciphering.
51.  The process of claim 40, wherein the watermarking process is applied during execution

of the software.

52, A system for copy protection of software comprising the steps of: associating Heense

information with a copy of a software application; encoding the associated Beense information
into the copy of the softyware application using a watermarking process; providing the copy of
the software application having licenss information encoded therein to a user; and, comparing

information received by & user with the encoded license information.
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33, The system of claim 52, wherein the encoding is controlled by a key.

54, The system of claim 52, wherein the step of comparing the user supplied information

with the encoded license information cnables authorization of the software.
55.  The system of claim 53, wherein the key is fixed prior to distribution of the software,

56,  The system of claim 52, wherein the License information comprises code which alfects

functionality of the watermarked sofiware.

7. The system of claim 52, wherein the watermarked software is resistant 1o code analysis

and/or tampering.

30
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DECLARATION FOR PATENT APPLICATION
As one of the below named mventors, 1 hereby declare that:
My residence, post office address and citizenship is as stated below next to my name;

I believe that I am the original, first and sole inventor {if only one name is listed below) or an
onginal, first and joint inventor {if plural names are listed below) of the subject matier which is
clavmed and for which g patent is sought on the invention entitled:

BATA PROTECTION METHOD AND DEVICE

the specification of which:  [X] is attached hereto.
[ was filed on
as Application No.
and was amended on:

I have reviewed and understand the contents of the above-identified specification, including
the claims, as amended by any amendment referred to above. [ acknowledge the duty to disclose
information which is matenial to patentability as defined in 37 CF.R. § 1.36.

Prior Foreign Application(s)

I hereby claim foreign prionty benefits under Trile 35, United States Code, § 119(a)(d) or
§ 365(b) of any foreign application{s) for patent or inventor’s certificate, or § 365(a) of any PCT
mternational application which designated at least one country other than the United States of
America, histed below and have also identified below any foreign application{s) for patent or
inventor’s certificate having a filing date before that of the application on which prionty is claimed:

Country | Application Date of Filing Date of Issue Priovity Claimed
Number (day, month, year) | (day, month, year}
Yes [ ] | no []

Yes CI No D
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Prior Provisional Application(s)

I hereby claim the benefit under Title 35, United States Code § 119(e) of any United States
provisional application{s)} listed below:

Application Date of Filing
Number {day, month, year}

Prior United States Application{(s)

{ hereby claim the benefit under Title 35, United States Code, § 120 of any United States
application(s}, or § 365(c) of any PCT international application designating the United States of
America, listed below and, insofar as the subject matter of each of the claims of this application is
not disclosed in the prior United States application in the manner provided by the first paragraph of
Title 35, United States Code, § 112, 1 acknowledge the duty o disclose matenal information as
defined in Title 37, Code of Federal Regulations, § 1.56(s) which occurred between the filing date of
the prior application and the national or PCT intemational filing date of this application:

Application Date of Filing Status ~ Patented,
Number {day, month, year) Pending, Abandoned
10/662,777 June 25, 2003 * Pending
#9/646,627 March 24, 1998 Patent No. 6,598,162
July 22, 2003
(8/587.943 January 17, 1996 Patent No. 5,745,569
April 28, 1998

AH correspondence and telephone communications should be addressed to:

03

SCOoTT MOSKOWITE
16711 COLLINS AVENUE
No. 28085
SUNNY ISLES BEACH, FLORIDA 33160

TELEPHONE NUMBER: (305) 956 - 5041
FACSIMILE NUMBER: (305) 956 - 8042
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I hereby declare that all statements made herein of my own knowledge are trus and that all
statements made on information and belief are believed to be true; and further that these statements
were made with the knowledge that willful false statements and the like so made are punishable by
fine and imprisonment, or both, under 18 U.8.C. § 1001, and that such willful false statements may
jeopardize the validity of the application or any patent issuing thereon.

Signature
Full Name of

First Invenior:

Cittzenshipe
Residence:

Post Office
Address:

4

MOSKOWITZ Scott
{Farnily Name) {Fiest Given Name)

United States of America
16711 Collins Avenue, # 3505, Sunny Isles Beach, FL 33160
16711 Collins Avenue, # 2505, Sunny Isles Beach, FL 33160
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ABSTRACT OF THE DISCLOSURE

An apparatus and method for encoding and decoding additional information into & digital
information m an indegral manner. Move particularly, the invention relates lo a method and

device for data protection.
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ATTACHMENT 17

This is attachment 17. This attachment is part of the response to the office action.

The section below for Chart 1 shows support for the Claims 1, 2, 3, 4, 5, 8,10, and 12 of
USP 9021602 in prior application 08/587,943.

The sections below for Charts 2-5 show the same support, that is the same descriptive
text as in application 08/587,943, either by incorporation or expressly present, in the four benefit
applications claimed in USP 9021602,

Moreover, each of the four applications also issued as a patent as shown by the cover
page of USP 9021602 and the cover pages of each of these four patents, which are Attachments
19-22.

Finally, the section below for chart 6 shows the same descriptive support appearing in
08/587,943, for Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 is also present in USP
9021602.

CHART 1: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 and support in application
08/587,943 application, Attachment 1.

Chart 1 generally copies text of the corresponding chart in Mr. Moskowitz’s 131
declaration.

Column 1 recites the claims and column 2 point cites the location of support in
08/587,943 and quotes relevant text from 08/587,943 and explains relevance.

CHART 1

Rejected Claim of USP Support in my 08/587,943 application, Attachment 1.
9021602

1. A computer based method Page 18:6-8 “The key is necessary to access the underlying
for accessing functionality code, i.e., what the user understands to be the application
provided by an application program.” This statement follows my explanation at page
software comprising; 17:7 to 18:6 regarding how the software is compiled to

encode certain code resources deemed “essential” for the
functionality of the software in data resources. Page 11:24 to
page 12:2 then explains how a user used the software
including the functionality. That is how to perform the
method of the preamble of this claim 1.
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storing said application
software in non transient
memory of a computer;

On page 8:37 I refer to the program being “loaded” which
means copied from slow memory (like disc) to fast memory
(like RAM). Both of those forms (slow and fast) memory
are “non transient.” I understand that “non transient” were
words the USPTO recommended everyone use in reference
to memory when some court decision stated that memory
might read on a “signal” and might be considered not
patentable subject matter. Iam told that the USPTO
therefore took a “liberal” view of support for “non
transient”, basically allowing anyone claiming something
stored in memory in a patent application that was not
disclosing signals as memory, to add “non transient” to
avoid adverse court invalidity determinations.

said application software in
said computer prompting a
user to enter into said
computer personalization
information;

On page 1:25-28, I point out that it was well known for
computer software to prompt a use for information at
startup. At page 11:25-28, I disclose that my software
prompts the user to enter personalization information when
run for the first time. Page 1:25-28 states “The application
can then operate as follows: 1) when it is run for the first
time, after installation, it asks the user for personalization
information, which includes the license code. This can
include a particular computer configuration;.”

said application software
storing, in said non transient
memory, in a personalization
data resource, both computer
configuration information of
said computer, and a license
code

On page 1:25-28, I continue on the next two lines (29, 30),
to state “2) it stores this information in a personalization data
resource;” The “it” is the software. The “this information”
refers to the personalization information which lines 27 and
28 state may include both license code and computer
configuration.

entered in response to said
prompting;

That statement that item “2)” follows immediately after item
“1)” in the sentence explaining operation of the software
indicates that the storing of this information is in response to
the entering of the information by the user.

said application software in
said computer generating a
proper decoding key,

At page 11, lines 31-33, I state “3) Once it has the license
code, it can then generate the proper decoding key to access
the essential

code resources.” This shows generating the proper decoding
key.
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said generating comprising
using said license code; and

In the very next paragraph, at page 11:34-37, I state “Note
that the application can be copied in an uninhibited manner,
but must contain the license code issued to the licensed
owner, to access its essential code resources.” This indicates
that the license code is essential to access the code resource,
and accessing requires the decoding key, which indicates
that the license code is also essential to generating the
decoding key. However, I explained the significance of the
key and that generating the key requires the license code,
back in page 10, when describing how the software is
assembled. “This method, then, is to choose the key so that
it corresponds, is equal to, or is a function of, a license code
or license descriptive information.” In other words, I
disclosed that generating the decode key may requires the
licence code.

wherein said application
software, in said computer,
cannot access at least one
encoded code resource of said
application software, unless
said license code is stored in
said personalization data
resource.

At page 10:16-20, I states that “The end result [of compiling
the software is that]...these essential code resources... are not
accessible at run-time, without the key.” This the same
thing as stated by this wherein clause in claim 1.

2. The method of claim 1,
wherein said encoded code
resource is encoded in at least
one data resource.

In describing the assembly utility, at page 11:9-15, I state
that the assembly utility “encodes one or several essential
resources into one or several data resources.” At page
10:14-16, 1 also state that “The utility will chose one or
several essential code resources, and encode them into one
or several data resources.” This discloses that “code
resource” are “encoded” and that they are encoded in at least
one data resource, as claimed.
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3. The method of claim 1 At page 5:9-10, I explain that “steganography” refers to

wherein said encoded code “hiding something in plain view.” At page 8:25-27, 1
resource is steganographically | disclose that the first method of my invention “involves
encoded. hiding necessary ‘parts’ or code ‘resources’ in digitized

sample resources.

At page 3:10-13, I explain that “It is desirable to use a
‘stega-cipher’ .... process to hide necessary parts of resource
of executable object code in the digitized sample resource.”
At page 10:15-16, I discloses that the encoding may be
“using the stegacipher process.” I think these support use of
the adverb “steganographically” when referring to encoding
that uses steganography for hiding the code resources in data

resources.

4. The method of claim 3 Claim 4 is the same as claim 2, but depends upon claim 3
wherein said encoded code instead of claim 1. So my discussion of claim 2 applies here.
resource is encoded in a data

resource.

5. The method of claim 1 In my description of the operation of the software

wherein said computer application at page 11:27-30, I stated “This can include a
configuration information is particular computer configuration; 2) it stores this

stored in a data resource. information in a personalization data resource.” That is, |

clearly stated that the computer configuration information
may be stored in a data resource.
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8. The method of claim 1
wherein said computer
comprises a processor and said
application software using said
processor in said prompting
and said storing.

My disclosure in Attachment 1 is replete with references to
computers in the context of digital computer which
necessarily convey the presence of a processor. For
example, in discussing the structure of software, I refer to
“the instructions” (page 7:21) which immediately conveys a
processor for acting on instruction. Similarly, I refer to
“executable code” (page 7:32) which immediately conveys a
processor for acting on the code. At page 11, in describing a
software application including essential code resources
encoded in data resource, I state “The application can then
operate as follows: 1) when it is run for the first time....”
Running is a colloquial expression for a digital computer
executing instructions in a software program. Digital
computers necessarily include a processor. Similarly, at
pages 12-13, I describe a preferred embodiment as
implemented in an embedded system with a minimal
operating system. Further, at page 14:25-27, I stated that
“the present invention concerns itself with any application
software

that may be used in general computing devices.” The term
“general computer devices” immediately conveys a
processor for use by application software for both prompting
(an I/0 function) and storing (a data storage function).
Finally, the original claims defined the step of “processing”
of data, which discloses a processor. See page 17:4 (claim
4).

10. A computer program
product storing in a non
transitory storage media
computer application software
code for an application
software product, which, when
run by a computer system,
causes said computer system
to perform the following for
accessing functionality
provided by said application
software product, comprising:

This is a description of software stored on some physical
medium.

In the Background section in Attachment 1, I describe that
software may be stored on a user’s hard drive, when
referring to attempts to enforce licencing. That is, at page 2,
I state “Further methods include network-based searches of a
user's hard drive and comparisons between what is registered
to that user and what is actually installed on the user's
general computing device.” At page 10:36, I refer to
“install[ed] ... copies,” which refers to installation on a drive.
A computer’s drive is a product. At page 3:32-33, I refer to
storing code in computer memory, stating “It is also
desirable to randomly reorganize program memory structure
intermittently during program run time.” At page 7:2-5, I
refer to “the order of the machine instructions. .. In the
computer memory.” Computer memory is a product.
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storing said application
software code in non transient
memory of a computer system
said application software code
in said computer system
prompting a user to enter into
said computer system
personalization information;
said application software code
storing, in said non transient
memory, in a personalization
data resource, both computer
configuration information of
said computer system, and a
license code entered in
response to said prompting;
said application software code
in said computer system
generating a proper decoding
key, said generating
comprising using said license
code; and wherein said
application software code, in
said computer system, cannot
access at least one encoded
code resource of said
application software code,
unless said license code is
stored in said personalization
data resource.

>

This is the same recitation appearing in claim 1. See my
discussion of claim 1 herein above.

12. The product of claim 10
wherein said computer
program product causes
storing of said encoded code
resource in a data resource in
non transient memory of said
computer.

Claim 12 contains the same recitation (“storing of said
encoded code resource in a data resource “) as claim 2.
Attachment 1 shows I disclosed this feature for the reasons
stated for claim 1.
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CHART 2: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 and the same support in
application 09/046,627 Attachment 13, as quoted above for application 08/587,943,
Attachment 1

Chart 2 shows support for the claims based upon incorporation by reference of the
disclosure of 08/587,943. As noted in Chart 1, application 08/587,943 supports these claims.
Therefore, the incorporation by reference of the disclosure of 08/587,943 into application
09/046,627 shows that application 09/046,627 also supports these claims.

Moreover, application 09/046,627 attachment 13, at page 1:12-14 also expressly claimed
benefit to application 08/587,943.

CHART 2

Rejected Claim of USP 9021602 Support in application 09/046,627
Attachment 13

Claims 1,2, 3,4, 5, 8,10, and 12 of USP Page 1:12-14 “This application claims the

9021602 benefit of U.S. patent application Serial No.

08/587,943, filed January 17, 1996, entitled
"Method for Stega-Cipher Protection of
Computer Code," the entire disclosure of
which is hereby incorporated by reference.”
Page 7:6-14 “These are covered by the
following patents and pending applications,
the entire disclosures of which are hereby
incorporated by reference: US Patent No.
5,613,004 entitled "Steganographic Method
and Device" and its derivative US patent
application Serial No. 081775,216, US patent
application Serial No. 08/587,944 entitled
"Human Assisted 10 . Random Key
Generation and Application for Digital
Watermark System," US Patent Application
Serial No. 08/587,943 entitled "Method for
Stega-Cipher Protection of Computer Code,"
US patent application Serial No. 08/677,435
entitled "Optimization Methods for the
Insertion, Protection, and Detection of Digital
Watermarks in Digitized Data," and US
Patent Application Serial No. 081772,222
entitled "2-Transform Implementation of
Digital Watermarks."
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CHART 3: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 and the same support in
application 10/602,777 Attachment 14

Chart 3 shows support for the rejected claims of USP 9021602 based upon incorporation
by reference of the disclosure of 08/587,943. As noted in Chart 1, application 08/587,943
supports these claims. Therefore, the incorporation by reference of the disclosure of 08/587,943
into application 10/602,777 shows that application 10/602,777 also supports these claims.

Moreover, application 10/602,777 originally claimed benefit to application 08/587,943,
at Attachment 14, pdf page 20, lines 11-4. However, this claim to benefit was deleted by the
preliminary amendment.

The preliminary amendment, also filed 2003-06-25 in application 10/602,777, at
attachment 14, pdf page 11:2-9 stated:

Please delete the section entitled "CROSS-REFERENCE TO RELATED
APPLICATIONS" on page 1, lines 10-14, of the originally filed application and
insert the new section entitled CROSS-REFERENCE TO RELATED
APPLICATIONS" on page 1, at line 5:

--This application is a continuation application of U.S. Patent Application
Serial No. 09/046,627 (now awaiting issuance), which is a continuation of U.S.
Patent " Application Serial No. 08/587,943, filed January 17, 1996, (which issued
April 28, 1998, as U.S. Patent No. 5,745,943). The entire disclosure of U.S.
Patent Application No. 09/046,627 is hereby incorporated by reference.--

Attachment 14, at pdf page 26 contains part of the specification, as filed. This pdf page
26:6-16 states:

These are covered by the following patents and pending applications, the
entire disclosures of which are hereby incorporated by reference: US Patent
No. 5,613,004 entitled "Steganographic Method and Device" and its derivative
US patent application Serial No. 081775,216, US patent application Serial No.
08/587,944 entitled "Human Assisted 10 . Random Key Generation and
Application for Digital Watermark System," US Patent Application Serial No.
08/587,943 entitled "Method for Stega-Cipher Protection of Computer Code," US
patent application Serial No. 08/677,435 entitled "Optimization Methods for the
Insertion, Protection, and Detection of Digital Watermarks in Digitized Data,"
and US Patent Application Serial No. 08/772,222 entitled "2-Transform
Implementation of Digital Watermarks." Public key crypto-systems are described
in US Patents No. 4,200,770, 4,218,582, 4,405,829 and 4,424,414, the entire
disclosures of which are also hereby incorporated by reference.

This contains an incorporation by reference of 08/587,943.

Moreover, the preliminary amendment incorporated by reference 09/046,627 which itself
also incorporated by reference 08/587,943; see the discussion of Attachment 13 above.
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CHART 3

Rejected Claim of USP 9021602 Support in application 10/602,777
Attachment 14

Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP Specification filed 2003-06-25, page 1:12-14

9021602 “This application claims the benefit of U.S.

patent application Serial No. 08/587,943,
filed January 17, 1996, entitled "Method for
Stega-Cipher Protection of Computer Code,"
the entire disclosure of which is hereby
incorporated by reference.”

Specification filed 2003-06-25, page 7:3-12
“Many approaches to digital watermarking
leave detection and decoding control with the
implementing party of the digital watermark,
not the creator of the work to be protected. A
set of secure digital watermark
implementations address this fundamental
control issue forming the basis of key-based
approaches. These are covered by the
following patents and pending applications,
the entire disclosures of which are hereby
incorporated by reference: US Patent No.
5,613,004 entitled "Steganographic Method
and Device" and its derivative US patent
application Serial No. 08/775,216, US patent
application Serial No. 08/587,944 entitled
"Human Assisted Random Key Generation
and Application for Digital Watermark
System," US Patent Application Serial No.
08/587,943 entitled "Method for
Stega-Cipher Protection of Computer Code,"
US patent application Serial No. 08/677,435
entitled "Optimization Methods for the
Insertion, Protection, and Detection of Digital
Watermarks in Digitized Data," and US
Patent Application Serial No. 08/772,222
entitled "2-Transform Implementation of
Digital Watermarks."
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CHART 4: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 have the same support as in
08/587,94, in application 11/895,388 Attachment 15

Application 11/895,388 both incorporates by reference the disclosure of 08/587,943, and
also bodily reintroduces the entirety of the specification of 08/587,943, in addition to properly
claiming benefit to 08/587,943.

Attachment 15 includes the documents filed 2007-08-24, which includes the portion of
the specification at Attachment 15 pdf pages 3-25; portions of the specification at pdf pages 30-
52; portions of the specification at pdf page 64; and portions of the specification at pdf pages 65-
78. The file shows that Attachment 15 page 64, and pages 65-78 are part of a preliminary
amendment filed with the application. A preliminary amendment filed with an application is part
of the original disclosure.

Attachment 15, pdf page 3, [0004], properly claimed to benefit to and incorporated by
reference application 08/587,943, stating:

[0001] This application is a divisional of U.S. Patent Application Serial
No. 10/602,777, which is a continuation application of U.S. Patent Application
Serial No. 09/046,627 (which issued July 22, 2003, as U.S. Patent No. 6,598,162),
which is a continuation-in-part of U.S. Patent Application Serial No.
08/587,943, filed Jan. 17, 1996, (which issued April 28, 1998, as U.S. Patent No.
5,745,943). The entire disclosure of U.S. Patent Application No. 09/046,627
(which issued July 22, 2003, as U.S. Patent No. 6,598,162) and U.S. Patent
Application Serial No. 08/587,943, filed Jan. 17, 1996, (which 'issued April 28,
1998, as U.S. Patent No. 5,745,943) are hereby incorporated by reference in
their entireties.

Attachment 15, pdf page 30, is an update to [0001] listing issued patent numbers, and
retained the proper chain of claims to benefit to and retained the incorporated by reference of
application 08/587,943,

Attachment 15, pdf page 38, in [0026], lines 4-17, also incorporated by reference
application 08/587,943, stating:

These are covered by the following patents and pending applications, the
entire disclosures of which are hereby incorporated by reference: U.S. Pat. No.
5,613, 004 entitled "Steganographic Method and Device" and its derivative U.S.
patent application Ser. No. 08/775,216 (which issued November 11 1997 as U.S.
Patent No. 5 687.236). U.S. patent application Ser. No. 08/587,944 entitled
"Human Assisted Random Key Generation and Application for Digital
Watermark System|[[']]"(which issued October 13 1998 as U.S. Patent No.
5,8224,32) US. patent application Ser. No. 08/587,943 entitled "Method for
Stega-Cipher Protection of Computer Code[[,]]//(which issued April 28. 1998 as
US. Patent No. 5.748.569) U.S. patent application Ser. No. 08/677,435 entitled
"Optimization Methods for the Insertion, Protection, and Detection of Digital
Watermarks in Digitized Data[[,]]//(which issued March 30, 1999 as U.S. Patent
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NO. 5,889,868) and US. patent application Ser. No. 08/772,222 entitled

“Z-Transform Implementation of Digital Watermarks[[.]]"(which issued June 20.

2000 as U.S. Patent No. 6078 664).

Attachment 15, pdf page 64, lines 3-8, also incorporated by reference application
08/587,943, stating:

... The entire disclosure of U.S. Patent Application No. 09/046,627 (which
issued July 22, 2003, as U.S. Patent No. 6,598,162) and U.S. Patent Application
Serial No. 08/587,943, filed Jan. 17, 1996. (which issued April 28, 1998, as U.S.
Patent No. 5,745,943 [sic]) are hereby incorporated by reference in their
entireties.

Moreover, in Attachment 15, pdf page 82, lines 2-4, in the Remarks accompanying the
preliminary amendment, Mr. Moskowitz said: “Applicant has bodily incorporated U.S. Patent
Application Serial No. 08/587,943, filed January 17, 1996 (which issued as U.S. Patent No.
5,745,569 on April 28, 1998).” Indeed, that is the case. All of the text of the specification of
08/587,943 is bodily incorporated into application 11/895,388, as shown by comparison of
Attachments 15 and 1, as summarized below.

Attachment 15, pdf page 65 et seq specifies an insert to the specification at the location
after [0002]. This insert has the same text as Attachment 1 (08/587,943), pdf page 8, line 1, to
page 12, line 22. This text is the entirety of the disclosure from the beginning of the disclosure to
the end of the Background section in Attachment 1 of application 08/587,943.

Attachment 15, pdf page 6 et seq specifies a two paragraph insert to the Summary of the
Invention section. The text of this insert is the same as the text of the two paragraph Summary
of the Invention section of Attachment 1, which is at Attachment 1, pages 13-14.

Attachment 15, pdf page 6 et seq specifies an insert to the Detailed Description section
after [0050]. The text of this insert is the same as the text of the Detailed Description section of
Attachment 1, which is at Attachment 1 pdf page 8, line 11 through page 22. And the
specification of 08/587,943 end at Attachment 1 pdf page 22.

Thus, Mr. Moskowitz reintroduced, bodily, the entire text of the specification of
application 08/587,943, into application 11/895,388.

Chart 4 shows support based upon express disclosure identical to the express disclosure
in 08/587,943, application 11/895,388, as filed. Attachment 15, pages 3-25 constitute the clean
copy of the disclosure of application 11/895,388, as filed, containing this disclosure. Chart 4
therefore cites exclusively to Attachment 15, pages 3-25.

CHART 4

Rejected Claim of USP Support in application 11/895,388 Attachment 15 (issued as
9021602 USP 9104842), pages 3-25
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1. A computer based
method for accessing
functionality provided by
an application software
comprising:

Attachment 15, pdf page 21, Par [0056], last sentence “The key is
necessary to access the underlying code, i.e., what the user
understands to be the application program.” This statement
follows the explanation starting at pdf page 20, in [0054] to
[0057], regarding how the software is compiled to encode certain
code resources deemed “essential” for the functionality of the
software in data resources. Attachment 15, pdf pages 21-22, Par
[0057], 1ast sentence to [0060] then explains how a user used the
software including the functionality. That is how to perform the
method of the preamble of this claim 1.

storing said application
software in non transient
memory of a computer;

Attachment 15, pdf pages 23-24, [0065] refer to the program
being “loaded” which means copied from slow memory (like
disc) to fast memory (like RAM). Mr. Moskowitz noted that
both of those forms (slow and fast) memory are “non transient.”
Mr. Moskowitz noted that “non transient” were words the
USPTO recommended everyone use in reference to memory
when some court decision stated that memory might read on a
“signal” and might be considered not patentable subject matter.
Mr. Moskowitz noted he was told that the USPTO therefore took
a “liberal” view of support for “non transient”, basically allowing
anyone claiming something stored in memory in a patent
application that was not disclosing signals as memory, to add
“non transient” to avoid adverse court invalidity determinations.

said application software
in said computer
prompting a user to enter
into said computer
personalization
information;

Attachment 15, pdf page 4 [0005] notes that it was well known
for computer software to prompt a use for information at startup.
Attachment 15, pdf page 22, [0058] discloses that the software
prompts the user to enter personalization information when run
for the first time. Pdf page 22, [0057] states “The application can
then operate as follows: 1) when it is run for the first time, after
installation, it asks the user for personalization information,
which includes the license code. This can include a particular
computer configuration;.”

said application software
storing, in said non
transient memory, in a
personalization data
resource, both computer
configuration information
of said computer, and a
license code

Attachment 15, pdf page 22, the next two lines ([0058] and
[0059), to state “2) it stores this information in a personalization
data resource.” Mr. Moskowitz in his 131 declaration states that
the “it” is the software, and that the “this information” refers to
the personalization information which lines 27 and 28 state may
include both license code and computer configuration.
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entered in response to Mr. Moskowitz also stated in his declaration that the statement
said prompting; that item “2)” follows immediately after item “1)” in the sentence
explaining operation of the software indicates that the storing of
this information is in response to the entering of the information

by the user.
said application software | Attachment 15, pdf page 22, [0060] continues “3) Once it has the
in said computer license code, it can then generate the proper decoding key to
generating a proper access the essential code resources.” As Mr. Moskowitz noted in
decoding key, his declaration, this shows generating the proper decoding key.
said generating Attachment 15, pdf page 22, in the very next paragraph, [0061],
comprising using said states “Note that the application can be copied in an uninhibited
license code; and manner, but must contain the license code issued to the licensed

owner, to access its essential code resources.” Mr. Moskowitz
notes in his declaration that this indicates that the license code is
essential to access the code resource, and accessing requires the
decoding key, which indicates that the license code is also
essential to generating the decoding key. Mr. Moskowitz also
explained the significance of the key and that generating the key
requires the license code, as disclose in the assembly of the
software, corresponding to Attachment 15, pages 21-22, [0056] -
[0057], when describing how the software is assembled. See
[0056], lines 18-20 “This method, then, is to choose the key so
that it corresponds, is equal to, or is a function of, a license code
or license descriptive information.” Mr. Moskowitz stated in his
declaration that, in other words, this passage disclosed that
generating the decode key may require the licence code.

wherein said application Attachment 15, pdf page 21, [0056], states that “The end result
software, in said [of compiling the software is that]...these essential code
computer, cannot access resources... are not accessible at run-time, without the key.” Mr.
at least one encoded code | Moskowitz noted in his 131 declaration that this the same thing
resource of said as stated by this wherein clause in claim 1.

application software,
unless said license code is
stored in said
personalization data
resource.
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2. The method of claim 1,
wherein said encoded
code resource is encoded
in at least one data
resource.

Attachment 15, pdf page 21, [0057], in describing the assembly
utility, states that the assembly utility “encodes one or several
essential resources into one or several data resources.”
Attachment 15, pdf page 21, [0056], states that “The utility will
chose one or several essential code resources, and encode them
into one or several data resources.” This discloses that “code
resource” are “encoded” and that they are encoded in at least one
data resource, as claimed.

3. The method of claim 1
wherein said encoded
code resource is
steganographically
encoded.

Attachment 15, pdf page 6, [0013] explains that “steganography”
refers to “hiding something in plain view.” Attachment 15, pdf
pages4-5, [0008], discloses that the first method “involves
hiding necessary ‘parts’ or code ‘resources’ ... in digitized sample
resources.”

Attachment 15, pdf pages 4-5, [0008], explains that “Itis
desirable to use a ‘stega-cipher’ .... process to hide necessary
parts of resource of executable object code in the digitized
sample resource.”

Attachment 15, pdf pages 21, [0056], discloses that the encoding
may be “using the stegacipher process.” These support use of the
adverb “steganographically” when referring to encoding that uses
steganography for hiding the code resources in data resources.

4. The method of claim 3
wherein said encoded
code resource is encoded
in a data resource.

Claim 4 is the same as claim 2, but depends upon claim 3 instead
of claim 1. So discussion of claim 2 herein above applies here.

5. The method of claim 1
wherein said computer
configuration information
is stored in a data
resource.

Attachment 15, pdf page 22, [0058], in the description of the
operation of the software application, stated “This can include a
particular computer configuration; 2) it stores this information in
a personalization data resource.” That is, Mr. Moskowitz clearly
stated that the computer configuration information may be stored
in a data resource.
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8. The method of claim 1
wherein said computer
comprises a processor and
said application software
using said processor in
said prompting and said
storing.

The Attachment 15, disclosure is replete with references to
computers in the context of digital computer which necessarily
convey the presence of a processor. For example, in discussing
the structure of software, Mr. Moskowitz refers to “the
instructions” (pdf page 19, [0052]) which immediately conveys a
processor for acting on instruction. Similarly, he refers to
“executable code” (pdf page 19, [0052]) which immediately
conveys a processor for acting on the code. At pdf page 22,
[0057] to [0058], in describing a software application including
essential code resources encoded in data resource, the
specification states “The application can then operate as follows:
1) when it is run for the first time....” Mr. Moskowitz stated that
‘running’ is a colloquial express for a digital computer executing
instructions in a software program. Digital computers necessarily
include a processor. Similarly, at pdf pages 23, [0063],
Attachment 15 describes a preferred embodiment as implemented
in an embedded system with a minimal operating system.
Further, at pdf page 24, [0065], Attachment 15 stated that “the
present invention concerns itself with any application software
that may be used in general computing devices.” Mr. Moskowitz
noted in his 131 declaration that the term “general computer
devices” immediately conveys a processor for use by application
software for both prompting (an I/O function) and storing (a data
storage function).

10. A computer program
product storing in a non
transitory storage media
computer application
software code for an
application software
product, which, when run
by a computer system,
causes said computer
system to perform the
following for accessing
functionality provided by
said application software
product, comprising;

This claim recites a description of software stored on some
physical medium.

In the Background section in Attachment 15, pdf page 4, [0005]
describes that software may be stored on a user’s hard drive,
when referring to attempts to enforce licencing. That is, in
[0005], Attachment 15 states “Further methods include
network-based searches of a user's hard drive and comparisons
between what is registered to that user and what is actually
installed on the user's general computing device.” Attachment 15,
pdf page 21, [0056] refers to “install[ed] ... copies,” which refers
to installation on a drive. A computer’s drive is a product.
Attachment 15, pdf page 5, [0009], refers to storing code in
computer memory, stating “It is also desirable to randomly
reorganize program memory structure intermittently during
program run time.” Attachment 15, pdf page 18, [0051], refers to
“the order of the machine instructions. .. In the computer
memory.” Computer memory is a product.
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storing said application
software code in non
transient memory of a
computer system; said
application software code
in said computer system
prompting a user to enter
into said computer system
personalization
information; said
application software code
storing, in said non
transient memory, in a
personalization data
resource, both computer
configuration information
of said computer system,
and a license code entered
in response to said
prompting; said
application software code
in said computer system
generating a proper
decoding key, said
generating comprising
using said license code;
and wherein said
application software code,
in said computer system,
cannot access at least one
encoded code resource of
said application software
code, unless said license
code is stored in said
personalization data
resource.

This is the same recitation appearing in claim 1. See the support
for of claim 1 herein above.
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12. The product of claim
10 wherein said computer
program product causes
storing of said encoded
code resource in a data
resource in non transient

memory of said computer.

Claim 12 contains the same recitation (“storing of said encoded
code resource in a data resource ) as claim 2. Attachment 15
discloses this feature for the reasons stated for claim 1.
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CHART 5: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 and the same support as in
08/587,943, in application 13/556,420 Attachment 16

Attachment 16 contains the documents filed 2012-07-24 forming application 13/556,420,
as filed. These documents include an original specification (at pdf pages 7-28) and a preliminary
amendment containing one page of specification (pdf page 4) updating the [0001] paragraph’s
benefit claim chain information. The remarks in the preliminary amendment state that the
amendment “updates the priority [sic; benefit] claim and cancels claims 2-57.”

The preliminary amendment to the specification merely amends paragraph [0001] by
making a proper benefit claim chain including the prior filed application 11/895,388, and
maintaining the incorporation by reference to application 08/587,943, stating (at Attachment 16

page 4):
At Page 1, please replace Paragraph [0001] with the following paragraph:

[0001] This application is a continuation of U.S. Application No.
11/895.388,. filed August 24, 2007, which is a division[[al]] of U.S. patent
application [[Ser.]] No. 101602,777, filed June 25, 2003, issued February 16
2010 as U.S. Patent No. 7.664.263, which is a continuation applteation of U.S.
patent application [[Ser. No.]] 091046,627, filed March 24 1998, (which issued
Jul. 22, 2003, as U.S. Pat. No. 6,598,162[[)]], which is a continuation-in-part of
U.S. patent application [[Ser.]] No. 08/587,943, filed Jan. 17, 1996, (whtch issued
Apr. 28, 1998, as U.S. Pat. No. 5,745,943[[)]]. The entire disclosure of U.S.
Application No. 11/895,388, filed August 24,2007, U.S. patent application
[[Ser.]] No. 091046,627 (which issued Jul. 22, 2003, as U.S. Pat. No.
6,598,162[[)]] and U.S. patent application [[Ser.]] No. 08/587,943, filed Jan. 17,
1996, (which issued Apr. 28, 1998, as U.S. Pat. No. 5,745,943[[)]] are hereby
incorporated by reference in their entireties.

The undersigned compared, paragraph by paragraph, the paragraphs [0001] to [0068],
forming the specification at pdf pages 7-28 of Attachment 16, to the specification at pdf pages
3-25 of Attachment 15. The undersigned observed that the corresponding numbered paragraphs
in both specifications have the same starting and ending words, and appear to contain identical
text. That is, pdf pages 7-28 of Attachment 16 appear to be a refiling of pdf pages 3-25 of
Attachment 15. Therefore, the specification of application 13/556,420 contains exactly the same
disclosure in its paragraphs [0001]-[0068] as does application 11/895,388. Therefore,
application 13/556,420 supports claims 1, 2, 3, 4, 5, 8, 10, and 12 of USP 9021602 for the same
reasons as application 11/895,388.

To avoid doubt, however, the undersigned copies the claim support chart for application
11/895,388 herein below, and replaces the pdf page number citations (but not paragraph numbers
which are the same) from that chart with the pdf page numbers of Attachment 16 where the
cited paragraphs appear in Attachment 16.
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CHART 5§

Rejected Claim of USP
9021602

Support in application 11/895,388 Attachment 15 (issued as
USP 9104842), pages 3-25

1. A computer based
method for accessing
functionality provided by
an application software
comprising:

Attachment 16, pdf page 24, Par [0056], last sentence “The key is
necessary to access the underlying code, i.e., what the user
understands to be the application program.” This statement
follows the explanation starting at pdf page 23, in [0054] to
[0057], regarding how the software is compiled to encode certain
code resources deemed “essential” for the functionality of the
software in data resources. Attachment 16, pdf page 25, Par
[0057], 1ast sentence to [0060] then explains how a user used the
software including the functionality. That is how to perform the
method of the preamble of this claim 1.

storing said application
software in non transient
memory of a computer;

Attachment 16, pdf pages 27, [0065] refer to the program being
“loaded” which means copied from slow memory (like disc) to
fast memory (like RAM). Mr. Moskowitz noted that both of
those forms (slow and fast) memory are “non transient.” Mr.
Moskowitz noted that “non transient” were words the USPTO
recommended everyone use in reference to memory when some
court decision stated that memory might read on a “signal” and
might be considered not patentable subject matter. Mr.
Moskowitz noted he was told that the USPTO therefore took a
“liberal” view of support for “non transient”, basically allowing
anyone claiming something stored in memory in a patent
application that was not disclosing signals as memory, to add
“non transient” to avoid adverse court invalidity determinations.

said application software
in said computer
prompting a user to enter
into said computer
personalization
information;

Attachment 16, pdf pages7-8 [0005] notes that it was well known
for computer software to prompt a use for information at startup.
Attachment 16, pdf page 25, [0058] discloses that the software
prompts the user to enter personalization information when run
for the first time. Pdf page 25, [0057] states “The application can
then operate as follows: 1) when it is run for the first time, after
installation, it asks the user for personalization information,
which includes the license code. This can include a particular
computer configuration;.”
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said application software | Attachment 16, pdf page 25, the next two lines ([0058] and

storing, in said non [0059), to state “2) it stores this information in a personalization
transient memory, in a data resource.” Mr. Moskowitz in his 131 declaration states that
personalization data the “it” is the software, and that the “this information” refers to

resource, both computer the personalization information which lines 27 and 28 state may
configuration information | include both license code and computer configuration.

of said computer, and a
license code

entered in response to Mr. Moskowitz also stated in his declaration that the statement
said prompting; that item “2)” follows immediately after item “1)” in the sentence
explaining operation of the software indicates that the storing of
this information is in response to the entering of the information

by the user.
said application software | Attachment 16, pdf page 25, [0060] continues “3) Once it has the
in said computer license code, it can then generate the proper decoding key to
generating a proper access the essential code resources.” As Mr. Moskowitz noted in
decoding key, his declaration, this shows generating the proper decoding key.
said generating Attachment 16, pdf page 25, in the very next paragraph, [0061],
comprising using said states “Note that the application can be copied in an uninhibited
license code; and manner, but must contain the license code issued to the licensed

owner, to access its essential code resources.” Mr. Moskowitz
notes in his declaration that this indicates that the license code is
essential to access the code resource, and accessing requires the
decoding key, which indicates that the license code is also
essential to generating the decoding key. Mr. Moskowitz also
explained the significance of the key and that generating the key
requires the license code, as disclose in the assembly of the
software, corresponding to Attachment 16, pages 24-25, [0056] -
[0057], when describing how the software is assembled. See
[0056], lines 18-20 “This method, then, is to choose the key so
that it corresponds, is equal to, or is a function of, a license code
or license descriptive information.” Mr. Moskowitz stated in his
declaration that, in other words, this passage disclosed that
generating the decode key may require the licence code.
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wherein said application
software, in said
computer, cannot access
at least one encoded code
resource of said
application software,
unless said license code is
stored in said
personalization data
resource.

Attachment 16, pdf pages 24-25, [0056], states that “The end
result [of compiling the software is that]...these essential code
resources... are not accessible at run-time, without the key.” Mr.
Moskowitz noted in his 131 declaration that this the same thing
as stated by this wherein clause in claim 1.

2. The method of claim 1,
wherein said encoded
code resource is encoded
in at least one data
resource.

Attachment 16, pdf page 25, [0057], in describing the assembly
utility, states that the assembly utility “encodes one or several
essential resources into one or several data resources.”
Attachment 16, pdf pages 24-25, [0056], states that “The utility
will chose one or several essential code resources, and encode
them into one or several data resources.” This discloses that
“code resource” are “encoded” and that they are encoded in at
least one data resource, as claimed.

3. The method of claim 1
wherein said encoded
code resource is
steganographically
encoded.

Attachment 16, pdf page 10, [0013] explains that
“steganography” refers to “hiding something in plain view.”
Attachment 16, pdf pages 8-9, [0008], discloses that the first
method “involves hiding necessary ‘parts’ or code ‘resources’ ...
in digitized sample resources.”

Attachment 16, pdf pages 8-9, [0008], explains that “Itis
desirable to use a ‘stega-cipher’ .... process to hide necessary
parts of resource of executable object code in the digitized
sample resource.”

Attachment 16, pdf pages 24-25, [0056], discloses that the
encoding may be “using the stegacipher process.” These support
use of the adverb “steganographically” when referring to
encoding that uses steganography for hiding the code resources
in data resources.

4. The method of claim 3
wherein said encoded
code resource is encoded
in a data resource.

Claim 4 is the same as claim 2, but depends upon claim 3 instead
of claim 1. So discussion of claim 2 herein above applies here.
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5. The method of claim 1
wherein said computer
configuration information
is stored in a data
resource.

Attachment 16, pdf page 25, [0058], in the description of the
operation of the software application, stated “This can include a
particular computer configuration; 2) it stores this information in
a personalization data resource.” That is, Mr. Moskowitz clearly
stated that the computer configuration information may be stored
in a data resource.

8. The method of claim 1
wherein said computer
comprises a processor and
said application software
using said processor in
said prompting and said
storing.

The Attachment 16, disclosure is replete with references to
computers in the context of digital computer which necessarily
convey the presence of a processor. For example, in discussing
the structure of software, Mr. Moskowitz refers to “the
instructions” (pdf page 22, [0052]) which immediately conveys a
processor for acting on instruction. Similarly, he refers to
“executable code” (pdf page 22, [0052]) which immediately
conveys a processor for acting on the code. At pdf page 25,
[0057] to [0058], in describing a software application including
essential code resources encoded in data resource, the
specification states “The application can then operate as follows:
1) when it is run for the first time....” Mr. Moskowitz stated that
‘running’ is a colloquial express for a digital computer executing
instructions in a software program. Digital computers necessarily
include a processor. Similarly, at pdf pages 26, [0063],
Attachment 16 describes a preferred embodiment as implemented
in an embedded system with a minimal operating system.
Further, at pdf page 27, [0065], Attachment 16 stated that “the
present invention concerns itself with any application software
that may be used in general computing devices.” Mr. Moskowitz
noted in his 131 declaration that the term “general computer
devices” immediately conveys a processor for use by application
software for both prompting (an I/O function) and storing (a data
storage function).
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10. A computer program
product storing in a non
transitory storage media
computer application
software code for an
application software
product, which, when run
by a computer system,
causes said computer
system to perform the
following for accessing
functionality provided by
said application software
product, comprising:

This claim recites a description of software stored on some
physical medium.

In the Background section in Attachment 16, pdf page 7, [0005]
describes that software may be stored on a user’s hard drive,
when referring to attempts to enforce licencing. That is, in
[0005], Attachment 16 states “Further methods include
network-based searches of a user's hard drive and comparisons
between what is registered to that user and what is actually
installed on the user's general computing device.” Attachment 16,
pdf page 24, [0056] refers to “install[ed] ... copies,” which refers
to installation on a drive. A computer’s drive is a product.
Attachment 16, pdf page 9, [0009], refers to storing code in
computer memory, stating “It is also desirable to randomly
reorganize program memory structure intermittently during
program run time.” Attachment 16, pdf page 21-22, [0051], refers
to “the order of the machine instructions. .. In the computer
memory.” Computer memory is a product.
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storing said application
software code in non
transient memory of a
computer system; said
application software code
in said computer system
prompting a user to enter
into said computer system
personalization
information; said
application software code
storing, in said non
transient memory, in a
personalization data
resource, both computer
configuration information
of said computer system,
and a license code entered
in response to said
prompting; said
application software code
in said computer system
generating a proper
decoding key, said
generating comprising
using said license code;
and wherein said
application software code,
in said computer system,
cannot access at least one
encoded code resource of
said application software
code, unless said license
code is stored in said
personalization data
resource.

This is the same recitation appearing in claim 1. See the support
for of claim 1 herein above.
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12. The product of claim
10 wherein said computer
program product causes
storing of said encoded
code resource in a data
resource in non transient

memory of said computer.

Claim 12 contains the same recitation (“storing of said encoded
code resource in a data resource ) as claim 2. Attachment 16
discloses this feature for the reasons stated for claim 1.
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CHART 6: Claims 1, 2, 3, 4, 5, 8,10, and 12 of USP 9021602 have the same support as in

08/587,943, in USP 9021602.

USP 9021602 contains the same support for Claims 1, 2, 3, 4, 5, 8,10, and 12 USP
9021602 as does application 08/587,943, Attachment 1, both by incorporation and expressly.

As to incorporation:

col. 1:13-20 states:

The entire disclosure of U.S. application Ser. No. 13/556,420, filed Jul.
24,2012, U.S. application Ser. No. 111895,388, filed Aug. 24, 2007, U.S. patent
application Ser. No. 09/046,627, issued Jul. 22, 2003, as U.S. Pat. No. 6,598,162,
and U.S. patent application Ser. No. 08/587,943, filed Jan. 17, 1996, issued Apr.
28,1998, as U.S. Pat. No.5, 745,569 are hereby incorporated by reference in
their entireties.

And col. 6:14-36 states:

... These are covered by the following patents and pending applications, the
entire disclosures of which are hereby incorporated by reference: U.S. Pat. No.
5,613,004 entitled "Steganographic Method and Device" and its derivative u.s.
patent application Ser. No. 081775,216 (which 20 issued Nov. 11, 1997, as U.S.
Pat. No. 5,687,236), U.S. patent application Ser. No. 08/587,944 entitled "Human
Assisted Random Key Generation and Application for Digital Watermark
System" (which issued Oct. 13, 1998, as U.S. Pat. No. 5,822,432), U.S. patent
application Ser. No. 08/587,943 entitled "Method for Stega-Cipher Protection of
Computer Code" (which issued Apr. 28,1998, as U.S. Pat. No. 5,748, 569), U.S.
patent application Ser. No. 08/677,435 entitled "Optimization Methods for the
Insertion, Protection, and Detection of Digital Watermarks in Digitized Data"
(which issued Mar. 30, 1999, as U.S. Pat. No. 5,889,868) and U.S. patent
application Ser. No. 081772,222 entitled "Z-Transfonn Implementation of Digital
Watennarks" (which issued Jun. 20, 2000, as U.S. Pat. No. 6,078,664). Public key
cryptosystems are described in U.S. Pat. Nos. 4,200,770, 4,218,582, 4,405,829
and 4,424,414, the entire disclosures of which are also hereby incorporated by
reference.

Rejected Claim of USP
9021602

Support in USP 9021602, Exhibit 1
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1. A computer based
method for accessing
functionality provided by
an application software
comprising:

USP 9021602 Col. 13:42-44 “The key is necessary to access the
underlying code, i.e., what the user understands to be the
application program.” This statement follows the explanation at
col. 13:9-42 regarding how the software is compiled to encode
certain code resources deemed “essential” for the functionality of
the software in data resources. Col 13:58-67 then explains how a
user used the software including the functionality. That is how to
perform the method of the preamble of this claim 1.

storing said application
software in non transient
memory of a computer;

USP 9021602 Col. 12: 37 refer to the program being “loaded”
which means copied from slow memory (like disc) to fast
memory (like RAM). Both of those forms (slow and fast)
memory are “non transient.”

said application software
in said computer
prompting a user to enter
into said computer
personalization
information;

USP 9021602 col. 1: 45-48 points out that it was well known for
computer software to prompt for information at startup. Col.
13:58-61 discloses that the software prompts the user to enter
personalization information when run for the first time. Col.
13:58-61 states “The application can then operate as follows: 1)
when it is run for the first time, after installation, it asks the user
for personalization information, which includes the license code.
This can include a particular computer configuration;.”

said application software
storing, in said non
transient memory, in a
personalization data
resource, both computer
configuration information
of said computer, and a
license code

Col. 13:64-65 continues the same sentence, stating “2) if stores
this information in a personalization data resource;” The “it” is
the software. The “this information” refers to the personalization
information which lines 27 and 28 state may include both license
code and computer configuration.

entered in response to
said prompting;

That statement that item “2)” follows immediately after item “1)”
in the sentence explaining operation of the software indicates that
the storing of this information is in response to the entering of the
information by the user.

said application software
in said computer
generating a proper
decoding key,

Col. 13: 66-67 states “3) Once it has the license code, it can then
generate the proper decoding key to access the essential
code resources.” This shows generating the proper decoding key.

Page 27 of 32

DISH-Blue Spike-602
Exhibit 1005, Page 0560




said generating
comprising using said
license code; and

The very next paragraph, col. 14: 1-6, states “Note that the
application can be copied in an uninhibited manner, but must
contain the license code issued to the licensed owner, to access
its essential code resources.” This indicates that the license code
is essential to access the code resource, and accessing requires
the decoding key, which indicates that the license code is also
essential to generating the decoding key. Mr. Moskowitz
explained the significance of the key and that generating the key
requires the license code, back in col. 13:37-44 when describing
how the software is assembled. “This method, then, is to choose
the key so that it corresponds, is equal to, or is a function of, a
license code or license descriptive information.” In other words,
Mr. Moskowitz disclosed that generating the decode key may
requires the licence code.

wherein said application
software, in said
computer, cannot access
at least one encoded code
resource of said
application software,
unless said license code is
stored in said
personalization data
resource.

Col. 13:18-21 states that “The end result [of compiling the
software is that]...these essential code resources... are not
accessible at run-time, without the key.” This the same thing as
stated by this wherein clause in claim 1.

2. The method of claim 1,
wherein said encoded
code resource is encoded
in at least one data
resource.

In describing the assembly utility, at col. 13:49-50, USP 9021602
states that the assembly utility “encodes one or several essential
resources into one or several data resources.” At col. 13:14-18,
USP 9021602 states that “The utility will chose one or several
essential code resources, and encode them into one or several
data resources.” This discloses that “code resource” are
“encoded” and that they are encoded in at least one data resource,
as claimed.
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3. The method of claim 1 | At col. 3:21-23, USP 9021602 explains that “steganography”

wherein said encoded refers to “hiding something in plain view.” At col. 12:25-28, USP
code resource is 9021602 discloses that the first method of the invention
steganographically “involves hiding necessary ‘parts’ or code ‘resources’ in
encoded. digitized sample resources.”

At col. 2:21-23, USP 9021602 explains that “It is desirable to use
a ‘stega-cipher’ ... process to hide necessary parts of resource of
executable object code in the digitized sample resource.”

At col. 13:14-17, USP 9021602 discloses that the encoding may
be “using the stegacipher process.” Mr. Moskowitz believes
these support use of the adverb “steganographically” when
referring to encoding that uses steganography for hiding the code
resources in data resources.

4. The method of claim 3 | Claim 4 is the same as claim 2, but depends upon claim 3 instead
wherein said encoded of claim 1. So the discussion of claim 2 applies here.

code resource is encoded
in a data resource.

5. The method of claim 1 | The operation of the software application at col. 13:62-63 stated

wherein said computer “This can include a particular computer configuration; 2) it stores
configuration information | this information in a personalization data resource.” That clearly
is stored in a data stated that the computer configuration information may be stored
resource. in a data resource.
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8. The method of claim 1
wherein said computer
comprises a processor and
said application software
using said processor in
said prompting and said
storing.

USP 9021602 is replete with references to computers in the
context of digital computer which necessarily convey the
presence of a processor. For example, in discussing the structure
of software, USP 9021602 refers to “the instructions” (col.
11:58) which immediately conveys a processor for acting on
instruction. Similarly, USP 9021602 refers to “executable code”
(col. 12:1) which immediately conveys a processor for acting on
the code. At col. 13:58-60, in describing a software application
including essential code resources encoded in data resource, USP
9021602 states “The application can then operate as follows: 1)
when it is run for the first time....” Running is a colloquial
expression for a digital computer executing instructions in a
software program. Digital computers necessarily include a
processor. Similarly, col. 14:35-37 describes a preferred
embodiment as implemented in an embedded system with a
minimal operating system. Further, at col. 15:27-29 states that
“the present invention concerns itself with any application
software that may be used in general computing devices.” Mr.
Moskowitz in his 131 declaration note that the term “general
computer devices” immediately conveys a processor for use by
application software for both prompting (an I/O function) and
storing (a data storage function).

10. A computer program
product storing in a non
transitory storage media
computer application
software code for an
application software
product, which, when run
by a computer system,
causes said computer
system to perform the
following for accessing
functionality provided by
said application software
product, comprising:

This is a description of software stored on some physical
medium.

The Field of the Invention section describes that software may be
stored on a user’s hard drive, when referring to attempts to
enforce licencing. That is, at col. 1:54-57 states “Further methods
include network-based searches of a user's hard drive and
comparisons between what is registered to that user and what is
actually installed on the user's general computing device.” At col.
13:35-36 refers to “install[ed] ... copies,” which refers to
installation on a drive. A computer’s drive is a product. Col.
2:41-46 refers to storing code in computer memory, stating “It is
also desirable to randomly reorganize program memory structure
intermittently during program run time.” Col. 11:40-44 refers to
“the order of the machine instructions. .. In the computer
memory.” Computer memory is a product.
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storing said application
software code in non
transient memory of a
computer system; said
application software code
in said computer system
prompting a user to enter
into said computer system
personalization
information; said
application software code
storing, in said non
transient memory, in a
personalization data
resource, both computer
configuration information
of said computer system,
and a license code entered
in response to said
prompting; said
application software code
in said computer system
generating a proper
decoding key, said
generating comprising
using said license code;
and wherein said
application software code,
in said computer system,
cannot access at least one
encoded code resource of
said application software
code, unless said license
code is stored in said
personalization data
resource.

This is the same recitation appearing in claim 1. See the
discussion of claim 1 herein above.
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12. The product of claim | Claim 12 contains the same recitation (“storing of said encoded
10 wherein said computer | code resource in a data resource “) as claim 2. USP 9021602
program product causes discloses this feature for the reasons stated for claim 1.

storing of said encoded
code resource in a data
resource in non transient
memory of said computer.

/Richard Neifeld/
RICHARD NEIFELD
Attorney of record, Registration No. 35,299
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NEIFELD RE¥: SCOTOO0L
CLIENT REF: SCOTOO0L

37TCFR 1,46 ASSIGNMENT PATENTS AND APPLICATIONS

WHEREAS, the assignor entity (or entities) and their principle place of business and
state of ncorporation, histed below (hereinafter referred to ags "ASSIGNOR

FIRST ASSIGNOR ENTITY:
NAME SCOTT A MOSKOWITZ

ADDRESS (in order: street; ity | 1314 B, Las Olas Blvd,, #123, Fort Lauderdale, FL 3334
state; couniry; postal code.)

STATE OF INCORPORATION

own rights in the following applications and patents:

APPLE- FHLING PATENT | I8SUE CGO | Nejfeld Docket/TITLE
CATION DATE NUMBER | DATE UN
NUMBER TR
\.’

OR772222 | 12/20/96 | 607R664 | 6/20/00 | US | SCOTO023-1 Z-transform implementation
of dightal watermarks

(9046627 | 324/98 | 6598162 | 722403 | US | SCOTO014~1 Method for combining
tranafer functions with predetermined key
creation

09033628 | 4/2/98 6205249 §3/20/01 | US | SCOTO0I%-1 Mudtiple wransform
utilization and applications for secure
digital watermarking

09644098 | R/23/00 | 70535409 | 4/25/06 | US | SCOTE019-2 Multiple transform
utilization and applications for secure
digital watermarking

Q9767733 | 1724401 Abandon US| Multiple transform wtilization and
ed applications for secure digital

watermarking
10602777 | 6/25/03 7664263 | 2716/10 { US | SCOTN014-2 Method for combining

transfer functions with predetermined key
creation
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10803484 | 3/22/04 | Abandon US | Method and device for monitoring and
ed analyzing signals
TI3SRR74 | 22106 | 7738639 | &/15/10 | US | SCOT0019-3 Multiple transfonm
utilization and applications for secare
digital watermarking
118935388 | 8724407 Pending US | SCOTH014-4 Data proteciion method and
device
12655002 | 12722/09 | 82653276 | 9/11/12 { US | SCOTO014-5 Method for combining
transfer functions with predetermined key
creation
12799894 | 5/4/10 RI4283T | 924713 (US| SCOTG019-4 Multiple transform
utilization and application for secure
digital watermarking
13556420 | 724/12 8930719 | 1/6/1S | US | SCOTO014-6 Data protection method and
device
13794584 | 3711713 19021602 | 4/28/20 | US | SCOTO014-7 Data protection method and
15 device
13937106 | 7/8/13 Pending US | SCOTO019-5 Multiple transform
utilization and application for secure
digital watermarking
14238118 | 422/14 | Pending US | SCOTO019-8 Muluple tansform
utilization and application for seoure
digital watermarking
258171 [ 422/14 | Pending US | SCOTO019-6 Multiple transform
utilizatiors and application for secure
digital watermarking
14258237 | 422714 Pending US| SCOTO019-7 Multiple transform
utilization and application for secure
digital satermarking
14342712 P1V17/14 | Pending US | SCOTO014-8 Data protection method and
device
PCTUSYY | 4/2/99 Expired PC | Muhtiple transform utilization and
07262 T | applications for secure digital
svatermarking
60213489 | 6/23/200 | Expired US | SCOTO016-PL A Secure Personal Content
0 Server
D

PATENT
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60147134 | 8/4/1999 | Expired LIS | BCOTO016-P2 A Secure Personal Content

Server
60123990 | 3/24/199 | Expired US 1 SCOTOOZ1I-PR UTILIZING DATA
9 REDUCTION IN STEGANOGRAPHIC
AND CRYPTOGRAPHIC SYSTEMS
10417230 {47200 | 7287275 11072372 US| SCOTO018-1 Methods, systems and

3 007 devices for packet watermarking and
efficient provisioning of bandwidth

P1000065 | 9/10/200 | R224705 { 7/17/20 1 US | SCOTO01R-2 Methods, systems and
7 12 devices for packet watermarking and
efficient provisioning of bandwidth

#2]

11900066 | 9/10/200 | 7530102 | 3/3/200 1 US | SCOTO018-3 Methods, systems and
7 9 devices for packet watenmarking and
efficient provisioning of bandwidth

12383280 | 37237200 | 8104079 { 124720 1 US | SCOTOD1R-4 Methods, systems and
9 12 devices for packet watermarking and
etficient provisioning of bandwidth

(€]

13273830 1 1071420 18473746 | 6725720 1 US | SCOTODIR-5 Methods, systems and
1 13 deviees for packet waternuarking and

efficient provisioning of bandwidth

13551097 | 7/17/200 | 8706570 | 4/22/20 [ US | SCOTOG18-6 Methods, systems and
2 14 devices for packet watermarking and

cfficient provisioning of bandwidth

[£2]

13488357 1 6/42012 | RE4422 | S/4/20 [ US | SCOTO01S-7 Methods, systems and

2 13 devices for packet watermarking and
i’ . . £

elficient provisioning of bandwidth

13488393 16/472012 | RE4430 | 6/18720 [ US | SCOTO018-8 Methods, systems and
7 13 devices for packet watermarking and
efficient provisioning of bandwidth

13970374 | /197201 | Pending US | SCOTO018-9 Methods, systems and
3 devices for packet waternarking and

eifficient provisioning of bandwidth

60372788 14177200 | Expired US | SCOT0018-P1
2
146606754 137247201 | Pending US § SCOTO020-5 Systems, Methods and
5 Devices for Trusted Transactions
3
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60234199 {1 9/20/200 | Expired SCOTO020-PR] Improved Security Based
0 on Subliminal and Supralinunal Channels
For Data Objects

0169274 | 12/7/199 | Expired US | SCOTO020-PR2 Systems, Methods And
g Devices For Trusted Transactions

60234199 | 920/200 | Expired LIS | SCOT0024-PR Improved Security Based
0 on Sobliminal and Supraliminal Channels
for Data Objects

61794141 | 3/15/201 | Expired US| SCOTO028-1 METHODS, SYSTEMS,
3 AND DEVICES FOR GOOL
GRPUSCATION AND PLAUSIBLE

DENIABILITY

61952823 | 3/137201 | Expired US | SCOTO025-2 METHODS, SYSTEMS,
4 AND DEVICES FOR GOOD
OBFUSCATION AND PLAUSIBLE
PENIARILITY

61953684 | 3/147201 | Expired US | SCOT0025-3 METHODS, SYSTEMS,
4 AND DEVICES FOR GOOD
OBFUSCATION AND PLAUSIBLE
DENIABILITY

PCTUSOG | 12/07720 | Expived PC O SYSTEMS, METHODS AND DEVICES
33126 (0 T | FORTRUSTED TRANSACTI O\‘}

PCTAUSZ0 | 7/52000 | Expired PC { COPY PROTECTION OF BIGITAL
00/018411 T | DATA COMBINING
STEGANOGRAPHIC AND
CRYPTOGRAPHIC TECHNIQUES
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WHEREASY, the assignee entity {or entitios), thewr principle places of business and their
state of ncorporation hisied below (hereinafter referred to as “"ASSIGNEE™ :

FIRST ASSIGNEE ENTITY;
MAME Wistaria Trading Lid

ADDRESS (in order: street; oity; | Clarendon House, 2 Church Street, Hanmlton HM U1,
state; country; postal code.) Bermuda

STATE OF INCORPORATION

are desirous of acquiring the endire right, title and Interest in and to sald applications and patents
and inventions dff::LiUh{,i.{ or claimed therein and in and to any Letters Patent that may be granted
therefore n the United States and its territorial possessions and in any and all foreign countries:

ASSIGNOR, "SCOTT AL MOSKOWITZ", is listed as the inventor in assignments
recorded in the USPTO with clerical variations in the imvenior’s name, such as: "SCOTT A
MOSKOWITZ", "SCOTT A MOSKOWITZ™, and "SCOTT MOSKOWITZ™

NOW, THEREFORE, o consideration of the sum of FIVE DOLLARS ($5.00), the
receipt whereof is hereby acknowledged, and for other good and \-‘a}uabk ‘..onssdx-mtmu,
ASBIGNOR, by those presents do, at this time, sell, assign and transfer unto said ASSIGNEF the
all righis to the said applications and patents, which inclndes all rights to claim any invention
diselosed i any of said applications and patents, in the United States and its territorial
possesstons and i all foreign countries, and the entire right, title and interest in and to any and
all Letters Patent which may be granted in the future or were granded in the past therefor in the
United States and its fevritortal possessions and in any and all foreign couniries and in and to any
and all divisious, reissoes, continuations, substitntions and renewals thereof which may be
granted in the future or were granted in the past. This transfer includes all rights to collect for
money for and obain injunctions based d upon, past infringement,

ARRIGNC by authorize and request the Patent Office Officials in the Uniied States
and its territorial possessions and any and all foreign countries 1o issue any and alf of said Letters
Patent, when granted, to said ASSIGNEE as the assignes of ASSIGNOR'S entive right, title and
insterest in and to the same, for the sole use and beboof of said ASSIGNEE, ASSIGNER'S
suceessors and assigns, to the full end of the term for which said Letters Patent may be granted,
as fully and entirely as the same would bave been held by ASSIGNOR had this Assignment and
sale not been made,

Further, ASSIGNOR agroes that ASSIGNOR will communicate to said ASSIGNEE or
ASSIGNEE'S u.prs;se.ztam es any facts known to ASSIGNOR respecting said invention, and
featify by any legal proceeding, sign all lawful papers, exccute all cause any and all of said Letter
Patent to be mugd to caid A ‘x‘si(si\‘i E, make all rightful oaths, and, generally do everyihing

possible to aid satd ASSIGNEE, and said ASSIGNEE'S successors and assigus, to obtain and
enforee protection for said tnvention in the United States and its territorial possessions and in
any and all foreign countries.
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The undersigned hershy grants(s) the firm of Neifeld 1P Law, P.C. the power to insert on
this gssignment any further identification, including finm reference number, filing date, execution
date, and any other information which may be necessary or desirable in order to comply with the
rules of the United States Patent and Trademark Office for recordation of this document.

ASSIGNOR SIGNATURE(S)

FIRST ASSIGNOR ENTITY;

SIOGNATURE:

PRINTED NAME:

SCOTT A, MOSKOWIT?

LEGAL ENTITY NAME

SCOTT A, MOSKOWITZ, an Individual

TITLE AT LEGAL ENTITY:

Individoal

DATE SIGNED:

AUTHORIZATION:

{am anthorized to act on behalf of this entity.

ASSIGNEE SIGNATURES

FIRST ASSIGNEE ENTITY:

SIGNATURE:

PRINTED NAME:

SCOTT A, MOSKOWITY

LEGAL ENTITY NAME

Wistaria Trading Lid

TITLE AT LEGAL ENTITY:

DATE SIGNED:

b
y

AUTHORIZATION:

Fam authorized to act on behalf of this enity.

BTM

Printed: Auguat 10, 2013 (8:04PM)
YiFirmborms\Forms Pateni\US\PaientAssignmentOfP

d
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US008930719B2

az United States Patent

Moskowitz

US 8,930,719 B2
Jan. 6, 2015

(10) Patent No.:
(45) Date of Patent:

(54) DATA PROTECTION METHOD AND DEVICE 2201/0064 (2013.01); GO6T 2201/0083
(2013.01); HO4L 2209/605 (2013.01); HO4L
(76) Inventor: Scott A. Moskowitz, Sunny Isles Beach, 2209/608 (2013.01)
FL (US) USPC oo 713/193
(58) Field of Classification Search
(*) Notice:  Subject to any disclaimer, the term of this CPC ... GOG6F 21/10; GO6F 21/335; GOGF 21/125;
patent is extended or adjusted under 35 GOGF 21/16; GOGF 2221/2107; GOGF
U.S.C. 154(b) by 0 days. 2211/007; GOGF 2221/0737; HO4L 9/3247;
HO4L. 9/3236; HO4L. 9/065
(21) Appl. No.: 13/556,420 See application file for complete search history.
(22) Filed: Jul. 24, 2012 (56) References Cited
(65) Prior Publication Data U.S. PATENT DOCUMENTS
US 2013/0014271 Al Jan. 10, 2013 3,947,825 A 3/1976 Cassada
3,984,624 A 10/1976 Waggener
3986624 A 10/1976 Cates, Jr. et al.
Related U.S. Application Data 4,038,596 A 7/1977 Lee
. X L. 4,200,770 A 4/1980 Hellman et al.
(60) Continuation of application No. 11/895,388, filed on Continued
Aug. 24, 2007, which is a division of application No. (Continued)
10/602,777, filed on Jun. 25, 2003, now Pat. No.
7,664,263, which is a continuation of application No. FOREIGN PATENT DOCUMENTS
09/046,627, filed on Mar. 24, 1998, now Pat. No. EP 0372601 6/1990
6,598,162. EP 0565947 10/1993
Continued
(51) Int.CL (Continued)
GO6F 21/00 (2013.01) OTHER PUBLICATIONS
GOGF 21/10 (2013.01) . , o y
GO6F 21/12 (2013.01) \lgjlzét:fell:cam-v\zfgt;ster s Collegiate Dictionary, 10th Ed., Merriam
GO6F 21/16 (2013.01) s e P 2B
GO6F 21/33 (2013.01) (Continued)
GO6T 1/00 (2006.01)
HO4L 9/06 (2006.01) Primary Examiner — Izunna Okeke
HO4L 9/32 (2006.01) (74) Attorney, Agent, or Firm — Neifeld IP Law, PC
(52) US.CL
CPC oo, GO6F 21/10 (2013.01); GO6F 217125 7 ABSTRACT
(2013.01); GOGF 21/16 (2013.01); GO6F  An apparatus and method for encoding and decoding addi-
21/335 (2013.01); GO6T 1/0021 (2013.01); tional information into a digital information in an integral
HO4L 9/065 (2013.01); HO4L 9/3236 manner. More particularly, the invention relates to a method
(2013.01); HO4L 9/3247 (2013.01); GO6F  and device for data protection.
2211/007 (2013.01); GO6F 2221/0737
(2013.01); GOGF 2221/2107 (2013.01); GO6T 50 Claims, 1 Drawing Sheet
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az United States Patent

Moskowitz

US009104842B2

a0y Patent No.: US 9,104,842 B2
(45) Date of Patent: Aug. 11,2015

(54) DATA PROTECTION METHOD AND DEVICE

(76) Inventor: Scott A. Moskowitz, Sunny Isles Beach,
FL (US)

(58) Field of Classification Search
CPC ..o HO4L 63/0428; HO4L 2209/608;
HO4L 2209/60
See application file for complete search history.

otice: ubject to any disclaimer, the term of this eferences Cite
*3)  Noti Subj y disclai h £ thi 56 Ref Cited
patent is extended or adjusted under 35

U.S.C. 154(b) by 1965 days.

U.S. PATENT DOCUMENTS

. 3,947,825 A 3/1976 Cassada
(21)  Appl. No.: 11/895,388 3,084,624 A 10/1976 Waggener
. 3,986,624 A 10/1976 Cates, Jr. et al.
(22) Filed: Aug. 24,2007 4,038,596 A 7/1977 Lee
4200,770 A 4/1980 Hellman et al.
(65) Prior Publication Data 4,218,582 A 8/1980 Hellman et al.
4339,134 A 7/1982 Macheel
US 2008/0016365 Al Jan. 17, 2008 4,390,898 A 6/1983 Bond et al.
4,405,829 A 9/1983 Rivest et al.
C 4424414 A 1/1984 Hellman et al.
Related U.S. Application Data 4528588 A 711985 Lofberg
(60) Division of application No. 10/602,777, ﬁleq on qun. (Continued)
25, 2003, now Pat. No. 7,664,263, which is a
continuation of application No. 09/046,627, filed on FOREIGN PATENT DOCUMENTS
Mar. 24, 1998, now Pat. No. 6,598,162.
EP 0372601 6/1990
(51) Int.CL EP 0372601 Al 6/1990
GOGF 21/16 (2013.01) (Continued)
GO6F 21/10 (2013.01)
GO6F 21/12 (2013.01) OTHER PUBLICATIONS
GO6F 21/33 (2013.01) US. Appl. No. 08999766, filed Jul. 23, 1997, entitled
GO6T 1/00 (2006.01) “Steganographic Method and Device”.
H04L 906 (2006.01) Continued
HO4L 9/32 (2006.01) (Continued)
(52) US.ClL _ )
CPC ... GOGF 21/10 (2013.01); GO6F 21/125  Primary Examiner —Izunna Okeke

(2013.01); GO6F 21/16 (2013.01); GO6F (74) Attorney, Agent, or Firm — Neifeld IP Law, PC
21/335 (2013.01); GO6T 1/0021 (2013.01);
HO4L 9/065 (2013.01); HO4L 93236  (57) ABSTRACT
(2013.01); HO4L 9/3247 (2013.01); GO6F An apparatus and method for encoding and decoding addi-
2211/007 (2013.01); GOGF 2221/0737 tional information into a digital information in an integral

(2013.01); GO6F 2221/2107 (2013.01); GO6T ~ manner. More particularly, the invention relates to a method
2201/0064 (2013.01); GO6T 2201/0083 and device for data protection.

(2013.01); HO4L 2209/605 (2013.01); HO4L
2209/608 (2013.01) 14 Claims, 1 Drawing Sheet

ENCODE |
DIGITAL
INFORMATION |

1D Portion of Format |/
information to be 1
Encoded

H
1
T 1
120 |

Generate |/
Encoded i
H
|
|
1

Format
Information

v

Generate
Encoded Digital
Information

DECODE .
DIGITAL
INFORMATION

Decode With
Predetermined Key

Attachment 20 Page 1 of 1

; 150 ;

Play Digital
Information

DISH-Blue Spike-602
Exhibit 1005, Page 0576



US007664263B2

az United States Patent (10) Patent No.: US 7,664,263 B2
Moskowitz 45) Date of Patent: Feb. 16, 2010
(54) METHOD FOR COMBINING TRANSFER 4,390,898 A * 6/1983 Bondetal. .............. 380/214
FUNCTIONS WITH PREDETERMINED KEY 4,405,829 A 9/1983 Rivest et al.
CREATION 4,424,414 A 1/1984 Hellman et al.
4,528,588 A 7/1985 Lotberg
76 . . : 4,672,605 A 6/1987 Hustig et al.
(76) " Tnventor: igggtsAMMosk‘%VEtzl}é6;;ll 6%011”15 Ave., 4,748,668 A 5/1988 Shamir et al.
, Miami, FL (US) 4/789,928 A 12/1988 Fujisaki
(*) Notice: Subject. to any disclaimer{ the term of this 3:3%:2?3 i lgﬁggg IS?;};Zfret al.
patent is extended or adjusted under 35
U.S.C. 154(b) by 1222 days. (Continued)
(21)  Appl. No.: 10/602,777 FOREIGN PATENT DOCUMENTS
.No.: A
EP 0372601 Al 6/1990
(22) Filed:  Jun. 25,2003
(Continued)
(65) Prior Publication Data OTHER PUBLICATIONS

US 2004/0086119 Al May 6, 2004 Schneier, Bruce, Applied Cryptography, 2nd Ed., John Wiley & Sons,

Related U.S. Application Data pp- 9-10, 1996.
(63) Continuation of application No. 09/046,627, filed on (Continued)
Mar. 24, 1998, now Pat. No. 6,598,162. Primary Examiner—Jung Kim

1) Int.Cl Assistant Examiner—Izunna Okeke
nt. CL.

GO6K 9/48 (2006.01) (57) ABSTRACT
GOG6F 3/14 (2006.01)
(52) US.CL ..cocvvnne 380/205; 380/206; 380/210; A method for combining transfer functions with predeter-
380/236; 380/239; 713/176 mined key creation. In one embodiment, digital information,
(58) Field of Classification Search ................. 380/205, including a digital sample and format information, is pro-
380/206, 210, 236, 239; 713/176 tected by identifying and encoding a portion of the format
See application file for complete search history. information. Encoded digital information, including the digi-

tal sample and the encoded format information, is generated

(56) References Cited to protect the original digital information. In another embodi-
U.S. PATENT DOCUMENTS ment, a digital signal, including digital samples in a file for-
mat having an inherent granularity, is protected by creating a
3,947.825 A 3/1976 Cassada predetermined key. The predetermined key is comprised of a
3,984,624 A 10/1976 Waggener transfer function-based mask set to manipulate data at the
i:ﬁgg:g;g : lg;g;g E:ies’ Ir. et al. i?zlée(;?;ngrlaensularity of the file format of the underlying digi-
4,200,770 A 4/1980 Hellman et al. pies.
4,218,582 A 8/1980 Hellman et al.
4,339,134 A 7/1982 Macheel 7 Claims, 1 Drawing Sheet
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a2 United States Patent
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US006598162B1

US 6,598,162 B1
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(10) Patent No.:
@45) Date of Patent:

(549) METHOD FOR COMBINING TRANSFER
FUNCTIONS WITH PREDETERMINED KEY

CREATION
(76) Inventor: Scott A. Moskowitz, 16711 Collins
Ave. #2505, Miami, FL (US) 33160
(*) Notice:  Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by O days.
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(22) Filed: Mar. 24, 1998
Related U.S. Application Data
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GOG6F 7/58
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380/54, 46; 708/254
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4,405,829 A 9/1983 Rivest et al.
4,424,414 A 1/1984 Hellman et al.
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(List continued on next page.)

FOREIGN PATENT DOCUMENTS

EP 0649261 4/1995
NL 100523 9/1998
WO 9744736 11/1997
WO 9952271 10/1999
WO 9963443 12/1999

OTHER PUBLICATIONS

U.S. Patent Appl’n Ser. No. 08/587,943, “Method for Ste-
ga—Cipher Protection of Computer Code”.

U.S. Patent Appl'n Ser. No. 08/775,216, “Steganographic
Method and Device”.

(List continued on next page.)

Primary Examiner—Giberto Barron
Assistant Examiner—Douglas J Meislahn
(74) Attorney, Agent, or Firm—Wiley Rein & Fielding LLP

G7) ABSTRACT

A method for combining transfer functions with predeter-
mined key creation. In one embodiment, digital information,
including a digital sample and format information, is pro-
tected by identifying and encoding a portion of the format
information. Encoded digital information, including the
digital sample and the encoded format information, is gen-
erated to protect the original digital information. In another
embodiment, a digital signal, including digital samples in a
file format having an inherent granularity, is protected by
creating a predetermined key. The predetermined key is
comprised of a transfer function-based mask set to manipu-
late data at the inherent granularity of the file format of the
underlying digitized samples.

1 Claim, 1 Drawing Sheet
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Agresment

Scott eMnskgwitz agrees to disclose certain information concerning pending
patent ('Digital Information Commodities Exchange," filing #083-593, June 30,
1993) owned by Scott Moskowitz. -

Mare Cnbpg;fmaﬁ, upon treceiving information from whatever source
regarding said pending patent, agrees not to disclose or cause to be disclosed any
information regarding said pending patent or affect said patent. o

Nor shall Marc Cooperman permit any of his/ her employees, associates, family
members or others to discloseany information toncerning said pending patent
or cause to be disclosed pending patent in any manner. ‘

 Mare Cooperman
7 %ﬂfﬁ/ B i
Signature ~ /

Date
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Dale:  Wed Nov 15, 1995 45T am EST
From:  Marg Coopermarn
EMS: INTERNET/ MCUID: 3763404
MBX: cospran@nsteon.com

T Wistaria { MCE I $54-8163
Subject: Spyvs. Font

Rigaedivg your note o 111595
{asciifsoftware protection hased op siepanographic font metrics):

§ooking st sit this i the context pf wWhat you are saying

Your ides ssems to.be

£ hide sxsentisl pleces of the siw witlvan Asgent-fike schome

2) mike the *key/map” 10 acoess these resourcss smndomizedindividusiized on a pre copy basis
3ymaybe have the cortect key/map vary from rerto-run o Herationao-iterBtion; Bs YOU Seewm v
imply when taiking sbout font metrics

~BEGIN EXCERPT -~

Goal s 10 tie as such of the functionality of the seftware inty the writing o the Twritien” Lode 88
possible. Aftersl, the writing relate in some snanner 1 the acnid sxecution of coneapts
smbodied in the code.

Should include both maces and miceo spprosches. The flaw is the copy ing of machine level b
(b Os and s that comprine the sstual code) § think that tying schusl proceises it ihe
candomtized form can get avsund this. That fs, for the missing puxle plecesof the code s
sandomization provess veours when instalbed that idemified the snachine and filly in thy
spiopriatarpisces 3o aliow for missing functicnal pistes to alf the whots lowork. This could be
sicrypied aiso~ but 1 think, in my mvonkiy besin, thetboth sneating he body of code s an
approwimsied picture, mesning sach:defiversd sopy s stightly different because of the
candomised delivery of different fonts for st letter; and the functionstity being tied s Sifferent
pieces of the picturs, &8 it wetn; is also smibony. So Rt i sud just picture differences but the actual
Bt ime the code fs "delivered” 1o the hard drivs, its font comes put dissimilardy each te, The
user veaify does not have to coneern himself with D!l ar woest case.... The softwars
manufacturer; hwever, can rest assived that copes swill vot work.

~-ENDEXCERPT

Mare Loopemman

“TEiere's & very S Hine betwoen claver... and sipid.”
< famones Rotiona! rock musiciag
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cannot e sure i they e Ipoking st the same codde or Drganistion feom pne "Sreak ™ o the sext Thiy st
ssprficam ComplaXity el job.

115 alsty nucesnary; to complate the sffeativessnss of the scheme to provide @ seconid sprial code reigurne,
which knows where tfe memary scheduler 15 i memory. This is 4 “scheduler enveiopa” it thi
seheduler, and, when the schedulor is Sniakod, 3 vendaudy sawesihe i { SHneE $hé Kefedigar casipit
e sell, 2 very hatey speration.

An-shermarive meshid iste incress e fapnBouality of the Schaduler sotharivsan movéitsel Troosder 1w
dor ehis, vhe scbwduler woubkl texs to- fivst copy fisel 1073 now Jocation. 3nd thied specificalfv madity the
progras coumer snd stack fraree, so that it could thin Jump tnc the new sopy af the schadiier, Bit retins
iy the onvrest calling framme.

The method deseribed slune accomplishes the puspose of the invention to make it hard o anatyrs sanurel.
memuy. containing application execsiable code. '
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METHOD FOR STEGA-CIPHER PROTECTION (O COM PUTERCODE

FIRLDOF TNVENTIOR

Witk the advent of computer netwarks and digital muitimedia, protectisn of intelicetusl property
ey hecome 2 prime cnmeam for reaators and publishor of digibeed nopivenl apytighiable wisrks. Suctt 4
mwesical shcordings, moviss, video gameas, and computer softwane. One method of protedting copyriahts in
the dfutal domain i e wse “digital watermarks ® Digital waterrsarks can be used t mark such individual
copy ot a digtied work with inlormation identify ing the tithe, copysght holdes and even the Boensed
awner o) 3 pacticulty copy. When marked with Sicensing and o hip wnfnemation, responsibility 1
cremed for individual copies where befire there was none. Compuier application grograsns tin be
witeesmiarked by watsemarking diginl TESOB tained withis the program, such s fmages
andin. Digal watermarks can be encoded with randort or psendu randos keys. which a6y {5 secrst maps
o Jovating th watermarks. These kays make it impossible for a party withiut the hey 1o find s
\atermark - in addition, the sacoding method can be enbanced 1o forcs a pafty 1o cause damage o 2
waternarked data stream when ying to srase & vandam-Key watermark, For more information on digisat
watgrmarks see
{state spectficreferences, nolapplication serial numbersy.
“Greparographic Methad and Hevice” - The DICE Company.

patent application
“echnology! Digital Commerce”, Dunise Carso, New York Times,

Augest 7, 19958
Sapyeighting i the infoamation Age”. Harles Ungar,

ONLINE MARKETPLACE, Beprember 1995, Jupiter Unmmunications

For more information on other methods for Hiding infrrmation signals in content signals, see
U8, Patesi b 5319733 - Prauss et ab
©.5 Patent No: 5,379,348~ Greenberg

1 4y desicablis [ Hse s “stega-ciphir or walenmarking process 1o hide the peoessary pafts of
wsources of the exccutatie oblect ool in the digitized samphs resaurces. # is atso desivable ko further
modify the saderlving structure oF an sxecutshic comp application such that it 1s more resistant o
scanpts at patching apd anslyais by ssemery saplure: Baing that « domputer application seaka provssde a
wser with cartain wtiities or tools, that s, vests Breract with a compater or sinilar-device o acromphish
arious tasks and applications provide the selevant intecace, 1 level of suthentivation tan also be
puraduced into soltwase, of “digital products.” that indlude digital content, such a5 audio, viden, pletures oo
mtimedia, with dighal watermawrks, Security is maximized & 2 this wode w K withouta
Koy results nthe destruction of one of weore exsentiat pares of the snderlying apphoation. rindesing te
“pogram? seless o the unintended wser who lacks the appropriate key. Fusther; if the kev is hnhed foa
Hense code by means of 4 mathematical fonction, 3 mechanism for wentifying the licensed pwner of at
application s crenred.

1t 35 also desirable 1o randumly teoTganize program memory siructire intermittently durig
Grogram rURiRe, W oTder o prevent sRempts 4t MEmoTy Gaptuse of object cude asalyshs shned at
climnmnatiog Heensing ovawnersip mformation. of othetwise modifying. in an aniiended gunner. the
tuactioning of the application. in this way, attempts 10 Capture MEmery © determitic ubdetiying
forctonality v provide 3 "putch” to facithate unasthorized use of the "application,” or computer program,
iy e mad dilbicsts nr inpossible without destroying the Ranctionaiity and thus usefulness of o
diipyrightable compuer program

i1 16 TS The 5681 ot the present wvention to provide @ higher level of copyright seowrity o abject
siade oo pas with methods desoribed i digial watermarking sysiems for digitized medin content suchas
iy, agdio, video and multimedia content in s multifarious forms, as deseribed o pravious
dsclossres. “Stegancgraphic Mithiod aud Device” and “Human Assisted Random Key {leveratinn and
Apphication for Dighal Watermark System.” [tig 2 further goal of the present § ion o establish
wretkods o copyright protection that can be cumbined with such schemes as software metering, nebwork
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distnbution of cady and speciabized prowction of sofiware that 5 designed 1o work over & neveork., auctas
that proposied by Sus Miceosystems in their Hotlava browser st fava programming langusge, and

manipulation of apphication sode in proposed distribution of 4 ts that can by exchanged with
respurces or the ovk and feel of the document being preserved over 4 actwork, such systams are currentiy
Being uffered by companies inctuding Adobe. with their Acrobat softwase. The fstter goal being
accowmpitshed primurily by means of the wawrmarking of foug, oy typeface, resourcss Mmoluded i
applications or d which. d ine hosea bitmap rep iy of the d is pitimately
drawis o presentation devica.

SURAMARY QF THE INVENTION

‘Phi presant iventing inctudes as apphicatinn of the technology of “digital watermarks.” As
desevibed b previous disclosures. "Steganopraphic Method and Device™ and "Human. Assisted Rindom
Koy dieneration and Application for Digital Watermark System,” warerrnrks are particuiasty suitable to e
identificatton, metering, distributing and authentioating digitizsd content such as piouses, audin, video sind
derivitives thereof under the description of "multhmadiy content.” With methads deseribed Tor combining
doth cryprographic methods, and stegsnography,-or hiding sometfiing in plain view. Discussions of these
chnalogies can be found in Applied Cryptography by Bruce Schneies and. The Code Breakess by Uavig
Kabn Formore information on prierarn publicckey creptosystemy see LS Pat Ko 3,200,770 Diffie-
Heltman, 4.2 18582 Hellman, 4,405,829 RSA, 4,424,414 Hellman Politiz. Computer code; or machine
{anguae insiructons, which sre not digitized and have 2ev0 toferance for errie, must he protected by
derivative oralternative vasthiods, such 39 those disclosed in this invention, which focuses on watermarking
with “keys" dertved from Hicense codes or ather owership identification information, and ising the
wagrmarks encorded with such kevs 16 hide an essential sub ser of the application vodé resousss.

1Lis this & goal of the present invention, 10 provide a level ol secusity for exrcutable codenn
similar grounds 35 that which can'beprovided Tor digitized samples. The prios artinclades copy protecion
systesns attemnped at many stages in the development of tie. softwarg industry, these may be varioes
sathinds by which a software engineer can write the sofbware s a clever manner w determine 3 it has heers
copied, andif s to deactivate iself. Also included are undocumented changes o the stovage formar of the
content. Copy protection was penerally abandoned by the software industry, since pirates were generally
Just A3 chever 33 the soltwans engineess and figured our ways to modify their software and deactivate the
protestion. The cost of develaping such protection was not justified considering diw fevel of piracy which
wequreed despite the copy pr ton. Ocher methods Yor protection of computar software inckide the
reguirament of entering certam nunbers or faess that may be included in @ packaged software's manual,
whien provopred at start-up. These may be overcome i copres of the menual ave distributed fo snintended
wsers, or by patching thé cod to-bypass these measures. Othes methods nclude rquisheg 8 3sér to-soatact
the software vendor and disclosing "kews” for unlocking stftware afier registratinn attached t sore
ot schere, seah as credit cand authorization. Furthae methods mclude petwork-based seanches ni a
et bard drive a8¢ Cottiparisons between what 15 sepistered o that user and what is actuaily-mstalled op
e users generab oumputing device. Otber proposals, by sush parties as Bell Labx. use “kemimg  or attal
sty in pixeds, in the rendering of fext do ruther than & varied numbur of ASCB. However, i
Approach-can ofien be defeated graphics procassing analogous 1o sound processing, which randomvizes tht
wthrmation, Al of these mathods reguire outside determisation and verification of the validity of the
siBlwvars Heesse. “The prasent lavention 8iffers tham the prior-art in that it does uot attempt (o stog copsing.
rather, to deteeming responsibitity for & copy by ensuring that licensing tlormanion must be preseoved
i descendunt cnpies from s onginal. Without the corrert litense information, Hie oopy cannst finction.

An improemment Geer the e is disclosed in the present invention. in that the seftwate setf is awet
af eumnmands, campited by software engincer. which-can be configured in such 4 manner s to tie
snderytng fanctinnality 10 the titense or authorization of the copy inpossession by the user. Without suh
serifeation, the ncrions sought out by the tser in the form of wiftuare cease to properly work. Attempts
16> famper ar “patch” substivute code resources can be made highly Jioul by randomizing the locativn of
said repurces In memory ont an intermittent basis 1o resist most attacks at disabling the system

BRIEE DESCRIFTION OF THE DRAWINGS
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BETALED DESCRIPTION

A executable computer program i variously referssd 1o a3 30 applivation, from the ot of 4
iser. of exacutable object rode from the point of the anginesr. A& collection of smaller, atomic{or
widivisible) chunks of object code kypically comprise the complete sxecutails object code us appliciting
which snay-also teguine the presents of certain data resourses. These mdivisible portions. of object sode

eoeregpond with the prog ‘ fi o durs implomentativng io highee Jevel hanguages, st

25 ¢ or Pascal. hyoresting an application, # programmer writes “sode™ in g highey level fanguage. Wik is
thess comypriad down mis "machine langoage.” or, the executablc objert vode, whick can sxtually be s by
& computer; general purposs or otherwise. Each function; or provedure. written in the programiting
fanguage. represents 4 self-contzinad portion of the farger program. and irmplements. typically, a very simail
piecs-of its fanctionality. The ovder in-whicly the programmer types the code for the varinus Rinctions or
procederes, and dedistesbution: of and arsangement of these wnplomentations v vasivuy fifes whivh bedd
them is unsmportant. Within 2 fanction ar procedute, howeser; the order of individusl Iangoage constoucts:
which correspond o parficilar mashing instuctions is imposant, and 5o functions or procedures ye
cansidered indivistble Tor purpases of this discussion. That is, onice a function of proceduss is sompited.
the-order of the muchine instructions which comprise the executable object cods of the faactinris
snpsrtans and theis order i the nomputer merwary §s of vital importance. Node fhat wany “"somptess”
gerform “oplimizations” within functions or procedures, which determing, oma luvited seale, o there is s
Beltse arang 1 forex fle instractions which is siose efficient than that constructed by the
srngrammer, butdoes not changy e ressit of the function or prmedure. Onee these optimization: are
verformed, however, madking randown changes to-the arder O instructions is very likely 1o "braak " the
furction. When a program is compifed. then, it consists of a cotlection of these sub-abjects, whivge exact
ovder or.arrangusnent in memary is st important, 5o tang as ury sub-abgect which uxes spotier sub-ohyecs
Lo where i memney it can be fond.

The wemary address of the st insteucton'in one of these sub-objects i catled e "entry puist”
of the fanction or provedurs. The rest of the instructions comprising that sub-objest immediately fallow
from the ety point, Some sysiems may prefix information to the entry point which describes cafting and
oty Coaventions for the code swhich follows, an example inthe Apple Macintosh Operasing System
[aacOS): These subeobjeets can be packaged into what are referesd (0 W certain Systems as “code
cesotrees.” which may be stoved separately from the application; or shaved with other applications,
althopgh not necessmily. Within an application these are also data objects, which sensistof somedaa o
i operated on by the executable cods. Thess datx obijzets and not executabile. That is, they do 1ot cantiss
W executablz indfructions. The data objects can de referred L in cortam syatems 2 “resources.”

1t s 2 goal, in seeking 1o purchase oF scguits a computer program, by ¥ user thas 3 computer
proprsr “function” in-asome desivad masmer. Simply, compiter saftware is.overwhelninogly purshais
fur i undesbving functionahity. hvcontrast, persans who copy multimedia cantent, such as plotures. sudic
andd viden. do so-for the entertainment of commescial value of the content. The difference between the twar
types of products is that multimedia content is ot genesslly interactive, but passive, and its sommett id
Vadige refates Mbre on passive not interacrive orastility features, such asthat required in packaged software,
sot-tip hoxes, cetlutar phanes, WORs, PDs. and the like. Simpdy. interactive dightal products which
it hude computer codi mry be mostly inteeactive butcan also-contain content tx add to the interactive
unperivace of the user.or muke the ursderfying wtility of the soRware more agsthesicatty pleasing, ftisa
worempn concern of both of these craators, both of wtessctive wid pastive musltmedia praducts, that
’ iprodusis” can b casity and perfectly Copied and made e wipaid of unauthorized copies. This
een 15 sspecially huightenad when the undesiying prodiict is Gopyrighted snd intended for comaercial

TR,
e

The first method described o the provent invention involves hiding necessary “parts” o1
“resturces” in thgihized sample resourses using “digital watermuarking™ process, such as that described in
Ihie "Sregarographic Method and Dievice™ patent applicatinn, The basic pramise for this scherve is that
there are 2 ceniaty subvset of excoutable code , which vomprise an appication, that are “essentisl”
1 the propes: function of the applicaticn. lng }, any code can be considered “sssential” in that
if the program provesds 1o & point where i muss "oalf” the tode Tespurce, and the code Tesouree is noy
PrESERt In memary, oF sannot be fosded, then the program fails. However, the prasent invention uses &
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detinition of “essential® which is snose narow. This'is because, those skilfed i the ant o those with
programming experienes, may creats 8 derivative progsim, not unlibe the atility provided by the sgiginad
program. by writing sdditional or substituted code o work around unavailable ssotiecss. This 15
paticutarly tue with programs that incorporate an optional "plug-in aschitecture” where sevesal code
rexources may be made optionally availabdes atiunitime. The present invention is slse concared with
sunceatrgied effons by eohnicatiy o lad posplo whe sar ansly s vacmable EC Comie ang “patel’ st
whone of bypass verin code tisources. “Thus, for the present embodinient’s purposes, “essential” mie
that the function which distinguishes this application foor any other apphication depeads apons the
and use of the.code rescurce I quastion, The beut canididates for s tepe-of code resemrses are NOT
aprional, or plug-in fypes, usiess speeial save is twker 1o prevest work-a-rrunds.

Given that there are one or more of these essential rescurces, what is needed 1o reatize the fresent
inventivn i the presenve of certain dats resousces 5f 2 epe which are gimenable to the "stega-ciphis™
process destrdbed in the "Steganographic Method and Device” patent applicaton. {3ata which comssts
imnage or sudio samples s particulardy useful. Becauss this data consists af digital samples, di
witermarks cun be-introduced tito the samples, Whatiis further meant 6. that ceriain apphications inchude
nage and audic samples which are imporant to e Kok and ferd of the program or are essential w the
processing of the spplication’s functionality when used by the user. These comgniter program are familie
tvusers of computers but alsa less obviows to users of ather devicas that risn applications thar are squivalint
RSO £ functionality 1o g ! purpose computers including, but sot fimited to. settop boxe,
seffufar phones, “smart televisions.” PDAs and the Like. However, pragyams stifl domprise the snderlying
“opesating systemy” of these devices amd are besoming more complex with increnses in functionality.

Gne methoed of the present invention isnow discussed. ‘When code and dats fesolioss sre
compiled and assembted (pio:3 | ofan bie program the next step is s % wility apphcation
i used for finadessembly of the executable application. The utility wilf choose one or several essentisl
rode fesourtes. and srcade them into ane of several dsts resources using the stegassipher process. The shg
et sill be that these essential code resoirces are ok stored i theis cowst pantition, but sather stored ax
envoded mformation in date resources. They rre nntaccessible a1 run-dims withau the key, Hasicalhy, she
easentad cade resmarces that provide fursctionality in the tined end-product, an executable application of
SOMPUILr program, ars no longer eagsity and recopnizably avaitable fir maniputation hy those seaking fo
semove the underdying copyright o Ticense; o7 s equivaient information, or those with skill to sitbstitute
alternative code Yesousons to "oree™ the application program & Tun s ap suthorized wopy. Furthe
spoding of the essential code resources; & "key" is neded, Such akey is simsilar o thoss described in fhe
“Seganngraphic Method and Device.™ The purpuse of this scheme is 1o make & licensed copy of un

apphivation distinguishable fom any othe. Ttis not v i distinguish evary nstance of an
applization, merely every insy ofa license, A 6 d user may then wish o inatall auitiple copies of

an appication, fegally or with authorizstion. This metfod. thes, is to choose the key so that it eomesponds,
b equal to. 0018 & function of, 4 Heense onde, oot just 8 text file, auio olip or identifying pisce of
stormaton us desired in digital waiermarking schemes sxtant and typically wsefil o stand-aine, digitaify
samtpled comtent. The ey 15 necessary W/ secess i underlying code; what the user understands to/be the
apphication program.

The asserabdy wiility con besnipplied wish a key generated from g ilcense oode genemted for the
ficanse in question. Given the key, # encodes ine oF saveral cssentinl resources inte one or several data
vesoneces, Fvactly which code resources are sncoding o which dia resources may be determised m R
samdom or psevdo random manner. Neote further that the application contains a code ce which
pestorms the function of decoding an sncoded tode resowrce fros s dsty resonrcs. The application smust
isfscs eongain 4 Aats resouros whick speeifies in which data resource s particutar code resource is envodest
s daga resoures ¥ created and added at biy time by the biv utitity. The applicasion can thon
aperate as taliows:

by When i is run for the first time. after huetaliation, itasks the user for personalization information, which
insldes the Hicense code. This can fclude = parsicular computer configutation,
2 U stores thisanformation in w pessonalization data resource:
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3reimoe f has the Hoense code, i can then generate the progir devoding key 1w acossy the essential cody
PESERTLES,

Note that the spplication can be copied i 2 untedibited manwer, But must coniain the Hosnse
aunie-sgsued rethe fioensed owner, in order 1o access Tis essontial code resonrces. The goal of the invention,
enpryright protesion of camg coide apif establist of responsibility. for copies, i thus accomplished.

Phiy snvesition represants 3 signifioant improveinens over priovan becawse of the inhirent
difterence i use of purely inforsuational witermarks. varsug w arks which contain ex bie objed
sode, e exituiabic object code ina watsomark s assential 1o an apphication which agcesses e di
wihich cosiaies the watstmark, dis creites oo ali-or-noes sisation. Bither the user sust have the exfracial
wateriark, of the sprdination canaon be wsed, and hence the wser caniiot gain full access wihe presentatien
atthe intaomation in e watermark btaving duta. i order (o exiract 8 digial wisrmark, the dseét must
have akey. FThe Keve intumy s & function of the dicense information for the topy uf the sofoware i
siuestinn. e hey i Tixed prios 1o finel assembly of the application files, and 5o Gannot be ehasgad st by
option-afthe wier. That, in tiew, means the license information in the software <oy Hustremsiss fixed,
that te comest ke 1 svailable to the zoftware. The Koy and the Heengs intoemation are, fn .
interchangsable. (e iy mersty mote readable than the pther. In the priorag "Stegancpmpiis Method i
Device,” the possibility of randomization erasure wiiachs on digital watermarks was @iscwsat. Bimply, i 5
alvays passible 10 erase o digital watermark, depending on Now much Gamiage vou tee willing 103 10 0
watermgrk-beating content sweam. The present nvention has the significant sdvantags that you must Biave
the seatermark 1 be abie 1o use the code i containe: ITyou erase the witessmark you have losta ey prace
uithe functionality of tee application, or gven the means o 20025y the data which bears the watenmiss

5

A prefermd embodi waisht be frap §in an ainbedded systom, with 3 minieai opeiating
systereansd memory. Mo media playing "applets,™ or sixalier sired applications a5 proposed in s
upseating envirusments envisioned by Sun Microsvsters and the advent of Sun's Fava uperating sysiesn;
would be pennasently stosed in the syshem, only the bere nevessities o operate the devics; dovenland
mormation, dicods waterminks and execute the applets contained in themy. When v applet s finished
xeruting, 1 is crasedd from memory. Such asystem would st ¢ } which did not vontis
regdable watermasks could ot be used. This is & powertud control mechanisiy for sasuring shat canient to
he divkeibuted through such a systerm contatas vahad watermarks. Thes, ia such ssowiarkys as the Internet or
w0y Box controdfed cabda systenis. disteibition and exchaugs of conent would bie made smiors Sesure
e wtissthorized copying i the bene ot copyeiphs holders and other retated partivs. The system wonld
heenabled 1 fvalidaie, by defanit. any conteptwhich has had its watermiark{s) erased; sincd the
watgemark capviys, addition 1o copysight information, the means ta fuily access, play, record or
ity ise mantpuhate: the content.

A second methd for the prasent invention is o randomly révorganies propram miemony siructire
b pieyOnt SUSRMS AL eIy cpare of obyjeet code analysis:. The objict of this method i o make
extremely difficeld t perform memory capture-based anabysis of g executable s £y s

anshysis 45 the basis for @ method ol attack tis defoa the vystems envisinaed by the preseat ivention.

Cner the code resourcns of 2 program are loaded into mamory, they typically sesmain in & fixed
position, ualess the computer operating system finds i necessary to resrrangs cesin poetionsof semory
duritg “systen time) when the opesating system cnde, net apphication code, is running. Tupically, thisis
done. g fow mierny sy . {0 mainzain optimal ywtitization. The MacQS for exampte, ssen
Handles. which are double-indirect pos e v Jocations, i onded s allow the aperating sysben
fEvaRge memory vansparestly, undermeath 2 raoning pogram. Ha i SRR T
eountenmeasures against unlicensed copying, w-skilled rechnician can often tike u snapshot of the code in
memony anatyes i, determine wiich insiractions compriss the and disable thent in the:
stred wpplivation file, by means of 3 “pateh. (aher apptications for designing code that moves o prevent
seanning-tunnetling micsoscopes. and sinsitae high sensitive hardware for nalysis of electronic sucsurs of
Mook venning cade, have beon propased by sucly parties ay Wave Bystams, Desiges of Wave
Sysiersts” sigtochip are intendad for preventing attempts by hackers "photopraph” or otherwise detarssim
“hume 0”40 spicrechips for attempts at reverse engineering. Thep mvention secks 1o prevent
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awempts & patches that can be intraduced 1o determine the code that comgeines the applicatian fife. Ttk
systums such a3 Wave Systerns’, the prosent inveation seeks 10 move code srousnid i sucl a manner a5 fa
complicate sttempts by software ongiueers 1o reenginesr 2 means o dissbls the metteds for creating

teensed copies sn-any dovice that facks “trusted hardware™ Moteover, the pe invention copcerms
itsettwith any application software that sy be wsed in general putieg devices, not chipsets that an
st in addition tooan waderhiing sompGler to perform pausyption.. Wave Systems approgol i Secunty of
suftwire i snterpreted similscly-to the present invention would dictiie ssparate micvockip sefs Tormach
pivize of yppliation sofware that would be tamperpronf- not onsistent with i econvmivs of softwane
andd ity diseibution,

tnder thi-preseatinvention, the application containg 3 special cude resource which kaows about
ol the athercodt resources in memosy, During execution: fime; this spexial code resouree; cathed #
"mesmosy scheduler,” can be catled pertadically. or arsandom or pseudo random intervaly, & which time i
imentionatly shuffles the other codeespnrces randomly i memony, so-that somcon trying to analyae
snapshots of memory 4t various intervals cannol be suse if they ars tooking at the same code or
arganization from:ane-"break™ b the next. This. adds signitioan complexity i their job. The schudiby
alser mvadomly rebacates i wives it is Bnishied. Tn order w do this, the scheduler wolbi have o Sret o
itsell 04 rew facation, and then specifically modify the progeam aounter and $tack frame, 50 that if could
then jump intothe hew copy of the scheduler. but retura to the corert calling frame. Finally, the schaduler
werld need 30 maintain a list of sl memory addresses which ¢ontain the address of the schedules, and
change them lorefleet its new kwation. The methads dessribad above ascompitishes the parpuse af the
imegntion - ¢y make # hard to spplyae sapured memory contaivning application exscisable tode in arder ta
Lreste an identifizble ST DELETATY DU app that-ts differont frasn other copiss and 18 fess
sceptibla to unsuthorized use by those sttempting 1o dissbie the undertying vogyright profection sysie
Simpty, zack oy hus partieular Westilylng information taking thit copy different from sl vdher cop

What iy Claimed:

1} The methed of sssociating sxecutable abject code with # digital sample stream &y means of a digital
wistermark wherein the digital watermask containg the xecotabie objent code and is encoded o th
digétal cample siream

i Yhemethind of clalm | where the Key £ sconss the digital watesrmark: 0 s fondtion of & Gollection of
Heanse inthemation perisining 1o the soRware which is accessing the watermark
whicte iosnse fnformation consists oUone armare of the ollowing items
Qwning Organization name
Pevsanal Owher name
Urwner Address
Lerse code
Suftware serializasion nymiber
Thsteibution parameters
Approgiriate sxecutabie goneral puting device archs ¢
Pricing
Softwave Matering detatls

¥ e mathod of wlaim 3 further comprised of the seep of transmitting the digital sample stream, vie
wansiission means, fom 4 publishec to a subseriber
whees rasmission means can be one 6f
soft secior magnetic dish modia
fiard seotor magnetic disk medis
IBHPRENC 1ipe media
CDROM dise media
CO-R disc media
Digital ¥ideo Disk medin
magncto-optical disk media
semory cartridpe
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teiephone Hnes

3OS

Eitieraer vt Token Ring Netwark
ISON

ATM network

TOPAP nevwork

analog celinlar network
digital cellular netwiork
witeless parwork

dipital satellire

cable network

fiber sptiz network
clectric powetling retwork

$'the mathod of clate | where the olject vade to be sncodad is comprised of séries of execatabhe machine
pErrgeoens which perform e fusction of at {east one of

{ADD APPLET LANGUAGE HERE)

processing a digital samphe steam for the purpose of rodifving it

playing a digital sample steeam

3y Vhe msthod of chaims 1 and 4 further comprised of the steps of
decading said digial watermark and extracting object code
Inading abjéet cade tnto Compater mermary for the parpose ol exevution
executing said objest code ivonder to prisvess said digital sormpla stream e
the prrpose of plavhack

a3 The method of assembiing an application to be protected by watesissk envoding of exsential sesnaies
cotnprised of the steps of

assembliing a fist of idenuifiors of pesential code resources of an application

wheee identifiers allow the code resource to:be accessad and feaded intn memary

providing foense information o the dicensee wha is o recsive an ingdividualised

copy of the appdicatkn

stoving Hoerse Tl sor if s pe sprtion reshares which & added fothe Hint

of appiication dats sesonrees

generating w digual watsrmark key from the ficense information

using the hey a5 a pauddo-randon nurrber siving 10 select atist of sssitable digivsf

sample data resources, the Hut of essentisl zode resources. and.a magping of which essentisf vode
rescurees A 0 be watermarked intn which data resiurces

soring the map, which s a Wt of paived onde and data resource sdertifises, a5 s datatesourcy,
which:iz wdded (o the application

adding  digial wasermark decuder code resourcs to the spphaation, 1o provide a

moans tor exiracting eusential code resousce from data resources,

acenrding o the mup

provessing the wap st and encodmg esserdial code vesources dnto digital sample

data esowrces with s digital watermank encoder

removing self-contwned copies of the essential.code resources which have been

watermurked into dats resources

combining alt remaining code and duta resources into a single application wstabive

@ Phe method of intermistently relocating application code resources in computer memury, n urder i
proveit, discousags, or comgplic pis at memory capiurs hased ciade analysis

3 The method of claim 7 additionatiy comprised of the steps o’

5 ¢

a hist ofi s of code resonreas of anv application
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where identifiers allow the oode resourte 1o be accossed and loaded into FREMOTY

2y The mathod of chaim 8 additionally comprised of the stsp of meodify g application program \rucuse o
wake all code resoirce catls indiseetly, through the memory scheduter, which fockx up codi msires .
tise and <ispatches calls

191 Fhe mithod of clim 9 sdditionally comprised of the step of intermittently rescheduting or shufffing ai
sede resaurens peior to-os following the dispateh of a code rasoutce catl throtgh the rpemory sefediise

£43 Fhe method oFviaim 10 addinonstly comprisead of the stop oF the migmony schedider vopying isett wa
new logating in wemony

29 The wethad of clainy §f sdditionally vimprised of this s of modifying the stack frsme, program
sounter, and memony tagisters of the CPT o cavse the schedulor {0 3ump 1o the eX insunation comprsig
i soheduler; s the capy. (o erase the previeus wemorn instance of the scheduler: changing #il memory
wierences to the seheduler ta reflect it new tocation, snd 1 reten from the sopy of the seheduler so i
franse which cathed the previvus vopy of the scheduler

ARSTRAL

(GG
51 Moskowity
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO.
90/014,137 05/11/2018 9021602 90014137 6880
31518 7590 03/27/2019 | EXAMINER
NEIFELD IP LAW, PC
5400 Shawnee Road WOOD, WILLIAM H
Suite 310
ALEXANDRIA, VA 22312-2300 | ART UNIT | papErNUMBER
3992
| MAIL DATE | DELIVERY MODE
03/27/2019 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

www.uspto.gov

DO NOT USE IN PALM PRINTER

(THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS)

FISCH SIGLER LLP

5301 WISCONSIN AVENUE, NW
FOURTH FLOOR
WASHINGTON, DC 20015

EX PARTEREEXAMINATION COMMUNICATION TRANSMITTAL FORM

REEXAMINATION CONTROL NO. 90/014,137 .
PATENT UNDER REEXAMINATION 9021602 .

ART UNIT 3992 .

Enclosed is a copy of the latest communication from the United States Patent and Trademark
Office in the above identified ex parfe reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a
reply has passed, no submission on behalf of the ex parfe reexamination requester will be
acknowledged or considered (37 CFR 1.550(g)).

PTOL-465 (Rev.07-04)
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Control No. Patent Under Reexamination
) 90/014,137 9021602
Notice of Intent fo Issue
Ex Parte Reexarmination Certificate |Examiner Art Unit AIA Status
WILLIAM H WOOD 3992 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

1. Prosecution on the merits is (or remains) closed in this ex parfe reexamination proceeding. This proceeding is
subject to reopening at the initiative of the Office or upon petition. C7 37 CFR 1.313(a). A Certificate will be issued in
view of
(a) @ Patent owner's communication(s) filed: 01/23/2019.

(b) [J Patent owner's failure to file an appropriate timely response to the Office action mailed:

(c) O Patent owner's failure to timely file an Appeal Brief (37 CFR 41.31).
d) [J The decision on appeal by the [] Board of Patent Appeals and Interferences (] Court dated
e

(

(e) O Other: .

The Reexamination Certificate will indicate the following:
(a) Change in the Specification: (] Yes No

(b) Change in the Drawing(s): (3 Yes No

(c) Status of the Claim(s):

(1) Patent claim(s) confirmed: 1-5,8,10 and 12.

(2) Patent claim(s) amended (including dependent on amended claim(s)):
(3) Patent claim(s) canceled:

(4) Newly presented claim(s) patentable:

(5) Newly presented canceled claims:

(6) Patent claim(s) (] previously [J currently disclaimed:
(7) Patent claim(s) not subject to reexamination: 6-7,9,11 and 13-19.

3. [J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

4. Note the attached statement of reasons for patentability and/or confirmation. Any comments considered necessary
by patent owner regarding reasons for patentability and/or confirmation must be submitted promptly to avoid
processing delays. Such submission(s) should be labeled: "Comments On Statement of Reasons for Patentability
and/or Confirmation."

[ Note attached NOTICE OF REFERENCES CITED (PTO-892).
[ Note attached LIST OF REFERENCES CITED (PTO/SB/08 or PTO/SB/08 substitute).
{] The drawing correction request filed on is: (Japproved [Jdisapproved.

{J Acknowledgment is made of the priority claim under 35 U.S.C. § 119(a)-(d) or (f).
a) J Al b)J Some* ¢) (JNone of the certified copies have
[Jbeen received.
(Jnot been received.
(Jbeen filed in Application No. .
[Jbeen filed in reexamination Control No.
(Jbeen received by the International Bureau in PCT Application No.

® N o o

* Certified copies not received: _
9. [J Note attached Examiner's Amendment.
10.[ Note attached Interview Summary (PTO-474).
11.(JOther: _____.

All correspondence relating to this reexamination proceeding should be directed to the Central Reexamination Unit at
the mail, FAX, or hand-carry addresses given at the end of this Office action.

/William H. Wood/
Primary Examiner, Art Unit 3992

cc: Requester (if third party requester)

U.S. Patent and Trademark Office
PTOL-469 (Rev. 08-13) Notice of Intent to Issue Ex Parte Reexamination Certificate Part of Paper No. 20190212
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Application/Control Number: 90/014,137 Page 2
Art Unit: 3992

Notice of Pre-AlA or AIA Status
The present application is being examined under the pre-AlA first to invent provisions.

STATEMENT OF REASONS FOR PATENTABILITY AND/OR CONFIRMATION

Claim Status
Claims subject to reexamination: 1-5, 8, 10 and 12.
Claims not subject to reexamination: 6-7, 9, 11 and 13-19.

Claims patentable/confirmed: 1-5, 8, 10 and 12.

Statement of Reasons for Patentability and/or Confirmation
The following is an examiner's statement of reasons for patentability and/or confirmation of the
claims found patentable in this reexamination proceeding: the cited prior art, including Cooperman,
Hicks, Rhoads, and Moskowitz et al., were previously applied, but are now not eligible as prior art under
102(a), (e), or (g). Patent Owner has established invention by both Scott Moskowitz and Marc
Cooperman (see granted petition of 12/12/2018). Further, the declaration under 37 CFR 1.131

(01/23/2019) has been considered and establishes invention prior to Hicks and Rhoades.

Any comments considered necessary by PATENT OWNER regarding the above statement must
be submitted promptly to avoid processing delays. Such submission by the patent owner should be
labeled: "Comments on Statement of Reasons for Patentability and/or Confirmation" and will be placed

in the reexamination file.

Correspondence Information

All correspondence relating to this ex parte reexamination proceeding should be directed:
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Application/Control Number: 90/014,137 Page 3
Art Unit: 3992

By Mail to: Mail Stop Ex Parte Reexam
Central Reexamination Unit
Commissioner for Patents
United States Patent & Trademark Office
P.O. Box 1450
Alexandria, VA 22313-1450

By FAX to: (571) 273-9900
Central Reexamination Unit

By hand: Customer Service Window
Attn: Central Reexamination Unit
Randolph Building
401 Dulany Street
Alexandria, VA 22314

By EFS-Web: Registered users of EFS-Web may alternatively submit correspondence via
electronic filing system EFS-Web.

Any inquiry concerning this communication or earlier communications from the Reexamination Legal
Advisor or Examiner, or as to the status of this proceeding should be directed to the Central Reexamination Unit at
telephone number (571)272-7705.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained from either
Private PAIR or Public PAIR. Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR systems, see itp://pair-direct.uspio.gov. For questions on access to the
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

/William H. Wood/
Reexamination Specialist, Art Unit 3992

Conferee:

/RSD/

J/ALEXANDER J KOSOWSKI/
Supervisory Patent Examiner, Art Unit 3992

DISH-Blue Spike-602
Exhibit 1005, Page 0598



United States Patent

US009021602C1

12 EX PARTE REEXAMINATION CERTIFICATE (11507th)

US 9,021,602 C1

(10) Number:

Moskowitz 45) Certificate Issued: Apr. 23,2019
(54) DATA PROTECTION METHOD AND DEVICE GO6T 1/00 (2006.01)
HO4L 9/06 (2006.01)
(71) Applicant: Scott A. Moskowitz, Sunny Isles (52) US.CL
Beach, FL (US) CPC ... GOGF 21/10 (2013.01); GO6F 21/125
. (2013.01); GOG6F 21/16 (2013.01); GO6F
(72) Inventor: Scott A. MOSkOWltZ, Sunny Isles 21/335 (201301)’ GO6F 21/602 (201301)’
Beach, FL (US) GOGF 21/6209 (2013.01); GO6T 1/0021
(73) Assignee: WISTARIA TRADING LID, (2013.01); HO4L 9/065 (2013.01); HO4L

Hamilton (BM)

Reexamination Request:
No. 90/014,137, May 11, 2018

Reexamination Certificate for:

Patent No.: 9,021,602
Issued: Apr. 28, 2015
Appl. No.: 13/794,584
Filed: Mar. 11, 2013

Certificate of Correction issued Sep. 29, 2015

Related U.S. Application Data

(60) Continuation of application No. 13/556,420, filed on
Jul. 24, 2012, now Pat. No. 8,930,719, which is a
continuation of application No. 11/895,388, filed on
Aug. 24, 2007, now Pat. No. 9,104,842, which is a
division of application No. 10/602,777, filed on Jun.
25, 2003, now Pat. No. 7,664,263, which is a
continuation of application No. 09/046,627, filed on
Mar. 24, 1998, now Pat. No. 6,598,162.

(51) Int. CL
GO6F 21/00 (2013.01)
GO6F 21/10 (2013.01)
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during the proceeding for Reexamination Control Number
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Primary Examiner — William H. Wood

(57) ABSTRACT

An apparatus and method for encoding and decoding addi-
tional information into a digital information in an integral
manner. More particularly, the invention relates to a method
and device for data protection.

Attention is directed to the decision of 5:18cv3392;
1:18cv1427; 6:18cv242; 1:18¢v1406; 1:18¢v1512 relating
to this patent. This reexamination may not have resolved
all questions raised by this decision. See 37 CFR 1.552(¢)
for ex parte reexamination and 37 CFR 1.906(c) for inter
partes reexamination.

ENCODE

DIGITAL ID Portion of Format / .
INFORMATION Information to be
Encoded
v 120
Generate |/
Encoded
Format
Infarmation
¥ 130
Generate
Encoded Digital
Information
DECODE j40
DIGITAL Decode With
INFORMATION Predetermined Key

¥ 150

Play Digital
Information

DISH-Blue Spike-602
Exhibit 1005, Page 0599



US 9,021,602 C1
1
EX PARTE
REEXAMINATION CERTIFICATE

NO AMENDMENTS HAVE BEEN MADE TO 5
THE PATENT

AS A RESULT OF REEXAMINATION, IT HAS BEEN
DETERMINED THAT:

The patentability of claims 1-5, 8, 10 and 12 is confirmed. 10

Claims 6-7, 9, 11 and 13-19 were not reexamined.

* * * £ *
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