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Low capability platforms may
enable only a subset of the control
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provided, where plural networked rights management arrangements collectively control a rights management event on one or more of such
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CRYPTOGRAPHIC METHODS, APPARATUS

AND SYSTEMS FOR STORAGE MEDIA

ELECTRONIC RIGHTS MANAGEMENT IN

CLOSED AND CONNECTED APPLIANCES

5 Cross-Reference to Related Applications and Patents

The specifications and drawings of the following prior,

commonly assigned published patent specifications are

incorporated by reference into this patent specification:

PCT Publication NO. WO 96/27155 dated 6 September 1996

10 entitled “Systems And Methods For Secure Transaction

Management And Electronic Rights Protection”, which is based

on PCT application no. PCT/US96/02303 filed 13 February 1996

and US. patent application serial no. 08/388,107 of Ginter et al.

entitled filed on February 13, 1995 (hereinafter “Ginter et a1”);

15 US. Patent No 4,827,508 entitled “Database Usage

Metering and Protection System and Method” dated May 2, 1989;

US. Patent No. 4,977,594 entitled “Database Usage

Metering and Protection System and Method” dated December I I,

1990;

F033_WO 1 997043 761_1ntertrust Page 3 Of 209

DISH-Blue Spike 842

Exhibit 1005, Page 0940



DISH-Blue Spike 842
Exhibit 1005, Page 0941

WO 97/43761 PCT/US97/08192

US. Patent No. 5,050,213 entitled “Database Usage

Metering and Protection System and Method” dated September

17,1991;and

US. Patent No. 5,410,598 entitled “Database Usage

5 Metering and Protection System and Method” dated April 25,

1995;and

European Patent No.EP 329681 entitled “Database Usage

Metering and Protection System and Method” dated January 17,

1996.

10 In addition, the specifications and drawings of the following

commonly-assigned prior-filed patent specifications are

incorporated by reference into this patent application:

PCT Application No. PCT/US96/14262 filed 4 September

1996 entitled “Trusted Infrastructure Support Systems, Methods

15 And Techniques For Secure Electronic Commerce, Electronic

Transactions, Commerce Process Control And Automation,

Distributed Computing, And Rights Management,” which

corresponds to US. patent application serial no. 08/699,712 filed

on August 12, 1996 (hereinafter “Shear et al.”);

2
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PCT Application No. filed , 1997

entitled “Steganographic Techniques For Securely Delivering

Electronic Digital Rights Management Control Information Over

Insecure Communications Channels,” which corresponds to US.

5 patent application serial no. 08/689,606 ofVan Wie and Weber

filed on August 12, 1996 (hereinafter “Van Wie and Weber”); and

PCT Application No. filed ,

1997 based on US. Patent Application serial no.08/689,754

entitled “Systems and Methods Using Cryptography To Protect

10 Secure Computing Environments,” of Sibert and Van Wie filed on

August 12, 1996 (hereinafter “Sibert and Van Wie”).

FIELD OF THE INVENTION

This invention relates to information protection techniques

using cryptography, and more particularly to techniques using

15 cryptography for managing rights to information stored on

portable media -- one example being optical media such as Digital

Video Disks (also known as "Digital Versatile Disks" and/or

"DVDs"). This invention also relates to information protection

and rights management techniques having selectable applicability

20 depending upon, for example, the resources ofthe device being
3
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used by the consumer (e.g., personal computer or standalone

player), other attributes of the device (such as whether the device

can be and/or typically is connected to an information network

(“connected” versus “unconnected”)), and available rights. This

5 invention further relates, in part, to cooperative rights management

—- where plural networked rights management arrangements

collectively control a rights management event on one or more of

such arrangements. Further, important aspects of this invention

can be employed in rights management for electronic information

10 made available through broadcast and/or network downloads

and/or use of non-portable storage media, either independent of, or

in combination with portable media.

BACKGROUND OF THE INVENTION

The entertainment industry has been transformed by the

15 pervasiveness of home consumer electronic devices that can play

video and/or audio from pre~recorded media. This transformation

began in the early 19003 with the invention of the

phonograph—which for the first time allowed a consumer to listen

to his or her favorite band, orchestra or singer in his or her home

20 whenever he or she wishes. The availability of inexpensive video

4 .
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cassette recorders/players beginning in the early 19805 brought

about a profound revolution in the movie and broadcast industries,

creating an entirely new home consumer market for films,

documentaries, music videos, exercise videos, etc.

5 The entertainment industry has long searched for optimal

media for distributing content to home consumers. The original

phonograph cylinders distributed by Thomas Edison and other

phonograph pioneers had the advantage that they were difficult to

c0py, but suffered from various disadvantages such as high

10 manufacturing costs, low resistance to breakage, very limited

playback time, relatively low playback quality, and susceptibility

to damage from wear, scratching or melting. Later-developed wax

and vinyl disks could hold more music material but suffered from

many of the same disadvantages. Magnetic tapes, on the other

15 hand, could be manufactured very inexpensively and could hold a

large amount ofprogram material (e.g., 2, 4 or even 6 hours of

video and/or audio). Such magnetic tapes could reproduce

program material at relatively high quality, and were not as

susceptible to damage or wearing out. However, despite the many

20 clear advantages that magnetic tape provides over other media, the

5

F033_WO 1 997043 761_Intertrust Page 7 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 0944



DISH-Blue Spike 842
Exhibit 1005, Page 0945

W0 97/4376 1 PCTIUS97/08 192

entertainment industry has never regarded it as an ideal or

optimum medium because of its great susceptibility to copying.

Magnetic tape has the very flexible characteristic that it can

be relatively easily recorded on. Indeed, the process for recording

5 a magnetic tape is nearly as straightforward as that required for

playing back pre-recorded content. Because of the relative ease by

which magnetic tape can be recorded, home consumer magnetic

tape equipment manufacturers have historically provided dual

mode equipment that can both record and play back magnetic

10 tapes. Thus, home audio and video tape players have traditionally

had a “record" button that allows a consumer to record his or her

own program material on a blank (un—recorded) magnetic tape.

While this recording ability has given consumers additional

flexibility (e.g., the ability to record a child’s first words for

15 posterity, and the ability to capture afternoon soap operas for

evening viewing), it has unfortunately also been the foundation of

an illegal multi-billion dollar content pirating industry that

produces millions of illegal, counterfeit copies every year. This

illegal pirating operation—which is international in scope—leeches

20 huge amounts of revenue every year from the world’s major

6
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entertainment content producers. The entertainment industry must

pass along these losses to honest consumers—resulting in higher

box office prices, and higher video and audio tape sales and rental

prices.

In the mid 19803, the audio entertainment industry

developed the optical compact disk as an answer to some of these

problems. The optical compact disk—a thin, silvery plastic platter

a few inches in diameter—can hold an hour or more of music or

other audio programming in digital form. Such disks were later

10 also used for computer data. The disk 'can be manufactured very

inexpensively, and provides extremely high quality playback that

is resistant to noise because of the digital techniques used to

record and recover the information. Because the optical disk can

be made from plastic, it is light weight, virtually unbreakable, and

15 highly resistant to damage from normal consumer handling (unlike

the prior vinyl records that were easily scratched or worn down

even by properly functioning phonographs). And, because

recording on an optical disk is, so far, significantly more difficult

than playing back an optical disk, home consumer equipment

20 providing both recording and playback capabilities is unlikely, in

7
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the near future, to be as cost-effective as play-only

equipment—greatly reducing the potential for illicit copying.

Because of these overwhelming advantages, the music industry

has rapidly embraced the new digital compact disk

5 technology—virtually replacing older audio vinyl disk media

within the space of a few short years.

Indeed, the threat of widespread and easy unauthorized

copying in the absence of rights management technologies

apparently has been an important contributing factor to the demise

10 of digital audio tape (DAT) as a media for music distribution and,

more importantly, home audio recording. Rightsholders in

recorded music vigorously opposed the widespread

commercialization of inexpensive DAT technology that lacked

rights management capabilities since the quality of the digital

15 recording was completely faithful to the digital source on, for

example, music CDs. Of course, the lack of rights management

was not the only factor at work, since compared with optical

media, tape format made random access difficult, for example,

playing songs out of sequence.

8
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The video entertainment industry is on the verge of a

revolution similar to that wrought by music CDs based on movies

in digital format distributed on high capacity read-only optical

media. For example, digital optical disk technology has advanced

5 to the point where it is now possible to digitally record, among

other things, a full length motion picture (plus sound) on one side

of a 5" plastic optical disk. This same optical disk can

accommodate multiple high-quality digital audio channels (e.g., to

record multi—channel “sensurround” sound for home theaters

10

and/or to record film dialog in multiple different languages on the

same disk). This same technology makes it possible to access

each individual frame or image of a movie for still image

reproduction or—even more exciting—to provide an unprecedented

“random access" playback capability that has never before existed

15 in home consumer equipment. This “random access” playback

could be used, for example, to delete violence, foul language or

nudity at time ofplayback so that parents could select a “PG"

playback version of an “R” rated film at the press of a button. The

“random access” capability also has exciting possibilities in terms

20 of allowing viewers to interact with the pre-recorded content (e.g.,

F033_WO1997043761_Intertrust Page 1 1 of 209
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allowing a health enthusiast to select only those portions of an

exercise video helpful to a particular day’s workout). See, for

example, “Applications Requirements for Innovative Video

Programming," DVD Conference Proceedings (Interactive

5 Multimedia Association, 19-20 October 1995, Sheraton Universal

Hotel, Universal City, California).

Non—limiting examples ofthe DVD family of Optical media

include:

0 DVD (Digital Video Disk, Digital Versatile

10 Disk), a non—limiting example of which

includes consumer appliances that play movies

recorded on DVD disks;

0 DVD-ROM (DVD-Read Only Memory), a non-

limiting example of which includes a DVD

15 read-only drive and disk connected to a

computer or other appliance;

o DVD-RAM (DVD Random Access Memory), a

non-limiting example of which includes a

read/write drive and optical media in, for

20 example, consumer appliances for home

recording and in a computer or other appliance

10

F033_WO 1 997043 761_Intertrust Page 12 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 0949



DISH-Blue Spike 842
Exhibit 1005, Page 0950

WO 97/43761 PCT/USQ7/08192

for the broadest range of specific applications;

and

0 Any other high capacity optical media

presently known or unknown.

5 “DVDs” are, of course, not limited to use with movies. Like

CDs, they may also be used for other kinds of information, for

example:

0 sound recordings

0 software

10 o databases

0 games

o karaoke

0 multimedia

0 distance learning

I 5 o documentation

0 policies and manuals

1 1
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any kind of digital data or other information

0 any combination of kinds of digital data or

other information

0 any other uses presently known or unknown.

5 The broad range of DVD uses presents a technical

challenge: how can the information content distributed on such

disks, which might be any kind or combination of video, sound, or

other data or information broadly speaking, be adequately

protected while preserving or even maximizing consumer

10
flexibility? One widely proposed requirement for the new

technology(mainly within the context of video), is, to the extent

copying is permitted at all, to either: (a) allow a consumer to make

a first generation copy of the program content for their own use,

but prevent the consumer from making “copies of copies”, or

15 multi-generational copies of a given property (thus keeping honest

people honest); or (b) to allow unlimited copying for those

properties that rightsholders do not wish to protect against

copying, or which consumers have made themselves.

12
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However, providing only such simplistic and limited copy

protection in a non-extensible manner may turn out to be

extremely shortsighted—since more sophisticated protection

and/or rights management objectives (e.g., more robust and

5 selective application of copy protection and other protection

techniques, enablement of pay-per—view models, the ability of the

consumer to make use of enhanced fianctionality such as

extracting material or interactivity upon paying extra charges, and

receiving credit for redistribution, to name a few) could be very

10 useful now or in the future. Moreover, in optimally approaching

protection and rights management objectives, it is extremely

useful to take differing business opportunities and threats into

account that may relate to information delivered via DVD media,

for example, depending upon available resources of the device

15 and/or whether the device is connected or unconnected.

More sophisticated rights management capabilities will also

allow studios and others who have rights in movies and/or sound

recordings to better manage these important assets, in one

example, to allow authorized parties to repurpose pieces of digital

20 film, video and/or audio, whether specific and/or arbitrary pieces,

13
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to create derivative works, multimedia games, in one non-limiting

example. Solutions proposed to date for protecting DVD content

have generally focused solely on limited copy protection

objectives and have failed to adequately address or even recognize

5 more sophisticated rights management objectives and

requirements. More specifically, one copy protection scheme for

the initial generation of DVD appliances and media is based on an

encryption method developed initially by Matsushita and the

simple CGMA control codes that indicate permitted copying: a

10 one—generation copy, no copies, or unlimited copying.

SUMMARY OF THE INVENTIONS

Comprehensive solutions for protecting and managing

information in systems that incorporate high capacity optical

media such as DVD require, among other things, methods and

15 systems that address two broad sets of problems: (a) digital to

analog conversion (and vice versa); and (b) the use of such optical

media in both connected and unconnected environments. The

inventions disclosed herein address these and other problems. For

example, in the context of analog to digital conversion (and vice

20 versa), it is contemplated that, in accordance with the present

14

F033_WO 1 997043 761_Intertrust Page 16 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 0953



DISH-Blue Spike 842
Exhibit 1005, Page 0954

WO 97/43761 ' PCT/US97/08192

inventions, at least some of the information used to protect

properties and/0r describe rights management and/or control

information in digital form could also be carried along with the

analog signal. Devices that convert from one format and/or

5 medium to another can, for example, incorporate some or all of the

control and identifying information in the new context(s), or at

least not actively delete such information during the conversion

process. In addition, the present inventions provide control, rights

management and/or identification solutions for the digital realm

10 generally, and also critically important technologies that can be

implemented in consumer appliances, computers, and other

devices. One objective of the inventions is to provide powerful

rights management techniques that are useful in both the consumer

electronics and computer technology markets, and that also enable

15 future evolution of technical capabilities and business models.

Another non-limiting objective is to provide a comprehensive

control, rights management and/or identification solution that

remains compatible, where possible, with existing industry

standards for limited function copy protection and for encryption.

15
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The present inventions provide rights management and

protection techniques that fully satisfy the limited copy protection

objectives currently being voiced by the entertainment industry for

movies while also flexibly and extensibly accommodating a wide

5 range of more sophisticated rights management options and

capabilities.

Some important aspects of the present inventions (that are

more fully discussed elsewhere in this application) include:

0 Selection of control information associated

10 with information recorded on DVD media (for

example, rules and usage consequence control

information, that comprise non-limiting

example elements of a Virtual Distribution

Environment (VDE)) that is based at least in

15 part on class of appliance, for example, type of

appliance, available resources and/or rights;

0 Enabling such selected control information to

be, at least in part, a subset of control

information used on other appliances and/or

20 classes of appliance, or completely different

control information;

16.
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o Protecting information output from a DVD

device, such as applying rights management

techniques disclosed in Ginter et al. and the

present application to the signals transmitted

5 using an IEEE 1394 port (or other serial

interface) on a DVD player;

0 Creation of protected digital content based on

an analog source;

0 Reflecting differing usage rights and/or content

10 availability in different countries and/or

regions of the world;

0 Securely managing information on DVD media

such that certain portions may be used on one

or more classes of appliance (e.g., a standalone

15 DVD player), while other portions may be used

on the same or different classes of appliance

(e.g., a standalone DVD player or a PC);

0 Securely storing and/or transmitting

information associated with payment, auditing,

20 controlling and/or otherwise managing content

recorded on DVD media, including techniques

related to those disclosed in Ginter et al. and in

Shear et al.;

17
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0 Updating and/0r replacing encryption keys

used in the course>of appliance operation to

modify the scope ofinformation that may be

used by appliances and/or classes of

5 appliances;

0 Protecting information throughout the creation,

distribution, and usage process, for example, by

initially protecting information collected by a

digital camera, and continuing protection and

10 rights management through the editing process,

production, distribution, usage, and usage

reporting.

- Allowing “virtual rights machines,” consisting

of multiple devices and/or other systems that

15 participate and work together in a permanently

or in a temporarily connected network to share

some or all of the rights management for a

single and/or multiple nodes including, for

example, allowing resources available in plural

20 such devices and/or other systems, and/or

rights associated with plural parties and/or

groups using and/or controlling such devices

and/or other systems, to be employed in

concert (according to rights related rules and

25 controls) so as to govern one or more electronic

18
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events on any one or more of such devices

and/or other systems, such event governance

including, for example: viewing, editing,

subsetting, anthologizing, printing, copying,

5 titling, extracting, saving, and/or redistributing

rights protected digital content.

0 Allowing for the exchange of rights among

peer-to-peer relating devices and/or other

systems, wherein such devices and/or other

10 systems participate in a temporary or

permanently connected network, and wherein

such rights are bartered, sold for currency,

and/or otherwise exchanged for value and/or

consideration where such value and/or

15 consideration is exchanged between such peer-

to—peer participating commercial and/or

consumer devices and/or other systems.

General Purpose DVD/Cost-effective Large Capacity Digital
Media Rights Protection and Management

20 The inventions described herein can be used with any large

capacity storage arrangement where cost-effective distribution

media is used for commercial and/or consumer digital information

delivery and DVD, as used herein, should be read to include any

such system.

19
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Copy protection and rights management are important in

practical DVD systems and will continue to be important in other

large capacity storage, playback, and recording systems, presently

known or unknown, in the future. Protection is needed for some

5 or all ofthe information delivered (or written) on most DVD

media. Such protection against copying is only one aspect of

rights management. Other aspects involve allowing rightsholders

and others to manage their commercial interests (and to have them

enforced, potentially at a distance in time and/or space) regardless

10 of distribution media and/or channels, and the particular nature of

the receiving appliance and/or device. Such rights management

solutions that incorporate DVD will become even more significant

as future generations of recordable DVD media and appliances

come to market. Rightsholders will want to maintain and assert

15 their rights as, for example, video, sound recordings, and other

digital properties are transmitted from one device to another and

as options for recording become available in the market.

The apparent convergence between consumer appliances

and computers, increasing network and modem speeds, the

20 declining cost of computer power and bandwidth, and the

20
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increasing capacity of optical media will combine to create a

world of hybrid business models in which digital content of all

kinds may be distributed on optical media played on at least

occasionally connected appliances and/or computers, in which the

5 one-time purchase models common in music CDs and initial DVD

movie offerings are augmented by other models, for example,

lease, pay per view, and rent to own, to name just few. Consumers

may be offered a choice among these and other models from the

same or different distributors and/or other providers. Payment for

10 use may happen over a network and/or other communications

channel to some payment settlement service. Consumer usage and

audit information may flow back to creators, distributors, and/or

other participants. The elementary copy protection technologies

for DVD now being introduced cannot support these and other

15 sophisticated models.

As writable DVD appliances and media become available,

additional hybrid models are possible, including, for example, the

distribution of digital movies over satellite and cable systems.

Having recorded a movie, a consumer may elect a lease, rental,

20 pay-per-view, or other model if available. As digital television

21
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comes to market, the ability of writable DVDs to make faithful

copies of on-air programming creates additional model

possibilities and/or rights management requirements. Here too,

simplistic copy protection mechanisms currently being deployed

5 for the initial read-only DVD technologies will not suffice.

Encryption Is A Means, Not An End

Encryption is usefiJl in protecting intellectual properties in

digital format, whether on optical media such as DVD, on

magnetic media such as disk drives, in the active memory of a

10 digital device and/or while being transmitted across computer,

cable, satellite, and other kinds of networks or transmission

means. Historically, encryption was used to send secret messages.

With respect to DVD, a key purpose of encryption is to require the

use of a copy control and rights management system in order to

15 ensure that only those authorized to do so by rightsholders can

indeed use the content.

But encryption is more of a means, rather than an end. A

central issue is how to devise methods for ensuring, to the

maximal extent possible, that only authorized devices and parties

20 can decrypt the protected content and/or otherwise use information
22
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only to the extent permitted by the rightsholder(s) and/or other

relevant parties in the protected content.

The Present Inventions

The present inventions provide powerful right management

5 capabilities. In accordance with one aspect provided by the

present invention, encrypted digital properties can be put on a

DVD in a tamper—resistant software "container" such as, for

example, a "DigiBox" secure container, together with rules about

"no copy" and/or "copy" and/or "numbers of permitted copies"

10 that may apply and be enforced by consumer appliances. These

same rules, and/or more flexible and/or different rules, can be

enforced by computer devices or other systems that may provide

more and/or different capabilities (e.g., editing, excerpting, one or

more payment methods, increased storage capability for more

15 detailed audit information, etc.). In addition, the "software

container" such as for example, a "DigiBox" secure container, can

store certain content in the "clear" (that is, in unencrypted form).

For example, movie or music titles, copyright statements, audio

samples, trailers, and/or advertising can be stored in the clear

20 and/or could be displayed by any apprOpriate application or

23
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device. Such information could be protected for authenticity

(integrity) when available for viewing, copying, and/or other

activities. At the same time, valuable digital properties of all

kinds—film, video, image, text, software, and multimedia— may be

5 stored at least partially encrypted to be used only by authorized

devices and/or applications and only under permitted, for example

rightsholder-approved, circumstances.

Another aspect provided in accordance with the present

invention (in combination with certain capabilities disclosed in

10 Ginter et al.) is that multiple sets of rules could be stored in the

same "container" on a DVD disk. The software then applies rules

depending on whether the movie, for example, was to be played

by a consumer appliance or computer, whether the particular

apparatus has a backchannel (e.g., an on-line connection), the

15 national and/or other legal or geographic region in which the

player is located and/or the movie is being displayed, and/or

whether the apparatus has components capable of identifying and

applying such rules. For example, some usage rules may apply

when information is played by a consumer device, while other

20 rules may apply when played by a computer. The choice of rules

24
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may be left up to the rightsholder(s) and/or other participants-— or

some rules may be predetermined (e.g., based on the particular

environment or application). For example, film rightsholders may

wish to limit copying and ensure that excerpts are not made

5 regardless of the context in which the prOperty is played. This

limitation might be applied only in certain legal or geographic

areas. Alternatively, rightsholders of sound recordings may Wish

to enable excerpts of predetermined duration (e.g., no more than

20 seconds) and that these excerpts are not used to construct a new

10 commercial work. In some cases, governments may require that

only “PG” versions of movies and/or the equivalent rating for TV

programs may be played on equipment deployed in their

jurisdiction, and/or that the applicable taxes, fees and the like are

automatically calculated and/or collected if payments related to

15 content recorded on DVD is requested and/or performed (e.g.,

pay-per-use of a movie, game, database, software product, etc.;

and/or orders from a catalog stored at least in part on DVD media,

etc.).

In a microprocessor controlled (or augmented) digital

20 consumer appliance, such rules contemplated by the present

25
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inventions can be enforced, for example, without requiring more

than a relatively few additions to a central, controlling

microprocessor (or other CPU, a IEEE 1394 port controller, or

other content handling control circuitry), and/or making available

5 some ROM or flash memory to hold the necessary software. In

addition, each ROM (or flash or other memory, which such

memory may be securely connected to, or incorporated into, such

control circuitry in a single, manufactured component) can, in one

example, contain one or more digital documents or "certificate(s)"

10 that uniquely identifies a particular appliance, individual identity,

jurisdiction, appliance class(es), and/or other chosen parameters.

An appliance can, for example, be programmed to send a copy of a

digital property to another digital device only in encrypted form

and only inside a new, tamper—resistant "software container." The

15 container may also, for example, carry with it a code indicating

that it is a copy rather than an original that is being sent. The

device may also put a unique identifier of a receiving device

and/or class of devices in the same secure container.

Consequently, for example, in one particular arrangement, the

20 c0py may be playable only on the intended receiving device,

26
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class(es) of devices, and/or devices in a particular region in one

non-limiting example and rights related to use of such copy may

differ according to these and/or other variables.

The receiving device, upon detecting that the digital

5 property is indeed a copy, can, for example, be programmed not to

make any additional copies that can be played on a consumer

device and/or other c1ass(es) of devices. Ifa device detects that a

digital property is about to be played on a device and/or other

class(es) of devices other than the one it was intended for, it can

10 be programmed to refiJse to play that copy (if desired).

The same restrictions applied in a consumer appliance can,

for example, be enforced on a computer equipped to provide rights

management protection in accordance with the present inventions.

In this example, rules may specify not to play a certain film and/or

15 other content on any device other than a consumer appliance

and/or classes of appliances, for example. Alternatively, these

same powerful capabilities could be used to specify different

usage rules and payment schemes that would apply when played

on a computer (and/or in other appliances and/or classes of

20 appliances), as the rightsholder(s) may desire, for example,
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different pricing based upon different geographic or legal locales

where content is played.

In addition, if "backchannels" are present—for example, set-

top boxes with bi-directional communications or computers

5 attached to networks—the present inventions contemplate

electronic, independent delivery of new rules if desired or required

for a given property. These new rules may, for example, specify

discounts, time-limited sales, advertising subsidies, and/or other

information if desired. As noted earlier, determination of these

10 independently delivered rules is entirely up to the rightsholder(s)

and/or others in a given model.

The following are two specific examples ofa few aspects of

the present invention discussed above:

1. An Analog To Digital Copying Example.

15 a) Bob has a VHS tape he bought (or rented) and

. wants to make a copy for his OWn use. The

analog film has copy control codes embedded

so that they do not interfere with the quality of

the signal. Bob has a writable DVD appliance

28.
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that is equipped to provide rights management

protection in accordance with the present

invention. Bob‘s DVD recorder detects the

control codes embedded in the analog signal

5 (for example, such recorder may detect

watermarks and/or fingerprints carrying rights

related control and/or usage information),

creates a new secure container to hold the

content rules and describe the encoded film,

10 and creates new control rules (and/or delivers

to a secure VDE system for storage and

reporting certain usage history related

information such as user name, time, etc.)

based on the analog control codes and/or other

15 information it detected and that are then placed

in the DigiBox and/or into a secure VDE

installation data store such as a secure data

base. Bob can play that copy back on his DVD

appliance whenever he chooses.

29
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b) Bob gives the DVD disk he recorded to

Jennifer who wishes to play it on computer that

has a DVD drive. Her computer is equipped to

provide rights management protection in

5 accordance with the present invention. Her

computer opens the "DigiBox," detects that this

copy is being used on a device different from

the one that recorded it (an unauthorized

device) and‘refuses to play the copy.

10 c) Bob gives the DVD disk to

Jennifer as before, but now Jennifer

contacts electronically a source of new

rules and usage consequences, which

might be the studio, a distributor, and/or

15 a rights and permissions clearinghouse,

(or she may have sufficient rights

already on her player to play the copy).

The source sends a DigiBox container to

Jennifer with rules and consequences

20 that permit playing the movie on her
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computer while at the same time

charging her for use, even though the

movie was recorded on DVD by Bob

rather than by the studio or other value

5 chain participant.

2. A Digital To Analog Copying Example

a) Jennifer comes home from work, inserts a

rented or owned DVD into a player connected

to, or an integral part of her TV, and plays the

10 disk. In a completely transparent way, the film

is decrypted, the format is converted from

digital to analog, and displayed on her analog

TV.

b) Jennifer wishes to make a copy for her own

15 use. She plays the film on an DVD device

incorporating rights management protection in

accordance with the present invention, that

opens the DigiBox secure container, accesses

the control information, and decrypts the film.
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She records the analog version on her VCR

which records 3 high-quality copy.

0) Jennifer gives the VCR copy to Doug who

wishes to make a copy of the analog tape for

5 his own use, but the analog control information

forces the recording VCR to make a lower-

quality copy, or may prevent copying. In

another non-limiting example, more

comprehensive rights management information

10

may be encoded in the analog output using the

methods and/or systems described in more

detail in the above referenced Van Wie and

Weber patent application.

In accordance with one aspect provided by this invention,

15 the same portable storage medium, such as a DVD, can be used

with a range of different, scaled protection environments

providing different protection capabilities. Each of the different

environments may be enabled to use the information carried by the

portable storage medium based on rights management techniques
20

and/or capabilities supported by the particular environment. For
32
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example, a simple, inexpensive home consumer disk player may

support copy protection and ignore more sophisticated and

complex content rights the player is not equipped to enable. A

more technically capable and/or secure platform (e.g., a personal

5 computer incorporating a secure processing component possibly

supported by a network connection, or a "smarter" appliance or

device) may, for example, use the same portable storage medium

and provide enhanced usage rights related to use of the content

carried by the medium based on more complicated rights

10 management techniques (e.g., requiring payment of additional

compensation, providing secure extraction of selected content

portions for excerpting or anthologizing, etc.). For example, a

control set associated with the portable storage medium may

accommodate a wide variety of different usage capabilities—with

15 the more advanced or sophisticated uses requiring correspondingly

more advanced protection and rights management enablement

found onlsome platforms and not others. Lower—capability

environments can, as another example, ignore (or not enable or

attempt to use) rights in the control set that they don’t understand,

20 while higher-capability environments (having awareness of the
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overall capabilities they provide), may, for example, enable the

rights and corresponding protection techniques ignored by the

lower-capability environments.

In accordance with another aspect provided by the

5 invention, a media— and platform—independent security component

can be scaled in terms of fimctionality and performance such that

the elementary rights management requirements of consumer

electronics devices are subsets of a richer collection of

functionality that may be employed by more advanced platforms.

10 The security component can be either a physical, hardware

component, or a “software emulation” of the component. In

accordance with this feature, an instance of medium (or more

correctly, one version of the content irrespective of media) can be

delivered to customers independently of their appliance or

15 platform type with the assurance that the content will be protected.

Platforms less advanced in terms of security and/or technical

capabilities may provide only limited rights to use the content,

whereas more advanced platforms may provide more expansive

rights based on correspondingly appropriate security conditions

20 and safeguards.
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In accordance with a further aspect provided by the present

invention, mass—produced, inexpensive home consumer DVD

players (such as those constructed, for example, with minimum

complexity and parts count) can be made to be compatible with

5 the same DVDs or other portable storage media used by more

powerfiJl and/or secure platforms (such as, for example, personal

computers) without degrading advanced rights management

functions the storage media may provide in combination with the

more powerful and/or secure platforms. The rights management

10 and protection arrangement provided and supported in accordance

with this aspect of the invention thus supports inexpensive basic

copy protection and can fithher serve as a commercial

convergence technology supporting a bridging that allows usage

in accordance with rights of the same content by a limited resource

15 consumer device while adequately protecting the content and

filrther supporting more sophisticated security levels and

capabilities by (a) devices having greater resources for secure

rights management, and/or (b) devices having connectivity with

other devices or systems that can supply fithher secure rights

20 management resources. This aspect of the invention allows
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multiple devices and/or other systems that participate and work

together in a permanently or temporarily connected network to

share the rights management for at least one or more electronic

events (e.g., managed through the use ofprotected processing

5 environments such as described in Ginter et a1.) occuring at a

single, or across multiple nodes and further allows the rights

associated with parties and/or groups using and/or controlling

such multiple devices and/or other systems to be employed

according to underlying rights related rules and controls, this

10 allowing, for example, rights available through a corporate

executive’s device to be combined with or substitute for, in some

manner, the rights of one or more subordinate corporate

employees when their computing or other devices of these parties

are coupled in a temporary networking relationship and operating

15 in the appropriate context. In general, this aspect of the invention

allows distributed rights management for DVD or otherwise

packaged and delivered content that is protected by a distributed,

peer-to-peer rights management.Such distributed rights

management can operate whether the DVD appliance or othr

20 electronic information usage device is participatink
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permanently or temporarily connected network and whether or not

the relationships among the devices and/or other systems

participating in the distributed rights management arrangement are

relating temporarily or have a more permanent operating

5 relationship. In this way, the same device may have different

rights available depending on the context in which that device is

operating (e.g., in a corporate environment such as in

collaboration with other individuals and/or with groups, in a home

environment internally and/or in collaboration with external one or

10 more specified individuals and/or other parties, in a retail

environment, in a classroom setting as a student where a student’s

notebook might cooperate in rights management with a classroom

server and/or instructor PC, in a library environment where

multiple parties are collaboratively employing differing rights to

15 use research materials, on a factory floor where a hand held device

works in collaboration with control equipment to securely and

appropriately perform proprietary functions, and so on).

For example, coupling a limited resource device

arrangement, such as a DVD appliance, with an inexpensive

20 network computer (NC), or a personal computer (PC), may allow
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an augmenting (or replacing) of rights management capabilities

and/or specific rights of parties and/or devices by permitting rights

management to be a result ofa combination of some or all of the

rights and/or rights management capabilities of the DVD

5 appliance and those of an Network or Personal Computer (NC or

PC). Such rights may be further augmented, or otherwise

modified or replaced by the availability of rights management

capabilities provided by a trusted (secure) remote network rights

authority.

10 These aspects of the present invention can allow the same

device, in this example a DVD appliance, to support different

arrays, e.g., degrees, of rights management capabilities, in

disconnected and connected arrangements and may further allow

available rights to result from the availability of rights and/or

15 rights management capabilities resulting from the combination of

rights management devices and/or other systems. This may

include one or more combinations of some or all of the rights

available through the use of a “less” secure and/or resource poor

device or system which are augmented, replaced, or otherwise

20 modified through connection with a device or system that is

38

F033_WO1997043761_Intertrust Page 40 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 0977



DISH-Blue Spike 842
Exhibit 1005, Page 0978

wo 97/43761 ' PCT/US97/08192

“more” or “differently” secure and/orflresource rich and/or

possesses differing or different rights, wherein such connection

employs rights and/or management capabilities of either and/or

both devices as defined by rights related rules and controls that

5 describe a shared rights management arrangement.

In the latter case, connectivity to a logically and/0r

physically remote rights management capability can expand (by,

for example, increasing the available secure rights management

resources) and/or change the character of the rights available to

10 the user of the DVD appliance or a DVD appliance when such

device is coupled with an NC, personal computer, local server,

and/or remote rights authority. In this rights augmentation

scenario, additional content portions may be available, pricing

may change, redistribution rights may change (e.g., be expanded),

15 content extraction rights may be increased, etc.

Such “networking rights management” can allow for a

combination of rights management resources of plural devices

and/or other systems in diverse logical and/or physical

relationships, resulting in either greater or differing rights through

20 the enhanced resources provided by connectivity with one or more
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“remote” rights authorities. Further, while providing for increased

and/or differing rights management capability and/or rights, such a

connectivity based rights management arrangement can support

multi-locational content availability, by providing for seamless

5 integration of remotely available content, for example, content

stored in remote, Internet world wide web-based, database

supported content repositories, with locally available content on

one or more DVD discs.

In this instance, a user may experience not only increased or

10 differing rights but may use both local DVD content and

supplementing content (i.e., content that is more current from a

time standpoint, more costly, more diverse, or complementary in

some other fashion, etc.). In such an instance, a DVD appliance

and/or a user of a DVD appliance (or other device or system

15 connected to such appliance) may have the same rights, differing,

and/or different rights applied to locally and remotely available

content, and portions of local and remotely available content may

themselves be subject to differing or different rights when used by

a user and/or appliance. This arrangement can support an overall,

20 profound increase in user content opportunities that are seamlessly
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integrated and efficiently available to users in a single content

searching and/or usage activity by exploiting the rights

management and content resources of plural, connected

arrangements.

U1 Such a rights augmenting remote authority may be directly

coupled to a DVD appliance and/or other device by modem, or

directly or indirectly coupled through the use of an I/O interface,

such as a serial 1394 compatible controller (e.g., by

communicating between a 1394 enabled DVD appliance and a

10 local personal computer that functions as a smart synchronous or

asynchronous information communications interface to such one

or more remote authorities, including a local PC or NC or server

that serves as a local rights management authority augmenting

and/or supplying the rights management in a DVD appliance).

15 In accordance with yet another aspect provided by this

invention, rights provided to, purchased, or otherwise acquired by

a participant and/or participant DVD appliance or other system

can be exchanged among such peer-to-peer relating devices and/or

other systems through the use of one or more permenantly or

20 temporarily networked arrangments. In such a case, rights may be
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bartered, sold, for currency, otherwise exchanged for value, and/or

loaned so long as such devices and/or other systems participate in

a rights management system, for example, such as the Virtual

Distribution Environment described in Ginter, et a1., and employ

5 rights transfer and other rights management capabilities described

therein. For example, this aspect of the present invention allows

parties to exchange games or movies in which they have

purchased rights. Continuing the example, an individual might

buy some of a neighbor’s usage rights to watch a movie, or

10 transfer to another party credit received from a game publisher for

the successful superdistribution of the game to several

acquaintances, where such credit is transferred (exchanged) to a

friend to buy some of the friend’s rights to play a different game a

certain number of times, etc.In accordance with yet another aspect

15 provided by this invention, content carried by a portable storage

medium such as a DVD is associated with one or more encryption

keys and a secure content identifier. The content itself (or

information required to use the content) is at least partially

cryptographically encrypted—with associated decryption keys

20 being required to decrypt the content before the content can be
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used. The decryption keys may themselves be encrypted in the

form of an encrypted key block. Different key management and

access techniques may be used, depending on the platfomi.

In accordance with still yet another aspect provided by this

5 invention, electronic appliances that "create" digital content (or

even.analog content) —e.g., a digital camera/video recorder or

audio recorder—can be readily equipped with appropriate

hardware and/or software so as to produce content that is provided

within a secure container at the outset. For example, content

10 recorded by a digital camera could be immediately packaged in a

secure container by the camera as it is recording. The camera

could then output content already packaged in a secure

container(s). This could preclude the need to encapsulate the

content at a later point in time or at a later production stage, thus,

15 saving at least one production-process step in the overall

implementation of electronic rights management in accordance

with the present invention. Moreover, it is contemplated that the

very process of "reading" content for use in the rights management

environment might occur at many steps along a conventional

20 production and distribution process (such as during editing and/or
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the so called “pressing" ofa master [PVD or audio disk, for

example). Accordingly, another significant advantage of the

present invention is that rights management of content essentially

can be extended throughout and across each appropriate content

5 creation, editing, distribution, and usage stages to provide a

seamless content protection architecture that protects rights

throughout an entire content life cycle.

In one example embodiment, the storage medium itself

carries key block decryption key(s) in a hidden portion of the

10 storage medium not normally accessible through typical access

and/or copying techniques. This hidden key may be used by a

drive to decrypt the encrypted key block—such decrypted key

block then being used to selectively decrypt content and related

information carried by the medium. The drive may be designed in

15 a secure and tamper-resistant manner so that the hidden keys are

never exposed outside of the drive to provide an additional

security layer.

In accordance with another example embodiment, a video

disk drive may store and maintain keys used to decrypt an

20 encrypted key block. The key block decryption keys may be
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stored in a drive key store, and may be updatable ifthe video disk

drive may at least occasionally use a communications path

provided, for example, by a set top box, network port or other

communications route.

5 In accordance with a filrther example embodiment, a virtual

distribution environment secure node including a protected

processing environment such as a hardware—based secure

processing unit may control the use of content carried by a

portable storage medium such as a digital video disk in accordance

10 with control rules and methods specified by one or more secure

containers delivered to the secure node on the medium itself

and/or over an independent communications path such as a

network.

Certain conventional copy protection for DVD currently

15 envisions CGMA copy protection control codes combined with

certain encryption techniques first proposed apparently by

Matsushita Corporation. Notwithstanding the limited benefits of

this approach to digital property protection, the present invention

is capable ofproviding a supplementary, compatible, and far more

20 comprehensive rights management system while also providing
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additional and/or different options and solutions. The following

are some additional examples of advantageous features provided

in accordance with the inventions:

' Strong security to fully answer content supplier

5 needs.

0 Value chain management automation and

efficiencies including distributed rights

protection, "piece of the tick" payment

disaggregation to value chain participants, cost-

10 effective micro—transaction management, and

superdistribution, including offline

micropayment and microtransaction support for

at least occasionally connected devices.

- Simplified, more efficient channel management

15 including support for the use of the same

content deliverable on limited resource, greater

resource, standalone, and/or connected devices.

- Can be used with any medium and application

type and/or all forms of content and content

20 models -- notjust compressed video and sound

as in some prior techniques and supports the

use of copies of the same or materially the
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same content containers across a wide variety

of media delivery systems (e.g., broadcast,

Internet repository, optical disc, etc) for

operation on a wide variety of different

5 electronic appliances (e.g., digital cameras,

digital editing equipment, sound recorders,

sound editing equipment, movie theater

projectors, DVD appliances, broadcast tape

players, personal computers, smart televisions,

10 etc).

0 Asset management and revenue and/or other

consideration maximizing through important

new content revenue and/or other consideration

opportunities and the enhancement of value

15 chain operating efficiencies.

- Is capable ofproviding 100% compatibility

with the other protection techniques such as,

for example, CGMA protection codes and/or

Matsushita data scrambling approaches to

20 DVD copy protection.

- Can be employed with a variety of existing

data scrambling or protection systems to

provide very high degrees of compatibility

and/or level of filnctionality.
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- Allows DVD technology to become a reusable,

programmable, resource for an unlimited

variety of entertainment, information

commerce, and cyberspace business models.

5 o Enables DVD drive and/or semiconductor

component manufacturers and/or distributors

and/or other value adding participants to

become providers of, and rights holders in, the

physical infrastructure of the emerging,

10 connected world of the Internet and Intranets

where they may charge for the use of a portion

(e.g., a portion they provided) of the

distributed, physical infrastructure as that

portion participates in commercial networks.

15 Such manufacturers and/or distributors and/or

other value adding participants can enjoy the

revenue benefits resulting from participation in

a “piece of the tick” by receiving a small

portion of the revenue received as a result of a

20 participating transaction.

' Provides automated internationalization,

regionalization, and rights management in that:

—— DVD content can be supplied with

arrays of different rule sets for
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automat

identity of the user; and

provides added benefits to
apparatus of the present invention

media recorders/publishers in that it:

Works with a current “keep honest people
honest" philosophy.

0 Can provide 100% compatibility with other
1 0

protection schemes such as for example,

encoded discs.

Can work with and/or supplement other
protection schemes to provide desired degree

15
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Provides powerfgl, extensible rights
management that reaches be

yond limited copyprotection models to ri
ghts management for the

digitally convergent world.

10

20
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- Converts "pass-alpng,” copying, and many

forms of copyright infringement from a

strategic business threat to a fundamental

business opportunity.

5 - A single standard for all digital content

regardless of media and/or usage locality and

other rights variables.

- Major economies of scale and/or scope across

industries, distribution channels, media, and

10 content type.

- Can support local usage governance and

auditing within DVD players allowing for

highly efficient micro-transaction support,

including multiparty microtransactions and

15 transparent multiparty microtransactions.

- Empowers rightsholders to employ the broadest

range of pricing, business models, and market

strategies—as they see fit.

Further aspects of the present invention which may prove

20 beneficial to DVD and other digital medium appliance

manufacturers are:
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- Capable of providing bit for bit compatibility

with existing discs.

0 Content type independent.

0 Media independent and

5 programmable/reusable.

0 Highly portable transition to next generation of

appliances having higher density devices

and/or a writable DVD and/or other optical

media format(s).

10 - Participation in revenue flow generated using

the appliance.

° Single extensible standard for all digital

content appliances.

0 Ready for the future "convergent" world in

15 which many appliances are connected in the

home using, as one example, IEEE 1394

interfaces or other means (e.g., some

appliances will be very much like computers

and some computers will be very much like

20 appliances).
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Aspects of the present inventions provide many benefits to

computer and OS manufacturers such as for example:

0 Implementation in computers as an extension

to the operating system, via for example, at

5 least one transparent plug—in, and does not

require modifications to computer hardware

and/or operating systems.

0 Easy, seamless integration into operating

systems and into applications.

10 0 Extremely strong security, especially when

augmented with "secure silicon" (i.e.,

hardware/firmware protection apparatus

fabricated on chip).

0 Transforms user devices into true electronic

15 commerce appliances.

0 Provides a platform for trusted, secure rights

management and event processing.

0 Programmable for customization to specialized

requirements.
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Additional features and advantages provided in accordance

with the inventions include, for example:

0 Information on the medium (for example, both

properties and metadata) may be encrypted or

5 not.

0 Different information (for example, properties,

metadata) may be encrypted using different

keys. This provides greater protection against

compromise, as well as supporting selective

10 usage rights in the context of a sophisticated

rights management system.

0 There may be encrypted keys stored on the

medium, although this is not required. These

keys may be used to decrypt the protected

15 properties and metadata. Encrypted keys are

likely to be used because that allows more

keying material for the information itself, while

still keeping access under control of a single

key.

20 0 Multiple sets of encrypted keys may be stored

on the medium, either to have different sets of

keys associated with different information, or

to allow multiple control regimes to use the

S4 .
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same information, where each control regime

may use one or more different keys to decrypt

the set of encrypted keys that it uses.

0 To support the ability of the player to access

5 rights managed containers and/or content, a

decryption key for the encrypted keys may be

hidden on the medium in one or more locations

that are not normally accessible. The “not

normally accessible” location(s) may be

10 physically enabled for drives installed in

players, and disabled for drives installed in

computers. The enablement may be different

firmware, ajumper on the drive, etc.

o The ability ofthe player to access rights

15 managed containers and/or content may also be

supported by one or more stored keys inside

the player that decrypts certain encrypted keys

on the medium.

0 Keys in a player may allow some players to

20 7 play different properties than others. Keys

could be added to, and/or deleted from the

player by a network connection_(e.g., to a PC, a

cable system, and/or a modem connection to a

source of new and/or additional keys and/or
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key revocation information) or automatically

loaded by “playing” a key distribution DVD.

- Controlling computer use may be supported by

some or all of the same techniques that control

5 player use of content and/or rights managemnt

information.

0 Controlling computer use of content and/or

rights management information may be

supported by having a computer receive,

10 through means of a trusted rights management

system, one or more appropriate keys.

0 A computer may receive additional keys that

permit decryption of certain encrypted keys on

the medium.

15 o A computer may receive additional keys that

permit decryption of one or more portions of

encrypted data directly. This may permit

selective use of information on the medium

without disclosing keys (e.g., a player key that

20 decrypts any encrypted keys).

In accordance with further aspects provided by the present

invention, a secure "software container" is provided that allows:
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o Cryptographically protected encapsulation of

content, rights rules, and usage controls.

0 Persistent protection for transport, storage, and

value chain management.

5 o Sophisticated rules interface architecture.

Elements can be delivered independently, such as new

controls, for example, regarding discount pricing (e.g. sale pricing,

specific customer or group discounts, pricing based on usage

patterns, etc.) and/or other business model changes, can be

10 delivered after the property has been distributed (this is especially

beneficial for large properties or physical distribution media (e.g.,

DVD, CD-ROM) since redistribution costs may be avoided and

consumers may continue to use their libraries of discs). In

addition, encrypted data can be located "outside" the container.

15 This can allow, for example, use of data stored independently

from the controls and supports "streaming" content as well as

"legacy" systems (e.g., CGMS).
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BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages provided in

accordance with these inventions may be better and more

completely understood by referring to the following detailed

5 description of presently preferred examples in conjunction with

the drawings, of which:

Figure 1A shows example home consumer electronics

equipment for using portable storage media such as digital video

disks;

10 Figure 1B shows example secure node equipment for using

the same portable storage media but providing more advanced

rights management capabilities;

Figure 1C shows an example process for manufacturing

protected optical disks;

15 Figure 2A shows an example architecture of the Figure 1A

consumer electronics equipment;

Figure 2B shows an example architecture for the Figure 1B

secure node equipment;
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Figure 3 shows example data structures used by the Figure

1A equipment;

Figure 3A and 3B show example control set definitions;

Figures 4A and 4B show example usage techniques

5 provided by the Figure 1A appliance;

Figure 5 shows example data structures used by the Figure

1B secure node for accessing information on the storage medium;

Figure 6 shows an example usage technique performed by

the Figure 1B secure node;

10 Figure 7 is a block diagram illustrating an example of a

special secure software container contained on a DVD;

Figure 8 is a block diagram illustrating an example of a

secure container along with the video property content stored on a

DVD medium;

15 Figure 9 is a block diagram illustrating another example of a

standard container stored on a DVD medium including an

additional container having a more complex rule arrangement for

use, for example, with a secure node;
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Figure 10 shows an example use ofa DVD having a

container (i.e., stored on the medium) with a DVD player provided

with a secure rights management node, and also shows use of the

same DVD with a DVD player that does not have a secure rights
U}

management node;

Figure 1 l is a block diagram illustrating use ofa DVD that

invention as compared with use of the same DVD with a DVD

10 player that does not have a secure node;

Figures 12-14 show example network configurations; and

Figures ISA-15C show an example virtual rights process.

DETAILED DESCRIPTION OF
PRESENTLY PREFERRED EXAMPLE

15 EMBODIMENTS

Overall Example Digital Video Disk Usage System

Figure 1A shows example inexpensive mass-produced

home consumer electronics equipment 50 for using information

stored on a storage medium 100 such as a portable digitally-

20 encoded optical disk (e.g., a digital video disk or “DVD").
60
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Consumer equipment 50 includes a dedicated disk player 52, that

in some embodiments, may also have the capability to write

optical media (writeable DVD disks, or “DVD—RAM”) for

example) as well, connected to a home color television set 54. A

5 remote control unit 56 may be used to control the disk player 52

and/or television set 54.

In one example, disk 100 may store a feature length motion

picture or other video content. Someone wishing to watch the

content stored on disk 100 may purchase or rent the disk, insert

10 the disk into player 52 and use remote control 56 (and/or controls

58 that may be provided on player 52) to control the player to play

back the content via home television set 54.

In some embodiments, remote control 56 (and/or controls

58 that may be provided on device 52) may be used to control the

15 recording ofa movie, for example. Player 52 reads the digitized

video and audio information carried by disk 100, converts it into

signals compatible with home color television set 54, and provides

those signals to the home color television set.
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In some embodiments, television set 54 (and/or a set top

box) provide the video signals to be recorded by device 52 on

writable Optical media, DVD-RAM in one non-limiting example.

Television set 54 produces images on screen 54a and produces

5 sounds through loudspeakers 54b based on the signals player 52

provides to the television set.

The same disk 100 may be used by a more advanced

platform 60 shown in Figure 1B. Platform 60 may include, for

example, a personal computer 62 connected to a display monitor

10 64, a keyboard 66, a mouse pointing device 68, and a loudspeaker

70. In this example, platform 60 may be able to play back the

content stored on disk 100 in the same way as dedicated disk

player 52, but may also be capable ofmore sophisticated and/or

advanced uses of the content as enabled by the presence of secure

15 node 72 within the platform. (In some embodiments, platform 60

may also be able to record content on writable optical media,

DVD-RAM, in one non-limiting example.) For example, it may be

possible, using platform 60 and its secure node 72, to interactively

present the motion picture or other content such that the user may

20 input choices via keyboard 66 and/or mouse pointing device 68
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that, in real time, change the presentation provided via display 64

and loudspeaker 60.

As one example, the platform 60 user selects from options

displayed on display 64 that cause the content presentation

5 sequence to change (e.g., to provide one of a number of different

endings, to allow the user to interactively control the flow of the

images presented, etc.). Computer 62 may also be capable of

using and manipulating digital data including for example

computer programs and/or other information stored on disk 100

10 that player 52 cannot handle.

Secure node 72 provides a secure rights management

facility that may, for example, permit more invasive or extensive

use of the content stored on disk. For example, dedicated player

52 may prevent any copying of content stored by disk 100, or it

15 may allow the content to be copied only once and never again.

Platform _60 including secure node 72, on the other hand, may

allow multiple copies of some or all ofthe same content—but only

if certain conditions are met (e.g., the user of equipment 60 falls

within a certain class of people, compensation at an agreed on rate

20 is securely provided for each copy made, only certain excerpts of
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the content are c0pied, a secure audit trail is maintained and

reported for each copy so made, etc.). (In some embodiments,

dedicated player 52 may send protected content only to devices

authenticated as able to enforce securely rights management rules

5 and usage consequences. In some embodiments, devices may

authenticate using digital certificates, one non-limiting example

being certificates conforming to the X.509 standard.) Hence,

platform 60 including secure node 72 can, in this example, use the

content provided by disk 100 in a variety of flexible, secure ways

10 that are not possible using dedicated player 52—or any other

appliance that does not include a secure node.

Example Secure Disk Creation and Distribution Process

Figure 1C shows an example secure process for creating a

master multimedia DVD disk 100 for use with players 50, 60. In

15 this example, a digital camera 350 converts light images (i.’e.,

pictures) into digital information 351 representing one or a

sequence of images. Digital camera 350 in this example includes

a secure node 72A that protects the digital information 351 before

it leaves camera 350. Such protection can be accomplished, for
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example, by packaging the digital information within one or more

containers and/or associating controls with the digital information.

In this example, digital camera 350 provides the protected

digital image information 351 to a storage device such as, for

5 example, a digital tape recorder 352. Tape recorder 352 stores the

digital image information 351 (along with any associated controls)

onto a storage medium such as magnetic tape cartridge 354 for

example. Tape recorder 352 may also include a secure node 72B.

Secure node 728 in this example can understand and enforce the

10 controls that the digital camera secure node 72A applies to and/or

associated with the digital information 351, and/or it may apply its

own controls to the stored information.

The same or different tape recorder 352 may play back

protected digital information 351 to a digital mixing board 356.

15 Digital mixing board 356 may mix, edit, enhance or otherwise

process the digital information 351 to generate processed digital

information 358 representing one or a sequence of images. Digital

mixing board 356 may receive additional inputs from other

devices such as for example other tape recorders, other digital

20 cameras, character generators, graphics generators, animators, or
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any other image-based devices. Any or all of such devices may

also include secure nodes 72 to protect the infomation they

generate. In some embodiments, some of the digital information

can be derived from equipment including a secure node, and other

5 digital information can be derived from equipment that has no

secure node. In still other embodiments, some of the digital

information provided to digital mixer 356 is protected and some is

not protected.

Digital mixing board 356 may also include a secure node

10 72C in this example. The digital mixing board secure node 72C

may enforce controls applied by digital camera secure node 72A

and/or tape recorder secure node 72B, and/or it may add its own

protections to the digital information 358 it generates.

In this example, an audio microphone 361 receives sound

15 and converts the sound into analog audio signals. The audio

Signals in this example are inputted to a digital audio tape recorder

362. In the example shown, tape recorder 362 and audio mixer 364

are digital devices. However, in other embodiments, one, the

other or both of these devices may operate in the analog domain.

20 In the example shown, digital audio tape recorder 362 converts the
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analog audio signals into digital information representing the

sounds, and stores the digital information (and any associated

controls) onto a tape 362.

In this example, audio tape recorder 362 includes a secure

5 node 72E that may associate controls with the information stored

on tape 363. Such controls may be stored with the information on

the tape 363. In another embodiment, microphone 361 may

include its own internal secure node 72 that associates control

information with the audio information (e.g., by

10 steganographically encoding the audio information with control

information). The tape recorder 362 may enforce such controls

applied by microphone 361.

Alternatively, microphone 361 may operate in the digital

domain and provide digital representations of audio, perhaps

15 including control information supplied by secure node 72

optionally incorporated in microphone 36], directly to connected

devices such as audio tape recorder 362. Digital representations

may optionally be substituted for analog representations of any

signals between the devices in the example Figure 1C,
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The same or different tape recorder 362 may play back the

information recorded on tape 363, and provide the information

366 to an audio mixer 364. Audio mixer 364 may edit, mix, or

otherwise process the information 366 to produce information 368

5 representing one or a sequence of sounds. Audio mixer 364 may

also receive inputs from other devices such as for example other

tape recorders, other microphones, sound generators, musical

synthesizers, or any other audio-based devices. Any or all of such

devices may also include secure nodes 72 to protect the

10
information they generate. In some embodiments, some of the

digital information is derived from equipment including a secure

node, and other digital information is derived from equipment that

has no secure node. In still other embodiments, some of the

digital information provided to audio mixer 364 is protected and

15 some is not protected.

Audio mixer 364 in this example includes a secure node

72F that enforces the controls, if any, applied by audio tape

recorder secure node 72E; and/or applies its own controls.

Digital image mixer 356 may provide digital information

20 358 to “DVD-RAM” equipment 360 that is capable of writing to
68

F033_WO1997043761_Intertrust Page 70 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1007



DISH-Blue Spike 842
Exhibit 1005, Page 1008

WO 97/43761 ' PCT/US97/08192

master disks 100 and/or to disks from‘which master dicks may be

created Similarly, audio mixer 364 may provide digital

information 368 to equipment 360. Equipment 360 records the

image information 358 and audio information 368 onto master

5 disk 100. In this example, equipment 360 may include a secure

node 72D that enforces controls applied by digital camera secure

node 72A, tape recorder secure node 72B, digital mixer secure

node 72C audio tape recorder secure node 72E and/or audio mixer

secure node 72F; and/or it may add its own protections to the

10 digital information 358 it writes onto master disks 100. A disk

manufacturer can then mass-produce disks 100(1)-100(N) based

on the master disk 100 using conventional disk mass-production

equipment for distribution through any channels (e.g., video and

music stores, websites, movie theaters, etc.). Consumer

15 appliances 50 shown in Figures 1A and 1B may play back the

disks 100 — enforcing the controls applied to the information

stored on the disks 100. Secure nodes 72 thus maintain end—to-

end, persistent secure control over the images generated by digital

camera 350 and the sounds generated by microphone 361 during

20 the entire process of making, distributing and using disks 100.
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In the Figure 1C example shown, the various devices may

communicate with one another over so-called “IEEE 1394” high-

speed digital serial busses. In this context, “IEEE 1394” refers to

hardware and software standards set forth in the following

5 standards specification incorporated by reference herein: 1394-

1995 IEEE Standard for a High Performance Serial Bus, No. l—

5593 7-583-3 (Institute ofElectrical and Electronics Engineers

1995). This specification describes a high—speed memory mapped

digital serial bus that is self-configuring, hot pluggable, low cost

10 and scalable. The bus supports isochronous and asynchronous

transport at 100, 200 or 400 Mbps, and flexibly supports a number

of different tOpologies. The specification describesa physical

level including two power conductors and two twisted pairs for

signalling. The specification further describes physical, link and

15 transaction layer protocols including serial bus management.

Alternatively, any other suitable electronic communication means

may be substituted for the “IEEE 1394” medium shown in Figure

1C, including other wired media (e.g., Ethernet, universal serial

bus), and/or wireless media based on radio-frequency (RF)

7O
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transmission, infra-red signals, and/or any other means and/or

types of electronic communication.

Example Dedicated Player Architecture

Figure 2A shows an example architecture for dedicated

5 player 52. In this example, player 52 includes a video disk drive

80, a controller 82 (e.g., including a microprocessor 84, a memory

device such as a read only memory 86, and a user interface 88),

and a video/audio processing block 90. Video disk drive 80

optically and physically cooperates with disk 100, and reads

10 digital information from the disk. Controller 82 controls disk

drive 80 based on program instructions executed by

microprocessor 84 and stored in memory 86 (and further based on

user inputs provided by user interface 88 which may be coupled to

controls 58 and/or remote control unit 56). Video/audio

15 processing block 90 converts digital video and audio information

read by disk drive 80 into signals compatible with home color

television set 54 using standard techniques such as video and

audio decompression and the like. Video/audio processing block

90 may also insert a visual marking indicating the ownership

20 and/or protection of the video program. Block 90 may also
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introduce a digital marking indicating to a standard recording

device that the content should not be recorded.

Example Secure Node Architecture

Figure 2B shows an example architecture for platform 60

5 shown in Figure lB—which in this example is built around a

personal computer 62 but could comprise any number of different

types of appliances. In this example, personal computer 62 may

be connected to an electronic network 150 such as the Internet via

a communications block 152. Computer equipment 62 may

10 include a video disk drive 80' (which may be similar or identical to

the disk drive 80 included within example player 52). Computer

equipment 62 may further include a microprocessor 154, a

memory 156 (including for example random access memory and

read only memory), a magnetic disk drive 158, and a video/audio

15 processing block 160. Additionally, computer equipment 62 may

include a tamper—resistant secure processing unit 164 or other

protected processing environment. Secure node 72 shown in

Figure 1B may thus be provided by a secure processing unit 164,

software executing on microprocessor 154, or a combination of

72

F033_WO1997043761_Intertrust Page 74 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1011



DISH-Blue Spike 842
Exhibit 1005, Page 1012

W0 97/4376] PCT/US97/08192

the two. Different embodiments may provide secure node 72

using software-only, hardware-only, or hybrid arrangements.

Secure node 72 in this example may provide and support a a

general purpose Rights Operating System employing reusable

5 kernel and rights language components. Such a commerce-

enabling Rights Operating System provides capabilities and

integration for advanced commerce operating systems of the

future. In the evolving electronic domain, general purpose,

reusable electronic commerce capabilities that all participants can

10 rely on will become as important as any other capability of

operating systems. Moreover, a rights operating system that

provides, among other things, rights and auditing operating system

functions can securely handle a broad range of tasks that relate to

a virtual distribution environment. A secure processing unit can,

15 for example, provide or support many of the security functions of

the rights and auditing operating system functions. The other

operating system functions can, for example, handle general

appliance functions. The overall operating system may, for

example, be designed from the beginning to include the rights and

20 auditing operating system functions plus the other operating
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system functions, or the rights and auditing operating system

fimctions may, in another example, be an add—on to a preexisting

operating system providing the other operating system functions.

Any or all of these features may be used in combination with the

5 invention disclosed herein.

Example Disk Data Structures and Associated
Protections

Figure 3 shows some example data structures stored on disk

100. In this example, disk lOO‘may store one or more properties

10 or other content 200 in protected or unprotected form. Generally,

in this example, a property 200 is protected ifit is at least in part

encrypted and/or associated information needed to use the

property is at least in part encrypted and/or otherwise unusable

without certain conditions having being met. For example,

15 property 200(1) may be completely or partially encrypted using

conventional secure cryptographic techniques. Another property

200(2) may be completely unprotected so that it can be used freely

without any restriction. Thus, in accordance with this example,

disk 100 could store both a movie as a protected property 200(1)

20 and an unprotected interview with the actors and producers or a
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“trailer” as unprotected property 200(2). As shown in this

example, disk 100 may store any number of different properties

200 in protected or unprotected form as limited only by the

storage capacity of the disk.

5 p In one example, the protection mechanisms provided by

disk 100 may use any or all of the protection (and/or other)

structures and/or techniques described in the above-referenced

Shear patents. The Shear patents describe, by way of non-

exhaustive example, means for solving the problem of how to

10 protect digital content from unauthorized use. For example, the

Shear patent specifications describe, among other things, means

for electronically “overseeing” -- through distributed control

nodes present in client computers -- the use of digital content.

This includes means and methods for fulfilling the consequences

15 of any such use.

Non-limiting examples of certain elements described in the

Shear patent specifications include:

(a) decryption of encrypted information,
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(b) metering,

(c) usage control in response to a combination of

derived metering information and rules set by

content providers,

5 (d) securely reporting content usage information,

(e) use of database technology for protected

information storage and delivery,

(f) local secure maintenance of budgets, including,

for example, credit budgets,

10 (g) local, secure storage of encryption key and

content usage information,

(h) local secure execution of control processes, and

(i) in many non-limiting instances, the use of optical
media.

15 Any or all ofthese features may be used in combination in

or with the inventions disclosed herein.

Certain of the issued Shear patents’ specifications also

involve database content being local and remote to users.
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Database information that is stored locally at the end—user’s

system and complemented by remote, “on-line” database

information, can, for example, be used to augment the local

information, which in one example, may be stored on optical

5 media (for example, DVD and/or CD—ROM). Special purpose

semiconductor hardware can, for example, be used to provide a

secure execution environment to ensure a safe and reliable setting

for digital commerce activities.

The Shear patents also describe, among other things,

10 database usage control enabled through the use of security,

metering, and usage administration capabilities. The

specifications describe, inter alia, a metering and control system

in which a database, at least partially encrypted, is delivered to a

user (e.g., on optical media). Non-limiting examples of such

15 optical media may, for example, include DVD and CD—ROM.

Subsequent usage can, for example, be metered and controlled in

any of a variety of ways, and resulting usage information can be

transmitted to a responsible party (as one example).

The Shear patent specifications also describe the generation

20 of a bill in response to the transmitted information. Other
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embodiments of the Shear patents provide, for example, unique
information security '

5 include monitoring the “contiguousness,” and/or “logical
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Any or all of these features may be used in the embodiments

herein.

One specific non-limiting embodiment could, for example,

involve a provider who prepares a collection of games. The

5 provider prepares a database “index” that stores information

pertaining to the games, such as for example, the name, a

description, a creator identifier, the billing rates, and the maximum

number of times or total elapsed time each game may be used

prior to a registration or re-registration requirement. Some or all

10 ofthis information could be stored in encrypted form, in one

example, on optical media, non-limiting examples of which

include DVD and CD-ROM. The provider may then encrypt some

or all portions of the games such that a game could not be used

unless one or more encrypted portions were decrypted. Typically,

15 decryption would not occur unless provider specified conditions

were satisfied, in one example, unless credit was available to

compensate for use and audit information reflecting game usage

was being stored. The provider could determine, for example:

which user activities he or she would allow, whether to meter such

20
activities for audit and/or control purposes, and what, if any, limits
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would be set for allowed activities. This might include, for

example, the number oftimes that a game is played, and the

duration of each play. Billing rates might be discounted, for

example, based on total time of game usage, total number of

5 games currently registered for use, or whether the customer was

also registered for other services available from the same provider,

etc.

In the non-limiting example discussed above, a provider

might, for example, assemble all of the prepared games along with

10 other, related information, and publish the collection on optical

media, non-limiting examples of which include CD-ROM and/or

DVD. The provider might then distribute this DVD disk to

prospective customers. The customers could then select the games

they wish to play, and contact the provider. The provider, based

15 on its business model, could then send enabling information to

each authorized customer, such as for example, including, or

enabling for use, decryption keys for the encrypted portion of the

selected games (alternatively, authorization to use the games may

have arrived with the DVD and/or CD-ROM disk, or might be

20 automatically determined, based on provider set criteria, by the
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user’s secure client system, for example, based on a user’s

participation in a certified user class). Using the user’s client

decryption and metering mechanism the customer could then

make use ofthe games. The mechanism might then record usage

5 information, such as for example, the number of times the game

was used, and, for example, the duration of each play. It could

periodically transmit this information the game provider, thus

substantially reducing the administration overhead requirements

of the provider’s central servers. The game provider could receive

10 compensation for use of the games based upon the received audit

information. This information could be used to either bill their

customers or, alternatively, receive compensation from a provider

of credit.

Although games provide one convenient, non-limiting »

15 example, many of these same ideas can be easily applied to all

kinds of content, all kinds of properties, including, by way of non—

limiting examples:

0 video,

0 digitized movies,
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0 audio, -

0 images,

0 multimedia,

0 software,

5 0 games,

0 any other kind of property

0 any combination of properties.

Other non—limiting embodiments of the Shear patent

10 specifications support, for example, securely controlling different

kinds of user activities, such as displaying, printing, saving

electronically, communicating, etc. Certain aspects further apply

different control criteria to these different usage activities. For

example, information that is being browsed may be distinguished

15 from information that is read into a host computer for the purpose

of copying, modifying, or telecommunicating, with different cost

rates being applied to the different activities (so that, for example,

82

F033_WO1997043761_Intertrust Page 84 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1021



DISH-Blue Spike 842
Exhibit 1005, Page 1022

WO 97/43761 V PCT/US97/08l92

the cost of browsing can be much less than the cost of copying or

printing).

The Shear patent specifications also, for example, describe

management of information inside of organizations by both

5 publishers and the customer. For example, an optional security

system can be used to allow an organization to prevent usage of all

or a portion of an information base unless the user enters his

security code. Multiple levels of security codes can be supported

to allow restriction of an individual’s use according to his security

10 authorization level. One embodiment can, for example, use

hardware in combination with software to improve tamper

resistance, and another embodiment could employ an entirely

software based system. Although a dedicated hardware/software

system may under certain circumstances provide assurance against

15 tampering, techniques which may be implemented in software

executing on a non-dedicated system may provide sufficient

tamper resistance for some applications. Any or all of these

features may be used in combination with the technology

disclosed in this patent specification.
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Figures 3 Disks May Also Store Metadata,
Controls and Other Information

In this example, disk 100 may also store “metadata" in

protected and/or unprotected form. Player 52 uses metadata 202

5 to assist in using one or more ofthe properties 200 stored by disk

100. For example, disk 100 may store one metadata block 202(1)

in unprotected form and another metadata block 202(2) in

protected form. Any number of metadata blocks 202 in protected

and/or unprotected form may be stored by disk 100 as limited only

10 by the disk’s storage capacity. In this example, metadata 202

comprises information used to access properties 200. Such

metadata 202 may comprise, for example, frame sequence or other

“navigational” information that controls the playback sequence of

one or more of the properties 200 stored on disk 100. As one

15 example, an unprotected metadata block 202 may access only

selected portions of a protected property 200 to generate an

abbreviated “trailer” presentation, while protected metadata block

202 may. contain the frame playback sequence for the entire video

presentation of the property 200. As another example, different

20 metadata blocks 202 may be provided for different ”cuts" of the
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same motion picture property 200 (e.g., an R—rated version, a PG-

rated version, a director’s cut version, etc.).

In this example, disk 100 may store additional information

for security purposes. For example, disk 100 may store control

5 rules in the form of a control set 204—which may be packaged in

the form of one or more secure containers 206. Commerce model

participants can securely contribute electronic rules and controls

that represent their respective “electronic” interests. These rules

and controls extend a “Virtual PresenceTM” through which the

10 commerce participants may govern remote value chain activities

according to their respective, mutually agreed to rights. This

Virtual Presence may take the form of participant specified

electronic conditions (e.g., rules and controls) that must be

satisfied before an electronic event may occur. These rules and

15 controls can be used to enforce the party’s rights during

“downstream” electronic commerce activities. control

information delivered by, and/or otherwise available for use with,

VDE content containers may, for example, constitute one or more

“proposed” electronic agreements which manage the use and/or

20 consequences of the use of such content and which can enact the
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terms and conditions of agreements involving multiple parties and

their various rights and obligations.

The rules and controls from multiple parties can be used, in

._ one example, to form aggregate control sets (“Cooperative Virtual

5 PresenceTM”) that ensure that electronic commerce activities will

be consistent with the agreements amongst value chain

participants. These control sets may, for example, define the

conditions which govern interaction with protected digital content

(disseminated digital content, appliance control information, etc.).

10 These conditions can, for example, be used to control not only

digital information use itself, but also the consequences of such

use. Consequently, the individual interests of commerce

participants are protected and cooperative, efficient, and flexible

electronic commerce business models can be formed. These

15 models can be used in combination with the present invention.

Disks May Store Encrypted Information

Disk 100 may also store an encrypted key block 208. In this

example, disk 100 may further store one or more hidden keys 210.

In this example, encrypted key block 208 provides one or more

20 cryptographic keys for use in decrypting one or more properties
86
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200 and/or one or more metadata blocks 202. Key block 208 may

provide different cryptographic keys for decrypting different

properties 200 and/or metadata blocks 202, or different portions of

' the same property and/or metadata block. Thus, key block 208

5 may comprise a large number of cryptographic keys, all of which

are or may be required if all of the content stored by disk 100 is to

be used. Although key block 208 is shown in Figure 3 as being

separate from container 206, it may be included within or as part

of the container if desired.

10 Cryptographic key block 208 is itself encrypted using one

or more additional cryptographic keys. In order for player 52 to

use any of the protected information stored on disk 100, it must

first decrypt corresponding keys within the encrypted key block

208—and then use the decrypted keys from the key block to

15 decrypt the corresponding content.

In_this example, the keys required to decrypt encrypted key

block 208 may come from several different (possibly alternative)

sources. In the example shown in Figure 3, disk 100 stores one or

more decryption keys for decrypting key block 208 on the medium

20 itselfin the form ofa hidden key(s) 210. Hidden key(s) 210 may
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be stored, for example, in a location _on disk 100 not normally

accessible. This “not normally accessible” location could, for

example, be physically enabled for drives 80 installed in players

52 and disabled for drives 80' installed in personal computers 62.

5 Enablement could be provided by different firmware, a jumper on

drive 80, etc. Hidden key(s) 210 could be arranged on disk 100 so

that any attempt to physically copy the disk would result in a

failure to copy the hidden key(s). In one example a hidden key(s)

could be hidden in the bit stream coding sequences for one or

10 more blocks as described by J. Hogan (Josh Hogan, "DVD Copy

Protection," presentation to DVD copy protect technical meeting

#4, 5/30/96, Burbank, CA.)

Alternatively, and/or in addition, keys required to decrypt

encrypted key block 208 could be provided by disk drive 80. In

15 this example, disk drive 80 might include a small decryption

component such as, for example, an integrated circuit decryption

engine including a small secure internal key store memory 212

having keys stored therein. Disk drive 80 could use this key store

212 in order to decrypt encrypted key block 208 without exposing

20 either keys 212 or decrypted key block 208—and then use the
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decrypted key from key block 208 to decrypt protected content

200, 202.

Disks May Store and/or Use Secure Containers

In yet another example, the key(s) required to decrypt

5 protected content 200, 202 is provided within secure container

206. Figure 3A shows a possible example ofa secure container

206 including information content 304 (properties 200 and

metadata 202 may be external to the container—or alternatively,

most or all of the data structures stored by video disk 100 may be

10 included as part of a logical and/or actual protected container).

The control set 204 shown in Figure 3 may comprise one or more

permissions record 306, one or more budgets 308 and/or one or

more methods 310 as shown in Figure 3A. Figure 3B shows an

example control set 204 providing one or more encryption keys

15 208, one or more content identifiers 220, and one or more controls

222. In this example, different controls 222 may apply to different

equipment and/or classes of equipment such as player 52 and/or

computer equipment 62 depending upon the capabilities of the

particular platform and/0r class of platform. Additionally,

20 controls 220 may apply to different ones of properties 200 and/or
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different ones of metadata blocks 202. For example, a control

222(1) may allow property 200(1) to be copied only once for

archival purposes by either player 52 or computer equipment 62.

A control 222(2) (which may be completely ignored by player 52

5 because it has insufficient technical and/or security capabilities

but which may be useable by computer equipment 62 with its

secure node 72) may allow the user to request and permit a public

performance of the same property 200(1) (e.g., for showing in a

bar or other public place) and cause the user’s credit or other

10 account to be automatically debited by a certain amount of

compensation for each showing. A third control 222(3) may, for

example, allow secure node 72 (but not player 52) to permit

certain classes of users (e.g., certified television advertisers and

journalists) to extract or excerpt certain parts of protected property

15 200(1) for promotional uses. A filrther control 222(4) may, as

another example, allow both video player 52 and secure node 72

to view certain still frames within property 200(1)—but might

allow only secure node 72 to make copies ofthe still frames based

on a certain compensation level.
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Example Disks and/or System May Make Use of
Trusted Infrastructure

Controls 222 may contain pointers to sources of additional

control sets for one or more properties, controls, metadata, and/or

5 other content on the optical disk. In one example, these additional

controls may be obtained from a trusted third party, such as a

rights and permissions clearinghouse and/or from any other value

chain participant authorized by at least one rightsholder to provide

at least one additional control set. This kind of rights and

10 permissions clearinghouse is one of several distributed electronic

administrative and support services that may be referred to as the

"Distributed Commerce Utility,” which, among other things, is an

integrated, modular array of administrative and support services

for electronic commerce and electronic rights and transaction

15 management. These administrative and support services can be

used to supply a secure foundation for conducting financial

management, rights management, certificate authority, rules

clearing, 'usage clearing, secure directory services, and other

transaction related capabilities functioning over a vast electronic

20 network such as the Internet and/or over organization internal

Intranets, or even in-home networks of electronic appliances. Non-
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limiting examples ofthese electronic appliances include at least

occasionally connected optical media appliances, examples of

which include read-only and/or writable DVD players and DVD

drives in computers and convergent devices, including, for

5 example, digital televisions and settop boxes incorporating DVD
drives.

exhaustive examples of electronic commerce participants include

15 individual creators, film and music studios, distributors, program

aggregators, broadcasters, and cable and satellite operators.

The Distributed Commerce Utility can, for example, make

optimally efficient use of commerce administration resources, and

can, in at least some embodiments, scale in a practical fashion to
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optimally accommodate the demands of electronic commerce

growth.

The Distributed Commerce Utility may, for example,

comprise a number of Commerce Utility Systems. These

5 Commerce Utility Systems can provide a web of infrastructure

support available to, and reusable by, the entire electronic

community and/or many or all of its participants. Different

support functions can, for example, be collected together in

hierarchical and/or in networked relationships to suit various

10 business models and/or other objectives. Modular support

functions can, for example, be combined in different arrays to

form different Commerce Utility Systems for different design

implementations and purposes. These Commerce Utility Systems

can, for example, be distributed across a large number of

15 electronic appliances with varying degrees of distribution.

The “Distributed Commerce Utility” provides numerous

additional capabilities and benefits that can be used in conjunction

with the particular embodiments shown in the drawings of this

application, non—exhaustive examples of which include:
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0 Enables practical and efficient electronic commerce and

rights management.

0 Provides services that securely administer and support

electronic interactions and consequences.

5 0 Provides infrastructure for electronic commerce and

other forms of human electronic interaction and

relationships.

Optimally applies the efficiencies of modern distributed

computing and networking.

10 0 Provides electronic automation and distributed

processing.

0 Supports electronic commerce and communications

infrastructure that is modular, programmable, distributed

and optimally computerized.

15 0‘
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0 Maximizes benefits from electronic automation and

distributed processing to produce optimal allocation and

use Of resources across a system 01' network.

0 Is efficient, flexible, cost effective, configurable,

5 reusable, modifiable, and generalizable.

0 Can economically reflect users‘ business and privacy

requirements.

0 Can optimally distribhte processes -— allowing commerce

models to be flexible, scaled to demand and to match

10 user requirements.

0 Can efficiently handle a full range of activities and

service volumes.

0 Can be fashioned and operated for each business model,

as a mixture of distributed and centralized processes.

15 0 ~ Provides a blend of local, centralized and networked

capabilities that can be uniquely shaped and reshaped to

meet changing conditions.
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0 Supports general purpose resources and is reusable for

many different models; in place infrastructure can be

reused by different value chains having different

requirements.

5 0 Can support any number of commerce and

communications models.

0 Efficiently applies local, centralized and networked

resources to match each value chain’s requirements.

0 Sharing of common resources spreads out costs and

10 maximizes efficiency.

0 Supports mixed, distributed, peer-to—peer and centralized

networked capabilities.

0 Can operate locally, remotely and/or centrally.

0 Can operate synchronously, asynchronously, or support

15 ’both modes of operation.

0 Adapts easily and flexibly to the rapidly changing sea of

commercial Opportunities, relationships and constraints

of "CyberSpace."
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Any or all of these features may be used in combination with the

inventions disclosed herein.

The Distributed Commerce Utility provides, among other

advantages, comprehensive, integrated administrative and support

5 services for secure electronic commerce and other forms of

electronic interaction. These electronic interactions supported by

the Distributed Commerce Utility may, in at least some

embodiments, entail the broadest range of appliances and

distribution media, non-limiting examples of which include

10 networks and other communications channels, consumer

appliances, computers, convergent devices such as WebTV, and

optical media such as CD-ROM and DVD in all their current and

future forms.

Example Access Techniques

15 Figures 3, 4A and 4B show example access techniques

provided by player 52. In this example, upon disk 100 being

loaded into player disk drive 80 (Figure 4A, block 400), the player

controller 82 may direct drive 80 to fetch hidden keys 210 from

disk 100 and use them to decrypt some or all of the encrypted key

20 block 208 (Figure 4A, block 402). In this example, drive 80 may
97
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store the keys so decrypted without exposing them to player

controller 82 (e.g., by storing them within key store 212 within a

secure decryption component such as an integrated circuit based

decryption engine) (Figure 4A, block 404). The player 52 may

5 control drive 80 to read the control set 204 (which may or may not

be encrypted) from disk 100 (Figure 4A, block 406). The player

microprocessor 82 may parse control set 204, ignore or discard

those controls 222 that are beyond its capability, and maintain

permissions and/or rights management information corresponding

10 to the subset of controls that it can enforce (e.g., the “copy once”

control 222(1)).

Player 52 may then wait for the user to provide a request via

control inputs 58 and/or remote control unit 56. If the control

input is a copy request (”yes” exit to Figure 4A, decision block

15 408), then player microprocessor 84 may query control 222(1) to

determine whether copying is allowed, and if so, under what

conditions (Figure 4A, decision block 410). Player 52 may refuse

to copy the disk 100 if the corresponding control 222(1) forbids

copying (“no” exit to Figure 4A, decision block 410), and may

20 allow copying (e.g., by controlling drive 80 to sequentially access
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all of the information on disk 100 and provide it to an output port

not shown) if corresponding control 222(1) permits copying (“yes’

exit to Figure 4A, decision block 410; block 412). In this

example, player 52 may, upon making a copy, store an identifier

5 associated with disk 100 within an internal, non~volatile memory

(e.g., controller memory 86) or elsewhere if control 222(1) so

requires. This stored disk identifier can be used by player 52 to

enforce a “copy once” restriction (i.e., if the user tries to use the

same player to copy the same disk more than once or otherwise as

10 forbidden by control 222(1), the player can deny the request).

If the user requests one ofproperties 200 to be played or

read (“yes” exit to Figure 4A, decision block 414), player

controller 82 may control drive 80 to read the corresponding

information from the selected property 200 (e.g., in a sequence as

15 specified by metadata 202) and decrypt the read information as

needed using the keys initially obtained from key block 208 and

now stored within drive key storage 212 (Figure 4A, block 416).

Figure 4B is a variation on the Figure 4A process to

accommodate a situation in which player 52 itself provides

20 decryption keys for decrypting encrypted key block 208. In this
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example, controller 82 may supply one or more decryption keys to

drive 80 using a secure protocol such a Diffie-Hellman key

agreement, or through use of a shared key known to both the drive

and some other system or component to which the player 52 is or

5 once was coupled (Figure 4B, block 403). The drive 80 may use

these supplied keys to decrypt encrypted key block 208 as shown

in Figure 4A, block 404, or it may use the supplied keys to

directly decrypt content such as protected property 200 and/or

protected metadata 202(2).

10 As a further example, the player 52 can be programmed to

place a copy it makes ofa digital property such as a film in

encrypted form inside a tamper-resistant software container. The

software container may carry with it a code indicating that the

digital property is a copy rather than an original. The sending

15 player 52 may also put its own unique identifier (or the unique

identifier of an intended receiving device such as another player

52, a video cassette player or equipment 50) in the same secure

container to enforce a requirement that the copy can be played

only on the intended receiving device. Player 52 (or other

20 receiving device) can be programmed to make no copies (or no
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additional copies) upon detecting that the digital property is a

copy rather than an original. If desired, a player 52 can be

programmed to refuse to play a digital property that is not

packaged with the player's unique ID.

5 Example Use of Analog Encoding Techniques

In another example, more comprehensive rights

management information may be encoded by player 52 in the

analog output using methods for watermarking and/or

fingerprintingToday, a substantial portion of the “real world” is

10 analog rather than digital. Despite the pervasiveness of analog

signals, existing methods for managing rights and protecting

copyright in the analog realm are primitive or non—existent. For

example:

0 Quality degradation inherent in multigenerational analog

15 copying has not prevented a multi-billion dollar pirating

, industry from flourishing.

0 Some methods for video tape copy and pay per view

protection attempt to prevent any copying at all of

commercially released content, or allow only one
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generation of copying. These methods can generally be

easily circumvented.

0 Not all existing devices respond appropriately to copy

protection signals.

5 0 Existing schemes are limited for example to “copy/no

copy” controls.

0 Copy protection for sound recordings has not been

commercially implemented.

A related problem relates to the conversion of information

10 between the analog and digital domains. Even if information is

effectively protected and controlled initially using strong digital

rights management techniques, an analog copy of the same

information may no longer be securely protected.

For example, it is generally possible for someone to make

15 an analog recording of program material initially delivered in

digital form. Some analog recordings based on digital originals

are of quite good quality. For example, a Digital Versatile Disk
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A (“DVD”) player may convert a movie from digital to analog

format and provide the analog signalHto a high quality analog

home VCR. The home VCR records the analog signal. A

consumer now has a high quality analog copy of the original

5 digital property. A person could re-record the analog signal on a

DVD-RAM. This recording will in many circumstances have

substantial quality — and would no longer be subject to “pay per

view” or other digital rights management controls associated with

the digital form of the same content.

10 Since analog formats will be with us for a long time to

come, rightsholders such as film studios, video rental and

distribution companies, music studios and distributors, and other

value chain participants would very much like to have

significantly better rights management capabilities for analog film,

15 video, sound recordings and other content. Solving this problem

generally requires a way to securely associate rights management

information with the content being protected.

In combination with other rights management capabilities,

watermarking and/or fingerprinting, may provide “end to end”
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secure rights management protection-that allows content providers

and rights holders to be sure their content will be adequately

protected -- irrespective of the types of devices, signaling formats

and nature of signal processing within the content distribution

5 chain. This “end to end” protection also allows authorized analog

appliances to be easily, seamlessly and cost—effectively integrated

into a modern digital rights management architecture.

Watermarking and/or fingerprinting may carry, for example,

control information that can be a basis for a Virtual Distribution

10 Environment (“VDE”) in which electronic rights management

control information may be delivered over insecure (e.g., analog)

communications channels. This Virtual Distribution Environment

is highly flexible and convenient, accommodating existing and

new business models while also providing an unprecedented

15 degree of flexibility in facilitating ad hoc creation of new

arrangements and relationships between electronic commerce and

value chain participants -- regardless of whether content is

distributed in digital and/or analog formats.
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Watermarking together with distributed, peer-to-peer rights

management technologies providers numerous advantages,

including, but not limited to:

0 An indelible and invisible, secure technique for

5 providing rights management information.

0 An indelible method of associating electronic

commerce and/or rights management controls with

analog content such as film, video, and sound

recordings.

10 0 Persistent association of the commerce and/or rights

management controls with content from one end of a

distribution system to the other -- regardless of the

number and types of transformations between signaling

formats (for example, analog to digital, and digital to

15 ' analog).

0 The ability to specify “no copy/ one copy/ many

copies” rights management rules, and also more
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complex rights and transaction pricing models (such as,

for example, “pay per view” and others).

0 The ability to fully and seamlessly integrate with

comprehensive, general electronic rights management

5 solutions.

0 Secure control information delivery in conjunction

with authorized analog and other non-digital and/or

non-secure information signal delivery mechanisms.

0 The ability to provide more complex and/or more

10 flexible commerce and/or rights management rules as

content moves from the analog to the digital realm and

back.

0 The flexible ability to communicate commerce and/or

, rights management rules implementing new, updated,

15 or additional business models to authorized analog

and/or digital devices.
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Any or all of these features may be used in combination in and/or

with the inventions disclosed in the present specification.

Briefly, watermarking and/or fingerprinting methods may,

using “steganographical” techniques, substantially indelibly and

5 substantially invisibly encode rights management and/or

electronic commerce rules and controls within an information

signal such as, for example, an analog signal or a digitized (for

example, sampled) version of an analog signal, non-limiting

examples of which may include video and/or audio data, that is

10 then decoded and utilized by the local appliance. The analog

information and stenographically encoded rights management

information may be transmitted via many means, non-limiting

examples of which may include broadcast, cable TV, and/or

physical media, VCR tapes, to mention one non-limiting example.

15 Any or all of these techniques may be used in combination in

accordance with the inventions disclosed herein.

Watermarking and/or fingerprinting methods enable at least

some rights management information to survive transformation of

the video and/or other information from analog to digital and from
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digital to analog format. Thus in one example, two or more

analog and/or digital appliances may participate in an end-to~end

fabric of trusted, secure rights management processes and/or

events.

5 Example, More Capable Embodiments

As discussed above, the example control set shown in

Figure 3B provides a comprehensive, flexible and extensible set of

controls for use by both player 52 and computer equipment 62 (or

other platform) depending upon the particular technical, security

10 and other capabilities of the platform. In this example, player 52

has only limited technical and security capabilities in order to keep

cost and complexity down in a mass—produced consumer item, and

therefore may essentially ignore or fail to enable some or all of the

controls 222 provided within control set 204. In another example,

15 the cost of memory and/or processors may continue to decline and

manufacturers may choose to expand the technical and security

capabilities ofplayer 52. A more capable player 52 will provide

more powerful, robust, and flexible rights management

capabilities.
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Figure 5 shows an example arrangement permitting

platform 60 including secure node 72flto have enhanced and/or

different capabilities to use information and/or rights management

information on disk 100, and Figure 6 shows an example access

5 technique provided by the secure node. Referring to Figure 5,

secure node 72 may be coupled to a network 150 whereas player

52 may not be—giving the secure node great additional flexibility

in terms of communicating security related information such as

audit trails, compensation related information such as payment

10 requests or orders, etc. This connection of secure node 72 to

network 150 (which may be replaced in any given application by

some other communications technique such as insertion of a

replaceable memory cartridge) allows secure node 72 to receive

and securely maintain rights management control information

15 such as an additional container 206' containing an additional

control set 204'. Secure node 72 may use control set 204' in

addition or in lieu ofa control set 204 stored on disk 100. Secure

node 72 may also maintain a secure cryptographic key store 212

that may provide cryptographic keys to be used in lieu of or in

20 addition to any keys 208, 210 that may be stored on disk 100.
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Because ofits increased security and/or technical capabilities,

secure node 72 may be able to use controls 222 within control set

204 that player 52 ignores or cannot use—and may be provided

with further and/or enhanced rights and/or rights management

capabilities based on control set 204‘ (which the user may, for

example, order specially and which may apply to particular

properties 200 stored on disk 100 and/or particular sets of disks).

Example Secure Node Access Techniques

The Figure 6 example access technique (which may be

10 performed by platform 60 employing secure node 72, for example)

involves, in this particular example, the secure node 72 fetching

property identification information 220 from disk 100 (Figure 6,

block 502), and then locating applicable control sets and/or rules

204 (which may be stored on disk 100, within secure node 72,

15 within one or more repositories the secure node 72 accesses via

network 150, and/or a combination of any or all of these

techniques) (Figure 6, block 504). Secure node 72 then loads the

necessary decryption keys and uses them to decrypt information as

required (Figure 6, block 506), In one example, secure node 72

20 obtains the necessary keys from secure containers 206 and/or 206'
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and maintains them within a protected processing environment

such as SPU 164 or a software-emulated protected processing

environment without exposing them externally of that

environment. In another example, the secure node 72 may load

5 the necessary keys (or a subset of them) into disk drive 82‘ using a

secure key exchange protocol for use by the disk drive in

decrypting information much in the same manner as would occur

within player 52 in order to maintain complete compatibility in

drive hardware.

10 Secure node 72 may monitor user inputs and perform

requested actions based on the particular control set 204, 204‘. For

example, upon receiving a user request, secure node 72 may query

the control set 204, 204' to determine whether it (they) permits the

action the user has requested (Figure 6, block 508) and, if

15 permitted, whether conditions for performing the requested

operation have been satisfied (Figure 6, block 510). In this

example, secure node 72 may effect the operations necessary to

satisfy any such required conditions such as by, for example,

debiting a user's locally-stored electronic cash wallet, securely

20 requesting an account debit via network 150, obtaining and/or
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checking user certificates to ensure that the user is within an

appropriate class or is who he or she says he is, etc—using

network 150 as required (Figure 6, block 510). Upon all necessary

conditions being satisfied, secure node 72 may perform the

5 requested operation (and/or enable microprocessor 154 to perform

the operation) (e.g., to release content) and may then generate

secure audit records which can be maintained by the secure node

and/or reported at the time or later via network 150 (Figure 6,

block 512).

10 If the requested operation is to release content (e.g., make a

copy of the content), platform 60 (or player 52 in the example

above) may perform the requested operation based at least in part

on the particular controls that enforce rights over the content. For

example, the controls may prevent platform 60 from releasing

15 content except to certain types of output devices that cannot be

used to copy the content, or they may release the content in a way

that discourages copying (e.g., by "fingerprinting" the copy with

an embedded designation of who created the copy, by

intentionally degrading the released content so that any copies

20 made from it will be inferior, etc.). As one specific example, a

112

F033_WO1997043761_Intertrust Page 1 14 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1051



DISH-Blue Spike 842
Exhibit 1005, Page 1052

WO 97/43761 ' PCT/US97108192

video cassette recorder (not shown) connected to platform 60 may

be the output device used to make the copy. Because present

generations of analog devices such as video cassette recorders are

incapable of making multigenerational copies without significant

5 loss in quality, the content provider may provide controls that

permit content to be copied by such analog devices but not by

digital devices (which can make an unlimited number of copies

without quality loss). For example, platform 60 may, under

control of digital controls maintained by secure node 72, release

10 content to the video cassette recorder only after the video cassette

recorder supplies the platform a digital ID that designates the

output device as a video cassette recorder -- and may refuse to

provide any output at all unless such a digital ID identifying the

output device as a lower quality analog device is provided.

15 Additionally or in the alternative, platform 60 may intentionally

degrade the content it supplies to the video cassette recorder to

ensure that no acceptable second ~generation copies will be made.

In another example, more comprehensive rights management

information may be encoded by platform 60 in the analog output

20 using watermarking and/or fingerprinting.
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Additional Examples of Secure Container Usage

Figure 7 shows a basic example ofa DVD medium 700

I containing a kind of secure container 701 for use in DVDs in

accordance with the present invention. As shown in this example,

5 container 701 ("DigiBox for DVDS") could be a specialized

version of a "standard" container tailored especially for use with

DVD and/or other media, or it could, alternatively (in an

arrangement shown later in Figure 8), be a fully "standard"

container. As shown in this example, the specialized container

10 701 incorporates features that permit it to be used in conjunction

with content information, metadata, and cryptographic and/or

protection information that is stored on the DVD medium 700 in

the same manner as would have been used had container 701 not

been present. Thus, specialized container 701 provides

15 compatibility with existing data formats and organizations used on

DVDs and/or other media. In addition, a specialized container

701 can be tailored to support only those features necessary for

use in support of DVD and/or other media, so that it can be

processed and/or manipulated using less powerful or less

20 expensive computing resources than would be required for

complete support of a "standard" container object.

1 l4
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In this example, specialized "DVD only" container 701

includes a content object (a property) 703 which includes an

"external reference" 705 to video title content 707, which may be

stored on the DVD and/or other medium in the same manner as

5 would have been used for a medium not including container 701.

The video title content 707 may include MPEG—2 and/or AC-3

content 708, as well as scrambling (protection) information 710

and header, structure and/or meta data 71 1. External reference

705 contains information that "designates" (points to, identifies,

10 and/or describes) specific external processes to be

applied/executed in order to usecontent and other information not

stored in container 701. In this example, external reference 705

designates video title content 707 and its components 708, 710,

and 71 1. Alternatively, container 701 could store some or all of

15 the video title content in the container itself, using a format and

organization that is specific to container 701, rather than the

standard, format for the DVD and/or other medium 700.

In this example, container 701 also includes a control object

(control set) 705 that specifies the rules that apply to use of video

20 title content 707. As indicates by solid arrow 702, control object
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705 "applies to" content object (property) 703. As shown in this

example, rule 704 can specify that protection processes, for

example CGMA or the Matsushita data scrambling process, be

applied, and can designate, by external reference 709 contained in

5 rule 704, data scrambling information 710 to be used in carrying

out the protection scheme. The shorthand "do CGMA" description

in rule 704 indicates that the rule requires that the standard CGMA

protection scheme used for content on DVD media is to be used in

conjunction with video title content 707, but a different example

10 could specify arbitrary other rules in control object 705 in addition

to or instead of the “do CGMA" rule, including other standard

DVD protection mechanisms such as the Matsushita data

scrambling scheme and/or other rights management mechanisms.

External reference 709 permits rule 704 to be based on protection

15 information 710 that is stored and manipulated in the same format

and manner as for a DVD medium that does not incorporate

container 701 and/or protection information that is meaningful

only in the context of processing container 701.

Figure 8 shows 3 example ofa DVD medium 800

20 containing a "standard" secure container 801. In this example, the
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"standard" container provides all of the functionality (if desired)

of the Figure 7 container, but may offer additional and/or more

extensive rights management and/or content use capabilities than

available on the "DVD only" container (e.g., the capacity to

5 operate with various different platforms that use secure nodes).

,Figure 9 shows a more complex example of DVD medium

800 having a standard container 901 that provides all of the

functionality (if desired) of the Figure 7 container, and that can

function in concert with other standard containers 902 located

10 either on the same DVD medium or imported from another remote

secure node or network. In this example, standard container 902

may include a supplementary control object 904 which applies to

content object 903 of standard container 901. Also in this

example, container 902 may provide an additional rule(s) such as,

15 for example, a rule permitting/extending rights to allow up to a

certain number (e.g., five) copies of the content available on DVD

900. This arrangement, for example, provides added flexibility in

controlling rights management of DVD content between multiple

platforms via access through "backchannels" such as via a set—top

1 l7
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box or other hardware having bi-directional communications

capabilities with other networks or computers.

Additional Use ofA DVD Disk With A Secure
Container

5 Figure 10 illustrates the use ofa "new" DVD disk—i.e., one

that includes a special DVD secure container in the medium. This

container may, in one example, be used or two possible use

scenarios: a first situation in which the disk is used on an "old"

player (DVD appliance, i.e., a DVD appliance that is not equipped

10 with a secure node to provide rights management in accordance

with the present invention; and a second situation in which the

disk is used on a "new" player—i.e., a DVD appliance which is

equipped with a secure node to provide rights management in

accordance with the present invention. In this example, a secure

15 node within the "new" player is configured with the necessary

capabilities to process other copy protection information such as,

for example, CGMA control codes and data scrambling formats

developed and proposed principally by Matsushita.

For example, in the situation showu in Figure 10, the "new"

20 player (which incorporates a secure node in accordance with the

1 18
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present invention) can recognize the presence of a secure container

on the disk. The player may then load the special DVD secure

container from the disk into the resident secure node. The secure

node opens the container, and implements and/or enforces

5 appropriate rules and usage consequences associated with the

content by applying rules from the control object. These rules are

extremely flexible. In one example, the rules may, for example,

call for use of other protection mechanisms (such as, for example,

CGMA protection codes and Matsushita data scrambling) which

10 can be found in the content (or property) portion of the container.

In another example shown in Figure 10, the special DVD

container on the disk still allows the "old" player to use to a

predetermined limited amount content material which may be used

in accordance with conventional practices.

15 Example Use ofA DVD Disk With No Secure
Container

Referring now to Figure 11, a further scenario is discussed.

Figure 1 1 illustrates use of an "old" DVD disk with two possible

use examples: a first example in which the disk is used on an "old"

20 p1ayer—i.e., a DVD appliance that is not equipped with a secure
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node for providing rights management in accordance with the

present invention—and a second example in which the disk is used

on a "new" player (i.e., equipped with a secure node).

In the first case, the "old" player will play the DVD content

in a conventional manner. In the second scenario, the "new"

player will recognize that the disk does not have a container stored

in the medium. It therefore constructs a "virtual" container in

resident memory of the appliance. To do this, it constructs a

container content object, and also constructs a control object

10 containing the appropriate rules. In one particular example, the

only applicable rule it need apply is to "do CGMA" -- but in other

examples, additional and/or different rules could be employed.

The virtual container is then provided to the secure node within

the "new" player for implementing management of use rights in

15 accordance with the present invention. Although not shown in

Figures 10 and 1 1, use of "external references" may also be

provided in both virtual and non-virtual containers used in the

DVD context.
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Example Illustrative Arrangements for Sharing,

Brokering and Combining Rights When Operating in At Least

Occasionally Connected Scenarios

5 As described above, the rights management resources of

several different devices and/or other systems can be flexibly

combined in diverse logical and/or physical relationships,

resulting for example in greater and/or differing rights. Such

rights management resource combinations can be effected through

10 connection to one or more remote rights authorities. Figures 12-

14 show some non-limiting examples of how rights authorities can

be used in various contexts.

For example, Figure 12 shows 3 rights authority broker

1000 connected to a local area network (LAN) 1002. LAN 1002

15 may connect to wide area network if desired. LAN 1002 provides

connectivity between rights authority broker 1000 and any number

of appliances such as for example a player 50, a personal

computer 60, a CD “tower” type server 1004. In the example

shown, LAN 1002 includes a modem pool (and/or network
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protocol server, not shown)1006 that allows a laptop computer

1008 to connect to the rights authority broker 1000 via dial-up

lines 1010. Alternatively, laptop 1008 could communicate with

rights authority broker 1000 using other network and/or

5 communication means, such as the Internet and/or other Wide

Area Networks (WANS). A disk player 50A may be coupled to

laptop 1008 at the laptop location. In accordance with the

teachings above, any or all of devices shown in Figure 12 may

include one or more secure nodes 72.

10 Rights authority broker 1000 may act as an arbiter and/or

negotiator of rights. For example, laptop 1008 and associated

player 50A may have only limited usage rights when operating in

a stand-alone configuration. However, when laptop 1008 connects

to rights authority broker 1000 via modem pool 1006 and LAN

15 1002 and/or by other communication means, the laptop may

acquire different and/or expanded rights to use disks 100 (e.g.,

availability of different content portions, different pricing,

different extraction and/or redistribution rights, etc.) Similarly,

player 50, equipment 60 and equipment 1004 may be provided

20 with an enhanced and/or different set of disk usage rights through
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communication with rights authority broker 1000 over LAN 1002.

Communication to and from rights authority broker 1000 is

preferably secured through use of containers of the type disclosed

in the above—referenced Ginter et al. patent specification.

5 Figure 13 shows another example use of a rights authority

broker 1000 within a home environment. In this example, the

laptop computer 1008 may be connected to a home-based rights

authority broker 1000 via a high speed serial IEEE 1394 bus

and/or by other electronic communication means. In addition,

10 rights authority broker 1000 can connect with any or all of:

0 a high definition television 1 100,

0 one or more loudspeakers 1 102 or other audio

transducers,

0 one or more personal computers 60,

15 0 one or more set-top boxes 1030,

0 one or more disk players 50,

0 one or more other rights authority brokers 1000A—1000N

and
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0 any other home or consumer equipment or appliances.

Any or all of the equipment listed above may include a

secure node 72.

Figure 14 shows another example use of a rights authority

5 broker 1000. In this example, rights authority broker 1000 is

connected to a network 1020 such as a LAN, a WAN, the Internet,

etc. Network 1020 may provide connectivity between rights

authority broker 1000 and any or all of the following equipment:

0 one or more connected or occasionally connected disk

10 players 50A, 50B;

0 one more networked computers 1022;

0 one or more disk reader towers/servers 1004;

0 one or more laptop computers 1008;

0 one or more Commerce Utility Systems such as a rights

15 and permissions clearinghouse 1024 (see Shear et al.,

“Trusted Infrastructure...” specification referenced

above);
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one or more satellite or other communications uplinks

1026;

one or more cable television head—ends 1028;

one or more set-top boxes 1030 (which may be

connected to satellite downlinks 1032 and/or disk

players 50C);

one or more personal computer equipment 60;

one or more portable disk players 1034 (which may be

connected through other equipment, directly, and/or

occasionally unconnected;

one or more other rights authority brokers 1000A-

1000N; and

any other desired equipment.

Any or all of the above-mentioned equipment may

include one or more secure nodes 72. Rights authority

broker 1000 can distribute and/or combine rights for use by

any or all of the other components shown in Figure 14. For

example, rights authority broker 100 can supply further
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secure rights management resources to equipment

connected to the broker via network 1020. Multiple

equipment shown in Figure 14 can participate and work

together in a permanently or temporarily connected network

5 1020 to share the rights management for a single node.

Rights associated with parties and/0r groups using and/or

controlling such multiple devices and/or other systems can

be employed according to underlying rights related rules

and controls. As one example, rights available through a

10 corporate executive’s laptop computer 1008 might be

combined with or substituted for, in some manner, the rights

of one or more subordinate corporate employees when their

computing or other devices 60 are coupled to network 1020

in a temporary networking relationship. In general, this

15 aspect of the invention allows distributed rights

management for DVD or otherwise packaged and delivered

content that is protected by a distributed, peer—to—peer rights

management. Such a distributed rights management can

operate whether the DVD appliance or other content usage

20 device is participating in a permanently or temporarily
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connected network 1020, and whether or not the

relationships among the devices and/or other systems

participating in the distributed rights management

arrangement are relating temporarily or have a more

5 permanent operating relationship.

For example, laptop computer 1008 may have different

rights available depending on the context in which that device is

operating. For example, in a general corporate environment such

as shown in Figure 12, the laptop 1008 may have one set of rights.

10 However, the same laptop 1008 may be given a different set of

rights when connected to a more general network 1020 in

collaboration with specified individuals and/or groups in a

corporation. The same laptop 1008 may be given a still different

set of rights when connected in a general home environment such

15 as shown by example in Figure 13. The same laptop 1008 could

be given still different rights when connected in still other

environments such as, by way of non-limiting example:

0 a home environment in collaboration with specified

individuals and/or groups,
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0 a retail environment,

0 a classroom setting as a student,

0 a classroom setting in collaboration with an instructor, in

a library environment,

5 0 on a factory floor,

0 on a factory floor in collaboration with equipment

enabled to perform proprietary functions, and so on.

As one more particular example, coupling a limited resource

device arrangement such as a DVD appliance 50 shown in Figure

10 14 with an inexpensive network computer (NC) 1022 may allow

an augmenting (or replacing) of rights management capabilities

and/or specific rights of parties and/or devices by permitting rights

management to be a result of a combination of some or all of the

rights and/or rights management capabilities of the DVD

15 appliance and those of an Network or Personal Computer (NC or

PC). Such rights may be further augmented, or otherwise

modified or replaced by the availability of rights management

capabilities provided by a trusted (secure) remote network rights

authority 1000.
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The same device, in this example a DVD appliance 50, can

thus support different arrays, e.g., degrees, of rights management

capabilities, in disconnected and connected arrangements and may

further allow available rights to result from the availability of

5 rights and/or rights management capabilities resulting from the

combination of rights management devices and/or other systems.

This may include one or more combinations of some or all of the

rights available through the use ofa “less” secure and/or resource

poor device or system which are augmented, replaced, or

10 otherwise modified through connection with a device or system

that is “more” or “differently” secure and/or resource rich and/or

possesses differing or different rights, wherein such connection

employs rights and/or management capabilities of either and/or

both devices as defined by rights related rules and controls that

15 describe a shared rights management arrangement.

In the latter case, connectivity to a logically and/or

physically remote rights management capability can expand (by,

for example, increasing the available secure rights management

resources) and/or change the character of the rights available to

20 the user ofthe DVD appliance 50 or a DVD appliance when such
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device is coupled with an NC 1022, personal computer 60, and/or

remote rights authority 1000. In this rights augmentation scenario,

additional content portions may be available, pricing may change,

redistribution rights may change (e.g., be expanded), content

5 extraction rights may be increased, etc.

Such “networking rights management” can allow for a

combination of rights management resources of plural devices

and/or other systems in diverse logical and/or physical

relationships, resulting in either greater or differing rights through

10 the enhanced resources provided by connectivity with one or more

“remote” rights authorities. Further, while providing for increased

and/0r differing rights management capability and/or rights, such a

connectivity based rights management arrangement can support

multi—locational content availability, by providing for seamless

15 integration of remotely available content, for example, content

stored in remote, Internet world wide web-based, database

supported content repositories, with locally available content on

one or more DVD discs 100.

In this instance, a user may experience not only increased or

20 differing rights but may be able to use to both local DVD content
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and supplementing content (i.e., content that is more current from

a time standpoint, more costly, more diverse, or complementary in

some other fashion, etc.). In such an instance, a DVD appliance

50 and/or a user ofa DVD appliance (or other device or system

5 connected to such appliance) may have the same rights, differing,

and/or different rights applied to locally and remotely available

content, and portions of local and remotely available content may

themselves be subject to differing or different rights when used by

a user and/or appliance. This arrangement can support an overall,

10 profound increase in user content opportunities that are seamlessly

integrated and efficiently available to users in a single content

searching and/or usage activity.

Such a rights augmenting remote authority 1000 may be

directly coupled to a DVD appliance 50 and/or other device by

15 modem (see item 1006 in Figure 12) and/or directly or indirectly

coupled through the use of an I/O interface, such as a serial 1394

compatible controller (e.g., by communicating between a 1394

enabled DVD appliance and a local personal computer that

functions as a smart synchronous or asynchronous information

20 communications interface to such one or more remote authorities,
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including a local PC 60 or NC 1022 that serves as a local rights

management authority augmenting and/or supplying the rights

management in a DVD appliance) and/or by other digital

communication means such as wired and/or wireless network

5 connections.

Rights provided to, purchased, or otherwise acquired by a

participant and/or participant DVD appliance 50 or other system

can be exchanged among such peer-to-peer relating devices and/or

other systems so long as they participate in a permanently or

10 temporarily connected network. 1020. In such a case, rights may

be bartered, sold, for currency, otherwise exchanged for value,

and/or loaned so long as such devices and/or other systems

participate in a rights management system, for example, such as

the Virtual Distribution Environment described in Ginter, et al.,

15 and employ rights transfer and other rights management

capabilities described therein. For example, this aspect of the

present invention allows parties to exchange games or movies in

which they have purchased rights. Continuing the example, an

individual might buy some of a neighbor’s usage rights to watch a

20 movie, or transfer to another party credit received from a game
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publisher for the successful superdistribution of the game to

several acquaintances, where such credit is transferred

(exchanged) to a friend to buy some ofthe friend’s rights to play a

different game a certain number of times, etc.

5 Example Virtual Rights Process

Figures ISA-15C shows an example ofa process in which

rights management components of two or more appliances or other

devices establish a virtual rights machine environment associated

with an event, operation and/or other action. The process may be

10 initiated in a number of ways. In one example, an appliance user

(and/or computer software acting on behalf of a user, group of

users, and/or automated system for performing actions) performs

an action with a first appliance (e.g., requesting the appliance to

display the contents of a secure container, extract a portion of a

15 content element, run a protected computer program, authorize a

work flow process step, initiate an operation on a machine tool,

play a song, etc.) that results in the activation of a rights

management component associated with such first appliance

(Figure 15A, block 1500). In other examples, the process may get

20 started in response to an automatically generated event (e.g., based
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on a time of day or the like), a random or pseudo-random event,

and/or a combination of such events with a user-initiated event.

Once the process begins, a rights management component

such as a secure node 72 (for example, an SPE and/or HPE as

5 disclosed in Ginter et al.) determines which rights associated with

such first appliance, if any, the user has available with respect to

such an action (Figure 15A, block 1502). The rights management

component also determines the coordinating and/or cooperating

rights associated with such an action available to the user located

10 in whole or in part on other appliances (Figure 15A, block 1502).

In one example, these steps may be performed by securely

delivering a request to a rights authority server 1000 that identifies

the first appliance, the nature of the proposed action, and other

information required or desired by such a rights authority server.

15 Such other information may include, for example:

0 the date and time of the request,

0 the identity of the user,

0 the nature of the network connection,
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0 the acceptable latency ofa reSponse, etc.), and/or

0 any other information.

In reSponse to such a request, the rights authority server

1000 may return a list (or other appropriate structure) to the first

5 appliance. This list may, for example, contain the identities of

other appliances that do, or may, have rights and/or rights related

information relevant to such a proposed action.

In another embodiment, the first appliance may

communicate (e.g., poll) a network with requests to other

10 appliances that do, or may, have rights and/or rights related

information relevant to such proposed action. Polling may be

desirable in cases where the number of appliances is relatively

small and/or changes infrequently. Polling may also be useful, for

example, in cases where functions of a rights authority server 1000

15 are distributed across several appliances.

The rights management component associated with the first

appliance may then, in this example, check the security level(s)

(and/or types) of devices and/or users of other appliances that do,

or may, have rights and/or rights related information relevant to
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such an action (Figure 15A, block 1506). This step may, for

example, be performed in accordance with the security level(s)

and/or device type management techniques disclosed in Sibert and

Van Wie, and the user rights, secure name services and secure

5 communications techniques disclosed in Ginter et al. Device

and/or user security level determination may be based, for

example, in whole or in part on device and/or user class.

The rights management component may then make a

decision as to whether each of the other appliance devices and/or

10 users have a sufficient security level to cooperate in forming the

set of rights and/or rights related information associated with such

an action (Figure 15A, block 1508). As each appliance is

evaluated, some devices and/0r users may have sufficient security

levels, and others may not. In this example, if a sufficient security

15 level is not available (“No” exit to decision block 1508), the rights

management component may create an audit record (for example,

an audit record ofthe form disclosed in Ginter et al.) (Figure 15A,

block 1510), and may end the process (Figure 15A, block 1512).

Such audit record may be for either immediate transmission to a

20 responsible authority and/or for local storage and later
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transmission, for example. The audit recording step may include,

as one example, incrementing a counter that records security level

failures (such as the counters associated with summary services in

Ginter et al.)

5 If the devices and/or users provide the requisite security

level (“Yes” exit to block 1508), the rights management

component in this example may make a further determination

based on the device and/or user class(es) and/or other

configuration and/or characteristics (Figure 15B, block 1514).

10 Such determination may be based on any number of factors such

as for example:

0 the device is accessible only through a network interface

that has insufficient throughput;

0 devices in such a class typically have insufficient

15 resources to perform the action, or relevant portion of the

action, at all or with acceptable performance, quality, or

other characteristics;
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0 the user class is inappropriate due to various conditions

(e.g., age, security clearance, citizenship, jurisdiction, or

any other class-based or other user characteristic); and/or

0 other factors.

In one example, decision block 1514 may be performed in

part by presenting a choice to the user that the user declines.

If processes within the rights management component

determines that such device and/or user class(es) are

inappropriate(“No” exit to block 1514), the rights management

10 component may write an audit record if required or desired

(Figure 15B, block 1516) and the process may end (Figure 15B,

block 1518).

If, on the other hand, the rights management component

determines that the device and/or user classes are appropriate to

15 proceed (“Yes” exit to block 1514), the rights management

component may determine the rights and resources available for

performing the action on the first appliance and the other

appliances acting together (Figure 15B, block 1520). This step

may be performed, for example, using any or all of the method
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processing techniques disclosed in Ginter et a1. For example,

method functions may include event processing capabilities that

formulate a request to each relevant appliance that describes, in

whole or in part, information related to the action, or portion of the

5 action, potentially suitable for processing, in whole or in part, by

such appliance. In this example, such requests, and associated

responses, may be managed using the reciprocal method

techniques disclosed in Ginter et a1. If such interaction requires

additional information, or results in ambiguity, the rights

10 management component may, for example, communicate with the

user and allow them to make a choice, such as making a choice

among various available, functionally different options, and/or the

rights management component may engage in a negotiation (for

example, using the negotiation techniques disclosed in Ginter et

15 al.) concerning resources, rights and/or rights related information.

The rights management component next determines whether

there are sufficient rights and/or resources available to perform the

requested action (Figure 15B, decision block 1522). If there are

insufficient rights and/or resources available to perform the action

20 (“No” exit to block 1522), the rights management component may

139

F033_WO 1 997043 761_Intertrust Page 141 Of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1078



DISH-Blue Spike 842
Exhibit 1005, Page 1079

WO 97/43761 PCT/US97/08192 _

write an audit record (Figure 15B, block 1524), and end the

process (Figure 15B, block 1526).

In this example, if sufficient rights and/or resources are

available (“Yes” exit to block 1522), the rights management

5 component may make a decision regarding whether additional

events should be processed in order to complete the overall action

(Figure 15B, block 1528). For example, it may not be desirable to

perform only part ofthe overall action ifthe necessary rights

and/or resources are not available to complete the action. If more

10 events are necessary and/or desired (“Yes” exit to block 1528), the

rights management component may repeat blocks 1520, 1522 (and

potentially perform blocks 1524, 1526) for each such event.

If sufficient rights and/or resources are available for each of

the events (“No” exit to block 1528), the rights management

15 component may, if desired or required, present a user with a

choice concerning the available alternatives for rights and/or

resources for performing the action (Figure 15B, block 1530).

Alternatively and/or in addition, the rights management

component may rely on user preference information (and/or

20 defaults) to “automatically” make such a determination on behalf

140‘

F033_WO 1 997043 761_Intertrust Page 142 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1079



DISH-Blue Spike 842
Exhibit 1005, Page 1080

WO 97/43761 ' PCT/US97I08192 ‘

ofthe user (for example, based on the overall cost, performance,

quality, etc.). In another embodiment, the user’s class, or classes,

may be used to filter or otherwise aid in selecting among available

options. In still another embodiment, artificial intelligence

5 (including, for example, expert systems techniques) may be used

to aid in the selection among alternatives. In another embodiment,

a mixture of any or all of the foregoing (and/or other) techniques

may be used in the selection process.

If there are no acceptable alternatives for rights and/or

10 resources, or because of other negative aspects of the selection

process (e.g., a user presses a “Cancel” button in a graphical user

interface, a user interaction process exceeds the available time to

make such a selection, etc.), (“No” exit to block 1530) the rights

management component may write an audit record (Figure 15B,

15 block 1532), and end the process (Figure 15B, block 1534).

On the other hand, if a selection process identifies one or

more acceptable sets of rights and/or resources for performing the

action and the decision to proceed is affirmative (“Yes” exit to

block 1530), the rights management component may perform the

20 proposed action using the first appliance alone or in combination

141

F033_WO 1 997043 761_Intertrust Page 143 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1080



DISH-Blue Spike 842
Exhibit 1005, Page 1081

W0 97/4376 1 PCT/US97/08l92 k

with any additional appliances (e.g., a rights authority 1000, or

any other connected appliance) based on the selected rights and/or

resources (Figure 15C, block 1536). Such cooperative

implementation of the proposed actions may include for example:

5 - performing some or all of the action with the first

appliance;

0 performing some or all of the action with one or more

appliances other than the first appliance (e.g., a rights

authority 1000 and/or some other appliance);

10 0 performing part of the action with the first appliance and

part of the action with one or more other appliances; or

0 any combination of these.

For example, this step may be performed using the event

processing techniques disclosed in Ginter et al.

15 As'one illustrative example, the first appliance may have all

of the resources necessary to perform a particular task (e.g., read

certain information from an optical disk), but may lack the rights

necessary to do so. In such an instance, the first appliance may
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obtain the additional rights it requires to perform the task through

the steps described above. In another illustrative example, the first

appliance may have all of the rights required to perform a

particular task, but it may not have the resources to do so. For

5 example, the first appliance may not have sufficient hardware

and/or software resources available to it for accessing, processing

or otherwise using information in certain ways. In this example,

step 1536 may be performed in whole or in part by some other

appliance or appliances based in whole or in part on rights

10 supplied by the first appliance. In still another example, the first

appliance may lack both rights and resources necessary to perform

a certain action, and may rely on one or more additional

appliances to supply such resources and rights.

In this example, the rights management component may,

15 upon completion of the action, write one or more audit records

(Figure 15C, block 1538), and the process may end (Figure 15C,

block 1540).
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An arrangement has been described which adequately

satisfies current entertainment industry requirements for a low

cost, mass—produceable digital video disk or other high capacity

disc copy protection scheme but which also provides enhanced,

5 extensible rights management capabilities for more advanced

and/or secure platforms and for cooperative rights management

between devices of lessor, greater, and/or differing rights

resources. While the invention has been described in connection

with what is presently considered to be the most practical and

10 preferred embodiment, it is to be understood that the invention is

not to be limited to the disclosed embodiment, but on the contrary,

is intended to cover various modifications and equivalent

arrangements included within the spirit and scope of the invention.
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1. An electronic appliance including:

a disk use arrangement for at least one of (a) reading

information from, and (b) writing information to, a digital

versatile disk optical storage medium; and

a secure node coupled to the disk use arrangement,

the secure node providing at least one rights management process.

2. An electronic appliance including:

a disk use arrangement for at least one of (a) reading

information from, and (b) writing information to, a digital

versatile disk optical storage medium; and

at least one processing arrangement coupled to the

disk use arrangement, the processing arrangement selecting at

least some control information associated with information

recorded on the storage medium based at least in part on the class

of the appliance and/or the user of the appliance.
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3. A system as in claim lwherein the processing

arrangement selects a subset of control information used on

another appliance and/or class of appliance.

4. A system as in claim 2 wherein the processing

arrangement selects different control information from the

information selected by another appliance and/or class of

appliance.

5. A system as in claim 2 wherein at least some of the

control information comprises an analog signal.

6. A system as in claim 2 wherein at least some of the

control information comprises digitally encoded information.

7. In an appliance capable ofusing digital versatile

disks, a method including the following steps:
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at least one of (a) reading information from, and (b)

writing information to, a digital versatile disk optical storage

medium; and

selecting at least some control information associated

with information recorded on the storage medium based at least in

part on the class of the appliance and/or the user ofthe appliance.

8. A method as in claim 7 wherein the selecting step

includes the step of selecting a subset of control information used

on another appliance and/or class of appliance.

9. A method as in claim 7 wherein the selecting step

includes the step of selecting, from control information stored on

the storage medium, a different set of control information than the

control information selected by another appliance and/or class of

appliance.
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10. An electronic appliance including:

a disk use arrangement for reading information from

a digital versatile disk optical storage medium; and

at least one processing arrangement coupled to the

disk use arrangement, the processing arrangement protecting

information read from the storage medium.

1 1. An appliance as in claim 10 wherein the processing

arrangement includes 3 rights management arrangement that

applies at least one rights management technique to the read

information.

12. An appliance as in claim 10 wherein the appliance

further includes at least one port compliant at least in part with the

IEEE 1394-1995 high speed serial bus standard, and the

processing arrangement couples the protected information to the

port.
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13. In an electronic appliance, a method including the

following steps:

reading information from a digital versatile disk

optical storage medium; and

protecting the information read from the optical

storage medium.

14. A method as in claim 13 wherein the protecting step

includes the step of applying at least one rights management

technique to the read information.

15. A method as in claim 13 further including the step of

sending the protected information to an IEEE 1394 port.

16. An electronic appliance including:
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a disk use arrangement for using information stored,

or to be stored, on a digital versatile disk optical storage medium;

and

at least one protecting arrangement coupled to the

disk use arrangement and also coupled to receive at least one

analog signal, the protecting arrangement creating protected

digital information based at least in part on the analog signal.

17. In an electronic appliance, a method including the

following steps:

receiving at least one analog signal; and

creating protected digital content based at least in part

on the analog signal for storage on a digital versatile disk.

18. In an electronic appliance, a method including the

following steps:

reading at least one analog signal from a digital

versatile disk;
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creating protected digital content based at least in part

on the analog signal; and

outputting the protected digital content.

19. An electronic appliance including:

a disk use arrangement for using information stored,

or to be stored, on a digital versatile disk optical storage medium;

and

at least one rights management arrangement coupled

to the disk use arrangement, the rights management arrangement

treating the storage medium and/or information obtained from the

storage medium differently depending on the geographical and/or

jurisdictional context of the appliance.

20. In an electronic appliance, a method including the

steps of:

reading information from at least one digital versatile

disk; and
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performing at least one rights management operation

based at least in part on the geographical and/orjurisdictional

context of the appliance.

21. An electronic appliance including:

a disk use arrangement for using at least one secure

container stored on a digital versatile disk optical storage medium;
and

processing the secure container.

22. In an electronic appliance, a method including the
following steps:

reading at least one secure container from at least one

digital versatile disk; and

performing at least one rights management operation
on the secure container.
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23. An electronic appliance including:

at least one rights management arrangement for

generating and/or modifying at least one secure container for

storage onto a digital versatile disk optical storage medium.

24. In an electronic appliance, a method including the

step of performing at least one rights management operation on at

least one secure container for storage onto a digital versatile disk

optical storage medium.

25. A digital versatile disk use system and/or method

characterized in that the system and/or method uses at least one

secure container.

26. A digital versatile disk‘use system and/or method

characterized in that the system and/or method uses at least one
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secure container of the type disclosed in PCT Publication No. WO

96/27155.

27. An electronic appliance including:

a disk use arrangement for writing information onto

and/or reading information from a digital versatile disk optical

storage medium; and

a secure arrangement that securely manages

information on the storage medium such that at least a first portion

of the information may be used on at least a first class of appliance

while at least a second portion of the information may be used on

at least a second class of appliance

28. In an electronic appliance, a method including the

following steps:

reading information from and/or writing information

to at least one digital versatile disk optical storage medium;
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using at least a first portion of the information on at

least a first class of appliance; and

using at least a second portion of the information on at least

a second class of appliance.

29. A system including first and second classes of

electronic appliances each including a secure processing

arrangement, the first appliance class secure arrangement securely

managing and/or using at least a first portion of the information,

the second appliance class secure arrangement securely managing

and/or using at least a second portion of the information.

30. A system as in claim 29 wherein the first and second

information portions are different, and the second appliance class

secure arrangement does not use the first information portion.

31. A system as in claim 29 wherein the first appliance

class does not use the second information portion.
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32. In a system including first and second classes of

electronic appliances each including a secure arrangement, a

method comprising:

(a) securely managing and/or using at least a first portion of

the information with the first appliance class secure arrangement,

and

(b) securely managing and/or using at least a second portion

of the information with the second appliance class secure

arrangement.

33. A method as in claim 32 wherein the first and second

information portions are different, and step (b) does not use the

first information portion.

34. A method as in claim 32 wherein step (a) does not use

the second information portion.
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35. An electronic appliance including:

a disk use arrangement for writing information onto

and/or reading information from a digital versatile disk optical

storage medium; and

a secure arrangement that securely stores and/or

transmits information associated with at least one of payment,

auditing, controlling and/or otherwise managing content recorded

on the storage medium.

36. In an electronic appliance, a method including the

following steps:

reading information from and/or writing information

to at least one digital versatile disk optical storage medium; and

securely storing and/or transmitting information

associated with at least one ofpayment, auditing, controlling

and/or otherwise managing content recorded on the storage

medium.
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37. An electronic appliance including:

a disk use arrangement for writing information onto

and/or reading information from a digital versatile disk optical

storage medium;

a cryptographic engine coupled to the disk use arrangement,

the engine using at least one cryptographic key; and

a secure arrangement that securely updates and/or replaces

at least one cryptographic key used by the cryptographic engine to

at least in part modify the scope of information usable by the

appliance.

38. A method of operating an electronic appliance

including:

writing information onto and/or reading information

from a digital versatile disk optical storage medium;

using at least one cryptographic key in conjunction with

said information; and
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securely updating and/or replacing at least one

cryptographic key used by the cryptographic engine to at least in

part modify the scope of information useable by the appliance.

39. A digital versatile disk appliance characterized in that

at least one cryptographic key used by the appliance is securely

updated and/or replaced to at least in part modify the scope of

information that can be used by the appliance.

40. An appliance as in claim 39 further characterized in

that the key updating and/or replacing is based on class of

appliance.

41. An electronic appliance having a class associated

therewith, characterized in that at least one cryptographic key set

used by the appliance class is selected to help ensure security of

information released from at least one digital versatile disk.
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42. A digital camera for generating at least one image to

be written onto a digital versatile disk optical storage medium,

"‘~ characterized in that the camera includes at least one information

protecting arrangement that at least in part protects the image so

that the information is persistently protected through subsequent

processes such as editing, production, writing onto a digital

versatile disk, and/or reading from a digital versatile disk.

43. A digital camera for generating image information

that can be written onto a digital versatile disk optical storage

medium, a method comprising:

capturing at least one image with a digital camera; and

protecting information provided by the digital camera so

that the information is selectively persistently protected through

subsequent processes such as distribution, editing and/or

production, writing onto the digital versatile disk optical storage

medium, and/or reading from the digital versatile disk optical

storage medium.
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44. In an electronic appliance including a disk use

arrangement, a method comprising:

reading information from at least one digital versatile disk

optical storage medium; and

persistently protecting at least some of the read information

through at least one subsequent editing and/or production process.

45. In an electronic appliance, a method including the

following steps:

reading information from and/or writing information

to at least one digital versatile disk optical storage medium; and
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46. A method of providing copy protection and/or use

rights management of at least one digital property content and/or

secure container to be stored and/or distributed on a digital

versatile disk medium, comprising the step(s) of:

providing a set of use control(s) Within a cryptographically

encapsulated data structure having a predetermined format, the

data structure format defining at least one secure software

container for providing use rights information for digital property

content to be stored on the digital versatile disk medium.

47. A method as in claim 46 further including the step of

using at least one digital property content stored on an optical disk

in accordance with the use controls, including the step of using a

prescribed secure cryptographic key or set of cryptographic keys

for using rights information.

48. A method as in claim 46 further including the step of

decrypting control rules and/or other selected encrypted
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information content encapsulated in the software container using

at least one set of cryptographic keys.

49. A method as in claim 46 further including the step of

applying decrypted control rules to regulate use in accordance

with control information contained within said control rules, so as

to facilitate management of a diverse set of use and distribution

rights which may be specific to different users and/or optical disk

appliances.

50. A method of providing rights management of digital

property stored on digital versatile disk according to claim 46

wherein said secure container data structure comprises:

one or more content objects comprising digital

property content; and

one or more control objects comprising a set of

control rules defining copy protection, use and distribution rights

to digital property content stored on the optical disk.
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51. A method of providing rights management of digital

property stored on a digital versatile disk according to claim 46,

wherein a content object further comprises one or more reference

pointers to digital property content stored elsewhere on the digital

versatile disk.

52. A method of providing rights management of digital

property stored on a digital versatile disk according to claim 46,

wherein a control object further comprises one or more reference

pointers to control information stored elsewhere on the digital

versatile disk.

53. A method of providing rights management of digital

property stored on digital versatile disk according to claim 46,

wherein digital information stored on said optical disk includes

one or more metadata blocks comprising further information used

in conjunction with the control rules to use digital prOperty

content stored elsewhere on the optical disk.
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54. A method of providing rights management of digital

property stored on digital versatile disk according to claim 46,

wherein a metablock may be either of a protected type or of an

unprotected type.

55. An arrangement for implementing a rights

management system for controlling copy protection, use and/or

distribution rights to multi-media digital property content stored or

otherwise contained on a digital versatile disk, comprising:

an encrypted data structure defining a secure

information container stored on an optical disk medium, the

encrypted data structure including and/or referencing at least one

content object and at least one control object associated with the

content object, said content object comprising digital property

content and said control object comprising rules defining use

rights to the digital property content.
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56. An arrangement for implementing a rights

management system for digital versatile disks according to claim

55, wherein a content object further comprises one or more

reference pointers to digital property content stored elsewhere on

the digital versatile disk.

57. An arrangement for implementing a rights

management system for digital. versatile disks according to claim

55, wherein a control object further comprises one or more

reference pointers to control information stored elsewhere on the

digital versatile disk.

58. An arrangement for implementing a rights

management system for digital versatile disks according to claim

55, wherein an control object filrther comprises information for

controlling various operations of an optical disk appliance or

computer.
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59. An arrangement for implementing a rights

management system for digital versatile disks according to claim

55, wherein a control object further comprises information for

controlling various operations of an optical disk appliance or

computer.

60. An arrangement for implementing a rights

management system for digitalversatile disks according to claim

55, wherein a control object further comprises a rule specifying

decoding and/or enforcement of CGMA encoded copy protection

rules associated with the digital content property.

61. An arrangement for implementing a rights

management system for digital versatile disks according to claim

55, wherein a control object further comprises a rule specifying at

least one content scrambling system compatible

encoding/decoding of digital property content.
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62. An arrangement for implementing a rights

management system for digital versatile disks according to claim

55, wherein said optical disk contains a block of stored

information comprising encrypted keys used for decryption of said

encrypted data structure.

63. An arrangement for implementing a rights

management system for digitalversatile disks according to claim

55, wherein said optical disk contains a block of stored

information comprising hidden keys used for decryption of said

encrypted keys.

64. An arrangement for implementing 3 rights

management system for digital versatile disks according to claim

55, wherein a content object further comprises one or more

reference pointers to digital property content stored on a separate

storage medium.
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65. A rights management system for providing copy

protection, use and/or distribution rights management for multi—

media digital property content stored or otherwise contained on a

digital versatile disk for access by an optical disk player device

that uses digital property content stored on said optical disk

medium, wherein said appliance includes a microprocessor

controller for decrypting and using control rules and other selected

encrypted information content encapsulated in the secure

container by using a prescribed cryptographic key and applying

said decrypted control rules to regulate use in accordance with

control information contained within said control rules, so as to

facilitate management of a diverse set of use and/or distribution

rights which may be specific to different users and/or optical disk

appliances, the system including:

an optical disk medium having stored thereon an

encrypted data structure defining a secure information container,

the encrypted data structure comprising and/or referencing at least

one content object and at least one control object, said content

object comprising digital property content, said control object
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comprising rules defining use rights associated with the digital

property.

66. A method for providing copy protection, use and

distribution rights management of multi—media digital property

stored on and/or distributed via digital versatile disk, said optical

disk medium having stored thereon an encrypted data structure

defining a secure container forhousing rights and/or copy

protection information pertaining to digital property content stored

on the optical disk, wherein an optical disk player appliance for

using digital property content stored on an optical disk must

utilize a prescribed secure cryptographic key or set of keys to use

the secure container, said data structure comprising one or more

content objects comprising digital property content and one or

more control objects comprising a set of rules defining use rights

to digital property, comprising the steps of:

(a) decrypting control rules and other selected

encrypted information content encapsulated in the secure

container using one or more cryptographic keys; and
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(b) applying decrypted control rules to regulate use

and/or distribution of digital property content stored on the optical

disk in accordance with control information contained within the

control rules, so as to provide customized use and/or distribution

rights that are specific to different optical disk user platforms

and/or optical disk appliances.

67. A rights management system for providing copy

protection, use and/or distribution rights management of digital

property stored or otherwise contained on a digital versatile disk,

comprising:

a secure container means provided on an optical disk

medium for cryptographically encapsulating digital property

content stored on the optical disk, said container means

comprising a content object means for containing digital property

content and a control object means for containing control rules for

regulating use and/or distribution of said digital property content

stored on the optical disk.
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68. The rights management system of claim 67 wherein

an optical disk player appliance for using information stored on an

optical disk comprises a secure node means for using said secure

container means provided on an optical disk and implementing

said control rules to control operation of said player appliance to

regulate use of said digital property content.

69. In a system including plural electronic appliances

at least temporarily connected to one another, a rights

authority broker that determines what appliances are

connected and specifies at least one rights management

context depending on said determination.

70. An electronic appliance at least temporarily

connected to a rights authority broker, the electronic

appliance receiving at least one rights context from the

rights authority broker when the device is connected to the

rights authority broker.

71. A first electronic appliance at least temporarily

connected to a second electronic appliance, the first
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electronic appliance selecting between at least first and

second rights management contexts depending at least in

part on whether the first appliance is connected to the

second electronic appliance.

72. In a system including first and second electronic

appliances that may be selectively coupled to communicate

with one another, an arrangement for defining at least one

different rights management control based at least in part on

whether the first and second electronic appliances are

connected.

73. A method of defining at least one rights

management context comprising:

(a) determining whether a first electronic appliance is

present; and

(b) defining at least one rights management control

set based at least in part on the determining step (a).
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74. A method of defining at least one rights

management context including:

(a) coupling an optical disk storing information to an

electronic appliance that can be selectively connected to a

rights management broker;

(b) determining whether the electronic appliance is

currently coupled to a rights management broker; and

(c) conditioning at least one aspect of use of at least

some of the information stored on the optical disk based on

whether the electronic appliance is coupled to the rights

management broker.

75. A method as in claim 74 wherein step (0)

includes the step of obtaining at least one rights

management context from the rights management broker.

76. A method as in claim 74 wherein step (c)

includes the step of obtaining at least one combined control

set from the rights management broker.
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77. A method of defining at least one rights

management context including:

(a) coupling an optical disk storing information to an

electronic appliance;

(b) using at least some of the information stored on

the optical disk based on a first rights management context;

(c) coupling the electronic appliance to a rights

management broker; and

(d) concurrently with step (c), using at least some of

the information stored on the optical disk based on a second

rights management context different from the first rights

management context

78. An electronic appliance include a secure node and an

optical disk reader, the electronic appliance applying different

rights management contexts to protected information stored on an

optical disk coupled to the optical disk reader depending at least in

part on whether the electronic appliance is coupled to at least one

additional secure node.
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79. An electronic appliance including:

an optical disk reading and/or writing arrangement;

a secure node coupled to the optical disk reading and/or

writing arrangement, the secure node performing at least one

rights management related function with respect to at least some

information read by the optical disk reading and/or writing

arrangement; and

at least one serial bus port coupled to the secure node, the

serial bus port for providing any or all of the functions, structures,

protocols and/or methods of IEEE 1394-1995.

80. A digital versatile disk appliance including:

means for watermarking content; and

serial bus means for communicating the watermarked

content,

wherein the serial bus means complies with IEEE 1394—

1995.
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81. An optical disk reading and/or writing device including:

at least one secure node capable of watermarking content

and/or processing watermarked content; and

an IEEE 1394-1995 serial bus port.

82. An optical disk using device comprising:

a secure processing unit; and

an IEEE 1394-1995 serial bus port.

83. A device as in claim 82 wherein the secure processing

unit includes a channel manager.

84. A device as in claim 82 wherein the secure processing

unit executes a rights operating system in whole or in part.

85. A device as in claim 82 wherein the secure processing

unit includes a tamper-resistant barrier.

86. A device as in claim 82 wherein the secure processing

unit includes an encryption/decryption engine.
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87. A rights cooperation method comprising:

(a) connecting an appliance to at least one further

appliance;

(b) determining whether the first and/or further appliance

and/or user(s) of said first and/or further appliance have

appropriate rights and/or resources for performing an action; and

(c) selectively performing the action based at least in part

on the determination.

88. A rights cooperation method comprising:

(a) connecting an appliance to at least one further

appliance;

(b) determining whether the first and/or further appliance

and/or user(s) of said first and/or further appliance have

appropriate security for performing an action; and

(C) cooperating between the first and filrther appliance to

selectively perform the action.

89. A cooperative rights management arrangement

comprising:
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a communications arrangement that allows at least first and

second appliances to communicate; and

an arrangement that processes at least one event based at

least in part on assessing and/or pooling rights and/or resources

between the first and second appliances.

90. An optical disk using system and/or method including

at least some of the elements shown in Figure 1A.

91. An optical disk using system and/or method including

at least some of the elements shown in Figure 1B.

92. An optical disk using system and/or method including

at least some of the elements shown in Figure 1C.

93. An optical disk using system and/or method including

at least some of the elements shown in Figure 2A.

94. An optical disk using system and/or method including

at least some of the elements shown in Figure 2B.
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95. An optical disk using system and/or method including

at least some of the elements shown in Figure 3.

96. An optical disk using system and/or method using at

least some of the elements shown in Figure 3A.

97. An optical disk using system and/or method using at

least some of the control set elements shown in Figure 3B.

98. An optical disk using system and/or method using at

least some of the elements shown in Figure 4A.

99.7 An optical disk using system and/or method using at

least some of the elements shown in Figure 4B.
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100. An optical disk using system and/or method using at

least some of the elements shown in Figure 5.

101. An optical disk using system and/or method using at

least some ofthe elements shown in Figure 6.

102. An optical disk using system and/or method using at

least some of the elements shown in Figure 7.

103. An optical disk using system and/or method using at

least some of the elements shown in Figure 8.

104. An optical disk using system and/or method using at

least some of the elements shown in Figure 9.

105. An optical disk using system and/or method using at

least some of the elements shown in Figure 10.
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106. An optical disk using system and/or method using at

least some of the elements shown in Figure 11.

107. An optical disk using system and/or method including

at least some of the elements shown in Figure 12.

108. An optical disk using system and/or method including

at least some of the elements shown in Figure 13.

109. An optical disk using system and/or method including

at least some of the elements shown in Figure 14.

l 10. A system and/or method including some or all of the

elements shown in Figures ISA-15C.

111,. A system and/or method as in any one of the

preceding claims, further including, in combination, any element

described in any one of the following prior patent specifications:

PCT Publication No. WO 96/27155;
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European Patent No. EPA329681;

PCT Application No. PCT/U896/l4262;

U.S. Patent Application Serial No. 08/689,606; and/or

U.S. Patent Application Serial No. 08/689,754.

1 12. A system or process as in any of the preceding

claims wherein the phrase “high capacity optical disk” is

substituted for “digital versatile disk.”

1 13. A method of clearing or otherwise processing

information resulting at least in part from one or more

digital versatile disk appliances and/or methods as defined

in any of the preceding claims.

I 14. A system and/or method for defining rules for

use in one or more digital versatile disk appliances and/or

methods as defined in any of the preceding claims.
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1 15. A system and/or method for defining rules and

associated content for use in one or more digital versatile

disk appliances and/or methods as defined in any of the

preceding claims.

1 16. A system and/or method for producing an

optical disk for use with one or more digital versatile disk

appliances and/or methods as defined in any of the

preceding claims.

117. A system and/or method for clearing audit

information from one or more appliances and/or methods as

defined in any of the preceding claims.

1 18. In an network including at least one electronic

appliance that reads information from and/or writes information to

at least one digital versatile disk optical storage medium, and

securely communicates information associated with at least one of
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payment, auditing, usage, access, controlling and/or otherwise

managing content recorded on the storage medium, a method of

processing said communicated information including the step of

generating at least one payment request and/or order based at least

in part on the information.

1 19. A method of defining at least one control set for

storage on a high capacity optical disk that can storage images,

audio, text and/or other information, the high capacity optical disk

for use by any of plural different electronic appliance types, the

method including the step of specifying at least one control that

provides different conditions and/or consequences depending

upon at least one of the following:

electronic appliance class;

electronic appliance security;

electronic appliance user class;

electronic appliance connectivity;
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electronic appliance resources;

electronic appliance access to resources; and

rights management cooperation between plural electronic

appliances.
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Description

Cross-Reference to Related Applications

[0001] This application claims priority to applicant's
co-pending application having U.S. Serial No.
60/119,818 filed February 12, 1999 and applicant's co-
pending application having U.S. Serial No. 60/144,927
filed July 21, 1999.

Field of the Invention:

[0002] The present invention relates generally to
the field of bankcard transactions and more particularly
to a method and system for securely performing a bank-
card transaction utilizing an anonymous or alternate
card number.

Background of the Invention

[0003] Transaction card transactions that occur
over the Internet today utilizing the transaction card
infrastructure are most commonly performed, for exam—
ple, by a cardholder transmitting his or her credit or debit
card number over an encrypted link, using a standard
universally available web browser and server capability
such as Secure Sockets Layer (SSL) to the merchant
server. The link between the cardholder and the mer-

chant must be encrypted to prevent the card number
from being intercepted and fraudulently read by an
unauthorized third party. This type of fraud is sometimes
referred to as the man-in-the-middle attack The link is

encrypted so that no eavesdropper can listen in and
steal the card number. However, this method has a

number of disadvantages.
[0004] For example, the cardholder must trust the
merchant with safeguarding the card number. This
leaves the cardholder vulnerable to a risk of fraud by a
merchant or its employees or a merchant who is honest
but who is nevertheless negligent in maintaining the
merchant‘s web site against break-ins. This risk is great
enough to discourage customers from giving their card
numbers to merchant web sites over the Internet whom

they do not know or with whom they have no previous
experience.
[0005] The particular risk is limited with credit cards
and debit cards by consumer protection laws and asso-
ciation rules to a maximum exposure, such as $50 limit.
Further, the cardholder has an opportunity, for example,
with a credit card to dispute a charge before it is actually
deducted from the cardholder's account. However, it is
still a nuisance and a risk, and in the event of fraud, it

may be necessary for the cardholder to be issued a new
card and card number. The risk is greater with debit
cards, because the limitation of liability is not as clear,
and the charge is deducted from the cardholder's
account before he or she is informed. Thus. with a debit

card, the cardholder is placed in the position of having
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to dispute the deduction in order to regain his or her sto-
len funds.

[0006] Another disadvantage, for example, is that
when a merchant accepts a card number from a cus-
tomer over the Internet, the merchant has no way of
authenticating that the customer making the purchase is
the actual cardholder. The transaction is treated as a

Mail Order/Telephone Order (MOTO) transaction, also
known as a "card not present“ transaction. In such a
transaction, the merchant's transaction cost and expo-
sure is much greater than when a customer is physically
present at the point-of-sale. If the customer successfully
disputes having made the transaction, the merchant
payment is reversed by the card issuer.
[0007] These disadvantages provide incentives for
a better approach to security for bankcard transactions
from the standpoint of both cardholders and merchants,
provided it is fast, simple and inexpensive. Many solu-
tions have been proposed to address this need, most
notably the Credit Card Association's standard specifi-
cation, Secure Electronic Transaction (SET) protocol. A
problem with solutions such as SET is that they impose
a significant cost and performance penalty, requiring
both cardholders and merchants to install special soft-
ware and/or hardware that add significantly to transac-
tion costs, in terms of both money and time.

Summary of the Invention

[0008] It is a feature and advantage of the present
invention to provide method and system for securely
performing a bankcard transaction which affords all of
the account number of security of the SET protocol as
well as the ability to authenticate the customer, while
maintaining the simplicity of sending a transaction card
number over an encrypted link, such as SSL.
[0009] It is another feature and advantage of the
present invention to provide a method and system for
securely performing a bankcard transaction which elim-
inates transmitting the customer's actual card number
over the Internet to the merchant and likewise elimi-
nates the need for a secure link between the customer
and the merchant.

[0010] It is a further feature and advantage of the
present invention to provide a method and system for
securely performing a bankcard transaction, such as a
credit card or debit card transaction, that is fast and
easy to implement and that requires little, it any, modifi-
cation to the existing Internet infrastructure.
[0011] To achieve the stated and other features,
advantages and objects, an embodiment of the present
invention provides a method and system for securely
performing an bankcard transaction in which a transac-
tion card user receives an alternate or anonymous card
number tat is not the user‘s actual card number but tat is

designed, for example, to pass any validity checks
made by a merchant or the merchant's bank. The alter-
nate or anonymous card number can be used only once
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within a limited time period and cannot be copied and
replayed. Upon receipt of the anonymous or alternate
card number by the transaction card issuer, the anony-
mous card number can be associated by the card issuer

[0017] In an embodiment of the present invention,
the anonymous card number generated by the transac-
tion card issuer is associated with a transaction card

number of the transaction card user, for example, by
with the proper cardholder and the cardholder's account 5 linking the anonymous card number with the transaction
can be authorized. card number by either or both of the number generator

[0012] In an embodiment of the present invention, or the authorization processor of ihe transaction card
the transaction card user authenticates himself or her- issuer's server.

self, for example, to an authenticator of the transaction [0018] However, in the alternative aspect in which
card issuer's server. The transaction card user can 10 the anonymous card number is generated at the trans-
authenticate himself or herself, for example, by entering action card user's local computing device, the anony-
transaction card user information atacomputing device, mous card number is linked with the transaction card
such as a personal computer, a personal digital assist- number according to a pie-defined sequence synchro-
ant, orasmart card, coupled to the card issuers server nization between the number generator of the local
over a network, such as the Internet. 15 computing device and the transaction card issuers
[0013] In addition, in an embodiment of the present server.
invention. an electronic wallet application of the comput- [0019] In an embodiment of the present invention,
ing device can be utilized by the transaction card user the anonymous or alternate card number is used in a
for sending the transaction card user information to the transaction by the transaction card user in place of the
transaction card issuer's server for user authentication. 20 transaction card user‘s transaction card number. For

The transaction card user information includes, for example, the transaction card user sends the anony-
example, one or more of a personal identification mous card number to the merchant. which in turn sends
number, a password, a biometric sample, a digital sig- it to the merchant' bank with a request for authorization.
nature or the transaction card number for the transac- The merchant‘s bank sends the anonymous card
tion card user, and the transaction card user information 25 number over the card association network to the trans-

can be encrypted. action card issuer. The transaction card issuers author-
[0014] In an alternative aspect for an embodiment ization processor receives the anonymous card number
of the present invention, the transaction card user linked with the transaction card number and sends an
authenticates himself or herself with the transaction authorization back to the merchant via the card associ-

card user information at a local computing device, such 30 ation network and the merchant's bank.
as a personal computer, a personal digital assistant, or [0020] In another embodiment of the present inven-
a smart card of the transaction card user. In this aspect, tion, the anonymous or alternate card number is used in
the transaction card user authenticates himself or her- a transaction by the transaction card issuer after
self on an application ofthetransaction card user‘slocal authenticating the user. For example, the transaction
computing device, such as an electronic wallet applica- 35 card user authenticates himself to the issuing bank, and
tion, by entering the transaction card user information the issuing bank sends the anonymous card number
on the application at the local computing device. directly to the merchant which, in turn, sends it to the
[0015] In an embodiment of the present invention, merchant's bank with a request for authorization.
when the transaction card user is authenticated by the [0021] In another embodiment of the present inven-
transaction card issuer, a number generator of the 40 tion, the transaction card user authenticates himself to
transaction card issuer's server generates an anony- the transaction card issuer, and the transaction card
mous card number for the transaction card user. How- issuer sends the anonymous card number, along with
ever, in the alternative aspect in which the transaction an authorization, directly to the merchant which, in turn,
card user authenticates himself or herself on an applica- sends both the anonymous card number and the
tion of the transaction card user's local computing 45 authorization to the merchant's bankfor verification and
device, the anonymous card number is likewise gener- processing. The transaction card user uses the actual
ated at the local computing device, for example, by a transaction card number and the alternate card number
number generating application of the local computing for billing and communicating to its transaction card
device which is synchronized with the number generator user, and the alternate card number and authorization
of the transaction card issuer's server. 50 number for settlement with the merchant bank and card

[0016] The anonymous card number for an embod- processing network.
iment of the present invention is generated according to [0022] Additional objects, advantages and novel
a number generating scheme, such as a random features of the invention will be set forth in part in the
number generating algorithm, a random sequence gen- description which follows, and in part will become more
erator, and/or a secure-hashing algorithm. Further, the 55 apparent to those skilled in the art upon examination of
anonymous card number is generated according to pre-
defined parameters limiting its use to the particular
transaction and/or for a predetermined time period.

the following or may be learned by practice of the im/en-
tion.
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Brief Description of the Drawings

[0023]

Fig. 1 is a schematic diagram which illustrates an
overview of examples of key components and the
flow of information between the key components for
an embodiment of the present invention in which an
anonymous or alternate card number is sent to a
cardholder by a card issuer for use in an on-Iine
bankcard transaction;

Fig. 2 is a flow chart which illustrates an example of
the process of the cardholder performing a bank-
card transaction using the anonymous or alternate
card number which was sent to the cardholder by
the card issuer for an embodiment of the present
invention;

Fig. 3 is a schematic diagram which illustrates an
overview of examples of key components and the
flow of information between the key components for
an embodiment of the present invention in which an
anonymous or alternate card number is generated
at the cardholder's computing device for use in an
on-line bankcard transaction;
Fig. 4 is a flow chart which illustrates an example of
the process of the cardholder performing a bank-
card transaction using the anonymous or alternate
card number which was generated at the card-
holder‘s computing device for an embodiment of the
present invention;
Fig. 5 is a schematic diagram which illustrates an
overview of examples of key components and the
flow of information between the key components for
an embodiment of the present invention in which an
anonymous or alternate card number is generated
a point of sale for the cardholder; and
Fig. 6 is a diagram which illustrates a sample of a
Linear Feedback Shift Register used to generate
anonymous or alternate card numbers for an
embodiment of the present invention.

Detailed Description of the Invention

[0024] Referring now in detail to an embodiment of
the invention, an example of which is illustrated in the
accompanying drawings, Fig. 1 is a schematic diagram
which illustrates an overview of examples of key compo-
nents and the flow of information between the key com—
ponents for an embodiment of the present invention in
which an anonymous card number is sent to a card-
holder by a card issuer for use in an on-line bankcard
transaction. An embodiment of the present invention
involves a number of entities, such as a cardholder 2, a

merchant 4, a merchant (acquiring) bank 6, and a card
issuer 8. An embodiment of the present invention also
makes use, for example, of computer hardware and
software, such as a cardholder's computing device 10. a
merchant's website server 12. and a card issuer's
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server 14, each coupled over a network, such as the
Internet 16, as well as a merchant (acquiring) bank
server 18 coupled to the merchant server 12 and also
coupled to the issuing bank server 14 over a card asso-
ciation network 20. In addition. the card issuer's server
comprises, for example, an authenticator 22, an alter-
nate card number generator 24, and an authorization
processor 26.

[0025] In an embodiment of the present invention,
the cardholder 2 receives an alternate card number

(referred to herein as either "anonymous card number"
or "alternate card number") from the cardholder‘s issu-
ing bank 8 that is not the cardholder's actual card
number. The anonymous card number is issued after
the cardholder 2 authenticates himself or herself directly
to the cardholder's card issuer 8. The anonymous card
number is utilized only once within a limited period of
time. It is designed to pass any validity checks made by
the merchant 4 and the merchant's bank 6 and cannot

be copied and replayed. Upon receipt of the anonymous
card number for authorization, the anonymous card
number can be associated by the issuing bank 8 with
the proper cardholder 2 and the cardholder's account
and can be authorized.

[0026] Fig. 2 is a flow chart which illustrates an
example of the process of the user 2 performing a bank-
card transaction using the anonymous or alternate card
number for an embodiment of the present invention in
which the anonymous card number is sent to the card-
holder 2 by the card issuer 8. At S1, the merchant's
server 12 sends a request over the Internet 16 to the
user 2 at the user's computing device 10 for a transac-
tion card number in connection with an on-Iine transac-

tion for the user 2. At 82, the user 2 receives the request
at the user's computing device 10 and sends a request
over the Internet 16 to the card issuer's server 14 for an

alternate card number. At $3, the card issuer's authen-

ticator 22 receives the request, authenticates the user 2
and obtains an alternate card number linked to the
user's actual card number from the card issuer's

number generator 24, and sends the alternate card
number over the Internet 16 to the user 2 at the user's

computing device 10. At S4, the user 2 at the user's
computing device 10 sends the alternate card number
over the Internet 16 to the merchant' server 12.

[0027] Referring further to Fig. 2, in an embodiment
of the present invention, at $5, the merchant's server 12
receives and sends the alternate card number to the

merchant (acquiring) bank's server 18 with a request for
authorization. At 36, the merchant (acquiring) bank's
server 18 receives the request for authorization and
sends the request with the alternate card number over
the card association network 20 to the card issuer's

server 14. At 37, the card issuer's authorization proces-
sor 26 receives the request for authorization, links the
alternate card number to the user's actual account for
authorization, and sends an authorization for the alter-

nate card number to the merchant (acquiring) bank's
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server 18 over the card association network 20. At 88,

the merchant (acquiring) bank's server 18 receives the
authorization and sends it to the merchant's sewer 12.

At SB, the merchant's server 12 receives the authoriza-

erated at the cardholder‘s computing device to. Refer-
ring to Fig. 4, at 810 , the merchant sewer 12 sends a
request for a transaction card number over the Internet
16 to the cardholder 2 at the cardholder's con’puting
device 10. At St 1, the cardholder 2 receives the requesttion and completes the transaction with the user 2. 5

[0028] Referring again to Fig. 2, in an embodiment at the cardholder's computing device 10, and the
of the present invention, the cardholder 2 authenticates number generating software 30 at the cardholder‘s com-
himself or herself on-Iine over a secure (encrypted) line puting device 10 generates and sends an alternate card
with the cardholder's issuing bank 8 at S2, utilizing, for number to the merchant's server 12- At 512 the mer-
example, an electronic wallet 23 as shown in Fig. 1_ 10 chant‘s server 12 receives the alternate card number
When the cardholder 2 is authenticated, he or she and sendsarequest for authorization with the alternate
receives the anonymous card number over the same card number to the merchant (acquiring) bank's server
line at 83. Alternatively, at $3, the cardholder 2 can 18-
have the anonymous card number sent by the card [0032] Referring further to Fig. 4, in an embodiment
issuer 8 directly to the merchant 4, in which case, it is 15 of the present invention, at S13, the merchant (acquir-
not necessary for the cardholder 2 to send the anony- ing) bank‘s server 18 receives the request and sends
mous card number to the merchant 4 at S4. the request over the card association network 20 to the
[0029] Referring once more to Fig. 2, in an embodi- card issuer's server 14. At $14, the card issuer's alter-
ment of the present invention, the cardholder 2 authen- nate card number generator 24 receives the request,
ticates himself or herself to the cardholder's issuing 20 generates the next number in sequence synchronized
bank 8 by typing in his or her card number and a secret to the cardholder's software 30, links the alternate card
PIN or password or hash of a PIN or password at the number to the cardholder‘s actual card number, and
user's computing device 10 and sending it over an sends the cardholder‘s actual card number to the card
encrypted link to the issuing bank 8 at 82. The issuer's authorization processor 26. At S15, the card
encrypted link ensures that no third party can eaves- 25 issuer's authorization processor 26 receives the card-
drop and steal the card number and PIN. The card- holder's actual card number and sends an authorization
holder 2 can feel secure that the card number, PIN or over the card association network 20 to the merchant

password or hashed PIN or password are safe with the (acquiring) bank's server 18. At 816, the merchant
issuing bank 8, as the issuing bank 8 already knows and (acquiring) bank's server 18 receives the authorization
safeguards this information. Because the cardholder 2 30 and sends it to the merchant's server 12. At S17, the
authenticates himself or herself witha PIN or password, merchant's server 12 receives the authorization and
the issuing bank 8 can authenticate the cardholder 2 to completes the transaction with the user 2.
the merchant 12. If the transaction or the customer‘s [0033] In another aspect of an embodiment of the
history warrants, the issuing bank 8 can require more present invention, the card issuer 8, such as a bank,
secure authentication, such as additional secrets, 35 provides an electronic wallet system, including, for
matching biometrics, and/or digital signatures. example, an electronic wallet server. In this aspect, the
[0030] In an alternative aspect of an embodiment of issuing bank 8 matches the anonymous card number
the present invention, the issuing bank 8 can install soft- with the actual user account. If the electronic wallet gen-
ware on the cardholder‘s PC or information appliance erates an anonymous card number for the cardholder 2
10, such as a smart card or personal digital assistant 40 for which the wallet server is not the issuing bank then
(PDA) type computing device, that can generate the the anonymous card number is sent back to the wallet
anonymous card number after the cardholder 2 identi- server for matching the anonymous card number with
ties himself or herself to the software and/or appliance the actual user card number and for sending it to the
10. Fig. 3 is a schematic diagram which illustrates an issuing bank 8 for authorization. In this situation, the
overview of an example key components and the flow of 45 electronic wallet, in effect, performs an acquiring bank
information between the key components for an alter- function.
nate aspect of an embodiment of the present invention [0034] Another aspect of an embodiment of the
in which an anonymous card number is generated atthe present invention enables the cardholder 2 to perform a
cardholder's computing device 10 in an on-line transac- transaction, such as a purchase, at a physical point-of-
tion. In this aspect, the card issuers can install software 50 sale without revealing the cardholder's true card
30 on the cardholder's computing device 10, which can number. Fig. 5 is a schematic diagram which illustrates
be a personal computer (PC) or hardware token, such an example of key components and the flow of informa-
as a smartcard, that generates the anonymous card tion between the key components for an aspect of an
number locally upon authentication ofthe cardholder 2. embodiment of the present invention in which an alter-
[0031] Fig. 4 is a flow chart which illustrates an 55 nate card number is generated at a point-of sale for a
example of the process of the user 2 performing a bank-
card transaction for an embodiment of the present
invention in which the anonymous card number is gen-

bankcard transaction. This aspect makes use, for exam-
ple, of a card 32 with no embossed number but with an
input device 34, such as a keypad, a display 36, such as
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a liquid crystal display (LCD), and a magnetic stripe 38
whose recording can be altered by an internal micro-
processor 40 in the card. This aspect utilizes a point-of
sale card device 42 coupled to the merchant (acquiring)
bank‘s server 18, which is coupled over the card associ—
ation network 20 to the card issuer's server 14.

[0035] Referring to Fig. 5, in the process of the user
2 performing a point-of-sale bankcard transaction for an
embodiment of the present invention, the user 2 enters
a password onto the input device 34, such as the key-
pad, or alternatively the user 2 enters a biometric, such
as a fingerprint, onto the input device 34, such as a bio-
metric input device. Upon entering the correct password
or biometric onto the input device 34, the anonymous
card number is displayed on the LCD 36 as the card
number, and when the card 32 is dipped in the card
device 42, the magnetic strip 38 outputs the anonymous
card number. The remainder of the process for the
point-of sale bankcard transaction is the similar to steps
811 through S17 of the process of the user performing
an on-line bankcard transaction in which the anony-
mous number is generated at the user‘s computing
device 10 illustrated in Fig. 4.
[0036] Alternatively, in the foregoing aspect of an
embodiment of the present invention, when the card 32
is dipped in the card device 42, it can produce the actual
number of the cardholder, but the display 36 shows an
anonymous number. In this situation, a fraudulent mer-
chant cannot read the cardholder's actual card number.

The anonymous number that is displayed can be for a
one-time use, in case the number is manually entered at
the point of sale. but it cannot be copied and reused. In
this case, a fraudulent merchant can conceivably obtain
the cardholder's actual card number by skimming the
magnetic strip 38, but properties of the magnetic strip
38 can be adjusted to make skimming and copying diffi-
cult. The same process can be used, for example, for a
telephone order in which, after user activation and
authentication, the cardholder's device 10 transmits an

alternate card number through the telephone system to
the merchant 4.

[0037] In an embodiment of the present invention,
the assigned one-time use anonymous card number
passes validation by the merchant 4 and the merchant's
bank 6, because it has all the required digits in the
proper position. The anonymous card number also has
the proper routing digits to ensure that the transaction is
sent to the correct issuing bank 8 for authentication and
authorization approval. When the issuing bank 8
receives the number and requested charge for authori-
zation, it sends the anonymous card number to a spe-
cial front-end processor 24. The processor 24 can be
implemented as a standalone hardware processor, or it
can simply be, for example, a software module co-
located inside the main authorization processor 26.
[0038] The front-end processor 24 for an embodi-
ment of the present invention maintains a link between
the actual card number and the generated anonymous
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card number and the time frame during which the link is
valid. If a match occurs, and the anonymous card
number has not already been used or expired, it is
replaced with the actual card number and sent on to the
normal card processing authorization system 26.
Therefore. the requested transaction charge is author-
ized and linked to the cardholder's account by the card-
holder's issuing bank 8 as long as the anonymous
number matches the number provided by the issuing
bank 8 or its hardware/software token 30 and as long as
it has not already been used or passed the expiration
period.

[0039] In an embodiment of the present invention, if
the transaction is rejected, the cardholder 2 must go, for
example, to a website of the cardholder's issuing bank 8
and request a new anonymous card number. The ran-
domly selected anonymous card number is good only
for one validation, and a new randomly selected number
will not be assigned until the first randomly assigned
number is either used or expires, whichever occurs first.
Any receipts provided to the customer 2 must show the
anonymous account number and the time of the trans-
action. The issuing bank 8 maintains the anonymous
numbers and their links to true account numbers and
the date and time of the transaction in order to investi-

gate transactions disputed by the customer 2.
[0040] In the implementation of the method and
system for an embodiment of the present invention, the
anonymous or alternate card number is a number that is
not the cardholder's actual card number. The issuing
bank 8 associates the number with the cardholder‘s
actual card number for one-time use over a limited time-

duration, such as 15 to 30 minutes. The anonymous
card number is generated by substituting new anony-
mous numbers for the actual numbers in selected posi-
tions of the cardholder’s number.

[0041] There are a number of ways the anonymous
card numbers are generated for an embodiment of the
present invention. The generation of anonymous card
numbers involves, for example, using a random number
generation scheme with the additional requirement that
the same number cannot be valid for more than one

transaction during the same time period. Associated
with the particular random number is the time that it was
generated, along with a fixed period of time for which
the number can be validly associated with the card-
holder 2.

[0042] The assigned anonymous or alternate card
number for an embodiment of the present invention can
comprise, for example, 9 to 11 digits. For example, the
ISO 7812 Identification Cards - Numbering System and
Registration Procedure for issuer identifiers specifies
that a valid card number consists of a bank identification

number, plus an individual account identifier, plus a
check digit. The bank identification number (BIN) is the
first four or six digits of the number and is used for rout-
ing to the proper bank, such as the card issuer 8. The
individual account identifier is a personal or individual
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number assigned by the card issuing institution 8 for
purposes of identifying an individual account. The
check digit is the checksum calculated from the rest of
the number.

the merchant 4 includes the anonymous card number.

[0047] In one aspect of an embodiment of the
present irwention, the anonymous or alternate card
number is generated at the issuing bank server 14 and

[0043] Most commonly issued credit card numbers 5 transmitted either directly to the merchant 4 or to the
comprise 16 digits. For example, a valid credit card cardholder's PC or token 10for relay to the merchant 4.
number for a financial institution, such as issuing bank However, in an alternate aspect of and embodiment of
8, can be AAAAAA XXXXXXX)O( C, where AAAAAA the present invention, the anonymous card number is
represents the BIN and is fixed, XXXXXXXXX are nine generated locally at the cardholders PC or hardware
arbitrarily assigned digits, and 0 represents the check- 10 device 10, such as a smart card, personal digital assist-
sum and is calculated from the other digits. Thus, the ant (PDA) type device, or Security Dynamics type card.
card issuer8 can arbitrarily set 9 or 11 of the 16digits to The local/client software 30 can be downloaded from
any number for the one-time use, adjust the checksum the issuing bank server 8 or installed.
to its new correct value, and the card number will check [0048] In an embodiment of the present invention, it
out as valid by the validation systems of the merchant 4 15 the customer 2 or the customer’s electronic wallet 28 is
and the merchant's bank 6. A bank desiring to use this asked to re-present the alternate card number in case,
scheme must obtain a new BIN to be used exclusively for example, its transmission to the merchant 4 was not
for Internet transactions. This eliminates the need of received or was received garbled, the alternate card
preventing the issuance of a one-time use number that number is resent unless it has already expired. If it has
is duplicative of existing or hot-carded numbers. 20 expired, a new alternate card number is generated and
[0044] Alternatively, in an embodiment of the sent. If the authorization was completed the first time
present invention, the bank, such as issuing bank 8, can the alternate card number was presented, then it can be
use an existing BIN by reserving one or more special recognized as a duplicate charge by the merchant 4 it
digits in one or more specially designated positions to the alternate card number is the same, since there are
identity the card number as an anonymous card 25 two charges for the same amount with the same alter-
number, such as AAAAAA S XXXXXXXXX C, where S nate card number. If the merchant 4 is sent a new alter-
is the special symbol in designated position number nate card number, then the customer 2 and his or her
seven. If there are already existing real card numbers issuing bank8wi|| recognize it, because the customer's
with symbol S in position number 7, it is not possible to credit card statement will reflect a double charge
use these numbers as anonymous card numbers, and 30 against the customer's actual card number, which was
they must be rejected as valid anonymous card num- correctly substituted forthe alternate card numbers both
bars by the anonymous number generator. In such times.
case, the bank has only 8 or 10 digits available to assign [0049] In an embodiment of the present invention, it
an anonymous card number. Longer numbers can be the merchant 4 receives the alternate card number but
generated it the card association standards are modi- 35 is asked by the merchant bank 6 to re-present, or it the
fled to allow longer bit streams, or if the participating merchant bank6 is asked by the credit card network 20
financial institutions agree to accept these longer bit to re-present, then the original alternate card number is
streams. re-presented. whether or not the alternate card number
[0045] In an embodiment of the present invention, has already expired. If the alternate card number has
the assigned one-time use anonymous card number 40 expired, the transaction will not be approved, and the
passes validation by the merchant 4 and merchants customer 2 or the customer‘s electronic wallet 28 is
bank 6 because it has all the required digits in the requested to send a new alternate card number, which
proper position. It is passed to the correct issuing bank it will do. If the alternate card number has expired or
8 because the BIN is correct. The anonymous card timed-out by the time it reaches the issuing bank 8 for
number is correctly associated with the cardholder‘s 45 authorization approval, the authorization is denied, and
actual card number by the cardholder‘s issuing bank 8, the customer 2 or the customer's electronic wallet 28
as long as it has not passed the expiration period. The must resubmit.
cardholder's issuing bank 8 substitutes the cardholder‘s [0050] In an embodiment of the present invention, it
actual card number for the anonymous card number the card network 20 stands-in because the authoriza-
and passes the number along for normal authorization. 50 tion by the issuing bank 8 takes too long, then the issu-
[0046] In an embodiment of the present invention, if ing bank 8 treats the charge as valid, just as it would in
the transaction is rejected because the anonymous card any other stand-in situation. The issuing bank 8 knows
number does not pass the match test, the cardholder 2 the actual card number with which the charge is associ-
must go to the web site of the cardholder's issuing bank ated, because the issuing bank 8 can match the alter-
8 and request a new number. The assigned anonymous 55 nate card number with the actual card number.
card number is good for only one validation. A new
anonymous number will not be assigned until the first
number is either used or expires. Any response back to

[0051] In an embodiment of the present invention,
in order to handle any disputes, the issuing bank 8
maintains a log for each transaction of the merchant 4,
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with the amount, the alternate card number and the
actual card number. The merchant 4 can trace the mer-

chant‘s sale to the alternate card number, and the cus-

tomer 2 can trace his or her purchase via the customer's
actual card number. The issuing bank 8 can associate
or match the two because it has a record of the alter-
nate card number that is associated with the actual card
number for the transaction. If the alternate card number

is used for two transactions, the issuing bank 8 can spot
that situation as well. In fact, if there is an attempt to use
the same alternate card number twice for two different

charges, the issuing bank 8 will deny the second
attempt.

[0052] In an embodiment of the present invention,
anonymous card numbers can be generated in several
different ways. For example, the anonymous card
number sequences can either be continuously gener-
ated at fixed time intervals or at each new request
event. This can be achieved a number of ways, such as
Security Dynamics algorithm, a random sequence gen-
erator, and a secure-hashing algorithm. If the issuing
bank. such as card issuer 8, that assigns the anony-
mous card sequence is the same bank that validates it.
there is no need to synchronize clocks.
[0053] In an embodiment of the present invention, if
a number is generated that has already been assigned
and has not yet expired, it will not be assigned, but a
new number will be generated. The shorter the expira-
tion period, and the more digits in the assigned number
sequence, the less likelihood there is that such a conflict
will occur. The anonymous number generator algorithm
is designed to only issue new numbers that do not con-
flict with already issued and non-expired anonymous
numbers or already assigned actual card numbers. This
means it is designed to prevent the generation of a con-
flict or is capable of generating a new number within
acceptable delays, not exceeding. for example, a couple
of seconds, when a conflict does arise.

[0054] Alternatively, in an embodiment of the
present invention, the issuing bank can run a number of
anonymous number generators in parallel, so tat if one
such generator generates a duplicate. a non-duplicate
number can be obtained from one of the other number

generators, or a batch of alternative numbers can be
generated in advance from which the next alternative
number can be selected. In an embodiment of the

present invention, a single common number generator
can be employed to service all cardholder's requests, or
a different number generator can be dedicated to each
active cardholder or to some subset of the total card-

holder population.
[0055] In an embodiment of the present invention,
the expiration interval is not so short that it expires
before the cardholder 2 has time to send the sequence
to the merchant 4 and have if processed and relayed
through the merchant bank 6 back to the issuing bank 8.
For this purpose, the expiration interval is at least, for
example, about 15 minutes, but the expiration interval is
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adjustable to fit the application and situation. If a new
card number sequence is assigned every second, 900
sequences must be generated every 15 minutes, and a
typical sequence is 9 to 11 digits long. A 9-digit number
generator is designed to produce 1 billion, or 10 to the
ninth power, of non-duplicate sequences before it
repeats, ensuring that it will not produce a repeat
sequence within a 15 minute interval during which 900
sequences are generated.

[0056] An embodiment of the present invention
makes use of any of a number of alternate card number
generating algorithms. For example, Linear Congruen-
tial Generators are pseudo random sequence genera-
tors of the form:

Xn = (aXn1 +b) mod m

Where Xn = nth number of the sequence, Xn1= previ-
ous number of the sequence, a, b and m are constants
where a is called the multiplier, b is called the increment
and m is called the modulus. When a, b, and m are

properly chosen, they can produce a pseudo-random
sequence of maximal length, period m before they
repeat themselves. Linear Congruential Generators are
fast algorithms, but the output of a Linear Congruential
Generator is not cryptographically secure. in other
words, a cryptographer can, in a practical period of time,
determine the next number of the sequence from exam-
ining past numbers in the sequence. Thus this algorithm
can be vulnerable to attack.

[0057] However, with this algorithm for an embodi-
ment of the present invention, an eawesdropper cannot
obtain past numbers in the sequence when they are
sent over encrypted lines. In that case, it would be nec-
essary for the eavesdropper to collect the numbers at a
merchant server, and these numbers may not be in
sequential order at the particular merchant, since shop-
pers frequent a number of merchants in relatively ran-
dom order. The cardholder can be prevented from
collecting a sequence of alternate card numbers by
selecting the alternate card number from a collection of
alternate number generators used to supply numbers to
multiple cardholders. This decreases the likelihood that
a single eavesdropper can capture a sufficiently long
sequence of anonymous numbers from a single anony-
mous number generator to enable reverse engineering.
[0058] Linear Feedback Shift Registers can also be
used to produce pseudo-random sequences of num-
bers for an embodiment of the present invention, and
can be designed to be maximal length. Fig. 6 is a dia-
gram which illustrates a sample Linear Feedback Shift
Register for generating anonymous or alternate card
numbers for an embodiment of the present invention.
The Linear Feedback Shift Register is only one such
method for generating a random number. Alternatively,
a random number could be used as a seed to a crypto-
graphic hash algorithim or digital signature algorithim
for any of the other methods discussed below. Linear
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Feedback Shift Registers are also fast and also not
cryptographically secure, but they can be combined to
produce sequences that, although they cannot be
proven to be cryptographically secure, are not known to

then the issuing bank 8 can identify and keep track of
which purchases were made over the Internet and with
which merchants. This information can be used for both

fraud management and control purposes and tor mar-
have been broken. Examples include the "Bilateral Stop 5 keting purposes, such as special merchant promotions
and Go Generator" and the "N Threshold Generator". or promotions to customers for purchases made over

[0059] Another approach for an embodiment of the the Internet. Similarly, it can be Used to keep track of
present invention employs a symmetric cryptographic purchases made over the telephone and the like.
algorithm known to be secure, such as RC4 by RSA [0064] In another aspect of an embodiment of the
Data Security, which requires more processing power. If 10 present invention, when a server-based wallet, such as
the issuing bank server generates and matches the the user's electronic wallet 28, is used, it is technically
sequence, it is not necessary for the key to be shared or possible for the wallet 28 to receive the merchant pay-
distributed. There is a certain degree of risk even when ment request form and not only to generate the alter-
using cryptographic algorithms that are known to be nate number, but also to pre-approve the purchase and
secure. Over time, as computers grow in power, previ- 15 to provide the merchant 4 with an alternate card number
ously secure cryptographic algorithms can succumb to and an authorization code simultaneously. Although
practical attacks. For example, 40-bit Data Encryption technically possible, it would be necessary to have such
Standard (DES) is no longer considered secure against a process approved by the card association. However, it
attacks, as today's affordable computers have been permitted, such a process has several advantages.
shown to have sufficient power to break this algorithm 20 From the merchant‘s perspective, for example, it saves
within reasonable timetrames in a matter of hours. the merchant the time required to make an authoriza-
[0060] Another approach to generating anonymous tion. Time is critical for transactions made over the Inter-
or alternate card numbers for an embodiment of the net.

present invention is to pick numbers in a sequence trom [0065] In an eftort to make the shopping experience
tables of known truly random numbers, such as RAND 25 fast and convenient for users, many merchants actually
tables. The actual selection of numbers from this table take the credit card number and do not even attempt to
can be randomized using one of a number of tech- obtain a credit authorization in real-time. Rather, they
niques such as the ones described above. Alternatively, batch the transactions up and obtain authorizations
a random sequence can be generated from some actual after the tact. In that case, a merchant mayfind after the
random physical process, such as measuring keyboard 30 fact that the authorization was declined, and it becomes
latency, or electrical noise out of an electronic device. necessary for the merchant to get back in touch with a
[0061] In an embodiment of the present invention, consumer. lnthe case ofdigital goods, knowledge ofthe
pseudo-random numbers sequences can be made still denial may likely occur after the digital goods and serv-
further cryptographically secure by combining tech- ices are already been distributed.
niques, such as Linear Feedback Shift Register or sym- 35 [0066] In the aspect in which the server-based wal-
metric algorithms to select numbers trom a random let 28 also pre—approves the purchase and provides the
number table. which are then cryptographically hashed merchant 4 with an alternate card number and authori-
with an algorithm such as Secure Hash Algorithm zation code simultaneously, in the banks case, this
(SHA). authorization flow eliminates the risk of stand-in, in
[0062] An aspect of an embodiment of the present 40 which the issuing bank, such as card issuer 8, is unable
invention also provides a general means of an agent to get back fast enough, and the card association
authentication. For example, a user can authenticate stands-in for the issuing bank 8 and automatically
himself or herself to the user's agent and receive an approves the transaction, with the issuing bank 8 still
authenticating number. The authenticating number assuming the risk of collection.
serves, for example, as a kind of one-time authentica- 45 [0067] Various preferred embodiments of the inven-
tion token that is issued to the user and can be used to tion have been described in fulfillment of the various

enable the user to authenticate himself or herself to any objects 01 the invention. It should be recognized that
other service, without the need for additional passwords these embodiments are merely illustrative of the princi-
or secrets. ples of the present invention. Numerous modifications
[0063] In another aspect of an embodiment of the 50 and adaptations thereof will be readily apparent to those
present invention, since the alternate card number is skilled in the art without departing from the spirit and
generated on a per transaction basis, it can be used by scope of the present invention. Accordingly, the inven-
the card processor, such as card issuer 8, to keep track tion is only limited by the following claims.
of where (over what channel) and to whom (what mer-
chant number was used). For example, ifthe request tor 55 Claims
an alternate number was requested at a wallet, such as
the user's electronic wallet 28. over the Internet to be

supplied to an Internet merchant, such as merchant 4,
1. A method for pertorming a transaction by a transac-

tion card user, comprising:
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authenticating the transaction card user;

generating an anonymous card number for the
transaction card user;

associating the anonymous card number with a
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The method of claim 1. wherein authenticating the
transaction card user further comprises authenti-
cating the transaction card user at a local comput-
ing device.

transaction card number of the transaction card 5

user; and 13. The method of claim 12, wherein the local comput-
authorizing thetransaction with the anonymous ing device further comprises one of a personal
card number for the transaction card user. computer, a personal digital assistant, and a smart

card.

2. The method of claim 1, wherein authenticating the 16
transaction card user further comprises authenti- 14. The method of claim 12, wherein authenticating the
cafing the transaction card user by a transaction transaction card user further comprises authenti-
card issuer. cating the transaction card user by an application

on the local computing device.
3. The method of claim 2, wherein authenticating the 15

transaction card user further comprises authenti- 15. The method of claim 14, wherein the application of
eating the transaction card user by a server of the the local computing device further comprises an
transaction card issuer. electronic wallet application.

4. The method of claim 2, wherein authenticating the 26 16. The method of claim 12, wherein authenticating the
transaction card user further comprises receiving transaction card user further comprises receiving
transaction card user information by the transaction transaction card user information by an application
card issuer. on the local computing device.

5. The method of claim 4, wherein receiving the trans- 25 17. The method of claim 16, wherein the transaction
action card user information further comprises card user information further comprises at least one
receiving the information from the transaction card of a personal identification number, a password, a
user. biometric sample, a digital signature, and a transac-

tion card number for the transaction card user.

6. The method of claim 5, wherein receiving the trans- 36
action card user information further comprises 18. The method of claim 1, wherein generating the
receiving the information at a computing device anonymous card number further comprises gener-
coupled to a server of the transaction card issuer. ating the anonymous card number by a transaction

card issuer.

7. The method of claim 6, wherein receiving the trans- 35
action card user information further comprises 19. The method of claim 18, wherein generating the
receiving the information by the transaction card anonymous card number further comprises gener-
issuer's server in encrypted form. ating the anonymous card number by a server of

the transaction card issuer.

8. The method of claim 6, wherein receiving the trans- 45
action card user information further comprises 20. The method of claim 19, wherein generating the
receiving the information at the computing device anonymous card number further comprises gener-
coupled over a global network to the transaction ating the anonymous card number by a number
card issuer's server. generator of the transaction card issuers server.

45

9. The method of claim 6, wherein the computing 21. The method of claim 1, wherein generating the
device further comprises a personal computer. anonymous card number further comprises gener-

ating the anonymous card number at a local com-
10. The method of claim 9, wherein the computing puting device.

device further comprises an electronic wallet appli- 55
cation of the personal computer. 22. The method of claim 21, wherein generating the

anonymous card number further comprises gener-
11. The method of claim 6, wherein receiving the trans- ating the anonymous card number by a number

action card user information further comprises generating application on the local computing
receiving at least one of a personal identification 55 device.
number, a password, a biometric sample, a digital
signature, and a transaction card number for the 23. The method of claim 22, wherein generating the
transaction card user. anonymous card number further comprises gener—

10
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ating the anonymous card number by the number
generating application on the local computing
device synchronized with a number generator 01 a
transaction card issuer.

The method 01 claim 1, wherein generating the
anonymous card number further comprises gener-
ating the anonymous card number according to
pre-detined parameters limiting use of the anony-
mous card number exclusively to the transaction by
the transaction card user.

The method 01 claim 1, wherein generating the
anonymous card number further comprises gener-
ating the anonymous card number according to
pre-detined parameters limiting use of the anony-
mous card number to a predetermined time period.

The method 01 claim 1, wherein generating the
anonymous card number further comprises gener-
ating the anonymous card number according to a
ore-selected number generating scheme selected
from a group of schemes consisting of a random
number generating algorithm, a random sequence
generator, and a secure—hashing algorithm.

The method of claim 1, wherein associating the
anonymous card number further comprises associ-
ating the anonymous card number with the transac-
tion card user‘s transaction card number by a
transaction card issuer.

The method of claim 27, wherein associating the
anonymous card number further comprises associ-
ating the anonymous card number with the transac-
tion card user‘s transaction card number by a
server of the transaction card issuer.

The method of claim 28, wherein associating the
anonymous card number further comprises linking
the anonymous card number with the transaction
card user's transaction card number by a number
generator ct the transaction card issuer's server.

The method of claim 29, wherein associating the
anonymous card number further comprises linking
the anonymous card number with the transaction
card user‘s transaction card number by an authori-
zation processor of the transaction card issuer's
server.

The method of claim 1, wherein associating the
anonymous card number further comprises linking
the anorwmous card number with the transaction
card user‘s transaction card number according to a
pre-detined sequence synchronization with a
number generator of a local computing device.
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The method of claim 31, wherein associating the
anonymous card number further comprises linking
the anonymous card number with the transaction
card user's transaction card number by a server of
a transaction card issuer.

The method of claim 1, wherein authorizing the
transaction further comprises authorizing the trans-
action by a transaction card issuer.

The method of claim 33, wherein authorizing the
transaction further comprises authorizing the trans-
action by an authorization processor of the transac-
tion card issuer.

The method of claim 34, wherein authorizing the
transaction turther comprises receiving the anony-
mous card number linked to the transaction card
user's transaction card number.

The method of claim 1, wherein authorizing the
transaction turlher comprises sending the authori-
zation with the anonymous card number to a mer—
chant for the transaction card user.

A system for performing a transaction by a transac-
tion card user, comprising:

means for authenticating the transaction card
user;

means for generating an anonymous card
number for the transaction card user;

means for associating the anonymous card
number with a transaction card number of the

transaction card user; and

means tor authorizing the transaction with the
anonymous card number tor the transaction
card user.

The system of claim 37, wherein the means for
authenticating the transaction card user turther
comprises a server of a transaction card issuer.

The system of claim 38, wherein the means for
authenticating the transaction card user turther
comprises a computing device coupled to the trans-
action card issuer's server for receiving transaction
card user intormation.

The system of claim 39, wherein the means for
authenticating the transaction card user turther
comprises means 01 at least one of the conputing
device and the transaction card issuer's server for

encrypting the transaction card user's information.

The system of claim 40, further comprising the
computing device coupled over a global network to
the transaction card issuer‘s server.
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The system of claim 41, wherein the computing
device further comprises a personal computer.

The system of claim 42, wherein the computing
device further comprises an electronic wallet appli-
cation of the personal computer.

The system of claim 42, wherein the transaction
card user's information further comprises at least
one at a personal identitication number, a pass-
word, a biometric sample. a digital signature, and a
transaction card number for the transaction card
user

The system of claim 37, wherein the means for
authenticating the transaction card user further
comprises a local computing device.

The system of claim 45, wherein the local comput-
ing device further comprises one of a personal
computer, a personal digital assistant, and a smart
card.

The system oi claim 46, wherein the means for
authenticating the transaction card user further
comprises an application on the local computing
device.

The system of claim 47, wherein the means for
authenticating the transaction card user further
comprises an electronic wallet application of the
local computing device.

The system of claim 45, wherein the means tor
authenticating the transaction card user further
comprises an input device of the local computing
device for receiving transaction card user informa—
tion by an application on the local computing
device.

The system of claim 49, wherein the transaction
card user information further comprises at least one
of a personal identification number, a password, a
biometric sample, a digital signature, and a transac-
tion card number for the transaction card user.

The system of claim 37, wherein the means for gen-
erating the anonymous card number further com—
prises a server of the transaction card issuer.

The system of claim 51, wherein the means for gen-
erating the anonymous card number further com-
prises a number generator of the transaction card
issuer's server.

The system of claim 37, wherein the means for gen-
erating the anonymous card number further com-
prises a local computing device.
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The system of claim 53, wherein the means for gen-
erating the anonymous card number further com-
prises a number generating application on the local
computing device.

The system of claim 54, wherein the means for gen-
erating the anonymous card number further com-
prises the nunber generating application on the
local computing device synchronized with a number
generator of a transaction card issuer.

The system of claim 37, wherein the means tor gen-
erating the anonymous card number further com-
prises means for generating the anonymous card
number with pre-detined parameters limiting user of
the anonymous card number exclusively to the
transaction tor by transaction card user.

The system of claim 37, wherein the means for gen-
erating the anonymous card number further com-
prises means tor generating the anonymous card
number with pre-defined parameters limiting use of
the anonymous card number to a predetermined
time period.

The system of claim 37, wherein the means tor gen-
erating the anonymous card number further com-
prises means ior generating the anonymous card
number according to a pre-selected number gener-
ating scheme selected from a group of schemes
consisting ot a random number generating algo-
rithm, a random sequence generator, and a secure-
hashing algorithm.

The system ot claim 37, wherein the means for
associating the anonymous card number further
comprises a server of a transaction card issuer.

The system of claim 59, wherein the means for
associating the anonymous card number further
comprise a number generator of the transaction
card issuer's server.

The system of claim 60, wherein the means for
associating the anonymous card number further
comprises an authorization processor of the trans-
action card issuer's server.

The system of claim 37, wherein the means for
associating the anonymous card number further
comprises a number generator of a server 01 a
transaction card issuer in a pre—detined sequence
synchronization with a number generator of a local
computing device.

The system of claim 37, wherein the means for
authorizing the transaction further comprises a
server of the transaction card issuer.
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64. The system of claim 63, wherein the means for
authorizing the transaction further comprises an
authorization processor 01 the transaction card
issuer's server.

5

65. The system of claim 37, wherein the means for
authorizing the transaction further comprises
means for sending an authorization for the transac-
tion with the anonymous card number to a mer-
chant for the transaction card user. 10
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SS

MERCHANT SENDS REQUEST FOR TRANSACTION CARD NUMBER TO USER IN CONNECTION WITH
ON-LINE TRANSACTION FOR USER.

USER RECEIVES REQUEST; SENDS REQUEST FOR ANONYMOUS OR ALTERNATE CARD NUMBER TO
CARD ISSUER.

CARD ISSUER’S AUTHENTICATOR RECEIVES REQUEST: AUTHENTICATES USER AND OBTAINS
ANONYMOUS CARD NUMBER LINKED TO USER'S ACTUAL CARD NUMBER FROM CAR ISSUER'S

NUMBER GENERATOR; SENDS ALTERNATE CARD NUMBER TO USER; OR ALTERNATIVELY, SENDS
ALTERNATE CARD NUMBER DIRECTLY TO MERCHANT; OR ALTERNATIVELY, SENDS ALTERNATE CARD 
USER RECEIVES AND SENDS ANONYMOUS CARD NUMBER TO MERCHANT.

MERCHANT RECEIVES AND SENDS ANONYMOUS CARD NUMBER TO MERCHANT'S BANK WITH
REQUEST FOR AUTHORIZATION.

MERCHANT'S BANK RECEIVES AND SENDS REQUEST FOR AUTHORIZATION WITH ANONYMOUS CARD
NUMBER T0 CARD ISSUER.

CARD ISSUER'S AUTHORIZATION PROCESSOR RECEIVES REQUEST FOR AUTHORIZATION; LINKS
ALTERNATE CARD NUMBER TO USER'S ACTUAL ACCOUNT FOR AUTHORIZATION: SENDS
AUTHORIZATION FOR ANONYMOUS CARD NUMBER TO MERCHANT'S BANK.

MERCHANT’S BANK RECEIVES AUTHORIZATION AND SENDS AUTHORIZATION TO MERCHANT.

MERCHANT RECEIVES AUTHORIZATION AND COMPLETES TRANSACTION WITH USER.

FIG. 2
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MERCHANT SENDS REQUEST FOR TRANSACTION CARD NUMBER TO USER IN CONNECTION WITH
ON-LINE TRANSACTION FOR USER.

USER RECEIVES REQUEST; USER’S NUMBER GENERATING SOFTWARE GENERATES AND SENDS
ANONYMOUS OR ALTERNATE CARD NUMBER TO MERCHANT.

MERCHANT RECEIVES AND SENDS ANONYMOUS CARD NUMBER TO MERCHANT’S BANK WITH
REQUEST FOR AUTHORIZATION.

MERCHANT'S BANK RECEIVES AND SENDS REQUEST FOR AUTHORIZATION WITH ANONYMOUS
CARD NUMBER TO CARD ISSUER.

CARD ISSUER’S ANONYMOUS OR ALTERNATE CARD NUMBER GENERATOR RECEIVES REQUEST,
GENERATES NEXT NUMBER IN SEQUENCE SYNCHRONIZED T0 USER'S NUMBER GENERATING
SOFTWARE; LINKS ANONYMOUS CARD NUMBER TO USER’S ACTUAL CARD NUMBER; AND SENDS
USER'S ACTUAL CARD NUMBER TO CARD ISSUER'S AUTHORIZATION PROCESSOR. 
CARD ISSUER'S AUTHORIZATION PROCESSOR RECEIVES CARD HOLDER'S ACTUAL CARD NUMBER
AND SENDS AUTHORIZATION FOR ANONYMOUS CARD NUMBER TO MERCHANT'S BANK. 
MERCHANT'S BANK RECEIVES AUTHORIZATION AND SENDS AUTHORIZATION TO MERCHANT.

MERCHANT RECEIVES AUTHORIZATION AND COMPLETES TRANSACTION WITH USER.

FIG. 4
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revtal their bank account numbers at credit can: numbets to (amide vendors? they do med

U! m caveat their home addresses it; (hit vandor so that the vendm‘ can maid {tr ship the

customer their enter. Many customers, when shopping tut—Ema wish to remata compiewty

attttxtytuotzs Its vendnts in (utter to avoid fixmrc attticitatiana {mm tin: water, as wait as
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identity and {m physio-a! Imaihm of the 2215:0316: assmiaiizd. with {he customfir objem and

physicaliy dc Waring me packaga to £112: physicai Eocation m" {be casiamer‘

fiesimhiy. 111:: am“: metfnods further campr'isa sending inionnatian
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customer corrzgmizr Emmgh the: disgiay 0? audio mixer visua} diapl'

' Ev: smut: atompsstrar may campfisc a seat: rs provide: comgmser aiiowmg the

casiomars :0 anonymousiy comma: m 2319. 9311er web site {hairethrouvgix m gitemativciy,

the 56mm {somputar ma mmprise fiat: financial intimation cumpmer.

15 in anothgt pram-rad embodémem of $312 prawn: invention, a compuief

chamctsr generating system is mcvkicd ‘m *‘w wing->1: of a computer 535th far offaring

goo-$3, services major information from a mafia: compact providing accctss m a vendor

waif; site (we: a computer neiwmk ixzct‘ading a pltzraii£y cf summer computers cmmemed

iii the. mtwori; .er accessing Elm: vcnder wcb sis‘c. K‘he campmcr chamemr generating

2.0 system inciudes {a} a chammr generation magi-am execmahie. on me: veiuior aompmm mi

«jamming instructioas fur causing ms. vendor computer {a gamma an interacxi‘sis wad-m

character which remnants the vendor and inmramjveiy guides a customer through the

vender wmpumr Sim {it} the characicr generasion program being operative to sand

Chara-mar display commands to List swimmer cemputer wkcn ihf: cuswmer camputer has

25 acmssad tin“. wander WE?) me causing the customer cmgmtma‘ m dismay an a dispiay device

assacimw with the cuszomaer commits: ma inmractive thfiflf character. {0} the imamctive

wade? character pmvéd'mg a iradenmk {waist} for the vendor moi: {1m {he interamive

vemior Character is identified xvii}: Kiss vencior by wstomztts who desire to acquire gmds,

services audio: iafin‘maaiaian ovtzr {he aompater artwork {mm the vendor wait: 31% the.

36 interactive. vendor cfiai‘aciszr further havmg a persona such the: the vendor chamcmr will
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respond {as Empats fwm a cusmmer campus'er reprascming cammmaisations by a msmmer in

a manner repwsematéve of :3 Emmy: Ewing partiauiar pcrxonzdity traits acting in a

:‘emcscmative capacity.

DesirabEy, me. vendor commuter 163.0de :‘zxe igéamities afcustomer compuzars

4.» which Interact M h the ventim wet: sf: *3 and «words hismrica} tiara raprxaming

{ransacfions {)5 web mammay cempatsr with {he vmdor mmgmtcr, and £312 vendm

character responfis as: inputs fmm we}: {tusmmsr cmnpuser bascd guarsizily cm the inputs.

am} garmfiy an we hismrical {£323 in mnjuncuon with the msonaiity traits. The. vendm‘

character srufcrabiy has an artificial} énmiiigmcs funmion which afiows ms vend'a:

3i) cmractcr to medic: respnmsas which wouifi tend to eiicit an acquisiima 333? each mzsmmer

computer based “pm; {ha izismricai diam asaaciated with such summer compum, arid [ha

interactive verifier charisma bases msgmnsee: at was: in part upzm :mci‘. preclé‘cticms. The:

vendor charactar can aiso chack for avaiiahic go" 3, semiccs amiim' ,infiwmazian yequeszed

by each casmncr wmpmer and aisu checks fer gaads 0r savices which arc different. {mm

>14 L)?
rims: azcgueswd by the customcr commit): bug which are. Iikciy to be at“ imam}. to such

custmmr camputer based um; 1m: hismrimi mm. The vcmim‘ characiar can be. dismayed

with fee-i213 Ex-px’essia‘ms, movemgm characteristics and mice accents associamd wig: the.

pcrsonaiity traits.

1‘22- ye: mother prafermd mama-imam: ofihe psrcsem immtiun‘ an interactive

28 comm:£6I~im§mmmmd methmi of offering gwda, ssrvims major infermazion is pmvéded

xviih a vendor camputer providiizg 3€€$$ :0 3 Wander web site {war a wmpma mama}: :0

a plurality m" cusmmer computers camecacd :0 me newer}: for accessiszg the vendor wsb

site. The matfiod mimics (a) providing a plurality 93‘ summer 3:232:15 rcprcscming

individuais win: deeim to acquire- gmds, services and/or information from {he vemim sitcs,

25 each summer s7§>§cct Ming provified with 3 Sift m“ use? characwristics representing gamma:

gi‘efhi‘eaaes 311:3 infommzion abmu {3&8 indiviéual; {b} prcviding a vemim ptti'smul 01332::

rcgrcseming tin-:2 vendor. the vendor {inseam objeca being grandad wig; 3 set of vendor

charameristic-S repre ranting information mum the. goods, services audit-y informatics;

offered %\3 £316 vending am} (a) visixixxg the vendor computar site via £th nexwurk mm a

3G mustamer object such that the customer object and {he wander persona abject dynamicalfiy
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human: with em: anothcr m exchange any; or more subsm m” the set sf ass: characteristias

and wmfiar charactarisfics far demmining meiht)! Rm gums, sewiefifi asdz‘ar infmmation

at” lived by (ht: vendor computer m 21mm? imm‘esi to 1%.: mm yawn-a wbjact.

Tm method desirabiy inciudes targeting a saies offer by a vendor camping:

m at least as cussomcr computer via the scum pmvidcr computer based upon the

puzchasmg inz'iersst afid demographic imhmmfiun eoiiected for at Eeast one cusmmer

mmpm’cr by" (in: 56mm providcr wmgmtcr and pmviéed 10 the maxim, wharein she.

mmmcr ahjsa ig configami by the custemer m determine whathaz {ht} sa3es offer wiii he

presmtad to the customs: mmpmar.

in yet a I‘urthcr preférreé embadimem of the: present inwmiem a mcéhmd fer

pnwidéng advcnising 01: {he web gm: of a secure pmvider wmpmer is provided conipsismg

{a} pmvidizsg a secure pmvider wmpmer w aiiow customsr computers maximise} m 33m

seems: pmvidcr tempura a0 haw: access {a authorized vermin; affars on {ha secure provider

web sits; and (1)} @353ng one or mare vendor ofl’ers. on the. Secure gmwider web site,

wharein the offers are only vfiewable by ms cusmmcr cumputcrs,

In stifi 3 {whey grafsrred aspect of the {mama imam-ion, a cumpmer‘

impimnamed Gtflhfld for knawmgiy {ramming neiwark xxavigazien am} purchasing §1iswry

m" a pinmfizy nf customers by 3 seems pmfidcr is pfiwided‘ccmprising: {a} requiring each

customer its first estabkish an accoum with me seems: provider is}; requirim each (inflame:

to agree m have the. customet's demographic informatian and purchasing hisiory {sackéxi

by she sewn: providar; {b} pmviziing mviine amass m a computer actwerix' m compgtmrs at‘

customers who have established 3;; aecuum via a sacure pmvider wmpm'e: of the seams

prcvider; and (c) tracking and storing {he cusnmacrs‘ ézmagraphie intbrmatiun and

paxchasmg himry by the Sitizm‘fl provider compuies as the customers update and ahangc

their demugragfizie infummim and make 13mm“ 368 via their casmmez‘ oemgmcrs.

Preferabiyu as 2.335: one cusmmsr campumr is magma! with an item to be

mmhascé se‘iacted by me. seam: premier campuwr based an the customer's damagmphic

infamzizioa and parchasing hismry crackw by {he secure'pmviéer. Earthen a sales offer

can bx: tmgmed by a wander mmpumr m at has: one wsmmer campum via {be secure

provider wmpmcr band on aim m>tmmcr‘s dcmogmphic infamuatioa and purchasiag
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hiswry‘ mfiectcd by m: secure proviée mmgmm and pr'évidad m the: vendor in a mwified

farm which does net include the. cusmmcz's’ ifimtiiy infomnaiéom wwrcia Em ausxastmr

abjm: is «noxzfigured by the cusmnmr in determine. whether the sairzs cffw viii} bra 33:33:2an

m {mt customer computer.

In an ever; firmer prefcrmd :mmdimcm of {he presm: .invsmjm, a walked

0? providing outside vemtm' offers on a web site 01‘ a 36mm pravidar computer is

prmiéed, ‘inaiuding {a} estabfisking a secure provider 3116?} Leia: aflowing mesm‘ner cusu'mm‘

$031139qu :0 have access to an arm on the wefi} site that posts outsida venflm officrs; m:

{b} aonfiguring the secure provider web site 50 that {ha vendor flffezrs am (my viewabfie by

the msmbcr cummer curngmiers. fiasiramy, miy vandm's who have figmzd 2:5: with {he

secure: movide: in afivauae are abir: {a} viaw the area am 31:? web site mat paste: the (mime

vendor caffers‘

BRIEF £3ESCR1F’I'3QN GE: THIS SRAWINGS

FIG, 1 is a schematic diagram of a preferred embodimam of a mmpum

symm awarding to the gresem“ ism-‘ammn.

NC. 3 is a flaw chax‘t m7 the steps. :‘allawea‘ in a preferred mefimfi accoming

m the pmscm invemmn.

Fit}. 3 is a {ittpiczion m“ :2 gamma secure pnwider weh Sim.

FIG. 4 is a depictimt 0f 22 sxmpis wander mi) site.

BEST MOSES FQR CARRYING OUT THE ENVE'N"1‘IQN

Referring to FIG. 2, the comma: systam of the prasam im'enticaxx cmnprizses

a max-work cf interwmcczcd cmmgmiers connected via a global ccnmmnicatioas mtweric

such as mgr Enigma: 50. The Rework of (2313;313:813 camprisc pluraiity {If custmmr

computers 3&3, a secure praw‘iaier computer Hi}, 3 pizu‘ai‘sxy of vendor computma 1%, a

pluraiixy of bank computers 15.63 am} a p‘mrafity of third party carrier 61' shigpiug computers

180. Each campurer mmgrise: rm typicai mmpenems needaé to cmmem to the. 131mm:

and Warm Wide Web, suck: as RAM and ROM memery. mass storage: micropmcessorg‘sm

disyiay dcvice. user input dsvicas, etc. The smart; gravid“ computer 1:0 and wander

computers 140 3130 wiii typicaliy inc‘audc one or more server comgmmx‘s {13 anew prmrisian
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of web sites smh as a rsecture pmvifier web site and vendar web sixes, which offs-r goads,

services and Father infm‘maéian desired

The present inventim dewrahiy «flows is tustmxm m Shep ami‘me at wade:

we?) sizcs is: an aanynms fitshian, T23 <30 so, a cusmmr uses. his custamer cmupums 18%

‘J’ (sack: as a home: computes with diam? cmmedivit}! to the Mama!) to wmmx the: Secure.

mavider tamgu’zer HO and {again with a carfifiicate 33388:! 3D and gasswarcfi Prior to

conducting (MI-fine sangzpfing. the msmmer creates a customer object 03‘ {tn—fine personna

that. :egrescm the prefbrenccts m‘.‘ we customer. ’3‘hi3 is discussed in further dezaii Mow.

Thc cas‘tomar 013cc: which can be seprasemed by a name {such as. “(36LFO”} and the

”.4 »"\w
cuswmer‘s gamma} informatioa, such as {he customey's. name and addrass. are: matched up

with linking infamaation. ‘i‘his {inking infannatiam is flared, in one: ambedimcnz, in a

linking table stored in are dambase 130 9f the meme grander computer 110. 1%; Baking

table matches up each custemsr ohécct with the castamer‘s personal infomaazian which {ht

cusmmcr wants shieidcd from the: vcmdur web sites. Ahermiiveiy. the flaking *mfmmaifian

is can: he stared in the aatabase 1370 af baa‘k gamma 15$} 33 that oniy £336 baak, and not the

secum gravider, acmaiiy knows 33:: mm idemity 3m: address of the custnmcr. in githsr

case, the iinkiag mfibrmamn is started in a meme «zomputcr so at: in mm 111$ Raking

infmmatisn fmm thiré parties} inciuding the. verifier. Using this flaking mm, the secure

gravida compare? m; or she bank mmpuser 158 car: demmisza which gamma: 3. given

21} customer abject represents.

Once (he ausmme-r camputer 108 is coanccted {a the 5&032‘8 gimme:

computer 313: a secure connccxicm pipeiimt 220 is pmvkied hatsvfim the custamer

computer ma and the secure: premier camutcr iii) in Order in pravcm Itansmissims

between the: custamar computer 100 and the weave pmvifier computer 116 {mm Ezeiag

25 monitorefi. Namiy, after the amtcmer joins the: web site. at" (in: senate gimme: seawater

.210, the customer cammter RX} is prefe'rabiy pravidaé with 3031mm by the. seems

provifier campmer 139‘ This satiware (mamas the cusi‘amer campmer 100 u; wanes:

éirectly m the secure prm'iécr compmcr .130, 31mg 2: kmwxn fixed nodawmok mute,

without having {a cmmeat :0 the vendor web Sim {Mung}; a éiffemu 30de~to«nede network

39 each time as is common over the. interact. Thus, :9 protect me privacy of the user, the
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sustain“ camputers 100 are grefexaixiy cumuette'é m the secure pmvifier camgmmr 2m

thmugh a virtual personai network (WEN? which pmvides a privatc pmagcway or

maria} through aha inwrncz. As is known in the Imam! commaaications art. in a VPN,

campumts comunicatc with «sack {fiber througéx firewafi compatitrs. so that the out):

2.» addmscs known are these (sf the fircwan campsm'm. This secure. pipcfinc 12f} 33km; the

cnsmmcr m mum‘s: (33:121in mdenodfl, wii‘n 3 WW, when there Ra wmmimicatians

tat-tween the secure gimme; commie: and the verifier compamr, so the oniy address that is

reveaiexi to the wade? is the address- af the firewali camputer. Tixis aliaws cusmmcr

compums 189 to coxmmnicatc :‘mm wimir: a. nawork m vegan: camputers {41'} wifimm

31“.! having their afidresses mvcakci or acczm :0 any gamma-2'55 93' devices on Immune:

campmer 2m

W321: the seam: camemiom the swarm: computer 130 can anonymousiy

Gimme: m the web sites of varicms vendor mmpuiers E40 using the internal via the: secure

graviciafs proxy scrvem. The customer compmcr 108 can. browse for the web sites of

25 wade: campaign; :40 of interest using s’ariws xiii’i‘erem search 1116320113 knew: in (he an.

When a custamer campmer K10 ccameeis to a Vanda; web site: uf a vendor compum 1&3,

{he vendor cetxzymer Ni} is provifiad oniy with the tusmmer abject which idemifies tine

mstamer as a mums entity without m'caiing persona: informiim 3501:: the customer

such as real name. 0r addwsx Wins» the. swimmer animate: 100 notifies thfl wands:

28 tompuier 140 aha; the: cgstmner campmcr me would like a: make a pur‘cixass, the. vendor

computer MC: cantacts a bank mxnputcr fit) through we interact: to verify aha: the

anatomic: ntsjec: m: the customer chmputer $00 has sufficiem fxmds to make the purchasa,

To faci‘iitatc the verificatim process. me vendor 2081mm W} ibrwmis the castaway

Ghjw‘: to aim hafik computer The bank campum 15%) obtains or is firefly proviiied with

25 ° .6 flaking. information to fin}: me customer abject with gamma} infonnation emu: the

warmer... imitating customer acconm. infbrmazion. ane the bank tomgutar 25.1}

determines whether ms: summer abject has saffiezicm funds to make {he purchasc, the

bank ctmxputer 256 nmifics {ha «:21er cnmputer 340 whemer the customer has mfficient

funds :5 make the gurchase. in an aizemam embodimem, {he made: cempmr 140 sated

F035 Page I 1

DISH-Blue Spike 842

Exhibit 1005, Page 1176



DISH-Blue Spike 842
Exhibit 1005, Page 1177

Ut

~44 €11

30

W3 091'33548 PC‘iT!§.1S9?§!29348

— 10 -

not contact a bani; but can sirtzpiy bit} the 523mm: pandas: camputer £10 for the

trzmsactis'm‘ win) wiii it: tttt‘tt bit?- th'e Cttzttttttnat'.

the a purchase: by the cusmmer has been approved, (it: vetttiat arranges
r

for the: package to be pickati up by at third party carrier. Timpackage. haw-ever, mug: be.

iabefsczd with ittftirrttatian that tit: fittigipcr can use ta ship the package to the cmrect addrm,

but {:83an csmaitt the actuai address of the attatttmct, since it is it} be: shieideti {mm the

Wider. ’I‘c acetimplts‘n this, the. tremor computer 34%, it: a pie-fared ettilxmitrtant,

gimvkitss (its third party carrier ettrtiputer 180 with a tymsac‘titm identifier anti the custtmie-t

object through the {mat-net m shipper {tompmtli‘ .188. 'i‘éttt vendor 332:) pittaes tit:

tt‘attstction itictttiiicr- miiy mi tits. package. Otis: {ht}. shigper comes tr; the vendor in pimk»

tip the. package. the shipper, who is proviécd with or can ascertain the flaking itifomiatitin,

itmws the mitiress {a match up with rite transactétm identifier, Aitemattvaiy, the: vettdtir

can simpiy attach the castomer tibiae: to {its package, we}: as in the fem't of a bar code or

a iatitz‘t. The third party shipper computer Est} can that matact the smite {trovidt’r

tzomguttti‘ iii} directly timing}: a secure gapstit e. or ihmug‘n the Internet, in yttrievc the

custamet’s adtizess from tits datztmic £30 (31' is provided ahead of time with. the flaking.

.infmmattitm ti) match up the customer abject with the Cttsttittter’s astuai name attti addresst

Alternatively, when: the {inking information is mt know: to the. secure pmvidct am: is

known oniy to the bank, this shipper can rttrievt‘. m‘ be pmviéed with the. {inking

information for tht‘: {intimation itttmtificr mid/or tits; cuatomet object fmm that bank.

{336. ’2.- iitustrates a preferred matimi in accortiance with the present

iitvemion. AS shown in stay 2%. a customer atitngmmr 1363 first connects m the web site

«if the sects-re ptavider camputer 110, itiustt‘atect in FIG. ‘3 and joins the. secure pt‘ov‘téet’s

San-ice by fitting out a standard form on the web site of the secure. pt‘twitiet‘ commits: 119.

What: a anytime: 353m: up it) ttse the assure. provider web site am} services, the: cusmmer is

prampted it) create at “persona“ 0r sustains: Obieiii ta Eve attired {Ht 3 database EEO Q11 the

sceure: prev‘tdfir comptttttr 110. In one (imbt‘idimem, this tibiae: may haw: bath a gubiic anti

ptivattt segmtxm to a Gigitai certificate or key. it; amine: a‘tttiiodiment. a timing, {attic is

aim stared an the titttézbase 330 m" the smart:- provider attmputcr 1m which prtmtttm the:

lift}: between the customer’s persoitai itifortitat'ion, such as the customer’s mum}. and

F035 Page 12

DISH-Blue Spike 842

Exhibit 1005, Page 1177



DISH-Blue Spike 842
Exhibit 1005, Page 1178

'10

2§

WC! (mamas PCTI‘USMQQNS

- I? -

shipping addmss‘, and £11: cumumcr’s- wages: mm as a puisiic km bus- :zot an: synnaym, or

name of the atwgect. Alternatéveiy, {he kinking whle is mated only by banking cmngmer

anti i3 mt knmvn by the Sacurc providm‘. Thus, while {he infarmatim abauz the cuswmm

abject is stored by the secure provider, in the (238$ when {he 235:0ch wishas to remain

anonymous :0 {he securt: provider, the. linking information I»? 'iink £13:an objaxt so the

3mm}. cummner is givez: oniy‘ :43 {ha bank" by {'11s cusmmcr. The linking {ahie is nimnamiy

used {a provide: the bank computer with the. autumn: number ur private key authorizaiim: «cf

the customer mad m gz‘ovide the third party camcrs wizh ah: mama} mum and aééz‘ess cf 3

customer once ma packaga has hem} iabakad E33; the veaém’ with the. cxssmmm‘ mice: DI

Immacstkm icimztéficr.

In em: px‘eibrrexi emfmdimmn, {he cusmmcr can cream: sand modify his

cusmmcr abject via a parsonaiized home: page stared at: the Web size (If the: secure provider

camputer EEO. Fm sxm‘apie, if the customer is. 3 goifen the. ausmmcr might amaze {its

persona or wsxamcr 023m nammi ”(Kilfflf‘ which object can {has be med :9 navigate

axxenymmmiy 0:} ms Inigemet. in amazing Lbs persenar the: summers can, for cxampkn

seiea an avaiiahie mama: (men as GOLFO} and emezr in de‘iai‘sed persorxai informaiim about

himsg‘at‘, The (BOLESO pass-ma thus fuacziuns as £32: cuszomafis ammymaus aisermgo and

win mmam pcrmnai infammian such as age, scx, imcmsts, Mimics. shirt size, 3th size?

iikes, disiikes, merchandise the swimmer has an iatfircst in, as: This parsona, GOEPQ,

31mg with an other cusmmars’ pemmas‘ is Siorcé m {m database .230. of {he secure

provider ampules 116, which 11:3; {11‘ may um store the Faking infcmaation as cxpiainsd

abovs.

Once. the cuswmgr 3mm: {he web. site. 0?” {ha secure pmvider ccmpulm‘ am

{he castomer is gravidez} wiih a cusmmer object ifiemifier number m canié‘icate, aim

stared on dambase 130. The cu'smmer's fibjsm ifiaméficr mmber or ceytificate, but no:

{tacit bank account infoz‘maxien, await cam numbers a? mama mama is preferabiy stored

on a “cookie" or daaabase: at, the mzstamcr campmcr 100. and is also aimed 012 secure

pmvidc: campuxm' HQ in this mannm when: a cuszcmer Logs mm {ha smut gravidar

web site: using cuszsmer aoxngmmr “3&3, {he cusmmr objcct identifier summer or cemificatc
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can be maeé by the secure: mavisie: tempura: 118 m iiimzify 61:: age: as a caswmcr a? the

we}; we of {ha secure prmiaier computer 1m

Once the summer computer :08 has been identified as a membetr of the

With size at? the swxrc pmvifigr campum 110‘ the custamer campmcr 100 can then access

the interact thmugh fix: web site. of the 5mm: pmvider computer :23 and begin :0 securely

browse, as shown in step 21:1}

Wm :he- customer campum i106 éccidcs on. a we}; six: firm which the

cusmmer wouid 33kt: m make: a garchase, such as the wander web sit: mummies! 313 FIG, 4,

the customer camgxzicr RN} gums the web site. of {he vendm commie-r 140 as shown in

step 228. as has ”GOLi’O” abject or persona, Namaty, whm {he czxxztxmer computer m0

caters the we]: 33m 9f the veueim‘ company :40, the vcaéar campmsr 240 is moviécd {mly

with GOLFO's persona infommtion mat is authorized for release. The: GQLFC} gamma or

object gmwides demiiad siemogmphic amt} psyahographic informtim about {his customer 5:}

that the vendor comgutar W}, if fiesimd, tar; develop a ratationshig; whiz the wstomc:

through his persma. Fm exampk. if the summer visits a gatf merchant’s web site on a

regular basis to bag goif shims, the gctf marcham'a maxim cormmter 1:30 amid store a

meme of the GOLFO parsana, Whan me wade: czsmpmer ":40 secs {hat {SOLFG has

rcmmw to the. web site. the «made: mmgnm 140 can present the customer, Waugh his

SQLFQ pemona, with shirts the Winder may thiak {30150 might iikc £33ch mm: the

previous purchases 91" GOLFO. as. seen try (Sigma): 488 on. the mafia! web site.

1:: other wards, when: a (325:0an issgs into a vendor weh site. the easmmer

wit} iog in with a cusmmm 063%: {M2 60%;; not reveai the acmai swimmer who is 1mm: :0

ma (whim, The. information that is mvcaicd to the vendor wank! simyiy he GGLFG at the

warm of 133:: web site uf {he sccurc pmvfider campfire; 113. {a this manner! safe amt

private visitatieu of web shes can be achievw Waugh the msmmcr 0b}e<;1. m: customer

object. can 339:} 23:: programmes! ta navigate 3336 Internet 013 its {Na-m gather re§evam

infermaaion am? {hen regain)”: back to the aqua: customer the .infcsrmation gathered Emmi on.

II): {335%} assignfid to 8:: summer (1333663;

In a fw‘mm’ aspect of {he grmem fim'emion, {ha cmmmer 01881:! is provideé

with a credit ratmg or creaiii bismry such that 13):: vendor can éetemxine whether to set] the
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3:59:33 1:} the cusmmer. Praferabiy, the maximum ubjacg is prcwidcd wiah £35 mm crexsii

'aci‘iizy, which mutt} incimie. for cxamyle. a viz-ma} credit card. Sat}: 21 virtuai credit card

is prefm‘abiy given a name. and icon repmsmtatio‘n 53 (ha: (31:: (:usaomer can easily gamma:

goods omime by (flicking cm the credit card name or icon disyiayed at the participazmg

Us vmdor‘s web site. Use of such Vilma} creéié cam enabies the msmmer objem {0 x‘cadiiy

purchase goods or services on credit. Gracia can: transacticms, wizan azsthorixcd hy the

customer 0t cusmmer object idemificr. are prefarabiy {1mm thwagfi sacum transaction

protomis, 5130?: as digita‘i signature and digigai aetsificasgs. {a such a cast, ma. custmner

0mm itseif can has provided with :31: éégimi sigmmre and cenificm izfibx‘mation far use in

m putatimsiag items.

Unix: a cusxcmer decidcs m make an owing: purchase {mm the .ecure: web

sits, the castaway preferably dicks an an icon, sum as icun 43% shown in PEG. 4,

represexitmg the. virtues: nadir card or: the: swear: pwvidax‘ web sites} as sham; in step 230.

A. Bis: of ixems seiec-ted can 3130 he digpiayed in a “shopping cart“ such as 3210mm: display

15 4'30 on QR: verifier web site.

As shown in step 2&0, rim verkios than i‘mwafiis the customer‘s abject,

venflur numbcr, transacting ideniifien and the anmum 51’ tile pm‘chase. :0 bank camputer

£39. in {me embwimam, the: customer magical comprises a public key and a ‘ptivatti key

amhorizaaioxs code. in one prefen‘eii 2mhadimcnt, ham: tempura: 15% is pmviéed wk!) 3

28 dambase YES a? the linking informatétm of customer vhject or pubfiix: key and mummer

infarmazimx {hm anuws the bank computer 15;!) or credii card wmpany campmer ta

degermine who the actuai cusmmcr is. Ir: alumina: embodimam. she bank ccmzpuser '1 $0 at

credit card company can retrieve me customer objec: or 333mm. key {mm the 560311:

provifier cempmm‘ m anti ahcmbre need m: be in ghysical posmssicn of the flaking

25 information. The bank campus:- 130 then dtxaz‘mineg whether at am to authorize the

transmit)». Pte‘fhrabiy, i! is dasimd than the bank mt kww me: {ransactéanai im‘armafim

sf 31:: 9135103132? so that i: flame: determine. pmchasmg histmy amt preé‘m‘mms m“ the. actual

swimmer. Tmm. the bank can agree net in use 0! 35:13 mg: cusiomcr‘s tranaac-fimai

information for zeoiicimgiomi or am: Sikv: or. if pgzasible, the bank need an! know Max! is

30 being pmchasgd and from where. (mi); that the summer has the mom}: or credit to caver
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the transaction. Thus, in the case wscm she secure pmvidsr is not gssovided with {no

flaking infiommfiom the customer is assured that she bank is no: mnnimring his or her

transactiomi informaiion and {has the. ssctm: provider, who is monitoring rim ammonium!

imbrmatios, gamut limit the customar‘s 3mm identity :0 {he customer {voices

in another embodimem vendor composers 149 can comm: the secure

pmvidsr Commits-1‘ 110 instead of bans: compute: 131"} to ausisorize paymmi. Tho secure

provider compute: {1G mm either hi}! the casiomor. or the customer can cream a

crodii'i'dcbis scams: with the scum provider computer 110. ‘31:: made: compuwr M0 can

send {be secure pwVidcr computer 118 a biii for the purchases of the: customer computer

$130. The secure: provider computer 110, in turn, can send a biii to the customs: tomputer

£03, or, if the customes computer :06 has a crsdit or dehét zit-count esxablished with the

savore- gss'ovifier compasses 130‘ ms scours: provider computer 330 amid adjust {337

castamofs account aocmiiiogiy. In another embodiment, the secure pmvidc: compotor

iii} can engage in e‘sewonic hm prosematian to customs: compnwr 100, am} trasssn'lii

information about she rsquest for payment {shank Wooster 150‘

Once size bank composer 255} has amass-Exec} the purcizasa, as shown in step

2%); sh: bank computer 158 mmms the vendor number. the {mummies idmtifier swim

the ausfomer object or public kesy, anti tho apgamva} of size iranssction bask to 815: venom

oompmsr 140 or to {he scours: pmvicéar computcr :10, amending upon whim seawater

transmitted isfomaatiou abou: the: request for payment to bank compote! 35$). Upon

approvai 0f the sransaatioo, :‘no vcnfim {63:15:25 the: goods for anonymous shipmem as

oxpéained below.

A key aspect of the present invamiofi is the secure: and anonymous shipping

protocol mm, This scours and anonymous memos} is oxovided whm‘eby {ht customer can

have 221:: vendor ship six: items ordered to the cussomey witness ramming she customer‘s

1mm, acidress or other itsfoztmatéon about me: customer to the vcxzdor. En one pmferred

embed-imam, 131,2 prestzm invention uses an: trsnr'ogion iéemifier that is gensrszed once the

customer ohiest decides to purchase. given items. As shown in step 260, {he vendor

computer Wis, once :sady to ship the items, camacts an anthosized shigspsr {sugq a carrier

who has previously contracted with me astute: grovidcs) such as carrier compum 180 and
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titsoioset oniy the: transaotion itietatit‘ter to tho cantor computer 183. in another

ottttmdimem, the Vendor computot Mt} providos tho cantor computos 13?; with the.

customer cogent {such as "GOLE‘O"; As Show}: to Siftp 270, the gamut computer €80

than contacts the secure provider commuter 't it} or the. tonic mmgtttor 150 as tho «case may

5. be. watch them matchcs up the transatttion identifier with the customer. “the customer

infivrtttatiott is than totayed by tho secure provider {:ompmor HQ at bank computer .150 to

the. cart‘iot‘ commie: 188 who can then ship the: items otttzctty to the anatomy new

knowing the. address of the customer. Tints. white the 38;:an gimme: motor m. bank am?!

the: shipping company Itoow who the customer is. advantagoousty, the summer‘s actual

if) itierttit}! is; shteie‘ied from the vendor.

The oustomer objoct {:33} also it: ttsod for various otttttr purposes. has, in

ammo: aspect of the. invention, tho customer object or persona can gather infotmation on

hohatf of the. customer and than can oomtmmtmto with the customer intoraottvaty, through

visual motor aura} means, by usittg interactive compnttit mottnittues snot: as video

15 piay‘oack and voice synthosts to attow the porsooa to vortiatiy audio: temtat otasottho what:

information was fouttti. Of course. such information can 31:30 he. provitiet} if: traéititmai

tomato Such as text on the computer screen. In a further aspoct of the grown: invomtozt,

ventiorfcustttmcr (totem interaction can occur through vomit and e—mait tystatms can be.

meat) to further vendorfcusmmor reiatitmships at the objczct or persona tevoi. 3n addition.

28 through moat}, the: socurc grovioer Can matte direct oft‘oriogs to the customer whetttor or

no: the 33mm: prtwiéet' knows the actuai ifiontity of the. oostomor. Thus, vandals attd the

secure prm'idcz‘ can smut offerings by omait to customer ottjcm proviotso with their own

email addresses and the customer ottjoct can respond to such cvmaiis with retort: email or

by vtstting tit: vetsfior or secure provider wet: site.

{MI

3
t

in order to gravid: for Steam: tronsmittitms ova: the interact, the meson:

invention cart uso diffmcm encrypttcstt methods to provide users with anonymity. and to

prevent third games from improperly obtaining a user‘s tttoctit. card numbttr or bank

account number. To this am}, in out: proforma embodiment, the system 8385 an RSA

tmblic key encryption, As ifi imam to those smitted to the: computer securtty art, RSA key

30 tttohmtogy has two main attributes. Fit'st, it item be tho. basis of 3 digital signature system.
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SIB-{$6.36, ii can be mad far smring encryption informeixim. in 2: RSA. fiigixaé signaiurc

system the public key is use: :0 vcrfify the digits: signature, The private: key is usad to

Sign 0316’s signamrc first a mack of data. Hamel-‘5 of pahiic keys can verify a purchaas by

rcqacsting that :33: purchaser digitaiiy Sign {ha {310:}; of data, If the signature maiches. up

with the pubiic key: the. identity 0f the gurchaser has hear: confirmeé, mad 1%:3 sellar can go

ibrward and arm'xgc for {he shipment. Qf the defies: with a third party shipper.

The: custcme: computer 106 is preferabiy prawidcd wixh a mivm key, Mafia

the pubfiic key is stored an ms databaac $39. The public key win mmain infbrmaikm such

as a cusmmcr object and a customer baa}: 329mm 0: crcdii card number. Mes;

impcrtamiy, 22;: public key wiii’ rm: incmds': infonnaximz we}: as the. msmmar shipping

aédmss. as is tequircé in prim 2m ciecimtzéc conunsrca system. Once. the. <::;stomct

wmputet 106 has a gublic key and a private key assigned. she: customer Kimmie: REC» can

then (3333 mm the Interim: ihrough the secure provider cumpmcx 1101.0 begin harming.

“men a customs: mmputm 30$ enters 331:: web site at‘ the vendor computer

24%, the vfimior crmzputer 14:} is pmfidcd with {he pubiic key. When a custmner

compasses EGO netéfics me vendor comgutcr 140 that the castaway mum ikc :0 make a

purchase. from {he veniim web site 340, ms pub‘iic key, the {ransaceion number and me

amount of 31:: purchase is they: forwardtd by $13: maxim mmpmer 3.40 m a bank computer

1'30. 121 a prefarrsd embodimzzm, bank camputer 359 wiii Ea pmviéeé with access to a

damage E70 of an guhiic keys. Tim ban}: camputsr 350 can then (mugs: that the

customer computer 300, usiag the. priva e 3({3 "Sign” fo: the purchase. Based upon the

{expense {mm that cnsmmer mmpum‘ 3:30, and upon the customer‘s credit hisaory, {be

him}: tomgutcr 350 decidss whemer or net the {ransactiou wiii be aggraved. Once: the

transaction is agprovcd, {he vcnéor campmer 3.40 is nazified. ‘f'he vendmr magnum :48

car: than fomr‘ard the item purchaseé by the caszmner wit}: 2: transactioa camber m

cusmmer abject 10 a mini para}; carrier as expiaineii atmvc, Using miss trausaczion aumber

m- ausmmcr ubjcct, the carrier mmputer .183 will {3:3 able £0 retrieve the cussmmzr‘s name

and home addresx fwm [£38 assure: pmvidcr computer HG, Or the bask tempumr 135’}, am

can then. deiivzzr tbs package as: the customs.
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in. ammo: preferred ombogfiimn of {he mason: invention. customers can

not into having; the: scours provigkar track their (boviine surr‘mg acrivigies and their

prefcrorzcos. This is in worms: to web sites which track surfing aciivity unbeknownst to

the user. Wk}: the prawn: iovenrion, rise customer knows ahead of rims? by signing no

Lh with'the secure provider. roar: the sewn: provifior wifl be tracking surfing and transactionai

habits so as. to batter sews: the customer. $0: axampie, by ranimring me. browsing mm-

aorj purchasfing habits of customer tomputers mo, the seizure provider computer 11:) can

detemrinc commoniy purchased items or pogmiar vendors. Additionafly, the monitoring of

brm rs'mg habits can aid the secure grrovirier compumr 1:0 in predicting 311mm purchases or

10 scrvices. reqoimd by the (summer ohfiecr. Using this inforrnz‘xrion, {hit secure provider oar:

yummy: Iarge quantities of items commonly purchased by is membrzrs, and ac! as a

wharcsaier for its mmnimrs, making spacial dams with the vendors.

Th». cuswmor £5 encouragcci by the secure {Mariam to use and oducate the

customer objem so rhat the secure provider can have reabiimo information to provide jaw

15 in-timo or jurt-ahead-ofl‘zizne produc: offerings in the cusromer or customer object. The

secure provider computer US, which wifi have. assess in an of are commie: {1313, bur. nor.

necessariiy to the. customct’s mam}: or adairess information. can also provide: {he Et’m’i‘d

riomographic; and prefermcr: information to vendor computars MG without mmpromEsing

the .idamizy of {he cusxrnner. En this manner) rho prcwidcr could ailmv vendors to semi

21') inflammation to targeacé objocr grows which wank: not be. bothersome 10 the customer sinus

his or has (Meet maid make. rim: dméskm whether to 259.com the. offbring from the vcndm

aodfor present 62:: offaring but}: to the customer. based on the workroom; so: by the

customer. Thus, the wsmmer objocr éécmifrer can be. in either, 3 Scream: of

“awakened“ offerings from vendor conrgruters 140. Addiriozaaily, the sown: provider

‘33 Computer 110 can condo"! marker research with a depm unavafiiabie using arediriom—ri

motizoés, Thus. if the customar crmxpurera zoo using costumer objam ificntifim stored on

{he secure provider computers 1143 use Suck: omen: idemifiers for many differsm flopping

missions, the secure. provifier compare: 110 would have. access to data about 231:: more

buying habits of its customers. For oxampie. that. secure. provider damhase 130 would

30 iaalude informagion indicarrn‘r that animfiar consumers like BMW automobiles anti aoifE: P z:
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sweatsrs, whemas other cansumers iike Andi amamobflcs and cycling jarseys. Thu: secure

ymvidar computer in} amid canducz staiisfimi sinciies to uxicovar cmmiazians that wauzd

iéamify patcniiai marketing and buying oppm‘mmzies. for exampla, withou: brsaching Eta

ahligazion o‘ cazzfidcnce with resycct m indiviéuai nonsumcr inmrmafian, 33m swam

provide: amid madam. a market research study for a manufacmmr of goif swarms and

advise 5.32:: mamfiacmrsr to facus an SMW (.swncrs rafiser shag: Audi owners,

in anmhsr prefim'ed embodiment of 112:: waxes}: inventicm, wade: compaters

140 can provide speciai uffers m he: dispiayed an the Wéb siie of the sacurc paws-1e:

mmputcr ih’). To accompfish ihis, tilt: secure pmvidcr campuzer 11% can growide a web

paga which wade: campaign 1140 cat: Rog ohm Wk?) 3 standardizsd form for the vendors to

.fiii 91m The secure providar cmngmmr 1313 can then past tx-xah 03’ {ha smmiardizcd forms

{mm a virtuai buiiaiin board In a wch site avaflahic (3:11}er customar mmputsrs EGG. 'i‘he

acivantagt: (his embodimmz pmvidcs is that customers necd not gimp on a nowsacure web

site to receive. the special offexs, Siam {he offers wifi came via the scent: provider

mmgmmr {if}. These offsrs can be mam: for a3 customer mmpmrs H38 m see, or can

he dimmed m spacii’ia :uaetmmr campums 190. Further, custumars will have the apnea uf

dcciding whciher or not my wish {a war: sac {his Offer.

In order 10 prevent mice ginning, me Vanda: advenisemmts are prctbmbly

53:23:66 10 em are-a 6f the. web site Gf {be secure garcvidcr mmyutcr {if} {hat is {my

accessibée {0 12-520mm mmpmms mu Accmdingiy, wander wmpmcrs 14f} xvii} am he

32% to View 1hr: affers gaming {mm what vendor mm Mars 163%. Aiacrnmivciy.

amhmized vendor aomputcrs 14:: 6.6., vendms signing up with the secured pnwiflar t0

mach {132 secure provider’s minimums) may be: aifmved :0 3% fine 31101316. *5 offers but

anathema} vendors (imam: see aha 0??ch 0:" aushorizsd vendcrrs.

in yet another mpec: 01' me prawn inventicn, an imeramivc, intefligem

virtues: vendor z'egarcsscmative uifiect (such as a virma} micspcrsan u£>}ect} is provided as a

guide m a given wan sitc‘ For instance, when am: _.ssing a web site of a vcnfim campmet

148, {ha vendor objcct cast bc provided wiih a gamma such that insiemi of pasxivsiy

navigaaing through {he sits, an animated shamans: or vczndar pets-Om is. memmmmd by the

customer The *semim gersona then takes an the mic of a virtual salesperson. asking
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quasn‘mzs of the customer and making recanurxeadatinns basad an the msponscs by the

cusmmcr. By interaction wig}: the. summer ebgect idcmificr, the Vanda: object bccomtx

cumulativeiy kmwiedgca‘nlc, mm same cusmmct prafcrmws am! history and pmmfivcly

pursue the vendorivmdee maimnship.

5 Notariety of she veném‘ "character :3: persona amt: from xhe web sits is

dasirabie am} is. px'efm‘zsbiy enmncw mmugé‘x advertising {such as through mint media, 'S‘V,

radix}, etc.) such mat the persona imagines. "branded“ or ais'mij: assesciatad with the vendm

manpany and serves as a trademark 0r sm‘vicc mark 3? the mmpany. Tin: piarmpmm by

{its cummm mat the vsndm whammy rcpscsmss the company as a :radamark is dasirahéa

R) {m a number of mamas, such as m impart a fmiing of famiiiariiy Wm: the character when

encountered, cream: 3 Limits; on the cusmmer’s pan :0 initiafiy visit '31:": web sin: to imeract

Wm: the Chamcter, and enhance. {Em customer‘s wmfim Eewl in isx‘iex'aaiing with {he

diameter. NE of these benefits xvii? than ukimmeiy heip the vandm increase traffic as the

web side and misc the: wmfm: lave} 0f me customer Wm fit: at she vigias the web site.

13 In a minted aspcai cf the: prcscm inventions, inteéiigem, virmai customer-

o‘ojeais are desirably ptovided 3.9 that me. customer need uni searcis {he iififii‘fifl? am his

awn, interact with wade: ahjrzczs er pm'szsnac: mammal-$6. m— ($.63? wifia 1km everyday

names of the {xxx-crust {expires} {ERLS‘ s‘smv maximums. infixrmmim ovefluad, em}. The

Cusi‘mrmr can be a casmmer gamma which can be Visually dispiayed an 3316 computatr

'20 screen and be customized or designsd to physiwfiy resamme the summer‘s hmnan

characteristics :3: resemble. a carimure of the customer, a famiiiar character, as: mximai. or

my :3th visibie object Aitematively. the. customer object identifier may m mamas? or

aimpiy represented i3): 22 file, icon, pragmmming objfict, etc. Preferabiy, a customer can

set up a summary abject wk!) 31! cf the characmrisiics, pcxsmal imhrmafiua, Manx}? arzd

M L)! fiemegraphic infbrmaticn (3me the casinmer gush aka: the 023366 mentifier, and not the

cusiomer, can expend {ha “am" nf scathing 111s lineman Shilpgjiflg and gamer

iafannazian usefui 0r desirad by the auswmer. it 3mm be noted 3313: aka atxsmmer 0533c:

is iékeEy‘ m be mare mafieiem than the cusmmer in Zearning m use Internet or Imam: toois

that rcéquirt mare effem kmwiedge or know haw {hat the average magnum passesses {3r

3f.) desires :0 exercise.
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For instauce, a customer ebjsct m‘ pctsmxa can bt: pravidcé with

infiiviciuaiizm ahamcicristias about the custom“, such as that the customer i3 mafia. 32

years aid, a cigar smmkax, a wine smhusiast. a tennis play-en drives: a 36:13:}, {warm :1 house,

likes gardcmng, em. The: more infamm’mn Suppiied m {be persmza, {kc more the persoyxa

U».
{fits on the {1:13 chasacwrisaim 13f 1m enszeamcy m3 mamas a "smartcr" pcmma when the

persmm $5 searching for ém’mmatitm. By way af examp a. if the tuswmer wants the.

guexsena to snap far lightweigiu weamrs in a size Earge, but mam-near fwgeas to :61} the

{gamma that he does an: iii-<5: me caior red. {he petunia may contact passable sweaters w

my incmding unwamcd m3 swcazcrs. ”I'm customer, imam discmcring that red sweaters

if; wars 'Incasad by his pmsana, cm} add a nav chasacmistic m that persnmz aha: he. dogs :10:

iike rad sweatsrzs for muse search purpuses, The more infgmnaximz supplied m 311::

gamma the. mow inieiiigem it éyecamas.

333:: software prawided :0 both fin: vendor-s mid cusmmer computers {:33 also

aiiow gentration. m‘ interaciive charaaters. in (his regard, the browser m“ the cusmmes

W U!
szempumr amid be. pmvéded with {he {sacassary "pm‘gvins" {such as 3 Eava piugrin 0r

Actiwx conu‘oi} £0 alimv the mndering at" an ii‘sifii‘fifiiive character on the vidto screen m"

we customer wmputen

Yummy. by using artificial inzeiligenc: {AI} techniquas mt}; as; awrai~

network iemning, {ha swimmer {Meal 3).? persmaa can b: prcsgrammsd its team éasir‘ed and

"2.0 undesired chax‘amristim 01' {he ausmnzcr based 9:: «continuaé interaction betwem Eh:

panama and the. summer and baseci on existing prefierences. Thus, if the customer has the:

custmmr persena shop for sweaters, sham and ties and :mtmhamiisc is foam inciuding

mi sweatersy red 321:}:‘15 and red dean, and m: customcs scrficcts such items in cedars 0316:

than red, rim persma caa “fears: 1‘ zhmugh A] techn§ques that the sustains: Likeiy {firms no:

25 331:2 the £030: red for aiming hams.- and thus, whcn sutficicnfiy cmzfidcm in its assessmcm,

wii‘i m3 iungar shay for red cimhing. Thus. the. mere am: man: :he ansmmer inwracm wish

his parsmza, the "mm er" ma 9::me beemms 3m} inmaction between customer and

{32:50:13 is highiy‘ mmrms'aged by the. prawn; ixwans‘mm

Another 3,3133%! of aha 33:63:11: inventian is that rm: wade? abjecas can

3!) intense: with the cusmmér objfims in a vimaa‘é skewing cnfioumex. as if the cuswmer
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wanderrsd. mm the same at” the vendm arid was approached bay 3 mtesperson‘ The customer

ohm-t woufd relate his prci‘rererrces (or a sabsei thereof} :0 she vendor mice: who may have:

the items desired by the. custamer okgect. If the vendor object, however, does am. have

such am am in stack. ‘1: may use the infrrnnation uf the customer object to inzcfiigmtiy

recommmé a different item. Pay instance, if the custamer affirm: is kmking {a buy a

BMW m Marwfies 3m; tire: vendor object may has Afims, it may rewmmend in size

summer objeat {bar it cmsidcz' an ALEB‘E since it deduceé £313: :his customer may mm

German-made: cars. 1mm summer object din: not specify that ‘5: (iié rm: Eike Audi‘s, it mat

amept €31.12 recommcnfiazion {mm 31:: vendor shim. 'f’hc mere 0133:: the. vendor object

imam-:13 with the: customar object, {he mme each know or icams of the othesr‘s

prefermcss, needs and offerings, Such an evangmwing objw intermiarirmsfiig can

greatiy enhance the venfiavaustmner re§a£iorrship

As these and other variaziszms and mmhinaticns of features discussed abovr

can be utilized withrmz departiag fmm {be present im’emion as éefiner} by {he c§aims. ms:

foregoing éescripiéam of the prefixed cmbrm‘rmams sizmtri be taken. by way of iEEuzztrarism

rams; that: by way of Emir-grim: 9f the present iawentimr.

'iNDfiS’i‘RIAL APPLfflABKLI‘TY

The prewar invamien is appiicabic {o the reraii industry or elsawhare wksre

vendors. may wig}: m dismay their germ er services az a web 5123 cm the: Mamas arzé aliow

cussemers :0 hmwse and make: purchases from a vendor web site ananymously.
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CLAEMS:

1‘ A wmgmcnimp‘aemcmed meihmi 0f activating gems purchasad

{mm a veador having a vmdvr wc‘i} size: acccssihic over a computer nelwmk {23‘ a p’Eutaiifiy

m" customer's at physical: incatims, the customers having. cusmmer Cfimputers animated {0

{he computer network far access‘ng the vegdar web site and ciecmmicafiy gmrchasing

gaeds {mm the vendor web site, comprising;

{a} asscciating the iémtit! am the gyms-39a! Eocaticxn :31? each customer.

with a raspzzctivc casmmcr object via iinking iflfmmafiim;

(h) 5:1m‘éng said iiakéng infin'maaion a: a 383%? mmpmar a: a Iceman

remote {team the vcnéor web site:

{a} aneuymoufily comectmg to; the vendor web me by the. customs:

cnmpmer using the: identity of the customer ubjem without revealing the. iflemizy moi

physical Ematz‘im m‘ the. castaway;

{d} mdermg 3:99:15 31 the. vandal“ web Site by the cusim'ner using the

cnstomm' cmnputcr. amd upon initiation of as: ordar by the customer, (i) automaticaiiy

genemimg a :ransacxion idemifier by {he wade: mmpmm, {i3} eacoditzg a package of {he

goods ntdercfi by me cusmmer mm the n‘ansactkm idemifser by the wade: and (iii)

sewing the transaction identificg {isgéiher with the customar {meet as the secure cmnpuier

j; the vendor wmputsr;

{e} associating the umsactirm identifier *‘cm by the venflor computer

with the identity and gzhysicaé address [sf the customs! at the smurf: compzsm: wing 61%

flaking 'int‘umlaiim: and automaticafly fora 'ardisg the intimation idcmifiar and asszxiama

Edemizy arid physicai address of the customer {a a cnmpmsr of a comma carrier;

f deiivering (ha amended mange to {be common carrier by thefa a“)

vmfior; 3526

{g} reading the 331153611031 idem-fie: by {he mmmmx carrier, usiag {he

identity 3813 the physicai imatian of the customer associated wéth the aransaczion idanzii‘xer

arm phygicafiy deiis"%ring the package as: m A uhysical Momma (If the custmmtr.
R
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2. The mating} of claim 1, further comprisiog sending information

rooxeseming the cost of the: goods ordered by the customer and the customer noise: from

tho voodm commuter to a i’imncfiai insfimtim computer via the oompmer network for oxedit

agvpmvah ascerzaining {he credit status of the customer objoct, and aummaticatiy sending a

{.11 message agproviog or dcczinmg crook :0 {he casmmer 1o me vendor compose: from the

financiai insdmtinn camomo'r.

3‘ Too moxhoci of chain: ‘12, wherein the smart: comomor comprisoo the

t’sfiaxzciai insfimfioxz compuier.

4. The method of claim 2, wherein ascmaining the media status of she

10 cosxomei‘ stages: incfudes ascertaining ma idemicy of {he customer b21526 on the linking

information obtained by the financial institution from the. senate provséor,

3. ’fhe method of claim 3, whemin the step of amnymonfiy conneczing

to the vendor web site: Enemies reveaiing one or more: customer charaowiszics to the

vsador web site Euy the customer object so as; to anew we Vendor web site to ma: such

15 customer characterisfics so customize ixfomxation am! goofis pres/onset: m the cusmmet

tips}: return. to the vendor we!) size using "size customer object.

6, Tho mafixod csf‘chim it wherein the stag of anonymously commzing

to {its vexzdor woo size. is performed ammnaricaliy without £83103:on inmraczioo on a: Bea-st

some. cacasioas by {he cusmmer object. grograaumtd to shop for 333:: customer in

30 accordance with dircztions specfified by the customer.

7. The mother? of oiaim 2, whorcio the castomer. onion: is personified to

the cusmmor via the comma: (zompum through the dismay of audio audio: visuai fiispiay‘

8, The methoé or“ claim 1, wherein {ho secure. computer commises a

swan: oxovider comomor aiiowirxg (in: cusiomms m anonymousiy comm): to the: vendor

23 web Site morethrougiz.

’9. A eompmcpimgziememed {ammo of deiivezing gmds purchased

from a vendor having a comgmer web site accessible over a compact network by a

piuraiiiy of maximums at {thy-aim! locationsi fiat: customess having customor oomomors

comm-ted to the compus-er news/0:3: for accessing the vendor computer silt: and

30 e3wtmnicai§y putahasing goods from the vomit)? web site: comprfisixxg:
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{a} associating {he izfiemity and 82:1. physicai location of sacs customer

with a x‘cspezcsim customs: 0‘5ij via Raking information;

{in sturmg said iinking infarmaumn at a secure: comgnusr at a .iccarior:

remote from {ha vandal" web Sim;

{e} amnymously cenmciing {a the vendm With site: by the customar

amugmter using me ifiemisy of the cusmmsr abject without revaaiiug the i' emit}: and

physicai Matias: uf the (azimuth:

{ii} auniering gonds at {he vendor web site by the: cummner using the

cmwmcr campuicr, and 11pm: initiaticm 9f gm girder by the customer. cacmfing a package

af me gonds. ordered by {he ausmmer with the cusmzfiar obje'fi;

{a} dciivcriug {he ancodcd package {0 the Gamma carfim‘ by me.

verifier;

(f; pmviéing ihc finking Enformmimx to the: cummou carrier; and

(g) reading the castaway abjcet by {he cammon carrier, retrieving me.

identity and {he physical Eecation 9f the. cusmmaz‘ assaeiateé with the {tusmmer (Mesa: and

ghyaicaifiy dgiivering the gackagc m the physicai location of 231:: customer.

:0. The methmi of Claim 9. fisrx‘ner comptiaing sending insz‘matien

reprssmiing 33:: cos! of the gamis 0:13ch by me cassirsmer and ma customctr abjcct from

the \reaém‘ campuser m a financial institmion aompnm via that cumpmm‘ network fay Hedi:

appmvai, ascertaining the. cmdit stams {if {he cuszome: abject, and automaticaiiy sending a

xyessuge appmving or deciining credit {a the customer to the vemim computsr i‘mm {its

fixmnciaf. mammalian computer.

11. The umfwé ofeziaim 3i}: whereiz: ms secure compute: camprises an:

financiai maximum} «seawater.

1.3. The method an? ciaim 18', wherein the: seem: cum tater wmprisax a

secare provider campmar aliuwing eufiiomcrs m anonymansiy masses: to {ha vermin: web

site mtzrem‘ougk.

13. The mmhed. m“ c§aim E0, whcz‘éin zasaegtaming the 0mm 3: ms cf me

cursiomar Objrlct incindes examining the identity 0? the caszomer based on the. ‘ainking

im‘brmaiion obtained by the finamcial instimzisn from 815 secure provider.
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bin The mathoé of ckaim ‘2‘, wizcrein the kinking infomaxioa is

transmitted so a compum 0f the. 201mm carrier via the wmpuxer network.

$5.7 The maxim! of claim *3, wherein the step of anonymousiy cannwting

{a the wads: web site inclndcs revealing mac :3: mm: augment: characteristics to the

vendm web site by me cusmma object so 3-; to afiow {he vcndcr we?) She is use such

ausiomer characmr'aszics m custcmize infmnation and gows presented to the: customer

apex: ream to the vendor mi) site "using ma. cuswmer object

m The method 9f claim 9, wharein the stag: of mamzynmnsiy camccting

m the veadm mi) sise is pegz’ormed automaticany Without customer inmactioa on 3116-33:

same occasiims by (ha cuammc: object progmmmm} m gimp for the wammar in

accordance with iii'rcctimm specified by the custamer.

'1’}. The maxim} {if Chaim 9, whearein the austemer 012in is persunified to

the castmmr via the. emomc: computer through the dispiay of audit: aadior visuai dizéptay.

23. in a mummy sysmm for oi’fcriag gmés, scrvicats ands’m infatuation

fmm a venfim computer previfiing access :0 a vamim we}: ska over a campawr antiwar}:

inaudifig a gluraiity m" 2135:0316: campmem aonneaed w the network far accessing the

wander we}: sin-3. a computer character gemmting system comprisiag:

{a} a simmer gmamximz magma execmahht 9m me Wham campmer

and comaining instructions I‘m causing said vendor computer :0 gsneraie an imaractive.

vendor charmer Whiiih represents the: vendor and interactivaiy guides a customer through

the venéor camputm' site.

(b) said charaster generation program being ogmativc to 5:52;} character

dispiay conmzands to mid casmmer computer whea gait} customer ecmpmer has: accessed

the vendor web sis-e causing saia summer campuzer to dispfiay m: a «display (fevice

associated with the caswmer mmpmer said imm'acrive venciar characzsr,

(a: said imamctive vcador charms: providing a trademark funciim for

the vendor such that said interactive vtmdm cmxzactcr is idsmificd with saié vanaor by

customers who desire {a acquire gems, gamma afidx’m‘ infomaxioa (we: the summer

nczwnrk from said vendor wet: site. said inwmcfiw vestior character further having a

persons such that said vcndor character win yespomi :0 inputs from a customer mmuter
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representing cammunicaticns by a cusxmnm‘ it: a manner representative of a human issving

particaiar 96:30:13!in waits acting in a representative capacity.

I9. A. sysiem as claimed in claim 18. wherein said wade: campuwr

recmds the identities of cusmmm‘ computers which intetac: with :23: vendor we}: site am}

records hismrimt dam regrescming trans"csians of each customer campam with the

wade: compact. and wherein said vendm character responds to ingms from each

cuszamer computer based partiafiy an said imam and paniaiiy on said hisxoricaf data in

ccngunction with said paersmaiizy waits.

28. A system as ciaimeci in mm: 19, whack: said venam character has

an anifim‘a! inmmgeuce function which allows saifi mam: chamez‘fir to predict msponses

men would tend :0 click: an acquisisiun. by stack customer campmer based upon. the

histm‘icai data awociatefi with such customer cmnpmer. am said imeramive vendor

characacr {135103 raspomzcs at" has: in pan again such predicfions.

21!. A sysmm as; chimed in dam; 20, wherein said vendar charaatar

checks for available gmds, services mils): information. requasted by trash said customer

camgnw‘ and 3330 checks 31:3: gm 01' services which are diffeycm from mm»: requesmd

by saifi cusmmer camputcx' hm; which are 3&er m be of mews: to such gamma:

estimate:- based apes: the hiszmieai aim,

‘32. A sysaem as aiaimed in ciaim 18, wherein said vendor character is

dispiayed with facial cxpressioas. mcvcmem characterisécs and voice accems assmciazcd

with said personality traits.

'23. An interaceiva computer-~impicmentcd ins-time! of offering goods.

services amior infsrmaiion i‘mm a yawn: computer gmviding access {a a vandal“ web she

ever a computer network is: a gamma}! of customer ccmpntm comma: m 3;: network

for acccfissing the venfim web 531;; (:Gmmising:

(a) pmviding a gaiuraiisy of customer objects regmssmiag imiividuais

Whfi) desire. it) acquire. gems, servicas anwor informatima fmm said vcncim sites, sac}: said

custemcr ohgect being provided mm a set of use: characseristics repz‘cscnting persona!

preferences arm information about the: individnai;
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{b} pmvifiing a vmfirjr mutant: 0536c: :‘egtrcsemiag the vendur, said

«2min: persona object being providw with a set of vcminr characteristics representing

infotmation about the gtwds. sat/vices amiim iitt‘mmatkm ttfferttd by the vemior; and

(c) visiting, said vendor compute: site via the naiwurt; with a customer

Us object such {hm said customer object and said vendor persona objact dynamicaify interact

with we amthttr to exchange we or mere sabtets of 525:3 set m" nszzr characmristicg am}

Winter charactcristics far {tattmimng whether the goods, services wafer infommim:

offereé by the vanes: campmer site are of infarcts! m Said age; permits: abject,

24‘ 'fite method at ciaim ‘33, further cemprz‘sz’ng targeting a saias suffer

{0 by a vendor computer {a safié at feast one customer mmgmtm' via 3am secure ptovifler

cmnpmtr based utter: the purchasing imerasx and demogratthic informatson mtkmmd for

saié at. teas: {me customer cempmcr by said sec-1m: provide: computer and gtmvitied is said

vendor, whatein saié customer (mica is mafiguwd by the: cassomer to tierermine whether

the sates after xvii} $36: wagging} to the caswmer computer.

15 ‘35. A methnd for pmviding advertising on m- web site: {sf a Stream

provider wmwter, its method compriting:

{a} prawiding :1 seems provider cempmar to anew castaway computers

scammed ta sexist gem-e: provider mmpnter it: have: acetate; to authorized wade: offers on

the. same provider With tit“: and

28 {b} posting cm: or mm vendor offers am the secure pmvider wch site‘

Miami}: said offers art: 0:133; viewabitr by the: customer compmm‘s.

26‘ A 13033398itf~i¥i¥§336m€flt6§ mallet} for knowingly nwnitoring netweri:

ntvigazion am} parchasing histmy ai‘ a pturazity as“ customers by a secure: pmvifit!‘

comprising:

23 {a} raqairéng gash wstonwr it} first asmhfish an accaum with. this secure

prev-ada- by rmzuiring each summer m agree :0 have the customer’s damagmphit:

infomt-atton and purchasing hiaimx'y tracked by the secure armada;

(2}) providing swim: access in a commit}? tmtwork to comguters of

customers who have estabfished an accents: via a secure gtrovicter camputer at“ the wears

30 motiifisr; and
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{a} tracking am! staring the: cusmmem' demsgmphic igfounatien arm

purcmfiing history by m secure prev-ids: camputer as: the. eusmm'crs update and c'hangc

their tiamographii: infibrmfim and make: purchases. via mcéy mammary Compilim‘fi.

32?. The marked 0f dam: 26, §urfhcr comprising presenting at 15:15:: (me

cuswmer magma wéfi: an item m be purchased seiectcd by the meme. mmider eompmer

basgd {m the. cusmmex’s demographic Eni'isrmatiaia and purchasing history {mafia} by the

secure pmvidcr‘

28‘ The 5335mm} 0f ciaim 26, mime; comprising targmng a sales afffir

by a verifier computer to a: 363.511 was: castaway cmnpuzsr via that swam pmvider computer

based ma {ha custamcs‘s éemegx‘aphiu informatics: and purchasing history cullecxed by the.

secure provide camputer and psev‘xdcd :0 me vcndm in a umdified form which does no:

imiude 232:: cusmmers‘ idemhy infmmatica, wherein said. cummer 0&3ch is configureai by

the summer to determine whether the saies. sffar will ha presamed m the summer

cm'nputer .

‘39. A method ui‘ providmg outside verifier offers on a wet: site. of 3

scams mummy computer camprising:

{a} Mtahiishing :2 secure provider web size: aimwing member customer

€0111§§U€€f$ to haw access :9 an area on the wcéa site (hm posts {mtsiafie vcndw offers; and

{E3} configuring 1hr: Siscure pmviflm‘ web site 51‘} that 232:: vendor ufibts are

(mi); viewabit: by the memher cugtmmr computers.

30. The method of {ti-aim 2S3, whcmin en‘iy vmfiozs W136 have sigzxed up

with {he secure pmvidey in advance. are aim: in View the area on the web site that posts {ha

{mimic vendor offers.
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PROX ’ SYSTEM

FOR- CUSTOMER CONFiDENTLSKLI’E‘SI’

BACKGROUNI) (’31? ’1‘}??? iNVEN‘i‘iON

Field of: the. Itwetxtian

This invention relates generafly to irxfnrmatian security and

confidentiaii-ty, and more pm'ticuiafiy, to a system and a method for

enhancing she 38m: my and confidgntiaiity of users who makc purchases

and 128m defivery 0f gmds 01* services, The system and marked srsf the

grcsmt inventiorx include feaiums that reduce. oppert—unitics first?

unscrupnious individtiais or en miles to {ulna-in par-5mm} mser data, and for

marketers and others to gather information an the purchaaing habits; cf

users, including 1: mm who make. owiine much-rims.

£33035: “gm rad.  

When making purcham‘s 01’ 3500115 or services, custamars generally

hitk-fc‘: a variety ofpayment fiptions avaiiabie to thxrm with varying laws of

canfidcntiaiity. For example, {:11 stomcrs who pay in: their purchases using

ma}: can advantageously maintain their amonymity, becamzr: {may typically

as not required. to rcveai-any personal infumxation to commute (in:

transamion. In: carltrast. customers “he-pay for their purchases using

credit 0r niebit cards must omen present valid identification shaming their

names audio: residential addresges. At the very 36am, a'custome-zr Witt: 'u'sezs

a mdit a: debit card must; reveal his; or her card account :1 umber to a

merchant, who typically transmits the account fl‘umber to a third party far

validating the gamma and for detaining, atfiharfiaaiion to campietg .i'hasale.

Further, a cumomer' who takes dciivexy 01" his or her purchases At a

particuiar 'ioaatinn or via a personal atomgaumr must exist: (ewzai. {iciivsry

infarmafim: such 21;; a ahippingiacidrcsss or an uvmaiii' address, mm result,

credit or" debit card acmu‘m mlmbcrs, information aboutpurchased Rams,

names and adfiressses of'ihe card hpkiars, etc. , can bu easily- cnn=c§azted by

thermercham andfor (hi: third part}; and mica in their mm businesses or

said to‘ Qtiwrs,

”1
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This problem is especialiy acute fer cusmmtxs who make: on~jim¢

purchasas; 1165., customers who purchasa goods or services from—merchzmt

sétes over a gmblic distributed network such as the. internist. PM: cniy Can

merchants and credit at debit: card authorities gain amass to a custonmr’s

parsona} information during an {saw-fine transaction, but. unscrupuimxs

individuals or entities can aiso intercept. the cuskmmr’é personal

information andjor informaticn abcmt the transaction sen}. over the.

netwmk. This can—lead to a minions invasian of privacy far the cusmmer and

weaken the: culsturner’s cunfigience it: the Internet as a viable; cammeruia‘l

medium. For examples, sudrunscmpuious individuals or entities may

attempt to cammit cmdir. card fraud by using, imercep‘ted credit card

amount numbers.

Various systexrzs and mermaids have. harm puzsposed for eithzmcing

customer information security. Far example, in US Patent 5320326 (“the

@326 pawn”) issued May 30, 19%"), to MW at alt, a mathmi for making an

axmnymous nomcash transaction is described. En acmrfiance with that

disclosure. a communications exchange is 1236:! $50 that. information andg’or

funds may be transferred without: the destinatinn of the transit»: knowing

the scrurce of the informatian ancifor the fumia. Pubiic key encryption is

1115:} used 'ss that mm party m the: transaction and the cammnnicati—om:

exchange can :1sz tank; the infarmatinn the party or the: extihangn needs far

Rs r014: 33: the iransa‘ction.

In. addition, in US Fate-m 5.81:3,i365 (“the ‘6365 patent? issueé

September :39, 1998, to Tegm‘ at 3L, 1: 'metfiad of praviding 2m unaiiim: service

to a user (we; a. public netwnr}; is de$cri13fi21._ According in that discmsum,

an owline izarQRziri-nfg saniice mo‘iidg-tss 1: (set zmthentficafiion arid-bziifing

sar‘vices {t} afilow users is mxanymougly and. secunfly-‘pumhascz'on-Ji'rxe

services {mm service provider sites. we: a-distribuied public natwm‘k Such

as the internet. after performing a use: auihmtfimtion process, the anafi'ne

brokering sender: tramsmits an mxanymous user if) to the service; pmvicier

Sit ‘. which can be use-<3 by ‘the sérfica provide: f0! subseqnamly "billing, {hit

usgr. §\ Lizziexbase. (2f use: paymcm infogmafien, 9.9., medit card numbers

and other personsz uszm' data, is maintained at the (nu—lint: hawker-mg saervice:

site. ami is mime: sen-i. aver- the distributed public :imiwork nor exposad' ta

the servigg provider sites.
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I-Iawever, {he methofis for an}: ancing customer information security

dascribed in flu: “9'26 and $353 patents have: some drawbacks. Spacifimfly, if

a method for makixag arr-13m“: p12 rchamss is m be. $13in accepted and utilize:!

r: by customers, than it not oniy must guard again-2:1: unauthorized disciosursr;

and use: of ens-tamer personal informaticn, but it, also must be convenient

and easy-tomse. Although hath the methads (22‘ the ‘9255 and ‘65:": patents

may he used fur anha'ncfing cusmzmcr information sscurity, they

substantiafly Ei'mit the canveniencc of maddng err-line purchases by either

1:} requiring cuatamers m instafl and use 'spcciaiized software on their

computers or requiring 'cusmmarsand. merchants to comm unicate indimcfiy

through a third party.

It. wouki therefmc be desirable- to have-a system anti :3 {3191th for

.18 making on-Iiuc purchases and taking deiivary a! fin: purchases that kcsps

flustomers‘ {manna infatuation mnfidential and scum: throughsmt the

purchase or purcha‘w and delivery transactmns, whiie’ mm (mowing

cus'iomers and merchants to mmxnunicatr with each other over the public.

network without 13mins: in tarfamnue {rum any third party, Such a system
ft) 5:") wade! be canvcnicn't and casyvto—use {at as}! parties invalverl in purchase,

and deiivery transactiaus; it wmfid also be desirable m have: a system and a

method for enmmcfing customer :informatfmn security and cnnfidemiality

that can ha usad for both on—lirie and conventianal purchase and (Xe-fiver}:

transactions.

h) .51

SUMMARY GF-Tfimwm'mw

331:3. present. inventign provides a systcm and. a. method far mumbling a

customer {mferreé m herein- as a “113%”; to make goalrshasw anti take

delivery 01? gamis m" sawiues while- keeping same or all of the user’s parsonal

h: {7:
infnrmafion mnfidem’iw and Secure thmughnm the purcham and deflivm‘y

tx'ansactim-s. The: user’s pet-5mm} infmmation may incindei, but is not

limited m, the usser’ésreai Ian:, rest! fesidentiai at shigping addrags, real g3»

mail afidmss‘; and real credit or debit cam account number. Befbrc‘ making

purchases wuig’or taking dfiiivgry 91' gootis tar servicm: the {mar obtains

pmxy personai irifomatien fur 1153111 phase 6f the user’s rem} 5233:3033}8'1.

Enfomatinn Surfing the purcifiase audio? delivery transactiens._ 8mm: 39: {ha

11 set may stiieci it“: met}. gas-52m“. 21% information for which be of she desires

F036 Page 5

DISH-Blue Spike 842

Exhibit 1005, Page 1205



DISH-Blue Spike 842
Exhibit 1005, Page 1206

g»:
Is

30

wommm mevswmm

cormsgonding proxy patrsonai irifmmmion, a dax'iwd 16ch of wnfidemiaiity

and sauurity in purchase and dgfivaty tranmamicma man. be acfiieved.

An impartial! featum 0f the meant invention is that the user may

utilize the proxy'pcrsanad informatics; in 913cc 0! {he saiected real parsmml

informatimn when making. purchases andgor taking, deiivctry m“ goods or

services at both traditionai retail autism and 01343112 mercham sites. By

utilizing, the proxy personal infmmmimu whm making purchasms, the, user

can obtain virtuaiiy tha same five: of anammi'ty that cashmaying customers

nmtmafly enjoy Further, by utilizing the waxy panama! :infmvmatian when

making, 0:143:16: yurchams, the: um? afar: amid- any pammia} ieadmge a! his or

hex ma} pexsemal infnrmation {mm the {in-fine nttwork. Moreover, the use:

can make ondine purchases: utilizing the proxy persona} infmmatinn in {has

same canvenicm and easy way that ha or she wank} make sash purchases

:1 sing the real persona}inflammation.

Another important feature {if the: prestnt inx’emion its that the prmcy‘

gmrsmnai information may ha provided t0 the user in the form of‘a proxy

credit cr- debi‘i‘ card They use: utiiizaa- the pmxy cream or'dchit card in the

same way that he or she wouid use a canvez'x'tianal cradit. m" debit. catch

However, the use: may scrim hisfomhami the: read panama} infometion that

he or she desires to be conctiaedcd from the merchant Wham using the proxy

credit at éebit card. For example, the user may obtain a mey credit at

debit card that ‘incorparatcs only a gammy credit ar debit card accmmt

number ttmrrcspanding with his; or her real {tram ar debit card account

number. Awarding): when. the use? utilizesm proxy credit 0:“ debit can}

for making; pu;rc‘s.'zases:,_ 0:113? his. or he: 1136231 credit or debit card acccm'nt

number is unneeded 'fmm the-merchant. In mixer embedimems ofthe'

present irwamion? the: 1156:“ may dbtzdn a proxy crcciit ax dcbit-caxd that

inmrporatm waxy panama}. infbrmatian Wrrcspnndmg with, 9.9;;- th’t: user’s

ma} nams, ma} .rcsidenfiai .0: shipping addrgss, and]or; ma} enmai} adtire‘ss,

thereby aflawingthe- use: to watt-cal- acidititma} real personal information

from 111;: merchant

Sim anothw important feature: aims present invéntiun is that the

user may n01 rank}; seiect the: ma} persona} information £91: which he or six:

ciesims correspomiing waxy mfstmzd iniomia:§on,_ but the usermay aim
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19.

91. U1

3 0

W0 {8.53323 PCT.’U$88!2 1901

5253th a :apadficnumber of purchases that can be mad: using the. proxy

pcnmnal information, an expiration date for the proxy persnna}. infmmatmn,

audio: at max/1mm}; limit for purchases: made twingiha proxy persnnal

informatimn.

The-present inventitm 23.15:) provides the usmr with :3 methml for

cifacn‘ng the defivery of ihe gmds or services that canceéfix the user’s raai

mgidentia} {pr sfiépping addrms and {or emmil adciress from. the merchant.

in this embodimem. {sf the present. invention, the merchant. may dfili'ver

goats 0r scrvicas in digital form to the ‘usar by utilizing the user’s proxy e«

mail address... Earthen, the merchant may deiiwr goods or servitcts in

tangibk: farm to the user by pmvidfing the user’s proxy residential m

skipping address m an acmpted- dciivery scnri’ce, which Obtains the user's

corresponding tea! residemia} or shipping afidress. and aim)": {Seiivers the

goods or services to the user,

in accordance with the present inventian, a method of anabling a

user to affix: a pumh‘asa of gmds or servica-s {mm a mcrazhaas‘ut, without.

reveztimg sekéctanzi real user dam to the mm'chant, indudss the steps «31‘

grznemtirsg proxy u 8%? data. mrraspmding with. m: seiizmed real use: data;

maintaining a databasa inclmiing the selected mai'uses' (5231a and the

carragpamdi'ng proxy user data for use in transiating the seiected réai-user

dam. into the: co;rms.;p<mding proxy user data, and. in translating that pmxy

use: data mm the marrespomii‘ng abated real usm' data; and, routing

immhase authorize: trim: requests am! tepfies between the merchant and a

'gzsurchase authorization entéty using the xci'ec'ted seat user dam and the

corresponding pmxy use? data in: the dmabasa, wherein the. requests routed

to tilt: purchaiseauthm‘ézatimx entity inciudc: the sciectad real use: {33%, and

the: mpfies. mutac! to the marcham include the flowsponding punt}; user

data and-deixwt'ind'ude 11:9: Sis-18029:! read {-15% data.

Awarcfing to one em bodiment 0f the pmsmt :énvcntitm, the pmxy mast

data. cgm. be usati for making a sciacted :‘mm‘ber of p11: themes. Awarding it}

ether embmfimems; the waxy user data has a sciectfid QXpiratian date:

anti!“ a seic-cted :zwzaetwy Emit.

{,7}
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In acwrdance with axmthar am‘bndziment of the: garcsent :invemizzm, the

method of enabiing a um: to effect a. purchasc: of goods 01' smvafi'c'as from a

merchant, writhaué: revealing saiected tea} user-data to. the. .inercfi'gzmt, furihar

inemdes a step of effccting a 'dclivery of the goods as" siirvices to the user,

‘5 wherein the salmtcd real user rims (ices m): inaiude sith'ar a real namsg'mai

$§1ippizxg adfiress est a. ma} mmai}. addmsxss.

According to stili another feature of this present inwamiorn the goods;

0r services have-.digitai farm, and the: mercham delivers. the di‘gimi get-x32: or

1 0 wrvicw fiirectij; to the use: camputer over a netwark.

humming; to yet maths; feature. of the present invention, {ha selected

real user data includes a read emaaii adtiress and the corresponding waxy

user {3am :imzludes: a waxy @mafi address, and the. merchant. dclivarsz $319

3.5 digital gems or services tr; the user utilizing the waxy wmaii aridmss.

In accurda—nce with yet anather embudimfini of the wesem invert Sign:

the: merchant provides the pram: shipping address to z: delivery erznisy, and

the mcthud 9f enabling a user to effeai: a purchzme and delivery (if goods car

20 services firm: the: merchant, without raveaiing- acietztcfi real umr data m the

merchant, furt3‘ser includes steps of waiving a request {Or the read shipping

address from the defivzry entity, the requsz indiuding this pmxy shipping

address; tranala'ting the proxy Shipping addmss mm the ma} wipping

address using the: database; and, providing the ma} shippingaddrefis: to the

2 6 defivezry emit-y for use in subscquantly dciivaring the. gmds m ms'vices m the
user.-

k'x accardance with m: m‘zzother embodiment as! the: prawn: invantizm,

a. metkad 6f enabling;- a 2mm In: effect a purchase 3f goadsor semices from Is:

30 membam. using, a. funding account, incindes the steps; of ggnemting user

acmum data far the-funding siccoiznt, t'hé. use? magnum data having, at. least

cue. restricted-{15¢attribute; maintaining a .daiakast: inciudingtha 113%: :-

accent): data; mid: mining purchase authorization atequsts and repligs-

between' tilcx'mser'chantand a pnrchasg amiwrization entity using fizz-3 user

35 accmmt data in tha database? whamin the at feast. one, rcstriciedmsa

attribute {1f me umr mmum-data is seieatabkegby fine. user;
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Awarding it) another? feature of the: garment invention, the at has: one

rtmu'ictedruse miribnm corresponrds with a skimmed :‘mmbcr of purchatsas

that can be funded using the funding accaunt. rkccortiing m mixer features,

them 2333: one res-rri'cfedmse attribu {85 corresponds with a seiecwé periad

U1
offline during which pumhzsms can be funded 1: mg um. ifumis‘ng attain: nit,

auditor a {whet-ted manetary iimit fur the purchases.

in: accordance with antiwar em bodiment 231' the prawn: inventian,-a

method “enabling a user m affect a delivery of goods or services {mm a

1 a merchant: without reveaiingreal delivmy {mm m that? memham, inuiudes the

amps a! generating waxy daiivery data correspomiing with the mad deiivery

data; maintaining a database Snci-uding the real deiiveryrdata wet the:

correszponfiing pmxy defivery clam far use in translating the prom {iéliwry

data 3:110 the can‘espunding real delivery data; am}, prov-ixling an: real

5; U3 éclivery {Lima can? .sgmndin-g with the pmzy ficlivezty dam to a delivery entity.

wherein {he use: provides I‘m: proxy delivery data to the marchemt, and

wimmén tbs: marchant pmvides the goods or servicrss and the. gmxy‘ dalivery

data to the. dfifivrz-ry entity fur snbscquem delivery of the good-s or mrvims m

thfi user._ The delivery £123.13 may inciude the umr’s name audio: shipying

2 0 address.

Sim further aspectsand advantages wife} Maurine awarem from a

uonsidcratinn of the: ensuing. deswipzion and drawings.

2 ‘3 BRIEF'EESCRWFIQN OF THE .GRfiWINGS

The invrm {ion xvii-i beibietter understood by refinance to tile foiiowixxg

more dataaiieci Sascfipéion amt}. accompanying drawings in which

FIG. 1 is ablnck. diagram. of the general architecture ofa system. that

3‘0 <3§>emtr3$ in geeoxrdaince with 'one embmiiment of the pmseat inventi'cm;

FIG. 2 is a flow chart showingthe stem performed W): m: a u ser

requeats‘ proxy user‘data from a proxy again: acmrding to cane. embecfiment

of the present invert tint);

3 5%
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FIG. 3 is a flaw chart showing the steps performed when a user

makes an airline pum‘hase: nf goods or services. according to one

embndimmt of thapresent invention; and

PEG. 4 is a flaw chart showing mt: maps perfarmad what: the

purchasmfii gouds or services are {Eeljivercd t9 the user according {(3 mm

embodiment of the wesent inventiun.

DETMLED DESCRiP’fiQN (7).? THE ENV 5NT10N

The systems 3116 methods of thepwsem ixwmtihn 'wil-i hr:- flla. straws}

by an embodimcmt that. pmvides proxy flats: to a customer, irxcladi‘ng a pmxy

mama, a proxy shipping address, a proxy {tum-all! address, and}?at proxy

credit or debit account data, m. provide customer annnmity {mm the

ardering; .of. goods at sawices to tin: delivery of the goads or sewicex

However, varyfing._it:vels of mmnymiiy may be proficied in accordance ‘wiih

the pram-n: inventian, ami delivery i<. optienat. in some ambodimams; the.

customer wit! he: pmvided with only proxy cradit .0: debit acmum data; anti,

in other embodiments, the cu—satomar “=53 be providad With compmw

21:10:)ymity of identity and incatian, fmm the point of pal-sham? :0 :‘rse 3min:

of {icfiivery :31" the goodg or xerrviaes. it shouid be understom'l that firm;

daxaiied description of the praise-m iflvention is by way 01'illustration. (>13in

and is not intmdfid to iimit' its scope.-

FEG. Ta simws the genera! as-chitecture of a system 1020 that allows a

customer "to make purchasas and teams defivmy 0f goods or services whim

keeping the an mama‘s. permnal information, 69., his orificrnamc, Shipping

address, armed} address. major credit of debit card amount number was»;

know“; as a- “funding account number-“‘1, c-tzn‘aiia‘ieniiafl and secure thmughom
the purd‘xamc and the dfiivery pramsws.

In this iflu-sirativa embasdimcn‘t, the-,sysmm 10.0 inclufies at feast one

customer 1220 {referred to herein as a “use-17”}. havinga user tempt:m 2122, a:

mast one merchant .130,- at has: one deiivexy pmvider 3150 having a deiivc'ry

computer 3.33:2e and at icas—t mm pmxy agem 3.4 0-1 Eats}: 93“ the czzmpmers

1'21? and 1.52 are cannectabla to am untrusfétd pubii'c‘ nciwork 110 such as

rtzht: Internez. The system 100 furtherinciufies amcmhani site 1.32 and-a

proxy agent $18: 143., which we firmly acm'zssihie Sit‘CS on the: hxtegtsmt 2w.

8
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For (ms-ample, the marchan‘t site 132 am} the pram; agent size 1413: an:

aacessibic on {he huemm 1.10 via: a :raasmissian control mammijinmmet

promise] {TCPg‘IP} cmnnissction.

in :aciditinn, that system 100 mcmdas at least am? cretiit 0r dchit can“!

immer 1-7tmaving a card msuer computer 1'32 connactabie to a network 112-3,

"that suppnrts the authorization of credit Gr.‘ debit card transactians. In other

prefer-red emimdinumtie of the present invention. 321% pmxy agent 1m?» and

aim card issuer 170 are fin: same entity. Further, tha aisthmization natwaric

312 may he fiithél’ a private or a pu b11212 network, and may align inciude mart:

than out: netwnrk.

The-card issum momputer W12 mmmunicates with. the proxy agent

site .1423 and the merchant size 1.32 over the authorization netwerk 1' ii?

using- a. women} such as any of those crmvemicnafly. used fur processing

glact'rcmic transactions. Accordingly, softmm 311 unit:g on the mercbmu séte

132 and the proxy agent site 142 suppm’t both the Internet protocol? am} the

hawking pmmml and can themfore. pm‘farm the traxmition in. cmmnunicatiun

.fmm the Internet 1H.) m the authorizacibn network 1'32 and vice versa.

The user 1&0 and the: defivery provificr 13:30 utilize: the: user computer

1.22 and the (16.5ch compumr 152,1’cspective3y, to Connect. tn the Internet

110 in any conventionai manner. For example, eonnection between. 1hr:

computers 122 am} 152 and the internct 1'16 may be mach: using a modem

{mat Shaw}; and a tfiephone fine {not Shawn} via a netwmk service pmvider

{mt shown} that is directly Connected to the. Internet .1 10.. if should be-

noted that the particuiax mewhmiism of how (In; user computer 122 am! the

delivery-enmpu 1261‘ .152 form {tunnacti-{ms with the. imemet Eli} are flat

cfiticai‘: tame. prescm invention.

It $h<mici 815%) be 11912:}. that. the user opingmmr 132 and flu: dekivery

mmputm: .152 are convantimm}. in deaign, each "L'ypi'cafly- including a: homing

thai‘ encloses a pmcesmr and supporting inreyated tirmitry. 2113:3pr .éirive,

and ahatd. disk drive. Each pf'i'he cmnputers 1223 and 152 also typicafly

includes; a keyboard, a mouse. and a monimr for ail-{swing users-to eaten

cemmands and why-serve: resuits. Far. example, the user 320 may tamer-

c‘cmmands; for making purchase se.t:;i’c:‘t.ion$ and obstzwing results such as
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purchase canfirmatians whiic. making, on-Iim: purchases from the. merchant

site 1.3-2 utiiizing the use: Computer 222.

SSpecificaiiy, the user camp'utex‘ .122 is: oagabie 91’ running :1 0812331,

appiication, ng a browser, which can initiate: connections with one: or more

host machines {not shown} that contain desired sites, 6552., the merchant site

3.32 and the proxy agent site :42, pass data back and forth betwaen the:

{3861' computer £2.12 32nd tilt? Ems: machine-s... and than dame the: connacr-‘ions.

Accortiingiy, the: host machines are capable: of‘mnning server appiication—s;

that can accept the connccfion-s initiated by the. flirsni z-‘xppiicatioztx through

the Internet 1 10. Again, detaiis 0:“ how {behest machinex, the client

applications, and theisen-ter applicatians-operam are not critical to the

.pmsant invention. and may mks diflarem‘ farms},

The? pram; agent- 140 may be a: bani: or other institutioa that routes

purchasa autisofization reqims'ts and replies between merchant's {e;g., {ht

merchant 130} and card issuers {&.-g., the can?! 33mm 1‘30}; {Wuhan the

pmxy agcm' site 142 can communicam with the user compumr 3.22, the

merchant Sim 5.3:; the: dsiivery computer 132, and the can? issuer cumpumr

1.732, and 1mm data back and forth during (ha purchase and dcfivery

transzicticns, Although FIG, 2 shows 91:13; am: proxy agent 146 and only one:

proxy agent site 142. it should be urzdczrstood that t‘m: gystmn 100 may

inclmie a plurality a! such proxy agents:- and Sims. For exzunpie, diffemn't

proxy agents and sites might” be provided to genus:- usemresiding in different

.geographiaal areas.

As mentigzned 332mm, the syswm 1&0 alkmva a user in make purchagscs

aria-Item: daliww of 35006:: or .semiceés while keeping, same In“ 3'11 of the usfitr’s

persona} intbrmatinn canfificniiéfl and'secure— {tum-$110“: the purehaise find

éelivery transactions. "Ta this 9:116. 112-: proxy agent site N2 iriclude's at least

Om:- use? dambas'fi- 14435:}? staring fiat aniy the ilsgr’s parsnrmi infbrmation

such. as his; 9: her-rm} name, magi éhipping addresm ma! e-«maii addmsia,

anti-- real cmdit 0': debit Card accaunt number, Em: 8150 correSpnndin-g pmxy

lam-{.3 sum-h 5:3 a waxy raame, a proxy shipping address, a. proxy eqnafi

addressF-ané a pm—xy cmdit or dabii. card amount. number. in accordaa'c:

with one preferred rambmfimem of the: present invention that provides the

highest {evei of mourn): and cnfifiden-siiaiity, The: Qatar 129 makas purcha’ewfie

5.0
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from the nmmham 139 and 'fflkfi'fi: dalivcry of tangible goads {rm-11 the

delivery; provider 1:30 using may the proxy mam dam sforefi-in tht) user

database 144, thereby preventing that! merchant 139 and others from

tracking the user’s buying habits and 5.1.3 hstantialiy ramming the risk that

E» unsCmpuluus individuals m" entities will intcrcepz; 9.91., the. user's rm} creéii:

or debit card amount numbsr, and charge unauthorized purchases to his or

him“ acmum.

Far this iiiustmtive: em'imdiment, a procedure win new. be. descrfimfi

15) for making purchases: and taking delivery of gmds 4231' Scrviaess using the

system 103. First, (in: mm: 1230 rcgistcrs with the waxy agent 1140 for

mbtaining proxy user data that im at g‘m'e can met: when making purcimses

and taking delivery of guads er services. The proxy --age:¢1t 140 then provides

the pmxy usc-r data m that “sax 121).

For c:xmnpie,_ 'thc usar 120 registers xvii}; the proxy agent 1433

accordiugm the procedure Show; in FIG. :2. ngificafly, the. user 12.0 visiis

this: proxy agm‘t site. 142, in bleak 200,31: any corwen—tioxmi manmzr, For

.exampie‘ {he user 120 may milk-em: appmprizate unifarm- reswrca Eocator

2Q {URL} for inmmcting the: Wetb browser running ms: that user wmputer 1253- to

use a particular protecoi, a333,, http. to retriaéve thfi home page (not shown} 03'

that, proxy agent site 142, 13.3}, proxywhmmchum, incated on a particular hast

machine (not. Shawn), 6,51,, uww;you-r_i:mnk-mm.

23 Next, the: user: 1'20 requests, in block 2132,. pm-xy usm' data from the

proxy agens 1.40, In this iiiustmtivs {‘mbfldimefit, {ha use? .120 has: a media

:0: dabitcard far whisk hefir'she rcqumis pram? use: data. in a praise-mud

embodimem, mt: user 221.} holds a. (tredit. or debit. card issued by the proxy

saga-1t 14.01 Acmrdéngi'y, 1hr: user 12.29 minus-mg heme page «is? iha'praxy

"3' Q agem. 14C! to: 686685., {2.9:- a proxy data (“guest farm {not simmx}. Next, the.

user 120 {1R5 out the request- 'fbrm including his or her real userdmga3 5.9.,

mal mama? ma} Shzippingraddress, and ma}. évmail- address. and mm: sends

the: iiilcdnszsut request form tame: pmxy agent sin: 142. it shouicii be

understoed that {be user 3’20 might afternativaiy register with” the proxy

W U!
agent 14G withdui. using the: umx‘ ccmputer $22. For mangle, the may 1320

may utilize the tekghona flatwork'. or rcgmar mail Servisg-e {gar prawiding his. or

her real usar data 1.0 .m'e'pmxy agent '1 4G {in-ring the registration ptoced-tire.

1 1
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in the embtmment wherein thf: prpxy agmi. 240 has: Emu-ed the crcdit

or debit card maid by'the user 120, 1m: asset’s rem credit or debit. card

accoum. number is aéready available 1'0 the {Roxy agent 140-, and may

therefare be easily amassed by the proxy agam 140' Eur providing a

cormspanding pmxy‘treciit or debit card acmunr. number m the never 320.

Amordin giy, in this preferred embodiment, there: is no new! for the 113:: 129

m- se'mi his at he? ma} credit or debit card. amount number to the pmxy

agent 14f} we:- the Inmmet 110. The-software: running an the: proxy agent

sites 1422 simpiy' utiiizes the user’s mai flame, (6%} shipping adfircss, and1’or

real wm-aii address. provided on the taxman-st form for verifying the existtfince

of the acmunt ami ciatermfixing whether the purchase. amount may he.

charged against the account.

If it is determinefi, for examgzslfl, mat the user 120%: the holdar 9f a

eradit or debit card issued by the: waxy agmi. 148. payments have been

timezly made, and than: are fumis available an the. creelit or 63bit card, than

the. snftware on him pmxy ageni sits; 142, gem-.mws, in block 384 I, unique.

pmxy user this: corresponding with the 11 ser’s ma} name, ma} shipping

address, real gratin m debit mama acmum number, and ma: e—mail address,

and than providfis the generateed waxy use: data to timuse'r 121'} for

subsequent. use. The 1193' i2!) mruy aim be: proviélcd with, alga, an

idemificatinn— number andfor a password far um: it?! making subsequent

requams for pm‘xy data. Further, the user 129 may be. pmvwm with

maritime sets Of {waxy (ism, each set correqunding with the user’s. real dam.

The pmiiy user dam and the use-3’s idcmificatien numberjpasswom may be.

semi; maize user computer .121!- over the mmmet 1H} via. mmai}. or via the

client}sewer appii'cat'ions running an the user cmnput‘er 122 and the. has:

machine: uf that pmxy agam site. 142', Ii. aim; shank: be. understmfi "that the

per—y agent 34“.) may altemativfiy' utilize the téiéphone newemk or reguiar

maii service. for provifiing the waxy. user data m the: user 120.

In the embodiment 0f the 'present invention whcérvein the acetic or

tiebit card hgld by éhe use: 120 was neat issued by {he proxy agent 149, (hr;

usc'r 2.20 maid aim include: his or heir-ma} credit or debit mmi- account

num‘her with tim other read user data an the. pmxy fiesta request farm.

However. in thiscmbadimen—i, the server applicssiima finn‘aing cm the: has:
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machirm {if the proxy agcm site 142 pret‘firahiy encrypts all m“ aha real user

data garovided on the waxy ciam regimen form befare thc: form is, sent from

tin: user cmnputer 322 to 11m proxy agent site 142, thereby minimizing the

chance that an unscrupulous irxdivid cm} or aniiiy win :inmrmp’z. and utilize

:he. user‘s real credit er debit card amount nu::niamz.. Aim :nativeiy, the use:

120 may mflim the tainphona network at regular mini} service fur- providing

his or her real credit or debit. card account number to the waxy agent I40.

Finakiyl, the: software cm the proxy agent Sim MS? updates, in black

266, the user database 144m ixmlude: rim-genfirmeé proxy use: data and

earl-sum that the generamfi proxy use: {£318 accurateiy corresponrm with the

ma! use? data, which is also {stored in the” database. .144 fur faciiit‘zxtirxg

trmmiatious :bmween {he genera'ied proxy user ciaia and the real usar data

An illustrative martian at" me mutants of the mythic-é 11:32? databast: 34$,

intruding the real mm: dam and the cormsgmnding proxy usar data of the

user 120,15: 521mm hem“! in TABLE I.

waxy USER mag REAL USER 0:331}.

USER NAME AC Mamba-r 4323 Jane Dot:

USER REDQRESS ACE-Proxy Agent 1.23 Main Street
Courier ~~ Acct, ##325 Apt. #2
Anyti'ty. USA 69600 .Pguymwn. USA 1 1 11.1

Iii-«MAIL ADDR. AC4325§€2§proxyagmt net. jdimfiianyispmet

FUNDENG ACC T, X'XXX XXXX XXXX 43.25 XXXK XXXX KKXK
.1234

The iflustm‘tive waxy user data and tea} user data corresponding

with the funding account infbrmmiun is Shawn in TAEifi'I-us'ing the

3mm}, X, which représemsany number {mm 0 mil. Compiete illusirative

funfling ammum numbers are-rm: sh 'wn ia TABLE 3 $0 33 ant to rem-gaunt

an) funding acmun’t numbers. anaemia: in-usn.

As mantioned amw, ghe- soi‘twarc. on tin: proxy agent sin: .142

generates- the-,pmxy user dam and then mayprmvide the proxy uszfjdaza to

the user computer 1231:): subsequent. use: by the: use? {-212}. gigni-ficamiy,

the proxy user data, whit}: may include the proxy mama? the pram: sh§ppir1g

ackdress, the pmxy {a—mmi .addmss, and the: prfisxgy credit or tiebit card

'13.
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amount number of the agar 11K}, is sent to the user computer 122' {finals

.or via cumail over the inmmct 2.113.. A3 as resuk, it iszforascatabit that an

unmrupulou-s individual or entity may try to inmrccpt'the pmxy- use: data

at this point: in the trmmaction and than Liszt the waxy user damrto mail-(tr

unanthnrimd gurchases.b"!

However, the grit-scent inventism mdums the risk of such unauthorized

use, bamuse 22': i5 not 0:13;»: fair namely and confidentially ailgwing

custamcrs to make purchases of gmds ar- services, but it is also for ailowing

10 cumamms ta take delivery 0f the goods Car swims. Fm“ tikis reason. the

generated proxy 21236.!” tiara prefcra My includes {he proxy" shipping address

audio: the proxy e-vmai} acldmgs far mat: in‘ deii'vcrit'ag the purchasml gmds

or services. in the preferred embociimcnt, mg! purchascd goods or sewiccis

are: deliversd 0:113" in} the read adflress carrespandirig with the: pmxy shipping

{31 acidrcxs‘s er the proxy Edam} .addres's. A2; a result, even-if, 6.5;, ang“:

unscrupuéous individua} imareept‘ed the praxy user data and made an

unauthmimd purchase, the purchased gaods or serviws woulct be deliverafl

to the real afldmxs carrtzswnding with the: proxy shipping adciress or {he

max}; canail adsttmss, and not. to the: unscrupulnus individual‘ Suzi:

.23 individuallts wouid therefort: ht: damned from intermrgting and using am-

proxy usar data because no benafit would be: $637in therefrom.

Aficz‘nativfly: same proxy. user dam may be sent {:9 {ha user 121')

mpmately‘ {mm Gthnr proxy use: data. Far exampic, the proxy name, the

25 proxy flipping adiiress, and the proxy eqnafi addmss may be 5mm 10 {he

um: computer 332 ever-um Enigma! 11-0, while the army-mum or mm

card ace-011w: number is sent E9 the user" 120 visit {be 'E‘tflephimt) nstwork m"

reguiar' mifii.

3G The preset}? inwmian— am) minimims that risk-of :m‘auiiharized use at”

9:93;"qu 33:51 by'optianafly- making {ha proxy use; data. vaiid fair 9:133; 22

iimiteté numbtzr 0f purchases or requiring the: user tr; make a pa rchase (mi?

within a limited period 572' time. Thaw important-t features {if {ME present

invemion win he await-3nd in further deiafl law: in this syncificmisn.

3-5":-

Thia zinustrati-Vt: ymmfiure far- making purehasses and $1116ng (sieiivery

oi gtzsmls or services. also imziudmé (zemmuhiu'ations imitveen the: 111535.! 12?}.

i 4
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and the merchant 330, and between thememhant 330 and the pram; agent

140. For cxampic. {he use: 12$ communicams with the: merchant 33f} far

mafia-g a purchase. The merchant 13%) than requems. auéhnrization fmm

the pram!- aggmt 141312): chargingme user's; Ci‘fizt‘lit or datbit caret! ESCCO‘dn'i‘. for

L31 the purchase, and recrcims either {he raqnmteé authnrization or a. refusai to

charge the account from the: pmxy agent 14-0. Finafly'. the marchani 130

pmvides {he 1:312: 1120 With a canfirmmion m“ the purchase trammotion.

Fm- example, purchams are; made and canfmnafiims are provided in

“ " acczerdance with the: pracmum shmm in FIG. 3. Again. 'tiw US$82! 15-30 visits

fix: marchanx site 332, in black 301}, 131-5133: conventional mansmr. Next, the

usm‘ 1‘20 u‘tfiixcs the silent agplication manning on the. user computer 1'32

for attemgsting to makc a purchase: of goods or sewicus in block 362.

1 5 There are many- hundmds‘. afmcrcham sites mrrmfly avaiirabiie from

which users may make purchase-s of various types of gabéis; er services. One

Such .mcrc‘hant. Site is npwated by afilAZQNfii-‘immg Inc. , Smttle,

Washingmn, U553. Fér examph, a user may access the :XMAZQNCOMT”

marcham sits: and. safest, 3g, beaks, music, {31‘ viéw products for

2!} subsemmnt purchase. When. the user 31S finifimé making hi3 {HT her

purchase seiecticnzs. he (If she then typicafly-pmvitias 23 yea: mama a ma} <-:~

mail addrass,_ a: read shippirag addre‘ss, and a real credit or debit card

acccmnt numbcr far ailowiag 2‘th .AMAZOE‘EQQMT“ merchant to. izfmcesma and

fuififl 'fhc purchase order, and then natify the user of the status of tha

$.35 purchase: crater.

Agmrciing. {91:19: prewar invéntien.,_imztem} t)! pnwiding, (3.3., the

fiMAfiiONfiOM-W i'nm'chan': site with a real name. a ma} e—m‘ail address, a

maxi s-hipging mica-ass, and area). credit. or dabi‘; cmd amount. number when

'30 attempting: to make: a purchase in mock 302.=-§ae:'tz:ser 12$ pt‘fiVEdBS the

manihanl‘.-Site 13?; with the pmxy ussr data ohm-32mg} from i :c waxy agent

ME} in 'block 204 ism: Fifi... BE. in mm way, the iaroxy £139.:- daa'a 3cm as a

submimte-ibr the u—ser’a're'ai ziata. Tbs—83:31:31: .100: ditpiii’ted if: FIG. 1 may

iherefmfg: bexegardasd as a prays? system f9: maxintaining the user}:

{mnfidemiaiit'y during a purifihaxze fr'ansaiction.LJ‘ (:2
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Next, the. mare-ham. 13$ logs onto 1hr: authsmzation neiwufl-z 112, in

mock 334, for racgueai'ing au'thcm‘zatinn to charge the -u$er‘$ emails. or ambit

cardaamunt for {he same-ta} p‘urahasa Amortiingly. the prim); user data

including the: proxy credit m" debit card acwunt number is sent over the

U"
autho-rixatimn nwtvmrk 1 12 from the merchant site: 332 m the proxy 21th

site 14552 The: software cm rim proxy agent site 1412 than amessaes the user

database 144 for 1:168:15!an the pram? use: data into the real usm‘ data,

9.3,, the: pmxy cmdit or d’ehit card amount number into the read craciit or

debit card. accoum number.

if the proxy agent 1.40 is the bank or other institutimn that issued aha

mum er ckb‘it card Etc-id by the uger :20, than the suit-wage or} the pmxy

agent. site 142 utih'zes the real use: data Ctbtaihefi fmm the mmr database

144 Mr again verifying the existence: 0! the account and demrmining
V2

wheti'iar the purchase amount may be charged against the amtmm.
3.;

Alternatively, if the pmxy again: 140 is: not the bank or other institutien that.

isaned the. credit fir debit car'gti m the user "5'20, than} mt: softwm‘e‘: on the

waxy exigent site 14-2 tramslates (Sm: proxy use: data mm {ha correészpcnding

real user dam, «9.9... the: real cmdit m- dehit card acct uni. number, utfiizmg

2 {-z the user database 144,-.substimtas the waxy 1136:“ data in the authorizatjnn

request, with the .canfisponding mal usm‘ data, and thtm muses; the

authorization requétst to the card issuer Ni) over the: authorization rrmtwm‘k

1.12.

4332 Next? the card-isasuer 1'79 sends a respbnse to the authorizaxiam

request {withszpmxy agent size 342 over the. authevi'zatiun neé'tvarik, 112. Tim

software avaiiahkz'thmugh aha pmxyagcnt site 1992' than substitutes any

reek use!“ data included in the generated authorizatifln informatinn with we

mnespomiing proxy usar data, and than routes 'the- author-imam

3'0 .inibrmatism t9 t—fi'c marchmxt site. 132 over the. authnrizmion netwom 3.12 in

Mack 30%. A message includmig apurchmse- canfitmatian is; mgr-1 sent, in

mack 308; {mm the max-chant site- 132 in me: user -<foir£§>u.{er i122 directly a:

via the proxy .mmail raddxessnvar the Interngt 1&0; 'I‘he message may 2:15;!)

incmfie a (ieziivary eanxrmatifin, 6.9., a slumping or éeéivery trackingmambm'.

'33- Cleafly, if the merchant 130 did 110$ receive} menace-32:12:)? anther-mama

infprmafimflmm the. proxy agent 140, than the: nrazrszsage sex-1:: in block .308

would 5135th include a refusal in“ the purchase Csrdeti’.

,.

m
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.Advama mousiy, the: user 1201:: mat rccguired tr; sand an}; ma} use:

:i'ata m tht: merchant .130 at any point in the pracedumdcfiacd by .biacks

308 through 308. Further, the pmxy agent 140 dues not rweai any of the:

real tamer data stoma! in the user database 144 to {110- merchant .130 at any

point during the. purchasa transacfimx. Accoraiingly, compiete uses

confidentiamy in purchase transacrimm is achieved in this ifiuistrativa, nun—

iimiting embodiment of {3% present- invention.

This iilustrative- promdure. for making purchase;; and ”(almxg deiivexy

ai' geods or services further includcs communicatians '06:wa the user 120

and the merchant 130, arid alsocomunic‘mions bictwmz‘x the: user 120i the:

mammal-t 130, the proxy agent MG, and the defivcry prmfidcr 230. For

example; if the purchased. goods or scmicm have. digital form, then “they are

sent from {he merchant site 13?. to the usar mmpmer 122 directly or Via-fl“

maii over thc Internet 1 10;- Aliemativeiy, if the, pumhased goods 0y gar-view

have imagibic fésrm, than 1516- merchant 130 pravides them to the dciivery

mavider 350, which than deiivers the: geods or services to the nacr 120,

Far cxz‘unpim the purchmmszi gocsds fir serviues are: dclivemd m the

user 1230-131 accordance with this procadure shown in FIG.- 4. Fir-st, it is

determined. in 'biock 400, whether or mat the: gaods or services have ngita'i

form. If the goods. or sewiccs have éigitai form, then they are sent ti: the

usasr 120' over the {2126:3161 110, in block 402,_ by directiy dmmioading them

{mm this merchant site £32 :9 the user computar 122. For emnyle, digita!

goods 91* servings can hr: dimctly (inwwflaadegiin a convarxtimml manner via

the ciiem and Server appiicatiuns running-'31: the use: sampumr' 122 and

me has: machine (if the merchant site 1.32. Altemai—ivebn the digitai gacds

arswfices may he sam- fmm the merchant 1.30 to the use: 120 over the

Internet 130 as! 24g” an attachmamfim an emai'i massaga-.

It-shoui'd be noted that if the: digitai goads'ér semices-am sent from

the marchant 330- m the user 1.20 £15131: attach-man m an'mmaii message,

then the mmai! message- gs sent by the mflfc'hant £30 to the: pmxy eumaii

addrcm, which Was. prm‘rhiec} to "ti-1;: merchant site 132 axing, with {ha Other

'prX‘ff user data in black: 30;! (st-m: FIG. 33. Ear cxamp1&,_ the: mmail mess-age

may be {Emma-33.10 the:- pmx—y agent. site 143 via the pro-x35; evm'a'fl mike-ass.

I '3'
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The softwarc or: the waxy agent site H2 may {hm access the user {iatahasc

144 for transiexting (hr: gmxy (tax/nail acidmss into the mail e-maii addrms.

Finaliy, the proxy axgémt sine: 2432421193; redirect thc ewmaii message m the

user camputer 1’32. Altmnatively. the merchant. 136 may direct the e-mai!

to the user’s ma} e‘mail adalmss. if the use? 3.20 so desirax

Mterraatévely,. if the .gmds er scenic-es have tangible farm5 than the

merchant E30 providaa the goads: 0r sawiccs to the:_cielivery_pmvider' 130- in

Mack 404, who, submquenfly cieiivers the goods or services to the usefis ma}

ahipping acklmfis. It sh'ouid be: name! mm details ofhow the merchant-130

provides the goods or sanricrcs m the: chiVm-‘y max-idea" 150 are nut critical tn

the present inverititm.

Specificafly, when {he merchant 130 prwitfifls'tha tangibis gmds er

services to firm dalivqu provider 18.0, the merchant 130 ilrmimies the proxy

11am: and flu: proxy shipping address of {km user 120. For emplw, a.

message may be. generated and smut, in black 406 {mm the. mare-ham site.

132 w the delivery computer 133 including tin: proxy name and the. proxy

smpping address of the user 120. A meswgr: confirming receipt of the

user's {may name and proxy shipping aficimss may then be :sent. in Mack

408, from (in: daiiver‘y (:0meth .152 tn the merchant site 132.

Alternatively. the marcham. 130 may utilize the telephone network. at

rcguiar mafi servica for pruviding the- umk proxy name and FrOxy ahipping

atidress to the delivery pmvidcr 150,

Next. the. delivery proxider 150 Visits the {Roxy agent 5m: 1449,3211

Neck .410, over the {mama 3.10 or a private network, and requests the maxi

user (33:23. that 'correspmids with the pm‘xy user dam sent in muck 406. The

suftwart; an the proxy agent site H2 their: accesses the 115m database m4.

2'61" skimming the user’s ma} name and tea} shipgingr azidrass, afifi men

gmmrates and sends Bi mesmge back to the delivery- comput‘ar {52, in blank

412, including this tea} user data. Altefimti-«eiy. the tic-limzry prevjditr 350

may utilize the: tfilephmm neawnrk .or mguiar mail service fer pbtaining the

user’s ma! name and reefs shipping address from the-13mm agent 140.

in thisi'ilusimtivc embodiment, the merchant 130 might also semi

the-user’x pmxy {:«maii' address ta {hf-delivery pram-tier 1530 in block 406;'a‘r,

18
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{ha proxy agent MO might also Send the user‘s pram}; eumaii aridmss m the:

daiivary provide: 150 in bloc}: i412. This vet-mid .ailow the: (Salivary provider

150 it) send an mmait message m the user 120 ft): mafirming the: upmming

dsiittery of {ha-tangible goads or servéaes. ”f-‘hf: dalivcry' provider 15:0 thcn

delivers the tangible gamis or ms‘ficcs it) the: twer‘s real shipping address. in

biock £114..

As describad abet-'13, a}: cf the user’s pmxy data, which includes 3110f

thcé data that user 13¢} regain?“ to make: a purchase and take: cleiiv'ex‘y of the.

purchase. may be: sent through the inter-net 13:.) {Eating the: exacutinn of at

icatst two steps in the procedure 0:” the: prettant itwentio—n. Fm exampie, an

of the user’s, proxy data may hf: sent from the proxy agent sim- .142 to the:

use“: comgmter 12:2 (we! the Internet .11!) in block 1304 (F16. :3}. 313111533159. all

affine prow- data :tnay has sent from than,an computer 123 to the: merchant

site 132 mm the internef. 1m in mack 302' (Fla 3) when. the user attemgts

m make an 'on—lim: purchase. Even though this‘pmxy data daes net include

any tea} user 6am, an unscrupulous individual. 0r entity may £13: to intex‘tteggt

the proxy use?!" data at these steps in the: procadure and attempt m make an

unauthoximd purcham: using the pmxy use: data. it is. impuflam t0 note

that the merchant 130, expecialiy an (mutint: merchant, has no way of

Emowing whether m“ net 31c 33mxy user data was profit-lad :0 him (31‘ her by :5

Emma fidé: custom-en £62., the use: 12$.

Far this mama, in anather preferred embodiment {if the pmsent

invention, the proxy user data providetl by the waxy agar-1E; '1 40 m the use:

120' is prcferabiy valid far .makingoniya. limited. number at“ purchasw, ewg

{me aad'o'niy Gm: purchrasre. "if the: use: £20 attempts m make an Oil—lime

purchase within a rciativelty Shari. period of time after Weaving the pruxy

user data from the prayer}?— agent MO, then the mababiiity mat an

mtscmpuiaus ihdividuai-or $131111}? xveuid intercept the p'wxy user'cih ta and

than attemgt to make a pumimse with the pmxy user data within this short

partied eff-titans is reduced.

Hammer, it is possihie that the-user 1291:1213? wait a. mgxificam gerigfl

of time. before attempting tomakt: a purchase after he or $126: receives the

prim}? nsnr (3511221?an the-proxy- agum 14?}. Tim pmxy user (iat'a is therefore

mare pre‘fmabiy' valid not (mi); it): a 'iimitedanmber 0f pumimsas. bat zsfiso

39
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fora limited peribé a? time, 9.3., one: {0 twenty-{mu hours. Thergfore, even

though the user 1123 may amide not to make any purchases after remixing

the. pmxy user data, an unmrupuk—ms individual or antity' would not be 3131::

ta make unautiwrized use: of the: proxy user data after the: expiration of the:

{me to twenty-Emir ham: perind.

Tim number of purchasas that can. bf: matif: using. the proxy user

data, and. m: expiration period of the proxy user data, may he set. at the

time the proxy agent 140 provides the pmxy user data in: the user 120.

Aimmativeiy, the: user ma may spacify bath the numbar uf purchases he: cr-

ahe wishes m make and the. expim'rion period in the many data requ est. farm

in bloc-k 202 (FIG. '2}. The sci-“mare: an thcpm-xy agent site 14:3. wmxkci then

{store the specified number of purcimms art-d. this specified expiriatiim gsfisrimi

in the user- éatabaxse: 14% along with the rest 01' (ha proxy msm‘ data.

Further, while musing, purchase authorization raga :sts anti replicas butwecn

merchants and card issuers, the proxy agent may 3230- check-me user

datszibase 144 for detmmining whether the: sapecified number {1f purchasm

has: bean exceaded or w‘inzzther the spammed time: period has éx'pireci.

Numarmxs’ advantages Can be. éerived from using. the pmxy system

100' and th: procedures {3f the presam. inventiun. Fm example: the: presm-r.

invention allnws users to make purchases and take delivery mf the-

purchasms secumly and cowfidfimiafiy, especially when making on--Iine

purchases over an untrusted dish‘iimmci public: xmtwork such as the

in'temex. Secufity is; enhancmi during the; purchase and deifivtry-

:ransaiétéuns by 9:13;; al'ijmving deiivgzy .uf the purchased. goods or. genie-cs

directiy "to the use? computér. 122, to the. user’s samurai} 'addmss, m to {I'm

u3er’s ship-ping Mich-£35. Samaria}: is further enhanced by providing grow;

user data that. can. be used {ml}! for. a-limited number 01' pumhases major

unly for a limited Wfifld {if firm, Providing confirmations of transactiens at

Various Steps in the prcbcedureé; stili furthfir anhances security, For

example. the nmrcham site 132 provides a mnfirmatimanf an {an-line

purchmsg: at black 368 (FIG. fitjmti, the defisre13r~pr9vidcr 1.50 armides

con'firmatian Mme receipt: :01” proxy use: data and. an upcoming delivery ta:

the 1936er ma} fihépgning mickess in Macks 408 and. 414, nespegtiveiys,

:38
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In zsdéit‘ion, user confidentiafity is enhancad during, the purchase ami

dalivery transactions by providing 33mm: 115th data in place: of the: uscsr’s real

name, real shipping; addztess, tea! .e~mai1 addmss, anci,’{2r ma} credit or (ieizsit.

card acmunt. nu miner. Because the marcham .139 has acccess ta :sniy the

proxy 1mm rim-8. during the purch'as-e and daliwry mmsactimts, it is

imprassible for him or her to identify the use»: 12% and track the user’s

1'31:ying habits, This gives users wim make aredit andjm‘ o-::~3i:1e purchases

virtuaily the sama anonymity that .ceash~paying szusmmem mom-1,2131}! enjay.

In addition, innmany embodimants, none: of tha u'sar .120, the

merchant E30, the deiivary provide: 170,, ar the card issue: 1170 reguire

spacialimd safnvam an 'his or bar .mmput'ing system Mum 'u sin-g the proxy

szystem. mi} yrzi‘ the present invention? This is typicflly‘ the case whim the

proxy system .100 ix used wéih conventional {iiastribmaci pubiie. Remark-s and

cunwntional authflrization netwurks;

in additiom the proxy system 200 is both cxmveniem and magmas-use.

For exampie, after abm‘ining proxy user data from the proxy agitss'nt 146, the

use: 12% wisits‘me‘rchzm-t shag, 353,, the:- mmqhant site 1‘32, and makes on—

iine purchases; in the canvenfional manner with the excaptitsn that the use:

120 utilizes: the proxy us at data t0 make: the p13 rc‘hasaa instead of his. or her

real user data. The. meridian: 130 also cammunicate-s with the; user 1120 :in

the. same convflrrtionéd manna with the cxception that he: or she: rauzeives

the pmxy usm‘ data instaad at" the real 113:1: dam. Furtkmr. the marchant

139 communicates with the: proxy agent 1330 as he 0: she: wank} with a

maventianai credit" 91‘ dabit card authorization sewim.

Hawk-1g- described one finabods'mmn, numexwus altremm‘ive

ambodiments arsvariatiuns might be maria. $pecificaily, it was degormed'

.tha'g'thc user rsques‘tsand receives {waxy any data from the: pmxy Egan:

over an animated pumic- netwmfk such as the Internet. However; this is-

mer'e’iy one iiiu‘st‘rative emple; Rather, it; shouici be nnderstéod mat. the

manner it“: which {he raiser requests and abiains- the proxy user data fmm

theprox; agent is not criticai 10 the: invest/11mm. Fm? examgaie, me.- as sex“ might.

altummivcly request and obtain the prim! 3.13m data from the. proxy agent

war a trusted private netwcsrkmf a ieiephmn'e naiwurkz. in these afizemative

emhmiimmts. fhc pmhabifity of'an‘unscmpulous individuai a: wait};
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inmrcepting aii‘her the £631 user data 01' the pi‘flX}! us “'3' data wnuld he

furthm' reduced.

in acidifim:,-it wax: deseribed that a message: is ganeratcd and sank

{mm the mercham! site: dimctiy {£31116 113m minimum: for cmfirminga

purchase transactimx. .E-iowever, thigis aisn merely one. illustrative axmnpie.

"s‘he purchastz confirmation 'genaratad at the: merchant. site might

alter‘umivaly pass through the pmxyagcm site bafm-c: being $62!}! in the: 1136::

camput'er. :th a result, the praxy agent. would. Em 93:31.8 to :‘naimm'n a mmrd

.of the purchase trams: czaréon and more: the .reco‘ni in the user databasa alang‘

with the: umr’s real {fiat-a mad waxy data. The: use: may than access mass:

rémrdsfhr keeping track 91' his or he: purchasas made using that proxy aster

data.

in addition, it. was écseribed above that the merchant provides

tangible geods; 0? services to a particuiar. fielév‘éry provider for subsequent

dcfiwry m {ha usar's ma! shipping address, Howevcxr, this is metal}! another

flmstmfive axample. The: umr may alternatively specify the: deflivery pmvidm

from. a fist {3f defivery pmvifiers that are approved for receiving. proxy tiger

data; and ubt-aining cormqumding tea} use: data from the proxy agent. This

would furthm‘ enhance the security 92” the user’s personal infarmation.

in addition, it was dascxibed above. that the {ieiivery primacy visits

the prnxy agent. sin: over the hammer or a private network. and requests the

real user dam that camspands with the proxy use: data. {-iowevcr, when

111:; delivery provider requestx a 't’ranslafipn 8f' 31m proxy shipping address

into the {that shipping address; over a private. netwox‘k, speciafizt—td software

«nay he mquimd on a computing, symem avaiiabie to the: deiiv‘cxy gynfifier.

Ta avoid flint need far sgcciaiized safiwm'ct, the. merchant may zfitemafively

provide- the ta‘ngibk gowds and the proxy shipging adniress in any clelivery

gravidcr, who than daiivers. the tangible gaodzs with m e. pmxy shipping-

address to film proxy agent; Nat, the proxy agiém may provide the. tangible:

gaods and the corrwpunéing mad. shipping address m :11: (iciivcry pravider

specified by the user, who then. deiivers the tangibic 55:50:33 :0 the #ser’s yea:

shipping address. As a remit. the {Salivary provider is not rmiuircd to

magnets! .23 tramsla'tien 0f the ymxy shipping address, and, fherefareg 'dféfiiS not

rfsquire specimmed snfixvaxe.

52?.
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In addition, it. was» described shave: ‘thati_t'hc usar visits'the matrcimm

site directly We; the matrusted public net-work. However, this: is aim- may-$15:

another iliustrafivc exampic. Th1: use: may aimmativeiy visit the n'K-rrchzmt

sit-c thmugh an “ammy—mizer" web-sin: Such an; that. providui by

ANONYWZERTM Ina, La Mesa, California, USA. This “mum further enhamm

confidentiality in (rm—Kim: purchase: transactiuns by gnawing the. user nut

0111;; so prmmm his or her personal informaiinn {mm being reeeiwci by

merchami Sims, but a130, 6.9.: the I? address of his or her computer on the

lawman

In additicn, it was described that the: user may specify mm the

number of purchasea he or she: wishm to main: {1321213, the: pmxy use-r (213:2:

am! the cmimtion period 0! the: proxy ustzr data. The use: may also specify

a manctary limit for purchas .s that can be made. using the proxy user data.

In addition, it was ascribed abave in the iii‘ustrative pracedurc. that

the: proxy user data pmvi'dfid by tim-pmxy agent is usad in. making nmiim!

purchases. E‘10x§m=mr. this is maereiy one inusirativc fixampieo Users. may

altamatively racguest and fib‘tain proxy user: data. from the pmxy agent, and

the}: use: the: pmxy uses- data fer making canvemio'na} purchascts from

mesmhams, £143., direct purchasas from traciitional retail outlets. For

emph, the proxy agem may pmvidc Em: proxy user (ism; far 113:: with a

proxy crfidit or Gabi: caret In this way. use-3's may-make dime: aredit m

debix‘; purchztsas with virtually the same: anonymity that cash— ying

customam nonnafly enjoy The features of reSfricting the number And “(his

monatwy Iimit Q'f purchases-{hast can ht: made-with the ward, mm the feature

(3f settirzg the: expiration da Set of the“ card, may {5180 be azvzaiiabia f0: £113.ng

cmwcntianal purchases. A gammy cregfit or :16bit can! may aim be pmviéed'

that iricludes the user’s-reg} pegrsoual irz’fermat'ipnt sign, his. 01: her real credit.

or debit'card aeoémni. nu-mfier, but also has: the feamres f6: rést‘ricting use.

of the card.

In. aciciition, it was desmibcd abm‘c‘: that the user registexs with the

pmmyagent for fibtaining proxy- usesr' data. ma: he as: she can use wh‘gn

making gurchasesi’fimi faking {Seiivezrfy rigged-3 (33“ services. HQWm-‘m', this: is:

miss: merely one illustrative example. Thefuser may, 3.53.. register-with the

23
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proxy agent arsee. {hawks}? providing am: pmxy agam with his or her ma}

113:2: data. The- user may then mquefit and obtain new pmxy u ser data

carmsptmding with the ma! user data {mm the: pmxy agent as many times

as hr: 6r she wishes. fur su hsequsently making purchases, without having ta
’3
;.3 .rsrregistm with the proxy agent. each time. :19 described abova, the: user

may be prm'icied with; 64‘s., an iderrtéficatioa mambezr and;or a passwcsrd fin“

use in making subsequent :33quests for proxy data.

in additian, it was tiemrribed above that the user makes pumhases

ii) fmm 1in march am and takes delive ; 0f the purchases using only the pmxy

'usar' data stared in the use: dmabase. I: was. 6150 described that the u-sar

database store's not oniy that: user’s persona} £6:meation such as. his in“ her

real mama, real shipping addmss, tea} mmafl. address, and ma} credit :21“

debit card account number, but also corrasponding pmxy {1836 such as a

.1 S .pmxy name, a prom! shipping address, a pmxy c-mail acidresx, and a: proxy

credit at dam: card account number. f‘iowever, thia £3 memiy anether

Slusu‘ati've eanpie. In a preferred emimdiment, the real “381" data and-the

wrresporxding waxy user data muted in the: 1.13M database includes 231! of

the user 631a requSrsd to effect the pure-bass? and (16$va «3‘ goods or

2:3 sawicas. Same purchase and eielivcry traume‘uttions' may. the-micro require.

dificrcnt amounta of user data m“ fiiffemni types of user data to effect the

transactinn.

Further, the user may ahemativtiy reques: and obtain pmxy user

2§ data canesponding with only a selected ammmt 0f men} {1361‘ data, raven if

{his- waxy user data 3mm: would be. inaufiiciem for effecting the. purchase:

anti delivery of gaodg or sen-it: ’5. i301” cxmple, the use? may decidaZto

request am: obtain proxy user data mnwzs-pandiflg with. only his {Ether real

creciit or ckébit can! account num‘mr, Accordingly. the pmxy agent mum

3i} generate a prom’ credit or tie-bit card accnum r1 umbar and Shirt: 1303371136

waxy card. accnmnizsnum‘szzmr and the correspondng maxi card 612661111:

number in the arse: damimsw. The-35mm: agent. w’ozflfi the'n'rémta: 'purrihaSe

authoxizaiimn requests and rapiies htiween the mew-ham and the card

issuer while {Emailing (in: rm} card account mlmber-émly to aha cam! 335136:

.35 a: at! cormaafing the was can? amount number from the merchant. In: this

way. the main“ may 3616M different levels (if security and aonfitientialiiy far

different purchase'afid d—QIEVGE'Y ‘irahsamions;

22¢
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The. present invmuion has been dascri‘md in detaii ixmluciing the:

greferred cmbmiimen—ts thfireof. Hawevm, it should be appreciateci that

ihpse skiileci in the art, upcan consideration <33“ the prcgent discwsum. may

make modifications amc‘ag’or improwmenm on this ‘im’muiun am} mil: be

with-in the. scope and spirit of this inwniion :mrsei {with in the folifiw‘zng

claims.
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1.. A 111.6%th (if enabling a user to {effect a purchase. of gawk; or

sewicas from a. merchant without remaking seiected. tea} uaer data-to the

mercfiazn, cnmprising, the snaps of:

{a} ganerating 3mm}? 1mm tiara carresponding with the gamma

rm} um:- data;

(b; maintaining a databasse inc-1L1 din-g the seiectad mail ":3 am data

arid the. corresponding gar-my user data fear use: in translating

the seiectati mat! 113m“ data inn: the mrmspmnding proxy use:

data. and in transl'atmg the: prmay use: data into the.

eormsponding selected real user flaw; anti

{Ia} routing purchase: an thorizat'ian requests and repiies befiveen

the march-amt and a pure-haw. an thorimtikm entity using the

ae'lectmi real user data and the marresponding giroxy usm data

in the database-g

wherein the. mquests mm tcd to the purchase auworization entity

inciude the stemmed reai user data, ami the rfipiies rented to the marcham

inciude. {has corresponfiing pmx-y user data: and sit) not include the micctcd

real user data.

2. Thf: mathmi as; recited in claim .1; further inciuding a step of

effacting a deiivcxry of the goads m sawiccs to the usar, wherein the selected

ma! user {Sada ificludes at. has: one. of a ma! name, a ma! shipping adéress,

and a tea! a-mszxii adtiress, and the: correspnnding pram}! use): data includes

at'lgsaxsi- one of a pmxy name, a proxy Shipping. address. and a proxy 6131133,}

.addrtss.

3. The math‘od as reéimd in ciaim 2,

wherein {he gems mt- sewiccs have digital farm,

wherein the marcham' deiiv'ers. the: digital gmds mt sa'wi‘ces m the

use: as an e-xnail transmziézsfion .u aging thcpr'axy e‘maii addresfi, and

further inciudingthtz Step of routing the co-mafl transmissipn-fmm the

merchant. to the: um: using the proxy e—-mai1 address; and the: carresponfiing

real mmafl axiémss, wherein. the? stag} pf muting incindes the substeps {If

rebeiv‘ing film comm-1 t‘raxmmission incinding the digital goods 03' sew-30:5, the

{5mm} transmisaion being newbie—fiat the ys-fixj‘g tin—mail. address,

26
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accessing the dam‘bass far transiming the proxy 6%!“jS whims-'8 in t0 the

carrespondhzg new c~ma§i address. and

seenfiing the c-mai}. transmimion to tha corresponding; real anmafliaddmsa

'4. The methad as recited in. ciaim ‘2, wherein the merchantQ‘-

grovicias the grmds- er services, the proxy name, am} pmxy shipping address

to a delivery entity,_ and the method further incliudés- the steps of

receiving a request for the real name and ma} Shipping address

mn‘espmnding with the pmxy name and proxy shipping adéress from the

11} delivery entity,

translating, the proxy name and pmxy shipping adtimss. into the real

name: and real shipping acidrflss using the database,_ and

providing the real name- and rm! shipping esddmss to firm delivery

entity,

1% whereby 2m: delivery entity- dciivers the gxssxxis my services {an the [men

5. The method. as; recited in (shim 2, wherein the: mex‘chzmt

provides the goods at sag-vices and the proxy namefpmxy slhipping addmm

{o a first daiivcry entity,

2(} and the method further infludes that steps 01'

receiving the: goods or services and the proxy namefpmxy shipping

address {mm the first. £16353:er entity,

transiaéing rim 11mm}? nzsmzefproxy shipping address inns the real

name,’ ma} shipping address msing the ciaialmm:,_ arm?

2-5 izrmddimg the goods or fiewices and the. real amncj’mai shEpping

adding-ma secnn'd fiéiimry entity.

whereby- the semm‘i defiyaxy entity delivers the goods or serviccs {,0

the ham“.

2-3 f3, ‘S‘he method as: recited in ciaim S= whertzin'thé first. citiiivew

entity zmxi the sawmi— deiiverjy entity are the-swim {Salivary entity

'3’, The: metha‘d as recited in ciaim 3:, wherein- tzhee._pmxy use: data

gasiasx'amd én'step (m ificiudes afleasi (mt: rsgtrictetiusa- attribute.
3 S

8.7 The {named as recitedrin chain: ’12 whemin the restrictmbuse

attribum is;- éeiecfakfie- by- the user.

F036 Page 29

DISH-Blue Spike 842

Exhibit 1005, Page 1229



DISH-Blue Spike 842
Exhibit 1005, Page 1230

(I!

.3 (3

25

W0 8 if £3235 PCTFUSWIEI 90'!

‘5}, The medical as recitad in claim ‘1', wfiemin the restrimeduuse

miribuée mnesgm'nds with at icast one 9f a .salsrcted number of purchasms

that can be mx-rhorizmd by that pumhasc authargzaticm Entity aseicctcd

period (31‘ time aiming whfich gurchasesz man. be zamhmiz‘cd by the: pixmimm

authorization ant‘sfy, or a selected monetm'y limit fur purchases mat can 33?:

authorizmi by the purchase: Authorization entity.

10. The method as recitati in $129331 1. finisher induciing the; steps of

recaiving a. request for the: pmxy user data fmm the. {we}: the reg‘uast

inciuding the semcmd real user dam, and

providing the: waxy 1132m- sfiata camesmrxding with the: sciatica} res}

user data to the maer.

11. Tim method as racked in claim 10,-wherein the user is farther

pmvided with at 1mm: 23 user ff) and/hr a passfivcré for use in making

Subsequcnk requests {or proxy use? data

12. The method as recited an claim- 10., wherein the: mquest. that the

pram; user data is weaved via a network and the pmxy Ewe: data is

pmVided ta the user via a network.

.13, The rammed as waited in claim 10, wherein the use: is:

provided with more than one. set Qf pmxy userdata ccu'z‘eSpGndijng with the-

seiecmd sized mm: aiata.

14‘ The: method as mate-d in claim 13? wherein the. maintaining in

step {‘0} infludes updaiing {the dafaimsc to induda each set of pmxy use:

data cortespanding with the seiezctefi real use: data,

15: fine method as yttrium; in claim I, wherein the sgéiemsdgrcai

user dat-a'ixicmdeas teat'funtlingaccmmt data, and wherein it»:

corresponding pm; 3 3;; sex data inciudca pmxy funding acccmnt data.

16. The. method as. ratified in. ciaian, 1, wherein fin: mutix'ng in step

{if} inciudcs tin: subsmps :21”
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{c1} récaiving a purchase an thorimtian request {mm the merchant,

the purchasg authorizatian mquast including the prfi-Ny use:

data,-

{c2}' translating the. proxy use: data mm the: mumpanding selected

reds user data using- the databmée.,

{c3} substituting the. proxy user slam in the purchase Lmthmrization

request with the. corresponding selscied real I} sat data, anti

muting the pmcha‘se authorization mamas: to fhi‘. purcheme

an tharization antitgg

{84} receiving a. purehass authmization ‘réply fmm (ht: pum‘smse

authorizmiun entity: the purchase authorizatimn reply

inaiuding the se'iactsti .reai user data”, and.

{C5} spubstitu ting the mlected ma! user data in the purchase.

authorization repfiy with the camesponding proxy use: data,

arm‘s routing tho: {mm}:ass authorization repiy to the merchant

1? . The method at; recital in {fiaim 1, whack: the user purchases

the goods or maniacs. from the merchant by visiting a memhzmt {site using a-

.cmnputer, the: mam}:an: sire anti the wmpuwr being cmnacrab‘ie to a:

zuetwerig

18. The 31¢:th as raciwd in claim 1, wherein the (iatabaae

including the scammed ma! user (faces. and the. correspmx‘ding proxy usar data

is stmm'i in a Eztetiragt) device; on a; comp:tar cannfictabifi ta a network.

11$}. The: method {:3 recited m cfaim 1, wherein the: renting in 5.322;:

{c} is performed over at“. Max: one nemork.

'20. A method 0f mabling 5: Insert}; effect a purchase of goads or

'sen‘ices from a": mgrcrhkmt using a fuflding amaum, camprigmg {hie steps of:x

{a} generating 115w amount data far the fundingaazwunt, the user

afiiffluflt data having at {east (me rastricit‘cduuse attribum;

{b3 Irxmntairxing a database inciudin‘g the. user account” data-g and

{of} muting FEKYfihéififit authfiri-zati‘on requests; and regfliw hetwcm

the marcham and a purchase authorization e‘ntity'msifig the

user accraum. data in the database}
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wherein the rcsrrictzaé—u $2. mmbum correspondzs with 81: 2mm cm: at? a

number. of purchases; that can 33:: funded using the. fa using, account. a

perind of time-duritug which purchases can im- funded using; me funding

amounts andfm' a monetary limit for purchases that can be fumiézd using

8 :‘he fuming account.

'21. T1192. method as mcitard in daim 20 wherein- the a: lees: one;

rammeximse, attribute 301“ the agar account data is seiectabie by the user,

1 0 22. The mmhad as recited in eight: 20, wherein the surfing in step

3:} includas a substep af detarmi‘ning whether any use rcrstrictions 01" She

usér accqunt {Xmas have been violated.

23‘ The {named as recited in; Chaim 'i, further inctading steps. of

1:3 tracking purchases mack: using the user flaw stored £11“th daiabas: and

storing infannazion reiamd to the. tracked purchases in me databasm

24. The method as recitccé in claim :30, further Manding, megs cf

tracking purphases manic using the user data stared in {he daiabasa. and

2." storing, informatinn minted m the tracked purchases in the database.

25. A marked of enabling a usual“ to «was! a delivery of goods: or

scrvicm from a- merchant. without revealing ma? deiivczy data m rim.

nmrchan 1:, comprising the, steps of:

25 {a} gnawing proxy de‘iivery data: correspendingwiih the area}

delivery data;

{b} maintaining .2: databamtihcmtiing the "we: deiiwfg dam anci

the-correxpcmiing gnuxysdeiivefie data for use in translating: the

'p'igexy de-fivery data int'a— the cuties-mmdin-g ma! deBiwri}! data;

30 and

it} pmfiding the 113311 dekivm'y dam correspandingwith the meaty

fieli‘v’ery data to: a déiivery entity,

wherein {35m user prwiéies the proxy ciciivery data to the marahant,

and
’

~s ES wharefih the manfhanz provides the: gawk; csr' smvicea and the proxy dgiivary

cia‘ta- to the dekivery entity {Gr subseqaem delivery '5!" the: goo-(is 'or Services as

the uses:

3i)
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36. A system fur gnawing, :2: use; {0' effect—a purchase cf. gmds or

services aver a dishifiumd Remark withrmt s *ncfiing acixzcted ma! user data

over the distributed natwm-k, far use with at least one mtrchant sin:

amassihle on the dish-mums} netwur}; each merchant site being commciabk

m an authorizatinn rictwmrk for makingpurchm a authorization mquems

and receiving replies themw, at East ant: user computer connected tar-the

distributed ne'mmrk, each user camputer running at teas: one cfient

applicaiian for amassing the at kiss: one merchant site: an the: distfibmcd

network, and at team une patchase authorimfion sanity, each purchase

anther-imam) entity being actressfizdh on thezu-uharizmion natwmk and

cap-$13k as” sending repéims over the aut'horimtinn netwmk in resyanse to the

purchase authorizatian requests, the: system camprising:

a pmxy 113m flats: genmator for gcmtrafting pmxy user data

mmsponding with the seirzctud reai use: ciata;

a (iatabasfl for staring the selected. teak user (1.2112: and the

corresponding proxy user data, far use. in tranéiating the semcmd rem user

data imo» the. cormspnnding proxy user data and in trausiafing the proxy

user data into the canespandiug seshecmd real user data; and

a purchase authorizmian requcstf r2335: mute? connectabm to {he

authorization netwcsrk far routing purchatse autharization requgstszfmgfies

beiwaen each marchamt site and each purchase: authorizatzion emit); using

the selected me! use: data and the cormsmnding proxy user data: stored in

the databascz.

27. 9. system), for gnawing a user to effect. a purchase 0f goods or

services over a tiistri‘butmi network “Si-£153.23 {u riding, acceum? for use; with. at

isns‘t‘mne merchant site accaagib'ie an the diatrih'ufed rictwark, each

merchant Site: being cannamabm to an aummization network fur making

purchase authorimti'm requests-and 'teazrfi'iVing z‘cgiiés (hernia, at 123st one

mar fio-mput'er cormectcd to {Be- ciistribmcd namm‘k,_ each user computer

ruming aghast. one fiiicn’t applies than for accegsing {Em at least amt

mércham site on. the- distributed .netwmig and at least: but: purchase

smihm‘izatian entity, «:th purchaasc authorixatien tinmy being accessibie on

the am tim—rizatioh network and capahic of sending rfipiies ever the

anthorizarion networkin magmas: {a the. purchase. anthofizatioss requctstsr,

{he symem- comprising:-

3!
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a use? acmum data generator for gener'ati‘ng user 8000mm data far

"the funding accaunt, the: user accoum data having at was: one restricted-

use attribute;

a database {0? storing the u-smr amaum data; and

311
a purchase authorizaticsn' request-j tragedy mutter commenablc m the

authorizatienneiwor‘l»: for muting mirchase authorization requestsireplias

beiween each mmchant site and each purchase authan‘mtion entity using

the user account dam. flawed in maximal-pass;

wherein the restrictedflse msr‘sbute casrrespands with at team. one: of a

19 mxmbur m“ purcimascfi that can be funded musing the' funding account, a

perimi nf fime shining which purchases can he: {untied using the handbag

account, or a mammary 1imit first purchases. that can be funded using the

funding account,

13‘ 28. A syxmm fér thawing a user ta eficct a delivcry 0f goods or

services fram an ondine merchant without raveaiing real. éeli'very data to the

(nu-fine merchant, for us:— with at. least. (me merchant site accessible. cm a

éistribmed. netwark, at mas}. one use: computar connected to the

distributed netwcark, each. user computer running at 1mm one diam

20 apgiicafion far acces:sing m w. mas-t um: mere—tum: site cm the distributed

netwOrk, and at least mm deiivery entity, the system minimising:

a pmx‘y delivery data gentzrator for generating praxy deiivary (£93m

carrespondinglwith the reai delimry date” fm’ use 223* 1hr: user;

a databasx: for storing the read deiivezty data and the szorreszmndingr

2 S proxy delivery data, far use: in translating/{118 proxy delivery data into {ha

'correspcnding'real defiW—I‘y data; and

a wait far receiving a requwffer the real deiivcry' data corresponding;

wixh ’dm proxy-delivery claim. and {Or pmviding the real deiivmy data in

rs: \yonsa m the: request, fa: use bs- ting delivery emit}! in dc'iivering the: gmds

3% 01' fiewiifiifitfi Eh? 1336.1”.-

399. A system for'enabling a. user to‘ offset a ”xi-3:!ivesry 5f gnods or

serviecs over a; distributed netwark via e~mai¥ withau‘t sending-areal re~mai1

adiimzss (Iver Chg? distribuiecl- nemmtk,_ibr use with at: mas-I out: marchani. sale
(A (f!

accessih‘aé an a distributed network, and at least (swam: maximizes:

'connecmd m the -di§tributed ngtwnrk, catch usfir comma-tar running at East

32-
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onediem appiicmion for accessing the at 1mm one: merchant Site-.1251}. the

distri’tmted ass-tweak. the syssem comprising:

a gmxy'e-rmaii addrfs 5-5 genera £01“ for gefie’rating a proxy email

address cormsponding, wish the. real enmail address, for 13min; the: usar;

a database far maring, the ma} mmm‘! addrcsm and the crm‘tfispmx-e‘img

pmxy evmail miéress, {m use in trmzsiating 1hr. proxy. (:«maii address ink».

the comesyonding real a-mail adeiress; and

em firm}? remer connectabla baths. {lizgiribu tad netwark far mu ting e~

mai} between each marcham' 5:51.62 and the: user'compu fer, wherein tins

«merchant site smnds the goods or services we: the distributed xmtwark

using, the pmxy g-mau‘l address- and the curtail route: mums the; gtmds car

services sent: by the {merchant site in the user msing the mfiespomding res}

e~mafii addrcss.

83
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CRYPTOGRAPHIC METHODS, APPARATUS

AND SYSTEMS FOR STORAGE MEDIA

ELECTRONIC RIGHTS MANAGEMENT IN

CLOSED AND CONNECTED APPLIANCES

5 Cross-Reference to Related Applications and Patents

The specifications and drawings of the following prior,

commonly assigned published patent specifications are

incorporated by reference into this patent specification:

PCT Publication NO. WO 96/27155 dated 6 September 1996

10 entitled “Systems And Methods For Secure Transaction

Management And Electronic Rights Protection”, which is based

on PCT application no. PCT/US96/02303 filed 13 February 1996

and US. patent application serial no. 08/388,107 of Ginter et al.

entitled filed on February 13, 1995 (hereinafter “Ginter et a1”);

15 US. Patent No 4,827,508 entitled “Database Usage

Metering and Protection System and Method” dated May 2, 1989;

US. Patent No. 4,977,594 entitled “Database Usage

Metering and Protection System and Method” dated December I I,

1990;
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US. Patent No. 5,050,213 entitled “Database Usage

Metering and Protection System and Method” dated September

17,1991;and

US. Patent No. 5,410,598 entitled “Database Usage

5 Metering and Protection System and Method” dated April 25,

1995;and

European Patent No.EP 329681 entitled “Database Usage

Metering and Protection System and Method” dated January 17,

1996.

10 In addition, the specifications and drawings of the following

commonly-assigned prior-filed patent specifications are

incorporated by reference into this patent application:

PCT Application No. PCT/US96/14262 filed 4 September

1996 entitled “Trusted Infrastructure Support Systems, Methods

15 And Techniques For Secure Electronic Commerce, Electronic

Transactions, Commerce Process Control And Automation,

Distributed Computing, And Rights Management,” which

corresponds to US. patent application serial no. 08/699,712 filed

on August 12, 1996 (hereinafter “Shear et al.”);

2
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PCT Application No. filed , 1997

entitled “Steganographic Techniques For Securely Delivering

Electronic Digital Rights Management Control Information Over

Insecure Communications Channels,” which corresponds to US.

5 patent application serial no. 08/689,606 ofVan Wie and Weber

filed on August 12, 1996 (hereinafter “Van Wie and Weber”); and

PCT Application No. filed ,

1997 based on US. Patent Application serial no.08/689,754

entitled “Systems and Methods Using Cryptography To Protect

10 Secure Computing Environments,” of Sibert and Van Wie filed on

August 12, 1996 (hereinafter “Sibert and Van Wie”).

FIELD OF THE INVENTION

This invention relates to information protection techniques

using cryptography, and more particularly to techniques using

15 cryptography for managing rights to information stored on

portable media -- one example being optical media such as Digital

Video Disks (also known as "Digital Versatile Disks" and/or

"DVDs"). This invention also relates to information protection

and rights management techniques having selectable applicability

20 depending upon, for example, the resources ofthe device being
3
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used by the consumer (e.g., personal computer or standalone

player), other attributes of the device (such as whether the device

can be and/or typically is connected to an information network

(“connected” versus “unconnected”)), and available rights. This

5 invention further relates, in part, to cooperative rights management

—- where plural networked rights management arrangements

collectively control a rights management event on one or more of

such arrangements. Further, important aspects of this invention

can be employed in rights management for electronic information

10 made available through broadcast and/or network downloads

and/or use of non-portable storage media, either independent of, or

in combination with portable media.

BACKGROUND OF THE INVENTION

The entertainment industry has been transformed by the

15 pervasiveness of home consumer electronic devices that can play

video and/or audio from pre~recorded media. This transformation

began in the early 19003 with the invention of the

phonograph—which for the first time allowed a consumer to listen

to his or her favorite band, orchestra or singer in his or her home

20 whenever he or she wishes. The availability of inexpensive video

4 .
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cassette recorders/players beginning in the early 19805 brought

about a profound revolution in the movie and broadcast industries,

creating an entirely new home consumer market for films,

documentaries, music videos, exercise videos, etc.

5 The entertainment industry has long searched for optimal

media for distributing content to home consumers. The original

phonograph cylinders distributed by Thomas Edison and other

phonograph pioneers had the advantage that they were difficult to

c0py, but suffered from various disadvantages such as high

10 manufacturing costs, low resistance to breakage, very limited

playback time, relatively low playback quality, and susceptibility

to damage from wear, scratching or melting. Later-developed wax

and vinyl disks could hold more music material but suffered from

many of the same disadvantages. Magnetic tapes, on the other

15 hand, could be manufactured very inexpensively and could hold a

large amount ofprogram material (e.g., 2, 4 or even 6 hours of

video and/or audio). Such magnetic tapes could reproduce

program material at relatively high quality, and were not as

susceptible to damage or wearing out. However, despite the many

20 clear advantages that magnetic tape provides over other media, the
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entertainment industry has never regarded it as an ideal or

optimum medium because of its great susceptibility to copying.

Magnetic tape has the very flexible characteristic that it can

be relatively easily recorded on. Indeed, the process for recording

5 a magnetic tape is nearly as straightforward as that required for

playing back pre-recorded content. Because of the relative ease by

which magnetic tape can be recorded, home consumer magnetic

tape equipment manufacturers have historically provided dual

mode equipment that can both record and play back magnetic

10 tapes. Thus, home audio and video tape players have traditionally

had a “record" button that allows a consumer to record his or her

own program material on a blank (un—recorded) magnetic tape.

While this recording ability has given consumers additional

flexibility (e.g., the ability to record a child’s first words for

15 posterity, and the ability to capture afternoon soap operas for

evening viewing), it has unfortunately also been the foundation of

an illegal multi-billion dollar content pirating industry that

produces millions of illegal, counterfeit copies every year. This

illegal pirating operation—which is international in scope—leeches

20 huge amounts of revenue every year from the world’s major

6
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entertainment content producers. The entertainment industry must

pass along these losses to honest consumers—resulting in higher

box office prices, and higher video and audio tape sales and rental

prices.

In the mid 19803, the audio entertainment industry

developed the optical compact disk as an answer to some of these

problems. The optical compact disk—a thin, silvery plastic platter

a few inches in diameter—can hold an hour or more of music or

other audio programming in digital form. Such disks were later

10 also used for computer data. The disk 'can be manufactured very

inexpensively, and provides extremely high quality playback that

is resistant to noise because of the digital techniques used to

record and recover the information. Because the optical disk can

be made from plastic, it is light weight, virtually unbreakable, and

15 highly resistant to damage from normal consumer handling (unlike

the prior vinyl records that were easily scratched or worn down

even by properly functioning phonographs). And, because

recording on an optical disk is, so far, significantly more difficult

than playing back an optical disk, home consumer equipment

20 providing both recording and playback capabilities is unlikely, in

7
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the near future, to be as cost-effective as play-only

equipment—greatly reducing the potential for illicit copying.

Because of these overwhelming advantages, the music industry

has rapidly embraced the new digital compact disk

5 technology—virtually replacing older audio vinyl disk media

within the space of a few short years.

Indeed, the threat of widespread and easy unauthorized

copying in the absence of rights management technologies

apparently has been an important contributing factor to the demise

10 of digital audio tape (DAT) as a media for music distribution and,

more importantly, home audio recording. Rightsholders in

recorded music vigorously opposed the widespread

commercialization of inexpensive DAT technology that lacked

rights management capabilities since the quality of the digital

15 recording was completely faithful to the digital source on, for

example, music CDs. Of course, the lack of rights management

was not the only factor at work, since compared with optical

media, tape format made random access difficult, for example,

playing songs out of sequence.
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The video entertainment industry is on the verge of a

revolution similar to that wrought by music CDs based on movies

in digital format distributed on high capacity read-only optical

media. For example, digital optical disk technology has advanced

5 to the point where it is now possible to digitally record, among

other things, a full length motion picture (plus sound) on one side

of a 5" plastic optical disk. This same optical disk can

accommodate multiple high-quality digital audio channels (e.g., to

record multi—channel “sensurround” sound for home theaters

10

and/or to record film dialog in multiple different languages on the

same disk). This same technology makes it possible to access

each individual frame or image of a movie for still image

reproduction or—even more exciting—to provide an unprecedented

“random access" playback capability that has never before existed

15 in home consumer equipment. This “random access” playback

could be used, for example, to delete violence, foul language or

nudity at time ofplayback so that parents could select a “PG"

playback version of an “R” rated film at the press of a button. The

“random access” capability also has exciting possibilities in terms

20 of allowing viewers to interact with the pre-recorded content (e.g.,
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10

15

20

allowing a health enthusiast to select only those portions of an

exercise video helpful to a particular day’s workout). See, for

example, “Applications Requirements for Innovative Video

Programming," DVD Conference Proceedings (Interactive

Multimedia Association, 19-20 October 1995, Sheraton Universal

Hotel, Universal City, California).

Non—limiting examples ofthe DVD family of Optical media

include:

0 DVD (Digital Video Disk, Digital Versatile

Disk), a non—limiting example of which

includes consumer appliances that play movies

recorded on DVD disks;

0 DVD-ROM (DVD-Read Only Memory), a non-

limiting example of which includes a DVD

read-only drive and disk connected to a

computer or other appliance;

o DVD-RAM (DVD Random Access Memory), a

non-limiting example of which includes a

read/write drive and optical media in, for

example, consumer appliances for home

recording and in a computer or other appliance

10
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for the broadest range of specific applications;

and

0 Any other high capacity optical media

presently known or unknown.

5 “DVDs” are, of course, not limited to use with movies. Like

CDs, they may also be used for other kinds of information, for

example:

0 sound recordings

0 software

10 o databases

0 games

o karaoke

0 multimedia

0 distance learning

I 5 o documentation

0 policies and manuals

1 1
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any kind of digital data or other information

0 any combination of kinds of digital data or

other information

0 any other uses presently known or unknown.

The broad range of DVD uses presents a technical

challenge: how can the information content distributed on such

disks, which might be any kind or combination of video, sound, or

other data or information broadly speaking, be adequately

protected while preserving or even maximizing consumer

10 flexibility? One widely proposed requirement for the new

technology(mainly within the context of video), is, to the extent

copying is permitted at all, to either: (a) allow a consumer to make

a first generation copy of the program content for their own use,

but prevent the consumer from making “copies of copies”, or

15 multi-generational copies of a given property (thus keeping honest

people honest); or (b) to allow unlimited copying for those

properties that rightsholders do not wish to protect against

copying, or which consumers have made themselves.

12

DISH-Blue Spike 842

Exhibit 1005, Page 1254



DISH-Blue Spike 842
Exhibit 1005, Page 1255

W0 97/4376] PCT/US97/08192

However, providing only such simplistic and limited copy

protection in a non-extensible manner may turn out to be

extremely shortsighted—since more sophisticated protection

and/or rights management objectives (e.g., more robust and

5 selective application of copy protection and other protection

techniques, enablement of pay-per—view models, the ability of the

consumer to make use of enhanced fianctionality such as

extracting material or interactivity upon paying extra charges, and

receiving credit for redistribution, to name a few) could be very

10 useful now or in the future. Moreover, in optimally approaching

protection and rights management objectives, it is extremely

useful to take differing business opportunities and threats into

account that may relate to information delivered via DVD media,

for example, depending upon available resources of the device

15 and/or whether the device is connected or unconnected.

More sophisticated rights management capabilities will also

allow studios and others who have rights in movies and/or sound

recordings to better manage these important assets, in one

example, to allow authorized parties to repurpose pieces of digital

20 film, video and/or audio, whether specific and/or arbitrary pieces,

13
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to create derivative works, multimedia games, in one non-limiting

example. Solutions proposed to date for protecting DVD content

have generally focused solely on limited copy protection

objectives and have failed to adequately address or even recognize

5 more sophisticated rights management objectives and

requirements. More specifically, one copy protection scheme for

the initial generation of DVD appliances and media is based on an

encryption method developed initially by Matsushita and the

simple CGMA control codes that indicate permitted copying: a

10 one—generation copy, no copies, or unlimited copying.

SUMMARY OF THE INVENTIONS

Comprehensive solutions for protecting and managing

information in systems that incorporate high capacity optical

media such as DVD require, among other things, methods and

15 systems that address two broad sets of problems: (a) digital to

analog conversion (and vice versa); and (b) the use of such optical

media in both connected and unconnected environments. The

inventions disclosed herein address these and other problems. For

example, in the context of analog to digital conversion (and vice

20 versa), it is contemplated that, in accordance with the present

14

DISH-Blue Spike 842

Exhibit 1005, Page 1256



DISH-Blue Spike 842
Exhibit 1005, Page 1257

WO 97/43761 ' PCT/US97/08192

inventions, at least some of the information used to protect

properties and/0r describe rights management and/or control

information in digital form could also be carried along with the

analog signal. Devices that convert from one format and/or

5 medium to another can, for example, incorporate some or all of the

control and identifying information in the new context(s), or at

least not actively delete such information during the conversion

process. In addition, the present inventions provide control, rights

management and/or identification solutions for the digital realm

10 generally, and also critically important technologies that can be

implemented in consumer appliances, computers, and other

devices. One objective of the inventions is to provide powerful

rights management techniques that are useful in both the consumer

electronics and computer technology markets, and that also enable

15 future evolution of technical capabilities and business models.

Another non-limiting objective is to provide a comprehensive

control, rights management and/or identification solution that

remains compatible, where possible, with existing industry

standards for limited function copy protection and for encryption.

15
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The present inventions provide rights management and

protection techniques that fully satisfy the limited copy protection

objectives currently being voiced by the entertainment industry for

movies while also flexibly and extensibly accommodating a wide

5 range of more sophisticated rights management options and

capabilities.

Some important aspects of the present inventions (that are

more fully discussed elsewhere in this application) include:

0 Selection of control information associated

10 with information recorded on DVD media (for

example, rules and usage consequence control

information, that comprise non-limiting

example elements of a Virtual Distribution

Environment (VDE)) that is based at least in

15 part on class of appliance, for example, type of

appliance, available resources and/or rights;

0 Enabling such selected control information to

be, at least in part, a subset of control

information used on other appliances and/or

20 classes of appliance, or completely different

control information;

16.

DISH-Blue Spike 842

Exhibit 1005, Page 1258



DISH-Blue Spike 842
Exhibit 1005, Page 1259

WO 97/43761 PCT/US97/08192

o Protecting information output from a DVD

device, such as applying rights management

techniques disclosed in Ginter et al. and the

present application to the signals transmitted

5 using an IEEE 1394 port (or other serial

interface) on a DVD player;

0 Creation of protected digital content based on

an analog source;

0 Reflecting differing usage rights and/or content

10 availability in different countries and/or

regions of the world;

0 Securely managing information on DVD media

such that certain portions may be used on one

or more classes of appliance (e.g., a standalone

15 DVD player), while other portions may be used

on the same or different classes of appliance

(e.g., a standalone DVD player or a PC);

0 Securely storing and/or transmitting

information associated with payment, auditing,

20 controlling and/or otherwise managing content

recorded on DVD media, including techniques

related to those disclosed in Ginter et al. and in

Shear et al.;
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0 Updating and/0r replacing encryption keys

used in the course>of appliance operation to

modify the scope ofinformation that may be

used by appliances and/or classes of

5 appliances;

0 Protecting information throughout the creation,

distribution, and usage process, for example, by

initially protecting information collected by a

digital camera, and continuing protection and

10 rights management through the editing process,

production, distribution, usage, and usage

reporting.

- Allowing “virtual rights machines,” consisting

of multiple devices and/or other systems that

15 participate and work together in a permanently

or in a temporarily connected network to share

some or all of the rights management for a

single and/or multiple nodes including, for

example, allowing resources available in plural

20 such devices and/or other systems, and/or

rights associated with plural parties and/or

groups using and/or controlling such devices

and/or other systems, to be employed in

concert (according to rights related rules and

25 controls) so as to govern one or more electronic
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events on any one or more of such devices

and/or other systems, such event governance

including, for example: viewing, editing,

subsetting, anthologizing, printing, copying,

5 titling, extracting, saving, and/or redistributing

rights protected digital content.

0 Allowing for the exchange of rights among

peer-to-peer relating devices and/or other

systems, wherein such devices and/or other

10 systems participate in a temporary or

permanently connected network, and wherein

such rights are bartered, sold for currency,

and/or otherwise exchanged for value and/or

consideration where such value and/or

15 consideration is exchanged between such peer-

to—peer participating commercial and/or

consumer devices and/or other systems.

General Purpose DVD/Cost-effective Large Capacity Digital
Media Rights Protection and Management

20 The inventions described herein can be used with any large

capacity storage arrangement where cost-effective distribution

media is used for commercial and/or consumer digital information

delivery and DVD, as used herein, should be read to include any

such system.
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Copy protection and rights management are important in

practical DVD systems and will continue to be important in other

large capacity storage, playback, and recording systems, presently

known or unknown, in the future. Protection is needed for some

5 or all ofthe information delivered (or written) on most DVD

media. Such protection against copying is only one aspect of

rights management. Other aspects involve allowing rightsholders

and others to manage their commercial interests (and to have them

enforced, potentially at a distance in time and/or space) regardless

10 of distribution media and/or channels, and the particular nature of

the receiving appliance and/or device. Such rights management

solutions that incorporate DVD will become even more significant

as future generations of recordable DVD media and appliances

come to market. Rightsholders will want to maintain and assert

15 their rights as, for example, video, sound recordings, and other

digital properties are transmitted from one device to another and

as options for recording become available in the market.

The apparent convergence between consumer appliances

and computers, increasing network and modem speeds, the

20 declining cost of computer power and bandwidth, and the

20
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increasing capacity of optical media will combine to create a

world of hybrid business models in which digital content of all

kinds may be distributed on optical media played on at least

occasionally connected appliances and/or computers, in which the

5 one-time purchase models common in music CDs and initial DVD

movie offerings are augmented by other models, for example,

lease, pay per view, and rent to own, to name just few. Consumers

may be offered a choice among these and other models from the

same or different distributors and/or other providers. Payment for

10 use may happen over a network and/or other communications

channel to some payment settlement service. Consumer usage and

audit information may flow back to creators, distributors, and/or

other participants. The elementary copy protection technologies

for DVD now being introduced cannot support these and other

15 sophisticated models.

As writable DVD appliances and media become available,

additional hybrid models are possible, including, for example, the

distribution of digital movies over satellite and cable systems.

Having recorded a movie, a consumer may elect a lease, rental,

20 pay-per-view, or other model if available. As digital television
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comes to market, the ability of writable DVDs to make faithful

copies of on-air programming creates additional model

possibilities and/or rights management requirements. Here too,

simplistic copy protection mechanisms currently being deployed

5 for the initial read-only DVD technologies will not suffice.

Encryption Is A Means, Not An End

Encryption is usefiJl in protecting intellectual properties in

digital format, whether on optical media such as DVD, on

magnetic media such as disk drives, in the active memory of a

10 digital device and/or while being transmitted across computer,

cable, satellite, and other kinds of networks or transmission

means. Historically, encryption was used to send secret messages.

With respect to DVD, a key purpose of encryption is to require the

use of a copy control and rights management system in order to

15 ensure that only those authorized to do so by rightsholders can

indeed use the content.

But encryption is more of a means, rather than an end. A

central issue is how to devise methods for ensuring, to the

maximal extent possible, that only authorized devices and parties

20 can decrypt the protected content and/or otherwise use information
22
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only to the extent permitted by the rightsholder(s) and/or other

relevant parties in the protected content.

The Present Inventions

The present inventions provide powerful right management

5 capabilities. In accordance with one aspect provided by the

present invention, encrypted digital properties can be put on a

DVD in a tamper—resistant software "container" such as, for

example, a "DigiBox" secure container, together with rules about

"no copy" and/or "copy" and/or "numbers of permitted copies"

10 that may apply and be enforced by consumer appliances. These

same rules, and/or more flexible and/or different rules, can be

enforced by computer devices or other systems that may provide

more and/or different capabilities (e.g., editing, excerpting, one or

more payment methods, increased storage capability for more

15 detailed audit information, etc.). In addition, the "software

container" such as for example, a "DigiBox" secure container, can

store certain content in the "clear" (that is, in unencrypted form).

For example, movie or music titles, copyright statements, audio

samples, trailers, and/or advertising can be stored in the clear

20 and/or could be displayed by any apprOpriate application or

23

DISH-Blue Spike 842

Exhibit 1005, Page 1265



DISH-Blue Spike 842
Exhibit 1005, Page 1266

W0 9.7/43761 PCT/US97108192

device. Such information could be protected for authenticity

(integrity) when available for viewing, copying, and/or other

activities. At the same time, valuable digital properties of all

kinds—film, video, image, text, software, and multimedia— may be

5 stored at least partially encrypted to be used only by authorized

devices and/or applications and only under permitted, for example

rightsholder-approved, circumstances.

Another aspect provided in accordance with the present

invention (in combination with certain capabilities disclosed in

10 Ginter et al.) is that multiple sets of rules could be stored in the

same "container" on a DVD disk. The software then applies rules

depending on whether the movie, for example, was to be played

by a consumer appliance or computer, whether the particular

apparatus has a backchannel (e.g., an on-line connection), the

15 national and/or other legal or geographic region in which the

player is located and/or the movie is being displayed, and/or

whether the apparatus has components capable of identifying and

applying such rules. For example, some usage rules may apply

when information is played by a consumer device, while other

20 rules may apply when played by a computer. The choice of rules
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may be left up to the rightsholder(s) and/or other participants-— or

some rules may be predetermined (e.g., based on the particular

environment or application). For example, film rightsholders may

wish to limit copying and ensure that excerpts are not made

5 regardless of the context in which the prOperty is played. This

limitation might be applied only in certain legal or geographic

areas. Alternatively, rightsholders of sound recordings may Wish

to enable excerpts of predetermined duration (e.g., no more than

20 seconds) and that these excerpts are not used to construct a new

10 commercial work. In some cases, governments may require that

only “PG” versions of movies and/or the equivalent rating for TV

programs may be played on equipment deployed in their

jurisdiction, and/or that the applicable taxes, fees and the like are

automatically calculated and/or collected if payments related to

15 content recorded on DVD is requested and/or performed (e.g.,

pay-per-use of a movie, game, database, software product, etc.;

and/or orders from a catalog stored at least in part on DVD media,

etc.).

In a microprocessor controlled (or augmented) digital

20 consumer appliance, such rules contemplated by the present

25
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inventions can be enforced, for example, without requiring more

than a relatively few additions to a central, controlling

microprocessor (or other CPU, a IEEE 1394 port controller, or

other content handling control circuitry), and/or making available

5 some ROM or flash memory to hold the necessary software. In

addition, each ROM (or flash or other memory, which such

memory may be securely connected to, or incorporated into, such

control circuitry in a single, manufactured component) can, in one

example, contain one or more digital documents or "certificate(s)"

10 that uniquely identifies a particular appliance, individual identity,

jurisdiction, appliance class(es), and/or other chosen parameters.

An appliance can, for example, be programmed to send a copy of a

digital property to another digital device only in encrypted form

and only inside a new, tamper—resistant "software container." The

15 container may also, for example, carry with it a code indicating

that it is a copy rather than an original that is being sent. The

device may also put a unique identifier of a receiving device

and/or class of devices in the same secure container.

Consequently, for example, in one particular arrangement, the

20 c0py may be playable only on the intended receiving device,
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class(es) of devices, and/or devices in a particular region in one

non-limiting example and rights related to use of such copy may

differ according to these and/or other variables.

The receiving device, upon detecting that the digital

5 property is indeed a copy, can, for example, be programmed not to

make any additional copies that can be played on a consumer

device and/or other c1ass(es) of devices. Ifa device detects that a

digital property is about to be played on a device and/or other

class(es) of devices other than the one it was intended for, it can

10 be programmed to refiJse to play that copy (if desired).

The same restrictions applied in a consumer appliance can,

for example, be enforced on a computer equipped to provide rights

management protection in accordance with the present inventions.

In this example, rules may specify not to play a certain film and/or

15 other content on any device other than a consumer appliance

and/or classes of appliances, for example. Alternatively, these

same powerful capabilities could be used to specify different

usage rules and payment schemes that would apply when played

on a computer (and/or in other appliances and/or classes of

20 appliances), as the rightsholder(s) may desire, for example,
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different pricing based upon different geographic or legal locales

where content is played.

In addition, if "backchannels" are present—for example, set-

top boxes with bi-directional communications or computers

5 attached to networks—the present inventions contemplate

electronic, independent delivery of new rules if desired or required

for a given property. These new rules may, for example, specify

discounts, time-limited sales, advertising subsidies, and/or other

information if desired. As noted earlier, determination of these

10 independently delivered rules is entirely up to the rightsholder(s)

and/or others in a given model.

The following are two specific examples ofa few aspects of

the present invention discussed above:

1. An Analog To Digital Copying Example.

15 a) Bob has a VHS tape he bought (or rented) and

. wants to make a copy for his OWn use. The

analog film has copy control codes embedded

so that they do not interfere with the quality of

the signal. Bob has a writable DVD appliance

28.
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that is equipped to provide rights management

protection in accordance with the present

invention. Bob‘s DVD recorder detects the

control codes embedded in the analog signal

5 (for example, such recorder may detect

watermarks and/or fingerprints carrying rights

related control and/or usage information),

creates a new secure container to hold the

content rules and describe the encoded film,

10 and creates new control rules (and/or delivers

to a secure VDE system for storage and

reporting certain usage history related

information such as user name, time, etc.)

based on the analog control codes and/or other

15 information it detected and that are then placed

in the DigiBox and/or into a secure VDE

installation data store such as a secure data

base. Bob can play that copy back on his DVD

appliance whenever he chooses.
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b) Bob gives the DVD disk he recorded to

Jennifer who wishes to play it on computer that

has a DVD drive. Her computer is equipped to

provide rights management protection in

5 accordance with the present invention. Her

computer opens the "DigiBox," detects that this

copy is being used on a device different from

the one that recorded it (an unauthorized

device) and‘refuses to play the copy.

10 c) Bob gives the DVD disk to

Jennifer as before, but now Jennifer

contacts electronically a source of new

rules and usage consequences, which

might be the studio, a distributor, and/or

15 a rights and permissions clearinghouse,

(or she may have sufficient rights

already on her player to play the copy).

The source sends a DigiBox container to

Jennifer with rules and consequences

20 that permit playing the movie on her
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computer while at the same time

charging her for use, even though the

movie was recorded on DVD by Bob

rather than by the studio or other value

chain participant.

A Digital To Analog Copying Example

a) Jennifer comes home from work, inserts a

rented or owned DVD into a player connected

to, or an integral part of her TV, and plays the

disk. In a completely transparent way, the film

is decrypted, the format is converted from

digital to analog, and displayed on her analog

TV.

b) Jennifer wishes to make a copy for her own

use. She plays the film on an DVD device

incorporating rights management protection in

accordance with the present invention, that

opens the DigiBox secure container, accesses

the control information, and decrypts the film.
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She records the analog version on her VCR

which records 3 high-quality copy.

0) Jennifer gives the VCR copy to Doug who

wishes to make a copy of the analog tape for

his own use, but the analog control information

forces the recording VCR to make a lower-

quality copy, or may prevent copying. In

another non-limiting example, more

comprehensive rights management information

10 may be encoded in the analog output using the

methods and/or systems described in more

detail in the above referenced Van Wie and

Weber patent application.

In accordance with one aspect provided by this invention,

15 the same portable storage medium, such as a DVD, can be used

with a range of different, scaled protection environments

providing different protection capabilities. Each of the different

environments may be enabled to use the information carried by the

portable storage medium based on rights management techniques

20 and/or capabilities supported by the particular environment. For
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example, a simple, inexpensive home consumer disk player may

support copy protection and ignore more sophisticated and

complex content rights the player is not equipped to enable. A

more technically capable and/or secure platform (e.g., a personal

5 computer incorporating a secure processing component possibly

supported by a network connection, or a "smarter" appliance or

device) may, for example, use the same portable storage medium

and provide enhanced usage rights related to use of the content

carried by the medium based on more complicated rights

10 management techniques (e.g., requiring payment of additional

compensation, providing secure extraction of selected content

portions for excerpting or anthologizing, etc.). For example, a

control set associated with the portable storage medium may

accommodate a wide variety of different usage capabilities—with

15 the more advanced or sophisticated uses requiring correspondingly

more advanced protection and rights management enablement

found onlsome platforms and not others. Lower—capability

environments can, as another example, ignore (or not enable or

attempt to use) rights in the control set that they don’t understand,

20 while higher-capability environments (having awareness of the
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overall capabilities they provide), may, for example, enable the

rights and corresponding protection techniques ignored by the

lower-capability environments.

In accordance with another aspect provided by the

5 invention, a media— and platform—independent security component

can be scaled in terms of fimctionality and performance such that

the elementary rights management requirements of consumer

electronics devices are subsets of a richer collection of

functionality that may be employed by more advanced platforms.

10 The security component can be either a physical, hardware

component, or a “software emulation” of the component. In

accordance with this feature, an instance of medium (or more

correctly, one version of the content irrespective of media) can be

delivered to customers independently of their appliance or

15 platform type with the assurance that the content will be protected.

Platforms less advanced in terms of security and/or technical

capabilities may provide only limited rights to use the content,

whereas more advanced platforms may provide more expansive

rights based on correspondingly appropriate security conditions

20 and safeguards.
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In accordance with a further aspect provided by the present

invention, mass—produced, inexpensive home consumer DVD

players (such as those constructed, for example, with minimum

complexity and parts count) can be made to be compatible with

5 the same DVDs or other portable storage media used by more

powerfiJl and/or secure platforms (such as, for example, personal

computers) without degrading advanced rights management

functions the storage media may provide in combination with the

more powerful and/or secure platforms. The rights management

10 and protection arrangement provided and supported in accordance

with this aspect of the invention thus supports inexpensive basic

copy protection and can fithher serve as a commercial

convergence technology supporting a bridging that allows usage

in accordance with rights of the same content by a limited resource

15 consumer device while adequately protecting the content and

filrther supporting more sophisticated security levels and

capabilities by (a) devices having greater resources for secure

rights management, and/or (b) devices having connectivity with

other devices or systems that can supply fithher secure rights

20 management resources. This aspect of the invention allows
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multiple devices and/or other systems that participate and work

together in a permanently or temporarily connected network to

share the rights management for at least one or more electronic

events (e.g., managed through the use ofprotected processing

5 environments such as described in Ginter et a1.) occuring at a

single, or across multiple nodes and further allows the rights

associated with parties and/or groups using and/or controlling

such multiple devices and/or other systems to be employed

according to underlying rights related rules and controls, this

10 allowing, for example, rights available through a corporate

executive’s device to be combined with or substitute for, in some

manner, the rights of one or more subordinate corporate

employees when their computing or other devices of these parties

are coupled in a temporary networking relationship and operating

15 in the appropriate context. In general, this aspect of the invention

allows distributed rights management for DVD or otherwise

packaged and delivered content that is protected by a distributed,

peer-to-peer rights management.Such distributed rights

management can operate whether the DVD appliance or othr

20 electronic information usage device is participatink
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permanently or temporarily connected network and whether or not

the relationships among the devices and/or other systems

participating in the distributed rights management arrangement are

relating temporarily or have a more permanent operating

5 relationship. In this way, the same device may have different

rights available depending on the context in which that device is

operating (e.g., in a corporate environment such as in

collaboration with other individuals and/or with groups, in a home

environment internally and/or in collaboration with external one or

10 more specified individuals and/or other parties, in a retail

environment, in a classroom setting as a student where a student’s

notebook might cooperate in rights management with a classroom

server and/or instructor PC, in a library environment where

multiple parties are collaboratively employing differing rights to

15 use research materials, on a factory floor where a hand held device

works in collaboration with control equipment to securely and

appropriately perform proprietary functions, and so on).

For example, coupling a limited resource device

arrangement, such as a DVD appliance, with an inexpensive

20 network computer (NC), or a personal computer (PC), may allow
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an augmenting (or replacing) of rights management capabilities

and/or specific rights of parties and/or devices by permitting rights

management to be a result ofa combination of some or all of the

rights and/or rights management capabilities of the DVD

5 appliance and those of an Network or Personal Computer (NC or

PC). Such rights may be further augmented, or otherwise

modified or replaced by the availability of rights management

capabilities provided by a trusted (secure) remote network rights

authority.

10 These aspects of the present invention can allow the same

device, in this example a DVD appliance, to support different

arrays, e.g., degrees, of rights management capabilities, in

disconnected and connected arrangements and may further allow

available rights to result from the availability of rights and/or

15 rights management capabilities resulting from the combination of

rights management devices and/or other systems. This may

include one or more combinations of some or all of the rights

available through the use of a “less” secure and/or resource poor

device or system which are augmented, replaced, or otherwise

20 modified through connection with a device or system that is
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“more” or “differently” secure and/orflresource rich and/or

possesses differing or different rights, wherein such connection

employs rights and/or management capabilities of either and/or

both devices as defined by rights related rules and controls that

5 describe a shared rights management arrangement.

In the latter case, connectivity to a logically and/0r

physically remote rights management capability can expand (by,

for example, increasing the available secure rights management

resources) and/or change the character of the rights available to

10 the user of the DVD appliance or a DVD appliance when such

device is coupled with an NC, personal computer, local server,

and/or remote rights authority. In this rights augmentation

scenario, additional content portions may be available, pricing

may change, redistribution rights may change (e.g., be expanded),

15 content extraction rights may be increased, etc.

Such “networking rights management” can allow for a

combination of rights management resources of plural devices

and/or other systems in diverse logical and/or physical

relationships, resulting in either greater or differing rights through

20 the enhanced resources provided by connectivity with one or more
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“remote” rights authorities. Further, while providing for increased

and/or differing rights management capability and/or rights, such a

connectivity based rights management arrangement can support

multi-locational content availability, by providing for seamless

5 integration of remotely available content, for example, content

stored in remote, Internet world wide web-based, database

supported content repositories, with locally available content on

one or more DVD discs.

In this instance, a user may experience not only increased or

10 differing rights but may use both local DVD content and

supplementing content (i.e., content that is more current from a

time standpoint, more costly, more diverse, or complementary in

some other fashion, etc.). In such an instance, a DVD appliance

and/or a user of a DVD appliance (or other device or system

15 connected to such appliance) may have the same rights, differing,

and/or different rights applied to locally and remotely available

content, and portions of local and remotely available content may

themselves be subject to differing or different rights when used by

a user and/or appliance. This arrangement can support an overall,

20 profound increase in user content opportunities that are seamlessly
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integrated and efficiently available to users in a single content

searching and/or usage activity by exploiting the rights

management and content resources of plural, connected

arrangements.

U1 Such a rights augmenting remote authority may be directly

coupled to a DVD appliance and/or other device by modem, or

directly or indirectly coupled through the use of an I/O interface,

such as a serial 1394 compatible controller (e.g., by

communicating between a 1394 enabled DVD appliance and a

10 local personal computer that functions as a smart synchronous or

asynchronous information communications interface to such one

or more remote authorities, including a local PC or NC or server

that serves as a local rights management authority augmenting

and/or supplying the rights management in a DVD appliance).

15 In accordance with yet another aspect provided by this

invention, rights provided to, purchased, or otherwise acquired by

a participant and/or participant DVD appliance or other system

can be exchanged among such peer-to-peer relating devices and/or

other systems through the use of one or more permenantly or

20 temporarily networked arrangments. In such a case, rights may be
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