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17. A method of dithering watermark quantizations such that the

dither changes an absolute quantization value, but does not change a

quantization level or information carried in the quantization.

18. A method of encoding watermarks comprising steps of:

inverting at least one instance of the watermark bit stream; and

encoding at least one instance of the watermark using said inverted

instance of the watermark bit stream.

19. A method of decoding watermarks comprising steps of:

considering an original watermark synchronization marker, an inverted

watermark synchronization marker, and inverted watermarks; and

decoding based on the considering step.

20. A method of encoding and decoding watermarks in a signal

using a spread spectrum technique to encode or decode where information is

encoded or decoded at audible levels and the encoding and decoding

methods are pseudo-random over frequency.

21. A method of encoding and decoding watermarks in a signal

using a spread spectrum technique to encode or decode where information is

encoded or decoded at audible levels and the encoding and decoding

methods are pseudo-random over time.

22. The method of claim 21, wherein the information is encoded or

decoded at audible levels and the encoding and decoding methods are

pseudo—random, over both frequency and time.

23. A method of analyzing composite digitized signals for

watermarks comprising steps of:
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obtaining a composite signal;

obtaining an unwatermarked sample signal;

time aligning the unwatermarked sample signal to the

composite signal;

gain adjusting the time aligned unwatermarked sample signal to

a corresponding segment of the composite signal, determined in the

time aligning step;

estimating a pre-composite signal using the composite signal

and the gain adjusted unwatermarked sample signal;

estimating a watermarked sample signal by subtracting the

estimated pre-composite signal from the composite signal; and

scanning the estimated watermarked sample signal for

watermarks.

24. A method for varying watermark encode/decode algorithms

automatically during the encoding or decoding of a watermark comprising

steps of:

a) assigning a list of desired CODECs to a list of corresponding

signal characteristics which indicate use of particular CODECs;

b) during encoding/decoding, analyzing characteristics of the

current sample frame in the signal stream, prior to delivering the frame to a

CODEC;

c) looking up the corresponding CODEC from the list of CODECs

in step (a) which matches the observed signal characteristics from step (b);

d) loading and/or preparing the desired CODEC;

e) passing the sample frame to the CODEC selected in step (c);

and

f) receiving the output samples from step (e).

25. The method according to claim 24, wherein watermark signal

characteristics or a watermark certificate can be compressed.
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26. A method for varying watermark encode/decode algorithms

automatically during the encoding or decoding of a watermark comprising

steps of:

a) assigning a list of desired CODECs to a list of index values

which correspond to values computed as a function of the pseudo—random

watermark key and the state of the processing framework;

b) during encoding/decoding, computing the pseudo-random key

index value for the current sample frame in the signal stream, prior to

delivering the frame to a CODEC;

c) looking up the corresponding CODEC from the list of CODECs

in step (a) which matches the index value from step (b);

d) loading and/or preparing the desired CODEC;

e) passing the sample frame to the CODEC selected in step (c);

and

f) receiving the output samples from step (e).

27. The method according to claim 26, wherein watermark signal

characteristics or a watermark certificate can be compressed.
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UTILIZING DATA REDUCTION IN STEGANOGRAPHIC
AND CRYPTOGRAPHIC SYSTEMS

FIELD OF INVENTION

This invention relates to digital signal processing, and more particularly to a

method and a system for encoding at least one digital watermark into a signal as a

means of conveying information relating to the signal and also protecting against

unauthorized manipulation of the signal.

BACKGROUND OF INVENTION

Digital watermarks help to authenticate the content of digitized multimedia

information, and can also discourage piracy. Because piracy is clearly a disincentive

to the digital distribution of copyrighted content, establishment of responsibility for

copies and derivative copies of such works is invaluable. In considering the various

forms of multimedia content, whether "master,” stereo, NTSC video, audio tape or

compact disc, tolerance of quality will vary with individuals and affect the underlying

commercial and aesthetic value of the content. It is desirable to tie copyrights,

ownership rights, purchaser information or some combination of these and related data

into the content in such a manner that the content must undergo damage, and therefore

reduction of its value, with subsequent, unauthorized distribution, commercial or

otherwise. Digital watermarks address many of these concerns.

A matter of general weakness in digital watermark technology relates directly

to the manner of implementation of the watermark. Many approaches to digital

watermarking leave detection and decode control with the implementing party of the

digital watermark, not the creator of the work to be protected. This weakness removes

proper economic incentives for improvement of the technology. One specific form of

exploitation mostly regards efforts to obscure subsequent watermark detection. Others

regard successful over encoding using the same watermarking process at a subsequent

time. Yet another way to perform secure digital watermark implementation is through

"key-based" approaches.
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Ix)

stinetion between a “forensic watermark,” based on
This paper draws a di

"copy control” or “universal” watermark which is
y-sccure methods, and aprovabl

cost and easily implemented into any ge
intended to be low

consumer electronic device. A wate

neral computing or

rrnark can be forensic if it can identify the source

For example, assume that digital data are

A“ (the “A disk”). Company A makes an
“E disk”). A forensic

of the data from which a copy was made.

stored on a disk and provided to “Company
ompany B” (theorized copy and delivers the copy to “C

“A disk,” would identify the “B
unauth

t in the digital data stored on the

c “A disk.”

watermark, if presen

disk” as having been copied from th

On the other hand, a copy control or universal watermark is an embedded signal
“key” which may be changed (a “session key

to devices that may offer less than strict
which is governed by a ”) to increase

ecurity, or one that is easily accessible
“universal” nature of the watermark

s

is the computationally

cryptographic security. The

inexpensive means for accessing or other associating the watermark with operations that
elude playback, recording or manipulations of the media in which it is embedded.

A fundamental difference is that the universality of a copy cont
can in

rol mechanism,

which must be redundant enough to survive many signal manipulations to eliminate
is at odds with the far greater problem of

pected copying of a copyrighted media work. The m

establishing responsibility
most casual piracy, ore

for a given instance of a sus

dedicated pirates must be dealt with by encouraging 3rd party authentication with
“forensic watermarks” or those that constitute “transactional watermarks” (which are
encoded in a given copy of said content to be watermarked as per the given transaction).

The goal of a digital watermark system is to inse
er as to leave little or no evidence of the presence of the

rt a given information signal

or signals in such a mann

information signal in the underlying content signal. A separate but equal goal is
maximizing the digital watermark’s encoding level and "location sensitivity" in the
underlying content signal such that the watermark cannot be removed without damage
to the content signal.
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One means of implementing a digital watermark is to use key-based security.

A predetermined or random key can be generated as a map to access the hidden
information signal. A key pair may also be used. With a typical key pair, a party

possesses a public and a private key. The private key is maintained in confidence by
the owner of the key, while the owner’s public key is disseminated to those persons in

h whom the owner would regularly communicate. Messages beingthe public wit

communicated, for example by the owner to another, are encrypted with the private key

and can only be read by another person who possesses the corresponding public key.
Similarly, a message encrypted with the person’s public key can only be decrypted with
the corresponding private key. Of course, the keys or key pairs may be processed in
separate software or hardware devices handling the watermarked data.

SUMMARY OF THE [N VENTION

A method of securing a data signal comprises the steps of: applying a data

reduction technique to reduce the data signal into a reduced data signal; subtracting said
reduced data signal from the data signal to produce a remainder signal; using a first

cryptographic technique to encrypt the reduced data signal to produce an encrypted,
reduced data signal; using a second cryptographic technique to encrypt the remainder

signal to produce an encrypted remainder signal; and adding said encrypted, reduced
data signal to said encrypted remainder signal to produce an output signal.

technique to reduce the

reduced data signal from the data signal to produce a remainder signal; means to apply

a first cryptographic technique to encrypt the reduced data signal to produce an

encrypted, reduced data signal; means to apply a second cryptographic technique to
encrypt the remainder signal to produce an encrypted remainder signal; and means to
add said encrypted, reduced data signal to said encrypted remainder signal to produce

an output signal.
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A method of securing a data signal comprises the steps of: applying a data

reduction technique to reduce the data signal into a reduced data signal; subtracting said

reduced data signal from the data signal to produce a remainder signal; embedding a

first watermark into said reduced data signal to produce a watermarked, reduced data

signal; embedding a second watermark into said remainder signal to produce a
watermarked remainder signal; and adding said watennarked, reduced data signal to

said watermarked remainder signal to produce an output signal.

A method of protecting a data signal comprises: applying a data reduction

technique to reduce the data signal into a reduced data signal; subtracting said reduced
data signal from the data signal to produce a remainder signal; using a first scrambling
technique to scramble said reduced data signal to produce a scrambled, reduced data
signal; using a second scrambling technique to scramble said remainder signal to
produce a scrambled remainder signal; and adding said scrambled, reduced data signal
to said scrambled remainder signal to produce an output signal.

There are two design goals in an overall digital watermarking system’s low cost,

and universality. Ideally, a method for encoding and decoding digital watermarks in

digitized media for copy control purposes should be inexpensive and universal. This
is essential in preventing casual piracy. On the other hand, a more secure form of

protection, such as a “forensic watermarks,” can afford to be computationally intensive
to decode, but must be unaffected by repeated re-encoding of

d for achieving these results would separate the signal into different

a copy control watermark.

An ideal metho

areas, each of which can be accessed independently. The embedded signal or may

simply be “watermark bits” or ”executable binary code,” depending on the application
and type of security sought. Improvements to separation have been made possible by
enhancing more of the underlying design to meet a number of clearly problematic
issues. The present invention interprets the signal as a stream which may be split into
separate streams of digitized samples or may undergo data reduction (including both
lossy and lossless compression, such as MPEG lossy compression and Meridian’s

down sampling, common to many studio operations, or anylossless compression,
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related data reduction process). The stream of data can be digital in nature, or may also

be an analog waveform (such as an image, audio, video, or multimedia content). One

example of digital data is executable binary code. When applied to computer code, the

present invention allows for more efficient, secure, copyright protection when handling
functionality and associations with predetermined keys and key pairs in software

applications or the machine readable versions of such code in microchips and hardware
devices. Text may also be a candidate for authentication or higher levels of secuiity

when coupled with secure key exchange or asymmetric key generation between parties.
The subsets of the data stream combine meaningful and meaningless bits of data which

may be mapped or transferred depending on the application intended by the

implementing party.

The present invention utilizes data reduction to allow better performance in
watermarking as well as cryptographic methods concerning binary executable code, its
machine readable form, text and other functionality-based or communication—related

applications. Some differences may simply be in the structure of the key itself, a
pseudo random or random number string or one which also includes additional security

ures saved to the key. The key may also be

eferenced herein.
with special one way functions or signat

made into key pairs, as is discussed in other disclosures and patents r

The present invention contemplates watermarks as a plurality of digitized sample
even if the digitized streams originate from the analog waveform itself. The

also contemplates that the methods disclosed herein can be applied

streams,

present invention

to non—digitized content. Universally, data reduction adheres to some means of
“understanding "the reduction. This disclosure looks at data reduction which may
include down sampling, lossy compression, summarization or any means of data
reduction as a novel means to speed up watermarking encode and decode operations.

Essentially a lossy method for data reduction yields the best results for encode and

decode operations.

It is desirable to have both copy control and forensic watermarks in the same

signal to address the needs of the hardware, computer, and software industries while
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also providing for appropriate security to the owners of the copyrights. This will
become clearer with further explanation of the sample embodiments discussed herein.

The present invention also contemplates the use of data reduction for purposes

of speedier and more tiered forms of security, including combinations of these methods
with transfer function functions. In many applications, transfer functions (e.g.,

scrambling), rather than mapping functions (e.g., watermarking), are preferable or can
g. With “scrambling,” predetermined keys are

those skilled
be used in conjunction with mappin

associated with transfer functions instead ofmapping functions, although

in the art may recognize that a transfer function is simply a subset of mask sets

encompassing mapping functions. It is possible that tiered scrambling with data
reduction or combinations of tiered data reduction with watermarking and scrambling

may indeed increase overall security to many applications.
The use of data reduction can improve the security of both scrambling and

watermarking applications. All data reduction methods include coefficients which
affect the reduction process. For example, when a digital signal with a time or space

component is down sampled, the coefficient would be the ratio of the new sample rate
to the original sample rate. Any coefficients that are used in the data reduction can be
randomized using the key, or key pair, making the system more resistant to analysis.

Association to a predetermined key or key pair and additional measure of security may

include biometric devices, tamper proofing of any device utilizing the invention, or

other security measures.

of data reduction in connection with digital

decode the
Tests have shown that the use

watermarking schemes significantly reduces the time required to

watermarks, permitting increases in operational efficiency.

Particular implementations of the present invention, which have yielded

incredibly fast and inexpensive digital watermarking systems, will now be described.

These systems may be easily adapted to consumer electronic devices, general purpose

computers, sofiware and hardware. The exchange of predetermined keys or key pairs
may facilitate a given level of security. Additionally, the complementary increase in
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security for those implementations where transfer functions are used to “scramble" data,
is also disclosed.

a more complete understanding of the invention and some advantages

thereof, reference is now made to the following descriptions taken in connection with
the accompanying drawings in which:

FIG. 1 is a fiinctional block diagram that shows a signal processing system that

generates “n” remainder signals and “n” data reduced signals.
FIG. 2 is a functional block diagram for an embodiment of the present invention

which illustrates the generation of an output signal comprised of a data—reduced,
watermarked signal and a first remainder signal.

FIG. 3 is a functional block diagram for an embodiment of the present invention
neration of an output signal comprised of a data—reduced,which illustrates the ge

errnarkcd, first remainder signal.watermarked signal and a wat

am for decoding the output signal generated
FIG. 4 is a functional block diagr

by the system illustrated in FIG. 2.
FIG. 5 is a functional block diagram for decoding the output signal generated

by the system illustrated in FIG. 3.
6 is a functional block diagram for an embodiment of the present inventionFIG.

which illustrates the generation of an output signal comprised of a data-reduced,
scrambled signal and a first remainder signal.

FIG. 7 is a functional block diagram for an embodiment of the present invention
which illustrates the generation of an output signal comprised of a data-—reduccd,
scrambled signal and a scrambled, first remainder signal.

FIG. 8 is a functional block diagram for decoding the output signal generated

by the system illustrated in FIG. 6.
FIG. 9 is a functional block diagram for decoding the output signal generated

by the system illustrated in FIG. 7.
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DETAILED DESCRIPTION

The embodiments of the present invention and its advantages are best

understood by referring to the drawings, like numerals being used for like and

corresponding parts of the various drawings.

An Overview

A system for achieving multiple levels of data reduction is illustrated in FIG.

I . An input signal 10 (for example, instructional text, executable binary computer code,

images, audio, video, multimedia or even virtual reality imaging) is subjected to a first
data reduction technique 100 to generate a first data reduced signal 20. First data

reduced signal 20 is then subtracted from input signal 10 to generate a first remainder

signal 30.

First data reduced signal 20 is subjected to a second data reduction technique

101 to generate a second data reduced signal 21. Second data reduced signal 21 is then
subtracted from first data reduced signal 20 to generate a second remainder signal 31.

Each of the successive data reduced signals is, in turn, subjected to data

reduction techniques to generate a further data reduced signal, which, in turn, is
subtracted from its respective parent signal to generate another remainder signal. This

process is generically described as follows. An (n-l) data reduced signal 28 (Le, a
signal that has been data reduced n—l times) is subjected to an nth data reduction
technique 109 to generate an nth data reduced signal 29. The nth data reduced signal
29 is then subtracted from the (n-l) data reduced signal 28 to produce an n‘“ remainder

An output signal can be generated from the system illustrated in FIG. 1 in
numerous ways. For example, each of the n remainder signals (which, through

represented by reference numerals 30-39, are not intended to be limited to 10 signals)
and the 11‘“ data signal may optionally subjected to a watermarking technique, or even

optionally subjected to a encryption technique, and each of the (n+1) signals (whether
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watermarked or encrypted, or otherwise untouched) may then be added together to form
an output signal. By way of more particular examples, each of the (n+1) signals (i.e.,
the n remainder signals and the n‘“ data reduced signal) can be added together without
any encryption or watermarking to form an output signal; or one or more of the (n+1)

be watermarked and then all (n+1) signals may be added to

gnals may be encrypted and then all (n+1) signals may be added
signals may gether; or one
or more of the (n+1) si

together. It is anticipated that between these three extremes lie numerous hybrid
combinations involving one or more encryptions and one or more watermarkings.

Each level may be used to represent a particular data density. E.g., if the
method is down—sampling, for a DVD audio signal the first row would

led at 96 kHz, the second at 44.1 kHz., the third at 6 kHZ., etc.
reduction

represent data samp

There is only an issue of deciding what performance or security needs are contemplated
when undertaking the data reduction process and choice of which types of keys or key
pairs should be associated with the signal or data to be reduced. Further security can

5, one time stamps or
ased by including block ciphers, special one way function

bodied.
evices in the software or hardware devices that can be em

be incre

even biometric d

Passwords or biometric data are able to assist in the determination of the identity of the
user or owrier of the data, or some relevant identifying information.

An example of a real world application is helpful here. Given the predominant
y compression audioconcern, at present, of MPEG 1 Layer 3, or MP3, a perceptual loss

data format, which has contributed to a dramatic re—evaluation of the distribution of
music, a digital watermark system must be able to handle casual and more dedicated
piracy in a consistent manner. The present invention contemplates compatibility with
MP3, as well as any perceptual coding technique that is technically similar. One issue,

” detect a watermark as quickly as possible
is to enable a universal copy control “key

t 96 kHz,
from a huge range of perceptual quality measures. For instance, DVD 24 bi
encoded watermarks, should be detected in at least “real time,” even after the signal has
been down sampled, to say 12 kHz of the 96 kHz originally referenced. By delineating
and starting with less data, since the data-reduced signal is obviously smaller though
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still related perceptually to the original DVD signal, dramatic increases in the speed and

survival of the universal copy control bits can be achieved. The present invention also

permits the ability to separate any other bits which may be associated with other more

secure predetermined keys or key pairs.

Where the data stream is executable computer code, the present invention

contemplates breaking the code into objects or similar units of functionality and

allowing for determination of what is functionally important. This may be more

apparent to the developer or users of the software or related hardware device. Data
reduction through the use of a subset of the functional objects related to the overall

functionality of the software or executable code in hardware or microchips, increase the

copyright protection or security sought, based on reducing the overall data to be
associated with predetermined keys or key pairs. Similarly, instead of mapping

functions, transfer functions, so-called “scrambling,” appear better candidates for this

ecurity although both mapping and transferring may be used in the
urity, the associated keys and key pairs can be used to

type of 3 same

system. By layering the sec
asier methods for changing which

th which
substantially improve the security and to offer e

functional “pieces” of executable computer code are associated wi

predetermined keys. These keys may take the form of time-sensitive session keys, as
with transactions or identification cards, or more sophisticated asymmetric public key

pairs which may be changed periodically to ensure the security of the paities’ private
keys. These keys may also be associated with passwords or biometric applications to
further increase the overall security of any potential implementation.

An example for text message exchange is less sophisticated but, if it is a time
sensitive event, e.g., a secure communication between two persons, benefits may also
be encountered here. Security may also be sought in military communications. The

0 associate the securely exchanged keys or key pairs while perfo
g performance, while not compromising

ability t rming data
reduction to enhance the detection or decodin

the level of security, is important. Though a steganographic approach to security, the

present invention more particularly addresses the ability to have data reduction to
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increase speed, security, and performance of a given steganographic system.
Additionally, data reduction affords a more layered approach when associating

ys or key pairs with individual watermark bits, or digital signature bits,individual ke

which may not be possible without reduction because of considerations of time or the
payload of what can be carried by the overall data “coverteXt” being transmitted.

Layering through data reduction offers many advantages to those who seek

privacy and copyright protection. Serialization of the detection chips or software would
allow for more secure and less “universal” keys, but the interests of the copyright
owners are not always aligned with those ofhardware or software providers. Similarly,
privacy concerns limit the amount of watermarking that can be achieved for any given
application. The addition of a pre—determined and cryptographic key-based “forensic”

oftware or hardware, allows for 3rd party authentication and provides
ated attacks on the copy control bits. Creating a “key

watermark, in s

protection against more sophistic

pair” from the “predetermined” key is also possible.
Separation of the watermarks also relates to separate design goals. A copy

control mechanism should ideally be inexpensive and easily implemented, for example,
a form of “streamed watermark detection." Separating the watermark also may assist
more consistent application in broadcast monitoring efforts which are time-sensitive and
ideally optimized for quick detection of watermarks. In some methods, the structure
of the key itself, in addition to the design of the “copy control” watermark, will allow

lse positive results when seeking to monitor radio, television, or other
for example, lntemet) of copyrighted material. As well,

proposed by others in the field can be

for few fa

streamed broadcasts (including,

inadvertent tampering with the embedded signal

avoided more satisfactorily. Simply, a universal copy control watermark may be
universal in consumer electronic and general computing software and hardware

tructure is changed to assist in being
implementations, but less universal when the key 5

The

able to log streaming, performance, or downloads, of copyrighted content.
embedded bits may actually be paired with keys in a decode device to assure accurate
broadcast monitoring and tamper proofing, while not requiring a watermark to exceed
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the payload available in an inaudible embedding process. E.g., A full identification of
the song, versus time-based digital signature bits, embedded into a broadcast signal,
may not be recovered or may be easily over encoded without the use ofblock ciphers,
special one way functions or one time pads, during the encoding process, prior to
broadcast. Data reduction as herein disclosed makes this operation more efficient at

higher speeds.

A forensic watermark is not time sensitive, is file—based, and does not require

the same speed demands as a streamed or broadcast—based detection mechanism for
copy control use. Indeed, a forensic watermark detection process may require
additional tools to aid in ensuring that the signal to be analyzed is in appropriate scale

r size, ensuring signal characteristics and heuristic methods help in appropriate
all aspects of the underlying content signal

0

recovery of the digital watermark. Simply,

should be considered in the embedding process because the watermarking process must
count all such aspects, including for example, any dimensional or size of the

imensions of the content signal may be saved with the

take into ac

underlying content signal. The (1

key or key pair, without enabling reproduction of the unwatermarked signal. Heuristic
methods may be used to ensure the signal is in proper dimensions for a thorough and
accurate detection authentication and retrieval of the embedded watermark bits. Data
reduction can assist in increasing operations of this nature as well, since the data
reduction process may include information about the original signal, for example, signal
characteristics, signal abstracts, differences between samples, signal patterns, and
related work in restoring any given analog waveform.

The present invention provides benefits, not only because of the key-based
approach to the watermarking, but the vast increase in performance and security
afforded the implementations of the present invention over the performance of other

systems.

The architecture of key and key-pair based watermarking is superior to

statistical approaches for watermark detection because the first method meets an
of quality and are mathematically provable. By incorporating a levelevidentiary level
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of data reduction, key and key paired based watermarking is further improved. Such
levels of security are plainly necessary if digital watermarks are expected to establish

responsibility for copies of copyrighted works in evidentiary proceedings. More
sophisticated measures of trust are necessary for use in areas which exceed the scope
of copyright but are more factually based in legal proceedings. These areas may include
text authentication or software protection (extending into the realm of securing
microchip designs and compiled hardware as well) in the examples provided above and
are not contemplated by any disclosure or work in the art.

The present invention may be implemented with a variety of cryptographic
protocols to increase both confidence and security in the underlying system. A
predetermined key is described as a set of masks: a plurality of mask sets. These masks
may include primary, convolution and message delimiters but may extend into
additional domains. In previous disclosures, the functionality of these masks is defined

Public and private keys may be used as key pairs to further
solely for mapping.

the unlikeliness that a key may be compromised.- Exampl
be found in the following US. Patents Nos: 4,200,770; 4,218,582;

increase es of public key

cryptosystems may

4,405,829; and 4,424,414, whi

to encoding, the masks described above
Mask sets may be limited only by the number of

ght, as has been

ch examples are incorporated herein by reference. Prior

are generated by a cryptographically secure

random generation process.

dimensions and amount of error correction or concealment sou

previously disclosed.

A block cipher, such as DES, in combination with a sufficiently random seed
value emulates a cryptographically secure random bit generator. These keys, or key
pairs, will be saved along with information matching them to the sample stream in
question in a database for use in subsequent detection or decode operation. These same
cryptographic protocols may be combined with the embodiments of the present
invention in administering streamed content that requires authorized keys to correctly
display or play said streamed content in an unscrambled manner. As with digital
watermarking, symmetric or asymmetric public key pairs may be used in a variety of
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implementations. Additionally, the need for certification authorities to maintain
authentic key—pairs becomes a consideration for greater security beyond symmetric key

implementations, where transmission security is a concern.

Signal Processing in a Multi—watermark System (A Plurality of Streams May Be
Watermarked)

FIG. 2 illustrates a system and method of implementing a multiple—watermark

system. An input signal ll (e.g., binary executable code, instruction text. or other data),
is first processed by a lossy data—reduction scheme 200 (e.g., down—sampling, bit—rate
reduction, or compression method) to produced a data-reduced signal 40. Data—reduced

signal 40 is then embedded with a watermark (process step 300) to generate a
watermarked, data—reduced signal 50, while a copy of the unmarked, data—reduced

signal 40 is saved.

The saved, unwaterrnarked data—reduced signal (signal 40) is subtracted from

the original input signal 11, yielding a remainder signal 60 composed only of the data
that was lost during the data-reduction. A second watermark is then applied (process

step 301) to remainder signal 60 to generate a watermarked remainder signal 70.
the watermarked remainder 70 and the watermarked, data—reduced signal 50 areFinally,

added to form an output signal 80, which is the final, full-bandwidth, output signal.
The two watermarking techniques (process steps 300 and 301) may be identical

(i.e., be functionally the same), or they may be different.
To decode the signal, a specific watermark is targeted. Duplicating the data-

reduction processes that created the watermark in some cases can be used to recover the
at was watermarked. Depending upon the data—reduction method, it may orsignal th

to duplicate the data—reduction process in order to read a
may not be necessary

watermark embedded in a remainder signal. Because of the data—reduction, the

decoding search can occur much faster than it would in a full-bandwidth signal.
Detection speed of the remainder watermark remains the same as if there were no other

watermark present.
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FIG. 4 illustrates a functional block diagram for one means of decoding the

output signal generated by the system illustrated in FIG. 2. A signal to be analyzed 80
(e.g., the same output from FIG. 2) is processed by a data—reduction scheme 200. Data
reduced signal 4] can then be decoded to remove the message that was watermarked in

the original data reduced signal. Further, data reduced signal 41 can be subtracted from
signal to be analyzed 80 to form a differential signal 61 which can then be decoded to
remove the message that was watermarked in the original remainder signal. A decoder

may only be able to perform one of the two decodings. Differential access and/or
different keys may be necessary for each decoding.

Additionally, the watermarking described in connection with this embodiment

above may be done with a plurality of predetermined keys or key pairs associated with

a single watermark “message bit,” code object, or text.

Signal Processing in a Single Watermark System
FIG. 3 illustrates a system and method of implementing a single watermark

system. The process and system contemplated here is identical to process described in
connection to FIG. 2, above, except that no watermark is embedded in the remainder

signal. Hence, the watermarked, data-reduced signal 50 is added directly to the
remainder signal 60 to generate an output signal 90. Additionally, the watermarking
described in connection with this embodiment above may be done with a plurality of

predetermined keys or key pairs associated with a single watermark “message bit,” code
object, or text.

In either process, an external key can be used to control the insertion location
of either watermark. In a copy—control system, a key is not generally used, whereas in
a forensic system, a key must be used. The key can also control the parameters of the
data—reduction scheme. The dual scheme can allow a combination of copy—control and
forensic watermarks in the same signal. A significant feature is that the copy-control
watermark can be read and rewritten without affecting the forensic mark or

compromising its security.
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FIG. 5 illustrates a functional block diagram for one means of decoding the

output signal generated by the system illustrated in FIG. 3. A signal to be analyzed 90
(e.g., the same output from FIG. 3) is processed by 3 dat

(:1 signal 41 can then be decoded to remove the message that wa

a—reduction scheme 200. Data

reduce s watermarked in

the original data reduced signal.

Signal Processing in a Multi~scrambler System gA Plurality of Streams May Be
Scrambled)

FIG. 6 illustrates a system and method of implementing a multi—scrambler
system. An input signal 12 (e.g., binary executable code, instruction text. or other data),

ssed by a lossy data—reduction scheme 400 (e.g., down—sampling, bit-rateis first proce
reduced signal 45. Data-reducedssion method) to produced a data—reduction, or compre

(I using a first scrambling technique (process step 500) to
signal 45 is then scramble

generate a scrambled, data—reduced signal 55, while a copy of the unscrambled, data—
reduced signal 45 is saved.

The saved, unscrambled data—reduced signal (signal 45) is subtracted from the

original input signal 12, yielding a remainder signal 65 composed only of the data that
was lost during the data—reduction. A second scrambling technique is then applied

501) to remainder signal 65 to generate a scrambled remainder signal 75.(process step

Finally, the scrambled remainder signal 75 and the scrambled data—reduced signal 55
signal 85, which is the final, full-bandwidth, output signal.are added to form an output

ques (process steps 500 and 501) may be identicalThe two scrambling techni

be different.
(i.e., be functionally the same), or they may

ction with this embodiment may
Additionally the scrambling described in come

be done with a plurality of predetermined keys or key pairs associated with a single
scrambling operation containing only a “message bit," code object, or text.
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To decode the signal, unscrambling follows the exact pattern of the scrambling

process except that the inverse of the scrambling transfer function is applied to each
portion of the data, thus returning it to its pre-scrambled state.

ans of decoding the

alyzed 85

FIG. 8 illustrates a functional block diagram for one me

output signal generated by the system illustrated in FIG. 6. A signal to be an
(e.g., the same output firom FIG. 6) is processed by a data—

subtracted from signal to be analyzed 85 to form a differential

reduction scheme 200. Data

reduced signal 46 can be

signal 66, which signal can then be descrambled in process 551 using the inverse
transfer function of the process that scrambled the original remainder signal (e.g., the
inverse of scrambling process 501). Descrambling process 551 generates an

descrambled signal 76. Data reduced signal 46 may further be descrambled in process

550 using the inverse transfer function of the process that scrambled the original data
al (e.g., the inverse of scrambling process 500). Descrambling process 550reduced sign

generates an descrambled signal 56, which may then be added to deserambled signal
76 to form an output signal 98.

Signal Processing in a Single Scrambling Operation
FIG. 7 illustrates a system and method of implementing a single scrambling

system. The process and system contemplated here is identical to process described in
on to FIG. 6, above, except that no scrambling is applied to the remainder

reduced signal 55 is added directly to the remainder
connecti

signal. Hence, the scrambled data—

signal 65 to generate an output signal 95.

Additionally the scrambling described in connection with this embodiment may

be done with a plurality of predetermined keys or key pairs associated with a single
scrambling operation containing only a “message bit,” code object, or text.

FIG. 9 illustrates a functional block diagram for one means of decoding the

~gnal generated by the system illustrated in FIG. 7. A signal to be analyzed 95
(e.g., the same output from FIG. 7) is processed by a data-reduction scheme 200. Data
reduced signal 46 can be subtracted from signal to be analyzed 95 to form a differential
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signal 66. Data reduced signal 46 may further be descrambled in process 550 using the
e transfer function of the process that scrambled the original data reduced signalinvers

(e.g., the inverse of scrambling process 500). Descrambling process 550 generates an
descrambled signal 56, which may then be added to differential signal 66 to form an

output signal 99.

Sample Embodiment: Combinations

Another embodiment may combine both watermarking and scrambling with

data reduction. Speed, performance and computing power may influence the selection
techniques are to be used. Decisions between data reduction schemesof which

ultimately must be measured against the types of keys or key pairs to use, the way any

pseudo random or random number generation is done (chaotic, quantum or other
, and the amount of scrambling or watermarking that is necessary given the

needs of the system.

It is quite possible that some derived systems would yield a fairly large decision
tree, but the present invention offers many benefits to applications in security that are
not disclosed in the art.

Conclusions

Data signals fall into two categories: those which can undergo lossy data
reduction and remain functional and those which cannot. Audio, images, video are

d. In general, all
examples of the first. Computer code is an example of the secon
members of the first category contain an aesthetic component, which may be reduced

and/0r manipulated during a data reduction, in addition to a functional component
which serves to identify the signal. For example, an audio signal may have noise added
while still remaining recognizably identifiable as a particular song. However, beyond
a certain point, the addition of more noise will cause the signal to become
unidentifiable, thus impairing the functional character of the signal. In the absence of
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an aesthetic component, as with computer code where every bit of data is necessary,

ompression that retains functionality is not possible.

gory are the only candidates for watermarking. A

lossy c

Signals in the first cate

watermark is a distortion of the aesthetic component, generally of an imperceptible

nature. This category will gain speed benefits during the watermark decoding process

when a lossy data—reduction method is used as described above.

Scrambling, on the other hand, may be applied to any signal, regardless of its

aesthetic component, since it allows for perfect reconstruction of the original signal.

A scrambling system can be made more secure by applying a data reduction method

prior to scrambling, even if this data reduction makes the intermediate signals non-
as is the case with signals in category two.

6 both watermarking and scrambling more secure. Data

functional,

Data reduction can mak

reduction can also speed the decoding process for watermarks. Finally, data reduction

can allow natural channelization of watermarks for different purposes.

While the invention has been particularly shown and described in the foregoing

detailed description, it will be understood by those skilled in the art that various other

changes in form and detail may be made without departing from the spirit and scope of
the invention.
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WHAT IS CLAIMED IS:

1. A method of securing a data signal comprising:

applying a data reduction technique to reduce the data signal into a reduced data

signal;

subtracting said reduced data signal from the data signal to produce a remainder

signal;

embedding a first watermark into said reduced data signal to produce a

watermarked, reduced data signal;

embedding a second watermark into said remainder signal to produce a

watermarked remainder signal; and

adding said watermarked, reduced data signal to said watermarked remainder

signal to produce an output signal.

2. The method of claim 1 wherein the step of subtracting is comprised of

storing a copy of the data signal; and

subtracting said reduced data signal from the copy of the data signal to produce

a remainder signal.

3. The method of claim 1, wherein at least one of the watermarks is embedded

using at least one key.

4. The method of claim 1, wherein at least one of the watermarks is embedded

using a key pair.

5. The method of claim 4, wherein one key of the key pair is publicly available
while the other key of the key pair is secret.

6. A method of protecting a data signal comprising:

applying a data reduction technique to reduce the data signal into a reduced data

signal;

subtracting said reduced data signal from the data signal to produce a remainder

signal;

embedding a first watermark into said reduced data signal to produce a

watermarked, reduced data signal; and
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adding said watermarked, reduced data signal to said remainder signal to

produce an output signal.

7. The method of claim 6 wherein the step of adding said watermarked, reduced
data signal to said remainder signal comprises:

g a second watermark into said remainder signal to produce aembeddin

watermarked remainder signal; and

adding said watermarked, reduced data signal to said watermarked remainder

signal to produce an output signal.

8. The method of claim 7, wherein at least one of the watermarks is embedded
using at least one key.

The method of claim 7, wherein at least one of the watermarks is embedded

using a key pair.

f claim 9; wherein one key of the key pair is publicly available
10. The method 0

while the other key of the key pair is secret.

11. A method of protecting a data signal:

applying a data reduction technique to reduce the data signal into a reduced data
signal;

subtracting said reduced data signal from the data signal to produce a remainder

signal;

scrambling technique to scramble said reduced data signal to
using a first

produce a scrambled, reduced data signal;
using a second scrambling technique to scramble said remainder signal to

produce a scrambled remainder signal; and
adding said scrambled, reduced data signal to said scrambled remainder signal

to produce an output signal.
The method of claim 11 wherein said first and second scrambling techniques are12.

identical.
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13. A method of securing a data signal comprising:

applying a data reduction technique to reduce the data signal into a reduced data

signal;

subtracting said reduced data signal from the data signal to produce a remainder

signal;

using a first cryptographic technique to encrypt the reduced data signal to

produce an encrypted, reduced data signal;

using a second cryptographic technique to encrypt the remainder signal to

produce an encrypted remainder signal; and

adding said encrypted, reduced data signal to said encrypted remainder signal

to produce an output signal.

14. The method of claim 13 wherein said first and second cryptographic techniques

are identical.

15. The method of claim 13 wherein at least one of said first and second

cryptographic techniques is a watermarking technique.

16. The method of claim 15, wherein at least one of the watermarks is embedded

using at least one key.

17. The method of claim 15, wherein at least one of the watermarks is embedded

using a key pair.

18. The method of claim 13 wherein at least one of said first and second

cryptographic techniques is a scrambling technique.

19. The method of claim 13 wherein one of said first and second cryptographic

techniques is a watermarking technique and the other is a scrambling technique.
20. The method of claim 13 wherein said first and second cryptographic techniques

are identical.

21. A system for securing a data signal comprising:

means to apply a data reduction technique to reduce the data signal into a

reduced data signal;
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means to subtract said reduced data signal from the data signal to produce a

remainder signal;

means to apply a first cryptographic technique to encrypt the reduced data signal

to produce an encrypted, reduced data signal;

means to apply a second cryptographic technique to encrypt the remainder

signal to produce an encrypted remainder signal; and
means to add said encrypted, reduced data signal to said encrypted remainder

signal to produce an output signal.

22. The system of claim 21 wherein said first and second cryptographic techniques
are identical.

23. The system of claim 21 wherein at least one of said means to apply a first and
second cryptographic technique utilizes a watermarking technique.

24. The system of claim 21 wherein at least one of said means to apply a first and
second cryptographic technique utilizes a scrambling technique.

25. The system of claim 13 wherein said means to apply a first cryptographic
technique is a means to apply a watermarking technique and said means to

apply a second cryptographic technique is a means to apply a scrambling

technique.

DISH-Blue Spike-842

Exhibit 1004, Page 1427



DISH-Blue Spike-842
Exhibit 1004, Page 1428

WO 00/57643 PCT/USOO/06522

1/5

ORIGINAL 10 30

SIGNAL ® 

 
1ST DATA REDUCED

SIGNAL  

 
  

2ND REMAINDER

20

2ND DATA REDUCED

SIGNAL

 nTH REMAINDER

nTH DATA REDUCED SIGNAL

SUBSTITUTE SHEET (RULE 26)

DISH-Blue Spike-842

Exhibit 1004, Page 1428



DISH-Blue Spike-842
Exhibit 1004, Page 1429

WO 00/57643 PCT/USOO/06522

 

 

   

 

   

 
 

 

 
 
 

2/ 5

200 300

ORIGINAL 11 WATER
SIGNAL DATA REDUCTION MARKING

40 301

- WATER OUTPUTSIGNAL

11 SUBTRACTION MARKING

200 300

ORIGINAL 11 WATER
SIGNAL DATA REDUCTION MARKING

SUBTRACTION11- <+> OUTPUT
SIGNAL

SUBSTITUTE SHEET (RULE 26)

DISH-Blue Spike-842

Exhibit 1004, Page 1429



DISH-Blue Spike-842
Exhibit 1004, Page 1430

WO 00/57643 PCT/USOO/06522

   
   

3/5

200

SIGNAL 80 41
DECODE PROCESS FOR

TO BE DATA REDUCT'ON DATA REDUCED SIGNAL
ANALYZED

SUBTRACTION BEfigRfiDEEOCESS FOR

FIG. 4

200

SIGNAL 90 41
DECODE PROCESS FOR

TO BE DATA REDUCT'ON DATA REDUCED SIGNAL
ANALYZED

SUBSTITUTE SHEET (RULE 26)

DISH-Blue Spike-842

Exhibit 1004, Page 1430



DISH-Blue Spike-842
Exhibit 1004, Page 1431

WO 00/57643 PCT/USOO/06522

4/5

400
 
 

  
 
 

  

ORIGINAL 12
SIGNAL DATA REDUCTION

OUTPUT

SUBTRACTION I+I SIGNAL

FIG. 6

400 500
 

 
ORIGINAL 12
SIGNAL

(+) OUTPUT
SIGNAL

SUBS I I I U I E SHEET (RULE 26)

DISH-Blue Spike-842

Exhibit 1004, Page 1431



DISH-Blue Spike-842
Exhibit 1004, Page 1432

WO 00/57643 PCT/USOO/06522

5/5

200 550
 
  

   
 

 
 

 
 

   
  

SIGNAL

IT\IC\J)ABLE(ZED DATA REDUCTION DESCRAMBLING 98
ADDITION

OUTPUT

SUBTRACTION DESCRAMBLING

FIG. 8

200 55°

SIGNAL

TO BE DATA REDUCTION DESCRAMBLING 99
ANALYZED  

 OUTPUT

SUBTRACTION

FIG. 9

SUBSTITUTE SHEET (RULE 26)

DISH-Blue Spike-842

Exhibit 1004, Page 1432



DISH-Blue Spike-842
Exhibit 1004, Page 1433

INTERNATIONAL SEARCH REPORT International application No.
PCT/USOO/06522 

A. CLASSIFICATION OF SUBJECT MATTER

IPC(7) : H04N 7/167
US CL : 713/176

According to Intemational Patent Classification (IPC) or to both national classification and IPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

U,S, : 380/200,206,207,237,238; 705/54; 704/216-218, 226-228. 500. 501, 503,504; 7131176; 360/49; 348/461, 462

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Watermark Digest: Art Unit 2767

Electronic data base consulted during the international search (name of data base and. where practicable. search terms used)

IEEE. EAST, Internet, Dialog

 

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category‘ Citation of document. with indication, where appropriate. of the relevant passages Relevant to claim No.

US 6,061,793 A [TEWFIK et al.] 09 MAY 2000, Entire Document 1-25

 
 

US 5,809,139 A [GIROD et al.] 15 SEPTMBER 1998, Entire 1-25
Document

US 5,848,155 A [COX] 08 DECEMBER 1998, Entire Document 1-25

US 5,889,868 A [MOSKOWITZ ct al.] 30 MARCH 1999, Entire 1-25
Document

US 5,915,027 A [COX et al.] 22 JUNE 1999, Entire Document 1—25

US 5,940,134 A [WIRTZ] 17 AUGUST 1999, Entire Document 1-25

Further documents are listed in the continuation of Box C. El Sec patent family annex.
' Special categories of cited documents '1" later document published after the international filing date or priorii)date and not in conflict With the application but Cited to understand  
 

'A' document defining the general state of the art which is not considered the principle or theorv under‘vlng the invention
to be of particular relevance I t

"E' earlier document published on or after the international filing date X document of particular relevance. the claimed invention cannot beconsidered novel or cannot be considered to involve an inventive step
"L' document which may throw doubts on priority claimtsi or which is “1‘3” ‘1“: document '5 taken 31°”:cited to establish the publication date of another Citation or other 4 .

special reason (as spanned, ”\ " document oi particular relevance. the claimed invention cannot beconsidered to involve an Inventive step when the document is
'0' document reIerring to an oral disclosure, use. exhibition or other combined With one or more other such documents. such combinationmeans licing obvious to a person skilled in the art

”1’” document published prior to the international filing date but later than "&" document member of [he same paw,“ family
the priority date claimed ,

Date 01' the actual completion ot‘ the iiitemational search Date of mailing of the intcmational search report

30 JUNE 2000 1 8 AU G 2000

Name and mailing address 01‘ the ISA-US Authorized officerCommissioner of Patents and Trademarks
50‘ PCT PAUL E CALL i -- ~

Washington. Dc. 2023i ' t I,
z ,

Fnesnmle No. (703) 305-3230 telephone No. (70 fl, ,- y /
Form l’C'l"lSA:210 (second sheet) (July l998)* /

DISH-Blue Spike-842

Exhibit 1004, Page 1433



DISH-Blue Spike-842
Exhibit 1004, Page 1434

 
INTERNATIONAL SEARCH REPORT International application No.

PCT/USOO/OGSZZ

C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Catcgory’ Citation of document, with indication. where appropriate. of the relevant passages Relevant to claim No.

A,P US 5,991,426 A [COX et al.] 23 NOVEMBER 1999, Entire 1-25
Document

A,E US 6,069,914 A [COX] 30 MAY 2000, Entire Document 1—25

A,P US 5,943,422 A [VAN WIE et al.] 24 AUGUST 1999, Entire 1-25
Document

 

 
Form PCT"lSA/210 (continuation of second sheet) (July 1998):

DISH-Blue Spike-842

Exhibit 1004, Page 1434



DISH-Blue Spike-842
Exhibit 1004, Page 1435

h!.

 PCT WORLD INTELLECTUAL PROPERTY ORGANIZATIONInternational Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent Classification 6 = (11) International Publication Number: W0 96/4215].
H04L

 
(43) International Publication Date: 27 December 1996 (27.12.96)

(21) International Application Number: PCT/US96/10257 (81) Designated States: CA, CN, FI, JP, KR, SG, European patent
(AT, BE, CH, DE, DK, ES, FI, FR, GB, GR, IE, IT, LU,

(22) International Filing Date: 7 June 1996 (07.06.96) MC, NL, PT, SE).

(30) Priority Data: Published

08/489,172 9 June 1995 (09.06.95) US Without international search report and to be republished
upon receipt of that report.

(71) Applicant: THE DICE COMPANY [US/US]; P.O. Box 60471,
Palo Alto, CA 94306—0471 (US).

(72) Inventors: COOPERMAN, Marc, S.; 2929 Ramona, Palo Alto,
CA 94306 (US). MOSKOWI’IZ, Scott, A.; Townhouse 4,
20191 East Country Club Drive, North Miami Beach, FL
33180 (US).

(74) Agents: ALTMILLER, John, C. et a1.; Kenyon & Kenyon, 1025
Connecticut Avenue, N.W., Washington, DC 20036 (US).

(54) Title: STEGANOGRAPHIC METHOD AND DEVICE

(57) Abstract

An apparatus and method for encoding and decoding additional information into a stream of digitized samples in an integral manner.
The information is encoded using special keys. The information is contained in the samples, not prepended or appended to the sample
stream. The method makes it extremely difficult to find the information in the samples if the proper keys are not possessed by the decoder.
The method does not cause a significant degradation to the sample stream. The method is used to establish ownership of copyrighted digital
multimedia content and provide a disincentive to piracy of such material.

DISH-Blue Spike-842

Exhibit 1004, Page 1435



DISH-Blue Spike-842
Exhibit 1004, Page 1436

FOR THE PURPOSES OF INFORMATION ONLY

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international
applications under the PCI‘.

AM Armenia United Kingdom Malawi
AT Austria Georgia Mexico
AU Australia Guinea Niger
BB Barbados Greece Netherlands
BE Belgium Hungary Norway
BF Burkina Faso Ireland New Zealand
BG Bulgaria Italy Poland
3.] Benin Japan Portugal
BR Brazil Kenya Romania
BY Belarus Kyrgystan Russian Federation
CA Canada Democratic People’s Republic Sudan
CF Central African Republic of Korea Sweden
CG Congo Republic of Korea Singapore
CH Switzerland Kazakhstan Slovenia
CI core d’Ivoire Liechtenstein Slovakia
CM Cameroon Sri Lanka Senegal
CN China Liberia Swaziland
CS Czechoslovakia Lithuania Chad
CZ Czech Republic Luxembourg Togo
DE Germany Latvia Tajikistan
DK Denmark Monaco Trinidad and Tobago
EE Estonia Republic of Moldova Ukraine
ES Spain Madagascar Uganda
Fl Finland Mali United States of America
FR France Mongolia Uzbekistan
GA Gabon Mauritania Viet Nam

 
DISH-Blue Spike-842

Exhibit 1004, Page 1436



DISH-Blue Spike-842
Exhibit 1004, Page 1437

W0 96/4215] PCT/US96/10257

10

15

20

STEGANOGRAPHIC METHOD AND DEVICE

Definitions

Several terms of art appear frequently in the following. For ease of reference they
are defined here as follows:

“Content” refers to multimedia content. This term encompasses the various types of

information to be processed in a multimedia entertainment system. Content

specifically refers to digitzed audio, video or still images in the context of this

discussion. This information may be contained within files on a multimedia

computer system, the files having a particular format specific to the modality of the

content (sound, images, moving pictures) or the type of systems, computer or

otherwise, used to process the content.

“Digitized” refers to content composed of discrete digital samples of an otherwise

analog media, which approximate that media inside a computer or other digital

device. For instance, the sound of music occurs naturally, and is experienced by

humans as an analog (continuous) sound wave. The sound can be digitized into a

stream of discrete samples, or numbers, each ofwhich represents an approximate

DISH-Blue Spike-842

Exhibit 1004, Page 1437



DISH-Blue Spike-842
Exhibit 1004, Page 1438

WO 96/42151 PCT/US96/10257

10

15

20

25

3O

2

value of the amplitude ofthe real analog wave at a particular instant in time. These

samples can be stored in files in a computer and then used to recreate the original

sound wave to a high degree of accuracy.

In general, content entering a digital system is digitized by Analog to Digital

converters (A/D) and analog media are recreated by the digital system using a

Digital to Analog (D/A) converter. In the context of this discussion content is

always digitized content.

“Cryptography” is a field covering numerous techniques for scrambling information

conveying messages so that when the message is conveyed between the sender and

receiver an unintended party who intercepts this message cannot read it, or extract

usefiil information from it.

A “Public Key Cryptosystem” is a particular cryptographic system where all parties

possess pairs of keys for encryption and decryption. Parties to this type of system

freely distribute their public keys, which other may use to encrypt messages to the

owner of the public key. Such messages are decrypted by the receiver with the

private key. Private keys are never distributed. A message encrypted with a public

key can only be decrypted with the corresponding private key, and vice versa. A

message encrypted with a private key is said to have been signed by the owner of

that key. Anyone in possession of the public key may decrypt the message and

know that it was encrypted, and thus signed, by the owner of the public key, since

only they possess the corresponding private key.

“Steganography” is a field distinguished from cryptography, but associated with it,

that covers numerous methods for hiding an informational message within some

other medium, perhaps another unrelated message, in such a manner that an

unintended party who intercepts the medium carrying the hidden message does not

know it contains this hidden message and therefore does not obtain the information

in the hidden message. In other words, steganography seeks to hide messages in
plain view.
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Background of the Invention

In the current environment of computer networks and the proliferation of digital or

digitized multimedia content which may be distributed over such networks, a key

issue is copyright protection. Copyright protection is the ability to prevent or deter

the proliferation ofunauthorized copies of copyrighted works. It provides a

reasonable guarantee that the author of a copyrighted work will be paid for each

copy of that work.

A fundamental problem in the digital world, as opposed to the world of physical
media, is that a unlimited number ofperfect copies may be made from any piece of

digital or digitized content. A perfect copy means that if the original is comprised of

a given stream ofnumbers, then the copy matches the original, exactly, for each

number in the stream. Thus, there is no degradation of the original signal during the

copy operation. In an analog copy, random noise is always introduced, degrading

the copied signal.

The act of making unlicensed copies of some content, digital or analog, whether

audio, video, sofiware or other, is generally known as piracy. Piracy has been

committed for the purpose of either profit from the sale of such unlicensed copies,

or to procure for the "pirate" a copy of the content for personal use without having
paid for it.

The problem ofpiracy has been made much worse for any type of content by the

digitization of content. Once content enters the digital domain, an unlimited number

of copies may be made without any degradation, if a pirate finds a way to break

whatever protection scheme was established to guard against such abuses, if any.

In the analog world, there is generally a degradation in the content (signal) with

each successive copy, imposing a sort of natural limit on volume of piracy.
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To date, three general types of schemes have been implemented in an attempt to

protect copyrights.

l) Encryption

5 2) Copy Protection

3) Content Extensions

Copy Protection and Content Extensions generally apply in the digital world only,

while a scheme related to Encryption, commonly known as scrambling, my be

10 applied to an analog signal. This is typical in analog cable systems.

Encryption scrambles the content. Before the content is made ready for delivery,

whether on floppy disk, or over a network, it must be encrypted, or scrambled.

Once the content has been encrypted, it cannot be used until it is decrypted, or

15 unscrambled. Encrypted audio data might sound like incomprehensible screeching,

while an encrypted picture or video might appear as random patterns on a screen.

The principle of encryption is that you are free to make as many copies as you want,

but you can't read anything that makes sense until you use a special key to decrypt,

and you can only obtain the key by paying for the content.
20

Encryption has two problems, however. 1) Pirates have historically found ways to

crack encryption, in effect, obtaining the key without having paid for it; and 2)

Once a single legitimate copy of some content has been decrypted, a pirate is now

free to make unlimited copies of the decrypted copy. In effect, in order to sell an

25 unlimited quantity of an encrypted piece of software, the pirate could simply buy
one copy, which they are entitled to decrypt.

Copy Protection includes various methods by which a software engineer can write

the software in a clever manner to determine if it has been copied, and if so to

30 deactivate itself. Also included are undocumented changes to the storage format of

the content. Copy protection was generally abandoned by the software industry,
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since pirates were generally just as clever as the software engineers and figured out

ways to modify their software and deactivate the protection The cost of developing

such protection was not justified considering the level of piracy which occurred

despite the copy protection.

Content Extension refers to any system which attaches some extra information to

the original content which indicates whether or not a copy may be made. A

software or hardware system must be specifically built around this scheme to

recognize the additional information and interpret it in an appropriate manner. An

example of such a system is the Serial Copyright Management System embedded in

Digital Audio Tape (DAT) hardware Under this system, additional information is

stored on the disc immediately preceding each track of audio content which

indicates whether or not it can be copied. The hardware reads this information and

uses it accordingly.

A fundamental problem with Encryption and Content Extension is the "rogue

engineer". An employee who helped design such a system or an individual with the

knowledge and means to analyze such a system can modify it to ignore the

copyright information altogether, and make unlicensed copies of the content. Cable

piracy is quite common, aided by illicit decoder devices built by those who

understand the technical details of the cable encryption system. Although the cable

systems in question were actually based on analog RF signals, the same principle

applies to digital systems.

The practical considerations ofweak encryption schemes and rogue engineers have

served to limit the faith which may be put in such copyright protection schemes.

The invention disclosed herein serves to address these problems with conventional

systems for digital distribution. It provides a way to enforce copyright online. The

invention draws on techniques from two fields, cryptography, the art of scrambling

messages so that only the intended recipient may read them, and steganography, a

term applied to various techniques for obscuring messages so that only the intended
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parties to a message even know that a message has been sent, thus it is termed

herein as a stega-cipher. The stega—cipher is so named because it uses the

steganographic technique of hiding a message in multimedia content, in combination

with multiple keys, a concept originating in cryptography. However, instead of

using the keys to encrypt the content, the stega-cipher uses these keys to locate the

hidden message within the content. The message itself is encrypted which serves to

fiirther protect the message, verify the validity of the message, and redistribute the

information in a random manner so that anyone attempting to locate the message

without the keys cannot rely on pre-supposed knowledge of the message contents

as a help in locating it.

Summary of the Invention

The invention disclosed herein combines two techniques, steganography - obscuring

information that is otherwise in plain sight, and cryptography - scrambling

information that must be sent over unsecured means, in a manner such that only the

intended recipient may successfully unscramble it. The net effect of this system is to

specifically watermark a piece of content so that if it is copied, it is possible to

determine who owned the original from which the copies were made, and hence

determine responsibility for the copies. It is also a feature of the system to uniquely
identify the content to which it is applied.

For a comprehensive discussion of cryptography, its theory, applications and

specific algorithms, see APPLIED CRYPTOGRAPHY, by Bruce Schneier, which is

herein incorporated by reference at pages 66-68, 3873 92.

Steganography is discussed briefly in THE CODE BREAKERS by David Kahn,

which is herein incorporated by reference at pages xiii, 81—83, 522—526, and 873.

An example application, Stego by Romana Machado, is also available for the Apple

Macintosh. Stego can be found at the internet uniform resource locator “np://sumex—

aim.stanford.edu/info—mac/cmp/stegolOa2.hqx”. This application demonstrates a simple
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steganographic technique to encode a text message into a graphical image without

significantly distorting the image.

The invention improves upon the prior art by providing a manner for protecting

copyright in the digital domain, which neither steganography or cryptography does.

It improves specifically on steganography by making use of special keys which

dictate exactly where within a larger chunk of content a message is to be hidden,

and makes the task of extracting such a message without the proper key the

equivalent of looking for a needle in a haystack.

The information encoded by the Stega-Cipher process serves as a watermark which

identifies individual copies of content legally licensed to specific parties. It is

integral with the content. It cannot be removed by omission in a transmission. It

does not add any overhead to signal transmission or storage. It does allow the

content to be stored to and used with traditional offline analog and digital media,

without modification or significant signal degradation. These aspects of the stega-

cipher all represent improvements to the art. That is, its forces would — be pirates

to damage the content in order to guarantee the disabling of the watermark.

The invention described herein is used for protecting and enforcing copyrights in

the digital or on—line domain, where there are no physical limitations on copying
copyrighted content.

The invention uniquely identifies every copy of multimedia content made using the

invention, composed of digitized samples whether compressed or uncompressed,

including but not limited to still digital images, digital audio, and digital video.

The invention is for use in meterware or pay-by-use systems where an online user

incurs a charge each time they access a particular piece of content, or uses a
software title.
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The invention is for use as a general improvement to cryptographic techniques to

increase the complexity of cryptanalysis on a given cipher.

It is considered that the method and steps of the present invention will be modified

5 to account for the efl‘ects of loss compression schemes on the samples and

particularly includes modification to handle MPEG compressed audio and video.

It is considered that statistical data spreading and recovery techniques, error coding

or spread spectrum processing techniques might be applied in the invention to

10 handle the effects of loss compression, or counter the effects of a randomization

attack.

It is considered that the apparatus described might be further specialized and

optimized in hardware by replacing general purpose data buses and CPU or DSP

15 driven operations with hardwired circuitry, incorporated in one or more special

purpose ICs.

It is considered that the apparatus will be modeled and implemented in software on

general purpose computer platforms.

20

It is considered that stega-cipher hardware could be embedded in a consumer

electronics device and used to not only identify content and copyright, but to enable
use of that content.

25 Detailed Description

I. Digital Copyright Stega-Cipher Protocol and the Decode/Encode
Program

30 The purpose of the program described here is to watermark digital multimedia

content for distribution to consumers through online services in such a way as to

meet the following criteria
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Given a unique piece of multimedia content, composed of digitized samples, it is

desirable to:

1) Uniquely identify this particular piece of content from others in a manner which

is secure and undeniable (e.g. to know whether a digital audio recording is "My

Way" by Frank Sinatra, or "Stairway to Heaven", by Led Zeppelin), and in a

manner such that this identification can be performed automatically by an electronic

device or mechanism.

2) Uniquely identify the copyright owner of the content, and the terms under which

it may be distributed in general, in a manner which is secure and undeniable.

3) At such time as is necessary, additionally, uniquely identify in a secure and

undeniable manner the licensed publisher who received a particular copy of the

content, and the terms under which they may redistribute or resell it.

4) At such time as is necessary, additionally, uniquely identify in a secure and

undeniable manner, the licensed subscriber who received a particular copy of the

content from the publisher described in item 3.

The program described in more detail below combines the techniques of

cryptography and steganography to hide a securely encrypted digital copyright

certificate which contains information satisfying the criteria listed above, in such a

manner as to be integral with the content, like a watermark on paper, so that

possession of the content dictates possession of the watermark information. In

addition, the watermark cannot be "found" or successfully decoded, Without

possession of the correct "masks" or keys, available only to those legitimately

authorized, namely, those parties to a commercial transaction involving the sale of a

copy ofthe content. Finally, the ability to distribute such watermarked content in a

system which implements the watermark scheme is denied without a successfiilly

decoded watermark. Because well known and tested cryptographic techniques are
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used to protect the certificate itself, these certificates are virtually impossible to

forge. Finally, the watermark cannot be erased without significantly damaging the
content.

The basic program represents a key part of the invention itself. This program is then

used as the method by which copyright information is to be associated in an integral

manner with the content. This is a concept absent from copy protection, encryption .
and content extension schemes. The copyright information itself can be made

undeniable and unforgeable using cryptographic techniques, so.that through it an

audit trail of ownership my be established for each copy of a given piece of content,

thus customizing each copy to a particular owner, in a way that can be used to

identify the owner.

The value of the stega-cipher is that it provides a way to watermark the content in a

way that changes it slightly, but does not impact human perception significantly.

And, firrthermore, that it is made difficult to defeat since one must know exactly

where the information resides to extract it for analysis and use in forgery attempts,

or to remove it without overly degrading the signal. And, to try to forge copyright

information one must first be able to analyze the encrypted copyright information,

and in order to do that, one must be able to find it, which requires masks.

11. Example Embodiment of General Processing

Digital audio data is represented by a series of samples in l dimension,

{S}, 82, Sa... Sn}

This series is also referred to as a sample stream. The sample stream approximates

an analog waveform of sound amplitude over time. Each sample represents an

estimate of the wave amplitude at the instant of time the sample is recorded. For

monaural audio, there is one such sample stream. Stereo audio is comprised of two
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sample streams, one representing the right channel, and the other representing the

left. Bach stream is used to drive a corresponding speaker to reproduce the stereo

sound.

What is referred to as CD quality audio is characterized by 16 bit (2 byte) stereo

samples, recorded at 44.1 Khz, or 44,100 samples per second in each channel. The

dynamic range of sound reproduction is directly proportional to the number of bits

per sample. Some lower quality recordings are done at 8 bits. A CD audio

recording can be stored using any scheme for containing the 2 sample streams in

their entirety. When these streams are played back at the same frequency they were

recorded at, the sound recorded is reproduced to a high degree of accuracy.

The sample stream is processed in order from first sample to last. For the purpose

of the invention disclosed, the stream is separated into sample windows, each of

which has a fixed number of consecutive samples from the stream, and where I

windows do not overlap in the sample stream. Windows may be contiguous in the

sample stream. In this discussion assume each window contains 128 samples, and

that windows are contiguous. So, the windows within the stream look like

{[81, 82) 83"‘81281, [8129:8130’8131”'SZSG]7"'[Sn-128"'Sn] }

where [...] denotes each window and any odd samples at the end of the stream

which do not completely fill a window can be ignored, and simply passed through

the system unmodified.

These windows will be used as input for the discrete Fast Fourier Transform (and

its inverse) operation.

Briefly, Fourier Transform methods are based on the principle that a complex

waveform, expressed as amplitude over time and represented by a sample stream, is

really the sum of a number of simple waveforms, each of which oscillate at different

frequencies.
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By complex, it is meant that the value of the next sample is not easily predicted

from the values of the last N samples or the time of the sample. By simple it is

meant that the value of the sample is easily predictable from the values of the last N

samples and/or the time of the sample.

The sum of multiple simple waves is equivalent to the complex wave. The discrete

FFT and its inverse simply translate a limited amount ofdata from one side ofthis

equivalence to the other, between the complex waveform and the sum of simple

waves. The discrete FFT can be used to translate a series of samples representing

amplitude over time (the complex wave, representing a digital audio recording) into

the same number of samples representing total spectral energy in a given range of

frequencies (the simple wave components) at a particular instant oftime. This

instant is the time in the middle of the original amplitude/time samples. The inverse

discrete FFT translates the data in the other direction, producing the complex
waveform, from its simpler parts.

Each 128 sample window will be used as an input to the discrete FFT, resulting in

128 bins representing each of 128 frequency'bands, ranging from OHz to 22Khz

(the Nyquist frequency, or '/2 the sampling rate).

Information can be encoded into the audio signal in the frequency domain or in the

time domain. In the latter case, no FFT or inverse FFT is necessary. However,

encoding in the frequency domain is recommended, since its effects are scattered

over the resultant time domain samples, and not easily predicted. In addition,

frequency domain encoding makes it more likely that randomization will result in

noticeable artifacts in the resultant signal, and therefore makes the stega-cipher

more defensible against such attacks. It is in the frequency domain that additional

information will be encoded into the audio signal for the purpose ofthis discussion.

Each frequency band in a given time slice can potentially be used to store a small

portion of some additional information to be added to the signal. Since these are

discrete estimates, there is some room for error which will not significantly effect
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the perceived quality of the signal, reproduced afier modification, by the inverse

FFT operation. In effect, intentional changes, which cannot be distinguished from

random variations are introduced in the frequency domain, for the purpose of

storing additional information in the sample stream. These changes are minimized so

as not to adversely affect the perceived quality of the reproduced audio signal, afler

it has been encoded with additional information in the manner described below. In

addition, the location of each of these changes is made virtually impossible to

predict, an innovation which distinguishes this scheme from simple steganographic

techniques.

Note that this process differs from the Nagata, et al. patents, 4,979,210 and

5,073,925, which encode information by modulating an audio signal in

amplitude/time domain. It also differs in that the modulations introduced in the

Nagata process (which are at very low amplitude and frequency relative to the

carrier wave as to remain inaudible) carry only copy/ don"t copy information, which

is easily found and circumvented by one skilled in the art. Also, there is no

limitation in the stega-cipher process as to what type of information can be encoded

into the signal, and there is more information storage capacity, since the encoding

process is not bound by any particular frequency of modulation but rather by the

number of samples available, The granularity of encoding in the stega—cipher is

determined by the sample window size, with potentially 1 bit of space per sample or

128 bits per window (a secure implementation will halve this to 64 bits). In Nagata,

et al. the granularity of encoding is fixed by the amplitude and frequency

modulation limits required to maintain inaudibility. These limits are relatively low,

and therefore make it impractical to encode more than simple copy/ don’t copy

information using the Nagata process,
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111. Example Embodiment of Encoding and Decoding

A modification to standard steganographic technique is applied in the frequency

domain described above, in order to encode additional information into the audio

signal.

In a scheme adapted from cryptographic techniques, 2 keys are used in the actual

encode and decode process. For the purposes of this invention the keys are referred

to as masks. One mask, the primary, is applied to the frequency axis ofFFT results,

the other mask is applied to the time axis (this will be called the convolution mask).

The number of bits comprising the primary mask are equal to the sample window

size in samples (or the number of frequency bands computed by the FFT process),

128 in this discussion. The number of bits in the convolution mask are entirely

arbitrary. This implementation will assume a time mask of 1024 bits. Generally the

larger the key, the more difficult it is to guess.

Prior to encoding, the primary and convolution masks described above are

generated by a cryptographically secure random generation process. It is possible to

use a block cipher like DES in combination with a sufficiently pseudo-random seed

value to emulate a cryptographically secure random bit generator. These keys will

be saved along with information matching them to the sample stream in question in

a database for use in decoding, should that step become necessary.

Prior to encoding, some additional information to be encoded into the signal is

prepared and made available to the encoder, in a bit addressable manner (so that it

may be read one bit at a time). If the size of the sample stream is known and the

efficiency characteristics of the stega-cipher implementation are taken into account,

a known limit may be imposed on the amount of this additional information.

The encoder captures one sample window at a time from the sample stream, in

sequential, contiguous order. The encoder tracks the sequential number of each

DISH-Blue Spike-842

Exhibit 1004, Page 1450



DISH-Blue Spike-842
Exhibit 1004, Page 1451

WO 96/42151 PCT/US96/10257

10

15

2O

25

30

15

window it acquires. The first window is 0. When the number ofwindows processed

reaches the number of bits in the window mask, minus one, the next value of the

window counter will be reset to 0.

This counter is the convolution index or phase. In the current implementation it is

used as a simple index into the convolution bitmask. In anticipated developments it

will be used to perform convolution operations on the convolution mask to

determine which bit to use. For instance the mask might by rotated by a number

corresponding to the phase, in bits to the left and XORed with .the primary mask to

produce a new mask, which is then indexed by the phase. There are many

possibilities for convolution.

The encoder computes the discrete FFT of the sample window.

Starting with the lowest frequency band, the encoder proceeds through each band

to the highest, visiting each of the 128 frequency bands in order. At each band

value, the encoder takes the bit of the primary mask corresponding to the frequency

band in question, the bit of the convolution mask corresponding to the window in

question, and passes these values into a boolean fimction. This fiinction is designed

so that it has a near perfectly random output distribution. It will retumvtrue for

approximately 50% of its input permutations, and false for the other 50%. The

value returned for a given set of inputs is fixed, however, so that it will always

return the same value given the same set of inputs.

If the function returns true, the current frequency band in the current window is

used in the encoding process, and represents a valid piece of the additional

information encoded in the signal. If the function returns false, this cell, as the

frequency band in a given window is called, is ignored in the process. In this manner

it is made extremely difficult to extract the encoded information from the signal

' without the use of the exact masks used in the encoding process. This is one place

in which the stega-cipher process departs from traditional steganographic
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implementations, which offer a trivial decode opportunity if one knows the

information is present. While this increases the information storage capacity of the

carrier signal, it makes decoding trivial, and fiirther degrades the signal. Note that it

is possible and desirable to modify the boolean cell flag fimction so that it returns

true < 50% ofthe time. In general, the fewer cells actually used in the encode, the

more difficult they will be to find and the less degradation of content will be caused,

provided the filnction is designed correctly. There is an obvious tradeofl‘ in storage

capacity for this increased security and quality.

The encoder proceeds in this manner until a complete copy of the additional

information has been encoded in the carrier signal. It will be desirable to have the

encoder encode multiple copies of the additional information continuously over the

duration ofthe carrier signal, so that a complete instance of this information may be

recovered from a smaller segment of a larger signal which has been split into

discontinuous pieces or otherwise edited. It is therefore desirable to minimize the

size of the information to be encoded using both compact design and pre-encoding

compression, thus maximizing redundant encoding, and recoverability from smaller

segments. In a practical implementation of this system it is likely the information

will be first compressed by a known method, and then encrypted using public-key

techniques, before being encoded into the carrier signal.

The encoder will also prepare the package of additional information so that it

contains an easily recognizable start of message delimeter, which can be unique to

each encoding and stored along with the keys, to serve as a synchronization signal

to a decoder. The detection of this delimeter in a decoding window signifies that the

decoder can be reasonably sure it is aligned to the sample stream correctly and can

proceed in a methodic window by window manner. These delimeters will require a

number ofbits which minimizes the probability that this bit sequence is not

reproduced in a random occurrence, causing an accidental misalignment of the

decoder. A minimum of256 bits is recommended. In the current implementation

1024 bits representing a start of message delimeter are used. If each sample is
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random, then each bit has a 50% probably of matching the delimeter and the

conditional probability of a random match would be 1/2102‘. In practice, the samples

are probably somewhat less than random, increasing the probability of a match
somewhat.

The decode process uses the same masks in the same manner, only in this case the

information is extracted one bit at a time from the carrier signal.

The decoder is assumed to have access to the proper masks used to encode the

information originally, These masks might be present in a database, which can be

indexed by a value, or values computed from the original content, in a manner

insensitive to the modifications to the content caused by the stega-cipher process.

So, given an arbitrary piece of content, a decoder might first process the content to

generate certain key values, and then retrieve the decode masks associated with the

matching key values from the database. In the case where multiple matches occur,

or none are found, it is conceivable that all mask sets in the database could be tried

sequentially until a valid decode is achieved, or not, indicating no information is

present.

In the application of this process, it is anticipated that encoding operations may be

done on a given piece of content up to 3 times, each adding new information and

using new masks, over a sub—segment of the content, and that decode operations

will be done infrequently. It is anticipated that should it become necessary to do a

search of a large number of masks to find a valid decode, that this process can be

optimized using a guessing technique based on close key matching, and that it is not

a time critical application, so it will be feasible to test large numbers of potential

masks for validity on a given piece of content, even if such a process takes days or

weeks on powerful computers to do a comprehensive search of known mask sets.

The decode process is slightly different in the following respect. Whereas the

encoding process can start at any arbitrary point in the sample stream, the decode
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process does not know where the encode process began (the exact offset in samples

to the start of the first window). Even though the encode process, by convention,

starts with sample 0, there is no guarantee that the sample stream has not been

edited since encoding, leaving a partial window at the start of the sample stream,

5 and thus requiring the decoder to find the first complete window to start the

decode. Therefore, the decode process will start at the first sample, and shift the

sample window along by 1 sample, keeping the window index at 0, until it can find

a valid decode delimeter encoded in the window. At this point, the decoder knows

it has synchronized to the encoder, and can then proceed to process contiguous

10 windows in a more expedient manner.

Example Calculations based on the described implementation for adding copyright

certificate information to CD quality digital audio:

15 In a stream of samples, every 128 samples will contain, on average 64 bits of

certificate related information. Digital audio is composed of 16 bit samples, at 44.1

Khz, or 44,100 samples per second. Stereo audio provides 2 streams of information

at this rate, left and right, or 88,200 samples per second. That yields approximately

689 contiguous sample windows (of 128 samples) per second in which to encode

20 information. Assume a song is 4 minutes long, or 240 seconds. This yields 240 *

689 = 165,360 windows, which on average (50% utilization) contain 64 bits (8

bytes) each of certificate information. This in turns gives approximately 1291Kb of

information storage space per 4 minute stereo song (1.2 MB). There is ample room

for redundant encoding of information continuously over the length of the content.

25 Encoding 8 bytes for every 256 bytes represents 3.1% of the signal information.

Assuming that a copyright certificate requires at most approximately 2048 bytes

(2K), we can encode the same certificate in 645 distinct locations within the

recording, or approximately every 37/100ths of a second.

30 Now to account for delimeters and synchronization information. Assuming a sync

marker of 1024 bits to avoid random matches, then we could prefix each 2K
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certificate block with this 1024 bit marker. It takes 256 windows to store 2K, and

under this proposed scheme, the first 16 windows are reserved for the sync marker.

A decoder could search for this marker by progressively matching each of the first

16 windows (64 bits at a time) against the corresponding portion of the sync

marker. The decoder could reset the match advancing through the sample stream,

as soon as one window did not conform to the sync marker, and proceed in this

manner until it matches 16 consecutive windows to the marker, at which point it is

synchronized.

Under this scheme, 240 windows, or 1.92K remain for storing certificate

information, which is not unreasonable.

IV. Possible Problems, Attacks and Subsequent Defenses

'A. Randomization

The attacker simply randomizes the least significant bits of each data point in the

transform buffer, obliterating the synchronization signal and the watermark. While

this attack can remove the watermark, in the context in which stega-cipher is to be

used, the problem of piracy is kept to a minimum at least equal to that afforded by

traditional media, since the system will not allow an unwatermarked piece of

content to be traded for profit and watermarks cannot be forged without the proper

keys, which are computationally difficult to obtain by brute-force or cryptanalysis.

In addition, if the encoding is managed in such a way as to maximize the level of

changes to the sample stream to be just at the threshold below human perception,

and the scheme is implemented to anticipate randomization attempts, it is possible

to force the randomization level to exceed the level that can be perceived and create

destructive artifacts in the signal, in much the same manner as a VHS cassette can

be manufactured at a minimal signal level, so that a single copy results in
unwatchable static.
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B. Low Bit-Depth Bitmaps (black & white images)

These bitmaps would be too sensitive to the steganization process, resulting in

unacceptable signal degradation, and so are not good candidates for the stega-

cipher process. The problem may be circumvented by inflating bit-depth, although

this is an inefficient use of space and bandwidth.

C. Non-Integer Transforms

The FFT is used to generate spectral energy information for a given audio signal.

This information is not usually in integer format. Computers use methods of

approximation in these cases to represent the real numbers (whole numbers plus

fractional amounts). Depending on the exact value of the number to be represented

slight errors, produced by rounding off the nearest real number that can be

completely specified by the computer occur. This will produce some randomization

in the least significant bit or bits. In other words, the same operation on the same

sample window might yield slightly different transform values each time. It is

possible to circumvent this problem using a modification to the simple LSB

steganographic technique described later. Instead of looking at the LSB, the stega-

cipher can use an energy quantization technique in place of the LSB method. Some

variant of rounding the spectral energy values up or down, with a granularity

greater than the rounding error should work, without significantly degrading the

output samples.

V. A Method and Protocol For Using the Stega-Cipher

The apparatus described in the claims below operates on a window by window basis

over the sample stream. It has no knowledge of the nature of the specific message

to be encoded. It merely indexes into a bit stream, and encodes as many of those

hits as possible into a given sample window, using a map determined by the given
masks.
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The value of encoding information into a single window in the sample stream using

such an apparatus may not be inherently apparent until one examines the manner in

which such information will be used. The protocol discussed in this section details

how messages which exceed the encoding capacity of a single sample window (128

samples) may be assembled from smaller pieces encoded in the individual windows

and used to defend copyrights in an online situation.

An average of 64 bits can be encoded into each window, which equals only 8 bytes.

Messages larger than 8 bytes can be encoded by simply dividing the messages up

and encoding small portions into a string of consecutive windows in the sample

stream. Since the keys determine exactly how many bits will be encoded per

window, and an element of randomness is desirable, as opposed to perfect

predictability, one cannot be certain exactly how many bits are encoded into each

window.

The start of each message is marked by a special start of message delimeter, which,

as discussed above is 1024 bits, or 128 bytes. Therefore, if precisely 8 bytes are

encoded per window, the first 16 windows of any useable message in the system

described here are reserved for the start of message delimeter. For the encoder,this

scheme presents little challenge. It simply designates the first sample window in the

stream to be Window 0, and proceeds to encode the message delimeter, bit-by—bit

into each consecutive window. As soon as it has processed the last bit of the SOM

delimeter it continues by encoding 32 bits representing the size, in bytes of the

complete message to follow. Once the 32nd and final bit of the size is encoded, the

message itself is encoded into each consecutive window, one bit at a time. Some

windows may contain more encoded bits then others, as dictated by the masks. As

the encoder processes each window in the content it increments its window counter.

It uses this counter to index into the window mask. If the number of windows

required to encode a complete message is greater than the size of this mask, 256

bits in this case, or 256 windows, then it simply resets the counter afier window
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255, and so on, until a complete message is encoded. It can then start over, or start.

on a new message.

The decoder has a bigger challenge to face. The decoder is given a set of masks,

5 just like encoder. Unlike the encoder, the decoder cannot be sure that the first series

of 128 samples it receives are the window 0 start of message, encoded by the

decoder. The sample stream originally produced by an encoder may have been

edited by clipping its ends randomly or splicing pieces together. In that case, the

particular copy of the message that was clipped is unrecoverable. The decoder has

10 the start of message delimeter used to encode the message that the decoder is

looking for. In the initial state, the decoder assumes the first window it gets is

window 0. It then decodes the proper number of bits dictated by the masks it was

given. It compares these bits to the corresponding bits of the start of message

delimeter. If they match, the decoder assumes it is still aligned, increments the

15 window counter and continues. If the bits do not match, the decoder knows it is not

aligned. In this case, it shifts one more sample onto the end of the sample buffer,

discarding the first sample, and starts over. The window counter is set to O. The

decoder searches one sample at a time for an alignment lock. The decoder proceeds

in this manner until it has decoded a complete match to the start of message

20 delimeter or it exhausts the sample stream without decoding a message. If the

decoder can match completely the start of message delimeter bit sequence, it

switches into aligned mode. The decoder will now advance through the sample

stream a full window at a time (128 samples). It proceeds until it has the 32 bits

specifying the message size. This generally won’t occupy more than 1 complete

25 window. When the decoder has locked onto the start of message delimeter and

decoded the message size, it can now proceed to decode as many consecutive

additional windows as necessary until it has decoded a complete message. Once it

has decoded a complete message, the state of the decoder can be reset to un-

synchronized and the entire process can be repeated starting with the next 128

30 sample window. In this manner it is not absolutely necessary that encoding windows
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be contiguous in the sample stream. The decoder is capable of handling random

intervals between the end of one message and the start of another.

It is important to note that the circuit for encoding and decoding a sample window

does not need to be aware of the nature of the message, or of any structure beyond

the start of message delimeter and message size. It only needs to consider a single

sample window, its own state (whether the decoder is misaligned, synchronizing, or

synchronized) and what bits to encode/decode.

Given that the stega—cipher apparatus allows for the encoding and decoding of

arbitrary messages in this manner, how can it be used to protect copyrights?

The most important aspect of the stega-cipher in this respect is that fact that it

makes the message integral with the content, and difficult to remove. So it cannot

be eliminated simply by removing certain information prepended or appended to the

sample stream itself. In fact, removing an arbitrary chunk of samples will not

generally defeat the stega-cipher either.

Given that some information can be thus integrated with the content itself, the

question is then how best to take advantage of this arrangement in order to protect

copyrights.

The following protocol details how the stega—cipher will be exploited to protect

copyrights in the digital domain.

In a transaction involving the transfer of digitized content, there are at least 3

fimctions involved:

The Authority is a trusted arbitrator between the two other fianctions listed below,

representing parties who actually engage in the transfer of the content. The

Authority maintains a database containing information on the particular piece of
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content itselfand who the two parties engaged in transferring the content are. The

Authority can perform stega-cipher encoding and decoding on content.

The Publisher, or online distributor is the entity which is sending the copyrighted

content to another party. The Publisher can perform stega—cipher encoding and

decoding on content.

The Consumer is the person or entity receiving the copyrighted content, generally in

exchange for some consideration such as money. The consumer cannot generally

perform stega—cipher encoding or decoding on content.

Each of these parties can participate in a message exchange protocol using well

known public-key cryptographic techniques. For instance, a system licensing RSA

public key algorithms might be used for signed and encrypted message exchange.

This means that each party maintains a public key / private key pair, and that the

public keys of each party are freely available to any other party. Generally, the

Authority communicates via electronic links directly only to the Publisher and the

Consumer communicates directly only with the publisher.

Below is an example of how the protocol operates from the time a piece of content

enters an electronic distribution system to the time it is delivered to a Consumer.

A copyright holder (an independent artist, music publisher, movie studio, etc.)

wishes to retail a particular title online. For instance, Sire Records Company might

wish to distribute the latest single from Seal, one of their musical artists, online. Sire

delivers a master copy of this single, “Prayer for the Dying”, to the Authority,

Ethical Inc. Ethical converts the title into a format suitable for electronic

distribution. This may involve digitizing an analog recording. The title has now

become content in the context of this online distribution system. The title is not yet

available to anyone except Ethical Inc, and has not yet been encoded with the

stega-cipher watermark. Ethical generates a Title Identification and Authentication
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(TIA) certificate. The certificate could be in any format. In this example it is a short

text file, readable with a small word—processing program, which contains

information identifying

the title

the artist

the copyright holder

the body to which royalties should be paid

general terms for publishers’ distribution

any other information helpful in identifying this content

Ethical then signs the TIA with its own private key, and encrypts the TIA certificate

plus its signature with its own public key. Thus, the Ethical can decrypt the TIA

certificate at a later time and know that it generated the message and that the

contents of the message have not been changed since generation.

Sire Records, which ultimately controls distribution of the content, communicates

to the Ethical a specific online Publisher that is to have the right of distribution of

this content. For instance, Joe’s Online Emporium. The Authority, Ethical Inc. can

transmit a short agreement, the Distribution Agreement to the Publisher, Joe’s

Online Emporium which lists

the content title

the publisher’s identification

the terms of distribution

any consideration paid for the right to distribute the content

a brief statement of agreement with all terms listed above

The Publisher receives this agreement, and signs it using its private key. Thus, any

party with access to the Joe’s Online Emporium’s public key could verify that the

Joe’s signed the agreement, and that the agreement has not been changed since

DISH-Blue Spike-842

Exhibit 1004, Page 1461



DISH-Blue Spike-842
Exhibit 1004, Page 1462

WO 96/42151 PCT/US96/10257

10

15

20

25

3O

26

Joe’s signed it. The Publisher transmits the signed Distribution Agreement to the

Authority, Ethical Inc.

Ethical Inc. now combines the signed TIA certificate and the Distribution

Agreement into a single message, and signs the entire message using its private key.

Ethical has now created a Publisher Identification message to go into its own stega-

cipher channel in the content. Ethical Inc. now generates new stega-cipher masks

and encodes this message into a copy of the content using a stega-cipher encoder.

The Authority saves the masks as a Receipt in a database, along with information

on the details of the transfer, including the title, artist and publisher.

Ethical then transfers this watermarked copy to the Joe’s Online Emporium, the

Publisher. Well known encryption methods could be used to protect the transfer

between the Authority and the Publisher. The Authority may now destroy its copy,

which the Publisher has received. The Publisher, Joe’s Online Emporium now

assumes responsibility for any copies made to its version of the content, which is 21

Publisher Master copy.

Finally, the Consumer, John Q. Public wishes to purchase a copy of the content

from Joe’s Online Emporium. Joe’s Emporium sends the John Q. Public a short

agreement via an electronic communication link, similar to Publisher’s Distribution

Agreement, only this is a Purchase Agreement, which lists

the content title

consumer identification

the terms of distribution

the consideration pas for the content

a brief statement of agreement with the terms above

John Q. Public signs this agreement with his private key and returns it to the Joe’s

Online Emporium. The Publisher, Joe’s prepares to encode its own stega-cipher
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watermark onto a copy of the content by generating a set ofmasks for the

algorithm. Joe’s Online Emporium then stores these masks (a receipt) in its own

database, indexed by title and consumer. Joe’s Online Emporium signs the

agreement received from John Q. Public with the Emporium’s own private key, and

forwards it to the Authority, Ethical Inc., along with a copy of the masks. It is

important to note that this communication should be done over a secured channel.

The Authority verifies the Publisher and Consumer information and adds its own

signature to the end of the message, approving the transaction, creating a Contract

of Sale. The Authority adds the Publisher’s receipt (mask set) to its database,

indexed by the title, the publisher, and the consumer identification. The Authority

signs the Contract of Sale by encrypting it with their private key. So anyone with

the Authority’s public key (any Publisher) could decrypt the Contract of Sale and

verify it, once it was extracted from the content. The Publisher then transmits the

signed Contract of Sale back to the Publisher, who uses a stega-cipher device to

imprint this Contract as its own watermark over the content. The Publisher then

transmits the newly watermarked copy to the Consumer, who is accepting

responsibility for it. The Publisher destroys their version of the consumer’s copy.

If this procedure is followed for all content distribution within such an online system

then it should be possible for the Authority to identify the owner of a piece of

content which appears to be unauthorized. The Authority could simply try its

database of stega—cipher keys to decode the watermark in the content in question.

For instance, if a copy of Seal’s latest single originally distributed with stega-cipher

watermarks showed up on an Internet ftp site the Authority should be able to

extract a TIA Certificate and Distribution Agreement or a Contract of Sale

identifying the responsible party. If a Publisher sold this particular copy to a

Consumer, that particular publisher should be able to extract a Contract of Sale,

which places responsibility with the Consumer. This is not a time critical

application, so even if it takes days or weeks, it is still worthwhile.
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In a modification to the protocol discussed above, each Publisher might act as its

own Authority. However, in the context of online services, this could open avenues

offraud committed by the collusion of certain Publishers and Consumers. Using an

Authority, or one of several available Authorities to keep records ofPublisher-

Consumer transactions and verify their details decreases the likelihood of such
events.

It should also be obvious that a similar watermarking system could be used by an

individual entity to watermark its own content for its own purposes, wether online

or in physical media. For instance, a CD manufacturer could incorporate unique

stega—cipher watermarks into specific batches of its compact discs to identify the

source of a pirate ring, or to identify unauthorized digital copies made from its

discs. This is possible because the stega—cipher encoding works with the existing

formats of digital samples and does not add any new structures to the sample data

that cannot be handled on electronic or mechanical systems which predate the

stage-cipher.

VI. Increasing Confidence in the Stega—Cipher

The addition of a special pre-encoding process can make stega-cipher certificates

even more secure and undeniable. Hash values may be incorporated which match

exactly the content containing the watermark to the message in the watermark

itself. This allows us a verification that the watermark decoded was encoded by

whomever signed it into this precise location in this specific content.

Suppose one wants to use a 256 bit (32 byte) hash value which is calculated with a

secure one-way hash function over each sample in each sample window that will

contain the message. The hash starts with a seed value, and each sample that would

be processed by the encoder when encoding the message is incorporated into the

hash as it is processed. The result is a 256 bit number one can be highly confident is
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unique, or sufiiciently rare to make intentionally duplicating it with another series of

samples difficult.

It is important that the hash function be insensitive to any changes in the samples

induced by the stega—cipher itself. For instance, one might ignore the least

significant bit of each sample when computing the hash function, if the stega—cipher

was implemented using a least significant bit encode mode.

Based on the size of the non-hash message, one knows the hash-inclusive message

requires 32 more bytes of space. One can now calculate the size of a signed

encrypted copy of this message by signing and encrypting exactly as many random

bytes as are in the message, and measuring the size of the output in bytes. One now

knows the size of the message to be encoded. One can pre—process the sample
stream as follows.

Proceed through the stega-cipher encode loop as described in the claims. Instead of

encoding, however, calculate hash values for each window series which will contain

the message, as each sample is processed. At the end of each instance of “encoding”

take the resultant hash value and use it to create a unique copy of the message

which includes the hash value particular to the series of sample windows that will be

used to encode the message. Sign and encrypt this copy of the message, and save it

for encoding in the same place in the sample stream.

A memory efficient version of this scheme could keep on hand the un-hashed

message, and as it creates each new copy, back up in the sample stream to the first

window in the series and actually encode each message, disposing of it afterwards.

The important result is evident on decoding. The decoding party can calculate the

same hash used to encode the message for themselves, but on the encoded samples.

Ifthe value calculated by the decoding party does not match the value contained in

the signed message, the decoder is alerted to the fact that this watermark was
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transplanted from somewhere else. This is possible only with a hash fimction which

ignores the changes made by the stega-cipher after the hash in the watermark was

generated.

5 This scheme makes it impossible to transplant watermarks, even with the keys to

the stega-cipher.
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Appendix - Psuedo-code

const int WINDOW__RESET = 256;

const int W1NDOW_SIZE = 128;

const int MARKER_BITS = 1024',

const int CHUNIQBITS = 2048 * 8;

int window_offset‘,

int msg_bit_ofl‘set;

int frequency_offset,

Boolean useCell',

/0 8 bits per bye, 1 byte per char */

unsigned char frequcney_mask[WH\lDOW_SIZE/8];

unsigned char window_mask[WINDOW_RESET/8];

unsigned char msg_startfimarker[MARKER_BITS/8];

unsigned char msg_end_marker[MARKER__BITS/8];

Int] 6 amplitude_sample__buffer[WD~lDOW_SlZE]',

float power_frequeney_bufl‘er[WlNDOW_SIZE];

unsigned char message_bufTer[CHLmK_BITS/8];

void doFFTGnt16 ‘amp_sample_buffer, float ‘power_frcq_bufl‘er,im size);

void doInverseFFTanth ‘amp_samplegbuffer, float *power_freq-_bulTer,int size);
void initializeo;

Bit getBit(unsigned char *bulTer,int bitOffset);

Boolean map(Bit window_bit, Bit bandgbit, int window, int frequency);

Boolean getSamplesanflG *amplitudc_sample_buffer,int samples);
void encoch

void initializeO

{

/‘ message to be encoded is generated */

/” message is prefixed with 1024 bit msg_start__marker ‘/

/“ message is suffixed with 1024 bit msg__end _marker */

/* temaining space at end of message buffer padded with random bits '/

window__ofl'set = 0;

msg*bit_offset = 0;

frequency_ofl'set = 0',

frequency_mask loaded

window_mask loaded

zeroAmpSampleBufferO;
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Boolean getSamplesantIG *buffer,int samples)
{

/' get samples number ofsamples and shift them contiguously into the sample
buffer from right to left‘l

if(samples < samples available)

return false;
else

return true;

}

void doFFT(Int16 ‘sample_buft‘er, float 'spectrum_bufi'er, int size)
{

calculate FFT on sample_buffer, for size samples
store result in spectrum buffer

void doInverseFFTantlé ‘sample_bufl‘er,float *spectrum_buffer,int size)
{

calculate inverse FFT on spectrum_buffer

store result in sampe_buffer

Bit getBit(unsigned char ‘bufl'crjn bitOfl'set)
{ .

retums value of specified bit in specified buffer

either 0 or 1, could use Boolean (true/false) values for bit set of bit off

Boolean map(Bit window_bit,Bit band_bit,int window, int frequency__
{

I‘ this is the function that makes the information difficult to find */

/* the inputs window.bit and band_bit depend only on the mask values

used for encoding the information, they are 1) random, 2) secret */

/* window and frequency values are used add time and frequency band dependent
complexity to this function */

/* this function is equivalent to a Boolean truth table with window * frequency ‘ 4
possible input combinations and 2 possible output ‘7

I" for any input combination, the output is either true or false */

/“ window ranges from O to W1NDOW_RESET -l *l

/* frequency ranges from O to WINDOW_SIZE - 1 */
return calculated truth value
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void encodeBit(float ‘spectrum_bufl‘er,int freq_offset,Bit theBit)
{

/' modifies the value of the cell in spectrum_buffer, indexed by freq_ofi‘set

in a manner that distinguishes each ofthe 2 possible values oftheBit,
l or 0

‘l

I‘ suggested method of setting the Least Significant bit of the cell == theBit */

/‘ altemative method of rounding the value of the cell upward or downward to

certain fractional values proposed

i.e. <= .5 fractional remainder signifies 0, > ‘5 fraction remainder

signifies 1
"/

}

void encode()

{

initializeO;

do {

if(getSamples(amplitude_sample_buffer) == false)
return

doFFT(amplitude_sample_buffer,power_frequencyfibufl‘er,W1NDOW_SIZE);

for (frequency_offset = O; frequency_offset < WINDOW_SIZE;
frequencyfiofi'setH) {

uscCell = map(getBit(window_mask,window_othet),

getBit(frcquency_mask,frequency_oifset),

window_offset, frequency__offset);

if(useCell == true){

‘ encodeBiKpowei-ifrequency_butTcr,frequency_ot‘fset,
getBit(message_bufi‘ergushbitkof‘fsetn;

message__bit_offset ++;

if(msg_bit_offset == WSSAGEBITSX

initializeO;

break; /* exit frequency loop */

PCT/US96/10257
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doInverseFFI‘(amplitude_sample__buffer,power_frequency_buffer,
W1NDOW_SIZE);

outputSamples(amplitude_sample_buffer);

window_offset++;

if(window_ofi‘set == WINDOW_RESET){

window_offset = 0;

}whiie(true);

The encode() procedure processes an input sample stream using the specified frequency and window masks as
well as a pre-fon‘natted message to encode.

encodeo processes the sample stream in windows ofWINDOWVSIZE samples, contiguously distributed in the
sample stream, so it advances WINDOW_SIZE samples at a time.

For each sample window, encoch first compute the FFT of the window, yielding its Power Spectrum Estimation.

For each of these window PSEs, encodeo then uses the map() function to determine where in each PSE to encode

the bits of the message, which it reads from the message butter, on ebit at a time. Each time map() returns true,
encodeO consumes another sample from the message.

Afier each window is encoded, encodeO computes the inverse FFT on the PSE to generate a modified sample
window, which is then output as the modified signal. It is important the sample windows NOT overlap in the
sample stream, since this would potentially damage the preceeding encoding windows in the stream.

Once the message is entirely encoded, including its special end of message marker bit stream, encode() resets it

internal variables to begin encoding the message once more in the next window. encodeO proceeds in this manner
until the input sample stream is exhausted.

enum {

Synchronizing,
Locked

}; /‘ decode states */
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unsigned char message_end_butTer[MARKER_BlTS]',

Bit decodeBiKfloat *spectrum_buffer,int freq_offset)
{

/‘ reads the value of the cell in spectrum_buffer, indexed by freq_offset

in a manner that distinguishes each ofthe 2 possible values ofan
encoded bit, 1 or O

'l

/‘ suggested method of testing the Least Significant bit of the cell ‘/

/* alternative method ofchecking the value of the cell versus certain fractional
remainders proposed.

i.e. <= ,5 fractional remainder signifies 0, > .5 fraction remainder

signifies l i
"/

return either 1 or 0 as appropriate
}

Boolean decodeO

{

/" Initialization */

state = Synchronizing

window_offsct = 0;

set frequency mask
set window mask

clear sample buffer

int nextSamples = 1;

int msg__stan_offset = 0;

clear messageAend_bulTer

Bit aBit;

Boolean bitsEqual;

do {

if(state == Synchronizing){

nextSamples = 1;

window_offset = 0;

else

nextSamples = W1NDOW_SIZE;

if(getSamples(amplitude_sample_buffer) == false)
return false;

PCT/US96/10257

DISH-Blue Spike-842

Exhibit 1004, Page 1471



DISH-Blue Spike-842
Exhibit 1004, Page 1472

WO 96/42151 PCT/US96/10257

36

doFFT(amplitudeflsample_bufl'er,power_frequency_buffer,

WINDOW_SIZE); /‘ 2 ‘/

for (frequency_offset = 0; freq uency_offset < WINDOW_SIZE;
frequency_oiTset-++){

useCell = map(getBit(window_mask,window_offset),

getBi{(frequcncy_mask,frequeney_offset),

window_offset, freq uency_offset);

if(useCeIl == true){

}
else

aBit = decodeBit(power_frequency_bufi‘er, '

freq uency_ofl‘set);

setBit(message__buH‘er,message_bit~offset,aBit);
message_bit_offsct ++;

continue;

if(state == Synchronizing){

else {

}while (true);

bitsEqual =

compareBits(message_start_marker,message_buffer,
message_bit_offsel);

if(!bitsEqual){

mcssageAbiLoffset = O;

misaligned = true;

break; /* exit frequency loop *I
}

else if (message_bit_offsc == MARKER_BITS)
state == Locked;

/‘I locked onto encoded stream */

shift aBit into right side of message_end¥bufl”er

bitsEqual = compareBits(message_end_bufi‘er,

msg_end_markcr,MARKER_BITS);
iftbitsEqual)

return true;
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The decode() procedure scans an input sample stream using specified window and frequency masks, until it either

decodes a valid message block, storing it in a message buffer, or exhausts the sample stream.

The decode() procedure starts in state Synchronizing, in which it does not know where in the sample stream the

encoding windows are aligned. The procedure advances the sample window through the sample stream one

sample at a time, performing the FFT calculation on each window, and attempting to decode valid message bits

from the window. As it extracts each bit using the map() function, the decode() procdure compares these bits

against the start ofmessage marker. As soon as a mismatch is detected, the decode() procedure knows it is not yet
properly aligned to an encoding window, and immediately ceases decoding bits from the current window and

moves to the next window, offset by 1 sample. The decode() procedure continues in this manner until it matches

successfully the complete bitstream of a start of message marker. At this point the decode() procedure assumes it is

aligned to an encoded message and can then decode bits to the message buffer quicler, advancing the sample

window fully at each iterations. It is now in Locked mode. For each bit it stores in the message buffer when in

Locked mode, the decode() procedure also shifts the same bit value into the least significant bit ofthe

message__end_buffer. After each bit is decoded in Locked mode, the decode() procedure checks compares the

messagc_end_buffer with the msg_end_marker in a bit by bit manner. When a complete match is found, decode()

is finished and retums true. If the sample stream is exhausted before this occurs, decode() returns false. IfdecodeO

returns true, a valid message is stored in the message buffer, including the start and end of message markers.
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Claims

1. A steganographic method comprising the steps of :

using random keys in combination with steganography to encode additional

information into digitized samples such that a signal generated from the modified

5 sample stream is not significantly degraded and such that the additional information

cannot be extracted without the keys and such that the signal generated from the

modified sample stream will be degraded by attempts to erase, scramble, or

otherwise obliterate the encoded additional information.

10 2. An apparatus for encoding or decoding a message, represented as

series of data bits into or out of a series of digitized samples, comprising:

a) a sample bufl‘er for holding and accessing and transforming
digitized samples;

b) a digital signal processor capable of performing fast fourier

15 transforms;

c) a memory to contain information representing

1) primary mask,

2) convolutional mask,

3) start to message delimiter,

20 4) a mask calculation buffer,

5) a message buffer,

6) an integer representing a message bit index,

7) a position integer M representing message size,

8) an integer representing an index into said primary
25 mask,

9) an integer representing an index into said convolution

mask,

10) an integer representing the state of a decode process,

11) a table representing a map function;

30 12) a flag indicating a complete message has been

decoded or encoded,
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13) a positive integer S representing a number of samples

to read into said sample bufi‘er, and

14) a flag indicating the size of a message which has been

decoded;

5 d) an input to acquire digital samples;

e) an output to output modified digital samples;

f) an input for inputting the values of (cl) - (c5) and (c1 1) and

(013);

g) an output to output the message stored in (CS) as the result

10 of a decode process and the value of (clO) to an attached digital circuit;

h) at least one data bus to transfer information from

(d) to (a),

(a) to (b),

(b) to (a),

15 (a) to (e),

(f) to (c), and

(c) to (e); and

i) a clock which generates a clock signal to drive (b) and

20 control the operation of the apparatus.

3. A method of encoding information into a sample stream of data, said

method comprising the steps of:

A) generating a mask set to be used for encoding, said set

25 including:

a random or pseudo-random pn'mary mask,

a random or pseudo—random convolution mask,

a random or pseudo-random start of message

delimiter, wherein said mask set can be concatenated and manipulated as a single bit

30 stream;

B) obtaining a message to be encoded;
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C) generating a message bit steam to be encoded such that the

stream includes

1) a start of message delimiter, and

2) an integer representing the number of message

5 bytes to follow the message;

D) loading the message bit stream, a map table, the primary

mask, the convolution mask, and the start of message delimiter into a memory;

E) resetting a primary mask index, a convolution mask and

10 message bit index, and setting the message size integer equal to the total number of

bits in the message bit stream;

F) clearing a message encoded flag;

G) reading a window of samples from a sample input device

and storing them sequentially in a sample buffer;

15 ' H) resetting the primary mask index and looping through the

sample bufi‘er from a first sample to a last sample incrementing the primary mask

index each time a sample is visited, such that for each sample position, a value of

the mapping fiinction is computed, which is either true or false, by using a bit ofthe

primary mask representing a current sample and a bit of the convolution mask

20 indicated by the convolution index to calculate an offset in the map table;

I) obtaining the bit value stored in the map table and encoding

the bit ofthe message indicated by the message bit index into the current sample if

the bit value obtained from the map table is a certain value and incrementing the

message bit index, determining whether the message bit index equals the number of

25 message bits, and if it does re-performing step A), setting the message encoded flag,

and exiting the loop;

J) outputting the modified samples in the sample buffer, and if

the message encoded flag is set jumping back to said step E);

K) incrementing the convolution index, wherein if the

30 convolution index equals the length of the convolution mask in bits then set the

convolution index to 0; and
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L) jumping back to step G).

4. A method of encoding information into a sample stream of data, comprising

the steps of:

5 A) generating a mask set to be used for encoding, including:

a random or pseudo-random primary mask,

a random or pseudo-random convolution mask, and

a random or pseudo-random start of message

delimiter, wherein said mask set can be concatenated and manipulated as a single bit

10 stream;

B) inputting a message to be encoded;

C) generating a message bit stream to be encoded including

a start of message delimiter, and

an integer representing of number of message bytes to

15 follow the message;

D) loading the message bit stream, a map table, and the mask set

into a memory;

E) resetting a primary mask index, a convolution mask and

message bit index, setting the message size index equal to the number ofbits in the

20 message bitstream, and clearing a message encoded flag;

F) reading a window of samples of the inputted message and

storing the samples sequentially in a sample buffer;

G) computing a spectral transform of the samples in the buffer;

H) obtaining the bit value stored in the map table, wherein if the

25 bit value is true, then encoding the bit of the message indicated by the message bit

index into the current sample and incrementing the message bit index, where the

message bit index equals the number of message bits, and then reperfonning step

A), setting the message encoded flag, and exiting the loop;

I) computing the inverse spectral of the spectral values stored

30 in the sample buffer;
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J) outputting the values in the sample buffer, and if the sample

encoded flag is set, then clear the flag and jump back to step E);

K) incrementing the convolution index and when the

convolution index equals the length of the convolution mask in bits resetting the
convolution index; and

L) jumping back to step F).

5. The method of claim 3 wherein the encoding of the message bit into the

sample in step I includes encoding a single bit of the sample to match the message
bit.

6. The method of claim 4 wherein the encoding of the message bit into the

sample in step H includes altering the sample value such that said sample value falls

within a prespecified range ofvalves relative to its original value.

7. A method of decoding information from a sample stream of data,

comprising the steps of:

A) obtaining a mask set including:

(1) a random or pseudo—random primary mask,

(2) a random or pseudo—random convolution mask, and

(3) a random or pseudo~random start of message delimiter;

B) loading a map table, and the mask set into a memory;

C) resetting a primary mask index and convolution mask index

and setting a message size integer equal to O;

D) clearing a message decoded flag;

E) setting a state of the decode process to SYNCHRONIZED;

F) ‘ checking the state of the decode process and if the decode

state is UNSYNCHRONIZED, setting a number of samples to equal 1 and resetting

the convolution index to 0; otherwise, setting the number of samples to equal S
(82 l);

DISH-Blue Spike-842

Exhibit 1004, Page 1478



DISH-Blue Spike-842
Exhibit 1004, Page 1479

W0 96/421 51 PCT/US96/10257

43

G) reading the number of samples specified in step F) into a
sample buffer;

H) resetting the primary mask index, and looping through the

sample buffer from the first sample to the last sample, incrementing the primary
5 mask index each time, and for each sample position, computing the value of a

mapping function to calculate an offset into the map table;

I) obtaining the bit value in the map table, and if the value is true,
decoding the bit of the message indicated by the message bit index, storing the bit

10 index;

J) comparing the decoded bits in the message buffer to the start

of message delimiter, and if the number of bits in the message buffer is less than or

equal to the number of bits in the start of message delimiter and the bits match, then

setting the state of the decode process to SYNCHRONIZED; otherwise setting the
15 state of the decode process to UNSYNCHRONIZED;

K) if the state of the decode process is SYNCHRONIZED and

the number ofbits in the message bufl‘er is greater than or equal to the sum of the

number ofbits of the start of delimiter and the message size, then setting the state
of the decode process to SYNC-AND-SIZE and copying certain bits from the

20 message buffer to a message size integer container;

L) if the state of the decode process is SYNC-AND—SIZE and

the number of bits in the message bufi‘er divided by 8 is greater than or equal to the
message size, then setting the message decoded flag, outputting the message and
the message decoded flag and ending the method;

25 M) incrementing the convolution index, and if the convolution index

equals the number of bits in the convolution mask resetting the convolution index;
and

N) jumping to step F).

30 8. A method of decoding information from sampled data, comprising the steps
of:
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A) Obtaining a mask set including

(1) a random or pseudo-random primary mask,

(2) a random or pseudo-random convolution mask, and

(3) a random or pseudo-random start of message

5 delimiter;

B) loading a map table, and the mask set into a memory;

C) resetting a primary mask index and convolution mask index

and setting a message size integer equal to 0;

D) clearing a message decoded flag;

10 E) setting a state of the decode process to SYNCHRONIZED;

F) checking the state of the decode process and if the decode

state is UNSYNCHRONIZED, setting a number of samples to equal 1 and resetting

the convolution index to 0; otherwise, setting the number of samples to equal S

(S>l);

15 G) reading the number of samples specified in step F) into a

sample buffer;

H) computing a spectral transform of the samples stored in the

sample buffer;

1) resetting the primary mask index and looping through the

20 sample buffer from the first sample to the last sample, incrementing the primary

mask index each time, and for each sample position, computing the value of a

mapping function by using the bit of the primary mask corresponding to the primary

mask index and the bit of the convolution masks indicated by the convolution phase

to calculate an ofi'set into the map table representing the mapping function;

25 J) obtaining a bit value stored in the map, and if the value is

true, decoding the bit of the message indicated by the message bit index from the

current sample, storing the bit into the message buffer at the message bit index, and

incrementing the message bit index;

K) comparing the decoded bits in the message buffer to the start

30 of message delimiter, and if the number of bits in the message butter is less than or

equal to the number ofbits in the start of message delimiter and the bits match, then
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setting the state of the decode process to SYNCHRONIZED; otherwise, setting the

state ofthe decode process UNSYNCHRONIZED;

L) if the state of the decode process is SYNCHRONIZED, and

the number ofbits in the message buffer is greater than or equal to the sum ofthe

5 number ofbits of the start of delimiter and the message size, then setting the state

of the decode process to SYNC-AND-SIZE and copying certain bits from the
message buffer to a message size integer container;

M) if the state of the decode process is SYNC-AND-SIZE and

the number ofbits in the message bufl'er divided by 8 is greater. than or equal to the

10 message size, then setting the message decoded flag, outputting the message and

the message decoded flag and ending the method;

N) incrementing the convolution index, wherein if the

convolution index equals the number of bits in the convolution mask, then resetting
the convolution index; and

15 O) jumping to step F).

9. The method of claim 7 wherein the decoding of the message bit from the

sample in step I includes reading a single bit of the sample.

20 10. The method of claim 7 wherein the decoding of the message bit from the

sample in step I includes mapping a range of sample values onto a particular

message bit value.

11. The method of claim 4 wherein the map table is defined such that any index

25 of the map table directs the process to encode information.

12. The method of claim 1 wherein the samples are obtained from a sample

stream representing digitized sound or music.
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13. The method of claim 12 wherein the identical encode process is performed

on two sample streams representing channel A and channel B of digitized stereo
sound.

5 14. The method of claim 12 wherein the sample streams represent channel A

and channel B of digitized stereo sound and are interleaved before being input as a

single sample stream and are separated into two channels upon output.

15. The method of claim 1 wherein the samples are obtained from a sample

10 stream representing digitized video.

16. The method of claim 1 wherein the samples are obtained from a sample

stream representing a digitized image.

15 17. The apparatus of claim 2, fiirther comprising a tamper-resistant packaging,

enclosing said apparatus wherein circuitry and information stored therein are

destroyed if said packaging is opened.

18. The method ofclaim 3, further comprising a pre—encoding step which

20 customizes the message to be encoded including: calculating over which windows

in the samples stream a message will be encoded, computing a secure one way hash

filnction of the samples in those windows, and placing the resulting hash values in

the message before the message is encoded;

wherein the hash calculating step includes: calculating the size of the

25 original message plus the size of an added hash value, and pre-processing the

sample stream for the purpose of calculating hash values of each series ofwindows

that will be used to encode the message and creating a modified copy of the

message containing the hash value such that each message containing a hash value

matches each window series uniquely.

30
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19. The method ofvclaim 1, wherein an authority for on line distribution of

content encodes at least one of the following items into a sample stream ;

the title,

the artist,

5 the copyright holder,

the body to which royalties should be paid, and

general terms for publisher distribution.

20. The method of claim 19, wherein the authority combines at least one item

10 with a secure private key signed message from a publisher containing at least one of

the following pieces of information:

the title,

the publisher's identification,

the terms ofdistribution,

15 any consideration paid for the right to distribute the content,

a brief statement of agreement, and

the publisher signs and encrypts the combined message using a public key

cryptosystem and encodes the signed and encrypted message into the sample
stream.

20

2]. The method of claim 20, wherein a publisher obtains the encoded sample

stream and additionally obtains information form the authority and combines this

with a message received from a consumer, which has been signed using a public key

cryptosystem and wherein the signed message contains at least one of the following
25 data

the content title,

consumer identification,

the terms of distribution,

the consideration paid for the content,

30 a brief statement of agreement, and
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the publisher uses a public key cryptosystem to sign the combined information and

finally encodes the signed information.

22. The method of claim 1, wherein the sample stream is obtained from at least

5 one audio track contained within a digitized movie, video game software, or other
software.

23. The method of claim 1, wherein the sample stream is obtained from at least

one digitized movie or still image contained within a video game or other sofiware.
1 0

24. The method of claim 1, wherein encoded information is contained in the

differences or relationship between samples or groups of samples.

25. The method of claim 4, wherein the encoding of the message bit into the

15 sample in step H includes encoding a single bit of the sample to match the message
bit.

26. The method of claim 3, wherein the encoding of the message bit into the

sample in step I includes altering the sample value such that said sample value falls

20 within a prespecified range ofvalves relative to its original value.

27. The method of claim 8, wherein the decoding of the message bit in step J

includes reading a single bit of the sample.

25 28. The method of claim 8, wherein the decoding of the message bit in step I

includes mapping a range of supply values onto a particular message bit value.

29. The method of claim 3, wherein the map table is defined such that any index

of the map table directs the process to encode information.

30
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30. The method of claim 7, wherein the map table is defined such that any index

of the map table directs the process to encode information.

31. The method of claim 8, wherein the map table is defined such that any index

5 ofthe map table directs the process to encode information

32. The method of claim 4, fiarther comprising a pre-encoding step which

customizes the message to be encoded including: calculating over which windows

in the samples stream a message will be encoded, computing a. secure one way hash

10 fimction of the samples in those windows, and placing the resulting hash values in

the message before the message is encoded;

wherein the hash calculating step includes: calculating the size of the

original message plus the size of an added hash value, and pre~processing the

sample stream for the purpose of calculating hash values of each series ofwindows

15 that will be used to encode the message and creating a modified copy of the

message containing the hash value such that each message containing a hash value

matches each window series uniquely--

20
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Description

Definitions

[0001] Several terms of art appear frequently in the following. For ease of reference they are defined here as follows:
[0002] "Content" refers to multimedia content. This term encompasses the various types of information to be processed
in a multimedia entertainment system. Content specifically refers to digitzed audio, video or still images in the context
of this discussion. This information may be contained within files on a multimedia computer system, the files having a
particular formatspecific to the modality of the content (sound, images, moving pictures) orthe type of systems, computer
or othenNise, used to process the content.
[0003] "Digitized" refers to content composed of discrete digital samples of an otherwise analog media, which approx-
imate that media inside a computer or other digital device. For instance, the sound of music occurs naturally, and is
experienced by humans as an analog (continuous) sound wave. The sound can be digitized into a stream of discrete
samples, or numbers, each of which represents an approximate value of the amplitude of the real analog wave at a
particular instant in time. These samples can be stored in files in a computer and then used to recreate the original sound
wave to a high degree of accuracy.
In general, content entering a digital system is digitized by Analog to Digital converters (A/D) and analog media are
recreated by the digital system using a Digital to Analog (D/A) converter. In the context of this discussion content is
always digitized content.
[0004] "Cryptography" is a field covering numerous techniques for scrambling information conveying messages so
that when the message is conveyed between the sender and receiver an unintended party who intercepts this message
cannot read it, or extract useful information from it.

[0005] A "Public Key Cryptosystem" is a particular cryptographic system where all parties possess pairs of Keys for
encryption and decryption. Parties to this type of system freely distribute their public Keys, which other may use to encrypt
messages to the owner of the public key. Such messages are decrypted by the receiver with the private key. Private
keys are never distributed. A message encrypted with a public key can only be decrypted with the corresponding private
key, and vice versa. A message encrypted with a private key is said to have been signed by the owner of that key.
Anyone in possession of the public key may decrypt the message and know that it was encrypted, and thus signed, by
the owner of the public key, since only they possess the corresponding private key.
[0006] "Steganography" is a field distinguished from cryptography, but associated with it, that covers numerous meth—
ods for hiding an informational message within some other medium, perhaps another unrelated message. in such a
manner that an unintended party who intercepts the medium carrying the hidden message does not know it contains
this hidden message and therefore does not obtain the information in the hidden message. In otherwords, steganography
seeks to hide messages in plain view.

Background of the Invention

[0007] In the current environment of computer networks and the proliferation of digital or digitized multimedia content
which may be distributed over such networks, a key issue is copyright protection. Copyright protection is the ability to
prevent or deter the proliferation of unauthorized copies of copyrighted works. It provides a reasonable guarantee that
the author of a copyrighted work will be paid for each copy of that work.
[0008] A fundamental problem in the digital world, as opposed to the world of physical media, is that a unlimited number
of perfect copies may be made from any piece of digital or digitized content. A perfect copy means that if the original is
comprised of a given stream of numbers, then the copy matches the original, exactly, for each number in the stream.
Thus, there is no degradation of the original signal during the copy operation. In an analog copy, random noise is always
introduced, degrading the copied signal.
[0009] The act of making unlicensed copies of some content, digital or analog, whether audio, video, software or other,
is generally known as piracy. Piracy has been committed for the purpose of either profit from the sale of such unlicensed
copies, or to procure for the "pirate” a copy of the content for personal use without having paid for it.
[0010] The problem of piracy has been made much worse for any type of content by the digitization of content. Once
content enters the digital domain, an unlimited number of copies may be made without any degradation, if a pirate finds
a way to break whatever protection scheme was established to guard against such abuses, if any. In the analog world,
there is generally a degradation in the content (signal) with each successive copy, imposing a sort of natural limit on
volume of piracy.
[0011] To date. three general types of schemes have been implemented in an attempt to protect copyrights.

1) Encryption
2) Copy Protection
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3) Content Extensions

[0012] Copy Protection and Content Extensions generally apply in the digital world only, while a scheme related to
Encryption, commonly known as scrambling, my be applied to an analog signal. This is typical in analog cable systems.
[0013] Encryption scrambles the content. Before the content is made ready for delivery, whether on floppy disk, or
over a network, it must be encrypted, or scrambled. Once the content has been encrypted, it cannot be used until it is
decrypted, or unscrambled. Encrypted audio data might sound like incomprehensible screeching, while an encrypted
picture or video might appear as random patterns on a screen. The principle of encryption is that you are free to make
as many copies as you want, but you can’t read anything that makes sense until you use a special key to decrypt, and
you can only obtain the key by paying for the content.
[0014] Encryption has two problems, however. 1) Pirates have historically found ways to crack encryption, in effect,
obtaining the key without having paid for it; and 2) Once a single legitimate copy of some content has been decrypted,
a pirate is now free to make unlimited copies of the decrypted copy. In effect, in order to sell an unlimited quantity of an
encrypted piece of software, the pirate could simply buy one copy, which they are entitled to decrypt.
[0015] Copy Protection includes various methods by which a software engineer can write the software in a clever
manner to determine if it has been copied, and if so to deactivate itself Also included are undocumented changes to the
storage format of the content. Copy protection was generally abandoned by the software industry, since pirates were
generally just as clever as the software engineers and figured out ways to modify their software and deactivate the
protection. The cost of developing such protection was notjustified considering the level of piracy which occurred despite
the copy protection.
[0016] Content Extension refers to any system which attaches some extra information to the original content which
indicates whether or not a copy may be made. A software or hardware system must be specifically built around this
scheme to recognize the additional information and interpret it in an appropriate manner. An example of such a system
is the Serial Copyright Management System embedded in Digital Audio Tape (DAT) hardware. Under this system,
additional information is stored on the disc immediately preceding each track of audio content which indicates whether
or not it can be copied. The hardware reads this information and uses it accordingly.
[0017] A fundamental problem with Encryption and Content Extension is the "rogue engineer”. An employee who
helped design such a system or an individual with the knowledge and means to analyze such a system can modify it to
ignore the copyright information altogether, and make unlicensed copies of the content. Cable piracy is quite common,
aided by illicit decoder devices built by those who understand the technical details of the cable encryption system.
Although the cable systems in question were actually based on analog RF signals, the same principle applies to digital
systems.
[0018] The practical considerations of weak encryption schemes and rogue engineers have served to limit the faith
which may be put in such copyright protection schemes. The invention disclosed herein serves to address these problems
with conventional systems for digital distribution. It provides a way to enforce copyright online. The invention draws on
techniques from two fields, cryptography, the art of scrambling messages so that only the intended recipient may read
them, and steganography, a term applied to various techniques for obscuring messages so that only the intended parties
to a message even know that a message has been sent, thus it is termed herein as a stega—cipher. The stega—cipher is
so named because it uses the steganographic technique of hiding a message in multimedia content, in combination with
multiple keys, a concept originating in cryptography. However, instead of using the keys to encrypt the content, the
stega-cipher uses these keys to locate the hidden message within the content. The message itself is encrypted which
serves to further protect the message, verify the validity of the message, and redistribute the information in a random
manner so that anyone attempting to locate the message without the keys cannot rely on pre-supposed knowledge of
the message contents as a help in locating it.
[0019] EP—A—0581317 discloses a method and system for embedding signatures within visual images in both digital
representation and print or film, wherein a signature is inseparably embedded within the visual image, signature points
being selected from among the pixels of an original image, wherein the pixel values ofthe signature points and surrounding
pixels are adjusted by an amount detectable by a digital scanner.
[0020] Bender W. et al describe in Proceedings of the SPIE, SPIE, Bellingham, VA, US, Vol. 2420, 9 February 1995,
pages 164 to 173 techniques for data hiding.

Summary of the Invention

[0021] The invention disclosed herein combines two techniques, steganography — obscuring information that is oth—
erwise in plain sight, and cryptography — scrambling information that must be sent over unsecured means, in a manner
such that only the intended recipient may successfully unscramble it. The net effect of this system is to specifically
watermark a piece of content so that if it is copied, it is possible to determine who owned the original from which the
copies were made, and hence determine responsibility for the copies. It is also a feature of the system to uniquely identify
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the content to which it is applied.
[0022] For a comprehensive discussion of cryptography, its theory, applications and specific algorithms, see APPLIED
CRYPTOGRAPHY, by Bruce Schneier, which is herein incorporated by reference at pages 66—68, 387—392.
[0023] Steganography is discussed briefly in THE CODE BREAKERS by David Kahn, which is herein incorporated
by reference at pages xiii, 81—83,522—526, and 873. An example application, Stego by Romana Machado, is also available
for the Apple Macintosh. Stego can be found at the internet uniform resource locator "ftp://sumex—aim.stanford.edu/info—
mac/cmp/stego10a2.hqx". This application demonstrates a simple steganographic technique to encode a text message
into a graphical image without significantly distorting the image.
[0024] The invention improves upon the prior art by providing a manner for protecting copyright in the digital domain,
which neither steganography or cryptography does. It improves specifically on steganography by making use of special
keys which dictate exactly where within a larger chunk of content a message is to be hidden, and makes the task of
extracting such a message without the proper key the equivalent of looking for a needle in a haystack.
[0025] The information encoded by the Stega—Cipher process serves as awatermark which identifies individual copies
of content legally licensed to specific parties. It is integral with the content. It cannot be removed by omission in a
transmission. It does not add any overhead to signal transmission or storage. It does allow the content to be stored to
and used with traditional offline analog and digital media, without modification or significant signal degradation. These
aspects of the stega-cipher all represent improvements to the art. That is, its forces would - be pirates to damage the
content in order to guarantee the disabling of the watermark.
[0026] The invention described herein is used for protecting and enforcing copyrights in the digital or on-line domain,
where there are no physical limitations on copying copyrighted content.
[0027] "he invention uniquely identifies every copy of multimedia content made using the invention, composed of
digitized samples whether compressed or uncompressed, including but not limited to still digital images, digital audio,
and digital video.
[0028] "he invention is for use in meterware or pay-by-use systems where an online user incurs a charge each time
they access a particular piece of content, or uses a software title.
[0029] The invention is for use as a general improvement to cryptographic techniques to increase the complexity of
cryptanalysis on a given cipher.
[0030] It is considered that the method and steps of the present invention will be modified to account for the effects
of loss compression schemes on the samples and particularly includes modification to handle MPEG compressed audio
and video.

[0031] It is considered that statistical data spreading and recovery techniques, errorcoding or spread spectrum process—
ing techniques might be applied in the invention to handle the effects of loss compression, or counter the effects of a
randomization attack.

[0032] It is considered that the apparatus described might be further specialized and optimized in hardware by replacing
general purpose data buses and CPU or DSP driven operations with hardwired circuitry, incorporated in one or more
special purpose le.
[0033] It is considered that the apparatus will be modeled and implemented in software on general purpose computer
platforms.
[0034] It is considered that stega—cipher hardware could be embedded in a consumer electronics device and used to
not only identify content and copyright, but to enable use of that content.

 

Detailed Description

I. Digital Copyright Stega—Cipher Protocol and the Decode/Encode Program

[0035] The purpose of the program described here is to watermark digital multimedia content for distribution to con—
sumers through online services in such a way as to meet the following criteria Given a unique piece of multimedia
content, composed of digitized samples. it is desirable to:

1) Uniquely identify this particular piece of content from others in a manner which is secure and undeniable (e.g. to
know whether a digital audio recording is ”My Way" by Frank Sinatra, or "StainNay to Heaven", by Led Zeppelin),
and in a manner such that this identification can be performed automatically by an electronic device or mechanism.

2) Uniquely identify the copyright owner of the content, and the terms under which it may be distributed in general,
in a manner which is secure and undeniable.

3) At such time as is necessary, additionally, uniquely identify in a secure and undeniable manner the licensed
publisher who received a particular copy of the content, and the terms under which they may redistribute or resell it.
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4) At such time as is necessary, additionally, uniquely identify in a secure and undeniable manner, the licensed
subscriber who received a particular copy of the content from the publisher described in item 3.

[0036] The program described in more detail below combines the techniques of cryptography and steganography to
hide a securely encrypted digital copyright certificate which contains information satisfying the criteria listed above, in
such a manner as to be integral with the content, like a watermark on paper. so that possession of the content dictates
possession of the watermark information. In addition, the watermark cannot be "found" or successfully decoded, without
possession of the correct "masks" or keys, available only to those legitimately authorized, namely, those parties to a
commercial transaction involving the sale of a copy of the content. Finally, the ability to distribute such watermarked
content in a system which implements the watermark scheme is denied without a successfully decoded watermark.
Because well known and tested cryptographic techniques are used to protect the certificate itself, these certificates are
virtually impossible to forge. Finally, the watermark cannot be erased without significantly damaging the content.
[0037] The basic program represents a key part of the invention itself. This program is then used as the method by
which copyright information is to be associated in an integral manner with the content. This is a concept absent from
copy protection, encryption and content extension schemes. The copyright information itself can be made undeniable
and unforgeable using cryptographic techniques, so.that through it an audittrail of ownership my be established for each
copy of a given piece of content, thus customizing each copy to a particular owner, in a way that can be used to identify
the owner.

[0038] The value of the stega-cipher is that it provides a way to watermark the content in a way that changes it slightly,
but does not impact human perception significantly. And, furthermore, that it is made difficult to defeat since one must
know exactly where the information resides to extract it for analysis and use in forgery attempts, or to remove it without
overly degrading the signal And, to try to forge copyright information one must first be able to analyze the encrypted
copyright information, and in order to do that, one must be able to find it, which requires masks.

ll. Example Embodiment of General Processing

[0039] Digital audio data is represented by a series of samples in l dimension,

;{s,, 3,, 5,... S“)

[0040] This series is also referred to as a sample stream. The sample stream approximates an analog waveform of
sound amplitude over time. Each sample represents an estimate of the wave amplitude at the instant of time the sample
is recorded. For monaural audio, there is one such sample stream. Stereo audio is comprised of two sample streams,
one representing the right channel, and the other representing the left. Each stream is used to drive a corresponding
speaker to reproduce the stereo sound.
[0041] What is referred to as CD quality audio is characterized by 16 bit (2 byte) stereo samples, recorded at 44.1
Khz, or 44,100 samples per second in each channel. The dynamic range of sound reproduction is directly proportional
to the number of bits per sample. Some lower quality recordings are done at 8 bits. A CD audio recording can be stored
using any scheme for containing the 2 sample streams in their entirety. When these streams are played back at the
same frequency they were recorded at, the sound recorded is reproduced to a high degree of accuracy.
[0042] The sample stream is processed in order from first sample to last. For the purpose of the invention disclosed,
the stream is separated into sample windows, each ofwhich has a fixed number of consecutive samples from the stream,
and where windows do not overlap in the sample stream. Windows may be contiguous in the sample stream. In this
discussion assume each window contains 128 samples, and that windows are contiguous. So, the windows within the
stream look like

{[81, $2: SS'HSIZS]! [Sl29’3130’sl3l"'SZSGL”'[Sn~128-"Sn] }

where [...] denotes each window and any odd samples at the end of the stream which do not completely fill a window
can be ignored, and simply passed through the system unmodified.
[0043] These windows will be used as input for the discrete Fast Fourier Transform (and its inverse) operation.
[0044] Briefly, Fourier Transform methods are based on the principle that acomplex waveform, expressed as amplitude
over time and represented by a sample stream, is really the sum of a number of simple waveforms, each of which
oscillate at different frequencies.
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[0045] By complex, it is meant that the value of the next sample is not easily predicted from the values of the last N
samples or the time of the sample. By simple it is meant that the value of the sample is easily predictable from the values
of the last N samples and/or the time of the sample.
[0046] The sum of multiple simple waves is equivalent to the complex wave. The discrete FFT and its inverse simply
translate a limited amount of data from one side of this equivalence to the other, between the complex waveform and
the sum of simple waves. The discrete FFT can be used to translate a series of samples representing amplitude over
time (the complex wave, representing a digital audio recording) into the same number of samples representing total
spectral energy in a given range of frequencies (the simple wave components) at a particular instant of time. This instant
is the time in the middle of the original amplitude/time samples. The inverse discrete FFT translates the data in the other
direction, producing the complex waveform, from its simpler parts.
[0047] Each 128 sample window will be used as an input to the discrete FFT, resulting in 128 bins representing each
of 128 frequency bands, ranging from OHz to 22Khz (the Nyquist frequency, or 1/2 the sampling rate).
[0048] Information can be encoded into the audio signal in the frequency domain or in the time domain. In the latter
case, no FFT or inverse FFT is necessary. However, encoding in the frequency domain is recommended, since its effects
are scattered over the resultant time domain samples, and not easily predicted. In addition, frequency domain encoding
makes it more likely that randomization will result in noticeable artifacts in the resultant signal, and therefore makes the
stega-cipher more defensible against such attacks. It is in the frequency domain that additional information will be
encoded into the audio signal for the purpose of this discussion. Each frequency band in a given time slice can potentially
be used to store a small portion of some additional information to be added to the signal. Since these are discrete
estimates, there is some room for error which will not significantly effect the perceived quality of the signal, reproduced
after modification, by the inverse FFT operation. In effect, intentional changes, which cannot be distinguished from
random variations are introduced in the frequency domain, for the purpose of storing additional information in the sample
stream. These changes are minimized so as not to adversely affect the perceived quality of the reproduced audio signal,
after it has been encoded with additional information in the manner described below. In addition, the location of each of

these changes is made virtually impossible to predict, an innovation which distinguishes this scheme from simple steg-
anographic techniques.
[0049] Note that this process differs from the Nagata, etal. patents, 4,979,210 and 5,073,925, which encode information
by modulating an audio signal in amplitude/time domain. It also differs in that the modulations introduced in the Nagata
process (which are at very low amplitude and frequency relative to the carrier wave as to remain inaudible) carry only
copy/ don't copy information, which is easily found and circumvented by one skilled in the art. Also, there is no limitation
in the stega—cipher process as to what type of information can be encoded into the signal, and there is more information
storage capacity, since the encoding process is not bound by any particular frequency of modulation but rather by the
number of samples available. The granularity of encoding in the stega-cipher is determined by the sample window size,
with potentially 1 bit of space per sample or 128 bits per window (a secure implementation will halve this to 64 bits). In
Nagata, et al. the granularity of encoding is fixed by the amplitude and frequency modulation limits required to maintain
inaudibility. These limits are relatively low, and therefore make it impractical to encode more than simple copy/ don’t
copy information using the Nagata process.

Ill. Example Embodiment of Encoding and Decoding

[0050] A modification to standard steganographic technique is applied in the frequency domain described above, in
order to encode additional information into the audio signal.
[0051] In a scheme adapted from cryptographic techniques, 2 keys are used in the actual encode and decode process.
For the purposes of this invention the keys are referred to as masks. One mask, the primary, is applied to the frequency
axis of FFT results, the other mask is applied to the time axis (this will be called the convolution mask). The number of
bits comprising the primary mask are equal to the sample window size in samples (or the number of frequency bands
computed by the FFT process), 128 in this discussion. The number of bits in the convolution mask are entirely arbitrary.
This implementation will assume a time mask of 1024 bits. Generally the larger the key, the more difficult it is to guess.
[0052] Prior to encoding, the primary and convolution masks described above are generated by a cryptographically
secure random generation process. It is possible to use a block cipher like DES in combination with a sufficiently pseudo-
random seed value to emulate a cryptographically secure random bit generator. These keys will be saved along with
information matching them to the sample stream in question in a database for use in decoding, should that step become
necessary.

[0053] Prior to encoding, some additional information to be encoded into the signal is prepared and made available
to the encoder, in a bit addressable manner (so that it may be read one bit at a time). If the size of the sample stream
is known and the efficiency characteristics of the stega—cipher implementation are taken into account, a known limit may
be imposed on the amount of this additional information.
[0054] The encoder captures one sample window at a time from the sample stream, in sequential, contiguous order.
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The encodertracks the sequential number of each window it acquires. The firstwindow is 0. When the number ofwindows
processed reaches the number of bits in the window mask, minus one, the next value ofthe window counter will be reset
to O.

[0055] This counter is the convolution index or phase. In the current implementation it is used as a simple index into
the convolution bitmask. In anticipated developments it will be used to perform convolution operations on the convolution
mask to determine which bit to use. For instance the mask might by rotated by a number corresponding to the phase,
in bits to the left and XORed with the primary mask to produce a new mask, which is then indexed by the phase. There
are many possibilities for convolution.
[0056] The encoder computes the discrete FFT of the sample window.
[0057] Starting with the lowest frequency band, the encoder proceeds through each band to the highest, visiting each
of the 128 frequency bands in order. At each band value, the encoder takes the bit of the primary mask corresponding
to the frequency band in question, the bit of the convolution mask corresponding to the window in question, and passes
these values into a boolean function. This function is designed so that it has a near perfectly random output distribution.
It will return true for approximately 50% of its input permutations, and false for the other 50%. The value returned for a
given set of inputs is fixed, however, so that it will always return the same value given the same set of inputs.
[0058] If the function returns true, the current frequency band in the current window is used in the encoding process,
and represents a valid piece of the additional information encoded in the signal. If the function returns false, this cell, as
the frequency band in a given window is called, is ignored in the process. In this manner it is made extremely difficult to
extract the encoded information from the signal without the use of the exact masks used in the encoding process. This
is one place in which the stega—cipher process departs from traditional steganographic implementations, which offer a
trivial decode opportunity if one knows the information is present. While this increases the information storage capacity
of the carrier signal, it makes decoding trivial, and further degrades the signal. Note that it is possible and desirable to
modify the boolean cell flag function so that it returns true < 50% of the time. In general, the fewer cells actually used in
the encode, the more difficult they will be to find and the less degradation of content will be caused, provided the function
is designed correctly. There is an obvious tradeoff in storage capacity for this increased security and quality.
[0059] The encoder proceeds in this manner until a complete copy of the additional information has been encoded in
the carrier signal. ltwill be desirable to have the encoder encode multiple copies ofthe additional information continuously
over the duration of the carrier signal, so that a complete instance of this information may be recovered from a smaller
segment of a larger signal which has been split into discontinuous pieces or otherwise edited. It is therefore desirable
to minimize the size of the information to be encoded using both compact design and pre—encoding compression, thus
maximizing redundant encoding, and recoverability from smaller segments. In a practical implementation of this system
it is likely the information will be first compressed by a known method, and then encrypted using public-key techniques,
before being encoded into the carrier signal.
[0060] The encoder will also prepare the package of additional information so that it contains an easily recognizable
start of message delimeter, which can be unique to each encoding and stored along with the keys, to serve as a
synchronization signal to a decoder. The detection of this delimeter in a decoding window signifies that the decoder can
be reasonably sure it is aligned to the sample stream correctly and can proceed in a methodic window by window manner.
These delimeters will require a number of bits which minimizes the probability that this bit sequence is not reproduced
in a random occurrence, causing an accidental misalignment of the decoder. A minimum of 256 bits is recommended.
In the current implementation 1024 bits representing a start of message delimeter are used. If each sample is random,
then each bit has a 50% probably of matching the delimeter and the conditional probability of a random match would
be 1/21024. In practice, the samples are probably somewhat less than random, increasing the probability of a match
somewhat.

[0061] The decode process uses the same masks in the same manner, only in this case the information is extracted
one bit at a time from the carrier signal.
[0062] The decoder is assumed to have access to the proper masks used to encode the information originally. These
masks might be present in a database, which can be indexed by a value, or values computed from the original content,
in a manner insensitive to the modifications to the content caused by the stega—cipher process. So, given an arbitrary
piece of content, a decoder might first process the content to generate certain key values, and then retrieve the decode
masks associated with the matching key values from the database. In the case where multiple matches occur, or none
are found, it is conceivable that all mask sets in the database could be tried sequentially until a valid decode is achieved,
or not, indicating no information is present.
[0063] In the application of this process, it is anticipated that encoding operations may be done on a given piece of
content up to 3 times, each adding new information and using new masks, over a sub—segment of the content, and that
decode operations will be done infrequently. It is anticipated that should it become necessary to do a search of a large
number of masks to find a valid decode, that this process can be optimized using a guessing technique based on close
key matching, and that it is not a time critical application, so it will be feasible to test large numbers of potential masks
for validity on a given piece of content, even if such a process takes days or weeks on powerful computers to do a
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comprehensive search of known mask sets.
[0064] The decode process is slightly different in the following respect. Whereas the encoding process can start at
any arbitrary point in the sample stream, the decode process does not know where the encode process began (the exact
offset in samples to the start of the first window). Even though the encode process, by convention, starts with sample
0, there is no guarantee that the sample stream has not been edited since encoding, leaving a partial window at the
start of the sample stream, and thus requiring the decoderto find the first complete window to start the decode. Therefore,
the decode process will start at the first sample, and shift the sample window along by 1 sample, keeping the window
index at 0, until it can find a valid decode delimeter encoded in the window. At this point, the decoder knows it has
synchronized to the encoder, and can then proceed to process contiguous windows in a more expedient manner.
[0065] Example Calculations based on the described implementation for adding copyright certificate information to
CD quality digital audio:
[0066] In a stream of samples, every 128 samples will contain, on average 64 bits of certificate related information.
Digital audio is composed of 16 bit samples, at 44.1 Khz, or 44,1 00 samples per second. Stereo audio provides 2 streams
of information at this rate, left and right, or 88,200 samples per second. That yields approximately 689 contiguous sample
windows (of 128 samples) per second in which to encode information. Assume a song is 4 minutes long, or 240 seconds.
This yields 240 * 689 = 165,360 windows, which on average (50% utilization) contain 64 bits (8 bytes) each of certificate
information. This in turns gives approximately 1291 Kb of information storage space per 4 minute stereo song (1.2 MB).
There is ample room for redundant encoding of information continuously over the length of the content. Encoding 8 bytes
for every 256 bytes represents 3.1% of the signal information. Assuming that a copyright certificate requires at most
approximately 2048 bytes (2K), we can encode the same certificate in 645 distinct locations within the recording, or
approximately every 37/1 OOths of a second.
[0067] Now to account for delimeters and synchronization information. Assuming a sync marker of 1024 bits to avoid
random matches, then we could prefix each 2K certificate block with this 1024 bit marker. It takes 256 windows to store
2K, and under this proposed scheme, the first 16 windows are reserved for the sync marker. A decoder could search
for this marker by progressively matching each of the first 16 windows (64 bits at a time) against the corresponding
portion of the sync marker. The decoder could reset the match advancing through the sample stream, as soon as one
window did not conform to the sync marker, and proceed in this manner until it matches 16 consecutive windows to the
marker, at which point it is synchronized.
[0068] Under this scheme, 240 windows, or 1 .92K remain for storing certificate information, which is not unreasonable.

IV. Possible Problems, Attacks and Subsequent Defenses

A. Randomization

[0069] The attacker simply randomizes the least significant bits of each data point in the transform buffer, obliterating
the synchronization signal and the watermark. While this attack can remove the watermark, in the context in which stega—
cipher is to be used, the problem of piracy is kept to a minimum at least equal to that afforded by traditional media, since
the system will not allow an unwatermarked piece of content to be traded for profit and watermarks cannot be forged
without the proper keys, which are computationally difficult to obtain by brute—force or cryptanalysis. In addition, if the
encoding is managed in such a way as to maximize the level of changes to the sample stream to bejust at the threshold
below human perception, and the scheme is implemented to anticipate randomization attempts, it is possible to force
the randomization level to exceed the level that can be perceived and create destructive artifacts in the signal, in much
the same manner as a VHS cassette can be manufactured at a minimal signal level, so that a single copy results in
unwatchable static.

B. Low Bit-Depth Bitmaps (black & white images)

[0070] These bitmaps would be too sensitive to the steganization process, resulting in unacceptable signal degradation,
and so are not good candidates for the stega-cipher process. The problem may be circumvented by inflating bit-depth,
although this is an inefficient use of space and bandwidth.

C. Non-Integer Transforms

[0071] The FFT is used to generate spectral energy information for a given audio signal. This information is not usually
in integer format. Computers use methods of approximation in these cases to represent the real numbers (whole numbers
plus fractional amounts). Depending on the exact value of the number to be represented slight errors, produced by
rounding off the nearest real number that can be completely specified by the computer occur. This will produce some
randomization in the least significant bit or bits. In other words, the same operation on the same sample window might
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yield slightly different transform values each time. It is possible to circumvent this problem using a modification to the
simple LSB steganographic technique described later. Instead of looking at the LSB, the stega-cipher can use an energy
quantization technique in place of the LSB method. Some variant of rounding the spectral energy values up or down,
with a granularity greater than the rounding error should work, without significantly degrading the output samples.

V. A Method and Protocol For Using the Stega-Cipher

[0072] The apparatus described in the claims below operates on a window by window basis over the sample stream.
It has no knowledge of the nature of the specific message to be encoded. It merely indexes into a bit stream, and encodes
as many of those bits as possible into a given sample window, using a map determined by the given masks.
[0073] The value of encoding information into a single window in the sample stream using such an apparatus may
not be inherently apparentuntil one examines the manner in which such information will be used. The protocol discussed
in this section details how messages which exceed the encoding capacity of a single sample window (128 samples)
may be assembled from smaller pieces encoded in the individual windows and used to defend copyrights in an online
situation.

[0074] An average of 64 bits can be encoded into each window, which equals only 8 bytes. Messages larger than 8
bytes can be encoded by simply dividing the messages up and encoding small portions into a string of consecutive
windows in the sample stream. Since the keys determine exactly how many bits will be encoded per window, and an
element of randomness is desirable, as opposed to perfect predictability, one cannot be certain exactly how many bits
are encoded into each window.

[0075] The start of each message is marked by a special start of message delimeter, which, as discussed above is
1024 bits, or 128 bytes. Therefore, if precisely 8 bytes are encoded per window, the first 16 windows of any useable
message in the system described here are reserved for the start of message delimeter. For the encoder, this scheme
presents little challenge. It simply designates the first sample window in the stream to be window 0, and proceeds to
encode the message delimeter, bit-by-bit into each consecutive window. As soon as it has processed the last bit of the
SOM delimeter it continues by encoding 32 bits representing the size, in bytes of the complete message to follow. Once
the 32nd and final bit of the size is encoded, the message itself is encoded into each consecutive window, one bit at a
time. Some windows may contain more encoded bits then others, as dictated by the masks. As the encoder processes
each window in the content it increments its window counter. It uses this counter to index into the window mask. If the

number of windows required to encode a complete message is greater than the size of this mask, 256 bits in this case,
or 256 windows, then it simply resets the counter after window 255, and so on, until a complete message is encoded.
It can then start over, or start on a new message.
[0076] The decoder has a bigger challenge to face. The decoder is given a set of masks, just like encoder. Unlike the
encoder, the decoder cannot be sure that the first series of 128 samples it receives are the window 0 start of message,
encoded by the decoder. The sample stream originally produced by an encoder may have been edited by clipping its
ends randomly or splicing pieces together. In that case, the particular copy of the message that was clipped is unrecov—
erable. The decoder has the start of message delimeter used to encode the message that the decoder is looking for. In
the initial state, the decoder assumes the first window it gets is window 0. It then decodes the proper number of bits
dictated by the masks it was given. It compares these bits to the corresponding bits of the start of message delimeter.
If they match, the decoder assumes it is still aligned, increments the window counter and continues. If the bits do not
match, the decoder knows it is not aligned. In this case, it shifts one more sample onto the end of the sample buffer,
discarding the first sample, and starts over. The window counter is set to 0. The decoder searches one sample at a time
for an alignment lock. The decoder proceeds in this manner until it has decoded a complete match to the start of message
delimeter or it exhausts the sample stream without decoding a message. If the decoder can match completely the start
of message delimeter bit sequence, it switches into aligned mode. The decoder will now advance through the sample
stream a full window at a time (128 samples). It proceeds until it has the 32 bits specifying the message size. This
generally won’t occupy more than 1 complete window. When the decoder has locked onto the start of message delimeter
and decoded the message size, it can now proceed to decode as many consecutive additional windows as necessary
until it has decoded a complete message. Once it has decoded a complete message, the state of the decoder can be
reset to unsynchronized and the entire process can be repeated starting with the next 128 sample window. In this manner
it is not absolutely necessary that encoding windows be contiguous in the sample stream. The decoder is capable of
handling random intervals between the end of one message and the start of another.
[0077] It is important to note that the circuit for encoding and decoding a sample window does not need to be aware
of the nature of the message, or of any structure beyond the start of message delimeter and message size. It only needs
to consider a single sample window, its own state (whether the decoder is misaligned, synchronizing, or synchronized)
and what bits to encode/decode.

[0078] Given that the stega-cipher apparatus allows for the encoding and decoding of arbitrary messages in this
manner, how can it be used to protect copyrights?
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[0079] The most important aspect of the stega-cipher in this respect is that fact that it makes the message integral
with the content, and difficult to remove. 80 it cannot be eliminated simply by removing certain information prepended
or appended to the sample stream itself. In fact, removing an arbitrary chunk of samples will not generally defeat the
stega—cipher either.
[0080] Given that some information can be thus integrated with the content itself, the question is then how best to
take advantage of this arrangement in order to protect copyrights.
[0081] The following protocol details how the stega—cipher will be exploited to protect copyrights in the digital domain.
[0082] In a transaction involving the transfer of digitized content, there are at least 3 functions involved:
[0083] The Authority is a trusted arbitrator between the two other functions listed below, representing parties who
actually engage in the transferof the content. The Authority maintains a database containing information on the particular
piece of content itself and who the two parties engaged in transferring the content are. The Authority can perform stega-
cipher encoding and decoding on content.
[0084] The Publisher, or online distributor is the entity which is sending the copyrighted content to another party. The
Publisher can perform stega—cipher encoding and decoding on content.
[0085] The Consumer is the person or entity receiving the copyrighted content, generally in exchange for some con-
sideration such as money. The consumer cannot generally perform stega-cipher encoding or decoding on content.
[0086] Each of these parties can participate in a message exchange protocol using well known public-key cryptographic
techniques. For instance, a system licensing RSA public key algorithms might be used for signed and encrypted message
exchange. This means that each party maintains a public key / private key pair, and that the public keys of each party
are freely available to any other party. Generally, the Authority communicates via electronic links directly only to the
Publisher and the Consumer communicates directly only with the publisher.
[0087] Below is an example of howthe protocol operates from thetime a piece ofcontententers an electronic distribution
system to the time it is delivered to a Consumer.
[0088] A copyright holder (an independent artist, music publisher, movie studio, etc.) wishes to retail a particular title
online. For instance, Sire Records Company might wish to distribute the latest single from Seal, one of their musical
artists, online. Sire delivers a master copy of this single, "Prayer for the Dying", to the Authority, Ethical Inc. Ethical
converts the title into a format suitable for electronic distribution. This may involve digitizing an analog recording. The
title has now become content in the context of this online distribution system. The title is not yet available to anyone
except Ethical Inc., and has not yet been encoded with the stega—cipher watermark. Ethical generates a Title Identification
and Authentication (TIA) certificate. The certificate could be in any format. In this example it is a short text file, readable
with a small word—processing program, which contains information identifying

the title
the artist

the copyright holder
the body to which royalties should be paid
general terms for publishers’ distribution
any other information helpful in identifying this content

[0089] Ethical then signs the TIA with its own private key, and encrypts the TIA certificate plus its signature with its
own public key. Thus, the Ethical can decrypt the TIA certificate at a later time and know that it generated the message
and that the contents of the message have not been changed since generation.
[0090] Sire Records, which ultimately controls distribution of the content, communicates to the Ethical a specific online
Publisher that is to have the right of distribution of this content. For instance, Joe’s Online Emporium. The Authority,
Ethical Inc. can transmita short agreement, the Distribution Agreementto the Publisher, Joe’s Online Emporiumwhich lists

the content title

the publisher's identification
the terms of distribution

any consideration paid for the right to distribute the content
a brief statement of agreement with all terms listed above

[0091] The Publisher receives this agreement, and signs it using its private key. Thus, any party with access to the
.Joe’s Online Emporium’s public key could verify that the Joe’s signed the agreement, and that the agreement has not
been changed since Joe's signed it. The Publisher transmits the signed Distribution Agreement to the Authority. Ethical
Inc.

[0092] Ethical Inc. now combines the signed TIA certificate and the Distribution Agreement into a single message,
and signs the entire message using its private key. Ethical has now created a Publisher Identification message to go
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into its own stega-cipher channel in the content. Ethical Inc. now generates new stega-cipher masks and encodes this
message into a copy of the content using a stega-cipher encoder. The Authority saves the masks as a Receipt in a
database, along with information on the details of the transfer, including the title, artist and publisher.
[0093] Ethical then transfers thiswatermarked copy to the Joe’s Online Emporium, the Publisher. Well known encryption
methods could be used to protect the transfer between the Authority and the Publisher. The Authority may now destroy
its copy, which the Publisher has received. The Publisher, Joe’s Online Emporium now assumes responsibility for any
copies made to its version of the content. which is a Publisher Master copy.
[0094] Finally, the Consumer, John Q. Public wishes to purchase a copy of the content from Joe’s Online Emporium.
Joe’s Emporium sends the John Q. Public a short agreement via an electronic communication link, similar to Publisher’s
Distribution Agreement, only this is a Purchase Agreement, which lists

the content title
consumer identification
the terms of distribution

the consideration pas for the content
a brief statement of agreement with the terms above

[0095] John Q. Public signs this agreement with his private key and returns it to the Joe’s Online Emporium. The
Publisher, Joe’s prepares to encode its own stega-cipher watermark onto a copy of the content by generating a set of
masks for the algorithm. Joe's Online Emporium then stores these masks (a receipt) in its own database, indexed by
title and consumer. Joe’s Online Emporium signs the agreement received from John Q. Public with the Emporium‘s own
private key, and forwards it to the Authority, Ethical |nc., along with a copy of the masks. It is important to note that this
communication should be done over a secured channel. The Authority verifies the Publisher and Consumer information
and adds its own signature to the end of the message, approving the transaction, creating a Contract of Sale. The
Authority adds the Publisher’s receipt (mask set) to its database, indexed by the title, the publisher, and the consumer
identification. The Authority signs the Contract of Sale by encrypting itwith their private key. So anyone with the Authority‘s
public key (any Publisher) could decrypt the Contract of Sale and verify it, once it was extracted from the content. The
Publisher then transmits the signed Contract of Sale back to the Publisher, who uses a stega—cipher device to imprint
this Contract as its own watermark over the content. The Publisher then transmits the newly watermarked copy to the
Consumer, who is accepting responsibility for it. The Publisher destroys their version of the consumer’s copy.
[0096] If this procedure is followed for all content distribution within such an online system then it should be possible
for the Authority to identify the owner of a piece of content which appears to be unauthorized. The Authority could simply
try its database of stega-cipher keys to decode the watermark in the content in question. For instance, if a copy of Seal‘s
latest single originally distributed with stega-cipher watermarks showed up on an Internet ftp site the Authority should
be able to extract a TIA Certificate and Distribution Agreement or a Contract of Sale identifying the responsible party. If
a Publisher sold this particular copy to a Consumer, that particular publisher should be able to extract a Contract of Sale,
which places responsibility with the Consumer. This is not a time critical application, so even if it takes days or weeks,
it is still worthwhile.

[0097] In a modification to the protocol discussed above, each Publisher might act as its own Authority. However, in
the context of online services. this could open avenues of fraud committed by the collusion of certain Publishers and
Consumers. Using an Authority, or one of several available Authorities to keep records of Publisher-Consumer trans-
actions and verify their details decreases the likelihood of such events.
[0098] It should also be obvious that a similar watermarking system could be used by an individual entity to watermark
its own contentfor its own purposes. wether online or in physical media. For instance, a CD manufacturercould incorporate
unique stega—cipher watermarks into specific batches of its compact discs to identify the source of a pirate ring, or to
identify unauthorized digital copies made from its discs. This is possible because the stega—cipher encoding works with
the existing formats of digital samples and does not add any new structures to the sample data that cannot be handled
on electronic or mechanical systems which predate the stega-cipher.

VI. Increasing Confidence in the Stega-Cipher

[0099] The addition of a special pre—encoding process can make stega—cipher certificates even more secure and
undeniable. Hash values may be incorporated which match exactly the content containing the watermark to the message
in the watermark itself. This allows us a verification that the watermark decoded was encoded by whomever signed it
into this precise location in this specific content.
[0100] Suppose one wants to use a 256 bit (32 byte) hash value which is calculated with a secure one—way hash
function over each sample in each sample window that will contain the message. The hash starts with a seed value,
and each sample that would be processed by the encoder when encoding the message is incorporated into the hash
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as it is processed. The result is a 256 bit number one can be highly confident is unique, or sufficiently rare to make
intentionally duplicating it with another series of samples difficult.
[0101] It is important that the hash function be insensitive to any changes in the samples induced by the stega—cipher
itself. For instance, one might ignore the least significant bit of each sample when computing the hash function. if the
stega—cipher was implemented using a least significant bit encode mode.
[0102] Based on the size of the non—hash message, one knows the hash—inclusive message requires 32 more bytes
of space. One can now calculate the size of a signed encrypted copy of this message by signing and encrypting exactly
as many random bytes as are in the message, and measuring the size of the output in bytes. One now knows the size
of the message to be encoded. One can pre-process the sample stream as follows.
[0103] Proceed through the stega-cipher encode loop as described in the claims. Instead of encoding, however,
calculate hash values for each window series which will contain the message, as each sample is processed. At the end
of each instance of "encoding" take the resultant hash value and use it to create a unique copy of the message which
includes the hash value particular to the series of sample windows that will be used to encode the message. Sign and
encrypt this copy of the message, and save it for encoding in the same place in the sample stream.
[0104] A memory efficient version of this scheme could keep on hand the un-hashed message, and as it creates each
new copy, back up in the sample stream to the first window in the series and actually encode each message. disposing
of it afterwards.

[0105] The important result is evident on decoding. The decoding party can calculate the same hash used to encode
the message for themselves, but on the encoded samples. If the value calculated by the decoding party does not match
the value contained in the signed message, the decoder is alerted to the fact that this watermark was transplanted from
somewhere else. This is possible only with a hash function which ignores the changes made by the stega—cipher after
the hash in the watermark was generated.
[0106] This scheme makes it impossible to transplant watermarks, even with the keys to the stega-cipher.

Appendix - Psuedo-code

[01 07]

coust lut WINDOWfiRESET : 256;
const int WINDOW SIZE 7 128;
coust lut MARKERiBlTS : 1024;
const int CHUNK BITS 7 2048 * 8;

int window offse:;
int msgib’tioffset;
int frequencyioffse:;
Boo'eeh useCell;

/* 8 b’ts pet bye, i byte pep ebar */
uns;gned cner frequencyimask[WiNUOWileB/Bl;
uns;qned enar windowimask[WINDOWfiRESET/S];
uns;gned cner msgis:ar:7marker[MARKERiBllS/BJ;
uns;qned ener msqiendimarker[MARKERiBlTS/B];
lnth amplitudeisampleibuffe:[WiNDOWileB];
float powerifrequencyibtffer[WINDOWfiSlZE];
uns;gned cner messageibtfferiCHUNKiBlTS/Bi;

void doFFT(lntl6 *ampisampleibuffe:, :loat *powerifreqibiffei, inl size);
void dolnverseFFT(lnt16 *anp sample buffer, float *power freq buffer,in: size);
void initlallzei);
Bit getBit(unsigned Char *buffe:,int bitOffseti;
Booleen may<Bit windowibil, Bit baudibit, int window, int frequency);
Boolean getSamplesilttl6 *amplitude sample buffer,int samples);
\/:> i<l (:rit:<:<l\1 (

void init’nl’zef)
i

/* message to be eneeded is generated */
/* message is prefixed with l024 bit msgistartimerker */
/* message is suffixed witb i074 bit msgiend imfltkfit */
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ining space at end cf message buffer padded With random bi:s */
Windowioffset : 0;

 frequen  cyimass loaded
windowimask loaded
zeroAmp

Booieen qetSa
(

/* Ge
ouf

if(sa

void doFFT(ln

calcula
store r

void doInvers

al u
oru

dO OO

i

/* thi
/* the

/* Wi

/* th
possi
/* fo
/* wi
/* fr
retur

void encodeBi

/* modif

SampleBuffer();

mples(Intl6 *buffer,int samples)

t samples number of samples and shift them tontiquously in:c the sample
fer from right to left*/
mples < samples available)

return false;

return true;

tl6 *sample buffer, float *spectrum buffer, int size)

te FFT on sample buffer, for size samples
esult in spectrum huffcr

eFFT<lnt16 *sampleibuffer,float *spectrumibuffer,int size)

l te i erse hrf on spectrumibuf’er
1lt in sampoihuffor

0
OW

signed char *buffer in bitoffset)

is value rf 'd bit in specified buffer
0

e

C or 1, e Boolean (true/false) vaiJes for bit set of hit off

it windowibi:.Bit bandibit,int window, int frequency

s is the function that makes the informatiot difficult :0 find */
inputs windowibit and bandibit depend only on the mask values

used for encoding the information, they are l) ranoom, 2) secret */
noow and frequency values are used add time and frequency band dependent

complexity to this function */
is function is equivalent to a Boolean trutn table with window* frequency 4
ole input combinations and 2 possible output*/
r any input combination, the output is either true or false */
noow ranges from O to WINDOWfiRESET 7; */
equency ranges from O to WINDOW SIZE 71 */
W calcula ed iruih Value

t(floa: *spectrur buffer,int freq offset,Bit tneBit)

ies the value of the cell in spectrumibuffer, indexed by freqicffset
in a manner that distinguishes each of too P possible values of thoRit,

c of setting the Least Significant bit of :he cell :: thebit */
rhod of roundinq the value of tne ceil upward or downward to

cer: in frac: onal values proposed
i e <: 5 fractional remainder signifies O, > .5 fraction remainder

signifies l

13

DISH-Blue Spike-842

Exhibit 1004, Page 1498



DISH-Blue Spike-842
Exhibit 1004, Page 1499

10

15

20

25

30

35

40

45

50

55

EP 0 872 073 B1

init;al;ze();

do {
if(getSampLeslampLitudeisampLeibuffer) ,, f m l m (D

return

doTFT(ampli:tdeisampLe buffer,powerifrequencyibuffer,WINDOWfiSIZE);

for (frequencyioffse: : O; frequencyioffset < W:NDowiSIZE;
£requency70££seL++)l

useCeLl : map(geLBiL(windowimask,windowioffseL),
getEit(frequency mask,frequencyioffset),
windowio:£seL, frequencyioffseL);

lr(lJHICCll :: lflfll) {
encodeBit(power frequency buffer,freq1ency offset,

gntRit(mnssagn7bnffnr,msgfibitioffsct));
messageibitioffset ++;
iffmsgibitioffsnt :: MESSACFQTES):

initialize();
break; /* exit frequency loop */

doInVerseFFT(amplitudeisampleibuffer,powerifrequencyibjffer,
WLkDOWisiZE);

outputSamplesiamp:itudeisampleibuffer);

w;ndowioftset++;
if(w;ndowioffset:WINDOW7RESET)l

windowiotfset * 0;

)wni;e(trte);

[0108] The encode() procedure processes an input sample stream using the specified frequency and window masks
as well as a pre-formatted message to encode.
[0109] encode() processes the sample stream in windows of WINDOWiSIZE samples, contiguously distributed in the
sample stream, so it advances WINDOWiSIZE samples at a time.
[0110] For each sample window, encode() firstcompute the FFTof the window, yielding its Power Spectrum Estimation.
For each of these window PSEs, encode() then uses the map() function to determine where in each PSE to encode the
bits of the message. which it reads from the message buffer, on ebit at a time. Each time map() returns true, encode()
consumes another sample from the message.
[0111] After each window is encoded, encode() computes the inverse FFT on the PSE to generate a modified sample
window, which is then output as the modified signal. It is important the sample windows NOT overlap in the sample
stream, since this would potentially damage the proceeding encoding windows in the stream.
[0112] Once the message is entirely encoded, including its special end of message marker bit stream, encode() resets
it internal variables to begin encoding the message once more in the next window, encode() proceeds in this manner
until the input sample stream is exhausted.

enum {
Synchronizing,
Locked
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unaiqned cnar messaqeiendihuffer[MARKERiBITS];

Bit decode3it<float
(

remainders p

Boolean
(

/¢<

*/
/‘k

*/

reads

3

in a

a:
spectrumibuffer,int freqioffset)

the value of the cell in spectrumiouffer, indexed by freqi
manner that distinguishe“ each of the 2 possible values of an

encoded bi:, l or O

ugtL4

osed.
l.e.

s:ed me:hod of testing the Least

<:

 

.b lractlcnal remainder signifies U, > .5 fraction
signifies 1

return ei:her l or O as appropriate

decode()

/* Tn
state

windowioffsCi

Lialixdliwr */
7 Synchronizing

C;
set frequency mask
set W’160w mask
clear

int nextSamplcs
int msgfs:ar:7
clear messaqc
jit abit;

sample buffer
:1;

Boolean bitsEcual;
do l

if(s:ate * Synch: nizing)l
nextSamples: l;
windowioffset * O;

}
else

neXtSamples WINDOWfiSIZE:

if(ge:Samplesflamplitudeisampleibuffer) :: false)
re:urn false;

doFFT(ampu:ude7sample7buffer,powerifrequencyibuffer,

for

WINDOWfiSlZE); /*2*/

(frequencyioffset : O; frequencyioffset < WINDOWfiSlZE;
frequency cffset++){

useCell 7 map(getBil(window mask,w;3¢ow offset),
geLPiL(FrequeHcyimask,Frequercyioffsel),
window offset, frequency offse:);

if(useCell 7 truc)(
aRit : dccochit(powerifrchcncyihtffcr,

frequencyioffse:);

ificant bi: of the cell */e

/* alternative method of checking the value of the cell versus certain fractional
rop

remainder

sctRit(messagcibuffcr,mcssagcihitioffsCi,aRit),
Hessageibitioffset +7;

continue;
it<state :: Synchronizing) l

hitsEqual :
comparebits(messageistartimarker,messageibuffer,

15
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messageib;tioffsetl;
if(!bitsEqual)(

messageib;tioffset : O;
misaliqned : true;
break; /* ex;t freqaency Loop */

}
etse iflmessageib;tioffset ,, MARKERiBITS)

state : Locked;

eLse {
/* Locked onto encoded stream */
shift aBit into r;ght s;de of messageiendibuffer
bLLsEquaL : compareBrLs(messageieuoiprser,

msqiendimarker MARKERiBITS);
LI<bLLsEquaL)

return true;

l
} whrle (Lrue);

[0113] "he decode() procedure scans an input sample stream using specified window and frequency masks, until it
either decodes a valid message block, storing it in a message buffer, or exhausts the sample stream.
[0114] "he decode() procedure starts in state Synchronizing, in which it does not know where in the sample stream
the encoding windows are aligned. The procedure advances the sample window through the sample stream one sample
at a time, performing the FFT calculation on each window. and attempting to decode valid message bits from the window.
As it extracts each bit using the map() function. the decode() procedure compares these bits against the start of message
marker. As soon as a mismatch is detected, the decode() procedure knows it is not yet properly aligned to an encoding
window, and immediately ceases decoding bits from the current window and moves to the next window, offset by 1
sample. The decode() procedure continues in this manner until it matches successfully the complete bitstream of a start
of message marker. At this point the decode() procedure assumes it is aligned to an encoded message and can then
decode bits to the message buffer quickly. advancing the sample window fully at each iterations. It is now in Locked
mode. For each bit it stores in the message buffer when in Locked mode. the decode() procedure also shifts the same
bit value into the least significant bit of the messageiend ibuffer. After each bit is decoded in Locked mode, the decode
() procedure checks compares the messageiendibuffer with the msgiendimarker in a bit by bit manner. When a
complete match is found, decode() is finished and returns true. If the sample stream is exhausted before this occurs,
decode() returns false. lf decode() returns true, a valid message is stored in the message buffer, including the start and
end of message markers.

 

Claims

1. A method for identifying content with a steganographic cipher process, said process using a steganographic tech-
nique of hiding additional information including a watermark in combination with a cryptographic technique of multiple
keys, comprising the steps of:

a) receiving content that has been steganographically encoded with additional information for identifying the
content, wherein the encoding is controlled using at least one of the multiple keys;
b) acquiring at least one of the multiple keys to be used for decoding;
c) using the steganographic cipher process to locate the additional information by using the at least one of the
acquired keys;
d) using the steganographic cipher process to extract the located additional information from the content.

2. The method according to claim 1, wherein the additional information includes at least one selected from the group
consisting of: the title of the encoded content, the artist of the encoded content, terms of distribution of the encoded
content, rights ownership identification, authorship identification of the content, publication rights of the encoded
content, ownership identification of the encoded content, and an audit trail of the encoded content.

3. The method according to claim 1, wherein the additional information includes at least one selected from the group

16

DISH-Blue Spike-842

Exhibit 1004, Page 1501



DISH-Blue Spike-842
Exhibit 1004, Page 1502

10

15

20

25

30

35

40

45

50

55

EP 0 872 073 B1

consisting of: information for enabling use of the encoded content, meterware information for the use of the encoded
content, pay-by-use information for the use of the encoded content, and payment information for access to the
encoded content.

4. The method according to claim 1 wherein the additional information is encoded in at least two locations of the
content; and the method further comprising the step of:

e) using said steganographic cipher process to locate and extract said additional information from at least one
of the two locations of the content.

5. The method according to claim 1 ,wherein said additional information does not perceptibly affectthe encoded content.

6. The method according to claim 5, wherein the encoded content comprises at least one selected from the following
group consisting of: an analog waveform, a digital sample stream, and a compressed copy of the encoded content.

7. The method according to claim 1 wherein the watermark includes an encode hash of at least a portion of the content
and wherein the method comprises the step of e) generating a decode hash of at least a portion of the content and
comparing said encode hash to said decode hash.

8. The method according to claim 1 wherein:

the watermark includes an encode hash of at least a portion of the content that contains the watermark, wherein
the encode hash is insensitive to encoding the watermark into the content and further generating a decode hash
of at least a portion of the content that contains the watermark and comparing said encode hash to said decode
hash.

9. The method according to claim 1 wherein:

the additional information contains a signed or encrypted watermark that is insensitive to said steganographic
encoding process.

Patentansprl‘iche

1. Verfahren zum ldentifizieren von lnhaltdurch einen steganografischen VerschlUsselungsprozess, in dem eine Stega-
nografietechnik zum Verbergen von Zusatzinformation, die ein digitales Wasserzeichen enthalt, in Kombination mit
einer Kryptografietechnik mit mehreren SchlUsseln verwendet wird, wobei das Verfahren die Schritte aufweist:

a) Empfangen von lnhalt, der steganografisch mit Zusatzinformation zum ldentifizieren des lnhalts codiert wor—
den ist, wobei die Codierung unter Verwendung mindestens eines der mehreren Schlflssel gesteuert wird;
b) Erfassen mindestens eines der mehreren Schliissel filr eine Decodierung;
c) VenNenden des steganografischen Verschliisselungsprozesses zum Lokalisieren der Zusatzinformation unter
Verwendung des mindestens einen erfassten Schliissels;
d) Verwenden des steganografischen Verschlflsselungsprozesses zum Extrahieren der lokalisierten Zusatzin-
formation vom lnhalt.

2. Verfahren nach Anspruch 1, wobei die Zusatzinformation mindestens eines der folgenden Elemente aufweist: den
Titel des codierten lnhalts, den Verfasser des codierten lnhalts, Verteilungsregeln des codierten lnhalts. eine Recht-
einhaberschaftidentifizierung, eine Urheberschaftidentifizierung des lnhalts, Publikationsrechte des codierten ln-
halts, eine Eigentumsrechtidentifizierung des codierten lnhalts und den Priifpfad oder Audit Trail des codierten
lnhalts.

3. Verfahren nach Anspruch 1, wobei die Zusatzinformation mindestens eines der folgenden Elemente aufweist: In—
formation fUrdie Freigabe der Nutzung des codierten lnhalts, Zéhlwert—lnformation fUrdie Verwendung des codierten
lnhalts; Information fiber Zahlungen fUr die Verwendung des codierten lnhalts und Zahlungsinformation fi'Jr einen
Zugriff auf die codierte Information.

4. Verfahren nach Anspruch 1, wobei die Zusatzinformation an mindestens zwei Stellen des lnhalts codiert ist; und
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wobei das Verfahren ferner den Schritt aufweist:

e) Verwenden des steganografischen Verschll'isselungsprozesses zum Lokalisieren und Extrahieren der Zu—
satzinformation von mindestens einer der beiden Stellen des lnhalts.

5. Verfahren nach Anspruch 1, wobei die Zusatzinformation den codierten Inhalt nicht wahrnehmbar beeinflusst.

6. Verfahren nach Anspruch 5, wobei der codierte Inhalt mindestens eines der Elemente aufweist: eine analoge Wel-
Ienform, einen digitalisierten Datenstrom und eine komprimierte Kopie des codierten lnhalts.

7. Verfahren nach Anspruch1,wobeidas Wasserzeichen eine Codierungs-Prfifung mindestens eines Teils des lnhalts
aufweist, und wobei das Verfahren den Schritt e) zum Erzeugen einer Decodierungs—Prflfung mindestens eines
Teils des lnhalts und Vergleichen der Codierungs—Prflfung mit der Decodierungs—Prflfung aufweist.

8. Verfahren nach Anspruch 1, wobei
das Wasserzeichen eine Codierungs-Prifilfung mindestens eines Teils des lnhalts aufweist, der das Wasserzeichen
enthalt, wobei die Codierungs-Prflfung beziiglich der Codierung des Wasserzeichens in den Inhalt unempfindlich
ist, und wobei das Verfahren ferner die Schritte zum Erzeugen einer Decodierungs-Prfifung mindestens eines Teils
des Inhalts, der das Wasserzeichen enthalt, und das Vergleichen der Codierungs-Prflfung mit der Decodierungs-
Prflfung aufweist.

9. Verfahren nach Anspruch 1,wobei die Zusatzinformation ein signiertes oderverschlflsseltes Wasserzeichen enthalt,
das beziiglich des steganografischen Codierprozesses unempfindlich ist.

Revendications

1. Un procédé pour identifier un contenu avec un processus de chiffrement steganographique, ce processus utilisant
une technique steganographique pour cacher de I’information supplémentaire incluant un filigrane numérique en
combinaison avec une technique cryptographique a clés multiples, comprenant les étapes suivantes :

a) recevoir un contenu qui a été codé de fagon stéganographique avec une information supplémentaire pour
identifier Ie contenu, Ie codage étant commandé en utilisant au moins une des clés multiples;
b) acquérir au moins une des clés multiples a utiliser pour |e décodage;
c) utiliser le processus de chiffrement stéganographique pour localiser l’information supplémentaire en utilisant
l’au moins une des clés acquises;
d) utiliser le processus de chiffrement steganographique pour extraire du contenu l’information supplementaire
localisee.

2. Le procédé selon la revendication 1,dans lequel l'information supplémentaire comprend au moins une information
sélectionnée dans Ie groupe comprenant : Ie titre du contenu code, I’artiste du contenu code, des conditions de
distribution du contenu codé, une identification de propriété de droits, une identification d’auteur du contenu, des
droits de publication du contenu codé, une identification de propriété du contenu code, et une trace de controle du
contenu code’.

3. Le procédé selon la revendication 1,dans lequel l’information supplémentaire comprend au moins une information
sélectionnée dans le groupe comprenant : une information pour permettre l’utilisation du contenu code, une infor—
mation de compteur pour I'utilisation du contenu, codé, une information de paiement en fonction de l'utilisation pour
I'utilisation du contenu codé, et une information de paiement pour l'acces au contenu codé.

4. Le procédé selon la revendication 1, dans lequel l’information supplémentaire est codée dans au moins deux
emplacements du contenu; et le procédé comprenant en outre l‘étape suivante :

e) utiliser le processus de chiffrement stéganographique pour localiser et extraire l’information supplementaire
a partir d’au moins un des deux emplacements du contenu.

5. Le procédé selon la revendication 1, dans lequel l'information supplémentaire n'affecte pas de fagon perceptible Ie
contenu code.
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Le procédé selon Ia revendication 5, dans quuel Ie contenu codé comprend au moins un contenu sélectionné dans
Ie groupe suivant consistant en : une forme d’onde analogique, un train d‘échantillons numériques, et une copie
compressée du contenu code.

Le procédé selon Ia revendication 1, dans quuel Ie filigrane numérique comprend une valeur de hachage de codage
d’au moins une partie du contenu, et dans quuel Ie procédé comprend I'étape suivante:

e) générer une valeur de hachage de décodage d’au moins une partie du contenu et comparer Ia valeur de
hachage de codage avec la valeur de hachage de décodage.

Le procédé selon Ia revendication 1, dans quuel:

Ie filigrane numérique comprend une valeurde hachage de codage d’au moins une partie du contenu qui contient
Ie filigrane numérique, dans quuel Ia valeur de hachage de codage est insensible au codage du filigrane
numérique dans Ie contenu, et on gene-re en outre une valeur de hachage de décodage d'au moins une partie
du contenu qui contient Ie filigrane numérique et on compare Ia valeur de hachage de codage avec la valeur
de hachage de décodage.

Le procédé selon Ia revendication 1, dans quuel
I’information supplémentaire contient un filigrane numérique signé ou chiffré qui est insensible au processus de
codage stéganographique.
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DIGITAL INFORMATION COMMODITIES EXCHANGE

WITH VIRTUAL MENUING

EIELD_QE_EEE_IHE§HILQE

The present invention relates generally to an

information network and menuing system, and more

particularly to a: digital information exchange system

(DICE) where users can send and receive multiple types of
data with a virtual menu.

BACKGROUND OF THE INVENTION

A.multitude of electronic bulletin boards are in use

today. Such bulletin boards generally consist of a

particular type of data and are geared to a particular

market. Generally, a subscriber has an interest in a

particular subject, connects to a bulletin board

corresponding to that subject, and retrieves information

from it. Occasionally a subscriber may leave information

on a bulletin board, either for use by another subscriber

or to an administrator of the board. Generally, the flow

of information is downstream, i.e., from the board to the
subscriber.

For the purpose of this discussion, a person is

referred to as subscriber if they are receiving

information. A person or entity who is supplying

information is referred to as a publisher.

The current paradigm under which these bulletin

board systems operate requires that a subscriber own a

computer system with which to connect to the bulletin
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board. Such a computer system usually requires a CPU, a

keyboard, and a CRT or other display device. A

subSCriber generally "downloads" information from the on-

line system's service to his or her private computer

system. The information is generally usable only within

the context of the computer system. Examples of such

information include executable computer software

(particular to certain types of computers) and data files

that are understood by programs which run on the

subscriber's computer and which contain information

(e.g., a graphical image or sound clip). It is very

difficult, at best, for a subscriber to use the

information received from the on-line system outside of

the bounds of a computer system.

Different commercial embodiments of electronic

bulletin boards vary in the types of digital data used.

However, they are similar in the direction of the flow of

data. For example, the Prodigy° and Compuserveo systems

are popular news and entertainment services. With the

exception of their electronic mail, shopping, and

billing, the flow of information is towards the

subscriber. Similarly, the Audio Archive in Syracuse,

New York, provides hundreds of thousands of downloadable

audio recordings to subscribers. The only information

sent upstream by the subscriber to the Archive is the

choice of recording.

Under present distribution systems, such as cable TV

networks, downstream flow is the norm. A cable

subscriber is simply presently incapable of sending the

same type and quantity of data in the reverse direction.

At best, current interactive cable systems in testing

stages allow for a minimal backohannel to allow

subscribers to send selection data to a collection or

centrally located video server device. With on-line

services such as Compuserve®, the parties involved in the

transaction are forced to store their data on
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Compuserveo's computers. If Compuserveo computers went

off—line, so would all of its subscribers.

There are also a number of prior art patents

disclosing such a downstream, unidirectional flow of

data, e.g., U.S. Patent No. 5,132,992 to Yurt et al.,

'U.S. Patent No. 4,326,289 to Dickinson, and U.S. Patent

No. 4,491,983 to Pinnow.

The above systems demonstrate a basic limitation of

the traditional digital communications system, namely,

the subscriber is limited to a particular library and is

limited to a particular data type. In addition, the

subscriber must access a library with a particular device

such as a computer, or with a subscriber interface module

(SIM).

There is a need for a system in which a vast number

of participants can act as providers as well as consumers

of data, in the manner of a commodities exchange. Such

a system would give rise to a much larger number of

producers of data than is presently available. This

could ultimately provide a wider range of information

topics available to information seekers and would provide-

more of an information marketplace.

It would also be desirable and possible to provide

data for almost any and every interest. In essence, one

could provide a multimedia system in which all types of

digital data (music, text, moving video, virtual reality,

etc.) could be published and subsequently subscribed to

by consumers using their information or entertainment

system, and which could be.expanded to adapt to different

data types thereby further expanding the digital

information marketplace.

Such a system would be modular and provide that the

failure of any one unit would not preclude other

subscribers from making use of the system.

Three problems, at least, are addressed:

1. The difficulty encountered by individual

subscribers who wish to publish data, whether for
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commercial or private purposes, which are in part caused

by the paradigm of archive/download and implemented in

hub-oriented networks.

2. The limitation. imposed by current systems

wherein data addressed via the system is useless

(digitally) outside the system and/or SIM, either because

it has no meaning or because it cannot be easily
transferred out.

3. The slowness of data transfer across only one

transmission line. In particular, transmission times are

made faster by using parallel transmission techniques
across distinct transmission media.

The invention as disclosed and claimed further

includes details of the specific processing method for

.implementing an information service menu (for computers

and other similar devices) between the host device and a

remote client device connected by an arbitrary
telecommunications link.

The use of the disclosed menu invention represents

an improvement in the art in, e.g., the specific areas of

efficiency , of transmission and flexibility of

presentation.

The current state of the art in computer systems and

telecommunications technology includes rapidly

proliferating on-line services, remote operation and

navigation of information systems, to provide a remote

host or server which communicates via telecommunication

lines with various clients. One aspect of such systems,

from modern graphical interfaces to ASCII-only

technologies, is the use of menus to facilitate

interaction between the host and the users of the client

machines. Typically, a menu has a list of items,

characterized by an ASCII text label for each, which

provides an intuitive description of the choices

available to a user. The selection of such an item,

which may be associated with a fixed numeral to provide

a shorthand method of identifying it, is communicated
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from the client to the host which then causes some action

associated with the item in question to take place. In

the context of a graphical user interface, such as

Windows or the Macintosh OS, various embellishments such

as special fonts or icons may be added to the

presentation of such menus, and the display of the menu

as a whole may be packaged into some graphical enclosure

construct in order to separate menu items from

surrounding information.

‘ Menus can furthermore be hierarchical. That is,

they may contain items which themselves represent
submenus.

A typical example of such a menuing system is that

used by the on-line service America On-Line (AOL). AOL

has two basic types of menus. In particular, AOL

presents various screens having several icons (graphical

devices used in place of traditional text labels). To

select an item, the user clicks on an icon with a

graphical pointing device such as a mouse. Although this

looks much different from a traditional text based menu,

it implements the same function. By clicking on the

various icons, the user can navigate to various content-

specific areas of the host information system in a

trigger action such as query processing or the inputting

of additional information from the user. In addition,

and often in combination with the icon-based menu, AOL

also uses more traditional text-based menus.

One problem encountered with systems like AOL is

that menus are typically of unpredictable length as they

may change with added content and very often they are

quite long. This may prove a liability if the

communications medium between client and host is

bandwidth limited. A noticeable delay occurs should the

entire menu be sent from the host to the client. AOL

works around this limitation by only transmitting only a

portion of a long menu at a time. Thus, a long menu may

be broken into several shorter chunks. Additional chunks
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are sent only when the user attempts to navigate past the

last item received. AOL also works around the platform-

specific issues by arranging the storage of frequently

used platform-specific icons and other such information

with its client—local interface on the client. One way

of accomplishing this is the use of coded information in

the stream of host to client which specifies an icon to

look up in the client‘s data base. The client software

determines it does not have the item, it asks the host to

send it, at which time it is added to the client data

base for future use and displayed accordingly.

This system also has several limitations. First, a

user must often endure the delay should they wish to

access a menu item at the end of a long menu. They must

wait patiently as each chunk is downloaded in turn. They

receive no direct indication as to how many more items

they must transverse to reach the end of a menu, or how

many more chunks must be downloaded. Second, should a

user navigate to the end of a long menu, the entire menu

is now in memory at the client, although the user may

only be interested in a single item. On current PC

platforms, the amount of memory occupied by a menu may

seem insignificant compared to the total content, but in

smaller, portable devices, any memory optimization is

valuable. Third, the client is responsible for archiving

menu embellishments such as icons,' which may occupy

valuable non—volatile storage space.

It is therefore an object of the present invention

to implement a menuing system which has the properties of

increased efficiency and having an information content

which is independent of the modality of which the content

will be presented. It is also desired to add contents

specific to modality, without restricting the usefulness

of the information stream as a whole. It is also an

object to send an information stream (such as a menu) to

a client running one of any number of different operating

systems with graphical interfaces, or even to a client
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who does not have the benefit of such a graphical

interface, and to have the stream interpreted correctly,

without the necessity of each client's platform-specific

software having to interpret information specific to

another platformn At the same time, the additional

information for use in the system should be available to

leverage any advantages inherent in the target system.

For instance, a menu to be received by a Macintosh might

contain information representing an icon associated with

' each item, and a screen position at which to display the

icon, while this information would be useless to a non-

Macintosh platform.

One benefit of such a system is that it can remove

a significant amount of processing necessary at the host

to deal efficiently with clients of varying platforms.

The same menu information stream could be sent to various

types of clients without the need to alter the

information stream according to the client. A minimal

level of functionality is guaranteed at the client, while

the host can opt to provide additional functionality in

the stream according to its resources (such as storage

space or processing speed) or lack of them.

Summary of the Invention

' The invention disclosed herein includes a method for

employing software to use a ‘virtual menuing system.

Specific implementation of those common computer

interface components such as menus is disclosed which

possesses the properties discussed above and as such

represents an improvement in the art.

The present invention is also directed to the

problem of developing a digital information commodities

exchange in which the data flow is bidirectional rather

than unidirectional and in which subscribers can exchange

information with each other through the system. A

subscriber could just as easily send the same type and

quantity of information as he can receive: thus, making
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them a publisher. The present invention is also directed

to the problent of accommodating" different data types

within the same modular system, thus allowing for an

exchange of a virtually unlimited range of digital

commodities. In addition, the present invention provides

for the automated conversion and transfer of arbitrary

formats beyond the SIM.

The present invention removes the limitations of the

electronic bulletin boards described above in the

’following way. An exchange system is provided, but it is

not the ultimate source of any data itself. The exchange

system is simply a conduit through which users can

perform digital transactions. To further support the

development of a data marketplace, the exchange can

provide administrative functions such as billing. In

addition, transactions are not required to pass through

a particular publisher or exchange, therefore, allowing

any publisher and subscriber to also communicate

directly.

These digital transactions are facilitated by

modular expandable units (MEU) operated by publishers and

subscribers. A publisher makes a publication available

to the exchange via the publisher's own modular

expandable unit. Likewise, a subscriber can then

subscribe to this publication, using his or her own

modular expandable unit, by contacting the exchange to

receive the desired publication. Those who wish to use

the system as publishers can attach electronic devices to

the system which can act as archives specific to the

information that the publishers wish to provide, on a

case by case basis. However, in no case would

subscribers be required to route their transactions

through devices belonging to any particular publisher.

Any such transaction (publication or subscription) may

result in charges to both or neither or either of the

parties involved. Because the system is a true bilateral

exchange, any supplier can be a subscriber and similarly
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any subscriber can be a supplier. The modular expandable

units enable the publisher/subscriber to upload and

download data in a variety of formats, such as music,

text, and computer programs (e.g., personal computer

programs, Nintendo programs, etc.) via their inherent

expandability. The modular expandable units are also

expandable with respect to the form of data transmission,

so as to accommodate telephone, satellite, electric power

lines, CATV, cellular or fiber optic communications.

In a DICE exchange network, if an MEU or general

archival device goes off-line, only that device and any
subscribers connected to it are affected. The affected

subscribers are immediately free to try to obtain the

desired data via another source, since their MEUs are

still fully functional. This is clearly an improvement

over the phone, cable, on-line, or digital packet

switching networks described in the prior art.

The MEUs enable users to upload or download data in

a variety of formats (such as ‘music, text, computer

programs, graphics, Nintendo games, etc.) through their

expandable architecture. MEUs are electronic devices

Icharacterized by an internal data bus, (or multiple

buses) connected to a multiplicity of expansion interface

slots. A specific protocol is used to move data between

a variety of expansion modules which may be connected to

the bus via the expansion interface slots. This protocol

is always the same no matter the specific circuitry of an

expansion module plugged into a slot. Each of these

modules, in turn, may be capable of converting data

received from the MEU's internal bus to a specific format

to be outputted from a plug, connector, or other external

interface (also part of the expansion module).

Similarly, the expansion module may receive data from an

external device via the external interface, convert it to

the MEU internal protocol, which then transmits it to

another distinct expansion module attached to the MEU's

bus(es).
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For example, MEU expansion modules can be made

available for each of the following data transmission

standards: NTSC Video, Optical Digital, Audio, Two-

channel Stereo, Audio, Appletalk, Ten Base-T Ethernet,

Thin Ethernet, Thick Ethernet, Token Range, Coaxial Cable

TV, Analog Cellular, TVMA Cellular, CVMA Cellular, and so

on. The idea is to establish an _internal standard

capable of delivering a throughput sufficient for any

digital application, and then to provide translators for

any established standard deemed common enough to merit

inclusion. The MEU itself speaks none of those standards

internally, but merely moves raw data between one

standard and another, at the will of its users. In

short, the MEU is a device with an architecture that

makes no assumptions about what type of data it is

handling internally, but allows for additional

specialized circuitry to be added as easily as inserting

a bank card in an ATM machine, thus, providing an

expandability to other and new data transmission formats

as they gain acceptance, even though they may not have

existed when the MEU design was finished.

The MEU design also anticipates benefits from

multiprocessing. All data processing will occur in

microprocessors attached to the expansion modules. Each

expansion module' may in fact house a complete,

encapsulated data processing environment, including

memory, microprocessors, and other special purpose IC's

like digital signal processors. MEUs with one or several

expansion modules containing microprocessors could take

advantage of multiple data buses and multiple

communication lines connected to the expansion modules'

external interfaces to break up a large chunk of data

into several smaller discrete component data chunks, and

transmit them simultaneously over several distinct lines

of communications, after which they may be reassembled

into a single coherent chunk: of data by a similarly

equipped MEU which is receiving the data. This method of
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simultaneous transmission should be distinguished from

the parallel computer interface, which transmits

simultaneous bit streams over several distinct strands of

wire which are all bound together in a single cable. The

difference is that each of those bit streams are governed

by the same protocol and, if one wire breaks, any

transmission over this interface is impossible. The

method to be employed by MEUs splits a data stream over

multiple channels, each having its own protocol, possibly

distinct physical transport, and which may have distinct

protocols. 'If any one of the multiple channels fails,

the MEU can continue, simply by eliminating that channel
from consideration.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG 1 shows the layout of a small data exchange

network in accordance with an embodiment of the present

invention, as well as each consumer's intended use.

FIG 2 shows the implementation of a data exchange

system with three hubs. Several networks are attached to

each hub.

FIG 3 shows a typical publisher/subscriber

connection in an embodiment of the present invention.

FIG 4 shows a modular expandable unit, including its

‘base system, communications converters, and expansion

modules according to an embodiment of the present

invention.

DETAILED DESCRIPTION

The method and apparatus of the present invention

will be described using an example of a digital

information commodities exchange. However, the present

invention is not limited to the exchange of the specific

digital information described below.

In a digital information commodities exchange

operating according to the present invention, the

exchange commodity comprises digital information packets.
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The information, which can represent a variety of

different kinds of data, is encoded in a standard format

by an expandable modular unit operated by the

publisher/subscriber.

A commodities exchange includes a system capable of

performing at least four functions: receiving/storing

notification of the availability of a particular digital

information packet, receiving/storing a digital

information packet from a publisher, sending a digital

information packet to a subscriber, and maintaining

records of a subscriber and/or publisher transaction.

A publisher transmits a notification of the

availability of a digital information packet to the

exchange. The publisher may also notify subscribers

‘ directly of the availability of such information in a

variety of ways. The publisher can, for example,

advertise within the exchange itself or in any other

medium such as print (e.g. newspapers). A subscriber can

then request transmission of such a packet from. the

publisher. This publish/subscribe transaction could
occur in real time, e.g., the subscriber could achieve

access to a live concert, or it could be separated in

time, e.g., a subscriber could access a video game that

had been published weeks or months earlier. In either

case, the publisher transmits the digital information

packet over the selected transmission medium to the

exchange. To perform the publication transmission, the

publisher is connected to the exchange system using a

modular expandable unit (MEU) and over the transmission

medium of his or her choice. Likewise, the subscriber is

connected to the exchange using a modular expandable unit

and the medium of his or her choice. However, one MEU

can send information directly to another MEU without

being connected to the exchange over dedicated lines.

Furthermore, these lines do not have to be packet

switched.
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Upon receipt of a digital information packet from

the publisher, the exchange system can send the packet to

the requesting subscriber. The subscriber requests a

particular packet using a simple menu-driven process

jointly administered by the subscriber's modular

expandable unit and the exchange system. To receive the

transmission, the subscriber is also connected to the

exchange system through his or her own modular expandable
unit.

The exchange system includes a network of computers

(that may ' be geographically dispersed) and the

communications devices to send and receive various data

over various media.

Fig. l exhibits a proposed embodiment where the

digital information commodities exchange is connected to

a number of publishers and subscribers. For the sake of

illustration only five users are shown. Element 1 is a

commodities exchange system which has the ability to

handle many simultaneous publication/subscription

sessions. Element 11 is a modular expandable unit of a

publisher of digital information packets. In this
instance the packets produced by’ publisher's unit 11

relate to audio data such as music. Element 12 is a

modular expandable unit of a home subscriber who can

receive data in a ‘variety of forms, including text,

audio, video or computer program data. Element 13 is the

modular expandable unit of a user who intends to both

subscribe and publish digital information packets, in

particular audio information. Element 14 is the modular

expandable unit of a subscriber who intends to receive

music to dub onto his or her own home video tapes.

Finally, element 15 is the modular expandable unit of a

publisher of digital information packets for hand-held

computer games. Initially the publisher 11, using his or

her own modular expandable unit, contacts the exchange to

make a publication request and to register the

publication parameters: artist, title, pricing,
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marketing plan, etc. This is accomplished via point

selections front menus on the :modular expandable unit

which is interacting with the exchange. At this point

the publisher may wait for a request from a subscriber.

Alternatively, depending on the storage capabilities of

the exchange, the publisher may wish to store his or her

publication on the exchange so that it would be

immediately available to subscribers. In this situation

a publication-recording session must occur. The

publisher 11 might have recorded the audio publication on

digital audio tape and would then play and transmit it to

the exchange via his or her modular expandable unit and

the transmission medium of his or her choice.

Alternatively, the publisher may elect to transmit live

via an analog-to-digital conversion system to the

exchange. In either case the session would be played to

completion and stored on the exchange at an appropriate

address whereupon the publisher would indicate

termination by a signal from the modular exchange unit

and the exchange confirming the same.

The subscriber of element 14, after learning of the

newly available digital information packet, in this

example music, would then use his or her modular

expandable unit to make a subscription request to the

exchange, using the transmission medium he or she

prefers. Again, by moving through a series of menus that

refine his or her choices, the subscriber chooses the

desired music item. The first menu might list music as

one category of available packets, the second menu might

list styles of music, the third might list particular

artists, the fourth might list an artist's albums and the

fifth menu might be a list of the songs on a particular

album. A particular song, group of songs or an entire

album may be subscribed to as a single digital

information packet. ,

After the subscriber has selected the particular

digital information packet which he or she would like to
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receive, the exchange 1 receives the request, notifies

the publisher's computer (or modular expandable unit)

that the digital information packet is to be transferred,

prepares the selection for transmission, confirms that

the subscriber's modular expandable unit is ready, and

proceeds to transmit the selected digital information

packet. The quality of this publication will depend on

the quality of the publisher's recording equipment and

likewise the quality of the subscription depends on the

subscriber's equipment;

FIG 2 exhibits a similar system as FIG 1, but on a

considerably larger scale. In this figure, several

different exchanges 1 are illustrated, each with an

arbitrary number of modular expandable units 13 attached

to it. This figure also illustrates that a single

exchange 1 can be connected to other exchanges 1, as well

as to other MEUs. In this way the network can spread in

a horizontal sense so as not to overburden a single

exchange with too many units 13. Also, the network can

spread in a vertical sense by nesting one exchange within

another. Note that this configuration allows the network

to_incorporate and complement existing systems, such as

Compuserve®, etc.

As is evident in FIG 2, a distinguishing feature of

'the exchange of the present invention and other exchanges

or networks lies in the administrative.functions the

exchange performs. Each exchange has a user directory 41

and a digital information packet directory 42. Digital

information. packet directory 42 does not contain ‘the

actual packets themselves, but rather is a list of where

the packets are located on the exchange. The user

directory 41 is a list of which users are located at

which addresses on the exchange.1 In contrast, networks

not of the present invention, denoted so in FIG 2, need

only have a user directory 41. This is because their

"digital information packets" are contained within their

central singular computer rather than distributed amongst
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many different digital commodities 'brokers' - 13.

Finally, it is important to note that user 13 is not

limited to those digital information packets located in

the directory 42 of his or her own particular exchange 1.

This is because a particular exchange 1 may also search

other exchanges throughout the system for a particular

requested digital information packet. This packet could

then be sent to the user in a manner completely analogous

to the transfer of a packet from a publisher to a

subscriber.

Although the best quality recording is stored on a

master tape originally made at the studio, exceptionally

high quality reproductions can be achieved after a

conversion to a compact disk standard format (CD). Thus,

it is likely that the publisher will upload the

reproduction from a compact disk. While a typical CD

player would convert the data from a digital format to an

analog format before sending it to the amplifier, in this

case the signal could be removed from the CD player at 31

in a digital format and could be directed to the modular

expandable unit's expansion module in that same format.

The expansion module 32 provides the necessary connectors

to interface the CD player with the modular expandable

unit through the control unit 33. The modular expandable

unit can then provide any necessary data compression.

The signal can then be sent over a telephone line 5 via

a modem, with the modem also providing the necessary

conversion to an analog format. If, in the alternative,

a fiberoptic cable were employed, the data could remain

in digital format.

The maximum amount of information to be sent can be

calculated as follows. Using a band width of 3300 Hz and

a signal-to-noise ratio of 20 dB, it is estimated that a

telephone channel can handle about 22,000 bits of data

per second. Standard modems today have bit rates of up

to l9,200 bits per second. Use of an ISDN standard and

digital switches would allow a rate of up to 64,000 bits
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per second to be achieved. A compact disk player,

handling the audio frequency range of up to 20 kHz, and

taking into account the Nyquist frequency of the disk

player and the need for two channels for stereo sound,

would require about 80,000 bytes per second. The large

data rate mismatch would require, on the publisher's

side, a buffer 32, as depicted in FIG 3, to store data

prior to the data being sent over the telephone line.

The size of the buffer would depend on the length of the

digital information packet to be sent. Once the data is

buffered and sent over the telephone line, a buffer 23 on
the subscriber's side would restore the data to its

original rate. The data could then. be stored in a

variety of forms. Each buffer 23 forms part of its

modular expandable unit. The expansion module 24 could

be equipped with both digital and analog outputs. The

digital output emerges directly from the modem. The

analog output is simply the digital output after

processing by a digital-to-analog converter . In the

present example, the signal can then be sent into either

a digital or analog input of a digital audio tape player.

In the course of buffering the data, compression

techniques can be used to speed the transfer. other

techniques, such as storing the data on RAM chips, can be

used to minimize the time necessary to maintain the

telephone connection. Additionally, if a fiberoptic link

is used to transfer the data, the wide band afforded by

the fiberoptic would allow the packet to be sent even

more expeditiously.

Publishers and subscribers can be connected to the

exchange system over any one of a variety of transmission

media 5. For example, they may choose to be connected to

the exchange system over private circuits, television

lines, the public switched telephone network, cellular

communications, electric power lines, or even satellite

communications. Depending on the type and amount of data
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to be sent, some of the digital information packets could

be sent over one type of medium and simultaneously

another part could be sent over a different type of

medium. For example, if a movie were to be transmitted

to a subscriber, the audio portion of the movie contains

considerably less information than the video. Thus, the

telephone line, with its limited band width, is

sufficient to transmit the audio portion of the movie.

A higher band width transmission medium such as a

fiberoptic, a cable TV line, or a power line could be

used to transmit the video, thus allowing a more rapid

transfer of a digital information packet. The exchange

provides this versatility by being equipped with a large

variety of transmitters/receivers interfaced to many

types of transmission media.

The exchange system is capable of performing

administrative functions with respect to the

publication/subscription transactions. The exchange

system interacts with publishers and subscribers via

menu-driven software so that the users can easily perform

the desired transactions. The exchange system can also

maintain profiles of subscribers and their usage in such

a way that subscribers may be kept informed of newly

available digital information packets that may be of

particular interest. Publishers may be kept informed of

who is subscribing to their publications and any other

relevant market information. To support the exchange

system, transaction fees may be charged to either the

publisher, the subscriber, or both. Furthermore, the

exchange system can track the publications and

subscriptions so that either the exchange system or the

publisher can bill the subscriber for the price of the

digital information packets. The exchange can provide,

many options regarding the commercial aspects of the

digital information commodity exchange. For instance,

various price mechanisms can be supported. In this way

the subscriber can be charged less per packet for
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ordering a higher quantity of data, or alternatively can

be charged less for ordering a data reproduction of

lesser quality. For example, a video for use on standard

televisions would cost less than one for use on high-

definition televisions. Some publishers would pay to

have their publications subscribed to. An example might

be a car company who would issue an exchange credit for

the first 1000 subscribers who receive their video of a

test drive of the company's new luxury car. Similarly,

receiving a live lecture from a Nobel Laureate might cost

more than reCeiving the same lecture pre-recorded.

FIG 4 schematically illustrates a modular expandable

unit. A modular expandable unit can provide the

interface to the exchange system for either a publisher

or a subscriber. A modular expandable unit includes a

central processing unit and various expansion modules 24.

The central processing unit includes an input, an output,

a serial line for connecting the input to the output,

software running on a microprocessor which may be used to

select which digital information is desired, and a system

for entering commands. The software system can be in the

form of microcode or can utilize other known techniques

such as EPROM. Obviously contrary to some popular usage,

the term central processing unit as used here encompasses

'more than just a microprocessor. A base system of the

modular expandable unit is used to send requests to the

exchange and may include a small video screen 22, an

apparatus for inputting commands 26 (e.g., a keyboard or

a pointing device), and software for user interaction.

In addition, the MEU is capable of accepting input and

output from several known techniques such as a keyboard,

a CRT, a modem, etc. The software serves to configure

the hardware and to control the conversion of data with

the appropriate add-on communication module. The unit is

also capable of sending digital information packets to

the exchange system, receiving digital information

packets from the exchange system, reformatting data
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received from the exchange system for replaying on a

specific device, and playing or recording digital

information packets thus received.

The modular expandable unit is capable of sending

and receiving digital information packets to and from the

exchange system over a selected transmission medium 5.

If the transmission along a particular data link fails,

it does not preclude the parties in that link from

immediately re-establishing the connection in another

link. The unit may also have a variety of expansion

modules 24 available, some of which serve to format a

particular data type and others which serve to adapt the

modular expandable unit with a particular transmission

medium. For example, if a publisher wants to send a

digital information packet from a digital audio tape

(DAT) over an ISDN connection to the exchange, the MEU

would have an expansion module 24 allowing the MEU to

interface to an appropriate DAT device and would have an

expansion module to interface to the ISDN circuit. The

data coming from the DAT device would be received by the

expansion module, reformatted and buffered, as necessary,

by the unit and then the modular expandable unit would

send the data to the exchange system 1 over the selected

transmission medium 5. Examples of appropriate expansion

modules 24 for audio data are those that accommodate

devices using digital audio tapes, digital compact

cassettes, analog speakers, analog cassettes, 9—track

tapes, and telephones, however, other expansion modules

might be used. Standard interfaces also exist for other

data types: NTSC video, serial/parallel PC, Group III

fax, etc.

In the example noted above, the subscriber at

element 13 received a digital information packet from a

publisher at 11. This same subscriber may wish to send

a digital information packet to the publisher for review,

and perhaps future publication. Thus, the consumer at

element 13 will then in turn be acting as a publisher.
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If the consumer at element 13 is a relatively' small

publisher, the manufacturing technology of producing a

compact disk may be unavailable. He or she can still,

however, record a digital information packet on an analog

or digital audio tape. That digital information could

then be sent to the exchange system using the same

technique described before. In this case, rather than a

menu-driven method of locating the information, the

consumer may use a known address to send the information

to the recipient. The recipient of the digital

information paCket at element 11 may store the data in

RAM or perhaps in a tape format. The consumer at element

13 does not require a DAT player; a regular analog tape

player suffices. In that case, however, the modular

expandable unit to which it would be connected would need

to be equipped with an analog-to-digital converter which

could convert the data on the tape to a form usable by

the modem. As stated before, this is because the

bandwidth needed for most music is about 20 kHz while the

bandwidth usable by a telephone is on the order of 4 kHz.

In addition to audio data, the modular expandable

unit could also interface with video data devices and

computer data devices through appropriate expansion

modules 24. Examples of appropriate expansion modules

for video data are those that would interface with

devices using VHS tapes, Beta tapes, VHS-C tapes, and 8

mm tapes. Examples of appropriate expansion modules 24

for specialized video data are those that accommodate

high-resolution video/graphics screens. Examples of

appropriate expansion modules 24 for computer data are

those that accommodate devices using parallel ports,

serial ports, printers, magnetic disks, magnetic

diskettes, magnetic tape, flash RAM, EPROM, and ramdisks.

of course, for all of the above varieties of data, if the

data type is initially analog, it must be converted to

one of the standard digital formats prior to being

published on the exchange. This analog-to-digital
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converter can be a separate module attached to the

modular expandable unit and may be bidirectional.

The modular expandable unit 14 is capable of

receiving digital information packets from the exchange

system 1 over the selected transmission medium 5. After

the subscriber requests a particular digital information

packet, the requested digital information packet is

transferred to the modular expandable unit via the

selected transmission medium. The received requested

data could be played in real time, could be stored in

temporary memory for a later one-time-only play, or could

be directed through an appropriate expansion module 24 to

a particular recording device, such as those named above,

where it may be recorded and thereafter repeatedly

played.

The modular expandable unit would further be capable

of recording and playing back digital information packets

received from the exchange system 1. Once the digital

information packet has been received by the modular

expandable unit 14, it is directed to an expansion module

24 which acts as an interface for a particular device

which is related to the type of data received. For

example, if the requested digital information packet is

a computer program, the MEU 14, through the appropriate

expansion module 24, could store the program onto a hard

disk or diskette. In this same example, if a computer

program required a particular operating system with which

to run, the operating system could also be downloaded as

a separate digital information packet. In addition, if

the publisher desires, a copy-inhibit feature could be

included by the publisher and would be transmitted along

with a particular digital information packet to prevent

software piracy.

The received data can then be sent from the MEU 14

to any of the devices that can use digital data and are

connected to the expansion modules 24 as described above.
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In the example shown in FIG. 1, a subscriber at

element 14 may wish to receive a digital information

packet from publisher 11. This digital information

packet could, for example, be music which is to be dubbed

onto a home videocassette. In this case, the transfer

would be similar to that described above. The music

would be replayed at element 11, buffered, sent over the

phone line 5 to the exchange system 1, and then sent to

the modular expandable unit 14 to be re-buffered at 21

and output as a digital information packet in the same

form as it was played by the publisher. This digital

information can then either be sent, in this example, to

the digital audio input of a videocassette recorder, or

can be first sent to a digital—to-analog converter, and

then sent to the analog audio input of a videocassette
recorder.

In the example shown by FIG. 1, the publisher at 15

could be a software publisher who sells software products

over the DICE to subscribers. A subscriber at element 12

could use the same menu-driven process as described above

to request a particular digital information packet, in

this case a software product. The program might then be

uploaded from the publisher to the exchange system 1 and

sometime later downloaded to a requesting subscriber.

This type of transfer would be considerably quicker and

simpler than the above-mentioned transfer of video and

audio digital information packets, because there is

usually much less information contained in this type of

digital information packet.

In another embodiment, two private individuals may

use DICE to exchange a digital audio recording. Letters

“A," "B" will denote two different subscribers at two

remote locations. Assume both individuals have one MEU

containing the following: a primary interface expansion

module, an LCD display pad, a keypad, two POTS expansion

modules, one RAM expansion module, one digital audio

expansion module with a digital audio input and output,
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and one flash-file expansion module. Individual A has a

DAT system and two POTS telephone lines. Individual B

has a home entertainment center, including a stereo and

two POTS telephone lines. Subscriber A would like

subscriber B to hear an excerpt of his latest musical

composition. Thus, A contacts B via voice phone.

Subscriber A asks subscriber B if he is ready to receive

and B responds affirmatively. Then, both subscribers

hang up the line. At this time, subscribers A and B

connect their two POTS lines to each of their respective

MEUs. Individual A has stored his compressed digital

recording in RAM on his MEU and (selecting from a series

of menus displayed in the MEU LCD) programs his MEU to

transfer the recording from his MEU to the phone number

of B. Subscriber A sends information informing the MEU

of subscriber B of what resources (e.g., phone numbers)

are available. It then asks the MEU of subscriber B for

similar information.

It is now the job of subscriber A to determine that

it can transfer data over a dedicated line to MEU B. In

doing so, once this acknowledgment is made, subscriber A

dials up subscriber B along one of the dedicated lines.

Once a connection has been made, subscriber A allocates

a percentage of data to send over each line (50% is the

case shown if both lines have identical characteristics).

Subscriber A partitions the data, encrypts it, and queues

each of the chunks to the POTS expansion modules.

Subscriber A informs the MEU of subscriber B of the

intended transfer over one of the dedicated lines.

Subscriber A further signals the POTS expansion modules

to commence a simultaneous transfer over the dedicated

lines. Subscriber B encrypts the data and re—integrates

it from the two POTS modules into RAM. After this,

subscriber B may then hang up the dedicated line as well

as can subscriber A. Subscriber B may see a displayed

message that the transfer is done and complete and may

unplug from both POTS lines. Subscriber B further may
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pull the stereo line out of his MEU and the selection may

be used to play the RAM resident data through his stereo

output. The transfer is completed and subscriber B is

able to listen to an excerpt of musical composition from

subscriber A.

A virtual menuing means or system is also provided

for a remote interface to information systems. Such a

system has three components. First, the host device

contains the complete menu. The client has a device

linked to the host by an arbitrary telecommunications

link, which reCeives discrete portions of the menu from

the host, presents this to a user, and relays selection

codes from the user to the host in the context of the

menu.

The client implements a "menu window" over the

larger host—based menu, which contains only a subset of

the menu items available at the host. This window at the

client can be moved dynamically over the full range of

the host-based menu, providing access to all menu items.

Traversal of the host—basedv menu need not be in

contiguous increments, however. To solve the problem of

making an arbitrarily long list of menu items accessible

to a client, menu items are presented in a manner

analogous to a voice mail type of menu, with a touchtone

keypad. This specific scenario might be handled at the

client. Clients which use the virtual menuing system

described here would maintain the following information:

(1) a "range" of "floating" items R representing

the traditional scrolling area of a menu, and

(2) a range of "hot key" items H that remain at a

fixed location regardless of any scrolling of the

floating items.

The number of menu items (M) in a host may be equal

to nine (corresponding to touch tone digits 1-9). The

number of "hot key" (H) items visible in the client menu

may be equal to three (corresponding to the touch tone

keys *, o, and #), which are typically special function
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keys in a voice menu. The value of M is arbitrary. In

general practice, M is greater ‘than. or equal to ‘the

floating range number of items (R), which are the number

visible at one time in the client's menu. If not, no

scrolling would be necessary at the client, and only M

less than R would be valid menu choices, with the balance

remaining as unused and displayed as blank items. The

number of hot key items actually used can be any number

less than or equal to H.

The host maintains a menu as a single contiguous

list of items. Each item has at least an ASCII string

identifier and an index number unique to the item.

Typically, such numbers would start at "l" and increase

for each item but any such arrangement is possible.

The total number of items displayed at the client

equals the number of floating items plus the number of

hot key items. The sum is the number of items actually

displayed on the interface of the client device. The

floating and hot key items are maintained in contiguous

arrays. Clients communicate their configuration with

regards to the number of each type of item to the host.

For a given client, the host maintains a menu base

indicator, representing which item in its menu list the

client has displayed as the first item in the floating

area. It also knows the floating range of the client.

So the current main chunk seen by the client is the range

of items starting from the base. Aside from the number

of hot keys transmitted once for the menu, the host sends

chunks of range R items. The configuration also includes

information regarding' the scrolling increment of the

client wishes to use.

The hot keys could perform any number of functions.

In the case of a 100-item menu, with a floating range of

ten items, if the user was at the beginning of the menu,

and used a hot key function to zoom to the end, the host

could simply set its base to item 91, directly from item

1, and send items 91 to 100, thus saving the transmission
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of the intervening 80 items. In a typical scenario, a

100 item menu might be rare, and even considered a poor

design. As the market for interactive and on line

content evolves, however, large menus representing

catalogs of content will be quite commonplace.

In general, the system implements a two-way data

stream between the host and client. The host transmits

menu chunks, as well as updates to individual or small

numbers of menu items, to the client, while the client

sends selection codes to the host. The selection codes

include tokens representing the various hot keys, as well

as navigation codes such as ‘Up, Down, In, Out, (for

hierarchical menu navigation), Select, and Zoom.

The following codes are examples of those that may

be sent from the client to the host in response to user

actions at the client.

SelectUp

If the current menu item at the host is greater than one,

it is decremented by one. If the resulting current menu

item is less than the base, the base is decremented by

the client's scroll increment, and the menu chunk from

the base item of R items is transmitted to the client.

'The client displays the new menu chunk, effecting a

scroll up.

SelectDown

Similar to SelectUp, except the current item is

incremented if it is less than M. If the current item

exceeds the item computed by adding the range R to the

base, then the base is incremented by the client's scroll

increment and the menu chunk is transmitted from the base

item of R items to the client. The client displays the

new menu chunk, effecting a scroll down.
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SelectIn

If the current menu items is itself a menu, the host is

initialized with the new menu information, and a menu

definition is transmitted containing summary information

on the new menu to the client, which clears its display.

The host base is set to item one. If there are items in

this menu, then the menu chunk is sent starting from the

base. The client displays the new menu.

SelectOut

If the client has navigated inside a sub-menu, that menu

is unloaded recovering the previous menu, initializing

the host to base one, and a neW' menu definition is

transmitted. Further, the first menu chunk is sent to

the client. The client displays the menu which contained

the menu it previously displayed.

SelectCurrent

This signals the host to perform some operation related

to the menu item currently highlighted in the client

menu. This is the current menu item at the host. The

action triggered is determined by the host.

Selethoom (i: 1» = i» = R)

This sets the current menu item at the host to correspond

to the client menu item within the client's currently

displayed floating range, which is indicated by the value

of i. The current item is computed by adding i to the

base and subtracting 1.

Select HotKey

Any number of predefined functions could. be tied. to

hotkey codes. There are three types of menu

transmissions from the host to the client. Each current

menu item is highlighted in the client display.

DISH-Blue Spike-842

Exmbfl1004,Page1535



DISH-Blue Spike-842
Exhibit 1004, Page 1536

10

15

20

25

3O

35

WO 97/01892

29

Menu Definition

This includes information on how many columns to display

in the menu, and what the labels of such columns are (if

there are multiple items per row). One row is still

considered one menu item. Each row may have multiple

segments, with each segment applying to a column in the

definition. It might also include information on hotkey
items.

Menu Chunk

This represents a complete range of menu items. If a

client was configured with a floating range of nine

items, then each menu chunk would contain the data for

the nine rows of the menu, including all row segments for
each item.

Menu Update

Data included in this message can be used to alter the

display of individual menu items without redrawing a

complete menu range, or to change the information on

hctkey functions. It would be used to immediately add a

check mark to an item that was selected using

SelectCurrent. Although the client might do this

himself, if he waits for the host to send a Menu Update,

the client reflects the actual state of the host.

The present invention is well-adapted to the recent

development of multimedia microprocessors. For example,

AT&T's 32—bit Hobbit microprocessor has a built-in

communications ability, as well as a multitude of

connectivity products being designed for it. These

include applications allowing' users to interact with

multimedia in real-time over telephone lines. Such a

microprocessor would well serve the needs of a digital

information commodities exchange and in particular the

MEU. Depending on the connectivity of the products that

are designed for the Hobbit microprocessor and its built-

DISH-Blue Spike-842

Exmbfl1004,Page1536

PCT/US95/08159



DISH-Blue Spike-842
Exhibit 1004, Page 1537

10

15

20

25

3O

35

WO 97/01892 PCT/US95/08159

30

in communications facilities, the need for elaborate

buffering of data may be less necessary than envisioned

above. For example, the Hobbit microprocessor's

communications abilities may be used to simplify much of

the transmissions requirements.

Menu-driven software on the MEU would allow users to

request digital information packets. This software

interacts with software running on the exchange.

Communications software on the exchange and on the MEU

coordinates the transmission of digital information

packets between them.

The menu-driven software could first request a

publisher/subscriber's identification number and password

for verification. The software would then inquire

whether the publisher/subscriber chooses to publish a

digital information packet, subscribe to a digital

information packet, or gather information about a digital

information packet.

If the publisher/subscriber chooses to subscribe to

a particular digital information packet, he or she would

conduct a search to find that digital information packet

by maneuvering through one or more menus and thereupon

requests it. If a publisher/subscriber wishes to post a

publication on the exchange, he/she also "logs in" but

then inputs the particulars of his/her publication. The

menu-driven software can be similar to that used, for

example, by the Prodigyo Network where the user first

views a menu with a choice of different types of news

stories, such as business news, politics, sports, etc.

Once the subscriber chooses a particular type of story,

the subscriber is then presented with another menu with

a choice of other stories, all within that same type of

news. After choosing a story from this menu the user is

then actually looking at the text of a news story.

Alternatively, a program similar to Apple® Computer's

Applesearch® program could be employed to facilitate key

word searches of data. Applesearch® is also used to rank
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the retrieved documents by relevance. In the present

system, the user 'would have a 'menu with choices of

different types of data to request. These menus would

ask the user if the information requested is textual,

visual, aural, etc. or a combination of these. The

categories would further divide into news, music, movies,

educational, and other subdivisions. After several

iterations of choices, the user would find the

appropriate digital information packet, and request it.

The user further could specify to what device the digital

information packet is to be sent. The exchange system,

after verifying the functionality of all the appropriate

ports, would arrange the transfer, from the digital

information commodities exchange, of the requested

digital information packet to the subscriber's MEU where

it would be directed to the expansion module associated

with the specified attached device, and optionally would

bill the subscriber accordingly.

If the publication is meant for real-time access and

the publisher is connected to the exchange at all times,

then the information could be routed from a publisher to

a subscriber at any time the subscriber chooses. If this

publisher is only intermittently connected to the

exchange system, then the subscriber would wait until the

‘publisher is on-line again. before the data could be

requested and transferred from the publisher through the

exchange system 1 to the subscriber. Alternatively, if

the publisher has stored his or her publication on the

exchange, the digital information packet would be

available whenever a subscriber wishes to subscribe to

it. In any case, after the subscriber specifies the

digital information packet to be sent, notification of

the time of sending, whether immediate or in the future,

would be given to the subscriber.

If the publisher/subscriber chooses to publish a

particular digital information packet, occasionally in

response to a subscriber request, he or she could replay
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the digital information packet and also describe to the

exchange system 1 what the electronic standards are for

replaying the data. The publisher also specifies price

and distribution information. The publisher then

specifies to which subscriber the digital information

packet is to be sent. The exchange system again verifies

the functionality of the selected ports. The digital

information. packet is then sent through the exchange

system to the subscriber. Billing information is again
recorded.

To verify the integrity of a received digital

information packet, a data flag could be put on to the

end of the digital information packet. The flag would

thus notify' the exchange that the entire packet was

received. The publisher/subscriber would then choose to

publish another packet, request a packet, or disconnect
the call.

The invention describes an exchange where the traded

commodities are digital information packets. The digital

information packets consist of a wide variety of

different types of data. A relatively large number of

publishers can make available a number of different data

types to an equally wide variety of subscribers. The

subscribers, via their' modular expandable units with

menu-driven software, can specify which digital

information packets they would like to receive, in which

format they would like to receive the data, and whichever

transmission media they may prefer. Once the exchange is

made aware of the subscriber's request, it sends the

requested digital information packet to the subscriber.

The exchange system records information about all the

publication/subscription transactions and bills the

publishers and subscribers accordingly. '
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WHAT IS CLAIMED IS:

1. A system for the exchange of digital information

packets, comprising:

an exchange including a plurality of connectors for

interfacing said exchange to a plurality of transmission

media;

a plurality of modular expandable units, each of

said plurality of modular expandable units having at

least one input source terminal, at least one output

terminal, and a central processing unit between said at

least one input and said at least one output terminals;
and

at least one transmission medium:

wherein said plurality of modular expandable units

are connected to said exchange through said transmission

medium to allow the first transfer of a user-selected

amount and type of digital information from a first one

of said plurality of modular expandable units to a second

one of said plurality of modular expandable units,

and wherein said plurality of modular expandable

units are connected to said exchange through said

transmission medium to allow the second transfer of a

user-selected amount and type of digital information from

the second one of said plurality of modular expandable

units to at least a third one of said plurality of

modular expandable units,

such that said first one of said. plurality of

modular expandable units is capable of transferring data

to said second one of said plurality of modular

expandable units over two transmission media

simultaneously.

2. The system for the exchange of digital

information packets of claim 1, wherein said input source

terminal includes a module selected from plurality of

expansion modules, each of which can accommodate one

variety of signal input.
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3. The system for the exchange of digital

information packets of claim 1, wherein said output

terminal include a module selected from a plurality of

available expansion modules, each of which can

5 accommodate one variety of signal output.

4. The system for the exchange of digital

.information ‘packets of claim 1, wherein said central

processing unit includes:

10 software running-on a microprocessor suitable for

selecting digital information;

a system for entering commands:

an input:

an output: and

15 a serial line;

such that said serial line connects said at least

one input to said at least one output. V

5. The system for the exchange of digital

20 information packets of claim 1, wherein said central

processing unit includes:

software suitable for selecting digital information;

a system for entering commands; and

a parallel line;

25 such that said parallel line connects said at least

one input to said at least one output.

6. The system for the exchange of digital

information packets of claim 1, further comprising:

30 an information buffer connected to said expandable

module;

such that said information buffer allows for the

asynchronous communication of digital information.between

said exchange and one of said two modular expandable

35 units over said transmission medium.
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7. The system for the exchange of digital

information packets of claim 1, further comprising:

an information buffer connected to said exchange;

such that said information buffer allows for the

asynchronous communication between said exchange and one

of said two modular 'expandable units over said

transmission medium of digital information.

8. A method for the exchange of digital information

packets, comprising:

(a) creating a digital information packet wherein

the packet includes:

(1) a series string of data Irepresenting
deSired information;

(ii) a publisher address, corresponding to the

location of a publisher creating said digital information

packet;

(iii) a digital information packet directory

entry, corresponding to a publishable address which is be

used to locate and order said particular digital

information packet;

' (b) transmitting said. digital information. packet

directory entry and said publisher address from a modular

expandable unit to an exchange over a transmission

'medium;

(0) publishing said digital information packet

directory entry and said publisher address over the

exchange by filing and cataloguing, according to subject

matter and type of medium supported, said digital

information packet directory entry and said publisher

address;

(d) compiling a list of said digital information

packet directory entries and corresponding said publisher

addresses;

(e) making available said list to subscribers with

modular expandable units;
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(f) locating a particular desired digital

information packet by choosing one of said digital

information packet directory entries from said compiled

list over said exchange by using another modular

expandable unit;

(g) subscribing to said digital information packet

over said exchange by using one of said modular

expandable units and providing information to said

exchange, including:

(i) subscriber address where said digital

information packet is to be sent;

(ii) the publisher address where said digital

information packet is to be sent from;

(iii) the digital information packet directory

entry where said digital information packet is stored;

(h) transferring said digital information packet

from said publisher to said subscriber over. said

transmissions medium;

(i) concurrent with step (h), buffering said

transfer of said digital information packet from said

publisher to said subscriber such that said transfer

occurs asynchronously.

9. The method of claim 8, wherein said steps of

buffering of said transfer of said digital information

packet is performed by both said publisher's and said

subscriber's modular expandable units.

10. The method of claim 8, wherein said desired

information is analog data which is then converted to

digital form by an expansion module forming part of the

modular expandable unit to provide said series string of

data.

11. The method of claim 8 comprising the further

step of:
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storing said transferred digital information

packet in a static semiconductor memory.

12. The method of claim 8 comprising the further

step of:

storing said transferred digital information

packet on a magnetic medium.

13. The method of claim 8 comprising the further

step of:

playing said transferred digital information

packet on a device appropriate to that data type.

14. The method of claim 8 comprising the further

step of:

billing said subscriber for the transfer and

price of said transferred digital information packet.

15. The method of claim 8 comprising the further

step of:

billing said subscriber by said exchange for

the transfer and price of said transferred digital-

information packet.

16. The method of claim 8, wherein said step of

creating said digital information packet, occurs at the

same time as said step of transferring of said digital

information packet,

such that said transfer can be effected for real-

time transmission of contemporaneously created data.

17. The method of claim 8, wherein data compression

techniques are utilized to speed said transfer of said

digital information packet.

18. The system for the exchange of digital

information packets of claim 1, further comprising an

DISH-Blue Spike-842

EXNbfl1004,Page1544



DISH-Blue Spike-842
Exhibit 1004, Page 1545

10

15

20

25

30

35

WO 97/01892 PCT/US95/08159

38

expansion module coupled to said input source terminal,

said expansion module accommodating a particular variety

of signal input.

19. The system for the exchange of digital

information packets of claim 1, wherein said exchange may

be communicably connected to another exchange.

20. A system for the exchange of digital

information packets, comprising:

an exchange including a plurality of connectors for

interfacing said exchange to a plurality of transmission

media;

a plurality of modular expandable units, each of

said plurality of nmdular expandable units having at

least one input source terminal, at least one output

terminal, and a central processing unit between said at

least one input and said at least one output terminals;
and

at least one transmission medium;

wherein said plurality of modular expandable units

are connected to said exchange through said transmission

medium to allow the first transfer of a user-selected

amount and type of digital information from a first one

of said plurality of modular expandable units to a second

one of said plurality of modular expandable units,

and wherein said plurality of modular expandable

units are connected to said exchange through said

transmission medium to allow the second transfer of a

user-selected amount and type of digital information from

the second one of said plurality of modular expandable

units to at least a third one of said plurality of

modular expandable units,

such that said first one of said plurality of

modular expandable units transfers data to said second

one of said plurality of modular expandable units over at

least two transmission media simultaneously.
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21. A system for the exchange of digital informa—

tion packages comprised of:

an exchange including a plurality of modular

expandable units (MEUs), where each of said MEUs

includes:

a subsystem of circuitry having a plurality of

IC's and memory devices;

a control bus connected to and used in tandem

with said subsystem;

wherein said control bus provides regulated

coherent access to at least one wide bandwidth

high clock speed data bus such that said data is

physically and logically separated within each of said

MEU devices;

a plurality of expansion module interfaces,

each of said interfaces providing a connection between

said control bus and said data bus;

wherein said connection is dynamically

completed or broken by said subsystem in accordance with

requests transmitted over said control bus;

a plurality of connectors for interfacing said

MEUs to a plurality of transmission media;

wherein. said MEUs are connected to said

exchange through said plurality of transmission media to

'allow the transfer of digital information from any one of

said MEUs to any other of said MEUs.

22. The system for the exchange of digital

information packets of claim 21 wherein one of said

plurality of expansion modules transmits and receives

information by said data bus and an external interface.

23. The system for the exchange of digital

information pockets of claim 22, wherein said expansion

module further comprises:

a microprocessor; and

a memory device;
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said microprocessor, said memory device, and said

external connection operating 5J1 a first condition to

convert digital information received from at least one

external source connected to said external interface to

a format to be transmitted to said expansion module

interface;

and operating in a second condition to convert

digital information transmitted away from said expansion

module interface to a format to be received by at least
one external device.

24. The system for the exchange of digital

information packets of claim 21 wherein said subsystem is

used to control said microprocessor.

25. The system for the exchange of digital

information packets of claim 21 wherein said transmission

media is any assembly capable of transmitting digital
information.

26. The central-processing unit of claim 4 where

said software is microcode.

27. The central processing unit of claim 4 wherein

said software is stored in EPROM.

28. The system of claim 21 wherein at least one of

said MEUs is connected directly to at least one other of

said MEUs over one transmission medium.

29. The system of claim 28 wherein at least one of

said MEU's is connected directly to at least one other of

said MEU's over at least two transmission media.

30. The system of claim 1, further comprising means

for virtual menuing.
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31. The system of claim 21,

means for virtual menuing.
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With the advent of computer networks and digital

multimedia, protection of intellectual property has

become a prime concern for creators and publishers of

digitized copies of copyrightable works, such as musical

recordings, movies, video games, and computer software.

One method of protecting copyrights in the digital

domain is to use "digital watermarks."

The prior art includes copy protection systems

attempted at many stages in the development of the

software industry. These may be various methods by

which a software engineer can write the software in a

clever manner to determine if it has been copied, and if

so to deactivate itself. Also included are undocumented

changes to the storage format of the content. Copy

protection was generally abandoned by the software

industry, since pirates were generally just as clever as

the software engineers and figured out ways to modify

the software and deactivate the protection. The cost of

developing such protection was not justified considering

the level of piracy which occurred despite the copy

protection.

Other methods for protection of computer software

include the requirement of entering certain numbers or

facts that may be included in a packaged software‘s

manual, when prompted at start—up. These may be
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overcome if copies of the manual are distributed to

unintended users, or by patching the code to bypass

these measures. Other methods include requiring a user

to contact the software vendor and to receive "keys" for

unlocking software after registration attached to some

payment scheme, such as credit card authorization.

Further methods include network—based searches of a

user’s hard drive and comparisons between what is

registered to that user and what is actually installed

on the user’s general computing device. Other

proposals, by such parties as AT&T's Bell Laboratories,

use “kerning” or actual distance in pixels, in the

rendering of text documents, rather than a varied number

of ASCII characters. However, this approach can often

be defeated by graphics processing analogous to sound

processing, which randomizes that information. All of

these methods require outside determination and

verification of the validity of the software license.

Digital watermarks can be used to mark each

individual copy of a digitized work with information

identifying the title, copyright holder, and even the

licensed owner of a particular copy. when marked with

licensing and ownership information, responsibility is

created for individual copies where before there was

none. Computer application programs can be watermarked

by watermarking digital content resources used in

conjunction with images or audio data. Digital

watermarks can be encoded with random or pseudo random

keys, which act as secret maps for locating the

watermarks. These keys make it impossible for a party

to find the watermark without having the key. In

addition, the encoding method can be enhanced to force a

party to cause damage to a watermarked data stream when

trying to erase a random—key watermark. Digital

watermarks are described in "Steganographic Method and

Device" — The DICE Company, Serial No. 08/489,172, the

disclosure of which is hereby incorporated by reference.
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Other information is disclosed in "Technology: Digital

Commerce", Denise Caruso, New York Times, August 7,

1995; and "Copyrighting in the Information Age", Harley

Ungar, ONLINE MARKETPLACE, September 1995, Jupiter

Communications.

Additionally, other methods for hiding information

signals in content signals, are disclosed in U.S. Patent

No. 5,319,735 - Preuss et al. and U.S. Patent No.

5,379,345 — Greenberg.

It is desirable to use a "stega—cipher" or

watermarking process to hide the necessary parts or

resources of the executable object code in the digitized

sample resources. It is also desirable to further

modify the underlying structure of an executable

computer application such that it is more resistant to

attempts at patching and analysis by memory capture. A

computer application seeks to provide a user with

certain utilities or tools, that is, users interact with

a computer or similar device to accomplish various tasks

and applications provide the relevant interface. Thus,

a level of authentication can also be introduced into

software, or "digital products," that include digital

content, such as audio, video, pictures or multimedia,

with digital watermarks. Security is maximized because

erasing this code watermark without a key results in the

destruction of one or more essential parts of the

underlying application, rendering the "program" useless

to the unintended user who lacks the appropriate key.

Further, if the key is linked to a license code by means

of a mathematical function, a mechanism for identifying

the licensed owner of an application is created.

It is also desirable to randomly reorganize program

memory structure intermittently during program run time,

to prevent attempts at memory capture or object code

analysis aimed at eliminating licensing or ownership

information, or otherwise modifying, in an unintended

manner. the functioning of the application.
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In this way, attempts to capture memory to

determine underlying functionality or provide a “patch"

to facilitate unauthorized use of the "application," or

computer program, without destroying the functionality

5 and thus usefulness of a copyrightable computer program

can be made difficult or impossible.

It is thus the goal of the present invention to

provide a higher level of copyright security to object

code on par with methods described in digital

10 watermarking systems for digitized media content such as

pictures, audio, video and multimedia content in its

multifarious forms, as described in previous

disclosures, "Steganographic Method and Device" and

"Human Assisted Random Key Generation and Application

15 for Digital Watermark System", filed on even date

herewith, the disclosure of which is hereby incorporated
by reference.

It is a further goal of the present invention to

establish methods of copyright protection that can be

20 combined with such schemes as software metering, network

distribution of code and specialized protection of

software that is designed to work over a network, such

as that proposed by Sun Microsystems in their HotJava

browser and Java programming language, and manipulation

25 of application code in proposed distribution of

documents that can be exchanged with resources or the

look and feel of the document being preserved over a

network. Such systems are currently being offered by

companies including Adobe, with their Acrobat software.

30 This latter goal is accomplished primarily by means of

the watermarking of font, or typeface, resources

included in applications or documents, which determine

how a bitmap representation of the document is

ultimately drawn on a presentation device.

35 The present invention includes an application of

the technology of "digital watermarks." As described

in previous disclosures, "Steganographic Method and

4
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Device“ and "Human Assisted Random Key Generation and

Application for Digital Watermark System," watermarks

are particularly suitable to the identification,

metering, distributing and authenticating digitized

content such as pictures, audio, video and derivatives

thereof under the description of "multimedia content."

Methods have been described for combining both

cryptographic methods, and-steganography, or hiding

something in plain view. Discussions of these

technologies can be found in Applied Cryptography by

Bruce Schneier and The Code Breakers by David Kahn. For

more information on prior art public-key cryptosystems

see US Pat No 4,200,770 Diffie-Hellman, 4,218,582

Hellman, 4,405,829 RSA, 4,424,414 Hellman Pohlig.

Computer code, or machine language instructions, which

are not digitized and have zero tolerance for error,

must be protected by derivative or alternative methods,

such as those disclosed in this invention, which focuses

on watermarking with "keys" derived from license codes

or other ownership identification information, and using

the watermarks encoded with such keys to hide an

essential subset of the application code resources.

figMY OF THE INVENTION

It is thus a goal of the present invention, to

provide a level of security for executable code on

similar grounds as that which can be provided for

digitized samples. Furthermore, the present invention

differs from the prior art in that it does not attempt

to stop copying, but rather, determines responsibility

for a copy by ensuring that licensing information must

be preserved in descendant copies from an original.

Without the correct license information, the copy cannot
function.

An improvement over the art is disclosed in the

present invention, in that the software itself is a set

of commands, compiled by software engineer, which can be
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configured in such a manner as to tie underlying

functionality to the license or authorization of the

copy in possession by the user. Without such

verification, the functions sought out by the user in

the form of software cease to properly work. Attempts

to tamper or "patch" substitute code resources can be

made highly difficult by randomizing the location of

said resources in memory on an intermittent basis to

resist most attacks at disabling the system.

DETAIQEQ DESCRIPTION

An executable computer program is variously

referred to as an application, from the point of View of

a user, or executable object code from the point of view

of the engineer. A collection of smaller, atomic (or

indivisible) chunks of object code typically comprise

the complete executable object code or application which

may also require the presence of certain data resources.

These indivisible portions of object code correspond

with the programmers’ function or procedure

implementations in higher level languages, such as C or

Pascal. In creating an application, a programmer writes

“code" in a higher level language, which is then

compiled down into "machine language," or, the

executable object code, which can actually be run by a

computer, general purpose or otherwise. Each function,

or procedure, written in the programming language,

represents a self-contained portion of the larger

program, and implements, typically, a very small piece

of its functionality. The order in which the programmer

types the code for the various functions or procedures,

and the distribution of and arrangement of these

implementations in various files which hold them is

unimportant. Within a function or procedure, however,

the order of individual language constructs, which

correspond to particular machine instructions is

important, and so functions or procedures are considered
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indivisible for purposes of this discussion. That is,

once a function or procedure is compiled, the order of

the machine instructions which comprise the executable

object code of the function is important and their order

in the computer memory is of vital importance. Note

that many "compilers" perform "optimizations“ within

functions or procedures, which determine, on a limited

scale, if there is a better arrangement for executable

instructions which is more efficient than that

constructed by the programmer, but does not change the

result of the function or procedure. Once these

optimizations are performed, however, making random

changes to the order of instructions is very likely to

"break" the function. When a program is compiled, then,

it consists of a collection of these sub—objects, whose

exact order or arrangement in memory is not important,

so long as any sub-object which uses another sub-object

knows where in memory it can be found.

The memory address of the first instruction in one

of these sub—objects is called the "entry point" of the

function or procedure. The rest of the instructions

comprising that sub-object immediately follow from the

entry point. Some systems may prefix information to the

entry point which describes calling and return

conventions for the code which follows, an example is

the Apple Macintosh Operating System (MacOS). These

sub-objects can be packaged into what are referred to in

certain systems as "code resources," which may be stored

separately from the application, or shared with other

applications, although not necessarily. Within an

application there are also data objects, which consist

of some data to be operated on by the executable code.

These data objects are not executable. That is, they do

not consist of executable instructions. The data

objects can be referred to in certain systems as
"resources."
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When a user purchases or acquires a computer

program, she seeks a computer program that "functions"

in a desired manner. Simply, computer software is

overwhelmingly purchased for its underlying

functionality. In contrast, persons who copy multimedia

content, such as pictures, audio and video, do so for

the entertainment or commercial value of the content.

The difference between the two types of products is that

multimedia content is not generally interactive, but is

instead passive, and its commercial value relates more

on passive not interactive or utility features, such as

those required in packaged software, set—top boxes,

cellular phones, VCRs, PDAs, and the like. Interactive

digital products which include computer code may be

mostly interactive but can also contain content to add

to the interactive experience of the user or make the

underlying utility of the software more aesthetically

pleasing. It is a common concern of both of these

creators, both of interactive and passive multimedia

products, that "digital products" can be easily and

perfectly copied and made into unpaid or unauthorized

copies. This concern is especially heightened when the

underlying product is copyright protected and intended

for commercial use.

The first method of the present invention described

involves hiding necessary "parts" or code "resources" in

digitized sample resources using a "digital

watermarking" process, such as that described in the

"Steganographic Method and Device“ patent application.

The basic premise for this scheme is that there are a

certain sub—set of executable code resources, that

comprise an application and that are "essential” to the

proper function of the application. In general, any

code resource can be considered "essential" in that if

the program proceeds to a point where it must "call" the

code resource and the code resource is not present in

memory, or cannot be loaded, then the program fails.
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However, the present invention uses a definition of

“essential" which is more narrow. This is because,

those skilled in the art or those with programming

experience, may create a derivative program, not unlike

the utility provided by the original program, by writing

additional or substituted code to work around

unavailable resources. This is particularly true with

programs that incorporate an optional "plug-in

architecture," where several code resources may be made

optionally available at run—time. The present invention

is also concerned with concentrated efforts by

technically skilled people who can analyze executable

object code and "patch" it to ignore or bypass certain

code resources. Thus, for the present embodiment's

purposes, "essential" means that the function which

distinguishes this application from any other

application depends upon the presence and use of the

code resource in question. The best candidates for this

type of code resources are NOT optional, or plug—in

types, unless special care is taken to prevent work-a—
rounds.

Given that there are one or more of these essential

resources, what is needed to realize the present

invention is the presence of certain data resources of a

type which are amenable to the "stega-cipher" process

described in the "Steganographic Method and Device"

patent application. Data which consists of image or

audio samples is particularly useful. Because this data

consists of digital samples, digital watermarks can be

introduced into the samples. What is further meant is

that certain applications include image and audio

samples which are important to the look and feel of the

program or are essential to the processing of the

application's functionality when used by the user.

These computer programs are familiar to users of

computers but also less obvious to users of other

devices that run applications that are equivalent in
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some measure of functionality to general purpose

computers including, but not limited to, set-top boxes,

cellular phones, "smart televisions," PDAs and the like.

However, programs still comprise the underlying

"operating systems" of these devices and are becoming

more complex with increases in functionality.

One method of the present invention is now

discussed. When code and data resources are compiled

and assembled into a precursor of an executable program

the next step is to use a utility application for final

assembly of the executable application. The programmer

marks several essential code resources in a list

displayed by the utility. The utility will choose one

or several essential code resources, and encode them

into one or several data resources using the stega-

cipher process. The end result will be that these

essential code resources are not stored in their own

partition, but rather stored as encoded information in

data resources. They are not accessible at run-time

without the key. Basically, the essential code

resources that provide functionality in the final end-

product, an executable application or computer program,

are no longer easily and recognizably available for

manipulation by those seeking to remove the underlying

copyright or license, or its equivalent information, or

those with skill to substitute alternative code

resources to "force" the application program to run as

an unauthorized copy. For the encoding of the essential

code resources, a "key" is needed. Such a key is

similar to those described in the "Steganographic Method

and Device." The purpose of this scheme is to make a

particular licensed copy of an application

distinguishable from any other. It is not necessary to

distinguish every instance of an application, merely

every instance of a license. A licensed user may then

wish to install multiple copies of an application,

legally or with authorization. This method, then, is to

10
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choose the key so that it corresponds, is equal to, or

is a function of, a license code or license descriptive

information, not just a text file, audio clip or

identifying piece of information as desired in digital

watermarking schemes extant and typically useful to

stand—alone, digitally sampled content. The key is

necessary to access the underlying code, i.e., what the

user understands to be the application program.

The assembly utility can be supplied with a key

generated from a license code generated for the license

in question. Alternatively, the key, possibly random,

can be stored as a data resource and encrypted with a

derivative of the license code. Given the key, it

encodes one or several essential resources into one or

several data resources. Exactly which code resources

are encoded into which data resources may be determined

in a random or pseudo random manner. Note further that

the application contains a code resource which performs

the function of decoding an encoded code resource from a

data resource. The application must also contain a data

resource which specifies in which data resource a

particular code resource is encoded. This data resource

is created and added at assembly time by the assembly

utility. The application can then operate as follows:

1) when it is run for the first time, after

installation, it asks the user for personalization

information, which includes the license code. This can

include a particular computer configuration;

2) it stores this information in a personalization

data resource;

3) Once it has the license code, it can then

generate the proper decoding key to access the essential
code resources.

Note that the application can be copied in an

uninhibited manner, but must contain the license code

issued to the licensed owner, to access its essential

code resources. The goal of the invention, copyright

ll
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protection of computer code and establishment of

responsibility for copies, is thus accomplished.

This invention represents a significant improvement

over prior art because of the inherent difference in use

of purely informational watermarks versus watermarks

which contain executable object code. If the executable

object code in a watermark is essential to an

application which accesses the data which contains the

watermark, this creates an all-or-none situation.

Either the user must have the extracted watermark, or

the application cannot be used, and hence the user

cannot gain full access to the presentation of the

information in the watermark bearing data. In order to

extract a digital watermark, the user must have a key.

The key, in turn, is a function of the license

information for the copy of the software in question.

The key is fixed prior to final assembly of the

application files, and so cannot be changed at the

option of the user. That, in turn, means the license

information in the software copy must remain fixed, so

that the correct key is available to the software. The

key and the license information are, in fact,

interchangeable. One is merely more readable than the

other. In the earlier developed "Steganographic Method

and Device," the possibility of randomization erasure

attacks on digital watermarks was discussed. Simply, it

is always possible to erase a digital watermark,

depending on how much damage you are willing to do to

the watermark—bearing content stream. The present

invention has the significant advantage that you must

have the watermark to be able to use the code it

contains. If you erase the watermark you have lost a

key piece of the functionality of the application, or

even the means to access the data which bear the

watermark.

A preferred embodiment would be implemented in an

embedded system, with a minimal operating system and

12
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memory. No media playing "applets," or smaller sized

applications as proposed in new operating environments

envisioned by Sun Microsystems and the advent of Sun's

Java operating system, would be permanently stored in

the system, only the bare necessities to operate the

device, download information, decode watermarks and

execute the applets contained in them. when an applet

is finished executing, it is erased from memory. Such a

system would guarantee that content which did not

contain readable watermarks could not be used. This is

a powerful control mechanism for ensuring that content

to be distributed through such a system contains valid

watermarks. Thus, in such networks as the Internet or

set—top box controlled cable systems, distribution and

exchange of content would be made more secure from

unauthorized copying to the benefit of copyright holders

and other related parties. The system would be enabled

to invalidate, by default, any content which has had its

watermark(s) erased, since the watermark conveys, in

addition to copyright information, the means to fully

access, play, record or otherwise manipulate, the
content.

A second method according to the present invention

is to randomly re-organize program memory structure to

prevent attempts at memory capture or object code

analysis. The object of this method is to make it

extremely difficult to perform memory capture—based

analysis of an executable computer program. This

analysis is the basis for a method of attack to defeat

the system envisioned by the present invention.

Once the code resources of a program are loaded

into memory, they typically remain in a fixed position,

unless the computer operating system finds it necessary

to rearrange certain portions of memory during "system

time," when the operating system code, not application

code, is running. Typically, this is done in low memory

systems, to maintain optimal memory utilization. The

13
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MacOS for example, uses Handles, which are double-

indirect pointers to memory locations, in order to allow

the operating system to rearrange memory transparently,

underneath a running program. If a computer program

contains countermeasures against unlicensed copying, a

skilled technician can often take a snapshot of the code

in memory, analyze it, determine which instructions

comprise the countermeasures, and disable them in the

stored application file, by means of a "patch." Other

applications for designing code that moves to prevent

scanning—tunnelling microscopes, and similar high

sensitive hardware for analysis of electronic structure

of microchips running code, have been proposed by such

parties as Wave Systems. Designs of Wave Systems’

microchip are intended for preventing attempts by

hackers to "photograph" or otherwise determine "burn in"

to microchips for attempts at reverse engineering. The

present invention seeks to prevent attempts at

understanding the code and its organization for the

purpose of patching it. Unlike systems such as Wave

Systems’, the present invention seeks to move code

around in such a manner as to complicate attempts by

software engineers to reengineer a means to disable the

methods for creating licensed copies on any device that

lacks "trusted hardware." Moreover, the present

invention concerns itself with any application software

that may be used in general computing devices, not

chipsets that are used in addition to an underlying

computer to perform encryption. Wave Systems' approach

to security of software, if interpreted similarly to the

present invention, would dictate separate microchip sets

for each piece of application software that would be

tamperproof. This is not consistent with the economics

of software and its distribution.

Under the present invention, the application

contains a special code resource which knows about all

the other code resources in memory. During execution

l4
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time, this special code resource, called a "memory

scheduler," can be called periodically, or at random or

pseudo random intervals, at which time it intentionally

shuffles the other code resources randomly in memory, so

5 that someone trying to analyze snapshots of memory at

various intervals cannot be sure if they are looking at

the same code or organization from one "break" to the

next. This adds significant complexity to their job.

The scheduler also randomly relocates itself when it is

10 finished. In order to do this, the scheduler would have

to first copy itself to a new location, and then

specifically modify the program counter and stack frame,

so that it could then jump into the new copy of the

scheduler, but return to the correct calling frame.

15 Finally, the scheduler would need to maintain a list of

all memory addresses which contain the address of the

scheduler, and change them to reflect its new location.

The methods described above accomplish the purposes

of the invention - to make it hard to analyze captured

20 memory containing application executable code in order

to create an identifiable computer program or

application that is different from other copies and is

less susceptible to unauthorized use by those attempting

to disable the underlying copyright protection system.

25 Simply, each copy has particular identifying information

making that copy different from all other copies.
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What is Claimed Is:

1 1. A method of associating executable object code with

2 a digital sample stream by means of a digital watermark

3 wherein the digital watermark contains executable object

4 code and is encoded into the digital sample stream.

1 2. The method of claim 1 wherein a key to access the

2 digital watermark is a function of a collection of

3 license information pertaining to the software which is

4 accessing the watermark

5 where license information consists of one or more

6 of the following items:

7 Owning Organization name;

8 Personal Owner name;

9 Owner Address;

10 License code;

11 Software serialization number:

12 Distribution parameters;

13 Appropriate executable general computing

14 device architecture;

15 Pricing; and

16 Software Metering details.

1 3. The method of claim 1 further comprising the step

2 of transmitting the digital sample stream, via a

3 transmission means, from a publisher to a subscriber

4 wherein transmission means can selected from the

5 group of

6 soft sector magnetic disk media;

7 hard sector magnetic disk media;

8 magnetic tape media;

9 optical disc media;

10 Digital Video Disk media;

11 magneto—optical disk media;

12 memory cartridge;

13 telephone lines;

16
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SCSI;

Ethernet or Token Ring Network;

ISDN;

ATM network;

TCP/IP network;

analog cellular network;

digital cellular network;

wireless network;

digital satellite;

cable network;

fiber optic network; and

electric powerline network.

4. The method of claim 1 where the object code to be

encoded is comprised of series of executable machine

instructions which perform the function of

processing a digital sample stream for the purpose

of modifying it or playing the digital sample stream.

5. The method of claim 3 further comprising the steps

of:

decoding said digital watermark and extracting

object code;

loading object code into computer memory for the

purpose of execution;

executing said object code in order to process said

digital sample stream for the purpose of playback.

6. A method of assembling an application to be

protected by watermark encoding of essential resources

comprising the steps of:

assembling a list of identifiers of essential

code resources of an application where identifiers allow

the code resource to be accessed and loaded into memory;

providing license information on the

licensee who is to receive an individualized copy of the

application;

17
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10 storing license information in a

11 personalization resource which is added to the list of

12 application data resources;

13 generating a digital watermark key from

14 the license information; using the key as a pseudo-

15 random number string to select a list of suitable

16 digital sample data resources. the list of essential

17 code resources, and a mapping of which essential code

18 resources are to be watermarked into which data

19 resources;

20 storing the map, which is a list of

21 paired code and data resource identifiers, as a data

22 resource, which is added to the application;

23 adding a digital watermark decoder code

24 resource to the application, to provide a means for

25 extracting essential code resource from data resources,

26 according to the map;

27 processing the map list and encoding

28 essential code resources into digital sample data

29 resources with a digital watermark encoder;

30 removing self-contained copies of the

31 essential code resources which have been watermarked

32 into data resources; and

33 _ combining all remaining code and data

34 resources into a single application or installer.

7. A method of intermittently relocating application

code resources in computer memory, in order to prevent,

discourage, or complicate attempts at memory capture

based code analysis.
“>me

8. The method of claim 7 additionally comprising the

step of

assembling a list of identifiers of code resources

of an application where identifiers allow the code01¢wa
resource to be accessed and loaded into memory.
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9. The method of claim 8 additionally comprising the

step of modifying application program structure to make

all code resource calls indirectly, through the memory

scheduler, which looks up code resources in its list andU1DDQJNI-J
dispatches calls.

10. The method of claim 9 additionally comprising the

step of intermittently rescheduling or shuffling all

code resources prior to or following the dispatch of aIii-LUMP
code resource call through the memory scheduler.

H 11. The method of claim 10 additionally comprised of

the step of the memory scheduler copying itself to a new
b.) location in memory.

12. The method of claim ll additionally comprising the

step of modifying the stack frame, program counter, and

memory registers of the CPU to cause the scheduler to

jump to the next instruction comprising the scheduler,

in the copy, to erase the previous memory instance of

the scheduler, and changing all memory references to the

scheduler to reflect its new location, and to return

from the copy of the scheduler to the frame which called

the previous copy of the scheduler.

mmqmtnthl-t
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110 including the digital sample and the encoded format information generated
to protect the original digital information. In another embodiment, a digital
signal, including digital samples in a file format having an inherent granu—
larity, is protected by creating a predetermined key The predetermined key

120 is comprised of a transfer function—based mask set to manipulate data at the
inherent granularity of the file format of the underlying digitized samples.
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COPY PROTECTION OF DIGITAL DATA COMBINING STEGANOGRAPHIC AND CRYPTOGRAPHIC TECH
NIQUES

BACKGROUND OF THE INVENTION

5 Increasingly, commercially valuable information is being created and

stored in “digital” form. For example, music, photographs and video can all be

stored and transmitted as a series ofnumbers, such as 1's and 0's. Digital techniques

let the original information be recreated in a very accurate mamier. Unfortunately,

digital techniques also let the information be easily copied without the information

10 owner's permission.

Because unauthorized copying is clearly a disincentive to the digital

distribution of valuable information, it is important to establish responsibility for

copies and derivative copies of such works. For example, if each authorized digital

copy of a popular song is identified with a unique number, any unauthorized copy of

15 the song would also contain the number. This would allow the owner of the

information, such as a song publisher, to investigate who made the unauthorized

copy. Unfortunately, it is possible that the unique number could be erased or altered

if it is simply tacked on at the beginning or end of the digital information.

As will be described, known digital “watermark” techniques give

20 creators and publishers of digitized multimedia content localized, secured

identification and authentication of that content. In considering the various forms of

multimedia content, such as “master,” stereo, National Television Standards

Committee (NTSC) video, audio tape or compact disc, tolerance of quality will vary

with individuals and affect the underlying commercial and aesthetic value of the

25 content. For example, if a digital version of a popular song sounds distorted, it will

be less valuable to users It is therefore desirable to embed copyright, ownership or

purchaser information, or some combination of these and related data, into the

content in a way that will damage the content if the watermark is removed without

authorization.

30 To achieve these goals, digital watermark systems insert ownership

information in a way that causes little or no noticeable effects, or “artifacts,” in the

underlying content signal. For example, if a digital watermark is inserted into a
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digital version of a song, it is important that a listener not be bothered by the slight

changes introduced by the watermark. It is also important for the watermark

technique to maximize the encoding level and “location sensitivity” in the signal to

force damage to the content signal when removal is attempted. Digital watermarks

address many of these concerns, and research in the field has provided extremely

robust and secure implementations.

What has been overlooked in many applications described in the art,

however, are systems which closely mimic distribution of content as it occurs in the

real world. For instance, many watermarking systems require the original un-

watermarked content signal to enable detection or decode operations. These include

highly publicized efforts by NBC, Digimarc and others. Such techniques are

problematic because, in the real world, original master copies reside in a rights

holders vaults and are not readily available to the public.

With much activity overly focused on watermark survivability, the

security of a digital watermark is suspect. Any simple linear operation for encoding

information into a signal may be used to erase the embedded signal by inverting the

process. This is not a difficult task, especially when detection software is a plug—in

freely available to the public, such as with Digimarc. In general, these systems seek

to embed cryptographic information, not cryptographically embed information into

target media content.

Other methods embed ownership information that is plainly Visible in

the media signal, such as the method described in US Patent No. 5,530,739 to

Braudaway et al. The system described in Braudaway protects a digitized image by

encoding a visible watermark to deter piracy. Such an implementation creates an

immediate weakness in securing the embedded information because the watermark

is plainly visible. Thus, no search for the embedded signal is necessary and the

watermark can be more easily removed or altered. For example, while certainly

useful to some rights owners, simply placing the symbol “©” in the digital

information would only provide limited protection. Removal by adjusting the

brightness of the pixels forming the “©” would not be difficult with respect to the

computational resources required.
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Other relevant prior art includes US Patents No. 4,979,210 and

5,073,925 to Nagata et al., which encodes information by modulating an audio

signal in the amplitude/time domain. The modulations introduced in the Nagata

process carry a “copy/don't copy” message, which is easily found and circumvented

by one skilled in the art. The granularity of encoding is fixed by the amplitude and

frequency modulation limits required to maintain inaudibility. These limits are

relatively low, making it impractical to encode more information using the Nagata

process.

Although US Patent No. 5,664,018 to Leighton describes a means to

prevent collusion attacks in digital watermarks, the disclosed method may not

actually provide the security described. For-example, in cases where the

watermarking technique is linear, the “insertion envelope” or “watermarking space”

is well-defined and thus susceptible to attacks less sophisticated than collusion by

unauthorized parties. Over-encoding at the watermarking encoding level is but one

simple attack in such linear implementations. Another consideration not made by

Leighton is that commercially—valuable content may already exist in a un—

watermarked form somewhere, easily accessible to potential pirates, gutting the need

for any type of collusive activity. Digitally signing the embedded signal with

preprocessing of watermark data is more likely to prevent successful collusion.

Furthermore, a “baseline” watermark as disclosed is quite subjective. It is simply

described elsewhere in the art as the “perceptually significant” regions of a signal.

Making a watermarking function less linear or inverting the insertion of watermarks

would seem to provide the same benefit without the additional work required to

create a “baseline” watermark. Indeed, watermarking algorithms should already be

capable of defining a target insertion envelope or region without additional steps.

What is evident is the Leighton patent does not allow for initial prevention of attacks

on an embedded watermark as the content is visibly or audibly unchanged.

It is also important that any method for providing security also

function with broadcasting media over networks such as the Internet, which is also

referred to as “streaming.” Commercial “plug—in” products such as RealAudio and

RealVideo, as well as applications by vendors VDONet and Xtreme, are common in

such network environments. Most digital watermark implementations focus on
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common file base signals and fail to anticipate the security of streamed signals. It is

desirable that any protection scheme be able to function with a plug—in player

without advanced knowledge of the encoded media stream.

Other technologies focus solely on file-based security. These

technologies illustrate the varying applications for security that must be evaluated

for different media and distribution environments. Use of cryptolopes or

cryptographic containers, as proposed by IBM in its Cryptolope product, and

InterTrust, as described in US. Patents No. 4,827,508, 4,977,594, 5,050,213 and

5,410,598, may discourage certain forms of piracy. Cryptographic containers,

however, require a user to subscribe to particular decryption software to decrypt

data. IBM’s InfoMarket and InterTrust's DigiBox, among other implementations,

provide a generalized model and need proprietary architecture to function. Every

user must have a subscription or registration with the party which encrypts the data.

Again, as a form of general encryption, the data is scrambled or encrypted Without

regard to the media and its formatting. Finally, control over copyrights or other

neighboring rights is left with the implementing party, in this case, IBM, InterTrust

or a similar provider. Methods similar to these “trusted systems” exist, and

Cerberus Central Limited and Liquid Audio, among a number of companies, offer

systems which may functionally be thought of as subsets of IBM and InterTrust's

more generalized security offerings. Both Cerberus and Liquid Audio propose

proprietary player software which is registered to the user and “locked” in a manner

parallel to the locking of content that is distributed via a cryptographic container.

The economic trade—off in this model is that users are required to use each respective

companies' proprietary player to play or otherwise manipulate content that is

downloaded. If, as is the case presently, most music or other media is not available

via these proprietary players and more companies propose non—compatible player

formats, the proliferation of players will continue. Cerberus and Liquid Audio also

by way of extension of their architectures provide for “near-CD quality” but

proprietary compression. This requirement stems from the necessity not to allow‘

content that has near-identical data make-up to an existing consumer electronic

standard, in Cerberus and Liquid Audio's case the so-called Red Book audio CD

standard of 16 bit 44.1 kHz, so that comparisons with the proprietary file may not
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yield how the player is secured. Knowledge of the player's file format renders its

security ineffective as a file may be replicated and played on any common player,

not the intended proprietary player of the provider of previously secured and

uniquely formatted content. This is the parallel weakness to public key crypto-

systems which have gutted security if enough plain text and cipher text comparisons

enable a pirate to determine the user's private key.

Many approaches to digital watermarking leave detection and

decoding control with the implementing party of the digital watermark, not the

creator of the work to be protected. A set of secure digital watermark

implementations address this fundamental control issue forming the basis of key—

based approaches. These are covered by the following patents and pending 1

applications, the entire disclosures of which are hereby incorporated by reference:

US Patent No. 5,613, 004 entitled “Steganographic Method and Device” and its

derivative US patent application Serial No. 08/775,216, US patent application Serial

No. 08/5 87,944 entitled “Human Assisted Random Key Generation and Application

for Digital Watermark System,” US Patent Application Serial No. 08/587,943

entitled “Method for Stega—Cipher Protection of Computer Code,” US patent

application Serial No. 08/677,435 entitled “Optimization Methods for the Insertion,

Protection, and Detection of Digital Watermarks in Digitized Data,” and US Patent

Application Serial No. 08/772,222 entitled “Z-Transform Implementation of Digital

Watermarks.” Public key crypto-systems are described in US Patents No.

4,200,770, 4,218,582, 4,405,829 and 4,424,414, the entire disclosures of which are

also hereby incorporated by reference.

In particular, an improved protection scheme is described in “Method

for Stega—Cipher Protection of Computer Code,” US patent application Serial No.

08/587,943. This technique uses the key—based insertion of binary executable

computer code within a content signal that is subsequently, and necessarily, used to

play or otherwise manipulate the signal in which it is encoded. With this system,

however, certain computational requirements, such as one digital player per digital

copy of content, may be necessitated. For instance, a consumer may download

many copies of watermarked content. With this technique, the user would also be

downloading as many copies of the digital player program. While this form of
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security may be desirable for some applications, it is not appropriate in many

circumstances. Finally, even when digital information is distributed in encoded

form, it may be desirable to allow unauthorized users to play the information with a

digital player, perhaps with a reduced level of quality. For example, a popular song

may be encoded and freely distributed in encoded form to the public. The public,

perhaps using commonly available plug-in digital players, could play the encoded

content and hear the music in some degraded form. The music may sound choppy,

or fuzzy or be degraded in some other way. This lets the public decide, based on the

available lower quality version of the song, if they want to purchase a key from the

publisher to decode, or “clean—up,” the content. Similar approaches could be used to

distribute blurry pictures or low quality video. Or even “degraded” text, in the sense

that only authenticated portions of the text can be determined with the

predetermined key or a validated digital signature for the intended message.

In view of the foregoing, it can be appreciated that a substantial need

exists for a method allowing encoded content to be played, with degraded quality, by

a plug—in digital player, and solving the other problems discussed above.

SUMMARY OF THE INVENTION

The disadvantages of the art are alleviated to a great extent by a

method for combining transfer functions with predetermined key creation. In one

embodiment, digital information, including a digital sample and format information,

is protected by identifying and encoding a portion of the format information.

Encoded digital information, including the digital sample and the encoded format

information, is generated to protect the original digital information.

In another embodiment, a digital signal, including digital samples in a

file format having an inherent granularity, is protected by creating a predetermined

key. The predetermined key is comprised of a transfer function-based mask set to

manipulate data at the inherent granularity of the file fonnat of the underlying

digitized samples.

With these and other advantages and features of the invention that

will become hereinafter apparent, the nature of the invention may be more clearly

understood by reference to the following detailed description of the-invention, the

appended claims and to the several drawings attached herein.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block flow diagram of a method for copy protection or

authentication of digital information according to an embodiment of the present

invention.

DETAILED DESCRIPTION

In accordance with an embodiment of the present invention, a method

combines transfer functions with predetermined key creation. Increased security is

achieved in the method by combining elements of “public—key steganography” with

cryptographic protocols, which keep in-transit data secure by scrambling the data

with “keys” in a manner that is not apparent to those with access to the content to be

distributed. Because different forms of randomness are combined to offer robust,

distributed security, the present invention addresses an architectural “gray space”

between two important areas of security: digital watermarks, a subset of the more

general art of steganography, and cryptography. One form of randomness exists in

the mask sets that are randomly created to map watermark data into an otherwise

unrelated digital signal. The second form of-randomness is the random

permutations of data formats used with digital players to manipulate the content with

the predetermined keys. These forms can be thought of as the transfer fimction

versus the mapping function inherent to digital watermarking processes.

According to an embodiment of the present invention, a

predetermined, or randomly generated, key is used to scramble digital information in

a way that is unlike known “digital watermark” techniques and public key crypto-

systems. As used herein, a key is also referred to as a “mask set” which includes

one or more random or pseudo—random series of bits. Prior to encoding, a mask can

be generated by any cryptographically secure random generation process. A block

cipher, such as a Data Encryption Standard (DES) algorithm, in combination with a

sufficiently random seed value, such as one created using a Message Digest 5

(MDS) algorithm, emulates a cryptographically secure random bit generator. The

keys are saved in a database, along with information matching them to the digital

signal, for use in descrambling and subsequent viewing or playback. Additional file

format or transfer property information is prepared and made available to the

encoder, in a bit addressable manner. As well, any authenticating function can be
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combined, such as Digital Signature Standard (DSS) or Secure Hash Algorithm

(SHA).

Using the predetermined key comprised of a transfer function-based

mask set, the data representing the original content is manipulated at the inherent

granularity of the file format of the underlying digitized samples. Instead of

providing, or otherwise distributing, watermarked content that is not noticeably

altered, a partially “scrambled” copy of the content is distributed. The key is

necessary both to register the sought-after content and to descramble the content into

its original form.

The present invention uses methods disclosed in “Method for Stega—

Cipher Brotection of Computer Code,” US Patent Application Serial No.

08/587,943, with respect to transfer functions related to the common file formats,

such as PICT, TIFF, AIFF, WAV, etc. Additionally, in cases Where the content has

not been altered beyond being encoded with such functional data, it is possible for a

digital player to still play the content because the file format has not been altered.

Thus, the.» encoded content could still be played by a plug—in digital player as

discrete, digitally sampled signals, watermarked or not. That is, the structure of the

file can remain basically unchanged by the watermarking process, letting common

file format based players work with the “scrambled” content.

For example, the Compact Disc-Digital Audio (CD—DA) format

stores audio information as a series of frames. Each frame contains a number of

digital samples representing, for example, music, and a header that contains file

format information. As shown in FIG. 1, according to an embodiment of the

present invention some of the header information can be identified and “scrambled”

using the predetermined key at steps 110 to 130. The music samples can remain

unchanged. Using this technique, a traditional CD-DA player will be able to play a

distorted version of the music in the sample. The amount of distortion will depend

on the way, and extent, that the header, or file format, information has been

scrambled. It would also be possible to instead scramble some ofthe digital samples

while leaving the header information alone. In general, the digital signal would be

protected by manipulating data at the inherent granularity, or “frames,” of the CD-
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DA file format. To decode the information, a predetermined key is used before

playing the digital information at steps 140 and 150.

A key-based decoder can act as a “plug-in” digital player of broadcast

signal streams Without foreknowledge of the encoded media stream. Moreover, the

data format orientation is used to partially scramble data in transit to prevent

unauthorized descrambled access by decoders that lack authorized keys. A

distributed key can be used to unscramble the scrambled content because a decoder

would understand how to process the key. Similar to on—the—fly decryption

operations, the benefits inherent in this embodiment include the fact that the

combination of watermarked content security, which is key-based, and the

descrambling of the data, can be performed by the same key which can be a plurality

of mask sets. The mask sets may include primary, convolution and message

delimiter masks with file format data included. r

The creation of an optimized “envelope” for insertion of watermarks

provides the basis of much watermark security, but is also a complementary goal of

the present invention. The predetermined or random key that is generated is not

only an essential map to access the hidden information signal, but is also the

descrambler of the previously scrambled signal's format for playback or Viewing.

In a system requiring keys for watermarking content and validating

the distribution of the content, different keys may be» used to encode different

information while secure one way hash functions or one—time pads may be

incorporated to secure the embedded signal. The same keys can be used to later

validate the embedded digital signature, or even fully decode the digital watermark

if desired. Publishers can easily stipulate that content not only be digitally

watermarked but that distributors must check the validity of the watermarks by

performing digital signature-checks with keys that lack any other fiinctionality. The

system can extend to simple authentication of text in other embodiments.

Before such a market is economically feasible, there are other

methods for deploying key-based watermarking coupled with transfer functions to

partially scramble the content to be distributed without performing full public key

encryption, i.e., a key pair is not necessarily generated, simply, a predetermined

key's function is created to re—map the data of the content file in a lossless process.
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Moreover, the scrambling performed by the present invention may be more

dependent on the file in question. Dissimilarly, encryption is not specific to any

particular media but is performed on data. The file format remains unchanged,

rendering the file useable by any conventional viewer/player, but the signal quality

can be intentionally degraded in the absence of the proper player and key. Public-

key encryption seeks to completely obscure the sensitive “plaintext” to prevent

comparisons with the “ciphertext” to determine a user's private keys. Centralized

encryption only differs in the utilization of a single key for both encryption and

decryption making the key even more highly vulnerable to attacks to defeat the

encryption process. With the present invention, a highly sought after photograph

may be hazy to the viewer using any number of commonly available, nonproprietary

software or hardware, without the authorized key. Similarly, a commercially

valuable song may sound poor.

The benefit of some form of cryptography is not‘lost in the present

invention. In fact, some piracy can be deterred when the target signal may be known

but is clearly being protected through scrambling. What is not anticipated by known

techniques, is an ala carte method to change various aspects of file formatting to

enable various “scrambled states” for content to be subsequently distributed. An

image may lack all red pixels or may not have any of the most significant bits

activated. An audio sample can similarly be scrambled to render it less-than-

commercially viable.

The present invention also provides improvements over known

network-based methods, such as those used for the streaming of media data over the

Internet. By manipulating file formats, the broadcast media, which has been altered

to “fit” within electronic distribution parameters, such as bandwidth availability and

error correction considerations; can be more effectively utilized to restrict the

subsequent use of the content while in transit as well as real-time Viewing or

playing.

The mask set providing the transfer function can be read on a per-use

basis by issuing an authorized or authenticating “key” for descrambling the signal

that is apparent to a viewer or a player or possessor of the authenticating key. The

mask set can be read on a per—computer basis by issuing the authorized key that is
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more generalized for the computer that receives the broadcast signals. Metering and

subscription models become viable advantages over known digital watermark

systems which assist in designating the ownership of a copy of digitized media

content, but do not prevent or restrict the copying or manipulation of the sampled

signal in question. For broadcast or streamed media, this is especially the case.

Message authentication is also possible, though not guaranteeing the same security

as an encrypted file as with general crypto systems.

The present invention thus benefits from the proprietary player model

without relying on proprietary players. No new players will be necessary and

existing multimedia file formats can be altered to exact a measure of security which

is further increased when coupled with digital watermarks. As with most consumer

markets for media content, predominant file formats exist, de facto, and

corresponding formats for computers likewise exist. For a commercial compact disc

quality audio recording, or 16 bit 44.1 kHz, corresponding file formats include:

Audio Interchange File Format (AIFF), Microsoft WAV, Sound Designer II, Sun's

.au, Apple's Quicktime, etc. For still image media, formats are similarly abundant:

TIFF, PICT, JPEG, GIF, etc. Requiring the use of additional proprietary players,

and their complementary file formats, for limited benefits in security is wasteful.

Moreover, almost all computers today are multimedia-capable, and this is

increasingly so 7 with the popularity of Intel's MMX chip architecture and the

PowerPC line ofmicrochips. Because file formattingis fundamental in the playback

of the underlying data, the predetermined key can act both as a map, for information

to be encoded as watermark data regarding ownership, and a descrambler of the file

that has been distributed. Limitations will only exist in how large the key must be

retrofitted for a given application, but any manipulation of file format information is

not likely to exceed the size of data required versus that for an entire proprietary

player.

As with previous disclosures by the inventor on digital watermarking

techniques, the present invention may be implemented with a variety of

cryptographic protocols to increase both confidence and security in the underlying

system. A predetermined key is described as a set of masks. These masks may

include primary, convolution and message delimiter mask. In previous disclosures,
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the functionality of these masks is defined solely for mapping. The present

invention includes a mask set which is also controlled by the distributing party of a

copy ofa given media signal. This mask set is a transfer fimction which is limited

only by the parameters of the file format in question. To increase the uniqueness or

security of each key used to scramble a given media file copy, a secure one Way

hash function can be used subsequent to transfer properties that are initiated to

prevent the forging of a particular key. Public and private keys may be used as key

pairs to further increase the unlikeliness that a key may be compromised.

These same cryptographic protocols can be combined with the

embodiments of the present invention in administering streamed content that

requires authorized keys to correctly display or play the streamed content in an

unscrambled manner. As with digital watermarking, symmetric or asymmetric

public key pairs may be used in a variety of implementations. Additionally, the

need for certification authorities to maintain authentic key-pairs becomes a

consideration for greater security beyond symmetric key implementations. The

cryptographic protocols makes possible, as well, a message of text to be

authenticated by a message authenticating function in a general computing device

that is able to ensure secure message exchanges between authorizing parties.

Although various embodiments are specifically illustrated and

described herein, it will be appreciated that modifications and variations of the

present invention are covered by the above teachings and within the purview of the

appended claims Without departing from the spirit and intended scope of the

invention.
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What is claimed is:

l. A method for copy protection of digital information, the digital

information including a digital sample and format information, comprising the steps

of:

identifying a portion of the format information to be encoded;

generating encoded format information from the identified portion of the

format information; and

generating encoded digital information, including the digital sample and the

encoded format information.

2. The method of claim 1, further comprising the step of requiring a

predetermined key to decode the encoded format information.

3. The method of claim 2, wherein the digital sample and format information

are configured to be used with a digital player, and wherein information output from

the digital player will have a degraded quality unless the encoded format

information is decoded With the predetermined key.

4. The method of claim 3, wherein the information output from the digital

player represents a still image, audio or Video.

5. The method of claim 3, wherein the information output represents text

data to be authenticated.

6. A method for protecting a digital signal, the digital signal including

digital samples in a file format having an inherent granularity, comprising the step

of:

creating a predetermined key comprised of a transfer function-based mask

set to manipulate data at the inherent granularity of the file format of the underlying

digitized samples.

7. The method of claim 6, wherein the digital signal represents a continuous

analog waveform.

8. The-method of claim 6, wherein the predetermined key comprises a

plurality ofmask sets.

9. The method of claim 6, wherein the digital signal is a message to be

authenticated.
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10. The method of claim 6, wherein the mask set is ciphered by a key pair

comprising a public key and a private key.

11. The method of claim 6, further comprising the step of:

using a digital watermarking technique to encode information that identifies

5 ownership, use, or other information about the digital signal, into the digital signal.

12. The method of claim 6, wherein the digital signal represents a still

image, audio or video.

13. The method of claim 6, further comprising the steps of:

selecting the mask set, including one or more masks having random or

10 pseudo-random series of bits; and

validating the mask set at the start of the transfer function—based mask set.

14. The method of claim 13, wherein said step of validating comprises the

step of:

comparing a hash value computed at the start of the transfer function—based

15 mask set with a determined transfer function of the hash value.

15. The method of claim 6, further comprising the steps of:

selecting the mask set, including one or more masks having random or

pseudo-random series ofbits; and

authenticating the mask set by comparing a hash value computed at the start

20 of the transfer function—based mask set with a determined transfer function of the

hash value.

16. The method of claim 13, wherein said step of validating comprises the

step of:

comparing a digital signature at the start of the transfer function-based mask

25 set with a determined transfer function of the digital signature.

17. The method of claim 6, further comprising the steps of:

selecting the mask set, including one or more masks having random or

pseudo-random series ofbits; and

authenticating the mask set by comparing a digital signature at the start of the

30 transfer function-based mask set with a determined transfer function of the digital

signature.
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1 8. The method of claim 13, filrther comprising the step of:

using a digital watermarking technique to embed information that identifies

ownership, use, or other information about the digital signal, into the digital signal;

and

wherein said step of validating is dependent on validation of the embedded

information.

19. The method of claim 6, filrther comprising the step of:

computing a secure one way hash function of carrier signal data in the digital

signal, wherein the hash function is insensitive to changes introduced into the carrier

signal for the purpose of carrying the transfer function-based mask set.

20. A method for protecting a digital signal, the digital signal including

digital samples in a file format having an inherent granularity, comprising the steps

of:

creating a predetermined key comprised of a transfer function-based mask

set that can manipulate data at the inherent granularity of the file format of the

underlying digitized samples;

authenticating the predetermined key containing the V correct transfer

function—based mask set during playback of the data; and

metering the playback of the data to monitor content.

21. The method of claim 20, wherein the predetermined key is authenticated

to authenticate message information.

22. A method to prepare for the scrambling of a sample stream of data,

comprising the steps of:

generating a plurality of mask sets to be used for encoding, including a

random primary mask, a random convolution mask and a random start of message

delimiter;

obtaining a transfer function to be implemented;

generating a message bit stream to be encoded;

loading the message bit stream, a stega—cipher map truth table, the primary

mask, the convolution mask and the start ofmessage delimiter into memory;

initializing the state of a primary mask index, a convolution mask index, and

a message bit index; and
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setting a message size equal to the total number of bits in the message bit

stream.

23. A method to prepare for the encoding of stega—cipher information into a

sample stream of data, comprising the steps of:

generating a mask set to be used for encoding, the set including a random

primary mask, a random convolution mask, and a random start of message delimiter;

obtaining a message to be encoded;

compressing and encrypting the message if desired;

generating a message bit stream to be encoded;

loading the message bit stream, a stega—cipher map truth table, the primary

mask, the convolution mask and the start ofmessage delimiter into memory;

initializing the state of a primary mask index, a convolution mask index, and

a message bit index; and

setting the message size equal to the total number of bits in the message bit

stream.

24. The method of claim 23 wherein the sample stream of data has a

plurality of Windows, further comprising the steps of:

calculating over which Windows in the sample stream the message will be

encoded;

computing a secure one way hash fimction of the information in the

calculated windows, the hash function generating hash values insensitive to changes

in the samples induced by a stega—cipher; and

encoding the computed hash values in an encoded stream of data.

25. The method of claim 13, wherein said step of selecting comprises the

steps of:

collecting a series of random bits derived from keyboard latency intervals in

random typing;

processing the initial series of random bits through an MDS algorithm;

using the results of the MDS processing to seed a triple—DES encryption

loop;
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cycling through the triple-DES encryption loop, extracting the least significant bit of

each result after each cycle; and

concatenating the triple-DES output bits into the random series ofbits.

26. A method for copy protection of digital information, the digital

information including a digital sample and format information, comprising the steps

of:

at identifying a portion of the digital sample to be encoded;

generating an encoded digital sample fi'om the identified portion of the

digital sample; and

generating encoded digital information, including the encoded digital sample

and the format information.

27. The method of claim 26, further comprising the step of requiring a

predetermined key to decode the encoded digital sample.

28. The method of claim 27, wherein the digital sample and format

information are configured to be used with a digital player, and wherein information

output from the digital player will have a degraded quality unless the encoded digital

sample is decoded with the predetermined key.

29. The method of claim 27, wherein information output will have non

authentic message data unless the encode digital sample is decoded with the

predetermined key.

DISH-Blue Spike-842

Exhibit 1004, Page 1593



DISH-Blue Spike-842
Exhibit 1004, Page 1594

WO 02/03385 PCT/USOO/18411
1/1

110 ENCODE

DIGITAL

INFORMATION   
ID Portion of Format

Information to be

Encoded

 
 

120

  
Generate

Encoded

Format

Information

 
  

  
 

130

 
 

Generate

Encoded Digital
Information

  
 

DECODE 14°
DIGITAL

INFORMATION
 
 

Decode With

Predetermined Key

 150

PIay Digital
Information  

DISH-Blue Spike-842

Exhibit 1004, Page 1594



DISH-Blue Spike-842
Exhibit 1004, Page 1595

INTERNATIONAL SEARCH REPORT | vrial Application No

PCT/US 00/18411
CLASSIFICATION OF S BJECT MATTER

Etc 7 611320 00 606F1/00

According to International Patent Classification (lPC) orto both national classification and lPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
IPC 7 6113 GOGF H04N

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO—Internai, WPI Data, PAJ

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of document. with indication. where appropriate, of the relevant passages Relevant to claim Not

1 2 ‘NL 1 005 523 C (EINDHOVEN TECH HOCHSCHULE) , ,
15 September 1998 (1998—09-15) 26—29
abstract; figure 4
page 1, tine 35 —page 3, tine 9
page 9, tine 21 —page 10, tine 5

NO 97 44736 A (APPLE COMPUTER)
27 November 1997 (1997—11—27)
abstract; figure 4
page 2, tine 35 —page 3, tine 27
page 9, tine 10 —page 11, tine 28

_/_.__

runner documents are listed In the continuation of box C. Patent family members are listed in annex.

“ Spuddl categories of cited documents : _ _ , _.'T‘ tater document PUbIlShed after the International filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying theinvention

‘A‘ ourmnent defining the general state or the art which is not
considered to be of particular relevance

'[ ' earl-or document but published on or aflerthe international
tiling dale

'L' document which may throw doubts on priority claim(s) orwhich is cited to establish the publication date of another
Citation or other special reason (as specified)

'0‘ document referring to an oral disclosure, use, exhibition orother means

'P' document published prior to the international filing date but
later than the priority date claimed

Data at the actual completion of the international search

20 Juty 2001

Name and mailing address of the lSA
European Patent Office. PB. 5818 Patentlaan 2NL — 2260 HV Flijswuk
Tel. (+31—70) 340—2040. Tx. :31 651 epo ni,
Fax: (+31—70) 340~3016

Form PCT 'ISA/Z‘i 0 (second sheet) (July 1992)

'X' document of particular relevance; the claimed inventioncannot be constdered novel or cannot be considered to
involve an inventive step when the document is taken alone

'Y' document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when thedocument is combined with one or more other such docu—
ments, such combination being obvious lo a person skilledin the art.

'&' document member of the same patent family

Date of mailing of the international search report

38. D7. 230?
Authorized officer

Sigoio, A

 
page 1 of 2

DISH-Blue Spike-842

Exmbfl1004,Page1595



DISH-Blue Spike-842
Exhibit 1004, Page 1596

lNTERNATlONAL SEARCH REPORT tlonal Application No

PCT/US 00/18411
C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of document. with indicationmhere appropriate, of the relevant passages Relevant to claim No.

US 5 687 236 A (MOSKOWITZ SCOTT A ET AL) 6—12,
11 November 1997 (1997—11—11) 19—21
cited in the application
column 5, line 1 —column 6, line 37
column 7, line 54 —column 10, line 11
column 11, line 31 —column 12, line 10
column 15, line 42 —column 16, line 32

US 5 974 141 A (SAITO MAKOTO)
26 October 1999 (1999—10—26)
abstract; figures 4A—4G
column 8, line 24 — line 67

NO 99 52271 A (MOSKONITZ SCOTT A)
14 October 1999 (1999—10—14)
abstract

page 11, line 15 —page 13, line 13

EP 0 649 261 A (CANON KK)
19 April 1995 (1995—04—19)
page 3, line 53 —page 4, line 5
page 7, line 18 — line 23

no 99 63443 A (DATAMARK TECHNOLOGIES PTE
LTD; H0 ANTHONY TUNG SHUEN (SG); TAM SIU)
9 December 1999 (1999—12—09)
page 2, line 10 —page 5, line 16   

Form PGT/lSA/Z‘IO (continuation 01 second sheet) (July 1992)

page 2 of 2

DISH-Blue Spike-842

Exmbfl1004,Page1596



DISH-Blue Spike-842
Exhibit 1004, Page 1597

 
 

 
 

arnational application No.

INTERNATIONAL SEARCH REPORT PCT/US 00/1841]

Box I Observations where certain claims were found unsearchable (Continuation of. item 1 of first sheet), 
 This International Search Report has not been established In respect of certain claims under Article 17(2) (a) for the following reasons: 
 
  
 

Claims Nos.:

because they relate to subject matter not required to be searched by this Authority, namely:
 

  
 

Claims Nos;

because they relate to parts of the International Application that do not comply with the prescribed requirements to such
an extent that no meaningful international Search can be carried out, specifically:  

  
 

Claims Nos.:
because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

 

 

 Observations where unity of invention is lacking (Continuation of item 2 of first sheet) 
 This international Searching Authority found multiple inventions in this international application, as follows: 
 

 
 

see additional sheet

  As all required additional search fees were timely paid by the applicant, this International Search Fleport covers allsearchable claims.

 
   As all searchable claims could be searched without effortjustifying an additional fee, this Authority did not invite paymentof any additional fee.

 
   3. D As only some of the required additional search fees were timely paid by the applicant, this international Search Reportcovers only those claims for which fees were paid, specifically claims Nos.:

   No required additional search fees were timely paid by the applicant. Consequently, this International Search Report is
restricted to the invention first mentioned in the claims; It is covered by claims Nos.: 

   Remark on Protest [:l The additional search fees were accompanied by the applicant‘s protest.
 

 
No protest accompanied the paymentof additional search fees.

 
Form PCT/ISA/Zlo (continuation of first sheet (1)) (July 1998)

DISH-Blue Spike-842

EXNbfl1004,Page1597



DISH-Blue Spike-842
Exhibit 1004, Page 1598

lnternationai Application No. PCT/US 00/1841].

FURTHER INFORMATION CONTINUED FROM PCT/ISA] 210

This Internationai Searching Authority found muitipie (groups of)
inventions in this internationai appiication, as foiiows:

1. Claims: 1—5,26—29

Protecting the distribution of digitai data to be used with
a digitai piayer characterized by encrypting format
information and aiiowing 10w quaiity piay back in case of
1ack of decrypting key.

2. Ciaims: 6—25

Digitai signature encrypting technique combining transfer
functions with predetermined key creation.

 
DISH-Blue Spike-842

Exmbfl1004,Page1598



DISH-Blue Spike-842
Exhibit 1004, Page 1599

 
 

INTERNATIONAL SEARCH REPORT

  
 

ltlonal Application No

PCT/US 00/18411

Patent family Publication
member(s) date

Information on patent family members
 

  

 

   

 

 

Publication
date

Patent document
cited in search report 

 NL 1005523 ' c ' 15—09—1998‘

wo 9744736 A 27—11—1997 AU 3206397 A 09—12—1997

us 5687236 A 11—11—1997 us 5613004 A 18—03—1997
EP 0872073 A 21—10-1998
wo 9642151 A 27—12—1996

us 5974141 A 26-10—1999 03 6076077 A 13—06—2000
us 6002772 A 14—12—1999
us 6097818 A 01—08—2000

No 9952271 A 14—10—1999 us 6205249 B 20—03—2001
EP 1068720 A 17—01—2001

EP 0649261 A 19—04-1995 JP 7115638 A 02—05—1995
us 5933499 A 03-08—1999

wo 9963443 A 09—12—1999 AU 7683398 A 20—12—1999
EP 1103026 A 30—05—2001

 
 

______l
Form PGT/lBA/Z1O (patent family annex) (July 1 992)

DISH-Blue Spike-842

Exhibit 1004, Page 1599



DISH-Blue Spike-842
Exhibit 1004, Page 1600

 
DISH-Blue Spike-842

Exhi it 1004, Page 1600



DISH-Blue Spike-842
Exhibit 1004, Page 1601

 INTERNATIONAL SEARCH REPORT   I ma! Appfledien Me

PCT/US 00/18411 

  
 
 

1PE”?S'”°E‘i‘i‘§%B 6’6" ”13%?1/00
 
  

 

 

  

According to lntemailonai Patent Classification (IPG) orio boa: nailnnal Wonand PC
5. FIELDS SEARCHED

Mirdrmm documentation searched (Wonsystem foikmed by manner. syllbois)
IP67 6118 GOGF H0411

Dowmeniaflon searched otherthan minimum downenhmn to ma extent that emit documents ale Included in the fields searched

Electronic data base consumed during the lntemaflonai search (name 01 daia beseand. where pradlcai, seamh tame used)
EPO—Internai, NPI Data, PAJ

 
   

  
  

 
C. WOMEN'S GONSIDHED TO BE RELEVANT

Gilaflon oi doumm. wtm Indiialion. where appxopme. ems televam pamges Relevant to claim Na

x ML 1 005 523 C (EINDHOVEN TECH HOCHSCHULE)
15 September 1998 (1998—09-15)
abstract; figure 4
page 1, line 35 -page 3, line 9
page 9, fine 21 —page 10, line 5

wo 97 44736 A (APPLE COMPUTER)
27 November 1997 (1997-11—27)
abstract; figure 4
page 2, 11ne 35 —page 3, iine 27
page 9, Hne 10 -page 11, line 28

 

  
   

  
  
  
 

 

  
 

_/_._

  E1 Funnerdowmemsamlisied In the oominualion of box c. E mniemnymnimmeneedm annex.
' Spec.“ categories ofdted dammente:

 "I" late: document pubilshed afler the internaflonai mug dale
 

  
   

  
   

deieend noiinoonfluwnhthe mm.“'A‘ arumenl deflnin the game: awesome an which isnoi °" ”my
thgdwmm enmmumdueprmueommy undenymgme

'[ . mm"mm m ”lbw on or enerlhe intemaiional 'X' document of particular relevance; the claimed invention
mung dale cannot be confide-Jed novel or camel be Donsflered in

1- mmmmwhidmmylhmwdwbtson my dalmis)or invowaanmlivestepwhmmedommh (nine-lame
Much '3 med mm"'9 pubil dale 0' another 'Y' document of Mailer relevance; the chimed Invention
Glam" 0’ oiherspeciai ”35°“ (as specified) mun! be considered to involve an [mama step when the

'0' documentm1° an ”'31 dbdomra, 1542. EXhIhflion er documerd is confinedwilh one or mm dher and: docu—
oiher means meats, such nomination being obvious no a mason skilled‘1” document published priorio the International filing date but in me an.

 
  

late! man the prioflty dale claimed

[Biodiheauua‘oonufietbn oimeiritamaflonaiseam
'&' document member of the same patent famiiy

Dale of nailing of the inlemelional search report

3 11 07. 2001

  
 
   

 
 

 20 July 2001

Name and mailing addres 0f the ISA
Eunman (IRS. PR. 5818Paiemlaan2

NL -m0 HV9%Tel. (4-91—70) 340—2 Tx. 31 651 Epo ni.F816 (4-31—70) 840-3013

 
   

    Fm newsman (washout) (M! 19921

page 1 of 2

DISH-Blue Spike-842

Exhibit 1004, Page 1601



DISH-Blue Spike-842
Exhibit 1004, Page 1602

INTERNAHONALSEARCHREPORT

 
 

 

 

. ‘ 110ml Appilcauon No

PCT/US 00/18411
C(cuMnuauon) DOCUMENTS CONSIDERED To BE RELEVANT

US 5 687 236 A (MOSKONITZ SCOTT A ET AL)
11 November 1997 (1997-11——11)
cited in the application
coTumn 5, Tine 1 —coTumn 6, Iine 37
column 7, 11ne 54 -column 10, line 11
coTumn 11, Tine 31 —coTumn 12, Tina 10
coTumn 15, 11ne 42 —co]umn 16, line 32

 

   
  
   
  

 
 
 US 5 974 141 A (SAITO MAKOTO)

26 October 1999 (1999-10—26)
abstract; figures 4A—4G
coTumn 8, Tine 24 — Tine 67

NO 99 52271 A (NOSKOHITZ SCOTT A)
14 October 1999 (1999-10—14)
abstract

page 11,11ne 15 -page 13, T1ne 13

EP 0 649 261 A (CANON KK)
19 Apr11 1995 (1995—04-19)
page 3, Tine 53 -page 4, line 5
page 7, Tine 18 — Tine 23

wo 99 63443 A (DATAMARK TECHNOLOGIES PTE
LTD; HO ANTHONY TUNG SHUEN (SG); TAM SIU)
9 December 1999 (1999-12—09)‘
page 2, Tine 10 —page 5, Iine 16

 

  
  
 
 
 

 
 

 
 

 
 

 
  

 
Farm PCT/1M1!) (061112111me mdshem) (.My 1892)

page 2 of 2

DISH-Blue Spike-842

EXNbfl1004,Page1602



DISH-Blue Spike-842
Exhibit 1004, Page 1603

amallonal llcatlen No.‘ aw

INTERNATIONAL semen REPORT PCT/"5 W13411

This International Seamh Report has not been estdilshed In respect at certain dalms under Article t7(2)(a) for the following reasons:

1 . D Claims Noe:
because they relate to subject mailer not requlred to be searched by this Authority, namely:

2.[:]Cwman;
because they relate to parts or the international Application that do not comply with the prescribed requirements to sum
an extent that no meanlngtul InIemaIional Search can be mad out, specifically:

3. El Clalms Nos.:
because they are dependent claims and are not drafted In accordance with the mend mo lhlrd senwnees of Rule 6.4(3).

Box ll Observations where unlty of Invention ls lacking (Continuation ot Item 2 of first sheet)

Thls lntematlonal Searchlng Authority found multiple Inventions In this lntematlonal appllwllon. as lollows:

see additional sheet

1. m Aealllequlred addlflonalseardtfeeswereflmelypaldbytheappllmm, thls lntematlonal Search Flepor'looversall-eearchable dalms.

2. D As all eearohable claims could be seardred wllhout eflertjuetlfylng an additional fee. this Authority did not Invite paymentorany addltlonal fee.

3. As only some of the required additional search fees were timely pald by the applicant. this lntarnatlonal Search Report
covers only those clalme for whlch tees were peld, specifically claims Nos.:

4. D No required additional search fees were timely paid by the applicant Consequently. lhls lntemationai Search Report ls
resmcbd to the Invention first mentioned In the clalme; it Is covered by claims Noe:

Remark on Protest D The addltlonal march fees were eooompanled by the applicant's protest.

E No protest accompanled the payment of additional aearoh tees.

 
Form PCT[ISA/210 (continuation of first sheet (1)) (July 1998)

DISH-Blue Spike-842

Exhibit 1004, Page 1603



DISH-Blue Spike-842
Exhibit 1004, Page 1604

lmanmnnmnmmmmMnnm.PCTDUS 00-48411

FURTHER INFORMATION counuueo mom PCl'llSAI 210

This International Searching Authority found multiple (groups of)
inventions in this international application, as follows:

1. Claims: 1-5,26—29

Protecting the distribution of digital data to be used with
a digital player characterized by encrypting format
information and allowing low quality play back in case of
lack of decrypting key.

2. Claims: 6—25

Digital signature encrypting technique combining transfer
functions with predetermined key creation.

 
DISH-Blue Spike-842

Exhibit 1004, Page 1604



DISH-Blue Spike-842
Exhibit 1004, Page 1605

MWERNAHONALSEARCHREPORT
Mona! Application No

Information on pmfamly mnmhets
PCT/US 00/18411

Patent document Publication Patent family Publication
. cited In search report data member(e) date

 ‘ m.- 1005523 " c- 15—09—1998 NONE

we 9744736 A 27-11-1997 AU 3206397 A 09—12—1997
~.——————a———.—_————————_-———_——_—_m—M————.-—_—_—

5613004 A
0872073 A
9642151 A

18-03-1997
21-10-1998
27-12-1996

.—_——————————._————~-———_——__——————__——————.——.—____—_

05 5974141

NO 9952271

EP 0649261

wo 9953443

A

A

26-10-1999 6076077 A
6002772 A
6097818 A

6205249 B
1068720 A

13-06-2000
14-12—1999
01-08-2000

20-03-2001 .
17-01—2001_—-—_————__..—___.___—————-——~m——___———_

A

A

7115638 A
5933499 A

02-05'1995
03-08-1999—————.———————.——-——__——-._.—_____—__

09-12-1999 7683398 A
1103026 A

20-12-1999
30-05-2001

Wm

 
Form Putnam“) (pmmm, am) (July 1882)

DISH-Blue Spike-842

Exmbfl1004,Page1605



DISH-Blue Spike-842
Exhibit 1004, Page 1606

INTERNATIONAL SEARCH REPORT

  
 
 

   

 
 

‘1‘???““8‘6‘33‘7 s‘dmmm

rm. onal Application No

PCT/US 00/33126

Mm to Immanuel Patent Classification (1P6) wtn both Indiana] Muslim and “’0
B. FIELDS SEARCHED .

mm “(W > folhwad classmate
IPC 7 Gotst38 W" by "‘ '  

 

  

 c. 90mmcomment: To BE RELEVANT

0mm ddommem. with indioallon. where We.at he relevant passages

US 5' 903 721 A (SIXTUS TIMOTHY)
11 May 1999 (1999—05-11)
abstract

coiumn 3, line 26 -coTumn 5, Tine 31

US 5 790 677 A (SPELMAN JEFFREY F ET AL)
4 August 1998 (1998-08—04)
abstract

column 2, line 6 -c01umn 4, line 39

HO 96 29795 A (MICALI SILVIO)
26 September 1996 (1996-09-26)
abstract '

page 5, ”Hue 27 -page 8, Tine 6

  

 
  

  
  

  
  
  
  
 _/__ 

 
   m Fumarcoummanustadmm oonfimaflunolboxc. m Patemmmnymemuersarensmmmm . I

swa'wmmmddm mumms' '1‘ marmmmpubflshedamrme mmmam
 

  
  
   

    

  
  

 
 

. damemmthounflldwimthe appfieaflonbut
'A' mmmmgmmmm artMisnat gkmflgnmmm ”Mammary m m

mmmheofparflculaneima mm" 9 IMHO
'E' egnxsrdommammmnflshedmcraflarme lmamflanal 'X‘ dowmemupaflaflarmlevancenheclnlmed kwemxon
'L' $03M mm on flatly dalm(a)or Invoke?! Inventive damnmedéczammis tantalum

mum” Mmm®~g§5 “W” 'Y' aocumem otparflculamsavanmnheclalmad lnvanlbn
cwnumwmmsm ’ cambemfleradmhvulveanmvanflve mammme'0' mmmmmmdsuwmm Mum Wbmmuneormmm meow-
otnermeens mans. suchwnmmfiun being obvioustoa pewsum

'5” domaMpufllshedpnmbMMmeflnnal fillngdalabui Inthem .
mmmapmruymm '6' mummofmgampatenmmny

Dale ofmaacnxalcomplefiond the Intentional search Dated mamas ohm lmamafiona! search report

20 March 2001 0 Q. m. 01

mammmdmm Ammofiwr
54111:meme RB. 5818 Pammnz
NL-mmv

 
 

 
  

134681-70) [7131851 oponl.
Pg: (431-70) 340-8016

FomPGTMOWM¢W1M .

Corcoran , P

DISH-Blue Spike-842

Exhibit 1004, Page 1606



DISH-Blue Spike-842
Exhibit 1004, Page 1607

 INTERNATIONAL SEARCH REPORT

 
anal Application No

PCT/US 00/33126 

 

 

lIII
C(Corltlm) DOCUMENTS CONSIDEREDTO BE RELEVANT

-mammmmmmdmmm Rolemwdaanu
N0 97 24833 A (MICALI SILVIO)
10 July 1997 (1997—07—10)
abstract

page 2, Tine 12 -page 5, line 8

US 5 539 735 A (MOSKONITZ SCOTT A)
23 July 1996 (1996—07-23)
abstract

column 1, line 60 -column 4, Tine 29

SIRBU M ET AL: 'NETBILL: AN INTERNET
COMMERCE SYSTEM OPTIMIZED FOR NETWORK
DELIVERED SERVICES"

DIGEST OF PAPERS OF THE COMPUTER SOCIETY
COMPUTER CONFERENCE (SPRING)

CEMEEON,,US, LOS ALAMITOS, IEEE COMP. SOC.
vol. CONE 40,5 March 1995 (1995-03-05),
pages 20-25, XP000577034 ISBN:
O—7803—2657~1
The whole document

 

  
  

  
  

 

  

  
  

   

   

  
  
  

m

  SCHUNTER M ET AL: "A status report on the
SEMPER framework for secure electronic
commerce"

COMPUTER NETWORKS AND ISDN
SYSTEMS,NL,NORTH HOLLAND PUBLISHING.
AMSTERDAM.

vol. 30, no. 16~18,

30 September 1998 (1998—09—30), pages
" 1501-1510, XP004138681

ISSN: 0169-7552
2. Model for eTectron'ic commerce
3. The SEMPER framework

KONRAD K ET AL: "Trust and electronic

commerce-more than a technical problem"
PROCEEDINGS OF THE 18TH IEEE SYMPOSIUM ON
RELIABLE DISTRIBUTED SYSTEMS, PROCEEDINGS
18TH IEEE SYMPOSIUM ON RELIABLE

DISTRIBUTED SYSTEMS, LAUSAMNE, ,
SNITZERLAND,19—22 OCT. 1999, pages
360-365, XP00216227O

1999, Los Alamitos, CA, USA, IEEE Comput
Soc, USA ISBN: 0-7695-0290-3
3. Trust, SecurIty and Electronic Commerce
4. Technology and Institutions..._..

   
  

   

  

   

  
 

  
  
  
  
  
  

   

  
  
  

 _/.. 

Fon‘n POTASMTO(mmat sound alum) (My 19%)

DISH-Blue Spike-842

EXNbfl1004,Page1607



DISH-Blue Spike-842
Exhibit 1004, Page 1608

 um “WHO

"PCT/US 00/33126
qmmmmmmat aaevmr

Citation ddownentwflh indcaflommm apvmprlata, outlet-eleven passages Helevamiociaim No.

KINI A ET AL: ”Trust in electronic
commerce: definition and theoretical
considerations“ ~

PROCEEDINGS OF THE THIRTY-FIRST HAWAII
INTERNATIONAL CONFERENCE ON SYSTEM '

SCIENCES (CAT. NO.98T8100216), PROCEEDINGS
OF THE THIRTY-FIRST HAWAII INTERNATIONAL

CONFERENCE ON SYSTEM SCIENCES, KOHALA
COAST, HI, USA, 6—9 JAN. 1998, pages
51—61, XP002162271

1998, Los Alamitos, CA, USA, IEEE Comput.
Soc, USA ISBN: 0-8186—8255—8

1.3 The Significance of Trust in
Electronic Commerce,

INTERNANONALSEARCHREPORT

 

 
  

 
  
 

  
 

 

    
  
  

   

  
  
  

   

  
  

 STEINAUER'D 0 'ET AL: "Trust and
.traceability in electronic commerce"
STANDARD mu, SEPT. 1997, ACN, USA,
vol. 5, no. 3, pages 118-124, XP002162272

ISSN: 1067-9936 '
The whole document

US 5 687 236 A (MOSKONITZ SCOTT A ET AL)
11 November 1997 (1997-11-11)
abstract

US 5 745 569 A (MOSKOHITZ SCOTT A ET AL)
28 April 1998 (1998»04-28)
abstract

  

  
  

  
  

  m

 
Fo'vmW10(mm9!MM) (M13323

DISH-Blue Spike-842

EXNbN1004,Page1608



DISH-Blue Spike-842
Exhibit 1004, Page 1609

 

US 5903721

I us 5790677”——

U0 9629795

2 us 5687236

A

A

11-05-1999

04-08-1998

26-09-1996

23-07-1996

11-11-1997

INTERNAHONALSEARCHREPORT
wakmmnwmonnmmuumflwmemnma

AU
0E
EP
ES
ND
ND

NONE

“0
CA
EP
US
US
US
US

6549498 A
1008022 T
1008022 A
2150892 T

994428 A
9840809 A

9806198 A
2215908 A
0815671 A
5553145 A
5629982 A
5666420 A
6137884 A

' 6141750 A
0917781 A

2000515649 Twuwmfi-M-W-m

5615269 A
1951497 A

5428606 A
9701892 A

5613004 A
0872073 A
9642151 A

an: mum-nun»

PCT/US 00/33126

29-09-1998
25-01-2001
14—06-2000
16-12-2000
09-11-1999
17-09-1998

12-02-1998
26-09-1996
07-01-1998
03-09~1996
13-05-1997
09-09-1997
24-10-2000
31-10-2000
26-05-1999
21-11-2000

25-03-1997
28—07-1997—-———_——w’_mm—w—~—-———.

US 5539735 27-06P1995
16-01-1997

18-03-1997
21-1051998
27-12-1996-—————————_fi—————-_”—__~—-—m“meM—___

US 5745569 A . 28-04-1998 1829497 A
9725732 A

11-08-1997
24-07-1997 

  
Fumnnmumoummumhuhhumtfia

DISH-Blue Spike-842

Exmbfl1004,Page1609



DISH-Blue Spike-842
Exhibit 1004, Page 1610

  

 
  

 
 

 
mum! appueanon No.

”217US 00/33126

Box I Observations where certain claims were found unsearchable (Gontlnuatlon of Item 1 of first sheet)

This International Search Report has not been established in respect of certain claims under Article 17(2)(a) tor the lollowing masons:

INTERNATIONAL SEARCH REPORT

 

 
1. clalmsNos:
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2. m Claims Nos: 20-186
because they relate to parts of the lnnamatlonal Application that do not comply with the prescribed requirements to such
mexmtmmmeamnghdlntamafimalmmbecaniedmmp

see FURTHER INFORMATION sheet PCT/ISA/Zlo

 
 

 
3. Claims Nos: »

[3 because theyare dependent clalmsand are not drafted in accordance with the second and third sentences of Rule 6.4(8). '

  

 
  

This lnternatioml winning Authmity hand multiple lmeu'ltlons In his lntemafional application. as follows:

1. D As all required additional search tees were timely paid by the appllcant, this lntsmatlonal Search Report covers allsearchable claims. . 
  2. D Asall‘soanaabtedaimscwflbesearcmdmnnefluthsfifyingmaddifiomlhe,flflsmmofilyau'mlmnapayrmmotanyaddltlonalfee.

  

 a. E] Asauymonne reqtflvedaddltionalseafllfeeswerefllnelypaldbymeappfiwmflfislntemafionalsm Reportmemomymoseclalmsfarwhldwfeeswempald.spmydahmhbs.:  

 

  
 

  
  

4. E] Noremlred addifionalsaarch feeswem timelypaldbymeamnt. Consequently. mlslntematlaal Search Repottls- mutated to the lnvamlon tllst mentioned in the claims: It Is covered by claims Nos.: _

Djheaddiflmalsearchleeswemamnpamedbytmawlmspmtest

D No protest awompenled the payment oladdltional search fees.

Fonn PcTnsnmo‘ (bum«first sheet (1)) (July 1993)
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INTERNATIONAL SEARCH REPORT I ml “Mon No. PCTAJS 00 83126

FURTHER INFORMATION CONTINUED FROM PCTIISN 210

Continuation of Box 1.2

Claims Nos.: 20-186

  
 
   In view of the large number and also the wording of the claims presently

on file, which render it difficult, if not impossible, to determine the
matter for which protection is sought, the present application fails to
comply with the clarity and conciseness requirements of Article 6 PCT
(see also Rule 6.1(a) PCT) to such an extent that a meaningful search is
impossible.

 

  
  
 

  Moreover, the proliferation of independent claims and the broad manner in

which these have been worded make it impossible to determine which parts
of the claims may be said to define subject-matter for which protection
might legitimately be sought (Article 6 PCT). For these reasons, a
meaningful search over the whole breadth of the claim(s) is impossible.

 
  

   Consequently, the search has been restricted to the subject matter
recited in claims 1—19. ‘ - I

  The applicant’s attention is drawn to the fact that claims, or parts of
claims, relating to inventions in respect of which no international

search report has been established need not be the subject of an
international preliminary examination (Rule 66.1(e) PCT). The applicant
is advised that the EPO policy when acting as an International
Preliminary Examining Authority is normally not to carry out a
preliminary examination on matter which has not been searched. This is

the case irrespective of whether or not the claims are amended following
receipt of the search report or during any Chapter II procedure.
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  INTERNATIONAL SEARCH REPORT lntemational application No.
PCT/USOO/Zl 139
  
 

 
 

  

A. CLASSIFICATION OF SUBJECT MATTER

1PC(7) :H04L 9/32; H04N 7/167
US CL :713/176; 705/51. 52. 57'. 380/203. 231

According to International Patent Classification (lPC) or to both national classification and IPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

   
  

  
  U.S. : 713/153; 705/51, 52, 57; 380/203, 231

 
 
 

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable. search terms used) 
 APS EAST/BRS text search terms: watermark, audio. copy protect. distribution 

  

 
C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category“ Citation of document. with indication, where appropriate, of the relevant passages Relevant to claim No.

US 5,636,292 A (RHOADS) 03 JUNE 1997, col. 33, line 42—001. 4, 6-15 and 17—29
34, line 8.

 

 
 US 5,629,980 A (STEFIK et al) 13 MAY 1997, col. 26, line 37—001.

27, line 26.

1-30

 
 

 
US 5,943,422 A (VAN WIE ct al) 24 AUGUST 1999, col. 6, line 4, 6—15 and 17—29.
53-62 and col. 10. line 18—56.
  

 US 5,636,276 A (BRUGGER) 03 JUNE 1997, col. 5, line 53-c01. 6, 1-30.
line 8.

 

 US 5,341,429 A (STRINGER et al) 23 AUGUST 1994, col. 4, lines
1-22.

 
  

  El Further documents are listed in the continuation of Box C. [3 See patent family annex.

 
Special categories of cited documents: "T" later document published after the international filing date or priority

. . . date and not in conflict Wllh the application but cited to understand
'A" document defining the general state of the art which is not considered the principle or theory underlying the inventionto be of pamcular relevance    

  

  
  
  

  
 

'E' earlier document published on or after the international filing date IX” document or particular relevance-the Claimed invention cannot 1”considered novel or cannot be considered to involve an inventive step
'L' document which may throw doubts on priority claimtsl or which is when the document '3 taken alone

crted to establish the publication date of another Citation or other
special reason (as Speciflcdl "Y" document of particular relevance. the claimed invention cannot be

conSidered to involve an inventive step when the document is
'0' document referring to an oral disclosure. Use, exhibition or other combined With one or more other suCl‘l documents. such combination

means being obvrous to a person skilled in the art

'1’” document published prior to the international filing date but later than my doeumenl member of the same patent family  

 

the priority date claimed

  Date of the actual completion of the intemational search Date of mailing of the international search report

23 MAR 2001   

 
 

26 JANUARY 2001
 
 

    

 

 
 

Name and mailing address of the ISA/US Authorized officerCommissioner of Patents and Trademarks
Box PCT
Washington, DC, 20231

Facsimile No. (703) 305-3230

   
GlLBERTO BARRON

  Telephone No. (703) 305-3900  
Form PCT/ISA/ZIO (second sheet) (July 1998)t
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

Ifa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0l1 05) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OEEICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Ofi'lce
Addless: COMMISSIONER FOR PATENTS

P.O Box 1450
Alexandria, Virginia 22313-1450
www.usplo.gov

1 “895,388 08/24/2007 Scott A. Mnskowitz SCOT0014-4 2103

EXAMINER
Nam 1p LAW,pc —
48 1 3-D EISENI IOW 1 'IR AVENUE OKEKE. IZINNAA

ALEXANDRIA, VA 22304 ART UNIT PAPER N [ LVIBER

NOTIFICATION DATE DELIVERY MODE

to

|J;|
L») t.)

1 1/26/2010 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

general@neifeld.com
rneifeld @ neifeld.c0m
rhahl @ neifeld.c0m

PTOL—90A (ReV‘ 04/07)
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Application No. Applicant(s)

 11/895,388 MOSKOWITZ, SCOTT A.

Office Action Summary Examiner Art Unit

IZUNNA OKEKE 2432

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event however may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication

- If NO period for reply is specified above. the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will. by statute. cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed. may reduce any
eamed patent term adjustment. See 37 CFR 1.704(b).

Status

1)IZ| Responsive to communication(s) filed on 03 September 2010.

2a). This action is FINAL. 2b)|:| This action is non-final.

3)I:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213.

Disposition of Claims

4)IZ Claim(s) 32-45 and 52-64 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.

5)I:I Claim(s)_ is/are allowed.

6)IZ Claim(s) 32-45 and 52-64 is/are rejected.

7)I:I Claim(s)_ is/are objected to.

8)I:I Claim(s)_are subject to restriction and/or election requirement.

 

Application Papers

9)I:I The specification is objected to by the Examiner.

10)I:I The drawing(s) filed on_ is/are: a)I:I accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)I:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).

a)I:I All b)I:I Some * c)I:I None of:

1.I:I Certified copies of the priority documents have been received.

2.I:I Certified copies of the priority documents have been received in Application No._

3.I:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

 
 

 

Attachment(s)

1) El Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) I] Notice of Draftsperson‘s Patent Drawing Review (PTO—948) Paper No(s)/Mai| Date._
3) El Information Disclosure Statement(s) (PTO/SB/OB) 5) I:I Notice of Informal Patent Application

Paper No(s)/Mai| Date _. 6) D Other:_
U.S. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mai| Date 20101110
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Application/Control Number: 11/895,388 Page 2

Art Unit: 2432

DETAILED ACTION

Response to Arguments

1. Applicant's arguments with respect to claims 32—45 and 52—61 have been considered but

are moot in view of the new ground(s) of rejection.

2. With respect to Item 1 of applicant’s argument and remarks, examiner clarifies that

claims 58 and 59 were part of group II in the initial restriction requirement but were omitted

from the group due to typographical error. However, examiner addressed claims 58 and 59 (as

part of the elected group) in the OA of 04/05/2010 and to that effect, claims 58 and 59 are still

pending in the case. In this amendment, applicant indicates claims 58 and 59 as "new". This is

incorrect. Claims 58 and 59 should either be indicated as "cancelled" or "amended" because they

are not new claims in the case.

Double Patenting

1. The nonstatutory double patenting rejection is based on a judicially created doctrine

grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or

improper timewise extension of the “right to exclude” granted by a patent and to prevent possible

harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection

is appropriate where the conflicting claims are not identical, but at least one examined

application claim is not patentably distinct from the reference claim(s) because the examined

application claim is either anticipated by, or would have been obvious over, the reference

claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re

Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225

USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re
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Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Tharington, 418 F.2d 528, 163

USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(0) or 1.321(d) may

be used to overcome an actual or provisional rejection based on a nonstatutory double patenting

ground provided the conflicting application or patent either is shown to be commonly owned

with this application, or claims an invention made as a result of activities undertaken within the

scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal

disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR

3.73(b).

2. Claim 32-45 and 52-64 are rejected on the ground of nonstatutory obviousness-type

double patenting as being unpatentable over claims 1—20 ofUS. Patent No. 5,745,569. Although

the conflicting claims are not identical, they are not patentably distinct from each other because

both inventions are directed to a method of copy protecting a software or digital data wherein a

license is watermarked into the software and a license key derived from license information is

used to decode/access the watermark to enable authorized use of the software.

Claim Objections

1. Claims 32 and 41 objected to because of the following informalities: Claim 32 recites in

part; “thereby resulting in a first license code encoded watermarked software, wherein said first

license code encoded watermarked software”. The last part of the limitation implies that the

license code encoded the watermarked software. This recitation is inconsistent with the

disclosure in the specification. Applicant is asked to review the claim with respect to the
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limitations presented. Claim 4] recites “wherein said watermark encodes therein information”. It

is not clear what/which information is being referred to. The term “information” is too broad and

any watermark has “information” encoded therein. Appropriate correction is required.

Claim Rejections - 35 USC § 112

l. The following is a quotation of the first paragraph of 35 U.S.C. 112:

The specification shall contain a written description of the invention, and of the maimer and process of making
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode
contemplated by the inventor of carrying out his invention.

2. Claims 62—64 are rejected under 35 U.S.C. 112, first paragraph, as failing to comply with

the written description requirement. The claim(s) contains subject matter which was not

described in the specification in such a way as to reasonably convey to one skilled in the relevant

art that thc invcntor(s), at the time the application was filed, had possession of the claimed

invention.

Claims 62 recites in part “wherein said software code defines software code

interrelationships between code resources" and “to form a first license key encoded software

code in which at least one of said software code interrelationship are encoded”. The specification

provides no support for this limitation as it fails to teach or mention “software code

interrelationships”, how the software code defines interrelationships between code resources and

how it is encoded to form a first license key encoded software code. Applicant is asked to

identify the section of the specification that provides support for claim 62.

Claim 63 and dependent claim 64 recites in part “encoding, by said computer using at

least a first license key and an encoding algorithm, said software code, to form a second license

key encoded software code; wherein said first license key encoded software code is not identical
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to said second license key encoded software code”. There is also no disclosure that supports this

limitation in the specification. There is no disclosure of using a “second license key” to encode a

software code to form a “second license key encoded software code” wherein a first license key

encoded software code is not identical to a second license key encoded software code. Applicant

is also asked to point out the section of the specification that clearly provides support for claims

63 and 64.

Claim Rejections - 35 USC § 102

(e) the invention was described in (1) an application for patent, published under section 122( b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.

3. Claims 32-45 and 52-61 are rejected under 35 USC. 102(e) as being anticipated by

Houser et al. (US-5606609).

a. Re érrz'n to claim 32 40 45 52 and 59:
 

Regarding claim 32, 40, 45, 52 and 59, Houser teaches a computer-based method for

modifying software, comprising: receiving, in a computer having a processor and memory,

software, wherein said software provides a specified functionality (Col 7, Line 15-28. ..
 

electronic document software),_embedding a watermark into said software, using said computer,

said watermark encoding at least one first license code, thereby resulting in a first license code

encoded watermarked software wherein said first license code encoded watermarked software 

(C017, Line 30-60. .. embedding a watermark into the electronic document wherein the

watermark comprises a license security code thereby resulting a licensed security code encoded

watermarked document).

a. ReZerrz'ng to claim 33 and 57:
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Regarding claim 33 and 57, Houser teaches the process of claim 32, wherein said

embedding increases the complexity of code analysis and/or tampering with said first license

code encoded watermarked software (Col 7, Line 45—60. .. embedding the security code as a

watermark increases the complexity of tampering with the security code or software).

a. Referring to Claim 34 and 54:

charding claim 34 and 54, Houscr tcachcs thc proccss of claim 32, wherein said first
 

license code encoded watermarked software is configured to gueg a user for personalization

information during its installation (Col 9, Line 20-25 . .. personalization information during

installation);

a. Re 'errz'n [0 claim 35 36 and 53:
 

Regarding claim 35, 36 and 53, Houser teaches the process of claim 32, wherein [[the]]

said watermark is accessible with a key (Col 9, Line 37—60. the embedded security code is

decoded using a key).

a. ReZerrmg to Claim 3 7 and 44:

charding claim 37 and 44, Houscr tcachcs thc proccss according to claim 34, wherein

said first license code encoded watermarked software is configured to determine said key from

said personalization information (Col 9, Line 37-60. .. key can be determined from password).

a. Reterrz'ng to Claim 38:

Regarding claim 38, Hou ser teaches the process according to claim 32, wherein the step

of embedding the software with a watermark is performed during execution of the software (Col

7, Line 29—43 . .. embedding the watermark after creation of the document).

a. Reterrz‘na= to claim 39:
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Regarding claim 39, Houser teaches the process according to claim 32, wherein said

embedding modifies the structure of said software (Col 7, Line 45-64. .. embedding the security

watermark modifies the structure of the original document).

a. Referring to claim 41 and 55:
 

Regarding claim 41 and 55, Houser teaches the article of manufacture of claim 40,

wherein said watermark encodes therein information (Col 7, Line 45-64. .. security watermark
 

encodes information).

a. Reterring to claim 42 and 56:

Regarding claim 42 and 56, Houser teaches the article of manufacture of claim 40,

wherein the watermark affects functionality of the watermarked software (Col 9, Line 20—36. ..

security watermark affects functionality of the watermarked document such as verifying user,

etc.).

a. Referring to claim 43:

Regarding claim 43, Houser teaches the article of manufacture of claim 41, wherein said

instructions comprise decode instructions for said computer system to use said information to

generate a decode key for decoding said software (C019, Line 37-60. .. decryption key generated

from password and used for decrypting the document code).

a. Reterring to claim 58:

Regarding claim 58, Houser teaches a method for licensed software use, the method

comprising: loading a software product on a computer, said computer comprising a processor,

memory, an input, and an output, so that said computer is programmed to execute said software

product; said software product outputting a prompt for input of license information; and said
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software product using license information entered via said input in response to said prompt in a

routine designed to decode a first license code encoded in said software (See the rejection in

claim 32 and 34).

a. Referring to claim 60:

Regarding claim 60, Houser teaches the method of claim 59 wherein, when installed on a

computer system, said first license key encoded software code will provide said specified

underlying functionality only after receipt of said first license key (Col 9, Line 20-35 and Line

60-67. .. after receipt of the password, access to the document is provided).

a. Reterrz'ng to Claim 61:

Regarding claim 61, Houser teaches a method for encoding software code using a

computer having a processor and memory, comprising:

storing a software code in said memory; wherein said software code comprises a first code

resource and provides a specified underlying functionality when installed on a computer system;

and modifying, by said computer, using a first license key and an encoding algorithm, said

software code, to form a modified software code; and wherein said modifying comprises

encoding said first code resource to form an encoded first code resource; wherein said modified

software code comprises said encoded first code resource, and a decode resource for decoding

said encoded first code resource; wherein said decode resource is configured to decode said

encoded first code resource upon receipt of said first license key (See the rejection in claims 32,

34, 35, 42 and 43).
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Conclusion

4. Applicant‘s amendment necessitated the new ground(s) of rejection presented in this

Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a).

Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within TWO

MONTHS of the mailing date of this final action and the advisory action is not mailed until after

the end of the THREE-MONTH shortened statutory period, then the shortened statutory period

will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,

however, will the statutory period for reply expire later than SIX MONTHS from the date of this

final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to IZUNNA OKEKE whose telephone number is (571)270—3854.

The examiner can normally be reached on 9:00am - 5:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-83 00.
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Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair—direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/IZUNNA OKEKE/

Examiner, Art Unit 2432

/Jung Kinfl

Primary Examiner, AU 2432
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Neifeld Docket No: SCOT0014—4

Application/Patent No: 11/895,388 USPTO CONFIRMATION NO: 2103
File/Issue Date: 8/24/2007

Inventor/tit1e: Moskowitz/ Data protection method and device
Examiner/ArtUnit: Izunna OKEKE/2432

ENTITY STATUS: SMALL (CONVERT UPON ALLOWANCE TO LARGE)

Priority: Application No. 09/046,627 (which issued Ju1y 22, 2003, as US. Patent No. 6,598,162

37 CFR 1.7(c) FILING RECEIPT AND TRANSMITTAL LETTER WITH
AUTHORIZATION TO CHARGE DEPOSIT ACCOUNT

1. THE COMMISSIONER IS HEREBY AUTHORIZED TO CHARGE ANY FEES

WHICH MAY BE REQUIRED, OR CREDIT ANY OVERPAYMENT, TO DEPOSIT
ACCOUNT NUMBER 50-2106.

2. FEES (PAID HEREWITH BY EFS CREDIT CARD SUBMISSION) $ 0
A. CLAIMS FEES

B. OTHER FEES

3. THE FOLLOWING DOCUMENTS ARE SUBMITTED HEREWITH:

AMENDMENT TO SPECIFICATION

CLAIMS

REMARKS

4. FOR INTERNAL NEIFELD IP LAW, PC USE ONLY
acct/ck/No/datc/amnt: 6/

Firm charge:
INITIALS OF PERSON WHO ENTERED ACCOUNTING DATA: RAN

ATTORNEY SIGNATURE (AUTHORIZING DEPOSIT ACCOUNT)

2/27/201 1 /Richarchifc1d#3 5 ,299/

RICIIARD NEIFELD, REG. NO. 35299
ATTORNEY OF RECORD

Printed: February 27, 2011 (8:49pm)

Y:\C1ients\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\RernarksIRTOA_SCOT0014-4_2-26-2011.wpd
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REMARKS

SPECIFICATION

The applicant submits herewith an amendment to the first paragraph of the specification.

The file history oprplication No. 10/602,777, filed June 25, 2003, now PatentNo 7,664,263,

issued February 16, 2010, indicates that the reference in that application’s specification to the

priority application 08/5 87,943 was erroneous because the application data sheet filed with the

subject patent application did not contain the reference to 08/5 87,943. This error in claiming

priority inadvertently made in the parent case of the subject application has propagated into the

subject application. The specification amendment corrects the propagated error.
REMARKS IN RESPONSE TO THE 11/26/2010 FINAL OFFICE ACTION

Please note the claims have only been formally amended in response to objections; no new

limitations have been added and therefore the claim amendments should be entered and this response

considered in the sense that the amendment to claim 42 provides a limitation so similar to claims 42-

43 dependent therefrom as to raise no new issue. Moreover, I believe that upon review, the

examiner will agree that rejections and objections have been overcome by the claim amendment,

terminal disclaimer, and remarks presented below. I request that the examiner telephone me if upon

review there are any remaining issues that need to be resolved.
FORMAL ISSUE

OA page 2 item 2 notes that claims 58 and 59 were improperly identified as "new". In

response, claims 58 and 59 are identified herein as "Previously Presented".

DOUBLE PATENTING REJECTION OVER USP 5,745,569

OA page 3 item 2 rejects claims 32—45 and 52—64 based upon claims l—20 ofUSP

5,745,569. The OA reasons that claims herein are obvious over claims of USP 5,745,569 because

claims of USP 5,745,569 define “a method of copy protecting a software or digital data wherein a

license is watermarked into the software and a license key derived fi'om license information is

used to decode/access the watermark to enable authorized use ofthe software." OA page 5 lines 14—
l 6.

In response, first, please note that claims ofUSP 5,745,569 do not define "a license is

watermarked into the software." In contrast, in this application:

independent claim 32 recites "a license is watermarked into the software";

independent claim 52 recites "wherein said watermark encodes at least one first license code";

independent claim 58 recites "a first license code encoded in said software";

independent claim 59 recites "form a first license key encoded software code";

independent claim 61 recites "modifying, by said computer, using a first license key and an encoding

algorithm, said soltware code, to form a modified software code";

independent claim 62 recites "encoding, by said computer using at least a first license key and an

encoding algorithm, said software code, to form a first license key encoded software code “; and

independent claim 63 recites "encoding, by said computer using at least a first license key and an

encoding algorithm, said software code, to form a first license key encoded software code”.

In response, second, please note that claims of USP 5,745,569 do not define ”identifying a

watermark in software". In contrast, in this application, independent claim 40 defines “using said

licensing information in an algorithm to identify a watermark in said software“.

For the foregoing reasons, the applicant submits that the double patenting rejection based

upon claims 1-20 ofUSP 5,745,569 is improper and should be reversed.
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CLAIM OBJECTIONS

OA page 3 item 1 objects to claims 32 and 41.

In response to the objection to claim 32, the applicant deletes the surplussage text "-w-l-rere-in
‘ i * ‘ ‘ ‘ : ‘ ‘ ‘ ‘ " recitation.

In response to the objection to claim 41, the applicant notes the following paragraph in the

specification:

" This invention represents a significant improvement over prior art because of the inherent

difference in use of purely informational watermarks versus watermarks which contain executable

object code. Ifthe executable object code in a watermark is essential to an application which

accesses the data which contains the watermark, this creates an all-or-none situation. Either the user

must have the extracted watermark, or the application cannot be used, and hence the user cannot

gain full access to the presentation of the information in the watermark bearing data. In order to

extract a digital watermark, the user must have a key. The key, in turn, is a function ofthe license

information for the copy ofthe software in question. The key is fixed prior to final assembly ofthe

application files, and so cannot be changed at the option ofthe user. That, in turn, means the license

information in the software copy must remain fixed, so that the correct key is available to the

software. The key and the license information are, in fact, interchangeable. One is merely more

readable than the other. In U.S. Pat. No. 5,613,004, the 'Steganographic Method and Device, patent',

the possibility ofrandomization erasure attacks on digital watermarks was discussed. Simply, it is

always possible to erase a digital watermark, depending on how much damage you are willing to do

to the watermark-bearing content stream. The present invention has the significant advantage that

you must have the watermark to be able to use the code it contains. lf you erase the watermark you

have lost a key piece ofthe functionality ofthe application, or even the means to access the data
which bear the watermark."

Accordingly, the applicant amends claim 41 to recite "information defining an executable

code providing a functionality of said software."

112, lsT PARAGRAPH CLAIM REJECTIONS

OA page 4 item 2 rejects claims 62-64 under 1 12, 1st paragraph, requesting the applicant to

identify support for the following recitations:

Claim 62: "software code interrelationships" and encoding to form a first license key encoded

software. Claims 63 and 64: the first license key encoded software being not identical to the second

license key encoded software.

In response, claim 62 reads as follows:

" 62. (Previously Presented) A method for encoding software code using a

computer having a processor and memory, comprising:

storing a software code in said memory;

wherein said software code defines software code interrelationships between code resources

that result in a specified underlying functionality when installed on a computer system; and

encoding, by said computer using at least a lirst license key and an encoding algorithm, said

software code, to form a first license key encoded software code in which at least one of said

software code interrelationships are encoded."

Refer to the US 200800163 65 publication ofthis application.

The specification recites in relevant part "[0065] Once the code resources of a program are

loaded into memory, they typically remain in a fixed position, unless the computer operating system

finds it necessary to rearrange certain portions of memory during "system time," when the operating

  ‘: L‘ii:: IIIV'i; E'LII E;
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system code, not application code, is running." This passage supports the claimed "storing a

software code in said memory; ".

The specification recites in relevant part "[0066] Under the present invention, the application

contains a special code resource which knows about all the other code resources in memory.” This

passage supports the claimed "wherein said software code defines software code interrelationships
between code resources ".

The specification recites in relevant part, further in published paragraph [0066] that "During

execution time, this special code resource, called a ”memory scheduler," can be called periodically,

or at random or pseudo random intervals, at which time it intentionally shuffles the other code

resources randomly in memory, so that someone trying to analyze snapshots of memory at various

intervals cannot be sure ifthey are looking at the same code or organization from one "break" to the

next. This adds significant complexity to their job. The scheduler also randomly relocates itself when

it is finished. In order to do this, the scheduler would have to first copy itselfto a new location, and

then specifically modify the program counter and stack frame, so that it could then jump into the

new copy of the scheduler, but return to the correct calling frame. Finally. the scheduler would need

to maintain a list of all memory addresses which contain the address of the scheduler, and change

them to reflect its new location." This passage supports the claimed "wherein said software code

defines software code interrelationships between code resources that result in a specified

underlyingfunetionality when installed on a computer system;"

The specification recites in relevant part that "[005 6] One method ofthe present invention is

now discussed. When code and data resources are compiled and assembled into a precursor of an

executable program the next step is to use a utility application for final assembly of the executable

application. The programmer marks several essential code resources in a list displayed by the utility.

The utility will choose one or several essential code resources, and encode them into one or several

data resources using the stegacipher process. The end result will be that these essential code

resources are not stored in their own partition, but rather stored as encoded information in data

resources. They are not accessible at run—time without the key." This passage supports the claimed

"encoding, by said computer using at least a first license key and an encoding algorithm, said

software code, to form a first license key encoded software code in which at least one of said

software code interrelationships are encoded."

Accordingly, claim 62 is supported.

The following excerpts from the publication of the application disclose plural versions ofa

software, each encoded with a different mask and thereby resulting in non identical encoded versions

of an original software.

"[0049] As with previous disclosures by the inventor on digital watermarking techniques, the

present invention may be implemented with a variety of cryptographic protocols to increase both

confidence and security in the underlying system. A predetermined key is described as a set of

masks. These masks may include primary, convolution and message delimiter mask. In previous

disclosures, the functionality of these masks is defined solely for mapping. The present invention

includes a mask set which is also controlled by the distributing party of a copy of a given media

signal. This mask set is a transfer function which is limited only by the parameters of the file format

in question. To increase the uniqueness or security ofeach key used to scramble a given media file

copy, a secure one way hash function can be used subsequent to transfer properties that are initiated

to prevent the forging ofa particular key. Public and private keys may be used as key pairs to
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further increase the unlikeliness that a key may be compromised. "

and

"[0047] The mask set providing the transfer function can be read on a per-use basis by issuing an

authorized or authenticating "key" for descrambling the signal that is apparent to a viewer or a

player or possessor ofthe authenticating key. The mask set can be read on a per—computer basis by

issuing the authorized key that is more generalized for the computer that receives the broadcast

signals. Metering and subscription models become viable advantages over known digital watermark

systems which assist in designating the ownership of a copy of digitized media content, but do not

prevent or restrict the copying or manipulation ofthe sampled signal in question. For broadcast or

streamed media, this is especially the case. Message authentication is also possible, though not

guaranteeing the same security as an encrypted file as with general crypto systems. "

The foregoing excerpts therefore support claim 63's "encoding, by said computer using at

least a first license key and an encoding algorithm, said software code, to form a first license key

encoded software code; encoding, by said computer using at least a second license key and an

encoding algorithm, said software code, to form a second license key encoded software code;

wherein said first license key encoded software code is not identical to said second license key

encoded software code if said first license key is not identical to said second license key." For the

same reasons, the foregoing excerpts support claim 64's "wherein both said first license key encoded

software code and said second license key encoded software code are capable of providing said

specified underlying functionality when installed on a computer system."

102(E) REJECTIONS BASED UPON US 5606609 TO HOUSER

OA page 5 item 3 rejects claims 32—45 and 52—61 under 102(e) based upon US 5606609 to

Houser. In response, the applicant traverses for the following reasons.

Claim 32 recites “embedding a watermark into said software, using said computer, said

watermark encoding at least one first license code, thereby resulting in a first license code encoded

watermarked software." A watermark in this art refers to information embedded into a digital signal

in a way that is difficult to remove. Regarding the meaning of "software", our specification states

that: "[0033] An improvement over the art is disclosed in the present invention, in that the software

itself is a set of commands, compiled by software engineer, which can be configured in such a

manner as to tie underlying functionality to the license or authorization of the copy in possession by

the user. Without such verification, the functions sought out by the user in the form of software

cease to properly work. Attempts to tamper or "patch" substitute code resources can be made highly

difficult by randomizing the location of said resources in memory on an intermittent basis to resist

most attacks at disabling the system."

Houser does not disclose claim 32's embedding a watermark into said software“.

First, Houser does not disclose embedding into “software". Houser col. 7 lines 19-21 clarify

that an "application" generates an "electronic document". An application defines software. An

electronic document defines a data file in a format readable by some software. As noted in Houser in

connection with the discussion of the interrelationship of the electronic document to the embedded

object, “As seen in FIG. 5, an electronic document 510 may be a text file created by any

conventional application, as noted above."

The DA at page 5 item 3a corresponds Houser's data file with the claim 32's software",

which is incorrect because Houser's data file is not software, it is data. Accordingly, Houser does

I!
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not anticipate.

Second, Houser does not disclose a "watermark" being embedded. It discloses only an object

being embedded at a specified location in the electronic document. The DA cites Houser 7:3 0-60

for disclosing a watermark. IIowever, IIouser 7:30-60 does not disclose a watermark. IIouser

7:3 0-60 contains no details about the relationship of the data defining the embedded object to the

data defining the electronic document.

Houser Fig. 5, and 11:52 to 12:39 provide Houser's description of embodiments ofthe

embedded object in the electronic document. Each ofthese embodiments relies upon the location of

the object being predetermined and definite. In this regard, Houser notes that “FIG. 5 illustrates an

electronic document having security objects embedded therein in accordance with the present

invention." In describing the embedded object, Houser further notes that "In general, the security

object may be embedded at any location within or appended to the electronic document. Different

applications used to create the electronic document 5 l 0 may handle OLE security objects in

different ways. For example, the OLE security object may be inserted in its entirety into the

electronic document. FIG. 5 illustrates an example of an OLE security object 520 inserted into the

document 510. A OLE object 53 O is included in electronic document 5 10 to illustrate that the

document may include multiple OLE security objects." Thus, Houser generally contemplates a

embedding an object at "any location" meaning a defined location within the document. An object

embedded at a predetermined and definite single location within an electronic document is not a

watermark. Accordingly, Houser does not anticipate claim 32.

Independent claim 40 recites "said computer system receiving licensing information as an

input and using said licensing information in an algorithm to identify a watermark in said software".

As noted for claim 32, Houser does not disclose watermarking software and therefore does not

anticipate claim 40. (Please also note that the “identify"ing limitation of claim 40 was not addressed

in the OA.) Therefore, Houser does not anticipate claim 40.

Independent claim 52 recites "wherein said computer is programmed to embed a watermark

into said software; wherein said watermark encodes at least one first license code, thereby resulting
in a first license code encoded watermarked software."

Houser does not disclose embedding a watermark in software, or encoding a licence code in

a watermark, for the reasons noted for claim 32. Therefore, Houser does not anticipate claim 52.

Independent claim 5 8 recites "said software product using license information entered via

said input in response to said prompt in a routine designed to decode a first license code encoded in

said software." Houser does not disclose software "designed to decode a first license code encoded

in said software" in response to the user's entry of"license information." The OA rejected claim 58

citing the reasoning applied to dependent claim 34. However, claim 34 did not define software

"designed to decode a first license code encoded in said software" in response to the user‘s entry of
"license information." The DA cited IIouser 9220-25 in connection with claim 34. All that IIouser

9:2 0-25 discloses is entry ofuser name and password; that provides no disclosure of claim 58's

"designed to decode a first license code encoded in said software" in response to the user‘s entry of

license information. Therefore, Houser does not anticipate claim 58.

Independent claim 59 recites "A method for encoding software code ...wherein said software

code comprises a first code resource and provides a specified underlying functionality when installed

on a computer system; and encoding, by said computer using at least a first license key and an

encoding algorithm, said software code, to form a first license key encoded software code."

Houser does not disclose "encoding software code" and therefore does not disclose "encoding
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software [that]...comprises a first code resource and provides a specified underlying functionality

when installed on a computer system“. Since Houser does not disclose "encoding software code" it

also does not disclose doing so “using at least a first license key and an encoding algorithm".

Therefore, Houser does not anticipate claim 59. (Please also note neither of these limitations is

addressed in the 0A.)

Independent claim 61 recites "A method for encoding software code". Houser does not

disclose encoding software code. Claim 61 recites "...wherein said software code comprises a first

code resource and provides a specified underlying functionality when installed on a computer

system". As noted above for claim 59, Houser does not disclose this limitation (nor was it addressed

in the 0A). Claim 61 recites "modifying, by said computer, using a first license key and an

encoding algorithm, said software code, to form a modified software code." Houser does not

disclose encoding software code. Claim 61 recites "encoding said first code resource to form an

encoded first code resource". Houser does not disclose encoding a code resource ofthe original

electronic document. Claim 61 also recites "wherein said modified software code comprises said

encoded first code resource, and a decode resource for decoding said encoded first code resource."

Houser does not disclose this limitation (and please note that the 0A did not address this limitation.)

Finally, claim 61 recites "wherein said decode resource [contained in the "modified software code"]

is configured to decode said encoded first code resource upon receipt of said first license key."

Hou ser does not disclose this limitation (and please note that the 0A did not address this limitation.)

Each dependent claim is allowable at least for the reasons noted for its independent claim.

2/2 7/201 1 /RichardN eifeld#35,299/

RICHARD NEIFELD, REG. NO. 35,299
ATTORNEY OF RECORD

RAN

Date/Time code: February 27, 201 1 (8:49pm)

Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014—4\Drafts\RemarksIRTOA_SCOT0014—4_2—26—201 1.wpd
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l—3 l. (Canceled)

32. (Currently Amended) A computer-based method for modifying software,

comprising:

receiving, in a computer having a processor and memory, software, wherein said software

provides a specified functionality;

embedding a watermark into said software, using said computer, said watermark encoding at

least one first license code, thereby resulting in a first license code encoded watermarked software:

 

3 3. (Previously Presented) The process of claim 32, wherein said embedding

increases the complexity of code analysis and/or tampering with said first license code encoded

watermarked software.

34. (Previously Presented) The process of claim 32, wherein said first license

code encoded watermarked software is configured to query a user for personalization information

during its installation.

35. (Previously Presented) The process ol‘claim 32, wherein said watermark is

accessible with a key.

36. (Previously Presented) The process of claim 35 wherein said key enables said

first license code encoded watermarked software to provide said specified functionality.

37. (Previously Presented) The process according to claim 34, wherein said first

license code encoded watermarked software is configured to determine said key from said

personalization information.

3 8. (Original) The process according to claim 32, wherein the step of embedding the

software with a watermark is performed during execution of the software.

DISH-Blue Spike-842

Exhibit 1004, Page 1651



DISH-Blue Spike-842
Exhibit 1004, Page 1652

39. (Previously Presented) The process according to claim 32, wherein said

embedding modifies the structure of said software.

40. (Previously Presented) An article of manufacture comprising a machine

readable medium, having thereon stored instructions adapted to be executed by a processor of a

computer system, said computer system including a memory, which instructions when executed by

said computer system result in a process comprising:

said computer system storing a software in said memory;

said computer system receiving licensing information as an input and using said licensing

information in an algorithm to identify a watermark in said software.

41. (Currently Amended) The article of manufacture of claim 40, wherein said

watermark encodes therein information defining an executable code providing a functionality of said
 

software.

42. (Original) The article ofmanufacture of claim 40, wherein the watermark

affects functionality of the watermarked software.

43. (Previously Presented) The article ofmanufacture of claim 41, wherein said

instructions comprise decode instructions for said computer system to use said information to

generate a decode key for decoding said software.

44. (Previously Presented) The article ofmanufacture of claim 43, wherein said

identifying information comprises a license key, and said decode instructions instruct said computer

to determine said license key from said information and to generate said decode key using said

license key.

45. (Currently Amended) The article ofmanufacture ofclaim 40;

wherein said watermark encodes a license key;

said instructions include a prompt to enter licensing information;
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wherein said software provides a certain functionality after receipt of licensing information

in response to said prompt only if said licensing information comprises a license key encoded in said

watermark.

46 , 51. (Canceled)

52. (Previously Presented) A computer-based system for modifying software,

comprising:

a computer having a processor and memory;

wherein said computer is programmed to receive software that provides a specified

functionality when installed on a computer system;

wherein said computer is programmed to embed a watermark into said software;

wherein said watermark encodes at least one first license code, thereby resulting in a first

license code encoded watermarked software.

53. (Previously Presented) The system of claim 52 wherein said computer is

programmed to use said at least one first license code as an input in an algorithm for embedding

said watermark with said at least one first license code.

54. (Previously Presented) The system of claim 52 wherein said first license code

encoded watermarked software is designed to prompt for entry of licensing information and only

provides a certain functionality if licensing information entered in response to said prompt comprises

at least one of said at least one first license code encoded in said watermark.

5 5. (Previously Presented) The system of claim 53, wherein said at least one first

license code is fixed prior to distribution of the software.

56. (Previously Presented) The system of claim 52 wherein said at least one first

license code comprises computer code that provides different functionality to said first license code

encoded watermarked software compared to said software.
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57. (Previously Presented) The system of claim 52, wherein said first license

code encoded watermarked software is resistant to code analysis and/or tampering.

5 8. (Previously Presented) A method for licensed software use, the method

comprising:

loading a software product on a computer, said computer comprising a processor, memory,

an input, and an output, so that said computer is programmed to execute said software product;

said software product outputting a prompt for input of license information; and

said software product using license information entered via said input in response to said

prompt in a routine designed to decode a first license code encoded in said software.

5 9. (Previously Presented) A method for encoding software code using a

computer having a processor and memory, comprising:

storing a software code in said memory;

wherein said software code comprises a first code resource and provides a specified

underlying functionality when installed on a computer system; and

encoding, by said computer using at least a first license key and an encoding algorithm, said

software code, to form a first license key encoded software code.

60. (Previously Presented) The method of claim 59 wherein, when installed on a

computer system, said first license key encoded software code will provide said specified underlying

functionality only after receipt of said first license key.

61. (Previously Presented) A method for encoding software code using a

computer having a processor and memory, comprising:

storing a software code in said memory;

wherein said software code comprises a first code resource and provides a specified

underlying functionality when installed on a computer system; and

modifying, by said computer, using a first license key and an encoding algorithm, said

software code, to form a modified software code; and
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wherein said modifying comprises encoding said first code resource to form an encoded first

code resource;

wherein said modified software code comprises said encoded first code resource, and a

decode resource for decoding said encoded first code resource;

wherein said decode resource is configured to decode said encoded first code resource upon

receipt of said first license key.

62. (Previously Presented) A method for encoding software code using a

computer having a processor and memory, comprising:

storing a software code in said memory;

wherein said software code defines software code interrelationships between code resources

that result in a specified underlying functionality when installed on a computer system; and

encoding, by said computer using at least a first license key and an encoding algorithm, said

software code, to form a first license key encoded software code in which at least one of said

software code interrelationships are encoded.

63. (Previously Presented) A method for encoding software code using a

computer having a processor and memory, comprising:

storing a software code in said memory;

wherein said software code provides a specified underlying functionality when installed on a

computer system;

encoding, by said computer using at least a first license key and an encoding algorithm, said

software code, to form a first license key encoded software code;

encoding, by said computer using at least a second license key and an encoding algorithm,

said software code, to form a second license key encoded software code;

wherein said first license key encoded software code is not identical to said second license

key encoded software code if said first license key is not identical to said second license key.

64. (Previously Presented) The method of claim 63 wherein both said first

license key encoded software code and said second license key encoded software code are capable of

providing said specified underlying functionality when installed on a computer system.

kl]
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IN THE SPECIFICATION

Please replace the paragraph on page 1 immediately following the header “CROSS—

REFERENCE TO RELATED APPLICATIONS”, with the following paragraph:

This application is a division[[a1]] ofmmApplication Serial No. 10/602,777, filed

June 25, 2003, now Patent No 7,664,263, issued Februag 16, 2010, which is a continuation o_f

application of HTSTPE‘teth Application Serial No. 09/046,627 filed March 24 1998 now Patent

No. 6,598,162, issued July 22, 2003, fwhch—rssued—J-ulyfiafififi—afiI-S—Patem-No-W,
.5 5

1., A H_._, .‘11.

 

 
   l I I! I ' 'Id I U C _II C I d ‘I t '- I a7 7 7

l996-fwlnchassuedaécpiflfi8—l998—as-H-S—Pafcnt-No-5745-94fi- The entire disclosure ofUS.

Patent Application No. 09/046,627 (which issued July 22, 2003, as US. Patent No. 6,598,162)

and US. Patent Application Serial No. 08/587,943, filed Jan. 17, 1996, (which issued April 28,

1998, as US. Patent No. 5,745,943) are hereby incorporated by reference in their entireties.
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(37 CFRI 16(s‘) is $250 ($125 for small entity) for each‘ ' I additional 50 sheets or fraction thereof. See

35 U.S.C. 41 a 1 G and 37 CFR 1.16 s.

I] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR1.16(j))

N/A

N/A

* If the difference in column 1 is less than zero. enter “0" in column 2.

APPLICATION AS AMENDED — PART II
OTHER THAN

(Column 1) (Column 2) (Column 3) SMALL ENTITY
CLAIMS HIGHEST

iEilEAiN'NG I elitism PERT F‘EEIIIONAL ”3%)”AMENDMENT PAIDFOFI

m

m——a_

[I Application Size Fee (37 CFR1.18(s))

 AMENDMENT
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 116(1))

CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL

AFTER PREVIOUSLY EXTRA FEE ($) FEE ($)AMENDMENT PAID FOR

1.1 i

37CFR116I'1

El Application Size Fee (37 CFR1.16(s))

MinusAMENDMENT
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j))

* If the entry in column 1 is less than the entry in column 2. write “0" in column 3. Legal Instrument Examiner:
** If the “Highest Number Previously Paid For" IN THIS SPACE is less than 20. enter “20". /GAIL WOOTEN/
*** lfthe “Highest Number Previously Paid For‘ IN THIS SPACE is less than 3, enter“3".
The ”Highest Number Previously Paid For" (Total or Independent) is the highest numberfound in the appropriate box in column 1.

 
This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit bythe public which is to file (and bythe USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete. including gathering.
preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount oftime you
require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief Information Officer. U.S. Patent and Trademark Office. U.S.
Department of Commerce. PO. Box 1450. Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, PO. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO—9199 and select option 2.
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Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

general@neifeld.com
rneifeld @ neifeld.c0m
rhahl @ neifeld.c0m

PTOL—90A (ReV‘ 04/07)
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Application No. Applicant(s)

 _ 11/895,388 MOSKOWITZ, SCOTT A.

InterVIew Summary Examiner Art Unit
IZUNNA OKEKE 2432 

All participants (applicant, applicant’s representative, PTO personnel):

(1) IZUNNA OKEKE. (3) .

(2) RICHARD NElFELD. (4) .

Date of Interview: 08 March 2011.

Type: a). Telephonic b)I:I Video Conference
c)|:l Personal [copy given to: 1)|:| applicant 2)|:| applicant’s representative]

Exhibit shown or demonstration conducted: d)I:I Yes ME No.
If Yes, brief description:

Claim(s) discussed: 3_2.

Identification of prior art discussed: Houser etal. (US-56066092.

Agreement with respect to the claims f)|:l was reached. g)l:l was not reached. h)EI NlA.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Applicant’s regresntative discussed claim 32 with reference to the applied
reference. and eXQlained that the reference fails to teach a watermark which encodes a license code. As aQQ/icant
has already filed an After Final amendment, examiner noted aQQlicant’s argument and would respond to the AF
appropriate/z"

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE

INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS

INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO

FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

/|ZUNNA OKEKE/ /Minh Dinh/

Examiner, Art Unit 2432 Primary Examiner, Art Unit 2432
US. Patent and Trademark Office

PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20110310
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, Video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

in every instance where reconsideration is requested in View of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the appiicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 USC. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office shouid be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alieged orai promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
— Application Number (Series Code and Serial Number)
— Name of applicant
7 Name of examiner
— Date of interview

— Type of interview (telephonic, video-conference, or personal)
7 Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed
— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

— The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant orthe examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed.
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

general@neifeld.com
rneifeld @ neifeld.c0m
rhahl @ neifeld.c0m

PTOL—90A (ReV‘ 04/07)
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Application No. Applicant(s)

 
11/895,388 MOSKOWITZ. SCOTT A.

Office Action Summary Examiner Art Unit

IZUNNA OKEKE 2432 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions oftime may be available underthe provisions of 37 CFR1. 136(a). In no event however may a reply be timely filed
after SIX () MONTHS from the mailing date of this communication

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for replywili, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months afterthe mailing date ofthis communication, even iftimely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

HIE Responsive to communication(s) filed on 28 February 201 1.

2a)|:l This action is FINAL. 2b)IZ This action is non—final.

3)I:| Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Exparte Quay/e, 1935 CD. 11, 453 O.G. 213.

Disposition of Claims

4)IZ Claim(s) 32-45 and 52-64 is/are pending in the application.

4a) Of the above Claim(s)_ is/are withdrawn from consideration.

5)I:I Claim(s)_ is/are allowed.

6). Claim(s) 32-45 and 52-64 is/are rejected.

7)I:I Claim(s)_ is/are objected to.

8)I:l Claim(s)_ are subject to restriction and/or election requirement.

Application Papers

9)I:l The specification is objected to by the Examiner.

10)|:I The drawing(s) filed on_ is/are: a)l:| accepted or b)|:| objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

1)|:| The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)I:I All b)I:I Some * c)|:| None of:

1.I:l Certified copies of the priority documents have been received.

2.|:l Certified copies of the priority documents have been received in Application No._

3.|:| Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

  
Attachment(s)

1) E Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) D Notice of Draftsperson‘s Patent Drawing Review (PTO-948) Paper N°(S)/Ma“ Daie-_
3) E Information Disclosure Statement(s) (PTO/SB/OS) 5) I:I NOIICG 0f Informal Patent Application

Paper No(s)/Mai| Date 11/19/2010. 6) D Other:
U.S. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mai| Date 20110317
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Application/Control Number: 11/895,388 Page 2

Art Unit: 2432

DETAILED ACTION

Response to Arguments

1. Applicant's arguments with respect to claim 32—45 and 52—64 have been considered but

are moot in view of the new ground(s) of rejection.

In reference to the argument presented on page 6 of applicant’s argument/remark,

applicant argues that Houser (US-5606609) does not disclose a watermark being embedded.

Houser discloses a digitally watermarked graphic file which is an electronic representation of a

difficult to forge image or icon on media file (See Houser, Col 16, Line 59-65). A digitally

watermarked graphic file can be interpreted as being embedded with a watermark. The use of

Houser in the current action is to teach that digital watermarks are a known concept prior to the

present invention and are used to encode/insert certain information into a media. The primary

reference discloses embedding/inserting identification code into software but does not teach it as

a digital watermark. Houser was used to remedy the deficiencies of the primary art in the sense

that digital watermarks protects the encoded information from tampering/forgery and inserting

Holmes' identification data as a watermark (thereby resulting in a watermarked software code

having the identification data) would protect the identification data against tampering because it

would be difficult remove from the software or forge.

In reference to the portions of the argument/response that deals with the112 rejection

presented in the last Office Action, the portions of the disclosure cited by applicant fails to

explicitly disclose or define "interrelationships" and in the absence of such a definition, the term

is given a broad reasonable interpretation. "lnterrelationship" can be a relationship between two

object and the fact that both objects are alike (code resources) can be defined as an
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Application/Control Number: 11/895,388 Page 3

Art Unit: 2432

"interrelationship" between them. Also, a careful consideration of the portions cited by applicant

to support the claimed limitation offers differing perspectives on the definition of "software code

interrelationships" (on Page 4, Para 1 and 2 of the arguments/remarks). For instance, in the first

paragraph of Page 4, applicant cites the portion "the application contains a special code resource

which knows about all other code resources in memory" and argues that it provides support for

the claimed limitation. In Para 2, applicant further cites another portion "during execution time,

this special code resource, called a memory scheduler, can be called periodically, or at random or

pseudo random intervals ....... " and also argues that it provides support for the limitation. These

are both differing interpretations and fails to explicitly recite or define "software code

interrelationships". Therefore in the absence of a clear and concise definition of "software code

interrelationships" recited in the claims, the 112 rejection is maintained because one can't

correctly ascertain the metes and bounds of the invention based on the claim language. This

reasoning is also applied to other limitations recited in the claims and rejected for not being

clearly and explicitly disclosed/defined in the specification.

Claim Rejections - 35 USC§ 112

F9 The following is a quotation of the first paragraph of 35 U.S.C. 112:

The specification shall contain a written description of the invention, and of the manner and process of making
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode
contemplated by the inventor of carrying out his invention.

3. Claims 62—64 are rejected under 35 U.S.C. 112, first paragraph, as failing to comply with

the written description requirement. The claim(s) contains subject matter which was not

described in the specification in such a way as to reasonably convey to one skilled in the relevant
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Art Unit: 2432

art that the inventor(s), at the time the application was filed, had possession of the claimed

invention.

Claims 62 recites in part “wherein said software code defines software code

interrelationships between code resources” and “to form a first license key encoded software

code in which at least one of said software code interrelationship are encoded”. The specification

provides no support for this limitation as it fails to teach or mention “software code

interrelationships”, how the software code defines interrelationships between code resources and

how it is encoded to form a first license key encoded software code. Applicant is asked to

identify the section of the specification that provides support for claim 62.

Claim 63 and dependent claim 64 recites in part “encoding, by said computer using at

least a first license key and an encoding algorithm, said software code, to form a second license

key encoded software code; wherein said first license key encoded software code is not identical

to said second license key encoded software code”. There is also no disclosure that supports this

limitation in the specification. There is no disclosure of using a “second license key” to encode a

software code to form a “second license key encoded software code” wherein a first license key

encoded software code is not identical to a second license key encoded software code. Applicant

is also asked to point out the section of the specification that clearly provides support for claims

63 and 64.

4. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the
subject matter which the applicant regards as his invention.
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5. Claim 37 recites the limitation "determine said key". There is insufficient antecedent

basis for this limitation in the claim. There is no former recitation of a key in claim 37 or the

claims it depends on to ascertain which key the claim refers to.

Claim Rejections - 35 USC§ 103

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

7. Claims 32—45 and 52-64 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Holmes et al. (US—5287407), and further in view of Houser et al. (US—5606609).

a. Referring to claims 32. 40, 41, 45, 52, 55. 58 and 59:

Regarding claims 32, 40, 4], 45, 52, 55, 58 and 59, Holmes teaches a computer—based

method for modifying software, comprising: receiving, in a computer having a processor and

memory, software, wherein said software provides a specified functionality (Col 1, Line 60 thru

Col 2, Line 4 and Line 10-20 and Col 3, Line 38-45 and Col 3, Line 67 thru Col 4, Line 4...

method for modifying software which provides a specified functionality when executed by

embedding a code in the software such as a unique identifying data (which could serve as a

license for the software) associated with a user or the system or the software)

Holmes teaches embedding an identification data into the software. Holmes does not

teach embedding the data as a watermark. However, embedding information as an electronic

watermark is well known in the art. For instance, Houser teaches embedding information as a

digital watermark into a media (See Houser, Col 16, Line 59-65.... electronically watermarked
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graphic/Video file). Therefore, one of ordinary skill in the art would have been motivated to

modify Holmes’ teaching by embedding the identification data as a watermark wherein the

watermark cannot be forged and is also difficult to remove for the purpose of protecting the

watermarked software and preventing unauthorized users from tampering with the identification

data.

a. Referring to claims 33 and 57:
 

Regarding claims 33 and 57, the combination of Holmes and Houser teaches the process

of claim 32, wherein said embedding increases the complexity of code analysis and/or tampering

with said first license code encoded watermarked software (See the reason for watermarking

identification data in the rejection in claim 32 and Holmes, Col 2, Line 2—4. .. said embedding of

identification code enhances software security against tampering)

a. Referring to claims 34 and 54:

Regarding claims 34 and 54, the combination of Holmes and Houser teaches the process

of claim 32, wherein said first license code encoded watermarked software is configured to query

a user for personalization information during its installation (Col 3, Line 67 thru Col 4, Line

12... verifying the embedded identification data during software installation/copying).

a. Referring to claims 35 and 53:

Regarding claims 35 and 53, the combination of Holmes and Houser teaches the process

of claim 32, wherein said watermark is accessible with a key (See Houser, Col 9, Line 37—

60. . .watermark is protected with a key which is used to decode the watermark).

a. Referring to claims 36 and 60:
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Regarding claims 36 and 60, the combination of Holmes and Houser teaches the process

of claim 35 wherein said key enables said first license code encoded watermarked software to

provide said specified functionality (Col 4, Line 16—17... executing/copying the software code

based on successful verification).

a. Referring to claims 37 and 44:

Regarding claims 37 and 44, the combination of Holmes and Houser teaches the process

according to claim 34, wherein said first license code encoded watermarked software is

configured to determine said key from said personalization information (See Hou ser, Col 9, Line

37-60. .. determining key from password/identification data).

a. Referring to claim 38:

Regarding claim 38, the combination of Holmes and Houser teaches the process

according to claim 32, wherein the step of embedding the software with a watermark is

performed during execution of the software (Col 3, Line 38-46) .

a. Referring to claim 39:

Regarding claim 39, the combination of Holmes and Houser teaches the process

according to claim 3 2, wherein said embedding modifies the structure of said software (Fig l

and Col 3, Line 38-46. .. embedding the code modifies the software code from its original

structure).

a. Referring to claims 42 and 56:

Regarding claims 42 and 56, the combination of Holmes and Houser teaches the article of

manufacture of claim 40, wherein the watermark affects functionality of the watermarked
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software (Col 3, Line 67 thru Col 4, Line 4.... the protection affects the functionality of the

software by first running an verification process before execution).

a. Referring to claim 43:

Regarding claim 43, the combination of Holmes and Houser teaches the article of

manufacture of claim 41, wherein said instructions comprise decode instructions for said

computer system to use said information to generate a decode key for decoding said software

(Col 3, Line 67 thiu Col 4, Line 4. .. identification data used to verify/decode the software for

installation/copying).

a. Referring to claim 61:

Regarding claim 61, the combination of Holmes and Houser teaches A method for

encoding software code using a computer having a processor and memory, comprising: storing a

software code in said memory; wherein said software code comprises a first code resource and

provides a specified underlying functionality when installed on a computer system (See the

rejection in claim 32); and modifying, by said computer, using a first license key and an

encoding algorithm, said software code, to form a modified software code; and wherein said

modifying comprises encoding said first code resource to form an encoded first code resource

(See the rejection in claim 32... modifying the software code by embedding a code resource in

the software code); wherein said modified software code comprises said encoded first code

resource, and a decode resource for decoding said encoded first code resource; wherein said

decode resource is configured to decode said encoded first code resource upon receipt of said

first license key (See the rejection in claim 43) .
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ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. AC).

PATENT
NUMBER

5341429

5341477

5363448

5365586

5369707

5379345

5394324

5398285

I\J‘l 06627

U1 I\ 08505

LII I\ 10598

12718

18713

28606

50490

69536

71533

78990

79210

I 87168

 
93677

EXAMINER'S SIGNATURE:

 
PAGE/LINE AND
FIGURE/ELEMENT OF
R ET .EVAVT MATERIAL
AND/OR
IDENTIFICATION OF
PRIORITY
APPLICATION IN
WHICH REFERENCE IS
CITED

ISSUE DATE NAME OF
PATENTEE OR
APPLICANT

August 1994 Stringer et 211.

August 1994 Pitkin et 211.

November 1994 Koopman et a1.

November 1994 Indeck et a].

November 1994 Follendore, III

January I 995 Greenberg

February 1995 Clearwater

March 1995 Borgelt et 31.

April 1995 Thompson et ali

April 1995 Indeck et '41.

April 1995 Shear

May 1995 N arasimhalv et al.

May 1995 Allen

June 1995 Moskowitz

September 1995 Jensen et a1.

November 1995 Blank

November I 995 Wang et a1.

December 1995 Montanari et a].

December 1995 Cawley et a1.

January 1996 Geiner et a1.

February 1996 Balogh et a1,

021111118 Okeke/

Page 10 of 61

DISH-Blue Spike-842

Exhibit 1004, Page 1691

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1692

Receipt date: “1 Wig/2010

Printed: November 19, 2010 (I 2

11895388 ~ GAU: 2432

:45pm)

Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_11-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS

EXAMINER
INITIALS

REFERENCE
NUMBER

(U SERIES)

(“fir—‘F‘FF‘F‘F‘F‘F‘IF‘F‘F‘F‘
I

I J1 J1

(”(4
F‘

 
(“

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O.

 
AN INFORMATION DISCLOSURE STATEMENT

PAGE/LINE AND
FIGURE/ELEMENT OF
R ET .EVAVT MATERIAL
AND/OR
IDENTIFICATION OF
PRIORITY
APPLICATION IN
WHICH REFERENCE IS
CITED

PATENT
NUMBER

IS SUE DATE NAME OF
PATENTEE OR
APPLICANT

5497419 March 1996 Hill

5506795 April 1996 Yamakawa

5513126 April 1996 Harkins et al.

5513261 April 1996 Maher

5530739 June 1996 Okada

553075 I June I 996 Morris

5530759 Julie 1996 Braudaway et al.

5539735 July 1996 Moskowitz

52 482 79 August 1996 Lebrun et al.

5568570 October 1996 Rabbani

5579124 November 1996 Aijala et a1.

55 81703 December 1996 Baugher et al.

5583488 December 1996 Sala et al.

5598470 January 1997 Cooper et al.

5606609 February 1997 Houser et al.

5613004 March 1997 Cooperman et al.

5617119 April 1997 Briggs et al.

5625690 April 1997 Michel et al,

5629980 May 1997 Stefik et al.

5633932 May 1997 Davis et al.

5634040 Her et al.May 1997

EXAMINER'S SIGNATURE:
i’izunna Okeke/

Page 11 of 61

DISH-Blue Spike-842

Exhibit 1004, Page 1692

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1693

Receipt date: “it/“E @201 G 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_11-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT
PAGE/I ,INE ANT)
FIGURE/ELEMENT OF
RELEVANT MATERIAL
AND/0R
IDENTIFICATION OF
PRIORITY

EXANHNER
INITIALS

REFERENCE
NUMBER

PATENT
NUMBER

ISSUE DATE NAME OF
PATENTEE OR

(U SERIES) APPLICANT

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. HQ.

(“

r“

F‘

(“

(“

(“

F‘

(“

(“

(—

(“

r“

F‘

(“

.—<

(“

(“

F‘

(“

 
(“

APPLICATION IN
WHICH REFERENCE IS
CITED

I
086

087

088

089

090

091

092

093

094

095

, 096

097

098

099

0100

0101

5659726

5664018

5673316

5677952

5680462

5687236

5689587

5696828

5719937

5721788

5734752

5737416

5737733

5740244

5745569

5748783

EXAMINER'S SIGNATURE:

Page 12 of 61

z’izunna Okeke/

 ———
———
———
———
———
———
———
———
———
———
———
———
———
———

April 1998 Moskowitz et a1. _
May 1998 __

DISH-Blue Spike-842

Exhibit 1004, Page 1693

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1694

Receipt date: I WEE/2010

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\1DS_SCOT00014-4_11-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER
INITIALS

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. HQ.

REFERENCE PATENT ISSUE DATE NAME OF MOP/“NE ANT)FIGURE/ELEMENT OF
NUMBER NUMBER PATENTEE OR RELEVAXT MATERIAL

APPLICANT AND/OR
(U SERIES) IDENTIFICATION OF

(“

(“

b(—1"

(*(“F‘
(“

 
(“

PRIORITY
APPLICATION IN
WHICH REFERENCE IS
CITED

a1.

0121 5884033 March 1999 DuvaII et a1. _
0122 8889888 888881999 __

EXAMIXBR'S SIGNATURE: [’izunfia Okeke/

Page 13 of 61

I

LII 0C [\J Ix) Ix)

0113 U1 00 [Q'83 Ix) UI 
DISH-Blue Spike-842

Exhibit 1004, Page 1694

118§5388 ~ GAU: 2432

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1695

Receipt date: I WEE/2010

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_11-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER
INITIALS

(U SERIES)

(“

r“

F‘

(“

(“

(“

F‘

(“

(“

(“

(“

REFERENCE
NUMBER

II

II

 
(“

PAGEFITNE ANT)
NAME OF FIGURE/ELEMENT OF
PATENTEF 0R RELEVANT MATERIAL
APPLICANT AND/0RIDENTIFICATION OF

PRIORITY
APPLICATION IN
WHICH REFERENCE IS
CITED

———
———

EXAMINER'S SIGNATURE:

PATENT
NUMBER

ISSUE DATE

I

0129 5915027

0130 5917915

0132

0133

0135

0136

0137

0138

0140

0141

0143 6009176

I’izunna Okeke/

 
Page 14 of 61

118§5388 ~ GAU: 2432

~\ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. 0.0.,

DISH-Blue Spike-842

Exhibit 1004, Page 1695



DISH-Blue Spike-842
Exhibit 1004, Page 1696

Receipt date: I WEE/2010 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_I1-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER
INITIALS

REFERENCE
NUMBER

(U SERIES)

(“

I
(“

b(All

(“

I
(“

II
(“

 
(“

 
PATENT ISSUE DATE NAME OF MOP/“NE ANT)FIGURE/ELEMENT OF
NUMBER PATENTEE OR RELEVANT MATERIAL

APPLICANT AND/0RIDENTIFICATION OF
PRIORITY
APPLICATION IN
WHICH REFERENCE IS
CITED

————
————
————
————
————

————
————
————

EXAMIXER'S SIGNATURE: [’izunfia Okeke/

Page 15 of 61

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. HQ.

DISH-Blue Spike-842

Exhibit 1004, Page 1696

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1697

Receipt date: I WEE/2010 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_I1-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER
INITIALS

REFERENCE
NUMBER

(U SERIES)

(“

I
(“

(“

(“

I
(“

II
(“

 
(“

 
PATENT ISSUE DATE NAME OF MOP/“NE ANT)FIGURE/ELEMENT OF
NUMBER PATENTEE OR RELEVANT MATERIAL

APPLICANT AND/0RIDENTIFICATION OF
PRIORITY
APPLICATION IN
WHICH REFERENCE IS
CITED

————
————
————
————
————

EXAMIXER'S SIGNATURE: [’izunfia Okeke/

Page 16 of 61

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. HQ.

DISH-Blue Spike-842

Exhibit 1004, Page 1697

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1698

Receipt date: “II/“E @201 G 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_I1-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PATENT ISSUE DATE NAME OF MOP/”INF ANT)FIGURE/ELEMENT OF
INITIALS NUMBER NUMBER PATENTEE OR RELEVAXT MATERIALAND/0R

(U SERIES) APPLICANT IDENTIFICATION OFPRIORITY
APPLICATION IN
WHICH REFERENCE IS
CITED

————
————
————
————

—:———

———
Zh—
_———
_———
_———
————
_———

EXAMIXBR'S SIGNATURE: [’izunfia Okeke/

Page 17 of 61

(“

tl:l
(“

F‘ om oo

 
r—‘ O[\J C)

F‘F‘(—‘
O[\J

(“

 
(“

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /'I.C3.,

DISH-Blue Spike-842

Exhibit 1004, Page 1698

~\



DISH-Blue Spike-842
Exhibit 1004, Page 1699

Receipt date: mtg/2010 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_11-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT
PAGE/I ,INE ANT)
FIGURE/ELEMENT OF
RELEVANT MATERIAL
AND/0R
IDENTIFICATION OF

EXAMINER
INITIALS

REFERENCE
NUMBER

PATENT
NUMBER

ISSUE DATE NAME OF
PATENTEE OR

(U SERIES) APPLICANT

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. HQ.

(“

r“

(“

(“

(“

F‘

(“

(“

(—

(“

r“

F‘

(“

(—1

(“

(“

F‘

(“

 
(“

PRIORITY
APPLICATION IN
WHICH REFERENCE IS
CITED

0207 6532284 March 2003 Walker et a1. _

I0209 6557103 April 2003 B011celet: Jr, et a1._

02 | I 6587837 July 2003 Spagna et a1. _I
0212 6598162

6606393

6647424

6658010

6665489

6668246

6668325

6687683

6725372

6754822

6775772

6784354

6785815

6785825

6792548

6792549

EXAMINER'S SIGNATURE:

Page 18 of 61

z’izunna Okeke/

 ———
———
———
———
———
———
———
———
——_
———
———
———
———
———
———
———

DISH-Blue Spike-842

Exhibit 1004, Page 1699

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1700

Receipt date: “11/19/201 (3 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_I1-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER
INITIALS

PAGE/I ,INE ANT)
FIGURE/ELEMENT OF
RELEVANT MATERIAL
AND/0R

REFERENCE
NUMBER

PATENT
NUMBER

ISSUE DATE NAME OF
PATENTEE OR
APPLICANT

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /'I.C3.,

(U SERIES)

(—‘F‘F‘IF‘IF‘F‘FF‘F‘F‘F‘F‘IF‘IF‘F‘
(“

 
(“

IDENTIFICATION OF
PRIORITY
APPLICATION IN
WHICH REFERENCE IS
CITED

————
————
————
————
————

6834308

6842862

6853726

6857078

6931534

6966002

6983337

6977894

6978370

6986063

7007166

———
———
———
———
———
———
———
———
———
———

——.—
7035409

7043050

7046808

7050396

Page 19 of 61

z’izunna Okeke/

 
EXAMINER'S SIGNATURE:

DISH-Blue Spike-842

Exhibit 1004, Page 1700

~\



DISH-Blue Spike-842
Exhibit 1004, Page 1701

Receipt date: 11/19/2010 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_11-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT
PAGE/I ,INE ANT)
FIGURE/ELEMENT OF
RELEVANT MATERIAL
AND/0R
IDENTIFICATION OF

EXANHNER
INITIALS

REFERENCE
LflIkflBER

PATENT
PflIkflBER

IS SUE DATE NAME OF
PATENTEEOR

(U SERIES) APPLICANT

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. HQ.

(“

r“

(“

(“

(“

F‘

(“

(“

(—

(“

r“

(“

(“

(“

F‘

(“

 
(“

PRIORITY
APPLICATION IN
WHICH REFERENCE IS
CITED

————I0251

I
0254

0255

0256

0257

0258

0259

0260

0261

I0262

0263

r—¢ 4;026

0265

0266

0267

0268

0269

7107451

7123718

7127615

7150003

7152162

7159116

7162642

7177429

7177430

7206649

7231524

7233669

7240210

7266697

———
———
———
———
———
———
———
———
———
———
———
———
———
———

7289643

EXAMINER'S SIGNATURE:

Page 20 of 61

z’izunna Okeke/

 
Octobemoov __

DISH-Blue Spike-842

Exhibit 1004, Page 1701

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1702

Receipt date: “11/19/201 (3 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_11-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT
PAGE/1 ,INE ANT)
FIGURE/ELEMENT OF
RELEVANT MATERIAL
AND/0R
IDENTIFICATION OF

EXANHNER
INITIALS

REFERENCE
FHIAIBER

PATENT
FHIKIBER

IS SUE DATE NAME OF
PATENTEEOR

(U SERIES) APPLICANT

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. HQ.

(“

r“

(“

(“

(“

F‘

(“

(“

(—

(“

r“

(“

(“

(“

F‘

(“

 
(“

PRIORITY
APPLICATION IN
WHICH REFERENCE IS
CITED

————I0272

I
0275

0276

0277

0278

0279

0280

II

7457962

7460994

7475246

7530102

7532725

7568100

7647502

7647503

7779261

6990453

6081597

7035049

7664263

7286451

6385324

6674858

EXAMINER'S SIGNATURE:

Page 21 of 61

z’izunna Okeke/

 ———
———
———
———
———
———
———
———
———
———
———
———
———
———
———
———

DISH-Blue Spike-842

Exhibit 1004, Page 1702

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1703

Receipt date: “i I/Ig/2010 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_I1-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE
INITIALS NUMBER

(U SERIES)

  
PATENT ISSUE DATE NAME OF MOP/“NE ANT)FIGURE/ELEMENT OF
NUMBER PATENTEE OR RELEVANT MATERIAL

APPLICANT AND/0RIDENTIFICATION OF
PRIORITY
APPLICATION IN
WHICH REFERENCE IS
CI1ED

————
—_——
————
————
-———
————
————
————
————
————

EXAMIXBR'S SIGNATURE: [’izunfia Okeke/ 
Page 22 of 61

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.C3./

DISH-Blue Spike-842

Exhibit 1004, Page 1703



DISH-Blue Spike-842
Exhibit 1004, Page 1704

Receipt date: “i Wig/2010

Printed: November 19, 2010 (12:45pm)

Path: Y:\C1ientS\SCOT Scott A MOSkowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\1DS_SCOT00014-4_11-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

11895388 ~ GAU: 2432

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT
LISTING OF UNITED STATES PUBLISHED APPLICATIONS - P Series

EXAMINER REFERENCE PUBLICATION PUBLICATION
INITIALS NUMBER NUMBER DATE

(P SERIES)

"U ,_. 20010010078 July

20010043594 NOV

’15 LA 20020010684

20020026343

"U U] 20020056041

20020071556

20020073043

20020097873 July

20020103883

NAME OF
PATENTEE OR RELEVANT MATERIAL
APPLICANT

200 1 Moskowitz

ember 2001 Ogawa et a1.

January 2002 Moskowitz

February 2002 Duenke

May 2002 Moskowitz

J1me 2002 Moskowitz et a1.

June 2002 Herman et a1.

2002 Petrovic

Haverstock et al.

PAGE/LINE AND
FIGURE/ELEMENT OF

AND/OR
IDENTIFICATION OF
PRIORITY
APPLICATION IN
WHICH REFERENCE
CITED

"U C O

"U 0 I\)

"U C U.)

"U C 4;

"U 0 L11

"U 0 C7\

"U C \l

"U C 00

 
"U 0 0

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. 0C).

20020161741

20030126445

20030133702

20030200439

20030219143

20040028222 February 2004

20040037449

20040049695

20040059918

20040083369

200400861 19

20040093521

EXAMINER'S SIGNATURE: [IlZUfifia Okeke/

 August 2002

October 2002 Wang et a].

July 2003 W'ehrenberg

July 2003 Collart

October 2003 Moskowitz

November 2003 Moskowitz et a1.

Sewell et a].

February 2004 Davis et a1.

March 2004 Choi et 211.

March 2004 Xu

April 2004 Erlingsson et al

May 2004 Moskowitz

May 2004 Hamadeh et al.

Page 23 of 61

DISH-Blue Spike-842

Exhibit 1004, Page 1704

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1705

Receipt date: “II/“E @201 G 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_I1-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PUBLICATION PUBLICATION NAME OF MOP/”INF ANT)FIGURE/ELEMENT OF
INITIALS NUMBER NUMBER DATE PATENTEE OR RELEVAXT MATERIALAND/0R

(P SERIES) APPLICANT IDENTIFICATION OFPRIORITY
APPLICATION IN
WHICH REFERENCE
CITED

——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————

_P042 20070079131. Aprnzoov __

EXAMIXBR'S SIGNATURE: [’izunfia Okeke/

Page 24 of 61

 
~\ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /'I.O.,

DISH-Blue Spike-842

Exhibit 1004, Page 1705



DISH-Blue Spike-842
Exhibit 1004, Page 1706

Receipt date: “it/“E @201 G 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\ClicntS\SCOT Scott A MOSkOWitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT000 14-4_1 1-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PUBLICATION PUBLICATION NAME OF MOP/“NE ANT)FIGURE/ELEMENT OF
INITIALS NUMBER NUMBER DATE PATENTEE OR RELEVAXT MATERIALAND/0R

(P SERIES) APPLICANT IDENTIFICATION OFPRIORITY
APPLICATION TN
WHICII REFERENCE
CITED

——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————
——————

EXAMINER'S SIGNATURE: [’izunfia Okeke/

Page 25 of 61

  
~\ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /'I.C3.,

DISH-Blue Spike-842

Exhibit 1004, Page 1706



DISH-Blue Spike-842
Exhibit 1004, Page 1707

Receipt date: “II/“E @201 G 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_I1-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PUBLICATION PUBLICATION NAME OF MOP/”INF ANT)FIGURE/ELEMENT OF
INITIALS NUMBER NUMBER DATE PATENTEE OR RELEVAXT MATERIALAND/0R

(P SERIES) APPLICANT IDENTIFICATION OFPRIORITY
APPLICATION IN
WHICH REFERENCE
CITED
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——————
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——————
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——————

 

EXAMIXBR'S SIGNATURE: [’izunfia Okeke/

Page 26 of 61

 
~\ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /'I.O.,

DISH-Blue Spike-842

Exhibit 1004, Page 1707



DISH-Blue Spike-842
Exhibit 1004, Page 1708

Receipt date: “II/“I @201 G 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_11-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT
LISTING OF FOREIGN AND INTERNATIONAL PATENT DOCUMENTS - F Series

EXAMINER REFERENCE PUBLICATIO PUBLICATIO COUNTRY PAGE/LINE £233?chINITIALS NUMBER N NUMBER OR REGION ANT) TRANSLATION
ATTACHED? (YES

(F SERIES) “(HIRE/ELF OR NO) AND/ORMENT OF IDENTIFICATION
RELEVANT 0F PRIORITYAPPLICATION IN
MATERIAL WHICHREFERENCE IS

CITED

F 01— EP0372601 Jun.. 1990

F 02- EP0565947 Oct, 1993

F 03- EP0581317 Feb. 1994

F 04- EP0649261 Apr., 1995

F 05- EP0651554 May., 1995

F 06- EP1354276 Dee, 2007

E 07- NL 1005523 Sep., 1998

F 08- W0 9514289 May., 1995

F 09— W0 9629795 Sep., 1996

F 010- W'O 9724833 1111., 1997

F 011- W'O 9744736 Nov., 1997

F 012— W'O9837513 Aug, 1998

F 013- WO 9952271 Oct, 1999

F 014- W'O 9962044 D60. 1999

F 015- W'O 9963443 Dee, 1999

F 016- W'O9726733 Jan. 1997

F 017— W'O98002864 Jul. 1997

E 018- W'O 0057643 Sept 2000

F019- W’O 9642151 Dec 1996

F 020— EP0872073 July 1996
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37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PUBLICATIO PUBLICATIO COUNTRY PAGE/LINE ENGHSHLANGUAGE
INITIALS NUMBER N NUMBER OR REGION AND TRANSLATION

FIGURE/ELE ATTACHED? (YES
F SERIES OR NO) AND/OR

( ) MENT OF IDENTIFICATION
RELEVANT 0F PRIORITYAPPLICATION IN
MATERIAL WHICHREFERENCE IS

CITED

F 021- W'00118628 March 2001 W0

F 022— W'00143026 June 2001 W0

F 023- W'00203385 Jan 2002 W O

F 024- W'09701892 June 1995 W0

F 025— W09726732 July 1997 WO

F 026- W'09802864 Jan 1998 W O

F 027- EP1547337 Mar 2006 EP

F 028- EP0581317A2 Feb 1994 EP

F 029- W0023385A1 Oct 2002 W C 
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37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

LISTING OF NON PATENT LITERATURE - 0 Series

PUB.
DATE

L- 01 7/28/2009

8/11/2005

4/22/2008

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. AC).

INCLUDE IN SEQUENCE: Name offirst author (in
CAPITAL LETTERS), Title in quotation marks, name of
publication, date or publication, page numbers, publisher, city
of publication, and country of publication

NOTE - For US patent applications listed herein, if a publication of the application
is identified, Applicant is citingthe listed publication and not submitting a copy of
the cited application as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

US. Appl. No. 08/999,766, filed Jul. 23, 1997. entitled
"Steganographic Method and Device", published as
7,568,100 07-28-2009.

EPO Application No. 969194059, entitled
"Steganographic Method and Device"; published as
EP0872073 (A2), published 10—21-1998.

U.S. Appl. No. 11/050,779, filed Feb. 7, 2005, entitled
"Steganographic Method and Device", published as
20050177727 A1 08-11-2005.

U.S. Appl. No, 08/674,726, filed Jul. 2, 1996, entitled
"Exchange Mechanisms for Digital Information
Packages with Bandwidth Securitization, Multichannel
Digital Watermarks, and Key Management", published
as 7.362,775 04-22-2008 .

US. Appl. No, 09/545,589, filed Apr. 7, 2000, entitled
"Method and System for Digital Watermarking",
published as 7,007,166 02-28-2006

U.S. Appl. No, 11/244,213, filed Oct, 5, 2005, entitled
"Method and System for Digital Watermarking",
published as 2006-0101269 A1 05-11-2006
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37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Name of first author (in TEEISSEAPFIISINJEIPEECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR 10R ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

U.S. Appl. No, 11/649,026, filed Jan. 3, 2007, entitled
"Method and System for Digital Watermarking",
published as 2007—0113094 Al 05—17—2007.

US. Appl. No. 09/046,627, filed Mar. 24, 1998, entitled
"Method for Combining Transfer Function With
Predetermined Key Creation", published as 6,598,162
07-22-2003 .

U.S. Appl. No, 10/602,777, filed Jun. 25. 2003, entitled
"Method for Combining Transfer Function with
Predeterrnined Key Creation". published as
2004-0086119 A1 05-06-2004

U.S.App1.No, 09/053,628, filed Apr. 2, 1998, entitled
"Multiple Transform Utilization and Application for
Secure Digital Watermarking". 6,205,249 03—20—2001

U.S. Appl. No. 09/644,098, filed Aug. 23, 2000, entitled
"Multiple Transform Utilization and Application for
Secure Digital Watermarking", published as 7,035,409
04-25-2006

 
Jap. App. No. 2000-542907, entitled "Multiple
Transform Utilization and Application for Secure
Digital Watermarking". JP national stage of
PCT/USI999/007262. published as WO99052271.
10/14/1999. F13 here in above.
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37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIP'FECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR VOR ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

U.S. Appl. No, 09/767,733, filed Jan. 24, 2001, entitled
"Multiple Transform Utilization and Application for
Secure Digital Watermarking". published as
2001-0010078 Al 07-26-2001.

US. Appl. No. 11/358,874, filed Feb. 21, 2006, entitled
"Multiple Transform Utilization and Application for
Secure Digital Watermarking", published as
2006-0140403 Al 06-29-2006

U.S. Appl. No, 10/417,231, filed Apr. 17, 2003, entitled
"Methods, Systems And Devices For Packet
Watermarking And Efficient Provisioning Of
Bandwidth", published as 2003-0200439 Al
10-23-2003

U.S. Appl. No, 09/789,711, filed Feb. 22, 2001, entitled
"Optimization Methods for the Insertion, Protection,
and Detection of Digital Watermarks in Digital Data",
published as 2001-0029580 A1 10—11-2001.

U.S. Appl. No. 11/497,822, filed Aug. 2, 2006, entitled
"Optimization Methods for the Insertion, Protection,
and Detection of Digital Watermarks in Digital Data",
published as 2007-0011458 Al 01-11-2007
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37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIP'FECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR 10R ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

U.S. Appl. No, 11/599,964, filed NOV. 15, 2006, entitled
"Optimization Methods for the Insertion, Protection,
and Detection of Digital Watermarks in Digital Data",
published as 2008-0046742 A1 02—21—2008.

US. Appl. No. 11/599,838, filed NOV, 15, 2006, entitled
"Optimization Methods for the Insertion, Protection,
and Detection of Digital Watermarks in Digital Data",
published as 2007-0226506 Al 09-27-2007

U.S. Appl. No, 10/369,344, filed Feb. 18, 2003, entitled
"Optimization Methods for the Insertion, Protection,
and Detection of Digital Watermarks in Digitized
Data", published as 2003-0219143 A1 11-27-2003.

U.S. Appl. No, 11/482,654, filed Jul, 7, 2006, entitled
"Optimization Methods for the Insertion, Protection,
and Detection of Digital Watermarks in Digitized
Data", published as 2006-0285722 A1 12-21-2006.

U.S. Appl. No. 09/594,719, filed Jun. 16, 2000, entitled
"Utilizing Data Reduction in Steganographic and
C1ypt0grapbic Systems", published as 7,123,718
10-17-2006 .
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37 CFR l.98(a)(l)(i) APPLICATION:

37 CFR l.98(a)(l)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIP'FECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR ’OR ‘publication, date or publication, page numbers, publisher, city LDEN'l‘lFJCA'l‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

U.S. Appl. No, 11/519,467, filed Sep. 12, 2006, entitled
"Utilizing Data Reduction in Steganographic and
Cryptographic Systems", published as 2007—0064940
A1 03-22—2007.

U.S. Appl. No. 09/731,040, filed Dec. 7, 2000, entitled
"Systems, Methods And Devices For Trusted
Transactions", 2002-0010684 Al 01-24-2002.

U.S. Appl. No, 11/512,701, filed Aug. 29, 2006, entitled
"Systems, Methods And Devices For Trusted
Transactions", published as 2007-00281 13 Al
02-01-2007.

 
U.S. Appl. No, 10/049,101, filed Feb. 8, 2002, entitled
"A Secure Personal Content Server", published as
7,475,246 01—06—2009.

PCT Application No. PCT/USUO/21189, filed Aug. 4,
2000, entitled, "A Secure Personal Content Server",
Pub. No.3 W0018628 ; Publication Date: 15.03.2001,
F21 here in above.

r
.

o to UI

U.S. Appl. No, 09/657,181, filed Sep. 7, 2000, entitled
"Method and Device For Monitoring And Analyzing
Signals“. published as 7,346,472 03-18-2008.-

hi
I

O L.) 00
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37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in ENGIEIISSEAPF?§INEEIP€ECHED2
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR 10R ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITY
ofpublication, and country of publication APPLICATIONINWHICHREFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

U.S. Appl. No, 10/805,484, filed Mar. 22, 2004, entitled
"Method And Device For Monitoring And Analyzing
Signals“, published as 2004—0243540 Al 12—02—2004.

U,S. Appl. No. 09/956,262, filed Sep. 20, 2001, entitled
"Improved Security Based on Subliminal and
Supraliminal Channels For Data Objects", published as
2002-0056041 Al 05-09-2002

U.S. Appl. No, 11/518,806, filed Sep. 11, 2006, entitled
"Improved Security Based on Subliminal and
Supraliminal Channels For Data Objects",
2008-0028222 Al 01-31-2008 .

U.S. Appl. No, 11/026,234, filed Dec. 30, 2004, entitled
"Z—Transfonn Implementation of Digital Watermarks" ,
published as 2005-0135615 A1 06—23—2005.

U.S. Appl. No. 11/592,079, filed Nov. 2, 2006, entitled
"Linear Predictive Coding Implementation of Digital
Watermarks", published as 2007-0079131 A1
04-05-2007.

U.S. Appl. No, 09/731,039, filed Dec. 7, 2000, entitled
"System and Methods for Permitting Open Access to
Data Objects and for Securing Data Within the Data
Objects", published as 2002-0071556 A1 06-13-2002
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37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIP'FECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR 10R ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

U.S.App1.N0, 11/647,861, filed Dec. 29, 2006, entitled
"System and Methods for Permitting Open Access to
Data Objects and for Securing Data Within the Data
Objects", published as 2007-0110240 A1 05-17—2007.

36 L- 036 1996 Schneier, Bruce, Applied Cryptography, 2nd Ed, John
Wiley & Sons, pp. 9-10, 1996.

37 L- 037 1997 Menezes, Alfred J ., Handbook of Applied
Cryptography, CRC Press, p. 46, 1997.

38 L— 038 1997 Merriam—Webster‘s Collegiate Dictionary, 10th Ed.,
Merriam Webster, Inc., p. 207.

39 L- 039 1984 Brealy, et al,, Principles of Corporate Finance,
"Appendix A--Using Option Valuation Models", 1984,
pp. 448-449.

40 L- 040 2001 Copeland, et a1. Real Options: A Practitioner‘s Guide.
2001 pp. 106-107, 201-202, 204-208.

41 L- 041 1995 Sarkar, M, "An Assessment of Pricing Mechanisms for
the Internet-A Regulatory Imperative", presented MIT
Workshop on Internet Economics, Mar. 1995
http://Www.press.Vmich.edu/iep/Works/SarkAsseshtrnl0n.
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37 CFR l.98(a)(l)(i) APPLICATION:

37 CFR l.98(a)(l)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIP'FECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR VOR ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

Crawford, D.W. "Pricing Network Usage: A Market for
Bandwidth of Market Communication?" presented MIT
Workshop on Internet Economics, Mar. 1995
http://vsvaress.vmich.edu/iep/works/CrawMarket.ht
ml on March,

Low, 8.11., "Equilibrium Allocation and Pricing of
Variable Resources Among User-Suppliers": I988.
http ://WWW.citesear.nj .nec. com/366503 .html.

Caronni, Germano, "Assuring Ownership Rights for
Digital Images", published proceeds of reliable IT
systems, v15 '95, H.H. Bruggemann and W.
Gerhardt-Hackel (Ed) Viewing Publishing Company
Germany 1995.

Zhao, Jian. "A WWW Service to Embed and Prove
Digital Copyright Watermarks", Proc. of the European
conf. on Multimedia Applications, Services &
Techniques Louvain—La—Nevve Belgium May 1996.

Grubl, Daniel et al., Echo Hiding. In Proceeding of the
Workshop on Information Hiding. N0. 1174 in Lecture
Notes in Computer Science: Cambridge, England
(May/Jun. 1996).
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37 CFR l.98(a)(l)(i) APPLICATION:

37 CFR l.98(a)(l)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIPEECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR ’OR ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

Oomen, A.W.J. et al., A Variable Bit Rate Buried Data
Channel for Compact Disc, J .AudioEng. Sc, vol. 43,
No. 1/2, pp. 23-28 (1995).

Ten Kate, W, et al., A New Surround-Stereo-Surround
Coding Techniques, I. Audio Eng.Soc., VOI. 40,No.
5,pp. 376-383 (1992).

Gerzon, Michael et al.. A High Rate Buried Data
Channel for Audio CD, presentation notes, Audio
Engineering Soc. 94th Convention (I993).

Jayant, N.S. et al., Digital Coding of Waveforms,
Prentice Hall 1110., Englewood Cliffs, NJ, pp. 486-509
(1984)

Bender, Walter R. et al.. Techniques for Data Hiding.
SPIE Int. Soc. Opt. Eng. V01. 2420, pp. 164-173, 1995.

Zhao, Jian et al., Embedding Robust Labels into Images
for Copyright Protection, (Xp 000571976), pp. 242-251,
1995.

 
Menezes, Alfred J., Handbook of Applied
Cryptography, CRC Press, p. 175, 1997.
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37 CFR l.98(a)(l)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Name offirst author (in TEEISSEAPFIISINJEIP'FECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR 10R ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
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Technology, Del ft The Netherlands, Cr.C. Langelaar
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20509 (Jul. 25, 1996) 21 pp.
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1-18.

L— 086 2000 Tomsich, et al., "Towards a secure and de—centralized
digital watermarking infrastructure for the protection of
Intellectual Property", in Electronic Commerce and
Web Technologies, Proceedings (ECWEB)(2000).

87 L- 087 2002 Moskowitz, "What is Acceptable Quality in the
Application of Digital Watermarking: Trade-offs of
Security; Robustness and Quality", IEEE Computer
Society Proceedings of ITCC 2002 Apr. 10, 2002 pp.
80-84.

88 L- 088 2006 Lemma. et a1. "Secure Watermark Embedding through
Partial Encryption". International Workshop on Digital
Watermarking" ("IWDW" 2006). Springer Lecture
Notes in Computer Science 2006 (to appear) 13.

EXAMIXBR'S SIGNATURE: [’izunfia Okeke/

Page 42 of 61

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. AC).

DISH-Blue Spike-842

Exhibit 1004, Page 1723

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1724

Receipt date: 33/19/2010 11895388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT00l4-4\Drafts\IDS_SCOT000l4-4_l l-l9-2010.wpd

37 CFR l.98(a)(l)(i) APPLICATION:

37 CFR l.98(a)(l)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in ENGIEIISSEAPF?§INEEIP€ECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR OK ipublication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITY
ofpublication, and country of publication APPLICATIONINWHICHREFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

Kocher, et al., "Self Protecting Digital Content“,
Technical Report from the CRT Content Security
Research Initiative, Cryptography Research, Inc.
2002—2003 14 pages.

Sirbu, M. et al,, "Net Bill: An Internet Commerce
System Optimized for Network Delivered Services",
Digest of Papers of the Computer Society Computer
Conference (Spring) Mar 5, 1995 pp. 20-25 vol.
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Distributed Systems Oct. 19—22, 1999. pp. 360—365
Lausanne.

Kim, et al., "Trust in Electronic Commerce: Definition
and Theoretical Considerations", Proceedings of the
3lst Hawaii Int‘l Conf on System Sciences (Cat. N o.
98TBIOOZIG). Jan. 6-9, 1998. pp. 51-61. LOS.

EXAMIXBR'S SIGNATURE: [’izunfia Okeke/

Page 43 of 61

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. HQ.

DISH-Blue Spike-842

Exhibit 1004, Page 1724

~\I



DISH-Blue Spike-842
Exhibit 1004, Page 1725

Receipt date: “ii/“E @201 G 118§5388 ~ GAU: 2432

Printed: November 19, 2010 (12:45pm)

Path: Y:\Clicnts\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-4\Drafts\IDS_SCOT00014-4_11-19-2010.Wpd

37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR l.98(a)(l)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE Narne offirst author (in ENGIEIISSEAITIIXSN'EIESECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR VOR ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

L— 094 1997 Steinauer D. D., et al., "Trust and Traceability in
Electronic Commerce", Standard View, Sep. 1997, pp.
118—124, vol. 5 No. 3, ACM, USA.

L- 095 1999 IIartung, et a1. "Multimedia Watermarking Techniques",
Proceedings of the IEEE, Special Issue, Identification &
Protection of Multimedia Information, pp. 1079-1 107
Jul. 1999 vol. 87 No. 7 IEEE.
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DUPLICATE OF L-42, REMOVED. RN. 11/ 16/2010
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CAPITAL LETTERS), Title in quotation marks, name of (YESN8R§3?§§1;3RC3§Dpublication, date or publication, page numbers, publisher, city LDEN'I‘IFICA'I‘IUN 0F PRIORITY
0 f publication, and country of publication APPLICATION IN WHICHREFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

I. L— 0145 - DUPLICATE OF L—47. REMOVED. RN, 11/16/2010 -

.- L- 0146 - DUPLICATE OF L-48, REMOVED. RN, 11/16/2010
I. L- 0147 - DUPLICATE OF L-49, REMOVED. RN, 11/16/2010 _
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ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

148 --DI, PLICATE OF L—SO. REVIOVED. RN, 1 /16/2010
149 --DI, PLICATE OF L-51, REVIOVED. RN, 1 /16/2010
150 --DI, PLICATE OF L-52, REVIOVED. RN, 1 /16/2010
II-_
II-_
II-_
II-_
II-_-
I.L— 0156 PCT International Search Report in PCT/US96/ 10257 -

I57 L- 0157 N/A Supplementary European Search Report in EP
969 I 9405.
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CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR ’OR ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITY
ofpublication, and country of publication APPLICATIONINWHICHREFERENCE IS CITED
NOTE For US patent applications listed herein, if a publication of the application
is identified Applicant1s citing the listed publication and not submitting a copy of
the cited application as filed. The examiner is 1111 rted to inspect the IFW as desired
to view any application as filed.

SI“PCT International Search Report1n PCT/US97/00651-
I.-\I/A PCT International Search Report in PC 1’US97/00652 -
----PCT International Search Report in PCT/US97/ l 1455, -

.:'!FPCT International Search Report1n PCT/US99/07762-
L- 0162 PCT International Search Report completed Jun. 30

2000; authorized oftrcer Paul E Callahan
(PCT/USOO/06522) (7 pages).

I. L- 0163 Supplementary European Search Report in EP00919398-
I. L- 0164 PCT International Search Report in PCT/USOO/184l 1. -
I. L- 0165 PCT Intemational Search Report in PCT/USOO/ 1841 l, -
-- L— 0166 PCT International Search Report in PCT/USOO/33126 _
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37 CFR l.98(a)(l)(i) APPLICATION:

37 CFR l.98(a)(l)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

.17.1L_ 0170

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /'I.C3.,

INCLUDE IN SEQUENCE' Narne offirst author (in
CAPITAL LETTERS), Title in quotation marks, name of
publication, date or publication, page numbers, publisher, city
ofpublication, and country of publication
NOTE For US patent applications listed herein, if a publication of the application
is identified Applicant1s citing the listed publication and not submitting a copy of
the cited application as filed. The examiner is 1n\1ted to inspect the IFW as desired
to view any application as filed.

SI. L— 0167 PCT Internatronal Search ReportinPCT/US00/21189
I. L- 0168

I. L- 0169

Delaigle, J .-F., et al. "Digital Vv’atermarking,"
Proceedings ofthe SPIE, vol. 2659, Feb 1, 1996, pp.
99-110.

Schneider, M., et al. "A Robust Content Based Digital
Signature for Image Authentication." Proceedings of the
International Conference on Image Processing (IC.
Lausanne) Sep. 16-19, 1996, pp. 227-230, IEEE ISBN.

Cox, I. J ,, et al. "Secure Spread Spectrum Watermarking
for Multimedia," IEEE Transactions on Image
Processing, Vol. 6 N0. 12, Dec, 1, 1997, pp. 1673—1686.

Wong, Ping Wah. "A Public Key Watermark for Image
Verification and Authentication," IEEE International
Conference on Image Processing, Vol. 1 Oct. 4-7, 1998,
pp. 455-459.

Fabien AP. Petitcolas. Ross J. Anderson and Markkus

G. Kuhn, "Attacks on Copyright Marking Systems,"
LNCS, vol. 1525, Apr. 14-17, 1998, pp, 218-238 ISBN:
3-540-65386-4.
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INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIP'FECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR ’OR ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

S

173 L— 0173 1996 Ross Anderson, "Stretching the Limits of
Steganography," LNCS, V01. 1174, May/Jun, 1996, 10
pages, ISB\I: 3—540—61996—8.

174 L- 0174 1997 Joseph J .K. O'Ruanaidh and Thier‘ry Pun, "Rotation,
Scale and Translation Invariant Digital Image
Watermarking", pre-publication, Summer 1997 4 pages.

175 L- 0175 1997 Joseph J.K. O'Ruanaidh and Thierry Pun, "Rotation,
Scale and Translation Invariant Digital Image
Watermarking", Submitted to Signal Processing Aug.
21, 1997, 19 pages,

 
176 L— 0176 2008 OASIS (Dig Out Your Soul), Big Brother Recordings

Ltd, Promotional CD image, 2008, 1 page.

177 L- 0177 1998 Rivest, R. "Chaffing and Winnowing: Confidentiality
Without Encryption", MIT Lab for Computer Science,
http://pe0ple.csail.mit.edtL’i‘ivest/Chaffing.txt Apr. 24,
1998, 9 pp.

178 L- 0178 2003 PortalPlayer, PP502 digital media management
system-on-chip, May 1, 2003, 4 pp.

179 L- 0179 2001 VeriDisc, "The Search for a Rational Solution to Digital
Rights Management (DRM)",
http://64.244.235.240/news/Whitepaper,
/d0cs/Veridisc.sub.--White.sub.--paper,pdf, 2001, 15 pp.
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37 CFR l.98(a)(l)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIP'FECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR OK ipublication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

Cayre, et al.. "Kerckhoffs—Based Embedding Security
Classes for WOA Data Hiding", IEEE Transactions on
Information Forensics and Security, vol. 3 No. 1, Mar,
2008, 15 pp.

Wayback Machine, dated Jan. 17, I999,
http://Web.archiveorg/Web/l99901l7020420/http://WW
W.netzero.com/, accessed 011 Feb. 19, 2008,

Namgoong, H., "An Integrated Approach to Legacy
Data for Multimedia Applications", Proceedings of the
23rd EUROMICRO Conference, vol, Issue 1-4, Sep.
1997, pp. 387-391.

Wayback Machine, dated Aug, 26, 2007,
http://Web.archive,org/web/20070826151732/http://WW
W.screenplaysmag.com/t—
abid/96/articleType/ArticleVieW/articleId/495/Default.a
5px“,

"YouTube Copyright Policy: Video Identification
tool--YouTube Help", accessed Jun. 4, 2009,
http ://WWW.google ,com/suppcit/youtube/bm/answeIpy
‘Ihl:en&answe1:83766, 3 pp.
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37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in ENGIEIISSIEIAITIIXSN'EIPSECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR VOR ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITY
ofpublication, and country of publication APPLICATIONINWHICHREFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

U.S. Appl. No, 12/665,002, filed Dec. 22, 2009, entitled
"Method for Combining Transfer Function with
Predetermined Key Creation", published as
2010-0182570 A1 07-22-2010.

US. Appl. No. 12,/592,331, filed NOV. 23, 2009, entitled
"Optimization Methods for the Insertion, Protection,
and Detection of Digital Watermarks in Digital Data",
published as 2010-0077220 Al 03-25-2010.

U.S. Appl. No, 12,/590,553, filed Nov. 10, 2009, entitled
"Optimization Methods for the Insertion, Protection,
and Detection of Digital Watermarks in Digital Data",
published as 2010-0077219 Al 03-25-2010.

U.S. Appl. No, 12/590,681, filed Nov. 12, 2009, entitled
"Optimization Methods for the Insertion, Protection,
and Detection of Digital Watermarks in Digital Data",
published as 2010-0064140 A1 03-11—2010.

U.S. Appl. No. 12,/655,036, filed Dec. 22, 2009, entitled
"Utilizing Data Reduction in Steganographic and
C1ypt0grapbic Systems", published as 2010-0153734
Al 06-17-2010,

U.S. Appl. No, 12/655,357, filed Dec. 22, 2009, entitled
"Method And Device For Monitoring And Analyzing
Signals". published as 2010-0106736 Al 04-29-2010.
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37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIP'FECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR ’OR ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

PCT Application No. PCT/US95/08159, filed Jun. 26,
1995, entitled, "Digital Information Commodities
Exchange with Virtual Menuing", published as
WO/1997/001892; Publication Date: 16.01.1997.

PCT Application No. PCT/US96/10257, filed Jun. 7,
1996, entitled "Steganographic Method and
Device"--corresponding to--EPO Application No.
969194059, entitled "Steganographic Method and
Device", published as WO/l996/042151; Publication
Date: 27.12.1996.

PCT Application No. PCT/US97/00651, filed Jan. 16,
1997, entitled, "Method for Stega-Cipher Protection of
Computer Code", published as WO/l997/026732;
Publication Date: 24.07.1997.

PCT Application No. PCT/US97/00652, filed Jan. 17,
1997, entitled, "Method for an Encrypted Digital
Watermark", published as WO/ 1 997/026733;
Publication Date: 24.07.1997

PCT Application No. PCT/US97/11455, filed Jul. 2,
1997, entitled, "Optimization Methods for the Insertion,
Protection and Detection of Digital Watermarks in
Digitized Data", published as WO/1998/002864;
Publication Date: 22.01.1998
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37 CFR l.98(a)(l)(i) APPLICATION:

37 CFR l.98(a)(l)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIPEECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR OK ipublication, date or publication, page numbers, publisher, city LDEN'l‘lFJCA'l‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

PCT Application No. PCT/US99/07262, filed Apr, 2,
1999, entitled, "Multiple Transform Utilization and
Applications for Secure Digital Watermarking",
published as WO/1999/052271; Publication Date:
14.10.1999.

PCT Application No. PCT/USOO/06522, filed Mar. 14,
2000, entitled, "Utilizing Data Reduction in
Steganographic and Cryptographic Systems", published
as \VO/2000/057643; Publication Date: 28.09.2000.

PCT Application No. PCT/USOO/l 841 I. filed Jul. 5,
2000, entitled, "Copy Protection of Digital Data
Combining Steganographic and Cryptographic
Techniques"--corresponding to AU200060709A5 (not
available).

PCT Application No. PCT/USOO/33126, filed Dec. 7,
2000, entitled "Systems, Methods and Devices for
Trusted Transactions", published as WO/2001/043026;
Publication Date: 14.06.2001.

EPO Divisional Patent Application No. 071 12420.0,
entitled "Steganographic Method and Device"
corresponding to PCT Application N o.
PCT/US96/10257, cited herein above as L-l92.
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37 CFR 1.98(a)(1)(i) APPLICATION:

37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIP'FECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR ’OR ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

US Provisional Application 60/222,023 filed July 31,
2007 entitled “Method and apparatus for recognizing
sound and signals in high noise and distortion”

US Application 11/458,639 filed Jilly 19, 2006 entitled
“Methods and Systems for Inserting Watermarks in
Digital Signals”, published as 2006-0251291 A1
11-09-2006.

“Techniques for Data Hiding in Audio Files," by
Morimoto, 1995

204 L— 0204 1998 Howe, Dennis July 13, 1998
httn://t’b1doc..ct‘iz/J/steaaiioara

205 L- 0205 N/A CSG, Computer Support Group and CSGNetwork.com
I 973 11113)i”WWV‘NICSgV‘ICtVVOYk,C0n1//010SSAE‘VS.htlfil

206 L- 0206 2010 QuinStreet Inc. 2010 What is steganography? -A word
definition from the \Vebopedia Computer Dictionary
littn :// WWW.W ebo pedi R.coml'terrns/stegano GraphV .htrnl

207 L— 0207 2000 Graham, Robert August 21, 2000 "Hacking Lexicon”
htt ://robertv ahameornx’ .ubs/‘hackin -di(:t,html
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37 CFR l.98(a)(l)(i) APPLICATION:

37 CFR l.98(a)(l)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

INCLUDE IN SEQUENCE' Narne offirst author (in TEEISSEAPFIISINJEIP'FECHED”
CAPITAL LETTERS), Title in quotation marks, name of (YES ORNO] AND/OR VOR ‘publication, date or publication, page numbers, publisher, city LDEN'I‘IFJCA'I‘IUN 0F PRIORITYAPPLICATION IN WHICH
ofpublication, and country of publication REFERENCE IS CITED
NOTE , For US patent applications listed herein, if a publication of the application
is identified, Applicant is citing the listed publication and not submitting a copy of
the cited application: as filed. The examiner is invited to inspect the IFW as desired
to view any application as filed.

L— 0208 2010 Farkex, Inc 2010 “Steganography definition of
steganography in the Free Online Encyclopedia”
httn I/J’enc tclooedia'Z ,Thefreedictionary.com/steganogra

209 L- 0209 1989 Horowitz, et al., The Art of Eletronics. 2‘“1 Ed., 1989,
13137

210 L- 0210 2004 Jimmy eat world ("futures"), Interscope Records,
Pre-Release CD image, 2004, 1 page.

211 L— 0211 2001 Aerosmith("Just Push Play“), Pre—Release CDimage,
2001 1 page

Phil Collins(Testify) Atlantic, Pre-Release CD image,
2002, I page.
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Neifeld Docket No: SCOT0014-4

Application/Patent No: 11/895,388 USPTO CONFIRMATION NO: 2103
File/Issue Date: 8/24/2007

Inventor/title: Moskowitz/ Data protection method and device
Examiner/ArtUnit: Izunna OKEKE/2432

ENTITY STATUS: SMALL (CONVERT UPON ALLOWANCE TO LARGE)

Priority: Application No. 09/046,627 (which issued July 22, 2003, as US. Patent No. 6,598,162

37 CFR 1.7(c) FILING RECEIPT AND TRANSMITTAL LETTER WITH
AUTHORIZATION TO CHARGE DEPOSIT ACCOUNT

1. THE COMMISSIONER IS HEREBY AUTHORIZED TO CHARGE ANY FEES

WHICH MAY BE REQUIRED, OR CREDIT ANY OVERPAYMENT, TO DEPOSIT
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STATEMENT OF SUMMARY OF INTERVIEW

The 3/18/2011 Interview Summary states that "Applicant's representative discussed claim

32 with reference to the applied reference and explained that the reference fails to teach a

watermark which encodes a license code. As applicant has already filed an After Final

amendment, examiner noted applicant's argument and would respond to the AF appropriately."

and the Interview Summary required me to file a Statement of the Substance of the Interview.

Accordingly, my statement of the substance of the interview is what is stated in the 3/18/2011

Interview Summary quoted above.
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Total Files Size (in bytes) 36969 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in clue course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

 

National Stage of an International Application under 35 U.S.C. 371

Ifa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/1 05) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application. 
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SUMMARY

This is a response to the non final office action (OA) dated 4-1-2011. The undersigned
called and left a vm for Examiner Okeke on 6/30/2011 in order to discuss this case. The

examiner is requested to telephone me if there remains any reason not to pass this application to
issue.

OA item 1 notes that the prior rejections were withdrawn and comments on interpretation

of Houser, USP 5606609 and the claim recitation "interrelationships". OA items 2—3 rejection

claims 62—64 under 112, first paragraph, as failing to comply with the written description

requirement. 0A items 4-5 reject claim 37 under 112, second paragraph for lack of sufficient

antecedent. 0A items 6-7 reject claims 32-45 and 52-64 under 103(a) based upon Holmes, USP

5287407 and Houser, USP 5606609.

In response to 0A item 1, the applicant appreciates examiner Okcke clarifying his

interpretation.

In response to OA items 2-3, the applicant traverses for the reasons explained below.

In response to items 4-5, the applicant amends to correct the antecedent basis.

In response to items 6-7, the applicant traverses for the reasons explained below.

CLAIMS 62—64 UNDER 1 12, FIRST PARAGRAPH

OA items 2-3 states, regarding claim 62, that:

Claims 62 recites in part "wherein said software code defines software

code interrelationships between code resources" and "to form a first license key
encoded software code in which at least one of said software code

interrelationship are encoded". The specification provides no support for this
limitation as it fails to teach or mention "software code

interrelationships", how the software code defines interrelationships between code

resources and how it is encoded to form a first license key encoded software code.

Applicant is asked to identify the section of the specification that provides support
for claim 62.

With all due respect, this rejection is improper because it is inconsistent with binding

precedent in view of the definition of the word "interrelationship” and the disclosure in our

specification, as explained below. In fact, claim 62 reads:

62. (Previously Presented) A method for encoding software code using a

computer having a processor and memory, comprising:

storing a software code in said memory;

wherein said software code defines software code interrelationships between code

resources that result in a specified underlying functionality when installed on a computer system;
and

encoding, by said computer using at least a first license key and an encoding algorithm,

said software code, to form a first license key encoded software code in which at least one of

said software code interrelationships are encoded.
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The test for written description was recently restated by the en banc court in Ariad, as

follows (internal citation omitted):

 

Specifically, the description must "clearly allow persons of ordinary skill in the

art to recognize that [the inventor] invented what is claimed." In other words,

the test for sufficiency is whether the disclosure of the application relied upon

reasonably conveys to those skilled in the art that the inventor had possession of

the claimed subject matter as of the filing date. the test requires an objective

inquiry into the four comers of the specification from the perspective of a person

of ordinary skill in the art. Based on that inquiry, the specification must describe
an invention understandable to that skilled artisan

And, it is black letter law, that "It is not required that the application describe the claim

limitations in greater detail than the invention warrants or that the specification contain that
which is known to those skilled in the art." Lindemann Machinenfabrik GMBH v. American

Hoist & Derrick Co., 730 F.2d 1452, 1463, 221 USPQ 481, 489 (Fed. Cir. 1984).

However, the rejection is based upon an alleged failure to disclose that which is

admittedly known in the art, specifically, "software code interrelationships". That is not

consistent with Lindemann Machinenfabrik GMBH, supra.

Moreover, our specification does disclose software code interelationships explaining to

one skilled in the art (who admittedly already knew what such relationships were), in passing, as

part of the background definition of the state of the art, thereby indicating that we knew what

such interrelationships represented. Thus, our specification clearly meets the test to show that

we were in possession of the concept of "software code interrelationships," which we use as a

basis to explain novel concepts of our invention.

The phrase "code resources" apparently was not of concern to the examiner. However,

that is very relevant to the "interrelationships" recitation. Claim 62 defines the software code

interelationships between "code resources". Our specification clearly defines "code resources"

for example in published paragraphs [0051] and [0052]. The examiner questions whether the

disclosure conveys to one skilled in the art that the inventor was in possession of the concept of

"interrelationships" between code resources. However, paragraph [0051] goes into great detail

in explaining how an "executable computer program" also referred to as an "application" and

also referred to as an "executable code object," comprises "portions of object code [that]

correspond with the programmers' function or procedure implementations in higher level

languages" and that the "exact order or arrangement in memory is not important, so long as any

sub-obj ect [of an application] which uses another sub-object knows where in memory it can be

found." Clearly, the knowledge of a first sub-object, of where another second sub-object that is

used by the first sub—obj ect is located in memory, is an interrelationship. After all, the definition

of "interrelationship" is "the way in which two or more things affect each other because they are

related in some way". See for example the online definition at the URL

http://www.onelook.com/?w=interrelationship&ls=a.

As explained in the first sentence of the very next paragraph, [0052], "The memory

address of the first instruction in one of these sub-obj ects is called the "entry point” of the

function or procedure." and the " rest of the instructions comprising that sub-obj ect immediately
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