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Joe’s signed it. The Publisher transmits the signed Distribution Agreement to the

V Authority, Ethical Inc.

Ethical Inc. now combines the signed TIA certificate and the Distribution

Agreement into a single message, and signs the entire message using its private key.

Ethical has now created 3 Publisher IdentificatiOn message to go into its own stega-

cipher channel in the content. Ethical Inc. now generates new stega-cipher masks

and encodes this message into a copy of the content using a stega-cipher encoder.

The Authority saves the masks as a Receipt in a database, along with information

on the details of the transfer, including the title, artist and publisher.

Ethical then transfers this watermarked copy to the Joe's Online Emporium, the

Publisher. Well known encryption methods could be used to protect the transfer

between the Authority and the Publisher. The Authority may now destroy its copy,

which the Publisher has received. The Publisher, Joe's Online Emporium now

assumes responsibility for any copies made to its version of the content, which is a

Publisher Master copy.

Finally, the Consumer, John Q. Public wishes to purchase a copy ofthe content

from Joe’s Online Emporium. Joe’s Emporium sends the John Q. Public a short

agreement via an electronic communication link, similar to Publisher’s Distribution

Agreement, only this is a Purchase Agreement, which lists

the cement title ‘

consumer identification

the terms of distribution

the consideration pas for the content

a brief statement ofagreement with the terms above

John Q. Public signs this agreement with his private key and. returns it to the Joe’s

Online Emporium. The Publisher, Joe’s prepares to encode its own stega-cipher
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watermark onto a copy ofthe content by generating a set ofmasks for the

algorithm. Joe’s Online Emporium then stores these masks (a receipt) in its own

database, indexed by title and consumer. Joe’s Online Emporium signs the

agreement received from John Q. Public with the Emporium’s own private key, and

forwards it to the Authority, Ethical Inc, along with a copy ofthe masks. It is

important to note that this communication should be done over a secured channel.

The Authority verifies the Publisher and Consumer information and adds its own

signature to the end of the message, approving the transaction, creating a Contract

ofSale. The Authority adds the Publisher’s receipt (mask set) to its database,

indexed by the title, the publisher, and the comumer identification. The Authority

signs the Contract of Sale by encrypting it with their private key. So anyone with

the Authority’s public key (any Publisher) could decrypt the Contract of Sale and

verify it, once it was extracted from the content. The Publisher then transmits the

signed Contract of Sale back to the Publisher, who uses a stega-cipher device to

imprint this Contract as its own watermark over the content. The Publisher then

transmits the newly watermarked copy to the Consumer, who is accepting

responsibility for it. The Publisher destroys their version of the consumer’s copy.

Ifthis procedure is followed for all content distribution within such an online system

then it should be possible for the Authority to identify the owner of a piece of

content which appears to be unauthorized. The Authority could simply try its

database ofstega—cipher keys to decode the watermark in, the content in question.

For instance, if a copy of Seal’s latest single originally distributed with stega-cipher

watermarks showed up on an Internet ftp site the Authority should be able to

extract a'TIA Certificate and Distribution Agreement or a Contract of Sale

identifying the responsible party. If a Publisher sold this particular copy to a

Consumer, that particular publisher should be able to extract a Contract of Sale,

which places responsibility with the Consumer. .This is not a time critical

application, so even if it takes days or weeks, it is still worthwhile.
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In a modification to the protocol discussed above, each Publisher might act as its

own Authority. However, in the context of online services, this could open avenues

offiaud committed by the collusion of certain Publishers and Consumers. Using an

Authority, or one of several available Authorities to keep records ofPublisher—

5 Consumer transactions and verify their details decreases the likelihood of such
events.

It should also be obvious that a similar watermarking system could be used by an

individual entity to watermark its own content for itsown purposes, wether online

10 or in physical media. For instance, a CD manufacturer could incorporate unique

stega-cipher watermarks into specific batches of its compact discs to identify the

source ofa pirate ring, or to identify unauthorized digital copies made'fi'om its

discs. This is possible because the stega-cipher encoding works with the existing

formats of digital samples and does not add any new structures to the sample data

15 that cannot be handled on electronic or mechanical systems which predate the

stega-cipher.

VI. Increasing Confidence in the Stega-Cipher

20 The addition ofa special pre-encoding process can make stega-cipher certificates

even more secure and undeniable. Hash values may be incorporated which match

exactly the content containing the watermark to the message in the Watermark

itself. This allows us a verification that the watermark decoded was encoded by

whomever signed it into this precise location in this specific content.
25

Suppose one wants to use a 256 bit (32 byte) hash value which is' calculated with a

secure one-way hash function over each sample in each sample window that will

contain the message. The hash starts with a seed value, and each sample that would

be processed by the encoder when encoding the message is incorporated into the

30 hash as it is processed. The result is a 256 bit number one can be highly confident is
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unique, or sufiiciently rare to make intentionally duplicating it with another series of

samples diflicult.

It is important that the hash function be insensitive to any changes in the samples

induced by the stega-cipher itself. For instance, one might ignore the least

significant bit ofeach sample when computing the hash function, ifthe stega-cipher

was implemented using a least significant bit encode mode.

Based on the size ofthe non-hash message, one knows the hash-inclusive message

requires 32 more bytes of space. One can now calculate the size of a signed

encrypted copy ofthis message by signing and encrypting exactly as many random

bytes as are in the message, and measuring the size ofthe output in bytes. One now

knows the size ofthe message to be encoded. One can pre-process the sample
stream as follows.

Proceed through the stega-cipher encode loop as described in the claims. Instead of

encoding, however, calculate hash values for each window series which will contain 4
the message, as each sample is processed. At the end ofeach instance of“encoding”

take the resultant hash value and use it to create a unique copy of the message

which includes the hash value particular to the series of sample windows that will be

used to encode the message. Sign and encrypt this copy of the message, and save it
for encoding in the same place in the sample stream.

A memory efficient version of this scheme could keep on hand the un-hashed

message, and as it creates each new copy, back up in the sample stream tolthe first

window in the series and actually encode each message, disposing of it afterwards.

The important result is evident on decoding. The decoding party can calculate the

same hash used to encode the message for themselves, but on the encoded samples.

Ifthe value calculated by the decoding party does not match the value contained in

the signed message, the decoder isalerted to the fact that this watermark was
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transplanted from somewhere else. This is possible only with a hash function which

ignores the changes made by the stega-cipher afier the hash in the watermark was

generated.

5 This scheme makes it impossible to transplant watermarks, even with‘the keys to

the stega-cipher.
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Appendix - Psuedo-code

oonst intmommy = 256;

cans: int wmnow_szzs = 128;

coast int MARKER_BITS = 1024;

eons: int caumgarrs =- 2048 . 8;

int windw_ofl‘eet;

int msg_bit_ctl'set;

int fiequency_ofl'set;

Boolean nseCell;

IO 8 bitsperbye, l byteperchar‘l

unsignw chat frequency__mask[WD~IDOW_SlZF/8];

unsigned chat window_mask[WlNDOW_RESl-3Tl8];

unsigned char msg.stalt_matker[MARl(ER_BlTS/8];

unsigned char mg_end__markethARKER_BrIS/8];

Int16 unplitude_sample_bufl‘el-[WMDS)W_SIZE];
float pcwer_frequeney_bufl'er[WNDOW_SlZI-I];

unsigned char menoge_buffer[CPflJNK_BHS/8];

void doFFfmttl 6 ‘amp_sample_bufl'er, float ’power_fmq_bufl’er,int size),

void dolnverseH-‘Tantlé ‘amp_sample_bulfer, float ’power_freq'_bufl‘er,int size);
void initializeo;

Bit getBMunsigned char ‘bufi‘erjnt bitOfl'set),

Boolean map(Bit window__bit, Bit band_bit, int window. int frequency);

Boolean getSampleeGnth ’amplitude_sample_bufl‘et,int samples);

Void eneodeO

void initializoo

{

/‘ message to beencoded is generated ‘I

l’ message is prefixed with 1024 bit msg_start_marker ‘/

/‘ message is suffixed with 1024 bit msg_end _marker ‘/

/‘ remaining space at end ofmessage buffer padded with random bits ‘/

windaw_ofi‘set = 0;

msLbiLoft'set = 0;

frequency_olfset = 0;

frequency_mask loaded

window_mask loaded

zeroAmpSampleBulTetO;
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Boolean getSamplesantl6 'bufl‘crjnt samples)
{

I' get samples number of samples and shin them contiguously into the sample
bufi'er from right to left‘l

itIsamples < samples available)

. return like;
else

renim "W.

}

void doFFl'antIG ‘sample_bufi‘er, float ‘spectrurn_bufl‘er, int size)
{

calculate H-‘l‘ on samplc_but'fer, for size samples
store result in spectrum buffer V

void dolnverseFF’l‘antlé ‘sample_bufl'er,float ‘spectrum_bufl‘er,int size)
{ _ »

calculate inverse FFl‘ on spwuum_bufi‘er
store result in sampe_bulfer

Bit getBiKunsigncd char ‘bufi‘erjn bitOfl‘set)
{ ‘ '

returns value ofspecified bit in specified bufi‘er

either 0 or 1, could use Boolean (true/false) values for bit set ofbit off

Boolean map(Bit window_bit,Bit band_bit,int window, int frequency_
{

I‘ this is the function that makes the information diflicult to find ‘/

_/" the inputs window_blt and band__bit depend only on the mask values

uwd for encoding the information, they are 1) random, 2) mtet '/

l“ window and frequency values are used add time and frequency band dependent
complexity to this function ‘I

I‘ this function is equivalent to a Boolean truth table with window ‘ frequency ’ 4
V possible input combinations and 2 possible output "I

/‘ for any input combination, the output is either true or false ‘I

/‘ window ranges from 0 to WINDOW_RESET -l ‘l

/' frequency ranges from 0 to WINDOW__SIZE - l ‘l '
return calculated truth value
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void eneodeBiKfloat ‘spectmm_but‘i‘er,int fieLoflsetBit theBit)
l

/’ modifies the value ofthe cell in speetrum_bufl‘er, indexed by freq_offset

in a manner that distinguishes each ofthe 2 possible values of theBit,
. ] or0

‘/

P Isuggected method ofsetting the least Significant bit ofthe cell = theBit ‘/

/‘ alternative method of rounding the value ofthe cell upward or doanud to

certain fractional values proposed

Le. <= 5 fractional remainder signifies 0, > ‘5 fraction remainder

signifies 1
‘l

, }

void eneodeO

{

initializeo;

‘10 {

illgetSamples(amplimde_sample_bufl‘er) = false)

Mum

doFFKamplitude_sarnple_buffer,power_frequency_bulTer,WINDOW_SIZE);

for (frequency_offset = 0, frequency_ofl‘set < WlNDOW_SIZE;
frequency_ofl‘set-H){

useCell = map(getBit(window_mask,window_ofl'sel),

getBit(l‘requeney_msk,frequency_olfset),

window_oifset, frequency_ofi'set);

iKuseCell == tme){ _

i cneodeBit(power_frequency_bufl‘cr,l‘requency_oflset,
getBit(message_bulTergnsg_bit_othet));

message__bit_ofl'set ++;

iltmsg_bit_offset '= MESSAGEBITSH

initializeo;

break; 1‘ exit frequency loop */
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doInversem(amplitude_sample_bufi‘er,power_frequency_bufl'er,
WINDOW_SIZE);

outputSampIedamplimdejamplejufl‘er);

window_ofl"set++;

itlwindow_ofi‘set W]NDOW_RESET){

window_ofi‘set = o,

}while(true)',

The encodeo procedure processes an input sample stream using the specified frequency and window'masks as
well as a pre-fannatted memge to encode.

encodeo processes the sample stream'to windows ofWINDOW_SLZE samples, contiguously distributedtn the
sample stream, so it advances WINDOWSIZE samples at a time.

For each sample window, encodeo first compute the m- of the window, yielding its Power Spectrum Estimation.
For each oftheoe window PSEs, eneodeO then uses the map() function to determine whereIn each PSE to encode

_ the bits ofthe message which'it reads from the message butTer, on chit at a time Each time mapo returns true,
encodeo consumes another sample from the message.

Aflcr each window is encoded, encodeo computes the inverse FFI' on the PSE to generate a modified sample
window, which is then output as the modified signal. It is important the sample windows NOT overlap in the
sample stream, since this would potentially damage the pmeding encoding windows in the stream.

Once the message is entirely encoded, including its special end of message marker bit stream, encodeo resets it
internal variables to begin encoding the message once more in the next window. encodeo promds in this manner
until the input ample stream is exhausted.

enum { .
Synchronizing, , Alocked

;; I‘ decode states '/
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unsigned char message_end_bufi'er[MARKBR_BlTS];

Bit dwodeBiKfloat 'spectrum_butfer,int freq_offset)
{

/‘ reads the value ofthe cell in speeuum_buffer, indexed by fieq_offset

in a manner thet distinguishes each ofthe 2 possible values ofan
encoded bit, 1 or 0

3/ ‘

I‘ suggested method oftesting the Least Significant bit ofthe cell ‘/

/’ altunative method ofehecking the value of the cell versus certain fractional
remainders propomd.

i.e. <- .5 fractional remainder signifies 0, > .5 fraction remainder

Ignitiesl '
‘I

return either I or 0 as appropriate

Boolean decodeo

{

' l' Initialization ‘/

state = Synchronizing

windaw_ofi‘set,= 0,

set frequency mask
set window mask

clear sample buffer

int neKtSamplee = 1',

int msg_start_omet =' 0',

clear message_end_bufl‘er
Bit aBig

Boolean bitsEqual;

do(

iitsmte '=* Synchronizingfl

nextSamples = l;

window_ofl‘set '= 0;

else

nextSamples = W1NDOW_SIZE;

ifigetSampleqamplitudeJamplgbutfer) == false)
return false;
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doFFT(amplimde__sample__bufl'er,pow¢r_frequency_bufl'et,

‘ WINDOW_SIZE)‘, /‘ 2 1’l

for (fiequéncyfimet = 0; frequmcy_ofi‘sct < W1NDOW_SIZE;
Muencyyffsetfix

)whilc (true);

useCell = map(getBit(Mndow_mask,window_othct),

getBinrequcnchaskfrcquency_ofl‘set),

window_offsct, fiequmcy_ofl‘s:t);

museCell == max

aBit =' dwochiKpowchrcqucncLbufi‘er, '

flequency_ofi‘set);

setBit(mcssagc_bufl‘er,mcssage_bit_ofisct,aBit);

message_bit_offset H;

}

else

continue;

if(stalc == Synchronizing){

bitsEqua! ==

commeitdmessage_starl_marker,mmage_bufl‘cr,

message_bit_ofl'set);

imbilsEquam

mmggbigoffset = 0;

misaligned = true,

break, /‘ exit frequency loop '/
}

else if (Inmage_bit_ofl'sct =. MARKER_BITS)
state = Locked;

/' lockcd onto encoded stream ‘/

shill aBit into right side ofmcssage_cnd_bufl‘er

bitsEqual = co:nmeits(messagc_end_butTcr,

' msg_end_market,MARKER_BITS);
iKbitsEqual)

return true;
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The decodeo procedure scans an input sample stream using specified window and frequency masks, tmtil it either

dwodes a valid message block, storing it in a message buffer, or exhausts the sample stream. 1

The decodeo procedure starts in state Synchronizing, in which it does not know where in the sample stream the

encoding windows are aligned. The procedure advances the sample window through the sample stream one

sample at a time, performing them calculation on each window, and attempting to decode valid message bits

from the window. As it enacts each bit using the mapO function, the decodeO procdure compares Mesa bits

ayinst the start ofmeasage "lurker. As soon as a mismatch is detected, the decodeO procedure knows it is notyet
properly aligned to an encoding window, and immediately eedses decoding bits from the current window and

moves to the next window. offset by l ample. The deeodeO procedure continues in this manner until it matches

successfully the complete bitstream ofa start ofmessage marker. At this point the decodeO pmdure assumes it is

aligned to an encoded message and can then decode bits to the memge hufl‘er quickly, advancing the sample
window fully at each iterations. It is now in Locked mode. lior each bit it stores in the message buffer when in

Locked mode, the decodeO procedure also shifts the same bit value into the least significant bit ofthe

messagc_end_bufl'er. Atter each bit is decoded in Locked mode, the decodeo procedure checks compares the

muga_end_bufl‘erwith the msg_cnd_marker in a bit by bit manner. When a complete match is found, decodeo

is finished and returns true. Ifthc sample stream is exhausted before this occurs, decodeO returns false. Ifdecodeo

returns true, a valid message is stored in the message bufl‘er, including the start and end ofmeesage markers.
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l. A steganographic method comprising the steps of :

using random keys in combination with steganography to encode additional

information into digitized samples such that a signal generated from the modified

sample stream is not significantly degraded and such that the additional information

cannot be extracted Without the keys and 'such that the signal generated from the

modified sample stream will be degraded by attempts to erase, scramble, or
otherwise obliterate the encoded additional information.

2. ‘ An apparatus for encoding or decoding a message, represented as

series ofdata bits into or out ofa series of digitized samples, comprising:
a)

digitized samples;

n b)

transforms;

C)

a sample bufi‘er for holding and accessing and transfomiing

a digital signal processor capable of performing fast fourier

a memory to contain information representing

1)

2)

3)

4)

5)

6)

7)

8)

9)

10)

11)

12)

primary mask,

convolutional mask,

start to message delimiter,

a mask calculation buffer,

a message buffer,

an integer representing a message bit index,

a position integer M representing message size,

an integer representing an index into said primary
mask,

an integer representing an index into said convolution

. maslg

an integer representing the state of a decode process,

a table representing a map firnction;

a flag indicating a complete message has been

decoded or encoded,
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13) a positive integer S representing a number of samples

to read into said sample bufi‘er, and .

14) a flag indicating the size ofa message which has been

decoded;

5 d) an input to acquire digital samples;

e) an output to output modified digital samples;

‘ i) an input for inputting the values of (cl) - (c5) and (c1 1) and

(cm; '

g) an output to output the message stored in (CS) as the result

10 ofa decode process and the value of (c10) to an attached digital circuit;
h) at least one data bus to transfer information from

(d) to (a),

(a) to (b),

(b) to (a),

15 ' (a) to (e),

(t) to (c), and

(c) to (e); and

i) a clock which generates a clock signal to drive (b) and

20 control the operation of the apparatus.

3. A method ofencoding information into a sample stream ofdata, said

method comprising the steps of: ,

A) generating a mask set to be used for encoding, said set

25 ' including:

a random or pseudo-random primary mask,

a random or pseudo-random convolution mask,

a random or pseudo-random start ofmessage

delimiter, wherein said mask set can be concatenated and manipulated as a single bit

30 stream;

B) obtaining a message to be encoded;
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C) generating a message bit steam to be encoded such that the

stream includes

1) a start ofmessage delimiter, and

2) an integer representing the number ofmessage

5 bytes to follow the message;

D) loading the message bit stream, a map table, the primary

mask, the convolution mask, and the start ofmessage delimiter into a memory;

E) resetting a primary mask index, a convolution mask and

10 . message bit index, and setting the message size integer equal to the total number of ' 6

bits in the message bit stream;

F) clearing a message encoded flag;

G) reading a window ofsamples from a sample input device

and storing them sequentially in a sample bufi‘er;

15 ' H) resetting the primary mask index and looping through the

sample buffer from a first sample to a last sample incrementing the primary mask
index each time a sample is visited, such that for each sample position, a value of

the mapping function is computed, which is either true or false, by using a bit ofthe

primary mask representing a current sample and a bit ofthe convolution mask

20 indicated by the convolution index to calculate an ofi'set in the map table;

II) V obtaining the bit value stored in the map table and encoding

the bit ofthe message indicated by the message bit index into the current sample if

the bit value obtained from the map table is a certain value and incrementing the

message bit index, determining whether the message bit index equals the number of

25 message bits, and if it does re-performing step A), setting the message encoded flag,

and exiting the loop;

J) outputting the modified samples in the sample buffer, and if

the message encoded flag is set jumping back to said step E);

K) incrementing the convolution index, wherein ifthe

30 convolution index equals the length ofthe convolution mask in bits then set the

convolution index to O, and
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L) _ jumping back to step G).

4. A method ofencoding information into a sample stream of data, comprising

the steps of:

5 A) generating a mask set to be used for encoding, including:

a random or pseudo-random primary mask,

a random or pseudo-random convolution mask, and

,a random or pseudo-random start ofmessage

delimiter, wherein said mask set can be concatenated and manipulated as a single bit

10 stream;

B) inputting a message to be encoded;

C) generating a message bit stream to be encoded including

a start of message delimiter, and

an integer representing of number ofmessage bytes to

15 follow the message;

D) loading the message bit stream, a map table, and the mask set

into a memory;

E) resetting a primary mask index, a convolution mask and

message bit index, setting the message size index equal to the number ofbits in the

20 message bitstream, and clearing a message encoded flag;

F) reading a window of samples of the inputted message and

storing the samples sequentially in a sample buffer;

G) computing a spectral transform of the samples in the buffer;

_ H) obtaining the bit value stored in the map table, wherein ifthe

25 bit value is true, then encoding the bit of the message indicated by the message bit

index into the current sample and incrementing the message bit index, where the

message bit index equals the number of message bits, and then reperfonning step t

A), setting the message encoded flag, and exiting the loop;

I) computing the inverse spectral of the spectral values stored

30 in the sample buffer;
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J) outputting the values in the sample buffer, and ifthe sample

encoded flag is set, then clear the flag and jump back to step E);

K) incrementing the convolution index and when the

convolution index equals the length ofthe convolution mask in bits resetting the
5 convolution index; and

L) jumping back to step F).

5. The method of claim 3 wherein the encoding of the message bit into the

sample in step I includes encoding a single bit of the sample to match the message
10 bit.

6. The method of claim 4 wherein the encoding of the message bit into the

sample in step H includes altering the sample value such that said sample value falls

within a prespecified range ofvalves relative to its original value.
' 15

7. A method ofdecoding information from a sample stream of data,
comprising the steps of:

A) obtaining a mask set including:

(1) a random or pseudoorandom primary mask,

20 (2) a random or pseudo-random convolution mask, and
(3) a random or pseudo~random start ofmessage delimiter;

B) loading a map table, and the mask set into a memory;

C) resetting a primary mask index and convolution mask index

and setting a message size integer equal to 0;

25 D) clearing a message decoded flag;

E) . setting a state ofthe decode process to SYNCHRONIZED;

F) . checking the state of the decode process and if the decode

state is UNSYNCHRONIZED, setting a number of samples to equal 1 and resetting

the convolution index to 0; otherwise, setting the number of samples to equal S
30 ' ($21);
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G) reading the number of samples specified in step F) into a
sample bufl'er,

. H) resetting the primary mask index, and leaping through the
sample bufi‘er from the first sample to the laSt sample,‘mcrementing the primary
mask index each time, and for each sample position, computing the value of a
mapping function to calculate an offsetmm the map table;

I) obtaining the bit value in the map table, and ifthe value is true,
decoding the bit ofthe message indicated by the message bit index, storing the bit

into the message buffer at the message bit index, andincrementing the message bit
index;

I) comparing the decoded bits in the message bufl'eritothe start

of message delimiter, and if the number ofbits in the message bufi‘er is less than or

equal to the number ofbits in the start of message delimiter and the bits match, then
setting the state of the decode process to SYNCHRONIZED; otherwise setting the
state ofthe decode process to UNSYNCHRONIZED; .

I K) ifthe state ofthe decode process is SYNCHRONIZED and
the number ofbits in the message buffer is greater than or equal to the sum of the
number ofbits ofthe start ofdelimiter and the message size, then setting the state
ofthe decode process to SYNC-AND-SIZE and copying certain bits from the
message buffer to a message size integer container;

L) ifthe state of the decode process is SYNC-AND-SIZE and

the number ofbits in the message buffer divided by 8 is greater than or equal to the
message size, then setting the message decoded flag, outputting the message and
the message decoded flag and ending the method;

M) incrementing the convolution index, and if the convolution index

equals the number ofbits in the convolution mask resetting the convolution index;
and

N) jumping to step F).

8. A method ofdecoding information from sampled data, comprising the steps
of:
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A) Obtaining a mask set including

(1) a random or pseudo-random primary mask,

(2) a random or pseudo-random convolution mask, and

(3) a random or pseudo-random start of message

delimiter,

B) loading a map table, and the mask set into a memory;

C) resetting a primary mask index and convolution mask index

and setting a message size integer equal to 0;

D) clearing a message decoded flag;

E) setting a state of the decode process to SYNCHRONIZED;

F) checking' the state ofthe decode process and ifthe decode

state is UNSYNCHRONIZED, setting a number of samples to equal 1 and resetting

the convolution index to 0; otherwise, setting the number ofsamples to equal S V

(S>1);

G) reading the number of samples specified in step F) into a

sample buffer;

H) computing a spectral transform ofthe samples stored in the ‘

sample bufi'er; I >

I) V resetting the primary mask index and looping through the

sample buffer from the iirst sample to the last sample, incrementing the primary
mask index each time, and for each sample position, computing the value of a

mapping fimction by using the bit ofthe primary mask corresponding to the primary

mask index and the bit of the convolution masks indicated by the convolution phase

to calculate an offset into the map table representing the mapping fimction;

J) obtaining a bit value stored in the map, and ifthe value is

true, decoding the bit ofthe message indicated by the message bit index from the

current sample, storing the bit into the message buffer at the message bit index, and

incrementing the message bit index; ' I

K) comparing the decoded bits in the message bufi‘er to the start

ofmessage delimiter, and if the number of bits in the message buffer is less than or

equal to the number ofbits in the start of message delimiter and the bits match, then
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setting the state ofthe decode process to SYNCHRONIZED; otherwise, setting the

state ofthe decode process UNSYNCHRONIZED;

L) ifthe state ofthe decodeprocess is SYNCHRONIZED, and

the number ofbits in the message buffer is greater than or equal to the sum ofthe

5 number ofbits of the start ofdelimiter and the message size, then setting the state

ofthe decode process to SYNC-AND-SIZE and copying certain bits Earn the
message buffer to a message size integer container, 7

M) ifthe state ofthe decode process is SYNC-AND-SIZE and

the number-ofbits in the message buffer divided by 8 is greatet: than or equal to the

10 message size, then. setting the message decoded flag, outputting the message and

the message decoded flag and ending the method;

N) ' incrementing the convolution index, wherein ifthe

convolution index equals the number ofbits in the convolution mask, then resetting
the convolution index; and

~ 15 O) jumping to step F).

9. The method of claim 7 wherein the decoding ofthe message bit from the

sample in step I includes reading a single bit of the sample.

20 10. The method ofclaim 7 wherein the decoding of the message bit from the

sample in step I includes mapping a range of sample values onto a particular

message bit value.

11. The method of claim 4 wherein the map table is defined such that any index
25 ofthe map table directs the process to encode information.

12. The method ofclaim 1 wherein the samples are obtained from a sample

stream representing digitized sound or music.
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13. The method ofclaim 12 wherein the identical encode process is performed

on two sample streams representing channel A and channel B ofdigitized stereo
sound.

5 14. The method ofclaim 12 wherein the sample streams represent channel A

' and channel B of digitized stereo sound and are interleaved before being input as a

single sample stream and are separated into two channels upon output.

15. The method ofclaim 1 wherein the samples are obtained from a sample

10 stream representing digitized video.

16. The method of claim 1 wherein the samples are obtained Earn a sample

stream representing a digitized image.

15 ~ 17. The apparatus of claim 2, further comprising a tarnper-resistant packaging,
enclosing said apparatus wherein circuitry and information stored therein are

destroyed if said packaging is opened.

18. The method ofclaim 3, further comprising a pre-encoding step which

20 customizes the message to be encoded including: calculating over which windows

in the samples stream a message will be encoded, computing a secure one way hash

function of the samples in those windows, and placing the resulting hash values in

the message before the message is encoded;

wherein. the hash calculating step includes: calculating the size ofthe

25 original message plus the size ofan added hash value, and pre-processing the

sample stream for the purpose ofcalculating hash values ofeach series ofwindows

that will be used to encode the message and creating a modified copy ofthe

message containing the hash value such that each message containing a hash value

matches each window series uniquely.
30
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19. The method ofclaim 1, wherein an authority for on line distribution of

content encodes at least one ofthe following items into a sample stream ;

the title,

the artist,

the copyright holder,

the body to which royalties should be paid, and

general terms for publisher distribution.

20. ihe method ofclaim 19, wherein the authority combines at least one item

with a secure private key signed message from a publisher containing at least one of

the following pieces of information:

the title,

the publisher's identification,

the temts ofdistribution,

any consideration paid for the right to distribute the content,

a brief statement ofagreement, and

the publisher signs and encrypts the combined message using a public key

cryptosystem and encodes the signed and encrypted message into the sample
streamf

_ 2]. The method of claim 20, wherein a publisher obtains the encoded sample

stream and additionally obtains information form the authority and combines this

with a message received from a consumer, which has been signed using a public key

cryptosystem and wherein the signed message contains at least one ofthe following '
data

the content title,

consumer identification,

the terms ofdistribution,

the consideration paid for the content,

a brief statement of agreement, and

DISH-Blue Spike-842

Exhibit 1004, Page 0673



DISH-Blue Spike-842
Exhibit 1004, Page 0674

wo 95/42151 . PCT/US96/10257
48

the publisher uses a public key cryptosystem to sign the combined information and

finally encodes the signed information.

22. The method ofclaim 1, wherein the sample stream is obtained from at least

5 one audio track contained within a digitized movie, video game software, or other

software. I

23. The method of claim 1, wherein the sample stream is obtained from at least

one digitized movie or still image contained within a video game or other software.
1 0

24. The method of claim 1, wherein encoded information is contained in the

difi‘erences or relationship between samples or groups of samples.

25. The method of claim 4, wherein the encoding of the message bit into the

15 sample in step H includes encoding a single bit of the sample to match the message
bit '

26. The method of claim 3, wherein the encoding of the message bit into the

sample in step I includes altering the sample value such that said sample value falls ‘

20 within a prespecified range ofvalves relative to its original value.

27. The method of claim 8, wherein the decoding of the message bit in step J

includes reading a single bit of the sample.

25 28. The method ‘of claim 8, wherein the decoding ofthe message bit in step I

includes mapping a'range of supply values onto a particular message bit value.

29. The method of claim 3, wherein the map table is defined such that any index

ofthe map table directs the process to encode information.

30
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30. The method of claim 7, wherein the map table is defined such that any index

ofthe map table directs the process to encode information.

31. The method ofclaim 8, wherein the map table is defined such that any index ‘

ofthe map table directs the process to encode information.

32. The method ofclaim 4, fithher comprising a pre-encoding step which

customizes the message to be encoded including: calculating over which windows

in the samples stream a message will be encoded, computing a secure one way hash

function ofthe samples in those windows, and placing the resulting hash values in

the message before the message is encoded;

wherein the hash calculating step includes: calculating the size ofthe

original message plus the size ofan added hash value, and pre-processing the

sample stream for the purpose ofcalculating hash values ofeach series ofwindows

that will be used to encode the message and creating a modified copy ofthe

message containing the hash value such that each message containing a hash value

matches each window series uniquely--
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With the advent of computer networks and digital

multimedia, protection of intellectual property has

become a prime concern for creators and publishers of

digitized copies of copyrightable works, such as musical

recordings, movies, video games, and computer software.

One method of protecting copyrights in the digital

domain is to use "digital watermarks."

The prior art includes copy protection systems

attempted at many stages in the development of the

software industry. These may be various methods by

which a software engineer can write the software in a

clever manner to determine if it has been copied, and if

so to deactivate itself. Also included are undocumented

changes to the storage format of the content. Cepy

protection was generally abandoned by the software

industry, since pirates were generally just as clever as

the software engineers and figured out ways to modify

the software and deactivate the protection. The cost of

developing such protection was not justified considering

the level of piracy which occurred despite the copy
protection.

Other methods for protection of computer software

include the requirement of entering certain numbers or

facts that may be included in a packaged software’s

manual, when prompted at start-up. These may be
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overcome if copies of the manual are distributed to

unintended users, or by patching the code to bypass

these measures. Other methods include requiring a user

to contact the software vendor and to receive "keys" for

S unlocking software after registration attached to some

payment scheme, such as credit card authorization.
Further methods include network-based searches of a

user‘s hard drive and comparisons between what is

registered to that user and what is actually installed

10 on the user's general computing device. Other

proposals, by such parties as ATaT's Bell Laboratories,
use “kerning” or actual distance in pixels, in the

rendering of text documents, rather than a varied number

of ASCII characters. However, this approach can often

15 be defeated by graphics processing analogous to sound

processing, which randomizes that information. All of

these methods require outside determination and

verification of the validity of the software license.

Digital watermarks can be used to mark each

20 individual copy of a digitized work with information

identifying the title, copyright holder, and even the

licensed owner of a particular copy. When marked with

licensing and ownership information, responsibility is

created for individual copies where before there was

25 none. Computer application programs can be watermarked

by watermarking digital content resources used in

conjunction with images or audio data. Digital

watermarks can be encoded with random or pseudo random

keys, which act as secret maps for locating the

30 watermarks. These keys make it impossible for a party

to find the watermark without having the key. In

addition, the encoding method can be enhanced to force a

party to cause damage to a watermarked data stream when

trying to erase a random—key watermark. Digital

35 watermarks are described in "Steganographic Method and

Device" - The DICE Company, Serial No. 08/489,172, the

disclosure of which is hereby incorporated by reference.
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Other information is disclosed in "Technology: Digital

Commerce", Denise Caruso, New York Times, August 7,

1995; and “Copyrighting in the Information Age", Harley

Ungar, ONLINE MARKETPLACE, September 1995, Jupiter

Communications.

Additionally, other methods for hiding information

signals in content signals, are disclosed in 0.3. Patent

No. 5,319,735 - Preuss et al. and U.S. Patent No.

5,379,345 - Greenberg.

It is desirable to use a "stega-cipher" or

watermarking process to hide the necessary parts or

resources of the executable object code in the digitized

sample resources. It is also desirable to further

modify the underlying structure of an executable

computer application such that it is more resistant to

attempts at patching and analysis by memory capture. A

computer application seeks to provide a user with

certain utilities or tools, that is, users interact with

a computer or similar device to accomplish various tasks

and applications provide the relevant interface. Thus,

a level of authentication can also be introduced into

software, or "digital products." that include digital

content, such as audio, video, pictures or multimedia.

with digital watermarks. Security is maximized because

erasing this code watermark without a key results in the

destruction of one or more essential parts of the

underlying application. rendering the "program? useless

to the unintended user who lacks the appropriate key.

Further, if the key is linked to a license code by means

of a mathematical function, a mechanism for identifying

the licensed owner of an application is created.

It is also desirable to randomly reorganize program

memory structure intermittently during program run time,

to prevent attempts at memory capture or object code

analysis aimed at eliminating licensing or ownership

information, or otherwise modifying, in an unintended

manner, the functioning of the application.
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In this way, attempts to capture memory to

determine underlying functionality or provide a “patch"

to facilitate unauthorized use of the "application," or

computer program, without destroying the functionality

S and thus usefulness of a copyrightable computer program

can be made difficult or impossible.

It is thus the goal of the present invention to

provide a higher level of copyright security to object'

code on par with methods described in digital
10 watermarking systems for digitized media content such as

pictures, audio, video and multimedia content in its

multifarious forms, as described in previous ,

disclosures, "Steganographic Method and Device“ and

“Human Assisted Random Key Generation and Application

15 for Digital Watermark System", filed on even date

herewith, the disclosure of which is hereby incorporated
by reference. '

It is a further goal of the present invention to

establish methods of copyright protection that can be

20 combined with such schemes as software metering, network

distribution of code and specialized protection of

software that is designed to work over a network, such

as that proposed by Sun Microsystems in their HotJava

browser and Java programming language. and manipulation

25 of application code in proposed distribution of

documents that can be exchanged with resources or the

look and feel of the document being preserved over a

network. Such systems are currently being offered by

companies including Adobe, with their Acrobat software.

30 This latter goal is accomplished primarily by means of

the watermarking of font, or typeface, resources

included in applications or documents, which determine

how a bitmap representation of the document is
ultimately drawn on a presentation device.

35 The present invention includes an application of

the technology of "digital watermarks." As described

in previous disclosures, "Steganographic Method and
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Device" and "Human Assisted Random Key Generation and

Application for Digital Watermark System." watermarks

are particularly suitable to the identification,

metering, distributing and authenticating digitized

content such as pictures, audio, video and derivatives

thereof under the description of “multimedia content.“

Methods have been described for combining both

cryptographic methods, and steganography, or hiding

something in plain view, Discussions of these

Itechnologies can be found in Applied Cryptography by-

Bruce Schneier and The Code Breakers by David Kahn. For

more information on prior art public—key cryptosystems

see US Pat.No 4,200,770 Diffie-Hellman,'4,218,582

Hellman, 4,405,329 RSA, 4,424,414 Hellman Pohlig.

Computer code, or machine language instructions, which
are not digitized and have zero tolerance for error,

.must be protected by derivative or alternative methods,

such as those disclosed in this invention, which focuses

on watermarking with "keys" derived from license codes

or other ownership identification information, and using

the watermarks encoded with such keys to hide an

essential subset of the application code resources.

'0 IO

It is thus a goal of the present invention, to

provide a level of security for executable code on

similar grounds as that which can be provided for

digitized samples. Furthermore, the present invention

differs from the prior art in that it does not attempt V

to stop copying, but rather, determines responsibility

for a copy by ensuring that licensing information must

be preserved in descendant copies from an original,

Without the correct license information, the copy cannot
function.

An improvement over the art is disclosed in the

present invention, in that the software itself is a set

of commands, compiled by software engineer, which can be
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configured in such a manner as to tie underlying

functionality to the license or authorization of the

copy in possession by the user. Without such

verification, the functions sought out by the user in

5 the form of software cease to properly work. Attempts

to tamper or "patch“ substitute code resources can be

made highly difficult by randomizing the location of

said resources in memory on an intermittent basis to

resist most attacks at disabling the system.
10

QEIALLED_2§§QBLEILQH

An executable computer program is variously

referred to as an application, from the point of view of

a user, or executable object code from the point of view

15 of the engineer. A collection of smaller, atomic (or

' indivisible) chunks of object code typically comprise

the complete erecutable object code or application which

may also require the presence of certain data resources.

These indivisible portions of object code correspond

20 with the programmers’ function or procedure

implementations in higher level languages, such as C or

Pascal. In creating an application, a programmer writes

“code" in a higher level language, which is then

compiled down into "machine language," or, the

25 executable object code, which can actually be run by a

computer, general purpose or otherwise. Each function,

or procedure, written in the programming language,

represents a self-contained portion of the larger

program, and implements, typically, a very small piece

30 of its functionality. The order in which the programmer

types the code for the various functions or procedures,
and the distribution of and arrangement of these

implementations in various files which hold them is

unimportant. Within a function or procedure, however,

35 the order of individual language constructs, which

correspond to particular machine instructions is

important, and so functions or procedures are considered

DISH-Blue Spike-842

EXNbfl1004,PageOGS3



DISH-Blue Spike-842
Exhibit 1004, Page 0684

WO 97/26732 PCT[USN/00651

indivisible for purposes of this discussion. That is,

once a function or procedure is compiled, the order of

the machine instructions which comprise the executable

object code of the function is important and their order

5 in the computer memory is of vital importance. Note

that many “compilers“ perform "optimizations“ within

functions or procedures, which determine, on a limited

scale, if there is a better arrangement for executable

instructions which is more efficient than that

10 constructed by the programmer, but does not change the

result of the function or procedure. Once these

optimizations are performed, however. making random

changes to the order of instructions is very likely to

"break" the function. When a program is compiled, then,

15 it consists of a collection of these sub-objects, whose

exact order or arrangement in memory is not important,

so long as any sub-object which uses another sub-object

knows where in memory it can be found.

The memory address of the first instruction in one

20 of these sub-objects is called the "entry point" of the

function or procedure. The rest of the instructions

comprising that sub—object immediately follow from the

entry point. Some systems may prefix information to the

entry point which describes calling and return

25 conventions for the code which follows, an example is

the Apple Macintosh Operating System (MacOS). These

sub-objects can be packaged into what are referred to in

certain systems as "code resources," which may be stored

separately from the application, or shared with other

30 applications, although not necessarily. Within an

application there are also data objects, which consist

of some data to be operated on by the executable code.

These data objects are not executable. That is, they do

not consist of executable instructions. The data

35 objects can be referred to in certain systems as

"reSOurces."
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When a user purchases or acquires a computer

program, she seeks a computer program that "functions“

in a desired manner. Simply, computer software is

overwhelmingly purchased for its underlying

S functionality. In contrast, persons who copy multimedia
content, such as pictures, audio and video, do so for

the entertainment or commercial value of the content.

The difference between the two types of products is that

multimedia content is not generally interactive, but is

10' instead passive, and its commercial value relates more

on passive not interactive or utility features, such as

those required in packaged software, set—top boxes,

cellular phones, VCRs, PDAs, and the like. Interactive

digital products which include computer code may be

15 mostly interactive but can also contain content to add

to the interactive experience of the user or make the

underlying utility of the software more aesthetically
pleasing. It is a common concern of both of these

creators, both of interactive and passive multimedia

20 products, that "digital products" can be easily and

perfectly copied and made into unpaid or unauthorized

-copies. This concern is especially heightened when the

underlying product is copyright protected and intended
for commercial use.

25 The first method of the present invention described

involves hiding necessary “parts" or code "resources" in

digitized sample resources using a "digital

watermarking" process, such as that described in the

"Steganographic Method and Device" patent application.

30 The basic premise for this scheme is that there are a

certain sub-set of executable code resources, that

comprise an application and that are "essential" to the

proper function of the application. In general, any

code resource can be considered "essential" in that if

35 the program proceeds to a point where it must "call" the

code resource and the code resource is not present in

memory, or cannot be loaded, then the program fails.
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However, the present invention uses a definition of

"essential" which is more narrow. This is because.

those skilled in the art or those with programming

experience, may create a derivative program, not unlike

5 the utility provided by the original program. by writing

additional or substituted code to work around

unavailable resources. This is particularly true with

programs that incorporate an optional "plug-in

architecture," where several code resources may be made

10 optionally available at run-time. The present invention

is also concerned with concentrated efforts by

technically skilled people who can analyze executable

object code and "patch" it to ignore or bypass certain

code resources. Thus, for the present embodiment's

15 'purposes, "essential" means that the function which

distinguishes this application from any other

-app1ication depends upon the presence and use of the

code resource in question. The best candidates for this

type of code resources are NOT optional, or plug-in

20‘ types, unless special care is taken to prevent work-a—
rounds.

Given that there are one or more of these essential

resources, what is needed to realize the present

invention is the presence of certain data resources of a

25 type which are amenable to the "stega-cipher" process

described in the "Steganographic Method and Device"

patent application. Data which consists of image or

audio samples is particularly useful. Because this data

consists of digital samples, digital watermarks can be

30 introduced into the samples. What is further meant is

that certain applications include image and audio

samples which are important to the look and feel of the

program or are essential to the processing of the

application's functionality when used by the user.

35 These computer programs are familiar to users of

computers but also less obvious to users of other

devices that run applications that are equivalent in
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some measure of functionality to general purpose

computers including, but not limited to, set-top boxes,

cellular phones, "smart televisions,“ PDAs and the like.

However, programs still comprise the underlying

5 "operating systems" of these devices and are becoming

more complex with increases in functionality.

One method of the present invention is now

discussed. When code and data resources are compiled

,and assembled into a precursor of an executable program

10 the next step is to use a utility application for final

assembly of the executable application. The programmer
marks several essential code resources in a list

displayed by the utility. The utility will choose one

or several essential code resources, and encode them

15 into one or several data resources using the stega—

cipher process. The end result will be that these

essential code resources are not stored in their own

partition, but rather stored as encoded information in

'data resources. They are not accessible at run-time

20 without the key. Basically, the essential code

resources that provide functionality in the final'end-

product, an executable application or computer program,

are no longer easily and recognizably available for
manipulation by those seeking to remove the underlying

25 copyright or license, or its equivalent information, or

those with skill to substitute alternative code

resources to "force" the application program to run as

an unauthorized copy. -Por the encoding of the essential

code resources, a "key" is needed.. Such a key is

30 similar to those described in the "Steganographic Method

and Device." The purpose of this scheme is to make a

particular licensed copy of an application

distinguishable from any other. It is not necessary to

distinguish every instance of an application, merely

35 every instance of'a license. A licensed user_may then

wish to install multiple copies of an application,

legally or with authorization. This method, then, is to

10
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choose the key so that it corresponds, is equal to, or

is a function of, a license code or license descriptive

information, not just a text file, audio clip or

identifying piece of information as desired in digital

watermarking schemes extant and typically useful to

stand-alone, digitally sampled content. The key is

necessary to access the underlying code, i.e., what the

user understands to be the application program.

The assembly utility can be supplied with a key

generated from a license code generated for the license

in question. Alternatively, the key, possibly random,

can be stored as a data resource and encrypted with a

derivative of the license code. Given the key, it

encodes one or several essential resources into one or

several data resources. Exactly which code resources

are encoded into which data resources may be determined

in a random or pseudo random manner. Note further that

the application contains a code resource which performs-

the function of decoding an encoded code resource from a

data resource. The application must also contain a data

resource which specifies in which data resource a

particular code resource is encoded. This data resource

is created and added at assembly time by the assembly

utility. The application can then operate as follows:

1) when it is run for the first time, after

installation, it asks the user for personalization

information, which includes the license code. This can

include a particular computer configuration;

'2) it stores this information in a personalization

data resource;,

3) Once it has the license code, it can then

generate the proper decoding key to access the essential

code resources.

Note that the application can be copied in an

uninhibited manner, but must contain the license code

issued to the licensed owner, to access its essential

code resources. The goal of the invention, copyright

ll
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protection of computer code and establishment of

responsibility for copies, is thus accomplished.

This invention represents a significant improvement

over prior art because of the inherent difference in use

5 of purely informational watermarks versus watermarks

which contain executable object code. If the executable

object code in a watermark is essential to an

application which accesses the data which contains the

watermark,-this creates an all-or-none situation.

10 Either the user must have the extracted watermark, or

the application cannot be used, and hence the user

cannot gain full access to the presentation of the

information in the watermark bearing data. In order to

extract a digital watermark, the user must have a key.

15 The key, in turn, is a function of the license

information for the copy of the software in question.

- The key is fixed prior to final assembly of the

application files, and so cannot be changed at the

option of the user. That, in turn, means the license

20 information in the software copy must remain fixed, so

that the correct key is available to the software. The

key and the license information are, in fact,

interchangeable. One is merely more readable than the

other. In the earlier developed "Steganographic Method

25 and Device," the possibility of randomization erasure

attacks on digital watermarks was discussed. Simply, it

is always possible to erase a digital watermark,

depending on how much damage you are willing to do to

the watermark-bearing content stream. The present

30 invention has the significant advantage that you must

,have the watermark to be able to use the code it

contains. If you erase the watermark you have lost a

key piece of the functionality of the application. or

even the means to access the data which bear the

35 watermark.

A preferred embodiment would be implemented in an

embedded system, with a minimal operating system and

12
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memory. No media playing "applets," or smaller sized

applications as proposed in new operating environments

envisioned by Sun Microsystems and the advent of Sun's

Java operating system, would be permanently stored in

the system, only the bare necessities to operate the

device, download information, decode watermarks and

execute the applets contained in them. When an applet

is finished executing, it is erased from memory. Such a

system would guarantee that content which did not
contain readable watermarks could-not be used. This is

a powerful control mechanism for ensuring that content

to be distributed through such a system contains valid

watermarks. Thus, in such networks as the Internet or

set-top box controlled cable systems, distribution and

exchange of content would be made more secure from

unauthorized copying to the benefit of copyright holders

and other related parties. The system would be enabled

to invalidate, by default, any_content which has had its

.watermark(s) erased, since the'watermark conveys, in

addition to copyright information, the means to fully

access, play. record or otherwise manipulate, the
content.

A second method according to the present invention

is to randomly re-organize program memory structure to

prevent attempts at memory capture or object code

analysis. The object of this method is to make it

extremely difficult to perform memory capture-based

analysis of an executable computer program. This

analysis is the basis for a method of attack to defeat

the system envisioned by the present invention.

Once the code resources of a program are loaded

into memory, they typically remain in a fixed position.

unless the computer operating system finds it necessary

to rearrange certain portions of memory during ”system

time," when the operating system code, not application

code, is running. Typically, this is done in low memory

systems, to maintain optimal memory utilization. The

13
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MacOS for example, uses Handles, which are double-

indirect pointers to memory locations, in order to allow

the operating system to rearrange memory transparently,

underneath a running program. If a computer program

5 contains countermeasures against unlicensed copying, a

skilled technician can often take a snapshot of the code

in memory, analyze it, determine which instructions

comprise the countermeasures, and disable them in the

stored application file. by means of a "patch." Other

10' applications for designing code that moves to prevent

scanning-tunnelling microscopes, and similar high

sensitive hardware for analysis of electronic structure

of microchips running code, have been proposed by such

parties as Wave Systems. Designs of Wave Systems'

15 microchip are intended for preventing attempts by

hackers to "photograph" or otherwise determine "burn in"

to microchips for attempts at reverse engineering. The

present invention seeks to prevent attempts at

understanding the code and its organization for the

20 purpose of patching it. Unlike systems such as Wave

Systems', the present invention seeks to move code

around in such a manner as to complicate attempts by

software engineers to reengineer a means to disable the

methods for creating licensed copies on any device that

25 lacks "trusted hardware." Moreover, the present

invention concerns itself with any application software
that may be used in general computing devices, not

chipsets that are used in addition to an underlying

computer to perform encryption. Wave Systems' approach

30 to security of software, if interpreted similarly to the

present invention. would dictate separate microchip sets

for each piece of application software that would be

tamperproof. This is not consistent with the economics

of software and its distribution.

35 Under the present invention, the application

contains a special code resource which knows about all

the other code resources in memory. During execution

14
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time, this special code resource, called a "memory

scheduler," can be called periodically, or at random or

pseudo random intervals, at which time it intentionally

shuffles the other code resources randomly in memory, so

5 that someone trying to analyze snapshots of memory at

various intervals cannot be sure if they.are looking at

the same code or organization from one "break" to the

next. This adds significant complexity to their job.

The scheduler also randomly relocates itself when it is

10 finished. In order to do this, the scheduler would have

to first copy itself to a new location, and then

specifically modify the program counter and stack frame,

so that it could then jump into the new copy of the

scheduler, but return to the correct calling frame.

15 Finally, the scheduler would need to maintain a list of

all memory addresses which contain the address of the

scheduler, and change them to reflect its new location.

The methods described above accomplish the purposes

of the invention - to make it hard to analyze captured
20 memory containing application executable code in order

to create an identifiable computer program or

application that is different from other copies and is

less susceptible to unauthorized use by those attempting

to disable the underlying copyright protection system.

25 Simply, each copy has particular identifying information

making that copy different from all other copies.

15

DISH-Blue Spike-842

EXNbfl1004,P3960692



DISH-Blue Spike-842
Exhibit 1004, Page 0693

WO 97126732 PCT[0597100651 .

What is Claimed Is:

1 1. A method of associating executable object code with

, 2 a digital sample stream by means of a digital watermark
3 wherein the digital watermark contains executable object

4 code and is encoded into_the digital sample stream.

1 2. The method of claim 1-wherein a key to access the

2 digital watermark is a function of a collection of

3 license information pertaining to the software which is

4 accessing the watermark

5 where license information consists of one or more

6 of the following items:

7 Owning Organization name;

8 Personal Owner name;

9 ’ Owner Address;

10 License code:

11 Software serialization number;

12 Distribution parameters;

13 Appropriate executable general computing

14 device architecture;

15 Pricing; and

16 software Metering details.

1 3. The method of claim 1 further comprising the step

2 of transmitting the digital sample stream, via a

3, transmission means, from a publisher to a subscriber

4 wherein transmission means can selected from the

5 group of

6 I soft sector magnetic disk media;

7 hard sector magnetic disk media;

8 magnetic tape media;

9 'optical disc media;

10 Digital Video Disk media;
11 _magneto—optical disk media;

12 memory cartridge;

13 telephone lines;

~16
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SCSI:

Ethernet or Token Ring Network;

ISDN: '

ATM network;

TCP/IP network;

analog cellular network:

digital cellular network;

wireless network;

digital satellite;

cable network;

fiber optic network; and

electric powerline network.

‘ 4. The method of claim 1 where the object code to he‘-

encoded is comprised of series of executable machine

instructions which perform the function of '

processing a digital sample stream for the purpose

of modifying it or playing the digital sample stream.

5. The method of claim 3 further comprising the steps

of:

decoding said digital watermark and extracting

object code;

loading object code into computer memory for the

purpose of execution;

executing said object code in order to process said

digital sample stream for the purpose of playback.

6. A method of assembling an application to be

protected by watermark encoding of essential resources

comprising the steps of:

assembling a list of identifiers of essential

code resources of an application where identifiers allow

the code resource to be accessed and loaded into memory;

providing license information on the

licensee who is to receive an individualized copy of the

application;

17
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10 storing licenSe information in a

11 personalization resource which is added to the list of

12 application data resources;

13 generating a digital watermark key from

14 the license information: using the key as a pseudo-

15 random number string to select a list of suitable

16 digital sample data resources, the list or essential

17 code resources, and a mapping of which essential code

18 resources are to be watermarked into which data

19 'resources;

20 storing the map, which isia list of

21 paired code and data resource identifiers, as a data

22 resource, which is added to the application;

23 adding a digital watermark decoder code

24 resource to the application, to provide a means for

25 extracting essential code resource from data resources,

26 according to the map;

27 ' processing the map list and encoding

28 essential code resources into digital sample data

29 resources with a digital watermark encoder;

3O removing self-contained copies of the

'31 essential code resources which have been watermarked

32 into data resources; and

33 _ combining all remaining code and data

34 resources into a single application or installer.

7. A method of intermittently relocating application

code resources in computer memory, in order to prevent,

discourage, or complicate attempts at memory capture

based code analysis.

but)!“
8. The method of claim 7 additionally comprising the

step of '

assembling a list of identifiers of code resources

of an application where identifiers allow the codemprI-J
resource to be accessed and loaded into memory.

18
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9. The method of claim 8 additionally comprising the

step of modifying application program structure to make
all code resource calls indirectly, through the memory

scheduler, which looks up code resources in its list and

‘dispatches calls.

m-bUNr-l
10. The method of claim 9 additionally comprising the

step of intermittently rescheduling or shuffling all

code resources prior to or following the dispatch of a

code resource call through the memory scheduler.
#UNH

11. The method of claim 10 additionally comprised of

the step of the memory scheduler copying itself to a new

location in memory. '

MP
W

12. The method of claim 11 additionally comprising the I

step of modifying the stack frame, program counter, and

memory registers of the CPU to cause the scheduler to

jump to the next instruction comprising the scheduler,

in the copy, to erase the previous memory instance of

the scheduler, and changing all memory references to the

scheduler to reflect its new location, and to return

from the copy of the scheduler to the frame which called

the previous copy of the scheduler.

m_oo~lmmu>wmw
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METHOD FOR AN ENCRYPIED DIGITAL WATERMARK

E; ELD 01“ IE EEEILQN

With the advent of computer networks and digital

multimedia, protection of intellectual property has

become a prime concern for creators and publishers of

digitized copies of copyrightable works, such as musical

recordings, movies, and video games. One method of

protecting copyrights in the digital domain is to use

"digital watermarks". Digital watermarks can be used to

mark each individual copy of a digitized work with

information identifying the title, copyright holder, and

even the licensed owner of a particular copy. The

watermarks can also serve to allow for secured metering

and support of other distribution systems of given media

content and relevant information associated with them,

including addresses, protocols, billing, pricing or

distribution path parameters, among the many things that

could constitute a “watermark." For further discussion

of systems that are oriented around content-based

addresses and directories, see U.S. Patent No. 5,428,606

Moskowitz. when marked with licensing and ownership

information, responsibility is created for individual

copies where before there was none. More information on

digital watermarks is set forth in "Steganographic

Method and Device" - The DICE Company, U.S. application

Serial No. 08/489,172, the disclosure of which is hereby

incorporated by reference. Also, "Technology: Digital
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Commerce“, Denise Caruso, New York Times, August 7, 1995

"Copyrighting in the Information Age", Harley Ungar,

ONLINE MARKETPLACE, September 1995, Jupiter

Communications further describe digital watermarks.

Additional information on other methods for hiding
information signals in content signals, is disclosed in

U.S. Patent No. 5,319,735 - Preuss et a1. and U.S.

Patent No. 5,379,345 - Greenberg. ‘

Digital watermarks can be encoded with random or

pseudo random keys, which act as secret maps for

locating the watermarks. These keys make it impossible

for a party without the key to find the watermark - in

addition, the encoding method can be enhanced to force a

party to cause damage to a watermarked data stream when

trying to erase a random—key watermark.

It is desirable to be able to specify limitations

on the application of such random or pseudo random keys

in encoding a watermark to minimize artifacts in the

content signal while maximizing-encoding level. This

preserves the quality of the content, while maximizing

the security of the watermark. Security is maximized

because erasing a watermark without a key results in the

greatest amount of perceptible artifacts in the digital

content. It is also desirable to separate the

functionality of the decoder side of the process to

provide fuller recognition and substantiation of the

protection of goods that are essentially digitized hits,

while ensuring the security of the encoder and the

encoded content. It is also desirable that the separate

decoder be incorporated into an agent, virus, search

engine, or other autonomously operating or search

function software. This would make it possible for

parties possessing a decoder to verify the presence of

valid watermarks in a data stream, without accessing the

contents of the watermark. It would also be possible to

scan or search_archives for files containing watermarked
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content, and to verify the validity of the presence of

such files in an archive, by means of the information

contained in the watermarks. This scenario has

particular application in screening large archives of

5 files kept by on-line services and internet archives.

It is further a goal of such processes to bring as much

control of copyrights and content, including its

pricing, billing, and distribution, to the parties that

are responsible for creating and administering that

10 content. It is another goal of the invention to provide

' a method for encoding multiple watermarks into a digital
work, where each watermark can be accessed by use of a

separate key. This ability can be used to provide

access to.watermark information to various parties with

15 different levels of access. It is another goal of the

invention to provide a mechanism which allows for

accommodation of alternative methods encoding and

decoding watermarks from within the same software or

hardware infrastructure. This ability can be used to

20 provide upgrades to the watermark system, without

breaking support for decoding watermarks created by

previous versions of the system. It is another goal of

the invention to provide a mechanism for the

certification and authentication, via a trusted third

25 party, and public forums, of the information placed in a

digital watermark. This provides additional

corroboration of the information contained in a decoded

digital watermark for the purpose of its use in

, prosecution of copyright infringement cases. It also

30 has use in any situation in which a trusted third party

verification is useful. It is another goal of this

invention to provide an additional method for the

synchronization of watermark decoding software to an

embedded watermark signal.that is more robust than

35 previously disclosed methods.
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The invention described herein is a human-assisted

random key generation and application system tor use in
a digital watermark system.' The invention allows an

engineer or other individual, with specialized knowledge

regarding processing and perception of a particular

content type, such as digital audio or video, to observe

a graphical representation of a subject digital

recording or data stream, in conjunction with its

presentation (listening or viewing) and to provide input

to the key generation system that establishes a key

generation "envelope", which determines how the key is

used to apply a digital watermark to the digital data

stream. The envelope limits the parameters of either or

both the key generation system and the watermark

application system, providing a rough guide within which

a random or pseudo random key may be automatically _

generated and applied. This can provide a good fit to

the content, such that the key may be used to encode a

digital watermark into the content in such a manner as

to minimize or limit the perceptible artifacts produced

in the watermarked copy, while maximizing the signal

encoding level. The invention further provides for

variations in creating, retrieving. monitoring and

manipulating watermarks to create better and more

flexible approaches to working with copyrights in the

digital domain. .

Such a system is described herein and provides the

user with a graphical representation of the content

signal over time. In addition, it provides a way for

the user to input constraints on the application of the

digital watermark key, and provides a way to store this

information with a random or pseudo random key sequence

which is also generated to apply to a content signal.

Such a system would also be more readily adaptable by

current techniques to master content with personal
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computers and authoring/editing software. It would also

enable individuals to monitor their copyrights with

decoders to authenticate individual purchases, filter

possible problematic and unpaid copyrightable materials

5 in archives, and provide for a more generally

distributed approach to the monitoring and protection of

copyrights in the digital domain..

D A D CRIPT N

10 Digital watermarks are created by encoding an

information signal into a larger content signal. The

information stream is integral with the content stream,r

creating a composite stream. The effectiveness and

value of such watermarks are highest when the

is informational signal is difficult to remove, in the

absence of the key, without causing perceptible

artifacts in the content signal. The watermarked

content signal itself should contain minimal or no

perceptible artifacts of the information signal. To

20 make a watermark virtually impossible to find without

permissive use of the key, its encoding is dependent

upon a randomly generated sequence of binary 15 and Os,

which act as the authorization key. Whoever possesses

this key can access the watermark. In effect, the key

25 is a map describing where in the content signal the

information signal is hidden. This represents an

improvement over existing efforts to protect

copyrightable material through hardware-based solutions

always existing outside the actual content.

30 "Antipiracy" devices are used in present applications

like VCRs, cable television boxes, and digital audio

tape (DAT) recorders, but are quite often disabled by

those who have some knowledge of the location of the

device or choose not to purchase hardware with these

35 "additional security features." With digital

watermarks, the "protection," or more accurately, the
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deterrent, is hidden entirely in the signal, rather than

a particular chip in the hardware.

Given a completely random key, which is uniformly

applied over a content signal, resulting artifacts in

the watermarked content signal are unpredictable, and

depend on the interaction of the key and the content
signal itself. One way to ensure minimization of

artifacts is to use a low information signal level.

However, this makes the watermark easier to erase,

without causing audible artifacts in the content signal.
This is a weakness. If the information signal level is

boosted, there is the risk_of generating audible
artifacts.

The nature of the content signal generally varies

significantly over time. During some segments, the

signal may lend itself to masking artifacts that would

otherwise be caused by high level encoding. At other

times, any encoding is likely to cause artifacts. In

addition, it might be worthwhile to encode low signal

level information in a particular frequency range which

corresponds to important frequency components of the
content signal in a given segment of the content signal.

This would make it difficult to perform bandpass

filtering on the content signal to remove watermarks.

Given the benefits of such modifications to the

application of the random key sequence in encoding a

digital watermark, what is needed is a system which

rallows human-assisted key generation and application for

digital watermarks. The term "human-assisted key

generation" is used beCause in practice, the information

describing how the random or pseudo random sequence key

is to be applied must be stored with the key sequence.

It is, in essence, part of the key itself, since the

random or pseudo random sequence alone is not enough to

encode, or possibly decode the watermark.
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Encoding of digital watermarks into a content

signal can be done in the time domain, by modifying
content samples on a sample by sample basis. or in the

frequency domain, by first performing a mathematical

transform on a series of content samples in order to

convert them into frequency domain information,

subsequently modifying the frequency domain information

with the watermark, and reverse transforming it back

into time-based samples. The conversion between time

and frequency domains can be accomplished by means of

any of a class of mathematical transforms, known in

general as "Fourier Transforms." There are various

algorithmic implementations and optimizations in

computer source code to enable computers to perform such

transform calculations. The frequency domain method can

be used to perform "spread spectrum" encoding

implementations. Spread spectrum techniques are

described in the prior art patents disclosed. Some of

the shortcomings evident in these techniques relate to

the fixed parameters for signal insertion in a sub

audible level of the frequency—based domain, e.g., U.S.

Patent No. 5,319,735 Preuss et al. A straightforward.

randomization attack may be engaged to remove the signal

by simply over-encoding random information continuously

in all sub-bands of the spread spectrum signal band.

which is fired and well defined. Since the Preuss

patent relies on masking effects to render the watermark

signal, which is encoded at ~15 dB relative to the I

carrier signal, inaudible, such a randomization attack

will not result in audible artifacts in the carrier

Signal, or degradation of the content. More worrisome,

the signal is not the original but a composite of an

actual frequency in a known domain combined with another

signal to create a "facsimile" or approximation. said to
be imperceptible to a human observer, of the original

copy. What results is the forced maintenance of one
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original to compare against subsequent "suspect" copies

for examination. Human-assisted watermarking would

provide an improvement over the art by providing

flexibility as to where information signals would be
inserted into content while giving the content creator

the ability to check all subsequent copies without the

requirement of a single original or master copy for

comparison. Thus the present invention provides for a
system where all necessary information is contained

within the watermark itself.

Among other improvements over the art, generation

of keys and encoding with human assistance would allow

for a better match of a given informational signal (be

it an ISRC code, an audio or voice file, serial number,

or other "file" format) to the underlying content given

differences in the make-up of the multitudes of forms of

-content (classical music, CD-ROM versions of the popular

game DOOM, personal HTML Web pages, virtual reality

simulations, etc.) and the ultimate wishes of the

content creator or his agents. This translates into a

better ability to maximize the watermark signal level.

so as to force maximal damage to the content signal when

there is an attempt to erase a watermark without the

key. For instance, an engineer could select only the

sections of a digital audio recording where there were

high levels of distortion present in the original

recording, while omitting those sections with relatively

“pure" components from the watermark process. This then

allows the engineer to encode the watermark at a

relatively higher signal level in the selected sections

without causing audible artifacts in the signal, since‘

the changes to the signal caused by the watermark

encoding will be masked by the distortion. A party

wanting to erase the watermark has no idea, however,

where or at what level a watermark is encoded, and so

must choose to "erase" at the maximum level across the
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entire data stream, to be sure they have obliterated

every instance of a watermark.

In the present invention, the input provided by the

engineer is directly and immediately reflected in a

graphical representation of content of that input, in a

manner such that it is overlaid on a representation of

the recorded signal. The key generation "envelope"

described by the engineer can be dictated to vary

‘dynamically over time, as the engineer chooses.' The

graphical representation of the content is typically

rendered on a two dimensional computer screen, with a

segment of the signal over time proceeding horizontally

across the screen. The vertical axis is used to

distinguish various frequency bands in the signal, while

the cells described by the intersection of vertical and

horizontal unit lines can signify relative amplitude

values by either a brightness or a color value on the

display.

Another possible configuration and operation of the

system would use a display mapping time on the

horizontal axis versus signal amplitude on the vertical

axis. This is particularly useful for digital audio

signals. In this case, an engineer could indicate

certain time segments, perhaps those containing a highly

distorted signal, to be used for watermark encoding,

while other segments, which contain relatively pure

signals, concentrated in a few bandwidths, may be exempt

from watermarking. The engineer using a time vs.

amplitude assisted key generation configuration would

generally not input frequency limiting information.

In practice, the system might be used by an

engineer or other user as follows:

The engineer loads a file containing the digitized

content stream to be watermarked onto a computer. The

engineer runs the key generation application and opens

the file to be watermarked. The application opens a
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window which contains a graphical representation of the

digitized samples. Typically, for digital audio, the

engineer would see a rectangular area with time on the

horizontal axis, frequency bands on the vertical axis,

and varying color or brightness signifying signal power

at a particular time and frequency band. Each vertical

slice of the rectangle represents the frequency

components, and their respective amplitude, at a

particular instant ("small increment") of time.

Typically, the display also provides means for scrolling
from one end of the stream to the other if it is too

,long to fit on the screen, and for zooming in or out

magnification in time or frequency. For the engineer,

this rectangular area acts as a canvas. Using a mouse

and/or keyboard, the engineer can scroll through the

signal slowly marking out time segments or frequency

band minima and maxima which dictate where, at what

frequencies, and at what encoding signal level a

watermark signal is to be encoded into the content,

given a random or pseudo random key sequence. The

engineer may limit these marks to all, none or any of

the types of information discussed above. When the

engineer is finished annotating the content signal, he

or she selects a key generation function. At this

point, all the annotated information is saved in a

'record and a random or pseudo random key sequence is

generated associated with other information. At some

.later point, this combined key record can be used to

encode and/or decode a watermark into this signal, or

additional instances of it.

A suitable pseudo—random binary sequence for use as

a key may be generated by: collecting some random timing

information based on user keystrokes input to a keyboard

device attached to the computer, performing a secure one

way hash operation on this random timing data, using the

results of the hash to seed a block cipher algorithm

10
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loop, and then cycling the block cipher and collecting a

sequence of Is and Os from the cipher's output, until a

pseudo-random sequence of Is and Os of desired length is

obtained.

The key and its application information can then be

saved together in a single database record within a

database established for the purpOse of archiving such

information, and sorting and accessing it by particular

criteria. This database should be encrypted with a

passphrase to prevent the theft of its contents from the

storage medium. '

Another improvement in the invention is support for

alternate encoding algorithm support. This can be

accomplished for any function which relates to the

encoding of the digital watermark by associating with

the pseudo~random string of ls and Os comprising the

pseudo-random key, a list of references to the

appropriate functions for accomplishing the encoding.

For a given function, these references can indicate a

particular version of the function to use, or an

entirely new one. The references can take the form of

integer indexes which reference chunks of computer code,

of alphanumeric strings which name such "code

resources," or the memory address of the entry point of

a piece of code already resident in computer memory.

Such references are not, however, limited to the above

examples. In the implementation of software, based On

this and previous filings, each key contains associated

references to functions identified as CODEC - basic

encode/decode algorithm which encodes and decodes bits

of information directly to and from the content signal,

.MAP - a function which relates the bits of the key to

the content stream, FILTER - a function which describes

how to pre-filter the content signal, prior to encoding

or decoding, CIPHER - a function which provides

encryption and decryption services for information

11
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contained in the watermark, and ERRCODE - a function

which further encodes/decodes watermark information so

that errors introduced into a watermark may be corrected

after extraction from the content signal.

Additionally, a new method of synchronizing decoder

software to an embedded watermark is described. In a

previous disclosure, a method whereby a marker sequence
of N random bits was generated, and used to signal the

start of an encoded watermark was described. When the

decoder recognizes the N bit sequence, it knows it is

synchronized. In that system the chance of a false

positive synchronization was estimated at 1/(N‘2) (“one
over (N to the power of 2)”). While that method is

fairly reliable, it depends on the marker being encoded

as part of the steganographic process, into the content

stream. While errors in the encoded bits may be

partially offset by error coding techniques, error

coding the marker will require more computation and

complexity in the system. It also does not completely

eliminate the possibility that a randomization attack

can succeed in destroying the marker. A new method is

implemented in which the encoder pre—processes the

digital sample stream, calculating where watermark

information will be encoded. As it is doing this, it

notes the starting position of each complete watermark.

and records to a file, a sequence of N-bits representing

sample information corresponding to the start of the

watermark, for instance, the 3rd most significant bit of

the 256 samples immediately preceding the start of a

watermark. This would be a 256 bit marker. The order in

which these markers are encountered is preserved, as it

is important. The decoder then searches for matches to

these markers. It processes the markers from first to

last, discarding each as it is found, or possibly not

found within a certain scanning distance, and proceeding.

with the remaining markers. This,method does not modify

12
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the original signal with marker information and has the

added benefit that high—significance sequences can be

used, requiring that an attack based on randomizing 1

markers do very obvious damage to the content stream.

With multichannel encoding, both private and public

keys, similar in use to those from public—key

cryptosystems, could be provided for authentication by

concerned third party vendors and consumers, as well as

contribute to better management and protection of

copyrights for the digital world that already exist in

the physical world. For more information on public-key

cryptosystems see Us Pat No 4,200,770 Diffie-Hellman,

4,218,582 Hellman, 4,405,829 RSA, 4,424,414 Hellman

Pohlig. In addition, any number of key "designations"

between "publiC" and "private" could be established, to

provide various access privileges to different groups.

Multi-channel watermarks are effected by encoding

separate watermark certificates‘with separate keys by

either interleaving windows in the time domain or by

using separate frequency bands in the frequency domain.

For instance, 3 separate watermarks could be encoded by

using every third sample window processed to encode a

corresponding certificate. Alternatively, complete

watermarks could be interleaved. Similarly, the

frequency range of an audio recording might be

partitioned into 3 sub-ranges for such a purpose. Use

of multi-channel watermarks would allow groups with

varying access privileges to access watermark

information in a given content signal. The methods of

multichannel encoding would further provide for more

holographic and inexpensive maintenance of copyrights by»

parties that have differing levels of access priority as

decided by the ultimate owner or publisher of the

underlying content. Some watermarks could even play

significant roles in adhering to given filtering (for

example. content that is not intended for all

13
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observers), distribution, and even pricing schemes for

given pieces of content. Further, on-the-fly

watermarking could enhance identification of pieces of

content that are traded between a number of parties or

in a number of levels of distribution. Previously

discussed patents by Preuss et a1. and Greenberg and

other similar systems lack this feature.

Further improvements over the prior art include the

general capacity and robustness of the given piece of

information that can be inserted into media content with

digital watermarks. described in Steganographic Method

and Device and further modified here, versus "spread

spectrum-only" methods. First, the spread spectrum

technique described in US. Patent No. 5,319,735 Preuss

et a1. is limited to an encoding rate of 4.3 8-bit

symbols per second within a digital audio signal. This

is because of the nature of reliability requirements for

spread spectrum systems. The methods described in this

invention and those of the previous application,

"Steganographic Method and Device," do not particularly

adhere to the use of such spread spectrum techniques,

thus removing such limitation. In the steganographic

derived implementation the inventors have developed

based on these filings, watermarks of approximately

.1,000 bytes (or 1000x 8 bits) were encoded at a rate of

more than 2 complete watermarks per second into the

carrier signal. The carrier signal was a two channel

(stereo) 16-bit, 44.1 Khz recording. The cited encoding

rate is per channel. This has been successfully tested

in a number of audio signals. While this capacity is

likely to decrease by 50% or more as a result of future

improvements to the security of the system, it should

still far exceed the 4.3 symbols per second envisioned

by Preuss et a1. Second, the ability exists to recover

the watermarked information with a sample of the overall

piece of digitized content (that is, for instance, being

'14
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able to recover a watermark from just 10 seconds of a 3

minute song, depending on the robustness or size of the

data in a given watermark) instead of a full original.

Third, the encoding process described in Steganographic

Method and Device and further modified in this invention

explicitly seeks to encode the information signal in

such a way with the underlying content signal as to make

destruction of the watermark cause destruction of the

underlying signal. The prior art describes methods that

confuse the outright destruction of the underlying

content with “the level of difficulty" of removing or

altering information signals that may destroy underlying

content. This invention anticipates efforts that can be

undertaken With software, such as Digidesign's Sound

Designer II or Passport Design's Alchemy, which gives

audio engineers (similar authoring software for video

also exists, for instance, that sold by Avid Technology,

and others as well as the large library of picture

authoring tools) very precise control of digital

signals, "embedded" or otherwise, that can be purely

manipulated in the frequency domain. Such software

provides for bandpass filtering and noise elimination

options that may be directed at specific ranges of the

frequency domain, a ripe method for attack in order to

hamper recovery of watermark information encoded in

specific frequency ranges.

Separating the decoder from the encoder can limit

the ability to reverse the encoding process while

providing a reliable method for third parties to be able

to make attempts to screen their archives for

watermarked content without being able to tamper with

all of the actual watermarks. This can be further

facilitated by placing separate signals in the content

using the encoder, which signal the presence of a valid

watermark, e.g. by providing a "public key accessible'I

watermark channel which contains information comprised

15
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of a digitally signed digital notary registration of the

watermark in the private channel, along with a checksum

verifying the content stream. The checksum reflects the

unique nature of the actual samples which contain the

watermark in question, and therefore would provide a

means to detect an attempt to graft a watermark lifted

from one recording and placed into another recording in

an attempt to deceive decoding software of the nature of

the recording in question. During encoding, the encoder

can leave room within the watermark for the checksum,

and analyze the portion of the content stream which will

contain the watermark in order to generate the checksum

before the watermark is encoded. Once the checksum is

computed, the complete watermark certificate, which now

contains the checksum, is signed and/or encrypted, which

prevents modification of any portion of the certificate,

-including the checksum, and finally encoded into the

stream. Thus, if it is somehow moved at a later time,

that fact can be detected by decoders. ane the decoder

functions are separate from the encoder, watermark_i
decoding functionality could be embedded in several

types of software including search agents, viruses. and

automated archive scanners. Such software could then be

used to screen files or search out files from archive

which contain specific watermark information, types of'

watermarks, or lack watermarks. For instance, an online

service could, as policy, refuse to archive any digital

audio file which does not contain a valid watermark

notarized by a trusted digital notary. It could then run_

automated software to continuously scan its archive for

digital audio files which lack such watermarks, and

erase them. V

Watermarks can be generated to contain information

to be used in effecting software or content metering

services. In order to accomplish this, the watermark

16
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would include various fields selected from the following

information:

title identification;

unit measure;

5 unit price;

percentage transfer threshold at which liability is

incurred to purchaser;

percent of content transferred;

authorized purchaser identification;

10 seller account identification;

payment means identification;

digitally signed information from sender indicating

percent of content transferred; and 4

digitally signed information from receiver

15 indicating percent of content received.

These "metering" watermarks could be dependent on a near

continuous exchange of information between the

transmitter and receiver of the metered information in

question. The idea is that both sides must agree to what

20 the watermark says, by digitally signing it. The sender
agrees they have sent a certain amount of a certain

title, for instance, and the receiver agrees they have

received it, possibly incurring a liability to pay for

the information once a certain threshold is passed. If

25 the parties disagree, the transaction can be

’discontinued before such time. In addition, metering

watermarks could contain account information or other

.payment information which would facilitate the

transaction.

30 Watermarks can also be made to contain information

pertaining to geographical or electronic distribution

restrictions, or which contain information on where to

locate other copies of this content, or similar content.

For instance, a watermark might stipulate that a

35 recording is for sale only in the United States, or that

it is to be sold only to persons connecting to an online

17
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distribution site from a certain set of internet domain

names, like ".us" for United States, or ".ny" for New

York. Further a watermark might contain one or more URLs

describing online sites where similar content that the

buyer of a piece of content might be interested in can

be found.

A digital notary could also be used in a more

general way to register, time stamp and authenticate the

information inside a watermark, which is referred to as

the certificate. A digital notary processes a document

which contains information and assigns to it a unique
identification number which is a mathematical function

of the contents of the document. The notary also

generally includes a time stamp in the document along

with the notary's own digital signature to verify the

date and time it received and "notarized" the document.

After being so notarized, the document cannot be altered

in any way without voiding its mathematically computed

signature. To further enhance trust in such a system,

_the notary may publish in a public forum, such as a

newspaper, which bears a verifiable date, the

_notarization signatures of all documents notarized on a

given date. This process would significantly enhance

the trust placed in a digital watermark extracted for

the purpose of use in settling legal disputes over

copyright ownership and infringement.

Other "spread spectrum" techniques described in the

art have predefined time stamps to serve the purpose of

verifying the actual time a particular piece of content

is being played by a broadcaster, e.g., U.S. Patent No.

5,379,345 Greenberg, not the insertion and control of a

copyright or similar information (such as distribution

path, billing, metering) by the owner or publisher of

the content. The Greenberg patent focuses almost

exclusively on concerns of broadcasters, not content

creators who deal with digitized media content when

18

DISH-Blue Spike-842

EXNbfl1004,PageO717



DISH-Blue Spike-842
Exhibit 1004, Page 0718

WO 97/26733 PCTIUS97l00652

distributing their copyrightable materials to unknown

parties. The methods described are specific to spread

spectrum insertion of signals as "segment timing marks"

to make comparisons against a specific master of the

5 underlying broadcast materia1-- again with the intention

of specifying if the broadcast was made according to

agreed terms with the advertisers. No provisions are

made for stamping given audio signals or other digital

signals with "purchaser" or publisher information to

10 stamp the individual piece of content in a manner

similar to the sales of physical media products (CDs,

CD—ROMs, etc-) or other products in general (pizza

delivery, direct mail purchases, etc.). In other words,

."interval-defining signals," as described in the

15 Greenberg patent, are important for verification of

broadcasts of a time-based commodity like time and date-

specific, reserved broadcast time, but have little use

for individuals trying to specify distribution paths,

pricing, or protect copyrights relating to given content

20 which may be used repeatedly by consumers for many

years. It would also lack any provisions for the

“serialization" and identification of individual copies

of media content as it can be distributed or exchanged

on the Internet or in other on—line systems (via

25 telephones, cables, or any other electronic transmission

media). Finally, the Greenberg patent ties itself

specifically to broadcast infrastructure, with the

described encoding occurring just before transmission of

the content signal via analog or digital broadcast, and

30 decoding occurring upon reception.

While the discussion above has described the

invention and its use within specific embodiments, it

should be clear to those skilled in the art that

numerous modifications may be made to the above without

35 departing from the spirit of the invention, and that the

19
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scope of the above invention is to be limited only by

the claims appended hereto.

20
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1. A method for using a computer to generate a

random or pseudo random key for a digital watermark

system wherein said random key includes:

’ a random or pseudo random sequence of binary

ls and Os ,

information describing the application of the

random sequence to a stream of digitized samples wherein

said information includes:

at least one list of time delimiters

describing segments of the stream;

at least one list of frequency delimiters

describing frequency bands to be included in watermark

computations; and

a signal encoding level;

wherein the method comprises the

step of receiving human interactive input information

used to describe limits on where, at what level, and at

what frequencies the random binary information of the

random key is to be applied to the stream of digitized

samples in encoding the digital watermark;

’ wherein said human interactive input

information comprises at least one of the following

datum:

a list of time delimiters;

a list of frequency delimiters; and

a signal encoding level.

2. The method of claim 1 further comprising the

step of selecting said stream of digitized samples from

a list provided by a computer system.

3. The method of claim 2 further comprising the

step of creating and displaying a graphical

representation on the display device of the computer

21
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system, wherein said graphical representation includes a

time axis and a signal frequency axis.

4. , The method of claim 2 further comprising the

step of creating and displaying a graphical

representation on the display device of the computer

system, wherein said graphical representation includes a

time axis and a signal amplitude axis.

5. .The method of claim 3 or 4, further comprising

the step of updating the graphical display to reflect

receipt of new human interactive input information.

6. The method of claim 5 further comprising the

step of generating a random or pseudo random sequence of

ls and Os.

7. The method of claim 6 further comprising the

step of storing input information in association with

the random sequence of is and Os as a single record in a

database of such records.

8. The method of claim 7 wherein the record is

encrypted using a pass phrase.

9. The method of claim 1 where the stream of

digitized samples contains a digital audio recording.

10. The method of claim 1 where the stream of

digitized samples to be watermarked contains a digital

video recording.

11. The method of claim 6 wherein the process of

generating the random sequence comprises the steps of:

22
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(a) collecting a series of random bits

derived from keyboard latency intervals in random

typing;

(b) processing the initial series of random

bits through a secure one—way hash function;

(C) using the results of one-way hash

function to seed a block encryption cipher loop;

(d) cycling through the block encryption

loop, and extracting the least significant bit of each

result after cycle; and

(e) concatenating the block encryption output

bits into the random key sequence

12. A method of encoding and decoding a digital

watermark where the encoder and decoder are separate

software applications or hardware devices.

13. The method of claim 12 wherein the decoder

functiOnality is embedded in a software search engine,

word-wide web—crawler file scanning engine, intelligent

agent, or a virus.

14. The method of claim 12 wherein the decoder can

access only a limited number of watermark channels,

corresponding to public watermark keys, or any keys

otherwise made available to said decoder.

15. The method of claim 12 wherein the decoder is

capable of detecting the presence of a valid watermark

but not of accessing the information in the watermark.

16. The method of claim 12 wherein the encoder

places a separate signal, which does not interfere with

the watermark, into a content stream, where said

separate signal can indicate

23
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watermark synchronization information, which helps

locate watermarks in the content; and

the presence of a valid watermark in the content.

17. A method of using digital watermarks to convey

information which is to be used for a content metering

service, wherein said watermarks contain at least one of

the following pieces of information:

title identification;

unit measure;

unit price; _

percentage transfer threshold at which liability is

incurred to purchaser;

percent of content transferred;

authorized purchaser identification;

seller account identification;

payment means identification;

digitally signed information from sender indicating

percent of content transferred; and ‘

digitally signed information from receiver

indicating percent of content received.

18. A method of encoding digital watermarks which

contain information pertaining to distribution

restrictions and a location of an addressable directory

containing related content, where said watermarks
contain at least one of the following pieces of

information: V

geographical constraints on distribution (state,

country, etc); _

logical constraints on distribution;

Universal Resource Locator (URL);

telephone number;

_Internet Protocol address;

Internet domain name;

email address; and

24
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file name.

19. A method of encoding multiple digital

watermarks into a single content stream wherein each

watermark is encoded with a separate key.

20. The method of claim 18 wherein watermark

information from each watermark is interleaved in the

time domain.

21. A method of claim 18 wherein watermark

information from each watermark is placed into specific

frequency bands, or interleaved in the frequency domain.-

22. A method of associating with a pseudo—random

key, a list of component function references, which

dictate what component functions are applied to the

encoding and decoding of a digital watermark using the

key in question.

23. ,A method of providing synchronization of a

decoder to watermark which consists of the following
steps:

a) recording a feature of sample stream, or a

marker extracted from the sample stream immediately

preceding the start of an encoded watermark;

b) recording the order in which a list of markers

was encountered in the sample stream;

c) storing a list of such markers and the order of

their appearance in a file for use by the decoder;

d) optionally, associating the stored information

of step c) with a watermark key or watermark receipt or
content title;

e) in the decoder, selecting a marker from the file

in step c) such that the selected marker is not previous

25
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H6 in order to any other marker previously selected in
17. decoding the sample stream in question:

18 f) attempting to find a feature or marker in the

19 portion of the sample stream currently under processing;

20 g) at such time as the currently selected marker is

21 deemed unlikely to be found, discarding it and.

22 proceeding to step e); I

23 h) at such time as marker is found. decoding the

24 watermark, then proceeding to step e) unless the sample '

25 stream is exhausted. '
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OPTIMIZATION METHODS FOR THE INSERTION, PROTECTION
AND DETECTION OF DIGITAL WATERMARKS IN DIGITIZED DATA

RELATED APPLICATIONS

This application is related to patent applications entitled

"Steganographic Method and Device", Serial No. 08/489,172 filed on June

7, 1995; "Method for Human-Assisted Random Key Generation and

5 Application for Digital Watermark System", Serial No. 08/587,944 filed on

January 17, 1996; {Method for Stage-Cipher Protection of Computer Code”,

Serial No. 08/587,943 filed on January 17, 1996; “Digital Information

Commodities Exchange", Serial No. 08/365,454 filed on December 28,

1994, which is a continuation of Serial No. 08/083,593 filed on June 30,

. 10 1993; and “Exchange Mechanisms for Digital Information Packages with

Bandwidth Securitization. Multichannel Digital Watermarks, and Key

. Management”, Serial No. 08/674,726 filed on July 2, 1996. These related

applications are all incorporated herein by reference.

This application is also related to US Patent No. 5,428,606,

15 "Digital Information Commodities Exchange”, issued on June 27, 1995,

which is incorporated herein by reference.

BACKGROUND OF THE INVENTION

The present invention relates to digital watermarks.

20 Digital watermarks exist at a convergence point where creators and

publishers ofdigitized multimedia content demand localized, secured
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identification and authentication of that content. Because existence of

piracy is clearly a disincentiveto the digital distribution of copyrighted

works, establishment of responsibility for copies and derivative copies of

such works is invaluable. In considering the various forms of multimedia

5 content, whether "master," stereo, NTSC video, audio tape or compact disc,

. tolerance of quality degradation will vary with individuals and affect the

underlying commercial and aesthetic value of the content. it is desirable to

tie copyrights, ownership rights, purchaser information or some combination

of these and related data to the content in such a manner that the content

10 must undergo damage, and therefore a reduction in value, with subsequent,

unauthorized distribution of the content, whether it be commercial or

otherwise.

Legal recognition and attitude shifts, which recognize the importance

, of digital watermarks, as a necessary component of commercially distributed

15 content (audio, video, game, etc), will further the development of

acceptable parameters for the exchange of such content by the various

parties engaged in the commercial distribution of digital content. These

parties may include artists, engineers, studios, INTERNET access

providers, publishers, agents, on—line service providers, aggregators of

20 content for various forms of delivery. on-line retailers, individuals and

parties that participate in the transfer of funds to arbitrate the actual delivery

of content to intended parties.

Since the characteristics of digital recordings vary widely, it is a

worthwhile goal to provide tools to describe an optimized envelope of

25 parameters for inserting, protecting and detecting digital watermarks in a

given digitized sample (audio, video, virtual reality. etc.) stream. The

optimization techniques described hereinafter make unauthorized removal

of digital watermarks containing these parameters a significantly costly

operation in terms of the absolute given projected economic gain from

30 undetected commercial distribution. The optimization techniques, at the

least, require significant damage to the content signal, as to make the

2
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15

20

25

30

unauthorized copy commercially worthless, if the digital watermark is

removed, absent the use of extremely expensive tools.

Presumably, the commercial value of some works will dictate some

level of piracy not detectable in practice and deemed "reasonable" by rights

holders given the overall economic return. For example, there will always

be fake $100 bills, LEVI jeans, and GUCCI bags, given the sizes of the

overall markets and potential economic returns for pirates in these markets-

as there also will be unauthorized copies of works of music, operating

systems (Windows95. etc), video and future multimedia goods.

However, what differentiates the "digital marketplace" from the

physical marketplace is the absence of any scheme that establishes

responsibility and trust in the authenticity of goods. For physical products,

corporations and governments mark the goods and monitor manufacturing

capacity and sales to estimate loss from piracy. There also exist reinforcing

mechanisms, including legal, electronic, and informational campaigns to

better educate consumers.

SUMMARY OF THE lNVENTlON

The present invention relates to implementations of digital

watermarks that are optimally suited to particular transmission. distribution

and storage mediums given the nature of digitally-sampled audio, video,

and other multimedia works.

The present invention also relates to adapting watermark application

parameters to the individual characteristics of a given digital sample stream.

The present invention additionally relates to the implementation of

digital watermarks that are featdre-b‘ased. That is, a system where

watermark information is not carried in individual Samples, but is carried in

the relationships between multiple samples, such as in a waveform shape.

The present invention envisions natural extensions for digital watermarks

that may also separate frequencies (color or audio), channels in 30 while

utilizing discreteness in feature-based encoding only known to those with

'3
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pseudo-random keys (i.e., cryptographic keys) or possibly tools to access

such information, which may one day exist on a quantum level.

The present invention additionally relates to a method for obtaining

more optimal models to design watermark systems that are tamper-resistant

5 given the number and breadth of existent digitized-sample options with

differing frequency and time components (audio, video, pictures, multimedia,

virtual reality, etc).

To accomplish these‘goals, the present invention maintains the

highest quality of a given content signal as it was mastered, with its

10 watermarks suitably hidden, taking into account usage of digital filters and

error correction presently concerned solely with the quality of content

signals.

The present invention additionally preserves quality of underlying

content signals, while using methods for quantifying this quality to identify

15 and highlight advantageous locations for the insertion of digital watermarks

The present invention integrates the watermark, an information

signal, as closely as possible to the content signal, at a maximal level, to

force degradation of the content signal when attempts are made to remove

the watermarks.

20 ~ The present invention relates to a method for amplitude independent

' encoding of digital watermark information in a signal including steps of

determining in the signal a sample window having a minimum and a

maximum, determining a quantization interval of the sample window,

normalizing the sample window, normalizing the sample window to provide

25 normalized samples. analyzing the normalized samples, comparing the

normalized samples to message bits, adjusting the quantization level of the

sample window to correspond to the message bit when a bit conflicts with

the quantization level and de-normalizing the analyzed samples.

The present invention also relates to a method for amplitude

30 independent decoding of digital watermark information in a sign'alincluding

steps of determining in the signal a sample window having a minimum and a

4
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maximum, determining a quantization interval of the sample window,

normalizing the sample window to provide samples, and analyzing the

quantization level of the samples to determine a message bit value.

The present invention additionally relates to a method of encoding

and decoding watermarks in a signal where, rather than individual samples.

insertion and detection of abstract signal features to carry watermark

information in the signal is done.

The present invention also relates to a method for pre-analyzing a

digital signal for encoding digital watermarks using an optimal digital filter in

which it is determined what noise elements in the digital signal will be

removed by the optimal digital filter based on response characteristics of the

filter.

The present invention also relates to a method of error coding

watermark message certificates using cross-interleaved codes which use

error codes of high redundancy, including codes with Hamming distances of

greater than or equal to "n", wherein “n” is a number of bits in a message

block. '

The present invention additionally relates to a method of pre-

processing a watermark message certificate including a step of determining

anabsolute bit length of the watermark message as it will be encoded.

The present invention additionally relates to a method of generating

watermark pseudo-random key bits using a non-linear (chaotic) generator or

. to a method of mapping pseudo-random key and processing state

information to affect an encode/decode map using a non-linear (chaotic)

generator.

The present invention additionally relates to a method of

guaranteeing watermark certificate uniqueness including a step of attaching

a time stamp or user identification dependent hash or message digest of

watermark certificate data to the certificate.

The present invention also relates to a method of generating and

quantizing a local noise signal to contain watermark information where the
5
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noise signal is a function of at least one variable which depends on key and

processing state information.

The present invention also relates to a method of dithering watermark

quantizations such that the dither changes an absolute quantization value,

but does not change a quantization level or information carried in the

quantization.

The present invention further relates to a method of encoding

watermarks including inverting at least one watermark bit stream and

encoding a watermark including the inverted watermark bit stream.

The present invention also relates to a method of decoding

watermarks by considering an original watermark synchronization marker,

an inverted watermark synchronization marker, and inverted watermarks,

and decoding based on those considerations.

The present invention also relates to a method of encoding and

decoding watermarks in a signal using a spread spectrUm technique to

encode or decode where information is encoded or decoded at audible

levels and randomized over both frequency and time.

The present invention additionally relates to a method of analyzing

composite digitized signals for watermarks including obtaining a composite

signal, obtaining an unwatermarked sample signal, time aligning the

unwaterrnarked sample signal to the composite signal, gain adjusting the

time aligned unwaterrnarked sample signal to the composite signal,

estimating a pre-composite signal using the composite signal and the gain

adjusted unwatermarked sample signal, estimating a watermarked sample

signal by subtracting the estimated pre-composite signal for the composite

signal, and scanning the estimated watermark sample signal for

watermarks. '

The present invention additionally relates to a method for varying

watermark encode/decode algorithms automatically during the encoding or

decoding of a watermark including steps of (a) assigning a list of desired

CODECs to a list of corresponding signal characteristics which indicate use

6
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of particular CODECs, (b) during encoding/decoding, analyzing

characteristics of the current sample frame in the signal stream, prior to

delivering the frame to CODEC, (c) looking up the corresponding CODEC

from the list of CODECs in step (a) which matches the observed signal

characteristics from step (b), (d) loading andlor preparing the desired

CODEC, (e) passing the sample frame to the CODEC selected in step (c),

and f) receiving the output samples from step (e).

The'present invention also relates to a method for varying watermark

encode/decode algorithms automatically during the encoding or decoding of

a watermark, including steps of (a) assigning a list of desired CODECs to a

list 'of index values which correspond to values computed to values

computed as a function of the pseudo-random watermark key and the state

of the processing framework. (b) during encoding/decoding, computing the

pseudo-random key index value for the current sample frame in the signal

stream, prior to delivering the frame to a CODEC, (c) looking up the

corresponding CODEC from the list of CODECs in step (a) which matches

the index value from step (b), (d) loading and/or preparing the desired

CODEC, (e) passing the sample frame to the CODEC selected in step (c),

and (f) receiving the output samples from step (e).

W

The present invention relates to implementations of digital

watermarks that are optimally suited to particular transmission, distribution

and storage mediums given the nature of digitally sampled audio, video, and

other multimedia works.

The present invention also relates to adapting watermark application

parameters to the individual characteristics of a given digital sample stream.

The present invention additionally relates to the implementation of

digital watermarks that are feature-based. That is. a system where

watermark information is not carried in individual samples, but is carried in

the relationships between multiple samples, such as in a waveform shape.

'7
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For example, in the same manner a US $100 bill has copy protection
features including ink type, paper stock, fiber, angles of artwork that distort

in photocopier machines, inserted magnetic strips, and composite art, the

present invention envisions natural extensions for digital watermarks that

may also separate frequencies (color or audio), channels in 3D while

utilizing discreteness in feature-based encoding only known to those with

pseudo-random keys (i.e., cryptographic keys) or possibly tools to access

such information, which may one day exist on a quantum level.

There are a number of hardware and software approaches in the

prior art that attempt to provide protection of multimedia content, including

encryption, cryptographic containers, cryptographic envelopes or -

"cryptolopes", and trusted systems in general. None of these systems

places control of copy protection in the hands of the content creator as the

content is created, nor provides an econOmically feasible model for -

exchanging the content to be exchanged with identification data embedded

within the content.

Yet, given the existence of over 100 million personal computers and

many more non-copy-protected consumer electronic goods, copy protection
seems to belong within the signals. After all, the playing (i.e., using) of the
content establishes its commercial value.

Generally, encryption and cryptographic containers serve copyright

holders as a means to protect data in transit between a publisher or

distributor and the purchaser of the data (i.e., a means of securing the

delivery of copyrighted material from one location to another by using

variations of public key cryptography or other more centralized

cryptosystems). '

Cryptolopes are suited specifically for copyrighted text that is time-

sensitive, such as newspapers, where intellectual property rights and origin

data are made a permanent part of the file. For information on public-key

cryptosystems see US. Patent No. 4,200,770 to Hellman et al.. U.S. Patent

No. 4,218,582 to Hellman et al., US. Patent No. 4,405,829 to Rivest et at, '

8
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and US. Patent No. 4,424,414 to Hellman et at. Systems are proposed by

lBM and Electronic Publishing Resources to accomplish cryptographic

container security. .

Digitally-sampled copyrighted material, that is binary data on a

5 fundamental level, is a special case because of its long term value coupled

with the ease and perfectness of copying and transmission by general

purpose computing and telecommunications devices. In particular, in

digitally-sampled material, there is no loss of quality in copies and no

identifiable differences between one copy and any other subsequent copy.

10 For creators of content, distribution costs may be minimized with electronic

transmission of copyrighted works. Unfortunately, seeking some form of

informational or commercial return via electronic exchange is ill-advised

absent the use of digital watermarks to establish responsibility for specific

copies and unauthorized copying. Absent digital watermarks, the unlikely

15 instance of a market of trusted parties who report any distribution or

exchange of unauthorized copies of the protected work must be relied upon

for enforcement. Simply, content creators still cannot independently verify

watermarks should they choose to do so.

For a discussion of systems that are oriented around Content-based

20 addresses and directories, see US. Patent No. 5,428,606 to Moskowitz.

in combining steganographic methods for insertion of information

identifying the title, copyright holder, pricing, distribution path, licensed

owner of a particular copy, or a myriad of other related information, with

pseudo-random keys (which map insertion location of the information)

25 similar to those used in cryptographic applications, randomly placed signals

(digital watermarks) can be encoded as random noise in a content signal.

Optimal planning of digital watermark insertion can be based on the

inversion of optimal digital filters to establish or map areascomprising a

given content signal insertion envelope. Taken further, planning operations

30 will vary for different digitized content: audio, video, multimedia, virtual

reality, etc. Optimization techniques for processes are described in the

9
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25 As an example. for audio clips commercially exchanged on the World \Mde

Web (W). a part of the lNTERNET, 8 bit sampled audio or audio

downsampled from 44.1 kHz (CD-quality), to 22 kHz and lower. Digital
filters, however, are not ideal because Of trade-offs between attenuation and

time-domain response, but provide the engineer or similarly-trained

30 individual with a set of decisions to make about maximizing content quality
with minimum data overhead and consideration of the ultimate delivery
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mechanism for the content (CDs, cable television, satellite, audio tape,

stereo amplifier, etc). -

For audio signals and more generally for other frequency-based

content, such as video, one method of using digital filters is to include the

use of an input filter to prevent frequency aliasing higher than the so-called

Nyquist frequencies. The Nyquist theorem specifies that the sampling

frequency must be at least twice the highest signal frequency of the

sampled information (e.g., for the case of audio. human perception of audio

frequencies is in a range between 20 Hz and 20 kHz). Without an input

filter, aliases can still occur leaving an aliased signal in the original

bandwidth that cannot be removed.

Even with anti~aliasing filters, quantization error can still cause low

level aliasing which may be removed with a dither technique. Dither is a

method of adding random noise to the signal, and is used to de—correlate

quantization error from the signal while reducing the audibility of the

remaining noise. Distortion may be removed, but at the cost of adding more

noise to the filtered output signal. An important effect is the subsequent

randomization of the quantization error while still leaving an envelope of an

unremovable signaling band of noise. Thus, dither is done at low signal

levels, effecting only the least significant bits of the samples. Conversely,

digital watermarks, which are essentially randomly-mapped noise, are

intended to be inserted into samples of digitized content in a manner such

as to maximize encoding levels while minimizing any perceivable artifacts

that would indicate their presence or allow for removal by filters, and without ,

destroying the content signal. Further, digital watermarks should be

inserted with processes that necessitate random searching in the content '

signal for watermarks if an attacker lacks the keys. Attempts to over—encode

noise into known watermarked signal locations to eliminate the information

signal can be made difficult or impossible without damaging the content

signal by relying on temporal encoding and randomization in the generation

of keys during digital watermark insertion. As a result, although the

11
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watermark occupies only a small percentage of the signal, an attacker is

forced to over-encode the entire signal at the highest encoding‘level, which

creates audible artifacts.

The present invention relates to methods for obtaining more optimal

models to design watermark systems that are tamper-resistant given the

number and breadth of existent digitized sample options with differing

frequency and time components (audio, video, pictures, multimedia, virtual .

reality, etc).

A To accomplish these goals, the present invention maintains the

highest quality of a given content signal as it was mastered, with its

watermarks suitably hidden, taking into account usage of digital filters and

error correction presently concerned solely with the quality of content

signals.

Additionally, where a watermark location is determined in a random

or pseudo-random operation dependent on the creation of a pseudo-random

key, as described in copending related application entitled "Steganographic

Method and Device" assigned to the present assignee, and unlike other

forms of manipulating digitized sample streams to improve quality or encode

known frequency ranges, an engineer seeking to provide high levels of

protection of copyrights, ownership, etc. is concerned with the size of a

given key. the size of the watermark message and the most suitable area

and method of insertion. Robustness is improved through highly redundant

error correction codes and interleaving, including codes known generally as

q—ary Bose-Chaudhuri-Hocquenghem (BCH) codes, a subset of Hamming

coding operations, and codes combining error correction and interleaving,

such as the Cross-lnterleave Reed-Solomon Code. Using such codes to

store watermark information in the signal increases the number of changes

required to obliterate a given watermark. Preprocessing the certificate by

considering error correction and the introduction of random data to make

watermark discovery more difficult, prior to watermarking, will help

determine sufficient key size. More generally, absolute key size can be

12
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I determined through preprocessing the message and the actual digital

watermark (a file including information regarding the copyright owner,

publisher, or some other party in the chain of exchange of the content) to

compute the absolute encoded bit stream and limiting or adjusting the key

size parameter to optimize the usage of key bits. The number of bits in the

primary key should match or exceed the number of bits in the watermark

message, to prevent redundant usage of key bits. Optimally, the number of

bits in the primary key should exactly match the wateMark size. since any

extra bits are wasted computation.

. insertion of informational signals into content signals and ranges from

applications that originate in spread spectrum techniques have been

contemplated. More detailed discussions are included in copending related

applications entitled "Steganographic Method and Device" and entitled

"Method for Human Assisted Random Key Generation and Application for

Digital Watermark System". -

The following discussion illustrates some previously disclosed

systems and their weaknesses.

Typically, previously disclosed systems lack emphasis or

implementation of any pseudo-random operations to determine the insertion

location, or map, of information signals relating to the watermarks. Instead,

previous implementations provide "copy protec " flags in obvious, apparent

and easily removable locations. Further, previous implementations do not

emphasize the alteration of the content signal upon removal of the copy

protection.

Standards for digital audio tape (DAT) prescribe insertion of data

such as ISRC (Industry Standard Recording Codes) codes, title, and time in

sub-code according to the Serial Copy Management System (SCMS) to

prevent multiple copying of the content. .One time copying is permitted,

however, and systems with AESS connectors, which essentially override

copy protection in the sub—code as implemented by SCMS, actually have no

copy limitations. The present invention provides improvement over this

13
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implementation with regard to the ability of unscrupulous users to load

digital data into unprotected systems, such general computing devices, that
may store the audio clip in a generalized file format to be distributed over an

on-line system for further duplication. The security of SCMS (Serial Copy

Management System) can only exist as far as the support of similarly-

oriented hardware and the lack of attempts by those skilled in the art to

simply remove the subcode data in question.

Previous methods seek to protect content, but shortcomings are

apparent. US. Patent No. 5,319,735 to Preuss et al. discusses a spread

spectrum method that would allow for over-encoding of the described, thus

known, frequency range and is severely limited in the amount of data that

can be encoded- 4.3 8-bit symbols per second. However, with the Preuss

et al. method, randomization attacks will not result in audible artifacts in the

carrier signal, or degradation of the content as the information signal is in

the subaudible range. It is important to note the difference in application

between spread spectrum in military field use for protection of real-time

radio signals, and encoding information into static audio files. In the

protection of real—time communications, spread spectrum has anti-jam 7

features, since information is sent over several channels at once.

Therefore. in order to jam the signal, one has to jam all channels, including

their own. In a static audio file, however, an attacker has practically

unlimited time and processing power to randomize each sub-channel in the

signaling band without penalty to‘themselves, so the anti-jam advantages of

spread spectrum do not extend to this domain.

In a completely different implementation, US. Patent No. 5,379,345

to Greenberg seeks enforcement of broadcast contracts using a spread

spectrum modulator to insert signals that are then confirmed by a spread

spectrum-capable receiver to establish the timing and length that a given.

marked advertisement is played. This information is measured against a

specific master of the underlying broadcast material. The Greenberg patent

does not ensure that real-time downloads of copyrighted content can be

14
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marked with identification information unless all download access points

(PCs, modems. etc). and upload points for that matter. have spread

spectrum devices for monitoring.

Other methods include techniques similar to those disclosed in

5 related copending patent applications mentioned above by the present

assignee. but lack the pseudo-random dimension of those patent

applications for securing the location of the signals inserted into the content.

One implementation conducted by Michael Gerzon and Peter Craven, and

described by Ken Pohlmann in the 3rd edition of Principles of Digital Audio,

10 illustrates a technology called "buried data technique." but does not address

the importance of randomness in establishing the insertion locations of the

informational signals in a given content signal. as no pseudo-random

methods are used as a basis for insertion. The overriding concern of the

"buried data techniques" appears to be to provide for a "known channel" to

15 be inserted in such a manner as to leave little or no perceivable artifacts in

the content signal while prescribing the exact location of the information

(i.e.. replacing the least significant bits (LSB) in a given information signal).

In Gerzon and Craven‘s example, a 20-bit signal gives way to 4-bits of LSBs

for adding about 27 dB of noise to the music. Per channel data insertion

20 reached 176.4 kilobits per second per channel. or 352.8 kbps with stereo

channels. Similarly attempted data insertion by the present inventors using

random data insertion yielded similar rates. The described techniques may

be invaluable to manufacturers seeking to support improvements in audio,

video and multimedia quality'improvements. These include multiple audio

25 channel support. surround sound, compressed information on dynamic

range. or any combination of these and similar data to improve quality.

Unfortunately, this does little or nothing to protect the interests of copyright

holders from unscrupulous pirates. as they attempt to create unmarked.

perfect copies of copyrighted works.

30 The present invention also relates to copending patent applications

15
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entitled "Staganographioc Method and Device”; ”Method for Human-

Assisted Random Key Generation and Application for Digital Watermark

System"; and “Method for Stega-Cipher Protection of Computer Code" as
mentioned above, specifically addressing the weakness of inserting

5 informational signals or digital watermarks into known locations or known

frequency ranges. which are sub-audible. The present invention seeks to

improve on the methods disclosed in these patent applications and other

methods by describing specific optimization techniques at the disposal of

those skilled in the art. These techniques provide an a la carte method for

10 rethinking error correction, interleaving, digital and analog filters, noise

’ shaping, nonlinear random location mapping in digitized samples, hashing,

‘ or making unique individual watermarks, localized noise signal mimic

encoding to defeat noise filtering over the entire sample stream, super

audible spread spectrum techniques, watermark inversion, preanalyzing

15 watermark key noise signatures, and derivativeanalysis of suspect samples

against original masters to evaluate the existence of watermarks with

statistical techniques.

The goal of a digital watermark system is to insert a given information

signal or signals in such a manner as to leave few or no artifacts in the

20 underlying content signal, while maximizing its encoding level and location

sensitivity in the signal to force damage to the content signal when removal

is attempted. The present invention establishes methods for estimating and

utilizing parameters, given principles of the digitization of multimedia

content (audio, video, virtual reality, etc), to create an optimized "envelope"

25 for insertion of watermarks, and thus establish secured responsibility for

digitally sampled content. The pseudo-random key that is generated is the

only map to access the information signal while not compromising the

quality of the content. A digital watermark naturally resists attempts at

removal because it, exists as purely random or pseudo-random'noise in a

30 given digitized sample. At the same time, inversion techniques and

mimicking operations, as well as encoding signal features instead of given
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samples, can make the removal of each and every unique encoded

watermark in a given content signal economically infeasible (given the

potential commercial returns of the life of a given copyright) or impossible

without significantly degrading the quality of the underlying, "protected“

signal. Lacking this aesthetic quality, the marketability or commercial value

of the copy is correspondingly reduced.

~ The present invention preserves quality of underlying content signals.

while using methods for quantifying this quality to identify and highlight

advantageous locations for the insertion of digital watermarks. ,

The present invention integrates the watermark, an information

signal. as closely as possible to the content signal, at a maximal level. to
force degradation of the content signal when attempts are made to remove

the watermarks. I

General methods for watermarking digitized content, as well as

computer code, are described in copending related patent applications

entitled "Steganographic Method and Device" and entitled "Method for

Stega—Cipher Protection of Computer Code". both assigned to the present

assignee. Recognizing the importance of perceptual encoding of

watermarks by the authors and engineers who actually create content is

addressed in copending related application entitled "Method for Human

Assisted Random Key Generation and Application for Digital Watermark

System". '

The present invention describes methods of random noise creation

given the necessary consequence of improving signal quality with

digitization techniques. Additionally. methods are described for optimizing

projections of data redundancy and overhead in error correction methods to

better define and generate parameters by which a watermarking system can

successfully create random keys and watermark messages that

subsequently cannot be located and erased without possession of the key

that acts as the map for finding each encoded watermark. This description

will provide the backdrop for establishing truly optimized watermark

17
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insertion including: use of nonlinear (chaotic) generators; error correction

and data redundancy analysis to establish a system for optimizing'key and

watermark message length; and more general issues regarding desired _

quality relating to the importance of subjecting watermarked content to

different models when the content may be distributed or sold in a number of

prerecorded media formats or transmitted via different electronic

transmission systems; this includes the use of perceptual coding;

particularized methods such as noise shaping; evaluating watermark noise

signatures for predictability; localized noise function mimic encoding;

encoding signal features; randomizing time to sample encoding of

watermarks; and, finally, a statistical method for analyzing composite

watermarked content against a master sample content to allow watermark

recovery. All of these features can be incorporated into specialized digital

signal processing microprocessors to apply watermarks to nongeneralized

computing devices, such as set-top boxes, video recorders that require time

stamping or authentication, digital video disc (DVD) machines and a

multitude of other mechanisms that play or record copyrighted content.

The sampling theorem, known specifically as the Nyquist Theorem,

proves that bandlimited signals can be sampled, stored, processed,

transmitted, reconstructed. desampled‘or processed as discrete values. In

order for the theorem to hold true, the sampling must be done at a

frequency that is at least twice the frequency of the highest signal frequency

to be captured and reproduced. Aliasing will occur as a form of signal fold

over, if the signal contains components above the Nyquist frequency. To

establish the highest possible quality in a digital signal, aliasing is

prevented by low-pass filtering the input signal to a given digitization system

by a low-pass or anti-aliasing filter. Any residue aliasing which may result in

signal distortion, relates to another area of signal quality control, namely,

quantization error removal.

Quantization is required in a digitization system. Because of the

continuous nature of an analog signal (amplitude vs. time), a quantized
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sample of the signal is an imperfect estimate of the signal sample used to

encode it as a series of discrete integers. These numbers are merely

estimates of the true value of the signal amplitude. The difference between

the true analog value at a discrete time and the quantization value is the

quantization error. The more bits allowed per sample, the greater the

accuracy of estimation; however, errors still always will occur. it is the

recurrent nature of quantization errors that provides an analogy with the

location of digital watermarks.

Thus, methods for removal of quantization errors have relevance in

methods for determining the most secure locations for placement of

watermarks to prevent the removal of such watermarks.

The highest fidelity in digital reproduction of a signal occurs at points

where the analog signal converges with a given quantization interval.

Where there is no such convergence, in varying degrees, the quantization

error will be represented by the following range:

+0 I2 and -Q/2, where Q is the quantization interval.

Indeed, describing maximization of the quantization error and its ratio with

the maximum signal amplitude, as measured, will yield a signal-to-error ratio

(SIE) which is'closely related to the analog signal—to—noise ratio (SIN). To

establish more precise boundaries for determining the SIE, with root mean

square (rms) quantization error E“, and assuming a uniform probability

density function 110 (amplitude), the following describes the error:

Ewell/(12)"

Signal to quantization error is expressed as:

SIE=[S,,,,s/E,,,,s]2=312(22")

Finally, in decibels (dB) and comparing 16-bit and 15-bit

quantization:

SIEldB)=10|og{3l2(2"'”)]=10|og3l2+2“l092

(or “= 20log [(3/2)“ (2")1")

=6.02n+1.76
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This explains the SIE ratio of 98 dB for 16-bit and 92 dB for 15-bit

quantization. The 1.76 factor is established statistically as a result of peak-

to-rms ratio of a sinusoidal waveform. but the factor will differ if the signal

waveform differs. In, complex audio signals, any distortion will exist as white

noise across the audible range. Low amplitude signals may alternatively

suffer from distortion.

Quantization distortion is directly related with the original signal and

is thus contained in the output signal, it is not simply an error. This being

the case. implementation of so-called quality control of the signal must use

dither. As discussed above, dither is a method of adding random noise to

the signal to cle-correlate quantization error from the signal while reducing

the audibility of the remaining noise. Distortion may be removed at the cost

of adding more noise to the filtered output signal. An important effect is the

subsequent randomization of the quantization error while still leaving an

envelope of anunremovable signaling band of noise. Dither, done at low

signal levels, effects only the least significant bits of the samples.

Use of linear and nonlinear quantization can effect the trade-off in the

output signal and must be considered for a system of watermarks designed

to determine acceptable quantization distortion to contain the digital

watermark. For audio systems, block linear quantization implementations

have been chosen. However, block floating point and floating point

systems. nonuniform companding, adaptive delta modulation, adaptive

differential pulse—code modulation. and perceptual coding schemes (which

are oriented around the design of filters that closely match the actual

perception of humans) appear to provide alternative method

implementations that would cause higher perceptible noise artifacts if

filtering for watermarks was undertaken by pirates. The choice of method is

related to the information overhead desired.

According to one aspect of the present invention, the envelope

described in the quantization equations above is suitable for preanalysis of '

a digitized sample to evaluate optimal locations for watermarks. The
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present example is for audio, but corresponding applications for digitization

of video would be apparent in the quantization of color frequencies.

The matter of dither complicates preanalysis of a sample evaluated

for digital watermarks. Therefore, the present invention also defines the

optimal envelope more closely given the three types of dither (this example

is for audio, others exist for video): triangular probability density function

(pdf). Gaussian pdf, and rectangular pdf. Again, to establish better

boundaries for the random or pseudo-random insertion of a watermark to

exist in a region of a content signal that would represent an area for hiding

watermarks in a manner most likely to cause damage to the content signal if

unauthorized searches or removal are undertaken. Dither makes removal of

quantization error more economical through lower data overhead in a

system by shifting the signal range to decorrelate errors from the underlying

signal. When dither is used, the dither noise and signal are quantized

together to randomize the error. Dither which is subtractive requires

removing the dither signal after requantization and creates total error

statistical independence. It would also provide further parameters for digital

watermark insertion given the ultimate removal of the dither signal before

finalizing the production of the content signal. With nonsubtractive dither,

the dither signal is permanently left in the content signal. Errors would not

be independent between samples. For this reason, further analysis with the

three types of dither should reveal an acceptable dither signal without

materially affecting the signal quality.

Some proposed systems for implementing copyright protection into

digitally-sampled content, such as that proposed by Digimarc Corporation,

predicate the natural occurrence of artifacts that cannot be removed.

Methods for creating a digital signature in the minimized error that is

evident, as demonstrated by explanations of dither, point out another

significant improvement over the art in the system described in the present

invention and its antecedents. Every attempt is made to raise the error level

of error from LSBs to a level at which erasure necessarily leads to the
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degradation of the "protected" content signal. Furthermore, with such a

system, pirates are forced to make guesses, and then changes, at a high

enough encoding level over a maximum amount of the content signal so as

to cause signal degradation, because guessing naturally introduces error.

Thus, dither affects the present invention's envelope by establishing a

minimum encoding level. Any encoding done below the dither level might

a be erased by the dither.

One embodiment of the present invention may be viewed as the

provision of a random-super-level non-subtractive dither which contains

information (the digital watermark).

To facilitate understanding of how this does not cause audible
artifacts, consider the meaning of such encoding in terms of the SIE ratio.

In a normal 16-bit signal, there is a 98 dB SIE according to the equation SIE

= 6.02n + 1.76. Consider that the encoding of watermark information looks

like any other error, except it moves beyond the quantization level, out of

the LSBs. If the error is of a magnitude expressed in, say, 8 bits, then at

that moment, the signal effectively drops to 8 bits (16-8). This corresponds

to a momentary drop in SIE, referred to herein as the momentary SIE. Yet,

these errors are relatively few and far between and therefore, since the

signal is othenivise comprised of higher-bit samples, a "Perceived SIE" may

be derived which is simply the weighted average of the samples using the

"Pure SIE" (the samples without watermark information) and those with the

Momentary SIE. As a direct consequence, it may be observed that the more

sparse the watermark map, the fewer errors introduced in a given range,

and the higher the perceived SIE. it also helps that the error is random, and

so over time, appears as white noise, which is relatively unobtrusive. In

general, it is observed that as long as introduced errors leave resulting

samples within an envelope in the sample window described by minimum

and maximum values, before error introduction, and the map is sufficiently

30 sparse, the effects are not perceived.
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In addition, it is possible to obtain an even higher Perceived SIE by

allowing the range of introduced errors to vary between‘a minimum and

maximum amount. This makes the weighted average SIE higher by.

reducing the average introduced error level. Yet, someone trying to erase a

watermark, assuming they knew the maximum level. would have to'erase at

that level throughout the data, since they would not know how the

introduced level varies randomly, and would want to erase all watermarks.

A watermarking cipher could perform this operation and may also

introduce the further step of local dither (or other noise) significantly above

the quantization amplitude on a window by window basis randomly, to

restrict total correlation between the watermark signal and the probability

that it remains independent between samples, as with subtractive dither

implementations that are mostly concerned with the ultimate removal of the

dither signal with requantization. This ability could be used to accomplish

signal doping, which adds a degree of random errors that do not contain

watermark information so as to prevent differential analysis of multiple

watermarked copies. Alternatively, it could be used to mimic a specific

noise function in a segment of the signal in order to defeat attempts to fitter

a particular type of noise over the entire signal. By varying this function

between watermarks, it may be guaranteed that any particular filter is of no

use over the whole signal. By applying several filters in series. it seems

intuitive that the net results would be significantly different from the original

signal.

The discussion may be more appropriately introduced with perceptual

coding techniques, but a watermarking system could also defeat some

detection and correction with dither by inserting watermarks into signal

features, instead of signal samples. This would be equivalent to looking for

signal characteristics, independent of the overall sample as it exists as a

composite of a number of signals. Basically, instead of encoding on a bit

per sample basis, one might spread bits over several samples. The point of

doing this is that filtering and convolution operations, like “flanging”, which
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definitely change individual samples on a large scale, might leave intact

enough of a recognizable overall signal structure (the relationship between

multiple samples) to preserve the watermark information. This may be done

by measuring, generalizing, and altering features determined by the

relationships between samples or frequency bands. Because quantization

is strictly an art of approximation, signaHo-error ratios, and thus the

dynamic range of a given system are determined.

The choice of eliminating quantization distortion at the expense of

leaving artifacts (not perceptible) is a permanent trade-off evident in all

digitization systems which are necessarily based on approximation (the

design goal of the present invention in preanalyzing a signal to mask the

digital watermarks make imperceptibility possible). The high fidelity of

duplication and thus subsequent ability to digitally or electronically transmit

the finished content (signal) is favored by consumers and artists alike.

Moreover. where there continues to be a question of approximating in

quantization— digital watermark systems will have a natural partner in

seeking optimized envelopes in the multitude and variety of created

digitized content.

Another aspect of optimizing the insertion of digital watermarks

regards error correction. Highly redundant error codes and interleaving

might create a buffer against burst errors introduced into digital watermarks

through randomization attacks. A detailed description follows from the

nature of a digitization system» binary data can be corrected or concealed

when errors exist. Random bit errors and burst errors differ in their

occurrence:

Random bit errors are error bits occurring in a random manner, whereas

burst errors may exist over large sequences of the binary data comprising a

digitized signal. Outside the scope of the present invention are errors

caused by physical objects, such as dust and fingerprints, that contribute to

the creation of dropouts are different from the errors addressed herein.
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Measuring error with bit-error ratio (BER), block error ratio (BLER)

and burst-error length (BERL), however, provides the basis of error

correction. Redundancy of data is a focus of the present invention. This

data necessarily relies on existing data, the underlying content. To

efficiently describe optimal parameters for generating a cryptographic key

and the digital watermark message discussion of error correction and error

concealment techniques is important.

Forms of error detection include one-bit parity, relying on the

mathematical ability to cast out numbers, for binary systems including

digitization systems, such as 2. Remainders given odd or even results

(parity) that are probablistically determined to be errors in the data. For

more appropriate error detection algorithms, such as Cyclic Redundancy

Check Code (CRCC), which are suited for the detection of commonly

occurring burst error. Pohlmann (Princigles gt Digital Audio) notes the high

accuracy of CRCC (99.99%) and the truth of the following statements given

a k-bit data word with m bits of CRCC, a code word of n bits is formed (m=n—

k):

- burst errors less than or equal to m bits are always

predictable.

- the detection probability of burst errors of m+1 bits = 1-2‘“.

- the detection probability of burst errors longer than m+1 bits =

1 —2*"

- random errors up to 3 consecutive bits long can be detected.

The medium of content delivery, however, provides the ultimate floor for

CRCC design and the remainder of the error correction system.

Error correction techniques can be broken into three categories:

methods for algebraic block codes, probablistic methods for convolutional

codes, and cross-interleave code where block codes are used in a

convolution structure. As previously discussed, the general class of codes

that assist in pointing out the location of error are known generally as

Hamming codes, versus CRCC which is a linear block code.
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What is important for establishing parameters for determining

optimized error coding in systems such as digital audio are more specifically

known as-Reed-Solomon Codes which are effective methods for correcting

burst errors. Certain embodiments of the present invention presuppose the

necessity of highly redundant error codes and interleaving, such as that

done in Cross interleave Reed-Solomon Code, to counter burst errors

typically resulting from randomization attacks. More generally, certain

embodiments of the present invention include the use of Hamming Codes of

mm to provide n-‘1 bit error detection and n-2 bit error correction. Further,

a Hamming distance of n (or greater than n) is significant because of the

nature of randomization attacks. Such an attack seeks to randomize the

bits of the watermark message. A bit can be either 0 or 1, so any random

change has a 50% chance of actually changing a bit from what it was (50%

is indicative of perfect randomness). Therefore, one must assume that a

good attack will change approximately half the bits (50%). A Hamming

distance of n or greater. affords redundancy on a close par with such

randomization. In other words, even if half the bits are changed, it would

still be possible to recover the message. ’

Because interleaving and parity makes data robust for error

avoidance, certain embodiments of the present invention seek to perform

time interleaving to randomly boost momentary SIE ratio and give a better

estimate of not removing keys and watermarks that may be subsequently

determined to be "errors."

Given a particular digital content signal, parity, interleaving, delay,

and cross—interleaving, used for error correction, should be taken into

account when preprocessing information to compute absolute size

requirements of the encoded bit stream and limiting or adjusting key size

parameters to optimize and perhaps further randomize usage of key bits. In

addition, these techniques minimize the impact of errors and are thus

valuable in creating robust watermarks.
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Uncorrected errors can be concealed in digital systems.

Concealment offers a different dynamic to establish insertion parameters for

the present invention. Error concealment techniques exist because it is

generally more economical to hide some errors instead of requiring overly

expensive encoders and decoders and huge information overheads in

digitization systems. Muting, interpolation, and methods for signal

restoration (removal of noise) relate to methods suggested by the present

invention to invert some-percentage or number of watermarks so as to

ensure that at least some or as many as half of the watermarks must still

remain in the content signal to effectively eliminate the other half. Given

that a recording contains noise. whether due to watermarks or not, a

restoration which "removes" such noise is likely to result in the changing of

some bit of the watermark message. Therefore, by inverting every other

watermark, it is possible to insure that the very act of such corrections

inverts enough watermark bits to create an inverse watermark. This

inversion presupposes that the optimized watermark insertion is not truly

optimal, given the will of a determined pirate to remove watermarks from

particularly valuable content. Ultimately, the inability to resell or openly

trade unwatermarked content will help enforce, as well as dictate, the

necessity of watermarked content for legal transactions.

The mechanisms discussed above reach physical limits as the intent

of signal filtering and error correction are ultimately determined to be

effective by humans-- decidedly analog creatures. All output devices are

thus also analog for playback.

The present invention allows for a preprocessed and preanalyzed

signal stream and watermark data to be computed to describe an optimized

envelope for the insertion of digital watermarks and creation of a pseudo-

random key, for a given digitized sample stream. Randomizing the time

variable in evaluating discrete sample frames of the content signal to

introduce another aspect of randomization could further the successful

insertion of a watermark. More importantly, aspects of perceptual coding
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are suitable for methods of digital watermarks or super—audible spread

spectrum techniques that improve on the art described by the Preuss et al.

patent described above.

The basis for a perceptual coding system, for audio, is

psychoacoustics and the analysis of only what the human ear is able to

. perceive. Similar analysis is conducted for video systems, and somevmay

argue abused, with such approaches as "subliminal seduction" in _

advertising campaigns. Using the human for design goals is vastly different

than describing mathematical or theoretical parameters for watermarks. On

some level of digital watermark technology, the two approaches may I

actually complement eaCh other and provide for a truly optimized model.

The following example applies to audio applications. However. this

example and other examples provided herein are relevant to video systems

as well as audio systems. Where a human ear can discern between energy

inside and outside the "critical band," (described by Harvey Fletcher)

masking can be achieved. This is particularly important as quantization

noise can be made imperceptible with perceptual coders given the

maintenance of a sampling frequency. decreased word length (data) based

on signaling conditions. This is contrasted with the necessary decrease of 6

. dB/bit‘ with decreases in the sampling frequency as described above in the

explanation of the Nyquist Thedrem. Indeed, data quantity can be reduced

by 75%. This is an extremely important variable to feed into the

preprocessor that evaluates the signal in advance of "imprinting" the digital
watermark. ‘

In multichannel systems, such as MPEG-1, AC-3 and other

compression schemes, the data requirement (bits) is proportional to the

square root of the number of channels. What is accomplished is masking

that is nonexistent perceptually, only acoustically.

Taken to another level for digital watermarking, which is necessary

for content that may be compressed and decompressed, forward adaptive

28

DISH-Blue Spike-842

Exhibit 1004, Page 0758



DISH-Blue Spike-842
Exhibit 1004, Page 0759

W0 98/028“

10

15

20

25

30

PCT/U897]! 1455

, allocation of bits and backward adaptive allocation provide for encoding

signals into content signals in a manner such that information can be

conveyed in the transmission of a given content signal that is subsequently

decoded to convey the relatively same audible signal to a signal that carries

all of its bits— e.g., no perceptual differences between two signals that differ

in bit size. This coding technique 'must also be preanalyzed to determine

the most likely sample bits, or signal components, that will exist in the

, smaller sized signal. This is also clearly a means to remove digital

watermarks placed into LSBs, especially when they do not contribute -

theoretically perceptible value to the analyzed signal. Further methods for

data reduction coding are similarly important for preanalyzlng a given

content signal prior to watermarking. Frequency domain coders such as

subband and transform bands can achieve data reduction of ratios between

4:1 and 12:1. The coders adaptively quantize samples in each subband

based on the. masking threshold in that subband (See Pohlmann, Principles

of Digital Audio). Transform coders, however, convert time domain samples

into the frequency domain for accomplishing lossless compression. Hybrid

‘ coders combine both subband and transform coding, again with the ultimate

goal of reducing the overall amount of data in a given content signal without

loss of perceptible quality.

With digital watermarks, descriptive analysis of an information signal

is important to preanalyze a given watermark's noise signature. Analysis of

this signature versus the preanalysis of the target content signal for

optimized insertion location and key/message length, are potentially

important components to the overall implementation of a secure watermark.

it is important that the noise signature of a digital watermark be

unpredictable without the pseudo-random key used to encode it. Noise

shaping. thus. has important applications in the implementation of the

present invention. In fact. adaptive dither signals can be designed to

correlate with a signal so as to mask the additional noise— in this case a

digital watermark. This relates to the above discussion of buried data
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techniques and becomes independently important for digital watermark

systems. Each instance of a watermark, where many are added to a given-

content signal given the size of the content and the size of the watermark

message, can be "noise shaped" and the binary description of the

watermark signature may be made unique by "hashing" the data that

comprises the watermark. Generally, hashing the Watermark certificate prior

to insertion is recommended to establish differences between the data in

each and every watermark “file."

Additionally. the present invention provides a framework in which to

analyze a composite content signal that is suspected to contain a

watermarked sample of a copyrighted work, against an unwatermarked

original master of the same sample to determine if the composite content

actually contains a copy of a previously watermarked content signal. Such

an analysis may be accomplished in the following scenario;

— Assume the composite signal contains a watermark from the

sample. i .
- Assume the provision of the Suspect composite signal Cw(t) (w

subscript denotes a possible watermark) and the unwatermarked original

sample SW6). These are the only two recordings the analyzer is likely to

have access to.

Now. it is necessary to recover a watermarked sample sum.

The methods of digital signal processing allow for the computation of

an optimal estimate of a signal. The signal to be estimated is the composite

minus the watermarked sample, or C" w(t) = Cw(t) - Sw(t). The analyzer.

however, cannot determine a value of 8.,(t), since it does not know which of

the many possible Sw(t) signals was used in the composite. However. a

close estimate may be obtained by using 8",,(t). since watermarking makes

relatively minor changes to a signal.

'80, C"w(t) (an estimate of C'w(t) given Cw(t) and Sw(t)) may be obtained.

Once C".,(t) is calculated, it is simply subtracted from 0,0). This yields S'v,(t) =

Cw(t) - C",,(t). If the watermark is robust enough. and the estimate good enough,
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then S',,(t), which is approximately equal to S,,(t), can be processed to extract

the watermark. It is simply a matter of attempting watermark decoding against a

set of likely encoding key candidates.

Note that although a watermark is initially suspected to be present in the

composite, and the process as if it is, the specifics of the watermark are not

known, and a watermark is never introduced into the calculations, so a

watermark is extracted, it is- valid, since it was not introduced by the signal

processing operations.

The usefulness of this type of operation is demonstrated in the following

scenario:

I People are interested in simply proving that their copyrighted sample

was dubbed into another recording, not the specifics of ownership of the sample

used in the dubbing. So, this implies that onlya single, or limited number of

watermark keys would be used to mark samples, and hence, the decode key

candidates are limited”, since the same key would be used to encode simple 1

copyright information which never varies from copy to copy.

There are some problems to solve to accomplish this sort of processing.

The sample in question is generally of shorter duration than the composite, and

its amplitude may be different from the original. Analysis techniques could use

a combination of human-assisted alignment in the time domain, where graphical

frequency analysis can indicate the temporal location of a signal which closely

matches that of the original sample. In addition, automatic time warping

algorithms which time align separate signals, on the assumption they are similar

could also be used to solve temporal problems. Finally, once temporal

alignment is accomplished, automatic amplitude adjustment could be performed

on the original sample to provide an optimal match between the composite

section containing the sample and the original sample.

It may be desirable to dynamically vary the encoding/decoding algorithm

during the course of encoding/decoding a signal stream with a given watermark.

There are two reasons for dynamically varying the encoding/decoding

algorithm.
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The first reason for dynamically varying the encoding/decoding algorithm

is that the characteristics of the signal stream may change between one locality

in the stream and another locality in the stream in a way that significantly

changes the effects that a given encoding algorithm may have on the

perception of that section of the stream on playback. In other words, one may

want the encoding algorithm, and by implication, the decoding algorithm, to

adapt to changes in the signal stream characteristics that cause relative

changes in the effects of the encoding algorithm, so thatthe encoding process

as a whole causes fewer artifacts, while maintaining a certain level of security

or encoding a given amount of information.

The second reason for dynamically varying the encodingldecoding

I algorithm is simply to make more difficult attempts at decoding watermarks

without keys. it is obviously a more difficult job to attempt such attacks if the

encoding algorithm has been varied. This would require the attacker to guess

the correct order in which to use various decoding algorithms.

In addition, other reasons for varying the encoding/decoding algorithms

may arise in the future.

Two methods for varying of the encoding/decoding algorithms according

to embodiments of the present invention are described herein. The first method

corresponded to adaptation to changing signal characteristics. This method

requires a continuous analysis of the sample windows comprising the signal

stream as passed to the framework. Based on these characteristics, which are

mathematically well—defined ftmctions of the sample stream (such as RMS

energy, RMSIpeak ratio. RMS difference between samples - which could reflect

a measure of distortion), a new CODEC module, from among a list of pre-

defined CODECs, and the algorithms implemented in them, can be applied to

the window in question. For the purpose of this discussion, windows are

assumed to be equivalent to frames. And, in a frame—based system, this is a

straightforward application of the architecture to provide automated variance of

algorithms to encode and decode a single watermark.
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The second method for varying of the encoding/decoding algorithms

corresponds to increased security. This method is easier, since it does not

require the relatively computationally~expensive process of further analyzing

the samples in a frame passed to the Framework. in this method, the

5 Framework selects a new CODEC, from among a list of pre-defined CODECs,

to which to pass the sample frame as a function of the pseudo-random key

employed to encode/decode the watermark. Again. this is a straightforward

application of framework architecture which provides automated variance of

' algorithms to encode and decode a single watermark versus limitations evident

10 in the analysis of a single random noise signal inserted over the entire content

signal as proposed by Digimarc, NEC, Thorn EM and IBM under the general

guise of spread spectrum, embedded signalling schemes.

It is important to note that the modular framework architecture, in which

various modules including CODECs are linked to keys, provides a basic method

15 by which the user can manually accomplish such algorithmic variations for

independent watermarks. The main difference detailed above is that an

automated method to accomplish this can be used within single watermarks.

Automated analysis of composited copyrighted material offers obvious
advantages over subjective “human listening” and “human viewing" methods

20 currently used in copyright infringement cases pursued in the courts.
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What is Claimed Is:

1. A method for amplitude independent encoding of digital watermark

information in a signal. comprising steps of: _

determining in said signal a sample window having a minimum and a

maximum;

determining a quantization interval of said sample window, where said

quantitization interval can be used to quantize normalized window samples;

non-nalizing the sample window to provide normalized samples, where

normalized samples conform to a limited range of values. proportional to real

sample values, and comprise a representation of the real sample values with a

resolution higher than the real range of values, and where the normalized

‘ values can be divided by the quantization interval into distinct quantization

levels;

analyzing the normalized samples to determine quantization levels;

comparing the message bits to the corresponding quantization level

information from the analyzing step; '

when a bit conflicts with the quantization level. adjusting the quantization

level of said sample window to correspond to the message bit; and

de-norrnalizing the analyzed'normalized samples.

2. . The method according to claim 1, wherein watermark signal

characteristics or a watermark certificate can be compressed.

3. A method for amplitude independent decoding of digital watermark

information in a signal comprising steps of:

determining in said signal a sample window having a minimum and a

maximum; _ '

determining a quantization interval of said samplewindow, where said

quantitization interval can be used to quantize normalized window samples;
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normalizing the sample window to provide samples, where normalized _

samples conform to a limited range of values, proportional to real sample

values, and comprise a representation of the real sample values with a

resolution higher than the real range of values, and where the normalized

values can be divided by the quantization interval into distinct quantization

levels; and

analyzing the quantization level of said samples to determine a message

bit value.

4. The method according to claim 3, wherein watermark signal

characteristics or a watermark certificate can be compressed.

5. A method of encoding and decoding watermarks in a signal,

comprising insertion and detection of abstract signal features in said signal to

carry watermark information, wherein said abstract signal features are

mathematical functions of the input sample window, and by extension, adjacent

sample windows.

6. A method of pre-analyzing a digital signal for encoding digital

watermarks using a digital filter comprising determining what changes in the

digital signal will be affected by the digital filter.

7. The method according to claim 6, further comprising a step of

encoding watermarks so as to either avoid frequency or time delimited areas of

the signal which will be changed by the digital filter, or ensure that the

watermark will survive the changes instroduced by the digital filter. ‘

8. A method of error coding watermark message certificates using

cross interleaved codes which use error codes of high redundancy. including

codes with Hamming distances of greater than or equal to n, wherein is a

number of bits in a message block.
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1 . 9. A method of pre-processing a watermark message certificate

2 comprising determining an exact length of the watermark message as it will be

3 encoded.

1 10. The method according to claim 9. further comprising a step of

2 generating a watermark key which will provide at least one unique bit for each

3 bit comprising the watermark message.

1 11. A method of generating watermark pseudo-random key bits using

2 a non-linear generator.

1 12. A method of generating watermark pseudo-random Ikey bits using

. 2 a chaotic generator.

1 - 13. A method of mapping pseudo-random key and processing state

2 information to effect an encode l decode map using a non—linear generator.

1 14. A method of mapping pseudo-random key and processing state

2 information to effect an encode I decode map using a chaotic generator.

1 15. A method of guaranteeing watermark certificate uniqueness

2 comprising attaching a timestamp or user identification dependent hash or

3 ' message digest of watermark certificate data to the certificate.

1 16. A method of generating and modulating a local noise signal to

2 contain watermark information, wherein the noise signal is a function of at

3 least one variable which depends on key and processing state information.
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1 17. A method of dithering watermark quantizations such that the

2 dither changes an absolute quantization value. but does not change a

U quantization level or information carried in the quantization.

18. A method of encoding watermarks comprising steps of:

inverting at least one instance of the watermark bit stream; and

encoding at least one instance of the watermark using said invertedhunt-
instance of the watermark bit stream.

19. A method of decodingwatermarks comprising steps of:

considering an original watermark synchronization marker. aninverted

watermark synchronization marker, and inverted watermarks; andJanitor-n
decoding based on the considering step.

20. A method of encoding and decoding watermarks in a signal

using a spread spectrum technique to encode or decode where information is

encoded or decoded at audible levels and the encoding and decodinghostel-l
methods are pseudo-random over frequency.

21. A method of encoding and decoding watermarks in a signal

using a spread spectrum technique to encode or decode where information is

encoded or decoded at audible levels and the encoding and decodingbUNH
methods are pseudo-random over time.

1 22. The method of Claim 21, wherein the information is encoded or

2 decoded at audible levels and the encoding and decoding methods are

3 pseudo-random. over both frequency and time.

1 23. A method of analyzing composite digitized signals for

2 watermarks comprising steps of:
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obtaining a composite signal;

obtaining an unwatermarked sample signal;

time aligning the unwatermarked sample signal to the

composite signal;

gain adjusting the time aligned unwatermarked sample signal to

a corresponding segment of the composite signal, determined in the

time aligning step;

estimating a pre-composite signal using the composite signal

and the gain adjusted unwatermarked sample signal;

estimating a watermarked sample signal by subtracting the

estimated pre-composite signal from the composite signal; and

scanning the estimated watermarked sample signal for
watermarks.

24. A method for varying watermark encode/decode algorithms

automatically during the encoding or decoding of a watermark comprising

steps of:

a) assigning a list of desired CODECs to a list of corresponding. ,

signal characteristics which indicate use of particular CODECs;

h) during encoding/decoding, analyzing characteristics of the

current sample frame in the signal stream, prior to delivering the frame to a

CODEC;

c) . looking up the corresponding CODEC from the list of CODECs

in step (a) which matches the observed signal characteristics from step (b);

d) loading and/or preparing the desired CODEC; .

e) passing the sample frame to the CODEC selected in step (c);

and

f) receiving the output samples from Step (e).

25. The method according to claim 24. wherein watermark signal

characteristics or a watermark certificate can be compressed.
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26. A method for varying watermark encode/decode algorithms

automatically during the encoding or decoding of a watermark comprising

steps of: _

a) assigning a list of desired CODECs to a list of index values

which correspond to values computed as a function of the pseudo-random

watermark key and the state of the processing framework;

b) during encoding/decoding, computing the pseudo-random key

index value for the current sample frame in the signal stream, prior to

delivering the frame to a CODEC; ’

c) looking up the corresponding CODEC from the list of CODECs

in step (a) which matches the index value from step (b);

d) loading and/or preparing the desired CODEC;

e) passing the sample frame to the CODEC selected in step (c);

and

f) ' receiving the output samples from step (e).

27. The method according to claim 26, wherein watermark signal

characteristics or a watermark certificate can be compressed. I
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MULTIPLE TRANSFORM UTILIZATION AND APPLICATIONS
FOR SECURE DIGITAL WATERMARKING

BACKGROUND

The invention relates to the protection ofdigital information. More particularly,

- the invention relates to multiple transform utilization and applications for secure digital

watermarking.

- ef ' a 'o

This application claims the benefit of US. patent application Serial No.

08/587,943, filed January l7, 1996, entitled “Method for Stega-Cipher Protection of

Computer Code,” the entire disclosure of which is hereby incorporated by reference.

WM

Increasingly, commercially valuable information is being created and stored in

“digital” form. For example, music, photographs and video can all be stored and

transmitted as a series of numbers, such as'l's and 0's. Digital techniques let the

original information be recreated in a very accurate manner. Unfortunately, digital

techniques also let the information be easily copied without the owner’s permission.

Digital watermarks exist at a convergence point where creators and publishers

of digitized multimedia content demand local, secure identification and authentication

of content. Because piracy discourages the distribution of valuable digital information,

establishing responsibility for copies and derivative copies of such works is important.
The goal ofa digital watermark system is to insert a given information signal or signals

in such a manner as to leave little or no artifacts, with one standard being perceptibility,

in the underlying content signal, while maximizing its encoding level and “location

sensitivity” in the signal to force damage to the content signal when removal is

attempted. In considering the various forms of multimedia content, whether “master,”

stereo, National Television Standards Committee (NTSC) video, audio tape or compact

disc, tolerance of quality will vary with individuals and affect the underlying

commercial and aesthetic value of the content. It is desirable to tie copyrights,
ownership rights, purchaser information or some combination of these and related data

into the content in such a manner that the content undergoes damage, and therefore
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reduction of its value, with subsequent unauthorized distribution, commercial or

otherwise. Digital watermarks address many of these concerns and research in the field

has provided a rich basis for extremely robust and secure implementations.

Ofparticular concern is the balance between the value of a digitized “piece” of

content and the cost ofproviding worthwhile “protection” of that content. In a parallel

to real world economic behavior, the perceived security of a commercial bank does not

cause people to immediately deposit cash because of the expense and time required to

perform a bank deposit. For most individuals, possession of a US$100 bill does not

require any protection beyond putting it into a, wallet. The existence of the World Wide

Web, or “Web,” does not implicitly indicate that value has been createdfor media

which can be digitized, such as audio, still images and other media. The Web is simply

a medium for information exchange, not a determinant for the commercial value of

content. The Web’s use to exchange media does, however, provide information that

helps determine this value, which is why responsibility over digitized content is

desirable. Note that digital watermarks are a tool in this process, but they no not replace

other mechanisms for establishing more public issues ofownership, such as copyrights.

‘ Digital watermarks, for example, do not replace the “historical average”'approach to

value content. That is, a market of individuals willing to make a purchase based solely

on the perceived value ofthe content. By way ofexample, a picture distributed over the

Internet, or any other electronic exchange, does not necessarily increase the underlying

value of the picture, but the opportunity to reach a greater audience by this form of

“broadcast" may be a desirable mechanism to create “potentially” greater market-based

valuations. That decision rests solely with the rights holder in question.

Indeed, in many cases, depending on the time value of the content, value may

actually be reduced if access is not properly controlled. With a magazine sold on a

_ monthly basis, it is difficult to assess the value of pictures in the magazine beyond the

time the magazine is sold. Compact disc valuations similarly have time—based

variables, as well as tangible variables such as packaging versus the package-less

electronic exchange of the. digitized audio signals. The Internet only provides a means

to more quickly reach consumers and does not replace the otherwise “market-based”
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value. Digital watermarks, properly implemented, add a necessary layer of ownership

determination which will greatly assist in determining and assessing value when they

are “provably secure." The present invention improves digital watermarking technology

while offering a means to properly “tamper proof” digitized content in a manner

analogous to methods for establishing authenticity of real world goods.

A general weakness in digital watermark technology relates directly to the way

watermarks are implemented. Too many approaches leave detection and decode control

with the implementing party of the digital watermark, not the creator of the work to be

protected. This fundamental aspect ofvarious watermark technologies removes proper

economic incentives for improvement ofthe technology when third parties successfully

exploit the implementation. One specific form of exploitation obscures subsequent

watermark detection. Others regard successful over encoding using the same

watermarking process at a subsequent time.

A set of secure digital watermark implementations address this fundamental

control issue, forming the basis of “key-based” approaches. These are covered by the

following patents and pending applications, the entire disclosures of which are hereby

incorporated by reference: US Patent No. 5,613, 004 entitled “Steganographic Method

and Device” and its derivative US patent application Serial No. 08/775,216, US patent

application Serial No. 08/587,944 entitled “Human Assisted Random Key Generation

and Application for Digital Watermark System,” US Patent Application Serial No.

08/587,943 entitled “Method for Stega—Cipher Protection of Computer Code,” US

patent application Serial No. 08/677,435 entitled “Optimization Methods for the

Insertion, Protection, and Detection ofDigital Watermarks in Digitized Data,” and US

I Patent Application Serial No. 08/772,222 entitled “Z-Transform Implementation of

Digital Watermarks.” Public key crypto-systems are described in US Patents No.

4,200,770, 4,218,582, 4,405,829 and 4,424,414, the entire disclosures ofwhich are also

hereby incorporated by reference.

By way of improving these digital watermark security methods, utilization of

multiple transforms, manipulation ofsignal characteristics and the requisite relationship

to the mask Set or “key” used for encoding and decoding operations are envisioned, as
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are optimized combinations of these methods. While encoding a watermark may

ultimately differ only slightly in terms ofthe transforms used in the encoding algorithm,

the greater issues ofan open, distributed architecture requires more robust approaches

to survive attempts at erasure, or even means for making detection of the watermark

5 impossible. These “attacks,” when computationally compared, may be diametrically

related. For instance, cropping and scaling differ in signal processing orientation, and

can result in the weakening of a particular watermarking approach but not all

watermarking approaches.

Currently available approaches that encode using either a block-based or entire

10 data set transform necessarily encode data in either the spatial or frequency domains,

but never both domains. A simultaneous crop and scale affects the spatial and

fi'equency domains enough to obscure most available watermark systems. The ability

to survive multiple manipulations is an obvious benefit to those seeking to ensure the

security oftheir watermarked media. The present invention seeks to improve on key- *

15 based approaches to watermarking previously disclosed, while offering greater control

of the subsequently watermarked content to rights owners and content creators.

Many currently available still image watermarking applications are

fundamentally different from the key-based implementations. Such products include

products offered by Digimarc and Signum, which seek to provide a robust watermark

20 by encoding watermark messages that rely entirely on comparisons with the original

image for decode operations. The subsequent result of the transform, a discrete cosine

transform performed in blocks, is digital signed. The embedded watermarks lack any

relationship to the perceptual qualities of the image, making inverse application ofthe

publicly available decoders a very good first line of attack. Similarly, the encoding

25 process may be applied by third parties, as demonstrated by some robustness tests, using

one process to encode over the result of an image watermarked with another process.

Nonrepudiation ofthe watermark is not possible, because Digimarc and Signum act as

the repository of all registrations of the image's ownership.

Another line of attack is a low pass filter that removes some of the high

30 fi-equency noise that has been added, making error-free detection difficult or impossible.

DISH-Blue Spike-842

Exhibit 1004, Page 0776



DISH-Blue Spike-842
Exhibit 1004, Page 0777

W0 99/5227! PCT/US99/07262

5

Finally, many tests ofa simple JPEG transform indicate the watermarks may not survive

as JPEG is based on the same transforms as the encoding transforms used by the

watermarking process. Other notable implementations, such as that offered by Signafy

(developed by NEC researchers), appear to encode watermark messages by performing

5 a transform ofthe entire image. The goal ofthis process is to more consistently identify

“candidate” watermark bits or regions ofthe image to encode in perceptually significant

regions of the signal. Even so, Signafy relies on the original unwatermarked image to

accomplish decoding.

All of these methods still rely on the original unwatennarked image to ensure

10 relatively error-free detection ofthe watermarks. The steganographic method seeks to

provide watermark security without an original unwatermarked copy of the media for

decode operations, as well as providing users cryptographic security with ciphered

symmetric keys. That is, the same key is used for encode and decode operations.

Public key pairs, where each user has a public/private key pair to perform asymmetric

15 encode and decode operations, can also be used. Discussions of public key encryption

and the benefits related to encryption are well documented. The growing availability

ofa public key infrastructure also indicates recognition ofprovable security. With such

key—based implementations of watermarking, security can be off-loaded to the key,

providing for a layered approach to security and authentication of the watermark

20 message as well as the watermarked content.

It is known that attacks on the survivability ofother implementations are readily

available. Interesting network-based attacks on the watermark message are-also known

which fool the central registration server into assuming an image is owned by someone

other than the registered owner. This also substantiates the concern that centralized

25 watermarking technologies arenot robust enough to provide proper assurances as to the

ownership of a given digitized copy of an multimedia work.

Because the computational requirements ofperforming multiple transforms may

not be prohibitive for certain media types, such as still images and audio, the present

invention seeks to provide a means to securely watermark media without the need for

30 an original unwatermarked copy to perform decoding. These transforms may be
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performed in a manner not plainly evident to observers or the owner ofthe content, who

may assume the watermark is still detectable. Additionally, where a particular media

type is commonly compressed (JPEG, MPEG, etc.), multiple transforms may be used

to properly set the mask sets, prior to the watermarking process, to alert a user to

survivability prior to the release of a watermarked, and thus perceived, “safe” copy to

unknown parties. The result of the present invention is a‘more realistic approach to

watermarking taking the media type, as well as the provable security of the keys into

consideration. A more trusted model for electronic commerce is therefore possible.

The creation ofan optimized “envelope” for insertion ofwatermarks to establish

secured responsibility for digitally-sampled content provides the basis of much

watermark security but is also a complementary goal of the present invention. The

predetermined or random key that is generated is not only an essential map to access the

hidden information signal, but is also the a subset ofthe original signal making direct

comparisons with the original signal unnecessary. This increases the overall security

of the digital watermark. I

Survival of simultaneous cropping and scaling is a difficult task with image and

audio watermarking, where such transformations are common with the inadvertent use

of images and audio, and with intentional attacks on the watermark. The corresponding

effects in audio are far more obvious, although watermarks which are strictly

“frequency-based,” such as variations of spread spectrum, suffer from alignment issues

in audio samples which-have: been “cropped,” or clipped from the original length ofthe

piece. Scaling is far more noticeable to the human auditory system, though slight

changes may affect frequency-only-type watermarks while not being apparent to a

consumer. The far greater threat to available audio watermark applications, most of

which are variations of frequency-based embedded signaling, are generally time-based

transformations, including time~based compression and expansion of the audio signal.

Signafy is an example of spread spectrum-based watermarking, as are applications by

Solana Technology, CRL, BBN, MIT, etc. “Spatial domain” approaches are more

appropriate designations for the technologies deployed by. Digimarc, Signum, ARIS,

Arbitron, etc. Interestingly, a time-based approached when considered for images is
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basically a “spatial-based” approach. The pixels are “convolutional.” The difference

being that the “spread spectrum-ed” area of the frequencies is “too” well—defined and

thus susceptible to over-encoding of random noise at the same sub-bands as that of the

embedded signal.

Giovanni uses a block-based approach for the actual watermark. However, it

is accompanied by image-recognition capable of restoring a scaled image to its original

scale. This “dc-scaling” is applied before the image is decoded. Other systems used a

“differencing” of the original image with the watermarked image to “dc-scale.” It is

clear that de-scaling is inherently important to the survival ofany image, audio or video

watermark. What is not clear is that the differencing operation is acceptable from a

security standpoint. Moreover, differencing that must be carried out by the

watermarking “authority,” instead of the user or creator of the image, causes the rights

owner to lose control over the original unwatermarked content. Aside from utilizing

the mask set within the encoding/decoding key/key pair, the original signal must be

used. The original is necessary to perform detection and decoding, although with the

attacks described above it is not possible to clearly establish ownership over the

watermarked content.

In view of the foregoing, it can be appreciated that a substantial need exists for

_ multiple transform utilization and applications for secure digital watermarking that

solve the problems discussed above.

The disadvantages of the art are alleviated to a great extent by multiple

transform utilization and applications for secure digital watermarking. In one

' embodiment of the present invention, digital blocks in digital information to be

protected are transformed into the fi'equency domain using a fast Fourier transform. A

plurality, of frequencies and associated amplitudes are identified for each of the ,

transformed digital blocks and a subset ofthe identified amplitudes is selected for each

of the digital blocks using a primary mask from a key. Message information is selected

from a message using a transformation table generated with a convolution mask. The
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chosen message information is encoded into each of the transformed digital blocks by

altering the selected amplitudesbased on the selected message information.

With these and other advantages and features of the invention that will become

hereinafier apparent, the nature of the invention may be more clearly understood by

reference to the following detailed description ofthe invention, the appended claims and

to the several drawings attached herein. I

W

FIG. 1 is a block flow diagram of a method for encoding digital information

according to an embodiment of the present invention.

FIG. 2 is a block flow diagram of a method for descaling digital information

according to an embodiment of the present invention.

FIG. 3 is a block flow diagram of a method for decoding digital information

according to an embodiment of the present invention.

E 'l 1 L . .

In accordance with an embodiment ofthe present invention, multiple transforms

are used with. respect to secure digital watermarking. There are two approaches to

watermarking using frequency-domain or spatial domain transformations: using small

blocks or using the entire data-set. For time-based media, such as audio or video, it is

only practical to work in small pieces, since the‘entire file can be many megabytes in
size. For still images, however, the files are usually much smaller and can be

transformed in a single operation. The two approaches each have their own strengths.

Block-based methods are resistant to cropping. Cropping is the cutting out or removal

ofportions of the signal. Since the data is stored in small pieces, a crop merely means

the loss ofa few pieces. As long as enough blocks remain to decode a single, complete

watermark, the crop does not remove the mark. Block-based systems, however, are

susceptible to scaling. Scaling, such as afiine scaling or “shrinking,” leads to a loss of

the high frequencies of the signal. If the block size is 32 samples and the data is scaled

by 200%, the relevant data now covers 64 samples. However, the decoder still thinks

that the data is in 32 samples, and therefore only uses half the space necessary to

properly read the watermark. Whole-set approaches have the opposite behavior. They
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are very good at surviving scaling, since they approach the data as a whole, and

generally scale the data to a particular size before encoding. Even a small crop,

however, can throw off the alignment of the transform and obscure the watermark.

With the present invention, and by incorporation of previously disclosed

material, it is now possible to authenticate an image or song or video with the encoding

key/key pair, eliminating false positive matches with cryptography and providing for

the communication of a copyright through registration with third party authorities,

instead of the original unwatermarked copy.

The present invention provides an obvious improvement over the prior art while

improving on previous disclosures by offsetting coordinate values ofthe original signal

onto the key, which are then subsequently used to perform decode or detection

operations by the user or authorized “key-holder.” This offsetting is necessary with

content which may have a watermark “payload,” the amount of data that may

successfully be encoded, based on Shannon's noisy channel coding theorem, that

prevents enough invisible “saturation” of the signal with watermark messages to afford

the owner the ability to detect a single message. An example, it is entirely possible that

some images may only have enough of a payload to carry a single 100 bit message, or

12 ASCl] characters. In audio implementations tested by the present inventor, 1000 bits

per second are inaudibly encoded in a 16 bit 44.1 kHz audio signal. Most electronically

available images do not have enough data to afford similar “payload” rates. Thus the

premise that simultaneous cropping and scaling survival is more difficult for images

than a comparable commercially available audio or video track. The added security,

benefit is that the more limited randomizer of a watermarking system based on spread

spectrum or frequency-only applications, the random value of the watermark data

“hopping “over a limited signaling band, is that the key is also an independent source

of ciphered or random data used to more effectively encode in a random manner. The

key may actually have random values larger than the watermark message itself,

measured in bits. The watermark decoder is assured that the image is in its original

scale, and can decide whether it has been cropped based on its “de-scaled” dimensions.

DISH-Blue Spike-842

Exhibit 1004, Page 0781



DISH-Blue Spike-842
Exhibit 1004, Page 0782

W0 99/5227] _ ~ PCTlUS99/07262

10

The benefits ofa system requiring keys for watermarking content and validating

the distribution of said content is obvious. Difi‘erent keys may be used to encode

different information while secure one way hash functions, digital signatures, or even

one—time pads may be incorporated in the key to secure the embedded signal and afford

5 nonrepudiation and validation of the watermarked image and “its” key/key pair.

Subsequently, these same keys may be used to later validate the embedded digital

signature only, or fully decode the digital watermark message. Publishers can easily

stipulate that content not only be digitally watermarked, but that distributors must check

the validity ofthe watermarks by performing digital signature checks with keys that lack

10 any other functionality. '

Some discussion of secure digital watermarking has begun to appear. Leighton

describes a means to prevent collusion attacks in digital watermarks in US Patent No.

5,664,018. Leighton, however, may not actually provide the security described. For

example, in particularly instances where the watermarking technique is linear, the

15 “insertion envelope” or “watermarking space” is well-defined and thus susceptible to

attacks less sophisticated than collusion by unauthorized parties. Over encoding at the

watermarking encoding level is but one simple attack in such linear implementations

Another consideration ignored by Leighton is that commercially-valuable content in

many cases may already exist in a unwatermarked form somewhere, easily accessible

20 to potential pirates, gutting the need for any type of collusive activity. Such examples

as compact disc or digitally broadcast video abound. Digitally signing the embedded

signal with preprocessing of watermark data is more likely to prevent successful

collusion. Depending on the media to be watermarked, highly granular watermarking

algorithms are far more likely to successfully encode at a level below anything

' 25 observable given quantization artifacts, common in all digitally-sampled media, than

expectations that a baseline watermark has any functionality. .

Furthermore, a “baseline” watermark as disclosed is quite subjective. It is

simply described elsewhere in the'art as the “perceptually significant” regions of a

signal: so making a watermarking function less linear or inverting the insertion of

30 watermarks would seem to provide the same benefit without the additional work
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required to create a “baseline” watermark. Indeed, watermarking algorithms should

already be capable ofdefining a target insertion envelope or region without additional

steps. Further, earlier disclosed applications by the present invention's inventor describe

watermarking techniques that can be set to encode fewer bits than the available

5 watermarking region's “bit-space” or encoding unrelated random noise in addition to

watermark data to confuse possible collusive or other attempts at erasure. The region

of “candidate bits” can be defined by any number of compression schemes or

transformations, and the need to encode all of the bits is simply unnecessary. What is

evident is that Leighton does not allow for initial prevention of attacks on an embedded

10 watermark as the content is visibly or audibly unchanged. Moreover, encoding all of

the bits may actually act as a security weakness to those who can replicate the regions

with a knowledge of the encoding scheme. Again, security must also be offset outside

of the actual. watermark message to provide a truly robust and secure watermark

implementation.

15 In contrast, the present invention may be. implemented with a variety of

cryptographic protocols to increase both confidence and security in the underlying

system. A predetermined key is described as a set ofmasks. These masks may include

primary, convolution and message delimiters but may extend into additional domains

such as digital signatures of the message. In previous disclosures, the functionality of

20 these masks is defined solely for mapping. Public and private keys may be used as key

pairs to further increase the unlikeliness that a key may be compromised. Prior to

encoding, the masks described above are generated by a cryptographically secure

random generation process. A block cipher, such as DES, in combination with a

sufficiently random seed value emulates a cryptographically secure random bit

25 generator. These keys will be saved along with information matching them to the

sample stream in question in a database for use in descrambling and subsequent

detection or decode operation.

These same cryptographic protocols can be combined with embodiments of the

present invention in administering streamed content that requires authorized keys to

30 correctly display or play said streamed content in an unscrambled manner. As with
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digital watermarking, symmetric or. asymmetric public key pairs may be used in a

variety of implementations. Additionally, the need for certification authorities to

maintain authentic key-pairs becomes a consideration for greater security beyond

symmetric key implementations, where transmission security is a concern.

The following describes a sample embodiment of a system that protects digital

information according to the present invention. Referring now in detail to the drawings

wherein like parts are designated by like reference numerals throughout, there is

illustrated in FIG. 1 a block flow diagram of a method for encoding digital information

according to an embodiment of the present invention. An image is processed by

“blocks,” each block being, for example, a 32 x 32 pixel region in a single color

channel. At step 110, each block is transformed into the frequency domain using a

spectral transform or a Fast Fourier Transform (FFT). The largest 32 amplitudes are

identified and a subset of these 32 are selected using the primary mask from the key at

steps 120 and 130. One message bit is then encoded into each block at steps 140 and

150. The bit is chosen from the message using a transformation table generated using

the convolution mask. If the bit is true, the selected amplitudes are'reduced by a user

defined strength fraction. If the bit is false, the amplitudes are unchanged.

Each of the selected amplitudes and frequencies are stored in the key. After all

of the image has been processed, a diagonal stripe of pixels is saved in the key. This _

stripe can, for example, start in the upper left comer and proceed at a 45 degreeangle

through the image. The original dimensions of the image are also stored in the key.

FIG. 2 is a block flow diagram of a method for descaling digital information

according to an embodiment of the present invention. When an image is chosen to be

decoded, it first is checked to determine if it has been cropped and/or scaled. If so, the

image is scaled to the original dimensions at step 210. The resulting “stripe,” or

diagonal line ofpixels, is fit against the stripe stored in the key at step 220. If the fit is

better than the previous best fit, the scale is saved at steps 230 and 240. Ifdesired, the

image can be padded with, for example, a single row or column of zero pixels at step
260 and the process can be repeated to see if the fit improves.
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If a perfect fit is found at step 250, the process concludes. If no perfect fit is

found, the process continues up to a crop “radius” set by the user. For example, if the

crop radius is 4 the image can be padded up to 4 rows and/or 4 columns. The best fit

is chosen and the image is restored to its original dimension, with any cropped area

replaced by zeroes.

Once the in formation has been descaled, it can be decoded according to an

embodiment of the present invention shown in FIG. 3. Decoding is the inverse process

of encoding. The decoded amplitudes are compared with the ones stored in the key in

order to determine the position of the encoded bit at steps 310 and 320. The message

is assembled using the reverse transformation table at step 330. At step 340, the

message is then hashed and the hash is compared with the hash ofthe original message.

The original hash had been stored in the key during encoding. If the hashes match, the

message is declared valid and presented to the user at step 350.

Although various embodiments are specifically illustrated and described

herein, it will be appreciated that modifications and variations of the present

invention are covered by the above teachings and within the purview ofthe appended

claims without departing from the spirit and intended scope of the invention.

Moreover, similar operations have been applied to audio and video content for time-

based manipulations of the signal as well as amplitude and pitch operations. The

ability to descale or otherwise quickly determine difi‘erenci'ng. without use of the

unwatermarked original is inherently important for secure digital watermarking. It

is also necessary to ensure nonrepudiation and third part authentication as digitized

content is exchanged over networks.
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_W_hat is claimed is:

l. A method for encoding a message into digital information, the digital

information including a plurality of digital blocks, comprising the steps of:

transforming each of the digital blocks into the. frequency domain using a

spectral transform;

identifying a plurality of frequencies and associated amplitudes for each of

the transformed digital blocks;

selecting a subset of the identified amplitudes for each of the digital blocks

using a primary mask from a key;

choosing message information from the message using a transformation table

generated with a convolution mask; and

encoding the chosen message information into each of said transformed

digital blocks by altering the selected amplitudes based on the chosen message

information.

2. The method of claim 1 wherein the transforming step comprises:

transforming each ofthe digital blocks into the frequency domain using a fast

Fourier transform.

3. The method ofclaim 2, wherein the digital information contains pixels in

a plurality of color channels forming an image, and each of the digital blocks

represents a pixel region in one of the color channels.

4. The method of claim 1, wherein the digital information contains audio

information.

5. The method ofclaim 2, wherein said step of identifying comprises:

identifying a predetermined number of amplitudes having the largest values

for each of the transformed digital blocks.

6. The method of claim 2, wherein the chosen message information is a

message bit and wherein said step of encoding comprises the step of:

encoding the chosen message bit into each of said transformed digital blocks

by reducing the selected amplitudes using a strength fraction if the message bit is

due, and not reducing the selected amplitudes if the message bit is false.
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7. The method of claim 6, wherein the strength fraction is user defined.

8. The method of claim 2, further comprising the step of storing each of the

selected amplitudes and associated frequencies in the key.

9. The method ofclaim 2, further comprising the step of storing a reference

5 subset of the digital information into the key.

10. The method ofclaim 2, wherein the digital information contains pixels

forming an image, further comprising the steps of:

saving a reference subset of the pixels in the key; and

storing original dimensions of the image in the key.

10 11. The method of claim 1, wherein the digital information contains audio

information, further comprising the steps of:

saving a reference subset of audio information in the key; and

storing original dimensions of the audio signal in the key.

12. The method of claim 10, wherein the reference subset ofpixels form a

15 line of pixels in the image.

13. The method of claim 11, wherein the reference subset of audio

information includes an amplitude setting. '

14. The method of claim 8, wherein the image is a rectangle and the

reference subset of pixels form a diagonal of the rectangle.

20 15. The method of claim 2, further comprising the step of:

requiring a predetermined key to decode the encoded message information.

16. The method of claim 2, further comprising the step of:

requiring a public key pairto decode the encoded message information.

17. The method of claim 2, further comprising the steps of:

25 calculating an original hash value for the message; and

storing the original hash value in the key.

18. A method for descaling digital information using a key, comprising the

steps of:

determining original dimensions of the digital infomation from the key;

30 scaling the digital information to the original dimensions;
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obtaining a reference subset of information from the key; and

comparing the reference subset with corresponding information in the scaled

digital information.

19. The method ofclaim 18 wherein the digital information being descaled

5 is a digital image and the step of obtaining a reference subset of information from

the key comprises obtaining a reference subset of pixels from the key. - .

20. The method ofclaim 18 wherein the digital information being descaled

is audio digital information and the step of obtaining a reference subset of

information from the key comprises obtaining a reference subset of audio

10 information from the key.

21. The method of claim 19, wherein said step of comparing determines a

first fit value based on the comparison, and wherein the method further comprises

the steps of: . .

padding the scaled digital image with an area ofpad pixels; and

15 re-comparing the reference subset of pixels with corresponding pixels in the

padded image to determine a second fit value.

22. The method ofclaim 20, wherein the area ofpad pixels is a row of single

pixels.

23. The method of claim 20, wherein the area of pad pixels is a column of

20 single pixels. ‘

24. The method ofclaim 20, wherein said steps ofpadding and re-compan‘ng

are performed a plurality of times.

25. The method of claim 20, further comprising the step of choosing a best

fit value among the determined fit values and restoring the digital image to the

25 original size, including any pad pixels associated with the best fit value.

26. A method of extracting a message from encoded digital information

using a predetermined key, comprising the steps of:

decoding the encoded digital information into digital information, including

a plurality of digital blocks, using the predetermined key;
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transforming each of the digital blocks into the frequency domain using a

spectral transform;

identifying a plurality of frequencies and associated amplitudes for each of

the transformed digital blocks;

5 selecting a subset of the identified amplitudes for each of the transformed

digital blocks using a primary mask from the key; I

comparing the selected amplitudes with original amplitudes stored in the

predetermined key to determine the position of encoded message information; and

assembling the message using the encoded message information and a

10 reverse transformation table.

27. The method of claim 26 wherein the step of transforming comprises:

transforming each ofthe digital blocks into the frequency domain using a fast

Fourier transform.

28. The method of claim 27, further comprising the steps of:

15 calculating a hash value for the assembled message; and

comparing the calculated hash value with an original hash value in the

predetermined key. .

29. A method for descaling a digital signal using a key, comprising the steps

of: '

20 determining original dimensions of the digital signal from the key;

scaling the digital signal to the original dimensions;

obtaining a reference signal portion from the key; and

comparing the reference signal portion with a corresponding signal portion

in the scaled signal.

- 25 30. A method for protecting a digital signal comprising the step of:

creating a predetermined key comprised ofa transfer function-based mask set

and offset coordinate values of the original digital signal; and

encoding the digital signal using the predetermined key.

3]. The method of claim 30, wherein the digital signal represents a

30 continuous analog waveform.
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32. The method of claim 30, wherein the predetermined key comprises a

plurality of mask sets.

33. The method of claim 30, wherein the mask set is ciphered by a key pair

comprising a public key and a private key.

5 34. The method of claim 30, further comprising the step of:

using a digital watermarking technique to encode information that identifies

ownership, use, or other information about the digital signal, into the digital signal.

35. The method of claim 30, wherein the digital signal represents a still

image, audio or video.

10 36. The method of claim 30, further comprising the steps of:

selecting the mask set, including one or more masks having random or

pseudo-random series of bits; and

validating the mask set at the start of the transfer function-based mask set.

37. The method of claim 36, wherein said step of validating comprises the

15 step of:

comparing a hash value computed at the start of the transfer function-based

mask set with a determined transfer function of the hash value.

38. The method of claim 36, wherein said step of validating comprises the

. step of:

20 - ‘ comparing a digital signature at the start ofthe transfer function-based mask
V set with a determined tr'ansfer function of the digital signature.

39. The method of claim 36, further comprising the step of:

using a digital watermarking technique to embed information that identifies

. ownership, use, or other information about the digital signal, into the digital signal;

25 and i

. wherein said step of validating is dependent on validation of the embedded

information.

40. The method of claim 30, further comprising the step of:
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computing a secure one way hash function ofcarrier signal data in the digital

signal, wherein the hash function is insensitive to changes introduced into the carrier

signal for the purpose of carrying the transfer function-based mask set. _

41. A method for protecting a digital signal, comprising the steps of:

5 creating a predetermined key comprised ofa transfer function-based mask set

and offset coordinate values of the original digital signal;

authenticating the predetermined key containing the correct transfer

function-based mask set during playback of the data; and

metering the playback of the data to monitor content to determine if the

10 digital signal has been altered.

42. The method of claim 30, wherein the digital signal is a bit stream and

further comprising the steps of:

generating a plurality ofmasks to be used for encoding, including a random

primary mask, a random convolution mask and a random start ofmessage delimiter; _

15 generating a message bit stream to be encoded; '

loading the message bit stream, a stega-cipher map truth table, the primary

mask, the convolution mask and the start of message delimiter into memory;

initializing the state ofa primary mask index, a convolution mask index, and

a message bit index; and

20 setting a message size equal to the total number of bits in the message bit

stream. :

43. The method of claim 42 wherein the digital information has a plurality

ofwindows, further comprising the steps of: I

calculating over which windows in the sample stream the message will be

25 encoded;

- computing a secure one way hash function of the information in the

calculated windows, the hash function generating hash values insensitive to changes

in the samples induced by a stega-cipher; and

encoding the computed hash values in an encoded stream of data.
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44. The method 'of claim 40, wherein said step of selecting comprises the

steps of: .

collecting a series'of random bits derived from keyboard latency intervals in

random typing;

5 processing the initial series of randoni bits through an MDS algorithm;

using the results ofthe MDS processing to seed a triple-DES encryption loop;

cycling through the triple-DES encryption loop, extracting the least

significant bit ofeach result after each cycle; and

concatenating the triple-DES output bits into the random series of bits.

10
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‘3 ff INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent Classification 7 = (11) International Publication Number: WO 00157643

H04N 7/167 (43) International Publication Date: 28 September 2000 (28.09.00)

(21) International Application Numher: . PCI‘IUSOOIO6522 (81) Designated States: JP. US, European patent (AT, BE, CH, CY,
' DE, DK, ES, FI, FR. GB. GR. IE. IT, LU, MC, NL, PT,

(22) International Filing Date: 14 March 2000 (14.03.00) SE).

(30) Priority Data: Published ‘ .
60/125,990 24 March 1999 (24.03.99) US With international search report.

Before the expiration of the time limit for amending the
‘ claims and to be republished in the event of the receipt of

(71) Applicant (for all designated States except US): BLUE SPIKE. amendments. '
INC. [US/US]; 1671] Collins Avenue, Miami, FL 33160
(US).

(72) Inventors; and
(75) Inventors/Applicants (for US only): MOSKOWI'IZ, Scott,

A. [US/US]; 167” Collins Avenue, Miami, FL 33160
(US). BERRY, Michael [US/US]; 12401 Princess Jeanne,
Albuquerque, NM 87112 (US).

(74) Agents: CHAPMAN, Floyd, B. et al.; ‘Baker Butts, L.L.P., 1299
Pennsylvania Avenue, N.W., Washington, DC 20004 (US).

(54) Title: UTILIZING DATA REDUCTION IN STEGANOGRAPHIC AND CRYPTOGRAPHIC SYSTEMS

(57) Abstract

The present invention is a method for protecting a
data signal where the method comprises the following steps:
applying a data reduction technique (200) to the signal to
produce a reduced signal. subtracting (60) the reduced data
signal from the original signal to produce a remainder signal
(39), embedding (300) a first watermark into the reduced
data signal to produce a watemiarked redued data signal,
and adding (50) the watermarked reduced signal to the
remainder signal to produce an output signal (90). A second
watermark (30]) may be embedded into the remainder
signal (39) before the final addition (50) step. Cryptographic
techniques may be employed to encrypt the remainder signal
and/or the reduced signal prior to the addition step (50). 
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WO 00/57643 ’ PCTMSW/06522
H

UTILIZING DATA REDUCTION IN STEGANOGRAPHIC
AND CRYPTOGRAPHIC SYSTEMS

FIELD OF INVENTION

This invention relates to digital signal processing, and more particularly to a

method and a system for encoding at least one digital watermark into a signal as a'

means of conveying information relating to the signal and also protecting against

unauthorized manipulation of the signal.

BACKGROUND OF INVENTION

Digital watermarks help to authenticate the content of digitized multimedia

information, and can also discourage piracy. Because piracy is clearly a disincentive

tothe digital distribution of copyrighted content, establishment of responsibility for

copies and derivative copies of such works is invaluable. In considering the various

forms of multimedia content, whether "master," stereo, NTSC video, audio tape or

compact disc, tolerance of quality will vary with individuals and affect the underlying

commercial and aesthetic value of the content. ' It is desirable to tie copyrights,

ownership rights, purchaser information or some combination ofthese and related data

into the content in such a manner that the content must undergo damage, and therefore

reduction of its value, with subsequent, unauthorized distribution, commercial or

otherwise. Digital watermarks address many of these concerns.

A matter ofgeneral weakness in digital watermark technology relates directly

I to the manner of implementation of the watermark. Many approaches to digital

watermarking leave detection and decode control with the implementing party of the

digital watermark, not the creator of the workto be protected. This weakness removes

proper economic incentives for improvement of the technology. One specific form of

exploitation mostly regards efforts to obscure subsequent watermark detection. Others

regard successful over encoding using the same watermarking process at a subsequent

time. Yet another way to perform secure digital watermark implementation is through

"key-based" approaches.
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IQ

aws a distinction’between a “forensic watermark," based on
This paper dr

or "universal” watermark which isand a “copy control"

asily implemented into any general computing or
ark can be forensic if it can identify the source

provably—secure methods,

intended to be low cost and e

consumer electronic device. A watenn

of the data fiom which a copy was made. For example, assume that digital data are
red on a disk and provided to “Company A" (the “A disk”). Company A makes an

(the “B disk”). A forensic

k," would identify the “B

Sto

rized copy and delivers the copy to “Company B"

present in the digital data stored on the “A dis
unautho

watermark, if

dis ” as having been copied from the “A dis .“
hand, a copy control or universal watermark is an emb

” which may be changed (a “session key”) to increase
On the other edded signal

which is governed by a "key

security, or one that is easily accessible to devices that may offer less than strict
sal" nature of the watermark is the computationally

cryptographic security. The “univer

inexpensive means for accessing or other associating the waterka with operations that
can include playback, recording or manipulations of the media in which it is embedded.

A fundamental difference is that the universality of a copy control mechanism,

which must be redundant enough to survive many signal manipulations to eliminate
casual piracy, is at odds with the far greater problem of

ven instance of a suspected copying of a copyrighted medi

pirates must be dealt with by encouraging 3rd party authentic
“transactional watermarks" (which are

establishing responsibility

for a gi a work. The more
dedicated

“forensic watermarks" or those that constitute

copy of said content to be Watermarked as per thegiven transaction).

ation with

encoded in a given

The goal of a digital watermark system is to insert a given information signal
or signals in such a manner as to leave little or no evidence of the presence of the

content signal. A separate but equal goal isinformation signal in the underlying
g level and "location sensitivity" in themaximizing the digital watermark’s encodin

underlying content signal such that the watermark cannot be removed without damage
to the content signal.
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One means of implementing a digital watermark is to use key-based security.

A predetermined or random key can be generated as a map to access the hidden
information signal. A key pair may also be used. With a typical key pair, a party

possesses a public and a private key. The private key is maintained in confidence by
the owner of the key, while the owner’5 public key13 disseminated to those persons in
the

and can only be read by another person who possesses the corresponding public key.
Similarly, a message encrypted with the person’s public key can only be decrypted with
the corresponding private key. Of course, the keys or key pairs may be processed in
separate software or hardware devices handling the watermarked data.

SUMMARY OF THE INVENTION

data signal comprises the steps of: applying a dataA method of securing a

reduction technique to reduce the data signal into a reduced data signal; subtracting said
reduced data signal from the data signal to produce a remainder signal; using a first

cryptographic technique to encrypt the reduced data signal to producean encrypted,
reduced data signal; using a second cryptographic technique to encrypt the remainder

signal to produce an encrypted remainder signal; and adding said encrypted, reduced
duce an output signal.data signal to said encrypted remainder signal to pro

3 to apply a data reductionA system for securing a data signal comprises: mean

technique to reduce the data signal into a reduced data signal; means to subtract said
reduced data signal from the data signal to produce a remainder

'gnal to produce ana first cryptographic technique to encrypt the reduced data 51
graphic technique to

signal; means to apply

encrypted, reduced data signal; means to apply a second crypto

encrypt the remainder signal to produce an encrypted remainder signal; and means to
add said encrypted, reduced data signal to said encrypted remainder signal to produce

an output signal.
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A method of securing a data signal comprises the steps of: applying a data

reduction technique to reduce the data signal into a reduced data signal; subtracting said
gnal; embedding a

ed data
reduced data signal from the data signal to produce a remainder s1

first watermark into said reduced data signal to produce a watermarked, reduc

signal; embedding a second watermark into said remainder signal to produce a
watermarked remainder signal; and adding said watermarked, reduced data signal to

said watermarked remainder signal to produce an output signal.

A method of protecting a data signal comprises: applying a data reduction

- technique to reduce the data signal into a reduced data signal; subtracting said reduced
data signal from the data signal to produce a remainder

technique to scramble said reduced data signal to produce a 5

signal; using a first scrambling

crambled, reduced data

signal; using a second scrambling technique to scramble said remainder signal to
produce a scrambled remainder signal, and adding said scrambled, reduced data signal
to said scrambled remainder signal to produce an output signal.

There are two design goals in an overall digital watermarking system's 10w cost,

and universality. Ideally, a method for encoding and decoding digital watermarks in

digitized media for copy control purposes should be inexpensive and universal. This
is essential in preventing casual piracy. On the other hand, a more secure form of

protection, such as a " forensic watermarks," can afford to be computationally intensive
to decode, but must be unaffected by repeated re-

An ideal method for achieving these results would separate

encoding of a copy control watermark.

the signal into different

areas, each of which can be accessed independently. The embedded signal or may
simply be “watermark bits" or “executable binary code, ” depending on the application

e cf security sought. Improvements to separation have been made possible byandtyp

enhancing more of the underlying design to meet a number of clearly problematic
issues. The present invention interprets the signal as a stream which may be split into
separate streams of digitized samples or may undergo data reduction (including both
lossy and lossless compression, such as MPEG lossy compression and Meridian’s
lossless compression, down sampling, common to many studio operations, or any
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related data reduction process). The stream of data can be digital in nature, or may also

be an analog waveform (such as an image, audio, video, or multimedia content), One

gital data is executable binary code. When applied to computer code, the
r more efficient, secure, copyright protection when handling

example of di

present invention allows fo

functionality and associations with predetermined keys and key pairs in sofiware

applications or the machine readable versions of such code in microchips and hardware
devices. Text may also be a candidate for authentication or higher levels of security '

The subsets of the data stream combine meaningful and meaningless bits of data which

may be mapped or transferred depending on the application intended by the

implementing party.

The present invention utilizes data reduction to allow better performance in
watermarking as well as cryptographic methods concerning binary executable code, its
machine readable form, text and other functionality-based or communication—related

applications. Some differences may simply be in the structure of the key itself, a
pseudo random or random number string or one which also includes additional security
with special one way functions or signatures saved to the key. The key may also be
made into key pairs, as is discussed in other disclosures and patents referenced herein.

digitized sampleThe present invention contemplates watermarks as a plurality of
f. The

streams, even if the digitized streams originate from the analog waveform itsel

present invention also contemplates that the methods disclosed herein can be applied
to non-digitized content. Universally, data reduction adheres to some means of
“understanding “the reduction. This disclosure looks at data reduction which may

include down sampling, lossy compression,

reduction as a novel means to speed up watermarking encod
ode and

Essentially a lossy method for data reduction yields the best results for enc

summarization or any means of data

6 and decode operations.

decode operations.

It is desirable to have both copy control and forensic watermarks in the same

signal to address the needs of the hardware, computer, and software industries while
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also providing for appropriate security to the owners of the copyrights. This will
become clearer with further explanation of the sample embodiments discussed herein.

The present invention also contemplates the use of data reduction for purposes

‘ of speedier and more tiered forms of security, including combinations of these methods
with transfer function functions. In many applications, transfer functions (e. g.,

scrambling), rather than mapping functions (e.g., watermarking), are preferable or can

be used in conjunction with mapping. With “scrambling," predetermined keys are

associated with transfer functions instead ofmapping fimctions, although those skilled

in the art may recognize that a transfer function is simply a subset of mask sets

encompassing mapping functions. It is possible that tiered scrambling with data
reduction or combinations of tiered data reduction with watermarking and scrambling

may indeed increase overall security to many applications.
The use of data reduction can improve the security of both scrambling and

watermarking applications. All data reduction methods include coefficients which
affect the reduction process. For example, when a digital signal with a time or space

component is down sampled, the coefficient would be the ratio of the new sample rate
to the original sample rate. Any coefficients that are used in the data reduction can be
randomized using the key, or key pair, making the system more resistant to analysis.
Association to a predetermined key or key pair and additional measure of security may
include biometric devices, tamper proofing of any device utilizing the invention, or

other security measures.

Tests have shown that the use of data reduction in connection with digital

watermarking schemes significantly reduces the time required to decode the

watermarks, permitting increases in operational efficiency.

Particular implementations of the present invention, which have yielded

incredibly fast and inexpensive digital watermarking systems, will now be described.

These systems may be easily adapted to consumer electronic devices, general purpose
computers, software and hardware. The exchange ofpredetermined keys or key pairs
may facilitate a given level of security. Additionally, the complementary increase in
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security for those implementations where transfer functions are used to ”scramble" data.
is also disclosed.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the invention and som

eference is now made to the following descriptions taken in connect

6 advantages

thereof‘ r ion with
the accompanying drawings in which:

FIG. I is a fimctional block diagram that shows a signal processing system that
generates “n” remainder signals and “n” data reduced signals.

FIG.2isafun

which illustrates the gen

watermarked signal and a first remainder signal
diagram for an embodiment of the present invention

ctional block diagram for an embodiment of the present invention

eration of an output signal comprised of a data-reduced,

FIG. 3is a functional block

which illustrates the generation of an output signal comprised of a data-reduced,
watermarked signal and a watermarked, first remainder signal.

FIG. 4 is a functional block diagram for decoding the output signal generated

by the system illustrated in FIG. 2.
FIG. 5 is a functional block diagram for decoding the output signal generated

by the system illustrated in FIG. 3.

FIG. 6 is a functional block diagram for an emb

which illustrates the generation of an output signal c

odiment of the present invention

omprised of a data-reduced,

scrambled signal and a first remainder signal.

FIG. 7 is a functional block diagram for an embodiment

which illustrates the generation of an output signal comprised of a data-~reduced,

of the present invention

ambled signal and a scrambled, first remainder signal.
FIG. 8IS a functional block diagram for decoding the output sign

scr

a1 generated

by the system illustratedin FIG. 6.
FIG. 9IS a functional block diagram for decoding the output signal generated

by the system illustrated in FIG. 7.
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DETAILED DESCRIPTION

The embodiments of the present invention and its advantages are best

understood by referring to the drawings, like numerals being used for like and

corresponding parts of the various drawings.

W

A system for achieving multiple levels of data reduction is illustrated in FIG.

- 1. An input signal 10 (for example, instructional text, executable binary computer code,
edia or even virtual reality imaging) is subjected to a firstimages, audio, video, multim

generate a first data reduced signal 20. First datadata reduction technique 100 to

reduced signal 20 is then subtracted from input signal 10 to generate a first remainder

signal 30.

First data reduced signal 20 is subjected to a second data reduction technique
101 to generate a second data reduced signal 21. Second data reduced signal 21 is then
subtracted from first data reduced signal 20 to generate a second remainder signal 31.

Each of the successive data reduced signals is, in turn, subjected to data
reduction techniques to generate a further data reduced signal, which, in turn, is
subtracted from its respective parent signal to generate another remainder signal. This

process is generically described as follows. An (n-l) data reduced signal 28 (i.e, a
signal that has been data reduced n-l times) is subjected to an nth data reduction
technique 109 to generate an nth data reduced signal 29. The nth data I

1) data reduced signal 28 to produce an n‘h remainder

educed signal

29 is then subtracted from the (n-

signal 39.

An output signal can be generated from the system illustrated in FIG. 1 in
numerous ways. For example, each of the n remainder signals (which, through
represented by reference numerals 30-39, are not intended to be limited to 10 signals)
and the n‘“ data signal may optionally subjected to a watermarking technique, or even

optionally subjected to a encryption technique, and each of the (n+1) signals (whether
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watermarked or encrypted, or otherwise untouched) may then be added together to form
an output signal. By way of more particular examples each of the (n+1) signals (i.e.,
the n remainder signals and the n‘“ data reduced signal) can be added together without
any encryption or watermarking to form an output signal; or one or more of the (n+1)

then all (n+1) signals may be added together; or one

crypted and then all (n+1) signals may be added

It is anticipated that between these three extremes lie numerOUS hybrid

signals may be watermarked and

or more of the (n+1) signals may be en

together.

combinations involving one or more encryptions and one or more watermarkings.
Each level may be used to represent a particular'data density. E.g., if the

for a DVD audio signal the first row would
reduction method is down~sampling,

2., the third at 6 kHz., etc.
represent data sampled at 96 kHz, the second at 44.1 kH

‘ty needs are contemplated
There is only an issue of deciding what performance or securi

when undertaking the data reduction process and choice of which types of keys or key ’
‘rs should be associated with the signal or data to be reduced. Further security canpai

be increased by including block ciphers, special one way functions, one time stamps or
embodied.

even biometric devices in the software or hardware devices that can be
Passwords _

of the data, or some relevant identifying information.user or owner

le of a real world application is helpful here. Given the predominantAn examp

ofMPEG 1 Layer 3, or MP3, a perceptual lossy compression audioconcern, at present,
evaluation of the distribution of

data format, which has contributed to a dramatic re-

music, a digital watermark system must be able to handle casual and more dedicated
piracy in a consistent manner. The present invention contemplates compatibility with
MP3, as well as any perceptual coding technique that is technically similar. One issue,
is to enable a universal copy control

quality measures. For instance, DVD 24 bit 96 kHz,

“key” detect a watermark as quickly as possible

from a huge range ofperceptual

encoded watermarks, should be detected in at least “real time," even after the signal has
been down sampled, to say 12 kHz of the

a-reduced signal is obviously smaller though

96 kHz originally referenced. By delineating

and starting with less data, since the dat
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still related perceptually to the original DVD signal, dramatic increases in the speed and
survival of the universal copy control bits can be achieved. The present invention also

permits the ability to separate any other bits which may be associated with other more
secure predetermined keys or key pairs.

Where the data stream is executable computer code, the present invention

contemplates breaking the code into objects or similar units of functionality and
allowing for determination of what is functionally important. This may be more

apparent to the developer or users of the software or related hardware device. Data
reduction through the use of a subset of the functional objects related to the overall

functionality of the software or executable code in hardware or microchips, increase the

copyright protection or security sought, based on reducing the overall data to be
associated with predetermined keys or key pairs. Similarly, instead of mapping
functions, transfer functions, so—called “scrambling," appear better candidates for this

ugh both mapping and transferring may be used in the same
security, the associated keys and key pairs can be used to

urity and to offer easier methods for changing which

type of security altho

system. By layering the

substantially improve the sec

functiona “pieces” of executable computer code are associated with which

predetermined keys. These keys may take the
with transactions or identification cards, ormore sophisticated asymmetric public key

form of time-sensitive session keys, as

pairs which may be changed periodically to ensure the security of the parties” private
keys. These keys may also be associated with passwords or biometric applications to

further increase the overall security of any potential implementation.
1e for text message exchange is less sophisticated but, if1t is a time

benefits may also

An examp

sensitive event, e.g., a secure communication between two persons,

be encountered here. Security may also be sought in military communications. The

ability to associate the securely exchanged keys or key pairs while performing data
reduction to enhance the detection or decoding performance, while not compromising

is important. Though a steganographic approach to security, the -
ability to have data reduction to

. the level of security,

present invention more particularly addresses the

DISH-Blue Spike-842

Exhibit 1004, Page 0846



DISH-Blue Spike-842
Exhibit 1004, Page 0847

WO 00/57643
' PCT/USOO/06522

l 1

increase speed, security, and performance of a given steganographic system.
Additionally, data reduction affords a more layered approach when associating

l watermark bits, or digital signature bits,

considerations of time or the

individual keys or key pairs with individua

which may not be possible without reduction because of
load ofwhat can be carried by the overall data “covertext” being transmitted.pay

Layering through data reduction offers many advantages to those who seek
ght protection. Serialization of the detection chips or software wouldprivacy and copyri

“universal" keys, but the interests of the copyright
allow for more secure and less

owners are not always aligned with those ofhardware or software providers. Similarly,

privacy concerns limit the amount of watermarking that can be achieved for any given
determined and cryptographic key-based “forensic"

application. The addition of a pre-
party' authentication and provideswatermark, in sofiware or hardware, allows for 3rd

protection against more sophisticated attacks on the copy control bits. Creating a "key
air" from the “predetermined" key is also possible.P

Separation of the watermarks also relates to separate design goals.
A copy

control mechanism should ideally be inexpensive and easily implemented, for example,
a form of “streamed watermark detection." Separating the watermark also may assist
more consistent application in broadcast monitoring efforts which are time-sensitive and
ideally optimized for quick detection of watermarks. In some methods, the structure
of the key itself, in addition to the design of the “copy control" watermark, will allow
for few false positive results when seeking to monitor radio, television, or other

et) of copyrighted material. As well,

y others in the field can be
streamed broadcasts (including, for example, lntem

inadvertent tampering with the embedded signal proposed b

avoided more satisfactorily. Simply, a universal copy control watermark may be
al in consumer electronic and general computing sofiware and

but less universal when the key structure is changed to assist in being

performance, or downloads, of copyrighted content. The
y be paired with keys in a decode device to assure accurate

univers hardware

implementations,

able to log streaming,

embedded bits may actuall

broadcast monitoring and; tamper proofing, while not requiring a watermark to exceed
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an inaudible embedding process. E.g., A fiill identificationof

ignature bits, embedded into a broadcast signal,
the use ofblock ciphers.

the payload available in

the song, versus time-based digital s

not be recovered or may be easily over encoded withoutmay

during the encoding process, prior to
special one way functions or one time pads.
broadcast. Data reduction as herein disclosed makes this operation more efficient at

higher speeds.

A forensic watermark is not time sensitive, is fil
streamed or broadcast—based detection mechanism for

e-based, and does not require

the same speed demands as a

Indeed, a forensic watermark detection process may require
cepy control use.

al tools to aid in ensuring that the signal to be analyzed is i
al characteristics and heuristic methods help in appropriate

addition n appropriate scale

or size, ensuring sign

recovery of the digital watermark. Simpl

should be considered in the embedding process because th
all such aspects, including for example, any dimensional or 5

dimensions ofthe content signal may be saved with the

f the unwatermarked signal. Heuristic

s for a thorough and

y, all aspects of the underlying content signal
e watermarking process must

take into account ize of the

underlying content signal. The

key or key pair, without enabling reproduction 0

ds may be used to ensure the signal is in proper dimension
entication and retrieval of the embedded watermark bits. Data

metho

accurate detection auth

reduction can assist in increasing operations of this nature as well, since the data
reduction process may include information about the ori

3, signal abstracts, differences betWeen samples,

ginal signal, for example, signal

characteristic signal patterns, and
related work in restoring any given analog waveform.

The present invention provides benefits, not only because of the key-based
approach to the watermarking, but the vast increase in performance and security

entations of the present invention over the performance of otherafforded the implem

systems.

The architecture of key and key

roaches for watermark detection because the first m

d are mathematically provable. By incorporating a level

-pair based watermarking is superior to

statistical app ethod meets an
evidentiary level of quality an
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of data reduction, key and key paired based watermarking is further improved. Such
levels of security are plainly necessary if digital watermarks are expected to establish
responsibility for Copies of copyrighted works in evidentiary proceedings. More ‘

icated measures of trust are necessary for use in areas which exceed the scope
ut are more factually based in legal proceedings. These are

r software protection (extending into the realm of sec

sophist

of copyright b

text authentication 0

as may include

uring

microchip designs and compiled hardware as well) in the examples provided above and
osure or work in the art.

The present invention may be implemented with a variety of cryptographic
are not contemplated by any discl

protocols to increase both confidence and security in the underlying system. A
predetermined key is described as a set of masks. a plurality ofmask sets. These masks
may include primary, convolution and message delimiters but may extend into
additional domains. In previous disclosures, the functionality of these masks is defined
solely for mapping. Public and private keys may be used as key pairs to further

keliness that a key may be compromised. Examples of public keyincrease the unli

und in the following US. Patents Nos: 4,200,770; 4,21 8,582;

4,405,829; and 4,424,414, which examples are incorporated herein by reference. Prior
cryptosystems may be to

ed above are generated by a cryptographically secure
to encoding, the masks describ

Mask sets may be limited only by the number of
random generation process.

dimensions and amount of error correction or concealment sought, as has been

previously disclosed. .

A block cipher, such as DES, in combination with a sufficiently random seed
ator. These keys, or key

value emulates a cryptographically secure random bit gener
ll be saved along with information matching them to the sample stream in

pairs, w1

question ina database for use in subsequent detection or decode operation. These same
cryptographic protocols may be combined with the embodiments of the present
invention in administering streamed content that requires authorized keys to correctly
display or play said streamed content in an unscrambled manner. As with digital
watermarking, symmetric or asymmetric public key pairs may be usedin a variety of
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implementations. Additionally, the need for certification authorities to maintain
authentic key-pairs becomes a consideration for greater security beyond symmetric key

implementations, where transmission security is a concern.

Signal Processing in a Multi-watermark System (A Plurality of Streams May Be
Watermarked)

FIG. 2 illustrates a system and method of implementing a multiple-watermark

system. An input signal ll (e.g., binary executable code, instruction text. or other data),
is first processed by a lossy data-reduction scheme 200 (e.g., down-sampling, bit-rate

ethod) to produced a data-reduced signal 40. Data-reduced

a watermark (process step 300) to generate a

0, while a copy of the unmarked, data-reduced

reduction, or compression m

signal 40 is then embedded with

watermarked, data-reduced signal 5

signal 40 is saved.
a—reduced signal (signal 40) is subtracted fromThe, saved, unwatermarked dat

er signal 60 composed only of the data Ithe original input signal ll, yielding a remaind
d watermark is then applied (process

arked remainder signal 70.

ata-reduced signal 50 are

that was lost during the data-reduction. A secon

step 301) to remainder signal 60 to generate a waterrn

Finally, the watermarked remainder 70 and the watermarked, d
1—bandwidth, output signal.

301) may be identical

added to form an output signal so, which is the final, ful

The two watermarking techniques (process steps 300 and

(i.e., be functionally the same), or they may be different.
To decode the signal, a specific watermark is targeted. Duplicating the data—

reduction processes that created the watermark in some cases can be used to recover the
signal that was watermarked. Depending upon the data-reduction method, it may or
may not b

watermark embedded in a remainder signal.

decoding search can occur much faster than it would in a full-bandwidth signal.

e necessary to duplicate the data-reduction process in order to read a
Because of the data-reduction, the

Detection speed of the remainder watermark remains the same as ifthere were no other
watermark present.
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FIG 4 illustrates a functional block diagram for one means of decoding the

output signal generated by the system illustrated1n FIG. 2. A signal to be analyzed 80
(eg., the same output from FIG. 2)1s processed by a data—reduction scheme 200 Data
reduced signal 41 can then be decoded to remove the message that was watermarked1n

, the original data reduced signal. Further, data reduced signal 41 can be subtracted from
signal to be analyzed 80 to form a differential signal 61 which can then be decoded to
remove the message that was watermarked in the original remainder signal. A decoder

may only be ablebto perform one of the two decodings. Differential access and/or
different keys may be necessary for each decoding.

Additionally, the watermarking described in connection with this embodiment

above may be done with a plurality of predetermined keys or key pairs associated with

a single watermark “message bit,” code object, or text.

Sig1_1al Processing in a Single WatermarkSystem
FIG. 3 illustrates a system and method of imp

system. The process and system contemplated here is identical to process described in

lementing a single watermark

connection to FIG. 2, above, except that no watermark is embedded in the remainder
added directly to the

signal. Hence, the Waterrnarked, data-reduced signal 50 is
remainder signal 60 to generate an output signal 90. Additionally, the watermarking
described in connection with this embodiment above may be done with a plurality of

predetermined keys or key pairs associated with a single watermark “message bit,” code
object, or text.

In either process, an external key can be used to control the insertion location
of either watermark. In a copy-control system, a keyis not generally used, whereasin

a forensic system, a key must be used. The key can also control the parameters of the
datata—reduction scheme. The dual scheme can allow a combination of copy-control and
forensic watermarks in the same signal. A significant feature is that the copy-control
watermark can be read and rewritten without affecting the forensic mark or .

compromising its security.
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FIG. 5 illustrates a functional block diagram for one means of decoding the

output signal generated by the system illustrated in FIG. 3. A signal to be analyzed 90
(e.g., the same output from FIG. 3) is processed bya dat

uced signal 41 can then be decoded to remove the message that

a-reduction scheme 200. Data

red was watermarked in
the original data reduced signal.

Signal Processing in a Multi-scrambler System (A Pluraligg of Streams May Be
Scrambled

FIG. 6 illustrates a system and method of implementing a multi-scranibler
system. An input signal 12 (e.g, binary executable code, instruction text. or other data),

data-reduction scheme 400 (e.g, down-sampling, bit-rate
is first processed by a lossy

) to produced a data—reduced signal 45. Data-reducedreduction, or compression method

signal 45 is then scrambled using a first scrambling technique (process step 500) to
generate a scrambled, data-reduced signal 55, while a copy of the unscrambled, data-
reduced signal 45 is saved.

The saved, unscrambled data-reduced signal (signal 45) is subtracted from the

original input signal 12, yielding a remainder signal 65 composed only of the data that
was lost during the data-reduction. A second scrambling technique is then applied
(process step 501) to remainder signal 65 to generate a scrambled remainder signal 75.

scrambled data-reduced signal 55

full-bandwidth, output signal.

and 501) may be identical

Finally, the scrambled remainder signal 75 and the

are added to form an output signal 85, which is the final,

The two scrambling techniques (process steps 500

embodiment may

be done with a plurality of predetermined keys or key pairs associated with a single
scrambling o eration containing only a “message bit,” code ob'ect, or text.I3 J
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To decode the signal, unscramb

process except that the inverse of the scram

portion of the data, thus returning it to its pre-s
FIG. 8. illustrates a functional block diagram

output signal generated by the system illustrated in FIG.

(e.g., the same output from FIG. 6) is processed by a dat
reduced signal 46 can be subtracted from signal to be analyzed 85 to f0

66, which signal can then be descrambled in process 551 usinsignal

transfer

inverse of scrambling process 501).

gnal 76. Data reduced signal 46 may further be descrambled in processdescrambled si

550 using the i

generates an descrarn

function of the process that scrambled the original remainder signal (6.

PCT/USOD/06522
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ling follows the exact pattern of the scrambling

bling transfer function is applied to each

crambled state.

for one means of decoding the

6. A signal to be analyzed 85

a-reduction scheme 200. Data

rm a differential

g the inverse

g., the

Descrambling process 551 generates an

nverse transfer fimction of the process that scrambled the original data

reduced signal (e.g., the inverse of scrambling process 500). Descrambling process 550
bled signal 56, which may then be added to descrambled signal

76 to form an output signal 98.

Signal Processing in a Single Scrambling Qperation
FIG. 7 illustrates a system

system. The process and system cont

connection to FIG.

signal. Hence, the scrambled data—

and method of implementing a single scrambling

emplated here is identical to process described in

6, above, except that no scrambling is applied to the remainder
reduced signal 55 is added directly to the remainder

signal 65 to generate an output signal 95.

Additionally the scrambling described in c

be done with a plurality of predetermined keys or key

scrambling operation containing only a “message bit," cod

_ FIG. 9 illustrates a fimctional block diagram for one

output signal generated by the system illustrated in FIG. 7. A si
(e.g., the same output fiom FIG. 7) is processed by a d
reduced signal 46 can be subtracted from signal to be analyzed 95 to f

onnection with this embodiment may

pairs associated with a single

e object, or text.

means of decoding the

gnal to be analyzed 95

ata—reduction scheme 200. Data

orm a differential
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l 66. Data reduced signal 46 may further be descrambled in process 550 using the

fer function of the process that scrambled the original data reduced signal

crambling process 500). Descrambling process 550 generates an

h may then be added to differential signal 66 to form an

output signal 99.

Sample Embodiment: Combinations

Another embodiment may combine both watermarking and scramblin

data reduc

of which techni

ultimately

pseudo random or random n

means), and the amount of scramblin

g with

tion. Speed, performance and computing power may influence the selection
ques are to be used. Decisions between data reduction schemes

must be measured against'the types of keys or key pairs to use, the way any
umber generation is done (chaotic, quantum or other

g or watermarking that is necessary given the

needs of the system.

It 1

tree, but the present invention offers many benefits to applic

- not disclosed in the art.

'5 quite possible that some derived systems would yield a fairly large decision
ations in security that are

Conclusions

Data

reduction and remai

examples of the first. Co

members of the first category con

and/or manipulated during a data reduction,

which serves to identify the signal. For example,

while sti

a certain point, the addition of more noise will cause the si

signals fall into two categories: those which can undergo lossy data
n functional and those which cannot. Audio, images, video are

mputer code is an example of the second. In general, all
tain an aesthetic component, which may be reduced

in addition to a functional component

an audio signal may have noise added

a: song. However, beyond'11 remaining recognizably identifiable as a particul
gnal to become

unidentifiable, thus impairing the functional character of the signal. In the absence of
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an aesthetic component, as with computer code where every bit of data is necessary,

lossy compression that retains functionality is not possible.

Signals in the first category are the only candidates for watermarking. A
watermark is a distortion of the aesthetic component, generally of an imperceptible

nature. This category will gain speed benefits during the watermark decoding process

when a lossy data-reduction method is used as described above.

Scrambling, on the other hand, may be applied to any signal, regardless of its
aesthetic component, sinceit allows for perfect reconstruction of the original signal.
A scrambling system can be made more secure by applying a data reduction method

prior to scrambling, even if this data reduction makes the intermediate signals non-
functional, as is the case with signals in category two.

Data reduction can make both watermarking and scrambling more secure. Data

reduction can also speed the decoding process for watermarks. Finally, data reduction
on of watermarks for different purposes.

articularly shown and described in the foregoing
can allow natural channelizati

While the invention has been p

detailed description, it will be understood by those skilled in the art that various other

changes in form and detail may be made without departing from the spirit and scope of
the invention.
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WHAT IS CLAIMED IS:

1. A method of securing a data signal comprising:

applying a data reduction technique to reduce the data signal into a reduced data

signal;

subtracting said reduced data signal from the data signal to produce a remainder

signal;

embedding a first watermark into said reduced data signal to produce a

watermarked, reduced data signal;

embedding a second watermark into said remainder signal to produce a

watermarked remainder signal; and

adding said watermarked, reduced data signal to said watermarked remainder

signal to produce an output signal.

2. The method of claim 1 wherein the step of subtracting is comprised of
storing a copy of the data signal; and

subtracting said reduced data signal from the copy of the data signal to produce

a remainder signal.

4. The method of claim 1,

while the other key of the key pair is secret.

6. A method ofprotecting a data signal comprising:

applying a data reduction technique to reduce the data signal into a reduced data

signal;

subtracting said reduced data signal from the data signal to produce a remainder

signal;

embedding a first watermark into said reduced data signal to produce a

watermarked, reduced data signal; and
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adding said watermarked, reduced data signal to said remainder signal to

produce an output signal.

7. The method of claim 6 wherein the step of adding said watermarked, reduced
data signal to said remainder signal comprises:

embedding a second watermark into said remainder signal to produce a

watermarked remainder signal; and

' said watermarked, reduced data signal to said watermarked remainder

signal toproduce an output signal.
of claim 7, wherein at least one of the watermarks is embedded

8. The method

using at least one key.

9. The method of claim 7, wherein at least one of the watermarks is embedded
using a key pair.

. 10. The method of claim

while the other key of the key pair is secret. '

9, wherein one key of the key pair is publicly available

11. A method of protecting a data signal:

applying a data reduction technique to reduce the data signal into a reduced data
signal;

subtracting said reduced data signal from the data signal to produce a remainder

signal;

usmg a first scrambling technique to scramble said reduced data signal to
produce a scrambled, reduced data signal;

I using a second scrambling technique to scramble said remainder signal to
produce a scrambled remainder signal; and

adding said scrambled, reduced data signal to said scrambled remainder signal
to produce an output signal.

12. The method of claim 11 wherein said first and second scrambling techniques are
identical.
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13. A method of securing a data signal comprising:

applying a data reduction technique to reduce the data signal into a reduced data

signal;

using a first cryptographic technique to encrypt the reduced data signal to

produce an encrypted, reduced data signal,
using a second cryptographic technique to encrypt the remainder signal to

produce an encrypted remainder signal, and
adding said encrypted, reduced data signal to said encrypted remainder signal

to produce an output signal

14. The method of claim 13 wherein said first and second cryptographic techniques
are identical.

15. The method of claim 13 wherein at least one of said first and second
cryptographic techniques is a watermarking technique.

16. The method of claim 15, wherein at least one of the watermarksis embedded

using at least one key.

17. The method of claim 15, wherein at least one of the watermarks is embedded

using a key pair.

18. . The method of claim 13 wherein at least one of said first and second
I cryptographic techniques is a scrambling technique. V

19. The method of claim 13 wherein one of said first and second cryptographic
techniques is a watcnnarking technique and the otheris a scrambling technique.

20. The method of claim 13 wherein said first and second cryptographic techniques
are identical. 1

21. A system for securing a data signal comprising:

means to apply a data reduction technique to reduce the data signal into a

reduced data signal;
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means to subtract said reduced data signal from the data signal to produce a

remainder signal;

means to apply a first cryptographic technique to enerypt the reduced data signal

to produce an encrypted, reduced data signal;

means to apply a second cryptographic technique to encrypt the remainder

signal to produce an encrypted remainder signal; and
means to add said encrypted, reduced data signal to said encrypted remainder

signal to produce an output signal.

22. The system of claim 21 wherein said first and second cryptographic techniques

are identical.

The system of claim 21 wherein at least one of said means to apply a first and23.

second cryptographic technique utilizes a watermarking technique.

24. The system of claim 21 wherein at least one of said means to apply a first and
I second cryptographic technique utilizes a scrambling technique.

' 25. The system of claim 13 wherein said means to apply a first cryptographic
technique is a means to apply a watermarking technique and said means to

(apply a second cryptographic technique is a means to apply a scrambling

technique.

DISH-Blue Spike-842

Exhibit 1004, Page 0859



DISH-Blue Spike-842
Exhibit 1004, Page 0860

WO 00/57643 . _ PCTMSW/06522

'3

1/5

ORlGlNAL 10 G) 30
S'GNAL SUBTRACTION

o

20

1ST DATA REDUCTION

20

1ST DATA REDUCED

SIGNAL

   

 

 

 
 

100

 

 
 

   

 

31

20 9'3
SUBTRACTION 2ND REMATNDER

O ' .

p21 101 '
2ND DATAREDUCTION -

21

2ND DATA REDUCED

SIGNAL

   

 

20

»nTH REMAINDER 
nTH DATA REDUCED SlGNAL

FIG. 1

SuBsmmE SHEET (RULE 26)

DISH-Blue Spike-842

Exhibit 1004, Page 0860



DISH-Blue Spike-842
Exhibit 1004, Page 0861

W0 (IO/57643 I PCTMSW/06522

3

2/5

  
200 _ 7 30°

ORIGINAL 11 ' WATER

40 301  
 

ADDITION

 
OUTPUT

 

 

  

  

H

WATER (+) SIGNAL
SUBTRACTION MARKING

FIG. 2

200 300

ggfifi“ 1‘ DATA REDUCTION

s BTRACTION ADDIT N11 U (+) OUTPUT
SIGNAL

SUBSTITUTE SHEET (RULE 26)

DISH-Blue Spike-842

Exhibit 1004, Page 0861



DISH-Blue Spike-842
Exhibit 1004, Page 0862

wo 00157643 PCT/U500/06522

‘l , '

3/5

200

  
   

SIGNAL DECODE PROCESS FOR
To BE DATA REDUCT'ON DATAREDUCED SIGNAL
ANALYZED

SUBTRACT!ON ggfigflfiEOCESSFOR

FIG. 4

200

SIGNAL _ so 7 41 -
DECODE PROCESS FOR

TO BE DATA REDUCT'ON DATAREDUCED SIGNAL
ANALYZED

FIG. 5

suns'nnnESHEET (RULE 26)

DISH-Blue Spike-842

Exhibit 1004, Page 0862



DISH-Blue Spike-842
Exhibit 1004, Page 0863

-«»1

WO 00/57643 ' PCT/USOO/OGSZZ

4/5

400 500

gFGISIIIM 12 ' DATAREDUCTION SCRAMBLING
45 '

 

 

 

 
 

 

 

55

   
ADDITION501

(I ' + OUTPUT
(I SIGNAL

FIG. 6

400 500

 
 

ORIGINAL 12
SIGNAL DATA REDUCTION

 
 

SUBTRACTION

(+) OUTPUT
SIGNAL

SUBS'ITTUTE SHEET (RULE 26)

DISH-Blue Spike-842

Exhibit 1004, Page 0863



DISH-Blue Spike-842
Exhibit 1004, Page 0864

WO 00/57643 ' PCT/USOO/06522

7'0

 
 

 

 

 

 

 
 

   
 

5/5

200 . 550
as 46 56

fl“? DATAREDUCTION DESCRAMBLING
ANALYZED

DITION
ourpur

SUBTRACTION DESCRAMBLING

200 550

$533? DATA REDUCTION DESCRAMBLING
ANALYZED

 

 
ITIONADD ‘ OUTPUT

-.

FIG. 9

SUBSTITUTE SHEET (RULE 26)

DISH-Blue Spike-842

Exhibit 1004, Page 0864



DISH-Blue Spike-842
Exhibit 1004, Page 0865

INTERNATIONAL SEARCH REPORT lntemational application No.
PCT/USOO/06522

l!

CLASSIFICATION OF SUBJECT MATTER

IPC(7) : H04N 7/167
US CL : 713/176

According to International Patent Classification (IPC) or to both national classification and lPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

U.S. : 38000020620137.2318; 705/54; 704016-218, 226-228, 500, 501, 503.504: 713/l76‘. 360/49: 348/46]. 462

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Watermark Digest: Art Unit 2767

Electronic data base consulted during the international search (name of data base and, where practicable. search terms used)

IEEE. EAST. lntemet. Dialog

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of document. with indication, where appropriate. of the relevant passages

US 6,061,793 A [TEWFIK et al.] 09 MAY 2000, Entire Document

US 5,809,139 A [GIROD et al.] 15 SEPTMBER 1998, Entire
Document

US 5,848,155 A [COX] 08 DECEMBER 1998, Entire Document

US 5,889,868 A [MOSKOWITZ et al.] 30 MARCH 1999. Entire
Document

US 5,915,027 A [COX et al.] 22 JUNE 1999, Entire Document

US 5,940,134 A [WIR'I'Z] 17 AUGUST 1999, Entire Document

E Further documents are listed in the continuation of Box C. D See patent family annex.
Special categories of cited documents: later document published after the International filing date or prioritydata and not in conflict with the application but cited to understand
document defining the geneinl state of the art which is not considered the principle or ““017 underlying the inventionto be of particular relevance

document of panieular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive stepwhen the document is taken alone

earlier document published on or after the international filing date
document which may throw doubts on priority claimtli or which is
cited to catabliah the publication date of another citation or other
special reason u, swarm“ document of particular relevance. the claimed invention cannot beconsidered Io involve an inventive step when the document is
document referring to an oral disclosure. use. exhibition or othermeans

document published prior to the international filing date but later than
the priority date claimed

combined Wllll one or more other such documents. such combination
lining obvious to a person skilled in the art

document member at" the some patent family

Date of the actual completion ot‘ the international Search Date of mailing of the international scorch report

18 AUG 2000
Au thorizcd ot‘l‘iccr

J
30 JUNE 2000

Name and mailing address of the [SAz‘USCommissioner of Patents and Trademarks
Box PCT . i ,

Washington. 110. 20231 PAUL 5' CALL ‘1
Telephone No. (70Facsimile No. (703) 305-3230

l’orm l’CT’lSAs210 (second sheet) (July l998)t

 
DISH-Blue Spike-842

Exhibit 1004, Page 0865



DISH-Blue Spike-842
Exhibit 1004, Page 0866

INTERNATIONAL SEARCH REPORT   

  
  

  
 

  
 

 

International application No.
PCT/USOOIOGSZZ

C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of document. with indication. where appropriate. of the relevant passages Relevant to claim No.

US 5,991,426 A [COX et a1.) 23 NOVEMBER 1999, Entire
Document

  
 

 US 6,069,914 A [COX] 30 MAY 2000, Entire Document

US 5,943,422 A [VAN WIE et al.] 24 AUGUST 1999, Entire
Document

Fotm PCT-'ISA!210 (continuation of second sheet) (Juiy I998).

DISH-Blue Spike-842

Exhibit 1004, Page 0866



DISH-Blue Spike-842
Exhibit 1004, Page 0867

 
a European Patent SUPPLEMENTARY Appnwlnn NumberJ °"'°e EUFIOPEAN SEARCH REPORT . EP 90 91 9393

DOCUMENTS CONSIDERED TO BE RELEVANT

H0 98 37513 A (TELSTRA R & D MAN PTY LTD HOAN7/167 '
;BIGGAR MICHAEL (AU); JOHNSON ANDREW (AU) HO4N7/26
27 August 1998 (1998-08-27) HG4N1/32
* page 6, line 25 - page 7, line 10 * GOGFl7/30

   
 
 

 
  
  

 
 

 
 

US 4 969 204 A (MELNYCHUCK PAUL w ET AL) 1-10
6 November 1990 (1990—11-06)
* column 2, line 9 - column 2, line 48 *

EP 0 651 554 A (EASTMAN KODAK C0)
3 May 1995 (1995-05-03]
* column 6, line 43 - column 9, line 19;
figure 2 *

 
 

  
   

  
JOHNSON A ET AL: l'TRANSFORM PERMUTED
WATERMARKING FOR COPYRIGHT PROTECTION OF
DIGITAL VIDEO“
IEEE GLOBECOM 1998. GLOBECOM '98. THE

BRIDGE TO GLOBAL INTEGRATION. SYDNEY. NOV.
8 - 12, 1998, IEEE GLOBAL

TELECOMMUNICATIONS CONFERENCE, NEW YORK.

   
   
  
 

 

 
 

 

 

   

 

TECHNICAL FIELDS

 
 
 

NY 2 I EEE US SEARCHED (lnLClJ)

vol. 2, 1998, pages 684-689, XPOOOBZSBAG HOAN
ISBN: 0-7803-4985—7 GOGF 
* page 685. left-hand column, paragraph 2
- page 685. left—hand column, paragraph 3*-  

  
 WO 99 62044 A (HANDEL THEODORE G :UNIV

CALIFORNIA (US); SANDFORD MAXELL T 11
(US)) 2 December 1999 (1999-12-02)
* abstract *

* page 4, line 17 - page 5, line 5 *

 
 

  

 
  

  
  
 

The su filamentary search repon has been based on the lastse! of c aims vahd and available a: Ihe sian cl Ihe search.

Place n! swat Dale 0! wmpleuun n! the seam: Examinal

MUNICH 27 June 2092 Schoeyer. M

    
 

  
 

5 CATEGORY OF CITED DOCUMENTS T: theory av prinfipla undetlying the lmanfiun
Q ' E :eanler pammdowmnnl. but punished on. atH X : particulally mlavanl if taken alune alter [he filing date
9, Y : panleulmly mlavaru ll mmblnad wlth anmhev D : dammanl cited in lbs appllcaliun
" document nl the same calegury ‘ I. : document cited lot other reasons

g A : Ieclmalogiml backgrnund c...-..............._...._._.___......m”...._.~__.._...~............«.............‘u 0 : non-wriuen dlsdnsura a : mamberol the same palm! lamlly.cunespundin9 _
E P : Intermediate document documentul     

DISH-Blue Spike-842

EXNbN1004,PageOSG7



DISH-Blue Spike-842
Exhibit 1004, Page 0868

v' 4 1‘

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date

 

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIlIIIIIlIIIIIIllIIIIIIIlIlIlIIIlllllllllllllll

(10) International Publication Number

‘10 January 2002 (10.01.2002) PCT WO 02/03385 A1

(51) International Patent Classification’: G1 13 20/00,
606}2 1/00

(21) International Application Number: PCT/USOO/18411

(22) International Filing Date: 5 July 2000 (05.07.2000)

(25) Filing Language: English

(26) Publication Language: English

(71) Applicant and
(72) Inventor: MOSKOWITZ, Scott, A. [USIUS]; 15711

Collins Avenue #2505, Miami, FL 33160 (US).

(74) Agents: CHAPMAN, Floyd, B. et a].; Wiley Rein &
Fielding, Intellectual Property Department, 1776 K Street,
N.W., Washington, DC 20006 (US).

(81) Designated States (national): AE, AL, AM, AT, AU, AZ,
BA, BB, BG, BR, BY, CA, CH, CN, CR, CU, CZ, DE, DK,

N'IQUES

  
  

  
  

  

  
  

 

|l|||l||||||||IIIIIIIIIIIIIIIII|||||||||||||I|I||IIIIIIIIIIIIIIIIIIIIIIII||||
   

ENCODE
DIGITAL ID Portion of Format

INFORMATION Information to be
Encoded

Generate
Encoded
Formal

Information

130
Generate

Encoded DigitalInformation

oscoo: “°DIGITAL Decode With
INFORMATION Predetermlned Key

 
Play DigitalInformatlonwo02/03385A1

DM, EE, ES, FI, GB, GD, GE, GH, GM, HR, HU, ID, IL,
IN, IS, JP, KE, KG, KP, KR, KZ, IE, LK, LR, LS, LT, LU,
LV, MA, MD, MG, MK, MN, MW, MX, NO, NZ, PL, PT,
RO, RU, SD, SE, 86, SI, SK, SL, TJ, TM, TR. ’I'I‘, TZ, UA,
UG, UZ, VN. YU, ZA, ZW.

(84) Designated States (regional): ARIPO patent (GI-I, GM,
KB, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European
patent (AT, BE, CH, CY, DE, DK. ES, FI. FR, GB, GR, IE,
IT, LU, MC, NL, PT. SE), OAPl patent (BF, BJ, CF, CG,
CI. CM, GA. GN, GW, ML. MR. NE, SN, TD, TG).

Published: ,

— with international search report

For two-letter codes and other abbreviations. refer to the ”Guid-
ance Notes on Codes andAbbreviations" appearing at the begin-
ning ofeach regular issue ofthe PCT Gazette.

 

(54) Title: COPY PROTECTION OF DIGITAL DATA COMBINING STEGANOGRAPHIC AND CRYPTOGRAPHIC TECH-

(57) Abstract: A method for combining transfer functions with predeter-
mined key creation. In one embodiment, digital information, including a
digital sample and format information, is protected by identifying and en-

....................... coding a portion of the format information. Encoded digital information,
110 including the digital sample and the encoded fomiat information generated

to protect the original digital information. In another embodiment, a digital
signal, including digital samples in a file format having an inherent granu-
larity, is protected by creating a predetermined key. The predetermined key

120 is comprised ofa transfer function—based mask set to manipulate data at the
inherent granularity of the file format of the underlying digitized samples.

DISH-Blue Spike-842

Exhibit 1004, Page 0868



DISH-Blue Spike-842
Exhibit 1004, Page 0869

9)
WO 02/03385 I _ PCT/USOO/184ll

b

7 COPY PROTECTION OF DIGITAL DATA COMBINING STEGANOGRAPHIC AND CRYP‘I‘OGRAPHIC TECH
NIQUES

BACKGROUND OF THE INVENTION

5 Increasingly, commercially valuable information is being created and

stored in “digital” form. For example, music, photographs and video can all be

stored and transmitted as a series ofnumbers, such as 1's and 0's. Digital techniques

let the original information be recreated in a very accurate manner. Unfortunately,

digital techniques also let the information be easily copied Without the information

10 owner‘s permission. .

Because unauthorized copying is clearly a disincentive to the digital

distribution of valuable information, it is important to establish responsibility for

copies and derivative copies of such works. For example, if each authorized digital

copy of a popular song is identified with a unique number, any unauthorized copy of

15 the song would also contain the number. This would allow the owner of the

information, such as a song publisher, to investigate who made the unauthorized

copy. Unfortunately, it is possible that the unique number could be erased or altered

ifit is simply tacked on at the beginning or end ofthe digital information
As will be described, known digital “watermark” techniques give

20 creators and publishers of digitized multimedia content localized, secured

identification and authentication of that content. In considering the various forms of

multimedia content, such as “master,” stereo, National Television Standards

Committee (NTSC) video, audio tape or compact disc, tolerance of quality will vary

with individuals and affect the underlying commercial and aesthetic value of the

25 content. For example, if a digital version of a popular song sounds distorted, it will

be less valuable to users. It is therefore desirable to embed copyright, ownership or

purchaser information, or some combination of these and related data, into the

content in a way that will damage the content if the watermark is removed without

authorization. '

30 To achieve these goals, digital watermark systems insert Ownership

information in a way that causes little or no noticeable effects, or “artifacts,” in the

underlying content signal. For example, if a digital watermark is inserted into a
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digital version of a song, it is important that a listener not be bothered by the slight

changes introduced by the watermark. It is also important for the watermark

technique to maximize the encoding level and “location sensitivity” in the signal to

force damage to the content signal when removal is attempted. Digital watermarks

address many of these concerns, and research in the field has provided extremely

robust and secure implementations.

What has been overlooked in many applications described in the art,

however, are systems which closely mimic distribution of content as it occurs in the

real world. For instance, many watermarking systems require the original un-

watermarked content signal to enable detection or decode operations. These include

highly publicized efforts by NBC, Digimarc and others. Such techniques are

problematic because, in the real world, original master copies reside in a rights

holders vaults and are not readily available to the public.

With much activity overly focused on watermark survivability, the

security of a digital watermark is suspect. Any simple linear operation for encoding

information into a signal may be used to erase the embedded signal by inverting the

process. This'rs not a diflicult task, especially when detection software18 a plug-in

freely available to the public, such as with Digimarc. In general, these systems seek

to embed cryptographic information, not cryptographically embed information into

target media content. .

Other methods embed ownership information that is plainly visible in

the media signal, such as the method described in US Patent No. 5,530,739 to

Braudaway et al. The system described in Braudaway protects a digitized image by

encoding a visible watermark to deter piracy. Such an implementation creates an

immediate weakness in securing the embedded information because the watermark

is plainly visible. Thus, no search for the embedded signal is necessary and the

watermark can be more easily removed or altered. For example, while certainly

useful to some rights owners, simply placing the symbol “©” in the digital

information would only provide limited protection. Removal by adjusting the

brightness of the pixels forming the “©” would not be difficult with respect to the

computational resources required
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Other relevant prior art includes US Patents No. 4,979,210 and

5,073,925 to Nagata et al., which encodes information by modulating an audio

signal in the amplitude/time domain. The modulations introduced in the Nagata

process carry a “copy/don't cepy” message, which is easily found and circumvented

by one skilled in the art. The granularity of encoding is fixed by the amplitude and

frequency modulation limits required to maintain inaudibility. These limits are

relatively low, making it impractical to encode more informatiou using the Nagata

process. .

Although US Patent No. 5,664,018 to Leighton describes a means to

prevent collusion attacks in digital watermarks, the disclosed method may not

actually provide the security described. For-example, in cases where the

watermarking technique is linear, the “insertion envelope” or “watermarking space”

is well-defined and thus susceptible to attacks less sophisticated than collusion by

unauthorized parties. Over—encoding at the watermarking encoding level is but one

simple attack in such linear implementations. Another consideration not made by

Leighton is that commercially-valuable content may already eidst in a un-

watermarked form somewhere, easily accessible to potential pirates, gutting the need

for any type of collusive activity. Digitally signing the embedded signal with

preprocessing of watermark data is more likely to prevent successful collusion.

Furthermore, a “baseline” watermark as disclosed is quite subjective. It is simply

described elsewhere in the art as the “perceptually significant” regions of a signal.

Making a watermarking function less linear or inverting the insertion ofwatermarks

would seem to provide the same benefit without the additional work required to

create a “baseline” watermark. Indeed, watermarking algorithms should already be

capable of defining a target insertion envelope or region without additional steps.

What is evident is the Leighton patent does not allow for initial prevention ofattacks

on an embedded watermark as the content is visibly or audibly unchanged.

It is also important that any method for providing security also

function with broadcasting media over networks such as the Internet, which is also

referred to as “streaming.” Commercial “plug-in” products such as RealAudio and

RealVideo, as well as applications by vendors VDONet and Xtreme, are common in

such network environments. Most digital watermark implementations focus on
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common file base signals and fail to anticipate the security of streamed signals. It is

desirable that any protection scheme be able to function with a plug-in player

without advanced knowledge of the encoded media stream.

Other technologies focus solely on file-based security. These

5 technologies illustrate the varying applications for security that must be evaluated

for different media and distribution environments. Use of cryptolopes or

cryptographic containers, as proposed by IBM in its Cryptolope product, and

InterTrust, as described in U.S. Patents No. 4,827,508, 4,977,594, 5,050,213 and

5,410,598, may discourage certain forms of piracy. Cryptographic containers,

10 however, require a user to subscribe to particular decryption software to decrypt

data. IBM's InfoMarket and InterTrust's DigiBox, among other implementations,

provide a generalized model and need proprietary architecture to function. Every

user must have a subscription or registration with the party which encrypts the data.

Again, as a form of general encryption, the data is scrambled or encrypted without

15 regard to the media and its formatting. Finally, control over copyrights or other

I neighboring rights is left with the implementing party, in this case, IBM, InterTrust

or a similar provider. Methods similar to these “trusted systems” exist, and

Cerberus Central Limited and Liquid Audio, among a number of companies, offer

systems which may functionally be thought of as subsets of IBM and InterTrust's

20 more generalized security offerings. Both Cerberus and Liquid Audio propose

proprietary player sofiware which is registered to the user and “locked” in a manner

parallel to the locking of content that is distributed via a cryptographic container.

The economic trade-off in this model is that users are required to use each respective

companies' proprietary player to play or otherwise manipulate content that is

25 downloaded. If, as is the case presently, most music or other media is not available

via these proprietary players and more companies propose non—Compatible player

formats, the proliferation of players will continue. Cerberus and Liquid Audio also

by way of extension of their architectures provide for “near-CD quality” but

proprietary compression. This requirement stems fiom the necessity not to allow

30 ' content that has near-identical data make-up to an existing consumer electronic-

standard, in Cerberus and Liquid Audio's case the so-called Red Book audio CD

standard of 16 bit 44.1 kHz, so that comparisons with the proprietary file may not
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yield how the player is secured. Knowledge of the player‘s file format renders its

security ineffective as a file may be replicated and played on any common player,

not the intended proprietary player. of the provider of previously secured and

uniquely formatted content. This is the parallel weakness to'p'ublic key crypto-

systems which have gutted security if enough plain text and cipher text comparisons

enable a pirate to determine the user's private key.

Many approaches to digital watermarking leave detection and

decoding control with the implementing party of the digital watermark, not the

creator of the work to be protected. A set of secure digital watermark

implementations address this fundamental control issue forming the basis of key-

based approaches. These are covered by the following patents and pending 1

applications, the entire disclosures of which are hereby incorporated by reference:

US Patent No. 5,613, 004 entitled “Steganographic Method and Device” and its

derivative US patent application Serial No. 08/775,216, US patent; application Serial

No. 08/587,944 entitled “Human Assisted Random Key Generation and Application

for Digital Watermark System,” US Patent Application Serial No. 08/587,943

entitled “Method for Stega-Cipher Protection of Computer Code,” US patent

application Serial No. 08/677,435 entitled “Optimization Methods for the Insertion,

Protection, and Detection of Digital Watermarks in Digitized Data,” and US Patent

Application Serial No. 08/772,222 entitled “Z-Transform Implementation of Digital

Watermarks.” Public key crypto-systems are described in US Patents No.

4,200,770, 4,218,582, 4,405,829 and 4,424,414, the entire disclosures of which are

also hereby incorporated by reference.

In particular, an improved protection scheme is described in “Method

for Stega-Cipher Protection of Computer Code,” US patent application Serial No.

08/587,943. This technique uses the key-based insertion of binary executable

' computer code within a content signal that is subsequently, and necessarily, used to

play' or otherwise manipulate the signal in which it is encoded. With this system,

however, certain computational requirements, such as one digital player per digital

copy of content, may be necessitated. For instance, a consumer may download I

' many copies of watermarked content. With this technique, the user would also be

downloading as many copies of the digital player program. While this form of
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security may be desirable for some applications, it is not appropriate in many

circumstances. Finally, even when digital information is distributed in encoded

form, it" may be desirable to allow unauthorized users to play the information with a

digital player, perhaps with a reduced level of quality. For example, a popular song

may be encoded and freely distributed in encoded form to the public. The public,

perhaps using commonly available plug—in digital players, could play the encoded

content and hear the music in some degraded form. The music may sound choppy,

or fuzzy or be degraded in some other way. This lets the public decide, based on the

available lower quality version of the song, if they want to purchase a key from the .

publisher to decode, or “clean-up,” the content. Similar approaches could be used to

distribute blurry pictures or low quality video. Or even “degraded” text, in the sense

that only authenticated portions of the text can be determined with the

predetermined key or a validated digital signature for the intended message.

In view of the foregoing, it can be appreciated that a substantial need

exists for a method allowing encoded content to be played, with degraded quality, by

a plug-in digital player, and solving the other problems discussed above.

SUMMARY OF THE INVENTION

The disadvantages of the art are alleviated to a great extent by a

method for combining transfer functions with predetermined key creation. In one

embodiment, digital information, including a digital sample and format information,

is protected by identifying and encoding a portion of the format information.

Encoded digital information, including the digital sample and the encoded format

information, is generated to protect the original digital information.

In another embodiment, a digital signal, including digital samples in a

file format having an inherent granularity, is protected by creating a predetermined

key. The predetermined key is compriSed of a transfer function-based mask set to

manipulate data at the inherent granularity of the file format ofthe underlying

digitized samples. _
With these and other advantages and features of the invention that

will become hereinafter apparent, the nature of the invention may be more clearly

understood by reference to the following detailed description of the'invention, the

appended claims and to the several drawings attached herein.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block flow diagram of a method for copy protection or

authentication of digital information according to an embodiment of the present

invention.

DETAILED DESCRIPTION

In accordance with an embodiment ofthe present invention, a method

combines transfer functions with predetermined key creation. Increased security is

achieved in the method by combining elements of “public-key steganography” with

cryptographic protocols, which keep iii-transit data secure by scrambling the data

with “keys” in a manner that is not apparent to those with access to the content to be

distributed. Because difl'erent forms of randomness are combined to ofierrobust,

distributed security, the present invention addresses an architectural “gray space”

between two important areas of security: digital watermarks, a subset of the more

general art of steganography, and cryptography. One form of randomness exists in
the mask sets that are randomly created to map watermark data into an otherwise

unrelated digital signal. The second form of-randomness is the random

permutations of data formats used with digital players to manipulate the content with

the predetermined keys. These forms can be thought of as the transfer fimction

versus the mapping function inherent to digital watermarking processes.

According to an embodiment of the present invention, a

predetermined, or randomly generated, key is used to scramble digital information in

a way that is unlike known “digital watermark” techniques and public key crypto-

systems. As used herein, a key is also referred to as a “mask set” which includes

one or more random or pseudo-random series of bits. Prior to encoding, a mask can

be generated by any cryptographically secure random generation process. A block

cipher, such as a Data Encryption Standard (DES) algorithm, in combination with a

sufficiently random seed value, such as one created using a Message Digest 5

(MDS) algorithm, emulates a cryptographically secure random bit generator. The

keys are saved in a database, along with information matching them to the digital

signal, for use in descrambling and subsequent viewing or playback. Additional file

format or transfer property information is prepared and made available to the

encoder, in a bit addressable manner. As well, any authenticating fimct‘ron can be
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combined, such as Digital Signature Standard (D85) or Secure Hash Algorithm

(SHA).

Using the predetermined key comprised of a transfer function-based

mask set, the data representing the original content is manipulated at the inherent

granularity of the file format of the underlying digitized samples. Instead of

providing. or otherwise distributing, watermarked content that is not noticeably

altered, a partially “scrambled” copy of the content is distributed. The key is

necessary both to register the sought-after content and to descramble the content into

its original form.

The present invention uses methods disclosed in “Method for Stega-

Cipher Brotection of Computer Code,” US Patent Application Serial No.

08/587,943, with respect to transfer functions related to the common file formats,

such as PICT, TIFF, AIFF, WAV, etc. Additionally, in cases where the content has

not been altered beyond being encoded with such functional data, it is possible for a

digital player to still play the content because the file format has not been altered.

Thus, the encoded content could still be played by a plug-in digital player as

discrete, digitally sampled signals, watermarked or not. That is, the structure of the

file can remain basically unchanged by the watermarking process, letting common

file format based players work with the “scrambl ” content

For example, the Compact Disc-Digital Audio (CD-DA) format

stores audio information as a series of frames. Each frame contains a number of

digital samples representing, for example, music, and a header that contains file

format information. As shown in FIG. 1, according to an embodiment of the

present invention some of the header information can be identified and “scrambled”

using the predetermined key at steps 110 to 130. The music samples can remain ‘

unchanged. Using this technique, a traditional CD-DA player will be “able to play a

distorted version of the music in the sample. The amount of distortion will depend

on the way, and extent, that the header, or file format, information has been

scrambled. It would also be possible to instead scramble some of the digital samples

while leaving the header information alone. In general, the digital signalwould be

protected by manipulating data at the inherent granularity, or “flames,” of the CD-
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DA file format. To decode the information, a predetermined key is used before

playing the digital information at steps 140 and 150.

A key-based decoder can act as a “plug-in” digital player of broadcast

signal streams without foreknowledge of the encoded media stream. Moreover, the

data format orientation is used to partially scramble data in transit to prevent

unauthorized descrambled access by decoders that lack authorized keys. A

distributed key can be used to unscramble the scrambled content because a decoder

would understand how to process the key. Similar to on-the-fly decryption

operations, the benefits inherent in this embodiment include the fact that the

combination of watermarked content security, which is key-based, and the

descrambling ofthe data, can be performed by the same key which can be a plurality

of mask sets. The mask sets may include primary, convolution and message

delimiter masks with file format data included. 1‘

The creation of an optimized “envelope” for insertion of watermarks

provides the basis of much watermark security, but is also a complementary goal of

the present invention. The predetermined or random key that is generated is not

only an essential map to access the hidden information signal, but is also the

descrambler ofthe previously scrambled signal's format for playback or viewing.

In a system requiring keys for watermarking content and validating

the distribution ofthe content, difl‘erent keys may be. used to encode difl‘erent

infonnation while secure one way hash functions or one-time pads may be

incorporated to secure the embedded signal. The same keys can be used to later
validate the embedded digital signature, or even fully decode the digital watermark

if desired. Publishers can easily stipulate that content not only be digitally

watermarked but that distributors must check the validity of the watermarks by

performing digital signature-checks with keys that lack any other fiinctionality. The

system can extend to simple authentication oftext in other embodiments.

Before such a market is economically feasible, there are other

methods for deploying key-based watermarking coupled with transfer ftmctions to

partially scramble the content to be distributed without performing fill] public key

encryption, Le, a key pair is not necessarily generated, simply, a predetermined

key's function is created to re-map the data of the content file in a lossless process.
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Moreover, the scrambling performed by the present invention may be more

dependent on the file in question. Dissimilarly, encryption is not specific to any

particular media but is performed on data. The file format remains unchanged,

rendering the file useable by any conventional viewer/player, but the signal quality

can be intentionally degraded in the absence of the proper player and key. Public-

key encryption seeks to completely obscure the sensitive “plaintext” to prevent

comparisons with the “cipherte ” to determine a user's private keys. Centralized

encryption only differs in the utilization of a single key for both encryption and

decryption making the key even more highly vulnerable to attacks to defeat the

encryption process. With the present invention, a highly sought after photograph

may be hazy to the viewer using any number of commonly available, nonproprietary

sofiware or hardware, without the authorized key. Similarly, a commercially

valuable song may sound poor.

The benefit of some form of cryptography is not‘lost in the present

invention. In fact, some piracy can be deterred when the target signal may be known

but is clearly being protected through scrambling. What is not anticipated by known

techniques, is an ala carte method to change various aspects of file formatting to

enable various “scrambled states” for content to be subsequently distributed. An

image may lack all red pixels or may not have any of the most significant bits

activated. An audio sample can similarly be scrambled to render it less-than-

commercially viable. _

The present invention also provides improvements over known

network—based methods, such as those used for the streaming of media data over the

Internet. By manipulating file formats, the broadcast media, which has been altered

to ‘ t” within electronic distribution parameters, such as bandwidth availability and

error correction considerations; can be more effectively utilized to restrict the

subsequent use of the content while in transit as well as real-time viewing or

playing.

The mask set providing the transfer function can be read on a per-use V

basis by issuing an authorized or authenticating “key” for descrambling the signal

that is apparent to a viewer or a player or possessor of the authenticating key. The

mask set can be read on a per-computer basis by issuing the authorized key that is
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more generalized for the computer that receives the broadcast signals. Metering and

subscription models become viable advantages over known digital watermark

systems which assist in designating the ownership of a copy of digitized media

content, but do not prevent or restrict the copying or manipulation of the sampled

signal in question. For broadcast or streamed media, this is especially the case.

Message authentication is also possible, though not guaranteeing the same security

as an encrypted file as with general crypto systems.

The present invention thus benefits from the proprietary player model

without relying on proprietary players. No new players will be necessary and

existing multimedia file formats can be altered to exact a measure of security which

is further increased when coupled with digital watermarks. As with most consumer

markets for media content, predominant file formats exist, de facto, and

corresponding formats for computers likewise exist. For a commercial compact disc

quality audio recording, or 16 bit 44.1 kHz, corresponding file formats include:

Audio Interchange File Format (AIFF), Microsofi WAV, Sound Designer II, Sun's

.au, Apple's Quicktime, etc. For still image media, formats are similarly abundant:
TIFF, PICT, IPEG, GIF, etc. Requiring the use of additional proprietary players,

and their complementary file formats, for limited benefits in security is wasteful.

Moreover, almost all computers today are multimedia-capable, and this is
increasingly so i with the popularity of Intel’s MMX chip architecture and the
PowerPC line ofmicrochips. Because file formatting'is fundamental in the playback

of the underlying data, the predetermined key can act both as a map, for information

to be encoded as watermark data regarding ownership, and a descrambler of the file V

that has been distributed. Limitations will only exist in how large the key must be

retrofitted for a given application, but any manipulation of file format information is

not likely to exceed the size of data required versus that for an entire proprietary

player. V

As with previous disclosures by the inventor on digital watermarking

techniques, the present invention may be implemented with a variety of

cryptographic protocols to increase both confidence and security in the underlying

system. A predetermined key is described as a set of masks. These masks may

include primary, convolution and message delimiter mask. In previous disclosures,
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the functionality of these masks is defined solely for mapping. The present

invention includes a mask set which is also controlled by the distributing party of a

copy of a given media signal. This mask set is a transfer fimction which is limited

only by the parameters of the file format in question. To increase the uniqueness or

security of each key used to scramble a given media file copy, a secure one way

hash function can be used subsequent to transfer properties that are initiated to

prevent the forging of a particular key. Public and private keys may be used as key

pairs to further increase the unlikeliness that a key may be compromised

These same cryptographic protocols can be combined with the

embodiments of the present invention in administering streamed content that

requires authorized keys to correctly display or play the streamed content in an

unscrambled manner. As with digital watermarking, symmetric or asymmetric

public key pairs may be used in a variety of implementations. Additionally, the

need for certification authorities to maintain authentic key-pairs becomes a

consideration for greater security beyond symmetric key implementations. The

cryptographic protocols makes possible, as well, a message of text to be

authenticated by a message authenticating function in a general computing device

that is able to ensure secure message exchanges between authorizing parties.

Although various embodiments are specifically illustrated and

described herein, it will be appreciated that modifications and variations of the

present invention are covered by the above teachings and within the purview of the

appended claims without departing from the spirit and intended scope of the

invention. 1
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W:

1. A method for copy protection of digital information, the digital

information including a digital sample and format information, comprising the steps

of:

identifying a portion ofthe format information to be encoded;

generating encoded format information from the identified portion of the

format information; and

generating encoded digital information, including the digital sample and the

encoded format information. V

2. The method of claim 1, further comprising the step of requiring a

predetermined key to decode the encoded format information.

3. The method of claim 2, wherein the digital sample and format information

are configured to be used with a digital player, and wherein information output from

the digital player will have a degraded quality unless the encoded format

infomlation is decoded with the predetermined key.

4. The method of claim 3, wherein the information output from the digital

player represents a still image, audio or video.

_ 5. The method of claim 3, wherein the information output represents text

data to be authenticated.

6. A method for protecting a digital signal, the digital signal including
digital samples in a file format having an inherent granularity, comprising the step

of:

creating a predetermined key comprised of a transfer fimction-based mask

set to manipulate data at the inherent granularity of the file format of the underlying

digitized samples. '

7. The method of claim 6, wherein the digital signal represents a continuous

analog waveform.

8. The-method of claim 6, wherein the predetermined key comprises a

plurality ofmask sets. '

.. 9. The method of claim 6, wherein the digital signal is a message to be
authenticated. I
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10. The method of claim 6, wherein the mask set is ciphered by a key pair

comprising a public key and a private key.

A 11. The method of claim 6, further comprising the step of:

using a digital watermarking technique to encode information that identifies

ownership, use, or other information about the digital signal, into the digital signal.

12. The method of claim 6, wherein the digital signal represents a still

image, audio or video. i

13. The method of claim 6, further comprising theisteps of:

selecting the mask set, including. one or more masks having random or

pseudo-random series of bits; and

validating the mask set at the start of the transfer function-based mask set.

14. The method of claim 13, wherein said step of validating comprises the

step of:

comparing a hash value computed at the start of the transfer function—based

mask set with a determined transfer function of the hash value.

15. The method of claim 6, fiirther comprising the steps of:

selecting the mask set, including one or more masks having random or

pseudo-random series ofbits; and

authenticating the mask set by comparing a hash value computed at the start

of the transfer function-based mask set with a determined transfer function of the

hash value. I

16. The method of claim 13, wherein said step of validating comprises the

step of: ‘

comparing a digital signature at the start of the transfer fimction—based mask

set with a determined transfer function of the digital signature.

‘ 17. The method of claim 6, firrther comprising the steps of:

selecting the mask set, including one or more masks having random or

pseudo-random series ofbits; and I I

authenticating the mask set by comparing a digital signature at the start ofthe

transfer function-based mask set with a determined transfer fimction of the digital

signature.
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18. The method ofclaim 13, further comprising the step of:

using a digital watermarking technique to embed information that identifies

ownership, use, or other information about the digital signal, into the digital signal;

and

wherein said step of validating is dependent on validation of the embedded

information.

19. The method of claim 6, further comprising the step of:

computing a secure one way hash function of carrier signal data in the digital

signal, wherein the hash fitnction is insensitive to changes introduced into the carrier

signal for the purpose of carrying the transfer function-based mask set.

20. A method for protecting a digital signal, the digital signal including

digital samples in a file format having an inherent granularityicomprising the steps
of:

creating a predetermined key comprised of a transfer function-based mask

set that can manipulate data at the inherent granularity of the file format of the

underlying digitized samples; .

authenticating the predetermined key containing the correct transfer

function-based mask set during playback of the data; and

metering the playback ofthe data to monitor content.

21. The method of claim 20, wherein the predetermined key is authenticated

to authenticate message information

22. A method to prepare for the scrambling of a sample stream of data,

comprising the steps of: .

generating a plurality of mask sets to be used for encoding, including a

random primary mask, a random convolution mask and a random start of message

delimiter; I

obtaining a transfer function to be implemented;

generating a message bit stream to be encoded; ,

loading the message bit stream, a stega-cipher map truth table, the primary

mask, the convolution mask and the start of message delimiter into memory;

initializing the state of a primary mask index, a convolution mask index,- and

a message bit index; and
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setting a message size equal to the total number of bits in the message bit

stream.

23. A method to prepare for the encoding of stega-cipher information into a

sample stream ofdata, comprising the steps of:

generating a mask set to be used for encoding, the set including a random

primary mask, a random convolution mask, and a random start ofmessage delimiter;

obtaining a message to be encoded; . .
compressing and encrypting the message if desired;

generating a message bit stream to be encoded; _

loading the message bit stream, a stega-cipher map truth table, the primary

mask, the convolution mask and the start ofmessage delimiter into memory;

initializing the state of a primary mask index, a convolution mask index, and

' a message bit index; and

setting the message size equal to the total number of bits in the message bit
stream.

24. The method of claim 23 wherein the sample stream of data has a

plurality ofwindows, fiirther comprising the steps of:

calculating over which windows in the sample stream the message will be

encoded;

computing a . secure one way hash function of the information in the

calculated windows, the hash function generating hash values insensitive to changes

in the samples induced by a stega-cipher; and

encoding the computed hash values in an encoded stream of data.

25. The method of claim 13, wherein said step of selecting comprises the

steps of:

collecting a series of random bits derived from keyboard latency intervals in

random typing; '

processing the initial series of random bits through an MDS algorithm;

using the results of the MDS processing to seed a triple-DES encryption

loop;
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cycling through the triple-DES encryption loop, extracting the least significant bit of

each result after each cycle; and

concatenating the triple-DES output bits into the random series ofbits.

26. A method for copy protection of digital information, the digital

information including a digital sample and format information, comprising the steps

of:

3 identifying a portion of the digital sample to be encoded;

generating an encoded digital sample from the identified portion of the

digital sample; and _

generating encoded digital information, including the encoded digital sample

and the format information.

27. The method of claim 26, further comprising the step of requiring a

predetermined key to decode the encoded digital sample. '

28. The method of claim 27, wherein the digital sample and format

information are configured to be used with a digital player, and wherein information

output from the digital player will have a degraded. quality unless the encoded digital

sample is decoded with the predetermined key. ' _

29. The method of claim 27, wherein information output will have non

authentic message data unless the encode digital sample is decoded with the

predetermined key.
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w (57) Abstract: A local content server system (LCS) for creating a secure environment for digital content is disclosed, which system
N comprises: a communications port in communication for connecting the LCS via a network to at least one Secure Electronic Content
\9 Distributor (SECD), which SECD'IS capable of storing a plurality of data sets, is capable of receiw'ng a request to transfer at least
a one content data set. andis capable of transmitting the at least one content data set in a secured transmission; a rewritable storage

= medium whereby content received from outside the LCS may be stored and retrieved; a domain processor tllat'imposes mics and
: procedures for content being transferred between the LCS and devices outside the LCS, and a programmable address module which
6 can be programmed with an identification code uniquely associated with the LCS. TheLCS'is provided with rules and procedures for

o accepting and transmitting content data. Optionally, the system may further comprise: an interface to permit the LCS to communicate

B with one or more Satellite Units (SU) which may be connected [Continued on next page]
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to the system through the inta'face. which SUs are capable of receiving and uansmitcing digital content: at least one 80; and/or
at least one SECD. The SECD may have a storage device for storing a plurality of data sets, as well as a transaction processor for
validating the request to purchase and for processing payment for a request to retrieve one of the data sets. The SECD typically
includes a security module for encrypting or otherwise securitizing data which the SECD may transmit. A method for creating a
secure environment for digital content for a consumer is also disclosed. As part of the method, a LCS requests and receives a digital
data set that may be encrypted or scrambled The digital data set may be embedded with at least one robust open watermark, which
permits the content to be authenticated. The digital data set is preferably embedded with additional watermarks which are generated
using information about the LCS requesting the copy and/or the SECD which provides the copy. Once received by the LCS. the LCS
exercises control over the content and only releases the data to authorized users. Generally, the data is not released until the LCS
embeds at least one additional watermark based upon protected information associated with the LCS and/or information associated
with the user. .
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A SECURE PERSONAL CONTENT SERVER

W

The present invention relates to the secure distribution of digitized value-

added information, or media content, while preserving the ability of publishers to

5 make available unsecured versions of the same value—added information, or media

content, without adverse effect to the systems security.

Authentication, verification and authorization are all handled with a

combination of cryptographic and steganographic protocols to achieve efficient,

trusted, secure exchange of digital information.

10 Cross-Reference To Related Application

This application is based on and claims the benefit of pending US. Patent

Application Serial No. 60/147,134, filed 08/04/99, entitled, "A Secure Personal

Content Server“ and pending US. Patent Application Serial No. 60/213,489, filed

06/23/2000, entitled “‘A Secure Personal Content Server."

15 This application also incorporates by reference the following applications:

pending US. Patent Application Serial No. 08/999,766, filed 7/23/97, entitled

“Steganographic Method and Device"; pending US. Patent Application Serial No.

08/772,222, filed 12/20/96, entitled “Z—Transform Implementation of Digital

Watermarks”; pending US. Patent Application Serial No. 09/456,319, filed

20 12/08/99, entitled “Transform Implementation ofDigital Watermarks”; pending US.

Patent Application Serial No. 08/674,726, filed 7/2/96, entitled -“Exchange

Mechanisms for Digital Information Packages with Bandwidth Securitization,
Multichannel Digital Watermarks, and Key Management"; pending US. Patent

Application Serial No. 09/545,589, filed 04/07/2000, entitled “Method and System

25 for Digital Watermarking”; pending US, Patent Application Serial No. O9/046,627,

filed 3/24/98, entitled “Method for Combining Transfer Function with

Predetermined Key Creation”; pending US Patent Application Serial No.

09/053,628, filed 04/02/98, entitled “Multiple Transform Utilization and Application

for Secure Digital Watermarking”; pending US. Patent Application Serial No.

30 O9/281,279, filed 3/30/99, entitled “Optimization Methods for the Insertion,

Protection, and Detection...”; US. Patent Application Serial No.09/S94,719, filed

June 16, 2000, entitled “Utilizing Data Reduction in Steganographic and
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Cryptographic Systems” (which is a continuation-in-part of PCT application No.

PCT/USOO/06522, filed 14 March 2000, which PCT application claimed priority to

US. Provisional Application No. 60/125,990, filed 24 March 1999); and pending

US. Application No 60/169,274, filed 12/7/99, entitled “Systems, Methods And

5 Devices For Trusted Transactions.” All of the patent applications previously

identified in this paragraph are hereby incorporated by reference, in their entireties.

Background of the Invention

The music industry is at a critical inflection point. Digital technology

enables anyone to make perfect replica copies of musical recordings from the

10 comfort of their home, or as in some circumstances, in an offshore factory. Internet

technology enables anyone to distribute these copies to their friends, or the entire

world. Indeed, virtually any popular recording is already likely available in the MP3

format, for free if you know where to look.

How the industry will respond to these challenges and protect the rights and

15 livelihoods of copyright owners and managers and has been a matter of increasing

discussion, both in private industry forums and the public media. Security disasters

like the cracking of DVD-Video’s CSS security system have increased doubt about

the potential for effective robust security implementations. Meanwhile, the success

of non-secure initiatives such as portable MP3 players lead many to believe that

20 these decisions may have already been made.

Music consumers have grown accustomed to copying their music for their

own personal use. This fact of life was written into law in the United States via the

Audio Home Recording Act of 1992. Millions of consumers have CD players and

purchase music in the Compact Disc format. It is expected to take years for a format

25 transition away from Red Book CD Audio to reach significant market penetratidn.

Hence, a need exists for a new and improved system for protecting digital

content against unauthorized copying and distribution.

Summagy of the invention

A local content server system (LCS) for creating a secure environment for

30 digital content is disclosed, which system comprises: a communications port in

communication for connecting the LCS via a network to at least one Secure

Electronic Content Distributor (SECD), which SECD is capable of storing a
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plurality ofdata sets, is capable of receiving a request to transfer at least one content
data set, and is capable of transmitting the at least one content data set in a secured

transmission; a rewritable storage medium whereby content received from outside

the LCS may be stored and retrieved; a domain processor that imposes rules and

5 procedures for content being transferred between the LCS and devices outside the

LCS; and a programmable address module which can be programmed with an

identification code uniquely associated with the LCS. The LCS is provided with

rulesand procedures for accepting and transmitting content data. Optionally, the

system may further comprise: an interface to permit the LCS to communicate with

10 one or more Satellite Units (SU) which may be connected to the system through the

interface, which SUs are capable of receiving and transmitting digital content; at

least one SU; and/or at least one SECD. The SECD may have a storage device for

storing a plurality ofdata sets, as well as a transaction processor for validating the

request to purchase and for processing payment for a request to retrieve one of the

15 data sets. The SECD typically includes a security module for encrypting or

otherwise securitizing data which the SECD may transmit.

A method for creating a secure environment for digital content for a

consumer is also disclosed. As part of the method, a LCS requests and receives a

digital data set that may be encrypted or scrambled. The digital data set may be

20 embedded with at least one robust open watermark, which permits the content to be

authenticated. The digital data set is preferably be embedded with additional

watermarks which are generated using information about the LCS requesting the

copy and/or the SECD which provides the copy. Once received by the LCS, the

LCS exercises control over the content and only releases the data to authorized

25 users. Generally, the data is not released until the LCS embeds at least one

additional watermark based upon protected information associated with the LCS

and/or information associated with the user.

Another embodiment of the method of the present invention comprises:

connecting a Satellite Unit to an local content server (LCS), sending a message

30 . indicating that the SU is requesting a copy of a content data set that is stored on the

LCS, said message including information about the identity of the SU; analyzing the

message to confirm that the SU is authorized to use the LCS; retrieving‘a copy of the
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requested content data set; assessing whether a secured connection exists between

the LCS and the SU; if a secured connection exists, embedding a watermark into the

cOpy of the requested content data set, said watermark being created based upon

information transmitted by the SU and information about the LCS; and delivering

5 the content data set to the SU for its use.

The SU may also request information that is located not on the LCS, but on

an SECD, in which case, the LCS will request and obtain a copy from the SECD,

provided the requesting SD is authorized to access the information.

Digital technology offers economies of scale to value-added data not

10 possible with physical or tangible media distribution. The ability to digitize

information both reduces the cost of copying and enables perfect copies. This is an

advantage and a disadvantage to commercial publishers who must weigh the cost

reduction against the real threat of unauthorized duplication of their value-added

data content. Because cost reduction is an important business consideration,

15 securing payment and authenticating individual copies of digital information (such

as media content) presents unique opportunities to information service and media

content providers. The present invention seeks to leverage the benefits of digital

distribution to consumers and publishers alike, while ensuring the development and

persistence of trust between all parties, as well as with any third parties involved,

20 directly or indirectly, in a given transaction.

In another approach that is related to this goal, there are instances where

transactions must be allowed to happen after perceptually~based digital information

can be authenticated. (Perceptually based information is information whose value is

in large part, based upon its ability to be perceived by a human, and includes for

25 example, acoustic, psychoacoustic, visual and psychovisual information.) The

process of authenticating before distributing will become increasingly important for

areas where the distributed material is related to a trust-requiring transaction event.

A number of examples exist. These include virtual retailers (for example, an on-line

music store selling CDs and electronic versions of songs); service providers (for

30 example, an on-line bank or broker who performs transactions on behalf of a I

consumer); and transaction providers (for example, wholesalers or auction houses).

These parties have different authentication interests and requirements. By using the
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teachings of this application, these interests and requirements may be separated and
then independently quantified by market participants in shorter periods of time.

All parties in a transaction must authenticate information that is perceptually

observable before trust between the parties can be established. In today’s world,

5 information (including perceptually rich information), is typically digitized, and as a

result, can easily be copied and redistributed, negatively impacting buyers, sellers

and other market participants. Unauthorized redistribution confuses authenticity,

non-repudiation, limit of ability and other important “transaction events." In a

networked environment, transactions and interactions occur over a transmission line

10 or a network, with buyer and seller at different points on the line or network. While

such electronic transactions have the potential to add value to the underlying

information being bought and sold (and the potential to reduce the cost of the

transaction), instantaneous piracy can significantly reduce the value of the

underlying data, if not wholly destroy it. Even the threat of piracy tends to

15 undermine the value of the data that might otherwise exist for such an electronic
1 transaction.

Related situations range from the ability to provably establish the “existence”

of a virtual financial institution to determining the reliability of an “electronic

stamp.” The present invention seeks to improve on the prior art by describing

20 optimal combinations of cryptographic and steganographic protocols for “trusted”

verification, confidence and non—repudiation of digitized representations of

perceptually rich information. of the actual seller, vendor or other associated

institutions which may not be commercial in nature (confidence building with logo’s

such as, the SEC,,FDIC, Federal Reserve, FBI, etc. apply). To the extent that an

25 entity plays a role in purchase decisions made by a consumer of goods and services

relating to data, the present invention has a wide range of beneficial applications.

One is enabling independent trust based on real world representations that are not

physically available to a consumer or user. A second is the ability to match

informational needs between buyers and sellers that may not be universally

30 appealing or cost efi‘ective in given market situations. These include auction models

based on recognition of the interests or demand of consumers and market

participants—which make trading profitable by focusing specialized buyers and
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sellers. Another use for the information matching is to establish limits on the

liability of such institutions and profit-seeking entities, such as insurance providers

or credit companies. These vendors lack appropriate tools for determining

intangible asset risk or even the value of the information being exchanged. By

5 encouraging separate and distinct “trust” arrangements over an electronic network,

profitable market-based relationships can result.

I The present invention can make possible efficient and openly accessible

markets for tradable information. Existing transaction security (including on-line

credit cards, electronic cash or its equivalents, electronic wallets, electronic tokens,

10 etc.) which primarily use cryptographic techniques to secure a transmission channel-

—but are not directly associated or dependent on the information being sold—fails to

meet this valuable need. The present invention proposes a departure from the prior

art by separating transactions from authentication in the sale of digitized data. Such

data may include videos, songs, images, electronic stamps, electronic trademarks,

15 and electronic logos used to ensure membership in some institutional body whose

purpose is to assist in a dispute, limit liability and provide indirect guidance to

consumers and market participants, alike.

With an increasingly anonymous marketplace, the present invention offers

invaluable embodiments to accomplish “trusted” transactions in a more flexible,

20 transparent manner while enabling market participants to negotiate terms and

conditions. Negotiation may be driven by predetermined usage rules or parameters,

especially as the information economy offers potentially many competitive

marketplaces in which to transact, trade or exchange among businesses and

consumers. As information grows exponentially, flexibility becomes an advantage

25 to market participants, in that they need to screen, filter and verify information _

before making a transaction decision. Moreover, the accuracy and speed at which

decisions can be made reliably enables confidence to grow with an aggregate of

“trusted transactions”. “Trusted transactions” beget further “trusted transactions”

through experience. The present invention also provides for improvements over the

30 prior art in the ability to utilize different independently important “modules” to

enable a “trusted transaction” using competitive cryptographic and steganographic

elements, as well as being able to support a wide variety of perceptually-based
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media and information formats. The envisioned system is not bound by a

proprietary means of creating recognition for a good or service, such as that

embodied in existing closed system. Instead, the flexibility of the present invention

will enable a greater and more diverse information marketplace.

The present invention is not a “trusted system”, per se, but “trusted

transactions” are enabled, since the same value-added information that is sought

may still be in the clear, not in a protected storage area or closed, rule-based

“inaccessible virtual environment”. I

A related additional set of embodiments regards the fiirther separation of the '

transaction and the consumer’s identification versus the identification of the

transaction only. This is accomplished through separated “trusted transactions”

bound by authentication, verification and authorization in a transparent manner.

With these embodiments, consumer and vendor privacy could be incorporated. More

sophisticated relationships are anticipated between parties, who can mix information

about their physical goods and services with a transparent means for consumers,

who may not be known to the seller, who choose not to confide. in an inherently

closed “trusted system” or provide additional personal information or purchasing

information (in the form of a credit card or other electronic payment system), in

advance of an actual purchase decision or ability to observe (audibly or visibly) the

content in the clear. This dynamic is inconsistent with the prior art’s emphasis on

access control, not transparent access to value-added information (in the form or

goods or services), that can be transacted on an electronic or otherwise anonymous

exchange.

These embodiments may include decisions about availability of a particular

good or service through electronic means, such as the Internet, or means that can be

modularized to conduct a transaction based on interconnection of various users (such

as Web'l‘V, a Nintendo or Sony game console with network abilities, cellular phone,

PalmPilot, etc.) These embodiments may additionally be implemented in traditional

auction types (including Dutch auctions). Consumers may view their anonymous

marketplace transactions very differently because of a lack of physical human

interactions, but the present invention can enable realistic transactions to occur by

maintaining open access and offering strict authentication and verification of the
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information being traded. This has the effect of allowing legacy relationships,

legacy information, and legacy business models to be offered in a manner which

more closely reflects many observable transactions in the physical world. The

tremendous benefits to sellers and consumers is obvious; existing transactions need

5 not reduce their expectations of security. As well, the ability to isolate and quantify

aspects of a transaction by module potentially allows for better price determinations

of intangible asset insurance, transaction costs, advertising costs, liability, etc. which

have physical world precedent.

It is contemplated that the publisher and/or owner of the copyrights will want

10 to dictate restrictions on the ability of the purchaser to use the data being sold. Such

restrictions can be implemented through the present invention, which presents a

significant advantage over the prior art (which attempts to effect security through

access control and attempted tight reigns over distribution). See US Pat. No.

5,428,606 for a discussion on democratizing digital information exchange between _

15 publishers and subscribers of said information.

A goal for providers of value-added content is to maximize profits for the

sale of their content. Marketing and promotion of the informational content cannot

be eliminated, considering the ever increasing amount of information ,vying for

consumers and other market participant’s attention. Nonetheless, in a market where

20 the goods are speculatively valued, marketing budgets are inherently constrained, as

you are trying to create demand for a product with little inherent value. Where such

markets have participants, both buyers and sellers and their respective agents, with

access to the same information in real time, market mechanisms efficiently price the

market goods or services. These markets are characterized by “price

25 commoditization” so buyers and sellers are limited to differentiating their ofi‘erings

by selection and service. If the markets are about information itself, it has proven

more difficult to accurately forecast the target price where sellers can maximize their

profits. Quality and quantity provide different evaluation criteria of selection and

service relating to the information being traded. The present invention regards a

30 particular set of implementations of value-added content security in markets which

may include unsecured and secure versions of the same Value—added data (such as
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songs, video, research, pictures, electronic logos, electronic trademarks, value-added

information, etc.). '

Transactions for value-added information can occur without any physical

location. So, there is a need for a secure personal content server for which the value

5 added information can be offered for transactions in a manner similar to real world

transactions. One feature is to offer seemingly similar value added information in

differing quality settings. These settings have logical relationships with fidelity and

discreteness and are determined by market participants. Another issue is that

because purchasers may be anonymous to sellers, it is more important to have a

10 particular value-added information object available so that market participants can
fulfill their role are consumers.

One fimdamental weakness of current information markets is the lack of

mechanisms to ensure that buyers and sellers can reach pricing equilibrium. This

deficit is related to the “speculative” , “fashion”, and “vanity” aspects of perceptual

15 content (such as music, video, and art or some future recognition to purchasers). For

other goods and services being marketed to an anonymous marketplace, market

participants may never see (and indeed, may choose to never see, an actual location

where the transaction may physically occur. A physical location may simply not

exist. There are a number of such virtual operations in business today, which would

20 benefit from the improvements offered under the present system.

The present invention also seeks to provide improvements to the art in

enabling a realistic model for building trust between parties (or their agents) not in a

“system”, per se. Because prior art systems lack any inherent ability to allow for

information to flow freely to enable buyers and sellers to react to changing market

25 conditions. The present invention can co-exist'with these “trusted systems” to the

extent that all market participants in a given industry have relatively similar

information with which to price value-added data. The improvement over such

systems, however, addresses a core features in most data-added value markets:_

predictions, forecasts, and speculation over the value of information is largely an

30 unsuccessful activity for buyers and sellers alike. The additional improvement is the

ability to maintain security even with unsecured or legacy versions of value-added

information available to those who seek choices that fit less quantitative criteria—
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“aesthetic quality” of the information versus “commercial price”. Purchase or

transaction decisions can be made first by authenticating an electronic version of a

song, image, video, trademark, stamp, currency, etc.

Additional anticipated-improvements include theability to support varying

5 pricing models such as auctions that are difficult or impossible to accomplish under

existing prior art that leaves all access and pricing control with the seller alone, and

the separation of the transaction from the exchange of the value-added information,

which gives more control to buyers over their identities and purchasing habits, (both

sensitive and separately-distinct forms of “unrelated” value-added information).

10 Essentially, no system known in the art allows for realistic protocols to establish

trust between buyers and sellers in a manner more closely reflecting actual

purchasing behavior of consumers and changing selling behavior of sellers. The

goal in such transactions is the creation of trust between parties as well as “trusted

relationships" with those parties. The present invention is an example of One such

15 system for media content where the “aesthetic” or “gestalt” of the underlying

content and its characteristics is a component of buying habits. Without an ability to

open distribution systems to varying buyers and sellers, media content may be priced

at less than maximum economic value and buyers may be deprived of a competitive,

vigorous marketplace for exciting media content from many different creative

20 participants.

To the extent that recognition plays such a key role in an information >

economy, value-added data should be as accessible as possible to the highest number

of market participants in the interests of furthering creativity and building a

competitive marketplace for related goods and services. This is to the benefit of

25 both buyers and sellers as well as the other participants in such an economic

ecosystem. The Internet and other transmission-based transactions 'with unknown

parties presents a number of challenges to information vendors who wish to develop

customer relations, trust and profitable sales. The information economy is largely an

anonymous marketplace, thus, making it much more difficult to identify consumers

30 and sellers. The present invention provides remedies to help overcome these
weaknesses.
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The present invention is concerned with methods and systems which enable

secure, paid exchange of value-added information, while separating transaction

protocols. The present invention improves on existing means for distribution control

by relying on authentication, verification and authorization that may be flexibly

5 determined by both buyers and sellers. These determinations may not need to be

predetermined, although pricing matrix and variable access to the information opens

‘ additional advantages over the prior art. The present invention offers methdds and

protocols for ensuring value-added information distribution can be used to facilitate

trust in a large or relatively anonymous marketplace (such as the lntemet’s World
10 ' Wide Web).

We now define components of the preferred embodiments for methods,

systems, and devices.

Definitions:

Local Content Server (LCS): A device or sofiware application which can

15 securely store a collection ofvalue-added digital content. The LCS has a unique ID.

Secure Electronic ‘Content Distributor (SECD): An entity, device or sofiware

application which can validate a transaction with a LCS, process a payment, and

deliver digital content securely to a LCS. In cryptographic terms, the SECD acts as

a “certification authority” or its equivalent. SECDs may have differing

20 arrangements with consumers and providers of value-added information. (The term

“content” is used to refer generally to digital data, and may comprise video, audio,

or any other data that is stored in a digital format).

Satellite Unit (SU): A portable medium or device which can accept secure

digital content from a LCS through a physical, local connection and which can either

25 play or make playable the digital content. The SU may have other functionality as it

relates to manipulating the content, such as recording. The SU has a unique ID. An

SU may be a CD player, a video camera, a backup drive, or other electronic device

which has a storage unit for digital data. _

' LCS Domain: A secure medium or area where digital content can be stored,

30 with an accompanying mle system for transfer of digital content in and 'out of the

LCS Domain. The domain may be a single device or multiple devices—all of which

' have some common ownership or control. Preferably, a LCS domain is linked to a
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single purchasing account. Inside the domain, one can enjoy musicor other digital

data without substantial limitations—as typically a license extends to all personal

use. ‘

SecureChannelTM: IA secure channel to pass individualized content to

differentiate authentic content from legacy or unauthorized, pirated content. For

example, the Secure Channel may be used as an auxiliary channel through which

members of the production and distribution chain may communicate directly with

individual consumers. Preferably, the Secure Channel is never exposed and can
only be accessed through legitimate methods. SecureChannel may carry a value-

adding component ( VAC). The ability to provide consumers with value adding I

features will serve to give consumers an incentive to purchase new, secure hardware

and software that can provide the additional enhanced services. The SecureChannel

may also include protected associated data—data which is associated with a user

and/or a particular set of content. _

Standard Quality: A transfer path into the LCS Domain which maintains the

digital content at a predetermined reference level or degrades the content if it is at a

higher quality level. In an audio implementation, this might be defined as Red Book

CD Quality (44100 Hz., 16 bits, 2 channels). This transfer path can altemateiy be

defined in terms of a subset of VAC's or a quality level associated with particular

VAC's. If a VAC is not in the subset, it is not passed. If a VAC is above the defined

quality level, it is degraded.

Low Quality: A transfer path into the LCS Domain which degrades the 1

digital content to a sub-reference level. In an audio implementation, this might be

defined as 'below CD Quality (for instance, 32000 Hz., 16 bits, 2 channels). This

transfer path can alternately be defined in terms of an'absence of VAC's or a

degraded quality level associated with particular VAC's.

High Quality: A transfer path into the LCS Domain which allows digital

content of any quality level to pass unaltered. This transfer path can alternately be

defined in terms of a complete set of VAC's or the highest quality level available

associated with particular VAC's.

Rewritable Media: An mass storage device which can be rewritten (e. g. hard

drive, CD-RW, Zip cartridge, M-O dn've, etc. . .).

DISH-Blue Spike-842

Exhibit 1004, Page 0905



DISH-Blue Spike-842
Exhibit 1004, Page 0906

WO 01118628 PCT/USOO/21189

-13-

Read-Only Media: A mass storage device which can only be written once

_(e.g. CD-ROM, CD-R, DVD, DVD-R, etc...) Note: pre-recorded music, video,

software, or images, etc. are all “read only” media.

‘ Unique ID: A Unique ID is created for a particular transaction and is‘ unique

5 to that transaction (roughly analogous to a human fingerprint). One way to generate

a Unique ID is with a one-way hash function. Another way is by incorporating the

hash result with a message into a signing algorithm will create a signature scheme.

For example, the hash result may be concatenated to the digitized, value added

information which is the subject of a transaction. Additional uniqueness may be

10 observed in a hardware device so as to differentiate that device, which may be used
in a plurality of transactions, from other similar devices.

Value-added: Value-added information is differentiated from non-

commoditized information in terms of its marketability or demand, which can vary,

obviously, from each market that is created for the information. By way of example,

15 information in the abstract has no value until a market is created for the information I

(i.e., the information becomes a commodity). The same information can be

packaged in many different forms, each of which may have different values.

Because information is easily digitized, one way to package the “same” information

differently is by different levels of fidelity and discreteness. Value is typically

20 bounded by context and consideration.

Authentication: A receiver of a “message” (embedded or otherwise within

the value-added information) should be able to ascertain the original ofthe message

(or by effects, the origin of the carrier within which the message is stored). An

intruder should not be able to successfully represent someone else. Additional

25 functionality such as Message Authentication Codes (MAC) could be incorporated

(a one-way hash function with a secret key) to ensure limited verification or

subsequent processing of value-added data.

Verification: In cryptographic terms, “verification” serves the “integrity”

function to prevent an intruder from substituting false messages for legitimate ones.

30 In this sense, the receiver of the message (embedded or otherwise present within the

value-added information) should be assured that the message was not modified or

altered in transit.
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One-way hash function: One-way hash fimctions are known in the art. A

hash function is a fianction which converts an input into an output, which is usually a

fixed-sized output. For example, a simple hash fimction may be a function which

accepts a digital stream of bytes and retums a byte consisting of the XOR function

of all of the bytes in the digital stream of input data Roughly speaking, the hash

function may be used to generate a “fingerprint” for the input data. The hash

function need not be chosen based on the characteristics of the input. Moreover, the

output produced by the hash function (i.e., the “hash”) need not be secret, because in

most instances it is not computationally feasible to reconstruct the input which

yielded the hash. This is especially true for a “one-way” hash function--one that can

be used to generate a hash value for a given input string, but which hash cannot be

used (at least, not without great effort) to create an input string that could generate

the same hash value. ‘

Authorization: A term which is used broadly to cover the acts of conveying

official sanction, permitting access or granting legal power to an entity.

Encryption: For non digitally-sampled data, encryption is data scrambling

using keys. For value-added or information rich data with content characteristics,

encryption is typically slow or inefficient because content file sizes tend to be

generally large. Encrypted data is called “ciphertext”.

Scrambling: For digitally-sampled data, scrambling refers to manipulations

of the value-added or information rich data at the inherent granularity of the file

format. The manipulations are associated with a key, which may be made

cryptographically secure or broken into key pairs. Scrambling is efficient for larger

media files and can be used to provide content in less than commercially viable or

referenced quality levels. Scrambling is not as secure as encryption for these

applications, but provides more fitting manipulation of media rich content in the

context of secured distribution. Scrambled data is also called “ciphertext” for the

purposes of this invention. Encryption generally acts on the data as a whole,

whereas scrambling is applied often to a particular subset of the data concerned with

the granularity of the data, for instance the file formatting. The result is that a

smaller amount of data is “encoded” or “processed” versus strict encryption, where

all of the data is “encoded” or “processed.” By way of example, a cable TV signal
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can be scrambled by altering the signal which provides for'horizontal and vertical

tracking, which would alter only a subset of the data, but not all of the data—which

is why the audio signal is often untouched. Encryption, however, would generally

so alter the data that no recognizable signal would be perceptually appreciated.

> Further, the scrambled data can be compared with the unscrambled data to yield the

scrambling key. The difference with encryption is that the ciphertext is not

completely random, that is, the scrambled data is still perceptible albeit in a lessened

quality. Unlike watermarking, which maps a change to the data set, scrambling is a

transfer function which does not alter or modify the data set.

, Detailed Discussion of Invention

The LCS Domain is a logical area inside which a set of rules governing

content use can be strictly enforced. The exact rules can vary between

implementations, but in general, unrestricted access to the content inside the LCS

Domain is disallowed. The LCS Domain has a set of paths which allow content to

enter the domain under different circumstances. The LCS Domain also has paths

which allow the content to exit the domain.

A simple example provides insight into the scope of an LCS domain. If an

LCS is assigned to an individual, then all music, video, and other content data which

has lawfully issued to the individual may be freely used on that persons LCS domain

(though perhaps “freely” is misleading, as in theory, the individual has purchased a

license). A LCS Domain may comprise multiple SUs, for example, a video player, a

CD player, etc. An individual may be authorized to take a copy of a song and play it

in another’s car stereo, but only while the individual’s device or media is present.

Once the device is removed, the friend’s LCS will no longer have a copy of the

music to play.

The act of entering the LCS Domain includes a verification of the content (an

authentication check). Depending upon the source of the content, such verification

may be easier or harder. Unvalidateable content will be subjected to a quality

degradation. Content that can be validated but which belongs to a different LCS

Domain will be excluded. The primary purpose of the validation is to prevent
unauthorized, high-quality, sharing of content between domains.
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When content leaves the LCS Domain, the exiting content is embedded with

information to uniquely identify the exiting content as belonging to the domain from

which the content is leaving. It is allowed to leave at the quality level at which the

content was. originally stored in the LCS Domain (i.e. the quality level determined

5 by the validation path). For example, the exiting content may include an embedded

digital watermark and an attached hash or digital signature; the exiting content may

also include a time stamp—which itself may be embedded or merely attached).
Once it has exited, the content cannot return to the domain unless both the

watermark and hash can be verified as belonging to this domain. The presence of

10 one or the other may be sufficient to allow re-entry, or security can be set to require

the presence of more than one identification signal.

This system is designed to allow a certifiable level of security for high-

quality content while allowing a device to also be usable with unsecured content at a

degraded quality level. The security measures are designed such that a removal of

15 the watermark constitutes only a partial failure of the system. The altered content -

(i.e., the content from which the watermark has been removed or the content in

which the watermark has been degraded) will be allowed back into the LCS

Domain, but only at a degraded quality level, a result of the watermark destruction

and subsequent obscurity to the system, consumers will not be affected to the extent

20 that the unauthorized content has only been degraded, but access has not been

denied to the content. Only a complete forgery of a cryptographically-secure

watermark will constitute a complete failure of the system. For a discussion on such

implementations please see US Pat. No. 5,613,004, US Pat No. 5,687,236, US Pat.

No. 5,745,569, US Pat. No. 5,822,432, US Pat. No. 5,889,868, US Pat. No.

25 5,905,800, included by reference in their entirety and pending US. patent

applications with Serial No. 09/046,627 “Method for Combining Transfer

Function...”, Serial No. 09/053,628 “Multiple Transform Utilization and

Application for Secure Digital Watermarking”, Serial No. 08/775,216

“Steganographic Method and Device”, Serial No. 08/772,222 “Z-Transform

3O . Implementation ...”, Serial No. 60/125990 “Utilizing Data Reduction in

Steganographic and Cryptographic systems”. I
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Provable security protocols can minimize this risk. , Thus the embedding

system used to place the watermark (does not need to be optimized for robustness,

only for imperceptibility (important to publishers and consumers alike) and security

(more important to publishers than to consumers). Ideally, as previously disclosed,

security should not obscure the content, or prevent market participants from

accessing information, which in the long term, should help develop trust or create

relationships.

The system can flexibly support one or more “robust” watermarks as a

method for screening content to speed processing. Final validation, however, relies

upon the fragile, secure watermark and its hash or digital signature (a secure time

stamp may also be incorporated). Fragile watermarks, meaning that signal

manipulations would affect the watermark, may be included as a means to affect the

quality of the ,content or any additional attributes intended to be delivered to the
consumer.

LCS Functions

The LCS provides storage for content, authentication of content, enforcement

of export rules, and watermarking and hashing of exported content. Stored content

maybe on an accessible rewritable medium, but it must be stored as ciphertext

(encrypted or scrambled), not plain text, to prevent system-level extraction of the

content. This is in contrast to the prior art which afiix or otherwise attach meta-data

to the content for access control by the variously proposed systems.

Typically, an LCS receives secured data from one or more SECDs. The

SECD transfers content only after it has been secured. For example, the SECD may
use an individualized cryptographic container to protect music content while in

transit. Such a container may use public/private key cryptography, ciphering and/or

compression, if desired. I

The LCS may be‘able to receive content from a SECD, and must be able to

authenticate content received via any of the plurality of implemented paths. The

LCS must monitor and enforce any rules that accompany received content, such as
number of available copies. Finally, it is preferred for the LCS to' watermark all

exported material (with the exception of Path 6 - see below) and supply a hash made

from the unique ID of the LCS and the content characteristics (so as to be
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maintained perceptually within the information and increase the level of security of

the watermark).

SU Functions

The SU enables the content to be usable away from the LCS. The SU is

partially within the LCS Domain. A protocol must exist for the SU and LCS to

authenticate any connection made between them. This connection can have various

levels of confidence set by the level of security between .the SU and LCS and

determinable by a certification authority or its equivalent, an authorized site for the

content, for example. The transfer of content from the SU to the LCS without

watermarking is allowed. However, all content leaving the SU must be

watermarked. Preferably, the SU watermark contains a hash generated from the

SU’s Unique ID and the content characteristics of the content being transferred. If

the content came from a LCS, the SU watermark must also be generated based, in

part, upon the hash received fi'om the LCS. The LCS and SU watermarking

procedures do not need to be the same. However, the LCS must be able to read the

SU watermarks for all different types of SU’s with which it can connect. The SU

does not need to be able to read any LCS watermarks. Each LCS and SU must have

separate Unique IDs.

W

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present invention, the objects and

advantages thereof, reference is now made to the following descriptions taken in

connection with the accompanying drawings in which:

FIG. 1 shows in block diagram form a system for one embodiment of an

LCS, showing the possible paths for content to enter and exit the system.

FIG. 2 is flow diagram illustrating the functions performed by the LCS of

FIG. 1 when content enters the LCS Domain from the rewritable media.

FIG. 3 is flow diagram illustrating the functions performed by the LCS of

FIG. 1 when content enters the LCS Domain from the read-only media.

FIG. 4 is flow diagram illustrating the functions performed by the LCS of

FIG. 1 when content enters the LCS Domain from the satellite unit.
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FIG. 5 is flow diagram illustrating the functions performed by the LCS of

FIG. 1 when content leaves the LCS Domain. '

FIG. 6 is flow diagram illustrating the fimctions performed by the LCS of

FIG. 1 when content leaves the LCS Domain from the read-only media.

FIG. 7 is flow diagram illustrating the functions performed by the LCS of

FIG. 1 when content leaves the SU to a receiver other than the LCS.

DETAILED DESCRIPTION OF THE INVENTION

The preferred embodiment of the present invention and its advantages are

best understood by referring to FIGS. 1 through 7 of the drawings, like numerals

being used for like and corresponding parts of the various drawings.

FIG. 1 is a block diagram showing the components of a sample LCS system

and showing the possible paths for content to enter and leave the LCS. 1n the

embodiment of Figure l, the LCS is a general purpose computing device such as a

PC with software loaded to emulate the functions of a LCS. The LCS of Figure 1

has a Rewritable media (such as a hard drive), a Read-Only media (such as a CD-

ROM drive), and software to control access (which software, in effect, defines the

“LCS Domain”). The Secure Electronic Content Distributor (SECD) is connected

via a network (such as the. lntemet, intranet, cable, satellite link, cellular

communications network, or other commonly accepted network). The Satellite

Unite (SU) is a portable player which connects to the LCS and/or to other players

where applicable (for example by way of a serial interface, USB, IEEE 1394,

infrared, or other commonly used interface protocol). FIG. 1 also identifies seven

(7) path ways. _

Path 1 depicts a secure distribution of digital content from a SECD to aLCS.

The content can be secured during the transmission using one or more ‘security

protocols’ (e.g., encryption or scrambling). Moreover, a single LCS may have the

capability to receive content transmissions from multiple SECDs, and each SECD

may use the same security protocols or different security protocols. In the context of '

FIG. 1, however, only a single SECD is displayed. It is also contemplated that the

same SECD may periodically or randomly use different security protocols. A

typical security protocol uses an asymmetric cryptographic system, an example

being a public key cryptography system where private and public key pairs allow the
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LCS to authenticate and accept the received content. Another security protocol may

involve the ability to authenticate the received content using a signature scheme.

In FIG. 2, content enters the LCS Domain from the rewritable media (such as

a hard drive). This communication path is identifiedas Path 2 on FIG. 1. The LCS

5 Domain analyzes the content to determine if a watermark is present in the content.

If no watermark is present, then the quality of the content is downgraded to Low

Quality before it is stored in the LCS Storage. If a watermark is present, then the

watermark is extracted and compared with the watermark of the LCS in order to

determine if a match exists. In the event of a match, the content is permitted to be

10 stored on the LCS Storage at the same level of quality which the content entered the

LCS Domain. Optionally, if a watermark is present, the hash may be checked as

further verification; and if the hash matches, the content is allowed in at High

Quality. If it does not match, the content is rejected. If the extracted watermark

does not match the expected watermark, then the content is denied access to the LCS

15 Storage (i.e., the content is rejected).

In FIG. 3, content enters the LCS Domain from the Read-Only media. This

communication path is identified as Path 3 on FIG. I. The LCS Domain analyzes

the content to determine if a watermark is present in the content. If no watermark is

present, then the LCS attempts to further analyze the content using other methods

20 (i.e., other than watermarking) to try and verify the content for originality. If the

content cannot be verified or is deemed to have been altered, then the content is

I downgraded to Standard Quality (or even Low Quality) before it is stored in the

LCS Storage, If a watermark is present, then the watermark is extracted and

compared with the watermark of the LCS in order to determine if a match exists. In

25 the event of a match, or in the event that the content is verified by means other than

the watermark, the content is permitted to be stored on the LCS Storage at the same

level of quality which the content entered the LCS Domain (which is likely to be

High Quality). For example, the Read-Only media may also contain an media-based

identifier which verifies the content as an original, as opposed to a copy—~and hence,

30 a non-watermark method may be used to verify authenticity.

Optionally, even in the event of a watermark match, a hash may be checked

as further verification; and if the‘hash matches, the content is allowed in at High
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Quality, but if there is no .match, the content is rejected.' If the extracted watermark

does not match the expected watermark, or if the LCS is unable to identify any other

method for verifying the eontent’s authenticity, then the content may be denied

access to the LCS Storage (i.e., the content may be rejected), or if preferred by the

user, the content may be permitted into the system at a degraded quality level. It is

the user‘s prerogative to decide how the system will treat non-authenticated content,

as well as legacy content. I

In FIG. 4, content enters the LCS Domain from the satellite unit. This

communication path is identified as Path 4 on FIG. 1. Content from an SU is

marked with an SU watermark before exiting the SU. The LCS analyzes the content

from the SU for watermarks, and in particular to determine if there is a watermark

that matches that of the LCS. If the watermarks match,vthe content is permitted .

access to the LCS at the highest quality level. If there is a mismatch, then the

content is denied access (i.e., the content is rejected). If the content does not contain

a watermark, the quality is downgraded to Low Quality before permitting access to

the LCS. Optionally, even in the event of a watermark match, a hash may be

checked as further verification; and access at the highest quality level may depend

upon both a match in watermarks and a match in hashes.

In FIG. 5, content is shown leaving the LCS Domain. This communication

path is identified as Path 5 on FIG. 1. Content is retrieved from the LCS storage and

then the content may be watermarked with a watermark that is unique to the LCS

(for example, one that is based upon the LCS’s Unique ID). Optionally, a hash may
be attached to the watermarked content, and/or the hash may be embedded as part of

the watermark. If an external hash is used, preferably, for security purposes, the

external hash should be created in a different manner from the embedded, watermark

hash. Optionally, other information may be included in the watermark, for example,

information to specify 'a time stamp, the number of allowable copies, etc. After

watermarking, the content may be permitted to exit the LCS Domain, and may be

exported to a device outside the LCS Domain, including for example, a rewritable

media, a viewer, player, or other receiver.

In FIG. 6, content is shown leaving the LCS Domain. This communication

path is identified as Path 6 on'FIG. 1. This path is similar to Path 5, with a few
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important differences. The output receiver is an SU, and because-the receiver is an
SU, the content may leave the LCS without being watermarked. Path 6 requires a

secure protocol to determine that the receiver is in fact an SU. Once the path is
verified, the content can be exported without a watermark. The LCS may optionally

transmitthe content together with a hash value which will be uniquely associated

with the content.

In FIG. 7, content is shown leaving the SU, to a receiver other than the LCS.

This communication path is identified as Path 7. on FIG. 1. Content is retrieved

from the SU storage and then the content may be watermarked with a watermark

that is unique to the SU (for example, one that is based upon the SU’s Unique ID).

Optionally, a hash may be attached to the watermarked content, and/or the hash may

be embedded as part of the watermark. If an external hash is used, preferably, for

security purposes, the external hash should be created in a different manner from the

embedded, watermark hash. Optionally, other information may be included in the

watermark, for example, information to specify a. time stamp, the number of

allowable copies, etc, and may even include the hash which the LCS attached to the

content Afier watermarking, the content may be permitted to exit the SU, and may

be exported to a device other than the LCS, including for example, a rewritable

media, a viewer, player, or other receiver. The quality level of the content leaving

the LCS is generally the same quality level as that of the content when stored

I internally to the LCS.

The system of the present invention is utilized to complete digital data

transactions. A typical transaction would have the following steps:

1.) Using an LCS, a user connects to a SECD.

2.) The user reviews a collection of data sets which are available for

license (which for purposes of this application, may be equated with a purchase).

The user then'selects a data set (e.g., a song or other content), and purchases (or

otherwise obtains the right to receive) a c0py of the data set. (The user may transmit

purchase information, for example, credit card information, using digital security

that is known in the art of electronic commerce.)

3.) The SECD transmits the secured content to the LCS. I Before

transmitting any digital content, the SECD embeds at least 'one watermark and may
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also transmit (perhaps through cryptography) at least one hash value along with the

data being transmitted. The at least one hash value may be embedded with the at

least one watermark or may be attached to the beginning or end of the data being

transmitted. Altemately, the hash output may be combined in ways that are known

in the art.

4.) The LCS optionally may send its public key to the SECD, in which

case the SECD may use the LCS public key to apply an additional security measure

to the data to be transmitted, before the data is actually transmitted to the LCS.

5.) The LCS receives the secured content transmitted by the SECD. The

LCS may optionally use its private key to remove the additional layer of security

which was applied with the LCS’s public key.

6.) The LCS may authenticate the secure content that was received from

the SECD by checking the watermark(ls) and/or hash values. Optionally, the LCS

may unpack the secured content from its security wrapper and/or remove any other

layers of security. If the content can be authenticated, the content may be accepted

into the LCS domain. Otherwise, it may be rejected.

Fragile Watermark Structure _

A fragile watermark—one that is encoded in the LSB of each 16 bit

sample—can actually hold all of the data that would typically comprise the

information being transmitted in the SecureChannelTM. At a typical sampling rate of

44.] kHz, there is 88,200 16 bit samples for each second of data in the time domain

(44,100 x 2 stereo channels). This provides 88,200 hits per second which may be

used for-storing a fragile watermark. A typical 3 minute stereo song could therefore

accommodate 1.89 MB of data for a fragile watermark. (The watermark is called

fragile, because it is easily removed without greatly sacrificing the quality of the

audio data.) 1.89 MB represents an immense capacity relative to the expected size

of the typical data to be transmitted in a SecureChannel (100 - 200 K).

Preferably, the fragile watermark is bound to a specific copy of a specific

song, so that “information pirates” (i.e., would-be thieves) cannot detect a

watermark and then copy it onto another song in an effort to feign authorization

when none exists. A fragile watermark may also contain information which can be

utilized by various receivers which might receive the signal being packaged. For
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instance, a fragile watermark may contain information to optimize the playback of a

particular song on a particular machine. A particular example could include data

which differentiates an MP3 encoded version of a song and an AAC encoded

version of the same song.

One way to bind a fi'agile watermark to a specific data set is through the use

of hash. functions. An example is demonstrated by the following sequence of steps:

1.) A digital data set (e.g., a song) is created by known means (cg,

sampling music at 44.1 kHz, to create a plurality of 16 bit data sets). The digital

data set comprises a plurality of sample sets (e.g., a plurality of 16 bit data sets).

2) Information relative to the digital data set (e.g., information about the

version of the song) is transformed into digital data (which we will call the

SecureChannel data), and the SecureChannel data is then divided into a plurality of

SecureChannel data blocks, each of which blocks may then be separately encoded.

3) A first block of the SecureChannel data is then is encoded into a first

block of sample sets (the first block of sample sets comprising—at a minimum—a

sufficient number of sample sets to accommodate the size of the first block of

Secure Channel Data), for example by overwriting the LSB of each sample in the

first block of sample sets.

4) A hash pool is created comprising the first block of encoded sample

sets.

5) A first hash value is then created using i) the hash pool, ii) a random

(or pseudorandom) number seeded using a code that serves to identify the owner of

the digital data set, and iii) the SecureChannel data; ‘

6) I The first hash value is then encoded into a second block of sample

sets, the second block of sample sets being suffiCient in size to accommodate the

size of the first hash value.

7.) The second block of sample sets is then added to the hash pool -

8) A second block of the SecureChannel data is then is encoded into a

third block of sample sets.

9) The third block of encoded sample sets is added to the hash pool.
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10) A second hash value is then created using i) the hash pool, ii) a

random (or pseudorandom) number seeded using a code that serves to identify the

owner ofthe digital data set, and iii) the SecureChannel data;

11)- The second hash value is then encoded into a fourth block of sample
sets.

. Steps 7—1] are then repeated for successive blocks of SecureChannel data

until all of the SecureChannel data is encoded. Understand that for each block of

SecureChannel data, two blocks of content data are utilized. Moreover, for

efficiency, one could use a predetermined subset of the samples in the hash pool,

instead of the whole block.

Each SecureChannel block may, for example, have the following structure:

{

long Blockldentifier; //A code for the type ofblock

long BlockLength; ”The length of the block

”Block data ofa length matching BlockLength

char ldentityHash[hashSizc];

char lnscrtionHash[hashSize];

}

In theory, each SecureChannel block may be of a different type of block (i.e., may

begin with a different Blockldentifier). In operation, a software application (or even

an ASIC) may read the Blockldentifier and determine whether it is a recognized

block type for the particular application. If the application does not recognize the

block type, the application may use the BlockLength to skip this block of

SecureChannel. ‘ '

Certain block types will be required to be present if the SecureChannel is

going to be accepted. These might include an identity block and a SecureChannel

hash block. The SecureChannel data may or may not be encrypted, depending on

whether the data is transfer-restricted (a type of value-adding component, that is,

VAC) or simply informative. For instance, user-added SecureChannel data need not

be encrypted. A Blockldentifier may also be used to indicate whether a

SecureChannel data block is encrypted or not.

Robust Open Watermark (ROW) ‘
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A Robust-Open Watermark may be used to divide content into three

Categories. (The term “open watermark” is used merely to indicate that the

»watermark relies on a secret which is shared by an entire class of devices, as

opposed to a secure watermark—which is readable only by a single member of a

class of devices.) A binary setting may be used, whereby one state (e.g., “1”) may

be used to identify secure protected content—such as content that is distributed in a

secured manner. When the LCS detects a secured status (e.g., by determining that

the ROW is “1”), the content must be accompanied by an authenticatable

SecureChannel before the content is permitted to enter the LCS Domain (e.g.,

electronic music distribution or EMD content). The other binary state (e.g., “0”)

~ may be used to identify unsecured content,for example, non-legacy media that is

distributed in a pre-packaged form (e.g. CD’S). When the binary setting is “0”, the

content may or may not have a SecureChannel. Such “0 content" shall only be

admitted from a read—only medium in its original file format (e.g., a 0 CD shall only

be admitted if it is present on a Redbook CD medium). On the other. hand, if the

ROW is absent, then the LCS will understand that the content is “legacy”. Legacy

content may be admitted, or optionally, may be checked for a fragile watermark—

and then admitted only if the fragile watermark is present. It would be possible to

permit unfettered usage of legacy content—though again, it is the prerogative of the

user who sets up the LCS.

Robust Forensic Watermark

Preferably, a robust forensic watermark is not accessible in any way to the

consumer—or to “information pirates.” A forensic watermark may be secured by a

symmetric key held only by the seller. A transaction' ID may be embedded at the

time of purchase with a hash matching the symmetric‘key. The watermark is then

embedded using a very low density insertion mask (< 10 %), making it very difficult

to find without the symmetric key. Retrieval of such a watermark is not limited by

real-time/low cost constraints. The recovery will typically only be attempted on

known pirated material, or material which is suspected of piracy. A recovery time

of 2 hours on a 400 MHz PC may, therefore, be reasonable.

Sample Embodiment - Renewability
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The system of the present invention contemplates the need for updating and

replacing previously-embedded watermarks (which may be thought of generally as

“renewing” a watermark). If someone is able to obtain the algorithms used to embed

a watermark—or is otherwise able to crack the security, it would be desirable to be

able to embed a new watermark using a secure algorithm. New watermarks,

however, cannot be implemented with complete success over night, and thus, there

inevitably will be transition periods where older SPCS are operating without

updated software. In such a transition period, the content must continue to be
recognizable to both the old SPCSs and the upgraded SPCSs. A solution is to

embed both the original and the upgraded watermarks into content during the

transition periods. Preferably, it is the decision of the content owner to use both

techniques or only the upgraded technique.

The operation of the system of the present invention is complicated,

however, by the presence of “legacy” digital content which is already in the hands of

consumer (that is, digital content that was commercially distributed before the

advent of watermarking systems) because legacy content will continue to be present

in the future. Moreover, pirates who distribute unauthorized content will also

complicate matters because such unauthorized copies are likely to be distributed in

the same formats as legacy content. As it is unlikely that such unwatermarked

content can ever be completely removed, the present system must try to

accommodate such content. A

Hardware can be configured to read old ROW content and extract the old

ROW and insert in the content a new ROW.

Sample Embodiment é SPCS Audio Server

Tables 1, 2 and 3 depict a sample embodiment for an SPCS Audio Sewer,

and in particular show how secured content packages are created as downloadable

units (Table 1), how the LCS works on the input side for an SPCS Audio Server

(Table 2), and how the LCS. works on the output side (Table 3)

While theinvention has been particularly shown and described by the

foregoing detailed description, it will be understood by those skilled1n the art that

various other changes1n form and detail may be made without departing from the

spirit and scope of the invention. -
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Table 1

SAMPLE EMBODIMENT: SPCS Audio Server Stage
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SPCS Audio Player Input Stage

Downloaded Uncompressed Uncompressed
Package Audio from Read- Audio from

only Medi m Rewritable Medium

Decrypt PAD
for

authen 'cation
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Pass encypted
audio and PAD
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Table 3

SPCS Audio Player Output Stage
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Library Storage 

Playb

¢ ®

. Display 7 EmbedH PAD? H PAD?
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Claims:

1. A local content server system (LCS) for creating a secure environment for

digital content, comprising: _

a) a communications port in communication for connecting the system

via a network to at least one Secure Electronic Content Distributor (SECD), said

SECD capable of storing a plurality of data sets, capable of receiving a request to

transfer at least one content data set, and capable of transmitting the at least one

content data set in a secured transmission;

b) a rewritable storage medium whereby content received from outside?

the LCS may be stored and retrieved;

c) a domain processor that imposes rules and procedures for content

being transferred between the LCS and devices outside the LCS; and .
d) a programmable address module which can be programmed with an V

identification code uniquely associated with the LCS; and

said domain processor permitting the LCS to receive digital content from

outside the LCS provided the LCS first determines that the digital content being

delivered to the LCS is authorized for use by the LCS.

2. The LCS of claim 1 further comprising i

e) an interface to permit the LCS to communicate with one or more

Satellite Units (SU) which may be connected to the system through the interface,

said SUs capable of receiving and transmitting digital content;

and wherein said domain processor permits the LCS to receive digital

content from an SECD that is connected to the LCS’s communication port, provided

the LCS first determines that digital content being received is authorized for use by

. the LCS,

and wherein said domain processor permits the LCS to deliver digital

content to an SU that may be connected to the LCS’s interface, provided the LCS

first determines that digital content being received is authorized for use by the SU.
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3. A local content sewer system (LCS) for creating a secure environment for

digital content, comprising:

a) a communications port in communication for connecting the system

via a network to at least one Secure Electronic Content Distributor (SECD), said

5 SECD capable of storing a plurality of data sets, capable of receiving a request to

transfer at least one content data set, and capable of transmitting the at least one

content data set in a secured transmission;

b) ' an interface to permit the LCS to communicate with one or more

Satellite Units (SU) which may be connected to the system through the interface,

10 said SUs capable of receiving and transmitting digital content; and

i c) a- rewritable storage medium whereby content received from an

SECD and from an SU may be stored and retrieved;

d) a domain processor that imposes rules and procedures for content

being transferred between the LCS and the SECD and between the LCS and the SU;

15 and

e) a programmable address module which can be programmed with an

identification code uniquely associated with the LCS;

said domain prbcessor permitting the LCS to deliver digital content to and

receive digital content from an SU that is connected to the LCS’s interface, provided

20 the LCS first determines that the digital content being delivered to the SU is

authorized for use by the SU or that the digital content being received is authorized

for use by the LCS, I

and said domain processor permitting the LCS to receive digital content from

an SECD that is connected to the LCS’s communication port, provided the LCS first

25 determines that digital content being received is authorized for use by the LCS.

4. The system of claim 3, wherein said domain processor determines whether

digital content is authorized for use by extracting a watermark from the digital

content being transferred.

5. The system of claim 3, wherein said domain processor comprises:

30 means for obtaining an identification code from an SU connected to the

LCS ’ 5 interface;
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an analyzer to analyze the identification code from the SU to determine if the

SU is an authorized device for communicating with the LCS;

means for analyzing digital content received from an SU;

said system permitting the digital content to be stored in the LCS if i) an

analysis of the digital content received from the SU concludes that the content is

authenticated, or ii) an analysis of the digital content received from the SU

concludes that the content cannot be authenticated because no authentication data is

embedded in the content, and

said system preventing the digital content from being stored on the LCS if i)

an analysis of the digital content received fi'om the SU concludes that the content is
unauthenticated. I ,

6. The system of claim 4, wherein said analyzer of the domain processor ,

comprises means for extracting digital watermarks from the digital content received

from an SU, and means for. analyzing the digital watermark to determine if the

digital content has been previously marked with the unique identification code of the
LCS.

7. The system of claim 4, wherein said system permits the digital content to be

stored in the LCS at a degraded quality level if an analysis of the digital content

received from the SU concludes that the digital content received from the SU cannot

be authenticated because there is no authentication data embedded in the content.

8. The system of claim 4, further comprising at least one SU, each such SU

being Capable of communicating with the LCS. I

' . 9. The system of claim 8, wherein the SU has means to sending a message to

the LCS indicating that the SU is requesting a copy of a content data set that is

stored on the LCS, said message including information about the identity of the SU,

and wherein the LCS comprises:

means to analyze the message from the SU to confirm that the SU is

authorized to use the LCS;

means to retrieve a copy of the requested content data set;

means to embed at least one robust open watermark into the copy of the

requested content data set, said watermark indicating that the copy is authenticated;
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means to embed a second watermark into the copy of the requested content

. data set, said second watermark being created based upon information transmitted

by the SU and information about the LCS; and

means to deliver the watermarked content data set to the SU for its use.

5 10. The system of claim 8, fin‘ther comprising a SECD, said SECD capable of

receiving a request to transfer at least one data set and capable of transmitting the at

least one data set in a secured transmission.

11. » The system of claim 10,

wherein the SU includes means to send a message to the LCS indicating that

10 the SU is requesting a copy of a content data set that is not stored on the LCS, but

which the LCS can obtain from an SECD, said message including information about

the identity of the SU',

wherein the SECD comprises:

means to retrieve a copy of the requested content data set;

15 means to embed at least one robust open watermark into the copy of

the requested content data set, said watermark indicating that the copy is

authenticated;

means to embed a second watermark into the copy of the requested

content data set, said second watermark being created based upon information

20 transmitted by the LCS; and

means to deliver the watermarked content data Set to the LCS for its

use; and

wherein the LCS comprises:

means to analyze the message from the SU to confirm that the SU is

25 authorized to use the LCS;

means to receive a copy of the requested content data set as

transmitted by the SECD;

means to extract at least one watermark to confirm that the content

data is authorized for use by the LCS;

30 V means to embed at least one robust open watermark into the copy of

the requested content data set, said watermark indicating that the copy is

_ authenticated;
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means to embed a second watermark into the copy of the requested

content data set, said second watermark being created based upon information

transmitted by the SU and information about the LCS; and

means to deliver the watermarked content data set to the SU for its

use.

12. The system of claim 8, wherein the SU has means to sending a message to

the LCS indicating that the SU is requesting to store a copy of a content data set on a

storage unit of the LCS, said message including information about the identity of the

SU, and wherein the LCS comprises:

means to analyze the message from the SU to confirm that the SU is

authorized to use the LCS;

means receive a copy of the content data set;

means to determine if a robust open watermark is embedded in the content

data set, and to extract the robust open watermark if is it is determined that one

exists;

means to analyze any extracted robust open watermarks to determine if the

content data set can be authenticated;

means to permit the storage of the content data set on a storage unit of the

LCS if i) the LCS authenticates the content data set, or ii) the LCS determines that

no robust open watermark is embedded in the content signal. 4

13. The system of claim 4, further comprising at least one SU, each such SU

being capable of communicating with the LCS, and being capable of using only data

which has been authorized for use by the SU or which has been determined to be

legacy content such the data contains no additional information to permit

authentication.

14. The system of claim 5, wherein the LCS further comprises:

means to embed at least one robust open watermark into a copy of content

data, said watermark indicating that the copy is authenticated;

means to embed a second watermark into the copy of content data, said

second watermark being created based upon information comprising information

uniquely associated with the LCS; and
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means to embed a third watermark into the copy of content data, said third

watermark being a fragile watermark created based upon information which can

enhance the use of the content data on one or more SUs.

15. The system of claim 5, wherein the LCS further comprises:

I means for encrypting or scrambling content data; such that content data may

be encrypted or scrambled before it is stored in the rewritable storage medium.

16. A system for creating a secure environment for digital content, comprising:

a Secure Electronic Content Distributor (SECD);

a Local Content Server (LCS);

a communications network interconnecting the SECD to the LCS; and

a Satellite Unit (SU) capable of interfacing with the LCS;

said SECD comprising: a storage device for storing a plurality of data sets;

an input for receiving a request (tom the LCS to purchase a selection of at least one

of said plurality of data sets; a transaction processor for validating the request to

purchase and for processing payment for the request; a security module for

encrypting or otherwise securitizing the selected at least one data set; and an output

for transmitting the selected at least one data set that has been encrypted or

otherwise secured for transmission over the communications network to the LCS;

said LCS comprising: a domain processor; a first interface for connecting to

a communications network; a second interface for communicating with the SU; a

memory device for storing a plurality of data sets; and a programmable address

module which can be programmed with an identification code uniquely associated

with the LCS; and I

said SU being a portable module comprising: a memory for accepting secure

digital content from a LCS; an interface for communicating with the LCS; and a

programmable address module which can be programmed with an identification

code uniquely associated with the SU.

17. A Method for creating a secure environment for digital content for a

' consumer, comprising the following steps:

sending a message indicating that a user is requesting a copy of a content

data set;

retrieving a copy of the requested content data set;
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embedding at least one robust open watermark into the copy of the requested

content data set, said watermark indicating that the copy is authenticated;

embedding a second watermark into the copy of the requested content data

set, said second watermark being created based upon information transmitted by the

5 requesting user;

transmitting the watermarked content data set to the requesting consumer via

an electronic network;

receiving the transmitted watermarked content data set into a Local Content

Sewer (LCS) ofthe user;

10 extracting at least one watermark from the transmitted watermarked content

data set; and

permitting use of the content data set if the LCS determines that use is

authorized. ‘

18. The Method of claim 17, wherein the step of permitting use of the content

15 data set if the LCS determines that use is authorized comprises:

checking to see if a watermark extracted from the content data set includes

- information which matches unique information which is associated with the user;
and

permitting the storage of the content data set in a storage unit for the LCS.

20 19. The Method of claim 17, further comprising:

connecting a Satellite Unit (SU) to an LCS,

and wherein the step of permitting use of the content data set if the LCS determines

that use is authorized comprises:

checking to see if a watermark extracted from the content data set includes

25 information which matches unique information which is associated with the user;
and

embedding a watermark into the content data set using information that is

associated with the user and information that is associated with an SD;

delivering the content data set to the SU for its user

30 20. A Method for creating a secure environment for digital content for a

consumer, comprising the following steps:

connecting a Satellite Unit to an local content server (LCS),
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sending a message indicating that the SU is requesting a copy of a content

data set that is stored on the LCS, said message including information about the

identity of the SU;

analyzing the message to confirm that the SU is authorized to use the LCS;

and

retrieving a copy of the requested content data set;

assessing whether a secured connection exists between the LCS and the SU;

if a secured connection exists, embedding a watermark into the copy of the

requested content data set, said watermark being created based upon information

transmitted by the SU and information about the LCS; and

delivering the content data set to the SU for its use.

21. The Method of claim 20, further comprising:

embedding an open watermark into the content data to permit enhanced

usage of the content data by the user. i

22. The Method of claim 21, further comprising:

embedding at least one additional watermark into the content data, said at

least one additional watermark being based on information about the user, the LCS

and an origin of the content data, said watermark serving as a forensic watermark to

permit forensic analysis to provide information on the history of the content data’s
use.

23. The method of claim 20, wherein the content data can be stored at a level of

quality which is selected by a user.

24. A Method for creating a secure environment for digital content for a

consumer, comprising the following steps:

connecting a Satellite Unit (SU) to an local content server (LCS),

sending a message indicating that the SU is requesting a copy of a content

data set that is stored on the LCS, said message including information about the

identity of the SU;

analyzing the message to confirm that the SU is authorized to use the LCS;
and

retrieving a copy of the requested content data set;

assessing whether a secured connection exists between the LCS and the SU;
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if a secured connection exists, embedding a watermark into the copy of the

requested content data set, said watermark being created based upon information

transmitted by the SU and information about the LCS; and

delivering the watermarked content data set to the SU for its use.

25. The method of claim 24, further comprising:

embedding at least one robust open watermark into the copy of the requested

content data set before the requested content data is delivered to the SU, said

watermark indicating that the copy is authenticated.

26. The method of claim 25, wherein the robust watermark is embedded using

any one of a plurality of embedding algorithms.

26. The method of claim 24, further comprising:

embedding a watermark which includes a hash value from a one-way hash

function generated using the content data.

27. The method of claim 25, wherein the robust watermark can be

periodically replaced with a new robust watermark generated using a new
algorithm. with payload that is no greater than that utilized by the old robust
watermark.

28. The method of claim 24, further comprising the step of:

embedding additional robust open watermarks into the copy of the requested

content data set before the requested content data is delivered to the SU, using a

new algorithm; and

re-saving the newly watermarked copy to the LCS.

29. The method of claim 24, further comprising the step of:

saving ' a. copy of the requested content data with the robust
watermark to the rewritable media of the LCS.

30. A Method for creating a secure environment for digital content for a

consumer, comprising the following steps: I

connecting a Satellite Unit (SU) to an local content server (LCS),

sending a message indicating that the SU is requesting to store a copy of a

content data on the LCS, said message including information about the identity of

the SU;
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analyzing the message to confirm that the SU is authorized to use the LCS;

and

7 receiving a copy of the content data set;

assessing whether the content data set is authenticated;

5 if the content data is unauthenticated, denying access to the LCS storage unit;

and

if the content data is not capable of authentication, accepting the data at a

predetermined quality level, said predetermined quality level having been set for

legacy content.
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\ transactional value that may be imparted to the transactional relationship, security of information exchange, etc. An important con-

3

tributor to trust for such aspects of the transaction is disclosed to be the use of highly-secure steganogtaphic computer processing
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SYSTEMS, METHODS AND DEVICES FOR TRUSTED TRANSACTIONS

BACEROUND OF THE INVENTION

1. Field of the Invention

This invention relates to the transfer of information between parties; in

5 particular, it relates to systems, methods, and devices for trusted transactions.

. 2. Description ofthe Related Art

Transactions are increasingly characterized by'the amount and quality of

information available to market participants. Whereas a seller seeks profit driven

arrangements, which may vary over the course of a relationship with a particular

10 buyer or consumer; buyers seek satisfaction of at least one of the following: price,

selection or service. At any time the buyer or seeker of valueadded information

may lack recognition of the seller or provider of such information, even if coupled

with a “manufactured” produCt or good. Sellers, or providers, similarly lack any

information about individual buyers, buying groups or agents, and may only have

15 information regarding potentially profitable transaction events defined by at least

one of the following: existing market for goods or services, targeted projected

market for new goods or services, or those consumers or buyers who currently

engage in transactions with the provider. Transactions are the result of customer

profiling, a form ofrecognizable pattern analysis for commerce.

20 Transactions conducted electronically, often in an online environment taking

advantage of networks, such as the Intemet and/or World Wide Web (“WWW” ,

form an increasingly-important subset of transactions. Most obviously, retail sales

transactions in which individual customers purchase goods or services from a central

web server using a WWW connection have become a prominent form of electronic

25 transactions, though such transactions are by no means the only or even necessarily

- the predominant category of electronic transactions.

Electronic transactions pose special challenges for transaction parties. Some

of these challenges relate to the difficulty of providing to a prospective acquirer

(e.g., a purchaser) of goods or services full,*accurate, and verifiable information

30 regarding the nature,vvalue, authenticity, and other suitabilityqelated characteristics

of the product in question. This is true in part, for instance, because the customer
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cannot necessarily handle, sample, or evaluate at first hand the goods or services in

question in an online transaction to the same extent to which he could evaluate them

in an in—person transaction. It may also be true because of the fear of counterfeit,

defective, or otherwise unsuitable products that may be viewed as more easily

“passed oft" (assuming a certain non-zero incidence of deceit and/or inadequate

suitability verification among suppliers of products) in an electronic transaction than

inan in-person transaction.

Further challenges in online transactions revolve around the serious concerns

regarding security of such transactions. Such security-related concerns arise from

the inherently-vulnerable nature of distributed public networks such as the internet,

in which transaction parties cannot necessarily determine the path by which data

travelling to and flour them will take. Nor is it always possible to determine the

identity of another transaction party, or to ensure that such other transaction party

will take adequate precautions with sensitive data (for instance, data related to the

identity or financial details (e.g., credit card number) of the first transaction party)

transmitted during the course of proposing, evaluating, negotiating, executing, or

fulfilling a transaction. Thus, concerns are raised about interception, inadequate

safeguarding, or other unauthorized or inappropriate use of data generated or

transmitted between transaction parties. Such concerns have raised the perceived

need for security technologies adaptable for online transactions. Generically, these

technologies have included encryption, scrambling, digital watermarking, and like

methods of protecting transaction-related data. >

Two conventional techniques for providing confidentiality and/or

authentication currently in use involve reciprocal and non-reciprocal encrypting.

Both systems use non-secret algorithms to provide encryption and decryption, and

keys that are used by the algorithm.

In reciprocal algorithm systems, such as DES, the same key and algorithm is

used to encrypt and decrypt a message. To assure confidentiality and authenticity,

the key is preferably known only to the sending and receiving computers, and were

traditionally provided to the systems by “secure” communication, such as courier.

In non-reciprocal systems, such as those described in US. Patent 4,218,582,

a first party to a communication generates a numerical sequence and uses-that -
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sequence to generate non-reciprocal and different encrypting and decrypting keys.

The encrypting key is then transferred to a second party in a non-secure

communication. The second party uses the encrypting key (called a public key

‘ because it is no longer secure) to encrypt a message that can only be de—crypted by

5 the decrypting key retained by the first party. The key generation algorithm is

arranged such that the decrypting key cannot be derived from the public encrypting

key. Similar methods are known for using non-reciprocal keys for authentication of

a transmission. ‘In the present invention, the non-secure “public” key is used to a

message that has been encrypted using a secure “private” key known only to the

10 originating party. In this method the receiving party has assurance that the

origination of the message is the party who has supplied the “public” decrypting

key. I

SUMMARY OF THE INVENTION

Thus, a need has arisen for a system and method for enhancing trust on the

15 part of participants in transaction. This may be with respect to all aspects of the

transaction as to which trust may be an influential factor (or, viewed negatively, in

which the lack. of trust may be a potential bottleneck prohibiting consummation of

the transaction, or of a more~optimal transaction, or of a series of transactions in a

mutually-beneficial transactional relationship).

20 A need has also arisen for trust enhancement for transactions in connection

with sophisticated security, scrambling, and encryption technology, for instance that

provided by steganographic encryption, authentication, and security means.

A need has also arisen to provide these technologies in an integrated method

and system, optimally requiring comparatively little processing resources so as to

25 maximize its usefulness and minimize its cost. ‘
The present invention represents a bridge between mathematically

determinable security and analog or human measures of trust. These measures are

typically perceptible or perceptual when evaluating value-added information.

Additionally, a higher level of transparency between parties is assured, because

30 information flow is recognizable and controllable by transacting parties at will.

According to one embodiment of the present invention, a method for trusted

transactions is provided. The method includes the steps of (1) establishing an

DISH-Blue Spike-842

Exhibit 1004, Page 0945



DISH-Blue Spike-842
Exhibit 1004, Page 0946

we

W0 01/43026 PCT/USOO/33126

10

15

20

25

30

-4-

agreement to exchange digitally-sampled information between a first and a second

party; (2) exchanging the digitally-sampled information between the first and the

second party; and (3) approving the digitally-sampled. The digitally-sampled

information may be approved with an approval element, for example, a

predetermined key, a predetermined message, or a predetermined cipher. The step

of approving the digital information may include authorizing the digital information

with the approval element, verifying the digital information with the approval

element, or authenticating the digital information with the approval element. The

predetermined cipher may be a steganographic cipher or a cryptographic cipher.

According to another embodiment of the present invention, a method for

' conducting a trusted transaction between two parties that have agreed to transact is

provided. The method includes the steps of (l) establishing a secure transmission

channel between thetwo parties; (2) verifying an identity of at least one of the

parties; (3) determining an amount of value-added information to be exchanged

between the parties; (4) verifying the agreement to transact; and (5) transmitting the

value—added information. The value-added information may include value-adding

components.

According to another embodiment of the present invention, a method for

conducting at least one trusted transaction between two parties is provided. The

method includes the steps of (l) authenticating the parties; (2) agreeing to a security

of a transmission channel; (3) exchanging secondary value-added information; (4)

determining at least one term for a primary value-added information exchange; and

(5) facilitating payment for the transaction based on the terms.

According to another embodiment of the present invention, a method for

conducting a trusted transaction between two parties is provided. The method

includes the steps of (1) establishing a steganographic cipher; (2) exchanging '

secondary value-added information between the parties; (3) agreeing to terms for the .

exchange of primary value-added information; and (4) facilitating payment for the

transaction.

According to another embodiment of the present invention, a method for

' conducting a‘trusted transaction between parties is provided. The method includes

the steps of (1) identifying a unique identification for each of the parties, a unique
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identification of the transaction, a unique identification of value-added information

to be transacted, or a unique identification of a value-adding component; (2)

applying a steganographic cipher; and (3) verifying an agreement to transact

between the parties. Once the parties are identified by the unique identification,

5 transaction identification, or the unique identification of the value-added

information, secondary terms and conditions may be offered for acceptance. The

transaction may take several additional steps and may include additional value-

adding components to reach a legal agreement.

, The agreement may cause a secondary term to be enabled for one of the
10 parties.- For example, the agreement may be related to the ability to choose

ownership in the seller instead of some benefit in price, service or selection. This

ownership may be priced according to traditional options pricing methodologies.

Essentially the “discount” in cash value terms, may be the option price. So if there

is a price, selection or service that can be equated to some cash equivalent amount,

15 that amount can be used by the buyer as a right, but not obligation to purchase equity

in the seller. Alternatively, the cash ecluivalent may have a direct equivalence in

equity prices.

According to another embodiment of the present invention, a method for bi—

directionally exchanging value-added information between parties is provided. The

20 method includes the steps of (1) associating a plurality of unique identifiers with the

value-added information, the value-added information including a digital watermark,

a file header, a file attachment, and/or a file wrapper; (2) associating each of the

parties with unique identifiers, the unique identifiers including a digital watermark, a
file header, 3 file attachment, and/or a file wrapper; and (3) exchanging value-added

25 information between the parties.

According to another embodiment of the present invention, a method for

exchanging value-added information between parties is provided. The method

includes the steps of (1) providing a data transmission means; (2) verifying the

parties to the transaction; (3) negotiating a term. such as a price, a service, and/or a

30 selection; and (4) binding the term to the information using a digital watermark, a

file header, metadata, and/or a file wrapper. The bound transaction terms may_

include value-added information.
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According to another embodiment of the present invention, a method for

trusted transactions is provided. The method includes the steps of (1) receiving data

to be processed; (2) determining a structure of the data; (3) determining if the data is

authentic; and (4) determining an associated usage of the data based on the data

5 structure and the authenticity of the data.

According to another embodiment of the present invention, a method for

secure transaction is provided. The method includes the steps of (1) receiving a

request to process a transaction; (2) uniquely identifying the source of the request;

(3) uniquely identifying at least one term of the request; and (4) storing

10 _ identification information for transaction negotiatidn.

According to another embodiment of the present invention, a method for the

facilitation of the exchange of information data between at least a first party and a

second party is provided. The method includes the steps of (1) receiving a rule

governing information data from a first party, (2) receiving a request for the

15 information data from a second party; (3) matching the predetermined rule with the

request; and (4) uniquely identifying the information data and the first and second

parties. The information data may include unstructured data or structured data.

According to another embodiment of the present invention, a method for the

management of rights is provided. The method includes the steps of (1) receiving

20 infomation; (2) determining whether the information is structured information or

unstructured information; (3) identifying the information with a steganographic

cipher; (4) authenticating the information with a digital signature or a digital

watermark check; and (5) associating the identification and authentication results
with a predetermined record, a predetermined rule, or a predetermined function.

25 According to another embodiment of the present invention, a method for risk

management is provided. The method includes the steps of (1) receiving

information; (2) determining whether the information is structured or unstructured;

(3) identifying information with a predetermined ciphered key; (4) authenticating

information with a digital signature, a digital watermark check, or a predetermined

30 ciphered key; (5) associating identification and authentication results with a

predetermined rule; and (6) limiting access based on a predetermined exposure of a

decision maker.
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According to another embodiment of the present invention, a method for

securely exchanging information data between parties is provided. The method

includes the steps of (1) creatinga private key; (2) deriving a corresponding public

key corresponding to the information data sought and at least one of (a) verifiable

5 data associated with different versions of the information data, (b) verifiable data

associated with a transmitting device, and (c) verifiable data associated with an

identity of the party seeking the information data; (3) establishing a set of one time

signatures relating to the information data; (4) establishing a hierarchy of access to

the set of one time signatures; (5) creating a public key signature, the public key

10 signature being verifiable with the public key, including the hierarchy of access to

the set of one time signatures; (6) providing the information to a certification

authority for verification; and (7) verifying the one time signature and the hierarchy

of access to enable transfer ofpredetermined data.

According to another embodiment of the present invention, a method for

15 authenticating an exchange of a plurality of sets of information data between parties

is provided. The method includes the steps of (1) creating a plurality of hierarchical

classes based on a perceptual quality of the information data; (2) assigning each set

of information data to a corresponding hierarchical class; (3) defining access to each

hierarchical classes and- to each set of information data based on at least one

20 recognizable feature of the information data to be exchanged; (4) predetermining

access to the sets of information data by perceptually-based quality determinations;

(5) establishing at least one connection between the exchanging parties; (6)

perceptually recognizing at least one of the sets of information data dependent on

user provided value-added information data; and (7) enabling a trusted transaction

25 based on verification, and associated access, governing at least one of a set of
information data sets.

According to another embodiment of the present invention, a method for

authenticating the exchange of perceptual information data between parties over a

networked system is provided. The method includes the steps of (1) creating a

30 plurality of hierarchical classes based on a perceptual quality of the information

data; (2) assigning each set of information data to a corresponding hierarchical class;

(3) defining access to each hierarchical classes and to each-set of information data
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based on at least one recognizable feature of the information data to be exchanged;

(4) perceptually recognizing at least one of the sets of information data dependent on

user provided value-added information data; (5) enabling a trusted transaction of the

information data based on verification of means of payment, and associated access,

5 governing at least one copy of the information data sought; (6) associating the

transaction event with the information data prior to transmission of the information

data; and (7) transmitting and confirming delivery of the information data

According to another embodiment of the present invention, a device for »

conducting a trusted transaction between parties who have agreed to transact is

10 provided. The device includes means for uniquely identifying unique identification

information, such as a unique identification of one of the parties, a unique

identification of the transaction, a unique identification of value-added information -

to be transacted, or a unique identification of a value-adding component; a

steganographic cipher; and a means for verifying an agreement to transact between

15 the parties.

According to another embodiment of the present invention, a device for

conducting a trusted transaction between parties who have agreed to transact is

provided. The device includes means for uniquely identifying unique identification

information such as a unique identification of one of the parties, a unique

20 identification of the transaction, a unique identification of value-added information

to be transacted, or a unique identification of a value-adding component; and means

for enabling a subsequent mutually agreed to at least one term.

According to another embodiment of the present invention, a device for

conducting trusted transactions between parties us provided. The device includes a

_ 25 steganogmphic cipher; a controller for receiving input data or outputting output data;

and an input/output connection. The device may have a unique identification code.

According to another embodiment of the present invention, a trusted

transaction device for transmitting authentic value-added information data between

parties is provided. The device includes a display; a unique identifier; means for

30 ciphering information that is input and output; means for interacting with other

similarly functional devices; and means for storing or retrieving value-added
information and a value-adding component.
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According to another embodiment of the presentinvention, a device for

securely exchanging information data is provided. The device includes means for

creating a private key by the party seeking information; means for deriving a

corresponding public key based on the predetermined data and verifiable data

associated with different versions of the information, verifiable data associated with

a transmitting device, or verifiable data associated with the identity of the party

seeking information; means for creating a set of one-time signatures relating to the

predetermined data; means for validating a predetermined hierarchy of access of the

set of one-time signatures; means for creating a public key signature, verifiable with

the public key, including the access hierarchy of one time signatures; means for

securely transacting predetermined data by providing information relan'ng to a

proposed transaction; and means for verifying the one time signature and the ‘

hierarchy of access to enable transfer ofpredetermined data.

According to one embodiment of the present invention, a system for the

secure exchange of predetermined, verifiable information data between parties is

provided. The system includes at least one condition for the use of the information;

means for differentiating between predetermined information and other seemingly

identical information based on an authentication protocol; means for associating

authenticity of verifiable information data with at least one condition for use; a

storage unit for storing the predetermined, verifiable information; and means for

communicating with the predetermined, verifiable information storage.

According to one embodiment of the present invention, a system for the

exchange of information is provided. The system includes at least one sender; at

least a receiver; a verifiable message; and a verification of the message by at least

one of the senders and the receivers. A verification of the message may enable a

decision over receiving additional related information.

According to one embodiment of the present invention, a system for

computer based decision protocol is provided. The system includes a means for

identifying between structured and unstructured information; a means for

authenticating structured information; and a means for enabling a decision rule

based on the identity and authenticity of the information.
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According to one embodiment of the present invention, a system for

computer-based decision protocol is provided. The system includes means for

identifying between structured and unstructured information; means for-identifying

structured information; and means for enabling a predetermined decision rule based

5 on the identity of the information. I
BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present invention, the objects and

advantages thereof, reference is now made to the following descriptions taken in

connection with the accompanying drawings in which:

10 Fig. 1 is a block diagram of a system for trusted transactions according to

one embodiment of the present invention; i

Fig. 2 is a schematic of a local content Server environment according to one

embodiment of the present invention;

' Fig. 3 is a flowchart depicting an example of an authentication according to

15 one embodiment of the present invention;

Fig. 4 is a flowchart depicting an example of content flow according to one

. embodiment of the present invention;

Fig. 5 is a flowchart depicting an example of content flow according to one

embodiment of the present invention;

20 Fig. 6 is a flowchart depicting an example of content flow according to one

embodiment of the present invention;

Fig. 7 is a flowchart depicting an example of content flow according to one

embodiment ofthe present invention;

Fig. 8 is a flowchart depicting an example of content flow according to one

25 embodiment of the present invention;

Fig. 9 is a flowchart of a method for trusted transactions according to one

embodiment of the present invention;

Fig. 10 depicts a device for trusted transactions according to one

embodiment ofthe present invention.

30 Fig. 11 is a block diagram of a person information device according to one

embodiment of the present invention;
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Fig. 12 is a block diagram of an authentication device according to one

embodiment of the present invention; and

Fig. 13 is a flowchart depicting an authentication process according to one

embodiment of the present invention. I
5 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

In order to assist in the understanding of the present invention, the following

definitions are provided and are intended to supplement the ordinary and customary

meaning of the terms:

Authentication: A receiver of a “message” (embedded or otherwise within

10 the value-added information) preferably is able to ascertain the origin of the message

(or by effects, the origin of the carrier within which the message is stored). An

intruder preferably cannot successfully represent someone else. Additional

fimctionality, such as message authentication codes, may be incorporated (a one-

way hash fimction with a secret key) to ensure limited verification or subsequent

15 processing ofvalue-added data. ’

Authorization: A term which is used broadly to cover the acts of conveying

official sanction, permitting access or granting legal power to an entity.

Encmtion: Encryption is a method of securitizing data. For example,

encryption may be data scrambling using keys. For value-added or information rich

20 data with content characteristics, encryption is typically slow or inefficient because

content file sizes tend to be generally large. Encrypted data is sometimes referred to

as “ciphertext.”

High Qualifl: A transfer path into the LCS Domain that allows digital

content of any quality level to pass unaltered. “High QualitY’ can also mean

25 unfettered access to all VACs.

Local Content Server (LCS): A device or software application that can

securely store a collection of value-added digital information, such. as entertainment

media. The LCS has a unique 1D.

LCS Domain: A secure medium or area where digital content can be stored,

30 with an accompanying rule system for transfer into and out of itself.

‘ Low anlity: A transfer path'into the LCS Domain that degrades the digital

content to a sub-reference level. In an audio implementation, this might be defined
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as below CD Quality. Low Quality can also mean no VACs are allowed in to the

system.

One way hash function: One-way hash functions are known in the art. A

hash function is a function which converts an input into an output, which is usually a

fixed-sized output. For example, a simple hash function may be a fimction which

accepts a digital stream of bytes and returns abyte consisting of the XOR function

of all of the bytes in the digital stream of input data Roughly spealdng,_the hash

function may be used to generate a “fingerprint” for the input data. The hash

function need not be chosen based on the characteristics of the input. Moreover, the

output produced by'the hash function (i.e., the “hash”) need not be secret, because in

most instances it is not computationally feasible to reconstruct the input which

yielded the hash. This is especially true for a “one-way" hash function-~one that can

be used to generate a hash value for a given input string, but which hash cannot be

used (at least, not without great effort) to create an input string that could generate

the same hash value. >

Read-Only Media: A mass storage device that can only be written once

(e.g., CD-ROM, CD—R, ‘DVD,'DVD-R, etc.) Note: pre-recorded music, video, game

software, or images, etc. are all “read only? media.

Re-writable Media: An mass storage device that can be rewritten (e.g., hard

drive, CD—RW, Zip cartridge, M-O drive, etc.).

, Satellite Unit: A portable medium or device that can accept secure digital

content from a LCS through a physical, local connection and that can either play or

make playable the digital content. The satellite unit may have other fimctionality as

it relates to manipulating the content, such as recording. The satellite unit has a

Unique ID.

Scrambling: For digitally-sampled data, scrambling refers to manipulations

of the data. Value-added or information rich data may be manipulated at the

_ inherent granularity of the file format, essentially through the use of a transfer

fimction. The manipulations are associated with a key, which may be made
cryptographically secure or broken into key pairs. The manipulation may be

associated with a predetermined key, which may be made cryptographically secure

or made into asymmetric key pairs. Scrambling is efficient for larger media files
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and can be used to provide content in less than commercially viable or referenced

quality levels. Scrambling is not as secure as encryption for these applications, but

provides more fitting manipulation of media rich content in the context of secured

distribution. Scrambled data is also called “ciphertext” for the purposes of this

invention.

Encryption generally acts on the data as a whole, whereas scrambling is

applied ofien to a particular subset of the data concerned with the granularity of the

data, for instance the file formatting. The result is that a smaller amount of data is

“encoded” or “processed” versus strict encryption, where all of the data is “encoded”

or “processed.” By way of example, a cable TV signal can be scrambled by altering

the signal which provides for horizontal and vertical tracking, which would alter

only a subset of the data, but not all of the data—which is why the audio signal is

ofien untouched. Encryption, however, generally alters the data such that no

recognizable signal would be perceptually appreciated. Further, the scrambled data

can be compared with the unscrambled data to yield the scrambling key. The

difference with encryption is that the ciphertext is not completely random, that is,

the scrambled data is still perceptible albeit in a lessened quality. Unlike

watermarking, which maps a change to the data set, scrambling is a transfer function

which does not alter or modify the data set.

Secure Electronic Content Distributor (SECD): An entity that can validate a

transaction with a LCS, process a payment, and deliver digital content securely to a

LCS. This may be referred to as a “certification authority.” SECDs may have

difi‘ering arrangements with consumers and providers of value—added information or

other parties that may conduct transactions, such as business to business

relationships. The level of trust place into an SECD can be dynamically adjusted as

transactions warrant or parties agree. ,
Standard Qualigg: A transfer path into the LCS Domain that maintains the

digital content at a predetermined reference level or degrades the content if it is at a

higher quality level. In an audio implementation, this might be defined as Red Book

CD Quality. Standard Quality may also refer to a particular set of VACs that are '

allowed into the system. I I
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Unigue Identification, or Unigue ID: A Unique ID is created for a particular

transaction and is unique to that transaction (roughly analogous to a human

fingerprint). One way to generate a Unique ID is with a. one-way hash function.

Another way is by incorporating the hash result with a message into a signing

5 algorithm will create a signature scheme. For example,'the hash result may be

concatenated to the digitized, value-added information which is the subject of a

transaction. Additional uniqueness may be observed in a hardware device so as to

differentiate that device, which may be used in a plurality of transactions, from other

similar devices.

10 Value-Adding Component (yAC): An attachment to the content that

enhances the user’s experience of the content. VACs may be metadata, headers,

usage rules, etc. For music,'some examples are: album art, lyrics, promotional

material, specialized playback instructions. For other embodiments, the value-

adding component may relate to the consumer’s personal information, preferences,

15 payment options, membership, or expectations over a transaction.

The agglomeration of value-adding components is “value-added

information.” In the aggregate, value creation on an informational level can be

observed and measured.

Value-added Information: Value-added information is generally

_ 20 differentiated from non-commoditized information in terms of its marketability or

demand, which can vary, obviously, from each market that is created for the

information. By way of example, information in the abstract has no value until a

market is created for the information (i.e., the information becomes a commodity).

The same information can be packaged in many different forms, each of which may

25 have different values. Because information is easily digitized, one way to package

the “same” information differently is by different levels of fidelity and discreteness.

Value is typically bounded by context and Consideration.

Verification: Called “integrity,” in cryptography, an intruder preferably

cannot substitute false messages for legitimate ones; the receiver of the message

30 (embedded or otherwise within the value-added information) preferably is assured

that the message (or by effects, the origin of the carrier within which the message is

stored) that the message was not modified or altered in transit.
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Note: The above definitions may be interchanged in different embodiments

of the present invention and serve as parameters in breaking down value-added

information exchange and trusted transactions.

_ Embodiments of the present invention and their technical advantages may be

. 5 better understood by referring to Figs. 1 through 13, like numerals referring to like

and corresponding parts of the various drawings.

‘ Increasingly, a premium is being placed on both recognition and trust. These

intangible elements are both expensive to create and to maintain given the ever-

decreasing amount of human contact during transactions. To the extent that many

10 transactions are now possible without any human contact, the present invention is a

unique improvement over the art in enabling bi-directional authentication of

information between parties to'enable “trusted transactions” between those parties

For anonymous market exchanges, transparency and data integrity, as well as

confidence, serve to promote confidence and growth in product, goods and service

15 offerings. Perception is an expensive trigger to trusted transactions reinforced by the

experience of market participants.

Confidence as well as experience enable trust: in an anonymous marketplace,

it is desirable for the authenticity of value-added information and value-added

components to be made more transparent and independently verifiable by all

20 concerned parties. Transparency is valued in education and experience.

A purchase decision between a buyer and a seller is equivalent to the

temporal establishment of a mutually agreed “abstraction of value” in the

information sought or exchanged, which may be represented in both tangible and

intangible forms. Perception is the natural limit of “fair pricing,” and drives value

25 determination of a particular good or service. Perception may be structured by

context, history, and/or condition. The “value” of a particular transaction has an

intrinsic meaning (financial, economic, legal, political, social, statistical or actuarial

meaning), temporally (at the instant of the transaction), for both the buyer and seller

(reached an agreement including offer acceptance and consideration), with any

30 inclusive terms and conditions (hereinafier, “terms”) governing the transaction

(price, credit terms, delivery options, and other parameters concerning the good or

service with respect to which the transaction takes place). As a result of such trusted
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transactions, the parties gain confidence. Even parties who may be anonymous

benefit from the contemplated improvements over the art.

Referring to Fig. 1, a block diagram of a system for trusted transactions is

provided. System 100 includes trusted transaction engine 102, which interacts with

a plurality ofparties 104. Each party 104 has a unique identity 106. .

Value-added information 108, as defined above, includes both intrinsic value

112 and nonintrinsic value 114. A vendor (who may be a party .104) may decide

what information has value (i.e., should be considered to have intrinsic value or not), .

and this decision may be made on a per transaction basis.

‘ The present invention may provide advantages to all parties involved,

including pricing flexibility, a reduction (or optimization) of transaction costs, a

recognition of value-adding components, and the ability to provide provable security

and trust among parties. Each will be discussed in greater detail, below.

1. Pricing flexibility for parties

Because buyers and sellers have complementary but competitive goals in

consummating a transaction, variable pricing in the present invention is supported

without any detrimental affect on the potential relationship between the buyer and

the seller, or their agents. Known systems depend primarily on securing payment;

payment alone, however, does not ensure the buyer and the seller of lasting

protection of their respective “intangible assets,” especially those that are

increasingly based on value-adding information (e.g., trademarks, copyright, patents,

credit history, health condition, etc.). The buyer fears identity thefl (“first party,” or

“sentimenta ” piracy), while the seller ‘fears piracy of valuable information assets

(“third party,” or “positional" piracy). The separation of authentication of

perceptually-represented goods and services and value-adding information, fi'om

payment security, is an important novel feature of the present invention.

Known systems specify a number of methods for ensuring “security.”

However, the primary feature of these approaches is access control based solely on

proof that a purchase has been completed. This means that if a purchase can be

enabled only by determinations that a transaction was successful, the ability to entice

more transactions or otherwise increase. the development of maintainable trusted

transactions is undermined. Simply, the fact that a purchase was completed does not
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mean that a trusted transaction has, in fact, been enabled. No provision for

establishing a trusted relationship between the buyer and the seller takes place

absent some authenticable exchange of additional value-adding information. The

present invention increases the likelihood of a successfiil trusted transaction and

extends beyond the ability to pay (assuming no “identity thefi” has occurred). The

present invention provides additional means for verifiable information exchange that

enhance the experience of the buyer and the seller in seeking trusted transactions.

Because many manufactured goods are likely to have similar costs from a

’ strict manufacturing standpoint, the value-added service, or services, that are

provided to the buyer are likely to encourage additional opportunities for‘trusted

transaction. The seller can benefit by leveraging a single purchase into a profitable

relationship. Even distribution costs may be commoditized for all similar tangible

goods. A series of non-contiguous or non-temporal transactions alone would

constitute a profitable relationship if the buyer is satisfied and the seller is profiting.

That pricing, and its terms, may be varied dynamically or supported flexibly (based

on information exchange at the time or leading to a transaction), is another

improvement over the art. The incorporation of micropayments becomes more

feasible as the cost of trust has been reduced and thus smaller discrete increments of

monetary consideration are easier to support to the benefit of buyers and sellers

seeking higher. granularity or discreteness over the information or tangible goods

they transact. Simply put, identification and authentication of specific information

and value-added components is inherently important to further segmentation of units

of payment (e.g., micropayments). Micropayments may be interpreted as a value-

added component in facilitating transactions.

Pricing may also be bi-directional and asymmetric, and is preferably

determined by the seller in order to define “profitability.” Some sellers may choose

to maintain fixed pricing for their goods or services, but may incorporate variable

pricing in the value-added component. For instance, while the price of a given good

or service may be fixed, the value-added component may be the terms of the pricing

as it effects the buyer. The seller may also entice the buyer to provide demographic

value-added components, or related data, which has intrinsic, sentimental value to

the buyer. To the seller, the pattern, or structure, of demographic datum serves as a
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valuable filter in which to position its offerings. Simply put, while barter is

relatively inefficient, cash, being anonymous, may not reveal enough information to

provide an incentive for the seller to vary credit terms or offer a greater variety of

goods and services, even if there is a single underlying value-added information

good (the seller can still offer perceptually similar but nonequivalent versions of the

information without threatening secure, higher quality, limited, or more expensive

versions).

The ability to offer both secure and unsecure, or legacy, versions of the same

information based on a mutual disclosure and mutual understanding of both the

buyer and the seller is particularly novel in the art. Moreover, privacy can be

enhanced and new, unproven and yet unsecure information can be offered without

jeopardizing the security of any pre-existing primary value~added information

whether it be music, images, currency, electronic documents, chip designs, source

code, legacy versions, prior art, etc.

The period of payment, like the discreteness of the actual payment, interest

rate relating to a payment period, grace periods, early payment benefits, variable

interest rate based on the seller’s ability to assess the credit risk/worthiness of the

buyer or its agent, etc. is an element or component (a value-added component) that

may be changed to affect a transaction. Making these components more transparent

to buyers improves the opportunity for enhancing and maintaining trust. It also

enables buyers and sellers to make mutually beneficial decisions based on

transparent, verifiable information or value-added components. Moreover, buyer-

driven pricing, as with Dutch auctions, or market-based pricing, are not possible

without compromising the access-based security in known systems. With the

present invention, goods and services are better able to realizefull market value

because access to the good or service is not restricted (such as with new music or

new endeavors by “unknown” or “unrecognized” artists, designers, creators or

engineers). The market participants are better able to assess the good or service in

- question, and/or the related value-adding information/component, when experience

and information sharing is encouraged. The prior art is restrictive by necessity in

information sharing precisely because security cannot be maintained by prior art

systems with such open access to information.
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For goods or services that are difficult to value (e.g., media content, legal

advice, design, non-commodity items, etc.) and decision-intensive, pricing becomes

a barrier to entry in a marketplace that puts a premium on recognition. Iiighly

recognized artists, lawyers, designers, retailers, etc. have a competitive advantage

5 over their unrecognized competitors. One approach to gaining recognition is freely

distributing or providing goods or services. Ultimately, the seller still needs to profit

from this initial positioning to the extent that financing of operations is available (the

seller'can stay in business as long as investors or financing is available to enable
such operations). The same goods or services may be offered in a “tiered” manner,

10 which relates to the purchase price or to the quality of the underlying good or service

to be exchanged. Examples of this include providing music in MP3 quality audio

instead of CD quality; providing 10 hours of customer support instead of charging

per hour; charging service charges instead of free checking-or ATM access; charging

a price per bit or bandwidth; etc.

15 Segmenting also plays a role in the “freshness” or “newness” of the

information good or service. Live concerts or lectures may be worth more to the

buyer than pre-recorded versions offered later or separately. The performer or

creator of the information to be performed, or conveyed live, can only be at one

place at a time, and may be a premium for that time. Live broadcasts may similarly

20 ' have a higher value. Physical advice may be worth more than printed literature to

the buyer as well. These dynamics create an impetus for flexible and dynamic

pricing that does not undercut the security of the overall “trusted transaction”

methods and systems envisioned in the present invention.

In known systems, legacy information, relationships, etc. systemically

25 undermine the ability to ensure a “trusted system.” The buyer and the seller in the

art have no means for differentiating between the secure and unsecure versions of a

good, service, or value-adding compOnent. The present invention provides such

protocols by incorporating additional bits of data, which do not necessarily represent

added data, but imperceptibly replace data with identifying or authenticating data,

30 enabling market participants to determine whether a value—added information

“package” is secure. This also enables uniqueness of information packages to be

consistently created and checked or maintained for later reference. The prior art
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relies on the denial of access or access restriction, a clear disadvantage in increasing

the availability of valueadded information; With trusted transactions market

participants are able to verify, identify, and price information and then decide which

versions are appropriate for a given or existing demand.

Pricing may be better understood if the cost or time of computation is _

measured as a tangible asset. Similarly, the natural limit to theft of tangible assets .

has always been in the cost of the tangible assets. As information can increasingly

be traded for value in excess of the cost of its storage or transmission, pricing

becomes less tangible and more subjective. Delivery of information accurately and

quickly becomes a valued service. Measuring such value is based on the same

principles that allow cost estimates of the delivery of fixed weight parcel packages.

The existence of hackers indicates a' lowered economic banier to entry for

informational crime, including identity thefi and piracy. Dissemination of binary

code, which is similarly detrimental, at little or no cost to the originator of the

valuable information, introduces novel concepts to the approaches of information

pricing. Tangible goods become substitutes for cash payment.

An example of pricing based on effort is illustrated by a watchmaker who

takes six months to finish a watch that he prices at $70,000. This includes a

“reasonable” profit and the cost of materials. The buyer is a watch fanatic and earns

$140,000 a year. The exchange of a tangible good that has intrinsic value, which is

converted into monetary terms for negotiation, as agreed by the parties in the

exchange, becomes more prominent if information concerning value is transparent

or fluid for all market participants. Transparency is inherently favored by markets

seeking to appropriately price goods or services based on all available information at

the moment of pricing. Conversely, risk can be priced based on the financial context

or structure of an organization. Those who earn $20,000 should have to have

confirmation by others with additional financial or fiduciary responsibilities before

validating or approving transactions that exceed an individual’s earnings for the

period in question. At any time responsibility can be linked to authority, as a pricing

mechanism for decisions conceming similar amounts of monetary consideration.

With pricing mechanisms and use rules, trusted transactions offer flexible pricing

not possible with current systems.
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Value-adding components, which may include pricing, is preferably viewed

as a separate and distinct means for the buyer and the seller to separate information

that may or may not be essential to any given transaction and may also be viewed as

nonessential unless both parties can stipulate such information exchange. This is

5 invaluable as multiple channel distribution of the “same" goods (e.g., download

music over the Internet versus purchasing a CD from a store) or services (obtaining

a mortgage online versus processing physical loan documents) can be offered by the

seller. Determinations of which channel, or channels, are profitable requires

verification of unsecure and secure versions of these “same” goods.

10 Value-adding components may also include an offer, an acceptance, a bid, a

purchase, and a sale of a securities instrument, including an option, a warrant, or

equity.

Security is inherently intended for the party seeking value or authentication

_ over the information or transaction and conversely protecting sentimental

15 information or identity from being stolen or defrauded. For the long term, buyers

are able to differentiate that personal information value-added components are

appropriate for dissemination to a seller to affect a transaction, or to get better terms.

Either the buyer or the seller, or both, are better able to determine that transactions

or relationships are favorable on a transaction to transaction basis, and thus

20 “transact” accordingly. '

Pricing of the value-added information may include a value-adding

component relating to the present value of recognition/non-cash equivalent

cost/service that is handled in a separate negotiation or transaction, or a subsequent

negotiation or transaction _

25 The present invention may include limits of liability, or may consider the

time value of money when determining a limit of liability threshold. The present

invention may enable rules/access/authorization based on the result of that operation.

In one embodiment, an actuarial estimate of liability (future time) or cost (present

time) may serve as a rule for enabling another rule.

30 2. Reduction or optimization of transaction costs

In instances where the buyer and the seller, or their agents, seek to transact

products or services that include value-added information, the seller generally seeks

I
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to maximize profit, but may forego profit in the short term to ensure recognition or

market share in the short term. The buyer seeks “satisfaction,” which is dependent

on one or more of the following product/service determinants: 1) price; 2) service;

and 3) selection. These determinants may be quantitatively or qualitatively assessed

and may be based on available bandwidth, time of transaction, and transaction event

conditions.

A priori, the buyer may not recognize the seller. In an information economy,

such events are not a disincentive to pursuing a trusted transaction, but instead

present market opportunities for valuing, authenticating, and verifying information

(all may be value-added components) concerning potential transactions are

ineflicient. Conversely, the seller may not have enough information about the buyer

to determine what type of potential transaction can be enabled, based on the buyer’s

ability to purchase now, Or at any point in the future. The seller may be inclined to

make a sale with the buyer (or the buyer’s agents) with or without confidence that

the initial transaction will lead to further transactions or trusted relationships that are

profitable for the seller. The seller may use purchasing options (e.g., barter, cash or

its equivalent, or credit) to enable a purchase by the buyer. According to one

embodiment of the present invention, because value-adding information and its

components may be bi-directional, both the buyer and the seller may chose to

negotiate the transaction, including variable terms for payment, as one form of

value-added component or service and support for the information to be transacted.

Transactions, as defined by a purchase event (payment can be preliminarily

assured), may happen before or after the buyer and the seller have “agreed” to

transact. When the seller requires value—adding components/information about the

buyer before entering the transaction, the seller generally has higher risks than the

buyer, which may affect its profitability. Where there is a high risk for piracy, such

as the digital copy problem (that can render individual copies of value-added

information worthless), the seller may not be able to establish trust with an unknown

buyer. The seller is not assured of any potential profitable transactions or long-term

relationship with the buyer, which poses a significant risk to the seller if the buyer

pirates information goods or services. A lack of dynamic authentication, even in
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real time, at least initially, and adjusted as needs arise over time, and flexibility in

negotiable terms, may cause the seller’s assets to be economically undervalued.

Conversely, in those events where the buyer requires value-adding

components/information about the seller in advance of entering a transaction, the

5 buyer generally has higher risks than the seller with regard to its ability to enter into

transactions. “Identity thefi” is an example of a risk that is higher for the buyer than

the seller in these types of transactions. Additional transactions include on—line

brokering, auctions, searches, bots, webcrawlers, recognition, and determination of

goods or services absent proof of privacy guarantees. This applies to

10 noncommercial information as well (e.g. the FDIC logo, currency, driver’s license,

etc.) V .

The establishment of mutual trust may be asymmetric depending on the risk

profile of the buyer and the seller. Risk/reward tradeoffs are implicit to some

transactions, while the time required to establish a trusted transaction or eventual

15 profitable relationship may not be contiguous. In many on—line transactions, the per

transaction risk is generally higher to the buyer, who may suffer fraud and may need

to be more diligent about what value-adding information it chooses to exchange in

the interests of enabling a trusted transaction. It is true, however, that in business to

business transactions (“B2B”), or in financial information exchange, the relative

20. risks to each party are relatively equivalent, and requiring a more symmetric

exchange of value-adding components relating to verification and purchasing power

(in the form of barter, cash, cash equivalents or financing that would also constitute

value-adding components) is not as necessary. Reducing the cost of creating and

maintaining trust is an advantage of the present invention over known systems.

25 3. . “Reintermediation”: recoggition as a Value-added Component

' Asymmetry exists in recognition as well. Where word-of-mouth may

constitute an acceptable means for creating recognition for a particular good or

service, the buyer and the seller may wish to expand their respective abilities to

capture more of the increasingly available goods and services, or value-adding

30 information (about themselves, or terms for a trusted transaction). With advertising

and other forms of marketing, the push and pull of value-adding information

between the buyer and the seller also contributes to potential purchase decisions by
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both parties or their agents. The buyer may control certain criteria it seeks, such as

price, selection, and/or service. The seller, conversely, seeks the highest profits

from a given potential buyer or his agents, which may not be quantifiable from the

first transaction or may not be the primary focus of the seller (such as seeking a

valuable, marquis client). Both the buyer and seller may compare patterns or

structure that, when recognized, help in forming opinions about the history,

condition or context of the information. V

In general, recognition serves to encourage more recognition. The seller will

likely seek trusted transactions in the interests of profitably leveraging the time, cost

and expense of generating the initial exchange of goods and services with the buyer.

. Over the longer term (defined as any additional transactions beyond the initial

transaction), a profitable relationship is sought by the seller. The buyer and the

seller may still maintain flexibility as expectations or needs concerning the

relationship change. The present invention allows for suchvvariability and flexibility

by enabling real time- adjustments to the terms that prevail between market

participants. While terms are conditions are negotiatiable, security of the overall

system is not jeopardized because secure and unsecure versions of the “same” value-

added information and value-added components can be adjusted bi-directionally. In

an information-based transaction, there is value in reintermediation by sellers

seeking to ensure that their information is provably identifiable and verifiable.

The buyer and the seller may seek recognition or use means for increasing

visibility of their respective interests. The buyer ultimately seeks to satisfy itself

through a trusted transaction preserving private or financial information for select

transactions requiring higher amounts of information exchange or verification (real

time references, “membership reward programs” such as frequent flier airline points,

or financing options that can be dynamically offered, are two incentives to the buyer .

and are likely to differentiate vendors, large and small, really or perceptually); the

seller ultimately seeks to profit from the trusted transaction. Recognition of this

potential exchange between the parties is not assumed to be high enough to enable a

transaction, but high enough to create exposure for the buyer or the seller. Trust is

assumed to not be pre-existing, or it may be variable between the buyer and/or the

seller, requiring additional exchanges of value-adding information to enable a
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trusted transaction. The seller, in the extreme, seeks the highest profit for each

transaction. The buyer, in the extreme, seeks the highest satisfaction for each

transaction. As discussed above, both goals are complementary and competitive,

thereby increasing the need for dynamic exchange of value-adding information.

5 Recognition can enhance the potential for a successful trusted transactions and

serves as a form of abstract experience for both parties to efficiently make decisions.

With experience, value assessments become possible. Abstractions of value become

experience as trusted transactions beget more trusted transactions.

4. Provable securigg and trust

10 Trusted transactions are characterized primarily by bridging the gap between

“provable security" and the imprecise nature of trust. Encryption, cryptographic

containers, digital watermarks and other forms of electronic data security can be

mathematically demonstrated -- discrete algorithms can be designed to meet certain

pre-defined specifications or pre—defined expectations.

15 Encryption and secure digital watermarking (e.g., stegano'graphic ciphering)

offer tools for determining data integrity, authenticity and confidence. Transactions,

however, still require human decision-making. Known systems describe a number

of approaches for ensuring transactional security based solely on transmission

security and fail to differentiate between what could be called “positional piracy”

20 (e.g., the fraud or theft of universally recognized goods, products, and services) and

“sentimental piracy” (e.g., the fraud or theft of personal, private or financial

information):

For the purposes of this disclosure, the extreme case of sentimental piracy is

, identity theft. So long as information can be represented in binary digits (Os and 1s),

25 and can be easily copied, stored or transferred, identity fraud becomes an

increasingly insidious problem. There is a temporal limit whereby the actual person

is able to “reclaim” their identity at some point in time. The extreme case of

positional piracy is zero returns on an intangible asset that has been pirated. As

well, the present invention offers advantages over known systems for positional

30 piracy that enable the continuation of legacy business, customer relations and

existing information formats, without sufficiently weakening any overall system

security for trusted transactions. Simply, unlike known systems, access restriction is
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not an adequate or appropriate means for ensuring the security of information data

for a wide variety of applications.

To the extent that “security by obscurity” is typically representative of weak

security to those skilled in the art of cryptography, more transparency for parties to a

5 transaction over security protocols and information transfer are inherently necessary

to ensure trusted transactions. Although information between parties may be

asymmetrically exchanged (i.e., the value-added information or value-adding

components is not equivalent in quality or quantity between parties, such as a

difference in the amount of information exchanged, the identification of the parties,

10 etc.), the level and degree of authenticity or verification only differs among the

goods, products Or services to be transacted, as well as the demands of the market

participants. For the purposes of this disclosure,,the value-added information is the *

fundamental good to be transacted between parties, while value-added components

represent an atomic unit of data that is defined as the least amount of data that can

15 either add functionality or be perceptibly recognized to a system for trusted

transactions. Data may be represented in analog or binary terms in order to establish

uniqueness and assist in identification and authentication. Value-added components

‘ may be added, subtracted, or changed to vary the underlying value-added

. information sought.

20 . Because humans have difficulty remembering passwords, personal

identification numbers (PINS), and the like, dependence on such datum is

increasingly problematic as more anonymous transactions are enabled between

parties over electronic networks, such as the Internet, or between businesses in

private networks. While passwords, or PINS, are commonly thought to be secure,

25 the ability to check all combinations of numbers or crack passwords becomes less

computationally expensive with increases in both processing speed and availability

of bandwidth. Cost is reduced to the detriment of security if any individual has the

means for high order computation or network-based bandwidth in discovering or

hacking any given secret. Quantum computing speeds up the ability to test and

30 discover such data at even greater speeds, and presents unique problems to security

systems described in the art. Quantum computing also enables the definition or

predetermination of the physical limitations of communicating or securing
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information. Where difference between binary or digital signal processing and

quantum mechanical limits is higher, better security is enabled. I

Biometrics have been suggested to remedy this problem, but do not offer any

way to create truly cryptographic secrets to be shared between parties. Iris scans,

fingerprints, and the like, are easily stolen because they are easily perceptible to

those seeking to defraud. Once stored electronically, biometrics be stolen for

unauthorized use. Combining a biometric with a digital signature may provide a

means to ensure that a given representation of a fingerprint or iris is fixed,

temporally at the time the certificate is created, but does not prevent dedicated

attacks at determining the fingerprint or iris to be used at some subsequent time.

Real time authentication and verification are improvements envisioned with the

present invention. Assuring that a particular fingerprint, signature or iris “data set"

is that of the intended user, is fundamentally important to embodiments described

herein. This becomes especially invaluable with increasing number of anonymous

transactions. Although uniqueness may be enhanced with digital signatures and

digital iris or fingerprint records, the advantage with the present invention is that

more secure forms of uniqueness based on a predetermination of the discreteness of

time and a predetennination of the limits of information conversion and transfer are

absent in the art.

Moreover, real time authentication is not enhanced with systems described in

the art, since such biometric data is easily stored or transferred, and thus suffers the

same pitfalls for any binary data that is sought by a party seeking to defraud.

Biometrics may be great for forensics (e.g., to determine after the fact who is

responsible for a particular act), but they do not effectively address an inherent

problem in enabling trusted transactions; that is, real time verification of parties or

real time association of parties with information being transacted (in an auction, for

instance). They are also not representative of a cryptographic key, which, as is well-

known in the art, requires secrecy, randomness, and an ability to update or destroy

the cryptographic key.

7 Another advantage of the present invention is the ability to serialize or

individualize “personal secrets” that are shared between parties to boost confidence

and transparency of transactions. That control, and the inherent uniqueness of
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personal entropy, constructed from such information as a hometown, favorite

restaurant, or high school sweetheart, is a means for perceptible representations of

“secret data” that enhances the ease-of-use and application of appropriate shared

secrets to be exchanged in conducting trusted transactions. Associating such secrets

5 with primary value-added information or value-added components being transacted

is an additional novel feature of the present invention. Essentially, the present

invention provides the ability to personalize or serialize, informationally, an actual

“transaction event," including: the buyer; the seller; primary information; value-

added components and tangible assets created, manufactured, or'manipulated; and

10 any additional reference that can be made perceptible and secure to any observer.

Bridging cryptographic with real world perception is a benefit over the prior art.

Essentially, randomness alone, whether pre-determined or not, is not

sufficient for the creation of a “secret” that may be used with high levels of

confidence repeatedly in assuring the validity of information or verify the identity of

15 a party. Encryption systems cipher the randomness according to available data

capacity; digital watermarking ciphers the randonmess according to perceptible

features or characteristics of the carrier signal (a hummly-perceptible measure of

data capacity, which distinguishes applications for encryption from secure

watermarking). That such information can be made more computationally difficult

20 to discover, even by brute force attacks (since such experience is only limited by the

experience iof individuals) is of particular benefit to the art. The computational

complexity added by use of a steganographic cipher is discussed in the US. Patent

No. 5,613,004, the disclosure of which is incorporated by reference in its entirety,

and offers a means for human observers to see the actual tampering of information

25 represented perceptibly. This proof is self—similar to that which is obvious in the

real world, i.e., the ease at which one can observe that a watermark is missing from

currency. Handling information as contemplated by the present invention for trusted

transactions is unique in bridging computational benefits from both digital signal

processing and cryptog’aphy to the benefits of all parties to a transaction. The

30 present invention is the enhancement of transactions through bi-directional

verification of parties and verification of primary or secondary information

exchanged.
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An additional advantage of the present invention is the ability to continue to

offer legacy business relationships, legacy products, legacy services and other means

that will not reduce the overall security maintained by' a system for trusted

transactions. Known applications lack this feature, and instead rely on denial of

access or authorized access to information. Infon-nation need not be restricted, and

is preferably fieely exchanged to widen the opportunities for transactions with a

' greater potential number ofparties. The present invention is an improvement, in that

the elements necessary for generating trusted transactions may be made more

flexible, and those elements that are "secret,” those elements that will be available at

predetermined times, as well as those elements that are made .more obscure to.

unintended parties, increase the overall computational difficulties in defeating a

system for trusted transactions.

An additional consequence is improvements in enterprise resource planning

and data mining. To the extent that transactions are made unique and may be

atomized into data, functions, value-added components and any associated
information, the cost of maintaining or referencing stored data, a goal in data mining

technologies, can be made more efficient and effective in assisting with an

optimized appropriation of resources, individual or corporate. Without such

uniqueness, serialization, authentication, verification or identification, particular

transaction events cannot be analyzed, manipulated or optimally used to create

additional trusted transaction opportunities. Caching technologies are similarly

effected by the present invention. The choice about what information should be

maintained locally based on identification or authentication of that information

available on a network, such as the World Wide Web, enables higher efficiency in

sorting and referencing data for repeated use without increased demands on the

network.

The ability to serialize individual transactions by particularizing trusted

transaction elements between parties is handled more consistently than in known

systems. Access is not denied, and rules for access are not pre-determined for goods

or services that require exposure, testing or additional information for consummating

a transaction. Ease-of-use, maintenance of more human-like and physical world

expectations of trust are made more transparent. Identity and authentication risk is

DISH-Blue Spike-842

Exhibit 1004, Page 0971



DISH-Blue Spike-842
Exhibit 1004, Page 0972

WO 01/43026 PCT/USOO/33126

10

15

20

25

3O

-30.

reduced, and confidence is increased. Overall expectations are handled according to

' the needs of individual parties to any number of transactions. What results from

trusted transactions is a more vibrant and competitive marketplace for information,

value-added or not. Anonymity and legacy relationships may be maintained, unlike

requirements in known systems.

The application of steganographic ciphers enables an “optimized envelope”

for securely inserting, detecting, and protecting informational signals, or data, or

digital watermarks (predetermined messages) in a given digitized sample stream

(e.g., a predetermined carrier signal, such as audio, video, image, multimedia, virtual

reality, etc.). As the perceptible qualities of the content stream have a basis as

analog waveforms, steganographic ciphering increases the computational difficulty

of crypto-analysis and makes unauthorized removal or tampering of the watermark a

costly operation. With perceptible damage to a carrier signal a result of such

tampering, tampering is more easily observable by parties, including those who are

involved in a particular transaction event. Moreover, such tampering enables higher

transparency and verification of carrier signals of datum that are marked for secure
exchange, even if over unsecure transmission channels. The prior art relies overly

on secure transmission channels while ignoring the potential benefits of securing

datum (with secure watermarking, scrambling, or chaffing, for instance) over any

available transmission channel. Such tampering is also transparent to vendors

handling or accepting the information that enables less costly validation of claims

made after some event must be confirmed and verified to the satisfaction of

transacting parties. These unique features are an improvement over the art.

What differentiates the “digital marketplace” fi‘om the physical marketplace

is the absence of any scheme that establishes rights and responsibility, or trust, in the

- authenticity of digitized goods, services or value-added information. For physical

products, corporations and govemments watermark “goods”, and monitor

manufacturing capacity and sales to estimate loss from piracy. Reinforcement

mechanisms, including legal, electronic, and informational campaigns also exist to

better educate consumers. Evidentiary levels of confidence must exist to support

claims that are typically competitive between parties to a transaction.
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Currently, security parameters may be coded into the actual physical '

transaction system or instrument. Similar to the security inherent in the randomness

of the magnetic strip on most credit cards, these security parameters are designed to

be tamper-resistant. Cracking such codes would not present insurmountable barriers

5 to a dedicated effort at cracking a PIN. Access authorization is easily compromised

by fraudulent reconstruction of an instrument, such as a credit card. Although

storage of the security parameters in volatile, or nonperrnanent, memory appears to

offer advantages, including higher security required for many transactions, absent

this higher level of security, real time authentication becomes a crucial benefit to

10 parties in ensuring the validity of many forms of transactions. Insurance, identity,

and purchases of expensive items or services are not generally confidently handled.

Use of trusted- transactions to process value-added information is unique and

beneficial.

Several components may be used for separation of “trusted elements" for a

15 given device or method for ensuring “trust” according to one embodiment of the

present invention. First, a general purpose computing device is comprised of a CPU,

3 memory or storage, input and output devices, and a power supply. ,A device or
card holder decides whether and when to use the device. For additional benefits

described herein, personal information or privacy data may be controlled by the user

20 in sample embodiments envisioned, unlike other pre-determinations of data in non-'-

trusted transaction smart cards (e.g., a credit card).

A data owner, who may or may not be the device holder, is provided. Where

the device holder and data owner are the same, as contemplated by some

embodiments of the present invention, such data as digital certificates, time stamps,

25 Unique IDs of data coming into and out of the device (personal or financial

informan'on being a large class of such data), etc. can be authenticated in a humanly-

perceptible manner. This may be accomplished by a transducer, or a screen, that can

transfer analog-based information of device holder, or be inputted and transmitted

by the device holder for secure watermarking, or hashing ofdata to be exchanged.

30 A terminal, controlling input and output to and from the device (e.g., phone

cards are controlled by the phone service provider’s terminals, ATMs are controlled

by financial institutions, set-top boxes controlled or owned by entertainment
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distribution providers, etc. that may be made physically secure by separate means)

or a system that may interact with a device, such as that contemplated in

embodiments herein, to enable real time authentication or verification where such

checks may fail from time-to-time with existing pre—defined trust arrangements or

pie-determined protocols that require inefficient updating by one or both parties. In

lieu of a physical visit to a vendor, the present invention anticipates more convenient

anonymous updates, in those markets where it 'is possible to the benefit of both

buyers and seller —- both parties have a market demand or need and'are able to agree

to such arrangements.

Embodiments of the present invention may include a simple Intemet browser

plug-in, with complementary system software for the provider of “information goods

or services,” that would identity, verify, authenticate, enable transfer, enable copying

or other manipulations of the various primary value-added information and value-

added components. Some of the fimctionality may strictly indicate what, if any,

security exists within a particular primary value-added information set. This need

‘ not be settled within a system of trust, but be inherently imperceptible to any casual

observer or market participant interested in the information or the transaction events

that can be observed. Essentially, encouragement of provable differentiation

between different classes of primary value-added information (secure, unsecure,

legacy, etc.), value-added components (not the primary information but value-

adding to the transaction event, and any information conceming market participants

(private, history, condition, or financial) is enabled, using simple steganographic

ciphers with mapping and transfer functions without compromising the underlying

security. I

A device issuer controls the operation of the device according to mutually

agreed to terms between parties. The device issuer may limit the use or functionality
of the device.

For the device hardware manufacturer, fi’aud may be attempted by the

various parties, subcontractors, etc, who are involved in the manufacture of the

devices. The device issuer requires protocols that cannot be defeated by typical

“rogue engineer” attacks, where security is dependent on an understanding of the

methodologies, device, or system design. In fact, the ability to transparently and
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provably manufacture secure smart devices may be accomplished with such

protocols as digital time stamping (using successive temporally related hashes that

seed other hashes to create a universally acceptable means for establishing the time

of manufacturer, with time being the universal constant), or digital watermarking

(where instead of time, other predetermined data is concatenated with data for

provably establishing ownership, over the device). Tampering must be provably

perceptibly evident upon tamper detection of the device (as with device used for

limiting theft of clothing or physical items in retail stores). Prevention of the rogue

engineer problem is not anticipated by known systems.

A sofiware manufacturer usually requires clear specifications or transparency

such as open source code, providing theunderlying ciphering algorithms and other

specifications for analysis. Similar trust issues as with device hardware

manufacturing exist. Stega-ciphering the operating system, the simple system or

engine for determining authenticity and identification of available data, to prevent

memorycapture, cloning, write once memory specific to the device holder provide

additional benefits of security. A discussion of such is provided in US. Patent No.

5,745,569, the disclosure of which is incorporated by reference in its entirety. As

well, using transfer functions with associated predetermined keys is also a means for

accomplishing confidence and authenticity in transaction. This is described in US.

Patent Application serial No. 09/046,627, entitled “Method for Combining Transfer

Functions with Predetermined Key Creation,” the disclosure of which is

incorporated by reference in its entirety.

In general, security requires: fewer splits of trust (poor tying arrangements

that may encourage fraud or piracy), better transparency of data (it should be

perceptibly apparent, or mathematically, or actuarially possible to observe risks and

quantify them to enable security design with a clear understanding of potential

threats for each system, method or device), and use of cryptographically strong

protocols, where security is both provable and perceptible such that market-driven

features are both fundamental at the earliest development and design of appropriate

systems and devices, in order to build. confidence and trust that is acceptable and

transparent to all parties to a transaction.
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Application of a steganographic cipher to the operating system or operation

of the contemplated systems and devices ensures further security from tampering.

Such methods are disclosed in US. Patent No. 5,745,569, and offer additional

benefits when coupled with the embodiments disclosed herein. System or device

operations may be controlled with minimum fimctionality, objects or executable

code. As value-added information is checked for authenticity, decoding any

embedded operation objects or code, executing the operation of the system, and

deleting the object or code fi'om memory, or randomizing it in memory to avoid

capture, would greatly increase the security ofboth value-added information and the

systems or devices intended for manipulation of the value-added information.

Altematively, certain, base functions, such as play, record, copy, manipulate, and

transfer data, may be problematic. These functions may be atomized into objects

that must be first authenticated by the trusted transaction device before they are

operable for the given format, or before they provide additional information.

Time of use has traditionally been a typical constraint for securing smart

cards and similar devices, but may become ineffective and inconvenient to users.

Enabling a smart card to capture or transduce information (even converting analog

information or input into secure digitally~sampled representations of the analog

information for analysis and authorization, as with a stega-ciphered digital

watermark) about the time, location, identity or any number of specific datum

greatly enhances smart card and similar device security, trust and confidence. Such

benefits over known systems are valuable contemplated with the present invention.

Valuations of trust also enables the described sample embodiment of a

trusted transaction system or device to compare private information with financial

information, essentially bridging determinations of risk in financial transactions and

insurability. Private, or sentimental, information disclosure is more highly sought in

determining insurance risk. The ability to pay, and other financial information, are

being commoditized. Insofar as the described method and device for such

deployment of trusted transaction technology can be assessed for different products

and markets, the example of an insurance device could easily be called a trusted

transaction privacy/financial information device or card. Users can control what

information they disclose given the risk coverage or credit they seek, and providers
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being able to decide, with more current and transparent information disclosure

possible, what to underwrite or what to finance.

For the authentication or identification device, there is a risk of identity theft

to both buyers and sellers, or information that is limited by law. Examples include

Medicare-covered drugs, local legal constraints, etc. Risk may be predetermined or

limited by a government agency (FDIC, FBI, Social Security, IRS, DMV, Federal

Reserve, etc.), a similarly outfitted organization (trust is held in perceived and

observable representations of the organization, food stamps, stamps), or an

equivalent transaction event enabler (traveler’s check provider, medication, etc.). In-

these cases, systemic risk is limited by enforcement agencies held in trust by a

government or body politic. The restrictions are predetermined and dependent on

successful authentication or identification of a product, label, or other similar item.

Laws may differ between localities and may be dependent on some form of

identification, proof of age, or proof of residency. To properly serve local residents

becomes a data security issue. .This embodiment offers advantages over the art in its

flexibility and real time, perceptible authentication properties.

Both the provider and the agency involved may have higher levels of risk,

because the nature of the information is characterized by high' value, general or

universal recognizability, and a genuine threat of hand. Most people casually accept

that $10 and $20 bills are real even if they prove not to be later. Governments try to

limit such liability without damaging the overall trust in the currency. As

abstractions of value are exchanged, a smart identifying device, instead of value

replacement device (predetermined, fixed spending or authorization in a device), is

necessary to capture “personal entropy,” of information about oneself that can be

more closely guarded and less open to theft versus a password or pass phrase.

Secrets must differ from identification. The larger body of data to search to discover

these secrets act as a higher form of secrecy. These datum may be converted to

readable text in some embodiments or maintained in digitally-sampled but humanly

perceptible form in other embodiments (favorite restaurant is represented as an

actual image of the restaurant, mother’s maiden name is actually the voice of an

individual’s maternal grandparents, highly specialized forms ofpersonal information
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that may be dynamically changed or checked quickly and conveniently without

undue risk exposure to the system).

For governments and individuals, piracy of identity is the most insidious risk

exposure. Identity theft may be curtailed with devices that can transduce, in real

time, an iris scan, fingerprint or other biometric and compare securely transmitted

results with a secured stored record at the time of initialization. Alternatively, this

may be accomplished with an unrelated Unique ID that confirms the identity of the

user, and may be created and stored on the device. Because governments are

arbiters of trust in markets (their actions in the collective affect trust and confidence

in products and markets), these devices are able to alert consumers to potential risk

for a given product or service (represented by some ruling or law that is important to

convey to the consumer, such as with alcohol, medications, or tobacco). These

devices could, at the discretion of the user, indicate related warnings for which the

government has an interest in safety. In one embodiment, by checking an actual

cigarette carton, or drug packaging, with the enabled device, counterfeit packaging

may also be detected. In one embodiment of the present invention, bar code

scanners may be “required” to also check for embedded or associated signals

indicating authenticity. The devices may also check if supposedly “real"

prescription drugs are authentic. Such a check may occur when using the device to

communicate with a vendor and check to see if any complaints or problems exist in

stored records; again the packaging may be checked for authenticity in cases where

counterfeits are high and difficult to check without some form of secure

watermarking or perception-based authentication that can be efficiently handled by

an enabled device.

According to one embodiment of the present invention, digital content may

be distributed through a local content sever, or LCS. In general, the LCS

environment is a logical area inside which a set of rules governing content use may

be strictly enforced. The exact rules may vary between implementations, but in

general, unrestricted access to the content inside the LCS environment is disallowed.

The LCS environment has a set of paths, or paths that allow content to enter the

domain under different circumstances. The LCS environment also has paths that

allow the content to exit the domain.
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The act of entering the LCS environment may include a verification of the

content (an authentication check). Depending upon the source of the content, such

verification may be easy or hard. Invalidatable content may be subjected to a quality

degradation. This degradation may be to the content itself, or it may be removal of

5 value-added components. Content that can be validated, but that belongs to a

different LCS environment may be excluded. The primary purpose of the validation

is to prevent unauthorized, high-quality, sharing of content between environments.

When content leaves the I LCS environment, it may be watermarked as

belonging to that environment. It is allowed to leave the LCS environment at the

10 quality level at which it was stored (i.e., the quality level determined by the path).

The watermark on the exiting content may be both an embedded-digital watermark

‘ and an attached hash or digital signature (it may also include a secure time stamp).

Content cannot return into the environment unless both the watermark and hash can

be verified as belonging to this environment. The presence of one or the other is

15 generally sufficient to allow re-entry.

This system may allow a certifiable level of security for high-quality content,

and may allow the use of unsecure content at a degraded quality level. The security

measures are such that a removal of the watermark constitutes only a partial failure

of the system. The “wiped” content may be allowed back into the LCS

20 environment, but only at a degraded quality level, a result of the watermark

destruction and subsequent obscurity to the system. Consumers will not be affected

to the extent that the unauthorized content has only been degraded, but access has

not been denied to the content. Only a complete forgery of a cryptographically—

secure watermark will constitute a complete failure of the system. For a discussion

25 on such implementations please see US. Patent No. 5,613,004; US. Patent No.

5,687,236; US. Patent No. 5,745,569; US. Patent No. 5,822,432; US. Patent No.

5,889,868; US. Patent No. 5,905,800, US. Patent No. 6,078,664, US. Patent

Application No. 09/046,627 US. Patent Application No. 09/053,628, and US.

Patent Application No. 09/594,719

30 Provable security protocols may minimize this risk. Thus, the embedding

system that embeds the watermark does not need to be optimized for robustness,

only for imperceptibility (important to publishers and consumers alike) and security
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(more important to publishers and commercial interests in the content than to

consumers). Ideally, as previously disclosed, security preferably does not obscure

the content, nor prevent market participants from accessing information contained

therein, and for the longer term, developing trust or creating relationships.

The system can flexibly support “robust” watermarks as a method for

screening content to speed processing. Final validation, however, is relied upon the

fragile, secure watermark and its hash or digital signature (a secure time stamp may .

also be incorporated). ‘

The LCS provides storage for content, authentication ofcontent, enforcement

of export rules, and watermarking and hashing of exported content. Stored content

may be on an accessiblerewn'table medium, but is preferably stored as ciphertext

(encrypted or scrambled), not plain text, to prevent system—level extraction of the

content. This is in contrast to known systems, which affix or otherwise attach meta-

data to the content for access control by the variously proposed systems.

‘ The LCS may be able to receive content from a secure electronic content

distributor, or SECD, and may be able to authenticate content received via any of the

plurality of implemented paths. The LCS may monitor and enforce any rules that

accompany received content, such as number of available copies. Finally, unless

being transmitted to a satellite unit, the LCS may watermark all exported material

and supply a hash made from the Unique ID and the content characteristics (so as to

be maintained perceptually within the information and increase the level of security

of the watermark).

The satellite unit enables the content to be usable apart from the LCS. The

satellite unit is partially within the LCS environment. A protocol may exist for the

satellite unit and LCS to authenticate any path made between them. This path may

have various levels of confidence set by the level of security between the satellite

unit and LCS, and determinable by a certification authority or its equivalent, such as

an authorized site for the content. The transfer of content from the satellite unit to

the LCS without watermarking may be allowed. However, all content leaving the

satellite unit is preferably watermarked. The satellite unit watermark may contain a

hash generated from the satellite unit Unique ID and the content characteristics. If

the content came from a LCS, the satellite unit may also add the hash received from
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the LCS to the watermark. The LCS and satellite unit watermarking procedures do

not need to be the same. However, the LCS is preferably able to read the satellite

unit watermarks for all different types of satellite units with which it can connect.

The satellite unit does not need to be able to read any LCS watermarks. Each LCS

and satellite unit preferably has a separate Unique ID. i ‘

Referring to fig. 2, a schematic of a local content server environment

according to one embodiment of the present invention is provided. LCS 202 may be

a sofiware device running on a general purpose computing device, such as a

personal computer (including, in general, a-central processing unit, an input, an

output, a memory, and a power supply), 'LCS 202 may include local content server

domain 204, rewritable media 206 (such as a hard disk drive, a CD-R/W, etc), and

read-only media 208 (such as a CD-ROM). LCS 202 may communicate with at

least one satellite unit 210 via an interface.

In one embodiment, LCS 202 may have a Unique ID. Similarly, in one

embodiment, satellite unit 210 may have a Unique ID.

LCS 202 may communicate with SECD 212 via a network, including a local

area network, a wide area network, an intranet, and the Internet. This

communication may also be established by a telephone link, a cable connection, a

satellite connection, a wireless connection, etc.

In one embodiment, a single LCS 202 may interface with more than one

SECD 212.

A plurality of paths 220, 222, 224, 226, 228, 230, 232, and 234 may exist

among LCS 202, SECD 212, Satellite unit 210, LCS domain 204, rewritable media

206, and read-only media 208. Each will be discussed in greater detail, below.

Digital content may be securely distributed to LCS 202 from SECD via path

220. The content may be secured during the transmission using one or more security .

protocols (e.g., encryption or scrambling of the content). In one embodiment, if

LCS 202 interfaces with multiple SECDs 212, each path may use a different security

protocol. _

The security protocol may use an asymmetric cryptographic system. An

example of such a system includes a public key cryptography system. The private

and public key pairs allow LCS 202 to authenticate and accept the received content.
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Referring to Fig. 3, a flowchart depicting an example of an authentication by

LCS 202 is provided. In step 302, the user connects to the SECD, makes a selection,

and completes a sale.

In step 304, the LCS provides its public key to the SECD.

In step 306, the SECD uses the LCS public key to initiate transmission

security. ‘

In step 308, the SECD transmits-the secured digital content to the LCS.

In step 310, the LCS receives the digital content, authenticates that the digital

content was unchanged during transmission, and unpacks it fiom its security

wrapper (that may include a secured transmission line, such as SSL). In one

embodiment, the digital content may be authenticated by a watermark and hash

check. If the content can be authenticated, the content is accepted into the LCS

domain. Ifthe content cannot be authenticated, it is rejected.

Referring again to Fig. 2, path 222 connects LCS domain 204 with

rewritable media 206. Referring to Fig. 4, a flowchart depicting the process for

content entering LCS domain 204 from rewritable media 206 is provided. In step

402, the content is provided. In step 404, the content is checked for the presence of

a watermark, such as a watermark for the particular LCS. If there is not a

watermark, in step 406, the content is degraded to Low Quality and, in step 408, the

content is stored in the LCS domain.

If, in step 404, a watermark is present, in step 410, the watermark is checked

to determine if it matches the LCS. This may be achieved by a hash. If the

watermark is verified, in step 408, the content is stored in the LCS. If the hash does

not match, the content is rejected.

Referring again to Fig. 2, LCS domain 204 may export content to any

receiver (other than satellite unit 210) through path 224. This may include copying .

content to a rewritable media, creating a read-only media, rendering the content for

use (e.g., playing, viewing, etc), etc.

Referring to Fig. 5, a flowchart depicting the process for content leaving

LCS domain 204 is provided. In step 502, the content is retrieved from storage

within the LCS. In step 504, the content is embedded with a watermark. In one

embodiment, the Watermark may be unique to the particular LCS, as determined by
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the LCS Unique ID. The watermark may contain a hash that is created from the

combination of the content characteristics (such as signal features, etc.) and the

Unique ID. The watermark may optionally contain other data, such as a timestarnp,

a number of allowable copies, etc. This would be described as parameters of use, I -

usage data, etc. which could be referenced when content is exported. Ifthe export is

to a storage medium, the LCS optionally can add a scoond hash to the file, external

to the content, which can be used for further authentication. For security purposes,

in one embodiment, the external hash may be created in a different manner fiom the

embedded, watermark hash.

In step 506, the content is output fiom the LCS to the receiver.

Referring again to Fig. 2, path 226 connects LCS domain 204 with read-only

media 208. Referring to Fig. 6, a flowchart depicting the process for content

entering LCS domain 204 from read-only media 208 is provided. In step 602, the

content is provided. In step 604, the. content is checked for the presence of a

watermark, such as a watermark for the particular LCS. If there is no watermark, a

check is made in step 610 to see if the originality of the content can be determined.

An example of such includes a media-based identifier that identifies the content as

original. _

If the content can be verified as an original, in step 608, it is stored as High

Quality in the LCS domain. If the originality cannot be verified, in step 610, the

quality is degraded to Standard Quality, and, in step 608, the content is stored in the

LCS domain.

If a watermark is identified in step 604, in step 612, the hash is checked to

verify that the content matches this LCS. If it matches, in step 608, the content is

- stored in LCS domain at High Quality. If it does not match, in step 614, the content

is rejected.

Referring again to Fig. 2, path 228 connects LCS 202 with satellite unit 210.

Referring to Fig. 7, a flowchart depicting the process for content entering LCS 202

from satellite unit 210 is provided. In step 702, the content may be watermarked

before it is transmitted to the LCS. In step 704, the content is transmitted to the
Les.
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In step 706, the content is checked by the LCS. This may include checking

the LCS hash. If the hash matches, in step 708, the content is stored in the LCS

domain as High Quality. If there is no hash, in step 710, the content is degraded to

Low Quality, and in step 708, the content is stored in the LCS domain. Ifthe hash

does not match, in step 712, the content is rejected. I

Referring again to Fig. 2, path 230 connects LCS 202 with satellite unit 210.

Referring to Fig. 8, a flowchart depicting the process for exporting data from the

LCS 202. to satellite unit 210 is provided. In step 802, the content is retrieved fi'om

storage within the LCS. In step 804, the security of the path between the LCS and

the satellite unit is verified. Once the security is verified, in step 806, the content is

exported to the satellite unit without a watermark.

If the security of the path cannot be verified, the export process mirrors that

of an export to a receiver, depicted in Fig. 5. 2

Referring again to Fig. 2, path 232 is a path for content to be stored in

satellite unit 210. In one embodiment, all content may be allowed to be imported

into satellite unit 210, but may be automatically degraded to Low Quality when it is

stored.

Path 234 is an export path for content rendered by satellite unit 210. In one

embodiment, this content may be marked with a satellite unit watermark that

contains a hash from the satellite unit Unique ID and any hash that is associated with

the content from an LCS .

It should be noted that a hash function may be converted into a digital

signature by performing a hash and encrypting the result of the hash. The

uniqueness of the hash can vary with the hash function, while the digital signature

adds a layer of confidence to the integrity of the data

Other types of encryption, including transfer fimctions, may also be used.

Referring to Fig. 9, a flowchart of_ a method for trusted transactions

according to one embodiment of the present invention is provided. In step 902,

value-added information, or its tangible equivalent, is provided. This may be

provided by a user that wishes to verify the value—added information.

In step 904, the perceptible data for verification may be maintained by a

vendor or provider, and may be updated by a public-key secure digital watermark in
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the observable packaging (if applicable). In those cases where security must be

high, real time, or simply faster, key generation or signature generation functions

may be enabled with embodiments of the present invention.

In step 906, the user provides a public key based on the identify held in the

device to enable an authentication check.

In step 908, a response may be sent to the user.

Steps 906 and 908 may be repeated with further prompting for higher levels

of authentication, or for additional checks. If the remote location provides the

confirmation, or if a certification authority is involved, the response may be sent via

secure transmission lines (e.g., encrypted transmission that can only be decrypted

with the user‘s device and access to the user’s stored private key). Alternatively,

information may not need to be sent in a secure manner and may be checked upon

delivery to the device to limit any remote communications breaches by unintended

third parties.

Referring to Fig. 10, ‘a device for trusted transactions according to one
embodiment of the present invention is provided. Device 1000 may include

steganographic cipher 1002. Steganographic cipher 1002 may be governed by at

least the following elements: (1) a predetermined message; (2) a predetermined

key/key pair; and (3) a predetermined carrier signal (image data, so images will be

the primary data represented and ciphered). V I

Transducer 1004 may be provided Transducer 1004 may include a charged

coupled device (CCD), a personal entropy capture device (e. g., a retinal scanner, 3

thumbprint scanner, etc.), a touch pad (e.g., a pad for receiving a signature), an

image capture device, a bar code reader, a magnetic card reader, etc. Transducer

904 receives the data in a physical format and converts it to an analog or digital
format.

In one embodiment, the data from transducer 1004 may be marked with a

timestamp for time-critical input.

Analog/digital converter 1006 may be provided. A/D converter 1004 may be

used to convert analog information from transducer 1004 into predetermined digital

format. In one embodiment, signatures may be converted in one format, images that
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are captured in another format, and fingerprint/iris scans may be converted in

another format.

A memory may be provided. The memory may include both volatile

memory, and re-writable memory, such as DataSlimm.

A volatile device may be provided, suCh as a one time pad (private key of

card holder/user), a one time memory or floating in the volatile memory to evade

capture (stega—cipher computer code); This may be provided in a tamperproof

casing.

Device 1000 may also include output 1020. Output 1020 may be any

suitable output, including a connection port, a wireless port, a radio transmitter, etc.

Before information is output from device 1000, it may be encrypted. In one

embodiment, the information may be digitally watermarked. In another

embodiment, the information may be digitally signed. In another embodiment, the

information is not encrypted, and instead is transmitted over a secure transmission

channel. Number generator 1008 may be provided. Ntunber generator may be a

random number generator, or it may be a pseudo-random number generator.

In addition, the device may include a controller, a power source, and an input

and an output.

Information may be converted into a humanly perceptible form

(chemical/electrical/magnetic such as a humanly visible chemical test result, as with

a pregnancy tests, an EKC, an MRI‘or CatScan image, are all converted into

“humanly perceptible form for “human” analysis) prior to authorization of a

transaction/decision event. I

EXAMPLES

In order to better understand the present invention, several examples are

provided. These example do not limit the present invention in any way, and are

intended to illustrate embodiments ofthe present invention.
1. ' Smart Telecommmiications

At present, large volumes of commerce and commerce-related activities are

performed using telephone connections. Authentication of identity is an ongoing

concern in such transactions. Present technology allows the verification of the
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origin of a landline phone call (POT), but offers no assurances as to the identity of

the user. Furthermore, simple identification of the origin of the call is only useful

insofar as that phone number can be used to index a database of callers. The present

invention allows for bi-directional verification of identity during a phone call, with

the option ofpartial or full concealment of identity.

' ‘A consumer may wish to make a purchase on the phone. Presently, the

consumer’s identity is established by the seller using personal information fiom the

consumer, such as a credit card number, an address, a phone number, etc. However,

all of this information may be known by an imposter. A smart phone transmits

identity information (perhaps embedded as a watermark in the audio connection), in

response to a query from the seller. The receiver verifies the buyer’s identity with a

certification authority. Furthermore, the consumer may also verify the authenticity

of the seller’s identity at the same time, by the same method. The consumer may

V choose not to respond to certain queries in real time.

The smart phone may require a level of identity disclosure before it accepts

an incoming call. For instance, telemarketers may be required to reveal the name of
their company before the call is accepted by the smart phone. Consumers may

protect themselves from fraudulent sellers by requiring such identification. Further,

legitimate sellers may be assured that their customers know that they are legitimate.

The certification authority assures the consumer and seller that they are receiving

authentic identifications.

2. Quit); Programs As A Value-added Component

Another embodiment of the present invention relates to methods and means

of payment includes a novel means for encouraging alignment of buyer and seller

interests. Similar to cooperatives, membership programs (in proprietary form, co-

branded with a financial institution, or implemented as a specialty device that can

handle these equity transactions) may be enhanced to offer buyers the opportunity to

purchase options in equity of the seller’s company or related institution. Instead of

being given cash or points, at some fixed point in time, consumers and sellers may

be provided with the opportunity to purchase equity as available on some public or

private market or exchange.
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These options may be built into the fimctionality of the actual transaction

device and may be coupled with both trusted transactions or general transaction

systems. Settlement of the option may be based on any known option pricing

mechanism (such' as the well-known Black-Scholes model) and predetermination of

terms for settlement and conversion of the option. This approach incentivizes and

encourages clearer alignment of all market participants in the value and condition of

the equity of the entity with which transactions are being handled or negotiated.

Independent certification authorities, or infomediaries that are able to ensure or

verify a transaction or related information, may be used to ensure that such equity

programs can be trusted. Any relevant disclosures concerning legal or financial

' restrictions are simply additional value—added components for consideration.

3. More securigg - body movements for entropy and pharmaceutical use control

A related embodiment according to another embodiment of the present

invention includes an interface for detection of body movements (eye movements,

blinks, voice passphrases, etc). These movements may include predetermined

sequences of movements that may be ciphered in a manner similar to encrypting

ASCII pass phrases. This is a novel implementation of human movement in

generating symmetric or asymmetric cryptographic keys. The transducer may

include any number of means of capturing human-based body movements in real

time for instantaneous verification of an authorized user. Moreover, unlike simple

biometrics, a series of body movements (similar to the act of signing in writing, but

likely to be more difficult to capture for unauthorized misuse —- a signature, like a

fingerprint, is able to be observed and copied without permission or knowledge of

the signature author) is difficult to copy.

The movements or similar biological entropy (transduced from biomedical,

bioengineered, biochemical or biophysical information that may be made perceptible

and encrypted or securely watermarked for later comparison or real time

verification) may be captured by a transducer of analog signals and converted into

digital binary information used for comparison with any number of stored

corresponding instructions or messages to be decrypted. These signals may be

multidimensional (2D, 3D, 4D- with a time component, etc.) to increase the

information space and make discovery of hidden secrets more computationally
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difficult. Images, medical or hurnan—condition based, audio signals, video, virtual

reality, multimedia, etc. all provide rich media information in which to enhance the

security of any embodiment contemplated by the present invention. Combinations

of multidimensional media for varying ciphering options as well as steganographic

embedding are also contemplated as a means for furthering ensuring computational

complexity to any unauthorized user. Steganographic-mapping (watermarking) or

transfer functions (scrambling or “chafling”) may be combined 'with encryption

ciphers as a means for making each unique implementation or tangible device --

serialization or personalization of a method for engaging in trusted transactions, high

risk, information-intensive or sensitive decision (military use, security use, restricted

government use, privacy use, or any nmnber similar commercial or noncommercial

decision or transaction events).

Additional embodiments include actual control over the use or access to

pharmaceuticals based on medical risk, condition or personalized advice to the user.

Tangible methods for transfer of chemical, biological or physical agents intended for

medical use or individualized control based on third party conditions (legal, medical,

governmental, etc.) are governed by manipulation of the apparatus, device or system

used to introduce foreign agents (informational, intangible or tangible) into patients

(the intended, authorized or verified user). '

Highly secure and artificial environments, such as aircrafi flying simulations

or visual financial trading information, may be representative of more risk to owners

of actual tangible planes or tangible assets related to any financial information.

Recognition of a digitized iris does not enable movement based confirmation of

future secrets (the movements) that may be changed, destroyed or updated to ensure

consistent or higher degrees of security maintenance. For some body movements, it

may be possible to maintain better security than with written information. In other

' words, certain body movements may be prevented, or made difficult to perform even

under rigorous demand by unauthOrized agents. Blinking or other facial movements

may be made impossible to verify the real time identity of the user. This adds a

layer of security and increases the difficulty of defeating a cipher or a series of

related ciphers (encryption-based or steganographically—based, where the digitized

signal has humanly-perceptible fidelity or characteristics) depending on access or
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sensitivity of information. It also maybe psychologically or human-rule driven.

Certain humanly observable body movements, or detectable “telemetry-type” data

(brain activity, heart beat, pulse, or any other medically observable information)

may be either unique to an individual or simply general to certain behavior. This

data may be important to use as a means of preventing poor decision-making, or

requiring higher diligence before transacting or executing a given operation. At the

least, the movements are a means for predetennining and assisting the generation of

a binary key or seeding the generation of a cryptographic key, message or signature.

Any particular instance may be successively stored in subsets of any primary

value information or value-added components (single key or key pair associated

with a single message or signature to further serialize data that may have

steganographic capacity for imperceptible embedding in the carrier signal, primary

or value-added components data). The operation may be highly demanding, or may

require human-based or driven or initiated decisions. The instructor, or the user,

may have predetermined the conditions that indicate confidence or lack thereof at

the time of the verification or authentication of the user. This may be for security

reasons, or simply risk management, as information is increasingly processed at

higher speeds and may require greater care in ensuring information data integrity.

As well, humanly-observable (and convertible into binary data for deciphering).

movements enable a form of bridging analog, human trust with digital or

mathematically provable, actuarially, statistically, deterministically known or

predictable measures of risk and trust. This novel feature is an additional benefit

over the prior art and ensures future human-like characteristics in “digital”

(underlying, “measurable” or “estimable” data integrity, authentication and

confidence), electronic (analog transducers and transmitters), or binary transaction

systems. Further security orserialization of transaction event information (human ‘

movement or observable condition used fer secret key or equivalent generation)

enable additional forms of trusted transactions.

Additional security may be assured with temporal-based limits on human

body movement or biologically observable human condition (by use of a medical or

human directed transducer). Interlocking keys and messages with blind signatures,

or onion routing transmission techniques to obscure the identity of the user, are
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further enhancements that may guarantee a high level of privacy to the user of the

system or device. Information fonnats'may be encrypted or have stored primary or '

value-added component information that has to arrive to the user without any

digitally evident tampering for the user to make the best possible decision regarding
the observed information.

Unlike the prior art, embodiments of the present invention consider the

perceptibility of information to bridge human trust and confidence with

cryptographic or “mathematical” measures or estimates of “security,” “data

integrity” or “trust.” This is novel to the art of data security and secured transaction

or transmission technologies.

4. Algorithmic Information Theom (AIT) for additional security

By implementing predetermined indications of mathematically provable

randomness, the ability to discover secrets and human choice, based on

unprovability or incompleteness, as discussed and is well-known in the art as

originating with Godel (incompleteness theorem) and Turing (halting problem,

uncomputability). Chaitin “discovered” randomness, stating essentially that

randomness can be described mathematically, and thus differentiations between

discrete and infinite randomness are logically observable. Because truth is relative

in a quantum mechanical sense, degrees of credibility concern the level of trust that

may be offered in any trusted transaction system. While the primary value that

concems us is information, the ability to describe programming size complexity

(that is optimized functional data) enables self-limiting software to be programmed.

To the extent that trusted transactions can never be physically perfect operations,

uniqueness of information, as both data and code, is particularly important to

providing higher security when computational cost and bandwidth is extraordinarily

cheap.

Essentially, choice over answers to questions that cannot be characterized as

“True” or “False,” such as ”This statement is false,” have inherent randomness and

are thus ripe for paradoxical response. More intricate paradoxes, Berry’s Paradox,

Turing’s halting problem, as well as Chaitin’s definition of “randomness,” are sure

to enable predictable infinite and finite (discrete) randomness with which to seed

and cryptographic secret or generation of a symmetric, asymmetric key or digital
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signature. Human perception as a means for enabling analog trust may be made ,

inherently more secure by choosing responses to paradoxes that have no computable

value. That Chaitin can describe “randomness” with logically structured instructions

for the halting problem, in LISP or C programming languages, including the

5 computer programming language of Mathematica, enabled the development of a

randomness constant.

The equations of randomness may be implemented in software and offer a

unique and novel means for further securing the generation of cryptographic or

steganographic seeds, secrets, keys or messages. Of course, differences between any

10 of these information elements as to the means for securing or authenticating data

would enable flexible architectures combining various ciphers and methods for

arriving at a rule for validation, authenticity, data integrity, confidence or enabling

any subsequent manipulation of the associated data (primary value-added or value-

added components).

15 5. But rtainment media exchange

According to one embodiment of the present invention, the device may be

used for the exchange of entertainment media. This may include audio, video,

multimedia, etc. In such an exchange, the perceived risk of value-added information

piracy is relatively high for the seller or provider, while the perceived risk is

20 relatively low for the purchaser. The obvious risk is that all potential “consumers”

of the media access and copy the entertainment media for free. For music or video,

or similar entertainment good, according the present invention provides the

following structure may be used.

a) Fragi1e watermark structure

25 The fragile watermark, according to one embodiment of the present

invention, can actually hold an entire value-added component, encoded in the least

significant bit (LSB) of each 16-bit sample. This gives a data rate of 88200 bits per

second in a stereo CD file, or a capacity of 1.89 M in a 3 minute song. This is an

immense capacity relative to the expected size of the value-added component (100 -

30 200 K). '
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The fragile watermark‘ is preferably bound to a specific copy (Unique ID) of

a specific song (Unique ID), so that it cannot be transferred to other songs. This

binding can be achieved through use of a hash in the following sequence: .

(1) A block of value-added component is encoded into a block of

samples.

(2) A hash of the value-added component block and a random

number seeded by the owner’s identity (Device or system

Unique ID) is generated and encoded into the subsequent

block of samples.

(3) A hash of the first two blocks of samples and a random

number seeded by the owner’s identity is generated and .

encoded into a third block of samples.

(4) Repeat steps 1-3 as necessary.

Each value-added component block may have the following structure:

{ .

long Blockldentifier; » //A code for the type ofblock

long BlockLength; ”The length of the block

//Block data of a length matching

BlockLength ’

char IdentityHash[hashSize];

char InsertionHash[hashSize];

}

An application can read the block identifier and determine if it recognizes the

block type. If it does not recognize the block type, it can use the BlockLength to

skip this block.

Certain Block Types are required to be present if the value-added component

is to be accepted. These may include and identity block and a value-added

component Hash block. The Block Data may or may not be encrypted, depending

on whether the data is transfer-restricted (value-adding) or simply informative. For

instance, user—added value-added component data would not need to be encrypted.

The Bloclddentifier would indicate whether the block data was encrypted or not.
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b) Robust open watermark .

This is the mark that may indicate non-legacy content. In one embodiment,

there may be two possible settings. “1” indicates non-legacy content that must be

accompanied by a authenticable value-added component for entry into the domain

(e.g., EMD or Electronic Media Distribution media content). “0”, on the other hand,

indicates non-legacy media that was distributed in a pre-packaged form (e.g., CDs,

DVDs, game sofiware, etc.). “0” content may or may not have a value-added .

component. “0” content may only be admitted fi‘om a read-only medium in its

original file format (e.g., a “0” CD may only be admitted if it is present on a Red

Book CD Specification medium).

c) Robust forensic watermark

This watermark may not be accessible to the consumer in any way. It may

be secured by a symmetric key held only by the seller (or an asymmetric key pair

that may be desired for some embodiments). A transaction ID may be embedded at

the time of purchase with a hash matching the symmetric key (or key pair). The

watermark may then be embedded using a very low density insertion mask (< 10 Va),

making it very difficult to find without the symmetric key. Retrieval of this

watermark is not limited by real-time/low cost constraints. The recovery will only

be attempted on pirated material. A recovery time of 2 hours on a 400 MHz PC is
reasonable.

6. Additional parameters for value-adding components

Physical shipment of packaged goods or services (value-added information)

is anticipated as being a potential option to consumers or purchasers as well as

sellers and providers. That the value-adding information may be packaged or

represented tangibly does not obviate the need for trusted transactions to ensure

payment and the appropriate division of rights and responsibilities for various goods

(a DVD for music or video), services (smart credit card or insurance card) or

markets (trusted telephone system, government identification schemes). This type

of transaction represents additional benefits over embodiments in the existing art --

on-demand trusted transactions and physical manufacture/delivery of goods is

enabled, without risk to the overall system and its value-added information security.

This amounts essentially to serializing or personalizing, depending on the
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perspective in the transaction, each and every transaction, while building trusted

transactions for the benefit of the marketplace for goods services and information.

7. Financial Or Insurance Device

The present invention enables systems and supported devices that are useful

in situations where parties need to have pre-defined limits to risk exposure, such as

an insurance policy or a claim. These systems are generally characterized by an

emphasis on transmission and data security, which reduces the perceived risk of the

insurer (a seller of risk coverage for pre-determined events). To the extent that

insurance takes into account the history and existing condition of an asset, a measure

of context or structure (tangible as well as intangible) to be covered, as well as an

economically-based replacement value (though to confuse matters, there are also

issues concerning such items as after market versus brand new, brand versus

generic, etc.), there exist differences with more transparent financial devices.

Financial devices (essentially a “credit agreement” or credit facility based on an

imprecise estimate of condition but also experience or trust) rely on the ability,

perceived or actuarially observable, to repay credit extended on behalf of the device

holder. Whereas financial or credit history is transparent in many cases, private

information about an individual’s history or condition are perceived to be have

higher implicit value to the user. Financial devices and insurance devices converge

at those points where privacy or personal information are equivalent with financial

or credit information. Both types of risk have differing requirements for updating or

adjustment over the course of use of a particular line of credit or insurance policy.

Cars may be embedded with telemetry sensors to determine the real time

condition of various components, such as the frame, engine, brakes, or any

combination of components mutually deemed to justify such monitoring.

Alternatively, a smart card—like device equipped with a transducer may be used to

“capture” images of items that are packed (for travel insurance purposes), insurable

items in a residence (for homeowner’s insurance purposes), etc. Any image

captured may be securely watermarked by the device and then exported to an

insurance provider via a transmission line (an ATM, a wireless connection such as a

mobile phone, a PC modem connection, etc). An insurance provider may offer such
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services at auto service/repair facilities, airports, etc. with a mutual reduction in

claims costs and adjustments costs.

Medical information may similarly be digitally stored, securely

watermarked, and time-stamped (for any perceptible data stored, such as images or

voice) for reference to an individual’s health. based on varying levels of access to

stored information, which may be distributed among different physicians or handled

by a central medical information infomediary. The secured image may be sent to an

insurance provider as a secured image (both the device and storage facility may

independently verify the security or tamperproofing of the perceptibly represented

information). The doctor, patient, health care provider, government agencies can all

have varying degrees of access that can be made transparent to the patient. This is

an inherent benefit over the prior art in that the patient can see those records that are

then watermarked and securely stored.

Additionally, the present invention provides the novel feature of enabling the

same information, at the request or demand of the patient, to be sent to a personal or

secure storage “space,” so that patients may have more accessibility and control over

their own medical records and medical conditions. In one embodiment, the .

information may be provided as digitized bits. In another embodiment, the data may

be provided in a tangible form. '

The information may be stored as tangible records or intangible, bit-

represented records. Doctors may use tamperprcofed signals (watermarked audio,

image, video, virtual reality, any humanly-perceptible signal) and records that are

perceptible to lower insurance costs and potential liability. The prior art ignores the

mutual benefits afforded by bi-directional information exchange (that can be

tamperproofed with secure watermarking) and transparency in creating opportunities

for trusted transactions.

Additional data, such as the transaction information that may be evidenced

on a credit card bill or statement, may also be automatically associated with the

stored image(s) for later use. In one embodiment, the user may send the same

secured data to a private data storage facility, or create personalized records, which

may serve as a secondary set of records against which other data sent to the

insurance or financial provider may be verified or validated. According to another
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embodiment of the present invention, authorized mechanics, physicians, and

.pharmacists, may add to, but not access or manipulate, previously stored data.

These individuals may also be bound by rules for establishing the history and

condition of any person or physical good that is being underwritten or financed.

The present invention provides certification authorities the ability to

determine the authenticity of data. In cases where public-key steganography or

cryptosystems are preferred, the embodiments extend to those implementations as

well. Moreover, they enable secure transmission capabilities over unsecured data

transmission lines.

Referring to Fig. 11, a personal information device according to one

embodiment of the present invention is provided. Personal informationdevice (PID)

1102 may be used with financial institutions, insurance companies, etc.

In one embodiment, PID 1102 may be smart card; that is, a device that

resembles a credit card, but includes a processor, a power supply, a memory, and an

input and output device. In another embodiment, PID 1102 may be a card including

a magnetic strip. .

PID 1102 preferably has a Unique ID. In one embodiment, the Unique ID of

PID 1102 may be a policy number, a social security number, etc.

PID 1102 may receive information from several sources. In one _

embodiment, telemetry data 1104 may be input to PID 1102. Perceptible data 1106,

such as images, photos, etc. may be input to PID 1102. In still another embodiment,

associated data, such as purchase receipts, descriptions, serial numbers, registrations,

etc., which may be value-adding components, may be input to PID 1102.

PID 1102 may provide output data 1110 to a variety of entities. In one

embodiment, output data 1110 may be provided to company 1112 and to storage

1114. Company 1112 may include any organization the may receive output data

1110, including an insurance company, a financial institution, etc. Storage 1114

may include any personal use for output data 1110, including a private data storage

such as a fixed storage media, paper records, etc. Company 1112 and storage 1114

may receive output data 1110 in different formats. In one embodiment, output data

1110 is provided according to predetermined parameters for the entity.
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Output data 1110 may be watermarked, or it may be time stamped, or it may

include both. Other types of encryption are provided.

In general, output data 1110 is preferably provided to the entity via a secure

communication link. Transmission of output data 1110 may be controlled by the

entity (e.g., company 1112 or storage 1114) or by the user.

8. Authentication Device

According to another embodiment of the present invention, an authentication

device may be provided. Referring to Fig. 12, authentication device 1202 may be a

credit-card sized “smart card,” including a processor, a power supply, a memory,

and an input and output device. In another embodiment,authentication device 1202

may be a palm sized computing device.

A variety of input devices may be provided. In one embodiment, a bar code

scanner may be used. In another embodiment, a keypad may be used. Other input

devices may be used as necessary.

In one embodiment, authentication device 1202 may include a display, such

as a LCD screen. Other display technologies are within the contemplation of the

present invention.

In one embodiment, authentication device 1202 may be a govemment—issued

device. ,

Anonymous authentication 1204 may be provided. Anonymous

authentication 1204 may be used to authenticate a product, a medicine, a label, etc.

Anonymous authentication 1204 communicates with authentication device 1202 to

authenticate the item in question. In one embodiment, authentication device 1202

may display relevant information, such as known warnings, recommended dosages,

etc. regarding the item in question.

In another embodiment, image capture device 1206 may be provided. Image

capture device 1206 may include a digital camera, a scanner, etc. In one

embodiment, image capture device 1206 may time stamp the image as itis captured.

Identity exchange 1208 may be provided. Identity exchange 1208 includes a

Unique ID that may be authenticated or modified by the user. In one embodiment,

in order to verify the identity of an individual, additional independent identify

DISH-Blue Spike-842

Exhibit 1004, Page 0998



DISH-Blue Spike-842
Exhibit 1004, Page 0999

WO 01/43026 PCT/USDO/33126

10

15

20

25

3O

-57-

verification may be required in addition to identity exchange 1208. This is because

authentication device 1202 may be stolen, borrowed, etc.

Certification authority 1210 may be provided. Certification authority may be

bound by federal, state, and local laws. In addition, private restrictions may apply to -

certification authority 1210.

In one embodiment, certification authority may be further bound by

geographical (e.g., location) or age basis (e.g., date ofbirth, age, etc.) to verify.

Referring to Fig. 13, a method of use for an authentication device is

provided. In step 1302, a user locates information to be authenticated. This may

include a variety of information. The information is then entered into the

authentication device.

In step 1304, perceptible data is marked with a public key secure watermark.

In one embodiment, this may be done in real time.

In step 1306, the user provides a public key to initiate the authentication.

In step 1308, a response is sent fiom the certification authority, or additional ,

prompts for higher access levels are provided.

In one embodiment, transmissions between any. elements may be over a

secure communication link, including SSL or similar transmission exchange.

In another embodiment of the present invention, an authentication device

may comprise a Intemet web browser. For example, the authentication device may

be a “plug in” for a web browser. Such a authentication device may be used to

verify, or authenticate, items on web pages. For instance, according to one

embodiment of the present invention, the authentication device may be used to

verify that an Intemet bank that displays the FDIC logo is authorized to display this

logo. In one embodiment, real time verification will allow a user to verify such, and

govern transactions accordingly. I

It will be evident to those of ordinary skill in the art that the above-described

modes and embodiments of the present invention, while they disclose useful aspects

of the present invention and its advantages, are illustrative and exemplary only, and

do not describe or delimit the spirit and scope of the present invention, which are

limited only by the claims that follow below.
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I CLAIM:

1. A method for trusted transactions, comprising:

‘ establishing an agreement to exchange digitally-sampled information

between a first and a second party; . '

I exchanging the digitally-sampled information between the first and

the second party; and

approving the digitally-sampled information using an approval

element selected fi‘om the group consisting of a predetermined key, a predetermined

message, and a predetermined cipher, the step of approving the digitally-sampled

information using an approval element consisting of a step selected from the group

consisting of verifying the digitally-sampled information with the approval element,

authenticating the digitally-sampled information with the approval element, and

authorizing the digitally-sampled information with the approval element.

2. The method of claim 1, wherein the step of approving the digitally-

sampled information precedes the step ofexchanging digitally-sampled information.

3. The method of claim 1, wherein the step of approving the digitally-

sampled information comprises:

transmitting a first party approval element from the first party to the

second party; and

transmitting a second party approval element fi'orn the second party

to the first party.

4. The method of claim 3, wherein the steps of transmitting the first

party approval element and transmitting the second party approval element occur

substantially simultaneously. ‘ i

5. The method of claim 3, wherein the first party approval element and

the second party approval element are symmetric.

6. The method of claim 3, wherein the first party approval element and

the second party approval element are asymmetric.

7. i The method of claim 1, wherein the approving step is accomplished

using predetermined key pairs.
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8. The method 'of claim 7, wherein the predetermined key pairs are

created by a cipher selected from the group consisting of steganographic and.

cryptographic ciphers.

' 9. The method of claim 1, wherein the predetermined cipher is selected

from the group consisting of a steganographic cipher and a cryptographic cipher.

lO. 1 The method of claim 1, wherein the predetermined message is

selected from the group consisting of a unique identification, a unique time, data

associated with a predetermined information function, and combinations thereof.

11. The method of claim 1, wherein the predetermined message has value

independent from at least one primary value-adding component.

12. The method of claim ll, wherein the predetermined message contains

at least one value-adding component.

13. The method of claim 1, wherein the step of approving the digitally-

sarnpled information comprises:

verifying the digitally-sampled information with the approval

14. The method of claim 1, wherein the step of approving the digitally-

sampled information comprises:

authenticating the digitally—sampled information with the approval

element.

15'. The method of claim 1, wherein the step of approving the digitally-

sampled information comprises: _

authorizing the digitally-sampled information with the approval
element.

16. The method ofclaim 1, further comprising:

entering into a security arrangement based on the exchange.

17. The method of claim 16, wherein the security arrangement is a non~

cash right.

18. The method of claim 16, wherein the security arrangement is an

option for a non-cash right.

19. The. method of claim 16, wherein the security arrangement is an.

equity purchase right.
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20. A method for conducting a trusted transaction between two of a

plurality ofparties who have reached an agreement to transact, comprising:

' establishing a secure transmission channel between the two parties;

approving an identity of at least one of the two parties;

determining an amount of value-added information to be exchanged between

the parties, the value-added information comprising a plurality of value-adding

components;

verifying the agreement to transact; and

transmitting the value—added information.

, 21. The method of claim 20, wherein the step of approving an identity of

at least one of the two parties comprises:

at least one of the parties verifying at least one value-adding component.

22. The method of claim 20, wherein the step of approving an identity of

at least one of the two parties comprises:

at least one of the parties authorizing at least one value-adding component.

23. The method of claim 20, wherein the step of approving an identity of

at least one of the two parties comprises:

at least one of the parties authenticating at least one value-adding

component.

24. The method of claim 20, wherein the step of establishing a secure

transmission channel between two of a plurality of parties comprises:

exchanging data between the two parties;

selecting a pre-determined key to exchange over the secure transmission

channel; and I

securing the transmission channel by at least one of a password, a pass .

phrase entry, a query to a user, and real-time biometric data transfer.

25. The method of claim 20, wherein the step of approving an identity of _

at least one of the two parties comprises:

exchanging a value-adding component for each party to the other party.

26. The method of claim 20, wherein the step of approving an identity of

at least one of the two parties comprises:
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Application/Control Number: 11/895,388 Page 2 

Art Unit: 2432 

DETAILED ACTION 

Election/Restrictions 

1 Restriction to one of the following inventions is required under 35 U.S.C. 121: 

I. Claims 1-5, drawn to scrambling or encoding of digital media with a 

predetermined key wherein the key is required to decode the digital media, 

classified in class 380, subclass 210. 

II. Claims 32-45 and 52-57, drawn to protecting data or software by inhibiting the 

unauthorized installation or use of software, classified in class 713, subclass 176. 

III. Claims 46-51, drawn to a method for embedding a watermark on data by 

configuring a portion of code contained in software according to a watermarking 

process, classified in class 358, subclass 3.28. 

2. The inventions are independent or distinct, each from the other because: Inventions I, II 

and III are directed to related processes. 

Invention I is distinct from Invention II and III and is directed to scrambling or encoding digital 

information comprising a digital sample and format information with a predetermined key 

wherein an unauthorized user can play a low version of the encoded sample. 

Invention II is distinct from Invention I and III and directed to the protection of data of software 

during installation wherein a key is required for the authorized use of the software. 

Invention III is distinct from Invention I and II and directed to a method of watermarking data or 

software according to a watermarking process by inserting information into the software. 

3. The related processes are distinct if: (1) the inventions as claimed are either not capable 

of use together or can have a materially different design, mode of operation, function, or effect; 
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Art Unit: 2432 

6. Claim 32 is rejected under 35 U.S.C. 112, first paragraph, as failing to comply with the 

written description requirement. The claim(s) contains subject matter which was not described 

in the specification in such a way as to reasonably convey to one skilled in the relevant art that 

the inventor(s), at the time the application was filed, had possession of the claimed invention. 

Claim 32 recite "wherein the embedded software operates in a manner substantially the same as 

the software prior to the embedding step". This limitation is not disclosed in the specification in 

such a way as to reasonably convey to one of ordinary skill how the embedded software operates 

in a manner "substantially" the same as the software prior to the embedding step. Appropriate 

correction is required. 

7. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

8. Claim 52 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 

failing to particularly point out and distinctly claim the subject matter which applicant regards as 

the invention. Claim 52 recites a system comprising steps. It is unclear what is being claimed or 

the scope of the claim because a system is not a method and cannot comprise steps of processing. 

Claim Rejections - 35 USC § 102 

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless — 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 
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10. Claims 32-45 and 52-59 are rejected under 35 U.S.C. 102(e) as being anticipated by 

Moore (US-6067622). 

a. Referring to claim 32: 

Regarding claim 32, Moore teaches a method for copy protection of software comprising: 

embedding the software with a watermark wherein the embedded software operates in a manner 

substantially the same as the software prior to the embedding step (Fig la and Col 8, Line 43-51 

teaches an 'install module' embedded within a program for protecting illegal copying of the 

program and the module does not affect how the program will function). 

a. Referring to claim 33 and 57: 

Regarding claim 33 and similar claim 57, Moore teaches the process of claim 32, wherein 

the step of embedding the software with a watermark increases the complexity of code analysis 

and/or tampering with the software (Col 6, Line 38-63.... the 'install module' increases the 

complexity of the program by inhibiting illicit copying or tampering with the software). 

a. Referring to claim 34: 

Regarding claim 34, Moore teaches the process of claim 32, wherein the watermarked 

software queries a user for personalization information during installation of the software (Col 7, 

Line 50-64.... user personalization information) 

a. Referring to claim 35, 36 and 53: 

Regarding claim 35 and similar claims 36 and 53, Moore teaches the process of claim 32, 

wherein the watermark is accessible with a key (Col 9, Line 39-58.... 'install module' accessible 

with an 'install key' which enables authorized use of the software). 

a. Referring to claim 37 and 44: 
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