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CRYPTOGRAPHIC METHODS, APPARATUS
AND SYSTEMS FOR STORAGE MEDIA

ELECTRONIC RIGHTS MANAGEMENTIN

CLOSED AND CONNECTED APPLIANCES

Cross-Reference to Related Applications and Patents

The specifications and drawings of the followingprior,

commonly assigned published patent specifications are

incorporated by referenceinto this patent specification:

PCT Publication No. WO 96/27155 dated 6 September 1996

entitled “Systems And Methods For Secure Transaction

Management AndElectronic Rights Protection”, which is based

on PCT application no. PCT/US96/02303 filed 13 February 1996

and U.S. patent application serial no. 08/388,107 of Ginteretal.

entitled filed on February 13, 1995 (hereinafter “Ginteret al’’);

U.S. Patent No 4,827,508 entitled “Database Usage

Metering and Protection System and Method” dated May2, 1989;

USS. Patent No. 4,977,594 entitled ‘Database Usage

Metering and Protection System and Method”dated December| 1,

1990;
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U.S. Patent No. 5,050,213 entitled “Database Usage

Metering and Protection System and Method” dated September

17, 1991; and

U.S. Patent No. 5,410,598 entitled “Database Usage

5 Metering and Protection System and Method”dated April 25,

1995; and

European Patent No.EP 32968! entitled “Database Usage

Metering and Protection System and Method”dated January 17,

1996.

10 In addition, the specifications and drawings of the following

commonly-assigned prior-filed patent specifications are

incorporated by reference into this patent application:

PCT Application No. PCT/US96/14262 filed 4 September

1996 entitled “Trusted Infrastructure Support Systems, Methods

15. And Techniques For Secure Electronic Commerce,Electronic

Transactions, Commerce Process Control And Automation,

Distributed Computing, And Rights Management,” which

correspondsto U.S. patent application serial no. 08/699,712 filed

on August 12, 1996 (hereinafter “Shear et al.”’);

2
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PCT Application No. filed , 1997

entitled “Steganographic Techniques For Securely Delivering
Electronic Digital Rights ManagementControl Information Over

Insecure Communications Channels,” which corresponds to U.S.

5 patent application serial no. 08/689,606 of Van Wie and Weber

filed on August 12, 1996 (hereinafter “Van Wie and Weber”); and

PCT Application No. filed ,

1997 based on U.S. Patent Application serial no.08/689,754

entitled “Systems and Methods Using Cryptography To Protect

10. Secure Computing Environments,” of Sibert and Van Wie filed on

August 12, 1996 (hereinafter “Sibert and Van Wie”).

FIELD OF THE INVENTION

This invention relates to information protection techniques

using cryptography, and moreparticularly to techniques using

15 cryptography for managingrights to information stored on

portable media -- one example being optical media such as Digital

Video Disks (also known as "Digital Versatile Disks” and/or

"DVDs"). This invention also relates to information protection

and rights management techniques having selectable applicability

20 depending upon, for example, the resources of the device being
3
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used by the consumer(e.g., personal computer or standalone

player), other attributes of the device (such as whetherthe device

can be and/or typically is connected to an information network

(“connected” versus “unconnected”)), and available rights. This

5 invention furtherrelates, in part, to cooperative rights management

-- where plural networked rights management arrangements

collectively control a rights management event on one or more of

such arrangements. Further, important aspects of this invention

can be employedin rights managementfor electronic information

10. made available through broadcast and/or network downloads

and/or use of non-portable storage media, either independentof, or

in combination with portable media.

BACKGROUNDOF THE INVENTION

The entertainment industry has been transformed by the

IS pervasiveness of home consumerelectronic devices that can play

video and/or audio from pre-recorded media. This transformation

began in the early 1900s with the invention of the

phonograph—which for the first time allowed a consumerto listen

to his or her favorite band, orchestra or singer in his or her home

20 whenever he or she wishes. The availability of inexpensive video

4
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cassette recorders/players beginningin the early 1980s brought

about a profoundrevolution in the movie and broadcast industries,

creating an entirely new home consumer market for films,

documentaries, music videos, exercise videos,etc.

5 The entertainmentindustry has long searched for optimal

media for distributing content to home consumers. The original

phonographcylinders distributed by Thomas Edison and other

phonographpioneers had the advantagethat they weredifficult to

copy, but suffered from various disadvantages such as high

10 manufacturing costs, low resistance to breakage, very limited

playback time,relatively low playback quality, and susceptibility

to damage from wear,scratching or melting. Later-developed wax

and vinyl disks could hold more music material but suffered from

many of the same disadvantages. Magnetic tapes, on the other

15. hand, could be manufactured very inexpensively and could hold a

large amountofprogram material (e.g., 2, 4 or even 6 hours of

video and/or audio). Such magnetic tapes could reproduce
program materialat relatively high quality, and were not as

susceptible to damage or wearing out. However, despite the many

20 clear advantages that magnetic tape provides over other media, the

5
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entertainment industry has never regardedit as an ideal or

optimum medium because ofits great susceptibility to copying.

Magnetic tape has the very flexible characteristic that it can

be relatively easily recorded on. Indeed, the process for recording

5 amagnetic tape is nearly as straightforward as that required for

playing back pre-recorded content. Because ofthe relative ease by

which magnetic tape can be recorded, home consumer magnetic

tape equipment manufacturers have historically provided dual

mode equipmentthat can both record and play back magnetic

10 tapes. Thus, home audio andvideo tape players havetraditionally

had a “record” button that allows a consumerto record his or her

own program material on a blank (un-recorded) magnetic tape.

While this recording ability has given consumersadditional

flexibility (e.g., the ability to record a child’s first words for

15__posterity, and the ability to capture afternoon soap operasfor

evening viewing), it has unfortunately also been the foundation of

an illegal multi-billion dollar content pirating industry that

produces millions ofillegal, counterfeit copies every year. This

illegal pirating operation—whichis international in scope—leeches

20 huge amounts of revenue every year from the world’s major

6
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entertainment content producers. The entertainment industry must

pass along these losses to honest consumers—resulting in higher

boxoffice prices, and higher video and audio tape sales andrental
prices.

5 In the mid 1980s, the audio entertainment industry

developed the optical compact disk as an answerto some of these

problems. Theoptical compact disk—athin, silvery plastic platter

a few inches in diameter—can hold an hour or more of music or

other audio programmingin digital form. Such disks were later

10 also used for computer data. The disk can be manufactured very
inexpensively, and provides extremely high quality playback that

is resistant to noise because ofthe digital techniques used to

record and recoverthe information. Because the optical disk can

be madefrom plastic,it is light weight, virtually unbreakable, and

15 highly resistant to damage from normal consumer handling (unlike
the prior vinyl records that were easily scratched or worn down

even by properly functioning phonographs). And, because
recording on an opticaldisk is, so far, significantly moredifficult

than playing back an optical disk, home consumer equipment

20 providing both recording and playback capabilities is unlikely, in
7
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10

15

the near future, to be as cost-effective as play-only

equipment—greatly reducing the potential forillicit copying.

Because of these overwhelming advantages, the music industry

has rapidly embraced the new digital compact disk

technology—virtually replacing older audio viny! disk media

within the space of a few short years.

Indeed, the threat of widespread and easy unauthorized

copying in the absenceof rights managementtechnologies

apparently has been an important contributing factor to the demise

of digital audio tape (DAT)as a media for musicdistribution and,

more importantly, home audio recording. Rightsholders in

recorded music vigorously opposed the widespread

commercialization of inexpensive DAT technologythat lacked

rights managementcapabilities since the quality of the digital

recording was completely faithful to the digital source on, for

example, music CDs. Ofcourse, the lack of rights management

was notthe only factor at work, since compared with optical

media, tape format made random accessdifficult, for example,

playing songs out of sequence.

8
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The video entertainment industry is on the verge of a

revolution similar to that wrought by music CDs based on movies

in digital format distributed on high capacity read-only optical

media. For example, digital optical disk technology has advanced

5 to the point whereit is now possibleto digitally record, among
other things, a full length motion picture (plus sound) on oneside

of a 5" plastic optical disk. This same optical disk can

accommodate multiple high-quality digital audio channels (e.g., to

record multi-channel “sensurround” sound for hometheaters

10 and/or to record film dialog in multiple different languageson the
same disk). This same technology makesit possible to access

each individual frame or image of a movieforstill image

reproduction or—even more exciting—to provide an unprecedented

“random access" playback capability that has never before existed

15 in home consumer equipment. This “random access” playback

could be used, for example, to delete violence, foul languageor
nudity at time of playbackso that parents could select a “PG”

playback version ofan “R”rated film at the press of a button. The

“random access” capability also has exciting possibilities in terms

20 of allowing viewersto interact with the pre-recorded content (e.g.,

F033_W0O1997043761_Intertrust Page 11 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 0948



DISH-Blue Spike 842
Exhibit 1005, Page 0949

WO 97/43761
PCT/US97/08192

allowing a health enthusiast to select only those portions of an

exercise video helpful to a particular day's workout). See, for

example, “Applications Requirements for Innovative Video

Programming,” DVD Conference Proceedings (Interactive

5 Multimedia Association, 19-20 October 1995, Sheraton Universal

Hotel, Universal City, California).

Non-limiting examples of the DVD family of optical media

include:

10

15

20

DVD(Digital Video Disk, Digital Versatile

Disk), a non-limiting example of which

includes consumerappliances that play movies

recorded on DVD disks;

DVD-ROM (DVD-Read Only Memory), a non-

limiting example of which includes a DVD

read-only drive and disk connected to a

computer or other appliance;

DVD-RAM (DVD Random Access Memory), a

non-limiting example of which includes a

read/write drive and optical mediain, for

example, consumer appliances for home

recording and in a computer or other appliance

10
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for the broadest rangeof specific applications;
and

° Anyother high capacity optical media

presently known or unknown.

5 “DVDs”are, of course, not limited to use with movies. Like

CDs, they mayalso be used for other kinds of information, for

example:

° sound recordings

e software

10 e databases

e games

e karaoke

e multimedia

° distance learning

15 e documentation

° policies and manuals

11
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° any kind of digital data or other information

° any combination of kinds of digital data or
other information

° any other uses presently known or unknown.

5 The broad range of DVD uses presents a technical

10

15

challenge: how canthe information content distributed on such

disks, which might be any kind or combination ofvideo, sound,or

other data or information broadly speaking, be adequately

protected while preserving or even maximizing consumer

flexibility? One widely proposed requirement for the new

technology(mainly within the context of video),is, to the extent

copying is permittedat all, to either: (a) allow a consumer to make

a first generation copyofthe program contentfor their own use,
but prevent the consumerfrom making “copies of copies”, or

multi-generational copies of a given property (thus keeping honest

people honest); or (b) to allow unlimited copying for those

properties that rightsholders do not wish to protect against

copying, or which consumers have made themselves.

12
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However, providing only such simplistic and limited copy

protection in a non-extensible manner mayturn out to be

extremely shortsighted—since more sophisticated protection

and/or rights managementobjectives (e.g., more robust and

5 selective application of copy protection and other protection

techniques, enablement ofpay-per-view models, the ability of the

consumer to make use of enhanced functionality such as

extracting material or interactivity upon paying extra charges, and

receiving credit for redistribution, to name a few) could be very

10 useful now orin the future. Moreover, in optimally approaching

protection and rights managementobjectives, it is extremely

useful to take differing business opportunities and threats into

account that mayrelate to information delivered via DVD media,

for example, depending uponavailable resources of the device

15. and/or whether the device is connected or unconnected.

Moresophisticated rights management capabilities will also

allow studios and others who have rights in movies and/or sound

recordings to better manage these importantassets, in one

example, to allow authorized parties to repurpose piecesofdigital

20 film, video and/or audio, whether specific and/or arbitrary pieces,

13
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to create derivative works, multimedia games, in one non-limiting

example. Solutions proposed to date for protecting DVD content

have generally focused solely on limited copy protection

objectives and have failed to adequately address or even recognize

5 more sophisticated rights managementobjectives and

requirements. More specifically, one copy protection scheme for

the initial generation of DVD appliances and media is based on an

encryption method developed initially by Matsushita and the

simple CGMA control codes that indicate permitted copying: a

10 one-generation copy, no copies, or unlimited copying.

SUMMARYOF THE INVENTIONS

Comprehensivesolutions for protecting and managing

information in systems that incorporate high capacity optical

media such as DVD require, amongother things, methods and

15 systems that address two broadsets of problems: (a) digital to

analog conversion (and vice versa); and (b) the use of such optical

media inboth connected and unconnected environments. The

inventions disclosed herein address these and other problems. For

example, in the context of analog to digital conversion (and vice

20 versa), it is contemplatedthat, in accordance with the present

14
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inventions, at least some of the information usedto protect

properties and/or describe rights managementand/or control

information in digital form could also be carried along with the

analog signal. Devices that convert from one format and/or

5 medium to anothercan, for example, incorporate someorall of the

control and identifying information in the new context(s), or at

least not actively delete such information during the conversion

process. In addition, the present inventions provide control, rights

managementand/oridentification solutions for the digital realm

10 generally, and also critically important technologies that can be

implemented in consumer appliances, computers, and other

devices. One objective of the inventions is to provide powerful

rights management techniquesthat are useful in both the consumer

electronics and computer technology markets, and that also enable

15 future evolution of technical capabilities and business models.

Another non-limiting objective is to provide a comprehensive

control, rights managementand/or identification solution that

remains compatible, where possible, with existing industry

standardsfor limited function copy protection and for encryption.

15

F033_W0O1997043761_Intertrust Page 17 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 0954



DISH-Blue Spike 842
Exhibit 1005, Page 0955

WO 97/43761
PCT/US97/08192

The present inventions provide rights management and

protection techniques that fully satisfy the limited copy protection

objectives currently being voiced by the entertainment industry for

movies while also flexibly and extensibly accommodating a wide

> range of more sophisticatedrights management options and

capabilities.

Some importantaspects of the present inventions (that are

more fully discussed elsewherein this application) include:

10

15

20

Selection of control information associated

with information recorded on DVD media (for

example, rules and usage consequence contro]

information, that comprise non-limiting
example elements of a Virtual Distribution

Environment (VDE))that is based atleast in

part on class of appliance, for example, type of

appliance, available resources and/or rights;

Enabling such selected control information to

be, at least in part, a subset of control

information used on other appliances and/or

classes of appliance, or completely different

control information;

16.
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e Protecting information output from a DVD

device, such as applying rights management

techniquesdisclosed in Ginteret al. and the

present application to the signals transmitted

5 using an IEEE 1394 port (or otherserial

interface) on a DVD player;

e Creation of protected digital content based on

an analog source;

° Reflecting differing usage rights and/or content

10 availability in different countries and/or

regions of the world;

e Securely managing information on DVD media

suchthat certain portions may be used on one

or more classes of appliance (e.g., a standalone

15 DVD player), while other portions may be used
on the sameordifferent classes of appliance

(e.g., a Standalone DVD playeror a PC);

e Securely storing and/or transmitting

information associated with payment, auditing,
20 controlling and/or otherwise managing content

recorded on DVD media,including techniques
related to those disclosed in Ginteret al. and in

Shearetal.;

17
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Updating and/or replacing encryption keys

used in the courseof appliance operation to

modify the scope of information that may be

used by appliances and/or classes of

appliances;

Protecting information throughoutthe creation,

distribution, and usage process, for example, by

initially protecting information collected by a

digital camera, and continuing protection and

rights managementthroughthe editing process,

production,distribution, usage, and usage

reporting.

Allowing “virtual rights machines,” consisting

of multiple devices and/or other systemsthat

participate and work together in a permanently

or in a temporarily connected network to share

someorall of the rights managementfor a

single and/or multiple nodes including, for

example, allowing resources available in plural

such devices and/or other systems, and/or

rights associated with plural parties and/or

groupsusing and/orcontrolling such devices

and/or other systems, to be employed in

concert (accordingto rights related rules and

controls) so as to govern one or moreelectronic

18
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events on any one or more ofsuch devices

and/or other systems, such event governance
including, for example: viewing, editing,

subsetting, anthologizing, printing, copying,

5 titling, extracting, saving, and/orredistributing

rights protected digital content.

e Allowing for the exchange ofrights among

peer-to-peer relating devices and/or other

systems, wherein such devices and/or other

10 systems participate in a temporary or

permanently connected network, and wherein

suchrights are bartered, sold for currency,

and/or otherwise exchanged for value and/or

consideration where such value and/or

15 consideration is exchanged between suchpeer-

to-peer participating commercial and/or

consumerdevices and/or other systems.

General Purpose DVD/Cost-effective Large Capacity Digital
Media Rights Protection and Management

20 The inventions described herein can be used with any large

capacity storage arrangement wherecost-effective distribution

media is used for commercial and/or consumer digital information

delivery and DVD,as used herein, should be read to include any

such system.

19
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15

Copyprotection and rights managementare important in

practical DVD systems and will continue to be importantin other

large capacity storage, playback, and recording systems,presently

knownor unknown,in the future. Protection is needed for some

or all of the information delivered (or written) on most DVD

media. Such protection against copyingis only one aspect of

rights management. Other aspects involve allowing rightsholders

and others to manage their commercialinterests (and to have them

enforced, potentially at a distarice in time and/or space) regardless

of distribution media and/or channels, and the particular nature of

the receiving appliance and/or device. Such rights management

solutions that incorporate DVD will become even more significant

as future generations of recordable DVD media and appliances

come to market. Rightsholders will want to maintain and assert

their rights as, for example, video, sound recordings, and other

digital properties are transmitted from one device to another and

as options for recording becomeavailable in the market.

The apparent convergence between consumer appliances

and computers, increasing network and modem speeds, the

declining cost of computer power and bandwidth,and the

20
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increasing capacity of optical media will combineto create a

world of hybrid business models in which digital content of all

kinds maybedistributed on optical media played onat least

occasionally connected appliances and/or computers, in which the

5 one-time purchase models commonin music CDsand initial DVD

movie offerings are augmented by other models, for example,

lease, pay per view, and rent to own, to namejust few. Consumers

may be offered a choice among these and other models from the

same ordifferent distributors and/or other providers. Paymentfor

10 use may happen over a network and/or other communications

channel to some paymentsettlement service. Consumer usage and

audit information may flow back to creators, distributors, and/or

other participants. The elementary copyprotection technologies

for DVD now being introduced cannot support these and other

15 sophisticated models.

As writable DVD appliances and media becomeavailable,

additional hybrid models are possible, including, for example, the

distribution of digital movies over satellite and cable systems.

Having recorded a movie, a consumermayelecta lease, rental,

20 pay-per-view,or other modelif available. As digital television

21
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10

15

20

comes to market, the ability of writable DVDsto makefaithful

copies of on-air programmingcreates additional model

possibilities and/or rights management requirements. Here too,

simplistic copy protection mechanisms currently being deployed

for the initial read-only DVD technologies will not suffice.

Encryption Is A Means, Not An End

Encryptionis useful in protecting intellectual properties in

digital format, whether on optical media such as DVD,on

magnetic media suchas disk drives, in the active memory of a

digital device and/or while being transmitted across computer,

cable, satellite, and other kinds of networks or transmission

means. Historically, encryption was used to send secret messages.

With respect to DVD, a key purpose of encryption is to require the

use of a copy control and rights management system in orderto

ensure that only those authorized to do so by rightsholders can

indeed use the content.

But encryption is more of a means, rather than an end. A

central issue is how to devise methods for ensuring, to the

maximal extent possible, that only authorized devices and parties

can decrypt the protected content and/or otherwise use information
22
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only to the extent permitted by the rightsholder(s) and/or other

relevant parties in the protected content.

The Present Inventions

The present inventions provide powerful right management

5 capabilities. In accordance with one aspect provided by the

present invention, encrypted digital properties can be put on a

DVDin a tamper-resistant software "container" such as, for

example, a "DigiBox" secure container, together with rules about

"no copy" and/or "copy" and/or "numbers of permitted copies"

10 that may apply and be enforced by consumer appliances. These

same rules, and/or more flexible and/or different rules, can be

enforced by computer devices or other systems that may provide

more and/or different capabilities (e.g., editing, excerpting, one or

more payment methods, increased storage capability for more

15 detailed audit information,etc.). In addition, the "software

container" such as for example, a "DigiBox" secure container, can

store certain content in the "clear"(that is, in unencrypted form).

For example, movie or musictitles, copyright statements, audio

samples, trailers, and/or advertising can be stored in the clear

20 and/or could be displayed by any appropriate application or

23
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15

20

device. Such information could be protected for authenticity

(integrity) when available for viewing, copying, and/or other

activities. At the same time, valuable digital propertiesofall

kinds-film, video, image, text, software, and multimedia— may be

stored at least partially encrypted to be used only by authorized

devices and/or applications and only under permitted, for example

rightsholder-approved, circumstances.

Another aspect provided in accordance with the present

invention (in combination with certain capabilities disclosed in

Ginteret al.) is that multiple sets of rules could be stored in the

same "container" on a DVD disk. The software then applies rules

depending on whetherthe movie, for example, was to be played

by a consumerappliance or computer, whether the particular

apparatus has a backchannel(e.g., an on-line connection), the

national and/or other legal or geographic region in which the

playeris located and/or the movie is being displayed, and/or

whetherthe apparatus has components capable of identifying and

applying such rules. For example, some usage rules may apply

when information is played by a consumerdevice, while other

rules may apply when played by a computer. The choice of rules

24
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may be left up to the rightsholder(s) and/or other participants-- or

some rules may be predetermined(e.g., based on the particular

environmentor application). For example, film rightsholders may

wish to limit copying and ensure that excerpts are not made

5 regardless of the context in which the property is played. This

limitation might be applied only in certain legal or geographic

areas. Alternatively, rightsholders of sound recordings may wish

to enable excerpts of predetermined duration (e.g., no more than

20 seconds) and that these excerpts are not used to construct a new

10 commercial work. In some cases, governments may require that

only “PG”versions of movies and/or the equivalent rating for TV

programs maybe played on equipmentdeployed in their

jurisdiction, and/or that the applicable taxes, fees and the like are

automatically calculated and/or collected if payments related to

15 content recorded on DVD is requested and/or performed(e.g.,

Ppay-per-use of a movie, game, database, software product,etc.;

and/ororders from a catalogstoredatleast in part on DVD media,

etc.).

In a microprocessor controlled (or augmented) digital

20 consumerappliance, such rules contemplated by the present

25
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inventions can be enforced, for example, without requiring more

than a relatively few additions to a central, controlling
microprocessor (or other CPU, a IEEE 1394 port controller, or

other content handling control circuitry), and/or making available

5 some ROMorflash memoryto hold the necessary software. In

addition, each ROM (orflash or other memory, which such

memory may be securely connectedto, or incorporated into, such

control circuitry in a single, manufactured component) can, in one

example, contain one or more digital documents or "certificate(s)"

10 that uniquely identifies a particular appliance, individual identity,

jurisdiction, appliance class(es), and/or other chosen parameters.

An appliance can, for example, be programmedto send a copy ofa

digital property to anotherdigital device only in encrypted form

and only inside a new, tamper-resistant "software container." The

15 container mayalso, for example, carry with it a code indicating

that it is a copy rather than an originalthat is beingsent. The

device may also put a uniqueidentifier of a receiving device

and/or class of devices in the same secure container.

Consequently, for example, in one particular arrangement,the

20 copy maybeplayable only on the intended receiving device,
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class(es) of devices, and/or devicesin a particular region in one

non-limiting example and rights related to use of such copy may

differ according to these and/or other variables.

The receiving device, upon detecting that the digital

5 property is indeed a copy, can, for example, be programmednotto

make any additional copies that can be played on a consumer

device and/or other class(es) of devices. If a device detects that a

digital property is about to be played on a device and/or other

class(es) of devices other than the oneit was intendedfor, it can

10 be programmedto refuse to play that copy (if desired).

The samerestrictions applied in a consumer appliancecan,

for example, be enforced on a computer equipped to provide rights

management protection in accordance with the present inventions.

In this example, rules may specify not to play a certain film and/or

15 other content on any device other than a consumerappliance

and/or classes of appliances, for example. Alternatively, these

same powerful capabilities could be used to specify different

usage rules and payment schemesthat would apply when played

on a computer (and/or in other appliances and/or classes of

20 appliances), as the rightsholder(s) may desire, for example,
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10

15

different pricing based upon different geographic or legal locales

where contentis played.

In addition, if "backchannels" are present—for example,set-

top boxes with bi-directional communications or computers

attached to networks—the present inventions contemplate

electronic, independent delivery of new rules if desired or required

for a given property. These new mules may,for example, specify

discounts, time-limited sales, advertising subsidies, and/or other

information if desired. As noted earlier, determination of these

independently delivered rules is entirely up to the rightsholder(s)

and/or others in a given model.

The following are two specific examples of a few aspects of

the present invention discussed above:

1. An Analog To Digital Copying Example

a) Bob has a VHStape he bought(or rented) and

wants to make a copy for his own use. The

analog film has copy control codes embedded

so that they do notinterfere with the quality of

the signal. Bob has a writable DVD appliance

28 |
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that is equipped to provide rights management

protection in accordancewith the present

invention. Bob's DVD recorderdetects the

control codes embeddedin the analog signal

5 (for example, such recorder may detect

watermarks and/or fingerprints carrying rights

related control and/or usage information),

creates a new secure containerto hold the

content rules and describe the encodedfilm,

10 and creates new control rules (and/or delivers

to a secure VDE system for storage and

reporting certain usage history related

information such as user name, time, etc.)

based on the analog control codes and/or other

15 information it detected and that are then placed

in the DigiBox and/or into a secure VDE

installation data store such as a secure data

base. Bob can play that copy back on his DVD

appliance wheneverhe chooses.
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b) Bob gives the DVD disk he recorded to

Jennifer who wishes to play it on computerthat

has a DVD drive. Her computer is equipped to

provide rights managementprotection in

5 accordance with the present invention. Her

computer opens the "DigiBox," detects that this

copy is being used on a device different from

the one that recorded it (an unauthorized

device) and refuses to play the copy.

10 c) Bob gives the DVD disk to

Jennifer as before, but now Jennifer

contacts electronically a source of new

rules and usage consequences, which

might be the studio, a distributor, and/or

15 a rights and permissions clearinghouse,

(or she may havesufficient rights

already on her player to play the copy).

The source sends a DigiBox container to

Jennifer with rules and consequences

20 that permit playing the movie on her
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computer while at the same time

charging her for use, even though the

movie was recorded on DVD by Bob

rather than by the studio or other value

5 chain participant.

2. A Digital To Analog Copying Example

a) Jennifer comes home from work,inserts a

rented or owned DVD into a player connected

to, or an integral part of her TV, and plays the

10 disk. In a completely transparent way, the film

is decrypted, the format is converted from

digital to analog, and displayed on her analog

TV.

b) Jennifer wishes to make a copy for her own

15 use. She plays the film on an DVD device

incorporating rights managementprotection in

accordance with the present invention, that

opens the DigiBox secure container, accesses

the control information, and decrypts the film.
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She records the analog version on her VCR

which recordsa high-quality copy.

Jennifer gives the VCR copy to Doug who

wishes to make a copy ofthe analog tape for

his own use, but the analog control information

forces the recording VCR to make a lower-

quality copy, or may prevent copying.In

another non-limiting example, more

comprehensiverights management information

may be encodedin the analog output using the

methods and/or systems described in more

detail in the above referenced Van Wie and

Weberpatent application.

In accordancewith one aspect provided bythis invention,

15 the sameportable storage medium, such as a DVD,can be used

with a range ofdifferent, scaled protection environments

providing different protection capabilities. Each of the different

environments may be enabled to use the information carried by the

portable storage medium based on rights management techniques
20 and/or capabilities supportedby the particular environment. For
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example, a simple, inexpensive home consumerdisk player may

support copy protection and ignore more sophisticated and

complex content rights the player is not equipped to enable. A

more technically capable and/or secure platform (e.g., a personal

5 computer incorporating a secure processing componentpossibly

supported by a network connection, or a "smarter" appliance or

device) may, for example, use the same portable storage medium

and provide enhanced usage rights related to use of the content

carried by the medium based on more complicated rights

10 managementtechniques(e.g., requiring paymentof additional

compensation, providing secure extraction of selected content

portions for excerpting or anthologizing, etc.). For example, a

control set associated with the portable storage medium may

accommodate a wide variety of different usage capabilities—with

15 the more advancedor sophisticated uses requiring correspondingly

more advancedprotection and rights management enablement

found on.someplatforms and not others. Lower-capability

environments can, as another example, ignore (or not enable or

attempt to use) rights in the control set that they don’t understand,

20 while higher-capability environments (having awarenessofthe
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15

20

overall capabilities they provide), may, for example, enable the

rights and corresponding protection techniques ignored by the

lower-capability environments.

In accordance with another aspect provided by the

invention, a media- and platform-independentsecurity component

can be scaled in termsof functionality and performancesuchthat

the elementary rights managementrequirements of consumer

electronics devices are subsets of a richer collection of

functionality that may be employed by more advancedplatforms.

The security componentcan be either a physical, hardware

component, or a “software emulation” of the component. In

accordance with this feature, an instance of medium (or more

correctly, one version ofthe content irrespective of media) can be

delivered to customers independently of their appliance or

platform type with the assurance that the content will be protected.

Platforms less advancedin termsofsecurity and/or technical

capabilities may provide only limited rights to use the content,

whereas more advanced platforms may provide more expansive

rights based on correspondingly appropriate security conditions

and safeguards.
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In accordance with a further aspect provided by the present

invention, mass-produced, inexpensive home consumer DVD

players (such as those constructed, for example, with minimum

complexity and parts count) can be made to be compatible with

5 the same DVDsorother portable storage media used by more

powerful and/or secure platforms(such as, for example, personal

computers) without degrading advanced rights management

functions the storage media may provide in combination with the

more powerful and/or secure platforms. The rights management

10 andprotection arrangement provided and supported in accordance

with this aspect of the invention thus supports inexpensive basic

copy protection and can further serve as a commercial

convergence technology supporting a bridging that allows usage

in accordance with rights of the same content by a limited resource

15 consumer device while adequately protecting the content and

further supporting more sophisticated security levels and

capabilities by (a) devices having greater resources for secure

rights management, and/or (b) devices having connectivity with

other devices or systems that can supply furthersecurerights

20 managementresources. This aspect of the invention allows
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multiple devices and/or other systemsthat participate and work

together in a permanently or temporarily connected network to

share the rights managementforat least one or more electronic

events (e.g., managed throughthe useofprotected processing

5 environments such as described in Ginteret al.) occuring at a

single, or across multiple nodes andfurther allowsthe rights

associated with parties and/or groups using and/or controlling

such multiple devices and/or other systems to be employed

according to underlying rights related rules and controls, this

10 allowing, for example, rights available through a corporate

executive’s device to be combined with or substitute for, in some

manner, the rights of one or more subordinate corporate

employees when their computing or other devices of these parties

are coupled in a temporary networking relationship and operating

15 in the appropriate context. In general, this aspect of the invention

allows distributed rights management for DVD or otherwise

packaged and delivered contentthat is protected bya distributed,

peer-to-peer rights management.Suchdistributed rights

management can operate whether the DVD appliance or oth-

20 electronic information usage deviceis participatin,
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permanently or temporarily connected network and whetheror not

the relationships among the devices and/or other systems

participating in the distributed rights management arrangementare

relating temporarily or have a more permanentoperating

5 relationship. In this way, the same device may havedifferent

rights available depending on the context in which that deviceis

operating (e.g., in a corporate environmentsuchas in

collaboration with other individuals and/or with groups, in a home

environmentinternally and/or in collaboration with external one or

10 more specified individuals and/or other parties, in a retail

environment, in a classroom setting as a student where a student’s

notebook might cooperate in rights management with a classroom

server and/or instructor PC,in a library environment where

multiple parties are collaboratively employing differing rights to

15 _use research materials, on a factory floor where a hand held device

worksin collaboration with control equipment to securely and

appropriately perform proprietary functions, and so on).

For example, coupling a limited resource device

arrangement, such as a DVD appliance, with an inexpensive

20 network computer (NC), or a personal computer (PC), may allow
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an augmenting(or replacing)ofrights managementcapabilities

and/orspecific rights of parties and/or devices by permitting rights

managementto be a result of a combination of someorall of the

rights and/or rights managementcapabilities of the DVD

appliance and those of an Network or Personal Computer (NC or

PC). Such rights may be further augmented, or otherwise

modified or replaced bytheavailability of rights management

capabilities provided by a trusted (secure) remote network rights

authority.

These aspects of the present invention can allow the same

device, in this example a DVD appliance, to support different

arrays, e.g., degrees, of rights managementcapabilities, in

disconnected and connected arrangements and may further allow

available rights to result from the availability of rights and/or

rights managementcapabilities resulting from the combination of

rights managementdevices and/or other systems. This may
include one or more combinations of someorall of the rights

available through the use of a “less” secure and/or resource poor

device or system which are augmented,replaced, or otherwise

modified through connection with a device or system thatis
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“more”or “differently” secure and/or resource rich and/or

possesses differing or different rights, wherein such connection

employs rights and/or managementcapabilities of either and/or

both devices as defined by rights related rules and controls that

5 describe a shared rights managementarrangement.

In the latter case, connectivity to a logically and/or

physically remote rights management capability can expand (by,

for example, increasing the available secure rights management

resources) and/or changethe character of the rights available to

10 the user of the DVD appliance or a DVD appliance when such

device is coupled with an NC, personal computer, local server,

and/or remoterights authority. In this rights augmentation

scenario, additional content portions maybeavailable, pricing

may change,redistribution rights may change(e.g., be expanded),

15 content extraction rights may beincreased,etc.

Such “networking rights management”can allow for a

combination of rights managementresources of plural devices

and/or other systemsin diverse logical and/or physical

relationships, resulting in either greateror differing rights through

20 the enhanced resources provided by connectivity with one or more
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1S

20

“remote” rights authorities. Further, while providing for increased

and/ordiffering rights managementcapability and/or rights, such a

connectivity based rights management arrangementcan support

multi-locational content availability, by providing for seamless

integration of remotely available content, for example, content

stored in remote, Internet world wide web-based, database

supported content repositories, with locally available content on

one or more DVD discs.

In this instance, a user may experience not only increased or

differing rights but may use both local DVD content and

supplementing content(i.e., content that is more current from a

time standpoint, more costly, more diverse, or complementary in

some other fashion,etc.). In such an instance, a DVD appliance

and/or a user of a DVD appliance(or other device or system

connected to such appliance) may have the samerights, differing,

and/or different rights applied to locally and remotely available

content, and portions of local and remotely available content may

themselves be subject to differing or different rights when used by

a user and/or appliance. This arrangement can support an overall,

profound increase in user content opportunities that are seamlessly
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integrated and efficiently available to users in a single content

searching and/or usageactivity by exploiting the rights

management and content resources of plural, connected

arrangements.

5 Such a rights augmenting remote authority maybe directly

coupled to a DVD appliance and/or other device by modem,or

directly or indirectly coupled through the use of an I/O interface,

such as a serial 1394 compatible controller (e.g., by

communicating between a 1394 enabled DVD appliance anda

10 local personal computerthat functions as a smart synchronousor

asynchronous information communicationsinterface to such one

or more remote authorities, including a local PC or NC or server

that serves as a local rights management authority augmenting

and/or supplying the rights management in a DVD appliance).

15 In accordance with yet another aspect providedbythis

invention, rights provided to, purchased, or otherwise acquired by

a participant and/or participant DVD appliance or other system

can be exchanged amongsuch peer-to-peerrelating devices and/or

other systems throughthe use of one or more permenantly or

20 temporarily networked arrangments. In such a case,rights may be
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bartered, sold, for currency, otherwise exchanged for value, and/or

loaned so long as such devices and/or other systemsparticipate in

a rights management system, for example, suchasthe Virtual

Distribution Environment described in Ginter, et al., and employ

5 rights transfer and other rights managementcapabilities described

therein. For example,this aspect of the present invention allows

parties to exchange gamesor movies in which they have

purchased rights. Continuing the example, an individual might

buy some of a neighbor’s usage rights to watch a movie,or

10 ‘transfer to anotherparty credit received from a gamepublisher for

the successful superdistribution of the game to several

acquaintances, where such credit is transferred (exchanged) to a

friend to buy someofthe friend’s rights to play a different game a

certain numberof times, etc.In accordance with yet another aspect

15 provided by this invention, content carried by a portable storage

medium such as a DVD is associated with one or more encryption

keys and a secure content identifier. The contentitself (or

information required to use the content) is at least partially

cryptographically encrypted—with associated decryption keys

20 being required to decrypt the content before the content can be
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used. The decryption keys may themselves be encrypted in the

form of an encrypted key block. Different key management and

access techniques may be used, depending onthe platform.

In accordance withstill yet another aspect provided by this

5 invention, electronic appliancesthat "create" digital content (or

evenanalog content) —e.g., a digital camera/video recorder or

audio recorder—can be readily equipped with appropriate

hardware and/or software so as to produce contentthatis provided

within a secure containerat the outset. For example, content

10 recorded by a digital camera could be immediately packaged ina

secure container by the camera as it is recording. The camera

could then output content already packaged in a secure

container(s). This could preclude the need to encapsulate the

content at a later point in timeor at a later production stage, thus,

15 saving at least one production-processstep in the overal!

implementation ofelectronic rights management in accordance

with the present invention. Moreover,it is contemplated that the

very process of "reading" content for use in the rights management

environment might occur at manysteps along a conventional

20 production anddistribution process (such as during editing and/or
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15
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the so called "pressing" of a master DVD or audio disk, for

example). Accordingly, another significant advantage of the

present invention is that rights management of content essentially

can be extended throughout and across each appropriate content

creation, editing, distribution, and usage stages to provide a

seamless content protection architecture that protects rights

throughoutan entire contentlife cycle.

In one example embodiment, the storage medium itself

carries key block decryption key(s) in a hidden portion of the

storage medium not normally accessible through typical access

and/or copying techniques. This hidden key may be used bya

drive to decrypt the encrypted key block—such decrypted key

block then being usedto selectively decrypt content and related

information carried by the medium. The drive may be designed in

a secure and tamper-resistant mannersothat the hidden keys are

never exposed outside of the drive to provide an additional

security layer.

In accordance with another example embodiment, a video

disk drive may store and maintain keys used to decrypt an

encrypted key block. The key block decryption keys may be
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stored in a drive key store, and may be updatable if the video disk

drive mayat least occasionally use a communications path

provided, for example, by a set top box, network port or other

communications route.

5 In accordance with a further example embodiment,a virtual

distribution environment secure nodeincluding a protected

processing environmentsuch as a hardware-based secure

processing unit may control the use of content carried by a

portable storage medium suchasa digital video disk in accordance

10 with control rules and methods specified by one or more secure

containers delivered to the secure node on the medium itself

and/or over an independent communications path such as a

network.

Certain conventional copy protection for DVD currently

15 envisions CGMA copyprotection control codes combined with

certain encryption techniquesfirst proposed apparently by

Matsushita Corporation. Notwithstanding the limited benefits of

this approachto digital property protection, the present invention

is capable ofproviding a supplementary, compatible, and far more

20 comprehensive rights management system while also providing
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additional and/or different options and solutions. The following

are some additional examples of advantageous features provided

in accordance with the inventions:

° Strong security to fully answer content supplier

5 needs.

° Value chain management automation and

efficiencies including distributed rights

protection, "piece of the tick" payment

disaggregation to value chain participants, cost-

10 effective micro-transaction management, and

superdistribution, including offline

micropayment and microtransaction support for

at least occasionally connected devices.

° Simplified, more efficient channel management

15 including support for the use of the same

content deliverable on limited resource, greater

resource, standalone, and/or connected devices.

° Can be used with any medium and application

type and/or all forms of content and content

20 models -- not just compressed video and sound

as in someprior techniques and supports the

use of copies of the same or materially the
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same content containers across a wide variety

of media delivery systems(e.g., broadcast,

Internet repository, optical disc, etc) for

operation on a wide variety of different

5 electronic appliances(e.g., digital cameras,

digital editing equipment, sound recorders,

sound editing equipment, movie theater

projectors, DVD appliances, broadcast tape

players, personal computers, smart televisions,

10 etc).

° Asset management and revenue and/or other

consideration maximizing through important

new content revenue and/or other consideration

opportunities and the enhancementof value

15 chain operating efficiencies.

. Is capable ofproviding 100% compatibility

with the other protection techniques such as,

for example, CGMA protection codes and/or

Matsushita data scrambling approachesto

20 DVD copyprotection.

. Can be employed with a variety of existing

data scrambling or protection systems to

provide very high degrees of compatibility

and/orlevel of functionality.
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° Allows DVD technology to becomea reusable,

programmable, resource for an unlimited

variety of entertainment, information

commerce, and cyberspace business models.

5 e Enables DVD drive and/or semiconductor

component manufacturers and/or distributors

and/or other value adding participants to

becomeproviders of, and rights holders in, the

physical infrastructure of the emerging,

10 connected world of the Internet and Intranets

where they may charge for the use of a portion

(e.g., a portion they provided) of the

distributed, physical infrastructure as that

portion participates in commercial networks.

15 Such manufacturers and/ordistributors and/or

other value addingparticipants can enjoy the

revenue benefits resulting from participation in

a “piece of the tick” by receiving a small

portion of the revenuereceived as a result of a

20 participating transaction.

° Provides automated internationalization,

regionalization, and rights managementin that:

-- DVD content can be supplied with

arrays of different rule sets for
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automatic use depending on rights and
identity of the user, and

_. Societal rights, including taxes, can be
handled transparently.

5 In addition, the DVD rights management method and
apparatus of the present invention provides added benefits to
media recorders/publishers in that it:

° Works with a current "keep honest people
honest" philosophy.

10 ° Can provide 100% compatibility with other
protection schemes such as for example,
Matsushita data scrambling and/or CGMA
encoded discs.

° Can work with and/or supplement other
15 protection schemes to provide desired degreeand/or functionality, or can be used in addition

to or instead of other approaches to provide
additional and/or different functionality and
features.
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digitally convergent world.

Empowers “°cording/publishing Studios to
create Sophisticated asset management tools,

10

20
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° Converts "pass-along," copying, and many

forms of copyright infringement from a

strategic business threat to a fundamental

business opportunity.

5 * A single standard for all digital content

regardless of media and/or usage locality and

other rights variables.

* Major economies ofscale and/or scope across

industries, distribution channels, media, and

10 content type.

* Can support local usage governance and

auditing within DVDplayers allowing for

highly efficient micro-transaction support,

including multiparty microtransactions and

15 transparent multiparty microtransactions.

° Empowersrightsholders to employ the broadest

range of pricing, business models, and market

strategies—astheyseefit.

Further aspects of the present invention which may prove

20 beneficial to DVD andother digital medium appliance

manufacturers are:
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Capable of providing bit for bit compatibility

with existing discs.

Content type independent.

Media independent and

programmable/reusable.

Highly portable transition to next generation of

appliances having higher density devices

and/or a writable DVD and/orotheroptical

media format(s).

Participation in revenue flow generated using

the appliance.

Single extensible standard for all digital

content appliances.

Ready for the future "convergent" world in

which many appliances are connected in the

homeusing, as one example, IEEE 1394

interfaces or other means(e.g., some

appliances will be very much like computers

and some computerswill be very much like

appliances).
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Aspects of the present inventions provide many benefits to

computer and OS manufacturers such as for example:

e Implementation in computers as an extension

to the operating system, via for example,at

5 least one transparent plug-in, and does not

require modifications to computer hardware

and/or operating systems.

° Easy, seamless integration into operating

systems and into applications.

10 ° Extremely strong security, especially when

augmented with "secure silicon"(i.e.,

hardware/firmware protection apparatus

fabricated on chip).

e Transforms user devicesinto true electronic

15 commerce appliances.

e Provides a platform for trusted, secure rights

management and event processing.

e Programmable for customization to specialized
requirements.
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Additional features and advantages provided in accordance

with the inventions include, for example:

° Information on the medium (for example, both

properties and metadata) may be encrypted or

5 not.

e Different information (for example, properties,

metadata) may be encrypted using different

keys. This provides greater protection against

compromisé, as well as supporting selective

10 usage rights in the context of a sophisticated

rights management system.

° There may be encrypted keys stored on the

medium,althoughthis is not required. These

keys may be used to decrypt the protected

15 properties and metadata. Encrypted keys are

likely to be used because that allows more

keying material for the informationitself, while

still keeping access under controlof a single

key.

20 ° Multiple sets of encrypted keys may be stored

on the medium,either to have different sets of

keys associated with different information, or

to allow multiple control regimes to use the

54.
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same information, where each control regime

may use one or more different keys to decrypt

the set of encrypted keys thatit uses.

° To support the ability of the player to access

5 rights managed containers and/or content, a

decryption key for the encrypted keys may be

hidden on the medium in one or more locations

that are not normally accessible. The “not

normally accessible” location(s) may be

10 physically enabled for drives installed in

players, and disabled for drives installed in

computers. The enablement may bedifferent

firmware, a jumperonthedrive,etc.

e Theability of the player to access rights

1S managed containers and/or content mayalso be

supported by one or morestored keys inside

the player that decrypts certain encrypted keys
on the medium.

e Keysin a player may allow someplayers to

20 / play different properties than others. Keys
could be added to, and/or deleted from the

player by a network connection(e.g., toa PC, a

cable system, and/or a modem connectionto a

source of new and/or additional keys and/or
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key revocation information) or automatically

loaded by “playing” a key distribution DVD.

° Controlling computer use may be supported by

someorall of the same techniques that control

5 player use of content and/or rights managemnt

information.

° Controlling computer use of content and/or

rights management information may be

supported by having a computerreceive,

10 through meansofa trusted rights management

system, one or more appropriate keys.

e A computer mayreceive additional keys that

permit decryption of certain encrypted keys on

the medium.

15 e A computer may receive additional keys that

permit decryption of one or more portions of

encrypted data directly. This may permit

selective use of information on the medium

without disclosing keys (e.g., a player key that

20 decrypts any encrypted keys).

In accordance with further aspects provided by the present

invention, a secure "software container"is provided that allows:
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° Cryptographically protected encapsulation of

content, rights rules, and usage controls.

° Persistent protection for transport, storage, and

value chain management.

5 ° Sophisticated rules interface architecture.

Elements can be delivered independently, such as new

controls, for example, regarding discount pricing (e.g. sale pricing,

specific customer or group discounts, pricing based on usage

patterns, etc.) and/or other business model changes, can be

10 delivered after the property has beendistributed (this is especially

beneficial for large properties or physical distribution media (e.g.,

DVD, CD-ROM)sinceredistribution costs may be avoided and

consumers may continueto use their libraries of discs). In

addition, encrypted data can be located "outside" the container.

15 This can allow, for example, use of data stored independently

from the controls and supports "streaming" content as well as

"legacy" systems (e.g., CGMS).
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15

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages providedin

accordance with these inventions maybebetter and more

completely understood byreferring to the following detailed

description of presently preferred examples in conjunction with

the drawings, of which:

Figure 1A shows example home consumerelectronics

equipmentfor using portable storage media such as digital video

disks;

Figure 1B shows example secure node equipmentfor using

the same portable storage media but providing more advanced

rights managementcapabilities:

Figure 1C shows an example process for manufacturing

protected optical disks;

Figure 2A shows an examplearchitecture of the Figure 1A

consumerelectronics equipment;

Figure 2B shows an example architecture for the Figure 1B

secure node equipment;
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Figure 3 shows example data structures used by the Figure

1A equipment;

Figure 3A and 3B show example controlset definitions;

Figures 4A and 4B show example usage techniques

provided by the Figure LA appliance;

Figure 5 shows example data structures used by the Figure

1B secure node for accessing information on the storage medium;

Figure 6 shows an example usage technique performed by

the Figure 1B secure node;

Figure 7 is a block diagram illustrating an example ofa

special secure software container contained on a DVD;

Figure 8 is a block diagram illustrating an example of a

secure container along with the video property content stored on a

DVD medium;

Figure 9 is a block diagram illustrating another example ofa

standard container stored on a DVD medium including an

additional container having a more complex rule arrangementfor

use, for example, with a secure node;
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Figure 10 shows an example use ofa DVD having a

container(i.e., stored on the medium) with a DVD player provided

with a securerights management node, and also showsuse of the

same DVD with a DVD player that does not have a securerights
WN management node;

Figure 11 is a block diagram illustrating use of a DVD that

does not have a container on a DVDplayerthatis provided with

rights managementsecure nodein accordance with the present
invention as compared with use of the same DVD with a DVD

10 player that does not have a secure node;

Figures 12-14 show example network configurations; and

Figures 15A-15C show an example virtual rights process.

DETAILED DESCRIPTION OF
PRESENTLY PREFERRED EXAMPLE

15 EMBODIMENTS

Overall Example Digital Video Disk Usage System
Figure 1A shows example inexpensive mass-produced

home consumerelectronics equipment50 for using information

stored on a storage medium 100 such asa portable digitally-

20 encoded optical disk(e.g., a digital video disk or “DVD”.
60
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Consumer equipment 50 includes a dedicated disk player 52, that

in some embodiments, mayalso havethe capability to write

optical media (writeable DVDdisks, or “DVD-RAM”)for

example) as well, connected to a homecolortelevision set 54. A

5 remote control unit 56 may be used to control the disk player 52

and/or television set 54.

In one example, disk 100 maystore a feature length motion

picture or other video content. Someone wishing to watch the

content stored on disk 100 may purchaseorrent the disk, insert

10 the disk into player 52 and use remote control 56 (and/or controls

58 that may be provided on player 52) to control the player to play

back the content via hometelevision set 54.

In some embodiments, remote control 56 (and/or controls

58 that may be provided on device 52) may be usedto control the

15 recording of a movie, for example. Player 52 reads the digitized

video and audio information carried by disk 100, converts it into

signals compatible with homecolortelevision set 54, and provides

those signals to the homecolortelevision set.
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In some embodiments, television set 54 (and/oraset top

box) provide the video signals to be recorded by device 52 on

writable optical media, DVD-RAM in one non-limiting example.

Television set 54 produces images on screen 54a and produces

sounds through loudspeakers 54b based on the signals player 52

providesto the television set.

The same disk 100 may be used by a more advanced

platform 60 shown in Figure 1B. Platform 60 mayinclude,for

example, a personal computer 62 connected to a display monitor

64, a keyboard 66, a mouse pointing device 68, and a loudspeaker

70. In this example, platform 60 maybeable to play back the

content stored on disk 100 in the same wayas dedicated disk

player 52, but may also be capable of more sophisticated and/or

advancedusesof the content as enabled by the presence of secure

node 72 within the platform. (In some embodiments, platform 60

may also be able to record content on writable optical media,

DVD-RAM, in one non-limiting example.) For example,it may be
possible, using platform 60 and its secure node 72, to interactively

present the motion picture or other content such that the user may

input choices via keyboard 66 and/or mouse pointing device 68
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that, in real time, change the presentation provided via display 64

and loudspeaker60.

As one example,the platform 60 user selects from options

displayed on display 64 that cause the content presentation

5 sequence to change (e.g., to provide one of a numberof different

endings, to allow the user to interactively control the flow of the

images presented, etc.). Computer 62 may also be capable of

using and manipulating digital data including for example

computer programsand/or other information stored on disk 100

10 that player 52 cannot handle.

Secure node 72 provides a secure rights management

facility that may, for example, permit more invasive or extensive

use of the content stored on disk. For example, dedicated player

52 may prevent any copying of content stored by disk 100,orit

15 mayallow the content to be copied only once and never again.

Platform 60 including secure node 72, on the other hand, may

allow multiple copies of someorall of the same content—butonly

if certain conditions are met(e.g., the user of equipment60 falls

within a certain class of people, compensation at an agreed on rate

20 is securely provided for each copy made, only certain excerpts of
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the contentare copied, a secure audit trail is maintained and

reported for each copy so made,etc.). (In some embodiments,

dedicated player 52 may send protected content only to devices

authenticated as able to enforce securely rights managementrules

and usage consequences. In some embodiments, devices may

authenticate using digital certificates, one non-limiting example

being certificates conforming to the X.509 standard.) Hence,

platform 60 including secure node 72 can, in this example, use the

content provided by disk 100 in a variety of flexible, secure ways

that are not possible using dedicated player 52—or any other

appliance that does not include a secure node.

Example Secure Disk Creation and Distribution Process

Figure 1C shows an example secure process for creating a

master multimedia DVD disk 100 for use with players 50, 60. In

this example, a digital camera 350 converts light images(i.e.,

pictures) into digital information 351 representing one ora

sequence of images. Digital camera 350 in this example includes

a secure node 72Athat protects the digital information 351 before

it leaves camera 350. Such protection can be accomplished, for
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example, by packaging the digital information within one or more

containers and/or associating controls with the digital information.

In this example, digital camera 350 providesthe protected

digital image information 351 to a storage device suchas, for

5 example, a digital tape recorder 352. Tape recorder 352 stores the

digital image information 351 (along with any associated controls)

onto a storage medium such as magnetic tape cartridge 354 for

example. Tape recorder 352 mayalso include a secure node 72B.

Secure node 72Bin this example can understand and enforce the

10 controls that the digital camera secure node 72A applies to and/or

associated with the digital information 351, and/or it may apply its

own controls to the stored information.

The same ordifferent tape recorder 352 may play back

protected digital information 351 to a digital mixing board 356.

15 Digital mixing board 356 may mix, edit, enhance or otherwise

processthe digital information 351 to generate processed digital

information 358 representing one or a sequence of images.Digital
mixing board 356 mayreceive additional inputs from other

devices such as for example other tape recorders, other digital

20 cameras, character generators, graphics generators, animators, or
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any other image-based devices. Anyorall of such devices may

also include secure nodes 72 to protect the information they

generate. In some embodiments, someofthe digital information

can be derived from equipmentincluding a secure node, and other

digital information can be derived from equipmentthat has no

secure node. In still other embodiments, someofthe digital

information providedto digital mixer 356 is protected and someis

not protected.

Digital mixing board 356 mayalso include a secure node

72C in this example. The digital mixing board secure node 72C

may enforce controls applied by digital camera secure node 72A

and/or tape recorder secure node 72B, and/orit may add its own

protectionsto the digital information 358 it generates.

In this example, an audio microphone 361 receives sound

and converts the sound into analog audio signals. The audio

signals in this example are inputtedto a digital audio tape recorder

362. In the example shown,tape recorder 362 and audio mixer 364

are digital devices. However, in other embodiments, one, the

other or both of these devices may operate in the analog domain.

In the example shown,digital audio tape recorder 362 converts the
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15

analog audio signals into digital information representing the

sounds, and stores the digital information (and any associated

controls) onto a tape 362.

In this example, audio tape recorder 362 includes a secure

node 72E that may associate controls with the information stored

on tape 363. Such controls may be stored with the information on

the tape 363. In another embodiment, microphone 361 may

include its own internal secure node 72 that associates control

information with the audio information (e.g., by

steganographically encoding the audio information with control

information). The tape recorder 362 may enforce such controls

applied by microphone 361.

Alternatively, microphone 361 may operatein the digital

domain and provide digital representations of audio, perhaps

including control information supplied by secure node 72

optionally incorporated in microphone 361, directly to connected

devices such as audio tape recorder 362. Digital representations

may optionally be substituted for analog representations of any

signals between the devices in the example Figure IC.
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The sameor different tape recorder 362 mayplay back the

information recorded on tape 363, and provide the information

366 to an audio mixer 364. Audio mixer 364 may edit, mix, or

otherwise process the information 366 to produceinformation 368

representing one or a sequence of sounds. Audio mixer 364 may

also receive inputs from other devices such as for example other

tape recorders, other microphones, sound generators, musical

synthesizers, or any other audio-based devices. Anyorall of such

devices may also include secure nodes 72 to protect the

information they generate. In some embodiments, someofthe

digital information is derived from equipmentincluding a secure

node, and other digital information is derived from equipmentthat

has no secure node. In still other embodiments, someof the

digital information provided to audio mixer 364 is protected and

someis not protected.

Audio mixer 364 in this example includes a secure node

72F that enforces the controls, if any, applied by audio tape
recorder secure node 72E;and/or applies its own controls.

Digital image mixer 356 may provide digital information

358 to “DVD-RAM”equipment360thatis capable of writing to
68
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master disks 100 and/orto disks fromwhich master dicks may be

created Similarly, audio mixer 364 may provide digital

information 368 to equipment 360. Equipment 360 records the

image information 358 and audio information 368 onto master

> disk 100. In this example, equipment 360 may include a secure

node 72D that enforces controls applied by digital camera secure

node 72A, tape recorder secure node 72B,digital mixer secure

node 72C audio tape recorder secure node 72E and/or audio mixer

secure node 72F; and/or it may add its own protections to the

10 digital information 358 it writes onto master disks 100. A disk

manufacturer can then mass-producedisks 100(1)-100(N) based

on the master disk 100 using conventional disk mass-production

equipmentfor distribution through any channels (e.g., video and

music stores, websites, movie theaters, etc.). Consumer

15 appliances SO shownin Figures 1A and 1B mayplay back the

disks 100 — enforcing the controls applied to the information

stored on the disks 100. Secure nodes 72 thus maintain end-to-

end, persistent secure contro! over the images generated bydigital

camera 350 and the sounds generated by microphone 361 during

20 the entire process of making, distributing and using disks 100.
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In the Figure 1C example shown, the various devices may

communicate with one another over so-called “IEEE 1394” high-

speeddigital serial busses. In this context, “IEEE 1394”refers to

hardware and software standardsset forth in the following

standards specification incorporated by reference herein: 1394-

1995 IREE Standard for a High Performance Serial Bus, No.1-

55937-583-3 (Institute ofElectrical and Electronics Engineers

1995). This specification describes a high-speed memory mapped

digital serial busthatis self-configuring, hot pluggable, low cost

and scalable. The bus supports isochronous and asynchronous

transport at 100, 200 or 400 Mbps,and flexibly supports a number

of different topologies. The specification describes a physical

level including two power conductors and twotwisted pairs for

signalling. The specification further describes physical, link and

transaction layer protocols including serial bus management.

Alternatively, any other suitable electronic communication means

may be substituted for the “IEEE 1394” medium shownin Figure

1C, including other wired media (e.g., Ethernet, universalserial

bus), and/or wireless media based on radio-frequency (RF)
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transmission, infra-red signals, and/or any other means and/or

types of electronic communication.

Example Dedicated Player Architecture

Figure 2A showsan example architecture for dedicated

> player 52. In this example, player 52 includes a video disk drive

80, a controller 82 (e.g., including a microprocessor 84, a memory

device such as aread only memory 86, and a userinterface 88),

and a video/audio processing block 90. Video disk drive 80

optically and physically cooperates with disk 100, and reads

10 digital information from the disk. Controller 82 controls disk

drive 80 based on program instructions executed by

microprocessor 84 and stored in memory 86 (and further based on

user inputs provided by user interface 88 which may be coupled to

controls 58 and/or remote control unit 56). Video/audio

15 processing block 90 converts digital video and audio information

read by disk drive 80 into signals compatible with homecolor

television set 54 using standard techniques such as video and

audio decompression andthe like. Video/audio processing block

90 mayalso insert a visual marking indicating the ownership

20 and/or protection of the video program. Block 90 may also
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introduce a digital marking indicating to a standard recording

device that the content should not be recorded.

Example Secure Node Architecture

Figure 2B shows an example architecture for platform 60

shown in Figure 1B—whichin this exampleis built around a

personal computer 62 but could comprise any numberofdifferent

types of appliances. In this example, personal computer 62 may

be connectedto an electronic network 150 such as the Internet via

a communications block 152. Computer equipment 62 may

include a video disk drive 80' (which maybesimilaror identical to

the disk drive 80 included within example player 52). Computer

equipment 62 may further include a microprocessor 154, a

memory 156 (including for example random access memory and

read only memory), a magnetic disk drive 158, and a video/audio

processing block 160. Additionally, computer equipment 62 may

include a tamper-resistant secure processing unit 164 or other

protected processing environment. Secure node 72 shown in

Figure 1B maythusbe provided by a secure processing unit 164,

software executing on microprocessor 154, or a combination of
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the two. Different embodiments may provide secure node 72

using software-only, hardware-only, or hybrid arrangements.

Secure node 72 in this example may provide and support aa

general purpose Rights Operating System employing reusable

5 kernel and rights language components. Such a commerce-

enabling Rights Operating System provides capabilities and

integration for advanced commerce operating systems of the

future. In the evolving electronic domain, general purpose,

reusable electronic commerce capabilities that all participants can

10 rely on will becomeas important as any other capability of

operating systems. Moreover, a rights operating system that

provides, amongotherthings, rights and auditing operating system

functions can securely handle a broad rangeof tasks that relate to

a virtual distribution environment. A secure processing unit can,

15 for example, provide or support manyof the security functions of

the rights and auditing operating system functions. The other

operating system functions can, for example, handle general

appliance functions. The overall operating system may, for

example, be designed from the beginningto include the rights and

20 auditing operating system functions plus the other operating
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system functions,or the rights and auditing operating system

functions may, in another example, be an add-on to a preexisting

operating system providing the other operating system functions.

Anyorall of these features may be used in combination with the

invention disclosed herein.

Example Disk Data Structures and Associated
Protections

Figure 3 shows some exampledatastructures stored on disk

100. In this example, disk 100 may store one or more properties

or other content 200 in protected or unprotected form. Generally,

in this example, a property 200 is protectedif it is at least in part

encrypted and/or associated information needed to use the

property is at least in part encrypted and/or otherwise unusable

withoutcertain conditions having being met. For example,

Property 200(1) may be completely or partially encrypted using

conventional secure cryptographic techniques. Another property

200(2) may be completely unprotected so that it can be used freely

without any restriction. Thus, in accordance with this example,

disk 100 could store both a movie as a protected property 200(1)

and an unprotected interview with the actors and producersor a
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“trailer” as unprotected property 200(2). As shown in this

example, disk 100 may store any numberof different properties

200 in protected or unprotected form as limited only by the

storage capacity of the disk.

5 . In one example, the protection mechanisms provided by

disk 100 mayuse anyorall of the protection (and/or other)

structures and/or techniques described in the above-referenced

Shear patents. The Shear patents describe, by way of non-

exhaustive example, meansfor solving the problem of how to

10 protect digital content from unauthorized use. For example, the

Shear patent specifications describe, among other things, means

for electronically “overseeing”-- through distributed control

nodespresent in client computers -- the use of digital content.

This includes means and methodsfor fulfilling the consequences

15. of any such use.

Non-limiting examples of certain elements described in the

Shear patent specifications include:

(a) decryption of encrypted information,
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(b) metering,

(c) usage control in response to a combination of

derived metering information andrules set by
content providers,

5 (d) securely reporting content usage information,

(e) use of database technology for protected

information storage and delivery,

(f) local secure maintenance of budgets, including,
for example, credit budgets,

10 (g) local, secure storage of encryption key and
content usage information,

(h) local secure execution of control processes, and

(i) in many non-limiting instances, the use of optical
media.

15 Anyorall of these features may be used in combination in

or with the inventions disclosed herein.

Certain of the issued Shear patents’ specifications also

involve database content being local and remoteto users.
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Database information that is stored locally at the end-user’s

system and complemented by remote,“on-line” database

information, can, for example, be used to augment the local

information, which in one example, may be stored on optical

media (for example, DVD and/or CD-ROM). Special purpose

semiconductor hardware can, for example, be used to provide a

secure execution environment to ensure a safe and reliable setting

for digital commerceactivities.

The Shearpatents also describe, among other things,

database usage control enabled through the use of security,

metering, and usage administration capabilities. The

specifications describe, inter alia, a metering and control system

in which a database,at least partially encrypted, is delivered to a

user (e.g., on optical media). Non-limiting examples of such

optical media may, for example, include DVD and CD-ROM.

Subsequentusage can, for example, be metered and controlled in

any of a variety of ways, and resulting usage information can be

transmitted to a responsible party (as one example).

The Shearpatent specifications also describe the generation

of a bill in responseto the transmitted information. Other
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embodiments of the Shearpatents provide, for example, unique
information security inventions which involve, for example,
digital content usage being limited based On patterns of usage such
as the quantity ofparticular kinds of usage. These capabilities

5 include monitoring the “contiguousness,” and/or“logical
relatedness” of used information to ensure that the electronic
“conduct” of an individual does not exceed his or herlicensed
rights. Still other aspects of the Shear patents describe, among
other things, capabilities for enabling organizations to securely

10. and locally manageelectronic information usage rights. When a
database ora Portion of a database is delivered to a client site,
some embodiments of the Shearpatents provide, for example,
optical storage means (non-exhaustive examples of which include
DVD and CD-ROM)as the mechanism of delivery. Such storage

15 means can store, for example, a collection of video, audio, images,
software programs, games,etc., in one example, on optical media,
such as DVD and/or CD-ROM,in addition to other content such
as a collection of textua] documents, bibliographic records,parts
catalogs, and copyrighted or uncopyrighted materials of all kinds,
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Anyorall of these features may be used in the embodiments

herein,

Onespecific non-limiting embodimentcould, for example,

involve a provider whopreparesa collection of games. The

5 provider prepares a database “index” that stores information

pertaining to the games, such as for example, the name, a

description, a creator identifier, the billing rates, and the maximum

numberoftimesortotal elapsed time each game may be used

prior to a registration or re-registration requirement. Someorall

10 of this information could be stored in encrypted form, in one

example, on optical media, non-limiting examples of which

include DVD and CD-ROM. The provider may then encrypt some

or all portions of the games such that a game could notbe used

unless one or more encrypted portions were decrypted. Typically,

15 decryption would not occur unless provider specified conditions

weresatisfied, in one example, unless credit was available to

compensate for use and audit information reflecting game usage
was being stored. The provider could determine, for example:

which useractivities he or she would allow, whether to meter such

20 activities for audit and/or control purposes, and what, if any, limits
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would beset for allowedactivities. This might include,for

example, the numberof times that a gameis played, and the

duration of each play. Billing rates might be discounted, for

example, based ontotal time of game usage, total number of

games currently registered for use, or whether the customer was

also registered for other services available from the same provider,

etc.

In the non-limiting example discussed above, a provider

might, for example, assembleall of the prepared games along with

other, related information, and publish the collection on optical

media, non-limiting examples of which include CD-ROM and/or

DVD. Theprovider might then distribute this DVD disk to

prospective customers. The customers could then select the games

they wish to play, and contact the provider. The provider, based

on its business model, could then send enabling information to

each authorized customer, such as for example, including, or

enabling for use, decryption keys for the encrypted portion ofthe

selected games (alternatively, authorization to use the games may

have arrived with the DVD and/or CD-ROM disk, or might be

automatically determined, based on providerset criteria, by the
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user’s secure client system, for example, based on a user’s

participation in a certified user class). Using the user’s client

decryption and metering mechanism the customer could then

make use of the games. The mechanism might thenrecord usage

5 information, such as for example, the numberoftimes the game

wasused, and, for example, the duration of each play. It could

periodically transmit this information the game provider, thus

substantially reducing the administration overhead requirements

of the provider’s central servers. The game provider could receive

10 compensation for use of the games based upon the received audit

information. This information could be usedto eitherbill their

customersor, alternatively, receive compensation from a provider

of credit.

Although gamesprovide one convenient, non-limiting -

15. example, many of these same ideas can be easily applied to all

kinds of content, all kinds of properties, including, by way of non-

limiting examples:

° video,

e digitized movies,
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e audio, ;

° images,

e multimedia,

° software,

5 ° games,

° any other kind of property

° any combinationofproperties.

Other non-limiting embodiments of the Shear patent

10 specifications support, for example, securely controlling different

kindsofuseractivities, such as displaying, printing, saving

electronically, communicating, etc. Certain aspects further apply

different control criteria to these different usage activities. For

example, information that is being browsed may be distinguished

15 from informationthat is read into a host computer for the purpose

of copying, modifying, or telecommunicating, with different cost

rates being applied to the different activities (so that, for example,
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the cost of browsing can be muchless than the cost of copying or

printing).

The Shear patent specificationsalso, for example, describe

_ managementofinformation inside of organizations by both

§ publishers and the customer. For example, an optional security

system can be usedto allow an organization to prevent usage of all

or a portion of an information base unless the user enters his

security code, Multiple levels of security codes can be supported

to allow restriction of an individual’s use accordingto his security

10 authorization level. One embodimentcan, for example, use

hardware in combination with software to improve tamper

resistance, and another embodiment could employ an entirely

software based system. Although a dedicated hardware/software

system may undercertain circumstances provide assurance against

15 tampering, techniques which may be implemented in software

executing on a non-dedicated system may provide sufficient

tamperresistance for some applications. Any or ali of these

features may be used in combination with the technology

disclosed in this patent specification.
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Figures 3 Disks MayAlso Store Metadata,
Controls and Other Information

In this example, disk 100 mayalso store “metadata”in

protected and/or unprotected form. Player 52 uses metadata 202

5 to assist in using one or moreof the properties 200 stored by disk
100. For example, disk 100 may store one metadata block 202(1)
in unprotected form and another metadata block 202(2) in
protected form. Any number of metadata blocks 202 in protected

and/or unprotected form maybestored by disk 100 as limited only
10 by the disk’s Storage capacity. In this example, metadata 202

comprises information used to access properties 200. Such

metadata 202 may comprise, for example, frame sequence or other

“navigational” information that controls the playback sequence of
One or moreof the properties 200 stored on disk 100. As one

15 example, an unprotected metadata block 202 may access only
selected portions of a protected property 200 to generate an

abbreviated “trailer” presentation, while protected metadata block

202 maycontain the frame playback sequencefor the entire video

Presentation of the property 200. As another example, different

20 metadata blocks 202 may be providedfor different “cuts” of the
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same motion picture property 200 (e.g., an R-rated version, a PG-

rated version, a director’s cut version,etc.).

In this example, disk 100 may store additional information

for security purposes. For example, disk 100 maystore control

5 rules in the form of a control set 204—which may be packaged in

the form of one or more secure containers 206. Commerce model

participants can securely contribute electronic rules and controls

that represent their respective “electronic” interests. These rules

and controls extend a “Virtual Presence™”through which the

10 commerce participants may govern remote value chain activities

according to their respective, mutually agreed to rights. This

Virtual Presence may take the form ofparticipant specified

electronic conditions (e.g., rules and controls) that must be

satisfied before an electronic event may occur. These rules and

15 controls can be used to enforce the party’s rights during

“downstream”electronic commerceactivities. Control

information delivered by, and/or otherwise available for use with,

VDEcontent containers may, for example, constitute one or more

“proposed” electronic agreements which managethe use and/or

20 consequencesof the use of such content and which can enactthe
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terms and conditions of agreements involving multiple parties and

their various rights and obligations.

The rules and controls from multiple parties can be used,in

one example, to form aggregate control sets (“Cooperative Virtual

Presence™”’) that ensure that electronic commerce activities will

be consistent with the agreements amongst value chain

participants. These control sets may, for example, define the

conditions which govern interaction with protected digital content

(disseminated digital content, appliance control information,etc.).

These conditions can, for example, be used to control not only

digital information use itself, but also the consequencesof such

use. Consequently, the individual interests of commerce

participants are protected and cooperative, efficient, and flexible

electronic commerce business models can be formed. These

models can be used in combination with the present invention.

Disks May Store Encrypted Information

Disk 100 mayalso store an encrypted key block 208. In this

example, disk 100 may further store one or more hidden keys 210.

In this example, encrypted key block 208 provides one or more

cryptographic keys for use in decrypting one or more properties
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200 and/or one or more metadata blocks 202. Key block 208 may

provide different cryptographic keys for decrypting different

properties 200 and/or metadata blocks 202, or different portions of
_ the same property and/or metadata block. Thus, key block 208

5 may comprise a large numberof cryptographic keys,all of which

are or mayberequiredif all of the content stored by disk 100 is to

be used. Although key block 208 is shown in Figure 3 as being

separate from container 206, it may be included within or as part

of the containerif desired.

10 Cryptographic key block 208is itself encrypted using one

or more additional cryptographic keys. In order for player 52 to

use any of the protected information stored on disk 100, it must

first decrypt corresponding keys within the encrypted key block

208—andthen use the decrypted keys from the key block to

15 decrypt the corresponding content.

Inthis example, the keys required to decrypt encrypted key

block 208 may come from several different (possibly alternative)

sources. In the example shownin Figure 3, disk 100 stores one or

more decryption keys for decrypting key block 208 on the medium

20 itself'in the form of a hidden key(s) 210. Hidden key(s) 210 may
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be stored, for example, in a location on disk 100 not normally

accessible. This “not normally accessible” location could, for

example, be physically enabled for drives 80 installed in players

52 and disabled for drives 80' installed in personal computers 62.

Enablementcould be provided by different firmware, a jumper on

drive 80, etc. Hidden key(s) 210 could be arranged on disk 100 so

that any attemptto physically copy the disk wouldresult in a

failure to copy the hidden key(s). In one example a hidden key(s)

could be hidden in the bit stream coding sequencesfor one or

more blocks as described by J. Hogan (Josh Hogan, "DVD Copy

Protection," presentation to DVD copyprotect technical meeting

#4, 5/30/96, Burbank, CA.)

Alternatively, and/or in addition, keys required to decrypt

encrypted key block 208 could be provided by disk drive 80. In

this example, disk drive 80 might include a small decryption

component suchas, for example, an integrated circuit decryption

engine including a small secure internal key store memory 212
having keys stored therein. Disk drive 80 could use this keystore

212 in order to decrypt encrypted key block 208 without exposing

either keys 212 or decrypted key block 208—andthen use the
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decrypted key from key block 208 to decrypt protected content

200, 202.

Disks May Store and/or Use Secure Containers

In yet another example, the key(s) required to decrypt

5 protected content 200, 202 is provided within secure container

206. Figure 3A showsa possible example of a secure container

206 including information content 304 (properties 200 and

metadata 202 may be external to the container—oralternatively,

mostorall of the data structures stored by video disk 100 may be

10 included as part of a logical and/or actual protected container).

The contro! set 204 shown in Figure 3 may comprise one or more

permissions record 306, one or more budgets 308 and/or one or

more methods 310 as shown in Figure 3A. Figure 3B shows an

example control set 204 providing one or more encryption keys

15. 208, one or more contentidentifiers 220, and one or more controls

222. In this example, different controls 222 may apply to different

equipment and/or classes of equipment such as player 52 and/or

computer equipment 62 depending upon the capabilities of the

particular platform and/or class of platform. Additionally,

20 controls 220 may apply to different ones of properties 200 and/or
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15

different ones of metadata blocks 202. For example, a control

222(1) may allow property 200(1) to be copied only once for

archival purposes byeither player 52 or computer equipment 62.

A control 222(2) (which may be completely ignored by player 52

becauseit has insufficient technical and/or security capabilities

but which may be useable by computer equipment 62 with its

secure node 72) mayallow theuser to request and permit a public

performanceof the same property 200(1) (e.g., for showing in a

bar or other public place) and cause the user’s credit or other

account to be automatically debited by a certain amount of

compensation for each showing. A third contro] 222(3) may, for

example, allow secure node 72 (but not player 52) to permit

certain classes ofusers(e.g., certified television advertisers and

journalists) to extract or excerpt certain parts of protected property

200(1) for promotional uses. A further control 222(4) may,as

another example, allow both video player 52 and secure node 72

to view certain still frames within property 200(1)—but might

allow only secure node 72 to make copiesofthestill frames based

on a Certain compensationlevel.
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Example Disks and/or System May Make Use of

Trusted Infrastructure

Controls 222 may contain pointers to sources of additional

control sets for one or more properties, controls, metadata, and/or

5 other content on the optical disk. In one example, these additional

controls may be obtained from a trusted third party, such as a

rights and permissions clearinghouse and/or from any other value
chain participant authorized byat least one rightsholder to provide

at least one additional controlset. This kind of rights and

10 permissions clearinghouse is one of several distributed electronic
administrative and support services that may be referred to as the

"Distributed Commerce Utility,” which, amongotherthings, is an

integrated, modular array of administrative and support services

for electronic commerce and electronic rights and transaction

15 management. These administrative and support services can be

used to supply a secure foundation for conducting financial

management, rights management, certificate authority, rules

clearing, usage clearing, secure directory services, and other

transaction related capabilities functioning over a vast electronic

20 network such as the Internet and/or over organization internal

Intranets, or even in-home networks of electronic appliances. Non-
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limiting examples of these electronic appliances includeat least

occasionally connected optical media appliances, examples of
whichinclude read-only and/or writable DVD players and DVD
drives in computers and convergent devices, including, for

5 example, digital televisions and Settop boxes incorporating DVD
drives,

These administrative and support services can, for example,
be adapted to the specific needsofelectronic commerce value

chains in any number of vertical markets, including a wide variety
10 of entertainment applications. Electronic commerce participants

can, for example, use these administrative and support services to
Support their interests, and/or they can shape and reuse these

services in responseto competitive businessrealities. Non-

exhaustive examples of electronic commerce participants include

15 individual creators, film and music studios, distributors, program
aggregators, broadcasters, and cable and Satellite operators.

The Distributed Commerce Utility can, for example, make

optimally efficient use of commerce administration resources, and
can, in at least some embodiments, scale in a practical fashion to
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optimally accommodate the demandsof electronic commerce

growth.

The Distributed Commerce Utility may, for example,

comprise a number of Commerce Utility Systems. These

5 Commerce Utility Systems can provide a webofinfrastructure

support available to, and reusable by, the entire electronic

community and/or manyorall of its participants. Different

support functions can, for example, be collected together in

hierarchical and/or in networkedrelationships to suit various

10 business models and/or other objectives. Modular support

functions can, for example, be combined in different arrays to

form different Commerce Utility Systems for different design

implementations and purposes. These Commerce Utility Systems

can, for example, be distributed across a large number of

15 electronic appliances with varying degreesof distribution.

- The “Distributed Commerce Utility” provides numerous

additional capabilities and benefits that can be used in conjunction

with the particular embodiments shown in the drawings ofthis

application, non-exhaustive examples of which include:
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Enablespractical and efficient electronic commerce and
rights management.

Provides services that securely administer and support
electronic interactions and consequences,

Provides infrastructure for electronic commerce and

other forms of humanelectronic interaction and
relationships.

Optimally applies the efficiencies of modern distributed
computing and networking.

Provides electronic automation and distributed
processing.

Supports electronic commerce and communications

infrastructure thatis modular, programmable, distributed
and optimally computerized.

‘Provides a comprehensive array of capabilities that can
be combined to Support services that perform various
administrative and support roles,
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e Maximizes benefits from electronic automation and

distributed processing to produce optimal allocation and

use of resources across a system or network.

e Is efficient, flexible, cost effective, configurable,

5 reusable, modifiable, and generalizable.

e Can economically reflect users' business and privacy

requirements.

e Can optimally distribute processes -- allowing commerce

models to be flexible, scaled to demand and to match

10 user requirements.

e Can efficiently handle a full range of activities and

service volumes.

e Can be fashioned and operated for each business model,

as a mixture of distributed and centralized processes.

15 e- Provides a blend of local, centralized and networked

capabilities that can be uniquely shaped and reshapedto

meet changing conditions.
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Supports general purpose resources and is reusable for

many different models; in place infrastructure can be

reused by different value chains having different

requirements.

Can support any number of commerce and

communications models.

Efficiently applies local, centralized and networked

resources to match each value chain’s requirements.

Sharing of commonresources spreads out costs and

maximizesefficiency.

Supports mixed, distributed, peer-to-peer and centralized

networked capabilities.

Can operate locally, remotely and/or centrally.

Can operate synchronously, asynchronously, or support

‘both modesof operation.

Adaptseasily and flexibly to the rapidly changing sea of

commercial opportunities, relationships and constraints

of "Cyberspace."
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Anyorall of these features may be used in combination with the

inventions disclosed herein.

The Distributed Commerce Utility provides, among other

advantages, comprehensive, integrated administrative and support

services for secure electronic commerce and other forms of

electronic interaction. These electronic interactions supported by

the Distributed CommerceUtility may, in at least some

embodiments, entail the broadest range of appliances and

distribution media, non-limiting examples of which include

networks and other communications channels, consumer

appliances, computers, convergent devices such as WebTV,and

optical media such as CD-ROM and DVD inall their current and

future forms.

Example Access Techniques

Figures 3, 4A and 4B show example access techniques

providedby player 52. In this example, upon disk 100 being

loaded into player disk drive 80 (Figure 4A, block 400), the player

controller 82 may direct drive 80 to fetch hidden keys 210 from

disk 100 and use them to decrypt someorall of the encrypted key

block 208 (Figure 4A, block 402). In this example, drive 80 may
97
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store the keys so decrypted without exposing them to player

controller 82 (e.g., by storing them within key store 212 within a
secure decryption componentsuchasan integrated circuit based

decryption engine) (Figure 4A, block 404). The player 52 may

controldrive 80 to read the control set 204 (which may or may not

be encrypted) from disk 100 (Figure 4A, block 406). The player

microprocessor 82 may parse control set 204, ignore or discard

those controls 222 that are beyondits capability, and maintain

permissions and/or rights managementinformation corresponding

to the subset of controls that it can enforce (e.g., the “copy once”

contro] 222(1)).

Player 52 may then wait for the user to provide a request via

control inputs 58 and/or remote control unit 56. If the control

input is a copy request (“yes” exit to Figure 4A, decision block

408), then player microprocessor 84 may query control 222(1) to

determine whether copyingis allowed, and if so, under what

conditions (Figure 4A, decision block 410). Player 52 may refuse

to copy the disk 100 if the corresponding control 222(1) forbids

copying (“no”exit to Figure 4A, decision block 410), and may

allow copying(e.g., by controlling drive 80 to sequentially access
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all of the information on disk 100 and provide it to an output port

not shown) if corresponding control 222(1) permits copying (“yes”

exit to Figure 4A, decision block 410; block 412). In this

example, player 52 may, upon making a copy,store an identifier

5 associated with disk 100 within an internal, non-volatile memory

(e.g., controller memory 86) or elsewhereif control 222(1) so

requires. This stored disk identifier can be used by player 52 to

enforce a “copy once”restriction(i.e., if the usertries to use the

same player to copy the same disk more than once or otherwise as

10 forbidden by contro] 222(1), the player can deny the request).

If the user requests one of properties 200 to be played or

read (“yes” exit to Figure 4A, decision block 414), player

controller 82 may control drive 80 to read the corresponding

information from the selected property 200 (e.g., in a sequence as

15 specified by metadata 202) and decryptthe read information as

neededusing the keysinitially obtained from key block 208 and

now stored within drive key storage 212 (Figure 4A, block 416).

Figure 4B is a variation on the Figure 4A processto

accommodatea situation in which player 52 itself provides

20 decryption keys for decrypting encrypted key block 208. In this
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example, controller 82 may supply one or more decryption keys to

drive 80 using a secure protocol such a Diffie-Hellman key
agreement, or through use of a shared key knownto both the drive

and someother system or componentto whichthe player 52 is or

once wascoupled (Figure 4B, block 403). The drive 80 may use

these supplied keys to decrypt encrypted key block 208 as shown

in Figure 4A, block 404, or it may use the supplied keys to

directly decrypt content such as protected property 200 and/or

protected metadata 202(2).

Asa further example, the player 52 can be programmedto

place a copy it makesofa digital property such as a film in

encrypted form inside a tamper-resistant software container. The

software container may carry with it a code indicating that the

digital property is a copy rather than an original. The sending

player 52 mayalso put its own uniqueidentifier (or the unique

identifier of an intended receiving device such as another player

52, a video cassette player or equipment 50) in the same secure

container to enforce a requirementthat the copy can be played

only on the intended receiving device. Player 52 (or other

receiving device) can be programmed to makeno copies (or no
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additional copies) upon detecting that the digital property is a

copyrather than an original. If desired, a player 52 can be

programmedto refuse to play a digital property that is not

packaged with the player's unique ID.

5 Example Use of Analog Encoding Techniques

In another example, more comprehensiverights

management information may be encodedby player 52 in the

analog output using methods for watermarking and/or

fingerprinting.Today, a substantial portion of the “real world”is

10 analog rather than digital. Despite the pervasiveness of analog

signals, existing methods for managing rights and protecting

copyright in the analog realm are primitive or non-existent. For

example:

e Quality degradation inherent in multigenerational analog

15 copying has not prevented a multi-billion dollar pirating

. industry from flourishing.

e Some methods for video tape copy and pay per view

protection attempt to prevent any copyingat all of

commercially released content, or allow only one
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generation of copying. These methods can generally be

easily circumvented.

¢ Notall existing devices respond appropriately to copy

protection signals.

5 e Existing schemesare limited for example to “copy/no

copy”controls.

e Copyprotection for sound recordings has not been

commercially implemented.

A related problem relates to the conversion of information

10 between the analog and digital domains. Even if information is

effectively protected and controlledinitially using strong digital

rights management techniques, an analog copy of the same

information may no longerbesecurely protected.

For example,it is generally possible for someone to make

15 an analog recording of program material initially delivered in

digital form. Some analog recordings based ondigital originals

are of quite good quality. For example, a Digital Versatile Disk
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(“DVD”) player may convert a movie from digital to analog

format and provide the analog signal to a high quality analog

home VCR. The home VCRrecords the analog signal. A

consumer now hasa high quality analog copy ofthe original

5 digital property. A person could re-record the analog signal on a

DVD-RAM.This recording will in many circumstances have

substantial quality — and would no longer be subject to “pay per

view”or otherdigital rights managementcontrols associated with

the digital form of the same content.

10 Since analog formats will be with us for a long time to

come, rightsholders such as film studios, video rental and

distribution companies, music studios and distributors, and other

value chain participants would very muchlike to have

significantly better rights management capabilities for analog film,

15. video, sound recordings andother content. Solving this problem

generally requires a way to securely associate rights management

information with the content being protected.

In combination with other rights managementcapabilities,

watermarking and/orfingerprinting, may provide “end to end”

103

F033_W0O1997043761_Intertrust Page 105 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1042



DISH-Blue Spike 842
Exhibit 1005, Page 1043

WO 97/43761 ' PCT/US97/08192

10

15

secure rights management protectionthat allows content providers

and rights holdersto be sure their content will be adequately

protected -- irrespective of the types of devices, signaling formats

and nature of signal processing within the contentdistribution

chain. This “end to end” protection also allows authorized analog

appliancesto be easily, seamlessly and cost-effectively integrated

into a modern digital rights managementarchitecture.

Watermarking and/or fingerprinting may carry, for example,

control information that can beabasis for a Virtual Distribution

Environment (“VDE”) in which electronic rights management

control information may be delivered over insecure (e.g., analog)

communications channels. This Virtual Distribution Environment

is highly flexible and convenient, accommodating existing and

new business models while also providing an unprecedented

degree offlexibility in facilitating ad hoc creation of new

arrangements andrelationships between electronic commerce and

value chain participants -- regardless of whether contentis

distributed in digital and/or analog formats.
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Watermarking together with distributed, peer-to-peer rights

managementtechnologies providers numerous advantages,

including, but not limitedto:

An indelible and invisible, secure technique for

providing rights managementinformation.

An indelible method of associating electronic

commerce and/or rights management controls with

analog content such as film, video, and sound

recordings.

Persistent association of the commerce and/orrights

management controls with content from one end of a

distribution system to the other -- regardless of the

number and types of transformations between signaling

formats (for example, analogto digital, and digital to

analog).

The ability to specify “no copy/ one copy/ many

copies” rights managementrules, and also more
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complex rights and transaction pricing models (suchas,

for example, “pay per view” and others).

The ability to fully and seamlessly integrate with

comprehensive, general electronic rights management

solutions.

Secure control information delivery in conjunction

with authorized analog and other non-digital and/or

non-secure information signal delivery mechanisms.

Theability to provide more complex and/or more

flexible commerce and/or rights managementrules as

content moves from the analogto the digital realm and

back.

Theflexible ability to communicate commerce and/or

_ Tights managementrules implementing new, updated,

or additional business models to authorized analog

and/or digital devices.
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Any orall of these features may be used in combination in and/or

with the inventions disclosed in the present specification.

Briefly, watermarking and/or fingerprinting methods may,

using “steganographical” techniques, substantially indelibly and

5 substantially invisibly encode rights management and/or

electronic commercerules and controls within an information

signal suchas, for example, an analog signalor a digitized (for

example, sampled) version of an analog signal, non-limiting

examples of which may include video and/or audio data, that is

10 then decoded andutilized by the local appliance. The analog

information and stenographically encodedrights management

information may be transmitted via many means, non-limiting

examples of which may include broadcast, cable TV, and/or

physical media, VCRtapes, to mention one non-limiting example.

15 Anyorall of these techniques may be used in combination in

accordance with the inventions disclosed herein.

Watermarking and/or fingerprinting methods enable at least

some rights managementinformationto survive transformation of

the video and/orother information from analog to digital and from
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digital to analog format. Thusin one example, two or more

analog and/or digital appliances mayparticipate in an end-to-end

fabric oftrusted, secure rights managementprocesses and/or

events.

5 Example, More Capable Embodiments

Asdiscussed above, the example control set shown in

Figure 3B provides a comprehensive, flexible and extensible set of

controls for use by both player 52 and computer equipment 62 (or

other platform) depending uponthe particular technical, security

10 and other capabilities of the platform. In this example, player 52

has only limited technical and security capabilities in order to keep

cost and complexity down in a mass-produced consumer item, and

therefore mayessentially ignore or fail to enable someorall of the

controls 222 provided within control set 204. In another example,

15 the cost of memory and/or processors may continue to decline and

manufacturers may choose to expandthe technical and security

capabilities ofplayer 52. A more capable player 52 will provide
more powerful, robust, and flexible rights management

capabilities.
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Figure 5 shows an example arrangement permitting

platform 60 including secure node 72 to have enhanced and/or
different capabilities to use information and/or rights management

information on disk 100, and Figure 6 shows an example access

technique provided by the secure node. Referring to Figure 5,

secure node 72 may be coupled to a network 150 whereas player

52 may not be—giving the secure node great additional flexibility

in terms of communicating security related information such as

audit trails, compensation related information such as payment

requests or orders, etc. This connection of secure node 72 to

network 150 (which maybereplaced in any given application by

some other communications technique suchas insertion of a

replaceable memorycartridge) allows secure node 72 to receive

and securely maintain rights managementcontrol information

such as an additional container 206' containing an additional

control set 204’. Secure node 72 mayuse control set 204' in

addition or in lieu of a control set 204 stored on disk 100. Secure

node 72 may also maintain a secure cryptographic key store 212

that may provide cryptographic keysto be usedin lieu of orin

addition to any keys 208, 210 that may be stored on disk 100.
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Becauseofits increased security and/or technica] capabilities,
secure node 72 may beable to use controls 222 within control set
204 that player 52 ignores or cannot use—and may be provided

with further and/or enhanced rights and/orrights management

> capabilities based on controlset 204' (which the user may, for

example, order specially and which may apply to particular

Properties 200 stored on disk 100 and/or particular sets of disks).

Example Secure Node Access Techniques

The Figure 6 example access technique (which may be

10 performed by platform 60 employing secure node 72, for example)
involves,in this particular example, the secure node 72 fetching

propertyidentification information 220 from disk 100 (Figure 6,

block 502), and then locating applicable control sets and/or rules

204 (which maybestored on disk 100, within secure node 72,

15__within one or more repositories the secure node 72 accesses via

network 150, and/or a combination of any or all of these

techniques) (Figure 6, block 504). Secure node 72 then loads the
necessary decryption keys and uses them to decrypt information as

required (Figure 6, block 506). In one example, secure node 72

20 obtains the necessary keys from secure containers 206 and/or 206'
110
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and maintains them within a protected processing environment

such as SPU 164 ora software-emulated protected processing

environment without exposing them externally ofthat

environment. In another example, the secure node 72 may load

5 the necessary keys (or a subset of them)into disk drive 82' using a

secure key exchange protocol for use by the disk drive in

decrypting information much in the same manner as would occur

within player 52 in order to maintain complete compatibility in

drive hardware.

10 Secure node 72 may monitoruser inputs and perform

requested actions based on the particular control set 204, 204'. For

example, upon receiving a user request, secure node 72 may query

the control set 204, 204' to determine whetherit (they) permits the

action the user has requested (Figure 6, block 508) and,if

15 permitted, whether conditions for performing the requested

operation have beensatisfied (Figure 6, block 5 10). In this

example, secure node 72 mayeffect the operations necessary to

satisfy any such required conditions such as by, for example,

debiting a user's locally-stored electronic cash wallet, securely

20 requesting an account debit via network 150, obtaining and/or
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checking user certificates to ensure that the user is within an

appropriate class or is who he or she says he is, etc.—using

network 150 as required (Figure 6, block 510). Upon all necessary

conditions being satisfied, secure node 72 may perform the

5 requested operation (and/or enable microprocessor 154 to perform

the operation) (e.g., to release content) and may then generate

secure audit records which can be maintained by the secure node

and/or reported at the time or later via network 150 (Figure6,

block 512).

10 If the requested operation is to release content (e.g., make a

copy of the content), platform 60 (or player 52 in the example

above) may perform the requested operation based at least in part

on the particular controls that enforce rights over the content. For

example, the controls may prevent platform 60 from releasing

15 content except to certain types of output devices that cannot be

used to copy the content, or they may release the content in a way

that discourages copying(e.g., by "fingerprinting" the copy with

an embeddeddesignation of who created the copy, by

intentionally degrading the released content so that any copies

20 madefrom it will be inferior, etc.). As one specific example, a
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video cassette recorder (not shown) connected to platform 60 may

be the output device used to make the copy. Because present
generations of analog devices such as video cassette recorders are

incapable of making multigenerational copies withoutsignificant

5 loss in quality, the content provider may provide controls that

permit content to be copied by such analog devices but not by

digital devices (which can make an unlimited number of copies

without quality loss). For example, platform 60 may, under

control of digital controls maintained by secure node 72, release

10 content to the video cassette recorder only after the video cassette

recordersupplies the platform a digital ID that designates the

output device as a video cassette recorder-- and may refuse to

provide any outputat all unless such a digital ID identifying the

output device as a lower quality analog deviceis provided.

15 Additionally or in the alternative, platform 60 mayintentionally

degrade the content it supplies to the video cassette recorderto

ensure that no acceptable second -generation copies will be made.

In another example, more comprehensive rights management

information may be encoded by platform 60 in the analog output

20 using watermarking and/or fingerprinting.
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Additional Examples of Secure Container Usage

Figure 7 showsa basic example of a DVD medium 700

- containing a kind of secure container 701 for use in DVDsin

accordancewith the present invention. As shown in this example,

5 container 701 ("DigiBox for DVDs") could be a specialized

version of a "standard" container tailored especially for use with

DVD and/or other media,or it could, alternatively (in an

arrangement shownlater in Figure 8), be a fully "standard"

container. As shownin this example, the specialized container

10 701 incorporates features that permit it to be used in conjunction

with content information, metadata, and cryptographic and/or

protection information that is stored on the DVD medium 700 in

the same manneras would have been used had container 701 not

been present. Thus, specialized container 701 provides

15 compatibility with existing data formats and organizations used on

DVDsand/or other media. In addition, a specialized container

701 can betailored to support only those features necessary for

use in support of DVD and/or other media, so that it can be

processed and/or manipulated using less powerful or less

20 expensive computing resources than would be required for

complete support of a "standard" container object.
114
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In this example, specialized "DVD only" container 701

includes a content object (a property) 703 which includes an

“external reference" 705 to video title content 707, which may be

stored on the DVD and/or other medium in the same manneras

5 would have been used for a medium notincluding container 701.

The videotitle content 707 may include MPEG-2 and/or AC-3

content 708, as well as scrambling (protection) information 710

and header, structure and/or meta data 711. External reference

705 contains information that "designates" (pointsto, identifies,

10 and/or describes) specific external processes to be

applied/executed in order to usecontent and other information not

stored in container 701. In this example, external reference 705

designates videotitle content 707 and its components 708, 710,

and 711. Alternatively, container 701 could store someorall of

15 the videotitle content in the containeritself, using a format and

organization that is specific to container 701, rather than the

standardformat for the DVD and/or other medium 700.

In this example, container 701 also includes a control object

(control set) 705 that specifies the rules that apply to use of video

20 title content 707. As indicates by solid arrow 702, control object

115

F033_W0O1997043761_Intertrust Page 117 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1054



DISH-Blue Spike 842
Exhibit 1005, Page 1055

WO 97/43761 ~ PCT/US97/08192

10

15

20

705 "applies to" content object (property) 703. As shown in this

example, rule 704 can specify that protection processes, for

example CGMA orthe Matsushita data scrambling process, be

applied, and can designate, by external reference 709 contained in

rule 704, data scrambling information 710 to be used in carrying

out the protection scheme. The shorthand "do CGMA"description

in rule 704 indicates that the rule requires that the standard CGMA

protection scheme used for content on DVD mediais to be used in

conjunction with videotitle content 707, but a different example

could specify arbitrary other rules in control object 705 in addition

to or instead of the "do CGMA"rule, including other standard

DVD protection mechanismssuch as the Matsushita data

scrambling scheme and/or other rights management mechanisms.

External reference 709 permits rule 704 to be based on protection

information 710 that is stored and manipulated in the same format

and manner as fora DVD medium that does not incorporate

container 701 and/or protection information that is meaningful

only in the context of processing container 701.

Figure 8 shows a example of a DVD medium 800

containing a "standard" secure container 801. In this example, the
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"standard" container providesall of the functionality (if desired)

of the Figure 7 container, but may offer additional and/or more

extensive rights management and/or content use capabilities than

available on the "DVD only" container(e.g., the capacity to

5 operate with various different platforms that use secure nodes).

Figure 9 shows a more complex example of DVD medium

800 having a standard container 901 that providesall of the

functionality (if desired) of the Figure 7 container, and that can

function in concert with other standard containers 902 located

10. either on the same DVD medium or imported from another remote

secure node or network. In this example, standard container 902

mayinclude a supplementary control object 904 which applies to

content object 903 of standard container 901. Also in this

example, container 902 may provide an additional rule(s) such as,

15 for example, a rule permitting/extending rights to allow up to a

certain number(e.g., five) copies of the content available on DVD

900. This arrangement, for example, provides addedflexibility in

controlling rights management of DVD content between multiple

platforms via access through "backchannels" such as via a set-top

117

F033_W0O1997043761_Intertrust Page 119 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1056



DISH-Blue Spike 842
Exhibit 1005, Page 1057

WO97/43761 ’ PCT/US97/08192

10

15

20

box or other hardware having bi-directional communications

capabilities with other networks or computers.

Additional Use of A DVD Disk With A Secure
Container

Figure 10 illustrates the use of a "new" DVD disk—i.e., one

that includes a special DVD secure containerin the medium.This

container may, in one example, be used or two possible use

scenarios: a first situation in which the disk is used on an "old"

player (DVDappliance,i.e., a DVD appliancethat is not equipped

with a secure nodeto provide rights managementin accordance

with the present invention; and a secondsituation in which the

disk is used on a "new"player—i.e., a DVD appliance whichis

equipped with a secure node to provide rights managementin

accordancewith the present invention. In this example, a secure

node within the "new"playeris configured with the necessary

capabilities to process other copy protection information such as,

for example, CGMA control codes and data scrambling formats

developed and proposed principally by Matsushita.

For example, in the situation shownin Figure 10, the "new"

player (which incorporates a secure node in accordance with the
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present invention) can recognize the presence of a secure container

on the disk. The player may then load the special DVD secure
container from the disk into the resident secure node. The secure

node opensthe container, and implements and/or enforces

5 appropriate rules and usage consequencesassociated with the

content by applying rules from the control object. These rules are

extremely flexible. In one example, the rules may, for example,

call for use of other protection mechanisms(suchas, for example,

CGMaA protection codes and Matsushita data scrambling) which

10 can be found in the content(or property) portion of the container.

In another example shownin Figure 10, the special DVD

container on the disk still allows the "old" player to use to a

predetermined limited amount content material which may be used

in accordance with conventional practices.

15 Example Use of A DVD Disk With No Secure
Container

Referring now to Figure 11, a further scenario is discussed.

Figure 1] illustrates use of an "old" DVD disk with two possible

use examples: a first example in which the disk is used on an "old"

20 player—i.e., a DVD appliance that is not equipped with a secure
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nodefor providing rights Managementin accordancewith the

present invention—and a second example in which the disk is used

on a "new"player(i.e., equipped with a secure node).

In thefirst case, the “old" playerwill play the DVD content

in a conventional manner. In the second scenario, the "new"

player will recognize that the disk does not have a container stored

in the medium. It therefore constructs a "virtual" container in

resident memory ofthe appliance. To dothis, it constructs a

container content object, and also constructs a control object

containing the appropriate rules. In one particular example, the

only applicable rule it need apply is to "do CGMA"-- but in other

examples, additional and/ordifferent rules could be employed.

Thevirtual container is then providedto the secure node within

the "new"player for implementing managementofuse rights in

accordancewith the present invention. Although not shown in

Figures 10 and 11, use of "external references" may also be

provided in both virtual and non-virtual containers used in the

DVD context.
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Example IHustrative Arrangements for Sharing,

Brokering and Combining Rights When Operating in At Least

Occasionally Connected Scenarios

5 As described above, the rights managementresources of

several different devices and/or other systems can beflexibly

combinedin diverse logical and/or physical relationships,

resulting for example in greater and/or differing rights. Such

rights management resource combinations can be effected through

10 connection to one or more remote rights authorities. Figures 12-

14 show some non-limiting examples of how rights authorities can

be used in various contexts.

For example, Figure 12 showsa rights authority broker

1000 connected to a local area network (LAN) 1002. LAN 1002

15 may connect to wide area networkifdesired. LAN 1002 provides

connectivity between rights authority broker 1000 and any number

of appliances such as for example a player 50, a personal

computer 60, a CD “tower” type server 1004. In the example

shown, LAN 1002 includes a modem pool(and/or network
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protocol server, not shown)1006that allows a laptop computer

1008 to connectto the rights authority broker 1000 via dial-up

lines 1010. Alternatively, laptop 1008 could communicate with

rights authority broker 1000 using other network and/or

communication means,such asthe Internet and/or other Wide

Area Networks (WANs). A disk player 50A may be coupled to

laptop 1008 at the laptop location. In accordance with the

teachings above,anyorall of devices shown in Figure 12 may

include one or more secure nodes 72.

Rights authority broker 1000 may act as an arbiter and/or

negotiator of rights. For example, laptop 1008 and associated

player 50A may have only limited usage rights when operating in

a stand-alone configuration. However, when laptop 1008 connects

to rights authority broker 1000 via modem pool 1006 and LAN

1002 and/or by other communication means, the laptop may

acquire different and/or expandedrights to use disks 100 (e.g.,

availability of different content portions, different pricing,

different extraction and/orredistribution rights, etc.) Similarly,

player 50, equipment 60 and equipment 1004 may be provided

with an enhanced and/ordifferent set of disk usage rights through
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communication with rights authority broker 1000 over LAN 1002.

Communication to and from rights authority broker 1000 is

preferably secured through use of containers of the type disclosed

in the above-referenced Ginteret al. patent specification.

5 Figure 13 shows another example use of a rights authority

broker 1000 within a home environment. In this example, the

laptop computer 1008 may be connected to a home-basedrights

authority broker 1000 via a high speed serial IEEE 1394 bus

and/or by other electronic communication means. In addition,

10 rights authority broker 1000 can connect with any orall of:

e a high definition television 1100,

* one or more loudspeakers 1102 or other audio

transducers,

¢ one or more personal computers 60,

15 * one or more set-top boxes 1030,

* one or more disk players 50,

¢ one or more otherrights authority brokers 1000A-1000N

and

123

F033_W0O1997043761_Intertrust Page 125 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1062



DISH-Blue Spike 842
Exhibit 1005, Page 1063

WO 97/43761 ~ PCT/US97/08192

® any other home or consumer equipmentor appliances.

Anyor all of the equipment listed above may include a

secure node 72.

Figure 14 shows another exampleuse ofa rights authority

5 broker 1000. In this example, rights authority broker 1000 is

connected to a network 1020 such as a LAN, a WAN,the Internet,

etc. Network 1020 mayprovide connectivity between rights

authority broker 1000 andanyorall of the following equipment:

¢ one or more connected or occasionally connected disk

10 players 50A, 50B;

® one more networked computers 1022;

¢ one or more disk reader towers/servers 1004;

® one or more laptop computers 1008;

* one or more Commerce Utility Systems such as a rights

15 and permissions clearinghouse 1024 (see Shearetal.,

“Trusted Infrastructure...” specification referenced

above);
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¢ one or moresatellite or other communications uplinks

1026;

¢ one or more cable television head-ends 1028;

* one or more set-top boxes 1030 (which may be

5 connected to satellite downlinks 1032 and/or disk

players 50C);

* one or more personal computer equipment 60;

¢ one or more portable disk players 1034 (which may be

connected through other equipment, directly, and/or

10 occasionally unconnected;

¢ one or more otherrights authority brokers 1000A-

1000N; and

¢ any other desired equipment.

Anyorall of the above-mentioned equipment may
15 include one or more secure nodes 72. Rights authority

broker 1000 can distribute and/or combine rights for use by

any or all of the other components shownin Figure 14. For

example, rights authority broker 100 can supply further
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secure rights managementresources to equipment

connected to the brokervia network 1020. Multiple
equipment shownin Figure 14 can participate and work

together ina permanently or temporarily connected network

1020 to share the rights managementfor a single node.

Rights associated with parties and/or groups using and/or

controlling such multiple devices and/or other systems can

be employed according to underlyingrights related rules

and controls. As one example, rights available through a

corporate executive’s laptop computer 1008 might be

combined with or substituted for, in some manner,therights

of one or more subordinate corporate employees whentheir

computing or other devices 60 are coupled to network 1020

in a temporary networkingrelationship. In general, this

aspect ofthe invention allowsdistributed rights

management for DVD or otherwise packaged and delivered

content that is protected byadistributed, peer-to-peer rights

management. Sucha distributed rights management can

operate whether the DVD appliance or other content usage

device is participating in a permanently or temporarily
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connected network 1020, and whetheror not the

relationships among the devices and/or other systems

participating in the distributed rights management

arrangementare relating temporarily or have a more

5 permanentoperating relationship.

For example, laptop computer 1008 may havedifferent

rights available depending on the context in which that deviceis

operating. For example, in a general corporate environment such

as shown in Figure 12, the laptop 1008 may have oneset ofrights.

10 However, the same laptop 1008 maybegiven a different set of

rights when connected to a more general network 1020 in

collaboration with specified individuals and/or groupsin a

corporation. The same laptop 1008 maybegivenastill different

set of rights when connected in a general home environment such

15. as shown by examplein Figure 13. The same laptop 1008 could

be givenstill different rights when connectedinstill other

environmentssuch as, by way of non-limiting example:

e ahome environmentin collaboration with specified

individuals and/or groups,
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® aretail environment,

¢ aclassroomsetting as a student,

¢ aclassroom setting in collaboration with an instructor, in

a library environment,

* ona factory floor,

* ona factoryfloor in collaboration with equipment

enabled to perform proprietary functions, and so on.

As one moreparticular example, coupling a limited resource

device arrangement such as a DVD appliance 50 shownin Figure

14 with an inexpensive network computer (NC) 1022 mayallow

an augmenting(or replacing) of rights management capabilities

and/or specific rights of parties and/or devices by permitting rights

managementto be a result of a combination of someorall of the

rights and/or rights management capabilities of the DVD

appliance and those of an Network or Personal Computer (NC or

PC). Such rights may be further augmented, or otherwise

modified or replaced by the availability of rights management

capabilities provided by a trusted (secure) remote networkrights

authority 1000.
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The samedevice, in this example a DVDappliance 50, can

thus support different arrays,e.g., degrees, of rights management

capabilities, in disconnected and connected arrangements and may

further allow available rights to result from the availability of

5 rights and/or rights managementcapabilities resulting from the

combination of rights management devices and/or other systems.

This may include one or more combinations of someorall of the

rights available through the use of a “less” secure and/or resource

poor device or system which are augmented,replaced,or

10 otherwise modified through connection with a device or system

that is “more”or “differently” secure and/or resource rich and/or

possesses differing or different rights, wherein such connection

employs rights and/or managementcapabilities of either and/or

both devices as defined by rights related rules and controls that

15 describe a shared rights management arrangement.

In the latter case, connectivity to a logically and/or

physically remote rights managementcapability can expand (by,

for example, increasing the available secure rights management

resources) and/or changethe characterofthe rights available to

20 the user of the DVD appliance 50 or a DVD appliance when such
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device is coupled with an NC 1022,personal computer 60, and/or

remote rights authority 1000. In this rights augmentation scenario,

additional content portions maybeavailable, pricing may change,

redistribution rights may change(e.g., be expanded), content

extraction rights may beincreased,etc.

Such “networking rights management”can allow for a

combination of rights managementresources of plural devices

and/or other systemsin diverse logical and/or physical

relationships, resulting in either greater or differing rights through

the enhanced resources provided by connectivity with one or more

“remote”rights authorities. Further, while providing for increased

and/or differing rights managementcapability and/or rights, such a

connectivity based rights management arrangement can support

multi-locational content availability, by providing for seamless

integration of remotely available content, for example, content

stored in remote, Internet world wide web-based, database

supported content repositories, with locally available content on

one or more DVD discs 100.

In this instance, a user may experience not only increased or

differing rights but may be able to use to both local DVD content
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and supplementing content(i.e., content that is more current from

a time standpoint, more costly, more diverse, or complementary in

some other fashion,etc.). In such an instance, a DVD appliance

50 and/or a user of a DVD appliance (or other device or system

5 connected to such appliance) may have the samerights, differing,

and/or different rights applied to locally and remotely available

content, and portionsoflocal and remotely available content may

themselves be subjectto differing or different rights when used by

a user and/or appliance. This arrangementcan support an overall,

10 profoundincrease in user content opportunities that are seamlessly

integrated and efficiently available to users in a single content

searching and/or usageactivity.

Such a rights augmenting remote authority 1000 may be

directly coupled to a DVD appliance 50 and/or other device by

15 modem (see item 1006 in Figure 12) and/or directly or indirectly

coupled throughthe use of an I/O interface, such as a serial 1394

compatible controller (e.g., by communicating between a 1394

enabled DVD appliance andalocal personal computerthat

functions as a smart synchronous or asynchronousinformation

20 communications interface to such one or more remote authorities,
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including a local PC 60 or NC 1022that servesas a local rights

managementauthority augmenting and/or supplyingthe rights

management in a DVD appliance) and/or by otherdigital

communication means such as wired and/or wireless network

5 connections.

Rights provided to, purchased, or otherwise acquired by a

participant and/or participant DVD appliance 50 or other system

can be exchanged amongsuch peer-to-peerrelating devices and/or

other systems so long as they participate in a permanently or

10 temporarily connected network. 1020. In suchacase, rights may

be bartered, sold, for currency, otherwise exchanged for value,

and/or loaned so long as such devices and/or other systems

participate in a rights management system, for example, such as

the Virtual Distribution Environment described in Ginter,et al.,

15 and employrights transfer and other rights management

capabilities described therein. For example, this aspect of the

present invention allows parties to exchange gamesor moviesin

which they have purchased rights. Continuing the example, an

individual might buy someofa neighbor’s usage rights to watch a

20 movie, or transfer to anotherparty credit received from a game
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publisher for the successful superdistribution of the game to

several acquaintances, where suchcredit is transferred

(exchanged) to a friend to buy someofthe friend’s rights to play a

different game a certain numberoftimes,etc.

5 Example Virtual Rights Process

Figures 15A-15C shows an example of a process in which

rights management components of two or more appliancesor other

devices establish a virtual rights machine environment associated

with an event, operation and/or other action. The process may be

10 initiated in a numberof ways. In one example, an appliance user

(and/or computer software acting on behalfof a user, group of

users, and/or automated system for performing actions) performs

an action with a first appliance(e.g., requesting the appliance to

display the contents of a secure container, extract a portion of a

15 content element, run a protected computer program, authorize a

work flow processstep,initiate an operation on a machinetool,

play a song, etc.) that results in the activation ofa rights
management componentassociated with suchfirst appliance

(Figure 15A, block 1500). In other examples, the process may get

20 started in response to an automatically generated event(e.g., based
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on a time of dayorthe like), a random or pseudo-random event,

and/or a combination of such events with a user-initiated event.

Oncethe process begins, a rights management component

such as a secure node 72 (for example, an SPE and/or HPE as

disclosed in Ginter et al.) determines which rights associated with

suchfirst appliance, if any, the user has available with respect to

such an action (Figure 15A, block 1502). The rights management

componentalso determines the coordinating and/or cooperating

rights associated with such an action available to the user located

in whole or in part on other appliances (Figure 15A, block 1502).

In one example, these steps may be performed by securely

delivering a request to a rights authority server 1000 that identifies

the first appliance, the nature of the proposed action, and other

information required or desired by such a rights authority server.

Such other information may include, for example:

e the date and timeof the request,

e the identity of the user,

e the nature of the network connection,
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* the acceptable latency of a response,etc.), and/or

e any other information.

In response to such a request, the rights authority server

1000 may return a list (or other appropriate structure) to the first

appliance. This list may, for example, contain the identities of

other appliances that do, or may, haverights and/or rights related

information relevant to such a proposed action.

In another embodiment, the first appliance may

communicate (e.g., poll) a network with requests to other

appliancesthat do, or may, have rights and/or rights related

information relevant to such proposed action. Polling may be

desirable in cases where the numberofappliancesis relatively

small and/or changes infrequently. Polling may also be useful, for

example, in cases where functionsof a rights authority server 1000

are distributed across several appliances.

The rights management componentassociated with thefirst

appliance maythen,in this example, check the security level(s)

(and/or types) of devices and/orusers of other appliances that do,

or may, have rights and/or rights related information relevant to
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10

15

20

such an action (Figure 15A, block 1506). This step may, for

example, be performed in accordancewith the security level(s)

and/or device type managementtechniquesdisclosed in Sibert and

Van Wie, and the user rights, secure nameservices and secure

communications techniques disclosed in Ginter et al. Device

and/or user security level determination maybe based,for

example, in whole or in part on device and/oruserclass.

The rights management component may then make a

decision as to whethereach ofthe other appliance devices and/or

users havea sufficient security level to cooperate in forming the

set of rights and/or rights related information associated with such

an action (Figure 15A, block 1508). As each applianceis

evaluated, some devices and/or users may havesufficient security

levels, and others may not. In this example, if a sufficient security

level is not available (“No”exit to decision block 1508), the rights

management component maycreate an audit record (for example,

an audit record of the form disclosed in Ginteretal.) (Figure 15A,

block 1510), and may end the process (Figure 15A, block 15 12).

Such audit record may be for either immediate transmission to a

responsible authority and/or for local storage andlater
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transmission, for example. The audit recording step may include,

as one example, incrementing a counter that records security level

failures (such as the counters associated with summary services in

Ginteretal.)

5 If the devices and/or users provide the requisite security

level (““Yes” exit to block 1508), the rights management

componentin this example may makea further determination

based on the device and/or user class(es) and/or other

configuration and/or characteristics (Figure 15B, block 1514).

10 Such determination may be based on any numberoffactors such

as for example:

e the device is accessible only through a network interface

that has insufficient throughput;

e devices in such a class typically have insufficient

15 resources to perform the action, or relevant portion of the

-action, at all or with acceptable performance, quality, or

other characteristics;
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e the userclassis inappropriate due to various conditions

(€.g., age, security clearance, citizenship, jurisdiction, or

any other class-basedor other user characteristic); and/or

* other factors.

5 In one example, decision block 1514 may be performedin

part by presenting a choiceto the userthat the user declines.

If processes within the rights management component

determines that such device and/oruser class(es) are

inappropriate(““No”exit to block 1514), the rights management

10 component may write an audit recordif required or desired

(Figure 15B, block 1516) and the process may end (Figure 15B,
block 1518).

If, on the other hand,the rights management component

determinesthat the device and/or user Classes are appropriate to

15 proceed (““Yes”exit to block 15 14), the rights management

component may determinethe rights and resources available for
performing the action onthefirst appliance and the other

appliancesacting together (Figure 15B, block 1520). This step
may be performed, for example, using anyorall of the method
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processing techniques disclosed in Ginter et al. For example,

method functions may include event processing capabilities that

formulate a request to each relevant appliance that describes, in

whole orin part, information related to the action, or portion of the

5 action, potentially suitable for processing, in whole or in part, by

such appliance. In this example, such requests, and associated

responses, may be managed using the reciprocal method

techniques disclosed in Ginteret al. If such interaction requires

additional information,or results in ambiguity, the rights

10 management component may, for example, communicate with the

user and allow them to makea choice, such as making a choice

among various available, functionally different options, and/or the

rights management component may engagein a negotiation (for

example, using the negotiation techniques disclosed in Ginteret

15 al.) concerning resources, rights and/or rights related information.

The rights management componentnext determines whether

there are sufficient rights and/or resources available to perform the

requested action (Figure 15B, decision block 1522). If there are

insufficient rights and/or resources available to perform the action

20 (“No”exit to block 1522), the rights management component may
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write an audit record (Figure 15B, block 1524), and end the

process (Figure 15B, block 1526).

In this example,if sufficient rights and/or resources are

available (““Yes” exit to block 1522), the rights management

5 component may makea decision regarding whetheradditional

events should be processed in order to complete the overall! action

(Figure 15B, block 1528). For example, it may not be desirable to

perform only part of the overall action if the necessary rights

and/or resources are not available to complete the action. If more

10 events are necessary and/ordesired (‘‘Yes” exit to block 1528), the

rights management component mayrepeat blocks 1520, 1522 (and

potentially perform blocks 1524, 1526) for each such event.

If sufficient rights and/or resourcesare available for each of

the events (““No”exit to block 1528), the rights management

15 component may, if desired or required, present a user with a

choice concerning the available alternatives for rights and/or

resources for performing the action (Figure 15B, block 1530).

Alternatively and/or in addition,the rights management

component mayrely on user preference information (and/or

20 defaults) to “automatically” make such a determination on behalf
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of the user (for example, based on the overall cost, performance,

quality, etc.). In another embodiment, the user’s class, or classes,

may be usedto filter or otherwise aid in selecting among available

options. In still another embodiment,artificial intelligence

5 (including, for example, expert systems techniques) may be used

to aid in the selection amongalternatives. In another embodiment,

a mixture of anyorall ofthe foregoing (and/or other) techniques

maybe usedin the selection process.

If there are no acceptable alternatives for rights and/or

10 resources, or because of other negative aspects of the selection

process(e.g., a user presses a “Cancel” button in a graphical user

interface, a user interaction process exceedsthe available time to

makesuchaselection,etc.), (“No” exit to block 1530) the rights

management component maywrite an audit record (Figure 15B,

15 block 1532), and end the process (Figure 15B, block 1534).

Onthe other hand,if a selection process identifies one or

more acceptable sets of rights and/or resources for performing the
action andthe decision to proceedis affirmative (““Yes”exit to

block 1530), the rights management component may perform the

20 proposedaction usingthe first appliance alone or in combination
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with any additional appliances(e.g., a rights authority 1000, or

any other connected appliance) based on the selected rights and/or

resources (Figure 15C, block 1536). Such cooperative

implementation of the proposed actions may include for example:

5 ¢ performing someorall of the action with thefirst

appliance;

¢ performing someorall of the action with one or more

appliances other thanthe first appliance(e.g., a rights

authority 1000 and/or someother appliance);

10 ¢ performing part of the action withthe first appliance and

part of the action with one or more other appliances; or

¢ any combinationofthese.

For example, this step may be performedusing the event

processing techniques disclosed in Ginteret al.

15 Asoneillustrative example, the first appliance may haveall

of the resources necessary to perform a particular task (e.g., read

certain information from an optical disk), but may lack the rights

necessary to do so. In such aninstance, the first appliance may
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obtain the additionalrights it requires to perform the task through

the steps described above. In anotherillustrative example, thefirst

appliance may haveall of the rights required to perform a

particular task, but it may not havethe resources to do so. For

> example, the first appliance may not have sufficient hardware

and/or software resources available to it for accessing, processing

or otherwise using information in certain ways. In this example,

step 1536 may be performed in wholeorin part by some other

appliance or appliances based in whole orin part on rights

10 supplied by the first appliance. In still another example, the first

appliance maylack both rights and resources necessary to perform

a certain action, and mayrely on one or more additional

appliances to supply such resources and rights.

In this example, the rights management component may,

15 upon completion of the action, write one or more audit records

(Figure 15C, block 1538), and the process may end (Figure 15C,

block 1 540).
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An arrangementhas been described which adequately

satisfies current entertainment industry requirements for a low

cost, mass-produceable digital video disk or other high capacity

disc copy protection scheme but which also provides enhanced,

> extensible rights management capabilities for more advanced

and/or secure platforms and for cooperative rights management

between devices oflessor, greater, and/or differing rights

resources. While the invention has been described in connection

with whatis presently considered to be the most practical and

10 preferred embodiment,it is to be understood that the invention is

not to be limited to the disclosed embodiment, but on the contrary,

is intended to cover various modifications and equivalent

arrangements included within the spirit and scope of the invention.
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WeClaim: -

lL. An electronic appliance including:

a disk use arrangementforat least one of (a) reading

information from, and (b) writing information to, a digital

versatile disk optical storage medium: and

a secure node coupled to the disk use arrangement,

the secure node providingatleast one rights managementprocess.

2. An electronic appliance including:

a disk use arrangementfor at least one of (a) reading

information from, and (b) writing information to, a digital

versatile disk optical storage medium; and

at least one processing arrangement coupled to the

disk use arrangement, the processing arrangement selecting at

least some control information associated with information

recordedon the storage medium based atleast in part on the class

of the appliance and/or theuser ofthe appliance.
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3. A system as in claim 2.wherein the processing

arrangementselects a subset of control information used on

another appliance and/orclass of appliance.

4. A system as in claim 2 wherein the processing

arrangementselects different control information from the

information selected by another appliance and/or class of

appliance.

5. A system as in claim 2 wherein at least some of the

control information comprises an analog signal.

6. A system as in claim 2 whereinat least someofthe

control information comprises digitally encoded information.

7. In an appliance capable of using digital versatile

disks, a method including the following steps:
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at least one of (a) reading information from, and (b)

writing information to, a digital versatile disk optical storage

medium; and

selecting at least some control information associated

with information recorded on the storage medium basedatleast in

part on the class of the appliance and/or the user of the appliance.

8. A methodas in claim 7 wherein the selecting step

includes the step of selecting a subset of control information used

on another appliance and/or class of appliance.

9. A method as in claim 7 wherein theselecting step

includesthe step of selecting, from control information stored on

the storage medium,a different set of control information than the

control] information selected by another appliance and/orclass of

appliance.
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10. An electronic applianceincluding:

a disk use arrangementfor reading information from

a digital versatile disk optical storage medium; and

at least one processing arrangement coupled to the

disk use arrangement, the processing arrangementprotecting

information read from the storage medium.

11. An appliance as in claim 10 wherein the processing

arrangementincludesa rights management arrangementthat

applies at least one rights managementtechnique to the read

information.

12. An appliance as in claim 10 wherein the appliance

further includesat least one port compliantat least in part with the

IEEE 1394-1995 high speedserial bus standard, and the

processing arrangement couples the protected information to the

port.
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13. Inan electronic appliance, a method including the

following steps:

reading information from a digital versatile disk

optical storage medium; and

protecting the information read from the optical

storage medium.

14. A method as in claim 13 wherein the protecting step

includes the step of applying at least one rights management

technique to the read information.

15. A method as in claim 13 further including the step of

sending the protected information to an IEEE 1394port.

16.  Anelectronic appliance including:
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a disk use arrangementfor using information stored,

or to be stored, on a digital versatile disk optical storage medium;

and

at least one protecting arrangement coupledto the

disk use arrangement andalso coupled to receive at least one

analog signal, the protecting arrangementcreating protected

digital information basedatleast in part on the analog signal.

17. nan electronic appliance, a method including the

following steps:

receiving at least one analog signal; and

creating protected digital content basedat least in part

on the analog signal for storage on a digital versatile disk.

18. Inan electronic appliance, a method including the

following steps:

readingat least one analog signal from a digital

versatile disk;
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creating protected digital content based at least in part

on the analog signal; and

outputting the protected digital content.

19. Anelectronic appliance including:

a disk use arrangementfor using information stored,

or to be stored, on a digital versatile disk optical storage medium,

and

at least one rights managementarrangement coupled

to the disk use arrangement, the rights management arrangement

treating the storage medium and/or information obtained from the

storage medium differently depending on the geographical and/or

jurisdictional context of the appliance.

20. Inanelectronic appliance, a method including the

steps of:

reading information from at least one digital versatile

disk; and
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performingatleast one rights management operation
basedatleast in part on the geographical and/orjurisdictional
context of the appliance,

21. Anelectronic appliance including:

a disk use arrangementfor using at least one secure

container stored ona digital versatile disk optical storage medium;
and

at least onerights management arrangement coupled
to the disk use arrangement, the rights management arrangement
Processing the secure container.

22. In an electronic appliance, a method including the
following steps:

readingat least one secure container from at least one
digital versatile disk; and

performingat least one rights management operation
On the secure container.
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23.  Anelectronic appliance including:

at least one rights management arrangementfor

generating and/or modifying at least one secure container for

storage onto a digital versatile disk optical storage medium.

24. Inan electronic appliance, a method including the

step of performing at least one rights management operation on at

least one secure container for storage onto a digital versatile disk

optical storage medium.

25. <A digital versatile disk use system and/or method

characterized in that the system and/or methodusesat least one

secure container.

26. A digital versatile disk use system and/or method

characterized in that the system and/or methodusesat least one
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secure container of the type disclosed in PCT Publication No. WO

96/27155.

27. An electronic appliance including:

a disk use arrangementfor writing information onto

and/or reading information from a digital versatile disk optical

storage medium; and

a secure arrangementthat securely manages

information on the storage medium suchthatat least a first portion

of the information may be used onat least a first class of appliance

while at least a second portion of the information may be used on

at least a second class of appliance

28. In an electronic appliance, a method including the

following steps:

reading information from and/or writing information

to at least one digital versatile disk optical storage medium;
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using at least a first portion of the information on at

least a first class of appliance; and

using at least a secondportion of the information on at least

a second class of appliance.

29. Asystem including first and second classes of

electronic appliances each including a secure processing

arrangement, the first appliance class secure arrangementsecurely

managing and/or usingatleast a first portion of the information,

the second appliance class secure arrangement securely managing

and/or using at least a second portion of the information.

30. A system as in claim 29 whereinthefirst and second

informationportions are different, and the second appliance class

secure arrangement doesnotuse thefirst information portion.

31. A system as in claim 29 wherein the first appliance

class does not use the second information portion.
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32. Inasystem including first and secondclasses of

electronic appliances each including a secure arrangement, a

method comprising:

(a) securely managing and/orusingatleast a first portion of

the information with thefirst appliance class secure arrangement,

and

(b) securely managing and/or using at least a second portion

of the information with the second appliance class secure

arrangement.

33. A method as in claim 32 whereinthe first and second

information portionsare different, and step (b) does not use the

first information portion.

34, A method as in claim 32 wherein step (a) does not use

the second information portion.
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35. Anelectronic appliance including:

a disk use arrangementfor writing information onto

and/or reading information from a digital versatile disk optical

storage medium; and

a secure arrangementthat securely stores and/or

transmits information associated with at least one of payment,

auditing, controlling and/or otherwise managing content recorded

on the storage medium.

36. Inan electronic appliance, a method including the

following steps:

reading information from and/or writing information

to at least one digital versatile disk optical storage medium; and

securely storing and/or transmitting information

associated with at least one ofpayment, auditing, controlling

and/or otherwise managing content recorded on the storage

medium.
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37. An electronic appliance including:

a disk use arrangementfor writing information onto

and/or reading information from a digital versatile disk optical

storage medium;

a cryptographic engine coupled to the disk use arrangement,

the engine using at least one cryptographic key; and

a secure arrangementthat securely updates and/or replaces

at least one cryptographic key used by the cryptographic engine to

at least in part modify the scope of information usable by the

appliance.

38. A method ofoperating an electronic appliance

including:

writing information onto and/or reading information

from a digital versatile disk optical storage medium;

using at least one cryptographic key in conjunction with

said information; and
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securely updating and/or replacing at least one

cryptographic key used by the cryptographic enginetoat least in

part modify the scope of information useable by the appliance.

39. A digital versatile disk appliance characterized in that

at least one cryptographic key used by the appliance is securely

updated and/or replacedto atleast in part modify the scope of

information that can be used bythe appliance.

40. An appliance as in claim 39 further characterized in

that the key updating and/or replacing is based on class of

appliance.

41. Anelectronic appliance having a class associated

therewith, characterized in that at least one cryptographic key set

used by the applianceclass is selected to help ensure security of

information released from at least one digital versatile disk.
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42. A digital camera for generating at least one imageto

be written onto a digital versatile disk optical storage medium,

-~ characterized in that the cameraincludesat least one information

protecting arrangementthatat least in part protects the image so

that the informationis persistently protected through subsequent

processes such as editing, production, writing onto a digital

versatile disk, and/or reading from a digital versatile disk.

43. A digital camera for generating image information

that can be written onto a digital versatile disk optical storage

medium, a method comprising:

capturing at least one imagewith a digital camera; and

protecting information providedby the digital camera so

that the informationis selectively persistently protected through

subsequent processes suchasdistribution, editing and/or

production, writing onto the digital versatile disk optical storage

medium, and/or reading from the digital versatile disk optical

storage medium.
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44. Inan electronic appliance including a disk use

arrangement, a method comprising:

reading information from atleast one digital versatile disk

optical storage medium; and

persistently protecting at least some ofthe read information

throughat least one subsequentediting and/or production process.

45. Inan electronic appliance, a method including the
following steps:

reading information from and/or writing information

to at least onedigital versatile disk optical storage medium; and

securely managing information on the storage

medium,including the step of usingat leasta first portion of the

information onatleasta first class of appliance, and using at least
a second portion of the informationonat least a second class of
appliance.
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46. A method of providing copy protection and/or use

rights managementofat least one digital property content and/or

secure containerto be stored and/ordistributed on a digital

versatile disk medium, comprising the step(s)of:

providing a set of use control(s) within a cryptographically

encapsulated data structure having a predetermined format, the

data structure format defining at least one secure software

container for providing use rights information for digital property

content to be stored on the digital versatile disk medium.

47. A method as in claim 46 further including the step of

using at least one digital property content stored on an optical disk

in accordance with the use controls, including the step of using a

prescribed secure cryptographic keyor set of cryptographic keys

for using rights information.

48. A methodas in claim 46 further including the step of

decrypting control rules and/or other selected encrypted
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information content encapsulated in the software container using

at least one set of cryptographic keys.

49. A method as in claim 46 further including the step of

applying decrypted controlrules to regulate use in accordance

with control information contained within said control rules, so as

to facilitate managementofa diverse set of use and distribution

rights which may bespecific to different users and/or optical disk

appliances.

50. A methodofproviding rights managementofdigital

property stored on digital versatile disk according to claim 46

wherein said secure containerdata structure comprises:

one or more content objects comprising digital

property content; and

one or more control objects comprising a set of

control rules defining copy protection, use and distribution rights

to digital property content stored on the optical disk.
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51. A methodofproviding rights management of digital

property stored onadigital versatile disk according to claim 46,

wherein a content object further comprises one or more reference

pointers to digital property content stored elsewhere on the digital

versatile disk.

52. A method ofproviding rights managementofdigital

property stored on a digital versatile disk according to claim 46,

wherein a control object further comprises one or more reference

pointers to control information stored elsewhere on the digital

versatile disk.

53. A method of providing rights managementofdigital

property stored on digital versatile disk according to claim 46,

wherein digital information stored on said optical disk includes

one or more metadata blocks comprising further information used

in conjunction with the controlrules to use digital property

content stored elsewhere on the optical disk.
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54. A method of providing rights managementofdigital

property stored on digital versatile disk according to claim 46,

wherein a metablock maybeeither of a protected type or of an

unprotected type.

55. Anarrangement for implementing a rights

managementsystem for controlling copy protection, use and/or

distribution rights to multi-media digital property content stored or

otherwise contained on a digital versatile disk, comprising:

an encrypted data structure defining a secure

information container stored on an optical disk medium, the

encrypted data structure including and/or referencing at least one

content object and at least one control object associated with the

content object, said content object comprising digital property

content and said control object comprising rules defining use

rights to the digital property content.
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56. An arrangementfor implementing a rights

management system for digital versatile disks according to claim

55, wherein a content object further comprises one or more

reference pointers to digital property content stored elsewhere on

the digital versatile disk.

57. An arrangementfor implementing a rights

management system for digital versatile disks according to claim

55, wherein a contro! object further comprises one or more

reference pointers to contro! information stored elsewhere on the

digital versatile disk.

58. An arrangementfor implementing a rights

management system for digital versatile disks according to claim

55, wherein an control object further comprises information for

controlling various operations of an optical disk appliance or
computer.
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59. An arrangementfor implementing a rights

management system for digital versatile disks according to claim

55, wherein a control object further comprises information for

controlling various operationsof an optical disk appliance or

computer.

60. An arrangementfor implementing a rights

management system for digital. versatile disks according to claim

55, wherein a control object further comprises a rule specifying

decoding and/or enforcement of CGMA encoded copy protection

rules associated with the digital content property.

61. Anarrangementfor implementing a rights

management system for digital versatile disks according to claim

55, wherein a control object further comprises a rule specifying at

least one content scrambling system compatible
encoding/decodingofdigital property content.
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62. An arrangementfor implementing a rights

management system for digital versatile disks according to claim

55, wherein said optical disk contains a block of stored

information comprising encrypted keys used for decryption of said

encrypted data structure.

63. An arrangement for implementinga rights

managementsystem for digital. versatile disks according to claim

55, wherein said optical disk contains a block of stored

information comprising hidden keys used for decryption of said

encrypted keys.

64. An arrangementfor implementinga rights

managementsystem fordigital versatile disks according to claim

55, wherein a content object further comprises one or more
reference pointers to digital property content stored on a separate

storage medium.
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65. Arights management system for providing copy

protection, use and/or distribution rights management for multi-

media digital property content stored or otherwise contained on a

digital versatile disk for access by an optical disk player device

that uses digital property content stored on said optical disk

medium, wherein said appliance includes a microprocessor

controller for decrypting and using control rules and other selected

encrypted information content encapsulated in the secure

containerby using a prescribed cryptographic key and applying

said decrypted control rules to regulate use in accordance with

control information contained within said control rules, so as to

facilitate managementofa diverseset of use and/ordistribution

rights which may be specific to different users and/or optical disk

appliances, the system including:

an optical disk medium having stored thereon an

encrypted data structure defining a secure information container,

the encrypted data structure comprising and/orreferencing at least

one content object andat least one control object, said content

object comprising digital property content, said control object
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comprising rules defining use rights associated with the digital

property.

66. A method for providing copy protection, use and

distribution rights management of multi-media digital property

stored on and/or distributed via digital versatile disk, said optical

disk medium having stored thereon an encrypted data structure

defining a secure container for-housing rights and/or copy

protection information pertainingto digital property content stored

on the optical disk, wherein an optical disk player appliance for

using digital property content stored on an optical disk must

utilize a prescribed secure cryptographic keyor set of keys to use

the secure container, said data structure comprising one or more

content objects comprising digital property content and one or

more control objects comprising a set of rules defining use rights

to digital property, comprising the stepsof:

(a) decrypting control rules and other selected

encrypted information content encapsulated in the secure

container using one or more cryptographic keys; and

170

F033_W0O1997043761_Intertrust Page 172 of 209

DISH-Blue Spike 842

Exhibit 1005, Page 1109



DISH-Blue Spike 842
Exhibit 1005, Page 1110

WO 97/43761 PCT/US97/08192,

(b) applying decrypted control rules to regulate use

and/or distribution of digital property content stored on theoptical

disk in accordance with control information contained within the

controlrules, so as to provide customized use and/ordistribution

rights that are specific to different optical disk user platforms

and/or optical disk appliances.

67. Arights management system for providing copy

protection, use and/or distribution rights management of digital

property stored or otherwise contained ona digital versatile disk,

comprising:

a secure container meansprovided on an optical disk

medium for cryptographically encapsulating digital property

content stored on the optical disk, said container means

comprising a content object means for containing digital property

content and a control object means for containing controlrules for

regulating use and/ordistribution of said digital property content

stored on the optical disk.
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68. The rights management system of claim 67 wherein

an optical disk player appliance for using information stored on an

optical disk comprises a secure node meansfor using said secure

container means provided on an optical disk and implementing

said control rules to control operation of said player appliance to

regulate use of said digital property content.

69. In a system including plural electronic appliances

at least temporarily connected to one another, a rights

authority broker that determines whatappliances are

connected and specifies at least one rights management

context depending on said determination.

70. An electronic appliance at least temporarily

connected to a rights authority broker, the electronic

appliance receiving at least one rights context from the

rights authority broker when the device is connected to the

rights authority broker.

71. A first electronic appliance at least temporarily

connectedto a second electronic appliance,the first
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electronic appliance selecting betweenatleastfirst and

second rights management contexts depending at least in

part on whetherthe first applianceis connected to the

secondelectronic appliance.

72. Inasystem including first and second electronic

appliances that may beselectively coupled to communicate

with one another, an arrangementfor defining at least one

different rights management control basedatleast in part on

whetherthe first and second electronic appliances are

connected.

73. A method of defining at least one rights

managementcontext comprising:

(a) determining whethera first electronic appliance is

present; and

(b) defining at least one rights managementcontrol

set based at least in part on the determiningstep (a).
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74. A methodofdefining atleast one rights

management context including:

(a) coupling an optical disk storing information to an

electronic appliance that can be selectively connected to a

rights management broker;

(b) determining whetherthe electronic applianceis

currently coupled to a rights managementbroker; and

(c) conditioning at least one aspect of use ofat least

some of the information stored on the optical disk based on

whetherthe electronic appliance is coupled to the rights
managementbroker.

75. A methodas in claim 74 wherein step (c)

includes the step of obtaining at least onerights

managementcontext from therights managementbroker.

76. A methodas in claim 74 wherein step (c)

includesthe step of obtaining at least one combined control

set from the rights managementbroker.
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77. A methodofdefiningat least one rights

managementcontext including:

(a) coupling an optical disk storing information to an

electronic appliance;

(b) using at least some ofthe information stored on

the optical disk based ona first rights managementcontext;

(c) coupling the electronic appliance to a rights

management broker; and

(d) concurrently with step (c), using at least some of

the information stored on the optical disk based on a second

rights managementcontext different from the first rights

management context

78. An electronic appliance include a secure node and an

optical disk reader, the electronic appliance applying different

rights managementcontexts to protected information stored on an

optical disk coupled to the optical disk reader dependingat least in

part on whetherthe electronic appliance is coupled to at least one

additional secure node.
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79. An electronic appliance including:

an optical disk reading and/or writing arrangement;

a secure node coupledto the optical disk reading and/or

writing arrangement, the secure node performing at least one

rights managementrelated function with respect to at least some

information read by the optical disk reading and/or writing

arrangement; and

at least one serial bus port coupledto the secure node, the

serial bus port for providing anyorall of the functions, structures,

protocols and/or methods of IEEE 1394-1995.

80. A digital versatile disk appliance including:

means for watermarking content; and

serial bus means for communicating the watermarked

content,

wherein the serial bus means complies with IEEE 1394-

1995.
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81. An optical disk reading and/or writing device including:

at least one secure node capable of watermarking content

and/or processing watermarked content; and

an IEEE 1394-1995serial bus port.

82. An optical disk using device comprising:

a secure processing unit; and

an IEEE 1394-1995 serial busport.

83. A device as in claim 82 wherein the secure processing

unit includes a channel manager.

84. A device as in claim 82 wherein the secure processing

unit executes a rights operating system in wholeor in part.

85. A device as in claim 82 wherein the secure processing

unit includes a tamper-resistant barrier.

86. A device as in claim 82 wherein the secure processing

unit includes an encryption/decryption engine.
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87. A rights cooperation method comprising:

(a) connecting an applianceto at least one further

appliance;

(b) determining whetherthe first and/or further appliance

and/or user(s) ofsaid first and/or further appliance have

appropriate rights and/or resources for performing an action; and

(c) selectively performing the action basedat least in part

on the determination.

88. A rights cooperation method comprising:

(a) connecting an applianceto at least one further

appliance;

(b) determining whetherthe first and/or further appliance

and/or user(s) of said first and/or further appliance have

appropriate security for performing an action; and

(c) cooperating betweenthe first and further appliance to

selectively perform the action.

89. A cooperative rights management arrangement

comprising:
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a communications arrangementthat allowsat least first and

second appliances to communicate; and

an arrangementthat processes at least one event based at

least in part on assessing and/or pooling rights and/or resources

betweenthe first and second appliances.

90. An optical disk using system and/or method including

at least some of the elements shown in Figure 1A.

91. An optical disk using system and/or method including

at least some of the elements shown in Figure 1B.

92. An optical disk using system and/or method including

at least some of the elements shownin Figure 1C.

93. An optical disk using system and/or method including

at least some of the elements shownin Figure 2A.

94, An optical disk using system and/or method including

at least some of the elements shownin Figure 2B.
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95. An optical disk using system and/or method including

at least some of the elements shown in Figure3.

96. An optical disk using system and/or methodusingat

least some of the elements shownin Figure 3A.

97. An optical disk using system and/or methodusing at

least some of the control set elements shown in Figure 3B.

98. An optical disk using system and/or method usingat

least some of the elements shownin Figure 4A.

99. An optical disk using system and/or methodusing at

least some of the elements shown in Figure 4B.
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100. An optical disk using system and/or method uSing at

least some of the elements shownin Figure 5.

101. An optical disk using system and/or method using at

least some of the elements shown in Figure 6,

102. An optical disk using system and/or method using at

least some of the elements shownin Figure 7.

103. An optical disk using system and/or method using at

least some of the elements shown in Figure8.

104. An optical disk using system and/or method using at

least someof the elements shown in Figure 9,

105. An optical disk using system and/or method using at

least some of the elements shown in Figure 10.
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106. An optical disk using system and/or method using at

least some of the elements shownin Figure 11.

107. An optical disk using system and/or method including

at least some of the elements shownin Figure 12.

108. An optical disk using system and/or method including

at least some of the elements shownin Figure 13.

109. An optical disk using system and/or method including

at least some of the elements shown in Figure 14.

110. A system and/or method including someorall of the

elements shown in Figures 15A-15C.

111. A system and/or methodas in any one of the

preceding claims, further including, in combination, any element

described in any one of the following prior patent specifications:

PCT Publication No. WO 96/27155;
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European Patent No. EP329681;

PCT Application No. PCT/US96/14262;

U.S. Patent Application Serial No. 08/689,606; and/or

U.S. Patent Application Serial No. 08/689,754.

112. A system or processasin any of the preceding

claims wherein the phrase “high capacity optical disk”is

substituted for “digital versatile disk.”

113. A method of clearing or otherwise processing

information resulting at least in part from one or more

digital versatile disk appliances and/or methods as defined

in any of the preceding claims.

114. A system and/or methodfor defining rules for

use in one or moredigital versatile disk appliances and/or

methodsas defined in any of the preceding claims.
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115. A system and/or method for defining rules and

associated contentfor use in one or moredigital versatile

disk appliances and/or methodsas defined in any of the

precedingclaims.

116. A system and/or method for producing an

optical disk for use with one or moredigital versatile disk

appliances and/or methodsas defined in any of the

preceding claims.

117. A system and/or methodfor clearing audit

information from one or more appliances and/or methodsas

defined in any of the preceding claims.

118. In an network including at least one electronic

appliance that reads information from and/or writes information to

at least one digital versatile disk optical storage medium, and

securely communicates information associated with at least one of
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payment, auditing, usage, access, controlling and/or otherwise

managing content recorded on the storage medium, a method of

processing said communicated information including the step of

generating at least one paymentrequest and/or order basedat least

in part on the information.

119. A method of defining at least one control set for

storage on a high capacity optical disk that can storage images,

audio, text and/or other information, the high capacity optical disk

for use by any of plural different electronic appliance types, the

method including the step of specifying at least one control that

provides different conditions and/or consequences depending

uponatleast one of the following:

electronic appliance class;

electronic appliance security;

electronic appliance userclass;

electronic appliance connectivity;
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electronic appliance resources;

electronic appliance access to resources; and

rights management cooperation betweenplural electronic

appliances.
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Description

Cross-Reference to Related Applications

[0001] This application claimspriority to applicant's
co-pending application having U.S. Serial No.
60/119,818 filed February 12, 1999 and applicant's co-
pending application having U.S. Serial No. 60/144,927
filed July 21, 1999.

Field of the Invention:

(0002) The present invention relates generally to
the field of bankcard transactions and more particularly
to a method and system for securely performing a bank-
card transaction utilizing an anonymous or alternate
card number.

Backgroundof the Invention

[0003] Transaction card transactions that occur
over the Internet today utilizing the transaction card
infrastructure are most commonly performed,for exam-
ple, by a cardholder transmitting his or her credit or debit
card numberover an encrypted link, using a standard
universally available web browser and server capability
such as Secure Sockets Layer (SSL) to the merchant
server. The link between the cardholder and the mer-

chant must be encrypted to prevent the card number
from being intercepted and fraudulently read by an
unauthorized third party. This type of fraud is sometimes
referred to as the man-in-the-middle attack. The linkis

encrypted so that no eavesdropper can listen in and
steal the card number. However, this method has a

numberof disadvantages.
[0004] For example, the cardholder must trust the
merchant with safeguarding the card number. This
leaves the cardholder vulnerable to a risk of fraud by a
merchantor its employees or a merchant whois honest
but who is nevertheless negligent in maintaining the
merchant's website against break-ins. This riskis great
enough to discourage customers from giving their card
numbers to merchant websites overthe Internet whom

they do not know or with whom they have no previous
experience.
[0005] The particularrisk is limited with credit cards
and debit cards by consumerprotection laws and asso-
ciation rules to a maximum exposure, such as $50 limit.
Further, the cardholder has an opportunity, for example,
with a credit card to dispute a charge beforeit is actually
deducted from the cardholder's account. However,it is
still a nuisance and a risk, and in the event offraud, it

may be necessaryfor the cardholder to be issued a new
card and card number. Therisk is greater with debit
cards, becausethelimitation of liability is not as clear,
and the charge is deducted from the cardholder's
accountbefore he or sheis informed. Thus, with a debit

card, the cardholderis placed in the position of having
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to dispute the deduction in order to regain his or her sto-
len funds.

[0006] Another disadvantage, for example, is that
when a merchant accepts a card number from a cus-
tomer over the Internet, the merchant has no way of
authenticating that the customer making the purchaseis
the actual cardholder. The transaction is treated as a

Mail Order/Telephone Order (MOTO) transaction, also
known as a "card not present" transaction. In such a
transaction, the merchant's transaction cost and expo-
sure is much greater than when a customeris physically
present at the point-of-sale. If the customer successfully
disputes having made the transaction, the merchant
paymentis reversed by the card issuer.
[0007] These disadvantagesprovide incentives for
a better approach to security for bankcard transactions
from the standpoint of both cardholders and merchants,
provided it is fast, simple and inexpensive. Many solu-
tions have been proposed to address this need, most
notably the Credit Card Association's standard specifi-
cation, Secure Electronic Transaction (SET) protocol. A
problem with solutions such as SETis that they impose
a significant cost and performance penalty, requiring
both cardholders and merchants to install special soft-
ware and/or hardware that add significantly to transac-
tion costs, in terms of both money and time.

Summary of the Invention

[0008] It is a feature and advantage of the present
invention to provide method and system for securely
performing a bankcard transaction which affordsall of
the account numberof security of the SET protocol as
well as the ability to authenticate the customer, while
maintaining the simplicity of sending a transaction card
numberover an encrypted link, such as SSL.
[0009] It is another feature and advantage of the
present invention to provide a method and system for
securely performing a bankcard transaction which elim-
inates transmitting the customer's actual card number
over the Internet to the merchant and likewise elimi-
nates the need for a secure link between the customer
and the merchant.

[0010] It is a further feature and advantage of the
present invention to provide a method and system for
securely performing a bankcard transaction, such as a
credit card or debit card transaction, that is fast and
easy to implement and that requireslittle, if any, mocifi-
cation to the existing Internet infrastructure.
[0011] To achieve the stated and other features,
advantages and objects, an embodiment of the present
invention provides a method and system for securely
performing an bankcard transaction in which a transac-
tion card user receives an alternate or anonymous card
numbertat is not the user's actual card numberbuttatis

designed, for example, to pass any validity checks
made by a merchant or the merchant's bank. Thealter-
nate or anonymous card numbercan be used only once
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within a limited time period and cannot be copied and
replayed. Upon receipt of the anonymous or alternate
card numberby the transaction card issuer, the anony-
mous card number can be associated bythe card issuer

[0017] In an embodiment of the present invention,
the anonymous card number generated by the transac-
tion card issuer is associated with a transaction card

number of the transaction card user, for example, by
with the proper cardholder and the cardholder's account 5 linking the anonymous card numberwith the transaction
can be authorized. card numberbyeither or both of the number generator

[0012] in an embodiment of the present invention, or the authorization processor of the transaction card
the transaction card user authenticates himself or her- issuer's server.

self, for example, to an authenticator of the transaction [0018] However, in the alternative aspect in which
card issuer's server. The transaction card user can 10 the anonymous card numberis generated at the trans-
authenticate himself or herself, for example, by entering action card user's local computing device, the anony-
transaction card userinformation at a computing device, mous card number ts linked with the transaction card
such as a personal computer, a personal digital assist- numberaccording to a pre-defined sequence synchro-
ant, or a smart card, coupled to the card issuer's server nization between the number generator of the local
over a network, such as the Internet. 15 computing device and the transaction card issuer's
[0013] In addition, in an embodiment of the present server.
invention,an electronic wallet application of the comput- [0019] In an embodiment of the present invention,
ing device can beutilized by the transaction card user the anonymous or alternate card numberis used in a
for sending the transaction card user information to the transaction by the transaction card user in place of the
transaction card issuer's server for user authentication. 20 transaction card user's transaction card number. For

The transaction card user information includes, for example, the transaction card user sends the anony-
example, one or more of a personal identification mous card numberto the merchant, whichin turn sends
number, a password, a biometric sample, a digital sig- it to the merchant’ bank with a request for authorization.
nature or the transaction card numberfor the transac- The merchant's bank sends the anonymous card
tion card user, and the transaction card user information 25 number over the card association networkto the trans-

can be encrypted. action card issuer. The transaction card issuer's author-
[0014] In an alternative aspect for an embodiment ization processor receives the anonymous card number
of the present invention, the transaction card user linked with the transaction card number and sends an
authenticates himself or herself with the transaction authorization back to the merchant via the card associ-

card userinformation at a local computing device, such 30 ation network and the merchant's bank.
as a personal computer, a personaldigital assistant, or [0020] In another embodiment of the present inven-
a smart card of the transaction card user.In this aspect, tion, the anonymousor alternate card numberis used in
the transaction card user authenticates himself or her- a transaction by the transaction card issuer after
self on an application of the transaction card user's local authenticating the user. For example, the transaction
computing device, such as an electronic wallet applica- 35 card user authenticates himself to the issuing bank, and
tion, by entering the transaction card user information the issuing bank sends the anonymous card number
on the application at the local computing device. directly to the merchant which, in turn, sends it to the
[0015] In an embodiment of the present invention, merchant's bank with a requestfor authorization.
when the transaction card user is authenticated by the [0021] In another embodiment of the present inven-
transaction card issuer, a number generator of the 40 tion, the transaction card user authenticates himself to
transaction card issuer's server generates an anony- the transaction card issuer, and the transaction card
mous card numberfor the transaction card user. How- issuer sends the anonymous card number, along with
ever, in the alternative aspectin which the transaction an authorization,directly to the merchant which, in turn,
card user authenticates himself or herself on an applica- sends both the anonymous card number and the
tion of the transaction card user's local computing 45 authorization to the merchant's bankforverification and
device, the anonymous card numberis likewise gener- processing. The transaction card user uses the actual
ated at the local computing device, for example, by a transaction card numberand the alternate card number
number generating application of the local computing for billing and communicating to its transaction card
device which is synchronized with the number generator user, and the alternate card number and authorization
of the transaction card issuer's server. 50 numberfor settlement with the merchant bank and card

{00716] The anonymous card numberfor an embod- processing network.
iment of the present invention is generated according to [0022] Additional objects, advantages and novel
a number generating scheme, such as a random features of the invention will be set forth in part in the
numbergenerating algorithm, a random sequence gen- description whichfollows, and in part will become more
erator, and/or a secure-hashing algorithm. Further, the 55 apparent to those skilled in the art upon examination of
anonymouscard numberis generated accordingto pre-
defined parameters limiting its use to the particular
transaction and/or for a predetermined time period.

the following or may be learned by practice of the inven-
tion.
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Brief Description of the Drawings

[0023]

Fig. 1 is a schematic diagram which illustrates an
overview of examples of key components and the
flow ofinformation between the key components for
an embodimentof the present invention in which an
anonymous or alternate card numberis sent to a
cardholder by a card issuer for use in an on-line
bankcard transaction;

Fig. 2 is a flow chart whichillustrates an example of
the process of the cardholder performing a bank-
card transaction using the anonymousoralternate
card number which was sent to the cardholder by
the card issuer for an embodiment of the present
invention;

Fig. 3 is a schematic diagram which illustrates an
overview of examples of key components and the
flow of information between the key componentsfor
an embodimentof the present invention in which an
anonymousor alternate card numberis generated
at the cardholder's computing device for use in an
on-line bankcard transaction;
Fig. 4 is a flow chart whichillustrates an example of
the process of the cardholder performing a bank-
card transaction using the anonymousoralternate
card number which was generated at the card-
holder's computing device for an embodiment of the
presentinvention;
Fig. 5 is a schematic diagram which illustrates an
overview of examples of key components and the
flow of information between the key componentsfor
an embodiment of the present invention in which an
anonymousor alternate card numberis generated
a point of sale for the cardholder; and
Fig. 6 is a diagram whichillustrates a sample of a
Linear Feedback Shift Register used to generate
anonymous or alternate card numbers for an
embocimentof the present invention.

Detailed Description of the Invention

[0024] Referring now in detail to an embodimentof
the invention, an example of whichis illustrated in the
accompanying drawings, Fig. 1 is a schematic diagram
whichillustrates an overview of examples of key compo-
nents and the flow of information between the key com-
ponents for an embodiment of the present invention in
which an anonymous card number is sent to a card-
holder by a card issuer for use in an on-line bankcard
transaction. An embodiment of the present invention
involves a numberof entities, such as a cardholder 2, a

merchant 4, a merchant (acquiring) bank 6, and a card
issuer 8. An embodiment of the present invention also
makes use, for example, of computer hardware and
software, such as a cardholder's computing device 10. a
merchant's website server 12, and a card issuer's
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server 14, each coupled over a network, such as the
Internet 16, as well as a merchant (acquiring) bank
server 18 coupled to the merchant server 12 and also
coupled to the issuing bank server 14 over a card asso-
ciation network 20. In addition, the card issuer's server
comprises, for example, an authenticator 22, an alter-
nate card number generator 24, and an authorization
processor 26.

[0025] In an embocimentof the present invention,
the cardholder 2 receives an alternate card number

(referred to herein as either "anonymous card number"
or “alternate card number") from the cardholder's issu-
ing bank 8 that is not the cardholder's actual card
number. The anonymous card numberis issued after
the cardholder 2 authenticates himself or herself directly
to the cardholder's card issuer 8. The anonymous card
numberis utilized only once within a limited period of
time. It is designed to pass any validity checks made by
the merchant 4 and the merchant's bank 6 and cannot

be copied and replayed. Uponreceiptof the anonymous
card number for authorization, the anonymous card
number can be associated by the issuing bank 8 with
the proper cardholder 2 and the cardholder's account
and can he authorized.

[0026] Fig. 2 is a flow chart whichillustrates an
example of the processof the user 2 performing a bank-
card transaction using the anonymousor alternate card
number for an embodiment of the present invention in
which the anonymous card number is sent to the card-
holder 2 by the card issuer 8. At S1, the merchani’s
server 12 sends a request over the Internet 16 to the
user 2 at the user's computing device 10 for a transac-
tion card numberin connection with an on-line transac-

tion for the user 2. At S2, the user 2 receives the request
at the user's computing device 10 and sends a request
overthe Internet 16 to the card issuer's server 14 for an

alternate card number. At $3, the card issuer's authen-

ticator 22 receives the request, authenticates the user 2
and obtains an alternate card number linked to the
user's actual card number from the card issuer's

number generator 24, and sends the alternate card
numberover the Internet 16 to the user 2 at the user's

computing device 10. At S4, the user 2 at the user's
computing device 10 sends the alternate card number
overthe Internet 16 to the merchant’ server 12.

[0027] Referring further to Fig. 2, in an embodiment
of the present invention, at S5, the merchant's server 12
receives and sends the alternate card number to the

merchant (acquiring) bank's server 18 with a request for
authorization. At S6, the merchant (acquiring) bank's
server 18 receives the request for authorization and
sends the request with the alternate card number over
the card association network 20 to the card issuer's

server 14. At 87, the card issuer's authorization proces-
sor 26 receives the request for authorization, links the
alternate card number to the user's actual accountfor
authorization, and sends an authorization for the alter-

nate card number to the merchant (acquiring) bank's
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server 18 over the card association network 20. At S8,

the merchant (acquiring) bank's server 18 receives the
authorization and sendsit to the merchant's server 12.

At S9, the merchant's server 12 receives the authoriza-

erated at the cardholder's computing device 10. Refer-
ring to Fig. 4, at $10 , the merchant server 12 sends a
request for a transaction card number overthe Internet
16 to the cardholder 2 at the cardholder's computing

tion and completesthe transaction with the user2. 5 device 10. At S11, the cardholder2 receives the request

[0028] Referring again to Fig. 2, in an embodiment at the cardholder's computing device 10, and the
of the presentinvention, the cardholder 2 authenticates numbergenerating software 30 at the cardholder's com-
himself or herself on-line over a secure (encrypted) line puting device 10 generates and sendsanalternate card
with the cardholder's issuing bank8 at S2, utilizing, for number to the merchant's server 12. At $12, the mer-
example, an electronic wallet 28 as shown in Fig. 1. 10 chants server 12 receives the alternate card number
When the cardholder 2 is authenticated, he or she and sends a requestfor authorization with the alternate
receives the anonymous card number over the same card numberto the merchant (acquiring) bank's server
line at S3. Alternatively, at S3, the cardholder 2 can 18.
have the anonymous card number sent by the card [0032] Referring further to Fig. 4, in an embodiment
issuer 8 directly to the merchant 4, in which case, itis 15 of the presentinvention, at $13, the merchant (acquir-
not necessary for the cardholder 2 to send the anony- ing) bank's server 18 receives the request and sends
mous card numberto the merchant 4 at S4. the request over the card association network 20 to the
[0029] Referring once moreto Fig. 2, in an embodi- card issuer's server 14. At S14, the card issuer's alter-
ment of the present invention, the cardholder 2 authen- nate card number generator 24 receives the request,
ticates himself or herself to the cardholder's issuing 20 generates the next number in sequence synchronized
bank8 bytyping in his or her card number and a secret to the cardholder's software 30, links the alternate card
PIN or password or hash of a PIN or password at the numberto the cardholder's actual card number, and
user's computing device 10 and sending it over an sends the cardholder's actual card numberto the card
encrypted link to the issuing bank 8 at S2. The issuer's authorization processor 26. At S15, the card
encrypted link ensures that no third party can eaves- 25 issuer's authorization processor 26 receives the card-
drop and steal the card number and PIN. The card- holder's actual card number and sends an authorization
holder 2 can feel secure that the card number, PIN or over the card association network 20 to the merchant

password or hashed PIN or password are safe with the (acquiring) bank's server 18. At S16, the merchant
issuing bank8, asthe issuing bank 8 already knows and (acquiring) bank's server 18 receives the authorization
safeguardsthis information. Because the cardholder 2. 30 and sendsit to the merchant's server 12. At S17, the
authenticates himself or herself with a PIN or password, merchant's server 12 receives the authorization and
the issuing bank 8 can authenticate the cardholder 2 to completes the transaction with the user2.
the merchant 12. If the transaction or the customer's [0033] In another aspect of an embodiment of the
history warrants, the issuing bank 8 can require more present invention, the card issuer 8, such as a bank,
secure authentication, such as additional secrets, 35 provides an electronic wallet system, including, for
matching biometrics, and/ordigital signatures. example, an electronic wallet server. In this aspect, the
{0030] In an alternative aspect of an embodiment of issuing bank 8 matches the anonymous card number
the present invention, the issuing bank 8 caninstall soft- with the actual user account.If the electronic wallet gen-
ware on the cardholder's PC or information appliance erates an anonymous card number for the cardholder 2
10, such as a smart card or personal digital assistant 42 for which the wallet server is not the issuing bank, then
(PDA) type computing device, that can generate the the anonymous card numberis sent back to the wallet
anonymous card numberafter the cardholder 2 identi- server for matching the anonymous card number with
fies himself or herself to the software and/or appliance the actual user card number and for sending it to the
10. Fig. 3 is a schematic diagram whichillustrates an issuing bank 8 for authorization. In this situation, the
overview of an example key components and the flow of 45 electronic wallet, in effect, performs an acquiring bank
information between the key components for an alter- function.
nate aspect of an embodimentof the present invention [0034] Another aspect of an embodiment of the
in which an anonymouscard numberis generated at the presentinvention enables the cardholder 2 to perform a
cardholder's computing device 10 in an on-line transac- transaction, such as a purchase,at a physical point-of-
tion. In this aspect, the card issuer 8 can install software 50 sale without revealing the cardholder's true card
30 on the cardholder's computing device 10, which can number. Fig. 5 is a schematic diagram whichillustrates
be a personal computer (PC) or hardware token, such an example of key components andtheflow of informa-
as a smartcard, that generates the anonymous card tion between the key components for an aspect of an
numberlocally upon authentication of the cardholder2. embodiment of the presentinvention in which an alter-
{0031] Fig. 4 is a flow chart which illustrates an 55 nate card number is generated at a point-of sale for a
example of the processof the user 2 performing a bank-
card transaction for an embodiment of the present
invention in which the anonymous card numberis gen-

bankcard transaction. This aspect makes use,for exam-
ple, of a card 32 with no embossed numberbut with an
input device 34, such as a keypad,a display 36, such as
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a liquid crystal display (LCD), and a magnetic stripe 38
whose recording can be altered by an internal micro-
processor40 in the card. This aspectutilizes a point-of
sale card device 42 coupled to the merchant (acquiring)
bank's server 18, which is coupled over the card associ-
ation network 20 to the card issuer's server 14.

[0035] Referring to Fig. 5, in the process of the user
2 performing a point-of-sale bankcard transaction for an
embodiment of the presentinvention, the user 2 enters
a password onio the input device 34, such as the key-
pad, or alternatively the user 2 enters a biometric, such
as a fingerprint, onto the input device 34, such as a bio-
metric input device. Upon entering the correct password
or biometric onto the input device 34, the anonymous
card numberis displayed on the LCD 36 as the card
number, and when the card 32 is dipped in the card
device 42, the magnetic strip 38 outputs the anonymous
card number. The remainder of the process for the
point-of sale bankcard transactionis the similar to steps
$11 through S17 of the process of the user performing
an on-line bankcard transaction in which the anony-
mous number is generated at the user's computing
device 10 illustrated in Fig. 4.
[0036] Alternatively, in the foregoing aspect of an
embodiment of the present invention, when the card 32
is dipped in the card device 42, it can producethe actual
numberof the cardholder, but the display 36 shows an
anonymous number. In this situation, a fraudulent mer-
chant cannot read the cardholder's actual card number.

The anonymous numberthat is displayed can be for a
one-time use, in case the numberis manually entered at
the pointof sale, but it cannot be copied and reused. In
this case, a fraudulent merchant can conceivably obtain
the cardholder's actual card number by skimming the
magnetic strio 38, but properties of the magnetic strip
38 can be adjusted to make skimming and copyingdiffi-
cult. The same process can be used, for example,for a
telephone order in which, after user activation and
authentication, the cardholder's device 10 transmits an

alternate card numberthrough the telephone system to
the merchant 4.

[0037] In an embodiment of the present invention,
the assigned one-time use anonymous card number
passesvalidation by the merchant 4 and the merchant's
bank 6, because it has all the required digits in the
proper position. The anonymous card numberalso has
the properrouting digits to ensure that the transaction is
sentto the correct issuing bank 8 for authentication and
authorization approval. When the issuing bank 8
receives the number and requested charge for authori-
zation, it sends the anonymous card numberto a spe-
cial front-end processor 24. The processor 24 can be
implemented as a standalone hardware processor,orit
can simply be, for example, a software module co-
located inside the main authorization processor 26.
[0038] The front-end processor 24 for an embodi-
mentof the present invention maintains a link between
the actual card number and the generated anonymous
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card numberand the time frame during whichthelinkis
valid. If a match occurs, and the anonymous card
number has not already been used or expired, it is
replaced with the actual card numberand sent on to the
normal card processing authorization system 26.
Therefore, the requested transaction charge is author-
ized and linked to the cardholder's account bythe card-
holder's issuing bank 8 as long as the anonymous
number matches the numberprovided by the issuing
bank8 orits hardware/software token 30 and as long as
it has not already been used or passed the expiration
period.

[0039] In an embodimentof the presentinvention, if
the transaction is rejected, the cardholder 2 must go,for
example, to a website of the cardholder's issuing bank 8
and request a new anonymous card number. The ran-
domly selected anonymous card numberis good only
for one validation, and a new randomly selected number
will not be assigned until the first randomly assigned
numberis either used or expires, whichever occursfirst.
Anyreceipts provided to the customer 2 must show the
anonymous account number and the time of the trans-
action. The issuing bank 8 maintains the anonymous
numbers and their links to true account numbers and
the date and time of the transaction in order to investi-

gate transactions disputed by the customer2.
[0040] In the implementation of the method and
system for an embodimentof the presentinvention, the
anonymousoralternate card numberis a numberthatis
not the cardholder's actual card number. The issuing
bank 8 associates the number with the cardholder's
actual card numberfor one-time use overa limited time-

duration, such as 15 to 30 minutes. The anonymous
card number is generated by substituting new anony-
mous numbersfor the actual numbers in selected posi-
tions of the cardholder's number.

[0041] There are a number of ways the anonymous
card numbers are generated for an embodimentof the
present invention. The generation of anonymous card
numbers involves, for example, using a random number
generation scheme with the additional requirementthat
the same number cannot be valid for more than one

transaction during the same time period. Associated
with the particular random numberis the time that it was
generated, along with a fixed period of time for which
the number can be validly associated with the card-
holder2.

[0042] The assigned anonymousoralternate card
numberfor an embodiment of the present invention can
comprise, for example, 9 to 11 digits. For example, the
ISO 7812 Identification Cards - Numbering System and
Registration Procedure for issuer identifiers specifies
that a valid card numberconsists of a bank identification

number, plus an individual account identifier, plus a
checkdigit. The bank identification number(BIN)is the
first four or six digits of the numberandis used for rout-
ing to the proper bank, such as the card issuer 8. The
individual accountidentifier is a personal or individual
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number assigned by the card issuing institution 8 for
purposes of identifying an individual account. The
checkdigit is the checksum calculated from the rest of
the number.

the merchant 4 includes the anonymous card number.

[0047] In one aspect of an embodiment of the
present invention, the anonymous or alternate card
numberis generated at the issuing bank server 14 and

{0043] Most commonly issued credit card numbers 5 transmitted either directly to the merchant 4 or to the
comprise 16 digits. For example, a valid credit card cardholder's PC or token 10 for relay to the merchant 4.
numberfor a financial institution, such as issuing bank However, in an alternate aspect of and embodimentof
8, can be AAAAAA XXXXXXXXX C, where AAAAAA the present invention, the anonymous card numberis
represents the BIN andis fixed, XXXXXXXXXare nine generated locally at the cardholders PC or hardware
arbitrarily assigned digits, and C represents the check- 10 device 10, such as a smart card, personaldigital assist-
sum and is calculated from the other digits. Thus, the ant (PDA) type device, or Security Dynamics type card.
card issuer 8 can arbitrarily set 9 or 11 of the 16 digits to The local/client software 30 can be downloaded from
any numberfor the one-time use, adjust the checksum the issuing bank server8orinstalled.
to its new correct value, and the card numberwill check [0043] In an embodimentof the present invention, if
out as valid by the validation systems of the merchant4 15 the customer 2 or the customer's electronic wallet 28 is
and the merchant's bank 6. A bankdesiring to use this asked to re-present the alternate card numberin case,
scheme must obtain a new BIN to be used exclusively for example, its transmission to the merchant 4 was not
for Internet transactions. This eliminates the need of received or was received garbled, the alternate card
preventing the issuance of a one-time use numberthat numberis resent unlessit has already expired.If it has
is duplicative of existing or hot-carded numbers. 20 expired, a new alternate card numberis generated and
[0044] Alternatively, in an embodiment of the sent. If the authorization was completed the first time
present invention, the bank, such as issuing bank8, can the alternate card number was presented, then it can be
use an existing BIN by reserving one or more special recognized as a duplicate charge by the merchant4if
digits in one or more specially designated positions to the alternate card numberis the same, since there are
identify the card number as an anonymous card 25 two charges for the same amount with the samealter-
number, such as AAAAAA S XXXXXXXXX C, where S nate card number. If the merchant4 is sent a new alter-
is the special symbol in designated position number nate card number, then the customer 2 and his or her
seven.If there are already existing real card numbers issuing bank 8 will recognizeit, because the customer's
with symbolSin position number7,it is not possible to credit card statement will reflact a double charge
use these numbers as anonymous card numbers, and 30 against the customer's actual card number, which was
they must be rejected as valid anonymous card num- correctly substituted for the alternate card numbers both
bers by the anonymous number generator. In such times.
case, the bank hasonly 8 or 10 digits available to assign [0049] In an embodimentof the present invention, if
an anonymous card number. Longer numbers can be the merchant 4 receives the alternate card numberbut
generated if the card association standards are modi- 35 is asked by the merchant bank6 to re-present, orif the
fied to allow longer bit streams, or if the participating merchant bank6 is asked by the credit card network 20
financial institutions agree to accept these longer bit to re-preseni, thenthe original alternate card numberis
streams. re-presented, whetheror not the alternate card number
[0045] In an embodiment of the present invention, has already expired. If the alternate card number has
the assigned one-time use anonymous card number 40 expired, the transaction will not be approved, and the
passes validation by the merchant 4 and merchant's customer 2 or the customer's electronic wallet 28 is
bank 6 because it has all the required digits in the requested to send a new alternate card number, which
properposition. It is passed to the correct issuing bank it will do. If the alternate card number has expired or
8 because the BIN is correct. The anonymous card timed-out by the time it reaches the issuing bank 8 for
number is correctly associated with the cardholder's 45 authorization approval, the authorization is denied, and
actual card numberby the cardholder's issuing bank 8, the customer 2 or the customer's electronic wallet 28
as long as it has not passed the expiration period. The must resubmit.
cardhclder's issuing bank 8 substitutes the cardholder's [0050] In an embodimentof the present invention, if
actual card number for the anonymous card number the card network 20 stands-in because the authoriza-
and passes the numberalong for normal authorization. 60 tion by the issuing bank 8 takestoo long, then the issu-
{0046] In an embodimentof the presentinvention, if ing bank 8 treats the charge as valid, just as it would in
the transaction is rejected because the anonymous card any other stand-in situation. The issuing bank 8 knows
number does not pass the match test, the cardholder 2 the actual card numberwith which the chargeis associ-
must go to the website of the cardholder's issuing bank ated, because the issuing bank 8 can matchthe alter-
8 and request a new number. The assigned anonymous 55 nate card numberwith the actual card number.
card number is good for only one validation. A new
anonymous numberwill not be assigned until the first
numberis either used or expires. Any response backto

[0051] In an embodiment of the present invention,
in order to handle any disputes, the issuing bank 8
maintains a log for each transaction of the merchant4,
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with the amount, the alternate card number and the
actual card number. The merchant 4 can trace the mer-

chant's sale to the alternate card number, and the cus-

tomer 2 can trace his or her purchasevia the customer's
actual card number. The issuing bank 8 can associate
or match the two because it has a record of the alter-
nate card numberthat is associated with the actual card
numberfor the transaction. if the alternate card number

is used for two transactions, the issuing bank 8 can spot
that situation as well. In fact,if there is an attempt to use
the samealternate card numbertwice for two different

charges, the issuing bank 8 will deny the second
attempt.

[0052] In an embodiment of the present invention,
anonymous card numbers can be generated in several
different ways. For example, the anonymous card
number sequences can either be continuously gener-
ated at fixed time intervals or at each new request
event. This can be achieved a number of ways, such as
Security Dynamics algorithm, a random sequence gen-
erator, and a secure-hashing algorithm. If the issuing
bank, such as card issuer 8, that assigns the anony-
mous card sequenceis the same bank thatvalidatesit,
there is no need to synchronize clocks.
[0053] In an embodiment of the present invention, if
a numberis generated that has already been assigned
and has not yet expired,it will not be assigned, but a
new numberwill be generated. The shorter the expira-
tion period, and the moredigits in the assigned number
sequence,thelesslikelinood there is that such a conflict
will occur. The anonymous numbergenerator algorithm
is designed to only issue new numbers that do not con-
flict with already issued and non-expired anonymous
numbersor already assigned actual card numbers. This
meansit is designed to prevent the generation of a con-
flict or is capable of generating a new numberwithin
acceptable delays, not exceeding, for example, a couple
of seconds, when a conflict does arise.

[0054] Alternatively, in an embodiment of the
presentinvention, the issuing bank can run a numberof
anonymous number generatorsin parallel, so tat if one
such generator generates a duplicate, a non-duplicate
numbercan be obtained from one of the other number

generators, or a batch of alternative numbers can be
generated in advance from which the next alternative
number can be selected. In an embodiment of the

present invention, a single common number generator
can be employed to serviceall cardholder's requests, or
a different number generator can be dedicated to each
active cardholder or to some subset of the total card-

holder population.
[0055] In an embodiment of the present invention,
the expiration interval is not so short that it expires
before the cardholder 2 has time to send the sequence
to the merchant 4 and have it processed and relayed
through the merchant bank6 back to the issuing bank 8.
For this purpose, the expiration interval is at least, for
example, about 15 minutes, but the expiration intervalis
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adjustable to fit the application and situation. If a new
card number sequenceis assigned every second, 900
sequences must be generated every 15 minutes, and a
typical sequenceis 9 to 11 digits long. A 9-digit number
generator is designed to produce 1 billion, or 10 to the
ninth power, of non-duplicate sequences before it
repeats, ensuring that it will not produce a repeat
sequence within a 15 minute interval during which 900
sequences are generated.

[0056] An embodiment of the present invention
makes useof any of a numberof alternate card number
generating algorithms. For example, Linear Congruen-
tial Generators are pseudo random sequence genera-
tors of the form:

Xn = (aXni +b) mod m

Where Xn = nth numberof the sequence, Xn1= previ-
ous numberof the sequence, a, b and m are constants
wherea is called the multiplier, b is called the increment
and m is called the modulus. When a, b, and m are

properly chosen, they can produce a pseudo-random
sequence of maximal length, period m before they
repeat themselves. Linear Congruential Generators are
fast algorithms, but the output of a Linear Congruential
Generator is not cryptographically secure. In other
words, a cryptographercan, in a practical period of time,
determine the next numberof the sequence from exam-
ining past numbersin the sequence. Thusthis algorithm
can be vulnerable to attack.

[0057] However, with this algorithm for an embodi-
mentof the presentinvention, an eavesdropper cannot
obtain past numbers in the sequence when they are
sent over encrypted lines. In that case, it would be nec-
essary for the eavesdropperto collect the numbers at a
merchant server, and these numbers may not be in
sequential orderat the particular merchant, since shop-
pers frequent a number of merchantsin relatively ran-
dom order. The cardholder can be prevented from
collecting a sequence of alternate card numbers by
selecting the alternate card numberfrom a collection of
alternate number generators used to supply numbers to
multiple cardholders. This decreases the likelihood that
a single eavesdropper can capture a sufficiently long
sequence of anonymous numbers from a single anony-
mous number generator to enable reverse engineering.
[0058] Linear Feedback Shift Registers can also be
used to produce pseudo-random sequences of num-
bers for an embodiment of the present invention, and
can be designed to be maximal length. Fig. 6 is a dia-
gram whichillustrates a sample Linear Feedback Shift
Register for generating anonymous or alternate card
numbers for an embodiment of the present invention.
The Linear Feedback Shift Register is only one such
method for generating a random number. Alternatively,
a random numbercould be used as a seed to a crypto-
graphic hash algorithim or digital signature algorithim
for any of the other methods discussed below. Linear
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Feedback Shift Registers are also fast and also not
cryptographically secure, but they can be combined to
produce sequences that, although they cannot be
provento be cryptographically secure, are not known to

then the issuing bank 8 can identify and keep track of
which purchases were madeoverthe Internet and with
which merchants. This information can be used for both

fraud management and control purposes and for mar-
have been broken. Examplesinclude the "Bilateral Stop 5 keting purposes, such as special merchant promotions
and Go Generator" and the "N Threshold Generator". or promotions to customers for purchases made over

[0059] Another approach for an embodiment of the the Internet. Similarly, it can be used to keep track of
present invention employs a symmetric cryptographic purchases madeover the telephoneand thelike.
algorithm known to be secure, such as RC4 by RSA [0064] In another aspect of an embodiment of the
Data Security, which requires more processing power. If 12 present invention, when a server-based wallet, such as
the issuing bank server generates and matches the the user's electronic wallet 28, is used, it is technically
sequence,itis not necessaryfor the key to be shared or possible for the wallet 28 to receive the merchant pay-
distributed. There is a certain degree of risk even when ment request form and not only to generate the alter-
using cryptographic algorithms that are known to be nate number, but also to pre-approve the purchase and
secure. Over time, as computers grow in power, previ- 15 to provide the merchant4 with an alternate card number
ously secure cryptographic algorithms can succumb to and an authorization code simultaneously. Although
practical attacks. For example, 40-bit Data Encryption technically possible, it would be necessary to have such
Standard (DES) is no longer considered secure against a process approved by the card association. However,if
attacks, as today's affordable computers have been permitted, such a process has several advantages.
shown to have sufficient power to break this algorithm 20 From the merchant's perspective, for example,it saves
within reasonable timeframes in a matter of hours. the merchantthe time required to make an authoriza-
[0060] Another approach to generating anonymous tion. Timeis critical for transactions made overthe Inter-
or alternate card numbers for an embodiment of the net.

presentinvention is to pick numbers in a sequence from [0065] In an effort to make the shopping experience
tables of known truly random numbers, such as RAND 25=fast and convenient for users, many merchants actually
tables. The actual selection of numbers from this table take the credit card number and do not even attempt to
can be randomized using one of a numberof tech- obtain a credit authorization in real-time. Rather, they
niques such as the ones described above. Alternatively, batch the transactions up and obtain authorizations
a random sequence can be generated from some actual after the tact. In that case, a merchant mayfind after the
random physical process, such as measuring keyboard 30 fact that the authorization was declined, and it becomes
latency, or electrical noise out of an electronic device. necessary for the merchant to get back in touch with a
{0061] In an embodimentof the present invention, consumer. In the caseof digital goods, knowledgeof the
pseudo-random numbers sequences can be madestill denial maylikely occur after the digital goods and serv-
further cryptographically secure by combining tech- ices are already beendistributed.
niques, such as Linear Feedback Shift Register orsym- 35 [0066] In the aspect in which the server-based wal-
metric algorithms to select numbers from a random let 28 also pre-approves the purchase and provides the
numbertable, which are then cryptographically hashed merchant 4 with an alternate card number and authori-
with an algorithm such as Secure Hash Algorithm zation code simultaneously, in the bank's case, this
(SHA). authorization flow eliminates the risk of stand-in, in
[0062] An aspect of an embodiment of the present 42 which the issuing bank, such as card issuer 8,is unable
invention also provides a general means of an agent to get back fast enough, and the card association
authentication. For example, a user can authenticate stands-in for the issuing bank 8 and automatically
himself or herself to the user's agent and receive an approves the transaction, with the issuing bank8 still
authenticating number. The authenticating number assumingtherisk of collection.
serves, for example, as a kind of one-time authentica- 45 [0067] Various preferred embodiments of the inven-
tion token thatis issued to the user and can be used to tion have been described in fulfillment of the various

enable the user to authenticate himself or herself to any objects of the invention. It should be recognized that
other service, without the need for additional passwords these embodiments are merely illustrative of the princi-
or secrets. ples of the present invention. Numerous modifications
[0063] In another aspect of an embodiment of the 60 and adaptationsthereof will be readily apparent to those
present invention, since the alternate card numberis skilled in the art without departing from the spirit and
generated on a pertransaction basis, it can be used by scope of the present invention. Accordingly, the inven-
the card processor, such as card issuer 8, to keep track tion is only limited by the following claims.
of where (over what channel) and to whom (what mer-
chant numberwas used). For example, ifthe requestfor 55 Claims
an alternate number was requested at a wailet, such as
the user’s electronic wallet 28, over the Internet to be

supplied to an Internet merchant, such as merchant4,
1. Amethod for performing a transaction by a transac-

tion card user, comprising:
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authenticating the transaction card user;

generating an anonymous card numberfor the
transaction card user;

associating the anonymous card numberwith a
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The method of claim 1, wherein authenticating the
transaction card user further comprises authenti-
cating the transaction card userat a local comput-
ing device.

transaction card numberof the transaction card 5

user; and 13. The method of claim 12, wherein the local comput-
authorizing the transaction with the anonymous ing device further comprises one of a personal
card numberfor the transaction card user. computer, a personaldigital assistant, and a smart

card.

2. The method of claim 1, wherein authenticating the 16
transaction card user further comprises authenti- 14. The method of claim 12, wherein authenticating the
cating the transaction card user by a transaction transaction card user further comprises authenti-
card issuer. cating the transaction card user by an application

on the local computing device.
3. The method of claim 2, wherein authenticating the 15

transaction card user further comprises authenti- 15. The method of claim 14, wherein the application of
cating the transaction card user by a server of the the local computing device further comprises an
transaction card issuer. electronic wallet application.

4. The method of claim 2, wherein authenticating the 26 16. The method of claim 12, wherein authenticating the
transaction card user further comprises receiving transaction card user further comprises receiving
transaction card userinformation bythe transaction transaction card user information by an application
card issuer. on the local computing device.

5. The method of claim 4, wherein receiving the trans- 25 17. The method of claim 16, wherein the transaction
action card user information further comprises card userinformation further comprisesat least one
receiving the information from the transaction card of a personal identification number, a password, a
user. biometric sample, a digital signature, and a transac-

tion card numberfor the transaction card user.

6. The method of claim 5, wherein receiving the trans- 3c
action card user information further comprises 18. The method of claim 1, wherein generating the
receiving the information at a computing device anonymous card numberfurther comprises gener-
coupled to a serverof the transaction card issuer. ating the anonymous card numberby a transaction

card issuer.

7. The method of claim 6, wherein receiving the trans- 35
action card user information further comprises 19. The method of claim 18, wherein generating the
receiving the information by the transaction card anonymous card numberfurther comprises gener-
issuer's serverin encrypted form. ating the anonymous card number by a server of

the transaction card issuer.

8. The method of claim 6, wherein receiving the trans- 4c
action card user information further comprises 20. The method of claim 19, wherein generating the
receiving the information at the computing device anonymous card numberfurther comprises gener-
coupled over a global network to the transaction ating the anonymous card number by a number
card issuer's server. generatorof the transaction card issuer's server.

45

9. The method of claim 6, wherein the computing 21. The method of claim 1, wherein generating the
device further comprises a personal computer. anonymouscard numberfurther comprises gener-

ating the anonymous card numberat a local com-
10. The method of claim 9, wherein the computing puting device.

device further comprises an electronic wallet appli- 4c
cation of the personal computer. 22. The method of claim 21, wherein generating the

anonymous card numberfurther comprises gener-
11. The method of claim 6, wherein receiving the trans- ating the anonymous card number by a number

action card user information further comprises generating application on the local computing
receiving at least one of a personal identification 55 device.
number, a password, a biometric sample, a digital
signature, and a transaction card numberfor the 23. The method of claim 22, wherein generating the
transaction card user. anonymous card numberfurther comprises gener-

10
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ating the anonymous card number by the number
generating application on the local computing
device synchronized with a number generator of a
transaction card issuer.

The method of claim 1, wherein generating the
anonymous card numberfurther comprises gener-
ating the anonymous card number according to
pre-defined parameterslimiting use of the anony-
mous card numberexclusivelyto the transaction by
the transaction card user.

The method of claim 1, wherein generating the
anonymous card numberfurther comprises gener-
ating the anonymous card number according to
pre-defined parameters limiting use of the anony-
mous card numberto a predetermined time period.

The method of claim 1, wherein generating the
anonymous card numberfurther comprises gener-
ating the anonymous card number according to a
pre-selected number generating scheme selected
from a group of schemes consisting of a random
number generating algorithm, a random sequence
generator, and a secure-hashing algorithm.

The method of claim 1, wherein associating the
anonymous card numberfurther comprises associ-
ating the anonymous card numberwith the transac-
tion card user's transaction card number by a
transaction card issuer.

The method of claim 27, wherein associating the
anonymouscard numberfurther comprises associ-
ating the anonymous card numberwith the transac-
tion card user's transaction card number by a
serverof the transaction card issuer.

The method of claim 28, wherein associating the
anonymous card numberfurther comprises linking
the anonymous card number with the transaction
card user's transaction card number by a number
generatorof the transaction card issuer's server.

The method of claim 29, wherein associating the
anonymous card numberfurther compriseslinking
the anonymous card number with the transaction
card user's transaction card number by an authori-
zation processor of the transaction card issuer's
server.

The method of claim 1, wherein associating the
anonymous card numberfurther compriseslinking
the anonymous card number with the transaction
card user's transaction card numberaccording to a
pre-defined sequence synchronization with a
number generator of a local computing device.
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The method of claim 31, wherein associating the
anonymous card numberfurther compriseslinking
the anonymous card numberwith the transaction
card user's transaction card numberby a server of
a transaction card issuer.

The method of claim 1, wherein authorizing the
transaction further comprises authorizing the trans-
action by a transaction card issuer.

The method of claim 33, wherein authorizing the
transaction further comprises authorizing the trans-
action by an authorization processorof the transac-
tion card issuer.

The method of claim 34, wherein authorizing the
transaction further comprises receiving the anony-
mous card numberlinked to the transaction card
user's transaction card number.

The method of claim 1, wherein authorizing the
transaction further comprises sending the authori-
zation with the anonymous card numberto a mer-
chantfor the transaction card user.

A system for performing a transaction by a transac-
tion card user, comprising:

means for authenticating the transaction card
user;

means for generating an anonymous card
numberfor the transaction card user;

means for associating the anonymous card
numberwith a transaction card numberof the

transaction card user; and

meansfor authorizing the transaction with the
anonymous card number for the transaction
card user.

The system of claim 37, wherein the means for
authenticating the transaction card user further
comprises a serverof a transaction card issuer.

The system of claim 38, wherein the means for
authenticating the transaction card user further
comprises a computing device coupledto the trans-
action card issuer's serverfor receiving transaction
card user information.

The system of claim 39, wherein the means for
authenticating the transaction card user further
comprises meansofat least one of the computing
device and the transaction card issuer's server for

encrypting the transaction card user's information.

The system of claim 40, further comprising the
computing device coupled over a global network to
the transaction card issuer's server.
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The system of claim 41, wherein the computing
device further comprises a personal computer.

The system of claim 42, wherein the computing
device further comprises an electronic wallet appli-
cation of the personal computer.

The system of claim 42, wherein the transaction
card user's information further comprises at least
one of a personal identification number, a pass-
word, a biometric sample, a digital signature, and a
transaction card number for the transaction card
user.

The system of claim 37, wherein the means for
authenticating the transaction card user further
comprises a local computing device.

The system of claim 45, wherein the local comput-
ing device further comprises one of a personal
computer, a personaldigital assistant, and a smart
card.

The system of claim 46, wherein the means for
authenticating the transaction card user further
comprises an application on the local computing
device.

The system of claim 47, wherein the means for
authenticating the transaction card user further
comprises an electronic wallet application of the
local computing device.

The system of claim 45, wherein the means for
authenticating the transaction card user further
comprises an input device of the local computing
device for receiving transaction card user informa-
tion by an application on the local computing
device.

The system of claim 49, wherein the transaction
card userinformation further comprises at least one
of a personalidentification number, a password, a
biometric sample,a digital signature, and a transac-
tion card numberfor the transaction card user.

The system of claim 37, wherein the meansfor gen-
erating the anonymous card numberfurther com-
prises a serverof the transaction card issuer.

The system of claim 51, wherein the meansfor gen-
erating the anonymous card numberfurther com-
prises a number generator of the transaction card
issuer's server.

The system of claim 37, wherein the meansfor gen-
erating the anonymous card numberfurther com-
prises a local computing device.
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The system of claim 53, wherein the meansfor gen-
erating the anonymous card numberfurther com-
prises a number generating application on the local
computing device.

The system ofclaim 54, wherein the meansfor gen-
erating the anonymous card numberfurther com-
prises the number generating application on the
local computing device synchronized with a number
generatorof a transaction card issuer.

The system of claim 37, wherein the meansfor gen-
erating the anonymous card number further com-
prises means for generating the anonymous card
numberwith pre-defined parameterslimiting user of
the anonymous card number exclusively to the
transaction for by transaction card user.

The system of claim 37, wherein the meansfor gen-
erating the anonymous card numberfurther com-
prises means for generating the anonymous card
numberwith pre-defined parameterslimiting use of
the anonymous card number to a predetermined
time period.

The system of claim 37, wherein the meansfor gen-
erating the anonymous card numberfurther com-
prises means for generating the anonymous card
numberaccording to a pre-selected number gener-
ating scheme selected from a group of schemes
consisting of a random number generating algo-
rithm, a random sequence generator, and a secure-
hashing algorithm.

The system of claim 37, wherein the means for
associating the anonymous card number further
comprises a serverof a transaction card issuer.

The system of claim 59, wherein the meansfor
associating the anonymous card number further
comprise a number generator of the transaction
card issuer's server.

The system of claim 60, wherein the means for
associating the anonymous card number further
comprises an authorization processor of the trans-
action card issuer's server.

The system of claim 37, wherein the means for
associating the anonymous card numberfurther
comprises a number generator of a server of a
transaction card issuer in a pre-defined sequence
synchronization with a number generatorof a local
computing device.

The system of claim 37, wherein the means for
authorizing the transaction further comprises 2
server of the transaction card issuer.
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64. The system of claim 63, wherein the means for
authorizing the transaction further comprises an
authorization processor of the transaction card
issuer's Server.

65. The system of claim 37, wherein the means for
authorizing the transaction further comprises
meansfor sending an authorization for the transac-
tion with the anonymous card number to a mer-
chant for the transaction card user.
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MERCHANT SENDS REQUEST FOR TRANSACTION CARD NUMBER TO USER IN CONNECTION WITH
ON-LINE TRANSACTION FOR USER.

USER RECEIVES REQUEST; SENDS REQUEST FOR ANONYMOUSOR ALTERNATE CARD NUMBER TO
CARD ISSUER.

CARD ISSUER’S AUTHENTICATOR RECEIVES REQUEST; AUTHENTICATES USER AND OBTAINS
ANONYMOUS CARD NUMBERLINKED TO USER’S ACTUAL CARD NUMBER FROM CARISSUER'S.

NUMBER GENERATOR; SENDS ALTERNATE CARD NUMBERTO USER; OR ALTERNATIVELY, SENDS
ALTERNATE CARD NUMBER DIRECTLY TO MERCHANT; OR ALTERNATIVELY, SENDS ALTERNATE CARDi

USER RECEIVES AND SENDS ANONYMOUS CARD NUMBER TO MERCHANT.

MERCHANT RECEIVES AND SENDS ANONYMOUS CARD NUMBER TO MERCHANT'S BANK WITH
REQUEST FOR AUTHORIZATION.

MERCHANT'S BANK RECEIVES AND SENDS REQUEST FOR AUTHORIZATION WITH ANONYMOUS CARD
NUMBER TO CARD ISSUER.

CARD ISSUER’S AUTHORIZATION PROCESSOR RECEIVES REQUEST FOR AUTHORIZATION; LINKS
ALTERNATE CARD NUMBER TO USER'S ACTUAL ACCOUNT FOR AUTHORIZATION; SENDS
AUTHORIZATION FOR ANONYMOUS CARD NUMBER TO MERCHANT’S BANK.

MERCHANT’S BANK RECEIVES AUTHORIZATION AND SENDS AUTHORIZATION TO MERCHANT.

MERCHANT RECEIVES AUTHORIZATION AND COMPLETES TRANSACTION WITH USER,
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MERCHANT SENDS REQUEST FOR TRANSACTION CARD NUMBER TO USER IN CONNECTION WITH
ON-LINE TRANSACTION FOR USER.

USER RECEIVES REQUEST; USER’S NUMBER GENERATING SOFTWARE GENERATES AND SENDS
ANONYMOUS OR ALTERNATE CARD NUMBER TO MERCHANT.

MERCHANT RECEIVES AND SENDS ANONYMOUS CARD NUMBER TO MERCHANT’S BANK WITH
REQUEST FOR AUTHORIZATION.

MERCHANT'S BANK RECEIVES AND SENDS REQUEST FOR AUTHORIZATION WITH ANONYMOUS
CARD NUMBERTO CARDISSUER.

CARD ISSUER’S ANONYMOUS OR ALTERNATE CARD NUMBER GENERATOR RECEIVES REQUEST,
GENERATES NEXT NUMBER IN SEQUENCE SYNCHRONIZED TO USER'S NUMBER GENERATING
SOFTWARE; LINKS ANONYMOUS CARD NUMBER TO USER’S ACTUAL CARD NUMBER; AND SENOS
USER’S ACTUAL CARD NUMBER TO CARD ISSUER’S AUTHORIZATION PROCESSOR. 
CARD ISSUER'S AUTHORIZATION PROCESSOR RECEIVES CARD HOLDER'S ACTUAL CARD NUMBER
AND SENDS AUTHORIZATION FOR ANONYMOUS CARD NUMBER TO MERCHANT'S BANK. 
MERCHANT'S BANK RECEIVES AUTHORIZATION AND SENDS AUTHORIZATION TO MERCHANT.

MERCHANT RECEIVES AUTHORIZATION AND COMPLETES TRANSACTION WITH USER.
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ELECTRONIC COMMERCE WIPR ANONYMOUS

SHOPPING AND ANONYMOUS VENDOR SHIPPING

5 TECHNICAL FLELD

The present invention relates t a method and system of conducting

electronic commerce which allows a customer i anonymonsly visit vendor web sites,

anonymously purchase goods and anonymously receive goods without disclosing the

customer's identification and home address information to the web sits vendor,

if BACKGROUND ART

At present day, more and more consumers are using a global

communications network such ag the Internet to do their shopping. On-line shopping

allows users the freedam to quickly browse different vendor web sites, compare prices,

locate hard-to-find items, shop across the country and the world, all within an abbreviated

iS period of time. However; for good reasons, many people today are warried aban privacy

issues when using the Internet and World Wide Web (the web"). Merely by visting 3

web site, detailed information about the customer can be obtained, such as what computer

the customer is using, where the computer is connected, which weh sue the customer last

visited, eto. Furthermore, more and more sites are requiriig that custimers log into the

20° site with personal information in order to use the services of the site. Many customers,

however, da not wish to compromise their privacy and reveal their name and address since

it will likely be placed in a database and sold as a part of a mailing fist t0 other companies.

Forther, consumers worry afoul transmitting personal information such as credit card

numbers or bank account numbers on-line, for fear of a third-party monitoring their

25 iransmusgion.

Al present, Internet billing systems are known that maintains the

confidendality of ihe customer information by an Internet aovess provider vis-d-vis a

vender web site. The Internet aceess proviler creates access to the Internet through the

acoure provider's web site for the user. The provider then bills the customer's account

30. owith the provider or another specified account for transactions with outside vandora,
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without the seed for the customer to send bis bank account namber ar eredit card

information to the vendor. The probleni with these billing systenss is that they da not

provide complete privacy. While castomers using suck a billing system do nol have uw

reveal their bank account numbers or credit card wumthers to outske yendors, they do reed

AR to reveal their home addresses to the vendor so that the vendor can mal or ship the

customer their onder. Many customers, when shopping oe-line, wish to remain completely

anonymens to vendars in order to aveid future solicitations from ihe vendor, as well as

having their names and addresses potentially added fo a mailing list. Although anonyoiity

is inmportant, many shoppers enjoy the benefit of returning to vendor web sites which store

10 iefenmation about the shopper (suck as vin. “cnokies"} so thar the game information aced

not be reeniered each time and custom offerings and information can be communicated to

the shopper upon revisiting a favorite web site. Accordingly, what is needed is a secure

lmernet e-commerce system that eliminates the need to provide vendors with beth

customers’ actual identities and shipping addresses. and accordingly provides customers

1S with complete anonymity. It would also be desirable w provide such am e-commerce

ayatem whereby the customer can remain anonymoes hut sul vigit web sites as a character

Or persona such that he or she ig recognized upon return to the vendor website,

DISCLOSURE OF TRE INVENTION

In accordance with a preferred aspect of the present invention, @ computer-

3000 implemented methad of delivering goods is praviled whereby good ars purchased from 3

vendor having @ vender web site accessible over a computer network by a plurality of

customers at physical locations. The customers have customer computers connected to the

computer network for acceasing the vendor web site and eclecironically purchasing goods

therefrom. The method inchides: {a} associating the idenzity and the physical locasion af

25 gach customer with a respective customer object via linking information; (b) staring the

liaking information af a secure computer at a location remote from the vendor web site: (c)

ancaymously connecting to the vendor web site by the customer computer using the

identity of the customer object without revealing the identity and physical location of the

customer, (d) ontering goods at ihe vendor weh site by the customer using the customer

30=computer, and upon inidation of an arder by the customer, () aulomatically generating a

F035 Page 4
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transaction identifier by the vendor compater, (i) ericoding a package of the goods ordered

by the «customer with the transaction identifier by the vendor and (ih) sending the

transaction identifier together with the customer object to the secure computer by the

vendor computer; (e} associating the cansaction identifier sent by the vendor computer

with the identity and physical address af the cusiomer at the secure computer using tie

linking information and automatically forwarding the transaction identifler and associated

identity and physical address of the customer to a computer of a comeioa carrier) {}

delivering the encoded package to the common carrier by the vendor, and (g} reading the

transaction idenutier by the common carrier, asing ihe identity and the physical location of

the customer associated with the transaction wentifier and physically delivering the

package to the physical location of be customer.

in an alternative preferred embodiment, the compules-buplomented method

af delivering goods comprises (8) associating the identity and the physical location of cach

customer with @ respective customer object via inking information; (b) storing die inking

information af a secure computer a1 a location remote from the vender web site; (c)

anonymaualy connecting to the vendor web she by the customer computer using the

identity of the customer object without revealing Ge identity aud physical location ofthe

customer, GD ordering goods at the vendor web site by the customer using ihe customer

computer, and upon iniliation of an order by the customer, encoding a package of the

goods ordered by the castomer with the customer abject; (¢) delivering the encoded

package to the common carrier by the vendor; (f providing the linking information to the

common carrier; and (g} reading the customer object by the common carrier, retrieving the

identity and the physical location of the customer associated with the customer obiect and

physically delivering the package to the physicallocation of the customer.

Desirably, che above imethads further comprise sending information

represeming the cost of the goods ordered by the customer and the customer object from

the vendor computer to a financial institution computer via the computer network for credit

approval, ascertaining the credit status of the customer object, and automatically sending 4

message approving or declining credit ia the custamer to the vendor compater from the

financial institation computer. Ascertaining ihe credit status of the customer object can also

F035 Page 5
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include ascertaining the identity of the customer based on the linking information obtained

by the financial institution fram fhe secure provider,

The step of anonymously connecting to the vendar web site may include

revealing one or More customer characteristics to the vendor web site by the customer

XA object se as to allowthe vendor web site to use such customer characteristics to customize

information and goods presented & the customer upon return to the vendor web site using

ihe customer object. The step of anonymously connecting to the vendor web site is

preferably performed automatically without customer interaction on at least some accasions

by the customer object programmed to shop for the customer in accordance with directions

1G specified by the cusiomer. The customer object may be personified to the customer via the

customer compater trough the display of audio and/or visual display.

The secure CORNED May Comprise a secure provider coniputer allowing the

eustomers to anonymoasly connect to the vendor web site therethrough, ar siternatively,

ihe secure computer cag comprise die financial inatitution computer.

13 In another preferred embodiment of the present invention, a computer

chanioler generating system is provided In the cantext of a computer system for offering

goods, services and/or information from a vendor computer providing access ia a vendor

web site over a computer netwark including a plerality of cugtomer computers connected

ta the network for accessing the vendor web sie. The computer character generating

20 system inchides (9) 8 charanter generation program executable on the vendor computer and

casiaining instructions for causing the vendor computer to generate an interactive vendor

character which represents the vendor and interactively guides a customer throagh tie

vendor computer site, (b} the character generation program being operative to send

character display commands to the customer computer when the customer computer has

ZS accessed the vendor web site Causing the customer computer te display on a display device

associated with the customer computer the imeractive vendor character, (c} the interactive

vendor character providing a trademark fimetion for the vendor auch that ihe interactive

vendor character is identified with the vendor by customers who desire to acquire goods,

services and/or infirmation over the compater network from the vendor web site, the

3G inferactive vendor character further having a persona such that the vendor character will
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respond i impuls from) a custumer counputer representing commiuniaations by a customer in

& mariner represemtauve of a human having particular personality taits acting in a

representalive Capacky.

Desirably, the vendor commer records the identities of cusiomer computers

which interact with the vendor web site and records historical data representing

transactions of each customer computer with the vendor computer, and the vendar

character respomds 16 iuputs from sack customer Computer based partially on ihe inputs

and pardally on the historical data in conjunction with the personality talks. The vendor

character preferably has an artificial intelligence function which allows the vendor

character to predict responses which would tend to elicl an acquishiog by each customer

coniputer based upon the hivtorical data assaciated with such customer computer, and the

interactive vendor character bases responses at least in part upon such predictions. The

vendor character can also check for available goods, services and/or infurmatios requested

by each customer computer and also checks for goods or services which are differem from

those requested by che customer cormpater but which are HKely to be of interest to auch

customer Computer based upthe historical data, The vendor character can be displayed

with facial expressions, movement characteristics and voice accents associated with the

personality traits.

In yet another preferred embodiment of the present Invention, an interactive

computer-implemented method of offering goods, services and/or information is provided

with a vendor computer providing access to 4 vendor web site over 4 computer network to

a pluralicy of custamer computers connected to the network for accessing the vendor web

site. The method includes (a) providing a plurality of customer objects representing

individuals who desire to acquire goods, serviers and/or information from the vendor sites,

each cusiomer object being provided with a set of user characteristics representing personal

preferences and information about the individual: (b} providing a vendor persona object

representing the vendor, the vendor persona object heing provided with a set of vendor

characteristics representing information about the goods, services and/or information

oifered &y the vendor; and (4) visiting the vendor computer site via the network with a

customer object such that the customer object ard che vendor persona oblect dynamically
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Interact with one another to exchange ane ar more aubsers of the set of uaer characteristics

and yendor characteristics for delermining whether the goods, services and/or information

affered by the vendor computer sius are of Rlerest Wo Ute user persona object,

The method desirably includes targeting a sales offer by a vendor computer

iO at least ome customer computer via the secure provider computer hased upon the

purchasing interest and demographic information collected for at least one customer

compurer by tie ssoure provider computer and provided io the vendor, wherein the

customer object is configered hy the customer io determine whether the sales offer will be

presented te the customer computer.

in yet 3 further preferred embodiment of the present invention, a method for

providing advertising on the web site of a secure provider computer is provided comprising

ia) providing a secure provider computer to allow customer computers comnected to dhe

secure provider computer 10 have access to aathorized verelor offers on the secure provider

web site; and (b} posting one ar more vender offers on the secure provider web site,

wherein the offers are only viewable by the customer computers.

In stil a farther preferred aspect of the present invention, a computer-

implemented method for knowingly monitoring network navigation and purchasing history

afa plurality of customers by a secure provider is providedcomprising: (a) requiring each

customer io first establish an account with the secure provider by requiring each customer

tO agree 19 have the customer's demographic information and purchasing history tracked

by the secure provider; (b} providing on-line access to a computer network te computers of

customers who have established an account via a secure provider computer of the secure

provider; and (c) tracking and storing the custtmers’ cemographic information and

purchasing history by the secure provider Computer as the customers update and change

their demographic information and make purchases via their customer computers.

Preferably, at least one customer computer is presented with an item to be

purchased selected by the sesure provider computer bused on the customer's demographic

information and purchasing history teacked by the secure pravider. Farther, a sales offer

can be targeted by a vendor computer ta at least one customer computer via the secure

provider computer based on the customer's demographic information and purchasing
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history collected by the secure provide computer and provided to the vendor in a modified

form which does not inchide the custorners’ entity informanon, wherein (hs cosamer

object is configured by the custamer to determine whether the sale offer will be presented

te the customer computer.

In an even further preferred embadiment of the present invention, a method

of providing outside vendor offers on a web site of a secure provider computer is

provided, including (a) establishing a secure provider web sne allowing member customer

comipafers to have access to an asea on the web site that posis outside vendor offers: and

ib} configuring the secare provider web site sa that the vendor offers are only viewable by

the member customer campuiers. Desirably, only vendors who have signed ap with the

secure provider in advance are able to viewdie area on the web site that posts the outside

vendoroffers.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of a preferred embodiment of a computer

system according to the present Invention.

FIG. 2 is a flow chart of the steps followed in a preferred method according

to the present invention.

FIG. 3 is a depiction of 2 sample secure provider weh site.

FIG. 4 is a depiction of a sample vendor web site.

BEST MOBES FOR CARRYING OUT THE INVENTION

Referring to FIG. 1, the computer system of the present invention comprises

a network of imerconnected campuiers connected via a global commmumications network

such as the Internet 50. The setwork of campniers comprise plurality af customer

compaters HQ, a secure provider computer 110, a pluralisy of vendor computers 140, a

plurality of bank computers 130 and a plurality of thicd party carrier or shipping compaters

180. Each computer comprises the typical components aceded to comment to the Internet

and Warld Wide Web, such as RAM and ROM aiemory, mass storage, micropratcessor(s),

display device, user input devices, etc. The secure provider computer 130 snd vendor

computers 140 also will typically include one or more server coninuters 1 allow provision
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of web sites such ag a secure provider web site and vendor web sites, which offer goads,

services and other information desired.

The present invention desirably allows a customer to shop on-line at vendor

web sites in an anonymous fashion. To do so, a castomer uses his customer computer 100

ty (suck as a home computer with dial-up connectivity to the Inlernet) te connect the secure

provider computer 110 and loghi with a certificate based MD and password. Prior to

conducting on-Hne shopping. the customer creates a customer object or on-line personna

that represenis the preferences of the customer. This is discussed in further detail below.

The customer object which can be represented by a name isuch as “GOLFO") and the

pena wr‘ari customer's personal information, such as the customer's name and address, are matched up

with Hnking information. ‘This Enking information is stored, in one embodiment, in a

linking table stored in the datahase 130 of the secure provider computer 110. This linking

table matches up each customer object with the custamer‘s personal information which the

customer wants shielded from the vendor web sites. Alternatively, the linking information

om is ean be stored in the database 170 of bank computer 150 90 that only the bank, and not the

secure provider, actually knows the true identity and address of the customer. In either

vase, the linking information is stored in a secure computer so as to shicid the linking

information from third parties, Including the vendar. Using this linking table, the secure

provider computer PHU or the bank compater 150 can determine which customer a given

20° customer object represents.

Onee ihe customer computer 100 is connected fo the secure pravider

computer 10, a secure connection pipeline 120 is provided between the customer

computer 1X) and the secure provider computer 110 in order ta prevent tlansmissions

between the cusiomer computer 100 and the secure provider computer 110 from being

23 imoniored. Namely, after the customer joins the web site of the secure provkler computer

110, the customer computer 100 is preferably provided with sofiware by the secure

provider computer 110. This sofware enables the customer computer 106 to connect

directly to the secure provider computer 110, along a known, fixed node-to-node route,

without having to commeot to the vendor web site through a different sode-to-nade network

30s each time as is common over the Infernet. Thus, to protect the privacy of the user, the
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customer computers 100 are preferably connected to the secure provider computer 110

through a virtual personal nerwork (“VPN“} which provides 2 private passageway or

tunnel through the Internet. As is known in the Interner communications art, im a VPN,

cemmputers communicate with cack other through firewall computers, so that the only

tay addresses known are those afthe firewall computers. This secare pipeline 120 allows the

customer te consect directly, node-to-node, with a VPN, when there is commanications

between the secure provider computer and the vender computer, so the only address that is

revealed to the vendor js the address of the firewall computer. This allows custemer

computers 100 to Coltununicate from within a netwerk 1 vendor campuiers 140 without

i) having their addresses revealed or access to any peripherals or devices on customer

computer HQ.

With the secure connection, the customer computer 100 can anonymously

commect ta the web sites of various vendor computers 140 using the internet via the secure

provider's proxy servers. The customer computer 100 can browse for the web sites of

13 vendor computers 140 of interest using various different search methods known in the art.

When a customer computer 100 connects to a vendor web sRe of a vendor computer 140,

the vendor computer 140 is pravided only with the customer object, which identifies the

customer ag 4 fictitious entity without revealing personal information about the customer

such as real name or address. When the customer computer [00 naiifies the vendor

20 somputer E40 that the customer computer 100 would Hke fe make a purchase, the vendor

computer 140 contacts 8 bark computer [40 through the Internet to verify that the

customer object on the customer computer 100 has sufficient funds to make the purchase.

To facilitate the verification process, the vendor computer 140 forwards the Customer

object to the hank computer. The bank computer 150 obtains or is ready provkled with

25 the linkinginformation to link the customer object with personal information about the

customer, including custamer account information. Once the bank computer 150

determines whether the customer object has safficient fimds to make the purchase, the

bank computer 150 notifies the vendor computer 140 whether the customer has sufficient

funds to make the purchase. In an alternate embodiment, the vendor computer 140 need
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mot contact a bank but can simply bul the secure provider computer [10 for the

transaction, who will in ture bill the castomer.

Gnce a purchase by the customer has been approved, the vendor arranges

for he package to be picked up by a thicd pasty carrier, The package, hawever, must be

labeled with information that the shipper can use to ship the package to the correct address,

but Cannot contain the actual address of the customer, sutce it is w@ be shielled from the

vender. To accomplish this, the veador computer 140, in a preferred embodiment,

provides the third party carrier computer 1&0 with ¢ wansaction identifier and the customer

abject through the Internet i shipper computer 180. The vendor also places the

transaction identifier anly an the package. Once the shipper comes us the vendor m pick-

up the package, the shipper, wha js provided with or can asceriain the Hnking information,

knows the address to maich up with the transaction identifier. Ahernatively, ihe verdor

can aimply attach the customer object to the package, such as in the form of a bar code or

a iabel. The third party shipper computer [SO can then contact the secure provider

vompaur 11} direcdly through a secure pipeline or ihrough the Internet, to retrieve the

customer's address from the database 130 or is provided ahead of time withthe linking

information to match wp the customer object with the customer's actual name and address.

Alternatively, where the linking information Is not known to the secure provider and fs

known only to the bank, che shipper can rewieve ar be pravided with the [inking

information for the transaction identifier and/or the customer object from ihe bank.

FIG, 2 iustrates a preferred method in secordance wih the present

invention. Aa shown in step 200, a customer computer 10) first connects to the web sre

ofthe secure provider computer 110, Hlustrated in FIG. 3, and joins the secure provider's

service by filling out a standard form on ihe web site of the secure provikler computer 110.

When a custimer signs up to wee the secure provider web site and services, the customer is

prompted to create a “persona™ or customer object to be stored on 2 datahase 130 on the

secure provider computer 110. In one embodiment, this object may have bath a public and

private segment to a digital certificate or key. in anather embodiment, a inking table is

aiao stored on the dutabase 150 of the secure provider compater 110 which provides the

link benween ihe customer's personal information, such as the custonser's name and
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shipping address, and the custamer’s object such as a public key, bus not the synonyni, or

name of the object. Alternatively, ihe inking table is sored only by banking compater

and is mt known bythe secure provider. Thus, while the infarmatian abour the customer

abject is stored by the secure provider, im the oase where the customer wishes to remain

anonymous to the secure provider, the linking information t link customer object tthe

actual customer is given only ia the bank by the customer. The Hnking table is uldmately

used to provide the bank computer with the accoant munber or private key authorization of

the customer and to provide the third party carriers with the accual name and address of a

customer one the package has been labeled by the vendor with the cusicaner object or

transaction identitier.

In ons preferred embodiment, the customer can create and modify his

customer object via a personalized home page stored on the web site of the secare provider

computer 110. For example, if the customer is a golfer, the customer might ereate the

persona or customer object named “GOLFO,“ which object can then be used to navigate

anonymously on the Internet. In creating the persona, the customers can, for example,

select an available name (auch as GOLPO) and enter in delatied personal information about

himseif, The GOLPO persona thus functions as the customer's anomymous alter-ego and

will contain personal information such a8 age, scx, imterssts, hobbies, shirt size, shoe size,

kes, dislikes, merchandise the customer has an interest in, etc. This persona, GOLFO,

along with all other customers’ personas, is stared on the database 120 of the secure

provides computer 110, which may ar may not store the Unking information as explained

above.

Once the customer joins the web site of the secure provider computer 110,

the customer is provided with a customer object identifier number or certificate, also

stored on database 120. The customer's object identifier munber or certificate, but not

thelr hank account informazion, credit card numbers or home address, is preferably stored

on a “cookie” or database at the customer computer 100, and is also Stored on secure

provider computer 110. Jn this manner, when a customer logs inm the secure provider

web site using customer computer 100, the customer object identifier number or certificate
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can be used by the secure provider computer 110 to identify the user as a castomer of the

web ane of the secure provider computer 110.

Once the customer comppater 100 has heen identified as a member of the

wed she af the secure prover computer 110, the customer computer 100 can then access

the Internet through the web site ofthe secure provider computer {10 and begin to securely

browse, as shown in step 216,

When the enstomer computer 100 decides on a web site from which the

customer would like 1 make a purchase, such as the vendor web site Hustrated in FIG. 4,

the customer camper 100 enters the web site of the vendor computer 140 as shown in

step 220, as his "GOLFO”object or persona. Namely, when the custamer compater 100

enters the web site of the vendor computer 140, the vendor computer 140 is provided only

with GOLFO's persona information that is authorized for release, The GOLPO persona or

object provides detailed demographic and psychographic information about the customer $a

that the vendor computer 140, if desired, can develop a relationship with the csstomer

through his persona. For example, if the customer visits a golf merchant’s web site on 2

regular basis to buy golf shirts, the golf merchant's vender computer 140 could store a

profile of the GOLFO persona. When the vendor competer 140 sees that GOLFO has

returned to the web site, the vendor commuter 140 can present the customer, through his

GOLFO persona, with shirts the vendor may think GOLFO might [ike based upon the

previous purchases of GOLPO, as scen by display 400 onthe vendor web site.

In other words, when a customer logs into a vendor web site, the customer

will log in with a customer object that doss not reveal the actual customer who is Linked to

the object, The information that is revealed to the vendor would simply be GOLFO at the

address of the web site of the secure provider computer 110. In this mamner, safe and

private visitation of web sites can be achieved through the customer object. The custemer

object cag also be programed toe navigate the Internet on its own, gather relevant

information and then report back to the actual customer the information gathered based on

the task(s} assigned to the customer object,

In a farther aspect of the present invention, the customer object is provided

with a credit rating or credit histary such that the vendor can determine whether & sell the
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goods to the custamer. Preferably, the customer object is provided with is own credit

facility, which could include, for example. a virtual credit card. Such 4 virtual credit card

is preferably given 4 name and icon representation 93 thai the customer can easily purchase

goods on-time by clicking on the credit card name or Kon displayed at the participating

vendor's web site. Use of such virtual credit card enables the customer object to readily

purchase goods or services on credit. Credit card transactions, when authorized by the

customer or customer object identifier, are preferably done through secure transaction

protoculs, suck as digital signature and digital certificates. In such a case, the customer

object itself can be provided with the digital signature amd certificate information for use in

purchasing items.

Once a customer decides to make an on-line perchase fram the secure web

site, the customer preferably clicks an an icon, such as icon 4H) shown in PIG. 4,

representing Uhe virtual credit card on the secure provider web ene, as shown in step 230.

Alist of items selected can also be displayed in a “shopping cart” such as shownat display

430 on the vendor web site.

As shown in step 240, the vendor then Rewards the customer's object,

vendor mumber, transaction identifier, and the amount af the purchase to bank computer

150. In one embodiment, the customer object comprises a public key and a private key

authorization code. In one preferred embodiment, bank computer 150 is provided with a

datapase 170 of the Heking information af customer object or public key and customer

information thar allows the bank computer 150 or credit card company computer fo

determine who the actual customer is. In another ensbodiment, the bank computer 150 or

oredh card company can retrieve the customer object or puidic key fram the secure

provider computer 110 and therefore need nat be in physical possession of the linking

information. The bank computer 150 then determines whether or hot to authorize the

transaction. Preferably, 8 is desired that the bank not kimpw the transactional information

of he customer so that 8 cannot determine purchasing history and preferences of the actual

customer. Thus, the hank can agree not ig use or sell the customer's transactional

information for solicitationa or the Hke or, H possible, the bank need not know what is

being purchased and from where, only that the customer has the money or credit to cover
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the transaction. Thus, in the case where the secure provider is not provided with dhe

linking information, the custamer is assured that the bank is not monitoring his or her

transactional information and thai the sceurc provider, who is monitoring the Wansactional

information, cannot link the customer's achual identity to the customer object.

a In another embodiment, vendor compaters 140 can contact the secure

provider cormputer 110 instead of bank computer 150 to authorize payment. The secure

provider computer [16 can either BH the customer, or the customer can creaie 4

stedit/deblhaccount with the secure provider computer 110. The vendor computer 140 can

send the secure provider computer 110 a bill for the parchasea af the customer computer

1) UX). The secure provider computer 110, im tarn, cam send a bil to the customer compater

100, or, if the customer computer 100 Bas a credit ar debi account established with the

secure provider comyputer 110, the seorre provider computer 130 could adjust the

custamer's acount accordingly. In another embadiment, the secure provider computer

110 can engage in cleciranic bill presentation to customer computer 100, and wansmiit

15 information about the request for payment ibank computer 150.

Once the hank computer [30 has authorfeed the purchase, as shown in step

250, the bank computer 150 returns the vendor number, the transaction identifier and/or

the customer object or public key, and the approval of the transaction back to the vendor

computer 140 ar to the secure provider compater 110, depending apon which computer

20 tranamitted gformation about the request for payment te bank computer 150. Upon

approval af the transaction, the vendor readies the goods [ar anonymous shipment as

explained below.

A key sapect of the present invention is the secure and gnanymous shipping

protocol used, This secure and anonymous method is provided whereby the customer can

23 have the vendor ship the Hems ardered to the customer without revealing the customer's

name, address or other information abuut the customer to the vendor. In one preferred

embodiment, the present invention wees the transaction identifier that is generated ance the

customer object decides to purchase given items. As shown in step 260, the vender

compater 1d0, once ready to ship the items, contacts an authorized shipper (e.2., @ carrier

30 who has previously contracted with ihe secure provider) such as carrier computer 180 and
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discloses only the Qansaction Rientifier to the carrier computer 180. In another

embodiment, the vendor carnmuter 140 provides the carrisr computer 180 with the

customer object (suck as “"GOLFO"}), As shown in sep 270, the carrier computer 180

then contacts the secure provider computer 110 of the hank computer 150 as the case may

be, which then matches up the transaction identifier with the customer. ‘The customer

information is then relayed by Uke secure provider computer 110 or bank computer [30 16

the carrier compaier 1&0 who can then ship the items directly te the customer now

knowing the address af the customer. Theas, while the secure provider and/or the bank and

the shipping company know who the customer Is, advamagcously, the customer's actual

identity is shielded from the vendor.

The customer object can also he used for various other purposes. Thus, in

another aspect af the mvention, the customer obiect or persona can gather Information on

behalf af the customer and then can communicate with the customer interactively, through

visual and/or sural means, by using imeractive computer iechniques such as video

playback and voice synthesis to allaw the persona so verbally and/or textual describe what

information was found. Of course, such information can also be provided in aditional

formats such as text on the computer screen. In a further aspect of the present myentinn,

vendor/cusiomer object interaction can aecur through e-mail and e-mail systems can be

used to further yendor/customer relationships ai the object or persona level. In addition,

through e-mail, dhe secure provider can make direct offerings to the customer whether or

nat the secure prayider knows the actual identity af the castomer. Thus, vendors aad the

secure provider can sead offerings by cumall to customer objects provided with thelr awn

e-mail addresses and the customer object can respand to such e-mails with return e-mail or

by visiting the veadar or secure provider web site.

in order to provide for secere transmissions over the Interset, the present

invention can use different encryption methods tw provide users with anonymity, and to

prevent ibid partics from improperly obtaining a user's credit card namber or bank

account number. To this end, in one preferred embodiment, the system ases an RSA

public key encryption. As is knownto those skilled in the computer security art, RSAkey

technology has two main attributes. First, it can be the basis of a digital signanire system.
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Secand, it can be used for storing emcryption information. In a RSA dighal signature

system, the public key is used to verify the digital signature. The private key is used te

sign one’s signature for a block of data. Holder's of public keys can verify a perchase by

requesting that the purchaser digitally sign the block of data, If the signatare matches up

3 swith the public Sey, the identity of ihe purchaser bas been confinmed, and the seller can go

forward and arrange for the shipnient of the device with a third party shipper.

The customer computer 100 is preferably provided with a private key, while

the public key Is stored ou the database 130. The peblic key will contain information such

as a customer object and a customer hank account or credit card number. Most

i)=importantly, the public key will noe iaclade ivformation such as the customer shinpine

address, as is sequired in priar ast clectronic commerce systems. Once the customer

computer 100 has a public Key and a private key assigned, the customer computer 100 can

then dia] onto the Internet through the secure provider computer 110 to begin browsnig.

When a customer computer 100 enters the web site of the vendor computer

Sass i40. the vendor computer 140 is provided with the public key. When a customer

computer 100 notifies the vender computer 140 that ihe customer would like to make a

purchase from the vender web site 140, the public key, the transaction aumber and the

amount of the purchase is then forwarded by the vendor computer 140 to a bank computer

150. Ina preferred embodiment, bank computer 15) will be provided with access 10 a

20 database 70 of all public keys. The bask computer 150 cag then request that the

customer computer 100, using the private Key, “sigm’ for the purchase. Based upon the

response from ihe customer coniputer 106, and upon the customer's credit history, the

bank computer [50 decides whether or not the transaction will be approved. Osce the

transaction Is approved, the vendor cursputer 140 is notified. The vendor commuter 140

25 ean then forward the item purchased by the customer with a trapsaction sumber or

customer object 10 a third party carrier as explained aberve, Using this transaction number

or cusiomer object, the carrier computer 180 will be able to retrieve the customer's name

and home address from the secure provider conypater 110, or the hank computer 180, and

can thendeliver the packageta the castonny.
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in another preferred embodiment of the present invention, customers can

opt into having the secure provider track thelr on-line surfing activities and their

preferences. This is im contrast lo web sites which track surfing aclivity unbeknownst to

the user. With the present invention, the customer knows ahead af time, by signing up

5 with the secure provider, that the secure provider will he wacking surfing and transactional

habits so as to better serve the customer. For exaraple, by monitorng the browsing habits

and purchasing habits of customer conymiters 100, the secure provider computer 110 can

determine conunonly purchased items or popular vendors. Additionally, the monitoring of

browsing habits can aid the secure provider computer 110 in predicting future purchases or

$0 services required by the customer object. Using this information, the secure provider can

purchase large quantities of items commonty purchased by Hs members, and act as a

wholesaler for its members, nraking special deals with the vendors.

The customer is encouraged by the secare provider fo use and aducate the

customer object ao that the secure provider can haye real-time information to provide juat-

iS in-time or just-ahead-oftime product offerings to the customer or customer object. The

secure provider computer 110, which will have access to all of the cuatomer dats, but not

necessarily to the customer’s identity or address information, can also provide the stored

demographic and preference information ta vender computers 140 without compromising

the identity of the customer, In tha manner, the provider could allow vendors io send

20 information to targeted object groups which would not be bothersome to the customer since

his or ber object could make the decision whether to accept the offering from ihe vendor

and/ar present the offering back to the customer based on the preferences set by the

customer. Thus, the customer object identifier can be, in effect, a screener of

“yasabcited” offerings from vendor computers 149. Additionally, the secure provider

23 computer 110 can conduct market research with a depth unavailable using tradigional

methods, Thus, U the customer cumiputere 100 using custamer object identifiers stored an

the secure provider computers 110 ase such object identifiers for many different shopping

missigns, the secure provider compoter 110 would have access io data abit the entire

buying habits of its customers. For example, the secure provider datahase 130 would

30  tielude information indicating Una particular consumers Tike BMW automobiles and golfe p 3
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sweaters, whereas other consumers like Aadi automobiles and cycling jerseys. The secure

provider computer [LY could conduece statistical studies ta uncover correlations that would

identify potential marketing and buying oppartumdes. For example, wkhout Dreaching its

obligation of confidence with respect to individual consumer information, the secure

1 provider could conduct a niarket research study for a manufacturer of golf sweaters. and

advise the manufacturer to focus on BMWowners rather than Audi owners,

In snaiher preferred embodiment of the present invention, vendor computers

140 can provide special offers to be displaved on the web ante of the secure provider

computer 110. To accomplish this, the secure provider computer 11) can provide a web

10 page which vendor computers 140 can log onto with a standardized form for the vendors to

fill out. The secare provider compater 110 can then past each of the standardized forms

onto a virtual bullstia hoard to a web site available only to customer computers 100, The

advantage this embodiment provides is that castomers need not shop on a non-secure web

sie te receive. the special offers, since the offers will come via the seonre provider

oat tae computer L1G. ‘These offers can be posted for all customter computers 100 tsee, or can

be directed to gpecific customer computers 100. Further, customers will have the option of

deciding whether or nat they wish t@ even see the offer.

in order io prevent price pirating, the vendor advertisements are preferably

posted to an area of the web site of the secure provider computer 110 that is only

20 acceasible to cnstomer computers 100. Accordingly, vendor computers 140 will nat be

able lo view the offers coming from othet vendor compnters 140. Ahernatively.

suthorized vendor computers 140 (i.¢., vendoys signing up with the secured provider to

réach the secere provider’s customers} may be allowed to see one another's offers but

unauthorized vendors cannet sce the offers of authorized vendors,

25 In yet anther aspect of the present invention, an iateractive, intelligent

virtual veridor representative object (such as a virtual salesperson object) is provided aa a

guide te a given web site. For instance, when accessing a web site of a vendor compuier

146, the vendor oblect can be provided with a persona sach that instead af passively

navigating through the site, an animated character or vendor persona is encountered by the

Syd bad) customer, The vendor persona then takes on the role of a virtual salesperson, asking
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questions of the customier and making recommendations based an the responses by the

customer. By tteraction with the customer object identifier, the vendor object becomes

cumulatively knowledgeable, can store custemiee preferences and history and proactively

pursue the veador/vendee relationship.

Notoriety of the vendor character ar persona apart from the web site ts

desirable and is preferably cuhaticed through advertising (such as through print media, TY,

radin, efc.} such that the persona becomes “brandedor closely associated with the vendor

company and serves as @ trademark or service mark af the company. The perceptica by

the customer that the vendor character represents the company as a trademark is desirable

for a camber of reazons, such as to impart a ikeling of fanuliarny with the character when

encountered, create a desire on the customer's part to imiually visit the web site to interact

wih the character, and enhance the customer's comfort level in interacting with the

character. All of these benefits will then ultimately help the vendor increasetraffic mthe

web site and raise the comfort level of the customer when he ar she vise the website.

In a related aspect of the present inventions, intelligent, virtual customer

objects are desirably provided so that the castomer need not search the Internet on his

own, imeract with vendor obiects or perstuiae encountered, or deal with the everyday

hassles of the Internet (expired URLs, slow connections, information overlaad, etc.). The

customer can be a customer persona which can be visually displayed on ihe computer

sereen and be customized or designed fe physically resemble the cnstomer’s human

characteristies or resemble a carieature of ihe customer, a farnilier character, an animal, or

any other visite object. Alternatively. the customer oblect identifier may be nonvisual or

simply represented by a file, Jeon, programming object, etc. Preferably, a customer can

Sel up a customer object with all of the characteristics, personal information, history and

demographic information about the customer such that the object identifier, and not the

castomer, can expend the “effort” of searching the Internet, shopping and gather

information useful or desired by the customer. 1 shonfd be noted that the customer object

is likely to be more proficient than the customer in learning to use Toternet or Intranet tools

that require more effort, knowledge or know haw that the average consumer possesses Or

slesires to exercise.
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For Instance, a customer object or persona can be praviled with

individualized characteristics about the customer, such as that the customer is male, 32

years afd, & cigar smoker, a wine enthusiast, a tennis player, drives a sedan, owns a house,

likes gardening, etc. The more information supplied to the persona, the more the persona

a takes on the fall characteristics of the customer and enables a “smarter” persona when the

persona is searching for information. Hy way of example, if the customer wants the

persona to shop for light-weighi sweaters in a size large, bat customer forgets fo tell the

persona that he does not Rke the onlor red, the persina may collect possible sweaters 16

buy inclading unwanted red sweaters. The cusiomer, apm discovering that red sweaters

106 were located by his persona, can add a new characteristic to the persona that he does not

like red sweaters for future search parpeses. The more information auppiied to the

persona, the more Intelligent # becomes.

The software provided to both the vendors and customer computers can also

allow generation of interactive characters. la this regard, the browser of the cusiomer

ae A commpuier could be provided with the necessary "plug-ins" (such as a Java plug-in or

ActiveX control} to allowthe rendering of an interactive character on the video screen of

the castamer computer.

Further, by using artificial intelligence (AI) techniques such as neeral~

network Tearning, the customer object or persona can be programmed ty learn desired and

20 undesired characieristics af ihe customer based on continued interaction between the

persona and the customer and based oa existing preferences. Thus, if the customer has the

customer persona shop for sweaters, sharis and Ges and merchandise is found including

rad sweaters, red shoris and red hea, and the customer sefects such items in colors other

than red, the persona can “learn” through Al techniques that the customer likely does not

25 Nike the color red for clothing Rems and thus, when sufficiently confident in its assessment,

will no longer shop for red clothing. Thus, the more and more the customer interacts with

his persana, the "smarter" the persona becomes and interaction between cestomer and

persona is highly encouraged by the present invention.

Another aspect of the present invention is that the vendor objects car

3) Interact with the customer objects in a virtegi shopping encoumer, as H the customer
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wandered into ie store af the verdar and was approached bya salesperson. The customer

object would relate his preferences (or a subset thereof} to the vendor object who may have

the tems desired by the customer object. Hf the vendor object, however, does net have

such an item in stack, 8 may use the information of the customer object to intelligently

recommend a different tem. For instance, Wf the customer object is looking to buy a

BMWor Mercedes bur the vender object only has AUDIs, it may recommend to the

customer object that it consider an AUDI since it deduced that this customer may Hke

German-made cars. bfthe custamer object did not specify that it did not like Audi's, ic mat

accept the recommendation from the vendor object. The more often the vendor object

interacta with the customer object, the mare each knows or learns of the other's

preferences, needs and offerings. Such an ever-growing object interrelationship can

greatly enhance the vendar-customer relationship.

As these and other variations and combinations of features discussed shove

can be ulllized without departing from the present invention 9s defined by the claims, the

foregoing description of the preferred embodiments should be taken by way of Hlustration

rather than by way of Hmitation of the present invention.

INDUSTRIAL APPLICABILITY

The present invention is applicable tthe retail industry or elsewhere where

vendors may wish te display their goods or services at a web site on the Internetand allow

customers ip browse and make purchases froni a vendor web site anonymously.
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CLAIMS:

1. A compier-implemented methad of delivering goods purchased

from a vendor having a vendor web site accessible over a computer network by a plurality

of customers at physical localions, ihe customers having, customer computers connected 0

LAs the computer network for accessing the vendor web site and electronically purchasing

goods fromthe vendor web site, comprising:

fa) associating the identity and the physical location af each customer

with a respective customer object via linking information;

th) satoring said Haking informauon at a secure compater at a location

10 remote from the vendor web site:

ish anonymously connecting t the vendor web site by the custonier

computer using the identity of the customer object without revealing the idenuty and

physical location of the custogier;

i)soardering goods at the vendor web gle by te customer asing the

en de customice computer, and upon initiation of an order by the custonier, (9 automatically

generating a transaction identifier by the vendes computer, dH) encoding a package of the

goods ardered by the customer with the transaction identifier by the vendor and (81)

sending the transaction identifier together with the customer object twthe secure computer

y the vendor computer,

20 fe} associating the wansaction identifier sent by the vendar computer

with the identity and physical address af the customer at the secure Computer waing the

linking information and anlomatically forwarding the transaction identifier and associated

identity and physical address of the customer to a computer of a cornmon carrer;

23 (f delivering the encoded package to the common carrier by thenae

vendor; and

ts) reading the transaction identifier by the common carrier, usiag the

kdentity and the physical location of the customer associated with the transaction identifier

and physically delivering the package to the phrysical location of the customer.&
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2. The methad of claim 1, further comprising sending mformation

tepresenting the cust of the goods ordered by the customer and the customer object from

ithe vendor computer to a financial instiuition computer via the computer nenwork for credit

approval, ascertaining the credit stanis of the customer object, and automatically sending 3

5 message approving or declining credit to the customer to the vendor computer from the

financial institution computer.

3. The method of claim 2, wherein the secure compater comprises the

Bnancial institution compuier.

4, The method of claim 2, wherein ascertaining the credit Matus of the

10s customer object includes ascertaining the identity of the customer based on the linking

information obtained by the financial institution fram the secure provider,

3, The method of claim 1, wherein the step of anonymously connecting

to the vendor web ane includes revealing one or more customer characieristics to the

vendor web site by the customer object $0 as to allow the vender web site to use such

3 custamer characteristics to customize information and goods presented to the customer

upon returnto the vendor web site using the custamer object.

é& The method ofclaim 1, wherein the step of anonymously connecting

to the vendor web sie is performed automatically without customer interaction on at least

some occasions by the customer object programmed te shop far the customer in

20 accordance with directions specified by the customer.

3. The method of claim 1, wherein the customer object is personified to

the customer via the customer computer through the display of audio and/or visual display.

&, The method of claim 1, wherein the secure compurer comprises a

secure provider computer allowing the custamers ta anonymously connect to the vendor

23soweb site therethrough.

9. A computer-implemented method of delivering goods purchased

from a vendor having a computer web site accessible over a computer network by 3

plursity of custamers at physical locations, the customers having customer computers

connected to the computer necwork for accessing the vendor cormpater atte and

30 —salectranically purchasing goods from the vendor web site, camprising:
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{a} assoviating the identity and the physica! location of each customer

with a respective customer abject via linking Information;

(so staring said linking information at a secure computer at a location

remote trom the vendor web site;

fe} anonymously connecting to the vendor web site by the customer

commuter using the idenuty of the customer abject without revealing the identity and

physical location of che customer:

fa) ordering goods af the vendor web se by the customer using the

customer computer, and upon initiation of gn order by the customer, encoding a package

of the goods ordered by the customer with the customer object;

{3} delivering the encoded package to the common carrier by the

vendor:

(% providing the linking Information to the common carrier; and

ig) reading the customer object by the common carrier, rewieving the

identity and the physical focation of the customer associated with the customer object and

physically delivering the package to the physical location of the customer.

10. The method of claim 9, further comprising sending information

representing the cost of the goods ordered by the castamer and the customer abject from

the vendor computer to a financial institution computer via the compucer network for credit

approval, ascertaining the credit status of the custonier abject, and antomatically sending a

message appraving or declining credit to the customer to the vendor computer fomthe

financial msliution compuier.

tl. The method of claim 10, wherein the secure computer comprises the

financial institulion computer,

12. The method of claim 10, wherein fhe secure computer comprises a

secure provider computer allowing cuslomers to anonymiously connect to the vendor web

site therethrough.

13. The method of claim IG, wherein ascertaining the credit satus of the

customer object includes ascertaining the Klentity ef the customer based on the linking

information obtained bythe financial institution fromthe secure provider.
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I4. The method of chim 9, wherein the Hnking information is

transmitted to 3 computer ofthe common carrier Via the computer network.

13.  Yhe method of claim 9, wherein the step of anonymously connecting

to the vendor web site inchides revealing ane or more customer characteristics to the

3 vendor web site by the customer object so ag to allow the vendor web site to use such

customer characicrisucs to customize information and goods presented to the customer

Upon return to the vendor web site using the customer object,

16. The method of claim 9, wherein the step of anonymously connecting

to the vendor web sRe is performed amomatically without customer interaction on at least

19° same occasions by the customer object programmed to shop for the customer in

accordance with directions specified by the customer.

i}. The method of claim 9, wherein the customer object is personified to

the custamer via the customer computer through the display of audia and/or visual display.

18. In a computer systern for offering goods, services and/or information

1S from a vendor computer providing access to a vendor web site over a computer network

including a plurality of customer computers connected to the nctwork far accessing the

vendor web she, a computer character generating system comprising:

{a} @ Character generation program executable on the vender compuier

and containing instructions far causing said vendor computer to generate an pieractive

20 -yendor character which represents the vendor and interactively guides a customier through

the vendor computersite,

(b}~—ssaid character generation program being operative to send character

display conumands to said customer computer when said customer computer has acceased

the vendor web sie causing said customer computer te display ou a display device

Behas associated with the customer computer said interactive vendor character,

{&) said. interactive vendor character providing a trademark fmetion for

the vendor auch that said interactive vendor character is identified wih said vendor by

customers who desire to acquire goods, services and/or information over the computer

network from said vendor wel site, sald interactive vendor character further having a

30° persona such that said vendor character will respond to inputs from 4 Customer computer
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representing cammuricalions by a customer it a manner representative of a human having

particular personality traits acting in a representative capacity.

19. A sysiem as claimed in claim 18. wherein said vendor computer

records the identities of customer computers which interact with the vendor web site and

records historical data representing transactions of each customer computer with the

vendor computer, and wherein said vendor characier responds to inputs from cach

custumer computer based partially an said inpuis and partially on said historical data in

confunction with said personality (rake.

20. A systera as claimed in claim 19, wherein said vendor character has

an artificial intelligence Runction which allows said vendor character to predict responses

which would tend to elicit an acquinition by cach castomer computer based upon ihe

historical data associated with such oustomer computer, and said interactive vendor

character hases responses at least in part upon such predictions.

23. <A system as chimed in claim 20, wherein said vendor character

checks for available goods, services and/or informationrequested by cach said customer

computer and also checks for goods or services which are different from those requested

by saki customer campuier bat which are Hkely w be of interest to such customer

computer based spon the historical data,

22. A system as claimed in claim 18, wherein said vendor character is

displayed with facial expressions, movernent characteristics and voice accents associated

wih said personality traits.

23. An interactive computer-implemented method of offering goods,

services and/or information from a vendor computer providing access to a vendor web site

over a Computer network fo a plurality of custemer computers conuected to the network

for accessing the vendor web site, comprising:

(a) providing a plucabey of customer objects representing individuals

who desire to acquire goods, services and/or information from said vendor sites, each said

custamer object being provided with a set of user characteristics representing personal

preferences and information about the individual,
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ib}soproviding a vendor persana object representing the vendar, san

vendor persona object being provided with a set of vendor characteristics representing

information about the goods, services and/or information affered by the vendor; and

ic}ssvisiting sald vendor computer site via the network with a customer

object such that said customer object and said vendor persona object dynamically interact

with one another lo exchange ane or more subsets of sak) set af user characteristics and

vendor characteristics for determining whether the goods, services and/or information

offered by the vendor computer site are of interest to sakl user persona object.

24. The method of claim 23, frther comprising targeting a sales offer

by a vendor computer to said at least one customer computer via sat secure provider

computer based apon the purchasing interest and demographic information collected for

said at feast ane customer coniputer by said secure provider computer and provided to said

vendor, wherein said customer object is cenfigured by the customer to determine whether

the sales offer will be presented to the customer computer.

23. A method for providing advertising on the wok se af a secure

provider computer, the method comprising:

{a} providing a secure provider computer to allow Customer computers

connecied to said secure provider computer to have access to authorized vendor offers on

the socure provider web site: and

{6b}ssposting one or more vendor offers on the secure provider web site,

wherein said offers are only viewable by the customer computers.

26. A somputer-implemented method for knowingly monitoring network

navigation and purchasing history of a pluraliey of cusiomers by @ secure proviler

comprising:

£3} requiring cach custonmier to first establish an account withthe secure

provider by requiring each customer to agree to have the customer's demographic

information and purchasing history tracked by the secure provider;

(o} providing on-line access to a computer network to computers of

customers who have established an account via a secure provider computer of the secure

provider; and
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ic} trackinganid storing the customers’ demographic information and

purchasing history by ihe secure prover computer as the customers update and change

their dersographie information and make purchases. via their customer comipuiers.

27, The methad of claim 26, further comprising presenting at least one

5 cuswWmer cemputer with an item io be purchased selected by the secure provider computer

based on the eusiomer’s demographic information and purchasing history tracked by the

secure provider.

28 The method of claim 26, further comprising targeting a sales offer

by a vendor computer to al least one customer computer via the secure provider computer

10 hased an the customer’s demographic information and purchasing history collected by the

gecure provide computer and provided ta the veador in a modified form which dees not

include the customers‘ identity information, wherein sald customer object is configured by

the customer to determine whether the sales offer will be presented to the customer

computer.

5 29. A method of providing outside vendor offers on a web site of 4

secure provider compaler comprising:

{ay establishing @ secure provider web site allowing member customer

conieters tO have access to an area on the web site that posts outside vendor offers, and

{b} configuring the secure provider wel: site 50 that the vendor offers are

20 only viewable by the member customer computers.

30. The method of claim 29, wherein only vendors whe have signed up

with the secure provider in advance are able to view the area on the web site that posts the

outsile vendor offers.
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PROXY SYSTEM

FOR. CUSTOMER CONFIDENTIALITY

BACKGROUND OF THE INVENTION

Field of the Invention. 

This invention relates generally to information security and

confidentiahty, and more particularly, to a system and a method for

enhancing the security and confidentiality of users who make purchases

and take delivery of goods or services, The systemand method of the

present invention inchade features that reduce epportunities for

unserupuious individuals or entities to obtain personal user data, and for

marketers and others to gather information on the purchasing habits of

users, including users who make on-line purchases.

 
Whenmaking purchases of goods or services, customers generally

have a variety ofpayment options available to them with varying levels of

confidentiality. For example, qustomers who pay for their purchases using

cash can advantageously maintain their anonymity, because they typically

are not requiredto reveal any personal information to complete the
transaction, Incontrast, customers whepay for their purchases using

credit or debit cards mrust often present valid identification showing their

names and/or residential addresses. At the very least, acustomer who uses

& credit or debit card must reveal his or her card account number to a

merchant, who typically transmits the account number to a third partyfor
validating the acosunt and for obtaining autherization to compiete the sale.
Further, a customer who takes delivery of his or her purchases at a

particular locationor via a personal computer must alse reveal delivery

information such as a shippingaddress or an e-mail address. Asa result,

credit or debit card account numbers, information about purchased items,
names and addresses of the card holders, etc., can be easily correlated by

the merchant and/or thé third party and used in their own businesses or

sold toothers,

we
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This problem is especially acute for customers who make on-line

purchases; Le., customers whe purchase goods or services from. merchant.

sites over a public distributed network such as theInternet. Not only can

merchants and credit or debit card authorities gain access to a customer’s

personal information during an on-line @ansaction, but unscrupulous

individuals or entities can also intercept. the customer’s personal

information and/or information about the transaction sent over the.

network. This can lend to a serious invasion of privacy for the customer and

weaken the customer's confidence in the Internet as a viable commercial

medium. For example, suchunscrupuleus individuals or entities may

attempt to commit credit card fraud byusing intercepted credit card
account mumbers.

Various systems and methods have been proposed for erchancing

customer information security. Fer example, in US Patent 3,920,926 (“the
926 patent”) issued May 30, 1995, to Low et al., a method for making an

anonymous non-cash transaction is described. In accordance with that

disclosure, a communications exchange is used an that information and/or

funds maybe transferred without the destinationof the transfer knowing

the source of the information and/or thefunds. Public key encryption is

alse used se that cach party to the transaction and the communications

exchange can resonly the information the party or the exchange needs for
its role bs the transaction,

In addition, in US Patent 5.815,865 (the 665 patent’} issued

September 29, 1998, to Teter ci al., a method of providing an on-line service

to a user aver a public network is described. According to that disclosure,

an on-line brokering service provides user authentication aridbilling
services to allow users to anonymously and securelypurchaseon-line

services from service provider sites aver adistributed pubhe network such

as the Internet. After performing a user authentication process, the on-line

brokering service transmits an anonymous user ID to the serviceprovider

site, which can be used by the service provider for subsequently billing the
user. A databaseofuser payment information, eg., credit card numbers

and other personal user data, is maintained at the on-line brokering service

site and is neither sent over the distributed public neiwork nor exposedto

the service providersites.
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However, the methods for enhancing customer information security

described in the G26 and ‘SHS patents have samedrawbacks. Specifically, if

a method for making on-line purchases is to be fully aceepted and utilized

by customers, thenit mot only must guard against unauthorized disclosure

ard use of castoemer personal information, but it also must be convenient

and easy-to-use, Although bath the methads of the 026 and 665 patents

may be used for enhancing custumer infearmation security, they

substantially limit the convenience of raking on-line purchases by either

requiring customers to install and ase specialized software on their

computers or requiring custemers andmerchants to communicate medirecily

through a third party.

It would therefore be desirableto havea systern and a method for

making on-line purchases and taking delivery of the purchases that keeps

customers’ personal information confidential and secure throughout the

purchase or purchase and delivery transactions, whilestil allowing

customers and merchants to communicate with each other over the public

network without undue interference fromany third party. Such a system
would be convenient and easy-to-use for all parties involved in purchase

and delivery transactions. It would also be desirable te have a system and a

method for enhancing customer information security and confidentiality

that can be used for both on-line and conventianal purchase and delivery

transactions.

SUMMARY OFTHE INVENTION

The present invention provides a system anda method fer enabling a

eustomer (referred! to herein as a “user”) to make purchases and take

delivery of goods or services while keeping some or all of the user’s personal

information confidential and secure throughout the purchase and delivery

transactions. The user's personal information may include, butis not
limited to, the user'sreal fame, real residential or shipping address, real e-

tail address, and real credit or debit eard account number. Before making

purchases and/or taking delivery of goods or services, the user obtains

proxy personal information for use.in place of the user’s real personal

information during the purchase and/or delivery transactions, Because the

ser may select Unc read personal information for which he or she desires
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corresponding proxy personal information, a desired level of confidentiality

and security in purchase and delivery transactions can. be achieved.

An important feature of the present invention is that the user may

utilize the proxypersenad information in place of the selected real personal

information when makingpurchases and/or taking delivery of goods. or

services at both traditional retail outlets and on-line merchant sires. By

utilizing the proxy personal information when making purchases, the user

can obtain virtually the same level of anonymity that cash-paying customers

normally enjoy. Further, by utilizing the proxy persorual information when

making on-line purchases, the user can aveid any potential leakage of his or

her real personal information from the on-line network. Moreover, the user

can make on-line purchases utilizing the proxy personal information in the

same convenicnt and casy way that he or she would make such purchases

using the real personalinformation.

Another important feature of the present Invention is that the proxy

personal information may be provided to the user in the form ofa proxy

eredit or debit card. Theuser utilizes the proxy credit or debit card in the

same way that he or she would use a conventional credit or debit card.

However, the user may select beforshand the real personal information that

he or she desires to be concealed from the merchant when using the proxy

credit or debit card. For example, the user may obtain a proxy credit or

debit card that incorporates only a proxy credit or debit card account

number corresponding with his or her realcredit or debit card account
number. Accordingly, when the user utilizes the prosy credit or debit card

for making purchases, only his or her-real credit or debit card account
numberis concealed from themerchant. In other embodiments ofthe

present iivention, the user may abtain a proxy credit or debitcard that

imcerporates proxy personal information corresponding with, e.g., the user’s

real name, real residential or shipping address, and/or real e-mail address,

thereby allowligtheuser to conceal addititinal real personal information

from the merchant.

SHU another important feanire of the presermt invention is that the

user may not only select the real personal infermation for which he or she

desires cofresponding proxy personal information, but the user may alse
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select a apeoific. number of purchases that can be made using the proxy

personal information, an expiration date for the proxy personal information,

and/or a monetary Hmit for purchases made usingthe proxy personal
information.

The.present inventionalso provides the user with a methodfor

effecting the dehvery of the goods or services that conceals the user’s real

residential ar shipping address and/or e-mail address fromthe merchant.

in this embodimentof the present invention, the merchant may deliver

goods or services in digital form to the user by utilizing the user's proxye-

mail address. Further, the merchant may deliver goods or services in

tangible form to the user by providing the user’s proxy residential or

shipping adciress to an accepteddelivery service, which obtainsthe user's

corresponding real residential or shipping address. arud then delivers the

goodsor services to the user,

in accordance with the present Invention, a method of enabling a

user to cilect a purchase of goods ar services from a merchant, without

revealing selected real user data to the merchant, inchides the steps of

Rencrating proxy user data corresponding with the eclecied real user data;

maintaining a database including the selected real-user data and the

corresponding proxy user data for use in translating the selected réal-user

data. into the corresponding proxy user data, and in translating the prexy

user data inte the corresporuling selected real user data; and, routing

prarchase authorization requests and replies between the merchant and a

prurchase authorization entity using the selected real peer data and the

correspondingproxy user data in the database, wherein the requests routed

to the purchaseauthorization entity inchide the selected real user data, and

the repliesreuted to the merchant inchade the corresponding proxy user
data anddonot inchide the selected real wser data.

According to one embodiment of the present invention, the proxy user

data can be used for making a selected number of purchases. According to

gather embodiments, the proxy user data has a selected expiration date
andfor a selected monetary mit.

an

F036 Page 7

DISH-Blue Spike 842

Exhibit 1005, Page 1207



DISH-Blue Spike 842
Exhibit 1005, Page 1208

ag

35

WO OL7137T7S PCTAISOO/2 EH

In accordance with another embediment of the present invention, the

method of enabling a user te effect a purchase of goods or services from a

tnerchant, withaut revealing selected real user data to the merchant, further

includes a step of effecting a delivery of the goods ur scrvicés to the user,

wherein the selected real user data does not include either a real name /real

Shipping ackdress or areal e-mail address.

According to still another feature of the present invention. the goods

dr services havedigital form, and the merchant deliversthe digital goods or

services directly to the user camputer over a network.

Accarding to yet another feature of the present invention, the selected

real user data inchudes a real e~mail address and the corresponding proxy

user data includes a proxy e-mail address, and the merchant delivers the

digital goacls or services te the user utilizing the proxy e-mail address.

In accordance with yet another embodiment of the present invention,

the merchant provides the proxy shipping address to a delivery entity, and

the method of enabling a user to effect a purchase and delivery of goods or

services fraxn the merchant, without reveahngselected real user data ta the

merchant, further inchides steps of receiving a request for the real shipping

address from the delivery entity, the request inchiding the proxy shipping

address; translating the proxy shipping address into the real shipping

address using the database; and, providing the real shippingaddress to the
delivery entity for use in subsequently delivering the goods or services to ihe
wser:

in accordance with yet another embodiment of the present invention,

a method of enabling a user to effect a purchase of goods.or services from a
merchantusing a funding account, includes the steps of generating weer

acemunt data for thefiinding account, the user account data having at least

onerestricted-useattribute: maintaining a database includingthe user

account data, arid, routing purchase authorization requeste and replies

between themerchaniand a purchase authorization entity using the user

account data in the database, wherein the at least one restricted-ase

attribute of the user accousitdata is selectable. by the user.
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According to another feature of the present invention, the at least one

restricted-use atrribute corresponds with a selected number of purchases

that can be funded using the funding account. According ta other features,

theat least one restricted-use attribute corresponds with a selected period

of time during which purchases can be funded usingthe funding account,

and/or a selected’ monetary limit for the purchases.

Tk accordance with another embodiment of the present invention,a

method of enabling a user ta effect a delivery of goods or services fram a

merchant, without revealing real delivery deta io the merchant, includes the

stepa of generating proxy delivery data corresponding with the real delivery

data; maintaining a database inchiding the real deliverydata and the

corresponding proxy delivery data for use in translating the proay delivery

data inte the corresponding real delivery data; and, providing the real

delivery data corresponding with the prozy delivery data to a delivery entity,

wherein the user provides the proxy delivery data to the merchant, and

wherein the merchant provides the goods or services and the proxydelivery

data to the delivery entity for subsequent delivery of the goods or services to

the user. The delivery data mayinclude the user's nameand/or shipping
address,

Stil further aspects and advantages will became apparent from 4

consideration of the ensuing description and drawings.

BRIEFDESCRIPTION OF THE DRAWINGS

The invention will bebetter understood by referenoe tethe following

more detailed description and accompanying drawings in which

FIG. 1 is a blockdiagramof the general architecture ofa systemthat

operates in accordance with one ombaciment of the present invention;

FIG. 2 is a fiow chart showingthe steps performed when a user

requests proxy userdata from a proxy agent according to one. embodiment

of the present invention;
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FIG. 3 is a flow chart showing Cie steps performed when a user

makes an on-line purchase of goods or services according to one

embodiment of the present invention; and

TG. 4 is a flow chart showirig the steps performed when the

purchased goods ar services are delivered to the user according to one

embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

The systems and methods of thepresent invention will be Uhustrated

by an embodiment that provides proxy date to a customer, inchading a proxy

name, 2 proxy shipping address, a proxy cmail address, anid/or proxy

credit or debit account data, ta provide customer anonymity from the

ordering of goods or services to the delivery of the goods or services.

However, varyinglevels of anonymity may be provided in accordance with

the present invention, and delivery is optional. In some embodiments, the.

customer will be provided with only proxy credit or debit account data; and,

in other embodiments, the custamer will be provided with complete

anonymity of identity and location, from the point of purchase to the point

of delivery afthe goods or services. it should be understood that this

detailed description of the present invention is by way ofillustrationonly,

and is not intended to Hmit its scope.

FiG. 1 shows the general architecture of a system 100 that allows a

mistomer io make purchases and take delivery af goods or services while

keeping the customer's personal information, e.g., his orher name, shipping

address, e-rnail address, and/or credit or debit card account number {alse

known as a “funding account number"), confidential arid secure throughout
the purchase and the delivery processes.

In this ilustrative embexdiment, thesystem 100 inckudes at least one

customer 120 (referred to herein. as a “aser”)} havinga user computer 122, at

least one merchant 130, at least one delivery provider 150 having a delivery

computer 152, andat least one proxy agent 140. Each of the cermputers

122 and 192 are connectable to an untrusted public network 110 such as

the Internet. Theaystent 100 further includes amerchant site 132 anda

proxy agent site 142, which are directly accessible sites on the Internet 110.

8
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Por example, the merchant site 132 and the proxy agent site 142 are

accessibie on the Internet 110 via a transmission. contro! pretocd/internet

protocol (TCP/IP) connection.

In addition, the system 100 inchidesal least one credit or debit card

issuer T7O having a card issuer computer 172 connectable to a network 112

that supports the authorizationof credit or debit card transactions. In other

preferred embodiments of the present invention, the proxy agent 140 and

the card issuer 176 are the same entity. Farther, the authorization network

112 maybe either a private or a public metwork, and mayalso mehade more
than one network.

Thecard issuer computer 172 communicates with the proxy agent

site 142 and the merchant site [32 over the authorization network 112

using a protocol such as any of those conventionally used lor processing

electronic transactions. Accordingly, software running on the merchant site

132 and the proxy agent site 142 support both the Internet protocol and the
banking protecal and can therefore perferm the transition in commnrenication
from the Internet 110 to the authorizacion netwerk 112 and vice versa,

The user 120 and the delivery provider 150 utilize the user computer

122 and the delivery computer 152, respectively, to connectta the Interriet

110 in any conventionalmanner. For example, connection betweenthe

coniputers 122 and 152 and the Internet 710 maybe made using a modem

inat shown}and a telephone line (not shown} via a network service provider

inot shawn} that is directly connected to theInternet 116. It should be-
noted that the particular mechanism of how the user computer 122 and the

deliverycomputer 152 form connections with theInternet 110 are not

critical to the present invention.

It should alse be notedthat the user computer 122 and the delivery

computer 152 are conventional in design, each typicallyincluding a housing

that encloses a processor anid supporting integrated cireuitry, a floppy drive,
and aharddisk drive. Bach ofthe computers 122 and 192 also typically

includes a keyboard, 4 mouse, and a moniter for allowingusers-to enter

cormmands and observe resuits. For example, the user 120 may encer:

commands for making purchase selections and observing results such as
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purchase confirmations while making on-line purchases from the merchant

site 132 utilizing che user Computer 122.

Specifically, the user computer 122 ix capable of running a chent

application, égy.. a browser, which can initiate connections with one or more

host machines (not shown} that contain desired sites, ¢.g., the merchant site

132 and the prosy agent site 142, pass data back and forth between the

user computer 122 aru] thehost machines, and then clase the connections.

Accordingly, the host machines are capable of running server applications

that can accept the connections initiated bythe client application through

the Internet 116. Again, details of how the host machines, the chert

applications, and theserver applications operate are not cruical to the

present invention, and may take different forms.

The proxy agent 140 may be a bank or other institution that routes

purchase authorization requests and replics between merchants (e.g., the

merchant 130) and card issuers {e.g., the card issuer 170}. Farther, the
proxyagent site 142 can communicate with the user computer 122, the

merchant site 133, the delivery computer 152, and the card issuer computer

172, and pass data back and forth during the purchase and delivery

transactions. Although FIG, 1 shows only one proxy agent 140 and only one

proxy agent site 142, it should be understoed that the system 100 may

melude a plurality of such proxy agents and sites. For example, different

proxy agents and sites might be provided to serve usersresiding in different

geographical areas.

As mentioned above, the system 100 allows a user to make prrchases

aridtake delivery of goods or services while keeping some or all of theustr’s

personal information confidential andsecurethroughout the purchase and
delivery transactions. To this end, the proxy agent site 142 inchudes at least

one user database 144-for storing not only the user's personal information
such as his or herreal name, real shipping address, real e-mail address,

and: real credit. or debit card account mumber, but alse corresponding proxy

data such ay a proxy name, a proxy shipping address, a proxy e-mail

address,anda proxycredit or debit card account mumber. In accordance

with one preferred embodiment of the present invention that provides the

highest level of security and confidentiality, the user 120 makes purchases

id
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from the merchant 130 and takes delivery of tangible goods fromthe

‘delivery provider 150 using ordy the proxy user data stored in the uyer

database 144, thereby preventing the merchant 130 and others from

tracking the user's buying habits and substantially recucing the risk that

unscrepulous individuads or entities will intercept, eg., the user's real credit

or debit card account mumber, and charge unauthorized purchases to his or

her acemurt.

For this Hlustrative embodiment, a procechire will nowbe described

for making purchases and taking delivery of goods or services using the

aystem 100. Firat, the user 126 registers with the proxy agen: 140 for

ebtaining proxy user data that he or she can use when making purchases

and taking delivery of goods or services. The proxy agent 140 then provides

the proxyuser data to the user 120,

For example, the user 120 registers with the proxy agent 140

accordingta the procedure shown in FIG. 2. Specifically, the user 120 visits

the proxy ageni site 142, in block 200, in any conventional manner, For

example, the user 120 may utilize an appropriate untiarmresource locator

{URL} for instructing the web browser running on the user computer 122 te

use & particular protocol, ¢.g., http, to retrieve the bome page (not shown} of

the proay agent site 142, ag. proxy_home.html, located on a particular host

machine (not shown), ag, wwea.your_bank.com.

Next, the user 120 requests, in block 202, proxy user data from the

proxy agent 140. In this illustrative embodiment, the user 120 has a credit

ar debit.card for which he.or she requesis proxy user data. In a preferred

embodiment, the user 120 holds acredit or debit card issuedby the proxy

agent 140. Accordingly, the user 120 utilizesthe home page of theproxy
agent 140 to access, e.g, a proxy data request form inot shuwn}. Next, the

user 1:20 fills out the request form including his or her real neer-data, e.g,

real name, real shippingaddress, and real ¢-mail address, and thon sends
thefilled-out request form to the proxy agent site 142, It should be

understood that the user 120 might alternativelyregister with the proxy

agent 140 without using the user computer 122. For example, the user 720

may willize the telephone networkor regular mail Service for providing hisor

Ker read user data to theproxy agent 140 duringthe registration procedure.

ii
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in the embodiment wherein the proxy agent 140 has issved the credit

or debit card heki by the user 120, the user's real credit or debit care

account nurober is already available to the proxy agent 140, and may

therefore be sasily accessed by the proxyagent 140for providing a

corresponding proxycredit or debit card account number to the user 120.

Accordingly, in this preferred embodiment, there is no need for the user 120

to sendhis ar her real credit or debit cardaccount musnberto the proxy

agent 140 over the Internet 110. The software running on the proxy agent

site 142 simplyutilizes the user’s real tiame, real shipping address, and/or
real e-mail addressprovider on the request formfor verifying the existence

of the acenunt and determining whether the purchase amount maybe

charged against the account.

if it is deterrnined, for example, that the user 120 is the holder ofa

credii or debit card issued by the proxy agent 140, payments have been

timely made, and there are fands available on the credit or debit card, then

the software on the prosy agent site 142 gencrates, 9 block 204, unique

proxy user data corresponding with the user's real name, real shipping

address, real credit ar debit card account mumber, and real e-mail address,

and then provides the generated prosy user data to the user 120 for

subsequent use. The user 120 may also be provided with, eg, an

identification number and/or a password for use in making subsequent

requests for proxy data. Further, the user 120 may be provided with

multiple sets of proxy data, each set corresponding with the user's real data.

The proxy usér data and the user's identification number/password may be
sent to the user computer 122over the Internet 110 via emailor via the

client/server applications running on tie user computer 122 and the host

machine of the proxy agent site 142, It alsoshould be understood that the
prosy agent 140 may alternatively utilize the telephone network or regular

midi service for providing the prexy user data te the user 120.

In the embodiment of the present invention wherein the credit or

debit card held by the user 120 was not issued bythe proxy agent 140, the
user 120 would also inchide his or her real credit or debit card account

fumiber with the other real user data en the proxy data request form.

However, in this-embodiment, the server application running on the hast
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machine of the proxy agert site 142 preferahly encrypes all of the real user

data provided on the proxy data request form before the form is. sent from

the user computer 122 to the proxy agent site 142, thereby minimizing the

chance that an unscrupulous individual or entity will intercept and utilize

the user’s real credit or debit card account number. Alternatively, the user
120 may utilize the telephone network nr regular mail service for providing

his or her real credit or debit. card account mumber to the proay agent 140,

Finally, the software on the proxy agent site 142 wpelates, in block

206, the user database 144 to include the generated proxy user data and

ensure that the generated proxy user data accurately corresponds with the

veal user data, which is also stored in the database 144 for facilitating

translations between the generated proxy user data and the real user data.

An Hlustrative portion of the contents of the updated user database 144,

including the real user data and the corresponding proxy user data of the

user 126, is shown below in TABLE I.

PROXY USER DATA REAL USER DATA
USER NAME AC Member 4325 Jane Doe

USER ADDRESS AC.Proxy Agent 123 Main Street
Courier ~ Aeet, #4325 Apt. #2
Anyeity, USA GOG00 Anytown, USA LPLLt

E-MAIL ADDR. AC4325¢oproxyagent net Jdoe@ianyispnet
FUNDING ACCT, XXXK XXXK XXXX 4325 XNXRK XXNN XXXX
1234

The idustrative proxy user data and real user data corresponding
with the funding accountinformation is shawn in TABLE Lusing the
symbol, X, which representsany number from0 to.9. Complete illustrative

funding account numbers are-not shown in TABLE I se dg not to reproduce
any funding account numbers currently in-use.

As mentioned above, the software on the proxy agent site 142

generatesthe praxy user daia and then mayprovide the proxy user data to

the user computer 122 for subsequent use by the user 120, Significantly,
the proay user data, which mayinclude the proxy. name, the proxy shipping
ackdress, the proxy e-mail address, and the proxy credit or debit card

33
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axcomnt number of the user 120. is sent to the user computer 122 directnly

or via c-maul over the Internet 110. As a result, tis toreseeable that an

unscrupulous individual or entity maytry to intercept the proxyuser data

at this point in the transaction and then use the proxy user data to make

unauthorized purchases.

However, the present invention reduces the risk of such unauthorized

nse, because it is not only for securely and confidentially allowing

sustormers to make purchases of goods or services, hut it is also for alowing

customers to take delivery of the goods or services. For this reason, the

generated proxy user data preferably includes the proxy shipping address

and/or the proxy c-mail address far use in delivering the purchased goods

or services, in the preferred embodiment, the purchased goods or services

are delivered onlyto the real address corresponding with the praxy shipping

address or the proxy e-mail address, As a result, even HY, eg., an

unscrupuisus individual intercepted the proxy user data and made an

unauthorized purchase, the purchased goods or services would be delivered

to the real address corresponding with the proxy shipping address or the

praxy e-mail address, and notto the unscrupulous individual. Such
individuals would therefore be deterred from intercepting and wsing the.

proxy user data because no benefit would be derived therefrom.

Alternatively, some proxy user data may be sent te the user 120

separatelyfrom other proxy user data. For example, the proxy name, the

proxy shipping address, and the prowy email address may be sent to the

user computer 122 over the Internet 110, while the proxycredit or debit

card account numberis sent to the user 120 via the telephone network or

regular mail

The present Inventionalso minimizes the riskof unauthormed use af

proxyuser data byoptionally making the. proxy user data valid for only a
limited number of purchases or requiring the user to make a purchase only

within a Hmited period of time. These important features of the present

givention will be described in further detail later in thisspecification.

Tha lustrative procedure for muedking purchases and taking delivery

of geods or services. alse includes communications between the user 120.

34
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and the merchant 130, and between the merchant 130 and the proxy agent

140. For example. the user 120 communicates with the merchant 130 for

making a purchase. The merchant 190 then requests. authorization from

the proxy agent 140 for chargingthe user's credit or debit card account for

the purchase, anil receives cither the requested authorization or arefasal to

charge the account from the proxy agent 140. Finally, ihe merchant 130

provides the user 120 with a confirmation of the purchase wansaction.

For example, purchases aré made and confirmations are provided in

accordance with the procedure shown in FIG. 3. Again, the user 120 visits

the merchant site 132, in block 300, in any conventional manner. Next, the

user 120utilizes the cent application running om the user computer 122

for attempting to make a purchase of goods or services in blocic 302.

There are many hundreds ofmerchant sites currently available from.

which users may make purchases of various types of goods or services. One
such merchant site is operated by AMAZON.COM™, Inc., Seattle,

Washington, USA. Fér example, a user may access the AMAZON. .COM™

merchant site and select, e.g. books, music, or video products for

subsequent purchase. Whenthe user is finished making his or her

purchase selections, he or she then typically provides a real mame, a real c-

mail address, a read shipping address, and a real credit or debit card

account number for allowing the AMAZON COM™ merchant to process and

fulfill the purchase order, and then notify the user of the status of the

purchase order.

Aceording to the present invention, instead of providing, eg, the

AMAZONCOM™merchant? site with a real name, a real e-mail address, a

real shipping address, and areal credit or debit card account number when

attempting to make a purchase in block S02, theuser 120 provides the

merchant.site 132 with the proxy user data obtaaned from the proxy agent

140-in block 204isee FIG. 2). In dis way, the proxy user data acts as a

substitutefot the user's real data. The system 100depicted a FIG. 1 may
therefore beregarded as a proxy system for maintaining the user's

eonfidentiality during a purchase transaction.
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Next, the rnerchant 130legs onto the authorization network 112, in

block 304, for requesting authorization to charge the user's credit or debit

cardaccount Jor the selected purchase, Accordingly. the proxy user data

including the proxy credit or debit card account mumber is sent over the

authorization network 112 fromthe merchant site 132 to the proxy agent

site 142. The software on the proxy agent site b¢2 then arcesses the user

database 144 for translating the proxy user data into the real user data,

#.q., the proxy credit or debit card account number into thereal credit or
debit card. accounr mumber.

Hf the proxy agent 140 is the bank or other institution that issued the

credit ar debit card held by the user 120, then the sufiware on the proxy

agent site 142 utilizes the real user data obtained fromthe user database

144 for again verifying the existence of the account and determining

whether the purchase amount maybe charged against the account.

Alternatively, if the proxy agent 140 in nat the bank or other institution that

issued the credit or dehit card ta the user 120, then the soffware on the

proxy agent site 142 translates the proxy user data inte the corresponding

real user data, @g., the real credit or debit card account namber, utihaing

the user database 144,- substitutes the proxy user data in the authorization

request with the corresponding real user data, and then routes the

authorization request to the card issuer 170 over the authorization network

122.

Next, the card issuer 170 sends a response to the authorization

request io the. proxy agent site 142 over the autherization network 112. The

software available through the proxy agent site 142 then substitutes any

real user data includedin) the generated authorization information with the

cofresponding proxy user data, are then routesthe authorization
information to the merchant site 132 over the authorization network 112 in

block 306. A messageincluding a purchasecordirmationis then sent, in

block 308, fromthe merchant site 132 te the user compiter 122 directly or

via the proxy e-mail address over the Internet 110. The message mayalso

include a delivery confirmation, e.g. a shipping or delivery trackingnumber.

Clearly, if the merchant 130 did fot receivé the necessary authorization
informationfromthe prosy agent 140, then the message sent in block 308

would instead include a refusal of the purchase order.

of
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Advantageously, the user 120 is not required to send anyreal user

data to the merchant 130 at any point in the provedure defined by blocks

300 through 308. Further, the proxy agent 140 does not reveal any of the

real user data stored in the user datdbase 144 to the merchant 130 at any

point during the purchase transaction. Accordingly, complete user.

confidentiality in purchase transactions is achieved in this Hlustrative, mon-

miting embodimentof the presentinvention.

This Hlustrative procedurefor making purchases and taking delivery

of goods or services further inchides communications between the user 120

and the merchant 130, arid alse comumunications between the user 120, the

merchant 130, the proxy agent 140, and the delivery provider 150. Far

example, ifthe purchased goods or services have digital form, then they are

sent from the merchant site 132 to the user computer 122 directly or via-e-

mail aver the Internet 110. Alternatively, if the purchased goods or services

have tangible farm, then the merchant 130 provides them {o the delivery

provider 196, which then delivers the goods or services to the user 120,

For example, the purchased! gocds or servines are delivered to the

user 120-m accordance with the procedure shown in FIG. 4. Firat, it is

determined, in block 400, whether or not the goods or services have digital

form. Ifthe goods or services have digital form, then theyare sent to the

user 120 over the Iniernet 110, in block 402,by directly downloading them

from the merchant site 192 te the user computer 122. For example, digital

goods or services can be directly downloadedin a conventionalmanner via

the client and server applications runningon the uger cormzputer 122 and

the host machine of the merchant site 132. Ahernatively, the digital goods

or-services may be sent from the merchant 130to the user 120 over the

Internet 110 as, eg., an attachmentto an e-mail message.

Tr should be noted that if the digital esads or servicesare sent from

the merchant 130to the user 120 as_an attachment to an e-mail message,

then the e-mail messageig sent by the merchant 130 to the proxy e-mail

address, which was. provided tothe merchant site 132 along with the other
proxy user data in block 302 (see FIG. 3}. For example, the e-mail message

may be directedto the proxy agent site 143 via the proxy e-mail address.

i“
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The software on the proxy agent site 142 may then access the user datahase

144 for translating the proxy e-mail address into the real e-mail address.

Finally, the proxy agent site 142 may redirect the e-mail message te the

user computer 122. Alternatively, the merchant 130 may direct the e-mail

to the user’s real e-mail addreas, if the axer 120 so desires,

Alternatively,if the goods or services have tangible form, then the

merchant 130 provides the goods or services to thedeliveryprovider 150in

block 404, who subsequently delivers the goods or services to the user's real

‘shipping address. It should be noted that details ofhowthe merchant 130

providesthe goods or services to the delivery provider 150 are not critical ta

the present invention.

Speciically, when the merchant 130 providesthe tangible goods or

services to the delivery provider 150, the merchant 130 inchides the proxy

name and the proxy shipping address of the user 120. For example, a

message may be generated and sent, in block 406 from the merchant site

132 te the delivery computer 152 including the proxy name and the proxy

shipping address of the user 120. A message confirming receipt of the
wser’s proxy name and proxy shipping addrass may then be sent, in block

408, from the delivery compater 152 to the merchant site 132.

Alternatively, the merchant 136 mayutilize the telephone network or

regular mail service for providing the ustr’s proxy aame and proay shipping

address to the delivery provider 150.

Next, the delivery provider 150 visita the proxy agent site 144, in
block 416, over the Intemiet 110 or a private network, and requests the real

user data that corresponds with the proxy user data sent in block 406. The

softwere on the proxy agent site 142 then accesses the user database 144

for obtaining the user’s real name and real shippingaddrese, atid chen
generates and semis a message back to the delivery computer 152, in block

412, inchiding this real user data. Alternatively, the delivery provider 150

mayutilize the telephone network or regular mail service for obtaining theo
user's real name and real shipping address from theproxy agent 140.

in titis Hustrative embodiment, the merchant 130 might also sens

the user's proxy e-mail address to the'delivery provider 150 in block 406: ar.

18
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the proxy agent 140might adso send the user's proxy e-miall address to the

delivery provider 150 in block 412. This would allowthe delivery provider

150 te send an e-mail message to the user 120 for conlirming the upcoming
delivery of the-tangible goods or services. The delivery provider 180 then

delivers the tangible goods or services te the user's real shipping adelress, in

block 414.

As described above, all of the user’s proxy data, which includes all of

the data the user 120 requires to make a purchase and take delivery of the

purchase, may be sent through the Internet 110 during the execution of at

least two steps in the precedure of the present invention. For example, all

of the user’s proxy data may be sent from the proxy agent site 142 tothe

user computer 122 over the Internet 110 in block 204 (FIG. 2}. Similarly, all

of the proxy data may be sent framthe user computer 122 to the merchant

site 132 over the Internet 110 in block 302 (FIG. 3} whenthe user attempts

to make an on-line purchase. Even thoughthisproxy datadoes not include
anyreal user data, an unscrupulous individualor entity may try to intercept

the proxy user data at these steps in the procedure and attempt te make wn

unauthonzed purchase usimg the proxy user data. It is inaportant to note

that the merchant 130, expecially an on-line merchant, has no way of

knowing whether or net the proxy aser data was provided to him or her by a

bora fide customer, Le., the user 129,

For this reason, in another preferred embodiment of the present

inverition, the proxy user data provided by the proxy agent 140 to the user

120 is preferably valid for making onlyalimited number of purchases, e.g.,
one andonly one purchase. If the user 120 artempts to make an on-line

purchase within a relatively shart. period of time after receiving the proxy

user data from the proxy. agent 140, then the probability that an

unscrupulous individualor entity would intercept the proxy user data and

then attempt to make a purchase with the proxy user data within this short

period oftime is reduced.

However, it is possibile that the user 120 may wait a significant periad

of time before attempting toanake a purchase after he or she receives the

prosy user data from theproxy agent 140. The proxy user data is therefore

more preferablyvalid not only for a limited number of purchases. but also

a3
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for.a limited period of time, ¢.g., one to Gverty-tour hours. Therefore. even

though the user 120 may decide not to make any purchasesafter receiving

the proxy user data, an unscruptilous individual or entity would mot be able

to make unauthorized use of the proxy user data after the expiration of the

ane to twenty-four hour period.

The number of purchases that can be made using the proxy user

data, and the expiration period of the proxy user data, may he set at the

time the proxy agent 140 provides the proxy user data ta the user 120.

Alternatively, the user 120 may specify both the mumber of purchases he or

she wishes to make and the expiration period in theproxy data request farm

in block 202 (PIG. 2}. The software on the proxy agent site 142 would then

store the specified number of purchases andthe specified expiration seriod

in the user database 144 along with the rest of the proxy user data.

Farther, while routing purchase authorization requests and replies between

merchants and card issuers, the proxy agent may also check the user

database 144 for determining whether the specified number of purchases

has been exceeded or whether the specified time period has expired.

Numerous advantages can be derived from using the proxy system

100and the procedures of the present invention. For example, the present

invention allows users to make purchases and take delivery of the

purchases securely and confidentially, especially when making on-line

purchases over an untrusted distribnied public network such as the

internet. Security is enhanced during the purchase and delivery

transactions by only allowing delivery of the purchased goods or services

directly to theuser computer 122, to theuser's esmail address, or to the

user’s shipping axldress. Security is further enhanced byproviding proxy

user data that. can bé used only foralisnited number of purchases and/or

onlyfor a limited period of Gime. Providing confirmations of transactions at

various steps in the procedures still further enhances security. For

example, the merchant site 132 providesa confirmationof an on-line

purchase at block 308 (FIO, 3);.and, thedeliveryprovider 150 provides

confirmation of the receipt of proxy user data and an upcoming deliveryto

the user's real shipping addressin blacks 408 and 414, respectivek:,

30
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In addition, user confidentiality is enhanced during the purchase anid

delivery transactions by providing proxy user data in place of the user's real

name, real shipping address, real e-mail address, and/or real credit or debit

card account number. Because the merchant 130 has access te only the

proxy tiver date during the purchase and delivery transactions, it is

impossible for hin or her to identify the user 120 and track the user’s

buying habite. This gives users who make credit and/or on-line purchases

virtually the same anonymity that cash-~paying customers normallyenjoy.

In addition, insmany embodiments, none of the user 120, the

merchant 130, the delivery provider 170, or the card issuer 170 require

specialized software on his or her computing system when using the proxy

system. 100 of the present invention. This is typically the case when the

proxy system: 100 is used with conventional distributed public neavorks and

coventional authorization networks.

In addition, the proxy system 100is both convenient and easy-to-use.

For example, aftér obtaining proxy user data from the proxy agent 140, the

user 120 visits merchant sites, eg, the merchant site 192, and makes on-

me purchases in the conventional manner with the exesption that the user

120 utilizes the proxy user data to make the purchases insteadof his or her

real user data. The merchant 130 also communicates with the user 126 in

the same conventional manner with the exception that he or she receives

the proxy user data instead of the real user data. Further, the merchant

185 communicates with the proxy agent 140 as he or she would with a

conventional credit or debit card authorization service.

Havingdescribed one cimbodiment, numerous alternative
embodiments orvariations might be made. Specifically, it was described

tharthe user requests and receives proxy user clita from the proxy agent

over an untrusted puldic network such as the Internet. However, this is

merely oneilugtrative exsunple. Farther, it should be understood thatthe

manner ii whichthe user requests and obtainethe proxy user data from

the.proxy agent Is not critical to the invention. For example, theuser might

alternatively request and obtean the proxy user data from tke proxy agent

over a trusted private network.or a teleghune network. In these alsernative

ambodiments, the probability ofan unecrupulous individual or entity
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intercepting either thereal user data or the proxy user data would be

further reduced.

tn addition, 2» was described that a message is generated and sent

from the merchant site directly ta the user cumnputer for confirming.a

purchase transaction. However, this is also rnerely oneHustrative example.

The purchase confirmation generated at the merchant site might

alternatively pass through the proxy agent site belore being sent to the user

comptiter, As a result, the proxy agent wonlkdbe able to maintain a record

of the purchase transaction and store the record in the user database along

with the user’s real data and proxy data. The user may then access these

records.for keeping track. of his or her purchases made using the prosy user

data.

in addition, 34 was deseribed above that the merchant provides

tangible goods or services to a particular delivery provider for subsequent

delivery ta the user's real shipping address. Nowever, this is merely another

Nustrative example. The user may alternatively specify the delivery provider

froma liet of delivery providers that are approved for receivingproxy user

data and obtaining corresponding real user data from the proxy agent. This

would further enhance the security of the user's personal information.

in addition, &# was described abovethat the delivery provider visits

the proxy agent site over the Internet or a private network, and requests the

real user data that corresponds with the proxy user data. However, when

the delivery provider requests a translation ofthe proxy shipping address

inte the real shipping addrese over a private network, specialized software

may be required on a computing system available to the delivery provider.
Ta avoid the need for specialized software, the merchant may alternatively

provide the tangible goods and the proxy shipping address io any delivery
provider, who then delivers the tangible goods with theproxy shipping

address to the proxy agent. Next, the proxy agent may provide the tangible

goods and the corresponding real shipping address to the delivery provider
specified by the user, who thendelivers the tangible goods to the user's real
siipping address. As a result, the delivery provider is not required to
reqpuest a translation of the proxy shipping address, and, therefere, does not

reenure specialized software.
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In addition, tt was described above that the user visits the merchant

site directly aver the uriimasted public network. However, this is alsamerely

another illustrative example. The user may alternatively visit the merchant

site through an “anonymizer” web site such as that provided by

ANONYMIZER™Ine, La Mesa, California,USA. This would further enhance

confidentiality ia on-line purchase transactions by allowing the. user not

only to prevent his or her personal information frombeing received by

merchant sites, but also, ¢.g., the EH’ address of his or her computer on the

Internet.

tn addition, it was described that the user may specify both the

srumber of purchasesheor she wishes to make ugg the prexy user data

and the expiration period of the proxy user data. The user mayalso specify

a monetarylimit for purchases that can be made using the proxy user data.

in widition, it was described above in the Hhustrative procedure. that

the proxy user data provided by theproxy agent is used in making on-line

purchases. However, this is merely one iinetrative example. Users may
alternatively request and obtain proxy user data from the proxy agent, and

then use the proxy user data for making conventional purchases from

merchants, 2g, direct purchases from traditional retadl outlets. For

example, the proxy agent may provide the proxy user data for use with a

proxyerédit or debit card. In this way, usersmaymake direct credit ar

debit purchases with virtually the same anonymity that cash-paying

customers normally enjoy. The features of restricting the nuniber and the

monetary limit of purchasesthat can beanade with the card, and the feature

of setting the expiration date of the card, may wlso be available for making

conventional purchases. A proxy credit or debit card may alse be provided

thatincludes the user’sreal personal information, e.g., his or her real credit

or debit curd account nuimber, but also has the features for restricting usc

of the card.

inaddition, # wis described above that the user registers with the

proxyagent for obtaining proxy user datathat he or she can use when

making purchasesaid taking delivery ofgoods or services. However, thisis
also merely one Uluetrative example. Theuser may, eg, register-with the
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proxy agent orice, thereby providing the proxy agent with hisor her real

user data. The user may then request and obtain mew proxy user data

sorresponding with the real user data fram the proxy agent as many times

as he or shewishes for subsequently making purchases, without having to

re-register with the proxy agent each time. As described above, the user

may be provided with, e.g. an identification number and/or a passward for

use in mulcing subsequent requests for proxy data.

in addition, is was described above that the user makes purchases

from the merchant and takes delivery of the purchases usingonly the proxy

user data stored in the user database. It wasalso described that the user

database stores not only the user's personal information such ashis or her

real name, real shipping address, real e-mail address, and real credit or

debit card account number, hut also corresponding proxy data such asa

proxy name, a proxy shipping adelress, a proxy e-muul address, and a proxy

credit or debit card account number. However, this is merely another

Hlustrative example. In a preferred embodiment, the real user data and-the

corresponding proxy user data stared in the user database includes all of

the user data required to effect the purchase and delivery of goods or

services, Some purchase and deliverytransactions may thercfore recniire

different amounts of user data ar different types of user data to effect the

transaction.

Farther, the user may ahernatively request and obtain proxy user

data cerresponding with only a selected amount of real user data, ever if

this proxy user data alone would be insufficient for effecting the purchase

and delivery of goods or services. For example, the user may decideto

request atul obtain proxy user data corresponding with only his arher real

credit or debit cardaccount number, Accordingly, the proxy agent would

generate a proxy credit or debit card account number and store both the

proxy card accnnnimumber and the corresponding real card account

suumber in the user database. Theproxy agent would then route purchase

authorization requests and replies between the merchant and the card
issuer while revealing the real card account number only to the card issuer

and cortceadingthe réal card account number from the merchant. hy this

way, the user mayselect different levels of security and confidentiality for

different parchasearid delivery transactions.
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The present invention has been described in detail tachuiding the

preferred ombadiments thereof. However, it shoul! be appreciated that

those skilled in the art, upon consideration of the present disclosure, may

make modifications ascd/or improvements on this inventiun and-atill be

withinthe scope and spirit of this invention as-set forth tn the following
claims.
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1. A method of enabling a user to effect a purchase of goods or

services from a merchant without revealing selected real user data.to the

merchant, comprising the steps off

{al generaiing proxy user data corresponding with the selected

real user data;

{b} maintaining a database inclading the selected real user data

and the corresponding proxy user data for use in translating
the selected real user data Inte the corresponding proxy user

data, and ui translating the proxy user data into the

corresponding selected real user data; and

fe} routing purchase authorization requests and replies between

the merchant and a purchase authorization entity using the

selected real user data and the corresponding proxy user data

in the database,

wherein the requests routed to the purchase authorization entity

inchide the selected real user data, and the replies routed to the merchant

include the corresponding proxy user data and do not include the selected
real user data.

2. The method as recited in claim 1, further inchacding a step of

effecting a delivery of the goods or services to the user, wherein the selected

read user data includes at least one of a real name, a real shipping address,

and a real e-mail address, and the corresponding proxy user data includes

atleast one of a proxy name, a proxy shipping address, and a proxy e-mail
address,

3. The method as recited in claini 2,

wherein the goods or services have digital form,

wherein the merchant delivers. the digital gnacds ar services to the

LBEX aS an e-mail transmission using theproxy e-mail address, and
further incladingthe step of routing the e-mail transmission from the

merchant to the user asing dieproxy e-mail address and the corresponding
real e-mail widress, wherein. the step af reuting inchides the substeps of

receiving the e-mail transmissionincluding the digital goods or services, the
e-mail transmission being received at the proxy e-mail address,

26
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accessing the database for translating the proxy e-mail address into the

corresponding real e-mail address, and

seniling the e-mail transmission to the corresponding real e-mail address.

4, The method as recited in claim 2, wherein the merchant

provides the gondsor services, the proxy name, and proxy shipping address

to a delivery entity, and the method further includesthe steps of

receiving a request for the real name and real shipping address

corresponding with the proxy name and proxy shipping address from the

delivery entity,

translatingthe proxy name and proxy shipping addressinto the real

name and real shipping address using the database, and

providing the real name and real shipping address to the delivery

entity,

whereby the delivery entity delivers the gmis or services to the user.

5. The methodas recited in claim 2, wherein the merchant

provides the goods or services and the proxy name/proxy shipping address

to a first delivery entity,

and the method further includes the steps of

receiving the goods or services and the proxy name/proxy shipping

address fram the firstdelivery entity,

translating the proxy nume/proxy shipping address inte the real

name/real shipping address using the database, and

providing the goods or services and the real name/real shipping

aidress-to.a sécond delivery entity,

whereby the second delivery entity delivers the goods or services to
the user.

&. The method as recited in claim 5, wherem the first delivery

entity ans the seconddelivery entity are thesame dehvery entity.

7. The method #s recited in claim 1, whereintheproxy user data

generated i step fa} Includes at least one restricted-useattribute.

8. The method as recited in claim 7, wherein the restricted-use

attribute is selectable bythe user.
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8, The methodas recited in claim 7, wherein the restricted-use

attribute corresponds with at least one of a selected mumber of purchases

that can be authorized by the purchase authorization entity, aselected

period af time during which purchases. cam. be authorized by the purchis:

authorization entity, or a selected monetary limit for purchases that can be

authorized by the purchase authorization entity.

10. The method as recited in clalm 1, further including the steps of

receiving a request for the proxy user data from theuser, the request
inchiding the selected real user data, and

providing the proxy user data corresponding with the selected real

user data to the user.

ll. The method as recited in claim 10, wherein theuser is fuviher

provided with at least a user §[D and/or a password for use in making

subsequent requests for proxy user data.

12. The method as recited in claim 10, wherein the reqnestfor the

proxy user data is received via a network, and the proxy user data is

provided to the user via a network.

13. The method as recited in claim 10, wherein the user is

provided with more than one set of proxy user data corresponding with the
selected real user data.

14. The methodas recited in claim 14, wherein themaintainingin

step (d} includes updating the database to Include each set of proxy user
daia corresponding with the selected real user data,

18: The method as recited in claim |, wherein the selected real

wser dataincludes real funthng accomunt data, and wherein the

corresponding proxy user data includes proxy funding accountdata.

18. The method as.recited in claim1, wherein the rontiig in step

{c} inchides the substeps af
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fel) receiving a purchase authorization request fromthe merchant,

the purchase authorization request inchiding the proxy user

data,

fe2] translating theproxy user dela inte the carrespunding selected

real user dara using the database,

fe3} substinating the proxy user data in the purchase authorization

request with the corresponiing selected real user data, anc

rouiaiy the purchase authorization request to the purchase

authorization entity,

{e4} receiving a purchase authorization reply from the purchase

authorization entity, the purchase authorization reply

inchudingthe selected real user data, and

feS} substituting the selected real weer data imthe purchase.

authorization reply with the corresponding proxy user data,
and routing the purchase authorization reply to the merchant,

17. The method as recited in claim 1, wherein the user purchases

the goods or services from the merchant by visiting a merchant site using a

computer, the merchant site and the computer being commectable to a
network,

18. ‘The method as recited in claim 1, wherein the database

including the selected real user data and the correspotiding proxy user data

is stored in a sturage device on acomputer connectable to a network.

19. The method as recited in claim 1, wherein the routing in step

ic} is performed over at Jeaat one network.

20. Amethod of enabling a userte effect a purchase of goods or

‘services from a merchant using a funding account, comprising thie stops off
fad generating user acount data for the funding account, the aser

account data having at least one restricted-use atoribure:

{b} maintaining a database including theuser account data: and

ic} routing purchase authorization requests and replics between

the merchant and a purchaseauthorization entityusirig the

user account data inthe database,
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wherein the restricted-use attribute corresponds with at least one of a

number of purchases that can be funded sing the funding account, a

period of ime during which purchases can befunded using the funding
account, and/or a monetary limit for purchases that can be funded using

the fading account.

21. The method as recited im claim 20, wherein the at least ons

restricted-use attribute of the user account data is selectable by the user,

22. The method as recited in claim 20, wherein the routing in step

ie} includes a substep of determining whether any userestrictions of the
user account data have been violated.

23. The method as recited in claim 1, further including steps of

trackingpurchases mace using the user data stored by the database and

storing information related to the tracked purchases in the database.

24. The method as recited in claim26, further bicliding steps of

tracking purchases made using the user data atered in the databaseand

storing information related to the tracked purchases in the database.

28, A methed of enabling a user to effect a delivery of goods or

services from a merchant without revealing real delivery data to the.

merchant, comprising the steps of:

{a} generating proxy delivery data correspondingwith the real

delivery data;

{b} maintaining a databaseincluding the real delivery data and
thecorresponding proxy delivery data for use in translating: the

proxy delivery data Inte the corresponding real delivery data;
and

fc) providing the réal delivery data correspondingwith the proxy

delivery data to:a delivery etytity,

wherein the user provides the prosy delivery daia ie the merchant,
and

wherein the merchant provides the goo:ls ar services und the proxydelivery

data to the delivery entity for subsequent deliveryof the goods or services 16
the user.
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26. A system for enabling a user toeffect a purchase of goods or
services over a distributed network without sending selected real user data

over the distributed network, for use with at least one merchant site

accessible on the distributed network, each merchant site being connectable

ia an authorization rictwork for making purchase authorization requests

and receiving replies thereto, at least one user computer connected te the

distributed network, each user computer nunsing at least one client

application for accessing the at least one merchant site on the distributed

network, and at least one purchase authorization entity, cach purchase

authorization entity being accessible on theauthorization network and

capable of sending replies over the authorizahion network in respanse to the

purchase authorization requests, the system comprising:

@ proxy user data gensrator for gemerating proxy user data

corresponding with the selected real user data;

a database for storing the selected real user data and the

corresponding proxy user data, for use in trarislating the selected real user

data into the corresponding proxy user data and in translating the proxy

user data into the corresponding selected real user data; arkd

# purchase authorization request/reply reater connectable to the

authorigation network for routing purchase authorization requests/replies

between each merchant site and each purchase authorization entity using

the selected real user data and thecorresponding proxy user data stored in
the database.

37. <Asystem for enabling a userto efféct 2 purchase of goods or

services over a distribuied network usinga funding account, for use withat

least one merchant site accessible on the diatributed network, each

merchant site being connectable to an authorization network for making

purchase authorization requests and receiving repliés thereto, at icast one

iSer Computer connected to thedistributed network, each user computer
running atleast one client application for accessing the at least one

mérchant site onthedistributed network, and at least one purchase

authorization entity, each purchase authorization enuty. being accessible on
the authorization network and capable of sending replies aver the

authorization network in response ta the purchase authorization requests,
the systeincomprising:

i
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a user account data generator for generating user account data for

the funding account, the user account data having at least one restricied-

use attribute;

a database for storing the user accdvunt data; and

a purchase authorizationrequest/raply router cemnectable to the

authorization network for routing purchase authorization requests /replies

between each merchant site and each purchase authorization entity using

the user account datastored in the database,

wherein the restricted-use attribute coxrespands with at least one of a

number of purchases that can be fanded using the funding account, a
period of time during which purchases can be funded using the fanding

account, or a monetary limit for purchases. that can be funded using the

funding account.

28. A system for enabling a user to effect a delivery of goods or

services from an on-Hne merchant without revealing real delivery data to the

on-line merchant, for use with at least one merchant site accessible on a

distributed network, at least one user computer connected to the

distributed network, each user computer running at least one cHent

application for accessing the at least one merchant site on the distributed

network, and at least one delivery entity, the system comprising:

a peoxydelivery data generator for generating proxy delivery data

correspondingwith the real delivery data, far use by thé user;

a database for storing the real delivery data and the corresponding.

proxy delivery data, for use in translatingthe proxy delivery datainte the

‘correspondingreal delivery data: and

a unit far receiving a requestfor the real delivery data corresponding

with the proxydelivery data, and for providing the real delivery data in

response to therequest, for use by the delivery entity in delivering the goods
or services to the user.

29. Asystem for enabling a user to effect a delivery ofpoods or

services over a distributed network via e-muul without sendingareal e-mail

address over the distributed network, for use with at least one merchant site

accessible ent a distributed network, and at least one. user computer
connected to the distributed network, exch user computer running at least

oe
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one.chent application for accessing the at izast one nierchant site on ihe

distributed network, Ube system comprising:

a proxye-mail address generator for generating a proxy e-mail

address corresponding with the real e-mail address, for use by the user;

& database for storing the real e-mail address and the corresponding

proxy e-mail address, far use in transiating the proxy e-mail address inte

the corresponding real ¢-maal address; and

an e-mail rourer connectable tothedistributed network for routing e-

mail between each merchaiit site and the user computer, wherein the

merchant site sends the goods or services over the distributed network

using the proxy e-mail address and the e-mail router routes the goods or

services sent by the merchant site te the user using the corresponding real

e-mail address.
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CRYPTOGRAPHIC METHODS, APPARATUS
AND SYSTEMS FOR STORAGE MEDIA

ELECTRONIC RIGHTS MANAGEMENTIN

CLOSED AND CONNECTED APPLIANCES

Cross-Reference to Related Applications and Patents

The specifications and drawings of the followingprior,

commonly assigned published patent specifications are

incorporated by referenceinto this patent specification:

PCT Publication No. WO 96/27155 dated 6 September 1996

entitled “Systems And Methods For Secure Transaction

Management AndElectronic Rights Protection”, which is based

on PCT application no. PCT/US96/02303 filed 13 February 1996

and U.S. patent application serial no. 08/388,107 of Ginteretal.

entitled filed on February 13, 1995 (hereinafter “Ginteret al’’);

U.S. Patent No 4,827,508 entitled “Database Usage

Metering and Protection System and Method” dated May2, 1989;

USS. Patent No. 4,977,594 entitled ‘Database Usage

Metering and Protection System and Method”dated December| 1,

1990;
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U.S. Patent No. 5,050,213 entitled “Database Usage

Metering and Protection System and Method” dated September

17, 1991; and

U.S. Patent No. 5,410,598 entitled “Database Usage

Metering and Protection System and Method”dated April 25,

1995; and

European Patent No.EP 32968! entitled “Database Usage

Metering and Protection System and Method”dated January 17,

1996.

In addition, the specifications and drawings of the following

commonly-assigned prior-filed patent specifications are

incorporated by reference into this patent application:

PCT Application No. PCT/US96/14262 filed 4 September

1996 entitled “Trusted Infrastructure Support Systems, Methods

And Techniques For Secure Electronic Commerce,Electronic

Transactions, Commerce Process Control And Automation,

Distributed Computing, And Rights Management,” which

correspondsto U.S. patent application serial no. 08/699,712 filed

on August 12, 1996 (hereinafter “Shear et al.”’);

2
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PCT Application No. filed _—_—, 1997

entitled “Steganographic Techniques For Securely Delivering
Electronic Digital Rights ManagementControl Information Over

Insecure Communications Channels,” which corresponds to U.S.

patent application serial no. 08/689,606 of Van Wie and Weber

filed on August 12, 1996 (hereinafter “Van Wie and Weber”); and

PCT Application No. filed ,

1997 based on U.S. Patent Application serial no.08/689,754

entitled “Systems and Methods Using Cryptography To Protect

Secure Computing Environments,” of Sibert and Van Wie filed on

August 12, 1996 (hereinafter “Sibert and Van Wie”).

FIELD OF THE INVENTION

This invention relates to information protection techniques

using cryptography, and moreparticularly to techniques using

cryptography for managing rights to information stored on

portable media -- one example being optical media such as Digital

Video Disks (also known as "Digital Versatile Disks” and/or

"DVDs"). This invention also relates to information protection

and rights management techniques having selectable applicability

depending upon, for example, the resources of the device being
3
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used by the consumer(e.g., personal computer or standalone

player), other attributes of the device (such as whetherthe device

can be and/or typically is connected to an information network

(“connected” versus “unconnected”)), and available rights. This

5 invention furtherrelates, in part, to cooperative rights management

-- where plural networked rights management arrangements

collectively control a rights management event on one or more of

such arrangements. Further, important aspects of this invention

can be employedin rights managementfor electronic information

10. made available through broadcast and/or network downloads

and/or use of non-portable storage media, either independentof, or

in combination with portable media.

BACKGROUNDOF THE INVENTION

The entertainment industry has been transformed by the

IS pervasiveness of home consumerelectronic devices that can play

video and/or audio from pre-recorded media. This transformation

began in the early 1900s with the invention of the

phonograph—which for the first time allowed a consumerto listen

to his or her favorite band, orchestra or singer in his or her home

20 whenever he or she wishes. The availability of inexpensive video

4
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cassette recorders/players beginningin the early 1980s brought

about a profoundrevolution in the movie and broadcast industries,

creating an entirely new home consumer market for films,

documentaries, music videos, exercise videos,etc.

The entertainmentindustry has long searched for optimal

media for distributing content to home consumers. The original

phonographcylinders distributed by Thomas Edison and other

phonographpioneers had the advantagethat they weredifficult to

copy, but suffered from various disadvantages such as high

manufacturing costs, low resistance to breakage, very limited

playback time,relatively low playback quality, and susceptibility

to damage from wear,scratching or melting. Later-developed wax

and vinyl disks could hold more music material but suffered from

many of the same disadvantages. Magnetic tapes, on the other

hand, could be manufactured very inexpensively and could hold a

large amountofprogram material (e.g., 2, 4 or even 6 hours of

video and/or audio). Such magnetic tapes could reproduce
program materialat relatively high quality, and were not as

susceptible to damage or wearing out. However, despite the many

clear advantages that magnetic tape provides over other media, the
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entertainment industry has never regardedit as an ideal or

optimum medium because ofits great susceptibility to copying.

Magnetic tape has the very flexible characteristic that it can

be relatively easily recorded on. Indeed, the process for recording

5 amagnetic tape is nearly as straightforward as that required for

playing back pre-recorded content. Because ofthe relative ease by

which magnetic tape can be recorded, home consumer magnetic

tape equipment manufacturers have historically provided dual

mode equipmentthat can both record and play back magnetic

10 tapes. Thus, home audio andvideo tape players havetraditionally

had a “record” button that allows a consumerto record his or her

own program material on a blank (un-recorded) magnetic tape.

While this recording ability has given consumersadditional

flexibility (e.g., the ability to record a child’s first words for

15__posterity, and the ability to capture afternoon soap operasfor

evening viewing), it has unfortunately also been the foundation of

an illegal multi-billion dollar content pirating industry that

produces millions ofillegal, counterfeit copies every year. This

illegal pirating operation—whichis international in scope—leeches

20 huge amounts of revenue every year from the world’s major

6
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entertainment content producers. The entertainment industry must

pass along these losses to honest consumers—resulting in higher

boxoffice prices, and higher video and audio tape sales andrental
prices.

In the mid 1980s, the audio entertainment industry

developed the optical compact disk as an answerto some of these

problems. Theoptical compact disk—athin, silvery plastic platter

a few inches in diameter—can hold an hour or more of music or

other audio programmingin digital form. Such disks were later

also used for computer data. The disk can be manufactured very

inexpensively, and provides extremely high quality playback that

is resistant to noise because ofthe digital techniques used to

record and recoverthe information. Because the optical disk can

be madefrom plastic,it is light weight, virtually unbreakable, and

highly resistant to damage from normal consumer handling (unlike
the prior vinyl records that were easily scratched or worn down

even by properly functioning phonographs). And, because
recording on an opticaldisk is, so far, significantly moredifficult

than playing back an optical disk, home consumer equipment

providing both recording and playback capabilities is unlikely, in

7
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the near future, to be as cost-effective as play-only

equipment—greatly reducing the potential forillicit copying.

Because of these overwhelming advantages, the music industry

has rapidly embraced the new digital compact disk

technology—virtually replacing older audio viny! disk media

within the space of a few short years.

Indeed, the threat of widespread and easy unauthorized

copying in the absenceof rights managementtechnologies

apparently has been an important contributing factor to the demise

of digital audio tape (DAT)as a media for musicdistribution and,

more importantly, home audio recording. Rightsholders in

recorded music vigorously opposed the widespread

commercialization of inexpensive DAT technologythat lacked

rights managementcapabilities since the quality of the digital

recording was completely faithful to the digital source on, for

example, music CDs. Ofcourse, the lack of rights management

was notthe only factor at work, since compared with optical

media, tape format made random accessdifficult, for example,

playing songs out of sequence.
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The video entertainment industry is on the verge of a

revolution similar to that wrought by music CDs based on movies

in digital format distributed on high capacity read-only optical

media. For example, digital optical disk technology has advanced

to the point whereit is now possibleto digitally record, among

other things, a full length motion picture (plus sound) on oneside

of a 5" plastic optical disk. This same optical disk can

accommodate multiple high-quality digital audio channels (e.g., to

record multi-channel “sensurround” sound for hometheaters

and/or to record film dialog in multiple different languageson the

same disk). This same technology makesit possible to access

each individual frame or image of a movieforstill image

reproduction or—even more exciting—to provide an unprecedented

“random access" playback capability that has never before existed

in home consumer equipment. This “random access” playback

could be used, for example, to delete violence, foul languageor
nudity at time of playbackso that parents could select a “PG”

playback version ofan “R”rated film at the press of a button. The

“random access” capability also has exciting possibilities in terms

of allowing viewers to interact with the pre-recorded content (e.g.,
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allowing a health enthusiast to select only those portions of an

exercise video helpful to a particular day's workout). See, for

example, “Applications Requirements for Innovative Video

Programming,” DVD Conference Proceedings (Interactive

5 Multimedia Association, 19-20 October 1995, Sheraton Universal

Hotel, Universal City, California).

Non-limiting examples of the DVD family of optical media

include:

10

15

20

DVD(Digital Video Disk, Digital Versatile

Disk), a non-limiting example of which

includes consumerappliances that play movies

recorded on DVD disks;

DVD-ROM (DVD-Read Only Memory), a non-

limiting example of which includes a DVD

read-only drive and disk connected to a

computer or other appliance;

DVD-RAM (DVD Random Access Memory), a

non-limiting example of which includes a

read/write drive and optical mediain, for

example, consumer appliances for home

recording and in a computer or other appliance

10
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for the broadest rangeof specific applications;
and

° Anyother high capacity optical media

presently known or unknown.

5 “DVDs”are, of course, not limited to use with movies. Like

CDs, they mayalso be used for other kinds of information, for

example:

° sound recordings

e software

10 e databases

e games

e karaoke

e multimedia

° distance learning

15 e documentation

° policies and manuals

11
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° any kind of digital data or other information

° any combination of kinds of digital data or
other information

° any other uses presently known or unknown.

5 The broad range of DVD uses presents a technical

10

15

challenge: how canthe information content distributed on such

disks, which might be any kind or combination ofvideo, sound,or

other data or information broadly speaking, be adequately

protected while preserving or even maximizing consumer

flexibility? One widely proposed requirement for the new

technology(mainly within the context of video),is, to the extent

copying is permittedat all, to either: (a) allow a consumer to make

a first generation copyofthe program contentfor their own use,
but prevent the consumerfrom making “copies of copies”, or

multi-generational copies of a given property (thus keeping honest

people honest); or (b) to allow unlimited copying for those

properties that rightsholders do not wish to protect against

copying, or which consumers have made themselves.

12
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However, providing only such simplistic and limited copy

protection in a non-extensible manner mayturn out to be

extremely shortsighted—since more sophisticated protection

and/or rights managementobjectives (e.g., more robust and

selective application of copy protection and other protection

techniques, enablement ofpay-per-view models, the ability of the

consumer to make use of enhanced functionality such as

extracting material or interactivity upon paying extra charges, and

receiving credit for redistribution, to name a few) could be very

useful now orin the future. Moreover, in optimally approaching

protection and rights managementobjectives, it is extremely

useful to take differing business opportunities and threats into

account that mayrelate to information delivered via DVD media,

for example, depending uponavailable resources of the device

and/or whether the device is connected or unconnected.

Moresophisticated rights management capabilities will also

allow studios and others who have rights in movies and/or sound

recordings to better manage these importantassets, in one

example, to allow authorized parties to repurpose piecesofdigital

film, video and/or audio, whether specific and/or arbitrary pieces,

13
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to create derivative works, multimedia games, in one non-limiting

example. Solutions proposed to date for protecting DVD content

have generally focused solely on limited copy protection

objectives and have failed to adequately address or even recognize

5 more sophisticated rights managementobjectives and

requirements. More specifically, one copy protection scheme for

the initial generation of DVD appliances and media is based on an

encryption method developed initially by Matsushita and the

simple CGMA control codes that indicate permitted copying: a

10 one-generation copy, no copies, or unlimited copying.

SUMMARYOF THE INVENTIONS

Comprehensivesolutions for protecting and managing

information in systems that incorporate high capacity optical

media such as DVD require, amongother things, methods and

15 systems that address two broadsets of problems: (a) digital to

analog conversion (and vice versa); and (b) the use of such optical

media inboth connected and unconnected environments. The

inventions disclosed herein address these and other problems. For

example, in the context of analog to digital conversion (and vice

20 versa), it is contemplatedthat, in accordance with the present

14
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inventions, at least some of the information usedto protect

properties and/or describe rights managementand/or control

information in digital form could also be carried along with the

analog signal. Devices that convert from one format and/or

medium to another can, for example, incorporate someorall of the

control and identifying information in the new context(s), or at

least not actively delete such information during the conversion

process. In addition, the present inventions provide control, rights

managementand/oridentification solutions for the digital realm

generally, and also critically important technologies that can be

implemented in consumer appliances, computers, and other

devices. One objective of the inventions is to provide powerful

rights management techniquesthat are useful in both the consumer

electronics and computer technology markets, and that also enable

future evolution of technical capabilities and business models.

Another non-limiting objective is to provide a comprehensive

control, rights managementand/or identification solution that

remains compatible, where possible, with existing industry

standardsfor limited function copy protection and for encryption.

15
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The present inventions provide rights management and

protection techniques that fully satisfy the limited copy protection

objectives currently being voiced by the entertainment industry for

movies while also flexibly and extensibly accommodating a wide

range of more sophisticated rights management options and

capabilities.

Some importantaspects of the present inventions (that are

more fully discussed elsewherein this application) include:

° Selection of control information associated

with information recorded on DVD media (for

example, rules and usage consequence contro]

information, that comprise non-limiting
example elements of a Virtual Distribution

Environment (VDE))that is based atleast in

part on class of appliance, for example, type of

appliance, available resources and/or rights;

° Enabling such selected control information to

be, at least in part, a subset of control

information used on other appliances and/or

classes of appliance, or completely different

control information;

16.
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Protecting information output from a DVD

device, such as applying rights management

techniquesdisclosed in Ginteret al. and the

present application to the signals transmitted

using an IEEE 1394 port (or otherserial

interface) on a DVD player;

Creation of protected digital content based on

an analog source;

Reflecting differing usage rights and/or content

availability in different countries and/or

regions of the world;

Securely managing information on DVD media

suchthat certain portions may be used on one

or more classes of appliance (e.g., a standalone

DVD player), while other portions may be used

on the sameordifferent classes of appliance

(e.g., a Standalone DVD playeror a PC);

Securely storing and/or transmitting

information associated with payment, auditing,

controlling and/or otherwise managing content

recorded on DVD media,including techniques
related to those disclosed in Ginteret al. and in

Shearetal.;

17
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Updating and/or replacing encryption keys

used in the courseof appliance operation to

modify the scope of information that may be

used by appliances and/or classes of

appliances;

Protecting information throughoutthe creation,

distribution, and usage process, for example, by

initially protecting information collected by a

digital camera, and continuing protection and

rights managementthroughthe editing process,

production,distribution, usage, and usage

reporting.

Allowing “virtual rights machines,” consisting

of multiple devices and/or other systemsthat

participate and work together in a permanently

or in a temporarily connected network to share

someorall of the rights managementfor a

single and/or multiple nodes including, for

example, allowing resources available in plural

such devices and/or other systems, and/or

rights associated with plural parties and/or

groupsusing and/orcontrolling such devices

and/or other systems, to be employed in

concert (accordingto rights related rules and

controls) so as to govern one or moreelectronic

18
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events on any one or more ofsuch devices

and/or other systems, such event governance
including, for example: viewing, editing,

subsetting, anthologizing, printing, copying,

titling, extracting, saving, and/orredistributing

rights protected digital content.

Allowing for the exchange ofrights among

peer-to-peer relating devices and/or other

systems, wherein such devices and/or other

systems participate in a temporary or

permanently connected network, and wherein

suchrights are bartered, sold for currency,

and/or otherwise exchanged for value and/or

consideration where such value and/or

consideration is exchanged between suchpeer-

to-peer participating commercial and/or

consumerdevices and/or other systems.

General Purpose DVD/Cost-effective Large Capacity Digital
Media Rights Protection and Management

20 The inventions described herein can be used with any large

capacity storage arrangement wherecost-effective distribution

media is used for commercial and/or consumer digital information

delivery and DVD,as used herein, should be read to include any

such system.

19
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Copyprotection and rights managementare important in

practical DVD systems and will continue to be importantin other

large capacity storage, playback, and recording systems,presently

knownor unknown,in the future. Protection is needed for some

or all of the information delivered (or written) on most DVD

media. Such protection against copyingis only one aspect of

rights management. Other aspects involve allowing rightsholders

and others to manage their commercialinterests (and to have them

enforced, potentially at a distarice in time and/or space) regardless

of distribution media and/or channels, and the particular nature of

the receiving appliance and/or device. Such rights management

solutions that incorporate DVD will become even more significant

as future generations of recordable DVD media and appliances

come to market. Rightsholders will want to maintain and assert

their rights as, for example, video, sound recordings, and other

digital properties are transmitted from one device to another and

as options for recording becomeavailable in the market.

The apparent convergence between consumer appliances

and computers, increasing network and modem speeds, the

declining cost of computer power and bandwidth,and the

20
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increasing capacity of optical media will combineto create a

world of hybrid business models in which digital content of all

kinds maybedistributed on optical media played onat least

occasionally connected appliances and/or computers, in which the

one-time purchase models commonin music CDsand initial DVD

movie offerings are augmented by other models, for example,

lease, pay per view, and rent to own, to namejust few. Consumers

may be offered a choice among these and other models from the

same ordifferent distributors and/or other providers. Paymentfor

use may happen over a network and/or other communications

channel to some paymentsettlement service. Consumer usage and

audit information may flow back to creators, distributors, and/or

other participants. The elementary copyprotection technologies

for DVD now being introduced cannot support these and other

sophisticated models.

As writable DVD appliances and media becomeavailable,

additional hybrid models are possible, including, for example, the

distribution of digital movies over satellite and cable systems.

Having recorded a movie, a consumermayelecta lease, rental,

pay-per-view, or other model if available. As digital television

21
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comes to market, the ability of writable DVDsto makefaithful

copies of on-air programmingcreates additional model

possibilities and/or rights management requirements. Here too,

simplistic copy protection mechanisms currently being deployed

for the initial read-only DVD technologies will not suffice.

Encryption Is A Means, Not An End

Encryptionis useful in protecting intellectual properties in

digital format, whether on optical media such as DVD,on

magnetic media suchas disk drives, in the active memory of a

digital device and/or while being transmitted across computer,

cable, satellite, and other kinds of networks or transmission

means. Historically, encryption was used to send secret messages.

With respect to DVD, a key purpose of encryption is to require the

use of a copy control and rights management system in orderto

ensure that only those authorized to do so by rightsholders can

indeed use the content.

But encryption is more of a means, rather than an end. A

central issue is how to devise methods for ensuring, to the

maximal extent possible, that only authorized devices and parties

can decrypt the protected content and/or otherwise use information
22
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only to the extent permitted by the rightsholder(s) and/or other

relevant parties in the protected content.

The Present Inventions

The present inventions provide powerful right management

capabilities. In accordance with one aspect provided by the

present invention, encrypted digital properties can be put on a

DVDin a tamper-resistant software "container" such as, for

example, a "DigiBox" secure container, together with rules about

"no copy" and/or "copy" and/or "numbers of permitted copies"

that may apply and be enforced by consumer appliances. These

same rules, and/or more flexible and/or different rules, can be

enforced by computer devices or other systems that may provide

more and/or different capabilities (e.g., editing, excerpting, one or

more payment methods, increased storage capability for more

detailed audit information,etc.). In addition, the "software

container" such as for example, a "DigiBox" secure container, can

store certain content in the "clear"(that is, in unencrypted form).

For example, movie or musictitles, copyright statements, audio

samples, trailers, and/or advertising can be stored in the clear

and/or could be displayed by any appropriate application or

23

DISH-Blue Spike 842

Exhibit 1005, Page 1265



DISH-Blue Spike 842
Exhibit 1005, Page 1266

WO 97/43761 PCT/0S97/08192

10

15

20

device. Such information could be protected for authenticity

(integrity) when available for viewing, copying, and/or other

activities. At the same time, valuable digital propertiesofall

kinds-film, video, image, text, software, and multimedia— may be

stored at least partially encrypted to be used only by authorized

devices and/or applications and only under permitted, for example

rightsholder-approved, circumstances.

Another aspect provided in accordance with the present

invention (in combination with certain capabilities disclosed in

Ginteret al.) is that multiple sets of rules could be stored in the

same "container" on a DVD disk. The software then applies rules

depending on whetherthe movie, for example, was to be played

by a consumerappliance or computer, whether the particular

apparatus has a backchannel(e.g., an on-line connection), the

national and/or other legal or geographic region in which the

playeris located and/or the movie is being displayed, and/or

whetherthe apparatus has components capable of identifying and

applying such rules. For example, some usage rules may apply

when information is played by a consumerdevice, while other

rules may apply when played by a computer. The choice of rules
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may be left up to the rightsholder(s) and/or other participants-- or

some rules may be predetermined(e.g., based on the particular

environmentor application). For example, film rightsholders may

wish to limit copying and ensure that excerpts are not made

regardless of the context in which the property is played. This

limitation might be applied only in certain legal or geographic

areas. Alternatively, rightsholders of sound recordings may wish

to enable excerpts of predetermined duration (e.g., no more than

20 seconds) and that these excerpts are not used to construct a new

commercial work. In some cases, governments mayrequire that

only “PG”versions of movies and/or the equivalent rating for TV

programs maybe played on equipmentdeployed in their

jurisdiction, and/or that the applicable taxes, fees and the like are

automatically calculated and/or collected if payments related to

content recorded on DVD is requested and/or performed(e.g.,

Ppay-per-use of a movie, game, database, software product,etc.;

and/ororders from a catalogstoredatleast in part on DVD media,

etc.).

In a microprocessor controlled (or augmented) digital

consumerappliance, such rules contemplated by the present
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inventions can be enforced, for example, without requiring more

than a relatively few additions to a central, controlling
microprocessor(or other CPU, a IEEE 1394 port controller, or

other content handling control circuitry), and/or making available

5 some ROMorflash memoryto hold the necessary software. In

addition, each ROM (orflash or other memory, which such

memory may be securely connectedto, or incorporated into, such

control circuitry in a single, manufactured component) can, in one

example, contain one or more digital documents or "certificate(s)"

10 that uniquely identifies a particular appliance, individual identity,

jurisdiction, appliance class(es), and/or other chosen parameters.

An appliance can, for example, be programmedto send a copy ofa

digital property to anotherdigital device only in encrypted form

and only inside a new, tamper-resistant "software container." The

15 container mayalso, for example, carry with it a code indicating

that it is a copy rather than an originalthat is beingsent. The

device may also put a uniqueidentifier of a receiving device

and/or class of devices in the same secure container.

Consequently, for example, in one particular arrangement,the

20 copy maybeplayable only on the intended receiving device,
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class(es) of devices, and/or devicesin a particular region in one

non-limiting example and rights related to use of such copy may

differ according to these and/or other variables.

The receiving device, upon detecting that the digital

property is indeed a copy, can, for example, be programmednotto

make any additional copies that can be played on a consumer

device and/or other class(es) of devices. If a device detects that a

digital property is about to be played on a device and/or other

class(es) of devices other than the oneit was intendedfor, it can

be programmedto refuse to play that copy (if desired).

The samerestrictions applied in a consumer appliancecan,

for example, be enforced on a computer equipped to provide rights

management protection in accordance with the present inventions.

In this example, rules may specify not to play a certain film and/or

other content on any device other than a consumerappliance

and/or classes of appliances, for example. Alternatively, these

same powerful capabilities could be used to specify different

usage rules and payment schemesthat would apply when played

on a computer (and/or in other appliances and/or classes of

appliances), as the rightsholder(s) may desire, for example,
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different pricing based upon different geographic or legal locales

where contentis played.

In addition, if "backchannels" are present—for example,set-

top boxes with bi-directional communications or computers

attached to networks—the present inventions contemplate

electronic, independent delivery of new rules if desired or required

for a given property. These new mules may,for example, specify

discounts, time-limited sales, advertising subsidies, and/or other

information if desired. As noted earlier, determination of these

independently delivered rules is entirely up to the rightsholder(s)

and/or others in a given model.

The following are two specific examples of a few aspects of

the present invention discussed above:

1. An Analog To Digital Copying Example

a) Bob has a VHStape he bought(or rented) and

wants to make a copy for his own use. The

analog film has copy control codes embedded

so that they do notinterfere with the quality of

the signal. Bob has a writable DVD appliance

28 |
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that is equipped to provide rights management

protection in accordancewith the present

invention. Bob's DVD recorderdetects the

control codes embeddedin the analog signal

(for example, such recorder may detect

watermarks and/or fingerprints carrying rights

related control and/or usage information),

creates a new secure containerto hold the

content rules and describe the encodedfilm,

and creates new control rules (and/or delivers

to a secure VDE system for storage and

reporting certain usage history related

information such as user name, time, etc.)

based on the analog control codes and/or other

information it detected and that are then placed

in the DigiBox and/or into a secure VDE

installation data store such as a secure data

base. Bob can play that copy back on his DVD

appliance wheneverhe chooses.
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b) Bob gives the DVD disk he recorded to

Jennifer who wishes to play it on computerthat

has a DVD drive. Her computer is equipped to

provide rights managementprotection in

accordance with the present invention. Her

computer opens the "DigiBox," detects that this

copy is being used on a device different from

the one that recorded it (an unauthorized

device) and refuses to play the copy.

c) Bob gives the DVD disk to

Jennifer as before, but now Jennifer

contacts electronically a source of new

rules and usage consequences, which

might be the studio, a distributor, and/or

a rights and permissions clearinghouse,

(or she may havesufficient rights

already on her player to play the copy).

The source sends a DigiBox container to

Jennifer with rules and consequences

that permit playing the movie on her
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computer while at the same time

charging her for use, even though the

movie was recorded on DVD by Bob

rather than by the studio or other value

5 chain participant.

2. A Digital To Analog Copying Example

a)

10

b)

15

Jennifer comes home from work,inserts a

rented or owned DVD into a player connected

to, or an integral part of her TV, and plays the

disk. In a completely transparent way, the film

is decrypted, the format is converted from

digital to analog, and displayed on her analog

TV.

Jennifer wishes to make a copy for her own

use. She plays the film on an DVD device

incorporating rights managementprotection in

accordance with the present invention, that

opens the DigiBox secure container, accesses

the control information, and decrypts the film.
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She records the analog version on her VCR

which recordsa high-quality copy.

Jennifer gives the VCR copy to Doug who

wishes to make a copy ofthe analog tape for

his own use, but the analog control information

forces the recording VCR to make a lower-

quality copy, or may prevent copying.In

another non-limiting example, more

comprehensiverights management information

may be encodedin the analog output using the

methods and/or systems described in more

detail in the above referenced Van Wie and

Weberpatent application.

In accordancewith one aspect provided bythis invention,

15 the sameportable storage medium, such as a DVD,can be used

with a range ofdifferent, scaled protection environments

providing different protection capabilities. Each of the different

environments may be enabled to use the information carried by the

portable storage medium based on rights management techniques
20 and/or capabilities supportedby the particular environment. For
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example, a simple, inexpensive home consumerdisk player may

support copy protection and ignore more sophisticated and

complex content rights the player is not equipped to enable. A

more technically capable and/or secure platform (e.g., a personal

computer incorporating a secure processing componentpossibly

supported by a network connection, or a "smarter" appliance or

device) may, for example, use the same portable storage medium

and provide enhanced usage rights related to use of the content

carried by the medium based on more complicated rights

management techniques(e.g., requiring paymentof additional

compensation, providing secure extraction of selected content

portions for excerpting or anthologizing, etc.). For example, a

control set associated with the portable storage medium may

accommodate a wide variety of different usage capabilities—with

the more advancedor sophisticated uses requiring correspondingly

more advancedprotection and rights management enablement

found on.someplatforms and not others. Lower-capability

environments can, as another example, ignore (or not enable or

attempt to use) rights in the control set that they don’t understand,

while higher-capability environments (having awarenessofthe
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overall capabilities they provide), may, for example, enable the

rights and corresponding protection techniques ignored by the

lower-capability environments.

In accordance with another aspect provided by the

invention, a media- and platform-independentsecurity component

can be scaled in termsof functionality and performancesuchthat

the elementary rights managementrequirements of consumer

electronics devices are subsets of a richer collection of

functionality that may be employed by more advancedplatforms.

The security componentcan be either a physical, hardware

component, or a “software emulation” of the component. In

accordance with this feature, an instance of medium (or more

correctly, one version ofthe content irrespective of media) can be

delivered to customers independently of their appliance or

platform type with the assurance that the content will be protected.

Platforms less advancedin termsofsecurity and/or technical

capabilities may provide only limited rights to use the content,

whereas more advanced platforms may provide more expansive

rights based on correspondingly appropriate security conditions

and safeguards.
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In accordance with a further aspect provided by the present

invention, mass-produced, inexpensive home consumer DVD

players (such as those constructed, for example, with minimum

complexity and parts count) can be made to be compatible with

the same DVDsorother portable storage media used by more

powerful and/or secure platforms(such as, for example, personal

computers) without degrading advanced rights management

functions the storage media may provide in combination with the

more powerful and/or secure platforms. The rights management

and protection arrangement provided and supported in accordance

with this aspect of the invention thus supports inexpensive basic

copy protection and can further serve as a commercial

convergence technology supporting a bridging that allows usage

in accordance with rights of the same content by a limited resource

consumer device while adequately protecting the content and

further supporting more sophisticated security levels and

capabilities by (a) devices having greater resources for secure

rights management, and/or (b) devices having connectivity with

other devices or systems that can supply furthersecurerights

management resources. This aspect of the invention allows
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multiple devices and/or other systemsthat participate and work

together in a permanently or temporarily connected network to

share the rights managementforat least one or more electronic

events (e.g., managed throughthe useofprotected processing

5 environments such as described in Ginteret al.) occuring at a

single, or across multiple nodes andfurther allowsthe rights

associated with parties and/or groups using and/or controlling

such multiple devices and/or other systems to be employed

according to underlying rights related rules and controls, this

10 allowing, for example, rights available through a corporate

executive’s device to be combined with or substitute for, in some

manner, the rights of one or more subordinate corporate

employees when their computing or other devices of these parties

are coupled in a temporary networking relationship and operating

15 in the appropriate context. In general, this aspect of the invention

allows distributed rights management for DVD or otherwise

packaged and delivered contentthat is protected bya distributed,

peer-to-peer rights management.Suchdistributed rights

management can operate whether the DVD appliance or oth-

20 electronic information usage deviceis participatin,
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permanently or temporarily connected network and whetheror not

the relationships among the devices and/or other systems

participating in the distributed rights management arrangementare

relating temporarily or have a more permanentoperating

relationship. In this way, the same device may havedifferent

rights available depending on the context in which that deviceis

operating (e.g., in a corporate environmentsuchas in

collaboration with other individuals and/or with groups, in a home

environmentinternally and/or in collaboration with external one or

more specified individuals and/or other parties, in a retail

environment, in a classroom setting as a student where a student’s

notebook might cooperate in rights management with a classroom

server and/or instructor PC,in a library environment where

multiple parties are collaboratively employing differing rights to

use research materials, on a factory floor where a hand held device

worksin collaboration with control equipment to securely and

appropriately perform proprietary functions, and so on).

For example, coupling a limited resource device

arrangement, such as a DVD appliance, with an inexpensive

network computer (NC), or a personal computer (PC), may allow
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an augmenting(or replacing)ofrights managementcapabilities

and/orspecific rights of parties and/or devices by permitting rights

managementto be a result of a combination of someorall of the

rights and/or rights managementcapabilities of the DVD

appliance and those of an Network or Personal Computer (NC or

PC). Such rights may be further augmented, or otherwise

modified or replaced bytheavailability of rights management

capabilities provided by a trusted (secure) remote network rights

authority.

These aspects of the present invention can allow the same

device, in this example a DVD appliance, to support different

arrays, e.g., degrees, of rights managementcapabilities, in

disconnected and connected arrangements and may further allow

available rights to result from the availability of rights and/or

rights managementcapabilities resulting from the combination of

rights managementdevices and/or other systems. This may
include one or more combinations of someorall of the rights

available through the use of a “less” secure and/or resource poor

device or system which are augmented,replaced, or otherwise

modified through connection with a device or system thatis
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“more”or “differently” secure and/or resource rich and/or

possesses differing or different rights, wherein such connection

employs rights and/or managementcapabilities of either and/or

both devices as defined by rights related rules and controls that

describe a shared rights managementarrangement.

In the latter case, connectivity to a logically and/or

physically remote rights management capability can expand (by,

for example, increasing the available secure rights management

resources) and/or changethe character of the rights available to

the user of the DVD appliance or a DVD appliance when such

device is coupled with an NC, personal computer, local server,

and/or remoterights authority. In this rights augmentation

scenario, additional content portions maybeavailable, pricing

may change,redistribution rights may change(e.g., be expanded),

content extraction rights may beincreased,etc.

Such “networking rights management”can allow for a

combination of rights managementresources of plural devices

and/or other systemsin diverse logical and/or physical

relationships, resulting in either greateror differing rights through

the enhanced resources provided by connectivity with one or more
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“remote” rights authorities. Further, while providing for increased

and/ordiffering rights managementcapability and/or rights, such a

connectivity based rights management arrangementcan support

multi-locational content availability, by providing for seamless

integration of remotely available content, for example, content

stored in remote, Internet world wide web-based, database

supported content repositories, with locally available content on

one or more DVD discs.

In this instance, a user may experience not only increased or

differing rights but may use both local DVD content and

supplementing content(i.e., content that is more current from a

time standpoint, more costly, more diverse, or complementary in

some other fashion,etc.). In such an instance, a DVD appliance

and/or a user of a DVD appliance(or other device or system

connected to such appliance) may have the samerights, differing,

and/or different rights applied to locally and remotely available

content, and portions of local and remotely available content may

themselves be subject to differing or different rights when used by

a user and/or appliance. This arrangement can support an overall,

profound increase in user content opportunities that are seamlessly

40

DISH-Blue Spike 842

Exhibit 1005, Page 1282



DISH-Blue Spike 842
Exhibit 1005, Page 1283

WO 97/43761 PCT/US97/08192

10

15

20

integrated and efficiently available to users in a single content

searching and/or usageactivity by exploiting the rights

management and content resources of plural, connected

arrangements.

Such a rights augmenting remote authority maybe directly

coupled to a DVD appliance and/or other device by modem,or

directly or indirectly coupled through the use of an I/O interface,

such as a serial 1394 compatible controller (e.g., by

communicating between a 1394 enabled DVD appliance anda

local personal computerthat functions as a smart synchronous or

asynchronous information communicationsinterface to such one

or more remote authorities, including a local PC or NC or server

that serves as a local rights management authority augmenting

and/or supplying the rights management in a DVD appliance).

In accordance with yet another aspect providedbythis

invention, rights provided to, purchased, or otherwise acquired by

a participant and/or participant DVD appliance or other system

can be exchanged amongsuch peer-to-peerrelating devices and/or

other systems throughthe use of one or more permenantly or

temporarily networked arrangments. In such a case, rights may be
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