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Joe’s signed it. The Publisher transmits the signed Distribution Agreement to the

~ Authority, Ethical Inc.

Ethical Inc. now combines the signed TIA certificate and the Distribution
Agreement into a single message, and signs the entire message using its pﬁvate key.
Ethical has now created a Publisher Identification message to go into its own stega-
cipher channel in the content. Ethical Inc. now generates new stega-cipher masks
and encodes this message into a copy of the content using a stega-cipher encoder.
The Authority saves the masks as a Receipt in a database, along with information

on the details of the transfer, including the title, artist and publisher.

Ethical then transfers this watermarked copy to the Joe’s Online Emporium, the
Publisher. Well known encryption methods could be used to protect the transfer
between the Authority and the Publisher. The Auihority may now destroy its copy,
which the Publisher has received. The Publisher, Joe’s Online Emporium now
assumes responsibility for any copies made to its version of the content, which is a
Publisher Master copy.

Finally, the Consumer, John Q. Public wishes to purchase a copy of the content
from Joe’s Online Emporium. Joe’s Emporium sends the John Q. Public a short
agreement via an electronic communication link, similar to Publisher’s Distribution

Agreement, only this is a Purchase Agreement, which lists

the content title

consumer identification

the terms of distribution

the consideration pas for the content

a brief statement of agreement with the terms above

John Q. Public signs this agreemeht with his private key and returns it to the Joe’s
Online Emporium. The Publisher, Joe’s prepares to encode its own stega-cipher
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watermark onto a éopy of the content by generating a set of masks for the
algorithm. Joe’s Online Emporium then stores these masks (a receipt) in its own
database, indexed by title and consumer. Joe’s Online Emporium signs the
agreement received from John Q. Public with the Emporium’s own private key, and
forwards it to the Authority, Ethical Iné., along with a éopy of the masks. It is
important to note that this communication should be done over a secured channel.
The Authority verifies the Publisher and Consumer information and adds its own
signature to the end of the message, approving the transaction, creating a Contract
of Sale. The Authority adds the Publisher’s receipt (mask set) to its database,
indexed by the title, the publisher, and the consumer identification. The Authority
signs the Contract of Sale by encrypting it with their private key. So anyone with
the Authority’s public key (any Publisher) could decrypt the Contract of Sale and

verify it, once it was extracted from the content. The Publisher then transmits the

signed Contract of Sale back to the Publisher, who uses a stega-cipher device to

imprint this Contract as its own watermark over the content. The Publisher then
transmits the newly watermarked copy to the Consumer, who is accepting
responsibility for it. The Publisher destroys their version of the consumer’s copy.

If this procedure is followed for all content distribution within such an online system
then it should be possible for the Authority to identify the owner of a piece of
content which appears to be unauthorized. The Authority could simply try its
database of stega-cipher keys to decode the watermark in the content in question.
For instance, if a copy of Seal’s latest single originally distributed with stega-cipher
watermarks showed up on an Internet fip site the Authority should be able to
extract a TIA Certificate and Distribution Agreement of a Contract of Sale
identifying the responsible party. If a Publisher sold this particular copy to a
Consumer, that particular publisher should be able to extract a Contract of Sale,
which places responsibility with the Consumer. This is not a time critical

application, so even if it takes days or weeks, it is still worthwhile.
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In a modification to the protocol discussed above, each Publisher might act as its
own Authority. However, in the context of online services, this could open avenues
of fraud committed by the collusion of certain Publishers and Consumers. Using an
Authority, or one of several available Authorities to keep records of Publisher-
Consumer transactions and verify their details decreases the likelihood of such

events.

It should also be obvious that a similar watermarking system could be used by an
individual entity to watermark its own content for its own purposes, wether online
or in physical media. For instance, a CD manufacturer could incorporate unique
stega-cipher watermarks into specific batches of its compact discs to identify the
source of a pirate ring, or to identify unauthorized digital copies made from its
discs. This is possible because the stega-cipher encoding works with the existing
formats of digital samples and does not add any new structures to the sample data
that cannot be handled on electronic or mechanical systerns which predate the

stega-cipher.
VL. Increasing Confidence in the Stega-Cipher

The addition of a special pre-encoding process can make stega-cipher certificates
even more secure and undeniable. Hash values may be incorporated which match
exactly the content containing the watermark to the message in the watermark
itself. This allows us a verification that the watermark decoded was encoded by

whomever signed it into this precise location in this specific content.

Suppose one wants to use a 256 bit (32 byte) hash value which is calculated with a
secure one-way hash function over each sample in each sample window that will
contain the message. The hash starts with a seed value, and each sample that would
be processed by the encoder when encoding the message is incorporated into the

hash as it is processed. The result is a 256 bit number.one can be highly confident is
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unique, or sufficiently rare to make intentionally duplicating it with another series of
samples difficult.

It is important that the hash function be insensitive to any changes in the samples
induced by the stega-cipher itself. For instance, one might ignore the least
significant bit of each sample when computing the hash function, if the stega-cipher

was implemented using a least significant bit encode mode.

Based on the size of the non-hash message, one knows the hash-inclusive message
requires 32 more bytes of space. One can now calculate the size of a signed
encrypted copy of this message by signing and encrypting exactly as many random
bytes as are in the message, and measuring the size of the output in bytes. One now
knows the size of the message to be encoded. One can pre-process the sample

stream as follows.

Proceed through the stega-cipher encode loop as described in the claims. Instead of
encoding, however, calculate hash values for each window series which will contain . |
the message, as each sample is processed. At the end of each instance of “encoding”
take the resultant hash value and use it to create a unique copy of the message

which includes the hash value particular to the series of sample windows that will be
used to encode the message. Sign and encrypt this copy of the message, and save it

for encoding in the same place in the sample stream.

A memory efficient version of this scheme could keep on hand the un-hashed
message, and as it creates each new copy, back up in the sample stream to the first

window in the series and actually encode each message, disposing of it afterwards.

The important result is evident on decoding. The decoding party can calculate the
same hash used to encode the message for themselves, but on the_encoded samples.
If the value calculated by the decoding party does not match the value contained in
the signed message, the decoder is.alerted to the fact that this watermark was
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transplanted from somewhere else. This is possible only with a hash function which
ignores the changes made by the stega-cipher after the hash in the watermark was
generated.

5 This scheme makes it impossible to transplant watermarks, even with the keys to
the stega-cipher.
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Appendix - Psuedo-code

const int WINDOW_RESET = 256,
const int WINDOW_SIZE = 128;
const int MARKER _BITS = 1024;
const int CHUNK_BITS = 2048 * 8;

int window_offset,
int msg_bit_offset,
int frequency_offset;
Boolean useCell;

/@ 8 bits per bye, 1 byte per char ¢/

unsigned char frequency _mask[WINDOW _SIZE/8];
unsigned char window_mask[WINDOW_RESET/8};
unsigned char msg_start_markeMARKER_BITS/8];
unsigned char msg_end_markerfMARKER _BITS/8];
Int16 amplitude_sample_buffesy WINDOW_SIZE};
float power_frequency_bufferf WINDOW_SIZE);
unsigned char message_bufferfCHUNK_BITS/8];

void doFFT(Int16 *amp_sample_buffer, float *power_freq_buffer,int size);

void dolnverseFFT(Int16 *amp_sample_buf¥er, float *power_freq- buffer,int size);
void initialize();

Bit getBit(unsigned char *buffer,int bitOffset),

Boolean map(Bit window_bit, Bit band_bit, int window, int frequency);

Boolean getSamples(Int16 *amplitude_sample_buffer,int samples);

void encodeQ)

void initialize()
{
/* message to be encoded is generated */
/* message is prefixed with 1024 bit msg_start_marker %/
/* message is suffixed with 1024 bit msg_end _marker */
/* remaining space at end of message buffer padded with random bits */
window_offset =0,
msg_bit_offset=0;
frequency_offset =0
frequency_mask loaded
window_mask loaded
zeroAmpSampleBuffer(),
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Boolean getSamples(Int16 *buffer,int samples)

{
/* get samples number of samples and shift them contiguously into the sample
buffer from right to left®/
iflsamples < samples available)
. return false;
else
retumn true;
}

void doFFT(Int16 *sample_buffer, float *spectrum_bufler, int size)
{

calculate FFT on sample_buffer, for size samples

store result in spectrum buffer

void doInverseFFT(Int16 *sample_buffer,float *spectrum_buffer,int size)
{ ‘ .

caleulate inverse FFT on spectrum_buffer

store result in sampe_buffer

Bit getBit(unsigned char *buffer.in bitOffset)
{ o
returns value of specified bit in specified buffer
either 0 or 1, could use Boolean (true/false) values for bit set of bit off

Boolean map(Bit window_bit,Bit band_bit,int window, int frequency_
{
/* this is the function that makes the information difficult to find */
/* the inputs window_bit and band_bit depend only on the mask values
used for encoding the information, they are 1) random, 2) secret ¥/
/* window and frequency values are used add time and frequency band dependent
complexity to this function */
/* this function is equivalent to & Boolean truth table with window * frequency * 4
_ possible input combinations and 2 possible output */
/* for any input combination, the output is either true or false */
/* window ranges from 0 to WINDOW_RESET -1 */
/* frequency ranges from 0 to WINDOW _SIZE-1%/
return calculated truth value
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void encodeBit(float *spectrum_buffer,int freq_offset,Bit theBit)

{

/* modifies the value of the cell in spectrum_buffer, indexed by freq_offset
in a manner that distinguishes each of the 2 possible values of theBit,
_lor0
*/
/* suggested method of setting the Least Significant bit of the cell = theBit */
/* alternative method of rounding the value of the cell upward or downward to

certain fractional values proposed
i.e. <=5 fractional remainder signifies 0,> .5 fraction remainder
signifies 1
s/
3}
void encode()
{
initialize();
do §

if{getSamples(amplitude_sample_buffer) == false)
return

doFFl‘(amplitude_sample_buffcr,power_frequcncy_buﬂ‘cr,WDOW_SIZE);

for (frequency_offset = 0; frequency_offset < WINDOW_SIZE;
frequency_offset++){

useCell = map(getBit(window_mask,window_of¥set),
getBit(frequency_mask,frequency_offset),
window_offset, frequency_offset);

if{useCell == true){ )
- cncochit(powcr_frcqucncy_buﬂ‘ct,fmquency_oﬂsct,
geBit(message_buffer,msg_bit_offset));
message_bit_offset ++;
iftmsg_bit_offset == MESSAGEBITS){
initialize();
break; /* exit frequency loop */

PCT/US96/1 6257
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doInverseFl’-T(amplimde_sample_buﬂ‘er,power_frequency_buﬁ'er,
WINDOW_SIZE),

outputSamples(amplitude_sample_bufYer),

window_offset++;
iffwindow_offset == WINDOW_RESET){
window_offset = 0;

Jwhile(true),

The encode() procedure processes an input sample stream using the specified frequency and window masks as
well as a pre-formatted message to encode.

encode() processes the sample stream in windows of WINDOW '_SIZE samples, eonhguously distributed in the
sample stream, so it advances WINDOW _SIZE samples at a time.

For each sample window, encode() first compute the FFT of the windbw, vielding its Power Spectrum Estimation.
For each of these window PSEs, encode() then uses the map() function fo determine where in each PSE to encode

 the bits of the message, which it reads from the message buffer, on ebit at a time. Each time mapo retums true,
encode() consumes another sample from the message.,

After each window is encoded, encode() computes the inverse FFT on the PSE to generate a modified sample
window, which is then output as the modified signal. It is important the sample windows NOT overlap in the
sample stream, since this would potentially damage the preceeding encoding windows in the stream.

Once the message is entirely encoded, including its special end of message marker bit stream, encode() resets it
internal variables to begin encoding the message once more in the next window. encode() proceeds in this manner
until the input sample stream is exhausted.

enum {
Synchronizing,
Locked

}; /* decode states */
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unsigned char message_end_buffer[MARKER_BITS};

Bit decodeBit(float *spectrum_buffer,int freq_offsct)
{

/* reads the value of the cell in spectrum_buffer, indexed by freq_offset
in a manner that distinguishes each of the 2 possible values of an

encoded bit, 1 or 0
./'

/* suggested method of testing the Least Significant bit of the cell %/
/* altenative method of checking the value of the cell versus certain fractional

remainders proposed.

i.e. <=5 fractional remainder signifies 0, > .5 fraction remainder

signifies 1
*/
retum either 1 or 0 as appropriate

Boolean decode()
{
: /* Initialization %/
state = Synchronizing
window_offset =0,
set frequency mask
set window mask
clear sample buffer
int nextSamples = I;
int msg_start_offset=0;
clear message_end_buffer
BitaBit;
Boolean bitsEqual;

do {
if{state == Synchronizing){
nextSamples = 1;

window_offset = 0;

else

nexiSamples = WINDOW_SIZE;

if{getSamples(amplitude_sample_buffer) == false)
return false;

PCT/US96/10257
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doFFT(amplitude_sample_buffer,power_frequency_bufler,
" WINDOW_SIZE), /*2%/

for (ﬁtquéncy_oﬂ‘set =0; frequency_offsct < WINDOW _SIZE;
frequency_offset++){

useCell = map(getBit(window_mask,window_offset),
getBit(frequency_mask,frequency_offset),
window_offset, frequency_offsety,

ifluseCell == true){

aBit = decodeBit(power_frequency_buffer,

frequency_offset);

setBit(message_buffer,message_bit_offsct aBit);

message_bit_offset ++;
}
else
continue;
if{state == Synchronizing){
bitsEqual =

PCT/US96/10257

compareBits(message_start_marker,message_buffer,

message_bit_offset),
if{ibitsEqual){

message_bit_offset = 0;

misaligned = true;

break; /* exit frequency loop */
}

clse if (message_bit_offsct == MARKER_BITS)

state = Locked;

else {
/* locked onto encoded stream */

shift aBit into right side of message_end_buffer
bitsEqual = compareBits(message_end_buffer,
' msg_end_marker MARKER_BITS),

if{bitsEqual)
return true;

}while (true);
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The decode() procedure scans an input sample stream using specified window and frequency masks, until it either
decodes a valid message block, storing it in a message buffer, or exhausts the sample stream.

The decode() procedure starts in state Synchronizing, in which it does not know where in the sample stream the
encoding windows are aligned. The procedure advances the sample window through the sample stream one
sample at a time, performing the FFT calculation on each window, and attempting to decode valid message bits
from the window. As it extracts each bit using the map() function, the decode() procdure compares these bits
against the start of message marker. As so0n as a mismatch is detocted, the decode() procedure kniows itis not yet
properly aligned to an encoding window, and immediately ceises decoding bits from the current window and
moves to the next window, offset by 1 sample. The decode() procedure continues in this manner until it matches
successfully the complete bitstream of a start of message marker. At this point the decode() procedure assumes it is
aligned to an cncod;d message and can then decode bits to the message buffer quickly, advancing the sample
window fully at each iterations. It is now in Locked mode. For each bit it stores in the message buffer when in
Locked mode, the decode() procedure also shifts the same bit value into the least significant bit of the
message_end_buffer. After each bit is decoded in Locked mode, the decode() procedure checks compares the
message_end_buffer with the msg_end_marker in a bit by bit manner. When a complete match is found, decode()
is finished and retums truc. If the sample stream is exhausted before this occurs, decode() returns false. If decode()
retums true, a valid message is stored in the message buffer, including the start and end of message markers.
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Claims
1. A steganographic method comprising the steps of :
R using random keys in combination with steganography to encode additional g
information into digitized samples such that a signal generated from the modified
sample stream is not significantly degraded and such that the additional information
cannot be extracted without the keys and such that the signal generated from the
modified sample stream will be degréded by attempts to erase, scramble, or

otherwise obliterate the encoded additional information.

2. ‘ An apparatus for encoding or decoding a message, represented as
series of data bits into or out of a series of digitized samples, comprising;
| a) a sample buffer for holding and accessing and transforming
digitized samples;
.b) a digital signal processor capable of performing fast fourier
transforms; ‘
c) a memory to contain information representing

1) primary mask,

2) convolutional mask,

3) start to message delimiter,

4) a mask calculation buffer,

5) a message buffer,

6) an integer representing a message bit index,

D a position integer M representing message size,

8) an integer representing an index into said primary

mask,
9) an integer representing an index into said convolution
. mask,

10)  aninteger representing the state of a decode process,

11)  atable representing a map function;

12)  aflag indicating a complete message has been

decoded or éncoded,
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13)  apositive integer S representing a number of samples
to read into said sample buffer, and ',
14)  aflag indicating the size of a message which has been
decoded;
d) an input to acquire digital éamples;
e) an output to output modified digital samples;
A f) an input for inputting the values of (c1) - (c5) and (c11) and
(e13); | |
g) an output to output the message stored in (c5) as the result
of a decode process and the value of (c10) to an atté,ched digital circuit;
h)  atleast one data bus to transfer information from
(d) to (a),
(a) to (b),
() to (a),
(a) to (e),
() to (c), and
(c) to (e); and

i) a clock which generates a clock signal to drive (b) and
control the operation of the apparatus.

3. A method of encoding information into a sample stream of data, said
method comprising the steps of: ,
' A)  generating a mask set to be used for encoding, said set

including:

a random or pseudo-random primary mask,

a random or pseudo-random convolution mask,

a random or pseudo-random start of message
delimiter, wherein said mask set can be concatenated and manipulated as a single bit
stream,;

B) obtaining a message to be encoded;
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C)  generating a message bit steam to be encoded such that the

stream includes

1) a start of message delimiter, and

2) an integer representing the number of message

bytes to follow the message;

D)  loading the message bit stream, a map table, the primary

mask, the convolution mask, and the start of message delimiter into a memory;

E) resetting a primary mask index, a convalution mask and

bitsin the message bit stream;
F) clearing a message encoded flag;

message bit index, and setting the message size integer equal to the total number of

G) reading a window of samples from a sample input device

and storing them sequentially in a sample buffer,

H) resetting the primary mask index and looping through the

sample buffer from a first sample to a last sample incrementing the primary mask

index each time a sample is visited, such that for each sample position, a value of

the mapping function is computed, which is either true or false, by using a bit of the

primary mask representing a current sample and a bit of the convolution mask

indicated by the convolution index to calculate an offset in the map table;

D obtaining the bit value stored in the map table and encoding

the bit of the message indicated by the message bit index into the current sample if

the bit value obtained from the map table is a certain value and incrementing the

message bit index, determining whether the message bit index equals the number of

message bits, and if it does re-performing step A), setting the message encoded flag,

and exiting the loop;

3)] outputting the modified samples in the sample buffer, and if

the message encoded flag is set jumping back to said step E);

K) incrementing the convolution index, wherein if the

convolution index equals the length of the convolution mask in bits then set the

convolution index to 0; and
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L)  jumping back to step G).

4. A method of encoding information into a sample stream of data, comprising
the steps of:
5 A)  generating a mask set to be used for encoding, inciuding:
a random or pseudo-random primary mask,
a random or pseudo-random convolution mask, and
a random or pseudo-random start of message

delimiter, wherein said mask set can be concatenated and manipulated as a single bit

10 stream;
B) inputting a message to be encoded;
(o)) generating a message bit stream to be encoded including
a start of message delimiter, and
an integer representing of number of message bytes to
15 follow the message;
D) loading the message bit stream, a map table, and the mask set
into a memory;

E)  resetting a primary mask index, a convolution mask and
message bit index, setting the message size index equal to the number of bits in the
20 message bitstream, and clearing a message encoded flag;
F) reading a window of samples of the inputted message and
storing the samples sequentially in a sample buffer;
G) computing a spectral transform of the samples in the buffer;
"H) obtaining the bit value stored in the map table, wherein if the
25 bit value is true, then encoding the bit of the message indicated by the message bit
index into the current sample and incrementing the message bit index, where the
message bit index equals the number of message bits, and then reperforming step .
A), setting the message encoded flag, and exiting the loop;
)] computing the inverse spectral of the spectral values stored

30 in the sample buffer;
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)] outputting the values in the sample buffer, and if the sample
encoded flag is set, then clear the flag and jump back to step E);

K)  incrementing the convolution index and when the
convolution index equals the length of the convolution mask in bits resetting the
convolution index; and

L)  jumping back to step F).

5. The method of claim 3 wherein the encoding of the message bit into the
sample in step I includes encoding a single bit of the sample to match the message
bit.

6. The method of claim 4 wherein the encoding of the message bit into the
sample in step H includes altering the sample value such that said sample value falls

within a prespecified range of valves relative to its original value.

7. A niethod of decoding information from a sample stream of data,
comprising the steps of:
A)  obtaining a mask set including:
(1) arandom or pseudo-random primary mask,
) a fandom or pseudo-random convolution mask, and
(3) arandom or pseudo-random start of message delimiter;
B) loading a map table, and the mask set into a memory;
)] resetting a primary mask index and convolution mask index
and setting a message size integer equal to O;
D) clearing a message decoded flag;
E)  setting a state of the decode ﬁrocess to SYNCHRONIZED;
F) . checking thé state of the decode process and if the decode
state is UNSYNCHRONIZED, setting a number of samples to equal 1 and resétting
the convolution index to 0; otherwise, setting the nurﬁber of Samples to equal S
(S=1);
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G)  reading the number of samples specified in step F) into a
sample buffer;

' H) resetting the primary mask index, and looping through the
samp]e buffer from the first sample to the last sample, incrementing the primary
mask index each time, and for each sample position, computing the value of a
mapping function to calculate an offset into the map table;

I) obtaining the bit value in the map table, and if the value is true,
decoding the bit of the message indicated by the message bit index, storing the bit
into the message buffer at the message bit index, and incrementing the message bit
index;

)] comparing the decoded bits in the message buﬁ'er'to.the- start
of message delimiter, and if the number of bits in the message buffer is less than or
equal to the number of bits in the start of message delimiter and the bits match, then
setting the state of the decode process to SYNCHRONIZED; otherwise setting the
state of the decode process to UNSYNCHRONIZED:; .

~ K) ifthe state of the decode process is SYNCHRONIZED and
the number of bits in the message buﬁ‘ef is greater than or equal to the sum of the
number of bits of the start of delimiter and the message size, then setting the state
of the decode process to SYNC-AND-SIZE and copying certain bits from the
message buffer to a message size integer container;

L) if the state of the decode process is SYNC-AND-SIZE and
the number of bits in the message buffer divided by 8 is greater than or equal to the
message size, then setting the message decoded flag, outputting the message and
the message decoded flag and ending the method;

M) incrementing the convolution index, and if the convolution index

equals the number of bits in the convolution mask resetting the convolution index;

and

N)  jumping to step F).
8. A method of decoding information from sampled data, comprising the steps
of:
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A)  Obtaining a mask set including
(1)  arandom or pseudo-random primary mask,
(2) arandom or pseudo-random convolution mask, and *
(3) arandom or pseudo-random start of message
delimiter;

B) loading a map table, and the mask set into a memory;

(89 resetting a primary mask index and convolution mask index
and setting a message size integer equal to 0;

D) clearing a message decoded flag;

E) setting a state of the decode process to SYNCHRONIZED;

F) checking the state of the decode process and if the decode
state is UNSYNCHRONIZED, setting a number of samples to equal 1 and resetting
the convolution index to 0; otherwise, setting the number of samples to equal S
(8>1);

G) reading the number of samples specified in step F) into a
sample buffer;

H) computing a spectral transform of the samples stored iri the ‘
sample buffer; . ’

I)  resetting the primary mask index and looping through the
sample buffer from the ﬁrst sample to the last sample, incrementing the primary
mask index each time, and for each sample position, ‘computing the value of a
mapping function by using the bit of the primary mask corresponding to the primary
mask index and the bit of the convolution masks indicated by the convolution phase
to calculate an offset into the map table representing the mapping ﬁmcﬁon;

)] obtaining a bit value stored in the map, and if the value is
true, decoding the bit of the message indicated by the message bit index from the
current sample, storing the bit into the message buffer at the message bit index, and
incrementing the message bit index; o

K) comparing the decoded bits in the message buffer to the start
of message delimiter, and if the number of bits in the message buffer is less than or

equal to the number of bits in the start of message delimiter and the bits match, then
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setting the state of the decode process to SYNCHRONIZED; otherwise, setting the
state of the decode process UNSYNCHRONIZED;

L) if the state of the decode process is SYNCHRONIZED, and
the number of bits in the message buffer is greater than or equal to the sum of the
number of bits of the start of delimiter and the message size, then setting the state
of the decode process to SYNC-AND-SIZE and copying certain bits from the
message buffer to a message size integer container;

M)  if'the state of the decode process is SYNC-AND-SIZE and
the number of bits in the message buffer divided by 8 is greater than or equal to the
message size, then setting the message decoded flag, outputting the message and
the message decoded flag and ending the method;

N)  incrementing the convolution index, wherein if the
convolution index equals the number of bits in the convolution mask, then resetting
the convolution index; and

O)  jumping to step F).

9. The method of claim 7 wherein the decoding of the message bit from the

sample in step I includes reading a single bit of the sample.

10.  The method of claim 7 wherein the decoding of the message bit from the
sample in step I includes mapping a range of sample values onto a particular

message bit value.

11.  The method of claim 4 wherein the map table is defined such that any index

of the map table directs the process to encode information.

12. The method of claim 1 wherein the samples are obtained from a sample

stream representing digitized sound or music.
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13. The method of claim 12 wherein the identical encode process is performed

on two sample streams representing channel A and channel B of digitized stereo

sound.

14.  The method of claim 12 wherein the sample streams represent channel A

and channel B of digitized stereo sound and are interleaved before being input as a

single sample stream and are separated into two channels upon output,

15.  The method of claim 1 wherein the samples are obtained from a sample

stream representing digitized video.

16.  The method of claim 1 wherein the samples are obtained from a sample

stream representing a digitized image.

17.  The apparatus of claim 2, further comprising a tamper-resistant packaging,

enclosing said apparatus wherein circuitry and information stored therein are

destroyed if said packaging is opened.

18.  The method of claim 3, further comprising a pre-encoding step which

customizes the message to be encoded including: calculating over which windows

in the samples stream a message will be encoded, computing a secure one way hash

function of the samples in those windows, and placing the resulting hash values in

the message before the message is encoded;

wherein the hash calculating step includes: calculating the size of the

original message plus the size of an added hash value, and pre-processing the

sample stream for the purpose of calculating hash values of each series of windows

that will be used to encode the message and creating a modified copy of the

message containing the hash value such that each message containing a hash value

matches each window series uniquely.
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The method of claim 1, wherein an authority for on line distribution of

content encodes at least one of the following items into a sample stream ;

20.

the title,

the artist,

the copyright holder,

the body to which royalties should be paid, and

general terms for publisher distribution.

The method of claim 19, wherein the authority combines at least one item

with a secure private key signed message from a publisher containing at least one of

the following pieces of information:

the title,

the publisher's identification,

the terms of distribution,

any consideration paid for the right to distribute the content,

a brief statement of agreement, and

the publisher signs and encryptS the combined message using a public key

cryptosystem and encodes the signed and encrypted message into the sample

stream.

21

The method of claim 20, wherein a publisher obtains the encoded sample

stream and additionally obtains information form the authority and combines this

with a message received from a consumer, which has been signed using a public key

cryptosystem and wherein the signed message contains at least one of the following -

data

the content title,

consumer identification,

the terms of distribution,

the consideration paid for the content,

a brief statement of agreement, and
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the publisher uses a public key cryptosystem to sign the combined information and
finally encodes the signed information.

22.  The method of claim 1, wherein the sample stream is obtained from at least
one audio track contained within a digitized movie, video game software, or other
software, '

23.  The method of claim 1, wherein the sample stream is obtained from at least

one digitized movie or still image contained within a video game or other software.

24.  The method of claim 1, wherein encoded information is contained in the

differences or relationship between samples or groups of samples.

25.  The method of claim 4, wherein the encoding of the message bit into the
sample in step H includes encoding a single bit of the sample to match the message
bit. '

26.  The method of claim 3, wherein the encoding of the message bit into the

sample in step I includes altering the sample value such that said sample value falls

within a prespecified range of valves relative to its original value.

27.  The method of claim 8, wherein the decoding of the message bit in step J
includes reading a single bit of the sample.

28.  The method of claim 8, wherein the decoding of the message bit in step J

includes mapping a range of supply values onto a particular message bit value.

29.  The method of claim 3, wherein the map table is defined such that any index

of the map table directs the process to encode information.
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30.  The method of claim 7, wherein the map table is defined such that any index
of the map table directs the process to encode information.

31.  The method of claim 8, wherein the map table is defined such that any index

of the map table directs the process to encode information.

32.  The method of claim 4, further comprising a pre-encoding step which
customizes the message to be encoded including: calculating over which windows
in the samples stream a message will be encoded, computing a secure one way hash
function of the samples in those windows, and placing the resulting hash values in
the message before the message is encoded;

wherein the hash calculating step includes: calculating the size of the
original message plus the size of an added hash value, and pre-processing the
sample stream for the purpose of calculating hash values of each series of windows
that will be used to encode the message and creating a modified copy of the
message containing the hash value such that each message containing a hash value

matches each window series uniquely.--
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METHOD FOR STEGA-CIPHER PROTECTION OF COMPUTER CODE

FIELD OF INVENTION

With the advent of computer networks and digital
multimedia, protection of intellectual property has
become a prime concern for creators and publishers of
digitized copies of copyrightable works, such as musical
recordings, movies, video games, and computer software.
One method of protecting copyrights in the digital
domain is to use "digital watermarks."

The prior art includes copy protection systems
attempted at many stages in the development of the
software industry. These may be various methods by
which a software engineer can write the software in a
clever manner to determine if it has been copied, and if
S0 to deactivate itself. Also included are undocumented
changes to the storage format of the content. Copy
protection was generally abandoned by the software
industry, since pirates were generally just as clever as
the software engineers and figured out ways to modify
the software and deactivate the protection. The cost of
developing such protection was not justified considering
the level of piracy which occurred despite the copy
protection.

Other methods for protection of computer software
include the requirement of entering certain numbers or
facts that may be included in a packaged software’s
manual, when prompted at start-up. These may be
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overcome if copies of the manual are distributed to
unintended users, or by patching the code to bypass
these measures. Other methods include requiring a user
to contact the software vendor and to receive "keys" for
unlocking software after registration attached to some
payment scheme, such as credit card authorization.
Further methods include network-based searches of a
user’'s hard drive and comparisons between what is
registered to that user and what is actually installed
on the user’'s general computing device. Other
proposals, by such parties as AT&T's Bell Laboratories,
use “kerning” or actual distance in pixels, in the
rendering of text documents, rather than a varied number
of ASCII characters. However, this approach can often
be defeated by graphics procéssing analogous to sound
processing, which randomizes that information. All of
these methods require outside determination and
verification of the validity of the software license.
Digital watermarks can be used to mark each
individual copy of a digitized work with information
identifying the title, copyright holder, and even the
licensed owner of a particular copy. When marked with
licensing and ownership information, responsibility is
created for individual copies where before there was
none. Computer application programs can be watermarked
by watermarking digital content resources used in
conjunction with images or audio data. Digital
watermarks can be encoded with random or pseudo random
keys, which act as secret maps for locating the
watermarks. These keys make it impossible for a party
to find the watermark without having the key. 1In
addition, the encoding method can be enhanced to force a
party to cause damage to a watermarked data stream when
trying to erase a random-key watermark. Digital
watermarks are described in "Steganographic Method and
Device" - The DICE Company, Serial No. 08/489,172, the
disclosure of which is hereby incorporated by reference.
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Other infeormation is disclosed in "Technology: Digital
Commerce", Denise Caruso, New York Times, August 7,
1995; and "Copyrighting in the Information Age", Harley
Ungar, ONLINE MARKETPLACE, September 1985, Jupiter
Communications.

Additionally, other methods for hiding information
signals in content signals, are disclosed in U.S. Patent
No. 5,319,735 - Preuss et al. and U.S. Patent No.
5,379,345 - Greenberg.

It is desirable to use a "stega-cipher" or
watermarking process to hide the necessary parts or
resources of the executable object code in the digitized
sample resources. It is also desirable to further
modify the underlying structure of an executable
computer application such that it is more resistant to
attempts at patching and analysis by memory capture. A
computer application seeks to provide a user with
certain utilities or tools, that is, users interact with
a computer or similar device to accomplish various tasks
and applications provide the relevant interface. Thus,
a level of authentication can also be introduced into
software, or "digital products," that include digital
content, such as audio, video, pictures or multimedia,
with digital watermarks. Security is maximized because
erasing this code watermark without a key results in the
destruction of one or more essential parts of the
underlying application, rendering the "program" useless
to the unintended user who lacks the appropriate key.
Further, if the key is linked to a license code by means
of a mathematical function, a mechanism for identifying
the licensed owner of an application is created.

It is also desirable to randomly reorganize program
memory structure intermittently during program run time,
to prevent attempts at memory capture or object code
analysis aimed at eliminating licensing or ownership
information, or otherwise modifying, in an unintended
manner, the functioning of the application.
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In this way, attempts to capture memory to
determine underlying functionality or provide a “"patch®
to facilitate unauthorized use of the "application," or
computer program, without destroying the functionality
and thus usefulness of a copyrightable computer program
can be made difficult or impossible.

It is thus the goal of the present invention to
provide a higher level of copyright security to object
code on par with methods described in digital
watermarking systems for digitized media content such as
pictures, audio, video and multimedia content in its
multifarious forms, as described in previous .
disclosures, "Steganographic Methed and Device" and
"Human Assisted Random Key Generation and Application
for Digital Watermark System", filed on even date
herewith, the disclosure of which is hereby incorporated
by reference. '

It is a further goal of the present invention to
establish methods of copyright protection that can be
combined with such schemes as software metering, network
distribution of code and specialized protection of
software that is designed to work over a network, such
as that proposed by Sun Microsystems in their HotJava
browser and Java programming language, and manipulation
of application code in proposed distribution of
documents that can be exchanged with resources or the
look and feel of the document‘being preserved over a
network:. Such systems -are currently being offered by
companies including Adobe, with their Acrobat software.
This latter goal is accomplished primarily by means of
the watermarking of font, or typeface, resources
included in applications or documents, which determine
how a’bitmap representation of the document is
ultimately drawn on a presentation device.

The present invention includes an application of
the technology of "digital watermarks." As described
in previous disclosures, "Stegandgraphic Method and
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Device" and "Human Assisted Random Key Generation and
Application for Digital Watermark System," watermarks
are particularly suitable to the identification,
metering, distributing and authenticating digitized
content such'as pictures, audio, video and derivatives
thereof under the description of "multimedia content."
Methods have been described for combining both
cryptographic methods, and steganography, or hiding
something in plain view. Discussions of these

technologies can be found in Applied Cryptography by -

Bruce Schneier and The Code Breakers by David Kahn. For
more information on prior art public-key cryptosystems
see US Pat No 4,200,770 Diffie-Hellman, 4,218,582
Hellman, 4,405,829 RSA, 4,424,414 Hellman Pohlig.
Computer code, or machine language instructions, which
are not digitized and have zero tolerance for error,

‘must be protected by derivative or alternative methods,

such as those disclosed in this invention, which focuses
on watermarking with "keys" derived from license codes
or other ownership identification information, and using
the watermarks encoded with such keys to hide an
essential subset of the application code resources.

o 10

It is thus a goal of the present invention, to
provide a level of security for executable code on
similar grounds as that which can be provided for
digitized samples. Furthermore, the present invention
differs from the prior art in that it does not attempt ‘
to stop copying, but rather, determines responsibility
for a copy by ensuring that licensing information must
be preserved in descendant copies from an originél;
Without the correct license information, the copy cannot
function.

An improvement ovér the art is disclosed in the
present invention, in that the software itself is a set

of commands, compiled by software engineer; which can be
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configured in such a manner as to tie underlying
functionality to the license or authorization of the
copy in possession by the user. Without such
verification, the functions sought out by the user in
the form of software cease to properly work. Attempts
to tamper or "patch" substitute code resources can be
made highly difficult by randomizing the location of
said resources in memory on an intermittent basis to
resist most attacks at disabling the system.

D DESCR )

An executable computer program is variously
referred to as an application, from the point of view of
a user, or executable object code from the point of view
of the engineer. A collection of smaller, atomic (or
indivisible) chunks of object code typically comprise
the complete executable object code or application which
may also require the presence of certain data resources.
These indivisible portions of object code correspond
with the programmers’ function or procedure
implementations in higher level languages, such as C or
Pascal. 1In creating an application, a programmer writes
“code” in a higher level language, which is then
compiled down into "machine language," or, the
executable object code, which can actually be run by a
computer, general purpose or otherwise. Each function,
or procedure, written in the programming language,
represents a self-contained portion of the larger
program, and implements, typically, a very small piece
of its functionality. The order in which the programmer
typeé the code for the various functions or procedures,
and the distribution of and arrangement of these
implementations in various files which hold them is
unimportant. Within a function or procedure, however,
the order of individual language constructs, which
correspond to particular machine instructions is
important, and so functions or procedures are considered
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indivisible for purposes of this discussion. That is,
once a function or procedure is compiled, the order of
the machine instructions which comprise the executable
object code of the function is important and their order
in the computer memory is of vital importance. Note
that many "compilers" perform "optimizations" within
functions or procedures, which determine, on a limited
scale, if there is a better arrangement for executable
instructions which is more efficient than that
constructed by the programmer, but does not change the
result of the function or procedure. Once these
optimizations are performed, however, making random
changes to the order of instructions is very likely to
"break" the function. When a program is compiled, then,
it consists of a collection of these sub-objects, whose
exact order or arrangement in memory is not important,
so long as any sub-object which uses another sub-cobject
knows where in memory it can be found.

The memory address of the first instruction in one
of these sub-objects is called the "entry point" of the
function or procedure. The rest of the instructions
comprising that sub-object immediately follow from the
entry point. Some systems may prefix information to the
entry point which describes calling and return
conventions for the code which follows, an example is
the Apple Macintosh Operating System (MacOS). These
sub-objects can be packaged into what are referred to in
certain systems as "code resources," which may be stored
separately from the application, or shared with other
applications, although not necessarily. Within an
application there are also data objects, which consist
of some data to be operated on by the executable code.
These data objects are not executable. That is, they do
not consist of executable instructions. The data

objects can be referred to in certain systems as
"resources."

DISH-Blue Spike-842
Exhibit 1004, Page 0684



- WO 97126732 PCT/US97/00651

10

15

20

25

30

35

When a user purchases or acquires a computer
program, she seeks a computer program that “"functions®
in a desired manner. Simply, computer software is
overwhelmingly purchased for its underlying
functionality. 1In contrast, personé who copy multimedia
content, such as pictures, audio and video, do so for
the entertainment or commercial value of the content.
The difference between the two types of products is that

multimedia content is not generally interactive, but is

instead passive, and its commercial value relates more
on passive not interactive or utility features, such as
those required in packaged software, set-top boxes,
cellular phones, VCRs, PDAs, and the like. Interactive
digital products which include computer code may be
mostly interactive but can also contain content to add
to the interactive experience of the user or make the
underlying utility of the software more aesthetically
pleasing. It is a common concern of both of these
creators, both of interactive and passive multimedia
products, that "digital products" can be easily and
perfectly copied and made into unpaid or unauthorized

-copies. This concern is especially heightened when the

underlying product is copyright protected and intended
for commercial use.

The first method of the present invention described
involves hiding necessary "parts" or code "resources® in
digitized sample resources using a "digital
watermarking" process, such as that described in the
"Steganographic Method and Device" patent application.
The basic premise for this scheme is that there are a
certain sub-set of executable code resources, that
comprise an application and that are "essential" .to the
proper function of the application. 1In general, any
code resource can be considered "essential® in that if
the program proceeds to a point where it must "call" the
code resource and the code resource is not present in
memory, or cannot be loaded, then the program fails.
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However, the present invention uses a definition of
“essential" which is more narrow. This is because,
those skilled in the art or those with programming '
experience, may create a derivative program, not unlike
the utility provided by the original program, by writing
additional or substituted code to work around
unavailable resources. This is particularly true with
programs that incorporate an optional "plug-in
architecture, " where several code resources may be made
optionally available at run-time. The present invention
is also concerned with concentrated efforts by
technically skilled people who can analyze executable
object code and "patch" it to ignore or bypass certain
code resources. Thus, for the present embodiment’s

‘purposes, "essential" means that the function which

distinguishes this application from any other

- application depends upon the presence and use of the

code resource in question. The best candidates for this
type of code resources are NOT optional, or plug-in
types, unless special care is taken to prevent work-a-
rounds.

Given that there are one or more of these essential
resources, what is needed to realize the present
invention is the presence of certain data resources of a
type which are amenable to the "stega-cipher® process
described in the "Steganographic Method and Device"
patent application. Data which consists of image or
audio samples is particularly useful. Because this data
consists of digital samples, digital watermarks can be
introduced into the samples. What is further meant is
that certain applications include image and audio
samples which are important to the look and feel of the
program or are essential to the processing of the
application’s functionality when used by the user.

These computer programs are familiar to users of
computers but also less obvious to users of other
devices that run applications that are equivalent in
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some measure of functionality to general purpose
computers including, but not limited to, set-top boxes,
cellular phones, "smart televisions," PDAs and the like.
However, programs still comprise the underlying

5 ‘“operating systems" of these devices and are becoming
more complex with increases in functionality.

One method of the present invention is now

discussed. When code and data resources are compiled
.and assembled into a precursor of an executable program

10 the next step is to use a utility application for final
assembly of the éxecutable application. The programmer
marks several essential code resources in a list
displayed by the utility. The utility will choose one
or several essential code resources, and encode them

15 into one or several data resources using the stega-
cipher process. The end result will be that these
essential code resources are not stored in their own
partition, but rather stored as encoded information in
data resources. They are not accessible at run-time

20 without the key. Basically, the essential code
regsources that provide functionality in the final end-
product, an executable application or computer program,
are no longer easily and recognizably available for
manipulation by those seeking to remove the underlying

25 copyright or license, or its equivalent information, or
those with skill to substitute alternative code
resources to "force" the application program to run as
an unauthorized copy. For the encoding of the essential
code resources, a "key" is needed.. Such a key is

30 similar to those described in the "Steganographic Method
and Device." The purpose of this scheme is to make a
particular licensed copy of an application
distinguishable from any other. It is not necessary to
distinguish every instance of an application, mexely

35 every instance of ‘a license. A licensed user may then
wish to install multiple copies of an application,
legally or with authorization. This method, then, is to

10
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choose the key so that it corresponds, is equal to, or
is a function of, a license code or license descriptive
information, not just 'a text file, audio clip or
identifying piece of information as desired in digital
watermarking schemes extant and typically useful to
stand-alone, digitally sampled content. The key is
necessary to access the underlying code, i.e., what the
user understands to be the application program.

The assembly utility can be supplied with a key
generated from a license code generated for the license
in question. Alternatively, the key, possibly random,
can be stored as a data resource and encrypted with a
derivative of the license code. Given the key, it
encodes one or several essential resources into one or
several data resources. Exactly which code resources
are encoded into which data resources may be determined
in a random or pseudo random manner. Note further that
the application contains a code resource which performs:
the function of decoding an encoded code resource from a
data resource. The application must also contain a data
resource which specifies in which data resource a
particular code resource.is encoded. This data resource
is created and added at assembly time by the assembly
utility. The application can then operate as follows:

1) when it is run for the first time, after
installation, it asks the user for personalization
information, which includes the license code. This can
include a particular computer configuration;

'2) it stores this information in a personalization
data resource; .

3) Once it has the license code, it can then
generate the proper decoding key to access the essential
code resources. '

Note that the application can be copied in an
uninhibited manner, but must contain the license code
issued to the licensed owner, to access its essential
code resources. The goal of the invention, copyright

11
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protection of computer code and establishment of
responsibility for copies, is thus accomplished.

This invention represents a significant improvement
over prior art because of the inherent difference in use

5 of purely informational watermarks versus watermarks

which contain executable object code. If the executable
object code in a watermark is essential to an
application which accesses the data which contains the
watermark, this creates an all-or-none situation.

10 Either the user must have the extracted watermark, or
the application cannot be used, and hence the user
cannot gain full access to the presentation of the
information in the watermark bearing data. 1In order to
extract a digital watermark, the user must have a key.

15 The key, in turn, is a function of the license
information for the copy of the software in gquestion.

- The key is fixed prior to final assembly of the
application files, and so cannot be changed at the
option of the user. That, in turn, means the license

20 information in the software copy must remain fixed, so
that the correct key is available to the software. The
key and the license information are, in fact,
interchangeable. One is mérely more readable than the
othe;. In the earlier developed "Steganographic Method

25 and Device," the possibility of randomization erasure
attacks on digital watermarks was discussed. Simply, it
is always possible to erase a digital watermark,
depending on how much damage you are willing to do to
the watermark-bearing content stream. The present

30 invention has the significant advantage that you must
-have the watermark to be able to use the code it
contains. If you erase the watermark you have lost a
key piece of the functionality of the application, or
even the means to access the data which bear the

35 watermark.

A preferred embodiment would be implemented in an
embedded system, with a minimal operating system and

12
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memory. No media playing "applets," or smaller sized
applications as proposed in new operating environments
envisioned by Sun Microsystems and the advent of Sun’s
Java operating system, would be permanently stored in
the system, only the bare necessities to operate the
device, download information, decode watermarks and
execute the applets contained in them. When an applet
is finished executing, it is erased from memory. Such a
system wouid guarantee that content which did not
contain readable watermarks could not be used. This is
a powerful control mechanism for ensuring that content
to be distributed through such a system contains valid
watermarks. Thus, in such networks as the Internet or
set-top box controlled cable systems, distribution and
exchange of content would be made more secure from
unauthorized copying to the benefit of copyright holders
and other related parties. The system would be enabled
to invalidate, by default, any content which has had its

watermark(s) erased, since the watermark conveys, in

addition to copyright information, the means to fully
access, play, record or otherwise manipulate, the
content.

A second method accbrding to the present invention
is to randomly re-organize program memory structure to
prevent attempts at memory capture or object code
analysis. The object of this method is to make it
extremely difficult to perform memory capture-based
analysis of an executable computer program. This
analysis is the basis for a ﬁethod of attack to defeat
the system envisioned by the present invention.

Once the code resources of a program are loaded
into memory, they typically remain in a fixed position,
unless the computer operating system finds it necessary
to rearrange certain portions of memory during "system
time, " when the operating system code, not application
code, is running. Typically, this is done in low memory
systems, to maintain optimal memory utilization. The

13
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MacOS for example, uses Handles, which are double-
indirect pointers to memory locations, in order to allow
the operating system to rearrange memory transparently,
underneath a running program. If a computer program

5 contains countermeasures against unlicensed copying, a
skilled technician can often take a snapshot of the code
in memory, analyze it, determine which instructions
comprise the countermeasures, and disable them in the
stored application file, by means of a "patch." Other

10 applications for designing code that moves to prevent
scanning-tunnelling microscopes, and similar high
sensitive hardware for analysis of electronic structure
of microchips running code, have been proposed by such
parties as Wave Systems. Designs of Wave Systems’

15 microchip are intended for preventing attempts by
hackers to "photograph" or otherwise determine "burn in"
to microchips for attempts at reverse engineering. The
present invention seeks to prevent attempts at
understanding the code and its organization for the

20 purpose of patching it. Unlike systems such as Wave
Systems’, the present invention seeks to move code
around in.such a manner as to complicate attempts by
software engineers to reengineer a means to disable the
methods for creating licensed copies on any device that

25 lacks "trusted hardware." Moreover, the present
invention concerns itself with any application software
that may be used in general computing devices, not
chipsets that are used in addition to an underlying
computer to perform encryption. Wave Systems’ approach

30 to security of software, if interpreted similarly to the
present invention, would dictate separate microchip sets
for each piece of application software that would be
tamperproof. This is not consistent with the economics
of software and its distribution.

35 Under the present invention, the application
contains a special code resource which knows about all
the other code resources in memory. During execution

14
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time, this special code resource, called a "memory
scheduler, " can be called periodically, or at random or
pseudo random intervals, at which time it intentionally
shuffles the other code resources randomly in memory, so
5 that someone trying to analyze snapshots of memory at
various intervals cannot be sure if they are looking at
the same code or organization from one "break" to the
next. This adds significant complexity to their job.
The scheduler also randomly relocates itself when it is

10 finished. 1In order to do this, the scheduler would have
to first copy itself to a new location, and then
specifically modify the program counter and stack frame,
so that it ‘could then jump into the new copy of the
scheduler, but return to the correct calling frame.

15 Finally, the scheduler would need to maintain a list of
all memory addresses which contain the address of the
scheduler, and change them to reflect its new location.

The methods described above accomplish the purposes
of the invention - to make it hard to analyze captured

20 memory containing application executable code in order
to create an identifiable computer program Or
application that is different from other copies and is
less susceptible to unauthorized use by those attempting
to disable the underlying copyright protection system.

25 simply, each copy has particular identifying information
making that copy different from all other copies.

15
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What is Claimed Is:

1 1. A method of associating executable object code with
. 2 & digital sample stream by means of a digital'wapermark
3 wherein the digital watermark contains executable object
4 code and is encoded into the digital sample stream.
1 2. The method of claim 1 -wherein a key to access the
2 digital watermark is a function of a collection of
3 license information pertaining to the software which is
4 accessing the watermark '
5 where license information consists of one or more
6 of the following items:
7 Owning Organization name;
8 Personal Owner name;
9 Owner Address;
10 License code;
11 Software serialization number;
12 Distribution parameters;
13 Appropriate executable general computing
14 device architecture;
15 Pricing; and
16 Software Metering details.
1 3. The method of claim 1 further comprising the step
2 of transmitting the digital sample stream, via a
3. transmission means, from a publisher to a subscriber
4 wherein transmission means can selected from the
S group of
6 ' soft sector magnetic disk media;
7 hard sector magnetic disk media;
8 magnetic tape media;
9 optical disc media;
10 Digital Video Disk media;
11 magneto-optical disk media;
12 memory cartridge;
13 telephone lines;

16
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15
16
17
is
19
20
21
22
23
24
25

® 30O N e W
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SCS1I; .
Ethernet or Token Ring Network;
ISDN; |

ATM network;

TCP/IP network;

analog cellular network;
digital cellular network;
wireless network;

digital satellite;

cable network;

fiber optic network; and

electric powerline network.

4. The method of claim 1 where the cbject code to be '

encoded is comprised of series of executable machine

instructions which perform the function .of '
processing a digital sample stream for the purpose

of modifying it or playing the digital sample stream.

5. The method of claim 3 further comprising the steps
of:

decoding said digital watermark and extracting
object code;
loading object code into computer memory for the
purpose of execution;
executing said object code in order to process said
digital sample stream for the purpose of playback.

6. A method of assembling an application to be
protected by watermark encoding of essential resources
comprising the steps of:
assembling a list of identifiers of essential
code resources of an application where identifiers allow
the code resource to be accessed and loaded into memory;
providing license information on the

licensee who is to receive an individualized copy of the
application;

17
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10 storing license information in a

11 personalization resource which is added to the list of
12 application data resources;

13 generating a digital watermark key from
14 the license information; using the key as a pseudo-

15 random number string to select a list of suitable

16 digital sample data resources, the list oﬁ essential
17 code resources, and a mapping of which essential code
18 resources are to be watermarked into which data

19 -resources;

20 storing the map, which is.,a list of

21 paired code and data resource identifiers, as a data
22 resource, which is added to the application;

23 adding a digital watermark decoder code
24 resource to the application, to provide a means for

25 extracting essential code resource from data resources,
26 according to the hap;

27 ‘ processing the map list and encoding

28 essential code resources into digital sample data

29 resources with a digital watermark encoder;

30 removing self-contained copies of the
31 essential code resources which have been watermarked
32 into data resources; and

33 _ combining all remaining code and data
34 resources into a single application or installer.

7. A method of intermittently relocating application
code resources in computer memory, in order to prevent,

discourage, or complicate attempts at memory capture
based code analysis.

W N

8. The method of claim 7 additionally comprising the
step of ' .

assembling a list of identifiers of code resources
of an application where identifiers allow the code
resource to be accessed and loaded into memory.

[V T - 7 I S B )
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9. The method of claim 8 additionally comprising the
step of modifying application program structure to make
all code resource calls indirectly, through the memory
scheduler, which looks up code resources in its list and
- dispatches calls.

o W N

10. The method of claim 9 additionally comprising the
step of intermittently rescheduling or shuffling all
code resources prior to or following the dispatch of a
code resource call through the memory scheduler.

N TSI S R o

11. The method of claim 10 additionally comprised of
the step of the memory scheduler copying itself to a new
location in memory. '

[ S I

[}

12. The method of claim 11 additionally comprising the
step of modifying the stack frame, program counter, and
memory registers of the CPU to cause the scheduler to
jump to the next instruction comprising the scheduler,
in the copy, to erase the previous memory instance of
the scheduler, and changing all memory references to the
scheduler to reflect its new location, and to return
from the copy of the scheduler to the frame which called
the previous copy of the scheduler.

VWU R W N

19

DISH-Blue Spike-842
Exhibit 1004, Page 0696



INTERNATIONAL SEARCH REPORT International application No.
PCT/US97/00651

A. CLASSIFICATION OF SUBJECT MATTER
IPC(6) :HO4L 9/00
US CL : 380/54
According to International Patent Classification (IPC) or to both nationa) classification and IPC

B. FIELDS SEARCHED
Minimum documentation searched (classification system followed by classification symbols)
U.S. : 380/54,2, 4,9, 21, 23, 25, 28, 49, 50, 59; 283/73, 113, 17

Documentation scarched other than minimum documentation to the extent that such documents are included in the fields searched

Blectronic data base consulted during the international scarch (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of thexelevantpuugu Relevant to claim No.
Y US 5,349,655 A (MANN) 20 September 1994, see| 1

Abstract.
X US 4,262,329 A (BRIGHT et al) 14 April 1981, see| 7

Abstract.

D Further documents are listed in the continuation of Box C. D See patent family annex.

. Special catcgorics of ciod docmeats: T laor documces publisher et he iermaiona! fling dad or priceity
"A* docwment defining the state of the art which is ot comsidered i Souflics it the Spplicetien o uadentand
o v goneral principle or theory wnderlying the invention
" cartier document publisbed ou or after the ineroatios) filing date X mll%"a?“?e“’j:’d?:ﬁpm.:
& documont which sy throw doubls on priority claim(s) or which is when the document is taken alone
ched o establish the date of enother citstion or other . . .
) - e of pasticwlar rel Go claimed . be
idered to involve an i ive step whem the document i
*0° document reforving 0 an ol disclosure, use, exhibition or other combimed with cue or more other such documnents, such comsbimation
—— being obvious 10 & person ekilled in the art
kg ﬁﬂ:ﬁﬂ»hmﬁhuuwu = docment mceaber of e same patent family
Date of the actual completion of the international search Date of mailing of the intcrnational search report
04 APRIL 1997 2 9APR19§7
Name and mailing address of the ISA/US Authorized officer ! - [ /
e aod Tredemarts — C Lo iy e
X
Washington, D.C. 20231 /' BERNARR EARL G Y
Facsimile No. _(703) 305-3230 T No.  (703) 306-4153

Form PCT/ISA/210 (second sheet)(July 1992)w

DISH-Blue Spike-842
Exhibit 1004, Page 0697



PCT

WORLD INTELLECTUAL PROPERTY ORGANIZATION
Intemational

Bureau

" INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent Classification 6 :
HO4L 9/00 Al

an International Publlcatlon»Number:

(43) International Publication Date:

WO 97726733

24 July 1997 (24.07.97)

(21) International Application Number: PCT/US97/00652

(22) International Filing Date: 17 January 1997 (17.01.97)

(30) Priority Data:

08/587,944 17 January 1996 (17.01.96) us

(71) Applicant: THE DICE COMPANY [US/US]; Townhouse.4,
20191 E. Country Club Drive, Aventura, FL 33180 (US).

(72) Inventors: COOPERMAN, Marc; 2929 Ramona, Palo Alto,
CA 94306 (US). MOSKOWITZ, Scott, A.; Townhouse 4,
20191 E. Country Club Drive, Aventura, FL 33180 (US).

(74) Agents: ALTMILLER, John, C. et al.; Kenyon & Kenyon, 1025
Connecticut Avenue, N.W., Washington, DC 20036 (US).

(81) Designated States: AL, AU, BA, BB, BG, BR, CA, CN, CU,
CZ, EE, GE, HU, IL, IS, JP, KP, KR, LC, LK, LR, LT, LV,
MG, MK, MN, MX, NO, NZ, PL, RO, SG, S1, SK, TR, TT,
UA, UZ, VN, ARIPO patent (KE, LS, MW, SD, SZ, UG),
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, CH, DE, DK, ES, FI, FR, GB,
GR, IE, IT, LU, MC, NL, PT, SE), OAPI patent (BF, BJ,
CF. CG, Cl, CM, GA, GN, ML, MR, NE, SN, TD, TG).

Published
With international search report.
Before the expiration of the time limit for amending the
claims and to be republished in the event of the receipt of
amendments.

(54) Title: METHOD FOR AN ENCRYPTED DIGITAL WATERMARK

(57) Abstract

A method for the human-assisted generation and application of pseudo-random keys for the purpose of encoding and decoding digital
watermarks to and from a digitized data stream. A pseudo-random key and key application “envelope" are generated and stored using
guideline parameters input by a human engineer interacting with a graphical representation of the digitized data stream. Key “envelope”
information is permanently associated with the pseudo-random binary string comprising the key. Key and “envelope" information are then
applied in a digital watermark system to the encoding and decoding of digital watermarks.

DISH-Blue Spike-842
Exhibit 1004, Page 0698



FOR THE PURPOSES OF INFORMATION ONLY
Codes used to identify States party to the PCT on the front pages of pamphlets publishing intemational
applications under the PCT.
AM Armmenia . GB United Kingdom MW Malawi
AT Austria GE Georgia MX Mexico
AL Australia GN Guinea NE Niger
BB . Barbados GR Greece NL Netherlands
BE Belgium HU Hungary ) NO Norway
BF Burkina Faso 1E Ireland NZ New Zealand
BG Bulgaria IT Taly PL Poland
BJ Benin P Japan PT Portagal
BR Brazil KE Kenya RO Romania
BY Belarus KG Kyrgystan RU Russian Federation
CA Canada KP D ic People’s Repubti ) Sudan
CF Central African Republic of Korea SE Sweden
CG Congo KR Republic of Korea SG Singapore
CH Switzeriand Kz Kazakhstan St Slovenia
[} Cée d'Ivoire . u Liechtenstein SK Slovakis
c™ Cameroon LK Sri Lanka SN Scnegal
CN China LR Liberia - Sz Swaziland .
- €S Czechoslovakia LT Lithwania ™ Chad
cz Czech Republic LU Luxembourg TG Togo
DE Germany Lv Lavia 3 Tajikistan
DK Denmark MC Monaco ™ Trinidad and Tobago
EE Estonia MD Republic of Moldova UA Ukraine
&S Spain . MG Madagascar UG Uganda
[y Finland ML Mali us United States of Americs
FR France MN Mongolia vz Uzbekistan
GA Gabon MR Mauritania WN Viet Nam

DISH-Blue Spike-842
Exhibit 1004, Page 0699



WO 97/26733 PCT/US97/80652

B

10

15

20

25

METHOD FOR AN ENCRYPTED DIGITAL WATERMARK

EIELD OF INVENTION

With the advent of computer networks and digital
multimedia, protection of intellectual property has
become a prime concern for creators and publishers of
digitized copies of copyrightable works, such as musical
recordings, movies, and video games. One method of
protecting copyrights in the digital domain is to use
"digital watermarks". Digital watermarks can be used to
mark each individual copy of a digitized work with
information identifying the title, copyright holder, and
even the licensed owner of a particular copy. The
watermarks can also serve to allow for secured metering
and support of other distribution systems of given media
content and relevant information associated with them,
including addresses, protocols, billing, pricing 6r
distribution path parameters, among the many things that
could constitute a "watermark." For further discussion
of systems that are oriented around content-based
addresses and directories, see U.S. Patent No. 5,428,606
Moskowitz. When marked with licensing and ownership
information, responsibility is created for individual
copies where before there was none. More information on
digital watermarks is set forth in "Steganographic
Method and Device" - The DICE Company, U.S. application
Serial No. 08/489,172, the disclosure of which is hereby
intorporated by reference. Also, "Technology: Digital
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Commerce", Denise Caruso, New York Times, August 7, 1995
"Copyrighting in the Information Age", Harley Ungar,
ONLINE MARKETPLACE, September 1995, Jupiter
Communications further describe digital watermarks.

Additional information on other methods for hiding
information signals in content signals, is disclosed in
U.S. Patent No. 5,319,735 - Preuss et al. and U.S.
Patent No. 5,379,345 - Greenberg. )

Digital watermarks can be encoded with random or
pseudo random keys, which act as secret maps for
locating the watermarks. These keys make it impossible
for a party without the key to find the watermark - in
addition, the encoding method can be enhanced to force a
party to cause damage to a watermarked data stream when
trying to erase a random-key watermark.

It is desirable to be able to specify limitations
on the application of such random or pseudo random keys
in encoding a watermark to minimize artifacts in the
content signal while maximizing encoding level. This
preserves the quality of the content, while maximizing
the security of the watermark. Security is maximized
because erasing a watermark without a key results in the
greatest amount of perceptible artifacts in the digital
content. It is also desirable to separate the
functionality of the decoder side of the process to
provide fuller recognition and substantiation of the
protection of goods that are essentially digitized bits,
while ensuring the security of the encoder and the
encoded content. It is also desirable that the separate
decoder be incorporated into an agent, virus, search
engine, or other autonomously operating or search
function software. This would make it possible for
parties possessing a decoder to verify the presence of
valid watermarks in a data stream, without accessing the
contents of the watermark. It would also be possible to
scan or search archives for files containing watermarked
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content, and to verify the validity of the presence of
such files in an archive, by means of the information
contained in the watermarks. This scenario has
particular application in screening large archives of
files kept by on-line services and internet archives.
It is further a goal of such processes to bring as much
control of copYrights and content, including its
pricing, billiné, and distribution, to the parties that
are responsible for creating and administering that
content. It is another goal of the invention to provide
a method for encoding multiple watermarks into a digital
work, where each watermark can be accessed by use of a
separate key. This ability can be used to provide
access to .watermark information to various parties with
different levels of access. It is another goal of the
invention to provide a mechanism which allows for
accommodation of alternative methods encoding and
decoding watermarks from within the same software or
hardware infrastructure. This ability can be used to
provide upgrades to the watermark system, without
breaking support for decoding watermarks created by
previous versions of the system. It is another goal of
the invention to provide a mechanism for the
certification and authentication, via a trusted third
party, and public forumé, of the information placed in a
digital watermark. This provides additional
corroboration of the information contained in a decoded
digital watermark for the purpose of its use in
prosecution of copyright infringement cases. It also
has use in any situation in which a trusted third party
verification is useful. It is another goal of this
invention to provide an additional method for the
synchronization of watermark decoding software to an
embedded watermark signal that is more robust than
previously disclosed methods.
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The invention described herein is a human-assisted
random key generation and application system for use in
a digital watermark system. The invention allows an
engineer or other individual, with specialized knowledge
regarding processing and perception of a particular
content type, such as digital audio or video, to observe
a graphical representation of a subject digital
recording or data stream, in conjunction with its
presentation (listening or viewing) and to provide input
to the key generation system that establishes a key
generation "envelope", which determines how the key is
used to apply a digital watermark to the digital data
stream. The envelope limits the parameters of either or
both the key generation system and the watermark
application system, providing a rough guide within which
a random or pseudo random key may be automatically _
generated and applied. This can provide a good fit to
the content, such that the key may be used to encode a
digital watermark into the content in such a manner as
to minimize or limit the perceptible artifacts produced
in the watermarked copy, while maximizing the signal
encoding level. The invention further provides for
variations in creating, retrieving, meonitoring and
manipulating watermarks to create better and more
flexible approaches to working with copyrights in the
digital domain. ' '

Such a system is described herein and provides the
user with a graphical representation of the content
signal over time. In addition, it provides a way for
the user to input constraints on the application of the
digital watermark key, and provides a way to store this
information with a random or pseudo random key sequence
which is also generated to apply to a content signal.
Such a system would also be more readily adaptable by
current techniques to master content with personal
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computers and authoring/editing software. It would also
enable individuals to monitor their copyrights with
decoders to authenticate individual purchases, filter
possible problematic and unpaid copyrightable materials
in archives, and provide for a more generally
distributed approach to the monitoring and protection of
copyrights in the digital domain..

DETA DESCRIPTION

Digital watermarks are created by encoding an
information signal into a larger content signal. The
information stream is integral with the éontent stream,
creating a composite stream. The effectivenesé and
value of such watermarks are highest when the
informational signal is difficult to remove, in the
absence of the key, without causing perceptible
artifacts in the content signal. The watermarked
content signal itself should contain minimal or no
pérceptible artifacts of the information signal. To
make a watermark virtually impossible to find without
permissive use of the key, its encoding is dependent
upon a randomly generated sequence of binary 1s and 0s,
which act as the authorization key. Whoever possesses
this key can access the watermark. 1In effect, the key
is a map describing where in the content signal the
information signal is hidden. This represents an
improvement over existing efforts to protect
copyrightable material through hardware-based solutions
always existing outside the actual content.
YAntipiracy" devices are used in present applications
like VCRs, cable television boxes, and digital audio
tape (DAT) recorders, but are quite often disabled by
those who have some knowledge of the location of the
device or choose not to purchase hardware with these
"additional security features." With digital
watermarks, the "protection," or more accurately, the
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deterrent, is hidden entirely in the signal, rather than
a particular chip in the hardware.

Given a completely random key, which is uniformly
applied over a content signal, resulting artifacts in
the watermarked content signal are unpredictable, and
depend on the interaction of the key‘and the content
signal itself. One way to ensure minimization of
artifacts is to use a low information signal level.
However, this makes the watermark easier to erase,
without causing audible artifacts in the content signal.
This is a weakness. If the information signal level is
boosted, there is the risk of generating audible
artifacts.

The nature of the content signal generally varies
significantly over time. During some segments, the
signal may lend itself to masking artifacts that would
otherwise be caused by high level encoding. At other
times, any encoding is likely to cause artifacts. 1In
addition, it might be worthwhile to encode low signal
level information in a particular frequency range which
corresponds to important frequency componenté of the
content signal in a given segment of the content signal.
This would make it difficult to perform bandpass
filtering on the content signal to remove watermarks.

Given the benefits of such modifications to the
application of the random key sequence in encoding a
digital watermark, what is needed is a system which

- allows human-assisted key generation and application for

digital watermarks. The term "human-assisted key
generation" is used because in practice, the information
describing how the random or pseudo random sequence key
is to be applied must be stored with the key sequence.
It is, in essence, part of the key itself, since the
random or pseudo random sequence alone is not enough to
encode, or possibly decode the watermark.
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Encoding of digital watermarks into a content
signal can be done in the time domain, by modifying
content samples on a sample by sample basis, or in the
frequency domain,'by first performing a mathematical
transform on a series of content samples in order to
convert them into frequency domain information,
subsequently modifying the frequency domain information
with the watermark, and reverse transforming it back
into time-based samples. The conversion between time
and frequency domains can be accomplished by means of
any of a class of mathematical transforms, known in
general as "Fourier Transforms." There are various
algorithmic implementations and optimizations in
computer source code to enable computers to perform such
transform calculations. The frequenéy domain method can
be used to perform "spread spectrum" encoding
implementations. Spread spectrum techniques are
described in the prior art patents disclosed. Some of
the shortcomings evident in these techniques relate to
the fixed parameters for signal insertion in a sub
audible level of the frequency-based domain, e.g., U.S.
Patent No. 5,319,735 Preuss et al. A straightforward‘
randomization attack may be engaged to remove the signal
by simply over-encoding random information continuously
in all sub-bands of the spread spectrum signal band,

‘which is fiked and well defined. Since the Preuss

patent relies on masking effects to render the watermark
signal, which is encoded at -15 dB relative to the '
carrier signal, inaudible, such a randomization attack
will not result in audible artifacts in the carrier
signal, or degradation of the content. More worrisome,
the signal is not the original but a composite of an
actual frequency in a known domain combined with another
signal to create a "facsimile" or approximation, said to
be imperceptible to a human observer, of the original
copy. What results is the forced maintenance of one
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original to compare against subsequent "suspect" copies
for examination. Human-assisted watermarking would
provide an improvement over the art by providing
flexibility as to where information signals would be
inserted into content while giving the content creator
the ability to check all subsequent copies without the
requirement of a single original or master copy for
comparison. Thus the present invention provides for a
system where all necessary information is contained
within the watermark itself.

Among other improvements over the art, generation
of keys and encoding with human assistance would allow
for a better match of a given informational signal (be
it an ISRC code, an audio or voice file, serial number,
or other "file" format) to the underlying content given
differences in the make-up of the multitudes of forms of

-content (classical music, CD-ROM versions of the popular

game DOOM, personal HTML Web pages, virtual reality
simulations, etc.) and the ultimate wishes of the
content creator or his agents. This translates into a
better ability to maximize the watermark signal level,
so as to force maximal damage to the content signal when
there is an attempt to erase a watermark without the
key. For instance, an engineer could select only the
sections of a digital audio recording where there were
high levels of distortion present in the original
recording, while omitting those sections with relatively
"pure" components from the watermark process. This then
allows the engineer to encode the watermark at a
relatively higher signal level in the selected sections
without causing audible artifacts in the signal, since
the changes to the Signal caused by the watermark
encoding will be masked by the distortion. A party
wanting to erase the watermark has no idea, however,
where or at what level a watermark is encoded, and so

must choose to "erase" at the maximum level across the

DISH-Blue Spike-842
Exhibit 1004, Page 0707



WO 97/26733 PCT/US97/00652

10

15

20

25

30

35

entire data stream, to be sure they have obliterated
evéry instance of a watermark.

In the present invention, the input provided by the
engineer is directly and immediately reflected in a
graphical representation of content of that input, in a
manner such that it is overlaid on a representation of
the recorded signal. The key generation "envelope"
described by the engineer can be dictated to vary

- dynamically over time, as the engineer chooses. The

graphical representation of the content is typically
rendered on a two dimensional computer screen, with a
segment of the signal over time proceeding horizontally
across the screen. The vertical axis is used to
distinguish various frequency bands in the signal, while
the cells described by the intersection of vertical and
horizontal unit lines can signify relative amplitude
values by either a brightness or a color value on the
display.

Another possible configuration and operation of the
system would use a display mapping time on the
horizontal axis versus signal amplitude on the vertical
axis. This is particularly useful for digital audio
signals. In this case, an engineer could indicate
certain time segments, perhaps those containing a highly
distorted signal, to be used for watermark encoding,
while other segments, which contain relatively pure
signals, concentrated in a few bandwidths, may be exempt
from watexrmarking. The engineer using a time vs.
amplitude assisted key generation configuration would
generally not input frequency limiting information.

In practice, the system might be used by an
engineer or other user as follows:

The engineer loads a file containing the digitized
content stream to be watermarked onto a computer. The
engineer runs the key generation application and opens
the file to be watermarked. The application opens a
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window which contains a graphical representation of the
digitized samples. Typically, for digital audio, the
engineer would see a rectangular area with time on the
horizontal axis, frequency bands on the vertical axis,
and varying color or brightness signifying signal power
at a particular time and frequency band. Each vertical
slice of the rectangle represents the frequency
components, and their respective amplitude, at a
particular instant ("small increment”) of time.
Typically, the display also provides means for scrolling
from one end of the stream toc the other if it is too
long to fit on the screen, and for zooming in or out
magnification in time or frequency. For the engineer,
this rectangular area acts as a canvas. Using a mouse
and/or keyboard, the engineer can scroll through the
signal slowly marking out time segments or frequency
band minima and maxima which dictate where, at what
frequencies, and at what encoding signal level a
watermark signal is to be encoded into the content,
given a random or pseud6 random key sequence. The
engineer may limit these marks to all, none or any of
the types of information discussed above. When the

’ engineer is finished annotating the content signal, he
or she selects a key generation function. At this
point, all the annotated information is saved in a
"record and a random or pseudo random key sequence is
generated associated with other information. At some

. later point, this combined key record can be used to
encode and/or decode a watermark into this signal, or
additional instances of it. .

A suitable pseudo-random binary sequence for use as

a key may be genérated by: collecting some random timing
information based on user keystrokes input to a keyboard
device attached to the computer, performing a secure one
way hash operation on this random timing data, using the
results of the hash to seed a block cipher algorithm

10
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loop, and then cycling the block cipher and collecting a
sequence of 1s and 0s from the cipher’s output, until a
pseudo-random sequence of 1s and 0s of desired length is
obtained.

The key and its application information can then be
saved together in a single database record within a
database established for the purpose of archiving such
information, and sorting and accessing it by particular
criteria. This database should be encrypted with a
passphrase to prevent the theft of its contents from the
storage medium. ) _

Another improvement in the invention is support for
alternate encoding algorithm support. This can be
accomplished for any function which relates to the
encoding of the digital watermark by associating with
the pseudo-random string of 1s and 0s comprising the
pseudo-random key, a list of references to the
appropriate functions for accomplishing the encoding.
For a given function, these references can indicate a
particular version of the function to use, or an
entirely new one. The references can take the form of
integer indexes which reference chunks of computer code,
of alphanumeric strings which name such "code
resources," or the memory address of the entry point of
a piece of code already resident in computer memory.
Such references are not, however, limited to the above
examples. In the implementation of software, based on
this and previous filings, each key contains associated
references to functions identified as CODEC - basic
encode/decode algorithm which encodes and decodes bits
of information directly to and from the content signal,

‘MAP - a function which relates the bits of the key to

the content stream, FILTER - a function which describes
how to pre-filter the content signal, prior to encoding
or decoding, CIPHER - a function which provides
encryption and decryption services for information

11
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contained in the watermark, and ERRCODE - a function
which further encodes/decodes watermark information so
that errors introduced into a watermark may be corrected
after extraction from the content signal.

Additionally, a new method of synchronizing decoder
software to an embedded watermark is described. In a
previous disclosure, a method whereby a marker sequence
of N random bits was genexrated, and used to signal the
start of an encoded watermark was described. When the
decoder recognizes the N bit sequence, it knows it is
synchronized. In that system the chance of a false
positive synchronization was estimated at 1/(N*2) (“one
over (N to the power of 2)"). While that method is
fairly reliable, it depends on the marker being encoded
as part of the steganbgraphic process, into the content
stream. While errors in the encoded bits may be
partially offset by error coding techniques, error
coding the marker will require more computation and
complexity in the system. It also does not completely
eliminate the possibility that a randomization attack
can succeed in destroying the marker. A new method is
implemented in which the encoder pre-procesées the
digital sample stream, calculating where watermark
information will be encoded. As it is doing this, it
notes the starting position of each complete watermark,
and records to a file, a sequence of N-bits representing
sample information corresponding to the start of the
watermark, for instance, the 3rd most significant bit of
the 256 samples immediately preceding the start of a
watermark. This would be a 256 bit marker. The order in
which these markers are encountered is preserved, as it
is important. The decoder then searches for matches to
these markers. It processes the markers from first to
last, discarding each as it is found, or possibly not
found within a certain scanning distance, and proceeding‘
with the remaining markers. This, method does not modify

12
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the original signal with marker information and has the
added benefit that high-significance sequences can be
used, requiring that an attack based on randomizing -
markers do very obvious damage to the content stream.

With multichannel encoding, both private and public
keys, similar in use to those from public-key
cryptosystems, could be provided for authentication by
concerned third party vendors and consumers, as well as
contribute to better management and protection of
copyrights for the digital world that already exist in
the physical world. For more information on public-key
cryptosystems see US Pat No 4,200,770 Diffie-Hellman,
4,218,582 Hellman, 4,405,829 RSA, 4,424,414 Hellman
Pohlig. In addition, any number of key "designations"
between "public" and "private" could be established, to
provide various access privileges to different groups.
Multi-channel watermarks are effected by encoding
séparate watermark certificates with separate keys by
either interleaving windows in the time domain or by
using separate frequency bands in the frequency domain.
For instance, 3 separate watermarks could be encoded by
using every third sample window processed to encode a
corresponding certificate. Alternatively, complete
watermarks could be interleaved. Similarly, the
frequency range of an audio recording might be
partitioned into 3 sub-ranges for such a purpose. Use
of multi-channel watermarks would allow groups with
varying access privileges to access watermark
information in a given content signal. The methods of
multichannel encoding would further provide for more
holographic and inexpensive maintenance of copyrights byh
parties that have differing levels of access priority as
decided by the ultimate owner or publisher of the
underlying content. Some watermarks could even play
significant roles in adhering to given filtering (for
example, content that is not intended for all

13
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observers), distribution, and even pricing schemes for
given pieces of content. Further; on-the-fly
watermarking could enhance identification of pieces of
content that are traded between a number of parties or
in a number of levels of distribution. Previously
discussed patehts by Preuss et al. and Greenberg and
other similar systems lack this feature.

Further improvements over the prior art include the
general capacity and robustness of the given piece of
information that can be inserted into media content with
digital watermarks, described in Steganographic Method
and Device and further modified here, versus "“spread
spectrum-only" methods. First, the spread spectrum
technique described in US. Patent No. 5,319,735 Preuss
et al. is limited to an encoding rate of 4.3 8-bit
symbols per second within a digital audio signal. This
is because of the nature of reliability requirements for
spread spectrum systems. The methods described in this
invention and those of the previous application,
"Steganographic Method and Device, " do not particularly
adhere to the use of such spread spectrum techniques,
thus removing such limitation. In the steganographic
derived implementation the inventors have developed
based on these filings, watermarks of approximately

.1,000 bytes (or 1000x 8 bits) were encoded at a rate of

more than 2 complete watermarks per second into the
carrier signal. The carrier signal was a two channel
(stereo) 16-bit, 44.1 Khz recording. The cited encoding
rate is per channel. This has been successfully tested
in a number of audio signals. While this capacity is
likely to decrease by S0% or more as a result of future
improvements to the security of the system, it should
still far exceed the 4.3 symbols per second envisioned
by Preuss et al. Second, the ability exists to recover
the watermarked information with a sample of the overall
piece of digitized content (that is, for instance, being
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able to recover a watermark from just 10 seconds of a 3
minute song, depending on the robustness or size of the
data in a given watermark) instead of a full original.
Third, the encoding process described in Steganographic
Method and Device and further modified in this invention
explicitly seeks to encode the information signal in
such a way with the underlying content signal as to make
destruction of the watermark cause destruction of the
underlying signal. The prior art describes methods that
confuse the outright destruction of the underlying
content with "the level of difficulty" of removing or
altering information signals that may destroy underlying
content. This invention anticipates efforts that can be
undertaken with software, such as Digidesign’s Sound
Designer II or Passport Design’s Alchemy, which gives
audio engineers (similar authoring software for video
also exists, for instance, that sold by Avid Technology,
and others as well as the large library of picture
authoring tools) very precise control of digital
signals, "embedded" or otherwise, that can be'purely
manipulated in the frequency domain. Such software
provides for bandpass filtering and noise elimination
options that may be directed at'specific ranges of the
frequency domain, a ripe method for attack in order to
hamper recovery of watermark information encoded in
specific frequency ranges.

Separating the decoder from the encoder can limit
the ability to reverse the encoding process while
providing a reliable method for third parties to be able
to make attempts to screen their archives for
watermarked content without being able to tamper with
all of the actual watermarks. This can be further
facilitated by placing separate signals in the content
using the encoder, which signal the presence of a valid
watermark, e.g. by providing a "public key accessible"
watermark channel which contains information comprised
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of a digitally signed digital notary registration of the
watermark in the private channel, along with a checksum
verifying the content stream. The checksum reflects the
unique nature of the actual samples which contain the
watermark in question, and therefore would provide a
means to detect an attempt to graft a watermark lifted
from one recording and placed into another recording in
an attempt to deceive decoding software of the nature of
the recording in question. During encoding, the encoder
can leave room within the watermark for the checksum,
and analyze the portion of the content stream which will
contain the watermark in order to generate the checksum
before the watermark is encoded. Once the checksum is
computed, the complete watermark certificate, which now
contains the checksum, is signed and/or encrypted, which
prevents modification of any portion of the certificate,

‘including the checksum, and finally encoded into the

stream. Thus, if it is somehow moved at a later time,
that fact can be detected by decoders. Once the decoder
functions are separate from the encoder, watermark_‘
decoding functionality could be embedded in several
types of software including search agents, viruses, and
automated archive scanners. Such software could then be
used to screen files or search out files from archive
which contain specific watermark information, types of
watermarks, or lack watermarks. For instance, an online
service could, as policy, refuse to archive any digital
audio file which does not contain a valid watermark
notarized by a trusted digital notary. It could then run
automated software to continuously scan its archive for
digital audio files which lack such watermarks, and
erase them. '

Watermarks can be generated to contain information
to be used in effecting software or content metering
services. In order to accomplish this, the watermark
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would include various fields selected from the following
information:

title identification;

unit measure;

unit price;

percentage transfer threshold at which liability is
incurred to purchaser;

percent of content transferred;

authorized purchaser identification;

seller account identification;

payment means identification;

digitally signed information from sender indicating
percent of content transferred; and 4

digitally signed information from receiver
indicating percent of content received.
These "metering" watermarks could be dependent on a near
continuous exchange of information between the
transmitter and receiver of the metered information in
question. The idea is that both sides must agree to what
the watermark says, by digitally signing it. The sender
agrees they have sent a certain amount of a certain
title, for instance, and the receiver agrees they have
received it, possibly incurring a liability to pay for
the information once a certain threshold is passed. 1If
the parties disagree, the transaction can be

" discontinued before such time. In addition, metering

watermarks could contain account information or other

.payment information which would facilitate the

transaction.

Watermarks can also be made to contain information
pertaining to geographical or electronic distribution
restrictions, or which contain information on where to
locate other copies of this content, or similar content.
For instance, a watermark might stipulate that a
recording is for sale only in the United States, or that
it is to be sold only to persons connecting to an online
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distribution site from a certain set of internet domain

names, like ".us" for United States, or ".ny"

for New

York. Further a watermark might contain one or more URLs

describing online sites where similar content

that the

buyer of a piece of content might be interested in can

be found.

A digital notary could also be used in a more

general way to register, time stamp and authenticate the

information inside a watermark, which is referred to as

the certificate. A digital notary processes a document

which contains information and assigns to it a unique

identification number which is a mathematical function
of the contents of the document. The notary also
generally includes a time stamp in the document along
with the notary’s own digital signature to verify the
date and time it received and "notarized" the document.
After being so notarized, the document cannot be altered
in any way without voiding its mathematically computed
signature. To further enhance trust in such a system,

newspaper, which bears a verifiable date, the

‘the notary may publish in a public forum, such as a

notarization signatures of all documents notarized on a

given date. This process would significantly enhance
the trust placed in a digital watermark extracted for
the purpose of use in settling legal disputes over

copyright ownership and infringement.

Other "spread spectrum" techniques described in the
art have predefined time stamps to serve the purpose of
verifying the actual time a particular piece of content
is being played by a broadcaster, e.g., U.S. Pateht No.
5,373,345 Greenberg, not the insertion and control of a
copyright or similar information (such as distribution
path, billing, metering) by the owner or publisher of

the content. The Greenberg patent focuses almost

exclusively on concerns of broadcasters, not content
creators who deal with digitized media content when
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distributing their copyrightable materials to unknown
parties. The methods described are specific to spread
spectrum insertion of signals as "segment timing marks"
to make comparisons against a specific master of the
underlying broadcast material-- again with the intention
of specifying if the broadcast was made according to
agreed terms with the advertisers. No provisions are
made for stamping given audio signals or other digital
signals with "purchaser" or publisher information to
stamp the individual piece of content in a manner
similar to the sales of physical media products (CDs,
CD-ROMs, etc.) or other products in general (pizza
delivery, direct mail purchases, etc.). In other words,
"interval-defining signals," as described in the
Greenberg patent, are important for verification of
broadcasts of a time-based commodity like time and date-
specific, reserved broadcast time, but have little use
for individuals trying to specify distribution paths,
pricing, or protect copyrights relating to given content
which may be used repeatedly by consumers for many
years. It would also lack any provisions for the
"serialization" and identification of individual copies
of media content as it can be distributed or exchanged
on the Internet or in other on-line systems (via
telephones, cabies, or any other electronic transmission
media). Finally, the Greenberg patent ties itself
specifically to broadcast infrastructure, with the
described encoding occurring just before transmission of
the content signal via analog or digital broadcast, and
decoding occurring upon reception.

While the discussion above has described the
invention and its use within specific embodiments, it
should be clear to those skilled in the art that
numerous meodifications may be made to the above without
departing from the spirit of the invent;on; and that the
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scope of the above invention is to be limited only by
the claims appended hereto.
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What is Claimed:

1. A method for using a computer to generate a
random or pseudo random key for a digital watermark
system wherein said random key includes:

a random or pseudo random sequence of binary
1s and Os ,
information describing the application of the
random sequence to a stream of digitized samples wherein
said information includes:
at least one list of time delimiters
describing segments of the stream;
at least one list of frequency delimiters
describing frequency bands to be included in watermark
computations; and
a signal encoding level;
wherein the method comprises the
step of receiving human interactive input information
used to describe limits on where, at what level, and at
what frequencies the random binary information of the
random key is to be applied to the stream of digitized
samples in encoding the digital watermark;
' wherein said human interactive input
information comprises at least one of the following

datum:
a list of time delimiters;
a list of frequency delimiters; and
a signal encoding level.
2. The method of claim 1 further comprising the

step of selecting said stream of digitized samples from
a list provided by a computer system.

3. The method of claim 2 further comprising the

step of creating and displaying a graphical
representation on the display device of the computer
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system, wherein said graphical representation includes a

time axis and a signal frequency axis.

4. The method of claim 2 further comprising the
step of creating and displaying a graphical
representation on the display device of the computer
system, wherein said graphical representation includes a
time axis and a signal amplitude axis.

5. The method of claim 3 or 4, further comprising
the step of updating the graphical display to reflect
receipt of new human interactive input information.

6. The method of claim 5 further comprising the
step of generating a random or pseudc random sequence of
1s and Os.

7. The method of claim 6 further comprising the

step of storing input information in association with
the random sequence of 1s and 0s as a single record in a
database of such records.

8. The method of claim 7 wherein the record is
encrypted using a pass phrase.

9. The method of claim 1 where the stream of
digitized samples contains a digital audio recording.

10. The method of claim 1 where the stream of
digitized samples to be watermarked contains a digital

video recording.

11. The method of claim 6 wherein the process of
generating the random sequence comprises the steps of:
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(a) collecting a series of random bits
derived from keyboard latency intervals in random
typing;

(b) processing the initial series of random
bits through a secure one-way hash function;

(c) using the results of one-way hash
function to seed a block encryption cipher loop;

(d) cycling through the block encryption
loop, and extracting the least significant bit of each
result after cycle; and

(e) concatenating the block encryption output
bits into the random key sequence

12. A method of encoding and decoding a digital
watermark where the encoder and decoder are separate
software applications or hardware devices.

13. The method of claim 12 wherein the decoder
functionality is embedded in a software search engine,
word-wide web-crawler file scanning engine, intelligent
agent, or a virus.

14. The method of claim 12 wherein the decoder can
access only a limited number of watermark channels,
corresponding to public watermark keys, or any keys
otherwise made available to said decoder.

15. The method of claim 12 wherein the decoder is
capable of detecting the presence of a valid watermark
but not of accessing the information in the watermark.

16. The method of claim 12 wherein the encoder
places a separate signal, which does not interfere with
the watermark, into a content stream, where said
separate signal can indicate

23

DISH-Blue Spike-842
Exhibit 1004, Page 0722



O ® 6N b W N ~

L R Y
QO v d Wy H O

W O 0O T e W N

Y v Y
S W N = O

WO 97/26733 . PCT/US97/00652

watermark synchronization information, which helps
locate watermarks in the content; and
the presence of a valid watermark in the content.

17. A method of using digital watermarks to convey
information which is to be used for a content metering
service, wherein said watermarks contain at least one of
the following pieces of information:

title identification;

unit measure;

unit price; _

percentage transfer threshold at which liability is
incurred to purchaser;

percent of content transferred;

authorized purchaser identification;

seller account identification;

payment means identification;

digitally signed information from sender indicating
percent of content transferred; and '

digitally signed information from receiver
indicating percent of content received.

18. A method of encoding digital watermarks which
contain information pertaining to distribution
restrictions and a location of an addressable directory
containing related content, where said watermarks
contain at least one of the following pieces of
information: ,

geographical constraints on distribution (state,
country, etc); '

logical constraints on distribution;

Universal Resource Locator (URL);

telephone number;

~Internet Protocol address;

Internet domain name;

email addreés; and
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1 19. A method of encoding multiple digital
watermarks into a single content stream wherein each
watermark is encoded with a separate key.

20. The method of claim 18 wherein watermark
information from each watermark is interleaved in the

time domain.

21. A method of claim 18 wherein watermark
2 information from each watermark is placed into specific

3 frequency bands, or interleaved in the frequency domain. -
1 22. A method of associating with a pseudo-random

2 key, a list of component function references, which

3 dictate what component functions are applied to the

4 encoding and decoding of a digital watermark using the

5 key in question.

1 23. A method of providing synchronization of a

2 decoder to watermark which consists of the following

3 steps:

4 a) recording a feature of sample stream, or a

5 marker extracted from the sample stream immediately

6 preceding the start of an encoded watermark;

7 b) recording the order in which a list of markers

8 was encountered in the sample stream;

9 c) storing a list of such markers and the order of
10 their appearance in a file for use by the decoder;
11 d) optionally, associating the stored information
12 of step c) with a watermark key or watermark receipt or
13 content title;
14 e) in the decoder, selecting a marker from the file
15 in step c) such that the selected marker is not previous
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in order to any other marker previously selected in
decoding the sample stream in question;

f) attempting to find a feature or marker in the
portion of the sample stream currently under processing;

g) at such time as the currently selected marker is
deemed unlikely to be found, discarding it and .
proceeding to step e); '

h) at such time as marker is found, decoding the
watermark, then proceeding to step e) unless the sample
stream is exhausted. '
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OPTIMIZATION METHODS FOR THE INSERTION, PROTECTION
AND DETECTION OF DIGITAL WATERMARKS IN DIGITIZED DATA

RELATED APPLICATIONS

This application is related to patent applications entitled
“Steganographic Method and Device”, Serial No. 08/489,172 filed on June
7, 1995; “Method for Human-Assisted Random Key Generation and
Application for Digital Watermark System”, Serial No. 08/587,944 filed on
January 17, 1996; “Method for Stega-Cipher Protection of Computer Code”,
Serial No. 08/587,943 filed on January 17, 1996, “Digital Information
Commodities Exchange”, Serial No. 08/365,454 filed on December 28,
1994, which is a continuation of Serial No. 08/083,593 filed on June 30,
1993; and ‘Exchange Mechanisms for Digital Information Packages with

Bandwidth Securitization, Multichannel Digital Watermarks, and Key

- Management’, Serial No. 08/674,726 filed on July 2, 1996. These related

applications are all incorporated herein by reference.

This application is also related to U.S. Patenf No. 5,428,606,
“Digital Information Commaodities Exchange®, issued on June 27, 1995,
which is incorporated herein by reference.

BACKGROUND OF THE INVENTION

The present invention relates to digital watermarks.
Digital watermarks exist at a convergence point where creators and

publishers of digitized multimedia content demand localized, secured
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identification and authentication of that content. Because existence of
piracy is clearly a disincentive to the digital distribution of copyrighted
works, establishment of' responsibility for copies and derivative copies of
such works is invaluable. In considering the various forms of multimedia
content, whether "master," stereo, NTSC video, audio tapé or compact disc,

. tolerance of quality degradation will vary with individuals and affect the

underlying commercial and aesthetic value of the content. It is desirable to
tie copyrights, ownership rights, purchaser information or some combination
of these and related data to the content in such a manner that the content
must undergo damage, and therefore a reduction in value, with subsequent,
unauthorized distribution of the content, whether it be commercial or
otherwise.

Legal recognition and attitude shifts, which recognize the importance

_of digital watermarks as a necessary component of commercially distributed

content (audio, video, game, etc.), will further the development of
acceptable parameters for the exchénge of such content by the various
parties engaged in the commercial distribution of digital content. These
parties may include artists, engineers, studios, INTERNET access
providers, publishers, agents, on-line service providers, aggregators of
content for various forms of delivery, on-line retailers, individuals and
parties that participate in the transfer of funds to arbitrate the actual delivery
of content to intended parties.

Since the characteristics of digital recordings vary widely, it is a
worthwhile goal to provide tools to describe an optimized envelope of
parameters for inserting, protecting and detecting digital watermarks in a
given digitized sample (audio, video, virtual reality, etc.) stream. The
optimization techniques described hereinafter make unauthorized removal
of digital watermarks containing these parameters a significantly costly
operation in terms of the absolute given projected economic gain from
undetected commercial distribution. The optimization techniques, at the
least, require significant damage to the content signal, as to make the

2
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unauthorized copy commercially worthless, if the digital watermark is
removed, absent the use of extremely expensive tools.

Presumably, the commercial value of some works Will dictate some
level of piracy not detectable in practice and deemed "reasonable" by rights
holders given the overall economic retum. For example, there will always
be fake $100 bills, LEVI jeans, and GUCCI bags, gi\/en the sizes of the
overall markets and potential economic returns for piratés in these markets--
as there also will be unauthorized copies of works of music, operating
systems (WindowsS5, etc.), video and future multimedia goods.

However, what differentiates the "digital marketplace" from the
physical marketplace is the absence of any scheme that establishes
responsibility and trust in the authenticity of goods. For physical products,
corporations and governments mark the goods and monitor manufacturing
capacity and sales to estimate loss from piracy. There also exist reinforcing
mechanisms, including legal, electronic, and informational campaigns to

better educate consumers.

SUMMARY OF THE INVENTION

The present invention relates to implementations of digital
watermarks that are optimally suited to particular transmission, distribution
and storage mediums given the nature of digitally-sampled audio, video,
and other muitimedia works.

The present invention also relates to adapting watermark application
parameters to the individual characteristics of a given digital sample streafn.

The present invention additionally relates to the implementation of
digital watermarks that are feature-based. That is, a system where
watermark information is not carried in individual samples, but is carried in
the relationships between muitiple samples, such as in a waveform shape.
The present invention envisions natural extensions for digital watermarks
that may also separate frequencies (color or audio), channels in 3D while
utilizing discreteness in feature-based encoding only known to those with

3

DISH-Blue Spike-842
Exhibit 1004, Page 0733



WO 98/02864 _ PCT/US97/11455

10

15

20

25

30

pseudo-random keys (i.e., cryptographic keys) or possibly tools to access
such information, which may one day exist on a quantum level.

The present invention additionally relates to a method for obtaining
more optimal models to design watermark systems that are tamper-resistant
given the number and breadth of existent digitized-sample options with
differing frequency and time components (audio, video, pictures, multimedia,
virtual reality, etc.). '

To accomplish these‘goals. the present invention maintains the
highest quality of a given content signal as it was mastered, with its
watermarks suitably hidden, taking into account usage of digital filters and
error correction presently concerned solely with the quality of content
signals.

The present invention additionally preserves quality of underlying
content signals, while using methods for quantifying this quality to identify
and highlight advantageous locations for the insertion of digitat watermarks.

The present invention integrates the watermark, an information
signal, as closely as possible to the content signal, at a maximal level, to
force degradation of the content signal when attempts are made to remove
the watermarks.

" The present invention relates to a method for amplitude independent
encoding of digital watermark information in a signal including steps of
determining in the signal a sample window having a minimum and a
maximum, determining a quantization interval of the sample window,
normalizing the sample window, normalizing the sample window to provide
normalized samplés. analyzing the normalized samples, comparing the
normalized samples to message bits, adjusting_ the quantization level of the
sample window to correspond to the message bit when a bit conflicts with
the quantization level and de-normalizing the anélyzed samples.

The present invention also relates to a method for amplitude
independent decoding of digital watermark information in a signal including

steps of determining in the signal a sample window having a minimum and a

4
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maximum, determining a quantization interval of the sample window,

normalizing the sample window to provide samples, and anatyzing the
quantization level of the samples to determine a message bit value.

The present invention additionally relates to a method of encoding
and decoding watermarks in a signal where, rather than individual samples,
insertion and detection of abstract signal features to carry watermark
information in the signal is done.

The present invention also relates to a method for pre-analyzing a
digital signal for encoding digital watermarks using an optimal digital filter in
which it is determined what noise elements in the digital signal will be
removed by the optimal digital filter based on response characteristics of the
filter.

The present invention also relates to a method of error coding
watermark message certificates using cross-interleaved codes which use
error codes of high redundancy, including codes with Hamming distances of
greater than or equal to “n”, wherein “n” is a number of bits in a message
block. '

The present invention additionally relates to a method of pre-
processing a watermark message certificate including a step of determining
an absolute bit length of the watermark message as it will be encoded.

The present invention additionally relates to a méthod of generating

watermark pseudo-random key bits using a non-linear (chaotic) generator or

. to a method of mapping pseudo-random key and processing state

information to affect an encode/decode map using a non-linear (chaotic)
generator.

The present invention additionally relates to a method of
guaranteeing watermark certificate uniqueness including a step of attaching
a time stamp or user identification dependent hash or message digest of
watermark certificate data to the certificate.

The present invention also relates to a method of generating and
quantizing a local noise sighal to contain watermark information where the

5
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noise signal is a function of at least one variable which depends on key and
processing state information.

The present invention also relates to a method of dithering watermark
quantizations such that the dither changes an absolute quantization value,
but does not change a quantization level or information carried in the
quantization.

The present invention further relates to a method of encoding
watermarks including inverting at least one watermark bit stream and
‘encoding a watermark including the inverted watermark bit stream.

The present invention also relates to a method of decoding
watermarks by considering an original watermark synchrohization marker,
an inverted watermark synchronization marker, and inverted watermarks,
and decoding based on those considerations.

The present invention also relates to a method of encoding and
decoding watermarks in a signal using a spread spectrum technique to
encode or decode where information is encoded or decoded at audible
levels and randomized over both frequency and time.

The present invention additionally relates to a method of analyzing
composite digitized signals for watermarks including obtaining a composite
signal, obtaining an unwatermarked sample signal, time aligning the
unwatermarked sample signal to the composite signal, gain adjusting the
time aligned unwatermarked sample signal to the composite signal,
estimating a pre-composite signal using the composite signal and the gain
adjusted unwatermarked sample signal, estimating a watermarked sample
signal by subtracting the estimated pre-composite signal for the composite
signal, and scanning the estimated watermark sample signal for
watermarks.

The present invention additionally relates to a method for varying
watermark encode/decode algbrithms automatically during the encoding or
decoding of a watermark including steps of (a) assigning a list of desired
CODECs to a list of corresponding signal characteristics which indicate use

6
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of particular CODECs, (b) during encoding/decoding, analyzing
characteristics of the current sample frame in the signal stream, prior to
delivering the frame to CODEC, (c) looking up the corresponding CODEC
from the list of CODECs in step (a) which matches the observed signal
characteristics from step (b), (d) loading and/or preparing the desired
CODEC, (e) passing the sarhple frame to the CODEC selected in step (c),
and f) receiving the output samples from step (e).

The present invention also relates to a method for varying watermark
encode/decode algorithms automatically during the encoding or decoding of
a watermark, including steps of (a) assigning a list of desired CODECs to a
list of index values which correspond to values computed to values
computed as a function of the pseudo-random watermark key and the state
of the processing framework, (b) during encoding/decoding, computing the

. pseudo-random key index value for the current sample frame in the signal

stream, prior to delivering the frame to a CODEC, (c) looking up the
corresponding CODEC from the list of CODECs in step (a) which matches
the index value from step (b), (d) loading and/or preparing the desired
CODEC, (e) passing the sample frame to the CODEC selected in step (c),
and (f) receiving the output samples from step (e).

DETAILED DESCRIPTION
The present invention relates to implementations of digital

watermarks that are optimally suited to particular transmission, distribution
and storage mediums given the nature of digitally sampled audio, video, and
other multimedia works.

The present invention also relates to adapting watermark application
parameters to the individual characteristics of a given digital sample stream.

The present invention additionaliy relates to the implementation of
digital watermarks that are feature-based. That is, a system where
watermark information is not carried in individual samples, but is carried in
the relationships between multiple samples, such as in a waveform shape.

7
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?or example, in the same manner a US $100 bill has copy protection
features including ink type, papei' stock, fiber, angles of artwork that distort
in photocopier machines, inserted magnetic strips, and composite art, the
present invention envisions natural extensions for digital watermarks that
may also separate frequencies (color or audio), channels in 3D while
utilizing discreteness in feature-based encoding only known to those with
pseudo-random keys (i.e., cryptographic keys) or possibly tools to access
such information, which may one day exist on a quantum level.

There are a number of hardware and software approaches in the
prior art that attempt to provide protection of multimedia content, including
encryption, cryptographic containers, cryptographic envelopes or |
"cryptolopes", and trusted systems in general. None of these systems
places control of copy protection in the hands of the content creator as the
content is created, nor provides an economically feasible model for -
exchanging the content to be exchanged with identification data embedded
within the content.

Yet, given the existence of over 100 million personal computers and
many more non-copy-protected bcons_.umer electronic goods, copy protection
seems to belong within the signals:. After all, the playing (i.e., using) of the
content establishes its commercial value.

Generally, encryption and cryptographic containers serve copyright
holders as a means to protect data in transit between a publisher or
distributor and the purchaser of the data (i.e., a means of securing the
delivery of copyrighted material from one location to another by using
variations of public key cryptbgraphy or other more centralized
cryptosystems). -

Cryptolopes are suited specifically for copyrighted text that is time-
sensitive, such as newspapers, where intellectual property rights and origin
data are made a permanent part of the file. For information on public-key
cryptosystems see U.S. Patent No. 4,200,770 to Hellman et al., U.S. Patent
No. 4,218,582 to Hellman et al., U.S. Patent No. 4,405,829 to Rivest et al., -

8
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and U.S. Patent No. 4,424,414 to Hellman et al. Systems are proposed by
IBM and Electronic Publishing Resources to accomplish cryptographic
container security. ‘

Digitally-sampled copyrighted material, that is binary dataon a
fundamental level, is a special case because of its long term value coupled
with the ease and perfectness of copying and transmission by general
purpose computing and telecommunications devices. In particular, in
digitally-sampled matefial, there is no loss of quality in copies and no
identifiable differences between one copy and any other subsequent copy.
For creators of content, distribution costs may be minimized with electronic
transmission of copyrighted works. Unfortunately, seeking some form of
informational or commercial return via electronic exchange is ill-advised
absent the use of digital watermarks to establish responsibility for specific
copies and unauthorized copying. Absent digital watermarks, the unlikely
instance of a market of trusted parties who report any distribution or
eXchange of unauthorized copies of the protected work must be relied upon
for enforcement. Simply, content creators still cannot independently verify
watermarks should they choose to do so.

For a discussion of systems that are oriented around content-based
addresses and directories, see U.S. Patent No. 5,428,606 to Moskowitz.

in combining steganographic methods for insertion of information
identifying the title, copyright holder, pricing, distribution path, licensed
ownér of a particular copy, or a myriad of other related information, with
pseudo-random keys (which map insertion location of the information)
similar to those used in cryptographic applications, randomly placed signals
(digital watermarks) can be encoded as random noise in a content signal.
Optimal planning of digital watermark insertion can be based on the
inversion of optimal digital filters to establish or map areas.comprising a
given content signal insertion envelope. Taken further, planning operations
will vary for different digitized content: audio, video, multimedia, virtual
reality, etc. Optimization techniques for processes are described in the

9
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correction is not efficient, given the requirement of g huge allocation of Ly Tt
redundant data to detect and correct errors. In the absence of such o
overhead, all error correction is still based on data redundancy and requires
the following operations: error detection to check data validity, error

~ correction to replace erroneous data, and error concealment to hide large

eIrors or substitute data for insufficient data correction. Even with perfect
error correction, the goal of a workable digital watermark system for the
protection of copyrights would __bp_to distripqgevcopies that are less than
perfect but ot perceivebly-difterent4om the-origingl, Ironically, in the. -
present distribution of multimedia, this is the approach taken by content
creators when faced with such distribution mechanisms as the INTERNET.
As an example, for audio clips commercially exchanged on the World Wide
Web (WWW), a part of the INTERNET, 8 bit sampled audio or audio
downsampled from 44.1 kHz (CD-quality), to 22 kHz and lower. Digital
filters, however, are not ideal because of trade-offs between attenuation and
time-domain response, but provide the éngineer or similarly-trained
individual with a set of decisions to make about maximizing content quality
with minimum data overhead and consideration of the uitimate delivery

10
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mechanism for the content (CD.;,, cable television, satellite, audio tape,
stereo amplifier, etc.). 4

For audio signals and more generally for other frequency-based
content, such as video, one method of using digital filters is to include the
use of an input filter to prevent frequency aliasing higher than the so-called
Nyquist frequencies. The Nyquist theorem specifies that the sampling
frequency must be at least twice the highest signal frequency of the
sampled information (e.g., for the case of audio, human perception of audio
frequencies is in a range between 20 Hz and 20 kHz). Without an input
filter, aliases can still occur leaving an aliased signal in the original
bandwidth that cannot be removed.

Even with anti-aliasing filters, quantization error can still cause low
level aliasing which may be removed with a dither technique. Dither is a

method of adding random noise to the signal, and is used to de-correlate

quantization error from the signal while reducing the audibility of the

remaining noise. Distortion may be removed, but at the cost of adding more
noise to the filtered output signal. An important effect is the subsequent
randomization of the quantization error while still leaving an envelope of an
unremovable signaling band of noise. Thus, dither is done at low signal
levels, effecting only the least significant bits of the samples. Conversely,
digital watermarks, which are essentially randomly-mapped noise, are
intended to be inserted into samples of digitized content in a manner such
as to maximize encoding levels while minimizing any perceivable artifacts
that would indicate their presence or allow for removal by filters, and without
destroying the content signal. Further, digital watermarks should be
inserted with processes that necessitate random searching in the content -
signal for watermarks if an attacker lacks the keys. Attempts to over-encode
noise into known watermarked signal locations to eliminate the information
signal can be made difficult or impossibie without damaging the content
signal by relying on temporal encoding and randomization in the generation

of keys during digital watermark insertion. As a result, although the
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“watermark occupies only a small percentage of the signal, an attacker is

forced to over-encode the entire signal at the highest encoding level, which
creates audible artifacts.

The present invention relates to methods for obtaining more optimal
models to design watermark systems that are tamper-resistant given the
number and breadth of existent digitized sample options with differing
frequency and time components (audio, video, pictures, multimedia, virtual '
reality, etc.).

A To accomplish these goals, the present invention maintains the
highest quality of a given content signal as it was mastered, with its
watermarks suitably hidden, taking into account usage of digital filters and
error corréction presently concerned solely with the quality of content
signals.

Additionally, where a watermark location is determined in a random
or pseudo-random operation dependent on the creation of a pseudo-random
key, as described in copending related application entitled "Steganographic
Method and Device" assigned to the present assignee, and unlike other
forms of manipulating digitized sample streams to improve quality or encode
known frequency ranges, an engineer seeking to provide high levels of
protection of copyrights, ownership, etc. is concerned with the size of a
given key, the size of the watermark message and the most suitable area
and method of insertion. Robustness is improved through highly redundant
error correction codes and interleaving, including codes known generally as
q-ary Bose-Chaudhuri-Hocquenghem (BCH) codes, a subset of Hamming
coding operations, and codes combining error correction and interleaving,
such as the Cross-Interleave Reed-Solomon Code. Using such codes to
store watermark information in the signal increases the number of changes
required to obliterate a given watermark. Preprocessing the certificate by
considering error correction and the introduction of random data to make
watermark discovery more difficult, prior to watermarking, will help
determine sufficient key size. More generally, absolute key size can be
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. determined through preprocessing the message and the actual digital

watermark (a file including information regarding the copyright owner,
publisher, or some other party in the chain of exchange of the content) to
compute the absolute encoded bit stream and limiting or adjusting the key
size parameter to optimize the usage of key bits. The number of bits in the
primary key should match or exceed the number of bits in the watermark
message, to prevent redundant usage of key bits. Optimally, the number of
bits in the primary key should exactly match the watermark size, since any
extra bits are wasted computation.

Insertion of informational signals into content signals and ranges from
applications that originate »in spread spectrum techniques have been
contemplated. More detailed discussions are included in copending related
applications entitied "Steganographic Method and Device" and entitled
"Method for Human Assisted Random Key Generation and Application for
Digital Watermark System". |

The following discussion illustrates some previouély disclosed
systems and their weaknesses.

Typically, previously disclosed systems lack emphasis or
implementation of any pseudo-random operations to determine the insertion
location, or map, of information signals relating to the watermarks. Instead,
previous implementations provide "copy protect” flags in obvious, apparent
and easily removable locations. Further, previous implementations do not
emphasize the alteration of the content signal upon removal of the copy
protection.

Standards for digital audio tape (DAT) prescribe insertion of data
such as ISRC (Industry Standard Recording Codes) codes, title, and time in
sub-code according to the Serial Copy Management System (SCMS) to
prevent multiple copying of the content. One time copying is permitted,
however, and systems with AES3 connectors, which essentially override
copy protection in the sub-code as implemented by SCMS, actually have no

copy limitations. The present invention provides improvement over this
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implementation with regard to the ability of unscrupulous users to load
digital data into unprotected systems, such general computing devices, that
may store the audio clip in a generalized file formét to be distributed over an
on-line system for further duplication. The security of SCMS (Serial Copy
Management System) can only exist as far as the support of similarly-
oriented hardware and the lack of attempts by those skilled in the art to
simply remove the subcode data in question.

Previous methods seek to protect content, but shortcomings are
apparent. U.S. Patent No. 5,319,735 to Preuss et al. discusses a spread
spectrum method that would allow for over-encoding of the described, thus
known, frequency range and is severely limited in the amount of data that
can be encoded-- 4.3 8-bit symbols per second. However, with the Preuss
et al. method, randomization attacks will not result in audible artifacts in the
carrier signal, or degradation of the content as the information signal is in
the subaudible range. 1t is important to note the difference in application
between spread spectrum in military field use for protection of real-time -
radio signals, and encoding information into static audio files. In the
protection of real-time communications, spread spectrum has anti-jam
features, since information is sent over Several channels at once.
Therefore, in order to jam the signal, one has to jam all channels, including
their own. In a static audio file, however, an attacker has practically
unlimited time and processing power to randomize each sub-channel in the
signaling band without penalty to themselves, so the antiam advantages of
spread spectrum do not extend to this domain.

In a completely different implementation, U.S. Patent No. 5,379,345
to Greenberg seeks enforcement of broadcast contracts using a spread
spectrum modulator to insert signals that are then confirmed by a spread
spectrum-capable receiver to establish the timing and length that a given,
marked advertisement is played. This information is measured against a
specific master of the underlying broadcast material. The Greenberg patent
does not ensure that real-time downloads of copyrighted content can be
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marked with identification information unless all download access points
(PCs, modems, etc.), and upload points for that matter, have spread
spectrum devices for monitoring.

Other methods include téchniques similar to those disclosed in
reiated copending patent applications mentioned above by the present
assignee, but lack the pseudo—rahdom dimension of those patent
applications for securing the location of the signals inserted into the content.
One implementation conducted by Michael Gerzon and Peter Craven, and
described by Ken Pohlmann in the 3rd edition of Principles of Digital Audio,
itlustrates a technology called "buried data technique,” but does not address
the importance of randomness in establishing the insertion locations of the
informational signals in a given content signal, as no pseudo-random
methods are used as a basis for insertion. The overriding concern of the
"buried data techniques" appears to be to provide for a "known channel” to
be inserted in such a manner as to leave little or no perceivable artifacts in
the content signal while prescribing the exact location of the information
(i.e., replacing the least significant bits (LSB) in a given information signal).
in Gerzon and Craven's example, a 20-bit signal gives way to 4-bits of LSBs
for adding about 27 dB of noise to the music. Per channel data insertion
reached 176.4 kilobits per second per channel, or 352.8 kbps with stereo
channels. Similarly attempted data insertion by the present inventors using
random data insertion yielded similar rates. The described techniques may
be invaluable to manufacturers seeking to support improvements in audio,
video and multimedia quality improvements. These include muitiple audio
channel support, surround sound, compressed information on dynamic
range, or any combination of these and similar data to improve quality.
Unfortunately, this does little or nothing to protect the interests of copyright
holders from unscrupulous pirates, as they attempt to create unmarked,
perfect copies of copyrighted works.

The present invention also relates to copending patent applications
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entitled “Staganographicc Method and Device”; “Method for Human-
Assisted Random Key Generation and Application for Digital Watermark
System"; and “Method for Stega-Cipher Protection of Computer Code” as
mentioned above, specifically addressing the weakness of inserting
informational signals or digital watermarks into known locations or known
frequency ranges, which are sub-audible. The present invention seeks to
improve on the methods disclosed in these patent applications and other
methods by describing specific optimization techniques at the disposal of
those skilled in the art. These techniques provide an a la carte method for
rethinking error correction, interleaving, digital and analog filters, noise

~ shaping, nonlinear random location mapping in digitized samples, hashing,
“or making unique individual watermarks, localized noise signal mimic

éncoding to defeat noise filtering over the entire sample stream, super
audible spread spectrum techniques, watermark inversion, preanalyzing
watermark key noise signatures, and derivative analysis of suspect samples
against original masters to evaluate the existence of watermarks with
statistical techniques.

The goal of a digital watermark system is to insert a given information
signal or signals in such a manner as to leave few or no artifacts in the
underlying content signal, while maximizing its encoding level and location
sensitivity in the signal to force damage to the content signal when removal
is attempted. The present invention establishes methods for estimating and
utilizing parameters, given principles of the digitization of muitimedia
content (audio, video, virtual reality, etc.), to create an optimized “envelope”
for insertion of watermarks, and thus establish secured responsibility for
digitally sampled content. The pseudo-random key that is generated is the
only map to access the information signal while not compromising the
quality of the content. A digital watermark naturally resists attempts at
removal because it exists as purely random or pseudo-random noise in a
given digitized sample. At the same time, inversion techniques and

mimicking operations, as well as encoding signal features instead of given
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samples, can make the removal of each and every unique encoded

watermark in a given content signal economically infeasible (given the
potential commercial returns of the life of a given copyright) or impossible
without significantly degrading the quality of the underlying, “protected"
signal. Lacking this aesthetic quality, the marketability or commercial value
of the copy is correspondingly reduced.

- The present invention preserves quality of underlying content signals,

while using methods for quantifying this quality to identify and highlight

advantageous locations for the insertion of digital watermarks.

The present invention integrates the watermark, an information
signal, as closely as possible to the content signal, gi a maximal level, to
force degradation of the content signal when attempts are made to remove
the watermarks. |

General methods for watermarking digitized content, as well as
computer code, are described in copending related patent applications
entitled "Steganographic Method and Device" and entitied "Method for
Stega-Cipher Protection of Computer Code”, both assigned to the present
assignee. Recognizing the importance of perceptual ericoding of
watermarks by the authors and engineers who actually create content is
addressed in copending related application entitled "Method for Human
Assisted Random Key Generation and Application for Digital Watermark
System".

The present invention describes methods of random noise creation
given the necessary consequence of improving signal quality with
digitization techniques. Additionally, methods are described for optimizing
projections of data redundancy and overhead in error correction methods to
better define and generate parameters by which a watermarking system can
successfully create random keys and watermark messages that
subsequently cannot be located and erased without possession of the key
that acts as the map for finding each encoded watermark. This description

will provide the backdrop for establishing truly optimized watermark
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insertion including: use of nonlinear (chaotic) generators; error correction
and data redundancy analysis to establish a system for optimizing'key and
watermark message length; and more general issues regarding desired
quality relating to the importance of subjecting watermarked céntent to
different models when the content may be distributed or sold in a number of
prerecorded media formats or transmitted via different electronic
transmission systems; this includes the use of perceptual coding;
particularized methods such as noise shaping; evaluating watermark noise
signatures for predictability; localized noise function mimic encoding;
encoding signal features; randomizing time to sample encoding of
watermarks; and, finally, a statistical method for analyzing composite
watermarked content against a master sample content to allow watermark
recovery. All of these features can be incorporated into specialized digital
signal processing microprocessors to apply watermarks to nongeneralized
computing devices, such as set-top boxes, video recorders that require time
stamping or authentication, digital video disc (DVD) machines and a
multitude of other mechanisms that play or record copyrighted content.

The sampling theorem, known specifically as the Nyquist Theorem,
proves that bandlimited signals can be sampled, stored, processed,
transmitted, reconstructed, desampled or processed as discrete values. In
order for the theorem to hold true, the sampling must be done at a
frequency that is at least twice the frequency of the highest signal frequency
to be captured and reproduced. Aliasing will occur as a form of signal fold
over, if the signal contains components above the Nyquist frequency. To
establish the highest possible quality in a digital signal, aliasing is
prevented by low-pass filtering the input signal to a given digitization system
by a low-pass or anti-aliasing filter. Any residue aliasing which may result in
signal distortion, relates to another area of signal quality control, namely,
quantization error removal. ,

Quantization is required in a digitization system. Because of the
continuous nature of an analog signal (amplitude vs. time), a quantized
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sample of the signal is an imperfect estimate of the signal sample used to
encode it as a series of discrete integers. These numbers are merely
estimates of the true value of the signal amplitude. The difference between
the true analog value at a discrete time and the quantization value is the
quantization error. The more bits allowed per sample, the greater the
accuracy of estimation; however, errors still always will occur. It is the
recurrent nature of quantization errors that provides an analogy with the
location of digital watermarks.

Thus, methods for removal of quantization errors have relevance in
methods for determining the most secure locations for placement of
watermarks to prevent the removal of such watermarks.

The highest fidelity in digital reproduction of a signal occurs at points
where the analog signal converges with a given quantization interval.
Where there is no such convergence, in varying degrees, the quantization
error will be represented by the following range:

+Q /2 and -Q/2, where Q is the quantization interval.
Indeed, describing maximization of the quantization error and its ratio with
the maximum signal amplitude, as measured, will yield a signal-to-error ratio
(S/E) which is closely related to the analog signal-to-noise ratio (S/N). To
establish more precise boundaries for determining the S/E, with root mean
square (rms) quantization error E,p,,, and assuming a uniform probability
density function 1/Q (amplitude), the following describes the error.

Em=Q/(12)*

Signal to quantization error is expressed as:

SIE=[S s/ Erms]2=3/2(2%")
Finally, in decibels (dB) and comparing 16-bit and 15-bit
quantization: ’
S/E(dB)=10l0g({3/2(22")}=10l0g3/2+2"log2
(or “= 20log [(3/2)* (2")]")
=6.02n+1.76
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This explains the S/E ratio of 98 dB for 16-bit and 92 dB for 15-bit
quantization. The 1.76 factor is established statistically as a result of peak-
to-rms ratio of a sinusoidal waveform, but the factor will differ if the signal
waveform differs. In complex audio signals, any distortion will exist as white
noise across the audible range. Low amplitude signals may alternatively
suffer from distortion. |

Quantization distortion is directly related with the original signal and
is thus contained in the output signal, it is not simply an error. This being
the case, implementation of so-called quality control of the signal must use
dither. As discussed above, dither is a method of adding random noise to
the signal to de-correlate quantization error from the signal while reducing
the audibility of the remaining noise. Distortion may be removed at the cost
of adding more noise to the filtered output signal. An important effect is the
subsequent randomization of the quantization error while still leaving an
envelope of an‘u‘nremovable signaling band of noise. Dither, done at iow
signal levels, effects only the least significant bits of the samples.

Use of linear and nonlinear quantization can effect the trade-off in the
output signal and must be considered for a system of watermarks designed
to determine acceptable quantization distortion to contain the digital
watermark. For audio systems, block linear quantization implementations
have been chosen. However, block floating point and floating point
systems, nonuniform companding, adaptive deita modulation, adaptive
differential pulse-code modulation, and perceptual coding schemes (which
are oriented around the design of filters that closely match the actual
perception of humans) appear to provide alternative method
implementations that would cause higher perceptible noise artifacts if
filtering for watermarks was undertaken by pirates. The choice of method is
related to the information overhead desired.

According to one aspect of the present invention, the envelope
described in the quantization equations above is suitable for preanalysis of -
a digitized sample to evaluate optimal locations for watermarks. The
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present example is for audio, but corresponding applications for digitization

of video would be apparent in the quantization of color frequencies.

The matter of dither complicates preanalysis of a sample evaluated

for digital watermarks. Therefore, the present invention also defines the

optimal envelope more closely given the three types of dither (this example

is for audio, others exist for video): triangular probability density function

(pdf), Gaussian pdf, and rectangular pdf. Again, to establish better

boundaries for the random or pseudo-random insertion of a watermark to

exist in a region of a content signal that would represent an area for hiding

watermarks in a manner most likely to cause damage to the content signal if

unauthorized searches or removal are undertaken. Dither makes removal of

quantization error more economical through lower data overhead in a

system by shifting the signal range to decorrelate errors from the underlying

signal. When dither is used, the dither noise and signal are quantized

together to randomize the error. Dither which is subtractive requires

removing the dither signal after requantization and creates total error

statistical independence. It would also provide further parameters for digital

watermark insertion given the ultimate removal of the dither signal before

finalizing the production of the content signal. With nonsubtractive dither,

the dither signal is permanently left in the content signal. Errors would not

be independent between samples. For this reason, further analysis with the

three types of dither should reveal an acceptable dither signal without

materially affecting the signal quality.

Some proposed systems for implementing copyright protection into

digitally-sampled content, such as that proposed by Digimarc Corporation,

predicate the natural occurrence of artifacts that cannot be removed.

Methods for creating a digital signature in the minimized error that is

evident, as demonstrated by explanations of dither, point out another

significant improvement over the art in the system described in the present

invention and its antecedents. Every atterﬁpt is made to raise the error level

of error from LSBs to a level at which erasure necessarily leads to the
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degradation of the "protected" content signal. Furthermore, with such a
system, pirates are forced to make guesses, and then changes, at a high
enough encoding level over a maximum amount of the content signal so as
to cause signal degradation, because guessing naturally introduces error.
Thus, dither affects the present invention's envelope by establishing a

minimum encoding level. Any encoding done below the dither level might

- be erased by the dither.

One embodiment of the present invention may be viewed as the
provision of a random-super-level non-subtractive dither which contains
information (the digital watermark). _

'_I'o facilitate undefstanding of how this does not cause audible
artifacts, consider the meaning of such encoding in terms of the S/E ratio.
In a normal 16-bit signal, th_ere is a 98 dB S/E according to the equation S/E
=6.02n + 1.76. Consider that the encoding of watermark information looks
like any other error, except it moves beyond the quantization level, out of
the LSBs. If the error is of a magnitude expressed in, say, 8 bits, then at
that moment, the signal effectively drops to 8 bits (16-8). This corresponds
to a momentary drop in S/E, referred to herein as the momentary S/E. Yet,
these errors are relatively few and far between and therefore, since the
signal is otherwise comprised of higher-bit samples, a "Perceived S/E" may
be derived which is simply the weighted average of the samples using the
“Pure S/E" (the samples without watermark information) and those with the
Momentary S/E. As a direct consequence, it may be observed that the more
sparse the watermark map, the fewer errors introduced in a given range,
and the higher the perceived S/E. It also helps that the error is random, and
so over time, appears as white noise, which is relatively unobtrusive. In
general, it is observed that ‘as long as introduced errors leave resulting
samples within an envelope in the sample window described by minimum
and maximum values, before error introduction, and the map is sufﬁdiently

sparse, the effects are not pe(rceived.
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in addition, it is possible to obtain an even higher Perceived S/E by
allowing the range of introduced errors to vary between'a minimum and
maximum amount. This makes the weighted average S/E higher by‘
reducing the average introduced error level. Yet, someone trying to erase a
watermark, assuming they knew the maximum level, would have to erase at
that level throughout the data, since they would not know how the
introduced level varies randomly, and would want to erase all watermarks.

A watermarking cipher could perform this operation and may also
introduce the further step of local dither (or other noise) significantly above
the quantization amplitude on a window by window basis randomly, to
restrict total correlation between the watermark signal and the probability
that it remains independent between samples, as with subtractive dither
implementations that are mostly concerned with the ultimate removal of the
dither signal with requantization. This ability could be used to accomplish
signal doping, which adds a degree of random errors that do not contain
watermark information so as to prevent differential analysis of multiple
watermarked copies. Alternatively, it could be used to mimic a specific
noise function in a segment of the signal in order to defeat attempts to filter
a particular type of noise over the entire signal. By varying this function
between watermarks, it may be guaranteed that any particular filter is of no
use over the whole signal. By applying several filters in series, it seems
intuitive that the nét resuits would be significantly different from the original
signal.

The discussion may be more appropriately introduced with perceptual
coding techniques, but a watermarking system couid also defeat some
detection and correction with dither by inserting watermarks into signal
features, instead of signal samples. This would be equivalent to looking for
signal characteristics, independent of the overall sample as it exists as a
composite of a number of signals. Basically; instead of encoding on a bit
per sample basis, one might spread bits over several samples. The point of

doing this is that filtering and convolution operations, like “flanging”, which
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definitely change individual samples on a large scale, might leave intact
enough of a recognizable overall signal structure (the relationship between

multiple samples) to preserve the watermark information. This may be done

by measuring, generalizing, and altering features determined by the
relationships between samples or frequency bands. Because quantization
is strictly an art of approximation, signal-to-error ratios, and thus the
dynamic range of a given system are determined.

The choice of eliminating quantization distortion at the expense of
leaving artifacts (not perceptible) is a permanent trade-off evident in ali
digitization systems which are necessarily based on approximation (the
design goal of the present invention in preanalyzing a signal to mask the
digital watermarks make imperceptibility possible). The high fidelity of
duplication and thus subsequent ability to digitally or electronically transmit
the finished content (signal) is favored by consumers and artists alike.
Moreover, where there continues to be a question of approximating in
quantization-- digital watermark systems will have a natural partner in
seeking optimized envelopes in the multitude and variety of created
digitized content.

Another aspect of optimizing the insertion of digital watermarks
regards error correction. Highly redundant error codes and interleaving
might create a buffer against burst errors introduced into digital watermarks
through randomization attacks. A detailed description follows from the
nature of a digitization system-- binary data can be corrected or concealed
when errors exist. Random bit errors and burst errors differ in their
occurrence:

Random bit errors are error bits occurring in a random manner, whereas
burst errors may exist over large sequences of the binary data comprising a
digitized signal. Outside the scope of the present invention are errors
caused by physical objects, such as dust and fihgerprints, that contribute to
the creation of dropouts are different from the errors addressed herein.
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Measuring error with bit-error ratio (BER), block error ratio (BLER)
and burst-error length (BERL), however, provides the basis of error
correction. Redundancy of data is a focus of the present invention. This
data necessarily relies on existing data, the underlying content. To
efficiently describe optimal parameters for generating a cryptographic key
and the digital watermark message discussion of error correction and error
concealment techniques is important.

Forms of error detection include one-bit parity, relying on the
mathematical ability to cast out numbers, for binary systems including
digitization systems, such as 2. Remainders given odd or even results
(parity) that are probablistically determined to be errors in the data. For
more appropriate error detection algorithms, such as Cyclic Redundancy
Check Code (CRCC), which are suited for the detection of commonly
occurring burst error. Pohlmann (Principles of Digital Audio) notes the high
accuracy of CRCC (99.99%) and the truth of the following statements given
a k-bit data word with m bits of CRCC, a code word of n bits is formed (m=n-
k): ’

- burst errors less than or equal to m bits are always
predictable.
- the detection probability of burst errors of m+1 bits = 1-2°™",
- the detection probability of burst errors longer than m+1 bits =
1-2™
- random errors up to 3 consecutive bits long can be detected.
The medium of content delivery, however, provides the ultimate floor for
CRCC design and the remainder of the error correction system.

Error correction techniques can be broken into three categories:
methods for algebraic block codes, probablistic methods for convolutional
codes, and cross-interleave code where block codes are used in a
convolution structure. As previously discussed, the general class of codes
that assist in pointing out the location of error are known generally as
Hamming codes, versus CRCC which is a linear block code.
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What is important for establishing parameters for determining
optimized error coding in systems such as digital audio are more specifically
known as Reed-Solomon Codes which are effective methods for correcting
burst errors. Certain embodiments of the present invention presuppose the
necessity of highly redundant error codes and interleaving, such as that
done in Cross Interleave Reed-Solomon Code, to countér burst errors
typically resulting from randomization attacks. More generally, certain
embodiments of the present invention include the use of Hamming Codes of
(n,n) to provide n-1 bit error detection and n-2 bit error correction. Further,
a Hamming distance of n (or greater than n) is significant because of the
nature of randomization attacks. Such an attack seeks to randomize the
bits of the watermark message. A bit can be either 0 or 1, so any random
change has a 50% chance of actually changing a bit from what it was (50%
is indicative of perfect randomness). Therefore, one must assume that a
good attack will change approximately half the bits (50%). A Hamming
distance of n or greater, affords redundancy on a close par with such
randomization. In other words, even if half the bits are changed, it would
still be possible to recover the message. '

Because interleaving and parity makes data robust for error
avoidance, certain embodiments of the present invention seek to perform
time interleaving to randomly bdost momentary S/E ratio and 'give a better
estimate of not removing keys and watermarks that may be subsequently
determined to be “errors." }

Given a particular digital content signal, parity, interieaving, delay,
and cross-interleaving, used for error correction, should be taken into ‘
account when preprocessing information to compute absolute size
requirements of the encoded bit stream and limiting or adjusting key size
parameters to optimize and perhaps further randomize usage of key bits. In
addition, these techniques minimize the impact of errors and are thus

valuable in creating robust watermarks.
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Uncorrected errors can be concealed in digital systems.
Concealment offers a different dynamic to establish insertion parameters for
the present invention. Error concealment techniques exist because it is
generally more economical to hide some errors instead of requiring overly
expensive encoders and decoders and huge information overheads in
digitizatidn systems. Muting, interpolation, and methods for signal
restoration (removal df noise) relate to methods suggested by the present
invention to invert some percentage or number of watermarks so as to
ensure that at least some or as many as halif of the watermarks must still
remain in the content signal to effectively eliminate the other half. Given
that a recording contains noise, whether due to watermarks or not, a
restoration which "removes" such noise is likely to result in the changing of
some bit of the watermark message. Therefore, by inverting every other
watermark, it is possible to insure that the very act of such corrections
inverts enough watermark bits to create an inverse watermark. This
inversion presupposes that the optimized watermark insertion is not truly
optimal, given the will of a determined pirate to remove watermarks from
particularly valuable content. Ultimately, the inability to resell or openly
trade unwatermarked content will help enforce, as well as dictate, the
necessity of watermarked content for legal transactions.

The mechanisms discussed above reach physical limits as the intent
of signal filtering and error correction are uitimately determined to be
effective by humans-- decidedly analog creatures. All output devices are
thus also analog for playback.

The present invention allows for a preprocessed and preanalyzed
signal stream and watermark data to be computed to describe an optimized
envelope for the insertion of digital watermarks and creation of a pseudo-
random key, for a given digitized sample stream. Randomizing the time
variable in evaluating discrete sample frames of the content signal to
introduce another aspect of randomization could further the successful
insertion of a Watermark. More importantly, aspects of perceptuat coding
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are suitable for methods of digital watermarks or super-audible spread

spectrum techniques that improve on the art described by the Preuss et al.

patent described above.

The basis for a perceptual coding system, for audio, is
psychoacoustics and the analysis of only what the human ear is

able to

_‘perceive. Similar analysis is conducted for video systems, and some may

argue abused, with such approaches as "subliminal seduction" in

advertising campaigns. Using the human for design goals is vastly different

than describing mathematical or theoretical parameters for watermarks. On

some level of digital watermark technology, the two approaches may

actuaily complement each other and provide for a truly optimized model.

The following example applies to audio applications. However, this

example and other examples provided herein are relevant to video systems

as well as audio systems. Where a human ear can discern between energy
inside and outside the "critical band,” (described by Harvey Fletcher)
masking can be achieved. This is particularly important as quantization

noise can be made imperceptible with perceptual coders given the

‘maintenance of a sampling frequency, decreased word length (data) baéed

on signaling conditions. This is contrasted with the necessary decrease of 6

. dB/bit with decreases in the sampling frequency as described above in the

explanation of the Nyquist Theorem. Indeed, data quantity can be reduced

by 75%. This is an extremely important variable to feed into the

preprocessor that evaluates the signal in advance of “imprinting”

watermark.

the digital

In multichannel systems, such as MPEG-1, AC-3 and other
compression schemes, the data requirement (bits) is proportional to the

square root of the number of channels. What is accomplished is masking

that is nonexistent perceptually, only acoustically.

Taken to another level for digital watermarking, which is necessary
for content that may be compressed and decompressed, forward adaptive
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_ allocation of bits and backward adaptive allocation provide for encoding

signals into content signals in a manner such that information can be
conveyed in the transmission of a given content sighal that is subsequently
decoded to convey the relat'ively same audible signal to a signal that carries
all of its bits— e.g., no perceptual differences between two signals that differ
in bit size. This coding technique must also be preanalyzed to determine

the most likely sample bits, or signal components, that will exist in the

smaller sized signal. This is also clearly a means to remove digital

watermarks placed into LSBs, especially when they do not contribute -
theoretically perceptible value to the anélyzed signal. Further methods for
data reduction coding are similarly impdrtant for preanalyzing a given
content signal prior to watermarking. Frequency domain coders such as
subband and transform bands can achieve data reduction of ratios between
4:1 and 12:1. The coders adaptively quantize samples in each subband
based on the masking threshold in that subband (See Pohimann, Principles
of Digital Audio). Transform coders, however, convert time domain samples
into the frequency domain for accomplishing lossless compression. Hybrid
coders combine both subband and transform coding, again with the ultimate
goal of reducing the overall amount of data in a given content signal without
loss of perceptible quality.

With digital watermarks, descriptive analysis of an information signal
is important to preanalyze a given watermark's noise signature. Analysis of
this signature versus the preanalysis of the target content signal for
optimized insertion location and key/message length, are potentially
important components to the overall »imp|eméntation of a secure watermark.
It is important that the noise signature of a digital watermark be
unpredictable without the pseudo-random key used to encode it. Noise
shaping, thus, has important applications in the implementation of the
present invention. In fact, adaptive dither signals can be designed to
correlate with a signal S0 as to mask the additional noise— in this case a
digital watermark. This relates to the above discussion of buried data
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technigues and becomes independently i'mportant for digital watermark
systems. Each instance of a watermark, where many are added to a given
content signal given the size of the content and the size of the watermark
message, can be "noise shaped" and the binary description of the
watermark signature 'may be made unique by "hashing” the data that
comprises the watermark. Generally, hashing the watermark certificate prior
to insertion is recommended to establish differences between the daté in
each and every watermark “file.”

Additionally, the present invention provides a framework in which to
analyze a composite content signal that is suspected to contain a

‘watermarked sample of a copyrighted work, against an unwatermarked

original master of the same sample to determine if the composite content
actually contains a copy of a previously watermarked content signal. Such
an analysis may be accomplished in the following scenario:

- Assume the composite signal contains a watermark from the
sample. .

- Assume the provision of the suspect composite signal C,(t) (w
subscript denotes a possible watermark) and the unwatermarked original
sample S, (t). These are the only two recordings the analyzer is likely to
have access to.

Now, it is necessary to recover a watermarked sampie S(t).

The methods of digital signal processing allow for the computation of
an optimal estimate of a signal. The signal to be estimated is the composite
minus the watermarked sample, or C" (t) = C(t) - S,(t). The analyzer,
however, cannot determine a value of S,(t), since it does not know which of
the many possible S,(t) signals was Lnsed in the composite. However, a
close estimate may be obtained by using S,,(t), since watermarking makes
relatively minor changes to a signal.

'So, C",(t) (an estimate of C' ,(t) given C,(t) and S_(t)) may be obtained.
Once C",(t) is calculated, it is simply subtracted from C(t). This yields S'(t) =
C.(1) - C",(1). If the watermark is robust enough, and the estimate good enough,
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then S',(t), which is approximately equal to S,(t), can be processed to extract
the watermark. It is simply a matter of attempting watermark decoding against a
set of likely encoding key candidates.

Note that although a watermark is initially suspected to be present in the
composite, and the process as if it is, the specifics of the watermark are not
known, and a watermark is never introduced into the calculations, so a
watermark is extracted; it is valid, since it was not introduced by the signal
processing operations.

The usefulness of this type of operation is demonstrated in the following
scenario:

| People are interested in simply proving that their copyrighted sample
was dubbed into another recording, not the specifics of ownership of the sample
used in the dubbing. So, this implies that only a single, or limited number of
watermark keys would be used to mark samples, and hence, the decode key
candidates are limited, since the same key would be used to encode simple A
copyright information which never varies from copy to copy.

There are some problems to solve to accomplish this sort of processing.
The sample in question is generally of shorter duration than the composite, and
its amplitude may be different from the original. Analysis techniques could use
a combination of human-assisted alignment in the time domain, where graphical
frequency analysis can indicate the temporal location of a signal which closely
matches that of the original sample. In addition, automatic time warping
algorithms which time align separate signals, on the assumption they are similar
could also be used to solve temporal problems. Finally, once temporal
alignment is accomplished, automatic amplitude adjustment could be performed

on the original sample to provide an optimal match between the composite

. section containing the sample and the original sample.

It may be desirable to dynamically vary the encoding/decoding algorithm
during the course of encoding/decoding a signal stream with a given watermark.
There are two reasons for dynamically varying the encoding/decoding

algorithm.
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The first reéson for dynamically varying the encoding/decoding algorithm
is that the characteristics of the signal stream may change between one locality
in the stream and another locality in the stream in a way that significantly
changes the effects that a given encoding algorithm may have on the
perception of that section of the stream on playback. In other wdrds, one may
want the encoding algorithm, and by implication, the decoding algorithm, to
adapt to changes in the signal stream characteristics that cause relative
changes in the effects of the encoding algorithm, so that the encoding process
as a whole causes fewer artifacts, while maintaining a certain level of security
or encoding a given amount of information.

The second reason for dynamically varying the encoding/decoding

~ algorithm is simply to make more difficult attempts at decoding watermarks

without keys. It is obviously a more difficult job to attempt such attacks if the
encoding algorithm has been varied. This would require the attacker to guess
the correct order in which to use various decoding algorithms.

In addition, other reasons for varying the encoding/decoding algorithms
may arise in the future.

Two methods for varying of the encoding/decoding algorithms according
to embodiments of the present invention are described herein. The first method
corresponded to adaptation to changing signal characteristics. This method
requires a continuous analysis of the sample windows comprising the signal
stream as passed to the framework. Based on these characteristics, which are
mathematically well-defined functions of the sample stream (such as RMS '
energy, RMS/peak ratio, RMS difference between sambles - which could reflect
a measure of distortion), a new CODEC module, from among a list of pre-
defined CODECSs, and the algorithms implemented in them, can be applied to
the window in question. For the purpose of this discussion, windows are
assumed to be equivalent to frames. And, in a frame-based system, this is a
straightforward application of the architecture to provide automated variance of
algorithms to encode and decode a single watermark.
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The second method for varying of the encoding/decoding algorithms
corresponds to increased security. This method is easier, since it does not
require the relatively computationally-expensive process of further analyzing
the samples in a frame passed to the Framework. In this method, the
Framework selects a new CODEC, from among a list of pre-defined CODECs,
to which to péss the sample frame as a function of the pseudo-random key
employed to encode/decode the watermark. Again, this is a straightforward

application of framework architecture which provides automated variance of

- algorithms to encode and decode a single watermark versus limitations evident

in the analysis of a single random noise signal inserted over the entire content
signal as proposed by Digimarc, NEC, Thorn EMI and IBM under the general
guise of spread spectrum, embedded signalling schemes.

It is important to note that the modular framework architecture, in which
various modules including CODECs are linked to keys, provides a basic method
by which the user can manually accomplish such algorithmic variations for
independent watermarks. The main difference detailed above is that an
automated method to accomplish this can be used within single watermarks.

Autorqated analysis of compbsited copyrighted material offers obvious
advantages over subjective “human listening” and “human viewing" methods
currently used in copyright infringement cases pursued in the courts.
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What Is Claimed Is:

1. A method for amplitude independent encoding of digital watermark
information in a signal, comprising steps of: _

determining in said signal a sample window having a minimum and a
maximum,;

determining a quantization interval of said sample window, where said
quantitization interval can be used to quantize normalized window samples;

normalizing the sample window to provide normalized samples, where
normalized samples conform to a limited range of vaiues. proportional to real
sample values, and comprise a representation of the real sample values with a
resolution higher than the real range of values, and where the normalized

" values can be divided by the quantization interval into distinct quantization

levels;

analyzing the normalized samples to determine quantization levels;

comparing the message bits to the corresponding quantization level
information from the analyzing step;

when a bit conflicts with the quantization level, adjusting the quantization
level of said sample window to correspond to the message bit; and

de-normalizing the analyzed normalized samples.

2. . The method according to claim 1, wherein watermark signal
characteristics or a watermark certificate can be compressed.

3. A method for amplitude independent decoding of digital watermark
information in a signal comprising steps of:

determining in said signal a sample window having a minimum and a

maximum; _ '

determinin_g a quantization interval of said sample window, where said

quantitization interval can be used to quantize normalized window samples;
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normalizing the sample window to provide samples, where normalized
samples conform to a limited range of values, proportional to real sample
values, and comprise a representation of the real sample values with a
resolution higher than the real range of values, and where the normalized
values can be divided by the quantization interval into distinct quantization
levels; and '

énalyzing the quantization level of said samples to determine a message

bit value. |

4. The method according to ‘claim 3, wherein watermark signal

characteristics or a watermark certificate can be compressed.

5. A method of encoding and decoding watermarks in a signal,
comprising insertion and detection of abstract signal features in said signal to
carry watermark information, wherein said abstract signal features are

mathematical functions of the input sample window, and by extension, adjacent

‘sample windows.

6. A method of pre-analyzing a digital signal for encoding digital
watermarks using a digital filter comprising determining what changes in the
digital signal will be affected by the digital filter.

7. The method according to claim 6, further comprising a step of

~ encoding watermarks so as to either avoid frequency or time delimited areas of

the signal which will be changed by the digital filter, or ensure that the
watermark will survive the changes instroduced by the digital filter.

8. A method of error coding watermark message certificates using
cross interleaved codes which use error codes of high redundancy, including
codes with Hamming distances of greater than or equal to n, wherein is a
number of bits in a message block.
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9. A method of pre-processing a watermark message certificate

1

comprising determining an exact length of the watermark message as it will be
3 encoded. ‘
1 10. The method according to claim 9, further comprising a step of

2 generating a watermark key which will provide at least one unique bit for each
3 bit comprising the watermark message.

1 11. A method of generating watermark pseudo-random key bits using

2 anon-linear generator.

1 12. A method of generating watermark pseudo-random 'key bits using

.2 achaotic generator.

1 - 13. A method of mapping pseudo-random key and processing state
2 information to effect an encode / decode map using a non-linear generator.

1 14. A method of mapping pseudo-random key and processing state

2 information to effect an encode / decode map using a chaotic generator.

1 15. A method of guaranteeing watermark certificate uniqueness
2 comprising attaching a timestamp or user identification dependent hash or
3 message digest of watermark certificate data to the certificate.

1 16. A method of generating and modulating a local noise signal to

contain watermark information, wherein the noise signal is a function of at

3 least one variable which depends on key and processing state information.
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17. A method of dithering watermark quantizations such that the
dither changes an absolute quantization value, but does not change a
quantization level or information carried in the quantization.

18. A method of encoding watermarks comprising steps of:

inverting at least one instance of the watermark bit stream; and

encoding at least one instance of the watermark using said inverted
instance of the watermark bit stream.

19. A method of decoding watermarks comprising steps of:

considering an original watermark synchronization marker, an inverted
watermark synchronization marker, and inverted watermarks; and

decoding based on the considering step. '

20. A method of encoding and decoding watermarks in a signal
using a spread spectrum technique to encode or decode where information is
encoded or decoded at audible levels and the encoding and decoding
methods are pseudo-random over frequency.

21. A method of encoding and decoding watermarks in a signal
using a spread spectrum technique to encode or decode where information is
encoded or decoded at audible levels and the encoding and decoding
methods are pseudo-random over time.

22. The method of claim 21, wherein the information is encoded or
decoded at audible levels and the encoding and decoding methods are
pseudo-random, over both frequency and time.

23. A method of analyzing composite digitized signals for

watermarks comprising steps of:
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obtaining a composite signal;

obtaining an unwatermarked sample signal;

time aligning the unwatermarked sample signal to the
composite signal;

gain adjusting the time aligned unwatermarked sample signal to
a corresponding segment of the composite signal, determined in the
time aligning step;

estimating a pre-composite signal using the composite signal
and the gain adjusted unwatermarked sample signal;

estimating a watermarked sample signal by subtracting the
estimated pre-composite signal from the composite signal; and

scanning the estimated watefmarked sample signal for
watermarks.

24. A method for varying watermark encode/decode algorithms
automatically during the encoding or decoding of a watermark comprising
steps of:

a) assigning a list of desired CODECs to a list of corresponding' :
signal characteristics which indicate use of particular CODECs;

b) during encoding/decoding, analyzing characteristics of the
current sample frame in the signal Stream, prior to delivering the frame to a
CODEC; .

c) . looking up the corresponding CODEC from the list of CODECs
in step (a) which matches the observed signal characteristics from step (b);

d) loading and/or preparing the desired CODEC,;

e) passing the sample frame to the CODEC selected in step (c),
and

f) receiving the output samples from step (e).

25. The method according to claim 24, wherein watermark signal
characteristics or a watermark certificate can be compressed.
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26. A method for varying watermark encode/decode algorithms
automatically during the encoding or decoding of a watermark comprising
steps of: _

a) assigning a list of desired CODECs to a list of index values
which correspond to values computed as a function of the pseudo-random
watermark key and the state of the processing framework;

b) during encoding/decoding, computing the pseudo-random key
index value for the current sample frame in the signai stream, prior to
delivering the frame to a CODEC:; '

c) looking up the corresponding CODEC from the list of CODECs
in step (a) which matches the index value from step (b);

d) loading and/or preparing the desired CODEC;

e) passing the sample frame to the CODEC selected in step (c);
and

f) “receiving the output samples from step (e).

27. The method according to claim 26, wherein watermark signal
characteristics or a watermark certificate can be compressed. '
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MULTIPLE TRANSFORM UTILIZATION AND APPLICATIONS
FOR SECURE DIGITAL WATERMARKING
BACKGROUND

The invention relates to the protection of digital information. More particularly,

- the invention relates to multiple transform utilization and applications for secure digital

watermarking.
_Refi icatio ‘

This application claims the benefit of U.S. patent application Serial No.
08/587,943, filed January 17, 1996, entitled “Method for Stega-Cipher Protection of
Computer Code,” the entire disclosure of which is hereby incorporated by reference.
Description of the Background

Increasingly, commercially valuable information is being created and stored in
“digital” form. For example, music, photographs and video can all be stored and
transmittéd as a series of numbers, such as 1's and 0's. Digital techniques let the
original information be recreated in a very accurate manner. Unfortunately, digital
techniques also let the information be easily copied without the owner’s pennission.

Digital watermarks exist at a convergence point where creators and publishers
of digitized multimedia content demand local, secure identification and authentication
of content. Because piracy discourages the distribution of valuable digital information,
establishing responsibility for copies and derivative copies of such works is important.
The goal of a digital waterm;n'k system is to insert a given information signal or signals
in such a manner as to leave little or no artifacts, with one standard being perceptibility,
in the underlying content signal, while maximizing its encoding level and “location
sensitivity” in the signal to force damage to the content signal when removal is
attempted. In considering the various forms of multimedia content, whether “master,”
stereo, National Television Standards Committee (NTSC) video,. audio tape or compact
disc, tolerance of quality will vary with individuals and affect the underlying
commercial and aesthetic value of the content. It is desirable to tie coﬁyrights,
ownership rights, purchaser information or some combination of these and related data

into the content in such a manner that the content undergoes damage, and therefore
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reduction of its value, with subsequent unauthorized distribution, commercial or
otherwise. Digital watermarks address many of these concerns and research in the field
has provided a rich basis for extremely robust and secure implementations.

Of particular concern is the balance between the value of a digitized “piece” of
content and the cost of providing worthwhile “pmfection” of that content. In a paraliel
to real world economic behavior, the perceived security of a commercial bank does not
cause people to immediately deposit cash because of the expense and time required to
perform a bank deposit. For most individuals, possession of a US$100 bill does not
require any protection beyond putting it into a wallet. The existence of the World Wide
Web, or “Web,” does not implicitly indicate that value has been created.for media
which can be digitized, such as audio, still images and other media. The Web is simply
a medium for information exchange, not a determinant for the commercial value of
content. The Web’s use to exchange media does, however, provide information that
helps determine this value, which is why responsibility over digitized content is
desirable. Note that digital watermarks are a tool in this process, but they no not replace
other mechanisms for establishing more public issues of ownership, such as copyrights.
Digital watermarks, for example, do not replace the “historical average” approach to
value content. That is, a market of individuals willing to make a purchase based solely
on the perceived value of the content. By way of example, a pictufe distributed over the
Internet, or any other electronic exchange, does not necessarily increase the underlying
value of the picture, but the opportunity to reach a greater audience by this form of
“broadcast” may be a desirable mechanism to create “potentially” greater market-based
valuations. That decision rests solely with the rights holder in question.

Indeed, in many cases, depending on the time value of the content, value may
actually be reduced if access is not properly controlled. With a magazine sold on a

“monthly basis, it is difficult to assess the value of pictures in the magazine beyond the
time the magazine is sold. Compact disc valuations similarly have time-based
variables, as well as tangible variables such as packaging versus the package-less
electronic exchange of the digitized audio signals. The Internet only provides a means

to more quickly reach consumers and does not replace the otherwise “market-based”
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3
value. Digital watermarks, properly implemented, add a necessary layer of ownership
determination which will greatly assist in determining and assessing value when they
are “provably secure.” The present invention improves digital watermarking technology
while offering a means to properly “tamper proof” digitized content in a manner
analogous to methods for establishing authenticity of real world goods.

A general weqkness in digital watermark technology relates directly to the way
watermarks are implemented. Too many approaches leave detection and decode control
with the implementing party of the digital watermark, not the creator of the work to be
protected. This fundamental aspect of various watermark technologies removes proper
economic incentives for improvement of the technology when third parties successfully
exploit the implementation. One specific form of exploitation obscures subsequent
watermark detection. Others regard successful over encoding using the same
watermarking process at a subsequent time.

A set of secure digital watermark implementations address this fundamental
control issue, forming the basis of “key-based” approaches. These are covered by the
following patents and pending applications, the entire disclosures of which are hereby
incorporated by reference: US Patent No. 5,613, 004 entitled “Steganographic Method
and Device” and its derivative US patent application Serial No. 08/775,216, US patent
application Serial No. 08/587,944 entitled “Human Assisted Random Key Generation
and Application for Digital Watermark System,” US Patent Application Serial No.
08/587,943 entitled “Method for Stega-Cipher Protection of Computer Code,” US
patent application Serial No. 08/677,435 entitled “Optimization Methods for the
Insertion, Protection, and Detection of Digital Watermarks in Digitized Data,” and US

* Patent Application Serial No. 08/772,222 entitled “Z-Transform Implementation of

Digital Watermarks.” Public key crypto-systems are described in US Patents No.
4,200,770, 4,218,582, 4,405,829 and 4,424,414, the entire disclosures of which are also
hereby incorporated by reference.

By way of improving these digital watermark security methods, utilization of
multiple transforms, manipulation of signal characteristics and the requisite relationship

to the mask set or “key” used for encoding and decoding operations are envisioned, as
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are optimized combinations of these methods. While encoding a watermark may
ultimately differ only slightly in terms of the transforms used in the encoding algorithm,
the greater issues of an open, distributed architecture requires more robust approaches
to survive attempts at erasure, or even means for making detection of the watermark
impossible. These “attacks,” when computationally compared, may be diametrically
related. For instance, cropping and scaling differ in signal processing orientation, and
can result in the weakening of a particular watermarking approach but ﬁot all
watermarking approaches.

Currently available approaches that encode using either a block-based or entire
data set transform necessarily encode data in 'either the spatial or frequency domains,
but never both domains. A simultaneous crop and scale affects the spatial and
frequency domains enough to obscure most available watermark systems. The ability
to survive multiple manipulations is an obvious benefit to those seeking to ensure the
security of their watermarked media. The present invention seeks to improve on key- -
based approaches to watermarking previously disclosed, while offering greater control
of the subsequently watermarked content to rights owners and content creators.

Many currently available still image watermarking applications are
fundamentally different from the key-based implementations. Such products include
products offered by Digimarc and Signum, which seek to provide a robust watermark
by encoding watermark messages that rely entirely on comparisons with the original
image for decode operations;. The subsequent result of the transform, a discrete cosine
transform performed in blocks, is digital signed. The embedded watermarks lack any
relationship to the perceptual qualities of the image, making inverse application of the
publicly available decoders a very good first line of attack. Similarly, the encoding
process may be applied by third parties, as demonstrated by some robustness tests, using
one process to encode over the result of an image watermarked with another process.
Nonrepudiation of the watermark is not possible, because Digimarc and Signum act as
the repository of all registrations of the image's ownership.

Another line of attack is a low pass filter that removes some of the high

frequency noise that has been added, making error-free detection difficult or impossible.
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Finally, many tests of a simple JPEG transform indicate the watermarks may not survive
as JPEG is based on the same transforms as the encoding transforms used by the
watermarking process. Other notable implementations, such as that offered by Signafy
(developed by NEC researchers), appear to encode watermark messages by performing
a transform of the entire image. The goal of this process fs to more consistently identify
“candidate” watermark bits or regions of the image to encode in perceptually significant
regions of the signal. Even so, Signafy relies on the original unwatermarked image to
accomplish decoding.

All of these methods still rely on the original unwatermarked image to ensure
relatively error-free detection of the watermarks. The steganographic method seeks to
provide watermark security without an original unwatermarked copy of the media for
decode operations, as well as providing users cryptographic security with ciphered
symmetric keys. That is, the same key is used for encode and decode operations.
Public key pairs, where each user has a public/private key pair to perform asymmetric
encode and decode operations, can also be used. Discussions of public key encryption
and the benefits related to encrypiion are well documented. The growing availability
of a public key infrastructure also indicates recognition of provable security. With such
key-based implementations of watermarking, security can be off-loaded to the key,

‘providing for a layered approach to security and authentication of the watermark
message as well as the watermarked content.

1t is known that attacks on the survivability of other implementations are readily
available. Interesting network-based attacks on the watermark message are.also known
which fool the central registration server into assuming an image is owned by someone

-other than the registered owner. This also substantiates the concern that centralized
watermarking technologies are not robust enough to provide proper assurances as to the
ownership of a given digitized copy of an multimedia work.

Because the computational requirements of performing multiple transforms may
not be prohibitive for certain media types, such as s';ill imageé and audio, the present
invention seeks to provide a means to securely watermark media without the need for

an original unwatermarked copy to perform decoding. These transforms may be
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performedina manner not plainly evident to observers or the owner of the content, who
may assume the watermark is still detectable. Additionally, where a particular media
type is commonly compressed (JPEG, MPEG, etc.), multiple transforms may be used
to properly set the mask sets, prior to the watermarking process, to alert a user to
survivability prior to the release of a watermarked, and thus perceived, “safe” copy to
unknown parties. The result of the present invention is a more realistic approach to
watermarking taking the media type, as well as the provable security of the keys into
consideration. A more trusted model for electronic commerce is therefore possible.
The creation of an optimized “envelope” for insertion of watermarks to establish
secured responsibility for digitally-sampled content provides the basis of much
watermark security but is also a complementary goal of the present invention. The
predetermined or raridom key that is generated is not only an essential map to access the
hidden information signal, but is also the a subset of the original signal making direct
compérisons with the original signal unnecessary. This increases the overall security
of the digital watermark. . o
Survival of simultaneous cropping and scaling is a difficult task with image and
audio watermarkiné, where such transformations are common with the inadvertent use
of images and audio, and with intentional attacks on the watermark. The corresponding
effects in audio are far more obvious, although watermarks wh@ch are strictly
“frequency-based,” such as variations of spread spectrum, suffer from alignment issues
in audio samples which_havei been “cropped,” or clipped from the original length of the
piece. Scaling is far more noticeable to the human auditory system, though slight
changes may affect frequency-only-type watermarks while not being apparent to a
consumer. The far greater threat to available audio watermark applications, most of

which are variations of frequency-based embedded signaling, are generally time-based

. transformations, including time-based compression and expansion of the audio signal.

Signafy is an example of spread spectrum-based watermarking, as are applications by
Solana Tech_nology, CRL, BBN, MIT, etc. “Spatial domain” approaches are more
appropriate designations for the technologies deployed by Digimarc, Signum, ARIS,

Arbitron, etc. Interestingly, a time-based approached when considered for images is
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basically a “spatial-based” approach. The pixels are “convolutional.” The difference
being that the “spread spectrum-ed” area of the frequencies is “t00” well-defined and
thus susceptible to over-encoding of random noise at the same sub-bands as that of the
embedded signal.

Giovanni uses a block-based approach for the actual watermark. However, it
is accompanied by image-recognition capable of restoring a scaled image to its original
scale. This “de-scaling” is applied before the image is decoded. Other systems used a
“differencing” of the original image with the watermarked image to “de-scale.” It is
clear that de-scaling is inherently important to the survival of any image, audio or video
watermark. What is not clear is that the differencing operation is acceptable from a
security standpoint. Moreover, differencing that must be carried out by the
watermarking “authority,” instead of the user or creator of the image, causes the ri ghts
owner to lose control over the original unwatermarked content. Aside from utilizing
the mask set within the encoding/decoding key/key pair, the original signal must be
used. The original is necessary to perform detection and decodmg, although with the
attacks described above it is not possible to clearly establish ownership over the
watermarked content.

In view of the foregoing, it can be appreciated that a substantial need exists for

~ multiple transform utilization and applications for secure digital watermarking that

solve the problems discussed above.
The disadvantages of the art are alleviated to a great extent by multiple

transform utilization and applications for secure digital watermarking. In one

* embodiment of the present invention, digital blocks in digital information to be

protected are transformed into the frequency domain using a fast Fourier transform. A
plurality of frequencies and associated amplitudes are identified for each of the
transformed digital blocks and a subset of the identified amplitudes is selected for each
of the digital blocks using a primary mask from a key. Message information is selected

from a message using a transformation table generated with a convolution mask. The
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chosen message information is encoded into each of the transformed digital blocks by
aitering the selected amplitudes based on the selected message information.

With these and other advantages and features of the invention that will become
hereinafter apparent, the nature of the invention may be more clearly understood by
reference to the following detailed description of the invention, the appended claims and
to the several drawings attached herein. |
Brief Description of the Drawings

FIG. 1 is a block flow diagram of a method for encoding digital information
according to an embodiment of the present invention.

FIG. 2 is a block flow diagram of a method for descaling digital information
according to an embodiment of the pfesent invention.

FIG. 3 is a block flow diagram of a method for decodipg digital information
according to an embodiment of the present invention.

Detailed Descripti

In accordance with an embodiment of the present invention, multiple transforms
are used with respect to secure digital watermarking. There are two approaches to
watermarking using frequency-domain or spatial domain transformations: using small
blocks or using the entire data-set. For time-based media, such as audio or video, it is
only practical to work in sfnall pieces, since the‘entire file can be many megabytes in
size. For still images, however, the files are usually much smaller and can be
transformed in a single operétion. The two approaches each have their own strengths.
Block-based methods are resistant to cropping. Cropbing is the cutting out or removal
of portions of the signal. Since the data is stored in small pieces, a crop merely means
the loss of a few pieces. As long as enough blocks remain to decode a single, complete
watermark, the crop does not remove the mark. Block-based systems, however, are
susceptible to scaling. Scaling, such as affine scaling or “shrinking,” leads to a loss of
the high frequencies of the signal. If the block size is 32 samples and the data is scaled
by 200%, the relevant data now covers 64 samples. However, the decoder still thinks
that the data is in 32 samples, and therefore only uses half the space necessary to

properly read the watermark. Whole-set approaches have the opposite behavior. They
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are very good at surviving scaling, since they approach the data as a whole, and
generally scale the data to a particular size before encoding. Even a small crop,
however, can throw off the alignment of the transform and obscure the watermark.

With the present inlvention, and by incorporation of previously disclosed
material, it is now possible to authenticate an image or song or video with the encoding
key/key pair, eliminatihg false positive matches with cryptography and providing for
the communication of a copyright through registration with third party authorities,
instead of the original unwatermarked copy.

The present invention provides an obvious improvement over the prior art while
improving on previous disclosures by offsetting coordinate values of the original signal
onto the key, which are then subsequently used to perform decode or detection
operations by the user or authorized “key-holder.” This offsetting is necessary with
content which may have a watermark “payload,” the amount of data that may
successfully be encoded, based on Shannon's noisy channel coding theorem, that
prevents enough invisible “saturation” of the signal with watermark messages to afford
the owner the ability to detect a single message. An example, it is entirely possible that
some images may only have enough of a payload to carry a single 100 bit message, or
12 ASCII characters. In audio implementations tested by the present inventor, 1000 bits
per second are inaudibly encoded in a 16 bit 44.1 kHz audio signal. Most electronically
évailable images do not have enough data to afford similar “payload” rates. Thus the
premise that simultaneous éropping and scaling survival is more difficult for images
than a comparable commercially available audio or video track. The added security.
benefit is that the more limited randomizer of a watermarking system based on spread
spectrum or frequency-only applications, the random value of the watermark data
“hopping “over a limited signaling band, is that the key is also an independent source
of ciphered or random data used to more effectively encode in a random manner. The
key may actually have random values larger than the watermark message itself,
measured in bits. The watermark decoder is assured that the image is in its original

scale, and can decide whether it has been cropped based on its “de-scaled” dimensions.
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The benefits of a system requiring keys for watermarking content and validating
the distribution of said content is obvious. Different keys may be used to encode
different information while secure one way hash functions, digital signatures, or even
one-time pads may be incorporated in the key to secure the embedded signal and afford
nonrepudiation and validation of the watermarked image and “its” key/key pair.
Subsequently, these same keys may be used to later validate the embedded digital
signature only, or fully decode the digital watermark message. Publishers can easily
stipulate that content not only be digitally watermarked, but that distributors must check
the validity of the watermarks by performing di gital signature checks with keys that lack
any other functionality. '

Some discussion of secure digital watermarking has begun to appear. Leighton
describes a means to prevent collusion attacks in digital watermarks in US Patent No.
5,664,018. Leighton, however, may not actually provide the security described.. For
example, in particularly instances where the watermarking technique is linear, the
“insertion envelope” or “watermarking space” is well-defined and thus susceptible to
attacks less sophisticated than collusion by unauthorized parties. Over encoding at the
watermarking encoding level is but one simple attack in such linear implementations.
Another consideration ignored by Leighton is that commercially-valuable content in
many cases may already exist in a unwatermarked form somewhere, easily accessible
to potential pirates, gutting the need for any type of collusive activity. Such examples
as compact disc or digitally broadcast video abound. Digitally signing the embedded
signal with preprocessing of watermark data is more likely to prevent successful
collusion. Depending on the media to be watermarked, highly granular watermarking
algorithms are far more likely to successfully encode at a level below anything
observable given quantization artifacts, common in all digitally-sampled media, than
expecmﬁons that a baseline watermark has any functionality. ,

Furthermore, é “baseline” watermark as disclosed is quite subjective. It is
simply described elsewhere in the art as the “perceptually significant” regions of a
signal: so making a watermarking function less linear or inverting the insertion of

watermarks would seem to provide the same benefit without the additional work
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required to create a “baseline” watermark. Indeed, watermarking algorithms should
already be capable of defining a target insertion envelope or region without additional
steps. Further, earlier disclosed applications by the present invention's inventor describe
watermarking techniques that can be set to encode fewer bits than the available
watermarking region's “bit-space” or encoding unrelated random noise in addition to
watermark data to confuse possible collusive or other attempts at erasure. The region
of “candidate bits” can be deﬁnéd by any number of compression schemes or
transformations, and the need to encode all of the bits is simply unnecessary. What is
evident is that Leighton does not allow for initial prevention of attacks on an embedded
watermark as the content is visibly or audibly unchanged. Moreover, encoding all of
the bits may actually act .as a security weakness to those who can replicate the regions
with a knowledge of the encoding scheme. Again, security must also be offset outside
of the actual watermark message to provide a truly robust and secure watermark
implementation.

In contrast, the present invention may be implemented with a variety of
cryptographic protocols to increase both confidence and security in the underlying
system. A predetermined key is described as a set of masks. These masks may include
primary, convolution and message delimiters but may extend into additional domains
such as digital signatures of the message. In previous disclosures, the functionality of
these masks is defined solely for mapping. Public and private keys may be used as key
pairs to further increase the unlikeliness that a key may be compromised. Prior to
encoding, the masks described above are generated by a cryptographically secure
random generation process. A block cipher, such as DES, in combination with a
sufficiently random seed value emulates a cryptographically secure random bit
generator. These keys will be saved along with information matching them to the
sample stream in question in a database for use in descrambling and subsequent
detection or decode operation.

These same cryptographic protocols can be combined with embodiments of the
present invention in administering streamed content that requires authorized keys to

correctly display or play said streamed content in an unscrambled manner. As with
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digital watermarking, symmetric or. asymmetric public key pairs may be used in a
variety of implementations. Additionally, the need for certification authorities to
maintain authentic key-pairs becomes a consideration for greater security beyond
symmetric key implementations, where transmission security is a concern.

The following describes a sample embodiment of a system that protects digital
information according to the present invention. Referring now in detail to the drawings
wherein like parts are designated by like reference numerals throughout, there is
illustrated in FIG. 1 a block flow diagram of a method for encoding digital information
according to an embodiment of the present invention. An image is processed by
“blocks,” each block being, for example, a 32 x 32 pixel region in a single color
channel. At step 110, each block is transformed into the frequency domain using a
spectral transform or a Fast Fourier Transform (FFT). The largest 32 amplitudes are
identified and a subset of these 32 are selected using the primary mask from the key at
steps 120 and 130. One message bit is then encoded into each block at steps 140 and
150. The bit is chosen from the message using a transformation table generated using
the convolution mask. If the bit is true, the selected amplitudes are reduced by a user
defined strength fraction. If the bit is false, the amplitudes are unchanged.

Each of the selected amplitudes and frequencies are stored in the key. After all
of the image has been processed, a diagonal stripe of pixels is saved in the key. This _
stripe can, for example, start in the upper left corner and proceed at a 45 degree‘angle
through the image. The oriéina] dimensions of the image are also stored in the key.

FIG. 2 is a block flow diagram of a method for descaling digital information
according to an embodiment of the present invention. When an image is chosen to be
decoded, it first is checked to determine if it has been cropped and/or scaled. If so, the
image is scaled to the original dimensiqns at step 210. The resulting “stripe,” or
diagonal line of pixels, is fit against the stripe stored in the key at step 220. If the fit is
better than the previous best fit, the scale is saved at steps 230 and 240. If desired, the
image can be padded with, for example, a single row or column of zero pixels at step

260 and the process can be repeated to see if the fit improves.
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If a perfect fit is found at step 250, the process concludes. If no perfect fit is
found, the process continues up to a crop “radius” set by the user. For example, if the
crop radius is 4 the image can be padded up to 4 rows and/or 4 columns. The best fit
is chosen and the image is restored to its original dimension, with any cropped area
replaced by zeroes.

Once the in formation has been descaled, it can be decoded according to an
embodiment of the present invention shown in FIG. 3. Decoding is the inverse process
of encoding. The decoded amplitudes are compared with the ones stored in the key in
order td determine the position of the encoded bit at steps 310 and 320. The message
is assembled using the reverse transformation table at step 330. At step 340, the
message is then hashed and the hash is compared with the hash of the original message.
The original hash had been stored in the key during encoding. If the hashes match, the
message is declared valid and presented to the user at step 350.

Although various embodiments are specifically illustrated and described
herein, it will be appreciated that modifications and variations of the present
invention are covered by the above teachings and within the purview of the appended
claims without departing from the spirit and intended scope of the invention.
Moreover, similar operations have been applied to audio and video content for time-
based manipulations of the signal as well as amplitude and pitch operations. The
ability to descale or otherwise quickly determine differencing without use of the
unwatermarked original is iriherently important for secure digital watermarking. It
is also necessary to ensure nonrepudiation and third part authentication as digitized

content is exchanged over networks. -
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What is claimed is:

1. A method for encoding a message into digital information, the digital
information including a plurality of digital blocks, comprising the steps of:

transforming each of the digital blocks into the- frequency domain using a
spectral transform;

ideritifying a plurality of frequencies and associated amplitudes for each of
the transformed digital blocks;

selecting a subset of the identified amplitudes for each of the digital blocks
using a primary mask from a key;

choosing message information from the message using a transformation table
generated with a convolution mask; and

encoding the chosen message information into each of said transformed
digital blocks by altering the selected amplitudes based on the chosen message
information.

2. The method of claim 1 wherein the transforming step comprises:

transforming each of the digital blocks into the frequency domain using a fast
Fourier transform. ‘

3. The method of claim 2, wherein the digital information contains pixels in
a plurality of color channels forming an image, and each of the digital blocks
represents a pixel region in one of the color channels.

4. The method of claim 1, wherein the digital information contains audio
information.

5. The method of claim 2, wherein said step of identifying comprises:

identifying a predetermined number of amplitudes having the largest values
for each of the transformed digital blocks.

6. The method of claim 2, wherein the chosen meésage information is a
message bit and wherein said step of encoding comprises the step of:

encoding the chosen message bit into each of said transformed digital blocks
by reducing the selected amplitudes using a strength fraction if the message bit is

true, and not reducing the selected amplitudes if the message bit is false.
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7. The method of claim 6, wherein the strength fraction is user defined.

8. The method of claim 2, further comprising the step of storing each of the
selected amplitudes and associated frequencies in the key.

9. The method of claim 2, further comprising the step of storing a reference
subset of the digital information into the key.

10. The method of claim 2, wherein the digital information contains pixels
forming an image, further comprising the steps of:

saving a reference subset of the pixels in the key; and

storing original dimensions of the image in the key.

11. The method of claim 1, wherein the digital information contains audio
information, further comprising the steps of: ,

saving a reference subset of audio information in the key; and

storing original dimensions of the audio signal in the key.

12. The method of claim 10, wherein the reference subset of pixels form a
line of pixels in the image.

13. The method of claim 11, wherein the reference subset of audio
information includes an amplitude setting.

14. The method of claim 8, wherein the image is a rectangle and the
reference subset of pixels form a diagonal of the rectangle.

15. The method of claim 2, further comprising the step of:

requiring a predetemiined key to decode the encoded message information.

16. The method of claim 2, further comprising the step of:

requiring a public key pair to decode the encoded message information.

17. The method of claim 2, further comprising the steps of’

calculating an original hash value for the message; and

storing the original hash value in the key.

18. A method for descaling digital information using a key, comprising the
steps of:

determining original dimensions of the digital information from the key;

scaling the digital information to the original dimensions;
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obtaining a reference subset of information from the key; and

comparing the reference subset with corresponding information in the scaled
digital information.

19. The method of claim 18 wherein the digital information being descaled
is a digital image and the step of obtaining a reference subset of information from
the key comprises obtaining a reference subset of pixels from the key. - v

20. The method of claim 18 wherein the digital information being descaled
is audio digital information and the step of obtaining a reference subset of
information from the key comprises obtaining a reference subset of audio
information from the key.

21. The method of claim 19, wherein said step of comparing determines a
first fit value based on the comparison, and wherein the method further comprises
the steps of: '

padding the scaled digital image with an area of pad pixels; and

re-comparing the reference subset of pixels with corresponding pixels in the
padded image to determine a second fit value.

22. The method of claim 20, wherein the area of pad pixels is a row of single
pixels.

23. The method of claim 20, wherein the area of pad pixels is a column of
single pixels.

24. The method of claim 20, wherein said steps of padding and re-comparing
are performed a plurality of times.

25. The method of claim 20, further comprising the step of choosing a best
fit value among the determined fit values and restoring the digital image to the
original size, including any pad pixels associated with the best fit value.

26. A method of extracting a message from encoded digital information
using a predetermined key, comprising the steps of:

decoding the encoded digital information into digital information, including
a plurality of digital blocks, using the predetermined key;
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transforming each of the digital blocks into the frequency domain using a
spectral transform;

identifying a plurality of frequencies and associated amplitudes for each of
the transformed digital blocks;

selecting a subset of the identified amplitudes for each of the transformed
digital blocks using a primary mask from the key;

comparing the selected amplitudes with original amplitudes stored in the
predetermined key to determine the position of encoded message information; and

assembling the message using the encoded message information aﬁd a
reverse transformation table.

27. The method of claim 26 wherein the step of transforming comprises:

transforming each of the digital blocks into the frequency domain using a fast
Fourier transform. :

28. The method of claim 27, further comprising the steps of’

| calculating a hash value for the assembled message; and

comparing the calculated hash value with an original hash value in the

predetermined key. |

29. A method for descaling a digital signal using a key, comprising the steps

of:

determining original dimensions of the digital signal from the key;

scaling the digital siénal to the original dimensions;

obtaining a reference signal portion from the key; and

comparing the reference signal portion with a corresponding signal portion
in the scaled signal.

30. A method for protecting a digital signal comprising the step of:

creating a predetermined key comprised of a transfer function-based mask set
and offset coordimite values of the original digital signal; and

encoding the digital signal using the predetermined key.

31. The method of claim 30, wherein the digital signal represents a

continuous analog waveform.
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32. The method of claim 30, wherein the predetermined key comprises a
plurality of mask sets.
33. The method of claim 30, wherein the mask set is ciphered by a key pair
comprising a public key and a private key.
5 34. The method of claim 30, further comprising the step of:
using a digital watermarking technique to encode information that identifies
ownership, use, or other information about tﬂe digital signal, into the digital signal.
35. The method of claim 30, wherein the digital signal represents a still
image, audio or video.
10 36. The method of claim 30, further comprising the steps of:
-selecting the mask set, including one or more masks having random or
pseudo-random series of bits; and
validating the mask set at the start of the transfer function-based mask set.
37. The method of claim 36, wherein said step of validating comprises the
15 stepof: »
comparing a hash value computed at the start of the transfer function-based
mask set with a determined transfer function of the hash value.
38. The method of claim 36, wherein said step of validating comprises the
- step of:
20 comparing a digital signature at the start of the transfer function-based mask
' set with a determined transfer function of the digital signature.
39. The method of claim 36, further comprising the step of:
using a digital watermarking technique to embed information that identifies
.ownership, use, or other information about the digital signal, into the digital signal;
25 and
. wherein said step of validating is dependent on validation of the embedded
information.

40. The method of claim 30, further comprising the step of:
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computing a secure one way hash function of carrier signal data in the digital
signal, wherein the hash function is insensitive to changes introduced into the carrier
signal for the purpose of carrying the transfer function-based mask set. ‘

41. A method for protecting a digital signal, comprising the steps of:

creating a predetermined key comprised of a transfer function-based mask set
and offset coordinate values of the original digital signal;

‘authenticating the predetermined key containing the correct transfer
function-based mask set during playback of the data; and .

metering the playback of the data to monitor content to determine if the
digital signal has been altered.

42. The method of claim 30, wherein the digital signal is a bit stream and
further comprising the steps of;

generating a plurality of masks to be used for encoding, including a random
primary mask, a random convolution mask and a random start of message delimiter;

generating a message bit stream to be encoded; '

loading the message bit stream, a stega-cipher map truth table, the primary
mask, the convolufion mask and the start of message delimiter into memory;

initializing the state of a primary mask index, a convolution mask index, and
a message bit index; and

setting a message size equal to the total number of bits in the message bit
stream. |

43. The method of claim 42 wherein the digital information has a plurality
of windows, further comprising the steps of: ‘

calculating over which windows in the sample stream the message will be
encoded;

-computing a secure one way hash function of the information in the

calculated windows, the hash function generating hash values insensitive to changes
in the samples induced by a siega-cipher; and

encoding the computed hash values in an encoded stream of data.
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44. The method of claim 40, wherein said step of selecting comprises the
steps of: '

collecting a series of random bits derived from keyboard latency intervals in
random typing;

5 processing the initial series of random bits through an MDS5 algorithm;
using the results of the MDS processing to seed a triple-DES encryption loop;
cycling through the triple-DES encryption loop, extracting the least

significant bit of each result after each cycle; and
concatenating the triple-DES output bits into the random series of bits.
10
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(58H DR 72 518A)

(0001)
(RBHOET 55 )

EREAL, FUVINVEROREICET S, BIcELAZ. R, ReRT

THINBEN L OEDOEROTHROFARERICHET 5.
[0002) |
(B EHEEADHES ] ,

AFRHEIZ, 19964F1817BICHEIN-KER/FHEE0S /587,
9 4 32 Method for Stega-Cipher Protection of Computer Code” IZEIWT
BEHEERLTNS, COKESHFHEORROTNTE, FHECBL TR
Y5,

(0003)
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(53R D B4
 BRMICEDOS B EE [FI5))) BRTRES NEBS IS T LA
LTWwa., flzid, % BERVCEGOTRTH, 1RU0ZED—EDRE
LTHRESNERSNSG ZENTRTH S, TUYVIEIMRCL DL, TORERE
FHIERICEETSZENTES, UL, FEEIEIR. FYFIERICE
L. TORLEDHFA2EBI LR, BREFHTIE-THILDHTED
DTH 5., '

(0004)

FUZNBENL (EFEML. digital vaternark) 3. FUYIMEENET
WNFAF LT » ATV OFIEE (creators) &HA¥EE (publishers) &A%
9L Y OU—H TEELHIE CREEERT BNHACHFEL TS,
BERS (iracy) BEERT DS VEROMEERS S HAERT 55,
ZOEIRERDIAL—RKE (derivative) BIE—IINT2EMEEHILT
BTENEETHS, FUFNENLIATLAOBME, BHLBEHISTY
EBOHIT, BEAERBEERHERT AL TLTARTETHZILE
PIEHEL 135 X510, 5x 5N 1 DXIIEROEMESEHATHIETHD
. TOBEIC, HEBEERZESIIBIBRFEL IV EAERKE (location sensi
tivity) EERAT B EICLD. COBHLERELES ERBBEILT
VBB ICHEIICHRENELBEDIBOTNS, [YAF] . AFLA. N
TSC (Natfonal Television Standards Cbmmittee) Y54, A—F4F T
CARIAVAY k- FA AT THBDEIBRE, INFAFAT - AT
WL RREEZERT DL, BCETIERER. BAILKRBL, TOO
STV QR LR SBENRVENBMECKEZEXSD. (o T. FHEE.
P& % (ownership right) . BAZBBBRXIIINS OMSMDHEEECREET
—HRZOIALTIYORICHESS ], THIED, ThMHEENTH>THE
NS DB TH > THRIESNTWANIENTNER SN2 BEIE. £
DILFIVISRBERY. 0T, TOMEMETTBLIICT ST ENEE
LW, FULBEN LI, COXIRBELOSATSNELOTHD, Z0
BB BT AR, ChETIK, B TBETERRERICHT 28072
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HEEREgL TETWS,
[0005])

BICEOASFET SN TWBDR, aFrYDTFIFIIMeEnie e (pi
ece) DEMEETNILTFIVICETS MR#) 2RETHEDOIZAMEDN
5 ATH D, BEOWRICBIZRETHEUFTTEEIIC, BREFORE
B (2Fa)F4) 2ARTEINAS VST, BFESETHIORETZERA
RUBEOEDI, AXRESKRESERFESTSEND TSR
L BEAEOBAICESTIE. 100K KL ELSTVNBHEENST, Thi
BAICLESTHULORBAREE I NB D 21380, £, TV R T
ARz T (WWW) THbBEY IREET N5 ENST, F—F 449
. BIEEREOBRAED L STV F LT B 2 EANTE BRAICH U THEEA S
WENZEREKRLAV, Y73 B, BEKBOLDOEGTHD, I
25y DRRMBMEERET S T LI, LU, BEERT 30K
mrTERNBCIEICED. TOMERRET ORI OBEIMIHRIND
B, FUZIMMLENEI ST IVICRTARENERING. FUYVENLIE
L ZOTOERIBITBY =) GER) ThoT. EVEHEREDEHERICEET
5 & DAKIREERELT 5 TNLSOBIBICARDS bO TR T EITEEL
TELW, FxE. FUILVENLIE. aF O VOMEENNT SBO (BE
) (historical average) ¥ 7O —FiIZROBHO TRV, ZHiL, a2
F 2V OHE S N EE T RSO THEAZLED LT 2EAOHS (X—4
v R) DTETHB. FIRE. 15—y FITThHA OEE OB TR
REREN L TEEISREL TS, TOEEORRNZMEIEIT 2 & it
FLBAW, LML, TOXIBHRD M5 KXo TLDASRBRICHE
TRMAMEU BT LR, BN KXORERTHICET MEEEC S E
PEFLVEETHO S5, COREL. UHHEABEORIME—2T I EMNTE
5, '

(0006]

=B, 2<OBAIT. T Y OBEREEICKEL T, T2 EANEY)

CHEENTOWANSESIE. HEESEECETT2ZEM850 55, ATk
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LTIRFEINTVNAHEDRSITIE. TOMENRFEINTHHHFZBAT,
ZOMFICEBRINTVWAEEDMEZIMET 2 LI3EETHS. 32T b

c T4 AT OMEBEL TS, RHZFEICETIEHERNSDL, TII)
LENA—F 4 BBy T — D2 F &y =R DI BT HAZA
EDEOREWHNBEHERDH S, 1 >¥—Fv M, Bz, HBECXOR
HITBET 2FEBREERTAETTHo T, ThES O THFICED ) MEL
o THROZ b O TRV, FUZIVBEN LR, BYICERINDDOTHNIE,
ERZEOREICET AVERBRZEMNT B EIARD, TIFIENLA (FEA
AIEE/AREEICE ] (provably secure) TH D& EITIY. HEZRE LFHET
BRICKNITRILD, FRAZ. FIINENLEROKRTHD, RRIERIC
BIAEROEBHESESBUTIEET. FUIIMLEhEa T IVET
%X AKEE] (tamper-proof) KT B3FEBREEX S,

(0007])

F U5 VED LRI B 5—RORFAIR. BhLEERT 3 HRICHT S
L BEAEDTTO—FIBNT, BEENDXEEROMEETRL FIY
VBN LEERTEEIC. RERVCESHENICEL TREL TS, RLIED
LERNE T2 ZORFNFEDEDIZ, EZERLOLOIBRTIINENLD
ERERVEICHAT 2RI, COEMOBRICHY 2BYRREERNT > >
F 4 ThEbN5, FEOERDAANN-ZAREINSE L. TNHUBROBENL
ORHAERIZR S, ZL T, ThUBORACBVTRUE,N L 7Ot A2
WeRFBLERNTH D ERBT I LTS,

(00038]

RLBFIINBENL DN DNOERFINZ OEFKHIEORBICRDA
ATBD, TF— . R—2J (key-based) D7 TO—FOEBEEHRL TN
. TSI, UTOXRERFROHEFOKXKERHFHENAAN-LTNS, T4
HH. "Steganographic Method and Device” EFET AKEEHES, 613, 0
0 4 BERUEFNMSEUKERFHEE0S, /775, 2165 ; "Human Ass
isted Random Key Generation and Application for Digital Watermark System
"LEET A KERHFHEE 08,587, 9445 ; "Method for Stega-Cipher
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ZE
12/

Protection of Computer Code” &RET % KE4FEFHEESE08. /587, 943%
- "Optimization Methods for the Insertion, Protection, and Detection of
Digital Watermarks in Digital Data” LEET 2 KEKFHESE08 /677,
435% : Ko\ I-Transform Implementation of Digital Watermarks"&:%ﬁ??%b
KERHFHEZE08/772, 2228 ThHs. INLOXKERFROKERF
HEEIC B 2 BMRABRABBICBNTEAT S, AREES AT AR, XE
BB, 200, 7708, $4,.218, 5825, 4, 405, 829
BRUE4, 424, 4 14BCERINTHS, N5 OKERFICBT M
SRABIE. FHBERBWTERT 3.

[0009]

INSOFCINBENLICEBEF A VT4 HBEERBTDHIEICEL>T, #
BOEHERN, EEREEREL. PELBREZRSERCESLEIEICAN
SNBTAY -ty MDY TE) CERTAC LM, TN5OHEOREL
ENFEATELTEREINS, BOLORSIE. FELETINITUILTEN
TRAWSNAEHICEL TEREICIFADENIRE S, ABRIN2HEO
F—FFIFr EVNIEIDRERBEICE> T, HELLD ETHHATITER
o, XBELRY TO-FRERIN, BEiZ. BNALOKRBERAEICTSF
BNERINDS, 250 KR 1. SERNICHETS L. ERMTER (
diametrically) TEAELTW3, FlxiE, sy S (cropping) &XAT—
UL (scaling) EH. EBLBORMENERD. BROCIHEOENLT
TO—FERFBLTDAEENHZH, TRTOENLT TO—FIKONWTIET
SNnD T &RV, .

(0010]

Ty - R—AXREEDF—5 - £y MEROWTNHERNTRSLE
FOBBATRRATESY 70—Fid, %7, EEESRXIIARKERROES S
P—HITBWTT— 8 2HBLT 525 MHOERICBNTEIT ST EFBRL
TV, FAENRI Oy S TRURAT—) 7R, ZHRVEREERICEE
L. FhIC&-o T, EAFTRELRENLIATADFEAEZBRIZTS. BEO
Mﬁ%i%kvéﬁﬁﬁ ﬁ#b@ﬂhbﬂtﬁw@t#lUT4é%%kbi

Proof - 2000/10/02

DISH-Blue Spike-842

Exhibit 1004, Page 0814



BERE=002365 PCT/US99/07262

BHE ¥R12%£10AH
H: 13/

2H
24

5ELTWBEICE> TRERSHETSH S, £RHIL. BR—ADOY TO—F
ERAWTEEOBN L EKRT S E2BELTVS, TORIC, ThUBICE
MUBANSND LT Y EHERIER D T UV HIEENRI VAL HIBTE S
ES5ICT %,

(0011)

B CHA TR S < OBIEEBH LY 7)) r—a Vi3, BR—ADER
Bl SR AEMICREZ->TWS, ThsDOERBELTIE, FYv—2 (Digimarc)
HRL S F A Signm) HICKBEBHHBH,. ZhS5OHRL. ESEBEC
BLTIA Y SFINOEREDHBICZRITKEL TWEBEN L Ay =% K
BT Bz EcEoT, BEA (robust) BBEMLERETZEEERLTNS
. TOy TEREFINBMHIYA L ERTHIEROTNUB ORI
FUFNMICHENTENS. BORENESEN LR, BROGENRELIIE
QBAEMEL ., o T —REICRIA R T 21— ¥ ORAEOEAH, LD
EBICLVBHDTT > a5, ARICLT, ABL70ERAE. B=EIKE -
THEAINBIEDBHD S5, Thid, VWONOBREHDT A MIBWTRS
NTVBESIC, KBTOEAZANTHOTOERAZANTEN LHANSH
EFEBOBERZRSLTEIHDTHD, BMLERELRNWI L (nonrepudiati
o) BTERN, TOBBR, FIOV—HESTFAREN EROHEFRIHE
S BTRTOBROKEE L THELTWENSTHS,

(001 2] |

KEOUD T >E LT, TI— DR WRIMEEIIRTETH S & 51058
MENTWBEEE A XDO—EPERETEIO—/R - T4 INIBDH D, BEE
i3, B#i72 T PEGERDZDFA MIZOLSRBEN LIZESERBZ &
NTERNWT EEFRT. TOEHAIE. JPEGH. BhLEANSLFOERICE
STHVWLNAFELHERIUERICE TN TVNENSTH S, ZHLSNDE
BIREEEFELTIE. Az, NECOMESE btk TRES LY
FT774 (Signafy) K&BbORENB DM, BROXEOEREETT ST
LitkoT, BHOLAYE—URBBLLTVNELITHS., ZOTOEADE
B, ERO MBEEL5) BHLEY NUIESE LD —BiEE b o THAL
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2H
24

T. EEOAEMICELWERIIBNTHBLERTS & THB. £5TH>T
b, LUFT 741 BELEERT 20K, FUIFILOBNMLOANSNT
WARWERICKET B, | '

(001 3]

INSOFER. TRTH, BhLE BT S —ORWERTRINT 52 &
EREICT DI, U TFNOBENLOANSNTWEVWEGIKRE LT
KELTWD, AFH 757497 (steganographic) BAETIE. HEHLE
DT DIz T OBEDA ) DT VBN LOANSNTAARNIE—2ANS T

LB ENLOEF T4 RRET S L, 1T I NERER L

TRBH L2 )51 2L BHT 5 ENEME NS, ThbE, HELH
e ELBIEE Dledic. FUEASAN SRS, TNENOI—FAFEXH
BB LRUE BLBIEEEET 5D ONM, RERNEAT 5 & 5 5AMR
WERWBCEbTED, ARBESICHET 5HERERESLICHT 3R LR,
B XBAARENT NS, AREA ST TR kT2 F v OFIFREEAEML
ArmézamYﬁ%ﬂ%mt#10%4&%ﬁbﬁ%tmﬁ:&&%brméo
BNLOEBINIDEICBR—ATHBIEICED., EFaUTF4IZDNT
HERICKET BT EAERETH D, TR T, BALAYE—JEBMLO
ANs=arFoveEDtdFal) 74 RUREIINT 5L E{E (layered) &
hiE77o—Fhidsns,

[0014)

ZNUNOERBFMNEZIENRS Z & (survivability) T BI04 9 2HE

SABAATIETH S ERABNTNS, BhLAyE—IIcHT 2 EKE
WiRy hT—2 - R—ZOEEBHSN TS, T, PROBET—/\%
LT, EEAEGE T BHERE & HBIORIIMEREE LTS LTS
BBHOTHB, T, CHICEDE, EFRREN LRI EEL b O
TR TNFATFA THRRDT D IALE e 1 ¥ — OHFIE BT 589
RERBER T ERTERLEN S BANREOBD LB,

- [0015) '

(BRAHER L & > &3 5B
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24

BEROLHEEFTTZ I LCHETIHERNRERD. BLEEASA T 472
EOHBHEOEKICE > TIHBIEINAZNOTHEME, FRAL, HELEE
FTo0IAYFNOBNLOANSNTWRNIAE—ZRELTHI LU

o BEICHRECEN L AN SR ARMT A EEANET D, TNE0E

#id. a2 T2V OBEREIHEMZF I U TEMITIIAS N TRNERTET
THIENTES, LL, IhS0BREHEOHENER. BHUMKREL TR
WAL THDEEZB I ENTES, BIZ. BEOHREDY A TH—REITER
ENTW3HES (JPEG. MPEGRY) Kid. BROEHREANT, ML
EANSTOEARELSTIAY « £y MEBEYICHREL., BhLOANSLH
o THE SN €2 HIV—2RAOEZEICEKT BHlIc, 1—FI
EERDAREICDVTEE T A ENTED, FRAOKRIT, BHLADK
DBRENRT TO—FTH>T. BOMATERLF ) F 1 BT TREHED
A THERLTNS, foT. EFHEBBIOLDOKDEEEOBVET IS
AEETH 5.
(0016] , ‘
BNLEEATLEDICRBELEINE T#E) 2ERL. TN
YL FENEALTF OV CRT ARERREERLT B &Ik D, KERED
LeFal)5s OERNESNBA, Zhid. 2RHOBBNIZENTHS. 5
EEINBHEOXIEIT LB, BINZERESICTY 7 EATHLEDIIR
ARBHETH BT TR, FUDHIRESORIEATH> T, THIC
£0. FUDFNREBLOUBNRECRS. IHRE>T, FIFNENML
DOLERNBtEFa) T4 BALET S,
(001 7] |

BRI Oy S T RURY =Y VI BNESERB & (RERD T L, su
rvival) i3, EREOA—F4FBNLIKEL TR, B THS. W OI,
ZO XD REHIL, BHOA—T 4 FOBRAY (inadvertent) REHRE. Bh
LADERNRERETHEENSTH S, MEOHRIL, F—T 14 FDHEBIT
REMDICASNTH DN, LEEBEOLH R EDL S ITFNEKRT MERE—2
| THBEBEMLIR. EROTOEINS (FOvEr P gy )y Fahizs
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2H
6/ 24

—FA A B TNRBIBTIA A NOBEEEL TS, AT—U 2T
L ABOBEERICE > TRANCEVEETH DA BRI, HEEIK
B 5N TIZVICbAND 5T, BREIST 0SS 1 T OB UICEET S 2 &4
B0S5, FEAEHERER—AOEDRABHEESNETH D, FIATIMERT
—FAFABOLT TV —a Y iHT BB N RAEREREIL. BEA—20
FHTHD, TR, F—7 1 TESOBMN—Z OERRUBRNE E15
o95%774@‘$%QN—X®E#LQMT§D\Vif(%Mm)fﬁ/
O, CRL. BBN, MITAERESY FUsr—a v bRAKTHS, 1%
BEIR) 77 O—FENSON, FUIY, ¥¥FA ARIS, 7—E D
> (Arbitron) REIE> THEINAFEMIIHTSXIDENREHTHS., B
BRIV T &1, BRIR—Z0T 7O—Fid. BRICDOWTERINHEITII.
HAMICRERA—ZADTY TO—FTH 5, Cruid, [BHRABH  (cony
olutional) TH5B., INSHOERIL. AEKOLFE/LEIN/A (spread-spec
trum-ed) FIIE FHE VI IESEBINTNHEDIC, BDAENES

ERUCHY TN RTDI I L ) A XOBREIBABERITDIEITRDEN

>ETH 5.
(001 8]
ZaN>= (Giovannni) ¥, MEOBMLICHL T, 70y - X—=ADT
TO—FEANB, LML, TR, R7—U Y ENEBEREEDTOIS
—WVICEEEE 3 I ENTEDIERREIME> TS, T [FRF—U T

2. EESEESLENAAMCEREINS. fOIAF LTI, TOEKEEENL .

AVDEKE TRP LT IFRF—U T 2fToT0W3, FAT—U IR
. HOWBRER AT A AXBETFTBENLOEERVICE>TEROEER
EELTUDZERHASATH S, HONATRNOR, RAOBESEF2)F
4 DR SZFANATRETHBH, NS TETHB, BT, BROI—YX
BHEZE TR, BML MR Ik o TRANET ST 570
BT HEFIEL, TOBPLOAS> TRENI ST Y EXRETERNWI LI
2%, FEL/ EELE/ BOXONBTIAY - £y h2RAND I & &R
. TOESERVATNERSRN., FUTHILE. RERVESLEZETTS
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DISH-Blue Spike-842

Exhibit 1004, Page 0818



BEEE=002365 : PCT/US99/07262

BHE FR12€108
H: 17

2H

/ U

DBETHAH, SETHALLLRIEL TR, BALOANSNEI YT
UWVICHT BHEF 2 BAREICHENL T B T EIIARFIRETH 5.
(0019])

HEEESRDE, U ETRUAREEMAT 2R TIH VBN LOEDO
SR OTROFRROERCHT 2 ERNEBENNEET 5 L L 2 BRET ST
EMTEBTHSS.

[(0020]
(8RB & RS B 7= D DFE]

gz T Y LEH L 07 d OB OZROFIR R UM &> T T ORI
B BEFERBICRET 52 ENTES, ARBORSEHAITIE. FBIN
BREFUI SR B BF IS - T Oy 2id,. BET— TERERNT
FEMERIC BRSNS, SMOBEERURET 5 IREN BRENETVS
- TOwr DENTICH L THRIIE N, B S NAREOBHED. #H
S ORATAY EBNTFUS ) - 0y 7 OERENHL TRRENS, A
g I, BRABTAY ERVTRESNEZHRT— TV ERNT, X
UM LBRENG, BIZNEAyE— VBRI, BRENEA -
B E SN TERENBIEEAELE 85 Eick>T, BRENEF IS -
T0v 7 DENENCEELENS, |

[0021)

T THE M BERED 2 N5 OR BT NN OPRRREIT LD, &
SHOREIR. T RS ARAORMANEE, FTHEORFHROMAL.
HOREEBETHT Sk oT. & DBHICERT S ENTEHRTTH
D

(002 2]
(S5 DEHOTE] |

ARFORDEMHIC LB E. BERTIINBEN L O DICERDOERIA
WD, BEKERXIEMEROLRERVHEN LT 2 D0 TO—F
REET S, ThbE. NEBTOyIEANBEEET—S - Ly M2kER
WBBA L THB. ATy APEFFDE S REHN—Z ORI LTH,
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BHEHZE=002365 PCT/US99/07262 H: 18/

2H
24

INE BB O TEET 3ONEBRHTHS. EVnOH0IE. 77 1V&ETE
T B AHNA PR D BHETH S, LdL, BIEEIKDWTA,
T 7 AN BDIRNTNOBETH Y., L EORETERT B ENTES

. 2007 7O0—Fid, ThEnH. SHOREAEZELTNS, Oy - R—
ADFERZ, r Oy BN TEGEERE TS, YOy ESY (cropping)
NS DI, EROEANBNVERY XIZRETHD. 7—F I IERONES12H
4 (piece) KEESNZDT, 20y EL TR, Bz, W OhOEAbED
NBZEEBRTS, 1D0OEERENLEERTEORTSRTOY U h55%
STWBED, 7Oy Fick>T. TOBEMLIKBESNS Z &k, L
ML, Tav s « R=ZADI AT AR AT—U 275N, 774> AT—
U >Y (affine scaling) Xid TIX#E] (shrinking) REDX T —1 > F13,
EEOEREOBRICORNS, T0y I OYA XN 23 TN THD. F—
HH200%AT— Y ENBHEIE. BROHBT—FiE. 64527
EHN—T BT ERRS, UL, Fa—Fd. KRELT, F—FiR3 24>
TN HBEEZZDT, BMLEEICHRSIS DICLERZEROFES UM
Wiz, ty FEOT 7O0-Fid. BOEZBVEET S, ZO7 7TO-Fid
L AT =YD RESENSORFERECERTH D, TOEMIZ, Z0OT7 SO—
CFTRL. F—F 22kELTHRY, FECOMIT—9 2EEDT 1 XICAT—
YT HDON R THENETHB, LhL, EOXSIMERIOYEY
PTHoTH, TROT 514 AL MERESE, BHLUEBRICLTUE D AHE
Whid B, |

- [0023)

ARPEANDE, TLT. CNETRERSNTOAHEEEAANS T &
CEoT. BELR/ROKERTEGOROL A EBIEL. BT L D8
S ERNE—REHRL, U DFINEBEN LOANSNTWRVERORD
DICESEOHEREMALBREAL TEEROBEERAT S Z EATREER
5. | ‘

[0024) , .
ARAIL, RREHICHT 3RS NRBAZR/TIOTH SN, T (U
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BA WR124€10A8
H: 19/

28
24

F) OEBORBEEEZBEO LT 7Y L, RIZETNZANTI—FXIIER

FESI TROBBEE] 1k BEELUIRHBENTDONS Z &tk T,

BEICERS NEATICH T ARANEE NS, COF T8y M, BHOLM,

RMEICASLINDIBZT—IDEE, ¥ /2D 1 X8V F Y XIORE
LEEICESWT BEZES) (RAO—RXEB) ZENTEBIALTIVI
CBWTHRETHD. ChkLoT, BHALAYE—VEETBESOTHCART
a7 TRIFD) AERE N, MRHEINE—D Ay E—DRRIT S &S
7B, Pl RAEGNE—D100Ey hOAyE—IXiE1 20ASCI
| XEEERDICHRERL O— RETEETBENIOL, 2<HVIBTE
TH b, FREORBEFEICI > TT R MRS Nied —F 4 A TOERFITII,
SH1000Ew kA, 16FwhD44. 1kHzDA—F 4 AEBITBNT
. FABMICHELSNS., BTRCRATLERIEEAZOERIL. AL <4
O— R} BEEZBIENTEZFERXHRRT—FERLTVWARN, > T,
yOy BV IRURT—) > YRR E SERS T EREROBEDH I, £
TS BEMICRIR TS —F 4 AT - F 5o 7 OBBED b

REETH D - &5, BNt )5 ONRIE. EEHEUIEERD

BOTTUr—2ariREIBNLVATFADT v FIAIFHEIREINTNS
BE, BALT—IDTUFAMER. HIBINEESHERLT kv B2y §
BT ez, . BbER. TOFARERTIDHROICHELETSO
WWHWSNBEELENZXZIT VT LRBT—F DM —ATHS, EWD
ZETHB, BT EBIC. By MITRIELABSIC. BhLAytE—TEE
EDBRERT I LMEEELS 2. BHOLFI—FI, B, TOFY D)
DVOART—IREENTVWB I EERD LN, e, TO [FAF—UF) &
NETECESNTZ Oy L ENENEINERET B ENTES,
(0025]) |

N AVFIVRENLEANTOILT Y OREEEMET Bl Ic@EER
THIVAFLAOHEARHASNTH S, BRAERERSHCT IR ZBEA
WBZEMTES, TORIT, BER—FENY ¥ 285D, FIFNBLD,
HIZ—RE9/Sy K (one-time pads) T A bROFICHMBIAND T EITLo
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#HA YR12F10A8
H: 20/

2H
24

. EHRENAESEREL. BHLOANSNEERE TR BOXEE
WETIT BT B C ENTES, BT, CNSORURERNT, EHRAEN
EFOSVBLETERTEMET S, Xk, FUINBHLAYE— VRS
CESET S, AVTFIVIRFIINBNLBANSNATNSENS ZERIFT
<. BELZEITNIUNIIZE DL S RliEbE L TWRNRERNTT DY
NEBLDF v s REFTHIEICE> TENLOESERF v 7 Lisdiud
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(57) Abstract

The present invention is a method for protecting a
data signal where the method comprises the following steps:
applying a data reduction technique (200) to the signal to
produce a reduced signal, subtracting (60) the reduced data
signal from the original signal to produce a remainder signal
(39), embedding (300) a first watermark into the reduced
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techniques may be employed to encrypt the remainder signal
and/or the reduced signal prior to the addition step (50).

(54) Title: UTILIZING DATA REDUCTION IN STEGANOGRAPHIC AND CRYPTOGRAPHIC SYSTEMS

DISH-Blue Spike-842
Exhibit 1004, Page 0835




Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT.

Albania
Amenia
Austria
Australia
Azerbaijan
Bosnia and Herzegovina
Barbados
Belgium
Burkina Faso
Bulgaria
Benin

Brazil
Belarus
Canada

Central African Republic

Congo
Switzerland
Cote d'Ivoire
Cameroon
China

Cuba

Czech Republic
Germany
Denmark
Estonia

FOR THE PURPOSES OF INFORMATION ONLY

Spain

Finland

France

Gabon

United Kingdom
Georgia

Ghana

Guinea

Greece

Hungary

Treland

Israel

Teeland

Ttaly

Japan

Kenya
Kyrgyzstan
Democratic People’s
Republic of Korea
Republic of Korea
Kazakstan

Saint Lucia
Liechtenstein

Sri Lanka

Liberia ~N

LS
LT
LU
LV
MC
MD
MG
MK

ML
MN
MR
MW
MX
NE
NL
NO
NZ
PL
PT
RO
RU
g
SE
SG

Lesotho

Lithuania
Luxembourg

Latvia

Monaco

Republic of Moldova
Madagascar

The former Yugoslav
Republic of Macedonia
Mali

Mongolia

Mauritania

Malawi

Mexico

Niger

Netherlands

Norway

New Zealand

Poland

Portugal

Romania

Russian Federation
Sudan

Sweden

Singapore

S1

SK
SN
Sz
TD
TG

gsd4g¢2

us
vz

YU
YA

Slovenia
Slovakia

Swaziland

Ched

Togo -
Tajikistan

Turkmenistan

Turkey

Trinidad and Tobago
Ukraine

Uganda

United States of America
Uzbekistan ’
Viet Nam

Yugoslavia

Zimbabwe

DISH-Blue Spike-842

Exhibit 1004, Page 0836



WO 00/57643 ‘ PCT/US00/06522

Y

UTILIZING DATA REDUCTION IN STEGANOGRAPHIC
AND CRYPTOGRAPHIC SYSTEMS

FIELD OF INVENTION

This invention relates to digital signal processing, and more particularly to a
method and a system for encoding at least one digital watermark into a signal as a
means of conveying information relating to the signal and also protecting against

unauthorized manipulation of the signal.

BACKGROUND OF INVENTION

Digital watermarks help to authenticate the content of digitized multimedia
information, and can also discourage piracy. Because piracy is clearly a disincentive
tothe digital distribution of copyrighted content, establishment of responsibility for
copies and derivative copies of such works is invaluable. In considering the various
forms of muitimedia content, whether "master,” stereo, NTSC video, audio tape or
compact disc, tolerance of quality will vary with individuals and affect the underlying
commeréigl and aesthetic value of the content. It is desirable to tie copyrights,
ownership rights, purchaser information or some combination of these and related data
into the content in such a manner that the content must undergo damage, and therefore
reduction of its value, with subsequent, unauthorized distribution, commercial or
otherwise. Digital watermarks address many of these concerns.

A matter of general weakness in digital watermark technology relates directly

'~ to the manrier of implementation of the watermark. Many approaches to digital

watermarking leave detection and decode control with the implementing party of the
digital watermark, not the creator of the work ‘to be protected. This weakness removes
proper economic incentives for improvement of the technology. One specific form of
exploitation mostly regards efforts to obscure subsequent watermark detection. Others
regard successful over encoding using the same watermarking process at a subsequent
time. Yet another way to perform secure digital watermark implementation is through
"key-based" approaches.
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This paper draws a distinction between 2 sforensic watermark,” based on
provably-secure methods, and a “copy control” or “universal” watermark which is
intended to be low cost and easily implemented into any general computing or
consumer electronic device. A watermark can be forensic if it can identify the source
of the data from which a copy was made. For example, assume that digital data are
stored on a disk and provided to “Company A" (the “A disk"). Company A makes an
unauthorized copy and delivers the copy to “Company B” (the “B disk"). A forensic
watermark, if present in the digital data stored on the “A disk,” would identify the “B
disk” as having been copied from the “A'dis 2

On the other hand, a copy control or universal watermark is an embedded signal
which is governed by a “key” which may be changed (a “session key") to increase
security, or one that is easily accessible to devices that may offer less than strict
cryptographic security. The “universal” nature of the watermark is the computationally
inexpensive means for accessing or other associating the watermark with operations that
can include playback, recording or manipulations of the media in which it is embedded.

A fundamental difference is that the universality of a copy control mechanism,
which must be redundant enough to survive many signal manipulations to eliminate
most casual piracy, is at odds with the far greater problem of establishing responsibility
for a given instance of a suspected copying of a copyrighted media work. The more
dedicated pirates must be dealt with by encouraging 3rd party authentication with
“forensid watermarks"‘or those that constitute “transactional watermarks” (which are
encoded in a given copy of said content to be watermarked as per the given transaction).

The goal of a digital watermark system is to insert a given information signal
or signals in such a manner as to leave little or no evidence of the presence of the
information signal in the underlying content signal. A separate but equal goal is
maximizing the digital watermark’s encoding level and "location sensitivity" in the

underlying content signal such that the watermark cannot be removed without damage

to the content signal.
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One means of implementing a digital watermark is to use key-based security.
A predetermined or random key can be generated as a map to accesé the hidden
information signal. A key pair may also be used. With a typical key pair, a party
possesses a public and a private key. The private key is maintained in confidence by
the owner of the key, while the owner’s public key 'is disseminated to those persons in
the pubiic with whom the owner would regularly communicate. Messages being
communicated, for example by the owner to anbther, are encrypted with the private key
and can only be read by another person who possesses the corresponding public key.
Similarly, a message encrypted with the person’é public key can only be decrypted with
the coﬁesponding private key. Of course, the keys or key pairs may be processed in

separate software or hardware devices handling the watermarked data.

SUMMARY OF THE INVENTION

A method of securing a data signal comprises the steps of: applying a data
reduction technique to reduce the data signal into a reduced data signal; subtracting said
reduced data signal from the data signal to produce a remainder signal; using a first
cryptographic technique to encrypt the reduced data signal to produce an encrypted,
reduced data signal; using a second cryptographic technique to encrypt the remainder
signal to produce an encrypted remainder signal; and adding said encrypted, reduced
data signal to said encrypted remainder signal to produce an output signal.

A system for securing a data signal comprises: means to apply a data reduction
technique to reduce the data signal into a reduced data signal; means to subtract said
reduced data signal from the data signal to produce a remainder signal; means to apply
a first cryptographic technique to encrypt the reduced data signal to produce an
encrypted, reduced data signal; means to apply a second cryptographic technique to
encrypt the remainder signal to produce an encrypted remainder signal; and means to
add said encrypted, reduced data signal to said encrypted remainder signal to produce
an output signal. .
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A method of securing a data signal comprises the steps of: applying a data
reduction technique to reduce the data signal into a reduced data signal; subtracting said
reduced data signal from the data signal to produce a remainder signal; embedding a
first watermark into said reduced data signal to produce a watermarked, reduced data
signal; embedding 2 second watermark into said remainder signal to produce a
watermarked remainder signal; and adding said watermarked, reduced data signal to
said watermarked remainder signal to produce an output signal.

A method of protecting a data signal comprises: applying a data reduction

. technique to reduce the data signal into a reduced data signal; subtracting said reduced
data signal from the data signal to produce a remainder signal; using a first scrambling
technique to scramble said reduced data signal to produce a scrambled, reduced data
signal; using a second scrambling technique to scramble said remainder signal to
produce a scrambled remamder signal; and adding said scrambled, reduced data signal
to said scrambled remamder signal to produce an output signal.

There are two design goals in an overall digital watermarking system's low cost,
and universality. Ideally, a method for encoding and decoding digital watermarks in
digitized media for copy control purposes should be inexpensive and universal. This
is essential in preventing casual piracy. On the other hand, a more secure form of
protection, such as a uforensic watermarks,” can afford to be coﬁputationally intensive
to decode, but must be unaffected by repeated re-encoding of a copy control watermark.

An ideal method for achieving these results would separate the signal into different
areas, each of which can be accessed independently. The embedded signal or may
simply be “watermark bits" or sexecutable binary code,” depending on the application
and type of security sought. Improvements to separation have been made possible by
enhancing more of the underlying design to meet a number of clearly problematic
issues. The present invention interprets the signal as a sfream which may be split into
separate streams of digitized samples or may undergo data reduction (including both
lossy and lossless compressioﬁ, such as MPEG lossy compression and Meridian's

lossless compression, down sampling, common to many studio operations, or any
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related data reduction process). The stream of data can be digital in nature, or may also
be an analog waveform (such as an image, audio, video, or multimedia content). One
example of digital data is executable binary code. When applied to computer code, the
present invention allows for more efficient, secure, copyright protection when handling
functionality and associations with predetermined keys and key pairs in software
applications or the machine readable versions of such code in microchips and hardware
devices. Text may also be a candidate for authentication or higher levels of security -
when coupled with secure key exchange or asymmetric key generation between parties:
The subsets of the data stream combine meaningful and meaningless bits of data which
may be mapped or transferred depending on the application intended by the
implementing party.

The present invention utilizes data reduction to allow better performance in
watermarking as well as cryptographic methods concerning binary executable code, its
machine readable form, text and other functionality-based or communication-related
applications. Some differences may s1mp1y be in the structure of the key itself, a
pseudo random or random number string or one which also includes additional security
with special one way functions or signatures saved to the key. The key may also be
made into key pairs, as is discussed in other disclosures and patents referenced herein.

The present invention contemplates watermarks as a plurality of digitized sample
streams, even if the dlgmzed streams ongmate from the analog waveform itself. The
present invention also contemplates that the methods disclosed herein can be applied
to non-digitized content. Universally, data reduction adheres to some means of
“ynderstanding “the reduction. This disclosure looks at data reduction which may
include down sampling, lossy compression, summarization or any means of data
reduction as a novel means to speed up watermarking encode and decode operations.
Essentially a lossy method for data reduction yields the best results for encode and
decode operations.

It is desirable to have both copy control and forensic watermarks in the same

signal to address the needs of the hardware, computer, and software industries while
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also providing for appropriate security to the owners of the copyrights. This will
become clearer with further explanation of the sample embodiments discussed herein.

The present invention also contemplates the use of data reduction for purposes
of speedier and more tiered forms of security, including combinations of these methods
with transfer function functions. In many applications, transfer functions (e.g.,
scrambling), rather than mapping functions (e.g., watermarking), are preferable or can
be used in conjunction with mapping. With “scrambling,” predetermined keys are
associated with transfer functions instead of mapping functions, although those skilled
in the art may recognize that a transfer function is simply a subset of mask sets
encompassing mapping functions. It is possible that tiered scrambling with data
reduction or combinations of tiered data reduction with watermarking and scrambling
may indeed increase overall security to many applications.

The use of data reduction can improve the security of both scrambling and
watermarking applications. All data reduction methods include coefficients which
affect the reduction process. For example, when a digital signal with a time or space
component is down sampled, the coefficient would be the ratio of the new sample rate
to the original sample rate. Any coefficients that are used in the data reduction can be
‘randomized using the key, or key pair, making the system more resistant to analysis.
Association to a predetermined key or key pair and additional measure o{f security may
include biometric devices, tamper proofing of any device utilizing the invention, or
other security measures.

Tests have shown that the use of data reduction in connection with digital
watermarking schemes signiﬁéantly reduces the time required to decode the
watermarks, permitting increases in operational efficiency.

Particular implementations of the present invention, which have yielded
incredibly fast and inexpensive digital watermarking systems, will now be described.
These systems may be easily adapted to consumer electronic devices, general purpose
computers, software and hardware. The exchange of predetermined keys or key pairs

may facilitate a given level of security. Additionally, the complementary increase in
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security for those implementations where transfer functions are used to “scramble” data,v

is also disclosed.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the invention and some advantages
thereof, reference is now made to the following descriptions taken in connection with
the accompanying drawings in which:

FIG. 1 is a functional block diagram that shows a signal processing system that
generates “n” remainder signals and “n” data reduced signais.

FIG. 2 is a functional block diagram for an embodiment of the present invention
which illﬁstrates the generation of an output signal comprised of a data-reduced,
watermarked signal and a first remainder signal.

FIG. 3 is a functional block diagram for an embodiment of the present invention
which illustrates the generation of an output signal comprised of a data-reduced,
watermarked signal and a watermarked, first remainder signal.

FIG. 4 is a functional block diagram for decoding the output signal generated
by the system illustrated in FIG. 2.

FIG. 5 is a functional block diagram for decoding the output signal generated
by the system illustrated in FIG. 3.

FIG. 6 is a functional block diagram for an embodiment of the present invention
which illustrates the generation of an output signal comprised of a data-reduced,
scrambled signal and a first remainder sighal.

FIG. 7 is a functional block diagram for an embodiment of the present invention
which illustrates the generation of an output signal comprised of a data--reduced,
scrambled signal and a scrambled first remainder signal.

FIG.8isa functlonal block diagram for decoding the output signal generated
by the system illustrated in FIG. 6.

FIG. 9 is a functional block diagram for decoding the output signal generated

by the system illustrated in FIG. 7.
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DETAILED DESCRIPTION
The embodlments of the present invention and its advantages are best

understood by referring to the drawings, like numerals being used for like and

corresponding parts of the various drawings.

An Overview

A system for achieving multiple levels of data reduction is illustrated in FIG.

1. An input signal 10 (for example, instructional text, executable binary computer code,

images, audio, video, multimedia or even virtual reality imaging) is subjected to a first

data reduction technique 100 to generate a first data reduced signal 20. First data‘

reduced signal 20 is then subtracted from input signal 10 to generate a first remainder
signal 30.

First data reduced signal 20 is subjected to a second data reduction technique
101 to generate a second data reduced signal 21. Second data reduced signal 21 is then
subtracted from first data reduced signal 20 to generate a second remainder signal 31.

Each of the successive data reduced signals is, in turn, subjected to data
reduction techniques to generate a further data reduced signal, which, in tum, is
subtracted from its respective parent signal to generate another remainder signal. This
process is generically described as follows. An (n-1) data reduced signal 28 (i, a
signal that has been data reduced n-1 times) is subjected to an nth data reduction

technique 109 to generate an nth data reduced signal 29. The nth data reduced signal
29 is then subtracted from the (n-1) data reduced signal 28 to produce ann ® remainder
signal 39. -

An output signal can be generated from the system illustrated in FIG. 1 in
numerous ways. For example, each of the n remainder signals (which, through
represented by reference numerals 30-39, are not intended to be limited to 10 signals)
and the n" data signal may optionally subjected to a watermarking technique, or even

optionally subjected to a encryption technique, and each of the (n+1) signals (whether

DISH-Blue Spike-842
Exhibit 1004, Page 0844



WO 00/57643
) PCT/US00/06522

watermarked or encrypted or otherwise untouched) may then be added together to form
an output signal. By way of more particular examples, each of the (n+1) signals (i.e.,
the n remainder signals and the n" data reduced signal) can be added together without
any encryption or vx;atermarking to form an output signal; or one or more of the (n+1)
signals may be watermarked and then all (n+1) signals may be added together; or one
or more of the (n+1) signals may be encrypted and then all (n+1) signals may be added
together. It is anticipated that between these three extremes lie numerous hybrid
combinations involving one or more encrypfions and one or more watérmarkings.

Each level may be used to represent a particular data density. E.g., if the
reduction method is down-sampling, for 2 DVD audio signal the first row would
represent data sampled at 96 kHz, the second at 44.1 kHz., the third at 6 kHz., etc.
There is only an issue of deciding what performance or security needs are cohtemplated
when undertaking the data reduction process and choice of which types of keys orkey
pairs should be associated with the signal or data to be reduced. Further security can
be increased by including block ciphers, special one way functions, one time stamps or
even biometric devices in the software or hardware devices that can be embodied.
Passvx.'ords or biometric data are able to assist in the determination of the identity of the
user or owner of the data, or some relevant identifying information.

An example of a real world application is helpful here. Given the predominant
concern, at present, of MPEG 1 Layer 3, or MP3, a perceptual lossy compression audio
data format, which has contributed to a dramatic re-evaluation of the distribution of
music, a digital watermark system must be able to handle casual and more dedicated
piracy in a consistent manner. The present invention contemplates compatibﬂﬁy with
MP3, as well as any perceptual coding technique that is technically similar. One issue,
is to enable a universal copy control “key” detect a watermark as quickly as possible
from a huge range of perceptual quality measures. For instance, DVD 24 bit 96 kHz,
encoded watermarks, should be detected in at least “real time,” even after the signal has
been down sampled, to say 12 kHz of the 96 kHz originally referenced. By delineating

and starting with less data, since the data-reduced signal is obviously smaller though
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still related perceptually to the original DVD signal, dramatic increases in the speed and
survival of the universal copy control bits can be achieved. The present inventiofm also
permits the ability to separate any other bits which may be associated with other more
secure predetermined keys or key pairs.

Where the data stream is executable computer code, the present invention
contemplates breaking the code into objects or similar units of functionality and
allowing for determination of what is functionally important. This may be more
apparent to the developer or users of the software or related hardware device. Data
reduction through the use of a subset of the functional objects related to the overall
functionality of the software or executable code in hardware or microchips, increase the
copyright protection or security sought, based on reducing the overall data to be
associated with predetermined keys or key pairs. Similarly, instead of mapping
functions, transfer functions, so-called “scrambling,” appear better candidates for this
type of security although both mapping and transferring may be used in the same
system. By layering the security, the associated keys and key pairs can be used to
substantially improve the security and to offer easier methods for changing which
functional “pieces” of executable computer code are associated with which
predetermined keys. These keys may take the form of time-sensitive session keys, as
with transactions or identification cards, or more sophisticated asymmetric public key
pairs which may be changed periodically to ensure the security of the parties’ private
keys. These keys may also be associated with passwords or biometric applications to
further increase the overall security of any potential implementation.

An example for text message exchange is less sophisticated but, if it is a time
sensitive event, e.g., a secure communication between two persons, benefits may also
be encountered here. Security may also be sought in military communications. The
ability to associate the securely exchanged keys or key pairs while performing data
reduction to enhance the detection or decoding performance, while not compromising

_the level of security, is important. Though a steganographic approach to security, the

present invention more particularly addresses the ability to have data reduction to
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increase speed, security, and performance of a given steganographic system.
Additionally, data reduction affords a more layered approach when associating
individual keys or key ﬁairs with individual watermark bits, or digital signature bits,
which may not be possible without reduction because of considerations of time or the
payload of what can be carried by the overall data scovertext” being transmitted.

Layering through data reduction offers many advantages to those who seek
privacy and copyright protection. Serialization of the detection chips or software would
allow for more secure and less “yniversal” keys, but the interests of the copyright
owners are not always aligned with those of hardware or software providers. Similarly,
privacy concems limit the amount of watermarking that can be achieved for any given
application. The addition of a pre-determined and cryptographic key-based “forensic”
watertnark, in software or hardware, allows for 3rd party authentication and provides
protection against more sophisticated attacks on the copy control bits. Creating a “key
pair” from the “predetermixied" key is also possible.

Separation of the watermarks also relates to separate design goals. A copy
control mechanism should ideally be inexpensive and easily implemented, for example,
a form of “streamed watermark detection.” Separating the watermark also may assist
more consistent application in broadcast monitoring efforts which are time-sensitive and
ideally optimized for quick detection of watermarks. In some methods, the structure
of the key itself, in addition to the design of the “copy control” watermark, will allow
for few false positive results when seeking to monitor radio, television, or other
streamed broadcasts (including, for example, Internet) of copyrighted material. As well,
inadvertent tampering with the embedded signal proposed by others in the field can be
avoided more satisfactorily. Simply, a universal copy control watermark may be
universal in consumer electronic and general computing software and hardware
implementations, but less universal when the key structure is changed to assist in being
able to log streaming, performance, or downloads, of copyrighted content. The
embedded bits may actually be paired with keys in a decode device to assure accurate

broadcast monitoring and tamper proofing, while not requiring a watermark to exceed
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the payload available in an inaudible embedding process. E.g., A full identification of
the song, versus time-based digital signature bits, embedded into a broadcast signal,
may not be recovered vor may be easily over encoded without the use of block ciphers,
special one way functions or one time pads, during the encoding process, prior to
broadcast. Data reduction as herein disclosed makes this operation more efficient at
higher speeds. ,

A forensic watermark is not time sensitive, is file-based, and does not require
the same speed demands as a streamed or broadcast-based detection mechanism for
copy control use. Indeed, a forensic watermark detection process may require
additional tools to aid in ensuring that the signal to be analyzed is in appropriate scale
or size, ensuring signal characteristics and heuristic methods help in appropriate
recovery of the digital watermark. Simply, all aspects of the underlying content signal
should be considered in the embedding process because the watermarking process must
take into account all such aspects, including for example, any dimensional or size of the
underlying content signal. The dimensions of the content signal may be saved with the
key or key pair, without enabling reproduction of the unwatermarked signal. Heuristic
methods may be used to ensure the signal is in proper dimensions for a thorough and
accurate detection authentication and retrieval of the embedded watermark bits. Data
reduction can assist in increasing operations of this nature as well, since the data
reduction process may include information about the original signal, for example, signal
characteristics, signal abstracts, differences between samples, signal pattems, and
related work in restoring any given analog waveform.

The present iﬁvention provides benefits, not only because of the key-based
approach to the watermarking, but the vast increase in performance and security
afforded the implementations of the present invention over the performance of other
systems.

The architecture of key and key-pair based watermarking is superior to
statistical appréaches for watermark detection because the first method meets an

evidentiary level of quality and are mathematically provable. By incorporating a level
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of data reduction, key and key paired based watermarking is further improved. Such
levels of security are plainly necessary if digital watermarks are expected to establish
responéibi]ity for copies of copyrighted works in evidentiary proéeedings. More -
sophisticated measures of trust are necessary for use in areas which exceed the scope

of copyright but are more factually based in legal proceedings. These areas may include
text authentication or software protection (extending into the ‘realm of securing
microchip designs and compiled hardware as well) in the examples provided above and
are not contemplated by any disclosure or work in the art.

The present invention may be implemented with a variety of cryptographic
protocols to increase both confidence and security in the underlying system. A
predetermined key 18 described as a set of masks: a plurality of mask sets. These masks
may include primary, convolution and message delimiters but may extend into
additional domains. In previous disclosures, the functionality of these masks is defined
solely for mapping. Public and private keys may be used as key pairs to further
increasé the unlikeliness that a key may be compromised.- Examples of p_ublic key
cryptosystems may be found in the following U.S. Patents Nos: 4,200,770; 4,218,582
4,405,829; and 4,424, 414, which examples are incorporated herein by reference. Prior
to encoding, the masks described above are generated by 2 cryptographically secure
random generation process. Mask sets may be llmlted only by the number of
dimensions and amount of error correction or conce‘alment sought, as has been
previously disclosed.

A block cipher, such as DES, in combination with a sufficiently random seed
value ¢mu1ates a cryptographically secure random bit generator. These keys, or key
pairs, will be saved along »with information matching them to the sample stream in
question in-a database for use in subsequent detection or decode operation. These same
cryptographic protocols ‘may be combined with the embodiments of the present
invention in administering streamed content that requires au uthorized keys to correctly
display or play said streamed content in an unscrambled manner. As with digital

watermarking, symmetric or asymmetric public key pairs may be used in a variety of
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implementations. Additionally, the need for certification authorities to maintain
authentic key-pairs becomes a consideration for greater secun'ty beyond symmetric key

implementations, where transmission security is a concemn.

Signal Processing in a Multi-watermark System (A Plurality of Streams May Be
Watermarked) ’

FIG. 2 illustrates a system and method of implementing a multiple-watermark
system. An input signal 11 (e.g., binary executable code, instruction text. or other aata),
is first processed by a lossy data-reduction scheme 200 (e.g., down-sampling, bit-rate
reduction, or compression method) to produced a data-reduced signal 40. Data-reduced
signal 40 is then embedded with a watermark (process step 300) to generate 2
watermarked, data-reduced signal 50, while a copy of the unmarked, data-reduced
signal 40 is saved.

The saved, unwatermarked data-reduced signal (signal 40) is subtracted from
the original input signal 11, yielding a remainder signal 60 composed only of the data.
that was lost during the data-reduction. A second watermark is then applied (process
step 301) to remainder signal 60 to generate 2 wétermarked remainder signal 70.
Finally, the watermarked remainder 70 and the watermarked, data-reduced s'ignal 50 are
added to form an output signal 80, which is the final, full-bandwidth, output si gnal.

The two watermarking techniques (process steps 300 and 301) may be identical
(i.e., be functionally the same), or they may be different.

To decode the signal, a specific watermark is targeted. Duplicating the data-
reduction processes that created the watermark in some cases can be used to recover the
signal that was watermarked. Depending upon the data-reduction method, it may or
may not be necessary to duplicate the data-reduction process in order to read a
watermark embedded in a remainder signal. Because of the data-reduction, the
decoding search can occur much faster than it would in a full-bandwidth signal.
Detection speed of the remainder watermark remains the same as if there were no other

watermark present.

DISH-Blue Spike-842
Exhibit 1004, Page 0850



WO 00/57643
) PCT/US00/06522
15

FIG. 4‘illustrates a functional block diagram for one means of decoding the
output signal generated by the system illustrated in FIG. 2. A signal to be analyzed 80
(e.g., the same output from FIG. 2) is processed by a data-reduction scheme 200. Data
reduced signal 41 can then be decoded to remove the message that was watermarked in
 the original data reduced signal. Further, data reduced signal 41 can be subtracted from
signal to be analyzed 80 to form a differentia] signal 61 which can then be decoded to
remove the message that was watermarked in the original remainder signal. A decoder
may only be able to perform one of the two decodings. Differential access and/or
different keys may be necessary for each decoding.
Additionally, the watermarking described in connection with this embodiment
above may be done with a plurality of predetermined keys or key pairs associated with

a single watermark “message bit,” code object, or text.

FIG. 3 illustrates a system and method of implementing a single watermark
system. The process and system contemplated here is identical to process described in
connection to FIG. 2, above, except that no watermark is embedded in the remainder
signal. Hence, the watermarked, data-reduced signal 50 is added directly to the
remainder signal 60 to generate an output signal 90. Additionally, the watermarking
described in connection with this embodiment above may be done with a plurality of
predetermined keys or key pairs associated with a single watermark “message bit,” code
object, or text. |

In either process, an external key can be used to control the insertion location
of either watermark. Ina copy-control system, a key is not generally used, whereas in
a forensic system, a key must be used. The key can also control the parameters of the
data-reduction scheme. The dual scheme can allow a combination of copy-control and
forensic watermarks in the same signal. A significant feature is that the copy-control
watermark can be read and rewritten without affecting the forensic mark or .

compromising its security.
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FIG. 5 illustrates a functional block diagram for one means of decoding the
output signal generated by the system illustrated in FIG. 3. A signal to be analyzed 90
(e.g., the same output from FIG. 3) is processed by-a data-reduction scheme 200. Data
reduced signal 41 can then be decoded to remove the message that was watermarked in

the original data reduced signal.

Signal Processing in a Multi-scrambler System (A Plurality of Streams May Be
Scrambled

FIG. 6 illustrates a system and method of implementing 2 multi-scrambler

system. An input signal 12 (e.g., binary executable code, instruction text. or other data),
is first processed by a lossy data-reduction scheme 400 (e.g., down-sampling, bit-rate
reduction, or compression method) to produced a data-reduced signal 45. Data-reduced
signal 45 is then scrambled using a first scrambling technique (process step 500) to
generate a scrambled, data-reduced signal 55, while a copy of the unscrambled, data-
reduced signal 45 is saved.

The saved, unscrambled data-reduced signal (signal 45) is subtracted from the
original input signal 12, yielding a remainder signal 65 composed only of the data that
was lost during the data-reduction. A second scrambling technique is then applied
(process step 501) to remainder signal 65 to generate a scrambled remainder signal 75.
Finally, the scrambled remainder signal 75 and the scrambled data-reduced signal 55
are added to form an output signdl 85, which is the final, full-bandwidth, output signal.

The two scrambling techniques (process steps 500 and 501) may be identical
(i.c., be functionally the same), or they may be different. '

Additionally the scrambling described in connection with this embodiment may
be done with a plurality of predetermined keys or key pairs associated with a single

scrambling operation containing only a “message bit,” code object, or text.
P J
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To decode the signal, unscrambling follows the exact pattern of the scrambling
process except that the inverse of the scrambling transfer function is applied to each
portion of the data, thus returning it to its pre-scrambled state.

FIG. 8 illustrates a functional block diagram for one means of decoding the
output signal generated by the system illustrated in FIG. 6. A signal to be analyied 85
(e.g., the same output from FIG. 6) is processed by a data-reduction scheme 200. Data
reduced signal 46 can be subtracted from signal to be analyzed 85 to form a differential
signal 66, which signal can then be descrambled in process 551 using the inverse
transfer function of the process that scrambled the original remainder signal (e.g., the
inverse of scrambling process 501). Descrambling process 551 generates an
descrambled signal 76. Data reduced signal 46 may further be descrambled in process
550 using the inverse transfer function of the process that scrambled the original data
reduced signal (e.g., the inverse of scrambling process 500). Descrambling process 550
generates an descrambled signal 56, which may then be added to descrambled signal
76 to form an output signal 98.

Signal Processingina Single Scrambling Operation

FIG. 7 illustrates a system and method of implementing a single scrambling
system. The process and system contemplated here is identical to process described in
connection to FIG. 6, above, except that no scrambling is applied to the remainder
signal. Hence, the scrambled data-reduced signal 55 is added directly to the remainder |
signal 65 to generate an output signal 95.

Additionally the scrambling described in connection with this embodiment may
be done with a plurality of predetermined keys or key pairs associated with a single
scrambling operation containing only a “message bit,” code object, or text.

FIG. 9 illustrates a functional block diagram for one means of decoding the
output signal generated by the system illustrated in FIG. 7. A signal to be analyzed 95
(e.g., the same output from FIG. 7) is processed by a data-reduction scheme 200. Data
reduced signal 46 can be subtracted from signal to be analyzed 95 to form a differential
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signal 66. Data reduced signal 46 may further be descrambied in process 550 using the
inverse transfer function of the process that scrambled the original data reduced signal
(e.g., the inverse of scrambling process 500). Descrambling process 550 generates an
descrambled signal 56, which may then be added to differential signal 66 to form an
output signal 99.

Sample Embodiment: Combinations

Another embodiment may combine both watermarking and scrambling with
data reduction. Speed, performance and computing power may influence the selection
of which techniques are to be used. Decisions between data reduction schemes
ultimately must be measured aga'mst'the types of keys or key pairs to use, the way any
pseudo random or random number generation is done (chaotic, quantum or other
means), and the amount of scrambling or watermarking that is necessary given the
needs of the system.

It is quite possible that some derived systems would yield a fairly large decision
tree, but the present invention offers many benefits to applications in security that are

- not disclosed in fhe art.

Conclusions

Data signals fall into two categories: those which can undergo lossy data
reduction and remain functional and those which cannot. Audio, images, video are
examples of the first. Computer code is an example of the second. In general, all
members of the first category contain an aesthetic component, which may be reduced
and/or manipulated during a data reduction, in addition to a functional component
which serves to identify the signal. For example, an audio signal may have noise added
while still remaining recognizably identifiable as a particular song. However, beyond
a certain point, the addition of more noise will cause the signal to become

unidentifiable, thus impairing the functional character of the signal. In the absence of
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an aesthetic component, as with computer code where every bit of data is necessary,
lossy compression that retains functionality is not possible.

Signals in the first category are the only candidates for watermarking. A
watermark is a distortion of the aesthetic component, generally of an imperceptible
nature. This category will gain speed benefits during the watermark decoding process
when a lossy data-reduction method is used as described above.

Scrambling, on the other hand, may be applied to any signal, regardless of its
aesthetic component, since it allows for perfect reconstruction of the original signal.

A scrambling system can be made more secure by applying a data reduction method
prior to scrambling, even if this data reduction makes the intermediate signals non-
functional, as is the case with signals in category two.

Data reduction can make both watermarking and scrambling more secure. Data
reduction can also speed the decoding process for watermarks. Finally, data reduction
can allow natural channelization of watermarks for different purposes.

While the invention has been particularly shown and described in the foregoing
detailed description, it will be understood by those skilled in the art that various other
changes in form and detail may be made without departing from the spirit and scope of

the invention.
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WHAT IS CLAIMED IS:
1. A _method of securing a data signal comprising:
applying a data reduction technique to reduce the data si gnal into a reduced data
signal; '
subtracting said reduced data signal from the data signal to produce a remainder
signal;
embedding a first watermark into said reduced data signal to produce a
watermarked, reduced data signal;
embedding a second watermark into said remainder signal to produce 2
watermarked remainder signal; and
adding said watermarked, reduced data signal to said watermarked remainder
signal to produce an output signal. '
2. The method of claim 1 wherein the step of subtracting is comprised of
storing a copy of the data signal; and
subtracting said reduced data signal from the copy of the data signal to produce
a remainder signal.
3. The method of claim 1, wherein at least one of the watermarks is embedded
using at least one key. '
4. The method of claim 1, wherein at least one of the watermarks is embedded
using a key pair.
5. The method of claim 4, wherein one key of the key pair is publicly available
while the other key of the key pair is secret.
6. A method of protecting a data signal comprising:
applying a data reduction technique to reduce the data si gnal into a reduced data
signal;
subtracting said reduced data signal from the data si gnal to produce a remainder
signal; |
embedding a first watermark into said reduced data signal to produce a

watermarked, reduced data signal; and
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adding said watermarked, reduced data signal to said remainder signal to
produce an output signal.
7. The method of claim 6 wherein the step of adding said watermarked, reduced
data signal to said remainder signal comprises:
embédding a second watermark into said remainder signal to produce a
watermarked remainder signal; and
adding said watermarked, reduced data signal to said watermarked remainder
signal to.produce an output signal.
8. The method of claim 7, wherein at least one of the watermarks is embedded
using at least one key. ‘
9. The method of claim 7, wherein at least one of the watermarks is embedded
using a key pair.
10.  The method of claim 9, wherein one key of the key pair is publicly available
while the other key of the key pair is secret.
11. A method of protecting a data signal:
applying a data reduction technique to reduce the data signal into a reduced data
signal; ’
subtracting said reduced data signal from the data signal to produce 2 remainder
signal;
using a first scrambling technique to scramble said reduced data signal to
produce 2 scrambled, reduced data signal; |
" using a second scrambling technique to scramble said remainder signal to
produce a scrambled remainder signal; and | '
adding said scrambled, reduced data signal to said scrambled remainder signal
to produce an outpﬁt signél.
12.  The method of claim 11 wherein said first and second scrambling techniques are

identical.
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13. A method of securing a data signal comprising:
applying a data reduction technique to reduce the data signal into a reduced data
signal;
subtracting said reduced data signal from the data signal to produce a remainder
signal;
using a first cryptographic technique to encrypt the reduced data signal to
produce an encrypted, reduced data signal,
using a second cryptographlc technique to encrypt the remamder signal to
produce an encrypted remainder signal; and
adding said encrypted, reduced data signal to said encrypted remainder signal
to produce an output signal.
14.  The method of claim 13 wherein said first and second cryptographic techniques
are identical.
15.  The method of claim 13 wherein at least one of said first and second
cryptographic techniques is a watermarking technique.
16. The meihod of claim 15, wherein at least one of the watermarks is embedded
using at least one key. |
17.  The method of claim 15, wherein at least one of the watermarks is embedded
using a key pair.
18.  The method of claim 13 wherein at least one of said first and second
| cryptographic techniques is a scrambling technique. v
19.  The method of claim 13 wherein one of said first and second cryptograp}nc
techniques is a watermarking technique and the other is a scrambling technique.
20.  The method of claim 13 wherein said first and second cryptographic techniques
are identical. |
21. A system for securing a data signal comprising:
means to apply a data reduction technique to reduce the data signal into a
reduced data signal; |
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means to subtract said reduced data signal from the data signal to produce a

remainder signal;
means to apply a first cryptographic technique to encrypt the reduced data signal
to produce an encrypted, reduced data signal;
means to.apply a second cryptographic technique to encrypt the remainder
signal to produce an encrypted remainder signal; and
means to add said encrypted, reduced data signal to said encrypted remainder
signal to produce an output signal.
22, The system of claim 21 wherein said first and second cryptographic techniques
are identical.
23.  The system of claim 21 wherein at least one of said means to apply a first and
second cryptographic technique utilizes a watermarking technique.
24.  The system of claim 21 wherein at least one of said means to apply a first and

second cryptographic technique utilizes a scrambling technique.

© 25, The system of claim 13 wherein said means to apply a first cryptographic

technique is a means to apply a watermarking technique and said means to

“apply a second cryptographic technique is a means to apply a scrambling
technique.
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COPY PROTECTION OF DIGITAL DATA COMBINING STEGANOGRAPHIC AND CRYPTOGRAPHIC TECH
NIQUES

BACKGROUND OF THE INVENTION
5 Increasingly, commercially valuable information is being created and
stored in “digital” form. For example, music, photographs and video can all be
stored and transmitted as a series of numbers, such as 1's and 0's. Digital techniques
let the original information be recreated in a very accurate manner. Unfortunately,
digital techniqués also let the information be easily copied without the information
10 owner's permission. _
Because unauthorized copying is clearly a disincentive to the digital
distribution of valuable information, it is important to establish responsibility for
copies and derivative copies of such works. For example, if each authorized digital
copy of a popular song is identified with a unique number, any unauthorized copy of
15 the song would a1s6 contain the number. This would allow the owner of the
information, such as a song publisher, to investigate who made the unauthorized
copy. Unfortunately, it is possible that the uniqﬁe number could be erased or altered
if it is simply tacked on at the begmmng or eﬁd of the digital information.
As will be described, known digital “watermark™ techniques give
20 creators and publishers of digitized multimedia content localized, secured
identification and authentication of that content. In considering the various forms of
multimedia content, such as “master,” stereo, National Television Standards
Committee (NTSC) video, audio tape or compact disc, tolerance of quality will vary
with individuals and affect the underlying commercial and aesthetic value of the
25 content. For example, if a digital version of a popular song sounds distorted, it will
be less valuable to users. It is therefore desirable to embed copyright, ownership or
purchaser information, or some combination of these and related data, into the
content in a way that will damage the content if the watermark is removed without
authorization. '
30 To achieve these goals, digital watermark systems insert ownership
information in a way that causes little or no noticeable effects, or “artifacts,” in the
underlying content signal. For example, if a digital watermark is inserted into a
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digital version of a song, it is important that a listener not be bothered by the élight
changes introduced by the watermark. It is also important for the watermark
technique to maximize the encoding level and “location sensitivity” in the signal to
force damage to the content signal when removal is attempted. Digital watermarks
address many of these concerns, and research in the field has provided extremely

robust and secure implementations.

What has been overlooked in many applications described in the art,
however, are systems which closely mimic distribution of content as it occurs in the
real world. For instance, many watermarking systems require the original un-
watermarked content signal to enable detection or decode operations. These include
highly publicized efforts by NEC, Digimarc and others. Such techniques are
problematic because, in the real world, original master copies reside in a rights
holders vaults and are not readily available to the public.

With much activity overly focused on watermark survivability, the
security of a digital watermark is suspect. Any simple linear operation for encoding
information into a signal may be used to erase the embedded signal by inverting the
process. This is not a difficult task, especially when detection software is a plug-in
freely available to the pui:lic, such as with Digimarc. In general,.' these systems seek
to embed cryptographic information, not cryptographically embed information into
target media content.

Other methods embed ownership information that is plainly visible in
the media signal, such as the method described in US Patent No. 5,530,739 to
Braudaway et al. The system described in Braudaway protects a digitized image by
encoding a visible watermark to deter piracy. Such an implementation creates an
immediate weakness in securing the embedded information because the watermark
is plainly visible. Thus, no search for the embedded signal is necessary and the
watermark can be more easily removed or altered. For example, while certainly
useful to some rights owners, simply placing the symbol “©” in the digital
information would only provide limited protection. Removal by adjusting the
brightness of the pixels forming the “©” would not be difficult with respect to the
computational resources required.
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Other relevant prior art includes US Patents No. 4,979,210 and

5,073,925 to Nagata et al., which encodes information by modulating an audio

signal in the amplitude/time domain. The modulations introduced in the Nagata
process carry a “copy/don't copy” message, which is easily found and circumvented
by one skilled in the art. The granularity of encoding is fixed by the amplitude and
frequency modulation limits required to maintain inaudibility. These limits are
relatively low, making it impractical to encode more information using the Nagata
process. _ "

Although US Patent No. 5,664,018 to Leighton describes a means to
prevent collusion attacks in digital watermarks, the disclosed method may not
actually provide the security described. For-example, in cases where the
watermarking technique is linear, the “insertion envelope” or “watermarking space”
is well-defined and thus susceptible to attacks less sophisticated than collusion by
unauthorized parties. Over-encoding at the watermarking encoding level is but one
simple attack in such linear implementations. Another consideration not made by
Leighton is that commercially-valuable content may already exist in a un-
watermarked.form somewhere, easily accessible to potential pirates, gutting the need
for any type of collusive activity. Digitally signing the embedded signal with
preprocessing of watermark' data is more likely to prevent successful collusion.
Furthermore, a “baseline” watermark as disclosed is quite subjective. It is simply
described elsewhere in the art as the “perceptually significant” regions of a signal.
Making a watermarking function less linear or inverting the insertion of watermarks
would seem to provide the same benefit without the additional work required to
create a “baseline” watermark. Indeed, watermarking algorithms should already be
capable of defining a target insertion envelope or region without additional steps.
What is evident is the Leighton patent does not allow for initial prevention of attacks
on an embedded watermark as the content is visibly or audibly unchanged.

It is also important that any method for providing security also
function with broadcasting media over networks such as the Internet, which is also
referred to as “streaming.” Commercial “plug-in” products such as RealAudio and
RealVideo, as well as applications by vendors VDONet and Xtreme, are common in
such network environments. Most digital watermark implementations focus on
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common file base signals and fail to anticipate the security of streamed signals. It is
desirable that any protection scheme be able to function with a plug-in player
without advanced knowledge of the encoded media stream.

Other technologies focus solely on file-based security. These
technologies illustrate the varying applications for security that must be evaluated
for different media and distribution environments. Use of cryptolopes or
cryptographic containers, as proposed by IBM in its Cryptolope pro'duct, and
InterTrust, as described in U.S. Patents No. 4,827,508, 4,977,594, 5,050,213 and
5,410,598, may discourage certain forms of piracy. Cryptographic containers,
however, require a user to subscribe to particular decryption software to decrypt
data. IBM's InfoMarket and InterTrust's DigiBox, among other implementations,
provide a generalized model and need proprietary architecture to function. Every
user must have a subscﬂpﬁon or registration with the party which encrypts the data.
Again, as a form of general encryption, the data is scrambled or encrypted without
regard to the media and its formatting. Finally, control over copyrights or other
neighboring rights is left with the implementing party, in this case, IBM, InterTrust
or a similar provider. Methods similar to these “trusted systems” exist, and
Cerberus Central Limited and Liquid Audio, among a number of companies, offer
systems which may functionally be thought of as subsets of IBM and InterTrust's
more generalized secunty offerings. Both Cerberus and Liquid Audio propose
proprietary player software which is registered to the user and “locked” in a manner
parallel to the locking of content that is distributed via a cryptographic container.
The economic trade-off in this model is that users are required to use each respective
companies' proprietary player to play or otherwise manipulate content that is
downloaded. If, as is the case presently, most music or other media is not available
via these proprietary players and more companies propose non-compatible player
formats, the proliferation of players will continue. Cerberus and Liquid Audio also
by way of extension of their architectures provide for “near-CD quality” but
proprietary compression. This requirement stems from the necessity not to allow’
content that has near-identical data make-up to an existing consumer electronic -
standard, in Cerberus and Liquid Audio's case the so-called Red Book audio CD
standard of 16 bit 44.1 kHz, so that comparisons with the proprietary file may not
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yield how the player is secured. Knowledge of the player's file format renders its
security ineffective as a file may be replicated and played on any common player,
not the intended proprietary player. of the provider of previously secured and
uniquely formatted content. This is the parallel weakness to public key crypto-
systems which have gutted security if enough plain text and cipher text comparisons
enable a pirate to determine the user's private key.

Many approaches to digital watermarking leave detection and
decoding control with the implementing party of the digital watermark, not the
creator of the work to be protected. A set of secure digital watermark
implementations address this fundamental control issue forming the basis of key-
based approaches. These are covered by the following patents and pending '
applications, the entire disclosures of which are hereby incorporated by reference:
US Patent No. 5,613, 004 entitled “Steganographic Method and Device” and its
derivative US patent application Serial No. 08/775,216, US patent application Serial
No. 08/587,944 entitled “Human Assisted Random Key Generation and Application
for Digital Watermark System,” US Patent Application Serial No. 08/587,943
entitted “Method for Stega-Cipher Protection of Computer Code,” US patent
application Serial No. 08/677,435 entitled “Optimization Methods for the Insertion,
Protection, and Detection of Digital Watermarks in Digitized Data,” and US Patent
Application Serial No. 08/772,222 entitled “Z-Transform Implementation of Digital
Watermarks.” Public key crypto-systems are described in US Patents No.
4,200,770, 4,218,582, 4,405,829 and 4,424,414, the entire disclosures of which are
also hereby incorporated by reference.

In particular, an improved protection scheme is described in “Method
for Stega-Cipher Protection of Computer Code,” US patent application Serial No.
08/587,943. This technique uses the key-based insertion of binary executable

' computer code within a content signal that is subsequently, and necessarily, used to

play or otherwise manipulate the signal in which it is encoded. With this system,
however, certain computational requirements, such as one digital player per digital
copy of content, may be necessitated. For instance, a consumer may download

_ many copies of watermarked content. With this technique, the user would also be

downloading as many copies of the digital player program. While this form of
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security may be desirable for some applications, it is not appropriate in many
circumstances. Finally, even when digital information is distributed in encoded
form, it may be desirable to allow unauthorized users to play the information with a
digital player, perhaps with a reduced level of quality. For example, a popular song
may be encoded and freely distributed in encoded form to the public. The public,
perhaps using commonly available plug-in digital players, could play the encoded
content and hear the music in some degraded form. The music may sound choppy,
or fuzzy or be degraded in some other way. This lets the public decide, based on the
available lower quality version of the song, if they want to purchase a key from the .
publisher to decode, or “clean-up,” the content. Similar approaches could be used to
distribute blurry pictures or low quality video. Or even “degraded” text, in the sense
that only authenticated portions of the text can be determined with the
predetermined key or a validated digital signature for the intended message.

In view of the foregoing, it can be appreciated that a substantial need
exists for a method allowing encoded content to be played, with degraded quality, by
a plug-in digital player, and solving the other problems discussed above.
SUMMARY OF THE INVENTION

The disadvantages of the art are alleviated to a great extent by a
method for combining transfer functions with ﬁredetermined key creation. In one
embodiment, digital information, including a digital samplé and format information,
is protected by identifying and encoding a portion of the format information.
Encoded digital information, including the digital sample and the encoded format
infdrmation, is generated to protect the original digital information.

In another embodiment, a digital signal, including digital samples in a
file format having an inherent granularity, is protected by creating a predetermined
key. The predetermined key is comprised of a transfer function-based mask set to
manipulate data at the inherent granularity of the file format of the underlying
digitized samples. _

With these and other advantages and features of the invention that
will become hereinafter apparent, the nature of the invention may be more clearly
understood by reference to the following detailed description of the-invention, the
appended claims and to the several drawings attached herein.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block flow diagram of a method for copy protection or
authentication of digital information according to an embodiment of the présent
invention.

DETAILED DESCRIPTION

In accordance with an embodiment of the present invention, a method
combines transfer functions with predetermined key creation. Increased security is
achieved in the method by combining elements of “public-key steganography” with
cryptographic protocols, which keep in-transit data secure by scrambling the data
with “keys” in a manner that is not apparent to those with access to the content to be
distributed. Because different forms of randomness are combined to offer robust,
distributed security, the present invention addresses an architectural “gray space”
between two important areas of security: digital watermarks, a subset of the more
géneral art of steganography, and cryptography. One form of randomness exists in
the mask sets that are randomly created to map watermark data into an otherwise
unrelated digital signal. The second form of-randomness is the random
permutations of data formats used with digital players to manipulate the content with
the predetermined keys. These forms can be thought of as the transfer function
versus the mapping function inherent to digital watermarking processes.

According to an embodiment of the present invention, a
predetermined, or randomly generated, key is used to scramble digital information in
a way that is unlike known “digital watermark” techniques and public key crypto-
systems. As used herein, a key is also referred to as a “mask set” which includes
one or more random or pseudo-random series of bits. Prior to encoding, a mask can
be generated by any cryptographically secure random generation process. A block
cipher, such as a Data Encryption Standard (DES) algorithm, in combination with a
sufficiently random seed value, such as one created using a Message Digest 5
(MD5) algorithm, emulates a cryptographically secure random bit generator. The
keys are saved in a database, along with information matching them to the digital
signal, for use in descrambling and subsequent viewing or playback. Additional file
format or transfer property information is prepared and made available to the
encoder, in a bit addressable manner. As well, any authenticating function can be
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combined, such as Digital Sigpature Standard (DSS) or Secure Hash Algorithm
(SHA).

Using the predetermined key comprised of a transfer function-based
mask set, the data representing the original content is manipulated at the inherent
granularity of the file format of the underlying digitized samples. Instead of
providing, or otherwise distributing, watermarked content that is not noticeably
altered, a partially “scrambled” copy of the content is distributed. The key is
necessary both to register the sought-after content and to descramble the content into
its original form.

The present invention uses methods disclosed in “Method for Stega-
Ciphef Protection of Computer Code,” US Patent Application Serial No.
08/587,943, with respect to transfer functions related to the common file formats,
such as PICT, TIFF, AIFF, WAV, etc. Additionally, in cases where the content has
not been altered beyond being encoded with such functional data, it is possible for a
digital player to still play the content because the file format has not been altered.
Thus, the encoded content could still be played by a plug-in digital player as
discrete, digitally sampled signals, watermarked or not. That is, the structure of the
file can remain basically unchanged by the watermarking process, letting common
file format based players work with the “scrambled” content.

For example, the Compact Disc-Digital Audio (CD-DA) format
stores auc}io information as a series of frames. Each frame contains a number of
digital samples representing, for example, music, and a header that contains file
format information. As shown in FIG. 1, according to an embodiment of the
present invention some of the header information can be identified and “scrambled”
using the predetermined key at steps 110 to 130. The music samples can remain
unchanged. Using this technique, a traditional CD-DA player will be able to play a
distorted version of the music in the sample. The amount of distortion will depend
on the way, and extent, that the header, or file format, information has been
scrambled. It would also be possible to instead scramble some of the digital samples
while leaving the header information alone. In general, the digital signal would be
protected by manipulating data at the inherent granularity, or “frames,” of the CD-
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DA file format. To decode the information, a predetermined key is used before
playing the digital information at steps 140 and 150.

A key-bésed decoder can act as a “plug-in” digital player of broadcast
signal streams without foreknowledge of the encoded media stream. Moreover, the
data format orientation is used to partially scramble data in transit to prevent
unauthorized descrambled access by decoders that lack authorized keys. A
distributed key can be used to unscramble the scrambled content because a decoder
would understand how to process the key. Similar to on-the-fly decryption
operations, the benefits inherent in this embodiment include the fact that the
combination of watermarked content security, which is key-based, and the
descrambling of the data, can be performed by the same key which can be a plurality
of mask sets. The mask sets may include primary, convolution and message
delimiter masks with file format data included. r

The creation of an optimized “envelope™ for insertion of watermarks
provides the basis of much watermark security, but is also a complementary goal of
the present invention. The predetermined or random key that is generated is not
only an essential map to access the hidden information signal, but is also the
descrambler of the previously scrambled signal's format for playback or viewing.

In a system requiring keys for watermarking content and validatiﬁg
the distribution of the content, different keys may be.used to encode different
information while secure one way hash functions or one-time pads may be
incofporated to secure the embedded signal. The same keys can be used to later
validate the embedded digital signature, or even fully decode the digital watermark
if desired. Publishers can easily stipulate that content not only be digitally
watermarked but that distributors must check the validity of the watermarks by
performing digital signature-cheéks with keys that lack any other ﬁmétionality. The
system can extend to simple authentication of text in other embodiments.

Before such a market is economically feasible, there are other
methods for deploying key-based watermarking coupled with transfer functions to
partially scramble the content to be distributed without performing full public key
encryption, i.e., a key pair is not necessarily generated, simply, a predetermined
key's function is created to re-map the data of the content file in a lossless process.
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Moreover, the scrambling performed by the present invention may be more
depeﬁdent on the file in question. Dissimilarly, encryption is not specific to any
particular media but is performed on data. The file format remains unchanged,
rendering the file useable by any conventional viewer/player, but the signal quality
can be intentionally degraded in the absence of the proper player and key. Public-
key encryption seeks to completely obscure the sensitive “plaintext” to prevént
comparisons with the “ciphertext” to determine a user's private keys. Centralized
encryption only differs in the utilization of a single key for both encryption and
decryption making the key even more highiy vulnerable to attacks to defeat the
encryption process. With the present invention, a highly sought after photograph
may be hazy to the viewer using any number of commonly available, nonproprietary
software or hardware, without the authorized key. Similarly, a commercially
valuable song may sound poor.

The benefit of some form of cryptography is not lost in the present
invention. In fact, some piracy can be deterred when the target signal may be known
but is clearly being protected through scmmbﬁng. What is not anticipated by known
techniques, is an ala carte method to change various aspects of file formatting to
enable various “scrambled states” for content to be subsequently distributed. An
image may lack all red pixels or may not have any of the most significant bits
activated. An audio sample can similarly be scrambled to render it less-than-
commercially viable. ‘

The present invention also provides improvements over known
network-based methods, such as those used for the streaming of media data over the
Internet. By manipulating file formats, the broadcast media, which has been altered
to “fit” within electronic distribution parameters, such as bandwidth availability and
error correction considerations; can be more effectively utilized to restrict the
subsequent use of the content while in transit as well as real-time viewing or
playing.

The mask set providing the transfer function can be read on a per-use |
basis by issuing an authorized or authenticating “key” for descrambling the signal
that is apparent to a viewer or a player or possessor of the authenticating key. The
mask set can be read on a per-computer basis by issuing the authorized key that is
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more generalized for the computer that receives the broadcast signals. Metering and
subscription models become viable advantages over known digital watermark
systems which assist in designating the ownership of a copy of digitized media
content, but do not prevent or restrict the copying or manipulation of the sampled
signal in question. For broadcast or streamed media, this is especially the case.
Message authentication is also possible, though not guaranteeing the same security
as an encrypted file as with general crypto systems.

The present invention thus benefits from the proprietary player model
without relying on proprietary players. No new players will be necessary and
existing multimedia file formats can be altered to exact a measure of security which
is further increased when coupled with digital watermarks. As with most consumer
markets for media content, predominant file formats exist, de facto, and
corresponding formats for computers likewise exist. Foi' a commercial compact disc
quality audio recording, or 16 bit 44.1 kHz, corresponding file formats include:
Audio Interchange File Format (AIFF), Microsoft WAV, Sound Designer II, Sun's
.au, Apple's Quicktime, etc. For still image media, fom are similarly abundant:
TIFF, PICT, JPEG, GIF, etc. Requiring the use of additional proprietary players,
and their complementary file formats, for limited benefits in security is wasteful.
Moréox;er, almost all computers today are mﬂﬁmedia—capable, and this is
increasingly so with the popularity of Intel's MMX chip archltecture and the
PowerPC line of microchips. Because file formatting is fundamental in the playback
of the underlying data, the predetermined key can act both as a map, for information
to be encoded as watermark data regarding ownership, and a descrambler of the file
that has been distributed. Limitations will only exist in how large the key must be
retrofitted for a given application, but any manipulation of file format information is
not likely to exceed the size of data required versus that for an entire proprietary
player.

As with previous disclosures by the inventor on digital watermarking
techniques, the present invention may be implemented with a variety of
cryptographic protocols to increase both confidence and security in the underlying
system. A predetermined key is described as a set of masks. These masks may
include primary, convolution and message delimiter mask. In previous disclosures,
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the functionality of these masks is defined solely for mapping. The present
invention includes a mask set which is also controlled by the distributing party of a
copy of a given media signal. This mask set is a transfer function which is limited
only by the parameters of the file format in question. To increase the uniqueness or
security of each key ﬁsed to scramble a given media file copy, a secure one way
hash function can be used subsequent to transfer properties that are initiated to
prevent the forging of a particular key. Public and private keys may be used as key
pairs to further increase the unlikeliness that a key may be compromised.

These same cryptographic protocols can be combined with the
embodiments of the present invention in administering streamed content that
requires authorized keys to correctly display or play the streamed content in an
unscrambled manner. As with digital watermarking, symmetric or asymmetric
public key pairs may be used in a variety of implementations. Additionally, the
need for certification authorities to maintain authentic key-pairs becomes a
consideration for greater security beyond symmetric key implementations. The
cryptographic protocols makes possible, as well, a message of text to be
authenticated by a message authenticating function in a general computing device
that is able to ensure secure message exchanges between authorizing parties.

Although various embodiments are specifically illustrated - and
described herein, it will be appreciated that modifications and variations of the
present invention are covered by the above teachings and within the purview of the
appended claims without departing from the spirit and intended scope of the

invention,
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What is claimed is:

1. A method for copy protection of digital information, the digital
information including a digital sample and format information, comprising the steps
of:

identifying a portion of the format information to be encoded;

generating encoded format information from the identified portion of the
format information; and

generating encoded digital information, including the digital sample and the
encoded format information.

2. The method of claim 1, further comprising the step of requiring a
predetermined key to decode the encoded format information.

3. The method of claim 2, wherein the digital sample and format information
are configured to be used with a digital player, and wherein information output from
the digital player will have a degraded quality unless the encoded format
information is decoded with the predetermined key.

4. The method of claim 3, wherein the information output from the digital
player represents a still image, audio or video.

5. The method of claim 3, wherein the information output represents text
data to be authenticated.

6. A method for protecting a digital signal, the digital signal including
digital samples in a file format having an inherent gl.'anularity, comprising the step
of:

creating a predetermined key comprised of a transfer function-based mask
set to manipulate data at the inherent granularity of the file format of the underlying
digitized samples. '

7. The method of claim 6, wherein the digital signal represents a continuous
analog waveform.

8. The-method of claim 6, wherein the predetermined key comprises a
plurality of mask sets. -

9. The method of claim 6, wherein the digital signal is a message to be
authenticated. '
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10. The method of claim 6, wherein the mask set is ciphered by a key pair

comﬁrising a publié key and a private key.
A 11. The method of claim 6, further comprising the step of:

using a digital watermarking technique to encode information that identifies
ownership, use, or other information about the digital signal, into the digital signal.

12. The method of claim 6, wherein the digital signal represents a still
image, audio or video. ‘

13. The method of claim 6, further comprising the'steps of:

selecting the mask set, including one or more masks having random or
pseudo-random series of bits; and , »

validating the mask set at the start of the transfer function-based mask set.

14. The method of claim 13, wherein said step of validating comprises the
step of:

comparing a hash value computed at the start of the transfer function-based
mask set with a determined transfer function of the hash value.

15. The method of claim 6, further comprising the steps of:

selecting the mask set, including one or more masks having random or
pseudo-random series of bits; and

authexiﬁcating the mask set by comparing a hash value computed at the start
of the transfer function-based mask set with a determined transfer function of the
hash value. '

16. The method of claim 13, wherein said step of validating comprises the
step of:

comparing a digital signature at the start of the transfer function-based mask
set w1th a determined transfer function of the digital signature.

‘ 17. The method of claim 6, further comprising the steps of:

selecting the mask set, including one or more masks having random or
pseudo-random series of bits; and | |

authenticating the mask set by comparing a digital signature at the start of the
transfer function-based mask set with a determined transfer function of the digital
signature.
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18. The method of claim 13, further comprising the step of:

using a digital watermarking technique to embed information that identifies
ownership, use, or other information about the digital signal, into the digital signal;
and

wherein said step of validating is dependent on validation of the embedded
information.

19. The method of claim 6, further comprising the step of:

computing a secure one way hash function of carrier signal data in the digital
signal, wherein the hash function is insensitive to changes introduced into the carrier
signal for the purpose of carrying the transfer function-based mask set.

20. A method for protecting a digital signal, the digital signal including
digital samples in a file format having an inherent gramﬂarity,‘compriéing the steps
of:

creating a predetermined key cdmprised of a transfer function-based mask
set that can manipulate data at the inherent granularity of the file format of the
underlying digitized samples; .

authenticating the predetermined key containing the correct transfer
function-based mask set during playback of the data; and

metering the playback of the data to monitor content.

21. The method of claim 20, wherein the predetermined key is authenticated
to authenticate message information.

22. A method to prepare for the scrambling of a sample stream of data,
comprising the steps oft _

generating a plurality of mask sets to be used for encoding, including a
random primary mask, a random convolution mask and a random start of message
delimiter; '

obtaining a transfer function to be implemented;

generating a message bit stream to be encoded; 7

loading the message bit stream, a stega-cipher map truth table, the primary
mask, the convolution mask and the start of message delimiter into memory;

initializing the state of a primary mask index, a convolution mask index; and
a message bit index; and
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setting a message size equal to the total number of bits in the message bit
stream.

23. A method to prepare for the encoding of stega-cipher information into a
sample stream of data, comprising the steps of:

generating a mask set to be used for encoding, the set including a random
primary mask, a random convolution mask, and a random start of message delimiter;

obtaining a message to be encoded; . .

compressing and encrypting the message if desired;

generating a message bit stream to be encoded; _

loading the message bit stream, a stega-cipher map truth table, the primary
mask, the convolution mask and the start of message delimiter into memory;

initializing the state of a primary mask index, a convolution mask index, and

' amessage bit index; and

setting the message size equal to the total number of bits in the message bit
stream.

24. The method of claim 23 wherein the sample stream of data has a

- plurality of windows, further comprising the steps of:

calculating over which windows in the sample stream the message will be

‘encoded;

computing a . secure one way hash function of the information in the
calculated windows, the hash function generating hash values insensitive to changes
in the samples induced by a stega-cipher; and

encoding the computed hash values in an encoded stream of data.

25. The method of claim 13, wherein said step of selecting comprises the
steps of:

collecting a series of random bits derived from keyboard latency intervals in
random typing; '

processing the initial series of random bits through an MD5 algorithm;

using the results of the MDS5 processing to seed a triple-DES encryption
loop;
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cycling through the triple-DES encryption loop, extracting the least significant bit of
each result after each cycle; and

concatenating the triple-DES output bits into the random series of bits.

26. A method for copy protection of digital information, the digital
information including a digital sample and format information, comprising the steps
of:

a identifying a portion of the digital sample to be encoded;

generatiﬁg an encoded digital sample from the identified portion of the
digital sample; and '

generating encoded digital information, including the encoded digital sample
and the format information.

27. The method of claim 26, further comprising the step of requiring a
predetermined key to decode the encoded digital sample.

28. The method of claim 27, wherein the digital sample and format
information are configured to be used with a digital player, and wherein information
output from the digital player will have a degradedi quality unless the encoded digital
sample is decoded with the predetermined key. -

29. The method of claim 27, wherein information output will have non
authentic message data unless the encode digital sample is decoded with the
predetermined key.
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(57) Abstract: A local content server system (LCS) for creating a secure environment for digital content is disclosed, which system

comprises: a communications port in communication for connecting the LCS via a network to at least one Secure Electronic Content
\& Distributor (SECD), which SECD is capable of storing a plurality of data sets, is capable of receiving a request to transfer at least
@O one content data set, and is capable of transmitting the at least one content data set in a secured transmission; a rewritable storage
'-4 medium whereby content received from outside the LCS may be stored and retrieved; a domain processor that imposes rules and

procedunzs for content being transferred between the LCS and devices outside the LCS, and a programmable address module which
Q can be programmed with an identification code uniquely associated with the LCS. The LCS is provided with rules and procedures for
o accepting and transmitting content data. Optionally, the system may further comprise: an interface to permit the LCS to communicate
g with one or more Satellite Units (SU) which may be connected
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to the system through the interface, which SUs are capable of receiving and transmitting digital content; at least one SU; and/or
at least one SECD. The SECD may have a storage device for storing a plurality of data sets, as well as a transaction processor for
validating the request to purchase and for processing payment for a request to retrieve one of the data sets. The SECD typically
includes a security module for encrypting or otherwise securitizing data which the SECD may transmit. A method for creating a
secure environment for digital content for a consumer is also disclosed. As part of the method, 2 LCS requests and receives a digital
data set that may be encrypted or scrambled. The digital data set may be embedded with at least one robust open watermark, which
permits the content to be authenticated. The digital data set is preferably embedded with additional watermarks which are generated
using information about the LCS requesting the copy and/or the SECD which provides the copy. Once received by the LCS, the LCS
exercises control over the content and only releases the data to authorized users. Generally, the data is not released until the LCS
embeds at least one additional watermark based upon protected information associated with the LCS and/or information associated
with the user. . .
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A SECURE PERSONAL CONTENT SERVER
Field of Invention

The present invention relates to the secure distribution of digitized value-
added information, or media content, while preserving the ability of publishers to
make available unsecured versions of the same value-added information, or media
content, without adverse effect to the systems security.

Authentication, verification and authorization are all handled with a
combination of cryptographic and steganographic protocols to achieve efficient,
trusted, secure exchange of digital information.

Cross-Reference To Related Applicatibn

This application is based on and claims the benefit of pending U.S. Patent
Application Serial No. 60/147,134, filed 08/04/99, entitled, "A Secure Personal
Content Server" and pending U.S. Patent Application Serial No. 60/213,489, filed
06/23/2000, entitled “‘A Secure Personal Content Server.”

This application also incorporates by reference the following applications:
pending U.S. Patent Application Serial No. 08/999,766, filed 7/23/97, entitled
“Steganographic Method and Device”; pending U.S. Patent Application Serial No.
08/772,222, filed 12/20/96, entitled “Z-Transform Implementation of Di‘gital
Watermarks”, pending U.S. Patent Application Serial No. 09/456,319, filed

12/08/99, entitled “Transform Implementation of Digital Watermarks”; pending U.S.

Patent Application Serial No. 08/674,726, filed 7/2/96, entitled -“Exchange
Mechanisms for Digital Information Packages with Bandwidth Securitization,
Multichannel Digital Watérmarks, and Key Management”; pending U.S. Patent
Application Serial No. 09/545,589, filed 04/07/2000, entitled “Method and System
for Digital Watermarking”; pending U.S. Patent Application Serial No. 09/046,627,
filed 3/24/98, entitled “Method for Combining Transfer Function with
Predetermined Key Creation”; pending U.S. Patent Application Serial No.
09/053,628, filed 04/02/98, entitled “Multiple Transform Utilization and Application
for Secureb Digital Watermarking”; pending U.S. Patent Application Serial No.
09/281,279, filed 3/30/99, entitled “Optimization Methods for the Insertion,
Protection, and Detection.,.”; U.S. Patent Application Serial No.09/594,719, filed
June 16, 2000, entitled “Utilizing Data Reduction in Steganographic and
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Cryptographic Systems” (which is a continuation-in-part of PCT application No.
PCT/US00/06522, filed 14 March 2000, which PCT application claimed priority to
U.S. Provisional Application No. 60/125,990, filed 24 March 1999); and pending
U.S. Application No 60/169,274, filed 12/7/99, entitled “Systems, Methods And
Devices For Trusted Transactions.” All of the patent applications previously
identified in this paragraph are hereby incorporated by reference, in their entireties.
Background of the Invention

The music industry is at a critical inflection point. Digital technology
enables anyone to make perfect replica copies of musical recordings from the
comfort of their home, or as in some circumstances, in an offshore factory. Internet
technology enables anyone to distribute these copies to their friends, or the entire
world. 1ndeed, virtually any popular recording is already likely available in the MP3
format, for free if you know where to look.

How the industry will respond to these challenges and protect the rights and
livelihoods of copyright owners and managers and has been a matter of increasing
discussion, both in private industry forums and the public media. Security disasters
like the cracking of DVD-Video’s CSS security system have increased doubt about
the potential for effective robust security implementations. Meanwhile, the success
of non-secure initiatives such as portable MP3 players lead many to believe that
these decisions may have already been made. |

Music consumers have grown accustomed to copying their music for their
own personal use. This fact of life was written into law in the United States via the
Audio Home Recording Act of 1992. Millions of consumers have CD players and
purchase music in the Compact Disc format. It is expected to take years for a format
transition away from Red Book CD Audio to reach significant market penetration.

Hence, a need exists for a new and improved system for protecting digital
content against unauthorized copying and distribution.

Summary of the Invention

A local content server system (LCS) for creating a secure environment for
digital content is disclosed, which system comprises: a communications port in
communication for connecting the LCS via a network to at least one Secure

Electronic Content Distributor (SECD), which SECD is capable of storing a
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plurality of data sets, is capable of receiving a request to transfer at least one content
data set, and is capable of transmitting the at least one content data set in a secured
transmission; a rewritable storage medium whereby content received from outside
the LCS may be stored and retrieved; a domain processor that imposes rules and
procedures for content being transferred between the LCS and devices outside the
LCS; and a programmable address module which can be programmed with an
identification code uniquely associated with the LCS. The LCS is provided with
rules.and procedures for accepting and transmitting content data. Optionally, the
system may further comprise: an interface to permit the LCS to communicate with
one or more Satellite Units (SU) which may be connected to the system through the
interface, which SUs are capable of receiving and transmitting digital content; at
least one SU; and/or at least one SECD. The SECD may have a storage device for
storing a plurality of data sets, as well as a transaction processor for validating the
request to purchase and for processing payment for a request to retrieve one of the
data sets. The SECD typically includes a security module for encrypting or
otherwise securitizing data which the SECD may transmit.

A method for creating a secure environment for digital content for a
consumer is also disclosed. As part of the method, a LCS requests and receives a
digital data set that may be encrypted or scrambled. The digital data set may be
embedded with at least one robust open watermark, which permits the content to be
authenticated. The digital data set is preferably be embedded with additional
watermarks which are generated using information about the LCS requesting the
copy and/or the SECD which provides the copy. Once received by the LCS, the
LCS exercises control over the content and only releases the data to authorized
users. Generally, the data is not released until the LCS embeds at least one
additional watermark based upon protected information associated with the LCS
and/or information associated with the user.

Another embodiment of the method of the present invention comprises:

connecting a Satellite Unit to an local content server (LCS), sending a message

- indicating that the SU is requesting a copy of a content data set that is stored on the

LCS, said message including information about the identity of the SU; analyzing the

message to confirm that the SU is authorized to use the LCS; retrieving a copy of the
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requested content data set; assessing whether a secured connection exists between
the LCS and the SU; if a secured connection exists, embedding a watermark into the
copy of the requested content data set, said watermark being created based upon

information transmitted by the SU and information about the LCS; and delivering

the content data set to the SU for its use.

The SU may also request information that is located not on the LCS, but on
an SECD, in which case, the LCS will request and obtain a copy from the SECD,
provided the requesting SU is authorized to access the information.

Digital technology offers economies of scale to value-added data not
possible with physical or tangible media distribution. The ability to digitize
information both reduces the cost of copying and enables perfect copies. This is an
advantage and a disadvantage to commercial publishers who must weigh the cost
reduction against the real threat of unauthorized duplication of their value-added
data content. Because cost reduction is an important business consideration,
securing payment and authenticating individual copies of digital information (such
as media content) presents unique opportunities to information service and media
content providers. The present invention seeks to leverage the benefits of digital
distribution to consumers and publishers alike, while ensuring the development and
persistence of trust between all parties, as well as with any third parties involved,
directly or indirectly, in a given transaction.

In another approach that is reléted to this goal, there are instances where
transactions must be alloWed to happen after perceptually-based digital information
can be authenticated. (Perceptually based information is information whose value is
in large part, based upon its ability to be perceived by a human, and includes for
example, acoustic, psychoacoustic, visual and psychovisual information) The
process of authenticating before distributing will become increasingly important for
areas where the distributed material is related to a trust-requiring transéction event.
A number of examples exist. These include virtual retailers (for example, an on-line
music store selling CDs and electronic versions of songs); service providers (for
example, an on-line bank or broker who performs transactions on behalf of a '
consumer); and transaction providers (for example, wholesalers or auction houses).

These parties have different authentication interests and requirements. By using the
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teachings of this application, these interests and requirements may be separated and
then independently quantified by market participants in shorter periods of time.

All parties in a transaction must authenticate information that is perceptually
observable before trust between the parties can be established. In today’s world,
information (including perceptually rich information) is typically digitized, and as a
result, can easily be copied and redistributed, negatively impacting buyers, sellers
and other market participants. Unauthorized redistribution confuses authenticity,
non-repudiation, limit of ability and other important “transaction events.” In a
networked environment, transactions and interactions occur over a transmission line
or a network, with buyer and seller at different points on the line or network. While
such electronic transactions have the potential to add value to the underlying
information being bought and sold (and the potential to reduce the cost of the
transaction), instantaneous piracy can significantly reduce the value of the
underlying data, if not wholly destroy it. Even the threat of piracy tends to
undermine the value of the data that might otherwise exist for such an electronic
transaction.

Related situations range from the ability to provably establish the “existence”
of a virtual financial institution to determining the reliability of an “electronic
stamp.” The present invention seeks to improve on the prior art by describing
optimal combinations of cryptographic and steganographic protocols for “trusted”
verification, confidence and non-repudiation of digitized representations of
perceptually rich information of the actual seller, vendor or other associated
institutions which may not be commercial in nature (cdnﬁdence building with logo’s
such as the SEC, FDIC, Federal Reserve, FB], etc. apply). To the extent that an
entity plays a role in purchase decisions made by a consumer of goods and services
relating to data, the present invention has a wide range of beneficial applications.
One is enabling independent trust based on real world representations that are not
physically available to a consumer or user. A second is the ability to match
informational needs between buyers and sellers that may not be universally
appealing or cost effective in given market situations. These include auction models
based on recognition of the interests or demand of consumers and market

participants—which make trading profitable by focusing specialized buyers and
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sellers. Another use for the information matching is to establish limits on the
liability of such institutions and profit-seeking entities, such as insurance providers
or credit companies. These vendors lack appropriate tools for determining
intangible asset risk or even the value of the information being exchanged. By

encouraging separate and distinct “trust” arrangements over an electronic network,

profitable market-based relationships can result.

The present invention can make possible efficient and openly accessible
markets for tradable information. Existing transaction security (including on-line
credit cards, electronic cash or its equivalents, electronic wallets, electronic tokens,
etc.) which primarily use cryptographic techniques to secure a transmission channel-
-but are not directly associated or dependent on the information being sold--fails to
meet this valuable need. The present invention proposes a departure from the prior
art by separating transactions from authentication in the sale of digitized data. Such
data may include videos, songs, images, electronic stamps, electronic trademarks,
and electronic logos used to ensure membership in some institutional body whose
purpose is to assist in a dispute, limit liability and provide indirect guidance to
consumers and market participants, alike.

With an incre_asingly anonymous marketplace, the present invention offers
invaluable embodiments to accomplish “trusted” transactions in a more flexible,
transparent manner while enabling market participants to negotiate terms and
conditions. Negotiation may be driven by predetermined usage rules or parameters,
especially as the information economy offers potentially many competitive
marketplaces in which to transact, trade or exchange among businesses and
consumers. As information grows exponentially, flexibility becomes an advantage
to market participants, in that they need to screen, filter and verify information _
before making a transaction decision. Moreover, the accuracy and speed at which
decisions can be made reliably enables confidence to grow with an aggregate of
“trusted transactions”. “Trusted tranéactions” beget further “trusted transactions”
through experience. The present invention also provides for improvements over the
prior art in the ability to utilize different independently important “modules” to
enable a “trusted transaction” using competitive cryptographic and steganographic

elements, as well as being able to support a wide variety of perceptually-based
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media and information formats. The envisioned system is not bound by a
proprietary means of creating recognition for a good or service, such as that
embodied in existing closed system. Instead, the flexibility of the present invention
will enable a greater and more diverse information marketplace.

The present invention is not a “trusted system”, per se, but “trusted
transactions” are enabled, since the same value-added information that is sought
may still be in the clear, not in a protected storage area or closed, rule-based
“inaccessible virtual environment”. '

A related additional set of embodiments regards the further separation of the |
transaction and the consumer’s identification versus the identification of the
transaction only. This is accomplished through separated “trusted transactions”
bound by authentication, verification and authorization in a transparent manner.
With these embodiments, consumer and vendor privacy could be incorporated. More
sophisticated relationships are anticipated between parties, who can mix information
about their physical goods and services with a transparent means for consumers,
who may not be known to the seller, who choose not to confide in an inherently
closed “trusted system” or provide additional personal information or purchasing
information (in the form of a credit card or other electronic payment system), in
advance of an actual purchase decision or ability to observe (audibly or visibly) the
content in the clear. This dynamic is inconsistent with the prior art’s emphasis on
access control, not transparent access to value-added information (in the form or
goods or services), that can be transacted on an electronic or otherwise anonymous
exchange. ,

These embodiments may include decisions about availability of a particular
good or service through electronic means, such as the Internet, or means that can be
modularized to conduct a transéction based on interconnection of various users (such
as WebTV, a Nintendo or Sony game console with network abilities, cellular phone,
PalmPilot, etc.). These embodiments may additionally be implemented in traditional
auction types (including Dutch auctions). Consumers may view their anonymous
marketplace transactions very differently because of a lack of physical human
interactions, but the present invention can enable realistic transactions to occur by

maintaining open access and offering strict authentication and verification of the
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information being traded. This has the effect of allowing legacy relationships,
legacy information, and legacy business models to be offered in a manner which
more closely reflects many observable transactions in the physical world. The
tremendous benefits to sellers and consumers is obvious; existing transactions need
not reduce their expectations of security. As well, the ability to isolate and quantify
aspects of a transaction by module potentially allows for better price determinations
of intangible asset insurance, transaction costs, advertising costs, liability, etc. which
have physical world precedent.

It is contemplated that the publisher and/or owner of the copyrights will want
to dictate restrictions on the ability of the purchaser to use the data being sold. Such
restrictions can be implemented through the present invention, which presents a
significant advantage over the prior art (which attempts to effect security through
access control and attempted tight reigns over distribution). See US Pat. No.
5,428,606 for a discussion on democratizing digital information exchange between _
publishers and subscribers of said information.

A goal for providers of value-added content is to maximize profits for the
sale of their content. Marketing and promotion of the informational content cannot
be eliminated, considering the ever increasing amount of information vying for
consumers and other market participant’s attention. Nonetheless, in a market where
the goods are speculatively valued, marketing budgets are inherently constrained, as
you are trying to create demand for a product with little inherent value. Where such
markets have participants, both buyers and sellers and their respective agents, with
access to the same information in real time, market mechanisms efficiently price the
market goods or services. These markets are characterized by “price
commoditization” so buyers and sellers are limited to differentiating their offerings
by selection and service. If the markets are about information itself, it has proven
more difficult to accurately forecast the target price where sellers can maximize their
profits. Quality and quantity provide different evaluation criteria of selection and
service relating to the information being traded. The present invention regards a
particular set of implementations of value-added content security in markets which

may include unsecured and secure versions of the same value-added data (such as
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songs, video, research, pictures, electronic logos, electronic trademarks, value-added
information, etc.).

Transactions for value-added information can occur without any physical
location. So, there is a need for a secure personal content server for which the value
added information can be offered for transactions in a manner similar to real world
transactions. One feature is to offer seemingly similar value added information in
differing quality settings. These settings have logical relationships with fidelity and
discreteness and are determined by market participants. Another issue is that
because purchasers may be anonymous to sellers, it is more important to have a

particular value-added information object available so that market participants can

fulfill their role are consumers.

One fundamental weakness of current information markets is the lack of
mechanisms to ensure that buyers and sellers can reach pricing equilibrium. This
deficit is related to the “speculative” , “fashion”, and “vanity” aspects of perceptual
content (such as music, video, and art or some future recognition to purchasers). For
other goods and services being marketed to an anonymous marketplace, market
participants may never see (and indeed, may choose to never see, an actual location
where the transaction may physically occur. A phy‘sical location may simply not

exist. There are a number of such virtual operations in business today, which would

benefit from the improvements offered under the present system.

The present invention also seeks to provide improvements to the art in
enabling a realistic model for building trust between parties (or their agents) not in a
“system”, per se. Because prior art systems lack any inherent ability to aliow for
information to flow freely to enable buyers and sellers to react to changing market
conditions. The present invention can co-exist with these “trusted systems” to the
extent that all market participants in a given industry have relatively similar
information with which to price value-added data. The improvement over such
systems, however, addresses a core features in most data-added value markets:
predictions, forecasts, and speculation over the value of information is largely an
unsuccessful activity for buyers and sellers alike. The additional improvement is the
ability to maintain éecurity even with unsecured or legacy versions of value-added

information available to those who seek choices that fit less quantitative criteria—
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“aesthetic quality” of the information versus “commercial price”. Purchase or
transaction decisions can be made first by authenticating an electronic version of a
song, image, video, trademark, stamp, currency, etc.

Additional anticipated improvements include the ability to support varying
pricing models such as auctions that are difficult or impossible to accomplish under
existing prior art that leaves all access and pricing control with the seller alone, and
the separation of the transaction from the exchange of the value-added information,
which gives more control to buyers over their identities and purchasing habits, (both
sensitive and separately'distinct forms of “unrelated” value-added information).
Essentially, no system known in the art allows for realistic protocols to establish
trust between buyers and sellers in a manner more closely reflecting actual
purchasing behavior of consumers and changing selling behavior of sellers. The
goal in such transactions is the creation of trust between parties as well as “trusted
relationships” with those parties. The present invention is an example of one such
system for media content where the “aesthetic” or “gestalt” of the underlying
content and its characteristics is a component of buying habits. Without an ability to
open distribution systems to varying buyers and sellers, media content may be priced
at less than maximum economic value and buyers may be deprived of a competitive,
vigorous marketplace for exciting media content from many different creative
participants.

To the extent that recognition plays such a key role in an information »
economy, value-added data should be as dccessible as possible to the highest number
of market participants in the interests of furthering creativity and building a
competitive marketplace for related goods and services. This is to the benefit of
both buyers and sellers as well as the other participants in such an economic
ecosystem. The Internet and other transmission-based transactions with unknown
parties presents a number of challenges to information vendors who wish to develop
customer relations, trust and profitable sales. The information economy is largely. an
anonymous marketplace, thus, making it much more difficult to identify consumers
and sellers. The present invention provides remedies to help overcome these

weaknesses.
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The present invention is concerned with methods and systems which enable
secure, paid exchange of value-added information, while separating transaction
protocols. The present invention improves on existing means for distribution control
by relying on authentication, verification and authorization that may be flexibly
determined by both buyers and sellers. These determinations may not need to be

predetermined, although pricing matrix and variable access to the information opens

" additional advantages over the prior art. The present invention offers methods and

protocols for ensuring value-added information distribution can be used to facilitate
trust in a large or felatively anonymous marketplace (such as the Internet’s World
Wide Web).

We now define components of the preferred embodiments for methods,
systems, and devices.
Definitions:

Local Content Server (LCS): A device or software application which can
securely store a collection c;f value-added digital content. The LCS has a unique ID.

Secure Electronic Content Distributor (SECD): An entity, device or software
application which can validate a transaction with a LCS, process a payment, and
deliver digital content securely to a LCS. In cryptographic terms, the SECD acts as
a “certification authority” or its equivalent. SECDs may have differing
arrangements with consumers and providers of value-added information. (The term
“content” is used to refer generally to digital data, and may comprise video, audio, .
or any other data that is stored in a digital format).

Satellite Unit (SU): A portable medium or device which can accept secure
digital content from a LCS through a physical, local connection and which can either
play or make playable the digital content. The SU may have other functionality as it
relates to manipulating the content, such as recording. The SU has a unique ID. An
SU may be a CD player, a video camera, a backup drive, or other electronic device
which has a storage unit for digital data. _

" LCS Domain: A secure medium or area where digital content can be stored,
with an accompanying rule system for transfer of digital content in and out of the

LCS Domain. The domain may be a single device or multiple devices—all of which

~ have some common ownership or control. Preferably, a LCS domain is linked to a
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single purchasing account. Inside the domain, one can enjoy music or other digital
data without substantial limitations—as typically a license extends to all personal
use. A

SecureChannel™: A secure channel to pass individualized content to
differentiate authentic content from legacy or unauthorized, pirated content. For
example, the Secure Channel may be used as an auxiliary channel through which
members of the production and distribution chain may communicate directly with
individual consumers. Preferably, the Secure Channel is nevér exposed and can
only be accessed through legitimate methods. SecureChannel may carry a value-
adding component ( VAC). The ability to provide consumers with value adding '
features will serve to give consumers an incentive to purchase new, secure hardware
and software that can provide the additional enhanced services. The SecureChannel
may also include protected associated data—data which is associated with a user'
and/or a particular set of content. _

Standard Quality: A transfer path into the LCS Domain which maintains ‘the
digital content at a predetermined reference level or degrades the content if it is at a
higher quality level. In an audio implementation, this might be defined as Red Book
CD Quality (44100 Hz., 16 bits, 2 channels). This transfer path can alternately be
defined in terms of a subset of VAC's or a quality level associated with particular
VAC's. If a VAC is not in the subset, it is not passed. If a VAC is above the defined
quality level, it is degraded.

Low Quality: A transfer path into the LCS Domain which degrades the '

digital content to a sub-reference level. In an audio implementation, this might be

defined as below CD Quality (for instance, 32000 Hz., 16 bits, 2 channels). This
transfer path can alternately be defined in terms of an absence of VAC's or a
degraded quality level associated with particular VAC's.

High Quality: A transfer path into the LCS Domain which allows digital
content of any quality level to pass unaltered. This transfer path can alternately be
defined in terms of a complete set of VAC's or the highest quality level available
associated with particular VAC's.

Rewritable Media: An mass storage device which can be rewritten (e.g. hard
drive, CD-RW, Zip cartridge, M-O drive, etc...).
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Read-Only Media: A mass storage device which can only be written once
(e.g. CD-ROM, CD-R, DVD, DVD-R, etc...). Note: pre-recorded music, video,
soﬁware, or images, etc. are all “read only” media.

Unique ID: A Unique ID is created for a particular transaction and is unique
to that transaction (roughly analogous to a human fingerprint). One way to generate
a Unique ID is with a one-way hash function. Another way is by incorporating the
hash result with a message into a signing algorithm will create a signature scheme.
For example, the hash result may be concatenated to the digitized, value added
information which is the subject of a transaction. Additional uniqueness may be
observed in a hardware device so as to differentiate that device, which may be used
in a plurality of transactions, from other similar devices.

Value-added:  Value-added information is differentiated from non-
commoditized information in terms of its marketability or demand, which can vary,
obviously, from each market that is created for the information. By way of example,
information in the abstract has no value until a market is created for the information |
(i.e, the information becomes a commodity). The same information can be
packaged in many different forms, each of which may have different values.
Because information is easily digitized, one way to package the “same” information
differently is by different levels of fidelity and discreteness. Value is typically
bounded by context and consideration.

Authentication: A receiver of a “message” (embedded or otherwise within
the value-added information) should be able to ascertain the original of the message
(or by effects, the origin of the carrier within which the message is stored). An
intruder should not be able to successfully represent someone else. Additional
functionality such as Message Authentication Codes (MAC) could be incorporated
(a one-way hash function with a secret key) to ensure limited verification or
subsequent processing of value-added data.

Verification: In cryptographic terms, “verification” serves the “integrity”
function to prevent an intruder from substituting false messages for leg{timate ones.
In this sense, the receiver of the message (embedded or otherwise present within the
value-added information) should be assured that the message was not modified or

altered in transit.
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One-way hash function: One-way hash functions are known in the art. A
hash function is a function which converts an input into an output, which is usually a
fixed-sized output. For example, a simple hash function may be a function which
accepts a digital stream of bytes and returns a byte consisting of the XOR function
of all of the bytes in the digital stream of input data Roughly speaking, the hash
function may be used to generate a “fingerprint” for the input data. The hash
function need not be chosen based on the characteristics of the input. Moreover, the
output produced by the hash function (i.e., the “hash”) need not be secret, because in
most instances it is not computationally feasible to reconstruct the input which
yielded the hash. This is especially true for a “one-way” hash function--one that can
be used to generate a hash value for a given input string, but which hash cannot be
used (at least, not without great effort) to create an input string that could generate
the same hash value. |

Authorization: A term which is used broadly to cover the acts of conveying
official sanction, permitting access or granting legal power to an entity.

Encryption: For non digitally-sampled data, encryption is data scrambling
using keys. For value-added or information rich data with content characteristics,
encryption is typically slow or inefficient because content file sizes tend to be
generally large. Encrypted data is called “ciphertext”.

Scrambling: For digitally-sampled data, scrambling refers to manipulétions
of the value-added or information rich data at the inherent granularity of the file
format. The manipulations are associated with a key, which may be made
cryptographically secure or broken into key pairs. Scrambling is efficient for larger
media files and can be used to provide content in less than commercially viable or
referenced quality levels. Scrambling is not as secure as encryption for these
appliéations, but provides more fitting manipulation of media rich content in the
context of secured distribution. Scrambled data is also called “ciphertext” for the
purposes of this invention. Encryption generally acts on the data as a whole,
whereas scrambling is applied often to a particular subset of the data concerned with
the granularity of the data, for instance the file formatting. The result is that a
smaller amount of data is “encoded” or “processed” versus strict encryption, where

all of the data is “encoded” or “processed.” By way of example, a cable TV signal
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can be scrambled by altering the signal which provides for horizontal and vertical
tracking, which would alter only a subset of the data, but not all of the data—which
is why the audio signal is often untouched. Encryption, however, would generally

so alter the data that no recognizable signal would be perceptually appreciated.

~ Further, the scrambled data can be compared with the unscrambled data to yield the

scrambling key. The difference with encryption is that the ciphertext is not
completely random, that is, the scrambled data is still perceptible albeit in a lessened
quality. Unlike watermarking, which maps a change to the data set, scrambling is a

transfer function which does not alter or modify the data set.

_ Detailed Discussion of Invention

The LCS Domain is a logical area inside which a set of rules governing
content use can be strictly enforced. The exact rules can vary between
implementations, but in general, unrestricted access to the content inside the LCS
Domain is disallowed. The LCS Domain has a set of paths which allow content to
enter the domain under different circumstances. The LCS Domain also has paths
which allow the content to exit the domain.

A simple example provides insight into the scope of an LCS domain. If an
LCS is assigned to an individual, then all music, video, and other content data which
has lawfully issued to the individual may be ﬁeely used on that persons LCS domain
(though perhaps “freely” is misleading, as in theory, the individual has purchased a
license). A LCS Domain may comprise multiple SUs, for example, a video player, a
CD player, etc. An individual may be authorized to take a copy of a song and play it
in another’s car stereo, but only while the individual’s device or media is present.
Once the device is removed, the friend’s LCS will no longer have a copy of the
music to play.

The act of entering the LCS Domain includes a verification of the content (an

authentication check). Depending upon the source of the content, such verification

may be easier or harder. Unvalidateable content will be subjected to a quality

degf_adation. Content that can be validated but which belongs to a different LCS
Domain will be excluded. The primary purpose of the validation is to prevent

unauthorized, high-quality, sharing of content between domains.
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When content leaves the LCS Domain, the exiting content is embedded with
information to uniquely identify the exiting content as belonging to the domain from
which the content is leaving. It is allowed to leave at the quality level at which the
content was originally stored in the LCS Domain (i.e. the quality level determined
by the validation path). For example, the exiting content may include an embedded
digital watermark and an attached hash or digital signature; the exiting content may
also include aq time stamp—which itself may be embedded or merely attached).
Once it has exited, the content cannot return to the domain unless both the
watermark and hash can be verified as belonging to this domain. The presence of
one or the other may be sufficient to allow re-entry, or security can be set to require
the presence of more than one identification signal.

This system is designed to allow a certifiable level of security for high-
quality content while allowing a device to also be usable with unsecured content at a
degraded quality level. The security measures are designed such that a removal of
the watermark constitutes only a partial failure of the system. The altered content -
(i.e, the content from which the watermark has been removed or the content in
which the watermark has been degraded) will be allowed back into the LCS
Domain, but only at a degraded quality level, a result of the watermark destruction
and subsequent obscurity to the system, consumers will not be affected to the extent
that the unauthorized content has only been degraded, but access has not been
denied to the content. Only a complete forgery of a cryptographically-secure
watermark will constitute a complete failure of the system. For a discussion on such
implementations please see US Pat. No. 5,613,004, US Pat No. 5,687,236, US Pat.
No. 5,745,569, US Pat. No. 5,822,432, US Pat. No. 5,889,868, US Pat. No.
5,905,800, included by reference in their entirety and pending U.S. patent
applications with Serial No. 09/046,627 “Method for Combining Transfer
Function...”, Serial No. 09/053,628 “Multiple Transform Utilization and
Application for Secure Digital Watermarking”, Serial No. 08/775,216
“Steganographic Method and Device”, Serial No. 08/772,222 “Z-Transform
Implementation ...”, Serial No. 60/125990 “Utilizing Data Reduction in
Steganographic and Cryptographic Systems”. '
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Provable security protocols can minimize this risk. = Thus the embedding
system used to place the watermark -does not need to be optimized for robustness,
only for imperceptibility (important to publishers and consumers alike) and security
(more important to publishers than to consumers). Ideally, as previously disclosed,
security should not obscure the content, or prevent market participants from
accessing information, which in the long term, should help develop trust or create
relationships.

The system can flexibly support one or more “robust” watermarks as a
method for screening content to speed processing. Final validation, however, relies
upon the fragile, secure watermark and its hash or digital signature (a secure time
stamp may also be incorporafed). Fragile watermarks, meaning that signal
manipulations would affect the watermark, may be included as a means to affect the
quality of the content or any additional attributes intended to be delivered to the
consumer. '

LCS Functions

The LCS provides storage for content, authentication of content, eriforcement
of export rules, and watermarking and hashing of exported content. Stored content
may be on an accessible rewritable medium, but it must be stored as cipherfext
(encrypted or scrambled), not plai_n text, to prevent system-level extraction of the
content. This is in contrast to the prior art which affix or otherwise éttach meta-data
to the content for access control by the variously proposed systems.

Typically, an LCS receives secured data from one or more SECDs. The
SECD transfers content only after it has been secured. For example, the SECD may
use an individualized cryptographic container to protect music content while in
transit. Such a container may use public/private key cryptography, ciphering and/or
compression, if desired. |

The LCS may be able to receive content from a SECD, and must be able to
authenticate content received via any of the plurality of implemented paths. The
LCS must monitor and enforce any rules thz_lt accompany received content, such as
number of available copies. Finally, it is preferred for the LCS to watermark all
exported material (with the exception of Path 6 - see below) and supply a hash made

from the unique ID of the LCS and the content characteristics (so as to be
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maintained perceptually within the information and increase the level of security of
the watermark).
SU Functions

The SU enables the content to be usable away from the LCS. The SU is
partially within the LCS Domain. A protocol must exist for the SU and LCS to
authenticate any connection made between them. This connection can have various
levels of confidence set by the level of security between the SU and LCS and
determinable by a certification authority or its equivalent, an authorized site for the
content, for example. The transfer of content from the SU to the LCS without
watermarking is allowed. However, all content leaving the SU must be
waterrharked. Preferably, the SU watermark contains a hash generated from the-
SU’s Unique ID and the content characteristics of the content being transferred. If
the content came from a LCS, the SU watermark must also be generated based, in
part, upon the hash received from the LCS. The LCS and SU watermarking
procedures do not need to be the same. However, the LCS must be able to read the
SU watermarks for all different types of SU’s with which it can connect. The SU
does not need to be able to read any LCS watermarks. Each LCS and SU must have
separate Unique IDs.
Sample Embodiment
BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present invention, the objects and
advantages thereof, reference is now made to the following descriptions taken in
connection with the accompanying drawings in which:

FIG. 1 shows in block diagram form a system for one embodiment of an
LCS, showing the possible paths for content to enter and exit the system.

FIG. 2 is flow diagram illustrating the functions performed by the LCS of
FIG. 1 when content enters the LCS Domain from the rewritable media.

'FIG. 3 is flow diagram illustrating the functions performed by the LCS of
FIG. 1 when content enters the LCS Domain from the read-only media.

FIG. 4 is flow diagram illustrating the functions performed by the LCS of

FIG. 1 when content enters the LCS Domain from the satellite unit.
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FIG. 5 is flow diagram illustrating the functions performed by the LCS of
FIG. 1 when content leaves the LCS Domain.

FIG. 6 is flow diagram illustrating the functions performed by the LCS of
FIG. 1 when content leaves the LCS Domain from the read-only media.

FIG. 7 is flow diagram illustrating the functions performed by the LCS of
FIG. 1 when content leaves the SU to a receiver other than the LCS.

DETAILED DESCRIPTION OF THE INVENTION _

The preferred embodiment of the present invention and its advantages are
best understood by referring to FIGs. 1 through 7 of the drawings, like numerals
being used for like and corresponding parts of the various drawings.

FIG. 1 is a block diagram showing the components of a sample LCS system
and showing the possible paths for content to enter and leave the LCS. In the
embodiment of Figure 1, the LCS is a general purpose computing device such as a
PC with software loaded to emulate the functions of a LCS. The LCS of Figure 1
has a Rewritable media (such as a hard drive), a Read-Only media (such as a CD-
ROM drive), and software to control access (which software, in effect, defines the
“LCS Domain™). The Secure Electronic Content Distributor (SECD) is connected
via a network (such as the Internet, intranet, cable, satellite link, cellular
communications network, or other commonly accepted network). The Satellite
Unite (SU) is a portable player which connects to the LCS and/or to other players
where applicable (for example by way of a serial interface, USB, 1EEE 1394,
infrared, or other commonly used interface protocol). FIG. 1 also identifies seven
(7) path ways. _

Path 1 depicts a secure distribution of digital content from a SECD to aLCSs.
The content can be secured during the transmission using one or more ‘security
protocols’ (e.g., encryption or scrambling). Moreover, a single LCS may have the
capabil_ity to receive content transmissions from multiple SECDs, and each SECD
may use the same security protocols or different security protocols. In the context of
FIG. 1, however, only a single SECD is displayed. It is also contemplated that the
same SECD may periodically or randomly use different security protocols. A
typical security protocol uses an asymmetric cryptographic system, an example

being a public key cryptography system where private and public key pairs allow the
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LCS to authenticate and accept the received content. Another security protocol may
involve the ability to authenticate the received content using a signature scheme.

In FIG. 2, content enters the LCS Domain from the rewritable media (such as
a hard drive). This communication path is identified as Path 2 on FIG. 1. The LCS
Domain analyzes the content to determine if a watermark is present in the content.
If no watermark is present, then the quality of the content is downgraded to Low
Quality before it is stored in the LCS Storage. If a watermark is present, then the
watermark is extracted and compared with the watermark of the LCS in order to
determine if a match exists. In the event of a match, the content is permitted to be
stored on the LCS Storage at the same level of quality which the content entered the
LCS Domain. Optionally, if a watermark is present, the hash may be checked as
further verification; and if the hash matches, the content is allowed in at High
Quality. If it does not match, thé content is rejected. If the extracted watermark
does not match the expected watermark, then the content is denied access to the LCS
Storage (i.e., the content is rejected).

In FIG. 3, content enters the LCS Domain from the Read-Only media. This
communication path is identified as Path 3 on FIG. 1. The LCS Domain analyzes
the content to determine if a watermark is present in the content. 1f no watermark is
present, then the LCS attempts to further analyze the confgnt using other methods
(i.e., other than watermarking) to try and verify the content for originality. If the

content cannot be verified or is deemed to have been altered, then the content is

‘ downgraded to Standard Quality (or even Low Quality) before it is stored in the

LCS Storage. If a watermark is present, then the watermark is extracted and

compared with the watermark of the LCS in order to determine if a match exists. In

the event of a match, or in the event that the content is verified by means other than

the watermark, the content is permitted to be stored on the LCS Storage at the same
level of quality which the content entered the LCS Domain (which is likely to be
High Quality). For example, the Read-Only media may also contain an media-based
identifier which verifies the content as an original, as opposed to a copy—and hence,
a non-watermark method may be used to verify authenticity.

Optionally, even in the event of a watermark match, a hash may be checked

as further verification; and if the hash matches, the content is allowed in at High
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Quality, but if there is no >match, the content is rejected.v If the extracted watermark
does not match the expected watermark, or if the LCS is unable to identify any other
method for verifying the content’s authenticity, then the content may be denied
access to the LCS Storage (i.e., the content may be rejected), or if preferred by the
user, the content may be permitted into the system at a degraded quality level. It is
the user’s prerogative to decide how the system will treat non-authenticated content,
as well as legacy content. '

In FIG. 4, content enters the LCS Domain from the satellite unit. This
communication path is identified as Path 4 on FIG. 1. Content from an SU is
marked with an SU watermark before exiting the SU. The LCS analyzes the content
from the SU for watermarks, and in particular to determine if there is a watermark
that matches that of the LCS. If the watermarks match, the content is permitted '
access to the LCS at the highest quality level. If there is a mismatch, then the
content is denied access (i.e., the content is rejected). If the content does not contain
a Watennark, the quality is downgraded to Low Quality before permitting access to
the LCS. Optionally, even in the event of a watermark match, a hash may be
checked as further verification; and access at the highest quality level may depend
upon both a match in watermarks and a match in hashes.

In FIG. §, content is shown leaving the LCS Domain. This communication
path is identified as Path 5 on FIG. 1. Content is retrieved from the LCS storage and
then the content may be watermarked with a watermark that is unique to the LCS
(for example, one thét is b_ased upon the LCS’s Unique ID). Optionally, a hash may
be attached to the watermarked content, and/or the hash may be embedded as part of
the watermark. If an external hash is used, preferably, for security purposes, the
external hash should be created in a different manner from the embedded, watermark
hash. Optionally, other information may be included in the watermark, for example,
information to specify a time stamp, the number of allowable copies, etc. After
watermarking, the content may be permitted to exit the LCS Domain, and may be
exported to a device outside the LCS Domain, including for example, a rewritable
media, a viewer, player, or other receiver.

In FIG. 6, content is shown leaving the LCS Domaixi. This communication
path is identified as Path 6 on FIG. 1. This path is similar to Path 5, with a few
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important .diﬁ'erences. The output receiver is an SU, and because_the receiver is an
SU, the content may leave the LCS without being watermarked. Path 6 requires a
secﬁre protocol to determine that the receiver is in fact an SU. Once the path is
verified, the content can be exported without a watermark. The LCS may optionally
transmit the content together with a hash value which will be uniquely associated

with the content.

In FIG. 7, content is shown leaving the SU, to a receiver other than the LCS.

- This communication path is identified as Path 7. on FIG. 1. Content is retrieved

from the SU storage and then the content may be watermarked with a watermark
that is uniqué to the SU (for example, one that is based upon the SU’s Unique ID).
Optionally, a hash may be attached to the watermarked content, and/or the hash may
be embedded as part of the watermark. If an external hash is used, preferably, for
security purposes, the external hash should be created in a different manner from the
embedded, watermark hash. Optionally, other information may be included in the
watermark, for example, information to specify a. time stamp, the number of
allowable copies, etc., and may even include the hash which the LCS attached to the
content After watermarking, the content may be permitted to exit the SU, and may
be exported to a device other than the LCS, including for example, a rewritable
media, a viewer, player, or other receiver. The quality level of the content leaving

the LCS is generally the same quality level as that of the content when stored

internally to the LCS.

The system of the present invention is utilized to complete digital data
transactions. A typical transaction would have the following steps:

1)  Using an LCS, a user connects to a SECD.

2) The user reviews a collection of data sets which are available for
license (which for purposes of this applicatioh, may be equated with a purchase).
The user then selects a data set (e.g., a song or other content), and purchases (or
otherwise obtains the right to receive) a copy of the data set. (The user may transmit
purchase information, for example, credit card information, using digital security
that is known in the art of electrohic commerce.)

3) vThe SECD transmits the secured content to the LCS. Before

transmitting any digital content, the SECD embeds at least one watermark and may
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also transmit (perhaps through cryptography) at least one hash value along with the
data being transmitted. The at least one hash value may be embedded with the at
least one watermark or may be attached to the beginning or end of the data being
transmitted. Alternately, the hash output may be combined in ways that are known
in the art.

4.)  The LCS optionally may send its public key to the SECD, in which
case the SECD may use the LCS public key to apply an additional security measure
to the data to be transmitted, before the data is actually transmitted to the LCS.

5) The LCS receives the secured content transmitted by the SECD. The
LCS may optionally use its private key to remove the additional layer of security
which was applied with the LCS’s public key.

6.) The LCS may authenticate the secure content that was received from
the SECD by checking the watermark(s) and/or hash values. Optionally, the LCS
may unpack the secured content from its security wrapper and/or remove any other
layers of security. If the content can be authenticated, the content may be accepted
into the LCS domain. Otherwise, it may be rejected.

Fragile Watermark Structure _

A fragile watermark—one that is encoded in the LSB of each 16 bit
sample—can actually hold all of the data that would typically comprise the
informati}on being transmitted in the SecureChannel™. At a typical sampling rate of
44.1 kHz, there is 88,200 16 bit samples for each second of data in the time domain
(44,100 x 2 stereo channels). This provides 88,200 bits per second which may be
used for storing a fragile watermark. A typical 3 minute stereo song could therefore
accommodate 1.89 MB of data for a fragile watermark. (The watermark is called
fragile, because it is easily removed without greatly sacrificing the quality of the
audio data.) 1.89 MB represents an immense capacity relative to the expected size
of the typical data to be transmitted in a SecureChannel (100 - 200 K).

Preferably, the fragile watermark is bound to a specific copy of a specific
song, so that “information pirates” (i.e, would-be thieves) cannot detect a
watermark and then copy it onto another song in an effort to feign authorization
when none exists. A fragile watermark may also contain information which can be

utilized by various receivers which might receive the signal being packaged. For

DISH-Blue Spike-842
Exhibit 1004, Page 0916



10

15

20

25

30

WO 01/18628 PCT/US00/21189

24.

instance, a fragile watermark may contain information to optimize the playback of a
particular song on a particular machine. A particular example could include data
which differentiates an MP3 encoded version of a song and an AAC encoded
version of the same song.

One way to bind a fragile watermark to a specific data set is through the use
of hash functions. An example is demonstrated by the following sequence of steps:

1) A digital data set (e.g, a song) is created by known means (e.g.,
sampling music at 44.1 kHz, to create a plurality of 16 bit data sets). The digital
data set comprises a plurality of sample sets (e.g., a plurality of 16 bit data sets).

2) Information relative to the digital data set (e.g., information about the
version of the song) is transformed into digital data (which we Will call the
SecureChannel data), and the SecureChannel data is then divided into a plurality of
SecureChannel data blocks, each of which blocks may then be separately encoded.

3) A first block of the SecureChannel data is then is encoded into a first
block of sample sets (the first block of sample sets comprising—at a minimum—a
sufficient number of sarhple sets to accommodate the size of the first block of
Secure Channel Data), for example by overwriting the LSB of each sample in the
first block of sample sets. v

4) A hash pool is created comprising the first block of encoded sample
sets.

5) A first hash value is then created using i) the hash pool, ii) a random
(or pseudorandom) number seeded using a code that serves to identify the owner of
the digital data set, and iii) the SecureChannel data; _

6)  The first hash value is then encoded into a second block of sample
sets, the second block of sample sets being sufficient in size to accommodate the
size of the first hash value.

7) The second block of sample sets is then added to the hash pool -

8) A second block of the SecureChannel data is then is encoded into a
third block of sample sets.

9) The third block of encoded sample sets is added to the hash pool.
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10) A second hash value is then created using i) the hash pool, ii) a
random (or pseudorandom) number seeded using a code that serves to identify the
owner of the digital data set, and iii) the SecureChannel data,

11) - The second hash value is then encoded into a fourth block of sample

sets.
v Steps 7-11 are then repeated for successive blocks of SecureChannel data
until all of the SecureChannel data is encoded. Understand that for each block of
SecureChannel data, two blocks of content data are utilized. Moreover, for
efficiency, one could use a predetermined subset of the samples in the hash pool,
instead of the whole block.

Each SecureChannel block may, for example, have the following structure:

{
long  Blockldentifier; //A code for the type of block
long  BlockLength, /fThe length of the block
//Block data of a length matching BlockLength
char  IdentityHash[hashSize];
char  InscrtionHash[hashSize);
}

In theory, each SecureChanne! block may be of a different type of block (i.e., may
begin with a different Blockldentifier). In operation, a software application (or even
an ASIC) may read the Blockidentifier and determine whether it is a recognized
block type for the particular application. If the application does not recognize the
block type, the application may use the BlockLength to skip this block of
SecureChannel. | ‘ '
Certain block types Will be required to be present if the SecureChannel is
going to be accepted. These might include an identity block and a SecureChannel
hash block. The SecureChannel data may or may not be encrypted, depending on
whether the data is transfer-restricted (a type of value-adding component, that is,
VAC) or simply informative. For instance, user-added SecureChannel data need not
be encrypted. A Blockldentifier may also be used to indicate whether a
SecureChannel data block is encrypted or not.
Robust Open Watermark (ROW) ‘
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A Robust-Open Watermark may be used to divide content into three
categories. (The term “open watermark” is used merely to indicate that the
-watermark relies on a secret which is shared by an entire class of devices, as
opposed to a secure watermark—which is readable only by a single member of a
class of devices.) A binary setting may be used, whereby one state (e.g., “1”) may
be used to identify secure protected content—such as content that is distributed in a
secured manner. When the LCS detects a secured status (e.g., by determining that
the ROW is “1”), the content must be accompénied by an authenticatable
SecureChannel before the content is permitted to enter the LCS Domain (e.g.,
electronic music distribution or EMD content). The other binary state (eg., “0™)
- may be used to identify unsecured content, for example, non-legacy media that is
distributed in a pre-packaged form (e.g. CD’s). When the binary .setting is “0”, the
content may or may not have a SecureChannel. Such “0 content” shall oniy be
admitted from a read-only medium in its original file format (e.g., a 0 CD shall only
be admi;ted if it is present on a Redbook CD medium). On the other hand, if the
ROW is absent, then the LCS will understand that the content is “legacy”. Legacy
content may be admitted, or optionally, may be checked for a fragile watermark—
and then admitted only if the fragile watermark is present. It would be possible to
permit unfettered usage of legacy content—though again, it is the prerogative of the
user who sets up the LCS.
Robust Forensic Watermark
Pfeferably, a robust forensic watermark is not accessible in any way to the
consumer—or to “information pirates.” A forensic watermark may be secured by a
symmetric key held only by the seller. A transaction' ID may be embedded at the
time of purchase with a hash matching the symmetricAkey. The watermark is then
embedded using a very low density insertion mask (< 10 %), making it very difficult
to find without the symmetric key. Retrieval of such a watermark is not limited by
real-time/low cost constraints. The recovery will typically only be attempted on
known pirated material, or material which is suspected of piracy. A recovery time
of 2 hours on a 400 MHz PC may, therefore, be reasonable.

Sample Embodiment - Renewability
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The system of the present invention contemplates the need for updating and
replacing previously-embedded watermarks (which may be thought of generally as
“renewing” a watermark). If someone is able to obtain the algorithms used to embed
a watermark—or is otherwise able to crack the security, it would be desirable to be
able to embed a new watermark using a secure algorithm. New watermarks,
however, cannot be implemented with complete success over night, and thus, there
inevitably will be transition periods where older SPCS are operating without
updated software. In such a transition period, the content must continue to be
recognizable to both the old SPCSs and the upgraded SPCSs. A solution is to
embed both the original and the upgraded watermarks into content during the
transition periods. Preferably, it is the decision of the content owner to use both
techniques or only the upgraded technique.

The operation of the system of the .present invention is complicated,
however, by the presence of “legacy” digital content which is already in the hands of
consumer (that is, digital content that was commercially distributed before the
advent of Watermarking systems) because legacy content will continue to be present
in the future. Moreover, pirates who distribute unauthorized content will also
complicate matters because such unaﬁthorized copies are likely to be distributed in
the same formats as legacy content. As it is unlikely that such unwatermarked
content can ever be completely removed, the present system must try to
accommodate such content. ‘

Hardware can be configured to read old ROW content and extract the old
ROW and insert in the content a new ROW.

Sample Embodiment — SPCS Audio Server

Tables 1, 2 and 3 depict a sample embodiment for an SPCS Audio Server,
and in particular show how secured content packages are created as downloadable
units (Table 1), how the LCS works on the input side for an SPCS Audio Server
(Table 2), and how the LCS' works on the output side (Table 3).

While the invention has been particularly shown and described by the
foregomg detailed description, it will be understood by those skilled in the art that

various other changes in form and detail may be made without departing from the

* spirit and scope of the invention.
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Table 1

SAMPLE EMBODIMENT- SPCS Audio Server Sfage

Uncompressed JPEG Album Lyrics Karaoke
Audio Art Lyrics
y

ROW Embed Server \l/

Key Construction
Forensic Transaction
‘.____

Watermark Receipt
Embed _ \
l Purchaser

Public
Key

Compression

"

Encryption Encryption

Create
Downloadable
Package

DISH-Blue Spike-842
Exhibit 1004, Page 0921



WO 01/18628 PCT/US00/21189

Table 2 -

SPCS Audio Player Input Stage
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Y
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for Reader Reader
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Table 3

SPCS Audio Player Output Stage

Playba¥
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Decompress
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Claims:
1. A local content server system (LCS) for creating a secure environment for
digital content, comprising: _

a) a communications port in communication for connecting the system
via a network to at least one Secure Electronic Content Distributor (SECD), said
SECD capable of storing a plurality of data sets, capable of receiving a request to
transfer at least one content data set, and capable of transmitting the at least one
content data set in a secured transmission;

b) a rewritable storage medium whereby content received from outside
the LCS may be stored and retrieved; '

c) a domain processor that imposes rules and procedures for' content
being transferred between the LCS and devices outside the LCS; and ,

d) a programmable address module which can be programmed with an
identification code uniduely associated with the LCS; and

said domain processor permitting the LCS to receive digital content from
outside the LCS provided the LCS first determines that the digital content being
delivered to the LCS is authorized for use by the LCS.

2, The LCS of claim 1 further comprising |

e) an interface to permit the LCS to communicate with one or more
Satellite Units (SU) which may be connected to the system through the interface,
said SUs capable of receiving and transmitting digital content;

and wherein said domain processor permits the LCS to receive digital
content from an SECD that is connected to the LCS’s communication port, provided

the LCS first determines that digital content being received is authorized for use by

.the LCS,

and wherein said domain prbcessor permits the LCS to deliver digital
content to an SU that may be connected to the LCS’s interface, provided the LCS

first determines that digital content being received is authorized for use by the SU.
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3. A local content server system (LCS) for creating a secure environment for
digital content, comprising:

a) a communications port in communication for connecting the system

via a network to at least one Secure Electronic Content Distributor (SECD), said
SECD capable of storing a plurality of data sets, capable of receiving a request to
transfer at least one content data set, and capable of transmitting the at least one
content data set in a secured transmission;

b) - an interface to permit the LCS to communicate with one or more
Satellite Units (SU) which may be connected to the system through the interface,
said SUs capable of receiving and transmitting digital content; and

) a rewritable storage medium whereby content received from an
SECD and from an SU may be stored and retrieved;

d) a domain processor that imposes rules and procedures for content
being transferred between the LCS and the SECD and between the LCS and the SU;
and

e) a programmable address module which can be programmed with an
identification code uniquely associated with the LCS;

said domain processor permitting the LCS to deliver digital content to and
receive digital content from an SU that is connected to the LCS’s interface, prbvided
the LCS first determines that the digital content being delivered to the SU is
authorized for use by the SU or that the digital content being received is authorized
for use by the LCS, '

and said domain processor permitting the LCS to receive digital content from
an SECD that is connected to the LCS’s communication port, provided the LCS first
determines that digital content being received is authorized for use by the LCS.

4, The system of claim 3, wherein said domain processor determines whether
digital content is authorized for use by extracting a watermark from the digital
content being transferred. '

5. The system of claim 3, wherein said domain processor comprises:

means for obtaining an identification code from an SU connected to the
LCS’s interface;
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an analyzer to analyze the identification code from the SU to determine if the
SU is an authorized device for communicating with the LCS;

means for analyzing digital content received from an SU;

said system permitting the digital content to be stored in the LCS if i) an
analysis of the digital content received from the SU concludes that the content is
authenticated, or ii) an analysis of the digital content received from the SU
concludes that the content cannot be authenticated because no authentication data is
embedded in the content, and

said system preventing the digital content from being stored on the LCS if i)
an analysis of the digital content received from the SU concludes that the content is
unauthenticated. ‘ '
6. The system of claim 4, wherein said analyzer of the domain processor -
comprises means for extracting digital watermarks from the digital content received
from an SU, and means for analyzing the digital watermark to determine if the
digital content has been previously marked with the unique identification code of the
LCS.
7. The system of claim 4, wherein said system permits the digital content to be
stored in the LCS at a degraded quality level if an analysis of thé digital content
received from the SU concludes that the digital content received from the SU cannot
be aﬁthenticated because there is no authentication data embedded in the content.
8. The system of claim 4, further compﬁsing at least one SU, each such SU
being capable of communicating with the LCS.

- -9, The system of claim 8, wherein the SU has means to sending a message to

the LCS indicating that the SU is requesting a copy of a content data set that is
stored on the LCS, said message including information about the identity of the SU,
and wherein the LCS comprises:

means to analyze the message from the SU to confirm that the SU is
authorized to use the LCS;

means to retrieve a copy of the requested content data set;

means to embed at least one robust open watermark into the 6opy of the

requested content data set, said watermark indicating that the copy is authenticated;

' DISH-Blue Spike-842
Exhibit 1004, Page 0926



10

15

20

25

30

WO 01/18628 PCT/US00/21189

-34-

means to embed a second watermark into the copy of the requested content

. data set, said second watermark being created based upon information transmitted

by the SU and information about the LCS; and
means to deliver the watermarked content data set to the SU for its use.
10.  The system of claim 8, further comprising a SECD, said SECD capablé of
receiving a request to transfer at least one data set and capable of transmitting the at
least one data set in a secured transmission.
11. - The system of claim 10,
wherein the SU includes means to send a message to the LCS indicating that
the SU is requesting a copy of a content data set that is not stored on the LCS, but
which the LCS can obtain from an SECD, said message including information about
the identity of the SU;
wherein the SECD comprises:
means to retrieve a copy of the requested content data set;
means to embed at least one robust open watermark into the copy of
the requested content data set, said watermark indicating that the copy is
authenticated;
means to embed a second watermark into the copy of the requested
content data set, said second watermark being created based upon information
transmitted by the LCS; and
means to deliver the watermarked content data set to the LCS for its
use; and
wherein the LCS comprises:
means to analyze the message from the SU to confirm that the SU is
authorized to use the LCS;
means to receive a copy of the requested content data set as
transmitted by the SECD;
means to extract at least one watermark to confirm that the content
data is authorized for use by the LCS;
| means to embed at least one robust open watermark into the copy of

the requested content data set, said watermark indicating that the copy is

~ authenticated,
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means to embed a second watermark into the copy of the requested
content data set, said second watermark being created based upon information
transmitted by the SU and information about the LCS; and
means to deliver the watermarked contént data set to the SU for its

use.
12. The system of claim 8, wherein the SU has means to sending a message to
the LCS indicating that the SU is requesting to store a copy of a content data set on a
storage unit of the LCS, said message including information about the identity of the
SU, and wherein the LCS cdmprises:

means to analyze the message from the SU to confirm that the SU is
authorized to use the LCS;

means receive a copy of the content data set;

means to determine if a robust open watermark is embedded in the content
data set, and to extract the robust open waiermark if is it is determined that one
exists; ‘

means to analyze any extracted robust open watermarks to determine if the
content data set can be authenticated;

means to permit the storage of the content data set on a storage unit of the
LCS if i) the LCS authenticates the content data set, or ii) the LCS determines that
no robust open watermark is embedded in the content signal. |
13, The system of claim 4, further comprising at least one SU, each such SU
being capable of communicating with the LCS, and being capable of using only data
which has been authorized for use by the SU or which has been determined to be
legacy content such the data contains no additional information to permit
authentication.
14. The system of claim 5, wherein the LCS furthef comprises:

means to embed at least one robust open watermark into a copy of content
data, said watermark indicating that the copy is authenticated;

means to embed a second watermark into the copy of content data, said
second watermark being created based upon information comprising information

uniquely associated with the LCS; and
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means to embed a third watermark into the copy of content data, said third
watermark being a fragile watermark created based upon information which can
enhance the use of the content data on one or more SUs.
15.  The system of claim 5, wherein the LCS further comprises:

~ means for encrypting or scrambling content data, such that content data may

be encrypted or scrambled before it is stored in the rewritable storage medium.
16. A system for creating a secure environment for digital content, comprising:

a Secure Electronic Content Distributor (SECD);

a Local Content Server (LCS);

a communications network interconnecting the SECD to the LCS; and

a Satellite Unit (SU) capable of interfacing with the LCS;

said SECD comprising: a storage device for storing a plurality of data sets;
an input for receiving a réquest from the LCS to purchase a selection of at least one
of said plurality of data sets; a transaction processor for validating the request to
purchase and for processing payment for the request; a security module for
encrypting or otherwise securitizing the selected at least one data set; and an output
for transmitting the selected at least one data set that has been encrypted or
otherwise secured for transmission over the communications network to the LCS;

said LCS comprising: a domain processor; a first interface for connecting to
a communications network; a second interface for communicating with the SU; a
memory device for storing a plurality of data sets; and a programmable address
module which can be programmed with an identification code uniquely associated
with the LCS; and |

said SU being a portable module comprising: a memory for accepting secure
digital content from a LCS; an interface for communicating with the LCS; and a
programmable address module which can be programmed with an identification
code uniquely associated with the SU.
17. A Method for creating a secure environment for digital content for a
consumer, comprising the following steps:

sending a message indiéating that a user is requesting a copy of a content
data set;

retrieving a copy of the requested content data set;
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embedding at least one robust open watermark into the copy of the requested
content data set, said watermark indicating that the copy is authenticated;

embedding a second watermark into the copy of the requested content data
set, said second watermark being created based upon information transmitted by the
requesting user;

transmitting the watermarked content data set to the requesting consumer via
an electronic network;

receiving the transmitted watermarked content data set into a Local Content
Server (LCS) of the user;

extracting at least one watermark from the transmitted watermarked content
data set; and

permitting use of the content data set if the LCS determines that use is
authorized. ' A
18.  The Method of claim 17, wherein the step of permitting use of the content
data set if the LCS determines that use is authorized comprises:

checking to see if a watermark extracted from the content data set includes

- information which matches unique information which is associated with the user;

and

permitting the storage of the content data set in a storage unit for the LCS.
19.  The Method of claim 17, further comprising:

connecting a Satellite Unit (SU)to an LCS,
and wherein the step of permitting use of the content data set if the LCS determines
that use is authorized comprises:

checking to see if a watermark extracted from the content data set includes
information which matches unique information which is associated with the user;
and

embedding a watermark into the content data set using information that is
associated with the user and information that is associated with an SU;

delivering the content data set to the SU for its use.
20. A Method for creating a secure environment for digital content for a
consumer, comprising the following steps:

connecting a Satellite Unit to an local content server (LCS),
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sending a message indicating that the SU is requesting a copy of a content
data set that is stored on the LCS, said message including information about the
identity of the SU;

analyzing the message to confirm that the SU is authorized to use the LCS;
and

| retrieving a copy of the requested content data set;

assessing whether a secured connection exists between the LCS and the SU;

if a secured connection exists, embedding a watermark into the copy of the
requested content data set, said watermark being created based upon information
transmitted by the SU and information about the LCS; and

delivering the content data set to the SU for its use.
21.  The Method of claim 20, further comprising;

embedding an open watermark into the content data to permit enhanced
usage of the content data by the user. |
22.  The Method of claim 21, further comprising:

embedding at least one additional watermark into the content data, said at
least one additional watermark being based on information about the user, the LCS
and an origin of the content data, said watermark serving as a forensic watermark to
permit forensic analysis to provide information on the history of the content data’s
use.
23.  The method of claim 20, wherein the content data can be stored at a level of
quality which is selected by a user.
24. A Method for creating a secure environment for digital content for a
consumer, comprising the following steps:

connecting a Satellite Unit (SU) to an local content server (LCS),

sending a message indicating that the SU is requesting a copy of a content
data set that is stored on the LCS, said message including information about the
identity of the SU; _

analyzing the message to confirm that the SU is authorized to use the LCS;
and

retrieving a copy of the requested content data set;

assessing whether a secured connection exists between the LCS and the SU;
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if a secured connection exists, embedding a watermark into the copy of the
requested content data set, said watermark being created based upon information
tfansmitted by the SU and information about the LCS; and

delivering the watermarked content data set to the SU for its use.
25.  The method of claim 24, further comprising:

embedding at least one robust open watermark into the copy of the requested
content data set before the r’équested content data is delivered to the SU, said
watermark indicating that the copy is authenticated.
26.  The method of claim 25, wherein the robust watermark is embedded using
any one of a plurality of embedding algorithms. |
26.  The method of claim 24, further comprising:

embedding a watermark which includes a hash value from a one-way hash
function generated using the content data.
27.  The method of claim 25, wherein the robust watermark can be
periodically replaced with a new robust watermark generated using a new
algorithm. with payload that is no greater than that utilized by the old robust
watermark. A
28.  The method of claim 24, further comprising the step of:

embedding additional robust open watermarks into the copy of the requested
content data set before the requested content data is delivered to the SU, using a
new algorithm; and |

re-saving the newly watermarked copy to the LCS.
29.  The method of claim 24, further comprising the step of:

saving a copy of the requested content data with the robust
watermark to the rewritable media of the LCS. .
30. A Method for creating a secure environment for digital content for a
consumer, comprising the following steps: '

connecﬁng a Satellite Unit (SU) to an local content server (LCS),

sending a message indicating that the SU is requesting to store a copy of a

content data on the LCS, said message including information about the idéntity of
the SU;
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analyzing the message to confirm that the SU is authorized to use the LCS;

and
receiving a copy of the content data set;
assessing whether the content data set is authenticated;
5 if the content data is unauthenticated, denying access to the LCS storage unit;
and

if the content data is not capable of authentication, accepting the data at a
predetermined quality level, said predetermined quality level having been set for

legacy content.
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the subject matter of the transactions (e.g., the suitability of the goods and services sold), the bona fides of the supplier of the goods
and services, the appropriateness of a pricing structure for a particular transaction or series of transactions, a quantum of additional
transactional value that may be imparted to the transactional relationship, security of information exchange, etc. An important con-
tributor to trust for stch aspects of the transaction is disclosed to be the use of highly-secure steganographic computer processing
means for data identification, authentication, and transmission, such that confidence in the transaction components is enhanced. By
providing an integrated multivalent system for enhancing trust across a variety of categories (for a variety of transaction species,

3 including those in which the need for trust is greater on the part of one party than of another, as well as those in which both require
substantial trust enhancement), the invention reduces barriers to forming and optimizing transactional relationships.
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SYSTEMS, METHODS AND DEVICES FOR TRUSTED TRANSACTIONS

BACKGROUND OF THE INVENTION
1. Field of the Invention

This invention relates to the transfer of information between parties; in

particular, it relates to systems, methods, and devices for trusted transactions.

2. Description of the Related Art

Transactions are increasingly characterized by the amount and quality of
information available to market participants. Whereas a seller seeks profit driven
arrangements, which may vary over the course of a relationship with a particular
buyer or consumer; buyers seek satisfaction of at least one of the following: price,
selection or service. At any time the buyer or seeker of value-added information
may lack recognition of the seller or provider of such information, even if coupled
with a “manufactured” product or good. Sellers, or providers, similarly lack any
information about individual buyers, buying groups or agents, and may only have
information regarding potentially profitable transaction events defined by at least
one of the following: existing market for goods or services, targeted projected
market for new goods or services, or those ‘consumers or buyers who currently
engage in transactions with the provider. Transactions are the result of customer
profiling, a form of recognizable pattern analysis for commerce.

Transactions conducted electronically, often in an online environment taking
advantage of networks, such as the Internet and/or World Wide Web “WWW”),
form an increasingly-important subset of transactions. Most obviously, retail sales
transactions in which individual customers purchase goods or services from a central
web server using a WWW connection have become a prominent form of electronic

transactions, though such transactions are by no means the only or even necessarily

- the predominant category of electronic transactions.

Electronic transactions pose special challenges for transaction parties. Some
of these challenges relate to the difficulty of providing to a prospective acquirer
(e.g., a purchaser) of goods or services full, -accurate, and verifiable information
regarding the nature,.value, authenticity, and other suitability-related characteristics

of the product in question. This is true in part, for instance, because the customer
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cannot necessarily handle, sample, or evaluate at first hand the goods or services in

question in an online transaction to the same extent to which he could evaluate them

‘in an in-person transaction. It may also be true because of the fear of counterfeit,

defective, or otherwise unsuitable products that may be viewed as more easily
“passed off” (assuming a certain non-zero incidence of deceit and/or inadequate
suitability verification among suppliers of products) in an electronic transaction than
in an in-person transaction.

Further challenges in online transactions revolve around the serious concerns
regarding security of such transactions. Such security-related concerns arise from
the inherently-vulnerable nature of distributed public networks such as the internet,
in which transaction parties cannot necessarily determine the path by which data
travelling to and from them will take. Nor is it always possible to determine the
identity of another transaction party, or to ensure that such other transaction party
will take adequate precautions with sensitive data (for instance, data related to the
identity or financial details (e.g., credit card nﬁmber) of the first transaction party)
transmitted during the course of proposing, evaluating, negotiating, execuﬁng, or
fulfilling a transaction. Thus, concerns are raised about interception, inadequate
safeguarding, or other unauthorized or inappropriate use of data generated or
transmitted between transaction parties. Such concerns have raised the berceived
need for security technologies adaptable for online transéctions. Generically, these
technologies have included encryption, scrambling, digital watermarking, and like
methods of protecting transaction-related data.

Two conventional techniques for providing confidentiality and/or
authentication currently in use involve reciprocal and non-reciprocal encrypting.
Both systems use non-secret algorithms to provide encryption and decryption, and
keys that are used by the algorithm.

In reciprocal algorithm systems, such as DES, the same key and algorithm is
used to encrypt and debrypt a message. To assure confidentiality and authenticity,
the kéy is preferably known only to the sending and receiving computers, and were
traditionaily provided to the systems by “secure” communication, such as courier.

In non-reciprocal systems, such as those described in U.S. Patent 4,218,582,

a first party to a communication generates a numerical sequence and uses-that -
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sequence to generate non-reciprocal and different encrypting and decrypting keys.
The encrypting key is then transferred to a second party in a non-secure
communication. The second party uses the encrypting key (called a public key

“ because it is no longer secure) to encrypt a message that can only be de-crypted by

the decrypting key retained by the first party. The key generation algorithm is
arranged such that the decrypting key cannot be derived from the public encrypting
key. Similar methods are known for using non-reciprocal keys for authentication of
a transmission. 'In the present invention, the non-secure “public” key is used to a
message that has been encrypted ﬁsing a secure “private” key known only to the
originating party. In this Amethod the receiving party has assurance that the
origination of the message is the party who has supplied the “public” decrypting
key. |
SUMMARY OF THE INVENTION

Thus, a need has arisen for a system and method for enhancing trust on the

part of participants in transaction. This may be with respect to all aspects of the
transaction as to which trust may be an influential factor (or, viewed negatively, in
which the lack of trust may be a potential bottleneck prohibiting consummation of
the transaction, or of a more-optimal transaction, or of a series of transactions in a
mutually-beneficial transactional relationship).

A need has also arisen for trust enhancement for transactions in connection
with sophisticated security, scrambling, and encryption technology, for instance that
provided by steganographic encryption, authentication, and security means.

A need has also arisen to provide these technologies in an integrated method
and system, optimally requiring comparatively little processing resources so as to
maximize its usefulness and minimize its coét. A

The present invention represents a bridge between mathematically
determinable security and analog or human measures of trust. These measures are
typically perceptible or perceptual when evaluating value-added information.
Additionally, a higher level of transparency between parties is assured, because
information flow is recognizable and controllable by transacting parties at will.

Accofding to one embodiment of the present invention, a method for trusted
transactions is provided. The method includes the steps of (1) establishing an
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agreement to exchange digitally-sampled information between a first and a second
party; (2) exchanging the digitally-sampled information between the first and the
second party; and (3) approving the digitally-sampled. The digitally-sampled
information may be approved with an approval element, for example, a
predetermined key, a predetermined message, or a predetermined cipher. The step
of approving the digital information may include authorizing the digital information
with the apprqw)al element, verifying the digital information with the approval
element, or authenticating the digital information with the approval element. The
predetermined cipher may be a steganographic cipher or a cryptographic cipher.

According to -another embodiment of the present invention, a method for

" conducting a trusted transaction between two parties that have agreed to transact is

provided. The method includes the steps of (1) establishing a secure transmission
channel between the.two parties; (2) verifying an identity of at least one of the
parties; (3) determining an amount of value-added information to be exchanged
between the parties; (4) verifying the agreement to transact; and (5) transmitting the
value-added information. The value-added information may include value-adding
components.

According to another embodiment of the present invention, a method for
conducting at least one trusted transaction between two parties is provided. The
method includes the steps of (1) authenticating the parties; (2) agreeing to a security
of a transmission channel; (3) exchanging secondary value-added infonﬁaﬁon; 4)
determining at least one term for a primary value-added information exchange; and
4) facilitating payment for the transaction based on the terms.

According to another embodiment of the present invention, a method for
conducting a trusted transaction between two parties is provided. The method
includes the steps of (1) establishing a steganographic cipher; (2) exchanging -
secondary value-added information between the parties; (3) agreeing to terms for the
exchange of primary value-added information; and (4) facilitating payment for the
transaction.

According to another embodiment of the present invention, a method for

- conducting a trusted transaction between parties is provided. The method includes

the steps of (1) identifying a unique identification for each of the parties, a unique
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identification of the transaction, a unique identification of value-édded information
to be transacted, or a unique identification of a value-adding component; (2)
applying a steganographic cipher; and (3) verifying an agreement to transact
between the parties. Once the parties are identified by the unique identification,
transaction identification, or the unique identification of the value-added
information, secondary terms and conditions may be offered for acceptance. The
transaction may take several additional steps and may include additional value-
adding components to reach a legal agreement.

The agreement may éause a secondary term to be enabled for one of the
parties. - For example, the agreement may be related to the ability to choose
ownership in the seller instead of some beneﬁt in price, service or selection. This
ownership may be priced according to traditional options pricing methodologies.
Essentially the “discount” in cash value terms, may be the opﬁon price. So if there
isa price, selection or service that can be equated to some cash equivalent amount,
that amount can be used by the buyer as a right, but not obligation to purchase equity
in the seller. Alternatively, the cash eéuivalent may have a direct equivalence in
equity prices.

According to another embodiment of the present invention, a method for bi-
directionally exchanging value-added information between parties is provided. The
method includes the steps of (1) associating a plurality of unique identifiers with the
value-added information, the value-added information including a digital watermirk,
a file header, a file attachment, and/or a file wrapper; (2) associating each of the
parties with unique identifiers, the unique idéntiﬁers including a digital watermark, a
file header, a file attaéhment, and/or a file wrapper; and (3) exchanging value-added
information between the parties.

According to another embodiment of the present invention, a method for
exchanging value-added information between parties is provided. The method
includes the steps of (1) providing a data transmission means; (2) verifying the
parties to the transaction; (3) negotiating a term. such as a price, a service, and/or a
selection; and (4) binding the term to the information using a digital watermark, a
file header, metadata, and/or a file wrapper. The bound transaction terms may.

include value-added information.
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According to another embodiment of the present invention, a method for
trusted transactions is provided. The method includes the steps of (1) receiving data
to be processed; (2) determining a structure of the data; (3) determining if the data is
authentic; and (4) determining an associated usage of the data based on the data
structure and the authenticity of the data.

According to another embodiment of the present invention, a method for
secure transaction is provided. The method includes the steps of (1) receiving a
request to process a transaction; (2) uniquely identifying the source of the request;
(3) uniquely identifying at least one term of the request; and (4) storing
identification information for transaction negotiation.

According to another embodiment of the present invention, a method for the
facilitation of the exchange of information data between at least a first party and a
second party is provided. The method includes the steps of (1) receiving a rule
governing information data from a first pafty, (2) receiving a request for the
information data from a second party; (3) matching the predetermined rule with the
request; and (4) uniquely identifying the information data and the first and second
parties. The information data may include unstructured data or structured data.

According to another embodiment of the present invention, a method for the
management of rights is provided. The method includes the steps of (1) receiving
information; (2) determining whether the information is structured information or
unstructured information; (3) identifying the information with a steganographic
cipher; (4) authenticating the information with a digital signature or a digital
watermark ch‘eck;A and (5) associating the identification and authentication results
with a predetermined record, a predetermined rule, or a predetermined function.

According to another embodiment of the present invention, a method for risk
management is provided. The method includes the steps of (1) receiving
information; (2) determining whether the information is structured or unstructured;
(3) identifying information with a predetermined ciphered key; (4) authenticating
information with a digital signature, a digital watermark check, or a predetermined
ciphered key; (5) associating identification and authentication results with a
predetermined rule; and (6) limiting access based on a predetermined exposure of a

decision maker.
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According to another embodiment of the present invention, a method for
securely exchanging information data between parties is provided. The method
includes the steps of (1) creating a privaie key; (2) deriving a corresponding public
key corresponding to the information data sought and at least one of (2) verifiable
data associated with different versions of the information data, (b) verifiable data
associated with a transmitting device, and (c) verifiable data associated with an
identity of the party seeking the information data; (3) establishing a set of one time
signatures relating to the information data; (4) establishing a hierarchy of access to
the set of one time signatures; (5) creating a public key signature, the public key
signature being verifiable with the public key, including the hierarchy of access to
the set of one time signatures; (6) providing the information to a certification
authority for veﬁﬁcaﬁon; and (7) verifying the one time signature and the hierarchy
of access to enable transfer of predetermined data.

According to another embodiment of the present invention, a method for
authenticating an exchange of a plurality of sets of information data between parties
is provided. The method includes the steps of (1) creating a plurality of hierarchical
classes based on a perceptual quality of the information data; (2) assigning each set
of information data to a corresponding hierarchical class; (3) defining access to each
hierarchical classes and to each set of information data based on at least one
recognizable feature of the information data to be exchanged; (4) predetermining
access to the sets of information data by perceptually-based quality determinations;
(5) establishing at least one connection between the exchanging parties; (6)
perceptually recognizing at least one of the sets of information data dependent on
user provided value-added information data; and (7) enabling a trusted transaction
based on veriﬁéatioﬁ, and associated access, governing at least one of a set of
information data sets.

According to another embodiment of the present invention, a method for
authenticating the exchange of perceptual information data between parties over a
networked system is provided. The method incl'udes the steps of (1) creating a
plurality of hierarchical classes based on a perceptual quality of the information
data; (2) assigning each set of information data to a corresponding hierarchical class;

(3) defining access to each hierarchical classes and to each set of information data
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based on at least one recognizable feature of the information data to be exchanged;
(4) perceptually recognizing at least one of the sets of information data dependent on
user provided value-added information data; (5) enabling a trusted transaction of the
information data based on verification of means of payment, and associated access,
governing at least one copy of the information data sought; (6) associating the
transaction event with the information data prior to transmission of the information
data; and (7) transmitting and confirming delivery of the information data

According to another embodiment of the present invention, a device for
coﬁducting a trusted transaction between parties who have agreed to transact is
provided. The device includes means for uniquely identifying unique identification
information, such as a unique identification of one of the parties, a unique
identification of the transaction, a unique identification of value-added information -
to be transacted, or a unique identification of a value-adding component; a
steganographic cipher; and a means for verifying an agreement to transact between
the parties.

According to another embodiment of the present invention, a device for

“conducting a trusted transaction between parties who have agreed to transact is

provided. The device includes means for uniquely identifying unique identification
information such as a unique identification of one of the parties, a unique
identification of the transaction, a unique identification of value-added information
to be transacted, or a unique identification of a value-adding component; and means
for enabling a subsequent mutually agreed to at least one term.

According to another embodiment of the present invention, a device for
conducting trusted transactions between parties us provided. The device includes a
steganographic cipher; a controller for receiving input data or outputting output data;
and an input/output connection. The device may have a unique identification code.

According to another embodiment of the present invention, a trusted
transaction device for transmitting authentic value-added information data between
parties is provided. The device includes a display; a unique identifier; means for
ciphering information that is input and output; means for interacting with other

similarly functional devices; and means for storing or retrieving value-added

.information and a value-adding component.
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According to another embodiment of the present-invention, a device for
securely exchanging information data is provided. The device includes means for
creating a private key by the party seeking information; means for deriving a
corresponding public key based on the predetermined data and verifiable data
associated with different versions of the information, verifiable data associated with
a transmitting device, or verifiable data associated with the identity of the party
seeking information; means for creating a set of one-time signatures relating to the
predetermined data; means for validating a predetermined hierarchy of access of the
set of one-time signatures; means for creating a public key signature, verifiable with
the public key, including the access hierarchy of one time signatures; means for
securely transacting predetermined data by providing information relating to a
proposed transaction; and means for verifying the one time signature and the A
hierarchy of access to enable transfer of predetermined data.

According to one embodiment of the present invention, a system for the
secure exchange of predetermined, verifiable information data between parties is
provided. The system includes at least one condition for the use of the information;
means for differentiating between predetermined information and other seemingly
identical informétion based on an authentication protocol; means for associating
authenticity of verifiable information data with at least one condition for use; a
storage unit for storing the predetermined, verifiable information; and means for
communicating with the predetermined, verifiable information storage.

According to one embodiment of the present invention, a system for the
exchange of information is provided. The system includes at least one sender; at
least a receiver; a verifiable message; and a verification of the message by at least
one of the senders and the receivers. A verification of the message may enable a
decision over receiving additional related information.

According to one embodiment of the present invention, a system for
computer based decision protocol is provided. The system includes a means for
identifying between structured and unstructured information; a means for
authenticating structured information; and a means for enabling a decision rule

based on the identity and authenticity of the information.
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According to one embodiment of the present invention, a system for
computer-based decision protocol is proﬁded. The system includes means for
identifying between structured and unstructured information; means for-identifying
structured information; and means for enabling a predetermined decision rule based
on the identity of the information. | o
BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present invention, the objects and
advantages thereof, reference is now made to the following descriptions taken in
connection with the accompahying drawings in which:

Fig. 1 is a block diagram of a system for trusted transactions according to
one embodiment of the present invention; »

Fig. 2 is a schematic of a local content server environment according to one
embodiment of the present invention;

" Fig. 3 is a flowchart depicting an example of an authentication according to
one embodiment of the present invention;

Fig. 4 is a flowchart depicting an example of content flow according to one

. embodiment of the present invention;

Fig. 5 is a flowchart depicting an example of content flow according to one
embodiment of the present invention; |

Fig. 6 is a flowchart depicting an example of content flow according to one
embodiment of the present invention; ’

Fig. 7 is a flowchart depicting an example of content flow according to one
embodiment of the present invention;

Fig. 8 is a flowchart depicting an example of content flow according to one
embodiment of the present invention;

Fig. 9 is a flowchart of a method for trusted transactions accordmg to one
embodiment of the present invention;

Fig. 10 depicts a device for trusted transactions according to one
embodiment of the present invention.

Fig. 11 is a block diagram 6f a person information device according to one

embodiment of the present invention;
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Fig. 12 is a block diagram of an authentication device according to one
embodiment of the present invention; and

Fig. 13 is a flowchart depicting an authentication process according to one
embodiment of the present invention. '

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

In order to assist in the understanding of the present invention, the following
definitions are provided and are intended to supplement the ordinary and customary
meaning of the terms:

Authentication: A receiver of a “message” (embedded or otherwise within
the value-added information) preferably is able to ascertain the origin of the message
(or by effects, the origin of the carrier within which the message is stored). An
intruder preferably cannot successfully represent someone else. Additional
functionality, such as message authentication codes, may be incorporated (é one-
way hash function with a secret key) to ensure limited verification or subsequent
processing of value-added data. '

Authorization: A term which is used broadly to cover the acts of conveying
official sanction, permitting access .or granting legal power to an entity.

Encryption: Encryption is a method of securitizing data. For example,
encryption may be data scrambling using keys. For value-added or information rich
data with content characteristics, encryption is typically slow or inefficient because
content file sizes tend to be geherally large. Encrypted data is sometimes referred to
as “ciphertext.”

High Quality: A transfer path into the LCS Domain that allows digital
content of any quality level to pass unaltered. “High Quality” can also mean
unfettered access to all VACs.

Local Content Server (LCS): A device or software application that can
securely store a collection of value-added digital information, such: as entertainment
media. The LCS has a unique ID.

LCS Domain: A secure medium or area where digital content can be stored,
with an accompanying rule system for transfer into and out of itself.

‘ Low Quality: A transfer path into the LCS Domain that degrades the digital

content to a sub-reference level. In an audio implementation, this might be defined
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as below CD Quality. Low Quality can also mean no VACs are allowed in to the
system.

One way hash function: One-way hash functions are known in the art. A
hash function is a function which converts an input into an output, which is usually a
fixed-sized output. For example, a simple hash function may be a function which
accepts a digital stream of bytes and returns a'byte consisting of the XOR function
of all of the bytes in the digital stream of input data Roughly speaking, the hash
function may be used to generate a “fingerprint” for the input data. The hash
function need not be chosen based on the characteristics of the input. Moreover, the

output produced by the hash function (i.e., the “hash’) need not be secret, because in

most instances it is not computationally feasible to reconstruct ‘the input which

yielded the hash. This is especially true for a “one-way” hash function--one that can
be used to generate a hash value for a given input string, but which hash cannot be
used (at least, not without great effort) to create an input string that could generate
the same hash value. | :

Read-Only Media: A mass storage device that can only be written once
(e.g., CD-ROM, CD-R, DVD, DVD-R, etc.) Note: pre-recorded music, video, game
software, or images, etc. are all “read only” media.

Re-writable Media: An mass storage device that can be rewritten (e.g., hard
drive, CD-RW, Zip cartridge, M-O drive, etc.).

_ Satellite Unit: A portable medium or device that can accept secure digital
content from a LCS through a physical, local connection and that can either play or
make playable the digital content. The satellite unit may have other functionality as
it relates to manipulating the content, such as recording. The satellite unit has a
Unique ID.

Scrambling: For digitally-sampled data, scrambling refers to manipulations
of the data. Value-added or information rich data may be manipulated at the

_ inherent granularity of the file format, essentially through the use of a transfer

function. The manipulations are as_sociated with a key, which may be made
cryptographically secure or broken into key pairs. The manipulation may be
associated with a predetermined key, which may be made cryptographically secure

or made into asymmetric key pairs. Scrambling is efficient for larger media files
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and can be used to provide content in less than commercially viable or referenced
quality levels. Scrambling is not as secure as encryption for these applications, but
provides more fitting manipulation of media rich content in the context of secured
distribution. Scrambled data is also called “ciphertext” for the purposes of this
invention.

Encryption generally acts on the data as a whole, whereas scrambling is
applied often to a particular subset of the data concerned with the granularity of the
data, for instance the file formatting. The result is that a smaller amount of data is
“encoded” or “processed” versus strict encryption, where all of the data is “encoded”
or “processed.” By way of example, a cable TV signal can be scrambled by altering
the signal which provides for horizontal and vertical tracking, which would alter
only a subset of the data, but not all of the data—which is why the audio signal is
often untouched. Encryption, however, generally alters the data such that no
recognizable signal would be perceptually appreciated. Further, the scrambled data
can be compared with the unscrambled data to yield the scrambling key. The
difference with encryption is that the ciphertext is not completely random, that is,
the scrambled data is still perceptible albeit in a lessened quality. Unlike
watermarking, which maps a change to the data set, scrambling is a transfer function
which does not alter or modify the data set.

Secure Electronic Content Distributor (SECD): An entity that can validate a
transaction with a LCS, process a payment, and deliver digital content securely to a
LCS. This may be referred to as a “certification authority.” SECDs may have
differing arrangements with consumers and providers of value-added information or
other parties that may conduct transactions, such as business to business
relationships. The level of trust place into an SECD can be dynamically adjusted as
transactions Warrant or parties agree. ,

Standard Quality: A transfer path into the LCS Domain that maintains the
digital content at a predetermined reference level or degrades the content if it is at a
higher quality level. In an audio implementation, this might be defined as Red Book
CD Quality. Standard Quality may also refer to a particular set of VACs that are
allowed into the system. ' '
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Unique Identification, or Unique ID: A Unique ID is created for a particular
transaction and is unique to that transaction (roughly analogous to a human
fingerprint). One way to generate a Unique ID is with a‘ one-way hash function.
Another way is by incorporating the hash result with a message into a signing
algorithm will create a signature scheme. For example, the hash result may be
concatenated to the digitized, value-added information which is the subject of a
transaction. Additional uniqueness may be observed in a hardware device so as to
differentiate that device, which may be used in a plurality of transactions, from other
similar devices.

Value-Adding Component (VAC): An attachment to the content that

enhances the user’s experience of the content. VACs may be metadata, headers,

usage rules, etc. For music,'some examples are: album art, lyrics, promotional
material, specialized playback instructions. For other embodiments, the value-
adding component m;ay relate to the consumer’s personal information, preferences,
payment options, membership, or expectations over a transaction.

The agglomeration of value-adding components is “value-added
information.” In the aggregate, value creation on an informational level can be
observed and measured.

Value-added Information: Value-added information is generally

differentiated from non-commoditized information in terms of its marketability or
demand, which can vary, obviously, from each market that is created for the
information. By way of example, information in the abstract has no value until a
market is created for the information (i.e., the information becomes a commodity).
The same information can be packaged in many different forms, each of which may
have different values. Because information is easily digitized, one way to package
the “same” information differently is by different levels of fidelity and discreteness.
Value is typically bounded by context and consideration.

Verification: Called “integrity,” in cryptography, an intruder preferably
cannot substitute false messages for legitimate ones; fhe receiver of the message
(embedded or otherwise within the value-added information) preferably is assured
that the message (or by effects, the origin of the carrier within which the message is

stored) that the message was not modified or altered in transit.
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Note: The above definitions may be interchanged in different embodiments
of the present invention and serve as parameters in breaking down value-added
information exchange and trusted transactions. '

~ Embodiments of the present invention and their technical advantages may be
better understood by referring to Figs. 1 through 13, like numerals referring to like
and corresponding parts of the various drawings.

» Increasingly, a premium is being placed on both recognition and trust. These
intangible elements are both expensive to create and to maintain given the ever-
decreasing amount of human contact during transactions. To the extent that many
transactions are now possible without any human contact, the present invention is a
unique improvement over the art in enabling bi-directional authentication of
information between parties to enable “trusted transactions” between those parties

For anonymous market exchanges, transparency and data integrity, as well as
confidence, serve to promote confidence and growth in product, goods and service
offerings. Perception is an ei(pensive trigger to trusted transactions reinforced by the
éxperience of market participants.

Confidence as well as experience enable trust: in an anonymous marketplace,
it is desirable for the authenticity of value-added information and value-added
components to be made more transparent and independently verifiable by all
concerned parties. Transparency is valued in education and experience.

A purchase decision between a buyer and a seller is equivalent to the
temporal establishment of a mutually agreed “abstraction of value” in the
information sought or exchanged, which may be represented in both tangible and
intangible forms. Perception is the natural limit of “fair pricing,” and drives value
determination of a particular good or service. Perception may be structured by
context, history, and/or condition. The “value” of a particular transaction has an
intrinsic meaning (financial, eéonomic, legal, political, social, statistical or actuarial
meaning), temporally (at the instant of the transaction), for both the buyer and seller
(reached an agreement including offer acceptance and consideration), with any
inclusive terms and conditions (hereinafter, “terms™) governing the transacﬁén
(price, credit terms, delivery options, and other parameters concerning the good or

service with respect to which the transaction takes place). As a result of such trusted
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transactions, the parties gain confidence. Even parties who may be anonymous
benefit from the contemplated improvements over the art.

Referring to Fig. 1, a block diagram of a system for trusted transactions is
provided. System 100 includes trusted transaction engine 102, which interacts with
a plurality of parties 104. Each party 104 has a unique identity 106. _

Value-added information 108, as defined above, includes both intrinsic value
112 and nonintrinsic value 114. A vendor (who may be a party 104) may decide
what information has value (i.e., should be considered to have intrinsic value or not), .
and this decision may be made on a per transaction basis.

| The present invention may provide advantages to all parties involved,
including pricing flexibility, a reduction (or optimization) of transaction costs, a
recognition of value-adding components, and the ability to provide provable security
and trust among parties. Each will be discussed in greater detail, below.
1. Pricing flexibility for parties

Because buyers and sellers have complementary but competitive goals in
consummating a transaction, variable pricing in the present invention is supported
without any detrimental affect on the potential relationship between the buyer and
the seller, or their agents. Known systems depend primarily on securing payment;
payment alone, however, does not ensure the buyer and the seller of lasting
protection of their fespective “intangible assets,” especially those that are
increasingly based on value-adding information (e.g., trademarks, copyright, patents,
credit history, health condition, etc.). The buyer fears identity theft (“first party,” or
“sentimental” piracy), while the seller fears piracy of valuable information assets
(“third party,” or .“positional" piracy). The separation of authentication of
perceptually-represented goods and services and value-adding information, from
payment security, is an important novel feature of the present invention.

Known systems specify a number of methods for ensuring “security.”
However, the primary feature of these approaches is access control based solely on
proof that a purchase has been completed. This means that if a purchase can be
enabled only by determinations that a transaction was successful, the ability to entice
more transactions or otherwise increase the development of maintainable trusted

transactions is undermined. Simply, the fact that a purchase was completed does not
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mean that a trusted transaction has, in fact, been enabled. No provision for
establishing a trusted relationship between the buyer and the seller takes place
absent some authenticable exchange of additional value-adding information. The
present invention increases the likelihood of a successful trusted transaction and
extends beyonﬁ the ability to pay (assuming no “identity theft” has occurred). The
present invention provides additional means for verifiable information exchange that
enhance the experience of the buyer and the seller in seeking trusted transactions.

- Because many manufactured goods are likely to have similar costs from a

" strict manufacturing standpoint, the value-added service, or services, that are

provided to the buyer are likely to encourage additional opportunities for trusted
transaction. The seller can benefit by leveraging a single purchase ihto a profitable
relationship. Even distribution costs may be commoditized for all similar tangible
goods. A series of non-contiguous or non-temporal transactions alone would
constitute a profitable relationship if the buyer is satisfied and the seller is profiting.
That pricing, and its terms, may be va;ried dynamically or supported flexibly (based
on information exchange at the time or leading to a transaction), is another
improvement over the art. The incorporation of micropayments becomes more
feasible as the cost of trust has been reduced and thus smaller discrete increments of
monetary consideration are easier to suppdrt to the benefit of buyers and sellers
seeking higher. granularity or discreteness over the information or tangible goods
they transact. Simply put, identification and authentication of specific information
and value-added components is inherently important to further segmentation of units
of payment (e.g., micropayments). Micropayments may be interbreted as a value-
added component in facilitating transactions.

Pricing niay also be bi-directional and asymmetric, and is preferably
determined by the seller in order to define “profitability.” Some sellers may choose
to maintain fixed pricing for their goods or services, but may incorporate variable
pricing in the value-added component. For instance, while the price of a given good
or service may be fixed, the value-added component may be the terms of the pricing
as it effects the buyer. The seller may also entice the buyer to provide demographic
value-added components, or related data, which has intrinsic, sentimental value to

the buyer. To the seller, the pattern, or structure, of demographic datum serves as a
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valuable filter in which to position its offerings. Simply put, while barter is
relatively inefficient, cash, being anonymous, may not reveal enough information to
provide an incentive for the seller to vary credit terms or offer a greater variety of
goods and services, even if there is a single underlying value-added information
good (the seller can still offer perceptually similar but nonequivalent versions of the
information without threatening secure, higher quality, limited, or more expensive
versions). _

The ability to offer both secure and unsecure, or legacy, versions of the same
information based on a mutual disclosure and mutual understanding of both the
buyer and the seller is particularly novel in the art. Moreover, privacy can be
enhanced and new, unproven and yet unsecure information can be offered without -
jeopardizing the security of any pre-existing primary value-added information
whether it be music, images, currency, electronic documents, chip designs, source
code, legacy versions, prior art, etc.

The period of payment, like the discreteness of the actual payment, interest
rate relating to a payment period, -gface periods, early payment benefits, variable
interest rate based on the seller’s ability to assess the credit risk/worthiness of the
buyer or its agent, etc. is an element or component (a value-added component) that
may be changed to affect a transaction. Making these components more transparent
to buyers improves the opportunity for enhancing and maintaining trust. It also
enables buyers and sellers to make mutually beneficial decisions based on
transparent, verifiable information or value-added components. Moreover, buyer-
driven pricing, as with Dutch auctions, or market-based pricing, are not possible
without compromising the access-based security in known systems. With the
present invention, goods and services are better able to realize full market value
because access to the good or service is not restricted (such as with new music or
new endeavors by “unknown” or “unrecognized” artists, designers, creators or

engineers). The market panicipanté are better able to assess the good or service in

- question, and/or the related value-adding information/component, when experience

and information sharing is encouraged. The prior art is restrictive by necessity in
information sharing precisely because security cannot be maintained by prior art

systems with such open access to information.
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For goods or services that are difficult to value (e.g., media content, legal
advice, design, non-commodity items, etc.) and decision-intensive, pricing becomes
a barrier to entry in a marketplace that puts a premium on récognition. I-iighly
recognized artists, lawyers, designers, retailers, etc. have a competitive advantage
over their unrecognized competitors. One approach to gaining recognition is freely
distributing or providing goods or services. Ultimately, the seller still needs to profit
from this initial positioning to the extent that financing of operations is available (the
seller can stay in business as long as investors or ﬁnancing is available to enable
such operations). The same goods or services may be offered in a “tiered” manner,
which relates to the purchase price or to the quality of the underlying good or service
to be exchanged. Examples of this include providing music in MP3 quality audio
instead of CD quality; providing 10 hours of customer support instead of charging
per hour; charging service charges instead of free checking‘or ATM access; charging
a price per bit or bandwidth; etc.

Segmenting also plays a role in the “freshness” or “newness” of the
information good or service. Live concerts or lectures may be worth more to the
buyer than pre-recorded versions offered later or separately. The performer or
creator of the information to be performed, or conveyed live, can only be at one
place at a time, and may be a premium for that time. Live broadcasts may similérly
have a higher value. Physical advice may be worth more than printed literature to
the buyer as well. These dynamics create an impetus for flexible and dynamic
pricing that does not undercut the security of the overall “trusted transaction”
methods and systems envisioned in the present invention.

In known systems, legacy information, relationships, etc. systemically
undermine the ability to ensure a “trusted system.” The Buyer and the seller in the
art have no means for differentiating between the secure and unsecure versions of a
good, service, or value-adding component. The present invention provides such
protocols by incorporating additional bits of data, which do not necessarily represent
added data, but imperceptibly replace data with identifying or authenticating data,
enabling market participants to determine whether a value-added information
“package” is secure. This also enables uniqueness of information packages to be

consistently created and checked or maintained for later reference. The prior art
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relies on the denial of access or access restriction, a clear disadvantage in increasing
the availability of value-added information. With trusted transactions market
participants are able to verify, identify, and price information and then decide which
versions are appropriate for a given or existing demand. }

Pricing may be better understood if the cost or time of computation is ‘
measured as a tangible asset. ‘Similarly, the natural limit to theft of tangible assets
has always been in the cost of the tangible assets. As information can increasingly
be traded for value in excess of the cost of its storage or transmission, pricing
becomes less tangible and more subjective. Delivery of information accurately and
quickly becomes a valued service. Measuring such value is based on the same
principles that allow cost estimates of the delivery of fixed weight parcel packages.
The existence of hackers indicates a lowered economic barrier to entry for
informational crime, including identity theft and piracy. Dissemination of bixiary
code, which is similarly detrimental, at little or no cost to the originator of the
valuable information, introduces novel concepts to the approaches of information
pricing. Tangible goods become substitutes for cash payment.

An example of pricing based on effort is illustrated by a watchmaker who
takes six months to finish a watch that he prices at $70,000. This includes a
“reasonable” profit and the cost of materials. The buyer is a watch fanatic and earns
$140,000 a year. The exchange of a tangible good that has intrinsic value, which is
converted into monetary terms for negotiation, as agreed by the parties in the
exchange, becomes more prominent if information concerning value is transparent
or fluid for all market participants. Transparency is inherently favored by markets
seeking to appropriately price goods or services based on all available information at
the moment of pricing. Conversely, risk can be priced based on the financial context
or structure of an organization. Those who .earn $20,000 should have to have
confirmation by others with additional financial or fiduciary responsibilities before
validating or approving transactions that exceed an individual’s earnings for the
period in question. At any time responsibility can be linked to authority, as a pricing
mechanism for decisions concerning similar amounts of monetary consideration.
With pricing mechanisms and use rules, trusted transactions offer flexible pricing

not possible with current systems.
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Value-adding components, which may include pricing, is preferably viewed
as a separate and distinct means for the buyer and the seller to separate information
that may or may not be essential to any given transaction and may also be viewed as
nonessential unless both parties can stipulate such information exchange. This is
invaluable as multiple channel distribution of the “same” goods (e.g., download
music over the Internet versus purchasing a CD from a store) or services (obtaining
a mortgage online versus processing physical loan documents) can be offered by the
seller. Determinations of which channel, or channels, are profitable requires
verification of unsecure and secure versions of these “same” goods.

Value-adding components may also include an offer, an acceptance, a bid, a
purchase, and a sale of a securities instrument, including an option, a warrant, or
equity.

Security is inherently intended for the party seeking value or authentication

~over the information or transaction and conversely protecting sentimental

information or identity from being stolen or defrauded. For the long term, buyers
are able to differentiate that personal information value-added components are
appropriate for dissemination to a seller to affect a transaction, or to get better terms.
Either the buyer or the seller, or both, are better able to determine that transactions
or relationships are favorable on a transaction to transaction basis, and thus
“transact” accordingly.

Pricing of the value-added information may include a value-adding
component relating to the present value of recognition/non-cash equivalent
cost/service that is handled in a separate negotiation or transaction, or a subsequent
negotiation or transaction ‘

The present invention may include limits of liability, or may consider the
time value of money when determining a limit of liability threshold. The present
invention may enable rules/access/authorization based on the result of that operation.
In one embodiment, an actuarial estimate of liability (future time) or cost (present
time) may serve as a rule for enabling another rule.

2. Reduction or optimization of transaction costs
In instances where the buyer and the seller, or their agents, seek to transact

products or services that include value-added information, the seller generally seeks

i
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to maximize profit, but may forego profit in the short term to ensure recognition or
market share in the short term. The buyer seeks “satisfaction,” which is dependent
on one or more of the following product/service determinants: 1) price; 2) service;
and 3) selection. These determinants may be quantitatively or qualitatively assessed
and may be based on available bandwidth, time of transaction, and transaction event
conditions.

A priori, the buyer may not recognize the seller. In an information economy,
such events are not a disincentive to pursuing a trusted transaction, but instead
present market opportunities for valuing, authenticating, and verifying information
(all may be value-added components) concerming potential transactions are
inefficient. Conversely, the seller may not have enough information about the buyer
to determine what type of potential transaction can be enabled, based on the buyer"s'
ability to purchase now, or at any point in the future. The seller may be inclined to
make a sale with the buyer (or the buyer’s agents) with or without confidence that
the initial transaction will lead to further transactions or trusted relationships that are
profitable for the seller. The seller may use purchasing options (e.g., barter, cash or
its equivalent, or credit) to enable a purchase by the buyér. According to one
embodiment of the present invention, because value-adding information and its
components may be bi-directional, both the buyer and the seller may chose to
negotiate the transaction, including variable terms for payment, as one form of
value-added component or service and support for the information to be transacted.

Transactions, as defined by a purchase event (payment can be preliminarily
assured), may happen before or after the buyer and the seller have “agreed” to
transact. When the seller requires value-adding components/information about the
buyer before entering the transaction, the seller generally has higher risks than the
buyer, which may affect its profitability. Where there is a high risk for piracy, such
as the digital copy problem (that can render individual copies of value-added
information worthless), the seller may not be able to establish trust with an unknown
buyer. The seller is not assured of any potential profitable transactions or long-term
relationship with the buyer, which poses a significant risk to the seller if the buyer

pirates information goods or services. A lack of dynamic authentication, even in
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real time, at least initially, and adjusted as needs arise over time, and flexibility in
negotiable terms, may cause the seller’s assets to be economically undervalued.

Conversely, in those events where the buyer requires value-adding
components/information about the seller in advance of entering a transaction, the
buyer generally has higher risks than the seller with regard to its ability to enter into
transactions. “Identity theft” is an example of a risk that is higher for the buyer than
the seller in these types of transactions. Additional transactions include on-line
brokering, auctions, searches, 'bots, webcrawlers, recogﬁition, and determination of
goods or services absent proof of privacy guarantees. This applies to
noncommercial inforfnation as well (e.g. the FDIC logo, currency, driver’s license,
etc.) , ‘

The establishment of mutual trust may be asymmetric depending on the risk
pfoﬁle of the buyer and the seller. Risk/reward tradeoffs are implicit to some
transactions, while the time required to establish a trusted transaction or eventual
profitable relationship may not be contiguous. In many on-line transactions, the per
transaction risk is generally higher to the buyer, who may suffer fraud and may need
to be more diligent about what value-adding information it chooses to exchange in
the interests of enabling a trusted transaction. It fs true, however, that in business to
business transactions (“B2B”), or in financial information exchange, the relative
risks to each party are relatively equivalent, and requiring a more symmetric
exchange of value-adding coniponents relating to verification and purchasing power
(in the form of barter, cash, cash equivalents or financing that would also constitute
value-adding compoﬁents) is not as necessary. Reducing the cost of creating and
maintaining trust is an advantage of the present invention over known systems.

3. “Reintermediation”: recognition as a Value-added Component

"~ Asymmetry exists in recognition as well. Where word-of-mouth may
constitute an acceptable means for creating recognition for a particular good or
sei'vice, the buyer and the seller may wish to expand their respective abilities to
capture more of the increasingly available goods and services, or value-adding
information (about themselves, or terms for a trusted transaction). With advertising
and other forms of marketing, the push and pull of value-adding information

between the buyer and the seller also contributes to potential purchase decisions by
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both parties or their agents. The buyer may control certain criteria it seeks, such as
price, selection, and/or service. The sellér, conversely, seeks the highest profits
from a given potential buyer or his agents, which may not be quantifiable from the
first transaction or may not be the primary focus of the seller (such as seeking a
valuable, marquis client). Both the buyer and seller may compare patterns or
structure that, when recognized, help in forming opinions about the history,
condition or context of the information. |

In general, recognition serves to encourage more recognition. The seller will
likely seek trusted transactions in the interests of profitably leveraging the time, cost

and expense of generating the initial exchange of goods and services with the buyer.

~Over the longer term (defined as any additional transactions beyond the initial

transaction), a profitable relationship is sought by the seller. The buyer and the

seller may still maintain flexibility as expectations or needs concerning the

relationship change. The present invention allows for such variability and flexibility
by enabling real time' adjustments to the terms that prevail between market
participants. While terms are conditions are negotiatiable, security of the overall
system is not jeopardized because secure and unsecure versions of the “same” value-
added information and value-added components can be adjusted bi-directionally. In
an information-based transaction, there is value in reintermediation by sellers
seeking to ensure that their information is provably identifiable and verifiable.

The buyer and the seller may seck recognition or use means for increasing
visibility of their réspective interests. The buyer ultimately seeks to satisfy itself
through a trusted transaction preserving private or financial information for select
transactions requiring higher amounts of information exchange or verification (real
time references, “membership reward programs” such as frequent flier airline points,
or financing options that can be dynamically offered, are two incentives to the buyer
and are likely to differentiate vendors, large and small, really or perceptually); the
seller ultimately seéks to profit from the trusted transaction. Recognition of this
potential exchange between the parties is not assumed to be high enough to enable a
transaction, but high enough to create exposure for the buyer or the seller. Trust is
assumed to not be pre-existing, or it may be variable between the buyer and/or the

seller, requiring additional exchanges of value-adding information to enable a
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trusted transaction. The seller, in the extreme, seeks the highest profit for each
transaction. The buyer, in the extreme, seeks the highest satisfaction for each
transaction. As discussed above, both goals are complementary and competitive,
thereby increasing the need for dynamic exchange of value-adding information.
Recognition can enhance the potential for a successful trusted transactions and
serves as a form of abstract experience for both parties to efficiently make decisions.
With experience, value assessments become possible. Abstractions of value become
experience as trusted transactions beget more trusted transactions.

4. Provable security and trust

Trusted transactions are characterized primarily by bridging the gap between
“provable security” and the imprecise nature of trust. Encryption, cryptographic
containers, digital watermarks and other forms of electronic data security can be
mathematically demonstrated -- discrete algoﬁtﬁrns can be designed to meet certain
pre-defined specifications or pre-defined expectations.

Encryption and secure digital watermarking (e.g., steganographic ciphering)
offer tools for determining data integrity, authenticity and confidence. Transactions,
however, still require human decision-making. Known systems describe a number
of approaches for ensuring transactional security based solely on transmission
security and fail to differentiate between what could be called “positional piracy”
(e.g., the fraud or theft of universally recognized goods, products, and services) and
“sentimental piracy” (e.g., the fraud or theft of personal, private or financial
information).'

For the purposes of this disclosure, the extreme case of sentimental piracy is

_identity theft. So long as information can be represented in binary digits (0s and 1s),

and can be easily copied, stored or transferred, identity fraud becomes an
increasingly insidious problem. There is a temporal limit whereby the actual person
is able to “reclaim” their identity at some point in time. The extreme case of
positional piracy is zero returns on an intangible asset that has been pirated. As
well, the present invention offers advantages over known systems for positional
piracy that enable the continuation of legacy business, customer relations and
existing information formats, without sufficiently weakening any overall system

security for trusted transactions. Simply, unlike known systems, access restriction is
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not an adequate or appropriate means for ensuring the security of information data
for a wide variety of applications.

To the extent that “‘security by obscurity” is typically representative of weak
security to those skilled in the art of cryptography, more transparency for parties to a
transaction over security protocols and information transfer are inherently necessary
to ensure trusted transactions. Although information between parties may be
asymmetrically exchanged (i.e., the value-added information or value-adding
components is not equivalent in quality or quantity between parties, such as a
difference in the amount of information exchanged, the identification of the parties,
etc.), the level and degree of authenticity or verification only differs among the
goods, products or services to be transacted, as well as the demands of the market
participants. For the purposes of this disclosure, the value-added information is the -
fundamental good to be transacted between parties, while value-added components
represent an atomic unit of data that is defined as the least amount of data that can
either add functionality or be perceptibly recognized to a system for trusted
transactions. Data may be represented in analog or binary terms in order to establish

uniqueness and assist in identification and authentication. Value-added components

‘'may be added, subtracted, or changed to vary the underlying value-added

. information sought.

Because humans have difficulty remembering passwords, personal
identification numbers (PINs), and the like, dependence on such datum is
increasingly problematic as more anonymous transactions are enabled between
parties over electronic networks, such as the Internet, or between businesses in
private networks. While passwords, or PINs, are commonly thought to be secure,
the ability to check all combinations of numbers or crack passwords becomes less
computationally expensive with increases in both processing speed and availability
of bandwidth. Cost is reduced to the detriment of security if any individual has the
means for high order computation or network-based bandwidth in discovering or
hacking any given secret. Quantum computing speeds up the ability to test and
discover such data at even greater speeds, and presents unique problems to security
systems described in the art. Quantum computing also enables the definition or

predetermination of the physical limitations of communicating or securing
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information. Where difference between binary or digital signal processing and
quantum mechanical limits is higher, better security is enabled. |

Biometrics have been suggested to remedy this problem, but do not offer any
way to create truly cryptographic secrets to be shared between parties. Iris scans,
fingerprints, and the like, are easily stolen because they are easily perceptible to
those seeking to defraud. Once stored electronically, biometrics be stolen for
unauthorized use. Combining a biometric with a digital signature may provide a
means to ensure that a given representation of a fingerprint or iris is fixed,
temporally at the time the certificate is created, but does not prevent dedicated
attacks at determining the fingerprint or iris to be used at some subsequent time.
Real time authentication and verification are improvements envisioned with the
present invention. Assuring that a particular fingerprint, signature or iris “data set”
is that of the intended user, is fundamentally important to embodiments described
herein. This becomes especially invaluable with increasing number of anonymous
transactions. Although uniqueness may be enhanced with digital signatures and
digital iris or fingerprint records, the advantage with the present invention is that
more secure forms of uniqueness based on a predetermination of the discreteness of
time and a predetermination of the limits of information conversion and transfer are
absent in the art.

Moreover, real time authentication is not enhanced with systems described in
the art, since such biometric data is easily stored or transferred, and thus suffers the
same pitfalls for any binary data that is sought by a party seeking to defraud.
Biomeétrics may be great for forensics (e.g., to determine after the fact who is
responsible for a particular act), but they do not effectively address an inherent
problem in enabling trusted transactions; that is, real time verification of parties or
real time association of parties with information being transacted (in an auction, for
instance). They are also not representative of a cryptographic key, which, as is well-
known in the art, requires secrecy, randomness, and an ability to update or destroy
the cryptographic key. |

Another advantage of the present invention is the ability to serialize or
individualize “personal secrets” that are shared between parties to boost confidence

and transparency of transactions. That control, and the inherent uniqueness of
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personal entropy, constructed from such information as a hometown, favorite
restaurant, or high school sweetheart, is a means for perceptible representations of
“secret data” that enhances the ease-of-use and application of appropriate shared
secrets to be exchanged in conducting trusted transactions. Associating such secrets
with primary value-added information or value-added components being transacted
is an additional novel feature of the present invention. Essentially, the present
invention provides the ability to personalize or serialize, informationally, an actual
“transaction event,” including: the buyer; the seller; primary information; value-
added components and tangible assets created, manufactured, or manipulated; and
any additional reference that can be made perceptible and secure to any observer.
Bridging cryptographic with real world perception is a benefit over the prior art.
Essentially, randomness alone, whether pre-determined or not, is not
sufficient for the creation of a “secret” that may be used with high levels of
confidence repeatedly in assuring the validity of information or verify the identity of
a party. Encryption systems cipher the randomness according to available data
capacity; digital watermarking ciphers the randomness according to perceptible
features or characteristics of the carrier signal (a humanly-perceptible measure of
data capacity, which distinguishes applications fof encryption from secure
watermarking). That such information can be made more computationally difficult
to discover, even by brute force attacks (since such experience is only limited by the
experience of individuals) is of particular benefit to the art. The cbmputational
complexity added by use of a steganographic cipher is discussed in the U.S. Patent
No. 5,613,004, the disclosure of which is incorporated by reference in its entirety,
and offers a means for human observers to see the actual tampering of information
represented perceptibly. This proof is self-similar to that which is obvious in the

real world, i.e., the ease at which one can observe that a watermark is missing from

‘currency. Handling information as contemplated by the present invention for trusted

transactions is unique in bridging computational benefits from both digital signal
processing and cryptography to the benefits of all parties to a transaction. The
present invention is the enhancement of transactions through bi-directional
verification of parties and verification of primary or secondary information

exchanged.
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An additional advantage of the present invention is the ability to continue to
offer legacy business relationships, legacy products, legacy services and other means
that will not reduce the overall security maintained by a system for trusted
transactions. Known applications lack this feature, and instead rely on denial of
access or authorized access to information. Information need not be restricted, and

is preferably freely exchanged to widen the opportunities for transactions with a

" greater potential number of parties. The present invention is an improvement, in that

the elements necessary for generating trusted transactions may be made more
flexible, and those elements that are “secret,” those elemenis that will be available at
predetermined times, as well as those elements that are made more obscure to‘
unintended parties, increase the overall computational difficulties in defeating a
system for trusted transaétions.

An additional consequence is improvements in enterprise resource planning
and data mining. To the extent that transactions are made unique and may be
atomized into ‘data, functions, value-added components and any associated
information, the cost of maintaining or referencing stored data, a goal in data mining
technologies, can be made more efficient and effective in assisting with an
optimized appropriation of resources, individual or corporate. Without such
uniqueness, serialization, authentication, verification or identification, particular
transaction events cannot be analyzed, manipulated or optimally used to create
additional trusted transaction opportunities. Caching technologies are similarly

. effected by the present invention. The choice about what information should be

maintained locally based on identification or authentication of that information
available on a network, such as the World Wide Web, enables higher efficiency in
sorting and referencing data for repeated use without increased demands on the
network,

The ability to serialize individual transactions by particularizing trusted
transaction elements between parties is handled more consistently than in known
systems. Access is not denied, and rules for access are not pre-determined for goods
or services that require exposure, testing or additional information for consummating
a transaction. Ease-of-use, maintenance of more human-like and physical world

expectations of trust are made more transparent. Identity and authentication risk is
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reduced, and confidence is increased. Overall expectations are handled according to

" the needs of individual parties to any number of transactions. What results from

trusted transactions is a more vibrant and competitive marketplace for information,
value-added or not. Anonymity and legacy relationships may be maintained, unlike
requirements in knowfx systems.

The application of steganographic ciphers enables an “optimized envelope”
for securely inserting, detecting, and protecting informational signals, or data, or
digital watermarks (predetermined‘ messages) in a given digitized sample stream
(e.g., a predetermined carrier signal, such as audio, video, image, multimedia, virtual
reality, etc.). As the perceptible qualities of the content stream have a basis as
analog waveforms, steganographic ciphering increases the computational difficulty
of crypto-analysis and makes unauthorized removal or tampering of the watermark a
costly operation. With perceptible damage to a carrier signal a result of such
tampering, tampering is more easily observable by parties, including those who are
involved in a particular transaction event. Moreover, such tampering enables higher
transparency and verification of carrier signals of datum that are marked for secure
exchange, even if over unsecure transmissioh channels. The prior art relies overly
on secure transmission channels while ignoring the potential benefits of securing
datum (with secure watermarking, scrambling, or chaffing, for instance) over any
available transmission channel. Such tampering is also transparent to vendors
handling or accepting the information that enables less costly validation of claims
made after some event must be confirmed and verified to the satisfaction of
transacting parties. These unique features are an improvement over the art.

What differentiates the “digital marketplace” from the physical marketplace
is the absence of any scheme that establishes rights and responsibility, or trust, in the

- authenticity of digitized goods, services or value-added information. For physical

products, corporations and governments watermark “goods” and monitor
manufacturing capacity and sales to estimate loss from piracy. Reinforcement
mechanisms, including legal, electronic, and informational campaigns also exist to
better educate consumers. Evidentiary levels of confidence must exist to support

claims that are typically competitive between parties to a transaction.
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Currently, security parameters may be coded into the actual physical
transaction system or instrument. Similar to the security inherent in the randomness
of the magnetic strip on most credit cards, these security parameters are designed to
be tamper-resistant. Cracking such codes would not present insurmountable barriers
to a dedicated effort at cracking a PIN. Access authorization is easily compromised
by fraudulent reconstruction of an instrument, such as a credit card. Although
storage of the security parameters in volatile, or nonpermanent, memory appears to
offer advantages, including higher security required for many transactions, absent
this higher level of security, real time authentication becomes a crucial benefit to
parties in ensuring the validity of many forms of transactions. Insurance, identity,
and purchases of expensive items or services are not generally confidently handled.
Use of trusted transactions to process value-added information is unique and
beneficial.

Several components may be used for separation of “trusted elements” for a
given device or method for ensuring “trust” according to one embodiment of the
present invention. First, a general purpose computing device is comprised of a CPU,
a memory or storaée, input and output devices, and a power supply. A device or
card holder decides whether and when to use the device. For additional benefits
described herein, personal information or privacy data may be controlled by the user
in sample embodiments envisioned, unlike other pre-determinations of data in non-
trusted transaction smart cards (e.g., a credit card).

A data owner, who may or may not be the device holder, is provided. Where
the device holder ahd data owner are the same, as contemplated by some
embodiments of the present invention, such data as digital certificates, time stamps,
Unique IDs of data coming into and outv of the device (personal or financial
information being a large class of such data), etc. can be authenticated in a humanly-
perceptible manner. This may be accomplished by a transducer, or a screen, that can
transfer analog-based information of device holder, or be inputted and transmitted
by the device holder for secure watermarking, or hashing of data to be exchanged.

A terminal, controlling input and output to and from the device (e.g., phone
cards are controlled by the phone service provider’s terminals, ATMs are controlled

by financial institutions, set-top boxes controlled or owned by entertainment
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distribution providers, etc. that may be made physically secure by separate means)
or a system that may interact with a device, such as that contemplated in
embodiments herein, to enable real time authentication or verification where such
checks may fail from time-to-time with existing pre-defined trust arrangements or
pre-determined protocols that require inefficient updating by one or both parties. In
lieu of a physical visit to a vendor, the present invention anticipates more convenient
anonymous updates, in those markets where it is possible to the benefit of both
buyers and seller -- both parties have a market demand or need and are able to agree
to such arrangements.

Embodiments of the present invention may include a simple Internet browser
plug-in, with complementary system software for the provider of “information goods
or serﬁces,” that would identity, verify, authenticate, enable transfer, enable copying
or other manipulations of the various primary value-added information and value-
added components. Some of the functionality may strictly indicate what, if any,
security exists within a particular primary value-added information set. This need

" not be settled within a system of trust, but be inherently imperceptible to any casual

observer or market participant interested in the information or the transaction events
that can be observed. Essentially, encouragement of provable differentiation
between different classes of primary value-added information (secure, unsecure,
legacy, etc.), value-added components (not the primary information but value-
adding to the transaction event, and any information concerning market participants
(private, history, condition, or financial) is enabled, using siinple steganographic
ciphers with mapping and tré.nsfer functions without compromising the underlying
security. '

A device issuer controls the operation of the device according to mutually
agreed to terms between parties. The device issuer may limit the use or functionality
of the device. |

For the device hardware manufacturer, fraud may be attempted by the
various parties, subcontractors, etc, who are involved in the manufacture of the
devices. The device issuer requires protocols that cannot be defeated by typical
“rogue engineer” attacks, where security is dependent on an understanding of the

methodologies, device, or system design. In fact, the ability to transparently and
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provably manufacture secure smart devices may be accomplished with such
protocols as digital time stamping (using successive temporally related hashes that
seed other hashes to create a universally acceptable means for establishing the time
of manufacturer, with time being the universal constant), or digital watermarking
(where instead of time, other predetermined data is concatenated with data for
provably establishing ownership, over the device). Tampering must be provably
perceptibly evident upon tamper detection of the device (as with device used for
limiting theft of clothing or physical items in retail stores). Prevention of the rogue
engineer problem is not anticipated by known systems.

A software manufacturer usually requires clear specifications or transparency
such as open source code, providing the'underlying ciphering algorithms and other
speciﬁcatibns for analysis. Similar trust issues as with device hardware
manufacturing exist. Stega—ciphering the operating system, the simple system or
engine for determining authenticity and identification of available data, to prevent
memory capture, cloning, write once memory specific to the device holder provide
additional benefits of security. A discussion of such is provided in U.S. Patent No.
5,745,569, the disclosure of which is incorpdrated by reference in its entirety. As
well, using transfer functions with associated predetermined keys is also a means for
accomplishing conﬁdgnce and authenticity in transaction. This is described in U.S.
Patent Application Serial No. 09/046,627, entitled “Method for Combining Transfer
Functions with Predetermined Key Creation,” the disclosure of which is
incorporated by reference in its entirety.

In general, security requires: fewer splits of trust (poor tying arrangéments'
that may encourage fraud or piracy), better transparency of data (it should be
perceptibly apparent, or mathematically, or actuarially possible to observe risks and
quantify them to enable security design with a clear understanding of potential
threats for each system, method or device), and use of cryptographically strong
protocols, where security is both provable and perceptible such that market-driven
features are both fundimental at the earliest development and design of appropriate
systems and devices, in order to build confidence and trust that is acceptable and

transparent to all parties to a transaction.
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Application of a steganographic cipher to the operating system or operation
of the contemplated systems and devices ensures further security from témpering.
Such methods are disclosed in U.S. Patent No. 5,745,569, and offer additional
benefits when coupled with the embodiments disclosed herein. System or device
operations may be controlled with minimum functionality, objects or executable
code. As value-added information is checked for authenticity, decoding any
embedded operation objects or code, executing the operation of the system, and
deleting the object or code from memory, or randomizing it in memory to avoid
capture, would greatly increase the security of both value-added information and the
systems or devices intended for manipulation of the value-added information.
Alternatively, certain base functions, such as play, record, copy, manipulate, and
transfer data, may be problematic. These functions may be atomized into objects
that must be first authenticated by the trusted transaction device before they are
operable for the given format, or before they provide additional information.

Time of use has traditionally been a typical constraint for securing smart
cards and similar devices, but may become ineffective and inconvenient to users.
Enabling a smart card to capture or transduce information (even converting analog
information or input into secure digitally-sampled representations of the analog
information - for analysis and authorization, as with a stega-ciphered digital
watermark) about the time, location, identity or any number of specific datum
greatly enhances smart card and similar device security, trust and confidence. Such
benefits over known systems are valuable contemplated with the present invention.

Valuations of trust also enables the described sample embodiment of a
trusted transaction system or device to compare private information with financial
information, essentially bridging determinations of risk in financial transactions and
insurability. Private, or sentimental, information disclosure is more highly sought in
determining insurance risk. The ability to pay, and other financial information, are
being commoditized. Insofar as the described method and device for such
deployment of trusted transaction technoiogy can be assessed for different products
and markets, the example of an insurance device could easily be called a trusted
transaction privacy/financial information device or card. Users can control what

information they disclose given the risk coverage or credit they seek, and providers
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being able to decide, with more current and transparent information disclosure
possible, what to underwrite or what to finance.

For the authentication or identification device, there is a risk of identity theft
to both buyers and sellers, or information that is limited by law. Examples include
Medicare-covered drugs, local legal constraints, etc. Risk may be predetermined or
limited by a government agency (FDIC, FBI, Social Security, IRS, DMV, Federal
Reserve, etc.), a similarly outfitted organization (trust is held in perceived and
observable representations of the organization, food stamps, stamps), or an
equivalent transaction event enabler (traveler’s check provider, medication, etc.). In-
these cases, systemic risk is limited by enforcement agencies held in trust by a
government or body politic. The restrictions are predetermined and dependent on
successful authentication or identification of a product, label, or other similar item.
Laws may differ between localities and may be dependent on some form of
identification, proof of age, or proof of residency. To properly serve local residents
becomes a data security issue. .This embodiment offers advantages over the art in its
flexibility and real time, perceptible authentication properties.

Both the provider and the agency involved may have higher levels of risk,
because the nature of the information is characterized by high. value, general or
universal recognizability, and a genuine threat of fraud. Most people casually accept
that $10 and $20 bills are real even if they prove not to be later. Governments try to
limit such liability without damaging the overall trust in the currency. As
abstractions of value are exchanged, a smart identifying device, instead of value
replacement device (predetemﬁhed, fixed spending or authorization in a device), is
necessary to capture “personal entropy,” or information about oneself that can be
more closely guarded and less open to theft versus a password or pass phrase.
Secrets must differ from identification. Tﬁe larger body of data to search to discover
these secrets act as a higher form of secrecy. These datum may be converted to
readable text in some embodiments or maintained in digitally-sampled but humanly
perceptible form in other embodiments (favorite restaurant is represented as a.n
actual image of the restaurant, mother’s maiden name is actually the voice of an

individual’s maternal grandparents, highly specialized forms of personal information
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that may be dynamically changed or checked quickly and conveniently without
undue risk exposure to the system).

For governments and individuals, piracy of identity is the most insidious risk
exposure. Identity theft may be curtailed with devices that can trahsduce, in real
time, an iris scan, fingerprint or other biometric and compare securely transmitted
results with a secured stored record at the time of initialization. Alternatively, this
may be accomplished with an unrelated Unique ID that confirms the identity of the
user, and may be created and stored on the device. Because governments aré
arbiters of trust in markets (their actions in the collective affect trust and conﬁdehce
in products and markets), these devices are able to alert consumers to potential risk
for a given product or service (represented by some ruling or law that is important to
convey to the consumer, such as with alcohol, medications, or tobacco). These
devices could, at the discretion of the user, indicate related warnings for which the
government has an interest in safety. In one embodiment, by checking an actual
cigarette carton, or drug packaging, with the enabled device, counterfeit packaging
may also be detected. In one embodiment of the present invention, bar code
scanners may be “required” to also check for embedded or associated signals
indicating authenticity. The devices may also check if supposedly “real”
prescription drugs are authentic. Such a check may occur when using the device to
communicate with a vendor and check to see if any complaints or problems exist in
stored records; again the packaging may be checked for authenticity in cases where
counterfeits are high and difficult to check without some form of secure
watermarking or perception-based authentication that can be efficiently handled by
an enabled device.

According to one embodiment of the present invention, digital content may
be distributed through a local content sever, or LCS. In general, the LCS
environment is a logical area inside which a set of rules governing content use may
be strictly enforced. The exact rules may vary between implementations, but in
general, unrestricted access to the content inside the LCS environment is disallowed.
The LCS environment has a set of paths, or paths that allow content to enter the
domain under different circumstances. The LCS environment also has paths that

allow the content to exit the domain.
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The act of entering the LCS environment may include a verification of the
content (an authentication check). Depending upon the source of the content, such
verification may be easy or hard. Invalidatable content may be subjected to a quality
degradation. This degradation may be to the content itself, or it may be removal of
value-added components. Content that can be validated, but that belongs to a
different LCS environment may be excluded. The primary purpose of the validation
is to prevent unauthorized, high-quality, sharing of content between environments.

When content leaves the LCS environment, it may be watermarked as
belonging to that environment. It is allowed to leave the LCS environment at the
quality level at which it was stored (i.e., the quality level determined by the path).
The watermark on the exiting content may be both an embedded digital watermark

“and an attached hash or digital signature (it may also include a secure time stamp).

Content cannot return into the environment unless both the watermark and hash can
be verified as belonging to this environment. The presence of one or the other is
generally sufficient to allow re-entry.

This system may allow a certifiable level of security for high-quality content,
and may allow the use of unsecure content at a degraded quality level. The security
measures are such that a removal of the watermark constitutes only a partial failure
of the system. The “wiped” content may be allowed back into the LCS
environment, but only at a degraded quality level, a result of the watermark
destruction and subsequent obscurity to the system. Consumers will not be affected
to the extent that the unauthorized content has only been degraded, but access has
not been denied to the content. Only a complete forgery of a cryptographically-
secure watermark will constitute a complete failure of the system. For a discussion
on such implementations please see U.S. Patent No. 5,613,004; U.S. Patent No.
5,687,236; U.S. Patent No. 5,745,569; U.S. Patent No. 5,822,432; U.S. Patent No.
5,889,868; U.S. Patent No. 5,905,800, U.S. Patent No. 6,078,664, U.S. Patent
Application No. 09/046,627 U.S. Patent Application No. 09/053,628, and U.S.
Patent Application No. 09/594,719

Provable security protocols may minimize this risk. Thus, the embedding ‘
system that embeds the watermark does not need to be optimized for robustness,
only for imperceptibility (important to publishers and consumers alike) and security
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(more important to publishers and commercial interests in the content than to
consumers). Ideally, as previously disclosed, security preférably does not obscure
the content, nor prevent market participants from accessing information contained
therein, and for the longer term, developing trust or creating relationships.

The system can flexibly support “robust” watermarks as a method for
screening content to speed processing. Final validation, however, is relied upon the
fragile, secure watermark and its hash or digital signature (a secure time stamp may
also be incorporated). A

The LCS provides storage for content, authentication of content, enforcement
of export rules, and watermarking and hashing of exported content. Stored content
may be on an accessible rewritable medium, but is preferably stored as ciphertext
(encrypted or scrambled), not plain text, to prevent system-level extraction of the

content. This is in contrast to known systems, which affix or otherwise attach meta-

data to the content for access control by the variously proposed systems.

‘ Thé LCS may be able to receive content from a secure electronic content
distributor, or SECD, and may be able to authenticate content received via any of the
plurality of implemented paths. The LCS may monitor and enforce any rules that
accompany received content, such as number of available copies. Finally, unless
being transmitted to a satellite unit, the LCS may watermark all exported material
and supply a hash made from the Unique ID and the content characteristics (so as to
be maintained perceptually within the information and increase the level of security
of the watermark).

The satellite unit enables the content to be usable apart from the LCS. The
satellite unit is partially within the LCS environment. A protocol may exist for the
satellite unit and LCS to authenticate any path made between them. This path may
have various levels of confidence set by the level of security between the satellite
unit and LCS, and determinable by a certification authority or its equivalent, such as
an authorized site for the content. The transfer of content from the satellite unit to
the LCS without watermarking may be allowed. However, all content leaving the
satellite unit is preferably watermarked. The satellite unit watermark may contain a
hash generated from the satellite unit Unique ID and the content characteristics. If

the content came from a LCS, the satellite unit may also add the hash received from
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the LCS to the watermark. The LCS and satellite unit watermarking procedures do
not need to be the same. However, the LCS is preferably able to read the satellite
unit watermarks for all different types of satellite units with which it can connect.
The satellite unit does not need to be able to read any LCS watermarks. Each LCS
and satellite unit preferably has a separate Unique ID.

Referring to Fig. 2, a schematic of a local content server environment
according to one embodiment of the present invention is provided. LCS 202 may be
a software device running on a general purpose computing device, such as a
personal computer (including, in general, a central processing unit, an input, an
output, a memory, and a power supply); LCS 202 may include local content server
domain 204, rewritable media 206 (such as a hard disk drive, a CD-R/W, etc), and
read-only media 208 (such as a CD-ROM). LCS 202 may communicate with at
least one satellite unit 210 via an interface. 4

In one embodiment, LCS 202 may have a Unique ID. Similarly, in one
embodiment, satellite unit 210 may have a Unique ID.

LCS 202 may communicate with SECD 212 via a network, including a local
area network, a wide area network, an intranet, and the Internet. This
communication méy also be established by a telephone link, a cable connection, a
satellite connection, a wireless connection, etc.

In one embodiment, a single LCS 202 may interface with more than one
SECD 212. ‘

A plurality of paths 220, 222, 224, 226, 228, 230, 232, and 234 may exist
among LCS 202, SECD 212, Satellite unit 210, LCS domain 204, rewritable media
206, and read-only media 208. Each will be discussed in greater detail, below.

Digital content may be securely distributed to LCS 202 from SECD via path
220. The content may be secured during the transmission using one or more security
protocols (e.g., encryption or scrambling of the content). In one embodiment, if
LCS 202 interfaces with multiple SECDs 212, each path may usé a different security
protocol. _

The security protocol may use an asymmetric cryptographic system. An
example of such a system includes a public key cryptography system. The private
and public key pairs allow LCS 202 to authenticate and accept the received content.

DISH-Blue Spike-842
Exhibit 1004, Page 0981



WO 01/43026 PCT/US00/33126

10

15

20

25

30

-40 -

Referring to Fig. 3, a flowchart depicting an example of an authentication by
LCS 202 is provided. In step 302, the user connects to the SECD, makes a selection,
and completes a sale.

| In step 304, the LCS provides its public key to the SECD.

In step 306, the SECD uses the LCS public key to initiate transmission
security. ‘

In step 308, the SECD transmits the secured digital content to the LCS.

In step 310, the LCS receives the digital content, authenticates that the digital
content was unchanged during transmission, and unpacks it from its security
wrapper (that may include a secured transmission line, such as SSL). In one
embodiment, the digital content may be authenticated by a watermark and hash
check. If the content can be authenticated, the content is accepted into the LCS
domain. If the content cannot be authenticated, it is rejected.

Referring again to Fig. 2, path 222 connects LCS domain 204 with
rewritable media 206. Referring to Fig. 4, a flowchart depicting the process for
content entéring LCS domain 204 from rewritable media 206 is provided. In step
402, the content is provided. In step 404, the content is checked for the presence of
a watermark, such as a watermark for the particular LCS. 1If there is not a
watermark, in step 406, the content is degraded to Low Quahty and, in step 408, the
content is stored in the LCS domain.

If, in step 404, a watermark is present, in step 410, the watermark is checked
to determine if it matches the LCS. This may be achieved by a hash. If the
watermark is verified, in step 408, the content is stored in the LCS. If the hash does
not match, the content is rejected.

Referring again to Fig. 2, LCS domain 204 may export content to any
receiver (other than satellite unit 210) through path 224. This may include copying
content to a rewritable media, creating a read-only media, rendering the content for
use (e.g., playing, viewing, etc), etc.

Referring to Fig. 5, a flowchart depicting the process for content leaving
LCS domain 204 is provided. In step 502, the content is retrieved from storage
within the LCS. In step 504, the content is embedded with a watermark. In one

embodiment, the watermark may be unique to the particular LCS, as determined by
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the LCS Unique ID. The v‘vatermark may contain a hash that is created from the
combination of the content characteristics (such as signal features, etc.) and the
Unique ID. The watermark may optionally contain other data, such as a timestamp,
a number of allowable copies, etc. This would be described as parameters of use, .
usage data, etc. which could be referenced when content is exported. If the export is
to a storage medium; the LCS optionally can add a second hash to the file, extemél
to the content, which can be used for further authentication. For security purposes,
in one embodiment, the external hash may be created in a different manner from the
embedded, watermark hash.

In step 506, the content is output from the LCS to the receiver.

Referring again to Fig. 2, path 226 connects LCS domain 204 with read-only
media 208. Referring to Fig. 6, a flowchart depicting the process for content
entering LCS domain 204 from read-only media 208 is provided. In step 602, the
content is provided. In step 604, the content is checked for the presence of a
watermark, such as a watermark for the particular LCS. If there is no watermark, a
check is made in step 610 to see if the originality of the content can be determined.
An example of such includes a media-based identifier that identifies the content as
original. ,

If the content can be verified as an original, in step 608, it is stored as High
Quality in the LCS domain. If the originality cannot be verified, in step 610, the
quality is degraded to Standard Quality, and, in step 608, the content is stored in the
LCS domain.

If a watermark is identified in step 604, in step 612, the hash is checked to
verify that the content matches this LCS. If it matches, in step 608, the content is

- stored in LCS domain at High Quality. If it does not match, in step 614, the content

is rejected.

Referring again to Fig. 2, path 228 connects LCS 202 with satellite unit 210.
Referring to Fig. 7, a flowchart depicting the process for content entering LCS 202
from satellite unit 210 is provided. In step 702, the content may be watermarked
before it is transmitted to the LCS. In step 704, the content is transmitted to the
LCS.

DISH-Blue Spike-842
Exhibit 1004, Page 0983



WO 01/43026 PCT/US00/33126

10

15

20

25

30

-42-

In step 706, the content is checked by the LCS. This may include checking
the LCS hash. If the hash matches, in step 708, the content is stored in the LCS
domain as High Quality. If there is no hash, in step 710, the content is degraded to
Low Quality, and in step 708, the content is stored in the LCS domain. If the hash
does not match, in step 712, the content is rejected.

Referring again to Fig. 2, path 230 connects LCS 202 with satellite unit 210.
Referring t6 Fig. 8, a flowchart depicting the process for exporting data from the
LCS 202‘ to satellite unit 210 is provided. In step 802, the content is retrieved from
storage within the LCS. In step 804, the security of the path between the LCS and
the satellite unit is verified. Once the security is verified, in step 806, the content is
exported to the satellite unit without a watermark.

If the security: of the path cannot be verified, the export process mirrors that
of an export to a receiver, depicted in Fig. 5. A

Referring again to Fig. 2, path 232 is a path for content to be stored in
satellite unit 210. In one embodiment, all content may be allowed to be imported
into satellite unit 210, but may be automatically degraded to Low Quality when it is
stored. v .

Path 234 is an export path for content rendered by satellite unit 210. In one
embodiment, this content may be marked with a satellite unit watermark that
contains a hash from the satellite unit Unique ID and any hash that is associated with
the content from an LCS .

It should be noted that a hash function may be converted into a digital
signature by performing a hash and encrypting the result of the hash. The
uniqueness of the hash can vary with the hash function, while the digital signature
adds a layer of confidence to the integrity of the data.

Other types of encryption, including transfer functions, may also be used.

Referring to Fig. 9, a flowchart of a method for trusted transactions
according to one embodiment of the present invention is provided. In step 902,
value-added information, or its tangible equivalent, is provided. This may be
provided by a user that wishes to verify the value-added information.

In step 904, the perceptible data for verification may be maintained by a

vendor or provider, and may be updated by a public-key secure digital watermark in
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the observable packaging (if applicable). In those cases where security must be
high, real time, or simply faster, key generation or signature generation functions
may be enabled with embodiments of the present invention.

In step 906, the user provides a public key based on the identify held in the
device to enable an authentication check.

In step 908, a response may be sent to the user.

Steps 906 and 908 may be repeated with further prompting for higher levels
of authentication, or for additional checks. If the remote location provides the
confirmation, or if a certification authority is involved, the response may be sent via
secure transmission lines (e.g., encrypted transmission that can only be decrypted
with the user’s device and access to the user’s stored private key). Alternatively,
information may not need to be sent in a secure manner and may be checked upon
delivery to the device to limit any remote communications breaches by unintended
third parties.

Referﬁng to Fig. 10, ‘a device for trusted transactions according to one
embodiment of the present invention is provided. Device 1000 may include
steganographic cipher 1002. Steganographic cipher 1002 may be governed by at
least the following elements: (1) a predetermined message; (2) a predetermined
key/key pair; and (3) a predetermined carrier signal (image data, so images will be
the primary data represented and ciphered). o

Transducer 1004 may be provided. Transducer 1004 may include a charged
coupled device (CCD), a personal entropy caﬁture device (e.g., a retinal scanner, a
thumbprint scanner, etc.), a touch pad (e.g., a pad for receiving a signature), an
image capture device, a bar code reader, a magnetic card reader, etc. Transducer
904 receives the data in a physical format and converts it to an analog or digital
format.

In one embodiment, the data from transducer 1004 may be marked with a
timestamp for time-critical input.

Analog/digital converter 1006 may be provided. A/D converter 1004 may be
used to convert analog information from transducer 1004 into predetermined digital

format. In one embodiment, signatures may be converted in one format, images that
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are captured in another format, and fingerprint/iris scans may be converted in
another format.

A memory may be provided. The memory may include both volatile
memory, and re-writable memory, such as DataSlim" .

A volatile device may be provided, such as a one time pad (private key of
card holder/user), a one time memory or floating in the volatile memory to evade
capture (stega-cipher computer code). This may be provided in a tamperproof
casing.

Device 1000 may also include output 1020. Output 1020 may be any
suitable output, including a connection port, a wireless port, a radio transmitter, etc.
Before information is output from device 1000, it may be encrypted. In one
embodiment, the information may be digitally watermarked. In another
embodiment, the information may be digitally signed. In another embodiment, the
information is not encrypted, and instead is transmitted over a secure trénsmission
channel. Number generator 1008 may be provided. Number generator may be a
random number generator, or it may be a pseudo-random number generator.

In addition, the device may include a controller, a power source, and an input
and an output.

Information may be converted into a humanly perceptible form
(chemical/electrical/magnetic such as a humanly visible chemical test result, as with
a pregnancy tests, an EKC, an MRI or CatScan image, are all converted into
“humanly perceptible form for “human” analysis) prior to authorization of a
transaction/decision event. -

EXAMPLES

In order to better understand the present invention, several examples are
provided. These example do not limit the present invention in any way, and are

intended to illustrate embodiments of the present invention.
1.  Smart Telecommunications

At present, large volumes of commerce and commerce-related activities are
performed using telephone connections. Authentication of identity is an ongoing

concern in such transactions. Present technology allows the verification of the
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origin of a landline phone call (POT), but offers no assurances as to the identity of
the user. Furthermore, simple identification of the origin of the call is only useful
insofar as that phone number can be used to index a database of callers. The present
invention allows for bi-directional verification of identity during a phone call, with
the option of partial or full concealment of identity.

' “A consumer may wish to make a purchase on the phone. Presently, the
consumer’s identity is established by the seller using personal information from the
consumer, such as a credit card number, an address, a phone number, etc. However,
all of this information may be known by an imposter. A smart phone transmits
identity information (perhaps embedded as a watermark in the audio éonnection), in
response to a query from the seller. The receiver verifies the buyer’s identity with a
certification authority. Furthermore, the consumer may also verify the authenticity

of the seller’s identity at the same time, by the same method. The consumer may

“choose not to respond to certain queries in real time.

The smart phone may require a level of identity disclosure before it accepts
an incoming call. For insténce, telemarketers may be required to reveal the name of
their company before the call is accepted by the smart phone. Consumers may
protect themselves from fraudulent sellers by requiring such identification. Further,
legitimate sellers may be assured that their customers know that they are legitimate.
The certification authority assures the consumer and seller that they are receiving
authentic identifications. |
2. Equity Programs As A Value-added Component

Another embodiment of the present invention relates to methods and means
of payinent includes a novel means for encouraging alignment of buyer and seller
interests. Similar to cooperatives, membership programs (in proprietary form, co-
branded with a financial institution, or implemented as a specialty device that can
handle these equity transactions) may be enhanced to offer buyers the opportunity to
purchase options in equity of the seller’s company or related institution. Instead of

being given cash or points, at some fixed point in time, consumers and sellers may

be provided with the opportunity to purchase equity as available on some public or

private market or exchange.
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These options may be built into the functionality of the actual transaction
device and may be coupled with both trusted transactions or general transaction
systems. Settlement of the option may be based on any known option pricing
mechanism (such' as the well-known Black-Scholes model) and predetermination of
terms for settlement and conversion of the option. This approach incentivizes and
encourages clearer aﬁgnment of all market participants in the value and condition of
the equity of the entity with which transactions are being handled or negotiated.
Independent certification authorities, or infomediaries that are able to ensure or
verify a transaction or related information, may be used to ensure that such equity

programs can be trusted. Any relevant disclosures concerning legal or financial

" restrictions are simply additional value-added components for consideration.

3. More security - body movements for entropy and pharmaceutical use control

A related embodiment according to another embodiment of the present
invention includes an interface for detection of body movements (eye movements,
blinks, voice pass phrases, etc.). These movements may include predeterimined
sequences of movements that may be ciphered in a manner similar to encrypting
ASCI pass phrases. This is a novel implementation of human movement in
generating symmetric or asymmetric cryptographic keys. The transducer may
include any number of means of capturing human-based body movements in real
time for instantaneous verification of an authorizgd user. Moreover, unlike simple
biometrics, a series of body movements (similar to the act of signing in writing, but
likely to be more difficult to capture for unauthorized misuse -- a signature, like a
fingerprint, is able to be observed and copied without permission or knowledge of
the sigx;ature author) is difficult to copy.

The movements or similar biological entropy (transduced from biomedical,
bioengineered, biochemical or biophysical information that may be made perceptible
and encrypted or securely watermarked for later comparison or real time
verification) may be captured by a transducer of analog signals and converted into
digital binary information used for comparison with any number of stored
corresponding instructions or messages to be decrypted. These signals may be
multidimensional (2D, 3D, 4D- with a time component, etc.) to increase the

information space and make discovery of hidden secrets more computationally
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difficult. Images, medical or human-condition based, audio signals, video, virtual
reality, multimedia, etc. all provide rich media information in which to enhance the
security of any embodiment contemplated by the present invention. Combinations
of multidimensional media for varying ciphering options as well as steganographic
embedding are also contemplated as a means for furthering ensuring computational
complexity to any unauthorized user. Steganographic-mapping (watermarking) or
transfer functions (scrambling or “chaffing”) may be combined with encryption
ciphers as a means for making each unique implementation or tangible device -
serialization or personalization of a method fof engaging in trusted transactions, high
risk, information-intensive or sensitive decision (military use, security use, restricted
government use, privacy use, or any number similar commercial or noncommercial
decision or transaction events).

Additional embodiments include actual control over the use or access to
pharmaceuticals based on medical risk, condition or personalized advice to the user.
Tangible methods for transfer of chemical, biological or physical agents intended for
medical use or individualized control based on third party conditions (legal, medical,
governmental, etc.) are governed by manipulation of the apparatus, device or system
used to introduce foreign agents (informational, intangible or tangible) into patients
(the intended, authorized or verified user). '

Highly secure and artificial environments, such as aircraft flying simulations
or visual financial trading information, may be representative of more risk to owners
of actual tangible planes or tangible assets related to any financial information.
Recognition of a digitized iris does not enable movement based confirmation of
future secrets (the movements) that may be changed, destroyed or updated to ensure
consistent 6r higher degrees of security maintenance. For some body movements, it

may be possible to maintain better security than with written information. In other

" words, certain body movements may be prevented, or made difficult to perform even

under rigorous demand by unauthorized agents. Blinking or other facial movements
may be made impossible to verify the real time identity of the user. This adds a
layer of security and increases the difficulty of defeating a cipher or a series of
related ciphers (encryptidn-based or steganographically-based, where the digitized
signal has humanly-perceptible fidelity or characterisﬁcs) depending on access or
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sensitivity of information. It also maybe psychologically or human-rule driven.
Certain humanly observable body movements, or detectable “telemetry-type” data
(brain activity, heart beat, pulse, or any other medically observable information)
may be either unique to an individual or simply general to certain behavior. This
data may be important to use as a means of preventing poor decision-making, or
requiring higher diligence before transacting or executing a given operation. At the
léast, the movements are a means for predetermining and assistixig the generation of
a binary key or seeding the generation of a cryptographic key, message or sigllanue.

Any particular instance may be successively stored in subsets of any primary
value information or value-added components (single key or key pair associated
with a single message or signature to further serialize data that may have
steganographic capacity for imperceptible embedding in the carrier signal, primary
or value-added components data). The operation may be highly demanding, or may
require human-based or driven or initiated decisions. The instructor, or the user,
may have predetermined the conditions that indicate confidence or lack thereof at
the time of the veriﬁéation or authentication of the user. This may be for security
reasons, or simply risk management, as information is increasingly processed at
higher speeds and may require greater care in ensuring information data integrity.
As well, humanly-observable (and convertible into binary data for deciphering).
movements enable a form of bridging analog, human trust with digital or
mathematically provable, actuarially, statistically, deterministically known or
predictable measures of risk and trust. This novel feature is an additional benefit
over the prior art and ensures future human-like characteristics in “digital”
(underlying, “measurable” or “estimable” data integrity, authentication and
confidence), electronic (analog transducers and transmitters), or binary transaction
systems. Further security or serialization of transaction event information (human -
movement or observable condition used for secret key or equivalent generation)
enable additional forms of trusted transactions.

Additional securify may be assured with temporal-based limits on human
body movement or biologically observable human condition (by use of a medical or
human directed transducer). Interlocking keys and messages with blind signatures,

or onion routing transmission techniques to obscure the identity of the user, are
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further enhancements that may guarantee a high level of privacy to the user of the
system or device. Information formats.may be encrypted or have stored primary or -

value-added component information that has to arrive to the user without any

"digitally evident tampering for the user to make the best possible decision regarding

the observed information.

Unlike the prior art, embodiments of the present invention consider the
perceptibility of information to bridge human trust and confidence with
crthographic or “mathematical” measures or estimates of “security,” ‘“data
integrity” or “trust.” This is novel fq the art of data security and secured transaction
or transmission technologies.

4, Algorithmic Information Theory (AIT) for additional security

By implementing predetermined indications of mathematically provable
randomness, the ability to discover secrets -and human choice, based on
unprovability or incompleteness, as discussed and is well-known in the art as
originating with Godel (incompléteness theorem) and Turing (halting problem,
uncomputability).  Chaitin “discovered” randomness, stating essentially that
randomness can be described mathematically, and thus differentiations between
discrete and infinite randomness are logically observable. Because truth is relative
in a quantum mechanical sensé, degrees of credibility concern the level of trust that
may be offered in any trusted transaction system. While the primary value that
concemns us is information, the ability to describe programming size complexity
(that is optimized functional data) enables self-limiting software to be pfogrammed.
To the extent that trusted transactions can never be physically perfect operations,
uniqueness of information, as both déta and code, is particularly important to
providing higher security when computational cost and bandwidth is extraordinarily
cheap.

‘Essentially, choice over answers to questions that cannot be characterized as
“True” or “False,” such as “This statement is false,” have inherent randomness and
are thus ripe for paradoxical response. More intricate paradoxes, Berry’s Paradox,
Turing’s halting problem, as well as Chaitin’s definition of “randomness,” are sure
to enable predictable infinite and finite (discrete) randomness with which to seed
and cryptographic secret or géneration of a symmetric, asymmetric key or digital
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signature. Human perception as a means for enabling analog trust may be made .
inherently more secure by choosing responses to paradoxes that have no computable
value. That Chaitin can describe “randomness” with logically structured instructions
for the halting problem, in LISP or C programming languages, including the
computer programming language of Mathematica, enabled the development of a
randomness constant.

The equations of randomness may be implemented in software and offer a
unique and novel means for further securing the generation of cryptographic or
steganographic seeds, secrets, keys or messages. Of course, differences between any
of these information elements as to the means for securing or authenticating data
would enable flexible architectures combining various ciphers and methods for
arriving at a rule for validation, authenticity, data integrity, confidence or enabling
any subsequent manipulation of the associated data (primary value-added or value-
added components).

5. Entertainment media exchange

According to one embodiment of the present invention, the device may be
used for the exchange of entertainment media. This méy include audio, video,
multimedia, etc. In such an exchange, the perceived risk of value-added information
piracy is relatively high for the seller or provider, while the perceived risk is
relatively low for the purchaser. The obvious risk is that all potential “consumers”
of the media access and copy the entertainment media for free. For music or video,
or similar entertainment good, according the present invention provides the
following structure may be used.

a) Fragile watermark structure

The fragile watermark, according to one embodiment of the present
invention, can actually hold an entire value-added component, encoded in the least
significant bit (LSB) of each 16-bit sample. This gives a data rate of 88200 bits per
second in a stereo CD file, or a capacity of 1.89 M in a 3 minute song. This is an
immense capacity relative to the expected size of the value-added component (100 -
200 K). |
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The fragile watermark‘ is preferably bound to a specific copy (Unique ID) of
a specific song (Unique ID), so that it cannot be transferred to other songs. This
binding can be achieved through use of a hash in the following sequence:
(1) A block of value-added component is encoded into a block of
samples.
(2) A hash of the value-added component block and a random
number seeded by the owner’s identity (Device or system
Unique ID) is generated and encoded into the subsequent
block of samples.
3) A hash of the first two blocks of samples and a random
number seeded by the owner’s identity is generated and .
encoded into a third block of samples.

(4)  Repeat steps 1-3 as necessary.

Each value-added component block may have the following structure:

{ ,
long Blockldentifier; - /A code for the type of block
long BlockLength; //The length of the block
//Block data of a length matching
BlockLength ’
char IdentityHash[hashSize];
char InsertionHash{hashSize);
}

An application can read the block identifier and determine if it recognizes the
block type. If it does not recognize the block type, it can use the BlockLength to
skip this block.

Certain Block Types are required to be present if the value-added component
is to be accepted. These may include and identity block and a value-added
component Hash .block. The Block Data may or may not be encrypted, depending
on whether the data is transfer-restricted (value-adding) or simply informative. For
instance, user-added value-added component data would not need to be encrypted.

The BlocklIdentifier would indicate whether the block data was encrypted or not.
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b) Robust open watermark

This is the mark that may indicate non-legacy content. In one embodiment,
there may be two possible settings. “1” indicates non-legacy content that must be
accompanied by a authenticable value-added component for entry into the domain
(e.g., EMD or Electronic Media Distribution media content). *“0”, on the other hand,
indicates non-legacy media that was distributed in a pre-packaged form (e.g., CDs,
DVDs, game software, etc.). “0” content may or may not have a value-added
component. “0” content may only be admitted from a read-only medium in its
original file format (e.g., a “0” CD may only be admitted if it is present on a Red
Book CD Specification medium).

) Robust forensic watermark

This watermark may not be accessible to the consumer in any way. It may
be secured by a symmetric key held only by the seller (or an asymmetric key pair
that may be desired for some embodiments). A transaction ID may be embedded at
the time of purchase with a hash matching the symmetric key (or key pair). The
watermark may then be embedded using a very low density insertion mask (< 10 %),
making it very difficult to find without the symmetric key. Retrieval of this
watermark is not limited by real-time/low cost constraints. The recovery will only

be aﬁempted on pirated material. A recovery time of 2 hours on a 400 MHz PC is

reasonable.
6. Additional parameters for value-adding components

Physical shipment of packaged goods or services (value-added information)
is anticipated as being a potential option to consumers or purchasers as well as
sellers and providers. That the value-adding information may be packaged or
represented tangibly does nof obviate the need for trusted transactions to ensure
payment and the appropriate division of rights and responsibilities for various goods
(a DVD for music or video), services (smart credit card or insurance card) or
markets (trusted telephone system, government identification schemes). This type
of transaction represents additional benefits over embodiments in the existing art --
on-demand trusted transactions and physical manufacture/delivery of goods is
enabled, without risk to the overall system and its value-added information security.

This amounts essentially to serializing or personalizing, depending on the

DISH-Blue Spike-842
Exhibit 1004, Page 0994



WO 01/43026 . PCT/US00/33126

10

15

20

25

30

-53-

perspective in the transaction, each and every transaction, while building trusted
transactions for the benefit of the marketplace for goods services and information.
7. Financial Or Insurance Device v

The present invention enables systems and supported devices that are useful
in situations where parties need to have pre-defined limits to risk exposure, such as
an insurance policy or a claim. These systems are generally characterized by an
emphasis on transmission and data security, which reduces the perceived risk of the
insurer (a seller of risk coverage for pre-determined events). To the extent that
insurance takes into account the history and existing condition of an asset, a measure
of context or structure (tangible as well as intangible) to be covered, as well as an
economically-based replacement value (though to confuse matters, there are also
issues concerning such items as after market versus brand new, brand versus
generic, etc.), there exist differences with more transparent financial devices.
Financial devices (essentially a “credit agreement” or credit facility based on an
imprecise estimate of condition but also experience or trust) rely on the ability,
perceived or actuarially observable, to repay credit extended on behalf of the device
holder. Whereas financial or credit history is transparent in many cases, private
information about an individual’s history or conditioh are perceived to be have
higher implicit value to the user. Financial devices and insurémce devices converge
at those points where privacy or personal information are equivalent with financial
or credit information. Both types of risk have differing requirements for updating or
adjustment over the course of use of a particular line of credit or insurance policy.

Cars may be embedded with telemetry sensors to determine the real time
condition of various components, such as the frame, engine, brakes, or any
combination of components mutually deemed to justify such monitoring.
Altemaﬁvely, a smart card-like device equipped with a transducer may be used to
“capture” images of items that are packed (for travel insurance purposes), insurable
items in a residence (for homeowner’s insurance purposes), etc. Any image
captured may be securely watermarked by the device and then exported to an
insurance provider via a transmission line (an ATM, a wireless connection such as a

mobile phone, a PC modem connection, etc.). An insurance provider may offer such
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services at auto sérvice/repajr facilities, airports, etc. with a mutual reduction in
claims costs and adjustments costs.

Medical information may similarly be digitally stored, securely
watermarked, and time-stamped (for any perceptible data stored, such as images or
voice) for reference to an individual’s health. based on varying levels of access to
stored information, which may be distributed artiong different physicians or handled
by a central medical information infomediary. The secured image may be sent to an
insurance provider as a secured image (both the device and storage facility may
independently verify the security or tamperproofing of the perceptibly represented
information). The doctor, patient, health care pro(rider, government agencies can all
have varying degrees of access that can be made transparent to the patient. This is
an inherent benefit over the prior art in that the patient can see those records that are
then watermarked and securely stored.

Additionally, the present invention provides the novel feature of enabling the
same information, at the request or demand of the patient, to be sent to a personal or
secure storage “‘space,” so that patients may have more accessibility and control over
their own medical records and medical conditions. In one embodiment, the .
information may be provided as digitized bits. In another embodiment, the data may
be provided in a tangi,blé form. |

The information may be stored as tangible records or intangible, bit-
represented records. Doctors may use tamperproofed signals (watermarked audio,
image, video, virtuél reality, any humanly-perceptible signal) and records that are
perceptible to lower insurance costs and potential liability. The prior art ignores the
mutual benefits afforded by bi-directional information exchange (that can be
tamperproofed with secure watermarking) and transparency in creating opportunities
for trusted transactions.

Additional data, such as the transaction information that may be evidenced
on a credit card bill or statement, may also be automatically associated with the
stored image(s) for later use. In one embodiment, the user may send the same
secured data to a private data storage facility, or create personalized records, which
may serve as a secondary set of records against which other data sent to the

insurance or financial provider may be verified or validated. According to another
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embodiment of the present invention, authorized mechanics, physicians, and

. pharmacists, may add to, but not access or manipulate, previously stored data.

These individuals may also be bound by rules for establishing the history and
condition of any person or physical good that is being underwritten or financed.

The present invention provides certification authorities the ability to
determine the authenticity of data. In cases where public-key steganography or
cryptosystems are preferred, the embodiments extend to those implementations as
well. Moreover, they enable secure transmission capabilities over unsecured data
transmission lines. ‘

Referring to Fig. 11, a personal information device according to one
embodiment of the present invention is provided. Personal information device (PID)
1102 may be used with financial institutions, insurance companies, etc.

In one embodiment, PID 1102 may' be smart card; that is, a device that
resembles a credit card, but includes a processor, a power supply, a memory, and an
input and output device. In another embodiment, PID 1102 may be a card including
a magnetic strip. ‘ .

PID 1102 preferably has a Unique ID. In one embodiment, the Unique ID of
PID 1102 may be a policy number, a social security number, etc. _

PID 1102 may receive information from several sources. In one _
embodiment, telemetry data 1104 may be input to PID 1102. Perceptible data 1106,
such as images, photos, etc. may be input to PID 1102. In still another embodiment,
associated data, such as purchase receipts, descriptions, serial numbers, registrations,
etc., which may be value-adding components, may be input to PID 1102.

PID 1102 may provide output data 1110 to a variety of entities. In one
embodiment, output data 1110 may be provided to company 1112 and to storage
1114. Company 1112 may include any organization the may receive output data
1110, including an insurance company, a financial institution, etc. Storage 1114
may include any personal use for output data 1110, including a private data storage
such as a fixed storage media, paper recérds, etc. Company 1112 and storage 1114
may receive output data 1110 in different formats. In one embodiment, output data

1110 is provided according to predetermined parameters for the entity.
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Output data 1110 may be watermarked, or it may be time stamped, or it may
include both. Other types of encryption are provided.
In general, output data 1110 is preferably provided to the entity via a secure

communication link. Transmission of output data 1110 may be controlled by the

entity (e.g., company 1112 or storage 1114) or by the user.

8. Authentication Device

According to another embodiment of the present invention, an authentication
device may be provided. Referring to Fig. 12, authentication device 1202 may be a
credit-card sized “smart card,” including a processor, a power supply, a memory,
and an input and output device. In another embodiment,vauthentication device 1202
may be a palm sized computing device.

A variety of input devices may be provided. In one embodiment, a bar code
scanner may bé used. In another embodiment, a keypad may be used. Other input
devices may be used as necessary.

In one embodiment, authentication device 1202 may include a display, such
as a LCD screen. Other display technologies are within the contemplation of the
present invention.

In one embodiment, authentication device 1202 may be a government-issued
device. ’

Anonymous authentication 1204 may be provided. Anonymmis
authentication 1204 may be used to authenticate a product, a medicine, a label, etc.
Anonymous authentication 1204 communicates with authentication device 1202 to
authenticate the item in queétion. In one embodiment, authentication device 1202
may display relevant information, such as known warnings, recommended dosages,
etc. regarding the item in question.

In another embodiment, image capture device 1206 may be provided. Image
capture device 1206 may include a digital camera, a scanner, etc. In one
embodiment, image capture device 1206 may time stamp the image as it is captured.

Identity exchange 1208 may be provided. Identity exchange 1208 includes a
Unique ID that may be authenticated or modified by the user. In one embodiment,
in order to verify the identity of an individual, additional independent identify
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verification may be required in addition to identity exchange 1208. This is because

authentication device 1202 may be stolen, borrowed, etc.

Certification authority 1210 may be provided. Certification authority may be
bound by federal, state, and local laws. In addition, private restrictions may apply to -
certification authority 1210.

In one embodiment, certification authority may be further bound by
geograpﬁical (e.g., location) or age basis (e.g., date of birth, age, etc.) to verify.

Referring to Fig. 13, a method of use for an authentication device is
provided. In step 1302, a user locates information to be authenticated. This may
include a variety of information. The information is then entered into the
authentication device.

In step 1304, perceptible data is marked with a public key secure watermark.
In one embodiment, this may be done in real time.

In step 1306, the user provides a public key to initiate the authentication.

In step 1308, a response is sent from the certification authority, or additional -
prompts for higher access levels are provided.

In one embodiment, transmissions between any elements may be over a
secure communication link, including SSL or similar transmission exchange:

In another embodiment of the present invention, an authentication device
may comprise a Internet web browser. For example, the authentication device may
be a “plug in” for a web browser. Such a authentication device may be used to
verify, or authenticate, items on web pages. For instance, according to one
embodiment of the present invention, the authentication device may be used to
verify that an Internet bank that displays the FDIC logo is authorized to display this
lbgo.' In one embodiment, real time verification will allow a user to verify such, and
govern transactions accordingly. |

It will be evident to those of ordinary skill in the art that the above-described
modes and embodiments of the present invention, while they disclose useful aspects
of the present invention and its advantages, are illustrative and exemplary only, and
do not describe or delimit the spirit and scope of the present invention, which are

limited only by the claims that follow below.
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ICLAIM:

1. A method for trusted transactions, comprising:

‘ establishing an agreement to exchange digitally-sampled information
between a first and a second party; ' '

| exchanging the digitally-sampled information between the first and
the second party; and

approving the digitally-sampled information using an approval
element selected from the group consisting of a predetermined key, a predetermined
message, and a predetermined cipher, the step of approving the digitally-sampled
information using an approval element consisting of a step selected from the group
consisting of verifying the digitally-sampled information with the approval element,
authenticating the digitally-sampled information with the approval element, and
authorizing the digitally-sampled information with the approval element.

2. The method of claim 1, wherein the step of approving the digitally-
sampled information precedes the step of exchanging digitally-sampled information.

3. The method of claim 1, wherein the step of approving the digitally-
sampled information comprises:

transmitting a first party approval element from the first party to the
second party; and

transmitting a second party approval element from the second party
to the first party.

4. The method of claim 3, wherein the steps of transmitting the first
party approval element and transmitting the second party approval element occur
substantially simultaneously. |

S. The method of claim 3, wherein the first party approval element and
the second party approval element are ‘symmetn'c.

6. The method of claim 3, wherein the first party approval element and
the second party approval element are asymmetric.

7. | The method of claim 1, wherein the approving step is accomplished

using predetermined key pairs.
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8. The method of claim 7, wherein the predetermined key pairs are
created by a cipher selected from the group consisting of steganographic and
cryptographic ciphers.

9 The method of claim 1, wherein the predetermined cipher is selected
from the group consisting of a steganographic cipher and a cryptographic cipher.

10. | The method of claim 1, wherein the predetermined message is
selected from the group consisting of a unique identification, a unique time, data
associated with a predetermined information function, and combinations thereof.

11.  The method of claim 1, wherein the predetermined message has value
indepéndent from at least one primary value-adding component.

12.  The method of claim 1, wherein the predetermined message contains
at least one value-adding component.

13.  The method of claim 1, wherein the step of approving the digitally-
sampled information comprises:

verifying the digitally-sampled information with the approval

14.  The method of claim 1, wherein the step of approving the digitally-
sampled information comprises:
authenticating the digitally-sampled information with the approval
element.
15.  The method of claim 1, wherein the step of approving the digitally-
sampled information comprises: A
authorizing the digitally-sampled information with the approval
element.
16.  The method of claim 1, further comprising:
entering into a security arrangement based on the exchange.
17.  The method of claim 16, wherein the security arrangement is a non-
cash right.
18.  The method of “claim 16, wherein the security arrangement is an
option for a non-cash right.
19.  The method of claim 16, wherein the security arrangement is an.

equity purchase right.
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20. A method for conducting a trusted transaction between two of a

plurality of parties who have reached an agreement to transact, comprising:
' estabiishing a secure transmission channel between the two parties;

approving an identity of at least one of the two parties;

determining an amount of value-added information to be exchanged between
the parties, the value-added information comprising a plurality of value-adding
components; '

verifying the agreement to transact; and

transmitting the value-added information.

_ 21.  The method of claim 20, wherein the step of approving an identity of

at least one of the two parties comprises:

at least one of the parties verifying at least one value-adding component.

22.  The method of claim 20, wherein the step of approving an identity of
at least one of the two parties comprises:

at least one of the parties authorizing at least one value-adding component.

23.  The method of claim 20, wherein the step of approving an identity of
at least one of the two parties comprises:

at least one of the parties authenticating at least one value-adding
component.

24.  The method of claim 20, wherein the step of establishing a secure
transmission channel between two of a plurality of parties comprises:

exchanging data between the two parties;

selecting a pre-determined key to exchange over the secure transmission
channel; and ' "

securing the transmission channel by at least one of a password, a pass -
phrase entry, a query to a user, and real-time biometric data transfer.

25.  The method of claim 20, wherein the step of approving an identity of
at least one of the two parties comprises:

exchanging a value-adding component for each party to the other party.

26.  The method of claim 20, wherein the step of approving an identity of
at least one of the two parties comprises: »
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at least one of the parties independently verifying a value-adding component
of the other party. '

27.  The method of claim 20, wherein a bandwidth of the primary value-
added information comprises a descriptidn including at least one of a bandwidth
requirement for transmission, a bandwidth requirement for storage, and a bandwidth
requirement for playback. |

28. The method of claim 20, wherein at least one term for the exchange
of primary value-added information is negotiated between parties, the terms selected
from the group consisting of an offer, an acceptance, and consideration. '

29.  The method of claim 28, wherein the at least one term changes in real

time.

30. The method of claim 28, wherein access to the at least one term is
restricted by at least one of a pass phrase, a password, a correct answer to a query, a
real time authentication with a biometric, a real time authentication with personal

entropy information, real time telemetry data, and access to additional transaction

records.

31. The method of claim 28, wherein the at least one term is referenced
by a subsequent transaction.

32. The method of claim 28, wherein the at least one term is access

restricted by a provider of at least one value-adding component.

33.  The method of claim 28, wherein the at least one term is traced by a
provider of at least one value-adding component.

34. The method of claim 28, wherein the at least one term is
authenticated by a provider of at least one value-adding component.

35.  The method of claim 28, wherein the at least one term is accessed for
at least one of verification, authentication, and authorization.

»36. The method of claim 28, wherein the af least one term comprises at
least one of readable text, visible color, voice command, and visual instructions.

37.  The method of claim 28, wherein the at least one term comprises
humanly perceptible information.

38. The method of clairh 20, wherein the value-added information is

convertible into a tangible good.
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39.  The method of claim 20, further comprising verifying the value-
added information.

40.  The method of claim 20, further comprising authenticating the value-
added information.

41.  The method of claim 20, wherein the value-adding components
comprise at least one of an equity purchase right, an option, a warrant, and a security
instrument.

42.  The method of claim 20, wherein the value-adding components
comprise a non-cash service. |

43. A method for conducting at least one trusted transaction between at
least two parties, comprising:

authenticating the at least two parties;

agreeing to a security of a transmission channel;

exchanging secondary value-added information;

determining at least one term for a primary value-added information
exchange; and _

facilitating payment for the transaction based on the terms.

44.  The method of claim 43, wherein the step of facilitating payment for
the transaction is accomplished in real-time. A

45, The method of claim 44, wherein the at least one term includes
micropayment systems.

46.  The method of claim 43, wherein the transaction is governed by at
least ohé of legal restrictions that apply to at least one of the parties, a timing of the
transaction, a geographic location of the transaction, and value-added information.

47. The method of claim 43, wherein the value-added information is
represented physically. _

48. The method of claim 43, wherein the secondary value-added
inforxﬁation comprises at least one of an equity option and at least one term from a
previous trusted transaction. ‘

49. The method of claim 43, wherein the secondary value-added

information derives benefit from a previous trusted transaction.
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50.  The method of claim 49, wherein the at least two trusted transactions
are substantially contiguous. .

51.  The method of claim 49, wherein the at least two trusted transactions
have at least one of a time or an event limitation.

52. The method of claim 43, further comprising the step of:

agreeing to at least one term for a different transaction.

53.  The method of claim 43, wherein the first trusted transaction enables
manipulation of information in a subsequent transaction.

54. A method for conducting a trusted transaction between at least two
parties, comprising:

establishing a steganographic cipher;

exchanging secondary value-added information between the parties;

agreeing to at least one term for the exchange of primary value-added
information; and

facilitating payment for the transaction.

55.  The method of claim 54, wherein the step of facilitating payment for
the transaction is accomplished in real-time. ‘ - v

56.  The method of claim 54, wherein the step of facilitating payment for
the transaction is based on the at least one term for the primary value-added
information exchange. _

57. The method of claim 54, wherein the transaction is govemed by at
least an age and a geographical limitation.

58.  The method of claim 54, wherein the transaction is governed by at
least one of legal restrictions that apply to at least one of the parties, a timing of the
transaction, a geographic location of the transaction, and value-added information.

59.  The method of claim 54, wherein at least one of the primary and
secondary value-added information is represented physically.

60. A method for conducting a trusted transaction between at least two
parties, comprising:

identifying at least one of a unique identification for each of the at least two

parties, a unique identification of the transaction, a unique identification of value-
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added information to be transacted, and a unique identification of a value-adding
component,

applying a steganographic cipher; and

verifying an agreement to transact between the parties.

61. The method of claim 60, wherein the trusted transaction is governed
by at least one of a &ansacﬁon age and a geographical location of the transaction.

62.  The method of claim 60, wherein the trusted transaction is governed
by legal restrictions that apply to at least one of the parties, a timing of the
transaction, and value-added information.

63. The method of claim 60, wherein the value-added information is
represented physically.

64.  The method of claim 60, further comprising the step of:

transmitting the value-added information.

65. The method of claim 60, wherein the agreement causes at least one
secondary term to be enabled for at least one of the parties.

66. The method of claim 60, wherein the agreement creates at least one
term for a second trusted transaction. .

67.  The method of claim 60, further comprising the step of:

agreeing to at least one term for a second trusted transaction.

68. A method for bi-directionally exchanging value-added information
between at least two parties, comprising:

associating a plurality of unique identifiers with the value-added information,
the value-added information including at least one of a digital watermark, a file
header, a file attachment, and a file wrapper; .

associating each of the at least two parties with unique identifiers, the unique
identifiers including at least one of a digital watermark, a file header, a file
attachment, and a file wrapper; and

exchanging value-added information between the at least two parties.

69. The method of claim 68, _wherein the transaction and the unique
identifiers are stored for subsequent reference.

70.  The method of claim 68, wherein unique identifiers are access

restricted by at least one pre-determined rule.
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71.  The method of claim 68, wherein the unique identifiers are
asymmetrically access restricted.

72.  The method of claim 70, wherein the access restriction is &ependent
on verification of a querying party.

73.  The method of claim 70, wherein the access restriction allows value-
added information to be transmitted in an altered format.

74.  The method of claim 68, further comprising the step of:

associating the bi-directional exchange of value-added information with a
subsequent exchange of additional value-added information.

75. The method of claim 74, wherein the additional value-added
information is governed by at least one separate term.

76. The method of claim 74, wherein the additional value-added
information comprises a right to purchase equity in at least one of the parties to the
transaction. .

77.  The method of claim 68, further comprising the step of Qgreeing to at
least one term for a subsequent transaction.

78. A method for éxchanging value-added information between at least
two parties, comprising:

providing a déta transmission means;

verifying the parties to the transaction;

negotiating at least one term selected from the group consisting of a price, a
service, a selection, and combinations thereof, and '

binding the at‘ least one term to the information using at least one of a digital
watermark, a file header, metadata, énd a file wrap‘p,er;'

wherein the at least one bound transaction term comprises value-added
information. _

79. The method of claim 78, wherein the at least one bound term cannot
be removed without altering the value-added information.

80.  The method of claim 78, wherein an authentication of the value-
added information requires successful verification of the at least one bound term.

81. A method for trusted transactions, comprising the steps of:

receiving data to be processed;
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determining a structure of the data;

determining if the data is authentic; and

determining an associated usage of the data based on the data structure and
the authenticity of the data. '

82.  The method of claim 81, wherein the data is comprises at least one of
aesthetic data and functional data.

83. The method of claim 81, wherein the structure of the data is
determined based on at least one of a digital signature, a digital watermark, and a
digital notary.

84.. The method of claim 81, wherein the authenticity of the data is
determined based on at least one of a digital signature, a digital watermark and a
digital notary. '

85.  The method of claim 83, further comprising the step of verifying at
least one of the digital signature, the digital watermark, and the digital notary by at
least one of a trusted third party and a certification authority ’

86.  The method of claim 83, wherein a bit from at least one of the digital
signature, the digital watermark and the digital notary can be verified by at least one
of a trusted third party and a certification authority.

87. A method for secure transaction, comprising:

receiving a request to process a transaction;

uniquely identifying a sourcé of the request;

uniquely idéntifying at least one term of the request; and

storing identification information for transaction negotiation.

88. The method of claim 87, wherein the at least one term of the request
includes at least one of a condition and a timing of the request.

89. The method of claim 87, wherein the request may be received over at
least one of a secure and an unsecure transmission line.

90. The method of claim 87, wherein the source of the request is
identified by at least one of a determinable origin of the source and a predetermined
routing of the request by the seller.

91.  The method of claim 87, wherein the at least one term of the request

comprises a value-adding component.
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92.  The method of claim 87, wherein the transaction is noncontiguous
with the request.

93.  The method of claim 87, wherein the transaction and the request are
processed in real time.

94. A method for the facilitation of the exchange of information data

‘between at least a first party and a second party, comprising:

receiving a rule governing information data from a first party;

receiving a request for the information data from a second party;

matching the rule with the request; and

uniquely identifying the information data and the first and second parties;

wherein the information data is selected from the group consisting of
unstructured data and structured data.

95.  The method of claim 94, wherein the rule governs a use of the
information data.

96.  The method of claim 95, wherein the use comprises manipulating the
information data. '

97.  The method of claim 95, wherein the use comprises transferring the
information data.

98.  The method of claim 95, wherein the use comprises subsequently
changing to the information data.

99.  The method of claim 95, wherein the use comprises playing the
information data.

100. The method of claim 95, wherein the use comprises recbrding the
information data.

101. The method of claim 95, wherein the use comprises converting the
information data from at least one of analog to digital format and digital to analog
format. '

102. "I'he method of claim 94, wherein the structured -data comprises at
least one of source code and executable code.

103. The method of claim 94, wherein the request may be filtered
according to at least one of a characteristic, a function, an aesthetic, a condition, a

history, a context, a consideration, a cost, a time, a bandwidth requirement, a storage
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requirement, an available format, an owner identification, a creator identification, a
seller identiﬁcation, an infomediary identification, a distributor identification, a
distribution parameter, an age in unit of time, and a upcoming information data.

104. The method of claim 94, wherein the unique identification is
cryptographicélly secure.

105. The method of claim 104, wherein the unique identification may be
cryptographically secured by using at least one of a cryptographic cipher, a
stegnographic cipher for digital signatures, a special one-way hash, a digital
watermark, axid a _time stamp, and combinations thereof.

106. The method of claim 94, further comprising the step of verifying the
unique identification by an independent third party

107. The method of claim 106, wherein the independent third party
comprises at least one of a certification authority, a creator of the information, an
owner of the information, and a mutually agreed to third party.

108. The method of claim 94, wherein the exchange is in real time.

100. The method of claim 94, wherein the exchange is substantially
noncontiguous.

110. A method for rights management, comprising;

receiving information;

determining whether the information is structured information or
unstructured information;

identifying the information with a steganographic cipher;

authenticating the information with at least one of a digital signature and
digital watermark check; and

associating the identification and authentication results with at least one of a
predetermined record, a predetermined rule, and a predetermined function.

111.  The method of claim 110, further comprising the step of:

limiting an access to the information based on a predetermined exposure of a
decision maker. ‘

© 112. The method of claim 110, further comprising the step of:
limiting a financial exposure based on a predetermined exposure of a

decision maker.
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113. A method for rights management, comprising:

exchanging information between at least two parties;

verifying the information, the verification performed by at least one of the
parties; and

activating at least one of a predetermined act and a rule based on the result of
the verification of information.

114. The method of claim 113, wherein information is exchanged in a
format selected from the group consisting of an analog waveform and binary data.

115. The method of claim 113, further comprising the step of
authenticating the verification by a trusted third party.

116. The method of claim 113, wherein an anonymity of each party is
maintained durihg the step of verifying the information.

117. The method of claim 113, further comprising the step of making the
verification ﬁublicly available for additional verification. _

118. The method of claim 113, wherein the predetermined rule is activated
noncontiguously with verification,

119. The method of claim 113, further comprising the step of making the
accessible for further authentication and identification.

120. A method for risk management, comprising:

receiving information;

determining whether the information is structured or unstructured;

identifying information with a predetermined ciphered key;

authenticating information with at least one of a digital signature, a digital
watermark check, and a predetermined ciphered key;

associating identification and authentication results with a predetermined
rule; and

limiting access based on a predetermined exposure of a decision maker.

121. A method for securely exchaﬁging information data between at least
two parties, comprising:

creating a private key;

deriving a corresponding public key corresponding to the information data

sought and at least one of (a) verifiable data associated with different versions of the
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information data, (b) verifiable data associated with a transmitting device, and (c)
verifiable data associated with an identity of the party seeking the information data;

establishing a set of one time signatures relating to the information data;

establishing a hierarchy of access to the set of one time signatures;

creating a public key signature that is verifiable with the public key,
including the hierarchy of access to the set of one time signatures;

providing the information to a certification authority for verification; and

verifying the one time signature and the hierarchy of access to enable
transfer of predetermined data.

122. A method for authenticating an exchange of a plurality of sets of
information data between at least two parties, comprising;

creating a plurality of hierarchical classes based on a perceptual quality of
the information data;

assigning each set of information data to a corresponding hierarchical class;

defining access to each hierarchical classes and to each set of information
data based on at least one recognizable feature of the information data to be
exchanged;

predetermining access to the sets of information data by perceptually-based
quality determinations;

establishing at least oné connection between the exchanging parties;

perceptually recognizing at least one of the sets of information data
dependent on user provided value-added information data; and

enabling a trusted transaction based on verification, and associated access,
governing at least one of a set of information data sets. |

123. The method of claim 122, further comprising the step of grouping
each hierarchical class by at least one of a quality, a price, and é service.

124.  The method of claim 123, wherein the grouping is determined by at
least one of a buyer and a seller. '

125. The method of claim 123, wherein the grouping enables greater
exchange of information. _

126. A method for authenticating the exchange of perceptual information _

data between at least two parties over a networked system, comprising:
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creating a plurality of hierarchical classes based on a perceptual quality of
the information data; ' »

assigning each set of information data to a corresponding hierarchical class;

defining access to each hierarchical classes and to each set of information
data based on at least one recognizable feature of the information data to be
exchanged,

perceptually recognizing at least one of the sets of information data
dependent on user provided value-added information data;

enabling a trusted transaction of the information data based on verification of
means of payment, and associated access, ‘goveming at least one copy of the
information data sought; ‘

associating the transaction event with the information data prior to
transmission of the information data; and

transmitting and confirming delivery of the information data

127. The method of claim 126, further comprising the step of grouping the
class of data by at least one of quality, price, and service.

128.  The method of claim 127, wherein the grouping is determined by at
least one of a buyer and a seller. '

129. The method of claim 127, wherein the grouping enables greater

'exchange of information.

130. The method of claim 126, further comprising the step of:

confirming both a digital and an analog copy of the transmission.

131.  The method of claim 127, further comprising the step of:

associating the transaction event with the buyer or seller to develop trust with
other paﬁy .

132.  The method of claim 126, further comprising the step of:

charging at least one party based on a transaction bandwidth requirement.

133. A device for conducting a trusted transaction between at least two
parties who have agreed to transact, comprising:

means for uniquely identifying unique identification information selected

from the group consisting of a unique identification of one of the parties, a unique
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identification of the transaction, a unique identification of value-added information
to be transacted, and a unique identification of a value-adding component;

a steganographic cipher; and

means for verifying an agreement to transact between the parties.

134. The device of claim 133, wherein the unique identification
information seeds the steganographic cipher. '

135. The device of claim 133’ wherein the unique identification
information is verifiable.

136. The device of claim 133, further comprising:

means for transmitting value-added information.

137. The device of claim 136, wherein the means for transmitting value-
added information transmits the value-added information by a method selected from
the group consisting of electrical and physical.

138. The device of claim 136, wherein the wherein the means for
transmitting value-added information transmits the value—added information in a
medium selected from the group consisting of a pre-determined file format and a
predetermined carrier medium.

139. A device for conducting a trusted transaction between at least two
parties who have agreed to transact, comprising;:

means for uniquely identifying unique identification information selected
from the group consisting of a unique identification of one of the parties, a unique

identification of the transaction, a unique identification of value-added information

" to be transacted, and a unique identification of a value-adding component; and

means for enabling a subsequent mutually agreed to at least one term.

140. The method of claim 139, wherein the at least one subsequent term
concerns at least one of equity, service, and recognition.

141. A device for conducting trusted transactions between at least two
parties, comprising:

a steganographic cipher;

a controller for receiving input data or outputting output data; and

at least one input/output connection,

wherein the device has a unique identification code.
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142.  The device of claim 141, wherein the unique identification code is
predetermined.

143. The device of claim 141, wherein the unique identification code is
upgradeable. .
144. The device of claim 141, wherein the steganographic cipher
comprises: ' |

‘a number generator selected from the group consisting of a pseudo-random

number generator and a random number generator;

a predetermined key generation algorithm selected from the group consisting
of a hash function and a special one-way function;

a predetermined message information selected from the group consisting of a
digital signature, a time stamp, a digital watermark, and function-dependent data;

a predetermination of the information carrier signals characteristics selected
from the group consisting of a perceptual characteristic and a signal feature.

145. The device of claim 141, wherein the steganographic cipher
manipulates the input data. |

146. The device of claim 141, wherein the steganographic cipher
manipulates the output data

147. The device of claim 141, wherein the input of input data is controlled
by predetermined information selected from the group consisting of a pass phrase, a
password, biometric data, and a personal entropy query.

148. The device of claim 144, wherein an identification of a device holder
requires at least one.additional iteration of verification by at least one of a pass
phrase, a password, biometric data, and a personal entropy query.

' 149. The device of claim 141, wherein the device converts at least one
value-added information metrics selected from the group consisting of a price, a
selection, and a service into humanly perceptible information.

150. The device of claim 149, wherein the humanly perceptible
information relates to at least‘one of a present value cost to the party, at least one
term for use, a level of confidence over the transaction, a level of confidence over

transmission security, and a data integrity metric of the value-added information.
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151. The device of claim 141, wherein the device is manufactured as a
device selected from the group consisting of a smart card, a microchip, and a
software application.

152. The device of claim 151, wherein the manufactured device is tamper-
resistant.

153. The device of claim 151, wherein the manufactured device ceases to
funcﬁon if at least one function of the manufactured device is altered by an
unauthorized party. '

154. The device of claim 151, wherein the software application is subject
to a steganographic cipher for serialization or creating unique instances of individual
copies of the application.

155. The device of claim 141, further comprising an analog to digital
converter. '

156. The device of claim 141, wherein the device is securely linked to at
least one of a means for payment and a transmission channel for private key
exchange énd approval.

157.- The device of claim 156, wherein the key approval is selected from
the group consisting of identification, authenfication, and authorization.

'158.  The device of claim 141, wherein the device transacts according to at
least one predetermination of at least an identity of the vendor, a plurality of -
conditions of the information transfer, a paymé;lt, and an identity of a separate but
similar device. ‘

159.  The device of claim 141, wherein the device further comprises:

an internal memory.

160. A trusted transaction device for transmitting authentic value-added
information data between at least two parties, comprising:

a display;

a unique identifier;

means for ciphering information input and output; .

means for interacting with other similarly functional devices; and

means for storing or retrieving value-added information and a value-adding

component.
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161. The device of claim 160, wherein the display transceives
cryptographically verifiable information.

162. The device of claim 161, wherein the cryptographically verifiable
information is observed by a user.

163. The device of claim 160, wherein the unique identifier is
upgradeable.

164. The device of claim 160, wherein the unique identifier is serialized.

165. The device of claim 160, wherein the unique identifier comprises at
least one of a means for facilitating transaction authorization, a means for facilitating
bandwidth requirements, and a means for associating the unique identifier with
information. '

166. The device of claim 160, wherein the means for ciphering
information comprises at least one of a means for facilitating transaction
authorization, a means for facilitating bandwidth requirements, and a means for
associating the unique identifier with information.

167. The device of claim 160, further con'lplising:

a means for establishing communications/connecting with other similarly
outfitted devices;

a means for storing or retrieving trusted transaction value-adding component
data; and

a means for attaching storage or transducers to the device.

168. The device of claim 167, further comprising:

means for anonymous tracing of the transaction.

169. The device of claim 167, wherein information is processed in real
time.

170. A device for securely exchanging information data, comprising:

means for creating a private key by the party seeking predetermined data;

means for deriving a corresponding public key based on the predetermined
data and at least one of verifiable data associated with different versions of the
information, verifiable data associated with a transmitting device, and verifiable data
associated with the identity of the party seeking information;
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means for creating a set of one-time signatures relating to the predetermined
data;

means for validating a predetermined hierarchy of access of the set of one-
time signatures;

~means for creating a public key signature, verifiable with -the public key,
including the access hierarchy of one time signatures; |

-means for segurély transacting predetermined data by providing information
relating to a proposed transaction; and

means for verifying the one time signature and the hierarchy of access to
enable transfer of predetermined data.

171. The device of claim 170, further comprising

a means for interacting with other equipped devices.

172.  The device of claim 171, further comprising:

means for establishing a secure transmission.

173. A system for the secure exchange of predetermined, verifiable
information data between at least two parties, comprising:

at least one condition for the use of the information;

means for differentiating between predetermined information and other
seemingly identical information based on an authentication protocol;

means for associating authenticity of verifiable information data with at least
one condition for use;

a storage unit for storing the predetermined, verifiable information; and

means for communicaﬁng with the predetermined, verifiable information
storage.

174. The system of claim 173, wherein the means for differentiating
between predetermined information and the seemingly identical information based
on an authentication protocol comprises at least one of a hash, a signature, and a
secure watermark.

175. The system of claim 173, further comprising:

means for authenticating verifiable information flow between transacting
parties.
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176. The system of claim 173, wherein the system securely exchanges
predetermined, verifiable information data prior to 4consummating verifiable
financial transaction between the parties. |

177. A system for the exchange of information, comprising:

at least one sender;

at least a receiver; ‘

a verifiable message; and

a verification of the message by at least one of the senders and the receivers;
wherein a verification of the message enables a decision over receiving additional
related information. _

178. A system for computer based decision protocol comprising:

a means for identifying between structured and unstructured information;

a means for authenticating structured information; and

a means for enabling a decision rule based on the identity and authenticity of
the information. . ,

. 179.  The system of claim 178, further comprising:

a means for comparing decision results with at least one predetermined rule.

180. A system for computer-based decision protocol, comprising:

means for identifying between structured and unstructured information;

means for identifying structured information; and

means for enabling a predetermined decision rule based on the identity of the
information.

_181.  The system of claim 180, wherein the structured information is
deﬁned by at least one of a digital signal processor and a general purpose computing

device.

182. The system of claim 180, wherein the structured information
comprisés binary data.

183. The system of claim 180, wherein the structured information is
humanly perceptible.

184. The system of claim 180, wherein the structured information is
defined in a bit addressable manner.
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185. The system of claim 180, wherein the structured information has at
least one mathematically definable characteristic.
186. The system of claim 180, wherein the structured information is

selected from the group consisting of pseudo-random and random.
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IN THE CLAIMS:

Claims 6-31 were previously canceled without prejudice or disclaimer. Claims 6-
31 were previously subject to a restriction requirement. Applicant reserves the right to
pursue the subject matter of the original claims in this application and in other
applications. This listing of claims will replace all prior versions, and listings, of claims in
the application.
1. (original) A method for copy protection of digital information, the digital information

including a digital sample and format information, comprising the steps of:
identifying a portion of the format information to be encoded;
generating encoded format information from the identified portion of the format information; arid

generating encoded digital information, including the digital sample and the encoded format

information.

2. (original) The method of claim 1, further comprising the step of requiring a predetermined key

to decode the encoded format information.

3. (original) The method of claim 2, wherein the digital sample and format information are
configured to be used with a digital player, and wherein information output from the
digital player will have a degraded quality unless the encoded format information is

decoded with the predetermined key.

4. (original) The method of claim 3, wherein the information output from the digital player

represents a still image, audio or video.

5. (original) The method of claim 3, wherein the information output represents text data to be

authenticated.

Claims 6 — 31 (cancelled without prejudice to Applicant’s right to seek allowance of said claims

in a related application)

32. (original) A method for copy protection of software comprising: embedding the software
with a watermark wherein the embedded software operates in a manner substantially the

same as the software prior to the embedding step.

33. (original) The process of claim 32, wherein the step of embedding the software with a

watermark increases the complexity of code analysis and/or tampering with the software.
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34. (original) The process of claim 32, wherein the watermarked software queries a user for

personalization information during installation of the software
35. (original) The process of claim 32, wherein the watermark is accessible with a key.

36. (original) The process of claim 35, wherein the key  enables authorized use of the

watermarked software.

3

<3

. (original) The process according to claim 35, wherein the key and license information are

interchangeable.

3

[*]

. (original) The process according to claim 32, wherein the step of embedding the software

with a watermark is performed during execution of the software.

39. (original) The process according to claim 32, wherein the step of embedding the software
with a watermark modifies the structure of the software being embedded.

4

(=

. (original) An article of manufacture comprising a machine readable medium, having thereon
stored instructions adapted to be executed by a processor, which instructions when
executed result in a process comprising: receiving potentially watermarked software; and

identifying the software by extracting the watermark.

41. (original) The article of manufacture of claim 40, wherein the watermark is associated with

information fixed prior to distribution of the watermarked software.

4

[\

. (original) The article of manufacture of claim 40, wherein the watermark affects functionality

of the watermarked software.

4

w

. (original) The article of manufacture of claim 40, wherein the extracted watermark enables

generation of a key.

4

-~

. (original) The article of manufacture of claim 43, wherein the generated key and licensing

information are associated.

45. (original) The article of manufacture of claim 40, further comprising limiting functionality of

the software if the watermark cannot be extracted.

46. (original) A method for watermarking software comprising: determining the structure a
plurality of code contained in the software; and configuring at least a portion of the

plurality of code according to a watermarking process.
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55

56

57

. (original) The process of claim 46, wherein the watermarking process further comprises

inserting information into the software after installation.

. (original) The process of claim 46, wherein the watermarking process configures the at least

a portion of the plurality of code according to a key.

. (original) The process of claim 46, wherein the watermarking process increases the

complexity of code analysis and/or tampering with the software.

. (original) The process of claim 46, wherein the watermarking process is selected from the

group comprising: data hiding, steganography or steganographic ciphering.

. (original) The process of claim 46, wherein the watermarking process is applied during

execution of the software.

. (original) A system for copy protection of software comprising the steps of: associating
license information with a copy of a software application; encoding the associated license
information into the copy of the software application using a watermarking process;
providing the copy of the software application having license information encoded
therein to a user; and, comparing information received by a user with the encoded license
information.

. (original) The system of claim 52, wherein the encoding is controlled by a key.

. (original) The system of claim 52, wherein the step of comparing the user supplied
information with the encoded license information enables authorization of the software.

. (original) The system of claim 53, wherein the key is fixed prior to distribution of the
software.

. (original) The system of claim 52, wherein the license information comprises code which
affects functionality of the watermarked software.

. (currently amended) The system of claim 52, wherein the watermarked software is resistant

to code analysis and/or tampering.
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REMARKS

Applicant requests entry of the amendments and submits that this application is

in condition for allowance, and a notice to this effect is earnestly sought.

Respectfully submitted,

Date: October 17, 2007 By: ; ; : W

Scott A-loskowitz
Tel (305) 956-9041
Fax (305) 956-9042
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0CT 1 9 2007

HE UNITED STATES PATENT AND TRADEMARK OFFICE

Appl. No. : 11/895,388 Confirmation No. 2103
Applicant : Scott A. MOSKOWITZ

Filed D August 24, 2007

TC/A.U. : 2132

Examiner : NA

Docket No. : 80391.0003CONT2

MAIL STOP AMENDMENT
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

Dear Sir:

Applicant(s) submit copies of the references listed on the attached SB08 Fornts)
for consideration and request that the U.S. Patent and Trademark Office make them of
record in this application.

Applicant(s) state the following:

H Each item of information contained in this Information Disclosure
Statement was cited in a communication from a foreign patent office in a counterpart
foreign application not more than three months prior to the filing of the Information
Disclosure Statement; <er |

] No item of information contained in this Inf