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Field of Invention

The present invention relates to the secure distribution of digitized value-added
information, or media content, while preserving the ability of publishers to make available
uwnseeureunsecured versions of the same value-added information, or media content, without
adverse effect to the systems security.

Authentication, verification and authorization are all handled with a combination of
cryptographic and steganographic protocols to achieve efficient, trusted, secure exchange of
digital information.

Cross-Reference To Related Application

This application is based on and claims the benefit of pending U.S. Patent Application
Serial No. 60/147,134, filed 08/04/99, entitled, “A Secure Personal Content Server-—MUST-

This apphcatlon also elaims—the—benefit—efincorporates by reference the followmg

applications:

pending U.S. Patent Application Serial No. 08/999,766, filed 7/23/97, entitled “Steganographic
Method and Device”; pending U.S. Patent Application Serial No. 08/772,222, filed 12/20/96,
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entitled “Z-Transform Implementation of Digital Watermarks”; pending U.S. Patent Application
Serial No. 09/456,319, filed 12/08/99, entitled “Transform Implementation of Digital
Watermarks”; pending U.S. Patent Application Serial No. 08/674,726, filed 7/2/96, entitled
“Exchange Mechanisms for Digital Information Packages with Bandwidth Securitization,
Multichannel Digital Watermarks, and Key Management”; pending U.S. Patent Application
Serial No. 09/545,589, filed 04/07/2000, entitled “Method and System for Digital
Watermarking”; pending U.S. Patent Application Serial No. 09/046,627, filed 3/24/98, entitled
“Method for Combining Transfer Function with Predetermined Key Creation”; pending U.S.
Patent Application Serial No. 09/053,628, filed 04/02/98, entitled “Multiple Transform
Utilization and Application for Secure Digital Watermarking”; pending U.S. Patent Application
Serial No. 09/281,279, filed 3/30/99, entitled “Optimization Methods for the Insertion,
Protection, and Detection...”; U.S. Patent Application Serial No. -09/594,719,

filed June 16, 2000, entitled “Utilizing Data Reduction in Steganographic and Cryptographic
Systems” (which is a continuation-in-part of PCT application No. PCT/US00/06522, filed 14
March 2000, which PCT application claimed priority to U.S. Provisional Application No.
60/125,990, filed 24 March 1999); and pending U.S. Application No 60/169,274, filed 12/7/99,
entitled “Systems, Methods And Devices For Trusted Transactions.” All of the patent
applications previously identified in this paragraph are hereby incorporated by reference, in their

entireties.

Background of the Invention

mak rfect repli i f musical recordings from th mi f their home, or as in som
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Musi nsumers h n m ing their music for their own personal

horiz ing and distribution
Summary of the Invention

A local conten r m (L for creatin re environment for digital conten

Ir ing th nd/or the SECD which provides th nce recei he LCS. th
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Digital technology offers economies of scale to value-added data not possible with

physical or tangible media distribution. The ability to digitize information both reduces the cost
of copying and enables perfect copies. This is an advantage and a disadvantage to commercial
publishers who must weigh the cost reduction against the real threat of unauthorized duplication
of their value-added data content. Because cost reduction is an important business consideration,
securing payment and authenticating individual copies of digital information (such as media
content) presents unique opportunities to information service and media content providers. The
present invention seeks to leverage the benefits of digital distribution to consumers and
publishers alike, while ensuring the development and persistence of trust between all parties, as
well as with any third parties involved, directly or indirectly, in a given transaction.

In another approach that is related to this goal, there are instances where transactions
must be allowed to happen after perceptually-based digital information can be authenticated.
(Perceptually based information is information whose value is in large part, based upon its ability
to be perceived by a human, and includes for example, acoustic, psychoacoustic, visual and
psychovisual information.) The process of authenticating before distributing will become

increasingly important for areas where the distributed material is related to a trust-requiring
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transaction event. A number of examples exist. These include virtual retailers (for example, an
on-line music store selling CDs and electronic versions of songs); service providers (for example,
an on-line bank or broker who performs transactions on behalf of a consumer); and transaction
providers (for example, wholesalers or auction houses). These parties have different
authentication interests and requirements. By using the teachings of this application, these
interests and requirements may be separated and then independently quantified by market
participants in shorter periods of time.

All parties in a transaction must authenticate information that is perceptually observable
before trust between the parties can be established. In today’s world, information (including
perceptually rich information) is typically digitized, and as a result, can easily be copied and
redistributed, negatively impacting buyers, sellers and other market participants. Unauthorized
redistribution confuses authenticity, non-repudiation, limit of ability and other important
“transaction events.” In a networked environment, transactions and interactions occur over a
transmission line or a network, with buyer and seller at different points on the line or network.
While such electronic transactions have the potential to add value to the underlying information
being bought and sold (and the potential to reduce the cost of the transaction), instantaneous
piracy can significantly reduce the value of the underlying data, if not wholly destroy it. Even the
threat of piracy tends to undermine the value of the data that might otherwise exist for such an
electronic transaction.

Related situations range from the ability to provably establish the “existence” of a virtual
financial institution to determining the reliability of an “electronic stamp.” The present invention
seeks to improve on the prior art by describing optimal combinations of cryptographic and
steganographic protocols for “trusted” verification, confidence and non-repudiation of digitized
representations of perceptually rich information of the actual seller, vendor or other associated
institutions which may not be commercial in nature (confidence building with logo’s such as the
SEC, FDIC, Federal Reserve, FBI, etc. apply). To the extent that an entity plays a role in
purchase decisions made by a consumer of goods and services relating to data, the present
invention has a wide range of beneficial applications. One is enabling independent trust based on
real world representations that are not physically available to a consumer or user. A second is the
ability to match informational needs between buyers and sellers that may not be universally

appealing or cost effective in given market situations. These include auction models based on
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