a2 United States Patent

US006345100B1

(10) Patent No.: US 6,345,100 B1

Levine 45) Date of Patent: Feb. 5, 2002
(54) ROBUST WATERMARK METHOD AND 5,794,217 A 8/1998 Allen ......cocevvvevrueennne 705/27
APPARATUS FOR DIGITAL SIGNALS 5,825,892 A 10/1998 Braudaway et al. ... 380/51
5,889,868 A 3/1999 Moskowitz et al. .. 380/51
(75) Inventor: Earl Levine, Palo Alto, CA (US) 5,930,369 A * 7/1999 Cf)x etal. .ooeenenn 380/54
5,933,798 A 8/1999 Linnartz ...... 702/191
: . Taiaui : i 5,956,674 A 9/1999 Smyth et al. 704/229
(73) Assignee: Ll}guld Audio, Inc., Redwood City, CA 5960081 A 0/1999 Vymne et al. " 380/10
( ) 5,960,390 A 9/1999 Ueno et al. .........c....... 704/229
(*) Notice:  Subject to any disclaimer, the term of this OTHER PUBLICATIONS
patent is extended or adjusted under 35 o .
U.S.C. 154(b) by O days. S. Craver et al.,, “On the Invertibility of Invisible Water-
marking Techniques,” Conf. on Image Processing, Oct. 29,
. 1997, vol. 1, pp. 540-543.*
(1) Appl. No.: 09/172,935 H.-J. Wang et al., “An Integrated Progressive Image Coding
(22) Filed: Oct. 14, 1998 and Watermark System,” Conf. on Acoustics, Speech and
G1) Int.CL7 HO4K 1/02: HOAL 9/18 Signal Processing, May 15, 1998, vol. 6, pp. 3721-3724.*
nt. CL7 .., ; ;
GO6K 9/64 * cited by examiner
(52) US.CL .o 380/205; 380/38; 380/37; . . .
380/54: 713/176; 713/179; 382284  Lrimary Examiner—Gail Hayes
i ) Assistant Examiner—Justin T. Darrow
(58)  Field of 836281573117 38515455592?)153/ g(ﬁ)’ gg’ (74) Attorney, Agent, or Firm—James D. Ivey
341/50, 55; 348/584; 382/284, 305 ) ABSTRACT
(56) References Cited Watermark data is encoded in a digitized signal by forming

U.S. PATENT DOCUMENTS

a noise threshold spectrum which represents a maximum
amount of imperceptible noise, spread-spectrum chipping
the noise threshold spectrum with a relatively endless stream

5,418,713 A 5/1995 Allen .oeeeevereeeerrrennn 364/403 ) v 1ess
5,613,004 A 3/1997 Cooperman et al. 380/28 of pseudo-random bits to form a basis signal, dividing the
5,636,276 A 6/1997 Brugger ............ . 380/4 basis signal into segments, and filtering the segments to
5,651,090 A 7/1997 Moriya et al. . .. 3951231 smooth segment boundaries. The data encoded in the water-
5,684,920 A 11/1997 Iwakami et al. .. . 3951212 mark signal is precoded to make the watermark data inver-
5,721,788 A 2/1998 Powell et al. ..... ... 382/100 sion robust and is convolutional encoded to further increase
5,727,092 A 3/1998 Sanff’fdy et al. - 382/251 the likelihood that the watermark data will subsequently be
5,727,119 A 3/1998 Davidson et al. . 395/2.12 retrievable notwithstanding lossy processing of the water-
5,732,188 A 3/1998 Moriya et al. . oo 395/2.28 marked sienal
5,734,823 A 3/1998 Saigh et al. ... 395/200 06 gnat.
5,734,891 A 3/1998 Saigh ..... ... 395/610
5,768,426 A 6/1998 Rhoads ........cceevevenene 382/232 57 Claims, 24 Drawing Sheets
- ) [WATERMARKER 100
T
AUDIO v
SIGNAL WATERMARKED
BASIS SIGNAL AUDIO
m GENERATOR SIGNAL ADDER SIGNAL
110 102 106
120
A
-
~——
WATERMARK SIGNAL
GENERATOR
——
BASIS SIGNAL ¢~ 104
[
112
\ J
ROBUST WATERMARK WATERMARK SIGNAL
DATA
114 116
-

DOCKET

_ ARM

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

US 6,345,100 B1

Sheet 1 of 24

Feb. 5, 2002

U.S. Patent

I 34NOI4

0cl

TVNOIS
olany
dIMHVYINETLVM

9

141

. v

A

VLYQ
TYNSIS MuYWNILYM WVINYILYM 1SNE0Y
) _
[
A
VoL YNOIS SISYE
HOolvdaNI® [
TYNSIS YYWEILYM
.
A\ 4
0L 201 0Ll
HOLYHINIO
4300V TVNOIS TYNOIS SISY8
WNOIS
¥ oianv
00} HIHUYINHILYM y

Find authenticated court documents without watermarks at docketalarm.com.

DOCKET
LARM

A



https://www.docketalarm.com/

U.S. Patent Feb. 5, 2002 Sheet 2 of 24 US 6,345,100 Bl

BASIS SIGNAL GENERATOR 102
SECRET KEY 214
NOISE SPECTRUM y
AUDIO GENERATOR PSEUDO-RANDOM
SIGNAL > SEQUENCE
110 GENERATOR
202
‘ 204
NOISE
THRESHOLD
SPECTRUM
210
\_ J
\ 4
CHIPPER
206
v
(" CHIPPEDNOISE )
SPECTRUM
. 212 )
v
FILTER BANK
208
v
FIGURE 2 BASIS SIGNAL

112

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Feb. 5, 2002 Sheet 3 of 24 US 6,345,100 Bl

NOISE SPECTRUM GENERATOR 202

FROM
AUDIO
SIGNAL

110

PREFILTER

302

A 4

SUB-BAND SIGNAL
PROCESSOR

¢—J

~ R

NOISE THRESHOLD
SPECTRUM

304

306
. J

— |

TRANSIENT DAMPER

308

l

MARGIN FILTER

310

v
FIGURE 3 TO NOISE THRESHOLD SPECTRUM

210

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

US 6,345,100 B1

Sheet 4 of 24

Feb. 5, 2002

U.S. Patent

¥y 3HNOI4
90¢ 4% cly
TYNDIS 0lv
HOLVOIANI WNYLO3dS WNY103dS ANYL03dS NNMLO3dS
INJISNVHL QT0OHS3YHL IYONIS olany QTOHSIHHL YNSIS OIdNY
3SION d3ZILNVYND 3SION 3SHVYOD
A y Y
l— <
90v 174014
80¥ I %
21901 21901
1901 ONIAOIN3 T3A0N ANV
ONIMNSY3IN ALITVND J11SNOJV ISEINIE|
3SION -INV1ISNOD -OHOASd anNvg-gans Z0€ ¥3L71434d
P anNva-ans ’ anNva-gans NOY4
A ) vLva olany
a3y3aLii4
| 1
¥0€ HOSS3O0dd TYNOIS ANVE-aNS

Find authenticated court documents without watermarks at docketalarm.com.

DOCKET
LARM

A


https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




