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/0/049107 

dC13 Reed PCT/PTO 0 8 FEB 2002 
PTO/SB/17 (10-01) 

Ap or use through 10/31/2002. OMB 0651-0032 
U.S. Patent and Trader Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it displays a valid OMB control number.

FEE TRANSMITTAL 
for FY 2002 

Patent fees are subject to annual revision. 

Comlete if 

Application Number 0/21

Known 

PCp T/US0 189 

Filing Date 02/08/2002 

First Named Inventor Scott Moskowitz et at. 

] 

Examiner Name 

- Group Art Unit 

TOTAL AMOUNT OF PAYMENT ($) Attorney Docket No. 80408.0011 

METHOD OF PAYMENT FEE CALCULATION (continued) 

1. V 
The Commissioner is hereby authorized to charge 
indicated fees and credit any overpayments to: 

3. ADDITIONAL FEES 
Large Small 
Entity Entity 

Fee Fee Fee Fee Fee Description Fee Paid 
Code ($) Code ($) 

Deposit 
Account 
Number 

50-1129 

105 130 205 65 Surcharge - late filing fee or oath 
Deposit 
Account 
Name 

Wiley Rein & Fielding, LLP 
Floyd Chapman 

127 50 227 25 Surcharge - late provisional filing fee or 
cover sheet 2 Charge Any 7FARdichitio6naanldFele17Required 

Applicant claims small entity status. 
See 37 CFR 1.27 

139 130 139 130 Non-English specification 

147 2,520 147 2,520 For filing a request for ex page reexamination 
2. Payment Enclosed: 

Check Credit card li Money 
Order Other 

112 920' 112 920' Requesting publication of SIR prior to 
Examiner action 

113 1,840* 113 1,840* Requesting publication of SIR after 
FEE CALCULATION Examiner action 

115 110 215 55 Extension for reply within first month 
1. BASIC FILING FEE 

Large Entity Small Entity 
Fee Fee Fee Fee Fee Description 
Code ($) Code ($) Fee Paid 

116 400 216 200 Extension for reply within second month 

117 920 217 460 Extension for reply within third month 

118 1,440 218 720 Extension for reply within fourth month 

128 1,960 228 980 Extension for reply within fifth month 
101 740 201 370 Utility filing fee 370.00 

106 330 206 165 Design filing fee 
119 320 219 160 Notice of Appeal 107 510 207 255 Plant filing fee 
120 320 220 160 Filing a brief in support of an appeal 108 740 208 370 Reissue filing fee 
121 280 221 140 Request for oral hearing 114 160 214 80 Provisional filing fee 
138 1,510 138 1,510 Petition to institute a public use proceeding 

SUBTOTAL (1) ($) 370.00 140 110 240 55 Petition to revive- unavoidable 

141 1,280 241 640 Petition to revive - unintentional 2. EXTRA CLAIM FEES 

Extia 
Fee from 

Claims below Fee Paid 142 1,280 242 640 Utility issue fee (or reissue) 

143 460 243 230 Design issue fee Total Claims 3 -20" = 1 11 I x I, 1 499'00 I 
 144 620 244 310 Plant issue fee Independent 7 - 3— = Claims 4 x II  4168.00 1 

122 130 122 130 Petitions to the Commissioner Multiple Dependent 40.00 I 

Large Entity Small Entity 
Fee Fee Fee Fee Fee Description 
Code (S) Code ($) 
103 18 203 9 Claims in excess of 20 

102 84 202 42 Independent claims in excess of 3 

104 280 204 140 Multiple dependent claim, if not paid 

109 84 209 42 — Reissue independent claims 
over original patent 

110 18 210 9 — Reissue claims in excess of 20 
and over original patent 

123 50 123 50 Processing fee under 37 CFR 1.17(q) 

126 180 126 180 Submission of Information Disclosure Stmt 

581 40 581 40 Recording each patent assignment per 
property (times number of properties) 

146 740 246 370 Filing a submission after final rejection 
(37 CFR § 1.129(a))

149 740 249 370 For each additional invention to be 
examined (37 CFR § 1.129(b)) 

179 740 279 370 Request for Continued Examination (RCE) 

169 900 169 900 Request for expedited examination 
of a design application 

SUBTOTAL (2) ($) 637.00 Other fee (specify) 

*Reduced by Basic Filing Fee Paid SUBTOTAL (3) ($) 637.00 
**or number previously paid, if greater: For Reissues, see above 

SUBMITTED BY Complete (i1 eppliceble) 

Name (Prinlfrype) Floyd B. Chapman I RoternterawAtiogennr. 
1 40,555

Telephone 202/719-7000

Signature 1,0706 egboim ) Date 02/08/2002 

WARNING: Information on this form may become public. Credit card information should not 
be included on this form. Provide credit card information and authorization on PTO-2038. 

Burden Hour Statement: This form is estimated to lake 0.2 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on 
the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, Washington, DC 
20231. DO NOT SEND FEES OR COMPLETED FORMS TO 11-1IS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231. 

DISH - Blue Spike-408
Exhibit 1010, Page 0002



• 
10/ 0491 07 

413 Rec'd PCT/RIO 0 8 FEB 2002 
PTO/SB/17 (10-01) 

A for use through 10/31/2002. OMB 0651-0032 
U.S. Patent and Trad Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Acid 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

FEE TRANSMITTAL 
for FY 2002 

Patent fees are subject to annual revision. 

Complete if Known 1 
Application Number PCT/US00/21189 

Filing Date 02/08/2002 

First Named Inventor Scott Moskowitz et al. 

Examiner Name 

Group Art Unit 

..TOTAL AMOUNT OF PAYMENT ($) Attorney Docket No. 80408.0011 I 

METHOD OF PAYMENT FEE CALCULATION (continued) 

1. ❑The Commissioner is hereby authorized to charge 
indicated fees and credit any overpayments to: 

3. ADDITIONAL FEES 
Large Small 
Entity Entity 

Fee Fee Fee Fee Fee Description Fee Paid 
Code ($) Code ($) 

Deposit 
Account 
Number 

50-1129 

105 130 205 65 Surcharge - late filing fee or oath 
Deposit 
Account 
Name

Wiley Rein & Fielding, LLP 
Floyd Chapman 

127 50 227 25 Surcharge - late provisional filing fee or 
cover sheet V 

Charge Any Additional Fee Required 
Under 37 CFR 1.16 and 1.17 

Applicant claims small entity status 
See 37 CFR 1.27 

139 130 139 130 Non-English specification 

147 2,520 147 2,520 For filing a request for ex parte reexamination 
2. V Payment Enclosed: 

Check IM Credit card Money 
Order Other 

112 920* 112 920* Requesting publication of SIR prior to 
Examiner action 

113 1.840* 113 1.840' Requesting publication of SIR after 
FEE CALCULATION Examiner action 

115 110 215 55 Extension for reply within first month 
1. BASIC FILING FEE 

Large Entity Small Entity 
Fee Fee Fee Fee Fee Description 
Code ($) Code ($) Fee Paid 

116 400 216 200 Extension for reply within second month 

117 920 217 460 Extension for reply within third month 

118 1,440 218 720 Extension for reply within fourth month 

128 1.960 228 980 Extension for reply within fifth month 
101 740 201 370 Utility filing fee 

106 330 206 165 Design filing fee 
119 320 219 160 Notice of Appeal 107 510 207 255 Plant filing fee 
120 320 220 160 Filing a brief in support of an appeal 108 740 208 370 Reissue filing fee 
121 280 221 140 Request for oral hearing 114 160 214 80 Provisional filing fee 
138 1,510 138 1,510 Petition to institute a public use proceeding 

SUBTOTAL (1) ($)  140 110 240 55 Petition to revive - unavoidable 

141 1,280 241 640 Petition to revive - unintentional 640.00 2. EXTRA CLAIM FEES 
Fee from 

Extra s below Fee Paid 142 1,280 242 640 Utility issue fee (or reissue) 

143 460 243 230 Design issue fee Total Claims Q -20** = x I 
4

144 620 244 310 Plant issue fee Independent - 3— = x Claims 4 I 
122 130 122 130 Petitions to the Commissioner Multiple Dependent 4_ J 
123 50 123 50 Processing fee under 37 CFR 1.17(q)

Large Entity Small Entity 
Fee Fee Fee Fee Fee Description 
Code ($) Code ($) 

103 18 203 9 Claims in excess of 20 

102 84 202 42 Independent claims in excess of 3 

104 280 204 140 Multiple dependent claim, it not paid • 

109 84 209 42 "Reissue independent claims 
over original patent 

110 18 210 9 — Reissue claims in excess of 20 
and over original patent 

126 180 126 180 Submission of Information Disclosure Simi 

581 40 581 40 Recording each patent assignment per 
property (times number of properties) 

146 740 246 370 Filing a submission after final rejection 
(37 CFR § 1.129(a)) 

149 740 249 370 For each additional invention to be 
examined (37 CFR § 1.129(b)) 

179 740 279 370 Request for Continued Examination (RCE) 

169 900 169 900 Request for expedited examination 
of a design application 

SUBTOTAL (2) ($) Other fee (specify) 

*Reduced by Basic Filing Fee Paid SUBTOTAL (3) 
640.00 

($) **or number previously paid, if greater; For Reissues, see above 

SUBMITTED BY Complete (if applicable) 

Name (Print/Type) Floyd B. Chapman I R(21goirnstefay/Agtio
en nr . 140 ,555 Telephone 202/719-7000

Signature 
;VezItS2A char>710,,, k Date 02/08/2002 

WARNING: Information on this form may become public. Credit card information should not 
be included on this form. Provide credit card information and authorization on PTO-2038. 

Burden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on 
the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, Washington, DC 
20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231. 
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• •ttorney Docket No.: 80408.0011 

ASSIGNMENT FOR PATENT APPLICATION 

WHEREAS, WE, Scott A. Moskowitz whose address is 16711 Collins Avenue, 
#2505, Miami, Florida 33160 and Michael Berry whose address is 12401 Princess Jeanne, 
Albuquerque, New Mexico 87112 have invented a new and useful invention and improvements 
to the subject matter of: 

A SECURE PERSONAL CONTENT SERVER 

described in an application for United States Letters Patent filed on February 4, 2002, and 
accorded Application No.10/049,101; 

AND, WHEREAS, Blue Spike, a corporation organized under the laws of the 
State of Florida, having a place of business located at 16711 Collins Avenue, #2505, Miami, FL 
33160 (hereinafter "ASSIGNEE"), is desirous of acquiring certain rights to said invention and 
under the applications, which corresponds to International Application No. PCIYUS00/21189, 
which claims priority to U.S. Provisional Application No. 60/213,489 filed June 23, 2000, which 
claims priority to U.S. Provisional Application No. 60/147,134 filed August 4, 1999; 

NOW, THEREFORE, in consideration of the sum of One Dollar ($1.00) or the 
equivalent thereof, and other good and valuable consideration, receipt of which is hereby 
acknowledged, we do hereby sell, assign and transfer unto said ASSIGNEE, its successors, 
assigns and legal representatives, our entire right, title and interest in and throughout the United 
States of America (including its territories and dependencies) and all countries foreign thereto in 
and to said invention and improvements, said United States application, any other United States 
applications, including provisional, divisional, renewal, substitute, continuation, reexamination 
and reissue applications, based in whole or in part on said United States application or in whole 
or in part on said invention and improvements, any foreign applications, including international 
and regional applications, based in whole or in part on any of the aforesaid United States 
applications or in whole or in part on said invention and improvements, and in and to any and all 
letters patent, including extensions thereof, of any country which have been or may be granted on 
any of the aforesaid applications or on said invention and improvements or any parts thereof; 

AND WE hereby authorize, Wiley Rein & Fielding LLP, whose address is 1776 K 
Street, NW, Washington, D.C., 20006, to insert hereon any identification necessary or desirable 
for recordation of this document, including the filing date and application number of said 
application when known; 

AND WE hereby agree for ourselves and our heirs, executors and administrators 
to execute without further consideration any further documents and instruments which may be 
necessary, lawful and proper in the prosecution of said above-referenced applications or in the 
preparation or prosecution of any continuing, substitute, divisional, renewal, reexamination or 
reissue application or in any amendments, extensions or interference proceedings, that may be 
necessary to secure to ASSIGNEE its interest and title in and to said invention or any parts 
thereof, and in and to said several patents or any of them; 

WILEY REIN & FIELDING LLP 
1776 K STREET, N.W. 

WASHINGTON, D.C. 20006 
202.719.7000 (TELEFHOTIE) 202.719.7049 (FACSIMILE) 
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DUPLICATE *Attorney Docket No: 80408.0011 

AND WE hereby covenant for ourselves and our legal representatives, and agree 
with said ASSIGNEE, its successors and assigns, that we have granted no right or license to 
make, use, sell or offer to sell said invention, to anyone except said ASSIGNEE, that prior to 
th3e execution of this deed, our right, title and interest in said invention has not been otherwise 
encumbered, and that we have not and will not execute any instrument in conflict therewith; 

AND WE do hereby authorize and request the United States Commissioner for 
Patents to issue any and all letters patent, which may be granted upon said United States 
applications, or upon said invention or any parts thereof when granted, to said ASSIGNEE. 

IN WITNESS WHEREOF, we have hereunto set our hands and seals. 

Date SCOTT A. MOSKOWITZ 

Co -
Date 

County of 
State of 

L BE 

On this day of , 2002, before me a Notary Public in and for the 
County and State aforesaid, personally appeared SCOTT A. MOSKOWITZ, who is personally 
known to me or who produced as identification, and who signed 
and sealed the foregoing instrument, and acknowledged the same to be of his free act and deed. 

(Seal) 
Notary Public:_ 
My Commission Expires: 

County of 
State of 

On this day of , 2002, before me a Notary Public in and for the 
County and State aforesaid, personally appeared MICHAEL BERRY, who is personally known 
to me or who produced as identification, and who signed and 
sealed the foregoing instrument, and acknowledged the same to be of his free act and deed. 

(Seal) 
Notary Public:_ 
My Commission Expires: 

WILEY REIN & FIELDING LLP 
1776 K STREET, N.W. 

WASHINGTON, D.C. 20006 
202-719.7000 (1eLEPHoNe) 202.719.7049 (F4C5040-E) 

Page 2 of 2 
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• DUPLICATPttorney Docket No.: 80408.0011 

ASSIGNMENT FOR PATENT APPLICATION 

WHEREAS, WE, Scott A. Moskowitz whose address is 16711 Collins Avenue, 
#2505, Miami, Florida 33160 and Michael Berry whose address is 12401 Princess Jeanne, 
Albuquerque, New Mexico 87112 have invented a new and useful invention and improvements 
to the subject matter of: 

A SECURE PERSONAL CONTENT SERVER 

described in an application for United States Letters Patent filed on February 4, 2002, and 
accorded Application No.10/049,101; 

AND, WHEREAS, Blue Spike, a corporation organized under the laws of the 
State of Florida, having a place of business located at 16711 Collins Avenue, #2505, Miami, FL 
33160 (hereinafter "ASSIGNEE"), is desirous of acquiring certain rights to said invention and 
under the applications, which corresponds to International Application No. PCT/US00/21189, 
which claims priority to U.S. Provisional Application No. 60/213,489 filed June 23, 2000, which 
claims priority to U.S. Provisional Application No. 60/147,134 filed August 4, 1999; 

NOW, THEREFORE, in consideration of the sum of One Dollar ($1.00) or the 
equivalent thereof, and other good and valuable consideration, receipt of which is hereby 
acknowledged, we do hereby sell, assign and transfer unto said ASSIGNEE, its successors, 
assigns and legal representatives, our entire right, title and interest in and throughout the United 
States of America (including its territories and dependencies) and all countries foreign thereto in 
and to said invention and improvements, said United States application, any other United States 
applications, including provisional, divisional, renewal, substitute, continuation, reexamination 
and reissue applications, based in whole or in part on said United States application or in whole 
or in part on said invention and improvements, any foreign applications, including international 
and regional applications, based in whole or in part on any of the aforesaid United States 
applications or in whole or in part on said invention and improvements, and in and to any and all 
letters patent, including extensions thereof, of any country which have been or may be granted on 
any of the aforesaid applications or on said invention and improvements or any parts thereof; 

AND WE hereby authorize, Wiley Rein & Fielding LLP, whose address is 1776 K 
Street, NW, Washington, D.C., 20006, to insert hereon any identification necessary or desirable 
for recordation of this document, including the filing date and application number of said 
application when known; 

AND WE hereby agree for ourselves and our heirs, executors and administrators 
to execute without further consideration any further documents and instruments which may be 
necessary, lawful and proper in the prosecution of said above-referenced applications or in the 
preparation or prosecution of any continuing, substitute, divisional, renewal, reexamination or 
reissue application or in any amendments, extensions or interference proceedings, that may be 
necessary to secure to ASSIGNEE its interest and title in and to said invention or any parts 
thereof, and in and to said several patents or any of them; 

Waxy REIN & FIELDING LLP 
1776 IC STREET, N.W. 

WASHINGTON, D.C. 20006 
202.719.7000 (TELEPHONE) 202719.7049 (FACSIMILE) 
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DUPL1CATattorney Docket No: 80408.0011 

AND WE hereby covenant for ourselves and our legal representatives, and agree 
with said ASSIGNEE, its successors and assigns, that we have granted no right or license to 
make, use, sell or offer to sell said invention, to anyone except said ASSIGNEE, that prior to 
th3e execution of this deed, our right, title and interest in said invention has not been otherwise 
encumbered, and that we have not and will not execute any instrument in conflict therewith; 

AND WE do hereby authorize and request the United States Commissioner for 
Patents to issue any and all letters patent, which may be granted upon said United States 
applications, or upon said invention or any parts thereof when granted, to said ASSIGNEE. 

IN WITNESS WHEREOF, we have hereunto set our hands and seals. 

( 1?7°2Da e SCOTT A. MOSKO 

Date MICHAEL BERRY 

County of e -
State of FC.-0 ,D A 

On this  /  day of  fU  i y  , 2002, before me a Notary Public in and for the 
County and State aforesaid, personally appeared SCOTT A. MOSKOWITZ, who is personally 
known to me or who produced  I)  L.-  as identification, and who signed 
and sealed the foregoing instrument, and acknowledged the same to be of his free act and deed. 

(Seal) IVAVOI4SIR9IE 
Nolcry Pubic - State of Hasid(' 

*Gambian Eiplres Mot ZOS 
Comrrinion 00007707 

41.10 11111MEMPring 

Notary Public:. 
My Commission Expires: 

County of 
State of 

On this day of , 2002, before me a Notary Public in and for the 
County and State aforesaid, personally appeared MICHAEL BERRY, who is personally known 
to me or who produced as identification, and who signed and 
sealed the foregoing instrument, and acknowledged the same to be of his free act and deed. 

(Seal) 
Notary Public:. 
My Commission Expires: 

WILEY REIN & FIELDING LLP 
1776 K STREET, N.W. 

WASHINGTON, D.C. 20006 
202.719.7000 (TELEPHONE) 202.719.7049 (FAcsDiELE) 

Page 2 of 2 
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PATENT APPLICATION SERIAL NO. 
10/049101 

U.S. DEPARTMENT OF COMMERCE 
PATENT AND TRADEMARK OFFICE 

FEE RECORD SHEET 

02/12/2002 NGUYEN 00000131 501129 10049101 

02 FC:959 370.00 CH 
03 FC:967 99.00 CH 
04 FC:965 168.00 CH 

PTO-1556 
(5/87) 

'U.S. GPO: 2000-468-987139595 
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Application or Docket Number 

PATENT APPLICATION .-EE DETERMINATION RECORD I 
Effective October 1, 2001 110/049101

CLAIMS AS FILED - PART I 
Column 1) (Column 2 

TOTAL CLAIMS 
I 

NUMBER EXTRA FOR NUMBER FILED 

TOTAL CHARGEABLE CLAIMS 
3D minus 20= * I 0 

INDEPENDENT CLAIMS 7 minus 3 = 

MULTIPLE DEPENDENT CLAIM PRESENT 

* If the difference in column 1 is less than zero, enter "0" in column 2 

CLAIMS AS AMENDED - PART II 
Column 1) (Column 2 Column 3 

I

A
M

E
N

D
M

E
N

T 
A

 
I 

CLAIMS HIGHEST 
REMAINING NUMBER 

AFTER PREVIOUSLY 
AMENDMENT PAID FOR 

PRESENT 
EXTRA 

Total Minus 

Independent * Minus *** = 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM 0 

Column 1 Column 2 (Column 3 

CCI 

1-
AFTER 

ILI 
2 
0 
Z 
W 

< 

CLAIMS 
REMAINING 

AMENDMENT 

HIGHEST 
NUMBER 

PREVIOUSLY 
PAID FOR 

PRESENT 
EXTRA 

Total * Minus ** = 

Independent * Minus *** = 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM fl

Uoiumn 1 uoiumn uoiumn i 

I 
A

M
E

N
D

M
E

N
T

 C
 CLAIMS HIGHEST 

REMAINING NUMBER 
AFTER PREVIOUSLY 

AMENDMENT PAID FOR 

PRESENT 
EXTRA 

Total Minus ** = 

Independent * Minus *** = 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM 0 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
" If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20." 
***tf the °Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3." 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found In the appropriate box in column 1. 

SMALL ENTITY 
TYPE CTI 

RATE FEE 

BASIC FEE 37 0

X$ 9= V 

X42= / 

+140= 7 

OTHER THAN 
OR SMALL ENTITY 

OR 

OR 

OR 

OR 

RATE FEE 

BASIC FEE 

X$18= 

X84= 

+280= 

TOTAL OR TOTAL 

SMALL ENTITY 
OTHER THAN 

OR SMALL ENTITY 

RATE 
ADDI-

TIONAL 
FEE 

X$ 9= 

X42= 

+140= 

OR 

OR 

OR 

RATE 
ADDI-

TIONAL 
FEE 

X$18= 

X84= 

+280= 

TOTAL 
ADDIT. FEE  I OR ADDIT.

TO
 FEE

L 

RATE 
ADDI-

TIONAL 
FEE 

X$ 9= 

X42= 

+140= 

OR 

OR 

OR 

RATE 
ADDI-

TIONAL 
FEE 

X$18= 

X84= 

+280= 

ADDIT. FEE 
TOTAL OR TOTAL 

ADDIT. FEE 

OR 

OR 

OR 

RATE 
ADDI-

TIONAL 
FEE 

cr 

CI 
0 
73 

X$18= 

X84= 

+280= 

RATE 
ADDI-

TIONAL 
FEE 

X$ 9= 

X42= 

+140= 

ADDIT. FEE 
TOTAL I 

I OR TOTAL 
ADDIT. FEE 

FORM PTO-875 (Rev. 8/01) 
-*U.SX:P02001452.174/591,17 

Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE 
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ULTIPLE DEPEN147AIM 
FEE CALCULA HEET 
(MR USE WITH PO4 75) 

SERIAL NO. 

APPLOis)
4.1 

—_ — 

FILING DATE 

AS FILED 

- ' CLAIMS
.AFTER AFTER 

lit AMENDMENT 2nd AMENDMENT 

IND. DEP IND. DEP. IND. 

1 

DEP. 

2 

3 11111111 
4 

6 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20. 

21 

26 

27 

28 

29 

30 

31 a-
32 

33 

34 
35 

• 

IND. DEP. IND DEP IND. DEP. 

61 

62 

63 

64 

55 
66 

57 

68 
69 

60 

61 
62 

63 

64 

66 

66 

67 

68 

69 

70 

71 

72 

73 

74 

75 

76 

77 

78 

79 
80 

81 

82 

83 

84 

86 
36 imimmwAri86 

4o 
39 

90 

89 

41 

43 
  Man. 

93 1. 4111 1M95 94 
9 965  46 

48 

49 

50 

TOTAL 
IND. 

TOTAL 
DEP. 
TOTAL 
CLAIMS 

Efg! 
161M1 

RAI 
99 

100 
TOTAL 
IND. 

TOTAL 
DEP.  ..! J 

/W
oo

 a
lm

on
v 

pe
g 

TOTAL 
CLAIMS iienV 

PTO-1380 (3-78) •MA V RR ORRn POR A 110r770NA e T. A /MR n • AMRN nIN sap,r, U.S. DEPARTMENT of COMMERCE 
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PTO/SB/64/PCT (10-00) 
Approved for use through 10/31/2002. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

PETITION FOR REVIVAL OF AN INTERNATIONAL APPLICATION FOR PATENT 
DESIGNATING THE U.S. ABANDONED UNINTENTIONALLY UNDER 37 CFR 1.137(b) 

First named inventor: Scott A. MOSKOWITZ et al. 

International (PCT) Application No.: PCT/US00/21189 
Filed: August 4, 2000 

Title: A SECURE PERSONAL CONTENT SERVER 

Attention: PCT Legal Staff Attn: Boris Milef 
Box PCT 
Assistant Commissioner for Patents 
Washington, D.C. 20231 

U.S. Application No.: 
(if known) 

Docket Number (Optional) 
80408.0011 

RPPr--IVED 
15 APR 2002 

own 
International Division 

The above-identified application became abandoned as to the United States because the fees and documents 
required by 35 U.S.C. 371(c) were not filed prior to the expiration of the time set in 37 CFR 1.494(b) or (c) or 
1.495(b) or (c) as applicable). The date of abandonment is the day after the date on which the 35 U.S.C. 371(c) 
requirements were due. See 37 CFR 1.494(g) or 1.495(h). 

APPLICANT HEREBY PETITIONS FOR REVIVAL OF THIS APPLICATION 

NOTE: A grantable petition requires the following items: 
(1) Petition fee 
(2) Proper reply 
(3) Terminal disclaimer with disclaimer fee--required for all international applications having 

an international filing date before June 8, 1995; and 
(4) Statement that the entire delay was unintentional. 

1. Petition fee 
$ 640.00 10 Small entity - fee (37 CFR 1.17(m)). Applicant claims small entity status. 

See 37 CFR 1.27. 

El Other that small entity - fee $_____(37 CFR 1.17(m)) 

2. Proper reply 

A. The proper reply (the missing 35 U.S.C. 371(c) requirement(s) in the form of 
Reguest to enter National Stage  under 371; filing fee and cry ofu_pin. (identify type of reply): 

0 has been filed previously on 
1E1 is enclosed herewith. 

1_igi491e1 
— ::7.00 EN 

[Page 1 of 21 
Burden Hour Statement: This form is estimated to take 1.0 hours to complete. Time will vary depending upon the needs of the Individual case. Any comments on 
the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, Washington, DC 
20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231. 

02/12/2002 NGUYEN 00000131 501129 10049101 

01 FC:241 640.00 OP 
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PTO/S8/64/PCT (10-00) 
Approved for use through 10/31/2002. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

3. Terminal disclaimer with disclaimer fee 

Since this international application has an international filing date on or after June 8, 1995, no 
terminal disclaimer is required. 

El A terminal disclaimer (and disclaimer fee (37 CFR 1.20(d)) of $_ _ for a small entity or 
other than a small entity) disclaiming the required period of time is enclosed herewith 

(see PTO/SB/63). 

4. Statement. The entire delay in filing the required reply from the due date for the required reply until the 
filing of a grantable petition under 37 CFR 1.137(b) was unintentional. 

WARNING: Information on this form may become public. Credit card information should not 
be included on this form. Provide credit card information and authorization on PTO-2038. 

February 8, 2002 qinig eildwbotrt 
Date Signature 

Floyd B. Chapman 

Telephone Typed or printed name 
Number (202)  719-7000 

Wiley Rien & Fielding, LLP 

Address 
1776 K Street, N.W., Washington, D.C. 

Enclosures: El Response 

0 Fee Payment 

0 Terminal Disclaimer Form 
E  Credit Card Payment Form 
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aCKE TEbTiusoo/21189 

l
PAl ENT COOPERATION mit 

PCT 

NOTICE INFORMING THE APPLICANT OF THE 
COMMUNICATION OF THE INTERNATIONAL 
APPLICATION TO THE DESIGNATED OFFICES 

(PCT Rule 47.1(c), first sentence) 

Date of mailing (day/month/year) 

15 March 2001 (15.03.01) 

Applicant's or agent's file reference 

066112.0139 0 3 I S3 g. 00/3 
International application No. 

PCT/US00/21189 

From the INTERNATIONAL BUREAU 

To: 

CHAPMAN, Floyd, B. 
Baker Botts, LLP 
The Warner 
1299 Pennsylvania Avenue, N.W. 
Washington, DC 20004 RECEIVED 
ETATS-UNIS D'AMERIQUE

APR 0 6 2001 

BROBECK 

IMPORTANT NOTICE 

International filing date (day/month/year) 

04 August 2000 (04.08.00) 

Priority date (day/month/year) 

04 August 1999 (04.08.99) 

Applicant 

BLUE SPIKE, INC. et al 

1. Notice is hereby given that the International Bureau has communicated, as provided in Article 20, the international application 
to the following designated Offices on the date indicated above as the date of mailing of this Notice: 

US 

In accordance with Rule 47.1(c), third sentence, those Offices will accept the present Notice as conclusive evidence that 
the communication of the international application has duly taken place on the date of mailing indicated above and no copy 
of the international application is required to be furnished by the applicant to the designated Office(s). 

2. The following designated Offices have waived the requirement for such a communication at this time: 

EP,JP 

The communication will be made to those Offices only upon their request. Furthermore, those Offices do not require the 
applicant to furnish a copy of the international application (Rule 49.1(a-bis)). 

3. Enclosed with this Notice is a copy of the international application as published by the International Bureau on 
15 March 2001 (15.03.01) under No. WO 01/18628 

REMINDER REGARDING CHAPTER II (Article 31(2)(a) and Rule 54.2) 
If the applicant wishes to postpone entry into the national phase until 30 months (or later in some Offices) from the priority 
date, a demand for international preliminary examination must be filed with the competent International Preliminary 
Examining Authority before the expiration of 19 months from the priority date. 

It is the applicant's sole responsibility to monitor the 19-month time limit. 

Note that only an applicant who is a national or resident of a PCT Contracting State which is bound by Chapter II has the 
right to file a demand for international preliminary examination. 

REMINDER REGARDING ENTRY INTO THE NATIONAL PHASE (Article 22 or 39(1)) 
If the applicant wishes to proceed with the international application in the national phase, he must, within 20 months 
or 30 months, or later in some Offices, perform the acts referred to therein before each designated or elected Office. 

For further important information on the time limits and acts to be performed for entering the national phase, see the 
Annex to Form PCT/IB/301 (Notification of Receipt of Record Copy) and Volume II of the PCT Applicant's Guide. 

The International Bureau of WIPO 
34, chemin des Colombettes 
1211 Geneva 20, Switzerland 

Facsimile No. (41-22) 740.14.35 

Authorized officer 

J. Zahra 

Telephone No. (41-22) 338.83.38 

Form PCT/IB/308 (July 1996) 3884001 
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PCT PATENT APPLICATION 

Application No.: PCT/US00/21189 Date: March 2, 2001 

Client/Matter No.: 031838.0013 Client: Blue Spike, Inc. 

Inventor(s): Scott Moskowitz et al. Atty/Sec.: FBC/KLL/eab 

Title: A SECURE PERSONAL CONTENT SERVER 

The following has been received in the U.S. Patent and Trademark Office 

on the date stamped hereon: 

PCT CHAPTER II DEMAND AND FEE CALCULATION SHEET 

CI Charged Deposit Account in the amount of $627.00 

DOCKETED 

PE vo,

%AR 0 " 
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The demand must be filed directly with the competent International Preliminary Examining Authority or, if two or more Authorities are competent, 
with the one chosen by the applicant. o ID or two-letter code of that Authority may be i teehe applicant on the line below: 

IPEAL 

PCT CHAPTER II 
DEMAND 

under Article 31 of the Patent Cooperation Treaty: 
The undersigned requests that the international application specified below be the subject of 

international preliminary examination according to the Patent Cooperation Treaty and 
hereby elects all eligible States (except where otherwise indicated). 

Identification of1PEA 

For International Preliminary Examining Authority-use only 

Date of receipt of DEMAND 

Box No. I IDENTIFICATION OF THE INTERNATIONAL APPLICATION 
Applicant's or agent's file reference 

031838.0013 

International application No. 

PCI7US00/21189 

International filing date (day/month/year) 

4 August 2000 

(Earliest) Priority date (day/month/year) 

4 August 1999 

Title of invention 

A SECURE PERSONAL CONTENT SERVER 

Box No. II APPLICANT(S)

Name and address: (Family name followed by given name: for a legal entity, full official designation. 
The address must include postal code and name of country.) 

Blue Spike, Inc. . 
16711 Collins Avenue, #2505 
Miami, Florida 33160 
USA 

Telephone No.: 

Facsimile No.: 

Teleprinter No.: 

State (that is, country) of nationality: 

. US 

State (that is, country) of residence: 

US 

Name and addreSs: (Family name followed by given name: for a legal entity, full official designation. The address must include postal code and name of 
country.) 

Scott A. Moskowitz 
16711 Collins Avenue, #2505 
Miami, Florida 33160 . . 
USA 

State (that is, country) of nationality: 

US 

State (that is, country) of residence: 

US 

Name and address: (Family name followed by given name: for a legal entity, full official designation. The address must include postal code and name of 
country.) 

Michael Berry 
12401 Princess Jeanne 
Albuquerque, New Mexico 87112 
USA 

State (that is, country) of nationality: 

US 

State (that is, country) of residence:

US 
• Ei Further applicants are indicated on a continuation sheet. 
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Sheet No. ...2 
• 

hilvtional application No. 

PCT/US00/21 I 89 

Box No. III AGENT OR COMMON REPRESENTATIVE; OR ADDRESS FOR CORRESPONDENCE 

The following person is agent common representative 

examination. 

is hereby revoked. 

Examining Authority, in 

and has been appointed earlier and represents the applicant(s) also for international preliminary 

Ei is hereby appointed and any earlier appointment of (an) agent(s)/common representative 

is hereby appointed, specifically for the procedure before the International Preliminary 
addition to the agent(s)/common representative appointed earlier. 

Name and address: (Family name followed by given name: for a legal entity, full official designation. 
The address must include postal code and name of country.) 

Floyd B. Chapman 
Intellectual Property Department 
Brobeck, Phleger & Harrison LLP 
1333 H Street, N.W., Suite 800 
Washington, D.C. 20005, US 

Telephone No.: 

202-220-6000 

Facsimile No.: 

202-220-5200

Teleprinter No.: 

Address for correspondence: Mark this check-box where no agent or common representative is/has been appointed and
the space above is used instead to indicate a special address to which correspondence should be sent. 

Box No. IV BASIS FOR INTERNATIONAL PRELIMINARY EXAMINATION 

Statement concerning amendments:* 

I. The applicant wishes the international preliminary examination to start on the basis of: 

IZI the international application as originally filed 

statement) 

as reversed. 

postponed until the expiration of 20 months 
receives a copy of any amendments made 
amendments (Rule 69.1(d)). (This check-box 

the basis of the international application as 
amendments of the international application 
it has begun to draw up a written opinion or 

the description as originally filed 

0 as amended under Article 34 

the claims Z as originally filed 

as amended under Article 19 (together with any accompanying 

as amended under Article 34 

the drawings as originally filed 

as amended under Article 34 

2. The applicant wishes any amendment to the claims under Article 19 to be considered 

3. The applicant wishes the start of the international preliminary examination. to be 
from the priority date unless the International Preliminary Examining Authority 
under Article 19 or a notice from the applicant that he does not wish to make such 
may be marked only where the time limit under Article 19 has not yet expired.) 

• Where no check-box is marked, international preliminary examination will start on 
originally filed or, where a copy of amendments to the claims under Article 19 and/or 
under Article 34 are received by the International Preliminary Examining Authority before 
the international preliminary examination report, as so amended. 

Language for the purposes of international preliminary examinations: ENGLISH 

search. 

preliminary examination. 

1 which is the language in which the international application was filed. 

which is the language of a translation furnished for the purposes of international 

which is the language of publication of the international application. 

which is the language of the translation (to be) furnished for the purposes of international 

Box No. V ELECTION OF STATES 

The applicant hereby elects all eligible States (that is, all States which have been designated and which are bound by Chapter 11 of the PCT') 

excluding the following States which the applicant wishes not to elect: 
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1I eational application No. 

PCT/US00/21189 

Box No. VI CHECK LIST 

The demand is accompanied by the following elements, in the language referred to in 
Box No. IV, for the purposes of international preliminary examination: 

1. translation of international application : sheets 

2. amendments under Article 34 •. sheets 

3. copy (or, where required, translation) 
of amendments under Article 19 •. sheets 

4. copy (or, where required, translation) 
of statement under Article 19 •. sheets 

5. letter •. sheets 

6. other (specify) sheets 

For International Preliminary 
Examining Authority use only 

received not received 

0 ❑ 

0 0 

0 Ili 

0 0 

The demand is also accompanied by the item(s) marked below: 

lack of signature 

acid sequence listing in 

1. fee calculation sheet 4. ❑ statement explaining 

nucleotide and or amino 
2. 0 separate signed power of attorney 5. ❑ computer readable form 

3 
E copy of general power of attorney; 

. 6. ❑ other (spec6): 
reference number, if any: 

Box No. VU SIGNATURE OF APPLICANT, AGENT OR COMMON REPRESENTATIVE 

Next to each signature, indicate the name of the person signing and the capacity in which the person signs (if 
demand). 

• 

By: 6/ 4 , 1117/(a,

such capacity is not obvious from reading the 

. 

Floyd B. Chapman, Agent for Applicants . 

1. 

for International rretimmary txamming Autnority use only 

Date of actual receipt of DEMAND: 

2. Adjusted date of receipt of demand due 
to CORRECTIONS under Rule 60.1(b): 

3 ❑ The date of receipt of the demand is AFTER the expiration of 19 months ❑ The applicant has been 

from the priority date and item 4 or 5, below, does not apply. , informed accordingly. 

4. ❑The date of receipt of the demand is WITHIN the period of 19 months from the priority date as extended by virtue of 

Rule 80.5. 

5 ❑ Although the date of receipt of the demand is after the expiration of 19 months from the priority date, the delay in 

arrival is EXCUSED pursuant to Rule 82. . 

For International Bureau use only 

Demand received from IPEA on: 

Form PCT/IPEA/401 (last sheet) (July 1998; reprint July 2000) e demand form 

DISH - Blue Spike-408
Exhibit 1010, Page 0017



PCT ` 
CHAPTER II 

FEE CALCULATION SHEET 

Annex to the Demand for international preliminary examination 

For International Preliminary Examining Authority use only 
International 
application No. PCT/US00/21189 

Applicant's or agent's 
file reference 031838.0013 Date Stamp of the IPEA 

Applicant 

BLUE SPIKE, INC. 

Calculation of prescribed fees 

1. Preliminary examination fee 

2. Handling fee (Applicants from certain States are 
entitled to a reduction of 75% of the handling fee. 
Where the applicant is (or all applicants are) so 
entitled, the amount to be entered at H is 25% of the 
handling fee.) 

3. Total of prescribed fees 
Add the amounts entered at P and H 
and enter total in the TOTAL box 

490.00 P 

137.00 H 

627.00 

TOTAL 

Mode of Payment 

0 

authorization to charge deposit 
account with the IPEA (see below) 

cheque 

postal money order 

bank draft 

cash 

revenue stamps 

coupons 

other (specify): 

Deposit Account Authorization (this mode of payment may not be available at all IPEAs) 

The IPEA/ US 

50-1640 

(S) is hereby authorized to charge the total fees indicated above to my deposit account. 

(this check-box may be marked only if the conditions for deposit accounts of the IPEA so permit) is 
hereby authorized to charge any deficiency or credit any overpayment in the total fees indicated 
above to my deposit account. 

2 March 2001 

Deposit Account Number Date (day/month/year) 
Form PCT/IPEA/401 (Annex) (July 1998; reprint July 2000) 

Signature Floyd B. Chapman 
See Notes to the fee calculation sheet 
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(12) INTERNATIONAOLICATION PUBLISHED UNDER THE PA100PERATION TREATY (PCT) 

(19) World Intellectual Property Organization 
International Bureau 

(43) International Publication Date 
15 March 2001 (15.03.2001) PCT 

111111 1111111 11M11111111 1111 1 11 111 11111 11111 1111111111 1111 1111111 1111 1111 1111 
(10) International Publication Number 

WO 01/18628 A2 
(51) International Patent Classification': 

(21) International Application Number: PCT/US00/21189 

(22) International Filing Date: 4 August 2000 (04.08.2000) 

(25) Filing Language: 

(26) Publication Language: 

(30) Priority Data: 
60/147,134 
60/213.489 

English 

English 

4 August 1999 (04.08.1999) US 
23 June 2000 (23.06.2000) US 

GO6F (72) Inventors: and 
(75) Inventors/Applicants (for US only): MOSKOWITZ, 

Scott, A. [US/US]; 16711 Collins Avenue #2505. Mi-
ami. FL 33160 (US). BERRY. Michael (US/US]; 12401 
Princess Jeanne, Alburquerque, NM 87112 (US). 

(74) Agents: CHAPMAN, Floyd. B. et al.; Baker Botts. LLP, 
The Warner. 1299 Pennsylvania Avenue, N.W.. Washing-
ton, DC 20004 (US). 

(81) Designated States (national): JP, US. 

(84) Designated States (regional): European patent (AT. BE. 
CH, CY, DE, DK, ES, FL FR. GB. GR, IE, IT. LU, MC, 
NL, PT. SE). 

(71) Applicant (for all designated States except US): BLUE Published: 
SPIKE. INC. (US/US]; 16711 Collins Avenue #2505. Mi- — Without international search report and to be republished 
ami. FL 33160 (US). upon receipt of that report. 

[Continued on next page] 

(54) Title: A SECURE PERSONAL CONTENT SERVER 

SECD 

PtbI

Local Comm Server 

wade Peaz 

Wad 0414 
hide 

Pak 

LCS Mao, 

-44 

Pub 6 PUb

Pub 7 Saul! iu Pub II 
Unit 

• (57) Abstract: A local content server system (LCS) for creating a secure environment for digital content is disclosed, which system 
el• comprises: a communications port in communication for connecting the LCS via a network to at least one Secure Electronic Content 
.gz Distributor (SECD), which SECD is capable of storing a plurality of data sets, is capable of receiving a request to transfer at least 

CpC) one content data set, and is capable of transmitting the at least one content data set in a secured transmission: a rewritable storage 
medium whereby content received from outside the LCS may be stored and retrieved; a domain processor that imposes rules and 

1,..y ▪ procedures for content being transferred between the LCS and devices outside the LCS, and a programmable address module which 
CD can be programmed with an identification code uniquely associated with the LCS. The LCS is provided with rules and procedures for 
tows accepting and transmitting content data. Optionally, the system may further comprise: an interface to permit the LCS to communicate 
%IN° with one or more Satellite Units (SU) which may be connected 

[Continued on next page] 
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For two-letter codes and other abbreviations, refer to the "Guid-ance Notes on Codes and Abbreviations" appearing at the begin-ning of each regular issue of the PCT Gerette. 
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to the system through the interface, which SUs are capable of receiving and transmitting digital content; at least one SU: and/or at least one SECD. The SECD may have a storage device for storing a plurality of data sets. as well as a transaction processor for validating the request to purchase and for processing payment for a request to retrieve one of the data sets. The SECD typically includes a security module for encrypting or otherwise securnazing data which the SECD may transmit A method for creating a secure environment for digital content for a consumer is also disclosed. As part of the method. a LCS requests and receives a digital data set that may be encrypted or scrambled. The digital data set may be embedded with at least one robust open watermark. which permits the content to be authenticated. The digital data set is preferably embedded with additional watermarks which are generated using information about the LCS requesting the copy and/or the SECD which provides the copy. Once received by the LCS. the LCS exercises control over the content and only releases the data to authorized users. Generally, the data is not released until the LCS embeds at least one additional watermark based upon protected information associated with the LCS and/or information associated with the user. 
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A SECURE PERSONAL CONTENT SERVER 

Field of invention 

The present invention relates to the secure distribution of digitized value-

added information, or media content, while preserving the ability of publishers to 

5 make available unsecured versions of the same value-added information, or media 

content, without adverse effect to the systems security. 

Authentication, verification and authorization are all handled with a 

combination of cryptographic and steganographic protocols to achieve efficient, 

trusted, secure exchange of digital information. 

10 Cross-Reference To Related Application 

This application is based on and claims the benefit of pending U.S. Patent 

Application Serial No. 60/147,134, filed 08/04/99, entitled, "A Secure Personal 

Content Server" and pending U.S. Patent Application Serial No. 60/213,489, filed 

06/23/2000, entitled "A Secure Personal Content Server." 

15 This application also incorporates by reference the following applications: 

pending U.S. Patent Application Serial No. 08/999,766, filed 7/23/97, entitled 

"Steganographic Method and Device"; pending U.S. Patent Application Serial No. 

08/772,222, filed 12/20/96, entitled "Z-Transform Implementation of Digital 

Watermarks"; pending U.S. Patent Application Serial No. 09/456,319, filed 

20 12/08/99, entitled "Transform Implementation of Digital Watermarks"; pending U.S. 

Patent Application Serial No. 08/674,726, filed 7/2/96, entitled "Exchange 

Mechanisms for Digital Information Packages with Bandwidth Securitization, 

Multichannel Digital Watermarks, and Key Management"; pending U.S. Patent 

Application Serial No. 09/545,589, filed 04/07/2000, entitled "Method and System 

25 for Digital Watermarking"; pending U.S. Patent Application Serial No. 09/046,627, 

filed 3/24/98, entitled "Method for Combining Transfer Function with 

Predetermined Key Creation"; pending U.S. Patent Application Serial No. 

09/053,628, filed 04/02/98, entitled "Multiple Transform Utilization and Application 

for Secure Digital Watermarking"; pending U.S. Patent Application Serial No. 

30 09/281,279, filed 3/30/99, entitled "Optimization Methods for the Insertion, 

Protection, and Detection..."; U.S. Patent Application Serial No.09/594,719, filed 

June 16, 2000, entitled "Utilizing Data Reduction in Steganographic and 
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Cryptographic Systems" (which is a continuation-in-part of PCT application No. 

PCT/US00/06522, filed 14 March 2000, which PCT application claimed priority to 

U.S. Provisional Application No. 60/125,990, filed 24 March 1999); and pending 

U.S. Application No 60/169,274, filed 12/7/99, entitled "Systems, Methods And 

5 Devices For Trusted Transactions." All of the patent applications previously 

identified in this paragraph are hereby incorporated by reference, in their entireties. 

Background of the Invention 

The music industry is at a critical inflection point. Digital technology 

enables anyone to make perfect replica copies of musical recordings from the 

10 comfort of their home, or as in some circumstances, in an offshore factory. Internet 

technology enables anyone to distribute these copies to their friends, or the entire 

world. Indeed, virtually any popular recording is already likely available in the MP3 

format, for free if you know where to look. 

How the industry will respond to these challenges and protect the rights and 

15 livelihoods of copyright owners and managers and has been a matter of increasing 

discussion, both in private industry forums and the public media. Security disasters 

like the cracking of DVD-Video's CSS security system have increased doubt about 

the potential for effective robust security implementations. Meanwhile, the success 

of non-secure initiatives such as portable MP3 players lead many to believe that 

20 these decisions may have already been made. 

Music consumers have grown accustomed to copying their music for their 

own personal use. This fact of life was written into law in the United States via the 

Audio Home Recording Act of 1992. Millions of consumers have CD players and 

purchase music in the Compact Disc format. It is expected to take years for a format 

25 transition away from Red Book CD Audio to reach significant market penetration. 

Hence, a need exists for a new and improved system for protecting digital 

content against unauthorized copying and distribution. 

Summary of the Invention 

A local content server system (LCS) for creating a secure environment for 

30 digital content is disclosed, which system comprises: a communications port in 

communication for connecting the LCS via a network to at least one Secure 

Electronic Content Distributor (SECD), which SECD is capable of storing a 
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plurality of data sets, is capable of receiving a request to transfer at least one content 
data set, and is capable of transmitting the at least one content data set in a secured 
transmission; a rewritable storage medium whereby content received from outside 
the LCS may be stored and retrieved; a domain processor that imposes rules and 

5 procedures for content being transferred between the LCS and devices outside the 
LCS; and a programmable address module which can be programmed with an 

identification code uniquely associated with the LCS. The LCS is provided with 

rules and procedures for accepting and transmitting content data. Optionally, the 

system may further comprise: an interface to permit the LCS to communicate with 
10 one or more Satellite Units (SU) which may be connected to the system through the 

interface, which SUs are capable of receiving and transmitting digital content; at 

least one SU; and/or at least one SECD. The SECD may have a storage device for 

storing a plurality of data sets, as well as a transaction processor for validating the 

request to purchase and for processing payment for a request to retrieve one of the 

15 data sets. The SECD typically includes a security module for encrypting or 
otherwise sccuritizing data which the SECD may transmit. 

A method for creating a secure environment for digital content for a 

consumer is also disclosed. As part of the method, a LCS requests and receives a 

digital data set that may be encrypted or scrambled. The digital data set may be 
20 embedded with at least one robust open watermark, which permits the content to be 

authenticated. The digital data set is preferably be embedded with additional 

watermarks which are generated using information about the LCS requesting the 

copy and/or the SECD which provides the copy. Once received by the LCS, the 

LCS exercises control over the content and only releases the data to authorized 
25 users. Generally, the data is not released until the LCS embeds at least one 

additional watermark based upon protected information associated with the LCS 

and/or information associated with the user. 

Another embodiment of the method of the present invention comprises: 
connecting a Satellite Unit to an local content server (LCS), sending a message 

30 indicating that the SU is requesting a copy of a content data set that is stored on the 
LCS, said message including information about the identity of the SU; analyzing the 
message to confirm that the SU is authorized to use the LCS; retrieving a copy of the 
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requested content data set; assessing whether a secured connection exists between 

the LCS and the SU; if a secured connection exists, embedding a watermark into the 

copy of the requested content data set, said watermark being created based upon 

information transmitted by the SU and information about the LCS; and delivering 

5 the content data set to the SU for its use. 

The SU may also request information that is located not on the LCS, but on 

an SECD, in which case, the LCS will request and obtain a copy from the SECD, 

provided the requesting SU is authorized to access the information. 

Digital technology offers economies of scale to value-added data not 

10 possible with physical or tangible media distribution. The ability to digitize 

information both reduces the cost of copying and enables perfect copies. This is an 

advantage and a disadvantage to commercial publishers who must weigh the cost 

reduction against the real threat of unauthorized duplication of their value-added 

data content. Because cost reduction is an important business consideration, 

15 securing payment and authenticating individual copies of digital information (such 

as media content) presents unique opportunities to information service and media 

content providers. The present invention seeks to leverage the benefits of digital 

distribution to consumers and publishers alike, while ensuring the development and 

persistence of trust between all parties, as well as with any third parties involved, 

20 directly or indirectly, in a given transaction. 

In another approach that is related to this goal, there are instances where 

transactions must be allowed to happen after perceptually-based digital information 

can be authenticated. (Perceptually based information is information whose value is 

in large part, based upon its ability to be perceived by a human, and includes for 

25 example, acoustic, psychoacoustic, visual and psychovisual information.) The 

process of authenticating before distributing will become increasingly important for 

areas where the distributed material is related to a trust-requiring transaction event.

A number of examples exist. These include virtual retailers (for example, an on-line 

music store selling CDs and electronic versions of songs); service providers (for 

30 example, an on-line bank or broker who performs transactions on behalf of a 

consumer); and transaction providers (for example, wholesalers or auction houses). 

These parties have different authentication interests and requirements. By using the 
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teachings of this application, these interests and requirements may be separated and 

then independently quantified by market participants in shorter periods of time. 

All parties in a transaction must authenticate information that is perceptually 

observable before trust between the parties can be established. In today's world, 

5 information (including perceptually rich information) is typically digitized, and as a 

result, can easily be copied and redistributed, negatively impacting buyers, sellers 

and other market participants. Unauthorized redistribution confuses authenticity, 

non-repudiation, limit of ability and other important "transaction events." In a 

networked environment, transactions and interactions occur over a transmission line 

10 or a network, with buyer and seller at different points on the line or network. While 

such electronic transactions have the potential to add value to the underlying 

information being bought and sold (and the potential to reduce the cost of the 

transaction), instantaneous piracy can significantly reduce the value of the 

underlying data, if not wholly destroy it. Even the threat of piracy tends to 

15 undermine the value of the data that might otherwise exist for such an electronic 

transaction. 

Related situations range from the ability to provably establish the "existence" 

of a virtual financial institution to determining the reliability of an "electronic 

stamp." The present invention seeks to improve on the prior art by describing 
20 optimal combinations of cryptographic and steganographic protocols for "trusted" 

verification, confidence and non-repudiation of digitized representations of 

perceptually rich information of the actual seller, vendor or other associated 

institutions which may not be commercial in nature (confidence building with logo's 

such as the SEC, FDIC, Federal Reserve, FBI, etc. apply). To the extent that an 
25 entity plays a role in purchase decisions made by a consumer of goods and services 

relating to data, the present invention has a wide range of beneficial applications. 

One is enabling independent trust based on real world representations that are not 

physically available to a consumer or user. A second is the ability to match 

informational needs between buyers and sellers that may not be universally 

30 appealing or cost effective in given market situations. These include auction models 

based on recognition of the interests or demand of consumers and market 

participants—which make trading profitable by focusing specialized buyers and 
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sellers. Another use for the information matching is to establish limits on the 

liability of such institutions and profit-seeking entities, such as insurance providers 

or credit companies. These vendors lack appropriate tools for determining 

intangible asset risk or even the value of the information being exchanged. By 

5 encouraging separate and distinct "trust" arrangements over an electronic network, 

profitable market-based relationships can result. 

The present invention can make possible efficient and openly accessible 

markets for tradable information. Existing transaction security (including on-line 

credit cards, electronic cash or its equivalents, electronic wallets, electronic tokens, 

10 etc.) which primarily use cryptographic techniques to secure a transmission channel-

-but are not directly associated or dependent on the information being sold--fails to 

meet this valuable need. The present invention proposes a departure from the prior 

art by separating transactions from authentication in the sale of digitized data. Such 

data may include videos, songs, images, electronic stamps, electronic trademarks, 

15 and electronic logos used to ensure membership in some institutional body whose 

purpose is to assist in a dispute, limit liability and provide indirect guidance to 

consumers and market participants, alike. 

With an increasingly anonymous marketplace, the present invention offers 

invaluable embodiments to accomplish "trusted" transactions in a more flexible, 

20 transparent manner while enabling market participants to negotiate terms and 

conditions. Negotiation may be driven by predetermined usage rules or parameters, 

especially as the information economy offers potentially many competitive 

marketplaces in which to transact, trade or exchange among businesses and 

consumers. As information grows exponentially, flexibility becomes an advantage 

25 to market participants, in that they need to screen, filter and verify information 

before making a transaction decision. Moreover, the accuracy and speed at which 

decisions can be made reliably enables confidence to grow with an aggregate of 

"trusted transactions". "Trusted transactions" beget further "trusted transactions" 

through experience. The present invention also provides for improvements over the 

30 prior art in the ability to utilize different independently important "modules" to 

enable a "trusted transaction" using competitive cryptographic and steganographic 

elements, as well as being able to support a wide variety of perceptually-based 
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media and information formats. The envisioned system is not bound by a 

proprietary means of creating recognition for a good or service, such as that 

embodied in existing closed system. Instead, the flexibility of the present invention 

will enable a greater and more diverse information marketplace. 

5 The present invention is not a "trusted system", per se, but "trusted 

transactions" are enabled, since the same value-added information that is sought 

may still be in the clear, not in a protected storage area or closed, rule-based 

"inaccessible virtual environment". 

A related additional set of embodiments regards the further separation of the 

10 transaction and the consumer's identification versus the identification of the 

transaction only. This is accomplished through separated "trusted transactions" 

bound by authentication, verification and authorization in a transparent manner. 

With these embodiments, consumer and vendor privacy could be incorporated. More 

sophisticated relationships are anticipated between parties, who can mix information 

15 about their physical goods and services with a transparent means for consumers, 

who may not be known to the seller, who choose not to confide in an inherently 

closed "trusted system" or provide additional personal information or purchasing 

information (in the form of a credit card or other electronic payment system), in 

advance of an actual purchase decision or ability to observe (audibly or visibly) the 

20 content in the clear. This dynamic is inconsistent with the prior art's emphasis on 

access control, not transparent access to value-added information (in the form or 

goods or services), that can be transacted on an electronic or otherwise anonymous 

exchange. 

These embodiments may include decisions about availability of a particular 

25 good or service through electronic means, such as the Internet, or means that can be 

modularized to conduct a transaction based on interconnection of various users (such 

as WebTV, a Nintendo or Sony game console with network abilities, cellular phone, 

PalmPilot, etc.). These embodiments may additionally be implemented in traditional 

auction types (including Dutch auctions). Consumers may view their anonymous 

30 marketplace transactions very differently because of a lack of physical human 

interactions, but the present invention can enable realistic transactions to occur by 

maintaining open access and offering strict authentication and verification of the 
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information being traded. This has the effect of allowing legacy relationships, 

legacy information, and legacy business models to be offered in a manner which 

more closely reflects many observable transactions in the physical world. The 

tremendous benefits to sellers and consumers is obvious; existing transactions need 

5 not reduce their expectations of security. As well, the ability to isolate and quantify 

aspects of a transaction by module potentially allows for better price determinations 

of intangible asset insurance, transaction costs, advertising costs, liability, etc. which 

have physical world precedent. 

It is contemplated that the publisher and/or owner of the copyrights will want 

10 to dictate restrictions on the ability of the purchaser to use the data being sold. Such 

restrictions can be implemented through the present invention, which presents a 

significant advantage over the prior art (which attempts to effect security through 

access control and attempted tight reigns over distribution). See US Pat. No. 

5,428,606 for a discussion on democratizing digital information exchange between 

15 publishers and subscribers of said information. 

A goal for providers of value-added content is to maximize profits for the 

sale of their content. Marketing and promotion of the informational content cannot 

be eliminated, considering the ever increasing amount of information vying for 

consumers and other market participant's attention. Nonetheless, in a market where 

20 the goods are speculatively valued, marketing budgets are inherently constrained, as 

you are trying to create demand for a product with little inherent value. Where such 

markets have participants, both buyers and sellers and their respective agents, with 

access to the same information in real time, market mechanisms efficiently price the 

market goods or services. These markets are characterized by "price 

25 commoditization" so buyers and sellers are limited to differentiating their offerings 

by selection and service. If the markets are about information itself, it has proven 

more difficult to accurately forecast the target price where sellers can maximize their 

profits. Quality and quantity provide different evaluation criteria of selection and 

service relating to the information being traded. The present invention regards a 

30 particular set of implementations of value-added content security in markets which 

may include unsecured and secure versions of the same value-added data (such as 
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songs, video, research, pictures, electronic logos, electronic trademarks, value-added 

information, etc.). 

Transactions for value-added information can occur without any physical 

location. So, there is a need for a secure personal content server for which the value 

5 added information can be offered for transactions in a manner similar to real world 

transactions. One feature is to offer seemingly similar value added information in 

differing quality settings. These settings have logical relationships with fidelity and 

discreteness and are determined by market participants. Another issue is that 

because purchasers may be anonymous to sellers, it is more important to have a 

10 particular value-added information object available so that market participants can 

fulfill their role are consumers. 

One fundamental weakness of current information markets is the lack of 

mechanisms to ensure that buyers and sellers can reach pricing equilibrium. This 

deficit is related to the "speculative" , "fashion", and "vanity" aspects of perceptual 

15 content (such as music, video, and art or some future recognition to purchasers). For 

other goods and services being marketed to an anonymous marketplace, market 

participants may never see (and indeed, may choose to never see, an actual location 

where the transaction may physically occur. A physical location may simply not 

exist. There are a number of such virtual operations in business today, which would 

20 benefit from the improvements offered under the present system. 

The present invention also seeks to provide improvements to the art in 

enabling a realistic model for building trust between parties (or their agents) not in a 

"system", per se. Because prior art systems lack any inherent ability to allow for 

information to flow freely to enable buyers and sellers to react to changing market 

25 conditions. The present invention can co-exist with these "trusted systems" to the 

extent that all market participants in a given industry have relatively similar 

information with which to price value-added data. The improvement over such 

systems, however, addresses a core features in most data-added value markets: 

predictions, forecasts, and speculation over the value of information is largely an 

30 unsuccessful activity for buyers and sellers alike. The additional improvement is the 

ability to maintain security even with unsecured or legacy versions of value-added 

information available to those who seek choices that fit less quantitative criteria—
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"aesthetic quality" of the information versus "commercial price". Purchase or 

transaction decisions can be made first by authenticating an electronic version of a 

song, image, video, trademark, stamp, currency, etc. 

Additional anticipated improvements include the ability to support varying 

5 pricing models such as auctions that are difficult or impossible to accomplish under 

existing prior art that leaves all access and pricing control with the seller alone, and 

the separation of the transaction from the exchange of the value-added information, 

which gives more control to buyers over their identities and purchasing habits, (both 

sensitive and separately distinct forms of "unrelated" value-added information). 

10 Essentially, no system known in the art allows for realistic protocols to establish 

trust between buyers and sellers in a manner more closely reflecting actual 

purchasing behavior of consumers and changing selling behavior of sellers. The 

goal in such transactions is the creation of trust between parties as well as "trusted 

relationships" with those parties. The present invention is an example of one such 

15 system for media content where the "aesthetic" or "gestalt" of the underlying 

content and its characteristics is a component of buying habits. Without an ability to 

open distribution systems to varying buyers and sellers, media content may be priced 

at less than maximum economic value and buyers may be deprived of a competitive, 

vigorous marketplace for exciting media content from many different creative 

20 participants. 

To the extent that recognition plays such a key role in an information 

economy, value-added data should be as accessible as possible to the highest number 

of market participants in the interests of furthering creativity and building a 

competitive marketplace for related goods and services. This is to the benefit of 

25 both buyers and sellers as well as the other participants in such an economic 

ecosystem. The Internet and other transmission-based transactions with unknown 

parties presents a number of challenges to information vendors who wish to develop 

customer relations, trust and profitable sales. The information economy is largely an 

anonymous marketplace, thus, making it much more difficult to identify consumers 

30 and sellers. The present invention provides remedies to help overcome these 

weaknesses. 
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The present invention is concerned with methods and systems which enable 

secure, paid exchange of value-added information, while separating transaction 

protocols. The present invention improves on existing means for distribution control 

by relying on authentication, verification and authorization that may be flexibly 

5 determined by both buyers and sellers. These determinations may not need to be 

predetermined, although pricing matrix and variable access to the information opens 

additional advantages over the prior art. The present invention offers methods and 

protocols for ensuring value-added information distribution can be used to facilitate 

trust in a large or relatively anonymous marketplace (such as the Internet's World 

10 Wide Web). 

We now define components of the preferred embodiments for methods, 

systems, and devices. 

Definitions: 

Local Content Server (LCS): A device or software application which can 

15 securely store a collection of value-added digital content. The LCS has a unique ID. 

Secure Electronic Content Distributor (SECD): An entity, device or software 

application which can validate a transaction with a LCS, process a payment, and 

deliver digital content securely to a LCS. In cryptographic terms, the SECD acts as 

a "certification authority" or its equivalent. SECDs may have differing 

20 arrangements with consumers and providers of value-added information. (The term 

"content" is used to refer generally to digital data, and may comprise video, audio, 

or any other data that is stored in a digital format). 

Satellite Unit (SU): A portable medium or device which can accept secure 

digital content from a LCS through a physical, local connection and which can either 

25 play or make playable the digital content. The SU may have other functionality as it 

relates to manipulating the content, such as recording. The SU has a unique ID. An 

SU may be a CD player, a video camera, a backup drive, or other electronic device 

which has a storage unit for digital data. 

LCS Domain: A secure medium or area where digital content can be stored, 

30 with an accompanying rule system for transfer of digital content in and out of the 

LCS Domain. The domain may be a single device or multiple devices—all of which 

have some common ownership or control. Preferably, a LCS domain is linked to a 
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single purchasing account. Inside the domain, one can enjoy music or other digital 

data without substantial limitations—as typically a license extends to all personal 

use. 

SecureChannelTM: A secure channel to pass individualized content to 
5 differentiate authentic content from legacy or unauthorized, pirated content. For 

example, the Secure Channel may be used as an auxiliary channel through which 

members of the production and distribution chain may communicate directly with 

individual consumers. Preferably, the Secure Channel is never exposed and can 

only be accessed through legitimate methods. SecureChannel may carry a value-

10 adding component ( VAC). The ability to provide consumers with value adding 

features will serve to give consumers an incentive to purchase new, secure hardware 

and software that can provide the additional enhanced services. The SecureChannel 

may also include protected associated data—data which is associated with a user 

and/or a particular set of content. 

15 Standard Quality: A transfer path into the LCS Domain which maintains the 

digital content at a predetermined reference level or degrades the content if it is at a 

higher quality level. In an audio implementation, this might be defined as Red Book 

CD Quality (44100 Hz., 16 bits, 2 channels). This transfer path can alternately be 

defined in terms of a subset of VAC's or a quality level associated with particular 

20 VAC's. If a VAC is not in the subset, it is not passed. If a VAC is above the defined 

quality level, it is degraded. 

Low Quality: A transfer path into the LCS Domain which degrades the 

digital content to a sub-reference level. In an audio implementation, this might be 

defined as below CD Quality (for instance, 32000 Hz., 16 bits, 2 channels). This 
25 transfer path can alternately be defined in terms of an absence of VAC's or a 

degraded quality level associated with particular VAC's. 

High Quality: A transfer path into the LCS Domain which allows digital 

content of any quality level to pass unaltered. This transfer path can alternately be 
defined in terms of a complete set of VAC's or the highest quality level available 

30 associated with particular VAC's. 

Rewritable Media: An mass storage device which can be rewritten (e.g. hard 

drive, CD-RW, Zip cartridge, M-O drive, etc...). 
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Read-Only Media: A mass storage device which can only be written once 

(e.g. CD-ROM, CD-R, DVD, DVD-R, etc...). Note: pre-recorded music, video, 

software, or images, etc. are all "read only" media. 

Unique ID: A Unique ID is created for a particular transaction and is unique 

5 to that transaction (roughly analogous to a human fingerprint). One way to generate 

a Unique ID is with a one-way hash function. Another way is by incorporating the 

hash result with a message into a signing algorithm will create a signature scheme. 

For example, the hash result may be concatenated to the digitized, value added 

information which is the subject of a transaction. Additional uniqueness may be 

10 observed in a hardware device so as to differentiate that device, which may be used 

in a plurality of transactions, from other similar devices. 

Value-added: Value-added information is differentiated from non-

commoditized information in terms of its marketability or demand, which can vary, 

obviously, from each market that is created for the information. By way of example, 

15 information in the abstract has no value until a market is created for the information 

(i.e., the information becomes a commodity). The same information can be 

packaged in many different forms, each of which may have different values. 

Because information is easily digitized, one way to package the "same" information 

differently is by different levels of fidelity and discreteness. Value is typically 

20 bounded by context and consideration. 

Authentication: A receiver of a "message" (embedded or otherwise within 

the value-added information) should be able to ascertain the original of the message 

(or by effects, the origin of the carrier within which the message is stored). An 

intruder should not be able to successfully represent someone else. Additional 

25 functionality such as Message Authentication Codes (MAC) could be incorporated 

(a one-way hash function with a secret key) to ensure limited verification or 

subsequent processing of value-added data. 

Verification: In cryptographic terms, "verification" serves the "integrity" 

function to prevent an intruder from substituting false messages for legitimate ones. 

30 In this sense, the receiver of the message (embedded or otherwise present within the 

value-added information) should be assured that the message was not modified or 

altered in transit. 
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One-way hash function: One-way hash functions are known in the art. A 

hash function is a function which converts an input into an output, which is usually a 

fixed-sized output. For example, a simple hash function may be a function which 

accepts a digital stream of bytes and returns a byte consisting of the XOR function 

5 of all of the bytes in the digital stream of input data Roughly speaking, the hash 

function may be used to generate a "fingerprint" for the input data. The hash 

function need not be chosen based on the characteristics of the input. Moreover, the 

output produced by the hash function (i.e., the "hash") need not be secret, because in 

most instances it is not computationally feasible to reconstruct the input which 

10 yielded the hash. This is especially true for a "one-way" hash function--one that can 

be used to generate a hash value for a given input string, but which hash cannot be 

used (at least, not without great effort) to create an input string that could generate 

the same hash value. 

Authorization: A term which is used broadly to cover the acts of conveying 

15 official sanction, permitting access or granting legal power to an entity. 

Encryption: For non digitally-sampled data, encryption is data scrambling 

using keys. For value-added or information rich data with content characteristics, 

encryption is typically slow or inefficient because content file sizes tend to be 

generally large. Encrypted data is called "ciphertext". 

20 Scrambling: For digitally-sampled data, scrambling refers to manipulations 

of the value-added or information rich data at the inherent granularity of the file 

format. The manipulations are associated with a key, which may be made 

cryptographically secure or broken into key pairs. Scrambling is efficient for larger 

media files and can be used to provide content in less than commercially viable or 

25 referenced quality levels. Scrambling is not as secure as encryption for these 

applications, but provides more fitting manipulation of media rich content in the 

context of secured distribution. Scrambled data is also called "ciphertext" for the 

purposes of this invention. Encryption generally acts on the data as a whole, 

whereas scrambling is applied often to a particular subset of the data concerned with 

30 the granularity of the data, for instance the file formatting. The result is that a 

smaller amount of data is "encoded" or "processed" versus strict encryption, where 

all of the data is "encoded" or "processed." By way of example, a cable TV signal 
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can be scrambled by altering the signal which provides for horizontal and vertical 

tracking, which would alter only a subset of the data, but not all of the data—which 

is why the audio signal is often untouched. Encryption, however, would generally 

so alter the data that no recognizable signal would be perceptually appreciated. 

5 Further, the scrambled data can be compared with the unscrambled data to yield the 

scrambling key. The difference with encryption is that the ciphertext is not 

completely random, that is, the scrambled data is still perceptible albeit in a lessened 

quality. Unlike watermarking, which maps a change to the data set, scrambling is a 

transfer function which does not alter or modify the data set. 

10 Detailed Discussion of Invention 

The LCS Domain is a logical area inside which a set of rules governing 

content use can be strictly enforced. The exact rules can vary between 

implementations, but in general, unrestricted access to the content inside the LCS 

Domain is disallowed. The LCS Domain has a set of paths which allow content to 

15 enter the domain under different circumstances. The LCS Domain also has paths 

which allow the content to exit the domain. 

A simple example provides insight into the scope of an LCS domain. If an 

LCS is assigned to an individual, then all music, video, and other content data which 

has lawfully issued to the individual may be freely used on that persons LCS domain 

20 (though perhaps "freely" is misleading, as in theory, the individual has purchased a 

license). A LCS Domain may comprise multiple SUs, for example, a video player, a 

CD player, etc. An individual may be authorized to take a copy of a song and play it 

in another's car stereo, but only while the individual's device or media is present. 

Once the device is removed, the friend's LCS will no longer have a copy of the 

25 music to play. 

The act of entering the LCS Domain includes a verification of the content (an 

authentication check). Depending upon the source of the content, such verification 

may be easier or harder. Unvalidateable content will be subjected to a quality 

degradation. Content that can be validated but which belongs to a different LCS 

30 Domain will be excluded. The primary purpose of the validation is to prevent 

unauthorized, high-quality, sharing of content between domains. 
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When content leaves the LCS Domain, the exiting content is embedded with 
information to uniquely identify the exiting content as belonging to the domain from 
which the content is leaving. It is allowed to leave at the quality level at which the 
content was originally stored in the LCS Domain (i.e. the quality level determined 

5 by the validation path). For example, the exiting content may include an embedded 
digital watermark and an attached hash or digital signature; the exiting content may 

also include a time stamp—which itself may be embedded or merely attached). 
Once it has exited, the content cannot return to the domain unless both the 
watermark and hash can be verified as belonging to this domain. The presence of 

10 one or the other may be sufficient to allow re-entry, or security can be set to require 
the presence of more than one identification signal. 

This system is designed to allow a certifiable level of security for high-
quality content while allowing a device to also be usable with unsecured content at a 
degraded quality level. The security measures are designed such that a removal of 

15 the watermark constitutes only a partial failure of the system. The altered content 
(i.e., the content from which the watermark has been removed or the content in 
which the watermark has been degraded) will be allowed back into the LCS 
Domain, but only at a degraded quality level, a result of the watermark destruction 
and subsequent obscurity to the system, consumers will not be affected to the extent 

20 that the unauthorized content has only been degraded, but access has not been 
denied to the content. Only a complete forgery of a cryptographically-secure 
watermark will constitute a complete failure of the system. For a discussion on such 
implementations please see US Pat. No. 5,613,004, US Pat No. 5,687,236, US Pat. 
No. 5,745,569, US Pat. No. 5,822,432, US Pat. No. 5,889,868, US Pat. No. 

25 5,905,800, included by reference in their entirety and pending U.S. patent 
applications with Serial No. 09/046,627 "Method for Combining Transfer 
Function. . .", Serial No. 09/053,628 "Multiple Transform Utilization and 
Application for Secure Digital Watermarking", Serial No. 08/775,216 
"Steganographic Method and Device", Serial No. 08/772,222 "Z-Transform 

30 Implementation . . .", Serial No. 60/125990 "Utilizing Data Reduction in 
Steganographic and Cryptographic Systems". 
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Provable security protocols can minimize this risk. Thus the embedding 

system used to place the watermark does not need to be optimized for robustness, 

only for imperceptibility (important to publishers and consumers alike) and security 

(more important to publishers than to consumers). Ideally, as previously disclosed, 

5 security should not obscure the content, or prevent market participants from 

accessing information, which in the long term, should help develop trust or create 

relationships. 

The system can flexibly support one or more "robust" watermarks as a 

method for screening content to speed processing. Final validation, however, relies 

10 upon the fragile, secure watermark and its hash or digital signature (a secure time 

stamp may also be incorporated). Fragile watermarks, meaning that signal 

manipulations would affect the watermark, may be included as a means to affect the 

quality of the content or any additional attributes intended to be delivered to the 

consumer. 

15 LCS Functions 

The LCS provides storage for content, authentication of content, enforcement 

of export rules, and watermarking and hashing of exported content. Stored content 

may be on an accessible rewritable medium, but it must be stored as ciphertext 

(encrypted or scrambled), not plain text, to prevent system-level extraction of the 

20 content. This is in contrast to the prior art which affix or otherwise attach meta-data 

to the content for access control by the variously proposed systems. 

Typically, an LCS receives secured data from one or more SECDs. The 

SECD transfers content only after it has been secured. For example, the SECD may 

use an individualized cryptographic container to protect music content while in 

25 transit. Such a container may use public/private key cryptography, ciphering and/or 

compression, if desired. 

The LCS may be able to receive content from a SECD, and must be able to 

authenticate content received via any of the plurality of implemented paths. The 

LCS must monitor and enforce any rules that accompany received content, such as 

30 number of available copies. Finally, it is preferred for the LCS to watermark all 

exported material (with the exception of Path 6 - see below) and supply a hash made 

from the unique ID of the LCS and the content characteristics (so as to be 
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maintained perceptually within the information and increase the level of security of 

the watermark). 

SU Functions 

The SU enables the content to be usable away from the LCS. The SU is 

5 partially within the LCS Domain. A protocol must exist for the SU and LCS to 

authenticate any connection made between them. This connection can have various 

levels of confidence set by the level of security between the SU and LCS and 

determinable by a certification authority or its equivalent, an authorized site for the 

content, for example. The transfer of content from the SU to the LCS without 

10 watermarking is allowed. However, all content leaving the SU must be 

watermarked. Preferably, the SU watermark contains a hash generated from the 

SU's Unique ID and the content characteristics of the content being transferred. If 

the content came from a LCS, the SU watermark must also be generated based, in 

part, upon the hash received from the LCS. The LCS and SU watermarking 

15 procedures do not need to be the same. However, the LCS must be able to read the 

SU watermarks for all different types of SU's with which it can connect. The SU 

does not need to be able to read any LCS watermarks. Each LCS and SU must have 

separate Unique IDs. 

Sample Embodiment 

20 BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present invention, the objects and 

advantages thereof, reference is now made to the following descriptions taken in 

connection with the accompanying drawings in which: 

FIG. 1 shows in block diagram form a system for one embodiment of an 

25 LCS, showing the possible paths for content to enter and exit the system. 

FIG. 2 is flow diagram illustrating the functions performed by the LCS of 

FIG. 1 when content enters the LCS Domain from the rewritable media. 

FIG. 3 is flow diagram illustrating the functions performed by the LCS of 

FIG. 1 when content enters the LCS Domain from the read-only media. 

30 FIG. 4 is flow diagram illustrating the functions performed by the LCS of 

FIG. 1 when content enters the LCS Domain from the satellite unit. 
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FIG. 5 is flow diagram illustrating the functions performed by the LCS of 

FIG. 1 when content leaves the LCS Domain. 

FIG. 6 is flow diagram illustrating the functions performed by the LCS of 

FIG. 1 when content leaves the LCS Domain from the read-only media. 

5 FIG. 7 is flow diagram illustrating the functions performed by the LCS of 

FIG. 1 when content leaves the SU to a receiver other than the LCS. 

DETAILED DESCRIPTION OF THE INVENTION 

The preferred embodiment of the present invention and its advantages are 

best understood by referring to FIGs. 1 through 7 of the drawings, like numerals 

10 being used for like and corresponding parts of the various drawings. 

FIG. 1 is a block diagram showing the components of a sample LCS system 

and showing the possible paths for content to enter and leave the LCS. In the 

embodiment of Figure 1, the LCS is a general purpose computing device such as a 

PC with software loaded to emulate the functions of a LCS. The LCS of Figure 1 

15 has a Rewritable media (such as a hard drive), a Read-Only media (such as a CD-

ROM drive), and software to control access (which software, in effect, defines the 

"LCS Domain"). The Secure Electronic Content Distributor (SECD) is connected 

via a network (such as the Internet, intranet, cable, satellite link, cellular 

communications network, or other commonly accepted network). The Satellite 

20 Unite (SU) is a portable player which connects to the LCS and/or to other players 

where applicable (for example by way of a serial interface, USB, IEEE 1394, 

infrared, or other commonly used interface protocol). FIG. 1 also identifies seven 

(7) path ways. 

Path 1 depicts a secure distribution of digital content from a SECD to a LCS. 

25 The content can be secured during the transmission using one or more 'security 

protocols' (e.g., encryption or scrambling). Moreover, a single LCS may have the 

capability to receive content transmissions from multiple SECDs, and each .SECD 

may use the same security protocols or different security protocols. In the context of 

FIG. 1, however, only a single SECD is displayed. It is also contemplated that the 

30 same SECD may periodically or randomly use different security protocols. A 

typical security protocol uses an asymmetric cryptographic system, an example 

being a public key cryptography system where private and public key pairs allow the 
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LCS to authenticate and accept the received content. Another security protocol may 

involve the ability to authenticate the received content using a signature scheme. 

In FIG. 2, content enters the LCS Domain from the rewritable media (such as 

a hard drive). This communication path is identified as Path 2 on FIG. 1. The LCS 

5 Domain analyzes the content to determine if a watermark is present in the content. 

If no watermark is present, then the quality of the content is downgraded to Low 

Quality before it is stored in the LCS Storage. If a watermark is present, then the 

watermark is extracted and compared with the watermark of the LCS in order to 

determine if a match exists. In the event of a match, the content is permitted to be 

10 stored on the LCS Storage at the same level of quality which the content entered the 

LCS Domain. Optionally, if a watermark is present, the hash may be checked as 

further verification; and if the hash matches, the content is allowed in at High 

Quality. If it does not match, the content is rejected. If the extracted watermark 

does not match the expected watermark, then the content is denied access to the LCS 

15 Storage (i.e., the content is rejected). 

In FIG. 3, content enters the LCS Domain from the Read-Only media. This 

communication path is identified as Path 3 on FIG. 1. The LCS Domain analyzes 

the content to determine if a watermark is present in the content. If no watermark is 

present, then the LCS attempts to further analyze the content using other methods 

20 (i.e., other than watermarking) to try and verify the content for originality. If the 

content cannot be verified or is deemed to have been altered, then the content is 

downgraded to Standard Quality (or even Low Quality) before it is stored in the 

LCS Storage. If a watermark is present, then the watermark is extracted and 

compared with the watermark of the LCS in order to determine if a match exists. In 

25 the event of a match, or in the event that the content is verified by means other than 

the watermark, the content is permitted to be stored on the LCS Storage at the same 

level of quality which the content entered the LCS Domain (which is likely to be 

High Quality). For example, the Read-Only media may also contain an media-based 

identifier which verifies the content as an original, as opposed to a copy—and hence, 

30 a non-watermark method may be used to verify authenticity. 

Optionally, even in the event of a watermark match, a hash may be checked 

as further verification; and if the hash matches, the content is allowed in at High 
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Quality, but if there is no match, the content is rejected. If the extracted watermark 

does not match the expected watermark, or if the LCS is unable to identify any other 

method for verifying the content's authenticity, then the content may be denied 

access to the LCS Storage (i.e., the content may be rejected), or if preferred by the 

5 user, the content may be permitted into the system at a degraded quality level. It is 

the user's prerogative to decide how the system will treat non-authenticated content, 

as well as legacy content. 

In FIG. 4, content enters the LCS Domain from the satellite unit. This 

communication path is identified as Path 4 on FIG. 1. Content from an SU is 

10 marked with an SU watermark before exiting the SU. The LCS analyzes the content 

from the SU for watermarks, and in particular to determine if there is a watermark 

that matches that of the LCS. If the watermarks match, the content is permitted 

access to the LCS at the highest quality level. If there is a mismatch, then the 

content is denied access (i.e., the content is rejected). If the content does not contain 

15 a watermark, the quality is downgraded to Low Quality before permitting access to 

the LCS. Optionally, even in the event of a watermark match, a hash may be 

checked as further verification; and access at the highest quality level may depend 

upon both a match in watermarks and a match in hashes. 

In FIG. 5, content is shown leaving the LCS Domain. This communication 

20 path is identified as Path 5 on FIG. 1. Content is retrieved from the LCS storage and 

then the content may be watermarked with a watermark that is unique to the LCS 

(for example, one that is based upon the LCS's Unique ID). Optionally, a hash may 

be attached to the watermarked content, and/or the hash may be embedded as part of 

the watermark. If an external hash is used, preferably, for security purposes, the 

25 external hash should be created in a different manner from the embedded, watermark 

hash. Optionally, other information may be included in the watermark, for example, 

information to specify a time stamp, the number of allowable copies, etc. After 

watermarking, the content may be permitted to exit the LCS Domain, and may be 

exported to a device outside the LCS Domain, including for example, a rewritable 

30 media, a viewer, player, or other receiver. 

In FIG. 6, content is shown leaving the LCS Domain. This communication 

path is identified as Path 6 on FIG. I. This path is similar to Path 5, with a few 
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important differences. The output receiver is an SU, and because the receiver is an 

SU, the content may leave the LCS without being watermarked. Path 6 requires a 
secure protocol to determine that the receiver is in fact an SU. Once the path is 
verified, the content can be exported without a watermark. The LCS may optionally 

5 transmit the content together with a hash value which will be uniquely associated 
with the content. 

In FIG. 7, content is shown leaving the SU, to a receiver other than the LCS. 
This communication path is identified as Path 7 on FIG. 1. Content is retrieved 

from the SU storage and then the content may be watermarked with a watermark 
10 that is unique to the SU (for example, one that is based upon the SU's Unique ID). 

Optionally, a hash may be attached to the watermarked content, and/or the hash may 

be embedded as part of the watermark. If an external hash is used, preferably, for 

security purposes, the external hash should be created in a different manner from the 
embedded, watermark hash. Optionally, other information may be included in the 

15 watermark, for example, information to specify a time stamp, the number of 
allowable copies, etc., and may even include the hash which the LCS attached to the 
content After watermarking, the content may be permitted to exit the SU, and may 
be exported to a device other than the LCS, including for example, a rewritable 

media, a viewer, player, or other receiver. The quality level of the content leaving 
20 the LCS is generally the same quality level as that of the content when stored 

internally to the LCS. 

The system of the present invention is utilized to complete digital data 

transactions. A typical transaction would have the following steps: 

1.) Using an LCS, a user connects to a SECD. 

25 2.) The user reviews a collection of data sets which are available for 

license (which for purposes of this application, may be equated with a purchase). 

The user then selects a data set (e.g., a song or other content), and purchases (or 

otherwise obtains the right to receive) a copy of the data set. (The user may transmit 
purchase information, for example, credit card information, using digital security 

30 that is known in the art of electronic commerce.) 

3.) The SECD transmits the secured content to the LCS. Before 
transmitting any digital content, the SECD embeds at least one watermark and may 
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also transmit (perhaps through cryptography) at least one hash value along with the 

data being transmitted. The at least one hash value may be embedded with the at 

least one watermark or may be attached to the beginning or end of the data being 

transmitted. Alternately, the hash output may be combined in ways that are known 

5 in the art. 

4.) The LCS optionally may send its public key to the SECD, in which 

case the SECD may use the LCS public key to apply an additional security measure 

to the data to be transmitted, before the data is actually transmitted to the LCS. 

5.) The LCS receives the secured content transmitted by the SECD. The 

10 LCS may optionally use its private key to remove the additional layer of security 

which was applied with the LCS's public key. 

6.) The LCS may authenticate the secure content that was received from 

the SECD by checking the watermark(s) and/or hash values. Optionally, the LCS 

may unpack the secured content from its security wrapper and/or remove any other 

15 layers of security. If the content can be authenticated, the content may be accepted 

into the LCS domain. Otherwise, it may be rejected.

Fragile Watermark Structure 

A fragile watermark—one that is encoded in the LSB of each 16 bit 

sample—can actually hold all of the data that would typically comprise the 

20 information being transmitted in the SecureChanneITM. At a typical sampling rate of 

44.1 kHz, there is 88,200 16 bit samples for each second of data in the time domain 

(44,100 x 2 stereo channels). This provides 88,200 bits per second which may be 

used for storing a fragile watermark. A typical 3 minute stereo song could therefore 

accommodate 1.89 MB of data for a fragile watermark. (The watermark is called 

25 fragile, because it is easily removed without greatly sacrificing the quality of the 

audio data.) 1.89 MB represents an immense capacity relative to the expected size 

of the typical data to be transmitted in a SecureChannel (100 - 200 K). 

Preferably, the fragile watermark is bound to a specific copy of a specific 

song, so that "information pirates" (i.e., would-be thieves) cannot detect a 

30 watermark and then copy it onto another song in an effort to feign authorization 

when none exists. A fragile watermark may also contain information which can be 

utilized by various receivers which might receive the signal being packaged. For 
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instance, a fragile watermark may contain information to optimize the playback of a 

particular song on a particular machine. A particular example could include data 

which differentiates an MP3 encoded version of a song and an AAC encoded 

version of the same song. 

5 One way to bind a fragile watermark to a specific data set is through the use 

of hash functions. An example is demonstrated by the following sequence of steps: 

1.) A digital data set (e.g., a song) is created by known means (e.g., 

sampling music at 44.1 kHz, to create a plurality of 16 bit data sets). The digital 

data set comprises a plurality of sample sets (e.g., a plurality of 16 bit data sets). 

10 2) Information relative to the digital data set (e.g., information about the 

version of the song) is transformed into digital data (which we will call the 

SecureChannel data), and the SecureChannel data is then divided into a plurality of 

SecureChannel data blocks, each of which blocks may then be separately encoded. 

3) A first block of the SecureChannel data is then is encoded into a first 

15 block of sample sets (the first block of sample sets comprising—at a minimum—a 

sufficient number of sample sets to accommodate the size of the first block of 

Secure Channel Data), for example by overwriting the LSB of each sample in the 

first block of sample sets. 

4) A hash pool is created comprising the first block of encoded sample 

20 sets. 

5) A first hash value is then created using i) the hash pool, ii) a random 

(or pseudorandom) number seeded using a code that serves to identify the owner of 

the digital data set, and iii) the SecureChannel data; 

6) The first hash value is then encoded into a second block of sample 

25 sets, the second block of sample sets being sufficient in size to accommodate the 

size of the first hash value. 

7.) The second block of sample sets is then added to the hash pool 

8) A second block of the SecureChannel data is then is encoded into a 

third block of sample sets. 

30 9) The third block of encoded sample sets is added to the hash pool. 
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10) A second hash value is then created using i) the hash pool, ii) a 

random (or pseudorandom) number seeded using a code that serves to identify the 

owner of the digital data set, and iii) the SecureChannel data; 

I I) The second hash value is then encoded into a fourth block of sample 

5 sets. 

Steps 7-11 are then repeated for successive blocks of SecureChannel data 

until all of the SecureChannel data is encoded. Understand that for each block of 

SecureChannel data, two blocks of content data are utilized. Moreover, for 

efficiency, one could use a predetermined subset of the samples in the hash pool, 

10 instead of the whole block. 

Each SecureChannel block may, for example, have the following structure: 

{ 

long BlockIdentifier; //A code for the type of block 

long BlockLength; //The length of the block 

15 //Block data of a length matching BlockLength 

char 1dentityHash[hashSize]; 

char lnscrtionHash[hashSize]; 

} 

In theory, each SecureChannel block may be of a different type of block (i.e., may 

20 begin with a different BlockIdentifier). In operation, a software application (or even 

an ASIC) may read the BlockIdentifier and determine whether it is a recognized 

block type for the particular application. If the application does not recognize the 

block type, the application may use the BlockLength to skip this block of 

SecureChannel. 

25 Certain block types will be required to be present if the SecureChannel is 

going to be accepted. These might include an identity block and a SecureChannel 

hash block. The SecureChannel data may or may not be encrypted, depending on 

whether the data is transfer-restricted (a type of value-adding component, that is, 

VAC) or simply informative. For instance, user-added SecureChannel data need not 

30 be encrypted. A BlockIdentifier may also be used to indicate whether a 

SecureChannel data block is encrypted or not. 

Robust Open Watermark (ROW) 

DISH - Blue Spike-408
Exhibit 1010, Page 0045



WO 01/18628 • 
-26-

PCT/US00/21189 

A Robust-Open Watermark may be used to divide content into three 

categories. (The term "open watermark" is used merely to indicate that the 

watermark relies on a secret which is shared by an entire class of devices, as 

opposed to a secure watermark—which is readable only by a single member of a 

5 class of devices.) A binary setting may be used, whereby one state (e.g., "I") may 

be used to identify secure protected content—such as content that is distributed in a 

secured manner. When the LCS detects a secured status (e.g., by determining that 

the ROW is "1"), the content must be accompanied by an authenticatable 

SecureChannel before the content is permitted to enter the LCS Domain (e.g., 

10 electronic music distribution or EMD content). The other binary state (e.g., "0") 

may be used to identify unsecured content, for example, non-legacy media that is 

distributed in a pre-packaged form (e.g. CD's). When the binary setting is "0", the 

content may or may not have a SecureChannel. Such "0 content" shall only be 

admitted from a read-only medium in its original file format (e.g., a 0 CD shall only 

15 be admitted if it is present on a Redbook CD medium). On the other hand, if the 

ROW is absent, then the LCS will understand that the content is "legacy". Legacy 

content may be admitted, or optionally, may be checked for a fragile watermark—

and then admitted only if the fragile watermark is present. It would be possible to 

permit unfettered usage of legacy content—though again, it is the prerogative of the 

20 user who sets up the LCS. 

Robust Forensic Watermark 

Preferably, a robust forensic watermark is not accessible in any way to the 

consumer—or to "information pirates." A forensic watermark may be secured by a 

symmetric key held only by the seller. A transaction ID may be embedded at the 

25 time of purchase with a hash matching the symmetric key. The watermark is then 

embedded using a very low density insertion mask (< 10 %), making it very difficult 

to find without the symmetric key. Retrieval of such a watermark is not limited by 

real-time/low cost constraints. The recovery will typically only be attempted on 

known pirated material, or material which is suspected of piracy. A recovery time 

30 of 2 hours on a 400 MHz PC may, therefore, be reasonable. 

Sample Embodiment - Renewability 
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The system of the present invention contemplates the need for updating and 

replacing previously-embedded watermarks (which may be thought of generally as 

"renewing" a watermark). If someone is able to obtain the algorithms used to embed 

a watermark—or is otherwise able to crack the security, it would be desirable to be 

5 able to embed a new watermark using a secure algorithm. New watermarks, 

however, cannot be implemented with complete success over night, and thus, there 

inevitably will be transition periods where older SPCS are operating without 

updated software. In such a transition period, the content must continue to be 

recognizable to both the old SPCSs and the upgraded SPCSs. A solution is to 

10 embed both the original and the upgraded watermarks into content during the 

transition periods. Preferably, it is the decision of the content owner to use both 

techniques or only the upgraded technique. 

The operation of the system of the present invention is complicated, 

however, by the presence of "legacy" digital content which is already in the hands of 

15 consumer (that is, digital content that was commercially distributed before the 

advent of watermarking systems) because legacy content will continue to be present 

in the future. Moreover, pirates who distribute unauthorized content will also 

complicate matters because such unauthorized copies are likely to be distributed in 

the same formats as legacy content. As it is unlikely that such unwatermarked 
20 content can ever be completely removed, the present system must try to 

accommodate such content. 

Hardware can be configured to read old ROW content and extract the old 

ROW and insert in the content a new ROW. 

Sample Embodiment — SPCS Audio Server 

25 Tables 1, 2 and 3 depict a sample embodiment for an SPCS Audio Server, 

and in particular show how secured content packages are created as downloadable 

units (Table 1), how the LCS works on the input side for an SPCS Audio Server 

(Table 2), and how the LCS works on the output side (Table 3). 

While the invention has been particularly shown and described by the 
30 foregoing detailed description, it will be understood by those skilled in the art that 

various other changes in form and detail may be made without departing from the 

spirit and scope of the invention. 
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Claims: 

1. A local content server system (LCS) for creating a secure environment for 

digital content, comprising: 

5 a) a communications port in communication for connecting the system 

via a network to at least one Secure Electronic Content Distributor (SECD), said 

SECD capable of storing a plurality of data sets, capable of receiving a request to 

transfer at least one content data set, and capable of transmitting the at least one 

content data set in a secured transmission; 

10 b) a rewritable storage medium whereby content received from outside 

the LCS may be stored and retrieved; 

c) a domain processor that imposes rules and procedures for content 

being transferred between the LCS and devices outside the LCS; and 

d) a programmable address module which can be programmed with an 

15 identification code uniquely associated with the LCS; and 

said domain processor permitting the LCS to receive digital content from 

outside the LCS provided the LCS first determines that the digital content being 

delivered to the LCS is authorized for use by the LCS. 

2. The LCS of claim 1 further comprising 

20 e) an interface to permit the LCS to communicate with one or more 

Satellite Units (SU) which may be connected to the system through the interface, 

said SUs capable of receiving and transmitting digital content; 

and wherein said domain processor permits the LCS to receive digital 

content from an SECD that is connected to the LCS's communication port, provided 

25 the LCS first determines that digital content being received is authorized for use by 

the LCS, 

and wherein said domain processor permits the LCS to deliver digital 

content to an SU that may be connected to the LCS's interface, provided the LCS 

first determines that digital content being received is authorized for use by the SU. 
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3. A local content server system (LCS) for creating a secure environment for 

digital content, comprising: 

a) a communications port in communication for connecting the system 

via a network to at least one Secure Electronic Content Distributor (SECD), said 

5 SECD capable of storing a plurality of data sets, capable of receiving a request to 

transfer at least one content data set, and capable of transmitting the at least one 

content data set in a secured transmission; 

b) an interface to permit the LCS to communicate with one or more 

Satellite Units (SU) which may be connected to the system through the interface, 

10 said SUs capable of receiving and transmitting digital content; and 

c) a rewritable storage medium whereby content received from an 

SECD and from an SU may be stored and retrieved; 

d) a domain processor that imposes rules and procedures for content 

being transferred between the LCS and the SECD and between the LCS and the SU; 

15 and 

e) a programmable address module which can be programmed with an 

identification code uniquely associated with the LCS; 

said domain processor permitting the LCS to deliver digital content to and 

receive digital content from an SU that is connected to the LCS's interface, provided 

20 the LCS first determines that the digital content being delivered to the SU is 

authorized for use by the SU or that the digital content being received is authorized 

for use by the LCS, 

and said domain processor permitting the LCS to receive digital content from 

an SECD that is connected to the LCS's communication port, provided the LCS first 

25 determines that digital content being received is authorized for use by the LCS. 

4. The system of claim 3, wherein said domain processor determines whether 

digital content is authorized for use by extracting a watermark from the digital 

content being transferred. 

5. The system of claim 3, wherein said domain processor comprises: 

30 means for obtaining an identification code from an SU connected to the 

LCS's interface; 
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an analyzer to analyze the identification code from the SU to determine if the 

SU is an authorized device for communicating with the LCS; 

means for analyzing digital content received from an SU; 

said system permitting the digital content to be stored in the LCS if i) an 

5 analysis of the digital content received from the SU concludes that the content is 

authenticated, or ii) an analysis of the digital content received from the SU 

concludes that the content cannot be authenticated because no authentication data is 

embedded in the content, and 

said system preventing the digital content from being stored on the LCS if i) 

10 an analysis of the digital content received from the SU concludes that the content is 

unauthenticated. 

6. The system of claim 4, wherein said analyzer of the domain processor 

comprises means for extracting digital watermarks from the digital content received 

from an SU, and means for analyzing the digital watermark to determine if the 

15 digital content has been previously marked with the unique identification code of the 

LCS. 

7. The system of claim 4, wherein said system permits the digital content to be 

stored in the LCS at a degraded quality level if an analysis of the digital content 

received from the SU concludes that the digital content received from the SU cannot 

20 be authenticated because there is no authentication data embedded in the content. 

8. The system of claim 4, further comprising at least one SU, each such SU 

being capable of communicating with the LCS. 

9. The system of claim 8, wherein the SU has means to sending a message to 

the LCS indicating that the SU is requesting a copy of a content data set that is 

25 stored on the LCS, said message including information about the identity of the SU, 

and wherein the LCS comprises: 

means to analyze the message from the SU to confirm that the SU is 

authorized to use the LCS; 

means to retrieve a copy of the requested content data set; 

30 means to embed at least one robust open watermark into the copy of the 

requested content data set, said watermark indicating that the copy is authenticated; 

DISH - Blue Spike-408
Exhibit 1010, Page 0053



WO 01/18628 PCT/US00/21189 

-34-

means to embed a second watermark into the copy of the requested content 

data set, said second watermark being created based upon information transmitted 

by the SU and information about the LCS; and 

means to deliver the watermarked content data set to the SU for its use. 

5 10. The system of claim 8, further comprising a SECD, said SECD capable of 

receiving a request to transfer at least one data set and capable of transmitting the at 

least one data set in a secured transmission. 

11. The system of claim 10, 

wherein the SU includes means to send a message to the LCS indicating that 

10 the SU is requesting a copy of a content data set that is not stored on the LCS, but 

which the LCS can obtain from an SECD, said message including information about 

the identity of the SU; 

wherein the SECD comprises: 

means to retrieve a copy of the requested content data set; 

15 means to embed at least one robust open watermark into the copy of 

the requested content data set, said watermark indicating that the copy is 

authenticated; 

means to embed a second watermark into the copy of the requested 

content data set, said second watermark being created based upon information 

20 transmitted by the LCS; and 

means to deliver the watermarked content data set to the LCS for its 

use; and 

wherein the LCS comprises: 

means to analyze the message from the SU to confirm that the SU is 

25 authorized to use the LCS; 

means to receive a copy of the requested content data set as 

transmitted by the SECD; 

means to extract at least one watermark to confirm that the content 

data is authorized for use by the LCS; 

30 means to embed at least one robust open watermark into the copy of 

the requested content data set, said watermark indicating that the copy is 

authenticated; 
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means to embed a second watermark into the copy of the requested 

content data set, said second watermark being created based upon information 

transmitted by the SU and information about the LCS; and 

means to deliver the watermarked content data set to the SU for its 

5 use. 

12. The system of claim 8, wherein the SU has means to sending a message to 

the LCS indicating that the SU is requesting to store a copy of a content data set on a 

storage unit of the LCS, said message including information about the identity of the 

SU, and wherein the LCS comprises: 

10 means to analyze the message from the SU to confirm that the SU is 

authorized to use the LCS; 

means receive a copy of the content data set; 

means to determine if a robust open watermark is embedded in the content 

data set, and to extract the robust open watermark if is it is determined that one 

15 exists; 

means to analyze any extracted robust open watermarks to determine if the 

content data set can be authenticated; 

means to permit the storage of the content data set on a storage unit of the 

LCS if i) the LCS authenticates the content data set, or ii) the LCS determines that 

20 no robust open watermark is embedded in the content signal. 

13. The system of claim 4, further comprising at least one SU, each such SU 

being capable of communicating with the LCS, and being capable of using only data 

which has been authorized for use by the SU or which has been determined to be 

legacy content such the data contains no additional information to permit 

25 authentication. 

14. The system of claim 5, wherein the LCS further comprises: 

means to embed at least one robust open watermark into a copy of content 

data, said watermark indicating that the copy is authenticated; 

means to embed a second watermark into the copy of content data, said 

30 second watermark being created based upon information comprising information 

uniquely associated with the LCS; and 
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means to embed a third watermark into the copy of content data, said third 

watermark being a fragile watermark created based upon information which can 

enhance the use of the content data on one or more SUs. 

15. The system of claim 5, wherein the LCS further comprises: 

5 means for encrypting or scrambling content data, such that content data may 

be encrypted or scrambled before it is stored in the rewritable storage medium. 

16. A system for creating a secure environment for digital content, comprising: 

a Secure Electronic Content Distributor (SECD); 

a Local Content Server (LCS); 

10 a communications network interconnecting the SECD to the LCS; and 

a Satellite Unit (SU) capable of interfacing with the LCS; 

said SECD comprising: a storage device for storing a plurality of data sets; 

an input for receiving a request from the LCS to purchase a selection of at least one 

of said plurality of data sets; a transaction processor for validating the request to 

15 purchase and for processing payment for the request; a security module for 

encrypting or otherwise securitizing the selected at least one data set; and an output 

for transmitting the selected at least one data set that has been encrypted or 

otherwise secured for transmission over the communications network to the LCS; 

said LCS comprising: a domain processor; a first interface for connecting to 

20 a communications network; a second interface for communicating with the SU; a 

memory device for storing a plurality of data sets; and a programmable address 

module which can be programmed with an identification code uniquely associated 

with the LCS; and 

said SU being a portable module comprising: a memory for accepting secure 

25 digital content from a LCS; an interface for communicating with the LCS; and a 

programmable address module which can be programmed with an identification 

code uniquely associated with the SU. 

17. A Method for creating a secure environment for digital content for a 

consumer, comprising the following steps: 

30 sending a message indicating that a user is requesting a copy of a content 

data set; 

retrieving a copy of the requested content data set; 
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embedding at least one robust open watermark into the copy of the requested 

content data set, said watermark indicating that the copy is authenticated; 

embedding a second watermark into the copy of the requested content data 

set, said second watermark being created based upon information transmitted by the 

5 requesting user; 

transmitting the watermarked content data set to the requesting consumer via 

an electronic network; 

receiving the transmitted watermarked content data set into a Local Content 

Server (LCS) of the user; 

10 extracting at least one watermark from the transmitted watermarked content 

data set; and 

permitting use of the content data set if the LCS determines that use is 

authorized. 

18. The Method of claim 17, wherein the step of permitting use of the content 

15 data set if the LCS determines that use is authorized comprises: 

checking to see if a watermark extracted from the content data set includes 

information which matches unique information which is associated with the user; 

and 

permitting the storage of the content data set in a storage unit for the LCS. 

20 19. The Method of claim 17, further comprising: 

connecting a Satellite Unit (SU) to an LCS, 

and wherein the step of permitting use of the content data set if the LCS determines 

that use is authorized comprises: 

checking to see if a watermark extracted from the content data set includes 

25 information which matches unique information which is associated with the user; 

and 

embedding a watermark into the content data set using information that is 

associated with the user and information that is associated with an SU; 

delivering the content data set to the SU for its use. 

30 20. A Method for creating a secure environment for digital content for a 

consumer, comprising the following steps: 

connecting a Satellite Unit to an local content server (LCS), 
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sending a message indicating that the SU is requesting a copy of a content 

data set that is stored on the LCS, said message including information about the 

identity of the SU; 

analyzing the message to confirm that the SU is authorized to use the LCS; 

5 and 

retrieving a copy of the requested content data set; 

assessing whether a secured connection exists between the LCS and the SU; 

if a secured connection exists, embedding a watermark into the copy of the 

requested content data set, said watermark being created based upon information 

10 transmitted by the SU and information about the LCS; and 

delivering the content data set to the SU for its use. 

21. The Method of claim 20, further comprising: 

embedding an open watermark into the content data to permit enhanced 

usage of the content data by the user. 

15 22. The Method of claim 21, further comprising: 

embedding at least one additional watermark into the content data, said at 

least one additional watermark being based on information about the user, the LCS 

and an origin of the content data, said watermark serving as a forensic watermark to 

permit forensic analysis to provide information on the history of the content data's 

20 use. 

23. The method of claim 20, wherein the content data can be stored at a level of 

quality which is selected by a user. 

24. A Method for creating a secure environment for digital content for a 

consumer, comprising the following steps: 

25 connecting a Satellite Unit (SU) to an local content server (LCS), 

sending a message indicating that the SU is requesting a copy of a content 

data set that is stored on the LCS, said message including information about the 

identity of the SU; 

analyzing the message to confirm that the SU is authorized to use the LCS; 

30 and 

retrieving a copy of the requested content data set; 

assessing whether a secured connection exists between the LCS and the SU; 
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if a secured connection exists, embedding a watermark into the copy of the 

requested content data set, said watermark being created based upon information 

transmitted by the SU and information about the LCS; and 

delivering the watermarked content data set to the SU for its use. 

5 25. The method of claim 24, further comprising: 

embedding at least one robust open watermark into the copy of the requested 

content data set before the requested content data is delivered to the SU, said 

watermark indicating that the copy is authenticated. 

26. The method of claim 25, wherein the robust watermark is embedded using 

10 any one of a plurality of embedding algorithms. 

26. The method of claim 24, further comprising: 

embedding a watermark which includes a hash value from a one-way hash 

function generated using the content data. 

27. The method of claim 25, wherein the robust watermark can be 

15 periodically replaced with a new robust watermark generated using a new 

algorithm with payload that is no greater than that utilized by the old robust 

watermark. 

28. The method of claim 24, further comprising the step of: 

embedding additional robust open watermarks into the copy of the requested 

20 content data set before the requested content data is delivered to the SU, using a 

new algorithm; and 

re-saving the newly watermarked copy to the LCS. 

29. The method of claim 24, further comprising the step of: 

saving a copy of the requested content data with the robust 

25 watermark to the rewritable media of the LCS. 

30. A Method for creating a secure environment for digital content for a 

consumer, comprising the following steps: 

connecting a Satellite Unit (SU) to an local content server (LCS), 

sending a message indicating that the SU is requesting to store a copy of a 

30 content data on the LCS, said message including information about the identity of 

the SU; 
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analyzing the message to confirm that the SU is authorized to use the LCS; 

and 

receiving a copy of the content data set; 

assessing whether the content data set is authenticated; 

if the content data is unauthenticated, denying access to the LCS storage unit; 

and 

if the content data is not capable of authentication, accepting the data at a 

predetermined quality level, said predetermined quality level having been set for 

legacy content. 
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Burden Hour Statement: This form is estimated to lake 0.2 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on 
the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, Washington, DC 
20231. DO NOT SEND FEES OR COMPLETED FORMS TO 11-1IS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231. 

DISH - Blue Spike-408
Exhibit 1010, Page 0073



• 
10/ 0491 07 
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U.S. Patent and Trad Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Acid 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

FEE TRANSMITTAL 
for FY 2002 

Patent fees are subject to annual revision. 

Complete if Known 1 
Application Number PCT/US00/21189 

Filing Date 02/08/2002 

First Named Inventor Scott Moskowitz et al. 

Examiner Name 

Group Art Unit 

..TOTAL AMOUNT OF PAYMENT ($) Attorney Docket No. 80408.0011 I 

METHOD OF PAYMENT FEE CALCULATION (continued) 

1. ❑The Commissioner is hereby authorized to charge 
indicated fees and credit any overpayments to: 

3. ADDITIONAL FEES 
Large Small 
Entity Entity 

Fee Fee Fee Fee Fee Description Fee Paid 
Code ($) Code ($) 

Deposit 
Account 
Number 

50-1129 

105 130 205 65 Surcharge - late filing fee or oath 
Deposit 
Account 
Name

Wiley Rein & Fielding, LLP 
Floyd Chapman 

127 50 227 25 Surcharge - late provisional filing fee or 
cover sheet V 

Charge Any Additional Fee Required 
Under 37 CFR 1.16 and 1.17 

Applicant claims small entity status 
See 37 CFR 1.27 

139 130 139 130 Non-English specification 

147 2,520 147 2,520 For filing a request for ex parte reexamination 
2. V Payment Enclosed: 

Check IM Credit card Money 
Order Other 

112 920* 112 920* Requesting publication of SIR prior to 
Examiner action 

113 1.840* 113 1.840' Requesting publication of SIR after 
FEE CALCULATION Examiner action 

115 110 215 55 Extension for reply within first month 
1. BASIC FILING FEE 

Large Entity Small Entity 
Fee Fee Fee Fee Fee Description 
Code ($) Code ($) Fee Paid 

116 400 216 200 Extension for reply within second month 

117 920 217 460 Extension for reply within third month 

118 1,440 218 720 Extension for reply within fourth month 

128 1.960 228 980 Extension for reply within fifth month 
101 740 201 370 Utility filing fee 

106 330 206 165 Design filing fee 
119 320 219 160 Notice of Appeal 107 510 207 255 Plant filing fee 
120 320 220 160 Filing a brief in support of an appeal 108 740 208 370 Reissue filing fee 
121 280 221 140 Request for oral hearing 114 160 214 80 Provisional filing fee 
138 1,510 138 1,510 Petition to institute a public use proceeding 

SUBTOTAL (1) ($)  140 110 240 55 Petition to revive - unavoidable 

141 1,280 241 640 Petition to revive - unintentional 640.00 2. EXTRA CLAIM FEES 
Fee from 

Extra s below Fee Paid 142 1,280 242 640 Utility issue fee (or reissue) 

143 460 243 230 Design issue fee Total Claims Q -20** = x I 
4

144 620 244 310 Plant issue fee Independent - 3— = x Claims 4 I 
122 130 122 130 Petitions to the Commissioner Multiple Dependent 4_ J 
123 50 123 50 Processing fee under 37 CFR 1.17(q)

Large Entity Small Entity 
Fee Fee Fee Fee Fee Description 
Code ($) Code ($) 

103 18 203 9 Claims in excess of 20 

102 84 202 42 Independent claims in excess of 3 

104 280 204 140 Multiple dependent claim, it not paid • 

109 84 209 42 "Reissue independent claims 
over original patent 

110 18 210 9 — Reissue claims in excess of 20 
and over original patent 

126 180 126 180 Submission of Information Disclosure Simi 

581 40 581 40 Recording each patent assignment per 
property (times number of properties) 

146 740 246 370 Filing a submission after final rejection 
(37 CFR § 1.129(a)) 

149 740 249 370 For each additional invention to be 
examined (37 CFR § 1.129(b)) 

179 740 279 370 Request for Continued Examination (RCE) 

169 900 169 900 Request for expedited examination 
of a design application 

SUBTOTAL (2) ($) Other fee (specify) 

*Reduced by Basic Filing Fee Paid SUBTOTAL (3) 
640.00 

($) **or number previously paid, if greater; For Reissues, see above 

SUBMITTED BY Complete (if applicable) 

Name (Print/Type) Floyd B. Chapman I R(21goirnstefay/Agtio
en nr . 140 ,555 Telephone 202/719-7000

Signature 
;VezItS2A char>710,,, k Date 02/08/2002 

WARNING: Information on this form may become public. Credit card information should not 
be included on this form. Provide credit card information and authorization on PTO-2038. 

Burden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on 
the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, Washington, DC 
20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

• 
• 

WILEY REIN & FIELDING, LLP 
1776 k Street, N.W. 
Washington, D.C. 20006 

In re Application of 
MOSKOWITZ et al 
Application No.: 10/049,101 
PCT No.: PCT/US00/21189 
Int. Filing Date: 04 August 2000 
Priority Date: 04 August 1999 
Attorney's Docket No.: 80408.0011 
For: A SECURE PERSONAL CONTENT 
SERVER 

Commissioner for Patents 
United States Patent and Trademark Office 

Washington, D.C. 20231 
www.uspto.gov 

: DECISION ON 

: PETITION UNDER 

: 37 CFR 1.137(b) 

This is in response to the "Petition For Revival Of An International Application For Patent 
Designating The U.S. Abandoned Unintentionally Under 37 C.F.R. § 1.137(b)" filed on 08 
February 2002. 

BACKGROUND 

On 04 August 2000, this international application was filed, claiming an earliest priority 
date of 04 August 1999. 

No Demand electing the United States was filed in this international application 
Accordingly, the deadline for paying the basic national fee in the United States under 35 U.S.C. 
371 and 37 CFR 1.494 was 04 April 2001. This international application became abandonecl•with 
respect to the United States at midnight on 04 April 2001 for failure pay the basic national fee. 

On 08 February 2002, applicant filed in the United States Patent and Trademark Office 
(PTO) the instant petition, and a transmittal letter for entry into the national stage in the U.S. 
under 35 U.S.C. 371, which was accompanied by, inter alia, the U.S. basic national fee, and an 
executed declaration. 

DISCUSSION 

A grantable petition to revive an abandoned application under 37 CFR .137(b) must be 
accompanied by (1) the required reply, unless previously filed. In a nonprovisional application 
abandoned for failure to prosecute, the required reply may be met by the filing of a continuing 
application; (2) the petition fee as set forth in § 1.17(m); and (3) a statement that the entire delay 

• in filing the required reply from the due date for the reply until the filing of a grantable petition 
pursuant to this paragraph was unintentional. The Commissioner may require additional 
information where there is a question whether the delay was unintentional; and (4) any terminal 
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Application No. 10/049,101 -2-

disclaimer (and fee as set forth in § 1.20 (d)) required pursuant to paragraph (c) of this section. 

Petitioner has provided: (1) the proper reply by submitting the basic national filing fee, (2) 
the petition fee set forth in §1.17(m) and (3) the proper statement under 137(b)(3). In this 
application, no terminal disclaimer is required. 

Accordingly, the petition is deemed to satisfy requirements (1), (2), (3) and, (4) under 37 
CFR 1.137(b). 

DECISION 

The petition under 37 CFR 1.137(b) is GRANTED.

This application is being returned to the United States Designated/Elected Office 
(DO/EO/US) for continued processing. 

R lB es 
P Legal Examiner 

T Legal Office 
Tel: (703) 308-6312 
Fax: (703) 308-6459 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Commissioner for Patents, Box PCT 

Unitcd States Patent and Trademark Office 
Washington. D.C. 20231 

U.S. APPLICATION NUMBER NO. FIRST NAMED APPLICANT ATTY. DOCKET NO. 

10/049,101 

Wiley Rein & Fielding 
1776 K Street NW 
Washington, DC 20006 

Date Mailed: 05/23/2002 

Scott A. Moskowitz 80408.0011 

INTERNATIONAL APPLICATION NO. 

PCT/US00/21 189 
1.A. FILING DATE PRIORITY DATE 

08/04/2000 08/04/1999 

CONFIRMATION NO. 8028 
371 FORMALITIES LETTER 

INN 1111 HIM 111111111111111 Il 01 
*00000000008153082* 

1111111111111111111 111111111111111111 

NOTIFICATION OF MISSING REQUIREMENTS UNDER 35 U.S.C. 371 IN THE UNITED 
STATES DESIGNATED/ELECTED OFFICE (DO/EO/US) 

The following items have been submitted by the applicant or the lB to the United States Patent and Trademark 
Office as a Designated Office (37 CFR 1.494): 

• U.S. Basic National Fees 
• Indication of Small Entity Status 
• Priority Document 
• Copy of the International Application 
• Copy of the International Search Report 
• Request for Immediate Examination 
• Small Entity Statement 

The following items MUST be furnished within the period set forth below in order to complete the requirements for 
acceptance under 35 U.S.C. 371: 

• Oath or declaration of the inventors, in compliance with 37 CFR 1.497(a) and (b), identifying the application 
by the International application number and international filing date. 

• $65 Surcharge for providing the oath or declaration later than the appropriate 20 months months from the 

priority date (37 CFR 1.492(e)) is required. 

ALL OF THE ITEMS SET FORTH ABOVE MUST BE SUBMITTED WITHIN TWO (2) MONTH FROM THE DATE 
OF THIS NOTICE OR BY 22 or 32 MONTHS (where 37 CFR 1.495 applies) FROM THE PRIORITY DATE FOR 
THE APPLICATION, WHICHEVER IS LATER. FAILURE TO PROPERLY RESPOND WILL RESULT IN 
ABANDONMENT. 

The time period set above may be extended by filing a petition and fee for extension of time under the provisions 
of 37 CFR 1.136(a). 

SUMMARY OF FEES DUE: 
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Total additional fees required for this application is $65 for a Small Entity: 

• $65 Late oath or declaration Surcharge. 

Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed 
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5) 

A copy of this notice MUST be returned with the response. 

CHARITTA A BURT 

Telephone: (703) 305-3734 

PART 2 - OFFICE COPY 

U.S. APPLICATION NUMBER NO. INTERNATIONAL APPLICATION NO. ATTY. DOCKET NO. 

10/049,101 

FORM PCT/DO/E0/905 (371 Formalities Notice) 

PCT/US00/21189 80408.0011 
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DT15 Reed PCTIPTO JAN 4 2002 
Patent 

80408.0011US 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 
Scott Moskowitz et al. 

U.S. Serial No.: 10/049,101 RECEN ECS

International Application No.: PCT/US00/21189 01 

Filing Date: February 4, 2002 International DW15i0n

International Filing Date: 04 August 2000 

For: A SECURE PERSONAL CONTENT SERVER 

REQUEST TO "CORRECT" THE RECORD IN CONNECTION 
WITH THE DECISION ON PETITION UNDER 37 CFR 1.137(B) 

Commissioner for Patents 
Washington, DC 20231 
Attn BOX PCT — Rafael Bacares — PCT Legal Examiner, PCT Legal Office 

Dear Commissioner: 

Applicants wish to thank the Examiner for the favorable Decision dated May 

16, 2002, in connection with the above-identified application. Applicants submits that 

there were two factual inaccuracies in the text of the Decision, and accordingly, 

Applicants feel compelled to bring them to the Examiner's attention. Applicants do not 

believe, however, that the inaccuracies are material, and therefore, does not expect any 

change in the outcome of Applicants' petition. 

The Decision dated May 16, 2002, recites that "No Demand electing the 

United States was filed in this international application." This statement is incorrect. 

Applicants filed a Demand in the international application on March 2, 2001. A copy of 

this Demand is attached hereto. 

The Decision further recites that an executed Declaration was submitted with 

the petition. This is also incorrect. Applicants did not file an executed Declaration at the 

time of filing the 371 application, but has since received a Notice of Missing 

Requirements, to which an executed declaration will be submitted in response. 
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80408.0011US 

Applicants do not believe the factual inaccuracies affect the substantive 

analysis of the prior petition, or the outcome of the decision. Accordingly, it is 

respectfully requested that this correction be noted in the record. If any additional 

information is required, I invite the Examiner to contact me at 202.719.7308 to obtain an 

expedited response on behalf of Applicants. 

Dated: June 24, 2002 Respectfully submitted, 

By 
Floyd B. apman, Reg. o.: 40,555 
Agent for Applicants 

Wiley Rein & Fielding LLP 
Attn: Patent Administration 
1776 K Street, N.W. 
Washington, D.C. 20006 
Tel: 202-719-7000 
Fax: 202-719-7049 

WRFMAIN 1132413.2 
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FORM PT04390 
(REV. 94001/ 

U K. DEPARTMENT OF COMMERCE PATENT AND TRADEMARK OFFICE 

TRANSMITTAL LETTER TO THE UNITED STATES 
DESIGNATED/ELECTED OFFICE (DO/EO/US) 

CONCERNING A FILING UNDER 35 U.S.C. 371 

A 11TORNEY 'S DOCK ET NUMBER 

80408.0011 

U.S. APPIACATIIN NO. (Irk 3/i11.5 

10 / 7 I U
INTERNATIONAL APPLICATION NO. 
PCTIUS0O/21189 

thrrliRNATIONAL FILING DATE 
August 4, 2000 

PRIORITY DATE CLAIMED 
August 4, 1999 

TITLE OF INVENTION 
A SECURE PERSONAL CONTENT SERVER 

APPLICANT(S) FOR DO/E0/11S 
Scott A. MOSKOWITZ et al. • 
Applicant herewith submits to the United States Designated/Elected Office (DO/E0/US) the following items and other information: 

1. This is a FIRST submission of items oncoming a filing under 35 U.S.C. 37). 

2. 0 This is a SECOND or SUBSEQUENT submission of items concerning a filing under 35 U.S.C. 371. 

3.0 This is an express request to begin national examination procedures (35 U.S.C. 371(0). The submission must include 
items (5), (6), (9) and (2)) indicated below. 

4.0 The US has been elected by the expiration of 19 months from the priority date (Article 31). 
S. El A copy of the International Application as filed (35 U.S.C. 371(c)(2)) 

a. is attached hereto (required only if not communicated by the International Bureau). 

b. 9 has been communicated by the International Bureau. 

c. 0 is not required, as the application was filed in the United States Receiving Office (RO/US). 

6. 0 An English language translation of the International Application as filed (35 U.S.C. 371(c)(2)). 

a. 0 is attached hereto. 

b. 0 has been previously submitted under 35 U.S.C. 154(dX4). 

7.9 Amendments to the claims of the International Aplication under PCT Article 19 (35 U.S.C. 371(eX3)) 

a. 0 are attached hereto (required only if not communicated by the International Bureau). 

b. 0 have been communicated by the International Bureau. 

c: 0 have not been made; however, the time limit for making such amendments has NOT expired. 

d. 9 have not been made and will not be made. 

S.0 An English language translation of the amendments to the claims under PCT Article 19 (35 U.S.C. 371 (0(3)). 

9.0 An oath or declaration of the inventor(s) (35 U.S.C. 371(0(4)). 

10.0 An English lanugage translation of the annexes of the International Preliminary Examination Report under PCT 
Article 36 (35 U.S.C. 371(c)(5)). 

Items 11 to 20 below concern document(s) or information included: 

1 1.0 An Information Disclosure Statement under 37 CFR 1.97 and 1.98. 

12.0 An assignment document for recording. A separate cover sheet in compliance with 37 CFR 3.28 and 3.31 is included. 

13.0 A FIRST preliminary amendment. 

I 4.0 A SECOND or SUBSEQUENT preliminary amendment. 

S .0 A substitute spec fication. 

16.0 A change of power of attorney and/or address letter. 

17.0 A computer-readable form of the sequence listing in accordance with PCT Rule 13ter.2 and 35 U.S.C. 1.821 - 1 N2"

.0 A second copy of the published international application under 35 U.S.C. 154(d)(4). 

9.0 A second copy of ihe English language translation of the international application under 35 U.S.C. 154(d)(4). 

20.9 Other items or information: 

PCT/IB/308 
Copy of Published Application (WO 01/18628) 
International Search Report 

rage 1 of 2 
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jc13 RattaglipsTO 111 „.f 0311202 
II S APPTutio.49.:1 INTERNATIONAL APPLICATION NO 

• PC171.1500/21189 
ATTORNEYS DOCKET NUMBER 

80408.0011 

21.0 The following fees are subin'tted: CALCULATIONS PTO USF, ONIN 

BASIC NATIONAL FEE (37 CFR 1.492 (a) (1) - (5)): 
Neither international preliminary examination fee (37 CFR 1.482) 
nor international search tee (37 CFR I .445(aX2)) paid to USPTO 
and International Search Report not prepared by the EPO or WO  $1040.00 

International preliminary examination lee (37 CFR 1.482) not paid to 
USPTO but International Search Report prepared by the EPO or WO  $890.00 

International preliminary examination fee (37 CFR 1.482) not paid to USPTO 
but international search fee (37 CFR 1.445(a)(2)) paid to USPTO  $740.00 

International preliminary examination fee (37 CFR 1.482) paid to USPTO 
but all claims did not satisfy provisions of PCT Article 33(1)-(4)   $710.00 

International preliminary examination fee (37 CFR 1.482) paid to USPTO 
- and all claims satisfied provisions of PCT Article 33(1)-(4)   ... $100.00 

ENTER APPROPRIATE BASIC FEE AMOUNT = $ 740.00

Surcharge of $130.00 for furnishing the oath or declaration later than • 20 • 30 
months from the ear lest claimed priority date (37 CFR 1.492(e)). $ 

CLAIMS NUMBER FILED NUMBER EXTRA RATE $ 

Total claims 31 - 20 = 11 x $18.00 $ 198.00 

Independent claims 7 - 3 = 4 x $84.00 $ 336.00 

MULTIPLE DEPENDENT CLAIM(S) (if applicable) + $280.00 $ 0 

TOTAL OF ABOVE CALCULATIONS = $ 1,274.00 

small entity status. See 37 CFR 1.27. The fees indicated above 
1/2. + $ 637.00 

Iv Applicant claims 
arc reduced by 

SUBTOTAL = $ 637.00 
Processing fee of $130.00 for furnishing the English translation later than 020 0 30 
months from the earliest claimed priority date (37 CFR 1.492(1)). $ 0 

TOTAL NATIONAL FEE = $ 837.00 

Fee for recording the enclosed assignment (37 CFR 1.21(h)). The assignment must be 
$ accompanied by an appropriate cover sheet (37 CFR 3.28, 3.31). $40.00 per property + 0 

TOTAL FEES ENCLOSED = $ 637.00
Amount to be $ 

refunded: 

charged: $

a. 1111 A check in the amount of $ to cover the above fees is enclosed. 

b. I Please charge my Deposit Account No. 50-1129 in the amount of $ 637.00 to cover the above fees. 3
A duplicate copy of this sheet is enclosed. 

c. MI The Commissioner is hereby authorized to charge any additional fees which may be required, or credit any 
overpayment to Deposit Account No. 50-1129 . A duplicate copy of this sheet is enclosed. 

1. Fees are to be charged to a credit card. WARNING: Information on this form may become public. Credit card 
information should not be included on this form. Provide credit card information and authorization on P10-2038. 

NOTE: Where an appropriate time limit under 37 CFR 1.494 or 1.495 has not been met, a petition to revive (37 CFR 
1.137 (a) or (b)) must be filed and granted to restore the application to pending status. 

SEND ALL CORRESPONDENCE TO: *020°600/4 71 0-- .' 
Intellectual Property Department SIGNATURE 
WILEY REIN & FIELDING, LLP 
1776 K Street. N.W. Floyd B. Chapman 
Washington, D.C. 20006 
Tel: 2021719-7000 . 

NAME 

Fax: 2021719-7049 40,555 

REGISTRATION NUMBER 

IIORM PTO-1390 (REV 9-2001) 2.g. 2 of 2 
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WO 01/18628 

1. 0 11-103 1. 0 if 0101:01 

PCT/US00/21189 

JC13 Rec'd PCT/PTO 0 8 FEB 2002 

A SECURE PERSONAL CONTENT SERVER 

Field of Invention 

The present invention relates to the secure distribution of digitized value-

added information, or media content, while preserving the ability of publishers to 

5 make available unsecured versions of the same value-added information, or media 

content, without adverse effect to the systems security. 

Authentication, verification and authorization are all handled with a 

combination of cryptographic and steganographic protocols to achieve efficient, 

trusted, secure exchange of digital information. 

10 Cross-Reference To Related Application 

This application is based on and claims the benefit of pending U.S. Patent 

Application Serial No. 60/147,134, filed 08/04/99, entitled, "A Secure Personal 

Content Server" and pending U.S Patent Application Serial No. 60/213,489, filed 

06/23/2000, entitled "A Secure Personal Content Server." 

15 This application also incorporates by reference the following applications. 

pending U.S. Patent Application Serial No. 08/999,766, filed 7/23/97, entitled 

"Steganographic Method and Device"; pending U.S. Patent Application Serial No. 

08/772,222, filed 12/20/96, entitled "Z-Transform Implementation of Digital 

Watermarks"; pending U.S. Patent Application Serial No. 09/456,319, filed 

20 12/08/99, entitled "Transform Implementation of Digital Watermarks"; pending U S 

Patent Application Serial No. 08/674,726, filed 7/2/96, entitled "Exchange 

Mechanisms for Digital Information Packages with Bandwidth Securitization, 

Multichannel Digital Watermarks, and Key Management"; pending U S Patent 

Application Serial No. 09/545,589, filed 04/07/2000, entitled "Method and System 

25 for Digital Watermarking"; pending U S Patent Application Serial No. 09/046,627, 

filed 3/24/98, entitled "Method for Combining Transfer Function with 

Predetermined Key Creation", pending U.S. Patent Application Serial No 

09/053,628, filed 04/02/98, entitled "Multiple Transform Utilization and Application 

for Secure Digital Watermarking", pending U.S. Patent Application Serial No 

30 09/281,279, filed 3/30/99, entitled "Optimization Methods for the Insertion, 

Protection, and Detection..."; U.S Patent Application Serial No.09/594,719, filed 

June 16, 2000, entitled "Utilizing Data Reduction in Steganographic arid 
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Cryptographic Systems" (which is a continuation-in-part of PCT application No. 

PCT/US00/06522, filed 14 March 2000, which PCT application claimed priority to 

U.S. Provisional Application No. 60/125,990, filed 24 March 1999); and pending 

U.S. Application No 60/169,274, filed 12/7/99, entitled "Systems, Methods And 

5 Devices For Trusted Transactions." All of the patent applications previously 

identified in this paragraph are hereby incorporated by reference, in their entireties. 

Background of the Invention 

The music industry is at a critical inflection point. Digital technology 

enables anyone to make perfect replica copies of musical recordings from the 

10 comfort of their home, or as in some circumstances, in an offshore factory. Internet 

technology enables anyone to distribute these copies to their friends, or the entire 

world. Indeed, virtually any popular recording is already likely available in the MP3 

format, for free if you know where to look. 

How the industry will respond to these challenges and protect the righ;s Ind 

15 livelihoods of copyright owners and managers and has been a matter of increasing 

discussion, both in private industry forums and the public media. Security disasters 

like the cracking of DVD-Video's CSS security system have increased doubt about 

the potential for effective robust security implementations. Meanwhile, the success 

of non-secure initiatives such as portable MP3 players lead many to believe that 

20 these decisions may have already been made. 

Music consumers have grown accustomed to copying their music for their 

own personal use. This fact of life was written into law in the United States via the 

Audio Home Recording Act of 1992 Millions of consumers have CD players and 

purchase music in the Compact Disc format. It is expected to take years for a format 

25 transition away from Red Book CD Audio to reach significant market penetrati..-in 

Hence, a need exists for a new and improved system for protecting digital 

content against unauthorized copying and distribution. 

Summary of the invention 

A local content server system (LCS) for creating a secure environment for 

30 digital content is disclosed, which system comprises: a communications port in 

communication for connecting the LCS via a network to at least one Secure 

Electronic Content Distributor (SECD), which SECD is capable of storing a 
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plurality of data sets, is capable of receiving a request to transfer at least one content 

data set, and is capable of transmitting the at least one content data set in a secured 

transmission; a rewritable storage medium whereby content received from outside 

the LCS may be stored and retrieved; a domain processor that imposes rules and 

5 procedures for content being transferred between the LCS and devices outside the 

LCS; and a programmable address module which can be programmed with an 

identification code uniquely associated with the LCS. The LCS is provided with 

rules and procedures for accepting and transmitting content data. Optionally, the 

system may further comprise an interface to permit the LCS to communicate with 

10 one or more Satellite Units (SU) which may be connected to the system through the 

interface, which SUs are capable of receiving and transmitting digital content; at 

least one SU; and/or at least one SECD. The SECD may have a storage device for 

storing a plurality of data sets, as well as a transaction processor for validating the 

request to purchase and for processing payment for a request to retrieve one of the 

15 data sets. The SECD typically includes a security module for encrypting or 

otherwise securitizing data which the SECD may transmit. 

A method for creating a secure environment for digital content for a 

consumer is also disclosed. As part of the method, a LCS requests and receives a 

digital data set that may be encrypted or scrambled. The digital data set may be 

20 embedded with at least one robust open watermark, which permits the content to be 

authenticated. The digital data set is preferably be embedded with additional 

watermarks which are generated using information about the LCS requesting the 

copy and/or the SECD which provides the copy Once received by the LCS, the 

LCS exercises control over the content and only releases the data to authorized 

25 users. Generally, the data is not released until the LCS embeds at least one 

additional watermark based upon protected information associated with the LCS 

and/or information associated with the user 

Another embodiment of the method of the present invention comprises: 

connecting a Satellite Unit to an local content server (LCS), sending a message 

30 indicating that the SU is requesting a copy of a content data set that is stored on the 

LCS, said message including information about the identity of the SU; analyzing the 

message to confirm that the SU is authorized to use the LCS; retrieving a copy of the 

DISH - Blue Spike-408
Exhibit 1010, Page 0085



Jr' ,:d 
WO 01/18628 PCT/US00/21189 

-4-

requested content data set; assessing whether a secured connection exists between 

the LCS and the SU; if a secured connection exists, embedding a watermark into the 

copy of the requested content data set, said watermark being created based upon 
information transmitted by the SU and information about the LCS; and delivering 

5 the content data set to the SU for its use. 

The SU may also request information that is located not on the LCS, but on 

an SECD, in which case, the LCS will request and obtain a copy from the SECD, 

provided the requesting SU is authorized to access the information. 

Digital technology offers economies of scale to value-added data not 

10 possible with physical or tangible media distribution. The ability to digitize 

information both reduces the cost of copying and enables perfect copies. This is an 

advantage and a disadvantage to commercial publishers who must weigh the cost 

reduction against the real threat of unauthorized duplication of their value-added 

data content. Because cost reduction is an important business consideration, 

15 securing payment and authenticating individual copies of digital information (such 

as media content) presents unique opportunities to information service and media 

content providers. The present invention seeks to leverage the benefits of digital 

distribution to consumers and publishers alike, while ensuring the development and 

persistence of trust between all parties, as well as with any third parties involved, 

20 directly or indirectly, in a given transaction.

In another approach that is related to this goal, there are instances where 

transactions must be allowed to happen after perceptually-based digital information 

can be authenticated. (Perceptually based information is information whose value is 

in large part, based upon its ability to be perceived by a human, and includes for 

25 example, acoustic, psychoacoustic, visual and psychovisual information.) The 

process of authenticating before distributing will become increasingly important for 

areas where the distributed material is related to a trust-requiring transaction event 

A number of examples exist. These include virtual retailers (for example, an on-line 

music store selling CDs and electronic versions of songs); service providers (for 

30 example, an on-line bank or broker who performs transactions on behalf of a 

consumer); and transaction providers (for example, wholesalers or auction houses) 

These parties have different authentication interests and requirements. By using the 
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teachings of this application, these interests and requirements may be separated and 

then independently quantified by market participants in shorter periods of time 

All parties in a transaction must authenticate information that is perceptually 

observable before trust between the parties can be established. In today's world, 

5 information (including perceptually rich information) is typically digitized, and as a 

result, can easily be copied and redistributed, negatively impacting buyers, sellers 

and other market participants. Unauthorized redistribution confuses authenticity, 

non-repudiation, limit of ability and other important "transaction events " In a 

networked environment, transactions and interactions occur over a transmission line 

IO or a network, with buyer and seller at different points on the line or network. While 

such electronic transactions have the potential to add value to the underlying 

information being bought and sold (and the potential to reduce the cost of the 

transaction), instantaneous piracy can significantly reduce the value of the 

underlying data, if not wholly destroy it. Even the threat of piracy tends to 

15 undermine the value of the data that might otherwise exist for such an electronic 

transaction. 

Related situations range from the ability to provably establish the "existence" 

of a virtual financial institution to determining the reliability of an "electronic 

stamp." The present invention seeks to improve on the prior art by describing 

20 optimal combinations of cryptographic and steganographic protocols for "trusted" 

verification, confidence and non-repudiation of digitized representations of 

perceptually rich information of the actual seller, vendor or other associated 

institutions which may not be commercial in nature (confidence building with logo's 

such as the SEC, FDIC, Federal Reserve, FBI, etc. apply). To the extent that an 

25 entity plays a role in purchase decisions made by a consumer of goods and services 

relating to data, the present invention has a wide range of beneficial applications 

One is enabling independent trust based on real world representations that are not 

physically available to a consumer or user. A second is the ability to match 

informational needs between buyers and sellers that may not be universally 

30 appealing or cost effective in given market situations. These include auction models 

based on recognition of the interests or demand of consumers and market 

participants—which make trading profitable by focusing specialized buyers and 
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sellers. Another use for the information matching is to establish limits on the 

liability of such institutions and profit-seeking entities, such as insurance providers 

or. credit companies. These vendors lack appropriate tools for determining 

intangible asset risk or even the value of the information being exchanged By 

5 encouraging separate and distinct "trust" arrangements over an electronic network, 

profitable market-based relationships can result. 

The present invention can make possible efficient and openly accessible 

markets for tradable information. Existing transaction security (including on-line 

credit cards, electronic cash or its equivalents, electronic wallets, electronic tokens, 

10 etc.) which primarily use cryptographic techniques to secure a transmission channel-

-but are not directly associated or dependent on the information being sold--fails to 

meet this valuable need. The present invention proposes a departure from the prior 

art by separating transactions from authentication in the sale of digitized data. Such 

data may include videos, songs, images, electronic stamps, electronic trademarks, 

15 and electronic logos used to ensure membership in some institutional body whose 

purpose is to assist in a dispute, limit liability and provide indirect guidance to 

consumers and market participants, alike. 

With an increasingly anonymous marketplace, the present invention offers 

invaluable embodiments to accomplish "trusted" transactions in a more flexible, 

20 transparent manner while enabling market participants to negotiate terms and 

conditions. Negotiation may be driven by predetermined usage rules or parameters, 

especially as the information economy offers potentially many competitive 

marketplaces in which to transact, trade or exchange among businesses and 

consumers. As information grows exponentially, flexibility becomes an advantage 

25 to market participants, in that they need to screen, filter and verify information 

before making a transaction decision. Moreover, the accuracy and speed at which 

decisions can be made reliably enables confidence to grow with an aggregate of 

"trusted transactions". "Trusted transactions" beget further "trusted transactions" 

through experience. The present invention also provides for improvements over the 

30 prior art in the ability to utilize different independently important "modules" to 

enable a "trusted transaction" using competitive cryptographic and steganographic 

elements, as well as being able to support a wide variety of perceptually-based 
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media and information formats. The envisioned system is not bound by a 

proprietary means of creating recognition for a good or service, such as that 

embodied in existing closed system. Instead, the flexibility of the present invention 

will enable a greater and more diverse information marketplace. 

5 The present invention is not a "trusted system", per se, but "trusted 

transactions" are enabled, since the same value-added information that is sought 

may still be in the clear, not in a protected storage area or closed, rule-based 

"inaccessible virtual environment".

A related additional set of embodiments regards the further separation of the 

10 transaction and the consumer's identification versus the identification of the 

transaction only. This is accomplished through separated "trusted transactions" 

bound by authentication, verification and authorization in a transparent manner.

With these embodiments, consumer and vendor privacy could be incorporated More 

sophisticated relationships are anticipated between parties, who can mix information 

15 about their physical goods and services with a transparent means for consumers, 

who may not be known to the seller, who choose not to confide in an inherently 

closed "trusted system" or provide additional personal information or purchasing 

information (in the form of a credit card or other electronic payment system), in 

advance of an actual purchase decision or ability to observe (audibly or visibly) the 

20 content in the clear. This dynamic is inconsistent with the prior art's emphasis on 

access control, not transparent access to value-added information (in the form or 

goods or services), that can be transacted on an electronic or otherwise anonymous 

exchange. 

These embodiments may include decisions about availability of a particular 

25 good or service through electronic means, such as the Internet, or means that can be 

modularized to conduct a transaction based on interconnection of various users (such 

as WebTV, a Nintendo or Sony game console with network abilities, cellular phone, 

PalmPilot, etc.). These embodiments may additionally be implemented in traditional 

auction types (including Dutch auctions). Consumers may view their anonymous 

30 marketplace transactions very differently because of a lack of physical human 

interactions, but the present invention can enable realistic transactions to occur by 

maintaining open access and offering strict authentication and verification of the 
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information being traded. This has the effect of allowing legacy relationships, 

legacy information, and legacy business models to be offered in a manner which 

more closely reflects many observable transactions in the physical world. The 

tremendous benefits to sellers and consumers is obvious; existing transactions need 

5 not reduce their expectations of security. As well, the ability to isolate and quantify 

aspects of a transaction by module potentially allows for better price determinations 

of intangible asset insurance, transaction costs, advertising costs, liability, etc. which 

have physical world precedent.

It is contemplated that the publisher and/or owner of the copyrights will want 

10 to dictate restrictions on the ability of the purchaser to use the data being sold. Such 

restrictions can be implemented through the present invention, which presents a 

significant advantage over the prior art (which attempts to effect security through 

access control and attempted tight reigns over distribution). See US Pat. No. 

5,428,606 for a discussion on democratizing digital information exchange between 

15 publishers and subscribers of said information. 

A goal for providers of value-added content is to maximize profits for the 

sale of their content. Marketing and promotion of the informational content cannot 

be eliminated, considering the ever increasing amount of information vying for 

consumers and other market participant's attention. Nonetheless, in a market where 

20 the goods are speculatively valued, marketing budgets are inherently constrained, as 

you are trying to create demand for a product with little inherent value. Where such 

markets have participants, both buyers and sellers and their respective agents, with 

access to the same information in real time, market mechanisms efficiently price the 

market goods or services. These markets are characterized by "price 

25 commoditization" so buyers and sellers are limited to differentiating their offerings 

by selection and service. If the markets are about information itself, it has proven 

more difficult to accurately forecast the target price where sellers can maximize their 

profits. Quality and quantity provide different evaluation criteria of selection and 

service relating to the information being traded. The present invention regards a 

30 particular set of implementations of value-added content security in markets which 

may include unsecured and secure versions of the same value-added data (such as 
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songs, video, research, pictures, electronic logos, electronic trademarks, value-added 

information, etc.). 

Transactions for value-added information can occur without any physical 

location. So, there is a need for a secure personal content server for which the value 

5 added information can be offered for transactions in a manner similar to real world 

transactions. One feature is to offer seemingly similar value added information in 

differing quality settings. These settings have logical relationships with fidelity and 

discreteness and are determined by market participants. Another issue is that 

because purchasers may be anonymous to sellers, it is more important to have a 

10 particular value-added information object available so that market participants can 

fulfill their role are consumers.

One fundamental weakness of current information markets is the lack of 

mechanisms to ensure that buyers and sellers can reach pricing equilibrium. This 

deficit is related to the "speculative" , "fashion", and "vanity" aspects of perceptual 

15 content (such as music, video, and art or some future recognition to purchasers). For 

other goods and services being marketed to an anonymous marketplace, market 

participants may never see (and indeed, may choose to never see, an actual location 

where the transaction may physically occur. A physical location may simply not 

exist. There are a number of such virtual operations in business today, which would 

20 benefit from the improvements offered under the present system.

The present invention also seeks to provide improvements to the art in 

enabling a realistic model for building trust between parties (or their agents) not in a 

"system", per se. Because prior art systems lack any inherent ability to allow for 

information to flow freely to enable buyers and sellers to react to changing market 

25 conditions. The present invention can co-exist with these "trusted systems" to the 

extent that all market participants in a given industry have relatively similar 

information with which to price value-added data The improvement over such 

systems, however, addresses a core features in most data-added value markets 

predictions, forecasts, and speculation over the value of information is largely an 

30 unsuccessful activity for buyers and sellers alike. The additional improyement is the 

ability to maintain security even with unsecured or legacy versions of value-added 

information available to those who seek choices that fit less quantitative criteria—

DISH - Blue Spike-408
Exhibit 1010, Page 0091



WO O1/18628 . 

-10-

0 .11:31LIIJED '0 -17," TE, ,t0t 
PCT/US00/21189 

"aesthetic quality" of the information versus "commercial price". Purchase or 

transaction decisions can be made first by authenticating an electronic version of a 

song, image, video, trademark, stamp, currency, etc. 

Additional anticipated improvements include the ability to support varying 

5 pricing models such as auctions that are difficult or impossible to accomplish under 

existing prior art that leaves all access and pricing control with the seller alone, and 

the separation of the transaction from the exchange of the value-added information, 

which gives more control to buyers over their identities and purchasing habits, (both 

sensitive and separately distinct forms of "unrelated" value-added information) 

10 Essentially, no system known in the art allows for realistic protocols to establish 

trust between buyers and sellers in a manner more closely reflecting actual 

purchasing behavior of consumers and changing selling behavior of sellers. The 

goal in such transactions is the creation of trust between parties as well as "trusted 

relationships" with those parties The present invention is an example of one such 

15 system for media content where the "aesthetic" or "gestalt" of the underlying 

content and its characteristics is a component of buying habits. Without an ability to 

open distribution systems to varying buyers and sellers, media content may be priced 

at less than maximum economic value and buyers may be deprived of a competitive, 

vigorous marketplace for exciting media content from many different creative 

20 participants. 

To the extent that recognition plays such a key role in an information 

economy, value-added data should be as accessible as possible to the highest number 

of market participants in the interests of furthering creativity and building a 

competitive marketplace for related goods and services. This is to the benefit of 

25 both buyers and sellers as well as the other participants in such an economic 

ecosystem. The Internet and other transmission-based transactions with unknown 

parties presents a number of challenges to information vendors who wish to develop 

customer relations, trust and profitable sales The information economy is largely an 

anonymous marketplace, thus, making it much more difficult to identify consumers 

30 and sellers. The present invention provides remedies to help overcome these 

weaknesses. 
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The present invention is concerned with methods and systems which enable 

secure, paid exchange of value-added information, while separating transaction 

protocols. The present invention improves on existing means for distribution control 

by relying on authentication, verification and authorization that may be flexibly 

5 determined by both buyers and sellers. These determinations may not need to be 

predetermined, although pricing matrix and variable access to the information opens 

additional advantages over the prior art. The present invention offers methods and 

protocols for ensuring value-added information distribution can be used to facilitate 

trust in a large or relatively anonymous marketplace (such as the Internet's World 

10 Wide Web). 

We now define components of the preferred embodiments for methods, 

systems, and devices. 

Definitions: 

Local Content Server (LCS): A device or software application which can 

15 securely store a collection of value-added digital content. The LCS has a unique ID. 

Secure Electronic Content Distributor (SECD): An entity, device or software 

application which can validate a transaction with a LCS, process a payment, and 

deliver digital content securely to a LCS. In cryptographic terms, the SECD acts as 

a "certification authority" or its equivalent. SECDs may have differing 

20 arrangements with consumers and providers of value-added information. (The term 

"content" is used to refer generally to digital data, and may comprise video, audio, 

or any other data that is stored in a digital format). 

Satellite Unit (SU): A portable medium or device which can accept secure 

digital content from a LCS through a physical, local connection and which can either 

25 play or make playable the digital content The SU may have other functionality as it 

relates to manipulating the content, such as recording. The SU has a unique ID An 

SU may be a CD player, a video camera, a backup drive, or other electronic device 

which has a storage unit for digital data 

LCS Domain: A secure medium or area where digital content can be stored, 

30 with an accompanying rule system for transfer of digital content in and out of the 

LCS Domain. The domain may be a single device or multiple devices—all of which 

have some common ownership or control. Preferably, a LCS domain is linked to a 
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single purchasing account. Inside the domain, one can enjoy music or other digital 

data without substantial limitations—as typically a license extends to all personal 

use. 

SecureChannelTM: A secure channel to pass individualized content to 

5 differentiate authentic content from legacy or unauthorized, pirated content For 

example, the Secure Channel may be used as an auxiliary channel through which 

members of the production and distribution chain may communicate directly with 

individual consumers. Preferably, the Secure Channel is never exposed and can 

only be accessed through legitimate methods. SecureChannel may carry a value-

10 adding component ( VAC). The ability to provide consumers with value adding 

features will serve to give consumers an incentive to purchase new, secure hardware 

and software that can provide the additional enhanced services. The SecureChannel 

may also include protected associated data—data which is associated with a user 

and/or a particular set of content. 

15 Standard Quality: A transfer path into the LCS Domain which maintains the 

digital content at a predetermined reference level or degrades the content if it is at a 

higher quality level. In an audio implementation, this might be defined as Red Book 

CD Quality (44100 Hz., 16 bits, 2 channels). This transfer path can alternately be 

defined in terms of a subset of VAC's or a quality level associated with particular 

20 VAC's. If a VAC is not in the subset, it is not passed. If a VAC is above the defined 

quality level, it is degraded. 

Low Quality: A transfer path into the LCS Domain which degrades the 

digital content to a sub-reference level. In an audio implementation, this might be 

defined as below CD Quality (for instance, 32000 Hz., 16 bits, 2 channels) This 

25 transfer path can alternately be defined in terms of an absence of VAC's or a 

degraded quality level associated with particular VAC's. 

High Quality: A transfer path into the LCS Domain which allows digital 

content of any quality level to pass unaltered. This transfer path can alternately be 

defined in terms of a complete set of VAC's or the highest quality level available 

30 associated with particular VAC's. 

Rewritable Media: An mass storage device which can be rewritten (e g. hard 

drive, CD-RW, Zip cartridge, M-O drive, etc. ). 
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Read-Only Media: A mass storage device which can only be written once 

(e.g. CD-ROM, CD-R, DVD, DVD-R, etc. . ). Note. pre-recorded music, video, 

software, or images, etc. are all "read only" media. 

Unique ID: A Unique ID is created for a particular transaction and is unique 

5 to that transaction (roughly analogous to a human fingerprint). One way to generate 

a Unique ID is with a one-way hash function. Another way is by incorporating the 

hash result with a message into a signing algorithm will create a signature scheme 

For example, the hash result may be concatenated to the digitized, value added 

information which is the subject of a transaction. Additional uniqueness may be 

10 observed in a hardware device so as to differentiate that device, which may be used 

in a plurality of transactions, from other similar devices.

Value-added: Value-added information is differentiated from non-

commoditized information in terms of its marketability or demand, which can vary, 

obviously, from each market that is created for the information. By way of example, 

15 information in the abstract has no value until a market is created for the information 

(i.e., the information becomes a commodity). The same information can be 

packaged in many different forms, each of which may have different values.

Because information is easily digitized, one way to package the "same" information 

differently is by different levels of fidelity and discreteness. Value is typically 

20 bounded by context and consideration 

Authentication: A receiver of a "message" (embedded or otherwise within 

the value-added information) should be able to ascertain the original of the message 

(or by effects, the origin of the carrier within which the message is stored) An 

intruder should not be able to successfully represent someone else. Additional 

25 functionality such as Message Authentication Codes (MAC) could be incorporated 

(a one-way hash function with a secret key) to ensure limited verification or 

subsequent processing of value-added data. 

Verification: In cryptographic terms, "verification" serves the "integrity" 

function to prevent an intruder from substituting false messages for legitimate ones 

30 In this sense, the receiver of the message (embedded or otherwise present within the 

value-added information) should be assured that the message was not modified or 

altered in transit. 
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One-way hash function: One-way hash functions are known in the art. A 

hash function is a function which converts an input into an output, which is usually a 

fixed-sized output. For example, a simple hash function may be a function which 

accepts a digital stream of bytes and returns a byte consisting of the XOR function 

5 of all of the bytes in the digital stream of input data Roughly speaking, the hash 

function may be used to generate a "fingerprint" for the input data. The hash 

function need not be chosen based on the characteristics of the input. Moreover, the 

output produced by the hash function (i.e., the "hash") need not be secret, because in 

most instances it is not computationally feasible to reconstruct the input which 

10 yielded the hash. This is especially true for a "one-way" hash function--one that can 

be used to generate a hash value for a given input string, but which hash cannot be 

used (at least, not without great effort) to create an input string that could generate 

the same hash value. 

Authorization: A term which is used broadly to cover the acts of conveying 

15 official sanction, permitting access or granting legal power to an entity. 

Encryption: For non digitally-sampled data, encryption is data scrambling 

using keys. For value-added or information rich data with content characteristics, 

encryption is typically slow or inefficient because content file sizes tend to be 

generally large. Encrypted data is called "ciphertext". 

20 Scrambling: For digitally-sampled data, scrambling refers to manipulations 

of the value-added or information rich data at the inherent granularity of the file 

format. The manipulations are associated with a key, which may be made 

cryptographically secure or broken into key pairs. Scrambling is efficient for larger 

media files and can be used to provide content in less than commercially viable or 

25 referenced quality levels. Scrambling is not as secure as encryption for these 

applications, but provides more fitting manipulation of media rich content in the 

context of secured distribution. Scrambled data is also called "ciphertext" for the 

purposes of this invention. Encryption generally acts on the data as a whole, 

whereas scrambling is applied often to a particular subset of the data concerned with 

30 the granularity of the data, for instance the file formatting. The result is that a 

smaller amount of data is "encoded" or "processed" versus strict encryption, where 

all of the data is "encoded" or "processed " By way of example, a cable TV signal 
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can be scrambled by altering the signal which provides for horizontal and vertical 

tracking, which would alter only a subset of the data, but not all of the data—which 

is why the audio signal is often untouched. Encryption, however, would generally 

so alter the data that no recognizable si --A would be perceptually appreciated 

5 Further, the scrambled data can be compL with the unscrambled data to yield the 

scrambling key. The difference with encryption is that the ciphertext is not 

completely random, that is, the scrambled data is still perceptible albeit in a lessened 

quality. Unlike watermarking, which maps a change to the data set, scrambling is a 

transfer function which does not alter or modify the data set. 

10 Detailed Discussion of Invention 

The LCS Domain is a logical area inside which a set of rules governing 

content use can be strictly enforced. The exact rules can vary between 

implementations, but in general, unrestricted access to the content inside the LCS 

Domain is disallowed. The LCS Domain has a set of paths which allow content to 

15 enter the domain under different circumstances. The LCS Domain also has paths 

which allow the content to exit the domain.

A simple example provides insight into the scope of an LCS domain. If an 

LCS is assigned to an individual, then all music, video, and other content data which 

has lawfully issued to the individual may be freely used on that persons LCS domain 

20 (though perhaps "freely" is misleading, as in theory, the individual has purchased a 

license). A LCS Domain may comprise multiple SUs, for example, a video player, a 

CD player, etc. An individual may be authorized to take a copy of a song and play it 

in another's car stereo, but only while the individual's device or media is present 

Once the device is removed, the friend's LCS will no longer have a copy of the 

25 music to play. 

The act of entering the LCS Domain includes a verification of the content (an 

authentication check). Depending upon the source of the content, such verification 

may be easier or harder. Unvalidateable content will be subjected to a quality 

degradation. Content that can be validated but which belongs to a different LCS 

30 Domain will be excluded. The primary purpose of the validation is to prevent 

unauthorized, high-quality, sharing of content between domains. 
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When content leaves the LCS Domain, the exiting content is embedded with 

information to uniquely identify the exiting content as belonging to the domain from 

which the content is leaving. It is allowed to leave at the quality level at which the 

content was originally stored in the LCS Domain (i.e. the quality level determined 

5 by the validation path). For examp.4, the exiting content may include an embedded 

digital watermark and an attached hash or digital signature; the exiting content may 

also include a time stamp—which itself may be embedded or merely attached) 

Once it has exited, the content cannot return to the domain unless both the 

watermark and hash can be verified as belonging to this domain. The presence of 

10 one or the other may be sufficient to allow re-entry, or security can be set to require 

the presence of more than one identification signal. 

This system is designed to allow a certifiable level of security for high-

quality content while allowing a device to also be usable with unsecured content at a 

degraded quality level. The security measures are designed such that a removal of 

15 the watermark constitutes only a partial failure of the system. The altered content 

(i.e., the content from which the watermark has been removed or the content in 

which the watermark has been degraded) will be allowed back into the LCS 

Domain, but only at a degraded quality level, a result of the watermark destruction 

and subsequent obscurity to the system, consumers will not be affected to the extent 

20 that the unauthorized content has only been degraded, but access has not been 

denied to the content. Only a complete forgery of a cryptographically-secure 

watermark will constitute a complete failure of the system. For a discussion on such 

implementations please see US Pat. No 5,613,004, US Pat No. 5,687,236, US Pat 

No. 5,745,569, US Pat. No. 5,822,432, US Pat. No. 5,889,868, US Pat No 

25 5,905,800, included by reference in their entirety and pending U S. patent 

applications with Serial No. 09/046,627 "Method for Combining Transfer 

Function. . .", Serial No. 09/053,628 "Multiple Transform Utilization and 

Application for Secure Digital Watermarking", Serial No. 08/775,216 

"Steganographic Method and Device", Serial No. 08/772,222 "Z-Transform 

30 Implementation . . .", Serial No 60/125990 "Utilizing Data Reduction in 

Steganographic and Cryptographic Systems" 
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Provable security protocols can minimize this risk. Thus the embedding 
system used to place the watermark does not need' to be optimized for robustness, 
only for imperceptibility (important to publishers and consumers alike) and security 
(more important to publishers than to consumers). Ideally, as previously disclosed, 

5 security should not obscure the content, or prevent market participants from 
accessing information, which in the long term, should help develop trust or create 
relationships. 

The system can flexibly support one or more "robust" watermarks as a 

method for screening content to speed processing. Final validation, however, relies 
10 upon the fragile, secure watermark and its hash or digital signature (a secure time 

stamp may also be incorporated). Fragile watermarks, meaning that signal 

manipulations would affect the watermark, may be included as a means to affect the 

quality of the content or any additional attributes intended to be delivered to the 

consumer. 

15 LCS Functions 

The LCS provides storage for content, authentication of content, enforcement 

of export rules, and watermarking and hashing of exported content. Stored content 

may be on an accessible rewritable medium, but it must be stored as ciphertext 

(encrypted or scrambled), not plain text, to prevent system-level extraction of the 

20 content. This is in contrast to the prior art which affix or otherwise attach meta-data 

to the content for access control by the variously proposed systems. 

Typically, an LCS receives secured data from one or more SECDs The 

SECD transfers content only after it has been secured. For example, the SECD may 

use an individualized cryptographic container to protect music content while in 

25 transit. Such a container may use public/private key cryptography, ciphering and/or 

compression, if desired. 

The LCS may be able to receive content from a SECD, and must be able to 

authenticate content received via any of the plurality of implemented paths The 

LCS must monitor and enforce any rules that accompany received content, such as 

30 number of available copies. Finally, it is preferred for the LCS to watermark all 

exported material (with the exception of Path 6 - see below) and supply a hash made 

from the unique ID of the LCS and the content characteristics (so as to be 
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maintained perceptually within the information and increase the level of security of 

the watermark). 

SU Functions 

The SU enables the content to be usable away from the LCS. The SU is 

5 partially within the LCS Domain. A protocol must exist for the SU and LCS to 

authenticate any connection made between them. This connection can have various 

levels of confidence set by the level of security between the SU and LCS and 

determinable by a certification authority or its equivalent, an authorized site for the 

content, for example. The transfer of content from the SU to the LCS without 

10 watermarking is allowed. However, all content leaving the SU must be 

watermarked. Preferably, the SU watermark contains a hash generated from the 

SU's Unique ID and the content characteristics of the content being transferred If 

the content came from a LCS, the SU watermark must also be generated based, in 

part, upon the hash received from the LCS. The LCS and SU watermarking 

15 procedures do not need to be the same However, the LCS must be able to read the 

SU watermarks for all different types of SU's with which it can connect. The SU 

does not need to be able to read any LCS watermarks. Each LCS and SU must have 

separate Unique IDs. 

Sample Embodiment 

20 BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present invention, the objects and 

advantages thereof, reference is now made to the following descriptions taken in 

connection with the accompanying drawings in which: 

FIG. 1 shows in block diagram form a system for one embodiment of an 

25 LCS, showing the possible paths for content to enter and exit the system. 

FIG. 2 is flow diagram illustrating the functions performed by the LCS of 

FIG. I when content enters the LCS Domain from the rewritable media. 

FIG. 3 is flow diagram illustrating the functions performed by the LCS of 

FIG. 1 when content enters the LCS Domain from the read-only media. 

30 FIG. 4 is flow diagram illustrating the functions performed by the LCS of 

FIG. 1 when content enters the LCS Domain from the satellite unit. 
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FIG. 5 is flow diagram illustrating the functions performed by the LCS of 

FIG. 1 when content leaves the LCS Domain. 

FIG. 6 is flow diagram illustrating the functions performed by the LCS of 

FIG. I when content leaves the LCS Domain from the read-only media. 

5 FIG. 7 is flow diagram illustrating the functions performed by the LCS of 

FIG. 1 when content leaves the SU to a receiver other than the LCS. 

DETAILED DESCRIPTION OF THE INVENTION 

The preferred embodiment of the present invention and its advantages are 

best understood by referring to FIGs. 1 through 7 of the drawings, like numerals 

10 being used for like and corresponding parts of the various drawings. 

FIG. 1 is a block diagram showing the components of a sample LCS system 

and showing the possible paths for content to enter and leave the LCS. In the 

embodiment of Figure 1, the LCS is a general purpose computing device such as a 

PC with software loaded to emulate the functions of a LCS. The LCS of Figure 1 

15 has a Rewritable media (such as a hard drive), a Read-Only media (such as a CD-

ROM drive), and software to control access (which software, in effect, defines the 

"LCS Domain"). The Secure Electronic Content Distributor (SECD) is connected 

via a network (such as the Internet, intranet, cable, satellite link, cellular 

communications network, or other commonly accepted network). The Satellite 

20 Unite (SU) is a portable player which connects to the LCS and/or to other players 

where applicable (for example by way. of a serial interface, USB, IEEE 1394, 

infrared, or other commonly used interface protocol). FIG. 1 also identifies seven 

(7) path ways. 

Path 1 depicts a secure distribution of digital content from a SECD to a LCS 

25 The content can be secured during the transmission using one or more 'security 

protocols' (e.g., encryption or scrambling) Moreover, a single LCS may have the 

capability to receive content transmissions from multiple SECDs, and each SECD 

may use the same security protocols or different security protocols. In the context of 

FIG. 1, however, only a single SECD is displayed. It is also contemplated that the 

30 same SECD may periodically or randomly use different security protocols. A 

typical security protocol uses an asymmetric cryptographic system, an example 

being a public key cryptography system where private and public key pairs allow the 
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LCS to authenticate and accept the received content. Another security protocol may 

involve the ability to authenticate the received content using a signature scheme. 

In FIG. 2, content enters the LCS Domain from the rewritable media (such as 

a hard drive). This communication path is identified as Path 2 on FIG. 1. The LCS 

5 Domain analyzes the content to determine if a watermark is present in the content. 

If no watermark is present, then the quality of the content is downgraded to Low 

Quality before it is stored in the LCS Storage. If a watermark is present, then the 

watermark is extracted and compared with the watermark of the LCS in order to 

determine if a match exists. In the event of a match, the content is permitted to be 

10 stored on the LCS Storage at the same level of quality which the content entered the 

LCS Domain. Optionally, if a watermark is present, the hash may be checked as 

further verification; and if the hash matches, the content is allowed in at High 

Quality. If it does not match, the content is rejected. If the extracted watermark 

does not match the expected watermark, then the content is denied access to the LCS 

15 Storage (i.e., the content is rejected) 

In FIG. 3, content enters the LCS Domain from the Read-Only media. This 

communication path is identified as Path 3 on FIG. 1. The LCS Domain analyzes 

the content to determine if a watermark is present in the content. If no watermark is 

present, then the LCS attempts to further analyze the content using other methods 

20 (i.e., other than watermarking) to try and verify the content for originality if the 

content cannot be verified or is deemed to have been altered, then the content is 

downgraded to Standard Quality (or even Low Quality) before it is stored in the 

LCS Storage. If a watermark is present, then the watermark is extracted and 

compared with the watermark of the LCS in order to determine if a match exists In 

25 the event of a match, or in the event that the content is verified by means other than 

the watermark, the content is permitted to be stored on the LCS Storage at the same 

level of quality which the content entered the LCS Domain (which is likely to be 

High Quality). For example, the Read-Only media may also contain an media-based 

identifier which verifies the content as an original, as opposed to a copy—and hence. 

30 a non-watermark method may be used to verify authenticity. 

Optionally, even in the event of a watermark match, a hash may be checked 

as further verification; and if the hash matches, the content is allowed in at High 
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Quality, but if there is no match, the content is rejected. lithe extracted watermark 

does not match the expected watermark, or if the LCS is unable to identify any other 

method for verifying the content's authenticity, then the content may be denied 

access to the LCS Storage (i.e., the content may be rejected), or if preferred by the 

5 user, the content may be permitted into the system at a degraded quality level. It is 

the user's prerogative to decide how the system will treat non-authenticated content, 

as well as legacy content. 

In FIG. 4, content enters the LCS Domain from the satellite unit. This 

communication path is identified as Path 4 on FIG. 1. Content from an SU is 

10 marked with an SU watermark before exiting the SU. The LCS analyzes the content 

from the SU for watermarks, and in particular to determine if there is a watermark 

that matches that of the LCS. If the watermarks match, the content is permitted 

access to the LCS at the highest quality level. If there is a mismatch, then the 

content is denied access (i.e , the content is rejected). If the content does not contain 

15 a watermark, the quality is downgraded to Low Quality before permitting access to 

the LCS. Optionally, even in the event of a watermark match, a hash may be 

checked as further verification; and access at the highest quality level may depend 

upon both a match in watermarks and a match in hashes. 

In FIG. 5, content is shown leaving the LCS Domain. This communication 

20 path is identified as Path 5 on FIG. 1 Content is retrieved from the LCS storage and 

then the content may be watermarked with a watermark that is unique to the LCS 

(for example, one that is based upon the LCS's Unique ID). Optionally, a hash may 

be attached to the watermarked content, and/or the hash may be embedded as part of 

the watermark. If an external hash is used, preferably, for security purposes, the 

25 external hash should be created in a different manner from the embedded, watermark 

hash. Optionally, other information may be included in the watermark, for example, 

information to specify a time stamp, the number of allowable copies, etc After 

watermarking, the content may be permitted to exit the LCS Domain, and may be 

exported to a device outside the LCS Domain, including for example, a rewritable 

30 media, a viewer, player, or other receiver.

In FIG. 6, content is shown leaving the LCS Domain. This communication 

path is identified as Path 6 on FIG 1 This path is similar to Path 5, with a few 
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important differences. The output receiver is an SU, and because the receiver is an 

SU, the content may leave the LCS without being watermarked. Path 6 requires a 

secure protocol to determine that the receiver is in fact an SU. Once the path is 

verified, the content can be exported without a watermark. The LCS may optionally 

5 transmit the content together with a hash value which will be uniquely associated 

with the content. 

In FIG. 7, content is shown leaving the SU, to a receiver other than the LCS 

This communication path is identified as Path 7 on FIG. 1 Content is retrieval 

from the SU storage and then the content may be watermarked with a watermark 

10 that is unique to the SU (for example, one that is based upon the SU's Unique ID). 

Optionally, a hash may be attached to the watermarked content, and/or the hash may 

be embedded as part of the watermark. If an external hash is used, preferably, for 

security purposes, the external hash should be created in a different manner from the 

embedded, watermark hash. Optionally, other information may be included in the 

15 watermark, for example, information to specify a time stamp, the number of 

allowable copies, etc., and may even include the hash which the LCS attached to the 

content After watermarking, the content may be permitted to exit the SU, and may 

be exported to a device other than the LCS, including for example, a rewritable 

media, a viewer, player, or other receiver. The quality level of the content leaving 

20 the LCS is generally the same quality level as that of the content when stored 

internally to the LCS. 

The system of the present invention is utilized to complete digital data 

transactions. A typical transaction would have the following steps: 

1.) Using an LCS, a user connects to a SECD 

25 2.) The user reviews a collection of data sets which are available for 

license (which for purposes of this application, may be equated with a purchase) 

The user then selects a data set (e g , a song or other content), and purchases (or 

otherwise obtains the right to receive) a copy of the data set (The user may transmit 

purchase information, for example, credit card information, using digital security 

30 that is known in the art of electronic commerce ) 

3.) The SECD transmits the secured content to the LCS. Before 

transmitting any digital content, the SECD embeds at least one watermark and may 
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also transmit (perhaps through cryptography) at least one hash value along with the 
data being transmitted. The at least one hash value may be embedded with the at 
least one watermark or may be attached to the beginning or end of the data being 
transmitted. Alternately, the hash output may be combined in ways that are known 

5 in the art. 

4.) The LCS optionally may send its public key to the SECD, in which 
case the SECD may use the LCS public key to apply an additional security measure 
to the data to be transmitted, before the data is actually transmitted to the LCS. 

5.) The LCS receives the secured content transmitted by the SECD. The 
10 LCS may optionally use its private key to remove the additional layer of security 

which was applied with the LCS's public key. 

6.) The LCS may authenticate the secure content that was received from 
the SECD by checking the watermark(s) and/or hash values. Optionally, the LCS 
may unpack the secured content from its security wrapper and/or remove any other 

15 layers of security. If the content can be authenticated, the content may be accepted 
into the LCS domain. Otherwise, it may he rejected. 

Fragile Watermark Structure 

A fragile watermark—one that is encoded in the LSB of each 16 bit 

sample—can actually hold all of the data that would typically comprise the 
20 information being transmitted in the SecureChannelTM. At a typical sampling rate of 

44. 1 kHz, there is 88,200 16 bit samples for each second of data in the time domain 

(44,100 x 2 stereo channels). This provides 88,200 bits per second which may be 

used for storing a fragile watermark A typical 3 minute stereo song could therefore 

accommodate 1.89 MB of data for a fragile watermark. (The watermark is called 

25 fragile, because it is easily removed without greatly sacrificing the quality of the 

audio data.) 1.89 MB represents an immense capacity relative to the expected size 

of the typical data to be transmitted in a SecureChannel (100 - 200 K). 

Preferably, the fragile watermark is bound to a specific copy of a specific 

song, so that "information pirates" (i e , would-be thieves) cannot detect a 

30 watermark and then copy it onto another song in an effort to feign authorization 

. when none exists. A fragile watermark may also contain information which can be 

utilized by various receivers which might receive the signal being packaged For 

DISH - Blue Spike-408
Exhibit 1010, Page 0105



WO 01/18628 

-24-

:1.. 11:11 .11.. 0 .1..    :3.11.:711 

PCT/US00/21189 

instance, a fragile watermark may contain information to optimize the playback of a 
particular song on a particular machine. A particular example could include data 
which differentiates an MP3 encoded version of a song and an AAC encoded 
version of the same song. 

5 One way to bind a fragile watermark to a specific data set is through the use 

of hash functions. An example is demonstrated by the following sequence of steps: 

1.) A digital data set (e.g., a song) is created by known means (e.g., 

sampling music at 44.1 kHz, to create a plurality of 16 bit data sets). The digital 

data set comprises a plurality of sample sets (e.g., a plurality of 16 bit data sets). 

10 2) Information relative to the digital data set (e.g., information about the 

version of the song) is transformed into digital data (which we will call the 

SecureChannel data), and the SecureChannel data is then divided into a plurality of 

SecureChannel data blocks, each of which blocks may then be separately encoded. 

3) A first block of the SecureChannel data is then is encoded into a first 

I5 block of sample sets (the first block of sample sets comprising—at a minimum—a 

sufficient number of sample sets to accommodate the size of the first block of 

Secure Channel Data), for example by overwriting the LSB of each sample in the 

first block of sample sets. 

4) A hash pool is created comprising the first block of encoded sample 

20 sets. 

5) A first hash value is then created using i) the hash pool, ii) a random 

(or pseudorandom) number seeded using a code that serves to identify the owner of 

the digital data set, and iii) the SecureChannel data; 

6) The first hash value is then encoded into a second block of sample 

25 sets, the second block of sample sets being sufficient in size to accommodate the 

size of the first hash value. 

7.) The second block of sample sets is then added to the hash pool 

8) A second block of the SecureChannel data is then is encoded into a 

third block of sample sets. 

30 9) The third block of encoded sample sets is added to the hash pool 
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10) A second hash value is then created using i) the hash pool, ii) a 

random (or pseudorandom) number seeded using a code that serves to identify the 

owner of the digital data set, and iii) the SecureChannel data; 

11) The second hash value is then encoded into a fourth block of sample 

5 sets. 

Steps 7-11 are then repeated for successive blocks of SecureChannel data 

until all of the SecureChannel data is encoded. Understand that for each block of 

SecureChannel data, two blocks of content data are utilized. Moreover, for 

efficiency, one could use a predetermined subset of the samples in the hash pool, 

10 instead of the whole block. 

Each SecureChannel block may, for example, have the following structure 

15 

long Blockldentifier; 

long BlockLength; 

//A code for the type of block 

//'The length of the block 

//Block data of a length matching BlockLength 

char IdentityHash[hashSize]; 

char InsertionHash[hashSize]; 

In theory, each SecureChannel block may be of a different type of block (i.e , may 

20 begin with a different Blockldentifier). In operation, a software application (or even 

an ASIC) may read the Blockldentifier and determine whether it is a recognized 

block type for the particular application If the application does not recognize the 

block type, the application may use the BlockLength to skip this block of 

SecureChannel. 

25 Certain block types will be required to be present if the SecureChannel is 

going to be accepted. These might include an identity block and a SecureChannel 

hash block. The SecureChannel data may or may not be encrypted, depending on 

whether the data is transfer-restricted (a type of value-adding component, that is, 

VAC) or simply informative. For instance, user-added SecureChannel data need not 

30 be encrypted. A BlockIdentifier may also be used to indicate whether a 

SecureChannel data block is encrypted or not.

Robust Open Watermark (ROW) 

DISH - Blue Spike-408
Exhibit 1010, Page 0107



WO 01/18628 

-26-

11.11..-0D    ::::::: i..  
PCT/liS00/21189 

A Robust-Open Watermark may be used to divide content into three 
categories. (The term "open watermark" is used merely to indicate that the 
watermark relies on a secret which is shared by an entire class of devices, as 
opposed to a secure watermark—which is readable only by a single member of a 

5 class of devices.) A binary setting may be used, whereby one state (e.g., "1") may 
be used to identify secure protected content—such as content that is distributed in a 

secured manner. When the LCS detects a secured status (e.g., by determining that 

the ROW is "1"), the content must be accompanied by an authenticatabie 

SecureChannel before the content is permitted to enter the LCS Domain (e.g., 
10 electronic music distribution or EMD content). The other binary state (e.g., "0") 

may be used to identify unsecured content, for example, non-legacy media that is 

distributed in a pre-packaged form (e g CD's) When the binary setting is "0", the 

content may or may not have a SecureChannel. Such "0 content" shall only be 

admitted from a read-only medium in its original file format (e.g., a 0 CD shall only 

15 be admitted if it is present on a Redbook CD medium). On the other hand, if the 

ROW is absent, then the LCS will understand that the content is "legacy" Legacy 

content may be admitted, or optionally, may be checked for a fragile watermark—

and then admitted only if the fragile watermark is present. It would be possible to 

permit unfettered usage of legacy content—though again, it is the prerogative of the 

20 user who sets up the LCS. 

Robust Forensic Watermark 

Preferably, a robust forensic watermark is not accessible in any way to the 

consumer—or to "information pirates " A forensic watermark may be secured by a 

symmetric key held only by the seller A transaction ID may be embedded at the 

25 time of purchase with a hash matching the symmetric key. The watermark is then 

embedded using a very low density insertion mask (< 10 %), making it very difficult 

to find without the symmetric key Retrieval of such a watermark is not limited by 

real-time/low cost constraints. The recovery will typically only be attempted on 

known pirated material, or material which is suspected of piracy. A recovery time 

30 of 2 hours on a 400 MHz PC may, therefore, be reasonable. 

Sample Embodiment - Renewability 
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The system of the present invention contemplates the need for updating and 

replacing previously-embedded watermarks (which may be thought of generally as 

"renewing" a watermark). If someone is able to obtain the algorithms used to embed 

a watermark—or is otherwise able to crack the security, it would be desirable to be 

5 able to embed a new watermark using a secure algorithm. New watermarks, 

however, cannot be implemented with complete success over night, and thus, there 

inevitably will be transition periods where older SPCS are operating without 

updated software. In such a transition period, the content must continue to be 

recognizable to both the old SPCSs and the upgraded SPCSs. A solution is to 

10 embed both the original and the upgraded watermarks into content during the 

transition periods. Preferably, it is the decision of the content owner to use both 

techniques or only the upgraded technique. 

The operation of the system of the present invention is complicated, 

however, by the presence of "legacy" digital content which is already in the hands of 

15 consumer (that is, digital content that was commercially distributed before the 

advent of watermarking systems) because legacy content will continue to be present 

in the future. Moreover, pirates who distribute unauthorized content will also 

complicate matters because such unauthorized copies are likely to be distributed in 

the same formats as legacy content. As it is unlikely that such unwatermarked 

20 content can ever be completely removed, the present system must try to 

accommodate such content. 

Hardware can be configured to read old ROW content and extract the old 

ROW and insert in the content a new ROW 

Sample Embodiment — SPCS Audio Server 

25 Tables 1, 2 and 3 depict a sample embodiment for an SPCS Audio Server, 

and in particular show how secured content packages are created as downloadable 

units (Table 1), how the LCS works on the input side for an SPCS Audio Server 

(Table 2), and how the LCS works on the output side (Table 3). 

While the invention has been particularly shown and described by the 

30 foregoing detailed description, it will be understood by those skilled in the art that 

various other changes in form and detail may be made without departing from the 

spirit and scope of the invention. 
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Table 2 
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Table 3 

SPCS Audio Player Output Stage 
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Claims: 

1 . A local content server system (LCS) for creating a secure environment for 

digital content, comprising: 

5 a) a communications port in communication for connecting the system 

via a network to at least one Secure Electronic Content Distributor (SECD), said 

SECD capable of storing a plurality of data sets, capable of receiving a request to 

transfer at least one content data set, and capable of transmitting the at least one 

content data set in a secured transmission, 

10 b) a rewritable storage medium whereby content received from outside 

the LCS may be stored and retrieved, 

c) a domain processor that imposes rules and procedures for content 

being transferred between the LCS and devices outside the LCS; and 

d) a programmable address module which can be programmed with an 

15 identification code uniquely associated with the LCS; and 

said domain processor permitting the LCS to receive digital content from 

outside the LCS provided the LCS first determines that the digital content being 

delivered to the LCS is authorized for use by the LCS. 

2. The LCS of claim 1 further comprising 

20 e) an interface to permit the LCS to communicate with one or more 

Satellite Units (SU) which may be connected to the system through the interface, 

said SUs capable of receiving and transmitting digital content; 

and wherein said domain processor permits the LCS to receive digital 

content from an SECD that is connected to the LCS's communication port, provided 

25 the LCS first determines that digital content being received is authorized for use by 

the LCS, 

and wherein said domain processor permits the LCS to deliver digital 

content to an SU that may be connected to the LCS's interface, provided the LCS 

first determines that digital content being received is authorized for use by the SU 
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3. A local content server system (LCS) for creating a secure environment for 

digital content, comprising: 

a) a communications port in communication for connecting the system 

via a network to at least one Secure Electronic Content Distributor (SECD), said 

" 5 SECD capable of storing a plurality of data sets, capable of receiving a request to 

transfer at least one content data set, and capable of transmitting the at least one 

content data set in a secured transmission; 

b) an interface :o permit the LCS to communicate with one or more 

Satellite Units (SU) which may be connected to the system through the interface, 

10 said SUs capable of receiving and transmitting digital content; and 

c) a rewritable storage medium whereby content received from an 

SECD and from an SU may be stored and retrieved; 

d) a domain processor that imposes rules and procedures for content 

being transferred between the LCS and the SECD and between the LCS and the SU, 

15 and 

e) a programmable address module which can be programmed with an 

identification code uniquely associated with the LCS; 

said domain processor permitting the LCS to deliver digital content to and 

receive digital content from an SU that is connected to the LCS's interface, provided 

20 the LCS first determines that the 'digital content being delivered to the SU is 

authorized for use by the SU or that the digital content being received is authorized 

for use by the LCS, 

and said domain processor permitting the LCS to receive digital content from 

an SECD that is connected to the LCS's communication port, provided the LCS first 

25 determines that digital content being received is authorized for use by the LCS 

4. The system of claim 3, wherein said domain processor determines whether 

digital content is authorized for use by extracting a watermark from the digital 

content being transferred. 

5. The system of claim 3, wherein said domain processor comprises: 

30 means for obtaining an identification code from an SU connected to the 

LCS's interface; • 
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an analyzer to analyze the identification code from the SU to determine if the 

SU is an authorized device for communicating with the LCS; 

means for analyzing digital content received from an SU; 

said system permitting the digital content to be stored in the LCS if i) an 

5 analysis of the digital content received from the SU concludes that the content is 

authenticated, or ii) an analysis of the digital content received from the SU 

concludes that the content cannot be authenticated because no authentication data is 

embedded in the content, and 

said system preventing the digital content from being stored on the LCS if i) 

10 an analysis of the digital content received from the SU concludes that the content is 

unauthenticated. 

6. The system of claim 4, wherein said analyzer of the domain processor 

comprises means for extracting digital watermarks from the digital content received 

from an SU, and means for analyzing the digital watermark to determine if the 

15 digital content has been previously marked with the unique identification code of the 

LCS. 

7. The system of claim 4, wherein said system permits the digital content to be 

stored in the LCS at a degraded quality level if an analysis of the digital content 

received from the SU concludes that the digital content received from the SU cannot 

20 be authenticated because there is no authentication data embedded in the content 

8. The system of claim 4, further comprising at least one SU, each such SU 

being capable of communicating with the LCS. 

9. The system of claim 8, wherein the SU has means to sending a message to 

the LCS indicating that the SU is requesting a copy of a content data set that is 

25 stored on the LCS, said message including information about the identity of the SU, 

and wherein the LCS comprises: 

means to analyze the message from the SU to confirm that the SU is 

authorized to use the LCS; 

means to retrieve a copy of the requested content data set; 

30 means to embed at least one robust open watermark into the copy of the 

requested content data set, said watermark indicating that the copy is authenticated, 
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means to embed a second watermark into the copy of the requested content 

data set, said second watermark being created based upon information transmitted 

by the SU and information about the LCS; and 

means to deliver the watermarked content data set to the SU for its use. 

5 10. The system of claim 8, further comprising a SECD, said SECD capable of 

receiving a request to transfer at least one data set and capable of transmitting the at 

least one data set in a secured transmission. 

11. The system of claim 10, 

wherein the SU includes means to send a message to the LCS indicating that 

10 the SU is requesting a copy of a content data set that is not stored on the LCS, but 

which the LCS can obtain from an SECD, said message including information about 

the identity of the SU; 

wherein the SECD comprises.

means to retrieve a copy of the requested content data set; 

15 means to embed at least one robust open watermark into the copy of 

the requested content data set, said watermark indicating that the copy is 

authenticated; 

means to embed a second watermark into the copy of the requested 

content data set, said second watermark being created based upon information 

20 transmitted by the LCS; and 

means to deliver the watermarked content data set to the LCS for its 

use; and 

wherein the LCS comprises: 

means to analyze the message from the SU to confirm that the SU is 

25 authorized to use the LCS; 

means to receive a copy of the requested content data set as 

transmitted by the SECD; 

means to extract at least one watermark to confirm that the content 

data is authorized for use by the LCS; 

30 means to embed at least one robust open watermark into the copy of 

the requested content data set, said watermark indicating that the copy is 

authenticated; 
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means to embed a second watermark into the copy of the requested 

content data set, said second watermark being created based upon information 

transmitted by the SU and information about the LCS; and 

means to deliver the watermarked content data set to the SU for its 

5 use. 

12. The system of claim 8, wherein the SU has means to sending a message to 

the LCS indicating that the SU is requesting to store a copy of a content data set on a 

storage unit of the LCS, said message including information about the identity of the 

SU, and wherein the LCS comprises. 

10 means to analyze the message from the SU to confirm that the SU is 

authorized to use the LCS; 

means receive a copy of the content data set; 

means to determine if a robust open watermark is embedded in the content 

data set, and to extract the robust open watermark if is it is determined that one 

15 exists; 

means to analyze any extracted robust open watermarks to determine if the 

content data set can be authenticated, 

means to permit the storage of the content data set on a storage unit of the 

LCS if i) the LCS authenticates the content data set, or ii) the LCS determines that 

20 no robust open watermark is embedded in the content signal. 

13. The system of claim 4, further comprising at least one SU, each such SU 

being capable of communicating with the LCS, and being capable of using only data 

which has been authorized for use by the SU or which has been determined to be 

legacy content such the data contains no additional information to permit 

25 authentication. 

14. The system of claim 5, wherein the LCS further comprises: 

means to embed at least one robust open watermark into a copy of content 

data, said watermark indicating that the copy is authenticated; 

means to embed a second watermark into the copy of content data, said 

30 second watermark being created based upon information comprising information 

uniquely associated with the LCS, and 
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means to embed a third watermark into the copy of content data, said third 

watermark being a fragile watermark created based upon information which can 

enhance the use of the content data on one or more SUs. 

15. The system of claim 5, wherein the LCS further comprises: 

5 means for encrypting or scrambling content data, such that content data may 

be encrypted or scrambled before it is stored in the rewritable storage medium. 

16. A system for creating a secure environment for digital content, comprising: 

a Secure Electronic Content Distributor (SECD); 

a Local Content Server (LCS); 

10 a communications network interconnecting the SECD to the LCS; and 

a Satellite Unit (SU) capable of interfacing with the LCS; 

said SECD comprising. a storage device for storing a plurality of data sets, 

an input for receiving a request from the LCS to purchase a selection of at least one 

of said plurality of data sets; a transaction processor for validating the request to 

15 purchase and for processing payment for the request; a security module for 

encrypting or otherwise securitizing the selected at least one data set; and an output 

for transmitting the selected at least one data set that has been encrypted or 

otherwise secured for transmission over the communications network to the LCS, 

said LCS comprising: a domain processor; a first interface for connecting to 

20 a communications network; a second interface for communicating with the SU, a 

memory device for storing a plurality of data sets; and a programmable address 

module which can be programmed with an identification code uniquely associated 

with the LCS; and 

said SU being a portable module comprising: a memory for accepting secure 

25 digital content from a LCS; an interface for communicating with the LCS, and a 

programmable address module which can be programmed with an identification 

code uniquely associated with the SU 

17. A Method for creating a secure environment for digital content for a 

consumer, comprising the following steps' 

30 sending a message indicating that a user is requesting a copy of a content 

data set; 

retrieving a copy of the requested content data set; 
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embedding at least one robust open watermark into the copy of the requested 

content data set, said watermark indicating that the copy is authenticated; 

embedding a second watermark into the copy of the requested content data 

set, said second watermark being created based upon information transmitted by the 

5 requesting user; 

transmitting the watermarked content data set to the requesting consumer via 

an electronic network; 

receiving the transmitted watermarked content data set into a Local Content 

Server (LCS) of the user; 

10 extracting at least one watermark from the transmitted watermarked content 

data set; and 

permitting use of the content data set if the LCS determines that use is 

authorized. 

18. The Method of claim 17, wherein the step of permitting use of the content 

15 data set if the LCS determines that use is authorized comprises: 

checking to see if a watermark extracted from the content data set includes 

information which matches unique information which is associated : with the user, 

and 

permitting the storage of the content data set in a storage unit for the LCS 

20 19. The Method of claim 17, further comprising: 

connecting a Satellite Unit (SU) to an LCS, 

and wherein the step of permitting use of the content data set if the LCS determines 

that use is authorized comprises. 

checking to see if a watermark extracted from the content data set includes 

25 information which matches unique information which is associated with the user, 

and 

embedding a watermark into the content data set using information that is 

associated with the user and information that is associated with an SU; 

delivering the content data set to the SU for its use. 

30 20. A Method for creating a secure environment for digital content for a 

consumer, comprising the following steps: 

connecting a Satellite Unit to an local content server (LCS), 
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sending a message indicating that the SU is requesting a copy of a content 

data set that is stored on the LCS, said message including information about the 

identity of the SU; 

analyzing the message to confirm that the SU is authorized to use the LCS; 

5 and 

retrieving a copy of the requested content data set; 

assessing whether a secured connection exists between the LCS and the SU; 

if a secured connection exists, embedding a watermark into the copy of the 

requested content data set, said watermark being created based upon information 

10 transmitted by the SU and information about the LCS; and 

delivering the content data set to the SU for its use. 

21. The Method of claim 20, further comprising: 

embedding an open watermark into the content data to permit enhanced 

usage of the content data by the user. 

15 22. The Method of claim 21, further comprising: 

embedding at least one additional watermark into the content data, said at 

least one additional watermark being based on information about the user, the LCS 

and an origin of the content data, said watermark serving as a forensic watermark to 

permit forensic analysis to provide information on the history of the content data's 

20 use. 

23. The method of claim 20, wherein the content data can be stored at a level of 

quality which is selected by a user. 

24. A Method for creating a secure environment for digital content for a 

consumer, comprising the following steps 

25 connecting a Satellite Unit (SU) to an local content server (LCS), 

sending a message indicating that the SU is requesting a copy of a content 

data set that is stored on the LCS, said message including information about the 

identity of the SU; 

analyzing the message to confirm that the SU is authorized to use the LCS, 

30 and 

retrieving a copy of the requested content data set; 

assessing whether a secured connection exists between the LCS and the SU. 
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if a secured connection exists, embedding a watermark into the copy of the 

requested content data set, said watermark being created based upon information 

transmitted by the SU and information about the LCS; and 

delivering the watermarked content data set to the SU for its use. 

5 25. The method of claim 24, further comprising: 

embedding at least one robust open watermark into the copy of the requested 

content data set before the requested content data is delivered to the SU, said 

watermark indicating that the copy is authenticated. 

26. The method of claim 25, wherein the robust watermark is embedded using 

10 any one of a plurality of embedding algorithms. 

26. The method of claim 24, further comprising: 

embedding a watermark which includes a hash value from a one-way hash 

function generated using the content data. 

27. The method of claim 25, wherein the robust watermark can be 

15 periodically replaced with a new robust watermark generated using a new 

algorithm with payload that is no greater than that utilized by the old robust 

watermark. 

28. The method of claim 24, further comprising the step of: 

embedding additional robust open watermarks into the copy of the requested 

20 content data set before the requested content data is delivered to the SU, using a 

new algorithm; and 

re-saving the newly watermarked copy to the LCS. 

29. The method of claim 24, further comprising the step of: 

saving a copy of the requested content data with the robust 

25 watermark to the rewritable media of the LCS. 

30. A Method for creating a secure environment for digital content for a 

consumer, comprising the following steps 

connecting a Satellite Unit (SU) to an local content server (LCS), 

sending a message indicating that the SU is requesting to store a copy of a 

30 content data on the LCS, said message including information about the identity of 

the SU; 
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analyzing the message to confirm that the SU is authorized to use the LCS, 

and 

receiving a copy of the content data set; 

assessing whether the content data set is authenticated; 

if the content data is unauthenticated, denying access to the LCS storage unit; 

and 

if the content data is not capable of authentication, accepting the data at a 

predetermined quality level, said predetermined quality level having been set for 

legacy content. 

DISH - Blue Spike-408
Exhibit 1010, Page 0122



1:::11 ii) 

41(12) INTERNATIONAL AP -;...ATION PUBLISHED UNDER THE PATENT OPERATION TREATY (PCT) 

" ---"i 7-• 10'2-

(19) World Intellectual Property Organization 

International Bureau 

(43) International Publication Date 

15 March 2001 (15.03.2001) 

to 

PCT 

111111 1111111111 111111 I 11111111 I Ill 11111 111111111111111 1111111111111111111 

(10) International Publication Number 

WO 01/18628 A2 

(51) 

(21) 

(22) 

(25) 

(26) 

(30) 

International Patent Classification': GO6F (72) 
(75) 

International Application Number: PCT/US00/21189

International Filing Date: 4 August 2000 (04.08.2000) 

(74) 

Filing Language: English 

Publication Language: English 

Priority Data: 
60/147,134 
60/213,489 

OAS
23 Ju 

(04:08.1999) US 
2000 (23.06.2000) US 

Inventors; and 
Inventors/Applicants (for US only): e OSKOWITZ, 

Scott, A. [US/US]: 1671_,1 Collins Avenue #2505, Mi-

ami, FL 33160 (US). BEARY, Michael [US/US]; 12401 

Princess Jeanne, Alb46querque, NM 87112 (US). 

Agents: CHAPMAN, Floyd, B. et al.; Baker Botts. LLP, 

The Warner, 1299 Pennsylvania Avenue, N.W., Washing-

ton, DC 20004 (US). 

(81) Designated States (national): JP, US. 

(84) Designated States (regional): European patent (AT, BE, 

CH, CY, DE, DK, ES, FI, FR, GB, GR, IE. IT, LU, MC, 

NL, PT, SE). 

(71) Applicant (for all designated States except US): BLUE Published: 

SPIKE, INC. [US/US]; 16711 Collins Avenue #2505, Mi- — Without international search report and to be republished 

ami, FL 33160 (US). upon receipt of that report. 

[Continued on next page] 

(54) Title: A SECURE PERSONAL CONTENT SERVER 

SECD 

Path I 

Local Coo= Serves 

Pmetatic 

4 

Pail. 2 

Poh5 

Melia 
Pao 3 

is Detezia 

Path 6 

Pahl 

Path 4 

Satellite 
Unit 

Patti 

(57) Abstract: A local content server system (LCS) for creating a secure environment for digital content is disclosed, which system 

oo ei comprises: a communications port in communication for connecting the LCS via a network to at least one Secure Electronic Content 

‘„c) Distributor (SECD), which SECD is capable of storing a plurality of data sets, is capable of receiving a request to transfer at least 

PO one content data set, and is capable of transmitting the at least one content data set in a secured transmission; a rewritable storage 

• medium whereby content received from outside the LCS may be stored and retrieved; a domain processor that imposes rules and 

"my • procedures for content being transferred between the LCS and devices outside the LCS, and a programmable address module which 

0 can be programmed with an identification code uniquely associated with the LCS. The LCS is provided with rules and procedures for 

took, accepting and transmitting content data. Optionally, the system may further comprise: an interface to permit the LCS to communicate 

•210 with one or more Satellite Units (SU) which may be connected 

[Continued on next page] 

DISH - Blue Spike-408
Exhibit 1010, Page 0123



li t0 01/18628 A2 111111 11111411 111111111111111111111111 11111111111111111111 11E111 

For two-letter codes and other abbreviations, refer to the "Guid-

ance Notes on Codes and Abbreviations" appearing at the begin-

ning of each regular issue of the PCT Gazette. 

to the system through the interface, which SUs are capable of receiving and transmitting digital content; at least one SU; and/or 

at least one SECD. The SECD may have a storage device for storing a plurality of data sets, as well as a transaction processor for 

validating the request to purchase and for processing payment for a request to retrieve one of the data sets. The SECD typically 

includes a security module for encrypting or otherwise securitizing data which the SECD may transmit. A method for creating a 

secure environment for digital content for a consumer is also disclosed. As part of the method, a LCS requests and receives a digital 

data set that may be encrypted or scrambled. The digital data set may be embedded with at least one robust open watermark, which 

permits the content to be authenticated. The digital data set is preferably embedded with additional watermarks which are generated 

using information about the LCS requesting the copy and/or the SECD which provides the copy. Once received by the LCS, the LCS 

exercises control over the content and only releases the data to authorized users. Generally, the data is not released until the LCS 

embeds at least one additional watermark based upon protected information associated with the LCS and/or information associated 

with the user. 
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associated with Customer Numb 29693, 

to prosecute this application, and any continuations ivisionals, reissues and 
reexaminations thereof, and all foreign and international applications 
corresponding thereto, and to transact all business in the United States Patent 
and Trademark Office in connection therewith and hereby revokes all prior 
powers of attorney; said appointment to be the exclusion of the inventors and 
the inventors' attorneys. 
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PATENT 
Serial No. 10/049,101 

Attorney Docket No.: 80408.0011 

All correspondence and telephone communications should be addressed to: 

Floyd B. Chapman, Esq. 
Wiley Rein & Fielding LLP 

Intellectual Property Administration 
1776 K Street, N.W. 

Washington, D.C. 20006 
Telephone Number: 202.719.7000 
Facsimile Number: 202.719.7049 

CERTIFICATE UNDER 37 C.F.R. § 3.73(b) 

The following evidentiary documents establish a chain of title from the original owner(s) 

or inventor(s) to the ASSIGNEE as required under 37 C.F.R. § 3.73(b): 

a copy of an Assignment(s) is attached hereto, which Assignment(s) has 
been (or is herewith) forwarded to the Patent and Trademark Office for recording; or 

frames) 
the Assignment has been recorded on   at reel  

Pursuant to 37 C.F.R. § 3.73(b), the undersigned ASSIGNEE hereby states that the evidentiary 
documents have been reviewed and hereby certifies that, to the best of ASSIGNEE's knowledge 
and belief, title is in the identified ASSIGNEE. 

Date: 
(  A-

WRFMA1N 1142767.1 

2 

BLUE SPA, INC. 

By: 
[SIGNATURE] 

/ t ros & tcre-4 ) 

(TYPED) 

Name: 

Title: Cep 
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Attorney Docket: 80408.0011 

DECLARATION FOR PATENT APPLICATION 

As one of the below named inventors, WE hereby declare that: 

My residence, post office address and citizenship is as stated below next to my 
name; 

I believe that I am the original, first and sole inventor (if only one name is listed 
below) or an original, first and joint inventor (if plural names are listed below) of the subject 
matter which is claimed and for which a patent is sought on the invention entitled: 

A SECURE PERSONAL CONTENT SERVER 

the specification of which: El is attached hereto. 
El was filed on: February 4. 2002 

as Application No.: 10/049,101 
and was amended on:  

I have reviewed and understand the contents of the above-identified specification, 
including the claims, as amended by any amendment referred to above. I acknowledge the 
duty to disclose information which is material to patentability as defined in 37 C.F.R. § 1.56. 

And I hereby authorize and request my agents, Wiley Rein & Fielding LLP, whose 
address is set forth below, to insert above, the filing date and application number of said 
application when known. 

Prior Foreign Application(s) 

I hereby claim foreign priority benefits under Title 35, United States Code, § 119(a)-
(d) or § 365(b) of any foreign application(s) for patent or inventor's certificate, or § 365(a) of 
any PCT international application which designated at least one country other than the 
United States of America, listed below and have also identified below any foreign 
application(s) for patent or inventor's certificate having a filing date before that of the 
application on which priority is claimed: 

Country Application 
Number 

Date of Filing 
(day, month, year) 

Date of Issue 
(day, month, year) 

Priority Claimed 

PCT PCT/US00/21189 04/08/2000 No ❑ Yes 

Yes ❑ No ❑ 

WILEY REIN & FIELDING LLP 
1776 K STREET, N.W. 
WASHINGTON, D.C. 20006 

202.719.7000 (TELEPHONE) 202.719.7049 (FACSIMILE) 

PAGE 1 of 3 
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Prior Provisional Application(s) 

I hereby claim the benefit under Title 35, United States Code § 119(e) of any United 
States provisional application(s) listed below: 

Application 
Number 

Date of Filing 
(day, month, year) 

60/147,134 04/08/1999 

60/213,489 23/06/2000 

Prior United States Application(s) 

I hereby claim the benefit under Title 35, United States Code, § 120 of any United 
States application(s), or § 365(c) of any PCT international application designating the 
United States of America, listed below and, insofar as the subject matter of each of the 
claims of this application is not disclosed in the prior United States application in the 
manner provided by the first paragraph of Title 35, United States Code, § 112, I 
acknowledge the duty to disclose material information as defined in Title 37, Code of 
Federal Regulations, § 1.56(a) which occurred between the filing date of the prior 
application and the national or PCT international filing date of this application: 

Application 
Number 

Date of Filing 
(day, month, year) 

Status - Patented, 
Pending, Abandoned 

All correspondence and telephone communications should be addressed to: 

Floyd B. Chapman, Esq. 
Wiley Rein & Fielding LLP 

IntellectuafEroperty_Departmant 
1776 K Street, N.W. 

W aWaingto

Telephone Number: 202.719.7000 
Facsimile Number: 202.719.7049 

I hereby declare that all statements made herein of my own knowledge are true and 
that all statements made on information and belief are believed to be true; and further that 
these statements were made with the knowledge that willful false statements and the like 
so made are punishable by fine and imprisonment, or both, under 18 U.S.C. § 1001, and 
that such willful false statements may jeopardize the validity of the application or any patent 
issuing thereon. 

PAGE 2 of 3 
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Signature Date  0 

Full Name of 
_First Inventor: MOSK WITZ Scott A.

( amily Name) first Given Name) 7§e&;----td Given Name) 

Citizenship: U.S.A. 

Residence: Mia i_Elorida 33160 

Post Office 
Address: 16711 Collins Avenue, No. 2505, Miami, FL 33160, USA 

Signature Date 

Full Name of 
Second Inventor: BERRY MICHAEL 

(Family Name) (First Given Name) (Second Given Name) 

Citizenship: U.S.A. 

Residence: Albuquerque, New Mexico 87112 

Post Office 
Address: 12401 Princess Jeanne, Albuquerque, New Mexico 87112, USA 

WRFMAIN 1142437.1 

PAGE 3 of 3 
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10/(14071 
for

PTO/SB/1 0 

• 
r1 FiT A,,!.rQed fail4p thr9 /31/2002. 0 

S+  kliTraeferrtark Cffice;-Uk . TMENT OF ER 
Under the Paperwork Reduction Act of 1995, no persons are required'to respond o a collection of information unless it displays a valid OMB control number.

FEE TRANSMITTAL 
for FY 2002 

Patent fees are subject to annual revision. 

-4\
Complete if Known 

Application Number 10/049,101 

Filing Date 02/04/2002 

First Named Inventor Scott A. Moskowitz et at. 

Examiner Name Unassigned 

Group Art Unit N/A 

TOTAL AMOUNT OF PAYMENT ($) 65.00 
Attorney Docket No. 80408.0011 VS I 

METHOD OF PAYMENT FEE CALCULATION (continued) 

The Commissioner is hereby authorized to charge 
1. V indicated fees and credit any overpayments to: 

3. ADDITIONAL FEES 

Large Small 
Entity Entity

Cod 
Fee Fee 

($) Cod 
Fee Fee Fee Description Fee Paid 

e e ($) 

Deposit 
Account 
Number 

50-1129 

Deposit 
Account 
Name 

Wiley Rein & Fielding, LLP 105 130 205 65 Surcharge - late filing fee or oath 65.00 

127 50 227 25 Surcharge - late provisional filing fee or 
cover sheet Charge Any Additional Fee Required 

Under 37 CFR 1.16 and 1.17 

V Applicant claims small entity status. 
See 37 CFR 1.27 

139 130 139 130 Non-English specification 

147 2,520 147 2,520 For filing a request for ex parto reexamination 
2. ❑ Payment Enclosed: 

Check Credit card Money 
Order Other 

112 920' 112 920' Requesting publication of SIR prior to 
Examiner action 

113 1,840' 113 1,840* Requesting publication of SIR after 
Examiner . FEE CALCULATION action 

115 110 215 55 Extension for reply within first month 1. BASIC FILING FEE 
Large Entity Small Entity 
Fee Fee Fee Fee Fee Description 
Code ($) Code ($) Fee Paid 

116 400 216 200 Extension for reply within second month 

117 920 217 460 Extension for reply within third month 

118 1,440 218 720 Extension for reply within fourth month 
101 740 201 370 Utility filing fee 

128 1,960 228 980 Extension for reply within fifth month 106 330 206 165 Design filing fee 
119 320 219 160 Notice of Appeal 107 510 207 255 Plant filing fee 
120 320 220 160 Filing a brief in support of an appeal 108 740 208 370 Reissue filing fee 
121 280 221 140 Request for oral hearing 114 160 214 80 Provisional filing fee 
138 1,510 138 1,510 Petition to institute a public use proceeding 

SUBTOTAL (1) ($) 0.00 140 110 240 55 Petition to revive - unavoidable 

2. EXTRA CLAIM FEES 
Fee from 

ExtpSigigis 12elott Fee Paid 

141 1,280 241 640 Petition to revive - unintentional 

142 1,280 242 640 Utility issue fee (or reissue)
Total Claims 20" = X = - I I I I 143 460 243 230 Design issue fee 

144 620 244 310 Plant issue fee 
Independent 
Claims - 3" = X . 

122 130 122 130 Petitions to the Commissioner Multiple Dependent _. 

Large Entity Small Entity 
Fee Fee Fee Fee Fee Description 
Code ($) Code ($) 

103 18 203 9 Claims in excess of 20 

102 84 202 42 Independent claims in excess of 3 

104 280 204 140 Multiple dependent claim, if not paid 

109 84 209 42 " Reissue independent claims 
over original patent 

110 18 210 9 " Reissue claims in excess of 20 
and over original patent 

123 50 123 50 Processing fee under 37 CFR 1.17(q) 

126 180 126 180 Submission of Information Disclosure Stmt 

581 40 581 40 Recording each patent assignment per 
property (times number of properties) 

146 740 246 370 Filing a submission after final rejection 
(37 CFR § 1.129(a)) 

149 740 249 370 For each additional invention to be 
examined (37 CFR § 1.129(b)) 

179 740 279 370 Request for Continued Examination (RCE) 

169 900 169 900 Request for expedited examination 
of a design application 

SUBTOTAL (2) ($) 0.00 Other fee (specify) 

'Reduced by Basic Filing Fee Paid SUBTOTAL (3) ($) 65.00"or number previously paid, if greater; For Reissues, see above 

SUBMITTED BY Complete (/applicable) 

Name (Prin Registration uType) Floy B. Chapman I 
No. 

jAttorney/Agent) I - 1 - 40,555 Telephone 2027 97000 

Signature /el ( Date 07/23/2002 _ 
WARNING: n rmation on-this form may become public. Credit card Information should not 
be included on this form. Provide credit card information and authorization on PTO-2038. 

Burden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on 
the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, Washington, DC 
20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231. 

DISH - Blue Spike-408
Exhibit 1010, Page 0140



Page 1 of 1 

UNITED STATES 
PATENT AND 
TRADEMARK OFFICE 

Commissioner for Patents 
VVrashington. OC 20231 

...vv., us ['tn. g v 

IIIIIILIIII 
Bib Data Sheet 

El 1111H VIII JII CONFIRMATION NO. 8028 

SERIAL NUMBER 
10/049,101 

FILING DATE 
07/23/2002 

RULE 

CLASS 
713 

GROUP ART UNIT 

2182 

ATTORNEY 
DOCKET NO. 
80408.0011 

APPLICANTS 

. Scott A. Moskowitz, Miami, FL; 

4 
** CONTINUING DATA *******"************"" 

., This application is a 371 of PCT/US00/21189 08/04/2000 
which claims benefit of 60/147,134 08/04/1999 
and claims benefit of 60/213,489 06/23/2000 

** FOREIGN APPLICATIONS 

** SMALL ENTITY ** 

Foreign Priority claimed CI yes L:1 no 

35 USC 119 (a-d) conditions LI yes LI no LI Met after 
met Allowance 
Verified and 

STATE OR 
COUNTRY 

FL 

SHEETS 
DRAWING 

7 

TOTAL 
CLAIMS 

30 

INDEPENDENT 
CLAIMS 

7 

Acknowledged Examiner's Signature Initials 

ADDRESS 
Wiley Rein & Fielding 
Intellectual Property Department 
1776 K Street NW 

Washington ,DC 20006 

TITLE 

Secure personal content server 

FILING FEE 
RECEIVED 

702 

FEES: Authority has been given in Paper 
No. to charge/credit DEPOSIT ACCOUNT 

D All Fees 

LI 1.16 Fees ( Filing ) 

LI 1.17 Fees ( Processing Ext. of 
time ) 

LI 1.18 Fees ( Issue ) No. for following: 

1: 1 Other 

L:1 Credit 
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'c ation  of: 

Scott A. MOSKOWITZ et al. 

Application No: 10/049,101 

Filing Date: 02/04/2002 

I.A. Filing Date: 08/04/2000 

For: A SECURE PERSONAL CONTENT 
SERVER 

Box PCT (Missing Parts) 
Commissioner for Patents 
Washington DC 20231 

• .3• 

0 / 0 4 9 1 01 
Rec'd PCT/PTO 2 3. j 

Mir PATEN 
MtY Docket No.: 80408.001 f,

tisr THE UNITED STATES DESIGNATED/ELECTED OFFICE 

Art Unit: Unassigned 

Examiner: Unassigned 

RESPONSE TO NOTIFICATION OF MISSING REQUIREMENTS 
UNDER 35 U.S.C. 371 IN THE UNITED STATES (DO/EO/US) 

In response to the Notification of Missing Requirements Under 35 U.S.C. § 371 In 

the United States Designated/Elected Office (DO/EO/US) mailed May 23, 2002, Applicants 

submit the documents and fees indicated below. All required documents and fees are now being 

submitted. Applicants respectfully request examination of the application. 

Applicants hereby submit the following: 

o Copy of Notice of Missing Parts; 

m Two Original Executed Declarations (Total 6 pages); 

m Authorization to charge Deposit Account for surcharge under 37 C.F.R. § 1.16(e) for the 
late filing of the executed Declaration $65.00; 

m Original Executed Power of Attorney By Assignee (2 pages) with copies of Assignment 
documents not for recordation. 

ir7;;Yi 0000120 501123 1049101 

55.03 
Applicants hereby authorize the Commissioner of Patents to charge Deposit Account No. 

50-1129 for the $65.00 surcharge for the late filing of Declaration. Applicants believe no 
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• PATENT 
Serial No. 10/049,101 

Attorney Docket No.: 80408.0011 US 

additional extension of time fees, requests for extension of time, petitions, extra claim fees, or 

additional fees are necessary to enter and consider this paper or any accompanying 

paper. If, however, any petitions, requests for extensions of time, or any fees are required in 

order to enter or consider this paper, or to keep this application pending, Applicants hereby 

authorize the Commissioner to charge our Deposit Account No. 50-1129. 

Respectfully submitted, 
Wiley Rein & Fielding LLP 

Date: July 23, 2002 By: 
Floyd B. Chapman, Reg. No. 0,555 

Wiley Rein & Fielding LLP 
Patent Administration 
.1776 K Street N.W. 
Washington, D.C. 20006 
Telephone: 202.719.7000 
Facsimile: 202.719.7049 

WRFMA1N 1151702.1 

2 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

WILEY REIN & FIELDING, LLP 
1776 k Street, N.W. 
Washington, D.C. 20006 

In re Application of 
MOSKOWITZ et al 
Application No.: 10/049,101 
PCT No.: PCT/US00/21189 
Int. Filing Date: 04 August 2000 
Priority Date: 04 August 1999 
Attorney's Docket No.: 80408.0011 
For: A SECURE PERSONAL CONTENT 
SERVER 

COMMISSIONER FOR PATENTS 
UNITED STATES PATENT AND TRADEMARK OFFICE 

WASHINGTON. D.C. 20231 
vonw.uspto.gov 

: COMMUNICATION 

This is in response to the "REQUEST TO "CORRECT" THE RECORD IN 
CONNECTION WITH THE DECISION ON PETITION UNDER 37 CFR 1.137(B)" filed on 24 
June 2002. 

BACKGROUND 

In a decision from this Office on 16 may 2002, the petition under 37 CFR 1.137(b) filed 
for revival of U.S. application 10/049,101 abandoned unintentionally was granted. The decision 
indicated, inter alia, that no Demand electing the United States was filed in this international 
application and that an executed declaration was filed. 

On 24 June 2002, applicants filed the instant correction in connection with the decision 
on petition under 37 CFR 1.137(b). The applicants indicate that a Demand was filed for 
international application PCT/US00/21189 on March 2, 2001 and no executed Declaration was 
filed at that time. 

DISCUSSION 

A review of PCT/US00/21189 indicates that there is no record of a Demand being filed 
for this application. Applicants may want to file a petition for PCT/US00/21189 under 37 CFR 
1.181 to correct the record. Accordingly, the statement in the decision that no demand was filed 
is correct. 

In addition, applicants statement that no executed declaration was filed at that time is 
correct. The phrase "an executed declaration" was inadvertently added in the decision. However, 
because no declaration was filed a 35 U.S.C. 371 date was not given to the application at that 
time. 
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Application No. 10/049,101 -2-

This application is being returned to the United States Designated/Elected Office 
(DO/E0/US) for continued processing. 

kc\x1-4-
Ra ae Bacares 
PCT Legal Examiner 
PCT Legal Office 

Tel: (703) 308-6312 
Fax: (703) 308-6459 

Leonard Smith 
PCT Legal Examiner 
PCT Legal Office 
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tiNfrcr) STATES PATE.NT AND TItADENIAILK ()FFICE 
C,Altmissioulet fat- Patents, Box KT 

I hut.ort St nut% Pitt twit tnwJ Tratt4In la: v. 471ric.c Wivit D.C. ;Faint 

U.S. APPLICATION NUMBER NO. FIRST NAMED APPLICANT ATTY. DOCKET NO. 

10/049,101 

Wiley Rein & Fielding 
Intellectual Property Department 
1776 K Street NW 
Washington, DC 20006 

Date Mailed: 03/24/2003 

Scott A. Moskowitz 80408.0011 

INTERNATIONAL APPLICATION NO. 

PCT/US00/21 189 
I.A. FILING DATE PRIORITY DATE 

08/04/2000 08/04/1999 

CONFIRMATION NO. 8028 
371 ACCEPTANCE LETTER 

11111111111111111011111111H 
*00000000009682230* 

11101111111 1110111 1111 10111011111111111111 

NOTICE OF ACCEPTANCE OF APPLICATION UNDER 35 U.S.0 371 AND 37 CFR 1.495 

The applicant is hereby advised that the United States Patent and Trademark Office in its capacity as a 
Designated / Elected Office (37 CFR 1.495), has determined that the above identified international application has 
met the requirements of 35 U.S.C. 371, and is ACCEPTED for national patentability examination in the United 
States Patent and Trademark Office. 

The United States Application Number assigned to the application is shown above and the relevant dates are: 

07/23/2002 07/23/2002 

DATE OF RECEIPT OF 35 U.S.C. 371(c)(1), (c)(2) and DATE OF RECEIPT OF ALL 35 U.S.C. 371 

(c)(4) REQUIREMENTS REQUIREMENTS 

A Filing Receipt (PTO-103X) will be issued for the present application in due course. THE DATE APPEARING 
ON THE FILING RECEIPT AS THE " FILING DATE" IS THE DATE ON WHICH THE LAST OF THE 35 U.S.C. 
371 REQUIREMENTS HAS BEEN RECEIVED IN THE OFFICE. THIS DATE IS SHOWN ABOVE. The filing date 
of the above identified application is the international filing date of the international application (Article 11(3) and 
35 U.S.C. 363). Once the Filing Receipt has been received, send all correspondence to the Group Art Unit 
designated thereon. 

The following items have been received: 

• Indication of Small Entity Status 

• Copy of the International Application filed on 02/08/2002 

• Copy of the International Search Report filed on 02/08/2002 

• Oath or Declaration filed on 07/23/2002 

• Small Entity Statement filed on 02/08/2002 

• Request for Immediate Examination filed on 02/08/2002 

• U.S. Basic National Fees filed on 02/08/2002 
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Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed 
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5) 

CHARITTA A BURT 
Telephone: (703) 305-3734 

PART 3 - OFFICE COPY 

FORM PCT/DO/E0/903 (371 Acceptance Notice) 
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EAST Search History 

Ref 
# 

Hits Search Query DBs Default 
Operator 

Plurals Time Stamp 

Ll 32 watermark same message adj 
digest 

US-PGPUB; 
USPAT 

OR OFF 2006/03/22 16:53 

L2 58 third adj watermark US-PGPUB; 
USPAT 

OR OFF 2006/03/22 16:53 

L3 3 12 with fragile US-PGPUB; 
USPAT 

OR OFF 2006/03/22 16:53 

S1 1 "secure electronic content 
distributor" 

US-PGPUB; 
USPAT 

OR OFF 2006/03/15 14:57 

S2 0 "secure content distributor" US-PGPUB; 
USPAT 

OR OFF 2006/03/15 14:57 

S3 2032275 content (rredia adj file$1) movie 
song audio video data 

US-PGPUB; 
USPAT 

OR OFF 2006/03/15 15:08 

S4 1211819 distributor distribution distribute 
delivery server 

US-PGPUB; 
USPAT 

OR OFF 2006/03/15 15:17 

S5 743145 S3 and S4 US-PGPUB; 
USPAT 

OR OFF 2006/03/15 15:18 

S6 41193 S3 adj S4 US-PGPUB; 
USPAT 

OR OFF 2006/03/15 15:20 

S7 238 S6 same watermark US-PGPUB; 
USPAT 

OR OFF 2006/03/15 15:23 

S8 32 S6 same (digital adj watermark) US-PGPUB; 
USPAT 

OR OFF 2006/03/15 15:21 

S9 206 S7 not S8 US-PGPUB; 
USPAT 

OR OFF 2006/03/15 15:53 

S10 0 "08154866".ap. US-PGPUB; 
USPAT 

OR OFF 2006/03/15 15:53 

S11 7 "154866".ap. US-PGPUB; 
USPAT 

OR OFF 2006/03/15 17:07 

S12 6 "049101".ap. US-PGPUB; 
USPAT 

OR OFF 2006/03/15 17:07 

S13 17 (US-20050044481-$ or 
US-20050018874-$ or 
US-20040255236-$ or 
US-20040128514-$ or 
US-20030231785-$ or 
US-20040037449-$ or 
US-20030133702-$ or 
US-20030174861-$).did. or 
(US-6996722-$ or US-6965682-$ or 
US-6889211-$ or US-6668246-$ or 
US-6665489-$ or US-6823455-$ or 
US-6405203-$ or US-6522769-$ or 
US-6141754-$).did. 

US-PGPUB; 
USPAT 

OR OFF 2006/03/20 14:10 

3/22/2006 5:25:58 PM 
C:\Documents and Settings\nhast\My Documents\EAST\Workspaces\10049101.wsp 

Page 1 
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EAST Search History 

S14 14 S13 and ((second "than one") same 
water$mark$3) 

US-PGPUB; 
USPAT 

OR OFF 2006/03/20 14:12 

S15 1 "6522769".pn. US-PGPUB; 
USPAT 

OR OFF 2006/03/20 15:26 

S16 0 "secure personal data server" US-PGPUB; 
USPAT 

OR OFF 2006/03/22 10:50 

S17 36 "personal data server" US-PGPUB; 
USPAT 

OR OFF 2006/03/22 15:53 

3/22/2006 5:25:58 PM Page 2 
C: \Documents and Settings\nhast\My Documents\EAST\Workspaces\10049101.wsp 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313.1450 
www.uspto.gov 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 1 ATTORNEY DOCKET NO. CONFIRMATION NO. 

10/049,101 07/23/2002 

7590 04/03/2006 

Wiley Rein & Fielding 
Intellectual Property Department 
1776 K Street NW 
Washington, DC 20006 

Scott A. Moskowitz 80408.0011 8028 

EXAMINER 

HAST, NATHAN D 

ART UNIT PAPER NUMBER 

2136 

DATE MAILED: 04/03/2006 

Please find below and/or attached an Office communication concerning this application or proceeding. 

PTO.90C (Rev. 10/03) 
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Office Action Summary 

Application No. 

10/049,101 

Applicant(s) 

MOSKOWITZ, SCOTT A. 

Examiner 

Nathan D. Hast 

Art Unit 

2136 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 

after SIX (6) MONTHS from the mailing date of this communication. 
- If NO period for reply is specified above, tie maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later thar three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

Responsive to communication(s) filed on 30 October 2004. 

This action is FINAL. 2b)Z This action is non-final. 

Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)Z Claim(s) 1-30 is/are pending in the application. 

4a) Of the above claim(s)   is/are withdrawn from consideration. 

5)0 Claim(s)   is/are allowed. 

6)Z Claim(s) 1-30 is/are rejected. 

7)0 Claim(s)   is/are objected to. 

8)0 Claim(s)  are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)Z The drawing(s) filed on 23 July 2002 is/are: a)Z accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

110 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)0 All b)0 Some * c)0 None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 
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4) Ei Interview Summary (PTO-413) 
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DETAILED ACTION 

Acknowledgement of Papers 

This office action is in response to all papers sent and received as of 03/24/2003. 

Priority 

2. The examiner acknowledges that there is a claim to priority in a previous 

application, a provisional (Application # 60/147,134) filed on 08/04/1999. 

Information Disclosure Statement 

3. The examiner notes that are no Information Disclosure Statements are available 

for consideration or review at the time of examination. 

Claim Objections 

4. The numbering of claims is not in accordance with 37 CFR 1.126 which requires 

the original numbering of the claims to be preserved throughout the prosecution. When 

claims are canceled, the remaining claims must not be renumbered. When new claims 

are presented, they must be numbered consecutively beginning with the number, next 

following the highest numbered claims previously presented (whether entered or not). 

Misnumbered claim second 26 been renumbered 27. 

Misnumbered claim original 27 been renumbered 28. 

Misnumbered claim original 28 been renumbered 29. 
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MisnuMbered claim original 29 been renumbered 30. 

Misnumbered claim original 30 been renumbered 31. 

Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless — 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

6. Claims 1-30 rejected under 35 U.S.C. 102(e) as being anticipated by Rhoads et 

al. (Rhoads) via United States Patented number US 6,522,769 Bl. 

7. As per claim 1, a local content server system (LCS) for creating a secure 

environment for digital content, comprising: 

a) a communications port in communication (Column 25, Lines 17-18, 

"serial port or network connection") for connecting the system via a network (Column 3, 

Lines 39-41, "internet") to at least one Secure Electronic Content Distributor (Figure 1, 

"E-music Distributor", "is a diagram showing the participants, and channels, involved in 

the distribution of music") (SECD), said SECD capable of storing (Column 10, Lines 3-6, 

"database") a plurality of data sets, capable of receiving a request (Column 10, Lines 3-

6, "requested data") to transfer at least one content data set (Column 3, Lines 51-53, 
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"download"), and capable of transmitting the at least one content data set in a secured 

transmission; 

b) a rewritable storage medium (Column 3, Lines 51-53, "personal digital 

audio players") whereby content received (Column 3, Lines 45-61, "music label", "digital 

media outlets", "download", to "personal digital audio player" or "writeable media" such 

as a personal computer) from outside the LCS may be stored (Figure 1, "CD-R 

HARDDRIVE DVD-R TAPE", storage on a re-writable format) and retrieved, 

c) a domain processor (Column 2, Lines 9-11 and 15-19, "detector", 

"rules") that imposes rules and procedures for content being transferred between the 

LCS and devices outside the LCS; and 

d) a programmable address (Column 4, Lines 51-56, "Master Global 

Address (MGA)", "Unique Identifier or UID") module which can be programmed with an 

identification code uniquely associated with the LCS; and 

said domain processor, permitting the LCS to receive (Column 3, Lines 

45-61, "music label", "digital media outlets", "download", to "personal digital audio 

player" or "writeable media" such as a personal computer) digital content (Column 3, 

Lines 45-53, "music label", "digital media outlets", "download") from outside the LCS 

provided the LCS first determines that the digital content being delivered (Column 3, 

Lines 45-61, "music label", "digital media outlets", "download", to "personal digital audio 

player" or "writeable media" such as a personal computer) to the LCS is authorized for 

use by the LCS. 

8. Regarding claim 2, the LCS of claim 1 further comprising 
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e ) an interface (Column 3, Lines 45-53, "music label", "digital media 

outlets", "download") to permit the LCS to communicate with one or more Satellite Units 

(SU) which may be connected to the system through the interface, said SUs capable of 

receiving (Column 3, Lines 45-61, "music label", "digital media outlets", "download", to 

"personal digital audio player" or "writeable media" such as a personal computer) and 

transmitting digital content (Column 6, Lines 7-65, "Class 2", "digital output", "Class 3", it 

is possible to move content to and from the portable device to a personal computer); 

and wherein said domain processor (Column 2, Lines 9-11 and 15-19, 

"detector", "rules") permits the LCS to receive (Column 3, Lines 51-53, "download") 

digital content from an SECD (Figure 1, "E-music Distributor", "record label", "is a 

diagram showing the participants, and channels, involved in the distribution of music") 

that is connected to the LCS's communication port (Column 25, Lines 17-18, "serial port 

or network connection"), provided the LCS first determines that digital content being 

received is authorized (Column 6, Lines 7-65, "A device to which such MP3 audio is 

provided would check the usage control string data to determine whether it is authorized 

to utilize the audio.") for use by the LCS, 

and wherein said domain processor (Column 2, Lines 9-11 and 15-19, 

"detector", "rules") permits the LCS to deliver (Column 3, Lines 51-53, "download") 

digital content to an SU that may be connected to the LCS's interface (Column 3, Lines 

45-53, "music label", "digital media outlets", "download"), provided the LCS first 

determines that digital content being received is authorized (Column 6, Lines 7-11, 

"authorized") for use by the SU 
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9. As per claim 3, A local content server system (LCS) for creating a secure 

environment for digital content, comprising: 

a) a communications port (Column 25, Lines 17-18, "serial port or network 

connection") in communication for connecting the system via a network (Column 3, 

Lines 39-41, "internet") to at least one Secure Electronic Content Distributor (Figure 1, 

"E-music Distributor", "is a diagram showing the participants, and channels, involved in 

the distribution of music") (SECD), said SECD (Figure 1, "E-music Distributor", "record 

label", "is a diagram showing the participants, and channels, involved in the distribution 

of music") capable of storing (Column 10, Lines 3-6, "database") a plurality of data sets, 

capable of receiving a request (Column 10, Lines 3-6, "requested data") to transfer at 

least one content data set, and capable of transmitting (Column 3, Lines 51-53, 

"download") the at least one content data set in a secured transmission; 

b) an interface (Column 3, Lines 45-53, "music label", "digital media 

outlets", "download") to permit the LCS to communicate with one or more Satellite Units 

(SU) which may be connected to the system through the interface, said SUs capable of 

receiving (Column 3, Lines 51-53, "download") and transmitting (Figure 1, Internet 

download", "streaming delivery") digital content; and 

c) a rewritable storage medium whereby content received (Column 3, 

Lines 45-61, "music label", "digital media outlets", "download", to "personal digital audio 

player" or "writeable media" such as a personal computer) from an SECD and from an 

SU may be stored (Figure 1, "CD-R HARDDRIVE DVD-R TAPE", storage on a re-

writable format) and retrieved; 
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d) a domain processor that imposes rules (Column 2, Lines 9-11 and 15-

19, "detector", "rules") and procedures for content being transferred between the LCS 

and the SECD and between the LCS and the SU, and 

e) a programmable address module (Column 4, Lines 51-56, "Master 

Global Address (MGA)", "Unique Identifier or UID") which can be programmed with an 

identification code uniquely associated with the LCS; 

said domain processor (Column 2, Lines 9-11 and 15-19, "detector", 

"rules") permitting the LCS to deliver (Figure 1, "internet download", "streaming 

delivery") digital content to and receive (Column 10, Lines 3-6, "requested data") digital 

content from an SU that is connected to the LCS's interface, provided the LCS first 

determines that the digital content being delivered (Column 3, Lines 45-61, "music 

label", "digital media outlets", "download", to "personal digital audio player" or "writeable 

media" such as a personal computer) to the SU is authorized (Column 6, Lines 7-11, 

"authorized") for use by the SU or that the digital content being received (Column 3, 

Lines 45-61, "music label", "digital media outlets", "download", to "personal digital audio 

player" or "writeable media" such as a personal computer) is authorized for use by the 

LCS, 

and said domain processor (Column 2, Lines 9-11 and 15-19, "detector", 

"rules") permitting the LCS to receive digital content from an SECD (Column 3, Lines 

45-53, "music label", "digital media outlets", "download") that is connected to the LCS's 

communication port provided the LCS first determines that digital content being 

received is authorized (Column 6, Lines 7-11, "authorized") for use by the LCS. 
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10. Regarding claim 4, the system of claim 3, wherein said domain processor 

(Column 2, Lines 9-11 and 15-19, "detector", "rules") determines whether digital content 

is authorized (Column 6, Lines 7-11, "authorized") for use by extracting (Column 2, 

Lines 9-11 and 15-19, "detector", "rules", "watermark signal extracted") a watermark 

from the digital content being transferred. 

11. Regarding claim 5, the system of claim 3, wherein said domain processor 

comprises: 

means for obtaining an identification code (Column 4, Lines 44-45, "digital 

object identifier") from an SU connected to the LCS's interface; 

an analyzer to analyze the identification code (Column 6, Lines 7-65, "the 

usage control string") from the SU to determine if the SU is an authorized (Column 6, 

Lines 7-11, "authorized") device for communicating with the LCS; 

means for analyzing digital content (Column 6, Lines 7-65, "A device to 

which such MP3 audio is provided would check the usage control string data to 

determine whether it is authorized to utilize the audio.") received from an SU; 

said system permitting the digital content (Column 6, Lines 7-65, "Class 

2", "digital output", "Class 3", it is possible to move content from and portable device to a 

personal computer) to be stored (Figure 1, "CD-R HARDDRIVE DVD-R TAPE", storage 

on a re-writable format) in the LCS if i) an analysis of the digital content received from 

the SU concludes that the content is authenticated (Column 6, Lines 7-65, "pre-

authorization"), or ii) an analysis of the digital content received from the SU concludes 

that the content cannot (Column 6, Lines 7-65, "0 — no playback permitted") be 
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authenticated because no authentication data (Column 6, Lines 7-11, "authorized") is 

embedded in the content, and 

said system preventing (Column 11, Lines 30-34, "copy-protection") the 

digital content from being stored (Figure 1, "CD-R HARDDRIVE DVD-R TAPE", storage 

on a re-writable format) on the LCS if i) an analysis of the digital content received from 

the SU concludes that the content is unauthenticated. 

12. Regarding claim 6, the system of claim 4, wherein said analyzer of the domain 

processor (Column 2, Lines 9-11 and 15-19, "detector", "rules") comprises means for 

extracting digital (Column 2, Lines 9-11 and 15-19, "detector", "rules", "watermark signal 

extracted") watermarks from the digital content received from an SU, and means for 

analyzing the digital watermark to determine if the digital content has been previously 

marked with the unique identification code (Column 4, Lines 51-56, "Master Global 

Address (MGA)", "Unique Identifier or UID") of the LCS. 

13. Regarding claim 7, the system of claim 4, wherein said system permits the digital 

content to be stored (Figure 1, "CD-R HARDDRIVE DVD-R TAPE", storage on a re-

writable format) in the LCS at a degraded quality (Column 13, Lines 34-45, "lower 

quality") level if an analysis of the digital content received from the SU concludes that 

the digital content received from the SU cannot be authenticated (Column 6, Lines 7-11, 

"authorized") because there is no authentication (Column 19, Lines 61-64, "watermark", 

"missing" or "garbled") data embedded in the content. 
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14. Regarding claim 8, the system of claim 4, further comprising at least one SU 

(Column 3, Lines 51-53, "personal digital audio players"), each such SU being capable 

of communicating with the LCS. 

15. Regarding claim 9, the system of claim 8, wherein the SU has means to sending 

a message to the LCS indicating that the SU is requesting a copy of a content data set 

that is stored (Figure 1 "CD-R HARDDRIVE DVD-R TAPE", storage on a re-writable 

format) on the LCS, said message including information about the identity of the SU, 

and wherein the LCS comprises: 

means to analyze the message (Column 9-10, Lines 63-6, "the appliance 

can contact the remote database") from the SU to confirm that the SU is authorized to 

use the LCS; 

means to retrieve a copy of the (Column 10, Lines 1-2, "forward data") 

requested content data set; 

means to embed (Column 1, Lines 44-49, "embedded") at least one robust 

(Column 5, Lines 52-55, "robustness") open watermark into the copy of the requested 

content data set, said watermark indicating that the copy is authenticated (Column 6, 

Lines 7-11, "authorized"), 

means to embed a second watermark (Column 14, Lines 20-25, "second 

watermark") into the copy of the requested content data set, said second watermark 

being created based upon information transmitted by the SU and information about the 

LCS; and 
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means to deliver (Column 3, Lines 45-61, "music label", "digital media 

outlets", "download", to "personal digital audio player" or "writeable media" such as a 

personal computer) the watermarked content data set to the SU for its use. 

16. Regarding claim 10, the system of claim 8, further comprising a SECD (Figure 1, 

"E-music Distributor", "is a diagram showing the participants, and channels, involved in 

the distribution of music"), said SECD capable of receiving a request (Column 10, Lines 

3-6, "requested data") to transfer at least one data set and capable of transmitting the at 

least one data set in a secured transmission. 

17. Regarding claim 11, the system of claim 10, 

wherein the SU includes means to (Column 9-10, Lines 63-6, "the 

appliance can contact the remote database") send a message to the LCS indicating that 

the SU is requesting a copy of a content data set that is not stored (Figure 1, "CD-R 

HARDDRIVE DVD-R TAPE", storage on a re-writable format) on the LCS, but which the 

LCS can obtain (Column 3, Lines 51-53, "download") from an SECD, said message 

including information about the identity of the SU; 

wherein the SECD comprises: 

means to retrieve (Column 10, Lines 1-2, "forward data") a copy of 

the requested content data set; 

means to embed at least one robust (Column 5, Lines 52-55, 

"robustness") open watermark into the copy of the requested content data set, 

said watermark indicating that the copy is authenticated (Column 6, Lines 7-11, 

"authorized"); 
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means to embed a second watermark (Column 14, Lines 20-25, 

"second watermark") into the copy of the requested content data set, said second 

watermark being created based upon information transmitted by the Los; and 

means to deliver (Column 3, Lines 45-61, "music label", "digital 

media outlets", "download", to "personal digital audio player" or "writeable media" 

such as a personal computer) the watermarked content data set to the LCS for 

its use; and 

wherein the LCS comprises: 

means to analyze the message from the SU to confirm that the SU 

is authorized (Column 6, Lines 7-11, "authorized") to use the LCS; 

means to receive (Column 3, Lines 45-61, "music label", "digital 

media outlets", "download", to "personal digital audio player" or "writeable media" 

such as a personal computer) a copy of the requested content data set as 

transmitted by the SECD (Figure 1, "E-music Distributor", "record label", "is a 

diagram showing the participants, and channels, involved in the distribution of 

music"); 

means to extract (Column 2, Lines 9-11 and 15-19, "detector", 

"rules", "watermark signal extracted") at least one watermark to confirm that the 

content data is authorized (Column 6, Lines 7-11, "authorized") for use by the 

LCS; 

means to embed at least one robust (Column 5, Lines 52-55, 

"robustness") open watermark into the copy of the requested content data set, 
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said watermark indicating that the copy is authenticated (Column 6, Lines 7-11, 

"authorized"); 

means to embed a second watermark (Column 14, Lines 20-25, 

"second watermark") into the copy of the requested content data set, said second 

watermark being created based upon information transmitted by the SU and 

information about the LCS; and 

means to deliver (Column 3, Lines 45-61, "music label", "digital 

media outlets", "download", to "personal digital audio player" or "writeable media" 

such as a personal computer) the watermarked content data set to the SU for its 

use. 

18. Regarding claim 12, the system of claim 8, wherein the SU has means to 

sending a message to the LCS indicating that the SU is requesting to store (Figure 1, 

"CD-R HARDDRIVE DVD-R TAPE", storage on a re-writable format) a copy of a content 

data set on a storage unit of the LCS, said message including information about the 

identity of the SU, and wherein the LCS comprises: 

means to analyze the message from the SU to confirm that the SU is 

authorized (Column 6, Lines 7-11, "authorized") to use the LCS; 

means receive (Column 3, Lines 45-61, "music label", "digital media 

outlets", "download", to "personal digital audio player" or "writeable media" such as a 

personal computer) a copy of the content data set; 
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means to determine if a robust (Column 5, Lines 52-55, "robustness") 

open watermark is embedded (Column 1, Lines 44-49, "embedded") in the content data 

set, and to extract the robust open watermark if is it is determined that one exists; 

means to analyze any extracted robust (Column 5, Lines 52-55, 

"robustness") open watermarks to determine if the content data set can be 

authenticated (Column 6, Lines 7-11, "authorized"); 

means to permit the storage of the content data set on a storage unit of 

the LCS if i) the LCS authenticates (Column 6, Lines 7-11, "authorized") the content 

data set. or ii) the LCS determines that no robust (Column 5, Lines 52-55, "robustness") 

open watermark is embedded (Column 1, Lines 44-49, "embedded") in the content 

signal. 

19. Regarding claim 13, the system of claim 4, further comprising at least one SU, 

each such SU being capable of communicating with the LCS. and being capable of 

using only data which has been authorized (Column 6, Lines 7-11, "authorized") for use 

by the SU or which has been determined to be legacy content such the data contains no 

additional information to permit authentication. 

20. Regarding claim 15, the system of claim 5, wherein the LCS further comprises: 

means for encrypting or scrambling content data, such that content data 

may be encrypted or scrambled before it is stored (Figure 1, "CD-R HARDDRIVE DVD-

R TAPE", storage on a re-writable format) in the rewritable storage medium. 

21. As per claim 16, a system for creating a secure environment for digital content, 

comprising: 
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a Secure Electronic Content Distributor (Figure 1, "E-music Distributor", 

"record label", "is a diagram showing the participants, and channels, involved in the 

distribution of music") (SECD); 

a Local Content Server (Figure 1, "Consumer PC") (LCS); 

a communications network (Column 3, Lines 39-41 "Internet") 

interconnecting the SECD to the LCS; and 

a Satellite Unit (SU) capable (Column 3, Lines 51-53, "personal digital 

audio players") of interfacing (Column 3, Lines 45-61, "music label", "digital media 

outlets", "download", to "personal digital audio player" or "writeable media" such as a 

personal computer) with the LCS; 

said SECD (Figure 1, "E-music Distributor", "record label", "is a diagram 

showing the participants, and channels, involved in the distribution of music") 

comprising: a storage device for storing (Column 10, Lines 3-6, "database") a plurality of 

data sets, an input for receiving (Column 3, Lines 45-61, "music label", "digital media 

outlets", "download", to "personal digital audio player" or "writeable media" such as a 

personal computer) a request from the LCS to purchase a selection of at least one of 

said plurality of data sets; a transaction processor for validating the request to purchase 

and for processing payment for the request; a security module for encrypting or 

otherwise securitizing the selected at least one data set; and an output for transmitting 

the selected at least one data set that has been encrypted or otherwise secured for 

transmission over the communications network (Column 3, Lines 39-41, "Internet") to 

the LCS; 
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said LCS comprising: a domain processor (Column 2, Lines 9-11 and 15-

19, "detector", "rules"); a first interface (Column 3, Lines 45-53, "music label", "digital 

media outlets", "download") for connecting to a communications network (Column 3, 

Lines 39-41, "internet"); a second interface for communicating with the SU, a memory 

device for storing (Column 10, Lines 3-6, "database") a plurality of data sets; and a 

programmable address (Column 4, Lines 51-56, "Master Global Address (MGA)", 

"Unique Identifier or UID") module which can be programmed with an identification code 

uniquely associated with the LCS; and 

said SU being a portable module comprising: a memory for accepting 

secure digital content from a LCS; an interface (Column 3, Lines 45-53, "music label", 

"digital media outlets", "download") for communicating with the LCS, and a 

programmable address (Column 4, Lines 51-56, "Master Global Address (MGA)", 

"Unique Identifier or UID") module which can be programmed with an identification code 

uniquely associated with the SU. 

22. As per claim 17, a method for creating a secure environment for digital content 

for a consumer, comprising the following steps: 

sending a message indicating that a user is requesting (Column 10, Lines 

3-6, "requested data") a copy of a content data set; 

retrieving a (Column 10, Lines 1-2, "forward data") copy of the requested 

content data set. 
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embedding at least one robust (Column 5, Lines 52-55, "robustness") 

open watermark into the copy of the requested content data set said watermark 

indicating that the copy is authenticated (Column 6, Lines 7-11, "authorized"); 

embedding a second watermark (Column 14, Lines 20-25, "second 

watermark") into the copy of the requested content data set, said second watermark 

being created based upon information transmitted by the requesting users; 

transmitting the watermarked content data (Column 3, Lines 51-53, 

"download") set to the requesting consumer via an electronic network (Column 3, Lines 

39-41, "internet"); 

receiving (Column 3, Lines 45-61, "music label", "digital media outlets", 

"download", to "personal digital audio player" or "writeable media" such as a personal 

computer) the transmitted watermarked content data set into a Local Content Server 

(LCS) of the user; 

extracting (Column 2, Lines 9-11 and 15-19, "detector", "rules", 

"watermark signal extracted") at least one watermark from the transmitted watermarked 

content data set; and 

permitting use of the content data set if the LCS determines that use is 

authorized (Column 6, Lines 7-11, "authorized"). 

23. Regarding claim 18, the Method of claim 17, wherein the step of permitting use of 

the content data set if the LCS determines that use is authorized (Column 6, Lines 7-11, 

"authorized") comprises: 
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checking to see if a watermark extracted (Column 2, Lines 9-11 and 15-

19, "detector", "rules", "watermark signal extracted") from the content data set includes 

information which matches unique information which is associated with the user; and 

permitting the storage of the content data set in a storage unit for the LCS 

24. Regarding claim 19, the Method of claim 17, further comprising: 

connecting a Satellite Unit (SU) to an LCS, and wherein the step of 

permitting use of the content data set if the LCS determines that use is authorized 

(Column 6, Lines 7-11, "authorized") comprises: 

checking to see if a watermark extracted (Column 2, Lines 9-11 and 15-

19, "detector", "rules", "watermark signal extracted") from the content data set includes 

information which matches unique information which is associated with the user, and 

embedding a watermark into the content data set using information that is 

associated with the user and information that is associate4 with an SU; 

delivering (Column 3, Lines 45-61, "music label", "digital media outlets", • 

"download", to "personal digital audio player" or "writeable media" such as a personal 

computer) the content data set to the SU for its use. 

25. As per claim 20, a method for creating a secure environment for digital content 

for a consumer, comprising the following steps: 

connecting a Satellite Unit to (Column 3, Lines 58-62, "personal audio 

appliance", "personal computer", "Electronic music download", with the personal 

computer as an "intermediary" it is implied that all are connected to it) an local content 

server (LCS), 
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sending a message indicating that the SU is requesting (Column 10, Lines 

3-6, "requested data") a copy of a content data set that is stored (Figure 1, "CD-R 

HARDDRIVE DVD-R TAPE", storage on a re-writable format) on the LCS, said 

message including information about the identity of the SU; 

analyzing the message to confirm that the SU is authorized (Column 6, 

Lines 7-11, "authorized") to use the LCS; and 

retrieving (Column 10, Lines 1-2, "forward data") a copy of the requested 

content data set; 

assessing whether a secured connection (Column 3, Lines 39-41, 

"internet", "secure links") exists between the LCS and the SU; 

if a secured connection exists, embedding (Column 1, Lines 44-49, 

"embedded") a watermark into the copy of the requested content data set, said 

watermark being created based upon information transmitted by the SU and information 

about the LCS; and 

delivering (Column 3, Lines 45-61, "music label", "digital media outlets", 

"download", to "personal digital audio player" or "writeable media" such as a personal 

computer) the content data set to the SU for its use. 

26. Regarding claim 21, the method of claim 20, further comprising: 

embedding (Column 1, Lines 44-49, "embedded") an open watermark into. 

the content data to permit enhanced usage of the content data by the user. 

27. Regarding claim 22, the method of claim 21, further comprising: 
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embedding (Column 1, Lines 44-49, "embedded") at least one additional 

watermark into the content data, said at least one additional (Column 14, Lines 20-25, 

"second watermark") watermark being based on information about the user, the LOS 

and an origin of the content data, said watermark serving as a forensic watermark to 

permit forensic analysis (Column 25, Lines 7-9, "forensic data") to provide information 

on the history of the content data's use. 

28. Regarding claim 23, the method of claim 20, wherein the content data can be 

stored (Figure 1, "CD-R HARDDRIVE DVD-R TAPE", storage on a re-writable format) at 

a level of quality (Column 21, Lines 27-35, "preventing the user's full enjoyment", 

reduces quality of the stored media) which is selected by a user. 

29. As per claim 24, a method for creating a secure environment for digital content 

for a consumer, comprising the following steps: 

connecting a Satellite Unit (SU) (Column 3, Lines 58-62, "personal audio 

appliance", "personal computer", "Electronic music download", with the personal 

computer as an "intermediary" it is implied that all are connected to it) to an local 

content server (LCS), 

sending a message indicating that the SU is requesting (Column 10, Lines 

3-6, "requested data") a copy of a content data set that is stored (Figure 1, "CD-R 

HARDDRIVE DVD-R TAPE", storage on a re-writable format) on the LCS, said 

message including information about the identity of the SU; 

analyzing the message to confirm that the SU is authorized (Column 6, 

Lines 7-11, "authorized") to use the LCS, and 
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retrieving (Column 10, Lines 1-2, "forward data") a copy of the requested 

content data set; 

assessing whether a secured connection (Column 3, Lines 39-41, 

"internet", "secure links") exists between the LCS and the SU; 

if a secured connection exists, embedding (Column 1, Lines 44-49, 

"embedded") a watermark into the copy of the requested (Column 10, Lines 3-6, 

"requested data") content data set, said watermark being created based upon 

information transmitted by the SU and information about the LCS; and 

delivering (Column 3, Lines 45-61, "music label", "digital media outlets", 

"download", to "personal digital audio player" or "writeable media" sLich as a personal 

computer) the watermarked content data set to the SU for its use. 

30. Regarding 25, the method of claim 24, further comprising: 

embedding (Column 1, Lines 44-49, "embedded") at least one robust 

(Column 5, Lines 52-55, "robustness") open watermark into the copy of the requested 

content data set before the requested content data is delivered (Column 3, Lines 45-61, 

"music label", "digital media outlets", "download", to "personal digital audio player" or 

"writeable media" such as a personal computer) to the SU, said watermark indicating 

that the copy is authenticated (Column 6, Lines 7-11, "authorized"). 

31. Regarding 26, the method of claim 25, wherein the robust (Column 5, Lines 52-

55, "robustness") watermark is embedded using any one of a plurality of embedding 

algorithms (Column 1, Lines 44-49, "embedded"). 

32. Regarding 27, the method of claim 24, further comprising: 
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embedding (Column 1, Lines 44-49, "embedded") a watermark which 

includes a hash value from a one-way hash function generated using the content data 

(Column 5, Line 10, "checksum", can be an include parameter on a watermark). 

33. Regarding 28, the method of claim 25, wherein the robust (Column 5, Lines 52-

55, "robustness") watermark can be periodically replaced (Column 5, Lines 37-43, 

"replace previously-stored data") with a new robust watermark generated using a new 

algorithm with payload that is no greater than that utilized by the old robust watermark. 

34. Regarding 29, the method of claim 24, further comprising the step of; embedding 

additional robust (Column 5, Lines 52-55, "robustness") open watermarks into the copy 

of the requested content data set before the requested content data is delivered 

(Column 3, Lines 45-61, "music label", "digital media outlets", "download", to "personal 

digital audio player" or ''writeable media" such as a personal computer) to the SU, using 

a new algorithm; and 

re-saving the newly watermarked (Column 5, Lines 37-43, "replace 

previously-stored data") copy to the LCS. 

35. Regarding 30, the method of claim 24, further comprising the step of: 

saving a copy of the requested content data with the robust (Column 5, 

Lines 52-55, "robustness") watermark to the rewritable media of the LCS. 

36. Regarding 31, a method for creating a secure environment for digital content for 

a consumer, comprising the following steps: 

connecting (Column 25, Lines 17-18, "serial port or network connection") a 

Satellite Unit (SU) to an local content server (LCS), 
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sending a message indicating that the SU is requesting to store (Figure 1, 

"CD-R HARDDRIVE DVD-R TAPE", storage on a re-writable format) a copy of a content 

data on the LCS, said message including information about the identity of the SU; 

analyzing the message to confirm that the SU is authorized (Column 6, 

Lines 7-11, "authorized") to use the LCS, and 

receiving a copy (Column 3, Lines 45-61, "music label", "digital media 

outlets", "download", to "personal digital audio player" or "writeable media" such as a 

personal computer) of the content data set; 

assessing whether the content data set is authenticated (Column 6, Lines 

7-11, "authorized"); 

if the content data is unauthenticated (Column 6, Lines 7-65, "0 — no 

playback permitted"), denying access (Column 11, Lines 30-34, "copy-prevention") to 

the LCS storage unit; and 

if the content data is not capable of authentication, accepting the data at a 

predetermined quality level (Column 13, Lines 34-45, "lower quality"), said 

predetermined quality level having been set for legacy content. 

Claim Rejections - 35 USC § 103 

37. The following is a quotation of 35 U.S.C. 103(a) which. forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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38. Claim 14 rejected under 35 U.S.C. 103(a) as being unpatentable over Rhoads et 

al. (Rhoads) in view of Quackenbush et al. (Quackenbush). 

39. Rhoads discloses, the system of claim 5, wherein the LCS further comprises: 

means to embed at least one robust (Column 5, Lines 52-55, 

"robustness") open watermark into a copy of content data, said watermark indicating 

that the copy is authenticated (Column 6, Lines 7-11, "authorized"); 

means to embed a second watermark (Column 14, Lines 20-25, "second 

watermark") into the copy of content data, said second watermark being created based 

upon information comprising information uniquely associated with the LCS. 

40. Rhoads does not expressly disclose, means to embed a third watermark into the 

copy of content data, said third watermark being a fragile watermark created based 

upon information which can enhance the use of the content data on one-or more SUs. 

41. Quackenbush discloses, means to embed a third watermark (Column 5, Lines 

14-17, "third watermark").more specifically as fragile (Column 7, Line 63, "Least 

Significant Bit (LSB)") watermark. 

42. Rhoads and Quackenbush are analogous art because they are from the similar 

problem solving area of copy protection and document authentication. 

43. At the time of invention it would have been obvious to a person of ordinary skill in 

the art to add a third and fragile watermark to the already embedded first and second 

watermarks for the addition protection provided. 

DISH - Blue Spike-408
Exhibit 1010, Page 0174



Application/Control Number: 10/049,101 Page 25 

Art Unit: 2136 

44. The motivation for doing so would have been that it will be appreciated that a 

fragile watermark is designed to be lost or predictably degrade upon certain types of 

signal processing, which would help to ensure copy-prevention. 

45. Therefore, it would have been obvious to combine Rhoads with Quackenbush for 

the benefit of increase rule enforcement to obtain the invention as specified in claim 14. 

Conclusion 

46. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure. See PTO-892 for additional art. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Nathan D. Hast whose telephone number is (571) 272-

6558. The examiner can normally be reached on M-F 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Ayaz R. Sheikh can be reached on (571) 272-3795. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). 

Nathan D. Hast 
Examiner 
Art Unit 2136 

AYAZ SHEIKH 

SUPERVISORY PATENT EXAMINER 

TECHOLOGY CENTER 2100 
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Application No. Applicant(s) 

Interview Summary 
10/049,101 MOSKOWITZ, SCOTT A.

Examiner 
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All participants (applicant, applicant's representative, PTO personnel): 

(1) Jeremiah Avery. (3) 

(2) Scott Moskowitz. (4) 
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c)[11Personal [copy given to: 1)❑ applicant 2)0 applicant's representative] 
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reached, or any other comments: Discussed the relevancy of the prior art with respect to the claimed invention as 
pertaining to signal quality, subreference quality and other such aspects. 

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims 
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims 
allowable is available, a summary thereof must be attached.) 

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE 
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS 
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS 
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO 
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview 
requirements on reverse side or on attached sheet. 

Examiner Note: You must sign this form unless it is an 
Attachment to a signed Office action. xaminer's signature, if required 

U.S Patent and Trademark Office 
PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20060609 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
- Application Number (Series Code and Serial Number) 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (telephonic, video-conference, or personal) 
- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
- An indication whether or not an exhibit was shown or a demonstration conducted 
- An identification of the specific prior art discussed 
- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 
accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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Appl'n No. 10/049,101 
Responsive Amendment dated July 3, 2006 
Reply to Office Action of April 3, 2006 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Appl. No. 10/049,101 Confirmation No. 8028 
Applicant Scott A. Moskowitz, et al. 
Filed July 23, 2002 
TC/A.U. 2131 (originally, 2136) 
Examiner Jeremiah AVERY (originally, Nathan D. NAST) 

Docket No. 80408.0011 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

AMENDMENT 

In response to the Office Action of April 3, 2006 Applicants provide the 
following remarks: 
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Appl'n No. 10/049,101 
Responsive Amendment dated July 3, 2006 
Reply to Office Action of April 3, 2006 

Amendments to the Claims: 

Please amend the claim numbering, without prejudice or disclaimer, in 
accordance with the express requests stated in the Office Action dated April 3, 
2006. Please amend the following: Claims 1, 3, 13, 16, 17, 18, 19, 20, 21, 22, 24, 
and 31 without prejudice or disclaimer. The amendments to claims 13, 18, 19, 
21, 22 and 31 are being made to correct typographical errors and are not being 
made for reasons of patentability. This listing of claims will replace all prior 
versions, and listings, of claims in the application: 

Listing of Claims: 

1. (currently amended) A local content server system (LCS) for creating a secure 

environment for digital content, comprising: 

a) a communications port in communication for connecting the 

system via a network to at least one Secure Electronic Content Distributor 

(SECD), said SECD capable of storing a plurality of data sets, capable of 

receiving a request to transfer at least one content data set, and capable 

of transmitting the at least one content data set in a secured transmission; 

b) a rewritable storage medium whereby content received from 

outside the LCS may be stored and retrieved; 

c) a domain processor that imposes rules and procedures for 

content being transferred between the LCS and devices outside the LCS; 

and 

d) a programmable address module which can be programmed with 

an identification code uniquely associated with the LCS; and 

said domain processor permitting the LCS to receive digital content 

from outside the LCS provided the LCS first determines that the digital 

content being delivered to the LCS is authorized for use by the LCS[.] and 

if the digital content is not authorized for use by the LCS, accepting the 

digital content at a predetermined quality level, said predetermined quality 

level having been set for legacy content. 
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Appl'n No. 10/049,101 
Responsive Amendment dated July 3, 2006 
Reply to Office Action of April 3, 2006 

2. (original) The LCS of claim 1 further comprising 

e) an interface to permit the LCS to communicate with one or more 

Satellite Units (SU) which may be connected to the system through the 

interface, said SUs capable of receiving and transmitting digital content; 

and wherein said domain processor permits the LCS to receive 

digital content from an SECD that is connected to the LCS's 

communication port, provided the LCS first determines that digital content 

being received is authorized for use by the LCS, 

and wherein said domain processor permits the LCS to deliver 

digital content to an SU that may be connected to the LCS's interface, 

provided the LCS first determines that digital content being received is 

authorized for use by the SU. 

3. (currently amended) A local content server system (LCS) for creating a 

secure environment for digital content, comprising: 

a) a communications port in communication for connecting the 

system via a network to at least one Secure Electronic Content Distributor 

(SECD), said SECD capable of storing a plurality of data sets, capable of 

receiving a request to transfer at least one content data set, and capable 

of transmitting the at least one content data set in a secured transmission; 

b) an interface to permit the LCS to communicate with one or more 

Satellite Units (SU) which may be connected to the system through the 

interface, said SUs capable of receiving and transmitting digital content; 

and 

c) a rewritable storage medium whereby content received from an 

SECD and from an SU may be stored and retrieved; 

d) a domain processor that imposes rules and procedures for 

content being transferred between the LCS and the SECD and between 

the LCS and the SU; and 
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Appl'n No. 10/049,101 
Responsive Amendment dated July 3, 2006 
Reply to Office Action of April 3, 2006 

e) a programmable address module which can be programmed with 

an identification code uniquely associated with the LCS; 

said domain processor permitting the LCS to deliver digital content 

to and receive digital content from an SU that is connected to the LCS's 

interface, provided the LCS first determines that the digital content being 

delivered to the SU is authorized for use by the SU or that the digital 

content being received is authorized for use by the LCS, and if the digital 

content is not authorized for use, accepting the digital content at a 

predetermined quality level, said predetermined quality level having been 

set for legacy content, 

and said domain processor permitting the LCS to receive digital 

content from an SECD that is connected to the LCS's communication port, 

provided the LCS first determines that digital content being received is 

authorized for use by the LCS[.]  and if the digital content is not authorized 

for use by the LCS, accepting the digital content at a predetermined 

quality level, said predetermined quality level having been set for legacy 

content. 

4. (original) The system of claim 3, wherein said domain processor determines 

whether digital content is authorized for use by extracting a watermark 

from the digital content being transferred. 

5. (original) The system of claim 3, wherein said domain processor comprises: 

means for obtaining an identification code from an SU connected to 

the LCS's interface; 

an analyzer to analyze the identification code from the SU to 

determine if the SU is an authorized device for communicating with the 

LCS; 

means for analyzing digital content received from an SU; 
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Appl'n No. 10/049,101 
Responsive Amendment dated July 3, 2006 
Reply to Office Action of April 3, 2006 

said system permitting the digital content to be stored in the LCS if 

i) an analysis of the digital content received from the SU concludes that 

the content is authenticated, or ii) an analysis of the digital content 

received from the SU concludes that the content cannot be authenticated 

because no authentication data is embedded in the content, and 

said system preventing the digital content from being stored on the 

LCS if i) an analysis of the digital content received from the SU concludes 

that the content is unauthenticated. 

6. (original) The system of claim 4, wherein said analyzer of the domain 

processor comprises means for extracting digital watermarks from the 

digital content received from an SU, and means for analyzing the digital 

watermark to determine if the digital content has been previously marked 

with the unique identification code of the LCS. 

7. (original) The system of claim 4, wherein said system permits the digital 

content to be stored in the LCS at a degraded quality level if an analysis of 

the digital content received from the SU concludes that the digital content 

received from the SU cannot be authenticated because there is no 

authentication data embedded in the content. 

8. (original) The system of claim 4, further comprising at least one SU, each 

such SU being capable of communicating with the LCS. 

9. (original) The system of claim 8, wherein the SU has means to sending a 

message to the LCS indicating that the SU is requesting a copy of a 

content data set that is stored on the LCS, said message including 

information about the identity of the SU, and wherein the LCS comprises: 

means to analyze the message from the SU to confirm that the SU 

is authorized to use the LCS; 
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Responsive Amendment dated July 3, 2006 
Reply to Office Action of April 3, 2006 

means to retrieve a copy of the requested content data set; 

means to embed at least one robust open watermark into the copy 

of the requested content data set, said watermark indicating that the copy 

is authenticated; 

means to embed a second watermark into the copy of the 

requested content data set, said second watermark being created based 

upon information transmitted by the SU and information about the LCS; 

and 

use. 

means to deliver the watermarked content data set to the SU for its 

10. (original) The system of claim 8, further comprising a SECD, said SECD 

capable of receiving a request to transfer at least one data set and 

capable of transmitting the at least one data set in a secured transmission. 

11. (original) The system of claim 10, wherein the SU includes means to send a 

message to the LCS indicating that the SU is requesting a copy of a 

content data set that is not stored on the LCS, but which the LCS can 

obtain from an SECD, said message including information about the 

identity of the SU; 

wherein the SECD comprises: 

means to retrieve a copy of the requested content data set; 

means to embed at least one robust open watermark into the 

copy of the requested content data set, said watermark indicating that the 

copy is authenticated; 

means to embed a second watermark into the copy of the 

requested content data set, said second watermark being created based 

upon information transmitted by the LCS; and 

means to deliver the watermarked content data set to the 

LCS for its use; and 
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Appl'n No. 10/049,101 
Responsive Amendment dated July 3, 2006 
Reply to Office Action of April 3, 2006 

wherein the LCS comprises: 

means to analyze the message from the SU to confirm that 

the SU is authorized to use the LCS; 

means to receive a copy of the requested content data set 

as transmitted by the SECD; 

means to extract at least one watermark to confirm that the 

content data is authorized for use by the LCS; 

means to embed at least one robust open watermark into the 

copy of the requested content data set, said watermark indicating that the 

copy is authenticated; 

means to embed a second watermark into the copy of the 

requested content data set, said second watermark being created based 

upon information transmitted by the SU and information about the LCS; 

and 

means to deliver the watermarked content data set to the SU 

for its use. 

12. (original) The system of claim 8, wherein the SU has means to sending a 

message to the LCS indicating that the SU is requesting to store a copy of 

a content data set on a storage unit of the LCS, said message including 

information about the identity of the SU, and wherein the LCS comprises: 

means to analyze the message from the SU to confirm that the SU 

is authorized to use the LCS; 

means receive a copy of the content data set; 

means to determine if a robust open watermark is embedded in the 

content data set, and to extract the robust open watermark if is it is 

determined that one exists; 

means to analyze any extracted robust open watermarks to 

determine if the content data set can be authenticated; 
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Responsive Amendment dated July 3, 2006 
Reply to Office Action of April 3, 2006 

means to permit the storage of the content data set on a storage 

unit of the LCS if i) the LCS authenticates the content data set, or ii) the 

LCS determines that no robust open watermark is embedded in the 

content signal. 

13. (currently amended) The system of claim 4, further comprising at least one 

SU, each such SU being capable of communicating with the LCS, and 

being capable of using only data which has been authorized for use by the 

SU or which has been determined to be legacy content such that the data 

contains no additional information to permit authentication. 

14. (original) The system of claim 5, wherein the LCS further comprises: 

means to embed at least one robust open watermark into a copy of 

content data, said watermark indicating that the copy is authenticated; 

means to embed a second watermark into the copy of content data, 

said second watermark being created based upon information comprising 

information uniquely associated with the LCS; and 

means to embed a third watermark into the copy of content data, 

said third watermark being a fragile watermark created based upon 

information which can enhance the use of the content data on one or more 

SUs. 

15. (original) The system of claim 5, wherein the LCS further comprises: 

means for encrypting or scrambling content data, such that content 

data may be encrypted or scrambled before it is stored in the rewritable 

storage medium. 

16. (currently amended) A system for creating a secure environment for digital 

content, comprising: 

a Secure Electronic Content Distributor (SECD); 
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a Local Content Server (LCS); 

a communications network interconnecting the SECD to the LCS; 

and 

a Satellite Unit (SU) capable of interfacing with the LCS; 

said SECD comprising: a storage device for storing a plurality of 

data sets; an input for receiving a request from the LCS to purchase a 

selection of at least one of said plurality of data sets; a transaction 

processor for validating the request to purchase and for processing 

payment for the request; a security module for encrypting or otherwise 

secur[itiz]ing the selected at least one data set; and an output for 

transmitting the selected at least one data set that has been encrypted or 

otherwise secured for transmission over the communications network to 

the LCS; 

said LCS comprising: a domain processor; a first interface for 

connecting to a communications network; a second interface for 

communicating with the SU; a memory device for storing a plurality of data 

sets; and a programmable address module which can be programmed 

with an identification code uniquely associated with the LCS; and 

said SU being a portable module comprising: a memory for 

accepting secure digital content from a LCS, said digital content 

comprising data which can be authorized for use or which has been 

determined to be legacy content such that the data contains no additional 

information to permit authentication; an interface for communicating with 

the LCS; and a programmable address module which can be programmed 

with an identification code uniquely associated with the SU. 

17. (currently amended) A [M]method for creating a secure environment for 

digital content for a consumer, comprising the following steps: 

sending a message indicating that a user is requesting a copy of a 

content data set; 
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retrieving a copy of the requested content data set; 

embedding at least one robust open watermark into the copy of the 

requested content data set, said watermark indicating that the copy is 

authenticated; 

embedding a second watermark into the copy of the requested 

content data set, said second watermark being created based upon 

information transmitted by the requesting user; 

transmitting the watermarked content data set to the requesting 

consumer via an electronic network; 

receiving the transmitted watermarked content data set into a Local 

Content Server (LCS) of the user; 

extracting at least one watermark from the transmitted watermarked 

content data set; [and] 

permitting use of the content data set if the LCS determines that 

use is authorized[.] ; and 

permitting use of the content data set at a predetermined quality 

level, said predetermined quality level having been set for legacy content if 

the LCS determines that use is not authorized. 

18. (currently amended) The [M]method of claim 17, wherein the step of 

permitting use of the content data set if the LCS determines that use is 

authorized comprises: 

checking to see if a watermark extracted from the content data set 

includes information which matches unique information which is 

associated with the user; and 

permitting the storage of the content data set in a storage unit for 

the LCS. 

19. (currently amended) The [M]method of claim 17, further comprising: 

connecting a Satellite Unit (SU) to an LCS, 
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and wherein the step of permitting use of the content data set if the LCS 

determines that use is authorized comprises: 

checking to see if a watermark extracted from the content data set 

includes information which matches unique information which is 

associated with the user; and 

embedding a watermark into the content data set using information 

that is associated with the user and information that is associated with an 

SU; 

delivering the content data set to the SU for its use. 

20. (currently amended) A [M]method for creating a secure environment for 

digital content for a consumer, comprising the following steps: 

connecting a Satellite Unit to an local content server (LCS), 

sending a message indicating that the SU is requesting a copy of a 

content data set that is stored on the LCS, said message including 

information about the identity of the SU; 

analyzing the message to confirm that the SU is authorized to use 

the LCS; and 

retrieving a copy of the requested content data set; 

assessing whether a secured connection exists between the LCS 

and the SU; 

if a secured connection exists, embedding a watermark into the 

copy of the requested content data set, said watermark being created 

based upon information transmitted by the SU and information about the 

LCS; and 

delivering the content data set to the SU for its use, said content 

data set delivered at a predetermined quality level, said predetermined 

quality level having been set for legacy content if the LCS determines that 

use is not authorized. 
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21. (currently amended) The [M]method of claim 20, further comprising: 

embedding an open watermark into the content data to permit 

enhanced usage of the content data by the user. 

22. (currently amended) The [M]method of claim 21, further comprising: 

embedding at least one additional watermark into the content data, 

said at least one additional watermark being based on information about 

the user, the LCS and an origin of the content data, said watermark 

serving as a forensic watermark to permit forensic analysis to provide 

information on the history of the content data's use. 

23. (original) The method of claim 20, wherein the content data can be stored at 

a level of quality which is selected by a user. 

24. (currently amended) A [M]method for creating a secure environment for 

digital content for a consumer, comprising the following steps: 

connecting a Satellite Unit (SU) to an local content server (LCS), 

sending a message indicating that the SU is requesting a copy of a 

content data set that is stored on the LCS, said message including 

information about the identity of the SU; 

analyzing the message to confirm that the SU is authorized to use 

the LCS; and 

retrieving a copy of the requested content data set; 

assessing whether a secured connection exists between the LCS 

and the SU; 

if a secured connection exists, embedding a watermark into the 

copy of the requested content data set, said watermark being created 

based upon information transmitted by the SU and information about the 

LCS; and 
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delivering the watermarked content data set to the SU for its use, 

said watermarked content data set delivered at a predetermined quality 

level, said predetermined quality level having been set for legacy content if 

the LCS determines that use is not authorized. 

25. (original) The method of claim 24, further comprising: 

embedding at least one robust open watermark into the copy of the 

requested content data set before the requested content data is delivered 

to the SU, said watermark indicating that the copy is authenticated. 

26. (original) The method of claim 25, wherein the robust watermark is 

embedded using any one of a plurality of embedding algorithms. 

[26.] 27. (original) The method of claim 24, further comprising: 

embedding a watermark which includes a hash value from a one-

way hash function generated using the content data. 

[27.] 28. (original) The method of claim 25, wherein the robust watermark can 

be periodically replaced with a new robust watermark generated using a 

new algorithm with payload that is no greater than that utilized by the old 

robust watermark. 

[28.] 29. (original) The method of claim 24, further comprising the step of: 

embedding additional robust open watermarks into the copy of the 

requested content data set before the requested content data is delivered 

to the SU, using a new algorithm; and 

re-saving the newly watermarked copy to the LCS. 

[29.] 30. (original) The method of claim 24, further comprising the step of: 
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saving a copy of the requested content data with the robust 

watermark to the rewritable media of the LCS. 

[30.] 31. (original) A [M]method for creating a secure environment for digital 

content for a consumer, comprising the following steps: 

connecting a Satellite Unit (SU) to an local content server (LCS), 

sending a message indicating that the SU is requesting to store a 

copy of a content data on the LCS, said message including information 

about the identity of the SU; 

analyzing the message to confirm that the SU is authorized to use 

the LCS; and 

receiving a copy of the content data set; 

assessing whether the content data set is authenticated; 

if the content data is unauthenticated, denying access to the LCS 

storage unit; and 

if the content data is not capable of authentication, accepting the 

data at a predetermined quality level, said predetermined quality level 

having been set for legacy content. 
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REMARKS/ARGUMENTS 

The Applicants thank Examiner Avery for the time and consideration to 
discuss the proposed amended claims and the prior art. These discussions took 
place on June 9, 2006. Examiner Avery acknowledged the differences between 
the Applicants' invention[s] as being patentable over Rhoads et al. with regards 
to "signal quality, subreference quality and other such aspects" including the 
handling of legacy content at a plurality of quality levels. Claims 1, 3, 16, 17, 20, 
24, and 31 were discussed as having significant advantages over Rhoads et al. 
and the prior art demonstrating patentability over Rhoads et al. 

Rejections under 35 U.S.C. § 102 

§ 102 Rejections based on U.S. Patent 6,522,769 ("Rhoads") 

Claims 1-31 (claims have been renumbered to correct a typographical 
error) stand rejected as allegedly anticipated by U.S. Patent No. 6,522,769 
issued to Rhoads (thereafter "Rhoads"). See Page 3 of the April 3, 2006 Office 
Action. 

Claims 1-31 

In order for a reference to anticipate a claim, the reference must disclose 
each and every limitation of the claimed invention, either expressly or inherently, 
such that a person of ordinary skill in the art could practice the invention without 
undue experimentation. See Atlas Powder Co. v. lreco Inc., 190 F.3d 1342, 1347, 
51 USPQ2d 1943, 1947 (Fed. Cir. 1999); In re Paulsen, 30 F.3d 1475, 1479, 31 
USPQ2d 1671, 1673 (Fed. Cir. 1994). Currently Amended Independent Claim 1 
[emphasis added] recites, "A local content server system (LCS) for creating a 
secure environment for digital content, comprising: a) a communications port in 
communication for connecting the system via a network to at least one Secure 
Electronic Content Distributor (SECD), said SECD capable of storing a plurality 
of data sets, capable of receiving a request to transfer at least one content data 
set, and capable of transmitting the at least one content data set in a secured 
transmission; b) a rewritable storage medium whereby content received from 
outside the LCS may be stored and retrieved; c) a domain processor that 
imposes rules and procedures for content being transferred between the LCS 
and devices outside the LCS; and d) a programmable address module which can 
be programmed with an identification code uniquely associated with the LCS; 
and said domain processor permitting the LCS to receive digital content 
from outside the LCS provided the LCS first determines that the digital 
content being delivered to the LCS is authorized for use by the LCS and if 
the digital content is not authorized for use by the LCS, accepting the 
digital content at a predetermined quality level, said predetermined quality 
level having been set for legacy content." The Section 102 rejection of Claim 1 
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is improper for at least the reason that Rhoads fails to disclose "legacy content". 
Second, Rhoads predicates content use on "pre-authorization" (see, for example, 
Rhoads at Col. 6 II. 7-56). This inherently prevents use of legacy content and 
content in existence prior to Rhoads' alleged LCS being deployed. For this 
additional reason the 102 rejection should be withdrawn. 

The Examiner asserts that Rhoads et al. discloses a local content server 
("LOS"), April 3, 2006 Office Action at Page 3. The Applicants respectfully 
disagree. First, Rhoads relies exclusively on detecting watermarks in content--
"legacy content" is denied access to Rhoads' alleged LCS. Second, Rhoads' 
content carries "pre-authorized" usage rules as "watermark payloads" (for 
instance, Rhoads at Col. 6 II. 7-55 describing a "usage control string"). This 
assumes that any content under Rhoads must have been both pre-authorized 
and watermarked by at least a "usage control string", inherently excluding legacy 
content and content that existed prior to the deployment of an LCS. Third, 
subsequent "usage control" (see, for instance, Rhoads at Col. 13 II. 15-50 
addressing "embedded watermark data") teaches away from the instant 
invention's LCS, as per the claim[s] limitations, which can admit legacy content 
and unwatermarked content to the LCS without use restrictions. 

Rhoads, thus, teaches away from enabling access to any content that 
lacks a "watermark payload". See Rhoads at Col. 6 II. 7-55: more specifically, 
Rhoads at Col. 6 II. 48-56 [emphasis added]: 

The usage control string can also include a two-bit 
field (bits ten and eleven) indicating recording 
permissions. A value of 0 means that data 
corresponding to the MP3 audio (regardless of 
digital format) should never be made available to 
another digital device. A value of 1 means that the 
data corresponding to the MP3 data may be made 
available once to another digital device. A value of 2 
means that the data may be made available an 
unlimited number of times to other digital devices. 

One of ordinary skill in the art can readily appreciate the widespread existence of 
content in any number of digital formats—released prior to copy protection 
schemes or released without any use restrictions (e.g., the compact disc). 
Practically speaking, why seek content with usage control if you can obtain 
access to legacy content sans such usage control (e.g., music ripped from a 
compact disc)? Second, Rhoads' approach logically requires that all market 
participants agree to watermark content with "pre-authorization". This presents a 
largely impractical requirement, as different parties are likely to want different 
protocols or methods to protect their own content—or leave content without any 
modifications. The instant invention[s] can handle legacy content and 
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unwatermarked content in a seamless manner. On the other hand, Rhoads' 
assumption necessarily excludes access to unwatermarked content (from his 
alleged LCS), limiting the availability of media under his proposed schema. This 
is why the Applicants' invention offers a significant advantage over the alleged 
security taught by Rhoads. 

Last, Rhoads describes a system focused on usage controls carried by 
watermark payloads. In contrast, the Applicants' invention represents an 
advantageous means to handle legacy content (which is likely to continue to exist 
outside of any system, even those contemplated by Rhoads). One of ordinary 
skill in the art can readily appreciate the benefits of migrating legacy content as 
new content is introduced, or when it comes into contact with the instant 
invention[s], in a manner consistent with protecting copyrights. Rhoads and the 
prior art fail to mention or describe methods as required by the present 
invention[s] claim limitations—Rhoads teaches that this content should be 
rejected without exception. Rhoads at Col. 13 II. 15-25 [emphasis added]: 

To illustrate, consider watermarked music. The media 
owner would be best served if the watermark serves 
dual purposes: permissive and restrictive. 
Permissively, music appliances can be designed to 
play (or record) only music that includes an 
embedded watermark signaling that such activity is 
authorized. By this arrangement, if music is 
obtained from an unauthorized source and does 
not include the necessary watermark, the 
appliance will recognize that it does not have 
permission to use the music, so will refuse 
requests to play (or record). 

Rhoads fails to disclose all of the elements of the claimed invention[s], 
thus, Claim 1 (and all claims that depend therefrom) is patentable over Rhoads. 
For these additional reasons the section 102 rejections of Claim 1 (and all claims 
depending therefrom) based on Rhoads should be withdrawn. 

Currently Amended Independent Claim 3 (and all claims depending 
therefrom), Currently Amended Independent Claim 16 (and all claims depending 
therefrom), Currently Amended Independent Claim 17 (and all claims depending 
therefrom), Currently Amended Independent Claim 20 (and all claims depending 
therefrom), and Currently Amended Independent Claim 24 (and all claims 
depending therefrom) similarly enable content to be used or played in a manner 
consistent with the content's provenance without additional processing being 
required by content owners, a significant improvement over Rhoads and the prior 
art, as argued in connection with Claim 1: "accepting the digital content at a 
predetermined quality level, said predetermined quality level having been set for 
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legacy content" (Claim 3); "or which has been determined to be legacy content 
such that the data contains no additional information to permit authentication" 
(Claim 16); "permitting use of the content data set at a predetermined quality 
level, said predetermined quality level having been set for legacy content if the 
LCS determines that use is not authorized" (Claim 17); "said predetermined 
quality level having been set for legacy content if the LCS determines that use is 
not authorized" (Claim 20); and "said watermarked content data set delivered at a 
predetermined quality level, said predetermined quality level having been set for 
legacy content if the LCS determines that use is not authorized" (Claim 24). 
These newly amended independent claims are all distinguished from Rhoads 
and the prior art as argued previously in connection with Claim 1 (and all claims 
that depend therefrom) 

The Section 102 rejection is improper because Rhoads does not disclose 
a means for handling legacy content. For at least this reason and the reasons 
discussed above, Claims 1-31 are patentable over Rhoads. Applicants request 
that the Examiner withdraw the 102 rejections for Claims 1-31. 

Rejections under 35 U.S.C. § 103 

In order to "establish a prima facie case of obviousness, three basic 
criteria must be met." MPEP § 7.06.02(j). First, there must be some motivation or 
suggestion to modify the reference or to make the proposed combination. 
Second, there must be a reasonable expectation of success. "The teaching or 
suggestion to make the claimed combination and the reasonable expectation of 
success must both be found in the prior art, and not based on the applicant's 
disclosure." MPEP § 2142 (citing In re Vaeck, 947 F.2d 488, 20 USPQ2d 1438 
(Fed. Cir. 1991)). Third, the combined references must teach or suggest all claim 
limitations. 

The Examiner has failed to establish a prima facie case of obviousness to 
the extent that there is no motivation or suggestion to make the proposed 
combinations of the references as directed by the Examiner. According to the 
MPEP, [i]n order to support a conclusion that the claimed invention is directed to 
obvious subject matter, either the references must expressly or impliedly suggest 
the claimed invention or the examiner must present a convincing line of 
reasoning as to why the artisan would have found the claimed invention obvious 
in light of the teachings of the references. MPEP 2142 (citing Ex parte Clapp, 277 
USPQ 972, 973 (Bd. Pat. App. & Inter. 1985)) (emphasis added). Further, 
"[w]hen the motivation to combine the teachings of the references is not 
immediately apparent, it is the duty of the examiner to explain why the 
combination of teachings is proper." MPEP 2142 (citing Ex Parte Skinner, 2 
USPQ2d 1788 (Bd. Pat. App. & Inter. 1998)). 

The Federal Circuit has recently emphasized the importance of providing 
evidence of motivation to combine in Winner Intl Royalty Corp. v. Ching-Rong 
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Wang, 202 F. 3d 1340, 1348-49 (Fed. Cir. Jan. 27, 2000). "Although a reference 

need not expressly teach that the disclosure contained therein should be 

combined with another . . . the showing of combinability, in whatever form, must 

nevertheless be 'clear and particular.-  Winner, 202 F. 3d at 1348-49 (citations 

omitted). Further, the "absence of such a suggestion to combine is dispositive in 

an obviousness determination." Gambro Lundia AB v. Baxter Healthcare Corp., 

11 F.3d 1573, 1579 (Fed. Cir. 1997). 

Applicant submits that the Examiner has not satisfied his initial burden of 

providing "clear and particular" evidence of motivation to combine for any of the 

proposed combinations of references. Instead, it appears that the Examiner has 

simply identified references that allegedly disclose the elements of the claim, and 

has combined them. Even assuming arguendo that the references contained all 

elements of the claimed invention, it is still impermissible to reject a claim as 

being obvious simply "by locating references which describe various aspects of a 
patent applicant's invention without also providing evidence of the motivating 

force which would impel one skilled in the art to do what the patent applicant has 

done." Ex parte Levengood, 28 USPQ2d 1300, 1303 (Bd. Pat. App. & Inter. 

1993) (emphasis added). 

1. a) § 103 Rejections based on Rhoads in view of Quackenbush et 

al. (U.S. Patent 6,493,457) as applied to Claim 14 

Claim 14 has been rejected under 35 U.S.C. § 103(a) as being 

unpatentable over Rhoads in view of Quackenbush et al. (herein after 

"Quackenbush"). The Examiner asserts that "... Rhoads and Quackenbush are 

analogous art because they are from the similar problem solving area of copy 

protection and document authentication ...", April 3, 2006 Office Action at Page 

24. Claim 14 depends from Claim 5, which depends from Independent Claim 3. 

Applicants respectfully disagree. The Applicant discloses legacy content which is 

admissible to the claimed local content server, or "LCS"—Rhoads prohibits 

legacy content from his alleged LCS. Quackenbush does not cure the deficiency 

disclosing an alleged method for watermarking. 

Next, the combination of Rhoads and Quackenbush fails to disclose an 

LCS to handle legacy content, neither reference mentioning the term.ln 

combination, it would appear that Quackenbush could be any of the so-called 

watermarking methods Rhoads claims are available for implementation within his 

scheme. It is not clear to the Applicants if the two references would be used in 

combination. Nevertheless, the combinations fail to disclose all of the elements of 

the claimed invention— Claim 14 depends from Claim 5, which depends from 

Independent Claim 3. 

Last, there is no motivation to combine these two references in 

accordance with the claimed invention. Rhoads is apparently directed at 
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reconfiguring a watermark detector; Quackenbush is apparently directed at 

watermark insertion. Neither can handle legacy content with watermarked 

content in a seamless manner as disclosed by the instant invention[s]. Practically 

speaking, why rely on usage control, if you can obtain access to legacy content 

sans such usage control (e.g., music ripped from a compact disc)? As is 

understood by one of ordinary skill in the art, this is why the Applicants' 

invention[s] offers a significant advantage over the alleged security taught by 

Rhoads in combination with Quackenbush. The Examiner is using the instant 

invention as a roadmap to combine the references. Applicants therefore request 

the Examiner withdraw the Section 103 rejections of Claim 14 (which depends 

from Claim 5, which depends from Independent Claim 3). 
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Conclusion 

Applicants maintain that this application is in condition for allowance, and 
such disposition is earnestly solicited. If the Examiner believes that an interview 
with the Applicants, either by telephone or in person, would further prosecution of 
this application, we would welcome the opportunity for such an interview. 

It is believed that no other fees are required to ensure entry and 
consideration of this response. 

Respectfully submitted, 

Date: July 3, 2006 By: 

Scot A. Moskowitz 
Tel# (305) 956-9041 
Fax# (305) 956-9042 

For Blue Spike, Inc. 

Sco A. Moskowitz 
President 
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❑ In accordance with 37 C.F.R. § 1.97(b), this Information Disclosure 

Statement is believed to be submitted prior to issuance of a first Office Action and/or 

within three months of the filing date of the application. It is respectfully submitted that 

no fee is required for consideration of this information. 

IN This Information Disclosure Statement is being submitted after the mailing 

of a non-final Office Action, but is believed to be prior to a final Office Action or a Notice 

of Allowance. Pursuant to 37 C.F.R. § 1.97(c), payment in the amount of $180.00 as 

set forth in 37 C.F.R. § 1.17(p) is enclosed. 

While the information and references disclosed in this Information Disclosure 

Statement are submitted pursuant to 37 C.F.R. § 1.56, this submission is not intended 

to constitute an admission that any patent, publication or other information referred to is 

"prior art" to this invention. Applicants reserve the right to contest the "prior art" status 

of any information submitted or asserted against the application. 

Additionally, Applicant wishes to inform the Examiner of the existence of the 

following co-pending U.S. patents and patent applications that share a common inventor 

with the present application: 

EXAMINER'S INITIALS: 

  U.S. Patent Application No. 08/999,766, filed July 23, 1997, entitled 
"Steganographic Method and Device"; 

EPO Application No. 96919405.9, entitled "Steganographic Method 
and Device"; 

  U.S. Patent Application No. 08/674,726, filed July 2, 1996, entitled 
"Exchange Mechanisms for Digital Information Packages with 
Bandwidth Securitization, Multichannel Digital Watermarks, and 
Key Management"; 

_ _ U.S. Patent Application No. 09/545,589, filed April 7, 2000, entitled 
"Method and System for Digital Watermarking"; 
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  U.S. Patent Application No. 09/046,627, filed March 24, 1998, 
entitled "Method for Combining Transfer Function with 
Predetermined Key Creation" now U.S. Patent No. 6,598,162, July, 
22, 2003; 

  U.S. Patent Application No. 09/053,628, filed April 2, 1998, entitled 
"Multiple Transform Utilization and Application for Secure Digital 
Watermarking"; 

  U.S. Patent Application No. 09/644,098, filed August 23, 2000, 
entitled "Multiple Transform Utilization and Application for Secure 
Digital Watermarking"; 

Jap. App. No.2000-542907, entitled "Multiple Transform Utilization 
and Application for Secure Digital Watermarking"; 

  U.S. Patent Application No. 09/767,733, filed January 24, 2001, 
entitled "Multiple Transform Utilization and Application for Secure 
Digital Watermarking"; 

  U.S. Patent Application No. 10/417,231, filed April 17, 2003, entitled 
"Methods, Systems And Devices For Packet Watermarking And 
Efficient Provisioning Of Bandwidth"; 

  U.S. Patent Application 10/602,777, filed June 25, 2003, entitled 
"Method for Combining Transfer Function with Predetermined Key 
Creation"; 

  U.S. Patent Application No. 10/369,344, filed February 18, 2003, 
entitled "Optimization Methods for the Insertion, Protection, and 
Detection of Digital Watermarks in Digital Data"; 

  U.S. Patent Application No. 09/789,711, filed Feb. 22, 2001, entitled 
"Optimization Methods for the Insertion, Protection, and Detection 
of Digital Watermarks in Digital Data"; 

  U.S. Patent Application No.09/594,719, filed June 16, 2000, entitled 
"Utilizing Data Reduction in Steganographic and Cryptographic 
Systems"; 

  U.S. Application No 09/731,040, filed December 7, 2000, entitled 
"Systems, Methods And Devices For Trusted Transactions"; 

  U.S. Patent Application No. 10/049,101, filed Feb. 8, 2002, entitled 
"A Secure Personal Content Server" (which claims priority to 
International Application No. PCT/US00/21189, filed August 4, 
2000, which claims priority to U.S. Patent Application No. 
60/147,134, filed August 4, 1999, and to U.S. Patent Application 
No. 60/213,489, filed June 23, 2000); 

PCT Application No. PCT/US00/21189, filed August 4, 2000, 
entitled, "A Secure Personal Content Server"; 

U.S. Patent Application No. 09/657,181, filed 09/07/00, entitled 
"Method And Device For Monitoring And Analyzing Signals" 
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U.S. Patent Application No. 10/805,484, filed 03/22/04, entitled 
"Method And Device For Monitoring And Analyzing Signals"(which 
claims priority to U.S. Patent Application No. 09/671,739, filed 
09/29/00, which is a C1P of U.S. Patent Application No. 
09/657,181); 

U.S. Patent Application No. 09/956,262, filed 09/20/01, entitled 
"Improved Security Based on Subliminal and Supraliminal 
Channels For Data Objects" 

_ _ U.S. Patent Application No. 11/026,234, filed December 30, 2004, 
entitled "Z-Transform Implementation of Digital Watermarks"; 

_ _ U.S. Patent No. 5,822,432, issued October 13, 1998, entitled "Method for 
Human Assisted Random Key Generation ..."; 

  U.S. Patent No. 5,905,800, issued May 18, 1999, entitled "Method & 
System for Digital Watermarking"; 

U.S. Patent No. 5,613,004, issued March 18, 1997, entitled 
"Steganographic Method and Device"; 

  U.S. Patent No. 5,687,236, issued November 11, 1997, entitled 
"Steganographic Method and Device"; 

  U.S. Patent No. 5,745,569, issued April 28, 1998, entitled "Method for 
Stega-Protection of Computer Code"; 

_ _ U.S. Patent No. 6,078,664, issued June 20, 2000, entitled "Z-Transform 
Implementation of Digital Watermarks"; 

  U.S. Patent No. 6,853,726, issued February 8, 2005, entitled "Z-Transform 
Implementation of Digital Watermarks"; 

_ _ U.S. Patent No. 5,428,606, issued June 27, 1995, entitled "Digital 
Commodities Exchange"; 

  U.S. Patent No. 5,539,735, issued July 23, 1996, entitled "Digital 
Information Commodities Exchange"; 

  U.S. Patent No. 5,889,868, issued July 2, 1996, entitled "Optimization 
Methods for the Insertion, Protection and Detection..."; . 

_ _ U.S. Patent No. 6,522,767, issued February 18, 2003, entitled 
"Optimization Methods for the Insertion, Protection and Detection..."; 

_ _ U.S. Patent No. 6,205,249, issued March 20, 2001, entitled "Multiple 
Transform Utilization and Application for Secure Digital Watermarking"; 

_ _ U.S. Patent No. 6,598,162, issued July 22, 2003, entitled "Method for 
Combining Transfer Function with Predetermined Key Creation"; 
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_ _ U.S. Patent No. 7,007,166, issued February 28, 2006, entitled "Method & 
System for Digital Watermarking"; 

_ _ U.S. Patent No. 7,035,049, issued April 25, 2006, entitled "Multiple 
Transform Utilization and Application for Secure Digital Watermarking". 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information 

Disclosure Statement shall not be construed to mean that a search has been made or 

that no other material information as defined in 37 C.F.R. § 1.56(a) exists. This 

Information Disclosure Statement is in compliance with 37 C.F.R. § 1.98 and the 

Examiner is respectfully requested to consider the listed documents and information. 

Respectfully submitted, 

Date: July 3, 2006 By: 

Sc A. Moskowitz 
# (305) 956-90 

Fax# (305) 956-9042 

For Blue Spike, Inc. 

Sco A. Moskowitz 
P •sident 

5 of 5 

DISH - Blue Spike-408
Exhibit 1010, Page 0214



P

JUL 03 Nob 

PRADE0 

PTO/SG/08A (07-05) 
Approved for use through 07/31/2006. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons aro required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

Complete if Known 

Application Number 10/049,101 
July 23, 2002 
Scott A. MOSKOWITZ 

Filing Date 

First Named Inventor 

Art Unit 2136 
HAST, Nathan D.
80408.0011 

Examiner Name 

Sheet of Attorney Docket Number 

U. S. PATENT DOCUMENTS 
Examiner 
Initials' 

Cite 
No.

Document Number Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns. Lines. Where 
Relevant Passages or Relevant 

Figures Appear Number-Kind Code3(144' 444°
US- 5,636,292 06-03-1997 Rhoads 

US• 5,629,980 05-13-1997 Stefik et al. 

US. 5,943,422 08-24-1999 Van Wie et al. 

US- 5,636,276 06-03-1997 Brugger 

US- 5,341,429 08-23-1994 Stringer 

US-

US-

US-

US-

US-

US-

US• 

US-

Us-

US-

US-

US-

US-

US-

FOREIGN PATENT DOCUMENTS 
Examiner 
Initials' 

Cite 
No' 

Foreign Patent Document Publication 
Dale 

MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages. Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear T4

Country Codes 'Number ' 'Kind Codes (if known) 

. ... 

,•• •• 

Examiner Date 
Signature Considered 

'EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 'Applicant's unique citation designation number (optional). ? See Kinds Codes of 
USPTO Patent Documents at www uspto.gov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3).  For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 'Kind of document by 
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. °Applicant is to place a check mark here if English language 
Translation is attached. 
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, 
including gathering. preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments 
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent 
and Trademark Office. P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 (1-800-786-9199) and select option 2. 

DISH - Blue Spike-408
Exhibit 1010, Page 0215



,07 -  05 - 06 

I P 

JUL 0 3 1006 
PTO/SB/21 (09-04) 

Approved for use through 07/31/2006. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

., )nder the Paoerwork Reduction.Act of 1995 no_nprson.,ura_reouired to respond to a collection of information unless it displays a valid OMB control numher.

TRANSMITTAL 
FORM 

(to be used for all  correspondence after initial filing) 

Total Number of Pages in This Submission 

Application Number 

Filing Date 

First Named Inventor 

10/049,101 

July 23, 2002 

Scott A. MOSKOWITZ 

Art Unit 2136 

Examiner Name 

Attorney Docket Number 

Nathan D. NAST 

80408 0011 

ENCLOSURES (Check all that apply) 

1  Fee Transmittal Form 

I f  Fee Attached 

1  Amendment/Reply

  After Final 

Affidavits/declaration(s) 

Extension of Time Request 

Express Abandonment Request 

V tnformation Disclosure Statement 

Certified Copy of Priority 
  Document(s) 

Reply to Missing Parts/ 
Incomplete Application 
  Reply to Missing Parts 
  under 37 CFR 1.52 or 1.53 

Drawing(s) 

Licensing-related Papers 

Petition 

Petition to Convert to a 
Provisional Application 
Power of Attorney, Revocation 

  Change of Correspondence Address 

❑ Terminal Disclaimer 

  Request for Refund 

CD, Number of CD(s) 

After Allowance Communication to TC 

7  Appeal Communication to Board 
  of Appeals and Interferences 

.Appeal Communication to TC 
  (Appeal Notice, Brief, Reply Brief) 

Proprietary Information 

Status Letter 

Other Enclosure(s) (please Identify 
below): 

  Landscape Table on CD 

Remarks 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT 

Firm Name 

Signature 
ad - 

71421:e 

Printed name 
Sco A. MOSKOWITZ 

Date Reg. No. 
July 3, 2006 

CERTIFICATE OF TRANSMISSION/MAILING 

I hereby certify that this co respondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with 
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on 
the date shown below: 
Signature 

.1-2,ped or printed name ScO A. MOSKOWITZ Date July 3, 2006 

This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing thls burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office. U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 

DISH - Blue Spike-408
Exhibit 1010, Page 0216



Application or Docket Number 

PATENT APPLICATION i-EE DETERMINATION RECORD 
Effective October 1, 2001 110/049101 

TOTAL CLAIMS 

CLAIMS AS FILED - PART I SMALL ENTITY OTHER THAN 
(Column 11  Column 2 TYPE CT:1 OR SMALL ENTITY 

FOR NUMBER FILED 

34 minus 20= 

minus 3 = 

MULTIPLE DEPENDENT CLAIM PRESENT 

TOTAL CHARGEABLE CLAIMS 

INDEPENDENT CLAIMS 

NUMBER EXTRA 

* If the difference in colurun 1 is less than zero, enter "0* in column 2 

4 

UI

a 
6 

RATE FEE 

BASIC FEE/37 0 

XS 9= '7Q, 

X42= / ig 

+140= V 

OR 

OR 

OR 

OR 

TOTAL JOR 

RATE FEE 

BASIC FEE 

X$18= 

X134= 

+280= 

TOTAL 

CLAIMS AS AMENDED - PART II OTHER THAN 

- 3 - eqp  (Column 1) (Column 2) ,Column 3) 
CLAIMS HIGHEST 

REMAINING NUMBER 
AFTER PREVIOUSLY 

AMENDMENT PAID FOR 

PRESENT 
EXTRA 

Total 

Independent 
* 31 

7 

Minus 

Minus flirt 

.79f
7 (-) 

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM 

Column 1 Column 2) (Column 3 

[ 
A

M
E

N
D

M
E

N
T 

B
 

i REMAINING 
I AFTER 

AMENDMENT 

NUMBER 
PREVIOUSLY 

PAID FOR 

PRESENT 
EXTRA 

Total Minus ** -

Independent * Minus *** . 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM ❑ 

2 

5 2 4 

(COlumn 1) 
OLAIMg 

REMAINING 
AFTER 

AMENDMENT 

(Column 2) ,Column 3) 
HIGHEsT 
NUMBER 

PREVIOUSLY 
PAID FOR 

PRESENT 
EXTRA 

Total Minus 

Independent Minus *** 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM 

SMALL ENTITY OR SMALL ENTITY 

RATE 
ADDI-

TIONAL 

FEE 

X$ 9= 0 

X42= 0 

+140= 0 

OR 

OR 

OR 

RATE 

X$18= 

ADDI-

TIONAL 

FEE 

X84= 

+280= 

TOTAL OR TOTAL 
ADDrt FEE   ADDIT. FEE 

RATE 
ADDI-

TIONAL 
FEE 

X$9= 

X42= 

+140= 

OR 

OR 

OR 

RATE 
ADDI-

TIONAL 
FEE 

X$18= 

X84= 

+280= 

TOTAL L IOR TOTAL 
ADD1T. FEE   ADD17. FEE 

RATE 
ADDI-

TIONAL 
FEE 

X$ 9= 

X42= 

+140= 

OR 

OR 

OR 

RATE 
ADDI-

TIONAL 
FEE 

X$18= 

X84. 

+280= 

•'; If the entry In column 1 Is less than the entry In column 2. write '0' in column 3. TAL TOTAC 
" If the 'Highest Number Previously Paid For IN THIS SPACE Is less than 20, enter '20? ADDIT. FEE I OR ADD1T. FEE 
***It the 'Highest Number Previously Paid For IN THIS SPACE Is less than 3, enter -3.-

The 'Highest Number Previously Paid For' (Total or Independent) is the highest number found In the appropriate box In cotumn 1. 

FORM PT0-875 (Rev. 8101) 
' *0 BAPC).2001 .42.124 1 59197 

Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE 

DISH - Blue Spike-408
Exhibit 1010, Page 0217



UNITED STATES PATENT AND Ti  A D EMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Mdse.: COMMISSIONER FOR PATENTS 

PO. Box 1410 
Aloxeriret. , Virginia 22113.1410 
WWW.US-S40 

APPLICATION NUMBER FILING OR 371 (c) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

10/049,101 

Scott A. Moskowitz 
#2505 
16711 Collins Avenue 
Miami, FL 33160 

07/23/2002 Scott A. Moskowitz 

1111 
*00000000019864599* 

80408.0011 

CONFIRMATION NO. 8028 

IIIIMEMIllfilEINIM1111111[1111111[1111{1111[11111 

Date Mailed: 08/02/2006 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 06/06/2006. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

WUBALEM TSI 
PTOSS (703) 305-3006 

OFFICE COPY 

DISH - Blue Spike-408
Exhibit 1010, Page 0218



Page 1 of 1 

UNITED STATES PATENT AND TRADEMARK OFFICE 
11: 

nm 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Addrxxa CONN I SS IONER FOR PATENTS 

P.O. Box 1450 
Alexandria. Virginia 22313-1450 
waroixtrpto.gov 

APPLICATION NUMBER FILING OR 371 (c) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

10/049,101 

Wiley Rein & Fielding 
Intellectual Property Department 
1776 K Street NW 
Washington, DC 20006 

07/23/2002 Scott A. Moskowitz 80408.0011 

CONFIRMATION NO. 8028 

IR IL II II' HIM 11111111411 FINER 
`00000000019864569* 

Date Mailed: 08/02/2006 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 06/06/2006. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

WUBALEM TSIGE 
PTOSS (703) 305-3006 

OFFICE COPY 

DISH - Blue Spike-408
Exhibit 1010, Page 0219



UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

10/049,101 07/23/2002 

7590 

Scott A. Moskowitz 
#2505 
16711 Collins Avenue 
Miami, FL 33160 

10/12/2006 

Scott A. Moskowitz 80408.0011 8028 

EXAMINER 

AVERY, JEREMIAH L 

ART UNIT PAPER NUMBER 

2131 

DATE MAILED: 10/12/2006 

Please find below and/or attached an Office communication concerning this application or proceeding. 

PTO-90C (Rcv. 10/03) 

DISH - Blue Spike-408
Exhibit 1010, Page 0220



Notice of Non-Compliant 
Amendment (37 CFR 1.121) 

Application No. 

10/049,101 
Examiner 

Applicant(s) 

MOSKOWITZ, SCOTT A. 
Art Unit 

Jeremiah Avery 2131 
-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

The amendment document filed on 03 July 2006 is considered non-compliant because it has failed to meet the 
requirements of 37 CFR 1.121 or 1.4. In order for the amendment document to be compliant, correction of the following 
item(s) is required. 

THE FOLLOWING MARKED (X) ITEM(S) CAUSE THE AMENDMENT DOCUMENT TO BE NON-COMPLIANT: 
❑ 1. Amendments to the specification: 

❑ A. Amended paragraph(s) do not include markings. 
❑ B. New paragraph(s) should not be underlined. 
❑ C. Other 

❑ 2. Abstract: 
❑ A. Not presented on a separate sheet. 37 CFR 1.72. 
❑ B. Other . 

❑ 3. Amendments to the drawings: 
❑ A. The drawings are not properly identified in the top margin as "Replacemen: Sheet," "New Sheet," or 

"Annotated Sheet" as required by 37 CFR 1.121(d). 
❑ B. The practice of submitting proposed drawing correction has been eliminated. Replacement drawings 

showing amended figures, without markings, in compliance with 37 CFR 1 84 are required. 
❑ C. Other 

El 4. Amendments to the claims: 
❑ A. A complete listing of all of the claims is not present. 
❑ B. The listing of claims does not include the text of all pending claims (including withdrawn claims) 
❑ C. Each claim has not been provided with the proper status identifier, and as such, the individual status 

of each claim cannot be identified. Note: the status of every claim must be indicated after its claim 
number by using one of the following status identifiers: (Original), (Currently amended), (Canceled), 
(Previously presented), (New), (Not entered), (Withdrawn) and (Withdrawn-currently amended). 

❑ D. The claims of this amendment paper have not been presented in ascending numerical order. 
El E. Other: See Continuation Sheet. 

❑ 5. Other (e.g., the amendment is unsigned or not signed in accordance with 37 CFR 1.4): 

For further explanation of the amendment format required by 37 CFR 1.121, see MPEP § 714. 

TIME PERIODS FOR FILING A REPLY TO THIS NOTICE: 

1. Applicant is given no new time period if the non-compliant amendment is an after-final amendment or an amendment 
filed after allowance. If applicant wishes to resubmit the non-compliant after-final amendment with corrections, the 
entire corrected amendment must be resubmitted. 

2. Applicant is given one month, or thirty (30) days, whichever is longer, from the mail date of this notice to supply the 
correction, if the non-compliant amendment is one of the following: a preliminary amendment, a non-final amendment 
(including a submission for a request for continued examination (RCE) under 37 CFR 1.114), a supplemental 
amendment filed within a suspension period under 37 CFR 1.103(a) or (c), and an amendment filed in response to a 
Quayle action. If any of above boxes 1. to 4. are checked, the correction required is only the corrected section of the 
non-compliant amendment in compliance with 37 CFR 1.121. 

Extensions of time are available under 37 CFR 1.136(a) only if the non-compliant amendment is a non-final 
amendment or an amendment filed in response to a Quayle action. 

Failure to timely respond to this notice will result in: 
Abandonment of the application if the non-compliant amendment is a non-final amendment or an amendment 
filed in response to a Quayle action; or 
Non-entry of the amendment if the non-compliant amendment is a preliminary amendment or supplemental 
amendment. 

Legal Instruments Examiner (LIE), if applicable Telephone No. 
U.S. Patent and Trademark Office Part of Paper No. 20061003 
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Continuation Sheet (PTOL-324) Application No. 10/049,101 

Continuation of 4(e) Other: According to MPEP chapter 714, paragraph C, section 2, this amendment is in a state of non-compliance due 
to claims 1, 3 and 17 using single brackets, instead of double brackets to indicate deleted subject matter. Further, several objections to 
several claims are also noted.Claim 12 is objected to because of the following informalities: grammatical errors. In line 7, "means receive a 
copy...", the word "to" should be inserted between the words "means" and "receive". Also, in line 9, "open watermark if is it is...", the first 
"is" should be removed after "if. Appropriate correction is required.
Claims 20 and 31 objected to because of the following informalities: grammatical error. In line 3, of each of these claims, "to an local 
content server" should be "to a local content server". Appropriate correction is required.. 

AYAZ SHEIKH 
SUPERVISORY PATENT EXAMINER 

TECNNOLOGY CENTER 2100 
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I hereby certify that this correspondence is being facsimile trarsmitted to the USPTO or deposited with the United States Postal Service with 
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on 
the date shown below. 
Signature 

\yped or printed name ScotlsL. MOSKOWITZ Date October 20, 2006  f 
This cdiection of Information Is required by 37 CFR 1.5. The Information Is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality Is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collet-ton Is estimated to 2 hours to complete, Including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the Individual case. Any comments on the 
amount of time you require to cemploto this form and/or suggestions for reducing thts burden. should bo sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Corr/mem& P.O. Box 1450, Ploxandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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Appl'n No. 10/049,101 
Responsive Amendment dated Oct 20, 2006 
Reply to Notice of Non-Compliant Amendment 37 CFR 1.121 of Oct 12, 2006 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
OCT 2 0 2005 

1  $4406,  ppl. No. 10/049,101 Confirmation No. 8028 
Applicant Scott A. Moskowitz, et al. 
Filed July 23, 2002 
TC/A.U. 2131 
Examiner Jeremiah AVERY 

Docket No. 80408.0011 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

AMENDMENT/SUPPLEMENT 

In response to the Notice of Non-Compliant Amendment (37 CFR 1.121) 
dated October 12, 2006, Applicant provides the following corrections: 

Corrected spelling and grammatical errors in claims 1, 3, 12, 17-22, 
24 and 31 attached herein. 

DISH - Blue Spike-408
Exhibit 1010, Page 0224



Appl'n No. 10/049,101 
Responsive Amendment dated Oct 20, 2006 
Reply to Notice of Non-Compliant Amendment 37 CFR 1.121 of Oct 12, 2006 

Amendments to the Claims: 

Please amend the following: Claims 1, 3, 12, 17-22, 24 and 31 without 
prejudice or disclaimer. The amendments to claims 1, 3, 12, 17-22, 24 and 31 
are being made to correct typographical errors and are not being made for 
reasons of patentability. This listing of claims will replace all prior versions, and 
listings, of claims in the application: 

Listing of Claims: 

1. (currently amended) A local content server system (LCS) for creating a secure 

environment for digital content, comprising: 

a) a communications port in communication for connecting the 

system via a network to at least one Secure Electronic Content Distributor 

(SECD), said SECD capable of storing a plurality of data sets, capable of 

receiving a request to transfer at least one content data set, and capable 

of transmitting the at least one content data set in a secured transmission; 

b) a rewritable storage medium whereby content received from 

outside the LCS may be stored and retrieved; 

c) a domain processor that imposes rules and procedures for 

content being transferred between the LCS and devices outside the LCS; 

and 

d) a programmable address module which can be programmed with 

an identification code uniquely associated with the LCS; and 

said domain processor permitting the LCS to receive digital content 

from outside the LCS provided the LCS first determines that the digital 

content being delivered to the LCS is authorized for use by the LCS[[.]] 

and if the digital content is not authorized for use by the LCS, accepting 

the digital content at a predetermined quality level, said predetermined 

quality level having been set for legacy content. 

2. (original) The LCS of claim 1 further comprising 

2 
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Appl'n No. 10/049,101 
Responsive Amendment dated Oct 20, 2006 
Reply to Notice of Non-Compliant Amendment 37 CFR 1.121 of Oct 12, 2006 

e) an interface to permit the LCS to communicate with one or more 

Satellite Units (SU) which may be connected to the system through the 

interface, said SUs capable of receiving and transmitting digital content; 

and wherein said domain processor permits the LCS to receive 

digital content from an SECD that is connected to the LCS's 

communication port, provided the LCS first determines that digital content 

being received is authorized for use by the LCS, 

and wherein said domain processor permits the LCS to deliver 

digital content to an SU that may be connected to the LCS's interface, 

provided the LCS first determines that digital content being received is 

authorized for use by the SU. 

3. (currently amended) A local content server system (LCS) for creating a 

secure environment for digital content, comprising: 

a) a communications port in communication for connecting the 

system via a network to at least one Secure Electronic Content Distributor 

(SECD), said SECD capable of storing a plurality of data sets, capable of 

receiving a request to transfer at least one content data set, and capable 

of transmitting the at least one content data set in a secured transmission; 

b) an interface to permit the LCS to communicate with one or more 

Satellite Units (SU) which may be connected to the system through the 

interface, said SUs capable of receiving and transmitting digital content; 

and 

c) a rewritable storage medium whereby content received from an 

SECD and from an SU may be stored and retrieved; 

d) a domain processor that imposes rules and procedures for 

content being transferred between the LCS and the SECD and between 

the LCS and the SU; and 

e) a programmable address module which can be programmed with 

an identification code uniquely associated with the LCS; 
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Appl'n No. 10/049,101 
Responsive Amendment dated Oct 20, 2006 
Reply to Notice of Non-Compliant Amendment 37 CFR 1.121 of Oct 12, 2006 

said domain processor permitting the LCS to deliver digital content 

to and receive digital content from an SU that is connected to the LCS's 

interface, provided the LCS first determines that the digital content being 

delivered to the SU is authorized for use by the SU or that the digital 

content being received is authorized for use by the LCS, and if the digital 

content is not authorized for use, accepting the digital content at a 

predetermined quality level, said predetermined quality level having been 

set for legacy content, 

and said domain processor permitting the LCS to receive digital 

content from an SECD that is connected to the LCS's communication port, 

provided the LCS first determines that digital content being received is 

authorized for use by the LCS[H] and if the digital content is not 

authorized for use by the LCS, accepting the digital content at a 

predetermined quality level, said predetermined quality level having been 

set for legacy content. 

4. (original) The system of claim 3, wherein said domain processor determines 

whether digital content is authorized for use by extracting a watermark 

from the digital content being transferred. 

5. (original) The system of claim 3, wherein said domain processor comprises: 

means for obtaining an identification code from an SU connected to 

the LCS's interface; 

an analyzer to analyze the identification code from the SU to 

determine if the SU is an authorized device for communicating with the 

LCS; 

means for analyzing digital content received from an SU; 

said system permitting the digital content to be stored in the LCS if 

i) an analysis of the digital content received from the SU concludes that 

the content is authenticated, or ii) an analysis of the digital content 

4 
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Appl'n No. 10/049,101 
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received from the SU concludes that the content cannot be authenticated 

because no authentication data is embedded in the content, and 

said system preventing the digital content from being stored on the 

LCS if i) an analysis of the digital content received from the SU concludes 

that the content is unauthenticated. 

6. (original) The system of claim 4, wherein said analyzer of the domain 

processor comprises means for extracting digital watermarks from the 

digital content received from an SU, and means for analyzing the digital 

watermark to determine if the digital content has been previously marked 

with the unique identification code of the LCS. 

7. (original) The system of claim 4, wherein said system permits the digital 

content to be stored in the LCS at a degraded quality level if an analysis of 

the digital content received from the SU concludes that the digital content 

received from the SU cannot be authenticated because there is no 

authentication data embedded in the content. 

8. (original) The system of claim 4, further comprising at least one SU, each 

such SU being capable of communicating with the LCS. 

9. (original) The system of claim 8, wherein the SU has means to sending a 

message to the LCS indicating that the SU is requesting a copy of a 

content data set that is stored on the LCS, said message including 

information about the identity of the SU, and wherein the LCS comprises: 

means to analyze the message from the SU to confirm that the SU 

is authorized to use the LCS; 

means to retrieve a copy of the requested content data set; 
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means to embed at least one robust open watermark into the copy 

of the requested content data set, said watermark indicating that the copy 

is authenticated; 

means to embed a second watermark into the copy of the 

requested content data set, said second watermark being created based 

upon information transmitted by the SU and information about the LCS; 

and 

means to deliver the watermarked content data set to the SU for its 

use. 

10. (original) The system of claim 8, further comprising a SECD, said SECD 

capable of receiving a request to transfer at least one data set and 

capable of transmitting the at least one data set in a secured transmission. 

11. (original) The system of claim 10, wherein the SU includes means to send a 

message to the LCS indicating that the SU is requesting a copy of a 

content data set that is not stored on the LCS, but which the LCS can 

obtain from an SECD, said message including information about the 

identity of the SU; 

wherein the SECD comprises: 

means to retrieve a copy of the requested content data set; 

means to embed at least one robust open watermark into the 

copy of the requested content data set, said watermark indicating that the 

copy is authenticated; 

means to embed a second watermark into the copy of the 

requested content data set, said second watermark being created based 

upon information transmitted by the LCS; and 

means to deliver the watermarked content data set to the 

LCS for its use; and 

wherein the LCS comprises: 
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means to analyze the message from the SU to confirm that 

the SU is authorized to use the LCS; 

means to receive a copy of the requested content data set 

as transmitted by the SECD; 

means to extract at least one watermark to confirm that the 

content data is authorized for use by the LCS; 

means to embed at least one robust open watermark into the 

copy of the requested content data set, said watermark indicating that the 

copy is authenticated; 

means to embed a second watermark into the copy of the 

requested content data set, said second watermark being created based 

upon information transmitted by the SU and information about the LCS; 

and 

means to deliver the watermarked content data set to the SU 

for its use. 

12. (currently amended) The system of claim 8, wherein the SU has means to 

sending a message to the LCS indicating that the SU is requesting to 

store a copy of a content data set on a storage unit of the LCS, said 

message including information about the identity of the SU, and wherein 

the LCS comprises: 

means to analyze the message from the SU to confirm that the SU 

is authorized to use the LCS; 

means to receive a copy of the content data set; 

means to determine if a robust open watermark is embedded in the 

content data set, and to extract the robust open watermark if ([isp it is 

determined that one exists; 

means to analyze any extracted robust open watermarks to 

determine if the content data set can be authenticated; 
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means to permit the storage of the content data set on a storage 

unit of the LCS if i) the LCS authenticates the content data set, or ii) the 

LCS determines that no robust open watermark is embedded in the 

content signal. 

13. (previously presented) The system of claim 4, further comprising at least one 

SU, each such SU being capable of communicating with the LCS, and 

being capable of using only data which has been authorized for use by the 

SU or which has been determined to be legacy content such that the data 

contains no additional information to permit authentication. 

14. (original) The system of claim 5, wherein the LCS further comprises: 

means to embed at least one robust open watermark into a copy of 

content data, said watermark indicating that the copy is authenticated; 

means to embed a second watermark into the copy of content data, 

said second watermark being created based upon information comprising 

information uniquely associated with the LCS; and 

means to embed a third watermark into the copy of content data, 

said third watermark being a fragile watermark created based upon 

information which can enhance the use of the content data on one or more 

SUs. 

15. (original) The system of claim 5, wherein the LCS further comprises: 

means for encrypting or scrambling content data, such that content 

data may be encrypted or scrambled before it is stored in the rewritable 

storage medium. 

16. (previously presented) A system for creating a secure environment for digital 

content, comprising: 

a Secure Electronic Content Distributor (SECD); 
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a Local Content Server (LCS); 

a communications network interconnecting the SECD to the LCS; 

and 

a Satellite Unit (SU) capable of interfacing with the LCS; 

said SECD comprising: a storage device for storing a plurality of 

data sets; an input for receiving a request from the LCS to purchase a 

selection of at least one of said plurality of data sets; a transaction 

processor for validating the request to purchase and for processing 

payment for the request; a security module for encrypting or otherwise 

secur[itiz]ing the selected at least one data set; and an output for 

transmitting the selected at least one data set that has been encrypted or 

otherwise secured for transmission over the communications network to 

the LCS; 

said LCS comprising: a domain processor; a first interface for 

connecting to a communications network; a second interface for 

communicating with the SU; a memory device for storing a plurality of data 

sets; and a programmable address module which can be programmed 

with an identification code uniquely associated with the LCS; and 

said SU being a portable module comprising: a memory for 

accepting secure digital content from a LCS, said digital content 

comprising data which can be authorized for use or which has been 

determined to be legacy content such that the data contains no additional 

information to permit authentication; an interface for communicating with 

the LCS; and a programmable address module which can be programmed 

with an identification code uniquely associated with the SU. 

17. (currently amended) A [[M]]method for creating a secure environment for 

digital content for a consumer, comprising the following steps: 

sending a message indicating that a user is requesting a copy of a 

content data set; 
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retrieving a copy of the requested content data set; 

embedding at least one robust open watermark into the copy of the 

requested content data set, said watermark indicating that the copy is 

authenticated; 

embedding a second watermark into the copy of the requested 

content data set, said second watermark being created based upon 

information transmitted by the requesting user; 

transmitting the watermarked content data set to the requesting 

consumer via an electronic network; 

receiving the transmitted watermarked content data set into a Local 

Content Server (LCS) of the user; 

extracting at least one watermark from the transmitted watermarked 

content data set; [and] 

permitting use of the content data set if the LCS determines that 

use is authorized[[.]]; and 

permitting use of the content data set at a predetermined quality 

level, said predetermined quality level having been set for legacy content if 

the LCS determines that use is not authorized. 

18. (currently amended) The [[M]]method of claim 17, wherein the step of 

permitting use of the content data set if the LCS determines that use is 

authorized comprises: 

checking to see if a watermark extracted from the content data set 

includes information which matches unique information which is 

associated with the user; and 

permitting the storage of the content data set in a storage unit for 

the LCS. 

19. (currently amended) The [[M]]method of claim 17, further comprising: 

connecting a Satellite Unit (SU) to an LCS, 
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and wherein the step of permitting use of the content data set if the LCS 

determines that use is authorized comprises: 

checking to see if a watermark extracted from the content data set 

includes information which matches unique information which is 

associated with the user; and 

embedding a watermark into the content data set using information 

that is associated with the user and information that is associated with an 

SU; 

delivering the content data set to the SU for its use. 

20. (currently amended) A [[M]]method for creating a secure environment for 

digital content for a consumer, comprising the following steps: 

connecting a Satellite Unit to a[[n]] local content server (LCS), 

sending a message indicating that the SU is requesting a copy of a 

content data set that is stored on the LCS, said message including 

information about the identity of the SU; 

analyzing the message to confirm that the SU is authorized to use 

the LCS; and 

retrieving a copy of the requested content data set; 

assessing whether a secured connection exists between the LCS 

and the SU; 

if a secured connection exists, embedding a watermark into the 

copy of the requested content data set, said watermark being created 

based upon information transmitted by the SU and information about the 

LCS; and 

delivering the content data set to the SU for its use, said content 

data set delivered at a predetermined quality level, said predetermined 

quality level having been set for legacy content if the LCS determines that 

use is not authorized. 
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21. (currently amended) The [[M]]method of claim 20, further comprising: 

embedding an open watermark into the content data to permit 

enhanced usage of the content data by the user. 

22. (currently amended) The [[M]]method of claim 21, further comprising: 

embedding at least one additional watermark into the content data, 

said at least one additional watermark being based on information about 

the user, the LCS and an origin of the content data, said watermark 

serving as a forensic watermark to permit forensic analysis to provide 

information on the history of the content data's use. 

23. (original) The method of claim 20, wherein the content data can be stored at 

a level of quality which is selected by a user. 

24. (currently amended) A [[IA]method for creating a secure environment for 

digital content for a consumer, comprising the following steps: 

connecting a Satellite Unit (SU) to a[[n]] local content server (LCS), 

sending a message indicating that the SU is requesting a copy of a 

content data set that is stored on the LCS, said message including 

information about the identity of the SU; 

analyzing the message to confirm that the SU is authorized to use 

the LCS; and 

retrieving a copy of the requested content data set; 

assessing whether a secured connection exists between the LCS 

and the SU; 

if a secured connection exists, embedding a watermark into the 

copy of the requested content data set, said watermark being created 

based upon information transmitted by the SU and information about the 

LCS; and 
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delivering the watermarked content data set to the SU for its use, 

said watermarked content data set delivered at a predetermined quality 

level, said predetermined quality level having been set for legacy content if 

the LCS determines that use is not authorized. 

25. (original) The method of claim 24, further comprising: 

embedding at least one robust open watermark into the copy of the 

requested content data set before the requested content data is delivered 

to the SU, said watermark indicating that the copy is authenticated. 

26. (original) The method of claim 25, wherein the robust watermark is 

embedded using any one of a plurality of embedding algorithms. 

27. (original) The method of claim 24, further comprising: 

embedding a watermark which includes a hash value from a one-

way hash function generated using the content data. 

28. (original) The method of claim 25, wherein the robust watermark can be 

periodically replaced with a new robust watermark generated using a new 

algorithm with payload that is no greater than that utilized by the old robust 

watermark. 

29. (original) The method of claim 24, further comprising the step of: 

embedding additional robust open watermarks into the copy of the 

requested content data set before the requested content data is delivered 

to the SU, using a new algorithm; and 

re-saving the newly watermarked copy to the LCS. 

30. (original) The method of claim 24, further comprising the step of: 
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saving a copy of the requested content data with the robust 

watermark to the rewritabie media of the LCS. 

31. (original) A [[MJ]method for creating a secure environment for digital content 

for a consumer, comprising the following steps: 

connecting a Satellite Unit (SU) to a[[n]] local content server (LCS), 

sending a message indicating that the SU is requesting to store a 

copy of a content data on the LCS, said message including information 

about the identity of the SU; 

analyzing the message to confirm that the SU is authorized to use 

the LCS; and 

receiving a copy of the content data set; 

assessing whether the content data set is authenticated; 

if the content data is unauthenticated, denying access to the LCS 

storage unit; and 

if the content data is not capable of authentication, accepting the 

data at a predetermined quality level, said predetermined quality level 

having been set for legacy content. 
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Conclusion 

Applicant maintains that this application is in condition for issuance, and 
such disposition is earnestly solicited. 

It is believed that no other fees are required to ensure entry and 
consideration of this response. 

Respectfully submitted, 

Date: October 20, 2006 By: 

Sco A. Moskowitz 
T # (305) 956-9041 
Fax# (305) 956-9042 

For Blue Spike, Inc. 

Sc A. Moskowitz 
esident 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
FEB 0 7 2007 `' 

ppl. No. 10/049,101 
%1JEIA°'1* Applicant Scott A. Moskowitz, et al. 

Filed July 23, 2002 
TC/A.U. 2131 
Examiner Jeremiah AVERY 

Docket No. 80408.0011 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Confirmation No. 8028 

AMENDMENT/SUPPLEMENT 

In response to the Notice of Non-Compliant Amendment (37 CFR 1.121) 
dated January 9, 2007, Applicant provides the following corrections: 

Corrected bracketing and underlining in claims 
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Amendments to the Claims: 

Please amend the following: Claims 1, 3, 12, 13, 16-22, 24 and 31 without 
prejudice or disclaimer. The amendments to claims 12, 13, 18, 19, 21, 22 and 31 
are being made to correct typographical and spelling errors and are not being 
made for reasons of patentability. This listing of claims will replace all prior 
versions, and listings, of claims in the application: 

Listing of Claims: 

1. (currently amended) A local content server system (LCS) for creating a secure 

environment for digital content, comprising: 

a) a communications port in communication for connecting the 

system via a network to at least one Secure Electronic Content Distributor 

(SECD), said SECD capable of storing a plurality of data sets, capable of 

receiving a request to transfer at least one content data set, and capable 

of transmitting the at least one content data set in a secured transmission; 

b) a rewritable storage medium whereby content received from 

outside the LCS may be stored and retrieved; 

c) a domain processor that imposes rules and procedures for 

content being transferred between the LCS and devices outside the LCS; 

and 

d) a programmable address module which can be programmed with 

an identification code uniquely associated with the LCS; and 

said domain processor permitting the LCS to receive digital content 

from outside the LCS provided the LCS first determines that the digital 

content being delivered to the LCS is authorized for use by the LCS[[1] 

and if the digital content is not authorized for use by the LCS, accepting 

the digital content at a predetermined quality level, said predetermined 

quality level having been set for legacy content. 
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2. (original) The LCS of claim 1 further comprising 

e) an interface to permit the LCS to communicate with one or more 

Satellite Units (SU) which may be connected to the system through the 

interface, said SUs capable of receiving and transmitting digital content; 

and wherein said domain processor permits the LCS to receive 

digital content from an SECD that is connected to the LCS's 

communication port, provided the LCS first determines that digital content 

being received is authorized for use by the LCS, 

and wherein said domain processor permits the LCS to deliver 

digital content to an SU that may be connected to the LCS's interface, 

provided the LCS first determines that digital content being received is 

authorized for use by the SU. 

3. (currently amended) A local content server system (LCS) for creating a 

secure environment for digital content, comprising: 

a) a communications port in communication for connecting the 

system via a network to at least one Secure Electronic Content Distributor 

(SECD), said SECD capable of storing a plurality of data sets, capable of 

receiving a request to transfer at least one content data set, and capable 

of transmitting the at least one content data set in a secured transmission; 

b) an interface to permit the LCS to communicate with one or more 

Satellite Units (SU) which may be connected to the system through the 

interface, said SUs capable of receiving and transmitting digital content; 

and 

c) a rewritable storage medium whereby content received from an 

SECD and from an SU may be stored and retrieved; 

d) a domain processor that imposes rules and procedures for 

content being transferred between the LCS and the SECD and between 

the LCS and the SU; and 
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e) a programmable address module which can be programmed with 

an identification code uniquely associated with the LCS; 

said domain processor permitting the LCS to deliver digital content 

to and receive digital content from an SU that is connected to the LCS's 

interface, provided the LCS first determines that the digital content being 

delivered to the SU is authorized for use by the SU or that the digital 

content being received is authorized for use by the LCS, and if the digital 

content is not authorized for use, accepting the digital content at a 

predetermined quality level, said predetermined quality level having been 

set for legacy content, 

and said domain processor permitting the LCS to receive digital 

content from an SECD that is connected to the LCS's communication port, 

provided the LCS first determines that digital content being received is 

authorized for use by the LCS[[.]]  and if the digital content is not 

authorized for use by the LCS, accepting the digital content at a 

predetermined quality level, said predetermined quality level having been 

set for legacy content. 

4. (original) The system of claim 3, wherein said domain processor determines 

whether digital content is authorized for use by extracting a watermark 

from the digital content being transferred. 

5. (original) The system of claim 3, wherein said domain processor comprises: 

means for obtaining an identification code from an SU connected to 

the LCS's interface; 

an analyzer to analyze the identification code from the SU to 

determine if the SU is an authorized device for communicating with the 

LCS; 

means for analyzing digital content received from an SU; 
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said system permitting the digital content to be stored in the LCS if 

i) an analysis of the digital content received from the SU concludes that 

the content is authenticated, or ii) an analysis of the digital content 

received from the SU concludes that the content cannot be authenticated 

because no authentication data is embedded in the content, and 

• said system preventing the digital content from being stored on the 

LCS if i) an analysis of the digital content received from the SU concludes 

that the content is unauthenticated. 

6. (original) The system of claim 4, wherein said analyzer of the domain 

processor comprises means for extracting digital watermarks from the 

digital content received from an SU, and means for analyzing the digital 

watermark to determine if the digital content has been previously marked 

with the unique identification code of the LCS. 

7. (original) The system of claim 4, wherein said system permits the digital 

content to be stored in the LCS at a degraded quality level if an analysis of 

the digital content received from the SU concludes that the digital content 

received from the SU cannot be authenticated because there is no 

authentication data embedded in the content. 

8. (original) The system of claim 4, further comprising at least one SU, each 

such SU being capable of communicating with the LCS. 

9. (original) The system of claim 8, wherein the SU has means to sending a 

message to the LCS indicating that the SU is requesting a copy of a 

content data set that is stored on the LCS, said message including 

information about the identity of the SU, and wherein the LCS comprises: 

means to analyze the message from the SU to confirm that the SU 

is authorized to use the LCS; 
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means to retrieve a copy of the requested content data set; 

means to embed at least one robust open watermark into the copy 

of the requested content data set, said watermark indicating that the copy 

is authenticated; 

means to embed a second watermark into the copy of the 

requested content data set, said second watermark being created based 

upon information transmitted by the SU and information about the LCS; 

and 

means to deliver the watermarked content data set to the SU for its 

use. 

10. (original) The system of claim 8, further comprising a SECD, said SECD 

capable of receiving a request to transfer at least one data set and 

capable of transmitting the at least one data set in a secured transmission. 

11. (original) The system of claim 10, wherein the SU includes means to send a 

message to the LCS indicating that the SU is requesting a copy of a 

content data set that is not stored on the LCS, but which the LCS can 

obtain from an SECD, said message including information about the 

identity of the SU; 

wherein the SECD comprises: 

means to retrieve a copy of the requested content data set; 

means to embed at least one robust open watermark into the 

copy of the requested content data set, said watermark indicating that the 

copy is authenticated; 

means to embed a second watermark into the copy of the 

requested content data set, said second watermark being created based 

upon information transmitted by the LCS; and 

means to deliver the watermarked content data set to the 

LCS for its use; and 
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wherein the LCS comprises: 

means to analyze the message from the SU to confirm that 

the SU is authorized to use the LCS; 

means to receive a copy of the requested content data set 

as transmitted by the SECD; 

means to extract at least one watermark to confirm that the 

content data is authorized for use by the LCS; 

means to embed at least one robust open watermark into the 

copy of the requested content data set, said watermark indicating that the 

copy is authenticated; 

means to embed a second watermark into the copy of the 

requested content data set, said second watermark being created based 

upon information transmitted by the SU and information about the LCS; 

and 

means to deliver the watermarked content data set to the SU 

for its use. 

12. (currently amended) The system of claim 8, wherein the SU has means to 

sending a message to the LCS indicating that the SU is requesting to 

store a copy of a content data set on a storage unit of the LCS, said 

message including information about the identity of the SU, and wherein 

the LCS comprises: 

means to analyze the message from the SU to confirm that the SU 

is authorized to use the LCS; 

means receive a copy of the content data set; 

means to determine if a robust open watermark is embedded in the 

content data set, and to extract the robust open watermark if [[is]] it is 

determined that one exists; 

means to analyze any extracted robust open watermarks to 

determine if the content data set can be authenticated; 
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means to permit the storage of the content data set on a storage 

unit of the LCS if i) the LCS authenticates the content data set, or ii) the 

LCS determines that no robust open watermark is embedded in the 

content signal. 

13. (currently amended) The system of claim 4, further comprising at least one 

SU, each such SU being capable of communicating with the LCS, and 

being capable of using only data which has been authorized for use by the 

SU or which has been determined to be legacy content such that the data 

contains no additional information to permit authentication. 

14. (original) The system of claim 5, wherein the LCS further comprises: 

means to embed at least one robust open watermark into a copy of 

content data, said watermark indicating that the copy is authenticated; 

means to embed a second watermark into the copy of content data, 

said second watermark being created based upon information comprising 

information uniquely associated with the LCS; and 

means to embed a third watermark into the copy of content data, 

said third watermark being a fragile watermark created based upon 

information which can enhance the use of the content data on one or more 

SUs. 

15. (original) The system of claim 5, wherein the LCS further comprises: 

means for encrypting or scrambling content data, such that content 

data may be encrypted or scrambled before it is stored in the rewritable 

storage medium. 

16. (currently amended) A system for creating a secure environment for digital 

content, comprising: 

a Secure Electronic Content Distributor (SECD); 
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a Local Content Server (LCS); 

a communications network interconnecting the SECD to the LCS; 

and 

a Satellite Unit (SU) capable of interfacing with the LCS; 

said SECD comprising: a storage device for storing a plurality of 

data sets; an input for receiving a request from the LCS to purchase a 

selection of at least one of said plurality of data sets; a transaction 

processor for validating the request to purchase and for processing 

payment for the request; a security module for encrypting or otherwise 

secur[[itiz]]ing the selected at least one data set; and an output for 

transmitting the selected at least one data set that has been encrypted or 

otherwise secured for transmission over the communications network to 

the LCS; 

said LCS comprising: a domain processor; a first interface for 

connecting to a communications network; a second interface for 

communicating with the SU; a memory device for storing a plurality of data 

sets; and a programmable address module which can be programmed 

with an identification code uniquely associated with the LOS; and 

said SU being a portable module comprising: a memory for 

accepting secure digital content from a LCS, said digital content 

comprising data which can be authorized for use or which has been 

determined to be legacy content such that the data contains no additional 

information to permit authentication; an interface for communicating with 

the LCS; and a programmable address module which can be programmed 

with an identification code uniquely associated with the SU. 

17. (currently amended) A [[M]]method for creating a secure environment for 

digital content for a consumer, comprising the following steps: 

sending a message indicating that a user is requesting a copy of a 

content data set; 
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retrieving a copy of the requested content data set; 

embedding at least one robust open watermark into the copy of the 

requested content data set, said watermark indicating that the copy is 

authenticated; 

embedding a second watermark into the copy of the requested 

content data set, said second watermark being created based upon 

information transmitted by the requesting user; 

transmitting the watermarked content data set to the requesting 

consumer via an electronic network; 

receiving the transmitted watermarked content data set into a Local 

Content Server (LCS) of the user; 

extracting at least one watermark from the transmitted watermarked 

content data set; [[and]] 

permitting use of the content data set if the LCS determines that 

use is authorized[H] ; and 

permitting use of the content data set at a predetermined quality 

level, said predetermined quality level having been set for legacy content if 

the LCS determines that use is not authorized. 

18. (currently amended) The [jM]]method of claim 17, wherein the step of 

permitting use of the content data set if the LCS determines that use is 

authorized comprises: 

checking to see if a watermark extracted from the content data set 

includes information which matches unique information which is 

associated with the user; and 

permitting the storage of the content data set in a storage unit for 

the LCS. 

19. (currently amended) The RMEmethod of claim 17, further comprising: 

connecting a Satellite Unit (SU) to an LCS, 
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and wherein the step of permitting use of the content data set if the LCS 

determines that use is authorized comprises: 

checking to see if a watermark extracted from the content data set 

includes information which matches unique information which is 

associated with the user; and 

embedding a watermark into the content data set using information 

that is associated with the user and information that is associated with an 

SU; 

delivering the content data set to the SU for its use. 

20. (currently amended) A RIV1iimethod for creating a secure environment for 

digital content for a consumer, comprising the following steps: 

connecting a Satellite Unit to a[[n]] local content server (LCS), 

sending a message indicating that the SU is requesting a copy of a 

content data set that is stored on the LCS, said message including 

information about the identity of the SU; 

analyzing the message to confirm that the SU is authorized to use 

the LCS; and 

retrieving a copy of the requested content data set; 

assessing whether a secured connection exists between the LCS 

and the SU; 

if a secured connection exists, embedding a watermark into the 

copy of the requested content data set, said watermark being created 

based upon information transmitted by the SU and information about the 

LCS; and 

delivering the content data set to the SU for its use, said content 

data set delivered at a predetermined quality level, said predetermined 

quality level having been set for legacy content if the LCS determines that 

use is not authorized. 
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21. (currently amended) The UMfimethod of claim 20, further comprising: 

embedding an open watermark into the content data to permit 

enhanced usage of the content data by the user. 

22. (currently amended) The [[M]lmethod of claim 21, further comprising: 

embedding at least one additional watermark into the content data, 

said at least one additional watermark being based on information about 

the user, the LCS and an origin of the content data, said watermark 

serving as a forensic watermark to permit forensic analysis to provide 

information on the history of the content data's use. 

23. (original) The method of claim 20, wherein the content data can be stored at 

a level of quality which is selected by a user. 

24. (currently amended) A [[M]]method for creating a secure environment for 

digital content for a consumer, comprising the following steps: 

connecting a Satellite Unit (SU) to a[[n]] local content server (LCS), 

sending a message indicating that the SU is requesting a copy of a 

content data set that is stored on the LCS, said message including 

information about the identity of the SU; 

analyzing the message to confirm that the SU is authorized to use 

the LCS; and 

retrieving a copy of the requested content data set; 

assessing whether a secured connection exists between the LCS 

and the SU; 

if a secured connection exists, embedding a watermark into the 

copy of the requested content data set, said watermark being created 

based upon information transmitted by the SU and information about the 

LCS; and 
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delivering the watermarked content data set to the SU for its use, 

said watermarked content data set delivered at a predetermined quality 

level, said predetermined quality level having been set for legacy content if 

the LCS determines that use is not authorized. 

25. (original) The method of claim 24, further comprising: 

embedding at least one robust open watermark into the copy of the 

requested content data set before the requested content data is delivered 

to the SU, said watermark indicating that the copy is authenticated. 

26. (original) The method of claim 25, wherein the robust watermark is 

embedded using any one of a plurality of embedding algorithms. 

[[26.]] 27. (original) The method of claim 24, further comprising: 

embedding a watermark which includes a hash value from a one-

way hash function generated using the content data. 

[[27.]] 28. (original) The method of claim 25, wherein the robust watermark can 

be periodically replaced with a new robust watermark generated using a 

new algorithm with payload that is no greater than that utilized by the old 

robust watermark. 

[[28.]] 29. (original) The method of claim 24, further comprising the step of: 

embedding additional robust open watermarks into the copy of the 

requested content data set before the requested content data is delivered 

to the SU, using a new algorithm; and 

re-saving the newly watermarked copy to the LCS. 

[[29.]] 30. (original) The method of claim 24, further comprising the step of: 
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saving a copy of the requested content data with the robust 

watermark to the rewritable media of the LCS. 

[[30.]] 31. (original) A [[M]]method for creating a secure environment for digital 

content for a consumer, comprising the following steps: 

connecting a Satellite Unit (SU) to a[[n]] local content server (LCS), 

sending a message indicating that the SU is requesting to store a 

copy of a content data on the LCS, said message including information 

about the identity of the SU; 

analyzing the message to confirm that the SU is authorized to use 

the LCS; and 

receiving a copy of the content data set; 

assessing whether the content data set is authenticated; 

if the content data is unauthenticated, denying access to the LCS 

storage unit; and 

if the content data is not capable of authentication, accepting the 

data at a predetermined quality level, said predetermined quality level 

having been set for legacy content. 
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Conclusion 

Applicant maintains that this application is in condition for allowance, and 
such disposition is earnestly solicited. If the Examiner believes that an interview 
with the Applicant', either by telephone or in person, would further prosecution of 
this application, we would welcome the opportunity for such an interview. 

It is believed that no other fees are required to ensure entry and 
consideration of this response. 

Respectfully submitted, 

Date: February 7, 2007 By: 

Sco . Moskowitz 
Tel (305) 956-9041 
Fax# (305) 956-9042 

For Blue Spike, Inc. 

Sco Moskowitz 
P esident 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Appl. No. 10/049,101 
Applicant Scott A. MOSKOWITZ et al. 
Filed July 23, 2002 
TC/A.U. 2131 
Examiner Jeremiah AVERY 

Docket No. 80408.0011 

MAIL STOP AMENDMENT 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Confirmation No. 8028 

INFORMATION DISCLOSURE STATEMENT 

Dear Sir: 

Applicants submit copies of the references listed on the attached SB08 Form for 

consideration and request that the U.S Patent and Trademark Office make them of 

record in this application. 

Applicants state the following: 

❑ Each item of information contained in this Information Disclosure 

Statement was cited in a communication from a foreign patent office in a counterpart 

foreign application not more than three months prior to the filing of the Information 

Disclosure Statement; or 

❑ No item of information contained in this Information Disclosure Statement 

was cited in a communication from a foreign patent office in a counterpart foreign 

application, and to the knowledge of Applicant(s) no item of information contained in this 

Information Disclosure Statement was known to any individual designated in § 1.56(c) 

more than three months prior to the filing of this Information Disclosure Statement. 
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Appl. No. 10/049,101 
Information Disclosure Statement dated April 17, 2007 

In accordance with 37 C.F.R. § 1.97(b), this Information Disciosure 

Statement is believed to be submitted prior to issuance of a first Office Action and/or 

within three months of the filing date of the application. It is respectfully submitted that 

no fee is required for consideration of this information. 

This Information Disclosure Statement is being submitted after the mailing 

of a non-final Office Action. but is believed to be prior to a final Office Action or a Notice 

of Allowance. Pursuant to 37 C.F.R. § 1.97(c), payment in the amount of $180.00 as 

set forth in 37 C.F.R. § 1.17(p) is enclosed. 

While the information and references disclosed in this Information Disclosure 

Statement are submitted pursuant to 37 C.F.R. § 1.56, this submission is not intended 

to constitute an admission that any patent, publication or other information referred to is 

"prior art" to this invention. Applicants reserve the right to contest the "prior art" status 

of any information submitted or asserted against the application. 

Additionally, Applicant wishes to inform the Examiner of the existence of the 

following co-pending U.S. patents and patent applications that share a common inventor 

with the present application: 

EXAMINER'S INITIALS: 

  U.S. Patent Application No. 08/999,766, filed July 23, 1997, entitled 
"Steganographic Method and Device"; 

  EPO Application No. 96919405.9, entitled "Steganographic Method 
and Device'' ; 

U.S. Patent Application No. 11/050,779, filed February 7, 2005, 
entitled "Steganographic Method and Device"; 

  U.S. Patent Application No. 08/674,726, filed July 2, 1996, entitled 
"Exchange Mechanisms for Digital information Packages with 
Bandwidth Securitization, Multichannel Digital Watermarks, and 
Key Management"; 
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Appl. No. 10/049,101 
Information Disclosure Statement dated April 17, 2007 

  U.S. Patent Application No. 09/545,589, filed April 7, 2000, entitled 
"Method and System for Digital Watermarking"; 

  U.S. Patent Application No. 11/244,213, filed October 5, 2005, 
entitled "Method and System for Digital Watermarking"; 

  U.S. Patent Application No. 11/649,026, filed January 3, 2007, 
entitled "Method and System for Digital Watermarking"; 

  U.S. Patent Application No. 09/046,627, filed March 24, 1998, 
entitled "Method for Combining Transfer Function with 
Predetermined Key Creation"; 

  U.S. Patent Application 10/602,777, filed June 25, 2003, entitled 
"Method for Combining Transfer Function with Predetermined Key 
Creation"; 

  U.S. Patent Application No. 09/053,628, filed April 2, 1998, entitled 
"Multiple Transform Utilization and Application for Secure Digital 
Watermarking"; 

  U.S. Patent Application No. 09/644,098, filed August 23, 2000, 
entitled "Multiple Transform Utilization and Application for Secure 
Digital Watermarking"; 

  Jap. App. No.2000-542907, entitled "Multiple Transform Utilization 
and Application for Secure Digital Watermarking"; 

  U.S. Patent ApOcatbn No. 09/767,733, filed January 24, 2001, 
entitled "Multiple Transform Utilization and Application for Secure 
Digital Watermarking"; 

  U.S. Patent Application No. 11/358,874, filed February 21, 2006, 
entitled "Multiple Transform Utilization and Application for Secure 
Digital Watermarking"; 

  U.S. Patent Application No. 10/417,231, filed April 17, 2003, entitled 
"Methods, Systems And Devices For Packet Watermarking And 
Efficient Provisioning Of Bandwidth"; 

  U.S. Patent Application No. 09/789,711, filed February 22, 2001, 
entitled "Optimization Methods for the Insertion, Protection, and 
Detection of Digital Watermarks in Digital Data"; 

  U.S. Patent Application No. 11/497,822, filed August 2, 2006, 
entitled "Optimization Methods for the Insertion, Protection, and 
Detection of Digital Watermarks in Digital Data"; 

  U.S. Patent Application No. 11/599.964, filed November 15, 2006, 
entitled "Optimization Methods for the Insertion, Protection, and 
Detection of Digital Watermarks in Digital Data"; 

  U.S. Patent Application No. 11/599,838, filed November 15, 2006, 
entitled "Optimization Methods for the Insertion, Protection, and 
Detection of Digital Watermarks in Digital Data"; 
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Appl. No. 10/049,101 
Information Disclosure Statement dated April 17, 2007 

  U.S. Patent Application No. 10/369,344, filed February 18, 2003, 
entitled "Optimization Methods for the Insertion, Protection, and 
Detection of Digital Watermarks in Digitized Data"; 

  U.S. Patent Application No. 11/482,654, filed July 7, 2006, entitled 
"Optimization Methods for the Insertion, Protection, and Detection 
of Digital Watermarks in Digitized Data"; 

  U.S. Patent Application No. 09/594,719, filed June 16, 2000, entitled 
"Utilizing Data Reduction in Steganographic and Cryptographic 
Systems"; 

  U.S. Patent Application No. 11/519,467, filed September 12, 2006, 
entitled "Utilizing Data Reduction in Steganographic and 
Cryptographic Systems"; 

  U.S. Patent Application No 09/731,040, filed December 7, 2000, 
entitled "Systems, Methods And Devices For Trusted 
Transactions"; 

  U.S. Patent Application No 11/512,701, filed August 29, 2006, 
entitled "Systems, Methods And Devices For Trusted 
Transactions"; 

  U.S. Patent Application No. 10/049,101, filed February 8, 2002, 
entitled "A Secure Personal Content Server" (which claims priority 
to International Application No. PCT/UIS00/21189, filed August 4, 
2000, which claims priority to U.S. Patent Application No. 
60/147,134, filed August 4, 1999, and to U.S. Patent Application 
No. 60/213,489, filed June 23, 2000); 

  PCT Application No. PCT/US00/21189, filed August 4, 2000, 
entitled, "A Secure Personal Content Server"; 

  U.S. Patent Application No. 09/657,181, filed September 7, 2000, 
entitled "Method And Device For Monitoring And Analyzing Signals" 

  U.S. Patent Application No. 10/805,484, filed March 22, 2004, 
entitled "Method And Device For Monitoring And Analyzing 
Signals"(which claims priority to U.S. Patent Application No. 
09/671,739, filed September 29, 2000, which is a CIP of U.S. 
Patent Application No. 09/657,181); 

  U.S. Patent Application No. 09/956,262, filed September 20, 2001, 
entitled "Improved Security Based on Subliminal and Supraliminal 
Channels For Data Objects"; 

  U.S. Patent Application No. 11/518,806, filed September 11, 2006, 
entitled "Improved Security Based on Subliminal and Supraliminal 
Channels For Data Objects" 

  U.S. Patent Application No. 11/026,234, filed December 30, 2004, 
entitled "Z-Transform Implementation of Digital Watermarks"; 
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Appl. No. 10/049,101 
Information Disclosure Statement dated April 17, 2007 

  U.S. Patent Application No. 11/592,079, filed November 2, 2006, 
entitled "Linear Predictive Coding Implementation of Digital 
Watermarks"; 

  U.S. Patent Application No. 09/731,039, filed December 7, 2000, 
entitled "System and Methods for Permitting Open Access to Data 
Objects and for Securing Data within the Data Objects"; 

  U.S. Patent Application No. 11/647,861, filed December 29, 2006, 
entitled "System and Methods for Permitting Open Access to Data 
Objects and for Securing Data within the Data Objects"; 

  U.S. Patent No. 5,428,606, issued June 27, 1995, entitled "Digital 
Commodities Exchange"; 

U.S. Patent No. 5,539,735, issued July 23, 1996, entitled "Digital 
Information Commodities Exchange"; 

U.S. Patent No. 5,613,004, issued March 18, 1997, entitled 
"Steganographic Method and Device"; 

U.S. Patent No. 5,687,236, issued November 11, 1997, entitled 
"Steganographic Method and Device"; 

U.S. Patent No. 5,745,569, issued April 28, 1998, entitled "Method for 
Stega-Protection of Computer Code"; 

U.S. Patent No. 5,822,432, issued October 13, 1998, entitled "Method for 
Human Assisted Random Key Generation and Application for Digital 
Watermark System"; 

  U.S. Patent No. 5,889,868, issued July 2, 1996, entitled "Optimization 
Methods for the Insertion, Protection, and Detection of Digital Watermarks 
in Digitized Data"; 

  U.S. Patent No. 5,905,800, issued May 18, 1999, entitled "Method & 
System for Digital Watermarking"; 

  U.S. Patent No. 6,078,664, issued June 20, 2000, entitled "Z-Transform 
Implementation of Digital Watermarks"; 

  U.S. Patent No. 6,205,249, issued March 20, 2001, entitled "Multiple 
Transform Utilization and Application for Secure Digital Watermarking"; 

  U.S. Patent No. 6,522,767, issued February 18, 2003, entitled 
"Optimization Methods for the Insertion, Protection, and Detection of 
Digital Watermarks in Digitized Data"; 

  U.S. Patent No. 6,598,162, issued July 22, 2003, entitled "Method for 
Combining Transfer Function with Predetermined Key Creation"; 
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Appl. No. 10/049,101 
Information Disclosure Statement dated April 17, 2007 

U.S. Patent No. 6,853,726, issued February 8, 2005, entitled "Z-Transform 
Implementation of Digital Watermarks"; 

U.S. Patent No. 7,007,166, issued February 28, 2006, entitled "Method & 
System for Digital Watermarking"; 

  U.S. Patent No. 7,035,049, issued April 25, 2006, entitled "Multiple 
Transform Utilization and Application for Secure Digital Watermarking"; 

  U.S. Patent No. 7,095,874, issued August 22, 2006, entitled "Optimization 
Methods for the Insertion, Protection, and Detection of Digital Watermarks 
in Digitized Data"; 

  U.S. Patent No. 7,107,451, issued September 12, 2006, entitled 
"Optimization Methods for the Insertion, Protection, and Detection of 
Digital Watermarks in Digital Data"; 

  U.S. Patent No. 7,123,718, issued October 17, 2006, entitled, "Utilizing 
Data Reduction in Steganographic and Cryptographic Systems"; 

  U.S. Patent No. 7,127,615, issued October 24, 2006, "Improved Security 
Based on Subliminal and Supraliminal Channels for Data Objects"; 

  U.S. Patent No. 7,152,162, issued December 19, 2006, entitled "Z-
Transform Implementation of Digital Watermarks"; 

  U.S. Patent No. 7,159,116, issued January 2, 2007, entitled 
"Systems, Methods and Devices for Trusted Transactions"; 

U.S. Patent No. 7,177,429, issued February 13, 2007, entitled 
"System and Methods for Permitting Open Access to Data Objects 
and for Securing Data within the Data Objects" 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information 

Disclosure Statement shall not be construed to mean that a search has been made or 

that no other material information as defined in 37 C.F.R. § 1.56(a) exists. This 

Information Disclosure Statement is in compliance with 37 C.F.R. § 1.98 and the 

Examiner is respectfully requested to consider the listed documents and information. 

Respectfully submitted, 

Date: April 17, 2007 By: 

6 of 7 

DISH - Blue Spike-408
Exhibit 1010, Page 0268



Appl. No. 10/049,101 
Information Disclosure Statement dated April 17, 2007 

Scott/A. Moskowitz 
Tel# (305) 956-9041 
Fax# (305) 956-9042 

For Blue Spike, Inc. 

Scot . Moskowitz 
Pr sident 
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Application Number 

Filing Date 
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Art Unit 

Examiner Name 
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10/049,101 
July 23, 2002 
Scott A. MOSKOWITZ et al. 
2131 
Jeremiah AVERY 
80408.0011 

NON PATENT LITERATURE DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue 

number(s), publisher, city and/or country where published. 
T2

Schneier, Bruce, Applied Cryptography, 2nd Ed., John Wiley & Sons, pp. 
9-10, 1996 

J---
Menezes, Alfred J., Handbbok of Applied Crypography, CRC Press, p. 46, 

1997 

Merriam-Webster's Collegiate Didtionary, 10th Ed., Merriam Webster, Inc.,:
p.207 i 

! 
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Copeland, et al., Real Options:A Practioner's Guide, 2001 pp. 106-107, 
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Communication?" presented MIT Workshop on Internet Economics, .Mar. 
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„ 

.,__,, 
LOW, S.H., "Equilibrium Allocation and Pricing of Variable Resources 

Among User-Suppliers", 1988. http://www.citesear.nj.nec.com/366503.html

Caronni, Germano, "Assuring Ownership Rights for Digital Images", 
published proceeds of reliable IT systems, v15 '95, H.H. Bruggemann and 
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Watermarks", Proc. of the european conf. on Mulitmedia Applications, 
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gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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T2

Gruhl,Daniel et al.,Echo Hiding. In Proceeding of the Workshop on 
Information Hiding. No. 1174 in Lecture Notes in Computer 
Science.Cambri_clqe.Enalan (May/ June 19961

Oomen,A.W.J: et al., A Variable Bit Rate Buried Data Channel for 
Compact Disc.. J.Audio Eng.Sc.,Vol.43,No.1/2,pp. 23-28 (1995). 

Ten Kate,W. et al., A New Surround-Stereo-Surround Coding Techniques, 
J. Audio Eng.Soc.,Vol. 40,No. 5,pp. 376-383 (1992) 

Gerzon, Michael et al., A High Rate Buried Data Channel for Audio CD, 
presentation notes, Audio Engineering Soc. 94th Convention (1993). 

Sklar,Bernard, Digital Communications, pp. 601-603 (1988) 

Jayant, N.S. et al., Digital Coding of Waveforms, Prentice Hall Inc., 
Englewood Cliffs, NJ, pp. 486-509 (1984) 

Bender, Walter R. et al., Techniques for Data Hiding, SPIE Int. Soc. Opt. 
Eng., Vol. 2420, pp. 164-173, 1995. 

Zhao, Jian et al., Embedding Robust Labels into Images for Copyright 
Protection, (xp 000571976), pp. 242-251, 1995. 

Menezes, Alfred J., Handbook of Applied Cryptography, CRC Press, p. 
175, 1997. 

Schneier, Bruce, Applied Cryptography, 1st Ed., pp. 67-68, 1994. 

Examiner Datc 
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Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Abstract 
35120 

As we move into an age of widespread availability and 

distribution of digital video content, the content 
production industry has justifiable concerns about 
copyright violations; digital copies are simple, cheap 

and exact. Embedded invisible digital watermarks 

have been discussed and proposed in the past as a 

means of providing proof of ownership in cases where 

digital video copyright violations are claimed. 
However, previous solutions have suffered from a lack 

of true security and unmanageable limitations such as 

the requirement to have an authenticated original 
present when reading a watermark. In this paper, a 

new watermarking solution is described, based on a 
unique data randomisation approach, which provides 
excellent security while simultaneously achieving 
invisibility of the watermark and robustness to picture 
manipulation and distortion. The solution is easily 
implemented, tolerant of video compression and even 

digital-to-analogue and analogue-to-digital 
conversion, yet does not require availability of the 
original content to read the watermark. 

I. Introduction 

Provision of copyright protection for digital video 
source material is a concern for the owners of 
multimedia content worldwide. This is because a 

digital copy is an exact duplicate. There is no 
degradation introduced by copying, in contrast to 
copying of analogue video. One method of protecting 
the intellectual property rights of digital video is 

through the use of digital watermarking technology 

[6). A watermark is a means of sending information 

embedded into the digital content, to identify the 

owner of that content. The watermark is checked 
whenever the legal right to use the content is 
questioned. Visible watermarks arc commonly seen on 
TV broadcasts, in the form of the broadcaster's logo, 
visibly overlaid on the displayed picture in a corner. 
Whilst useful for the purposes of broadcaster 
identification, visible watermarks arc not suitable for 
copyright protection as they do not offer a high level 

Now with Divicom. USA. 

of security. A visible watermark of this type can be 
removed or rendered ineffective using simple signal 
processing techniques. 

An invisible watermark is preferable for copyright 
protection. In this case, data is embedded into the 
image content using signal processing techniques 
generally based upon spread spectrum technology. 
Though invisible to the viewer, the embedded 
watermark must be robust (still can be extracted even 
after, for example, digital compression, multiple 
generation recording or digital to analog and analog to 
digital conversion) and secure (cannot be removed by 
deliberately manipulating the picture). The technology 
proposed in this paper to achieve these objectives, 
unlike several other known approaches [I] [21, does 
not require the presence of the original when the 
watermark is to be read. This is an important feature; 
without it, it would be necessary, before even trying to 
read any embedded watermark, to identify (manually 
or perhaps with some machine assistance) not just the 
title of the original material, but also the exact 
segment within it. This would make the process very 
costly and probably impractical, since it implies 
trusted third parties with potentially massive archives 
of copies of original material, along with the processes 
to attempt to match segments in dispute. 

2. Watermarking based upon Transform 
Techniques 

Watermark data can be embedded into an image or 
image sequence using transform domain techniques. 
In this approach, an orthogonal transform is applied to 
the spatial domain image data to produce a set of 
transform coefficients. A subset of these are selected 
for modification based upon the watermark data, as 
shown in Figure 1. For example, the modification 
could take the form of incrementing selected 
transform coefficients to encode logic 1 and 
decrementing coefficients to encode logic 0. An 
inverse transform is then applied to reconstruct the 
watermarked spatial domain data. 

0-78034984-9/98/00.00 C1998 IEEE. 
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Input 
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Watermark 

O 
a 

Mod tiestbon of 
selected coefficients 

Figure 1. Transform based 

In the spatial domain, the watermark consists of a 

noise-like sequence, the characteristics of which are 

determined by the transform used, which coefficient(s) 

have been modified, the magnitude of the 

modification and the statistics of the image being 
watermarked. The Discrete Cosine Transform (DCT), 
Walsh-Hadamard Transform (WHT), Discrete Fourier 

Transform (DFT) and Daubechy Wavelet Transform 

(DWT) have all been proposed as transform 

operations suited to the watermarking application [1) 

[21. 

To ensure that the watermark is robust using the above 
mentioned transforms, modifications should be 
performed on transform coefficients that contain 
significant energy. Otherwise they could be 
removed/degraded without impacting on the picture 

quality. On the other hand, if the watermark is to be 
essentially invisible and hidden from deliberate 

attempts to find and remove or alter it, the 
modifications should be small and applied to 
insignificant coefficients. It is apparent that the 

robustness, invisibility and security requirements are 

conflicting. Typically, the size and location of 
modifications to coefficients are image sequence 
dependent and so the original image or image 
sequence is required as a reference in the watermark 
reading operation. Such a watermark cart only be used 
for a copyright protection application if the original 

image or image sequence is certified by a trusted third 

party. A successfully extracted watermark on its own 

does not provide proof of ownership, since two parties 

could each extract their own watermarks from their 

own copies of what they claim is the original. Clearly, 

such a restriction limits the usefulness of this 
technology for protecting the intellectual property for 

the owners of the digital video content. 

3. Transform Permuted Watermarking 

The transform based watermarking procedure 
previously described has some similarities to spread 
spectrum communications. The spatial frequency 
content of the image or image sequence can be 
considered as the communication channel while the 
watermark is the signal to be transmitted. The purpose 

Inverse 
Transform 

Output 
picture 

(watermarked) 

watermark write operation. 
of the inverse transform is to perform an energy 

spreading operation, transmitting the narrowband 

signal over a larger bandwidth. It is apparent, 

however, that the proposed transforms have spectral 

characteristics that are quite the inverse ,of what is 

required by a system based upon spread spectrum 

technology. In fact, the DCT, WHT and DWT have 

all found applications in image compression where it 

is desirable, for a given coded bitrate, to contain 

signal energy to the least number of transform 

coefficients. That is, they perform entry/ compaction. 

In contrast, we shall show that performance benefits 

can be obtained if the transform operation in question 

has an ;nem spreadinR capability. 

The watermarking solution proposed in this paper 

relies on an energy spreading transform which is 

unique to each content producer, or distributor or, if 
required, even to each piece of content (eg. movie)1. 

One approach to energy spreading is to apply a 

pseudo-random reversible function to the image data, 

prior to the application of the analysis transform. This 

function performs a spectral whitening operation on 

the image data that is repeatable, even in the presence 

of noise and/or distortion. Many pseudo-random 

functions could be used, but one that offers good 

performance in terms of its noise rejection capability, 

spectral whitening performance and simplicity of 

implementation is a permutation of the data block 

based upon a keyed random number generator. This 

approach is termed TPW (Transformed Permutation 

Watermarking)]. 

The TPW watermark insertion procedure is illustrated 

in Figure 2. 

The last example here (unique code for each piece of 

content) is not recommended. Since the code must be 

known before the watermark can be read, this requires 

identification of the likely title before a watermark check 

can be carried out. If it is necessary to individually mark 

each piece of content, this is probably best done by 

alternating two watermarks • one unique to the content 

owner, and one unique to the content. 
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Figure 2. Transform permuted watermark write operation 

In an alternative interpretation, the combined 
data permutation and transform operation is 
equivalent to, in the one dimensional case, a 
permutation of the columns making up the basis 
matrix of the transform in question. Each 
permutation will therefore yield an orthogonal 
transform, hence the number of transforms 
contained in the set is equal to the number of 
available permutations. Using this interpretation, 
the security of the watermark relies not just on 
which transform coefficient has been modified to 
contain the watermark data, but also on which 
member of the set of available transforms has 
been used, and this is determined by a random 
number seed. Without knowing the seed that 
defines the permutation, the watermark cannot 
be read. 
The inclusion of this permutation in front of the 
cnergy compaction transform block has 
extensive system implications. 

(i) Location of transform coefficient for 
modification. The generated AC transform 
coefficients (i.e. all coefficients except the one 
that contains the block average) have 
approximately equal variances. A permute 
operation is selected that performs a spectral 
whitening which flattens the PSI) (Power 
Spectral Density) of the data block. Because the 
AC coefficient magnitudes are comparable, 
modifications for watermark insertion can be 
comparable, independent of the transform 
coefficient selected. It will therefore produce 
comparable distortion (calculated using the 
Mean Squared Error distortion criteria) in the 
reconstructed data block. The watermarking 
procedure is therefore not sensitive to the choice 
of transform coefficient(s) for modification. 

The selection of transform coefficient(s) for 
modification must be deterministic and be 
determined by a pseudo random process. 
Security from the possibility of a statistical 
attack on the watermarked data is maximised in 
this case by ensuring that the same transform 
coefficient in subsequent blocks is not always 
used to contain watermark data. 

(ii) Method of transform coefficient 
modification. The modification of transform 
coefficients can reduce to a simple operation that 
is independent of the transform coefficient 
selected (i.c. it does not have to change 
according to some energy distribution) This 
allows a watermark reading operation that is low 
in complexity and which does not require access 
to the original source material. A data watermark 
bit could be represented by the sign of a selected 
transform coefficient. A transform coefficient 
value greater than or equal to zero could 
represent logic zero and values less than zero 
represent logic one. Transform coefficient(s) 
need only be modified if necessary, to ensure 
that the sign (+/-) corresponds to the digital bit 
to be embedded (1/0). While the sign determines 
the watermark data, the magnitude determines 
the strength of the watermark (that is, its 
robustness, but also its visibility). Thc 
watermark can therefore be tuned for particular 
application requirements. Apart from its 
simplicity, this method of coefficient 
modification offers the advantage that it does not 
require the presence of the original image or 
image sequence as a reference in the watermark 
read operation. Thc embedded watermark and/or 
the original image sequence therefore do not 
need to be verified by a certification authority. 

A diagram illustrating the TPW write and read 
procedure for a single watermark data bit is 
shown in Figure 3. 

4 Read Synchronisation and Watermark 
Validation 

To provide copyright protection for a complete 
image sequence requires repetition of the 
watermark data bits making up a watermark 
message throughout the image sequence. To 
minimise vulnerability to long term statistical 
analysis of the picture signal (e.g. a very long 
term average of picture values might eliminate 
the picture but leave behind the watermark) the 
starting location of each packet of watermark 
data can be randomised. The watermark reader 
therefore needs to achieve synchronisation 
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before the message data can be read. 
Synchronisation can be accomplished by 
prepending a relatively short header in the 
watermark message data that provides details 
such as the length of the message. The header is 
of fixed length (known by the watermark reader), 
and is appended with a Cyclic Redundancy Code 
(CRC). Random numbers are also included in 
the watermark header data to ensure that the 

Key 

Widarrauttlaaditta 

Start

Segment digital 
media data 

Permute media 
data segment 

Transform data 

Extract selected transform 
coefficient and determine 

statement date bit 

(End

contents (and CRCs) change with time. The 
header bits arc inserted in the same manner as 
the watermark message data. At the 
commencement of the watermark read operation, 
a search is made for the header and, once found, 
it provides information concerning the starting 
location of the watermark message data. The 
packet based structure of the watermark data is 
illustrated in figure 4. 

Kay 

Watarrniftwrit trig 

Start) 

Segment digital 
niscrla darts 

Permute media 
data segment 

Transform data 

Extract selected transform 
coefficient and modify 
with watermark data 

Inverse transform 
data 

Inverse Permute 
data

(End 

Figure 3 Block diagram for transform based watermark read and write operation 

Picture n-1 Picture n Picture net Picture n42 

...1000110100t10111010010110101000101011110101001011001010010010-. 

header 1 Watermark 

Size I Padding CRC t Watermark contents I CRC I L Size I 

t 
Randomised offset 

Figure 4 Packet based structure of watermark data. 

When the watermark is read, it may be subject to 
a very high error rate due to distortion the 
picture may have undergone and because we 
deliberately try to keep the magnitude or 
strength of the watermark small to minimise its 
visibility in the image sequence. Another CRC is 
therefore included with the watermark message 
data. It is on the basis of this CRC that the 
watermark reader validates the watermark 
message. If the CRC is valid, the watermark 
message (identifying number or ASCII string) 
can be shown and used for identification 
purposes. 

5 Error correction and robustness to multiple 
picture formats 

While the original picture might be watermarked 
at a high resolution near the production cnd of 
the delivery chain, it is important to protect 
against two common processes which would 
otherwise compromise the ability to read the 
watermark: 

• The picture could be reduced in vertical 
resolution for delivery at lower rate or via 
particular delivery systems (eg. "SlF" 
resolution). This could involve taking just 
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More recently, people arc hiding secret messages in graphic images. Replace :the 
least significant bit of each byte of the image with the bits of the message. The
graphical image won't changer appreciably—most graphics standards specify MON'. 
gradations of color than ther. htiman eye can notice—and the message can be stripped 
ou:t at the receiving end. Yi'itt Can store a 64-kilobyte message in a 1024 x 1024 greY :
scale picture this way. Several.puhlic-domain programs do this sort of thing. 

Peter Wayner's mimic functions obfuscate messages. These functions modify0.:
message so that its statistical profile resembles that of something else; the claSsi.. . 
fieds section of The New York Times, a play by Shakespeare, or a newsgroup on 'the:. 
Internet (1584,1585J. This type of steganography won't fool a person, but it might-. 
fool some big computers scanning the Internet for interesting messages. 

1.3 SUBSTITUTION CIPHERS AND TRANSPOSITION CIPHERS • • 
Before computers, cryptography consisted of character-based algorithms. Different 
cryptographic algorithms either substituted characters for one another or transposed 
characters with one another. The better algorithms did both, many times each. ;' 

Things are more complex these days, but the philosophy remains the.same. Tlhe 
primary change is that algorithms work on bits instead of characters. This is actu-
ally just a change in the alphabet size: from 26 elements to two elements. Most OA 
cryptographic algorithms still combine elements of substitution and transpositicA. 

Substitution Ciphers 
A substitution cipher is 'one in which each character in the plaintext is subs'!.i 

tuted for another character in the ciphertext. The receiver inverts the substitution 
on the ciphertext to recover the plaintext. 

Iri classical cryptography, there are four types of substitution ciphers: 

— A simple substitution cipher, or monoalphabetic cipher, is one in 
which each character of the plaintext is replaced with a correspond-
ing character of ciphertext. The cryptograms in newspapers are sim-
ple substitution ciphers. 

— A homophonic substitution cipher is like a simple substitution cryp-
tosystem, except a single character.of plaintext can map to one of sev-
eral characters of ciphertext. For example, "A" could correspond to 
either 5, 13, 25, or 56, "B" could correspond to either 7, 19, 31, or 42, 
and so on. , --

- A polygram substitution cipher is one in which blocks of characters 
are encrypted in groups. For example, "ABA" could correspond to 
"RTQ," "ABB" could correspond to "SLL," and so on. 

— A polyalphabetic substitution cipher is made up of multiple simple 
substitution ciphers:For example, there might be five different sim-
ple substitution ciphers used; the particular one used changes with 
the position of each character of the plaintext. 
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Ch. l Overview of Cryptography 
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tamper-resistant hardware. Steganography is that branch of information privacy which at-tempts to obscure the existence of data through such devices as invisible inks. Secret emit-panments, the use of subliminal channels, and the like. Kahn 16481 provides an historical account.of various stcganographic techniques. 
Excellent introductions to cryptography can be found in the articles by Di ffic and Hellman • [347]. Massey 1786), and Rivcst 11054). A. concise and elegant way to describe cryptog.rri.:•..phy was given by Rivest 11054): Cryptography is about communications in the presence of adveaaries. The taxonomy of cryptographic primitives (Figure 1.1) was derived from the'.. classification given by BOsselners, Govaerts. and Vandewalle (1751. 

The theory of functions is fundamental in modern mathematics. The term range is often ,.• used in place of image of a. function. The latter, being more descriptive, is preferred. An alternate term for one-to-one is infective; an alternate term for onto is surf ective. 
One-way functions were introduced by Diffie and Hellman (345). A more extensive hista6; is given on page 377. Trapdoor one-way functions were first postulated by Diffie and Hell man 1345) and independently by Merkle [850] as a means to obtain public-key encryption schemes; several candidate's arc given in Chapter 8. 

The basic concepts of cryptography are treated quite differently by various authors, some being more technical than others. Brassard 1192) provides a concise, lucid, and technically accurate account. Schneier [1094] gives a less technical but very accessible introduction. Salornaa (10893, Stinson [1178], and Rivest (1054] present more mathematical approaches. Davies and Price [3081 provide a very readable presentation suitable for the practitioner. 
The comp'arison of an encryption scheme to a rescuable combination lock is from Diffie and Hellman [347). Kerckhoffs' desiderata (668) were originally stated in French. The translation stated here is given in Kahn [648). Shannon [1121) also gives desiderata for encryption Schemes. 

Symmetric-key encryption has a very long history, as recorded by Kahn (648). Most sys-terns invented prior to the 1970s arc now of historical interest only. Chapter 2 of Denning (3261 is also a good source, for many of the more well known schemes such as the Caesar . cipher, Vigenere and Beaufort ciphers, rotor machines (Enigma and Hagelin), running key ciphers, and so on; see also Davies and Price 1308) and Konheim [705). Beker and Piper,. (84) give an indepth treatment, including cryptanalysis of several of the classical systems used in World War II. Shannon's paper [14 21] is considered the seminal work on secure communications. It is also an excellent source for descriptions of various well-known his.: torical symmetric-key ciphers. 
Simple substitution and transposition ciphers are the focus of §1.5. Hill ciphers (5571, a class of substitution ciphers which substitute blocks using-matrix methods, are coverod in Example 7.52. The idea of confusion and diffusion (Remark 1.36) was introduced by Shan-non 11121): •• 
Kahn [648) gives 1917 as the date when Vernam discovered the cipher which bears Ver-nam's name, hoWever, Vaunt did not publish the result until 1926 [1222]; see page 274 for further discOsion. Massey [786] states that reliable sources have suggested that the Moscow-Washington hot-line (channel for very high level communications) is no longer secured with a one-time pad, which has been replaced by a symmetric-key cipher requiring: - a much shorter key. This -change would indicate that confidence and understanding in the;' 
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4 1, t.t.;:•l
i• 

-• ai-

411 'ifi;1% 

h1
:!•.:$1 l .• riird,,, or potted plants derived from a perennial ,Composite 

N
•  J'.  ur lso,erio (turn:us) of the Canary Islands and having heart-shaped 

forma-- and clusiers of bright flower heads 

. • 

..-244.411. -- ''.-.  . rc.cciu 'nye\  4t he-2 Tsh can. opt the c‘r-s-rd-tra‘ tc(di-dfcar.d" —'ne'c' in-ednrh-L ry(18tt°•Ii).n: : 

't•••• 'Filial° 
.4 • ir , \ , -,,I.,.e..as\ odj (L cirge•ors. fr. ciner-. dais) (1661) 1 

al  tt , u
IA vity ti tled with black_ 2:t  resertobIngclf_co.nssiing of ashes t

.L:s N ii-na-ranl n IL ruler, onu.1(1948) a ember of two oily liquid 

tCtollno.t and c„u,,q, occurring esp, in the flowers of pyre. 

ckncoindp•vnsessing, insec ;.,
..
renlal properties

f 
lout '4 g Y'' 

\ PI 
-In ‘ 

NL fr. L' '"hdl'' 
It. cinFT' r  to

C.-. r -mote at aft01JREJ (1845) : on anatomical band eat encircling 

pat.:-•cin-go•late \-1Pl\adj

z ea....bar \•sg.na..,bir‘ n (;ef E cynabare. fr. MFR L: MF eenober. fr. L 

eboaboris fr. Ole klugabon. of non-JE origin; akin to Ar ;infer clone-
s "-

1114c) I : artificial red mercuric sulfide used esp. AS a pigment 2 

• .• ici, ,',•• salltVe red mercuric sulfide ligS that is the only imponant ore of 

" — cin•na•bar•inc \-triannri,..bir.inl ad) 

•••• exsubar moth n ft'. 1893): a European moth ITyria forohror) that 

,y,•.kis_bom introduced Into the western U.S. in attempts 10 control the 
• 

'5'fr,..,,,i burry roron on which its larvae feed — coiled also cinnabar 

13....... !.. c acid v"...,„„.,-rek.‘ n IF einnamique or cinnamon, fr. erg-

' • IT. 

r odorfen acid C,Ilcip t found esp. In cinnamon oil and storas awn, onnamon, fr. L cinnangomum) (ca. 1864) : a white crystalline 

''.-.. tia-aa-enon Vsr-na-mat'\ rt. often omit, (ME eynomone. fr. L rfn-

4raamonsurn. cinnamon. fr. Olt kinnamdmon. Ainnamon of nondE ori-

.1s,) ael15_ akin o )ieb qinndman ciortamonj (14c) 1 a : any of several 

..t4r4, "Jun trees (genus CM n unomting) of the laurel family b : an aromatic 

'ginit-4 giclic prepared from the drd isocr brak of a cinnamon (esp. C seyfoni• 

filllk allo : the bark 2: t lighayellowish brown 

t i ciastamon fern n 0818) : a large fern 4(2smundo cfnnamomea) with 

engin 1' • or tioa.serson-colored spore-bearing fronds shorter than and separate from 

,. • . ,:ar'a tbegroco foliage fronds 

.1.• the - - • "t,••• efacamon stunt n (1805)1 z5s0:11TE 

) 1 :.arn 'iy,:fir.aigaln Vsit).,kftn. tit  n [17, fr. coq Iivt, fr. L outflow( — more at 

le madder 'flrl(11182): a 5-line stanza 
ontainiiif tie-con-Ms( Virio-kwi-`chen-tiret n (1871) : an Italian of the cin-

61 :nail' t Oescoattot rip: a poet or artist of th.: .vriod 

r white . • ' I •giskoe-cen•to \,chin-kwi...chen-Q16. a (It, lit., five hundred. fr. (Inoue 

and ... gi,,, (It. t. .4„ utn,A,e) + Centa huncirrd; fr. 1. ernium --- more at NUN. 

lisorda f ...t.,(,746): the 16th century csp. .r Italian art and lifer°, sire 

delta-fon Vsiok.,16i), 'sonk-s a [M i: sink foil Ir. 

and mir(ie yro. ISEcinefotile. fr. L quinourfoliurn. Ir. 7 'Inoue five + 

.ess.aralai pi'. fodung Id — more at BLADE) (14c) 1 • any of a 

Lrf arc( 
Tr Of ti 

- 
:•,,st  (Pentad/1o) of herbs and shrub,, of the rose 
t 7 'Lan(1,  with 3-lobed leaves and 5-Pcialed flowers — 

,1 sash o n,;..t, also pountilla 2 : a design cmlascd by five 

•
r
t
r
o
l
f
ig:11,?..uos,t: r;',j t.

• 
talk 

phew Who-1324,1rib\ n (pah. It. 1i dial.) (1936) 

the slog bar a dish of fish and shellfish cooked USJ. with tomti-

t! ash 3 :i: . •• toes• wine, spices, and herbs 

i hot coda.({ l ber S'it-farS n. dun aurib (ME. h. MF rifer, fr. cinquefoil ( 

earning si ••5'41 441. elfin tr. Ar gf, empty, cipher. zero) !lac) 1 a 

. • •,..e.;, '1'213.0 la b  their has no weight, worth, or influence : NONENTITY 

• ,.• ii•,.., kl a : a method of transforming a text in order to conceal its meaning 

block 0.0: ...-41, • •••4 compare coot 3b b : a message in code 3 : ARABIC NUMERAL 4 

, ,i,k ,;..• •ri ornbinarion of symbolic letters; cap : the interwoven initials of a 

ccumulgra 41' ' ,... • . 
. ,,',r ti. Zia Pisa lb cl•pherecl: cl•pher-ing Vfla-lrin\ vi (ca. 1530) : to use 

.le heroics. 'a(ora in a ma themric„sf process Y.-. yr 3: ENCTrialt -2: to compute 

led tor . trukanoicay 

: one a ., ti•jase14t21 Val-far-,tekst\ n (1939): the cnciphercd form of a teal or 

i ty to borter.-•;,;:k 
 • 

„...?!.ks dements — compare rt..41NTOrr 

.f ° r.5..g.w.°°„,,. ,Ys2r•ka‘ prep IL tr. filrilin around — more at ciactrar.)(1861) 

a) il 92°).. ,i-• •-•' /.4..„.._"4 ",•°' 01 oParommately — used csp. with dates (born -- 1600) 

ww :I r;l5 ”'"-al-0-l•art \sar•Irs.dt.anS ad] (L eirro about + din day + E' an — 

,t 1.5':W• 1
120r2 al Du-7111197w; being, Navin!, characterized by, or occurring in 

I•oste Vial 
111),) (159V *' l L._ _IIPPH)lirnottlY 24-hour periods or cycles (as of biologics, activity or 

547'5"=n.. )('''"IbrihMi in activity) 

rogrophip Ian \i,har.lgs.shts.)an‘ n (CirCOSSin. region uf the Caucasus) 
• •••',:. 

motion tf1555) I: a mernbcr of a group of peoples of the northwestern Cauca. 

. 9.0?,i 41 or t • fr nz:24 the language of the Cirarisian peoples — arcaSslan ad] 

.ati,ti l .  lah walnut II (1914) : Ihr light brown irregularly black•veined 

,,,3.1, :...4, •Z; wood of the Englishwalnut uch.tsed for veneer and cabineiwnrk 

fin Iibfl0'f 
It...i.,• .„. ,,, . .• _  OI . . . 

i  ......7ten% S2r.4,)Se \ it (I.., Ir. Gk Kirkfl : a sorceress who changes Odys• 

a small .,„;'. ;vi ."7 
,,,, 

.ci cm into awint bul is forced by Odysseus to change them back 

gi • 'le Vsar•s'n•Atl adj(L circrnana, pp, of c(rrinare to round, fr. 

: to. suirl ir l't!  ka pair 01 Eump2s,cs, Is cirrus) 11830) : unaggrorn. COILED: rap 

on pieruror Arti tt. frow. 1101, In the form of a flat -coil with the ape* as 2 Center (•-••• (ern 

• ::. mottoes'' 0 1 "h'idinx)-- c)r-ci•nalcdy °dr 

:,. 4 -c,! Tsar-kill n. °fun aurib (ME ((tele, Ir.' 

' r.. ciregri.:. dim. of rimers circle. circus. 
, i.:, C., :. .hiss, kirkos ring; akin to 

".". - ,•?..• • At arat6J (lac) 1 -a 
. ,, .....,,,d phone curve every 

.., :,... ...:'siont fawn a fixed 
%.,,-s.,: .; : the plane sigrI2Ce 

.,•• • ow.. 1 I t f1f, Of hrt Of • 
31'it1Ifiitliurv• lit 1:10 farm pi tit,

I: , ttt ..1..,•, eir t,tai as a t ritaborie 6 

s'Ni
Ii T:,.,, ",i.jt 

itIZNII?::411111';Ili f ii i r iis....;:orty in Ilta ? !rig lc: 6
r'lleli iviniort 0111" l''" that lrt .c•livr'irs'ituts or a O41111 

'II WV,- 'pi tit nude) 4 : 'Wiwi'',
t'll r,..‘i(rr”1:.• intl.rrnce : a r....04 
Yisr.,.: -.••,.• whcet hat come furl 

•• • •••:c.r.rs:,:....soning in which some-
. ...,..• 4anonirroted is covertly assumed 

ea- V 01 Perko'''. shoring a common 
ea -V

about b common renter 
nti .-- of /oft chun:h)(14nRIY ""-) (the 

der 
".3 

vrillo o 
2 : • 

nCr100 
CA:4,4 

114 Aoki 

IL r;/.
roves 

3 2 : -
eye 
or sub1

753): k
•shani 
akin lc, 
nairlike 

it caprs4 
tanirmsg; 
: rylWi terhyt 
he Ito 

TIOOrny 
:Olt) 
:1k X, 

d way,' 

fr. • ,7if's 
3 a::a 

•2 r ss 

.;-d; P. C. 4,411 z;•k%fra 
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t k 
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•tip: 
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t i 14' ir 1 ) 1:841. I e. , , , gui :k., .g.• 

,?• e'Val4e .As,  51; 

':'i:',$,. 1.4. 41 'P" :;) 44 ,f A , 

01 t • ift7f '.LRilatt4e•, ",:.?:i):f iF 

4,e; en 

•ir contr 2-47.„, 
an e412,11 :" •^2 

a 
• COMP''' .  1,

rinent;a04 
9-;) : 

o;.• 
4.• 

Imo* lex A CPAcgu•sagagg 
C tontrol  CA Cal 
radii: ire,  arc on chord 
ff: 1aXL Weal MK,-
mom on chord ft; ACC) 
Urea) sector: Gil se-
cant: TPM tangent at 
Point P.- f 100PDA 

c.tcurnta•enCe 

• I, 
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V %•• le.ri, 
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cinerarium • circumambulation 207 

gossip of court ^-5) 7 : • territorial or administrative division or dis• 

:rid 8: a curving side street 
vb circled; cir-cling \-le(a-)Ii0\ in (14C) 1 : 10 enclose in or as 

if in o circle 2 : to move or revolve around r•••••• vi 1 a t to move in 

or as it its &circle 6: CIRCULATE 2 : to describe or extend in a circle 

— tinter 1-k fa-Dar‘ n 
circle graph-n (1928): PIECIIART 
circlet \'sar-Itlat\ it (15c): a little circle: rip: a circular ornament 

toff-cult Vsar-kats a. often ottrib (ME. fr. MF circuire, fr. L circuitus. fr. 

circumirr. tirruire to go around, fr. (irrupt. + ire to go — mote at 

'sum) (I4c) I a t a usu. circular line encompassing an area b : the 

space enclosed within such a line 2 a course around a periphery 

b : a circuitous or indirect route 3 • : a regular four (as by a travel. 

ing judge or preacher) around an assigned district or territory b : the 

route traveled e : a group of church congregations ministered to by 

one pastor 4 a : the complete path of an electric current including 

usu. the source of electricenergy b :.. an assemblage of electronic ele-

ments : nooKute c a two-way communication path between points 

las in a computer) 5 a : an association of similar groups: LEAGUE b 

: a number or series of public outlets (as theaters, radio shows• or 

arenas) altering the same kind of presentation e: a number of similar 

social gatherings (cocktail cir-cuit•ol S-ka-t1S ad] 

'circuit Cr (1  Sc); to make a circuit about •••••• lei: to make a circuit 

circuit board it (1948): boarto 9 
circuit breaker n 11872) : a switch that automatically interrupts an 

electric circuit under an infrequent abnormal condition 

circuit court P. (1708) : a court that sits at two or more places within 

one judicial district 
circuit judge n 41801/ r a judge who holds a circuit court 

cir-eu•i•tous \Osar.'kyll-a-tas\ ad) (perk. fr. ML tirculrosus. fr. L dr-

eultus) (1664) 1 : having circular or winding course (a •-•-• route) 2 

not being forthright or direct in language or action — cir-cu-I•touS• 

ly ad,— cir-cu-l.tous•ness n 
circuit rider n (1837): a clergyman assigned to a circuit esp. in a rural 

area 
cir•cuit•ry 1'sar•ka-trek is. pt -ries (1946) 1 : the detailed plan or 

arrangement of an electric circuit 2 : the components of an electric 

circuit . 
cfr-cu•Ity \(,)sar-Ity0-a-tA n, pl -(ties (cfrcuirous) (ca. 1626) : lack of 

straightlorwardness: tNotittcrtON 
sr,o,..kyo...ws ad] (ME fr. MF, fr. LL circularis. (r. 

eircutus circle) (15c) I • : having the form of a circle : ROUND b 

: moving in or describing a circle of spiral 2 a : of or rehiring to a 

circle or its mothentalical properties <a •••• arc) b : having a circular 

base or bases (a ••••• cylinder) 3: ORCUITOMINIARECT 4 : marked by 

or moving in a cycle 5: being or involving reasoning that uses in the 

argument or proof a conclusion to be proved or one of its unproved 

consequences 6 : intended for circulation — cir, cu•lar•I•ty Lsar-

kyanar-a-it\ n — cir•eu•Inr•ly Vsa-r-kya-lar-1(\ oda --- eir-ets•lar-

hen n 
'circular n (1789): a paper fax a leaflet) Intended for wide distribution 

circular dichrofsm n (ca. 1961) 1 : the property las of an optically 

active medium) of unequal absorption of right arid left plane-polarized 

light so that the emergent light is elliptically polarized 2 : a spectro-

scopic technique that makes use of circular dichtoism 

circular file n (1967): gensTra,gisx ET 

circular function n ( 1884) r TRIGONOMETRIC FUNCTION 

of C1RCULAIle2E 

cir.eu.lar.fae s'sar•kya-f rigS yr -ized; -1z•ing (1848) 1 a : so send 

circulars to b to poll by questionnaire' 2 : ruaucszt — elr-eu•lar-

i•za•tIon \,..sar-ky lar-a-`aa•shan\ it
circular sow n (1817): a powrer saw with a circulars(ttting blade; also 

• the blade itself 
Vsar.kr,-.161\ •Int•ing (L circulars's. pp. of cir-

culate. fr. cirruhas) ri (ca. 1650) 1 : to move in a circle, circuit, or 

orbit; esp: to follow o course that returns to the starting point (blood 

•••••1 through the body) 2 : to pass from person to person or place to 

place: as a : to flow without obstruction b : to become well-known 

or widespread <rumors circulated through the town) c : to go from 

group to group at o social gathering d : to come into the hands of 

readers: sped(: to become sold or distributed t•-• at.: to cause 50 circu-

late — Cir•eu•lat•oble \-,11.ta-bal1 od)— Clr-00•10•11Ye ad/ 

— cir•cu•la•fos VA-tar\ rt 

circulating, decimal rt (1768): teetATINGDECts4At. 

cir•cu ..a.tton stsae.kya-lb.shans n (1634) 1 : orderly movement 

through a circuit: rip ; the movement of blood ihrough the vessels of 

the body induced by the pumping action of the heart 2 : FLOW 3 a 

passage or transmissionsion from person to person or  to place: rap 

: the interchange of currency (coins in b : the extent of dissemina. 

'ion: as (I): the average number of conics of a publication sold over a 

given period (2): the oral number of items borrowed from a library 

e,r-ru.10.to.ry s•sar.kya-la..,trw.g. -.16r-S ad] l 1605) : of or relating to 

..:.lotion or the circulatory system failure) 

circulatory system n (1862) arc system of blond. blood vessels, 

imp/attics. and heart concerned with the circulation of the blood and 

lymph 
circum- prefix (OF or L.: OF. Ir. L fr. circung. tr. augur circle more 

at CIRCLE): around : a hOUI <circumpolar) 

els•cum•om•bl-ant S.s..w-k'rn-'amrhe.ant odj ILL tircumombienr, 

ereesrenurnet(ena pep, of tiregonurntire to surround in a circle, Ir. I (it,

WM. u•gget•r• to go around -• tirorrt at AsiPICK015.533)r being on all 

rev rtecosormoisott M.U111•ST•bi..ent•iY ado 

ttragtri, ti;r ,•1•11•19 \•sam•bronlbi‘ at • la t•ed; -lot•Ing ILL rireumunl-

I el•TtientrrNOMParft Ir, 1. 1•1••••••• ••• dm/100m to walk.) (co. 

1656) a to Only tart i001 azn, rilualhirtually etrwureguryn.bu.1..etuas 

Voani-byar-ns-sts.ms 

Sal, abet V's kitten. F table t.)t‘ further la ash 151 ace till mop. mar 

‘.6k out lark chin Sc'. bet Si\ 'rosy ‘EI go \i‘ Lit lit ire ‘..1\ job 

sos sing sus e. 5th', thin 5th‘ Fi ji', tam \i,5 boar 

\y\ yet Sas\ vision 1O• av, re. re. let GiriJ, to Pronancistimg 
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20-6 SUMMARY 
In Chapter 10 we showed you how important it is in capital budgeting decisions to 

evaluate the option to expand the project at a later date or to abandon it. In this 

chapter you have come across a number of other financial options. For example, 

you now know common stock can be thought of as a call option written on the 

assets of the firm. 
There are two basic types of option. An American call is an option to buy an 

asset at a specified exercise price on or before a specified exercise date. Similarly, 

an American put is an option to sell the asset at a specified price on or before a 

specified date. European calls and puts are exactly the same except that they cannot 

be exercised before the specified exercise date. 

What determines the value of a call option? Common sense tells us that it ought 

to depend on three things: 

1. In order to exercise an option you have to pay the exercise price. Other things 

being equal, the less you are obliged to pay, the better. Therefore, the value of 

an option increases with the ratio of the asset price to the exercise price. 

2. You do not have to pay the exercise price until you decide to exercise the 

option. Therefore, an option gives you a free loan. The higher the_rate of 

interest and the longer the time to maturity, the more this free loan is worth. 

Therefore the value of an option increases with the interest rate multiplied by 

the time to maturity. 
3. If the price of the asset falls short of the exercise price, you won't exercise the 

option. You will, therefore, lose 100 percent of your investment in the option 

no matter how far the asset depreciates below the exercise price. On the other 

hand, the more the price rises above the exercise price, the more profit you 

will make. Therefore the option holder does not lose from increased variability 

if things go wrong, but gains if they go right. The value of an option increases 

with the variance per period of the stock return multiplied by the number of 

periods to maturity. 

These qualitative relationships have been extended by Black and Scholes in a 

formal option-valuation formula. Appendix A shows you how to use this formula. 

We suggested that you look out for ways in which it can be adapted to solve the 

many option problems that beset the financial manager. 

We will use the concepts presented in this chapter to analyze important issues 

arising later in this book. In this chapter we used option concepts to: 

1. Show that underwriters who provide standby agreements in rights offerings 

provide a valuable service. (We also commented that they seem to overcharge 

for the service.) 
2. Analyze the case for issuing warrants. (Warrants are essentially call options 

issued by the firm.) 

Also, Appendix B shows how to use option pricing concepts to calculate the salvage 

or abandonment value of an asset. 

APPENDIX A USING OPTION-VALUATION MODELS 
Does the Black-Scholes option-valuation formula seem a little removed from the 

real world? It should not. Every day dealers on the Chicago Board Options Exchange 

use this formula to make huge trades. These dealers are not, for the most part, 
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CHAPTER 20 
Corporate Liabilities 
and the Valuation 
of Options 

trained in the formula's mathematical derivation; they just use a specially pro-
grammed calculator or a set of tables to find the value of the option. 

Appendix Tables 6 and 7 allow you to use the Black-Scholes formula to value a 
variety of simple options.2 t In order to use the tables, follow these three steps: 

• Step 1: Multiply the standard deviation of the proportionate changes in the asset's 
value by the square root of time to the option's expiration. For example, 
suppose that you wish to value a 4-year option on the stock of Wombat 
Corporation and that the standard deviation of the stock price changes is 
40 percent per year. 

Standard deviation x = .40 x N(417 = .80 

• Step 2: Calculate the ratio of the asset value to the present value of the option's 
exercise price. For example, suppose that Wombat's stock price is cur-
rently $140, that the option's exercise price is $160, and that the interest 
rate is 12 percent. Then 

Asset value : 
160  

— 1.4 
(1.12)4

• Step 3: Depending on whether the option is a call or a put, turn to Table 6 or 7 
and look up the entry corresponding to the numbers that you calculated 
in Steps 1 and 2. For example, Table 6 shows that a four-year call option 
on Wombat stock would be worth 43.1 percent of the stock price or 
about $60. Table 7 shows that a four-year put option would be worth 
14.53 percent of the stock price or about $20. 

Example: Valuing a Put Option 
James Bagwash is considering the sale of his company, United Bagwash, to World 
Enterprises (WE). To facilitate this sale, he is prepared to guarantee profits of at least 
$10 million in each of the next 4 years. How much are these guarantees worth? 

Notice that the guarantees are like a series of put options. Each year WE has the 
option to give Bagwash the actual profits in exchange for $10 million. If profits 
exceed $10 million, WE will keep the profits; if they are less than $10 million, WE 
will receive the guaranteed amount of $10 million. 

When you value an option on a share, you need to know how much that share 
is currently worth. in the present case you wish to value four options, one for each 
year's profits. So your first task is to estimate the present value of each year's profits. 
Let us suppose that you forecast the profits as follows and then calculate their 
present value at a discount rate of 20 percent: 

PV (PROFITS) 
FORECAST PROFITS AT r=.20 

YEAR (MILLIONS) (MILLIONS) 

1 $ 8.5 $ 7.1 
2 11.5 8.0 
3 14.7 8.5 
4 19.7 9.5 BEST AVAILABLE COPY 

=I These tables are grouped with the present value tables at the back of the book. 
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COMPARING NET PRESENT VALUE, DECISION TREES, AND REAL OPTIONS 

This proves that we obtain the same value for the call option using either 
Pc the risk-neutral approach or the replicating portfolio approach. 
pole 
mak 
of it COMPARING REAL OPTIONS TO THE 

BLACK-SCHOLES APPROACH 
pros • 
Vlai The famous paper by Fischer Black and Myron Scholes (1973) for the 

opti first time, provided a closed-form solution for the equilibrium price of a
for I call option. Although Black prematurely died of cancer, Scholes later won 

T the Nobel prize in economics, along with Robert Merton, for their work. 
unc The Black-Scholes model was the beginning of hundreds of papers 
eve' 

that priced various types of options and empirically tested their predic-yca 
imi tions. It is important to remember the seven assumptions embedded in 

the Black-Scholes model to understand its limitations for use in real op-
fla% tions analysis. The Black-Scholes model assumes: 
Poi 
to 1. The option may be exercised only at maturity—it is a European 

option. hat 
Su. 2. There is only one source of uncertainty—rainbow options are 

Pri ruled out (e.g., the interest rate is assumed to be constant). 
ini 3. The option is contingent on a single underlying risky asset; there-
° U fore, compound options are ruled out. 

4. The underlying asset pays no dividends. 
mi 5. The current market price and the stochastic process followed by 

the underlying are known (observable ,, 
sv. 6. The variance of return on the underlying is constant through 
In time. 
an 7. The exercise price is known and constant. 
in 
w To be realistic, most real options problems require analysis that is ca-
cc pable of relaxing one or more of the standard Black-Scholes assumptions. 

For example, most investment decisions are compound options because 
to :: 

they progress in phases, and there are usually several correlated sources of 
uncertainty. The need to be realistic will cause us to venture far from the 

p Black-Scholes equation, which follows: 
it 
a' C o = So N(d, ) — Xe'r 1\1(d2) 
it 
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COMPARING REAL OPTIONS TO THE BLACK-SCHOLES APPROACH 107

where: ; = The price of the underlying (e.g., 

stock) 

N(dd = The cumulative normal probability 

able di

N(d2) = The cumulative normal probability 

able d2

X= The exercise price 

T= The time to maturity 

r = The risk-free rate 

e = The base of natural logarithms, constant = 2.1728 ... 

in (S/X)+ rfT 1 

a 2•717:7 

d2 = d, — 

a share of common 

of unit normal vari-

of unit normal vari-

Today, many pocket calculators have Black-Scholes routines built in, 

and there are numerous personal computer applications. In Chapter 7, we 

show how a binomial model, which is based on discrete mathematics and 

simple al ebra, approaches the Black-Scholes model as a limit. For now, 

owever, let's work through a simple numerical example that shows ex-

actly how to use the Black-Scholes model. After that, we will discuis the 

intuition behind the model. 

Exhibit 4.11 provides data for Digital Equipment Co. that was taken 

out of the Wall Street Journal on October 4, during the late 1970s when it 

had not yet paid a dividend. For close-to-the-money calls on Digital 

Equipment, the assumptions of the Black-Scholes model are closely ap-

proximated. Therefore, we should be able to use it to give reasonable esti-

mates of the price of the calls. Most of the necessary information to value 

the call is in Exhibit 4.11. The stock price, the exercise price, and the 

number of days to maturity are given for each option. The risk-free rate is 

estimated by using the average of the bid and ask quotes on U.S. Treasury 

bills of approximately the same maturity as the option. The only missing 

piece of information is the instantaneous variance of the stock {underly-

ing security) rate of return. We shall use the implicit variance estimated 

from one call price in valuing the others. The implicit variance is calcu-

lated by simply using the actual call -price and the four known-exogenous 

••••7 ,̀.

1.i 
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EXTENDING THE BINOMIAL APPROACH TO MANY TIME PERIODS 

EXTENDING THE BINOMIAL APPROACH 

TO MANY TIME PERIODS 

Continuing with our assumption of a multiplicative process, the general 

form of the payoff function, where T is the total number of periods, and 

n is the number of upward movements in the value of the underlying 

risky asset, may be written as 

MAX(0, tedr- aVo — X] 

Using the expression for binomial probabilities that was developed earlier, 

the probability of each payoff is: 

T! 
• B I T. P)— (7. — n)!dr

Multiplying the payoffs by the probabilities and summing across all possi-

ble payoffs, we have 

T! 
Co =II 

(T — n)!n! 
p" (1— p)7.-" MAX[0, uselr-eVo — Xi} 4- (1 i - ri • )1.

.. 0 

Although this formula will suffice, we want to compare it with the Black-

Scholes formula. To do so, we extend the analysis. 

First, we note that many of the final payoffs will be zero because the 

option finishes out-of-the-money in many states of nature. Denote a as 

the positive integer that bounds those states of nature where the option 

has a nonnegative value. Then we can rewrite the general form of the 

binomial equation as follows: 

r T! 
CO — (T _on! p — "fun d -`110 — X] + (1 + rf )T

aa. 

All of the states of nature where n < a have zero payoffs because the call op-

tion will not be exercised. Next, we separate the equation into two parts: 

201 
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Co = Vo[
r e dr'" 

I 
— n)!n! u+ 

rf
 n I)" (1— p)r"." X{l+rdii n )! (1 —p)r"1 

The second bracketed expression is the discounted exercise price, 

X(1 + rf)"7" multiplied by what is called the complementary binomial 

distribution, B (n a 7; p). It is the cumulative probability of having an 

in-the-money option (i.e. where n a) where the probabilities are the 

certainty-equivalent probabilities determined by the risk-free hedge port-

folio. For example, if we go back to Exhibit 7.2 as a starting point, and let 

Vo equal $100, let u = 1.5 (i.e., 150% per year), the exercise price be 

$250, the life of the option be seven periods, and the annual risk-free rate 

equal 10 percent, we have the parameters of Exhibit 7.6. There are eight 

end states. The number of up movements ranges from zero to seven. :;-

Given an exercise price of $250, the option is in the money only for the 

three uppermost states where n, the number of up movements, is 5, 6, or 

7. Therefore, the value of the border state, state a, is 5. The risk-neutral li 

probability is p = (1.1— .667)/(1.5 — .667) = .52. The complementary 
J. 

binomial probability is the cumulative probability (based on risk-neutral ti 

probabilities) of finishing in-the-money, namely 26 percent. This is the

probability that the exercise price will be. paid. Therefore, the value of

the second second term in the binomial formula is ,'. 

X 
t 

4; 
X(1 + rfr B (,2 2 alT, p) = 2500.1017(.260668) = $33.44 7a. 

re; X 

The first term in the binomial option pricing model is the current ii 
4. -a 

6--

value of the underlying risky asset, Vo = $100, multiplied by another o ..R 
c a 

complementary binomial probability that is equal to one over the hedge Ta
-a

ratio of options to the underlying that is necessary to form a riskless 1 
0 c, -... c 

iportfolio consisting of one unit of the underlying and m call options. t i 1 . 4 1 V
g- c 

.To estimate the complementary probability to be used in the first z44, 4r. ) ...> 

term, we let 'P v, t 
l:

•I W E 

x

a. <,3 

Pi I 

ra 
.... 

n 

(1 + rf) P
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and 

4, f 

I 

1— [HO — p) 
rf) 

We then can reduce the probability function in the first term as follows: 

u"dr-n 

(1+ rf)T + rf) r (1+ rf)" (PTO 

Having made this transition, the binomial model for pricing a European 
call option (with a multiplicative stochastic process) can be summarized 
as follows: 

i! Co =17013(nalT, p)— X(1+ rf)B(n a alT, p) s :. 
1!3;. 

where 

(1 + rf)— d 
u — d 

,_[
1+rf ]P

a The smallest nonnegative integer greater than in(X1 Vocin)11n(u I d) 
B(n ?. a I 7;p) = The complementary binomial probability that n a 

Now we can finish the numerical example in Exhibit 7.6 by calculat-
ing the complementary binomial probability in the first term of the 
equation: 

and 

• ; 

1 + rf P 1:1152= .7091 
[ u (1.5 

r d  
1- = L(14- r)1 = .667 — .52) = .2909 

• • ••7. • 

• •-• • 
f. • 

t 
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T 
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THE LIMIT OF THE BINOMIAL OPTION PRICING MODEL I 205

The last column in Exhibit 7.6 shows the distribution of probabilities in 
the seventh time period. The value of the complementary binomial prob-
ability B(n> 6 17, .7091) is .6676. Therefore, the valueof the option, 
using a binomial approach for 7 time periods is 

C.= V, B(naIT, p')— X(1+ rf )-T B(naiT, p)= $100(.6676)— $250(1.1)- (.2606) 

= $66.75 - $33.44 = $33.32 

In the next section, we divide each annual time period into an infinite 
number of subintervals and show that the result equals the Black-Scholes 
formula. 

THE LIMIT OF THE BINOMIAL OPTION PRICING MODEL IS THE 
BIACK-SCHOLES FORMULA 

The binomial formula can be-extended to a continuous time form by di-
viding its life, T years, into more and more subintervals, n, until n ap-
proaches infinity. Both models are written below for the purpose of 
comparison. First, the Black-Scholes model: 

Co = VoN(d,)— N(d2) 

where 

r T.
X f I—

 + 
2

avT 
cr j• 

el2 =di —alff 

And then the binomial model: 

Co = VoB a I T,p)— 41+ rf)B(n a T,p') 

where 

(1 + rf — d) 
P = u —d 

up_  p
1+ rf

say 
A 

as 

w4 
at: 

I. • 

a 
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I GOING FROM ONE STEP PER TIME PERIOD TO MANY 

The correspondence between discrete and continuous compounding of 
the risk-free rate is fairly straightforward. If we define r as the annual rate 
of return and j as the rare that is compounded n times in interval 7; de-
fined as the number of years to maturity then 

4 

' 

• 

Lim(1+ 
N •••••• n T 

n'T =e' = (1+ rf ) 

Cox, Ross, and Rubinstein (1979) derive a relationship that allows us to 
convert between the up and down movements in a binomial lattice and 
the annual instantaneous standard deviation of the rate of return on the 
underlying risky asset. Their results arc 

7;47 
= e 

d =1'15;

Next, if we compare the binomial and Black-Scholes models, we need to 
compare the cumulative normal probability terms with the complemen-
tary binomial probability terms. The terms converge in the limit, as the 
number of lattice nodes per time period becomes large. Mathematically: 

B(n z aI T, p') --) N(d,) 

B(n aiT , p) N(d2) 

Thus, in the limit, the binomial model approaches the Black-Scholes 
model. We will demonstrate this result in the next section as we build an 
Excel spreadsheet using the binomial model, and allow the number of 
steps per year to become larger and larger. However, first we find the value 
of the same call option using the Black-Scholes formula as applied to the 
seven-period example in Exhibit 7.6. First, we need to find the standard 
deviation, a, that corresponds to the up and down movements in our 
binomial tree. Our example has 7 years (T= 7) and seven subintervals 
(n = 7), therefore, 

The Black-: 
rate. The cc 

Next we esti 
rive normal,. 

Finally, substi 
the value of tk 

• 
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THE LIMIT OF THE BINOMIAL OPTION PRICING MODEL 1207 

e on:, 

In(u)=a =a ff -T-7 

a = In (u) = In(1.5) = .4055 

The Black-Scholes formula calls for a continuously compounded risk-free 

rate. The conversion is 

l+rf =ei 

In(1.1)=j 

j= .0953 

Next we estimate the unit normal values, dt and d2, as well as the cumula-

tive normal densities N(di) and N(d2): 

In~X rfr 1

d,= + 
(3.4T 2

1n(25-6-)+ .0953(7) 1
100 

r_ + .0405517-
.405547 2 

—.9163 +.6672 
+ .5(.53638) 

.4055(2.646) 

—.2491 

1.0728 
= +.53638 = .3042 

N(4)= .5— .1195 = .6195 

d2 = - off' = —.3042 — .40551ff = —.7686 

N(d2) = .5— .27894 = .22106 

Finally, substituting these values into the Black-Scholes model, we find 

the value of the option: 

a. 
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208 GOING FROM ONE STEP PER. TIME PERIOD TO MANY 

Co = VN(d,)— Xe7TN(d2) =100(.61950)'— 250e1" 3" 1(.22106) 

= 61.95 -- 250(.5132)(.22106) = 61.95 — 28.36 = 33.59 

The value obtaihed using the binomial model was $33.32, an error of 

only seven cents, or 0.2 percent In the next section, we shoW that by in-

creasing the number of periotts per year we can reduce the error to zero. 

BUILDING A SPREADSHEET MODEL OF A 

BINOMIAL TREE (EVENT TREE) 

Now let's build a bihomial tree on an Excel spreadsheet. There will be 

three sections to the spreadsheet. Input data and model parameters calcu-

lated froM it compose the first section. We need to know the current value 

of the underlying (the present value of the project without flexibility), the 
, . 

exercise price, the life of the option in years, the annual risk-free rate, and 
• , 

the number of steps per ,ear. From these, we calculate the up and down 

movements per step, the k-free rate per step, and the risk-neutral prob-
.

abilities (which, strictly sp lig, are not needed for the event tree). Ex-. 

hibit 7.7 provides some ValUes for these parameters that we will use in a 

numerical example. 

Exhibit 77 input and calculated parameters. 

Inpdt Parameters .: 'Calculated Parameters-

Present value of the • 
underlying $100 up u= exp (04F) = exp(.4055)ItT =1.5 

Exercise price $250 down d= 1/u= .6667 

Life of the option 7 
(in years) 

Annual risk-free rate 0.10 risk-neutral prob. ,= (1 + rf — d)/(u- d) = 0.52 

Standard deviation 40.55% down state risk-neutral prob. 1 — p= 0.48 
of return 

Number of steps 
per year 

sc 
. N 

th 
N 
qt 

ea. 

1 I 
2 

4
5 • 4 .
8 5 
7 6 
a 
9 

10 Ei 
11 
12 
13 
14 
15 
16 
17 
18 
19 

• • • • •rt1 • . ; . • z-,• 

• st • C. 
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An Assessment of Pricing Mechanisms for the Internet--A Regulatory 
Imperative 

Mitrabarun Sarkar 

Presented at MIT Workshop on Internet Economics March 1995 

1 Introduction 

This paper argues that however much of an anathema the notion of regulating the Internet may be, there is a strong need to 
start putting the appropriate regulatory structures in place as the commercialized Internet moves incrementally towards a 
usage-based pricing system. Various factors such as new bandwidth-hungry applications; the massification of the net; the 
concerted entry of the telephone, cable, and software companies; and the proliferation of electronic commerce all imply 
unimaginable potential growth rates for the Internet and a resultant scarcity of bandwidth, thus making it imperative to put a 
pricing system in place that would effectively ration scarce bandwidth. 

As has been argued by many, a usage-based pricing system seems to be an innovative way to effectively ration scarce 
bandwidth. In this context, this paper examines the Precedence and the Smart Market models of Internet pricing. We note that 
(a) the perceived homogeneity of the Internet's load, and (b) the threat of market-power abuse through artificial creation of a 
high network load by those who control the bottleneck facilities, remain the fundamental weaknesses of usage-based pricing. 
However, given that usage- based pricing is inevitable, and that the Smart Market mechanism does present an innovative and 
a potential solution, it is important to consider the appropriate safeguards that need to be put in place. In this context, the 
paper argues that a usage based, free market pricing system needs to be combined with some form of regulatory oversight to 
protect against anti-competitive actions by the firms controlling the bottleneck facilities and to ensure non- discriminatory 
access to emerging networks. 

2 The Different Dimensions of Growth 

The Internet, which has hitherto been restricted as a resource for high level researchers and academics, is "expanding to 
encompass an untold number of users from the business, lower-level government, education, and residential 
sectors" (Bernier, 1994, p. 40). Studies done by Merit Network Inc. ( I ) indicate that the Internet has grown from 217 
networks in July 1988 to 32,370 networks in May 1994. The number of hosts have increased from 1,000 to over two million 
over the same period, with about 640,000 of these located at educational sites, 520,000 at commercial sites, 220,000 at 
governmental sites, and the remaining 700,000 at non-US locations. Traffic over the NSFNET backbones increased by 10 
times in three years, from 1,268 billion bytes in March 1991 to 12,187 billion bytes in May 1994. The traffic history of 
packets sent over the NSFNET shows similar exponential growth trends. As against 152 million packets in July 1988, 60,205 
million packets of information were sent over the system in May 1994; an increase of almost 400 times. (2) 

These stunning growth figures are just a precursor to the boom in Internet traffic that is expected to take place in the near 
future. As will be laid out in this paper, a set of factors in combination are threatening to dwarf even these exponential growth 
rates in the near future. 

3 The Causal Model of Internet Congestion 

As illustrated in the chart, a set of forces working together are threatening to create unprecedented levels of congestion on the 
Internet. It is argued that three main factors--incompatibility of the newer applications with the Internet's architecture, 
massification of the Internet, and privatization and concomitant commercialization of the Internet—are responsible for an 
inherent change in the Internet's dynamics, thus mandating a reexamination of the economic system that surrounds the 
Internet. 
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Figure 1 

3.1 Incompatibility issues 

New network applications are all tending to require heavy bandwidth in near-real time. As Bohn et al note, "one may argue 
that the impact of the new, specifically real-time, applications will be disastrous: their high bandwidth- duration requirements 
are so fundamentally at odds with the Internet architecture, that attempting to adapt the Internet service model to their needs 
may be a sure way to doom the infrastructure" (p . 3). 

Their technical characteristics and, consequently, their demand on the network are very different from the more conventional, 
traditional electronic communication and data transfer applications for which the Internet has been designed. (3) While 
conventional electronic communication is typically spread across a large number of users, each with small network resource 
requirements, newer applications such as those with real-time video and audio require data transfers involving a continuous 
bit stream for an extended period of time, along with network guarantees regarding end-to-end reliability. Even though the 
data-carrying capacity of the networks is constantly being enhanced through upgrades in transmission capacity and switching 
technology, current developments in communication software, especially those related to multimedia, are creating network 
applications that can consume as much bandwidth as network providers can supply (Bohn, Braun, Claffy, & Wolff, 1994). 

Multimedia Netscape applications, Internet fax, and Internet radio are becoming large users of resources (Love, 1994). 
Russell (1993) reports that while only 2.4 kbps are required for communication of compressed sound, 3840 kbps arc required 
for CD quality stereo sound. Real-time video needs bandwidth ranging fioui 288 kbps to 2000 kbps, while studio quality non-
real time video could require up to 4000 Kbps. HDTV requirements range from 60,000 to 120,000 Kbps. (4) Bohn et al. 
(1994) report that many videoconferencing applications require 125 kbps to 1 Mbps. Although compression techniques are 
being developed, the requirements are still substantial CUSecMe, developed at Cornell University uses compression. yet its 
requirements are in the region of 100 kbps. 

In essence, the trend is towards applications that are, first, heavy bandwidth consumers and second, require near real-time 
transmission—both characteristics that are essentially incompatible with the inherent architecture of the Internet. 

3.2 Privatization, Commercialization, and Massification 
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Simultaneously, we are witnessing a privatization of the Internet's facilities, increasing commercialization of the net, and a political agenda promoting the rapid deployment of the NII. All these are resulting in a massification of the Internet, as it becomes easier to get "wired" in. The bottom line implication is that the demand for bandwidth is possibly rising beyond current levels of supply. 

Prior to 1991, the net's physical infrastructure was government-owned and operated. On December 23,1992, the NSF announced that it will cease funding the ANS TS backbone in the near future. The Clinton Administration's thrust on private-sector investment in the NH implies that very soon, possibly by 1996, the Internet's facilities will be largely privatized. In 1994, the NSF announced that the developing architecture of the Internet would utilize four new Network Access Points (NAPS), and the contracts for operating them were awarded to Ameritech, PacBell, MFS, and Sprint. In addition, MCI has been selected to operate the Internet's new very high speed backbone (vBNS). 

The traditional telecommunication companies operating in a nearly saturated and increasingly competitive domestic market, are turning their focus towards advanced data services, a market where the 'number of data relationships is growing at more than four times the number of voice relationships" (Campbell, 1994, p. 28). Spurred on by the promise of the NII, a variety of communication companies are getting into the act. "(T)elephone companies, cable companies, information servicecompanies, television networks, film studios, and major and software vendors are all maneuvering to ensure that they are positioned to profit from the NII in general and the Internet in particular" (Business Editors, 1994). 

Of all these players, the telephone, software, and cable companies are in a position to strongly affect one critical aspect of market: accessibility. User-friendly software, enhanced services, and marketing skills are together likely to have a dual effect: one, allow computer literate users who have been to date outside the periphery of the net the opportunity to connect, and two, drive the development of user-friendly tools of navigation, which would have a multiplier effect on both network usage and the number of people who would be able to navigate through the Internet effectively and access desired information bases productively . 

Bernier (1994) reports that the telephone and the cable companies have already rolled out their plans for the Internet. In March 1994, AT&T announced a national InterSpan frame relay service and Internet Connectivity options, both dial-up methods for accessing the Internet. MCI offers access over its frame relay services. Sprint, which offers a nationwide Internet access service along with providing international Internet connections, is now offering ATM access to the net. Several Bell regional companies are getting into the act. US West offers end users access to two Internet providers via its frame relay services. Pacific Bell in collaboration with InterNex Information Services, now offers Internet connections, while Ameritech has won a contract to be one of the four Network Access Providers. They plan to offer Internet protocol pipes over their frame relay, switched multi-megabit data service. Many cable operators are also getting into the market. Continental Cablevision and Jones Intercable are using cable modems hooked onto their coaxial lines to bring broadband Internet connections to businesses and homes. Continental, a Boston- based cable company, launched a service in M arch in collaboration with Performance Systems International, the national Internet access providers, to bring high bandwidth service to residences and businesses in Boston. (5) 

The bottom line implication is that the number of Internet users is going to increase manifold, as opportunities to interconnect with the network become ubiquitous through the efforts of the telephone, software, and cable companies, and as user-friendliness and utility of the applications develop further. 

4 Implications & Key Issues 

The implication of these forces--the incompatibility of the new bandwidth hungry applications, infusion of new users, and the privatized and commercialized nature of the Internet- -is that the demand on network resources will increase exponentially, and will possibly be much more than the supply of bandwidth. As network resources become scarcer and as the system is driven towards a free-market model, resource rationing through a change in the pricing system is inevitable. 

The key issue is that the pricing mechanism should be able to (a) preserve the inherent discursive nature of the net, (b) send the right signals to the marketplace, and also (c) be flexible and adaptive to changes brought about through technology, political initiatives, and software development. 

4.1 Pricing Alternatives 

The major fear in some quarters is that the present system of flat-rate, predictable pricing 'for a fixed bandwidth connection will be replaced by some form of vendor preferred, usage-based metered pricing Users feel that the Internet should continue 
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to function primarily as a vast, on-line public library from where they can retrieve virtually any kind of information at 
minimal costs. 

According to some, a transition to metered-usage would make the NII "like a Tokyo taxi, so that for every passenger who 
takes a ride on the national data superhighway, the first click of the meter will induce severe economic pain and the pain will 
increase with each passing minute" (Judith Rosati, International Data Corporation's Research Director quoted in Business 
Editors, 1994). 

Consumer advocacy groups opposing metered pricing usage of the Internet (6) feel that the NSF should create a consumer 
advisory board to help set pricing and other policies for the network to ensure that the free-flow of information and 
democratic discourse through Internet listserver and fileserver sites is preserved and enhanced. In addition to the fear that a 
popular discussion would have to pay enormous amounts to send messages to its members, it is feared that usage based 
pricing would introduce a wide range of problems regarding the use of ftp, gopher, and mosaic servers, since the providers of 
the "free" information would be liable to pay, at a metered rate, the costs of sending the data to those who request for it. This 
would have a negative effect on such information sites, and would eliminate many such sources of free information. 

In essence, the argument is that usage based pricing would imply severe economic disincentives to both users and providers 
of "free" information, and would therefore destroy the essentially democratic nature of the Internet. 

4.2 The Arguments against Fiat-rate Pricing 

The paper argues that flat-rate pricing in the current context of the Internet is likely to run into severe problems. Paradoxical 
as it may sound, the continuance of flat rate pricing is likely to severely impair the current discursive nature of the Internet . 

The basic role of a pricing mechanism is to lead to an optimal allocation of scarce resources, and to give proper signals for 
future investments. The mechanism in place should lead to the optimization of social benefits by ensuring that scarce 
resources are utilized in such a manner as to maximize productivity in ways society thinks fit. As Mitchell (1989) notes, "in a 
market economy, prices are the primary instrument for allocating scarce resources to their highest valued uses and promoting 
efficient production of goods and services" (p. 195). One critical issue however is the basis on which an appropriate pricing 
scheme can be designed. 

Given that the marginal cost of sending an additional packet of information over the network is virtually zero once the 
transmission and switching infrastructures are in place, marginal cost pricing in its simplistic form is inapplicable. Cost-based 
return on investment (ROI) pricing is both not feasible, given the multiplicity of providers who would have to chip in to bring 
about an end-to-end service, and inefficient, given the chronic problem of allocating joint costs. (7) A "what the market can 
bear" policy would be likely to have unforeseen implications, especially if the markets are not competitive in each and every 
segment of the network. 

The principle that is most likely to be effective in this scenario is a modified version of the marginal cost approach, where the 
social costs imposed by the scarcity of bandwidth— the bottleneck resource—is taken into consideration. Bandwidth being the 
speed at which data is transmitted through its networks, its scarcity implies delays due to network congestion. This then is the 
social cost that needs to be incorporated into any efficient pricing scheme. 

4.3 The Costs of Congestion 

The packet-switching technology of the TCP/IP protocol embedded in the Internet has an essential vulnerability to 
congestion. A single user, overloading a sub-regional line that connects to the regional level network, can overload several 
nodes and trunks, and cause delays or even data loss due to cell or frame discarding for other users. The specific manner in 
which the problem manifests itself depends on the protocols used, and on whether the network is simply delaying or actually 
discarding the information (Campbell, 1994). Since backbone services are currently allocated on the basis of randomization 
and first-come-first-served principle, users now pay the costs of congestion through delays and lost packets (Varian & 
MacKie-Mason, 1994). (8) The problem is likely to become even worse as Power PCs such as a $2000 Macintosh AV 
combined with a $500 camcorder would enable an undergraduate to send real-time video to friends on another continent, by 
pumping out up to 1 megabyte of data per second onto the Internet, thus tying up a T I line (Bohn et al., Love). 

The cost of congestion on the Internet is therefore a tangible problem, and not merely the pessimistic outpourings of a band 
of dystopians. Some have argued that it does not matter if users fill up their leased line, and even less the manner in which 
they do so (Tenney, telecomreg, 4 May 1994, 18:42:09). However, the Internet is not designed to allow most users to fill their 
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lines at the same time. Also, as new applications such as desktop videoconferencing and new transport services such as virtual circuit resource reservation come in, it will become more and more necessary for the network to provide dedicated and guaranteed resources for these applications to operate effectively (England, telecomreg, 7 May, 1994 08:04:26). In the Internet system, which is essentially designed for connectionless network services, the requirement of bandwidth reservation implies that an incompatible class of service needs to be provided over it, thus necessitating costs in developing added functionality to its edges (Pecker), and in decreasing its overall efficiency. 

In essence, the changing nature of network traffic implies a social cost, largely due to this inherent incompatibility between new applications and the Internet architecture. There is a social cost imposed by those who are making unlimited use of the newer bandwidth-hungry, incompatible applications. This cost is being borne by others in the form of delays and data dropouts while making use of the more traditional applications such as email, ftp, and gopher. (9) The flat-rate pricing mechanism is therefore inefficient in sending out corrective signals to minimize social costs and as a resource allocator since it can hardly be argued that the social benefits of a democratic discourse are less beneficial to society than an undergraduate sending out real-time video to his friends. (10) 

There is a potential danger here. Continuance of the current pricing system may result in a situation where the new applications drive out traditional uses. The inherent bias of flat-rate pricing, whereby heavy users are subsidized by light users, is a threat to the more traditional forms of net usage as applications requiring heavy bandwidth are coming of age. It is however clear that a new form of pricing scheme needs to be developed in order to ensure that the net retains part of its original character as it evolves into a more potent and futuristic medium of communication. 

4.4 The Pricing Options 

At the far end of the spectrum is pure usage-based pricing. Given the shortfalls of the flat-rate based scheme, it seems certain that there will eventually be "prices for Internet usage, and the only real uncertainty will be which pricing system is used" (Love). 

4.4.1 The Telephone Pricing Model 

One form of usage based pricing would be to use the system of posted prices as in telephony. One way to do this would be to adopt the telephone model of computing interLATA prices, where the cost of Internet usage is based on the distance between the sender and the receiver, and on the number of nodes through which data need to travel before they reach their destination. This however would be difficult to implement given the inherent nature of the connectionless net technology, which is based on redundancy and reliability, where packets are routed by a dynamic process through an algorithm that balances load on the network, while giving each packet alternative routes should some links fail (Varian & MacKie-Mason, 1993, p. 3). The associated accounting problems are also enormous. In addition, the sender would prefer that packets are routed through a minimum number of nodes in order to minimize costs, while the algorithm in the Internet would base its calculations on the concept of redundancy and reliability, and not necessarily on the fewest links or the lowest costs. 

The telephone model of pricing is not likely to work for another reason. Posted prices are not flexible enough to indicate the state of congestion of the network at any given moment (Varian & MacKie-Mason, 1993, p . 19). As we have seen earlier, congestion in the network can peak from an average load very quickly depending on the kind of application being used. Also, time-of day pricing means that unused capacity at any given moment cannot be made available at a lower price whereby it would be beneficial to some other users. Conversely, at moments of congestion, the network stands to lose revenue because users who are willing to pay higher amounts than posted rates are being crowded out of the network through the randomized first-in-first-out (FIFO) process of network resource allocation. 

In essence, the system of posted fixed prices implies multiple problems: while it does not allow for revenue maximization under the "market can bear" philosophy or lead to optimal capacity utilization, it also does not address the social costs of congestion because it cannot allow for prioritization of packets. It is thus clear that the answer to the Internet's pricing problem does not lie at either ends of the pricing spectrum defined by flat-rate pricing and pure usage based pricing, but possibly in an innovative approach. 

4.4.2 Innovative Pricing Models 

Two innovative pricing schemes have been suggested recently. Bohn et al. have proposed the "Precedence" model, while Varian & MacKie-Mason have developed the "Smart Market" mechanism. 

The Precedence Model 
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The Precedence model proposes "a strategy for the existing Internet, not to support new real-time multi-media applications, 
but rather to shield ... the existing environment from applications and users whose behavior conflicts with the nature of 
resource sharing" (Bohn et al., p. 4). The authors propose that criteria be set to determine the priority of different 
applications, which will then be reflected in the IP precedence field of the different data packets. Packets would receive 
network priority based on their precedence numbers. In the event of congestion, rather than rely on the current randomized 
decision, the Precedence model presents a logical basis for deciding which packets to send first and which to hold up or drop. 
While noting that their proposed system is vulnerable to users tinkering with precedence fields, the authors feel that this 
approach would "gear the community toward the use of multiple service levels, which ... .(is) the essential architectural 
objective" (p. 10). 

However, this model has some inherent weaknesses. Given that the Precedence model rests on priority allocation of packets, 
the central issue is how these priorities will be set and who will set them. There seems to be an inherent assumption of an 
increased governmental role in regulating content, and as Varian and MacKie-Mason point out, "Soviet experience shows 
that allowing bureaucrats to decide whether work shoes or designer jeans are more valuable is a deeply flawed 
mechanism" (1994, p . 16). 

The system would also require continuous updating of the priority schemes as newer products and applications become 
available. Real time video may be assigned a lower priority than ftp, but it is possible that the video transfer of data is 
concerned with an emergent medical situation. Application- based priority will be limiting, and it would not be possible to 
define each and every usage situation in a dynamic environment. 

Also, the model relies heavily on the altruism of net users, and the correct reporting and non-tinkering with precedence fields 
by computer-savvy netters. The continuing survival of such a system is at odds with current social trends. 

44.2.2 The Smart Markel Mechanism 

Proposing the Smart Market mechanism as a possible model to price Internet usage, Varian & MacKie-Mason (1994) suggest 
a dynamic bidding system whereby the price of sending a packet varies minute-by-minutt to reflect the current degree of 
network congestion. Each packet would have a "bid" field in its header wherein the user would indicate how much he is 
willing to pay. Packets with higher bids would gain access to the network sooner than those with lower bids, in the event of 
congestion. The authors acknowledge that this mechanism is preliminary and tentative and is only one approach to 
implementing efficient congestion control; moreover, it would only ensure relative priority without being an absolute promise 
of service. 

The Smart Market mechanism has great theoretical potential as a basis for implementing usage-based pricing. By charging 
for priority routing during times of congestion, traffic that does not claim priority status, such as a large Internet mailing list 
of a listsery conference. would travel for free during off-peak hours. During congestion, users would bid for access and 
routers would give priority to packets with the highest bids. A great deal of consensus will be required along the network for 
smooth functioning and to ensure that priority packets are not held up . 

Users will be billed the lowest price acceptable under the routing "auction," and not necessarily the price that they have 
indicated as their bid. A user would thus pay the lower amount between his bid and the bid of the marginal user, which will 
be necessarily lower than the bids of all admitted packets. As a result, the Varian and MacKie-Mason model ensures that 
while everyone would have the incentive to reveal his or her true willingness to pay, there are systemic incentives to conserve 
on scarce bandwidth while simultaneously allowing effectively free services to continue. 

5 Discussion: Building a Case for Regulation 

We argue that although the dynamic bidding mechanism is very attractive as a theoretical basis for pricing usage, it renders 
the system wide open to potential abuse by those who control the system bottlenecks. A case is therefore made for 
establishing some form of regulatory oversight to ensure against anti-competitive activities and abuse of market- power. In 
essence, this paper argues that a usage-based pricing scheme needs to be combined with some form of regulatory oversight 
that aims at making the access of emerging networks to the Internet open and nondiscriminatory, and that the firms which 
control the bottleneck facilities in the emerging structure do not indulge in anti-competitive behavior. (11) 

Interestingly, in the Internet debate, we seem to have lost sight of the fact that dynamic pricing of network services has been 
advanced and debated earlier. The notion of dynamic rates for pricing network services as a mechanism to balance loads, 
limit congestion, and avoid the high costs of adding capacity, has been advanced in the past (Mitchell). Vickrey (1981) 
proposed that telephone networks could manage their congestion during peak-load times by alerting subscribers through a 
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higher pitched dialing tone and charging premium rates for calls made at those times. Mitchell notes that as the local 
networks of telephone systems evolve into broadband systems and become even more capital-intensive, the gains from 
allocating capacity dynamically on demand will be larger. Dynamic pricing would enable higher overall use of network 
capacity, while allowing price-sensitive users to access telephone services at lower prices on a dynamic and daily basis. 

5.1 The Weakness of the Dynamic Bidding Model 

The essential weakness of the Smart Market proposal as a stand-alone, free market pricing system that does not need any 
regulatory oversight for its proper implementation lies in its assumptions, summarized below. 

5.1.1 Perceived Homogeneity 

First, the model proposes to price the scarce network resource based on the perceived network load. Prima facie, it seems that 
a uniform load factor is presumed across all points of the network on which basis bandwidth is priced. However, this is 
simply not true. The Internet is not a homogeneous network. The load factor and the resultant level of congestion is going to 
be very different along the different nodes/switches/lines between the sender and the receiver. 

It may be argued that the price of sending a message can be based on the most congested point of the network, However, the 
path that a packet will take cannot be predicted with any degree of certainty . It is thus close to impossible to base pricing on 
an algorithm related to the network load at the most congested point of the network along the path that the packets have to 
traverse in order to be able to reach their destination. 

Also, network load is unpredictable, and is prone to sudden peaks and troughs. It is entirely possible that the load at a 
particular node changes rapidly and the bid is simply not good enough to receive priority from that node at that moment, even 
though it might have been so earlier. It may be argued that through consensus a system could evolve where "regional" 
congestion is calculable, and the price determined on the basis of an algorithm that considers all possible routings and all 
possible levels of network loads. However, given the diversity of the Internet and the multiple levels of players, this sounds 
extremely far-fetched and difficult to achieve without any neutral, oversight agency. 

5.1.2 Manipulation of network load 

Second, and more importantly, a pricing system based on network toad opens itself up to potential abuse by those who 
control the facilities at the system bottlenecks. It may be argued that any system would be vulnerable to abuse, but the 
anonymity of data transferred along the Internet would make this system especially vulnerable: for example, unscrupulous 
firms in control of the various nodes would have both the incentive and ability to manipulate the network load to keep it 
artificially high so as to create an upward pressure on the price of network usage. Given that marginal costs are almost zero, 
the firm would attempt to maximize revenue. It can do this by tracking network usage and artificially keeping the network 
load at a point where overall revenue realization is maximized. 

The system is therefore open to abuse by bottleneck- controlling firms who peg the network load at high levels in order to 
maximize revenue, thereby manipulating the price of network usage upwards. For the system to operate fairly and efficiently, 
there would either have to be no motivation for exploitation of market power, or a strict system of controls against abuse. 

5.2 Internet Pricing: A Case for Regulation 

These two issues--the perceived homogeneity and the possibility of manipulation--are the fundamental reasons why the 
Market mechanism, or any variation of it, needs to be combined with an institutional form that is responsible for (a) 
consensus-building, and (b) ensuring against manipulation, anti-competitive behavior, and abuse of market- power. Given the 
experience of the telecommunication industries, it should be amply clear that there is an essential contradiction in free market 
operations. The greater the degree of freedom, the greater becomes the role for regulation. (12) Taking the example of the 
telephone industry, it should be clear that potential bottlenecks and potential for abuse need to be considered well in advance 
so that necessary safeguards may be put in place. 

It is important to address the control of bottlenecks and their role in influencing the pricing mechanism. Although an 
oversight agency could, hypothetically, ensure that the consumer surplus (13) generated is not collected as excess profits by 
the firms and is returned to consumers (MacKie-Mason, 1994 (14)), it is more desirable to design a system wherein the 
transfer of excess funds does not happen in the first place. While it is true that competition is the best form of regulation, the 
privatization of the Internet's facilities and the emergence of the NAPs indicate that the owners of the underlying trunks and 
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access paths (the Regional Bell Operating Companies, the Inter Exchange Carriers, and the CAPs) are likely to have more 
market power than any private organization has had over the Internet to date. 

Whether one envisions Internet carriage emerging as a competitive industry or one that is effectively oligopolistic, there 
seems to be a role for regulatory agencies. There is a need to regulate pricing and control anti-competitive behavior in the 
event that the industry is less than competitive. On the other hand, even if the system is highly competitive, the dynamics of 
network pricing need to be implemented by some form of nonprofit consortium or by a public agency to ensure consumer 
protection on the one hand, and coordination and consensus among the different service providers on the other. In the 
of such consensus building activities and an imperfect market situation, dynamic pricing is likely to have a chaotic effect 
where the cost of accounting and regulatory oversight is extremely high. This might have an undesirable effect on the 
implementation of such a scheme in the first place. 

Some may argue that in the event a purely competitive situation emerges, then it does not matter what form of pricing scheme 
emerges (Bohn, 1994 ( 15 1). But this overlooks the fact that every pricing schemes has its own inherent bias and different 
levels and kinds of associated social benefits. 

An added factor that needs to be assessed is how technology is expected to develop over time. Similar to pricing schemes, 
every technology also has its own bias. Since technological development is likely to be unbalanced, and breakthroughs can be 
expected to be sporadic both in terms of time and space, the pricing schemes that are implemented need to be accordingly 
tailored to reflect or obviate the effects of technological imbalances. 

For example, transmission technology, which is dependent on fiber-optics, is slated to develop much faster than switching 
technology, which is currently electronic based. Should the expectation be that switching technology will develop quickly 
and fiber-optic technology implemented, the fear of congestion at the nodes will no longer be a valid one. The bottleneck will 
then change back to the transmission lines, not in terms of the physical capacity of the fiber optic trunk lines, but in the costs 
associated with overlaying all user lines, especially the last loop that connects the customers premises to the nearest switch. 

In all likelihood, the market is going to be transformed in an incremental manner. Initially, some form of usage-based pricing, 
possibly dynamic pricing, may be combined with flat- rate pricing. For applications that require resource reservation, usage-
based pricing would be necessary to control their proliferation and to ensure network performance. For more traditional 
forms of net usage, such as email, flat-rate access would continue to be the norm. In other words, the pricing system that is 
likely to evolve would move the industry towards multiple service levels. While it would be difficult to predict the exact form 
of pricing that will emerge, it seems clear that there will be a role for oversight agencies and regulators as the Internet evolves 
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Notes 

I ) Traffic statistics are available from Merit's ftp site at nic.meritedu 

(2) Varian and MacKie-Mason note that the actual growth has been faster. Internet usage is underestimated by the Merit 
figures, which do not incorporate data related to alternative backbone routes where the traffic is estimated to have been 
growing much faster. 

(3) For example, real-time video is closer to a connection oriented network service (CONS) than it is to packet-switched 
connectionless network services. It does not exhibit the same stochastic bursriness that is characteristic of more conventional 
applications such as email. Russell (1993) notes that one way of distinguishing the kind of applications is to think of them as 
being either "conversational" or "distributive" (p. 190). Conversational applications are interactive where delays are critical to 
the natural flow of communication, and where a few hundred milliseconds can make a difference. Against this, in distributive 
applications, delays are not so critical. The newer applications are more skewed towards conversational than distributive. 

(4) For a detailed overview of bandwidth requirements of different emerging applications, see "Multimedia networking 
performance requirements" by James D. Russell in Asynchronous Transfer Mode Networks, edited by Y. Viniotis & Raif 0. 
Onvural, Plenum Press: New York, 1993. 

(5) For a more detailed discussion of the telcos and cable companies involvement in the Internet, see Paula Bernier's 
"Opportunities abound on the Internet" in Telephony, voL 226 (13), March 28. 1994. 

(6) TAP-INFO is an Internet Distribution List provided for by a Washington-based organization, Taxpayers Assets projects, 
an organization founded by Ralph Nader. This letter, which was posted on various conferences across the Internet, requested 
a signature campaign addressed to Steve Wolff, Director of Networking and Communications for the NSF. 

(7) For a detailed and well argued thesis of the difficulty in allocating joint costs in the telephone industry, see John T. 
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Wenders "Deregulating the Local Exchange" in Perspectives on the Telephone Industry: The challenge of the Future, edited 
by James H. Alleman & Richard D. Emmerson, Harper & Row, New York, 1989. 

(8) They also report that the Internet has experienced severe congestion in 1987, and during the weeks of November 9 and 
1992, when some packet audio/visual broadcasts caused severe delay problems, especially at heavily-used gateways to the 
NSFNET backbone and in several mid-level networks. A posting by William Manning on the telecomreg list on 4 May, 
1994, at 20:50:46, reports that Rice University had to shut down their campus feed because some students were playing 
around and feeding live video signals into the Net, thus saturating the link, and making it unusable for other users on the ring. 
Varian & MacKie-Mason also report that they found delays varied widely across times of day, but followed no obvious 
pattern. 

(9) One is tempted to include Mosaic and Netscape as a traditional application. However, the newer forms of multimedia 
applications over Mosaic and Netscape are tending to skew it as an application base that is that is at loggerheads with the net 
environment. 

(10) It can also be argued that the real-time transmission of a heart surgery is more beneficial than an academic browser, and 
this is where the essential difficulty in assigning social values based on application software rather than specific uses come in. 
This point will be elaborated later. 

(11) In the emerging architecture, the Network Access Providers will play a crucial role. The four NAPs, as mentioned 
earlier, are all telephone companies, with the exception of MFS which is a Competitive Access Provider (CAP). Historically, 
the telephone industry is replete with stories of monopoly abuse through the control of bottleneck facilities. It would be wise 
to realize that the inheritance of years of management styles cannot be shed aside very easily. 

(12) The form and focus of regulation may change however. 

(13) Consumer surplus in this case would be the excess bottleneck facilities. 

(14) Posted on telecomreg on 2 June 1994. 

(15) In response to my posting on telecomreg where I invited assessments of pricing mechanisms in the context of the 
systemic bottlenecks that are likely to emerge. 
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Presented at MIT Workshop on Internet Economics March 1995 

Abstract 

[1] A congestion pricing scheme will generate revenue only if demand for bandwidth at zero price exceeds the bandwidth 
capacity. The recipient of congestion pricing revenue has an incentive to cause congestion in order to collect more revenue. 
Congestion can be caused by withholding capacity, which on the Internet, can be achieved [a] by strategically not building 
capacity, or [b] by hiding capacity from routers by deliberate non-advertisement of routes or by route blocking, or [c] by self 
dealing whereby the owner of capacity buys back a portion of her own capacity. Such a strategy of withholding capacity is 
analogous to the monopolist's strategy of choosing an output quantity smaller than that which corresponds to marginal cost 
intersecting the consumers' demand curve. There are several means to discourage the monopolistic inefficiencies due to the 
withholding of capacity: [a] by making congestion pricing a revenue neutral process by giving displaced users or their 
proxies the congestion fees, or [b] by making users joint owners of the bandwidth resource and thus joint claimants to the 
congestion revenue, or [c] by assessing both an access fee and a congestion fee (i.e., a two part tariff), or [d] by having 
competition for bandwidth provision. 

[2] Incidence and liability for communication (network usage) costs are two distinct issues. The liability for communication 
costs (obligation to collect and submit the communication cost) may be imposed by the network owner on senders (sellers of 
information) and/or on receivers (buyers of information). Different liability allocations will result in different compliance 
(accounting, collection, and verification) costs. The liability should be imposed so as to minimize such compliance costs. 

The incidence of the communication cost (the manner in which the communication cost is shared between buyer and seller) is 
not a design choice: it is endogenous and depends only on the preferences of network users. 

[3] The question of how the market for communication (e.g., bandwidth) and the market for information (e.g., files) are 
linked is addressed by exploring analogies with other network environments. 

1. Introduction and Outline 

This paper examines proposed congestion pricing schemes allocating traffic on the Internet [such as Varian, 1994a, or Cocchi 
et al, 1992]. In some cases, it is suitable to consider the task to be allocation of communication resources, i. e. a market for 
bandwidth. In other cases, it is beneficial to consider the task to be simultaneous allocation of both rights to information 
which can be sent over the Internet and the resources to be used for transmission, i. e. a joint market for information and for 
bandwidth. I will call this combination of information and bandwidth, communication. The formulation as a market for 
bandwidth ignores what it is that users want to send through the Internet; bandwidth is the only good considered, and can be 
considered solely from a sender's perspective. Both the formulation as a joint market for information and bandwidth and the 
formulation as a market for bandwidth alone addresses the possibility that both the sender and the receiver have a preference 
for the receiver receiving information. 

The Internet and its predecessors (the Department of Defense's ARPAnet and the NSFs NSFNET) were funded by Federal 
government agencies, namely the Department of Defense and the National Science Foundation; individual users have not 
been charged for their use of networks, and have not generally been aware of the impact of their use on network performance. 
The number of people 'on the Internet' is reported to have grown at a rate of 10 percent per month since 1990 when 
Commercial Internet Exchanges (CIX) were first connected to the Internet to allow commercial traffic. Rapid growth in the 
number of users, the proliferation of online graphic images, and especially the one button click-to-download interfaces are 
factors that are increasing the demand for transmission capacity hence increasing the opportunity cost of rnisallocating 
transmission capacity. The phasing out of Federal government funding of Internet operation in the United States necessitates 
some form of alternative funding, such as revenue from fee for service operation. 

The motivation for imposing a pricing scheme is to give users knowledge about the value of what they do to other people, 
and an interest to act so as to reduce harm done to others. It is assumed that the system which grants users the power to cause 
congestion also provides users the power to reduce congestion and thereby avoid needless or inefficient harm. A generous 
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user who is willing to use a system after hours needs to know when after hours actually occurs. A less socially benevolent 
user, if offered a discount for after hours usage, may reschedule her use, not out of charity or of concern for the public good, 
but because it is in her interest to save money. Finally, a user must have sufficient power over the system so that after having decided to save money by using resources when they are cheap, the actions taken have that result. A user who submits her contributions to a mailing list at night will not have any benevolent impact if her software accumulates mail until 9 am and 
then transmits her messages. 

A potential pitfall of introducing a pricing scheme is that it is not only the behavior of the consumers that may be affected, 
but also the behavior of the providers. Profit seeking providers will have as much knowledge, interest, and power in the 
system as any consumer. 

This paper has three objectives. The first objective is to characterize congestion pricing as part of an optimal pricing scheme 
for network usage. The charge to users can in principle be based on any observable characteristic of or behavior by the user. 
Suitable behavioral characteristics on which to base a pricing scheme include [a] access; [b] capacity; [c] usage; and [d] 
priority of service. Observable non-behavioral characteristics include factors such as whether the user is a non-profit or for-
profit institution, and the age of an individual user. Non-behavioral characteristics such as these could be used in setting 
prices, for example, by giving discounts to senior citizens or to nonprofit institutions. Somewhat equivalently, lump Sums or 
rebates could be given to particular classes of consumers, who would then face the same price as everyone else in a uniform 
price market. Such schemes of non-behavior based price discrimination will not be considered in the present paper. 

The access and capacity charges do not depend on if or how much the user uses the system, so these two charges can be 
combined into one lump sum charge for each user called the fixed charge, It. The usage and the priority charges depend on 
how and how much the user uses the system, and can be combined into one charge called the variable charge, p. Together, 
the fixed charge, It, and the variable charge, p, are a two-part tariff. If only one part of a multi-part tariff, the usage charge, is 
considered in isolation, an incentive appears to set the remaining part higher. For example, if p was reduced to 0 as a 
simplification of the analysis, the optimal value of IL becomes larger. Therefore we model both the fixed charge and the 
variable charge simultaneously. 

Secondly, the question of incidence and liability for communication (network usage) costs are two distinct issues. The 
liability for communication costs (obligation to collect and submit the communication cost) may be imposed by the network 
owner on senders (sellers of information) and/or on receivers (buyers of information). Different liability allocations will 
result in different compliance (accounting, collection, and verification) costs. The liability should be imposed so as to 
minimize such compliance costs. Third, and lastly, many people see analogies between the Internet and the Interstate 
highway system, as suggested by the nickname, "the Information Superhighway," and as demonstrated by the use of extended 
metaphors such as on-ramps, road kill and speed bumps. Fiber optic links are called pipes; and analysis of the Internet lends 
itself to many analogies with other network resources. The specific characteristics of various networks that make them 
similar or dissimilar to the Internet is explored. 

2. The Multi-Part Tariff: Access, Capacity, Usage, and Congestion 

The short run costs of operating the Internet backbone are all either sunk because they are due to past decisions or are fixed 
because they do not depend on the quantity of information sent. Here the short run is defined as the duration of time from 
present until just before new capital goods can be bought and installed. Such sunk and fixed costs include the construction 
and configuration of lines, switches, and routers, or the leasing of such assets. Once such costs have been incurred, the cost to 
the owner of these assets of providing an additional unit of bandwidth is zero, as long as the total bandwidth used is between 
zero and the capacity of the system. Additional usage, beyond the capacity of the present system, is impossible during the 
short run because we adopt a literal meaning for the term "capacity" and because of how we define the short run. 

A congestion pricing scheme will generate congestion revenue only if there is congestion, i. e. if demand for bandwidth at 
zero price exceeds the bandwidth capacity. In Figure 1, for the smaller supply, the price for which quantity demanded is equal 
to quantity supplied is positive; but for the larger supply, a zero price allows all demand to be met. If the only revenue 
generated by a communication resource is that due to congestion pricing, the owner of the resource has a strong incentive to 
increase her revenue by causing congestion by, for example, withholding capacity. In Figure 2. the gain in revenue due to a 
higher per unit price more than offsets the loss in revenue due to fewer units of bandwidth sold; thus the supplier will keep 
reducing the quantity of bandwidth offered to the market until reaching the quantity where marginal revenue equals marginal 
cost (or zero). At this point the revenue gain due to a higher price per unit is just equal to the revenue loss due to selling one 
fewer unit. See Figure 3. 
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Figure 1: Zero Price without Congestion 
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Figure 3: Monopolistic Solution by Constraining Supply 
P. W. Crawford 1995 March 
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On the Internet, withholding capacity can be achieved by strategically not building capacity—by hiding capacity from routers. Analogously, one could cause congestion in a road network by hiring a few cars and drivers and having them feign breakdowns in strategic locations. On the Internet, we may cause congestion by what we may call demand pseudo augmentation whereby the apparent demand is increased by some form of supplier self-dealing. The optimal increase in demand shown in Figure 4 results in the same quantity legitimately consumed as does the optimal decrease in supply shown in Figure 3. By contrast, one could cause congestion in a road network by hiring many cars and drivers. But unlike cars, the packets that travel on the Internet are essentially free to generate and to dispose of. The demand could be augmented legitimately by providing access to more users or greater advertising of the benefits of Internet use. The pseudo-augmentation is due to the supplier of the bandwidth, or her collaborator, buying bandwidth solely to drive up the price. The collaborator would be refunded the entire cost of units purchased, so there is no net cost to the collaborator. Such a long run scheme would work easily on the Internet since it is costless to generate and request transmission of huge files (or many packets) and costless to discard these huge files (or many packets) upon receipt. In the financial world, self dealing whereby the owner of securities buys back a portion of her own holdings in order to manipulate the apparent market price is generally illegal. Such a scheme for raising the price up by pseudo-augmenting demand would not work in most other contexts, because there is a real cost of generating the articles sold or transmitted, and there is a further cost of then storing or disposing of them after their arrival at their destination. 

Figure 4: Monopolistic Solution by Augmenting Demand 
D. W. Crawford 1905 March 
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Figure 4. 

Of the various strategies to reduce the quantity actually delivered to consumers in the market, the strategy of under investing 
in capital by under building capacity is the most attractive steady state solution, because presumably the smallest system is 
the cheapest system to build and yet it yields the same revenue as the other strategies. However, the notion of steady state in the Internet or computer industry is not appealing because both demand and technology continue to advance rapidly. 

The strategy to build capacity and mask it out is appealing, because it accommodates growth in demand, and as less capacity 
is masked out, the supplier can claim credit for innovation and efficiency. Such a scenario is similar to that of an 
environmental engineer, who faced with a mandate to reduce emissions by half, declares, "This is the benchmark setting 
period - let's run dirty today". The strategy of pseudo-augmenting demand is less appealing, because the growth of total 
official quantity consumed will be under reported, and will hide the growth of the bandwidth providing company. Note that it 
is redundant to withhold capacity that has not been built. 

There are several means to discourage the monopolistic inefficiencies due to the withholding of capacity: 

fa) Revenue Neutral Congestion Pricing 

Rather than allowing the network owner to keep congestion pricing revenue, the revenue could be given to displaced users. 
This is called a revenue neutral process because the revenue is collected from and given to the users, so the network owner is 
unaffected. This procure is similar to the practice of compensating passengers who are bumped from an overbooked airplane; 
it would be identical if the non-bumped passengers were taxed to pay for the bumping compensation. If the ticket prices were 
set with the possibility of bumping compensation in mind, then the situations are perfectly analogous. Such a system needs to 
block further entry by consumers once it is recognized that the system is overbooked or congested. The revenue neutral 
congestion pricing rule removes the interest the network owner has in having network congestion occur. 

lb] Unitizing the Network 

A system of managing a public good is for. all the users to form a cooperative. The revenue from operation is divided among 
the users according to some agreed upon formula. Such an institution has been used extensively for managing oil reserves 
and aquifers with multiple well owners drawing from the same source [Libecap, 1989]. The unitized network curtails the 
incentive to cause congestion because it is the same agents who both sufferer of congestion and are claimants to congestion 
pricing revenue. 

(c) Multi-Part Tariff 

The charge to users can in principle be based on any observable characteristic of or behavior by the user. Suitable behavioral 
characteristics on which to base prices include: 

. access (whether the user is in fact connected to the system); 

. capacity (the maximum rate at which a user can move information through the system, whether or not the user 
actually has used the capacity—essentially this is a standby charge for having the option to use available capacity); 

. usage (a charge for the actual quantity of information sent through the system); and 

. priority (a charge for displacing other users in the event of congestion). 

Observable non-behavioral characteristics include whether the user is a non-profit or for-profit institution, or the age of an 
individual user. Non-behavioral characteristics such as these could be used in setting prices, for example, by giving discounts 
to senior citizens or to non-profit institutions. Somewhat equivalently, lump sum or rebates could be given to particular 
classes of consumers, who would then face a uniform price market. Such schemes of price discrimination will not be 
considered in the present paper. 

The access and capacity charges do not depend on if or how much the user uses the system, so these two charges can be 
combined into one lump sum charge for every user, called the fixed charge, It. The use and the priority charges depend on 
how and how much the user uses the system, so these charges arc variable. The usage and priority charges can be-combined 
into one charge, called the variable charge, p. Together, the fixed charge, It, and the variable charge, p, are a two-part tariff. 
The optimal solution for the network owner is to set it equal to the consumer's surplus (See Figure 1), and to set p equal to 
the marginal cost. The marginal cost is equal to the highest value that any displaced user put upon not being displaced. In an 
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economically efficient allocation, the highest value that any displaced user put upon not being displaced is bounded by the 
lowest value a non-displaced user put on not being displaced. If there is no congestion, no user is displaced, and the marginal 
cost is zero. If there is congestion, and the buyers bid for usage, the marginal cost is equal to the highest rejected bid. If there 
is no congestion, no bids are rejected and the marginal cost is zero. The two part tariff so implemented is efficient because it 
provides the same quantity of the good as a competitive market would. The strategy of using a two-part tariff is normatively 
appealing because users pay a fixed fee based on their scale, so large sites pay more than small sites, and the variable fees 
vary with usage; however once packets are admitted to the system, each packet is routed alike, and all originator sites are 
treated alike. 

The difficulty with the two part tariff approach lies in the fact that all consumers do not have the same individual demands, 
and thus have different consumer's surpluses. This difficulty could be overcome if the supplier could identify consumers with 
high demand and justify charging them a higher price and prevent resale by consumers given low prices to consumers given 
high prices. Since the proposed system has elicited bids for service, those bidding relatively high amounts can be presumed to 
be those with a high demand. The fact that such consumers have less chance of having their service interrupted helps to 
justify charging them a higher fee [Wilson, 1989}. If low bidding customers engage in resale, they will require larger capacity 
connections, and may need to bid higher in order to obtain the additional bandwidth. In doing so, they will have revealed 
themselves to have the higher demand of those to whom they would resell. Clearly, the opportunities for arbitrage in such a 
system are rather limited. If only one part, the variable charge, is considered in isolation, there appears an incentive for the 
supplier to withhold capacity. Therefore both the access charge and the congestion charge should be modeled simultaneously. 

Idl Competition for Bandwidth Provision 

Assuming compatibility and interoperability problems could be overcome, having multiple suppliers would compete away 
the monopolistic profits. If one supplier withheld bandwidth, another would be willing to provide it. 

3. Incidence and Liability for Transmission Costs 

The cost of communication (network usage, transportation of information), T, if any, can be modeled as a difference between 
the price the buyer pays for the information, Pb, and the price the seller receives for the information, Ps, so 

Pb - Ps = T 

The liability refers to the obligation to submit T to the transport provider. The incidence of a tax refers to the change in prices 
from a datum in a tax lice market where the price for everybody was P. The buyers may see their price increase by (Pb - P) 
and the sellers see their price decrease by (P - Ps) upon imposition of a tax T. 

Seller incidence IS refers to the portion of the tax paid by the seller. 

P - Ps P - P s 
T Pb - Ps 

Buyer incidence D3 refers to the portion of the tax paid by the buyer: 

Pb - P Pb - F 
Ph

Note that IS + IB = I is an identity. 

P • PA Pb - PA IP - Ps) -I. (Ph • F') -Ps 4 Fh 
IS + 18 == Ph -P> I

Collecting a sales tax in a retail industry is analogous to collecting a communication fee. In the retail industry, where buyers 
greatly outnumber sellers, and sellers are less mobile than buyers, it is presumed more efficient to hold sellers liable for the 
tax; this division of labor reduces the number of agents to be monitored for compliance and evasion. 

In the Internet context, providers of files (e. g., ftp archives or www sites) already assume the costs for disk space, access and 

http://www.press.umich.edu/jep/works/CrawMarket.html 3/12/01 

DISH - Blue Spike-408
Exhibit 1010, Page 0331



Pricing Network Usage: A Market for Bandwidth or Market for Communication? Page 7 of 10 

capacity costs, and file maintenance. In some cases, such as files offered to provide technical support or advertising, the 
provider would be willing to incur the additional cost or transportation. In other cases, such as the distribution of shareware 
or non-commercial documents, the consumer would be willing to pay an additional cost. In either case, the file is made 
available and the buyer pays Pt and the seller keeps Ps. Implementing this system as a seller liable system would be easy, 
since the seller is the sender of the files; this may require (depending on incidence) having the seller collect a charge from the 
buyer. Implementing this system as a buyer liable system would require a charge back accounting system, in which the file 
sent by the seller has its transportation cost billed to by the buyer. The buyer-liable system has a greater security related 
obstacle in verifying that the buyers actually requested the files they receive and for which they are liable for transportation 
costs. An explicit hybrid liability scheme is also possible. In the hybrid liability scheme, the buyer and seller agree to some 
allocation of the transmission costs. For example, the buyer may agree to pay one dollar and the seller agree to pay the 
remainder of the transmission charge. Any system that bills the receiver for transmission cost will be easier to implement if 
the receiver is already paying for the content It is assumed that there will be more cases of receivers paying senders to send 
files than senders paying receivers to receive files, thus most file transfer transactions would be file senders collecting money 
from file receivers. In these cases, it seems suitable for the sender to collect additional money to cover the receiver's 
incidence of transmission cost. Assuming that most file transactions are of the paying to receive mode and not the paying to 
send mode, a sender liable system seems likely to minimize the transactions costs. A COD or postage due type of system is 
not likely feasible, because of the storage requirement needed from the time the message is sent to the time the potential 
recipient is informed of incoming information and announces a willingness to pay or not. 

4. How are networks similar or different? 

A network is a set of nodes and arcs; each arc links two nodes. The use or function of a network is to allow some object to be 
sent from one node to another node. An arc may be directional, which implies that the sending is possible in only one 
direction. There may he more than one arc linking two nodes. The object transported may be water, oil or gas in the case of 
pipeline networks; or planes, trains and automobiles in the cases of airline, rail, and road networks, respectively. The planes, 
trains and automobiles hierarchically include people and freight as objects transported. In the case of information networks, 
such as computer data or telephone networks, the object transported is a bundle of information. A postal system may be 
considered a network; objects sent via mail may be considered information. In a commodity network (oil, gas, water, or 
electricity), the objects transmitted are generic and perfectly interchangeable. In an information network (mail, phone, 
computer data), the objects sent,maybe individualized and not interchangeable. 

Example 1. Water transport network technology 

• input x = water at node A at time t I 
• output: y = water at node B at time t2 
• production function: f(x,t) =- y 

Note that in the water network example above, both the input and the output are time stamped. If tl< t2 then the flow is from 
A to B. Generally network flows are reversible, so it is important to keep track of the direction of flows and the time at which 
an object is at a particular node. A factor common to all types of networks is that their capacity to produce is not storable, so 
capacity unused today cannot be saved for use tomorrow. Note that the storage of capacity of a network to transmit is distinct 
from the storage of objects transported over the network. So for example, if a milkman takes one day off and does not use his 
capacity to deliver milk for a day, his capacity to deliver milk is not stored and accumulated, giving him double capacity on 
the following day. However, the nnriplivered milk may be stored. 

The possible uses of a network literally maps from departure space (where you start) to arrival space (hopefully where you 
want to go). The example above was an example of a transportation activity. The network can formally be expressed as the 
set of all possible transportation activities. For example, a postal network can be represented as a mapping from and to the 
space generated by the Cartesian product of all possible pieces of mail, all possible locations of mail, and all possible instants 
of time. Of course, this may not be the most parsimonious representation. For a communication network, we may be able to 
think of discrete pieces of information represented by flashes of light or voltage fluctuations on a wire, as mail trucks on a 
road or as packages inside the mail truck. Though computers can send data over phone lines by using modems, the term 
'phone network' and 'computer data network' are not synonymous. The cost of operating a network typically depends on the 
amount of traffic it bears; the Internet is an exception. This phenomenon of more users causing greater operation cost is a 
negative externality. In the case of increased connectivity, having more users is a positive externality because more people 
are reachable. 

Comparison of Networks 
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[a) Net Flow vs. Total Flow 

The commodity networks do share a common property that one unit transferred from node B to node A is a perfect substitute 
for a unit that already was at node A. Non-commodity transportation networks (planes, trains, and automobiles) do not share 
this perfect substitution regardless of origin property. In communication, each unit of information has a source node (author) 
and receiver node (reader). Receiving mail or phone calls intended for another node is typically useless (unless it's cash in the 
mail) both for the sender and recipient In communication, there are intermediate cases such as broadcasting, in which 
watching the State of the Union Address delivered on station 2 is a perfect substitute for watching the State of the Union 
Address delivered on station 3. Table 1. Network Type vs. Characteristics 

Network Type 
Characteristic 

Store and Forward Net Flow or Total Flow Frictional loss Self Measure of Capacity 

Mail yes total possible no .letters day 

electricity no net yes yes power (MW) 

data maybe total maybe NA bits per second 

telephone no total no [NA 'calls 

road yes total possible yes/NA trucks per hour 

water yes net yes no kg, per second 

gas/oil yes net  yes possible kg per second 

In commodity flow networks (electricity, oil, gas, water), only net transfers between two nodes during a period or net transfer 
rates at a time matter. In information networks (data, mail), the total number of objects transferred between nodes matters. 
Compare the following three cases. 

Example 2. Suppose we are currently pumping 50 units of water from node A to node B. The net transfer between nodes is 
50 units from node A to node B. 

Example 3. Suppose we are currently pumping 80 units of water from node A to node B and simultaneously pumping 30 
units of water through the same pipe from node B to node A. The net transfer between nodes is 50 units from node A to node 
B. 

Both of these examples [2 and 3) describe the same net flow of water. Example 3 may appear to be an inefficient use of the 
network, but since our consideration will be in terms of net flows, and the second case is identical to the first case in terms of 
net flow, the second case is as efficient as the first case. 

(131 Frictional losses 

In a pipeline network, such as one containing water, gas, or oil, flow is induced by increasing pressure at source nodes and/or 
decreasing pressure at sink nodes. In electric networks, flow is induced by increasing voltage at source nodes and/or 
decreasing voltage at sink nodes. Gas and oil networks have frictional losses, and pumps may be used to overcome such 
losses, but it is not necessarily gas used to power pumps in a gas network to overcome friction or oil powered pumps used in 
an oil network. An electric network has losses that are analogous to friction: the resistance/impedance of the wires. In an 
electric network it is the electricity itself that is used up to overcome this resistance. The electricity used up in an -electric 
network is like milk drunk by a milkman who drinks more milk the longer and more tiring his route. A water network arc 
thus has a property known as conservation of mass, where water going in one end comes out the other. But an electric 
network has in kind losses, so what comes out at one end is less than what went in at the other end. These in kind losses make 
modeling the electric network more difficult than modeling a network that conserves mass. Communication networks are 
externally powered. For example, the mailman provides the energy to sort and move mail; the mail itself is not energized. But 
we may think of the bandwidth used to carry header data as frictional loss encountered when sending a data payload. 

fel Store and Forward 

Above it was stated that all networks share a property that their capacity is not storable. However, the good transmitted on a 
network may be storable. For instance, a mailbox is a node in a mail network. The mailbox sends (is emptied) once or twice a 
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day, but may receive incoming mail hundreds of times per day. Between events of being emptied, the mailbox is storing mail. 
Nodes on gas, water, or oil may have reservoirs for storing product between two other nodes. Many data networks have a 
store and forward architecture. However, electricity itself is not storable, so nodes in an electric network cannot be used for 
storage. As a low level protocol, Internet does not store and forward, but applications such as Usenet do store and forward. 

id] Measuring Capacity 

Gas and oil may be measured by mass, number of molecules, or volume at some pressure and temperature, or energy content 
at some pressure and temperature. Electricity is measured in terms of energy. 

Quantifying communication is more problematic than quantifying electricity or water. Suppose you wish to tell someone 
which horse you think will win a race against seven other horses. You might transmit the DNA genetic code of the winning 
horse; that would be a lot of information. If the horses have proper and unique English names, you may transmit the name of 
the horse, 'Sir Ed, 3rd'. If the horses have numbers, you may transmit, 'I'. That is very little information, but in this context, '1' 
is just as sufficient to identify the horse as is providing the complete genetic code. In this example, we need to indicate one of 
eight possible states of the world, since there are eight horses. If we start with a set of eight horses and make three binary 
decisions, we will have uniquely identified a particular horse. If each horse has a unique indicator, then by making three 
binary decisions, we will have uniquely identified a particular indicator, and by the uniqueness of the indicator, we will have 
identified a particular horse. The lesson here is that we can measure information as the number of binary decisions needed to 
get from some set of possible states of the world that are common knowledge to the knowledge that one particular state of the 
world is true. In the eight horse race, the amount of information needed to identify a particular horse is three binary decisions, 
or three bits. 

To write a letter on a computer, we commonly use an extension of the roman alphabet called ASCII, which has 128 
characters (a,...,z, A,...,Z, 0,...9, and punctuation), or a PostScript alphabet which may have up to 220 characters. Newer 
alphabets are much larger: Apple Computer's QuickDraw GX alphabet has 65,000 possible characters [Arnold). An ancient 
computer might have used an alphabet of 38 characters (A,..,Z, 0,...,9,.„) and therefore needs 6 bits per character of English 
(38 < 26 = 64). A modern computer which is using display PostScript with a character set of 220 needs 8 bits per character 
(220 < 28 = 256). These example show why saving the same content as different file types may result in different file sizes. 
The trend towards much larger symbol sets allows much more richly formatted text, but at a cost of longer files. A more 
detailed discussion of measuring information can be found in [Cover). 

This analysis is germane to Internet pricing, because unitized systems (see Section 2b) such as America Online have been 
designed to send graphical icons once and save them locally; then subsequent invocations to the icon need pass only a cryptic 
abbreviated reference to the icon, not the icon itself. However, the user who has stored the icon gets to see the icon, and not 
the cryptic reference. 

The World Wide Web system is not organized to store icons with common identifiers, but does have a system called Hyper 
Text Markup Language (HTML) that allows for very abbreviated formatting commands to be sent, such as <em> emphasis 
</em> which sends the word emphasis with information that the recipient's system should emphasize the word using 
boldface, or italics, as determined by the recipient's system. HTML does not tell the recipient's system how to render boldface 
or italic text; that is already known to the local system. 

Conclusion 

For analysis of the incidence of transmission costs on senders and receivers of information, it is best to consider the task to be 
allocation of both bandwidth and rights to information. For analysis of congestion pricing, the content can be ignored, but the 
access and capacity charges must be considered jointly with the usage and priority charges. 
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Abstract 
The use of digital data has become more and more commercialized. This is 
especially true for digital images, where proofs of origin and of content 
integrity are an important issue. This paper describes a problem related to 
'proof of origin' and proposes a possible solution to it. After a discussion of 
the solution, possible extensions and related areas of work are addressed. 

1 The Problem 
Until now, digital data which was disseminated had no 'unique' features. Everybody 

received an identical copy of the data. Thus, if one of the copies was illegally distributed, it 
was impossible to determine the initiator of the unauthorized distribution. Typical effects are 
software piracy, the unauthorized distribution of vector fonts for printers and the distribution 
of certain digital images, such as art collections and satellite data. The same holds true for the 
distribution of confidential texts or images. 

All possible kinds of .digital data, such as computer software, fonts, texts, images and sound 
suffer from this problem. Only digital data in form of images' will be discussed here. 
Although related solutions for other types of digital data might be found, they have not yet 
been considered and would exceed the limits of this paper. A possible solution for formatted 
text may be found in [9] or [16]. 

A distributor of digital images of commercial or confidential nature usually is interested in 
detecting the source of illegal copies of his data. To do this, he has to provide each recipient 
with a different copy of his data. A process called tagging will be described, which includes 
hidden information in images, and thus makes distributed instances of an image different from 
each other. 'Hidden' here means that the inclusion of the data into the image causes quality 
degradation which is not perceivable by human eyes, and a receiver of the processed image is 
not able to detect or remove the included tags. As soon as the distributOr of the original image 

I Only digital (or digitized) images are considered, which contain a certain amount of noise, or var-
iance in brightness. Thus images of 'Roger Rabbit' may not be acceptable, but a copy of Tizians 
'Pieta' is. 
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somehow receives an illegal copy of it, he should be able to identify the original receiver of this 
particular image with high probability, even if the image suffered from some loss of quality. 

Naturally, the distributor has to decide if the cost (time and effort) of tagging is adequate to 
achieve the intended results. If the distributed images have a short lifetime and are spread to a 
large audience, as with Reuters news images, tagging might be less adequate than in an art cat-
alogue. At the same time, secure means for distribution and storage of tagged images have to 
be used, e.g. by applying commonly known cryptographic techniques, such as DES[11] or 
IDEA[12] for storage and additionally RSA[l 0] for transmission. Otherwise, a tagged image 
might be stolen from a legal customer, causing him to be accused for illegally spreading this 
image. 

2 Requirements for successful tagging of images 
The fundamental solution to the problem of detecting the distribution path of each image is to 

provide each recipient of an image with a different copy. The difference in the distributed 
images will allow the distributor to identify a certain recipient, by determining to whom he has 
given this instance of the original image. 

As soon as a recipient, from now on dubbed enemy, wants to illegally spread his image, he 
will use countermeasures like the addition of noise, stretching of the image in one axis, or any 
other change which does not destroy the semantics of the image. This makes it more difficult 
for the distributor to identify him and has to be taken into account when looking for solutions 
to the following requirements: 

• A tag2 introduced into an image should have maximal information content to allow a good 
differentiation between different recipients. 

• The tag should destroy as small as possible an amount of original information in the image. 
This guarantees high acceptance of the modified image by the recipient. 

• The distributor should be able to easily separate the tags from the original image to allow 
detection of tags when an illegal copy of an image returns to him. 

• There should be no possibility to separate the tags from an image without having access to 
the original untagged image. 

• Removing or hiding the tags in the image should imply a maximum loss of quality in the 
image. 

Some of these requirements work against each other, so a balance has to be found in order to 
get an optimal result. This balance depends on the actual needs of the distributor, and is influ-
enced by e.g. the number of recipients or the fact if the distributor wants to recognize printed 
copies of the image. 

3 Technical Approach 
The issue of tagging images was partitioned into interdependent problems. Possible solutions 

to these problems are examined in the following sections. The approach presented here is par-
tially based on heuristics, as formal models and methods have yet to be defined. To do this, 
information theoretical and statistical arguments have to be combined and discussed together. 
No tightly related work has been found. Although [18] pursues the same goals as this paper, 
the chosen approach is strongly related to DCT compression of an image, and has not been 
considered further. Loosely connected previous and related work is referenced. 

2 The sum of hidden information introduced into the image is named tag. 
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3.1 Information that Constitutes the Tags 
To allow the distributor to differentiate between multiple instances of the same image, infor-

mation has to be included into them. In its most abstract form, this information is a sequence of 
bits. Experiments have shown that, using the method presented in section 3.2, an image usually 
contains some hundred tag bits. Depending on the expected strategies of the enemies, different 
usage and interpretation of these bits should be chosen. Under the assumption that enemies do 
not cooperate (see section 3.3), the tag bits may provide maximum difference between differ-
ent image instances. Principles applied to the construction of error correcting codes[1] (ECC) 
can be used to construct highly individual tag sequences. Under other circumstances, random 
bit sequences[13] may be used. They are easier to construct than ECCs, and give a better possi-
bility to detect groups of cooperating enemies (see section 3.3). 

3.2 Integrating the Tags into the Image 
A mechanism has to be found to integrate the above defined tag bits into the image in a non-

localizable manner. The distributor may not simply append the tags to the image, or place them 
in well-defined locations of the image, as an enemy might then just remove the tags, without 
suffering a loss of quality. 

The idea of hiding information in an image to provide means of transferring the information 
without detection by an enemy is not new [2][3]. For example, a bitsequence could be directly 
integrated into the image by setting the least significant bit of the color values of a pixel to the 
value of one bit in the sequence. Nevertheless, currently known mechanisms are not fault toler-
ant, even slight distortion of the image makes the hidden information unrecoverable3, as no 
redundancy is provided. 

If the tagging procedure were to be executed by a human he could modify some picture ele-
ments manually, thus minimally changing the semantics of the image. By introducing these 
modified elements (such as additional leaves of a depicted tree, a -change in a shadow or a shift 
in the position of the sun) depending on the chosen bit sequence, a corresponding tag sequence 
would be produced. A similar but automated method for tagging purposes could shift borders 
detected in the image, replace homogenous areas by slightly different shades or change line 
widths of lines detected in the image. These two approaches (the manual and automatic change 
of image semantics) were not examined further, but still remain interesting, as they represent a 
near-optimal fulfilment of the requirements stated in section 2. 

The approach taken in this work modulates the brightness of chosen rectangles in the image 
to hide its tagging information. Independent modulation of RGB color values is not suitable, as 
greylevel images are deemed to be of quite good quality, and the transformation from color to 
greylevel causes an extremely high information loss. Figure 1 illustrates the method. 

311711r144 2,1: 

77".F..— -;'•••• "":41̀47.4.V- r • ^r4 '-s- -•• 

• 

Original Image 

.. • 

...o 

Tagged (2%) 

Figure 1: Example on rectangular tags 

Tagged (15%) 

To the left, an unmodified section of the image is displayed. The section in the middle is 

3 The approach of image tagging might even be used to convey small amounts of information be-
tween communication partners in a unrecognizable and fault-tolerant way. 
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X Y 

V —   (bo(x,y)— m o)(bm (x,y)— mm ) 
" (X • Y)— 1 

x=i y=1 

is the covariance between original and modified image, where m 0 and mm represent the 
mean brightness of either one. vo and vo, are the variances of the two images, vo is defined as 

1 
)— 

x Y 
v2  

(X Y 
(bo(X, y) — Mo)2 . 

° • 
x=1 y=1 

When comparing two identical pictures, IRS will have the value of 1, the more differences the 
pictures show, the more IRS will decrease towards 0. This method for comparing images can 
only be applied to images having the same size, which sometimes might require the preproc-
essing of images 

4.1 How to Integrate the Tags 
In this tentative realisation of the tagging mechanism, the bitsequence which constitutes the 

tags is generated by a simple random number generator[14]. For more serious applications bet-
ter generators have to be chosen to disallow attacks based on this information. 

Tags are represented by rectangles which get modulated onto an image. The more geometri-
cal deformation of the image is expected, the bigger a tag should be. They have a fixed size of 
2.2 up to 2n -2n , (n < min(X, Y)I 2) pixels, which is chosen at program start. Tags of 4x4 
up to 16x1 6 pixels have been examined in [8] and in section 5 of this paper. In a fi rst step, all 
locations in the image where a tag could possibly be placed are identified by calculating the 
variance of regions of size n • n in the image and comparing it against a upper and a lower 
limit. These limits were empirically defined. After having located all possible positions, some 
of these positions are randomly chosen; keyed by a so called group identification and a prob-
ability for each possible position to be actually used. Care is taken to provide each rectangle 

. with a border of n unmodulated pixels. This is needed for a later detection of the tags. At the 
same time, the direction in which a future tag may get modulated (brighter/darker). is randomly 
chosen. 

The location and possible modulation of tags in an image is the same for all customers who 
receive this image, as long as the group identification is the same for all customers. To differen-
tiate between customers, a serial number is used, again keying a random generator. The thus 
generated bitsequence triggers the actual modulation of the tags, and is at the same time used 
to add some noise (currently 0.5% of the maximal brightness) to each pixel of the image. The 
activation of a tag alters the brightness of a corresponding rectangle in the image by e.g. 1%. 
Again these values are hardcoded. Figure 2 illustrates the different modulations which are 
superimposed on top of the original image. 

Actual data on some examples (number of tags and correlation coefficient) may be found in 
section 5. Adapting the variance in brightness to the actual variance of the local region might 
lead to a noticeable increase in tag detection by the distributor, and will be subject to further 
study. 

As tag rectangles are placed only in regions with a minimal variance, it is expected that the 
'additional' information added by the tag disappears behind the image noise. Tags introduced 
in an image usually are not visible to a careful observer. 

4.2 Recovering the Tags 
The algorithm which recovers the tags is designed to exploit the fact that image distortion 

introduced by an enemy or e.g. lossy compression algorithm usually are not localized exactly 
on the effective tag rectangles. Distortion is expected to equally spread on the rectangles (or 
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Figure 2: Modulation of an image by tagging information 

part of them) and their unmodified surroundings. It is a precondition that the image to be proc-
essed has the same size as the original image, and that geofnetrical distortions (like rotation) 
have been eliminated from it. 

In a first step, the brightness of each pixel in the received image is subtracted from the origi-
nal one. Now, having knowledge of possible tag positions, the algorithm tries to recover the 
original modulation of the rectangle, thus identifying the state of the corresponding bit in the 
tag sequence. Around the original tag with size 2n - 2n an unmodified region of size n should 
exist. After the subtraction, the mean brightness of the border region should be 0. The actual 
value is calculated, and the so won offset used to correct the mean value for the brightness in 
the tag rectangle. This is done separately for each quarter of the tag rectangle, allowing a future 
balancing of the four mean values extracted from the rectangle on a nonlinear base. Currently, 
just the arithmetic mean of the four values is taken and compared with a threshold. If the mean 
value is higher than 1/2 of the modulation strength of the rectangle, the corresponding tag bit is 
taken as '1' in the other case as '0'. 

After this has been done for each tag rectangle in the image, the distributor is now in posses-
sion of a recovered tag sequence. By comparing it with the stored tag sequences of all custom-
ers the enemy may be identified. If a group of enemies shall be detected, groups of different tag 
sequences have to be generated, and just the bits in each sequence which are equal to all cus-
tomers in the assumed group have to be checked. 

5 Evaluation 
To substantiate some of the claims in this paper, data has been collected. The main purpose of 

this data is to show the detectability of tags in distorted images on the one hand, and on the 
other hand give some hints on how strong the quality degradation of the images in the course 
of tagging actually is. 

5.1 Tagging and Quality Loss 
Depending on the size and the 'noisiness' of the image, and on the tag size, a different 

number of tags can be placed in the image. Table 1 enumerates the number of tags which was 
measured on a variety of randomly collected pictures At the same time values of IR.1 are dis-
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played, giving a hint on quality loss introduced by the tagging process. 

Image: 

, 

#Tags 
4x4 

',Tags 
8x8 

#Tags 
12x12 

#Tags 
16x16 

IRI 4x4 IRI 8x8 

.1 

IRI 12x12 IRI 16x16 IRI Rel. 
±1%Noise 

bud (640x480) 690 427 254 156 .9998552 .9998131 .9997896 .9997647 .9988916 

zurlim 1512x512) 1593 606 282 156 .9999024 .9998786 .9998695 .9998585 .9994244 

pic3 (5021900) 614 445 293 204 .9998595 .9998270 .9997997 .9997749 .9988591 

ystone (1152x779) 1208 1076 683 453 .9995562 .9994302 ,9993338 .9992625 .9964358 

lake (512x512) 1530 608 299 175 .9998826 .9998515 .9998394 .9998352 .9993038 

Table I: Number of tags and value of correlation coefficient (tagging with 1.2%) 

5.2 Countermeasures 
As stated in section 3.3 enemies might apply different •kinds of modifications to a tagged 

image to make it harder for the distributor to recover the tag sequence. The list of possible 
modifications and attacks on tagged images in this paper represents in no way an exhaustive 
overview, nor does it prove anything. It just gives a hint on the possibilities of the enemy4. 

A group of enemies working together is able to initiate a strong attack. They may simply mix 
their images, giving each pixel of their 'output' image the value of the mean of all the corre-
sponding pixels in the different images. This way, they can .reduce the detectability of some of 
the tag bits by flattening the profile of the corresponding tag rectangles. Additionally they may 
compare their images, thus detecting differently modulated tags (see figure 3). 

: -• •••••••• 

•• 
of 4

Tagged Image A Tagged Image B Difference 

Figure 3: The detection of differing tags by enemies (20 tags detected) • 

They are then capable of falsifying their tag sequence. Assuming a randomly constructed bit 
sequence as identifier for each customer, N enemies may detect a fraction of I - 21 - N of all 
tags. As long as the number of enemies is small, the distributor may still identify them by 
checking the bits they were not able to detect; if the number of enemies gets larger 
(2N > Number of Tags) it is impossible to detect them. 

A solitary enemy is not able to gain any information on the tags in the image. Thus his possi-
ble attacks are of two distinct classes: 
1 . Modification of image geometry 

The enemy may slightly rotate, shrink, stretch, shift, etc. the whole image, or parts of it. 
This causes the locations of tags to be shifted, making it difficult for the distributor to (auto-
matically) check the tags. 
Just to give an example, some images have been shrunk by 50%. About 213 of all tags were 
still detectable, while IRI dropped to about 0.85 and the images were subjectively severely 
degraded. The main problem here is to undo the geometrical distortion introduced by an 
enemy to allow the subsequent detection of tags. The application of [6] will at least partially 
solve this problem. 

*I Usually it is very difficult for the designer of a cryptography or protection related algorithm to 
prove the strength of his algorithm, or assess all possible methods to counter it. 
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2. Modification of image content 
The goal of content modification is to 'remove' the tags from the image, or at least distort 
the brightness of tag rectangles as much as possible, thus disallowing the distributor to suc-
cessfully recover the bit sequence hidden in them. Image content modification comprises 
many possibilities. The following mechanisms have been employed to gain some data: 
• Noise has been randomly added to the tagged image. The noise has been added to the 

brightness of each pixel, changing it by ± 2%, respectively ±4% of its maximal value. 
• The JPEG lossy image compression algoritlun[15] has been employed on the tagged 

images. The quality of the image was reduced to 75% and 30% respectively, where a 
quality of 30% represents a rather degraded picture. 

• The colorspace of the tagged image has been reduced to 32 colors. At the same time dith-
ering with Floyd-Steinberg error diffusion has been employed. The output of this step is 
in the range of a very sophisticated color printer. 

Table 2 depicts the quality loss experienced when employing above methods on the original 
images (col: number of colors in the original image): 

Noise 2% Noise 4% JPEG 075 JPEG 030 
.,, 

FSOUANT 32 

bud zss cot .9969303 .9879267 .9941969 .9749811 .9900836 

zurlim r99099 c01 .9983958 .9935527 .9971828 .9918425 .9949042 

p1r..3 76540 col .9968435 .9875711 .9984049 .9965283 .9725430 

ystone ,99999 ca .9901941 .9624366 .9959695 .9912676 .9583207 

lake ,e9e99 col .9980696 .9923478 .9971620 .9942864 .9911683 

Table 2: Quality degradation after distortion of original images 

A very special kind of modification is the repeated tagging of an already tagged image. 
Some trials assuming the knowledge of the tagging algorithm and all its parameters except 
the group identification and the original picture have shown a quality degradation of about 
0.0002 per tagging iteration, and a loss of 3-4% of the original tags per iteration. After 
about the fifth iteration the images subjectively become more and more distorted. 

5.3 Success in Recovering the Tags 
Having produced a variety of tagged images (tagged with different tag sizes and differing 

strength of tag rectangle modulation) the content distortions mentioned above have been 
applied. Afterwards the tag sequences were recovered and compared with the originally intro-
duced tags. Table 3 enumerates the percentage of tags that were successfully detected in each 
case for different tag sizes and tag modulation strengths. 

Using a modulation strength of 2% and a tag size of 16x 16 pixels, it was possible to recover 
75% of the tags from enlarged, (color-)printed and rescanned images. 

6 Summary and Future Work 
A new and interesting problem has been presented, and some basic approaches for a solution 

have been discussed. Although there is still a lot of work to do, the results are promising. Addi-
tional efforts on both the theoretical and the practical side need to be done on at least the fol-
lowing points: 

• Explore other forms of tagging and modulation of tags, including 'Adaptive Tagging'. 
• Explore hierarchical distribution paths for the images (multiple tagging?). 
• Apply 'tagging' to sound (Tagging text has in the meantime been done by [9]) 
• Prove the nondetectability of tags introduced into images. 

Assuring Ownership Rights for Digital Images 
Germano Caronni 
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Noise 2% 
4,4 6k8 12x12 16x16 

Noise 4% 

04 8x8 12:02 16x16 

JPEG Q75 
4.4 8x8 1202 16116 

.. 

JPEG 030 
4K4 84 12.12 16.06 

FSOUANT 32 
4x4 8x8 12,02 16.,06 

bud 1,0% 
r 
81 98 99 100 68 83 90 99 82 99 100 100 63 83 93 100 76 91 94 98 

1,2% 84 98 100 100 70 85 93 99 85 100 100 100 65 86 96 100 72 91 94 99 
1,4% 88 99 100 100 73 90 97 100 89 100 100 100 68 92 99 100 82 96 95 98 

zurtim 1,0% 81 98 100 100 68 87 93 97. 82 99 100 100 65 83 96 98 75 90 92 94 
1,2% 85 99 100 100 70 89 96 99 86 100 100 100 66 87 98 99 78 93 94 94 
1,4% 88 100 100 100 73 92 99 100 89 100 100 100 69 90 99 100 81 95 95 96 

pic3 1,0% 83 98 100 100 69 84 96 98 83 99 99 100 66 85 96 99 68 84 86 92 
1,2% 85 99 100 100 71 86 96 99 84 99 100 100 66 89 96 100 71 84 88 94 
1,4% 88 100 100 100 74 91 99 99 88 100 100 100 69 94 99 100 76 89 94 94 

ystone 1,0% 82 97. 99 100 68 83 94 98 85 99 100 100 67 89 96 99 72 86 87 90 
1,2% 85 98 100 100 70 86 95 99 85 100 100 100 68 91 98 100 76 88 89  90 
1,4% 89 99 100 100 73 90 98 100 89 100 100 100 71 94 99 100 79 90 90 92 

lake 1,0% 80 98 99 100 67 88 94 98 83 99 100 100 68 86 96 99 69 85 88 94 
1,2% 83 99 100 100 69 90 96 100 86 99 100 100 69 89 98 99 71 87 90 93 
1,4% 87 100 100 100 72 94 98 100 89 100 100 100 71 93 99 100 73 89 92 94 

Table 3: Measured success in detecting tags (in percent) 

• Define probability limits for detecting enemies after receiving distorted images. 
• Explore other geometrical shapes or overlapping shapes to carry tag information. Is spread 

spectrum technology applicable to the process of tagging? 
• Adapt the 'decomposition of deformation'[6] to the analysis of tagged images. 
• Develop better tag sequences for groups of enemies. 
• Do extensive tests on different types of images. 
• Find alternative methods to measure quality degradation of images. 
• Analyze tagging in connection with confidential data and for steganographic purposes. 
• Classify different possible types of tagging mechanisms, depending on the kind of docu-

ment which is to be tagged. 
• Study this approach in relation to the detection of covert channels [7]. 
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ABSTRACT 

This paper describes a digital watermarking service which allows the publisher and informa-

tion provider to mark and identify their copyrighted materials through the World Wide Web 
(WWW). First a general copyright watermarking scheme is proposed to aim at identifying the 
ownership and distribution path of multimedia works. Then a class of digital watermarking 
methods for images, videos and structured texts is outlined. Finally the implementation ofthis 
watermarking scheme in the WWW is described. 

Keywords: Copyright Protection, Digital Watermarking, World Wide Web, Multimedia. 

1 INTRODUCTION 

The intrinsic characteristics of digital media (such as ease of replication, ease of transmission 
and multiple use, plasticity, identical copying, compactness and nonlinearity) have caused 
the problems associated with the enforcement of intellectual property rights [1 , 2, 3]. One of 
the major solutions to the problems is based on usage control scheme, i.e. each usage such as 
printing, viewing or playing of the copyright protected material is controlled by authorized 
"rendering" hardware, firmware or programs. This scheme has been recommended by the 
working group on intellectual property rights in the USA's National Information Infrastruc-
ture [4]. A similar scheme, called CITED model, has even been experimentally implemented 
in CITED [5] and COPICAT [6] projects funded by the European Commission. 

Although such restrictive use scheme may become the predominant transaction in some 
applications such as video-on-demand, it seems unlikely that it will be the single universal 
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solution. For example, P. Samuelson has criticized the scheme and concluded in some fields, 
e.g. in digital libraries, that the usage-based scheme is inappropriate [7]. The reason is 
two-fold: first tolerating some leakage may be in the long run of the interest of publishers. 
Second it may deter learning and deep scholarship for educational and research work. 
Furthermore, this scheme may also cause legal and implementation problems. To implement 

such a use-control scheme, all user's rendering devices (e.g. for printing, displaying) and 

their production must be licensed and authorized. This prerequisite is difficult to meet 
without a harmonic standard, a moderate user acceptability, and corresponding legislation 
measures. Therefore, it is unlikely that as a universal solution this use-control scheme will be 
widely put into practice in near future. 

Rather than attempt to restrict and control copying or use of copyrighted materials, another 
solution could be to allow unlimited copying or use, and afterwards to provide evidence of 
any misbehavior. This solution is based on digital copyright watermarking technique 18, 9, 
10, 11, 12], which secretly embeds robust marks into a material to designate its copyrights-
related information such as the origin, owner, content, use, or destinations. We believe that 
this technique on the one hand can provide evidence fot copyright infringements after the 
event, on the other hand, it may serve as a kind of deterrent to illicit copying and dissemina-
tion of copyrighted materials, therefore, to decrease their occurrences in advance. In addi-
tion, the watermarking technique is not contrary to the usage-control. scheme: it is just 
complementary to the usage-control scheme by providing another defence against misbe-
havior on the copyrighted materials that may escaped from the controlled domain of the 
usage-control scheme. 

To makes the unauthorized copying and distribution evidential and provable, the copyright 
watermarking technique must meet the following requirements. First the embedded water-
marks must be perpetual invisible, undetectable, unremovable and unalterable. Second it 
must be resistant against any processing and attack that do not effect the quality of the 
material. These requirements have been discussed in [3, 12]. 

To use digital watermarking, the copyright holders, especially small publishers and individu-
al artists, expect a trusted body providing services 

• to watermark and register copyrighted works, 

• to provide copyrights and related information (such author, price) of a registered work, 

• to verify the rights in the works, or 

• to provide evidences of illegal copying and use. 

The increasingly availability of computers, high-speed networks, and electronic commerce 
technology make the electronic service possible. The aim of the watermarking server pres-
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ented in the paper is to automate these services through network means. This server first 

allows work owners in the network to watermark and verify their works without having 
watermarking softwares, second allows consumers to obtain copyright information of any 
registered (watermarked) work. Besides the watermarking service, such a server may pro-
vide more functionalities for facilitating electronic copyright transaction and clearance. 

This paper presents a design of such a watermarking server and an implementation in the 
World Wide Web. We will first describe a general and flexible copyright watermarking 
scheme aiming to identify the ownership and distribution path of the copyrighted material. 
Then we briefly describe a variety of watermarking methods which are used to provide the 
watermarking services and have been developed in the SysCoP (System for Copyright 
Protection) [12]. Finally, an implementation of the watermarking server in the World Wide 
Web is described. 

2 A COPYRIGHT WATERMARKING SCHEME 

In this section, we propose a three-phase copyright watermarking scheme. This scheme is 
based on a belief in private control of copyrights only by respective owners, and in flexibility 
and freedom of copyright protection and management. All keys for reading watermarks and 
the original copy of the work are controlled by its copyright holder. We believe that any "key 
escrow" or "escrow of the original" is not the interest of complex and dynamic digital 
marketplace. The watermarking server in this scheme is a trusted assistant to provide flexible 
watermarking services. The owner can ask the server to watermark his works, or can water-
mark by himself locally and register the watermarking on the server, or even does not contact 
the server. 

This scheme addresses two important identifications associated with copyrights in the work: 
the owner and the distribution. In addition, it proposes to embed a public watermark into the 
work to indicate its copyright notice. 

Public watermark 

Similar to a traditional copyright notice or indication, a public watermark is readable public-
ly, and may be displayed or performed by the rendering device (image viewer, audio or video 
player). More information such as price or contact address may further facilitate end users to 
receive or purchase a particular permission from the copyright holder. Unlike the water-
marks for identifying the owner or recipient, the public watermark is not secure, but can help 
the end user who wants to know if a multimedia material is copyrighted and more-(e.g. the 
rights of use, contact address), thus to decrease copyright infringements resulting from 
ignorance or carelessness of the users. 
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Figure 1. A digital copyright watermarking scheme 

Ownership watermarking 

This phase is concerned with the ownership watermarking and registration of the copy-
righted material. The copyright holders have three optional ways to watermark their works: 

• to send the work to the server for watermarking and registration, 

• to watermark the work locally and then register this watermarking to the server, or 

• to watermark and register the work locally. 

More involvement of the watermarking server, more service can be provided to work holders 
and customers. In the first case, the server can not only provide copyright information, but 
can also solve some copyright disputes. In the last case the server only plays a role to read 
watermark from a work regardless of its authenticity. Section 4 will discuss watermark 
verification in details. 
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Recipient watermarking 

This phase is optional — it embeds a unique identifier of a recipient into the material that will 

be delivered to the purchaser. It is likely to carry out this watermarking locally in information 

provider's site because of the large number of customers. A local codebook can be main-

tained to keep the mapping between customers' information and their unique identifiers. 

This recipient watermarking enables us to identify who made illicit copying and distribution. 

When the recipients (i.e. purchasers) of the watermarked work are non-end-users (e.g. 
retailers or distributors), they may apply the second phase "recipient watermarking" again 

for their redistributions. Furthermore, when they buy the reproduction or derivation rights in 
the work from the original owner to produce or derive new materials, they have to perform 
the first phase "ownership watermarking" to protect their rights they bought in the new 
materials. Such a "multiple" ownerships and recipients chain implies another importarit 
requirement of digital watermarking: hierarchical watermarking; i.e. a multimedia data can 
be marked more than one times such that all watermarks are extractable if the quality of the 
data is not degraded yet. 

3 WATERMARKING METHODS 

The basic principle of watermarking methods is to add copyright information into the 
original data by modifying it in a way that the modifications are perpetual invisible and 
robust. It is obvious that the watermarking methods may depend on the media type and 
perhaps also content feature of multimedia documents. The watermarking server presented 
in this paper employs the methods developed in SysCoP [12]. Currently, three watermarking 
methods have been developed in SysCoP supporting three important media, namely, still 
images, motion images and structured text image. All methods share a framework for 
watermark-embedding or for watermark-retrieval process. Each process is composed of two 
steps. The first step is to generate a pseudo random position sequence for selecting blocks 
where the code is embedded, using extracted features of the multimedia data together with a 
user-supplied secret key as the seeds. The second step simply embeds or retrieves the code 
into or from the blocks specified in the position sequence using different watermarking 
methods. Each of these watermarking methods will be outlined below. 

Frequency Hopping 

The frequency-hopping watermarking method embeds a watermark bit through holding 
specific relationships between three randomly-selected quantized elements with a moderate 
variance level in the middle frequency ranges. The relationships among them compose 8 
patterns (combinations), which are divided into three groups: "1" patterns and "0" patterns 
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representing "1"- or "0"-bit of embedded watermark respectively, and the invalid patterns. if 
too big modifications are needed to hold a desired valid pattern representing a bit, this block 
is invalid. In this case, the relationships among the three elements of the selected location set 
are modified to any of the invalid patterns, or are stored as part of the secret key to "tell" the 
watermark-retrieval process that this block is invalid. The criterion for invalid blocks is the 
maximum difference between any two elements of a selected set. in order to reach the desired 
valid pattern. 

By dividing the elements that have moderate variance level in a block into several zones, we 
can support hierarchical digital watermarking, i.e. multiple copyright watermarks can be 
embedded in different zones, and each of them can be separately extracted later. To increase 
the robustness of the watermarks, the same watermark can be redundantly embedded into 
one data more than one times. 

Black/White Ratio-based Switching 

This method was designed to embed robust watermarks into binary images (i.e. black/white 
images). A bit is embedded into a randomly selected block in the following way: a "1"-bit is 
embedded into the block if the ratio of black to white is in a range (T1), and a "0"-bit is 
embedded into the block b if the ratio is in another range (T2). A sequence of randomly 
selected blocks is modified by switching whites to blacks or vice versa until falling into the 
ranges. When too much switching is needed, the selected block is invalid and is modified 
into any invalid range which is outside T1 and T2. A "buffer" X is introduced between T1, T2
and the invalid ranges, representing the robustness degree against image processing of 
watermarked images, i.e. the number of bits that can be altered after image processing 
without damage of embedded bits. 

Line & Word Shifting 

This method was developed in AT&T Bell Laboratories [8] and can be used to watermark the 
text format file (e.g. in Postscript format) or black-white document images. A bit is em-
bedded into a text document by shifting slightly a line down or up, and/or a word in a line left 
or right. We have implemented a simple version of this method. First we only support a 
specific format of text document, namely, the Window-Word produced Postscript file, Se-
cond we do not use the first and last lines of paragraph, and a line or a word in a line where a 
bit is embedded is always accompanied by two unmodified lines (one above and one below) 
or two unmodified words (one left and one right). 

4 COPYRIGHT WATERMARK VERIFICATION 

The aim of the copyright verification is to claim the ownership and/or identify the original 
purchaser of a watermarked work. This aim consists of three tasks: 
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• To construct the embedded codes using the secret key that was used in the watermarking 

embedding process, 

• To prove that a watermark retrieved from a material is the same one that was embedded, 

and 

• To determine which watermarking is earlier than another one. 

The first task can be accomplished using a watermarking server or a local watermarking 

retrieval program. Several approaches have been proposed to prove the authenticity of the 

watermark, and to determine the watermarking time. They will be described below. 

Error Correction 

The first approach is to embed an error-correction code, in addition to the information 

provider's or purchaser's identifier, into the material. The advantage of this approach is that 

neither additional information nor the involvement of third party is needed in solving copy-

right disputes. However, trust and reliability of this approach are restricted on the capability 

of the error-correction method. 

Watermark Certificate 

The third copyright verification approach is to use a certificate issued by the watermarking 

server. When a document is registered and marked in a server, the server issues a certificate 

stamped with its digital signature. In addition, this certificate is encrypted using the request-

er's public key and therefore can only be decrypted by the requester. The certificate may 

contain most same information (holder, registration time, embedded watermark, etc.) that 

are also stored in the server's database. Thus, many copyright disputes may be solved by 

parties involved according to the rules described above. 

Use of a Watermarking Server 

In the second approach, a watermarking server takes over the verification task using the 

original watermarks stored in its database. The automatic verification process at the server 

consists of three steps, as shown in Figure 2: 

(1) Retrieve the embedded code using the user-supplied secret key and the multimedia data 

to be verified. 

(2) 

(3) 

Retrieve the watermark from the server's database according to the unique document 
identification (DID). 

Compare two watermarks that are retrieved from the multimedia data and the database, 
respectively. If the match accuracy is greater than a criteria percentage T (e.g. 85%), the 
verification succeeds, otherwise fails. 
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To determine a watermark is earlier than another, both watermarked works are usually 

needed. We assume that the similarity between two works is judged by human experts — they 

determine whether a work is derived from the other (i.e. infringes copyrights in the deriving 

work). Assume that the two similar works in a copyright dispute are dl and d2 held by the 

person pl and p2, respectively. If pl is able to read his/her valid watermark both from d l and 

d2, he/she is supposed to be the "original" owner of the work. . 

Watermarked Secret 
Data Key 

retrieval process 

DID 

database retrieval 

compare two watermarks 

match rate > T 

no 

yes 

Figure 2. Copyright verification by the Watermarking Server 

A watermarking server may also use watermarking time to determine which watermark is 

"original" if both watermarkings were performed by a server. If both dl and d2 have been 

marked and registered by pl and p2 in watermarking servers, the registration time of dl and 

d2 is the decisive factor in solving the dispute: the earlier register shall hold the ownership of 

d l and d2. 

.5 IMPLEMENTATION IN THE WWW 

As increasingly expansion and development of the World Wide Web, on the one hand, 

copyright problem has became one of major barriers in the commercial use of the WWW 

publishing [13]: without appropriate copyright protection and revenue technologies, the 

WWW will and can only stay for advertisement purpose in the field of commercial electronic 

publishing or for disseminating "gray literature" (technical reports and other materials that 

have not yet been published formally). On the other hand, the WWW provides an excellent 

means for a wide range of WWW users to perform copyright transactions and for copyright 

holders and agents to offer electronic services such as clearance, licensing, as well as 

watermarking and registration. This section describes an implementation of a watermarking 
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server in the World Wide Web. It accepts the requests from WWW users for copyright 

watermarking and verification of their copyrighted materials. 

The complete URL of the image (ppm, gif, tiff, jpeg): 

http : //www. igd. fhg. dek.zhao/building. ppri 

The, label to be embedded into the image (max. 8 characters) : 

[ fhgigdag: 

Secret key' (max. 9 digits) : 

I*********I 

Submit  J Clear Fields . 

Figure 3. Image watermark-embedding form 

The complete tit .of the image (ppm, gif, tiff, jpeg) : 

1)ittp : //wwW: igd. fhg. de/-ehao/building. marked. ppm 

Secret key (Max. .9 digits): 

Il********4 
• 

Document identifier (DID):: 

.1.1.003248 

Submit • _ _ Clear Fields 

Figure 4. Image watermark-retrieval form 

Technically, the WWW user's watermark-embedding or -retrieval requests <in a WWW 

client) are implemented as two HTML forms, which are shown in Figure 3 and 4, respective-

ly. The complete URL of the multimedia data to be watermarked must be entered in the first 

field. The server accepts various image formats, including PPM (PGM, PBM), JPEG, G1F, 

TIFF. Since conversions between image formats do not damage watermarks, any conversion 
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toolkit (e.g. PBMPLUS or XV) can be used to convert other formats to an acceptable one 

before sending it to the server. MPEG-1 and the Postscript data produced by Microsoft 

Window Word are the supported formats for video and structured text, respectively. Up to 8 

characters can be entered as a watermark code to designate the copyright information such 

as owner's ID, purchaser's ID. In the last entry field a secret key must be given. 

The "Submit" buttons in the forms activate gateway programs of a secure "httpd" server 

(Hypertext Transfer Protocol Daemon). The gateway programs communicate with the 

WWW server/browser using the standard CGI (Common Gateway Interface) [14], and 

perform the watermark embedding and extraction by calling SysCoP commands and func-

tions. This WWW server together with these gateway programs forms a watermarking 

server. 

The security and trust of the watermarking server mainly rely on a secure "httpd" (e.g. 

NCSA's s-httpd [15]) and a secure Web browser (e.g. NCSA's secure mosaic [16]). They 

support authentication, integrity and confidentiality between the service requesters and the 

watermarking server. 

Embedding Watermarks 

The watermark-embedding gateway program accomplishes a watermarking request in the 

following four steps. Figure 5 shows the whole process in respect of data flows between the 

watermarking server and the requester's WWW client and server. 

local 
disk 

(3) 

WWW 
Server 

(1) 
V

watermarking request 

watermarking report 
and watermarked data 

A 
(4) 

Watermark 
Embedding 
Gateway 

multimedia data 
to be watermarked 

 t•

• 
WWW 
Browser local

disk 

(2) 
WWW 
Server 

local 
disk 

' - - - ' - - - • 
Watermarking Server's Site Requester's Site 

Figure 5. Watermark-embedding process 

(1) Get the request-form information using the CGI, including the complete URL (Uniform 
Resource Locator) of the data to be marked, a secret key, a watermark code to be em-
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bedded into the data, and any (optional) additional copyright message (e.g. author, con-
tact address, price, etc.). 

(2) Get the multimedia data to be marked according to its complete URL address. 

(3)' Watermark-embedding transaction. First a unique document identification (DID) is as-
signed to the multimedia data. Then the gateway program calls the watermark-embed-
ding command which takes the secret key, the watermark and the data as input parame-
ters and produces a marked data file. In addition, this DID is also embedded into the data 
as the public watermark. Finally, it stores the DID, the embedded watermark, registra-
tion information (e.g. registration time, requester name), and the optional copyright 
message into a secure database. 

(4) Create a HTML page which will be shown on the requester's Web browser using CGI 
protocol. This page reports the status of the watermark-embedding process, shows the 
DID which has been assigned to uniquely identify the watermarking requester, and dis-
plays the marked multimedia data as an accessible icon. The requester click on this icon 
to get the watermarked data and store it into local disk. 

Each watermark-embedding request is stored as a record into a secure database managed by 
a simple client-server DBMS on the watermarking server. As expansion of the number of 
watermarking servers, a federated, interoperable database management tool will be needed 
in the future for data exchange and integration between the databases at different servers. 
Each record consists of the following information: 

• Unique Document Identifier (DID), which uniquely identifies the document in each wa-
termark-embedding request. 

• Registration and watermarking time. 

• Requester's information, including user name, client address, etc. 

• A checksum of the multimedia data. 

• Information about watermarked document, including the type, format, and size of the 
document, and optionally a short description of the document content. 

• Watermarking status, which represents the result of the embedding process (e.g. failure 
reasons). 

• Embedded watermark, which is either supplied by the requester or generated by the sys-
tem if it is not provided. 

• Any copyright message which is optionally given the requester. 

It is noted that the source and watermarked multimedia data, or the secret key supplied by the 
user for watermarking each multimedia data is not stored in the watermarking server. In the 
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current implementation, DID is a number incrementally assigned by the watermarking 
server — it should be a universal identification number (such as ISBN for books or ISRC for 
records) harmonized to international standards; The checksum of data could be replaced in 
the future by a hash value (e.g. produced with a MD5 algorithm) or more efficient feature 
digest in order to provide document authenticity and integrity service. 

Retrieval of Watermarks 

The watermark-retrieval gateway program reads a watermark, and verifies the ownership or 
recipient (if the watermark is secret) or reports the copyright information stored on the 
watermarking server (if this watermark is public). This process consists of four steps as 
illustrated in Figure 6: 

local 
disk 

WWW 
Server 

(1) 

watermark retrieval request 

retrieval report 

(4) 

Watermark 
(3)  Retrieval 

Gateway

watermarked multimedia data , 

- _ - 
Watermarking Server's Site 

(2) 

Figure 6. Watermark-retrieval process 

WWW 
Browser 

WWW 
Server 

local 
disk 

- _ 
Requester's Site 

Get the request-form information using the CGI, including the complete URL of the wa-
termarked data, a secret key and a DID (only for retrieval of secret watermark). 

Get the watermarked data according to its complete URL address. 

If a secret key was given, retrieve a watermark using this key and preforms copyright 
verification as described in Section 4 and illustrated in Figure 2; otherwise use the re-
trieved public watermark as a DID to search the database on the watermarking server to 
obtain corresponding copyright messages. 

(4) Create a HTML page, and show it on requester's Web browser using CGI protocol. This 
page displays the retrieved watermark, reports the status of the watermark-retrieval pro-
cess, and shows the verification result (in case of retrieval of secret watermark), or pub-
lic copyright message (in case of public watermark retrieval). 
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6 CONCLUSION 

This paper presents a watermarking server providing multimedia copyright-watermarking 
and -verification services and an implementation in the World Wide Web. This WWW 
copyright watermarking server has been released to the whole WWW user since October 
1995. Hundreds of requests and great attentions from a wide range of perspectives have been 
received since its operation. The URL of the server is htip://sagittarius.igd.fhg.de:64325. 

The present implementation of the watermarking server on the WWW is only at its very early 
phase. The further developments will go on in several directions: 

The copyright watermarking scheme discussed in the paper only addresses part of the 
multimedia chain and actors involved. The static common functional model as well as the 
dynamic transactional model, which is being developed in the TALISMAN project [17] to 
cover the whole production and transaction chains of multimedia works, might be taken as a 
reference model for extensions. 

We also plan to integrate and combine the watermarking server with a Copyright Clearance 
Center, which provides traditional copyright clearing and licensing services, for example, 
copyright query service (i.e. to determine what rights a user needs and who holds the rights), 
copyright negotiation and licensing in copyright transactions between the user and "copy-
right offices". 

Though the technology for digital copyright watermarking is still in its early development 
and there is no legislation at present to accept its legal status, some activities have been under 
way [4, 18]. We believe that as the digital watermarking technology becomes mature and is 
widely used, it will obtain an important legal position in a court trial — perhaps just like 
fingerprint or blood group. 

DISH - Blue Spike-408
Exhibit 1010, Page 0361



In: Proc. of the European Conference on Multimedia Applications, Services and techniques, Louvain-La-Neuve, Belgium, May 1996 

REFERENCES 

[1] Samuelson, P. (1991). 
Legally Speaking: Digital Media and the Law. 
Communications of the ACM, 34(10), October 1991. pp.23-28. 

[2] Kahin, B. (1994). 
The strategic environment for protecting multimedia. 1MA Intellectual Property Project Proceed-
ings, vol. 1, no.1, 1994. pp.1-8. 

[3] Koch, E.; Rindfrey, J.; Zhao, J. (1994). 
Copyright Protection for Multimedia Data. Proceedings of the International Conference on 
Digital Media and Electronic Publishing (6-8 December 1994, Leeds, UK). 

[4] Lehman, B. A. and Briiwn, R. H. (1995). 
Intellectual Property and the National Information Infrastructure. 
Section C, Part II, The Report of the Working Group on Intellectual Property Rights, September 
1995. 

[5] Van Slype, G. (1994). 
Natural language version of the generic CITED model. ESPRIT II CITED Project 5469, June 28, 
1994. 

[6] COPICAT. (1994). 
Copyright Ownership Protection in. Computer Assisted Training (COPICAT), Esprit Project 
8195, Workpackage 2 (Requirements Analysis), Deliverable 1, June 2,,1994. 

[7] Samuelson, P. (1995). 
Legally Speaking: Copyright and Digital Libraries. 
Communications of the ACM, 38(3), April 1995. 

(8] Brassil, J.; Low, S.; Maxemchuk, N.; O'Gorman, L. (1994). 
Electronic Marking and Identification Techniques to Discourage Document Copying. AT&T Bell 
Laboratories, Murray Hill, NJ, 1994. 

[9] Van Schyndel, R.G.; Tirkel, A.Z.; Osborne, C.F. (1994). A digital watermark. 
In: Int. Conf. on Image Processing, vol. 2, page 86-90, 1994. 

[10] Macq, B and Quisquater, J. J. (1995). 
Cryptology for Digital TV Broadcasting. 
In: Proc. of the IEEE, vol. 83, no. 6, 1995, pp. 944-957. 

[11] Cox, I.J.; Kilian, J.; Leighton, T.; Shamoon, T. 
Secure Spread Spectrum Watermarking for Multimedia. 
Princeton, NJ: NEC Research Institute, Technical Report 95-10, October 1995. 

[12] Zhao, J. and Koch, E. (1995). 
Embedding Robust Labels Into Images For Copyright Protection. 
In: Proc. of the International Congress on Intellectual Property Rights. for Specialized Informa-
tion, Knowledge and New Technologies (Vienna, Austria, August 21-25, 1995). 

DISH - Blue Spike-408
Exhibit 1010, Page 0362



In: Proc. of the European Conference on Multimedia Applications, Services and techniques, Louvain•La-Neuve. Belgium, May 1996 

• [13] Norderhaug, T. and Oberding, J. M. (1995). 
Designing a Web of Intellectual Property. 

In: Proc. of the Third International World-Wide Web Conference (10-14 April 1995, Darmstadt, 

Germany). pp.1037-1046. 

[14] CGI. 
The Common Gateway Interface. See http://hoohoo.ncsa.uiuc.edukgi/overview.html. 

[15] Shttpd. 
The Secure NCSA httpd. See http://www.commerce.net/software/Shttpd. 

[16] SMosaic. 

The Secure NCSA Mosaic. See http://www.commerce.net/software/SMosaic. 

[17] TALISMAN. (1996). 
Common Funtional Model. Workpackage 1 of the TALISMAN project -(EC ACTS AC019), 

Deliverable 12, February 1996. 

[18] EC-COM(95)-382. 

The Green Paper of Copyright and Related Rights in the Information Society. 

Section 9, Part 2, Commission of the European Communities, COM(95) 382 final, Brussels, 19 

July 1995. 

DISH - Blue Spike-408
Exhibit 1010, Page 0363



'.:1 +o • • •  
A,.••. 

'4 • 

it 

2.1

• . . 

4ectura 9 e$!. 
Science 

• • 

','• • • 
: . 

• 

•"'t.12`: •••,' 

• -•:t4.114. 041..1 : h 

• t 

,' ,••••.,•• • 

FF it"

--ts.?v.; • Isy

6 
• • • 

' 
• ' 

•iiNeekterc,n4

•••• 

r•-• 
'of • 

nL 
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Echo Hiding 

Daniel Gruhl, Anthony Lu, and Walter Bender 

Massachusetts Institute of Technology Media Laboratory 

Abstract. Homomorphic signal-processing techniques are used to place 
information imperceivably into audio data streams by the introduction of 
synthetic resonances in the form of closely-spaced echoes. These echoes 
can be used to place digital identification tags directly into an audio 
signal with minimal objectionable degradation of the original signal. 

1 Introduction 

Echo hiding, a form of data biding, is a method for embedding information into 
an audio signal. It seeks to do so in a robust fashion, while not perceivably de-
grading the host signal (cover audio).1 Echo hiding has applications in providing 
proof of the ownership, annotation, and assurance of content integrity. Therefore, 
the data (embedded text) should not be sensitive to removal by common trans-
forms to the stego audio (encoded audio signal), such as filtering, re-sampling, 
block editing, or lossy data compression. 

Hiding data in audio signals presents a variety of challenges, due in part to 
the wider dynamic and differential range of the human auditory system (HAS) as 
compared to the other senses. The HAS perceives over a range of power greater 
than one,billion to one and a range of frequencies greater than one thousand 
to one. Sensitivity to additive random noise is also acute. Perturbations in a 
sound file can be detected as low as one part in ten million (80dB below ambient 
level). However, there are some "holes" available in this perceptive range where 
data may be hidden. While the HAS has a large dynamic range, it often has a 
fairly small differential range. As a result, loud sounds tend to mask out quiet 
sounds. Additionally, while the HAS is sensitive to amplitude and relative phase, 
it is unable to perceive absolute phase. Finally, there are some environmental 
distortions so common as to be ignored by the listener in most cases. 

A common approach to data hiding in audio (as well as in other media) is 
to introduce the data as noise. A drawback to this approach is that lossy data 
compression algorithms tend to remove most imperceivable artifacts, including 

At the Information Hiding Workshop held in Cambridge, England, the adjectives 
cover, embedded, and stego were choosen to describe the various signals used in data 
hiding. The term "cover" signal is used to describe the original signal in which the 
data is to be hidden. The information to be hidden in the cover signal is called 
the "embedded" signal. The "stego" signal contains both the "cover" signal and the 
"embedded' signal and is the final encoded signal. The word "signal" can be replaced 
by more descriptive terms such as audio, text, stills, video, etc. 
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such, detection rules are more lenient. Since the data is there for the benefit of all, malicious tampering of the data is less likely. Echo hiding can be used to non-objectionably hide data in these scenarios also. We can place the augmentation data directly into the cover audio in a binary format. One benefit of our technique is that annotations normally require additional channels for both transmission and storage. By hiding the annotations as echoes in the cover audio, the number of required channels can be reduced. 

While the inclusion of augmentation data does not reouire strict. control over 
detection by third parties, echo hiding provides a low interception rate as an 
option. The uses of augmentation data include closed-captioning (of radio signals 
and CD's, etc.) and caller-id type applications for telecommunications systems. With echo hiding, the sound signal could contain both the audio information 
and the closed-captioning. A decoder can then take that signal and output the 
audio or display the captioning. 

More interesting examples are caller-id and secure phone lines. We can use 
echo-hiding techniques to place caller information during a phone call. A decoder 
on the receiving end can detect this information revealing who the caller is 
and displaying other supplemental data (i.e., client information, client history, 
location of caller, etc.). The information is attached to the caller's voice and is 
independent of the phone or phone service used. In contrast, current caller-id 
schemes only reveal the number of the device used to place the call. With echo 
hiding, it is possible to attach the information directly to the voice. As such, we 
have a form of voice identification and voice authentication. This can be useful 
in large conference calls when many people may try to talk, and identification of 
the current speaker is difficult due to low bandwidth. Phone calls that require 
a high degree of assurance of the identity of either party (e.g. oral contracts 
between an agent and employer) can also benefit from this application of echo 

Echo hiding can also he useful to companies dealing with assuring that audio 
is played. For instance, when a radio station contracts to play a commercial, 
it can be difficult to know with certainty that the commercial is indeed being 
played as frequently as contractually agreed upon. Short of hiring someone to 
listen to the stations 24 hour a day, there is little they can do. Using echo hiding, 
we can place a "serial number" in the commercial. A computer can be set up 
to "listen" to the radio station, check for the identification number, and keep a 
tally of the number of times the commercial was played and how much of it was 
played (played in its entirety, cut off half way through, etc.). Echo hiding can 
also be useful when a radio station is multi-affiliated. Given similar commercials 
by two different companies, the radio station is by law required to play the tape 
given by each company in order to count for advertising by each company. This 
holds true even if the commercials are identical. By encoding each commercial 
using echo hiding techniques, the companies can keep track of which commercial 
is played. We can encode identical commercials with a different signature for 
each company. 
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time exponentials (as depicted in Figure 2) differing only in the delay between 
impulses. 

Fig. 2. Discrete time exponential 

In this example, we chose system functions with only two impulses (one to 
copy the cover audio and one to create an echo) for simplicity. 

We let the kernel shown in Figure 3(a) represent the system function for 
encoding a binary one, and we use the system function defined in Figure 3(b) to 
encode a zero. Processing a signal with either system function will result in an 
encoded signal (see example in Figure 11). 

The delay between the cover audio and the echo is dependent on which kernel 
or system function we use iu Figure 4. The "one" kernel (Figure 3(a)) is created 
with a delay of Si seconds while the "zero" 'kernel (Figure 3(b)) has a So second 
delay. In order to encode more than one bit, the•cover audio is "divided" into 
smaller portions. Each individual portion can then be echoed with the desired 
bit by considering each as an independent signal. The stego audio (containing 
several bits) is the recombination of all independently encoded signal portions. 

Iu Figure 5, the example signal has been divided into seven equal portions 
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one. Therefore, we use the "one" kernel (Figure 3(a)) as the system function for each of these portions i.e. each is individually convolved with the appropriate system function. The zeroes encoded into sections b, e, and f are encoded in a similar manner using the "zero" kernel (Figure 3(b)). Once each section has been individually convolved with the appropriate system function, the results are recombined. While this is what happens conceptually, in practice we do something slightly different. Two echoed versions of the cover audio are created using each of the system functions. This is equivalent to encoding either all ones or all zeroes. The resulting signals are shown in Figure 6. 

a b d e 9 

1 0 1 1 0 0 

1 0 0 0 

Fig. 6. First step in encoding process 

In order to combine the two signals, two mixer signals (Figure 7) are created. The mixer signals are either one or zero (depending on the hit we would like to hide in that portion) or in a transition stage in-between sections containing different bits. 

The "one" mixer signal is multiplied by the "one" echo signal while the "zero" mixer signal is multiplied by the "zero" echo signal. In other words, the echo signals are scaled by either 1 (encode the hit) or 0 (do not encode bit) or a number in-between 0 and 1 (transition region). Then the two results are added. Note that the "zero" mixer signal is the binary inverse of the "one" mixer signal and that the transitions within each signal are ramps. Therefore, the resulting sum of the two mixer signals is always unity. This gives us a smooth transition between portions encoded with different bits and prevents abrupt changes in the resonance of the stego audio, which would be noticeable. A block diagram representing the entire encoding process is illustrated in Figure 8. 
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6 Decoding 

Encoded 
Signal 

Information is embedded into an audio stream by echoing the cover audio with one of two delay kernels as discussed in Section 5. A binary one is represented 
by an echo kernel with a Si second delay. A binary zero is represented with a So
second delay. Extraction of the embedded text involves the detection of spacing 
between the echoes. In order to do this, we examine the magnitude (at two locations) of the autocorrelation of the encoded signal's cepstrum (Appendix B). 
The following procedure is an example of the decoding process. We begin with 
a sample signal that is a series of impulses such that the impulses are separated 
by a set interval and have exponentially decaying amplitudes. The signal is zero 
elsewhere (Figure 9). 

Fig. 0. Example signal: x(n) = anufnj; 0 < a > 1 

We echo the signal once with delay (5 using the kernel depicted in Figure 10. 
The result is illustrated in Figure 11. 
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Furthermore, the magnitude of the impulses representing the echoes are small relative to the cover audio. As such, they are difficult to detect. The solution to this problem is to take the autocorrelation of the cepstrum. 
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The autocorrelation gives us the power of the signal found at each delay. 
With the echoes spaced periodically every öi or 50 , we will get a "power spike" 
at either 51 or bo in the cepstrum. This spike is just the power (energy squared) 
at echo spacings of 51 or 50. The decision rule for each bit is to examine the .
power at 60 and 61 in the cepstrum and choose whichever bit corresponds to a 
higher power level (see Figure 13). 
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We also tried encoding on one machine, transmitting the sound file over an analog wire (with appropriate D/A and A/D conversions), and decoding on another machine (Figure 15): The required relative Voluthe of a14 increased to 0.8. Both al and a14 experienced 'a noticeable decrease in accuracy at higher relative volumes, but an acceptable recovery rate could still be reached. a6 was approximately the same except that the 100% mark was not reached until 0.5. 
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After testing an analog connection between two machines, we experimented 
with compressiOn and decompression before decoding. We used two compression 
methods: NIPEC (Figure 16) and SEDAT {Figure 17). The SEDAT compression . was done with a test fixture provided by ABC Radio. In both cases, the recovery 
rate of al and a14 significantly decreased. a6 was only slightly effected by the 
compression and decompression. 

The other parameters (autither of echoes, offset, and delta), seemed to pro-
duce acceptable results regardless of their value. This does not, by any means, 
indicate that these parameters are useless. Instead, these parameters play a sig-
nificant role in the perceivability of the synthetic resonances. These interactions 
are in some cases highly non-linear, and better models of them are an area of 
continuing research. As discussed earlier (Section 4), a smaller offset and delta 
result in an increased -blending" of the resonances with the cover audio mak-
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ing it increasingly difficult for the human observer to resolve the echo and the
cover audio as two distinct signals. Offsets greater than 0.5 milliseconds pro-
duced acceptable recovery rates. The average listener cannot resolve the echoes 
with an offset of 0.001 seconds. Below a 0.5 millisecond offset, even the decoder 
had difficulty distinguishing the echo from the cover audio. 

Extensive testing revealS that the two most important echo parameters are 
relative volume (decay rate) and offset. The relative volume controls the recovery 
rate. While the offset is the major factor in the perceptibility of the modifications.

The results illustrated in Figures 14 through 17 were obtained at sampling 
rates of 44.1 kHz (closed-loop) and 10 kHz (wire, MPEG, and SEDAT). Other 
sampling rates tested include 8 kHz, 16 kHz, and 22.05 kHz all yielding similar 
(but appropriately scaled) results. 

As can be seen, echo hiding performs very well in situations where there is 
no additional degradation (such as that produced by DjA conversion, line noise 
or lossy encoding). In this respect, its performance is similar ,to many existing 
techniques. It's strength lies in its reasonable performance even in the much 
more challenging cases where such degradation is present. 

At the present time, echo hiding works best on sound files without gaps 
of silence. This is unsurprising as it is difficult to analyze and recover echoes 

. in regions of silence (such as inter-word pauses in speech). We are working on 
various threshoTag tin echniques to try to avoid these difficulties by encoding only 
those areas where there is sound, and skipping areas of silence completely. 

8 Future Work 

Echo hiding can effectively place Imperceivable information into an audio stream. 
Nevertheless, theresis still room for improvement. We have been examining the 
use of different echoing kernels and their effect on recovery accuracy and echo 
perceivability. In particular, we are actively researching both multi-echo kernels 
(adding another level of redundancy) and pre-echo kernels (echoing in negative 
time). With the old kernels, we are modifying the encoding process to be self-
adaptive. Completion of these modifications will allow the encoding program to 
decide which parameters yield the highest recovery rate given the user's con-
straints on perceptibility and sound degradation. In addition, we will use echo 
hiding as a method for placing caller identification type information in real time 
over 8-bit, 8 kHz, analog phone lines. 
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Appendix 

Much of the following short tutorial was derived from Oppenheim and Schaf-fer's Discrete-Time Signal Processing. Please refer to the original text for a more complete discussion. , 

es without gaps A Cepstrums 
recover echoes 

are working on Cepstral analysis utilizes a form of a homomorphic system that converts the 'ay encoding only convolution operation to an addition operation. As with most homomorphic completely. systems, the cepstrum can be- decomposed into a canonical representation con-sisting of a cascade of three individual systems. These systems are the fourier transform (F), the complex logarithm (see Section C), and the inverse fourier transform (.7-1) as depicted in Figure 18. 
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Fig. 18. Canonical representation of a cepstrum 

c.eptiiruM 

The operational conversion is the result of a basic mathematical property: The log of a product is the sum of the individual logs and multiplication in the frequency domain is identical to convolution in the time domain. To exploit this fact, we use the first system in the canonical representation of the cepstrum to place us in the frequency domain by taking the fourier transform. In the fre-quency domain, the desired modifications are linear. The next system is a linear, time-invariant (LTI) system that takes the complex logarithm of the product of two functions. This simply becomes the sum of the logarithms. It is analogous to using a slide rule. In fact, the principle is the same. Multiplication becomes simple addition by first taking the logarithm. The final system puts us back in 

- 
. . .

1,'.7.A.-:-.. :?-:!..::,,:*•7:!,'. .»:— % „ 
:•,,, , .‘i'.7 . ,,v41,,..th.,:•. 

,t.:r.':41'
1:• ',4;, t 1e-: „ , 7... ;,:e'::, .4:r; Vf1.7!' .,"c i 1.i..ifi t.11-:-.'.• q.:'4:"r :-, -.: .7.,f-,.::..-.:...:Tc!.:::;:. 44, : . •

, . *A7.elAt ..„,... , . .., .?.7.`::n v. , .. •er.:: .7;,,,.., ..;2:1•2.0,;7 .., -  
")...Isr.i., tftr 0.4.9.' - ..42t."00.f.-e-tVr.,4"4.4.4,we.4% • ... .„... , .,.. • . -,   ., .i „ ,,, ,....„_. . . ;‘....7 ,x ,..xj::.:,41)wi.,,-. - .1.vzott....,e10. .i.a 4ir!ili,„„oi4t..4...,,,4,‘,. :r,.. .gm,-rfO*°:174" ti. '.it7e'P,=''-''""-4V:'" -"'-' 4'il""m'e4 4t 4*:5" 7 ':: . 

.v -' - NI, •it., 
:. • .'" :..il..:14:•.•., .... :: • 

• . .• 
. • • 

• • 

• " •e• f. • 
• • :; -• • 

• 

••• • 

'• 

.4̀s 4̀10 v.; 
• 

DISH - Blue Spike-408
Exhibit 1010, Page 0382



312 

the original (time) domain. In order to express the "conversion" mathematically, 
let's convolve two finite signals xi [n] and x2[4 

01] = xl [n] * x2[n] (2) 

After taking the fourier transform of y[u], we get: 

Y(eja) = Xi (da)X2(elf7) {3) 

Now, we take the complex log of Y(ej°): 

log Y(e7a) = log(Xt (ei°)X2(e")) = log Xi (€)17) + log X2(e)g) 

Finally, we take the inverse fourier transform. 

(log Y(ela)) = .7*-1. (log Xi (e'')) + (log X2(eiD)) 

(4) 

(5) 
By the definition of the cepstrum, this becomes (where i[n] is the cepstrum 

of x[n]): 

f/[n] = zl [n] + 1 2 [n] (6) 

Figure 19 illustrates the entire conversion process. 

x(n)*y(n) F 
F 

.1 

X(2) x Y(z) In(X z)Y(z)) In(X(z)) • In(Y(z)) 

cep:strum of x(n) 

cepstrum of y(n) 

Fig.19. Conversion of convolution in the time domain to the equivalent cepstral ad-
dition while still in the time domain 

The inverse cepstrum is the reverse of the process described abovf, and is 
depicted in Figure 20. . 

cepsirum F 
-1 

F 

Fig. 20. Inverse cepstrum (canonical representation) 
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B Autocorrelation using cepstrums 

Autocorrelation can be done while taking the cepstrum. Recall that the auto-
correlation of any function x[n] is defined as: 

+cc' list [n] =  x[n + m]x[m] (7) 

With a change of variable (letting k=n+m and substituting m=k-n), the 
equation for the autocorrelation of a given function x[n] becomes: 

= E x[Ic]x[k — n] (8) 
Now let's rearrange the second term in the summation (the x[k-n] term) so 

that: 

E x[k]x[—(n k)] 

Recall that convolution is defined as: 

+co 
z[n] * h[n] = E x[141/[7: — k] 

14=-oo 

(9) 

(10) .

There is a similarity between the convolution equation (Equation 10) and 
the "modified" autocorrelation equation (Equation 9). The only difference is the 
negation of time in the second term of the autocorrelation equation. Mathemat-
ically speaking, the autocorrelation equation can be represented as: 

.. .....=n).* x[—n] - .. .:(11) -
If a signal is self-synunetric, x[-n] is identical to x[n] by definition. Therefore, 

the autocorrelation of a self-symmetric signal becomes: 

Ri . = x[n] * x[n] (12) 
In the frequency domain (i.e. after taking the fourier transform of the inputs), 

and is this becomes: 

•.%!!•;-

s..(e,g)=(Y(e.,Q))2 (13) 
Using cepstrums, the autocorrelation of a self-symmetric function can be 

found by first taking the cepstrum of the function and then squaring the result. 
The steps in this process are depicted iu Figure 21 and Figure 22. 

Before we square the cepstrum, we first take the fourier transform. After-
wards, we take the inverse fourier transform. The reason is the same as when we 
were finding the cepstruin (Appendix A). The fourier transform places us in the 
frequency domain where modifications are linear. A linear system (x2) actually 
performs the operation. Finally, the inverse fourier places us back in the time 
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x(n) F in (x) -1 
F Ceps1rurn on xjn) 

Fig. 21. The first step in finding the Cepstral Autocorrelation is to find the cepstrurn of x(n) 

Cepsirum of xjn) F 2 

Fig. 22. Once we have the cepstrum, we square it 

domain. The inverse fourier transform from step one (Figure 21) and the fourier transform from step two (Figure 22) will cancel each other when combined. In the end, we are left with the system shown in Figure 23. 

xln) F 2 
F 

-1 

Fig. 23. Systems representation of Cepstral Autocorrelation 

Autocorrelation is an order n2 operation. Using the system in Figure 23, the operation is reduced to a n log(n) operation. Thus for large n, finding the autocorrelation while taking the cepstrum is much more efficient. 

C Complex Logarithm 

The fourier transform is a complex function of co. It can be decomposed into magnitude and phase/angle terms. Thus, if we have some finite signal x[n], the Fourier transform can be represented as a magnitude and an angle: 

x (e lf) x (e j 0)1 ej A ItG X ( n ) 
(14) 

ARG (angle modulus 27r) is used instead of arg (angle) since adding 27r (where n is any arbitrary integer) to an angle has no effect: 

ei(x+271' ) eir e i2" x = eiz(cos 2n7r + j sin 2n7r) = (15) 
In most cases, the phase will be a non-zero value. Therefore, we can not use the natural logarithm when taking the cepstrum (Figure 18). Instead, we must use the complex logarithm which is defined as: 
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log X(ein) = log(lx(ein)iejARGX(ein)) 
(16) 

Once again (as in Appendix A) we exploit the fact that the log of a product is identical to the sum of the individual logs: 

log X (ei n ) = loga X (ei°  )1 ) + log(ej A RC X (ei ° )) 
(17) 

Exploiting that log and ez are inverses, we get: 

log _V(e'(' ) = log I.X(eiril + jARGX(ein) - (18) 
In order to further motivate the idea of converting from convolution to ad-dition, let's mathematically re-examine Appendix A in light of the complex log-arithm. We begin by first convolving two finite signals 21 [74 and x2fnj: 

y[rij = xl (n1 * x2(74 
Convolution becomes multiplication in the frequency domain: 

Y(ein) = x1(e21)x2(en) 
Taking the complex log: 

log Y(ein) = log(Xi (ein)X2(ein) 
Finding the mathematical equivalent: 

log Y(ein) = log(Xi(ein)) + log(X-2(eia)) 
Now, we can substitute the result from Equation 17 and rearrange to get: 

log Y( ) (log IXI (el )(+log )1)+(f.4RG(Xi(ein))+jARG(X2(eiP))) 
(23) The use of the complex logarithm in cepstral analysis allows the addition of signal components instead of the convolution of the signals. 
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Abstract 

Recently, an elegant method was published to add buried data to a CD 
signal in a compatible way [1]. This method is based on subtractively dithered 
noise-shaped quantization, and provides a fixed-rate buried-data channel. In 
this paper we describe an adaptive extension to this method resulting in a 
variable rate of higher average value. 

1 Introduction 

To increase the amount of services provided via existing digital audio channels with 
fixed capacity, 'Buried-Data Channel' [I] or 'Hidden Channel' [2] techniques can be 
used. Recently, Gerzon and Craven proposed a method to add additional services to 
the current CD format, maintaining backward compatibility. The method is proposed 
for CD, but also applies to other digital formats, such as NICAM [3] and 14 bit PCM 
channels for TV or even speech channels. Possible additional services can be related 
to the audio signal, such as video, extra audio channels [21, speech, text (karaoke), 
and services can be unrelated to the CD-signal, such as signatures. 

The additional service is encoded with the audio signal by means of a subtractively 
dithered noise-shaped quantizer. The dither is a reversible randomization of the ad-
ditional service and is situated in the 6 Least Significant Bits (LSBa) of the encoded 
signal. On a conventional CD player, the process of encoding will have no audible 
effect. However, a special decoder can recover the additional service by extracting 
the b LS138 and feeding them through the inverse randomization process. For a fixed 
noise-shaping filter If and fixed quantizer stepsize A = 26, a maximum fixed capacity 
for the additional service of 176.4 kbit/s is obtained. This capacity is limited by the 
worst case (zero) input signal. 

Veldhuis currently works at the Institute for Perception Research. 
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b 
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H 

Figure 1: A subtractively dithered noise-shaped quantizer used as buried-data encoder 

In this paper it will be shown that higher average bit rates can be obtained by ex-
ploiting input-signal masking properties. We will describe an algorithm to determine 
the best settings for the noise-shaping filter and the stepsize under the restriction that 
the shaped error signal is below the masked-error power spectral density (psd). 

In Section 2 the process of dithering and noise shaping used in a fixed bit-rate 
buried-data encoder is reviewed. The algorithm realizing the optimal variable bit rate 
is described in Section 3. Finally, in Section 4 the results of experiments with the 
adaptive algorithm will be discussed. 

2 Fixed-rate buried-data encoder 

In Fig. 1 the basic diagram of a subtractively dithered noise-shaped quantizer is 
depicted. It is used as a buried-data encoder 

The 16 bit audio signal x is uniformly quantized in Q with stepsize t = 26 to 
form a (16 — b) bits signal. A b hits dither signal v is produced from the additional 
service by randomizer 72. 11). The dither signal v is subtracted before and added' after 
the quantizer. The result of this action is that, under the condition that the dither 
v complies with the proper statistical properties [41, the quantizer error signal e is 
statistically independent of the input signal z. In a subtractively dithered quantizer, 
v must have a uniform probability density function (pdf) of width A [4). In this 
particular case the pdf of 5. is chosen to be uniform in the range [0,A). The addition 
after the quantizer is then a replacement of the b LSBs which are zero, by the dither 
v. The decoder can simply recover the dither by extracting the b LSBs from y. 
Furthermore, the dither v is independent, resulting in a white power spectral density 
and variance 0 2/12 for the signal e. There is thus no additional noise due to the 
dither. Without the noise-shaping filter H, the encoded signal can be represented as 

y = z c, (1) 

'Normally the dither is added prior to quantixation. For this application however, subtraction is 
more convenient in terms of complexity. 

2 
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where e has zero mean. Due to the quantization, the noise level increases by an 
amount of 20 log A a 6b dB relative to the 16 bit noise floor in CD. 

To minimize the audible effect of this increase in noise level, a noise-shaping filter 
H is applied. This filter is able to decrease the noise floor below 0 2 /12 in spectral 
areas where the human ear is most sensitive. Since the noise-shaping filter shapes the 
white noise floor e and subtracts it from the input signal x, the Fourier transform of 
the encoded signal y satisfies 

Y(0) = X(0)-1- (1 — 11(0))E(0). {2) 

The encoded signal y is thus equal to the sum of the input signal z and a noise signal 
with psd 

A2 
11 — H(0)17— 

2 • "(3) 

The transfer function H(0) is optimized such that (1 — H(0)), which is the transfer 
function of a minimum-phase filter [4, 51 satisfying 

log I1 — H(0)12d0 = 0, (4) 

renders the least audible noise floor. Since (1 — H) is a minimum-phase filter, the 
minimum amount of noise given a certain power spectral density shape is obtained. 

30 

20 

10 

rg 0 

-10 

-20 

-300 0.6 1 1.5 
frequency In Hz 

2 

Figure 2: Psd of a minimum phase filter matching the threshold in quiet. 

The noise must be inaudible for all input signals. For a fixed setting of H, informal 
listening tests on different noise-shaping curves revealed that the maximum amount 
of gain which can be obtained by noise-shaping is about 16 dB. This gain is limited 
by the worst case signal, namely a zero input. For an integer value of 6, this allows a 
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maximum of b = 2 bits. From Fig. 2, displaying the psd of the optimized minimum-
phase filter (1 — H) NI, we see that the suppression at 4 kHz is down 24 dB. A 
possible explanation for the difference with the measured gain of 16 dB can be the 
following. According to (71, the threshold of detection for the combination of multiple 
targets, each presented at their individual threshold, lies below each of these individual 
thresholds. This decrease in the threshold is proportional to the square root of the 
number of detections. In a simple model with 25 critical bands [8] this results in a 
decrease of corresponding with 7 dB. 

In conclusion, the obtained bit rate of 2 bits per sample yields a buried-data 
channel with a capacity of 2(bits) x 44.1(k 11 z) x 2(channels) = 176.4 kbit/s. In the 
next section it will be shown how higher capacities can be obtained using a more 
sophisticated approach. 

3 Algorithm for a variable bit rate 

X Frame 

additional 
service 

Masked threshold 

Encoder 

psd--Pfilt 

Figure 3: Algorithm block diagram. 

  y 

An algorithm is used to compute the noise-shaping filter H and the number of bits 
b available for the additional service. A basic block diagram of the algorithm is given 
in Fig. 3. 

The input signal x is analyzed in overlapping frames. For each frame, the masked-
error pad is calculated according to an excitation model. The noise-shaping filter H 
has to be designed such that the shape of 11 — H12 matches the shape of the masked-
error psd as good as possible. In addition, using a comparison on a critical-band 
grid, 

11 - H(0)11 (5) 
is raised as high as possible by increasing A, under the restriction that the noise 
remains below the masked-error psd. This results in a value for b for that frame. 

Since the bit rate can vary between frames, there cannot be a fixed bit rate for all 
pieces of music. In order to be able to evaluate the variable bit rate, we define the bit 

4 

DISH - Blue Spike-408
Exhibit 1010, Page 0392



rate over N frames of a piece of music as 

1 N= E bi, 
"i=i 

(6) 

where bi denotes the bit rate for frame i.' 
The calculation of the masked-error psd is discussed in Section 3.1. In Section 3.2 

the calculation of the minimum-phase filter is elaborated. Section 3.3 will discuss the 
handling of transients. Section 3.4 will discuss how the values bi are transmitted as 
part of the side information. 

3.1 Masked-error psd 

The masked threshold represents the detection threshold for a single tone in the 
presence of the input signal. The tone to be detected is also called the target. Instead 
of a single tonal target, the shaped noise can be thought to consist of multiple noise 
targets. Since the human ear seems to add up noise-targets within critical bands 181, 
the threshold for noise-targets within a critical band will be lower. These thresholds 
constitute the masked-error psd which is used to generate the noise-shaping filter H. 
The masked-error pad can be derived from the masked threshold. 

In order to calculate the masked threshold, the samples within a frame are first 
Harming windowed and subsequently Fourier transformed. The thus obtained esti-
mate of the single sided psd is then convolved with the masking function, resulting in 
the masked threshold Pl. 

The masked-error psd is obtained by converting the masked threshold to the 1/3 
octave equivalent threshold, corresponding to the critical-band size of the human ear 
(8). For each frequency the masked threshold is multiplied by 2V° — 2-1/° = 0.2316. 
This operation is equivalent to tilting the original masked threshold curve —3. dB per 
octave. 

3.2 Adaptive minimum-phase filter 

In conventional filter-design methods such as (9, 10), the target filter is specified on 
a uniform grid. Since the comparison between the masked-error psd and the shaped 
noise-floor takes place on a critical-band grid, it seems logical to specify the target 
filter on a non-uniform grid as well. For other applications we had already developed 
a filter-design method, which allows specification on a non-uniform grid. This method 
is described next. In Section 4 we will comment on the usefulness of this approach. 

The procedure for calculating the adaptive filter H is organized such that the filter 
curves F(0) = (1 — H(0)) are 'minimum-phase' FIR filters. The filter H has at least 
one delay (5) and has q coefficients. We thus have 

H(0) E hie - j1°. 
r==i 

(7) 

The filter coefficients hr are optimized such that F(0) matches the masked-error pad 
5(0) as good as possible. 

5 
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With h = [hi • • • NJ', this optimization is equivalent to minimizing 

1 1 Q(h) = ftTo-IF(0)1 dO, 

by calculation of 
(h)

0, 1 E {1,— ,q}. bhi 

(8) 

(9) 

Equation (8) is minimal in the case that F(0) is a minimum-phase filter. In order 
to obtain an analytical expression for better evaluation of the integral (8), 1/S(0) is 
approximated by a weighted sum of windows Sk(0). As a result we have 

1 
tkSk(8). (10)so) gl 

For the windows Sk(0) we choose cosine-shape windows 

Sk(0) = 
Lk (1• 

Ah 
cos(' '• (lel— 80), ek Ak 101 < Ok Ak 

otherwise ( 1 1 ) 

where 8k and Ak represent the center and the width of the window Sk. The approxi-
mated inverse masked-error pad is thus described by in weighting factors tk which are 
obtained from the original masked-error psd by sampling on the grid Ok. Inserting 
(10) in (8) and evaluation of (9) results in 

tk2r 
 r Sk (0)eie("Od0 — tk---

2r 
 sk(0).iond8, n E {1,• • • ,q), 

1=1 k=1 k=1 

and can be reduced to 
9 

= —pn, n E {1,• • • , q), 
1=1 

with 
fri 

(12) 

(13) 

Pn = ego), n E {1,•••,q}, 
L=1 

.gk,n = l r~Sk(0)ei'd0, n E {1, • • • ,q}. (14) 

Defining the q x q matrix It by 

rij € {1,•••07), 

and the vector r of length q by 

r. = Pi, i E {1, • • • ,q} , 

we can rewrite (13) into the matrix vector equality 

(15) 

(16) 

Rh = —r. (17) 

The noise-shaping filter coefficients hi can now be solved from (17) by applying the 
Levinson-Durbin algorithm fllJ. The gk,, can be calculated in advance since they 
only depend on Ok and 6 k which are fixed for the procedure. 

6 
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3.3 Handling of transients 

When compared with psycho-acoustic time constants governing the detection of short 
events, the frames are relatively long, (e.g. 20 ms versus 2 —5 ms) [12]. Consequently, 
if the input signal has a transient behavior, it can occur that in the encoded signal 
artefacts are audible in the passages just before or after the transient. 

To prevent this, the algorithm is extended with a test on the presence of a sudden 
increase of power. Such an attack is detected if the position of the center of gravity 
of the total power in a frame exceeds certain bounds. One strategy, which is found 
effective in all situations tested, is that if au attack is encountered, bi is taken equal 
to the previous setting 

3.4 Side information 

Due to the adaptivity of our system, the bit rate b, can be different for each frame. The 
decoder must know the current setting for bi in order to extract the correct number 
of LSBs from the oncoded signal. Side information is necessary to enable the decoder 
to find the frame boundaries and the local setting for 

Since the decoder has no a priori knowledge of b„ the side information must be 
decodable independently of b, for every frame. The capacity of the buried-data channel 
can vary between 2 and a maximum b„,,,,„ bits. Hence a capacity of two LSBs is always 
available and of this, a fixed portion can be used for side information. In order to 
satisfy the independent decodability requirement, the variable-rate channel of bi bits 
is split into a fixed rate channel of 2 bits and a variable-rate channel for the remaining 
bi — 2 bits. Instead of applying one randomizer R as in [1), two separate randomizers 
are used. Randomizer RI for the channel of 2 LSBs and 7L2 for the channel of the 
remaining bi — 2 bits. Experiments have shown that the dither v generated in this 
way is sufficiently random. 

This approach requires the decoder to first retrieve the side information from the 
fixed channel. Until bi has been decoded, the receiver has to store the buried data for 
its largest possible width b„,,„, Only then this buffered data and the following data 
can be interpreted for the correct The buffering results in a small delay. 

4 Experiments 

Initially, the adaptive noise-shaping filter H was designed using a critical-band grid. 
On a critical-band grid, at high frequencies the distance between two frequency points 

is large. As a consequence, the matching of the filter with the target filter around 
these frequencies is poor, resulting in a suboptimal filter. Therefore we used the 
filter-design method described in Section 3.2, but with the target filter specified on a 
uniform grid. 

As discussed in Section 2, the minimum number of LSBs available for the additional 
service equals 2. By allowing H and the quantize', stepsize A to adapt, bit rates bi 
in the range of 2 — 11 were obtained. In the cases where the algorithm selects high 
values for we notice that the spectrum flattens and thus the high frequency boost 
is moderate. Still, the high-frequency noise is significantly above A2 /12 and although 

7 
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the noise appears inaudible, it is not clear what the consequences are for listeners and 
equipment. For this reason the maximum allowed value for bi is somewhat arbitrarily 
set to 8. 
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Figure 4: Fixed noise-shaping filter H with bi = 4 (top graph) and adaptive noise-
shaping filter H with bi = 8 (bottom graph). The curve marked with dots is the masked 
threshold, the solid curve is the psd of (1 — H) and the dotted curve is the 4-3 dB per 
octave tilted version of the solid line. 

Leaving the filter curve H fixed and only adapting A, leaves much buried-data 
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capacity unused. Allowing the filter H to adapt to the masked-error psd, this capacity 
is exploited to a higher extent. This is recognized in Figure 4, which demonstrates 
this potential gain. In these graphs the masked-threshold and the shaped-error psd 
are sampled on a critical-band grid. In the top graph the fixed noise-shaping filter 
described in Section 2 is used. In the bottom graph the adaptive filter is used, yielding 
an extra 4 bits for the additional service. 

To illustrate the global performance of the algorithm, Fig. 5 displays the time 
signal in combination with the values for b; for 400 frames in sequence. 

2 
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Figure 5: The upper graph is the time signal of 2.26 sec audio. The lower graph 
represents the bit rate b; as a function of the frame number i. For reference the 
power in blocks of 256-samples is shown in the middle graph. Its correlation with bi 
is striking. 

The aforementioned results are typical: we have processed many musical pieces 
of different kinds and from this we conclude that average bit rates of 5 to 6 bits per 
sample are feasible. This corresponds to a variable bit rate of about 500 kbit/s for a 
stereo buried-data channel. 
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5 Conclusion 

We have presented a buried-data channel-encoder. This encoder exploits input-signal 
masking properties by using an adaptive noise-shaping fi lter and a variable quantizer 
stepsize. In this way, higher variable bit rates are obtained than with conventional 
techniques using a fixed filter and fixed stepsize. Typical variable bit rates of 500 
kbit/s have been realized. It is possible to convert the variable bit rate into a more 
constant bit rate by applying buffers. 

Our encoder will be more complex than the conventional encoder. However, en-
coding is an action which has to be done only once during the processing of the CD. 
Also the complexity of the decoder will be slightly higher, since the side information 
has to be retrieved. 

We also presented a method for designing a minimum-phase filter where the target 
filter is specified on an arbitrary grid. 

Rather research has to be done to investigate the consequences of high-level ap-
parently inaudible noise. 
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PAPERS 

A New Surround—Stereo—Surround Coding Technique* 

W. R. TH. TEN KATE, AES Member, L M. VAN DE KERKHOF, AND F. F. M. ZIJDERVELD 

Philips Research Laboratories, 5600 JA Eindhoven, The Netherlands 

A new technique is described in which a stereo signal (two-channel) is derived from 
a multichannel surround-sound signal without the original multichannel information 
being lost. There are no restrictions on the way in which the down mix to two channels 
takes place. An extra code is generated which contains the information required for 
the expansion to the multichannel version, and this code is added inaudibly to the 
down-mixed signal. An inaudible addition is possible because of the masking properties 
of human hearing. By rettieving from the stereo signal the information added, it is 
possible to produce again the original multichannel surround-sound sensation. The 
technique is very suitable for application in HDTV: a surround-sound signal can be 
down-mixed to a compatible stereo signal. Because of the compatibility, stereo reception 
is possible. By equipping the receiver with additional electronics, however, the surround-
sound signal can also be decoded from this stereo signal. Multichannel surround-sound 
reception is thus obtained over a two-channel transmission path. 

0 INTRODUCTION 

The trend is for cinema films to have multichannel 
sound [ I ), as this improves the listening experience of 
the public. High-definition television (HDTV) will 
therefore also have multichannel audio [21. Typically, 
four or five channels are thought of. The bandwidth 
available is however limited. In addition, people may 
be satisfied with stereo sound for their television set 
and may not want a multichannel audio system in the 
home. 

This paper presents an elegant solution to this prob-
lem. The basis of this is a multichannel recording. 
From this recording a two-channel down mix is now 
made, which is suited for stereo reproduction. In order 
to enable the retrieval of the original multichannel sig-
nal, additional channels are required. These are also 
generated during the down mix. The solution proposed 
now mixes these additional information signals inau-
dibly in the stereo down mix created. This can be done 
by using the masking effect. The information signals 
are added so that they are under the masked threshold 
which the audio signals generate, which means that 
they are not audible to the human ear. However, the 
information added can be detected electronically and 

• Manuscript received 1991 April 30; revised 1991 No-
vember 11. A German version of this paper appeared in RTM, 
vol. 35, pp. 10-16 (1991). 

376 

the original multichannel effect can thus be called up 
again from the two-channel stereo signal at the receiver 
end. 

The method thus enables optimization of the stereo 
down mix for two-channel reproduction. After the ad-
dition of the information signals, a two-channel signal 
is formed which is fully compatible, that is, it can be 
processed by any (stereo) receiver. Mono compatibility 
is also guaranteed with this method. Extension of the 
receiver with extra electronics now enables the detection 
of the multichannel recording. However, two channels 
are used for the transmission. 

This paper is divided into two sections. The first 
describes the technique of adding data inaudibly to an 
audio signal [3], while the second describes in greater 
detail how this technique can be used to achieve a sur-
round—stereo—surround coding system. 

1 ADDING INFORMATION INAUDIBLY TO AUDIO 
SIGNALS 

1.1 Adding and Retrieving Data 

The basic principle is that the existence of the masking 
effect in fact means that another weaker signal can be 
added inaudibly to any audio signal. The masking effect 
is a psychoacoustic phenomenon where the hearing 
threshold for sounds shifts upward as a result of the 
presence of other, louder sounds. This has been studied 
and is still subject to further study {41, (5]. Masking 

J. Audio Eng. Soc.. Vol. 40, No. 5. 1992 May 

DISH - Blue Spike-408
Exhibit 1010, Page 0400



PAPERS 

works best on sounds whose spectral components are 
close to those of the masking sound, but also occurs 
for components further away. The effect decreases more 
quickly toward lower frequencies than toward higher 
ones. The same is true for the time behavior: the masking 
is greatest for sounds which occur simultaneously, but 
can also be perceived in the time intervals shortly before 
and after the masking sound is supplied. 

As stated, it can be deduced from the masking effect 
that there are signals which can be added inaudibly to 
an audio signal. The momentary power spectrum of 
these signals should therefore remain at all times under 
the masked threshold of that point in time. This means 
therefore that a data flow (series of bits) can also be 
added, that is, by constructing a signal of this kind 
from these bits. This can be done in the following way 
(see Fig. 1). 

In order to use the masking effect, the signal is first 
split into subbands by means of filtering. The samples 
in each subband are then grouped into consecutive time 
windows (of approximately 10 ms in length). The win-
dows from all subbands which represeni the same time 
interval form blocks. For each block the power spectrum 
is calculated, which is then used to determine the masked 
threshold in each subband [6]. From this the maximum 
permitted power of a signal to be added can be obtained 
per subband, so that this can be constructed from the 
data flow. After the addition the subband signals are 
joined together again by a reconstruction filter bank to 
form a wide-band signal. On the premise that the im-
plemented scheme determines the masked threshold 
correctly, the resulting wide-band signal will sound 
the same as the original audio signal. In the paper it 
is assumed that the used masking model is correct. 
Extensive listening tests, however, have confirmed this 
[7]. 

The signal to be added from the data flow and the 
set masked threshold is constructed as follows. A certain 

filleting down blocking 
sampling 

audio 
In 

104 -
• • 0 OOOOO 
• 0 OOOOOO 

eT AT 

SURROUND—STEREO —SURROUND CODING 

number of consecutive bits from the data flow are taken 
together to form words. Each word is interpreted as an 
address which indicates a unique sample value, as shown 
in Fig. 2. The series of bits is therefore converted into 
a series of. samples via this word series. These data 
samples are then grouped into windows and added to 
the corresponding samples in the subband window of 
the original audio signal. 

The number of bits n b which are used to form one 
word depends on the set masked threshold in the subband 
and the difference Ab between the consecutive sample 
values (see Fig. 2; Ab will be indicated in the following 
by the bit step size). By assuming that the incoming 
series of bits has a uniform probability density distri-
bution, a power 

Pb = (221Th — 1) 
12 

sample 0 

address 000 001 011 010 110 111 101 100 
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Fig. 2. Example as illustration of data sample construction 
with 3-bit words. 
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Fig. I. Basic diagram for data addition. 
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can be assigned to each window of samples constructed 
in this way. With a given bit step size A b , the number 
of bits per word is thus obtained from Eq. (1) as the 
maximum number nb that still supplies a power under 
the set masked threshold in the corresponding subband. 
How the size of Ab is determined is discussed in Sec. 
1.2. 

The signal constructed in this way will have a power 
spectrum, the height of which is given by Eq. (1), but 
which is extended over the whole frequency range. 
However, the addition of the data signal at subband 
level limits the width of this spectrum to that of the 
subband. The grouping in subband time blocks is thus 
used not only to determine the masking properties of 
the audio signal, but also to modify the frequency —
time characteristic of the data signals to be added. 

The schematic diagram for retrieving the data added 
from the audio signal produced is shown in Fig. 3. The 
audio signal is first filtered in subbands and grouped 
in time windows, so that the same blocks are formed 
again (the filter banks to be used are of the (nearly) 
perfect reconstruction type [8)). After the position of 
the masked threshold has been determined, the sample 
values are extracted from the data signal as they were 
constructed during the addition. From the position of 
the masked threshold, the number of bits nb that was 
added is again determined using Eq. (1). Finally, by 
using the same addressing table as that used during the 
addition (Fig. 2), the conversion to bit words can be 
made which, by placing them one after the other, again 
from the original data flow. Retrieval is thus obtained. 

In order to distinguish between the added data sample 
value and the original audio sample value, it is necessary 
to apply a reference level in the combined signal. A 
level of this kind can be achieved by first quantizing 
the audio samples before carrying out the addition-. In 
this case, quantizing can be described as 

Q(s) = AQ * ROUND(s/AQ) , (2) 

combined 
In 

filtering down biocidng 
sampling 

•o eeeee oo 

AT AT 

PAPERS 

where s is the value of the sample to be quantized, 
Q(s) its value after quantization and A() the quantization 
step size. In order to distinguish between audio sample 
value and data sample value, a step size AQ should be 
used which is greater than the range of possible data 
sample values: 

2"b — 1 
AQ > 2 

2 Ab (3) 

The data sample value can then be recognized as the 
"quantization noise," which results from quantizing 
the combined sample again (see Fig. 4). 

The quantization of the audio signal reduces the ac-
curacy of its representation, and this can be modeled 
as an increase in its noise level. Because the quantization 
has been used on a time-limited subband signal, this 
noise is however masked as long as its power remains 
under the masked threshold. (This property is also used 
with bit-rate reduction techniques 16).) The noise power 
is given as [9] 

P = 12 
.(4) 

Because the quantization noise and the data signal are 
not correlated, the total power to be masked is obtained 
from the sum of their respective powers, given by Eqs. 
(1) and (4). Using Eq. (3), this power can be written 
as 

2 
Pt = PQ < • (5) 

The addition and retrieval parameters AQ and nb can 
therefore be determined as follows. After determining 
the masked threshold, the maximum possible quanti-
zation step size AQ is determined using Eq. (5). The 
maximum number of nb bits which can be added is 

exuactlon deconstructing 

analyzing masking threshold 

Fig. 3. Basic diagram for data retrieval. 

e 

data 
out 

_rum_ 
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then obtained from Eq. (3). 
The resulting addition process can also be viewed 

as follows. It is determined for each sample value which 
part of its representation is significant and which part 
is not. This distinction is made possible by the masking 
effect: only a limited accuracy can be detected by the 
human ear. The insignificant part of the signal is then 
replaced by a different value, which indicates the in-
formation to be added. 

1.2 Noise 

The starting point is that the processing takes place 
with digital audio signals. This means that the combined 
signal produced will be quantized after the fi nal fi ltering 
to a wide-band signal (see Fig. 1) to the representation 
accuracy of the transmission channel over which it will 
be sent. This creates quantization noise with, in the 
case of a channel with a linear quantization (PCM), a 
fiat spectrum (that is, over the whole audio band) and 
a power PN of [9] 

PN = 
12 

(6) 

in which A ch indicates the quantization step size of the 
transmission channel. 

The audio signal is fi ltered again in subbands at the 
receiver end (see Fig. 3) This affects the channel quan-
tization noise in two ways. First, the probability density 
distribution of the noise will change into a Gaussian 
one and second, the power in each subband will decrease 
in proportion to the bandwidth of this subband. Thus 
in the case of a perfect transmission channel and a 
fi ltering in M subbands of equal width, the subband 
samples received have a noise component with a prob-
ability density function 

1 — e 2
P(e) = exp 

2 
---2-

a;r cr 
(7a) 

where E is the magnitude and a the standard deviation. 

a is given by 

er 
1/ 1-11) 

V 12M 
(7b) 

addition 

audio 

quantization 

2 
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It is this standard deviation a which determines the 
selection of the bit step size Ai, in Eq. (1). 

The data bits are recovered by converting the data 
samples received back to their address bit words ac-
cording to a procedure as shown in Fig. 2. As a result 
of the noise, faults may occur in this process. By the 
use of a Gray code conversion [9] (Fig. 2) only 1 bit 
will toggle in the bit word each time the noise exceeds 
a decision threshold. (These thresholds lie in the middle 
between the noise-free sample values.) 

Using Eq. (7a) an estimate can now be made of the 
error probability that n bits will be converted incorrectly 
(n = I): 

P(n) = 
J.- (is - 1/2)Ab 

p(e) de + p(e) de 
(n- (2)4 

(8) = 1 — erf 
(2n — I Ab 

2V a/ • 

Thus with a according to Eq. (7b), Ab can be set for 
a certain error probability P(n). On the other hand, Ab
affects the number of bits nb that can be added [see 
Eq. (3)]. As a result there is a tradeoff between n b and 
P(n). 

In fact, the audio signal itself can be regarded as a 
"channel" over which the data are transported. A channel 
capacity C can then be defined as 

C = I E 
M at O 

(9) 

where M is the number of subbands and n b.„, is the 
number of added bits per sample in subband m. Ac-
cording to Eq. (3), n b.,„ follows as 

A0
nb.„, = TRUNC[21og(---22A + 1)] (10) 

1-xs.m 

in which 6.(2,,, and Ab.„, are the quantization step size 
and bit step size in subband m, respectively. If the 
subbands are all of equal width, then the channel noise 
a [Eq. (7b)] is of equal strength in each subband and 
Ab,„, can thus be taken the same in each subband [Eq. 

extraction 

quantization 

data 

q 

data 

Fig. 4. Addition and extraction blocks from Figs. 1 and 3 in greater details. 
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(8)], Ab,a, = Aa = Cr.b  Eq. (9) can now be written as 

C =  
1 

— 2, TRUNC[2log  
(V12T1 hr-1 

M 
C 

b Ath

q21- + 

N./12M 1 44, -1210g   + 2 2logAQ,„, — 2 logAth . 
Cb M mop 

(11) 

The first term reflects the effect of the channel noise. 
An increase in the parameter M, that is, splitting up 
the signal into more subbands, reduces the noise con-
tribution in each band, which means that more bits can 
be added. This increases the complexity of the system 
and also the delay of the audio signal as a result of the 
narrow-band fi ltering. The coefficient Cb takes into 
account the tradeoff between the number of bits added 
and the error probability occurring. The second term 
indicates the masking effect of the audio signal: the 
greater the masking, the greater AQ, and thus the more 
information can be added. (As a result of the filtering, 
addition is also possible if some bands have AQ . ,, 

0.) The third term indicates that an increase in the 
representation accuracy of the audio signal increases 
the channel capacity by approximately the same size. 
For example, representation with 18 bits instead of 16 
(linear PCM) means a four-times reduction of iticb and 
thus an increase of C by 2 bits. (It is assumed here that 
addition has already taken place in each subband.) In 
the case of a transmission channel in which the rep-
resentation accuracy varies, such as, for example, in 
NICAM [10), it may be useful to normalize A Q,„, by 
Acb to a new parameter, which means that the varying 
property can then be eliminated. 

As stated, (nearly) perfect reconstruction filter banks 
are used [8). This is necessary to ensure that the (sub-
band) sample values used in the retrieval are (almost) 
the same as those which occurred after the addition 
(except for the wide-band quantization noise). In the 
fi lter structures used up and down sampling takes place 
(Figs. 1 and 3). This makes the system a multirate 
system. For a proper functioning the total delay between 
the two filters on both sides of the transmission channel 
must be a complete number of times the highest down-
sampling factor (M). In that case the delay at subband 
level is also a complete number of sample periods. 
Consequently, synchronization is required at the re-
ceiver end (processing in windows also makes this 
necessary). By not up and down sampling, this syn-
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chronization seems to be no longer required. However, 
the perfect reconstruction property will then be lost. 
Because of the processing (quantizing and adding) the 
spectrum of the subband samples changes over the whole 
bandwidth (given by the sampling frequency), while 
their fi lters only allow through the part in the corre-
sponding subband. These two only coincide when 
sampling at the critical rate, and only then is perfect 
reconstruction possible. (The fi lter sequence for which 
the (nearly) perfect reconstruction property must apply 
is synthesis analysis, that is, the reverse to what the 
fi lter banks were designed for [8]. The fact that in this 
case the perfect reconstruction property is also valid 
can be seen by looking at the analysis—synthesis —
analysis cascade. The first two filters form a perfect 
reconstruction pair as they were designed. The signals 
at the input of both analysis fi lters are therefore identical. 
Because the analysis fi lters are the same, it follows 
that the synthesis —analysis pair must also be a perfect 
reconstruction pair.) 

A different approach to the one stated here is Nyquist's 
first criterion. From this it also follows that with an 
ideal bandpass filter no intersymbol interference occurs 
if the symbols are on (a multiple of) the critical rate 
(and are detected synchronously). 

2 COMPATIBLE CODING 

2.1 The Principle 
Using the technique presented, a surround —stereo —

surround coding system can now be developed which 
is very suitable for use in HDTV. Multichannel audio 
can be sent over a stereo transmission channel so that 
stereo reception is possible without additional modi-
fication, while there is the possibility of surround re-
ception with a receiver equipped with additional elec-
tronics. In the following it will be assumed that the 
HDTV audio consists of five audio channels. 

Fig. 5 shows the principle of the system. The pro-
grams are supplied with fi ve-channel sound. A down 
mix to two-channel stereo is then made from this ver-
sion. There are no restrictions on the way in which this 
down mix is made, that is, a signal with an optimum 
stereo effect can be produced. In addition to the stereo 
signal, a three-channel (audio) signal is also generated 
which, together with the stereo signal, contains all the 
information on the original five-channel composition. 
These information signals arc then added to the stereo 
signal according to the technique described in Sec. 1 
and retrieved at the receiver end. 

2-channel 
transmission ADD stereo 

5-channel  
audio 

MIX L', R' 

 surround L, R, C, Si, SR 
information 

HI. H2, H3 

Fig. 5. Proposed coding scheme. 
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Because of the identical format, the signal transmitted 
is compatible and existing receivers can still be used. 
Reproduction of this signal will give the listener the 
stereo sensation as it was optimized during the down 
mix. Of course, the extra information is also reproduced 
but, because of the masking effect, the listener is not 
aware of this. This information is however still available 
by means of the technique described. The receiver must 
be expanded for this with additional electronics. After 
retrieving this information, the down mix carried out 
can be reversed, which means that the reproduction of 
the five-channel surround-sound sensation becoMes 
possible. 

2.2 The System 
The original five audio channels are indicated with 

L, R, C, SL, and SR. Of these the first two signals are 
thought to be supplied to loudspeakers which arc on 
the left and right of the video screen, respectively, the 
third (central) signal to a loudspeaker near the screen, 
and the latter two signals (surround) to the loudspeakers 
behind the listener (see Fig. 6). A stereo down mix 
could be 

1 

L' := L + 2- v2 C + SL

R' := R + 1 V2 C + SR . 

(Other possibilities are conceivable.) Numerous signals 
can store the surround information here, but one pos-
sibility is 

Hi := C (12c) 

H2 := SL (12d) 

113 := SR • (12e) 

HDTV 
video saeen 

000

Fig. 6. Loudspeaker setup for five-channel surround sound. 
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In this case it is, of course, sensible to use first data 
reduction on C, SL, and SR [6]. The L' and R' signals 
are processed according to the method described in 
Sec. 1, and the information H1,112, 1 / 3 is added. After 
retrieving this information, the down mix can be re-
versed and the fi ve-channel sensation can be produced 
again: 

1 
L" := L' — 2 1/-2- 

+H2)

1 r -

(13a) 

R' — 2 v2 H I + 113) (13b) 

C" := H i (13d) 

SE := H2 (13d) 

:= H3 . (13e) 

A problem may occur as a result of this dematrixing. 
During the addition of the information, a quantization 
must be carried out (see Sec. 1.1). This quantization 
is carried out on the subband samples of L' and R' and 
in such a way that the resulting quantization noise is 
masked by these audio signals and thus remains in-
audible. The stereo signal including the added infor-
mation thus still creates the same listening experience. 
Dematrixing [Eqs. (13)] can however separate the audio 
signal from the quantization noise, which means that 
the noise could become audible. The effect becomes 
clear by looking at a silent channel (and switching off 
the other loudspeakers when listening). Assume, for 
example, that all channels with the exception of channel 
C are silent. In that case L' and R' are both equal to 
V21./2C [see Eqs. (12a,b)J. These signals are quantized 
and H I (= C), 112 (silent) and 113 (silent) are added. 
After retrieval, C, SL, and SR are determined from H i , 
if2, and 113. The result is used to reverse the down-
mixing. This dematrixing will remove (1/2172H1 + 
H2.3) = V2VIC from L' and R' [see Eqs. (13a,b)]. 
As a result of this the quantization noise produced during 
the addition procedure remains in the left and right 
channel L" and R", while the signal that masked this 
noise, 1/2 1r2C, is now transmitted to another loud-
speaker, C". Because the audio signal is still present, 
it will still have a masking effect on the quantization 
noise, though this will be less effective than if they 
were both generated by the same loudspeaker. 

A remedy is to expand the information signals H1. 2.3 

with some extra control information. This information 
then indicates which channels are silent, so that after 
dematrixing, any residual sound can be removed from 
these channels. Possibly the information is given for 
every subband separately. In addition, instead of always 
coding C, SL, and SR in H I , 112, and H3, it is better to 
take the weakest three of L, R. C. SL, and SR. This 
ensures that the quantization noise is always in those 
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signals which give the greatest masking and therefore 
that the chance of its audibility is limited. The choice 
made is added as control information to 111.2.3 and used 
during dematrixing. Informal listening tests on various 
types of program material have proven the validity of 
this procedure. Only by switching off some channels, 
it could occur that noises in the other channels became 
audible. Those cases only happened with especially 
constructed signals. Common audio signals did not re-
veal any problem. 

A complete abundance of audible quantization noise 
is possible by adapting the (audio) input of the masking 
model [I I). Instead of the power spectrum of the down-
mixed stereo signal, that of the signal which will remain 
after dematrixing should be used. For example, in the 
case described by Eqs. (12) and (13) the power spectrum 
of L and R instead of L' and R' should be taken to 
determine the masked threshold. 

A final question is whether there is always sufficient 
room available in the stereo signal to add the infor-
mation. As explained in Sec. 1 with Eq. (11), this 
amount of room depends on two main fictors, namely, 
the masking power of the audio signal and its repre-
sentation accuracy [AQ and 4,1, in Eq. (11)]. It is clear 
that a higher representation accuracy simplifies the task 
because the amount of information to be added is in-
dependent of it. Experiments have, hOwever, shown 
that the representations currently used offer sufficient 
space for the information required. With regard to the 
masking power of the audio signal, one might naively 
expect there to be problems with low masking power. 
In this application, however, the information to be 
added, H i , Hz, and 113, is an audio signal which is 
also present in the masking signal itself, L' and R'. In 
other words, if there is limited masking, that is, if little 
room is available, there is also little information to be 
added. In the extreme case of no masking (L, R, C, 
SL, and SR are all silent), for example, there is also no 
need to add information. Another example is given by 
assuming L and R to contain the direct sound and early 
reflections and 5L and SR to contain the reverberation 
of a concert-hall recording. When the music stops, 
there is still a (decreasing) reverberation. However, in 
the down-mixed stereo signal L' and R', this rever-
beration is also present and as a result there is still an 
audio signal in order to mask the information to be 
added (which information is that L and R are silent!). 

Within the European HDTV project EUREKA-95, 
the system is considered as a potential way to transmit 
HDTV sound. Its interesting feature is the compatibility 
to the two-channel D2MAC transmission standard. After 
various informal listening tests, which showed the sys-
tem's potential, a formal listening test on the system's 
performance was organized by EU95. During the sum-
mer of 1990 these tests have been conducted. Critical 
signals were constructed. The tests did not reveal any 
significant audible degradation of these signals after 
having been mixed into a two-channel NICAM stereo 
signal. Further formal listening tests are planned for 
early 1992. 

382 

3 CONCLUSIONS 

A new surround —stereo—surround coding technique 
is presented. The down mix to the stereo signal may 
be optimized to give the best stereo effect. The extra 
information required to reproduce the original multi-
channel surround sensation using the stereo signal is 
added in this stereo signal. Here the masking effect is 
used so that the addition remains inaudible. Compat-
ibility with current stereo standards is therefore guar-
anteed. Using the system it is possible to maintain the 
original channel separation. 
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Abstract 

The paper describes a new proposal for burying a high data rate data 
channel (with up to 360 kbit/s or more) compatibly within the data stream 
of an audio CD without significant impairment of existing CD 
performance. The new data channel may be used for high-quality data-
reduced related audio channels, or even for data-compressed video or 
computer data, while retaining compatibility with existing audio CD 
players. The theory of the new channel coding technique is described. 

0. Introduction 

The paper describes a new proposal for burying a high data rate data 
channel (with up to 360 kbit/s or more) compatibly within the data stream of 
an audio CD without significant impairment of existing CD performance. The 
proposal in this paper is to replace a number (up to four per channel) of the 
least significant bits (LSBs) of the audio words by other data, and to use the 
psychoacoustic noise shaping techniques associated with noise shaped 
subtractive dither to reduce the audibility of the resulting added noise down to 
a subjective perceived level equal to that of conventional CD. 

Simply replacing the LSBs of existing audio data would, of course cause a 
drastic audible modification of the existing audio signal for two reasons : 

1) the wordlength of existing signals would be truncated to (say) only 
12 bits, which would not only reduce the basic quantization resolution by 24 
dB, but also would introduce the problems of added distortion and modulation 
noise caused by truncation (e.g. see refs. [1-41). 

2) Additionally, the replaced last (say) 4 LSBs would themselves 
constitute an added noise signal, which itself may not have a perceptually 
desirable random-noise like quality, and will also add to the perceived noise 
level in the main audio signal, typically increasing the noise by a further 3 dB 
above that due to truncation alone, giving in this case as much as 27 dB 
degradation total in noise performance. 

This paper describes methods of overcoming all these problem in replacing 
the last few LSBs of an audio signal by other data. The new method involves 
the following steps: 

A) Using a pseudo-random encode/decode process, operating only on 

Page 1 

DISH - Blue Spike-408
Exhibit 1010, Page 0409



the LSB data stream itself without extra synchronizing signals, to make the 
added LSB data effectively of random noise form, so that the added signal 
becomes truly noise-like. 

B) Using this pseudo-random data signal as a subtractive dither signal 
(e.g. see [1-4]), so that simultaneously it does not add to the perceived noise 
and that it removes all nonlinear distortion and modulation noise effects 
caused by truncation. Remarkably, and unlike in the ordinary subtractive 
dither case [3], this does not require the use of a special subtractive dither 
decoder, so that the process works on a standard off-the-shelf CD player, 
and 

C) additionally, at the encoding stage, incorporating 
psychoacoustically optimized noise shaping of the (subtractive) truncation 
error, thereby reducing the perceived truncation noise error by around 17 dB 
further. 

The overall effect of combining these three processes is that if one 
incorporates data into the last few LSBs, then the effects of distortion, 
modulation noise and perceived audible patterns in the LSB data are 
completely removed, and the resulting perceived steady noise is reduced by 
around 23 dB below that of ordinary unshaped optimally dithered quantization 
to the same number of bits. For example, when the last 4 LSBs of the 16 bit 
CD wordlength is used for buried-channel data, the perceived S/N (signal-to-
noise ratio) is around 91 dB - approximately the same as ordinary 16 bit CD 
quality when unshaped dither is used. 

The result of this process is that as much as 2 x 4 = 8 bits of data per stereo 
sample is available for buried data without significant loss of audio quality on 
CD, giving a data rate of 8 x 44.1 = 362.8 kbit/s. 

While the new process achieves potentially high data rates for the buried 
channel, it does of course reduce room for improvements in CD audio quality 
approaching 20 bits effective audio quality, such as described In refs. [3],[4]. 
However, there is no reason why the process should only be used with one 
fixed number of LSBs, and by reducing the data rate of the buried channel to 
a smaller number of LSBs, one correspondingly improves the resolution of 
the audio - for example achieving an effective perceived S/N of around 103 
dB for a system using 2 LSBs of data per signal channel sample, with a data 
rate still of 181.4 kbit/s. 

One can even make the number of LSBs used fractional, say, % or % or 1% 
LSBs per sample. This may be used either to precisely match the buried 
channel to a desired data rate, or to minimize the loss of audio quality, 
especially at very low data rates. 

Additionally, by including in the LSB data channel itself low-rate data 
indicating the number of LSBa "stolen" from the main audio channels, it is 
possible to vary the number of LSBs stolen in a time-variant way, so that, for 
example, more LSBs can be taken by the buried channel when the resulting 
error is masked by a high-level main audio signal. The noise-shaping can 
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also be varied adaptively at the encoding stage so that at high audio levels, 
the noise error is maxima►ly masked by the audio signal, thereby increasing 
the data rate of the buried channel during loud passages to, in some cases, 
as much as 720 kbit/s. 

it is also shown in this paper that with stereo signals, it is possible to code 
data jointly in the least significant parts of the audio words of the two (or 
more) channels, using a multichannel version of the data encoding process 
involving the use of vector quantizers and subtractive vector dithering by a 
mu►tichannel pseudo random data signal for the dithering. The basic theory 
of vector dithering is described in section 5, although readers may find it best 
to omit these technically difficult aspects on first reading. It is shown that the 
vector multichannel version of the data coding process ensures left/right 
symmetry of any added noise in the audio reproduction, and an 
advantageous noise performance. 

The approach described in this paper is substantially different from an 
alternative method of burying data described in [5], which involved a process 
of splitting the audio signal into subbands, replacing the LSBs of the 
subbands with data based on auditory masking theory, and then 
reassembling the resulting data by recombining the subbands. Not only is 
that process very complicated, with a considerable time-delay penalty in the 
subband encoding/decoding process, but it has to be done with extraordinary 
precision to prevent data errors in the band splitting and recombining 
process. By contrast, the present process involves little time delay, involves 
relatively simple signal processing, and further is such as to guarantee the 
lack of audible side-effects due to nonlinear distortion, modulation noise or 
data-related audible patterns. 

Another approach to transmitting data in an audio waveform, for use with the 
NICAM system, has been described by Emmett [24], in which the shape of 
the error spectrum is adaptively changed to be masked by the audio signal.. 
This may or may not have some common features with the present proposal, 
although the details of Emmett's proposal are not dear from his published 
preprint. However, according to Emmett [24], to attain a high encoded data 
rate with his proposal requires using a data rate that changes with signal 
level so as not to be audible during quiet passages. The present proposal 
does not require the use of such level-adaptive data rates. 

1. Uses Of Buried Data 

1.1 Advantages over CD ROM media 

The availability of a buried data channel with data rates of the order of 360 
kbit/s without significant loss of audio quality on audio CDs, fully compatible 
with conventional playback on standard audio players, opens up prospects 
for many new products. Unlike standards such as COI based on CD-ROM, 
the additional data can be added without destroying compatibility with 
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playback over tens of millions of existing audio players. This means that the new data channel can be added while still giving the CD the advantages of mass-market economies of scale of production, thanks to the existing audio-
only market. Thus applications using the new data channel should result in much lower prices than for media where the number of players is limited. 

1.2 Application to multichannel sound 

One application of the new data channel is using the additional bits to add, using audio data compression, additional, audio channels for three- or more-speaker frontal stereo or surround sound, such as described for example in (61,[7],[8]. Because CD has higher quality than available data compression systems (despite spurious claims of "transparency' or "CD quality" by some less cautious proponents of such systems), care must be taken that the additional channels are not too compromised in quality by the data compression process, which means that a rather lesser degree of compression is desirable than for DAB or film surround-sound. However, since two of the transmitted audio channels are the standard CD audio channels and the design of the buried channel avoids nonlinear or modulation noise effects on these main channels, all the data rate in the buried channel can be used solely for the additional channels, giving each a higher data rate than if the buried channel were used to transmit the whole audio signal. In using the buried channel to transmit additional directional audio channels, it is important to design the codec error signals so that they do not become audible through the mechanism of directional unmasking described in three of one of the author's references [9],[10],[11]. 

The data rate available is sufficient to transmit a Dolby AC-3 or MUSICAM 
surround 5-channel surround-sound signal, but these systems involve a quality compromise with the data rate, so that this is not a preferred procedure. 

High-quality data compressed additional audio channels can, unlike existing 
data compression systems, minimize the risk of destruction of subtle auditory cues such as those for perceived distance (see (121), thereby maintaining CD 
digital audio as the preferred medium for high quality audio, while adding additional channels. For high quality (and especially musical) use, it may be preferred to use additional buried audio channels either for frontal-stage 3- or 4- speaker stereo or for 3-channel horizontal or 4-channel full-sphere with 
height [13],[14) ambisonic surround sound (see refs. M,(8),(151), rather than for the rather cruder theatrical "surround-sound" effects considered 
appropriate for cinema or video-related surround-sound systems. However, systems have been proposed for Intercompatible use of both kinds of system tn. [81• 
Since the main audio channels in this proposal convey high-quality audio, it is possible to use the spectral envelope of the main audio channels to convey 
most or all of the dynamic ranging information used for the subbands in data 
reduction systems for related subsidiary channels conveyed in the buried 
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data channel, especially if the main audio channels incorporate a mixture of 
all the transmitted channels so that no direction is canceled out This saves 
the data overhead of conveying ranging data, which in high quality systems 
may save of the order of 60kbit/s, as compared to a stand-alone data 
compression system. This will allow a system conveying n related channels 
using 4 LSBs per main CD audio channel to give a performance equivalent to 
that of a stand-alone data compression system conveying n-2 channels in 
about 420 kbit/s. For 3-channel systems, such as horizontal B-format 
surround-sound or 3-channel UHJ (15] or frontal-stage 3-channel stereo, this 
quality is unlikely to be audibly distinguishable from an uncompressed data 
channel, and for 4-channel systems, the results will still subjectively approach 
that of critical studio-quality material, and even for 5-channel material, the 
results will be considerably less compromised than that for DAB or cinema 
surround-sound, using a data rate for the additional channels of well over 
twice that use in those applications. 

1.3 Video and computer data 

Alternatively, the buried data channel can be used for conveying related 
computer data, such as graphics, multilingual text or track copyright 
information. Because of the high available data rate, this can be done with 
very much higher quality than is possible on the subcode channels of CD, 
conveying for example with JPEG image data compression of the order of 
one high quality color photographic image per second. A data rate of 360 
kbiUs is even enough to convey a reasonable video image. Using the 
existing MPEG standard, this would have very low resolution (although 
certainly good enough for moving inserts within a still image), but near-future 
image data-compression methods based on using the highly non-Gaussian 
nature of images are expected to make consumer-quality video available 
within this data rate. 

1.4 Dynamic range data 

Another use would be to convey dynamic-range reduction or enhancement 
data, e.g. a channel conveying the setting of a gain moment by moment This 
would allow the same CD automatically to be played with different degrees of 
dynamic compression according to environment, by choosing the gain 
adjustment channel appropriate to that environment This would include the 
possibility of completely uncompressed quality for high-quality use, without 
making the CD incompatible for more normal use, e.g. in broadcasting. An 
advantage of providing the dynamic range gain data in the data subchannel 
rather than using automated dynamic range modification algorithms is that 
one can always do a much better subjective job using manual intervention 
based on a knowledge of the music and its needs, but at the expense only of 
considerable time and effort. This effort can be recorded for consumer use in 
the buried data channel. If automated algorithms are used for the dynamic 
range gain conveyed by the buried data channel, these can be of a much 
more sophisticated and subtle nature then those normally available to the 
consumer (e.g. [16]). 
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1.6 Frequency Range Extension 

A further use related to the original audio would be to add in the subchannel 
data-reduced information allowing information above 20 kHz to be 
reconstructed. One of the limitations of compact disc is that the frequency 
range is limited to 20 kHz. Although the ears' sine wave hearing is, for all 
except a small minority of (generally young and often female and/or 
asthmatic) listeners, limited to below 20 kHz, this does not mean that there is 
no loss of perceived quality caused by the sharp bandlimiting to 20 kHz It is 
widely noted that there is a significant loss of perceived quality when 
comparing high-quality digital signals sampled at say 44.1 kHz as compared 
to 88.2 kHz. 

From a quality viewpoint, it may be more important to use an extended 
bandwidth to provide a more gentle roll-off rate than to provide a response 
flat to 40 kHz, since (unlike the bricicwall filters used with ordinary CD), such 
gentler roll-offs are similar to those encountered in natural acoustical 
situations. 

The extended bandwidth can be provided by using a high-order 
complementary mirror filter pair of the kind described in Regalia et al. [21] 
and in Crochiere and Rabiner [2.2] to split an 88.2 kHz-rate sampled digital 
signal into two bands sampled at 44.1 kHz. The filters involved will overlap, 
although using a high-order filter [21], the region of significant overlap can be 
reduced to of the order of a kHz. Within the overlap region there will be 
aliasing from the other frequency range, although the reconstruction of the 
full bandwidth (21,22] will cancel out this aliasing. The band below 22.05 kHz 
can then be transmitted as the conventional audio, and the band above 22.05 
kHz can be transmitted in data reduced form in the buried data channel at a 
reduced data rate of, say, between 1 and 4 bits per sample per channel, 
using known sub-band or predictive coding methods. Phase compensation 
inverse to the phase response of the low pass fitter in the complementary 
filter pair may be employed to linearize the phase response of the main sub-
22.05 kHz signal for improved results for standard listeners, with the use of 
an inverse phase compensating fitter in the decoding process for 
reconstructing the wider bandwidth signal. 

1.6 Combined applications 

Any or all of these uses can, of course, be combined, subject only to the 
restrictions of the data rate, so that the buried data channel could be used for 
example to convey one additional audio channel, a dynamic range gain 
signal, extended bandwidth and additional graphics, text (possibly in several 
languages), copyright and even insert video data as appropriate. 

For historical material, where the dynamic range may be significantly less 
than 90 dB, it may even be possible to increase the data rate available further 
by allocating even more bits to the buried data channel, since an increased 
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noise level may not be significant. For this reason, it may be desirable to 
allow the possibility of allocating as many as 12 or even 16 bits of audio data 
(say bits 10 to15 or even 8 to 15 of each audio channel) to the buried data 
channel. 

2. Pseudo-Random Coding of Data 

2.1 Pseudo-Randomized data 

It is essential, if the LSBs of an audio signal are to be replaced by data, that 
the replacing data should truly resemble a random noise signal (albeit 
perhaps one that may be spectrally shaped for psychoacoustic reasons). 
Most data signals, when listened to as though they were digital audio signals, 
have some degree of systematic pattern which may well prevent them from 
sounding or behaving truly like random noise. Such departures from random 
noise like behavior are generally much more perceptually disturbing or 
distracting than a simple steady noise. 

Also, if we can ensure that added data behaves like a noise signal with 
known statistical properties, one can use all that is known in the literature on 
dither and noise shaping (see [1]-(4],[17H201) to optimize the perceptual 
properties of the added data to minimize its audible effects. 

The data signal is rendered pseudo-random with predictable statistics in our 
proposal by a data encode/decode process, the encode process having the 
effect of pseudo-randomizing the data signal, and the decode process having 
the effect of recovering the original data signal from the pseudo-randomized 
data signal, as in figure 1. From a practical point of view, it is highly 
desirable that the encode and decode process require no use of an external 
synchronizing signal, but that the decode process should work entirety from 
the pseudo-randomized data sequence itself. 

The simplest way of constructing such an encode/decode pseudo-
randomizing process for data is to use a cyclic pseudo-random logic 
sequence generator separately on each bit. For example, if its input is zero, 
fig2 shows a well-known binary pseudo-random logic sequence generator 
using feedback around three logic elements and a total shift register delay of 
16 samples (a 1-sample delay is denoted by the usual notation z-f). Provided 
that the logic state in the 16 samples stored in the shift register is not all zero, 
this binary sequence generator has the 16 logic states cycle through all 21a-1 
= 65,535 non-zero states in a pseudo-random manner. 

If, instead of using a zero input, the pseudo-random sequence generator of 
fig. 2 is fed with a binary data stream sn, then it has the effect of a pseudo-
randomizer for the input data This encoding scheme is based on the 
recursive logic 

to = an el tn-1 ®tn-3 4)-14 tn-te (2-1) 
where to is the output binary logic value of the network at integer sample time 
n, sn Is the input binary logic value of the network at integer sample time n, 

page 7 

DISH - Blue Spike-408
Exhibit 1010, Page 0415



and 9 represents the logic "exclusive or or Boolean addition operator (with 
trtAhtable090=191 =0, 0491=1 030=1). 

Conversely, if exactly the same arrangement of logic gates is fed with the 
pseudo randomized data tn, then the effect of the "exclusive or" gates on the input signal Is to restore the original data stream. This is achieved by the inverse decoding logic process 

sn = tn e 6.1 tro to-14 to-ie (2-2) illustrated in the second diagram in fig. 2. 

Thus by using a logic network recursively with a total of L = 16 samples delay and only 4 "exclusive or" gates, a binary data stream can be pseudo-randomized, and the same network can decode the data stream back to its original form. For constant signals, there is a one in 65,536 chance that the undesirable non-random zero state will be encountered, but this low probability is probably acceptable, given that even a single binary digit change of input is likely to "jog" the system back into a pseudo-random output 
state. 

Other well-known pseudo-random binary sequence logic generators with shift registers of longer length L than 16 samples can be used for encoding and decoding in the same way, with their fed-back output given by subjecting the 
delayed sequence output and the input to a "sum" logic gate. Such length L 
sequences will have, for a constant Input, only one chance in 2L-1 of giving an unrandomized output, and will have a sequence length of 2L-1 samples. 

Although the pseudorandom binary sequence generator described in (2-1) and fig. 2 is a maximum length sequence for a zero input, it has a shorter length for an all-one constant input, arid in general, the precise behavior with, 
say periodic inputs is hard to predict. Partly for this reason, it is not 
absolutely essential to use a maximum-length sequence generator, provided that the length of the sequence is not too short for constant inputs 

It will be noted that the network of fig. 2 only has L = 18 samples of memory, 
so that when used as a decoder, any data errors in the Input will only propagate for L samples, and then the output will recover. This lack of long-
term memory in the decoding process means that there are no special 
requirements on the error-rate of the transmission channel. Because of the 
small number of logic elements in fig. 2, a single sample error in the received 
data stream will only cause five sample errors in the decoded output 

As shown in fig. 3, typically, for use with CD, the data will first be arranged to 
form a number of bits of data per sample of each audio channel, for example 
8 bits of data constituting bits 12 to 15 of the left and the right audio channels 
(where bit 0 is the most significant bit (MSB) of a 16 bit audio word and bit 15 
the least significant bit). 

Then each of these (say 8) bits will, separately, be encoded by a pseudo-
random logic such as that of fig. 2 to for► a pseudo random sequence, and 
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the resulting pseudo-randomized bits used to replace the original bits in (say) 
bits 12 to 15 of the left and the right audio channels. The resulting noise 
signals in the left and right audio channels will be termed the (left and right) 
data noise signals. 

Alternatively, instead of pseudo-randomizing individual bits of the audio 
words representing data separately, they can be pseudo-randomized jointly 
by regarding the successive data bits of a word as being ordered sequentially 
in time, and applying a pseudo-random encoder such as that of figure 2 to 
this sequence of bits. For example, eight bits of data per audio sample can 
be sequentially ordered before the next eight bits of data corresponding to 
the next audio sample, and the pseudo random-logic encoding can be 
applied to this time series of bits at eight times the audio sampling rate. 

An advantage of this strategy Is that errors In received audio samples 
propagate for (in this example) for only one eighth of the time as in the case 
where each word bit is separately pseudo-randomized. 

M.-level data signals, taking one of M possible values, conveying log2M bits 
per sample can also be pseudo-randomized by a direct process involving 
congruence techniques, whereby the coded version we, of the current sample 
M-Ievel word wn is given by 

L 
wen = wn + E ajv/n.i  (mod M). (2-3) 

J=1 
where the ai's are (modulo M) integer coefficients chosen (if necessary by 
empirical trial-and-error) to ensure that all M possible constant inputs result in 
a pseudo-randomized output with reasonably long sequence lengths. The 
inverse decoding of the pseudo-randomized M-level words is 

L 
wn = ̀ iln E ajvini (mod M). (2-4) 

1=1 
The logic techniques described with reference to figure 2 are just the special 
case when M = 2 of this more general congruence technique. The 
congruence technique can result in sequence lengths for constant inputs of 
length up to a maximum of Mi--1 samples, so that in general, the larger the 
value of M, the smaller need be L, with a consequent shortening of the time 
duration of propagation of errors. 

A slightly more complex pseudo-randomization of data will provide an initial 
pseudo-randomization of M-level data by a method such one of those 
described here, and follow it by an additional one-to-one map between the M 
possible data values. The decoding will first subject the M levels to an 
inverse map before applying the inverse of the above pseudo-random 
encodings. 

There are many similar but more complicated methods of pseudo-
randomization of data streams, and as we have seen, these need have no 
coding delay or increase In data rate after coding, and can IlMit the duration 

pa0e 9 

DISH - Blue Spike-408
Exhibit 1010, Page 0417



of any errors in received data in the inversely decoded output to not more than a few samples after the occurrence of an erroneous audio sample. 

As audio signals, the resulting pseudo-randomized data noise signals have a steady white noise spectrum and a (discrete) uniform or rectangular PDF (probability distribution function), in the example case described above having 16 levels in each of the left and right channels. Such discrete noise does not have the ideal properties of rectangular dither noise, although Wannamaker et al [17] have shown that It approximates many of these desirable properties in a precise mathematical sense. However, adding to it an extra random or pseudo-random white rectangular PDF noise signal with peak level t LSB converts it into noise with a true rectangular PDF with peak levels (in this example) of t 8 LSB. In this case the added noise to convert from a discrete to a continuous PDF is at a very low level, being 24 dB below the level of the data noise signal. 

2.2 Stereo parity coding 

Although in the above example, we have described data being conveyed on each audio word bit of the data signal separately, it will be realized that data can alternatively be conveyed by more complicated combinations of the least significant digits (in any numerical base M, not just the binary base 2) of audio words, for example on the Boolean sum of the corresponding bit in the left and right audio signal. 

For example, consider the case that a data rate of only one bit per stereo audio sample is required. Such a signal can be conveyed as the Boolean sum of the LSB in the left and the right audio channels, leaving the values of the LSB in individual audio channels separately unconstrained. Conveying a data channel using the Boolean sum of the corresponding bits of the left and right audio signals is herein termed stereo parity coding. 

It is of course desirable that the effect on the conventional audio of reallocating bits to a buried data channel should be left/right symmetrical. In particular, if a buried data channel is used with a data rate of just one BPSS (bit per stereo sample), then one does not wish to code the data in the LSBa of only one of the two stereo channels. If the value of the respective N'th bits of the respective be and right channel signals are denoted by LN, and RN, at time n, then one codes a pseudo-randomized one bit per sample data channel tNn as 
tN, = LN, e RNn . (2-5) 

if desired, an additional second pseudo-randomized one bit per sample data channel uN, can be encoded in the N'th bits of the stereo audio signal say as 
= . (2-6) 

in which case the data can be encoded via LN, = uN, RN, = LN, 0 tN0 . and 
decoded via uN„ tNn = L.NrtLN, RN Alternatively uNn can be encoded as RNrt . The use of stereo parity encoding 

. 
ding allows the separate one BPSS 

data channels to be separately decoded while maintaining left/right symmetry 
in the audio when an odd number of one BPSS channels are used. 
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One could standardize a basic one BPSS data channel as being conveyed via the parity (Boolean sum) of the LSBs (i.e. bit 15) of the left and right audio channels. Information about the way other data channels conveying more BPSS are coded will, in such a standardization, be conveyed by this basic data channel. By this means, a data decoder can read from the basic one BPSS stereo parity data channel how to decode any other data channels (if any) present In particular, this allows if desired moment-by moment variation of the data rate, either adaptively to the amount of data needing transmission or adaptively to the audio signal according to its varying ability to mask the error signal caused by the hidden data channels. 

For example, in loud passages in pop/rock music, the data rate allocated to say a video signal could be increased, allowing quite high quality video images in, say, heavy metal music. 

2.3 Fractional bit rates 

There is no reason why the buried data channels should be restricted to data rates of an integer number of BPSS, although this may be a convenient implementation. Several methods can be used to allocate less significant parts of audio words to data at fractional bit rates. 

One method conveys log2M bits for integer M in the less significant parts of audio words by conveying data in the M possible values of the remainder o► the integer audio word after division by M, whereas the rounding quantization process used for the audio Involves rounding to the nearest multiple of M. For M a power of 2, this reduces to conventional quantization to log2M fewer bits. 

In Eqs. (2-3) and (2-4) above, we described how such M-level data channels can be pseudo-randomized by pseudo-random congruence encoding and decoding. Alternatively, if M can be expressed as nontrivial product of K = 
K 

two or more integer factors M = nm, , then one can uniquely expand the M-
1-1 

level data word w in the form 
K-1 k 

W Z W(k) n Mi 
k.0 

with woo an integer between 0 and Mk4.1-1. Eq. (2-7) is the generalization of the expansion of a number to base Mo in the case Mj = Mo for all j = 1,...,K Each of the expansion coefficients woo can, if desired, be separately pseudo-randomized before the final length M word is formed. Again, this generalizes the binary case described above where the Mi's equaled 2. 

A second method for fractional bit rates especially suitable for very low data rates of 1/q BPSS for integer q is to code data only in one out of every q audio samples. The encoding schemes are as before but with a data 
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sampling rate divided by q, and decoding involves the decoder trying out and 
attempting to decode each of the q possible sub-sequences until it finds out 
(e.g. by confirming a parity check encoded into the data) which one carries 
data. 

For integers p < q, a data rate of p/q BPSS can similarly be obtained by 
encoding data in the LSBs of p out of every q samples (for example, samples 1 and 3 out of every successive 5 samples for p = 2 and q = 5). 

A third method for fractional bit rates also codes data in the LSBs of q 
successive samples, but codes the data into different logical combinations of all q bits. For example, a data rate of 1/q BPSS can be obtained by encoding data as the parity (Boolean sum) of the q LSBs. It turns out that this option is often capable of significantly less audio noise degradation than the simpler 
scheme of the second method. A part of the advantage is that if one needs to modify the parity, then one can choose to modify that sample out of the q 
successive samples causing the least error in an original high-resolution 
audio signal, rather than being forced to alter a fixed sample. 

We shall see in the following that, for all three kinds of fractional bit rate data 
encoding, it is possible to use a subtractive dithering technique by a data 
noise signal to eliminate unwanted modulation noise arid distortion side 
effects on the modified waveform data. The advantages of the new process 
are not confined to integer bit rates per sample. 

3. Subtractively dithered noise shaping 

3.1 Subtractive dither 

Here we briefly review the ideas of subtractively dithered noise shaping, 
detailed by the authors in refs. [1], [3] and [4]. In this paper, by a 'quantizer" 
we mean a signal rounding operation that takes higher resolution audio 
words and rounds them off to the nearest available level at a lower resolution. 
We assume that the quantizer is uniform, i.e. that the available quantization 
levels are evenly spaced, with a spacing or step size denoted as STEP. 

The quantizer rounding process introduces nonlinear distortion, but this 
distortion may be replaced by a benign white noise error at the same typical 
noise level by using the process of subtractive dither shown in figure 4. The 
process comprises adding a dither noise before the quantizer and subtracting 
the same dither noise afterwards. Provided that the statistics of the dither, 
noise are suitable, it can be shown (see [1], [21) that this results in the 
elimination of all correlations between the error signal across the 
subtractively dithered quantizer and the input signal. One such suitable 
dither statistics is what we term RPDF dither, i.e. dither each of whose 
samples is statistically independent of other samples and with a rectangular 
probability distribution function with peak levels ±.4 STEP. 

An audio word of B bits each of which Is a pseudo-random binary sequence, 
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is a 28-level approximation to a signal with RPDF statistics, so that the data 
noise signals considered above may be used as dither signals for dithering 
audio to eliminate nonlinear quantization distortions and modulation noise. 
Similarly, the M-level data noise signals described above in section 2.3 using 
the remainder modulo M for data, if made to be of a pseudo-random form by a 
pseudo-random data encoding/decoding process, can be used as an M-level 
approximation to RPDF noise. 

Although data noise signals are discrete approximations to RPDF noise, they 
can be converted to continuous RPDF noise statistics by the simple process 
of adding to them an additional smaller RPDF noise with peak levels VA LSB, 
where LSB is the step size of the LSB's of the transmitted audio words (as 
distinct from the step size STEP = M LSBs of any rounding process used in 
encoding hidden data channels.) This is shown schematically in figure 5. 

Conventionally, as described in refs. (1] and [3], the use of subtractive dither 
requires the use of a decoding process in which during playback, the original 
dither noise added before the quantize is reconstructed before being 
subtracted; this requires either the use of synchronized pseudo-random 
dither generation algorithms, or an encode/decode process In which the 
dither noise is generated from the LSB's of previous samples of the audio 
signal (3]. However, in the application of this paper, as will be seen, no 
special dither reconstruction process is required for the discrete dither, since 
this is already present in the transmitted LSBs. 

3.2 Noise shaping 

A white error spectrum is not subjectively optimum for audio signals, where it 
is preferred to weight the error spectrum to match the ears' sensitivity to 
different frequencies so as to minimize the audibility or perceptual nuisance 
of the error. The spectrum of the error signal may be modified to match any 
desired psychoacoustic criteria by the process of noise shaping, discussed 
for example in refs. (11[4], [18]420]. 

Noise shaping may be static (i.e. adjusting the spectrum in a time-invariant 
way) and made to minimize audibility or optimize perceptual quality at low 
noise levels, or alternatively it can be made adaptive to the audio signal 
spectrum so as to be optimally masked by the instantaneous masking 
thresholds of audio signals at a higher level. The latter option is particularly 
valuable in the present application, where loud audio signals may well allow 
an increased error energy to be masked, thereby allowing a higher data rate 
to be transmitted in the hidden data channels during loud audio passages. 

The form of noise shaping with subtractive dither used in this paper is 
indicated in the schematic of figure 6. tt will be noted that, while it is 
equivalent to some of the forms described in ref. (1], it is not the arrangement 
described previously by the authors in ref. [3], in that here we put the noise 
shaping loop around the whole subtractive process. With the arrangement of 
figure 6, the output of the quantizer itself differs from the noise shaped output 
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of the whole system by a spectrally white dither noise, so that in this arrangement, unlike those suggested in ref. [31, the spectral shape of the quantizer output error and system output error is not identical. 

VVith the noise-shaped subtractively dithered quantizer of fig. 6, the error feedback filter H(r1) must include a 1-sample delay factor r 1 in order to be implementable recursively, and the originally white spectrum of the subtractively dithered quantizer is filtered by the frequency response of the noise shaping filter 
1 - H(r1), (3-1) which is preferably chosen to be minimum phase to minimize noise energy for a given spectral shape (1), and may be chosen to be of any desired spectral shape. 

Other implementations of noise shaping around a dithered quantizer system are possible. Alternative implementations are reviewed in ref. 14). By way of example, fig. 7 shows an alternative "outer' form of noise shaping architecture described in ref. [4), that is equivalent to fig. 6 if one puts 
H'(z-1) = H(r1)/(1-H(r1))• (3-2) 

The application of noise shaping around a subtractively dithered quantizer will not result in any unwanted nonlinear distortion or modulation noise, provided that the dither noise added in figs. 6 or 7 is RPDF dither matched to the step size STEP of the quantizer. 

4. Application to burled data channels 

4.1 Noise-shaped subtractive)), dithered burled channel encoding 

Either the arrangement of fig. 6 or fig. 7 can be applied to obtain subtractively dithered noise-shaped audio results when the last digits of an audio signal 
word (whether the last N binary digits or the remainder after division by M) 
are replaced by buried data bits. 

The procedure is now simple to describe. First the data is pseudo randomized, and then used to form a data noise signal as described above. This data noise signal has (discrete M-level) RPDF statistics, and may be used as the dither noise source In figures 6 or 7, as shown in figs 8 and 9. 
where the quantizer is simply the process of rounding the signal word to the 
nearest integer multiple of M LSB's (or the nearest level if the levels are 
placed uniformly at other than the integer multiple of M LSB's). The process 
shown in figures 8 or 9 subtracts the data noise signal from the audio at the 
input of the uniform quantizer (which has step size STEP = M LSBs), and 
adds it back again at the output of the quantizer so as to make the least 
significant digits of the output audio word equal to the data noise signal. 
Noise shaping is performed around this whole process. 

For bast results using the algorithms of figs. 8 Cf 9 (or equivalent algorithms such as that in figure 10 below), it is best if the input audio word signal is 
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available at a higher resolution or wordiength than that used in the output, 
since this will avoid cascading the rounding process used in figs. 8 cx' 9 with 
another earlier rounding process. By making the input signal available at the 
highest possible resolution, any overall degradation of signal-to-noise ratio is 
minimized. 

Since the output equals the output of the quantizer plus the data noise signal, 
the noise shaping has no effect on the information representing the data in 
the output audio word, but merely modifies the process by which the 
quantization of the audio Is performed so as to minimize the perceptual effect 
of the added data noise on the audio. It is remarkable that this output signal, 
being the output of a noise-shaped subtractively dithered quantizer, 
automatically incorporates all the benefits of noise shaped subtractive dither 
without the audio-only listener needing any special subtractive decoding 
apparatus. 

Moreover, because the information received by the data-channel user is not 
dependent on the noise shaping process, the noise shaping can be varied in 
any way desired without affecting reception of the data (provided only that no 
overflow occurs In the noise shaping loop near peak audio levels - fitting a 
dipper in the signal path before the quantizer to prevent this may be 
desirable). Thus the noise-shaping process does not affect the way the 
signal is used by either audio or data end-users of the signal, and so does 
not need any standardization, but may be used in any way desired by the 
encoding operative to achieve any desired kind of static or dynamic noise 
shaping characteristic. 

Other equivalent noise-shaped dithering architectures may be used in place 
of those shown in figs. 8 and 9 for encoding the data signals into the output 
audio word, using the kind of equivalent architectures discussed in ref. [4]. 
Purely by way of example, fig. 10 shows yet another implementation having 
identical performance to that shown in figs. 8 or 9. It is also evident that in a 
similar way, the data noise signal can be added and subtracted outside the 
"outer" noise shaper of fig. 9 rather than inside the noise shaper as shown. 

4.2 Burled Channel Decoding 

Optimum recovery of the audio channels involves no need for any kind of 
decoder in this proposal. Playback is conventional, with the effect of 
subtractive dither by the data noise signal being automatic as described 
above. 

Recovery of the buried data is also straightforward, simply being recovery of 
the data noise signal by rejecting highest bits of the received audio word, or 
In the case of M-level data, the inverse process to the encoding, of reading 
the remainder of the audio word after division by M, i.e. resolving the least 
significant digits of the audio word via modulo M arithmetic. This is followed 
by the inverse pseudo-random decoding process to recover the data. before 
pseudo randomization, and then the data is handled as data In the usual way. 
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This decoding process is shown schematically In figure 11. 

In the case that the data is encoded as integer coefficients wo„) with more than one base M as in Eq. (2-7) above, the data is recovered by K successive divisions by Mt to MK, at each stage discarding the fractional part, the K coefficients woo being the integer remainders of the division by Mk41. This is the same process shown in figure 11, but with K stages of the modulo division. 

5. Vector quantization and dither 

5.1 Reasons for digression 

It may not be completely Gear to the reader without further explanation that the above descriptions of the use of noise shaped subtractive dithering also apply to the stereo parity coding case as well. To see this, we need first to look at vector quantization and vector dithering, and show that exactly the same ideas for subtractive dithering, noise shaping and data encoding can be applied to the vector quantizer case as the scalar case described above. Because the description in this section (section 5) may be found rather technical, we suggest that it be omitted on first reading. 

The description here is given in greater generality than needed just for the stereo parity coding case, since it has applications to coding information in the parity of the corresponding bits in 3 or more channels in transmission media carrying more than two audio or image channels, for example in the 3 channels containing the 3 components of a color image. 

5.2 Uniform vector quantizers 

As briefly Indicated in earlier papers (1], (3], (9], theconcepts of additive and subtractive dither can be applied to vector as well as scalar quantizers. Vector quantizers quantize a vector signal y comprising n scalar signals 
(n•-•,Yn) in geometrical regions covering the n-dimensional space of n real variables. As in the scalar case, we shall say that a vector quantizer Q is a uniform quantizer if the signal y is quantized to a point in a discrete grid G of quantization vectors (yo : g e G}, where there exists a region C around (0,...,0) of n-dimensionalspace such that the regions yg + C = {yo +c:ceC} cover without overlap (except at their boundary surfaces) the range of signal variables y being quantized. Thus a uniform vector quantizer divides the n-variable space into a grid of identical vector quantization cells that and 
translates of the cell C to the points of the grid G, and quantizes or rounds any point in the cell yo + C to the point ya

There are many examples of uniform vector quantizers, the simplest of which 
has a hypercubic cell C = the region {(ci,..., cn) : 1,4 STEP V i = 
i.e. separate scalar quantization of the n variables. The grid G in this case is simply points of the form (m1STEP,m2STEP,...,mnSTEP) for integer mj's, and 
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the associated vector quantizer is simply that that takes (Y1.-...yn) to mi = integer(WSTEP) for j = 1,...,n. This case is trivial in the sense that it is equivalent to using separate uniform scalar quantizers on each of the n channels. 

A more complicated but easily visualized example is the 2-channel case where C Is a regular hexagon in the plane, for example the region consisting of the points (ci ,c.2) in the plane such that 
IctI 5 'A STEP, + (43/2)c.2) 5 'A STEP, I-"Ac.i  - (013/2)cl( 5 'A STEP, 

(5-1) and the grid G is the centers of the hexagons In the honeycomb grid covering the plane, i.e. G is the points 
+1/2 m2)STEP, (J3/2)m2STEP) .(5-2) 

for integer m1 and m2. 

A uniform vector quantlzer of particular interest and practical use In n dimensions is what we shall term the rhombic quantizer. This starts off with a conventional hypercubic grid Gc of points at positions (m1STEP,m2STEP,...,mnSTEP), where STEP is a step size, and mi to mn are integers, which of course has the hypercube quantizer cell described Just above and corresponds to the use of n separate scalar uniform quantizers. However, we the produce a new grid G c Gc which consists of just those grid points in Gc with mi+...+mn having even integer values. This new grid only has half as many points as the original, and can be equipped with a new vector quantization cell C as follows, which we shall term the n-dimensional rhombic quantizer cell. 

The rhombic quantizer cell can be described geometrically by thinking of the original hypenxibic cells as being colored white if mi+...+mn is even and 
black if mi+...+mn is odd, forming a kind of n-dimensional checkerboard pattern of alternately black and white hypercubes. Then attach to each white hypercube that "pyramid" portion of each adjacent black hypercube tying between the center of the black hypercube and the common "face" with the 
white hypercube. The resulting solid is the rhombic cell C. 

It is evident, since the pyramid portions taken from adjacent black hypercubes are in total enough to form one black hypercube if pieced together, that the volume occupied by the rhombic quantizer cell is twice that occupied by the original hypercube quantizer cell, and that the versions of the rhombic quantizer cell translated by the grid G indeed cover the n-dimensional n-parameter vector signal space. 

For n = 2, the rhombic quantizer cell C is a diamond-shape, being a square whose sides are rotated 450 relative to the channel axes, as shown in fig.12. 
For n = 3, the rhombic quantizer cell C is a Mombidodecahadron, a 12-faced solid whose faces are rhombuses. For n = 4, the rhombic quantizer cell C is a regular polytope unique to 4 dimensions termed the regular 24-hedrold [231 

Calculations involving quite complicated multidimensional integrals, which we 
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shall not detail here, show, for a given large number of quantizer cells 
covering a large region of n-dimensional space, that for n = 2, rhombic 
quantization has the same signal-to-noise ratio (S/N) as conventional 
independent quantization of the channels, but that for n a 3, rhombic 
quantizers give a better S/N than conventional independent quantization of 
the channels. The improvement reaches a maximum of about 0.43 dB when 
n = 6. This improvement in the S/N Is maintained when additive or 
subtractive dither is used as described below. (The hexagonal 2-channel 
quantization described above gives a 0.16 dB better S/N than independent 
quantization of 2 channels.) 

Mathematically, the rhombic quantizer has grid G consisting of the points 
(miSTEP,m2STEP,...,mnSTEP), (5-3a) 

where the mi have integer values with 
mi+...+mn having even integer values. {53b) 

The rhombic cell C is that region of points (oi ..... cn) satisfying the n(h-1) inequalities 
Ici+cil 5 STEP, Icrcil 5 STEP, (5-4) 

for i x j selected from 1,...,n. The associated uniform vector quantizer rounds 
a vector signal (yi,...,yn) by an algorithm whose outline form might be 

:= integer(A/STEP), 
tf m'i+...+m'n is even 

then mi := for all i = 1,...,n, 
else q := A/STEP - 

(1 dj : = sgn(c1) ICI > IN for all i <j and loll a jcil for all I > j 
:= 0 for all other i, 

ml := m'i + di for all i = 1,...,n. 
End If (5-5) 

There are, of course, various equivalent forms for this kind of rhombic 
quantizer algorithm, a computationally demanding aspect on typical signal 
processors being the determination In line (*) of that j for which 191 is biggest 

In the n = 2 case, there is a simpler rhombic quantization algorithm as follows 
:= +Y2, X2 := YrY2 

M'i := integer(x1/((•/2)STEP)) 
rif2 := integer(x2/((d2)STEP)) 
m1 m't + m.2, 1112 17).1 (5-6) 

which is based on the observation that the rhombic quantizer cell for n = 2 is 
the same shape as the square cell used for ordinary independent 
quantization of the two channels, but rotated by 450 and with an increase of 
the step size by a factor 42. (See fig. 12). 

5.3 Subtractive vector dither 

The concepts of dithering for uniform quantizers developed in refs. (1-4) for 
scalar uniform quantizers may be applied also to the vector case by using 
appropriate vector dithers. An n-signal dither noise vector (vi,..,vn) is said to 
have uniform probability distribution function in a region C of n-dimensional 
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space if its joint probability distribution function is constant within the region C 
and zero outside it. This is the n-dimensional generalization of rectangular 
PDF dither for vector signals, and we denote the associated n-vector dither 
signal by ra

tt can be shown (we omit any proofs here) that ff the subtractive dither 
arrangement of figure 4 is used for modifying an input vector signal, where 
the "uniform quantizer" becomes a vector uniform quantizer with quantization 
cell C, and the dither noise becomes a uniform PDF vector dither rc on the 
region C, then the output vector signal of the system is free of ail nonlinear 
distortion and modulation noise effects (i.e. the first moment of the output 
signal error is zero, and the second moment independent of the input signal 
[4]). Moreover, this is still the case if any statistically independent additional 
noise is added to the uniform PDF dither noise rc on the region C. 

Moreover, noise shaping can be applied around such subtractive dither in 
exactly the same way as before, as shown in figs. 6 and 7, or in equivalent 
noise shaping architectures, the only difference being that any filtering is now 
applied to n parallel signal channels. It is also possible, if desired, to use an 
nxn matrix error feedback fitter H(r1) or Hyr1) in order to make the noise 
shaping dependent on the vector direction, for example to optimize 
directional masking of noise by signals [9], [10]. 

It is possible to generate uniform PDF vector dither rc over the rhombic cell C 
described above by an algorithm such as the following: First generate, for 
example by the well-known congruence method, n statistically independent 
rectangular PDF dither signals ri (i = 1,...,n) with peak values i 1/4 STEP, and 
also generate an additional two-valued random or pseudorandom signal u 
with value either 0 or 1. Then the values of the noise signal rc = (v1,..,vn) are 
given by: 

If u = 0 
then vi := ri for all i = 1,...,n, 
else di : = sgn(r)) if VII > jel for all i < j and Irj1 z lid for all i > j 

ofi := 0 for all other i, 
vi := ri - diSTEP for all i =1,...,n. 

End If. (5-7) 

However, in applications of subtractive dither, this algorithm may Involve 
unnecessary complication, since it can be shown that with the subtractive 
dither arrangement of fig. 4 with a uniform vector quantizer with quantization 
cell C, that a uniform PDF vector dither signal r0 may be used for any other 
uniform quantization cell Co sharing the same grid G, end still will eliminate 
nonlinear distortion and modulation noise In the output. Whatever the shape 
of the other quantization cell 0 used for the dither signal, the resutting error 
signal from the subtractive dither arrangement of fig. 4 is a noise signal with 
uniform PDF statistics on the quantizer cell C of the uniform vector quantizer 
used. 
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This can allow a much simpler algorithm to be used for generating the vector 
dither in which uSTEP is added to (or subtracted from) just one of the n 
rectangular PDF noise components. For example, a uniform PDF vector 
dither noise signal re, = (v1,..,vn) given by 

v1 := r, - uSTEP 
vl := ri for i = 2,...,n. (5-8) 

may be used to subtractively dither the above rhombic quantizer. 

5.4 Nonsubtractive case 

Although we shall not need to use the nonsubtractive vector dither case in 
the hidden data channel application of this paper, it is easy to note the 
extension of the above to the nonsubtractive case. As in the scalar case 
reported in ref. [2), it can be shown that a uniform vector quantizer with 
quantizer cell C can be made to give an output suffering from no nonlinear 
distortion or modulation noise if dither noise is added before the quantizer 
that has the form of the sum of two statistically independent uniform PDF 
vector dithers each of the form rc over the region C. 

Such a dither is a vector analog of the triangular PDF dither (2) used in the 
scalar case, and may similarly be subjected to noise shaping of the dithered 
vector quantizer without introducing nonlinear distortion or modulation noise 
effects. As in the scalar case, such nonsubtractive dithering with no 
modulation noise gives a noise energy 3 times as large as does subtractive 
dithering. 

6. Refinements of the basic proposal. 

6.1 Further developments 

The encoding process described above will work well as it stands, but does 
not incorporate various desirable refinements which we shall now describe. 
These include methods to take account of the fact that the data noise signal 
has a discrete and not a continuous PDF dither, and applications involving 
stereo parity coding. 

6.2 Non-discrete dither 

The fact that the dither given by the data noise signal has an M-Ievel discrete 
probability distribution function rather than a continuous RPDF means that 
there is still unwanted quantization distortion at the level of the LSB of the 
audio word which is not properly dithered. Preferred methods of adding 
"non-discrete" dither (or, strictly speaking, dither at a significantly high 
arithmetic accuracy such as implemented using 24 or 32 bit arithmetic) are 
now described. The method of adding such dither shown in fig. 5 is not 
preferred for three reasons: 

(i) Optimum playback requires subtractive decoding of the LSB 
RPDF dither signal, with all the usual problems of implementing subtractive 
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dither [1], since un!ike the discrete data noise signal, this is not explicitly 
transmitted in the audio word. 

(ii) the ±.4 LSB RPDF dither signal added before the quantizer does 
not eliminate modulation noise in non-subtractive playback, having the wrong 
statistics for this purpose [2] , and 

(iii) if the whole system is noise shaped as in figs. 6 or 7, the 
nonsubtractive listener will hear the VA LSB RPDF dither signal as having a 
white spectrum not affected by the noise shaping, so will perceive an 
increase in noise level. 

A correct way of adding extra dither to avoid nonlinear quantization distortion 
and modulation noise at the ±% LSB level is shown in figure 13. The dither 
used has a triangular PDF with peak levels ±1 LSB (so-called TPDF dither) 
with independent statistics at each discrete time instant, so as to eliminate 
modulation noise in nonsubtractive playback [2), and is added before the 
quantizer in the noise shaping loop, but not subtracted in the noise shaping 
loop. This ensures that the added noise in nonsubtractive playback is noise 
shaped. 

Subtractive playback of the extra dither is done, also as shown in fig. 13 by 
reconstituting the triangular *1 LSB PDF dither at the playback stage, 
passing it through a noise shaping filter 1 - H(r1) , and subtracting the 
filtered noise from the output audio word. Subtractive playback of course 
reduces the extra noise energy caused by the non-discrete dither by a factor 
3, although this will only be highly advantageous in the case that the data 
noise signal has fairly low energy, e.g. at a data rate of 1 BPSS. 

The triangular dither signal may be generated, in encoding, as proposed in 
the "autodither" proposal of ref. [3] by means of a pseudo-random logic look-
up table (or a logic network having the effect of a pseudo-random look-up 
table) from the less or least significant parts of the output audio word In the 
last K previous samples, where typically K may be 24, and can be 
reconstructed from the same audio word at the input of the system by the 
same look-up table or logic in the decoding stage. This is shown in the case 
of the system of fig. 13 in fig. 14. 

Although figures 13 and 14 are shown for the particular noise shaping 
architecture of fig. 6, similar ways of adding the extra triangular dither can be 
used with any other equivalent noise shaping architecture such as the outer 
form of figure 7 and fig. 10 - again by adding the triangular dither just before 
the quantizer and subtracting it again, via a noise shaping fitter I - H(r1), 
onty at the output of the decoder. It is clear that the points at which dither 
signals are added can be shifted around in various ways without affecting the 
functionality. 

6.3 The stereo parity case 

Suppose we have 2-channel stereo signals in which data is encoded 
pseudorandomly in bit N for all N = 15 to say 15-h+1 (where the integer h 
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may typically be any integer from say 0 to perhaps 6 or 8, the case 0 being 
the case of no bits being encoded) of the left and right audio words, and data also being encoded in the stereo panty (Boolean sum) of bit 15-h of the left 
and right audio words, as described in subsection 2.2 above. 

Based on the results on uniform vector quantization and subtractive vector dither of section 5 above, the noise-shaped subtractive encoding of the data described above in the scalar case for individual audio channels may be applied to this case too with just two reinterpretations of the above: 
(i)The uniform quantizer used in figs.6-10 now becomes a uniform 2-dimensional rhombic quantizer (such as described in Algorithm (5-6) and illustrated in fig. 12) with STEP = 2h LSB. 
(ii) the "data noise signal" used for dithering is given, for example, by Eqs. (5-8) where ri is the data noise signal of the last h bits of the i'th-
channel audio word (with the first channel being say left and the 2nd channel being say right), and u being the parity of bits 15-h of the left 
and right audio words. In units of LSB, the data noise signal for the 
left channel is then Lo - 2hu and for the right channel is Ro, where L. 
and Ro are the respective integer words represented by the last h bits of the audio word formed by the data in the two channels. 

Any alternative data noise signal may be used that represents an appropriate uniform PDF vector dither as described in section 5.3, such as for example 
that given by Algorithm (5-5). 

The residual nonlinear distortion and modulation noise effects at the LSB level caused by the fact that the vector data noise is discrete rather than continuous can be removed by using exactly the same technique described in subsection 6.2 and figs. 13 and 14 above by adding and, where appropriate, subtracting ±1LSB triangular PDF dither in each channel separately, the only difference being that the uniform quantizer has become a rhombic vector quantizer and the data noise signal has a modified vector form as just described. 

The particular case h = 0, where data is transmitted only in the parity of the LSB of the audio word in 2 channels, simply uses the parity signal itself at the LSB level as a "data noise signer in one of the two channels in the encoding process - it does not matter which of the two channels is chosen. With subtractively dithered playback, it turns out that the use of properly designed stereo parity coding of data, using a rhombic vector quantizer in the encoding process, gives a total noise level 1 dB lower than would the process of coding the data into the LSBe of the words of just one of the two audio channels. Thus stereo parity coding at low bit rates not only ensures audio left/right symmetry for added noise, but gives a significant noise level advantage. . 

6.4 Generalized stereo parity coding 

There are various generalizations of the particular stereo parity coding case just described. We outline these briefly to show the applicability of these 
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ideas to other cases. 

A first obvious generalization is that obviously the same process nay be applied to other audio wordlengths besides the 16 bit wordiength of CD - for example to the 10 bit wordlengths of NICAM encoded digital signals or to the 20 bit or 24bit wordlengths used in some professional audio applications when it is desired to hide data in the audio words. For example, in ref. 131, the authors described a proposal to add data at the 24th bit in studio operations on signals to detect whether or not they had been modified, and the data encoding techniques of this paper can be used in that application to minimize the audibility of the modification of the signal proposed there. 

The second generalization is that one can also apply stereo parity coding to the case where one replaces the 2h-level data in the last h bits by an M-level case for any integer M > 1. In this case, data is coded into the residue of the audio words of the two channels after division by M, and the "stereo parity" data channel is coded into the Boolean sum of the binary LSB in the two channels of the integer parts of the audio words divided by M. This case is handled identically to that in the previous sub-section 6.3 except that 2h is replaced throughout by M, and the phrase "last h bits" is replaced by "residue modulo M"). 

A third generalization instead considers n channels rather than two. As before, this uses a rhombic quantizer in the encoding process for STEP = M LSBs, but now the n-dimensional rhombic quantizer described in (5-3) to (5-5) above, and a vector data noise signal comprising the n M-level data noise signals generated for the residue modulo M data conveyed in each of the n audio channels, to Just one of which at each instant is added or subtracted uSTEP, where u is the parity (i.e. Boolean sum) of the binary LSB in the n channels of the integer parts of the audio words divided by M. Other than replacing the ordinary uniform quantizers with step size STEP by a rhombic quantizer and using the modified data noise signal, the descriptions given earlier for coding data still apply to this case. 

Note that the choice of which channel of the vector data noise signal to add 
or subtract uSTEP, and the choice of whether to add or subtract, can be made freely, and that this choice can be made adaptively instant by instant to minimize data noise energy if desired, e.g. by making that choice which minimizes the maximum of the data noise signals in the n channels at each 
instant This choice is (a discrete approximation to) that described In •(5-7) for uniform PDF vector dither over a rhombic quantizer cell. 

6.5 Low bit-rate case 

If one has n transmitted channels of audio, then the parity of their LSBs can be used to transmit a 1 bit per n-channel-sample data channel, with remarkable little loss of S/N, especially in the case that full subtractive dithering is used at the LSB level. One might expect a loss of S/N of 6.02/n dB because the loss is shared among n channels, but for n > 2, one gets a 
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smaller loss, typically between 0.3 and 0.4 dB better, because of the fact 
noted in section 5 that rhombic vector quantization has a better S/N than 
independent channel quantization for a given density of quantization points in 
the quantization grid. For n = 6, a 1 bit per n-channel-sample subtractively 
dithered buried data channel causes a S/N degradation of under 0.6 dB 
compared with a property dithered case with no buried data channel. 

Exactly the same techniques can be used to convey data via q successive 
samples of a monophonic signal, for example by coding into the parity of the 
LSBs of each successive block of q samples, as described in section 2.3. 
What we have now shown is that by using the parity signal as a subtractive 
dither for any one sample with a q-dimensional rhombic quantizer, plus 
normal triangular additive or subtractive dither, that this fractional rate 
channel can be coded with a very small loss of S/N (e.g. 0.6dB for a block 
length q = 6), and yet with no nonlinear distortion or modulation noise in 
either nonsubtractive or subtractive reproduction. 

This kind of efficient low bit-rate culling of data capacity could be used, for 
example, with successive samples within individual subband channels of a 
subband data compression system. Its application is not confined to audio; 
culling say 1 bit per 6 10-bit video samples in a digital video recorder with a 
video data rate of 200 Megabits per sea would give a data rate typically 
enough for 4 16-bit audio channels or a consumer-grade additional data-
reduced video signal while losing only 0.6 dB in video S/N in the original 
video channel, 

7. Conclusions 

7.1 Audio Quality Considerations 

Anyone concerned with the future potential of the audio art will have some 
concern about using information originally allocated to a high-quality audio 
signal to transmit other data instead, as in the proposal in this paper. In 
order to encourage progress in the audio art, there is a need for at least one 
widely available consumer medium without built-in serious quality 
compromises, such as CD (unlike data reduced digital systems) offers, so 
that the market is there in which recordings with improved quality can be 
made, heard and sold. Without such a medium, we shall find ourselves 
permanently locked into limitations many of which will only become apparent 
as the art of recording, psychoecoustics and studio production develop 
further. 

Even the best theoretical models of the ears are still extremely crude, for 
example not describing the effect of hearing multiple events with individually 
low but Jointly high detection probabilities, especially for non-stationary or 
transient signals. Many of the musical subtleties of the best "purist" 
recordings probably reside in these areas of our technical ignorance. 

We have therefore been concerned to devise buried channels that satisfy far 
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more stringent requirements than simply satisfying crude masking models, 
which we feel still have limited applicability to state-of-the art recording 
quality. This conservative attitude means that (although the option is there 
with adaptive data rates and noise shaping for our proposal to code data if 
desired to satisfy existing masking models) such masking models are in no 
way assumed in the standard. It is a matter of judgment on a case-by-case 
basis of individual recordings whether such signal manipulations of the error 
are subjectively acceptable. 

In cases where such compromises are not acceptable or are considered too 
risky (especially for material with high or serious artistic intent), our proposal 
allows the hidden data channels to produce the most benign kind of error -namely a steady noise error free of all nonlinear distortion or modulation 
noise, and having any desired spectral shape. Unlike previous proposals, 
this allows avoidance of all psychoacousticalty disturbing patterns in the error 
signal, whether related to the audio signal or to patterns in the transmitted 
data. 

The beauty of this proposal is that, by incorporating noise shaping and 
subtractive dither, it avoids adding any more error noise to the audio signal 
than is strictly necessary to handle the desired data rate, typically allowing up 
to 20 dB better perceived signal-to-noise ratio than would be achieved simply 
by replacing the relevant audio word bits by data, and typically allowing up to 
25 dB better perceived signal-to-noise ratio than would be achieved were 
one also to attempt adding dither in a simple replacement scheme to avoid 
nonlinear distortion and modulation noise. 

Particularly at low data rates, the audio performance of our proposed scheme 
will typically be comparable to or better than some of the better noise shaped 
dithering systems currently on the market, i.e. a CD carrying the hidden data 
channels is likely to sound better than current CDs without the data channel, 
since the encoding standard incorporates property designed dithering (and 
optional properly designed noise shaping). Even at the higher data rates, the 
use of proper dithering may well mean a better sound than is currently the 
norm• 

All other things being equal, an audiophile listener would not choose any 
degradation of audio quality, even if this takes the form of a smooth steady 
noise free of unwanted modulation and nonlinear distortion effects. But 
things are not equal, since the data channels can be used to convey 
additional audio channels in a fully compatible way. Providing the coding of 
these additional audio channels is done with sufficient care to avoid audible 
data reduction artifacts, we believe that the overall improvement obtained by 
adding at least one extra audio channel, either for horizontal Et-format 
Ambisonic surround-sound or for three-channel frontal stage stereo, may 
subjectively more than make up for the relatively benign loss of signal-to-
noise ratio (compared to the best noise-shaped dithered performance of 
which CD is capable) of the added data channels. 
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Alternative audio uses of the additional data channel includes compatible 
frequency-range extension without the audible degradations of quality heard 
in existing commercial schemes for this, and the transmission of levet-
alteration information to allow dynamic range adjustment of the recording for 
users equipped with data decoders. 

7.2 Summary 

In this paper, we have described a method of forcing the least significant 
information in the audio words to conform to the data values of data 
channels, while ensuring that the effect on the audio Is that of adding a noise-
shaped steady pattern-free random noise at a level no greater than would be 
expected from Shannon Information theory from the number of bits "stolen" 
from the audio for an optimally noise shaped subtractively dithered system. 

These techniques involve a process for pseudo-randomizing the data so that 
the audio sees it as a random noise signal which is optimized for 
subtractively dithering the audio, to eliminate both nonlinear distortion and 
modulation noise. Not only is' the subtractive dithering automatically 
operative in ordinary playback, but additionally full noise shaping can be 
applied to the data dither as well. 

This paper has further extended this technique not just to the encoding of 
data in individual audio signals, but to a technique, stereo parity coding, that 
allows efficient coding of data jointly into two or more audio channels, by 
using a vector quantization and subtractive vector dithering process. The 
joint coding process not only ensures symmetry of the way noise is 
distributed among the audio channels, but additionally gives a substantial 
improvement in noise performance, especially at low data rates in the data 
channels. The attainable noise performance approaches the theoretical 
Shannon limits for the combined Shannon data rate of the audio and buried 
data channels. 

In describing these techniques, a brief account has been given of the 
generalization of the ordinary theory of subtractive dither to the vector 
quantizer and vector dither case. 

Possible uses of the resulting benign hidden data channels have been 
described, including additional audio channels for multiloudspeaker stereo or 
surround sound, audio bandwidth extension, dynamic range control, as well 
as obvious data applications such as graphics, text/lyrics, copyright, track 
information, and even data-reduced video. 

Unlike previous approaches, no assumptions have been made regarding the 
masking abilities of the ears - rather the design aim has been to ensure that 
the only effect on the existing audio of adding data is to cause a minimal 
increase in steady background noise, ensuring no compromise with other 
audio virtues of compact disc. If a noise performance comparable to good 
current CD's is acceptable, this allows data rates of up to 360 kbit/s to be 
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transmitted in the buried data channel, although much more stringent noise requirements can be met at the expense of a reduced data rate. 

The authors are open to approaches from concerns wishing to develop particular applications or develop technical standards for uses of the buried 
data channels 
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Figura 1. Pseudo random encoding and decoding of data transmitted via CD 
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logic, with input "exclusive or" gate for encoding and decoding of binary data 
strewn. 

DISH - Blue Spike-408
Exhibit 1010, Page 0437



•• . 

noise-like 
ASSEMBLE PSEUDO-input audio 

data DATA 
INTO BITS 

RANDOM 
ENCODER 

signal ___.), ____, 
OF AUDIO FOR EACH 
WORDS AUDIO BIT 
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Figure 5. Subtractive dither using a combination of discrete and continuous RPDF dither. 
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Figure 7. "Outer" form equivalent to that of fig. 6 for noise-shaped 
subtractively dithered uniform quantizer, where Hyz-1) = H(r1)/(1-Wz-1)). 
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Figure 8. Noise shaping round pseudo random data noise signal encoding 
of data Into an audio word. Standard noise shaper form. 

DISH - Blue Spike-408
Exhibit 1010, Page 0440



data 
PSEUDO 
RANDOM 
ENCODE 
PROCESS 

data noise signal 

Input 
audio 
word 

t 4-

[W(z'1) 

ERROR 
+ 

UNIFORM 
QUANTIZER 

0 

output 
audio 
word 

Figure 9. Noise shaping round pseudo random data noise signal encoding 
of data into an audio word. "Outer" noise shaper form equivalent to fig 8 if 
H'(r1) = H(r/)/0--1-f(r1)). 
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Figure 10. Further implementation of noise shaping round pseudo random 
data noise signal encoding of data into an audio word. 
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Figure 11. Recovery of the data signal from the received coded audio word. 
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Figure 13. Use of extra subtractive dither to eliminate nonlinear distortion 
and modulation noise at LSB level, using noise shaped triangular PDF dither 
having t1 LSB peaks to achieve good results In both nonsubtractive 
reproduction of output audio word and (shown) subtractive reproduction. 
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descriptions of the source (0.470, 0.412, and 0.408 bit, respectively) are decreasing asymptotically toward the source entropy of 0.357 bit/input symbol. Remember that the source entropy is the lower bound in bits per input symbol for this (infinite memory) alphabet and this bound can only be approached asymptotically with finite-length coding. 

11.1.2 Waveform Sources 

A waveform source is a random process of some independent variable. We clas-sically consider this variable to be time, so that the waveform of interest is a time-varying waveform. Important examples of time-varying waveforms are the out-puts of transducers used in process control, such as temperature, pressure, ve-locity, displacement, and flow rates. Examples of particularly high interest include speech and music waveforms. The waveform can also be a function of one or more spatial variables (e.g., displacement). Important examples of spatial wave-forms include single images such as a photograph, or moving imaees such as the successive images (at 24 frames/s) of moving picture film. Spatial images are often converted to time-varying functions by a simple scanning operation. This, for example, is done for facsimile transmission and with a slight modification (called interlacing) for standard broadcast television. 

11.1.2.1 Amplitude Density Functions 
Discrete sources were described by a list of their possible elements (called letters of an alphabet) and their multidimensional probability density functions (pdfs) of all orders. By analogy,. waveform sources are similarly described in terms of their probability density functions as well as parameters and functions derived from these functions. We model many waveforms as random processes with clas-sical probability distribution functions and with simple correlation properties. In the modeling process we distinguish between short-term or local (time) charac-teristics and long-term or global characteristics. This partition is necessary be-cause many waveforms are nonstationary. 
The probability density function of the actual process may not be available to the system designer. Sample density functions can, of course, be rapidly formed in real time during a short preceding interval and used as reasonable estimates over the present interval. A less ambitious task is simply to make estimates of short-term waveform-related averages. These include the sample mean (or time-average value), the sample variance (or mean-square value assuming zero mean), and correlation coefficients formed over the previous sample interval. In many applications of waveform analysis, the input waveform is converted to a zero-mean waveform by subtracting the estimates of the mean. This happens, for ex-ample, in a digital panel meter in which an auxiliary circuit measures the effects of the internal dc offset voltages and subtracts them in a process known as auto-zero. Further, the variance estimate is often used to scale the range of the input waveform to match the dynamic amplitude range of subsequent waveform-han-dling equipment. This process, performed in the digital panel meter, is called 
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autoranging or automatic gain control (ACC). The function of these signal con-
ditioning operations, mean removal and variance control (gain adjustment) shown
in Figure 11.2, is to normalize the probability density functions of the input wave-
form. This normalization assures optimal utility of the limited dynamic range of • 
subsequent recording, transmission, or processing subsystems. 

1 

Original data X(t) and Data Y(t) with mean Date Z(t) with normalited 7w. 
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Figure 11.2 Mean removal and variance control (gain adjustment) for a data-dependent 

signal conditioning system. 

11.1.2,2 Autocorrelation Function, Power Spectrum, and Models 

There is significant correlation between the amplitudes of many waveform 

sources in successive time intervals. This correlation means that successive time 
samples are not independent. If the time sequence is truly independent, the zw-

tocorrelation function of the sequence would be an impulse function. The width 

of the autocorrelation function (in seconds) is called the correlation time of the 

process and is akin to the time constant of a filter. This time interval is an indication 

of how much shift along the time axis is necessary to find uncorrelated data 

samples. If the correlation time is large, we interpret this to mean that the wave-

form makes significant amplitude changes slowly. Conversely, if the correlation 
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time is small, we infer that the waveform makes significant amplitude changes 
very quickly. 

The Fourier transform of the autocorrelation function is the power spectral 
density of the waveform process. Thus an alternative description of the autocor-
relation function, which reflects the amount of intersample dependence, is the 
degree of flatness in the waveform power spectrum. A flat spectrum, sometimes 
called a white spectrum, corresponds to source waveforms with independent val-
ues sample to sample. A power spectrum with a wide bandwidth implies a time 
function capable of rapid changes in envelope, while a power spectrum with a 
narrow bandwidth suggests a time function capable of only slow changes. In 
general, the larger the deviation from flatness, the more correlation will be found 
in the waveform samples. Very large changes from flatness in the power spectrum 
may warrant source descriptions which partition the spectrum, via filters, into 
subbands each of which is described and quantized separately. 

11.2 AMPLITUDE QUANTIZING 

Amplitude quantizing is the task of mapping samples of a continuous amplitude 
waveform to a finite set of amplitudes. The hardware that performs the mapping 
is the analog-to-digital converter (ADC or A-D). The amplitude quantizing occurs 
after the sample-and-hold operation. The simplest quantizer to visualize performs 
an instantaneous mapping from each continuous input sample level to one of the 
preassigned equally spaced output levels. Quantizers that exhibit equally spaced 
increments between possible quantized output levels are called uniform quantizers 
or sometimes linear quantizers. Possible instantaneous input—output character-
istics are easily visualized by a simple staircase graph consisting of risers and 
treads of the types shown in Figure 11.3, Figure 11.3a, b, and d show quantizers 
with uniform quantizing steps, while Figure 11.3c is a quantizer with nonuniform 
quantizing steps. Figure 11.3a depicts a quantizer with midtread at the origin, 
while Figure 11.3b and d present quantizers with rnidrisers at the origin. A dis-
tinguishing property of midriser and midtread converters is related to the presence 
or absence, respectively, of output level changes when the input to the converter 
is idle noise. Further, Figure 11.3d presents a biased (i.e., truncation) quantizer, 
while the remaining quantizers in the figure are unbiased and are referred to as 
rounding quantizers. Most quantizers are truncation quantizers due to imple-
mentation considerations. The terms "midtread" and "midriser" are staircase 
terms used to describe whether the horizontal or vertical member of the staircase 
is at the origin. The unity-slope line passing through the origin represents the ideal 
nonquantized input—output characteristic we are trying to approximate with the 
staircase. The difference between the staircase and the unity-slope-line segment 
represents the approximation error made by the quantizer at each input level. 
Figure 11.4 illustrates the approximation error amplitude versus input amplitude 
function for each quantizer characteristic in Figure 11.3. Parts (a) through (d) of 
Figure 11.4 correspond to the same parts in Figure 11.3. This error is often mod-
eled as quantizing noise because the error sequence obtained when quantizing a 
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11 

Sub-Band Coding 

11.1 Introduction 

In the class of time domain coding algorithms (Chapters 5 to 10), the input 
waveform is treated as a single full-band signal; and in predictive coders, 
redundancy is removed prior to encoding by prediction and inverse filtering. The 
main differences in the various algorithms are determined by the degree of 
prediction (Chapters 6 to 8) that is employed, and by whether schemes are 
adaptive or not. In delayed decision coding (Chapter 9), input structure is 
exploited by means of a multipath search. 

In Chapters 11 and 12 another class of encoding algorithms will be discussed in 
which the approach is to divide the input signal into a number of separate 
frequency components, and to encode each of these components separately. This 
division into frequency components removes the redundancy in the input and 
provides a set of tincorrelated inputs to the channel. Recall that the action of a 
DPCM coder is also similar, if not identical. The encoder in that case, when fed by 
a redundant signal, outputs a sequence of prediction error components that tend to 
be uncorrelated. The frequency domain coding techniques have the advantage that 
the number of bits used to encode each frequency component can be variable, so 
that the encoding accuracy is always placed where it is needed in the frequency 

domain. In fact, bands with little or no energy may not be encoded at all. 
Variable bit allocation can in principle provide arbitrary forms of noise shaping, a 
feature that was realized to some extent by noise feedback in the time-domain 
methods of Chapter 7. 

486 Sub-Band Coding 11 
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As in the case of time domain techniques, a large variety of frequency domain 

algorithms, from simple to complex, are available and the main differences are 

usually determined by the way in which source statistics are modeled, and the 

degree to which source redundancy is exploited, in the technique. We will begin by 

describing one technique of lower complexity called Sub-Band Coding (SBC) and 

then proceed to one of higher complexity. called Transform Coding (TC) (Chapter 

12). In the notation of Chapter 1, SBC with fixe bit allocation will be a 

medium-complexity coder and TC with variable bit allocation will be a high-

complexity coder. 
Unless otherwise mentioned, focus in this SBC . chapter will be on speech 

waveforms. In the sub-band coder the speech band is divided into typically four or 

more sub-bands by a bank of bandpass filters. Each sub-band is, in effect, lowpass 

translated to zero frequency by a modulation process equivalent to single-side-band 

amplitude modulation. It is then sampled (or resampled) at its Nyquist rate (twice 

the width of the band) and digitally encoded with a PCM or DPCM encoder 

[Crochiere, Webber and Flanagan, 1976] [Esteban and Galand, 19781. In this 

process, each sub-band can be encoded according to perceptual criteria that are 

specific to that band. On reconstruction, the sub-band signals are decoded and 

modulated back to their original locations. They are then summed to give a close 

replica of the original speech signal. 
Encoding in sub-hands offers several advantages. By appropriately allocating 

the bits in different bands, the number of quantizer levels and hence reconstruction 

error variance can be separately controlled in each band, and the shape of the 

overall reconstruction error spectrum can be controlled as a function of frequency. 

In the lower frequency bands, where pitch and formant structure must be 
accurately preserved, a larger number of bits/sample can be used; whereas in upper 

frequency bands, where fricative and noise-like sounds occur in speech, fewer 
bits/sample can be used. Further, quantization noise can be contained within 
bands to prevent masking of a low-level input in one frequency range by quantizing 
noise in another frequency range. Section 11.2 gives a quantitative demonstration 

of objective (SNR) gains due to sub-band coding. 
The most complex part of the coder is the fi lter bank [Bellanger, Bonnerot and 

Coudreuse, 19761 [Esteban and Galand, 1977). With newer fi lter technologies such 

as CCD filters and digital fi lters, this complexity is rapidly being reduced. Also the 
design technique of quadrature-mirror filters (Section 11.4) affords distinct 
advantages in digital implementation of this coder. 

Figure 11.1 illustrates a basic block diagram of the sub-band coder. The coder 
consists of a bank of M bandpass fi lters, followed by sub-band encoders which 
typically are PCM-AQB coders, and a multiplexer. The receiver has the inverse 
stages of demultiplexing, decoding and bandpass fi ltering prior to sub-band 
addition. Unlike the spectrum channel vocoder for synthetic speech [Flanagan et 
al., 1979] [Rabiner and Schafer, 19781 where the object of the fi lter-bank is only to 
preserve information about short-time energy as a function of frequency, the sub-
band coder in Figure 11.1 transmits individual time waveforms xk (I); 
k o 1,2,..., Al and the receiver adds decoder versions yk (t) phase-synchronously to 
obtain y(t). The sub-band coder is therefore a waveform-preserving coder. 

• t 
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In Figure 11.1, sub-band width O Wk was a function of sub-band number k, 
implying variable-width sub-bands. The special case of equal-width sub-bands is 
important for implementation (Section 11.4) as well as analytical tractability 
(Section 11.2). Both types of arrangements will be considered for the sub-band 
coding of speech (Section 11.5). Figure 11.2 illustrates the two classes of 
arrangements for the example of M = 4. Shaded regions define sub-band number 
k 3. 

In the case of equal-width sub-bands 

Wk — W = W/M ; k = 1,2,...,M 

27rAW o fl, w/M a 27r W/M 

Figure 11.2 Division of input spectrum into M — 4 sub-bands of (a) constant and (b) variable width. 
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where W and CI w represent the total input bandwidth in Hz and radians/second, 

respectively. In the case of unequal sub-bands, they are typically made wider as k 

increases: 

AWk+i > AWk ; k o 1,2,...,M —1 (11.2) 

The design in (11.2) suggests that the lower frequencies in the speech signal are 

more carefully isolated or observed than the higher frequencies. This provides a 

qualitative match to the long-time speech psd [Figure 2.9(a)] and the articulation-

index function (Appendix E), both of which are lowpass functions that decrease as 

frequency increases. The above match is, however, not very critical in the presence 

of variable bit allocation, which offers the possibility of digitizing sub-bands with 

varying fidelity (Section 11.3). Indeed, an important filter-bank design (the 

quadrature-mirror filter bank, Section 11.4) has the defining characteristic that the 

input psd is split into equal sub-bands. 

Figure 11.3 sketches filter-bank amplitude responses that may be appropriate to 

realize the band-splitting operations shown in Figure 11.2. The observations to be 

made with Figure 11.3 will also hold for the digital filter banks of Section 11.3, 

with H(jf/) and fl w replaced by H(ei")) and 7r, respectively. An important 

distinction in Figure 11.3 is between (a) equal-width and (b) variable-width filters. 

Another distinction is between filter characteristics that overlap, as in (a), and 

characteristics that are non-contiguous, as in (b). The in-between situation of 

exactly contiguous fi lters is academic because practical implementations involve 

amplitude responses with finite roll-off characteristics. 

The approach in Figure 11.3(b) calls for extremely fast filter roll-offs that/

minimize inter-band gaps, but it offers the possibility of reduced sampling rates 

Figure 11.3 Amplitude responses in filter-banks consisting of four individual bandpass characteristics of 

(a) equal width and (b) unequal width. 
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(smaller values of j,k ), and hence a lower coding rate 1 [see (11.3)] for given 
values of Rk . Inter-band frequency gaps will be non-zero in practical fi lter designs, 
and these gaps cause a reverberant quality in the output speech of low bit rate SBC 
designs, unless the sub-bands can adaptively track regions of significant speech 
energy, such as formant frequencies in voiced speech [Crochiere and Sambur, 
1977]. Discussions of SBC in this book are confined to fixed bands and fixed bit 
allocations. Sub-band coding systems with adaptive bit allocation perform 
significantly better because of the dynamic noise-shaping that they provide 
[Esteban and Galand, 1978] [Grauel, 1980] [Ramstad, 1982] [Heron, Crochiere 
and Cox, 1983]. However, the higher processing involved in adaptive bit allocation 
makes it particularly appropriate in the higher-complexity approach of TC 
(Chapter 12). 

••• 4 -4 

• • i . .:•••••.: :;i••• • 
• . 

• 

' • 
-.IA.:, • 

11.2 Transmission Rate I, SNR and Gain Over PCM 

In SBC, each sub-band waveform zh (t) is sampled at a rate f sk‘ \and encoded 
using Rk bits per sub-band sample. The transmission rate in SBC is therefore the 
sum of the bit rates needed to code individual sub-bands: 

I —
M

Rk b/s (11.3) 
k-I 

In the special case of equal-width sub-bands, 

iWk m W/M for all k ; f sk 20Wk o 2W/M (11.4a) 

Since individual sub-band k can be sampled at the frequency 20 Wk (Section 11.3), 
(11.3) simplifies to 

, 2W 4.4 
L for equal-width bands (11.4b) 

Note that (11.4b) reduces to the familiar form I = 2WR for full-band coding if 
the total number of bits is expressed in the form 

M 

Rk •= MR (11.5) 
k -I 

where R denotes the average number of bits used to encode a -full-band sample. 
The simple equalities in (11.4b) and (11.5) imply that / is proportional to the sum 
of Rk values. This makes the design of variable bit allocation much simpler than in 
the general case of unequal-width sub-bands where the relationship between total 
bit rate / and the individual Rk values is less direct [see (11.3)]. 

In the following analysis, we assume non-overlapping equal-width sub-bands, so 
that the variances ax2k of sub-band inputs can be simply added to obtain the 
variance al of the full-band input. Similarly, variances a,.2k of sub-band 
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reconstruction errors can be added to obtain the variance o,2 of signal reconstruction 

error. 
The final reconstruction error variance is 

4,sec — I ark (11.6a) 

We assume error-free transmission, and the use of PCM (or DPCM) coding of 

individual sub-bands. As a result, for any k, the sub-band reconstruction error 

variance is ar2k = crq2k, a corresponding quantization error variance. Therefore, 

-2R 
ar2..ssc 

z  ak 2 , ax2k 

The reconstruction error variance of a conventional (full-band) PCM coder, 

with bit rate equal to the average bit rate R in (11.5), is given by 

• 

2
ar,PCM f*L. ax

2,1-2R 2 

(1116b) 

(11.6c) 

where R is the number of bits/sample. 

(11.3) 
The SNR improvement GsBc due to sub-band coding is the ratio of (11.6c) to 

(11.6b). Assuming for simplicity a constant quantizer performance factor (dk — 

d; all k), we obtain a gain over PCM that depends only on the bit allocation 

algorithm: 

(11.4a) 

>ection 11.3), 

(l 1.4b) 

nd coding if 

(11.5) 

and sample. 
1 to the sum 
ipler than in 
!tween total 

lb-bands, so 
obtain the 

I sub-band 

GSBC 
i -2.7 2 a! x

[2-2P*0.,c2k 1 R 0,2k ] 

k .‘1 

2-2ERAIM 2 
ziaxk 

k •••1 

SNR IsBc(dB) — SNR 1Pcm(dB).+ 10 log GsBc 

(11.7a) 

(11.7b) 

With a flat spectrum, GsBc can never exceed I (Example 11.1). In the case of 

non-flat spectra, values of GsBc > 1 can be realized by bit allocation procedures 

where Rk values are matched to cr1k values in a sense that will be clear from 

Examples 11.1 and 11.2. The special case of 0-1k-independent and equal Rk simply 

leads to GsBc a1 in (11.7). In Chapter 12, we will fully develop a theory of 

optimum bit allocation. 
The sub-band coding gain GsBc is really analogous to the prediction gain GP in 

that both of these gains result from the non-flatness of input spectrum. Sub-band 

coding gain increases as a function of number of bands M; and prediction gain 

increases with order of prediction. As in prediction, the greatest values of GsBc are 

realized when spectrum-dependent bit allocation is allowed to be time varying 

[Stjernvall, 1977] [Esteban and Galand, 1978] [Grauel, 1980] IRamstad, 1982] 

[Heron, Crochiere and Cox, 1983]. This will indeed be the approach of Adaptive 

Transform Coding in Chapter 12. 
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Example 11.1. Two-band coding of a flat spectrum input 
We shall again consider the simple case of equally wide sub-bands of width W/2 each. 

As a result of the flat spectrum, 

Using this in (11.7a), 

ax2 l crx22 "" a1/2

2
-(R I+ R2) 

GSBC e 2 —21? 2-2R2 2 • + 

(11.8a) 

(11.80 

Figure 11.4(a) plots Gsgc as a function of R I for the example of R, + R2 = 6. The 
maximum value of Gsgc •=, I occurs for R 1 R2 . 0 3. This result can also be seen by 
identifying the above expression for Gsgc as the ratio of geometric mean and arithmetic 
mean of the terms 2

2R 
and 22

R
I; this ratio is maximum when the terms are equal, i.e., 

when R I - R2. 44 

Example 11.2. Two-band coding of the two-level spectrum of Figure 2.24 with a 2/17 
From the results of Example 2.12, 

••• (16/17) ax; 

Using this in (11.7a), 

axe (1/17) ax (11.9a) 

2-(Ri+R2) 

GSBC a17   (11.90 
16.2-2R1+1.\2-2R2

Figure 11.4(b) plots GsBc as a function of R 1 for the example-of 2R R 1 + R2 6. As in 
Example 11.1, equal bit allocation (R1 - R2 "•• 3) results in Gsgc ••• 1. But unlike in the 
flat-spectrum case, the maximum value of GsBc is now 17/8. This maximum occurs if 

Figure 11.4 Onc veimoR1 in two-band SBe schemes with R - 3 bits/sample, for (a) a flat-spectrum 
input. and (b) an input with the two-level psd of Figure 2.24 (with a 2/17). • 
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RI — 4 and R2 2. Note that with this design, the error contributions in both sub-bands 
(denominator terms in the above expression for GsBc) are equal. In fact, this maximum 
gain is the inverse of the spectral flatness measure 71 for the input (Problem 2.23): 

Yz — [a(2—a)]1t — i .32 
17 17 J 17 

The equality of maximum gain and 7,72 will be discussed again in Chapter 12. What is 
significant for the present discussion is that a two-band SBC procedure is sufficient to utilize 
all the spectral redundancy of a two-level psd: in other words, sufficient to realize 
GsBc 7;2. The exact realization of the maximum possible gain is due to one other 
property of the input spectrum in question: the ratio of component variances, 16, is an 
integral power of 2. 

The sufficiency of the two-band partition for the two-level spectrum is similar to a result 
in Chapter 6 where linear prediction of order N was adequate to utilize the sfm of an 
AR(N) process. • 

The constraint on 1Rk used in Examples 11.1 and 11.2 is more meaningful 
with equal-width sub-bands [where I is directly proportional to ZRk (11.4b)] than 
with variable-width sub-bands [where I is a weighted sum of the Rk (11.3)1. For 
equal-width sub-bands, the results of Example 11.2 can be generalized to the case 
of M > 2. The gain Gssc in (11.7a) can again be maximized under the constraint 
of a given number of bits [see (11.5)]. This is equivalent to minimizing 

0.2 z 2-2Rk 
crx2k 

Using Lagrange multipliers, 

  
E. 

2 z  2-2R, el k — a MR — Rk J 1 a0aRk { k-I k-1 

from which we can express Rk as a function of X: 

0 2
Rk o  2 log2 (2alog,2) + 2 loge 

xk 

Using this result in MR — IR k, the optimum bit allocation is 

Rk,opt R + ÷ log2

and from the expression for o•,2 above, the minimum mse [Goodman, 1967] is 

[ 
Al 

min (a,) — M e:2-2R ad, "
I-1 
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and the maximum gain is the ratio of arithmetic mean and geometric mean of the sub-band variances alt: 

max 
2 ax

{GSBC} 1 { I ma ,sf
— 

2 M crxi
1-1 

1 /4N. 
Licr 

2 
.r/ 

/—I 
M ifM 

1141 
I .. I

(i1.12) 

The bit allocation in (11.10), which minimizes the mse (7;, will also imply equal values of noise variance for different k, as a result of (11.6b) and (11.10); this is 
also shown formally in the analysis of Chapter 12. We will also see in Chapter 12 that specific forms of noise-shaping can be realized by bit allocations that minimize certain types of frequency-weighted mean square error. 

In coding a signal such as speech whose psd can be approximated as an M-level psd with M >> 2 (a generalization of Figure 2.24), SBC performance increases with increasing M. Very large values of M can also take into account the fine structure in the psd due to the pitch period, in the sense of maintaining a locally flat psd within each sub-band. The use of fairly small values such as M — 4 is therefore for simplicity, rather than because of a saturation of objective gain GsBc as a function of M. In particular, 4-band SBC coding of speech is significantly better than 2-band SBC coding, both objectively/ and from a subjective quality viewpoint [Cox, 1981, II]. Improvement of performance with M is maintained at values as high as M — 16 [Ramstad, 1982] [Esteban and Galand, 1982]. 

11.3 The Integer-Band Filter Bank 

An important feature in Figure 11.1 is that bandpass filter cutoffs are chosen such that each band can be sampled at twice the corresponding bandwidth 

Lk — 2AWk ; k — 1,2,...,M (11.13) 

rather than at twice the highest frequency of the full-band signal. As discussed in Chapter 3, this is possible in the special situation of integer-band sampling [Crochiere and Rabiner, 1983] where the lower cutoff frequency Wik in a sub-band k is an integral multiple of bandwidth (Figure 3.10): 

Wik —ntsWk; n— 0, 1,2,...; 1,2,3,...,M (11.14) 

The orders of bandpass filtering and sampling in Figure 11.1 can be reversed. Consider that discrete-time inputs x (n) are available, sampled at the full-band Nyquist rate fs — 2W where W — A Wk, with summation from k 1 to M, is 
the maximum frequency of the full-band signal. 

Let the sub-band width be written in the form 

404 

AWk WA), ; k 1,2,...,M 

Pk M for all k with equal -width sub-bands 
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With the sub-band partition of Figures 11.2(a) and 11.3(a), ?..k 4 for all k. 

Some of the speech coding examples mentioned later in this chapter use unequal 

sub-bands. In these examples, the values of range from 4 to 30 (Tables 11.1, 

11.2 and 11.3). 
Figure 11.5 shows the sequence of filtering and coding operations in SBC, using 

the general example of sub-band k in Figure 11.5(a) and the special case of k •-• 3 

and t3 =' 4 in Figure 11.5(b). 
The *k :1 decimator sub-samples the bandpass output ..rk (n) by a factor ?'k , 

implying a sampling rate of fg a  NV& 2c1 Wk for sub-band k. This 

decimation implies a repetition rate of its spectrum that is higher than that of the 

full-band spectrum by a factor *),. As a result of this, the x-axes in the two figures 

of (b) differ by a factor 4 — 4. One of the repetitions of the spectrum will, be in 

the baseband, so that the decimation effectively translates the lower frequency edge 

of the bandpass signal band to zero frequency. The 1Tk interpolator fills in ((-k -1) 

zeros in between every pair of incoming lowpass samples. The k th harmonic of the 

interpolated baseband is thus effectively bandpass-translated to the appropriate 

initial bandpass region. The explicit modulation processes mentioned in Section 

11.1 are therefore replaced tiy simpler discrete-time processes of decimation and 

interpolation. It is assumed that the interpolation process includes an amplitude 

scaling factor of This maintains the original value of input variance in spite of 

the zero-valued amplitudes that are introduced in the interpolation process. 

The amplitude spectra IX3(ei`91 and 1.,C3(eiw)1 in Figure 11.5(b) refer to sub-

band k 3, with 4; the illustration is equivalent to the continuous-time case 

Figure 113 Realization of integer-band sampling with a discrete-time input: (a) block diagram of SBC 

coding for sub-band k; and (b) original spectrum and resampled spectrum after decimation, for sub-band 

k 3, with r3 4. The baseband spectrum resulting from the decimation is shifted back to the original 

frequency range of sub-band k after interpolation by a factor 
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of Figure 3.9, which also used the example of k = 3. Notc that the spectrum of 

the decimated sequence has its own frequency scaling. If the procedure of the last 

two paragraphs is repeated for an even-numbered sub-band (k — 2 or k — 4), it 

can be shown that the spectrum gets inverted in the process of lowpass translation 

to the baseband. This is, however, neutralized by a subsequent inversion in the 

interpolation process for even k [Crochiere and Rabincr, 19831. 

The integer-band constraint in (11.14) is invariably assumed in SBC for the 

obvious reason of minimizing sub-band sampling frequencies and hence the overall 

information rate 

M M M 

7 "'
Ik ,

". fskRk m 2A Wk Rk bits/second 
k —I k —I 

a 

11.4 Quadrature-Mirror Filter Banks 

The overlapping sub-band situation in Figure 11.3(a) suggests that aliasing 

effects can occur if sub-bands are sampled at f u, a  2W/M m fl whrM. This 

problem is very elegantly tackled in the quadrature-mirror filter bank (QMFB) 

approach of Figure 11.6 [Esteban and Galand, 1977]. This figure shows the 

division of a full-band signal of maximum radian frequency If into two of equal 

width by using a constrained pair of lowpass and highpass fi lters. In the notation 

of (11.15), M - 2. By repeated subdivisions of resulting sub-bands using 

QMF filter banks, one can realize an SBC filter bank with M given by a power of 

2, such as M — 4 as in Figure 11.3(a). Values of M that are not powers of 2 can 

also be realized by simply ignoring appropriate sub-band branches in the QMF tree 

(Table 11.3 and Problem 11.2). • 
The rest of the following discussion refers to the fi rst stage of such a filter bank, 

involving two sub-bands as in Figure 11.6. When further stages of band-

partitioning are introduced, each of the branches in Figure 11.6(a) will be split into 

further branches, and sampling frequencies will be reduced by factors of two at 

each stage; but the results of Figure 11.6(b) will apply repeatedly with appropriate 

redefinitions of the absolute frequencies represented by 0, it and 7r/2 in that figure. 

Each of the sub-band signals xi (n) and xu(n) is resampled by a factor 2:1. 

This reduction of the sub-band sampling rates is necessary in order to maintain a 

minimal overall bit rate in encoding these signals. This reduction of sampling rate 

introduces aliasing terms in each of the sub-band signals because of the finite rate 

of roll-off in filter responses. For example, in the lower band the signal energy in 

the frequency range above 7112 is folded down into the range 0 to 7r/2 and appears 

as aliasing distortion in this signal, in the frequency range covered by the hatched 

region in the left half of Figure 11.6(b). In the above explanation, and in the rest 

of this section, it is not redefined as in Figure 11.5(b). Aliasing also occurs for the 

upper band in a similar fashion; any signal energy in the frequency range below 1r/2 

is folded upward into its Nyquist band 7r/2 to r; this causes aliasing in the 

frequency range covered by the hatched area in the right half of Figure 11.6(b). 

This mutual aliasing of signal energy between the upper and lower sub-bands is 
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equal Figure 11.6 Quadrature-Mirror fi ltering for splitting an input into two equal-width sub-bands: (a) 

Station implementation; and (b) qualitative illustration of a fitter-bank response that provides alias-image 
; using cancellation [Esteban and Galand, 1978) [Crochiere, 1981). 
wer of 
2 can sometimes called interband leakage. The amount of leakage that occurs between 
F tree sub-bands is directly dependent on the degree to which the filters ht (n) and h„ (n) 

approximate ideal lowpass and highpass filters, respectively. 
bank, In the reconstruction process, the sub-band sampling rates are increased by a 
band- factor 1:2 by filling in zero-valued samples between each pair of sub-band samples. 
t into This introduces a periodic repetition of the signal spectra in the sub-band. For 
wo at example, in the lower band the signal energy from 0 to r/2 is symmetrically folded 
3riate around the frequency r/2 into the range of the upper band. This unwanted signal 
tire. energy, referred to as an image is mostly filtered out by the lowpass filter hi(n) in 

2:1. the receiver. This fi ltering operation effectively interpolates the zero-valued 
ain a samples that have been inserted between the sub-band signals to values that 
rate appropriately represent the desired waveform [Crochiere and Rabiner, 19831. 
rate Similarly, in the upper sub-band signal an image is reflected to the lower sub-band 
y in and filtered out by the filter —h„ (n). 

)ears The degree to which the above images are removed by the filters hi(n) and 
ched —h,,(n) is determincd by the degree to which they approximate ideal lowpass and 
rest highpass filters. Because of the special relationship of the sub-band signals in the 
the QMF filter bank, the remaining components of the images can be canceled by 
7/2 aliasing terms introduced in the analysis. This cancellation occurs after the 
the addition of the two interpolated sub-band signals yi(n) and yu (n), and the 

(b). cancellation is exact in the absence of coding errors. In the presence of coding, this 
s is cancellation is obtained to the level of quantization noise. 

14 1(801) Nutelly) 

el (n)•x l (2o) 

yi (n) 

rutn) 

y(n) 
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If Si and S„ refer to lower-band and upper-band signals and subscripts A and I 
denote aliasing and imaging, the adder input yi(n) in Figure 11.6(a) will consist of 
the following main components, correct to filter attenuation effects: Si and SuA in 
the lower band and Su and ShIA in the upper band. Similarly, input y,,(n) will 
consist of components Sid and SnA in the lower band and St, and S1A  . in the upper 
band When yi(n), and ya (n) are added; components S,,A and, Sid cancel' in the 
loWer band, while •Cornponenta and Si cancel cancel the upper bind, leaving Si and , in 
Sim in the lower band. and:S'-„ and 4 6.4 iit,.the.higher band.- The components of 
Sim and'SkA aCtually. belong in the respective bands, and in the case of a QMF 
desiin with arinallpass- characteiistiC; these components exactly Compensate for the 
in;-band:atterinations present : 

One way of obtaining this'cancellation property in the QMF filter bank is to use 
filters hl(n) and h„(n), which are respectively symmetrical and anti-symmetrical 
finite impulse response (FIR) designs with even numbers of taps, i.e., 

hi(n) —h„(n)-0 for 0 > it > N; (11.17) 

;?•. ' • • • 

hi(n) Iti(N. 7 1. 7 , n — — (11.18a) 

7h„ (N , n (11.18b) 

The cancellation of alio:sing effects in the QMF filter hank further requires that the-
filters,.: in Figure::• 11.6(a)== satisfy the; condition [Esteban and Galand;: 19771] 
[Crochiere and Rabiner,i19831 

h 
(70'100 , n — 0,I,...,N — 1 (11.19) 

. . 
which is a mirror image relationship of the filters, implying symmetry about 7/2, as 
in fignre 11.0(b). 1 The coefficients of the filters are identical except that their signs 
alternate. Therefore; both filtert can be realized using, a single.N-tap filter as the 

• starting point. : • ' 
further, if the filter-bank output y(n) is desired to be a delayed replica of input.-

(.1): (in the absence of Coding.errOrs); the filters hi (n) and- h,„(n)_ must also satisfy 
the condition - - - - - - 

!Hi (e•i'l 12 + 1Hu (d (9 12 , (11.20) 

where Weil and Hu (el') are the Fourier transforms of h, (n) and hu(n), 
respectively; this is simply the condition for an al/pass characteristic. If the allpass 
condition (11.20) is included in the mirror-image design (11.19), the point of 
intersection of the two filter functions in Figure 11.6(b) will be the —3 dB point for 
each transfer function. 

The filter requirement in (11.20) cannot be met exactly by the mirror image 
filters of (11.19) except when N 2 and when N approaches infinity. However, it 
can be very closely approximated for modest values of N. Filter designs which 
satisfy (11.18) and (11.19) and approximate the condition of (11.20) can be 
obtained with the aid of an optimization program [Johnston, 19801. Resulting filter 
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Table 11.1 Quadraturc Mirror Filters of order N - 32 and N - 16. Listed numbers are values of coefficients h (n) for N/2 S n E N. Values of other coefficients follow (11.8) and (11.9) [Johnston, 
19801 [Crochicrc and Rabiner, 1983; Reprinted with permission]. 

N-32 
17(16) to h (23) h (24) to h (31) 

N -* 16 
h (8) to h (15) 

4.6645830E-01 
1.2846510E-01 

-9.98001 10E-02 
-3.9244910E-02 

5.2909300E-02 
1.4468810E-02 

-3.1155320E-02 
-4.1094160E-03 

1.7881950E-02 
- 13219030E-04 
- 9.3636330E-03 

1.4272050E-03 
4.1581240E-03 

-1.2601150E-03 
- 1.3508480E-03 

6.5064660E-04 

.4721 1220E 00 

.11786660E 00 
-.99295500E-01 
-.26275600E-01 

A6476840E-01 
.19911500E-02 

-.20487510E-01 
.65256660E-02 

coefficients for N values in the range 8 to 64 have been tabulated [Crochiere, 1981] 
[Crochiere and Rabiner, 1983]. 

Table 11.1 lists representative designs for N - 32 and N - 16. In a QMF tree 
for M - 4 sub-bands, the first subdivision may use filters of order N - 32. In view 
of the 2:1 decimation, a matching design for the second stage of the QMF tree 
would then be N - 16. 

Figure 11.7 shows the frequency response characteristics for a 32-tap filter 
design [Crochiere, 19811. Figure 11.7(a) shows the magnitude of Hi (eiw) and 
II,,(eiu) expressed in dB as a function of to. As in the schematic of Figure 11.6(b), 
note that the roll-off regions of the two responses intersect at the -3dB point for 
each characteristic. Figure 11.7(b) shows the magnitude of the expression 
(Hi(ei")12 + IH,i (e.R912 expressed in dB as a function of to. As can be seen from 
Figure 11.7(b), the requirement of (11.20) is satisfied to within ±0.025 dB, which 
is more than satisfactory for good SBC performance. The reconstruction error in 
the 32-tap design of Table 11.1 is also ±0.025 dB, but the stop-band attenuation of 
this filter (measured at the first stop-band peak) is 52 dB, which is much greater 
than the 37 dB attenuation in the example of Figure 11.7(a). In the 16-tap 
example of Table 11.1, the reconstruction error is ±0.07 dB, and the stop-band 
attenuation is 30 dB. 

The use of FIR filters has the advantage of linear-phase characteristics which 
eliminate the problems of group delay distortions. This feature also allows the 2-
band design of Figure 11.6 to be conveniently cascaded in three structures 
(Example 11.5, Problem 11.2) without the need for phase compensation. However, 
effective FIR designs imply significant coding delays. For example, with the 32-tap 
design just mentioned, the coding and decoding delays due to the first level of the 
QMF tree are 4 ms each, assuming 8 kHz input sampling; and subsequent levels of 
the QMF partition introduce corresponding additional delays. In order to 
implement SBC systems with smaller values of delay, there has been at least one 
proposal for a QMF bank based on infinite impulse response (IIR) designs 
[Ramstad and Foss, 1980]. This proposal includes special procedures for mitigating 
the group delay distortions inherent in IIR designs. 
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Figure 11.7 Illustration of amplitude-frequency responses in a quadrature mirror litter bank using FIR 
filters: (a) lowpass and highpass characteristics of individual 32-tap F1R filters: and (b) approximately 
allpass characteristic of the combination ECrochicre, 19811. 

11.5 Sub-Band Coding of Speech 

The following examples illustrate the design of fixed bit-allocation SBC systems 
for speech at bit rates in the range of 9.6 kb/s to 32 kb/s. The 32 kb/s system 
with fixed bit allocation can provide very high subjective quality, with MOS scores 
in the order of 4.2, a necessary condition for toll quality reproduction of telephone 
speech, while fixed bit-allocation SBC systems at lower bit rates provide different 
grades of communications quality encoding. Example 11.5 also illustrates the use 
of the QMF systems discussed in Section 11.4. 

Example 11.3. Sub-band coding of speech at 9.6 kb/s 
Table 11.2 shows a sub-band partition for a 9.6 kb/s SBC system. The sub-band 

sampling rates are obtained from an original sampling rate of 9.6 kHz by using 4:1 
decimations, with Ek values of 20, 10, 9 and 5. 

The PCM coders use adaptive quantization (for example, the AQB system with a one-
word memory, Chapter 4); and ranges of step size are individually matched to the long-
time-averaged variances of individual sub-band signals. This is indicated by the different 
I mo values in Table 11.2. Respective An,„ values arc typically 256 times greater. 
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Table 11.2 Sub-band coder designs for 9.6 kb/s [Crochiere, 1977] 

Band 

-.Ir 
Decimation 
Factor from 

9.6 kHz 

Band 
Edges 
(Hz) 

Sub-band 
Sampling 

Rates 
(Hz) 

Relative 
&i 

Values 
(dB) 

Rk 
(bits/sample) 

4 
(kb/s) 

1 20 240-480 480 0.0 3 1.44 
2 10 480-960 960 -3.0 3 2.88 
3 9 1067-1600 1067 -8.5 2 2.13 
4 5 1920-2880 1920 -14.0 1.5 2.88 

Sync 0.27 

Total Bit Rate I (kb/s) 9.60 
Typical SNR (dB) 10.8 

ig FIR 
matcly 

terns 
stem 
:ores 
hone 
rent 
use 

The bit allocation of (3, 3, 2, 1.5) bits/sample is a perceptually optimized design; it codes 
lower frequency sub-bands with greater fidelity than the higher frequency sub-bands. The 
fractional value of R4 1.5 bits/sample can be obtained in several ways (Crochiere, 19771; 
for example, by the use of R 4 1.0 and R4 2.0 for alternate samples, with appropriate 
modification of step size logics. 

Notice that in Table 1).2, the transmission rate for each band is a rational fraction of 
total rate I so that sub-band data can be multiplexed into a repetitive framed sequence. 
The lowest common denominator of these rational fractions, including the fraction of 
transmission rate reserved for frame synchronization purposes (denoted by "Sync" in Table 
11.2) determines the smallest possible frame size for the SBC transmission system 
[Crochiere, 19771. In certain applications such as voice storage and computer voice 
response, synchronization procedures may be built-in, and there may not be any need for 
transmitting special 'Sync' bits. This is indeed the situation assumed in Table 11.4. 

The quality of the time-invariant 9.6 kb/s system is limited by a reverberant quality in 
the output y (n) due to inter-band gaps. Designs without gaps involve smaller values of Rk , 
greater quantization noise, and even lower quality. On the other hand, 9.6 kb/s SBC 
systems, as a class, perform much better than full-band fixed-prediction speech coders at 9.6 
kb/s; in particular, better than 9.6 kb/s ADM systems. In subjective tests, the 9.6 kb/s 
SBC system is judged to be equivalent to an ADM system at twice the coding rate, i.e., 19.2 
kb/s (Crochiere, 19771. This advantage is directly related to variable bit allocation, and the 
fact that the 'quantization noise in the coding of sub-band k with Rk bits/sample is 
contained within that band. • 

Example 11.4. SBC coding of speech at 16 kb/s 
Table 11.3 refers to a 16 kb/s SBC system. The explanation of the numbers in this table 

is very similar to that for Table 1 1.2. In perceptual tests, this coder is comparable to 24 )and kb/s DPCM-AQB. The quality of 16 kb/s SBC with fixed bit allocation is useful for many ; k :1 communications applications, although this SBC output is clearly distinguishable from the 
original input in side-by-side comparisons. 

one- A comparison of the Amu, values in Tables 11.2 and 11.3 shows that the design of Table )ng- 1 1.3 is a better match to the long-time-averaged psd of speech. Note that in.Figure 2.9(a), rent the psd peaks at a value of frequency that is non-zero, and so does the Ak versus k profile in 
Table 11.3. The behavior with respect to frequency k is monotonic in Table 11.2. • 
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Table 11.3 Sub-band coder design for 16 kb/s (Crochiere, 1977J 

Band 

?-,k 

Decimation 
Factor from 
10.67 kHz 

Band 
Edges 
(Hz) 

-1

Sub-band 
Sampling 

Rates 
(Hz) 

Relative 
Afnir, 

Values 
(dB) 

R* 
(bits/sample) 

lk 
(kb/s) 

1 30 178-356 356 —2.0 4 1.42 

2 18 296-593 593 0.0 4 2.37 

3 10 533-1067 1067 —6.0 3 3.20 

4 5 1067-2133 2133 —11.5 2 4.27 

5 5 2133-3200 2133 —18.0 2 4.27 

Sync 
0.47 

Total Bit Rate I (kb/s) 16.00 

Typical SNR (dB) 13.6 

2 

Example 11.5. SBC coding of speech at 16, 24 or 32 kb/s 

Table 11.4 shows a general sub-band partitioning framework that can be used for SBC 

coding at bit rates of 16, 24 or 32 kb/s. The sub-band partitioning is obtained by repeated 

use of the QMF partitioning principle (Problem 11.2). Note that the 16 and 24 kb/s 

systems use four sub-bands while the 32 kb/s system uses five sub-bands. The speech 

bandwidth allowed in this five-band system includes the 3 to 4 kHz range; this is a 

capability in excPAs of the 3.2 kHz limit assumed for telephone speech. 

Figure 11.8 shows sub-band signals x*(n); k — 1,2,3,4 in a 4-band system which uses 

the four lower bands of Table 11.4. As shown in the table, respective sampling rates are 

j k — 1000, 1000, 2000 and 2000 Hz. These sampling rates are obtained from an original 

sampling rate of j, - 8000 Hz by using rk:1 decimations. Respective values of t'a, also 

listed in the table, are 8, 8, 4 and 4. Note that as we move the lowest sub-band (0-500 Hz) 

to the highest (2000-3000 Hz.), the left half of the waveform becomes increasingly more 

prominent. This is because of the preponderance of high frequency energy in the left half of, 

the original full-band waveform. Notice also that the,waveforms in the lower two sub-bands 

do not look very different. This is because the original full-band waveform in this example 

has significant energies centered at about 700 Hz, and this is a strong common component in 

both of the lower two sub-bands, which happen to overlap significantly in the 700 Hz region. 

Table 11.4 Sub-band coder designs for 16, 24 or 32 kb/s (Crochiere, 19811. 

i'a Sub-hand 

Decimation Band Sampling Rk (bits/sample) 

Factor From Edges Rates for I (kb/s) — 

Band 8 kHz (Hz) (Hz) 16 24 32 

1 8 0-500 1000 4 5 5 

2 8 500-1000 1000 4 5 5 

3 4 1000-2000 2000 2 4 4 

4 4 2000-3000 2000 2 3 4 

5 4 3000-4000 2000 0 0 3 
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Figure 11.8 (a) Full-band speech waveform of duration 32 ms: and (b)(c)(d)(e) sub-band signals 

x (n) for k — 1,2,3,4 in the SBC system of Table 11.4: The sub-band signals x 2(n) , x3(n) and x4(n) 

have been magnified by'a factor of 2.5 [Cox, 19831. 

The full-band signal corresponding to xj,(k) waveforms is a voiced speech segment of 
duration 32 ms. At the respective Nyquist sampling rates Lk, the sub-band signals exhibit 
much lower values of adjacent-sample correlation than a full-band speech waveform sampled 
at its Nyquist rate L. The entire waveform x1(n) • in Figure 11.8(b), for example, is 
sampled only 32 times because of the decimation to 1 kHz. The lower correlations in sub-
band signals can also be conjectured from Figure 11.2 where individual sub-bands are seen 
to have flatter psd's than the full-band speech. (Also, see Problem 11.7). This is the reason 
why PCM, rather than DPCM, is often assumed in SBC systems, although, with real speech 
spectra, non-negligible values of prediction gain can be realized even in the case of 
(individually optimized) fixed predictors of order one. 

The nature of the long-time-averaged speech spectrum (Figure 2.9(a)) suggests that the 
long-term sub-band spectrum can be high-pass in the ranges of sub-bands 1 and 2 of Table 

11.4. High-pass spectra in sub-bands can also result from high-frequency pre-emphasis in 
telephone systems. In fact, in an implementation of the coders of Table 11.4 with telephone 
speech that includes high-frequency pre-emphasis, the sub-band coders use DPCM-AQB 
with fixed fi rst-order predictors that reflect highpass spectra in four out of five sub-bands. 
Recommended values of coefficient h 1, for pre-emphasized speech, are —0.71, —0.28, —0.31, 
0.26 and —0.64 in sub-bands 1 through 5, respectively (Daumer, 1982). • 

With fixed bit allocation, high quality coding with SBC requires a total bit rate 

in the order of 32 kb/s. In formal subjective testing, the SBC system of Table 11.4 
obtains MOS scores (on a scale of 1 to 5), of 4.3, 3.9 and 3.1 at bit rates of 32, 24 
and 16 kb/s [Daumer, 1982). If the bit rate is at least 24 kb/s, there is an 
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• 

adequate margin of safety for accommodating tandem encodings of 2 to 3 SBC 
stages with useful final quality. 

Although the results of Tables 11.2 to 11.4 refer to specific speech coding 
systems, they provide general design features that apply to other coding 
applications as well. An important example is in 9.6 kb/s SBC-TDHS (time-
domain harmonic scaling) coding systems involving time-compression of input 
speech by a factor 2:1 prior to sub-band coding at a bit rate slightly under 2(9.6)
19.2 kb/s [Malah, 1979] [Malah, Crochiere and Cox, 1981] [Crochiere, Cox and 
Johnston, 1982]. This procedure can result in an improvement over direct SBC at 
9.6 kb/s, but the improvement is obtained at the cost of additional complexity, 
needed for pitch computations that TDHS is based on. Another example of SBC 
application is the coding of FM-grade audio signals (W — 20 kHz) (Problem 11.3) 
and AM-grade audio signals (W — 7 kHz). For example, a two-band SBC system 
with the band partition [0-3500 Hz] [3500 Hz-7000 Hz] is a good digitizer for 7 
kHz material at a coding rate of 56 kb/s [Johnston and Crochiere, 1979]. 

Comparison of DPCM, DPCM-AP, SBC and ATC. Figure 11.9 shows the 
performance of four speech coders as a function of bit rate I. The set of coders 
includes two time-domain coders (DPCM coders with and without adaptive 
prediction (prediction order equal to one and eight, respectively) and two 
frequency-domain coders, SBC and ATC (Chapter 12). 

One significant comparison in the figure is between the medium complexity 
techniques, SBC (with fixed bit allocation) and DPCM (with fixed prediction). 
The DPCM coder degrades rapidly if I < 16 kb/s (It < 2 bits/sample) because of 
poor quantization performance, compounded by the effects of quantization error 
feedback. The other significant comparison is between the high complexity 
techniques, DPCM-AP (APC) and ATC. In this specific study, neither of the two 
techniques incorporated pitch structure. It is interesting that ATC has a consistent 

Figure 11.9 Segmental SNR in time-domain and frequency-domain speech coders as a function of bit 
rate I fTribolet et n1401979, AT&T). 
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2 to 3 dB advantage. In another study, involving a subjective comparison of APC 
and ATC, both using pitch in formation, APC was in fact rated slightly better 
[Daumer, 1982]. Part of the reason for the very good performance of that APC 
system was a carefully designed algorithm for noise shaping. 

The comparisons between DPCM and DPCM-APF, and between SBC and 
ATC, are less interesting in that the inferences are well expected in each case. The 
ATC system can be regarded crudely as the equivalent of an SBC system with two 
very significant refinements: (a) a much larger number of sub-bands M, and (b) 
adaptive bit-allocation (Rk) that is matched to short-term rather than long-term-
averaged speech spectrum. As a consequence of these refinements, ATC systems 
utilize the spectral non-flatness in speech more completely and adaptively, in a 
fashion similar to redundancy-removal in a full-fledged APC system with higher-1
order spectrum prediction. The nonadaptive SBC system utilizes spectral non-' 
flatness only in a non-adaptive, and hence incomplete sense. A special, but 
academic, input for which SBC provides complete redundancy removal is one with 
a staircase-type psd, as in Figure 2.24. For that two-level psd example, SBC with 
M — 2 provides a complete utilization of spectral non-flatness (Example 11.3 and 
Problem 11.6). 

Combinations of sub-band coding and adaptive prediction. The performance of sub-
band coding can be significantly improved by supplementing it with the time-
domain operation of adaptive prediction [Atal and Remde, 1981] [Honda, Kitawaki 
and Itakura, 1982]. The general philosophy of these hybrid techniques is to split 
the burden of redundancy removal between the frequency domain and the time 
domain. The hybrid approach also provides the possibility of noise shaping in both 
the frequency domain and the time domain. In one system, the latter is provided 
by dividing basic time blocks of duration in the order of one pitch period into sub-
blocks, typically four in number; and allocating quantization bits on the basis of 
prediction error energy in each sub-interval. This is done separately for each of 
typically three to four sub-bands. The bit allocation in the time domain provides 
better encoding of the higher-valued prediction error samples during the onset of a 
pitch period and mitigates the problem of quantization error feedback, separately in 
each sub-band. With spectrum prediction of order four and pitch prediction, the 
sub-band coder with time-frequency bit allocation provides MOS quality scores in 
the order of 3.5 at 16 kb/s and 4.0 at 24 kb/s [Honda, Kitawaki and Itakura, 
1982]. 

11.6 Transmission Error Effects 

Bit errors in an individual sub-band will generate error contributions at the 
receiver output within that frequency band. Since the channel error contributions 
in different sub-bands are expected to be uncorrelated, the corresponding error 
variances will simply add. The results of Section 11.2 and Section 4.9 can 
therefore be used to derive an expression for channel error variance in an SBC 

- system. Also, explicit forms of error-protection can be used to mitigate channel 

is 
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error effects in SBC decoding. Error-protection systems can exploit not only the 

different sensitivities of various bits in transmitted codewords (as in Section 4.9), 

butalso the different sensitivities of various sub-bands to transmission error effects. 

These points will be made more quantitative during the discussion of Transform 

Coding in Chapter 12. 

Example 11.6. Transmission error effects in 24 kb/s SBC systems 
Figure 11.10 describes the performance of three SBC systems at / — 24 kb/s and bit 

error rate p,. In coder A, the adaptive quantizers use the one-word memory logic (4.185). 
In coder B, the adaptive quantizers use the robust version (4.199a) of the adaptation logic, 
with step size leakage factor Li — 31/32. In coder C, the sign bit (most significant bit) as 
well as the most significant magnitude bit in the lowest frequency sub-band are ideally error 
protected. This protection requires an appropriate amount of bit-stealing from the 
quantizers, in order to maintain the total bit rate at the original value of I — 24 kb/s 
(Problem 11.8). However, the resulting increase of quantization noise is more than 
compensated for by reductions in channel noise if the error rate p, is in the order of 10' or 
greater. The overall performance is so as to provide acceptable speech outputs at p, — 10-2, 
but not at p, 10-1. • 
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Figure 11.10 Transmission error performance of 16 kb/s SBC systems. Values of segmcntal SNR as a 
function of bit error rate p, [Crochiere l 978, AT&T]. 

Problems 

Consider a 4-band SBC system where sub-band partitions are constrained by 
filter-bank considerations to be either (a) or (b) below: 

(a) [0-8001 [800-1600) [1600-24001 [2400-32001 Hz 

(b) [225-4501 [450-9001 [1000-15001 (1800-27001 Hz 
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Ignoring side information for synchronization bits, show that bit allocations that 

provide 9.6 kb/s with the fi lter-banks above are respectively 

(a) 3, 2, 1, 0 bits/sample 

(b) 4, 3, 2, 1 bits/sample 

Note that (b) is closer to the design recommended in Table 11.2. 

(11.2) It is required to design a four-band filter-bank [0-0.5) [0.5-1.0) [1.0-2.0) [2.0-3.0] 

kHz for 16 kb/s coding of speech. 

(a) Show the band-division tree that realizes this partition using repeated 

quadrature mirror filtering of the [0-4.0] kHz band. 

(b) Assuming that max(Rk ) 5 and min{Rk ) •- 2 bits/sample, show that there 

are at least 2 bit assignments [5,3,2,2) [4,4,2,2) that realize a total bit rate 

I - 16 kb/s. Ignore side information considerations, as in Problem 11.1. 

(11.3) Consider a 6-band SBC system for studio-grade music, with sub-bands [0-0.625] 

[0.625-1.25) [1.25-2.5) [2.5-5.0) [5.0-10.01 [10.0-20.0) kHz. Allowing 6 kb/s for 

synchronization information, show that the bit allocation (12, 10, 9, 8, 6, 5) 

bits/sample permits digital transmission over a 256 kb/s channel. 

(11.4) Consider a SBC system with M bands of equal width AW. Consider the SBC 

input as a I -second sequence of 2M AW samples. Denote variances of individual 

samples of sub-band k by alk ; k - 1,2 M. Let each of these samples in sub-

band k be quantized using Rk bits/sample. Because of a constant sampling rate 

2AW, the total number of samples per second is independent of k. The optimum 

bit allocation for minimum mse, and the maximum gain GSBc over single-band 

PCM, are given (on a per sample basis) by (11.10) and (11.12). 

It is also useful to give results on a per second basis. Define R as the total bit 

rate (bits/sec) in the SBC system, Rk ZAW Rk as the bit rate (bits/second) 

allocated to encode band k, and ask ask 2AW as the power in sub-band k. 

Show that the formulas (11.10) and (11.12) are equivalent to the pair of formulas 

Rk .,„p„, 
cr.a, 2 

- — + A W loge A, 2 Ihki 

ask 

M

max(Gsec) 
M  k-1 

exk 

Ina=k jk -1 

(11.5) Refer to Problem 1 1.4 and the equal-width four-band partition of Problem 

1 1.1(a). Equate the power ask - osk 2AW to Sk 2AW where Sk represents the 

average value of input psd in sub-band k. Use the long-time psd of speech in 

Figure 2.9(a) together with the formula for Rkp,„ in Problem 1 1.4 to show that 

the bit allocations in Problem 11.1(a) are indeed nearly optimal for a mmse 

criterion. 

(1 1.6) Consider the highly structured two-level psd of Figure 2.24 and (2.168). 

(a) Consider SBC with M - 2 Aft - fl w/2, and band-edges at 0, fl w/2 and 

fl w to follow the shape of the input psd. Use the result of Problem 11.4 to 

show that the maximum gain in 2-band SBC is 
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max(2Gsec) •-• la(2—a)1-1/2

(b) Show that max{2Gsecl — 7;2 a maxlGssch the reciprocal of the spectral 

flatness measure (Problem 2.22) of the process, i.e., SBC with M — 2 

bands is sufficient to realize the maximum performance for this special psd. 

(11.7) Consider the case of M equal-width sub-bands. 

(a) Show that the adjacent sample correlation pik for the decimated signal in 

sub-band k vanishes if the psd in that sub-band is flat-topped. 

(b) Determine the four values of pa for the 4-band partition of a signal with an 

integrated power spectrum and 1,t, — 4. 

(11.8) Consider a 4-band SBC system for 24 kb/s speech coding, with the QMF 

partition [0, 1000] [1000, 2000] [2000, 3000] [3000, 4000] Hz, and with a normal 

bit allocation of (5, 4, 2, 1) bits/sample for quantization. Consider that this 

system is adapted to a noisy channel by protecting all bits in the first sub-band 

using a (12, 8) Hamming code (with 4 redundant bits for every 8 message bits). 

Show that if the bit allocation for quantization is changed to (4, 3, 2, 1) 

bits/sample, the total transmission rate is still 24 kb/s. 
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Techniques for data hiding 
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ABSTRACT 

Da:a hiding. or steganography. is the process of embedding data into image and audio signals. The process is 
constrained by the quantity of data, the need for invariance of the data under conditions where the "host" signal is 
subject to distortions. e.g. compression. and the degree to which the data must be immune to interception. 
modification. or removal. We explore both traditional and novel techniques for addressing the data hiding process and 
evaluate these techniques in light of three applications: copyright protecting. tamper-proofing. and augmentation data 
embedding. 

I. INTRODUCTION 

Digital media facilitate access to audio and image data. potentially improving the portability. efficiency. and accuracy 
of the information. Side effects of facile data access arc violation of copyright, and tampering or modification of 
content. We arc investigating data hiding as a means of protecting intellectual property rights and as an indicator of 
content manipulation. Data hiding is a class of processes used to embed data, such as copyright information, into 
media such as image and audio with a minimum amount of degradation to the "host" signal, i.e., the embedded data 
should be invisible or inaudible to a human observer. Note that data hiding is distinct from encryption. The goal of 
data hiding is not to restrict or regulate access to the host signal, but rather to ensure that embedded data remains 
inviolate. 

The primary purposes for data hiding in digital media are to provide solid proof of the copyright and assurance of 
content integrity. Therefore, the data should stay hidden in the host, even if the host signal is subjected to 
manipulation. such as filtering. re-sampling, cropping, or data compression. Other applications. such as augmentation 
data embedding need not be invariant to detection or removal, since these data are there for the benefit of both the 
author and the content consumer. Thus. the techniques used for data hiding vary depending on the quantity of data 
being hidden and the required invariance to manipulation. A class of processet are needed to span the entire range of 
the applications. 

The technical challenges of data hiding are formidable. Whatever "hole" in the host signal one finds to fill with data is 
likely to he eliminated by signal compression. The key to successful data hiding is to find holes that are not suitable 
for exploitation by compression algorithms. A further challenge is to fill these holes with data that remains invariant 
to host signal transformations. Data hiding techniques should be capable of embedding data in a host signal with the 
following restrictions and features: (I) Degradation of the host signal should be minimized • the embedded data needs 
to be "invisible" or "inaudible"; (2) Embedded data needs to he directly encoded into the image or audio signal itself, 
rather than into a header or wrapper so it remains intact across varying data file formats: (3) The embedded data 
should he immune to modifications ranging from intentional and intelligent removal to common usage. e.g...channel 
noise, filtering, re-sampling. cropping. encoding, compressing, etc.; (4) Asymmetrical coding of the embedded data is 
desirable since the purpose of data hiding is to keep the data in the host signal. but not necessarily to make it difficult 
to be access: t5) It is inevitable that some degradation to the data when the host signal is modified. Error correction 
coding' is used to ensure hidden data integrity; (6) Finding hidden data in a modified host signal also presents a 
challenge. The embedded data should he self-clocking or arbitrarily re-entrant. 

1.1 Applications 

Several prospecti' c applications of data hiding arc discussed in this section. The amount of data to he hidden and the 
erected level of modification for each application arc different. therefore, different processes based on different 
techniques arc used for each application. There are always trade-offs bctuecn the amount of data hidden and the Icvel 
of immunity to modification. 
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An application that requires minimal data to be embedded is a digital watermark. The embedded data are used to 
mark the ownership of the host signal. e.g.. an author's signature or a company logo. Since the information is critical 
and the sienal may face intelligent and intentional destruction. the coding technique must he immune to 
modifications. Tamper-proofing is used to indicate that the host signal has been modified front its authored state. 
Modification to the hidden data indicates that the host signal has been changed. Another application. feature location. 
requires more data. In this application, the embedded data is hidden in correspondence to specific locations within an 
imaee. It enables one to identify the individual content features, e.g., the name of the person or a brief description of 
the scene. T'pically. the data is not remosed intentionally Howeser. the image can be subjected to certain degree of 
retouching such as scaling. cropping. and contrast enhancement. So the data hiding process needs to be immune to 
geometrical and non-geometrical modifications of the host signal. Image and audio captions (or annotations) may 
require a lane amount of data. Annotations often travel separately from the host signal, requiring additional channels 
and storage. Annotations stored in file header or resource sections are often lost if the file format is changed. e.g.. the 
annotations created by TIFF will not be recognized by GIF. Annotations embedded directly in the data structure of 
the host signal resolves these problems. 

1.2 Prior work 

Adelson2 describes a method of data hiding that exploits the human visual system's varying sensitivity to contrast 

‘ersus spatial frequency. Adelson substitutes high-spatial frequency image data for "hidden- data in a pyramid-
encoded still image. While he is able to encode a large amount of data efficiently. there is no provision to make the 

data immune to detection or removal by t)pical manipulations such us Iiitenng and re-scaline. Stego? simply encodes 

data in the least-significant bit of the host signal. This technique suffers from all of the same problems as Adelson's 

method, but creates an additional problem of degrading image or audio quality. Bender4 modifies method Adelson's 
technique by using "chaos" as a means to encrypt the embedded data, deterring detection, but provides no 
improvement to immunity to host signal manipulation. Lippman5 hides data in the chrominance signal of NTSC by 
exploiting the temporal over-sampling of color. Typical of Enhanced Definition Television Systems, the method 
encodes a large amount of data. but the data is lost to most recording, compression and transcoding processes. Other 
techniques, such as Xerox's DataGlyph6, which adds a "bar code" to images, are engineered in light of a 
predetermined set of geometric modifications7. Spread-spectrum". a promising technology for data hiding. is 
difficult to detect. but is not robust to many host signal transformations. 

13 Problem space 

The requirements for each of the proposed data hiding applications vary. Some applications require robustness while 
others require large amounts of data. The data hiding problem space is illustrated in Table 1. The horizontal-axis 
represents the amount of data to embed. and the venical-axis represents the level of modification anticipated to be 
performed to the host signal. The "X" demarcates problems explored in this paper. 

Table I: The data hiding problem space 

Application 

intentional removal 

non-geometric modifications 
kernel. compression. etc. 

geometric modifications 
affine. cropping. etc. 

no modifications 

Data quantit 

watermark
1 feature location/ 

tanaper-proofing caption 

X 

X 

X X 

X i X X 

small (hits) large (kilobits) 
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2. DATA HIDING IN STILL IMAGES 

Data hiding in still images presents a variety of interesting challenges that arise due to the statistical nature of still 
images and the typical modifications to which they are subject. Still images provide a relatively short host signal in 
xxhich to hide data. A fairly txpical 8-bit picture of 200x200 pixels provides only a 40Kbyte data space with which to 
work. This is equivalent to only 5 seconds of telephone quality audio or less than a single frame of television. Also, it 
is reasonable to expect that still images will be subject to operations ranging from simple affine transforms to 
cropping, blurring. filtering. and compression. Usable data hiding techniques need to he resistant to as many of these 
transformations as possible. 

Despite these problems, still images are likely candidates for data hiding. There are many attributes of the human 
visual system (HVS) that arc potential candidates for exploitation by data hiding. including our varying sensitivity to 
contrast as a function of spatial frequency and the masking effect of edees (both in luminance and chrominance). The 
HVS has low-sensitivity to small changes in gray-scale, approximately one pan in 30 for continuous random patterns. 
However. in uniform regions of an image, the HVS is more sensitive to the change of the gray-level. approximately 
one part in 240. Since most pictures allow for one part in 256, e.g. 8-hit gray levels, there is potentially room to hide 
data as pseudo-random changes to picture brightness. Another HVS "hole" we exploit is our relative insensitivity to 
very low spatial frequencies such as continuous changes in brightness across an image. i.e.. vignetting. Another 
advantage of working with still images is that they arc non-causal. Data hiding techniques can have access to any 
pixel or block of pixels at random. 

Using these observations, we have developed a variety of techniques for placing data in images. Some of them are 
more suited to dealing with small amounts of data, others to large amounts. Some techniques arc highly resistant to 
geometric modifications and others arc more resistant to non-geometric modifications, e.g., filtering. 

2.1 Low bit-rate data hiding 

With low bit-rate encoding, we expect a high level of robustness in return for low bandwidth. The emphasis is on 
resistance to attempts of data removal by a third party. Two different approaches arc discussed: (1) one that uses a 
statistical approach, and (2) one that exploits perceptual characteristics of the HVS. 

2.1.1 Patchwork: a statistical approach 

The statistical approach, which we refer to as "Patchwork." is based on a pseudo-random; statistical process. This 
method embeds one bit of data in a host image invisibly. Since the process is independent of the contents of the host 
image. it shows reasonably high immunity to most image modifications. 

The Patchwork algorithm proceeds as follows: Take any two points. A and B, chosen at random in an image. Let a 
equal the brightness at A and b the brightness at B. If we subtract a from b, the expected value of the subtraction is 
zero. Repeating this procedure n times, letting a, and b, be the ith values of A and B. yields the sum S. 

5= —b. 

The expected value of S is 0 after many iterations, as the number of times a, is greater than b, should he offset by the 
number of times the reverse is true. If 5 strays too far from zero, it is safe to assume that the sample space is not com-
pletely random. Assuming that (I) we are operating in a 256 level linear quantized system starting at 0. (2) all bright-
ness levels are equally likely. and (3) all samples are independent of all other samples. the variance for a single a1-b, 
pail is calculated to he: 2 x a,' = 10922.5. 

No = = X t:55.!2) = 'x5461..5 = 

As each subtraction is done, the variance builds up (since the samples are independent). so for n samples. the 
expected variance is: cs- 109:2_5 x n. Using a statistical hounding method such as Chehyshev's inequality, it is 
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possible to calculate the likelihood that a particular picture has occurred through random choice of points. Now, by 
choosing the sequence of points in the picture using a psiudeorandom number generator and a known seed. the seed 
becomes the key. Iterate through the picture for n points. moving o, up one brightness quanta, and hi down one. This 
encodes the picture. To decode the picture, calculate the sum S. Since the expected value of the difference of two 
points is now 2. the expected sum S tt ill not he 2 x n. As n increases, the degree of cenainiy that this S could not 
have been arrived at unless the picture is encoded rapidly approaches 100%. 

lysine this basic method. we have encoded 3 number of pictures. These modifications improve performance: ( I) Treat 
"patches-  of several points rather than single points. This has the effect of shifting the noise introduced by Patchwork 
into lower spatial frequencies. where it is less likely to be removed by compression and FIR filters: (2) Patchwork 
decoding is highly senitive to affine transformations of the host image. If the path of iteration through the picture is 
offset by translation. rotation, or scaling between encoding and decoding, the code is lost. A combination with either 
affine coding (described in section 2.2.1) or some heuristic based upon feature recognition (e.g., alignment to the 
intraocular line of a face) is necessary to make Patchwork more robust: (3) Patchwork is remarkably resistant to 
cropping. B. disregarding points outside of the known picture area, Patchwork degrades in accuracy approximately 
as hi of the piciure size. Patchwork is also resistant to gamma and tone scale correction since adjacent brightness 
values move roughly the same way under such modifications. 

To validate Patchwork. an experiment was done on three AP wire photographs, each converted to approximately 
:.%00 pixels and S bits per pixel. Our results using this method are encouraging (See Figure 11. A typical 200x M10 

pixei image can be encoded to between 9SCr and 99.9% certainty. This is resistant to kernel modifications up to a 5x5 
kernel, and after JPEG compression. with parameters set to 75%.qiiality and 0% smoothing, the picture is still 
encoded to 85% certainty. 

The major limitation to this technique is the extremely low bandwidth, usually one bit. However, without the key for 
the pseudo-random number generator. it is nearly impossible to remove this coding without blurring or obscuring the 
picture beyond recognition. 

10.000 ooini samples on 3 ransom AP ohms 
1600-
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figure 1: Experimental results from Pat;h..tork. The sum S is plotted along the horizontal axis. The number of trials 
that yield S is plotted along the %mica) axis. The (veered value of .S is 74.79 where n=10.000. 
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2.1.2 Texture Block Coding: a visual approach 

Another method for low bit-rate data hiding is "Texture Block Coding.- This method hides data in continuous random 

texture patterns. The texture blocking scheme is implemented by copying a region from a random texture pattern 

found in a picture to an area %khich has similar texture. This results in a pair of identically textured regions in the 

image. The auto-correlation of the image results in the recovery, of the shape of the reg.ion. 

Since the two regions arc identical, they are modified in the same way when if picture is uniformly transformed. By 

making the region reasonably large. the inner pan of the region is immune to most non-geometric transformations. In 

our experiments, coded 16x 16 pixel blocks can be decoded even when thepicture is subjected to a combination of 

filtering, compression and rotation. 

Texture block coding is not without-its disadvantages. Currently it requires a human operator to choose the source and 

destination regions. and to evaluate the visual impact upon the image. It is possible to automate this process using a 

texture recognition system. However. this technique will not work on images that lack moderately large areas of 

random texture from which to draw. 

Future research in this area includes the possibility of cutting and pasting blocks from only part of the image 

frequency cpectrum. This would allow less noticeable blocks to he moved around. and a final image that is 

considerably more robust to various image compression algorithms. 

2.2 High bit-rate coding 

As illustrated in Table 1, high bit-rate methods tend not to be immune to image modifications. The most common 

form of high bit-rate encoding is simply =placing the least significant bit of the image data with the embedded data. 

Other techniques include the introduction of high-frequency, low-amplitude noise and direct spread-spectrum. All of 

the high bit-rate methods can be made more robust through the use of error-correction coding, at the expense of data 

rate. Consequently, high bit-rate codes are only appropriate where it is reasonable to expect that a great deal of control 

is maintained over the images. 

Individually, none of the techniques developed are resistant to all possible transforms. In combination, often one 

technique can supplement another. Supplementary techniques are particularly important for recovery from geometric 

modifications such as affine transformations, and maintaining synchronization for spread-spectrum encoding. 

2.2.1 Affine coding 

Some of the data hiding techniques. such as Patchwork. are vulnerable to affine transforms. It makes sense to develop 

techniques that can he used in conjunction with others to provide the ability to recover data after affine application. 

"Affine coding" is such a technique. Any one of the high bit-rate coding techniques is used to encode pre-defined 

reference patterns into an image. Estimation of any geometric transformation of the image is achieved by comparing 

the original shape. size, and orientation of the reference patterns to those found in the transformed image. Since affine 

transforms are linear. the inverse transform can be applied to recover the original image. Once this is done. the image 

is ready for further extraction of hidden data. 

2.3 Applications 

The techniques outlined above for placing data in images are useful in a variety of applications. Most of the 

applications (digital watermark, feature location. embedded captions. and tamper proofing) are suited to one of the 

above techniques. depending on data requirements and anticipated modifications to the host signal. 

1.3.1 Digital Nt'atermark 

The object of "Digital Watermark" is to place an indelible mark nn an image. Usually. this means encoding only a 

handful of hits. sometimes as few as one. This has several uses. including the protection of on-line images for news 

services. and for photographers who are selling their work for publication. One can imagine a digital camera placing 

such a watermark on every photo it takes, allowing the photographer to he identified where er the image appears. 
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It can he expected that if information about legal ownership is to be included in an image. it is likely that someone might want to remove it. If this is a concern then techniques used in Digital Watermark need to he hard to remove. Both the Patchwork and Texture Block Coding techniques show promise for Digital Watermark, with Patchwork used for a more secure system. and Texture Block Coding for a system.the public can access. 

2.3.2 Feature location 

Another application of data hiding is feature location. Using data hiding it is possible for an editor (or machine) to encosie descriptive information, such as the location and identification of features of interest, directly into an image. This enables retrieval of the descriptive information. Since the information is spatially located in the image. it is not removed unless the feature of interest is removed. It also translates. scales and rotates exactly as the feature of interest does. 

This application does not have the same requirements for robustness as the digital watermark. It can be assumed that since the feature location is providing a service, it is unlikely someone will maliciously try to remove the encoded information. 

2.3.3 Embedded captions 

Typical news photograph captions are approximately one kilobyte of data. Thus embedding captions is a relatively 
high hi►-rate application for data hiding. Like feature location. caption data is usually immune to malicious removal. ‘‘ hilt captions are useful by themselves. the) become even more useful when combined with feature location. It is then possible for portions of the caption to directly reference items in the picture. Captions can self-edit once this is done. If an hem referenced in the caption is cropped out of the picture, then the reference to that item in the caption 
can be removed automatically. 

2.3.4 Tamper Proofing 

Both the Digital Watermark and the Tamper Proofing applications pronounce a one bit judgement. Digital 
Watermark answers the question: 'Is the image owned by someone?' Tamper Proofing answers the question: "Has 
this image been modified?" 

There are several ways to implement Tamper Proofing. The easiest way is to encode a check-sum of the image within 
the image. It is useful to consider a Tamper Proofing algorithm that is not triggered by small changes in the image. 
such as cropping and gamma correction, but is triggered by gross changes, such as removing or inserting items or 
people. This suggests an approach involving a pattern overlaid on the image. The key to a successful overlay is to find 
a pattern resistant to filtering and gamma correction, yet is not be removed easily. This problem remains an active area 
of research. 

3. DATA HIDING IN AUDIO 

Data hiding in audiO signals provides a special challenge because the kuman auditory system (HAS) is extremely 
sensitive. The HAS is sensitive to a dynamic range of amplitude of one billion to one and of frequency of one 
thousand to one. Sensitivity to additive random noise is also acute. The penibations in a sound file can he detected as 
low as one part in ten million (-80dB). Although the limit of perceptible noise increases as the noise contents of the 
host audio signal increases. the typical allowable noise level is very low. The HAS has very low sensitivity to the 
phase of the sound. Unfortunately, this "hole" has been exploited by numerous audio compression algorithms. 

3.1 Audio environments 

There are several environments that need to be considered when hiding data in an audio...host signal. An end-to-end digital audio environment has the advantage of absolute amplitude. phase and temporal quantization. Host audio 
t•ignals that pass through an analog stage and are subsequently re-digitized have only relative characteristic values. 
Signals that stay digitally encoded hut undergo re-sampling may preserve amplitude and phase accurately, hut have 
changing temporal quantization. 
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Currently, the most popular format for high quality audio is in 16-bit quantization, e.g. WAV on PCs and AIFF on 

MacintoshT" (8-bit u-law is also popular). I6-bit quantization yields quanta that is only one part in 65536. 

approximately 150 times larger than the minimum perceptual level. This would suggest that random noise is not the 

best way to proceed. One possibility is to adapt the noise insertion to the host signal content. Another is to modify the 

phase of each frequency component of the sound. This would be ideal to hide data inaudibly, except that many audio 

compression algorithms. e.g. the ISO NIPEG-AUDIO standard, cause considerable corruption of phase information. 

As is the case in data hiding with still images. it is necessary to investigate several methods for audio, with the 

understanding that there is no universal answer to "what is the best." 

One additional challenge to data hiding in audio is the likelihood that the host audio signal is transferee' to analog 

during its transmission or storage stage. Digital-to-analog conversion introduces noise and distortions to the 

wave form. 

3.2 Low-bit coding 

Low-hit coding is the simplest way to embed data into other data structures. By replacing the least significant hit of 

each sampling point by a coded binary string, we can code a large amount of data in an audio signal. Ideally, the 

channel capacity will he 8kbps in an ltkHz sampled sequence and 44kbps in a 44kHz sampled sequence for an 

noiseless channel application. In return for this large channel capacity, audible noise is introduced. The impact of this 

noise is a direct function of the content of the host signal. e.e:. a live sports event contains crowd noise that masks the 

noise resultant from low-hit en,:oding. 

The major disadvantage of this method is its poor immunity to manipulation. Encoded information can be destroyed 

by channel noise. re-sampling, etc,. unless it is coded using redundancy techniques. which reduces the data rate one to 

two orders of magnitude. In practice, it is useful only in closed, digital-to-digital environments. 

3.3 Phase coding 

Phase coding. when it can be used, is one of the most effective coding schemes in terms of the signal-to-noise ratio. 

When the phase relation between each frequency components is dramatically changed, phase dispersion and "rain 

barrel" distortions occur. However. as long as the modification of the phase is within certain limits an "inaudible" 

coding can be achieved (See section 3.3.2). 

3.3.1 Procedure 

The procedure for the phase coding is as follows: 

(1) Break the sound sequence s/n) into a series of M shop segments. 44; 

(2) Apply a N-points Discrete Short Time Fourier Transform (STFT) ru to i-th segment. sin], and create a matrix of 

the phase. /0,04)/.and Fourier transform magnitude, /Aitui n for (15 k 5 N). where 4, denotes the phase and A, the 

magnitude corresponding to frequency oh; 

(3) Store the phase difference between each adjacent segment for (0 5 i 

AO (wt) = 4,., (0,) — 4, (Usk) 

(4) The binary string used to modify the phase can be a series of a code words. Add these codes to the first set of 

entries in the phase matrix: 

00( tua) = eso ( tui) .14 

(5) Re-create phase matrixes for I > 0 by using the phase difference: 

(C t (tad = (cod (tad ) 

= ;14,, ttod .5i),(tud) 

. (61 Use the modified phase matrix 4),(cos i and the original Fourier transform magnitude A,rekr to reconstruct the 

sound signal by applying the inverse STFT. 
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For the decoding process, the synchronization of the sequence is done before the decoding. The length of the 
segment. the DFT points, and the data interval must he known at the receiver. The value of the underlying phase of the 
first segment is detected as a 0 or 1. which represents the coded binary string. 

Since 00/(00 is modified. the absolute phases of the following segments are modified respectively. However. the 
relative phase difference of each adjacent frame arc preserved. The reconstructed waveform is close enough to the 
original waveform to be indistinguishable. 

3.3.2 Evaluation 

Phase dispersion is a distortion caused by a break in the relationship of the phases between each of the frequency 
components. Minimizing phase dispersion constrains the data rate of phase coding. One cause of phase dispersion is 
the substitution of phase Ocikot) with the binary code-. To minimize error, the magnitude of the phase modifier needs to 
he as close as possible to the original value. To minimize noise susceptibility the difference between phase modifier 
states should he maximized. Phase ranges from -II to +rt. Our modified phase ranges from 0 to 1. 

.Another source of distortion is the rate of change of the phase modifier. If the change of the value is as often as one 
frequency slot per hit, it is likely to break the phase relationship of the adjacent frequency components. Replicating 

neichhor frequency slots together minimizes audible distortions in reconstruction. Replication causes a linear 
reduction in the data rate. 

As a result of the examination of sound contexts (see section 3.5), we conclude that, for host sounds with quiet 
backgrounds, a channel capacity of 8bps can be achieved by allocating 128 frequency slots per bit. For host sounds 
with noisy backgrounds, 16bps to 32bps can be achieved by allocating 32 to 64 frequency slOts per slot. 

3.4 Spread Spectrum 

There is an interesting parallel between data hiding in audio and the work on spread spectrum radio communication. 
The latter is concerned with hiding kilohertz signals in a megahertz environment, the former with hiding-hertz signals 
in a kilohertz environment. It turns out that many spread spectrum techniques adapt quite well to data hiding in audio 
signals. In a normal communication channel. it is often desirable to concentrate the information in as narrow a region 

of the frequency spectrum as possible. The basic spread spectrum technique, on the other hand. is designed to encrypt 

a stream of information by spreading the encrypted data across as much of the frequency spectrum as possible. 

While there are many different variations on the idea of spread spectrum communication, the one we concentrated on 
is Direct Sequence (DS). The DS method spreads the signal by multiplying it by a "chip." a pseudo-random sequence 
modulated at a known rate. Since the host signals are in discrete-time format, we can use the sampling rate as the 
"temporal quanta" for coding. The result is that the most difficult problem in DS receiving, that of establishing the 
correct stan and end of the chip quanta for phase locking purposes. is taken care of by the nature of the signal. 
Consequentk. a much higher chip-rate, and an associated higher data rate. is possible. 

3.4.1 Procedure 

In DS. a "key" is needed to encode the information and the same "key" is needed to decode it. The key is pseudo-
random noise that ideally has flat frequency response over the frequency range, i.e., white noise. The key is applied to 
the coded information to modulate the sequence into a spread spectrum sequence. 

The DS method is as follows: First, the data to be embedded is coded as a binary string using error-correction coding 
so that errors caused by channel noise and host signal modification -can be suppressed. Then, the code is multiplied by 
the carrier wave and the pseudo-random noise sequence, which has a wide frequency spectrum. As a consequence, 
the frequency spectrum of the data is spread over the available frequency hand. Then, the spread data sequence is 
attenuated and added to the original file as additive random noise (See Figure 2). DS employs hi-phase shift keying 
since the phase of the signal alternates each lime the modulated code alternates. For decoding. phase values 00 and 
eon are interpreted as 3 "0" or an "1" u hich is a coded binary string. 

.• • 
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In the decoding stage. the following is assumed: ( I) The pseudo random key has maximum randomness and fiat 

frequency spectrum; (21 The key stream for the encoding is known by the receiver. Signal synchronization is done. 

and the start/stop point of the spread data are known: (3) The following parameters are known by the receiver: chip 

rate, data rate. carrier frequenc. and the data interval. 

carrier wave -1 

pseudo-random signal 
("chip") .1 

binary string ("code") 
-1 

coded waveform k/-
-1 

Figure 2: Synthesized spread spectrum information encoded by the Direct Sequence method. 

3.4.2 Adaptive data attenuation 

As mentioned above, the optimum attenuation factor varies as the noise level of the host sound changes. By adapting 

the attenuation to the short-term changes of the sound/noise level, we can keep the coded noise extremely low during 
the silent segments and increase the coded noise during the noisy segments. In our experiments. the quantized 
magnitude envelop of the host sound wave is used as a reference value for the adaptive attenuation; and the maximum 

noise level is set to 2% of the dynamic range of the•host signal. 

3.4.4 Redundancy and error correction coding 

Unlike phase coding. DS introduces additive random noise to the sound. To keep the noise level low and inaudible. 
the spread code is attenuated (without adaptation) to roughly 0.5% of the dynamic range of the host sound file. The 
combination of simple repetition technique and error correction coding I ensure ►he integrity of the code. A shon 
segment of the hinar code wing is concatenated and added to the host signal co that transient noise can be reduced 
by averaging over the segment in the decoding stage.The, resulting data rate of the DS experiments is 4bps. 

• 
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3.5 Sound context analysis 

The delectability of noise inserted into a host audio signal is linearly dependent upon the original noise level of the 
host signal. To maximize the quantity of embedded data. while ensuring it is unnoticed. it is useful to express the 
noise level quantitatively. The noise level is characterized by computing the magnitude of change in adjacent samples 
of the host signal: 

N- I 
0, 
•"°' 

1 
iSma.r! 

x
N

x Is (n 1) - s (n))- 
e 1 

where N is the number of sample points in the sequence and 4 =  is the maximum magnitude in the sequence. We use 
this measure to categorize host audio signals by noise level (See Table 21. 

Table 2: Audio noise level analysis 

Cr2tvcot 

studio quality crowd noise 

<0.005 0.005<t3=i1,,.„/<0.01 0.01< 

4. CONCLUSION 

Several techniques are discussed as possible methods for embedding data in host image and audio signals. While we 

have had some degree of success. all of the proposed methods have limitations. The goal of achieving protection 
against intentional removal may be unobtainable. 

Automatic detection of geometric and non-geometric modifications applied to the host signal after data hiding is a 
key data hiding technology. The optimum trade-offs between bit-rate. robustness. and perceivably need to be defined 
experimentally. The interaction between various data hiding technologies needs to he better understood. 

While compression of image and audio content continues to reduce the necessary bandwidth associated with image 
and audio content, the need fora better contextual description of that content is increasing. Despite its current short-
comings. data hiding technology is important as a carrier of these descriptions. 
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Abstract 

This paper describes a set of novel steganographic methods to secretly embed robust labels into image 
data for identifying image copyright holder and original distributor in digital networked environment. 
The embedded label is undetectable, unremovable and unalterable. Furthermore it can survive pro-
cessing which does not seriously reduce the quality of the image, such as lossy image compression, low 
pass filtering and image format conversions. 

1 Introduction 

PD 117S__ 

p. = to 

The wide use of digitally formatted audio, video and prin ed information in network environment has 
been slowed down by the lack of adequate protection on them. Developers and publishers hesitate to 
distribute their sensitive or valuable materials because of the easiness of illicit copying and dissemina-
tion [3],[6),[7]. 

Compared to ordinary paper form information, digitized multimedia information (image, text, audio, 
video) provides many advantages, such as easy and inexpensive duplication and re-use, less expensive 
and more flexible transmission either electronically (e.g. through the Internet) or physically (e.g. as 
CD-ROM). Furthermore, transferring such information electronically through network is faster and 
needs less efforts than physical paper copying, distribution and update. However, these advantages 
also significantly increase the problems associated with enforcing copyright on the electronic in-
formation. 

Basically, in order to protect distributed electroniC multimedia information, we need two types of 
protections. First, the multimedia data must contain a label or code, which identifies it uniquely as 
property of the copyright holder. Second, the multimedia data should be marked in a manner which 
allows its distribution to be tracked. This does not limit the number of copies allowed (vs. copy 
protection), but provides a mean to check the original distributor. In order to prevent any copyright 
forgery, misuse and violation, the copyright label must be unremovable and unalterable, and further-• 
more survive processing which does not seriously reduce the quality of the data. This requires that first 
the label must be secretly stored in a multimedia data, i.e. the locations for embedding this label are 
secret, second the label must be robust even if the labeled multimedia data has been .processed 
incidentally or intentionally. 
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This paper describes a set of novel steganographic methods to secretly embed robust labels into image 
data for copyright protection in open networked environment. The label embedded in the image can be 
assigned or generated in a way that it is able to identify the copyright holder and the original purchaser 
(distributor). 

Steganographic method is a technique embedding additional information into a data by modifying the 

original data without affecting the quality of the data. Many steganographic methods have been 

proposed to aim at storing additional information to identify or label formatted electronic documents 

[I], images, video [8], and audio data. However, they are far away from the requirements in protecting 

multimedia information in a networked environment, because although some of them provide secret 

locations for label embedding, none of them is able to prevent attacks on the embedded information by 

simple image processing, i.e. they do not adequately address the possibilities of using data compres-

sion, low pass filtering and/or simply changing the file format to remove an embedded code. 

The discussion begins with a general framework for copyright label embedding. Then two specific 

methods are developed: one is based on the JPEG compression model for embedding labels in 

gray-scaled and color images, and the other is based on the black/white rate for binary images. Finally, 

these methods are tested experimentally and the future work is discussed. 

2 Robust Label Embedding Framework 

The system developed along the methods presented in this paper is called 'SysCoP' (System for 

Copyright Protection). It consists of a set of methods to embed robust labels into different types of 

images. Currently, the system supports gray-scaled, color, and binary images. These methods share an 

algorithm framework for both label writing and reading described below. 

Image Data (y) 

User Key (UK) 

Label Code (C) 

Position 
Sequence 
Generator 

(y. UK) 

Position Sequence 
(PS) 

 "P. 
Label 

Embedding 
System 

Figure 1,. Write label 

Image Data (y) 

User Key (UK) 

Position 
Sequence 
Generator 

T, (y. UK) 

Position Sequence 
(PS) 

Figure 2. Read label 

Label 
Retrieval 
System 

Labeled Image 
(Y.) 

Embedded Code Code 
(C) 

RNcflrr)n < X P 571 tr,7 • > 141 

DISH - Blue Spike-408
Exhibit 1010, Page 0488



The framework, as shown in Figure 1 for label writing and Figure 2 for label reading, is composed of 
two steps. The first step generates a pseudo random position sequence for selecting blocks where the 
code is embedded. This step is denoted as a function T5(y, UK) where y is the image data to be labeled, 
and UK is the user-supplied secret key. The second step simply embeds or retrieves the code into or 
from the blocks specified in the position sequence. The methods for embedding or reading code 
depend on types of images, and will be described individually in the next section. 

The function Ts(Y, UK) firstly extracts some features from the image data and then use them together 

with the user secret key as the seeds for position sequence generation [4). Ideally, the features of the 

image data used here must meet the following requirements: 

• they must be robust against simple image processing that does not affect the visual quality of the 
image, and 

• they must be image-dependerit, i.e. the image can be identified, uniquely in an ideal case, by these 
features extracted from the image data. 

However, to achieve the contradictory requirements above, in fact, is a very hard work. Much research 
has been done in related fields for other purposes, e.g. content-based image retrieval, image segment 

and pattern recognition, which can be found in many literature (e.g. [93). Currently, we only use the 

width and height of an image for the position generation in the function Ts(y, UK). 

Before describing the framework, we introduce some terminology. A block of an image consists of 8x8 

pixels. In this framework, it is either a contiguous or a distributed block. A contiguous block is a 8x8 

square in an image component. A distributed block is a collection of 8x8 pixels each of which is 

selected randomly from the whole image space. The purpose of distributed block is to prevent or 
discourage attackers from detecting embedding locations by comparing different labeled images. A 

block is 'invalid' for code embedding if too big modifications to the block data are needed in order to 

embed a bit into this block. The criteria of validation of the block depends on the specific label-embed-

ding methods to be described in the next section. 

Let C be the embedded code, and represented as a binary bit stream (co, c h en ) . Let i be the index of 

current bit in this stream. Let 93 be the block set in which each block has been randomly selected. 

Initialize i to 0 and 93 to O. The framework for writing and reading robust labels is described below in 

Algorithm l(a)-(b). 

Algorithm 1(a): Framework (write). 

(1) If i z n, return. 

(2) Randomly select a block b, using the position sequence generation function Ts(UK, y) in Figure I. 

(3) If b exists already in B, go to (2), otherwise add b to B. 

(4) Call check _write(b, ci) to check wether b is 3 valid block: if this function returns False (i.e. the block 

b is an invalid block), go to (2). 

(5) Call write(b,ci) to embed a bit ci to the block b. 

16) Increment i, go to (1). 

6NSOCCiO' <XF 57 244 

DISH - Blue Spike-408
Exhibit 1010, Page 0489



Algorithm 1(b): Framework (read). 

(I) If i > n, return. 

(2) Randomly select a distributed or a contiguous 8x8 block b, using the position sequence generation 
function Ts(Ux, y) in Figure 2. 

(3) If b exists already in 93, then go to (2), otherwise add b to $. 

(4) Call check_read(b,ci) to check wether b is a valid block: if this function returns False (i.e. the block 
b is an invalid block), go to (2). 

(5) Call read(b) to retrieve a bit from the block b. 

(6) Increment i, and go to ( I). 

3 Robust Label Embedding Methods 

3.1 JPEG-Based Label Embedding for Gray-Scaled and Color Images 

In this subsection, we first introduce briefly the JPEG compression model, then describe the principle 

of the embedding methods based on the JPEG compression model. Finally, the algorithms for embed-

ding labels into gray-scaled and color images are developed. 

Suppose the source image composes three components: one luminance (Y) and two chrominance (I 

and Q). That is, each pixel in the image can be represented with a triple of 8-bit values (Y,I,Q). Each 

component is broken up into contiguous blocks. The JPEG compression consists of six steps: normal-

ization, DCT transformation, quantization, zigzag scan, run-length encoding and Huffman coding 

steps. Since our method is applied after the quantization step, we only describe briefly the first three 

steps of the JPEG model. The detailed description of the JPEG model is available elsewhere [II]. 

The normalization step brings all image values into a range, e.g. between —128 and 127 for a 24-bit 

image. The DCT step applies the discrete cosine transform (DCT) to each 8x8 block, producing a new 

8x8 block (10). If we call the new block Y(k,l), with k,1 E 0..7, the equation of the DCT is: 

Y(k,l) = I, C(i, k)C(j.1)y[i, j) 

where 

cos(2i 1)1(,-7 
C(i, k) = A(k) 16 

A(k) = for k = 0, A(k) = I for k 0 

Each element of the new block is further quantized: 

'i 
Yolk, lj = Round( 

lk, I] 
) 

(I) 

(2) 

Equation (2) represents the entire lossy modelling process of the JPEG compression. The choice of the 

quantization table (q[lc,I1) determines both the amount of -compression and the quality of the decom-

pressed image. The JPEG standard includes recommended luminance and chrominance quantization 

tables resulting from human factors studies. To obtain different compression quality, we typically use a 
quality factor -to scale the values of these default quantization tables. 
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In the JPEG decompression process, each element of YQ(k,l) is multiplied by q(k.1) to recover an 
•• 

approximation of Y(k,1). Finally, the image block y(i,j) can be recovered by performing an inverse 2-D 

DCT (IDCT): 

y(i, j) = C(i, k)C(j, 1)Yfk, I] (3) 

The basic principle of the JPEG-bised embedding method is that quantized elements have a moderate 

variance level in the middle frequency coefficient ranges, where scattered changes in the image data 

should not be noticeably visible. The specific frequencies being used to embed the code will be 

'hopped' in this range to increase the robustness of the signal• and making it more difficult to find 

[5),(2). A label bit is embedded through holding specific relationship among three quantized elements 

of a block. The relationships among them compose 8 patterns (combinations) which are divided into 

three groups: two of them are used to represent '1' or '0' for embedded codes (valid patterns), and the 

othe.T represents invalid patternsAf too big modifications are needed to hold a desired valid pattern 

representing a bit, this block is invalid. In this case, the relationships among the three elements of the 

selected location set are modified to any of the invalid patterns to 'tell' the label-retrieval process that 

this block is invalid. The criterion for invalid blocks is specified by a parameter MD, i.e. the maximum 

difference between any two elements of a selected location set in order to reach the desired valid 

pattern. 

Set No. ,.k1,11) (k2,12) (k3.13) 

1  2).0,2) 9( 1,1) 10( 1 ,2) 

2 9(1.1) 2(0,2) 1 0( I ,2) 

3 3(0,3) 10(1,2) 1 1 ( 1,3) 

4 101,2) 3(0,3) 1 1 ( 1,3) 

5 9(1,1) 2(0,2) 10(1,2) 

r6 2(0,2) 9(1,1) 1 0( 1,2) 

7 ' 9(1,1) 16(2,0) 2(0,2) 

8 16(2,0) 9(1,1) 
-' 

2(0,2) 

9  2(0,2) 9(1,1) 

' 

16(2,0) 

10 9(1,1) 2(0,2) 16(2,0) 

11 10(1,2) 17(2,1) 3(0,3) 

12 17(2,1) 10(1,2) 3(0,3) 

13 10(1,2) 3(0,3) 17(2,1) 

14 3(0.3) 10(1.2) 17(2,1) 

15 9(1,1) 16(2.0) 17(2,1) 

16 16(2,0) 9(1,1) 17(2,1) 

10(1,2) 1 17(2,1) t 181. -.' 7.

17(2.1) 10(1.2) 1 tti(2,2.i 

"7able 1. Possible location sets 

0 

2 
k3 

4 

5 
6 
7 

0 1 2 3 4 5 6 7 

8x8 block 

Figure 3. Possible locations for embedding code in a block 

(k1,11) (k2,12) (k3,13) 

H M L 
M H L 
H H L 
M L H 
L M i H 
L L H 
H L A M 
L H tvt 
M M M 

patterns for '1' 

patterns for '0' • 

invalid patterns 

Table 2. ' 1', '0' and invalid patterns (H: High. M: Middle. L: Low) 

OLtr stati.Sc results of the possible locations holding the specific frequencies are illustrated in Figure 3 

a sill:dewed areas within a 8x8 block. In Table 1, we give our statistic results of the best location sets 
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combined from these possible elements. The algorithms to write and read a label into and from an 
color or gray-scaled image are described in Algorithm 2(a)-(d). 

Two parameters are provided for adjusting the robustness vs. modification visibility in an embedding. 
process. The first one is the distance (D) between selected quantized frequency coefficients for 
representing an embedded bit. The default value of this distance is 1. The greater distance produces-
stronger robustness, but also may cause more serious modification visibilities. The second parameter..
is the quantization factor (Q) used to quantize the values selected for embedding code. The greater 
quantization factor results in less modifications to image data but weaker robustness against lossy 
JPEG compression. The default value of this quantization factor is 75%. 

Algorithm 2(a): check_write(b,ci) 

(1) A three-element location set of the block b is pseudo-randomly (from the user key and image data) 

selected from the possible location sets listed in Table 1. They are denoted as (k1 ,11), (k2,12) and 

(k3,13). 

(2) The block b is locally DCT transformed and quantized at the locations (1(1,1 I), (k2,12) and (k3,13) 

with the quality factor Q parameter. Let YQ(k 1 ,1 1 ),.YQ(k2,12) and YQ(k3,13) be the quantized coeffi-

cient values at the selected locations. 

(3) When ci= 1 , if MIN ( I YQ(k 0 1 )1 , 1 YQ(k2 ,12 I) + MD <I YQ(k3,13) I where I YQ(ku,lu) I is the absolute 

value of YQ(ku,lu) with u E 1..3, MIN is an operation that returns the minimum value of two ele-

ments, and MD is the maximum modification distance, then b is an invalid block: 

( i) modify them to any of the invalid patterns shown in Table 2, 

( ) de-quantize and inversely transform (12DCT) them, and write them back to the block b, 

( iii )return False. 

(4) When if MAX (I YQ(k 1 ,1 1)1 , I YQ(l2,12 1) > I YQ(k3,13)1 +MD where MAX is an operation that 

returns the maximum value of two elements, and MD is the maximum modification distance, then b 

is an invalid block: 

( i ) modify them to any of the invalid patterns shown in Table 2, 

( ) de-quantize, inversely transform (Ipc-r) them, and write them back to the block b, 

( iii )return False. 

(5) For other cases, return True. 

Algorithm 2(b): check_read(b, ci) 

(1) A three-element location set of the block b is pseudo-randomly (from the user key and image data) 

selected from the possible location sets listed in Table 1. They are denoted as (k (l 2,12) and . • 

(k3,13). 

(2) The block b is locally DCT transformed and quantized at the locations (k1,11), (k2,12) and (k3,13) 

with the quality factor Q parameter. Let YQ(lci YQ(k2,12) and YQ(k3,13) be the quantized -coeffi-

cient values at the selected locations. 
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(3) If 1Y Q(k 1,11) I , I YQ(k2,12 l and I YQ(k3,13) I form any of the invalid patterns as illustrated in Table 2, 

return False, otherwise return True. 

Algorithm 2(c): write(b, ci) 

Assume that a valid three-element location set of the block b has been pseudo-randomly selected. They 

are denoted as (k 1,1i), (k2,12), and (k3,13). The block b is locally DCT transformed, and quantized at the 

locations (k1,11), (k2,12) and (k3,13) with the quality factor Q. Let YQ(k1,11),YQ(k2,12), and YQ(k3,i3) be 

the quantized coefficient values at the selected locations. 

(1) When ci=1, modify the YQ(k1,11), YQ(k2,12) and YQ(k3,13) such that they satisfy the following 

conditions: YQ(k 1 ,11) > YQ(k3,13) + D, and YQ(k2,12) > YQ(k3,13) D 

(2) When ci=0, modify the Q(k1,11), Q(k2,12) and YQ(k3,13) such that they satisfy the following condi-

tions: YQ(k hit) D < YQ(k3,13), and YQ(k2,12) + D < YQ(k3,13) 

(3) YQ(k YQ(k2,12) and YQ(k3,13) are de-quantized, inversely transformed (IDCT), and written 

back to the block b. 

Algorithm 2(d): read(b) 

Assume that a valid three-element location set of the block b has been pseudo-randomly selected. They 

are denoted as (k 1,11), (k2,12), and (k3,I3). The block b is locally DCT transformed, and quantized at the 

locations (k1,11), (k2,12) and (k3,13) with the quality factor Q. Let YQ(ki,11),YQ(k",1,), and YQ(k3,13) be 

the quantized coefficient values at the selected locations. 

(1) If YQ(kitit) > YQ(k2,I2) + D and YQ(10,12) > YQ(k3,13) + D, return I. 

(2) If YQ(ki,11) D < YQ(k3,13), and YQ(k2,12) D < YQ(k3,13), returns 0. 

(3) In other cases, the embedded bit in this block b has been damaged. 

3.2 Black/White Rate-Based Label Embedding for Binary Images 

The value of each pixel in a binary image is either '1' or '0'. This determines that, in general, thitre is 

no 'noise' space which can be used for embedding additional information. To do it, we must find 

appropriate image areas where modifications for embedding labels do not affect seriously the quality 

of the original image. Obviously, these areas are varied with individual images or at least with types of 

images. 

The proposed method for binary images is based on the ratio of '1' and '0' in a selected block. Suppose 

•1' represent black bit and '0' represent white bii in the source binary image. Let P1(b) be the rate 

(percentage) of blacks in the selected block b: 

i
p i (b) = N(b)6--74— where N i (b) is the number of '1' in the block b. 

Since the sum of percentages of blacks and whites in a block is 100%, the rate (percentage) of whites in':fA 

the block b is Po(b) = 100 — P1(b). A bit is embedded into a block b in the following way: a ' I ' i 

embedded into the block b if 1) r(b) is greater than a given threshold, and a '0' is embedded into the: 

block b if P1(b) is less than another given threshold. A sequence of contiguous or distributed blocks is 

modified by switching whites to blacks or vice versa until such thresholds are reached. 
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We have classified two categories of binary images on which the generic method described above can
be applied. These binary images are identified by distribution feature of blacks and whites. The first 
type of binary images is dithered image in which the black and white are well interlaced. The second . 
type of binary images is black/white sharply contrasted images in which there exist clear boundaries 
between black and white areas. 

Two modification strategies are adopted for these two types of binary images, respectively. For 

dithered binary images, modifications are well-distributed throughout the whole block: the bit that has 

most neighbors with the same value (either black or white) is reversed. For sharply contrasted binary 

imaees, modifications are carried out at the boundary of black and white pixels: the bit that has most 

neighbors with the opposite value is reversed. At the borders of the contiguous block, the neighbor bits 

in the neighbor blocks are also taken into account in both approaches. Two examples of both modifica-

tion strategies are illustrated in Figure 4 and 5, respectively. 

—1110.* 

Figure 4. Well-distributed modifications 

space for robustness 

'0' 

Figure 5. Modifications at black and white boundary 

space for robustness 

f 
12.0-3•1 R0-29, 120-X R0 50 RI R t +X 1114-2q. 110-3.X. 

Figure 6. Achieve robustness in the black/white rate-based embedding method 

Let R 1 be the threshold rate for ' J. '. Thus, the threshold rate for '0' is R0 = (100%—R 1 ). Let Abe the 

robustness degree against image processing of labeled images. It represents the number of bits that can 

be altered after image processing without damage of embedded bits. For example, when X is 5%, 

alternation (i.e. reversion from ' I ' to '0' or vice versa) of less than 4 bits in a block does not damage the .

embedded code. Our experiments have shown that the following values of them are the reasonable 

choices both in robustness of embedding code and the modification visibility: 

R t = 55, Ro = 45. and A. = 5. 

The algorithms to write and read a label into and from a binary image are described in Algorithm 

3(a)-(d). 

Algorithm 3(a): check_write(b, ci) 

( I ) If Pr(b) > R t + 3*X or P t (b) < Ro —3*X, return False. 
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(2) When ci=l, if P 1(b) < Ro, modify the block b such that 

P 1(b) < Ro— 3*X, 

and then return False. 

(3) When ci=0, if Pi (b) > R I , modify the block b such that 

P i (b) > R 1 + 3*1, 

and then return False. 

(4) For other cases, return True. 

Algorithm 3(b): check_read(b, c1) 

(1) If Pi (b) > Ri + 2*X or Pi(b) < Ra — 2*X, return False. 

(2) For other cases, return True. 

Algorithm 3(c): write(b, c1) 

;7' 

Assume that a valid block b has been pseudo-randomly selected. A bit ci is embedded into b 1:3?:41 

switching blacks to whites or vise versa using the different modification strategies described above 

order to reach a specified threshold rate. 

(1) When ci=l, modify the block b such that: 

P l (b) > Ri and P l (b) s R t + X. 

(2) When ci=0, modify the block b such that: 

PIN Ro and Pi(b) > Ro— X. 

(3) write the block b back to the image. 

Algorithm 3(d): read(b) 

Assume that a valid block b has been pseudo-randomly selected. 

(1) If Pi(b) > 50, return 1. 

(2) If P1(b) < 50, return 0. 

(3) For other cases, the embedded bit in the block b has been damaged. 

4 Conclusion 

The 'SysCoP' has been implemented on UNIX platform, and provides a graphical interface, a set C:'? 

UNIX commands and an API (Application Programming Interface). It currently supports JPEG, PPIVA 

GM, and Tli-1- image formats. Experiments have been carried out to demonstrate the robustness of of

methods against image processing. For the gray-scaled and color images using the JPEG-base 

embedding method, three images were labeled, and then processed by JPEG compressionformq 

conversions and color reduction. In general, the results are quite satisfactory and meet the bass, 

requirements for embedding codes as copyright labels. Due to the space limitation of the pape4 

concrete results are omitted. For the binary images, a dithered TIFF binary image and a ,sharp" 

contrasted TIFF binary image were used in our tests. They are labeled first with RI= 55% and tff:11 

robustness degree (X) 5%. The labeled TIFF images are then smoothed and convened to PBM. 

embedded codes were not damaged in both labeled imaees after smoothing and conversions.' 

Our methods are still weak against physical damages (-e.g. cut a pixel line, grab an area, -etc. .. 

Currently, we address this problem by allowing the user oto specify 'valuable or sensitive' areas of r. .. 
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image into which labels are (repeatedly) embedded. Thus, cutting a part which is not in these areas 

does not damage embedded labels. 

The methods described in this paper for embedding robust copyright labels for images have been 

extended to support MPEG- I . Two additional attacks in embedding copyright labels into MPEG- I • 

videos have been identified: removal .of frames and re-compression with different patterns. To be 

resistant against them, the copyright label is repeatedly embedded into each frame. Thus we ensure 

that the label can be retrieved from each I-frame regardless of re-compression with different patterns. 

Furthermore, we are developing new labeling methods for other digital media, i.e. structured electron-

ic documents (e.g. PostScript, SGML documents) and audio data. In addition, a WWW (World Wide 

Web) image copyright labeling server incorporating the methods described in this paper is being 

developed. 
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0 OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image problems checked, please do not report these problems to the IFW Image Problem Mailbox. 
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4 Statistical tests 175 

5.15 Algorithm FIPS 186 one-way function using SHA-1 

INPUT: a 160-bit string t and a b-bit string c, 160 < b < 512. 
OUTPUT: a 160-bit string denoted qt, c). 

1. Break up t into five 32-bit blocks: t = H11111211113 ill1411H5. 
2. Pad c with 0's to obtain a 512-bit message block: X4—c110512—b. 
3. Divide X into 16 32-bit words: xoxi . x15, and set m4-1. 
4. Execute step 4 of SHA-1 (Algorithm 9.53). (This alters the Hi's.) 
5. The output is the concatenation: G(t, c) = H1llf1211113111140.115. 

5.16 Algorithm FIPS 186 one-way function using DES 

INPUT: two 160-bit strings t and c. 
OUTPUT: a 160-bit string denoted G(t, c). 

1. Break up t into five 32-bit blocks: t = tuft] litzlitAlita• 
2. Break up c into five 32-bit blocks: c = eolICIIIC2IIC311C4• 
3. For i from 0 to 4 do the following: 
4. For i from 0 to 4 do the following: 

4.1 b14—e(44-4)mod5, b2+—c(44-3)mod5• 
4.2 a14—xi, a2 4—x(i+1)mod5 e r(i+4)mod5• 
4.3 A4---a1iia2, /34—Y1 1162, where VI denotes the 24 least significant bits of b1. 
4.4 Use DES with key B to encrypt A: yii—DESEr(A). 
4.5 Break up yi into two 32-bit blocks: yi = LillRi. 

5. For i from 0 to 4 do the following: 9 R(i+2)mod5 631 L(i+3)mod5-
6. The output is the concatenation: G(t,c) = zollzi Ilz211z3lIz4. 

5.4 Statistical tests 

This section presents some tests designed to measure the quality of a generator purported 
to be a random bit generator (Definition 5.1). While it is impossible to give a mathematical 
proof that a generator is indeed a random bit generator, the tests described here help detect 
certain kinds of weaknesses the generator may have. This is accomplished by taking a sam-
ple output sequence of the generator and subjecting it to various statistical tests. Each statis-
tical test determines whether the sequence possesses a certain attribute that a truly random 
sequence would be likely to exhibit; the conclusion of each test is not -definite, but rather 
probabilistic. An example of such an attribute is that the sequence should have roughly the 
same number of 0's as l's. If the sequence is deemed to have failed any one of the statistical 
tests, the generator may be rejected as being non-random; alternatively, the generator may 
be subjected to further testing. On the other hand, if the sequence passes all of the statisti-
cal tests, the generator is accepted as being random. More precisely, the term "accepted" 
should be replaced by "not rejected", since passing the tests merely provides probabilistic 
e!viderce that the generator produces sequences which have certain characteristics of ran-
oorc: 

§5.4.2 provide some relevant background in statistics. §5.4.3 establishes 
i•v;1;z: ..:;. !icr; and lists Golomb's randomness postulates. Specific statistical tests for ran-

:.f:t described in §5.4.4 and §5.4.5. 
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I

68 Intermediate Protocols 

Applications of Subliminal Channel 

The most obvious application of the subliminal channel is in a spy network. If 
everyone is sending and receiving signed messaees, spies will not be noticed 
sending subliminal messages in signed documents. Of course, the enemy's spies 
can do the same thing. 

Using a subliminal channel, Alice could safely sign a document under threat. 
She would, when signing the document, embed the subliminal message, saying, 
"I am being coerced." Other applications are more subtle. A company can sign 
documents and embed subliminal messages, allowing them to be tracked throughout 
the docurhent's lifespan. The government can "mark" digital currency. A malicious 
signature program can leak the private key. The possibilities are endless. 

Subliminal-Free Signatures 

Alice and Bob are sending signed messages to each other, negotiating the terms 
of a contract. They use a digital signature protocol. However, this contract 
negotiation has been set up as a cover for Alice's and Bob's spying activities. When 
tney use the digital signature algorithm, they don't -care about the messages they 
are signing. They are using a subliminal channel in the signatures to send secret 
information to each other. The counterespionage service, however, doesn't know 
that the contract negotiations and the use of signed messages are just cover-ups. 

The use of subliminal channels has led people to create subliminal-free signature 
schemes. These are digital signature schemes that cannot be modified to contain a 
subliminal channel. See [283,284). 

4.2 UNDENIABLE DIGITAL SIGNATURES 

The Alice Software Company distributes DEW (Do-Everything-Wordrm). To 
ensure that their software is virus-free, they include a digital signature. However, 
they want only legitimate buyers of the software, not pirates, to be able to verify 
the signature. At the same time, if copies of DEW are found containing a virus, 
there should be no way for the Alice Software Company to deny a valid signature. 

Conventional digital signatures can be copied exactly. Sometimes this property 
is useful, as in the dissemination of public announcements. Other times they could 
be a problem. Imagine a digitally signed personal or business letter. If many copies 
of that document were floating around, each of which could be verified by anyone, 
this could lead to embarrassment or blackmail. The best solution is a digital 
signature that can be proven to be valid, but one that the recipient cannot show to 
a third party without the signer's consent. 

Undeniable signatures, invented by David Chaum (207], are suited to these 
tasks. Like a normal digital signature, an undeniable signature depends on the 
signed document and the signer's private key. But unlike normal digital signatures, 
an undeniable signature cannot be verified without the signer's consent. 

The mathematics behind this protocol can be found m Section 16.7, but the basic 

idea is simple: 

• • 
• ••.•:.
. • ,fit • , 

••,•• • 
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4.1 Subliminal Cnartnei 
67 

Shakespeare, or a newsgroup on the Internet (371,872). There are no keys 

involved; this is a restricted algorithm. 

Gustavus Simmons invented the concept of a subliminal channel in a 

conventional digital signature algorithm 1821). Since the subliminal messages are 

hidden in what looks like normal digital signatures, this is a form of obfuscation. 

Walter sees signed innocuous messages pass hack and forth. but he completely 

misses the information being sent over the subliminal channel. In fact, the 

subliminal-channel signature algorithm is indistinguishable from a normal 

signature algorithm, at least to Waiter. Waiter not only cannot read the subliminal 

message, but he also has no idea 'that one is even present. (Of course, any warden 

who gives his prisoners computers and high-speed moderns deserves what he gets.) 

in general the protocol looks like this: 

(1) Alice generates an innocuous message, at random. 

(2) Using a secret key shared with Bob, Alice signs the innocuous message in 

such a way as to hide her subliminal message in the signature. (This is the 

meat of the subliminal channel protocol; see Section 16.6.) 

(3) Alice sends this signed message to Bob via Waiter. 

(4) Walter reads the innocuous message and checks the signature. finding 

nothing amiss, he passes the signed message to Bob. 

Bob checks the signature on the innocuous message, confirming that the 

Message  came from Alice. 

(6) Bob ignores the innocuous message and, using the secret key he shares 

with Alice. extracts the subliminal message. 

What about cheating? Walter doesn't trust anyone and no one trusts him. He can 

always prevent communication, bin he has no way of introducing phony messages. 

Since he can't generate any valid signatures, Bob will detect his attempt in step 

(3). And since he does not know the shared key, he can't read the subliminal 

messages. Even more important, he has no idea that the subliminal messages are 

there. Signed messages using a digital signature algorithm look no different from 

signed messages with subliminal messages embedded in the signature. 

Cheating between Alice and Bob is more problemati:t. In some implementations 

of a subliminal channel, the secret information Bob needs to read the subliminal 

message is the same information Alice needs to sign the innocuous message. If 

this is the case, Bob can impersonate Alice. He can sign messages purporting to 

come from her, and there is nothing Alice can do about it. If she is to send him 

subliminal messages, sljebajo_trust him not to abuse her private 

Other subliminal -channel implementations don't have this problem. A secret 

key shared by Alice and Bob allows Alice to send Bob subliminal. messages. but 

it is not the same as Alice's private key and does not allow Bob to sign messages. 

Alice does not have to trust Bob not to r.buse her private key. 
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A1.2 
DIGITAL AUDIO CARRYING EXTRA INFORMATION 

W.R.Th. ten Kate. L.M. ran de Kerkhof and F.F.M. Zijderveld 

Philips Research Laboratories 
P.O.Box 80000 

5600 JA Eindhoven. The Netherlands 

A BSTRACI 

A new technique is proposed which enables the inaudible ad. 
dilion of cilia information to an audit) signal. Full compat-
ibility with present-day transmission and reproduction 
systems is guaranteed. as the resulting signal remains in the 
same format. When reproducing the new signal on such 
equipment there will be no perceptible difference. The extra • 
information. however. can be retrieved by the use of addi-
tional signal processing. The technique of adding and re-
trieving extra information is described and applications arc 
presented. Special attention is given to the so-called 4.2-4 
coding. as the technique presented offers a very promising 
scheme for such a coding. 

INTRODUCTION 

The proposed technique is based on the masking effect III. 
Masking is the psycho-acoustic phenomenon which deals with 
the insensitivity of the human rat to sounds in the presence 
of other, louder sonnds. It is usually explained in terms of 
an upward shift to the hearing threshold, which is then re-
ferred in as the masking threshold. Masking is most effective 
for frequencies close to the frequency of the masking Sound. 
hut estends to both lower and higher frequencies. diminishing 
more rapidly to the lower than to the higher end. The same 
holds for the time characteristics: masking is strongest for 
'sounds occurring simultaneously. hut.is also observed in the 
time spans shards before and after the presentation of the 
masking. sound 

A direct consequence of the masking effect is that it allows 
the inaudible addition of extra information an an audio sig-
nal. The inaudibility is guaranteed if the sound power level 
of the added signal is kept below tlie masking threshold. 

In order to obtain a system carrying out such an addition. a 
method is required that adapts the extra information to the 
frequency and unit. structure of the audio signal in such a way 
that the masking rules known from psycho.acousties are sat-

, ;stied. Of cousse. the addition must be performed in such a 
way that the reinesai of the Cana informut;on is also possible. 
This paper propose site): a 1111:1h1)d 

1097 

The techniques on which the method is based arc quite similar 
to those used in subband coding systems (2). see Fig.l. The 
signals are filtered by a filter bank into subband signals, on 
which the addition operation is subsequently performed. Af-
ter addition. the resulting subband samples arc synthesized to 
a broadband signal. This signal will be perceived as the ori-
ginal audio signal. The extra information is retrieved by ap-
plying the retrieval operation to the subband signals. which 
have first been obtained by splitting the broadband signal. 

The principle behind the addition and retrieval operation is 
the quantization of the (subband) samples. It is the quantiz-
ing that makes it possible to add another signal in such a way 
that it can also be recovered: by applying the same quantizing 
to the signal which has resulted after the addition. the extra 
information is identified us the "quantizing noise'. 

The resulting broadband signal can be represented in formats 
according to present standards. So full eompatibilii is 
guaranteed and the signal can be transmitted and reproduced 
by the conventional systems. There will Ix no perceptible 
difference from the original audio signal if the power of the 
ciror signal is kept below the masking threshold. The error 
signal consists of two main components. namely the added 
signal and the error signal which is solely due to the applied 
quantization. 

In order to receive the extra information us well extra proc-
essing is required. This processing consists of filtering the 
broadband signal into subband signals again. quantizing these 
subband signals and specifying the quantization noise. which 
represents the information required. 

In the next sections the method will he outlined in more de-
tail. Subsequently. some applications will be presented. The 
concluding section summarizes the presented ideas. 

ADDITION AND RETRIEVAL 

The masking audio signal will be referred to as the main sig-
nal (Af). the information to be added as the auxiliary signal 
(.41. In order to clarify the addition and retrieval ntech• 
anisms. it is assumed that the auxiliary signal is itself an audio 
signal. Moreover, the ausiliars and main signal are assumed 
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to exhibit some correlation. Based on these assumptions the 
method can be explained as follows: 

Because the masking properties of a signal arc dependent on 
both its time and frequency structure, the audio signals M 
and A are first filtered into subbands, see Fig.l. To make a 
suitable choice of the bandwidths of these subbands a trade-
off has to he made between benefitting from the masking ef-
fect and the resulting technical complexity 12). The analyzing 
and synthesizing filters are required to be (nearly) perfect-
reconstructing f3). 

As in subband coding 12). the power of the main signal in each 
subband is estimated. Based upon these estimates, the maxi-
mal signal level which can be masked in each subband is de-
termined. Next. the subband components of the main signal 
arc quantized according to these calculated levels. The 
quantizing should be such that the resulting quantizing noise 
together with the added information will be masked by the 
main signal. The quitntizing operation is described by 

Q(sample):= ortep • ROUND(samplelqsrep). II) 

where sample represents the value of the sample being quan-
tized, Q(sample) its value- after the quantizing, and eisrep the 
step size according to which the sample is quantized. Clearly. 
if the signal has a large masking capability, a large value fur 
distrp ran be assigned. In fact. the quantizing is the principal 
step by which it is possible to add and retrieve information. 
After quantizing, the main-signal's subband-samples can only 
be integer multiples of qsrep. Consequently, the samples' 
values arc allowed to be changed by adding any value in the 
range (•V3q.orp.+ ,4ristep), as they can be recovered by ap-
plying the quantizing operation again. What is more, the 
added value can then be determined as well. as it appears as 
the difference between the changed and rcquantized value, see 
Fig.2. Clearly. this value is going to represent the auxiliary 
signal. 

The resulting subband signals arc synthesized to a broadband 
signal prior to transmission. Because of its compatibility it 
can be reproduced by the equipment currently in use. There 
will be no perceptible difference. The extra information can 
be retrieved by adding extra processing circuitry to this 
equipment. This extra processing consists .of filtering the 
signal into subband signals again and determining the added 
values by applying the quantizing operation Eq.(I). For the 
sake of clarity it should he noted that the 'transmit' action 
in Fig.2 also represents the synthesizing and analyzing filter. 
ing. 

The quantizing can be interpreted as the addition of a noise 
signal with a (sower given by 14) 

12 
21 

Similarly. the addition representing the auxiliary signa! con-
tributes to the noise in the main signal It is reasonable to 

1398 

suppose that the upper bound of the power of this addition 
is also given by Eq.(2). As the addition and quantization 
noise arc uncorrelated, a total power of at most twice the 
value expressed by Eq.(2) results as the noise power to be 
masked by the main signal. 

The addition of the auxiliary signal to the main signal is to 
be performed by adding numbers with a value in the range 
(-Vtqsrcp.+ '13g:rep). These numbers are obtained by atten-
uating the auxiliary signal sufficiently. c.f. Fig.2. The amount 
of attenuation depends on the strength of the auxiliary signal 
and on the available room @rep. As the main and auxiliary 
signal are correlated these two parameters are related as well. 
and the required attenuation factor can be obtained as fol-
lows. 

When L levels arc used to represent the main signal, L being 
an odd integer, the maximum absolute value of the main sig-
nal after quantization will be 

L — I 2 qsrep. 

So the largest possible value before quantization is given by 

--,— *step. (3B) 

Assuming that the main and auxiliary signal are fully corre-
lated. the values of the auxiliary-signal samples will also' range 
up to thc maximum given by Eq.(313). Consequently, the at-
tenuation factor to be applied to the auxiliary signal results 
us 

*step 

Ruin =. r. • risrep. 
(4) 

Because in practice thc two signals arc not fully correlated, 
sonic further attenuation, by a fixed amount of, for example, 
0.80. should be applied to avoid quantize overload. 

After attenuation it must be checked whether the resulting 
value is in the required range of a half <prep. If not, a clipping 
to Vagsrep will be performed. Experiments have shown that 
quite u large number of clippings can be tolerated before they 
will become perceptible audibly. The reason for this is attri-
buted to the masking properties of the auxiliary signal. Be-
cause the errors due to clipping are confined to the same 
frequency range and because they only occur nt the large 
valued samples, they can he masked by the auxiliary signal. 

In order to retrieve the auxiliary signal from a received 
(broadband) signal, first the filtering into subbands has to he 
applied When, after quantizing the subband samples. the 
sizes of the added numbers arc determined. these numbers 
have to he amplified to obtain the original strength of the 
auxiliary signal. The amplitica:ion factor is given by the in-
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verse of Eq.(4). corrected for the amount of further applied 
attenuation. Synthesizing the resulting subband signals will 
finally lead to the retrieval of the auxiliary signal. Fig.3 de-
picts the total scheme of addition and retrieval in further de-
tail. 

DISCUSSION 

In the foregoing it was assumed that the auxiliary signal was 
correlated with the main signal. For this case a scheme for 
the addition was presented. In the case of uncorrelated 
signals. however, it is still possible to add (and retrieve) both 
signals under the constraint that only one of them car. be 
perceived. In that case, we consider the auxiliary signal as 
an arbitrary hit stream representing some information. (It is, 
of course, apt to first apply a data-reduction algorithm (21 to 
the auxiliary signal before adding it to the main signal.) 

Depending on the room available at a certain moment. a 
number of bits can be added to the main signal. The available 
room is determined by quell (Eq.(I)). The group of bits to 
be added at that instant are transformed into a number, e.g. 
'MI' is transformed into '5'. Next. the number is scaled so 
that it fits into the range (0.qsrep). So. in the given example 
a scaling by 0470 is to be applied. This scaling parameter 
directly indicates how the number of bits which can be added 
depends on the size of qstrp. Finally, a shift over -Vstystep is 
applied. so that we arose at a number which is in the range 
(- + 'Atistrp). The further processing continues as de- • 
scribed in the previous section for correlated signals. 

In the paper the filtering is assumed to be performed accord-
ing to a subband scheme, as we believe that such a scheme 
offers the best results obtainable in a technical implements-
Wirt. As far as the ideas described arc concerned, however. 
the choice of the actual frequency-selective scheme is of no 
importance. 

Concerning the filter banks there is a point which requires 
consideration. In order to reduce the system's complexity. 
maintain, filter hanks arc used. Such filter hanks show u 
time-variant behavior with a period of the largest down sam-
pling factor. Perfect-reconstruction-type filter banks arc de-
signed in such a way that this time variance is not noticeable 
at the input and output terminals. Here. input and output 
terminals refer to the usual filter-bank configuration. which 
is the configuration in which the input and output signals arc 
in the broadband format having the highest sample rate. In 
our ease. however. the other configuration is used as well. i.e. 
the configuration of filter banks which synthesize subband 
signals at their input to a broadband signal and subsequently 
split this broadband signal into subband signals again. In 
fact. the 'transmit' action in Fig.2 represents this configura-
tion 

With respect to this new configuration. the filter hanks arc 
required to he (nearly) perfect -reconstructing us well. This 
requirement is automatically nut by the perfeet• 
reeolistruction condition for the usual configuration This 
can he seen h) con, iderine the cascade of an analyzing. a 
iyn:hesiziag and again an analyzing filter hank. Because the 

IOW 

filters ire designed so that the two broadband signals in this 
cascade are equal, the subband signals at the input of the 
synthesizing filter bank should be equal to those at the output 
of the second analyzing filter bank. 

The time-variant behavior should also remain unnoticeable in the new filter-bank configuration (i.e. synthesizing followed by analyzing). This is only achieved if we ensure that the total delay is an integer times the sampling period at the lowest sampling rate, or, equivalently. when expressed in sampling periods at the highest sampling rate, if the total de-lay is an integer times the highest downsampling factor. In other words. it is necessary to synchronize the downsamplers in the analyzing filter bank at the retrieval (receiver) site with the upsamplers in the synthesizing filter bank at the addition (transmitter) site. 

On the other hand, when no up- and downsampling is ap-plied, the time-invariance condition will be satisfied, at the expense, however, of automatically fulfilling the perfect re-construction demand. Because of the bandpass properties of the filters in the filter bank this demand can only be satisfied 
when the subband signals are sampled at their critical rate, because in that case the bandwidth of the bandpass filter matches that of any conceivable subband signal (Remind that 
due to the processing the spectrum of the subband samples is 
extended over the total available bandwidth given by the sampling rate). 

APPLICATIONS 

The applications of this new technique are .manyfotd. It is 
convenient to make a classification of the information to he added according to its representation: if it is another (corre• hated) audio signal or if it is simply representing data (bits). Different processing strategies arc required in each case. Audio signals are to be divided into correlated and uncorre-hated signals. As mentioned in the previous section, uncorrc-Iatcd auxiliary signals arc to be considered as a bit stream of data and processed accordingly. The processing of correlated signals was described in the main section of the paper. The data can be. for example. extra features (control data). Ex• 

°mites of correlated signals arc an ancchoic recording and a 
dummy-head recording. 

A very, convincing application of this new technique concerns the so-called 4.2-4 coding. Nowadays movies often have four 
audio channels. Up to now for use at home in TY sets the 
signal has been constrained to tao channels. us the room 
available for transmission does not allow more. For this reason the original four signals ate mixed into .4 stereo signal, 
thereby nullifying the 4-channel sound sensation. To over-come this problem. the mixing is usually performed by some 
kind of matrixing by which it is possible to retrieve some im-
pression of the original four channels 15). 

With the technique presented. hoacier, it is now possible to 
generate a 2-channel signal which is fully compatible with the 
mixed stereo signal. but which can aiso be converted into the original 4 -channel ‘crs,e)i:. The following matrix can tie used 
to mix the original four signals L. R. C and S 
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• ' a 

L + (c + S). 

.412 R + 11: ‘ iT (C S). 

A, = (C S). 

A. = ‘ l:T (C — S). 

(5.4) 

(5B) 

(SC) 

(SD) 

The signals :If, and .412 compose the new left and right verco 

signals respectively. In addition. they each serve as a main 

signal to carry one of the (auxiliary) signals A, or As ex-

pressed by Eqs.(5). the main and auxiliary signals ore corre-

lated, and consequently the described addition and retrieval 

algorithms for such signals can be applied. 

Listening to the resulting signals produces the sensation that 

the pure M, and M: arc being transmitted. By applying the 

necessary additional processing, the auxiliary signals A, and 

4: can be retrieved. By subsequently executing the inverse 

matrix operation of Eqs.(5) we will finally arrive at four 

signals which exhibit the same perceptual experience as the 

original four. Note that, besides the much better channel re-

solution obtainable with this coding scheme, the composition 

of the compatible stereo signal out of the four original signals 

is done in a much more attractive way than in other 4-2-4 

coding schemes (5,6). 

The performance of a real-time version of such a 4.2-4 coding 

system confirmed our expectations, demonstrating its power 

as well us the improvement obtainable compared with the 

mixing procedures in use until now. 

SUMMARY 

A new technique. based on the masking am. is proposed 

which enables the inaudible addition of extra information to 

an audio signal. It opens the way to a whole new area of 

extensions for audio andior video with audio. while remaining 

compatible with present-day standards. 

As a major application of this new technique a new 4-2-4 

coding scheme is presented. having an increased channel re-

solution. The scheme offers full compatibility with present 

2-channel transmission and reproduction systems. white 

through the incorporation of extra processing it also provides 

the possibility of reproducing the original 4-channel sound 

sensation.
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2. M-SEQUENCES 
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This paper discusses the feasibility of coding an -undetectable' 
digital water mark on a standard 512'517 menus,/ image with 
an 8 bit gray Scale. The watermark is capable of carrying such 
information as authentication or authorisation codes, or a 
legend essential (or image interpteution. This capability is 
envisaged to find application in image ugging. copyright 
enforcemeru, counterfeit pi..nection. and controlled access. 
Two methods of implemenution are discussed. The first is 
based on bit plane manipulation of the 1.50, which offers easy 
and rapid decoding. The second method utilises linear addition 
of the water mark to the image data. and is more diffKuh to 
decode, offering inherent security. This linearity property also 
allows some image processing, such as averaging. to take place 
on the image. without corrupting the water mark beyond 
recovery. Either method is potentially compatible with JPEG 
and MPEG processing. 

I. INTRODUCTION 

The artricience of hiding messages is known as stegarrography 
Conventional techniques involve the encryption of a 

copyright message on one colour of a composite image. The 
method described in this paper relies on the manipulation of 
the L..513 of any colour or monochrome image in a manner 
which is undetectable to the eye. The embedded message is 
decoded and can removed from this modified image in order to 
tecover the original information. The desirable properties of an 
electionZ water mark are undctectabiltry and accurate recovery 
of the hidden message. In general. the problem of embedding 
an invisible watermark and is subsequent extraction falls into 
the category of matched or adaptive filtering (21. The authors 
have developed a simple modification of such a scheme. In 
order to render the watermark undetectable, encoding with r0-
sequences was chosen. because of their balance, random 
appearance and good auto-correlation properties (a single peak 
with no sidelobes). which simplify the recover/ process (3). In 
praptice, extended in-sequences were employed, being 
commensurate with the image size fr) and exhibiting a null in 
autocorrelation around the main peak Val. Two dimensional 
analogues such as Costas Arrays were studied, but were 
rejected because of their sparse nature Di. For simplicity, we 
hive chosen to encode the water mark by the choice of in-
sequence phase. (An alternative method could cue the choice of 
msequence to determine the dau byte). This paper 
demonstrates the feasibility of such encoding and the accuracy 
of the message extraction. 
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NI-Sequences can be formed from starting vectors by a 
Fibonacci recursion relation, which can be implerrienut by 
linear shift registers. They are of maximal length (2'-I) for a 
vector of length is. The sequences thus formed (or the 
polynomials by which they can be generated) form a finite 
field called Calais Field. The autocorrelation function and 
spectral distribution of m-sequences resemble that of random 
Gaussian noise. The cross-correlation of m-sequences bas 
been examined makhcmatically and empirically in (6). 17! 
and (8). Certain families of sequences Maximal connected 
$0.3).have beers known to possess desirable cross-correlation 
properties (9). Images encoded with m-sequences or one bit 
Gaussian noise are statistically indistinguishable from each 
other arid only visually distinguishable from the original it 
the image contains large areas with a small iniensiry 
variation. In many imaging systems the LSB is corrupted 
hardware imperfections or quantsation noise and hence its 
sacrifice is of limited significance. The exact choice of axle 
depends on the amount of data to be embedded. The error,
involved in image transmission, arid the degree of securtn. 
required (10). The Monsill group has performed extensi‘e 
analysis of m-sequence codes arid their correlations (8). The 
vulnerability of msequences to cracking is characterised ti 
their span (2n). which is the dimension of the matris which 
must be diagonalised in order to determine the shift register 
configuration (31. In the case of the linear addition of the rri. 
sequence to the image LSB. die code cracker must know Ole 
image content without errors in order so determine the 
encoding sequence. The span of these sequences can be 
increased by forming compound codes (Gold or K-asami) or 
by performing non-linear mappings, such as in the GM'. 
sequences (3). The number of available sequences viries 

according to the operations performed. Also. it is possible ic 
utilise other sequences of the de Bruijn type, such a. 
Legendre sequences, based on residues, and ca.usrdcl: 

• difficult to crack Ill). 

3. METROOS OF INCORPORATING THE 
WATER MARX 

Our experiments were conducted on 512'512 8 ba gra 
scale images encoded on a line by line basis with ft 
sequences 2' pixels long. The first method involves th
embedding of the m-sequence on the LSB of the image clau 
The origirtal 8 bit gray scale image eau is capable r 
compression to/ bits by adaptive histogram manipulation. 
this ploccss Is followed by a compensating mapping
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restore the dynamic range, the resulting image is practically 
,nj tsiinguishable from the original. The above process enables 

the LSB to carry the watermark information. The watermark 

.an be decoded by comparing the LSB bat pattern with a stored 
,sounterpan. The watermark message can 'be carried by the 
;hone of sequence (or its complement) and its phasing. A 
v.:nemitiC equivalent of the decoder is shown in Fig.l. 

The second method uses LSB addition for embedding the water 

murk. As a result, the decoder is more complex, as shown in 
fig.7. The decoding process makes use of the unique and 
optimal auto-correlation furicticrt of m-sequences. The process 
requires the examination of the complete bat pence's, and in its 
current implementation. must therefore be performed off-line. 
vnrch is its principal disadvantage. Hows.er, it is muinsscally 
metre secure. since a potential code breaker has to perform the 
same cipttallOnS, without any a-priori knowledge. The 
Decoding process is 1101 completely error free, due to partial 
correlation of the image data with the encoding sequence. '.his 
may be suppressed by a deliberate compression of the image 
i namic range followed by a compensating mapping or the 
Lookup able. which leads to gray scale quantisanon effects. 
Analysis of the image histogram indicates that a 3 bit dynamic 
range compression ((corn 8 bits down to S bits) sharld permit 
threshold detection to be successful. Alternatively the 
application of a longer sequence of length 7'1 or better filtering 

detection algorithms should have a smiler effect, Since the 

4w-correlation peak is typically very sharp. {superimposed on 
J significant. but slowly varying background) is ts possible to 
emplm simple filtering techniques to extract it. Various Length 
dr,puist response filters were tested in single and multi-pass 
.--n!Igurations. The differential filter (with kernel .{.-1.4.-1.-1) 
•as found to yield optimum results for 512'512 images with a 
-•tart Mt•sequence. The separation of the image crosscorrelaiton 
:•,:.idgram into image and message peaks shown in Fig. 3ra) 
,n..1 (hi demonstrate the feasibility of using thresholding on the 
..ross-correlation values as a simple and rapid technique of 
nicssacr decoding. The possibility of false positives and false 
necatives was also investigated in terms of the effect the image 
...Men; has on the auto-correlation function. The effects of 
Alittn; two distinct messages to the same rouge each encoded 
using a different m-sequence and then added to the image was 
investigated in terms of their effect on each other and their 
recovery ability. Such an linage could contain two water-
marks: one for the hospital, and one for die radiologist. Fig 4. 
.410.1 some images to which the water mark has been added. 
The composite irr.age of Fig 4(a) has been changed to that of 
Fig 4(b) with the addition of the water mark, with a enlarged 
devil shown in 4(c), The cross-correlation after filtering of 
the image is shown with (above) and without (below) the 
vaternart in Fig 4(d). The peaks are visible as a series of 
talk white dots in the lower right portion of the figure, 
whose position determines the message leder (in this case the 
message is "aabbccA.ABBCC repeated four times). This 
suggests that the water mark is undetectable only us 
circumstances where low-level paussian noise is expected. 
Typically this does not include computer generated images. 

4 APPLICATIONS 

The objectives of this project are to investigate the feasibility 
of embedding undetectable watermarks for the purposes of 

.image integrity verification, tagging and copyright 
infringement protection and controlled image access. The 
anticipated applications include medical images. commercial 
photographs and videos. sensitive documents such as patents. 
artwork, and computer generated images. 

47 

S. FUTURE WORK 

The authors arc investigating LMS adaptive filter extraction 
algorithms to determine an dpitmum technique with minimal 
image dependence. We will explore the effects on the 
watermark due to cropping arid distortions such as skew. 
rotations. translations etc. arid countermeasures against 
these. These may include bit-swapping or diagonal raster 
folding of sequences into m-arrays (121. These operations 
arc facilitated by oor choice of extended in-sequences of 
length r. The desirability of tamper-resistant watermarks 
could be a function of the application. Some implementations 
may be better served by reaming a distorted watermark as 
evidence of the illegal act' This aspect requuel further 
study. 

6. CONCLUSIONS 

This paper examines the feistbility of embeddmg a digital 
water mark on test images. The main problems found with 
adding the water mart is in retaining the dynamic range of 
the original image and the auto-correlation output. The paper 
discusses a method which would avoid the sacrifice of the 
LSB for the insertion of the sequence, and the ramifications 
on image processing and compression. The techniques used 
and contemplated for watermark coding and detection are all 
compatible with hardware implementation in standard sire 
p:ogrammable gate array IC's. Such implementation would 
be capable of on-line, real time algorithm execution. 
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ABSTRACT 

I 

• ' 1- 7 . • • . . 

• 'Watermarking techniques., also referred to- as digital signature, sign' images by Einttodneing chringet"thati are .2! 
imperceptible' to thehuman eye but easily recoverable by a computer program. .Generally, the vitaaturt la a 

::••• .nuniher-whichidentifi , -the owner of the image. .The locations in -the image where the signature is•einbedded are 
dir4r nlined 1;,y.a secret . key.. DOing so prevents possible pirates from easily removing the signature... ilirthermorei it
shoUld blep.OSSible to retrieve the signature froth an altered image: POssible alternaltions signedimageSinclude 
blurring, compression arid tcometrical transformations such as rotation.  and translation. These Alterations. are 
feet-red io .-as attacks. A new Metbod .based on amplitude modulation is presented. -Single signature bits art
multiply' embedded by modifying pixel values in the blue channel. These modiftatio4s. are either additive or 
subtrateve depending on the value of the bit,. arid proportional to the luminaiscei This: new method-ha& shOWn 
to be resistant to both classical attacks, such as filtering, and geometrical attacka! •Morbover. the-signattire'Can 
be extracted withoUt'tbe original irriage.. 

3Seywordc: Watermarking; *digital signature, copyright, color image, geemetrial attiack, sttgatography 

I • • 

. INTRODUCTION •

e •
...

• ;The mergence of digital imaging and of digital networks has made duplication of original artwork easier. In. . 
i • • i.• 

or er 4.6 proteCt.these creations, new methods for signing and copyrighting visual dita.ase needed- Watermarking .: 
te  :Tiles, also.referred to as digital signature, sign images by intrOducing ,changes that are imperceptible to the
huinan. ye hitt easily. recoverable by a computer program. Generally, the signature is a: number which identifies • . 
the, ownier of the image. The locations in the image where the signature is embedded are- ditenisined by a secret. 
•key),. Do ng so.preveats possible pirates from easily removing the signature. Furthermore, it.sbould be possible to 
retrieve the signature from an altered image. Possible alternations of signed images include blturing, compression' 

" • and geometrical transformations such as :rotation and translation. These alterations are referred to as attacks. 

• 

BEST AVAILABLE COPY 

i i 
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, 
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Several twatermarking algorithms have been developed m the past. Van Schyndel et /IT and •Bender et al.: propoied al straightforward technique to sign gray scale images by adding a watermark. image to the original • image.. A nttiodification of the dithering rule was suggested by Matsui and Tanaka' Another approach is based on the:modification of DCT coeThcients within a JPEG or an MPEG encoder? 
•• 

The mats  drawback of these early techniques is the lack of robustness to attacks. Mote recently, a spread spectrum technique has led to significant improvements .3 Although it resists to filtering: it is vulnerable to • geOrnetiiCaliattacks such as rotation, translation and image composition. 

A new method based on amplitudemodulation is presented. Single signature bits 6e multiply embedded by modifying pixel values in the blue channel. These modifications are either additive or Subtractive. depending on the value of: the bit, and proportional io the luminance. This new method has show,n to be resistant to both classical and geometrical attacks. Moreover,•the signature can be extracted without the oriiinal image. 
This paper is structured as follows. Section 2 gives an overview of the new method. First the single embedding and retrieval of a single bit is described. _This process is then generalized to multiple thibechAng of the same bit and to enrbeilding •of multiple bits. Section 3 describes how robustness to geometrical attacks its achie‘4d. Section 4 shows some results arid finally some conclusions are drawn in section 5. 

2. ALGORITHM OVERVIEW 

2.1. Single;,bit embedding 

I • • 
Let 3 be el single bit to be embedded in an image I = {R,G,B),.eind p = (0) a pseudii-randordpositio.n ' 

• within This position, depends on a secret key K, which is -used as•a seed to the liseudriandoth number , • 
generator. 'The bit $ is embedded by modifying the blue channel. B at position p by a fitaction of.the luminance -0 0.290R .587G+ 0,.114B ai: I. . • 

• 

The maim requirements for a digital signature are both invisibility to the human eye and•:robustness to alte-
rations. 'To .nomply, with the first requirement the signature is embedded in the blue channel, which is the one the human ere is least sensitive to. Also, changes in regions of high frequencies and high luminance ate less 
perceptible, apd thus favored. Robustness is achieved by embedding the signature several times at many different locationi in the image. 

• {
 I First the single embedding and retrieval of a single bit is described. This process is then generalized.to multitile 

embedding °tithe same bit and to embedding of multiple bits. 

; I 
1 j • 

: • Bjj Bii + (2s — 1)1,0 
: I . (I); • . :where q as s.Oinstant determining the signature strength. The value 9 is selected such as to oiler best trade-of •'; between, rObusiness and invisibility. • 

• • • . • • • . . . 

i • . 
' 2.2. Sitigle bit retrieval 
. • •• • . 

' 
. . 

• In order to }toyer the.embedded bit, a prediction of the original value of the pixel conisinin the information 
'is needed. Thislpredictionis• based on a linear combination of pixel values in a neighborhoCd srcitnd p. Empirical . 
results have ihimn•that taking a cross-shaped neighborhood gives best performance. The prediction f3;i is thus 

S19 
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. .. I .
• i 1 

comOote&
I 
as: 

1 c 
1 Bij = — E Bi+k i + E Bi j4k - 2/31i ) 4c (2) I in-c k=-4 

where c it the size of the cross-shaped neighborhood. . 
; . ..

.
To retrieve the embedded bit the difference ö between the prediction and the actual value of the pixel ii taken: 

- I .. . ! 
6 = AI - bii I 

I (3) i 
The sign 'of the difference' 4 determines the value'of the embedded bit. . .! 

, . 
The  the retrieval functions are not symmetric, that is the retrieval function is not the inverse • 

of the embedding function. Although correct retrieval is very likely,it is not guaranteed' To further reduce .t.he. 
probability of incorrect retrieval,' the bit is embedded several times, as described in the utxt section.

2.3.. .Multiple embedding. 

• , • . 
-: 40....i.triprovittitieva) performance, the bit can be embedded n times at different locations. These n )3Ositiosia • 

p: ,.t.,p 1,„ are determined by a pseudo-random sequence. As before the' psetido-random number generatoi is 
initiislizef .vi9s.a.seed equal to the secret key. K. 

• . . 
By using a density parameter p, the redundancy control can be made image size independent. This density • 

• sivei .the' probability of any -single pixel being used for embedding. This value thus lies between 0 and 1, where . 
0 means that .no information isembedded, .and 1 that information -is embedded in .everk pixel. The number.of 
pixels used for embedding is•equa) top times the total number of pixels in the imaie. 

, . 
l .. . . . . . 

nit l'ocations for embedding are determined as follows: for each pixel of.tbe imige,.a pseudo-random notriber 
.. ..: is generated. If i is smaller than p, .then information is embedded into the pixel. Otherwise 'the pixel -is left 

intact. In this process .the scanning order is modified to make it image site independent. :Instead of scanning the 
imageline'by line, column by column, •a rig-rag like path h taken, as illustrated inifig-urq 1. •• 

. 41-10 , . ' 
...in. 1,0 •••••• ••• .11.0 . 0.1,  V 

I 

• 

• 

• 

.• 

. •. 

• • . ....• 

..: ! Figure 1: Modified image scanning order 

To' retrieve the 'bit; the difference between the prediction and the actual value of the-pixel is computed for . 
! Ieach 'Pk: •'

: . ; (4)6A = Bp, -14,. 
i 

! 

I

$20 

• -.•-:,•1•.••••,' • • • 

I. 
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• 

I 
These differences are then averaged: 

a_
c1Jl , ak

TO 12024290796 P.06 

til is the number of pixels contained in image 1. • i 
where 

1 
1 i 

The sign- of the average difference determines the value of the.multiple embedded hitt 
1 1 
i . 

. . 2.4. Extensions to an -m-bit s1gnature 

1 • 
. . 1 

Theie4ension to an rn.bit signature S {se,.... - I) is straightforward: let . be the n Positions 
selectdi for the .multiple embedding of a single bit. For each of these positions a signature bit is randothly selected 
and embedded. 

given 171 ••• 2 bit string to be embedded, 2 bits are added to the string to form an ni-bit signature: These 
two 146 axe always set to 0 arid 1, respectively. There are two reasons to do so: ! 

1. it. allos. t.:0 define a-tbreshold r which improves signature retrieval.• 2: it CI es a. geometrical reference which is used to counter geometrical attacks, Such is rotation. cropping, • 
transiation,

These items: are fursber•described in the next sections. 
ti

. •'2'.5.. . :411i3Otivt threShold 

• 
t 1

, 

. .. , .- . . 
ConSide4ng each difference ie that isnsed for information retrieval, the, left grapli.fin fiO ire 2 *arty shows 

that theitiO.of.P is avery good decision function: Bowever, the right graph suggests; that gter.aplattaa, this 
. . • is not so antmore: Therefore the decision function needs to be adapted. Since it is known that theewe first bits 

of the signatur.e have values. 0 and l s.respectively, this information can be used to compUte an adaptive decision 
. • threshold. 'this threshold is defined as the average between (3° and al: . 

. 
4 =  -- 

{ 7  7‘P > 
• 0 • otherwise • 

3. ROBUSTNESS TO 'GEOMETRICAL ATTACKS 

1 . , 
-It order to resist to geometrical attacks, it is required for the recovering algorithm toile able to deterptine what 

operation (translation, rotation) has been applied to produce the tampered image. To estimate Chit srpnsforrn, a 
reference, is needed. The two first bits of the signature can fulfill this requirement. Sin4e thesie bite always have 
the same value; a knOwn pattern is hidden within the image. By looking for this pattern the traxisfo as can be 
found. . i 

i 
. 

( 
1 • . 

. . . 
. Let G be. lhatransform applied to the signed image to obtain the tampered image J': J =li G(1 . 

 is assumed'thia the transform G is affine. Let (i,j) be the position of a pixel in J. The 
correspondingIxn:lw,it 

in, J 
:  

. i 
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.• • 

2 • 
4 

10 IS 20 35'
2.0 

.Signed image 

0.4 
02 

0 • 

, . • 1. 
• ' 

is ts 70 . 

Signed image after attack 

. • 

Figure 2; Behavior'of It. (delta) before and after .an image attack (low pass filtering) 

• 

i • • 

•ff,. •••• 

is' atpositionti, j)-and is related. Le (i,j) by:

1 
( 2 ) k I ) = ( 
I• 

' •• • • • . - • 

1

i 
0 b de . i: . 

I 
d 

3
1 i 7) 

0 0 1 1 l
I 

.wheie ci, .. ;e are theltransform parameters. ! 
. I 

. .. . In cider to retrieve the iignatute. the inverse 0 -1 of 0 is Deeded. By applying G- l

I 

i to .1 Abe image I is• • • • • • 
': zecoviied .aind the signature canthen.be extracted: . • 

.. ' • 1 i 
• . Thetratisfonn 0' 1 can be found by.looking for the pattern created by 'the two first bits{ of the signature. Let 
H be an estimation of 0 -1., and .114 the image obtained by applying../1 to .7. Let's first suppose that //..is.e(iial •
to' 0 -1. The two first lilts of the signature can clearly'be retrieved from /H. Also, the confidence of the :retrieval 
is very .1iiik that is the difference between 11 and i° is maximum. Suppose now that H is slightly different

• from 071 .1The signature can still be•retrieved but:the difference between P and S° is smailer tban..before. This .' 
• difference iets Smaller as the divergence between H and G.- I SUMS. 

• • ... . • • , . 
:The..difference. can thus be used as an optimization criterion q(H) defined as q(H) =i83(171).7 ;V"). As, . 

' mentiiirreiblefere, q(H) is maximal foi H = G . However the function q(H) is not a smooth function. Optirrii- • ,. 
• nation; me ods iuch as gradient descent would thus not be suitable. In this case full. search methods have to. be.

• • .• . . . •• : • ; . . 7-Useil. ' • • .i • • • .. • , • •.. . • . •.' • , . • 
• e i 

• 
• • , . • . 

• ., . alie.'Aeizch can be sped up slot if the nature cif the transform G is given. For instance if it is •knOwn that -the 
:transferip• is a pure translation or rotation, the search space is greatly reduced. ! I • .• - 

i • 

4. RESULTS I I 
i 1 • . 

• To confirm•the is risibility of the embedding process, an image (640 by 480 Pixels, 4-biticolor) with blue tones:
. ' .has been signecl:(see 'figure 3). For this particular. image, the parameters have been let as rfollows: the'signitUre 

S is 34 bits, long and its value is the 32-bit number 1234567890 augmented by the two constant bits 0 and 1, the 
emi;e•Aclini, density pis 0.55, theernbedding strength is given by q = 0.1, and the size of  !crossed-5h aPe window : .   

• ! • - 

522 

• • I 

4 • . )1' • :"'',.••:";*. 
• 

DISH - Blue Spike-408
Exhibit 1010, Page 0534



02-25-1991 1-0 sort, PROM SP I E TO 120242913796 P . OS 

is c = 

. -."." ..-"::••"1! . .,,, . .......• ..: .. 
. .. ........j.s .4 ...K.,i . , .,^ _...,.., ..... ,.- -••,....,. 

......1.0-< ... .....•,..,i . .1‘.,,.),. .......L, .,.., _ 

.• . 

. .••>7......„„..' .... 2"... .."'.." -: l '' ---.. '-:::1]. • . ' - ,'"7'::::{k ' 1:1744.;;; : '-' ;'::;." A:. • t?:., .: ,4. .. , . vv • ,. . 

•
'''' ' ' • ,.';• -.'-'1!--..- .-•-• .....,... .. •:-..- Et',,_•, ..t.":!••••-•• - ":;•.-:.:.:. - •.7:•, :---;.- .::...,•••••.-,;:-: •:<: !..,7:1-_,....":. ,...7:4;.7•;:,-,1•.:...4..;:.;: .z.,..4.,...... ..,...-4;‘.a.... . ‘..L......:•44.m.;;;4•-.."-. . - • • . 

.,.„. 
• •-•• 

• 

Original image 

.• 

1 

Alta a! -41 

• 

• .• 

. • 
•••• • 

• -• 
...a. . ••• • =',.., -4. • 

Signed image 

Figure 3: Invisible embedding of information 
To verify the robustness of the proposed method, the signed image has been attacked in se'Neral ways, namely; 

I 

• blurring 

• 3PEG encoding/decoding 
it 

• rotatiori 

• composition with another image 
. ; 

The next section= describe more precisely each of  attacks. Although in this cloctirns)11 coritprehensive result
are only wrovidtel for these four attacks, the method has also shown to be resistant to other attacks including • 
pixel spreadirigt pixelizing, color quantization, translation, (topping, and despeckling (median filtering): 

1 . . : 
4.1. Blurring.

• . : -I 
:.. I 

Figure 4 she, ws the ,signed image after .blurring. The blurring function is as follows. Each colar'value.is replaced .. 
by the avuage valve of pixels within a 5 by S neighborhood. . 

. . 
, . 

* i . . .-The vivo ippehe!right,laand eide:of figure .4 clearly indicates that the strength of the signature is muchlowered. .. 

. 
.

. 
.

. 
. ...,.•.1;,....t i he '84r_k., )1.1e.•:.averge absolute difference -between the 3' and the threshold .r goes do 'from about 2 • • 

. J . 
.l. .befOre the attack. (see- figure. 2) to .about' 0.1' after the attack. i • • 

I
I

. . . Althotigh•the.signiture is correctly retrieved after. the blurring, the limits-of the prpposcoi -method, appear.
Indeed the 131<clieb.very • close to the threshold and blurring the image even more %%Dull probiably result in an 
erroneous'Iiinitirre retrieval. However :the image quality would then also be much lower.) 

It

I' ' I 
1 
I 

S-23 

• • • • 
• . ".• ; • •••• •• • • 
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. • • • 

" • 

.:•r• ••••",•••:• • 
• ••••••• r.,•!'t.;;! ••• • 

•,•• • 

Blurred image 

41 

035 

0.0 

0.55 

0,5 

0.43 

0.4 

033 

0.3 

ars 
6.*  

d IC 30 25 30 
nunber I 

Retrieval quality 

Figure 4: Simple image attack: blurring 

f›BG encoding 

1. . • • 

F igult 5 'shows the signed image after a JPEG encoding/decoding cycle. The quality fictor for JPEG compres-

sion was act to 75 percent, which is the default value. Again the average absolute ildifference between the 6 k and 

the threshold r is mach lower than before the attack. However each 31 clearly' yes  on on.e•of the aides of the • 
threshold, and the signature can; thus be correctly retrieved with great confidence.) 

•.• ; 
!'

.4. 

• . 
• •• 

.17.: • •••••••1'ie•A --..--ac=n•-• • 
'• linage after ̀ JPEG compression/decompression 

. • s 
4 

0.! 

-03 

• 

Figure 5: JPEG attack 

4 15 16 
nunbc. • 

Retrieval quakity 

• 

ts 

4.3. Rotation . 

•7b test the.robirsiness of the: proposed method against geometrical attacks. t e signed image bas been rotated 

to the left•by an angle of 70 degrees (see figure 6). Considering that it is known that; the attack is purely rotational, . 
is!crimpUted tot every R defined as a rotation between 0 to 380 degrees. with increments ot5 degrees. The 

graph in figure 6 shows bow the valve .2(k1) is affected by the angle. Cleaily the optimum lies at -70 degrees, that 
! • ; 

• 1 ! 

":• '• ",' 
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• 

is, the amount by which the signed image was rotated. The signature <413 thus accurately be retrieved. Although a full search technique is used. the retrieval is still quite fast. Less than 20 seconds' 'were needed to do 30. 

• 

The signed image rotated 70 degrees to the left 

14 

12 

10 

41 

2 

0"0' .1e 

-160 MO 40 0 f0 100. 170 rc.auon r,

Searching for the transform: g(H) as a function of 
the rotation angle 

Figure 6: Geometrical attack: rotation 

4.4. *:Gonaposition with another Linage 

Figure 7 shows an example of image composition: Given two signed images, each b'eing sirned with a• different key, a third one is created by taking some pixels from the first one and some from the J,econdlone. This proCedure can also•bd seen as a mixture of cropping and translation. 

In this rase, the algorithm is able to correctly retrieve both signatures given the appropriate -icey$,. 

CONCLUSION 

• / 
. A .tiovelitechniOue.for image watermarking has been •presented. The signing process has.sbown:to be'ttnno-ticeable to he somas 'eye. It has also been demonstrated that the signature is immune to a variety of attacks,. includiig fi tering' compression, -and geometrical transforms. The resistance to the latter kind of attack•withotit the ne4d.foi the original image is the main improvement brought by this new method. 

. -1 • • • • The proposed algorithm could be improved in several ways. First, all color channels could be exploited. The strength of 'the signature in each channel would be proportional to the sensitivity of the human eye: to it. Also, robustness could be improved with' the use of optimal error correcting codes: The ;curren't algorithni already feature's a primitive error correcting code based on the multiplicity of the embedding. f.However, it is well known that re8uniansy. codes arc far from optimality. 

'The. authors would like to thank Vincent Vaermaz for providing the images. 
ton *Sr:21101m lwarkesation • 

1 

52S 
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Figure 7: Composition example 
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Using fractal compression scheme to embedi a 
digital signature into an image ! 

Joan Nate, Fred .I.ordan 

Swiss federal institute of technology 
Signal Processing Laboratory 

CH-1015 Lausanne 
Switzerland • 

Email: jordan@ltssg3.epfl.ch 
Tel.: •-+.41 21 693 70 89 
FAX: 4-41 21 693 70 90 

STR &CT 

.1 With ,'the increase in the number, of digital networks and recording devices, digital images appear to be a especially still images,,, whose ownership is widely threatened due to? the availability of simple. 
• rapicl'andytxrecCduplication and distribution means. It is in.this conceit that sekral turoptan•projects are 
devoted to finding a' technical sc4ution- which. as it applies to still images, introduces la code or Watermark 
into the:iroge data itself ThiS \f atermark "should not only allow one to determine the owner of the image. 
but also respect its quality and.be difficuh to remove. An additional requiremenF is thiat the-code should 'be..retrievabli by the only mean of the protected information. In this paper, we prOposela new scheme based 
on fracialleoding and decoding:In general terms, a fractal coder exploits the sp6ial redundancy within the 
image by Iestabltshing a relationship between its different parts. We describe a Way -4 use this relationship 

• as a means 'of 'embedding a Watermark. Tests have been'performed in order to measure the robustness of 
• the technique against JPEG conversion and low pass filtering. In both cases, very promising results have 

been !obtained. : 

I - 1 KeyvfOrds: digital signature. WaterMarking.- image. copyright ptotection, security, fractal rompresSion. IFS 
(Iterated Function Systems), FVT (Fractal Vector Technique), compression. internet • 

1 ".

. , Introduction .... . . . 

• • U.- i The context . .  • 1. •. 
• The 4.st .decade& have seen exceptional development in the field of multimedia systems. Henee... people's . needs will probably -become very dependent on this phenomenon, and in order that ',the true potentials of • -these; systemi'be properly exploited, some security mechanisms for privacy and -intellectual rights must be ' given . ; . . i. • . . . , In the case, of the, protection of still images, finding a general solution i s 1partieularly difficult. The increasini number .of digital networks and recording devices makes it'very naSy-tolcreate: distribute and copy: such material: For these :reasons, the demand for technical solutions! against piracy • is -rapidly increasing; among creators of multimedia information.

I • 
k I 

i • i • ! ' . • . • 

108 ' 

i 
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1.2. Sevei.al approaches 

Different approaches have been 'already presented. they all intend to face mainly finmai conversions, low •Flass filtering and data. compression. Whereas some works are based :on the direct modification of the pixels' hiMinance [1:2,3,73, some others make use of a predicted coding icherne [5) or e .IPEG compreiSion.;scheme [6). In (.4);itie 'mark is embedded in the LSB (Least Significant Bit) of. the pixels' values and it [8). the use of a freqUency• Modulation is done. Also, some techniques haiie been developed for.videct datX. which is.the case of Pl. • 1 .... i 
1.3, . Our iproPoss11. , • . . 

t • - . . In the f011buiing we propose a .novel approach to Watermarking. baSed on the fractal kheory of iterated transfordoations. For an image to sign we will construct its 'fractal code' in such a way that the decoded one includesla signature. Therefore. the signing algorithm consists of a coding-decoding process and retrieving the•sign4tar will . be•perferrned:as a fractal coder. A signature thus obtained will have the important chatacteistict of being undetectable without the appropriate key. . . . 
• • ThroUghl this; paper, some general concepts related to fractal coding techniques will be first explained. •followe.diby rpeir practical applications to ow coder and decoder. Afterwards, we will introduce the signing and :retrieving techniques as well as some results, focusing mainly on theit robustness against JPEG cbmpresSion 1 and Blurring (3x3 ' kernel) ' attack. finally, new ideas and • possible improvements to be • .performed .will be discussed. : .• . i • , . . 

I.. t II. - •Fracial Image Coding 
• 

, RI some:i general concepts . . • • ; • I . . , 
• I I The fracials ?theoryhas proved toe be suitable 'in many fields and particularlyi interesting in various.applications <I image compression. First important advances are due to M. F. Bampey ti,ho introduces :for • • the .first time the term of Iterated Function Systems (]FS) (.10..11,12.13) based on ..thei self-similarity of • fractal sets. 13arnsley's ;work assumes that 'many 'objects can be closely approxinitated 'by- self-similarity objects that might .* generated by use of IFS simple transformations.. From this assumption, the IFS can be Seen as:a relationship between.* whole image and its parts.' thus .exploiting the similarities that exist 1 t • 

": between kii iMageind its smaller pans. .. .   
At that ppintIthe main problem is, how to find these transformations or; what•is the same.ihow.to define The • IFS. There is. in fact, a version of the IFS theory. the Local Iterated Function Systems theory, *that minimia.s thi problem ;by stating that the image parts do not need to resemble the •whcile•intige but it is inffieient for ithemio be similar to some other bigger parts in it. . 

• • lt• was AMaue3 E. Jacquin who developed an algorithm to automate the way to find a set of transformations .: :, giving: a good quality to the decoded•images.J14), In Fractal cocling•methods based on *coin's work; the . : • main idea is to take advantage of the fact that different parts of the image at different 'scales are similar. As • ' : a Matter kr fict; they• are block-based algorithins that intend to approximate blocks of a determined 'size .with•contracmve transformations applied on bigger blocks. However, in theory the shape of the segments to • encode ii nottrestrieted.. 
'

' 11.2. .1'14 basic theory 
I • - - - • • . I • 1 . •

. . 

• The .main :idea of a fractal based image coder is to determine a set of contractive transformations to appreicirriate each block:of the image (or a segment. in a more :general sense). with a largr block. Some beiic 'aipects of the theory 'are given in the lines below (a clear and brief explanation can be found r .in.[15) and [16) ) :• • • I ' 
: . : ., Let's cOnirdeia.metrie: space (£ •, d) where d h a given metric and £ might be the space of the digital 'images. We 41i talk of a contractive transformation 8 : L—A . when :  

I i 
i I 

1 I 

• 

d( 6 ix), 13 (y) ) y) , x.yc OSs <I 

too 

113111i51111 - .• . 
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4 

• 

In this 'caul. exists a point x• such that: 

t = x" 
lim fin(x)= x• XE 

This _point it.called a fixed point. 
An IFS consists of a"complete metric spiee (f d) and a number of contractive" mappin 
The fractal ;transforrnation 'associated with an: IFS. is defined as: • 

B(E)= OBI(E)
• "St i • ; 

- .where t is ig.ny element of the space of non-empty compact subsets of f. 
If 

• " I I • Bi' is ecuirractilt'T for every i. then B is contractive and there is a fixed point for-which: I • 

: and . , 

A =B(A)=USI(A) 
Icl 

lim Bn(E) = A 

• 1 A is...called the. artracor of IFS and the transformations are usually chosen to be affine:. . . . . . . . .; • . . . • . once. B is Aeterminei3,.it is eas. y• to get the • decoded image by making use of the eontiactron-MipPing ' . TheoreM :. the transformation B is applied iteratively on any initial image until the successioppp of. images . dOes.nOuviry significantly. • • . . - . . . 
; ..I . . lioweVii, liven 3. set'M, how. to:find a contractive transformation B such that its attractor A We se to IN?• To ans er this question we have to apply to the Collage Theorem: . . . 

i.,
-For a s t Mt and "a contraction B with actuator A:

Bi defined on 

. I 

I 

f 

Nihere as the litiu!dorff Distance. . . 
Thai is' to say that we can guarantee that M 
close enough. . 
In terms of Bi , and combining the two .following expressions: • • • . . • • : • 

• ; . ...; . 

w.e get 

110 ,

. B(M)- M B(M) = 0 86(M) 

, • . • • . 
i .

•

NM, A) < h(KB(M)) 
1-s 

1 

and k win be sufficiently close if can make leand B(M) 

.1 

I. 

i• ; ' 

• " • 1 
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UB i aV" M 
gal . 

So. if.We rroke apanition of M:: 
. • 

M Uzni 
;' • ;51 • 

,•then. it ; eaii be closely approximaied by applying a contractive 

• 

int=13i (M) 

1 
! 
1 

I i • 
affine transformation Sion the whole M:' 

1 
i 

! • i 
i 

The .theory of IFS .was extended to Local. IFS where each pan of the image is approximated•by applying a • contrietive affine transformation on another part of the image: 

. mi = ei (Di) • . .. ., 1 :. • , , 

• wherei>i i the bigger pan from which nii .'issaPProirnated• • 
I 

. • . ' TH. Algorithm description i . . 1 1 
• . i

- The 'pain' idea to automate the-searching of a Local IFS relies on. a partition- ofithe ante .in blocks of * fixed size, Wied Range' Blocks. These blocks are then approximated from larger. bloCks, called Domain . 1 Blocks. The  normally applied on the Domain 'blocks are -contracting ,and luminance . . *. .sealing and shifting: Some other isometric .transformations are sometimes used. 1 . I . '. • ' • . . • - - •Weliiive used an :algorithm- blise4 on iacqUin's..work as the first step of the signing technique. in the • following, a •brief explanauon of 11:15 given. . . , , 1 - •..:, .:.;:•-•:. . i ! • . • 
• : • TILL: : Coder- •.:• . . . • . . : • 

 : i I .. - • 
I: . • :. • - Le.i .0*Wn etheirriage*we want to.eficode. -Let also -O, . denote a partinon.of 0 in nxn blocki.referred to as • ••:• :: (Rb). Similarly. 0 4. • will denote another partition of O. this time ini2nx4 blocks or Dimain - . ••B/pckil/4) .in'step's: of n,xn Oxels...The goal of the 'encoding algorithm is to estaplisfr .a'relatiOnsh4. • betweli Osr• and :p.,, in such a way that :any Rb can be expressed as a set of transformations to be applied' on a paitTular:!Db.: The transformations 'that have • been considered, are Conttaction, isometric transf (*on One out of eight), Luminance- Scaling and.Luminance.Shifting. For -each Rb. in 0; denoted - 

.• r 
, ! 41.5.:MN . the code will•consist of avector V1 and the appropriate transformations Ti, in such a way that: • • • 1.....1/ .has 14 .oOgiri in Rb; and'points to the correspondent Dbi which now becomes its.:Marciang block 4Mbj • ..- . . .• • . . . . • • . . . • . • .  - Ti if applied: on Mbi , minimizes the Mean Square Error (MSE) with respect tciRbj.. • : . . 

• i-.The.couPle'1Vi. Ti) is:the best solution (in the sense of the MSE) within a local area .surroUnaing . Rbiin $a.iilicii we search for. Mb,   
I : i • . . . iI . . . • . •  . • 

• . 
The region iof 0,, where the search. of Mb) is performed is commonly taken as a squarel region sunoun tag . the Rb;: We will,.naniethis region ;LSR (Local Searching Region). The use of such a sl4pe in•the /viatchinz• ' Block determination might be justified from 'spatial redundancies considerations an that is essentially true. But that does not mean that. other shapes can not give more than acceptable rOults'on the, Ranges Blocks' appioxlitiation.Next figOre shows the square surrounding region and a pOssiblei alternative: I • 

1 I 

• 1• i

• 

111 • 

• • : • . • . • , 
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-41

Ii414§740 

LSP 

R6 

• (a) • (hi • . 
Fig. I: (a) A squaie LSR and (b) an aIternalive soiwion . , 

I • • . , i ,• I I As we .viii describe Iiirther'do:vn:*the assumption of this property will alloy/to Make Of this point the basis . of our' Watermarking -proposal. : I . . • 
TILL i De oder. - .

I . 
: • Let's coast er an initial image -S with the only constraint that it has to be of.the same size as 0. As fore, •• we consider a mien-partition S, in Rb, and•a 2nx2n partition Sd in Db. The decoding algorithm mitts for each )15.-its Matching Block (pointed by Vi), applies on it the transformations (defined by T,) and 

tats
'the resuli.back on Rb,. These 'operations are performed for every Rby of S. and through some iterations • (typically foitr)..;Afteeet!ch iteration a new image Qi is obtained and it turns out that Q, converges to 0. ; ..'according to The1COILiie Theorem. An.imponant point is. that the solution . EY; • T,) obtained for 0 reains exactly th4 same for. . That is to say that for.every Range Block. the same Matching Block as be e is found.!Weiwill also take advantage.of this point to embed the signature by a properly choice of the victors -V.: '  • . ! i  . ,•• . - • . : . - • Figure. 2.shows some iterations for image Lena. when So has been taken as a black image. n being .equal to 4. 1

- i 1 ! • Figure 3, on the other hand, shoWs some iterations for image Lena. So being a black image and n equal to .8, ; . 1 tIt: can ibe eiiserved a better quality when n=41, above 111 in those parts of great dekali. }4owever, for rtAS the .compression rate is much lower:than for the case 'n=8. Therefore, there- is chbice to be made between quality and.-rate. of Compression! An intermediate solution might combine 44i-Rarigebiocks 'with 'fix8-Rangeblocks. A quadtree based algorithm might achieve this -compromise. ! 1 
. 1 i ! 

i 
I .

• 

• 

• 

;112 
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Fig.. 2. Iterations 1.2.4 of a code for "Lena" applied on a gray image (n=4). 
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Fig. 3. lzeratiorts 1,2,4 of a code for 'Lena" applied on a gray image ln.-46). 
111.3. Sign**

• 
. 

! Signing in' image consists of a coding-decoding process with variable searching regions:: 
Lets considei two different LSR. A and B (Fig. 4). and a third one. C, defined as their 'union (a different choice of thei'regions could have been made. perhaps as a function of the characteristics bf the image). Let also S4s0 . s31 be a 32-bit signature. We will embed every bit with a redUndanicy U. The coding process is as follows: 

• .. 
. .! 

I 
•: 

i 

I. 

• . • 
••• 

• 

• I 

.••• • si.e.9. 

• 

• • • .., • •-:,• 
...• ••• • c- • . 

DISH - Blue Spike-408
Exhibit 1010, Page 0546



02-25?-199? 11:05Am FROM SP IE 

1 
• I 

- kor each bit s, ,U Range Blocks are randomly chosen and denoted by i(Rb};. The random functin used to get the blocks makes use of a 'seed' that should only be known by the user. 
s; (Rb); is coded by searching for {Mb): in regions. IA I;

If s; ts P. (Rk.); is coded by searching for !MI:* in regions (B), .
• 'the rest of Rbj. are coded by.searching for Mb, in (C}2. Note that thii would be the cast for. all. 

• Range .13kicks in a non.signed image. • : • 
, . .1 •• Then ills-decoding is performed as described above. The resulting image contains the signature. 

LSD • 

‘SIt 

TO 12024290796 P.19 

Fig. 4: A range Block its LSR, and its LSR,. LSR, is defined-as their union. 
1 

. . ! . 
•-III.4. ; Retriever 

• i ' I • . 
The uiholefractil code of an image.carihe expressed as the union of every Range Bloltk single code: 

i • • i i • . . 

! . . . 

m F' Ul VliTli i, . ! . ; 
; 2 

t 1 ,LikOjse, foe an image Q obtained. after...an iterative application of. p on any initial irnage, we consider: its.. .s..-fractal,'.Code It . Since,:in.Q., every Range. block is not just •an approximation•Ito a•• transformed IloMain . • Block'bUt it is exactly a transformed Domain 'Block: it turns out that .n A. . ; ; • 1 . Thus, tv:?e will be able to identify-the -signature. by simply accessing the Range lillockOf•Q defined by the !iece•bsedi Nr when signing;  them and checking the values of  Y. . 2  . • . 
• I , '• • i • . -. - • . The rule to decide if aRange Block his•been signed with a zero or a one, is the. following one:. 

. . • 
• ; . ••.:- , ' • - • I. • . . . . . 

• . . .• : Ii VA:belongs to region Ai ..then' a one has been embedded. • 
. • J. :.1.4 V.,i belongs to region B.; , then a zero has been embedded. :. • 

• : - • I • . . . . . 
•• " •In •nO• Aniai . licOrxiiiions. there ought to be "a number of U recognition- of bit one for those bits one. in. the 

• . . . . 

signiutre„and of U -recognition of bit zero fo'r those bits zero in the signature. . . . . '.-.• TO snake fie final decision there is..a need of a' threshold. It is .going to be defined'AS the mean• of the .. 'resultsiobiltined for bits two and three of the.'signattire. Thus, they ate alwayi being embedded as a one and a zero4 i0kcCliVOY-

i• • 
; 

: . 2 . 
i
I ; :This sic:tit:al is divided in 'two pails. First one concerns the case for n=4, and second One she•case•for h=8. . In buth,:the robustness. to JPEG compression and to low pass filtering (3x3-keineh blurring) is discussed: as • well as.ttm!quality of the signed images against the original and the. non signed bet frictal encoded. • 

' All tests have been performed by:embedding a 32-bits signature in 'Lena' image; (256k256), then applying . • the retriever::The chosen signature has a value of one in even bits and zero in odd bid. The redundancy U is equal to1,50for.the case n=4, and equal to 25 for the -case n...--8. " 
The LSRs have been defined as•follows:

114
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• 
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kr.t.6; 1=1:6; 

LSR, 1 1k1-1.5: 110; 
' I 

Where (R.1) 'ale the coordinates of•vector V. 
• Moreovei.:,.vi t?ave defined a parameter Paz the•ratio-betWeen the number of vectors found in region A:and the teau dancy Ii. Since each'bit equal to one has been embedded in LSR A. patameter P will .be 

. equal to.one• or those bits. Parameter P will be equal to 0 for bits equal to 0 (whieh haqe been embedded in LSR )3. • •• •

1 

' 1 . 
• Finally. we n echo have a new parameter to express the reliability of the retrievedisignaiure. Let's name it

by 0: r • 
1 . • .. . . 
i . 

• • ElPi —41 
• Is:4

.where is the threshold value.  and is the length of the signature. 
• 

• 
IV.1. Case in=k 

Figuri • 4 shlws. for a. 'n' equal . to 4. the original image 'Lena'. the decoded image of 'Lena' with no 
• • 

• signatur....anki the ..deroded image of 'Lena' with the signature. Both, the Peak to Signal Noise Raiio (PSNR)'be een Original and signed image and that between original. and non-signed. image preSent a , • • „glue highir Than 3l.5 dB. 

i 
! - 

• 

:.‘,/ • 

• (a) • 

Me. 

•! 

•retv.:.. X/40‘. 
f'•:tf Tr.; 

• • :.•; .,--Y.AF.!;:i • :•,,Z,Et,e-
• 5-

; 41. 

l'Air -; 

•••••.%:k. • 

(b) (c) 
• 

rig. 5 (a)IOriginal 'Lena' image: (b) decoded image of 'Lena' with no signature; (c) decoded image of 'Lena' with the signature (n=4) 

We have tes*d the robustness against 3PEG compression qualities of 90. '75 and 50 gc.!Table l shows the fesults: ! 
: • 

No JPEG • • .JPEG 90% JPEG 71% 3,P£G Oct 

P (neon (een bits) 0.985 0.672 0.457 0.3511 
P mean (odd bits) • 0.00 0.099 0.18 ;0.210 

I 

• 

. 
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Threshold 0.5 0.39 0.34 Ip.31 
C (Sc). • 98.5 73.5 40.8 

Biu correctly retrieved 32 32 32 29 

! : Table ; 

i'V 2. ase .n=8.
1

I 

,. i 
Figure , shows. the original image "Lena*; the•decoded image of 'Lena' with no signture. and the decoded. 
image: of-I-via' with the simattire. The. PSNR between the original image and the non signed image 
presents la value. •of 25.82 dB (eighth *iteration) whereas that between the original one and the signed 
decOdedlis "equal .to 25.4Q dB (eighth iteration). 

I • •-

. • 

(a) 021 (c.) 
Fig. 6 : (a) Original Lena image; (b) decoded image of 'Lena' with no signature; CO decoded image of 
'Lena' with the signature (n=8) 

As helot*. we show in next table the behavior against JPEG compression. The same rates of quality have 
been tested: 

i • 
No JPEG JPEG 90% !PEG 7A JPEG 109‘ 

P mean (even bit') 

:P mean Todd bits) 

!. Threshold 

(9b) 
Bets correctly retrieved 

Tabl,a 1iX shows the results when
signedthe :ima;ge: • 

• . 
• • • • 

• ' • 

0.992 0.962 
0.00 0.002 
0.5 0.52 

99.25 92.3 

32 32 

Table 11 

0.887 
0.035 
0.48 

88.8 

0.797 
0.097 
0.46 

.77.2 

32 

we have performed the tests of Table 11 but.with pre vipus. blurrirtg on 

I 

• 
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I
• 

JPEG JPEG 9094 JPEG 75% 
P nteap. (even bits) 0.662 0.643 0.567 ' 
P mean (odd bits) • 0.105 0.085 0.145 

Threthold 4 0.40 0.36 • 0.36 
Reliability 0 Oft? 69.7 • 77.4 62.1 

Bus. correctly reiritvd 32. 32 32 
• . : Table III 

V . • Conclusions 'and Ftiture. Works; • - • i • •1 • • • • • • • - We have: presented an 'algorithm, which succeeds in making digital signature "functiOnality by modifying • • fractal features of the image. 
i 

/ 
I • i 

: The presented results. show a good behavior for JPEG compression when n .= 4. In that clise, the algorithm has proved, lei be able to retrieve correctly the signature up to a JPEG quality of 25 52 With a reliability of 40'.8 tic. ;'When. the 'quality went down to a value of 50 qe. the number of badly: recognized bits of the • signiturewaslof only three. though the reliability was. in that case. of 21.4 Se . . . • 
• '.  . * ' . . . • When.ii gdthe• robustness against 'PEG compression has turned out to be pretty 'high even for a quality' 

. . 
of 50.%Ifreliability equal to 77.2 %I The method would have probably proved to be robust to higher • compression fates though at these stages JPEG images may become damaged. i . tQw pais filtering. the tests that have been performed for.n.= 4. showed some -weakness against 
COncerniiig 
blurring koniolutions. But for n e. 8, the technique appeared to be verb robust. even when the blurring attack was, fOillowed by a JPEG compression . When the compression rate was of 75%1 we were able to retrieve te signature with a. good reliability (Cr = 62.1 5'). 

. . "  . . For the ease n ---; 4, the, quality of the .decoded images may be sufficient for someiappliationsIliowever, . the low ,t  oriii,10 ,ity.of the technique suggests .that this quality can still be impro'ed. qn the other hand, • new impyovements .ought. to combine both cases,:tr=4 and n=8, in Order to get either A good robustness . against JPEG compression and lots pass 'filtering and an acceptable level of quality. IA quadtret-based algorithm sets' ns: promising as a mean to achieve this compromise. Indeed, a more Iclvanced version•of the actual work' should take. into account the:statistics Of the blocks where the signature tis erribedded, . . 
A featurg ufithis technique is that :it:does not allow, once the image has been decoded. to find out the 

• .

location Of tiie signature (in fact, it Idoes not allow to determine whether a 'signature has beenembedded or : not). Siqe aiLocal Iterated FunctiOn.Systems based. algorithm looks for a set of :transformations able to. live a good approximation to the image to encode, it does not matter what these tiansfofmations are if the p - jproxlmaijon is good enough. Whet the algorithm does, in fact, is to distinguish betwen different set of., • ' -transforrtiatiohs by. giving to one. of them .the feature of constituting a signature. Related to the latt point' would be' the' fact that we let totally .opened the choice of searching regions shapes. The optimization of.. . these Shipes'tnight increase the robustness of the signature as well as the retrieving reliability. . . - We thini Alslo that the Frocrut Vector Techttique (FVT) might be suitable in systeMs where 'images • broadcasting .ier.ds!a ratc.of compression• similar to the one given by the fractal coding.. Experiences have not showin4iFat'differences m quality. between the decoded images either containing a signature or not. In effect; the degradation of the images comes mainly from the nature of the fractal method. not from the introduction itif a watermark. . 
Finally. ;racial compression scheme extracts several other parameters that might also be.used to sign the image. ! 

. :. i 
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ABSTRACT 

We propose a watermarking scheme to hide copyright 
information in an image. The scheme employs visual 

masking to guarantee that the embedded watermark is 

invisible and to maximize the robustripcs of the hidden 

data. The watermark is constructed for arbitrary im-

age blocks by filtering a pseudo-noise sequence (author 

id) with a fi lter that approximates the frequency mask-

ing characteristics of the visual system. The noise-like 

watermark is statistically invisible to deter unautho-

rized removal. Experimental results show that the wa-

termark is robust to several distortions including white 

and colored noises, JPEG coding at different qualities, 

and cropping. 

1. INTRODUCTION 

Digital images facilitate efficient distribution, repro-

duction, and manipulation over networked information 
systems. However. these efficiencies also increase the 
problems associated with copyright enforcement. To 

address this issue. digital watermarks (i.e., author sig-

natures) are under investigation. Watermarking is the 

process of encoding hidden copyright information in 

an image by making small modifications to its pixels. 
Unlike encryption, watermarking does not restrict ac-

cess to an image. Watermarking is employed to provide 

solid proof of ownership. To be effective, the watermark 

must be [1, 2]: perceptually invisible within the host 
media; statistically invisible to thwart unauthorized 
removal; readily extracted by the image owner; and 
robust to incidental and intended signal distortions in-
curred by the host image, e.g., fi ltering, compression, 
re-sampling, re-touching, cropping, etc. 

In this paper, we introduce a novel watermarking 

scheme for images which exploits the human visual sys-

tem (HVS) to guarantee that the embedded watermark 
is imperceptible. Our watermark is generated by filter-
ing a pseudo-noise sequence (author id) with a filter 

This work was supported by AFOSR under grant 
AF/F19620-94-1-0461. 

•
r.;  •  • 

: * )?..;f I•J ': .* :; 1 "..1:: 17,
 I 

0.7803.3258-X/9645.00 1996 IEEE 

that approximates the frequency masking characteris-
tics of the HVS. The image watermark is constructed 

by computing watermarks for individual image blocks. 
The blocks may be n x m or may be defined in terms of 

image objects/regions. This helps deter pirating of im-
age objects. Furthermore, the noise-like watermark is 
statistically invisible. We include experimental results 
which indicate that the watermark is readily extracted 
and robust to common signal processing operations. 

2. PREVIOUS WORK 

The most common watermarking approaches modify 
the least significant bits (LSB) of an image based on 
the assumption that the LSB data are insignificant. 
Two LSB techniques are described in 131. The first 
replaces the LSB of the image with a pseudo-noise (PN) 
sequence, while the second adds a PN sequence to the 

LSB of the data. Another LSB data hiding method 
called "Patchwork" ill chooses n pairs (n„ bi ) of points 
in an image and increases the brightness of a; by one 
unit while simultaneously decreasing the brightness of 
bi . Several executable software packages (e.g., Stego, 
S-Tools) based on LSB approaches are also available. 
However, any approach which only modifies the LSB 
data is highly sensitive to noise and is easily destroyed. 
Flirthermore, image quality may be degraded by the 
watermark. Other watermarking approaches include 
14, 5, 6]. 

A method similar to ours is presented in (7), where 
the authors hide data by adding fixed amplitude pseudo-
noise to the image. The approach presented here em-
ploys masking to vary the amplitude of the hidden 
data. Specifically, the tolerable error levels obtained 
using masking provide us with the maximum amount 
the image data may change. Pseudo-noise techniques 

are also used in 12], where the N largest frequency com-
ponents of an image are modified by Gaussian noise. 
However, the scheme only modifies a subset of the fre-
quency components and does not take into account the 
HVS. The watermark we propose here embeds the maz-

NOT LISTED WITH CCC 
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Figure 1: Diagram of new watermarking technique. 

imum amount of information throughout the spectrum. 
Since more data is embedded, this scheme is guaranteed 
to be more robust to modifications than a technique 
which only modifies a subset of the image data. 

3. WATERMARK GENERATION 

In Fig. 1, we show our watermarking technique. The 
initial step consists of segmenting the image into blocks. 
Using a traditional approach, the blocks may be n x n 
(e.g., 8 x 8 like JPEG). An option at this stage is to 
segment the image into blocks of objects and texture 
regions. In either case, blocking the image adds detec-
tion robustness to cropping and localized signal pro-
cessing operations. Upon applying a discrete cosine 
transform (DCT) to each block, a frequency mask is 
computed for each block in a manner similar to low bit 
rate coding algorithms (8). The resulting perceptual 
mask is scaled and multiplied by the DCT of a max-
imal length pseudo-noise sequence (author id). Note 
that a different pseudo-noise sequence is used for each 
image block. This watermark is then added to the cor-
responding DCT block. The watermarked image is ob-
tained by assembling the inverse DCT:s of each block. 
Spatial masking is used to verify that the watermark is 
invisible and to control the scaling factor. 

Pseudo-noise (PN) sequences form the signatures 
in our watermarking scheme because of their noise-
like characteristics, resistance to interference, and their 
good auto-correlation properties. PN sequences are pe-
riodic noise-like binary sequences generated by length 
in linear shift registers (9). Furthermore, the period 
N autocorrelation function has peaks equal to 1 at 0, 
N, 2N, etc., and is approximately equal to lfiV, else-
where. These periodic peaks allow the author to syn-
chronize with the embedded watermark during the de-
tection process. 

Visual masking models are used to modify the au-
thor signature. Visual masking refers to a situation 
where a signal raises the visual threshold for other sig-
nals around it. Both frequency and spatial masking are 
employed by our watermarking scheme. Our frequency 
masking model is based on the observation that a mask-

ing grating raises the visual threshold for signal grat-
ings around the masking frequency [14 The model we 
use 111) expresses the contrast threshold at frequency 
f as a function of 1, the masking frequency f, and the 
masking contrast cm: 

c(film)= co(f) • maz11, [k(f/f,,,)c,„]°), 
where co(f) is the detection threshold at frequency f 
To find the contrast threshold c(f) at a frequency f in 
an image, we first use the DCT to transform the image 
into the frequency domain and find the contrast at each 
frequency. Then we use a summation rule of the form 
c(f) = (E c(f,f„,)A)1/13. If the contrast error at f 
is less than c(f), the model predicts that the error is 
invisible to human eyes. 

After adding the watermark in the frequency do-
main, spatial masking is checked. The spatial model 
is used to verify that the watermark designed with the 
frequency masking model is invisible for local spatial 
regions. The model used here is similar to our image 
coding model 1111 which gives the tolerable error level 
for each coefficient. EaCh watermark coefficient is com-
pared with the tolerable error level obtained to assure 
that it is invisible. A visible watermark is rescaled via 
a weighting factor. 

4. WATERMARK DETECTION 

The watermark should be extractable even if common 
signal processing operations are applied to the host im-
age. This is particularly true in the case of deliberate 
unauthorized attempts to remove it. For example, a 
pirate may attempt to add noise, fi lter, code, re-scale, 
etc., an image in an attempt to destroy the watermark. 
As the embedded watermark is noise-like and its lo-
cation (based on multiple blocks) is unknown, a pirate 
has insufficient knowledge to directly remove the water-
mark. Furthermore, a different m-sequence is used for 
each block to further reduce unauthorized watermark 
removal by cross-correlation. Therefore, any destruc-
tion attempts are done blindly. Unlike other users, the 
author has copies of the original signal S and the signa-
ture. Detection of the watermark is accomplished via 
hypotheses testing: 

Ho : X =R—S=N (No watermark) 
Hi : X=R-5=W'±N (Watermark) 

where R is the potentially pirated signal, W' is the 
potentially modified watermark, and N is noise. The 
correct hypothesis is obtained by applying a correlating 
detector on X with W and comparing with a thresh-
old. In some-cases, e.g., spatial resealing, a generalized 
likelihood ratio test. must be applied. 
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5. EXPERIMENTAL RESULTS 

To illustrate our watermarking technique, the 256 x 256 
grayscale (8-bit) image shown in Fig. 2 was segmented 
into 8 x 8 blocks and watermarked. The watermarked 
image is shown in Fig. 3. The images appear identical. 

We tested the robustness of the watermark to sev-
eral degradations. To model perceptual coding tech-
niques, we corrupted the watermark with worst case 
colored noise which follows the image mask. We gen-
erated colored noise with SNR of 10dB and added it 
to the image with (hypothesis H1 ) and without (Ho) 
the watermark. The watermarked image with colored 
noise is shown in Fig. 4. The hypothesis test. was ap-
plied to each block in the image. This testing process 
was repeated 250 times. The normalized correlation co-
efficients indicate easy discrimination between the hy-
potheses as shown in Fig. 6. In particular, the corre-
lation coefficient for the image with and without the 
watermark was approximately 0 and 1 respectively. 

To further degrade the watermark, we applied JPEG 
coding at 0.38 bpp (10% quality, c.f. Fig. 5) and 1.32 
bpp (50% quality) to ftseh of the images already cor-
rupted with colored noise. Note that the image is sig-
nificantly degraded at 0.38 bpp, yet the watermark is 
still easily detected as shown in Fig. 6. It is unlikely 
a pirate would do so much irreparable damage to the 
image. Setting a decision threshold of 0.15 results in no 
decision errors. In Fig. 7, we show the result of applying 
JPEG coding at different quality factors to the noisy 
image with and without the watermark. It is dear that 
the correlation coefficient values for the two hypothe-
ses are well separated for all JPEG coding qualities. 
We also investigated cropping robustness by determin-
ing the minimum number of image blocks required to 
make a confident decision on whether the watermark is 
present in an image (PD = 1 and Pr < 10-4). Each 
noisy image in the above tests was randomly cropped 
and tested. The results indicate that only 0.4%, 2%, 
and 15% of the image is needed for a confident decision 
when coded at 8 bpp, 1.32 bpp, and 0.38 bpp. 

For comparison, we implemented the system de-
scribed in (2). For JPEG coding at 10%, we obtained 
(unnormalized) correlation coefficients using their sys-
tem of 5.09 and 2.34 for the same test image with and 
without the watermark, respectively. The ratio is sig-
nificantly smaller than ours. While testing their sys-
tem, we were unable to reproduce the detection results 
as claimed in (2). This may be the result of special 
post-processing operations they implement. The ro-
bustness of our watermarking scheme to re-sampling, 
multiple watermarking, vector quantization, and other 
distortions is described in -112). 
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Robust Data Hiding for Images " 

Mitchell D. Swanson Bin Zhu Ahmed B. Tewfik 
Department of Electrical Engineering, University of Minnesota, Minneapolis, MN 55455 e-mail: mswanson, binzhu, tewfik@ee.umn.edu 

ABSTRACT 
Data hiding is the process of encoding extra in-
formation in an image by making small modifi-
cations to'its pixels. To be practical, the bid-
den data must be perceptually invisible yet ro-
bust to common signal processing operations. 
This paper introduces two schemes for hiding 
data in images. The techniques exploit percep-
tual masking properties to embed the data in 
an invisible manner. The first method employs 
spatial masking and data spreading to hide in-formation by modifying image coefficients. The 
second method uses frequency masking to mod-ify image spectral components. By using per-
ceptual masking, we also increase robustness of 
the hidden information. Experimental results 
of data recovery after applying noise and JPEG 
coding to the hidden data are included. 

1. INTRODUCTION 
We introduce two robust schemes to hide informa-
tion, e.g., labels, into an image by modifying per-
ceptually irrelevant portions of image data_ By 
exploiting the human visual system (HVS), our 
techniques embed a large amount of data into an 
image while guaranteeing that the bidden data are 
perceptually invisible. In particular, the data are 
hidden by modifying image coefficients according 
to masking levels based on the HVS. Infofniation 
may be bidden throughout the image or confined 
to particular image objects and regions. The first scheme we introduce spreads the data to be hid-
den with a pseudo-noise sequence and then modi-
fies them using spatial masking. The second data 
hiding scheme modifies the DCT coefficients of im-
age blocks according to their frequency masking 
characteristics. In both schemes, masking charac-
teristics are used to maintain high bit rates and 
robustness of the hidden data. We include experi-
mental results which indicate the robustness of the 
data biding techniques to common signal process-
ing operations. 

To be useful, the embedded data must bell, 2]: perceptually invisible within the host media; read-ily extracted by its intended audience; high bit-rate 
for practical applications; and robust to manip-

-This work was supported by AFOSR under grant 
AF/F49620-44-1-0461. 

0-7803-3629-//9655.00 @ 1996 WEE

Illation and signal processing operations on the host image, e.g., filtering, re-sampling, compres-sion, noise, cropping, etc. Biding information in images may be used, e.g., to supplement an image with additional information, add copyright pro-tection (i.e., digital watermarks), or verify image integrity . We consider here the generic problem of 
embedding supplementary information into image 
data with the goal of recovering the information 
bits without access to the original image. In such a scenario, the author of the hidden information supplies a public key which allows users to recover 
the hidden data. The hidden information may be 
text, audio, or image data. For example, text cap-
tions may be used to label faces and buildings in an image. A short audio clip may associate a train whistle with an image of a locomotive. 

Note that embedding information directly into image data has several advantages over storing the data in an image header or a separate file. Specif-ically, header data are easily lost when the format 
of a file is changed or the image is cropped. Sep-arate files also need to be transmitted when the image is transmitted and are difficult to maintain 
during cropping operations. Separate files and im-
age headers also require additional storage. Hid-
ing data directly into the image data resolves these problems. 

2. PREVIOUS WORK 
Seven] data biding techniques have been pro-
posed. The most common approaches modify the 
least significant bits (LSB) _of an image based on 
the assumption that the LSB data are insipifi-
cant. In [31, two such techniques are described. 
The first replan's the LSB of the image with 
a pseudo-noise (PN) sequence, while the second 
adds a PN sequence to the LSB of the data. How-
ever, any approach -which only modifies the LSB 
data is highly sensitive to noise and is easily de-
stroyed. Another LSB data hiding method called 
"Patchwork" [1) chooses n pairs (04, tn) of points in 
an image and increases the brightness of ai by one 
unit while simultaneously decreasing the bright-
ness of bs. Several executable software packages 
(e g., Stego, S-Tools) based on LSB approaches 
are also available 14). A data hiding method simi-
lar to our frequency biding method is proposed in 
(2), where the N largest frequency components of 
an image are modified by a PN sequence. Bow-
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hidden data 

Figure 1. Diagram of spread spectrum data hiding 
technique. 

ever, the scheme only modifies a subset of the fre-
quency components and does not take into account 
the HVS. A method similar to our spatial hid-
ing scheme is presented in (5), where the authors 
hide data in an image using spread spectrum tech-
niques. Our approach employs spatial masking to 
maximize the amount of data hidden in the image. 

3. SPATIAL AND FREQUENCY 
DOMAIN MASKING 

We use masking models based on the INS to en-
sure that the hidden data are perceptually invis-
ible. Visual masking refers to a situation where 
a signal raises the visual threshold for other sig-
nals around it. Masking characteristics are used 
in high quality low bit rate coding algorithms to 
further reduce bit rates 16). 

Our frequency masking model is based on the 
knowledge that a masking grating raises the visual 
threshold for signal gratings around the masking 
frequency (7). The model we use 18] expresses the 
contrast threshold at frequency f as a function 
of f, the masking frequency frn and the mas • 
contrast cfn. To find the contrast threshbld c 
at a frequency f in an image, we first use the D 
to transform the image into the frequency domain 
and find the contrast at each fr uency. If the 

eqcontrast error at f is less than c(f), the model 
predicts that the error is invisible to human eyes. 

Spatial masking refers to the situation that an 
edge raises the perceptual threshold around it. 
The model used here is similar to our image coding 
model [8) which is based on a model proposed by 
Girod [9]. In our approach, the upper channel of 
Girod's model is linearized under the assumption 
of small perceptual errors. The model gives the 
tolerable error level for each pixel in the image. 

4. SPATIAL DATA BIDING 

in Fig. 1, we show our first data biding technique 
which uses spatial masking to shape hidden data. 
The first step consists of selecting arbitrarily sized 
image blocks 131 to embed the data. Note that the 
data may be embedded throughout the image or 
localized to specific regions and objects (e.g., the 
face outlined with a black box). This allows the 
author to associate image features with specific 
captions. 

38 

Signature Si 

image 
block_si DCT 

 Mi Modify F 
Mthjng Block — rDCTH 

Replace image 
blocks 

Figure 2. Diagram of frequency data hiding tech-
nique. 

The m e bits hi are first spread using a 
pseudo-noise PN) author signature Si. As with 
spread spectrum communication systems, the PN 
sequence sprearis the data spectrum, increases 
noise resistance, and hides the data. Spatial mask-
ing is then computed for the image blocks. The 
masking blocks Mi (i.e., tolerable error levels) are 
used to modify the hidden data Wi = MB;
Si), where • is element-wise multiplication. The 
hidden data Wi are then added to the image. The 
masking blocks Mi shape the hidden data to guar-
antee invisibility and increase robustness. 

As the hidden data are noise-like, they may only 
be extracted by a receiver that knows the PN sig-
nature Si. A conventional receiver with access to 
Si may be used to detect the bidden data. Specif-
ically, the received image data blocks are pro-
jected onto the author signature Si weighted by 
the estimated image mask MI and then thresh-
olded to obtain an estimate of the data bit. In 
this way, image coefficients which are modified the 
most are given the most weight when the bidden 
data is recovered. Note that if the image has been 
cropped or translated, signature synchronization 
can be obtained using a two dimensional search. . 
In some cases, e.g., spatial rescaling, a generalized 
likelihood ratio test must be applied. 

5. FREQUENCY DATA HIDING 

Our second data hiding approach is based on the 
frequency masking characteristics of the image 
data. The scheme is shown in Fig. 2. Again, 
blocks Bi are selected to hide the data bi which 
are first spread by signature Si. A discrete .cosine 
transform (DCT) is applied to each block to form 
a DCT block Fi. A perceptual analysis stage is 
then applied to each DCT block to form frequency 
masking blocks Mi. A bit bi is hidden in block F1 
by modifying the DCT coef5cients according to 
the equation 

11 = (1  FiCi, k)  1 + k)) Mi(,k))
Mi(..7,k)1 4

where -1 denotes the rounding operation. The 
original image blocks Bi are replaced by the in-
verse DCT's of the modified blocks Spatial 
masking is applied to the modified image to verify 
that the hidden data are invisible. 

Given the image with (possibly modified) hid-
den data blocks Fr, the data bit bi may be recov-
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eyed by forming the difference 

= E k)sgn  Fru' k)i) 
j,k 

m:(j,k) t.111(j,k) 

where MI is the frequency mask estimated by the 
receiver tines the signature Si, i.e., Ml Me-st*Si, 
and sgrt(-) is the sign value. Again, the bit decision 
for block Bi is weighted by the mask Mal. Unlike 
spatial data hiding, the bit error Tate (BER) of this 
scheme is zero when no distortion is present in the 
received image. We can derive a simple expres-
sion for the upper bound on the BER when zero 
mean Gaussian noise with variance o2 is added 
to the signal. Without loss of generality, assume 
that bi = 1. A decision error occurs for coefficient 
Fll(j, k) whenever the magnitude of a noise sample 
[w(j,k)[ falls in one of the intervals 

[  (4n + ).M k) (4n + 3)M (j, k) 
4 4 

J In- 
for n = 0,1, 2,.... Using the complementary error 
function erf c(-), we may write the probability of 
error for coefficient Pll(j,k) as 

pc (Fn (j, k), a) = 2 E erfc(L). 
nt:0 

For o fixed, Pc(Pn(j,k),o) decreases as M(j, k) in-
creases. Bence the receiver places more weight on 
coefficients with large masking values. The overall 
probability of error for bit bi is a weighted combi-
nation of the Pc(PH (j,k), a) in block B;. 

6. PREPROCESSING HIDDEN DATA 
To add further robustness to the hidden data, the 
data hiding techniques introduced here may be 
modified to take into account certain signal pro-
cessing operations. If it is known that a JPEG 
coder will be applied to the image, for example, 
we can modify each data hiding procedure ap-
propriately. In the spatial data hiding case, the 
signature-masking product is computed and then 
compressed/decompressed using a JPEG coder at 
an estimated quality factor Q. The decompressed 
product can then be modified to compensate for 
energy losses. In the frequency hiding scheme, the 
mask Mi may be preprocessed using the JPEG 
quantization table by substituting a new mask 

Q Mi for Mi. 

7. RESULTS 
We illustrate our data hiding techniques on the 
256 x 256 grayscale image shown in Fig. 3. Using 
each scheme, we embedded the text "We are inves-
tigating data hiding in multimedia systems" (432 
bits) in the image by converting the text into bits 
and embedding each bit in an 8 x 8 image block. 
The text "Lena, 323 Main Street" (168 bits) is 

Loen, Norway, September 1-4, 1996 

also hidden in blocks about the face object in the 
image (outlined by the block box in Fig. 1). The 
image with the hidden data is shown in Fig. 4. 

In Fig. 5 we show a plot of BER for differing 
levels of white noises using spatial data hiding. 
Note that since the signature and noise are ap-
proximately uncorrelated, the BER remains con-
stant for all noise levels. Tbe BER of the scheme 
for JPEG coding at different quality settings is 
shown in Fig. 6. Preprocessing of the signature-
mask product at a quality of 80% was used. 

A plot of BER for -differing levels of white noises.,
using frequency data hiding is shown in Fig. 7. - 
Note that this scheme performs better in low noise 
conditions and worse in high noise conditions than 
the spatial technique. Similarly for the plot of 
BER versus JPEG coding at different quality set-
tings shown in Fig. 8. The frequency scheme works 
well under high quality coding conditions yet de-
grades more rapidly than spatial data hiding when 
the coding becomes-too Jassy. JPEG preprocesSing 
at a quality of 70% was used. 
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30

13 

10 

5 

••• •••••••••=.•••••• •• 

• 
1 

'. . 1VI N. 
:s 40 se so 70 30 to swam JO't 0 ale*, no 

Figure 5. Bit error rate versus SNR using spatial 
data hiding. 

ts :o ZS 
5,4R109) 

00 40 

Figure 6. Bit error rate versus JPEG coding at 
different qualities using spatial data hiding. 

to 

40 50 45 
JPE45 wok" tea) 

Figure 7. Bit error rate versus SNR using fre- Figure 8. Bit error rate versus JPEG coding at 
quency data hiding. different qualities using frequency data hiding 

40 Proc. 1996 IEEE Digital Signal Pruci,,itip, 

BEST AVAILABLE COPY 

DISH - Blue Spike-408
Exhibit 1010, Page 0562



(419 
.L 

Klaus Brunnstein, Peter Paul Sint 

Intellectual Property Rights 

and New Technologies 

Proceedings of the KnowRight`95 Conference 

R.Oldenbourg Wien Munchen 1995 

BEST AVAILABLE COPY 

DISH - Blue Spike-408
Exhibit 1010, Page 0563



EMBEDDING ROBUST LABELS INTO IMAGES 
FOR COPYRIGHT PROTECTION 

"' - • ;x;11 
I . ,.• ' 

Fraunhofer Institute for Computer Graphics 

Abstract 

Jian Zhao & Eckhard Koch 

Wilhelminenstr. 7, 64283 Darmstadt, Germany 

Email: (zhao, ekoch)@igd.fhg.de 

This paper describes a set of novel steganographic methods to secretly embed robust labels into image 

data for identifying image copyright holder and original distributor in digital networked environment. 

The embedded label is undetectable, unremovable and unalter-able. Furthermore it can survive pro-

cessing which does not seriously reduce the quality of the image, such as lossy image compression, low 

pass filtering and image format conversions. 

1 Introduction 

The wide use of digitally formatted audio, video and printed information in network environment has 

been slowed down by the lack of adequate protection on them. Developers and publishers hesitate to 

distribute their sensitive or valuable materials because of the easiness of illicit copying and dissemina-

tion (3),161,f7J. 

Compared to ordinary paper form information, digitized multimedia information (image, text, audio, 

video) provides many advantages, such as easy and inexpensive duplication and re-use, less expensive 

and more flexible transmission either electronically (e.g. through the Internet) or physically (e.g. as 

CD-ROM). Furthermore, transferring such information electronically through network is faster and 

needs less efforts than physical paper copying, distribution and update. However, these advantages 

also significantly increase the problems associated with enforcing copyright on the electronic in-

formation. 

Basically, in order to protect distributed electronic multimedia information, we need two types of 

protections. First, the multimedia data must contain a label or code, which identifies it uniquely as 

property of the copyright holder. Second, the multimedia data should be marked in a manner which 

allows its distribution to be tracked. This does not limit the number of copies allowed (vs. copy 

protection), but provides a mean to check the original distributor. In order to prevent any copyright 

forgery, misuse and violation, the copyright label must be unremovable and unalterable, and further-

more survive processing which does not seriously reduce the quality of the data. This requires that first 

the label must be secretly stored in a multimedia data, i.e. the locations for embedding this label are 

secret, second the label must be robust even if the labeled multimedia data has been processed 

incidentally or intentionally. 
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This paper describes a set of novel steganographic methods to secretly embed robust labels into image 

data for copyright protection in open networked environment. The label embedded in the image can be 

assigned or generated in a way that it is able to identify the copyright holder and the original purchaser 

(distributor). 

Steganographic method is a technique embedding additional information into a data by modifying the 

original data without affecting the quality of the data. Many steganographic methods have been 

proposed to aim at storing additional information to identify or label formatted electronic documents 

1), images, video [8), and audio data. However, they are far away from the requirements in protecting 

multimedia information in a networked environment, because although some of them provide secret 

locations for label embedding, none of them is able to prevent attacks on the embedded information by 

simple image processing, i.e. they do not adequately address the possibilities of using data compres-

sion, low pass filtering and/or simply changing the file format to remove an embedded code. 

The discussion begins with a general framework for copyright label embedding. Then two specific 

methods are developed: one is based on the JPEG compression model for embedding labels in 

gray-scaled and color images, and the other is based on the black/white rate for binary images. Finally, 

these methods are tested experimentally and the future work is discusSed. 

2 Robust Label Embedding Framework 

The system developed along the methods presented in this paper is called 'SysCoP' (System for 

Copyright Protection). It consists of a set of methods to embed robust labels into different types of 

images. Currently, the system supports gray-scaled, color, and binary images. These methods share an 

algorithm framework for both label writing and reading described below. 

Image Data (y) 

User Key (UK) 

Label Code (C) 

Position Sequence Labeled Image Position 
Sequence 
Generator 

(PS) Label 
Embedding 

(Y') 

System 

Ts (y, UK) 

Figure I. Write label 

4

Image Data (y) 
Position Sequence Embedded Code Position 

Sequence 
Generator 

(PS) 
Label 

Retrieval 
(C) 

00-

User Key (UK) System 
Ts (y. UK) 

Figure 2. Read label 
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The framework, as shown in Figure 1 for label writing and Figure 2 for label reading, is composed of 
two steps. The first step generates a pseudo random position sequence for selecting blocks where the 
code is embedded. This step is denoted as a function Ts(y, UK) where y is the image data to be labeled, 
and UK is the user-supplied secret key. The second step simply embeds or retrieves the code into or 
from the blocks specified in the position sequence. The methods for embedding or reading code 
depend on types of images, and will be described individually in the next section. 

The function Ts(Y, UK) firstly extracts some features from the image data and then use them together 
with the user secret key as the seeds for position sequence generation [4]. Ideally, the features of the 
image data used here must meet the following requirements: 

. they must be robust against simple image processing that does not affect the visual quality of the 
image, and 

• they must be image-dependent, i.e. the image can be identified, uniquely in an ideal case, by these 
features extracted from the image data. 

However, to achieve the contradictory requirements above, in fact, is a very hard work. Much research 
has been done in related fields for other purposes, e.g. content-based image retrieval, image segment 
and pattern recognition, which can be found in many literature (e.g. [9]). Currently, we only use the 
width and height of an image for the position generation in the function Ts(y, UK). 

Before describing the framework, we introduce some terminology. A block of an image consists of 8x8 
pixels. In this framework, it is either a contiguous or a distributed block. A contiguous block is a 8x8 
square in an image component. A distributed block is a collection of 8x8 pixels each of which is 
selected randomly from the whole image space, The purpose of distributed block is to prevent or 
discourage attackers from detecting embedding locations by comparing different labeled images. A 
block is 'invalid' for code embedding if too big modifications to the block data are needed in order to 
embed a bit into this block. The criteria of validation of the block depends on the specific label-embed-
ding methods to be described in the next section. 

Let C be the embedded code, and represented as a binary bit stream (co, c 1, cn ). Let i be the index of 
current bit in this stream. Let 93 be the block set in which each block has been randomly selected. 
Initialize i to 0 and 93 to ( ). The framework for writing and reading robust labels is described below in 
Algorithm I (a)-(b). 

Algorithm 1(a): Framework (write). 

(1) If i a n, return. 

(2) Randomly select a block b, using the position sequence generation function Ts(UK, y) in Figure 1. 
(3) If b exists already in 93, go to (2), otherwise add b to 93. 
(4) Call check_write(b, cc) tocheck wether b is a valid block: if this function returns False (i.e. the block 

b is an invalid block), go to (2). 

(5) Call write(b,ci) to embed a bit c; to the block b. 

(6) Increment i, go to (1). 
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Algorithm 1(b): Framework (read). 

(I) If i n, return. 

(2) Randomly select a distributed or a contiguous 8x8 block b, using the position sequence generation 
function Ts(UK, y) in Figure 2. 

(3) If b exists already in 53, then go to (2), otherwise add b to 93. 

(4) Call check _read(b,ci) to check wether b is a valid block: if this function returns False (i.e. the block 
b is an invalid block), go to (2). 

(5) Call read(b) to retrieve a bit from the block b. 

(6) Increment i, and go to (1). 

3 Robust Label Embedding Methods 

3.1 REG-Based Label Embedding for Gray-Scaled and Color Images 

In this subsection, we first introduce briefly the JPEG compression model, then describe the prihciple 
of the embedding methods based on the JPEG compression model. Finally, the algorithms for embed-
ding labels into gray-scaled and color images are developed. 

Suppose the source image composes three components: one luminance (Y) and two chrominance (I 
and Q). That is, each pixel in the image can be represented with a triple of 8-bit values (Y,I,Q). Each 
component is broken up into contiguous blocks. The JPEG compression consists of six steps: normal-
ization, DCT transformation, quantization, zigzag scan, run-length encoding and Huffman coding 
steps. Since our method is applied after the quantization step, we only describe briefly the first three 
steps of the JPEG model. The detailed description of the JPEG model is available elsewhere [I1). 

The normalization step brings all image values into a range, e.g. between —128 and 127 for a 24-bit 
image. The DCT step applies the discrete cosine transform (DCT) to each 8x8 block, producing a new 
8x8 block [10). If we call the new block Y(k,l), with k,l E 0..7, the equation of the DCT is: 

Y(k. I) = X, 7,0, k)C(j,1)yfi,j] 

where 

cos(2i + 1)1crt 
C(i. k) = A(k) 16 A(k) = for k = 0, A(k) = 1 for k x 0 (1) 

Each element of the new block is further quantized: 

Y0(k,1] = Round(—Yrk, I) ) (2) 

Equation (2) represents the entire lossy modelling process of the JPEG compression. The choice of the 

quantization table (0,1]) determines both the amount of compression and the quality of the decom-

pressed image. The JPEG standard includes recommended luminance and chrominance quantization 

tables resulting from human factors studies. To obtain different compression quality, we typically use a 

quality factor to scale the values of these default quantization tables. 
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m the PEG decompression process, each element of YQ(k,l) is multiplied by q(k,l) to recover an 
approximation of Y(k,1). Finally, the image block y(i,j) can be recovered by performing an inverse 2-D 

DCT (IDCT): 

y(i, j) = I t I 1 C(i, k)C(j.1)Y(1(.1) (3) 

The basic principle of the JPEG-based embedding method is that quantized elements have a moderate 

variance level in the middle frequency coefficient ranges, where scattered changes in the image data 

should not be noticeably visible. The specific frequencies being used to embed the code will be 

'hopped' in this range to increase the robustness of the signal and making it more difficult to find.

15),1 21. A label bit is embedded through holding specific relationship among three quantized elements 

of a block. The relationships among them compose 8 patterns (combinations) which are divided into 

three groups: two of them are used to represent '1' or '0' for embedded codes (valid patterns), and the 

other represents invalid patterns. If too big modifications are needed to hold a desired valid pattern 

representing a bit, this block is invalid. In this case, the relationships among the three elements of the 

selected location set are modified to any of the invalid patterns to 'tell' the label-retrieval process that 

this block is invalid. The criterion for invalid blocks is specified by -a parameter MD, i.e. the maximum 

difference between any two elements of a selected location set in order to reach the desired valid 

pattern. 

Set No. (k 1,1 t ) (k2.12) 0(3,13) 
1 2(0,2) 9( 1 , 1 ) 10( 1 ,2) 

2 9( 1 ,I ) c 2(0,2) 10( 1 ,2) 
3 3(0,3) 10(1,2) 11(1,3) 

-4 10(1,2) 3(0.3) 11(1,3) 

5 9(1,1) 2(0,2) 10(1,2) 

6 2(0,2) 9(1,1) 10(1,2) 

7 9(1,1) 16(2,0) 2(0,2) 

8 16(2,0) 9(1,1) 2(0,2) 
9 2(0,2) 9(1,1) 16(2,0) 

10 9(1,1) 2(0,2) 16(2,0) 

11 10(1,2) 17(2,1) 3(0,3) 
' 12  1 7(2,1 ) 1 0( 1 ,2) 3(0,3) 

13 10(1,2) 3(0,3) 17(2,1) 

14 3(0,3) 10(1.2) 17(2,1) 

15 9(1,1) 16(2,0) 17(2,1) 

16 , 16(2,0) 9(1,1) 17(2,1) 

-17 10(1,2) 1 17(2,1) 18(2,2) 

`18 17(2,1) 10(1.2) 18(2,2) 

Table 1. Possible location sets 

0 
1 
2 

k3 
4 
5 
6 
7 

0 1 2 3 4 5 6 7 
megrinum upwilimmm 
limo= mommomms mommomm mamma mammumm 

8x8 block 

Figure 3. Potsible locations for embedding code in a block 

(ki.11) (k2,12) (k3,13) 

H M L 
M H , L 
H H I 
M L H 
L M H 
L L . H 
H L M 
L 

, 
H M 

M M M 

patterns for '1' 

patterns for '0' 

invalid patterns 

Table 2. '1', '0' and invalid patterns (H: High, M: Middle. L: Low) 

Our statistic results of the possible locations holding the specific frequencies are illustrated in Figure 3 

as shadowed areas within a 8x8 block. In Table I, we give our statistic results of the best location sets 
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(3) 

(4) 

(5) 

combined from these possible elements. The algorithms to write and read a label into and from an 

color or gray-scaled image are described in Algorithm 2(a)-(d). 

Two parameters are provided for adjusting the robustness vs. modification visibility in an embedding 

process. The first one is the distance (D) between selected quantized frequency coefficients for 

representing an embedded bit. The default value of this distance is 1. The greater distance produces 

stronger robustness, but also may cause more serious modification visibilities. The second parameter 

is the quantization factor (Q) used to quantize the values selected for embedding code. The greater 

quantization factor results in less modifications to image data but weaker robustness against lossy 

]PEG compression. The default value of this quantization factor is 75%. 

Algorithm 2(a): cbeck_write(b,ci) 

(1) A three-element location set of the block b is pseudo-randomly (from the user key and image data) 

selected from the possible location sets listed in Table 1. They are denoted as (k1,11), (k2,12) and 

(k3,13). 

(2) The block b is locally DCT transformed and quantized at the locations (1(01), (k2,12) and (k3,13) 

with the quality factor Q parameter. Let YQ(ki YQ(k2,12) and YQ(k3,13) be the quantized coeffi-

cient values at the selected locations. 

When , if MIN ( I YQ(k 1,101 ,1 YQ(k2,12 I) -f MD< I YQ(k3,13) I where I YQ(ku,lu) I is the absolute 

value of YQ(k u,lu) with u E 1..3, MIN is an operation that returns the minimum value of two ele-

ments, and MD is the maximum modification distance, then b is an invalid block: 

( i ) modify them to any of the invalid patterns shown in Table 2, 

( ) de-quantize and inversely transform (1DCT) them, and write them back to the block b, 

( iii )return False. 

When ci=0, if MAX (1 YQ(k 1,1 t )1,1 YQ(k2,12 ) > I YQ(k3,13) 1+ MD where MAX is an operation that 

returns the maximum value of two elements, and MD is the maximum modification distance, then b 

is an invalid block: 

( i ) modify them to any of the invalid patterns shown in Table 2, 

( ) de-quantize, inversely transform (IDCT) them, and write them back to the block b, 

(iii )return False. 

For other cases, return True. 

Algorithm 2(b): check_read(b, ci) 

(1) A three-element location set of the block b is pseudo-randomly (from the user key and image data) 

selected from the possible location sets listed in Table 1. They are denoted as (k1,11), (k2,12) and 

(k3,13). 

(2) The block b is locally DCT' transformed and quantized at the locations (k1,11), (k2,12) and (k3,13) 

with the quality factor Q parameter. Let YQ(k) YQ(k2,12) and YQ(k3,13) be the quantized coeffi-

cient values at the selected locations. 
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(3) 111 YQ(k JO I , I YQ(k2,12 I and I YQ(k3,I3) I form any of the invalid patterns as illustrated in Table 2, 
return False, otherwise return True. 

Algorithm 2(c): write(b, ci) 

Assume that a valid three-element location set of the block b has been pseudo-randomly selected. They 

are denoted as (k 2,11), (k2,12), and (k3,13). The block b is locally DCT transformed, and quantized at the 
locations (k1,11), 0(2,12) and (k3,)3) with the quality factor Q. Let YQ(k ) ,11),YQ(k2,12), and YQ(k3,13) be 

the quantized coefficient values at the selected locations. 

(1) When ci=1 , modify the YQ(k YQ(k2,12) and YQ(k3,13) such that they satisfy the following 
conditions: YQ(k1.11) > YQ(k3,13) + D, and YQ(k2,12) > YQ(k3,13) + D 

(2) When c,=0, modify the Q(k 1 ,11), Q(k2,I2) and YQ(k3,13) such that they satisfy the following condi-
tions: Yo(ki + D < YQ(k3,13), and YQ(k2,12) + D < YQ(k3,13) 

(3) YQ(k JO, YQ(k2,12) and YQ(k3,13) are de-quantized, inversely transformed (IDCT), and written 
back to the block b. 

Algorithm 2(d): read(b) 

Assume that a valid three-element location set of the block b has been pseudo-randomly selected. They 
are denoted as (k 1 ,11), (k 2,I2), and (k3,13). The block b is locally DCT transformed, and quantized at the 
locations (k1,11), (k2,12) and (k3,13) with the quality factor Q. Let YQ(k1,1 1),YQ(k2,12), and YQ(k3,13) be 

the quantized coefficient values at the selected locations. 

(1) If YQ(k1,11) > YQ(k2,12) + D and YQ(k2,12) > YQ(k3,13) + D, return 1. 

(2) If YQ(k1,11) + D < YQ(k3,13), and YQ(k2,12) + D < YQ(k3,13), returns 0. 

(3) In other cases, the embedded bit in this block b has been damaged. 

3.2 Black/White Rate-Based Label Embedding for Binary Images 

The value of each pixel in a binary image is either '1' or '0'. This determines that, in general, there is 

no 'noise' space which can be used for embedding additional information. To do it, we must find 
appropriate image areas where modifications for embedding labels do not affect seriously the quality 
of the original image. Obviously, these areas are varied with individual images or at least with types of 
images. 

The proposed method for binary images is based on the ratio of ' ' and '0' in a selected block. Suppose 

'1' represent black bit and '0' represent white bit in the source binary image. Let Pi(b) be the rate 
(percentage) of blacks in the selected block b: 

p1(b) 
Ni(b)—  64  where N I(b) is the number of '1' in the block b. 

Since the sum of percentages of blacks and whites in a block is 100%, the rate (percentage) of whites in 
the block b is P0(b) = 100 — P1(b). A bit is embedded into a block b in the following way: a '1' is 
embedded into the block b if P1(b) is greater than a given threshold, and a '0' is embedded into the 
block b if P 1(b) is less than another given threshold. A sequence of contiguous or distributed blocks is 
modified by switching whites to blacks or vice versa until such thresholds are reached. 
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We have classified two categories of binary images on which the generic method described above can 
be applied. These binary images are identified by distribution feature of blacks and whites. The first 
type of binary images is dithered image in which the black and white are well interlaced. The second 
type of binary images is black/white sharply contrasted images in which there exist clear boundaries 
between black and white areas. 

Two modification strategies are adopted for these two types of binary images, respectively. For 

dithered binary images, modifications are well-distributed throughout the whole block: the bit that has 
most neighbors with the same value (either black or white) is reversed. For sharply contrasted binary 

images, modifications are carried out at the boundary of black and white pixels: the bit that has most 

neighbors with the opposite value is reversed. At the borders of the contiguous block, the neighbor bits 

in the neighbor blocks are also taken into account in both approaches. Two examples of both modifica-

tion strategies are illustrated in Figure 4 and 5, respectively. 

.11 
ow Wu-7:j 

LI EN 
.. -;F; MEMO 

immtmoim ;4',. ..::111111111111111111 
Ell11111111111.11111111 

Figure 4. Well -distributed modifications 

space for robustness 

'0' 

Figure 5. Modifications at black and white boundary 

space for robustness 

'l' 

R0-3•X Ro-2*k Ro—k 50 R t 12 1 4.A. R 1 +2*k 12 1 4-39, 

Figure 6. Achieve robustness in the black/white rate-based embedding method 

Let R 1 be the threshold rate for ' I'. Thus, the threshold rate for '0' is Ro = ( I 00%-R1). Let X be the 

robustness degree against image processing of labeled images. It represents the number of bits that can 

be altered after image processing without damage of embedded bits. For example, when X is 5%, 

alternation (i.e. reversion from '1 ' to '0' or vice versa) of less than 4 bits in a block does not damage the 
embedded code. Our experiments have shown that the following values of them are the reasonable 
choices both in robustness of embedding code and the modification visibility: 

RI = 55, Ro = 45, and =5. 

- The algorithms to write and read a label into and from a binary image are described in Algorithm 

3(a)-(d). 

Algorithm 3(a): check_write(b, 

(I) If Pi(b) > R1 + 3*X or Pi(b) < Ro -3*X, return False. 
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(2) When ci=l, if Pi (b) < Ro, modify the block b such that 

Pt(b) < Ro — 3*X, 
and then return False. 

(3) When ei=0, if P1(b) > Ri, modify the block b such that 
Pi(b) > R + 3*X, 

and then return False. 

(4) For other cases, return True. 

Algorithm 3(b): check_read(b• ci) 
(1) If Pi(b) > R + 2*X or P1(b) < Ro — 2*X, return False. 

(2) For other cases, return True.

• 

Algorithm 3(c): write(b, ci) 

Assume that a valid block b has been pseudo-randomly selected. A bit ci is embedded into b by 
switching blacks to whites or vise versa using the different modification strategies described above in 
order to reach a specified threshold rate. 

(1) When ci=l, modify the block b such that: 
Pi(b) Ri and P1(b) .5_ Ri + X. 

(2) When cf=0, modify the block b such that: 
Pi (b) < Ro and Pi (b) Ro a. —

(3) write the block b back to the image. 

Algorithm 3(d): read(b) 

Assume that a valid block b has been pseudo-randomly selected. 
• (1) If (b) > 50, return I. 

(2) If (b) < 50, return 0. 

(3) For other cases, the embedded bit in the block b has been damaged. 

4 Conclusion 

The 'SysCoP' has been implemented on UNIX platform, and provides a graphical interface, a set of 
UNIX commands and an API (Application Programming Interface). It currently supports JPEG, PPM, 
GIF, and TIFF image formats. Experiments have been carried out to demonstrate the robustness of our 
methods against image processing. For the gray-scaled and color images using the JPEG-based 
embedding method, three images were labeled, and then processed by JPEG compression, format 
conversions and color reduction. In general, the results are quite satisfactory and meet the basic 
requirements for embedding codes as copyright labels. Due to the space limitation of the paper, 
concrete results are omitted. For the binary images, a dithered TIFF binary image and a sharply 
contrasted TIFF binary image were used in our tests. They are labeled first with R t= 55% and the 
robustness degree (X) 5%. The labeled TIFF images are then smoothed and converted to PBM. The 
embedded codes were not damaged in both labeled images after smoothing and conversions. 

Our methods are still weak against physical damages (e.g. cut a pixel line, grab an area, 
Currently, we address this problem by allowing the user to specify 'valuable or sensitive' areas of an 
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.t • 

image into which labels are (repeatedly) embedded. Thus, cutting a part which is not in these areas does not damage embedded labels. 

The methods described in this paper for embedding robust copyright labels for images have been extended to support MPEG- . Two additional attacks in embedding copyright labels into MPEG-1 videos have been identified: removal of frames and re-compression with different patterns. To be 
resistant against them, the copyright label is repeatedly embedded into each frame. Thus we ensure 
that the label can be retrieved from each I-frame regardless of re-compression with different patterns. Furthermore, we are developing new labeling methods for other digital media, i.e. structured electron-
ic documents (e.g. PostScript, SGML documents) and audio data. In addition, a WWW (World Wide 
Web) image copyright labeling server incorporating the methods described in this paper is being 
developed. 
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Towards Robust and Hidden Image Copyright Labeling 

E. Koch & J. Zhao 
Fraunhofer Institute for Computer Graphics 

Wilhelminensrr. 7, 64283 Darmstadt, Germany 
email: (ekoch.rhaoj@igd.fhg.de 

Abstract — This paper first presents the "hidden 
label" approach for identifying the ownership and 
distribution of multimedia information (image or 
video data) in digital networked environment. Then 
it discusses criteria and difficulties in implementing 
the approach. Finally a method using a JPEG model 
based, frequency hopped, randomly sequenced 
pulse ' position modulated code (RSPPMC) is 
described. This method supports robustness of 
embedded labels against several damaging 
possibilities such as lossy data compression, low 
pass filtering and/or color space conversion. 

1 Introduction 

The electronic representation and transfer of digitized 
multimedia information (text, video, and audio) have 
increased the potential for misuse and theft of such in-
formation. and significantly increases the problems 
associated with enforcing copyrights on multimedia 
information (1,21 These problems arc rooted from the 
intrinsic features of the digitally for-mated information: 
(1) making copies is easy and inexpensive; (2) each 
copy is exactly identical to the original; and (3) 
distribution of the copies (e.g. via network or floppy) is 
easy and fast. For this reason, creators or publishers of 
multimedia materials fear providing their works for 
usage in new multimedia services, and are seeking 
technical solutions to the problems associated with 
copyright protection of multimedia data. 

These problems have recently raised attentions in na-
tional IT (information technology) programmes, for 
example. Nil (National Information Infrastructure) 
launched in the United States in 1993 established a 
working group on Intellectual Property Rights which 
is mainly concerned with copyright law and its 
application and effectiveness in the context of NII [3]. 
Several projects are currently of have cetxntly been 
concerned with copyright and related issues in the dig-
ital world, fur example, the EC ESPRIT project 
CITED (Copyright in transmitted electronic data) [4] 
and COPICAT (Copyright Ownership Protection in 
Computer Assisted Training) in and the EC RACE 

project ACCOP1 (Access Control and Copyright 
Protection for -Images) (b]. 

In [2], we have summarized that the technical mecha-
nism of copyright protection for information in digital 
form can be divided into three levels: access control, 
use right control, and labeling-based mechanism. This 
paper addresses the problems in developing the lust 
level of mechanism, and presents a JPEG-based meth-
od of labeling image for copyright protection. 

Although some attention has been given to stcgano-
graphic labeling and similar problems [7), there exists 
no technology designed to secretly embed a robust and 
invisible (hidden) copyright Inbel in images. In partic-
ular, no current method adequately addresses the pos-
sibilities of using data compression, low pass filtering 
and/or simply changing the file format to remove an 
embedded code. Therefore, one of the main goals of 
this paper is to define a reasonable set of functional re-
quirements and design criteria for an image copyright 
labeling method, and to furthermore demonstrate that 
the main difficulties involved in designing such a sys-
tem can be solved. 

The discussion begins with a section which outlines 
the functionality of the proposed system and general 
design criteria for the novel embedding technique. A 
specific method based on the JPEG compression stan-
dard for embedding copyright labels in image data is 
then presented. 

2 Requirements and possible attacks 

In order to he effective and workable in a multimedia 

environment, the copyright label must be difficult to 
remove and survive processing which does not seri-
ously reduce the value of the image. This encompasses 
a wide range of possibilities including format conver-
sions, data compression, 'anti low pass filtering. In 
addition to copyright labeling of broadcast images. ap-
plication areas for stecanographic labeling techniques 
include copyright and/or secure records labeling of 
electronic publishing. facsimiles, scientific imaging, 
and medical imaging. 

BEST AVAILABLE COPY 

DISH - Blue Spike-408
Exhibit 1010, Page 0577



Requiring thc copyright label to be a reliable property 
identification tool imposes following basic functional 
requirements on the system: 

(1) The image must contain a label or code, which 
marks h as property of the copyright holder. 

(2) The image data must contain a user code, which 
• Verifies the user is in legal possession of the data. 

(3) The image data is labeled in a manner which allows 
its distribution to be tracked. 

It is assumed, the main purpose of any attack would be 
to make the embedded label unverifiable. There are es-
sentially two general ways to make thc embedded label 
unverifiable: (1) alter the image data to render the 
copyright label unreadable, and (2) show that the label 
is not ti reliable identification tool. 

In addition several properties of digital data and design 
constraints, which are related to preventing attack on 
the copyright label, should be considered carefully. 
First, forgery of a digital copyright can only he pre-
vented, if a forger cannot produce a valid copyright 
code. Second. the basic nature of digital images ensur-
es that the copyright label can be easily altered if an at-
tacker can identify the label data. Third, most digital 
images found in a multimedia environment can be low 
pass filtered, transformed to a different format or color 
space, or carefully re-quantized and compressed with-
out significantly altering the images appearance or af-
fecting its value. Finally, the image data is the only ran-
dom sequence available to mask the data, and the 
statistics of the images. although generally unknown, 
are not under the control of the copyright system. 

In sum. each of these points represents a potential 
means of attacking the copyright label and the follow-
ing functional specifications are designed to prevent 
these attacks: 

(I) A secret key type encryption code must be created 
using the unique identification of a work and used 
as the copyright label to prevent forgery of labeling. 

(2) The image data must camouflage the copyright la-
bel code both visually and statistically to prevent an 
attacker from finding and deleting it. The functional 
requirement stating that the copyright label appears 
to be pan of a normal image sequence and visually 
transparent is designed to prevent this attack. 

(3) The signals used to embed the copyright label must 
contain a noise margin to resist damage if the image 
is processed or compressed. 

(4) The system must be designed in such a way that the 
copyright labels locations and the same copyright 

code are nut used repeatedly for embedding codes 
in different images to prevent the label from be 
found by comparing different images signed by the 
same owner. 

The noise margin created by modeling the lossy com-
pression allows for some loss of energy, in the pulse, 
before the pulse becomes unreadable. Therefore if the 
pulse energy is concentrated at low frequencies, the 
embedded code should be relatively robust. U nfortus, 
nately, the final consideration with regard to pulse de-• 
sign and visual camouflaging. is in direct conflict with 
using low frequency pulse shapes. Specifically, it is 
widely accepted that noise in the low frequencies com-
ponents of images is more noticeable than noise in the 
high frequency components. This is the basic concept 
behind the very efficient transform and sub-band cod-
ing techniques (R-I a). A reasonable trade-off between 
protection against processing attacks and visibility of 
the embedded code, is to make the pulses bandpass 
processes. Some additional design criteria must be de-
veloped to allow both requirements to he met simulta-
neously. 

3 System Framework 

The proposed approach, called Randomly Sequenced 
Poise Position Modulated Code (RSPPMC) copyright 
labeling, is rooted in the well-known fact that typical 
digital images of people, buildings and natural settings 
can be considered as non-stationary statistical pro-
cesses. which are highly redundant and tolerant of 
noise 18). Hence, changes in the image data caused by 
moderate levels of wideband noise or controlled loss 
of information are hardly visibly noticeable, even 
when the altered images are compared directly with 
the original images. 

Furthermore, the statistics of image sequences are only 
locally stationary and apriori unknown. More impor-
tantly. the process which produces such a sequence has 
random properties, which prevent the sequence from 
being reproduced exactly by a second experiment. 
This type of random signal is ideally suited for the pur-
pose of statistically masking a sparse sequence of mod-
erately large pulses. 

The RSPPMC method consists of splitting the problem 
into two components. The first component produces 
the actual copyright code and a random sequence of 
locations for embedding the code in the image. This 
component is designed with the intention of imple-
menting it, using existing encryption and pseudo ran-
dom number generation techniques 111.121. In tact. 
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these methods are only discussed to establish a frame-
work for developing n novel technique for embedding 
data in images. The second component actually 
embeds the code at the specified locations. using a sim-
ple pul sing method, designed to appear to be a natural 
part of the image, which yet resists being damaged 
through simple processing techniques. This compo-
nent consists of four steps: 

(1) The position sequence is used to generate a se-
quence of pixel mapped locations where the code 
will he embedded. 

(2) The blocks of 2-D image data, )(k,1) where k,1 are 
the indices of discrete image points, arc locally 
transformed and quantized at the locations selected 
in step 1, in a manner reflecting acceptable informa-
tion loss in the image for the application to product 
a 2-ID image residual, n(k,l), in which the RSPPMC 
will actually be embedded. 

(3) The code pulses, i.e. high or low, representing the 
binary codc being embedded, arc superimposed on 
the signal n(k,l) selected locations. 

(4) The quantized data is decoded; and then, inversely 
transformed to produced the labeled image data. 

In order to comply with functional requirements re-
lated to robustness, the transformation used in the se-
cond step includes the color space transformations and 
sub-banding and/or frequency transformations to al-
low direct access to the appropriate frequency bands in 
the gray scale component of an image. A quantization 
process is included in this step to guarantee that the la-
bel will survive a specific amount of information loss. 
A JPEG Compression Standard Based RSPPMC 
Copyright Label will be described in the next section. 

4 Embedding a RSPPMC in Quantized 
JPEG Coefficients 

Considering the functional requirement of robustness 
in a multimedia envirunment, the lass model in step 2 
of the label process should be based on an industrial 
standard. From this perspective, image compression 
schemes used in GIF, TIFF, MPEG andlPF.G are of in-
terest. However, the wide spread use and growth of the 
JPEG [9] and MPEG formats and their efficiency in 
compressing images make transform coding the ob-
vious choice for designing a copyright labeling sys-
tem. Also. transform coding and/or sub-band coding 
techniques have the advantage of allowing direct ac-
cess to specific frequency bands in the image, where 
the RSPPMC is to be embedded. This eliminates the 

problem of designing and detecting bandpass wave. 
lets. 

The basic characteristics of images. which make trans-
form quantization a useful image data compression 
tool are (I) images are generally low pass processes, 
and (2) high frequency image components have little 
visual impact. 

The DCT representation of images has been widely re-
searched [101 The typical characteristics of image . 
DC 's arc also well known. Readers unfamiliar with 
the DCT and image transform quantization should re-
fer to [8- 10] for details. 

The second point allows the higher frequency coeffi-
cients to be more coarsely quantized than the low fre-
quency components by the transform quantizer. Pre-
dictably, the JPEG 4ronsform quantiz.er utilizes this 
fact by increasing qs(k,l) as a function of the increasing 
frequency vector normal. 

Using these assumptions. several signals can be 
derived from the image data Y(i.j). which naturally 
contain pulses meeting the requirements outlined in 
section 2. One of the simplest is the sub-block signal, 

N(k 1.11,k2,12) = YQ(k i .1 t) I — I YQ(k2,1") 1 (1) 
where Yez,(k Yo(k2,12) are the quantized coeffi-
cient values at the selected locations. This non-sta-
tionary random process should have an expected val-
ue of approximately zero if I kiii I is approximately 
equal to I k1,1, I . Also. the signal should have a mod-
erate variance level in the middle frequency ranges, 
i.e. I .5 < 1k.I I <4.5, where scattered changes in the 
image data should not be noticeably visible. The spe-
cific frequencies being used to embed the pulses will 
be "hopped" in this range to increase the robustness of 
the signal and making it more difficult to find. The 
principle being employed here is identical to the con-
cept of frequency hopped spread spectrum commu-
nications [131. 

A logical choice for the detection of "highs" and 
"lows", based on the signal defined in (I) is decided 
high if: 

N(k O. 
and decided low if, 

N(k ,11.1 1,1-9< 0. (2b) 

However. embedding the code in this signal must also 
take into account the !PEG quantization process and 
any noise margin added to the pulses in the code. 
Therefore, the test for a written high is set as: 

I YQ(1‹ I JI) I I Y0( k2-12)1 (3u) 

(2-1) 
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where p is a noise margin factor. The corresponding 
equation for n written low is: 

I YQ(k2.12) I > I YQ(ki 'It) 4-13. (3b) 

Standard JPEG compression uses a "quality factor" to 
scale the quantization. allowing for different image 
qualities and compression factors. In order to guaran-
tee that the copyright label will survive compressions 
lip to a specific level compression, the quantization 
table should be scaled to the desired quality factor. 
Also, due to numerical problems (in calculating quan-
tization step size according to quality factor, and in the 
quantization process) which can occur if the image is 
quantized with a JPEG quality greater than the de-
signed factor for embedding the copyright code, some 
conditions must be be met. They are not discussed in 
this paper because of the limited space. 

The method used to embed the copyright label in the 
sequence. N(k ,12,k 1,12), is not complicated. The high/ 
low pulse pattern of the copyright label code is forced 
on the natural sequence as the selected group locations 
using a minimum mean square error approach, if it 
does not occur naturally. More complicated pulse pat-
tern may be developed for representing the high/low 
bit, e.g. to use combinations (i.e. relationships) of three 
quantized elements YQ(k YQ(c2.12). YQ(k3.13) to 
replace equation (3). 

In summary, the random pulse signal and conditions 
for detecting naturally occurring highs and lows de-
scribed in equations ( I ) - (3) are designed to survive a 
JPEG compression down to a specified quality level. 
Clearly, decreasing the quality factor for the copyright 
code will make the signal more robust. However, this 
will also reduce the number of naturally occurring bits 
in the sequence. In addition, a lower quality factor will 
increase the likelihood that the changes necessary to 
superimpose the embedded code on the signal will he 
noticeably visible. 

S Conclusions 

Using the prototypes we have developed, the exper-
imental results indicate that the design requirements, 
developed in sections 2 for embedding a copyright la-
bel in image data, earl be met, using the JPEG model 
based RSPPMC method developed in section 4. In par-
ticular, it was demonstrated that a copyright label code 
could be embedded in several images, using pulses 
with sufficient noise margins to survive common pro-
cessing, such as lussy compression, color space con-
version, and low pass Filtering. 

However, these results also indicate significant room 
for improvement in the method. One possibility for im-
provement could be to use different frequency band 
sets for encoding the high and low pulses. Also, meth-
ods could be developed to utilize image restoration 
techniques and panem recognition techniques for veri-
fying copyright labels. For example. pattern recogni-
tion techniques could be used to rcad copyright [abets 
from images which have been cropped. In addition, 
methods suitable for applications with special require-
ments, such as cartography and medical intas?ing, are 
currently being investigated. 

The authors would like to acknowledge Scott Burgett 
and Jochen• Rindfrey, for their contributions to this 
work. 
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Abstract 

This paper discusses the feasibility of coding a 

robust, undetectable, digital water mark on a 

standard 512'1512 intensity image with an 8 bit 

gray scale. The watermark is capable of carrying 

such information as authentication or authorisation 

codes, or a legend essential for image 

interpretation. This capability is envisaged to find 

application in image tagging, copyright 

enforcement, counterfeit protection, and controlled 

access. The method chosen is based on linear 

addition of the water mark to the image data. 
Originally, the authors made use of one 
dimensional encoding using m-sequences 111,12), a 

process which, whilst showing promise. had 
considerable shortcomings. This paper presents an 

analysis of the one dimensional scheme and some 

constructions to extend this work to two 
dimensions. 

1 Background 

There exist two basic classes of electronic water ' 
marks: fragile and robust. Interest in both types 

has increased in recent times because of the 

explosion in digital communications and the 

rapidity and ease of transmission of electronic 
material which is subject to copyright. The 

authors have been concerned with the construction 

of the robust type, i.e. one which is resilient to 
some image distortions such as pixel or bit 
tampering, cropping, translation, rotation and 

shear. At this stage, our watermark possesses 

limited immunity against the first three distortions, 

but the intention is to improve its performance in 

the future. This should be contrasted with a novel 
technique involving a fragile watermark as 
described in [3], where, by deliberate design, any 
distortions render the watermark non-recoverable 
and this becomes proof of tampering. Both 
methods use LSB manipulation. Walton {3], also 
introduces an ingenious and effective palette 
manipulation technique to increase the watermark 
effectiveness by involving the complete RGB 
image components. A totally different technique 
and its variations is reviewed in 0]. Its major 

advantage is its compatibility with the JPEG 
format, whilst its principal disadvantage is that the 
watermark recovery requires the presence of the 
unencoded image. In this respect it differs from 
the other techniques. Our technique involves a 
linear addition of the watermark pattern, followed 

by a correlative recovery. Correlation can be 
defined as: cyclic or extended, global or character 
specific. 
Correlation functions can be decomposed into: 
even and odd, or periodic and aperiodic. At this 
stage we are confined to binary characters only. 
Our watermarks are chosen from two-dimensional 
array patterns based on m-sequences or extended 
m-sequences. An m-sequence basis is chosen 
because of their balance (zero mean), random 

appearance, resilience to filtering, cropping and 
individual bit enors, optimal autocorrelation 

properties and constrained cross-correlation. The 
water mark can be encoded by the choice of rn-
sequences and their phases. 

2 Method 

Our encoding method uses LSB addition for 
embedding the water mark [1], 12]. In many 
imaging systems the LSB is corrupted by hardware 
imperfections or quantisation noise and hence its 
manipulation is invisible, or of limited 
significance. The linear addition process is 
difficult to crack and makes it possible to embed 
multiple watermarks on the same image [2]. The 
decoding process makes use of the unique and 
optimal auto-correlation of m-sequence arrays to 

recover the watermark and suppress the image 
content. Since the correlation process involves 
averaging over long strings of binary digits, it is 
relatively immune to individual pixel errors, such 

as may occur in image transmission. The 
correlation process requires the examination of the 
complete bit pattern and must therefore be 
performed off-line, unless some form of dedicated, 
real-time, parallel processing is involved. The 
decoding process is not completely error free, due 
to partial correlation of the image data with the 
encoding sequence. In our previous work, we 
overcame this by filtering and dynamic range 
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compression [2). These artificial steps would be 

undesirable in a practical system. A typical 

128*128 (unfiltered) image encoded with a one 

dimensional watermark is shown in Fig.1(Top 

left). The message is encoded on a line by line 

basis, using the ASCII character to select a 

sequence phase shift. There are numerous 

message repeats. The decoder output Fig.1(centre 

left) shows distinct message correlation peaks 

(white). Note that there are significant sidelobes 

due to image crosscorrelation effects. The top half 

of Fig.]. shows encoded images that have been 

progressively high-pass filtered, removing 10, 60 

and l00 of the spatial frequency components from 

the total of 128. The watermark peaks survive all 

these filtering processes, demonstrating the 

robustness of the technique. The image content in 

the original and the decoded version is rendered 

negligible after the second or third of the filters. It 

is also clear that the filtering introduces 

progressively more severe ringing in the decoded 

output. This can result in ambiguities. We are 

presently investigating the feasibility of rectifying 

this shortcoming by the introduction of a matched 

filter in the decoding process. Fig.2. shows similar 

effects on the watermark alone (encoded on a null 

image): Contrast enhancement was employed to 

render the watermark visible. 

3. Watermark requirements 

An ideal watermark would possess: 

(i) High in-phase autocorrelation peak for rows 

and columns [All) 

(ii) Low out-of-phase autocorrelation for rows and 

columns [Costas Arrays] 

(iii) Low cross-correlation between rows and 

between columns & between rows and columns 
(perfect Maps, Hadamard Matrix, Legendre 

Arrays) 
(iv)' Low cross-correlation with image content 

[Folded M-sequence) 

(v) Array diversity (Gold, Extended Gold Arrays] 

(vi) Balance [All except Costas and some Gold) 

The first two criteria are required for unambiguous 

watermark registration, the third is necessary to 

avoid scrambling, the fourth minimises image 

related anefacts, whilst the fifth is concerned with 

the information capacity of the watermark. The 

sixth criterion maximises the significance of the 

correlation operation: in the binary case, the 

minority symbol determines the correlation score. 

Constructions can be optimised for each of these 

requirements. However, a global optimisation 
requires compromise. We have -examined all the 

criteria in detail, with the exception of (iv). 

Presently, we arc examining methods of 

watermark design to minimise crosscorrelation 

with the image. 

3.1 Image crosstalk suppression (ideal) 
Clearly, it is possible to analyse the image content, 

by DCT or Walsh Transform and deduce a low 

crosscorrelation watermark by remapping any 

pattern, satisfying all criteria above except (iv). 

Similar effects could be assured by a random or 

adaptive search for a mapping to minimise the 

crosscorrelation with the image. However, such a 

procedure is impractical because there is no 

guarantee of uniqueness and hence the 

computation of the inverse mapping at the 

decoder. 

3.2 Crosstalk suppression (practical) 
There are at least three approaches which do not 

suffer from the above problem. 

(1) Use longer m-sequences. 
(2) Use high pass filtering. 
(3) Use a "random" mapping. 

The first is obvious. The other methods rely on the 
low overlap of the spatial frequency content of the 

image and watermark. In most cases (except 
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random or fractal images), the image exhibits a 

(peaked) spatial frequency content constrained to 

low frequencies. By contrast, the m-sequence 

content is almost perfectly white. Therefore, as 

demonstrated by Fig.]., high pass filtering can 

reduce image related artefacts. without 

significantly degrading the peak. 

3.3 Analysis 
(3) requires an appreciation of the significant 

moments of the cross-correlation. Since the mean 

is subtracted from the image in the decoding stage, 

the correlation is that between two zero-mean 

functions and hence is itself zero. The variance, 

however is not so easily constrained. It is the main 

source of high cross-correlation peaks. Intuitively, 

this variance can be calculated by resolving each 

function into an orthogonal basis and applying 

random-phase statistics to each component. (A 

one dimensional analogy of this analysis is 

presented in the Appendix). The cross-correlation 

can therefore be expressed as a restricted 

summation over the m overlapping components. 

In the case of a "white" image, the total 2"-1 
components would contribute. Hence, assuming 

laws of large numbers, the ratio of variances is: 

c. 

a 11 2"-1 1 

A more complete analysis of these phenomena is 
presented in the Appendix. 

For example, a linear image of 512 pixels can be 
expressed as a summation of 32 DCT components. 

The improvement offered by "whitening" is 
approximately a factor of 4. 

It is not necessary to modify the image in order to 
implement this "whitening" process. It can just as 

easily be performed by embedding the m-sequence 

on the image with "random" pixel offsets, or by 
performing an orderly interleaving operation. The 
random offsets can be obtained from the in-

sequence vector (n* I) for one dimensional or 

(nsm) for two dimensional patterns. We are 
presently investigating and comparing the 
performance of this technique against that of high-

pass fi ltering. 

4 Two-dimensional m-sequence 
based arrays 

M-Sequences can be formed from starting vectors 
by a Fibonacci recursion relation. They are of 

maximal length (2"-1) for a vector of length it. 

The autocorrelation function of an m-sequence is 
two valued: 2"-1 (in phase). -1 (out of phase). 

4.1 Extension of one dimensional arrays 
A two-dimensional construction can be performed 

using a row by row phase shift. The effect on 
columns is that of decimation. Unique phase shifts 

as determined from Galois Field theory lead to the 

formation of columns, which are themselves m-

sequences. The resulting array is an unbalanced 

Hadamard Matrix. Alternatively, a long sequence 

can be folded diagonally into an array format 15). 

In this manner, the desirable one-dimensional 
autocorrelation property can be extended to two 
dimensions. The encoding and decoding 
performance of the Hadamard technique suffers 

from the image related effects because the 
correlations are performed on. the (short and thus 
interference prone) row or column basis. The 

folded m-sequence is more immune to these 
effects, owing to its increased length. However, its 

information storage capacity is inferior. 
Watermarks encoded by both methods are 
presented, compared and analysed in the paper. 

4.2 Intrinsic 2D constructions 
We have also studied other fundamentally two-

dimensional constructions. Costas Arrays are 
optimal in that their out-of-phase autocorrelation 
is minimum for shifts in either or both dimensions 
16]. <Uniformly low sidelobe point- spread-
function). They have been successfully deployed 
in radar and sonar, where time delays and 
frequency shifts (Doppler) can occur 
simultaneously. However, they are highly 
unbalanced and therefore prone to image related 
anefacts. Perfect Maps are constructions, where 
every m'n basis vector occurs once in a large 
pattern or map and hence can be used for 
automatic location. (An m-sequence is a one 
dimensional example of this category). The 
construction algorithm for Perfect Maps of large 
dimensions, commensurate with our image sizes is 
complicated [7]. However, some perfect maps are 
also Hadamard Matrices. We have examined 
examples of these, but still found them to be 
inadequate at rejecting image related artefacts. 
Legendre sequences and modified Legendre 
sequences, which are based on a quadratic residue 
(modulo n) and are similar to m-sequences of non-
maximal length are also being studied. They are 
expected to improve on m-sequences for short 
lengths only. Extended m-sequences are attractive 
because they are commensurate with the image 
size (2"). Whenever the extension by adding a 
zero to the m-sequence is performed to the longest 
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run length of zeros, the resulting sequence still 

exhibits a strong in-phase autocorrelation peak of 

2". This peak is surrounded by n zero values on 

either side, making it easy to recognise by filtering 

techniques. However, this is at the expense of 

numerous sidelobes at other phase shifts. The 

effect of these is being investigated. Gold Codes 

are linear additions of a preferred pair of m-

sequences in with a prescribed relative phase shift. 
Alternatively, they can be viewed as sequences 

generated by a non-maximal feedback 
configuration shift register constructed to 
implement a product of the individual m-sequence 

generating polynomials. The family of codes 

generated by all the relative phase shifts and the 

original parent m-sequences in 2"4-1, of which 
approximately half are balanced. The auto and 

cross correlations are constrained to approximately 

2"r2. These linear codes can be folded into array 

format, just as m-sequences. They offer greater 

information storage capacity because of their great 

diversity and constrained correlations. Gold codes 
can also be extended to length 2" in a similar 

manner to m-sequences. 

5 Conclusion 

This paper presents a method of encoding and the 

recovery of a two-dimensional digital water mark 

on test images. The performance of the recovery 

process is analysed and improvements suggested. 
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APPENDIX 

Consider, for the sake of simplicity, a 512 pixel, one 

dimensional image 1(x) and an encoding m-sequence 

M(x). This analysis can be ex-tended to two dimensions. 

Both functions can be expressed as Fourier sums: 

1(x) = 
ro 

1,,cos(w„x-, on) 

and since the m-sequence distribution is white, 

(Al) 

= 1MCOS( X On) 

••• (A2) 

The encoding process can be described by: 

W(x) = 1(x) cM(x) (A3) 

where, in our case, c corresponds to LSB scaling 
The decoding process involves the following: 
1. Remove mean. 
2. Perform correlation with a reference m-seqiience in 
particular phase. 
3. Repeat for all m-sequence phases. 
4. Compute global correlation maximum and recordm-
sequence phase. 
The correlation can be expressed as: 

r(0,,)= /D„ MCOS(w. xi + 0,,) 
r —o 

(A4) 

where Yrr, is the two-valued autocorrelation function of 
the m-sequence (29-1 for m=n, -1 otherwise). The first 
term contains information in n or the choice of 
sequence, whilst the summation term represents the 
interference (cross correlation with the image content). 

The value of m is determined by locating the maximum 

in Y(Pm). In order to avoid false positive identification, 
missed detection and ambiguities, the image 
crosscorrelation peaks must be smaller than that of the 
m-sequence. This cross-correlation has zero mean, but 

its variance can be estimated as: 

Or =< Y(0„,) 
794 29-1 

.1!13 

Where the random phase approximation and the laws of 
large numbers have been implied. A value of iay < (29-
I y6 will guarantee correct detection unconditionally for 
images withGaussian statistics. 
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Most physical images contain only a few significant 

spectral components (L), around 0 Crequenc-y. Assuming 

a rectangular distribution, 

9 
25 4

CY 0 -1 — y 

(A6) 

where at is the image variance, whose maximum is

approximately 256/6 43 for a 256 gray scale gaussian 

image. 
There are two obvious methods of minimising cy. High 
pass filtering the encoded image before performing the 
correlation will render the second term in (A4) 
negligible. However, the filter cut-in frequency is 
image-dependent. Also, this method introduces a 
degradation in the m-sequence autocori-elation peak 

(peak erosion) and an increase in sidelobe levels, There 

are also effects due to image content beyond the filter 

cut-in frequency (image leakage). Nevertheless, this 
method is capable of increasing the peak-to-sidelobe 

ratio by a factor of 2. 

The second method of relative "whitening" described in 

the main text does not suffer from the above 

deficiencies, but does affect the spatial properties of the 

m-sequence. It is not clear if both techniques can be 

used in cascade, nor if they are commutative. 
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A TWO-DIMENSIONAL DIGITAL WATERMARK 

A.ZTirkel(+), R.G.van Schyndel(*), CF.Osborne(*) 

(+)Scientific Technology, 
P.O.Box 3018, Dendy Brighton, 3186, Australia. 

(*) Department of Physics, Monash University, 
Clayton, 3168, Australia. 

ABSTRACT 

This paper discusses the feasibility of coding a robust, undetectable, digital water mark on a standard 
512.512 intensity image with an 8 bit gray scale. The watermark is capable of carrying such 
information as authentication or authorisation codes, or a legend essential for image interpretation. 
This capability is envisaged to find application in image tagging, copyright enforcement, counterfeit 
protection, and controlled access. The method chosen is based on linear addition of the water mark to 
the image data. Originally, the authors made use of one dimensional encoding using m-sequences 
[1],[2], a process which, whilst showing promise, had considerable shortcomings. This paper analyses 
constructions to extend this work to two dimensions and discusses compatibility of the technique with 
JPEG image transmission. 

1 Review 

There exist two basic classes of electronic water marks: fragile and robust. Interest in both types has 
increased in recent times because of the explosion in digital communications and the rapidity and ease 
of transmission of electronic material which is subject to copyright. The authors have been concerned 
with the construction of the robust type, i.e. one which is resilient to some image distortions such as 
pixel or bit tampering, cropping, translation, rotation and shear. Another form of robustness concerns 
lossy compression processing, such as coding via the Discrete Cosine Transform, such as JPEG. At 
this stage, our watermark possesses limited immunity against the first three pixel related distortions. In 
this paper, we discuss methods of addressing JPEG compatibility. 
Our watermarking method differs significantly from the novel technique recently introduced by Walton 
[3]. This involves a fragile watermark, where, by deliberate design, any distortions render the 
watermark non-recoverable and this becomes proof of tampering. Both methods use LSB 
manipulation. Walton [3], also introduces an ingenious and effective palette manipulation technique to 
increase the watermark effectiveness by involving the complete RGB image components. 
A totally different technique and its variations is reviewed in [4]. Its major advantage is its 
compatibility with the JPEG format, whilst its principal disadvantage is that the watermark recovery 
requires the presence of the unencoded image. In this respect it differs from the other techniques. 
Our technique involves a linear addition of the watermark pattern, followed by a correlative -recovery. 
Correlation can be defined as: cyclic or extended, global or character specific. 
Correlation functions can be decomposed into: even and odd, or periodic and aperiodic. At this stage 
we are confined to binary characters only. Our watermarks are chosen from two-dimensional array 
patterns based on m-sequences or extended m-sequences. An m-sequence basis is chosen because of 
their balance (zero mean), random appearance, resilience to filtering, cropping and individual bit errors, 
optimal autocorrelation properties and constrained cross-correlation. The water mark can be encoded 
by the choice of m-sequences and their phases. 
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2 Method 

Our encoding method uses LSB addition for embedding the water mark [1], [2]. In many imaging 
systems the LSB is corrupted by hardware imperfections or quantisation noise and hence its 
manipulation is invisible, or of limited significance. The linear addition process is difficult to crack and 
makes it possible to embed multiple watermarks on the same image [2]. The decoding process makes 
use of the unique and optimal auto-correlation of m-sequence arrays to recover the watermark and 
suppress the image content. Since the correlation process involves averaging over long strings of 
binary digits, it is relatively immune to individual pixel errors, such as may occur in image 
transmission. The correlation process requires the examination of the complete bit pattern and must 
therefore be performed off-line, unless some form of dedicated, real-time, parallel processing is 
involved. The decoding process is not completely error free, due to partial correlation of the image data 
with the encoding sequence. In our previous work, we overcame this by filtering and dynamic range 
compression [2). These artificial steps would be undesirable in a practical system. A typical 128'128 
(unfiltered) image encoded with a one dimensional watermark is shown in Fig.1(Top left). The 
message is encoded on a line by line basis, using the ASCII character to select a sequence phase shift. 
There are numerous message repeats. The decoder output Fig.1(centre left) shows distinct message 
correlation peaks (white). Note that there are significant sidelobes due to image crosscorrelation 
effects. The top half of Fig.l. shows encoded images that have been progressively high-pass filtered, 
removing 10, 60 and 100 of the spatial frequency components from the total of 128. The watermark 
peaks survive all these filtering processes, demonstrating the robustness of the technique. The image 
content in the original and the decoded version is rendered negligible after the second or third of the 
filters. It is also clear that the filtering introduces progressively more severe ringing in the decoded 
output. This can result in ambiguities. We are presently investigating the feasibility of rectifying this 
shortcoming by the introduction of a matched filter in the decoding process. 

3. Watermark properties 

An ideal watermark would possess: 

(i) High in-phase autocorrelation peak for rows and columns [All] 
(ii) Low out-of-phase autocorrelation for rows and columns [Costas Arrays] 
(iii) Low cross-correlation between rows and between columns & between rows and columns [Perfect 
Maps, Hadamard Matrix, Legendre Arrays] 
(iv) Low cross-correlation with image content [Folded M-sequence] 
(v) Array diversity [Gold, Extended Gold Arrays] 
(vi) Balance [All except Costas and some Gold] 
(vii) Compatibility with standard image transmission format such as JPEG [Folded M-sequence]. 
(viii) Long span in order to prevent unauthorised cracking. [GMW codes] 

The first two criteria are required for unambiguous watermark registration, the third is necessary to 
avoid scrambling, the fourth minimises image related artefacts, whilst the fifth is concerned with the 
information capacity of the watermark. The sixth criterion maximises the significance of the 
correlation operation: in the binary case, the minority symbol determines the correlation score. 
The seventh criterion requires robustness against the low-pass filtering along a diagonal raster. It is 
described in more detail in 3.2. The eighth criterion relates to code inversion property. All codes can 
be generated by a recursion relation and this can be deduced from a sample of the code by solution of a 
set of simultaneous equations '(matrix inversion). The minimum number of terms required 'for 
unambiguous inversion is called the span. M-sequences have a short span of 2n, where n is the order of 
the polynomial describing the recursion relation. This is because of their linear nature. GMW codes 
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use non-linear recursion, which is optimised to yield much larger spans, with minimum impact on 

sequence properties. They are therefore ideal in situations where security is paramount. . 

Constructions can be optimised for each of these requirements. However, a global optimisation 

requires compromise. We have examined all the criteria in detail with particular reference to (iv) [8] 

and (vii). 

3.1 Image crosstalk suppression 

Clearly, it is possible to analyse the image content, by DCT or Walsh Transform and deduce a low 

crosscorrelation watermark by remapping any pattern, satisfying all criteria above except (iv). Similar 

effects could be assured by a random or adaptive search for a mapping to minimise the crosscorrelation 

with the image. However, such a procedure is impractical because there is no guarantee of uniqueness 

and hence the computation of the inverse mapping at the decoder. 

There are at least three approaches which do not suffer from the above problem. 

(1) Use longer m-sequences. 
(2) Use high pass filtering. 
(3) Use a "random" mapping. 

The fi rst is obvious (longer averagimg). The other methods rely on the low overlap of the spatial 

frequency content of the image and watermark. In most cases (except random or fractal images), the 

image exhibits a (peaked) spatial frequency content constrained to low frequencies. By contrast, the in-

sequence content is almost perfectly white, as shown in Fig.2. Therefore, as demonstrated by Fig.1., 

high pass filtering can reduce image related artefacts, without significantly degrading the peak. 

3.2 JPEG compatibility 

As already demonstrated in Fig.l, the watermark is resilient against severe (0.25 quality factor) DCT 

high-pass filtering. Since the watermark mask is almost perfectly (spectrally) white, the same is true 

about low-pass filtering. In order to preserve this feature in raster format, the m-sequence should be 

embedded in a commensurate diagonal manner. The folded m-sequence of [5] is ideal for this purpose. 

The partitioning of the process into 8*8 blocks should pose no significant problems. The m-sequence 

employed in Fig.l. was 4 times longer than the linear dimension of the image, with no discernible 

effects on the result. We have actually experimented with 8*8 blocks and found no surprises. The only 

disadvantage of JPEG processing is that the high-pass filtering method of image-related artefacts 

(section 3.1) is incompatible, with the low-pass filtering involved in image compression. The same is 

likely to apply to the random mapping technique. Hence, the suppression of image related effects can 

only be achieved by the use of longer sequences. This imposes a limit on the information content of the 

watermark. The effects of sequence length on information content have been discussed in [1]. 

Mother feature of JPEG processing is the capability of performing image manipulations on-line. This 

poses no problems at the encoding stage of our watermark. However, the watermark recovery process 

requires the execution of a sliding correlation to determine the location of a global maximum. At 

present, this process is being performed sequentially and hence off-line. We are investigating hardware 

and software techniques to render these operation parallel. Alternatively, a DCT-based correlation 

computation could be devised. This is also being examined. 

4 Two-dimensional rn-sequence based arrays 

M-Sequences can be formed from starting vectors by a Fibonacci recursion relation. They are of 

maximal length (2"-1) for a vector of length n. The autocorrelation function of an m-sequence is two 

valued: 2"-1 (in phase), -1 (out of phase). 
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4.1 Extension of one dimensional arrays 

A two-dimensional construction can be performed using a row by row phase shift. The effect on 
columns is that of decimation. Unique phase shifts as determined from Galois Field theory lead to the 
formation of columns, which are themselves m-sequences. The resulting array is an unbalanced 
Hadamard Matrix. Alternatively, a long sequence can be folded diagonally into an array format [5]. In 
this manner, the desirable one-dimensional autocorrelation property can be extended to two dimensions. 
The encoding and decoding performance of the Hadamard technique suffers from the image related 
effects because the correlations are performed on the (short and thus interference prone) row or column 
basis. The folded m-sequence is more immune to these effects, owing to its increased length. However, 
its information storage capacity is inferior. Watermarks encoded by both methods are presented, 
compared and analysed in the paper. 

4.2 Intrinsic 2D constructions 

We have also studied other fundamentally two-dimensional constructions. Costas Arrays are optimal in 
that their out-of-phase autocorrelation is minimum for shifts in either or both dimensions [6]. 
(Uniformly low sidelobe point- spread-function). They have been successfully deployed in radar and 
sonar, where time delays and frequency shifts (Doppler) can occur simultaneously. However, they are 
highly unbalanced and therefore prone to image related artefacts. Perfect Maps are constructions, 
where every m*n basis vector occurs once in a large pattern or map and hence can be used for 
automatic location. (An m-sequence is a one dimensional example of this category). The construction 
algorithm for Perfect Maps of large dimensions, commensurate with our image sizes is complicated [7]. 
However, some perfect maps are also Hadamard Matrices. We have examined examples of these, but 
still found them to be inadequate at rejecting image related artefacts. Legendre sequences and modified 
Legendre sequences, which are based on a quadratic residue (modulo n) and are similar to m-sequences 
of non-maximal length are also being studied. They are expected to improve on m-sequences for short 
lengths only. Extended m-sequences are attractive because they are commensurate with the image size 
(2"). Whenever the extension by adding a zero to the m-sequence is performed to the longest run length 
of zeros, the resulting sequence still exhibits a strong in-phase autocorrelation peak of 2". This peak is 
surrounded by n zero values on either side, making it easy to recognise by filtering techniques. 
However, this is at the expense of numerous sidelobes at other phase shifts. The effect of these is being 
investigated. Gold Codes are linear additions of a preferred pair of m-sequences with a prescribed 
relative phase shift. Alternatively, they can be viewed as sequences generated by a non-maximal 
feedback configuration shift register constructed to implement a product of the individual m-sequence 
generating polynomials. The family of codes can be generated by all the relative phase shifts and the 
original parent m-sequences in r+l, of which approximately half are balanced. The auto and cross 
correlations are constrained to approximately 2'. These linear codes can be folded into array format, 
just as m-sequences. They offer greater information storage capacity because of their great diversity 
and constrained correlations. Gold codes can also be extended to length r in a similar manner to m-
sequences. 

4.3 Extensions to Multi-Dimensional Arrays 

So far, our watermarking scheme has been confined to one and two-dimensional spatial constructions 
employing a gray scale image. Extensions to colour (RGB) encoding have the potential of enlarging the 
dimensionality to a total of 5. This could be employed for. 

(i) Increasing the information content of the watermark. For example, three independent, two-
dimensional messages could be encoded instead of one. 
(ii) Increasing the length of the watermark code to reduce image related effects. 

Redundancy coding. 
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, 

(iv) Novel, multi-dimensional array coding. 
(v) Non-binary character sequences. 

These aspects are presently being evaluated. 

4.4 Non-imaging applications 

The watermarking technique discussed here has potential applications to audio copyright protection and 
audio system and equalisation control. Two one-dimensional patterns can be embedded in each of the 
stereo channels on CD-ROM or DAT. These codes could be designed to have a deliberately long span 
(such as GMW codes), in order to prevent cracking. This technique .offers potential resistance to 
resampling/subsamPling, which are akin to scaling/rotation. These codes could also be employed in 
automatic spectral and delay calibration/equalisation of the sound system, because of their optimal 
impulse response. This feature could be particularly useful in dynamic situations, where the audio 
environment is constantly changing. 

5 Conclusion 

This paper presents a method of encoding and recovery of a two-dimensional digital water mark on test 
images. The compatibility of the watermarking process with JPEG coding is discussed. 
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Figure 1 
Upper (left to right: Encoded image after high pass filtering, removing 

(a) 0, (b) 10, (c) 60, (d) 100 of 128 Spatial Frequency Components 
Lower (Centre Left, Bottom Left, Centre Right, Bottom Right) : Corresponding Decoded Patterns 

(Medium gray ), darker—negative, lighter-positive - all image intensities have been suitably scaled) 

Fig 2. 
Left - DC1' of watermark 

Right - Dcr of image 
(Interpretation as in Fig 1) 
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ABSTRACT 

This paper discusses the feasibility of coding a 
robust, undetectable, digital water mark on a 
standard 512.'512 intensity image with an 24 bit 
RGB formal The watermark is capable of carrying 
such information as authentication or authorisation 
codes, or a legend essential for image interpretation. 
This capability is envisaged to find application in 

image tagging, copyright enforcement, counterfeit 
protection, and controlled access. The method 
chosen is based on linear addition of the water mark 

to the image data. The patterns adopted to carry 
the watermark are adaptations of m-sequences in 
one and two dimensions. The recovery process is 
based on correlation, just as in standard spread 
spectrum receivers. The technique is quite 
successful for one dimensional encoding with binary 
patterns, as shown for a variety of gray scale test 
images. A discussion of extensions of the method to 
two dimensions, RGB format and non-binary 
alphabets is presented. A critical review of other 
watermarking techniques is included. 

BACKGROUND 

The art of hiding messages in written text was known to the 
ancient Greeks as steganography. Many ingenious schemes 
to achieve that objective have been devised over the 
centuries. However, the more recent development of 
computer technology and the proliferation of image and 
graphics type data have generated the capability and the 
motivation for electronic watermarking as a means of 
copyright protection. There exist two basic classes of 
electronic water marks: fragile and robust. This paper is 
concerned with the construction of the robust type, i.e. one 
which is resilient to some image distortions such as pixel or 
bit tampering, cropping, translation, rotation and shear. At 
this stage, such a watermark possesses limited immunity 
against the first three distortions, but the intention is to 
improve its performance in the future. This should be 
contrasted with a novel technique involving a fragile 
watermark as described in [3], where, by deliberate design, 
any distortions render the watermark non-recoverable and 
this becomes proof of tampering. Both methods use LSB 
manipulation. Walton [3], also introduces an ingenious 
and effective palette manipulation technique to increase the 
watermark effectiveness by involving the complete RGB 
imaee components. A totally different technique and its 

compatibility with the JPEG format, whilst its principal 
disadvantage is that the watermark recovery requires the 
presence of the unencoded image. In this respe..t it differs 
from the other techniques. Other techniques being 
investigated are concerned with encryption of JPEG bit 
stream and involve the use of checksums' [14]. The 
technique described here involves a linear addition of the 
watermark pattern, followed by a correlative recovery. 
Correlation can be performed as cyclic or extended, global 
or character specific operations. Novel methods of defining .
correlation can be devised. The traditional decoMposition 
of correlation functions into even and odd, or periodic and 
aperiodic components does not apply, because the 
embedding pattern has periodicity commensurate with that 
of the image. So far, the watermarks have been chosen 
from one and two-dimensional array patterns based on m-
sequences or extended m-sequences [5]. An m-sequence 
basis is chosen because of their balance (zero mean), 
random appearance, optimal autocorrelation properties and 
constrained cross-correlation. The water mark has been 
encoded by the choice of m-sequences and their phases. 

2 METHOD 

The encoding method uses LSB addition for embedding the 
water mark [1], (2], [8], [13]. A similar method has since 
been developed commercially by Digimarc [10], who add 
random multiples of the LSB on a pixel by pixel basis. 
Their decoding process is subtractive in the presence of the 
unencdded image and seems to be correlative in its absence. 
The extension of the scheme described here to multiple 
LSB's has been considered to be an integral part of the 
transition to a non-binary alphabet, such as that offered by 
the RGB format. The restriction to LSB manipulation has 
certain advantages, since in many imaging systems the LSB 
is corrupted by hardware imperfections or quantisation 
noise and hence this form of implementation renders the 
watermark invisible. Our present technique involves the 
addition of unfiltered m-sequences, although it is possible 
to devise a matched filter, such that the spectral 
components of the watermark match those of the image. 
This reduces the visibility of the watermark and permits the 
use of higher order bits in the encoding process. Another 
benefit of such filtering is that it ensures that any 
distortions due to lossy image compression or transmission 
errors affect the watermark and the image equally. 
Therefore, as long as the image is acceptable, so is the 
watermark. 
The only significant case where watermarks are readily 
detectable is that of computer generated images, which are 
free of noise. in that instance, other means of 
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watermarks on the same image [2]. The decoding process 
makes use of the unique and optimal auto-correlation of m-
sequence arrays to recover the watermark and suppress the 
image content. Since the correlation process involves 
averaging over long strings of binary digits, it is relatively 
immune to individual pixel errors, such as may occur in 
image transmission. The correlation process requires the 
examination of the complete bit pattern and must therefore 
be performed off-line, unless some form of dedicated, real-
time, parallel processing is involved. Presently, two image 
processing hardware platforms (SGS Thomson IMSA100 
and a Philips OPTIC-Optimized Pixel Template Image 
Cortelator) are being evaluated as candidates for on-line 
performance of the decoding algorithm. The decoding 
process is not completely error free, due to partial 
correlation of the image data with the encoding sequence. 
The presence of significant correlation betweeen the image 
and the watermark typically results in false peaks and true 
peak erosion. This in turn can result in ambiguous or false 
decoding. In previous work, this was overcome by filtering 
and dynamic range compression [2]. These artificial steps 
would be undesirable in a practical system. Other means 
such as redundancy coding restrict the data content of the 
watermark. Morphological methods of peak detection, 
based on the unique neighbourhood characteristics of the 
pixel corresponding to the peak correlation have been 
evaluated, but so far the improvement attributable to them 
appears similar to that of filtering. Neural nets trained for 
local peak detection are another option for future 
evaluation. 
A npical 128'128 (unfiltered) image encoded with a one 
dimensional watermark is shown in Fig.1(Top left). The 
message is encoded on a line by line basis, using the ASCII 
character to select a sequence phase shift. There are 
numerous message repeats. The decoder output 
Fig.1(centre left) shows distinct message correlation peaks 
(white). Note that there are significant sidelobes due to 
image crosscorrelation effects. The top half of Fig.l. shows 
encoded images that have been progressively high-pass 
filtered, removing 10, 60 and 100 of the spatial frequency 
components from the total of 128. The watermark peaks 
survive all these filtering processes, demonstrating the 
robustness of the technique. The image content in the 
original and the decoded version is rendered negligible after 
the second or third of the filters. A different presentation of 
this process is shown in Fig.2. 

3. WATERMARK PROPERTIES 

An ideal watermark would possess: 
(I) High in-phase autocorrelation peak for rows and columns 
(ii) Low out-of-phase autocorrelation for rows and columns. 
(iii) Low cross-correlation between rows and between columns 

& between rows and columns 
(iv) Low cross-correlation with image content 
(v) Array diversity 
(vi) Balance 
(vii) Compatibility with standard image transmission format 

such as JPEG 
(viii) Long span, in order to prevent unauthorised cracking 

The first two criteria are required for unambiguous 

whilst the fifth is concerned with - the information capacity 
of the watermark. The sixth criterion maximises the 
significance of the correlation operation: in the binary case, 
the minority symbol determines the correlation score. 
The seventh criterion requires robustness against the low-
pass filtering along a diagonal raster. The eighth criterion 
relates to code inversion property. All codes can be 
generated by a recursion relation and this can be deduced 
from a sample of the of the code by solution of a set of 
simultaneous equations (matrix inversion). The minimum 
number of terms required for unambiguous inversion is 
called the span. M-sequences have a short span of 2n. 
where n is the order of the polynomial describing the 
recursion relation. This is because of their linear nature. 
GMW codes use non-linear recursion, which is optimised to 
yield much larger spans, with minimum impact on 
sequence properties. They are therefore ideal in situations 
where security is paramount. The sidelobe performance of 
these has not yet been evaluated. A search for a mapping to 
convert two dimensional arrays into GMW format is 
continuing. 
Constructions can be optimised for each of these 
requirements. However, a global optimisation requires 
compromise. All criteria have been examined in detail with 
particular reference to (iv) [8] and (vii). 

4 TWO-DIMENSIONAL M-SEQUENCE ARRAYS 

M-Sequences can be formed from starting vectors by a 
Fibonacci recursion relation. They are of maximal length 
i.e. (r -I) for a vector of length n. Typically, the alphabet 
of symbols used to generate the sequence forms a finite base 
field, a Galois Field (GF). In most applications, binary or 
binary derived base fields such as GF(2) are involved. A 
good review of non-binary has field applications can be 
found in [12). The recursion relation can be described by a 
generating polynomial over the GF. These polynomials, 
whose roots are not elements of the base field, themselves 
form an extension field. Their solutions (in the extension 
field) are powers of each other, which is equivalent to 
sequences being decimations of each other. 
Two dimensional patterns are generated by polynomials in 
two variables. This is equivalent to a two-dimensional shill 
register. One dimensional polynomials have been studied 
extensively, whilst higher dimensional constructions have 
been devised ad-hoc, with specific applications in mind. 
5] is one of the few references which attempts to treat this 

problem and its extensions to base fields other than CFO). 

43 SOME TWO-DIMENSIONAL CONSTRUCTIONS 
The autocorrelation function of binary m-sequence is two 
valued: 2"-I (in phase), -1 .(out of phase). A two-
dimensional construction can be performed using a row by 
row phase shift. The effect on columns is that of 
decimation. Unique phase shifts as determined from Galois 
Field theory lead to the formation of columns, which are 
themselves m-sequences. The resulting array is an 
unbalanced Hadamard Matrix. Alternatively, a long 
sequence can be folded diagonally into an array format [5]. 

In this manner, the desirable one-dimensional 
autocorrelation property can be extended to two 
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the Hadamard technique suffers from the image related 
effects because the correlations are performed on the (short 
and thus interference prone) row or column basis. The 
folded m-sequence is more immune to these effects, owing 
to its increased length. However, its information storage 
capacity is inferior. We have encoded watermarks by both 
methods and have found them lacking. 
There exist other fundamentally two-dimensional 
constructions. Costas Arrays are optimal in that their out-
of-phase autoconelation is minimum for shifts in either or 
both dimensions 161 (Uniformly low sidelobe point-spread-
function). They have been successfully deployed in radar 
and sonar, where time delays and frequency shifts 
(Doppler) can occur simultaneously. However, they are 
highly unbalanced and therefore prone to image related 
artefacts. Perfect Maps are constructions, where every m*n 
basis vector occurs once in a large pattern or map and 
hence can be used for automatic location. (An m-sequence 
is a one dimensional example of this category). The 
construction algorithm for Perfect Maps of large 
dimensions, commensurate with our image sizes is 
complicated. However, some perfect maps are also 
Hadamard Matrices. We have examined examples of these, 
but still found them to be inferior at rejecting image related 
artefacts. 

4.2 EXTENSIONS TO NON-BINARY ALPHABETS 

The watermarking scheme demonstrated in the diagrams 
has been confined to one and two-dimensional spatial 
constructions employing a gray scale image. Extensions to 
colour (RGB) encoding have the potential of expanding the 
capabilities. This could be employed for: 
(I) Increasing the information content of the watermark. For 

example, three independent, two-dimensional messages 
could be encoded instead of one. 

(ii) Increasing the length of the watermark code to reduce image 
related effects. 

(iii) Redundancy coding. 
(iv) Non-binary character sequences. 
The last feature is of particular interest because of the 
difference between the encoding process of the watermark 
and the standard embedding of the spreading code on the 
carrier as practiced in spread spectrum communications. 
There, the use of QPSK calls for GF(4) as a natural base 
field. It also permits the use of an isomorphism of the 
characters with complex roots of unity to derive convenient 
constructions of the complex correlation. The existence of 
two quadrature carriers is beneficial, but is quite irrelevant 
to the watermarking scheme. The RGB format permits the 
use of GF(8) as a base field. An example of a two 
dimensional RGB pattern based on GF(8) is shown in the 
presentation. This example uses the multiplication table 
based on each character being associated with a power of a 
primitive root of unity. This is not an essential requisite. A 
counter example is demonstrated by 112], who considers all 
possible algebras over GF(4) for communications 
applications. Many of these algebras are not based on roots 
of unity. In our future work, we propose to examine GF(8) 
in a similar manner. It may even be practical to combine 
two LSB's of RGB channels to construct a character set 
based on Calais Fields of dimension 64. These character 
sets can be generated from GF(2) by numerous field 

degeneracies to construct arrays which suppress the 
undesirable two-dimensional symmetries present in the 
McWilliams and Sloane folded m-sequence construction. 
These unattractive symmetries and a leading blank 
row/column are shown to be present in GF(8) and survive 
transformation mappings based on m-sequences, as is 
shown in the presentation. Green (15] devises 
constructions of large size over GF(2), which avoid these 
problems, but the minimum array size (91'45) and its 
aspect ratio is not conducive to imaging applications. It 
may be possible to construct square arrays over GF(8) or 
GF(64) based on algebraic degeneracy or adapt perfect 
maps to those non-binary character sets. In fact, it may be 
possible to devise a distance based correlation measure, as 
opposed to the use of complex multiplication. The merits of 
such a technique are still being investigated. It may also be 
feasible to reduce the spectral occupancy of the watermark 
by modulating RGB components alternately and using 
differential coding, as in a more generalised form of 
OQPSK or Frank -coding. Such a scheme could be 
incorporated into the JPEG conversion table. There may be 
applications of such techniques to spread spectrum 
communications, where QPSK is combined with 
polarization modulation. 

5 NON-IMAGING APPLICATIONS 

The watermarking technique discussed here has potential 
applications to audio copyright protection and audio system 
and equalisation control. Two one-dimensional patterns 
can be embedded in each of the stereo channels on CD-
ROM or DAT. These codes could designed to have a 
deliberately long span (such as GMW codes), in order to 
prevent cracking These codes could also be employed in 
automatic spectral and delay calibration/equalisation of the 
sound system, because of their optimal impulse response. 
This feature could be particularly useful in dynamic 
situations, where the audio environment is constantly 
changing. A technique called Argent has been located on 
the internet as a commercial version of CD copyrighting, 
but so far, meaningful details on this method have been 
unavailable. 

6 CONCLUSIONS 

This paper demonstrates a method of encoding and 
recovery of a digital water mark on test images, using 
spread spectrum techniques. A critical analysis of the 
extension of the method to genuine two-dimensional 
patterns using non-binary characters is presented. The 
ultimate objective is the construction of an optimal set of 
colour patterns. A brief outline of the current state of the 
art is included. 
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IPA95 SPECIAL SECTION 

Watermarking digital images for copyright 

protection 

J.J.K.O Ruanaidh 
W.J. Dowling 
F.M. Boland 

Indexing terms: Copyright protection. Image processing. Stegartography. Spread spectrum communications 

Abstract: A watermark is an invisible mark 

placed on an image that is designed to identify 

both the source of an image as well as its 

intended recipient. The authors present an 

overview of watermarking techniques and 

demonstrate a solution to one of the key 

problems in image watermarking, namely how to 

hide robust invisible labels inside grey scale or 

colour digital images. 

1 Introduction 

Computers. printers and high rate transmission facili-

ties are becoming less expensive and more generally 

available. It is now feasible. and very economical to 

transmit images and video sequences using computer 

networks rather than to send hard copies by post. In 

addition, images may be stored in databases in digital 

form. A major impediment to the use of electronic dis-

tribution and storage is the ease of intercepting, copy-

ing and redistributing electronic images and documents 

in their exact original form. As a result. publishers are 

extremely reluctant to use this means of disseminating 

material: The commercial possibilities for the World 

Wide Web are steadily becoming more appreciated. 

However,rif these possibilities are to be realised, an 

integrated approach to the secure handling. issue and 

duplication of issued documents is required. Public key 

encryption systems such as the RSA algorithm [1-3) do 

not completely solve the problem of unauthorised cop-

ying because of the ease with which images may be 

reproduced from previously published documents. All 

encrypted documents and images need to be decrypted 

before they can be inspected or used. Once encryption 

is removed the document can be passed on in an elec-

tronic form. If there is more than one recipient of an 

image, there is no direct proof that any particular 

authorised recipient is responsible for passing it on to 

unauthorised users. The idea. of using an indelible 
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watermark to identify uniquely both the source of an 

image and an intended recipient has therefore stimu-

lated much interest in the electronic publishing and 

printing industries. 
To be effective, an embedded watermark should be 

visually imperceptible, secure, reliable and resistant to 

attack. 
Imperceptible. The image must not be visibly 

degraded by the presence of the mark. The mark 

should serve as a unique identifier with a high informa-

tion content. 
Secure and reliable. The mark must be strongly resist-

ant to unauthorised detection and decoding. The water-

mark must also be capable of identifying the source 

and intended recipient with a low probability of error. 

It is also desirable that it would be difficult for an 

unauthorised agent to forge watermarks. Innovative 

error-control coding and digital signature techniques 

are required to ensure reliable and secure communica-

tion of the mark as well as authentication of the 

encoded message. 
Robust. The mark must be robust to attack and must 

be tolerant to reasonable quality lossy compression of 
the image using transform coding, vector quantisation 

or any other technique. Standard image processing 

operations such as low pass filtering. cropping. transla-

tion and resealing should not remove the mark. 

Later we shall describe a method which fulfils most of 

the above requirements. In this paper. we argue that 

watermarking needs to be adaptive in order to be 

robust. In direct contrast to many other techniques, 
with the notable exception of Cox et al. [4], the method 
here places the watermark on the most perceptually sig-
nificant components of an image. The logic behind the 

premise is quite simple. A watermark that is nonintru-
sive is one which resembles the image it is designed to 

protect. By virtue of its similarity to the image, any 
operation that is intentionally performed to damage the 

watermark will also damage the image. 
The factors affecting the transmission of information 

embedded in images are quite complex. First. there is 

the need for robustness. The second factor is visibility. 

likuitively, one can see that less information can be 

hidden on flat featureless regions of the image. It 

should be possible to incorporate more information 

into those parts of the image that contain more texture 

or around edges, provided edge integrity is maintained. 

Psychovisual phenomena are obviously *factors in the 

transmission 'of hidden information. 
There are two main principles involved in designing a 

watermark. The 'first principle, mentioned 'earlier, is 
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that a successful watermarking algorithm should explic-
itly identify and place the mark in the most important 
features of the image. There are some similarities to the 
key ideas behind image compression and there will be 
many ideas and techniques borrowed from this field. 
The second-prime:plc, which we shall outline briefly, is 
that of spread spectrum communications [5]. 

2 Previous work 

Brassil et al. [6] have investigated different methods for 
marking text within documents with a unique binary 
codeword which serves to identify legitimate users of 
the document. The codeword is embedded in a docu-
ment by making subtle modifications to the structure 
of the document such as modulation of line width and 
interword spacing as well as modification of character 
fonts. The presence of the codeword does not visibly 
degrade the document but can be readily detected by 
making a comparison with the original. Standard docu-
ment handing operations such as photocopying and 
scanning do not remove the mark. The same idea may 
be extended to include the protection of images. 

Kurak and McHugh [7) have considered the possible 
application of redundant features in digital images to 
the transmission of information. Their concern was the 
transmission of dangerous viruses (or 'Trojan horse 
programs') in the least significant bits of a data stream. 
They note that merely viewing an image is not suffi-
cient for detecting the presence of some form of cor-
ruption. Depending on the texture of the image and the 
quality of a computer monitor, it is possible to exploit 
the limited dynamic ranee of the human eye to hide 
low-quality images within other images. Walton [8) has 
developed a technique for introducing checksums in the 
least significant bits of an image to implement a fragile 
watermark and thus prevent unauthorised tampering. 
Dautzenberg and Boland [9] examined the use of the 
least significant bits as a possible scheme for introduc-
ing watermarks into images. This approach gave very 
poor results because standard lossy compression 
schemes. such as JPEG [10], tend to have the effect of 
randomising the least significant bits during the quanti-
sation stage of image compression. 

Zhao and Koch [I I] have investigated 'an approach 
to watermarking images based on the JPEG [10] image 
compression algorithm:Their approach is to segment 
the image into individual S x S blocks. Only eight coef-
ficients occupying particular positions in the 8 x S 
block of DCT coefficients can be marked. These com-
prise the low frequency components of the image 
block, but exclude the mean value coefficient (at coor-
dinate (0.0)) as well as the low frequencies at coordi-
nates (0,1) and (1,0). Three of the remaining DCT 
coefficients are selected using a pseudorandom number 
generator to convey information. The resemblance of 
this technique to frequency hop spread spectrum com-
munications is mentioned by the authors [I I]. Zhao 
and Koch also take the precaution of placing the 
blocks at random positions-in -the image in order to 
make a successful attack by an enemy less likely. 

Tirkel et al. (12. 13] and van Schyndel et al. (14. 15] 
have applied the properties of ni-sequences to produce 
watermarks that are resistant to filtering, image crop-
ping and are reasonably robust to cryptographic 
attack. The original image is not required to decode the 
mark. Recent work [15] indicates progress towards pro-
ducing more robust watermarks. 

Matsui and Tanaka [16] have applied linear predic-tive coding for watermarking video, facsimile. dithered binary pictures and colour and grey scale images. Their approach to hiding a watermark is to make the water-mark resemble quantisation noise. To. a certain extent. their approach can be considered to be perceptually adaptive because quantisation noise is concentrated around edges and textured features. Cox et al. [4] believe that this method may not be robust to crop-ping. 45 Ruanaidh et at. [17) and Cox et al. [4) have developed perceptually adaptive transform domain methods for watermarking. In direct contrast to the 
previous approaches listed above the emphasis was on 
embedding the watermark in the most significant com-
ponents of an image. The general approach used in 
these papers is to divide the image into blocks. Each 
block is mapped into the transform domain using 
either the discrete cosine transform [10, 18-20], the 
Hadamard transform [1, 18] or the Daubechies wavelet 
transform [19]. Only the components that are most sig-
nificant to image intelligibility are marked. A trans-
form-based watermarking algorithm is described in 
more detail in Section 4. 

Transform domain modulation schemes possess a 
number of desirable features. First, one can mark 
according to the perceptual significance of different 
transform domain components which means that one 
can adaptively place watermarks where they are least 
noticeable, such as within the texture of an image. As a 
result. a transform domain watermark tends to resem-
ble the original image. The watermark is also irreeti-
lady distributed over the entire image sub-block which 
makes it more difficult for enemies in possession of 
independent copies of the image to decode and to read the mark. 

The scheme described by Cox et al. [4] differs from 
that used by 6 Ruanaidh et al. [17] in several ways. 
The main differences lie in the detection and decoding 
of the mark. Cox et al. embed a unique Gaussian dis-
tributed sequence into the coefficients. The Gaussian distribution is chosen to prevent attacks by colluding 
parties comparing independent copies of the image. 0 
Ruanaidh et al. employ an alternative approach 
whereby a binary code is directly embedded in the 
image. One advantage of the latter approach. is-that it 
avoids the need to maintain large databases of water-
marks. A disadvantage is that the sequences thus pro-
duced are discrete valued and therefore the watermark 
is less resistant to colluding parties. However, there is 
nothing to prevent one from using continuous water-marks to convey digital information. This would com-
bine the best features of both approaches. 

The discrete. Fourier transform (DFT) may also be used in watermarking. The -discrete Fourier transform 
of a real imaee is generally complex valued. This leads 
to a magnitude and phase representation for the image. Transform domain methods described above mark the 
components of real valued transforms. 6 Ruanaidh et 
al. Prizinci O Ruanaidh et al. [17) have also investi-
gated the use of DFT phase for the transmission of 
information. There are a number of reasons -for doing 
this. First and most importantly, the human visual sys-
tem is far more -sensitive to phase distortions than to 
magnitude distortions 122). Oppenheim and Lim [23] 
investigated the relative importance of the phase and 
magnitude components of the .DFT to the intelligibility 
of an image and found that phase is more 'significant. 
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>wn 5. Modulate selected coefficients of the transformation 

Oise (e.g. using bidirectional coding). The coefficients that 

are selected are those that are most relevant to the 

intelligibility of the image. 

6. Compute the inverse transform. denormalise. add 

the itzitn tc. •each pine! :r the block and replace the 

wa terma rk 
Julation for 

Idly. a tech- - 

o he placed 
I. Note that 

exclusi% cl . 
sforms can-

the paper 

watermark -

wed from 
is a hybrid 
:y shift key-

. 
ich pixel in 

irk so that 

:k. 

s the image block in the image. 

form 
and Steps 2 and 3 above produce a normalised image sub-

very block with zero mean. Although one of the DCT coef-

iages. 
ficients computed in Step 4 already contains the mean. 

each Step 2 is not redundant because the normalisation in 

• 
r der- 

Step 3 may only be carried out if the mean of the block 

:rmed is zero. 

ay be 
Watermark detection is easily performed by carrying 

;ed to out Steps 1 to 4 above on the original image and the 

watermarked image in parallel and comparing the val-

ve dis- 
ues of the coefficients. 

a of a 
3 cam- 

4.1 The number of bits 

all, of 
The most important factor in embedding a bit stream 

tat the in an image is to determine the number of bits that can 

;pones- 
be placed into a given image block. 

>ats this In a highly textured image block. energy tends to be 

:e of the more evenly distributed among the different DCT coef-

.side the ficients. In a fiat featureless portion of the image the 

ethod of energy is concentrated in the low frequency compo-

to lossy nents of the spectrum. 

scanning As stated earlier, the aim is to place more informa-

tion bits where they are most robust to attack and are 

ising the 
least noticeable. This may be accomplished by using a 

acks. and 
simple thresholding technique. The first stage is to use 

and the 
visual masking and to weight the transform coefficients 

s around ( ► k2), 0 s kt < Nt and 0 s k, < N,, according to a 

;ize 256 x 
subjective measure of their visual perceptibility: 

expect to G(ki , k2) = tv(ki., k2)F(ki , kg) (1) 

,its. This The most significant components are then selected by 

plications, comparing the component magnitude squared to the 

:dundancy total energy in the block. The coefficient Rki , k.2) is 

c as well as 
ill sec. this 

selected if
--1 .;v2 —1 

marking in 
1G(ki , k2 )1 2 > e E E k2 )I2 (2) 

ki =0 k2 =1 

The quantisation tables flOj used in JPEG image com-

pression can be exploited to choose the weighting in 

eqn. 1 for DCT watermarking with 8 x 8 blocks. 

Lossy image compression algorithms are designed to 

disregard redundant information. Information bits 

placed within textured areas of the image are therefore 

more vulnerable to attack. There is a compromise to be 

reached between hiding a large number of information 

bits where they can least be seen, but where they can be 

attacked by image compression algorithms, or placing 

fewer bits on less textured but safer portions of the 

image. This may be achieved by opting for a moder-

ately low value of threshold (e.g. t — 0.2). . 

It is worth noting that the number of bits that can be 

encoded usingimage transforms far exceeds that of the 

blOck-mean approach. The number of modulated DCT 

coefficients is generally around 10 000 for a typical 

image. In the case of Zhao and Koch's method, 3 bits 

of information are encoded into each 8 x 8 block. If 

the blocks are tiled over the image then one 'could 

obtain a maximum code rate of 3/64 bits/pixel. 

It is important to note the differences between the 

aims in image compression and in watermarking 
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images. In transform-based image compression. the 
goal is to obtain a small number of transform coeffi-
cients which can be used to obtain a good approxima-
tion to the original image. Small changes in the 
coefficient values should make little difference to the 
reci.msinieted ;-iowever, die doe: nui 
necessarily hold since a small change to the image can 
result in a large change in the coefficient values (partic-
ularly when the basis images also change). This behav-
iour is obviously extremely undesirable since the 
embedded information depends on the value of these 
coefficients. The severity of this effect depends on the 
image transforms being used. Ill-conditioning tends to 
be much more severe for image transformations whose 
basis images are data-dependent (e.g. the singular value 
decomposition (SVD)). Image transformations with 
fixed basis functions (e.g. DCT and wavelet trans-
forms) tend to exhibit more stable behaviour. 

5 Reliable communications 

The material in this paper thus far has described meth-
ods for watermarking images. However, we have not 
yet addressed the other main component in the water-
marking problem, namely the reliable transmission of 
the watermark. 

Reliable communication was proven by Shannon [25] 
to be theoretically possible providing the information 
rate does not exceed a threshold known as the channel 
capacity. In this Section we make some rather idealised 
assumptions regarding the form of the noise n corrupt-
ing a watermark and use information theory to derive 
rules for setting the optimal strength and location of 
the watermark x. 

Let us write, 

xi ni = yi 1 < i < N (3) 
where x, is one element of a watermark vector of length 
N, n, is an element of a noise vector and yi is a element 
of a watermark distorted by image processing noise. 
All forms of image processing including vector quanti-
sation, filtering and scanning introduce 'noise which 
degrades the watermark. We assume that the noise is 
additive, white, stationary and Gaussian: 

[  
P(Yiki) = P(ni) =  1 exP (y. - 2-.)21o 

We also assume that the n1 are uncorrelated and that 

P(yi, Y2 • • • YNIX1 , X2 • • • XN) H p( yzlz, ) 

(4) 

(3) 

Channel capacity [26] may be defined as 

C = max /(X; Y) (6) 
p(x) 

where the watermark probability density function p(x) 
is chosen to maximise the average mutual information 
/(X; Y). 

According to Proakis [27] the capacity is maximised 
with respect to the.distribution p(x) if 

1 
P(xi) = exp (7) 

27r-y2

which is a zero mean Gaussian density with variance y2. 
In this case, 

/max = —, N logz [1 + 212 ] a2 (8) 

Note that eqn. 7 would seem to support the use of a 
Gaussian distributed watermark such as that used by 
Cox et al. f4). 

In image watermarking we might expect that the 
transmission of information is functioning under quite 
et,,Iretoir ;II cr. >'> r, 'thiCh 
implies 

In (1 + 
a S. 

Substituting the above into eqn. 8 we obtain the fol-
lowing condition for reliable communication: 

2 

0- 2 > .(2 In 2) (10) 
• 

where the N is the number of sites used to hide water-
mark information bits and J is the information rate. 
Eqns. 8 and 10 reduce to the more familiar form [I] if 
the 'bandwidth' B of the channel is set to half the 
number of sites, N/2. Note that the noise power can be 
considerably greater than the signal power and, in 
theory at least, the message may still be transmitted 
reliably! 

The strategy for communicating the watermark is 
now clear. Because a watermark should be impercepti-
ble the signal to wise ratio (SNR) is severely limited. 
Reliable communication can only be • assured by 
increasing bandwidth B to compensate for poor SNR. 
Hence, in the case of watermarking the maximum 
number N of suitable transform domain coefficients 
should be exploited for hiding information in the 
image. An analogous situation occurs in satellite and 
mobile communications where SNR is limited by 
power restrictions at the transmitter. There are also 
many similarities to secret military communications 
where an opponent may also attempt to detect, inter-
cept or block a transmission. Watermarking may be 
considered as being an application of spread spectrum 
communications [5]. 

The Shannon limit may be approached by applying 
error control codes. Robust error correction techniques 
can be employed if necessary. Methods for error con-
trol coding are described by Sweeney [28], Chambers 
[I] and Blahut [29]. 

Information theory also gives some insights into 
where the watermark should be placed. Let us assume 
that the image may be considered as a collection .of 
parallel uncorrelated. Gaussian channels which satisfy 
eqn. 3 above with the constraint that the total water-
mark energy is limited: 

-y? < E (11) 

Using eqn. 4 and assuming that the noise variances are 
not necessarily the same in each channel, Gallager [26] 
shows that the capacity is 

„,„2 2-
C =  loge (1 + 21 ) 

2 ai 
. - (12) 

i=i 
where. o,2 is the variance of the noise corrupting the 
watermark and yi2 is the average power of the water-
mark signal in the ith channel. This is a more general 
form of eqn. 8. Capacity is achieved when 

+ cr? = Th if a? < Th (13) 
„.2 i t2 — Li 2 (14) 

where the threshold Th is chosen to maximise the sum 
on the left-hand side of eqn. I I and thus maximise the 

(9) 
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enerev of the watermark. This result shows clearly that 

the watermark should be placed in those areas where 

the local noise variance oi2 is smaller than threshold T,, 
and not at all in those areas where the local noise vari-
ance exceeds the threshold. Note that the simple analy-
si,  presented here Asstii-nes that the noise cnrruntion 

suffered by the watermark, as a result of common 
forms of image processing, is Gaussian. This is not an 
accurate assumption to make in many cases. However, 
the Gaussian assumption is not a bad choice given that 
the aim is to derive rules and heuristics that apply in 
general to a number of fundamentally different differ-
ent image processing scenarios. The Gaussian noise 
model leads to a tractable analysis in many cases. The-
oretically, it can also be considered to be a general 
noise model because of its conservative nature. Three 
justifications for its adoption in the absence of any 
information regarding the noise statistics include the 
central limit theorem [30], Herschel's theorem [31] as 
well as the principle of maximum entropy [32, 33]. In 
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addition, additive white Gaussian noise ineoli:itcali% 
gives the most difficult conditions in which to attempt 
communication [24 Hence, the Gaussian noise 
assumption is actually quite conservative. A full analy-
sis of the channel based on accurate knowledge of the 
noise statistics would lead to more accurate values for 
the channei capacity 'out would also lie complicated by 
the need to evaluate difficult multidimensional inte-
grals. 

6 Examples 

Fig. 1 shows 'Lena' watermarked using bidirectional 
coding and blocks with borders [9]. The imae is of size 
512 x 512 pixels, the inner block size is 12 x 12 pixels 
and the pixels are incremented by 3 to transmit a 
binary '1' and decremented by 3 to convey a binary '0'. 
The mark is for all intents and purposes invisible in 
Fig. 1 but may be detected quite readily [24, 9] even 
after lossy compression and scanning have been carried 
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watermark was produced using the Hacianiatu 

form with an energy threshold e = 0.2. The block size 

is 8 x 8 and the transform coefficient perturbation is

10. The watermark is conveyed by modulating 3840 

transform coefficients. The absolute difference between 

• illC vrlrtiinf image and the marked image. contrast 

enhanced using histogram equalisation. is shown in 

Fig. 7. In this case, areas with high information density 

(expressed in terms of the number of embedded water-

mark bits per block) are white, while areas which 

attract fewer watermark bits are darker. The outline of 

the wolf's head is quite clear. Note that, as before, 

information density is higher in textured regions. 

Fig. 8 shows a segment . of a watermarked image of 

Lena after JPEG [10] image compression followed by 

cropping. The size of the segment is 512 x 200 pixels. 

The watermark embedded in the uncropped image is 

4096 bits long and the blocksize is 8 x 8 (i.e. just one 

bit per block). The encoded message consists of 32 bits 

(`0123' in ASCII). The watermark was placed using a 

DC7 and the perturbation in the coefficient values was 

± 10. JPEG was applied with a standard setting of 50 

and no smoothing was used. By judicious use of con-

catenated error control codes (29, 1, 28] the watermark 

was recovered with ease from this cropped section. 

It is apparent upon examining the watermarks in 

Figs. 4, 5 and 7 that the transform-based marking 

schemes possess a number of desirable features. One 

can mark according to the distribution of energy within 

the coefficients. In this way, one can place watermarks 

where they are least noticeable, such as within image 

texture and around edges. As a result, the watermark 

exhibits a ghost-like resemblance to the original image. 
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Fig.7 Watermark around the region of the wolfs head 
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paper has outlined a scheme for embedding robust 

-marks. in digital images. The watermarks are 

ned to be invisible, even to a careful observer, but 

tin sufficient information to identify both the ori-

.r.a. in=ded recipient of an image with a very Icy: 

ability of error. 

to key feature of the transform-based methods is 

information bits can be placed adaptively, thereby 

ing the watermark more robust to attack. A water-

ic is made imperceptible because it is designed to 

:h the characteristics of the image to be protected. 

tsform-based methods have proven to be reasona-

robust to image compression and standard image 

:essing operations. In addition, transform-based 

hods yield a relatively large number of transform 

ficients in which to embed the watermark. Future 

k will include the use of human visual models in 

.going watermarking schemes. The application of 

able error correction codes and digital signature 

miques will also be investigated. In particular, the 

:istical characteristics of the watermarking channel 

d careful study. It is known that the distribution of 

DCT coefficients of a typical image is well approxi-

ted by a Laplacian distribution [18]. It has been 

served that the noise distortion imposed on the 

termark by common image processing operations is 

n-Gaussian and impulsive in nature. Soft error con-

codes designed for additive widetiand Gaussian 

ise (AWGN) channels (e.g. Reed—Muller codes) are 

t particularly effective in this application. The design 

an optimal detector for the watermark depends on a 

:ar knowledge of the noise statistics because such a 

tector can only be as good as the model assumptions 

ion which it is based. Finally, work will continue on 

:vising watermarking schemes that do not require the 

iginal image to decode the watermark [21]. 
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Secure Spread Spectrum Watermarking for Multimedia 

Ingernar J. Coxt, Joe Kiliant, Tom Leighton and Talal Shamoont* 

Abstract 

We describe a digital watermarking method for use in audio, image, video and multimedia data. We 
argue that a watermark must be placed in perceptually significant components of a signal if it is to be 
robust to common signal distortions and malicious attack. However, it is well known that modification 
of these components can lead to perceptual degradation of the signal. To avoid this, we propose to insert 
a watermark into the spectral components of the data using techniques analogous to spread sprectrum 
communications, hiding a narrow band signal-in a wideband channel that is the data. The watermark is 
difficult for an attacker to remove, even when several individuals conspire together with independently 
watermarked copies of the data. It is also robust to common signal and geometric distortions such as 
digital-to-analog and analog-to-digital conversion, resampling, and requantization, including dithering 
and recompression and rotation, translation, cropping and scaling. The ,same digital watermarking 
algorithm can be applied to all three media under consideration with only minor modifications, making it 
especially appropriate for multimedia products.:Retrieval of the watermark unambiguously identifies the 
owner, and the watermark can be constructed to make counterfeiting almost impossible. Experimental 
results are presented to support these claims.

1 Introduction 

The proliferation of digitized media (audio, image and video) is creating a pressing need for copyright en-

forcement schemes that protect copyright ownership. Conventional cryptographic systems permit only valid 

keyholders access to encrypted data, but once such data is decrypted there is no way to track its reproduc-

tion or retransmission. Conventional cryptography therefore provides little protection against data piracy, 

in which a publisher is confronted with unauthorized reproduction of information. A digital watermark is 

intended to complement cryptographic processes. It is a visible, or preferably invisible, identification code 

that is permanently embedded in the data, that is, it remains present within the data after any decryption 

process. In the context of this work, data refers to audio (speech and music), images (photographs and 

graphics), and video (movies). It does not include ASCII representations of text, but does include text 
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Email: ingemar I joe I talalOres earch.nj .nec . com 

°$Post:Mathematics Department and Laboratory for Computer Science, MIT, Cambridge, MA 02139. 
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represented as an image. A simple example of a digital watermark would be a visible "seal" placed over 

an image to identify the copyright owner. However, the watermark might contain additional information, 

including the identity of the purchaser of a particular copy of the material. 

In order to be effective, a watermark should be: 

Unobtrusive The watermark should be perceptually invisible, or its presence should not interfere with the 

work being protected. 

Robust The watermark must be difficult (hopefully impossible) to remove. Of course, in theory, any 

watermark may be removed with sufficient knowledge of the process of insertion. However, if only 

partial knowledge is available, for example, the exact location of the watermark within an image is 

unknown, then attempts to remove or destroy a watermark by say, adding noise, should result in severe 

degradation in data fidelity before the watermark is lost. In particular, the watermark should be robust 

to 

Common signal processing The watermark should still be retrievable even if common signal pro-

cessing operations are applied to the data. These include, digital-to-analog and analog-to-digital 

conversion, resampling, requantization (including dithering and recompression), and common sig-

nal enhancements to image contrast and color, or audio bass and treble, for example. 

Common geometric distortions (image and video data) Watermarks in image and video data 

should also be immune from geometric image operations such as rotation, translation, cropping 

and scaling. 

Subterfuge Attacks: Collusion and Forgery In addition, the watermark should be robust to col-

lusion by multiple individuals who each possess a watermarked copy of the data. That is, the 

watermark should be robust to combining copies of the same data set to destroy the watermarks. 

Further, if a digital watermark is to be used as evidence in a court of law, it must not be possible 

for colluders to combine their images to generate a different valid watermark with the intention 

of framing a third-party. 

Universal The same digital watermark algorithm should apply to all three media under consideration. This 

is potentially helpful in the watermarking of multimedia products. Also, this feature is conducive to 

implementation of audio and image/video watermarking algorithms on common hardware. 
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Unambiguous Retrieval of the watermark should unambiguously identify the owner. Further, the accuracy 

of owner identification should degrade gracefully in the face of attack. 

Previous digital watermarking techniques, described in Section 2, are not robust, and the watermark 

is easy to remove. In addition, it is unlikely that any of the earlier watermarking methods would survive 

common signal and geometric distortions. The principal reason for these weaknesses is that previous methods 

have not explicitly identified the perceptually most significant components of a signal as the destination for 

the watermark. In fact, it is often the case that the perceptually significant regions are explicitly avoided. 

The reason for this is obvious — modification of perceptually significant components of a signal results 

in perceptual distortions much earlier than if the modifications`  are applied to perceptually insignificant 

regions. Hence, for example, the common stategy of placing a watermark in the high frequency components 

of a signal's spectrum. 

The key insight of this paper is that in order for it to be robust, the watermark must be placed in 

perceptually significant regions of the data despite the risk of potential fidelity distortions. Conversely, if 

the watermark is placed in perceptually insignificant regions, it is easily removed, either intentionally or 

unintentionally by, for example, signal compression techniques that implicitly recognize that perceptually 

weak components of a signal need not be represented. 

The perceptually significant regions of a signal may vary depending on the particular media (audio, 

image or video) at hand, and even within a given media. For example, it is well known that the human 

visual system is tuned to certain spatial frequencies and to particular spatial characteristics such as line 

and corner features. Consequently, many watermarking schemes that focus on different phenomena that are 

perceptually significant are potentially possible. In this paper, we focus on perceptually significant spectral 

components of a signal. 

Section 3 begins with a discussion of how common signal transformations, such as compression, quan-

tization and manipulation, affect the frequency spectrum of a signal. This motivates why we believe that 

a watermark should be embedded in the data's perceptually significant frequency components. Of course, 

the major problem then becomes how to insert a watermark into perceptually significant components of the 

frequency spectrum without introducing visible or audible distortions. Section 3.2 proposes a solution based 

on ideas from spread spectrum communications. 

The structure of a watermark may be arbitrary. However, Section 4 provides an analysis based on possible 

collusion attacks that indicates that a binary watermark is not as robust as a continuous one. Furthermore, 
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we show that a watermark structure based on sampling drawn from multiple i.i.d Gaussian random variables 

offers good protection against collusion. 

Of course, no watermarking system can be made perfect. For example, a watermark placed in a textual 

image may be eliminated by using optical character recognition technology. However, for common signal and 

geometric distortions, the experimental results of Section 5 strongly suggest that our system satisfies all of the 

properties discussed in the introduction, and displays strong immunity to a wide variety of attacks, though 

more extensive experiments are needed to confirm this. Finally, Section 6 discuses possible weaknesses and 

enhancements to the system. 

2 Previous Work 

Several previous digital watermarking methods have been proposed. L. F. Turner [Tur89] proposed a method 

for inserting an identification string into a digital audio signal by substituting the "insignificant" bits of 

randomly selected audio samples with the bits of an identification code. Bits are deemed "insignificant" if 

their alteration is inaudible. Such a system is also appropriate for two dimensional data such as images, as 

discussed in [vSTO94]. Unfortunately, Thrner's method may easily be circumvented. For example, if it is 

known that the algorithm only affects the least significant two bits of a word, then it is possible to randomly 

flip all such bits, thereby destroying any existing identification code. 

Caronni [Car95] suggests adding tags — small geometric patterns — to digitized images at brightness 

levels that are imperceptable. While the idea of hiding a spatial watermark in an image is fundamentally 

sound, this scheme is susceptible to attack by filtering and redigitization. The fainter such watermarks are 

the more susceptible they are such attacks and geometric shapes provide only a limited alphabet with which 

to encode information. Moreover, the scheme is not applicable to audio data and may not be robust to 

common geometric distortions, especially cropping. 

Brassil et al [BLMO94] propose three methods appropriate for document images in which text is common. 

Digital watermarks are coded by: (1) vertically shifting text lines, (2) horizontally shifting words, or -(3) 

altering text features such as the vertical endlines of individual characters. Unfortunately, all three proposals 

are easily defeated, as discussed by the authors. Moreover, these techniques are restricted exclusively to 

images containing text. 

Tanaka et al [TNM90, MT94] describe several watermarking schemes that rely on embedding watermarks 

that resemble quantization noise. Their ideas hinge on the notion that quantization noise is typically im-
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