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(57) ABSTRACT

A mobile radiotelephony device intended for lat
ing a linked user identification module offers protection
against theft, The device prevents a normal operation of the
device with an unlinked identification module, and permils
the nonmal operation of the device with the linked identifi-
cation module until such lime the device has been inactive

for a defined period of time. A debugging code can be
supplicd 1o the device subsequent 1o a delection of the
defined period of time 10 again permit the normal operation
of the device with linked identificalicn medule.
20 Claims, 2 Drawing Sheets
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1

ANTI-THEFT PROTECTION FOR A
RADIOTELEPHONY DEVICE

FIELD OF THE INVENTION

The. mrenhon mlm to a mobile radivielephony device
i d for acc ng a user identification module,
where the device bas an estsblished link 10 an identification
module 10 thereby prevent a pormal operation of the device
when an ientification module other than the linked identi- 10
fication wodule is mounted inside the device,

The invention also relates 1o a method oI prolecting such
a device, and a g such a
mﬂ.llu!.

-

ke

bly has ions in the. ficld of *
ponablu radiotelephony. Poriable mlml.cle.phuny devices
are intended (0 accompany their users when they move
around. [t happens that these devices are lost or siolen.

2 :
stored in the identificaion module, and the test means
compare the thus stored data with the data stored in the
identification module which is places inside the device. Th!
data stored is formed, for ,‘ by the inter
identification number IMSI which is contained in the iden-
tification module (compare standards relating to the GSM
radiotelephony systems). Thus, the identification module is
automatically linked 1w the device without the intervention
of the user, more particularly without the fact that a specific
code has 1o be entered.

Advantageously the deblocking code, which is 10 be
supplied to return to the normal opcrating mode, is formed
by the pin code (Personal [dentity Nll!nhw! which s con-
lained io the identification module (comipasstasdis¥s refal-
ing 1o the GSM radiotclephony systems). Thus the uscr nced
not store an additional code 1o ensure the protection of his
device.

BRIEF DESCRIPTION OF THE DRAWINGS

T THE .\fl’N'
TRIGEART CF THI Iy il . These and other aspects of the invention are appareal
U.S. Pa. No. 5,913,175, _published Jun. 15, 1999 from and will be clucidated, by way of non-limitative
describes a method of a radiolelephone which ple, with ref 10 the embodiment(s) described
permits 1o avoid that the lost or stolen teleph be used hereinafrer
by al Ihml party with malbet uaar identification module. This
 link b the devics 25 10 the drawings

and a specu'c user identification module 2nd blocking the
normal operation of the device when the user identification
module that is placed inside the device is not the one that is
linked 1o the device.

When the device is lost or stolen with the identification
module 10 which it is linked, the user is to wain the operator
50 that the use of his identification module. is blocked at
network level.

This means that ihe device can be freely used until the 5
identification module 1o which it is linked is blocked via ihe

a0

petwork. This may take a cenam period of lime.

SUMMARY OF THE INVENTION
It 15 notably an object of the invention 1o resolve this
problem. For this purpose, a device in su:m!hm:.c with lllc.
invention (1) verifies a user identif] i

FIG. 1 represcnts a device in accordance with the
invenlion,

FIG.2 rtpxcscmi an overall electric diagram of the device
of FIG. 1, and

FIG. 3 represents a flow chart :lplnnmg the operation of
the device of FIG. 1.

DESCRIPTION OF A PREFERRED
EMBODIMENT OF THE INVENTION

In FIG. 1 is represenied an electronic device in accor-
dance uulh the invention. In the example described bere this
device is a portable radiotelephone of the type used in
cellular sy It notably prises a b 5, a

er 6, ascreen 8, akeypad 9 and an mlcmlll The
device 1 also comprises a housing 12 intended for accom-

inside the mobike radioclephony device is hnlm:l w the
mobile radiotelephony device, (2) detects a period of inac-
tivity of the mobile ndnuhphuny device du,nng a nerml as
operation of Ihe mobile radi pony device,

dating a user identification module 13. In the example of
embodiment described bere, this idemification module 13 is
a portable card of an integrated circuit in which information
i stored, notably an intermabional wlentification number

normal includes a 2 of all outgs calh.
nnd (&) prevenls the sormal D‘pemllnn of the mobile radio-
b device in resp to the verification of the user
identification module and in response (o the detection of the
period of inactivity of the mobile radiotelephony device.
Thus, when the device falls into the hands of a third party
togelher with the identification module to which it is linked,
it has most probably been inactive for a period of time that
is sufficiently long for its normal operation to be blocked s5
(advantagrously, the inactive lime alter which the blocki

ly called IMSI number, and a Personal Ideaufication
Number currently called PIN code.

FIG. 2 shows tbe overall electrical diagram of this device
1. The operation of the device 1 is, in ¢ssence, controlled by
a microprocessor assembly 20 which comprises a micropro-
cessor (“uP™) 22 1o which are associated a random access
memory (* R.AM"} 24anda mﬂ-ouly memory (“ROM™) 26.
This y is d to 1 man-machinc interface 30

" via a'common line 32. This man-machine interface 32

mnunlslhcsccten&mdtlnkcymd? Thcmrnumllmn

means arc activated is of the order of several minutes). The

" device cannot thus be used without the deblocking code

being supplied.

Thanks 1o the invention the Jost or stolen device becomes g0
totally unusable. A fraudulent person cannot send commu-
nications al the cost of the owner of the device. Bul neither
can he use the device with another ideatification module.
‘The theft of the device becomes totally wscless. The inven-
tion thus forms a protection against thefl. : &

In a particularly simple embodiment, the connecting
means comprise reading means and slorage means of a data

also ly 20 10 a trans-
ceiver mmly (“TX") 35 via an interface circuit 38. e
Iransceiver assembly 35 is conbected lo the anlenna 11.
Finally, the common line 32 also conneets the mlcmproons
sor assembly 20 1o a card reader 39.

In FIG. 3 is represcnted 2 function flow chart of 3 device
in accardance with the invention. This flow chart stans at
box K1. In box K1 the device is in a state of availability, that
is 10 say thal the user bas access w all the funclivos of the
device. Ihe user has the choice of either or not locking his
device. This locking (L)/unlocking (UL) is done by access-
ing a conlfiguration menu of the device. When the user locks
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his de\mx (box K2), the identification module that is inside
the device is automatically linked to the device. For this
purpose, the device starts reading a data DI in the identifi-
cation module (for example, the international identification
number IMSI) and be stores it in the random-access memory
24. Once locked, the device remains in the stale of avail-
ability indicated in box K1. When ke device is in the stale
of availability, one looks whether it is locked (box K3). If it
is not locked (arrow N3), the device remains in (he slate of
availability indicated in box K1. I it is locked (arrow Y3),
one looks whelher the identification module which is placed
inside the device is the one that is linked 1o the device (box
K4).

If the identification module, which is placed inside the
device, is not the one that is linked to the device (arrow N4),
the device goes to o first blocking stale indicated in box KS.
In this first blocking state, the device is disconnected from
the nvumk Thus il can no lnngel rwem an mom.m; call
nor g call (p ly with the plion of
emengency numbers) In the blmhng stale K5, the screen
shows @& message inviting the user 10 insent the proper
module into the device. And when the vser inserls a new
module, one looks whether this new identification module is
the one that is connected to the device (box K7). 16 this is the
case (arrow Y7), the device is reconnected 10 the petwork in
accordance wilh the normal procedure (box KB) and then the
device returns io the state of availability indicated in box K1.
1f ot (arrow N7), the operation is resumed in box K5, The
only way of leaving this first blocking state is thus 10 place
the identification module that is linked to the device inside
the device,

If the identitication module thal is placed inside the device
is linked to the device (armw Y4), one looks whether the
device has remained in the state of availsbility for a certain
period of time T of the order of several minutes, for example
(box K10). If this is not the case (arrow N1U), the device
remains in the state of availability indicated in box KI1. If
this is the case (arrow Y10), the device passes on to a second
blocking state indicated in box KIL by passing through an
initializativn siep K12 which permils 1o inilialize a variable
Awhich represents the number of allempts made at supply-
ing a deblocking code (for cxample, the Personal Identifi-
cation Number) PIN.

In this scoond blocking siate the device only processes
incoming calls (box K13} and, pmbl)f. the outgoing calls
that correspond to (box K14). Once
these calls have been pmccsud the device goes back 1o the
sccond blocking state indicated in box K11. In the second
blocking state K11 a message inviling the user 1o supply a
deblocking code is displayed on the screen. 1€ the code taken
by the uscr is recognized (arrow Y11), the device goes hack
to the state of availability indicated in box KL If it is not
recognized (arrow N11), the value of the variable A is tested
(box K15). If this value is lower than a certain figure (for
example 3), the value of A is sugmenied by unity (box K16)
and a message is displayed on the screen 1o indicale the user
that the code is not valid (box K17). Then the devigg.goes
back to the second blocking state indicated in box K&t the
variable A is higher than or equal to said figure, the test of
box K15 causes the total blocking of the device indicated in
box K30. 1o leave this third blocking state it is necessary 1o
conlact the organization thal provides the identification
module. One is then again in the state of availability K1.

In anather embodiment of the invention, when the user
locks the telephone, the device asks for the user’s name. The
pamse givin ¥ e dsér i staved it e mudom access
memory 24 of the device. When the ideatification module

4

that is inside 1he device is not the one that is linked 1o the
device, the device displays the name of the user 'before
asking him 1o insert his identification module as indicated in
box KS. The device also displays the name of the user before
5 asking bim to supply his personal code as indicated in box
K1l
The embudlmenl. that has jus{ Ixcn described is plll.nl
larly . eff; v it provich

maodes depending on whe\bu the sdenu.ﬁcauon module that
10 js placed inside the device s cither or not linked 10 the

device. The first blocking mode is applied in the case where

the device has been lost or stolen. The object is then to
prevent the device being usable with another identification
module. [t thus advantageously blocks the incoming and
15 ouigoing calls a1 the same lime. The second blocking mode
is applied in the case where he identification module that is
linked to the device is in its place inside the device and the
device is in a state of availability. The object is 1o prevent a
third party being able to send oulgoing calls wilh this device
20 if it is lost, siolen or left without attendance for some time.

In that case, it is desirable for the user to be able 1o continue

o directly receive his incoming calls.

In another embodi the same bl g means arc uscd
as the identification module which is placed inside I.he

5 device citber or not linked 1o the device, for example, the
s-.mnd blocking means. In that case it is possible [ol.
calls intended for the ientification
mudul: that is inside the device, even when this identifica-
tion module placed inside the device is not linked w the

device. _

While the cmbodi of the i ion disclosed herein
are presently considered o be prefered, various changes
and modifications can be made without departing from the
spirit and scope of the inveation. The scope of the invention
is indicated in lhe appended claims, and all changes that
come within the meaning aod rapge of equivalenis are
intended to be embraced therein.

. What is claimed is:
p 1. A mobile radiotelephony device, prisi
blocking means for pteventmg a normal oporalnon of the
mobile device, wheréin the normal
operation includes a processing of outgoing calls;
timing means for activating the blocking means in
& response (0 the mobile ndlul:lephony device being
inactive during the pormal dpeistipn of the m
radiotelephony device for a defined pediod of time
subsequent 10 2 mounting of a linked user identification
module inside the mobile radiotelephony device; and
5o deblocking means for permitting the normal operation of
the mobile radiotelephony device in response o a
supply of a deblocking code to the mobile radiotele-
phbony device subsequent (o the mounting of the linked
user identification module inside the moebile radiotele-
< phnny device and subsequent to the dr.ﬁned period of

=
gLy
sion of ovigoing calls.
s 3. The mobile radiotclephony device of claim 1, wherein
an activation of the blocking means p all
sions of non-emergency oulgomg calls and permits all
of g calls.
4. The mobile mlmldqibvny llcvlr.: of claim 1, I\mbur
54 COmprising
locking means for [acililaling an activation of Ihe block
mcans by the iming mcaos.

L

L)

35

w

vice of claim l, whercin

ag 5 prevents all transmis-
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5
5. The mabile radiotelephony device ol claim 1, further

wmptising

means for a link b the
mobile radmln!ephou)r device and the linked user iden-
tification module.
6. ‘I'hic mobile radiotelepbony device of claim 5, further

comprising:

locking means for facilitating an establishment of the link
between the mobile radiowlephony device and the

linked user identification module by the coanection °

means.
7. The mobile radiotelephony device of claim 1, wherein

an international identification number stored on the linked
user identification module is stored on the mobile radioe-
lephony device as data corresponding to a link between the
mobile radiolelephony device and the linked user identifi-
cation module.

8. The mobile radiotelephony device of claim 1, wh

6

14. The method claim 10, further comprising:

storing an international ideatificaion number stared on
the linked user identification module onto the mobile
radiotelephony device as data corresponding 1o a link
between 1he mobile radioiclepbony device and the
linked user identification module.

15. The method claim L1, further comprising:

storing a personal identification number scored on the
linked user identification module onto the mobile
radiotelephony device as the debugging code.

16. The method of claim 10, further comprising:

preventing the normal operation of the mobile radioele-
phony device in response 1o any unlinked user identi-
fication module being mounted inside the mobile radio-
telephony device.

17. In a mobile radiotelephony device, a read-

able medi

a personal identification number stored on the linked user
identification module is stored as the deblocking code on the
mobile radiotelephony device.

9. The mobile rndloc:lcplmy device of claim 1, further

comprising:

test means for activating the blocking means whea any
unlinked user identification module is mounted inside
the mobile radiotelephony device.

10. A method of p g a mobile radiotelepbony

P

device, the method compnsmg

verfying a user identification module mounted inside the
mobile radiotclephony device is linked to the mobile
radiotelephony device;

delecting a period of inactivity of the mobile radiotele-
phnny d:vm during a normal operation of the mobile

lephony device, wherein the normal operation
mcludes a pmomng of all outgoing calls;

1 g the normal operation of the mobile radiolcle-
phoay devi.ee in respoose to the verification of the
linked user identification module and in response 1o the
detection of the puriod of inactivity of the mobile
radiotelephony device.

11. The method of claim 10, further comprising:

permitting the normal operation of the mobile radiotcle-
phony device in response to the venfication of the
linked user identification module and in response 1o a
supply of a deblocking code to the mobile radiotele-
phony device subseguent 1o the detection of the period
of inactivity of the mobile radiotclephony device.

k]

a5

12. The method of claim 10, wherein the prevention of the
normal operation of the mobile radiotelephopy device pre- =
vents all ransmissions of oulgoing calls.

13. The method of claim 10, wherein the p ion of the
normal operation of the mobile mlmeleplnny device pre-
vents all of ¥ oulgoing calls and

all i issions of calls,

P

compuler rudabls cnde for verifying a user identification
module mounted inside the mobile radiotelephony
device is linked to the mobile radiolelepbony device;

computer readable code for detecting a period of inactiv-
ity of the mobile radiotelepbony device during a nnrmal
operation of the mobile radiotelephony device,
the normal ion includes a p ing of all out-
going calls;

dable code for p g the normal opera-

tion of the mobile radiotel plooy device in resp o
the verification of the linked user identification module
and in response io the deiection of the period of
inactivity of the mobile radiotelephony device.

18. The computer readable medivm of claim 17, further

comprising:

computer readable code for penmmng the normal open
tion of the mobile radi device in resp
the verification of the linked user identification moduk
and in 1eSpODSE 10 aﬂlpplyofadebhchngcmk 1o the
mobile radi bseq) 1o the detec-
tion of the pemd of i mmwuly of the mobile radiote-
lephony device.

19. The computer readable medium of claim 18, further

comprising:

storing a personal identification number stored on the
linked uscr identification modulc onlo the mobile
radiotelephony device as the deblocking code.

20. The computer readable medium of claim 17, further

‘comprising:

p ing the normal of of the mobile radiotele-
phony device in response o any unlinked user identi-
fication module being mounied inside the mobile radio-
lelephony device.
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Anti-theft protection for a radiotelephony device

DESCRIPTION

FIELD OF THE INVENTION
The invention relatds to a mobile radiotelephony device intended for
5 accommodating a user identificatidn module, said device comprising:
h \ - connecting means for establishifg a link between the device and the identification module
%}kﬂ/ mounted inside the device,

::a { — blocking means for preventing thi normal operation of the device,

o - test means for activating the bl means when the identification module mounted
=z

S 10 inside the device is not the one that\is linked to the device.

. The invention also relates to a method of protecting such a device, and a
# computer program for implementing stich a method. -
The invention notably has applications in the field of portable radiotelephony.
Portable radiotelephony devices are intended to accompany their users when they move
15  around. It happens that these devices are lost or stolen.

LN & Pl

PRIOR ART OF THE INVENTION
" United States patent 5,913,175, published 15 June 1999 describes a method of
protecting a radiotelephone which permits to avoid that the lost or stolen telephone can be
20  used by a third party with another user identification module. This method comprises
establishing a link between the device and a specific user identification module and blocking
the normal operation of the device when the user identification module that is placed inside
the device is not the one that is linked to the device.
When the device is lost or stolen with the identification module to which it is
25  linked, the user is to warn the operator so that the use of his identification module is blocked
at network level. L
This means that the device can be freely used until the identification module to
which it is linked is blocked via the network. This may take a certain period of time.
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SUMMARY OF THE INVENTION

It is notably an obje&‘of the invention to resolve this problem. For this
purpose, a device in accordance with\the invention and as described in the opening paragraph
is characterized in that it comprises:

— timing means for activating the bl
defined period of time,

- and deblocking means for permitting nokmal operation of the device when the
identification module placed inside the deyice is the one that is linked to the device and
when a deblocking code is supplied by the \ser.

Thus, when the device falls into the hands of a third party together with the

identification module to which it is linked, it has most probably been inactive for a period of

time that is sufficiently long for its normal operation to be blocked (advantageously, the
inactive time after which the blocking means are activated is of the order of several minutes).

The device cannot thus be used without the deblocking code being supplied.

- Thanks to the invention the lost or stolen device becomes totally unusable. A
fraudulent person cannot send communications at the cost of the owner of the device. But
neither can he use the device with another identification module. The theft of the device
becomes totally useless. The invention thus forms a protection against theft.

In a particularly simple embodiment, the connecting means comprise reading
means and storage means of a data stored in the identification module, and the test means
compare the thus stored data with the data stored in the identification module which is places
inside the device. The data stored is formed, for example, by the international identification
number IMSI which is contained in the identification Me (compare standards relating to
the GSM radiotelephony systems). Thus, the identification module is automatically linked to
the device without the intervention of the user, more particularly without the fact that a
specific code has to be entered.

Advantageously the deblocking code, which is to be supplied to return to the
normal operating mode, is formed by the pin code (Personal Identity Number) which is
contained in the identification module (compare standards relating to the GSM
radiotelephony systems). Thus the user need not store an edditional code to ensure the
protection of his device.

means after the device has been inactive for a
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BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects of the invention are apparent from and wiil be
elucidated, by way of non-limitative example, with reference to the embodiment(s) described
hereinafter.

In the drawings: .

Fig. 1 represents a device in accordance with the invention,

Fig. 2 represents an overall electric diagram of the device of Fig. 1, and

Fig. 3 represents a flow chart explaining the operation of the device of Fig. 1.

DESCRIPTION OF A PREFERRED EMBODIMENT OF THE INVENTION

In Fig. 1 is represented an electronic device in accordance with the invention.
In the example described here this device is a portable radiotelephone of the type used in
cellular systems. It notably comprises a microphone 5, a loudspeaker 6, a screen 8, a keypad
9 and an antenna 11. The device 1 also comprises a housing 12 intended for accommodating
2 user identification module 13. In the example of cmbodiment described here, this
identification module 13 is a portable card of an integrated circuit in which information is
stored, notably an international identification nﬁmber currently called IMSI number, and a
Personal Identification Number currently called PIN code.
1 electrical diagram of this device. The operation of the
icroprocessor assembly 20 which comprises a
microprocessor 22 to which are assoc a random access memory 24 and a read-only
memory 26. This assembly is connectey to a man-machine interface 30 via a common line
32. This man-machine interface 32 contipls the screen 8 and the keypad 9. The common line
ly 20 to a transceiver assembly 35 via an '

Fig. 2 shows the o

device is, in essence, controlled by a

32 also connects the microprocessor
interface circuit 38. The transceiver assembly is connected to the antenna 11. Finally, the
common line 32 also connects the micro; sor assembly 20 to a card reader 39.

In Fig. 3 is represented a function flow chart of a device in accordance with
the invention. This flow chart starts at box K1. In box K1 the device is in a state of
availability, that is to say that the user has access to all the functions of the device. The user
has the choice of either or not locking his device. This locking (L)/unlocking (UL) is done by
accessing a configuration menu of the device. When the user locks his device (box K2), the
identification module that is inside the device is automatically linked to the device. For this
purpose, the device starts reading a data D1 in the identification module (for example, the
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international identification number IMSI) and he stores it in the random-access memory 24.
Once locked, the device remains in the state of availability indicated in box K1. When the
device is in the state of availability, one looks whether it is locked (box K3). If it is not
locked (arrow N3), the device remains in the state of availability indicated in box K1. If it is
locked (arrow Y3), one looks whether the identification module which is placed inside the
device is the one that is linked to the device (box K4).

If the identification module, which is placed inside the dewiss, iz not the aus
that is linked to the device (arrow N4), the device goes to a first blocking state indicated in
box KS5. In this first blocking state, the device is disconnected from the network. Thus it can
no longer receive an incoming call nor transmit an outgoing call (possibly with the exception
of emergency numbers). In the blocking state K5, the screen shows a message inviting the
user to insert the proper module into the device. And when the user inserts a new module,
one looks whether this new identification module is the one that is connected to the device
(box K7). If this is the case (arrow Y7), the device is reconnected to the network in
accordance with the normal procedure (box K8) and then the device returns to the state of
availability indicated in box K1. If not (arrow N7), the operation is resumed in box K5. The
only way of leaving this first blocking state is thus to place the identification module that is
linked to the device inside the device.

If the identification module that is placed inside the device is linked to the
device (arrow Y4), one looks whether the device has remained in the state of availability for
a certain period of time T of the order of several minutes, for example (box K10). If this is
not the case (arrow N10), the device remains in the state of availability indicated in box K1.
If this is the case (arrow Y 10), the device passes on to a second blocking state indicated in
box K11 by passing through an initialization step K12 which permits to initialize a variable A
which represents the number of attempts made at supplying a deblocking code (for example,
the Personal Identification Number) PIN.

In this second blocking state the device only processes incoming calls (box
K13) and, possibly, the outgoing calls that correspond to emergency numbers (box K14).
Once these calls have been processed, the device goes back to the second blocking state
indicated in box K11. In the second blocking state K11 a message inviting the user to supply
a deblocking code is displayed on the screen. If the code taken by the user is recognized
(arrow Y11), the device goes back to the state of availability indicated in box K1. If it is not
recognized (arrow N11), the value of the variable A is tested (box K15). If this value is lower
than a certain figure (for example 3), the value of A is augmented by unity (box K16) and a
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message is displayed on the screen to indicate the user that the code is not valid (box K17).
Then the device goes back to the second blocking state indicated in box K11, If the variable
A is higher than or equal to said figure, the test of box K15 causes the total blocking of the
device indicated in box K30. To leave this third blocking state it is necessary to contact the

5  organization that provides the identification module. One is then again in the state of
availability K1.
g . InmoﬂlcrembodimeMof(heinvenﬁon,whentheﬂerlocksthelelephone,
the device asks for the user’s name. The name given by the user is stored in the random
access memory 24 of the device. When the identification module that is inside the device is

10 not the one that is linked to the device, the device displays the name of the user before asking
him to insert his identification module as indicated in box K5. The device also displays the
name of the user before asking him to supply his personal code as indicated in box K11.

™

wi The embodiment that has just been described is particularly effective, because
& it provides two separate blocking modes depending on whether the identification module that
g 15  is placed inside the device is either or not linked to the device. The first blocking mode is

“'. applied in the case where the device has been lost or stolen. The object is then to prevent the
device being usable with another identification module. It thus advantageously blocks the

_;: incoming and outgoing calls at the same time. The second blocking mode is applied in the
w case where the identification module that is linked to the device is in its place inside the

= 20 device and the device is in a state of availability. The object is to prevent a third party being

- able to send outgoing calls with this device if it is lost, stolen or left without attendance for
some time. In that case, it is desirable for the user to be able to continue to directly receive
his incoming calls. '

In another embodiment the same blocking means are used as the identification
25  module which is placed inside the device either or not linked to the device, for example, the
second blocking means. In that case it is possible for receiving incoming calls intended for
the identification module that is inside the device, even when this identification module
placed inside the device is not linked to the device.

&
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\ CLAIMS:
r"“‘-—--,___\.
1. A mobile radiota‘ephony device intended for accommodating a user

identification module, said device comprising:

- connecting means for establishinga link between the device and the identification module
mounted inside the device, :

5 - blocking means for preventing the ndgmal operation of the device,

~ test means for activating the blocking means when the identification module mounted
inside the device is not the one that is ligked to the device,

characterized in that it comprises: ) .

~ timing means for activating the blocking rheans after the device has been inactive for a

.
O AT ¥

, w\ defined period of time,

E-; - and deblocking means for permitting normal'pperation of the device when the

identification module placed inside the device s the one that is linked to the device and

.,. 5 when a deblocking code is supplied by the user

:1“ 15 2 A device as claimed in claim 1, characlerized in that said blocking means

g comprise first blocking means for preventing the transthission and reception of calls when the

B identification module placed inside the device is not the\pne that is linked to the device, and
second blocking means for preventing the sending of call§ after a defined period of time

ception of one or various emergency

g[m;igig which m%igice bas been inactive, with the
20  numbers.

3. A device as claimed in claim |, characterized i that it comprises

lochnp’u.n]ocb,rngmegu fc:; locking/unlocking the device, while said blocking means can

only be activated when the device is locked, and said link is estdplished while the device is
25  being locked,

4, A device as claimed in claim 1, characterized in th

said connecting means
comprise means for reading and storing a data stored in the identifickti

module, and in that
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said test means compre this data thus stored with the data stored in the identification module
that is placed inside the device.

5. A device as claimed inlclaim 3, characterized in that said data is formed by the
5 international identification number in the user identification module.

6. A device as claimed in daim 1, characterized in that said deblocking code is
formed by the personal identification nimber stored in the identification module.

10 2/ A method of protecting a mobile radiotelephony device intended for
accommodating a user identification moylule, said method comprising the following steps:
~ setting up a link between the device and the identification module placed inside the
device, _
- testing to verify whether the identification module placed inside the device is the one that
is linked to the device,
- blocking the normal operation of the d
the device is not the one that is linked
characterized in that it comprises the followi
- detection of a period of inactivity of the
— blocking of the normal operation of the d
detected,

—
wn

ice when the identification module placed inside
the device,
g steps:

W]
(=]

RT S P TR AR TP AUy

deblocking code has been supplied by the s
25
8. A method as claimed in claim 6 of protecting a mobile radiotelephony device,
characterized in that it comprises a step of lockinp the device, while the biasking sieps can
only be executed when the device is locked, and the step of establishing a link between the
device and the identification module placed insideithe device is executed when the device is
30  locked.

9. A method as claimed in claim 6 of prd
characterized in that the step of establishing a link b
module placed inside the device comprises a step of rda

ecting a mobile radiotelephony device,
the device and the identification
ding and storing a data stored in said
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identification module, and in that the test step comprises comparing the data thus stored with
the data stored in the identification modyle that is placed inside the device.

10. A computer program comphjsing means for implementing & metSiod-ay clafied
in claim 7 of protecting a mobile radiotel y device. '
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ABSTRACT:

The invention proposes a method of protecting a mobile radiotelephony device
intended for accommodating a user identification module to be able to operate. The invention
has for its object to protect such a device against theft.

For this purpose, a device in accordance with the invention comprises means
5| for:
~ preventing the use of the device with an identification module other than the user’s,

— asking the user for a deblocking code after a short time that the device has been inactive
and preventing the use of the device if this code has not been supplied.

10 Reference: Fig. 2
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listed below) of the subject matter which is claimed and for which a patent is sought on the invention entitied
*Anti-theft protection for a radiotelephony device"
the specification of which (check one)
Is attached hereto,
was filed on as Application Serlal No.

ATTORNEY'S DOCKET NO.:
PHF 20,624

and was amended on
(If applicable).

| hereby state that | have reviewed and understand the contents of the above-identified specification, including the claims, as amanded by
the amendment(s) referred o above.

| acknowledge the duty to disclose information which L-mmmlwmnmawdmnmmmwmmsnmm
Federal Regulations, §1.56(a).

| hereby claim foreign priority benefils under Title 35, United States Code, § 119 of any foreign application(s) for patent or inventors
certificate listed below and have also identified below any foreign application for paten! or inventor's certificate having a flling date before
that of the application on which pricrity is claimed:

PRICR FOREIGN APPLICATION(S)

COUNTRY APP. NUMBER DATE OF FILING PRIORITY CLAIMED
(DATE, MONTH, YEAR) UNDER 35 US.C. 119

France 9016136 2¢ December 1999 YES

1mnrcldmmmmmm35 United States Code, §120 of any United States application(s) listed below and, insolar as the
subject matter of each of the claims of this application is not disclesed in the prior United States application in the manner provided by the
I'iuhsa raph of Title 35 United States Code, §112, | acknowledge the duty to disclose material information as defined in Title 37, Code of
Federal Regulations, §1,56(a) which amredbetmenhﬂm date of the prior application and the national or PCT intemational filing date
of this application:

PRIOR UNITED STATES APPLICATION(S)

—am —_— —— —
APPLICATION SERIAL NUMBER FILING DATE

STATUS (PATENTED, PENDING,
ABANDONED)

-

F

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and belief are
beliéved to be true; and further that these statements were made with the knowledge that willful false stalements and the like so made are
habile by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful lalse statements
rnay rdize the validity of the application or any patent issued thereon.

POWER OF ATTORNEY: As a named inventor, | hereby appoint the following attorey(s) and/or agent(s) to prosecule this appication and
transact all business in the Patent and Trademark Office connected therewith, (list name and registration number)

Jack E. Haken, Reg. No. 26,902
Michael E. Marion, Reg. No. 34,266

Edward M. Blocker, Reg. No. 30,245

"SEND GORRESPONDENGE TO: Gorporate Pelent Counsel, | DIRECT TELEPHONE CALLS TO:
U.S. Philips Corporation; 580 White Plains Road; | (name and telephone No.)
Tarrytown, NY 10591 J (914) 332-0222
Dated: Inventor's Signature:
Full Name of Last Name First Name Middle Name
Inventor DECOTIGNIE Philippe
Residence & City State or Foreign Country Courriry of Gitizarship
Citizenship Le Mans France France :
Post Office Addrass | Street City State or Country Zip Code
;:; rue du Tertre Saint- 72000 Le Mans France
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‘m UnmreD StaTes PateENT AND TRADEMARK OFFICE
‘\'d UheTED Sricts Besae s Tcesar Brice
e Vamenatos, 0.C. 2020
1 APPLICATIONNUMBER | FILINGRECEIPTDATE - ]_ FIRST NAMED APPLICANT | ATTORNEY DOCKET NUMBER |
09/739,507 12/18/2000 Philippe Decotignie PHF 99,624
CONFIRMATION NO. 3125
FORMALITIES LETTER
Jack E. Haken
hokEpaken IMHENREGRRRT AR

580 White Plains Road
Tarrytown, NY 10591

Date Mailed: 03/06/2001

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Exiensions of time may be obtained
by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

« The oath or declaration is unsigned.

« To aveid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e)
of $130 for a non-small entity, must be submitted with the missing items identified in this letter.

+ The balance due by applicant is $ 130.

A copy of this notice MUST be returned with the reply.

_5/1 7/- -
Customer Service Center
Initial Patent Examination Division (703) 308-1202
PART 3.- OFFICE COPY
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IN THE UNITED STAYES PATENT AND TRADEMARK OFFICE

@cxpplication of . Atty. Docket
_ PHILIPPE DECOTIGNIE PHF 99,624
Serial No. 09/739,507 Group Art Unit: 2681
Filed: DECEMBER 18, 2000 Examiner

Title: ANTI-THEFT PROTECTION FOR RADIOTELEPHONY DEVICE
Commissioner for Patents

Washington, D.C. 20231

ATTENTION: APPLICATION DIVISION

RESPONSE TO NOTICE TO FILE MISSING
PARTS OF AFPLICATION
Sir:

In response to the NOTICE TO FILE MISSING PARTS OF
AFPLICATION mailed on MARCH 6, 2001, enclosed is a Declaration,
properly signed by the_Applidant and referring to the above case by
its Serial Number and filing date, in compliance with 37 CFR 1.63,
and a copy of the Notice. Accordingly, the above-identified patent
application is now complete.

Please cha;ge Deposit Account No, 14-1270 in the
amount of $130.00 for the surcharge for filing the Declaration on a
date later than the filing date of the application, as set forth in
37 CER 1.161(e). |

Respectfully submitted,

oy Oubl) Ybd

JackyD. Slobod, Reg. 26,236
Attorney
(914) 333-9606

TE OF M

CERTIFICATE OF MAILING
lmm&uumhmmmm
with the United States Postal Service as first-Class mail in a8 envelope addressed

COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

On Abﬂil 2, 20)
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ATTORNEY'S DOCKET NO.:
PHE 95,624

|b¢|lmIam"hloﬂuml.ﬂmlndnhlnmm{lmwwmnhwmm«m.owwmmmplurdmm
Mm}dmmm:ﬁ%hmmh;mlpmmiswmmm.humhnn
Anti-theft protection for a radlotelephony device” .
the specification of which (check one)
is attached hereto.
was filsdon 18 December 2000 __ as Application Serial No. _09/739,507 and was amended on
).

(if applicable

IhmhyllmmﬂImwmmmmdmtmmmdmnmmmm including the claims, as amended by
the amendment(s) referred to above.

| acknowledge the duty to disciose information which is material 1o patentability of this application in accordance with Title 37, Code of
Federal Regulations, §1.56(a).

| hereby claim foreign priority benelits under Title 35, United States Code, § 119 of any foreign application(s) for patent or inventor's
certificate listed below and have also identified below any fareign application for patent or invenior's certificale mwlgnlhg dale before
that of the application on which priority Is claimed:

PRIOR FOREIGN APPLICATION(S)

COUNTRY APP. NUMBER DATE OF FILING PRIORITY CLAIMED
. fDATE, mNTH, YEAR) UNDER 35 US.C. 118

France 9916136 _ 21 December 1998 YES _

| heraby claim the benefit under Title 35, United States Code, §120 of any United States application{s) listed below and, insofar as the
subject matter of each ol the claims of this application s not disclosed in the prior United States application in the manner provided by the
first paragraph of Tile 35 United States Code, §112, | acknowledge the duty to disclose material information as defined in Title 37, Code of
Faderal Regulations, §1,56(a) which occurred between the filing date of the prior application and the national or PCT intemational filing date
of this application:

PRIOR UNITED STATES APPLICATION(S)

l APPLICATION SERIAL NUMBER FILING DATE STATUS (PATENTED, PENDING,
H ABANDONED}
| -

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and belief are
believed to be true; and further that these statements were made with the knowledge that willful false statements and the like 50 made are
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and thal such willful false statements
may jeopardize the validity of the application or any patent issued thereon.

POWER OF ATTORNEY: As a named inventor, | hereby appoint the following attomey(s) andior agenl(s) to prosecute this application and
transact all business in the Patent and Trademark Office connected therewith, (list name and registration number}

Jack E. Haken, Reg. No. 26,902

Michael E. Marion, Reg. No. 32266

Edward M. Blocker, Reg. No. 30,245

SEND CORRESPONDENCE TO: Corporate Patent Counsel; DIRECT TELEPHONE CALLS TO:

U.S. Philips Corporation; 580 White Plains Road; {name and lelephone No.)

Tamytown, NY 10591 (914) 332-0222

ated: Inventor's Signature: 2
25 February 2001

Full Name of Last Name First Name ‘Middie Name

inventor DECOTIGNIE Philippe

Residence & City State or Foreign Country Country of Cltizenship

Citizenship Le Mans France France

Post Office Address | Stroet City State cr Country Zip Code
21, rue du Tertre Saint- 72000 Le Mans France
Plerre
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COMMBSCNER FOR PATENTS.
UNTED STATES PATENT AND TRADEMARK OFFICE
Wamancres, 0.C 2023
. wwwEDio. GOV
|  AppucamioNNUMBER | FILINGRECEIPTDATE |  FIRSTNAMEDAPPLICANT | ATTORNEY DOCKET NUMBER |
09/739,507 12/18/2000 Philippe Decotignie PHF 99,624
CONFIRMATION NO. 3125
) 3 FORMALITIES LETTER
Jack E. Haken .
kg paken ISHEN MR TN
580 White Plains Road

Tarrytown, NY 10591

Date Mailed: 03/06/2001

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
' FILED UNDER 37 CFR 1.63(b)
Filing Date Granted

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained
by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

+ The oath or declaration is unsigned.

« To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e)
of $130 for a non-small entity, must be submitted with the missing items identified in this letter.

e The balance due by applicant is $ 130,

A copy of this notice MUST be returned with the reply.

Cusiomer Servics Center

Initial Patent Examination Division (703) 308-1202
: PART 2 - COPY TO BE RETURNED WITH RESPONSE

“h/06/2001 EEKUBAYL 00000073 141270 09739507

21 FLsld5

130,00 CH
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AT

INFORMATION Appllication Number | 09/739,507
DISCLOSURE STATEMENT Filing Date DECEMEBR 18, 2000

TRANSMITTAL First Named Inventor | PHILIPPE DECOTIGNIE
- Group Art Unit 2681 -éJ-

To Commissioner For Patents E o
&mmgummmm.mmdmu Examiner Name 5"
thereon, and a concise sxplanation of teir relevance is dascribed below or enciosed
herewkn per 37 CFR 1.97. Attomey Docket Number | PHF 99,624 &é éd

M3

These documents may be relevant in that they have been:

RECEIVED
[] considered in drafting the specification of the above-
referenced application; AUG 1 5 2(01
[] cited in the specification of the above-referenced Technology Center 600

application;

(] previously submitted or cited in U.S. patent application(s)
which are relied on for an earlier effective
filing date under 35 U.S5.C. 120 (no copy required); or

[A cited as an "X" or "Y" document in a foreign Patent Office search
report on a foreign counter part application, a copy of which
ort is also enclosed;

I hereby certify that these documents were first cited in any
communication with a foreign Patent Office for a counterpart
foreign application not more than three (3) months ago;

[[] otherwise a concise explanation of the relevance of each document
is append hereto.

I hereby certify that not one of these documents was cited in
any communication with a foreign Patent Office nor was any known
to any individual designated in §1.56(c) more than three (3)
months ago.

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQURIED

| ame (Print Type) | JACK D. SLOBOD, ——
CERTIFICATE OF MAILING OR TR

~ {:
1 hersby canity that this is being daposiiad with he U.S. mwmmwanmwunmmumam
Washingion, DC 20231, or facsimile ransmitied to fhe U.S. Patent and Trademark Office es | on the date below:

i Sl ind NATALE A. MANZO

P Hatat 7 g |~ | &/5/o7

F \WPDOCS\SLIMI07SLLO MCl.doc
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Bhest 1 of _1

U.S. DEPARTMENT OF | Atty. Docket No. Serial Wo.
COMMERCE
(REV. 7-80) = PATENT AND TRADEMARK OFFICE | PHF 99,624 05/159, 863
Applicant
PHILIPPE DECOTIGNIE . f
INFORMATION DISCLOSURE CITATION Filing Data Group
(Use several sheets if nacessary) DECEMBER 18, 2000 - 2681
U.S. PATENT DOCUMENTS
B g L - e Nane Class | Sub- | Filing Date
Int. § m:m “a class | If Approp.
AR
AB
x ~RECEIVED |
AD AUG 1
AE
il
FOREIGN PATENT DOCUMENTS
Docusaent Date Country Class Sub- Trans.
Number class
Yes | No
A ;
ﬂ;‘ 2|2 (8|7]8]s|s|a]sress GREAT BRITAIN HOAM HO4Q

AR

OTHER (Including Auther, Titla, Date, Pertinent Pages, Etc.)

AL

C.P. Schultz, "Comaunication Device Inactivity Password Lock", Motorola Technical
Davelopments, Hoveaber 1556, wol. 29, pp. 91-92, XPOO0O691885

vate Considered 2 /7 9 [ R

this form with naxt communicatien to applicant.

Examiner g&l@‘ 5 QEE ;p('
v
PEXAMINER: Initial if reference considared, whether or not citation i{ in mﬂlfﬂ:‘llﬂ“ with

MPE
Draw line through citation if not in conformance and not considered. Includs a wq

§:\SLAMIOTSLKD . NCO.doc
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UNITED STATE. EPARTMENT OF COMMERCE /
Patent and Trademark Office " 5hgio?
ASSISTANT SECRETARY AND COMMISSIONER ort

OF PATENTS AND TRADEMAR
Washington, D.C. 20231

CHANGE OF ADDRESS/POWER OF ATTORNEY

FILE LOCATION 26C1 SERIAL NUMBER 09739507 PATENT NUMBER
THE CORRESPONDENCE ADDRESS HAS BEEN CHANGED TO CUSTOMER # 24737
THE PRACTITIONERS OF RECORD HAVE BEEN CHANGED TO CUSTOMER # 24737
THE FEE ADDRESS HAS BEEN CHANGED TO CUSTOHEﬁ # 24737
ON 04/09/03 THE ADDRESS OF RECORD FOR CUSTOMER NUMBER 24737 I5:
PHILIPS ELECTRONICS NORTH AMERICAN CORP

580 WHITE PLAINS RD
TARRYTOWN NY 10591

AND THE PRACTITIONERS OF RECORD FOR CUSTOMER NUMBER 24737 ARE:

22861 26236 26358 28531 26902 27877 28613 30245 32266 32603
33357 35721 = 36921 37520 39398 39703 40007 42079 42080 43305

RECEIVED

MAY 1 2 2003
Technology Center 2600

PTO INSTRUCTIONS: PLEASE TAKE THE FOLLOWING ACTION WHEN THE
CORRESPONDENCE ADDRESS HAS BEEN CHANGED TO CUSTOMER NUMBER:
RECORD, ON THE NEXT AVAILABLE CONTENTS LINE OF THE FILE JACKET,

" ADDRESS CHANGE TO CUSTOMER NUMBER’. LINE THROUGH THE OLD
ADDRESS ON THE FILE JACKET LABEL AND ENTER ONLY THE 'CUSTOMER
NUMBER’ AS THE NEW ADDRESS. FILE THIS LETTER IN THE FILE JACKET.
WHEN ABOVE CHANGES ARE ONLY TO FEE ADDRESS AND/OR PRACTITIONERS
OF RECORD, FILE LETTER IN THE FILE JACKET.

THIS FILE IS ASSIGNED TO GAU 2683.

PTO-FMD
TALBOT-1/37
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UNITED STA’
United States Matent and Offics
b FOR PATENTS
k-SR]
. g
[ runcpats | FIRSTNAMED NVENTOR [ ATTORNEY DOCKET No. | cONFIRMATIONNO. |
121872000 Philippe Decotigrie PHF 99,624 3128
T ] w70m
PHILIPS INTELLECTUAL PROPERTY & STANDARDS l— EXAMINER ]
P.0. BOX 3001
BRIARCLIFF MANOR, NY 10510 _ ZEWDU, MELESS NMN
| ART UNIT | raren NUMBER _[
2683
DATE MAILED: 08272003

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 07-01)
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Application No, Applicant(s)
08/739,507 . | DECOTIGNIE, PHILIPPE
Office Action Summary Examiner A Uit
Meless N Zewdu 2683
- The MAILING D.nTEo!Ws communication appears on the cover shest with the correspondence address —

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM

THE MAILING DATE OF THIS COMMUNICATION.
Extensions of ime may be availabls under the piovisions of 37 CFR 1.136(a). In no evenl, however, mylnpl,hlh-lyﬂ-l
after SIX (6) MONTHS from the maiing dale of this communication.

- Wihe peniod lor reply specifisd above is lass than thiry (30} days, .mmmmﬂmummupuumm

= NWNO period for reply is specified above, the maxmum statutory period will apply and will sxpire SIX (§) MONTHS from

= Fallure to reply within the se! o axtendad period for reply will, wmammmbmmw mu.ll: tm}

- Any reply received by the Office later than three months after the maling di even lllmh' . may reduce any
samad patent lerm adjustment See 37 CFR 1.704(b).

Status
1)[] Responsive to communication(s) filed on ____
23)J This action is FINAL. 2b) This action is non-final.

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
» closed in accordance with the practice under Ex parte Quayfe, 1835 C.D. 11, 453 0.G. 213.
Disposition of Claims

4)J Claim(s) 1-10is/are pending in the application.
_ 43) Of the above claim(s) is/are withdrawn from consideration.
50 Claim(s) pone is/are allowed.
6] Ciaim(s) 1-10 Is/are rejected.
7)0 Ciaimis) none is/are shjected 16.
8)J Claim(s) ngne are subject to restriction and/or election requirement.
Application Papers
8)[] The specification is objected to by the Examiner.
10)J The drawing(s) filed on 18 December 2000 is/are. a){] accepled or b} objected to by the Examiner.
Applicant may not request thal any objection lo the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
11)J The proposed drawing correction filed on is: a)(] approved b)] disapproved by the Examiner.
If approved, comrected drawings are required in reply lo this Office action.
12)J The oath or declaration is objected to by the Examiner.
Priority under 35 U.S.C. §§ 119 and 120
13) Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 118(a)-(d) or (f).
ald Al b)J Some* c)J None of:
1[0 Certified copies of the priority documents have been received.
20 Certified copies of the priority documents have been received in Application No. _____

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detalled Office action for a list of the certified coples not received.

14)[J Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application).

a) [ The translation of the foreign language provisional application has been received.
15)] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121.

Attachment(s)
| 1) B2 Motice of Refarences Cited (PTO-892) 4O interview Summary (FTO-413) Paper Nofs). .
2 Notce nl’Drmptunt Patent Drawing Review (PTO-348) 5)[] Notice of Informal Patent Application (PTC-152)
3 B4 in o Statement(s) (PTO-1448) Paper No(s) 4and § . &[] other: :
U'S Pater and Tmcemars Ofice
PTOL-326 (Rev 04-01) Office Actlon Summary Part of Paper No. 7

48 of 164



49 of 164

Application/Control Number: 09/739,507 Page 2

Art Unit: 2683

DETAILED ACTION

B This action is the first on the merit of the instant application.

2. Claims 1-10 are pending in this action.
Drawings

The drawings are objected to because of lack of proper labeling. The figures and
parts of the figures should be labeling for purposes of clarity (e.g. Radiotelephone; SIM
card; Display etc.) A proposed drawing correction or corrected drawings are required in
reply to the Oﬁm action to avoid abandonment of the application. The objection to the

drawings will not be held in abeyance.
Specification '

The abstract of the disclosure is objected to because of the following reasons.
One, it is presented in more than one paragraph. Rules and practices of the Office
require that the abstract should be of one single paragraph. Two, no other text may
follow the abstract. In this case the text “Reference: Fig. 2°, in line 10 of the abstract is
not inline with the rules and practices of the US PTO. If applicant wishes, reference
figures can be incorporated inlo the body of the abstract and in parenthesis. Correction
is required. See MPEP § 808.01(b).



Application/Control Number: 09/739,507 Page 3
Art Unit: 2683

The disclosure is objected to because of the foil'owing informalities: the phrase, “
In the drawings” on page 3, line 6 is an improper heading. It should be changed with

“Brief Description of the Drawings”. Appropriale correction is required.
Glaim Objections

Claim 8 is objected to because of the following informalities: claim 8 is a method
claim which improperly made to depend on the apparatus claim of 1. Claim 8 and all
claims that subsequently depend from it should further limit the method steps of claim 7

or be modified in a form of apparatus claim 1. Appropriate correction is required.
Claim Rejections - 35 USC § 112

The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with ane or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claim 10 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite
for failing to particularly point out and distinctly claim the subject matter which applicant
regards as the Invéntion. The program needs to be embedded on a computer readable

medium within the method to carry out the steps.

50 of 164
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Application/Control Number: 09/739,507 Page 4

_ Art Unit: 2683

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1 and 3-10 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Pinault (US 5,913,175) in view of Grant et al. (Grant) (US 6,095,416).
As perclaim1:a mobfle radiotelephone device intended for a@mdaling a user
identification module, said device comprising:
A connecting means for establishing a link between the device and the identification
module mounted inside the device dreads on '175 (see abstract; col. 1, lines 32-39; col.
3, lines 49-63).
Blocking means for preventing the normal operation of the device reads on '175 (see
col. 6, lines 3-7; col. 9, line 63-col. 1¢, lire 7).
Test means for activaling the blocking means when the identification module mounted
inside the device is not the one that is linked to the device reads on ‘175 (see col. 6,

lines 48-67; col. 11, lines 34-57). But, Pinault does not explicitly teach about é timing

. means for activating the blocking means after the device has been inactive for a defined

period of time and de-blocking means for permitting normal operation of the device
when the identification module placéd inside the device is the one that is linked to the

device and when a de-blocking code is supplied by the user, as claimed by applicant.
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Application/Control Number: 09/739,507 Page 5
Art Unit: 2683

However, in a related field of endeavor, Grant teaches about a “method and device for
preventing unauthorized use of credit card” wherein a card, such as a credit card with
personal information, is provided with a timing means that disables the card after a
predetermined period of activation (see col.3, lines 59-85). Furthermore, the card,
among others can be a smart electronic card (see col. 4, lines 1-3) which can be
associated to a portable auxiliary device (see col. 3, lines (see 65-67). Once,
deactivated after a predetermined period of inactivity, the card can be reactivated by
using a personal identification number (PIN) provided by the user (see col. 10, lines 43-
48). The subscriber identification module (SIM) in Pinault's reference and the credit card
(the smart card version) in Grant's reference are both smart cards and both for use in
providing protection/security for personal information, and hence, combinable.
Therefore, it would have been obvious for one of ordinary slﬁll in the art at the time the
invention was made to modify Pinault's SIM with the teaching of Grant for the
advantage of preventing the SIM card from fraudulent use by unauthorized person.

As per claim 3: a device characteﬂied in that it comprises:

Locking/unlocking means for locking/unlocking the device, while said bipcking means
can only be activated when the device is locked, and said link is established while the
device is being locked reads on ‘175 (see col. 5, line 58-ccl. 6, line 32).

As per claim 4: a device characterized in that said connection means comprises:
Means for reading and storing a data stored in the identification module, and that said
test means compares this data thus stored with the data in the identification module that

is placed inside the device reads on 175 (see col. 6, lines 52-67; col. 11, lines 42-57).
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Application/Cantrol Number: 09/739,507 Page 6
Art Unit: 2683

As per claim 5: a device characterized in that: _

Said data is formed by the international identification number siored in the user
identification module, dreads on ‘175 (see col. 1, lines 32-39).

As per claim 6; a device chara.cleﬁzed in that:

Said de-blocking code is formed by the personal identification number stored in the
identification module reads on ‘175 (see col. 1, lines 58-65).

As per claim 7: most of the features of claim 7 are similar to the features of claim 1.
Hence the similar features are rejected on the same ground and motivation as claim 1.
The differénce feature, which is directed to blocking of the normal operation of the
device when said period of inactivity has been detected, reads on ‘416 (see col. 3, lines
59-67).

As per claim 8: a method of protecting a mobile radiotelephone device characterized in
that it comprises: _ _
A step of locking the device, while the blocking steps can only be executed when the
device is locked, and the step of establishing a link between the device and the
identification module placed inside the device is executed when the device is locked
reads on ‘175 (see col.6, lines 1-22).

As per claim 9: a method of protecting a mobile radiotelephone device, characterized
in that the step of establishing a link between the device and the identification module
placed inside the device comprises:

A step of reading and storing a data stored in said identification module, and in that the

test step comprises comparing thus stored with the data stored in the identification
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Application/Control Number: 09/739,507 Page 7
Art Unit: 2683 .

module that is placed inside the device reads on ‘175 ( see col. 5, lines 41-53; col 6,
lines 52-61).

As per claim 10: a computer pfogam comprising means for implementing a method as
claimed in claim 7 of protecting a mobile radiotelephone device reads on ‘175 (see col.
1. line 44-col. 2, line 36; col. 4, lines 46-49; col. 11, lines 63-67) Algorithm is a body of
steps a given program foliows.

Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Pinault in
view of Grant as applied to claim 1 above, and further in view of Miller et al. (Miller) (US
6,141,583).

As per claim 2: some of the features of claim 2, particularly the first blocking and
second blocking, are similar to the features of claim 1. Hence, the similar features of
claim 2 are rejected on the same ground and motivation as claim 1. The difference
feature of claim 2 from claim 1 Is the one directing to excepting/allowing one of rriare
emergency numbers which is not taught by both of the references used in daim 1.
However, in a related field of endeavor, Miller teaches a subscriber unit can be
preprogrammed to permit access to use, without the SIM card, for emergency fire or
police numbers (see col. 4, lines 20-38). Therefore, it would have been obvious for one
of ordinary skill in the ari at the time the invention was made modify the above
references with the teaching of Miller for the advantage of summoning help during an

emergency situalion.
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Application/Control Number: 09/739,507 Page 8
Art Unit; 2683

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Meless N Zewdu whose telephone number is (703) 306-
5418. The examiner can normally be reached on 8:30 am to 5:00 pm..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, William Trost can be reached on (703) 308-5318. The fax phone number for
the organization where this application or proceeding is assigned is (703) 872-9306.

Any inquiry of a general nature or relating to the status of this application or
psoceeding should be directed to the receptionist whose telephone number is (703) 306-

0377.

Meless Zewdu H c P WILLIAM Tone-
Examiner ';;r';h:':te ormN

21 August 2003.
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“B opy of This refarence 1 w0l bung Tomished with this Offica

US Paleni ard Tadarrark Ofcy
PTO-892 (Rev. 01-2001)

achon.
- Dales it MM-YYYY formal ars publication dates. Classifications may be US of foreign.

Application/Control No. m{ﬁpﬂm Under
Notice of References Cited 2:::?? :o::mme. il
. Meless N Zewdu 2683 Paget 01_1
U.S5. PATENT DOCUMENTS
T T cmnoniamcn | wetm e Cmstcsin
* | A [ US5813175 +| 081888 | Pinaull 455/558
B | UB0ag s . FOBE000 | Grantetd, 235/448
c | US-8,141,563 v | 10-2000 Miller et al. 455/558
p | US-5,807,804 ¢ 1 051899 | Schroderusetal 455/411
E | US-6,490,463 B1 + 1 12-2002 | Portalier et al 455/557
F | US-5204,663 . ¢ | 041983 | Lee 340/825.34
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Serial No.: 09/739,507
Filed: December 18, 2000
Page 2 of 1S
SEECIFICATION AMENDMENTS:
: Please amend the paragrsph beginning at page 1, line 4 as follows:
- *—"The inveation relatcs 1o a mobils radiotelcphony device intended for ———
mmnwdm: user identification module, where the device has an established fink
- i
s
beg —
T o “kumnblymobieﬂoﬂh:mnlmmmhehspmbhn.lehk il
m.m.nmwkhuummnmmm
R N N
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Filed: December 18, 2000
Page 3 of 15

-~ Please gmend the paragraph beginning on page 3, line 20 as follows: e
" “Fig. 2 shows the overall electrical diagram of this device 1. The operation of
the device | is, in essence, controlled by a microprocessor assembly 20 which
comprises & microprocessor (“uP™) 22 to which are assoclated a random sccess
memory (“RAM”) 24 and a read-only memory (“ROM™) 26. This assembly is
a connected to a man-machine interface 30 via & common line 32. This man-machine
3 interfiace 32 controls the screen 8 and the keypad 9. The common line 32 also
the microps assembly 20 to a transceiver assembly (“TX™) 35 via an
interface circuit 38. The transceiver assembly 35 is connected 1o the antenna 11.
Finally, the common line 32 also connects the microprocessor assembly 20 1o a card

CI%IT) BTG PLCSCTR

reader 39.” I
_— e — N
Plcase pid the following paragraph beginning on page 5, line 29 as follows:
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Case No. PHF 99,624 (7790/310)
Serial No.: 09/739,507

Filed: December 18, 2000

Paged of 1S
DERAWING AMENDMENTS:

The attached replacement informal drawing sheet 1/2 includes proposed
changes to FIGS. | and 2. Specifically, 1" has been added to FIG. 1 to label the
device, “D1” has been added within module 13 of FIG. 1 to label the TMIS data, and
“TX" bas been added within transceiver assembly 35 of FIG, 2.
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Filed: December 18, 2000

Page 5 of 15

CLAIM AMENDMENTS:

Claims 1-10 are cumently pending in the application.
Please cancel claims 1-10 without prejudice or disclaimer as to the subject
matter of claims 1-10.
Please add claims 11-30 as shown below.
The following listing of claims 1-30 will replace all prior versions, and
listings, of claims in the application:
1

—PAGE B19* RCVD AT

1.-10, (Cancelled)

11.  (New) A mobile'yadiotelephony device, comprising:
blocking means fok preventing a normal operation of the mobile

radiotelephony device subsequent to the \nounting of the linked user identification

12.  (New) The mobile radiotelephony device of claim 11, wherein an activation
i f outgoing calls.

13.  (New) The mobile radiotelephony device of claim | 1, wherein an activation
of the blocking means prevents all transmissions of outgoing calls and
permits all transmissions of emergency outgoing cal

A [Eastem n-q EFXRP-172 CHIDINT 606 0083 a):0747
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sphony device of claim 11, further comprising:
adjng an activation of the block means by the timing

ony device of claim 11, firther comprising:
a link between the mobilc radiotelephony
dn module,

connecting means for establishin
device and the linked user identifi

16.  (New) The mobile radiotelepho

Iocking means for facilitating an cetab
radiotelephony device and the linked user
means.

device of claim 15, further comprising:
ishment of the link between the mobile
i module by the connection

17.  (New) The mobile radiotelephony device of claim 11, wherein an
international identification number stored on tht linked user identification module is
stored on the mobile radiotelephony device as ddta corresponding to a link between
the mobile radiotelephony device and the linked user identification module.

18. (New) The mobilc radiotelephony device ofclaim 11, wherein a personal
identification number stored on the linked user identification module is stored as the
debugging code on the mobile radiotelephony device.

19.  (New) The mobile radiotelephony device of ¢! 11, further comprising:

20. (New) A method of protecting a mobile radiotelephony device, the method
comprising:
i a user identification module mounted inside the
radiotelephony device is linked to the mobile radiotelephony devi

nobile

——PAGE W18° RCVD AT 12272003 16:20:08 AM [Eastern Standard Time] * SVR:USPTO-EFXRF-1/2" DHSS:AT29314 * CID:1T 504 0993 * DURATION
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22,  (New) The method of claim 20, v

erein the prevention of the normal
operation of the maobile radiotelephony device p

ents all transmissions of outgoing
calls.
23,  (New) The method of claim 20, wherein thé prevention of the normal

its all transmissions of non-
of emergency outgoing calls.

operation of the mobile radiotelephony device preve)
emergency outgoing calls and permits all transmissic

24.  (New) The method claim 20, further co

storing an international identification number stq
identification module onto the mobile radiotelephony de
a link between the mobile radiotelepkoay dewics and the: ke nger identification
module.

25. (New) The method claim 21, further comprising:
storing a personal identification number stored on the|linked user
identification module onto the mobile radiotelephony device & the debugging code.
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26. (New) The method'pf claim 20, further comprising:
preventing the normal operation of the mobile radiotelephony device in

27.  (New) Inamobile rad ony device, 4 compuier readable medium
comprising:

computer readable code for veyifying a user identification module mounted
inside the mobile radiotelephomy devick is linked to the mobile radiotelephony device;

computer readuble code for detetting a period of inactivity of the mobile
radiotelephony device during a normal operation of the mobile radiotelephony device,
wherein the normal operation includes a ptocessing of all outgoing calls;

computer readable code for pre ng the normal operation of the mobile
radiotelephony device in response 10 the ve on of the linked user identification
module and in response to the detection of the period of inactivity of the mobile
radiotelephony device.

module and in response to a supply of a debugging dpde to the mobile rediotelophony

device subsequent to tho detection of the period of inkctivity of the mobile
radiotelephony device. )
29, (New) The computer readable medium of ¢ further comprising

p.11
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Filed: December 18, 2000
Page 9 of 15
0. '
’[yﬁ- preventing the normal operatidy of the mobile radiotelephony device it
0S & response to any unlinked user {on module being mounted insidé the mobile
radiotelephony device.

11 fi
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Page 10 of 15

REMARKS/DISCUSSION OF ISSUES

Priority Claim. The Applicant thanks Examiner Zewdu for acknowledging the
claim for priority and receipt of certified copies of all the priority documents.

Spesification. In the Non-Final Office Action, Examiner Zewdu objected to
the specification. The Applicant has amended the specification herein to obviate
Examiner Zewdu's objections to the specification, except for the objection to page 3,
line 6. The Applicant respectfislly asserts that the proper heading “Briof Description
of the Drawings” is recited on page 3, line 1. No new matter was introduced by the
amendment of the specification herein. Withdrawal of the objections to the
specification is therefore respectfully requested.

Drawings. In the Non-Final Office Action, Examiner Zewdu objected to the
drawings, The attached replacement informal drawing sheet 1/2 includes proposed
" changes to FIGS. 1 and 2 to obviate Examiner Zewdu's objections to the drawings.
The Applicant respectfully asserts that FIGS. | and 2 are properly labeled by the
drawing amendments herein, and no new matter was introduced into the drawing
amendments herein. Examiner Zewdu is therefore respectfully requested to approve
the proposed replacement informal drawing sheet 1/2,

Claims. In the Non-Final Officc Action, Examincr Zewdu rejected objected to
and rejected pending claims 1-10 on various grounds. The Applicant responds to cach
objection and rnjedon as subsequently recited herein, and respectfully requests
reconsideration and further examination of the present application under 37 CFR §
L112:

A.  Examiner Zewdu objected o pending claim 8.

——PAGE 1218 * RCVD AT 12212007 $0:20:08 AM [Eastern Standard Time] * -EFXRF-112 (mIT-$8):07-
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The Applicant has cancelled pending cleim 8 without prejudice or disclaimer
to the subject matter of claim 8. Withdrawal of the objection of ¢laim 3 is therefore
respectfully requested.

B.  Examiner Zewdu rejected pending claim 10 under 35 US.C. §112,
.

‘The Applicant has cancelled pending claim 10 without prejudice or
disclaimer to the subject matier of claim 10. Withdrawal of the rejection of claim
10 under 35 U.S.C. §112, R2 is therefore respectfully requested.

C. Examiner Zewdu rejected pending claims | and 3-10 under 35
U.S.C. §103(a) as being unpatentable over U.S. Patent No. 5,913,175
to Pinauls in view of U.S, Patent No. 6,095,416 to Granf et al.

The Applicant has thoroughly considered Examiner Zewdu’ remarks
concerning the patentability of claims 1 and 3-10 over Pinault in view of Gramt. The
Applicant has also thoroughly read Pingult and Grant. ‘To warrant this 35 U.S.C.
§103(a) rejection of claims 1 and 3-10, all the claim limitations recited in independent
claims 1 and 7 must be taught or suggested by the combination of Pinaulf and Grant.
Sece, MPEP §2143. The Applicant respectfully traverses this §103(a) rejection of
claims 1 and 3-10, because Pinau/t and Grant in combination fails to disclose, teach
or suggest the following limitations of independent claims | and 7:

IR IT Y

inativity has been detected™ as recited in independent claim 7.

operation of the de
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As to the traversal, Examiner Zewdu has correctly recognized Pinguit’s failure
to disclose, teach or suggest the aforementioned limitations of independent claims 1
and 7. A proper reading of Grant reveals that Grant also fails to teach or suggest the
aforementioned limitations of independent claims 1 and 7.

Specifically, Grant discloses authorization cards having a default disabled
state and an enabled state, where the cards revert from the cnabled state to a defaukt
disabled stato after a predetermined period of time, See, Grant at column 3, lines 54-
66. In a first embodiment as illustrated in FIGS. 4(a) and 4(b) of Grant, a removal of
pressure from a polymer 36 allows polymer 36 1o return to ils original shape that
comresponds 1o the default disabled state, See, Grant at column 6, lines 11-19. Grant
clearly fails to teach or suggest a retuming of polymer 36 to its original shape as being
a function of an inactivity of a device. '

In a second embodiment as illustrated in FIG. 7(c) of Grant, a sufficient
charge bleed off a capacitor 106 reverts the card to the default disabled state. See,
Grant at column 10, lines 43-48. Grant clearly fails to teach or suggest bleeding of
capacitor 106 as being a function of an inactivity of a device.

In a third embodiment as illustrated in FIG. 9(c) of Grani, a removal of
pressure from a membrane 214 allows membrane 214 to return to its original shape
that corresponds to the default disabled state. See, Grans at column 11, lines 2840,
Grant clearly fails to teach or suggest a returning of membrane 214 1o its originsl
shape as being a function of an inactivity of a device.

While the Applicant respectfully traverses this 35 U.S.C. §103(a) rejection of
claims 1 and 3-10 as shown sbove, the Applicant has cancelled claims 1 and 3-10
herein without prejudice and disclaimer to the subject matter of claims 1 and 3-10
herein, and added new claims 11-30. The Applicart respectfully asserts that Pinawlt,
Grani and the remaining art of record, alone or in combination, fails to disclose, teach.
or suggest the following limitation combinations of new independent claims 11, 20
and 27:
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.
Subsequen ., MOUnNiing o I OO0 UL I ETTTICLION MO It

mobile radiotelephony device” as recited in independent claim 11;

Withdrawal of the rejection of claims 1 and 3-10 under §103(a) as being
unpatentable over Pinault in view of Grant and an allowance of claims 11-30 are
therefore respectfully requested.

D.  Examiner Zewdu rejected pending claim 2 under 35 U.S.C. §103(s)
8s being unpatentable over U.S. Patent No. 5,913,175 to Pinauit in
view of U.S. Patent No. 6,095,416 to Gran/ et al. and in further view
of U.S. Patent No. 6,141,563 to Miller ctal. -

The Applicant has cancelled pending claim 2 without prejudice or disclaimer
to the subject matter of claim 2. Withdrawal of the rejection of dependent 2 under
35 U.S.C. §103(a) being unpatentable over Pinault in view of Grant and in further
view of Miller is therefore respectfully requested.
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SUMMARY

Examiner Zewdu's objections and rejections of pending claims 1-10 have been
obviated by the cancellation herein of claims 1-10. The Applicant has supported an
allowance of new claims 11-30 over the art of record. The Applicant respectfully
submits that claims 11-30 as added herein fully satisfy the requirements of 35 U.S.C.
§§ 102, 103 and 112. In view of the foregoing, favorable consideration and carly
passage to issue of the present application is respectfilly requested. If any points
remain in issue that may best bo rosolved through a persomal or telephonlc interview,
Examiner Zewdu is respectfully requested to the undersigned at the telephone
number listed below.

Dated: December 2,2003 Respectfully submitted,
Philippe Decotignie

PHILIPS INTELLECTUAL PROPERTY  Jack D. Slobod

& STANDARDS Registration No. 26,236
P.O. Box 3001 Attorney for Appli
Briarcliff, New York 10510

Phone: (914) 3339612

Fax: (914)332-0615

CARDINAL LAW GROUP Darrin Wesley Harris
Suite 2000 Registration No. 40,636
1603 Orrington Avenue Attormey for Applicant

Evanston, Illinois 60201
Pbone: (847) 905-7111
Fax: (B47)905-7113
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ABSTRACT

WMAMNEMMM
intended for accommodating a linked user identification module te-be-able-te-operate:
Fhe-invention-has-for-it-objecto-protest aueh-a-device against-thefl offers protection
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DETAILED ACTION

Response to Amendment (A)

1L This action is in response to the communication filed on 12/2/03.
The original claims 1-10 have been canceled in the current amendment.

New Claims 11-30 are pending in this action.

Ea I

This action is final and finality was necessitated by the current amendment.
5. . Objections to the drawings, the specification, the claim and the Claim
Rejections under - 35 USC § 112, provided in the previous Office Action, have been
withdrawn consequent to applicant’s amendment of the claims, the drawings and the
specification,

Claim Rejections - 35 USC § 112
The following is a quotation of the ﬂrst paragraph of 35 U.S.C. 112:

The specification shall contain a written descriplion of the invention, and of the manner and process of
making and using It, in such full, clear, concise, and exact lerms as to enable any person skilled in the
art to which it pertains, or wilh which it is most nearly connected, to make and use the same and shall
set forth the best mode conlemplated by the invenlor of carrying out his invention.

Claims 11, 18, 21, 28 and 29 are rejected under 35 U.S.C. 112, first paragraph,
as failing to comply with the written description requirement. The claim(s) Ioontains
subject matter which was not described in the specification in such a way as to
reasonably convey to one skilled in the relevant art that the inventor(s), at the time the
application was filed, had possession of the claimed invention. The claims include a
"debugging means” feature which has no support in the specification. What_is dlaclos_as

in the spec. is deblocking. The two features have two different meanings. Debugging,
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for instance, is directed to a process of finding and correcting errors while deblocking is

just an act of allowing something which has been prevented to pass through.

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole woulkd have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invenlion was made.

Claims 11 and 13-30 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Pinault (US 5,913,175) in view of Grant et al. (Grant) (US 6,095,416).
As per claim 11: a mobile radiotelephone device, comprising:
blocking means for preventing a normal operation of the mobile radiotelephony device,
wherein the normal operation includes a processing of outgoing calls .teads en ‘175

(see col. 9, lines 52-63). The prior art discloses that a terminal can be switched off and

2on between locked mode and unlocked mode, even if the user card with which it is

cooperating is the linked user card, using code. But Pinault does not explicitly teach, the
difference feature, which is directed to timing means for activating the blocking means in
response to the mobile radiotelephony device being inactive during the normal
operation of the mobile radiotelephony device for a defined period of time subsequent to
a mounting of a linked user identification module inside the radiotelephony device, as
claimed by applicant. However, in a related field of endeavor, Grant teaches about a |
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“‘methed and devics for pagventing unauthorized use of credit card” wherein a card,
such as a credit card with personal information, is provided with a timing means that
disables the card after a predetermined period of aclivation (see col.3, lines 59-65).
Furthermore, the card,. among others can be a smart electronic card (see col. 4, lines 1-
3) which can be associated to a portable auxiliary device (see col. 3, lines (see 65-67).
Once, deactivated after a predetermined period of inactivity, the card can be reactivated
by using a personal identification number (PIN) provided by the user (see col. 10, lines
43-48). The subscriber identification module (SIM) in Pinault's reference and the credit
card (the smart card version) in Grant's reference are both smart cards and both for use
in providing protection/security for personal infon'rmli'o.n. and hence, combinabie.
Therefore, it would have been obvious ior one of ordinary skill in the art at the time the
invention was made to modify Pinault's SIM with the teaching of Grant for the
advantage of preventing the SIM card from fraudulent use by unauthorized person.
As fper claim 12: the mobile radiotelephony device wherein an activation of the blocking
means prevents all transmission of outgoing calls reads on '175 (see col. 8, lines 63-
65).
As per claim 14: the mobile radiotelephony device further comprising:

locking means for féciritating an activation of the block means by the Itiming
means reads ‘416 (see col. 3, lines 59-67). When the references are combined as
shown above, the Pinault’s block/unblock means would be able to operate as a function
of Grant's predetermined time.

As per claim 15: the radiotelephony device further comprising:
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connecting means for establishing a link between the mabile radiotelephony
device and the linked user identification module reads on 175 (see col. 5, lines 1-40).
As per claim 16: the mobile radiotelephony device further comprising:

locking means for facilitating an establishment of the link between the mobile
radiotelephony device and the linked user identification module by the connection
means reads on '175 (see col. 5, lines 1-40).

As per claim 17: the mobile radiotelephony device wherein:

an international identification number stored on the linked user identéﬁcation
module is stored on the mobile radiotelephony device as data corresponding to a link
between the mobile radiotelephony device and the linked user identification module
reads on 175 (see 1, lines 32-53).

As per claim 18: the mobile radiotelephony device wherein:

a personal identification number stored on the linked user identification modﬁle is
stored as the debugging code on the mobile radiotelephony device reads on ‘416 (see
col. 59-67).

As per claim 19: the mobile radiotelephony device further comprising:

test means for activating the blocking means when any u_nlinked user
identification module is ﬁounmd on the mobile radiotelephony device reads on ‘175
(see col. 6, lines 52-67; col. 11, lines 42-57).

As per claim 20: a method of protecting a mobile radiotelephony device, the method

comprising:
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verifying a user identification module mounted inside the mobile radiotelephony
device is linked to the mobile radiotelephony device reads on ‘175 (see col. 6, lines 48-
67, col. 7, line 39-col. 8, line 16; col. 9, lines 7-16). Authentication is same as
verification.

wherein the normal operation inciudes a processing of all outgoing calls reads on
175 (see abstract).

preventing the normal operation of the mobile radiotelephony device in response
to the verification of the linked user identification module reads on '175 (see col. 9, lines
63-65). It is inherent to Pinault’s The difference feature directed to detecting a period of
inactivity of the mobile radiotelephony device during a normal operation of the mobile
radiotelephony device and in response to the deléctlon of the period of inactivity
preventing the operation of the mobile radiotelephony device is same as the difference
feature addressed in claim 1 above. Hence, the difference feature in claim 20 is rejected
&n the same ground and motivation as claim 1.
As per claim 21: the method further comprising:

permitting the normal operation of the radiotelephony device in response to the
verification of the linked user identification module and in response to a supply of a
debugging code to the mobile radiotelephony device reads on '175 (see Abstract; col. 1,
line 32-col. 2, line 20; col. 9, line 57-col. 10, line 7).

the detection of the period of inactivity of the mobile radiotelephony device reads
on ‘416 (see col. 3, lines 59-67). The combination of the two references and the

subsequent motivation is as provided in claim 1.
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As per claim 22: the method wherein:
the prevention of the normal operation of the radiotelephony device

prevents all transmission of outgoing calls reads on ‘175 (see abstraci). i iz 50

obvious that a mobile radiotelephone device in a normal operation mode

transmits all outgoing calls.
As per claim 24: the method further comprising:

storing an international identification number on the linked user identification
module on-lo the mobile radiotelephony device as data corresponding to a link between
the mobile radiotelephony device and the linked identification module reads on 175
(see col.1, lines 32-53).

As per claim 25: the method further comprising:

‘storing a personal identification number stored on the linked user identification
moditie ¢nio the mighils fudicieleghony device as a debugging code reads on ‘416 (see
col. 3, lines 59-67).

As per claim 26: the method further comprising:

preventing the normal operation of the mobile rédiotelephuny device in response
to any unlinked user identification module being mounted inside the mobile
radiotelephony device reads on ‘175 (see col. 8, lines 52-67; col. 11, lines 42-57).

As per claim 27: in a mobile radiotelephony device, a computer readable medium
comprising:

computer readable code for verifying a user identification module mounted inside

the mobile radiotelephony device Is linked to the mobile radiotelephony device reads on



85 of 164

© Application/Control Number: 09/739,507 Page 8

Art Unit: 2683
‘175 (see col. 1, lines 45-65; col. 6, lines 48-67; col. 7, line 39-col. 8, line 16; col. 9, lines
7-16). Algorithm indicates a computer readable medium in the context of the prior art.
wherein the normal operation includes a processing of all outgoing calls reads

on 175 (see abstract). ' |

computer readable code for preventing the normal operation of the mobile
radiotelephony device in response to the verification of the linked user identification
module reads on 175 (see col. 9, lines 53-65}. The difference feature directed to
detecting a period of inactivity of the mobile radiotelephony device during a normal
operation of the mobile radiotelephony device and in response to the detection of the
period of inactivity preventing the operation of the mobile radiotelephony device is same
as the difference feature addressed in claim 1 above. Hence, the difference feature in
claim 20 is rejected on the same ground and motivation as claim 1 since computer
readablé code is obvious in the prior art usage of algorithmic functions.
As per claim 28: the computer readable medium further comprising:

computer readable code for permitting the normal operation of the mobile
radiotelephony device in response to the verification of the linked user identification
module and in response to a supply of a debugging code to the mobile radiotelephony
device reads on ‘175 (see Abstract; col. 1, line 32-col. 2, line 20; col. 9, line 57-col. 10,
line 7). '

the detection of the period of inactivity of the mobile radiotelephony device reads
on ‘416 (see col. 3, lines 59-67). The combination of the two references and the

subsequent motivation is as provided in claim 1.
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As per claim 29: the computer readable medium further comprising:

storing a personal identification. number stored on the liked user identification
module onto the mobile radiotelephony device as the debugging code reads on ‘175
(see col. 3, lines 59-67).

As per claim 30: the computer readable medium furthér comprising:

preventing the normal operation of the mobile radiotelephony device in response to any
unlinked user identification module being mounted inside the mobile radiotelephony
device reads on ‘175 (see col. 6, lines 52-87; col. 11, lines 42-57).

Claims 13 and 23 are rejedaw%ﬁ @S&lﬁm%;} as being unpatentable
over Pinault in view of Grant as applied to claim 1 above, and further in view of Kolev et
al. (Kolev) (US 6,125,283).

As per claim 13: but, Pinault in view of Grant do not explicitly teach about a mobile
radiotelephony device wherein an activation of the blocking means prevents éll
transmission on non-emergency outgoing calls and permits all transmission of
emergency outgoing calls, as claimed by applicant. However, in a related fleld of
endeavor, Kolev teaches that a mobile terminal can be provided with the ability to switch
from a current mode an alternative mode to process emergency calls and to acquire

services that do not require valid subscriber identity (see abstract, fig. 6A; col. 3, line 16-

. col. 4, line 60; col. 9, lines 62-67; col. 12, lines 16-18). Therefore, it would have been

obvious for one of ordinary skill in the art at the time the invention was made to modify
the above references with the teaching of Kolev for the advantage of providing mobile

subscribers with the emergency 911 service (see col. 3, lines 16-38).
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As per claim 23: the method wherein:

the prevention of the normal operation of the mobile radiotelephony device
prevents all transmission of outgoing calls ‘283 (see abstract; col. 3, line 16-col. 4, line
35).

Double Patenting

Claims 11-30 are rejected under the judicially created doctrine of obviousness-
type double patenting as being unpatentable over claims 1-7 of U.S. Patent No. US
6,370,400 B1, in view of Gran et al., (US 6,095,416). The difference between the claims
and the cited US patent is that the feature directed to the “deblocking means for
permitting the normal operation of the mobile radiételephony device in response to

supplying of a deblocking/debugging code to the mobile radiotelephony device

'subsaquent to the mounting of the linked user identification module inside the mobile

radiotelephony device and subsequent to the defined period of time”, recited in the
elaims. This feature is addressed by Grant's reference the subject matter of which is
“method and device for preventing unauthorized use of credit cards". The subject
matter of Grant's reference is in the same field of endeavor as the claims which is "anti-
theft protection a radioleléphony device". Grant teaches that "once the correct PIN code
is entered, the card is activated for a predetermined limited time. After the
predetermined time, the card returns to the disable state so th_al it cannot be used for a

fraudulent transaction.” (see col. 3, lines 59-67). In the end, the difference feature in the
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current claims, which can be summarized as enabling a disabled device using a code,

has sufficiently been taught by Grant et al.

Conclusion

\

Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within |
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

Any inquiry concerning thfs.oommunicalion or earlier communications from the
examiner should be directed to Meless N Zewdu whose telephone number is (703) 306-
5418. The examiner can normaily be reached on 8:30 am to 5:00 pm..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, William Trost can be reached on (703) 308-5318. The fax phone number for

the organization where this application or proceeding is assigned is (703) 872-9306.
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Any inquiry of a general nature or relating to the status of this application or

proceeding should be directed to the receptionist whose telephone number is (703) 306-
0377.

Meless Zewdu T\ t -Z :
‘ WILLIAM TROST
Examiner supEmoP.Y PATENT EXAMINER
TECHNOLOGY CENTER 2600
16 February 2004. -
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