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(7) ABSTRACT

A mobile radiotelephony device intended for accommoclat-
ing a linked user identification module offers protection
against theft. The device prevents a normal operation of the
device with an unlinked identification module, aud permits
the nommal operation of the device with the linked identifi-
cation module until such time the device has been inactive
for a defined period of time. A debugging code can be
supplied to the device subsequent to a detection of the
defined period of time to again permit the normal operation
of the device with linked identificalion module.

20 Claims, 2 Drawing Sheets
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1

ANTI-THEFT PROTECTION FOR A
RADIOTELEPHONY DEVICE

FIELD OF THE INVENTION

‘The invention relates to a mobile radiotelephony device
intended for accommodating a user identification module,

5

where the device bas an established link to an identification .
module to thereby prevent a normal operation ofthe devicewheo an identification module other than the linked identi-
fication module is mounted inside the device,

‘The invention also relates to a method of protecting such
a device, and a computer program for implemeating such amethod.

‘The invention notably has applications im the. ficld of
portable radiotelephuny. Portable radiotelephony devices
are intended to accompany their users when they move
around. It happens thal these devices are los! or stolen.

PRIOR ART OF THE INVENTION
U.S. Pat. No. 5,913,175, published Jun. 15, 1999

describes a method of protecting a radiotelephone which
permitsto avoid that the lost or stolen telephone can be used
by a third party with another user identification module. This
method comprises establishing a link between the device
aod a specific user identification module and blocking the
normaloperation of the device when the user identification
module that is placed inside the device is not the one that islinked to the deviec.

Whenthe device is lost or stolen with the identification
module to which it is linked, the user is to warn the operatorso that the use of his identification module. is blocked at
networklevel.

This means that the device can be freely used until the
identification module to whichit is linked is blocked via the
network. This may take a certain period of time.

SUMMARYOF THE INVENTION

It is notably an object of the invention to resolve this
problem. For this purpose, a device in accordance with the
invention (1) verifies a user identification module mounted
inside the mobile radiotclepboay device is linked w the
mobile radiotelephuny device, (2) detects a period of inac-
tivity of the mobile radiotelepbony device during a normal
operation of the mobile radiotelepony device, wherein the
normal operation includes a processing of all outgoing calls,
and (3) prevents the oormal operation of the mobile radio-
telephony device in response to the verification of the user
identification module and in response to the detection of the
period of inactivity of the mobile radiotelephony device.

‘Thus, when the device falls into the hands of a third party
together with the identification module to whichit is linked,
it has most probably been inactive for a period of time that
is sufficiently long for its normal operation to be blocked
(advantageously, the inactive time aller which the blocking
mcans are activated is of the order of several minutes). The

’ device cannot thus be used without the deblocking code
being supplied,

Thanks to the invention the lost or stolen device becomes
totally unusable. A fraudulent person cannot send commu-
nications al the cost of the owner of the device. But neither
can he use the device with another identification module.
The theft of the device becomes totally uscless. The inven-
tion thus forms a protection against thefl.

Ta a particularly simple embodiment, the connecting
means comprise reading, means and storage means of a data

15
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2
stored in the identification module, and the test means
compare the thus stored data with the dala stored in the
identification module which is places. inside the device. The
data stored is formed, for cxample, by the international
identification number IMS1 which is contained in the iden-
tification module (compare standards relating to the GSM
radiotelephony systems). ‘Thus, the identification moduleis
automatically linked to the device without the intervention
of the user, more particularly without the fact that a specificcode has to be entered.

Advantageously the deblocking code, which is to be
supplied to return to the normal operating mode, is formed
by the pin code (Personal Identity Number) which is. con-tained io the identification module (conipare stacdiets retat-
ing lo the GSM radiotelephony systems). Thus the uscr need
fot store an additional code to ensure the protection of hisdevice.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects of the invention are appareal
from and will be clucidated, by way of non-limilative
example, with reference to the embodiment(s) described
hereinafter.

In the drawings: .
FIG. 1 represents a device in accordance with the

invention, .
FIG. 2 represents an overall clectric diagram ofthe device

of FIG. 1, and
FIG. 3 represents a flow chart explaining the opcration ofthe device of FIG, 1: .

DESCRIPTION OF A PREFERRED
EMBODIMENT OF THE INVENTION

In FIG. 1 is represented an electronic device in accor-
dance with the invention. In the example described bere this
device is a portable radiotelephone of the type used in
cellular systems. It notably comprises a microphone 5, a
loudspeaker 6, a screen 8, a keypad 9 and an antenna 1. The
device 1 also comprises a housing 12 intended for accom-
modating a user identification module 13. In the example of
embodiment described bere, this identification module 13 is
a portable card of an integrated circuit in which information
is stored, notably an international identification number
currently called [MSI number, and a Personal Identification
Number currently called PIN code.

FIG. 2 shows the overall electrical diagram of this device
1. The operation of the device1is, in essence, controlled by
a microprocessor assembly 20 which comprises a micropro-
cessor (“wP") 22 to which are associated a random access
memory (“RAM”) 24 and a read-only memory (“ROM") 26.
This assembly is connected to a man-machine interface' Via a’common line 32. This man-machine interface. 32

55

oo

controls the screen 8 and the keypad 9. The common line 32
also connects the microprocessor assembly 20 io a trans-
ceiver assembly (“TX”) 35 via an interface circuit 38. ‘be
transceiver assembly 35 is connected lo the antenna 11.
Finally, the common line 32 also coancets the microproces-
sor assembly 20 to a card reader 39. . ;

In FIG, 3 is represented a function flow chart of a devicein accordance with the invention. This flow chart starts at
box KL. In box K1 the device is in a state ofavailability, that
is wesay thal the user bas access to all ihe functions of the
device. The user has the choice of either or not locking his
device. This locking (L)funlocking (UL) is done by access-
ing a configuration menu of the device. When the user locks



16 of 16416 of 164

US 6,836,654 B2
. 3

his device (box K2), the identification module that is inside
the device is automatically linked to the device. For this
purpose, the devicestarts reading a data DIL in the identifi-
cation module (for example, the international identification
number IMS!) and be stores it in the random-access memory
24. Once locked, the device remains in the slate of avail-
ability indicated in box Kl. Whenthe device is in the stale
of availability, one looks whether it is locked (box K3). If it
is not locked (arrow N3), the device remains in the slate of
availability indicated in box K1. If it is locked (arrow Y3),
one looks whether the identification module whichis placed
inside the device is the one thatis linked to the device (box
K4).

If the identification module, which is placed inside the
device, is not the one thatis linked to the device (arrow N4),
the device goes to a first blocking stale indicated in bax KS.
In this first blocking state, the device is disconnected from
the network. Thus il can no longer receive an incoming call
por transmit an outgoing call (passibly with the exception of
emergency numbers). In the blocking state K5, the screea
shows @ message inviting the user lo insert the proper
module into the device. And when the user inserts a new
module, one looks whether this new identification moduleis
the one that is connected to the devier (box K7). If this is the
case (arrow Y7), the device is reconnected to the network in
accordance with the normal procedure (box K8)and then the
device returns to the state ofavailability indicated in box K1.
If not (arrow N7), the operation is resumed in box KS. The
only way of leaving this first blocking state is thus to place
the identification module thatis linked to the device inside
the device,

If the identification module thalis placed inside the device
is linked to the device (arrow Y4), one looks whether the
device has remained in the state of availability for a certain
period of time T ofthe order of several minutes, for example
(box KO). If this is not the case (arrow N10), the device
remains in the state of availability indicated in box KL. If
this is the case (arrow Y10), the device passes on to a second
blocking state indicated in box KIL by passing through an
inilializalion step K.12 which permils to inilialize a variable
Awhich represents the number of attempts made al supply-
ing a deblocking code (for example, the Personal Identifi-
cation Number) PIN.

In this second blocking slate the device only processes
incoming calls (box K13) and, possibly, the outgoing calls
that correspond to emergency numbers (box K14), Oace
these calls have been processed, the device goes back to the
sccond blocking slate indicated in box K11. In the second
blocking statc K11 a message inviling the user to supply a
deblocking code is displayed on the screen.Ifthe code taken
by the user is recognized (arrow ¥11), the device goes hack
to the state of availability indicated in box KIL.If it is not
recognized (arrow N11), the value of the variable A is tested
(box K15). If this value is lower than a certain figure (for
example 3), the value of Ais augmented by unily (box K16)
and a message is displayed on the screento indicate the user
that the code is not valid (box KL7). Then the devigg.goes
backto the second blocking state indicated in box Ke Tt the
variable A is higher than or equal to said figure, the test of
box KIS causes the total blocking of the device indicated in
box K3@. To leave this third blocking state it is necessary to
conlact the organization thal provides the identification
module. One is then again in the slate of availability KL.

In another embodiment of the invention, when the user
locks the telephone, the device asks for the user's name.‘he
fame given ty the aser i stored itt the rantom access
memory 24 of the device. When the idcotification module

4
that is inside the device is not the one thal is linked to the
device, the device displays the name of the user before
asking him to insert his identification module as indicated in
box K5. The device also displays the name of the user before

$ asking him to supply bis personal code as indicated in boxKil.
‘The embodimentthat has just been described is particu-

lariy.cffective, because it provides two separate blocking
modes depending on whether the identification module that

10 js placed inside the device is cither or pot linked to the
device. The first blocking mode is applied in the case where
the device has been lost or stolen. ‘The object is then to
prevent the device being usable with another identification
module. [it thus advantageously blocks the incoming and

15 outgoing calls al the same time. The secoad blocking mode
is applied in the case where the identification module that is
linked to the device is in its place inside the device and the
device is in a state of availability. The object is to prevent a
third party being able to send outgoing calls with this device

20 if it is lost, stolen orleft without attendance for some time.

In that case,it is desirable for the user to be able to continueto directly receive his incoming calls. 7
In another embodiment the same blocking means are used

as the identification module which is placed inside the
aa device either or not linked to the device, for example, the

second blocking means. In that case it is possible for.
. teceiving incoming calls intended for the ilentification

module thalis inside the device, even when this identifica-
tion module placed inside the device is not linked to the
device. ;While the embodiments of the invention disclosed herein
are presently considered (o be preferred, various changes
and modifications can be made without departing from the
spirit and scope ofthe invention. The scope ofthe invention
is indicated in the appended claims, and all changes that
come within the meaning aod range of equivalents areintended to be embraced therein.
. Whatis claimed is:

1. Amobile radiotelephony device, comprising:
blocking means for preventing a normal operation of the

mobile radiotelephooy device, wherein the normal
operation includes a processing of oulgoing calls, :

liming means for activating the blocking means in
as response to the mobile radiotelephoay device being

inactive during the normal dgexetien of the snotilecadiotelephony device for a defined period of time
subsequent to a mounting of a linked user identification
module inside the mobile radiotelephony device; and

so: deblocking means for permitting the normal operation of
the mobile radiotelephony device in response to a
supply of a deblocking code to the mobile radiotele-
phony device subsequent to the mounting of the linkeduser identification module inside the mobile radiotele-

55 phony device and subsequent to the dcfined period of
ae

Bee
sion of outgoing calls.

eu 3. The mobile radiotelephony device of claim 1, wherein
an activation of the blocking means prevents all transmis-
sions of non-emergency outgoing calls and permits all
transmissions of emergency outgoing calls.

4. The mobile radictelepbony device of claim 1, funter6s comprising:

locking means for facilitating an activation of the blockmeans by the timing means.

vice of claim L wherein
iS prevents all transmis- 
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5. The mobile radiotelephony device of claim 1, further
comprising:

counecting means for establishing a link between the
mobile radiotelephony device and the linked user iden-
tification module, ~

6. ‘The mobile radiotelepbony device of claim 5, further
comprising:

locking means for facilitating an establishmentofthe link
between the mobile radiotelephony device and the
linked user identification module by the connectionmeans.

7. The mobile radiotelephony device of claim 1, wherein
an international identification number stored on the linkeduser identification module is stored on the mobile radiote-
lephony device as data corresponding to a link between the
mobile radiotelephony device and the linked! user identifi-
cation module.

8. The mobile radiotelephony device of claim 1, wherein
a personal identification number stored on the linked user
identification moduleis stored as the dcblocking code on the
mobile radictelephony device.

9. The mobile radiotelephony device of claim 1, further
comprising: ,

tes! means for activating the blocking means whea any
unlinked user identification module is mounted inside
the mobile radiotelephony device.

10. A method of protecting a mobile radiotelephony
device, the method comprising: ;

verfying a user identification module mounted inside the
mobile radiotelephony device is linked to the mobile
radiotelephony device;

detecting a period of inactivity of the mobile radiotele-
phony device during a normal operation of the mobile
radiotelephony device, wherein the normal operation
includes a processing of all outgoing calls;

preventing the normal operation of the mobile radiotcl:-
phony device in response to the verification of the
linked user identification module and in response to the
detection of the period of inactivity of the mobile
radiotelephony device.

Ul. The method of claim 10, further comprising:
pemnitting the normal operation of the mobile radiotele-

phony device in response to the verification of the
linked user identification module and in response to a
supply of a deblocking code to the mobile radiotele-
phony device subsequentto the detection ofthe period
of inactivity of the mobile radiotclophony device.

12. The method of claim 10, wherein the prevention ofthe
normal operation of the mobile radiotelephony device pre- a
vents all transmissions of outgoing calls.

13. The method ofclaim 10, wherein the prevention ofthe
normal operation of the mobile radiotelephony device pre-
ventsall transmissions of non-emergency outgoing calls and
permits all iransmissions of emergency oulgoing calls.

6
14. The method claim 10, further comprising:
storing ao international identification umber stared on

the linked user identification module onto the mobile
radiotelephony device as data corresponding to a link
between the mobile radiowclepbony device and the
linked user identification module.

15. The method claim Ll, further comprising:
storing a personal identification number scored on the

linked user identification module onto the mobile
radiotelephony device as the debugging code.

16. The method of claim 10, further comprising:
preventing the normal operation of the mobile radintele-

phony device in response to any unlinked user identi-
fication module being mounted inside the mobile radio-
telephony device.

17. In a mobile radiotelephony device, a computer read-
able medium comprising:

computer readable code for verifying a user identification
module mounted inside the mobile radiotelephony
device is linked to the mobile radiotelepbony device;

computer readable code for detecting a period of inactiv-
ity of the mobile radiotelephany device during a normal
operation of the mobile radiotelephony device, wherein
the normal operation includes a processing of all out-
going calls;

computer readable code for preventing the normal opera-
tion of the mobile radiotelephooy device in response to
the verification of the linked user identification module
and in response to the detection of the period of
inactivity of the mobile radiotelephony device.

18. The computer readable medium of claim 17, further
comprising:

computer readable code for permitting the normal opera-
tion of the mobile radiotelephony device im response tothe verification of the linked user identification module
and in response to a supply of a deblocking code to the
mobile radiotelephony device subsequent to the detec-
tion of the period of inactivity of the mobile radiote-
lephony device.

19. The computer readable medium of claim 18, further
comprising: .

storing a personal identification number stored on thelinked uscr identification module onto the mobile
__ fadiotelephony device as the deblocking code.
20. The computer readable medium of claim 17, further

“comprising:
preventing the normal operation of the mobile radiotele-

phony device in response to any unlinked user identi-
fication module being mounted inside the mobile radio-
telephony device.
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Anti-theft protection for a radiotelephony device

DESCRIPTION

FIELD OF THE INVENTION

The invention relatds to a mobile radiotelephony device intended for

accommodatingauser identificatidp module, said device comprising:
— connecting means for establishigg a link between the device and theidentification module

mounted inside the device,

— blocking means for preventing

— test means for activating the bl means when the identification module mounted
inside the device is not the one that\is linked to the device.

Theinvention also relates to a method ofprotecting such a device, and a

computer program for implementing such a method. ©

The invention notably has applications in the field ofportable radiotelephony.

Portable radiotelephony devices are intended to accompany their users when they move

around.It happens that these devices are lost or stolen.

 

 
 
 

normal operation ofthe device, .

PRIOR ART OF THE INVENTION |

’ United States patent 5,913,175, published 15 June 1999 describes a method of

protecting a radiotelephone which permits to avoid thatthe lost or stolen telephone can be

used by a third party with another user identification module. This method comprises

establishing a link between the device and a specific user identification module and blocking

the normal operation of the device when the user identification module that is placed inside
the device is not the one that is linked to the device.

When thedevice is lost or stolen with the identification module to which it is

linked,the user is to warn the operatorso that the use ofhis identification module is blocked
at network level. ‘

This means that the device can be freely used until the identification module to

which it is linked is blocked via the network. This may take a certain period of time.
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SUMMARYOF THE INVENTION

It is notably an objedt ofthe invention to resolve this problem.For this
invention and as described in the opening paragraph 

 

 
 

 

purpose,a device in accordance with
is characterized in that it comprises:

— timing means for activating the bl

defined period oftime,

— and deblocking means for permitting nokmal operation ofthe device when the

identification module placed inside the device is the one that is linked.to the device and
when a deblocking codeis supplied by the ser.

Thus, whenthe device falls into the hands ofa third party together with the

identification module to which it is linked, it has most probably been inactive for a period of

time thatis sufficiently long for its normal operation to be blocked (advantageously, the

inactive time after which the blocking means are activated is of the order ofseveral minutes).

The device cannot thus be used without the deblocking code being supplied.

_ Thanks to the inventionthe lost or stolen device becomes totally unusable. A
fraudulent person cannot send communications at the cost of the owner of the device. But
neither can he use the device with another identification module. The theft of the device

becomestotally useless. The invention thus forms a protection against theft.

In a particularly simple embodiment, the connecting means comprise reading

means and storage means ofa data stored in the identification module, and the test means

compare the thus stored data with the data stored in the identification module which is places

inside the device. The data stored is formed, for example, by the international identification

number IMSI which is contained in the identification module (compare standardsrelating to
the GSMradiotelephony systems). Thus,the identification module is automatically linked to

the device without the intervention ofthe user, more particularly without the fact that a

specific code has to be entered.

Advantageously the deblocking code, which is to be supplied to return to the

normal operating mode, is formed by the pin code (Personal Identity Number) which is

contained in the identification module (compare standards relating to the GSM
radiotelephony systems). Thus the user need notstore an additional code to ensure the

means after the device has been inactive for a

protection ofhis device.
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BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects of the invention are apparent from and willbe

elucidated, by way of non-limitative example, with reference to the embodiment(s) described
hereinafter.

In the drawings: .

Fig. 1 represents a device in accordance with the invention,

Fig. 2 represents an overall electric diagram of the device ofFig. 1, and

Fig. 3 represents a flow chart explaining the operation ofthe device ofFig. 1.

DESCRIPTION OF A PREFERRED EMBODIMENT OF THE INVENTION

In Fig. 1 is represented an electronic device in accordance with the invention.

In the example described here this device is a portable radiotelephone ofthe type used in

cellular systems.It notably comprises a microphone 5, a loudspeaker 6, a screen 8, a keypad
9 and an antenna 11. The device 1 also comprises a housing 12 intended for accommodating

a user identification module 13. In the example of embodiment described here, this

identification module 13 is a portable card of an integrated circuit in which informationis
stored, notably an international identification number currently called IMSI number, and a
Personal Identification Number currentlycalled PIN code,

electrical diagram ofthis device. The operation ofthe

icroprocessor assembly 20 which comprises a

arandom access memory 24 and aread-only

memory 26. This assembly is connecte¥ to a man-machine interface 30 via a common line

32. This man-machine interface 32 contiols the screen 8 and the keypad 9. The common line

Fig. 2 shows the o 
 
 
 

 

 

device is, in essence, controlled by a

microprocessor 22 to which are assoc

32 also connects the microprocessor ly 20 to a transceiver assembly 35 via an

interface circuit 38. The transceiver assembly is connected to the antenna 11. Finally, the

common line 32 also connects the micro’ sor assembly 20 to a card reader 39.

In Fig. 3 is represented a function flow chart of a device in accordance with

the invention. This flow chart starts at box K1. In box K1 the device is in a state of

availability, that is to say that the user has access to all the functions of the device. The user

has the choice ofeither or not locking his device. This locking (L)/unlocking (UL)is done by

accessing a configuration menu of the device. When the userlocks his device (box K2), the

identification module that is inside the device is automatically linked to the device. Forthis

purpose, the device starts reading a data D1 in the identification module (for example, the



27 of 16427 of 164

COUPEEPESee2cad 15

20

25

30

PHF 99.624

4 : 01.12.2000
international identification number IMSI) and he storesit in the random-access memory 24.

Once locked, the device remains in the state ofavailability indicated in box K1. When the
device is in the state ofavailability, one looks whether it is locked (box K3). If it is not
locked (arrow N3), the device remains in the state of availability indicated in box K1.Ifit is

locked (arrow Y3), one looks whether the identification module which is placed inside the

device is the one thatis linked to the device (box K4).

If the identification module, which is placed inside the devics, iz net the.ane

that is linked to the device (arrow N4), the device goes to a first blocking state indicated in

box K5,In this first blocking state, the device is disconnected from the network. Thus it can

no longer receive an incoming call nor transmit an outgoing call (possibly with the exception

ofemergency numbers). In the blocking state K5, the screen shows a message inviting the

userto insert the proper module into the device. And when theuser inserts a new module,

one looks whether this new identification moduleis the one that is connected to the device

(box K7). If this is the case (arrow Y7), the device is reconnected to the networkin

accordance with the normal procedure (box K8) and then the device returns to the state of

availability indicated in box K1. If not (arrow N7), the operation is resumed in box K5. The

only way ofleaving this first blocking state is thus to place the identification modulethat is
linked to the device insidethe device.

If the identification module that is placed inside the device is linked to the

device (arrow Y4), one looks whether the device has remained in the state ofavailability for

acertain period of time T of the order ofseveral minutes, for example (box K10).Ifthis is

not the case (arrow N10), the device remains in the state ofavailability indicated in box K1.

If this is the case (arrow Y10), the device passes on to a second blockingstate indicated in

box K11 by passing through an initialization step K12 which permits to initialize a variable A

which represents the number ofattempts made at supplying a deblocking code (for example,

the Personal Identification Number) PIN.

In this second blocking state the device only processes incomingcalls (box
K13) and, possibly, the outgoingcalls that correspond to emergency numbers (box K14).

Once these calls have been processed, the device goes back to the second blocking state

indicated in box K11. In the second blocking state K11 a messageinviting the user to supply

a deblocking code is displayed on the screen. If the code taken by the user is recognized

(arrow Y11), the device goes back to the state ofavailabilityindicated in box K1. If it is not
recognized (arrow N11), the value ofthe variable A is tested (box K15).Ifthis value is lower

than a certain figure (for example3), the value of A is augmented by unity (box K16) and a
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message is displayed on the screen to indicate the user that the code is not valid (box K17).

Then the device goes back to the second blocking state indicated in box K11. Ifthe variable

A is higher than or equal tosaid figure, the test of box K15 causes the total blocking ofthe

device indicated in box K30. To leavethis third blocking state it is necessary to contact the

5 organization that provides the identification module. One is then again in the state of

availability KI.

‘ 5 In another embodiment ofthe invention, when the user locks the telephone,
the device asks for the user's name. The namegiven by the user is stored in the random

access memory 24ofthe device. When the identification module that is inside the device is

10 not the one that is linked to the device, the device displays the nameofthe user before asking

him to insert his identification module as indicated in box K5. The device also displays the

nameofthe user before asking him to supply his personal codeas indicated in box K11.r

w The embodiment that has just been described is particularlyeffective, because
a it provides two separate blocking modes depending on whether the identification module that
Z 15 is placed inside the deviceis either or not linked to the device. The first blocking mode is
os applied in the case where the device has been lost or stolen. The object is then to prevent the
. device being usable with another identification module.It thus advantageously blocks the

5 incoming and outgoing calls at the same time. The secondblocking mode is applied in the
“ case where the identification module that is linked to the device isin its place inside the
= 20—device and the device is in a state ofavailability. The object is to prevent a third party being
wt able to send outgoingcalls with this device if it is lost, stolen or left without attendance for

sometime. In that case, it is desirable for the user to be able to continue to directly receive

his incoming calls.

In another embodiment the same blocking means are used as the identification

25 module whichis placed inside the device either or not linked to the device, for example, the

second blocking means. In that case it is possible for receiving incoming calls intended for

the identification module that is inside the device, even whenthis identification module

placed inside the device is notlinked to the device.

&
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CLAIMS:
iSs

1. A mobile radiotelephony device intended for accommodating a user
identification module, said device comprising:

connecting means for establishing,a link between the device and the identification module
mounted inside the device, .

5 - blocking means for preventing the ndpmal operation of the device,

- test meansfor activating the blocking means when the identification module mounted

inside the device is not the one that is liqked to the device,

characterized in that it comprises: . .

~ timing means for activating the blocking reans after the device has been inactive for a

iq defined period oftime,
- and deblocking means for permitting normal pperation of the device when the

identification module placed inside the device \s the onethat is linked to the device and
9 when a deblocking code is supplied by the user.
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15 2. A device as claimed in claim 1, characterized in that said blocking means

comprise first blocking meansfor preventing the transthission and reception of calls when the
identification module placed inside the device is not the\pne that is linked to the device, and

second blocking means for preventing the sending of call after a defined period of time

dusiag which the,deyice bas been inactive, with the ception ofone or various emergency
20 numbers.

Caierki«3

3, A device as claimed in claim |, characterized ib that it comprises

locking/unlockingmeans for locking/unlocking the device, wh\le said blocking means can
only be activated when thedevice is locked, and said link is established while the deviceis

25 being locked.

4. A device as claimed in claim 1, characterized in that\said connecting means

comprise means for reading and storing a data stored in the identifi module, and in that

29 of 164
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said test means compare this data thus stored with the data stored in the identification module
that is placed inside the device.

A device as claimed in\claim 3, characterized in that said data is formed by the

 

5 international identification number in the user identification module.

A device as claimed in daim 1, charactecleed in that enld deblccking code is
formed by the personal identification nmber stored in the identification module.

10 x A method ofprotecting a mobile radiotelephony device intended for

-_ wn

tloS

25

30

accommodatinga user identification mo

characterized in that it comprises the followi

characterized in that it comprises a step of locki
only be executed when the device is locked, and th

device and the identification module placed inside}
locked.

characterized in that the step ofestablishinga link b

module placed inside the device comprises a step ofrda

dule, said method comprising the following steps:

the identification module placed inside the
 
 

 
 

 

 
 
 
 
 

 
 
 

 

setting up a link between the device

device,

testing to verify whether the identification module placed inside the device is the one that

is linked to the device,

blocking the normal operationofthe d
the device is not the one that is linked

ice when the identification module placed inside

the device,

B steps:

detection of a period of inactivity of the\devi

blocking of the normal operation ofthe d

detected,

deblocking code has been supplied by the us

A method as claimed in claim 6ofprotecting a mobile radiotelephony device,

p the device, while the biaaking siepscan

step ofestablishing a link between the
device is executed when the device is

A method as claimed in claim 6 of protecting a mobile radiotelephony device,
the device and the identification

ding and storing a data stored in said
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identification module, and in that the test step comprises comparing the data thus stored with

the data stored in the identification module that is placed inside the device.

10. A computer program compkising means for implementing « metiied-29 clafinved
in claim 7 ofprotecting a mobile radiotel y device.
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ABSTRACT:

The invention proposes a method ofprotecting a mobile radiotelephony device
intended for accommodating a user identification module to be able to operate. The invention

has for its object to protect such a device againsttheft.

For this purpose, a device in accordance with the invention comprises means
for:

— preventing the use ofthe device with an identification module other than the user's,

— asking the user for a deblocking code after a short time that the device has been inactive

and preventing the use ofthe device if this code has not been supplied.

Reference:Fig. 2
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Document Title - Certified Copy of Foreign Priority Application

This page is not part of the official USPTO record, It has been determined that contentidentified
on this documentis missing from theoriginal file history record.
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IN THE ...iTED STATES PATENT AND TRAveMARK OFFICE

in re Application of Atty. Docket

PHILIPPE DECOTIGNIE PHF 99,624

Serial No. Group Art Unit
Filed: CONCURRENTLY . Ex:

Title: ANTI-THEFT PROTECTION FOR A RADIOTELBPHONY DEVICE

‘Commissioner. for Patents
Washington, D.C. 20231

AUTHORIZATION PURSUANT TO 37 CER §1.136(a) (3)
AND TO CHARGE DEPOSIT ACCOUNT

 

Sir:

The Commissioner is hereby requested and authorized to
treat any concurrent or future reply in this applicatiém Fequifing .
@ petition for extension of time for its timely submission, as

incorporating a petition for extension of time for the appropriate

length of time,

Please charge any additional fees which may now or in the

future be required in this application, including extension of time

fees, but excluding the issue fee unless explicitly requested to do

so, and credit any overpayment, to Deposit Account No. 14-1270.

 
Attorney
(914) 333-9641

\\NSERVERO\SYS2 \WPDOCS\SL\MB13SLE0.MA0.doc
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Document Date- 2001-03-05

DocumentTitle - USPTO Communication Re: Change ofAddress

This page is not part of the official USPTO record. It has been determined that content
identified on this documentis missing from the original file history record.
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Page 1 of |

UniTeD States PATENT AND TRADEMARK OFFICE
GOMER FEN FatesTe

UmTeo Steves Pertewp ThanePeeVesna, 0.0, 2020
. ‘wareuapto.gov

ATTORNEY DOCKET NUMBER

 
09/739,507 12/18/2000 Philippe Decotignie PHF 99,624

CONFIRMATION NO. 3125
FORMALITIES LETTER

Jack E. Haken
Jack.Haken CUCLT
580 White Plains Road
Tarrytown, NY 10591

Date Mailed: 03/06/2001

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER37 CFR1.53(b)

Filing Date Granted

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHSfrom the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained
by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

« The oath or declaration is unsigned.
« To avoid abandonment,a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e)

of $130 for a non-small entity, must be submitted with the missing items identified in this letter,
« The balance due by applicant is $ 130.

 

A copy ofthis notice MUSTbe returned with the reply.

Customer Service Center
Initial Patent Examination Division (703) 308-1202

PART3.- OFFICE COPY



40 of 16440 of 164

 “L$
IN THE UNITED STAVES PATENT AND TRADEMARK OFFICE

aapplication of : Atty. Docket
PHILIPPE DECOTIGNIE PHE 99,624

Serial No. 09/739,507 Group Art Unit: 2661

Filed: DECEMBER 18, 2000 Examiner

Title: ANTI-THEFT PROTECTION FOR RADIOTELEPHONY DEVICE
Commissioner for Patents

Washington, D.C. 20231
ATTENTION: APPLICATION DIVISION

RESPONSE TO NOTICE TO FILE MISSING
PARTS OF APPLICATION

Sir:

In response to the NOTICE TO FILE MISSING PARTS OF

APPLICATION mailed on MARCH 6, 2001, enclosed is a Declaration,

properly signed by the Applicant and referring to the above case by

its Serial Number and filing date, in compliance with 37 CFR 1.63,

and a copy of the Notice. Accordingly, the above-identified patent >

application is now complete.

Please charge Deposit Account No. 14-1270 in the

amount of $130.00 for the surcharge for filing the Declaration on a

date later than the filing date of the application, as set forth in

37 CFR 1.16(e).

Respectfully submitted,

  JackgD. Slobod, Reg. 26,236
Attorney

(914) 333-9606TEOFM,

| hereby certify that ts correspondence ls being deposived this datewith the United States Postal Service as first-class mail in an envelope addressed
COMMISSIONER OF PATENTS AND TRADEMARKS

Washington, D.C. 20231
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AB
ATTORNEY'S DOCKET NO.:

PHF99,624 
| believe | amthe orginal, first and sole inventor (if only one name Is listed below) or anoriginal, first joint inventor (If plural names are
ae.‘Anti-theft protection for a radiotelephony device" —
the specification of which (check one)

is attached hereto.

was filedon 18 December 2000 ____ a8 Application Serial No. 09/739,507 and was amended on
).ii

| hereby state thet|herve reviewed and understand the coments of ie above-deniiied specication, including the claims, as amended bythe amendment(s) referred to above.
| acknowledge the duty to disclose information which is material to patentability of this application in accordance with Title 37, Code of

Federal Regulations, §1.56(a).
| hereby claim foreign priority benefits underTitle 35, United States Code, § 119 of any foreign application(s)for patent or inventor's

certificate listed below and have also identified below any foreign application for patent or inventors certificate ranea filing date beforethatof the application on which priartty Is claimed:

   

   
PRIOR FOREIGN APPLICATION(S)
COUNTRY APP. NUMBER DATE OFFILING PRIORITY CLAIMED

(DATE, MONTH, YEAR UNDER 35 U.S.C.119

France9908196 1 December 1999 YesStstst—‘CSSS—~SY
| eseby clan te banemi uncer Tite 95, United Staiee Code, $120 of any Untied States application(s)listed below and, insofar as the

subject matter of each of the claims of this application is not disclosed in the prior United States application in the manner provided by the
first paragraph of Title 35 United States Code, §112, | acknowledge the duty to disclose material information as defined in Title 37, Code of
Federal Regulations, §1,56(a) which occurred between the Iiling date of the prior application and the national or PCT intemational filing date
of this application:

PRIOR UNITED STATES APPLICATION(S)
APPLICATION SERIAL NUMBER STATUS (PATENTED,PENDING,

ABANDONED=ence
aeeeRS

| hereby declare that all statements made herein of my own knowledge are true andthat all statements made on information and belief are
believed to be true: and furtherthat these statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and thal such willfulfalse statements
mayjeopardize the validity of the application or any patent issued thereon.

 

POWEROF ATTORNEY:As a named inventor, | hereby appoint the following attormey(s) and/or agent(s) to prosecute this application and
transact all business in the Patent and Trademark Office connected therewith,(list name and registration number}

Jack E. Haken, Reg. No. 26,902
Michael E. Marion, Rag. No. 32266
Edward M. Blocker, Reg. No. 30,245

SEND CORRESPONDENCETO: Corporate Patent Counsel; DIRECT TELEPHONE CALLS TO:

U.S. Philips Corporation; 580 White Plains Road; (name and talaphone No.)
Tarrytown, NY 10591 (914) 392-0222

ated: Inventor's Signature: a7

 
 
 

Inventor — DECOTIGNIE

Seitizenship FrancePost Office Address State or Zip Code

aPlerre

a
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Page 1 of 1

#2

  
COMMIBSIONER FOR Fi

UNITED STATES PATENT ANO TRADEMARK OFFICE
Vaenctes, 0. 20231

FETEDLEAT
09/739,507 12/18/2000 Philippe Decotignie PHF 99,624

CONFIRMATION NO, 3425

. k FORMALITIES LETTER
Jack E. Haken ‘
sackHalen 11)E00EENHN
580 White Plains Road
Tarrytown, NY 10591

Date Mailed: 03/06/2001

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.63(b)
Filing Date Granted

An application numberand filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHSfrom the date of this Notice within which to file ail
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained
by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

« The oath or declaration is unsigned.

« To avoid abandonment, a latefiling fee or oath or declaration surchargeas set forth in 37 CFR 1.16(e)
of $130 for a non-small entity, must be submitted with the missing items identified in this letter.

« The balance due by applicant is $ 139,

 

A copyofthis notice MUSTbe returned with the reply.

Cusiomer Service Center
Initial Patent Examination Division (703) 308-1202

: PART 2- COPY TO BE RETURNED WITH RESPONSE

(4706/2001 EEKUBAYL 00000073 141270 09739507
oD FD 130,00 CH
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File History Content Report

The following contentis missing from the originalfile history record obtained from the

United States Patent and Trademark Office. No additional information is available.

Document Date- 2001-05-16

DocumentTitle - USPTO Communication Re: Change ofAddress

This page is not part of the official USPTO record. It has been determined that content
identified on this documentis missing from the original file history record.
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owoncon fasgd

es

INFORMATION
DISCLOSURE STATEMENT

TRANSMITTAL

To Commissioner For Patents
Enalosed herewith is a Form PTO-1449, required copies of documents Hated
thereon, and a concise explanation of their melewance is described below or enclosed
herewith per 37 CFR 1.97.

 
 
 
 

  

These documents may be relevant in that they have been:

considered in drafting the specification of the above-
referenced application;

 cited in the specification of the above-referenced
application;

previously submitted or cited in U.S. patent application(s)
which are relied on for an earlier effective

filing date under 35 U.S.C. 120 (no copy required); or

cited as an "X" or "Y" document in a foreign Patent Office search

reror on a foreign counter part application, a copy of whichort is also enclosed;

I hereby certify that these documents were first cited in any
communication with a foreign Patent Office for a counterpart
foreign application not more than three (3) months ago;

[_] otherwise a concise explanation of the relevance of each document
is append hereto.

I hereby certify that not one of these documents was cited in
any communication with a foreign Patent Office nor was any known
to any individual designated in §1.56(c) more than three (3)
months ago.

eee1 Omfide|Uae20|CERTIFICATE OF MAILING OR TSSIO

Thereby carly thal this is being deposited with the U.S. Fosricewih oomcin postage os bal caen al in an envelope addressed lo: CommissionerFor Patents,
Washington, DC 20231,or facsimile transmitied to the U.S. Patent and Trademark Office tel¥ | on the date below:

NATALE A. MANZO

C

 

  
 

 
 
  

 

F\WPDOCS'SLIMIO7SLLO.NCO.doe
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INFORMATION DISCLOSURE CITATION wiling Date Group
(Use several sheets if necessary) DECEMBER 18, 2000 - 2681

Sub- Filing Date
clase If Approp.

U.S. PATENT DOCUMENTS

FOREIGN PATENT DOCUMENTS

Document Country aNumber

OTHER (Including Author, Title, Date, Pertinent Pages, Etc.)
Motorola Technical¢.p, Schultz, "Communication Device Inactivity Password Lock",

Developments, Noveaber 1996, vol. 29, pp. 91-92, KPO00691885

Dlogg|ateconsideraP/onfo|
EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEE

Draw line through citation if not in conformance and not considered, Include a cop
this form with naxt communication to applicant.

 
S:\SLA\MNI07SL09.NCO.doc
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UNITED STATE. .EPARTMENT OF COMMERCE
Patent and Trademark Office ~ Spyqlor
ASSISTANT SECRETARY AND COMMISSIONER otOF PATENTS AND TRADEMARKS
Washington, 0.C, 20231

 
CHANGE OF ADDRESS/POWER OF ATTORNEY

FILE LOCATION 26C1 SERIAL NUMBER 09739507 PATENT NUMBER

THE CORRESPONDENCE ADDRESS HAS BEEN CHANGED TO CUSTOMER # 24737

THE PRACTITIONERS OF RECORD HAVE BEEN CHANGED TO CUSTOMER # 24737

THE FEE ADDRESS HAS BEEN CHANGED TO CUSTOMER # 24737
ON 04/09/03 THE ADDRESS OF RECORD FOR CUSTOMER NUMBER 24737 IS:

PHILIPS ELECTRONICS NORTH AMERICAN CORP
580 WHITE PLAINS RD
TARRYTOWN NY 10591

AND THE PRACTITIONERS OF RECORD FOR CUSTOMER NUMBER 24737 ARE:

22861 26236 26358 26531 26902 27677: 28613 30245 32266 32603
33357 935721 36921 37520 39398 39703 40007 42079 42080 43305

RECEIVED

MAY 1 2 2003

Technology Center 2600

PTO INSTRUCTIONS: PLEASE TAKE THE FOLLOWING ACTION WHEN THE
CORRESPONDENCE ADDRESS HAS BEEN CHANGED TO CUSTOMER NUMBER:
RECORD, ON THE NEXT AVAILABLE CONTENTS LINE OF THE FILE JACKET,
‘ADDRESS CHANGE TO CUSTOMER NUMBER‘. LINE THROUGH THE OLD
ADDRESS ON THE FILE JACKET LABEL AND ENTER ONLY THE ‘CUSTOMER
NUMBER’ AS THE NEW ADDRESS. FILE THIS LETTER IN THE FILE JACKET.
WHEN ABOVE CHANGES ARE ONLY TO FEE ADDRESS AND/OR PRACTITIONERS
OF RECORD, FILE LETTER IN THE FILE JACKET.
THIS FILE 1S ASSIGNED TO GAU 2683.

PTO-FMD
TALBOT- 1/97
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 UNITED
United States Patent and Officelitre POR PaTENTS

hswae

|__APPLICATIONNO.|
00/739,507 12/18/2000 Philippe Decotignie PHF 99,624 3125

Mm ss on100

PHILIPS INTELLECTUAL PROPERTY & STANDARDS

P.O. BOX 3001 ZEWDU. NMNBRIARCLIFF MANOR, NY 10510 ) MBLESS

2443

DATE MAILED: 08/27/2003 )

Please find below and/orattached an Office communication concemingthis application or proceeding.

PTO-90C (Rev, 07-01)
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Application No. Applicant(s) Y
Og/739,507 _|DECOTIGNIE, PHILIPPE

Office Action Summary Examiner Art Unit
teen se|

= The MAILING DATE of this communication appears on the cover sheet with the correspondence address ~Period for Reply

A SHORTENED STATUTORYPERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM

THE MAILING DATE OF THIS COMMUNICATION.Extensions of time may be available under the piovisions of 37 CFR 1.136(a). In no event, however, may a reply be timely fledattr SIX (6) MONTHSfrom the maling date of this comsrunieation.- Ulthe penod for reply specified above is lass than thirty (10) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
+ ONO period for reply is specified above, the maxcmum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication,
+ Fallure to reply within the set or axtanded period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

- SNeeeanareaaySar en nme dete of Ele seeemmnlnaten, ren ¥ tenets Met, moy reduce anyearned patent lerm adjusiment. See 37 CFR 1.704(b).
Status

1)L) Responsiveto communication(s)filed on

2a)0]=This action is FINAL. 2b) This action is non-final.

3) Since this applicationis in condition for allowance except for formal matters, prosecution as to the merits is
" closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 0.G. 213.

Disposition of Claims

4)C) Claim(s) 1-10 is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.

5)0) Claim(s) none is/are allowed.

6)C) Claim(s) 1-10 is/are rejected.

7)0)_ Ciaiangs) none is/areabjected to.

8)L) Claim(s) none are subject to restriction and/or election requirement.
Application Papers

9)C0 The specification is objected to by the Examiner.

10)CZ The drawing(s) filed on 18 December2000 is/are: aL) accepled or b)X] objected to by the Examiner,
Applicant may not request thal any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

11)D0 The proposed drawing correctionfiled on is: aL] approved b)L] disapproved bythe Examiner.
if approved, corrected drawingsare required in reply lo this Office action.

12)L) The oathor declarationis objected to by the Examiner.

Priority under 35 U.S.C. §§ 119 and 120

13) Acknowledgment is made of a claim forforeign priority under 35 U.S.C. § 119(a)-(d) or (f).

a) All b)L) Some* c)L) None of:

1.0) Certified copies of the priority documents have been received.

2.) Certified copies of the priority documents have been received in Application No,

3.0) Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified coples not received.

14)D) Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(@) (to a provisional application).
a) C) The translation of the foreign languageprovisional application has been received.

15) Acknowledgment is madeof a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121.

 

Attachment(s)

| 4) & Notice of References Cited (PTO-892) 4) go Internew Summary (PTO-413) Paper No(s). _ °
2) LJ Notice of Draftsperson's Patent Drawing Review (PTO-948) 5) CL) Notice of informal Patent Appbcation (PTO-152)
3) Bd) Information Disclosure Statement(s) (PTO-1449) Paper No(s) 4.and 5. 6) CI other: 7%!

- ond Trademark Office
PTOL328 (Rev 04-01) Office Actlon Summary Part of Paper No. 7

48 of 164
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Application/Control Number: 09/739,507 Page 2
Art Unit: 2683

DETAILED ACTION

fs This actionis thefirst on the merit of the instant application.

2. Claims 1-10 are pendinginthis action.

Drawings

The drawings are objected to becauseof Jack of proper labeling. The figures and

parts of the figures should be labeling for purposes of clarity (e.g. Radiotelephone; SIM

card; Display etc.) A proposed drawing correction or corrected drawings are required in

reply to the Office action to avoid abandonmentof the application. The objection to the

drawingswill not be held in abeyance.

Specification .

The abstract of the disclosure is objected to becauseof the following reasons.

One,it is presented in more than one paragraph. Rules and practices of the Office

require that the abstract should be of one single paragraph. Two, no other text may

follow the abstract. In this case the text “Reference: Fig. 2’, in line 10 of the abstract is

not inline with the rules and practices of the US PTO.If applicant wishes, reference

figures can be incorporated into the bodyof the abstract and in parenthesis. Correction

is required. See MPEP § 608.01(b).
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Application/Control Number: 09/739,507 Page 3
Art Unit: 2683

The disclosure is objected to becauseof the following informalities: the phrase,“

In the drawings” on page 3,line 6 is an improper heading.It should be changed with

“Brief Description of the Drawings”. Appropriate correction is required.

Glaim Objections

Claim 8 is objected to becauseof the following informalities: claim 8 is a method

claim which improperly made to depend on the apparatus claim of 1. Claim 8 andall

claims that subsequently dependfrom it should further limit the method steps of claim 7

or be modified in a form of apparatus claim 1. Appropriate correction is required.

Claim Rejections - 35 USC § 112

Thefollowing is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claimsparticularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claim 10 is rejected under 35 U.S.C. 112, second paragraph,as beingindefinite

for failing to particularly point out and distinctly claim the subject matter which applicant

regards as the invention. The program needs to be embedded on a computer readable

medium within the method to carry out the steps.

50 of 164
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Application/Control Number: 09/739,507 Page 4
_ Art Unit: 2683

Claim Rejections - 36 USC § 103

Thefollowing is a quotation of 35 U.S.C. 103(a) which forms the basis forall

obviousnessrejections setforth in this Office action:

(a) A patent may not be obtained though the inventionis not identically disclosed or described as set
forth in section 102 of this title,if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the mannerin which the invention was made.

Claims 1 and 3-10 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Pinault (US 5,913,175)in view of Grantet al. (Grant) (US 6,095,416).

As per claim 1: a mobile radiotelephone device intended for accommodating a user
identification module, said device comprising:

A connecting meansfor establishing a link between the device andthe identification

module mounted inside the device dreads on '175 (see abstract; col. 1, lines 32-39; col.

3, lines 49-63).

Biocking meansfor preventing the normal operation of the device reads on ‘175 (see

col. 6, lines 3-7; col. 9, line 63-col. 4%, line 7}.

Test meansfor activating the blocking means when the identification module mounted

inside the device is not the one that is linked to the device reads on ‘175 (see col. 6,

lines 48-67; col. 11, lines 34-57). But, Pinault does notexplicitly teach about a timing

_ meansfor activating the blocking meansafter the device has beeninactive for a defined

period of time and de-blocking meansfor permitting normal operation of the device

whentheidentification module placed inside the device is the onethatis linked to the

device and whena de-blocking codeis supplied by the user, as claimed by applicant.
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Application/Control Number: 09/739,507 Page 5
Art Unit: 2683

However, in a related field of endeavor, Grant teaches about a “method and device for

preventing unauthorized useof credit card” wherein a card, such as a credit card with

personalinformation, is provided with a timing meansthat disables the card after a

¢redetermined period of activation (see col.3, lines 59-65). Furthermore, the card,

amongothers can be a smart electronic card (see col. 4, lines 1-3) which can be

associated to a portable auxiliary device (see col. 3, lines (see 65-67). Once,

deactivated after a predetermined period of inactivity, the card can be reactivated by

using a personal identification number(PIN) provided by the user (see col. 10, lines 43-

48). The subscriber identification module (SIM) in Pinault's reference and the credit card

(the smart card version) in Grant's reference are both smart cards and both for use in

providing protection/security for personal information, and hence, combinable.

Therefore,it would have been obvious for one of ordinary skill in the art at the time the ~

invention was made to modify Pinault’s SIM with the teaching of Grant for the

advantage of preventing the SIM card from fraudulent use by unauthorized person.

As per claim 3: a device characterized in that it comprises:

Locking/unlocking meansfor locking/unlocking the device, while said biocking means

can only be activated when the deviceis locked, and said link is established while the

device is being locked reads on ‘175 (see col. 5,line 58-col. 6, line 32).

As per claim 4: a device characterized in that said connection means comprises:

Meansfor reading and storing a data storedin the identification module, and that said

test means comparesthis data thus stored with the data in the identification module that

is placed inside the device reads on 175 (see col. 6,lines 52-67; col. 11, lines 42-57).
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Application/Control Number: 09/739,507 Page 6
Art Unit: 2683

As perclaim 5: a device characterized in that:

Said data is formed bythe international identification number stored in the user

identification module,dreads on ‘175 (see col. 1, lines 32-39).

As perclaim 6; a device cherecierized in that:
Said de-blocking code is formed by the personalidentification numberstored in the

identification module reads on '175 (see col. 1, lines 58-65).

As per claim 7: mostof the features of claim 7 are similar to the features of claim 1.

Hencethe similar features are rejected on the same ground and motivation as claim 1.

The difference feature, which is directed to blocking of the normal operation of the

device whensaid period of inactivity has been detected, reads on ‘416 (see col. 3, lines

59-67).

As per claim 8: a method of protecting a mobile radiotelephone device characterized in

that it comprises: .

A step of locking the device, while the blocking steps can only be executed whenthe

device is locked, and the step of establishing a link between the device and the

identification module placed inside the device is executed when the device is locked

reads on ‘175 (seecoi.6,lines 1-22).

As perclaim 9: a method of protecting a mobile radiotelephone device, characterized

in that the step of establishing a link between the device andtheidentification module

placed inside the device comprises:

A step of reading and storing a data storedin said identification module, and in that the

test step comprises comparing thus stored with (he data stored in the identification
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Application/Contro! Number: 09/739,507 Page 7
Art Unit: 2683 .

module that is placed inside the device reads on ‘175(see col. 5, lines 41-53; col. 6,

lines 52-61).

As per claim 10: a computer program comprising means for implementing a method as
claimedin claim 7 of protecting a mobile radiotelephone device reads on '175 (see col.

1, line 44-col. 2, line 36; col. 4, lines 46-49; col. 11, lines 63-67) Algorithm is a body of

steps a given program fallows.

Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Pinault in

view of Grant as applied to claim 1 above, and further in view of Miller et al. (Miller) (US

6,141,563).

As per claim 2: some of the features of claim 2, particularly the first blocking and

second blocking, are similar to the features of claim 1. Hence, the similar features of

claim 2 are rejected on the same ground and motivation as claim 1. The difference

feature of claim 2 from claim 1 is the one directing to excepting/allawing one or mare

emergency numbers which is not taught by both of the references used in claim 1.

However,in a related field of endeavor, Miller teaches a subscriber unit can be

preprogrammedto permit accessto use, without the SIM card, for emergency fire or

police numbers (see col. 4, lines 20-39). Therefore, it would have been obvious for one

of ordinary skill in the ari at the time the invention was made modify the above

references with the teaching ofMiller for the advantage of summoning help during an

emergency situation.
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Application/Contro! Number: 09/739,507 Page 8
Art Unit: 2683

Conclusion

Anyinquiry concerning this communication or earlier communications from the

examiner should be directed to Meless N Zewdu whosetelephone numberis (703) 306-

5418. The examiner can normally be reached on 8:30 am to 5:00 pm..

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, William Trost can be reached on (703) 308-5318. The fax phone number for

the organization where this application or proceeding is assigned is (703) 872-9306.

Anyinquiry of a general natureor relatingto the status of this application or

psoceeding should be directed to the receptionist whose telephone numberis (703) 306-

0377.

Meless Zewdu fi} (Z- WILLIAM tone
Examiner LORYresrres ofnn

21 August 2003.
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in te Application of: PHILIPPE DECOTIGNIE

WESLEY s

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) PHF 99,624 000034  
  
  
  

  
  
  
  
  
  
  

  
  

 
 

Application Number; 00y730,507 Filed: DECEMBER 18, 2000

For: ANTI-THEFT PROTECTION FOR A RADIOTELEPHONY DEVICE

 This i west under the ions of 37 CFR 1.1 to extend the for filing a to
8 8 req _—- 38(a) PeriodforfilingaresponsetoOfficeAction

The requested extension and appropriate non-smail-entity fee are as follows:

One month (37 CFR 1.17(a)(1)) $

([] Two months (37 CFR 1.17(aX2)) $ 420.00
[_] Three months (37 CFR 1.17(@\(3)) $ 980.00
[_]_Four months (37 CFR 1.17(a)(4)) $ 1,480.00
[_]_Five months (37 CFR 1.17(a)(5)) $ 2,010.00
[-] Applicant is a small entity under 37 CFR 1.9 and 1.27; therefore the foe amount shown above is

reduced by one-half, and the resulting feeis$

A small entity statement under 37 CFR 1.27:

(_] is encicsed.

[_] has already been filed in this application.
A check in the amount of $___ Ienclosed,

[X] The Commissioner is hereby authorized to charge any fees which may be required, or credit
any overpayment, to Deposit Account No. 50-1713. A duplical

Q
Jec O02 03 10:20a Darrin Wesley Harris 317-595-0893 p.3 }. 2(Sle3

rrosaaz(47)Aarerand tor 300d. OMB ond-o0a7
Panerd endTraders Office, U8. OFCONMERCE

thereby certify that thie correspondence ts belng transmitted by facsimile to -9314)ho the United States
Patent and Trademark Office on this date: December2.2003.

DECEMBER2.2003. ‘

TS2T#94 10

Logseuéd ETLTOS T9Q00000 HOTT co0e/9t/et
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CENTRAL FAX CENTER

DEC 0 2 2003

OFFICIAL

PATENT

(7790/10)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re patent application of:

PHILIPPE DECOTIGNIE

Serial No.: 09/739,507

Filed: DECEMBER 18, 2000 etee
For: ANTI-THEFT PROTECTION FOR )

A RADIOTELEPHONY DEVICE )

Examiner: ZEWDU, MELESS

Group Art Unit: 2683

 

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

In response to the non-final Office action ofAugust 27, 2003, please amend

the above referenced application as follows and reconsider the application in light of

the following remarks.

— PAGE AO" RCVD AT 12/2/2009 10:20:08 AM [Basten Biandard Tima] * GVRCUBPTO-EPXRF-1/2 * DNG=8720314 * CRID=217 6050909"DURATIONfrmes):O742 )
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Serial No.: 09/739,507
Filed: December 18, 2000

Page 2 of 15

SPECIFICATIONAMENDMENTS:

Please amend the paragraph beginning at page 1, line 4 as follows:
— in relates to a mobile radiote! intended for

 

accommodatinga user identification module,
ny Teo
 

 
  
  iph beginning at page 2, line 2 as follows:

“It is notably an object ofthe invention to resolve this problem. For this

purpose, a device in accordance with the invention(1)verifiesauseridentification
  Oa MOUNTED InsIae Ue mop PAO OLE ep ony Gevigg
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Serial No.: 09/739,507
j Filed: December 18, 2000
| Page 3 of 1S

Please amend the paragraph beginning on page 3, line 20 as follows:

“Fig. 2 shows the overall electrical diagram ofthis device 1. The operation of
the device | is, in essence, controlled by a microprocessor assembly 20 which
comprises # microprocessor (“UP”) 22 to which are associated a random access

memory (“RAM”) 24 and a read-only memory (“ROM”) 26. This assembly is

C3 connected to a man-machine interface 30 via a common line 32. This man-machineinterface 32 controls the screen 8 and the keypad 9. The common line 32 also

connects the microprocessor assembly 20 to a transceiver assembly (“TX") 35 via an

interface circuit 38. The transceiver assembly 35 is connected to the antenna 1.

Finally, the common line 32 also connects the microprocessor assembly 20 to a card

readers _a

5, line 29 as follows:
fei) ATS PIS sem
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Case No. PHF 99,624 (7790/310)

Serial No.: 09/739,507
Filed: December 18, 2000

Page4of1S _

DRAWINGAMENDMENTS: —

‘The attached replacement informal drawing sheet 1/2 includes proposed

changes to FIGS. 1 and 2. Specifically, 1" has been added to FIG.1 to label the

device, “D1” has been added within module 13 ofFIG.1 to label the TMIS data, and
“TX” bas been added within transceiver assembly 35ofFIG,2:

_—PAGE 7/18" ROVO AT 12/2/2069 10:2008 AM [Eastern Standard The] " SVR:UBPTO-EPXRF-12 * ONE:872094 * COD-317 425ee
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December 2, 2003
Case No. PHF 99,624 (7790/3110)

Serial No.: 09/739,507
Filed: December 18, 2000

Page 5 of 15

CLAIMAMENDMENTS:

Claims 1-10 are currently pending in the application.
Please cancel claims 1-10 without prejudice ordisclaimer as to the subject

matter ofclaims 1-10.

Please add claims 11-30 as shown below.

The following listing ofclaims 1-30 will replace all prior versions, and
listings, of claims in the application:

 
  
 

 
 
 
 

 
1.-10, (Cancelled)

il. @New) A mobileYadiotelephony device, comprising:

& blocking means fok preventing anormal operation ofthe mobileQs ekein the normal opcration includes a processing of
ding the blocking means in response to the mobile

tive during the normal operation ofthe mobile

ad period oftime subsequent to a mounting ofa

13.
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Page 6 of15

 
 
 
 
 
 
 
 

 
 

 
 

14. (New) The mobile rad ny deviceofclaim | 1, further comprising:
laiing an activation of the block means by the timing

dohony device ofclaim 11, further comprising:
connecting means for establishing a link between the mobile radiotelephony

device and the linked user identificatiqn module,

16. (New) The mobile

locking means for facilitating an ost

' radiotelephony device and the linked user

| AE. means.
| Cale 17. (New) The mobile radiotelephony device ofclaim 11, wherein an

fh international identification number stored on the linked user identification module is
stored on the mobile radiotelephony device as data corresponding to a link between

the mobile radiotelephony device and the linked user identification module.

device ofclaim 15, further comprising:
blishment ofthe link between the mobile

j module by the connection

18. (New) ‘The mobile radiotelephony device of claim 1, wherein a personal
identification number stored on the linked user identification module is stored as the

debugging code on the mobile radiotelkephony device.

19. (New) The mobile radiotelephonydevice ofcl 11, further comprising:

 
20. (New) A method ofprotecting a mobile radiotelephony device, the method

comprising:
i a user identification module mounted inside the mobile

radiotelephony device is linked to the mobile radiotelephonydevick;

_—PAGE 8/19" RCVO AT 12/2/2003 16:20:08AM [Eastern Gtandard Time]* @VR:U6PTO-EFXRF-1/2* DNOG:8720314 * COID-317 505 COGS * DURATION pren-as):07-42 )
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Page 7 of 15

 
 

 
 

 
 

 

preventing the nonnal operation ofthe mobile radiotelephony device in

22. (New) The method ofclaim 20, erein the prevention of the normal

operation ofthe mobile radiotelephony device p ents all transmissions ofoutgoing
calls.

23. (New) The method ofclaim 20, whereintheprevention of the normal
all transmissions ofnon-

ofemergency outgoing calls.
operation ofthe mobile radiotelephony device prevents
emergency outgoing calls and permits all transmissic

24. (New) The method claim 20,further co

storing an international identification number sta

identification module onto the mobile radiotelephony de

a link between the mobile radiotelepkoay devies and. the:Epes aceridentification
module.

25. (New) The method claim 21, further comprising:

idemtification module onto the mobile radiotelephony device aiabendeand

——_BIAGE 10/18 * RCVD AT 12/2/2003 10:20:08 AM [Eastern Standard Time)" BVR-USPTO-RPXRE-12 * DNIG-8720914" CBID:317$050903°DURATIONprum-ge}:07-42

 



67 of 164

Dec OF O38 10:22a Darrin Wesley Harris 317-595-0993 p.11

December 2, 2003
Case No. PHF 99,624 (7790/310)

Serial No.: 09/739,507
Filed: December 18, 2000

Page 8 of 15

 

 
 
 
 

 

26. (New) The methodpfclaim 20, further comprising:

preventing the normal operation ofthe mobile radiotelephony device in

radiotelephony device.

27, (New) Ina mobile rad ony device, a computer readable medium

comprising:

computer readable code for verifying a user identification module mounted

inside the mobile radiotelephony devick is linked to the mobile radiotelephony device;

computer readable code for detetting a period ofinactivityof the mobile
radiotelephony device during a norma! ¢ on ofthe mobile radiotelephonydevice,

wherein the normaloperation includes a plocessing ofall outgoing calls;

computer readable code for pre ng the normal operation ofthe mobile

radiotelephony device in response to the verification ofthe linked user identification
\ module and in response to the detection ofthe period ofinactivity ofthe mobile

radiotelephony device.

a

—PAGE 11/19" RCVO AT 12/2/2009 10:20:08 AM [Eastern Gtandard The] * SVR-UBPTO-EFKRF-1/2* ONIB:8720914* COID:317 4950993"DYRATIONgurm-as):07-42
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 ofthe mobile radiotelephony device in,
jon module being moumted inside the mobile

 
 

a Pi
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Case No. PHF 99,624 (7790/30)

Serial No.: 09/739,507
Filed: December 18, 2000

Page 10 of15

REMARKS/DISCUSSIONOFISSUES

PriorityClaim.The Applicant thanks Examiner Zewdu for acknowledging the

claim for priority and receipt of certified copies ofall the priority documents.

Spesification. In the Non-Final Office Action, Examiner Zewdu objected to
the specification, The Applicant has amended the specification herein to obviate

Examiner Zewdu's objections to the specification, except for the objection to page 3,

line 6. The Applicant respectfully asserts that the proper heading “Brief Description
ofthe Drawings” is recited on page 3, line 1. No new matter was introduced by the

amendment ofthe specification herein. Withdrawal of the objections to the

specification is therefore respectfully requested.

Drawings. In the Non-Final Office Action, Examiner Zewdu objected to the

drawings, The attached replacement informal drawing sheet 1/2 includes proposed
changes to FIGS.1 and 2 to obviate Examiner Zewdu’s objections to the drawings.

The Applicant respectfully asserts that FIGS, 1 and 2 are properly labeled by the
drawing amendments herein, and no new matter was introduced into the drawing

amendments herein. Examiner Zewdu is therefore respectfully requested to approve
the proposed replacement informal drawing sheet 1/2.

Claims. In the Non-Final Office Action, Examiner Zcwdu rejected objected to

and rejected pending claims 1-10.0n various grounds, The Applicant responds to each

objection and rejection as subsequently recited herein, and respectfully requests
reconsideration and further examination ofthe present application under 37 CFR §
LH2:

A.—_Examiner Zewdu objected to pending claim 8.

—PAGE 19/10 ROVD AT 12/2/2009 10:70:08 AM (Eastern Standard Teme] * GVR:UGPTO-EFXRF-12 * OME:8729314* CID:317 $05 0902"DURATION (mma):07:
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The Applicant has cancelled pending claim 3 without prejudice or disclaimer

to the subject matterofclaim 8. Withdrawal ofthe objection ofclaim3is therefore
respectfully requested.

B. Examiner Zewdurejected pending claim 10 under 35 U.S.C. §1 12,
TP.

The Applicant has cancelled pending claim 10 without prejudice or
disclaimer to the subject matter ofclaim 10. Withdrawal ofthe rejection ofclaim

10 under 35 U.S.C. §112, Q2 is therefore respectfully requested.

c. Examiner Zewdu rejected pending claims | and 3-10 under 35
U.S.C, §103(a) as being unpatentable over U.S. Patent No. 5,913,]75
to Pinault in view of U.S, Patent No. 6,095,416 to Grant et al.

The Applicant has thoroughly considered Examiner Zewdu’ remarks

concerning the patentability ofclaims 1 and 3-10 over Pinault in view ofGrant. The
Applicant has also thoroughly read Pinault and Grant: To warrant this 35 U.S.C.

$103(a) rejection ofclaims I and 3-10, all the claim limitations recited in independent
claims | and 7 must be taught or suggested by the combination ofPinau/t and Grant.

See, MPEP §2143. The Applicant respectfully traverses this §103(a)} rejection of
claims 1 and 3-10, because Pinault and Grant in combination fails to disclose, teach

or suggest the following limitations ofindependent claims | and 7:

 
  

operation of the de

* as recited in independent claim 7.

—PAGE 14/10 * RCVDAT 12/2/2003AneT
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Asto the traversal, Examiner Zewdu has correctly recognized Pinauit’s failure

to disclose, teach or suggest the aforementioned limitations ofindependent claims 1
and 7. A proper reading ofGrant reveals that Grant also fails to teach or suggest the
aforementioned limitations of independent claims | and 7.

Specifically, Grant discloses authorization cards having a default disabled
State and an enabled state, where the cards revert from the cnabled state toa default

disabled stato after a predetermined periodoftime. See, Grant at column 3,lines 54-

66. Ina first embodiment as illustrated in FIGS. 4(a) and 4(b) ofGrant, a removal of
pressure from a polymer 36 allows polymer 36 to return to its original shape that
corresponds to the default disabled state. See, Grant at column6,lines 11-19. Grant

clearly fails to teach or suggest a retuming ofpolymer 36 to its original shape as being

a function ofan inactivity of'a device. ,
In a second embodiment as illustrated in FIG. 7(c) ofGrant, a sufficient

charge bleed offa capacitor 106 reverts the card to the default disabled state. See,
Grant at column 10, lines 43-48. Granr clearly fails to teach or suggest bleedingof

capacitor 106 as being a function ofan inactivity of'a device.
In a third embodiment as illustrated in FIG. 9(c) ofGrams, a removal of

pressure from a membrane 214 allows membrane 214 to return to its original shape
that corresponds to the default disabled state. See, Grant at column 11, lines18-40,
Grant clearly fails to teach or suggest a returning ofmembrane 214to its original
shape as being a function ofan inactivity ofa device.

While the Applicant respectfully traverses this 35 U.S.C. §103(a) rejection of

claims 1 and 3-10 as shown sbove, the Applicant has cancelled claims | and 3-10

herein without prejudice and disclaimer to the subject matterof claims 1 and 3-10

herein, and added new claims11-30. The Applicant respectfully asserts that Pinault,
Grant and the remaining art of record, alone or in combination, fails to disclose, teach .

or suggest the following limitation combinations ofnew independent claims 11, 20
and 27:
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.
subsequent 10@mounting © linked user identification mo

mobileradiotelephonydevice”as recited in independent claim11;

 
Withdrawal ofthe rejection ofclaims | and 3-10 under §103(a) as being

unpatentable over Pinault in view ofGrant and an allowance ofclaims 11-30 are

therefore respectfully requested.

D. Examiner Zewdu rejected pending claim 2 under 35 U.S.C. §103(a)
as being unpatentable over U.S. Patent No. 5,913,175 to Pinauit in
view ofU.S. Patent No, 6,095,416 to Gran/ et al. and in further view
ofU.S. Patent No. 6,141,563 to Miller ct al. ~

The Applicant has cancelled pending claim 2 without prejudice ordisclaimer
to the subject matterof claim 2. Withdrawal ofthe rejection ofdependent 2 under

35 U.S.C. §103(a) being unpatentable over Pinault in view ofGrant and in further

view ofMiller is therefore respectfully requested.
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SUMMARY

Examiner Zewdu's objections and rejections ofpending claims 1-10 have been

obviated by the cancellation herein ofclaims |-10. The Applicant has supported an

allowance ofnew claims 11-30 over the art ofrecord. The Applicant respectfully

submits that claims 11-30 as added herein fully satisfy the requirements of35 U.S.C.

§§ 102, 103 and 112. In view ofthe foregoing, favorable consideration and carly

passage to issue ofthe present application is respectfully requested. Ifany points
remain in issue that may best be resolved through a personal or telephonic interview,

Examiner Zewdu is respectfully requested to contact the undersigned at the telephone
number listed below.

Dated: December2,2003Respectfully submitted,
Philippe Decotignie

PHILIPS INTELLECTUAL PROPERTY Jack D. Slobod
& STANDARDS Registration No. 26,236P.O. Box 3001
Briarcliff, New York 10510
Phone: (914) 333-9612
Fax: (914) 332-0615

CARDINAL LAW GROUP
Suite 2000
1603 Orrington Avenue
Evanston, Illinois 60201
Phone: (847) 905-7111
Fax: (847) 905-7113

 

PAGE 17/10" RCVD AT 12/9/2003 10:70:08 AM [Eaatern Giencérd Tene) * EVE-UEPTO-EFXRP-1/2 * Deas:8729314 * CRI;317$65 a8" DURATION

73 of 164



74 of 164

Dec 02 O3 10:25a Darrin Wesley Harris 317-595-0993 p.18

December 2, 2003
Case No. PHF 99,624 (7790/3 10)

Serial No,: 09/739,507
Filed: December 18,2000

Page 15 of 1S

ABSTRACT

Theinventionproposes-e-methed-efpretecting-aA mobile radiotelephony device
intended for accommodating a linked user identification module te-be-able-to-operate-

eineaetealeeSeeseetaseeeeee
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a
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DATE MAILED: 02/19/2004
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Attachment(s)

| 1) 1 Notice of References Cited (PTO-892) 4) C7) interview Summary (PTO-413)
2) _) Notice of Draftsperson's Patent Drawing Review (PTO-9465 Puyse No(sPsiail Datz/]_.

» 3)C) information Disclosure Statement(s) (PTO-1449or PTO/S5/08) 5) [] Notice of Informal Patent Application (PTO-152)
Paper No{s)Mail Dale__. 6)() Other:

 
+ The MAILING DATE ofthis communication appears on the cover sheet with the correspondence address ~-

Period for Reply

A SHORTENED STATUTORYPERIOD FOR REPLY|S SET TO EXPIRE 3 MONTH(S) FROM
| THE MAILING DATE OF THIS COMMUNICATION,+ Extensions of ume may be available under the prodsions of 37 CFR 1.136(a). In no event, however, may 8 reply be timely fled

gherSIX (6) MONTHSfrom the mating date of lve communication
. Oeeeeectarneeteaneecemennea+ INO period for reply is specified above. the maximum statutory period will apply and wil expira SIX (8) MONTHS from the mailing cate of tig communication.
+ Fadure to reply wathin the set or extended penod for reply wil, by statute, cause the application to become ABANDONED (35 U.S.C § 133).

Any reply received by the Office later than ihree montha aferthe mailing date of ihis communicabon, even if timely filed, may reduce any
eamed patent term adjustment See 37 CFR 1.704(b).

Status

1)83 Responsive to communication(s) filed on02December2003.
| 2a)) This action is FINAL. 2b)C] This action is non-final.

3)0 Since this applicationis in condition for allowance exceptfor formal matters, prosecution as to the merits is

closed in accordance with thepractice under Ex parte Quayle, 1935 C.D. 11,453 0.G. 213.

Disposition of Claims

4) Claim(s) 11-39 is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.

5)0) Claim(s) is/are allowed.
6)E) Claim(s) 11-30 is/are rejected.
7)0) Claim(s) is/are objected to.
8)0] Cleim(s) are subject to restriction and/or election requirement.

 
 

 

Application Papers

9)C Thespecification is objected to by the Examiner.

| 10) The drawing(s) filed on is/are: a)C) accepted or b)(_] objected to by the Examiner.
| Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s)including the correction is required if the drawing(s)is objected to. See 37 CFR 1.121(d).
11)C) The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

 

Priority under 3§ U.S.C. § 119

12)C] Acknowledgment is made ofa claim for foreign paneunder 35 U.S.C. § 119(a)-(d) or (f).
a)DJAl b)L) Some * c)Z] Noneof; |

1.0] Certified copies of the priority documents have been received.
2.1) Certified copies ofthe priority documents have been received in Application No.
3.2) Copies of the certified copies ofthe priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).
* See the altached detailed Office action fara list of the certified copies not received.
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DETAILED ACTION

Response to Amendment(A)

se This action is in response to the communication filed on 12/2/03.

Theoriginal claims 1-10 have been canceled in the current amendment.

New Claims 11-30 are pendingin this action.>oON
This actionis final and finality was necessitated by the current amendment.

5. . Objectionsto the drawings, the specification, the claim and the Claim

Rejections under - 35 USC § 112,provided in the previous Office Action, have been

withdrawn consequentto applicant's amendment of the claims, the drawings and the

specification.

Claim Rejections « 35 USC § 112

Thefollowing is a quotation of the first paragraph of 35 U.S.C. 112:
The specification shall contain a written description of the invention, and of the manner and process of
making andusing It, in such full, clear, concise, and exact terms as to enable any person skilled in the
art to which it pertains, or wilh which it is most nearly connected, to make and use the same and shall
set forth the bast mode contemplated by the inventor of carrying out his invention.

Claims 11, 18, 21, 28 and 29 are rejected under 35 U.S.C. 112, first paragraph,

as failing to comply with the written description requirement. The claim(s) contains

subject matter which was not described in the specification in such a way as to

reasonably conveyto oneskilled in the relevantart that the inventor(s), at the time the

application was filed, had possession of the claimed invention. The claims include a

“debugging means” feature which has no support in the specification. What is discloses

in the spec. is deblocking. The two features have two different meanings. Debugging,
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for instance,is directed to a process of finding and correcting errors while deblockingis

just an act of allowing something which has been prevented to pass through.

Claim Rejections - 35 USC § 103

Thefotlowing is a quotation of 35 U.S.C. 103(a) which formsthe basis for all

obviousnessrejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title,if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole woukd have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 11 and 13-30 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Pinault (US 5,913,175)in view of Grant et al. (Grant) (US 6,095,416).

As per claim 11: a mobile radiotelephone device, comprising: .

blocking meansfor preventing a normal operation of the mobile radiotelephony device,

wherein the normal operation includes a processing of outgoing calls .reads.en ‘174

(see col. 9, lines 52-63). The prior art discloses that a terminal can be switched off and

on between locked mode and unlocked mode, evenif the user card with which it is

cooperatingis the linked user card, using code. But Pinault does not explicitly teach, the

difference feature, which is directed to timing means for activating the blocking meansin

responseto the mobile radiotelephony device being inactive during the normal

operation of the mobile radiotelephony device for a defined period of time subsequent to

a mounting of a linked useridentification module inside the radiotelephony device, as

claimed by applicant. However,in a related field of endeavor, Grant teaches about a
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“method and deviag for ppeventing unauthorized use of credit card” wherein a card,

such as a credit card with personalinformation, is provided with a timing means that

disables the card after a predetermined period of activation (see col.3, lines 59-65).

Furthermore, the card, amongothers can be a smart electronic card (see col. 4, lines 1-

3) which can be associated to a portable auxiliary device (see col. 3, lines (see 65-67).

Once, deactivated after a predetermined period ofinactivity, the card can be reactivated

by using a personal! identification number (PIN) provided by the user (see col. 10, lines

43-48). The subscriberidentification module (SIM)in Pinault's reference and the credit

card (the smart card version) in Grant's reference are both smart cards and both for use

in providing protection/security for personalsdand hence, combinable.
Therefore, it would have been obvious for one of ordinary skill in the art at the time the

invention was made to modify Pinault’s SIM with the teaching of Grant for the —

advantage of preventing the SIM card from fraudulent use by unauthorized person.

Asfper claim 12: the mobile radiotelephony device wherein an activation of the blocking

meansprevents all transmission of outgoing cails reads on '175 (see col.9, lines 63-

65).

As perclaim 14; the mobile radiotelephony device further comprising:

locking meansfor facilitating an activation of the block means by the Itiming

meansreads '416 (see col. 3, lines 59-67). Whenthe references are combined as

shown above,the Pinault's block/unblock means would be able to operate as a function ‘

of Grant's predeterminedtime.

As perclaim 15: the radiotelephony device further comprising:
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connecting meansfor establishing a link between the mobile radiotelephony

device andthe linked user identification module reads on ‘175 (see col. 5, lines 1-40).

As per claim 16: the mobile radiotelephony device further comprising:

locking meansfor facilitating an establishmentof the link between the mobile

radiotelephony device and the linked useridentification module by the connection

meansreads on '175 (see col. 5, lines 1-40).

As per claim 17: the mobile radiotelephony device wherein:

an internationalidentification number stored onthe linked user identification

module is stored on the mobile radiotelephony device as data corresponding to a link

between the mobile radiotelephony device and the linked useridentification module

reads on ‘175 (see 1, lines 32-53).

As per claim 18: the mobile radiotelephony device wherein:

a personalidentification numberstored on the linked user identification module is
‘stored as the debugging code on the mobile radiotelephony device reads on ‘416 (see

col. 59-67).

As per claim 19: the mobile radiotelephony device further comprising:

test meansfor activating the blocking means when any unlinked user
identification moduleis mounted on the mobile radiotelephony device reads on ‘175
(see col. 6, lines 52-67; col. 11, lines 42-57).

As per claim 20: a method of protecting a mobile radiotelephony device, the method

comprising:
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verifying a useridentification module mounted inside the mobile radiotelephony

device is linked to the mobile radiotelephony device reads on ‘175 (see col. 6, lines 48-

67;col. 7, line 39-col. 8, line 16; col. 9, lines 7-16). Authentication is same as

verification.

wherein the normal operation includes a processing ofall outgoing calls reads on

‘175 (see abstract).

preventing the normal operation of the mobile radiotelephony device in response

to the verification of the linked useridentification module reads on '175 (see col. 9, lines

63-65). It is inherent to Pinault's The difference feature directed to detecting a period of

inactivity of the mobile radiotelephony device during a normal operation of the mobile

radiotelephony device and in response to the detection of the period of inactivity
preventing the operation of the mobile radiotelephony device is same as the difference

feature addressed in claim 1 above. Hence, the difference feature in claim 20 is rejected

On the same ground and motivationasclaim 1.

As per claim 21: the method further comprising:

permitting the normal operation of the radiotelephony device in response to the

verification of the linked useridentification module and in response to a supply of a

debugging code to the mobile radiotelephony device reads on '175 (see Abstract; col. 1,

line 32-col. 2, line 20; col. 9, line 57-col. 10,line 7).

the detection ofthe period of inactivity of the mobile radiotelephony device reads

on ‘416 (see col. 3, lines 59-67). The combination of the two references and the

subsequent motivation is as provided in claim 1.
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As per claim 22: the method wherein:

the prevention of the normal operation of the radiotelephony device

prevents all transmission of outgoing calls reads on ‘175 (see abstract). If Ie sa

obvious that a mobile radiotelephone device in a normal operation mode

transmits all outgoing calls.

As per claim 24:the method further comprising:

storing an international identification numberon the linked useridentification

module_ the mobile radiotelephony device as data correspondingto a link between
the mobile radiotelephony device andthe linked identification module reads on ‘175

(see col.1, lines 32-53).

As per claim 25: the method further comprising:

‘storing a personalidentification numberstored on the linked user identification

mociite ‘enip the migiile fadicteleghony device as a debugging code reads on ‘416 (see

col. 3, lines 59-67).

As per claim 26: the method further comprising:

preventing the normaloperation of the mobile radiotelaphony device in response
to any unlinked useridentification module being mounted inside the mobile

radiotelephony device reads on ‘175 (see col. 6, lines 52-67; col. 11, lines 42-57).

As per claim 27: in a mobile radiotelephony device, a computer readable medium

comprising:

computer readable codefor verifying a useridentification module mounted inside

the mobile radiotelephony device is linked to the mobile radiotelephony device reads on
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‘175 (see col. 1, lines 45-65; col. 6, lines 48-67;col. 7, line 39-col. 8, line 16; col. 9, lines

7-16). Algorithm indicates a computer readable medium in the context of the prior art. _

wherein the normal operation includes a processing of all outgoing calls reads

on ‘175 (see abstract). . |
computer readable code for preventing the normal operation of the mobile

radiotelephony device in responseto the verification of the linked user identification

module reads on ‘175 (see col. 9, lines 63-65). Thedifference feature directed to

detecting a period of inactivity of the mobile radiotelephony device during a normal

operation of the mobile radiotelephony device and in response to the detection of the

period ofinactivity preventing the operation of the mobile radiotelephony device is same

as the difference feature addressed in claim 1 above. Hence, the difference feature in

claim 20is rejected on the same ground and motivation as claim 1 sirice computer

readablé codeis obviousin the prior art usageof algorithmic functions.

Asperclaim 28: the computer readable medium further comprising:

computer readable code for permitting the normal operation of the mobile

radiotelephony device in responseto the verification of the linked user identification

module and in response to a supply of a debugging codeto the mobile radiotelephony
device reads on ‘175 (see Abstract; col. 1, line 32-col. 2,line 20; col. 9, line 57-col. 10,

line 7). .

the detection of the period of inactivity of the mobile radiotelephony device reads

on ‘416 (see col. 3, lines 59-67). The combination of the two references and the

subsequent motivation is as provided in claim 1.
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As per claim 29: the computer readable medium further comprising:

storing a personal identification number stored on the liked user identification

module onto the mobile radiotelephony device as the debugging code reads on ‘175

(see col. 3, lines 59-67).

As per claim 30: the computer readable medium further comprising:

preventing the normal operation of the mobile radiotelephony device in response to any

unlinked user identification module being mounted inside the mobile radiotelephony

device reads on ‘175(see col. 6, lines 52-67; col. 11, lines 42-57).

Claims 13 and 23 are rejectagundes35 bLS.Ggh03fa} as.being unpatentable

over Pinault in view of Grant as applied to claim 1 above, and further in view of Kolev et

al. (Kolev)(US 6,125,283).

As per claim 13: but, Pinault in view of Grant do not explicitly teach about a mobile

radiotelephony device wherein an activation of the blocking meansprevents al
transmission on non-emergency outgoing calls and permits all transmission of

emergency outgoing calls, as claimed by applicant. However,in a related field of

endeavor, Kolev teaches that a mobile terminal can be provided with the ability to switch

from a current mode analternative mode to process emergency Calls and to acquire

servicesthat do not require valid subscriberidentity (see abstract; fig. GA; col. 3, line 16-

_ col. 4, line 60; col. 9, lines 62-67; col. 12, lines 16-18). Therefore, it would have been

obvious for one of ordinary skill in the art at the time the invention was made to modify

the above references with the teaching of Kolev for the advantageof providing mobile

subscribers with the emergency 911 service (see col. 3,lines 16-38).
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As perclaim 23: the method wherein:

the prevention of the normal operation of the mobile radiotelephony device

preventsall transmission of outgoing calls ‘283 (see abstract; col. 3, line 16-col. 4, line

35).

Double Patenting

Claims 11-30 are rejected underthe judicially created doctrine of obviousness-

type double patenting as being unpatentable overclaims 1-7 of U.S. Patent No. US

6,370,400 B41, in view of Gran et al., (US 6,095,416). The difference betweenthe claims

and the cited US patent's that the feature directed to the “deblocking means for

permitting the normal operation of the mobile radiotelephony device in response to

supplying of a deblocking/debugging code to the mobile radiotelephony device _

‘subsequent to the mounting ofthe linked useridentification moduleinside the mobile

radiotelephony device and subsequentto the defined period of time”, recited in the

claims. This feature is addressed by Grant's reference the subject matter of which is

“method and device for preventing unauthorized use of credit cards". The subject

matter of Grant's reference is in the same field of endeavor as the claims which.is “anti-

theft protection a tadiotelephony device". Grant teaches that “once the correct PIN code

is entered, the card is activated for a predetermined limited time. After the

predetermined time, the card returnsto the disable state so that it cannot be used for a

fraudulent transaction.” (see col. 3, lines 59-67). In the end, the difference feature in the
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current claims, which can be summarized as enabling a disabled device using a code,

has sufficiently been taught by Grantetal.

Conclusion

\

Applicant's amendmentnecessitated the new ground(s) of rejection presentedin

this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP

§ 706.07(a). Applicant is reminded of the extensionof time policy as set forth in 37

CFR 1.136(a).

_A shortened statutory period for replyto this final action is set to expire THREE

MONTHSfrom the mailing date of this action. In the event a first reply is filed within |

TWO MONTHSof the mailing date of this final action and the advisory actionis not

mailed until after the end of the THREE-MONTHshortened statutory period, then the

shortenedstatutory period will expire on the date the advisory action is mailed, and any

extension fee pursuant to 37 CFR 1.136(a)will be calculated from the mailing date of

the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHSfrom the dateof this final action.

Any inquiry concerning thiscommunication orearlier communications from the

examiner should be directed to Meless N Zewdu whosetelephone number is (703) 306-

5418. The examiner can normally be reached on 8:30 am to 5:00 pm..

If attempts to reach the examinerby telephone are unsuccessful, the examiner's

supervisor, William Trost can be reached on (703) 308-5318. The fax phone numberfor

the organization where this application or proceeding is assigned is (703) 872-9306.
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Any inquiry of a general nature or relating to the status of this application or

proceeding should be directed to the receptionist whose telephone numberis (703) 306-

0377.

Meless Zewdu Y\ z
‘ WILLIAM TROST

Examiner SUPERVISORY PATENT EXAMINER
TECHNOLOGY CENTER 2600

16 February 2004.
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