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[57] ABSTRACT

An apparatus and method for locking and unlocking mobile
telecommunications handsets or other devices is disclosed.

Lach handset is unactivated at the time of purchase. Other
than emergencycalls, or account activation, no calls can be
made using the handset unless it has been unlocked. The
handset is capable of receiving, a readable subscriber identity
module (SIM) having a network (or other) ID and a
codeword, and its operation is to be locked and unlocked
with respect to the entity corresponding to the ID on the
SIM. Furthermore, the handset includes a processor pro-
grammed with a unique equipment identification number
and a key. All handsets manufactured as part of a particular
batch may include the key, which is burned or otherwise
written into a memoryarea of the handset so that it may not
be read without its being destroyed. The handsct processor
is also programmed to produce a handset-specific key as a
function of the equipment identification number and the
batch-specific key. Upon activation of the handset, the
customer service center associated with the network opera-
tor transmits a modifier to the handset. The handset changes
its handset-specific key according to the modifier to yield an
operator-specific key. The resulting operator-specific key is
used in conjunction with the network(or other) ID (from the
SIM) to produce a checkword.If the checkword matches the
codeword, whichis read off the SIM,the handset is unlocked
(i.e., enabled) for normal use. Other features of the invention
include re-locking the handset according to similar
principles, and providing a personal identification number
for permanently unlocking the device, so that it can be used
with any compatible SIM.

28 Claims, 12 Drawing Sheets
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HANDSET INITIALLY LOCKED FOR ALL BUT EMERGENCY 102
CALLS AND OVER-THE-AIR ACTIVATION.

104
PURCHASER OF HANDSETINSERTSSIM, CHARGES

BATTERY AND PRESSES ANYKEY.

106

HANDSET DIALS ANY NUMBER. CALL (INCLUDING SUBSCRIBER
ID NUMBER) iS ROUTED VIA BASE STATION TO MSC. 

108

MSC LOOKS UP CALLER ID IN HOME LOCATION
REGISTER (HLR) TO CHECK CALLER VALIDITY.

a
HLR IDENTIFIES SUBSCRIBER !D NUMBER AS TEMPORARY(UNACTIVATED

SUBSCRIPTION) AND ROUTES CALL TO CUSTOMER SERVICE CENTER (CSC).

CSC COLLECTS PAYMENTDETAILS, ESTABLISHES SERVICE
OPTIONS, AND INITIATES OVER-THE-AIR ACTIVATION.

 

USING, E.G., GSM SHORT MESSAGE SERVICE (SMS), SUBSCRIBER
IDENTIFICATION(e.g., IMSI) AND OTHER INFO. iS DOWNLOADED TOSIM.

ACTIVATION SOFTWAREAT CSC WILL CALCULATE A VALID Musser BASED ON
KNOWLEDGEOFKyosen Kosten AND EQUIPMENT IDENTITY CODE(e.g., IMEI, which CSC

retrieves over the air) AND SEND Mywe TO HANDSET(e.g., via GSM SMS).

-——— 118

HANDSET STORES M,.u0 IN EEPROM OR FLASH MEMORY.

a42
_-120

CSC MESSAGES HANDSETWITH USER INSTRUCTION
TO SWITCH HANDSET OFF AND ON.

FIG. 4
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