MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

A.4.3 1UT configuration

ANSI/IEEE Std 802.11, 1998 Edition

Item IUT configuration References Status Support
What is the configuration of the ITUT?
* CEl Access Point (AP) 52 0.1 Yes O No O
*CE2 Independent station (not an AP) 52 0.1 Yes O No O
xCES3 Frequency-Hopping spread spectrum 0.2 Yes O No O
(FHSS) PHY for the 2.4 GHz band
* CF4 Direct Sequence Spread Spectrum 0.2 Yes 0O No O
(DSSS) PHY for the 2.4 GHz band
% GES Infrared PHY 0.2 YesO NoO
A.4.4 MAC protocol
A.4.4.1 MAC protocol capabilities
Item Protocol capability References Status Support
Are the following MAC protocol capabilities
supported?
PC1 Authentication service 543.1, M Yes O No O
5.4.3.2,
5.7.6,5.7.17,
8.1, Annex C
PCl.1 Authentication state 55 M Yes O No O
PCl1.2 Open System authentication 8.1.1 M Yes 0 No O
PCl.3 Shared Key authentication 8.1.2,83 PC2:M YesONoON/AO
*PC2 WEP algorithm 54.33,8.2, O Yes QO NoQ
Annex C
PC2.1 WEP Encryption procedure 8.2.3,8.24, PC2:M YesONoONAO
825
PC2.2 WEP Decryption procedure 8.2.3,824, PC2:M Yes O NoON/ADQO
8.2.5
RG23 Security services management 83 M Yes ONoO
RBC3 Distributed Coordination function 9.1,9.2, M YesO NoO
Annex C
PC3.1 Net Allocation Vector (NAV) 921,955}, M Yes O No O
function 9.3.2.2
RC32, Interframe space usage and timing 9.2.3,9.2.5, M Yes U No O
9.2.10
PC33 Random Backoff function 9.24 M YesO No O
PC3.4 DCF Access procedure 9:2:5.1; M Yes O No QO
9.2.55
P35 Random Backoff procedure 9.25.2 M Yes O No O
PC3.6 Recovery procedures and 9.253 M Yes ONo QO
retransmit limits
PC3.7 RTS/CTS procedure 9254, M Yes O No O
9.2.5.6,
9.2.5.7
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A.4.4.1 MAC protocol capabilities (continued)

Item Protocol capability References Status Support
PC3.8 Directed MPDU transfer 92.6 M Yes O No O
PC3.9 Broadcast and multicast MPDU 9.2.7 M Yes O No O
transfer
PC3.10 MAC level acknowledgment 9522, M YesQNo O
9.2.8
PC3.11 Duplicate detection and recovery 9.29 M Yes A No
* PC4 Point coordinator (PC) 9.1,9.3, CF1:0 YesONoON/AO
Annex C
PC4.1 Maintenance of CFP structure 9.3:1;,9:312 PC4:M Yes D NoON/A O
and timing
PC4.2 PCF MPDU transfer from PC 9.3.3 PC4:M YesO NoON/AQO
* PC4.3 PCF MPDU transfer to PC 933 PC4:0 Yes O NoON/AQ
PC4.4 Overlapping PC provisions 9332 PC4:M YesONoONAQ
PC4.5 Polling list maintenance 9.3.4 PC4.3: YesONoOdN/AO
M
£ PES) CF-Pollable 9.1,9.3, CF2:0 YesONoON/AQ
Annex C
PC5.1 Interpretation of CFP structure 9.3.1,9.3.2 PC5:M Yes QONo O N/A DO
and timing
PC5.2 PCF MPDU transfer to/from 933 PC5S:M YesONoON/AO
and CF-Pollable STA
PC5.3 Polling list update 93.4 PC5:M YesONoONAQO
PCé6 Fragmentation 92,94, M Yes O No O
Annex C
PC7 Defragmentation 9.2,9.5, M Yes O No QO
Annex C
PC8 MAC data service 9.1.5,9.8, M Yes O No O
Annex C
PC8.1 Reorderable-Multicast service class 9.8 M YesO No O
PC8.2 StrictlyOrdered service class 9.8 (6] Yesd No O
PC9 Multirate support 9.6, M Yes O No O
Annex C
*PCI10 Multiple outstanding MSDU support 9.8, o Yes 0 No O
Annex C
PC10.1 Multiple outstanding MSDU 9.8 PCI10:M | YesONoON/AQO
transmission restrictions
PCl11 Timing synchronization 11.1, M Yes O No O
Annex C
PCl11.1 Timing in an infrastructure 11 Y 1P CFI:M YesGQNoONAO
network 11.14
PC11.2 Timing in an Independent BSS 11.1.1.2, CF2:M Yes U NoON/AO
(IBSS) 11.14
PCl11.3 Beacon Generation function 11.1.2 M YesONoONAQ
PCl1.5 TSF synchronization and accuracy 11.1.2 M YesO NoO
PCl11.5 Infrastructure BSS initialization 11.1.3 CFI:M YesONoON/AQ
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A.4.4.1 MAC protocol capabilities (continued)

Item Protocol capability References Status Support
PC11.6 Independent BSS initialization 11.1.3 CF2:M YesONoON/AO
PC11.7 Passive scanning 11.1.3 CF2:M YesONoONAO
PC11.8 Active scanning 11.1.3 CF2:M Yes ONo ON/A Q]
PCI1.9 Probe response 11.1.3 M Yes O No O
PCI11.10 Hop Synchronization function 11.1.5 CF3:M YesONoONAQ

PCi12 Infrastructure power management 11.2.1, M Yes O No O
Annex C
RE@I2.1 Station power management modes 11.2.1.1, CF2:M Yes ONoON/AO
11.2.1.8
PCl12.2 TIM transmission LT2519% CFI:M YesONoONAQO
11.2.1.3
PCi12.3 AP function during CP 11.2.1.4 CF1:M Yes ONoON/AO
PC12.4 AP function during CFP BIE2ELS PC4:M YesONoON/AQO
PCI2S Receive function during CP 11.2.1.6 CF2:M YesONoON/AO
PCl12.6 Receive function during CFP 11.2.1.7 PC5:M YesONoON/AQO
REI27, Aging function TEDLIAS CF1:M YesONoONAO
PC13 IBSS power management 22 CF2:M YesONoON/AO
Annex C
PC13.1 Initialization of power 12252 CF2:M Yes ONoON/AO
management
REI13.2 STA power state transitions 11.2.2.3 CF2:M YesUNoON/AU
PC13.3 ATIM and frame transmission 11224 CF2:M Yes ONoON/AQ
PCi4 Association and reassociation 5.41,5.75 M Yes O No O
At
PCl4.1 Association state S M Yes O No O
PC14.2 STA association procedure 11.3.1 CF2:M Yes ONoON/A O
PC14.3 AP association procedure 11.3.2 CFI:M YesONoONAOQO
PCi4.4 STA reassociation procedure 1133 CF2:M YesONoON/AQ
PC14.5 AP reassociation procedure 11.34 CFI:M Yes ONoON/AQ
PC15 Management information base (MIB) Annex D M Yes O No O
PCl15.1 dotl 1SMTbase, Annex D M Yes Q No QO
dot11SmtAuthenticationAlgorithms
* PC15.2 dotl I SMTprivacy Annex D PC2:M YesONoQON/AO
PCl15.3 dotl IMACbase, dot11CountersGroup, Annex D M Yes O No O
dotl 1MacGroupAddresses
* PC15.4 dotl IMACStatistics Annex D ¢} Yes O NoO
PC15.5 dotl1ResourceTypelD Anmnex D M Yes 0 NoU
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A.4.4.2 MAC frames

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Item MAC frame References Status Support
Is transmission of the following 7, Annex C
MAC frames supported?
FT1 Association request 7 CF2:M YesQNoON/ADQO
FT2 Association response 7 CFI:M YesQNoONAO
FT3 Reassociation request 1% CF2:M Yes O NoON/AO
FT4 Reassociation response il CF1:M YesOQNoQON/AU
FTS5 Probe request 7 CF2:M YesGNoONAO
FTé6 Probe response 7 M Yes O No U
FT7 Beacon 7 M Yes O No O
FT8 ATIM 7 CF2:M Yes UNoON/AQ
FT9 Disassociation 7/ M Yes O No O
FT10 Authentication J/ M Yes O No O
FT11 Deauthentication il M YesQ NoUO
FT12 PS-Poll 7 CF2:M Yes O NoON/ADO
FT13 RTS 7/ M Yes O No O
FT14 CTS 7 M Yes O NoO
FT15 ACK 7 M Yes O NoO
FT16 CF-End 7 PC4:M YesONoON/ADQ
FT17 CF End+CF-Ack 7 PC4:M YesONoON/AQO
FT18 Data 7 M Yes U No O
FTI9 Data + CF-Ack v/ (PC4 or YesUONoON/AQ
PC5):M
FT20 Data + CF-Poll 7/ PC4.3:M YesONoON/AQ
FT21 Data + CF-Ack+CF-Poll Wl PC4.3:M YesONoON/ADQO
FT22 Null 7/ M Yes O NoO
FT23 CF-Ack (no data) ] (PC4 0r YesONoQON/AQO
PCS5):M
FT24 CF-Poli (no data) 7 PC4.3:M Yes O NoON/ADO
FT25 CF-Ack+CF-Poll (no data) 7 PC4.3:M YesONoQON/AQO
Is reception of the following MAC 7, Annex C
frames supported?
FR1 Association request 7 CFI:M YesONoONAU
FR2 Association response 7 CF2:M YesOd NoON/AO
FR3 Reassociation request 7 CFI:M YesONoONAQO
FR4 Reassociation response fi CF2:M Yes ONoON/AQ
FRS Probe request il M Yes U No O
FR6 Probe response 7/ M Yes O No QO
FR7 Beacon 7 M Yes L No O
FR8 ATIM 7 CF2:M Yes UONo O N/AQ
FR9 Disassociation 7 M Yes O NoO
FR10 Authentication 7 M Yes O No O

248

Copyright © 1999 IEEE. All rights reserved.




MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

A.4.4.2 MAC frames (continued)

ANSV/IEEE Std 802.11, 1999 Edition

Item MAC frame References Status Support

FR11 Deauthentication ] M Yes L3 No O

FRI12 PS-Poll 7 CFI:M YesONoON/AO

FR13 RTS 7 M Yes 0 No O

FR14 CTS 7 M Yes O No O

FRI15 ACK 7 M Yes U No O

FR16 CF-End 7 M YesONoO

FR17 CF End+CF-Ack fl M Yes O No O

FR18 Data 7 M YesONo QO

FR19 Data + CF-Ack 7/ M YesO NoO

FR20 Data + CF-Poll 7 PC5:M YesONoON/AQ

FR21 Data + CF-Ack+CF-Poll 7 PC5:M YesONoONADO

FR22 Null il M Yes O No O

FR23 CF-Ack (no data) 7 (PC4 or YesONoON/AQO

PC5):M
FR24 CF-Poll (no data) 7 PC5:M Yes ONoON/AO
FR25 CF-Ack+CF-Poll (no data) 7 PC5:M Yes O NoON/AQD
A.4.4.3 Frame exchange sequences
Item Frame exchange sequence References Status Support
Are the following frame sequences
supported?
FS1 Basic frame sequences 9.7, Annex C M Yes O No O
FS2 CF-Frame sequences 9.7,Annex C | (PC40RPCS)M | YesUONoUNAQ
A.4.4.4 MAC addressing functions
Item MAC Address function References Status Support
Are the following MAC Addressing
functions supported?
ADI1 STA universal individual SI3E3L, M YesQ No QO
IEEE 802 address Z4lk33

AD2 BSS identifier generation /ISR M Yes O No O
et

AD3 Receive address matching L1383, M YesQNoQON/AQ
722
Annex C
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A.4.5 Frequency-Hopping PHY functions

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Item Protocol feature References Status Support
Which requirements and options does the
PHY support?
FH1 PHY service primitive parameters
FHI1.1 TXVECTOR parameter: LENGTH 142.2.1 M Yes O No O
FH1.2 TXVECTOR parameter: PLCPBITRATE | 14.2.2.2 M YesONoO
FH1.2.1 PLCPBITRATE = X'00' (1.0 Mbit/s) 142.2.2 M Yes U No QO
%  EH1.2:2 PLCPBITRATE = X'02' (2.0 Mbit/s) 142.22 (6] Yes O No O
FH1.3 RXVECTOR parameter: LENGTH 14.2.3.1 M Yes O NoQ
FH1.4 RXVECTOR parameter: RSSI 14.2.3.2 (6] YesO NoO
FH2 PLCP frame format
FH2.1 PLCP Preamble: Sync 143.2.1.1 M YesONoO
FH2.2 PLCP Preamble: Start Frame Delimiter 14.3.2.1.2 M YesO NoO
FH2.3 PLCP Header: Length Word 14.3.2.2.1 M YesUONoO
FH2.4 PLCP Header: Signaling field 143.2.2.2 M YesONoO
BH2.5 PLCP Header: Header Error Check 143223 M Yes O No O
FH2.6 PLCP Data Whitener: Scrambling and 14.3.2.3, M YesQNoO
bias suppression encoding 143.3.1.1
FH3 PLCP Transmit procedure
FH3.1 Transmit: transmit on MAC request 143.3.1.1 M Yes U No U
FH3.2 Transmit: format and whiten frame 14.3.3.1.1 M Yes O No O
FH3.3 Transmit: Timing 143.3.1.1 M Yes ONo
FH4 PLCP CS/CCA procedure
FH4.1 CS/CCA: perform on a minimum of one | 14.3.3.2.1 M Yes ONo O
antenna
FH4.2. CS/CCA: Detect preamble starting up to 14.3.32.1 M Yes O No O
20 ps after start of slot time
FH4.3 CS/CCA: Detect preamble starting at 143.3.2.1 M Yes UNo U
least 16 us prior to end of slot time
FH4.4 CS/CCA: Detect random data 14.3.3.2.1 M Yes O No O
FH4.5 CS/CCA: Perform on antenna with 143.3.2.1 M Yes O No O
essentiglly same gain and pattern as
transmit antenna
FH4.6 CS/CCA: Detect valid SFD and PLCP 143.3.2.1 M Yes ONo O
header
FH4.7 CS/CCA: Maintain BUSY indication 1433.2.1 M YesQNoO
until end of length contained in valid
PLCP header
FH5 PLCP Receive procedure
FH5.1 Receive: Receive and dewhiten frame 143.3.3.1 M YesUNoO
FH6 PHY LME
FH6.1 PLME: Support FH sync 14422 M Yes O No O
FH6.2 PLME: Support PLME primitives 144.3.2 (0] Yes O No O
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A.4.5 Frequency-Hopping PHY functions (continued)

Item Protocol feature References Status Support
FH7 Geographic area specific requirements
* PH7:l Geographic areas
FH7.1.1 North America 14.6.2 0.1 Yes Q NoO
FH7.1.2 Most of Europe 14.6.2 @8l Yes O No O
FH7.1.3 Japan 14.6.2 0.1 Yes No O
FH7.1.4 Spain 14.6.2 0.1 Yes O NoO
FH7.1.5 France 14.6.2 0.1 Yes ONo O
FH7.2 Operating frequency range 14.6.3 FH7.1:M Yes O No O
FH7.3 Number of operating channels 14.6.4 FH7.1:M Yes O No O
FH7 .4 Operating channel frequencies 14.6.5 FH7.1:M YesONoO
FH7.5 Occupied channel bandwidth 14.6.6 FH7.1:M Yes O No QO
FH7.6 Minimum hop rate 14.6.7 FH7.1:M Yes O No O
FH7.7 Hop sequences 14.6.8 FH7.I:M Yes U No O
FH7.8 Unwanted emissions 14.6.9 FH7.I:M Yes ONo O
FH8 1 Mbit/s PMD
FHS8.1 Modulation 2GFSK, BT=0.5, 1=positive | 14.6.10 M Yes O No O

frequency deviation, O=negative
frequency deviation

FH8.2 Peak frequency deviation 14.6.10 M Yes O No O
FH8.3 Zero-Crossing error 14.6.10 M Yes ONo O
FH8.4 Nominal channel data rate 14.6.11 M Yes U No U
FHB8.5 Channel switching/settling time 14.6.12 M Yes U No
FH8.6 Receive to transmit switch time 14.6.13 M Yes O No O
FH8.7 Nominal transmit power 14.6.14.1 M Yes O No O
FH8.8 Transmit power levels 14.6.14.2 M Yes O No QO
FH8.9 Transmit power level control to 14.6.14.3 M Yes O NoO
<100 mW
FH8.10 Transmit spectrum shape 14.6.14.4 M YesQ NoUO
FHS.11 Transmit center frequency tolerance 14.6.14.5 M YesONoO
FH8.12 Transmitter ramp periods 14.6.14.6 M YesONoO
FHS8.13 Receiver input dynamic range 14.6.15.1 M Yes O No O
FHS8.14 Receiver center frequency acceptance 14.6.15.2 M Yes ONo O
range
FH8.15 Clear channel assessment power thresh- 14.6.15.3 M Yes ONo O
old for a probability of detection of 90%
(preamble)/70% (random data) for 100
mW units
FH8.16 Clear channel assessment power thresh- 14.6.15.3 M Yes U NoU
old for units >100 mW; sensitivity
threshold is 1/2 dB lower for every dB
above 20 dBm
FH8.17 Minimum receiver sensitivity at 14.6.15.4 M Yes QNo O
FER=3% with 400 octet frames
FHS8.18 Intermodulation protection 14.6.15.5 M Yes O No O
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A.4.5 Frequency-Hopping PHY functions (continued)

Item Protocol feature References Status Support
FHS8.19 Desensitization 14.6.15.6 M Yes O No O
FHS8.20 Operating temperature range 14.6.16 M YesO NoO

FH8.20.1 Temperature type 1 14.6.16 O Yes U No O
FH8.20.2 Temperature type 2 14.6.16 o} YesONo O
FH8.20.3 Temperature type 3 14.6.16 0 Yes O No O
FH9 2 Mbit/s PMD
FH9.1 All IM PMD requirements 14.7.1 FH1.2.2:M | YesONoQN/AO
FH9.2 Modulation 4GFSK, BT=0.5 14.7.2 FH1.22:M | YesUNoON/AO
FH9.3 Frame structure for 2M PHY 14.7.2.1 FH1.2.2:M | YesUNoON/ADO
FHS.4 Nominal channel data rate 14.7.3 FH1.22:M | YesONoQON/AQO
FH9.5 Input dynamic range 14.7.4 FH1.22:M | YesUONoON/A O
FH9.6 Minimum receiver sensitivity at 14.7.5 FH1.22:2M | YesONoON/AQO
FER=3% with 400 octet frames
FHS.7 Intermodulation protection 14.7.6 FH1.2.2:M | YesONoON/AQO
FH9.8 Desensitization 14.7.7 FH1.22:M | YesONoON/AQ
FH10 MIB 13.1, 14.8, M Yes O No O
Annex D
FH10.1 dot1 1PhyFHSSComplianceGroup, 13.1,14.8 M Yes O No O
dot11PhyRegDomainsSupportGroup,
Zg(tj] 1PhyOperationComplianceGroup

A.4.6 Direct sequence PHY functions

Item PHY feature References Status Support
PLCP sublayer procedures 152
DSI Preamble prepend on TX 115: 221 M Yes O No O
DSI.1 PLCP frame format 151242 15123 M Yes O No O
DS1.2 PLCP integrity check generation 15.2.3,152.3.6 M Yes 0 No U
DS1.3 TX rate change capability N5i2L3E3, 15125 M Yes O No O
DS14 Supported data rates 15.1,15.2.3.3 M YesQNoUO
DS1.5 Data whitener scrambler 15.2.4 M Yes O NoO
DS1.6 Scrambler initialization 15.2.4 M YesQ NoO
DS2 Preamble process on RX 15.2.1
DS2.1 PLCP frame format LS ESI218 M Yes O No O
DS2.2 PLCP integrity check verify 15.2.3,15.2.3.6 M Yes 0 No O
DS2.3 RX Rate change capability 15.2.3.3,15.2.5 M Yes O NoO
DS2.4 Data whitener descrambler 15.2.4 M Yes O No O
DS3 PN code sequence 154.6.3 M Yes O No O
DS4 Chipping continue on power down 15.2.6 0 Yes O No QO
*DS5 Operating channel capability 15.2.6,154.6.2
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A.4.6 Direct sequence PHY functions (continued)

Item PHY feature References Status Support
* DSs.1 North America (FCC) 15.2.6,15.4.6.2 DS5:0.1 Yes UNoQN/ADO
DSS.1.1 channel 1 15.2.6,15.4.6.2 DS5.1:M Yes ONoON/A DO
DS5.1.2 channel 2 15.2.6,15.4.6.2 DS5.1:M Yes ONoON/AO
DS5.1.3 channel 3 15.2.6,15.4.6.2 DS5.1:M Yes ONoON/AQO
DS5.1.4 channel 4 15.2.6,15.4.6.2 DS5.1:M Yes ONoON/AQ
DSS.1.5 channel 5 15.2.6,15.4.6.2 DS5.1:M Yes ONoON/A QO
DS5.1.6 channel 6 15.2.6,15.4.6.2 DS5.1:M Yes ONoON/AQO
DSS5.1.7 channel 7 15.2.6,15.4.6.2 DS5.1:M Yes O NoON/AO
DS5.1.8 channel 8 15.2.6,15.4.6.2 DS5.1:M Yes O NoON/AQO
DS5.1.9 channel 9 15.2.6,15.4.6.2 DSS5.1:M YesONoONAQ
DS5.1.10 channel 10 15.2.6,15.4.6.2 DSS5.1:M YesUNoONAQO
DS5.1.11 channel 11 15.2.6,15.4.6.2 DSS5.1:M YesOUNoON/AO
* DSS.2 Canada (IC) 15.2.6, 15.4.6.2 DSS5:0.1 YesONoON/AQO
DS5.2.1 channel 1 15.2.6,15.4.6.2 DS5.2:M YesONoONAQ
DS5.2.2 channel 2 15.2.6,15.4.6.2 DS5.2:M YesONoONAQO
DS5.2.3 channel 3 15.2.6,15.4.6.2 DS5.2:M YesUONoON/AO
DS5.2.4 channel 4 15.2.6,15.4.6.2 DS5.2:2M Yes U NoUN/AO
DS5.2.5 channel 5 15.2.6, 15.4.6.2 DS5.2:2M YesUNoON/AO
DS5.2.6 channel 6 15.2.6,15.4.6.2 DS5.2:M YesUONoON/AO
DS5.2.7 channel 7 15.2.6,15.4.6.2 DS5.2:M YesONoON/AQO
DS5.2.8 channel 8 15.2.6,15.4.6.2 DS5.2:2M Yes ONoON/AD
DS5.2.9 channel 9 15.2.6,15.4.6.2 DS5.2:M YesONoONAQ
DS5.2.10 channel 10 15.2.6,15.4.6.2 DS5.2:M YesONoONAO
DS5.2.11 channel 11 15.2.6,15.4.6.2 DS5.2:2M YesQNoUON/AO
* DS5.3 Europe (ETSI) 15.2.6,15.4.6.2 DS5:0.1 YesONoUONAO
DS5.3.1 channel 1 15.2.6,154.6.2 DS5.3:M YesONoON/AO
DS5.3.2 channel 2 15.2.6,15.4.6.2 DS5.3:M YesONoON/AQ
DS5.3.3 channel 3 15.2.6,15.4.6.2 DS5.3:M YesONoONAOQ
DS5.3.4 channel 4 15.2.6,154.6.2 DS5.3:M Yes ONoON/ADQO
DS5.3.5 channel 5 15.2.6,15.4.6.2 DS5.3:M Yes ONoQON/AQ
DS5.3.6 channel 6 15.2.6,15.4.6.2 DSS5.3:M YesQNoQN/AQ
DS5.3.7 channel 7 152.6,154.6.2 | DS53:M Yes ONoON/A O
DS5.3.8 channel 8 15.2.6,15.4.6.2 DS5.3:M YesONoONAO
DS5.3.9 channel 9 152.6,154.62 | DS5.3:M Yes ONoON/AD
DS5.3.10 channel 10 15.2.6,15.4.6.2 DS5.3:M YesONoON/AQ
DS5.3.11 channel 11 152.6,154.6.2 | DS53:M YesONoONAQO
DS5.3.12 channel 12 15.2.6,154.62 | DS5.3:M YesONoON/AQ
DS5.3.13 channel 13 15.2.6,15.4.6.2 | DS53:M YesONoON/AQ
* DS54 France 15.2.6,154.6.2 DS5:0.1 YesONoON/AQ
DS5.4.1 channel 10 15.2.6,15.4.6.2 DS5.4:M YesONoON/AQ
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A.4.6 Direct sequence PHY functions (continued)

Item PHY feature References Status Support
DS5.4.2 channel 11 15.2.6,15.4.6.2 DS5.4:M YesUNoON/ADO
DS5.4.3 channel 12 15.2.6,15.4.6.2 DSS5.4:M Yes ONoON/AO
DS5.4.4 channel 13 15.2.6,15.4.6.2 DS5.4:M Yes ONoON/AQ
% DSSS Spain 15.2.6,15.4.6.2 DS5:0.1 YesQNoONAO
DS5.5.1 channel 10 15.2.6,15.4.6.2 DS5.5:M YesONoQON/AQ
DS5.5.2 channel 11 15.2.6,15.4.6.2 DSS5.5:M Yes ONoON/AQ
* DS5.6 Japan (RCR) 15.2.6,15.4.6.2 DS5:0.1 Yes ONoO N/AO
DS6 Bits to symbol mapping 154.6.4
DS6.1 1 Mbit/s 154.6.4 M Yes O NoO
DS6.2 2 Mbit/s 15.4.6.4 M Yes U NoO
*DS7 CCA functionality 154.84
DS7.1 Energy Only (RSSI above threshold) 15484 DS7:0.2 YesQ NoO
DS7.2 IEEE 802.11 DSSS correlation 15.4.8.4 DS7:0.2 Yes ONoO
DS7.3 Both methods 15.4.8.4 DS7:0.2 Yes O No O
DS74 Hold CCA busy for packet duration of | 15.2.7 M Yesd NoUO

a correctly received PLCP but carrier
lost during reception of MPDU

DS7.5 Hold CCA busy for packet duration of | 15.2.7 M Yes O No O
a correctly received but out of
specification PLCP
DS8 Transmit antenna selection 154.5.5, (6] Yes O No QO
154.5.6
DS9 Receive antenna diversity 154.5.5, 0]} Yes QNo O
15.4.5.6,
15.4.5.7
*DS10 Antenna port(s) availability 154.6.9 0 YesUO No QO
DS10.1 50 £ impedance 15.4.6.9 DS10:M YesONoON/AQO
*DS1l1 Transmit power level support 15.4.5.8, 0 Yes U No O
15.4.7.3
DS11.1 If greater than 100 mW capability 154.7.3 DS11:M YesONoON/AQO
*DS12 Radio type (temperature range) 15.4.6.10
DS12.1 Type 1 15.4.6.10 DS12:0.3 Yes ONoOQN/AO
DS12.2 Type 2 15.4.6.10 DS12:0.3 YesUNoON/AQO
DS13 Spurious emissions conformance 15.4.6.5 M YesO NoO
DS14 TX-RX turnaround time 15.4.6.6 M YesO No O
DS15 RX-TX turnaround time 15.4.6.7 M YesO NoO
DS16 Slot time 154.6.8 M Yes O No O
DS17 ED reporting time 15.4.6.8, M Yes d No O
154.8.4
DS18 Minimum transmit power level 15:4:72, M YesONoUO
DS19 Transmit spectral mask conformance 15.4.7.4 M YesO NoO
DS20 Transmitted center frequency 15.4.7.5 M Yes U No O
tolerance
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A.4.6 Direct sequence PHY functions (continued)

Item PHY feature References Status Support
DS21 Chip clock frequency tolerance 15.4.7.6 M Yes ONoO
DS22 Transmit power on ramp 154.7.7 M Yes ONo O
DS23 Transmit power down ramp 15.4.7.7 M Yes O No O
DS24 RF carrier suppression 15.4.7.8 M Yes 0 No O
DS25 Transmit modulation accuracy 15.4.7.9 M Yes 0 No O
DS26 Rece.iye.r minimum input level 15.4.8.1 M YesONoUO

sensitivity
DS27 Receiver maximum input level 15.4.8.2 M YesONoO
DS28 Receiver adjacent channel rejection 15.4.8.3 M Yes O NoO
DS29 MIB 1341, \[5812. M Yes O No O
Annex D
DS29.1 dotl 1PhyDSSSComplianceGroup, 13.1,15.3.2 M Yesd NoO
dot11PhyRegDomainsSupportGroup,
32?1 1PhyOperationComplianceGroup

A.4.7 Infrared baseband PHY functions

Item Feature References Status Support

IR1 Is the transmitted SYNC field length in the 16.2.4.1 M Yes O
range of required number of PPM slots, with
the absence of a pulse in the last slot of the
field?

IR2 Is the transmitted SYNC field entirely popu- | 16.2.4.1 M Yes O
lated by alternating presence and absence of
pulses in consecutive PPM slots, with the

absence of a pulse in the last slot of the field?

IR3 Is the transmitted SFD field the binary 16.24.2 M Yes O
sequence 1001, where 1 indicates a pulse in
the PPM slot and 0 indicates no pulse in the
PPM slot?

1IR4 Is the transmitted DR field pulse sequence 16.24.3 M Yes O
equal to the correct value for the data rate
provided by the TXVECTOR parameter
PLCP BITRATE, where | indicates a pulse
in the PPM slot and 0 indicates no pulse in
the PPM slot?

IRS Is the transmitted DCLA field 32 PPM 16244 M Yes O
slots long with the specified sequence for
1 Mbit/s, where 1 indicates a pulse in the
PPM slot and 0 indicates no pulse in the
PPM slot?

1 Mbit/s:
00000000100000000000000010000000

* IR5a Does the unit support 2 Mbit/s transmission? | 16.2.4.4 O Yes U No O
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A.4.7 Infrared baseband PHY functions (continued)

Item Feature References Status Support

IR5b If the unit supports 2 Mbit/s transmission, 16.2.4.4 IR5a:M YesONoONATO
is the transmitted DCLA field 32 PPM
slots long with the specified sequence for
2 Mbit/s, where 1 indicates a pulse in the
PPM slot and 0 indicates no pulse in the
PPM slot?

2 Mbit/s:
00100010001000100010001000100010

IR6 Is the transmitted LENGTH field the correct | 16.2.4.5 M Yes O
PPM representation of the unsigned 16-bit
binary integer, Isb transmitted first, equal to
the correct value provided by the TXVEC-
TOR parameter LENGTH?

IR7 Is the transmitted CRC field the correct PPM | 16.2.4.6 M Yes O
representation of the CRC value calculated
as per reference subclause, transmitted Isb
first?

IR8 Is the transmitted PSDU field the correct 16.2.4.7 M Yes O
PPM representation of the PSDU, transmit-
ted Isb first?

IR9 When the CCA is false does transmission 16.2.5.1 M Yes O
begin based on PHY TXSTART.request?

IR10 Does the PHY issue a PHYTXSTART.con- 16.2.5.1 M Yes O
firm after the transmission of the PLCP
header?

IR11 Does the PHY accept each octet of the 16.2.5.1 M YesQ
PSDU in a PHYDATA .request and answer
with a PHYDATA..confirm?

IR12 Does the PHY cease transmission in 16.2.5.1 M Yes O
response to a PHY TXEND.request and
answer with a PHY TXEND.confirm?

IR13 Does the PHY of a receiving STA send a 16.2.5.2 M Yes O
PHYCCA.indicate during reception of the
SYNC field?

IR14 Does the PHY of a receiving STA properly 11612512 M Yes O
receive a transmission that changes data rate
according to the DR field?

IR15 Does the PHY of a receiving STA properly 16.2.5.2 M YesOd
reject an incorrect CRC?

IR16 Does the PHY of a receiving STA properly 16.2.52,16243 | M Yes O
reject a DR field other than those specified in
reference subclause?

IR17 Does the PHY of a receiving STA send 16.2.5.2 M Yes O
PHYRXSTART.indicate with correct RATE
and LENGTH parameters after proper recep-
tion of PLCP preamble and PLCP header?

IR18 Does the PHY of a receiving STA forward 16.2.5.2 M Yes O
receive octets in PHYDATA. indicate primi-
tives?

IR19 Does the PHY of a receiving STA send a 16.2.5.2 M Yes O

PHYRXEND.indicate after the final octet
indicated by the LENGTH field?
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A.4.7 Infrared baseband PHY functions (continued)

Item Feature References Status Support

1IR20 Does the PHY of a receiving STA send a 16.2.5.2 M Yes U
PHYCCA.indicate with a state value of
IDLE after the PHYRXEND.indicate?

IR21 Does the PHY reset its CCA detection mech- | 16.2.5.3 M Yes O
anism upon receiving a PHYC-
CARST.request, and respond with a
PHYCCARST.indicate?

1IR22 When transmitting at 1 Mbit/s does the 16.3.2.1,163.22 | M Yes O
PHY transmit PPM symbols according to the
16-PPM Basic Rate Mapping table, transmit-
ting from left to right?

IR23 When transmitting at 2 Mbit/s does the 16.3.2.1,16.3.2.2 | IRSa:M Yes O
PHY transmit PPM symbols according to the
4-PPM Enhanced Rate Mapping table, trans-
mitting from left to right?

IR24 Does the PHY operate over a temperature 163.2.4 M Yes O
range of 0 °C to 40 °C?
* IR25 If the unit is conformant to emitter radiation | 16.3.3.1 0.1 YesONo QO N/AQ

mask 1, is the peak optical power of an emit-
ted pulse within the specification range aver-
aged over the pulse width?

* [R26 If the unit is conformant to emitter radiation | 16.3.3.1 0.1 YesONoON/AQ
mask 2, is the peak optical power of an emit-
ted pulse within the specification range aver-
aged over the pulse width?

1IR27 Does the transmitted pulse shape conformto | 16.3.3.2 M Yes O
the description of the reference subclause?
IR28 Does the emitter radiation pattern as a func- 16:3:353 IR25:M YesONoON/AQO

tion of angle conform to the requirements of
the reference subclause as applicable based
on conformance to emitter radiation mask 1?

IR28a | Does the emitter radiation pattern as a func- 163.3.3 IR26:M YesUNoON/AQ
tion of angle conform to the requirements of
the reference subclause as applicable based

on conformance to emitter radiation mask 27

IR29 Is the peak emitter optical output as a func- 16.33.4 M Yes O
tion of wavelength in the range specified?

1IR30 Does the spectrum of the transmit signal 16.3.3.5 M Yes O
amplitude as a voltage or current meet the
requirements of the reference subclause?

IR31 Does the receiver sensitivity meet the 16.3.4.1 M Yes O
requirements of the reference subclause
for receive signals of both 1 Mbit/s and

2 Mbit/s?

IR32 Does the receiver exhibit a dynamic rangeas | 16.3.4.2 M Yes U
specified in reference subclause?

IR33 Does the receiver field-of-view conform to 16.3.4.3 M Yes O
the requirements of the reference subclause?

1IR34 When it is known that the conditions are 16.3.5.1 M Yes O

such that the Carrier Detect Signal and the
Energy Detect Signal are false is the CCA
asserted IDLE?
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A.4.7 Infrared baseband PHY functions (continued)

Item Feature References Status Support

IR35 When the conditions are such that Energy 16.3.5.1 M Yes O
Detect is true for greater than the time
defined in reference subclause, does CCA

become IDLE?

IR36 When conditions are such that either Carrier | 16.3.5.1 M Yes O
Detect or Energy Detect go true, does CCA
go BUSY?

IR37 Are these compliance groups implemented? 16.4 M Yes O

dot11PhyIRComplianceGroup,
dotl 1 PhyRegDomainsSupportGroup, and
dotl1PhyOperationComplianceGroup
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Annex B

(informative)

Hopping sequences

The following tables pertain to the hopping sequences for North America and ETSI.
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Table B.1—Hopping sequence set 1

index 0 3 6 9 12 15 18 21 24 27 30 33 36
1 2 5 8 11 14 17 20 23 26 29 372 35 38
2 25 28 31 34 37 40 43 46 49 52 55 58 61
3 64 67 70 73 76 79 3 6 9 12 15 18 21
4 10 13 16 19 22 25 28 31 34 37 40 43 46
5 45 48 51 54 57 60 63 66 69 72 753 78 2
6 18 21 24 27 30 33 36 39 42 45 48 51 54
f 73 76 79 3 6 9 12 LS 18 21 24 27 30
8 49 52 b) 58 61 64 67 70 3 76 79 3 6
9 21 24 27 30 33 36 39 42 45 48 51 54 57

10 63 66 69 72 75 78 2 5 8 11 14 17 20
11 78 2 ) 8 11 14 17 20 23 26 29 32 35
12 31 34 37 40 43 46 49 52 55 58 61 64 67
13 61 64 67 70 73 76 79 3 6 9 12 15 18
14 24 27 30 33 36 39 42 45 48 51 54 57 60
15 54 57 60 63 66 69 72 75 78 2 5 8 11
16 65 68 71 74 0 80 4 f 10 13 16 19 22
17 28 31 34 37 40 43 46 49 52 58 58 61 64
18 79 3 6 9 12 i) 18 2 24 27 30 33 36
19 33 36 39 42 45 48 51 54 57 60 63 66 69
20 4 7 10 13 16 19 22 25 28 31 34 37 40
21 20 23 26 29 32 35 38 41 44 47 50 53 56
22 13 16 19 22 25 28 31 34 37 40 43 46 49
23 38 41 44 47 50 53 56 59 62 65 68 71 74
24 74 77 80 4 7 10 13 16 19 22 25 28 31
25 56 59 62 65 68 71 74 i) 80 4 7 10 13
26 71 74 77 80 4 7 10 13 16 19 22 25 28
27 23 26 29 32 35 38 41 44 47 50 53 56 59
28 5) 8 i1 14 17 20 23 26 29 32 35 38 41
29 39 42 45 48 51 54 57 60 63 66 69 2 75
30 12 15 18 21 24 27 30 33 36 39 42 45 48
31 36 39 42 45 48 51 54 57 60 63 66 69 72
32 68 71 74 77 80 4 7 10 13 16 19 22 25
33 9 12 15 18 21 24 27 30 33 36 39 42 45
34 70 72} 76 79 3 6 9 12 15 18 21 24 27
35 77 80 4 7 10 13 16 19 22 25 28 31 34
36 6 9 12 15 18 21 24 21, 30 33 36 39 42
37 62 65 68 71 74 L/ 80 4 7 10 13 16 19
38 29 32 35 38 4] 44 47 50 53 56 59 62 65
39 14 17 20 23 26 29 32 35 38 41 44 47 50
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Table B.1—Hopping sequence set 1 (continued)

index 0 3 6 9 12 15 18 21 24 27 30 33] 36

40 27 30 33 36 39 42 45 48 51 54 57 60 63

41 16 19 22 25 28 31 34 37 40 43 46 49 52

42 59 62 65 68 71 74 77 80 4 i/ 10 13 16
43 43 46 49 52 55 58 61 64 67 70 73 76 79
44 76 79 8 6 9 12 15 18 21 24 i) 30 33
45 34 37 40 43 46 49 52 55 58 61 64 67 70
46 72 75 78 2 5 8 11 14 17 20 23 26 29
47 11 14 17 20 23 26 29 32 39 38 41 44 47
48 60 63 66 69 72 75 78 2 S 8 11 14 17
49 80 4 7 10 13 16 19 22 25 28 3]l 34 317
50 47 50 53 56 59 62 65 68 71 74 i/ 80 4
51 22 25 28 31 34 37 40 43 46 49 52 55 58
52 ) 78 2 S 8 11 14 17 20 23 26 29 32
53 66 69 72 75 78 2 5 8 11 14 17 20 23

54 41 44 47 50 53 56 59 62 65 68 71 74 ALk

55 15 18 21 24 27 30 33 36 39 42 45 48 51

56 35 38 41 44 47 50 53 56 59 62 65 68 71

57 67 70 73 76 79 3 6 9 12 15 18 21 24
58 52 55 58 61 64 67 70 /3 76 79 2) 6 9
59 58 61 64 67 70 73 76 79 3 6 9 12 15
60 44 47 50 53 56 59 62 65 68 71 74 97 80
61 50 53 56 59 62 65 68 71 74 77 80 4 7
62 17 20 23 26 29 32 35 38 41 44 47 50 53
63 7 10 13 16 19 22 25 28 3l 34 377 40 43
64 19 22 25 28 31 34 37 40 43 46 49 52 55
65 8 11 14 17 20 23 26 29 32 35 38 41 44
66 69 72 75 78 2 S 8 11 14 17 20 23 26
67 51 54 S 60 63 66 69 72 S 78 2 5 8
68 42 45 48 51 54 57 60 63 66 69 2 7S 78
69 3 6 9 12 15 18 21 24 27 30 33 36 39
70 30 33 36 39 42 45 48 51 54 57 60 63 66
71 57 60 63 66 69 72 7/5) 78 2 S 8 11 14
72 37 40 43 46 49 52 55 58 61 64 67 70 73
3 55 58 61 64 67 70 73 76 79 3 6 9 12
74 26 29 32 35 38 41 44 47 50 53 56 59 62
75 46 49 52 55 58 61 64 67 70 73 76 79 3
76 53 56 59 62 65 68 il 74 77 80 4 1/ 10

77 40 43 46 49 52 55 58 61 64 67 70 73 76

78 32 35 38 41 44 47 50 53 56 59 62 65 68

79 48 51 54 ST 60 63 66 69 72 78 78 2 5
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Table B.1—Hopping sequence set 1 (continued)

index 39 42 45 48 51 54 57 60 63 66 69 72 75
1 41 44 47 50 33 56 59 62 65 68 71 74 77
2 64 67 70 73 76 79 3 6 9 12 15 18 21
3 24 27 30 33 36 39 42 45 48 51 54 57 60
4 49 52 55 58 61 64 67 70 78 76 79 3 6
5 5) 8 11 14 17 20 23 26 29 32 35 38 41
6 57 60 63 66 69 72 75 78 2 5 8 11 14
i 33 36 39 42 45 48 51 54 57 60 63 66 69
8 9 12 15 18 21 24 27 30 33 36 39 42 45
9 60 63 66 69 72 75 78 2 5) 8 11 14 17

10 23 26 29 32 35 38 41 44 47 50 53 56 59
11 38 41 41 47 50 53 56 59 62 65 68 71 74
12 70 73 76 79 3 6 9 12 15 18 21 24 24
13 21 24 27 30 33 36 39 42 45 48 51 54 57
14 63 66 69 72 75 78 2 5 8 11 14 17 20
15 14 17 20 23 26 29 32 35 38 41 44 47 50
16 25 28 3] 34 37 40 43 46 49 52 55 58 61
17 67 70 73 76 79 8 6 9 12 15 18 21 24
18 39 42 45 48 51 54 57 60 63 66 69 72 75
19 72 75 78 2 5 8 11 14 17 20 23 26 29
20 43 46 49 52 55 58 61 64 67 70 73 76 79
21 59 62 65 68 7l 74 7 80 4 7 10 13 16
22 52 55 58 61 64 67 70 73 76 79 3 6 9
23 7, 80 4 fl 10 13! 16 19 22 25 28 31 34
24 34 37 40 43 46 49 52 55 58 61 64 67 70
25 16 19 22 25 28 31 34 37 40 43 46 49 52
26 31 34 37 40 43 46 49 52 55 58 61 64 67
27, 62 65 68 71 74 77 80 4 7 10 13 16 19
28 44 47 50 53 56 59 62 65 68 71 74 77 80
29 78 2 5 8 11 14 17 20 23 26 29 32 35
30 51 54 57 60 63 66 69 72 05 78 2 S 8
31 75 78 2 5 8 11 14 17 20 28 26 29 32
32 28 31 34 37 40 43 46 49 52 55 58 61 64
33 48 51 54 57 60 63 66 69 72 75 78 2 3
34 30 33 36 39 42 45 48 51 54 57 60 63 66
35 31/ 40 43 46 49 52 55 58 61 64 67 70 73
36 45 48 51 54 57 60 63 66 69 72 75 78 2
377 22 235 28 31 34 3f7 40 43 46 49 52 55 58
38 68 71 74 77 80 4 7 10 13 16 19 22 25
39 53 56 59 62 65 68 71 74 77 80 4 7 10
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Table B.1—Hopping sequence set 1 (continued)

index 39 42 45 48 51 54 57 60 63 66 69 2 75

40 66 69 72 ¥ 78 2 5 8 11 14 17 20 23
41 35 58 61 64 67 70 73 76 79 3 6 9 12
42 19 22 25 28 31 34 37 40 43 46 49 52 55
43 3 6 9 12 15 18 21 24 27 30 33 36 39
44 36 39 42 45 48 51 54 57 60 63 66 69 72
45 3 76 79 3 6 9 12 15 18 21 24 21 30
46 39 35 38 41 44 47 50 53 56 59 62 65 68
47 50 53 56 59 62 65 68 71 74 77 80 4 7

48 20 23 26 29 32 35 38 41 44 47 50 53 56

49 40 43 46 49 52 55 58 61 64 67 70 73 76

50 7 10 13 16 19 22 25 28 31 34 37 40 43

51 61 64 67 70 73 76 79 3 6 9 12 15 18

52 35 38 41 44 47 50 53 56 59 62 65 68 71

53 26 29 32 35 38 41 44 47 50 53 56 59 62

54 80 4 7 10 13 16 19 22 25 28 31 34 37
55 54 LY 60 63 66 69 72 s 78 2 S 8 11
56 74 77 80 4 fl 10 13 16 19 22 25 28 31

57 27 30 33 36 39 42 45 48 51 54 57 60 63

58 12 155 18 21 24 2, 30 33 36 39 42 45 48

59 18 21 24 27 30 33/ 36 39 42 45 48 S 54

60 4 7 10 13 16 19 22 25 28 ]l 34 37 40
61 10 13 16 19 22 25 28 31 34 37 40 43 46
62 56 59 62 65 68 71 74 77 80 4 7 10 13
63 46 49 52 55 58 61 64 67 70 13 76 79 3
64 58 61 64 67 70 3 76 79 3 6 9 12, 15
65 47 50 53 56 59 62 65 68 71 74 77 80 4

66 29 32 35 38 41 44 47 50 53 56 59 62 65

67 11 14 17 20 23 26 29 32 3 38 41 44 47

68 2 5 8 11 14 17 20 23 26 29 32 35 38
69 42 45 48 51 54 57 60 63 66 69 72 7S 78
70 69 72 ) 78 2 5 8 i1 14 17 20 23 26
71 17 20 23 26 29 32 33 38 41 44 47 50 53
72 76 79 3 6 9 12 15 18 21 24 27 30 33
3 IS 18 21 24 27 30 39 36 39 42 45 48 51
74 65 68 71 74 77 80 4 7 10 13 16 19 22
75 6 9 12 15 18 21 24 27 30 33 36 39 42
76 13 16 19 22, 25 28 31 34 37 40 43 46 49
7 79 3 6 9 12 15 18 21 24 20 30 33 36
78 71 74 77 80 4 7/ 10 13 16 19 22 25 28
79 8 11 14 15/ 20 23 26 29 32 35 38 41 44
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Table B.2—Hopping sequence set 2

index 1 4 7 10 13 16 19 22 25 28 31 34 37
1 3 6 9 12 15 18 24 24 27 30 33 36 39
2) 26 29 32 35 38 41 44 47 50 33 56 59 62
2} 65 68 i7Al 74 77 80 4 f 10 13 16 19 22
4 11 14 17 20 23 26 29 32 35 38 41 44 47
) 46 49 52 55 58 61 64 67 70 73 76 79 3
6 19 22 25 28 3 34 37 40 43 46 49 52 55
7/ 74 77 80 4 i/ 10 13 16 19 22 25 28 31
8 50 33 56 59 62 65 68 71 74 77 80 4 7
9 22 25 28 31 34 39, 40 43 46 49 52 55 58
10 64 67 70 73 76 79 2] 6 9 12 LS 18 21
11 79 3 6 9 12 15 18 21 24 27 30 33 36
12 32 35 38 41 44 47 50 53 56 59 62 65 68
13 62 65 68 71 74 77 80 4 7/ 10 13 16 19
14 25 28 31 34 37 40 43 46 49 52 55 58 61
15 55 58 61 64 67 70 3 76 79 3 6 9 12
16 66 69 72 75 78 2 5) 8 11 14 17 20 23
17 29 32 3 38 41 44 47 50 53 56 59 62 65
18 80 4 7 10 13 16 19 22 25 28 31 34 37
19 34 37 40 43 46 49 52 55 58 61 64 67 70
20 S 8 11 14 17 20 23 26 29 32 35 38 41

21 21 24 247 30 33 36 39 42 45 48 51 54 57

22 14 17 20 23 26 29 32 35 38 41 44 47 50

28 39 42 45 48 S 54 57 60 63 66 69 72 753

24 75 78 2 5 8 11 14 17 20 23 26 29 32
25 57 60 63 66 69 72 75 78 2 5 8 11 14
26 72 75 78 2 5 8 11 14 17 20 23 26 29
2 24 27 30 33 36 39 42 45 48 51 54 57 60
28 6 9 12 15 18 21 24 27 30 33 36 39 42

29 40 43 46 49 52 55 58 61 64 67 70 73 76

30 13 16 19 22 25 28 34 34 37 40 43 46 49

31 37 40 43 46 49 52 55 58 61 64 67 70 73

32 69 72 75 78 2 S 8 11 14 17 20 23 26
33 10 13 16 19 22 25 28 3il 34 37 40 43 46
34 71 74 77/ 80 4 7 10 13 16 19 22 25 28
35 78 2 5 8 11 14 17 20 23 26 29 32 35
36 7 10 13 16 19 22 25 28 31 34 3 40 43
37 63 66 69 2 75 78 2 5 8 11 14 17 20

38 30 33 36 39 42 45 48 51 54 ¥ 60 63 66

39 15 18 21 24 27 30 33 36 39 42 45 48 51
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Table B.2—Hopping sequence set 2 (continued)

index 1 4 ] 10 13 16 19 22 25 28 31 34 37

40 28 31 34 3y 40 43 46 49 52 5 58 61 64

41 17 20 23 26 29 32 35 38 41 44 47 50 53

42 60 63 66 69 72 75 78 2 5 8 11 14 17
43 44 47 50 53 56 59 62 65 68 71 74 77 80
44 77 80 4 7 10 13 16 19 22 25 28 31 34
45 35 38 41 44 47 50 53/ 56 59 62 65 68 71
46 73 76 79 3 6 9 12 15 18 21 24 27 30
47 12 15 18 21 24 2! 30 33 36 39 42 45 48
48 61 64 67 70 73 76 79 3 6 9 12 15 18
49 2, 5 8 11 14 17 20 23 26 29 32 3S 38
50 48 51 54 57 60 63 66 69 72 75 78 2 S
51 23 26 29 32 35 38 41 44 47 50 53 56 59
52 76 79 < 6 9 12 13 18 21 24 27 30 33
58 67 70 73 76 79 3 6 9 12 15 18 21 24

54 42 45 48 51 54 57 60 63 66 69 72 75 78

55 16 19 22 25 28 31 34 37 40 43 46 49 52

56 36 39 42 45 48 51 54 57 60 63 66 69 72

57 68 71 74 77 80 4 {/ 10 13 16 19 22 25
58 53 56 59 62 65 68 71 74 77 80 4 7 10
59 59 62 65 68 71 74 il 80 4 i 10 13 16
60 45 48 S| 54 57 60 63 66 69 72 75 78 2
61 51 54 57 60 63 66 69 72 75 78 2 S) 8
62 18 21 24 27 30 33 36 39 42 45 48 51 54
63 8 11 14 17 20 23 26 29 32 35 38 41 44
64 20 23 26 29 39, 35 38 41 44 47 50 53 56
65 9 12 15 18 21 24 27 30 33 36 39 42 45
66 70 73 76 79 3 6 9 12 15 18 21 24 27
67 52 55 58 61 64 67 70 78 76 79 3 6 9
68 43 46 49 52 55 58 61 64 67 70 73 76 79
69 4 7 10 13 16 19 22 25 28 31 34 37 40
70 31 34 37 40 43 46 49 5% 55 58 61 64 67
71 58 61 64 67 70 73 76 79 3 6 9 12 1S
72 38 41 44 47 50 53 56 59 62 65 68 71 74
73 56 59 62 65 68 71 74 77 80 4 7 10 13
74 27 30 33 36 39 42 45 48 51 54 57 60 63
75 47 50 53 56 59 62 65 68 71 74 77 80 4
76 54 57 60 63 66 69 72 75 78 2 5 8 11

77 41 44 47 50 53 56 59 62 65 68 71 74 77
78 33 36 39 42 45 48 51 54 57 60 63 66 69

79 49 52 55 58 61 64 67 70 B 76 79 3 6
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Table B.2—Hopping sequence set 2 (continued)

index 40 43 46 49 52 55 58 61 64 67 70 73 76
1 42 45 48 51 54 57 60 63 66 69 72 75 78
2 65 68 71 74 77 80 4 7, 10 13 16 19 22
3 25 28 31 34 3 40 43 46 49 52 55 58 61
4 50 53 56 59 62 65 68 71 74 77 80 4 7/
5 6 9 12 15 18 21 24 27 30 33 36 39 42
6 58 61 64 67 70 3 76 79 3 6 9 12 15
fi 34 37 40 43 46 49 52 55 58 61 64 67 70
8 10 13 16 19 22 25 28 31 34 317 40 43 46
9 61 64 67 70 73 76 79 3 6 9 12 15 18

10 24 27 30 38 36 39 42 45 48 51 54 57 60
11 39 42 45 48 Sl 54 57 60 63 66 69 72 75
12 71 74 A 80 4 7 10 13 16 19 22 25 28
13 22 25 28 3l 34 37 40 43 46 49 52 SE) 58
14 64 67 70 78 76 79 3 6 9 12 15 18 21
15 15 18 21 24 200 30 33 36 39 42 45 48 SH
16 26 29 32 35 38 41 44 47 50 53 56 59 62
17 68 71 74 7 80 4 7/ 10 13 16 19 22 25
18 40 43 46 49 52 35 58 61 64 67 70 73 76
19 B 76 79 3 6 9 12 15 18 21 24 24 30
20 44 47 50 53 56 59 62 65 68 71 74 9 80
21 60 63 66 69 72 75 78 2 5 8 11 14 17
22 53 56 59 62 65 68 71 74 77 80 4 7 10
28 78 2 S) 8 11 14 17 20 23 26 29 32 35
24 3$ 38 41 44 47 50 33 56 59 62 65 68 71
25 17 20 23 26 29 37, 35 38 41 44 47 50 53
26 32 35 38 41 44 47 50 53 56 59 62 65 68
27 63 66 69 72 75 78 2; 5 8 11 14 7 20
28 45 48 51 54 S 60 63 66 69 72 75 78 2
29 79 3 6 9 12 15 18 21 24 27 30 33 36
30 52 55 58 61 64 67 70 73 76 79 3 6 9
31 76 79 3 6 9 12 15 18 21 24 2 30 33
32 29 32 35 38 41 44 47 50 53 56 59 62 65
33 49 52 55 58 61 64 67 70 73 76 79 g 6
34 31 34 37 40 43 46 49 52 55 58 61 64 67
35 38 41 44 47 50 53 56 59 62 65 68 71 74
36 46 49 52 55 58 61 64 67 70 73 76 79 3
37 23 26 29 32 35 38 41 44 47 50 S8 56 59
38 69 72 75 78 2 5 8 11 14 17 20 23 26
39 54 57 60 63 66 69 42 75 78 2 5) 8 11
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Table B.2—Hopping sequence set 2 (continued)

index 40 43 46 49 52 55 58 61 64 67 70 73 76
40 67 70 73 76 79 g 6 9 12 15 18 21 24
41 56 59 62 65 68 71 74 77 80 4 i 10 13
42 20 23 26 29 32 35 38 41 44 47 50 53 56
43 4 7 10 13 16 19 22 25 28 31 34 37, 40
44 37 40 43 46 49 52 55 58 61 64 67 70 83
45 74 i/ 80 4 i/ 10 13 16 19 22 25 28 31
46 33 36 39 42 45 48 51 54 57 60 63 66 69
47 51 54 57 60 63 66 69 72 75 78 2 5 8
48 21 24 27 30 33 36 39 42 45 48 51 54 57
49 4] 44 47 50 53 56 59 62 65 68 71 74 77
50 8 11 14 17 20 23 26 29 32 35 38 41 44
51 62 65 68 i 74 77 80 4 ) 10 13 16 19
52 36 39 42 45 48 51 54 57 60 63 66 69 72
S3 27 30 33, 36 39 42 45 48 51 54 57 60 63
54 2; S 8 11 14 17 20 23 26 29 32 35 38
55 59 58 61 64 67 70 73 76 79 3 6 9 12
56 75 78 2 5 8 11 14 17 20 23 26 29 32
57 28 31 34 37 40 43 46 49 52 55 58 61 64
58 13 16 19 22 25 28 31 34 37 40 43 46 49
59 19 22 25 28 3il 34 37 40 43 46 49 52 55
60 S 8 11 14 17 20 23 26 29 32 35 38 41
61 11 14 17 20 23 26 29 32 35 38 41 44 47
62 57 60 63 66 69 72 7S, 78 2] S5 8 11 14
63 47 50 53 56 59 62 65 68 71 74 i 80 4
64 59 62 65 68 71 74 il 80 4 7 10 13 16
65 48 51 54 57 60 63 66 69 7. 75 78 2 5
66 30 33 36 39 42 45 48 51 54 57 60 63 66
67 12 15 18 21 24 27 30 33 36 39 42 45 48
68 3 6 9 12 15 18 21 24 27 30 33 36 39
69 43 46 49 52 55 58 61 64 67 70 78 76 79
70 70 73 76 79 3 6 9 12 15 18 21 24 27
71 18 21 24 27 30 33 36 39 42 45 48 51 54
72 /i 80 4 7 10 13 16 19 22 25 28 31 34
73 16 19 22 25 28 31 34 377 40 43 46 49 52
74 66 69 72 75 78 2 G} 8 11 14 17 20 23
75 J/ 10 13 16 19 22 25 28 31 34 37 40 43
76 14 17 20 23 26 29 32 35 38 41 44 47 50
77 80 4 7 10 13 16 19 22 25 28 31 34 37
78 72 75 78 2 5 8 11 14 17 20 23 26 29
79 9 12 15 18 21 24 27 30 33 36 39 42 45
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Table B.3—Hopping sequence set 3

index ) S 8 11 14 17 20 23 26 29 32 35 38
1 4 7 10 13 16 19 22 25 28 31 34 37 40
2 27 30 33 36 39 42 45 48 51 54 57 60 63
3 66 69 72 75 78 2 5 8 It 14 17 20 23
4 12 15 18 21 24 27 30 33 36 39 42 45 48
5 47 50 53 56 59 62 65 68 71 74 77 80 4
6 20 23 26 29 32 35 38 41 44 47 50 53 56
i 755 78 2 5 8 11 14 17 20 23 26 29 32
8 51 54 57 60 63 66 69 72 75 78 2 5 8
9 23 26 29 32 35 38 41 44 47 50 53 56 59

10 65 68 71 74 7 80 4 74 10 13 16 19 22
11 80 4 ] 10 13 16 19 22 25 28 31 34 37
12 33 36 39 42 45 48 51 54 57 60 63 66 69
13 63 66 69 72 75 78 2 5 8 Il 14 17 20
14 26 29 32 35 38 41 44 47 50 53 56 59 62
15 56 59 62 65 68 71 74 77 80 4 il 10 13
16 67 70 73 76 79 3 6 9 12 15 18 21 24
17 30 33 36 39 42 45 48 51 54 57 60 63 66
18 2, 5 8 11 14 17 20 23 26 29 32 35 38
19 35 38 41 44 47 50 53 56 59 62 65 68 71
20 6 9 12 15 18 21 24 27 30 33 36 39 42
21 22 25 28 31 34 37 40 43 46 49 52 55 58

22 15 18 21 24 21l 30 33 36 39 42 45 48 51

23 40 43 46 49 52 55 58 61 64 67 70 73 76

24 76 79 3 6 9 12 15 18 21 24 2147 30 33
25 58 61 64 67 70 73 76 79 8 6 9 12 15
26 73 76 79 3 6 9 12 15 18 21 24 27 30
27 25 28 31 34 37 40 43 46 49 52 55 58 61
28 7/ 10 13 16 19 22 25 28 31 34 37 40 43

29 41 44 47 50 53 56 59 62 65 68 71 74 i

30 14 17 20 23 26 29 32, 35 38 41 44 47 50

31 38 41 44 47 50 53 56 59 62 65 68 71 74

32 70 73 76 79 3 6 9 12 15 18 21 24 27
33 11 14 17 20 23 26 29 32 35 38 41 44 47
34 72 75 78 2 5) 8 11 14 17 20 23 26 29
35 79 3 6 9 12 15 18 21 24 27 30 33 36
36 8 11 14 17 20 23 26 29 32 35 38 41 44
37 64 67 70 8 76 79 3 6 9 12 15 18 21

38 31 34 37 40 43 46 49 52 55 58 61 64 67

39 16 19 22 25 28 31 34 37 40 43 46 49 52
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Table B.3—Hopping sequence set 3 (continued)

index 2 5 8 il 14 17 20 23 26 29 32 35 38

40 29 32 35 38 41 44 47 50 53 56 59 62 65

41 18 21 24 27 30 33 36 39 42 45 48 51 54

42 61 64 67 70 73 76 79 3 6 9 12 15 18
43 45 48 51 54 57 60 63 66 69 72 75 78 2
44 78 2 S 8 11 14 17 20 28 26 29 32 35
45 36 39 42 45 48 51 54 S 60 63 66 69 2
46 74 77 80 4 7 10 13 16 19 22 25 28 31
47 13 16 19 22 25 28 31 34 3f7 40 43 46 49
48 62 65 68 7l 74 77 80 4 Tl 10 13 16 19
49 3 6 9 12 15 18 21 24 27 30 33 36 39
50 49 52 55 58 61 64 67 70 73 76 79 3 6
51 24 27 30 33 36 39 42 45 48 51 54 S 60
52, 77 80 4 7 10 i3 16 19 22 25 28 31 34
53 68 71 74 7 80 4 7 10 13 16 19 22 25

54 43 46 49 52) 55 58 61 64 67 70 73 76 79
55 17 20 23 26 29 32 35 38 41 44 47 50 53
56 37 40 43 46 49 52 55 58 61 64 67 70 73

Sl 69 0/7) 75 78 2 5 8 11 14 17 20 23 26
58 54 57 60 63 66 69 72 75 78 2 ) 8 11
59 60 63 66 69 2 75 78 2 5 8 11 14 17
60 46 49 52 59 58 61 64 67 70 73 76 79

61 52 55 58 61 64 67 70 73 76 79 3 6 9
62 19 22 25 28 31 34 37 40 43 46 49 52 55
63 9 12 15 18 21 24 27 30 34 36 39 42 45

64 21 24 27 30 33 36 39 42 45 48 51 54 57

65 10 13 16 19 22 25 28 31 34 37 40 43 46

66 71 74 7/ 80 4 7 10 13 16 19 22 25 28
67 53 56 59 62 65 68 il 74 77 80 4 7/ 10
68 44 47 50 53 56 59 62 65 68 71 74 i/l 80
69 S 8 11 14 17 20 28 26 29 32 35 38 41
70 32 35 38 41 44 47 50 53 56 59 62 65 68
71 59 62 65 68 71 74 77 80 4 7 10 13 16
72 39 42 45 48 51 54 57 60 63 66 69 72, i,
73 57 60 63 66 69 72 75 78 2 5 8 11 14
74 28 31 34 37 40 43 46 49 52 55 58 61 64
75 48 S 54 57 60 63 66 69 72 75 78 2 5
76 55 58 61 64 67 70 3 76 79 3 6 9 12

77 42 45 48 51 54 57 60 63 66 69 0 7S 78
78 34 37 40 43 46 49 52 55 58 61 64 67 70
79 50 53 56 59 62 65 68 73] 74 717 80 4 7
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Table B.3—Hopping sequence set 3 (continued)

index 41 44 47 50 53 56 59 62 65 68 71 74 77

1 43 46 49 52 55 58 61 64 67 70 73 76 79
2 66 69 72 75 78 2 5 8 11 14 17 20 23
3 26 29 32 35 38 41 44 47 50 53 56 59 62
4 51 54 57 60 63 66 69 72 75 78 2 S 8
5 7 10 13 16 19 22 25 28 31 34 37 40 43
6 59 62 65 68 71 74 77 80 4 7 10 13 16
J/ 35 38 41 44 47 50 53 56 59 62 65 68 71
8 11 14 17 20 23 26 29 32 35 38 41 44 47
9 62 65 68 71 74 77 80 4 i 10 13 16 19
10 25 28 31 34 37 40 43 46 49 52 55 58 61
11 40 43 46 49 52 S5 58 61 64 67 70 73 76
12 72 75 78 2 5 8 11 14 17 20 23 26 29
13 23 26 29 32 35 38 41 44 47 50 53 56 59
14 65 68 71 74 7 80 4 il 10 13 16 19 22

15 16 19 22 25 28 31 34 317 40 43 46 49 52

16 27 30 33 36 39 42 45 48 51 54 57 60 63

17 69 17 75 78 ) 5 8 11 14 17 20 23 26
18 41 44 47 50 53 56 59 62 65 68 71 74 7
19 74 77 80 4 7 10 13 16 19 22 25 28 31
20 45 48 il 54 57 60 63 66 69 72 75 78 2
21 61 64 67 70 73 76 79 3 6 9 12 15 18
22 54 S 60 63 66 69 72 /s 78 2 S 8 11
23 79 3 6 9 12 15 18 21 24 27 30 33 36

24 36 39 42 45 48 51 54 S 60 63 66 69 72

25 18 21 24 21 30 33 36 39 42 45 48 51 54

26 33 36 39 42 45 48 51 54 57, 60 63 66 69

27 64 67 70 73 76 79 3 6 9 12 15 18 21
28 46 49 52 55 58 61 64 67 70 73 76 79 3
29 80 4 {/ 10 13 16 19 22 25 28 31 34 37
30 53 56 59 62 65 68 71 74 flil 80 4 7 10
31 77 80 4 7 10 13 16 19 22 25 28 31 34
32 30 33 36 39 42 45 48 51 54 57 60 63 66
33 50 53 56 59 62 65 68 71 74 77 80 4 ¥
34 32 35 38 41 44 47 50 53 56 59 62 65 68
35 39 42 45 48 51 54 57/ 60 63 66 69 72 i)
36 47 50 53 56 59 62 65 68 71 74 7, 80 4
37 24 27 30 33 36 39 42 45 48 51 54 57 60
38 70 73 76 79 3 6 9 12 15 18 21 24 217
39 5 58 61 64 67 70 3 76 79 3 6 9 12,
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Table B.3—Hopping sequence set 3 (continued)

index 41 44 47 50 53 56 59 62 65 68 71 74 77

40 68 731 74 e 80 4 7 10 13 16 19 22 25
41 57 60 63 66 69 2 75 78 2 5) 8 11 14
42 21 24 27 30 33 36 39 42 45 48 51 54 S
43 5 8 11 14 17 20 23 26 29 32 35 38 41
44 38 41 44 47 50 53 56 59 62 65 68 71 74
45 75 78 2 5 8 11 14 1/ 20 23 26 29 32
46 34 37 40 43 46 49 52 By 58 61 64 67 70
47 52 55 58 61 64 67 70 73 76 79 3 6 9

48 22 25 28 31 34 37 40 43 46 49 52 55 58

49 42 45 48 51 54 ST 60 63 66 69 72 75 78

50 9 12 155 18 211 24 27 30 33 36 39 42 45
51 63 66 69 2 75 78 2 S 8 11 14 17 20
52 37 40 43 46 49 52 55 58 61 64 67 70 3
53 28 31 34 37 40 43 46 49 52 S5 58 61 64
54 3 6 9 12 15 18 21 24 27 30 33 36 39
55 56 59 62 65 68 71 74 77 80 4 7 10 13
56 76 79 3 6 9 12 15 18 21 24 27 30 33

57 29 32 35 38 41 44 47 50 53 56 59 62 65

58 14 17 20 23 26 29 3%, 35 38 41 44 47 50

59 20 23 26 29 32 35 38 41 A4 47 50 58 56

60 6 9 12 15 18 21 24 27 30 33 36 39 42
61 12 15 18 2! 24 27 30 33 36 39 42 45 48
62 58 61 64 67 70 73 76 79 3 6 9 12) 15
63 48 51 54 57 60 63 66 69 72 s 78 2 5}
64 60 63 66 69 72, 75 78 2 5 8 11 14 17
65 49 52 55 58 61 64 67 70 73 76 79 3 6

66 31 34 3 40 43 46 49 52 55 58 61 64 67

67 13 16 19 22 25 28 31 34 37 40 43 46 49

68 4 7 10 13 16 19 22 25 28 31 34 3 40
69 44 47 50 53 56 59 62 65 68 71 74 77 80
70 71 74 7 80 4 7 10 13 16 19 22 25 28
71 19 22 25 28 31 34 37 40 43 46 49 52 58
72 78 2 5) 8 11 14 17 20 23 26 29 32 35
B 17 20 23 26 29 32 35 38 41 44 47 50 53
74 67 70 73 76 79 3 6 9 12 15 18 21 24
75 8 11 14 17 20 23 26 29 32 35 38 41 44
76 15 18 21 24 27 30 33 36 39 42 45 48 51
77 2 5 8 11 14 17 20 23 26 29 32 35 38
78 73 76 79 3 6 9 12 15 18 21 24 27 30

79 10 13 16 19 22 25 28 31 34 377 40 43 46
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Annex C

(normative)

Formal description of MAC operation

This annex contains formal descriptions of the behavior of MAC station (STA) and access point (AP) enti-
ties. These descriptions also describe the frame formats and the generation and interpretation of information
encoded in MAC frames, in the parameters of service primitives supported by the MAC, and in MIB
attributes used or generated by the MAC. The MAC is described using the 1992 version of the ITU Specifi-
cation and Description Language (SDL-92). SDL-92 is defined in ITU-T Recommendation Z.100 (03/93).
An update to Z.100 was approved in 1996 (SDL-96), but none of the SDL facilities used in this annex were
modified. An introduction to the MAC formal description is provided in Clause C.1. Definitions of the data
types and operators used by the MAC state machines are provided in Clause C.2. An SDL system describing
MAC operation at an IEEE 802.11 station is contained in Clause C.3. Finally, a subset of an SDL system
describing the aspects of MAC operation at an IEEE 802.11 AP that differ from operation at a non-AP sta-
tion is provided in Clause C.4.

In Annex D, the MAC and PHY management information bases are described in Abstract Syntax Notation
One (ASN.1), defined in ISO/IEC 8824: 1990 and ISO/IEC 8825: 1990. ITU-T Recommendation Z.105 (03/
95) defines the use of SDL in conjunction with ASN.1, allowing system behavior to be defined using SDL
and data types to be defined using ASN.1. Incomplete tool support precluded the use of ITU-T Recommen-
dation Z.105 in this annex. However, within the limits of ITU-T Recommendation Z.100 (referred to subse-
quently as Z.100), the data types in Clause C.2 are defined in a similar manner to ITU-T Recommendation
Z.105 (referred to subsequently as Z.105). Annex E contains a listing of available documentation.

NOTES

1—The SDL definitions in this annex should be usable with any SDL tool that supports the 1993 version or 1996 update
of ITU-T Recommendation Z.100. Software for generating, analyzing, verifying, and simulating SDL system descrip-
tions is available from several sources.

2—The SDL code in this annex was generated using SDT/PC version 3.02; from Telelogic AB, Malmo, Sweden (+46-
40-174700; internet: telelogic.se); USA office in Princeton, NJ (+1-609-520-1935; internet: telelogic.com). Telelogic
offers SDT for several workstation platforms in addition to SDT/PC.

3— The use of Telelogic’s product to prepare this annex does not constitute an endorsement of SDT by the IEEE LAN
MAN Standards Committee or by the IEEE.

4—The diagrams on the next two pages show most of the symbols of SDL graphical syntax (SDL-GR) used in the MAC
formal description. The symbols in these diagrams have labels and comments that explain their meanings. These dia-
grams are intended to serve as a legend for the SDL-GR symbols that comprise most of the process interaction and state
transition diagrams. These diagrams are neither a complete SDL system, nor a complete presentation of SDL-GR sym-
bology. Also, this state machine fragment exists to illustrate the SDL graphical syntax, and does not describe any useful
behavior.
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\procedure, callable in assi

operator

Operator_Name

Block Interaction_Page_Legend la(l)
[ e—— IN
i N0 I s S
! ! 1This is a block reference symbol.
e s Block_Z — Blocks are the fundamental unit of lexical
\scope and structural hierarchy. Each block
icontains other blocks and/or processes,
Iprocedures, and data declarations.
"Afterthe process name 1 i This is a process reference symbol.
is the number of process! - - -~ | Process_A (1D — {Processes specify dynamic behavior using
instances at startup and yextended finite state machines. Processes
the maximum number of! |O¥e§ate concurrently, commumcgtmgxl;y means
instances. For processes, lof signals and remote variables (import/export).
created dynamically, thei " e e S R, o Rl
dashed arrow connects | H
the parent processto [
the offspring process. ! i
________________ y ! Unidirectional _
: SignalRoute
[}
1
Bidirectional _ SignalRoute
SignalRoute OutOfBlock
Process_B (0,max)
Signall, Signal3, Signal2, Signal3
SignalZ] [Signal4 Sigllalé ] [ - :I

The connection point name 1
where a signal route hits the L————— B
block boundary identifies the |
continuation of that signal |

route in the enclosing block. .

P e T R A S Ty e o e e o o T

iThis is a procedure reference symbol. )
----lA prtc))cle ure is delf%r(lied 1and dcal ed in th?1 processdwhere thl;
symbol appears. If declared "remote" the procedure may be
Procedure_Name iimported for calling from other processes. A value-retuming

ent statements, is defined using

:the "returns" keyword in the formal parameter list.

e R e B i oy A S S L e o e

1 This is an operator reference symbol. - )

- - - = JOperators for custom sorts may be defined axiomatically or
1algorithmically. An algorithmic operator is similar to a
ivalue-returning procedure, e op
Istates nor outputs, and does not modify its source operands.

except the operator does not use
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Process State_Machine_Legend la(1)
— I /* This is a text symbol, used to hold
! - data type (sort) definitions, declarations, -
\ \ signal lists, and other SDL statements that 3
Tt 5 have no graphical representation. */ - G (state_x,
h ! state_y)
|
S i | ; |
1Process Start symbol *in a state symboli | signal_z | error_sign,
— J(One per process, means all states L 4 ‘whenin | ! ‘all states
jcontains no text.) except those listed | J any state' | | except X,y'
bmmmemcccccceces ot —em———— I |
SRS Esy e . ""'T{'T'"' |
1State symbol, arrowhead - in a state symboli 'actions in ‘actions to
State_1 - Jindicates transition(s) refers to the state } response to recover from
{entering the state. from which the signal_z' error'

L

lit
———————————————— transition began. ! |
____________ H
iInput symbol with wedge on Teft !
~ 1side used for signals from LLC, . - state_N
1SME, self, and others logically =t

1above or parallel to this process.

P T T Ty ey w—

1The transition taken when multiple
State 2 Jeemm e e e 1inputs follow a state is determined
1by the first of the named signals to

Ireach the head of the input queue.

I I 1 o B8 e o e e
: ; signal_E iInput symbol with wedge on right
gign:}_g, g}ggg}%’ —{'text extension signal G {(~-— Jsige used for signals from PH\;&
gna gnai symrlaol, holds jothers logically below this process.
l overflow text' e
‘task symbol —t fGJtl_)ﬁt-s— HlBSl—vT'i?h_ﬁ(;iﬂt_t(; Teft
for algorithmic g)? ?é;‘;?;ll— N out_sig_1 Y — side used for signals'to LLC,
process steps' P L 1ISME, self, and others logically
Ty e, Sy S . d
| || e e e S
L . o e
‘start timer’ ‘stop timer' }&hﬁn?tse ,‘lﬁblﬁ,’g’ 1Create Request symbol used for
set(end_time, reset(timer) 1Condition is true. - Jdynamic creation of an instance
timer) ! ! lof the specified process type.
I :
"call’ !
rocedure oCs g
p(parms) {parms)

T S Mt o B e e

1Output symbol with point to right
— Jside used for signals to PHY &
Jothers logically below this process.

out_sig_2

A PrioRty Tnput symbol enables 1~
Jtransition if the named signal is
anywhere in the process input queue.

e R S e e S e o O oo o

signal_A, & |Process Stop
signal K | ;7 (signal_B) ':symbol

! s

]

i

,______,

‘call' H |'A signal at head of the process riority
macro « Jinput queue that is not named signal_F - —Mienal” ~ other_signal
(parms) jin any of the state's input en -
1symbols is discarded unless
inamed in a Save symbol attached J, J,

jto the state, * Save refers
:to all remaining signal names. < _ ) ( Next_State )
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C.1 Introduction to the MAC formal description

This formal description defines the behavior of IEEE 802.11 MAC entities. The MAC protocol functional
decomposition used herein facilitates explicit description of the reference points and durations of the various
timed intervals; the bases for generation and/or validation of header fields, service parameters, and MIB
attributes; and the interpretation of each value in cases where enumerated data types are used in service
parameters.

C.1.1 Fundamental assumptions

The MAC protocol is described as an SDL system, which is a set of extended finite state machines. Each
state machine is a set of independent processes, all of which operate concurrently. All variable data-holding
entities and procedures exist solely within the context of a single process. In SDL all interprocess communi-
cation is done with signals (there are no global variables). Signals may be sent and received explicitly, using
SDL’s output and input symbols, or implicitly, using SDL’s export/import mechanism (only if the variables
or procedures are declared “remote”). By default, signals incur delays when traversing channels between
blocks; however, only nondelaying channels and signal routes are used in the MAC state machines, and all
remote variables and procedures are declared with the “nodelay” property.

State transitions, procedure calls, and tasks (assignment statements and other algorithmic processing steps)
are assumed to require zero time. This permits the time intervals that are part of the normative MAC behav-
ior to be defined explicitly, using SDL timers. One unit of system time (a 1.0 change in the value of “now”
is assumed to represent one microsecond of real time. Usec (microsecond) and TU (time unit) data types are
defined, with operators to convert Usec and TU values to SDL time or duration when necessary.

The SDL system boundary encloses the MAC entities. The LLC, SME, PHY, and distribution system are
part of the environment. SDL generally assumes that entities in the environment operate as specified; how-
ever, the MAC state machines that communicate with the various SAPs attempt to validate inputs from the
environment, and to handle cases where a pair of communicating entities, one within the system and the
other outside the system boundary, have different local views of the medium, station, or service state. All sta-
tions in an IEEE 802.11 service set are assumed to exhibit the behaviors described herein. Nevertheless,
because of the open nature of the wireless medium, the MAC state machines check for error cases that can
arise only when an entity on the wireless medium is transmitting IEEE 802.11 PDUs, but is not obeying the
communication protocols specified by this standard.

C.1.2 Notation conventions

When practical, names used in the clauses of this standard are spelled identically in this annex. The principal
exceptions are those names that conflict with one of SDL’s reserved words (such as power management
mode “active,” which is renamed “sta_active” in SDL). To help fit the SDL text into the graphic symbols,
acronyms with multiple, sequential capital letters are written with only the first letter capitalized (e.g.,
“MSDU” is written “Msdu” and “MLMEJoin.request” is written “MImeJoin.request™).

SDL reserved words and the names of variables and synonyms (named constants) begin with lowercase let-
ters. The names of sorts (data types), signals, signal routes, channels, blocks, and processes begin with
uppercase letters. The names of certain groups of variables and/or synonyms begin with a particular lower-
case letter, followed by the remainder of the name, beginning with an uppercase letter. These groups are

“aNameOfAttribute” PHY operational parameters.
“cNameOfCapability” Capability bits, also used for internal values exported as MIB counters.
“dNameOfDuration” Duration (relative time) values, declared as Usec, TU, or Duration.

“dotl 1NameOfAttribute” MIB attributes.
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“eNameOfElement”  Element ID values.

“mNameOfVariable” Remote variables used for intra-MAC communication, but not part of the MIB.
Most of these variables are exported from the MLME block.

“sNameOfStaticValue” Synonyms for static data values used within the MAC.

“tNameOfTime” Time (absolute time) values, declared as Usec, TU, or Time. The names of timers
begin with “T.”

C.1.3 Modeling techniques

State machines are grouped according to defined function sets that are visible, directly or indirectly, at an
exposed interface. The emphasis in the organization of the state machines is explicitly to show initiation of
and response to events at the exposed interfaces, and time-related actions, including those dependent on the
absence of external events (e.g., response timeouts) and intervals measured in derived units (e.g., backoff
“time” in units of slots during which the wireless medium is idle). The operations associated with the various
state transitions emphasize communication functions. Most of the details regarding insertion, extraction, and
encoding of information in fields of the PDUs is encapsulated with the definitions of those fields. This
approach, which relies heavily on SDL’s abstract data type and inheritance mechanisms, permits the behav-
ior of the data-holding entities to be precisely defined, without obscuring process flow by adding in-line
complexity to the individual state transitions.

The modeling of PDUs and SDUs requires sorts such as octet strings, and operators such as bitwise boolean
functions, which are not predefined in SDL. These sorts and operators are defined in Package macsorts,
which appears in Clause C.2.

Protocol and service data unit sorts are based on the Bit sort. Bit is a subtype of SDL’s predefined Boolean
sort. As a result, Bit literals “0” and “1” are alternative names for “false” and “true,” and have no numeric
significance. To use “0” or “1” as integer values requires a conversion operation. Items of the Bitstring sort
are 0-origin, variable-length strings of Bits. With Bitstring operands, operators “and,” “or,” “xor,” and “not”
operate bitwise, with the length of the result equal to the length of the longest (or only) source string. The
Octet sort is a subtype of Bitstring that adds conversion operators to and from Integer. Each item of the
Octet sort has length=8 {by usage convention in Z.100, enforced in Z.105}. Items of the Octetstring sort are
0-origin, variable-length strings of Octets. The Frame sort is a subtype of Octetstring that adds operators to
extract and to modify all MAC header fields and most other MAC frame fields and elements. Most MAC
fields and elements that contain named values with specific value assignments or enumerations are defined
as subtypes of Frame, Octetstring, or Bitstring with the names added as literals or synonyms, so that the state

machines can refer to the names without introducing ambiguity about the value encodings.

Where communication at a SAP or between processes is strictly first in first out (FIFO), the (implicit) input
queue of the SDL processes is used. When more sophisticated queue management is needed, a queue whose
entries are instances of one, specified sort is created using the Queue generator. Entries on Queue sorts may
be added and removed at either the tail or the head, and the number of queue entries may be determined. The
contents of a Queue may also be searched to locate entries with particular parameter values.

Clause C.2 contains an SDL-92 Package (a named collection of SDL definitions that can be included by ref-
erence into an SDL System specification), which is a formal description of the formats and data encodings
used in IEEE 802.11 SDUs, PDUs, and the parameters of the service primitives used at each of the SAPs
supported by the IEEE 802.11 MAC. This package also contains definitions for some data structures and
operators used internally by one or more of the MAC state machines.

The behaviors of many intra-MAC operators are part of the normative description of the MAC protocol
because results of the specified operations are visible, directly or indirectly, at exposed interfaces. For exam-
ple, custom operators are used to define the generation of the CRC-32 value used in the FCS field (operator
crc32, page 301), the calculation of frame transmission time used as part of the value in the Duration/ID field
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in certain types of frames (operator calcDur, page 316), the comparison of the values of particular fields of a
received MAC header with cached data values as part of the procedure for detecting duplicate frames (oper-
ator searchTupleCache, page 289), and numerous other aspects of frame formats and information encoding.
On the other hand, data structures used solely for intra-MAC storage or for transferring of information
between different state machines of a single station or access point, are only normative to the extent that they
define items of internal state and the temporal sequence necessary for proper operation of the MAC protocol.
The specific structures and encodings used for internal data storage and communication functions in this for-
mal description do not constrain MAC implementations, provided those implementations exhibit the speci-
fied behaviors at the defined SAPs and, in conjunction with an appropriate PHY, on the wireless medium.

C.2 Data type and operator definitions for the MAC state machines

This clause is in SDL/PR (phrase notation), with the exception of procedural operators, which are defined in
SDL/GR (graphic notation). Package macsorts contains the definitions of the sorts (data types with associ-
ated operators and literals) and synonyms (named constants) used by the MAC state machines. Package
macmib defines data types for attributes in the MAC MIB, and portions of the PHY MIB, accessed by the
MAC state machines. Package macmib exists solely to satisfy SDL’s strong type checking in the absence of
an SDL tool that fully supports Z.105 (the combined use of SDL with ASN.1).
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! N I*  PACKAGE MACSORTS */
: | /* This package contains definitions of the custom sorts (data types), operators,
! ! literals, and synonyms (named constants) used by the MAC state machines. */

7 \

Enumerated types used within the MAC state machines
/

newtype ChangeType /* type of change due at the next boundary */
literals dwell, /* dwell (only with FH PHY) */
mocp; /* medium occupancy (only with PCF) */
endnewtype ChangeType;
newtype Imed /* priority for queuing MMPDUs, relative to MSDUs */
literals head, /*place MMPDU at head of transmit queue */
norm; /* place MMPDU at tail of transmit queue */
endnewtype Imed;
newtype NavSrc /* source of duration in SetNav & ClearNav signals */
literals rts, /* RTS frame */
cfpBss, cfendBss, /* start/end of CFP in own BSS */
cfpOther, cfendOther, /* start/end of CFP in other BSS */
cswitch, /* channel switch */
misc, /* durld from other frame types */
nosrc;, /* non-reception events */
endnewtype NavSrc;
newtype PsMode /* power save mode of a station (PsResponse signal) */
literals sta_active, power_save, unknown; endnewtype PsMode;
newtype PsState /* power save state of this station */
literals awake, doze; endnewtype PsState;
newtype StateErr  /* requests disasoc or deauth (Mmindicate signal) */
literals noerr, class2, class3; endnewtype StateErr;
newtype StationState /* asoc/auth state of sta (SsResponse signal) */
literals not_auth, auth_open, auth_key, asoc, dis_asoc;
endnewtype StationState;
newtype TxResult /* transmission attempt status (PduConfirm signal) */
literals successful, partial, retryLimit, txLifetime,
atimAck, atimNak; endnewtype TxResult;

= Enumerated types used in PHY service primitives

/
newtype CcaStatus /* <state> parameter of PhyCca.indication */
literals busy, idle; endnewtype CcaStatus;
newtype PhyRxStat /* <rxerror> parameter of PhyRxEnd.indication */
literals no_error, fmt_violation, carrier_lost, unsupt_rate;
endnewtype PhyRxStat;

& Placeholders for Mime/Plme Get/Set Parameter Values
/]

/* MibAtrib (placeholder in MimeGet/Set definitions) */
syntype MibAtrib = Charstring endsyntype MibAtrib;

/* MibValue (placeholder in MimeGet/Set definitions) */
syntype MibValue = Integer endsyntype MibValue;
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/
5 Enumerated types used in Mac and Mime service primitives B
/
newtype AuthType /* <authentication type> parm in Mime primitives */
inherits Octetstring operators all;
adding literals open_system, shared_key;
axioms open_system == mkOS(0, 2); shared_key == mkOS(1, 2);
endnewtype AuthType;
newtype AuthTypeSet powerset( AuthType); endnewtype AuthTypeSet;
newtype BssType /* <BSS type> parameter & BSS description element */
literals infrastructure, independent, any_bss; endnewtype BssType;
newtype BssTypeSet powerset( BssType); endnewtype BssTypeSet;
newtype CfPriority /* <priority> parameter of various requests */
literals contention, contentionFree; endnewtype CfPriority;
newtype MibStatus /* <status> parm of Mime/Pime Get/Set.confirm */
literals success, invalid, write_only, read_only;
endnewtype MibStatus;
newtype MimeStatus /* <status> parm of Mime operation confirm */
literals success, invalid, timeout, refused,
tomany_req, already_bss; endnewtype MimeStatus;
newtype PwrSave /* <power save mode> parameter of MimePowerMgt */
literals sta_active, power_save; endnewtype PwrSave;
newtype Routing /* <routing info> parameter for MAC data service */
literals null_rt; endnewtype Routing;
newtype RxStatus /* <reception status> parm of MaUnitdata indication */
literals rx_success, rx_failure; endnewtype RxStatus;
newtype ScanType /* <scan type> parameter of MimeScan.request */
literals active_scan, passive_scan; endnewtype ScanType;
newtype ServiceClass /* <service class> parameter for MaUnitdata */
literals reorderable, stricttyOrdered; endnewtype ServiceClass;
newtype TxStatus /* <transmission status> parm of MaUnitdataStatus */
literals successful, retryLimit, txLifetime, noBss,
excessiveDatalLength, nonNullSourceRouting,
unsupportedPriority, unavailablePriority,
unsupportedServiceClass, unavailableServiceClass,

unavailableKeyMapping; endnewtype TxStatus;

3102_d\LmeEnum(31)
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¥ Intra-MAC remote variables (names of form mXYZ)

remote mActingAsAp Boolean nodelay; /* =true if STA started BSS */
remote mAIld Asocld nodelay; /* AID assigned to STA by AP */
remote mAssoc Boolean nodelay; /* =true if STA associated w/BSS */
remote mAtimW Boolean nodelay; /* =true if ATIM window in prog */
remote mBKIP Boolean nodelay; /* =true if backoff in prog */
remote mBrates Ratestring nodelay; /* basic rate set for this sta */
remote mBssld MacAddr nodelay; /* identifier of current (1)BSS */
remote mCap Octetstring nodelay; /* capability info from MimeJoin */
remote mCfp Boolean nodelay; /* =true if CF period in progress */
remote mDisable Boolean nodelay; /* =true if not in any BSS; then */
/* TX only sends probe_req; RX only accepts beacon, probe_rsp */
remote mDtimCount Integer nodelay; /* =0 at Tbtt of Beacon with DTIM */
remote mFxIP Boolean nodelay; /* =true during frame exchange seq */
remote mlbss Boolean nodelay; /* =true if STA is member of IBSS */
remote mListenint Integer nodelay; /* beacons between wake up @TBTT */
remote mNavEnd Time nodelay; /* NAV end Time, <=now when idle */
remote mNextBdry Time nodelay; /* next boundary Time; =0 if none */
remote mNextTbtt Time nodelay; /* Time next beacon due to occur */
remote mPcAvail Boolean nodelay; /* =true if point coord in BSS */
remote mPcDIvr Boolean nodelay; /* =true if CF delivery only */
remote mPcPoll Boolean nodelay; /* =true if CF delivery & polling */
remote mPdly Usec nodelay; /* probe delay from start or join */
remote mPss PsState nodelay; /* power save state of STA */
remote mReceiveDTIMs Boolean nodelay; /* =true if DTIMs received */
remote mRxA Boolean nodelay; /* =true if RX indicated by PHY */
remote mSsid Octetstring nodelay; /* name of the current (BSS */
remote procedure TSF nodelay; /* read & update 64-bit TSF timer */

fpar Integer, Boolean; returns Integer;

3103_e\IntraMac(31)
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z Named static data values (names of form sXYZ)

synonym sMaxMsdulLng Integer = 2304; /* max octets in an MSDU */

synonym sMacHdrLng Integer = 24; /* octets in data header, no WEP */

synonym sWepHdrLng Integer = 28; /* octets in data header with WEP */

synonym sWepAddLng Integer = 8; /* octets added for WEP */

synonym sWdsAddLng Integer =6; /* octets added for WDS (addr4) */

synonym sCrclng Integer =4; /* octets for crc32 (FCS, ICV) ¥/

synonym sMaxMpdulLng Integer = /* max octets in an MPDU */
(sMaxMsdulng + sMacHdrLng + sWdsAddLng + sWepAddLng + sCrcLng);

syntype FramelndexRange = Integer /* index range for octets in MPDU */
constants 0 : sMaxMpdulLng endsyntype FrameindexRange;

synonym sTsOctet Integer = 24; /* first octet of Timestamp field */

synonym sMinFraglLng Integer = 256; /* min value for aMpduMaxLength */

synonym sMaxFragNum Integer = /* maximum fragment number */
(sMaxMsdulLng / (sMinFraglLng - sMacHdrLng - sCrcLng));

synonym sAckCtsLng Integer = 112; /* bits in ACK and CTS frames */

& Station configuration flags (static, supplementary to MIB)
/

synonym sVersion Integer =0; /* supported Protocol Version */

synonym sCanBeAp Boolean = false; /* =true if STA can operate as AP */
synonym sCanBePc Boolean = false; /* =true if AP can be Point Coord */
synonym sCfPollable Boolean =true; /* =true if responds to CF-polls */

3104_d\StaticData(31)
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B Discrete microsecond and Time Unit sorts
!

/
/* SDL does not define the relationship between its concept */
* of Time and physical time in the system being described. */
/* An abstraction is needed to establish this relationship, */
/* because Time in SDL uses the semantics of Real, whereas */
/* time in the MAC protocol is discrete, with the semantics */
/* of Natural and a step size (resolution) of 1 micosecond. */
/* Most MAC times are defined using the subtypes of Integer */
/* Usec and TU. These have operators for explicit conversion */
/* to SDL Time (tUsec, tTU), SDL Duration (dUsec, dTU), and */
/* from SDL Time (uTime, tuTime) as needed to comply with SDL's */
* strong type checking. Where the MAC state machines need to */
/* access the contents of the TSF timer, SDL's 'now' (current */
/* time} is used. This yields readable time-dependent code, */
/* but the value of 'now' cannot be modified by an SDL program, */
/* so adopting the TSF time from timestamps in received Beacons */
/* or Probe Responses is shown as an informal task symbol. */
/* Microsecond sort -- also has operators tmin and tmax */
newtype Usec inherits Integer operators all;
adding operators
dUsec : Usec -> Duration;
tUsec : Usec -> Time;
uTime : Time -> Usec;
tmax : Usec, Usec -> Usec;
tmin : Usec, Usec -> Usec;
axioms for all u, win Usec(
u >= w ==> tmax(u, w) == u; u <w ==>tmax(u, w) == w;
u>=w==>tmin(u, w) ==w; u<w==>tmin(u, w)==u;
for all tin Time( for all rin Real(
r = float(u) ==> tUsec(u) == Time!(Duration!(r));
t = Time!(Duration!(r)) and u = fix(r) ==> u == uTime(t);));
for all d in Duration(  for all r in Real(
r = float(u) ==> dUsec(u) == Duration!(r); )));
constants >= 0 /* constrain value range to be non-negative */
endnewtype Usec;
/* Time Unit sort - (1 * TU) = (1024 * Usec) */
newtype TU inherits Integer operators all;
adding operators
dTU : TU -> Duration;
tTU  : TU -> Time;
tuTime : Time -> TU;
u2TU :Usec->TU;
tu2U : TU -> Usec;
axioms forallkinTU( foralltin Time( for all rin Real(
r = float(k) ==> tTU(k) == Time!(Duration!(1024 * r));

for all d in Duration( for all r in Real(
r = float(k) ==> dTU(k) == Duration!(1024 * r);));
for all u in Usec( u2TU(u)==u/1024; tu2U(k)==k * 1024;));
constants >= 0 /* constrain value range to be non-negative */
endnewtype TU;

t = Time!(Duration!(r)) and k = (fix(r) / 1024) ==> k == tuTime(t);));

3105_d\Usec_TU(31)
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/

/* String0(sort, nullSymbol) can define strings of any sort. */
/* These strings are indexed starting from 0 rather than 1. */

/* Sorts defined by String0 have the normal String operators, plus */

/* Tail (all but first item), Head (all but last item), and */

/* aggregators S2, S3, S4, S6, S8 (make fixed length strings). */

generator String0(type Item, literal Emptystring)

literals Emptystring;

operators
MkString : item -> String0; /* make a string from an item */
Length : String0 -> Integer; /* length of string */
First : String0 -> Item; /* first item in string */
Tail : String0 -> String0; /* all but first item in string */
Last : String0 -> ltem; /* last item in string */
head : String0 -> String0; /* all but last item in string */
“f* - String0, String0 -> String0; /* concatenation */
Extract! : String0, Integer -> Item; /* get item from string */
Modify! : String0, Integer, item -> String0; /* modify string */
SubStr : String0, Integer, Integer -> String0;

/* SubStr(s,i,j) is string0 of length j starting at stringO(i) */
S2: ltem, Item -> String0;  S3 : Item, ltem, Item -> String0;
S4 : Item, Item, Item, Item -> String0;

S6 : Item, Item, Item, Item, Item, ltem -> String0;
S8 : Item, Item, Item, Item, ltem, Item, Item, Item -> String0;
/* axioms continued on next page... */

endgenerator String0;

= Generator for 0-origin String sorts (adapted from Z.105, Annex A%
/

3106_d\String0(31)
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3107_a\String0(31)

/* String0 axioms */ I
/* for all item0,item1,item2,item3,item4 item5,item6,item7 in ltem(

for all s, s1, S2, S3 in String0(  for all i, j in Integer(
constructors are Emptystring, MkString, and "//*;
equalities between constructor terms
s // Emptystring == s; Emptystring // s == s;
(s11/82) /1 S3==s1//(82// 83);
definition of Length by applying it to all constructors
type String Length(Emptystring) == 0;
type String Length(MkString(item0)) == 1;
type String Length(s1 // S2) == Length(s1) + Length(S2);
definition of Extract! by applying it to all constructors,
Extracti{MkString(item0}), 0) == item0;
i < Length(s1) ==> Extract!(s1 // S2, i) == Extract!(s1, i);
i >= Length(s1) ==> Extractl(s1 // 82, i) == Extract!(S2, i - Length(s1)};
i <0 ori>= Length(s) ==> Extract!(s, i) == error!;
definition of First and Last by other operations
First(s) == Extract!(s, 0);
Last(s) == Extract!(s, Length(s) - 1);
definition of substr(s,i,j) by induction on j,
i >= 0 and i <= Length(s) ==> SubStr(s, i, 0) == Emptystring;
i>=0andj>0andi+j<=Length(s) ==> SubStr(s, i, j) ==
SubStr(s, i, j - 1) // MkString(Extract!(s, i + j - 1));
i<0orj<0ori+j>Length(s) ==> SubStr(s, i, j) == error!;
definition of Modify!, Head, Tail, Sx by other operations
Modify!(s, i, item0) == SubStr(s, 0, i) // MkString(item0) //
SubStr(s, i + 1, Length(s) -i - 1);
head(s) == SubStr(s, 0, Length(s) - 1);
Tail(s) == SubStr(s, 1, Length(s) - 1);
S2(item0, item1) == MkString(item0) // MkString(item1);
S3(item0, item1, item2) ==
MkString(item0} // MkString(item1) // MkString(item2);
S4(item0, item1, item2, item3) ==
MkString(item0) // MkString(item1) // MkString(item2) //
MkString(item3);
S6(item0, item1, item2, item3, itemd4, item5) ==
MkString(itemQ) // MkString(item1) // MkString(item2) //
MkString(item3) // MkString(item4) // MkString(item5);
S8(item0, item1, item2, item3, item4, item5, item6, item7) ==
MkString(item0) // MkString(item1) // MkString(item2) //
MkString(item3) // MkString(item4) // MkString(item5) //
MkString(item6) // MkString(item7); )));
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% ASN.1-style BIT sort  (from Z.105, Annex A}

/

/* Bitis a subtype of Boolean -- bit values 0 and 1 are

/* not numerals and cannot be used with Integer operators */
newtype Bit inherits Boolean

literals O = false, 1 =true; operators all; endnewtype Bit;

3108_d\Bitstring(31)

/* Bitstrings are 0-origin strings of Bit. Z.105 uses ASN.1-style */
/* literals in binary ('1011'B) or hexadecimal ('D3'H), but this */
/* syntax is not accepted for Z.100 string literals. Therefore, */
/* this version provides only hexadecimal literals 0x00-OxFF. */
/* Bitstring operators '=>', 'not', ‘and', ‘or', and 'xor' act */
/* bitwise, with the length of the result string equal to the */
I* length of the longest (or only) source string. */
newtype Bitstring StringO(Bit, ")
adding literals macro Hex_Literals;
operators
"not” : Bitstring -> Bitstring;
"and" : Bitstring, Bitstring -> Bitstring;
"or" : Bitstring, Bitstring -> Bitstring;
"xor" : Bitstring, Bitstring -> Bitstring;
"=>" : Bitstring, Bitstring -> Bitstring;  noequality;
axioms macro Hex_Axioms;
for all s, s1, S2, S3 in Bitstring(
s=s==true; s1=82==82=s1,
s1/=82==not(s1=S82); s1=2352==true==>s1==82;
((s1 =82) and (82 = 83)) ==> s1 = 83 == true;
((s1=82)and (S2 /= 83)) ==> s1 = 83 == false;
for all b, b1, b2 in Bit(
not (") ==";
not (MkString(b) // s) == MkString(not (b)) // not (s};
"and " ==";
Length(s) > 0 ==>" and s == MkString(0) and s;
Length(s) > 0 ==> s and " == s and MkString(0);
(MkString(b1) // s1) and (MkString(b2) // S2) ==
MkString(b1 and b2) // (s1 and S2);
s1 or S2 == not (not s1 and not S2);
s1 xor 82 == (s1 or S2) and not (s1 and S2);
s1 => 82 == not (not s1 and S2);));
map for all b1, b2 in Bitstring literais(
for all bs1, bs2 in Charstring literals(
/* connection to the String generator */
for all b in Bit literals(
spelling(b1) =""// bs1 // bs2 // ™,
spelling(b2) ="' // bs2 /I ™, spelling(b) = bs1
==> b1 == MkString(b) // b2; }));

endnewtype Bitstring;

* ASN.1-style BIT STRING sort (adapted from Z.105, Annex Ab
/
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/
= OCTET sort (influenced by Z.105, Annex A)

/f
/* Octet is a subtype of Bitstring where length always =8. */
/* Z.105 adds a "size" keyword to SDL and defines Octet with */
/*"... constants size (8) ..." to impose this length constraint. */
/* Here Octet relies on proper use maintain lengths as multipies */
/* of 8. Proper length strings are created by the hexadecimal */
/* Bitstring literals (e.g. 0xD5) and operator mkOctet: */
/*  o:=mkOctet(i) converts a non-negative Integer (mod 256) */
I to an Octet (exactly 8 bits) */
/* i:= octetVal(o) converts an Octet to an Integer (0:255) */
/¥ o:=flip(o)} reverses bit order of the Octet */
I* (0<-->7, 1<—>86, 2<-->5, 3<-->4) */
newtype Octet inherits Bitstring operators all;
adding operators
mkOctet : Integer -> Octet;
octetVal : Octet -> Integer;
flip : Octet -> Octet;
axioms
for all i in Integer(  for all z in Octet(
i = 0 ==> mkOctet(i) == $8(0, 0, 0, 0, 0, 0, 0, 0);
i = 1 ==> mkOctet(i) == $8(1, 0, 0,0, 0, 0, 0, 0);
i>1andi<=255==>mkOctet(i) ==
SubStr({First(mkOctet(i mod 2})) // mkOctet(i / 2)), 0, 8);
i > 255 ==> mkOctet(i) == mkOctet(i mod 256);
i < 0 ==> mkOctet(i) == error!;
z = MkString(0) ==> octetVal(z) == 0;
z = MkString(1) ==> octetVal(z) == 1;
Length(z) > 1 and Length(z) <= 8 ==>
octetVal(z) == octetVal(First(z)) +
(2 * (octetVal(SubStr(z, 1, Length(z) - 1))});
Length(z) > 8 ==> octetVal(z) == error!;
flip(z) == $8(2(7),2(6),2(5),2(4),2(3),2(2),z(1),z(0)); ));
endnewtype Octet;

3109_d\Octetstring(31)
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3109.1_a\Octetstring(31)

/
2 OCTET STRING sort  (somewhat influenced by Z.105, Annex /Q
/

/* Octetstrings are 0-ORIGIN strings of Octet, NOT 1-ORIGIN */
/* strings like Octet_String in Z.105 (hence the name change). */
I* Octetstring has conversion operators to and from Bitstring, */
/* and integer to Octetstring. Octetstring literals are "null" */
/* and 1-4, 6, 8 item 0x00 strings O1, 02, 03, 04, 06, 08. */
newtype Octetstring String0(Octet, null)
adding literals O1, 02, 03, 04, 086, 08;
operators
B_S : Octetstring -> Bitstring; /* name changed from Z.105 */
O_S : Bitstring -> Octetstring; /* name changed from Z.105 */
mkOS : Integer,Integer -> Octetstring; /* mkOS(i1,i2) returns */
/* mkstring(mkOctet(i1)) padded (0x00) to length i2 */
mk2octets : Integer -> Octetstring; /* 16-bit int to 2-octets */
axioms
for all b, b1, b2 in Bitstring(
for all s in Octetstring(  for all o in Octet(
B_S(null) == null; O_S(null) == null;
B_S(MkString(o) // s) == 0 // B_S(s);
Length{b1) > 0, Length(b1) < 8 ==>
O_S(b1) == MkString(b1 or 0x00); /* expand b1 to 8 bits */
b ==b1// b2, Length(b1) =8 ==>
O_8(b) == MkString(b1) // O_S(b2);
for all i, k in Integer(
k = 1 ==> mkOS(i, k) == MkString(mkOctet(i));
k > 1 ==> mkOS(i, k) == mkOS(i, k - 1) // MkString(0x00};
k <= 0 ==> error!;
mk2octets(i} == MkString(mkOctet(i mod 256)) //
MkString(mkOctet(i / 256)); );
01 == MkString(0x00); 02==01//01;
03==02//01; 04 ==021/02;
06 == 04 // 02; 08 == 04 // O4; )));
map for all O1, 02 in Octetstring literals(
for all b1, b2 in Bitstring literals(
spelling(O1) = spelling(b1), spelling(02) = spelling(b2)
==>01=02==b1=b2;));

endnewtype Octetstring;
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/ A\

* MAC Address sorts
/

/* MacAddr is a subtype of Octetstring with added operators: */
/*  isGroup(m) =true if given a group address */
/* isBest(m) =true if given the broadcast address */
/* isLocal(m) =true if given a locally-administered address */
/* adrOs(m) converts MacAddr to Octetstring */
/* MAC addresses must be defined to be exactly 6 octets long, */
/* typically using the S8 operator or nullAddr synonym. */
newtype MacAddr inherits Octetstring operators all;
adding operators
isGroup : MacAddr -> Boolean;
isBcst : MacAddr -> Boolean;
isLocal : MacAddr -> Boolean;
adrOs : MacAddr -> Octetstring;
axioms
for all m in MacAddr(
(Length(m) = 6) and ((Extract!(m,0) and 0x01) = 0x01) ==> isGroup(m) == true;
(Length(m) = 6) and ((Extract!{m,0) and 0x01) = 0x00) ==> isGroup(m) == false;
(Length(m) = 6) and (m = S6(0xFF,0xFF,0xFF,0xFF ,0xFF,0xFF)) ==> isBcst == true;
(Length(m) = 6) and (m /= S6(0xFF,0xFF ,0xFF ,0xFF,0xFF,0xFF)) ==> isBcst == false;
(Length(m) = 6) and ((Extract!(m,0) and 0x02) = 0x02) ==> isLocal == true;
(Length(m} = 6) and ((Extract!(m,0) and 0x02) = 0x00) ==> isLocal == false;
Length(m) /= 6 ==> error! /* common error! term */;
for all o in Octetstring(m = MacAddr!(o} == adrOs(m) = 0; });
endnewtype MacAddr;
newtype MacAddrSet powerset( MacAddr) endnewtype MacAddrSet;
synonym becstAddr MacAddr = /* Broadcast Address */
<<type MacAddr>> S6(0xFF,0xFF,0xFF,0xFF,0xFF,0xFF);
synonym nullAddr MacAddr = /* Null Address */
<< type MacAddr>> S6(0x00,0x00,0x00,0x00,0x00,0x00});

’ A\

= BSS description sorts
!

/* BssDscr is used with MimeScan.confirm and MimeJoin.request */
newtype BssDscr struct
bdBssid MacAddr;
bdSsld Octetstring; /* 1 <=length <=32*/
bdType BssType;
bdBcnPer TU; /* beacon period in Time Units */
bdDtimPer Integer; /* DTIM period in beacon periods */
bdTstamp Octetstring; /* 8 Octets from ProbeRsp/Beacon */
bdStartTs Octetstring; /* 8 Octets TSF when rx Tstamp */
bdPhyParms PhyParms; /* empty if not needed by PHY */
bdCfParms CfParms; /* empty if not CfPollable/no PCF */
bdlbssParms IbssParms; /* empty if infrastructure BSS */
bdCap Capability; /* capability information */
bdBrates Ratestring; /* BSS basic rate set */
endnewtype BssDscr;
newtype BssDscrSet powerset( BssDscr) endnewtype BssDscrSet;
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[

Package macsorts 3111_d\TupleCache(31)
e ——— I / B

! i 3 Duplicate filtering support sorts

] I

/
syntype FragNum = Integer /* Range of possible fragment numbers */
constants 0:sMaxFragNum endsyntype FragNum;
syntype SeqNum = Integer /* Range of possible sequence numbers */
constants 0:4095 endsyntype SeqNum;
newtype Tuple struct /* for duplicate filtering & defragmentation */
full Boolean; /* =true if Tuple contains valid info */
ta MacAddr; /* transmitting station address (Addr2) */
sn  SeqNum; /* Msdu/Mmpdu sequence number */
fn FragNum; /* most recent Mpdu fragment number */
tRx Time; /* reception time (endRx of fragment) */
default (. false, nullAddr, 0, 0, 0 .);
endnewtype Tuple;

operator / N
clearTupleCachg 3 TupleCache support sorts

/

/* Number of TupleCache entries and associated index range */
synonym tupleCacheSize Integer = 32; /* this value is an example,
operator TupleCache size is implementation dependent */
searchTupIeCachL syntype Cachelndex = Integer constants 1:tupleCacheSize

endsyntype Cachelndex;

/* TupleCache array */
/* cache:= ClearTupleCache(cache) to initialize cache */
operator /* cache:= UpdateTupleCache(cache, addr, seq, frag, endRx) */
updateTupleCag i/ if <addr,seq> is already cached, updates frag */
Vi if <addr,seq> not cached, fills an empty entry */
iF or replaces an entry using an unspecified algorithm */
/* SearchTupleCache(cache, addr, seq, frag) */
I returns true if specified <addr,seq,frag> in cache */
newtype TupleCache Array( Cachelndex, Tuple);

adding operators

ClearTupleCache : TupleCache -> TupleCache;

SearchTupleCache : TupleCache, MacAddr, SeqNum, FragNum -> Boolean;

UpdateTupleCache : TupleCache, MacAddr, SeqNum, FragNum, Time ->

TupleCache;
operator ClearTupleCache;

fpar cache TupleCache; returns TupleCache; referenced;

operator SearchTupleCache;

fpar cache TupleCache, taddr MacAddr, tseq SeqNum, tfrag FragNum;

returns Boolean; referenced;

operator UpdateTupleCache;

fpar cache TupleCache, taddr MacAddr, tseq SeqNum, tfrag FragNum,

tnow Time; returns TupleCache; referenced;
endnewtype TupleCache;

=
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Operator clearTupleCache

f; fpar N

i cache TupleCache’;}

| returns TupleCache ; !

1
[ N O e F

dcl k Cachelindex ; |l|

/* This procedural operator is
part of sort TupleCache.

cache:= clearTupleCache(cache)
marks all entries in cache as empty. */

=1 k:=k+1

R

cache(k)ifull:=
false

P
I
]

Mark all cache

ClearCache_1a(1)
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Operator searchTupleCache

'; fpar

cache TupleCaché,

[AN
A

taddr MacAddr,

tfrag FragNum ;

[}
[}
tseq SeqNum, i
|
[}

, returns Boolean ;

Search for exact H

{TA,SeqNum,FragNum}r--
match at non-empty \
cache entries. ]

SearchCache_1a(1)

/* This procedural operator is
part of sort TupleCache.

returns hit=true if an entry in cache has
(ta=addr) and (sn=seq) and (fn=frag};
else returns hit=false. */

hit:= searchTupleCache(cache, addr, seq, frag)

k= k1

H_l

result:=
(cache(k)ita=
taddr) and

(cache(k)!sn=tseq)
—— and

(cache(k)ifn=tfrag)

result

and cache(k)'full
(false)

(=tupleCacheSize)

result
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Operator updateTupleCache

:'; fpar "
i cache TupleCache,’
i taddr MacAddr, |
| tseq SeqNum, 0
! tfrag FragNum, !
: 1
I

UpdateCache_1b(1)

C

tnow Time ; g s
returns TupleCache ;| ki= k+1 k=1
dcl k Cachelndex ; 5=
dcl test Boolean ; Ct:é?]%(k)
dcl temp Tuple ;

(false)

test:=(templta=
taddr) and
(templsn=tseq)

else
k
(stupleCacheSize)
"Select cachelndex for FléVTI-E 'k:=index to
entry if no {TA,SeqNum} r--{ use for new
match. If possible, use an | cache entry’

empty location, otherwise |
choose an entry to replace
an entry selected based |
on unspecified criteria. |

l

temp!full:=true,
templta:=taddr,
templsn:=tseq

[

[* This procedural operator is N
part of sort TupleCache.
cache:= updateTupleCache
(addr, seq, frag, time)
First searches cache for an entry,
matching the base frame, so that
(ta=addr) and (sn=seq).
If such an entry exists, that
entry is updated in place with
(fn:= frag) and (tRx:= time).
If no such entry is found, a free
entry, or a non-free entry selected
using an unspecified algorithm, is
used for this frame, storing
(ta:= addr) and (sn:= seq) and
(fn:= frag) and (tRx:= time). */

RS g
[}

If a match is found

—————————————— 1with {TA,SeqNum},

{ update FragNum
1and tRx for that
:entry rather than
) creating a new

temp!fn:=tfrag,
emp!tRx:=tnow

cache(k):=
temp

cache
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Package macsorts 3112_d\Counter(31)

R w7 N

i = 32-bit Counter sort and Integer string sort
|

!
/* This sort used for MIB counters, needed because SDL Integers */
/* have no specified maximum value. inc(counter) increments the */
/* counter value by 1, with wraparound from (2*32)-1 to 0. */

newtype Counter32 inherits Integer operators all;
adding operators
inc : Counter32 -> Counter32;
axioms
for all cin Counter32 (
€ < 4294967295 ==> inc(c)==c + 1;
¢ >= 4294967295 ==> inc(c) == 0; });
endnewtype Counter32;
/* String (1-origin) of Integer */
newtype Intstring String( Integer, nolnt); endnewtype Intstring;
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Package macsorts

i Generator for Queue sorts

lk
/* The Queue generator is derived from the String0 generator */
/* to create Queues of any sort. Queues operators are: */
* Qfirst(queue,item) adds item as the first queue element */
/*  Qlast(queue,item) adds item as the last queue element */
/* and the String0 operators Length, /, First, Last, Head, Tail */
/* Because operators can only return a single value, removing an */
/* element from a queue is a 2-step process: */
/* degueue first: item:=First(queue); queue:=Tail(queue); */
/* dequeue last: item:=Last(queue); queue:=Head(queue);*/
generator Queue(type Item, literal Emptyqueue)
literals Emptyqueue;
operators
MkQ : ltem -> Queue; /* make a queue from an item */
Length : Queue -> Integer; /* number of items on queue */
First : Queue -> ltem; /* first item on queue */
Qfirst : Queue,ltem -> Queue; /* add item as first on queue */
Tail : Queue -> Queue; /* all but first item on queue */
Last : Queue -> Iltem; /* last item on queue */
Qlast : Queue,ltem -> Queue; /* add item as last on queue */
head : Queue -> Queue; /* all but last item on queue */
"II" : Queue, Queue -> Queue; /* concatenation */
Extract! : Queue,Integer -> ltem; /* copy item from queue */
Modify! : Queue,Integer,ltem -> Queue; /* modify item in queue */
SubQ : Queue,integer,Integer -> Queue;
/* SubQ(q,i,j) queue of length j starting from queue(i) */
axioms
for all item0Q in Item(  for all g, g1, g2, q3 in Queue(
for all i, j in Integer(
/* constructors are Emptyqueue, MkQueue, and "//"; */
/* equalities between constructor terms */
q // Emptyqueue == gq; Emptyqueue // g == q;
(q1//q2)/ g3 ==q1// (92 // q3);
/* definition of Length by applying it to all constructors */
type Queue Length(Emptyqueue) == 0;
type Queue Length(MkQueue(itemQ)) == 1;
type Queue Length(q1 // g2) == Length(q1) + Length(q2);
* definition of Extract! by applying it to all constructors, */
Extract!(MkQueue(item0), 0) == item0;
i < Length(q1) ==> Extract!(q1 // g2, i} == Extracti{q1, i);
i >= Length(q1) ==> Extract!(q1 // g2, i) == Extract!(q2, i - Length(q1));
i <0 ori>= Length(q) ==> Extract!(q, i) == error!;
/* definition of First and Last by other operations */
First(q) == Extractl(q, 0); Last(q) == Extract!(q, Length(q) - 1);
/* definition of SubQ(q,i,j) by induction on j, */
i >= 0 and i <= Length(q) ==> SubQ(q, i, 0) == Emptyqueue;
i>=0andj>0andi+j<=Length(g) ==> SubQ(q, i, j) ==
SubQ(q, i, j - 1) // MkQueue(Extract!(q, i +j- 1));
i<Qorj<O0ori+j>Length(q) ==> SubQ(q,i,j) == error!;
/* define Modify!, Head, Tail, Qfirst, Qlast by other ops */
Modify!(q, i, item0) == SubQ(q, 0, ) //
MkQueue(item0) // SubQ(q, i + 1, Length(q) - i - 1);
head(q) == SubQ(q, 0, Length(q) - 1);
Tail(q) == SubQ(q, 1, Length(q) - 1);
Qfirst(q, item0) == MkQueue(item0) // q;
Qlast(q, item0) == q // MkQueue(item0); )));
endgenerator Queue;

3113_d\Queue(31)
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]

Package macsorts 3114_d\Fragment(31)

e N / N

I
; 2 E Fragmentation support sorts v
1 1

/* Array to hold up to FragNum fragments of an Msdu/Mmpdu */
newtype FragArray Array(FragNum, Frame); endnewtype FragArray;

operator /* FragSdu structure is for OUTGOING MSDUs/MMPDUs (called SDUs) */
gSearch /* Each SDU, even if not fragmented, is held in an instance of */
/* this structure awaiting its (re)transmission attempt(s). */

/* Transmit queue(s) are ordered lists of FragSdu instances. */
newtype FragSdu struct

fTot FragNum; /* number of fragments in pdus FragArray */

fCur FragNum; /* next fragment number to send */

fAnc FragNum; /* next fragment to announce in ATIM or TIM

when fAnc > fCur, pdus(fCur)+ may be sent */
eol Time; /*setto (now + dUsec(aMaxTxMsduLifetime))
when the entry is created */

sqf SegNum; /* SDU sequence number, set at 1st Tx attempt */

src Integer; /* short retry counter for this SDU */

Irc Integer; /* long retry counter for this SDU */

dst MacAddr; /* destinaton address */

grpa Boolean; /* =true if RA (not DA) is a group address */

psm Boolean; /* =true if RA (not DA) may be in pwr_save */

resume Boolean; /* =true if fragment burst being resumed */

cnfTo Pld; /* address to which confirmation is sent */

txrate Rate; /* data rate used for initial fragment */

cf CfPriority; /* requested priority (from LLC) */

pdus FragArray; /* array of Frame to hold fragments */
endnewtype FragSdu;
/* Queue of FragSdu */
/* for power save buffers, etc., searchable with Qsearch operator: */
/* index:= Qsearch(queue, addr) where queue is an SduQueue, */
/* index identifies the first queue entry at which */
/* entry!dst = addr; or as -1 if no match (or queue empty). */
newtype SduQueue Queue(FragSdu, emptyQ);

adding operators
gSearch : SduQueue, MacAddr -> Integer;
operator gSearch;

fpar que SduQueue, val MacAddr; returns Integer; referenced;

endnewtype SduQueue;
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Operator Qsearch Qsearch_1a(1)

:r;_faar_ __________ TL\ dcl k, ing Integer ;
1 que SduQueue, i
| val MacAddr ; !

)

returns result Integer ;

1
]
v

r

[* This procedural operator is
part of sort SduQueue.
index:= Qsearch(queue, addr)
returns index of the first queue
entry at which (entryldst = addr);
returns -1 if no match found.
Also returns -1 for empty queue. */

Ing:=
length(que)

ki=k+1 result:= k

result:= -1

|

result
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Package macsorts

operator
ArAge

operator
ArFree

operator
ArSearch

' B

g Defragmentation support sorts
/i

/* The PartialSdu structure is for INCOMPLETE MSDUs/MMPDUs */
/* (generically SDUs) for which at least 1 fragment has been */
/* received. Unfragmented SDUs are reported upward immediately, */
/* and are never stored in instances of this structure. */
newtype PartialSdu struct
inUse Boolean; /* =true if this instance holds any fragments */
rta MacAddr; /* transmitting station (Addr2) */
rsn SeqNum; /* SDU sequence number */
rCur FragNum; /* fragment number of most recent Mpdu */
reol Time; /* (now+dUsec(aMaxReceivelifetime) @ 1st Mpdu */
rsdu Frame; /* buffer where Mpdus are concatenated */
default (. false, nuliAddr, 0, 0, 0, null .);
endnewtype PartialSdu;
newtype PartialSduKeys struct /* if aPrivacyOptionimplemented=true */
wDefKeys KeyVector; /* default keys when 1st frag received */
wKeyMap KeyMapArray; /* key mappings when 1st frag received */
wExclude Boolean; /* aExcludeUnencrypted @ 1st frag rx */
endnewtype PartialSduKeys;
/* Number of entries in defragmentation array at this station. */
/* The value is implementation dependent (min=3, see 9.5). */
synonym defragSize Integer = 6;
syntype defragindex = Integer constants 1:defragSize
endsyntype defragindex;
/* Array of PartialSdu for use defragmenting Msdus and Mmpdus. */
/* Searchable using the ArSearch operator */
/* index:= ArSearch(array, addr, seq, frag) */
/* where index is returned to identify the first element for which */
/* ((inUse = true) and (entry!rta = addr) and (entry!rsn = seq) */
/* and (entry!lrCur = (frag-1)); or as =1 if no match found. */
/* index:= ArFree(array) returns the index of a free entry, */
/* or -1 if no entries free. May free an entry, selected using */
/* an unspecified algorithm, to avoid returning -1. */
/* array:= ArAge(array, age) */
/* frees where (entryleol < age), also used to clear array. */
newtype DefragArray Array( defragindex, PartialSdu);
adding operators
ArSearch : DefragArray, MacAddr, SeqNum, FragNum -> Integer;
ArFree : DefragArray -> Integer;
ArAge : DefragArray, Time -> DefragArray;
operator ArSearch;
fpar ar DefragArray, adr MacAddr, seq SegNum, frg FragNum;
returns Integer; referenced,
operator ArFree; fpar ar DefragArray; returns Integer; referenced;
operator ArAge; fpar ar DefragArray, age Time;
returns DefragArray; referenced;
endnewtype DefragArray;
newtype DefragKeysArray Array( defragindex, PartialSduKeys);

endnewtype DefragKeysArray;

3115_d\Defragment(31)
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Operator ArAge

i'; fpar

i ar DefragArray, 3
i age Time; 1
returns DefragArray;:

!
i
)

dcl k Defragindex ;
dcl te Boolean ;
dcl temp PartialSdu ;

Mark all entries
with end-of-life
(reol) earlier
than specified
as not in use.

D

/* This procedural operator
is part of sort DefragArray.
array:= ArAge(array, age)

frees entryleol < age. Thisis
used both for the aging function
and to clear the DefragArray. */

k:= k+1

temp:=ar(k),
te:=

IH‘—"

templinUse

(false)

te:=
templreol

< age

templinUse:=
false,

ar(k):= temp

(=defragSize)

ArAge_1a(1)
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Operator ArFree ArFree_1b(1)
:' ; fpar IS /* This procedural operator is
i ar DefragArray’;} part of the sort DefragArray.
ireturns Integer; | index:= ArFree(array)
CES=S St Z returns index of an unused entry
in the array. If all entries are used,
dcl k Defragindex ; either returns -1, or selects an
dcl result Integer ; arbitrary entry to free in order to
dcl te Boolean ; return a usable index. Decision
dcl temp PartialSdu ; criteria for case of no free entries
are implementation dependent. */

D

k=1 k:=k+1
temp:=ar(k),
te:=
templinUse
(true)
te
(false)
(=defragSize)
I This decision is
-------- 1implementation
1 dependent.
(false) ‘t-----------
"Refurn index 1 k= index 'Selectan entry to
of afree entry r--{ result=k resuit:= -1 ofentryto t--1re-use based on
if possible. ] force free' 1unspecified criteria.
ar(k)linUse:=
false,
result:= k
]

@result
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Operator ArSearch

o
I

; fpar n
ar DefragArray,
adr MacAddr, |
seq SegNum, !
frg FragNum; |

1
1

dclte Boolean ;

dcl k Defragindex ;
dcl result Integer ;

dcl temp PartialSdu ;

Search for first
element where
(inUse=true) and
(rta=adr) and
(rsn=seq) and
(rCur=(frg-1))

[}
|
==
I
I
I
[}
[}
]
]

"

This procedural operator is
part of sort DefragArray.
index:= ArSearch(array, addr, seq, frag)
where array is a DefragArray;
index is returned to identify the first element
for which (inUse=true) and (entry!rta=addr) and
(entrylrsn=seq) and (entry!rCur=frag-1);
index is retumed =1 if no match is found. */

—
k:=1 k:= k+1
k |
D
temp:=ar(k),
te:=
templinUse
(false)
te
(true)
te:= (temp!rsn = seq)
(temp!rta= [~ and
adr) and (temp!rCur
= (frg-1))
(false)
te
(true)
elsd
k
(=defragSize)
result:= k result:= -1
|2 |
resuit

ArSearch_1a(1)
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operator
crc32

' L

= CRC-32 sorts (for FCS and ICV)
/

/* Crc is a subtype of Octetstring with added operators: */
/*  crc:= Crc32(cre,octet) */
/* updates the crc value to include the new octet, and */
/* Mirror(crc), which returns a Crc value with the order */
/* of the octets, and of the bits in each octet, reversed for */
/* MSb-first transmission (see 7.1.1). Crc variables must have */
/* exactly 4 octets, which is done using initCrc or S4. */
newtype Crc inherits Octetstring operators all;
adding operators
Crc32 : Crc, Octet -> Crc;
mirror : Crc -> Octetstring;
operator Crc32; fpar crcin Cre, val Octet; retumns Crc; referenced;
axioms for all cin Crc(
mirror(c) == S4(flip(c(3)}.flip(c(2)).flip(c(1)), fip(c(0))); )
endnewtype Crc;
synonym initCrc Crc = /* Initial Crc value (all 1s) */
<< type Crc>> S4(0xFF,0xFF,0xFF,0xFF);
synonym goodCrc Crc = /* Unique remainder for valid CRC-32 */
<< type Crc>> S4(0x7B,0xDD,0x04,0xC7);

operator
keyLookup

’ I\

*  WEP support sorts

!
syntype Keylndex = Integer constants 0:3 endsyntype Keylndex;
newtype PrngKey inherits Octetstring operators all;
adding literals nullKey; /* nullKey is not any of 2240 key vaiues */
axioms nullKey == null; defauit nullKey; endnewtype PrngKey;
newtype KeyVector /* vector of default WEP keys */
Array( Keylndex, PrngKey); endnewtype KeyVector;
/* Number of entries in aWepKeyMappings array at this station.
[* implementation dependent value, minimum=10 (see 8.3.2). */
synonym sWepKeyMappingLength Integer = 10;
syntype KeyMappingRange = Integer
constants 1:sWepKeyMappingLength endsyntype KeyMappingRange;
newtype KeyMap struct /* structure used for entries in KeyMapArray */
mappedAddr MacAddr;
wepOn  Boolean;
wepKey PrngKey;
endnewtype KeyMap;
/* KeyMapArray -- used for aWepKeyMapping table; */
/* an array of KeyMap indexed by KeyMappingRange, with operator */
/*  KeyMap := keyLookup(addr, keyMapArray, keyMapArraylLength) */
/* returns the KeyMap entry for the specified addr, or */
/* (. nullAddr, false, nullKey .) if no mapping for addr. */
newtype KeyMapArray Array( KeyMappingRange, KeyMap);
adding operators
keyl.ookup : MacAddr, KeyMapArray, Integer -> KeyMap;
operator keylLookup;
fpar luadr MacAddr, kma KeyMapArray, kml Integer;
returns KeyMap; referenced;
endnewtype KeyMapArray;

3116_d\Crc_Wep(31)
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Operator Crc32 cre32_1a(1)
i'; fpar I /* This procedural operator is

i crcin Cre, © ) part of sort Crc.

i val Octet; 1 cre:= Cre32(cre, octet)

| retuns Crc ; :

generates CRC-32 polynomial,
LSb-first, for the 8 bits of

> octet into accumulator crc. */

dcl k Integer ; B
dcl new Bit;

dcl result Crc ;

| I dcl temp Bitstring ;

BT Tt = T Fl

temp:= = /* Bitstring with 1s at bit
b s(cFr)cin) ke= ket positions with feedback
- terms in CRC-32 polynomial */

I—H synonym feedback Bitstring =

$8(0,1,1,0,1,1,0,1) //

new:= $8(1,0,1,1,1,0,0,0) //
val(k) xor $8(1,0,0,0,0,0,1,1) //
last(temp) $8(0,0,1,0,0,0,0,0) ;
temp:=
mkstring(new)
// head(temp)

(false)

temp:=
temp xor
feedback

elsg
(=7)

result:=
o_s(temp

)
®result

302 Copyright © 1999 IEEE. All rights reserved.



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

ANSI/IEEE Std 802.11, 1999 Edition

Operator keylLookup

'; fpar luadr MacAddr, i
kma KeyMapArray,
kml Integer ; !

returns KeyMap ; :

| TS RS e e F

dct Ik Integer:=1;
dcl result KeyMap ;

KeyLookup_1a(1)

/* This procedural operator is
part of sort KeyMapArray.
keyMap:= keyLookup

(addr, keyMapArray, keyMapArrayLength)

If an entry is found with mappedAddr=addr,
keyMap is set to the value of this entry.
If no entry is found with mappedAddr=addr,

keyMap is set to (. nullAddr, false, nullKey .} */

luadr =
kma(lk)!

lk:=1k + 1

(true)

true)
result:= ! Return ﬂrs_t KeyMap
kma(lk) --1element with correct
| mappedAddr value.
resuit!
mappedAddr:=f-------4------ ~
nullAddr i
| E
result! | Tifthe end of the key
wepOn:= ------—t1----->x1map array is reached
false | lwithout finding addr,
I | lindicate the lack of
i 1a mapping by returning
result! i inullAddr. This avoids
wepKey:= p-------qo---—- * {ambiguity between an
nullKey ! entry which maps to
1nullKey and nullKey

i being returned due

result
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i FRAME sort (the basic definition of fields in MAC frames)

3117_d\Frame_1(31)

I N
1 LY /
! ! /* Frame is a subtype of Octetstring with operators for creating
o E /* MAC headers, extracting each of the header fields and some
/* management frame fields, and modifying most of these fields.
/* There are operators to create and extract management frame
/* elements, but no operators for the frame body, IV, ICV, and FCS
/* fields, which are handled directly as Octetstrings. */
newtype Frame inherits Octetstring operators all;
adding operators
mkFrame : TypeSubtype, MacAddr, MacAddr, Octetstring -> Frame; operator
mkCtl : TypeSubtype, Octetstring, MacAddr -> Frame; P
protocolVer : Frame -> Integer; /* Protocol version (2 bits) */ getElem
basetype : Frame -> BasicType; /* Type field (2 bits) */ i
ftype : Frame -> TypeSubtype; /* Type & Subtype (6 bits) */ feorpoeconnm on
setFtype : Frame, TypeSubtype -> Frame; | Gets element
toDs : Frame -> Bit; /* To DS bit (1 bit) */ |from body of
setToDs : Frame, Bit -> Frame; | Management
fiDs : Frame -> Bit; /* From DS bit (1 bit) */ i1frame. If the
setFrDs : Frame, Bit -> Frame; :target element
moreFrag : Frame -> Bit; /* More Fragments bit (1 bit) */ 1is not present
setMoreFrag : Frame, Bit -> Frame; ran Octetstring
retryBit : Frame -> Bit; /* Retry bit (1 bit) */ 1of length zero
setRetryBit : Frame, Bit -> Frame; 1is returned.
pwrMgt : Frame -> Bit; /* Power Management bit (1 bit) */ B ittt
setPwrMgt : Frame, Bit -> Frame;
moreData : Frame -> Bit; /* More Data bit (1 bit) */
setMoreData : Frame, Bit -> Frame;
wepBit : Frame -> Bit; /* WEP bit (1 bit) */
setWepBit : Frame, Bit -> Frame;
orderBit : Frame -> Bit; /* {strictly}Order{ed} (1 bit) */
setOrderBit : Frame, Bit -> Frame;
durld : Frame -> Integer; /* Duration/ID field (2) */
setDurld : Frame, Integer -> Frame;
addr1 : Frame -> MacAddr; /* Address 1 [DA/RA] field (6) */
setAddr1 : Frame, MacAddr -> Frame;
addr2 : Frame -> MacAddr; /* Address 2 [SA/TA] field (6) */
setAddr2 : Frame, MacAddr -> Frame;
addr3 : Frame -> MacAddr; /* Address 3 [Bss/DA/SA] field */
setAddr3 : Frame, MacAddr -> Frame;
addr4 : Frame -> MacAddr; /* Address 4 [WDS-SA] field (6) */
insAddr4 : Frame, MacAddr -> Frame;
seq : Frame -> SegNum; /* Sequence Number (12 bits) */
setSeq : Frame, SeqNum -> Frame;
frag : Frame -> FragNum; /* Fragment Number (4 bits) */
setFrag : Frame, FragNum -> Frame;
ts : Frame -> Time; /* Timestamp field (8) */
setTs : Frame, Time -> Frame;
mkElem : ElementiD, Octetstring -> Frame; /* make element */
GetElem : Frame, ElementID -> Frame; /* get element if aval */
status : Frame -> StatusCode; /* Status Code field (2) */
setStatus : Frame, StatusCode -> Frame;
authStat : Frame -> StatusCode; /* Status Code in Auth frame */
reason : Frame -> ReasonCode; /* Reason Code field (2) */
/* Frame operators continued on next page ...*/
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3118_d\Frame_2(31)

/* ...Frame Sort Operators continued */
authSeqNum : Frame -> Integer; /* Auth Sequence Number (2}
authAlg : Frame -> AuthType; /* Auth Algorithm field (2) */
beaconint : Frame -> TU; /* Beacon Interval field (2) */
listenint : Frame -> TU; /* Listen Interval field (2) */
Ald : Frame -> Asocld; /* Association ID field (2) */
setAld : Frame, Asocld -> Frame;
curApAddr : Frame -> MacAddr; /* Current AP Addr field (6) */
capA : Frame, Capability -> Bit; /* Capability (Re)Asoc */
setCapA : Frame, Capability, Bit -> Frame;
capB : Frame, Capability -> Bit; /* Capability Ben/Probe */
setCapB : Frame, Capability, Bit -> Frame;
keyld : Frame -> Keylndex; /* Key ID subfield (2 bits) */
setKeyld : Frame, Keylndex -> Frame;

operator GetElem;
fpar fr Frame, el ElementliD; returns Frame; referenced;

/* Frame Sort Axioms */ B
axioms
for all f in Frame(  for all a, sa, da, ra, ta, bssa in MacAddr(
for all body, dur, sid, info in Octetstring(
addr1(f) == SubStr(f,4,6);
setAddri(f,a) == SubStr(f,0,4) // a // SubStr(f,10,Length(f)-10);
addr2(f) == SubStr(f,10,6);
setAddr2(f,a) == SubStr(f,0,10) // a // SubStr(f,16,Length(f)-16);
addr3(f) == SubStr(f,16,6);
setAddr3(f,a) == SubStr(f,0,16) // a // SubStr(f,22,Length(f)-22);
addr4(f) == SubStr(f,24,6);
insAddra(f,a) == SubStr(f,0,24) // a // SubStr(f,24, Length(f)-24);
curApAddr(f) == SubStr(f,28,6);
for all ft in TypeSubtype(
mkFrame(ft, da, bssa, body) ==
ft // O3 // da // dot11MacAddress // bssa // O2 // body;
(ft = ts) ==> mkCtI(ft, dur, ra) ==
ft // O1 // dur // ra // aStationID;
(ft = ps_poll) ==> mkCti(ft, sid, bssa) ==
ft // O1 // sid // bssa // aStationID;
(ft = cts) or (ft = ack) ==> mkCti(ft, dur, ra) ==
ft // O1 // dur // ra;
(ft = cfend) or (ft = cfend_ack) ==> mkCtI(ft, bssa, ra) ==
ft// O3 // ra /l bssa;
ftype(f) == MkString(f(0) and 0xFC);
setFtype(f, ft) == Modify!(f, 0, MkString((f(0) and 0x03) or
) )
for all bt in BasicType( basetype(f) == f(0) and 0x0C; };
for all i in Integer(
protocolVer(f) == octetVal(f(0) and 0x03);
authSeqNum(f) == octetVal(f(26)) + (octetVal(f(27)) * 256);
durld(f) == octetVal(f(2)) + (octetVal(f(3)) * 256);
setDurld(f, i) == SubStr(f, 0, 2) // mkOS(i mod 256, 1) //
mkOS(i / 256, 1) // SubStr(f, 4, Length(f) - 4); );
for all e in ElementiD(
mkElem(e, info) == e // mkOS(Length(info) + 2, 1) // info; );

/* Frame Sort Axioms continued on next page ... */
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3119_d\Frame_3(31)

\ [/* ... Frame Sort Axioms continued */ B

for all b in Bit(
toDs(f) ==

S setToDs(f, b) ==

Modify!(f, 1, (f(1) and OXFE) or $8(0,0,0,0,0,0,0,b));

if (f(1) and 0x02) then 1 else O fi;

if (f(1) and 0x01) then 1 else O fi;

frDs(f) ==
setFrDs(f, b) ==

Modify!(f, 1, (f(1) and OxFD) or $8(0,0,0,0,0,0,b,0));
moreFrag(f) == if (f(1) and 0x04) then 1 else O fi;
setMoreFrag(f, b) ==

Modify!(f, 1, (f(1) and OxFB) or $8(0,0,0,0,0,b,0,0));
retryBit(f) == if (f(1) and 0x08) then 1 else O fi;
setRetryBit(f, b) ==

Modify!(f, 1, (f(1) and 0xF7) or $8(0,0,0,0,b,0,0,0));
pwrMgt(f) == if (f(1) and 0x10) then 1 else O fi;
setPwrMat(f, b) ==

Modify!(f, 1, (f(1) and OxFB) or $8(0,0,0,b,0,0,0,0));
moreData(f) == if (f(1) and 0x20) then 1 else O fi;
setMoreData(f, b) ==

Modify!(f, 1, (f(1) and OxFB) or $8(0,0,b,0,0,0,0,0));
wepBit(f) == if (f(1) and 0x40) then 1 else O fi;
setWepBit(f, b) ==

Modify!(f, 1, (f(1) and OxFB) or $8(0,b,0,0,0,0,0,0));
orderBit(f) == if (f(1) and 0x80) then 1 else O fi;
setOrderBit(f, b) ==

Modify!(f, 1, (f(1) and 0xFB) or S$8(b,0,0,0,0,0,0,0));
for all ¢ in Capability(
capA(f,c) ==
setCapA(f,c,b) ==

if (B_S(SubStr(f,24,2)) and ¢) then 1 else O fi;

SubStr(f,0,24) // (B_S(SubStr(f,24,2) and

(not c)) or (if b then ¢ else O2 fi)} //

SubStr(f,26,Length(f) - 26);

if (B_S(SubStr(f,34,2)) and c) then 1 else 0 fi;

SubStr(f,0,34) // (B_S(SubStr(f,34,2) and
(not ¢)) or (if b then ¢ eise O2 fi)) //
SubStr(f,36,Length(f) - 36); ));

for all sq in SeqNum(

(octetVal(f(22) and 0xF0)/16)+(octetVal(f(23)*16));

SubsStr(f, 0, 22) // MkString((f(22) and 0x0F)
or mkOctet((sq mod 16) * 16)) // mkOS(sq / 16, 1) //
SubStr(f, 24, Length(f) - 24); );

for all fr in FragNum(

octetVal(f(22) and 0xOF);

capB(f,c) ==
setCapB(f,c,b) ==

seq(f) ==
setSeq(f, sq) ==

frag(f) ==
setFrag(f, fr) ==
SubsStr(f, 0, 22) // MkString((f(22) and 0xF0) or
mkOctet(fr)) // SubStr(f, 23, Length(f} - 23); );
for alt tm in Time(
tUsec( Usec!(octetVal(f(24)) +
(octetVal(f(25)) +
(256 * (octetVal(f(26)) +
(256 * (octetVal(f(27)) +
i (octetVaI(f(28)) +
(octetVaI(f(29)) +
(256 * (octetVaI(f(30 N
(256 ~ octetval(f(31)NNMNNMMN ) X

/* Frame Sort Axioms continued on next page ... */

ts(f) ==
(256 *
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/¥ ... Frame Sort Axioms continued */ B

setTs(f, tm) == SubStr(f, 0, 24) // mkOS(fix(tm), 1} //
mkOS((fix(tm) / 256), 1) // mkOS((fix(tm) / 65536), 1) //
mkOS((fix(tm) / 16777216), 1} //
mkOS((fix(tm) / 4294967296), 1) //
mkOS(((fix(tm) / 4294967296) / 256), 1) //
mkOS(((fix(tm) / 4294967296) / 65536), 1) //
mkOS(((fix(tm) / 4294967296) / 16777216), 1) //
SubStr(f, 32, Length(f) - 32); );
for all stat in StatusCode(
status(f) == SubStr(f, 26, 2);
setStatus(f, stat) ==
SubStr(f, 0, 26) // stat // SubStr(f, 28, Length(f) - 28);
authStat(f) == SubStr(f, 28, 2); );
for all rea in ReasonCode( reason(f) == SubStr(f, 24, 2); );
for all alg in AuthType( AuthType(f) == SubStr(f, 24, 2); );
for all u in TU(
beaconlnt(f) == octetVal(f(32)) + (octetVai(f(33)) * 256);
listenint(f) == octetVal(f(26)) + (octetVal(f(27)) * 256); );
for all sta in Assocld(
Ald(f) == octetVal(f(28)) + (octetvVal(f(29)) * 256);
setAld(f, sta) == SubStr(f, 0, 28) // mkOS(sta mod 256, 1) //
mkOS(sta / 256, 1) // SubStr(f, 30, Length(f) - 30); );
for all kid in KeylndexRange(
keyld(f) == octetVal(f(27)) / 64;
setKeyld(f, kid) == Modify!(f, 27, mkOS(kid * 64)); ); )
endnewtype Frame;

' AN

i ReasonCode sort

/
newtype ReasonCode inherits Octetstring operators all;
adding literals unspec_reason, auth_not_valid, deauth_Iv_ss,
inactivity, ap_overload, class2_err, class3_err,
disas_Iv_ss, asoc_not_auth;
axioms
unspec_reason == mkOS(1, 2); auth_not_valid == mkOS(2, 2);
deauth_lv_ss == mkOS(3, 2); inactivity == mkOS(4, 2);
ap_overload == mkOS(5, 2); class2_err == mkOS(6, 2);
class3_err == mkOS(7, 2); disas_Iv_ss == mkOS(8, 2);
asoc_not_auth == mkOS(9, 2);
endnewtype ReasonCode;

' A\

® StatusCode sort

newtype StatusCode inherits Octetstring operators all;
adding literals successful, unspec_fail, unsup_cap,
reasoc_no_asoc, fail_other, unsupt_alg, auth_seq_fail,
ching_fail, auth_timeout, ap_full, unsup_rate;
axioms
successful == mkOS(0, 2); unspec_failure == mkOS(1, 2);
unsup_cap == mkOS(10, 2); reasoc_no_asoc == mkOS(11, 2);
fail_other == mkOS(12, 2); unsupt_alg == mkOS(13, 2);
auth_seq_fail == mkOS(14, 2); ching_fail == mkOS(15, 2);
auth_timeout == mkOS(16, 2); ap_full == mkOS(17, 2);
unsup_rate == mkOS(18, 2);
endnewtype StatusCode;

3120_d\Frame_4(31)

Copyright © 1999 |IEEE. All rights reserved.

307




ANSI/IEEE Std 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Operator getElem
fpar
L3

{

el Elementid ;:
ireturns Frame ;|

D

n:= length(fr)

ftype(fr)

GetElem_1a(1)

dcl k, Ing, n Integer ;
dcl info Frame ;

dcl te Boolean ;
dclv1, v2 Octet ;

/* This is a procedural operator B
is part of sort Frame. This
operator extracts an element
from a Management frame:

elem:= getElem(fr.el)
Copies the info field of element
with element ID el from frame fr
into elem. If there is no element
with the specified element ID,
elem is set to 'null’. */

(asoc_req,
else (beacon, asoc_rsp,
(probe_req) probe_rsp) (reasoc_req) reasoc_rsp)
k:=6 k:=0 k=12 k:=10 k=4
| £ ¢ k 7
ki=k+
sMacHdrLng
|2
D
te:=n>=k
te
false
( ) (true)
et v1:= fr(k),
L S v2:= first(el)
info vl =v2
(true) (false)
v1:= fr(k+1) v1:= fr(k+1)
ki=k +
Ing:=
octetVval
octetVal(v1) (V1) +2
I ———
info:=
substr
(fr,k+2,Ing)
info

308

Copyright © 1999 IEEE. All rights reserved.




MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

]

ANSI/IEEE Std 802.11, 1999 Edition

Package macsorts

/
i Frame Type sorts

/
/* TypeSubtype defines the full, 6-bit frame type identifiers. */
/* These values are useful with ftype operator of Frame sort. */
newtype TypeSubtype inherits Octetstring operators all;
adding literals asoc_req, asoc_rsp, reasoc_req, reasoc_rsp,
probe_req, probe_rsp, beacon, atim, disasoc, auth, deauth,
ps_poll, rts, cts, ack, cfend, cfend_ack, data, data_ack,
data_poll, data_poll_ack, null_frame, cfack, cfpoll, cfpoll_ack;
axioms
asoc_req == MkString(S$8(0,0,0,0,0,0,0,0)});
asoc_rsp == MkString(S8(0,0,0,0,1,0,0,0));
reasoc_req == MkString($8(0,0,0,0,0,1,0,0));
reasoc_rsp == MkString($8(0,0,0,0,1,1,0,0));
probe_req == MkString($8(0,0,0,0,0,0,1,0));
probe_rsp == MkString($8(0,0,0,0,1,0,1,0));
beacon == MkString($8(0,0,0,0,0,0,0,1));
atim = MkStnng(SS(O 0,0,0,1,0,0,1));
disasoc == MkString($8(0,0,0,0,0,1,0,1)};
auth = MkStnng(SS(O 0,0,0,1,1,0,1));
deauth == MkString($8(0,0,0,0,0,0,1,1});
ps_poll == MkString(88(0,0,1,0,0, 0,1
== MkString(S$8(0,0,1,0,1,1,0,1));
cts == MkString($8(0,0,1,0,0,0,1,1));
ack = MkStnng(88(0,0,1,0,1, A0
cfend = MkStrlng(SS(O 0,1,0,0,1 1,1)),
cfend_ack == MkString($8(0,0,1,0 , 1,1,1,1));
data = MkStnng(SB(O 0,0,1,0,0,0,0));
data_ack == MkString(S8(0,0 0,1, ,0,0,0));
data_poll == MkString(S8(0 0,0,1,0,1,0,0));
data_poll_ack == MkString(88(0,0,0,1,1,1,0,0));
null_frame == MkString($8(0,0,0,1,0,0,1,0));
cfack == MkString($8(0,0,0,1,1,0,1,0));
cfpoll == MkString(S8(0,0,0,1 ,0,1,1,0));
cfpoll_ack == MkString(S8(0,0,0,1,1,1,1,0));
endnewtype TypeSubtype;
/* BasicTypes defines the 2-bit frame type groups */
newtype BasicType inherits Bitstring operators all;
adding literals control, data, management, reserved;
axioms
control == §8(0,0,1,0,0,0,0,0); data == $8(0,0,0,1,0,0,0,0);

management == $8(0,0,0,0,0,0,0,0); reserved == $8(0,0,1,1,0,0,0,0);

endnewtype BasicType;

3121_d\FrameType(31)
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' B

ElementID sort
/.

newtype ElementID inherits Octetstring operators all;
adding literals eSsld, eSupRates, eFhParms, eDsParms,
eCfParms, eTim, elbParms, eCtext;
axioms
eSsld == mkOS(0, 1); /* service set identifier (0:32) */
eSupRates == mkOS(1, 1); /* supported rates (1:8) */
eFhParms == mkOS(2, 1); /* FH parameter set (5) */
eDsParms == mkOS(3, 1); /* DS parameter set (1) */
eCfParms == mkOS(4, 1); /* CF parameter set (6) */
eTim == mkOS(5, 1); /* Traffic Information Map (4:254) */
elbParms == mkOS(6, 1); /* IBSS parameter set (2) */
eCtext == mkOS(16, 1); /* challenge text (128, see 8.1.2.2) */
endnewtype ElementID;

3122_d\MgmtFields(31)

/
*

Capability field bit assignments sort

newtype Capability inherits Bitstring operators all;
adding literals cEss, clbss, cPollable, cPolIReq, cPrivacy;
axioms
cEss == 88(1,0,0,0,0,0,0,0) // 0x00; /* ESS capability */
clbss == §8(0,1,0,0,0,0,0,0) // Ox00; /* IBSS capability */

cPollable == §8(0,0,1,0,0,0,0,0) // 0x00; /* CF-pollable (sta), PC present (ap) */
cPollReq == $8(0,0,0,1,0,0,0,0) // 0x00; /* not CF poll req (sta), PC polls (ap) */

cPrivacy == $8(0,0,0,0,1,0,0,0) // 0x00; /* WEP required */
endnewtype Capability;

2 N

IBSS parameter set sort

newtype IbssParms inherits Octetstring operators all;
adding operators
atimWin : IbssParms -> TU;
setAtimWin : IbssParms, TU -> IbssParms;
axioms
for all ib in IbssParms(  for all u in TU(
atimWin(ib) == octetVal(ib(0)) + (octetVal(ib(1)) * 256);
setAtimWin(ib, u) == mkOS(u mod 256, 1) // mkOS(u / 256, 1); ));
endnewtype IbssParms;
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E—— I / N

i
i L *  CF parameter set sort
1 i

newtype CfParms inherits Octetstring operators all;
adding operators

cfpCount : CfParms -> Integer; /* CfpCount field (1) */

setCfpCount : CfParms, Integer -> CfParms;

cfpPeriod : CfParms -> Integer; /* CfpPeriod field (1) */

setCfpPeriod : CfParms, Integer -> CfParms;

cfpMaxDur : CfParms -> TU; /* CfpMaxDuration field (2) */

setCfpMaxDur : CfParms, TU -> CfParms;

cfpDurRem : CfParms -> TU; /* CfpDurRemaining field (2) */

setCfpDurRem : CfParms, TU -> CfParms;

axioms for all cf in CfParms( for all i in Integer( for all u in TU(
cfpCount(cf) == octetVal(cf(0));
setCfpCount(cf, i) == mkOS(i, 1) // Tail(cf);
cfpPeriod(cf) == octetVal(cf(1));
setCfpPeriod(cf, i} == cf(0) // mkOS(i, 1) // SubStr(cf,2,4);
cfpMaxDur(cf) == octetVal(cf(2)} + (octetVal(cf(3)) * 256);
setCfpMaxDur(cf, u) == SubStr(cf, 0, 2) // mkOS(u mod 256, 1)
/I mkOS(u / 256, 1) // SubStr(cf, 4, 2);
cfpDurRem{cf) == octetVal(cf(4)) + (octetVal(cf(5)) * 256);
setCfpDurRem(cf, u) == SubStr(cf, 0, 4) // mkOS(u mod 256, 1)
/I mkOS(u / 256, 1); )));
endnewtype CfParms;

' AN

¥ Sorts for association management at AP

operator /
AldLookup synonym sMaxAld Integer = 2007; /* 2007 is largest allowable value */
/* implementation limit may be lower */

syntype Asocld = Integer constants 0:sMaxAld endsyntype Asocld;
/* Station Association Record -- only used at APs */
newtype AsocData struct
adAddr MacAddr; /* address of associated station */
adPsm PwrSave; /* power save mode of the station */
adCfPoll Boolean; /* true if station is CfPollable */
adPoliRg Boolean; /* true if station requested polling */
adNoPoll Boolean; /* true if station requested no polling */
adMsdulP Boolean; /* true if partial Msdu outstanding to sta */
adAuth AuthType; /* authentication type used by station */
adRates RateSet; /* supported rates from association request */
adAge Time; /* time of association */
endnewtype AsocData;
/* Association table -- array of AsocData, only used at APs */
/* index:= AldLookup(table, addr) */
/* returns the index of location where table(x)!ladAddr=addr */
/* or 0 if no such location found. */
newtype AldTable Array(Asocld, AsocData);
adding operators
AldLookup : AldTable, MacAddr -> Asocld;
operator AldLookup;
fpar tbl AldTable, val MacAddr; returns Asocld; referenced;
endnewtype AldTable;

Copyright © 1999 IEEE. All rights reserved. 311




ANSI/IEEE Std 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Operator AldLookup

;;fpar I
i tbl AldTable }
{ val MacAddr ;1
| returns Asocld ;:

Sy S e

Start search at 1.
AldTable index
range includes 0
because Ald=0
is a shorthand
used to indicate
buffered broadcast 1

dcl k Asocld ;
dcl result Asocld’;
dcl tst AsocData ;

k= k1

e e e e T (Y]

elsg

AldLookup_1a(1)

I* This is a procedural operator |\
for sort AldTable.
The association ID table is
searchable by MacAddr using

index:= AldLookup(table, addr)

where table is an AldTable.
This operator returns the
first index value where the
table entry is equal to addr,
or 0 if no match found. */

result:= k

result:= 0

result

(=sMaxAld)
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operator
mkTim

operator
nextAld

3124_d\TIM(31)

' A\

= Traffic Information Map (TIM) support sorts
/

/* TrafficMap is an Array of Bit indexed by Ald. */
/* Bits =1 in TrafficMap denote the presence of buffered frame(s) */
/* for the station assigned that Ald. TrafficMap operators are: */
/¥ mkTim(trafficMap, dtimCnt, dtimPer, lowAld, highAld, bcst) */
1* returns Octetstring to use as the info field of a TIM element */
/* The TIM will contain bits =1 for TrafficMap locations in the */
/* range (lowAld):(highAld). Buffered broadcasts and multicasts */
/* (Ald 0} are indicated if dtimCnt=0 and if bcst=true. */
/*  nextAld(trafficMap, currentAld) */
/* returns index greater than currentAld at which TrafficMap=1. */
/* If no locations before sMaxAld are =1, returns 0. */
newtype TrafficMap Array( Asocld, Bit);
adding operators
mkTim : TrafficMap, Integer, Integer, Asocld, Asocld, Boolean -> Octetstring;
nextAld : TrafficMap, Asocld -> Asocld;
operator mkTim;
fpar trf TrafficMap, dtc Integer, dtp Integer, xlo Asocld,
xhi Asocld, bc Boolean; returns Octetstring; referenced;
operator nextAld;
fpar trf TrafficMap, x Asocld; returns Asocld; referenced;
endnewtype TrafficMap;
/* TIM is a subtype of Octetstring with operators: */
/*  bufFrame(tim,Ald) returns true if the TIM info field */
I (obtained using getElem) is =1 at tim(Ald). */
/*  bufBcst(tim) returns true if the TIM info field */
fF indicates buffered broadcast/muiticast traffic */
/*  dtCount(tim) returns DTIM count value from TIM */
/¥ dtPeriod(tim) returns DTIM period value from TiM */
newtype TIM inherits Octetstring operators all;
adding operators
bufFrame : TIM, Asocld -> Boolean;
bufBcst : TIM -> Boolean;
dtCount : TIM -> Integer;
dtPeriod : TIM -> Integer;
axioms
for all el in TIM(  for all a in Asocld(
bufFrame(el, a) ==
if a < (octetVal(el(2) and OxFE) * 8) then false
else
if a >= ((octetVal(ei(2) and OxFE)*8) + ((Length(e!)-3)*8))
then false
else
Extract!(B_S(el), (a-(octetVal(el(2) and OxFE)*8)+24)) = 1
fi fi;
bufBest(el) == (el(2) and 0x01) = 0x01;
dtCount(el) == octetVal(el(0));
dtPeriod(el) == octetVal(el(1)); ));

endnewtype TIM;
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Operator mkTim

I ; fpar

trf TrafficMap,
dtc Integer,
dtp Integer,
xlo Asocld,
xhi Asocld,
bc Boolean ;

returns Octetstrlng

high limit (xhi}
for a non-zero
traffic map bit.

dcl tim, tmp
Octetstring ;

Start TIM
with DTIM
count and
period fields.

dcl i, j, k Asocld ;

(false)

I

)

C

mkOS(dtc,1) //
mkOS(dtp, 1)

/* This procedural operator is part
of sort TrafficMap. mkTim builds
the info field for a TIM element
from the DTIM count and DTIM
period values and the contents
of the (xlo:xhi) range of bits in
the TrafficMap. The resulting
Octetstring can be used as an
operand of mkElem (by an AP
generating a Beacon frame). */

MKTim_1a(1)

—
i:= xlo, —
k:= xhi BRI

| 7Z

(true)

ISearch up from

-4 low limit (xlo)

i for a non-zero
'trafﬁc map bit.

false
(true) ¢ )
Floor starting | s = (trf(0)=1)
indextoeven r--1 i, 1gy+2 ki= k-1 if (dtc=0) |—then 1
multiple of 8. | and bc) and else 0 fi
= | = l
Add starting f j=i+ (trf(0)=1) tmp:= mkString(
index to be/mcr--1  if ((dtc=0) |—then1 <<type —— mkOctet(j)),
indicatorto | and bc) and else 0 fi Octetstring>> | | |tim:= tim //
get bitmap [ [ 1| tmp /1 O1
control field R S e
value for TIM. | tmp:= mkString( ) ! ! If no 1s in the partial
----------- g <<type — mkOctet(j)), tim . 1 bitmap, generate TIM
Octetstring>> tim:= ;with index 0 and one
tim // tmp ,octet =0 (see 7.3.2.6).
i=i*8, :ThIS method of calculating bitmap
k= pmmmemmmm - 1index and octet count meets alignment
((k-i)/8) + 1 1and length restrictions implicit in
lthe encoding of the TIM bltmap control
___________ 3 i field (7.3.2.6). However, if xlo is not a
Append octets ! tim:= tim // S8(trf(i), ! multiple of 16, or xhi is not a multiple
in active part -1 O_S( <<type | trf(i+1), 1of 8, bits outside the range (xlo:xhi)
of bitmapto Bitstring>> tri(i+2), 1will appear in the TIM element. This
the TIM. ' ] tri(i+3), ! may be of concern to implementers, but
"""""" . tri(i+4), lis not a problem in the formal description
=i tri(i+5), ibecause criteria for selecting bitmap
trf(i+6), | subsets are not part of this standard.
trf(i+7)) ) e s e TR
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Operator nextAld

:'; fpar TL\
1 trf TrafficMap, }
| x Asocld; I
ireturns Asocld ;

|
L S a

dcl k, result Asocld ;B‘

(true)

NextAld_1a(1)

/* This procedural operator
is part of sort TrafficMap.
nextAld searches upward
from the specified initial
index (x) in a TrafficMap
and returns the index of
the first bit =1. If the end
of the TrafficMap (index=
sMaxAld) is reached with
no 1s found, a value of 0
is returned. */

result:= k

result:= 0

result
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.

Package macsorts 3125_d\RateAndDurationSorts(31)

: i [ N
1 I
1 [}

e Multi-rate support sorts

newtype Rate inherits Octet operators all;
adding operators
calcDur : Rate, Integer -> Integer; /* converts (rate,bitCount) to integer usec */
rateVal : Rate -> Rate; /* clears high-order bit */
basicRate : Rate -> Rate; /* sets high-order bit */
isBasic : Rate -> Boolean; /* true if high-order bit set */
axioms
for all rin Rate( for alliin Integer( for all b in Boolean(
calcDur(r, i} == ((((10000000 + (octetVal(r and 0x7F) - 1)) /
(500 * octetVal(r and 0x7F))) * i) + 9999) / 10000;
rateVal(r) == r and Ox7F; basicRate(r) == r or 0x80;
isBasic(r) == (r and 0x80) = 0x80; )));
endnewtype Rate;
syntype RateString = Octetstring endsyntype RateString;

/
2 MPDU duration factor support sort

/* These operators support the encoding used to allow */
/* an Integer to represent the value of aMpduDurationFactor. */
/*  calcDF(PlcpBits, MpduBits) returns an Integer which is */
/* the fractional part of ((PlcpBits/MpduBits)-1)*(1e9). */
/* stuff(durFactor, MpduBits) returns the number of PlcpBits */
/* which result from MpduBits at the specified durFactor. */
newtype DurFactor inherits Integer operators all;
adding operators
calcDF : integer, Integer -> DurFactor;
stuff : DurFactor, Integer -> Integer;
axioms
for all df in DurFactor(  for all mb, pb in Integer(
calcDF(pb, mb) == ((pb * 1000000000} / mb) - 1000000000;
stuff(df, mb) == ((mb * df) + (mb - 1)}/ 1000000000; )};
endnewtype DurFactor;
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.

Package macsorts 3126_d\FH_DS_Params(31)

T [N [

R FH parameter set sort
|

newtype FhParms inherits Octetstring operators all;
adding operators

dwellTime : FhParms -> TU; /* Dwell Time field (2) */

setDwellTime : FhParms, TU -> FhParms;

hopSet : FhParms -> integer; /* Hop Set field (1) */

setHopSet : FhParms, Integer -> FhParms;

hopPattern : FhParms -> Integer; /* Hop Pattern field (1) */

setHopPattern : FhParms, Integer -> FhParms;

hopindex : FhParms -> Integer; /* Hop Index field (1) */

setHoplndex : FhParms, Integer -> FhParms;

axioms

for all fh in FhParms( for all i in Integer( for aift u in TU(
dwellTime(fh) == octetVal(fh(0)) + (octetVal(fh(1)) * 256);
setDwellTime(fh, u) == mkOS(u mod 256, 1) // mkOS(u / 256, 1) // SubStr(fh, 2, 3);
hopSet(fh) == octetVal(fh(2));
setHopSet(fh,i) == SubStr(fh,0,2) // mkOS(i,1) // SubStr(fh,3,2);
hopPattern(fh) == octetVal(fh(3));
setHopPattern(fh, i) == SubStr(fh,0,3) // mkOS(i,1) // Last(fh);
hopIndex(fh) == octetVal(th(4));
setHoplIndex(fh, i) == SubStr(fh, 0, 4) // mkOS(i, 1);)));

endnewtype FhParms;

% DS parameter set sort

newtype DsParms inherits Octetstring operators all;
adding operators
curChannel : DsParms -> Integer; /* Current Channel (1) */
setCurChannel : DsParms, Integer -> DsParms;
axioms
for all ds in DsParms(  for all i in Integer(
curChannel(ds} == octetVal(ds(0));
setCurChannel(ds, i) == mkOS(i); ));
endnewtype DsParms;
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Package macsorts

3127_d\PHY_Params(31)

*

Generic PHY parameter set sort

/* Generic PHY parameter element for signals related to Beacons */
/* and Probe Responses that are PHY-type independent. */
syntype PhyParms = Octetstring endsyntype PhyParms;

/

NEWTYPE PhyChrstcs struct [\
aSlotTime Usec;
aSifsTime Usec;
aCCATime Usec;
aRxTxTurnaroundTime Usec;
aTxPLCPDelay Usec;
aRxPLCPDelay Usec;
aRxTxSwitchTime Usec;
aTxRampOnTime Usec;
aTxRampOffTime Usec;
aTxRFDelay Usec;
aRxRFDelay Usec;
aAirPropagationTime Usec;
aMACProcessingDelay Usec;
aPreambleLength Usec;
aPLCPHeaderlLength Usec;
aMPDUDurationFactor DurFactor;
aMPDUMaxLength Integer;
aCWmin Integer;
aCWmax Integer;

EndNewType PhyChrstcs;
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Package macmib

3201_d\StationConfig(5)

/* This Package contains definitions of the MAC MIB attributes

-------- - and the subset of the PHY MIB attributes used by the MAC state
ob) machines. These are needed under Z.100 to permit analysis of

: the state machine definitions. In future revisions these may

_________ s be replaced with the ASN.1 MIB definition which appears as

as Annex D, for use with a Z.105-compliant SDL tool is available. */

* StationConfig Table

!
remote dot11MediumOccupancyLimit TU nodelay;

A\

synonym dot11CfPollable Boolean = <<package macsorts>> sCfPollable;

remote dot11CfpPeriod Integer nodelay;

remote dot11CfpMaxDuration TU nodelay;

remote dot11AuthenticationResponseTimeout TU nodelay;
synonym dot11PrivacyOptionimplemented Boolean=true;
remote dot11PowerMangementMode PwrSave nodelay;
remote dot11DesiredSsid OctetString nodelay;

remote dot11DesiredBssType BssType nodelay;

remote dot11OperationalRateSet RateString nodelay;
remote dot11BeaconPeriod TU nodelay;

remote dot11DtimPeriod Integer nodelay;

remote dot11AssociationResponseTimeout TU nodelay;

remote dot11WepUndecryptableCount Counter32 nodelay;
remote dot11ReceiveDTIMs Boolean nodelay;
remote dot11AuthenticationType AuthTypeSet nodelay;

/ A\

e AuthenticationAlgorithms Table

synonym dot11AuthenticationAlgorithms AuthTypeSet =
incl(open_system, incl(shared_key));
/* NOTE: The members of this set are the
dot11AuthenticationAlgorithm values of all
dot11 AuthenticationAlgorithmsEntry instances
for which dot11AuthenticationAlgorithmsEnable=True.
Do not include shared_key in this set
unless dot11PrivacyOptionimplemented=true. */

o WepDefaultKeys Table
E (if dot11PrivacyOptionimplemented=true)

remote dot11WepDefauitkKeys KeyVector nodelay;

WepKeyMappings Table
(if dot11PrivacyOptionlimplemented=true)

remote dot11WepKeyMappings KeyMapArray nodelay;
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Package macmib

Privacy Table
= (only if dot11PrivacyOptionimplemented=true)

remote dot11Privacylnvoked Boolean nodelay;
remote dot11WepDefaultKeyld Keylndex nodelay;
synonym dot11WepKeyMappingLength Integer =
<<package macsorts>> sWepKeyMappingLength;
remote dot11ExcludeUnencrypted Boolean nodelay;
remote dot11WeplcvErrorCount Counter32 nodelay;
remote dot11WepExcludedCount Counter32 nodelay;

¥ Operation Table

/
synonym dot11MacAddress MacAddr =
<<type MacAddr>> S6(0x00, 0x11, 0x22, 0x33, 0x44, 0x55);
/* each station has a unique globally administered address */
/* Value may be overwritten with locally administered address at */
/* MimeReset, but is always a static value during MAC operation */
remote dot11RtsThreshold Integer nodelay;
remote dot11ShortRetryLimit Integer nodelay;
remote dot11LongRetryLimit Integer nodelay;
remote dot11FragmentationThreshold Integer nodelay;
remote dot11MaxTransmitMsduLifetime TU nodelay;
remote dot11MaxReceivelifetime TU nodelay;
synonym dot11Manufacturerld Charstring = 'name of manufacturer’;
synonym dot11Productld Charstring = ‘identifier unique to manufacturer’;

& GroupAddresses Table

remote dot11GroupAddresses MacAddrSet nodelay;

3202_d\PrivOperation(5)
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Package macmib

' A\

" Counters Table
/

remote dot11TransmittedFragmentCount Counter32 nodelay;
remote dot11MulticastTransmittedFrameCount Counter32 nodelay;
remote dot11FailedCount Counter32 nodelay;

remote dot11RetryCount Counter32 nodelay;

remote dot11MultipleRetryCount Counter32 nodelay;

remote dot11RtsSuccessCount Counter32 nodelay;

remote dot11RtsFailureCount Counter32 nodelay;

remote dot11AckFailureCount Counter32 nodelay;

remote dot11ReceivedFragmentCount Counter32 nodelay;
remote dot11MulticastReceivedFrameCount Counter32 nodelay;
remote dot11FcsErrorCount Counter32 nodelay;

remote dott1FrameDuplicateCount Counter32 nodelay;

3203_d\Counters(5)
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Package macmib

PhyOperation Table
% (values shown are mostly for FH PHY)

!
synonym FHphy Integer = 01; /* enumerated dot11PHYType value */
synonym DSphy integer = 02; /* enumerated dot11PHYType value */
synonym IRPhy Integer = 03; /* enumerated dot11PHYType value */
synonym dot11PHYType Integer = FHphy;

remote dot11CurrentRegDomain Integer nodelay;

synonym dot11TempType Integer = 01;

/
* PhyCharacteristic Parameters (values shown are mostly for FH PHY )

/* NOTE: The PhyCharacteristics are defined as synonyms because
their values are static during MAC operation. It is assumed
that , during each initialization of MAC operation, current
values for each of these parameters are obtained from the
PHY using the PimeCharacteristics primitive. */

synonym aSlotTime Usec = (aCcaTime + aRxTxTurnaroundTime +
aAirPropagationTime + aMacProcessingTime),

synonym aCcaTime Usec = 27;

synonym aRxTxTurnaroundTime Usec = (aTxPlcpDelay + aRxTxSwitchTime +
aTxRampOnTime + aTxRfDelay);

synonym aTxPlcpDelay Usec = 1;

synonym aRxTxSwitchTime Usec = 10;

synonym aTxRampOnTime Usec = §;

synonym aTxRfDelay Usec = 1;

synonym aSifsTime Usec = (aRxRfDelay + aRxPlcpDelay +
aMacProcessingTime + aRxTxTurnaroundTime});

synonym aRxRfDelay Usec = 4;

synonym aRxPlcpDelay Usec = 2;

synonym aMacProcessingTime Usec = 2;

synonym aTxRampOffTime Usec = §;

synonym aPreambleLength Usec = 96;

synonym aPlcpHeaderLength Usec = 32;

synonym aMpduDurationFactor <<package macsorts>> DurFactor = 31250000;

synonym aMpduMaxLength Integer = 4095;

synonym aAirPropagationTime Usec = 1;

synonym aCWmax Integer = 1023;

synonym aCWmin Integer = 15;

3204_d\PhyOperation(5)
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use macsorts IE

Package macmib 3205_d\PhyRateFhss(5)

/ AN

o SupportedDataRatesTx Table (values shown are for FH PHY)

/
synonym aSupportedRatesTx Octetstring = S8(0x82, 0x04, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00);

/
¥ SupportedDataRatesRx Table (values shown are for FH PHY)

!
synonym aSupportedRatesRx Octetstring = S8(0x82, 0x04, 0x00,0x00, 0x00, 0x00, 0x00, 0x00);

synonym aPrefMaxMpduFragmentLength Integer = aMpduMaxLength;

/
* PhyFHSS Table B
* (only used with FH PHY)

synonym dot11HopTime Usec = 224;

remote dot11CurrentChannelNumber Integer nodelay;
synonym dot11MaxDwellTime TU = 390;

remote dot11CurrentSet Integer nodelay;

remote dot11CurrentPattern Integer nodelay;

remote dot11Currentindex Integer nodelay;

/ !

/* The MAC state machines currently do not reference any attributes in:
PhyAntenna Table, PhyTxPower Table, PhyDsss Table, Phyir Table,
RegDomainsSupported Table, AntennasList Table. */

/*endpackage;*/
li /
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C.3 State machines for MAC stations

The following SDL-92 system specification defines operation of the MAC protocol at an IEEE 802.11 STA.
Many aspects of STA operation also apply to AP operation. These are defined in blocks and processes refer-
enced from both the STA and AP system specifications. Blocks and processes used in both STA and AP are
identifiable by the SDL comment /* for STA & AP */ below the block or process name. Blocks and pro-
cesses specific to STA operation are identifiable by the SDL comment /* station version */ below the block
or process name. The definitions of all blocks and processes referenced in the station system specification
appear in Clause C.3.

The remainder of Clause C.3 is the formal description, in SDL/GR, of an IEEE 802.11 STA.
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use macsorts ;

;
|use macmib ; j

System Station MaUnitdata.indication, Station_1b(3)
MaUnitdataStatus.indication (MimeConfirmSignals),

TR = (MImelndicationSignals)

] A MAC_SAP

1 | SM_MLME_SAP

1 |

S == ¥ MaUnitdata.request] (MImeRequestSignals)]

“includes request i Tincludes MAC MIB,
validation and __4MIB access, and
add/remove :r Ms'cﬁv—iegta— l\g/:gizl\ganagement_ ! filtering of Mlme

e F for STA & AP 7 for STA & AP ¥/ L4e5 Ceslland ShD

[Msdulndicate] MsduConﬁrm]
{(MmgtConfirmSignals),
RSDU TSDU (MmgtindicationSignals)
MsduRequest]
MmRequest,
_____________ PsChange
includes encryption, i 2
fragmentation, and === MPDU_Generation_ S s
power save queuing. !
_____________ _STA
I* station version */
MMGT
MMTX
____________ | Atimw,
Includes DCF, | gggcﬂﬁm
Rts/Cts, Ack & L cli=
CF-Ack, retries, | IF\’ATCor'\ﬁrm. (MmgtRequestSignals
CF-poll response, I sinquiry gtReq ignals)
Atim;afgﬂil?g' ! v
_a_n_d_ _S_' _o_ - d— 1' [ i Includes scan, join,
: — -1 beacon/dwell and
ke/doze timing
. PduR uest] MLME_STA yana '
1 [ sred /*station version*/ | (re/dis)associate,
! MCTL | (de)authenticate,
| start IBSS, and
f monitor of station
Protocol_Control_ Doze, i} & power save state.
_STA MmCancel, Mmindicate, Pslndicate] —————————————
/*station version®/ SsResponse, PsmDone,
SwChnl, Sslnquiry,
E SwDone
BkDone, Tbtt, Wake
TxConfirm
i [(PImeConﬁrmSignaIs)-
@ - | Rxindicate, RX PS
Backoff, NeedAck,
Cancel, RxCfAck,
TxRequest RxCfPoll [ChangeNav] [ChangeNav]
cs . includes vaiidate, decrypt,
--1 !address & duplicate filter,
Al I . defragment, channel state
Transmission Busy, Reception I 2 4

= ror STA&APY | |Idle. I*for STA & AP/ iEferedlagdlal cariep
! Slot .sense) an slot timing.

v sesry | e T e
| MLME_PLME_SAP
1
! (PhyTxConﬁrmSignals)] (PhnySignaIs):I ____________

1 | includes backoff
] T o R et (e s PHY_SAPTRX ~~~~"""3 {FCS generate, and

e [(leeRequestSignals)] o o |Lt|mestamp insert.
(PhyTxRequestSignaIs)] PhyCcareset.request| ~~~""""77777°
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use macsonts ;
use macmib ;

System Station Sta_signals_2d(3)
) N signal
: < *: MmCancel, B
0 ) MmConfirm{Frame,TxStatus),
[ s Mmindicate(Frame,Time, Time, StateErr),
MmRequest(Frame,imed,Rate),
— MsduConfirm(Frame,CfPriority, TxStatus),
S'Rt’)aw B Msdulndicate(Frame,CfPriority),
A Imk L o MsduRequest(Frame,CfPriority),
Bil% off( Integer Integer), NeedAck(MacAddr,Time,Duration,Rate),
& one(Integer), PduConfirm(FragSdu, TxResult),
C:i)(,:.e | PduRequest(FragSdu),
CfPoIIe,d PhyCca.indication(Ccastatus),
g i i PhyCcarst.confirm,
ChangeNav(Time,Duration,NavSrc), PhyCcarst.request
Eﬂll)eze’ PhyData.confirm,
MaUnitdata.indication(MacAddr,MacAddr, i';;g:{:‘r’;‘;‘jg;'gggg:f"'

Routing,Octetstring,RxStatus, PhyRxEnd.indication(PhyRxStat),

CtPriority, ServiceClass), PhyRxStart.indication(Integer,Rate),
MaUnitdata.request{MacAddr,MacAddr, PhyTxEnd.confirm

Routing, Octetstring, CfPriority, ServiceClass), PhyTxEnd.request'
MaUnitdataStatus.indication(MacAddr, PhyTxStari conﬁrrr;

MacAddr, TxStatus,CfPriority, ServiceClass), PhyTxStart request(Integer, Rate)
MimeAssociate.confirm(MimeStatus), PimeCharacteristics.confirm(PhyChrstes),
MimeAssociate.indication(MacAddr), PimeCharacteristics.request
MimeAssociate.request(MacAddr,Kusec,Capability,Integer), PimeGet conﬂrm(MiBStatus ,
MimeAuthenticate.confirm MibAtrib, MibValue) i

(MacAddr,AuthType, MimeStatus), PimeGet réques!(Mit;Atrib)
MimeAuthenticate.indication(MacAddr,AuthType), PimeReset conﬁrm(BooIea'n)
MimeAuthenticate.request{(MacAddr, AuthType Kusec), PImeReset‘request .
MimeDeauthenticate.confirm{MacAddr,MimeStatus), PlmeSet cdnﬁrm(MibStatus MibAtrib)
MimeDeauthenticate.indication(MacAddr,ReasonCode), PImeSet.request(MibAtrib MibVaIue) i
MimeDeauthenticate.request(MacAddr,ReasonCode}), PsmDone ' '
MimeDisassociate.confirm(MimeStatus), PsChangé(MacAddr PsMode)
MimeDisassociate.indication(MacAddr,ReasonCode), Ps|ndicate(MacAddr'PsMode)’
MimeDisassociate.request(MacAddr,ReasonCode), PsInquiry(MacAddr) " :
MimeGet.confirm(MibStatus,MibAtrib,MibValue), PsResponse(MacAcidr PsMode)
MimeGet.request(MibAtrib), ResetMAC ' .
MimeJoin.confirm(MimeStatus), RfoAck(M'acAddr)
MimeJoin.request(BssDscr, Integer,Usec,Ratestring), RxIndicate(Frame fime Time,Rate),
MimePowermgt.confirm{MimeStatus), Slot ' ' ' )
MimePowermgt.request(PwrSave,Boolean,Boolean), Sslr;quiry(MacAddr)
MimeReassociate.confirm(MimeStatus), SsResponse(MacAddr

MimeReassociate.indication(MacAddr),

MimeReassociate.request(MacAddr,Kusec,Capability, Integer), Exitioptiale, StallonGlnty))

SwChnl(integer,Boolean),

MimeReset.confirm{MImeStatus), SwDone
MimeReset.request(MacAddr,Boolean), TBTT .
MimeScan.confirm{BssDscrSet,MimeStatus), Txcoﬁﬁ,-m
MimeScan.request(BssTypeSet,MacAddr,Octetstring, TxReques{(Frame Rate)
ScanType,Usec,Intstring,Kusec,Kusec), Wake : ' g

MimeSet.confirm({MibStatus,MibAtrib),
MimeSet.request(MibAtrib,MibValue),
MimeStart.confirm(MimeStatus),
MimeStart.request{Octetstring,BssType,Kusec,
Integer,CfParms,PhyParms, IbssParms,Usec,
Capability,Ratestring,Ratestring) ;
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System Station

signallist B

MimeRequestSignals=
MimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimeGet.request,
MimeJoin.request,
MimePowermgt.request,
MimeReassociate.request,
MimeReset.request,
MimeScan.request,
MimeSet.request,
MimeStart.request ;

signailist B

MimeConfirmSignals=
MimeAssociate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimeGet.confirm,
MimeJoin.confirm,
MimePowermgt.confirm,
MimeReassociate.confirm,
MimeReset.confirm,
MimeScan.confirm,
MimeSet.confirm,
MimeStart.confirm ;

Sta_signallists_3c(3)

signallist

MimeindicationSignals=
MimeAuthenticate.indication,
MimeDeauthenticate.indication,
MimeDisassociate.indication,
MimeAssociate.indication,
MimeReassociate.indication ;

signallist B

MmgtRequestSignals=
MimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimeJoin.request,
MimePowermgt.request,
MimeReassociate.request,
MimeScan.request,
MimeStart.request ;

signallist 5

MmgtConfirmSignals=
MIimeAssociate.confirm,
MimeAuthenticate.confirm,
MImeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimedJoin.confirm,
MimePowermgt.confirm,
MimeReassociate.confirm,
MimeScan.confirm,
MimeStart.confirm ;

signallist

MmgtindicationSignals=
MimeAuthenticate.indication,
MimeDeauthenticate.indication,
MimeDisassociate.indication,
MimeAssociate.indication,
MimeReassociate.indication ;

signallist

PhyTxRequestSignal
PhyTxStart.request,
PhyTxEnd.request,
PhyData.request ;

signallist

PImeRequestSignals=
PlmeCharacteristics.request,
PimeGet.request,
PlmeSet.request,
PimeReset.request;

signallist

PhyTxConfirmSignal
PhyTxStart.confirm,
PhyTxEnd.confirm,
PhyData.confirm ;

signallist

PImeConfirmSignals=
PlmeCharacteristics.confirm,
PImeGet.confirm,
PimeReset.confirm,
PlmeSet.confirm;

signallist

PhyRxSignals=
PhyRxStart.indication,
PhyRxEnd.indication,
PhyData.indication,
PhyCca.indication,
PhyCcareset.confirm ;
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MAC_SAP

indication

Block MAC_Data_Service MaUnitdata._
indication

[MaUnitdataStatus._] Mac_Data_1a(1)

ToLLC FromLLC

/* This block provides ;\_
the MAC_SAP function$;
described in Clause 6,
conveying MSDUs from
and to the LLC entity.
This block operates
identically in STA

and AP, but in STA

the TSDU signal route
connects directly to
MPDU_Generation, and
the RSDU signal route
connects directly

from Protocol_Control,
whereas in AP both of
these signal routes
connect to Distribution
Service. */

MaUnitdata.request]

MSDU_to_LLC MSDU_from_LLC
(1.1) (1.1)

Msdulndicate] MsduConﬁrm]

RxMsdu TxMsdu
MsduReq uest]
RSDU TSDU
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Process MSDU_to_LLC

/* This process runs when
reception is successfully
completed on an MSDU
addressed to the local
LLC entity. This process
extracts the appropriate
address and status info,
removes the MAC header
from the MSDU data field
(the FCS and IV/ICV are
removed much earlier in
reception handling), and
generates the indication
to LLC. Reception status
is always "successful”
because a receive error
causes the MSDU to be
discarded before reaching
MAC Data Service. */

______________ A
I

Remove MAC header

from beginning of ¢
MSDU to obtainthe | «—--
LLC data octet string.

____________ -
|

Reception status
always successful { — - -,
because any error| .
would prevent the |

Msduindicate
from reaching

l
I
this process. :

da:= addr1(sdu)

sa:= if frDs(sdu)=1
then addr3(sdu)
else addr2(sdu) fi

srvi=
if orderBit{sdu)=1
then strictlyOrdered
else reorderable fi

LLCdata:= substr
(sdu, sMacHdrLng,
length{sdu) -
sMacHdrLng)

MaUnitdata._
indication(sa, da,
null_rt, LLCdata,
rx_success,cf,srv)

dcl cf CfPriority ;

dcl LLCdata Octetstrind~
dcl sa, da MacAddr ;
dcl sdu Frame;

dcl srv ServiceClass ;

=
1

|
.

From source of the RSDU channel.
STA source is Protocol Control,
AP source is Distribution Service.

Msdu_to_LLC_1a(1)

Copyright © 1999 IEEE. All rights reserved.
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Process MSDU_from_LLC Msdu_from_LLC_1b(1)
[ 7\ dcl cf CfPriority ; imported mAssoc,
- *I dcl LLCdata Octetstring— mDisable, mibss,
| dcl rt Routing ; mPcAvail Boolean ;
Cmmm e - g dcl sa, da MacAddr ; imported
dcl sdu Frame ; dot11PowerManagementMode PwrSave ;
dcl srv ServiceClass ; imported
dcl stat TxStatus ; mBssld MacAddr ;
From_LLC

T e S 208 S N =

MaUnit (sa, da, rt, successful, ! MsduConfirm /* This process runs when B
data. ~ +—]LLCdata, retryLimit, t-—{(sdu,srv, an MSDU to transmit is
request of, srv) txLifetime, ! stat) presented by LLC. This
or noBss : process validates request
T ----------- g parameters, and if valid
- attaches a basic MAC
validate if rt/=null_rtthen srv:= if then header and sends the MSDU
parameters’, [— nonNullSourceRouting orderBit — strictlyOrdered to MPDU preparation (at
stat:= else if (length(LLCdata) (sdu)=1 else reorderable fi | STA) or to Distribution
>| SM‘S}'?uLT(a:SL?g) <°';) | Service (at AP). If request
(length( lata) < 0) is invalid, or when status
I‘he“ exces?l\lletl_)artaLength i then addr3(sdu) is available for the valid
else successful fi fi da:= if else addri(sdu) Tx attempt, LLC is informed
toDs(sdu) = 1 f by an MaUnitdataStatus._
Indication generated by

I this process. */

(reorderable) MaUnit_ (addr2(sdu),

dataStatus._— da, stat,
indication cf, srv)
e (strictlyOrdered)
ug::%;%}:g; 1 Build frame with 24-octet
] .
« 1MAC header and LLCdata:
— Al : 1 ftype:= data
i | toDS:=0
| 1 addri:=da
1 | addr2:= dot11MacAddress
stat:= ! | (sa parameter not used)
unavailable_ | | addr3:= mBssld
ServiceClass e ! | <other header fields> := 0
k1 1 Reject Msdu e e
——if station |
Inot in BSS /
1
----------- |
]
]
]
I
F sdu:= | |dot11MacAddress,
mkFrame —— import(mBssld),
(data, da, LLCdata)
stat:=
unsupported_
Priority (true)
mPcAvail
strictly_
(false) Ordered)
MaUnit_ (sa, da, MaUnit_ (sa, da,
dataStatus._[— stat, dataStatus._[—— unavailable__ setOrderBit
indication cf, srv) indication Priority,cf, srv) (sdu, 1)
Al 11f no PCF, 1 Send Msdu to
cfi= --Jinform LLC, MsduRequest \ __I'mody preparation
contention 1send Msdu in (sdu, cf) i (to distribution
1in contention | service at AP)
1 period. 2nd 1 with basic header.
1 MaUnitdata_ ! Other fields are
1 Status reports ifilled in prior
:Tx result. | to transmission.
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TSDU
Block MPDU_Generation_STA MsduConﬁrm] sta_Mpdu_gen_1a(1)
T I
| 53
| |
1 i
Msdu
signal
FragConfirm{FragSdu, TxResull);
FragRequest(FragSdu) ;

Includes encryption if 1
dot11PrivacyOptionimplemented Ir _______
=true. This is a typical
location, but implementers
may use other locations
between the MAC_SAP
and PHY_SAP_TX as
long as they provide

the specified behavior

1
1
1
|
1
l
1
)
1
'
as observed at LLC, :
t

Prepare_MPDU
(1,1)

/*for STA& AP ¥/

MsduRequest]

[MmRequest:I

FragConﬂrm]

MLME and the WM.
————————————————————— ] [MmConﬁrm]
MM,
FragMsdu TX
/* This block converts JX
outgoing Msdus and Mmpdu:
into Mpdus, fragmenting
and encrypting as necessary. [ . ]
If the station is in a Bss, fRsinquiny
outgoing Msdus are directed
via distribution service
at the AP. FragRequest]
The PM_Filter process queues
frames needing announcement )
by Atim in an Ibss; or frames PM_Filter_STA
to be sent in the CF-period )
at a CF-pollable station in ‘ X
aBss. ¥/ 1* station version */ PsResponse,
PsChange
AtimWw,
PduConfirm,
CfPolled
Mpdu
PduRequest:I
TPDU
Copyright © 1999 IEEE. All rights reserved. 331
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Process Prepare_ MPDU prepare_1b(2)
I n I Procedure used for WEP encryption. del beme, keyOk,

! ‘I Encrypt --41f dot1 1PrivacyOptionimplemented= useWep Boolean:= false~

| | |false this procedure is not present. del f FragNum ;

bmmm e 4 N teeer e dcl fsdu FragSdu ;

dcl mpduOvhd, p,

imported mAssoc, mlbss, dot11Privacylnvoked Boolean ; A CF:%L:IS 'é?’;:ggt;meger '

imported dot11FragmentationThreshold Integer ; .
imported dot11WepDefaultkeys KeyVector ; gz: ;l’dSL T:zf srl#ta‘me .
imported dot11WepDefauitKeyld Keylndex ; i 2
imported dot11WepKeyMappings KeyMapArray ;

imported dot11WepKeyMappingLength KeyMapArrayLength ;
imported mCap Octetstring ;

and (not import Msdu_
(nl'nrzzggc) !mport(mAct_ (lrrnantJ)Z;t) {mActing_ > Reque§t
ingAsAp)) AsAp) (sdu,pri)
! /:Il_d_a;a_fFa_m_e_s_ ) ! gll_d_a;a_f;a_m—e;- ) MsduConfirm]
Pregz;e— --7in Bss sent to Pre&?:- -=-in Ibss sent to Pre%ege_ (sdu,pri, f------ N
= |dustnb service i |destmatlon sta. = noBss) i
______________________ !
I
]
]
Msdu, Msdu ; 1
not import > = = not import
Request Request < a
< {mAssoc) >(sdu,pri) (sdu,pri) {mibss) :
i
I [}
1
Msdu_ not import 1
No_Bss Request (mActing_ > !
{sdu,pri) AsAD) :
[}
]
sdu:= sdu:= i
setAddr1 — setAddr3(sdu, |
§Sd§"n|]§)(;n addri(sdu)), !
mBssld)),
sdu:= E
setToDs l Mmpdus sent T -[_)a_l; ?rgr;e_s_ i [
(sdu,1) i h 1)
¢ 1even when not rejected if re
i tin Bss/lbss. no Bss/lbss. 1
i SeEEEEEEEEE Implementations ;|
[ : T | may retain these ]
Invoked) and T U T = frames untila
) S p:= 1 m_ rag_ Bss becomes |
dot11Privacy_ |— import( ResetMAC ¢ {Request Confirm P |
! po 3 ) (re)available. H
IOPtIION_ - dot11Privacy_ (sdu,pri) (fsdu,priirsl) N\ 0 emcmmmmmeeo s
mplemente \L I
.l;r;g_rr_ae_n? ;r:d_ T beme:= rsdu:= substr
encrypt is bo---- No_Bss isGroup( (fsdu! L :lxl_icfisig{ﬁgfg),
on next page. | addri(sdu}) pdus(0), 0, i :
dot11Privacy_
Option_ useWep:= basetype (fsaut!
Implemented pdus(0))
and if.
“{:gf‘:f:gmﬂ management)
* This process generates else false fi Msdu_ MmConfirm
one or more Mpdus from Confirm (rsdu,pri,rrsl)

each outgoing Msdu or

Mmpdu. if encryption is

needed, the Mpdus are

encrypted before being o A )

passed to be filtered for wepBltt—};L:es:'r& !

possible power save or leques f
1

{rsdu,pri,rrsl) to fsdulenfTo

Confirm Msdu to i
MAC data service, } 4 - = === —cmceem
confirm Mmpdu to 1
MLME sub-block. |

i o [ e e f i)

§ « frame of shared
CF queuing before tx. */ key auth. seq.
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Process Prepare_ MPDU

fragment_2b(2)

T I
1 Ca make_
1 !
1 | @
Intialize 1 fsdu!fTot=1, fsduleol:=0, fsdulsqf:=0, f:=0,
FragSdu :.__ fsdulfCur:=0, |— fsdulsrc:=0, fsdutlrc:=0, p=
structure i fsdutfAnc:=0, fsdu!psm:=false, sMacHdrLng
----------- g [ fsdultxrate:=0 l
fsdulgrpa:= fsdulef:=pri, fsdu'pdus(f):=
isGrp( — fsdulenfTo:=sender, null,
addr1(sdu)), fsdulresume:=false keyOk:=false
mpduOvhd:= v and lev fields fsdulpdus(f).= sMacHdrLng) //
sMacHdrLng + -—-: not counted in pre- fsdulpdus(f) // |— substr{sdu,p,
sCrclng 1 fragment overhead. substr(sdu,0, pduSize)
“dot11Fragmen_ 1 . : =
dottitearenc | pausaes | [iorrteragment =
must not be i import ationThreshold) fsdutpdus(f)f)
> dot11Max_ :
MpduLength. |
length(sdu) >
pduSize
(false) (true) (false)
pduSize:= pduSize:= E'This is the typical fsdulpdus(f):=
length(sdu) - pduSize - - -qcase, with the length setMoreFrag(
sMacHdrLng mpduOvhd 1of all but the last fsdu'pdus(f),1)
\fragment equal to
1 dot11Fragmentation_
| Threshold (plus
1 sWepAddLng if
:useWep=true)‘ The (false)
tvalue selected for
| pduSize must be (true)
:>=256, even, and
| <=aMpduMaxLength. Encrypt impor@(dot1 1WepKey_
e (fsdulpdus(f), |}—=— Mappings),
keyOk, import(dot11WepKey_
MappingLength),
import(dot11Wep_
- DefaultKeys),
fsdulfTot:= pduSize) + import(dot11WepDefault_
{(length(sdu) - - +—{if ((length(sdu) - keyOk Keyld), import(mCap))
sMacHdrLng) / sMacHdrLng)
;zgd pduSize) (false) (true)
then 1 S 5
: . pduSize:= if
g0 o f:= fys | 1 (p+pduSize) > length(sdu)
P~ pitpdusize, ! |then (length(sdu) - p + 1)
1 |else pduSize fi
]
i e
if fsdutfTot=0 (false) | I Final fragment may
fsdulfTot:= | —then 1 « Jbe shorter than
else fsdulfTot fi linitial/intermediate
\ fragments.
make_ unavailab!e_ ’(\)Aggfl‘:r_m FragRequest e L
pdus KeyMapping) (sdlu, pri, (fsdu) ! ) Encryption expands

5

1 each pdu by

1 sWepAddLng,

: hence Mpdus may

1 be longer than

: dot11MaxMpduLength
by sWepAddLng.

I
L O e e e
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Procedure Encrypt

encrypt_1c(1)

| ; fpar infout wpdu Frame, T\ dclicv Cre;
H m/out keyOk Boolean, = A del encryptlng, k, n Integer ;
1in maps KeyMapArray, | dcl encryptStr, newlV Octetstring ;
'm mapLength KeyMapArrayLength.: dcl key PrngKey ;
||n kvec KeyVector, ) I dcl kmap KeyMap ;
lin kndx Keyindex, : ; imported procedure RC4 ;
! in caps Octetstring ; \ isWds:= fpar PrngKey, Integer ; icvi=
————————————————————— 2 tO?fID(g?;gua)nd 1| returns Octetstring ; initCre
I
[}
___________ , =——— e s |
lev field is i encryptLng:= if isWds then | 1Testif addrd if isWds then k=0,
encrypted, but  ¢--J length(wpdu) - — sWdsAddLng « dfield is present. sWdsAddLng |}~ n:=
'thllshlengthl ! sMacHdrLng - else O fi |Only need at AP. else Ofi sWepHdrLng +
is the pre-lev = ' L—F+«"°¢u b o
loop count. : | F——
""""""" , B The IV generation aigorithm CVvalue 1 -
"newll\\//.- . | -—1is not specified, but use of calculated from  F--1 SV cre32
call genlV(x) 12 new IV for each Mpdu is plaintext. i (iev.wpdu(n))
.recommended STRONGLY. = e-mmmmmm—em ’ I
Encry_pt—by—x;); w1 wpdu(n):=
of payload with :-- -1 wpdu(n) xor
e_n_ciyi)t_ s_tring._ ! encryptStr(k})
kmap:= /* The algorithm for changing -
~B_S(caps] keyLogkup _— mapi. . dot11WepDefaultKeyld is not ki= k1,
nd cPriva (addr1(wpdu), mapLength) specified.If all stations in the Bss n:=n+1
—Pri have thesame values in the
dss R A {relevant subsetof}

——————————— dot11WepDefaultKeys, false
appedAds 'E: e I?ﬁga“" a station's DefaultKeyld algorithm ( )
=nullAddr T =1 does not affect interoperability. */

(true) I mapping or
Gaise) ~ 1grovpdest
: If mapping g
= -1 keyOn=false, n=
(false) : ldO not encrypt.
| Eoee e
== . =
key:= % kley:=Ke keyOk:= : raw IC|ZV is ‘lt'sf : it_:v:=(
maplwepKey, | | . 00 pmmemmmmmm—m—-- 4 complement of :-- mirror|
Saacimel) kndx:= 0 e crc32, MSb-first : not(icv))
) = = |
E;tl:r;\ _eFrc:r_ — (icv{n) =
to LLC if xor - asgl‘j :
key is null. encryptStr(k)) !
"""""" (true) ! I
]
___________ d S e M |
Concatenate 1 key:= key // _ Encrypt ICV ) i ik
key with IV f= P);ngKe))I/! kerIOk" octets and 0 k= k+1,
for encryption | newlV E1 attachtoend | n:=n+1
PRNG seed. | l I of Mpdu. ;
“Use RC4 PRNG to ] encryptStr.= = (false)
generate an encrypt §-- calRc4 || egcr{pthg+ n=
string as long as the (key, sCrclng) e sCrelng
MPDU payload .
plus the ICV field. l
wpdu:= /I newlV I/ O1 /1 wepdu:= keyOk:=
¢ { substr(wpdu,0, |— substr(wpdu, sMac_ r4 setWepBit +— tru); .
i | sMacHdrLng) HdrLng, encryptLng) ! (wepdu, 1),
I I
_____________ N S
insert IVand keyld ! | wpdu:= Set WEP bit it
between MAC header:--( setKeyld in Frame : H
and data field. 1 (wpdu,kndx) Control field. 1
_____________ a e e

334
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Process PM_Filter_STA sta_PM_Bss_1b(4)

| N dcl atPend, fsPend,

: “; sentBcn Boolean:= false
i i dcl cfQ, psQ, txQ, anQ
(e SR o 5 SduQueue:= emptyQ ;

dcl dpsm PsMode ;

del fsdu, rsdu FragSdu ;
del k, n Integer ;

dcl resl TxResult ;

dcl sta MacAddr;

import

) > ResetMAC < (mDisable)

l%l

anQ:=emptyQ, psQ:=emptyQ,
cfQ:=emptyQ, txQ:=emptyQ
g

'S!atlon not in any BSS,
ot only Mmpdus will be sent
|down by Prepare_MPDU.

I ]

. . Frag Pdu
import < import e o
equest Confirm
(mAssoc) (mibss) {fsdu) (fsdu,resl)

0 PsChange i IBSS case is Frag_
--1 1 ignored when --1 1 two pages Confirm
| assoc w/BSS. ) ahead. (fsdu,resl)

not fsPend
and (length
(th) /=0)

Confirm
(fsdu,resl)

S
S
Y
— .
~—

= > Pass management frames.
fi;’(l;!:tgflt((&x(()))) fs*f:aelgg y A Bss_Cip qinvolved in scan, join,
) |and start.
(contention) I IES==——r B
I eyttt
= Pdu_ | ICfp handling
t()[(x% fgff)t Request « is on next
' (fsdu) | page.
= I
(contention_ fsPend:= de“!_. s
Free) true resume:=
true
T { l
cfQ:= qglast i txQ:= gfirst
(cfQ, fsdu) (txQ, fsdu)

Frag_
Confirm
(fsdu,resl)
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Process PM_Filter_STA

Bss_Cfp

]

sta_PM_Cfp_2b(4)

T e T e T [ fy—T=,
I

: Pdu fsPend does not need
not import Confirm CfPolled  Ceem- 1to be checked because
(mCfp) (fsdu,resl) 1there is exactly one
: transmission opportunity
\L I 1 per CfPoll.
PM_Bss ) L5
(contention)
fsdu:=
txQ:= qlast
first(cfQ),
(1@, fsdu) cfQ:=tail(cfQ)
| ———
; fsdu:=
§fe°:)te""°"— fsdulcf length(txQ) first(txQ),
xQ:= tail(txQ)
(=0) >0)
(con_ {con_
tention_ | tention) )
oo e
(cfQ, fsdu) fsdu fragment'
(>0) (=0)
fsdu!_ Pdu__ 'set moreData
resume:= Request bit in each
true (fsdu) fsdu fragment'
Frag_ xQ:=
;= qfirst
Confirm r
<(fsdu.res|) B el
]
cfQ:= qgfirst
(cfQ, fsdu)
_ “Sendnuil SDUT 1 [Pdu
fsl?elnd.— CFqueue empty. TxCH } - - JRequest
2S¢ then responds with 1 |(nullSdu)
CfAck or Null rather !
than Data or DataAck.
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Ibss data
transfers (not
Atim window)

Process PM_Filter_STA

PM_lbss_

_Data

'Announced queue

« 1 has priority over
|non -PM transmit queue.

sta_PM_lbss_3c(4)

Copyright © 1999 |IEEE. All rights reserved.

not fsPend not fsPend Pdu_
<( and |mport> <( nd (Iength)> (notafzz;end> Confirm (F;?g hasnmg;,-
(mAtlmW) (anQ) /=0) (fsdu,resl) P
; (length(anQ) fsdu:= = n:=
Py Pre_Atim = 0) and first(txQ Ep = search
(fsdutdst) (txQ), false d
' }@g%th(b@) txQ:=tail{xQ) (psQ, sta)
(<0)
(>=0)
|
fsdu:= - txQ:=
e : frst(ana), b3 qlasi(bQ,
! anQ:=tail(anQ) psQ(n))
psQ:=
subQ(psQ,
(station_adtive) 0,n)//subQ(
E—|
- e - Q,n+1,
fsdulpsm:= txQ:= qlast fsPend:= ps
true (txQ, fsdu) true resl [in%‘h(DSQ)
else (partial)
N2
fsdu!
psQ:= glast foatmeiL _
(psQ, fsdu) true
Frag_
PMﬁlgtsas_ Confirm
=i (fsdu,resl)
= txQ:= qfirst
(txQ, fsdu)
anQ:= gfirst
(anQ, fsdu)
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Process PM_Filter_STA sta_PM_AtimW_4b(4)

|Wa|t until TxCoord

==h ! sends AtimW signal
1to avoid chance that
I Beacon fsdu reaches
1 TxCoord before the

: TBTT signal is
/ 2 / Atimw < .processed by TxCoord.

n:=
length(anQ)

.l\-llc:v_e-a-ll ----- psQ:= o
anQ entries glast(psQ, }— ﬁ‘n:)r.]_ 1tanl(anQ),
to psQ. first(anQ)), ;
___________
""" —— I Ensure that beacon
Ll:t?; (\j:ur:ggw P'\Aﬁﬁﬁ_ is first fsdu sent

|durmg Atim window.

..__.,

not atPend Frag_ Pdu_ (not atPend
and (not import Request PsChange Confirm and (length
(mAtlmW)) (fsdu) {fsdu, resl) (psQ) /=0)

it i

™ = fsdu.—
se?;ii”" sonfer 3‘2‘723' frsi(psQ),
psQ:=tail(psQ)
\]/ (true)
PM_Ibss_ Pslnquiry
_Data (fsduldst)
\I/ else else (atimAck)
o Pdu Frag - o
Wait_PS_ = ] = anQ:= glast atPend:=
< _Response) :‘«f’:g:)est > gegglc?st(fsdu> (anQ, fsdu) true

i Move fsdus

[

1

e 5

/ & / PsResponse< sentBen:= : ( 5 > ( e ) < - )

( ,dpsm) true :

|

|

|

1

&

!that arrive
1 before beacon
else (station_active ; back onto end
! of input queue. —
fsdulpsm:= txQ:= glast psQ:= glast __.: :-r:'ua;lglrlr?gnltsauon
true (txQ, fsdu) (psQ, fsdu) i dependent, can
| either re-queue
! until next atim
| window or retry
psQ:= glast Idurlng this
(psQ, fsdu) } | atim window.

PM_lbss
AtimW
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RSDU TPDU
Block Protocol_Control_STA Atimw, sta_CTL_1c(1)
PduConfirm,
e 5 . CfPolled
i N [Msdulndlcate]
I L
1 1
1 1

signal
Ack(Time,Rate),
Cfend,
Cfpoll(Time,Rate),
Cts(Time,Rate),
TxCfAck(Time,Rate) ;

Tdat

i Includes the
- -4 CF responder

Rdat

/* This block performs the
DCF functions, as well as
CF-responder functions if
the station is CF-pollable.
Tx_Coordination includes
RTS and ATIM generation.
Rx_Coordination generates
acknowledgements, routes
data frames to MAC data
service and management
frames to MLME, an
indicates receipt of Ack,
Cts, and CF-Poll frames

to Tx_Coordination. */

i 1if station is
1 Cf-pollable.
: ___________
]
d Doze,
! MmCancel,
[PduRequest] ! SwChnl,
! Thtt,
e ! Wake PsmDone,
Tmgt SwDone
BkDone,
TxConfirm Tx_Coordination_sta
(1.1)
/"station version™/
= Ack,
PimeGet_ Cts, BcMgt
.confirm, Cfend, Mmindicate,
PimeSet_ Cfpoll, Sslnquiry
.confirm, TxCfAck
™0 Plme_
Reset_
.confirm
Backoff, N [SsResponse]
Cancel,
TxRequest
Petl Reti TxRx
Rx_Coordination
(.7)
Trsp * for STA and AP */
TxRequest] [TxConﬁrm:'
PimeGet__
request, RxIndicate,
PimeSet_ NeedAck,
.request, RxCfAck,
PimeReset_ RxCfPoll
request
Rx!
[ChangeNav]
MLME_PLME_SAP RX
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Process Rx_Coordination

rx_coord_1a(4)

[ ‘l\ 2 timer Tsifs ;
1 “a
: ! (RxC_ldle)
dSifsDly:= dcl ackFrom, ackTo MacAddr ;
amEIRI. dlses ResetMAC del dAck, dCts, dRsp,
RN ) (aSifsTime - dSifsDly Duration ;
dcl endRx, strTs Time ;
dcl pdu, rspdu Frame ;
first(import == L e dcl rxRate Rate ;

PO dRsp:=dUsec( j Duration of : dcl sas, sau StationState ;
(mBrates)), — aSifsTime + | --1PS-Poll and reset(Tsifs) imported mNavEnd Time
stuff calcDur( 1 Ack response.

(aMpdu_ e T
Duration_ 2
Factor, it e T
sAckCtsLng I The rest of : RxC_ldle state
+ aPlcpHdr. ~-1No_Bss state RxC_ldle  }-----=—--————-—Jcontinueson
Length) 1is on 3rd page. 1 next page.
+ aPream_ s CECC oS
bleLength)) [ | | |
- ; NeedAck
import RxCfAck
Cottoy o st [ or
|
| | S
dAck:= dAck - 1 No parameter
if dAck>0 then Ack(0,0) - - values because
dRsp else 0 fi 1 without CfPoll
| during Cfp the
l \I/ ) transmitter
! cannot send
mkOs(dAck), | | rSpSgt:': A | after this ack.
ackTo) ’z;ck R e e
|
D
set(endRx+
dSifsDly,
Tsifs)
| ] ] e m——
RxCfPoll 1 Receipt of RxCfPoll
g Tsifs (endRx,  (G---- 1 while waiting to
xRate) tsend result of
| NeedAck cancels
| [ Iregular Ack wait
1and reports the
TxRequest reset i need for +cfAck
(rspdu, (Tsifs) 1 to TxCoord, which
mRate) 1will be in a
\L | 1 Sifs wait when
1this signal
CfPoll jarrives.
Wait_TxDone (endRx, e
rxRate)
TxCfAck
* TxConfirm (endRx,
rxRate)
RxC_ldle

( Rl )

340
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Process Rx_Coordination rx_coord_2b(4)

RxC_ldle

RxIndicate Class 1 frames handled
(pdu,endRx, —————-:on this page, ciass 2 and
strTs,rxRate) 3 frames on next page.

|
e e e

RxC_idle state
==lis continued
from previous page.

1
LSS oD oS S

2
1

-
|

(ack)

Ack (cts) (authentication,

(endRx deauthentication,
g atim,

xRate) probe_rsp)

Cts
(endRx,
rxRate)

(cfend_ack

Msdu_ if import{mCfp)
Ack(0,0) Indicate — then contention_free
(pdu, else contention fi)

(cfend)

I None of these
1 frames should RxC_ldle
have group DA.

|
O, Co—" (S

Sslnquiry
{beacon, (rts) (addr2(pdu))
probe_req)
Msdu, endRx,strTs f
e 0 J Wait_Asoc_
<I(r;gllj:ate —— noerr) _Response

mNavEnd) . SsResponse
> now ( ,sas,sau)

rspdu:= durld(rspdu)-dRsp
i "(‘cktg" ] addr2(pdu))

ICTS respone to
4RTS only when
1the Nav is clear.

|
I
|
|
|
|
[}
.

Msdu_ if import{mCfp)
Indicate — then contention_free
{pdu, else contention fi)
RxC_ldle
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Process Rx_Coordination

Sslinquiry
(addr2(pdu))

Wait_Sst_
_Response

SsResponse «
( ,sas,sau)

.

(PR R ———
|

At station

1 Rx with toDs=1
1 discarded by

: Filter_MPDU.

1 frDs=1 never

: sent by Sta, so
1 explicit fromDs
Itest not

1 needed here.

not import
(mDisable)

<

RxC_ldle

rx_coord_3b(4)

e S e S
[}

Beacon and probe_rsp
1sentto Mime_Req_Rsp

1 while scaning, other
1types acknowledged
1 (if unicast to this

: | station) but ignored.
Rxindicate .

(pdu,endRx,
strTs,dAck)

ftype(pdu) {beacon
probe_rsp)
else
Mmindicate
(pdu,endRx,
strTs,noerr)

RxC_ldle

(data_ack,
data_poll,

ftype(pdu)

RxC_ldle

(false)

Mmindicate

{null_frame, disasoc,
asoc_req, reasoc_req,
asoc_rsp, reasoc_rsp)

(sau =
authKey)

(pspoll)

mpo
(mActing_
AQ

data_poll_ack,
cfack, cfpoll,
cfpoll_ack)

sCfPollable

false

{pdu, ,,
class2)
(true) data_poll,
data_poll_ack)
ftype(pdu)
{null_frame)
Mmindicate PsPoll Msdu_
(pdu, , , {pdu,endRx, | wl Indicate
noerr) xrate) H (false) (pdu)
I
| | N7 N3
Signal receipt 1 | hK
RxC_ldle RxC_idle of PsPoll to . RxC_ldle 5 RxC_ldle GIiS.
AP transmit 1 I auth
coordination. | i
______________________ :
PsPol should ! |
not be received | -
at station. |
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Process Rx_Coordination

sau =
not_auth

rx_coord_3.1a{4)

(true)

Mmindicate
(pdu, , ,

Mmindicate
(pdu, ,
class3) class2)

<\L <J,

( RxC_ldle ) < RxC_ldle

)
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Process Tx_Coordination_sta sta_tx_init_1d(10)
R n timer Tifs, /* at start of frame exchange

: & ‘I y Trsp, Tpdly ; sequence, when setting mFxIP,

\ | check if dot11PowerManagementMode=curPsm,

B et 4 if not, when indicating the new Psm,

also set psmChg boolean;

at end of frame exchange
sequence, when clearing FxIP,
ResetMAC test & reset PsmChg, if
true, send PsmDone to Mime */
PimeReset._
Request
dSifsDelay:= dcl atimew, bstat, chan,
dusecy aRxTxTurn_ dcfent, defew Integer ; B
(aSifsTime - aroundTime) dcl cew Integer:= aCwMin ¢
dcl curPm Bit ;
I dcl deHop, psmChg, cont
r = A eaermiabel Boolean:= false ;
mmrate:= Jarateimustoe del dSifsDelay, endRx Time ;
rate tosend | --4Selected from del fsdu FragSdu ;
mmpdus’ 1mBrates. Other ddl F Ak
! selection criteria CIRYRERT YDt
| ara nolishecified: dcl segnum, ssrc, slrc, n Integer:= 0;
0 pecite dcl tpdu Frame ;
dcl txrate Rate ;
ssrc:=0,
slrc:=0
cow'= _ dcl exported FxIP Boolean:= false ;
import | d:;fcw.—_ccw, de! ¢Tfrg exported as B
(aCWmin), AUMEW:SICEW, dot11TransmittedFragmentCount,
dcl cTfrm exported as
dot11TransmittedFrameCount,
cTmcfrm exported as
dot11MulticastTransmittedFrameCount,
cFail exported as dot11FailedCount,
cRtry exported as dot11RetryCount,

cMrtry exported as dot11MultipleRetryCount,
cCts exported as dot11RtsSuccessCount,
cNcts exported as dot11RtsFailureCount,
TxC Idle cNack exported as dot11AckFailureCount

- Counter32:=0;

Imported dot11RtsThreshold,
dot11ShortRetryLimit,
dot11LongRetryLimit,
dot11FragmentationThreshold,
dot11MaxTransmitMsdulLifetime Integer,
mPdly Usec;

/* RANDOM NUMBER FUNCTION */
imported procedure Random ;
fpar limit Integer ; returns Integer ;
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Process Tx_Coordination_sta

IAck Cfend, Cts, Wake

sta_tx_idle_2d(10)

I These transitiol

ns are

TxC_ldle -~1and MmCancel ignored ro==————-~---3lonly present at
nn TxC_idle state. | 1 1Cf-pollable stations.
_______________ i e
___________ I 1 I i ]
|Entry when CiPoll i > i i
port ! TxCfAck
~ 1 station wakes g TBTT B
' : up to transmit. fendizs, ) rsp) (endixc))
SR SSEE e
| l
|
; I tpdu:=
< n%ngg)n( e TxC_Cfp defent:= -1 mkFrame( |-
Cfack,
else v _____.
'Test if fsdu seq
- --' nmber and tx - Atw_Start
! I|fet|me set.
=)  TTTTTTTTT
- seqnum:=if seqnum=4095 import(mBssld),
fsdulsaf=" | | then 0 eise seqnum+1 fi, BkDore imgorémBssw;' |
Seqnumy fsduleol:= now + import (dot11Max_ (dcfent) )
TransmitMsduLifetime)
tpdu:= . S
setSeq(tpdu, ROty
fsdu!sqf)
K .Wﬁﬁ FHPHY, (true)
- 1if next fragment
tpdu:= I 1will be after a -
fsdulpdus szgd_ | 1 dwell boundary, - ggsilcga;fn?:w
(fsdutfCur) 9 : 1 Duration/ID ’
| | may be setto
I : : one ACK tirpe
‘txrate:= [See 9.6 for rules L (e iy,
selected tx --d 1 about selecting |
data rate' |transm|t data rate. i
____________ !
T i R
tpdu:= : (aSifsTime + (calcDur(txrate,stuff : .
setDurld(tpdu, }——{ (aMpduDurationFactor,sAckCtsLng)) I Atim_
calcDur(txrate, + aPlcpHeaderLength + aPreamble_ [ Window
Length) + if (fsdulfTot = (fsdu!fCur+1)) 1
I then 0 else {{2*aSifsTime)+(calcDur ;
- (txrate stuff@MpduDurationFacter, ;= fmo-—-—oe——-———————-
tpdu: sgthngt( SACKCtsLng)) + aPlcpHeaderLength : ITh|s assumes that the data
tpdu, import( . i rate change (if any) is at the
4ot 1PowerMan + aPreambleLength) + stuff@Mpdu_ ‘"o TTToToo e thegPIc heyader The
Meadall ] DurationFactor,((length(fsdu!pdus 'IR PHY, p
058} changes rate in the

(false)

(fsdutfCur+1)) + sCrclLng)*8)) + aPlcp_
HeaderLength + aPreambleLength) )))

sCrclng) > import(dot11RtsThreshold))
and (not fsdulgrpa) and ((fsdutfCur=0)
or retry(tpdu) or (fsdulresume))

rtsdu:=
mketl(rts,

stuffaMpduDurationF actor,

l— ((length{tpdu)+sCrcLng)*8))+
aPlcpHeaderlLength+
aPreambleLength+ (3*aSifsTime)+
(2*calcDur(txrate, stuff(aMpdu_
DurationFactor,sAckCtsLng))+
aPlcpHeaderLength+aPreambleLength) )

1 middle of its Plcp header, so
| the Duration/ID value may
Ibe adjusted when using IR

i} | PHY non-basic data rates.
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Process Tx_Coordination_sta

Wait_Rts_
_Backoff
|

[

Wait_Mpdu_
_Backoff
|

I

sta_tx_dcf_3d(10)

v

]
BkDone( . BkDone( «
= [ ] o | S | B
PduConfirm
bstat=-2 (fsdu,
partial) (false)
(true) (false)
Backoff( TxRequest Backoff(
cow,-1) > el (tpdu,txrate) cew,-1)
( TxC_Backoff > ( Atw_Start > (true) fsdulgrpa TxC_Backoff
(false)
psmChg:= dot11PowerMan_ :
if curPsm = |— agementMode) Walts_ ePn(:u_
import( then false =
else true fi
I [ =
mFxIP:=true,
cTfrg:= TxConfirm i
inc(cTfrg)
| (false) |
export set(now+dUsec stuffaMpduD_
(mFxIP, PsmDone (aSifsTime + |— urationFactor,
cTfrg) calcDur(txrate, sAckCtsLng))+
aPlcpHeaderl _
ength+aPream_
bleLength+aS|_
TxRequest mFxIP:=false, " otTime), Trsp)
(rtsdu, txrate) psmChg:=false e

Wait_Rts_
_Sent

export
{mFxIP)

Ack
(endRx,
txrate)

I

otTime), Trsp)

Wait_Cts

TxConfirm < / ¥ / cew:=aCWmin
set(now+dUsec stuff@aMpdub_
(aSifsTime + — urationFactor,
calcDur(txrate, sAckCtsLng))+
aPlcpHeaderl _
ength+aPream_
bleLength+aSI_

EEp=

cNack:=
inc(cNack)

|

export{(cNack)

346
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Process Tx_Coordination_sta

sta_tx_dcf_3.1d(10)

fmm——————— -
1 n
1 LA
1 1
1 1
@
[ ] 1
Cts
w shre:=0, fsdullrc:=0,
Sg:gx‘ < >Trsp / / ssrc:=0, | fsdulsrc:=0
- cTfrg:= If (fsc!u!grpa or {(toDs(tpdu) = 1)
<|:?rsset) in(i:’\(lglt\lséts) inc(cTfrg),  |— and (isGrp(addr3(tpdu)))
B cTmcfrm:= and (fsdulfTot=fsdulfCur+1)))
then inc(cTmefrm)
I | else cTmcfrm fi
ssrc:=0, export(cNets)
fsdulsrc:=0 P
(false)
I (true)
cCts:=
inc{cCts) inc(cTfrm)
PduConfirm
export(cCts) (fsdu,
success)
I (false)
set(endRx PduConfirm =
+dSifsDelay, ?cacf,:(of ) (fsdu, e
Tifs) ’ txLife) sAueUp
tpdu:= (aSifsTime + (calcDur
setDurld(tpdu, || (txrate stuff(aMpdu_ TxC_Backoff TxC_ldle send_
calcDur(txrate, DurationFactor,sAck_ frag
CtsLng))+aPlcpHeader_
Length+aPreambleLength)
+ if (fsdu!fTot = (fsdu!
Wait Cts fCur+1)) then 0 else
Sifs ((2*aSifsTime)+(calcDur
o (txrate,stuff@Mpdu_

DurationFactor,sAck_
CtsLng)) + aPlcpHeader_
Length + aPreambleLen_
gth)+stuff(aMpduDuration_
Factor,({length(fsdu!pdus
(fsdutfCur+1))+sCrcLng)
*8)) + aPIcpHeaderlLength
+ aPreambleLength) )))
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Process Tx_Coordination_sta

sta_retry_4d(10)

P I @
1 v
1 1
1 !
mFxIP:=false
= export
mFxIP:=false (mFxIP)
export cew:= if then aCWmax
(mFxIP) ccw = aCWmax else (2*ccw)+1fi
. then aCWmax
cew:= if = Backoff
cow = aCWmax glse (Zaccw)E (cow,-1)
tpdu:= fsdu!pdus (fsdutfCur).=
setRetry I— setRetry (fsdulpdus(
(tpdu,1), fsdu!fCur),1)
IS
(true)
slre:= fsdullrc:= sCrcLng) >
sirc+1, fsdulirc+1 import(dot11RtsThreshold))
import(dot11Long_ SSrCi= fsdulsrc:=
(false) RetryLimit) ssrc+1, fsdulsrc+1
(true)
cow:= import(dot11Short_
aCwMin RetryLimit)
(false)
B import(dot11Long_ cow:=
Saers RetryLimit) aCwMin
{true)
(false)
PduConfirm ;
(fsdu fsdulsre = |mport(dqt1 1Short_
D RetryLimit)
retryLimit) (true)
(false)
cFail:=
inc{cFail),
cont:= false
i This shows the case where the
export(cFail) cont:= true = -.{ same pdu is retried after the

1 backoff. Itis also allowable to
| return this fsdu to PM_Filter with
| status=partial, and to go to

2 | TxC_Backoff state with cont=false.
1 This will allow a different pdu
TxC_Backoff 1 (if available) to be sent as the
1 next transmission.
348 Copyright © 1999 IEEE. All rights reserved.




MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

ANSV/IEEE 802.11, 1999 Edition

Process Tx_Coordination_sta

oo SN R e = = =
)

Ack, CtPoll, Cts, Doze,
-- : MmCancel, Tbtt, TxCfAck
and Wake ignored in this state.

|
(i e e e

PEEes s s =S e
1

sta_tx_atim_5e(10)

. PM_Filter ensures that a
< ?;X{::s\%; - -4 beacon frame will be the
ifirst first sent after Tbtt.
I else
atimew:=ccw, Type™n, tpdu:= fsduldst,
ccw:=dcfcw fsdutpdus(1)]> m;(a[:t';;me dot11MacAddress)
(beacon) |
() —
Backoff n:= call Backoff
(ccw, Random {cow,1)
dcfent) (2*aCWmin) .
(<0) | I
= = Backoff Ibss_Wait_
cont:= false cont:= true (1) >
Ibss_Wait_ not import BkDone
( TH. e ) < TC_Backoff > ( “Baacon ) < (MAGmW) (bstat)
I
[ I 1 I
. - TxReguest
& BkDone atimcw:=ccw,
/ / (bstat) < > MicEme ccw:=dcfew (tpdu, >
mmrate)

TxRequest

(fsdutpdus(1),
mmrate)

Cancel > TxC_ldle

) L dRsp:=dUsec txrate, stuff
Walt_Beacqn__ Wait_Beacon_ aSigsTime +( || (aMpduDuration_
_Transmit _Cancel calcDur( Factor, sAckCtsLng
+ aPlcpHdrLength)
|—‘ I—\ + aPreambleLength))
set
2 TxConfirm BkDone(n) * {now+dRsp,
Trsp)

.

A}

Atim_
_Window

Atim_
_Window

Wait_Atim_
Ack
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Process Tx_Coordination_sta

sta_tx_atim_5.1a(10)

: l\’ Wait_Atim_
' ' Ack
' |
Ack(,) < >Trsp
i then aCWmax
CCW:= cow:=if <
@ aCWmin cew =aCWmax || :Ise (2"ccw)+1
F;d: Gnfirin ssre:= fsdulsrc:=
;tsimtkck) ssrc+1, fsdulsrc+1
fsdutfAnc:= import(dot11_
fsdulfCur+1 ShortRetry_
Limit)
— 1]
cow:=
aCwMin
[import(@ott_
fsdu!src = ShortRetry_
Limit)
(false)
PduConfirm PduConfirm
(fsdu, (fsdu,
atimNak) retryLimit)
7 B — |
Atim_
_Window
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Process Tx_Coordination_sta

TxC_Backoff

—

I

sta_backoff_6c(10)

?TBW

BkDone
{bstat)

SwChnl
(chan,
doBkoff)

I
{mibss)
(true) (false)

(true) (false)
( TxC_ldle )

Cancel > cont:= false
dcfow:=ccw, send_
cew:=atimew frag

-'Fl"n—e-s?a-tiarT Ll
may wakeup
to transmit, i
see 11.2.1.1. |
Atim_
Window
"Wait for Probe

before starting
transmission.

!
Delay interval
'
]
]

1If cont=true,
= —-: continue with
1 same mpdu.

____________

Sync sends |
Wake at Tbtt |
before other |
signals such !
as TBTT |
or beacon :
frame. \

|

'turn off
ChangeNav
Sl (0.cswitch) >
save power’
'PlmeSet._ ‘channel
2 |request change is
! |(doze stuffy Phy-specific’
}
— l
: 'PlmeSet._
| Asleep request
| (chan stuff)’

L

Pdu_
-=--»Request
(fsdu)

Wait_
_Channel

-

'turn on

i
I
I
1
I
I
I
2 stuff that

"turn on
stuff that
was off'

‘PlmeSet.
confirm #
(status stuff)

'PlmeSet._
request
(wake stuff)’
(0,cswitch)
(import(

was off’
I
I
mPdly), Tpdly)

ChangeNav
( TxC_ldle )

T Tl

ChangeNav
set(now+tUsec
Wake_Wait_
_ProbeDelay

'PlmeSet._

request

(wake stuff)’

(0,cswitch)
(false)

Backoff
(cew,-1)

SwChnl_
_Backoff

BkDone
(bstat)

l
< SwDone

doBkoff

>
( T )

Atim_
_Window

Copyright © 1999 IEEE. All rights reserved.

351




ANSV/IEEE 802.11, 1899 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Process Tx_Coordination_sta sta_cf_respond_7¢c(10)
] n lTransmons on this

- 3 TxC_Cfp -~ page are only present

1 1 ||f station is Cf-pollable.

| 1 I

1
not import TxCfAck &
(endRx, ) (mCfp) Gt < (endRx) < / /

tpdu:=mkframe Ao
(null_frame, TxC_ldle = T:);/F-)\?:k-
mBssid,mBssld)
set(endRx + tpdu:= i
\ port{mBssld),
dSifsDelay, mkFrame( |—.
Trsp) e import(mBssld) )
CfPolled @
1

Cf_ . Wait_Cfp_
_Response Sifs

] | Il ]

Pt ;‘;‘éuest T . e TXCHACk
(fsdu) ()

| N| I
4
tpdu.—mkframe pack:= TxRequest tpdu:=
(cfack, - (tpdu, setFtype
mBssld,mBssld) Sypaitpad) txrate) (tpdu,data_ack)

o l l A

o cTfrg:=
9=
a fdsulpdus . =
< ) (fsdu!rf,Cur) inc(cTfrg),

export 5:Tmcfrm:=
fsduleof (cTfrg, if {(fsdulgrpa or
else cTmcfrm) (( toDs(tpdu) = 1)
and (isGrp(addr3(tpdu)))
and (fsdulfTot=fsdulfCur+1)))
= seqnum:=seq_ then inc(cTmcfrm)
setg)(;j u(-t_du fsdulsgf= | [pymeq, Wait_Cfp_ else cTmcfrm fi
deUq!ng) ' seqnum, fsduleol:= now+ TxDone
import(dot11_
l — MaxTransmit_

= Msdul.ifetime)
pElL:= ftype(tpdu) ——— .
setFtype 1 TxConfirm
{tpdu, ; or pack)
: I

| E———m .
(PR e S

‘txrate:= l See 9.6 for rules | IChange data to set(now+
selected tx =5 I about selecting B ! data+cfAck if aSifsTime,
data rate’ |transm|t data rate. |appropr|ate Trsp)

WaitTCfp_ Wait_CfAck
Sifs
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Process Tx_Coordination_sta

1Send frame
! at Sifs

set{endRx
+dSifsDelay,
Tifs)

tpdu:=
setPwrMgt
(tpdu,curPm)

Wait_Sifs

Wait_CfAck

[

|

=[] >

sta_cf_retry_8b(10)

reset(Trsp) ini:r\(l:r\(j;;)
TsdulfTot= fsdulfCur+1 ém‘;’;)
(true)
(false) ]
PduConfirm tpdu:=
(fsdu, setRetry | (fsdulfCur).=
success) (false) (tpdu,1),
| (fsdulfCur), 1)
cTfrm:= :’fggl?onﬁrm fsdulfCur:= fsdulsrc:=
; : :
inc{cTfrm) txLife) fsdulfCur+1 fsdulsrc+1
T J
fsdulsre = import(dot11Long_
(true)

TxRequest
(tpdu,trate)

Wait_Tx_
Done

TxConfirm f / 2 7

TxC_ldle

PduConfirm
TxC_Cfp (fsdu,
retryLimit)

PduConfirm
{fsdu,
partial)

cFail:= cRtry:=
inc(cFail) inc{cRtry)
export{cFail) export(cRtry)

D

TxC_Cfp

This returns the fsdu
- to the queue. Atthe
i next cf-poll, either
'the same fsdu or a
| different fsdu may
! be selected for
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TX

Block Transmission

/* This block does octet- B
level transfers of MPDUs
from the MAC to the PHY
transmitter, generating
FCS fields and inserting
timestamp values where
necessary. Process Data_
Pump begins transmitting
when TxRequest arrives.
The sender of TxRequest
is assumed to have done
the appropriate actions
prior to transimtting onto
the WM. If these actions
include performing random
backoff or invoking the
"backoff procedure” (see
9.2.5.2), a Backoff signal
is sent to process Backoff.
At the completion of each
backoff, a BkDone signal
is returned to the sender
of the Backoff signal at
the correct time to send
a TxRequest. The medium
state updates (busy, idle,
slot) from Channel_State
are forwarded to Backoff_
Procedure via Data_Pump
to prevent decrementing
the backoff count while
transmitting Cts or Ack
frames. This block is used
in both station and AP. */

[TxConﬁrm] BkDone] transmit_1a(1)

Txrq Bkof

Backoff,
Cancel

Backoff_Procedure
(1.1)

-Busy,
Idle,
[TxRequest] Slot

A

FwdCs

Data_Pump FromCs

(1.1)

Busy, Idle, Slot]

PhyTxStart.confirm,
PhyTxEnd.confirm,
PhyData.confirm

ToPHY

PhyTxStart.request,
PhyTxEnd.request,
PhyData.request

354
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Process Data_Pump

1 N dcl fes Cre,

: ¥ 2 dcl dTx

| \ Duration ;

R -' dcl k, txLength

Integer ;
----------- dcl pdu Frame ;
 Delay from B dcl rate Octet ;

r 1Phy_Sap(tx) (Tx_Idle) dcl source PId ;

; 1to antenna.

;

Vo e o el s e e

H ' No TxConfirm

1 ResetMAC | -- i lif Tx halted

: | by ResetMAC.

e s s i e S E e

5 e

\ dTx:= dUsec Do not wait

t 1 (@aTxRfDelay + fer;{;l;xsltind._ S —-' for TxEnd._
aTxPlcpDelay) | confirm.

Tx_ldle

i Pass Busy, Idle and Slot signals
---: to Backoff_Procedure while Tx is

transmit_1a(1)

imported
procedure Tsf | Send_Frame
fpar Integer,
Boolean;
returns integer ;
PhyDaga._ PhyData.
reques confirm
(pdu(k))
] |
fesis 2 /* This process sends an B
;:s.- cre3 Mpdu to the Phy while
(fes,pdutk)) generating & appending
the Fcs. On beacons and
' probe responses inserts
(TSF + Phy TxDelay) in
e the timestamp field at
< confirm of octet 23.

To transmit after Sifs,
send TxRequest at end
of the M1 interval (see
9.2.10). For Pifs, Difs,

! idle, but not during transmissions. g;g?; bactkpff 5'°tt' ixth
_____________________ uest is sent at the
T T ] (false) end of the appropriate
= M2 interval. */
Zxcﬁje$;;s)t Busy Idle Slot fcs:_; mi;‘ror
PCU, (not(fcs))
B |§én?ftﬁe_1's'"'
sourge.— Busy Idle Slot Send_CRC  }-- 1 complement
Sehcer 1 of calculated
'FCS value,
] K < ' (Ul
k:=0, R PhyData._
fes:= initCre confirm
= iPicp lengthis
txLength:=
- -4 Mpdu length
Length{pdu) :+ Fes length
"""""" (probe_rsp, (true)
___________ beacon)
I i Indicate medium - PhyData._
Busy -4 busy to freeze sTskO_ctet request reh):B(SItEnd._
! backoff count (false) (fes(k)) 9
] dunng transmit. l \L
txLength+
PhyTxStart.__ (sCrch?g Send_Frame | .| _Insert_ Nt s
request ’ I Timestamp =
rate) '
]
___________ o |
Start of time i
Wait_TxStart stamp in beacon | - sgggﬁa Send_CRC z’:gg;fnd‘_
and probe_rsp. 1
“Atconfim | du.—seth
PhyTxStart._ ofoctet23,  b--{ (bdu.call Tof : TxConfirm
confirm insert TSF + i (0.false)+dTx) \ to source
Phy Tx delay | !
into [24:31] ) 1
giibeaconior I O FAs  Ebpameme o]
probe rsp. i TxConfirm goes I |

to process that
sent TxRequest. !

Tx_Idle
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Process Backoff_Procedure

Choose random |
backoff count
ifent=-1.

(.

cw is contention
window, cnt is
slot count from

previous BkDone. !

If cnt<0, a new
random count
is generated.

(<0)

No_Backoff

o
1

slotCnt:= call
Random{cw)

source:= Save Pld from

sender, --1request to use
mBkIP:=true 1as addr of Done.

export
(mBKIP)
cnt
>=0)
I Resume with count

slotCnt:=cnt |-~ from cancelled

backoff if cnt>=0.

i
e e

At start assume that the WM
is busy until receiving a signal --

which indicates the WM is idle.

> ResetMAC

mBkIP:=
false

export
(mBkIP)

No_Backoff

i}

Transitions to
Channel_ldle
also align the
Backoff signal
arrival time to
slot boundary
(M2} timing.

|
s

4
Channel_Busy
|

* This process performs the
Backoff Procedure {see 9.2.5.2),
returning Done(-1) when Tx may
begin, or Done(n>=0) if cancelled.
Backoff(cw,-1) starts new random
backoff. Backoff(x,n>=0) resumes
cancelled backoff. Backoff(0,0)
sends Done(-1) when WM idle. */

BUSY is sent by Channel_State
when the WM changes from idle
to busy due to CCA and/or NAV,
and by Data_Pump at TxStart.
CANCEL is sent by TxCoordination
to terminate a backoff and return
the residual backoff count value.
IDLE is sent by Channel_State at the
end of the M2 interval (see 9.2.10)
that busy WM has been idle (CCA &
NAV) for DIFS (EIFS after Rx error).
SLOT is sent by Channel_State at the
end of each M2 interval (see 9.2.10)
while the WM is idle.
Busy, Idle and Slot are forwarded
from Channel_State via Data_Pump
when transmit is not in progress. */

backoff_1b(2)

/*  Input Signal Summary B

Idle < Slot ~-- . |Busy ance!
:
il
[}
___________ I
Siotonly sent 1 |
Channel_ldle when WM idle. | . cnt:=1 snd_
This is for the 1 BkDn
case where WM |
idle at arrival of I
Backoff signal. | o
- cw, ent
Integer ;
dcl source Pid;
dcl exported
mBkIP
Boolean:=
false ;

/* RANDOM NUMBER FUNCTION '/B
imported procedure Random ;

fpar limit Integer ;
/* This function returns an integer

returns Integer ;

from a uniform distribution over
the range (0 <= value <= limit).
Implementers need to be aware
that proper operation of the MAC
protocol requires statistically
independent (pseudo-)random
sequences to be generated by
each station in a service area. */
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Process Backoff_Procedure backoff_1.1a(2)
T I i Finish at M2 of proper slot, i Cancel has priority over other
o ‘: Channel_ldle o -:even if slotCnt =0 .. {transitions‘ Done(0) returned if
I : 1 at entry to state. 1 Cancel arrives at instant
USSR s e | slotCnt:=0.

[ I ]

I
I
I
|
I
1
1
N

i T
I
- {Ildle Slot Busy d <slotCnt = 0> >
i
1
ol I L
1
BkDone
i slotCnt:=
- e « { Channel_Bus
( ) ( - ) pee)
1 I [}
1 I 1
1 I I
| T i I BkDone(
11dle signal ! ! 1Go back and
' Y I 1 W it -
. .: not sent if | B -: wait for WM - if ent=0 — ?c:s:oJrgg
WM free. This : ito become idle. | then -2
| consumes any | D e e )
: Idles still on [ 1
| input queue. e i S !
[ A ) !Decrement count 1
« {for each slot 1
1when WM idle. !
j
___________ 3 1
Done sent with | :
value -1 when |
backoff counts
down to zero. .'
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Biock MAC_Management_Service

MimeGet.confirm,
N MimeSet.confirm,
L MimeReset.confirm

This processis 1

asummary of p----—- X

MIB access. l
MIB attribute :
definitions ]
(in ASN.1) are :
in section C.4. |

_____________ %
]

MimeReset.request

sends a ResetMAC [ —--.

signal to every |
process in every |
block. Toreduce
diagram clutter, :
ResetMAC signal |
routing is not shown'!
outside this block.

This process handles i

requests sequentially. |

Start, join, powermgt, |
scan, re/dis/associate |
and deauthenticate |
must be sequential. |
Itis possible to have |
multiple authentication |
sequences in progress!
concurrently. To allow |
this, AuthReq_Service |
in the MLME block |
would have to cache !
challenge text and :
match responses to !
cached request info. :

GetSet

MimeGet.request,
MimeSet.request,
MimeReset.request

MIB (1,1)

Mres

[ResetMAC]

/* In this block are
the MAC MIB and
MLME_SAP service
primitives described
in Clause 10. The
MLME services are
performed in the
MLME block. This
block is used both

in station and AP. */

ToMgt

ReqConfirm

MimeAssociate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimedJoin.confirm,
MimePowermgt.confirm,
MimeReassociate.confirm,
MimeScan.confirm,
MimeStart.confirm

MimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimedJoin.request,
MimePowermgt.request,
MimeReassociate.request,
MimeScan.request,
MimeStart.request

Mime_Requests
(1.1)

MimeAssociate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimedJoin.confirm,
MimePowermgt.confirm,
MimeReassociate.confirm,
MimeScan.confirm,
MimeStart.confirm

MimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimeJoin.request,
MimePowermgt.request,
MimeReassociate.request,
MimeScan.request,
MimeStart.request

Mac_Mgmt_1a(1)

Indications

MimeAssociate._
indication,
MimeAuthenticate._
indication,
MimeDeauthenticate._
indication,
MimeDisassociate._
indication,
MimeReassociate. _
indication

Mime_Indications
(1

MimeAssociate._
indication,
MimeAuthenticate._
indication,
MimeDeauthenticate. _
indication,
MimeDisassociate._
indication,
MimeReassociate._
indication

FromMgt

358
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Process Mime_Indications

dcl alg AuthType ;
*| dcl rsn ReasonCode—
1 dcl sta MacAddr ;

I This state machine passes indications through, unmodified, from
---: MLME to the MLME SAP. MImeAssociate.indication and
MimeReassociate.indication are only generated by MLME at APs.

|
[

[ I I | ]
MimeAsso_ MimeAuthen_ MimeDeauth_ MimeDisas_ MimeReas_
ciate.ind_ ticate.ind_ enticate.ind_ sociate.ind_ sociate.ind_
ication(sta) ication(sta,alg) ication(sta,rsn) ication(sta,rsn) ication(sta)

|

I

l

MimeAsso_ MimeAuthen| MimeDeauth| MimeDisas_ MimeReas_
ciate.ind_ ticate.ind_ enticate.ind_ sociate.ind_ sociate.ind_
ication{sta) ication{sta,alg) ication(sta) ication(sta) ication(sta)

| L L & R

Mime_indication_1a(1)
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Process MIB

del x MibAtrib ;
dclv MibValue ;
dcl adr MacAddr ;
dcl dfit Boolean ;

/* This process performsb
MimeGet, MimeSet, ani
MimeReset functions.
MIB access and update
is described informally
to avoid creating a full
definition of the MIB
in SDL (and anticipating
the integration of the
ASN.1 MIB definition
using Z2.105). */

MimeRe_
set.request

(adr,dfit)

ResetMAC

(false)

‘reset read-write
attributes to
default values’

dot11MacAddresd
set to adr if
adr is non-null*
‘export values Mime_
of attributes Reset.con_
declared here' firm(success
==

MIB_idle

B

Mib_access_1a(2)

l ResetMAC is sent to all processes
——4in all blocks. However, to reduce

I clutter and enhance readability,

H | ResetMAC is omitted from signallists

Iand signal routes needed solely for

.the ResetMAC signal are not shown.

1 | Reset read-write attributes in the MAC

L--1MIB. The write-only aftributes in the

l privacy group may also be reset.

|If there is a (non-MIime) means to alter
tany of the read-only attribute values,
.they must be restored to default values.

A locally-administered MAC address

1may be used in lieu of the unique,

[ globally -administered MAC address

H assxgned to the station. However, the

l value of dot11MacAddress may not change
.durlng MAC operation.

PO O o 0]

MimeGet._
request

)

MimeSet._

‘validate ‘validate
. 5
(invalid') (‘write_only"} (linvalid') (‘read_only")
MimeGet._ MimeGet._ MimeSet._ 'set MimeSet._
confirm confirm( confirm value(x):=v confirm
(invalid,x,) write_only,x, (invalid,x) F (read_only,x
. |mp\g:t(x) ) ) iepmoriy B
(o= MimeSet._
L confirm
value(x) (success,x)
[ —
MimeGet._
confirm
(success x,v
360 Copyright © 1999 IEEE. All rights reserved.
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Process MIB

IG

imported
dot11AckFailureCount,
dot11FailedCount,
dot11FcsErrorCount,
dot11FrameDuplicateCount,
dot11MulticastReceivedFrameCount,
dot11MulticastTransmittedFrameCount,
dot11MultipleRetryCount,
dot11ReceivedFragmentCount,
dot11RetryCount,
dot11RtsFailureCount,
dot11RtsSuccessCount,
dot11TransmittedFragmentCount,
dot11WepExcludedCount,
dot11WeplcvErrorCount,
dot11WepUndecryptableCount Counter32 ;

Import of {Read-Only} MIB counter B
values exported from other processes */

I3

i)

The following Read-Only attributes in the B
MAC MIB are defined as synonyms {named
constants) rather than remote variables
because they describe properties of the
station which are static, at least during
any single instance of MAC operation:
dot11AuthenticationAlgorithms AuthTypeSet,
dot11CfPollable Boolean,
dot11MacAddress MacAddr,
dot11ManufacturerlD Octetstring,
dot11PrivacyOptionimplemented Boolean,
dot11ProductlD Octetstring,
aStationlD MacAddr,
dot11WepKeyMappingLength Integer ;

In addition, all Read-Only attributes in the
PHY MIB which are accessed by the MAC
are defined as synonyms.

Mib_import_export_2b(2)

/* Declarations of MIB attributes exported from B

this process */

I* Read-Write attributes */
dcl exported

dot11AuthenticationAlgorithms AuthTypeSet:=

incl{open_system, shared_key),
dot11ExcludeUnencrypted Boolean:= false,
dot11FragmentationThreshold Integer:= 2346,
dot11GroupAddresses MacAddrSet:= empty,
dot11LongRetryLimit Integer:= 4,
dot11MaxReceivelifetime Kusec:= 512,
dot11MaxTransmitMsduLifetime Kusec:= 512,
dot11MediumOccupancyLimit Kusec:= 100,
dot11Privacylnvoked Boolean:= false,
mReceiveDTIMs Boolean:= true,
dot11CfpPeriod Integer:=1,
dot11CfpMaxDuration Kusec:= 200,
dot11AuthenticationResponseTimeout Kusec:= 512,
dot11RtsThreshold Integer:= 3000,
dot11ShortRetryLimit Integer:=7,
dot11WepDefaultKeyld Keylndex:= 0,
dot11CurrentChannelNumber Integer:= 0,
dot11CurrentSet Integer:= 0,
dot11CurrentPattern Integer:= 0,
dot11Currentindex Integer:=0 ;

/* Write-Only attributes */
dcl exported
dot11WepDefauitkKeys KeyVector:= nullKey,
dot11WepKeyMappings
KeyMapArray:= (. nullAddr, false, nullKey .) ;

/* NOTE:
The values listed for MAC MIB attributes are the
specified default values for those attributes.
The values listed for PHY MIB attributes are either
the default values for the FH PHY, or arbitrary
values within the specified range. The specific
values for PHY attributes in this SDL description
of the MAC do not have normative significance.
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Process Mime_Requests

1 AN dcl exported mActingAsAp /* This process tracks

: = ‘I Boolean:= false ; the synchronization state
' | imported mAssoc, of the station as Idle

B et a mibss Boolean ; (not part of any Bss),

dc! rgState

MRqState:=

newtype MRqState
literals idle, bss, ibss, ap?
endnewtype MRqState ;

idle ;

b S

export
(mActing_
AsAP)

AN

Ibss {started or joined

an independent Bss), Bss
(joined an infrastructure
Bss), or Ap (started an
infrastructure Bss).

Mime operation requests
invalid in the current

state are rejected here,
while valid requests are
passed to the Mime block
for processing. This
simplifies process flow
and signal saving in the
Mime block, because only
meaningful Mime requests
arrive for handiing. */

Mime_request_1b(3)

dcl alg AuthType ;

dcl bRate, oRate, ss Octetstring'
dcl bss BssDscr ;

dcl bssSet BssDscrSet ;

dcl btype BssType ;

dcl cap Capability ;

del cfpm CfParms ;

dcl chlist Intstring ;

dcl dtp, li Integer ;

dcl dly Usec;

dcl ibpm IbssParms ;

dcl phpm PhyParms ;

dcl ps PwrSave ;

dcl rs ReasonCode ;

dcl scan ScanType ;

dcl sta, bid MacAddr ;

dcl sts MimeStatus ;

dc! tBen, tmax, tmin, tmot Kusec ;
dcl typeSet BssTypeSet ;

dcl wake, rdtm Boolean ;

e mmeeee e s i
et = Reject Startif 1 ! S ] 3
IDLE __1Reject Authenticate, not idle, allow 4 .
Hallow Start if idle Auth if neither :"< (IDLE, AP) (IDLE)
e IDLE nor AP.
1 e B
(ss, btype, tBen, MimeAuth_ I Reject as invalid MimeStart._
dtp, cfpm, phpm, enticate.re_ | - -1{due to not being request( , ,
ibpm, dly, cap, quest(sta, , ) ||n a BSS. Pl 0060
bRate, oRate) ———————————
MimeAuth_ MimeAuth_
btype enticate._  —— i(:\tglid) enticate._ \— {ﬁgi)alg’
confirm request
(independent) (infrastructure) I |
MimeAuth_
sCanBeAp enticate._ gfntii)a'g'
) (false) request
Mime_ (ss, btype, tBcn, MimeStart._ ] MimeStart._
Start._ dtp, cfpm, phpm, confirm Wait_Mime confirm
request ibpm, dly, cap, (invalid) i (alreadyBss)
bRate, oRate)
' E ' Reset and
Wait_Mime 2 --1Deauthenticate

|always allowed.

MimeDeauth | | Deauthenticate
ResetMAC enticate.re_ |- -1 expunges local
quest(sta,rs) 1 authentication
!'record even if
| [ Ithere is no BSS
p !or sending the
rqState:= idle, MimeDeauth_ ] notification.
mActing_ enticate._ = )  tecemmmmmmea.
AsAp:= false request(sta,rs

Wait_Mlme
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Process Mime_Requests

A\ l Allow Associate
BSS --1and Reassociate
|wh|Ie101ned Bss.

{

Mime_ (sta, tmot,
Associate._ [— .

cap,li)
request

lAssocnate request
--4rejected as invalid
|wh|Ie associated.

_____________

1

Mime_request_2¢(3)

MimeRe_
associate._
request

(sta, tmot,
cap,li)

0 Reassociate request
- -+ rejected as invalid
1if not associated.

______________

(true) (false) (false) (true)
Mime
MImeAssoc_ e ater (sta, tmot, MImeReas_ MImeRe_ (sta, tmot,
iate.confirm - cap.li) sociate.con_ associate._ capli)
(invalid) request ! firm(invalid) request '
- Wait_Mime - Wait_Mime
'Reject Scan, Join IReject Associate and
AP --4and Powermgt; allow --1Reassociate at AP and
|D|sassouate at AP. |at station not joined Bss.
L= | | ]
MimeScan._ Mimedoin._ MimePower_| MimeDisas_ Mime_ MimeRe_
request request mgt.request sociate.re_ Associate._ associate._
e () Gt quest(sta,rs) request(, , ,) requesty(, , ,)
MimeScan._ MimeJoin._ MimePower_| MimeDisas_ MimeAssoc_| MimeReas_
confirm confirm Mgt.confirm sociate.re_ iate.confirm sociate.con_
( ,invalid) (invalid) (not_supt) quest(sta,rs) (invalid) firm{invalid)

J

s

Wait_Mime

IIf not AP, allow Join, Scan
(AP) ==3 land Powermgt, also aliow
I Disassociate if associated.

3
1
1
1
[}
]
t
|
|
(
|
1
1
1
1
1
]
]
]
[}
I
|
|

1 Only AP may send
A jdisassociate to a

1 group address.

[

e

MimeDisas_
sociate.con_
fi rm(mvalld)

MimePower _]
mgt.request(
ps,wake,rdtny)

and
not(isGroup

(sta))

MImePower_
mgt.request(
ps,wake,rdtm)

(false)

Wait_Mime

MimeScan._ ss, scan, MImeJoin._ MimeDisas_
request — dly, chlist, request( sociate.re_
(btype,bid, tmin, tmax) bss,tmot,dly, quest(sta,rs)
I e
MimeScan._ sS, scan, f
request dly, chlist, oRate) %rzzggc
(btype,bid, tmin, tmax)
J —
) MimedJoin._ MimeDisas_
Wait_Mime request( oRate) sociate.re_
bss,tmot,dly, quest(sta rs)
Wait_Mlme Wait_Mime
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Process Mime_Requests

Mime_response_3a(3)

W N
1 L
1 1
1 1
) ' Wait for MAC Save new (request) !
Wait_Mime  }--1management to signals while awaiting | --
| process reguest. response from MLME. |
] | ] | 1 |
MimeAuthen_ MimeDeauth_ MimeAs_ MimeReas_ MimeDis_ MimeScan._
ticate.confirm enticate.con_¢ sociate._ sociate._ associate._ confirm
(sta,alg,sts) firm(sta,sts) confirm(sts) confirm(sts) confirm(sts) (bssSet,sts)
MimeAuthen | MimeDeauth| MimeAs_ MimeReas_ MimeDis_ MimeScan._
ticate.confirn enticate.con | sociate._ sociate._ associate._ confirm
(sta,alg,sts) firm(sta,sts) confirm(sts) confirm{sts) confirm{sts) (bssSet,sts)
e ]

l

J

J

I

]

Mime_ MimeJoin._
Start._ confirm
confirm(sts) (sts)
Mime_ MimeJoin._
Start._ confirm
confirm(sts) (sts)

(success)

rqState:= idle

IDLE

(true)

(success)

Return to the
state prior to
Wait_Mime.

q
|
|
|
I
|
|
|

rqState

Scan leaves station
in Idle state because
synchronization with

a previous Bss is lost. |

~
}

t--{ rgState:= idie

Implementations may |
save and restore TSF !

and association info
to automatically re-
join a previous Bss.

]
1 IDLE
]
1

(bss)

(ap)

IDLE

IBSS

BSS

AP

(false)

rqState:= bss

i

rqState:= ap,
mActing_
AsAP:= true

rqState:= ibss

BSS

A}

export
{mActing_
AsAP)

IBSS

364
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MMGT

Block MLME_STA

e I Signal
! - i StaState
! H (MacAddr, StationState) ;

/* In this block are the handlers
for Mime operation requests,
the responders for incoming
management frames, and the
time synchronization function
for station operation, both
as an associated station in
an infrastructure BSS or as
a member of an IBSS. This
block also contains the
process which maintains
record of power save mode
and station state for access
by other processes. */

Mop

Mime_Sta_
_Services (1,1)

/" station version */

MimeAssociate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimeJoin.confirm,
MIimePowermgt.confirm,
MimeReassociate.confirm,
MimeScan.confirm,
MimeStart.confirm,
MimeAuthenticate.indication,
MlmeDeauthenticate.indication,

MimeDisassociate.indication
L -

MLME_1a(1)

MimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimeJoin.request,
MimePowermgt.request,
MimeReassociate.request,
MimeScan.request,
MimeStart.request

B C ) o o oy il I SOV e
|

This process assumes
— ——— | that the Mime request
1signals have been
! validated by MAC
Management service.

Power_Save_
_Monitor(1,1)

/" for STA & AP ¥/

[MmRequest] [MmConﬁrm]
To_Mtx
PsChange, Mmindicate,
PsResponse PsmDone
To_Mct
Doze,
MmCancel,
SwcChnl,
Tht, :
Wake Psm [Pslnqunry]
Sst
SsResponse] [Sslnquiry]

N

I
TS A Sl s

ToRx

Ssu

e i imi— 15
|

Records power
e : save mode and
station state.

|
[ A S,

Pslndicate]

FromRx

ChangeNav]

Copyright © 1999 IEEE. All rights reserved.
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Process Power_Save_Monitor

ps_monitor_1a(2)

T n /* Each of these sets holds MAC addresses of del psm “Clear specific 1
! 5 *' stations with a particular operationatl state. PsMode ; authentication ', )
: 1 Stations are added to and removed from sets dcl psquery info at startup ! :
temmemmmm e 4 due to MLME requests, received management Boolean ; but notreset. , |
frames, and bits in received MAC headers. del'sstiasst | -eE=sssSsss ok, |
T Sets are not aged, as there is no requirement StationState ; :
'g processl \ for periodic activity, but aging to expunge dc! sta |
;ea(\;gs?a‘t)ggser addresses of inactive stations is permitted. MacAddr ; :
o b */ dcl ]
wdnt{:jated 'f" tlrl‘e awake, /* detected in sta_active mode */ :
ef.’ ¥ ersfo AUP asleep, /* detected in power_save mode */ i
Vaé rxthr/ames, authOs, /* authenticated by open system */ |
atnt a;’ as:?c authKey, /* authenticated by any other alg. */ authOs:=empty, | |
;::agrgm:nt asoc  /* associated (0|1 member, non-AP) */ authKey:=empty
exchanges by MacAddrSet ; » T
this station. */ D e N e
I Clear info on
asoc:=empty |- -4 power save and
! associated
: stations at
I I startup and
foonacaie [Power Save Ve 3nd Dt
sindicate ower Save Mode al = i ——
+ 4 signals from Monitor_ldle ---: Station State monitoring 2\;22%:2?‘%%
: 1 Rx block. 1 here, query on next page. i
| e b e i e S
R et — ; I ] dl
] z
. StaState signals !
] "
L zﬁg‘d'?ﬂl‘f from Auth, Asoc F--=-= (S;;St;tg ResetMAC Monitor_ldle
P Mime services. | ’
___________
(power_save)
sst
(sta_active) (asoc) (auth_open) (auth_key) (de_auth) ](dis_
asoc)
awake:= awake:= asoc:= authOS:= authKey:= authOS:=
Inci(sta, Del(sta, Incl(sta, P Incl(sta, Incl(sta, Del(sta,
awake) awake) asoc) : authOs) authKey) authOs)
[}
l | I I
asleep:= : authKey:= authOS:= authKey:=
Incl(sta, ! Del(sta, Del(sta, Del(sta,
asleep) | authKey) authOs) authKey)
iy i |
i
PsChange 1
(sta, - : |
sta_active) | | ! (false)
1
: T i
et |
asleep:= \ 1Send PsChange I asoc:= i
Del(sta, « qwhen sleeping I Del{sta, p
asleep) I station reports 1 asoc) H
 active mode. ! !
SeettmSrSrshs 1 '
___________ Sl
Association gl f
adds asoc s - !
state while ) 1
leaving auth ! !
info intact. ) 1
___________ + A e =y ]
Deauthenticate | !
of associated | »
station causes |
disassociate !
at same time.
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Process Power_Save_Monitor

lPower Save and Station State
--7query and response below,
|mon|tonng on previous page.

Monitor_ldle

0 PsInquiry returns PsResponse to
| -~ report power mode awake, asleep,
|or unknown at the target station.

(false)

(true)

sta in
asleep

Sslnquiry
(sta)

ps_monitor_2a(2)

[ Sslnquwy returns SsResponse to report
- 1 station state not_auth, assoc, or dis_assoc;

Iand authentication state not _auth,
Iauth _open, or auth_key at the target station.

(false)

stain

authOs

(false)
psmi:= psm:= psm:=
unknown asleep awake
I |3 ] (false)
:Dsfge;sprzr)]se asst:= asst:=
alerd auth_open auth_key
[
arp_ stain
addr asoc
(true) (false)
asst:=
not_auth
assti=
not_auth
v ]
sst= sst:= IWhen there is no association
= . sst:= asst -~ info, station state is identical
dis_asoc asoc [
= |to authentication state.

]

SsResponse
{sta,sst,asst)

to sender

Copyright © 1999 |EEE. All rights reserved.
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Mop

Process Mime_Sta_Services

sta_Mm_svc_1b(2)
MimeDeauthenticate.confirm

[MImeAuthenticate.conﬁrm, ]

T I
1 v ]
: : /* Each of these ovals represents a B MimeAssociate.confirm,
A H SERVICE. Each service contains MimeDisassociate.confirm,
the state transitions to handle a MimeDisassociate.indication,
- - DISJOINT SUBSET of the input MimeReassociate.confirm
Signal Atim(Frame), B signal set of this process. Services
AsocReq(Frame), share local variables and the input
AsocRsp(Frame), queue. Atany instant, a state MimeAuthenticate.indication,
AuthEven(Frame), transition can occur in, at most, one MimeDeauthenticate.indication
AuthOdd(Frame). service - the service which handles
Beacon(Frame. Time, Time), the kind of signal at the head of the
Cfend, process input queue. */ MimeJoin.confirm,
Cls2err(MacAddr), MimePowermgt.confirm,
Cls3err(MacAddr), MimeScan.confirm,
Deauth(Frame), MimeStart.confirm
Disasoc(Frame), J
ProbeReq(Frame),
ProbeRsp(Frame, Time, AuthEven ArqMop
Time), ! ;
ReasocReq(Frame), [CISZerr ] A;:gReqSerwce_
g:ﬁz?;g;péﬁﬁgje))’ N MimeAuthenticate.request,
Sent(Frame, TxStatus), MImeDeauthen!lcate.request_
Sst(MacAddr,
StationState),
Xport ;
B ArgDs
AsMop
AsocService_Sta
MimeAssociate.request,
AsDs MImeReassociate.request,
Sst, MimeDisassociate.request
[MmRequest] Send, Sst, AsocReq, Reasockeq,
Xport Send, AsocRsp, ReasocRsp,
Xport Disasoc, Cls3err
DsTx
MmConﬁrm] Sst,
[ Distribute_ Send, Arsind
_Mmpdus Xport
DsSs ArsDs
Send, .
Xport ] AuthOdd, AuthRspService
Mm_ Deauth
[StaState] Indicate
SyDs ProbeReq,
DsRx ProbeRsp,
Beacon,Cfend,
Sent, Atim
ResetMAC |
handled by =
Sync service. | \\
SyCitl SyMop
Synchronization_
= _Sta
Doze, Wake, PsmDone, MimeJoin.request,
MmCancel, SwDone MimePowermgt.request,
SwChnl, Tbtt MimeScan.request,
L SyRx MimeStart.request
ToRx
368 Copyright © 1999 IEEE. All rights reserved.
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Process Mime_Sta_Services

Timer Tasoc,
Tauth, Tchal,
Tben, Tatim ;

/* Intra-MAC remote variables */ B
dcl exported

dot11PowerManagementMode PwrSave:= sta_active,
dot11DesiredSsid Octetstring,
dot11DesiredBssType,

dot11OperationalRateSet Ratestring:= mk0S(2,1),
dot11BeaconPeriod TU,

dot11DtimPeriod Integer:= 1,
dot11AssociationResponseTimeOut TU,

mAld Asocld:= 0,

mAssoc Boolean:= faise,

mAtimW Boolean:= false,

mBrates Ratestring:=mk0S(2,1),

mBssld MacAddr:= nullAddr,

mCap Octetstring:= 02,

mCfp Boolean:= false,

mDisable Boolean:= true,

mDtimCount Integer:= 1,

mibss Boolean:= false,

mNextBdry Time:=0,

mNextTbtt Time:=0,

mPcAvail Boolean:= false,

mPcPoll Boolean:= false,

mPdly Usec:=0,

mPss PsState:= awake,

mSsld Octetstring:= null;

sta_Mm_svc_1.1a(2)
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Service Distribute_ Mmpdus

mmpdu_svc_1a(2)

' N /* This service routes
: < al mmpdu and station stat
i | update signals from and
D ittt B to the mime operational
services. Signals are
Re-export the i export( mAtimW, mBssld, mCap,mCfp, 23( :mogg—fsdbg‘r‘g;(;gfs
intra-MAC :. 3 mAld, mDisable, mtbss, mListenint, argomined in transfer. */
remote [ mAssoc, mNextBdry, mNextTbtt, mPcAvail, ‘
variables to : : mPcDIvr, mPcPoll, dot11Power_
make updates ! ! \L ManagementMode, mPss, mSsid)
available. 5
"""""" ’ ! Mmpdu_
| Idle
]
!
[ 1 I ] I ]
i Sst Send MmConfirm Mmindicate
Xport 2 (mAdr, (mSpdu, (mSpdu, (mRpdu,mtE,
mSst) mim) mTxstat) mtT,mSerr)
StaState 'mRate:=
(mAdr, r data rate to
mSst) 1| send mmpdu'
\I/ 5 | probe_rsp)
i MmRequest Sent I MmConfirm only
- ! (mSpdu, (mSpdu, - -1 needed for probe
1 mim,mRate) mTxstat) | responses and
: ) beacons.
: eyt mmrrarr
[}
[}
I
I
!
:
i i The selection criteria for dcl mAdr MacAddr ;
¢ 1Mmpdu Tx data rate are dcl mim Imed ;
1not specified. Frames dcl pri CfPriority ;
:to group addresses must dcl mRate Rate ;
luse one of the basic rates. dcl mRpdu, mSpdu Frame ;
1 Requests should use one of dcl mSerr StateErr ;
1the basic rates unless the del mSst StationState ;
| operational rates of the dcl mtE, mtT Time ;
I recipient station are known. dcl mTxstat TxStatus ;
1 Responses must use a basic
I rate or the rate at which
| the request was received.
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Service Distribute_Mmpdus

(cfend, cfend_ack)

Cfend

mmpdu_svc_1.1b(2)

(class2) (class3)
I ]
Cls2Err ClIs3Err
(addr2 (addr2
(mRpdu)) (mRpdu))
I —
(asoc_req) (asoc_rsp|

AsocReq
(mRpdu)

AsocRsp
(mRpdu)

l

mTst:= mod(
MTdFTgu— authSegNum
(mRpdu), 2) (reasoc_req) (reasoc_rsp)
I |
ReasocReq ReasocRsp
TSt <(medu) @pdu)
0) (1 |
AuthEven AuthOdd
mRpdu mRpdu
Ui (R (probe_req) {probe_rsp)
|
I (atim) I |
ProbeReq ProRbe(:?sp
(mRpdu) (mRpdu,
Atim mtE,mtT)
(mRpdu) I
Mmpdu_
Idle
(beacon) (disasoc) (deauth)
| | |
(Brs;‘;%?] Disasoc Deauth
miE,mtT) (mRpdu) {mRpdu)

|

Mmpdu_
Idle

Copyright © 1999 IEEE. All rights reserved.
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Service AuthRegService_Sta

Rl (= "
1 n
! L
1 1
1 1
! Authenticate Request is on
Auth_Reeq_ - -4 this page, Deauthenticate
1and class 2 error on next page.
MimeAu_ {auSta,
thenticate._ |— auAlg,
request auTmot)
{false) dot11Authentication_

Algorithms and
(not isGroup(auSta)))

auth_req_1a(2)

dcl auAlg AuthType ;
dcl auCap Capability ;
dcl auRdu, auSdu Frame ;
dcl auRsn ReasonCode ;
dct auSta MacAddr ;
dcl auSts TxResult ;
dcl auTmot Kusec ;

/* This service handles
(De)Authenticate requests.
This service also handles
incoming the generation of
responses for class 2 errors.

N

This state machine handles

Mime requests sequentially,
which is the simplest case.

It is permissible to have
several authentications in
progress at once, provided
the destination stations are
all different. To support
concurrent sequences this
state machine gets collapsed
into one state, with sequence
state held in a variable. The
local variables are replicated
for each sequence, selected
by responder address. */

[Copy chaII;r:g_e_ |
« - text from auth
seq #2 frame.

1
o e oy

,
|

auSdu:= mBssid, MimeAuth_ auSdu:= mBssid,
mkFrame  |—(auAlg // - enticate.con | mkFrame  |——{(auAlg //
(auth, auSta, mkOS(1,2) ] firm(invalid) (auth, auSta, mkOS(3,2) //
11 02) h o214
| \L substr(auRdu,
i 31,128)))
set(now + H auSdu:=
dKusec(au_ | G setWepBit -
Tmot), Tauth) i (mmpdu,1) ]
) :
[ R | T —————
| 1Cannot | Mark shared
« qauthenticate . : key frame #3
j using group 1 for encryption.
) address. Lmmmmmm e m e
Wait_Auth_ }?;rg;zaf?;; : s Wait_Auth_
—Sea.2 other stations. | | ~-Seqt
___________ al |
| 1 1 1
. AuthEven . AuthEven
(auRdu) Tauth (auRdu) < >Tauth

(false)

MimeAuth_
enticate.con_|
firm(timeout)

S e R |

(open_system)

else  (successful)
Siate 6 Sst(austa,
firm(refused)| auth_open)
S

Auth_Req_
_ldie

else

(false)

MimeAuth_
enticate.con |
firm(timeout)

Sst(auSta,
de_auth)

Auth_Req_
_ldle

(successful)

MimeAuth_
enticate.con |
firm{refused)

e S O T e S

I lgnore response

1 sequence errors,
1which may be from

! requests that timed out.

Sst(auSta,
auth_key)

1Also, there is no
! status in odd to inform
the sender.

Auth_Req 1
_ldle N

372
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Service AuthRegService_Sta

If deauthenticating
the current AP, or
deauthenticating
everyone, end the
association (if

any) by clearing
mBssid and mAssoc.

Auth_Req_
Idle

I Deauthenticate request and
--1class 2 error are on this page.
Authentication on previous page.

i
(O St e s & S st i

deauth_2a(2)

Cls2err MimeDeau_| | (asta
(auSta) thenticate._ — 5 ;Rgn)
request

asRsn:=
class2_err

IF‘—'—

auSdu:=
mkFrame
(deauth,

auSta,
— mBssid,
auRsn)

Sst(asSta,
de_auth)

1 Send notification,
==+ do not wait for
delivery confirmation.

1
e e T e e

P T———
I Update local stations state
-~ records. Sending deauth also
clears asoc state if present.

1
e e e e a2

] b, or
r- bosine isGroup
: mBssld (auSta)
: {false) (true)
]
: mAssoc:=false,
s mBssid:=
nullAddr
Xport
AURSNS I Don't confirm
class2 err =~ iclass 2 error
= 1 notifications.

MimeDis_
associate._
confirm

— (successful)

[&8
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Service AsocService_Sta

reset(Tasoc)

Asoc_ldle

/* This service handles
Associate, Reassociate and
Disassociate requests at non-
AP stations. This service
also generates responses for
class 3 errors and incoming
(re)association requests. */

'On this page are Disassociate request, |ncom|ng

- - Disassociation frame, class 3 error, and incoming

|(Re)Asso<:|at|on request frames. More on next page.

sta_disasoc_1a(3)

dcl asCap Capability ;
dcl asRsn ReasonCode |
dcl asSta MacAddr ;

dcl asSts TxResult ;

dcl asTmot Kusec ;

dcl asRdu, asSdu Frame ;

mAssoc

(true)

(false)

Mlmepits_ (addr2(asRdu),
associate._ — reason(asRdu))
indication

| Updale station

Sst{asSta,

Disasoc AsocReq ReasocReq
(asRdu) (asRdu) (asRdu)
S —
(false)

1 Ignore incoming

- - association frames

1 at non-AP station,
1 and disassociation
:frames from all
t but current AP.

I ]

Cls3err MimeDis_
(asSta) associate._
request
| ey
asRsn:= (asSta,
class3_err asRsn)
asSdu:= asSta,
mkFrame  [——mBssid,
(disasoc, asRsn)

Send
(asSdu,
norm)

[ i Local station state
- -1 updated even if

t notification frame

|is undeliverable.

I
[ e e ]

Sst(asSta,
dis_asoc)

1 If destination
--4is the current

: -y ! state regarding
dis_asoc) |th|s association. IAP clear mBssid
----------- (false) .and mAssoc.
mAssoc:=false, mAssoc:=false,
mBssid:= mBssid:=
nullAddr nullAddr
Xport Xport
' Don't cor:ﬂ;n: =5
==l I class 3 error
| notifications.
MimeDis_
associate._ |— (successful)
confirm
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Service AsocService_Sta

T 1IL\ 1'0n this page are associate request
: 3 Asoc_ldie - -7 and reassociate request. More
1 1 10of this state on previous page.
[ |
Mime_ (asSta, MimeRe_ (asSta,
Associate._ —asTmot, associate._ — asTmot,
request asCap) request asCap)
dot11Assoc_ dot11Assoc_
itationResponse_ itationResponse_|
Timeout:=asTmot| ITimeOut:=asTmot
export(dot11_ export(dot11_
AssociationRe_ AssociationRe_
sponseTimeOut) sponseTimeOut)
asSdu:= asSta, asSdu:= asSta,
mkFrame  |—| mBssid, mkFrame  (— mBssid,
(asoc_req, (asCap /- (reasoc_req, (asCap /I
mkOs(mLis_ mkOS(mLis_
| tenint,2) 7/ | tenint,2) //
mkElem mBssid //
set(now + (eSsld,mSsid) set(now + mkElem
dKusec(as_ /I mkElem dKusec(as_ (eSsld,mSsid)
Tmot), Tasoc) (eSupRates, Tmot),Tasoc) /1 mkElem
mBrates)) ) (eSupRates,
mBrates)) )
Wait_Asoc_ Rvggis%c
_Response __Respons_e
| 1 { | 1
v AsocRsp « Reasoc_
(asRdu) Tasze Rsp(asRdu) Tasem
(false) (false)
L dam e 2 it yry
: {timeout) agdr2(asRaur 1 firm(timeout)
! (true) !
1 1
I t
] I
: status :
1 1
1 1
else : else :
| pmmmmmmmmems | e
MimeAsso_ MimeAsso_ : 1 Only accept MimeReas_ MimeReas_ : 1 Only accept
ciate.confirm ciate.confirm| « -:response from sociate.con_ sociate.con_| * -:response from
(refused) (successful) 1request target. firm(refused) firm(successiul) ) request target.

old_
asoc

sta_asoc_2b(3)
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Service AsocService_Sta

Remove old ]
association '
before saving 1
data on new :
association. }

H

Sst(mBssid,
dis_asoc)

new_
assoc

Re-export
intra-MAC
variables.

Sst(asSta,
asoc)

reset(Tasoc)

mCap:=
CapA{asRdu)

l

if (mCap and
mPcPoll:= | — cPollable)=cPollable
then true else false fi
mPcAvail:= IFoRand
mPcPollor 1 cPollReg)=cPoliReq
then true else false fi
mAld:=
Ald(asRdu)
dot110perat
3 = getElem(asRdu,
ionalRateSet:= eSupRates)

mBssid:=
addr2(asRdu)

I

mAsoc:=
true

Asoc_ldle

376
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Service AuthRspService
P ‘.\

I L

! 1

1 1

Auth_Rsp_
_ldle

dcl arAlg, arAlg2 AuthType ;

dcl arRdu, auSdu Frame ;

dcl arRsn ReasonCode ;

dcl arSeq, arSeq2 Integer ;

dcl arSta, arSta2, arSta3 MacAddr ;
dcl arSC  StatusCode ;

auth_rsp_1b(2)

/* This service handles
incoming Authentication
& Deauthentication frames.

This state machine handles
only a single shared key
authentication challenge
sequence at one time, which
is the simplest case. Itis
possible to have several
authentication responses in
progress at once, provided
the source stations are all
different. To allow muttiple
responses this state machine
gets collapsed into one state,

/* Key to generate
Tchal AuthOdd challenge text */
(arRdu) dcl chKey Octetstring ;
arSeq:= arAlg:= /* The RC4 PRNG is accessed
- authSeqNum }—] authAlg as a remote procedure:

(arRdu), (arRdu), prnString:= call RC4(key,length)
arSta:= This procedure only present when
addr2 dot11PrivacyOption_

(arRdu) Implemented=true

%

with sequence state held in a
variable. The local variables
are replicated for each
response, selected by
requester station address. */

imported procedure RC4 ;
fpar PrngKey, Integer ;
returns Octetstring ;

Auth_Rsp_
_ldle

Wait_Chal_
_Rsp

P e S0

1Set response timeout and
I await response to challenge.

import imported dot11AuthenticationResponse_
(dot11Authenti_ Timeout Kusec ;
cationAlgorithms)
arSC:=
unsupt_alg
A station 1 L
is allowed Lo arSC:= dot11Privacy Optionimplemented
to reject an i successful
open system :
auth request 1 (false)
with status ! T Re et
unspec_fail. : Sst(arSta arChalng:= nelchisey,vaiuellsecio
___________ H > call RC4 - « 1 generate challenge text is
auth_open) (chKey, 128) : : 1 arbitrary, and does not need
L | )to be shared. However,
| e * limplementers are advised
= v | that the source of chKey
Sst(arSta, arSdu:= N /i 1 SHOULD NOT be one
de_auth) mkFrame ~— —(arAlg | of the WEP keys, because
= (auth,arSta, mkOS(2.2) // 1the output of the PRNG
I fnulfgﬁesmszzlc/&t :when using chKey is sent,
arChalng))) 2 : unencrypted, in the
arSdu:= mBssid, 9 ) challenge text field.
mkFrame  |—(arAlg/ e
(auth, arSta, mkOS
(arSeq+1,2)
1/ arSC))
set(now+ dot11Authentication_
(import( [T | ResponeTimeout)), Tchal)
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Service AuthRspService

auth_rsp_2b(2)

i i Wait_Chal_ UL i
| 1 Rsp wgltlng isa i
| 1 - failed attempt.
S 4 !
_____________________ |
1
____________ 0
In the case of
undecryptable N e\l:gdou‘;d Tchal :
response, assume : !
Auth frame from ' )
expected source : :
i ence 3.
Deauth e RS R ! arSeq2:= arSta2:= Sst(arsta !
(arRdu) ] authSeqNum  [—— addr2 de auth)’ -
! (arRdu), (arRdu) =
I
:
arSta3d:= :
addr2 arSeq2 Auth Rsp_
(arRdu) -
else (1)
i Update station ~ iOpen_system
Sst(arStas, - - 4 state, deauth arSta = -1 request from a
de_auth) 1 clears asoc arSta2 (false) 1 different station
1if present. . s 1can be handled
s 5 ! while awaiting
jchallenge rsp.
MimeDeau_ (arSta3, tesel ST ey
thenticate._ |—jreason (Tchal)
indication (arRdu))
lfdeauthis
| import(dot11Authenti_
s cation/(klgorithms)
1AP, end asoc
i
(false) i (if any) by (false)
1 clearing
I'mBssid and
mAssg:c:;faIse, j MASSOC. arSC:= arSC:= arsC:=
mBssid:= i . Seigled
nullAddr unspec_fail unsupt_alg successful :
]
=13 l |
tElem i
Xport arChalng= ?eeCtxt Sst(arSta2, Sst(arSta, i
g de_auth auth_open
(false) arRdu) A epon) |
(true) IE ] .
]
B ]
= = arSdu:= mBssid, 1
_ arSCi= arSC.—f ' P iina (authAlg !
chnlg_fail successfu (auth,arSta2, (arRdu)) .
// mkOS H
| I {arSeq2+1, |
2) /1 !
Sst(arSta2, Sst(arSta2, arsC)) i
de_auth) auth_key) !
:
2 i
arSdu:= mBssid, . A station i )
mkFrame  |— (arAlg // . { Wait Chal_ is allowed I
(auth, arSta, mkOS(4,2) ! —Rsp to reject an |
/1 arSC)) \ open system |
: auth request I
| e e ith status !
! 1 Continue wl . 1
* to wait for funspechialy,
I response to
| challenge.
Auth_Rsp_
_Idle
378 Copyright © 1999 IEEE. All rights reserved.
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Service Synchronization_Sta

i I dcl yAtimRx, yPsm, yRdtim, yWake Boolean ;B
: £ ‘l dcl yAtw, yBen, yEnr, yMocp, yStt Time ;
\ 1 dcl yBenPeriod, yDtim, ycmax, ycmin Kusec ;
e ’ dcl ybd BssDscr ;
dcl ybdset BssDscrSet ;
dcl ybtp BssType ;
dcl ybsid MacAddr ;
dcl yclist Intstring ;
dcl yex, yJto, ytemp integer ;
dcl yDspm DsParms ;
dcl yFhpm FhParms ;
dct ylbpm IbssParms ;
dcl ypdly Usec;
===
ResetMAC PsmDone
‘obtain Phy not
characteristics’ mDisable
variables ‘reset all MImePower
to default —— intra-MAC mgt.confirm
values' remote (success)
ée_ttl'él; _____ i ytemp:=
time to p-- call TSF =
zero. ] (0, true)
Xport
“Sefting these set(now,Tasoc),
timers to now -- :esett(;rbt(_:n), - setgnow,Tauth)),
causes events eset{Tatim), set(not, Tchal)
in each of the

multi-state
services of the
process, forcing
each service to
its idle state.

No_BSS

i PsmDone sent
-1 by TxCoord
|aﬂer change
1in power save
. indication is
'announced in
1 frame exchange.

sta_Powermgt_1¢(8)

del yssid Octetstring ;

dcl ystp ScanType ;
dcl ytrsl TxResuit ;

dcl yPhpm PhyParms ;
dcl yRdu, yTdu Frame ;

dcl yOrates Ratestring;

timer Tscan,
Tmocp, Tpdlys

No_Bss, Bss, 0
Ibss_Active,
Ibss_lIdle !

Powengt requests
valid in all
top-level states.

Mime_ P

PowerMgt._ || §/)\,N:ir:‘e

request yRdtim)
'mReceive_

Dtims:=

yRdtim’

(false)

mPss:=
awake

Wake

dott1Power_
NlanagementMode
yPsm

1

Xport

(mPss = Doze))

or ((yPsm =
station_active)

and (dot11PowerMan_
agementMode =
power_save))
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Service Synchronization_Sta

IScan requests
-=-qvalid in all

A T T & DG
i

top-level states.

|
O i S S SRS

MimeScan._ yssid, ystp,
request( — ypdly, yclist,

ycmin, ycmax)

)

e@nfirm( —— empty,invalid)

i No_Bss, Bss,
'; Ibss_Active,
! Ibss_Idle
ybtp,ybsid,
“Bilyaceent 1 ,
Scan request [ -- < not ;:mﬁ;c.m
when no frame | (mFxIP)
exchange is !
in progress. \
(false)
MimeScan. ybdset:=Empty,

yex:= 0,
mDisable:=true

T e T e
I'No loss sync
-=4if scan parms
are invalid.

|
S e s

(active_scan)

dot11Desired_ dot11Desired_

Ssid:=yssid, BssType:=ybtp
export( i

dot11Desired_ | |dot11Desired_
Ssid, BssType)

@ {passive_scan)

tpdu:=
mkFrame
{probe_req,

|—{ mkElem(eSsld,

bestAddr, ybsid,

ySsid)//mkElem(
eSupRates,
dot110perat_
jionalRateSet))

sta_Scan_2d(8)

380
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Service Synchronization_Sta

Act_Listen,
Act_Receive,
Pas_Listen

Beacon ProbeRsp
(yrdu,yrend, (yrdu,yrend,
ytstr) ytstr)

'ybd:= bss

description

info from yrdu'

|

sta_Scan_2.1b(8)

Act_Receive,
Pas_Listen

yex:=
yex + 1

Listen for
activity
on channel.

°
t

Set probe
o= (now+ycmax, |--qresponse
! Tscan) 1 (max) timeout.
;
|
| 1Go to next
< 4channel if - { Act_Receive

1 no activity :
1 by min time. \
e i
| 'Receive
O -:responses
on channel.

1
.

ybd!bd_
StartTs:=
yistr
l (false)
ybdset:= SwChnl filter ybdset
ybdset (yclist{ycx), for ybtype
or ybd true) and duplicates’
MimeScan._
confirm( —— ybdset,success)
(active_scan) (passive_scan) \L
; Set (Scanendsin
Wa'lt)_CSW_ (now+ycmax, No_Bss -~1No_Bss state
—Hone Tscan) 1 since sync lost
 with prior Bss.
| \I/ | Implementations
' may save/restore
. | TSF and asoc
SwDone Pas_Listen linfo to re-join
} prior Bss.
set ISetprobe
(now+ypdly, --qdelay
Tscan) 1 timeout.

Wait_Probe_
_Delay

[Transmit

Send --d ;rrgg:mlt

: i
(tpdu,imed) | request.

Set | Set channel
(now+ycmim, }-- : activity
Tscan) 1 {(min) timeout.
Act_Listen

Copyright © 1999 IEEE. All rights reserved.

381




ANSI/IEEE 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Service Synchronization_Sta

] N
: P No_BSS
I 1

P T o e Y
|

Start IBSS on

- - this page, join

on next page.

|
R e e

sta_Start_Ibss_3¢(8)

MimeStart. yBenPeriod,
request |— yDtim, /* cfpm */, FHphy'
(mSsid, yBtp yPhpm, ylbpm,
ypdly, mCap, (false)
mBrates, yOrates)
yMocp:=kUsec
(dwellTime
(yFhpm))
(infra_stfucture) I
mNextBdry:= (0 false)
sCanBeAp “_°z"’cgl(ly_'rwsc}fp [~ | mod yMocp))
(true) {false) l
mibss:=true, set e T
mPss:=awake, (mNextBdry, "': an:,':: Iﬁfner
mPdly:=ypdiy Tmocp) 1 i
MimeStart._ mBssld:= 1 46-bit string needs 'yChan:= :'§5t_st_ar—1-71§ S
confirm o -1 to be very random, first (or only) |--4channel (FH)
(invalid) '46 random bits’ 1see 11.1.3. channel' ) or operating
PR e e s | channel (DS),
\L l ynull for IR.
dot11Beacon_ dot11DtimPeriod:= o
No_Bss Period:= —— yDtim,dot110per_ (Své%ggltme)
yBcnPeriod, ationalRateSet:=yQOrates Y 4
export(dot11_ j il
BeaconPeriod, || dot110perational_ ’L‘(’)“zf&g‘én | |(0faise)
dot11DtimPeriod, RateSet) - (call TSF mod yBen))
D l | e
yBeni= set | B
r AP_Active kUsec (mNexiTbtt, |-- : Ibnltlallzet'
! (yBenPeriod) Tben) oeaconimet:
i L S S
S | |
: | Activate yAtw:=kUsec mibss:= true,
< AP state (atimWin mDisable:=
1 machine. (ylbpm)) false
'set actual
phy parameters
from phpm'
| X
. . MimeStart.
Init_Wait__ =
ARt 1 1 _ProbeDelay confirm
H (success)
[}
i
i set{now +
| Tpdly & tUsec(ypdly),
| Tpdly)
i L— 7
___________ 4 0 e G
Wait probe i ! I Start out as
delay before  } . Ibss_Active  }--1Ibss probe
initiating a g 1 responder.
transmission. | L
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Service Synchronization_Sta sta_Join_4c(8)
o I [Joinon this
: ¥ ‘I ---: page, Start on Join_Wait_Bcn
1 [ 1 previous page
MimedJoin._ Beacon "/: :)r_oge— r_e;;;o;s_e—f;o:n- i
request ——— ypdly, yOrates) Toen (yrdu, yenr, ¢----1the bssfibss can also be
{ybd,yJto, ystt) 1 used to establish sync.
- addr2(yrdu)) and
yﬁ'tjéo_' 1 (mSsid = getElem
(eSsld,yrdu))
(false)
{false)
MimedJoin._ mBssld:=ybd!_ dot11Beacon_ ‘adopt
confirm bdBssld,mSslid:=|—— Period:=ybd!_ values &
(invalid) ybd!bdSsld, bdBcnPer from yrdu’
yBen:=kUsec( := ybdtbdDtimPer, set
No_Bss ybd!bdBcnPer), || yphpm:=ybd! (now + yBcn, FHphy'
dot11DtimPeriod dehyParms_ Tben)
ycfpm:=ybd!bd _ mCap:= ybd!_ yMocp:=kUsec
CfParms, yibpm:5_| bdCap,mBrates:= - (dwellTime
ybd!bdIbParms, ybd!bdRates, Fh
(yFhpm))
mPdly:=ypdly
{ 1 I
dot110per_ MimeJoin._ mNextBdry:= (0.false)
ationalRateSet:= confirm now+(yMocp  |— mc‘)d Mocp))
yOrates (timeout) - (call TSF YO
export(dot11_ dot110, mBssld:= set I L
1 per 1 Initialize
BeaconPeriod, — = nullAddr, (mNextBdry, }--+ s
dot11DtimPeriod, ratianaliRGicSaY mSsld:=null Tmocp) : gwelitier:
set 'yChan:= "é'e_t—St—aFﬁ?lé TN
(now + yBen, No_Bss first (or only) |- -4 channel (FH)
Tben) channe! 10r operating
:channel (DS),
ynull for IR.
SwChnl
Al (yChan,true)
‘select channel ?gl\zf(‘;gﬁ: (0.false)
of target Bss - (call TSF mod yBcn))
else
ytemp:= ybd!_ mDisable:= mDisable:= set "I;i;i;li_z; ------
call TSF( —— bdStartTs), false, false, (mNextTbtt, ——-: Beaconitinien
(now - true) mibss:=false mibss:= true Tben) | ’
. . MimeStart._
Jogg;/gz::_ Xport Xport confirm
& (success)

L L
< Bss ) sl
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Service Synchronization_Sta

sta_TSF_lbss_5a(8)

T ":\ | States when joined/started Ibss.
: ‘, - -11bss_Active when sent beacon this
| 1 tinterval so respond to probe requests.
[ I ]
Beacon .
Tben (yRdu, Tatim
yEnr,yStt)
set addr2(yrdu)) and AR
(now+yBen, (mSsld=getElem o
Tben) (eSsld, yrdu))
| (true) (false)
- = clbss) and i and (not yAtimRx)
Wake, Cap(yrd closs)
2 {mSsld=getElem anagement and (ytrsl
=5 > ( ) eees (eSsld, yrdu)) /= successful)
{true) | (false) {true) e
l (false)
du= bestAddr, o
m)l'(tFrame — mBssld, 08 R mdF;szse.—
(beacon, /* timestamp
inserted
I during tx */ |
AWt 1/ mk2octets
mAtimW:=true, BcenPeriod
yAtimRx:=faise, //(?lncap ) t(s;?dnas) ?OC?QISTGSF Doze
mPss:=awake // mkElem !
(eSsld,
mSsld) (false) )l
Xport, /I mkElem "adopt
Send (eSupRates, values - Xport
(ytdu,imed) gz;ttlgzgeratlonal_ from yrdu’
/I mkElem
(ePhpm,
set yPhpm)
(now+atimWin /I ' mkElem MmCancel
(ylbpm),Tatim) (elbss,
ylopm))
it tstamp(yrdu)
ytemp:= | {
call TSF t"nfg;"” -ystt),

Xport

U

384
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Service Synchronization_Sta

r
|
|

==

“ I
.

State when joined Bss, receive
beacons, ignore probe requests,
adjust TSF to track AP's time.

mCfp and
{now >=

sta_TSF_bss_6a(8)

>_

set
(now+yBcn, mCfp:= false
Thcn)
> if mDtimCount=0
m Dtln‘?: | then
Count:= dot11DtimPeriod-1
eise
mDtimCount-1 fi
else
Xport

yCfpm:= if CfpCount(
setCfpCount  — YCfpm)=0 ) =
(yCfpm, then CfpPeriod(
yCfpm)-1
else CfpCount(
yCfpm)-1 fi)
(CfpMaxDur
ChangeNav (yCfpm),
cfp_bss)
b if yLicnt=0
ylicnt:= ] then yLint-1

else yLicnt-1 fi

power_save) and
(yLicnt=0)
and {import
(mReceiveDtims))

Wake

. Beacon
import(
(yrdu,
mNavEnd)) yEnr, ySt) <
addr2(yrdu)) and
{mSsld=getElem
(eSsld, yrdu))
(true)
¢ (false)
‘adopt
values =
from yrdu'
= tstamp(yrdu)
ytemp:= . (
call TSF :d lfg;"” -yst),
mCfp:= if
then true
cfpDurRem
(yCfom) > 0 else false fi

e

(false) (true)

ChangeNav }

(cfpDurRem
(yCfpm),
cfp_bss)

|

Xport

AT1PORs
anagement
odg

(power_save)

(station_active)

yTim:=
getElem

)

(eTim, yrdu)

mAld) or
(bufBest(yTim) and

(false)

mPss:=
awake

Doze

)

(dtCount(yTim) = 0))
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Service Synchronization_Sta sta_TSF_bss_6.1a(8)

Bss,
Ibss_Active,
Ibss_ldle

(false)

3 = mNextBdry:=
— mDrts;lajgle. miNextBdry +
yMocp

L I |

set
Bss Xport {mNextBdry,
Tmocp)

'yChan:=
next channel
in hop seq'

SwChnl
(yChan,true)

Wait_Hop_
Bss

SwDone

(false)
(true)

(=) (=0

386 Copyright © 1999 IEEE. All rights reserved.



cs

MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

RX

ANSI/IEEE 802.11, 1999 Edition

PS

Block Reception

Includes decryption if !
dot11PrivacyOptionimplemented 'r L
=true. This is a typical i)
location, but implementers
may use other locations
between the PHY_SAP_RX
and MAC_SAP as long as
they provide the specified
behavior as observed at
LLC, MLME and the WM.

/* This block handles octet-level
reception of MPDUs from the
PHY, and validation, filtering,
and decryption needed so higher
blocks have uniform, error-free
information from the relevant rx
events. This block also maintains
the MAC's view of channel state,
including the NAV (and remote
variable mNavEnd), rx activity
(and the remote variable mRxA),
and slot timing (providing the
Busy, Idle and Slot signals to
the Transmission block). */

ToTx Channel_State

(1.1
Busy, Idle, Slot]

-

FromCti

[ChangeNav]

[Cha ngeNav]

NeedAck,
RxCfAck,
RxCfPoll

IndAck

[Rxlndicate]

Defragment

an
/* also decrypt */

UpdNav

SetNav,
ClearNav

PhyCca.indication,
PhyCcarst.confirm

signal ClearNav(NavSrc),
RtsTimeout,
RxMpdu(Frame, Time, Time,
Rate,Boolean,
KeyVector,KeyMapArray}),
SetNav(Time,
Duration,NavSrc),
UseDifs(Time),
UseEifs(Time) ;

RtsTimeout,
UseDifs,
UseEifs

IfsCt!

[Pslndicate] receive_1a{1)

RS

Rprdu]

FromSync

/

Defrag

ToPs

Filter_MPDU
(1.1

Rprdu]

Filter

Validate_MPDU

PhyCca

(1.1)

(]

PhyRxStart.indication,
PhyRxEnd.indication,
PhyData.indication

i FromPHY

[PhyCcarst.request]

Copyright © 1999 |EEE. All rights reserved.
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Process Channel_State

dcl exported timer Tifs ;
tNavEnd as timer Tnav ;
mNavEnd Time ; timer Tslot ;

( [ ) >Resemc

nav_clear_1b(2)

dcl cs CcaStatl

dRxTx, dSifs,
dcl tNew, tRef,

us ;

dcl rxtx, slot, sifs Integer ;
dc! dDifs, dEifs,

difs, dNav,
dSlot Duration ;
tRxEnd Time ;

dcl newSrc, curSrc NavSrc ;

dSifs:= dRxTx:=dUsec f Eifs based Wait IFS i ClearNav, RtsTimeout,
dUsec —— (aRxTxTurn_ « yon the lowest /* IDLE */ ---' Tnav, Tslot ignored
(aSifsTime), aroundTime) : |baS|c rate. | in Wait_IFS state.
AR R | I e e
I i r | ]
dSlot:= o= Qi | . PhyCca._ SetNav
dUsec 4 ?ZD ffzsgglfs b ! <acti\?eo(“l'ifs) Tifs indication (tRef,dNav,
(aSlotTime), ! (cs) curSre)
‘ e g e ] [
dEifs:= calcDur(first(
dUsec |-4— import(mBrates)),
(aSifsTime + stuff(aMpdu_
DurationFactor,
H sAckCtsLng) +
aPlcpHdrLength ~ @ ——} ,——"—— T\ fooc-s-osm—e-o-—-
difs:= + aPreamble_ dle ) Cs_noNav ___: glte_?_rNav -trnfvl 'tl'lfs
dEifs Length) + dDifs) H " BUSY ¥/ S{UMEOut, IS0
It e i | lgnored in this state.
[ |
___________ T T T ——
T lAssume channel set ! i Idle signal is PhyCca._ SetNav
tNavE dZO - -1 busy until Phy (now+dSlot, | - 4sentatend of indication (tRef,dNav,
AVENG:ES tindicates idle. Tslot) 1the M2 interval (cs) curSre)
!tNavEnd is =0 (Flgure 47).
l ontil firstrk | t==em———me-ee IG——————
ok [RisTimeo, (ce) =
reset(Tnav) no.ClsSCgtlav ~-1Tnav, ClearNav, NavEnd:=
! ! I Tifs ignored tRef+dNav
| in this state. {ousy) I
! l;t;yEZ::z;r;s_e; i SetNav set
rehyu(;z?rst._ =g ! confirm is (tRef,dNav, (tNavEnd,
q | ignored. curSre) Tnav)
- — |
PhyCeca. - set
export A tNavEnd:= export
(tNavEnd) indication tRef+dNav Tslat (now+difs, (tNavEnd)
(cs) Tifs)
set
(tNavEnd, Siot -| Wait_IFS Cs_Nav
Thav) i
I
| I e
set : 1 Slot signal is I* This process
Busy - Busy (now+dSlot, (3 {generated at maintains chann
Tslot) tthe end of each state based on
1 M2 interval both physical and
I \L | (Fig. 47) while virtual carrier
.channel is idle. sense, generates
export o Al SEEeEREEEnED slot time reference,
Cs_noNav (tNavEnd) and provides Busy,
Idle & Slot signals
to Transmission. */
noCs_Nav
388 Copyright © 1999 IEEE. All rights reserved.
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Process Channel_State

e I ot and T PR W ooy
: ”, ==t |gnored in /*BUSY ¥/ --1ignored in
1 1 | noCs_Nav state. 1 Cs_Nav state.
PhyCca._ PhyCca._
indication Tnav indication Tnav
(cs) (cs)
csl PhyCcarst._ PhyCcarst._
request request
(busy) (idle) (busy) (idle)
Cs_Nav curSrc:= . noCs_Nav curSrc:=
nosrc nosrc
set set
(now+dlfs, (now+dIfs,
Tifs) Tifs)
Wait_IFS Cs_noNav
5 ! E:r:a;ae_lia:/_ls_ 2 noCs_Nav, ! Clea_n:\g; NK\? ;r:
/* all states */ el SetNav if not Cs_Nav - - RTS timeout is
d |channel switch. /* all NAV */ i | optional (9.2.5.4).
| Ce e e Al e S
l | ' ] I i I ]
I i
y f ChangeNav SetNav
UseEifs UseDifs ! [ Rts ClearNav
1 (tRef,dNav, (tRefdNav, | ¢ == "=
(tRxEnd) (tRxEnd) : newsre) newSrc) Timeout (newSrc)
1
| [ ! (false)ﬂ
[}
difs:= difs:= i} tNew:= curSrc=
i | dEifs-dRxTx dDifs-dRxTx tRef+dNav s
1 (true)
' 2 (false)
| \ N .
| set Clear NAV and 1 T (false)
| | (t(RxEnd+difs, use EIFS after :-- =1 dEifs-dRxTx
1 Tifs) channel change. !
R S R S — -
: I
]
: tNavEnd:= tNavEnd:=
1 set(now,Tnav) tNew, - G now,
: curSrc:=newSrc : curSre:=nosrc
p I | ! N|
e e e WS { Pl = e o Y e Sl Al 4
I 1 The initial difs tNavEnd is =0 ! . Nav is cleared by setting Tnav l !
* lvalue is dEifs, until first rx be- tNavEnd:=0, to now. This causes immediate} . | Set(tNavEnd,
1set by a UseEifs on new channel. | curSre:=nosrc Tnav signal to enable exit from 1 Tnav)
i sngnal generated @ c------—-~- noCs_Nav or Cs_Nav state.
I by Validate_Mpdu | ———————————————————— . H
 at startup and
! due to ResetMAC. export
"""""" (tNavEnd)

nav_set_2c(2)
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Process Validate_ MPDU

start_rx_1b(2)

A :
: : (Rx_ldle)

“Calculate PHY 1 D1:= dUsec
Rxdelaythat 1--{ (aRxRfDelay+ ResetMAC
is subtracted 1 aRxPlcpDelay)
from now to !
get reference : I
point times. '
----------- reset(Trts)
cErr:=0,
mRxA:=false
export
(cErr,mRxA)
!Indicate Rts
¢ jnon-response Rx_ldle
i Itimeout.
e T
i
I
N PhyRxStart. (rxLength,
indication rxRate)
RtsTimeout reset(Trts)
T indicate that
2 mRxA:=true |- --: a reception
1is in progress.
export(mRxA)
k=0, Initialize CRC &
fcs:= initCre, |-~ clear pdu buffer
pdu:= null 1 {length(pdu)=0).

Option_
Implemented

(false)

Rx_Frame

/* This process receives an MPDU from the
PHY while calculating and checking the
FCS value. Frames with valid FCS, length
and protocol version are sent for receive
filtering, along with a snapshot of the WEP
keys if dot11PrivacyOptionimplemented=true.

This process also provides Channel_State
with Difs/Eifs and Rts timeout signals,
and maintains the mRxA remote variable. */

dc! exported mRxA Boolean:=false,
cErr as dot11FcsErrorCount Counter32:= 0

imported mBrates Ratestring,
dot11WepDefaultKeys KeyVector,
dot11WepKeyMappings KeyMapArray,
dot11ExcludeUnencrypted Boolean ;

timer Trts ;

dclfes Cre;

dcl D1, dRts Duration ;
dcl endRx, startTs Time ;
dcl k, rxLength Integer ;
dcl pdu Frame ;

dcl rxRate Rate ;

dcl status PhyRxStat ;
dclv Octet ;

dcl wDefault KeyVector ;
dcl wKeyMap KeyMapArray ;
dcl wExclude Boolean ;

O\

(i s e i
1

Save copy of
1 WEP keys at
1 RxStart in case

]
! 1 Mpdu is first
1 fragment of
: lencrypted
: 1 Msdu/Mmpdu.
R
[}
i
]
wDefault:= |
import( | ! |dot11Wep_
DefaultKeys)
wKeyMap:= |  [dot11Wep_
import( KeyMappings)
wExclude:= (dot11Exclude_
import Unencrypted)
Rx_Frame

390
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Process Validate_ MPDU

=TTt fem) s o
|

PSS
|

Save time of Rx

- 1end as reference

for start of IFS.

!
€ v

validate_rx_2c(2)

i
1
1
1
Accumulate PhyRxEnd._ : Rts timeout !
E%‘::Bﬁts) . -:octet into Mpdu indication | based on : N
: 1and CRC check. (status) : rate of Rts. 1 :
| i i
S —— | 1 1
1 Save arrival time pdu:= ! = e { [
. +of first octet of pdu /f | & | L‘;zs‘z o ﬁggﬁ;ﬁ_ J ftype(pdu) :
i H{what may be a} mkstring(v), : |
1 timestamp field. else (ts) !
1 i
1 !
] dRts:=dUsec( | |
! (2"aSifsTime)+ | -
! (2*aSlotTime)+
: (no_error) [
I @
! " calcDur(rxRate,
4 startTs:= k= k1 stuff(aMpdu_
now-D1 (false) DurationFactor,
sAckCtsLng) +
aPlcpHdrLength +
aPreambleLength))
(=sVersion)
—
set
(now+dRts,
(true) Trts)
(false) |
___________ ? r
el [ | [z | Joome
excess octets. | |(status) InEgBEr) (pdu, 0, ! sreLhg))
___________ I
___________ , [FRRET R —
Save time of Rx | = : | 1 Drop FCS field from
end as reference | -- 223531 export(cErr) E.(J;edl?_\’lis) « 4frame before passing
for start of IFS. 1 up for filtering.
___________ I A e O,
Optionimplemented
and wepBit(pdu)
(false)
UseEifs RxMpdu startTs, RxMpdu startTs,rxRate,
{endRx) ) (pdu, — rxRate, (pdu, — wExclude,wDefault,
i endRx, ) endRx, wKeyMap)
|2 ' k ]
IN [T —
: 1 Eifs based
mRxA:=false | « {on the lowest
1 basic rate.
! Assumed to
1 be the first
TE‘_T&T"’- ! element of
ndicate tha mBrates.
reception is b--1 export{mRxA) bl N
not in progress. |
Rx_ldle
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Process Filter_MPDU pre_filter_1d{4)
i i dcl exported cDup as dot11FrameDuplicateCount,
1 & *I cMc as dot11MulticastReceivedFrameCount,
: | cRx as dot11ReceivedFragmentCount Counter32:=0 ;
dPsp:=dUsec( mBrates)), imported mBrates Ratestring,
aSifsTime+calc — stuffaMpduDuration_ mBssid MacAddr,
Dur(ﬁrst(import(_ Factor, sAckCtsLng mCfp Boolean,
+ aPlcpHdrLength) dot11GroupAddresses MacAddrSet,
+ aPreambleLength)) mibss Boolean,
e mSsid Octetstring,
aStationld MacAddr;
cache:= i Initialize tuple cache dcl cache TupleCache ;
clearTuple - -4 for duplicate filtering. dcl dup, myBss Boolean ;
Cache(cachg) :Cache capacity is set dcl dNav, dPsp, dAck Duration ;
| by "tupleCacheSize" dcl endRx, strTs Time ;
1but a specific size dc! pdu Frame ;
1is not specified. dcl rxRate Rate ;
Filter IdI S = e e del src NavSre,
et a8 del wDefault KeyVector ;
dc! wExclude Boolean ;
dcl wKeyMap KeyMapArray ;
RxMpdu startTs,rxRate,
ResetMac (pdu, wExclude,wDefauit,
endRx, wKeyMap)
— l
dAck:= (durlD(pdu) > 32767) /* This process ﬁlter§ valid received B
if (moreFrag |—{then dUsec(durld(pdu)) frames by destmatlo_n aqldress. and
(pdu)=1) and else O fi Bssld for group destination addresses.
This process also maintains received
I pdu counters and the tuple cache for
araeneT S detecting duplicated unicast frames.
1
mfan?gemt?lrxt == (addr2(pdu), [—{ Pwrmgt(pdu)) Data and management frames which
iniojiromia | need acknowledgement cause a
Salidiitamess ~ I NeedAck signal to Protoco!_Control
as well as an RxMpdu to Defragment.
= Piggybacked CfAcks cause RxCfack
‘23‘5;;,(3335? signals, and CfPolls cause RxCfpoll
Sre'= misc signals to Protocol_Control. If an
RxCfPoll is sent for a Data+CfPoll
or Data+CfPoli+CfAck, the NeedAck
has to reach TxCoord during the Sifs.
mActing (The data frame report cannot serve
AsAp) i this purpose because the payload may
(true) be a non-final fragment.)
Duration and Cfp duration remaining
are reported to Channel_State, and
_ ap_ power save mode is reported to Mime. */
i addr
I
i
| AP, check ' Non-AP,
tqalframes,2 =< durld(pdu) " [ TS }oo--o 110DS=0 to
| pages ahead. 1accept frame,
D ittt | next page.

(endRx,
dNav, src)

___: Frames with toDs=1 ignored by non-APs,

Fiter_ldle :except Duration/|d field for Nav update.
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Process Filter_MPDU

(false)

i Repon probe
=5 requests only
0 when in Ibss.

(probe_req)

filter_sta_2b(4)

sCPollable Filter_{dle ftype
(pdu)
(false) (true) (beacon) (cfend, | else
cfend_ack
and ssid(pdu) =
import(mSsid)
and capB(pdu)=clbss
startTs, RxIndicate ClearNav
ftype(pdu) xRate, {pdu, - (cfend_
wExclude, endRx, ! Other)
else (cfack, wDefault, ! else
data_ack, WKeyMap) !
cfpoll_ack, ! dNav:=
d?tadjolliack, Filter_ldle 1| dUsec(cfDur_
cfend_ack) ; Rem(pdu))
|
________________________ 2!
i Unsolicited Report Ibss beacon ! SetNav
RxCfAck | __FRycfAck with own Ssld but | . (endRx,dNay Filter_ldle
(addr2(pdu))| i signals are other Bssid, for use ! cfpOther)
|gnored based on TSF age. . I
If addr1 (RA)is !
group address, Lo
check the Bssld. !
"""""" (false)
= (if frDs(pdu)=1 src:= if rts= ‘import
then addr2(pdu) ftype(pdu) then (dot11Mac_
else addr3(pdu) fi) rts else src fi Address)
(false) ’
) (true)
BcAddr or :
k addr3 import
R import(aGro_ =
! upAddresses) el = ki)
: ’ (falke) (true)
Iy | &g sl L e
| 'Check for I Ensure that
]
* 1 beacon from Soc durld{pdu) ~ -+ Cfpoll comes
ianother BSS. else | from own Bss.
""""""" (false) T (true) S
___________ L1 T —
Rx broadcast | | I Update Nav
or multicast, : + Filter_Idle L -1 for PS-Poll " ftype(pdu)
2 pages ahead. i | 1 Ack Dur/id
___________ ! .feld is AID. cpoll,
___________ - ! EEeniatnintateiatat fpoll_ack,
Ignore frames 1 |
addressedto | 4 . (endRx,
other groups : : dNav, src)
in this BSS. | 1
___________ E I
____________ 1 I —
Update Nav using! | RxCfPoll 'Only report
Duration/ID value :. N Fiiter_ldie (endRx, -=-1cfpoll from
from frames to all | xRate) | unicast to sta.
other stations. | tSY—m———— | N  te—ccmo———.
Else caseis for
Durld=32768 L R Coiis
in the CF period. | ‘ Rx directed
__________________ I frame to sta,
t 2 pages ahead.
Copyright © 1999 IEEE. Al rights reserved. 393
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Process Filter_MPDU

All frames to

Receive probe
. 1request at AP
Ithe same as at
1 Ibss station.

o
t

filter_ap_3a(4)

AP are directed
except probe_req.

e

]
I
I
I
|
|
0
i
[}
[}
[}
1
1
]
1
]
I
0
|
|
|
I
|
|
L

import
{dot11_
(false) MacAddress) (probe_req)
(false)
(data_ack,
cfend_ack,
cfack)
[Unsolicited
g)é%féfkdu)) ——————————————— I RxCfAck signals
2 tshould not occur.
src:=if rts= | Rx directed
ftype(pdu) then —————-:frame to AP,
ts else src fi 1 next page.
e TR
durld(pdu)
(1: (49153: else
32767) | 51159)
“Navto cover 1 =
PS-PollAck - dNav:S
when DurlD 1 dPsp
field is SID. i
“Update Nav
using value (endRx,
in Duration/ID dNav, src)
field of frames

directed to all
other stations.
Else case is for
Durld=32768

in the CF period.

1
N

else

(beacon)

cfend_ack)

ClearNav
{cfend_
Other)
else
dNav:=
dUsec(cfDur_
Rem(pdu))

SetNav
(endRx,dNav
cfpOther)

Filter_|die

394
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Process Filter_MPDU report_rx_4a(4)

e N i Report incoming _ 1 | Report incoming
| L T Ty Pk ,drected frames, (M ____J ! group-addressed
1 ! i

!

i rincluding all i frames at station.
temmmmm e . : received frames 7 e
,accepted at AP.
Countalivaid + [ | 77 i (Count all vaiid
directed frames }--{ cRx:= inc(cRx) CM = inc(c MX)' - broadcast and
to this sta, even 1 cMe:= inc(cMc) I multicast frames
those that will | 'to this sta, even
be discarded | 1 those that will
as duplicates |  be discarded
or due to WEP. export i} | due to WEP.
___________ H export(cRx) (R, cMc) e e
rt(a;rgglt ftype(pdu)
(cfend,
(=1) (=0) (beacon) else cfend_ack)
searchTupleCache
dup:= — (cache, addr2{pdu), cfl?:;}ﬁ;am (Cclfian:jNéasvs)
seq(pdu), frag(pdu))
(>0)
dNav:=
dup dUsec(cfDur_
Rem(pdu))
(true) (false)
SetNav
cDup:=
i {endRx,dNaw
inc(cDup) cfpBss)
EEe— e =
RxMpdu startTs, startTs,
export(cDup) {pdu, —1 xRate, rxRate,
endRx, wExclude, wExclude,
wDefault, wDefault,
3 wKeyMap) wKeyMap)
PsPollison 1

else path {(as Fiiter_Idle

I
:.
control frame) 1
to allow ack l
n ment
or data as the : {umtd, mansgEmEnt)
response from :
protocol ctl. h

NeedAck ' Directed Atim frames must
(addr2(pdu), ——-l be acknowledged, but may be
endRx,dAck) |om|tted from cache, see 9.2.9.

New cache entry updateTupleCache
if (addr2,seq) - cache:= I— (cache, addr2(pdu),
is not cached. seq(pdu),frag{pdu),
If entry exists endRx)

for (addr2,seq),
update time
and fragment
number of entry

<

Filter_|dle

—————————‘—-J
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Process Defragment

wep_filter_1b(3)

| N dcl exported clerr as dot11WeplcvErrorCount,
! A D t cUndc as dot11WepUndecryptableCount,
H : ecTyp cExcl as dot11WepExcludedCount Counter32:= 0 ;
dLife:= (dot11Max imported mCfp Boolean ;
dUsec( l— Receive_ imported dot11MaxReceivelifetime Kusec ;
import Lifetime)) imported procedure RC4 ; fpar PrngKey, Integer ;
returns Octetstring ;
export( dcl buf DefragArray ; B
clerr, cUndc, dcl dLife Duration ;
cExcl dcl endRx, startTs Time ;
) :
N dcl icvOk Boolean ;
2 dcl k Defragindex ;
butm [ Beffagmentation” e T
sk |-~ i e i
now+dLife+1) lemptyfusmg the dcl wExc! Boolean ;
1aging function. dcl wDefault KeyVector ;
dcl wMap KeyMapArray ;
Defrag_
Inactive
== e ]
’ | mDisable=false RxMpdu startTs,rxRate,
< (I':Tt])lt);smapbcl’g) -~ when started {pdu, wExcl, wDefault,
10r joined Bss. endRx, wMap)
[When notin Bss
D?gzg— --1only pass beacon
xand probe_rsp.
probe_| rsp) ___________
RxMpdu RxIndicate
(m'g‘lsggle) (pdu.endRx, x,\EA’;%)WDefa“"' (pdu,endRx, |— startTs,xRate)
startTs,rxRate,

(control)

asetype
(pdu)

(false)

dot11Privacy_
Option_
Implemented)

rue

:ﬂm)sigfﬂum cUndc:= cExcl:=
(pdu)=3) and inc(cUndc) inc(cExcl)
import(
dot11Privacy_
Option_
g export(cUndc) export(cExcl)
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Process Defragment

Decrypt wMap, sKey_
(pdu, — MappingLength,
icvOKk, wDefauit)

S e = e )
[}

! fcv errors and
- -4 certain undecryptable
lerrors counted in

(false)

ftype

(pdu)

else (auth)

RxIndicate
(pdu,endRx, — startTs,rxRate)

Do not report 1
receipt of (8
i
]

Authentication
challenge resposnes
with lcv errors

are reported, but
Decrypt removes
payload so Auth
service is able

to distinguish

a bad key from

a non-response.

[T P

data frames
with lcv errors.

____________

[}
|
r
1
[}
|
|
|
|
|
I
1
I
I
b
F

wep_decrypt_2b(3)
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Process Defragment

! Mpdu is not fragmented
« jor defragmentation is

! | complete.

(true)

1
1
1
1 f
1
i
.

Rxindicate
(pdu.endRx,

| E——

and
(fragNum
(pdu)=0))

arFree(buf)

e ===
}

Initial Mpdu

| - - Y of fragmented

1Msdu. Find free
'buffer to begin
Msdu reception.

)
Gl S S S

-

defragment_3c(3)

!Intermediate or
-: final Mpdu of
fragmented Msdu.

1
G i

I
I
(false) |
I
k= | |addr2(pdu),
arSearch —— seqNum(pdu),
(buf, fragNum(pduy})

buf:=
ArAge
(buf,now)
(false)
buf:= k=
arAge —
(buf.now), arFree(buf)
length
(buf{k)!rsdu) -
sMacHdrLng)
(false) <= sMaxMsdulLng
\rsdu:=
i buf(k)tinUse:= buf(krCur:= | | Eﬂ;ﬁt}gﬁgﬂ'ﬂ
false fragNum(pduy), substr(pdu,
sMacHdrLng,
length(pdu)-
: sMacHdrLng)
buf(k)tinUse:= addr2(pdu), S
true, — buf(k)lrsn:=
buf(k)!rta:= segNum(pdu) (false)
l (true)
buf(k)!rCur:= now + kUsec( s ti -
fragNum(pdu), |—{import(dott_ age by, [T
buf(k)!reol:= MaxReceive_ : ' :
l Lifetime)) |
1
[ i
keys(k)! ! IFinal fragment
I
g ufSk)a — wDefKeys:= . | if moreFrag=0,
SCOEpO wDefault, jindicate Msdu.
keys(k STt
wKeyMap:=
wMap,
keys(k)!
wExclude:=
wExcl
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Procedure Decrypt

; fpar

infout pdu Frame, ;
infout icvOk Boolean,
in map KeyMapArray,:
in maplength i
KeyMapArrayLength, !

[AN
ta

in kvec KeyVector ;

1
|

dclicv Crc;
dclisWds Boolean ;

dcl decryptlng, k, n Integer ;
dcl decryptStr Octetstring ;
dcl key PrngKey ;

= i ST it e dcl kmap KeyMap ;
isWds:= 1 Test whether addr4
toDs(pdu) and |-~ field is present.
frDs(pdu}) 1 Only needed at AP.
decryptLng:= sWepAddLng +
length(pdu) - p——1sCrclng - if isWds
sMacHdrlLng - then sWdsAddlLng else O fi
(true)
kmap:= (addr2(pdu),
—|map,
maplength)
nullAddr

decrypt_1b(1)

de_
cipher
icvi=
initCrc
if isWds then k:=0,
sWdsAddLng — n:=
eise Ofi sWepHdrlLng +
Decrypt by xor 1 pdu(n):=
of payload with F--{  pdu(n) xor
decrypt string. 1 decryptStr(k)
ICV test value FevE=: ore 3D

calculated from
decrypted data.

Brsr—=r=

(icv, pdu(n))

I

wepKey (keyld(pdu)) : keyld value. IE ot
= = (false)
kmap!wepOn decryptLng
= false
. (true)
Concatenate [ key:= key //
key with IV b= PrngKey!
from frame. ] tv{pdu)
"""""" (data) (false) (true)
encryptStr:= Und |
call RC4 cUndc:= clerr:=
decryptLng) B3 (key, inc{cUndc) inc(clerr)
I
1
___________ N | |
Use RC4 PRNG 1 : d pdu:= /I substr(pdu,
to generate an :. B ¥ ?1— export(cUndc) export(clerr) substr(pdu,0, |—— sWepHdrLng,
decryptstring 1 cIphen sMacHdrLng) | | |decryptlng -
as long as the : ) | sCrelng)
MPDU payload %‘ :
| ittt Fmm———————
ggfz el Gy | pdu:= 1If calculated : 1Remove ICV
e y substr(pdu,0, f--1ICV notvalid, icvOk:= true « qand IV fields
sMacHdrLng) 1discard frame :from MPDU,
'body, and | report decrypt
I | report error. tsuccess if ICV
e | result correct
icvOk:= false el ses

Copyright © 1999 |EEE. All rights reserved.
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C.4 State machines for MAC access point

The following SDL-92 system specification defines operation of the MAC protocol at an IEEE 802.11 AP.
Many aspects of AP operation are identical to the STA operation. These are defined in blocks and processes
referenced from both the STA and AP system specifications. Blocks and processes used in both STA and AP
are identifiable by the SDL comment /* for STA & AP */ below the block or process name. Blocks and pro-
cesses specific to AP operation are identifiable by the SDL comment /* AP version */ below the block or
process name. Definitions for the /* AP version */ and the /* STA & AP */ blocks and processes appear in
this subclause.

The remainder of this clause is the formal description, in SDL/GR, of an IEEE 802.11 AP.
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use macsorts ;
use macmib ;

ANSI/IEEE 802.11, 1999 Edition

System Access_Point

-MaUnitdata.indication.
MaUnitdataStatus.indication

AP_1b(3)

{MImeConfirmSignals),
{MimelndicationSignals)

i Y MAC_SAP SM_MLME_SAP
1 |
1 |
b R e i MaUnitdata.request] (MImeRequestSignals):l
fincludes request’ fincludes MAC MIB,
) MAC Data_ ——1validation and - -1 MIB access, and
[Msdulndlcate] _Service tadd/remove MAC_Manage_ tfiltering of Mime
T for STA & AP/ ment_Service Sige
0 | MAC headers. /* for STA & AP/ 0 | request and confirm.
ToDsm] MsduConﬁrm:l ______________ )
1includes encryption, {(MmgtConfirmSignals),
- RSDU TSDU + -~ ! fragmentation, TIM [(Mmgtlndlcatlon&gnals)
: 1generation, and
' 'queumg for BC/MC,
! .PSM CFP & fromDS.
A anatE
[MsduRequest:I '
[FromDsm] AsChange,
MmRequest,
FRDS MPOU_ PsChange,
Generation_AP PsResponse
Distribution_ * AP version */ MMGT
_Service Msdu_ Msdu_
[*only at AP*/ Confirm Request
MMTX
PduConfirm,
TPDU PsPolled MmConfirm,
Msdu_ DslInguiry, Pslnquiry
indicate DsNotify sl (MmgtRequestSignals)]
{Includes start BSS, ~
——1beacon, dwell, CFP
L
TODS [DsResponse:I I"\AAII;'\CE_SAP Y 1 & occupancy timing,
[PduRequest] [Ston | (reldis)associate,
| MCTL ! (de)authentlcate
Iggllljade"s DCF, PCF": Protocol_ : Er:ggio:'e;? :t[:f)nand
=rONIESPONSE, ra=q Eontrol AP MmCancel, Mmindicate, & power save state.
Acknowledgement, 1 7 AP version*/ SsR Ssinqui PsIndicat A i e
Rts/Cts, and retry. | sResponse, sinquiry, sindicate
B it ) SwChnl SwDone
# -
BkDone,
TxConfirm (PimeCon_
firmSignals) PS
X RxIndicate, RX
Backoff, NeedAck, [ChangeNav]
Cancel, RxCfAck
TxRequest [ChangeNav:I ___________________
| i Includes validate, decrypt,
cs address & duplicate filter,
R - |defragment channel state
Transmission .‘;cept_"?/{’ _—— A ! (physical and virtual carrier
/* for STA & AP */ [Busy, /" for STA & AP*/ ; .sense) and IFS & slot timing.
T L= (1 [ i
: Slot MLME_PLME_SAP
1 L
! ' (PhnySignaIs)] T ST
: [(PhyTxConﬁrmSngnals)] R BB B , Includes backoff,
S =1 2\ 7Y = o e e '['(Prm'eRécru'egtsrgﬁag)] “““ i ~58- - ---{FCS generate, and
[(PhyTxRequeslSignals)] [PhyCcarst.request] ! t'_"le_St_af‘f ln_sf"i b
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System Access_Point

I\ | newtype DsStatus literals
= ‘: assoc, disassoc, reassoc, unkno
| |endnewtype DsStatus ;

signal B

AsChange{Frame,DsStatus),
Backoff(integer.Integer),
BkDone(integer),

ChangeNav(Time,Duration,NavSrc),
Dslnquiry(MacAddr,MacAddr),
DsNotify(MacAddr,DsStatus),
DsResponse(MacAddr,MacAddr,DsStatus),
FromDsm(MacAddr,MacAddr,Octetstring),

Idle,

MaUnitdata.indication(MacAddr,MacAddr,
Routing,Octetstring,RxStatus,
CfPriority,ServiceClass),

MaUnitdata.request(MacAddr MacAddr,
Routing,Octetstring, CfPriority, ServiceClass),

MaUnitdataStatus.indication(MacAddr,

MacAddr, TxStatus,CfPriority, ServiceClass),
MimeAssociate.confirm(MimeStatus),
MimeAssociate.indication(MacAddr),
MimeAssociate.request(MacAddr,Kusec,Capability,Integer),
MimeAuthenticate.confirm

{MacAddr,AuthType,MimeStatus),
MimeAuthenticate.indication(MacAddr,AuthType),
MimeAuthenticate.request(MacAddr,AuthType, Kusec),
MimeDeauthenticate.confirm(MacAddr,MimeStatus),
MimeDeauthenticate.indication(MacAddr,ReasonCode),
MimeDeauthenticate.request(MacAddr,ReasonCode),
MimeDisassociate.confirm(MimeStatus),
MimeDisassociate.indication(MacAddr,ReasonCode),
MimeDisassociate.request{MacAddr,ReasonCode),
MimeGet.confirm(MibStatus,MibAtrib,MibValue),
MimeGet.request(MibAtrib),
MimeJoin.confirm(MimeStatus),
MimeJoin.request(BssDscr, Integer,Usec,Ratestring),
MimePowermgt.confirm(MimeStatus),
MimePowermgt.request(PwrSave,Boolean,Boolean),
MimeReassociate.confirm{MIimeStatus),
MimeReassociate.indication(MacAddr),
MimeReassociate.request(MacAddr,Kusec,Capability,Integer),
MimeReset.confirm{MimeStatus),
MimeReset.request,

MimeScan.confirm(BssDscrSet, MimeStatus),

MimeScan.request(BssTypeSet,MacAddr,Octetstring,
ScanType,Usec,Intstring, Kusec,Kusec),

MimeSet.confirm(MibStatus,MibAtrib),

MimeSet.request{MibAtrib,MibValue),

MimesStart.confirm(MimeStatus),

MimeStart.request(Octetstring,BssType, Kusec,
Integer,CfParms,PhyParms, ibssParms,Usec,
Capability, Ratestring,Ratestring) ;

AP_signals_2d(3)

signal B

MmCancel,
MmConfirm(Frame, TxStatus),
Mmindicate(Frame,Time, Time, StateErr),
MmRequest(Frame,imed,Rate),
MsduConfirm{Frame,CfPriority, TxStatus),
Msdulndicate(Frame,CfPriority),
MsduRequest(Frame,CfPriority),
NeedAck(MacAddr,Time,Duration,Rate),
PduConfirm(FragSdu, TxResult),
PduRequest{FragSdu),
PhyCca.indication(Ccastatus),
PhyCcarst.confirm,
PhyCcarst.request,
PhyData.confirm,
PhyData.indication(Octet),
PhyData.request(Octet),
PhyRxEnd.indication(PhyRxStat),
PhyRxStart.indication(Integer,Rate),
PhyTxEnd.confirm,
PhyTxEnd.request,
PhyTxStart.confirm,
PhyTxStart.request(Integer,Rate),
PlmeCharacteristics.confirm(PhyChrstcs),
PlmeCharacteristics.request,
PimeGet.confirm(MibStatus,

MibAtrib,MibValue),
PlmeGet.request(MibAtrib),
PImeReset.confirm{Boolean),
PlmeReset.request,
PImeSet.confirm(MibStatus, MibAtrib),
PImeSet.request{MibAtrib,MibValue),
PsmDone,
PsPolied(MacAddr,Asocld),
PsChange{MacAddr,PsMode),
PslIndicate(MacAddr,PsMode),
Pslnquiry(MacAddr),
PsResponse(MacAddr,PsMode),
ResetMAC,
RxCfAck(MacAddr),
RxIndicate(Frame, Time, Time,Rate),
Slot,
Sslnquiry(MacAddr),
SsResponse(MacAddr,

StationState, StationState),
SwChnl(Integer,Boolean),
SwDone,
ToDsm{MacAddr,MacAddr, Octetstring),
TxConfirm,
TxRequest(Frame,Rate) ;
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use macmib ;
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System Access_Point

signallist B

MimeRequestSignals=
MIimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimeGet.request,
MimeJoin.request,
MimePowermgt.request,
MimeReassociate.request,
MimeReset.request,
MimeScan.request,
MimeSet.request,

signallist B

MimeConfirmSignals=
MimeAssociate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimeGet.confirm,
MimeJoin.confirm,
MlImePowermgt.confirm,
MImeReassociate.confirm,
MimeReset.confirm,
MIimeScan.confirm,
MimeSet.confirm,
MimeStart.confirm ;

MimeStart.request ;

signallist

SmtRequestSignals=
MimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimeJoin.request,
MimeReassociate.request,
MimeScan.request,
MimeStart.request ;

signallist

SmtConfirmSignals=
MimeAssociate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimeJoin.confirm,
MimeReassociate.confirm,
MimeScan.confirm,
MimeStart.confirm ;

signallist

PhyTxRequestSignal
PhyTxStart.request,
PhyTxEnd.request,
PhyData.request ;

signallist

PlmeRequestSignals=
PlmeCharacteristics.request,
PimeGet.request,
PlmeSet.request,
PlmeReset.request;

signallist

PhyTxConfirmSignal
PhyTxStart.confirm,
PhyTxEnd.confirm,

PhyData.confirm ;

signallist

PimeConfirmSignals=
PimeCharacteristics.confirm,
PimeGet.confirm,
PlmeSet.confirm,
PlmeReset.confirm;

AP_signallists_3b(3)

signallist

MimelndicationSignals=
MimeAuthenticate.indication,
MimeDeauthenticate.indication,
MimeDisassociate.indication,
MimeAssociate.indication,
MIimeReassociate.indication ;

signalilist

SmtlndicationSignals=
MimeAuthenticate.indication,
MimeDeauthenticate.indication,
MimeDisassociate.indication,
MimeAssociate.indication,
MimeReassociate.indication ;

signallist

PhyRxSignals=
PhyRxStart.indication,
PhyRxEnd.indication,
PhyData.indication,
PhyCca.indication,
PhyCcarst.confirm ;
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MAC_SAP

indication

Block MAC_Data_Service MaUnitdata._
indication

[MaUnitdataStatus._] Mac_Data_1a(1)

TolLLC FromLLC

/* This block provides I;\_
the MAC_SAP functions;
described in Clause 6,
conveying MSDUs from
and to the LLC entity.
This block operates
identically in STA

and AP, butin STA

the TSDU signal route
connects directly to
MPDU_Generation, and
the RSDU signal route
connects directly

from Protocol_Control,
whereas in AP both of
these signal routes
connect to Distribution
Service. */

MaUnitdata.request]

MSDU_to_LLC MSDU_from_LLC
(1.1) (1.1)

Msdulndicate] MsduConﬁrm]

RxMsdu TxMsdu

MsduRequest]

RSDU TSDU
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Process MSDU_to_LLC

/* This process runs when
reception is successfully
completed on an MSDU
addressed to the local
LLC entity. This process
extracts the appropriate
address and status info,
removes the MAC header
from the MSDU data field
(the FCS and IV/ICV are
removed much earlier in
reception handling), and
generates the indication
to LLC. Reception status
is always "successful”
because a receive error
causes the MSDU to be
discarded before reaching
MAC Data Service. */

Msdu_to_LLC_1a(1)

dcl cf CfPriority ;

dcl LLCdata Octetstrin:
dcl sa, da MacAddr ;
dcl sdu Frame ;

dcl srv ServiceClass ;

! From source of the RSDU channel.
----—-----—7STA source is Protocol Control,
AP source is Distribution Service.

|
e e ey

da:= addri(sdu)

sa:=if frDs(sdu)=1
then addr3(sdu)
else addr2(sdu) fi

if orderBit(sdu)=1
then strictlyOrdered
else reorderable fi

Remove MAC header
from beginning of o

LLC data octet string. !

LLCdata:= substr

MSDU to obtainthe 1 v——~4 (sdu, sMacHdrlng,
length(sdu) -
—————————————— : sMacHdrLng)

____________ &)
!

Reception status

always successful | —— _,
because any error | .
would prevent the !
Msdulndicate

1
from reaching :
this process. 1

MaUnitdata._
indication(sa, da,
null_rt, LLCdata,
rx_success,cf,srv)

Copyright © 1999 |EEE. All rights reserved.
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Process MSDU_from_LLC Msdu_from_LLC_1b(1)
0 7\ dc! cf CfPriority ; imported mAssoc,
! g " dcl LLCdata Octetstring mDisable, mlbss,
: | dcl rt Routing ; mPcAvail Boolean ;
bmmm e —— g dcl sa, da MacAddr ; imported

dcl sdu Frame ; dot11PowerManagementMode PwrSave ;

dcl srv ServiceClass ; imported

dcl stat TxStatus ; mBssld MacAddr ;

From_LLC

MaUnit (sa, da, rt, .s_u_cge_sgfaf- - MsduConfirm /* This process runs when B
data.  |—{LLCdata, retryLimit, =S (sdu,srv, an MSDU to transmit is
reque_st cf, srv) txLifetime, [ stat) presented by LLC. This
or noBss i process validates request
——————————— 2 parameters, and if valid
- attaches a basic MAC
'validate ifrt/=null_rtthen srvi= if then header and sends the MSDU
parameters’, — nonNuilSourceRouting orderBit  [— strictiyOrdered to MPDU preparation (at
stat:= else if (length(LLCdata) (sdu) =1 else reorderable fi | STA) or to Distribution
> sMsduMaxLng) or i
(length(LLCdata) < 0) ] Serwce (at AP). If request
theng excessiveDatalLength = inva]id, o WAKH sta!us
sisel Steceeatal T 7 Fh then addr3(sdu) is available for th_e yalld
a=1 - else addri(sdu) Tx attempt, LLC is informed
toDs(sdu) = 1 fi by an MaUnitdataStatus._
tndication generated by
| this process. */
(reorderable) MaUnit__ (addr2(sdu),
dataStatus._ — da, stat,
indication cf, srv)
pre (strictlyOrdered)
unsupported_ S R i v
; 1Build frame with 24-octet
Seniaalilaes - 1MAC header and LLCdata:
F i1 fype:= data
i} toDS:=0
: 1 addri:=da
| | addr2:= dot11MacAddress
stat:= ! 1 (sa parameter not used)
una\{allable_ | : addr3:= mBssld
ServiceClass | @ ~—— — - 4 <other header fields> := 0
- 1Reject Msdu [ e
import - -4 if station i
rue, \LT\?:S'able Inot in BSS 0
(i) | poMIESR :
stat:= !
noBss !
I
c— sdu:= ! | dot11MacAddress,
mkFrame I—— import(mBssld),
{(data, da, LLCdata)
stat:=
unsupported_
Priority
strictly_
Ordered)
MaUnit_ (sa, da, MaUnit_ (sa, da, sdu:=
dataStatus._— stat, dataStatus._—— unavailable_ setOrderBit
indication cf, srv) indication Priority,cf, srv) (sdu, 1)
= iifno PCF, = rSendMsduto
Gh=! L - - 1inform LLC, sduRequest ™\ __ I Mpdu preparation
contention 1 send Msdu in (sdu, cf) i {to distribution
1in contention | service at AP)
i period. 2nd 1 with basic header.
| MaUnitdata_ | Other fields are
1 Status reports ifilled in prior
| Tx resutt. 1to transmission.
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DSM RSDU TSDU
Block Distribution_Service ToDsm] Msdu_ —Msdu_ Dist_Service_1a(1)
Indicate Confirm
R I
1 v
1 1
1 1
DsDsm DsMd MdDs
Msdu_
[FromDsm] Request

/* This block interfaces B
between the AP function
and the Distribution
System Medium, hence is
only present at APs.

In order to permit an LLC
entity colocated with an
AP to communicate via
both the WM and the DSM,
MAC_Data_Service at the
AP interacts with this
block. This causes frames
originating at the station
containing the AP to be
treated equivalently to
frames originating at any
of the other stations
associated with that AP. */

DSM_Interface
.

/* only at AP */

Msdu_
Indicate

BssDs

L

l/ DsBss

[MsduRequest:]

lTMsduConﬁrm]

Dstnquiry,
DsNotify

MimeDs

DsResponse]

Copyright © 1999 IEEE. All rights reserved.
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Process DSM_Interface

| State continues

DSM_data_1a(2)

dcl da, sa, wdsAddr MacAddr ;
dcl dsmData Octetstring ;

dcl dss DsStatus ;

dcl rpri, tpri CfPriority ;

dcl rsdu, tsdu Frame ;

dcl trs| TxResult ;

DS_ldie --d
:on next page.
FromDsm iMsbu Msduln_ l MSDU MsduRequed 1MSDU in
(da, sa, -=-45in from dicate(rsdu, ——- in from (rsdu.tpri) =~ from local
dsmData) ! DSM. rpri) |WM ! | LLC entity
iTrueifdais Trueifdais iTrueifdais
- -1 addr of asoc - -1 addr of asoc -4 addr of asoc
l sta or any : sta or any : sta or any
(false) T {true) igroupaddr. | (e igroupaddr. | (aice) T (true) ygreupladdi, .
tsdu:= da, sa, tsdu:= addr3(rsdu), tsdu:= addr2(rsdu),
mkFrame  |— DsmData), mkFrame | addr2(rsdu), mkFrame  |—- addr3(rsdu),
(data, tsdu:=setFrDs (data, substr(rsdu, (data, substr(rsdu,
(tsdu,1) sMacHdrLng, sMacHdrLng,
length(rsdu) - length(rsdu) -
sMacHdrLng)), sMacHdrLng)),
MsduRequest MsduRequest tsdu:=setFrDs MsduRequest tsdu:=setFrDs
(tsdu, (tsdu, (tsdu,1) (tsdu, (tsdu,1)
contention) contention) contention)
Trueifdais (Trueifdais
- -4 addr of this . to Dsm ?' .-~ 4 any group addr
lsta or active ! Jor addr of sta
(false) {true) .group addr. | 1 not asoc here.
"""""" | pmmmemmmmo. | (fals) =
rsdu:= da, sa, Msduln : 1True ifda is
mkFrame ~ [— DsmData), dicate(rsdu, | + addr of this
(data, rsdu:=setFrDs contention) lsta or active
(rsdu,1) ,group addr.
Msduln 0 iTrueifdais addr2(rsdu),
dicate(rgdu, ——4any group addr |1 substr(rsdu,
contention) ror addr of sta sMacHdrLng,
{true) Inot asoc here. length(rsdu) -
----------- sMacHdrLng))
lfrﬂg ifda ToDsm addr2(rsdu),
—_Jreached via (addr3 |—— substr(rsdu, &
l{one or more} (rsdu), sMacHdrLng, {
AP(wdsAddr) length(rsdu) - 1
(false) Y(truey ~ 1AP(WsAddn. sviscHaring) | true) | (false)
tsdu:= wdsAddr, i tsdu:= wdsAddr,
mkFrame | 1 da, DsmData), 5 ' mkFrame -1 1 addr1(rsdu),
(data, tsdu:= : ! (data, substr{rsdu,
insAddrd(sa), | 1 sMacHdrLng,
tsdu:=setFrDs I L) ialse) ' length(rsdu) -
(tsdu,1), | JSAdd 1 sMacHdrLng)),
MsduRequest tsdu:=setToDs 1 tsdu:= wdsAaar, I MsduRequest tsdu:=
(tsdu, (tsdu,1) 0 mkFrame  |—— addr3(rsdu), 1 |(tsdu, insAddrd
contention) 1 (data, substr(rsdu, 1 Icontention) (addr2(rsdu))
i sMacHdrlng, : tsdu:=setFrDs
i length(rsdu) - H :
: sMacHdrLng)) [ (i 1),
! [MsduRequest tsdu:= S tsctiué=s1etToDs
DS_lIdle i |{sdu, insAddrd ) DS_ldle (tsdu,1)
I |contention) (addr2(rsdu)),
! tsdu:=setFrDs !
_________________ Vi (tsdu, 1), S ——
; ; I tsdu:=setToDs 130 3 )
True if da reached via (one | ! DS I(dle (tsdu,1) ! 1True if da reached via {one
or more} AP(wdsAddr). : - 'or more} AP(wdsAddr).
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Process DSM_Interface

DS_Idle =

_ 1 State continued
1 from previous page.

MsduCon_ I Response
firm(tsdu, {----1 to prior
tpri,trsl) 1 MsduRequest

DsNotify
(da, dss)

import
(aStationld)

'update info
about sta[da]
with status dss'

(false)
iPass confirm
——40f LLC request
1to Mac_Data_
1 Service.

MsduCon_
firm(tsdu,
tpri,trsl)

DS_Idle

DS_ldle

Rt o
I

Notification
1 of asoc, reasoc,
1or disasoc

DslInquiry
(da, sa)

‘dss:=
ds status of
station[da)'

'sa:=ap
addr where
da is asoc’

DsResponse
(da, sa, dss)

DS_Idle

DSM_management_2a(2)

flnquiry about

1 existing asoc

I status. Sent

1 by Mime when

1 validating

ynew asoc

! or reasoc
requests.

1
U ool e e e
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FRDS
Block MPDU_Generation_AP MsduConﬂrm] ap_MPDU_gen_1a(1)
o I
1 ‘o
1 t
1 I
Msdu
signal
FragConfirm(FragSdu, TxResul();
FragRequest(FragSdu) ;

Includes encryption if 1
dot11PrivacyOptionimplemented | - -
=true. This is a typical 1
location, but implementers
may use other locations
between the MAC_SAP
and PHY_SAP_TX as
long as they provide

the specified behavior

as observed at LLC,

]
1
]
1
]
]
1
]
H
]
MLME and the WM. 0

/* This block converts
outgoing Msdus and Mmpdi
into Mpdus, fragmenting

and encrypting as necessary.

The PM_Filter_AP process
queues frames needing
announcement in a TIM,
and frames to be sent
during the CF period

at an AP with an active
point coordinator. This
process also adds the

TIM element to outgoing
Beacon frames. */

MsduRequest]

Prepare_MPDU
1)

/* for STA and AP */

[MmRequest]

FragConﬁrm]

[MmConﬁrm]

FragMsdu

[Pslnquiry]

FragRequest]

PM_Filter_AP

(1.1)
AsChange,
/* AP version */ PsResponse,
PsChange

PduConfirm,
PsPolled

Mpdu

PduRequest:I

410
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Process Prepare_MPDU

4
: Encrypt

I Procedure used for WEP encryption.

-~11f dot11PrivacyOptionimplemented=

false, this procedure is not present.

1
e e = =

imported mAssoc, mibss, dot11Privacylnvoked Boolean ;
imported dot11FragmentationThreshold Integer ;

imported dot11WepDefaultKeys KeyVector ;

imported dot11WepDefaultkeyld Keylndex ;

imported dot11WepKeyMappings KeyMapArray ;

imported dot11WepKeyMappingLength KeyMapArraylLength ;
imported mCap Octetstring ;

prepare_1b(2)

dct beme, keyOk,
useWep Boolean:= false
del f FragNum ;
dcl fsdu FragSdu ;
dcl mpduOvhd, p,
pduSize, thid Integer ;
dcl pri CfPriority ;
dcl rrsl TxResult ;
dcl sdu, rsdu Frame ;

and (not
import(mAct_
ingAsAp))

P e e
i

import
(mibss)

o e e s e,
!

I
import

< {mActing_ >
AsAp)

&

Msdu_
Request
(sdu,pri)

Mmpdu. If encryption is

All data frames All data frames MsduConfirir|
Preg:;e_ --7in Bss sent to Prelgta)zrse_ -=-4in Ibss sent to Prep:ge_ (sdu,pri, p==---- a
= 1 distrib. service - i destination sta. noBss) :
e e | rre——————— i
E
: Msdu Msdu : \
not import > i~ = not import
Request Request < !
< {mAssoc) >(sdu,pri) (sdu,pri) (mlbss) '
\I/ |
]
]
Msdu_ not import !
No_Bss No_Bss Request (mActing_ > ;
(sdu,pri) AsAp) :
|
sdu:= sdu:= 1
setAddr1 | setAddr3(sdu, H
(sdu,import addr1(sdu)), !
(mBssld)), !
sdu:= :
S:JIQIDS mepdus sent .Ba_t; frames 1 :
(sdu.1) | <ol
« {even when not rejected i &
} 1in Bss/lbss. no Bssflbss. 1
e Implementations |
[ I B may retain these !
! frames untila |
Invoked) and useWep:= 1 {Mm_ Frag_ Bssibecomes! [
dot11Prlvacy_ — import( ResetMAC ¢+ {Request Confirm (re)available. I
Option_ dot11Privacy_ (sdu,pri) (fsdu,prirsl) N =00 e
Implemented \L l
-f;r;g_rr_le_n_t ;r;d_ i bcme:= rsdu:= substr
encrypt is : _____ No_Bss isGroup( (fsdu! — :micfl;igﬂ%gg).
on next page. 1 addr1(sdu)) pdus(0), 0, : )
dot11Privacy_
Option_ L useWep:= basetype (fsdut
Implemented I pdus(0))
and if 1
wepBit(sdu)=1 ‘ (management)
= then true '
/* This process generates else false fi ) Msdu_ MmConfirm
one or more Mpdus from ! Confirm - (rsdu,pri,rrsl)
each outgoing Msdu or ! (rsdu,pri,rrsl)| | to fsdulenfTo;
]
i
I

needed, the Mpdus are
encrypted before being
passed to be filtered for
possible power save or
CF queuing before tx. */

wepBit=true in 1
request for 3rd
frame of shared !
key auth. seq.

1"Confirm Msdu to 1

L J MAC data service, !

confirm Mmpdu to ¢
MLME sub-block. |
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Process Prepare_ MPDU

fragment_2b(2)

1 \
| [ make_
i |
1 1
“Initialize 1| fsdulfTot=1, fsduleol:=0, fsdutsqf:=0, =0,
FragSdu :.__ fsdulfCur:=0, |— fsdulsrc:=0, fsdutirc:=0, p:=
structure ) fsdulfAnc:=0, fsdulpsm:=false, sMacHdrLng
——————————— 1 ] fsdultxrate:=0 I
fsdulgrpa:= fsdulcf:=pri, fsdu!pdus(f):=
isGrp( —— fsdulcnfTo:=sender, nult,
addri(sdu)), fsdulresume:=false keyOk:=false
mpduOvhd:= lv and lcv fields fsdu'pdus(f).= sMacHdrLng) //
sMacHdrlLng + ——-: not counted in pre- fsdu!pdus(f) // |— substr(sdu,p,
sCrclng 1 fragment overhead. substr(sdu,0, pduSize)
“dot11Fragmen_ 1 ; ! -
tationThrgshmJ s pduSize:= | f(dot11 Frag,:ncle(;\t_ de;éﬁ’g;sé?'
must not be i import ationThreshold) fsdulpdus(f).§)
> dot11Max_ :
MpduLength. 1
length{sdu) >
pduSize
(false) (true) (false)
pduSize:= pduSize:= :rﬂﬁs_lg ;h?e—typical fsdulpdus(f):=
length(sdu) - pdusSize - - - case, with the length setMoreFrag(
sMacHdrLng mpduOvhd I ?f all butt the |a|stt fsdutpdus(f),1)
ragment equal to
: dot11Fragmentation_ P —
| Threshold (plus
1 sWepAddLng if
| useWep=true). The (false)
1value selected for
: pduSize must be (true)
:>=256| even, and
1 <=aMpduMaxLength. Encrypt import(dot11WepKey_
bty (fsdutpdus(f), | Mappings),
keyOk, import(dot11WepKey_
MappingLength),
import(dot11Wep_
= DefaultKeys),
fsdulfTot= pduSize) + import(dot11WepDefault_
{(length(sdu) - +—f ((length(sdu) - keyOk Keyld), import(mCap))
sMacHdrLng) / sMacHdrLng)
;’;gd pduSize) (false) (true)
then 1 A -
e pduSize:= if
BEo _f=t1, | (p+pduSize) > length(sdu)
p:= p+pduSize, I |then (length(sdu) - p + 1)
1 |else pduSize fi
]
[P —————
if fsdu!fTot=0 (false) ! ! Final fragment may
fsdulfTot:=  |—then 1 « 4 be shorter than
else fsdulfTot fi ! initial/intermediate
) fragments.
make_ unavailab!e_ l\cﬂgg#;m FragRequest e e
pdus KeyMapping) (sdu, pri (fsdu) ! 1 Encryption expands
Lty < 1 each pdu by
1 sWepAddLng,
! hence Mpdus may
1 be longer than
: dot11MaxMpduLength
) by sWepAddLng.
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Procedure Encrypt

encrypt_1c(1)

(false)

| -fBa-r- |_n7o-ljt-\;/5d—lj— Fra r-n; —— }\ dclicv Crc;
|n/oul keyOk Boolean, | dcl encryptLng, k, n Integer ;
||n maps KeyMapArray, : dcl encryptStr, newlV Octetstring ;
'|n mapLength KeyMapArrayLength,: l dcl key PrngKey ;
.ln kvec KeyVector, I dcl kmap KeyMap ;
tin kndx Keylndex, [ 5 imported procedure RC4 ;
! in caps Octetstring ; i isWds.= fpar PrngKey, Integer ; icvi=
————————————————————— E toDs(pdu)and  + | returns Octetstring ; initCre
frDs{pdu) h
——— ‘ l
___________ 4 I e e
lev field is ! encryptLng:= if isWds then | 'Test if addrd if isWds then k=0,
encrypted, but  r--1{ length{wpdu) - +—sWdsAddLng « {field is present. sWdsAddLng  — n=
?hltshlengthl ! sMacHdrLng - else O fi 1Only need at AP. else 0 fi sWepHdrlng +
isthe pre-lev ! LH—mowrvro J o e
loop count. | I k——
"""""" : - I The IV generation algorithm Cvvale —
Ilne“gl\\//._x . F--1is not specified, but use of calculated from b--{ V= %"332
call genlV(x) ta new IV for each Mpdu is plaintext. 1 demiupltn))
it |recommended STRONGLY. -ca—iieooo s I
Encrypt by xor ! wpdu(n):=
of payload with :-- -1 wpdu(n) xor
encrypt string. | encryptStr(k)
kmap:= /* The algorithm for changing n
_S(caps key[_ogkup maps, dot11WepDefaultkeyld is not ki= k+1,
nd cPriva (addr1(wpdu), maplLength) specified.If all stations in the Bss n:=n+1
— ~Pri have thesame values in the
el e ey {relevant subsetof}
TOSoderait dot11WepDefauitKeys,
ppedA: kese|f ﬁ:u a station's DefaultKeyld algorithm
=nullAddr - ‘] mgpplng & does not affect interoperability. */

(true)

.group dest.

(false)

l If mapping .
(false) ;—---  keyOn=false, n=
! do not encrypt.
:
|| Eierr——e— 5 l
i 1 e q e aa
ke kma:'e\z,é;)Key O R e G :;?)vrvnlpclzlnir:t ?;f : -- r;?r\nl-&(
kvec(kndx) kndx:= 0 e crc32, MSb-first : not(icv))
ey ——y l
e o Lf e
key is null. encryptStr(k)} ! Lzl
"""""" (true) ! I
1
___________ = R e |
= E !
e 1 [t [ oo RS T e
for encryption 1 : IVy. false attachtoend 1 ni=n+1
: newl i
PRNG seed. | I I of Mpdu. H
“Use RC4PRNG to 1 encryptStr.=
generate an encrypt L__ call RC4 encryptlng+
string as long as the i (key. sErctng) (true)
MPDU payload :
plus the ICV field. | |
wpdu:= I newlV [/ O1 /] wepdu:= keyOk:=
r 1 substr(wpdu,0, — substr(wpdu, sMac_ ~4 setWepBit — tru); .
| | sMacHdrLng) HdrLng, encryptLng) ! (wepdu,1),
i | i
_____________ ) i e
Insert IVand keyld ! | wpdu:= SetWEPbit ! |
between MAC header} €{  setKeyld in Frame Lo
and data field. | {wpdu,kndx) Control field. 1

(el

Copyright © 1999 IEEE. All rights reserved.
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Process PM_Filter_AP

- fsdu:=
Bss_Cfp fs?;gg'_ first(txQ),
txQ:=tail(txQ)
ICfp handling
1is on next
| page.

import

> > ResetMAC < (mDisable)

anQ:=emptyQ,
cfQ:=emptyQ,

——

‘initialize
all entries
in asTbl'

I PsChange
- : ignored when
1assoc w/BSS.

psQ:=emptyQ,
txQ:=emptyQ

; Pdu_ not fsPend
(lmgcf)‘r:) Confirm <(and (Iength>
(fsdu,resl) (txQ) /= 0)

fsPend:=
true

)

txQ:= gfirst
(txQ, fsdu)

]

Frag_
Confirm @ =
(fsdu,resl)

F—
_ psQ:= glast
(psQ, fsdu)
(contentfionFree)
tmap(Ald_ ofQ:= s
:= glast txQ:= qlast
a'a%‘r’:‘;’fggis)})bl ’ (cfQ, fsdu) (txQ, fsdu)
K 12 | (false)
txQ:= dfirst cfQ:= gfirst
el (txQ, fsdu) (cfQ, fsdu)
(false) (true)

ap_PM_Bss_1b(4)

dcl asTbl AldTable ; b
dcl atPend, fsPend, sentBcn Boolean:= false™
dcl cfQ, psQ, xQ SduQueue:= emptyQ ;

dcl dpsm PsMode ;

dcl fsdu, rsdu FragSdu ;

dclk, n Integer ;

dcl resl TxResult ;

dcl rpdu Frame ;

dcl rxAid, psx, asx, tio, thi Asocld ;

dcl sta MacAddr ;
dcl statAs DsStatus ;
dcl tmap TrafficMap ;

dc! statPs PsMode ;

imported
dot11DtimPeriod,

mDtimCount Integ

)

(beacon)

Pslinquiry
(fsdu'dst)

Wait_Ps_
Response
PsResponse .
(sta, dpsm)

(isGroup
{fsdutdst)
= true))

( P ) ( ass_ i )

414
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Process PM_Filter_AP

Bss_Cfp

not import
(mCfp)

L

Pdu_
Confirm
(fsdu,resl)

=)

fsPend:=
false

not fsPend
<§md ((length>— 7)=r(()l;=,)ngth(tx0)

(cfQ) /= 0)

ap_PM_Cfp_2b(4)

fsdu:=
first(cfQ),
cfQ:=tail{cfQ)

length(txQ)

fsdu:=
first(txQ),
txQ:=tail(txQ)

fsdulcf

(con_ (con_

tention_ | tention) 'set moreData

_free) bit in each

fsdu fragment’
Frag_ o Pdu_
Confirm t()(()?Q ft;t;rus)t Request
(fsdu,resl) . {fsdu)
fsPend:=

)

)

true

|

cfQ:= qfirst
(cfQ, fsdu)

fsPend:=
false

Send null SDU if

CFqueue empty. TxCtiL__

then responds with
CfAck or Null rather
than Data or DataAck.

1
’

(=0)

'set moreData
bit in each
fsdu fragment’

fsPend:=
true

Pdu_
Request
(nuilSdu)
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Process PM_Filter_AP

ap_PM_Asoc_3c(4)

lAsChange sent by
- -1AsocService_AP to

l indicate changes in

] | association status.

AsChange

‘asx:=
Asocld of sta
at addr1(rpdu)’

(asoc, (disasoc,
reasoc) unknown)
asTbl(asx)! asTbl(asx)!
adAddr:= adAddr:=
addri(rpdu) nullAddr
'update ‘clear other
asTbl(asx) with values in
info in rpdu’ asTbi(asx)’
‘drop frames
for this sta
from psQ’
tmap(asx):=0
e ]
asTbl(asx)! ! Kg_e_rt_algt;a Br_oée-s;w?\é i
adAge:= - - 4 of association records
now I|s allowed, but no such
. processing is required.

(station_active)

Transfer any 1
queued fsdus
from psQ to txQ |
when power save |
station indicates !
change to active. .

P=—-

' PsChange sent by

- - 1 Power_Save_Monitor to
! indicate a change of power
,save mode by a station.

PsChange
(sta, statPs)

asx:=
AldLookup
(asTbl, sta)

statPs

(station_aftive) (power_sgve)

asTbl(asx)
tadPsm:=
power_save

)

(power_sdve)

asTbl(asx)
ladPsm:=
station_active

tmap(asx):=0

|2
K
asx:=
qSearch
(psQ, sta)
asx
(<0) >=0)
txQ:=qlast
= r (txQ,psQ(
L Tes)
1

psQ:=if asx=0

then tail(psQ)

else subQ(psQ, 0, asx-1)fi

I if asx=length(psQ-1)
then emptyQ
else subQ(psQ, asx+1,
length(psQ)-asx-1) fi

416
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Process PM_Filter_AP

ap_PM_PsPoll_4c(4)

'Add Tim element

SO --' to outgoing
| beacon frames.

'set tlo and thi
to range of Alds
for this Tim'

! Normally these cover
__1the range of Ald values
tin use, but subsets

i are permitted.

fsdu!pdus(
1):=

fsdulpdus(1) //
— mkTim{tmap,
import{mDtimCount),

import{dot11DtimPeriod),

I'Tx_Coord to
! send Ack frame.

<2— (<0)

R I
| )
1 [
1 1
lThls page handles only PsPoll response
--qselection. Other transitions from
! PM_Bss state appear on other pages.
PsPolled
{ .rxAid)
sta:=
asocTbl(rxAid)
ladAddr
psx:=
qSearch
(psQ, sta)
- <(>0
_ psQ:= if psx=0
= 5 fsdu:= L | then tail(psQ)
! psQ( psx), else subQ(psQ, 0, psx-1) fi
! /1if psx=length(psQ-1)
1 then emptyQ
: lrﬁc;r_eg;;o-n;e-l?-- else subQ(psQ, psx+1,
psx:= -DSX-
« ¥ nothing queued a@amh ( length(psQ)-psx-1)) fi
i for sta. Causes (psQ, sta)

'set moreData
bit in each
fsdu fragment’

tmap(psx):=0

fsPend:=
true

"

uTmap bits also are
- -1 cleared when the

! last fsdu for an Ald

1is removed from

Ithe psQ due to

.TxLlfetlme expiring.

tlo, thi,

if gSearch(psQ,
bestAddr)<0
then false
else true fi)
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RSDU TPDU
Block Protocol_Control_AP Msdulndicate] PduConfirm, ap_CTL_1d{1)
PsPolied
i I
1 LY
1 1
1 1
signal /* This block performs the h
Ack(Time,Rate), DCF functions, as well as
CfRsp(Time,Rate), serving as Point Coordinator
Cts(Time,Rate), if the AP provides a PCF.
PsPoll(Frame, Time,Rate), Tx_Coord_AP includes the
TxCfAck(Time,Rate) ; PC, RTS generation and
(non-Ack) PS-Poll response.
Rx_Coord_AP generates
acknowledgements, routes
management frames to MLME,
routes data frames to MAC
Tdat Rdat Data Service, and signals
Ack, Cts, and PS-Poll frames
to Tx_Coord_AP. */
{includes point
- - -1 coordinator
| toruse with
| joptional PCF.
: f e ot o o ———-
1
|
]
[PduRequest] ! MmCancel,
t SwChnl,
e L |Tbtt SwDone,
Tmgt Mmindicate
BkDone, Tx_Coordination_
TxConfirm _
(1,1
I* AP version */
Ack,
PlmeGet_ CfRsp, BcMgt
.confirm, Cts, Mmindicate,
PlmeSet_ PsPall, Sslnquiry
.confirm, TxCfAck
<0 Plme_
Reset_
.confirm
Backoff, [SsResponse:l
Cancel, Pctl
TxRequest -
Retl TxRx
Rx_Coordination
(1,1)
Trsp [*for STA & AP ¥/
L. |
PlmeGet_
TxRequest] .request, [TxConﬂrm]
PlmeSet_ N 4
request, RxIndicate,
PimeReset_ NeedAck,
request RxCfAck
Rx|
[ChangeNav
MLME_PLME_SAP RX
418 Copyright © 1999 |EEE. All rights reserved.
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Process Rx_Coordination

rx_coord_1a(4)

i I , timer Tsifs ;
l Ca
} : (RxC_|dle}
dSifsDly:= dcl ackFrom, ackTo MacAddr ;
aReatum_ | 1 ] ResetMAGC dcl dAck, dCts, dRsp,
2euline) (aSifsTime - dSifsDly Duration ;
dcl endRx, strTs Time ;
dcl pdu, rspdu Frame ;
i [ e e dcl rxRate Rate ;
first(import dRsp:=dUsec( I Duration of ] dol sas, sau StationState :
(mBrates)), — aSifsTme+ t--1PS-Poll and reset(Tsifs) imported mMNavEnd Time -
stuff calcDur( 1 Ack response. !
(aMpdu_ B l
Duration_ 0
Factor, Lo iy e T
sAckCtsLng 1 The rest of s IRxC_ldle state
+ aPlcpHdr_ --iNo_Bss state xC_ldle -=--—=-=---~=---=-1{continues on
Length) is on 3rd page. 1next page.
e I e e o s S
bleLength)) [ T ===l |
s ; NeedAck
import RxCfAck
< (mDisable) gﬂf ?ieR[:ze) (ackFrom) < / RxGfRol /
| S
I I )
dAck:= dAck - 1 No parameter
if dAck>0 then Ack{0,0) - -4 values because
dRsp else O fi twithout CfPoll
! during Cfp the
| J/ 1 transmitter
= ! cannot send
mkOs(dAck), | | VSPE&I- )  after this ack.
ackTo) ’Fa - B e
)z ]|
IS
set(endRx+
dSifsDly,
Tsifs)
[ ] I T Taa
RxCfPoll 1 Receipt of RxCfPoll
¥ Tsifs (endrRx, C---- 1 while waiting to
rxRate) : send result of
 NeedAck cancels
| I regular Ack wait
1and reports the
TxRequest reset i need for +cfAck
(rspdu, (Tsifs) 1to TxCoord, which
[xRate) 1will be in a
: Sifs wait when
Ithis signal
CfPoll | arrives.
Wait_TxDone (endRx, R T o 2
rxRate)
TxCfAck
- TxConfirm (endRx,
rxRate)
RxC_ldle

( RxC_ldle

Copyright © 1999 |IEEE. All rights reserved.
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Process Rx_Coordination

RxC_ldle

RxIndicate
(pdu,endRx,
strTs,rxRate)

IRxC_ldle state
-~ is continued
from previous page.

1
e o o o e =

I Class 1 frames handled
—--: on this page, class 2 and
3 frames on next page.

|
(5 A = s e S =

rx_coord_2b(4)

(ack)

Ack
(endRx,
rxRate)

(cfend_ack

Ack(0,0)
(cfend)

{cts)

atim,

Cts
(endRx,
rxRate)

{authentication,
deauthentication,

probe_rsp)

(data)

(mlbss)
e) (false)

else

if import(mCfp)
then contention_free
else contention fi)

I None of these

1 frames should
1have group DA.

(e o [y

(beacon,
probe_req)

endRx,strTs,
— noerr)

Msdu_
Indicate
(pdu,

(nts)

RxC_ldle

Sslnquiry
(addr2(pdu})

Wait_Asoc_
_Response

mNavEnd)

> now

. SsResponse
( ,sas,sau)

rsn?fgif |__{durld(rspdu)-dRsp,
(cts addr2(pdu))

P e e e

ICTS respone to

-:RTS only when
1the Nav is clear.

if import(mCfp)
then contention_free
else contention fi)

RxC_ldle

420
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Process Rx_Coordination

Sslnquiry
(addr2(pdu))

Wait_Sst_
_Response

ftype(pdu) null_frame,
Sau =
RxC_ldle authOpen)
or
(false) (true)
Mmindicate
(pdu, ,
class2)
%(pdu)
(null_frame)
else
Mmindicate
(pdu, , ,
noerr)
RxC_ldle

0
1
1
i
4
SsResponse 3 !
( .sas,sau) i
1
1
I

O o e )
]

At station

1 Rx with toDs=1
idiscarded by

| Filter_MPDU.
tfrDs=1 never

! sent by Sta, so
1 explicit fromDs
!test not

1 needed here.

not import
{mDisable)

RxC_ldle

rx_coord_3b(4)

Yy et T et o 1)
1

Beacon and probe_rsp
________________ 1sent to Mime_Req_Rsp
1 while scaning, other

1 types acknowledged

1 (if unicast to this

i station) but ignored.

RxIndicate
(pdu,endRx,
strTs,dAck)

ftype(pdu) (beacon
probe_rsp)
else
Mmindicate
(pdu,endRx,
strTs,noerr)

RxC_ldle

(data_ack,
data_poll,

tsasoc,

asoc_req, reasoc_req,
asoc_rsp, reasoc_rsp)

{sau =
authKey)

PsPoll
{pdu.,endRx,
rxrate)

Signal receipt |
of PsPoll to :
AP transmit [
coordination. :

[ e e ) ]

mpo
{mActing_

(false)

Na—

(pspoll)

data_poll_ack,
cfack, cfpoll,
cfpoll_ack)

sCfPollable

data_poll_ack)

RxC_ldle

chk_
auth

RxC_lIdle )

PsPoll should

not be received !

at station.

N ey iy ey 89
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Process Rx_Coordination

rx_coord_3.1a{4)

(true)

Mmindicate Mmindicate
(pdu, , , (pau, , ,
class3) class2)

& !

RxC_ldie ) < RxC_ldle >

422
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Process Tx_Coordination_AP

ap_tx_init_1e(8)

timer Tifs, Trsp ;

ResetMAC
PimeReset._
Request
dSi;sLlJ)s(:iy: aRxTxTurn_
(aSifsTime - aroundTime)
‘mmrate:= iMmrate must be
rateto send  }--1 selected from
mmpdus’ 1mBrates. Other
! selection criteria
| yare not specified.
ssrc:= 0,
slrc:=0
ccw:=
import
(aCWmin),

Backoff
{cew,-1)

TxC_ldle

dcl ackctstime, bstat, chan,frametime, B
frametime2 Integer ;

dcl cow Integer:= aCwMin ;

dcl curPm Bit ;

dcl doHop, psmChg, cont Boolean:= false ;

dcl dSifsDelay, endRx Time ;

dcl fsdu FragSdu ;

dcl type Ftype ;

dcl rxAid Assocld ;

dcl rxrate Rate ;

dcl seqnum, ssrc, sirc, n Integer:= 0;

dcl tpdu, rpdu, rspdu Frame ;

dcl txrate Rate ;

dcl cont Boolean ;

Imported dot11RtsThreshold,
dot11ShortRetryLimit,
dot11LongRetryLimit,
dot11FragmentationThreshold,
dot11MaxTransmitMsdulL.ifetime Integer ;

/* RANDOM NUMBER FUNCTION */
imported procedure Random ;
fpar limit Integer; returns Integer ;

dcl exported FxIP Boolean:= false ; B

dcl cTfrg exported as
dot11TransmittedFragmentCount,

cTfrm exported as
dot11TransmittedFrameCount,

cTmcfrm exported as
dot11MulticastTransmittedFrameCount,

cFail exported as dot11FailedCount,

cRtry exported as dot11RetryCount,

cMrtry exported as dot11MultipleRetryCount,

cCts exported as dot11RtsSuccessCount,

cNcts exported as dot11RtsFailureCount,

cNack exported as dot11AckFailureCount
Counter32:=0 ;
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Process Tx_Coordination_AP

e e ——————
|

Ack, Cfend, Cts, Wake

ap_tx_idle_2d(8)

PSS ESS e s
|

These transitions are

TxC_ldle --1and MmCancel ignored R it >~ only present at APs
1in TxC_ldle state. : : 1 with point coordinator.
kil st i, e S I LR e e
PR - g ' ey
] 1
e o N S
: :up to transmit. endRx, rxrate) i) (endRoc,)
= 0
1
) F
. PsPolled tpdu:= import{mBssld),
|
hotjimpor( B (addr2(rpdu), TxC_Cfp mkFrame( |— import(mBssid),
mBkIP)
Ald(rpdu)) Cfack, )
i e FEES RNy
I Test if fsdu seq set(endRx
--4 nmbr and tx +dSifsDelay,
1 lifetime set. Tifs)
else (=0) S e
segnum:=
fsdulsqfi= L1 geqnum=4095 . respony™ PsP_oII_
seqnum, then O else f ith data? _Sifs
seqnum+1 fi, i
fsduleol:= ]
now + import : tiakeg) I I 1
tpdu:= (dot11MaxTransmit_ ! ) Pdu_ .
setSeq(tpdu, MsduLifetime) | Tifs Request
fsdu!sqf) I {fsdu)
= * 2
[ T
tpdu:= il | |AP responds rspdu:= addr1(
fdsulpdus o + yto PsPoll after mkCti(ack,02, fsdutpdus(
(fsdulfCur) 9 ! Slfz vtflth Qck, addr2(rpdu))
or data. Basis
| tfor choice of Yelse-tie)
; - e valii !response is
tlxratte[:;b( i Sse ?'6 flor tr_ules 1 unspecified. TxRequest Sifs_Data
selecte -~ about selecting I — =
data rate’ :transmit data rate. (repduinate) ~Response
tpdu:= (aSifsTime + (calcDur(txrate,stufffaMpdu_
setDurld | DurationFactor,sAckCtsLng)) + aPlcp_ Tifs J
(tpdu, HeaderLength + aPreambleLength) +

if (fsdulfTot = (fsdulfCur+1)) then 0 else
((2*aSifsTime) + {calcDur(txrate,stuff

tpdu:=setPwrMgt
(tpdu,import(

dot11PowerMan_|

thMode))

(aMpduDurationFactor, sAckCtsLng)) +
aPlcpHeaderLength + aPreambleLength)
+ stufffaMpduDurationFactor,((length
(fsdulpdus(fsdutfCur+1)) + sCrcLng)*8)) +

aPlcpHeaderLength+aPreambleLength) )))

(true)

(false)

sCrclng) > import(dot11RtsThreshold)) and
(not fsdulgrpa) and ({fsdutfCur=0) or retry(tpdu)
or fsdulresume) and {not import(mCfp))

PduRe_
quest(fsdu)
to self

i e
I

See corresponding

e e 1 page of station

rtsdu:=
mkceti(rts,

aPlcpHeaderLength+

stuffaMpduDurationFactor,
((length(tpdu)+sCrcLng)*8))+

aPreambleLength +(3"aSifsTime) +
(2*calcDur(txrate, stuff(aMpdu_
DurationFactor,sAckCtsLng)) +
aPlcpHeaderLength+aPreambleLength) )

1version for comments
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Process Tx_Coordination_AP

Wait_Rts_
_Backoff
(false)
cew,-1) >
< TxC_Backoff >

BkDone(
bstat)

bstat=-2

true)

mFxIP:=true,
cTfrg:=
inc(cTfrg)

Backoff(

export
{mFxIP,
cTfrg)

TxRequest
(rtsdu, txrate)

(true),

ap_tx_dcf_3d(8)

Wait_Mpdu_

<L

(false)

TxC_Backoff

BkDone(
bstat)

Backoff(
cew,-1)

TxRequest
(tpdu,txrate)

fsdulgrpa

(false)

Wait_Pdu_
_Sent

m;onﬁrlm < / . 7

stuff(aMpdu_
|— DurationFactor,
sAckCtsLng))+

set(now+dUsec
(aSifsTime +
calcDur(txrate,

aPlcpHeader_
Length+aPre_
ambleLength+
aSlotTime), Trsp)

Wait_Ack

N
“Acksignalis 1
TxConfirm * exr_P(;'; generated 8
(mFxiP) when Ack, b
CfAck, or ie
I I Datq+CfAck : :
set(now+dUsec stuff@@Mpdu_ = .'?Se_w_ef e ||
(aSifsTime + |—{ DurationFactor, C‘\:/‘C’“_ 3
calcDur(txrate, sAckCtslng))+ 4@
aPlcpHeader_
Length+aPre__
ambleyength+ —
Wait_Cts aSlotTime), Trsp) @ndre,
txrate)

ERp=

cNack:=
inc(cNack)

I

export(cNack)
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Process Tx_Coordination_AP

ap_tx_dcf_3.1d(8)

Wait_Cts_

Cts .
(endRx, Trsp
txrate)
reset cNcts:=
{Trsp) inc(cNcts)
f;jir'cszoé 5 export(cNcts)
cCts:=
inc(cCts)
export(cCts)
set(endRx
+dSifsDelay,
Tifs)
tpdu:= (aSifsTime + (calcDur({txrate,
setDurld | stuff(aMpduDurationFactor,
(tpdu, sAckCtsLng)) + aPicpHeader_
Length + aPreamblelLength) +

if (fsdulfTot = (fsdulfCur+1)) then 0
else

{(2*aSifsTime) + (calcDur{txrate,
stuff(aMpduDurationFactor,
sAckCtsLng)) +aPlcpHeader_
Length + aPreambleLength)+
stuff(aMpduDurationFactor,
({length{fsdu!pdus(fsdu!fCur+1)) +
sCrcLng)*8)) + aPlcpHeader_
Length+aPreambleLength)fi))

(false)

slrc:=0, fsdullrc:=0,

ssrc:=0, fsdulsrc:=0

cTfrg:= If (fsdu!grpa)
inc(cTfrg), then inc(cTmcfrm)
cTmcfrm:= else cTmcfrm fi

inc(cTfrm) (false)
PduConfirm PduConfirm fsduliCur:=
(g, (el fsdulfCur+1
success) txLife)

(true)

TxC_ldle
frag

and (ftype(tpdu)=beacon)

set(now+
dSifsDelay+

|—— aSiotTime, Trsp)

TxC_Cip

TxC_Backoff

426
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Process Tx_Coordination_AP

ap_retry_4d(8)

@ mFxIP:=false
=) export
mFxIP:=false (mFxIP)
cew:= if -
(fnx,?ﬁg) ccw = aCWmax — ﬁlse s col
then aCWmax
cewi= if [ tt}en az‘fwm"i’; Backoff
ccw = aCWmax ;.T se (2%cow) (ccw, -1)
tpdu:= fsdulpdus{fsdu!fCur):=
aﬁ(o_f‘fl) setRetry setRetry(fsdu!pdus(
' (tpdu,1), fsdulfCur),1)
I
slrc:= fsdullrc:= sCrclng) > import(
slrc+1, fsdulirc+1 dot11RtsThreshold))
import(dot1iLong_ ssre:= fsdulsre:=
(false) RetryLimit) ssrc+, fsdulsrc+1
(true) )
cew:= import(dot11Short_
aCwMin (false) RetryLimit)
(true) =
#
(true) i "
(TR import{dot11Long_ CW.=
i il RetryL imit) aCwMin
(false) )
PduConfirm {true) .
(fsdu, fsdutsrc = |mpon(dqt1 1Short_
retryLimit) RetryLimit)
(false)
cFail= [ This shows the case where the
inc(cFail), cont:= true - -1 same pdu is retried after the
cont:= false 1 backoff. Itis also allowable to
! return this fsdu to PM_Filter with
1 status=partial, and to go to
I TxC_Backoff state with cont=false.
rt(cFail 1 This will allow a different pdu
export(cFail) 1 (if available) to be sent as the
1 next transmission.

)

TxC_Backoff
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Process Tx_Coordination_AP

TxC_Backoff

BkDone *
(bstat)

N

cont

(false) (true)

( TxC_ldle ) cont:= false

send_
frag

ap_dwell_5d(8)

ChangeNav
(0,cswitch)

‘channel
change is
Phy-specific’

'PImeSet._
request
(chan stuff)’

Wait_
Channel

'PlmeSet.
confirm -
(status stuff)’

{ SwDone

doBkoff

(false) (true)

SwChnl_
Backoff

BkDone < / - /
(bstat)

d
TxC_ldle
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Process Tx_Coordination_AP ap_pcf_6b(8)

I Transitions on this
TxC_Cip -1 page are only present
for point coordinator.

|
(O R

e T | I I ]
1 Attach CfPoll 3
—_1and/or generate not import Trsp TxCiAck *
i CfPoll without (mCfp) (endRx)
| data based on
1 poliing list if I ]
: mCfPoll=true. p—
pack:= R ] nype:=
aSlotTime,
ftype(tpdu) Trsp) cfAck
N | I
tpdu:= tpdu:= import( tpdu:= :
fdsulpdus mkFrame ~ f— mBssld), mkFrame( :ESZ&'EEEEZ!S;;
(fsdulfCur) (cfend, import( rtype,
mBssld))
Mmind_
icate(tpdu,
, ,nhoerr)
else (=0)
fsdulsqf:= .| s:gg:umr:ni1 Wait_Cfp_ Wait_Cfp_
seqnum, fsduleol:= Sifs Sifs
now+ import(
dot1tMax_ I |
o= TransmitMsdu_
pdu:= Lifetime
setSeq(tpdu, ___)___ Trsp ng:fAck
fsdulsqf) )
tpdu:= ftype(todu TxRequest tpdu:=
setFtype = | o?lga(cﬁ) ) (tpdu, setFtype
(tpdu, i txrate) (tpdu,data_ack)
I
| et L
‘txrate:= | IChange data to cTira= cTmefrm:=
. selected tx « 4 data+cfAck if i chfr +— if fsdulgrpa =
d data rate' 1 appropriate. {cTirg). then inc(cTmefrm)
| e it else cTmefrm fi
: _—
I
I . export
Wait_Cf
! Sits P (cTfrg,
: cTmefrm)
[)
t
N e
I See 9.6 for rules .
o about selecting WaitiClpe

TxDone

transmit data rate.

1
[

TxConfirm < / ¥

set(now+
dSifsDelay,
Trsp)

Wait_CfAck
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Process Tx_Coordination_AP

ap_cf_retry_7b(8)

] n
l > Wait_CfAck
| )
[ I ]
Ack .
(endRx, ) < / / >Trsp
reset(Trsp) < ;:‘5;2)(
fsdulfTot= fsdulfCur+1 incc"(‘;flgjk)
(true)
(false) I
e PduConfirm
. 1Send frame (fsdu, export
| 1at Sifs (cNack)
0Nt I success) (false)
| |
]
i - = )
| am | (o [ | [ o R
ol inc(cTfrm) L fsdulfCur+1 R b
. (fsdu'pdus
— — I (fsdulfcur),1)
Sl fsdulsrc:=
+dsifsDolay. fsdulsrc+1
Tifs)

set{endRx+ F
p (i, import(dot11Long_
dSifsDelay, fsdulsrc RetryLimit))

Trsp) (true)

This returns the fsdu
(fsdu, (fsdu, e .: to the queue. Atthe

retryLimit) < partial) 1 next cf-poll, either

PduConfirm PduConfirm r

TxRequest
(tpdu,trate)

TxConfirm < / . /
TxC_ldle

!'the same fsdu or a
I l 1 different fsdu may

 be selected for
cFail:= cRtry:= | transmission.
inc(cFail) inc(cRtry) s
export{cFail) export(cRtry)
set(now+
aSlotTime,
Trsp)

TxC_Cfp
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T

Block Transmission

/* This block does octet- B
level transfers of MPDUs
from the MAC to the PHY
transmitter, generating
FCS fields and inserting
timestamp values where
necessary. Process Data_
Pump begins transmitting
when TxRequest arrives.
The sender of TxRequest
is assumed to have done
the appropriate actions
prior to transimtting onto
the WM. If these actions
include performing random
backoff or invoking the
"backoff procedure” (see
9.2.5.2), a Backoff signal
is sent to process Backoff.
At the completion of each
backoff, a BkDone signal
is returned to the sender
of the Backoff signal at
the correct time to send
a TxRequest. The medium
state updates (busy, idle,
slot) from Channel_State
are forwarded to Backoff_
Procedure via Data_Pump
to prevent decrementing
the backoff count while
transmitting Cts or Ack
frames. This block is used
in both station and AP. */

[TxConﬁrm]

Txrq

[TxRequest]

7

BkDone:l transmit_1a(1)

Bkof

Backoff,
Cancel

Backoff_Procedure

(.M

FwdCs

Busy,
Idle,
Slot

Data_Pump
(1.1)

FromCs

PhyTxStart.confirm,
PhyTxEnd.confirm,
PhyData.confirm

ToPHY

PhyTxStart.request,
PhyTxEnd.request,
PhyData.request

Busy, Idle, Slot:l

Copyright © 1999 |EEE. All rights reserved.
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Process Data_Pump

e N dcl fes Crc;

: o «I dcl dTx

i ) Duration ;

[ + dcl k, txLength

Integer ;
___________ dcl pdu Frame ;

: Delay from » dcl rate Octet ;

=i i Phy_Sap(tx) (Tx_idle) dcl source Pid;

| |to antenna.

i i

i

I ] = et EEn

1 l No TxConfirm

! ResetMAC | --1 |f Tx halted

: | by ResetMAC.

]

) i )

! dTx:=dUsec I Do not wait

+{ (aTxRMelay + f::]y;xsf"d'- --!for TxEnd._

aTxPlcpDelay) | confirm.

] Pass Busy, Idle and Slot sngnals

Tx_ldle - -1 to Backoff_Procedure while Tx is

| idle, but not during transmissions.

transmit_1a(1)

imported
procedure Tsf; Send_Frame
fpar Integer,
Boolean;
returns Integer ;
e PhyData.
feques confirm
(pdut(k))
I —
fosi= 2 /* This process sends an
F C'Cﬁ Mpdu to the Phy while
(fes.pdu(k)) generating & appending
the Fcs. On beacons and
| probe responses inserts
(TSF + Phy TxDelay) in
= R the timestamp field at
= confirm of octet 23.

To transmit after Sifs,
send TxRequest at end
of the M1 interval (see
9.2.10). For Pifs, Difs,
or any backoff slot,
TxRequest is sent at the
end of the appropriate

(false)

M2 interval. */

k:=0,
Tx(:teci:gs)t Busy Idle Slot fcs:= mirror
{pau, (not(fcs))
= . (Sendthe 1's
SONIEE:= Busy Idle Slot Send_CRC  }--complement
sAmdar 1 of calculated
'FCS value,
k 12 ] 1
| : iMSbtoLSh.
k:=0, - PhyData._
fcs:= initCrc confirm
! [Picp lengthis
txLength:= 1
--~Mpdu length
Langthipau) :+ Fcs length
l """"""" (probe_rsp, (true)
___________ beacon)
f i Indicate medium i PhyData._
Busy - - busy to freeze sTsk .t request f’hyTx!tEnd._
l backoff count {ics(K)) eques
(false)
.dunng transmit. | \l/
(txLength+
PhyTxStart. _ eerlng Send_Frame | . Insert_ ki= k+1 Wait_TxEnd
request J H Timestamp
d rate)
1
]
___________ i} ik |
Start of time iy
Wait_TxStart stamp in beacon | # z:gt?ramta‘- Send_CRC E:rﬂ; ),fnd"
and probe_rsp. |
Atconfirm 1 mtlu=setTs
AL LS of octet 23, r--1 (pdu,call Tsf - TRt
confirm insert TSF + i (0.falsey+dTx) ! to source
Phy Tx delay | H
into [24:31) | 1
ofbeacontor (1 AR 00 FeEEgsEmees !
probe rsp. i TxConfirm goes | |

Tx_ldle

to process that
sent TxRequest. !

432

Copyright © 1999 IEEE. All rights reserved.




MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

ANSI/IEEE 802.11, 1999 Edition

Process Backoff_Procedure

backoff count |
if cnt = -1. }

At start assume that the WM

cw is contention
window, cntis
slot count from

previous BkDone. !

If cnt<0, a new
random count
is generated.

(<0)

No_Backoff

Backoff
(cw, cnt)

oS oo
|

slotCnt:= call
Random{cw)

source:= Save PId from

sender, - - request to use
mBkIP:=true 1as addr of Done.

export
(mBKIP)
cnt
(>=0)
I Resume with count

slotCnt:= cnt -——-:from cancelled

backoff if cnt>=0.

|
e e

is busy until receiving a signal
which indicates the WM is idle.

> ResetMAC

mBkIP:=
false

export
(mBKIP)

No_Backoff

i}

Transitions to
Channel_ldle
also align the
Backoff signal
arrival time to
slot boundary
(M2) timing.

1
s

/* This process performs the
Backoff Procedure (see 9.2.5.2),
returning Done(-1) when Tx may
begin, or Done(n>=0) if cancelled.
Backoff(cw,-1) starts new random
backoff. Backoff(x,n>=0) resumes
cancelled backoff. Backoff(0,0)
sends Done(-1) when WM idle. */

/* Input Signal Summary

BUSY is sent by Channel_State
when the WM changes from idle
to busy due to CCA and/or NAV,
and by Data_Pump at TxStart.

CANCEL is sent by TxCoordination
to terminate a backoff and return
the residual backoff count value.

IDLE is sent by Channel_State at the
end of the M2 interval {see 9.2.10)
that busy WM has been idle (CCA &
NAV) for DIFS (EIFS after Rx error).

SLOT is sent by Channel_State at the
end of each M2 interval (see 9.2.10)
while the WM is idle.

Busy, Idle and Slot are forwarded

from Channel_State via Data_Pump

when transmit is not in progress. */

backoff_1b(2)

AN

idle at arrival of
Backoff signal.

(L I e P )

1
Idle Slot ~-~ . |Busy ancel
i
I
___________ : |
Slot only sent :
Channel_ldle when WM idle. | - cnt:=1 snd_
This is for the BkDn
case where WM

dcl slotCnt,
- cw, cnt
Integer ;
dcl source Pid;
dcl exported
mBkIP
Boolean:=
false ;

/* RANDOM NUMBER FUNCTION '/B
imported procedure Random ;

fpar limit Integer; returns Integer ;
/* This function returns an integer

from a uniform distribution over
the range (0 <= value <= limit).
Implementers need to be aware
that proper operation of the MAC
protocol requires statistically
independent (pseudo-)random
sequences to be generated by
each station in a service area. */
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Process Backoff_Procedure backoff_1.1a(2)
I I f Finish at M2 of proper slot, i Cancel has priority over other

: . p Channel_Idie | . -:even if slotCnt =0 . 1transitions. Done(0) returned if

1 | : 1at entry to state. : Cancel arrives at instant

e it ks i | bR . i ) slotCnt:=0.

[ i |

i 1
I
Idle Slot Busy ’ < slotCnt =0 > >

) Al

= slotCnt:=
( ) slotCnt - 1 <ChanneI_Busy>

[}
]
]
R e e e e e e - oS
|
|
|
Fl

(slotCnt)

S O e . . L

1
1
----------- I Decrement count Done sent with E !
+ {for each slot value -1 when | »
1when WM idle. backoff counts !
& I

——————————— down to zero.

: : to source
| |
P e e ] I e
1ldle signal i | 1Go back and BkDone(
qnot sentif I < wait for WM 2 if cnt=0 || gssojcfg
1 WM free. This i ito become idle. | then -2
| consumes any i e i
1ldles still on 1
I
I
[}
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Block MAC_Management_Service

MimeGet.confirm,
\ MimeSet.confirm,
MimeReset.confirm

o

Mac_Mgmt_1a(1)

This process is |
asummary of |
MIB access. 1
MIB attribute |
definitions 1
(in ASN.1) are :
insectionC.4.

_____________ =
I

MimeReset.request
sends a ResetMAC -——
signal to every |
process inevery |
block. Toreduce |
diagram clutter, !

1

I

|
!
[}
1
s

ResetMAC signal
routing is not shown
outside this block. |

This process handles 1
requests sequentially. }
Start, join, powermgt, |
scan, re/dis/associate |
and deauthenticate 1
must be sequential. |
It is possible to have !
multiple authentication |
sequences in progress!
concurrently. To allow |
this, AuthReq_Service !
in the MLME block |
would have to cache !
challenge textand |
match responses to :
cached request info. |

MIB (1,1)

GetSet

MimeGet.request,
MimeSet.request,
MimeReset.request

/* In this block are
the MAC MIB and
MLME_SAP service
primitives described
in Clause 10. The
MLME services are
performed in the
MLME block. This
block is used both

in station and AP. */

ToMgt

Mres

ReqConfirm

MimeAssociate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimeJoin.confirm,
MimePowermgt.confirm,
MimeReassociate.confirm,
MimeScan.confirm,
MimeStart.confirm

MimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimeJoin.request,
MimePowermgt.request,
MimeReassociate.request,
MimeScan.request,
MimeStart.request

Mime_Requests

N

MimeAssociate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimeJoin.confirm,
MimePowermgt.confirm,
MimeReassociate.confirm,
MimeScan.confirm,
MimeStart.confirm

MimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimeJoin.request,
MimePowermgt.request,
MimeReassociate.request,
MimeScan.request,
MimeStart.request

///,.J

Indications

MimeAssociate._
indication,
MimeAuthenticate._
indication,
MimeDeauthenticate. _
indication,
MimeDisassociate._
indication,
MimeReassociate._
indication

Mime_Indications

(1N

MimeAssociate._
indication,
MimeAuthenticate._
indication,
MimeDeauthenticate._
indication,
MimeDisassociate._
indication,
MImeReassociate._
indication

FromMgt
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Process Mime_indications Mime_indication_1a(1)

| dclalg AuthType ;
: S dcl rsn ReasonCod
0 dc! sta MacAddr ;

IThls state machine passes indications through, unmodified, from

== ' MLME to the MLME SAP. MimeAssociate.indication and
|MImeReassoaate indication are only generated by MLME at APs.

| 1 I I ]

MimeAsso_ MimeAuthen_ MimeDeauth_ MimeDisas_ MimeReas__
ciate.ind_ ticate.ind__ enticate.ind_ sociate.ind_ sociate.ind_
ication(sta) ication(sta,alg) ication(sta,rsn) ication(sta,rsn) ication(sta)

MimeAsso_ MimeAuthen| MimeDeauth] MimeDisas_ MimeReas_
ciate.ind_ ticate.ind_ enticate.ind_| sociate.ind_ sociate.ind_
ication(sta) ication(sta,alg) ication(sta) ication(sta) ication(sta)

4 L X L A

o)) o))
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Process MIB

dcl x MibAtrib ;
dclv MibValue ;
dcl adr MacAddr ;
dcl dfit Boolean ;

I* This process performs b
MimeGet, MimeSet, an
MimeReset functions.
MIB access and update
is described informally
to avoid creating a full
definition of the MIB
in SDL (and anticipating
the integration of the
ASN.1 MIB definition
using Z.105). */

MimeRe_
set.request
(adr,dfit)

ResetMAC

(false)

'reset read-write
attributes to
default values’

dot11MacAddresg
set to adr if
adr is non-null’
‘export values Mime_
of attributes Reset.con_
declared here’ firm(success
e

MIB_idle

0

Mib_access_1a(2)

I ResetMAC is sent to all processes
——1in all blocks. However, to reduce

Iclutter and enhance readability,

H | ResetMAC is omitted from signallists

Iand signal routes needed solely for

Ithe ResetMAC signal are not shown.

D | Reset read-write attributes in the MAC
--1MIB. The write-only attributes in the

h privacy group may also be reset.

If there is a (non-Mime) means to alter

1 lany of the read-only attribute values,

Ithey must be restored to defauit values.

D P s )

TA Iocally-administered MAC address

1may be used in lieu of the unique,

lgiobally -administered MAC address
.aSS|gned to the station. However, the
I value of dot11MacAddress may not change

:dunng MAC operation.

MimeGet._

MimeSet._

‘validate
x‘

(linvalid’) ('write_only") ('invalid') (‘valid’) (‘read_only")
MimeGet._ MimeGet._ MimeSet._ set MimeSet._
confirm confirm( confirm value(x):=v' confirm
(invalid,x,) write_only,x, (invalid,x) ’ (read_only,x

rmpc; o - - ‘export(x)’ E
s MimeSet._
e(x) confirm
vallicg) (success,x)

MimeGet._
confirm
(success,x,v
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Process MiB Mib_import_export_2b(2)

1 1N

) v

! 1

1 |

/* Import of {Read-Only} MIB counter B /* Declarations of MIB attributes exported from B
values exported from other processes */ this process */
imported
dot11AckFailureCount, /* Read-Write attributes */
dot11FailedCount, dcl exported
dot11FcsErrorCount, dot11AuthenticationAlgorithms AuthTypeSet:=
dot11FrameDuplicateCount, incl(open_system, shared_key),
dot11MulticastReceivedFrameCount, dot11ExcludeUnencrypted Boolean:= false,
dot11MulticastTransmittedFrameCount, dot11FragmentationThreshold integer:= 2346,
dot11MuitipleRetryCount, dot11GroupAddresses MacAddrSet:= empty,
dot11ReceivedFragmentCount, dot11LongRetryLimit Integer:=4,
dot11RetryCount, dot11MaxReceivelifetime Kusec:= 512,
dot11RtsFailureCount, dot11MaxTransmitMsduLifetime Kusec:= 512,
dot11RtsSuccessCount, dot11MediumOccupancylimit Kusec:= 100,
dot11TransmittedFragmentCount, dot11Privacyinvoked Boolean:= false,
dot11WepExcludedCount, mReceiveDTIMs Boolean:= true,
dot11WeplcvErrorCount, dot11CfpPeriod Integer:=1,
dot11WepUndecryptableCount Counter32 ; dot11CfpMaxDuration Kusec:= 200,
dot11AuthenticationResponseTimeout Kusec:= 512,

dot11RtsThreshold Integer:= 3000,
dot11ShortRetryLimit Integer:= 7,
dot11WepDefaultKeyld Keyindex:= 0,
dot11CurrentChannelNumber Integer:= 0,
dot11CurrentSet Integer:= 0,
dot11CurrentPattern Integer:= 0,
dot11Currentindex Integer:=0;

I* Write-Only attributes */
dcl exported
dot11WepDefaultkeys KeyVector:= nullKey,
dot11WepKeyMappings
KeyMapArray:= (. nuliAddr, false, nullKey .) ;

I* The following Read-Only attributes in the B
MAC MIB are defined as synonyms (named
constants) rather than remote variables
because they describe properties of the
station which are static, at least during
any single instance of MAC operation:

dot11AuthenticationAlgorithms AuthTypeSet,
dot11CfPollable Boolean,

dot11MacAddress MacAddr,
dot11ManufacturerlD Octetstring,
dot11PrivacyOptionimplemented Boolean,

dot11ProductiD Octetstring, /* NOTE:

aStationlD MacAddr, The values listed for MAC MIB attributes are the

dot11WepKeyMappingLength Integer ; specified default values for those attributes.

The values listed for PHY MIB attributes are either
In addition, all Read-Only attributes in the the default values for the FH PHY, or arbitrary
PHY MIB which are accessed by the MAC values within the specified range. The specific
are defined as synonyms. values for PHY attributes in this SDL description
¥/ of the MAC do not have normative significance.
*
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Process Mime_Requests

dcl exported mActingAsAp
Boolean:= false ;
imported mAssoc,
mibss Boolean ;

newtype MRqState
literals idle, bss, ibss, ap~
endnewtype MRqState ;
dcl rqState
MRqState:= idle ;

: Reject Authenticate,

:allow Start if idle

]

/* This process tracks B
the synchronization state
of the station as idle

(not part of any Bss),
Ibss (started or joined

an independent Bss), Bss
(joined an infrastructure
Bss), or Ap (started an
infrastructure Bss).

Mime operation requests
invalid in the current

state are rejected here,
while valid requests are
passed to the Mime block
for processing. This
simplifies process flow
and signal saving in the
Mime block, because only
meaningful Mime requests

arrive for handling. */

Reject Start if
not idle, allow
Auth if neither
IDLE nor AP.

Mime_
Start._
request

|—] dtp, cfpm, phpm,

(ss, btype, tBen,

ibpm, dly, cap,
bRate, oRate)

MimeAuth_
enticate.re_
quest(sta, , )

I Reject as invalid
—--: due to not being
in a BSS.

|
T e =T

Mime_request_1b(3)

dcl alg AuthType ;

dcl bss BssDscr;
dc! bssSet BssDscrSet ;
dcl btype BssType ;
dcl cap Capability ;
dcl cfpm CfParms ;
dc! chlist Intstring ;
dcl dtp, li Integer ;
dcl dly Usec;

dcl ibpm IbssParms ;
dcl phpm PhyParms ;
dcl ps PwrSave ;

dcl rs ReasonCode ;
dcl scan ScanType ;
dcl sta, bid MacAddr ;
dcl sts MimeStatus ;

dcl typeSet BssTypeSet ;
dcl wake, rdtm Boolean ;

dcl bRate, oRate, ss Octetstringl,B

dcl tBen, tmax, tmin, tmot Kusec ;

|
|

- 0 »
.

(IDLE, AP) (IDLE)

MimeStart._
request( , ,

RN

MimeAuth MimeAuth
b = {sta, h = (sta, alg,
btype enticate._ invalid) enticate._~ =40
confirm request
(independent) (infrastructure) I ]
MimeAuth
sCanBeAp enticate. gzi)alg,
(true) (false) request
———
Mime_ {ss, btype, tBen, MimeStart._ ) MimeStart._
Start._ dtp, cfpm, phpm, confirm Wait_Mime confirm
request ibpm, dly, cap, (invalid) (alreadyBss)
bRate, oRate)
. IResetand
Wait_MIime - ' -- : Deauthenticate
) always allowed.
MimeDeau_
ResetMAC thenticate._ ||
request( ! sta,rs)
| I !
]
[P
rqState:= idle, MimeDeauth_ ' i Deauthenticate
mActing_ enticate._re_ « ; expunges local
AsAp:= false quest(sta,rs) 1authentication
! record even if

Wait_Mime .

i1there is no BSS
I'for sending the
notification.
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Process Mime_Requests

' Allow Associate

BSS ScH ! and Reassociate
nwh:IeJomed Bss.
]
Mime_
Associate._ — (B, triat,
cap.li)
request

lAssoclate request
- -1 rejected as invalid
1 while associated.

]

Mime_request_2¢(3)

MimeRe_
associate._
request

(sta, tmot,
cap,li)

f Reassociate request

--1rejected as invalid

| if not associated.

{true) (false)) | SEEETTTITETE (false) (true)
MimeAssoc_| Mlmef MimeReas_ MimeRe_
iate.confirm Associate._ ((:sat: ,”t)mot, sociate.con_ associate._ S:satg,“t)mot,
(invalid) request ' firm(invalid) request '
- Wait_Mime - Wait_Mime

B

AP

i Reject Scan, Join
--dand Powermgt; allow
! Disassociate at AP.

| ]

[ Reject Associate and

== | Reassociate at AP and

| at station not joined Bss.

MimeScan._ MimeJoin._ MimePower_| MimeDisas_ Mime_ MimeRe_
request request mgt.request sociate.re_ | ~ Associate._ associate._
oo s (3 S quest(sta,rs) : requesty(, , ,) requesty(, , ,)
]
| | | i 1 |
MimeScan._ MimedJoin._ MimePower _| MimeDisas_ 1 MimeAssoc_| MimeReas_
confirm confirm Mgt.confirm sociate.re_ : iate.confirm sociate.con_
{ .invalid) (invalid) {not_supt) quest(sta,rs) 1 (invalid) firm(invalid)
1
L 1
R S ; i
]
= ( - - Wait_MIme ! 5 5
:
]
]
_________________ [ e ————
. ' If not AP, allow Join, Scan : : Only AP may send
(AP) --1and Powermgt, also allow A 1 disassociate to a
! Disassociate if associated. | 1group address.
_________________ I e
[ 1 ] | |
MimeScan._ ss, scan, MimedJoin._ MimeDisas_ : MimePower |
request L dly, chlist, request( sociate.re_ f ° mgt.request(}— ps.wake,rdtm)
(btype,bid, tmin, tmax) bss,tmot,dly, quest(sta,rs)
| a— I—__I
MimeScan._ SsS, scan, o and MimePower_
; port :
request dly, chlist, oRate} ASSOC not(isGroup mgt.request(
(btype,bid, tmin, tmax) (sta)) ps,wake,rdtm)
rue (false)
. Mimedoin._ MimeDisas_ MimeDisas_ )
Wait_Mime request( oRate) sociate.re_ sociate.con_ Wait_Mime
bss,tmot,dly, quest(sta,rs) firm{invalid)
Wait_MIime Wait_Mime -
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Process Mime_Requests Mime_response_3a(3)

P I
1 L
1 1
1 I
. I Wait for MAC Save new (request) !
Wait_Mime  }--{management to signais while awaiting [ --
1 process request. response from MLME. |
] | ] I I ]
MimeAuthen_ MimeDeauth_ MimeAs_ MimeReas_ MimeDis_ MimeScan._
ticate.confirm enticate.con ¢ sociate._ sociate._ associate._ confirm
{sta,alg,sts) firm(sta,sts) confirm({sts) confirm(sts) confirm(sts) (bssSet,sts)
MimeAuthen] MimeDeauth| MimeAs_ MimeReas_ MimeDis_ MimeScan._
ticate.confirn enticate.con | sociate._ sociate._ associate._ confirm
(sta,alg,sts) firm(sta,sts) confirm(sts) confirm(sts) confirm(sts) (bssSet,sts)
—— I
"Scan leaves station 1
in Idle state because }--{ rqState:= idle
synchronization with 1
a previous Bss is Iost.:
T 1 Implementations may 1
oy ) save and restore TSF!
Mime_ MimedJoin._ Return to the : and association info |
Start._ confirm state prior to e to automatically re- ! IDLE
confirm(sts) (sts) Wait_MIime. 1 : join a previous Bss. :
___________ oAl CESIEIEYRESEReSY |
|
I
Mime_ MimedJoin._ l
Start._ confirm rqState
confirm(sts) (sts)
(idle) (bss) (ap)
IDLE IBSS BSS AP

(success) (success)
rqState:= idle
(false)
import
IBLE (mlbss)

(true)

{true)
rqState:= bss

L

BSS

rqState:= ap,
mActing_
AsAP:= true

rqState:= ibss’

I i

export
(mActing_
AsAP)

IBSS
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MMGT
Block MLME_AP MimeDeauthenticate.confirm, ap_MLME_1a(1)
MimeDisassociate.confirm,
Tt - MimeStart.confirm,
I n Signal MimeAssociate.indication,
[ ok StaState MimeAuthenticate.indication,
: : (MacAddr, StationState) ; MimeDeauthenticate.indication,
B ettt 4 MimeDisassociate.indication,
MimeReassociate.indication
7 In this block are the handlers B
for Mime operation requests,
the responders for incoming
management frames, and the
time synchronization function
for the AP, as well as
contention free period timing Mop
if this AP includes a PCF.
This block also contains the
process which maintains
record of power save mode
and station state for access
by other processes. */
MimeDeauthenticate.request,
MimeDisassociate.request,
MimeStart.request
AsChange,
MmRequest [MmConﬁrm]
MMTX Mime_AP_ e
= i _Senvices (1,1) 1 This process assumes
oL} /* AP version */ — — —— 1 that the Mime request
1signals have been
) 1 validated by MAC
PsChange, To_Mct [Mmlndicate] | Management service,
PsResponse yand are restricted
L :to those appropriate
[DsResponse] | for use at AP.
MMDS
—Dslnquiry. To_Ds Ssu
DsNotify
[MmCancel, / [stastate]
SwChnl N
L Psm [Pslnquiry]
Power_Save_ Y} | __________.
/_.l\;lomstgrp(jg) 1 Records power
Sst o - -|- - 1 save mode and
MCTL 1 station state.
SsResponse] [Sslnquiry]
Pslndicate]
FromRx
ToRx
angeNav]
PS
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Process Power_Save_Monitor

ps_monitor_1a{2)

Deauthenticate

oo I /* Each of these sets holds MAC addresses of B dcl psm Clear specific 1
: . “ stations with a particular operational state. PsMode ; authentication ', 3
| 1 Stations are added to and removed from sets dcl psquery info at startup 1 }
B etttk E due to MLME requests, received management Boolean ; but not reset. : 1
frames, and bits in received MAC headers. dclsst,asst | @ co-emm—----- H
Thi Sets are not aged, as there is no requirement StationState ; 1
'Z processl \ for periodic activity, but aging to expunge dcl sta !
nggs?a?:v;ser addresses of inactive stations is permitted. MacAddr ; !
pr z */ del
rdlgated '? tlrl\e awake, /* detected in sta_active mode */ |
e"'.’ d ersfo a . asleep, /* detected in power_save mode */ :
vaé rxthr/ames, authOs, /" authenticated by open system */ )
atnt an asac authKey, /* authenticated by any other alg. */ authOs:=empty, | !
rsngrfa;gm:m asoc  /* associated (0]1 member, non-AP) */ authKey:=empty
exchanges by Magheinsio ; )}
this station. */ D Ao = Eae ey
1 Clear info on
asoc:=empty | -~ power save and
1 associated
1 stations at
| :startup and
——————————— S S ISl SIS IS at reset.
! Psindicate . 1Power Save Mode and awake:=empty. e S
- : signals from Monitor_ldle  }- - Station State monitoring asleep"=empty'
: 1 Rx block. 1 here, query on next page. . P
B oo b Sl VRS S U S
e e . | ] N
I 4
; StaState signals !
I .
o) E;?L"%‘gﬁ:;* from Auth, AsoG F===== (Ss}ésgg ResetMAC Monitor_ldle
! Mime services. | '
|
(power_save)
sst
(sta_active) (asoc) (auth_open) (auth_key) (de_auth) | (dis_
s0C)
awake:= awake:= asoc:= authOS:= authKey:= authOS:=
Incl(sta, Del(sta, Incl(sta, b Inci(sta, Inci(sta, Del(sta,
awake) awake) asoc) : authOs) authKey) authOs)
[}
I ; l [
asleep:= : authKey:= authOS:= authKey:=
Incl(sta, : Del{sta, Del(sta, Del(sta,
asleep) | authKey) authOs) authKey)
N ; ——
i
PsChange '
(sta, 0 = :
sta_active) | | ! (false)
1
: T i
fmmm—mm———— 1
asleep:= | 1Send PsChange ! asoc:= !
Del(sta, « ywhen sieeping 1 Del(sta, !
asleep) :staglon reports : asac) \
ractive mode. \ i
EEEES S 1 |
___________ ) 4l
Assaociation U |
adds asoc :. H o !
state while 1 1
leaving auth : !
info intact. { |
= e P e o ) 1l
I
I

of associated
station causes
disassociate
at same time.
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Process Power_Save_Monitor ps_monitor_2a(2)
I -

1 N

1 LA

[ 1

1 1

) 0 Power Save and Station State
Monitor_ldle  }--{query and response below,
| monitoring on previous page.

G PsInquiry returns PsResponse to
- - report power mode awake, asleep,
lor unknown at the target station.

[ Sslnqunry returns SsResponse to report

- -1 station state not_auth, assoc, or dis_assoc;
:and authentication state not_auth,
.auth open, or auth_key at the target station.

(faise)

stain
authOs

psm:= psm:= psm:=
unknown asleep awake
|2 Iz | (false)
P?Response arp_ asst:= assti=
(sta, psm) addr auth_open auth_key
to sender
[e— . ~—7 7
asst:= stain
not_auth asoc
(true) (false)
asst:=
not_auth

= IWhen there is no association
sst:= asst --Jinfo, station state is identical
|to authentication state.

SsResponse
(sta,sst,asst)
to sender
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Mop

Process Mime_AP_Services

/* Intra-MAC remote variables */

dcl exported mAssoc Boolean:= true,

mBrates Octetstring:=mk08(10,1),

mBssld MacAddr:= dot11MacAddress,

mCap Octetstring:= 02,

mCfp Boolean:= false,

mDisable Boolean:= true,

mDtimCount Integer:= 0,

dot11DtimPeriod Integer:= 1,

mibss Boolean:= false,

mNextBdry Time:= 0,

mNextTbtt Time:= 0,

dot110perationalRateSet Octetstring:=
mkOS(10,1),

mPcAvail Boolean:= sCfPollabie,

mPcPoll Boolean:= false,

dot11PowerManagementMode PwrSave:=
sta_active,

AN

mPss PsState:= awake,

mSsld Octetstring:= null ;

[MImeDeauthenticate.conﬁrm:I

I* Each of these ovals represents a
SERVICE. Each service contains
the state transitions to handle a
DISJOINT SUBSET of the input
signal set of this process. Services
share local variables and the input
queue. At any instant, a state
transition can occur in, at most, one
service -- the service which handles
the kind of signal at the head of the
process input queue. */

AN

AuthReq_

[CIsZerr]

ap_Mm_svc_1b(1)

MimeAssociate.indication,
MimeDisassociate.confirm,
MimeDisassociate.indication,
MimeReassociate.indication

MimeAuthenticate.indication,
MimeDeauthenticate.indication

[MImeStart.conﬂrm]

ArgMop

Service_AP

ArgDs

MimeDeauthenticate._
request

AsMop

AsocService_ AP

Xport
MmRequest]

[MmConﬁrm] Distribute_

_Mmpdus

DsSs

f Mm_
Indicate
[StaState]

DsRx

AsocReq, ReasocHeq,
AsocRsp, ReasocRsp,
Disasoc, Cls3err

AuthOdd, AuthRspService
Deauth

DsDs

-DS|nquiry, ProbeReq, Timer Tauth,
. ProbeRsp, Tchal, Tben ;
. Beacon,Cfend, :
Sent
SyCtl
Synchronization_
MmCancel, |  ___________ [SwDone]
e ResetMAC 1 5
handled by e e L
Sync service. |

ChangeNav]

[DsResponseJ

[MImeStart.reques -j

[MImeDisassociate.request]

Arsind

Signal
AsocReq(Frame),
AsocRsp(Frame),
AuthOdd(Frame),
Beacon(Frame,Time,
Time),

Cfend,
Cls2err(MacAddr),
Cls3err(MacAddr),
Deauth(Frame),
Disasoc{Frame),
ProbeReq{Frame),
ProbeRsp(Frame,

Time, Time),
ReasocReq(Frame),
ReasocRsp(Frame),
Send(Frame,Imed),
Sent(Frame, TxStatus),
Sst{MacAddr,

StationState),

Xport ;

SyMop

ToRx
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Service AsocService_AP

e I /* This service responds to
: < *I incoming Associate, and

H 1 Reassociate at the AP, and
R T H

handles Disassociate requests
from Mime and WM. This
service also generates
responses for class 3 errors. */

reset(Tasoc)

0 On this page are Disassociate request,
--7incoming Disassociation frame, and
|class 3 error. More on next page.

Asoc_ldle

ap_disasoc_1b(2)

dcl asCap Capability ;
dcl asRsn ReasonCode ;
dcl asSta MacAddr ;

dcl asSts TxResult ;

dcl asStat DsStatus ;

dcl asRdu, asSdu Frame ;

Disasoc

(asRdu)
dri{asR
= mBssid
(true) (false)
2.”5'22,‘2‘.’;?; | |(addr2(@sRdu),
o dication.— reason{asRdu})

lUpdate station
EE  state regarding
| this association.

Sst(asSta,
dis_asoc)

AsChange 0 Remove association
(asRdu, - -+ data recorded for
disasoc) |th|s station.

I |

Cls3err MimeDis_
(asSta) associate._
reguest
=
asRsn:= (asSta,
class3_err asRsn)
asSdu:= asSta,
mkFrame — mBssid,
(disasoc, asRsn)

i i Local station state
- _4updated even if
0 notification frame

Sst{asSta,
dis_asoc)

, is undeliverable.

' Don't confirm
--1class 3 error
1 notifications.
____________
MimeDis_
associate._ — (successful)

confirm
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Service AsocService_AP ap_asoc_reasoc_2a(2)

P il Iy -
| N : On this page are response to

: : Asoc_ldle - -4 associate and reassociate requests.
| | 1 More of this state on previous page.
A .

ReasocReq
(asRdu)

AsocReq
{asRdu)

DslInquiry
(addr2(asRdu),
mBssld)

Dslnquiry
(addr2(asRdu),
mBssld)

Wait_Reasoc_
_Status

Wait_Asoc_
_Status

DsResponse
(. .asStat)

DsResponse
(., .asStat)

(disasoc, else (asoc) else
unknown)
‘assign ‘assign
Ald' Ald'
‘'save ‘'save
request request
info(Ald)' info(Ald)y
‘make 'make 'make 'make
asoc_rsp asoc_rsp reasoc_rsp reasoc_rsp
(success)' (fail)’ (success)' (fail)'
DsNotify( DsNotify(
addr2( || asStat) addr2( | reasoc)
asRdu), asRdu),

AsChange
(asRdu,
asStat)

AsChange
(asRdu,
asStat)

Asoc_ldle Asoc_ldle
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Service AuthReqService_AP

If deauthenticating

deauthenticating
everyone, end the
association (if

any) by clearing
mBssid and mAssoc. T

]
the current AP, or 1

I

|

|

|

)

dcl auAlg AuthType ;
dct auCap Capability ;
dcl auRdu, auSdu Frame ;
dcl auRsn ReasonCode ;
dcl auSta MacAddr ;
dcl auSts TxResult ;
dcl auTmot Kusec ;

ap_auth_req_1a(1)

/* This service handles
DeAuthenticate requests.
This service also handles
incoming the generation of
responses for class 2 errors.

This service does not

do authenticate requests
because APs never
initiate authentication. */

Auth_Req_
Idle
Cls2err MimeDeau_ (auSta
(auSta) thenticate._ —— auRsni
request
asRsn:=
class2_err

H._

auSdu:= auSta,
mkFrame — mBssid,
(deauth, auRsn)

Sst(asSta,
de_auth)

ISend notification,
== I do not wait for
| dellvery confirmation.

'Update local stations state
~=qrecords. Sending deauth also
! clears asoc state if present.

or
isGroup
{auSta)

auSta=
mBssld

mAssoc:=false,
mBssid:=
nullAddr

Xport

l Don't confirm
== I class 2 error
1 notifications.

____________

— (successful)

MimeDis_
associate._
confirm

(a2
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Service AuthRspService

Auth_Rsp_
_ldle

dcl arAlg, arAlg2 AuthType ;

dcl arRdu, auSdu Frame ;

dcl arRsn ReasonCode ;

dc! arSeq, arSeq2 Integer ;

dcl arSta, arSta2, arSta3 MacAddr ;
dcl arSC StatusCode ;

I* Key to generate
Tchal AuthOdd challenge text */
(arRdu) dcl chKey Octetstring ;
arSeq:= arAlg:= /* The RC4 PRNG is accessed
- authSegNum  — authAlg as a remote procedure:

(arRdu), (arRdu), prnString:= call RC4(key, length)
arSta:= This procedure only present when
addr2 dot11PrivacyOption_

(arRdu) Implemented=true

2/

imported procedure RC4 ;
fpar PrngKey, Integer ;
returns Octetstring ;

arSC:=
auth_seq_
_fail
|

(false) (true)

arSC:=

import
(dot11Authenti_

cationAlgorithms)

auth_rsp_1b(2)

/* This service handles
incoming Authentication
& Deauthentication frames.

This state machine handles
only a single shared key
authentication challenge
sequence at one time, which
is the simplest case. Itis
possible to have several
authentication responses in
progress at once, provided
the source stations are all
different. To allow muiltiple
responses this state machine
gets collapsed into one state,
with sequence state held in a
variable. The local variables
are replicated for each
response, selected by
requester station address. */

imported dot11AuthenticationResponse_
Timeout Kusec ;

Auth_Rsp_
_ldle

Wait_Chal_
_Rsp

= == ===

1Set response timeout and
| await response to challenge.

unsupt_alg
(shared_k
H_] (open_Jystem)
“Astation 3 g
is allowed 'r-- o= dot11Privacy Optionlmplemented
to reject an i successful
open system |
auth request | I (false)
with status : Irfh---hk---T----d-t———-
unspec fail. | |Sst(arSta arthalng.= L L ol
___________ s A k call RC4 - + 1generate challenge text is
auth_open) (chKey, 128) I [ ;arbitrary| and does not need
) 1 to be shared. However,
] G T e e 4 : implementers are advised
- | that the source of chKey
Sst(arSta, arSdu:= bl 1 SHOULD NOT be one
de_auth) mkFrame (arAlg | of the WEP keys, because
= (auth,arSta, e I the output of the PRNG
I rs#kcéfsms uCtxt :when using chKey is sent,
rCheI (eCtat, tunencrypted, in the
arSdu:= mBssid, arChaing))) i challenge text field.
mkFrame  —(arAlg/ R e
(auth, arSta, mkOS
(arSeq+1,2)
I/ arSC))
set(now+ dot11Authentication_
(import( ResponeTimeout)), Tchal)
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Service AuthRspService
R I

I LS

1 |

[ |

Deauth
(arRdu)

arSta3:=
addr2
(arRdu)

Sst(arSta3,

e =T =il
[}

- -1 state, deauth

auth_rsp_2b(2)

____________

Timeout while

Waltﬁ(;hal_ waiting is a
—Rsp failed attempt.
____________ ]
In the case of [
undecryptable | . A“}gg)dd Tchal
response, assume ! | (arRdu)
Auth frame from : |
expected source ! |
is sequence 3. i Seda v
____________ 1 arSeq2:= arSta2:=
1 | authSegNum |—addr2 g:t(:fr:?'
! (arRdu), (arRdu) =
i
i
- arSeq2 Authﬁ!l'\;sp_
else (1)

Update station e

Open_system
--qrequest froma

4
I

arSta =

de_auth) 1 clears asoc arSta2 (false) arSta2 1 different station
1if present. | can be handled
A | g 1 while awaiting
1
challenge rsp.
MimeDeau_ (arSta3, rEset 'L____g__f__.
_theptiqate._ — reason (Tchal)
indication (arRdu))
arSta3= ) g;ﬁ?ﬁ?f;t import(dot11Authenti_
=1 tionAlgorithms)
mBssld 1AP, end asoc ca
(false) T (true) i glfezr;i)ggby (false)
I
: mBssid and
mAssBoc:ijf'a_Ise, 1 MAssoC. arSC:= arSC:= arSC:=
nr?ul?/ij dr- P s SISSSl unspec_fail unsupt_alg successful
gettlem Sst(arSta2 Sst(arSta
Anert (eCtxt de_auth) auth_open)
(false) arRdu)
(true) E |
= Bssid
arSCi= arSC:= arSdu: 7 2
= ; mkFrame  }— (authAlg
chnlg_fail successful (auth,arSta2, (arRdu))
/1 mkOS
I ] (arSeq2+1,
2) 1
Sst(arSta2, Sst(arSta2, arSC))
de_auth) auth_key)
arSdu:= mBssid, . “Astation
mkFrame  |—(arAlg // ol Waitichall is allowed
auth, arSta mkOS(4,2) ! —Rsp to reject an
(auth, ) 1
/l arSC)) ' open system
' auth request
i = with status
* ) to wait for _tin_sgic__f-al_l._ —
I response to
| challenge.

Auth_Rsp_
_ldle
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Service Distribute_Mmpdus

mmpdu_svc_1a(2)

/* This service routes
mmpdu and station stat
update signals from and
to the mime operational
services. Signals are
not modified, but some

Re-export the 3 export mAtimW, mBssid, mCap,mCip,
intra-MAC :. 5 mpA|d‘( | mDisable, mlbss, mListenint, Z?g 2’;'#;:; iﬁa{;zws?teerrs./
remote ' : mAssoc, mNextBdry, mNextTbtt, mPcAvail, i
variables to i mPcDIvr, mPcPoll, dot11Power_
make updates | : \L ManagementMode, mPss, mSsld)
available. ol
"""""" gk Mmpdu_
h Idle
|
I
{ i | | | ]
] Sst Send MmConfirm Mmindicate
Xport g (mAdr, (mSpdu, (mSpdu, (mRpdu,mtE,
mSst) mim) mTxstat) mtT,mSerr)
StaState ‘mRate:=
{mAdr, data rate to
mSst) send mmpdu’ beacon,
probe_rsp)
MmRequest I MmConfirm Br;l; 3
(mSpdu, | - - I needed for probe
mlm,mRate) mTxstat) I responses and

t The selection criteria for
1Mmpdu Tx data rate are
1 not specified. Frames
1 to group addresses must
1use one of the basic rates.
| Requests should use one of
1 the basic rates unless the
| operational rates of the
I recipient station are known.
1 Responses must use a basic
I rate or the rate at which

the request was received.

[}
O e e e o Lo e o O

: beacons.
.

dcl mAdr MacAddr ;

dcl mim Imed ;

dcl pri. CfPriority ;

dcl mRate Rate ;

dct mRpdu, mSpdu Frame ;
dcl mSerr StateErr ;

dcl mSst StationState ;

del mtE, mtT Time ;

del mTxstat TxStatus ;
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Service Distribute_Mmpdus

(cfend, cfend_ack)

Cfend

mmpdu_svc_1.1b(2)

(class2) (class3)
i | 1
Clis2Err ClIs3Err
(addr2 (addr2
(mRpdu)) (mRpdu))
[l —_—
(asoc_req) (asoc_rsp

AsocReq
(mRpdu)

AsocRsp
(mRpdu)

mTst:= mod(
( MTdﬁgu— > authSeqNum
(mRpdu), 2) (reasoc_req) (reasoc_rsp)
| 1
ReasocReq ReasocRsp
g <(medu) <(medu)
©) M I
AuthEven AuthOdd
{mRpdu) {mRpdu)
(probe_req) (probe_rsp)
O
l (atim) | |
ProbeRsp
ProbeReq
(mRpdu) {mRpdu,
Atim mtE,mtT)
(mRpdu) I
Mmpdu_
Idle
(beacon) (disasoc) (deauth)
[ | 1
?:;C%TJ Disasoc Deauth
mtE,Fr)ntf) (mRpdu) (mRpdu)
Mmpdu_
ldle
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Service Synchronization_AP ap_init_1b(3)
[ I dc! yAtimRx, yPsm, yRdtim, yWake Boolean ;B dcl yPhpm PhyParms ;
! N i dc! yAtw, yBen, yMocp Time ; dcl yRdu, yTdu Frame ;
: ) dc! yBenPeriod, yDtim,ycmax, yemin Kusec ; dcl yssid Octetstring ;
b - s, dcl ybd BssDscr; dcl yOrates Ratestring;
dcl ybdset BssDscrSet ; dcl ystp ScanType ;
dc! ybtp BssType ; dcl ytrs! TxResult ;
dc! ybsid MacAddr ;
dc! yclist Intstring ;
dcl yex, yJto, ytemp Integer ;
dcl yDspm DsParms ;
dcl yFhpm FhParms ;
dcl ylbpm IbssParms ; timer Tscan,
dcl ypdly Usec; Tmocp ;
ResetMAC
‘obtain PHY
characteristics'
variables reset all
to default — intra-MAC
values' remote
N|
___________ N 4
Set TSF 1 ytemp:=
time to Lo call TSF
zero. | (0, true)
Xport
‘Settingthese 1 [ reset(Then),
timerstonow  r~~{ set(now,Tauth),
causes events 1 set(now,Tchal)
in each of the |
multi-state 1
services of the !
process, forcing
each service to | No_BSS
its idle state. i
Copyright © 1999 IEEE. All rights reserved. 453
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Service Synchronization_AP

I Start IBSS on
-~ this page, join
on next page.

|
(EEEEE S EEE

l n
: i No_BSS
SR T L

:'Activate MimeStart._
~ 1 Station request

i state

(mSsid, yBtp

yBcnPeriod,

|| yDtim,

yCfpm, yPhpm,

/* ibpm, */ mCap,
mBrates, yOrates)

(

alse)

ap_Start_Bss_2b(3)

FHphy'

yMocp:=kUsec

yMocp:=kUsec

import(aMedjum_ (dwellTime
(independent) OccupancyLimit)) {yFhpm))
(infrastructure) [ ;,
mNextBdry:= 0 fal
Sta_Active now+(yMocp  |—— (0.false)
- (call TSF mod HacE))
dot11Power_ station_active, set |r|_ ;._1.— _______
Management_ [ I mPss:=awake, (mNextBdry, |-~ &S
Mode:= dott1Beacon_ Tmocp) 1 )
I Period:= yBenPeriod l e
MimeStart. . : 'yChan:= fée-t;t_ar}l?wg_y R
= dot11Dtim dot110perational )
confirm Pt ik = first (or only) | --4channel (FH)
(invalid) Period:=yDtim, RateSet:=yOrates ehannal  or operating
| channel (DS),
\L | ! pull for IR
export(dot11_ dot110perational_
No_Bss BeaconPeriod, |—{ RateSet,dot11Pow_ (S)lvé%ra‘zltrue)
dot11DtimPeriod, erManagementMode) v
yBen:= kU_sec( ?Sﬁﬁ;gﬁ: (0.false)
yBenPeriod) - (call TSF mod yBcn))
mCfAvail:= (yCfpm) /=0 set e T
if dtim_ — then true {mNextTbtt, |- —-: Lne'gacgzneﬁm o
Period else false fi Tben) 1 .
'set mCfPoll
and mCap for
operating state’
set aCfPeriod and MimeStart._
aCfMaxDuration confirm
from yCfpm' (success)
‘set actual
phy parameters
from phpm'
Xport
454 Copyright © 1999 IEEE. All rights reserved.
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Service Synchronization_AP

ap_TSF_bss_3b(3)

e e I “
1 Y
1 |
1 1
| I
ProbeReq
Tben > Cfend (yRdu) < mocp
set ytdu:= bestAddr,mBssld, mNextBdry:=
(now+yBen, mCfp:=false mkFrame ~ |— O8 /timestamp mNextBdry +
Tben) (probe_rsp, inserted by tx */ yMocp
1/ mk2octets(
| | | yBenPeriod)l/

Y= besiAdar, mBssid Send oselg masidyl et
rr;,kFrame gl insenérgis;?s s (ytdu,norm) mkElem(eCfp, (m%:l SHIBE
e /I mkZ2octets( YOIgO, )

| yBenPeriod)il \L \I/ mkElem{eSupRates,
mCapl/ mkElem( yOLates)/én;kElem(
mDtimCount:= |  |eSsidmSsidy/ Rl
mDtimCount-1 mkElem(eSupRates, : :
yOrates))
(false)
ytdu:= | | mkElem N
yidu (eCfp.yCfpm) gt
(false)
yCipm:= if yCfCnt=0 'yChan:=
setCfpCount  |— then import (dot11CfpPeriod)-1 next channel
(yCfpm, else yCfCnt-1 fi) in hop seq'
yetom= o || import SwChnl Swhnl
£ (yc?fp;”o (dot11CfpPeriod)) ( false) (yChan true)
yCfpm:= e "
|__|import Wait_Hop_
set((:yf(p:lf\g?:Dur {(dot11CfpMaxDuration)) Bss

'update
cfDurRem SwDone "
and mCfp'

— Y
‘add proper
phy parameter
set element’
Xport, lr'l_'IRA_e_Ie_me_nt_ o
Send --1gets added by
(ytdu,imed) 1 PM_Filter_AP.
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RX

Block Reception

Includes decryption if 1
dot11PrivacyOptionimplemented . _ _
=true. This is a typical 1
location, but implementers
may use other locations
between the PHY_SAP_RX
and MAC_SAP as long as
they provide the specified
behavior as observed at
LLC, MLME and the WM.

/* This block handles octet-level
reception of MPDUs from the
PHY, and validation, filtering,
and decryption needed so higher
blocks have uniform, error-free
information from the relevant rx
events. This block aiso maintains
the MAC's view of channel state,
including the NAV (and remote
variable mNavEnd), rx activity
(and the remote variable mRxA),
and slot timing (providing the
Busy, Idle and Slot signals to

the Transmission block). */

ToTx Channel_State

(1)
Busy, Idle, Slot:l

FromCtl

[ChangeNav]

[ChangeNav:I

[Rxlndicate]

NeedAck,
RxCfAck,
RxCfPoll

A

IndAck

UpdNav (1,1)

SetNav,
ClearNav

PhyCca.indication,
PhyCcarst.confirm

signal ClearNav(NavSrc),
RtsTimeout,
RxMpdu(Frame, Time, Time,
Rate Boolean,
KeyVector,KeyMapArray),
SetNav(Time,
Duration,NavSrc),
UseDifs(Time),
UseEifs(Time} ,

-RtsTimeout,
UseDifs,
UseEifs

e

IfsCtl

PhyCca

~~o Defragment

/* also decrypt */

/

[Pslndicate] receive_1a(1)

ToRx

\

Rprdu]

FromSync

/

Defrag

Filter_MPDU

ToPs

RxM pdu]

Filter

Validate_MPDU
(1.1)

_PhnyStart.indication,
PhyRxEnd.indication,
PhyData.indication

i FromPHY

[PhyCcarst‘request:I

456

PHY_SAP_RX

Copyright © 1999 IEEE. All rights reserved.




MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

ANSV/IEEE 802.11, 1999 Edition

Process Channel_State

nav_clear_1b(2)

g0 I dcl exported timer Tifs ; dcl cs CcaStatus ;
: e ‘l b tNavEnd as timer Tnav ; dcl rxtx, slot, sifs Integer ;
| | mNavEnd Time ;| [timer Tslot; dcl dDifs, dEifs, dIfs, dNav,
(S M = A e K dRxTx, dSifs, dSlot Duration ;
| del tNew, tRef, tRxEnd Time ;
dcl newSrc, curSrc NavSrc ;
< > > ResetMAC
l e
dSifs:= dRxTx:=dUsec ! Elf_s_b;;ed_ o . ' ClearNav, RtsT_ln_1;o_u;
| Wait_IFS
dUsec M (@RxTxTurn_ « jon the lowest /* IDLE */ -3 I Tnav, Tsiot ignored
(aSifsTime), aroundTime) : |ba3|c rate. | in Wait_|IFS state.
[l [Seeemcmrmeems, N e e e T
| i I I —
dSlot:= g i ] PhyCca._ SetNav
dUsec ?ZD,'fgsgf’)'fs g <acﬁ\;‘&‘m) Tifs indication {tRefdNav,
(aSlotTime), ! (cs) cursre)
| _____________ ] . = —
dEifs:= calcDur(first(
dUsec |4~ import(mBrates)),
(aSifsTime + stuff(aMpdu_
DurationFactor,
H sAckCtsLng) +
aPlcpHdrLength @ —/—/—/m™m™ ,j—— S rommmesss—ee-——-
difs:= + aPreamble_ \dle _ Cs_noNav lgleirNav Jinav, its;
dEifs Length) + dDifs) A /* BUSY ¥/ -=-4RtsTimeout, Tslot
e | | lgnored in this state.
7 N esmmmmo—e——s
i [ S
e iBS lAssume channel set : :Idle signal is PhyCca._ SetNav
tNavE dXO -~ busy until Phy (now+dSlot, v qSentatend of indication (tRef,dNav,
ayEnCc:S tindicates idle. Tslot) Ithe M2 interval (cs) curSre)
1tNavEnd is =0 ] | (Figure 47).
I luntll firstes 000 ;2 Sessssssssee
(cteeinled (RisTmeowt, ()
reset(Tnav) nof:s_nor:lav —-!Tnav, ClearNav, tNavEnd:=
/*IDLE */ 1Tifs ignored tRef+dNav
pibaite, | (busy) ]
! Eh_yE);a_r;s_e; = SetNav set
Iri’eh);(é(;arst._ = ! confirm is (tRef,dNav, (tNavEnd,
q 0 ignored. curSrc) Tnav)
[ — T I
PhyCca._ i set
(NovEnd) | [Incation RetrdNar it (nowsdis, (tNvEnd)
(cs) Tifs)
- set
curSre:= (tNavEnd Slot A Wait_IFS Cs_Nav
nosrc Tnav) !
!
l | o
set : 1 Slot signal is /* This process
Busy = Busy (now+dSlot, . {generated at maintains chann
Tslot) lthe end of each state based on
1 M2 interval both physical and
| \L I (Fig. 47) while virtual carrier
.channel is idle. sense, generates
export T slot time reference,
Cs_noNav (tNavEnd) and provides Busy,
Idle & Slot signals
to Transmission. */
noCs_Nav
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Process Channel_State

noCs_Nav
1* BUSY */

'Tslot and Tifs

--- |gnored in

! noCs Nav state.

Cs_Nav
/*BUSY */

ITslot and Tifs

--qignored in

l Cs_Nav state.

"

/* all states */

Wait_IFS

0 ChangeNav is
,SetNav if not
! channel switch.

noCs_Nav,
Cs_Nav

/" all NAV */

0 Cleanng NAV on
- 1RTS timeout is
! 1optional (9.2.5.4).
I

PhyCca._ PhyCca._
indication Tnav indication Tnav
(cs) (cs)
PhyCcarst._ cs PhyCcarst._
request request
{busy) (idle) |
curSre:= - noCs_Nav curSrc:=
nosrc nosrc
set set
(now+dlfs, (now+dlfs,
Tifs) Tifs)

[

I

] I

]
i
: 1
" f ChangeNav SetNav ]
UseEifs UseDifs : ! Rts_ ClearNav
(tRxEnd) (RXEnd) | {IRef.dNav, (IRefdNav, | * ==rjp0q (newSrc)
! newSrc) newSrc)
1
l I | (false) ﬂ
1
difs:= difs:= (E tNew:= curSre=
71 dEifs-dRxTx dDifs-dRxTx tRef+dNav rts
[ (true)
! 2 ] (false)
e —— N = e e o
i set Clear NAV and ! dlfs:= (false)
| ¢RxEnd+difs, use EIFSafter |- yEifs-dRxTx
I Tifs) channel change. !
[ e I} | e i,
| l
1
! tNavEnd:= tNavEnd:=
! set(now, Tnav) tNew, - E now,
: curSrc:=newSrc : curSrc:=nosrc
! | { - N
R L R R g el = R e e a1 Zi}
! 1 The initial difs tNavEnd is =0 ! Nav is cleared by setting Tnav 1 !
U0 1__]| tNavEnd:=0, i i iate! ! | set(tNavEnd,
, value is dEifs, until first rx : ) to now. This causes immediate &)

1 set by a UseEifs
 signal generated

1 by Validate_Mpdu
' at startup and
,due to ResetMAC.

on new channel.

l

Tnav signal to enable exit from 1
noCs_Nav or Cs_Nav state. :

export
(tNavEnd)

nav_set_2c(2)

458

Copyright © 1999 IEEE. All rights reserved.




MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

ANSI/IEEE 802.11, 1999 Edition

Process Validate_ MPDU

start_rx_1b(2)

[ ——— T\ N /* This process receives an MPDU from the
! s ) PHY while calculating and checking the
! i (Rx_Idle) FCS value. Frames with valid FCS, length
. S B and protocol version are sent for receive
I filtering, along with a snapshot of the WEP
el PR ——— keys if dot11PrivacyOptionImplemented=true.
:= dUsec
]
Rx dglay thzt I (aRxRfDelay+ ResetMAC This process also provides Channel_State
|fs subtracte i aRxPlcpDelay) with Difs/Eifs and Rts timeout signals,
grgtn:'er}:r;;%e ! l and maintains the mRxA remote variable. */
point times. :
"""""" reset(Trts)
.|
y dcl exported mRxA Boolean:=false,
CErm=0, cErr as dot11FcsErrorCount Counter32:= 0
MRxA:=false imported mBrates Ratestring,
dot11WepDefaultKeys KeyVector,
dot11WepKeyMappings KeyMapArray,
dot11ExcludeUnencrypted Boolean ;
export timer Trts ;
(cErr,mRxA)
lindicate Rts delfes Crc; _ B
- 4 non-response dcl D1, dRts Duration ;
I ytimeout. dcl endRx, startTs Time ;
T dc! k, rxLength Integer ;
| dcl pdu Frame ;
d dcl rxRate Rate ;
LN\ Trs PhyRxStart. (rxLength, dcl status PhyRxStat ;
indication rxRate) dclv Octet ;
dcl wDefault KeyVector ;
I I dcl wKeyMap KeyMapArray ;
dcl wExclude Boolean ; e ey
1 Save copy of
RtsTimeout reset(Trts) - 1 WEP keys at
} 1RxStartin case
1 1 Mpdu s first
\I/ | 1 1fragment of
rrilmimes e 1 'encrypted
| Indicate that 1 Msdu/Mmpdu.
- mMRxA:=true |- -3 reception I it gy
1is in progress. :
l S e 1
]
]
wDefauit:= : dot11W
import I ep_
EXPOT(MEKAY port{ DefaultKeys)
k=0, T Initialize CRC & -
fcs:= initCre, -—-: clear pdu buffer wi?;yl\c/’l?tf.— — %zﬁ&\;Ve;i)E s)
pdu:= null 1 (length(pdu)=0). P yMapping
Option_ wExclude:= (dot11Exclude_
Implemented import Unencrypted)
(false)
Rx_Frame Rx_Frame
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Process Validate_ MPDU

Rx_Frame

oo = oo
|

I Save time of Rx
~ jend as reference
1 ifor start of IFS.

validate_rx_2c(2)

|
1
1
Accumulate PhyRxEnd._ 1 Rts timeout 1
ﬁza’ggﬁte) - 1octet into Mpdu indication i based on : o
| 1and CRC check. (status) ! rate of Rts. i
| : T
e e Y ! | ]
1 Save arrival time pdu:= H _ _ - 1
- +of first octet of pdu // - Lcrzs‘z s ) gg&%; 3 ftype(pdu) I
| 1{what may be a} mkstring(v), ' i
| (PSR, else ;
| i
i dRts:=dUsec( | |
i (2*aSifsTime)+ | -
: (2*aSlotTime)+
: {true) else (no_error)
| .
1 . calcDur(rxRate,
¢ startTs:= k= k+1 stuffiaMpdu_
now-D1 (false) DurationFactor,
sAckCtsLng) +
= o) aPlcpHdrLength +
aPreambleLength))
protocol_ g
Ver(pdu)
else
(false) (=sVersion)
—
set
- Rx_Error (now+dRts,
(true) Trts)
(false)
----------- N i
Z:%?eaéa‘tgngrig:te :___ E\Z)il;):i%?\d'— CcErr= pdu:=substr | _|(rxLength -
excess octets. : (status) IB(BE) gl 0, : siietng))
___________ I
___________ a P SR g
Save time of Rx ! - : : I Drop FCS field from
end as reference |-~ iggﬁa export(cErr) (L::n%%;si + | frame before passing
for start of IFS. 1 up for filtering.
___________ T il ] i o, A
Optionimplemented
and wepBit(pdu)
(false)
UseEifs RxMpdu startTs, RxMpdu startTs,xRate,
(endRx) ) {pdu, — rxRate, (pdu, — wExclude, wDefault,
| endRx, Aot endRx, wKeyMap)
% 5 % T
N [ —— S,
: 1 Eifs based
mRxA:=false | « qon the lowest
1 basic rate.
! Assumed to
| be the first
-I_a'__t_t_h_t___| telement of
ndicate tha mBrates.
reception is k-~ export(mRxA) i
not in progress.
Rx_Idie

460
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Process Filter_MPDU

pre_filter_1d(4)

dcl exported cDup as dot11FrameDuplicateCount,
cMc as dot11MulticastReceivedFrameCount,
cRx as dot11ReceivedFragmentCount Counter32:=0 ;

[— I
[ o
l )
[ !
dPsp:=dUsec( mBrates)), )
aSifsTime+calc_ |— stuff(@MpduDuration_
Dur(first(import( Factor, sAckCtsLng
+ aPlcpHdrLength)
+ aPreambleLength))
cache:= i Initialize tuple cache
clearTuple - -1 for duplicate filtering.
Cache(cache) 1 Cache capacity is set
: by "tupleCacheSize"
1 but a specific size
1is not specified.
Fiter ide |
RxMpdu / startTs,rxRate,
ResetMac (pdu, wExclude,wDefault,
endRx, wKeyMap)
= I
dAck:= (duriD{pdu) > 32767)
if (moreFrag t——then dUsec(durid{pdu))
{pdu) = 1) and else O fi
.égtﬁe_r_P;);vér- i ‘: Psindicate
management  _— (addr2(pdu), — pwrmgt{pdu))
info from all |
valid frames. | I
dNav:=dUsec
(durld(pdu)),
SrC:= misc

(true)

;AP, check
-:all frames, 2
pages ahead.

|
e S e — —— -

a
1
]
|
|
|
|
I
S

SetNav

Filter_Id

{endRx,
dNav, src)

mActing_
AsAp)

_: Frames with toDs=1 ignored by non-APs,

5 “lexcept Duration/Id field for Nav update.

imported mBrates Ratestring,
mBssid MacAddr,

mCfp Boolean,
dot11GroupAddresses MacAddrSet,
mibss Boolean,

mSsid Octetstring,

aStationld MacAddr ;

dcl cache TupleCache ;

dcl dup, myBss Boolean ;

dcl dNav, dPsp, dAck Duration ;
dcl endRx, strTs Time ;

dcl pdu Frame ;

dcl rxRate Rate ;

dcl src NavSrc ;

dcl wDefault KeyVector ;

dcl wExclude Boolean ;

dcl wKeyMap KeyMapArray ;

/* This process filters valid received
frames by destination address, and
Bssld for group destination addresses.
This process also maintains received
pdu counters and the tuple cache for
detecting duplicated unicast frames.

A\

Data and management frames which
need acknowledgement cause a
NeedAck signal to Protocol_Control
as well as an RxMpdu to Defragment.
Piggybacked CfAcks cause RxCfack
signals, and CfPolls cause RxCfpoll
signals to Protocol_Control. If an
RxCfPoll is sent for a Data+CfPoll

or Data+CfPoll+CfAck, the NeedAck
has to reach TxCoord during the Sifs.
(The data frame report cannot serve
this purpose because the payload may
be a non-final fragment.)

Duration and Cfp duration remaining
are reported to Channel_State, and

power save mode is reported to Mime. */
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Process Filter_MPDU

filter_sta_2b(4)

0 Report probe
requests only
|when in |bss.

(false) ~ Jftue) | TTTTTTTTTTC
(probe_req)
sCfPollable Filter_ldle fype
(pdu)
(false) (true) (beacon) (cfend, | else
cfend_ack
and ssid(pdu) =
import(mSsid)
and capB(pdu)=clbss
startTs, RxIndicate ClearNav
ftype(pdu) rxRate, (pdu, N (cfend_
wExclude, endRx, ] Other)
else (cfack, whefault, ! else
data_ack, _WKeyMap) i
cfpoll_ack, | dNav:=
data_poll_ack, Filter_Idle 1| dUsec(cfDur_
cfend_ack) ' Rem(pdu))
]
i
I i Unsolicited Report Ibss beaconi ! SetNav
RxCfAck — 1 RxCfAck with own Ssid but ! (endRx,dNav Filter_Idle
(addr2(pdu))| 4 i signals are other Bssld, for use! cfpOther)
lgnored based on TSF age. . |
If addrt (RA) is |
group address, :---
check the Bssid. ¢
"""""" (false)
= (if frDs(pdu)=1 src:=if ns= import
then addr2(pdu) ftype(pdu) then (dot11Mac_
else addr3(pdu) fi) its else src fi Address)
BcAddr or .
s import(aGro_ I(EKI)BOSEI d)
i upAddresses)
: =t
(e L S S R S
| 'Check for T Ensure that
« 4 beacon from - durld(pdu) - - Cfpoll comes
1another BSS. else 1 from own Bss.
""""""""" : (false) (true) £
___________ L 51159) e I
Rx broadcast | | dNavi= I I Update Nav
or multicast, : + Filter_ldle dPs 4 L |- 4 for PS-Poll " ftype(pdu)
2 pages ahead. | | 2 1 Ack Dur/ld
___________ l ,ﬁeld is AID. cipoll,
___________ : TTTTTTeTT fpoll_ack,
Ignore frames p SetNav data_poll,
addressed to . (endRx, data_poll_

other groups i- dNav, src) ack)
in this BSS. '
___________ H 1
____________ 0 S S
Update Nav using : RxCfPoll [ Only report
Duration/ID value ! s Filter_ldie (endRx, -=a cfpoll from
from frames to all 1 xRate) ! unicast to sta.
other stations. | MYY—— | g teemceeeo-.
Else caseis for
Durld=32768 Y e T = v
in the CF period. ' Rx directed
__________________ frame to sta,
|2 pages ahead.
462 Copyright © 1999 IEEE. All rights reserved.




MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

ANSI/IEEE 802.11, 1999 Edition

Process Filter_MPDU

All frames to

P& A S S
'

Receive probe
- 4request at AP
| Ithe same as at
i Ibss station.

filter_ap_3a(4)

AP are directed
except probe_req.

I
|-
[
|

M

‘ import
(dot11_

durid(pdu)
(1: (491563: else
32767) 51159)
“Navto cover | e
PS-Poll Ack L dF?""
when DuriD ! sp
field is SID. i
-G;;d—at-e_r\fa_v" i SetNav
using value (endRx,
in Duration/ID dNav, src)

directed to all
other stations.
Else case is for
Durld=32768 !
in the CF period.

1
___________ Fl

1
[}
L
I
field of frames |
I
I
[}
1
I

Filter_idle

(false) MacAddress)
(false)
ftype(pdu)
else
(data_ack,
cfend_ack,
cfack)
RxCfAck |
(addr2(pdu))
src:=if rts=
ftype(pdu) then
s else src fi

]
]
]
]
]
1
[}
]
[}
[}
¢
]
]
]
]
]
1
1
[}
[}
[}
[}
.

ClearNav
{cfend_
Other)

else

dNav:=

dUsec(cfDur_
Rem(pdu))

SetNav
{endRx,dNav
cfpOther)

Filter_ldie

else
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Process Filter_MPDU

) Report incoming
! directed frames,

rincluding all

: received frames
.accepted at AP.

report_rx_4a(4)

0 Report incoming

- ) group-addressed

|frames at station.

Countalivaid 1 [ | 77T - i (Count all vaiid
directed frames L--{ cRx:= inc(cRx) CRx:=inc(cRx). | | _Tproadcast and
{o this sta, even | cMc:= inc{cMc) | multicast frames
those that will | ]  to this sta, even
be discarded those that will
as duplicates E E be discarded
or due to WEP. export ,due to WEP.
___________ 3 export(cRx) (R, cMc) e

i il ftype(pdu)

(cfend,
(=1) (=0) (beacon) else cfend_ack)
searchTupleCache
dup= | (cache, addr2(pdu), gﬁi?;s"s)
seq(pdu), frag(pdu})
dNav:=
dup dUsec(cfDur_
Rem(pdu))
(true) (false)
SetNav
cDup:=
inc(cDup) (C‘::gsRsx)'dNa"
RxMpdu startTs, startTs,
export(cDup) (pdu, — rxRate, rxRate,
endRx, wEXxciude, wExclude,
wDefault, wDefauit,
L wKeyMap) wKeyMap)

Ps-Poll is on
else path (as
control frame)
to allow ack
or data as the
response from

Filter_Idle

protocol ctl. NeedAck 0 Directed Atim frames must
___________ (addr2(pdu), | - - ; be acknowledged, but may be
endRx,dAck) |om|tted from cache, see 9.2.9.

“New cache én_tr;l updateTupleCache

if (addr2,seq) ', - cache:= |— (cache, addr2(pdu),

is not cached. 1 seq(pduy),frag(pdu),

If entry exists | endRx)

for (addr2,seq), ! 2

update time H

and fragment ! ;

number of entry. : Filter_ldle
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Process Defragment

cUndc as dot11WepUndecryptableCount,

dcl exported clerr as dot11WepicvErrorCount, BI
0;

(control)

auth) and
authSeqNum
{pdu)=3) and
import(
dot11Privacy_
Option_
Implemented)

Decrypt cExcl as dot11WepExcludedCount Counter32:=
dLife:= (dot11Max imported mCfp Boolean ;
dUsec( Receive imported dot11MaxReceiveLifetime Kusec;
import Lifetime)) imported procedure RC4 ; fpar PrngKey, Integer ;
returns Octetstring ;
export( dcl buf DefragArray ; B
clerr, cUndc, dcl dLife Duration ;
cExcl) dcl endRx, startTs Time ;
J dcl icvOk Boolean ;
2 dcl k Defragindex ;
I S ————— dcl keys DefragKeysArray ;
buf:= :Defragmentat:on dol prinfPriorit%l : ¥ Y
ArAge(buf, - -buffers forced dcl pdu, sdu Frame ;
now+dLife+1) 1empty using the dcl wExcl Boolean ;

Defrag_

Inactive

aging function.

I
[o e e T

dcl wDefault KeyVector ;
dcl wMap KeyMapArray ;

not import
(mDisable)

Defrag_
Idle

e e
1

mDisable=false

= --:when started

or joined Bss.

1
Vs e = min

RxMpdu /
{pdu,endRx,
startTs,rxRate,

wEXxc!,wDefault,
wMap)

asetype
(pdu)

wep_fiiter_1b(3)

RxMpdu

startTs,rxRate,
(pdu, wExcl,wDefault,
endRx, wMap)

1 When not in Bss
--1only pass beacon
and probe_rsp.

|
(P il

RxIndicate

(pdu,endRx, [— startTs,rxRate)

cUndc:=
inc(cUndc)

export(cUndc)

)

else (beacon;
probe_rsp)
dot11Privacy_
Option_

implemented)

cExcl:=
inc(cExcl)

export(cExcl)
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Process Defragment

wep_decrypt_2b(3)

Decrypt

(pdu,
icvOk,

wMap, sKey_
MappingLength,
wDefauilt)

(false)

else

Do not report 1
receipt of
data frames !
with lcv errors.

pmm—m—— e m——
I

fcv errors and
- -1 certain undecryptable
1 errors counted in

{auth)

RxIndicate

(pdu,endRx, startTs,rxRate)

——r—t

Authentication 1
chalienge resposnes }
with lcv errors 1
are reported, but |
Decrypt removes :
i
1
!
1
[}
1

e

payload so Auth
service is able
to distinguish

a bad key from
a non-response.
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Process Defragment

e e S T
]

Mpdu is not fragmented

and
(fragNum

- 5 or defragmentation is
| 1complete. (true) (pdu)=0))
S -
i [ '
: RxIndicate
< (pdu,endRx, — startTs,rxRate)
===
-~ :’l?miiéfM'pEG""
= L - — . of fragmented
arfree (buf) iMsdu. Find free
:buffer to begin
1 Msdu reception.
buf:=
ArAge
(buf,now)
buf:= k=
arAge | a%ree(buf)
(buf,now),

(false)

defragment_3c¢(3)

tIntermediate or
« 4 final Mpdu of
fragmented Msdu.

1
O A o

)
1
(false) :
3
k= 1 |addr2(pdu),
arSearch —— seqNum(pdu),
(buf, fragNum(pdu))

(false)

length
(buf(k)!rsdu) -
sMacHdrLng)

<= sMaxMsdulLng

buf(k)linUse:=
false

buf(k)!rCur:=
fragNum(pdu),

buf(k)irsdu:=
1 buf(k)!rsdu //
substr(pdu,

sMacHdrLng,

age

buf(k)tinUse:= addr2(pdu),
true, [—— buf(k)lrsn:=
buf(k)!rta:= seqNum(pdu)
buf(k)!rCur:= now + kUsec(
fragNum(pdu), f—import(dot11_
buf(k)!reol:= MaxReceive_
I Lifetime))
!
LG N v 5V
i B wDefault,
keys(k)!
wKeyMap:=
wMap,
keys(k)!
wExclude:=
wExcl

(false)

length(pdu)-
sMacHdrLng)

rpdu:=
buf{k)trsdu,

buf(k)linUse:=
false

I Final fragment
1 if moreFrag=0,
1indicate Msdu.

,.______._
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Procedure Decrypt

fpar
infout pdu Frame,

infout icvOk Boolean,
in map KeyMapArray,:

| ——te

KeyMapArrayLength, .

in maplength

in kvec KeyVector ;

N
v

decrypt_1b(1)

dclicv Crc;

dcl iswds Boolean ;

dcl decryptLng, k, n Integer ;
dcl decryptStr Octetstring ;
dcl key PrngKey ;

key:=
kmap!
wepKey

or
kmap!wepOn
= faise

" e e dcl kmap KeyMap ;
| isWds:= I Test whether addr4 de
toDs(pdu) and | --1field is present. cibher
frDs(pdu) 1Only needed at AP. P
decryptLng:= sWepAddLng + o=
length(pdu) - sCrclng - if isWds initCrc
sMacHdrLng - then sWdsAddLng else G fi
if isWds then k=0,
sWdsAddLng n:=
else O fi sWepHdrlLng +
(true) IE
kmap:= (addr2(pdu), Decrypt by xor i pdu(n):=
R map, of payload with :—- = pdu(n) xor
maplength) decrypt string. 1 decryptStr(k)
ICV test value i [
nullAddr calculated from --- (Iig\c_ ﬁf(?f»
decrypted data. | b2
key:= kvec | __: l::lzgzgagl; Y ki=k+1,
Gebic(pdny) : keyld value. niingt

Concatenate 1 key:= key //
key with IV : == PrngKey!
from frame. 1 Iv{pdu)
——————————— 4 (data) (false)
anompislr= Undc. clerr:
call RC4 < = =
decryptLng) & (key, inc(cUndc) inc(clerr)
i
1
___________ : l I
Use RC4 PRNG & | pdu:= /I substr(pdu,
to generate an 'r i g:ieh_ export(cUndc) export(clerr) substr(pdu,0, —— sWepHdrLng,
decryptstring 1 ciphey sMacHdrLng) | | [decryptlng -
aslong asthe | ) | sCrelng)
MPDU payload | H——J :
' L e el fmm———————
g(';;the icv ! pdu:= 1If calculated . ! IRemove ICV
___________ 1 substr(pdu,0, |--1ICV not valid, icvOk:= true « qand IV fields
sMacHdrLng) 1discard frame 1 from MPDU,
! body, and 1 report decrypt
I | report error. tsuccess if ICV
B  result correct
. o tor selected
icvOk:= false | key value null.
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Annex D

(normative)

ASN.1 encoding of the MAC and PHY MIB

_= kkkkhkhhkkkhkkhkkhkhhkhkdkdhkdhkhkhdrhhdhdhhbhkdkhbhhkhbdhddbhkhbhhkhkdbdhkhhkhhkhkdhhkrrrrrhrrhdhkxd
-- * IEEE 802.11 Management Information Base
- Khkkkkhkkkhh kI hkkhk ok hkdkhhk bk hhkkhkkkhhhkdkhhkkkdhhdkhdhdhdhhbhhdkhkhdbikhhhhkhh
IEEE802dot11-MIB DEFINITIONS ::= BEGIN
IMPORTS

MODULE-IDENTITY, OBJECT-TYPE,

NOTIFICATION-TYPE, Integer32, Counter32 FROM SNMPv2-SMI

DisplayString , MacAddress, RowStatus,

TruthValue FROM SNMPv2-TC
MODULE-COMPLIANCE, OBJECT-GROUP,

NOTIFICATION-GROUP FROM SNMPv2-CONF
ifIndex FROM RFC1213-MIB;

—— hkkkhkhkhhkhkhkhkhhk kb kA kb hkkhkkkkk ok hkkkk ok kkkhkkhkkkkkkhkhkhkhkrr kb hhhhdhkhkhkhhkdhx
-- * MODULE IDENTITY
—_—— khkkkhkk kI A I A Ak kb kkhdkhkhkh ko hkdrhdkhkhhkkkddkdhhkhdhhhbdkbdhkdddkddkdkkdkdhkdhkh

ieee802dot11l MODULE-IDENTITY

LAST-UPDATED "9807080000Z"

ORGANIZATION "IEEE 802.11"

CONTACT-INFO

"WG E-mail: stds-802-1l@ieee.org

Chair: Vic Hayes
Postal: Lucent Technologies, Inc.
Zadelstede 1-10
Nieuwegein, Netherlands
3431 JZ
Tel: +31 30 609 7528
Fax: +31 30 231 6233
E-mail: vichayes@lucent.com

Editor: Bob O'Hara
Postal: Informed Technology, Inc.
1750 Nantucket Circle, Suite 138
Santa Clara, CA 95054 USAa
Tel: +1 408 986 9596
Fax: +1 408 727 2654
E-mail: bob@informed-technology.com”
DESCRIPTION
"The MIB module for IEEE 802.11 entities.
iso (1) .member-body (2) .us (840) .ieee802dot11(10036) "
::= { 1 2 840 10036 }

- khkkhkhkdkkdkkkkhkkhhkkhhkkkhkhhdkhdkdhhkhhhdhhhhkhhkdkddrdhrrbhAhdbkddrdrhkhkrhrhkdrhkdkhkdrhkk

-- * Major sections

—_— kd kA Ak A Ak Akhhkkdhkhkh kA hhhhkhkhkdkhhhhdkhkdArhrhdhhdkdbhhhkhkhkrhkdrrhhdhkhrkhhhhhkhdk

-- Station ManagemenT (SMT) Attributes
-- DEFINED AS "The SMT object class provides the necessary support at the
-- station to manage the processes in the station such that the
-- station may work cooperatively as a part of an IEEE 802.11 network.";
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dotllsmt OBJECT IDENTIFIER ::= {ieee802dotll 1}

-- dotllsmt GROUPS

-- dotllStationConfigTable

-- dotllAuthenticationAlgorithmsTable
-- dotllWEPDefaultKeysTable

-- dotllWEPKeyMappingsTable

-- dotllPrivacyTable

-- dotliSMTnotification

{dotllsmt 1}
{dot11smt 2}
{dot11smt 3}
{dot1llsmt 4}
{dotilsmt 5}
{dot1llsmt 6}

MAC Attributes
-- DEFINED AS "The MAC object class provides the necessary support

-- for the access control, generation, and verification of frame check

-- sequences, and proper delivery of valid data to upper layers.";

dotllmac OBJECT IDENTIFIER {ieee802dot11 2}

]

~-- MAC GROUPS

-- reference IEEE Std 802.1F-1993
-- dotllOperationTable := {dotllmac 1}
-- dotllCountersTable = {dotlimac 2}
-- dotllGroupAddressesTable ::= {dotlimac 3}

Resource Type ID
dotllres OBJECT IDENTIFIER
dotllresAttribute OBJECT IDENTIFIER

{ieee802dot11l 3}
{dotlires 1 }

f

PHY Attributes

-- DEFINED AS "The PHY object class provides the necessary support
-- for required PHY operational information that may vary from PHY
-- to PHY and from STA to STA to be communicated to upper layers."

dot1lphy OBJECT IDENTIFIER {ieee802dot11 4}

-- phy GROUPS

-- dotl1PhyOperationTable = {dotliphy 1}
-- dotllPhyAntennaTable = {dotliphy 2}
--  dotl11PhyTxPowerTable = {dotliphy 3}
-- dotl1PhyFHSSTable = {dotllphy 4}
-- dot11PhyDSSSTable = {dotlliphy 5}
-- dotl1PhyIRTable = {dotllphy 6}
-- dotllRegDomainsSupportedTable = {dotliphy 7}
-- dotllAntennasListTable = {dotliphy 8}

{dot11phy 9}
{dot1l1phy 10}

-- dotllSupportedDataRatesTxTable
-- dotllSupportedDataRatesRxTable

dhkkhkkdkkkdhdkhhhhhdkhkkkkhkhdhdhhhhhhkkkkhkhhhhdkhhkhkkhkkkhhdhdddrhrhkhkhkhkhkhdkds

*# Textual conventions from 802 definitions
Ahk I A A AT A A A A A A A kA Ak Ak kb dk Ak Ak khkhkhhkhk kb kkkkhkkkkkhkhhdhdhdrhhhkhrhkdhkhkhkhhdrx

WEPKeytype ::= OCTET STRING (SIZE (5))

dkdkkkdkhkdkhdkkhkhdhdhhkdkhhhhhdhdbhhhhhrdhdhhhkdkhhdbdddhdhhkhhhkdkhkrhhkdkhrkhkrakkhdk

* MIB attribute OBJECT-TYPE definitions follow

khkkkkhkhhkhkhhkkhkhhkdhhdkdhdhdhhdhdkhdhhhdhhdhrhhddhdhrddhrhhhhkdrdohkrhkdkrkrkdhdx

kkkkkkhkkhkkkkkhkkhkkhdhhhkhbkkbkkhkkdhkkkkkkhhkkhkhhkrkkdhhkhhhhhhkdhkhkhkhkhkrhkrxx

* SMT Station Config Table
IhAKAEA KT AA A A A ARk Akk Ak hkk ko kA Ak d bk hk kA kkkkkhkkdrdrhbhbrhbhhhdrhkkhkrdhh

dotliStationConfigTable OBJECT-TYPE
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SYNTAX SEQUENCE OF DotllStationConfigEntxry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Station Configuration attributes. In tablular form to
allow for multiple instances on an agent."
:= { dotllsmt 1 }

dotllStationConfigEntry OBJECT-TYPE

SYNTAX DotllStationConfigEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"An entry in the dotllStationConfigTable. It is
possible for there to be multiple IEEE 802.11 interfaces
on one agent, each with its unique MAC address. The
relationship between an IEEE 802.11 interface and an
interface in the context of the Internet-standard MIB is
one-to-one. As such, the value of an ifIndex object
instance can be directly used to identify corresponding
instances of the objects defined herein.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed

by ifIndex."

INDEX {ifIndex}
::= { dotliStationConfigTable 1 }

DotllStationConfigEntry ::=

SEQUENCE {
dotllStationID MacAddress,
dotliMediumOccupancyLimit INTEGER,
dotl1l1lCFPollable TruthvValue,
dot11CFPPerxriod INTEGER,
dot11CFPMaxDuration INTEGER,
dotllAuthenticationResponseTimeOut INTEGER,
dotllPrivacyOptionImplemented TruthValue,
dotllPowerManagementMode INTEGER,
dot1l1DesiredSSID OCTET STRING,
dot1llDesiredBSSType INTEGER,
dotllOperationalRateSet OCTET STRING,
dotllBeaconPeriod INTEGER,
dot11DTIMPexiod INTEGER,
dotllAssociationResponseTimeOut INTEGER,
dotllDisassociateReason INTEGER,
dotllDisassociateStation MacAddress,
dotllDeauthenticateReason INTEGER,
dotllDeauthenticateStation MacAddress,
dotllAuthenticateFailStatus INTEGER,

dotllAuthenticateFailStation

dotllStationID OBJECT-TYPE
SYNTAX MacAddress
MAX-ACCESS read-write
STATUS deprecated
DESCRIPTION

MacAddress }

"The purpose of dotllStationID is to allow a manager to identify
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a station for its own purposes. This attribute provides
for that eventuality while keeping the true MAC address
independent. Its syntax is MacAddress. The default value
is the station's assigned, unique MAC address."

::= { dotllStationConfigEntry 1 }

dot11MediumOccupancyLimit OBJECT-TYPE
SYNTAX INTEGER (0..1000)
MAX-ACCESS read-write
STATUS current

DESCRIPTION
"This attribute shall indicate the maximum amount of time,

in TU, that a point coordinator may control the usage of
the wireless medium without relinquishing control for long
enough to allow at least one instance of DCF access to the
medium. The default value of this attribute shall be 100,
and the maximum value shall be 1000."

::= { dotllStationConfigEntry 2 }

dot11CFPollable OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current

DESCRIPTION
"When this attribute is true, it shall indicate that the STA

is able to respond to a CF-Poll with a data frame within a
SIFS time. This attribute shall be false if the STA is not
able to respond to a CF-Poll with a data frame within a SIFS

time."
::= { dotllStationConfigEntry 3 }

dot11CFPPeriod OBJECT-TYPE
SYNTAX INTEGER (0..255)
MAX-ACCESS read-write
STATUS current

DESCRIPTION
"The attribute shall describe the number of DTIM intervals

between the start of CFPs. It is modified by
MLME-START.request primitive."

::= { dotllStationConfigEntry 4 }

dot11CFPMaxDuration OBJECT-TYPE
SYNTAX INTEGER (0..65535)
MAX-ACCESS read-write
STATUS current

DESCRIPTION
"The attribute shall describe the maximum duration of the CFP

in TU that may be generated by the PCF. It is modified by
MLME-START.request primitive."

::= { dotllStationConfigEntry 5 }
dotllAuthenticationResponseTimeOut OBJECT-TYPE
SYNTAX INTEGER (1..4294967295)

MAX-ACCESS read-write
STATUS current
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DESCRIPTICN
"This attribute shall specify the number of TUs that a
responding STA should wait for the next frame in the
authentication sequence."

::= { dotllStationConfigEntry 6 }

dotllPrivacyOptionImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute, when true, shall indicate that the IEEE
802.11 WEP option is implemented. The default value of
this attribute shall be false."

::= { dotliStationConfigEntry 7 }

dot1llPowerManagementMode OBJECT-TYPE

SYNTAX INTEGER { active(l), powersave(2) }

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute shall specify the power management
mode of the STA. When set to active, it shall indicate
that the station is not in power-save mode. When set
to powersave, it shall indicate that the station is
in power-save mode. The power management mode is
transmitted in all frames according to the rules
413 oI 53 e 20 ey S

::= { dotllStationConfigEntry 8 }

dot11DesiredSSID OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(0..32))

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute reflects the Service Set ID used
in the DesiredSSID parameter of the most recent
MIME Scan.request. This value may be modified
by an external management entity and used by the
local SME to make decisions about the Scanning process."

::= { dotllStationConfigEntry 9 }

dotllDesiredBSSType OBJECT-TYPE

SYNTAX INTEGER { infrastructure(l), independent(2), any(3) }

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute shall specify the type of BSS the
station shall use when scanning for a BSS with which
to synchronize. This value is used to filter Probe
Response frames and Beacons. When set to infrastructure,
the station shall only synchronize with a BSS whose
Capability Information field has the ESS subfield set
to 1. When set to independent, the station shall only
synchronize with a BSS whose Capability Information
field has the IBSS subfield set to 1. When set to
any, the station may synchronize to either type of
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Bss."
55 dotllStationConfigEnt 10
gkntry

dotllOperationalRateSet OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(1..126))

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute shall specify the set of data rates
at which the station may transmit data. Each octet
contains a value representing a rate. Each rate
shall be within the range from 2 to 127,
corresponding to data rates in increments of
500 kb/s from 1 Mbit/s to 63.5 Mbit/s, and shall be
supported (as indicated in the supported rates
table) for receiving data. This value is reported in
transmitted Beacon, Probe Request, Probe Response,
Association Request, Association Response,
Reassociation Request, and Reassociation Response
frames, and is used to determine whether a BSS
with which the station desires to synchronize is
suitable. It is also used when starting a BSS,
as specified in 10.3."

::= { dotllStationConfigEntry 11 }

dotllBeaconPeriod OBJECT-TYPE

SYNTAX INTEGER (1..65535)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute shall specify the number of TUs that a
station shall use for scheduling Beacon transmissions.
This value is transmitted in Beacon and Probe Response
frames."

::= { dotllStationConfigEntry 12 }

dot11DTIMPeriod OBJECT-TYPE

SYNTAX INTEGER(1..255)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute shall specify the number of beacon
intervals that shall elapse between transmission of
Beacons frames containing a TIM element whose DTIM
Count field is 0. This value is transmitted in
the DTIM Period field of Beacon frames."

::= { dotliStationConfigEntry 13 }

dotllAssociationResponseTimeOut OBJECT-TYPE

SYNTAX INTEGER(1..4294967295)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute shall specify the number of TUs that a
requesting STA should wait for a response to a
transmitted association-request MMPDU."

::= { dotllStationConfigEntry 14 }

dotllDisassociateReason OBJECT-TYPE
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SYNTAX INTEGER{O..65535)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute holds the most recently transmitted
Reason Code in a Disassociation frame. If no
Disassociation frame has been transmitted,
the value of this attribute shall be 0.”

REFERENCE “ISO/IEC 8802-11:1999, 7.3.1.7"
::= { dotliStationConfigEntry 15 }

dotllDisassociateStation OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute holds the MAC address from the
Address 1 field of the most recently transmitted
Disassociation frame. If no Disassociation frame has
been transmitted, the value of this attribute
shall be 0."

::= { dotllStationConfigEntry 16 }

dotllDeauthenticateReason OBJECT-TYPE

SYNTAX INTEGER(O..65535)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute holds the most recently
transmitted Reason Code in a Deauthentication frame.
If no Deauthentication frame has been transmitted, the
value of this attribute shall be 0."

REFERENCE “ISO/IEC 8802-11:1999, 7.3.1.7"
::= { dotllStationConfigEntry 17 }

dotllDeauthenticateStation OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute holds the MAC address from the Address 1
field of the most recently transmitted Deauthentication frame.
If no Deauthentication frame has been transmitted,
the value of this attribute shall be 0."

::= { dotllStationConfigEntry 18 }

dotllAuthenticateFailStatus OBJECT-TYPE

SYNTAX INTEGER(0..65535)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute holds the most recently
transmitted Status Code in a failed Authentication frame.
If no failed Authentication frame has been transmitted, the
value of this attribute shall be 0."

REFERENCE “ISO/IEC 8802-11:1999, 7.3.1.9"
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::= { dotllStationConfigEntry 19 }

dotllAuthenticateFailStation OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute holds the MAC address from the
Address 1 field of the most recently transmitted
failed Authentication frame. If no failed Authentication
frame has been transmitted, the value of this attribute
shall be 0."

::= { dotllStationConfigEntry 20 }

hhkhkhhhkkrhkhhdkhh kA A AR AR RIAKR I AR A AR IR Ak IR A A Ak dkh kb ko kdkkkkxkd

=0 1 End of dotllStationConfig TABLE

hhkkhhhkhkkkhkkhhkkdohkhkkhkhkhkhkhkkkhAhddhkddhhhhdhkhdhhrhrdhhddhhkhhbrhdrhhkkkdhhkdrkdkd

Fhhkkhkkhkhkkkkdkhhkhkdhhkdhdhhkhkdhkdhddhdhhdhdhdhdhddddhdbdhhhdhbrhkdhrdhdhrdbhdrhhhkddhd

-- * AuthenticationAlgorithms TABLE
hhhkhkhkhk Rk h kT k kR k kA kA Ak Ak hhkhdrhdbrdr kb dhkkdhhdkkhhdhhkrkkhkkkxkk
dotilAuthenticationAlgorithmsTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllAuthenticationAlgorithmsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"This (conceptual) table of attributes shall be a set of
all the authentication algorithms supported by the
stations. The following are the default values and the
associated algorithm:
Value = 1: Open System
Value = 2: Shared Key"
REFERENCE "ISO/IEC 8802-11:1999, 7.3.1.1"
:= { dotllsmt 2 }

dotllAuthenticationAlgorithmsEntry OBJECT-TYPE
SYNTAX DotllAuthenticationAlgorithmsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An Entry (conceptual row) in the Authentication
Algorithms Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex.*

INDEX { ifIndex,
dotllAuthenticationAlgorithmsIndex}
::= { dotllAuthenticationAlgorithmsTable 1 }

Dot1lAuthenticationAlgorithmsEntry ::= SEQUENCE {
dotllAuthenticationAlgorithmsIndex Integer32,
dotllAuthenticationAlgorithm INTEGER,

dot1lAuthenticationAlgorithmsEnable TruthValue }

dotllAuthenticationAlgorithmsIndex OBJECT-TYPE
SYNTAX Integer32
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MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The auxiliary variable used to identify instances
of the columnar objects in the Authentication Algorithms Table."
::= { dotllAuthenticationAlgorithmsEntry 1 }

dotllAuthenticationAlgorithm OBJECT-TYPE

SYNTAX INTEGER { openSystem (1), sharedKey (2) }

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute shall be a set of all the authentication
algorithms supported by the STAs. The following are the
default values and the associated algorithm.
Value = 1: Open System
Value = 2: Shared Key"

::= { dotllAuthenticationAlgorithmsEntry 2 }

dotllAuthenticationAlgorithmsEnable OBJECT-TYPE

SYNTAX Truthvalue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute, when true at a station,
shall enable the acceptance of the authentication
algorithm described in the corresponding table
entry in authentication frames received by the
station that have odd authentication sequence numbers.
The default value of this attribute shall be 1 for
the Open System table entry and 2 for all other table entries."

::= { dotllAuthenticationAlgorithmsEntry 3 }

hkhkkkhhkhhhk kA Ak bk k ok ko k ok ko kkhkkkkhk ko kkk ko kkkk kb h ok kkk ko kkkkkrkrhkhxdx

-- % End of AuthenticationAlgorithms TABLE

hhkkhhk Ak Rk r R kR A IRk A AT A Ik A kI A A IR A A ARk ko kk ke kkkkkkkkhkdkkkrkd
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-- * WEPDefaultKeys TABLE
dhkhkhkdhkkhkkhkhhhkhkdkhkhkhkkdkhdkhkkhkhhhhdhhhdkdhdodhkhrhbhdhhdhdhbbhhhhkkhbhhhhbidbdkkhkhkhkhk
dot11WEPDefaultKeysTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllWEPDefaultKeysEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Conceptual table for WEP default keys. This table shall
contain the four WEP default secret key values
corresponding to the four possible KeyID values. The WEP
default secret keys are logically WRITE-ONLY. Attempts to
read the entries in this table shall return unsuccessful
status and values of null or zero. The default value of
each WEP default key shall be null."

REFERENCE "ISO/IEC 8802-11:1999, 8.3.2"
::= { dotlismt 3 }

dot11WEPDefaultKeysEntry OBJECT-TYPE
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SYNTAX DotllWEPDefaultKeysEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An Entry (conceptual row) in the WEP Default Keys Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex, dotllWEPDefaultKeyIndex}
::= { dotllWEPDefaultKeysTable 1 }

Dot 11WEPDefaultKeysEntry ::= SEQUENCE {
dot11WEPDefaultKeyIndex INTEGER,
dot11WEPDefaultKeyValue WEPKeytype}

dot11WEPDefaultKeyIndex OBJECT-TYPE
SYNTAX INTEGER (1..4)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The auxiliary variable used to identify instances
of the columnar objects in the WEP Default Keys Table.
The value of this variable is equal to the WEPDefaultKeyID + 1"
::= { dotllWEPDefaultKeysEntry 1 }

dot11WEPDefaultKeyValue OBJECT-TYPE
SYNTAX WEPKeytype
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"A WEP default secret key value."
::= { dotllWEPDefaultKeysEntry 2 }

khkhkkhkhkhkhhhkkhkhkhhkdhkhddhhkhhkrhhdkdhhhkdhhkhhrhkhdkhkhkkkhkkhkkkdkdkhkrrkrhihd

== £ End of WEPDefaultKeys TABLE

Thkhkhkkhkrkhkkhkkkkkhhhkkhkhkkkdkkhdkhhhhdhhkhdrrhkrhbhhhkhkhhkkdddbhhkbhkhkkddrkthhd

kkkkkkhkkhhkkdhkdhhdhhdhhdhdhdhdhdhdhkdhdrhbhdhdhkdddbdrdrbdrdbhdhdbhdhhhhkkkkkhkkkd

i WEPKeyMappings TABLE
2 X2 2228282222222ttt s st a s s s i s s i sl st s s i a2 e ass s
dot11WEPKeyMappingsTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllWEPKeyMappingsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Conceptual table for WEP Key Mappings. The MIB supports
the ability to share a separate WEP key for each RA/TA
pair. The Key Mappings Table contains zero or one entry
for each MAC address and contains two fields for each
entry: WEPOn and the corresponding WEP key. The WEP key
mappings are logically WRITE-ONLY. Attempts to read the
entries in this table shall return unsuccessful status and
values of null or zero. The default value for all WEPOn
fields is false."
REFERENCE "ISO/IEC 8802-11:1999, 8.3.2"
::= { dotllsmt 4 }
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dot11WEPKeyMappingsEntry OBJECT-TYPE
SYNTAX DotllWEPKeyMappingsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An Entry (conceptual row) in the WEP Key Mappings Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex, dotllWEPKeyMappingIndex}
::= { dotllWEPKeyMappingsTable 1 }

Dot 11WEPKeyMappingsEntry ::= SEQUENCE {
dot11WEPKeyMappingIndex Integer32,
dot11WEPKeyMappingAddress MacAddress,
dot 11WEPKeyMappingWEPOR TruthValue,
dot11WEPKeyMappingValue WEPKeytype,

dot 11WEPKeyMappingStatus RowStatus }

dot11WEPKeyMappingIndex OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The auxiliary variable used to identify instances
of the columnar objects in the WEP Key Mappings Table."
::= { dotllWEPKeyMappingsEntry 1 }

dot11WEPKeyMappingAddress OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"The MAC address of the STA for which the values from this
key mapping entry are to be used."

::= { dotllWEPKeyMappingsEntry 2 }

dot 11WEPKeyMappingWEPOn OBJECT-TYPE

SYNTAX TruthvValue

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"Boolean as to whether WEP is to be used when communicating
with the dotllWEPKeyMappingAddress STA."

::= { dotllWEPKeyMappingsEntry 3 }

dot11WEPKeyMappingValue OBJECT-TYPE
SYNTAX WEPKeytype
MAX-ACCESS read-create
STATUS current
DESCRIPTION
"A WEP secret key value."
::= { dotllWEPKeyMappingsEntry 4 }

dot11WEPKeyMappingStatus OBJECT-TYPE

SYNTAX RowStatus
MAX-ACCESS read-create
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STATUS current

DESCRIPTION
"The status column used for creating, modifying, and
deleting instances of the columnar objects in the WEP key
mapping Table."

DEFVAL {active}
::= { dotl1WEPKeyMappingsEntry 5 }

—— hkkkkkkhkkdhkkhkhkkkhhkhkhkhhkhdkhhdkhkhkdbdkhdhddhdhhhdhdhdbhddhhhhrbhdkhhkdhkhkkkhkkk

== & End of WEPKeyMappings TABLE

_e kEkk KA AA KA I A AR I A A AT A AT AA AT AT AR AR AT AR Ak kT A dhh bk bk ok k ko kkkkkdkhkkkhhkhkxhhkkx
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== K dotllPrivacyTable TABLE

dhkdkhkhhkhkkkkhkhkdkhhkhkhkddkdhhhkhhddkkkkhkdkdkhhhhkkkkdhkhhhhkhhkdrdhkdhhdhhbdrkhrdkkdk

dotllPrivacyTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllPrivacyEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"Group containing attributes concermed with IEEE 802.11
Privacy. Created as a table to allow multiple
instantiations on an agent."

::= { dotllsmt 5 }

dotllPrivacyEntry OBJECT-TYPE
SYNTAX DotllPrivacyEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTICN
"An entry in the dotllPrivacyTable Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex}
::= { dotllPrivacyTable 1 }

Dot1lPrivacyEntxy ::= SEQUENCE {
dotllPrivacyInvoked TruthValue,
dot11WEPDefaultKeyID INTEGER,
dot11WEPKeyMappingLength INTEGER,
dot11ExcludeUnencrypted TruthValue,
dot11WEPICVErrorCount Counter32,
dot 11WEPExcludedCount Counter32}

dotllPrivacyInvoked OBJECT-TYPE

SYNTAX Truthvalue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"When this attribute is true, it shall indicate that the IEEE
802.11 WEP mechanism is used for transmitting frames of type
Data. The default value of this attribute shall be false."

::= { dotllPrivacyEntry 1 }

dot11WEPDefaultKeyID OBJECT-TYPE
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SYNTAX INTEGER (0..3)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute shall indicate the use of the first,
second, third, or fourth element of the WEPDefaultKeys
array when set to values of zero, one, two, or three. The
default value of this attribute shall be 0."

REFERENCE "ISO/IEC 8802-11:1999, 8.3.2"

::= { dotllPrivacyEntry 2 }

dot11WEPKeyMappingLength OBJECT-TYPE
SYNTAX INTEGER (10..4294967295)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The maximum number of tuples that dotllWEPKeyMappings can hold."
REFERENCE "ISO/IEC 8802-11:1999, 8.3.2"
::= { dotllPrivacyEntry 3 }

dot1llExcludeUnencrypted OBJECT-TYPE
SYNTAX Truthvalue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"When this attribute is true, the STA shall not indicate at
the MAC service interface received MSDUs that have the WEP
subfield of the Frame Control field equal to zero. When this
attribute is false, the STA may accept MSDUs that have the WEP
subfield of the Frame Control field equal to zero. The default
value of this attribute shall be false."

::= { dotllPrivacyEntry 4 }

dot11WEPICVErrorCount OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This counter shall increment when a frame is received with the
WEP subfield of the Frame Control field set to one and the value
of the ICV as received in the frame does not match the ICV value
that is calculated for the contents of the received frame."

::= { dotllPrivacyEntry 5 }

dot11WEPExcludedCount OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This counter shall increment when a frame is received with the
WEP subfield of the Frame Control field set to zero and the value
of dotllExcludeUnencrypted causes that frame to be discarded."

::= { dotllPrivacyEntry 6 }

—— hhkhkkhkdkkhhhkhkhkhkhkrhkkkkhkkhhkkrkkhkkhkkhkdhk kA kA hdhkhhhhrhhhkkdrhkhhkhkkkkkdikdkrx

== End of dotllPrivacy TABLE

—— hkkkkhkhkh Ak kA kkkkhkhkkkhkhkkhkkdddhdhdhdhhhhdhdrdhhkdbbhdhhdrhrdhdhddhhhddhddhhkdkd
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- * SMT notification Objects
—— kdkdhkhkkkkkkkhkkhkkdkkkhkhkhkhkhhkhdhkhhhhhkdhdhhhhdhhhhddbddhhkhdbdhdhkdkhdhbhhkhkhkhkdhkhhkdk

dotl1SMTnotification OBJECT IDENTIFIER ::= { dotllsmt 6 }

dotllDisassociate NOTIFICATION-TYPE

OBJECTS { ifIndex, dotllDisassociateReason,
dotllDisassociateStation }

STATUS current

DESCRIPTION
"The disassociate notification shall be sent when the STA

sends a Disassociation frame. The value of the notification
shall include the MAC address of the MAC to which the
Disassociation frame was sent and the reason for

the disassociation.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed

by ifIndex."
::= { dotliSMTnotification 0 1 }

dotllDeauthenticate NOTIFICATION-TYPE

OBJECTS { ifIndex, dotllDeauthenticateReason,
dotllDeauthenticateStation }

STATUS current

DESCRIPTION
"The deauthenticate notification shall be sent when the STA

sends a Deauthentication frame. The value of the notification
shall include the MAC address of the MAC to which the
Deauthentication frame was sent and the reason for the
deauthentication.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed

by ifIndex."
::= { dotliSMTnotification 0 2 }

dotllAuthenticateFail NOTIFICATION-TYPE

OBJECTS { ifIndex, dotllAuthenticateFailStatus,
dotllAuthenticateFailStation }

STATUS current

DESCRIPTION
"The authenticate failure notification shall be sent

when the STA sends an Authentication frame with a
status code other than ‘successful.’ The value of

the notification shall include the MAC address of the
MAC to which the Authentication frame was sent and the
reason for the authentication failure.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed

by ifIndex."

::= { dotllSMTnotification 0 3 }
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= % End of SMT notification Objects

*hARKK I A I AR IR I Ak Ak kA heh ok hkkkkkkhkddhk kb hhhhkhhhkhhhkdbokhrkhhkkkkkkhkrkrkkh
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-- * MAC Attribute Templates
hhkhhhkhkhkhkhkhkhhhkkrkdkkhrhhkhhkhkhkkhkkhkhhkhkhkhhhkddhkhhhhdkkkhxkrkkkkdrhkkrhkkrhdk

hhkhkkhkkkhkhhkhkkhkkkkhhhdhhhhhkrhhkkkdkkhhkhhkdhkrhkhdhkddkhkrkrkhkkhkkdrAkkkrkhkhrdkrdid

S dotllOperationTable TABLE
hhkhkhkhkdkhkkhhkkdkhkkhhdkhkdhhkhkhkrhhkkkdhhkdd A hkdrhkhhdbhhhddhkhdhhhkddkhhkhkhhkkkhkrhkrrhd
dotllOperationTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllOperationEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Group contains MAC attributes pertaining to the operation
of the MAC. This has been implemented as a table in order
to allow for multiple instantiations on an agent."

:= { dotlimac 1 }

dotllOperationEntry OBJECT-TYPE
SYNTAX DotllOperationEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry in the dotllOperationEntry Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex}
:= { dotliOperationTable 1 }

Dot1lOperationEntry ::= SEQUENCE {

dot11MACAddress MacAddress,
dot11RTSThreshold INTEGER,
dotllShortRetryLimit INTEGER,
dotllLongRetryLimit INTEGER,
dotllFragmentationThreshold INTEGER,
dot11MaxTransmitMSDULifetime INTEGER,
dotl1MaxReceiveLifetime INTEGER,
dotllManufacturerID DisplayString,
dot11ProductID DisplayString}

dot11MACAddress OBJECT-TYPE
SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Unique MAC Address assigned to the STA."
::= { dotllOperationEntry 1 }

dot11RTSThreshold OBJECT-TYPE
SYNTAX INTEGER (0..2347)
MAX-ACCESS read-write
STATUS current
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DESCRIPTION

"This attribute shall indicate the number of octets in an MPDU,
below which an RTS/CTS handshake shall not be performed. An
RTS/CTS handshake shall be performed at the beginning of any
frame exchange sequence where the MPDU is of type Data or
Management, the MPDU has an individual address in the Addressl
field, and the length of the MPDU is greater than

this threshold. (For additional details, refer to Table 21 in
9.7.) Setting this attribute to be larger than the maximum
MSDU size shall have the effect of turning off the RTS/CTS
handshake for frames of Data or Management type transmitted by
this STA. Setting this attribute to zero shall have the effect
of turning on the RTS/CTS handshake for all frames of Data or
Management type transmitted by this STA. The default value of
this attribute shall be 2347."

::= { dotllOperationEntry 2 }

dotllShortRetryLimit OBJECT-TYPE

SYNTAX INTEGER (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"This attribute shall indicate the maximum number of
transmission attempts of a frame, the length of which is less
than or equal to dotllRTSThreshold, that shall be made before a
failure condition is indicated. The default value of this
attribute shall be 7."

::= { dotllOperationEntry 3 }

dotllLongRetryLimit OBJECT-TYPE

SYNTAX INTEGER (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"This attribute shall indicate the maximum number of
transmission attempts of a frame, the length of which is
greater than dotl1RTSThreshold, that shall be made before a
failure condition is indicated. The default value of this
attribute shall be 4."

::= { dotllOperationEntry 4 }

dot1lFragmentationThreshold OBJECT-TYPE

484

SYNTAX INTEGER (256..2346)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"This attribute shall specify the current maximum size, in
octets, of the MPDU that may be delivered to the PHY. An MSDU
shall be broken into fragments if its size exceeds the value
of this attribute after adding MAC headers and trailers. An
MSDU or MMPDU shall be fragmented when the resulting frame has
an individual address in the Addressl field, and the length of
the frame is larger than this threshold. The default value
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for this attribute shall be the lesser of 2346 or the
aMPDUMaxLength of the attached PHY and shall never exceed the
lesser of 2346 or the aMPDUMaxLength of the attached PHY. The
value of this attribute shall never be less than 256."

::= { dotllCperationEntry 5 }

dotllMaxTransmitMSDULifetime OBJECT-TYPE
SYNTAX INTEGER (1..4294967295)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The MaxTransmitMSDULifetime shall be the elapsed time in TU,
after the initial transmission of an MSDU, after which further
attempts to transmit the MSDU shall be terminated. The default
value of this attribute shall be 512."

::= { dotllOperationEntry 6 }

dotllMaxReceiveLifetime OBJECT-TYPE
SYNTAX INTEGER (1..4294967295)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The MaxReceiveLifetime shall be the elapsed time in TU,

after the initial reception of a fragmented MMPDU or MSDU,

after which further attempts to reassemble the MMPDU or

MSDU shall be terminated. The default value shall be 512."
::= { dotllOperationEntry 7 }

dotllManufacturerID OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The ManufacturerID shall include, at a minimum, the name
of the manufacturer. It may include additional
information at the manufacturer's discretion. The default
value of this attribute shall be null."

::= { dotllOperationEntry 8 }

dot11ProductID OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The ProductID shall include, at a minimum, an identifier
that is unique to the manufacturer. It may include
additional information at the manufacturer's discretion.
The default value of this attribute shall be null."

::= { dotllOperationEntry 9 }

—— khkhk kA Ak A A AT A A I A I AR I I I A KA A AT I AA AT A AT A AT A ATk Ak hkkkhkk Ak ke kR khkkhhdhd

=5 End of dotllOperationEntry TABLE
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Kkhkhkdkkdkhkdkhkhdrdhhkdhhkdkhdhhdhdhhhdhhdhhdrdhdddhddhhdbdhdhhdhhhhhkd bk hkkrkkhrkkrkkhd

dotllCounters TABLE
dhkhkkdkhhkdkdhhhkhkdrdhdbdbhrhhdh kb hdhrhhkhdkddddkdhhhhhhhhkhdhkrhkkhdhrhkhrrddhddhkikit

dotllCountersTable OBJECT-TYPE

R

SYNTAX SEQUENCE OF DotllCountersEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Group containing attributes that are MAC counters.
Implemented as a table to allow for multiple

instantiations on an agent."

{ dotllmac 2 }

dotllCountersEntry OBJECT-TYPE

SYNTAX DotllCountersEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An entry in the dotllCountersEntry Table.

ifIndex - Each 802.11 interface is represented by an

ifEntry.
by ifIndex."

INDEX {ifIndex}

{ dotliCountersTable 1 }

Interface tables in this MIB module are indexed

DotllCountersEntry ::= SEQUENCE {
dot1lTransmittedFragmentCount Counter32,
dotllMulticastTransmittedFrameCount Counter32,
dotllFailedCount Counter32,
dotllRetryCount Counter32,
dotllMultipleRetryCount Counter32,
dotllFrameDuplicateCount Counter32,
dot11RTSSuccessCount Counter32,
dot11RTSFailureCount Counter3z,
dot11ACKFailureCount Counter32,
dot11lReceivedFragmentCount Counter32,
dotllMulticastReceivedFrameCount Counter32,
dot11FCSErrorCount Counter32,
dot11TransmittedFrameCount Counter32,

dot11WEPUndecryptableCount

dot1llTransmittedFragmentCount OBJECT-TYPE

486

SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall be incremented for

Counter32 }

an acknowledged

MPDU with an individual address in the address 1 field
or an MPDU with a multicast address in the address 1 field

of type Data or Management."

{ dotllCountersEntry 1 }
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dotllMulticastTransmittedFrameCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTICN

"This counter shall increment only when the multicast

bit is set in the destination MAC address of a successfully
transmitted MSDU. When operating as a STA in an ESS, where
these frames are directed to the AP, this implies having
received an acknowledgment to all associated MPDUs. "

::= { dotllCountersEntry 2 }

dotllFailedCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when an MSDU is not
transmitted successfully due to the number of
transmit attempts exceeding either the
dotllShortRetryLimit or dotllLongRetryLimit. "

::= { dotllCountersEntry 3 }

dotllRetryCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTICN

"This counter shall increment when an MSDU is successfully
transmitted after one or more retransmissions."
::= { dotliCountersEntry 4 }

dotllMultipleRetryCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when an MSDU is successfully
transmitted after more than one retransmission."

::= { dotllCountersEntry 5 }

dot1lFrameDuplicateCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when a frame is received
that the Sequence Control field indicates is a

duplicate."

::= { dotllCountersEntry 6 }

Copyright © 1999 |EEE. All rights reserved. 487



ANSV/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

dot11RTSSuccessCount OBJECT-TYPE
SYNT2AX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when a CTS is received in
response to an RTS."

::= { dotllCountersEntry 7 }

dot11RTSFailureCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when a CTS is not received in
response to an RTS."

::= { dotliCountersEntry 8 }

dot11ACKFailureCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when an ACK is not received
when expected."

:= { dotllCountersEntry 9 }

dotllReceivedFragmentCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall be incremented for each successfully
received MPDU of type Data or Management."

::= { dotllCountersEntry 10 }

dotllMulticastReceivedFrameCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when a MSDU is received
with the multicast bit set in the destination
MAC address."

::= { dotllCountersEntry 11 }

dot11FCSErrorCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
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STATUS current
DESCRIPTION

"This counter shall increment when an FCS exror is
detected in a received MPDU."

::= { dotllCountersEntry 12 }

dotllTransmittedFrameCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment for each successfully transmitted MSDU."
::= { dotllCountersEntry 13 }

dot 11WEPUndecryptableCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when a frame is received with
the WEP subfield of the Frame Control field set to one and the
WEPOn value for the key mapped to the TA's MAC address
indicates that the frame should not have been encrypted or
that frame is discarded due to the receiving STA not
implementing the privacy option."

::= { dotllCountersEntry 14 }

—— hkkdkdkkdkhhkhkkdkkhhdhhhkhhkdhhhkdhhdhkhddddhdhbhdkhhdhdkhhdhdhhhdhdhdbhdbhdhhkkdrhkrhkhk

=SS End of dotliCountersEntry TABLE

—m Kk kR AR A AR R IR Rk A Ak R I ARk k ok ko ko ko k ko hkkhhkhkhhhhkhkdhkhhkkrkhhd

e hkkkk kAR kA kA A AT Ik I Ik k kA Ak A kA k kA kkkhkdkhkhkkhkkkkkhkkhkhkhkkhrhhkdhkhhbhdkhk
SRk GroupAddresses TABLE
—— khkkAhkhkhkkh kI dkhd Ak bk kb kdhdhhhkhk bk hkhkkhdkhkhdkhhdrkhkhhhkddkhkrdhhdhhkdhkdddkdkdd
dot11GroupAddressesTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllGroupAddressesEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A conceptual table containing a set of MAC addresses
identifying the multicast addresses for which this STA
will receive frames. The default value of this attribute
shall be null."

::= { dotlimac 3 }
dot11GroupAddressesEntry OBJECT-TYPE
SYNTAX DotllGroupAddressesEntry
MAX-ACCESS not-accessible

STATUS current
DESCRIPTION

"An Entry (conceptual row) in the Group Addresses Table.
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ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex, dotllGroupAddressesIndex}

::= { dotllGroupAddressesTable 1 }

Dot11GroupAddressesEntry ::= SEQUENCE {
dot11GroupAddressesIndex Integer32,
dotllAddress MacAddress,

dot1lGroupAddressesStatus RowStatus}

dot11GroupAddressesIndex OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"The auxiliary variable used to identify instances
of the columnar objects in the Group Addresses Table."

:= { dotllGroupAddressesEntry 1 }

dotl1l1Address OBJECT-TYPE
SYNTAX MacAddress
MAX-ACCESS read-create
STATUS current
DESCRIPTION

“MAC address identifying a multicast addresses
from which this STA will receive frames."
::= { dotliGroupAddressesEntry 2 }

dot11GroupAddressesStatus OBJECT-TYPE
SYNTAX RowStatus
MAX-ACCESS read-create
STATUS current
DESCRIPTION

"The status column used for creating, modifying, and
deleting instances of the columnar objects in the Group
Addresses Table."

DEFVAL {active}
::= { dotllGroupAddressesEntry 3 }

—— hkdkkdkkkkkhkhkkkkdhkdkkdkkkdhkdhkhdhkhhddhhhhdhrhhkdddbhddbdhdhkdrhkhhhkdkkkhhdrkrdd

== End of GroupAddress TABLE

—— hkkkhkhkkdkkhkhhkdkhkhdhkhkdhkkkdhkrkhhkdhhdhkdhdhhkdhdrdhhbdhdhhhdbhhkdhdhkkdkrhkhkddkkhk

—— khkkk kA kI Ak hkkhkkkhkhkhkdkhkdkhkhkhkhkhhhkdhkkhkkdkkkkhkdhkhkhkdhdhkhhkhhkhhkkrhhhhkrhkhrkhkn

=k Resource Type Attribute Templates
- kkkkhkhkkkkkkhkkkhhkhkkhkhhkkhkhkhkkhhdkhAhhdkkhhkhkdbhkhkdkdhkhkkkkkkdkhkdkkrhkdrhorid
dotl11ResourceTypeIDName OBJECT-TYPE

SYNTAX DisplayString (SIZE(4))

MAX-ACCESS read-only

STATUS current

DESCRIPTION
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"Contains the name of the Resource Type ID managed object.
The attribute is read-only and always contains the value
RTID. This attribute value shall not be used as a naming
attribute for any other managed object class."

REFERENCE "IEEE Std 802.1F-1993, A.7"
DEFVAL {"RTID"}
:= { dotllresAttribute 1 }

o kkkkkkkkkk kR kR kA kAR ARk kA Ak ko kk kR kkkhkhkkkkhhkkhkdkkhkkhkdhkhkhhhhhdx

=51 & dotllRescurceInfo TABLE
—— khkhkhkkkhhhhkhhhkhhkdh kb hkrhkhkhhhkdkkkdhdhkhkhkddhdhkdddrhkhkhhkhkhrkrkddbhkrdhhdhrhhkhkdhkhkd
dotllResourceInfoTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllResourceInfoEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Provides a means of indicating, in data readable from a
managed object, information that identifies the source of
the implementation."

REFERENCE "IEEE Std 802.1F-1993, A.7"
::= { dotllresAttribute 2 }

dotllResourceInfoEntry OBJECT-TYPE
SYNTAX DotllResourcelInfoEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An entry in the dotllResourcelInfo Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex}

::= { dotllResourcelnfoTable 1 }

Dot11ResourceInfoEntry ::= SEQUENCE {
dotllmanufacturerOUI OCTET STRING,
dotllmanufacturerName DisplayString,
dotllmanufacturerProductName DisplayString,

dotllmanufacturerProductVersion DisplayString}

dotllmanufacturexrOUI OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(3))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Takes the value of an organizationally unique identifier."
::= { dotllResourceInfoEntry 1 }
dotllmanufacturerName OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..128))
MAX-ACCESS read-only
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STATUS current
DESCRIPTION

"A printable string used to identify the manufacturer of the
resource. Maximum string length is 128 octets."
::= { dotllResourceInfoEntry 2 }

dotlimanufacturerProductName OBJECT-TYPE
SYNTAX DisplayString (SIZE(O..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A printable string used to identify the manufacturer's product
name of the resource. Maximum string length is 128 octets."
::= { dotllResourceInfoEntry 3 }

dotllmanufacturerProductVersion OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Printable string used to identify the manufacturer's product
version of the resource. Maximum string length is 128 octets."
:= { dotllResourceInfoEntry 4 }

—— kkkkkkhk Ak kkkkkhkkhkhkkkhkkhk kb hkkkhkdkkdkkhhhhkhdhdddhhbdhhddrhhdhrkhdrhhhdbrhhhdk

— End of dotllResourceInfo TABLE
e e e e ok e e de e ok ok de ok ek kK ok %k gk sk ok dk vk de ok s ok b Tk ke e ok ke ke ok e ok ok ke ke ok ok e ok e ok g ok vk ke ke ok %ok g ok ok S ok ek ok

e hkkk kA k A Ak A A AR h A AT h A kA kR F ok ko h ko kA k ok dk ko ko kkkhkkkkkkhhkkkkrkkhk*

-- * PHY Attribute Templates
- hkhkKkIkhh kA hh kA hkkkk kA h kA kA kA A Ak bk kkdkhhkhhkk kb hkkkkkkkdkhkkkdkh

— = ke g de %k g vk & ke vk e vk K ok ok e ke ok ok ok ok ok sk ok ok ek ok kT b gk o gk g ok ok ok ok g ok ok de ok e ok kR ke ke R bk vk ok ok e ok e ok o
i dot11PhyOperation TABLE
—— kkkkdkkdkhkhkkhkhkhhkkhhkkhkhkkhhhhhdhhdhhkhhhhdkhhkhhkhkdhkhdrdhhkdhbkhhkdbddrkrhhhhbhhhd
dot11PhyOperationTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllPhyOperationEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"PHY level attributes concerned with

operation. Implemented as a table indexed on
ifIndex to allow for multiple instantiations on an
Agent."

::= { dotllphy 1 }
dot11PhyOperationEntry OBJECT-TYPE
SYNTAX DotllPhyOperationEntry
MAX-ACCESS not-accessible

STATUS current
DESCRIPTION

"An entry in the dotllPhyOperation Table.
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ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex}
::= { dotllPhyOperationTable 1 }

Dot11PhyOperationEntry ::= SEQUENCE {
dot11PHYType INTEGER,
dotllCurrentRegDomain Integer32,
dot11TempType INTEGER

}

dot11PHYType OBJECT-TYPE
SYNTAX INTEGER {fhss(1l), dsss(2), irbaseband(3)}
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This is an 8-bit integer value that identifies the PHY type
supported by the attached PLCP and PMD. Currently defined
values and their corresponding PHY types are:

FHSS 2.4 GHz = 01 , DSSS 2.4 GHz = 02, IR Baseband = 03"
:= { dotllPhyOperationEntry 1 }

dotllCurrentRegDomain OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The current regulatory domain this instance of the PMD is
supporting. This object corresponds to one of the
RegDomains listed in dotllRegDomainsSupported."

:= { dotllPhyOperationEntry 2 }

dot11TempType OBJECT-TYPE
SYNTAX INTEGER {tempTypel(l), tempType2(2) }
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"There are different operating temperature requirements
dependent on the anticipated environmental conditions. This
attribute describes the current PHY's operating temperature
range capability. Currently defined values and their
corresponding temperature ranges are:

X'01l'-Commercial range of 0 to 40 degrees C,

Type 1

Type 2 = X'02'-Industrial range of -30 to 70 degrees C."

:= { dotllPhyOperationEntry 3 }

e kkkkkkhkkkhhkhhhk bk hkk kA Ak Ak kdkkkhhkkhhkhdkhhhhhhdhdhdkdhdhddbrhkhdrhdbrdrdhhrhhrddkd

S End of dotllPhyOperation TABLE

—m hkhkkkkkkkhkkhkkh kA khkhkhhhhkhkkdkhkkkhkddkdhhhhdhkdhrdhdrdhbhhhrkdhkhhkh kb rkhhdk
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— = ddk gk Kk ok kX %k ok e gk ke sk ke e b e e ok sk b ok e b e e ok dk gk ok ok ok ok ke ok ek ko ok e sk ok ok ok ok ok ok ok ok e ok ok
iz M dot11PhyAntenna TABLE
—— khkhkhkkhkhkhkhhkhkhhkkkkkkhkdkhdkdhhhkhhrrAhrhddhhhdhdkhkdrhhdhhkhdrhkdhdhdhdkkdkhhkhkhkhdddkddk
dot11PhyAntennaTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllPhyAntennaEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Group of attributes for PhyAntemma. Implemented as a
table indexed on ifIndex to allow for multiple instances on
an agent."

:= { dotlilphy 2}

dot11PhyAntennaEntry OBJECT-TYPE
SYNTAX DotllPhyAntennaEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An entry in the dotllPhyAntenna Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex}
::= { dotllPhyAntennaTable 1 }

Dot11PhyAntennaEntry ::= SEQUENCE {
dotllCurrentTxAntenna Integer32,
dot11DiversitySupport INTEGER,

dotllCurrentRxAntenna Integer32 }

dotllCurrentTxAntenna OBJECT-TYPE
SYNTAX Integer32 (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The current antenna being used to transmit. This value
is one of the values appearing in dotllSupportedTxAntenna.
This may be used by a management agent to control which
antenna is used for transmission."

::= { dotliPhyAntennaEntry 1 }
dotllDiversitySupport OBJECT-TYPE
SYNTAX INTEGER {fixedlist(l), notsupported(2), dynamic(3)}
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This implementation's support for diversity, encoded as:

X'01'-diversity is available and is performed over the fixed
list of antennas defined in dotllDiversitySelectionRx.

X'02'-diversity is not supported.
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X'03'-diversity is supported and control of diversity is also
available, in which case the attribute
dotllDiversitySelectionRx can be dynamically modified by the
IME."

::= { dotllPhyAntennaEntry 2 }

dotllCurrentRxAntenna OBJECT-TYPE
SYNTAX Integer32 (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The current antenna being used to receive, if the

dotll DiversitySupport indicates that diversity is not
supported. The selected antenna shall be one of

the antennae marked for receive in the dotllAntennasListTable. "

::= { dotllPhyAntennaEntry 3 }

mm kkkkhkk kA kA Ik F A Ak h kb kkkdkdkkd bk kb dkhkkhddkhkdhdbhdhdkhdhhkdhdhdhkrhkdkd

e End of dotllPhyAntenna TABLE

—— khkkhkhkhhkhkhk Ak hkhdkkkkkhk kA hkhhhhkdkkdkdhdhhhhbhkhhhkddkhkdkhkhkhhhdkdhkhhhhkkhhhkdd

ee hhkhkhkhkhkhkhkkhhkhkhhkhhkhhhkhkhhhrhkrhkkkkkkkkdkdd bk khdkrhhxddkrkkdhhkrhdkkkkkhkhdk

=i 4% dot11PhyTxPower TABLE
—— Khkhkhkhkhkrkhhkhkrhkhkhkhkhkhkhkkhkhkhhkdhkhhhkhrhhhkhkhhhkhkhhkhkkhbkhkkhkhkkhkkhkdkhkhkhkhkhkhkhkhkkhdkhkhkik
dot11PhyTxPowerTable OBJECT-TYPE

SYNTAX SEQUENCE OF Dotl1lPhyTxPowerEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Group of attributes for dotllPhyTxPowerTable. Implemented
as a table indexed on STA ID to allow for multiple
instances on an Agent."

::= { dotllphy 3}

dot11PhyTxPowerEntry OBJECT-TYPE
SYNTAX DotllPhyTxPowerEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An entry in the dotllPhyTxPower Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex}
::= { dotllPhyTxPowerTable 1 }

Dot11PhyTxPowerEntry ::= SEQUENCE {
dot11NumberSupportedPowerLevels INTEGER,
dot11TxPowerLevell INTEGER,
dot11TxPowerLevel2 INTEGER,
dot11TxPowerLevel3 INTEGER,
dot11TxPowerLeveld INTEGER,
dotl1llTxPowerLevel5 INTEGER,
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dotll1TxPowerLevelé INTEGER,
dot11TxPowerLevel7 INTEGER,
dot11TxPowerLevel8 INTEGER,
dotllCurrentTxPowerLevel INTEGER}

dot11NumberSupportedPowerLevels OBJECT-TYPE
SYNTAX INTEGER (1..8)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The number of power levels supported by the PMD.
This attribute can have a value of 1 to 8."
::= { dotll1PhyTxPowerEntry 1 }
dot11TxPowerLevell OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVEL1l in mW.
This is also the default power level."
::= { dotll1PhyTxPowerEntry 2 }
dotl11TxPowerLevel2 OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVEL2 in mW."
1= {

dot11PhyTxPowerEntry 3 }
dot11TxPowerLevel3 OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVEL3 in mW."
::= { dotl1PhyTxPowerEntry 4 }
dot11TxPowerLeveld4d OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVEL4 in mW."
::= { dotllPhyTxPowerEntry 5 }
dot11TxPowerLevel5 OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVELS in mW."
si=

dot11PhyTxPowerEntry 6 }
dot11TxPowerLevelée OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
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DESCRIPTION
"The transmit output power for LEVEL6 in mW."
::= { dotllPhyTxPowerEntry 7 }

dot11TxPowerLevel7 OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVEL7 in mW."
:= { dotllPhyTxPowerEntry 8 }

dot11TxPowerLevel8 OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVELS in mW."
::= { dotllPhyTxPowerEntry 9 }

dotllCurrentTxPowerLevel OBJECT-TYPE

SYNTAX INTEGER (1..8)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The TxPowerLevel N currently being used to transmit data.
Some PHYs also use this value to determine the receiver
sensitivity requirements for CCA."

::= { dotllPhyTxPowerEntry 10 }

dhkhkhkhkhkhkhkhkhkhdkhkhkdhkhkdkhkdkkdhkhhhkhhrhdhhhkhhkdkhdddhhbhhhdkkdkkdkddkdkhhhhkhkkhdkdhki

~1=s ¥ End of dotllPhyTxPower TABLE

7 % d g ok e gk K % gk K g kK d e kg do gk dk ok ok gk e gk ke e vk ek ke ok ok e ok ok e ke ok ke ke ok ke ok e e e ok ke ke ok ok ke ke e e ke e ke ke

hhkhkhkrhhhhhhkhhkhkdkhkhkkhkhkkhkhdhddhhhdbhdhrhdhhhhdhhhkhhkbhhkhkhbhhdhhbhkhhbhhkdhkdd

- dot11PhyFHSS TABLE
hhkhhkkdkhkhkhkhkhkhkkhkhkkhkhkhhkhkdhhkhkhkhdhkhhhkhhdhhdhddhdhkkdkhkhhdrkdhdkhdkhkhhkhddhkrkhkdhkhkhhhdhdk
dot11PhyFHSSTable OBJECT-TYPE
SYNTAX SEQUENCE OF Dotll1PhyFHSSEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Group of attributes for dotllPhyFHSSTable. Implemented as a
table indexed on STA ID to allow for multiple instances on
an Agent."

::= { dotliphy 4 }

dot11PhyFHSSEntxry OBJECT-TYPE
SYNTAX DotllPhyFHSSEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry in the dotl11PhyFHSS Table.

ifIndex - Each 802.11 interface is represented by an

ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
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INDEX {ifIndex}
::= { dotl1PhyFHSSTable 1 }

Dot11PhyFHSSEntry ::= SEQUENCE
dot11HopTime INTEGER,
dotllCurrentChannelNumber INTEGER,
dotl1MaxDwellTime INTEGER,
dotllCurrentDwellTime INTEGER,
dotllCurrentSet INTEGER,
dotllCurrentPattern INTEGER,
dot1lCurrentIndex INTEGER}

dot11HopTime OBJECT-TYPE

SYNTAX INTEGER (224)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The time in microseconds for the PMD to change from
channel 2 to channel 80"

::= { dotllPhyFHSSEntry 1 }

dotliCurrentCharmelNumber OBJECT-TYPE

SYNTAX INTEGER (0..99)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The current channel number of the frequency output by the RF
synthesizer"

::= { dotllPhyFHSSEntry 2 }

dotllMaxDwellTime OBJECT-TYPE
SYNTAX INTEGER (1..65535)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The maximum time in TU that the transmitter
is permitted to operate on a single channel."
:= { dotl1PhyFHSSEntry 3 }

dot1llCurrentDwellTime OBJECT-TYPE
SYNTAX INTEGER (1..65535)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The current time in TU that the transmitter shall operate
on a single channel, as set by the MAC. Default is 19 TU."
::= { dotllPhyFHSSEntry 4 }

dotllCurrentSet OBJECT-TYPE
SYNTAX INTEGER (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The current set of patterns the PHY
ILME is using to determine the hopping sequence. "
:= { dotll1PhyFHSSEntry 5 }

dotllCurrentPattern OBJECT-TYPE
SYNTAX INTEGER (0..255)
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MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The current pattern the PHY LME is
using to determine the hop sequence.”
::= { dotllPhyFHSSEntry 6 }

dotllCurrentIndex OBJECT-TYPE
SYNTAX INTEGER (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The current index value the PHY ILME is using to determine
the CurrentChannelNumber."

::= { dotl1PhyFHSSEntry 7 }

khkhkhkhkhkhkhkhhhhkhkdhhkkhhkkhkhkkkdhkhhrkhkhhkdhkrrhhkrdkhkhhbhkkdkhrkdkhkhkrkhkkkhodkhdkx

S End of dotllPhyFHSS TABLE

khkhkkkkkhkhkhkhkkkkkhkkdhkdkkhhdhdhhkdhkddkdrkhddhkdhkhhrdhdhdhhdhdrrhdhdhdbrhhkkhrhd

khhkhkhkdhhkhhhdhrhhhhkdhhkhhkhkhxkddhkkhkrrkhhhhdkrdhkdrrhdhhhkkhkdkhhkdddkdkkhkkhkkk

- dot11PhyDSSSEntry TABLE
Fhkhkdkkdkkhkhhkhhkhkdkkdktdhhkhkhkhkhkhkdkhdhhkhkkhhhkdhhkrrhrhhkdohhdhhkhbhkhkrhdohkddodhkhkhhkhkdhhbdkhdd
dot11PhyDSSSTable OBJECT-TYPE
SYNTAX SEQUENCE OF Dot11PhyDSSSEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Entry of attributes for dotll1PhyDSSSEntry. Implemented as a
table indexed on ifIndex allow for multiple instances on
an Agent."

::= { dotliphy 5 }

dot11PhyDSSSEntry OBJECT-TYPE
SYNTAX Dot11PhyDSSSEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry in the dotllPhyDSSSEntry Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex}
::= { dotl1PhyDSSSTable 1 }

Dot11PhyDSSSEntry ::= SEQUENCE {
dotllCurrentChannel INTEGER,
dot11CCAModeSupported INTEGER,
dotl1ll1CurrentCCAMode INTEGER,
dot11EDThreshold  Integer32}

dotllCurrentChannel OBJECT-TYPE
SYNTAX INTEGER (1..14)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
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"The current operating frequency channel of the DSSS
PHY. Valid channel numbers are as defined in 15.4.6.2"
::= { dotllPhyDSSSEntry 1 }

dot11CCAModeSupported OBJECT-TYPE
SYNTAX INTEGER (1..7)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"dot11CCAModeSupported is a bit-significant value, representing all of the
CCA modes supported by the PHY. Valid values are:

energy detect only (ED _ONLY) = 01,
carrier sense only (CS ONLY) = 02,
carrier sense and energy detect (ED_and CS)= 04

or the logical sum of any of these values."
::= { dotl11PhyDSSSEntry 2 }

dotllCurrentCCAMode OBJECT-TYPE
SYNTAX INTEGER {edonly (1), csonly(2), edandcs(4)}
MAX-ACCESS read-write
STATUS current

DESCRIPTION
"The current CCA method in operation. Valid values are:
energy detect only (edonly) = 01,
carrier sense only {(csonly) = 02,

carrier sense and energy detect (edandcs)= 04."
::= { dotllPhyDSSSEntry 3 }

dot11EDThreshold OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-write
STATUS current
DESCRIPTICN
"The current Energy Detect Threshold being used by the DSSS PHY."
::= { dotllPhyDSSSEntry 4 }

e hk Ak kKR IR A I I AR I AT AR RA I AR IR I A IRk Ik kA Ak ok ko h ko khkkkkkkxkkhkhkkkkhhkkkrhk

1= End of dotllPhyDSSSEntry TABLE

khkhkhkhkhhhkhhhkrdhkhhkhkhrkr ok khhdkhdhbhkkddkhhd A hhhh bk k kb kkk bk kdhkxi

- kkkkdkkkkhkkkhkkhkhhkhhkkhkkhhkhhkhhkh ko kkh ok kkkhkkkkkkhhhkkkkkhkhhkkhkhhhkrkhkrkhkk

- * dot11PhyIR TABLE
e kkkkhkhkkkhkhk kA A A A AT AR A A AT kT kbbb kkdkkkkhhkk ok kkkdkkkhkkdrhkhhhkhrhrk bk dkk
dot11PhyIRTable OBJECT-TYPE
SYNTAX SEQUENCE OF Dotl11PhyIREntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Group of attributes for dotllPhyIRTable. Implemented as a
table indexed on ifIndex to allow for multiple instances on
an Agent."

::= { dotllphy 6 }
dot11PhyIREntry OBJECT-TYPE

SYNTAX DotllPhyIREntry
MAX-ACCESS not-accessible
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STATUS current
DESCRIPTION
"An entry in the dotl1l1PhyIR Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex}
::= { dotllPhyIRTable 1 }

Dot11PhyIREntyy ::= SEQUENCE {
dot11CCAWatchdogTimerMax Integer32,
dot11CCAWat chdogCountMax Integer32,
dot11CCAWatchdogTimexrMin Integer32,
dot11CCAWatchdogCountMin Integer32}

dot11CCAWatchdogTimerMax OBJECT-TYPE

SYNTAX Integexr32

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This parameter, together with CCAWatchdogCountMax,
determines when energy detected in the channel can be
ignored."

::= { dotllPhyIREntry 1 }

dot11CCAWatchdogCountMax OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This parameter, together with CCAWatchdogTimerMax,
determines when energy detected in the channel can be
ignored. "

::= { dotllPhyIREntry 2 }

dot11CCAWatchdogTimerMin OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The minimum value to which CCAWatchdogTimerMax can be
set."

::= { dotllPhyIREntry 3 }

dot11CCAWatchdogCountMin OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The minimum value to which CCAWatchdogCount can be set."
:= { dotllPhyIREntry 4 }

e kkkhhkkkkk kA hk kA h Ak hk Ak kR kkkkkhkhkkkdkhhkdhhdkhhkkddrhddrddbkdkhhkdkddhhkdrhkdhhk

=i End of dotllPhyIR TABLE

—— hkhkhkkhkhhkkhkkkkkkkkkhkkhkhhhkkhhhkhhhkhhkkdkkdkddhdhhkdhhdhdhdhdkdkkdkkdkdkhkkhhkhkhdkhkddd
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- kkkkkhkhkkkkhkhkkh ko hr bk kkhhkkkhkk kA khkhkk ko khkkkhkhkhkkrkdrhhkdkkhhdhhk

== X dot11RegDomainsSupported TABLE
—_—— khkkhhkhh kA A Ik kb ok h kb hkhkkkdkdhkdhdhkkkhkhkhhhkkdhhkkdkhkhkdkhbhhkhkhkhdkdkhhkhhkdhkdhkdkkk
dot11RegDomainsSupportedTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllRegDomainsSupportEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"There are different operational reguirements dependent on
the regulatory domain. This attribute list describes the
regulatory domains the PLCP and PMD support in this
implementation. Currently defined values and their
corresponding Regulatory Domains are:

FCC (USA) = X'10', DOC (Canada) = X'20', ETSI (most of
Europe) = X'30', Spain = X'31', France = X'32', MKK
(Japan) X'40' ¢

::= { dotliphy 7}

dot11RegDomainsSupportEntry OBJECT-TYPE
SYNTAX DotllRegDomainsSupportEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry in the dotllRegDomainsSupport Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex, dotllRegDomainsSupportIndex}
::= { dotllRegDomainsSupportedTable 1 }

Dot11RegDomainsSupportEntry ::= SEQUENCE {
dot11RegDomainsSupport Index Integer32,
dot11RegDomainsSupportValue INTEGER}

dot11RegDomainsSupportIndex OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The auxiliary variable used to identify instances
of the columnar objects in the RegDomainsSupport Table."
::= { dotllRegDomainsSupportEntry 1 }

dot11RegDomainsSupportValue OBJECT-TYPE

SYNTAX INTEGER {fcc(16), doc(32), etsi(48), spain (49), france

(50), mkk (64) }

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"There are different operational requirements dependent on
the regulatory domain. This attribute list describes the
regulatory domains the PLCP and PMD support in this
implementation. Currently defined values and their
corresponding Regulatory Domains are:

502 Copyright © 1999 IEEE. All rights reserved.



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

FCC (USA) = X'10', DOC (Canada) = X'20', ETSI (most of
Europe) = X'30', Spain = X'31', France = X'32', MKK
(Japan) = X'40' "

:= { dotllRegDomainsSupportEntry 2 }

dhkkhkhhhkhkhkkhhkhkdhhkhhdhkrhdhbhrhhhkrhhbdkddbrhkdkhkkkkkkkdhkddhhhhkhdhdbhkdrkdhkkhhhkd

End of dotllRegDomainsSupported TABLE

dhkkhhkhkhhkhkhhkhdkhhkhdbhkrdhhhhrhhkkbhhkhhkkdkhhkdkhkhkdhhkkkrhdbhrhrddkhdrhdhbhkd

S 2

dekdkhkkkhrkhhhkhkhhhkhhhkdhkhkhkhdhhkhrhhdhokhhhhhkddohkhhhkhhdkhhkrkrhhdhkkdkkrrkkkhk

dotllAntennasList TABLE
hhkhkkdkkdhkhhhhhhhkhkhhkhkhhkhrhkhbhhhkhdhhhdkkkhhdhhbhhhhdkkhrdhdhhdkdhhkkkhkdkhkhhhdkkdkkd
dotllAntennasListTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllAntennasListEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"This table represents the list of antennae. An
antenna can be marked to be capable of transmitting,
receiving, and/or for participation in receive diversity.
entry in this table represents a single antenna with
its properties. The maximum number of antennae that can
be contained in this table is 255."
::= { dotllphy 8 }

=y—wu %

dotllAntennasListEntry OBJECT-TYPE
SYNTAX DotllAntennasListEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry in the dotllAntennasListTable,
representing the properties of a single antenna.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex, dotllAntennalistIndex}
:= { dotllAntennasListTable 1 }

Dot1llAntennasListEntry ::= SEQUENCE {
dotliAntennalistIndex Integer32,
dotllSupportedTxAntenna TruthValue,
dotllSupportedRxAntenna  TruthValue,

dotliDiversitySelectionRx TruthValue }

dotllAntennalistIndex OBJECT-TYPE

SYNTAX Integer32 (1..255)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"The unique index of an antenna which is
used to identify the columnar objects in
the dotllAntennasList Table."

::= { dotllAntennasListEntry 1 }

dot1llSupportedTxAntenna OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
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DESCRIPTION
"When true, this object indicates that the
antenna represented by dotllAntennalndex
can be used as a transmit antenna."

::= { dotllAntennasListEntry 2 }

dotllSupportedRxAntenna OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"When true, this object indicates that the
antenna represented by the dotllAntennaIndex
can be used as a receive antenna."

:= { dotllAntennasListEntry 3 }

dotllDiversitySelectionRx OBJECT-TYPE

SYNTAX Truthvalue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"When true, this object indicates that the
antenna represented by dotllAntennalndex can
be used for receive diversity. This object
may only be true if the antenna can be used
as a receive antenna, as indicated by
dot11SupportedRxAntenna. "

::= { dotllAntennasListEntry 4 }

dhkhkhkdkkkkhkhhhhkhdkkdhkkhdbhdhhhhkdhkdhhhkhhhhkbkkdhdkddkhrdrhhhbhdbdbhhbddbdhdhkkrdhhhdx

-- % End of dotllAntennasList TABLE

KA KR IR KT I A I I IA KT AAR A A A I AAA AT A Rk h Ak Ak kkkhkkhkkkkhddhkdhkhkrkhokhkhhkhkhd

hhkkhkkhkkkhhkhhdkhkdkdkhkhkhkhdhhhhkdkhhdhdbhhhhkhkhkdkhhdrhkhhohhhdhdbhkhhdbdrhkhbkrdhkhhds

== % SupportedDataRatesTx TABLE
dhkhkdkkkokkkhkhkdkhhkhkkdhkhkhkhkhhdhhkddkhhhkhhkhkhhdhdhhkhhkhkdkhhkhhhhhkdhrdrhdhhhddbhkhkhkhk
dotllSupportedDataRatesTxTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllSupportedDataRatesTxEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTICON

"The Transmit bit rates supported by the PLCP and PMD,

represented by a count from X’02-X‘7f, corresponding to data

rates in increments of 500Kb/s from 1 Mbit/s to 63.5 Mbit/s subject
to limitations of each individual PHY."

::= { dotliphy 9 }

dotllSupportedDataRatesTxEntry OBJECT-TYPE
SYNTAX DotllSupportedDataRatesTxEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An Entry (conceptual row) in the dotllSupportedDataRatesTx
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Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex, dotllSupportedDataRatesTxIndex}

::= { dotllSupportedDataRatesTxTable 1 }

DotllSupportedDataRatesTxEntry ::= SEQUENCE {

dotllSupportedDataRatesTxIndex Integer32,
dotllSupportedDataRatesTxValue Integer32}

dotllSupportedDataRatesTxIndex OBJECT-TYPE

SYNTAX Integer32 (1..8)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"Index object which identifies which data rate to access.
Range is 1..8."

:= { dotllSupportedDataRatesTxEntry 1 }

dot1llSupportedDataRatesTxValue OBJECT-TYPE

SYNTAX Integer32 (2..127)
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The Transmit bit rates supported by the PLCP and PMD,
represented by a count from X’02-X’'7f, corresponding to data

rates in increments of 500Kb/s from 1 Mbit/s to 63.5 Mbit/s subject

to limitations of each individual PHY."

::= { dotllSupportedDataRatesTxEntry 2 }

hkkkhkkkhkhkkrkkdkkhkhkkkhhkhkkhdkkdkdkhdhhdhddhdhkdhkhbhhdrhhhdhrbhbhhddrhhkhkhkdhkdkk

& End of dotllSupportedDataRatesTx TABLE
hhkhkhkhhkrhhhhkrhhdh ke kkkkkk kA hk A A A kA h b Ak hd Ak bk hkkkkdhkhdhhkhkkkkkhkdkdrk

hhkkhkhkhkhhkhhkhkhhhhhhkhhkkkhkhkkkhkhkkhrddhhhkhhkAkdbhdhhhk kb dkhkhhrrhhrdbhkhdkdrhdkhkkk

& SupportedDataRatesRx TABLE

Fkhkdhkhkhkhkkhkhk kA khkd A A kTR I AR IR AT A A Ak Ak k ok kR ko kk kA ko hkkdhhk kA hkhxx

dotllSupportedDataRatesRxTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllSupportedDataRatesRxEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"The receive bit rates supported by the PLCP and PMD,
represented by a count from X’002-X’'7f, corresponding to data
rates in increments of 500Kb/s from 1 Mbit/s to 63.5 Mbit/s."

::= { dotliphy 10 }

dotllSupportedDataRatesRxEntry OBJECT-TYPE

SYNTAX DotllSupportedDataRatesRxEntry
MAX-ACCESS not-accessible
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STATUS current
DESCRIPTION

"An Entry (conceptual row) in the
dotllSupportedDataRatesRx Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex, dotlilSupportedDataRatesRxIndex}
::= { dotllSupportedDataRatesRxTable 1 }

DotllSupportedDataRatesRxEntry ::= SEQUENCE {
dotllSupportedDataRatesRxIndex Integer32,
dotllSupportedDataRatesRxValue Integer32}

dotlliSupportedDataRatesRxIndex OBJECT-TYPE

SYNTAX Integer32 (1..8)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"Index object which identifies which data rate to access.
Range is 1..8."

::= { dotllSupportedDataRatesRxEntry 1 }

dotllSupportedDataRatesRxValue OBJECT-TYPE

SYNTAX Integer32 (2..127)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The receive bit rates supported by the PLCP and PMD,
represented by a count from X’02-X‘7f, corresponding to data
rates in increments of 500 Kb/s from 1 Mbit/s to 63.5 Mbit/s."

:= { dotllSupportedDataRatesRxEntry 2 }

Khkhkhk A Ak Ak khkk kA A A kKA AT A IR T I Ik T A I Ak Ak r bk hkkd bk hkhkdhhkhkkdkkhhkhkkdkhkdhdh

=) i End of dotllSupportedDataRatesRx TABLE

khkkkhkhkkhkhkhhkkkhkdhdkhdhdhhdhdhkddhdrhhdddhdhhhdrhdhhhdrhrhkdhrdbrhdrhrhkkhhkdkkk

Fhokkhhhk kA kA hk kR kR kR dk ko kkkkkk ok kkkkkk ko khkkrkdhkhkdhhkhrhkdrhkdkhhkdk

-- % conformance information
dhkhkhkhkhkhkhkhhhkhkhkrkhhkhkhhkhkhhkhkhhhhkhhrrrkhrrhbhkrhkhrhkdhrrhdbhbhhkhkbhkhkdhdkdhkhhhkddhhkdhi

dotllConformance OBJECT IDENTIFIER ::= { ieee802dotll 5 }
dot1lGroups OBJECT IDENTIFIER ::= { dotllConformance 1 }
dotllCompliances OBJECT IDENTIFIER ::= { dotllConformance 2 }

—— hkkdkdkkkkhhkhkkkkdkhhkdkkhkdhkhkhkdhkhhkhdkhdkdhhdrdddhhkdhdhhddhrhkrdrdbrdhrdrkhkkkdkhhk

-- * compliance statements
—— kkkhkhkhk kI Ak Ak kA hhhkhkhkhhkkhkdhhhhhkdrdhkbhbhkhdkhdhrhkhhhhhhhrhrhhhkhhhrddhhhhkk
dot1llCompliance MODULE-COMPLIANCE
STATUS current
DESCRIPTION
"The compliance statement for SNMPv2 entities
that implement the IEEE 802.11 MIB."

MODULE -- this module
MANDATORY-GROUPS  {
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dotl11SMTbase2,

dot11MACbase, dotllCountersGroup,
dotllSmtAuthenticationAlgorithms,

dot11ResourceTypelID, dotllPhyOperationComplianceGroup }

GROUP dot11PhyDSSSComplianceGroup
DESCRIPTION
"Implementation of this group is required when object
dot11PHYType has the value of dsss. This group is
mutually exclusive with the groups dotllPhyIRComplianceGroup and
dot 11PhyFHSSComplianceGroup. "

GROUP dot11PhyIRComplianceGroup
DESCRIPTION
"Implementation of this group is required when object
dot11PHYType has the value of irbaseband. This group is
mutually exclusive with the groups dotl1lPhyDSSSComplianceGroup and
dot11PhyFHSSComplianceGroup. "

GROUP dot11PhyFHSSComplianceGroup
DESCRIPTION
"Implementation of this group is required when object
dot11PHYType has the value of fhss. This group is
mutually exclusive with the groups dotll1PhyDSSSComplianceGroup and
dot11PhyIRComplianceGroup. "

-- OPTIONAL-GROUPS { dotl1SMTprivacy, dotllMACStatistics,

== dot11PhyAntennaComplianceGroup, dotllPhyTxPowerComplianceGroup,
1= dot11PhyRegDomainsSupportGroup,

== dot11PhyAntennasListGroup, dotllPhyRateGroup }

::= { dotllCompliances 1 }

—— hkkkkhkk kb kAR AT kA IR A I IRk ko ko kkkkh ko k Ak k kA kkdrhkkkdk Ak k ko hkhhkkhdk

S Groups - units of conformance
== Kook ok Kk ok dr %k e ok ke ke sk kv ke e ok i ok Sk Sk ke ok ke ok e ok e ke ok e ok ok ok ok ok kb ke ke e ke ok e ok g ok ok o ke e ok o e ok b e e ek ok
dot11SMTbase OBJECT-GROUP
OBJECTS { dotllStationID, dotllMediumOccupancyLimit,
dotl1l1CFPollable,
dot11CFPPeriod,
dot11CFPMaxDuration,
dotllAuthenticationResponseTimeOut,
dotllPrivacyOptionImplemented,
dotllPowerManagementMode,
dot11DesiredSSID, dotllDesiredBSSType,
dotllOperationalRateSet,
dotllBeaconPeriod, dotllDTIMPeriod,
dotllAssociationResponseTimeOut
}
STATUS deprecated
DESCRIPTION
"The SMT object class provides the necessary support at the
STA to manage the processes in the STA such that the STA may
work cooperatively as a part of an IEEE 802.11 network."
::= {dotllGroups 1 }
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dot11SMTprivacy OBJECT-GROUP

OBJECTS { dotllPrivacyInvoked,
dot11WEPKeyMappingLength, dotllExcludeUnencrypted,
dot11WEPICVErrorCount , dotllWEPExcludedCount ,
dot11WEPDefaultKeyID,
dot11WEPDefaultKeyValue,
dot11WEPKeyMappingWEPOnN,
dot11WEPKeyMappingValue , dotllWEPKeyMappingAddress,
dot11WEPKeyMappingStatus }

STATUS current
DESCRIPTION
"The SMTIPrivacy package is a set of attributes that shall be
present if WEP is implemented in the STA."
::= {dot1lGroups 2 }

dot11MACbase OBJECT-GROUP

OBJECTS { dotl11MACAddress, dotllAddress,
dot1lGroupAddressesStatus,
dot11RTSThreshold, dotllShortRetryLimit,
dotllLongRetryLimit, dotllFragmentationThreshold,
dotllMaxTransmitMSDULifetime,
dotl1lMaxReceiveLifetime, dotllManufacturerID,
dot11ProductID

}

STATUS current
DESCRIPTION
"The MAC object class provides the necessary support for the
access control, generation, and verification of frame check
sequences, and proper delivery of valid data to upper
layers."
::= {dotllGroups 3 }

dot11MACStatistics OBJECT-GROUP

OBJECTS { dotllRetryCount, dotllMultipleRetryCount,
dot11RTSSuccessCount, dotllRTSFailureCount,
dot11ACKFailureCount, dotllFrameDuplicateCount }

STATUS current
DESCRIPTICN
"The MACStatistics package provides extended statistical
information on the operation of the MAC. This
package is completely optional."
::= {dot11Groups 4 }

dot1llResourceTypeID OBJECT-GROUP
OBJECTS { dot1llResourceTypeIDName, dotllmanufacturerOUI,
dotllmanufacturerName, dotllmanufacturerProductName,
dotllmanufacturerProductVersion }
STATUS current
DESCRIPTION

"Attributes used to identify a STA, its manufacturer,
and various product names and versions."

::= {dotliGroups 5 }
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dotllSmtAuthenticationAlgorithms OBJECT-GROUP
OBJECTS { dotllAuthenticationAlgorithm,

dot1llAuthenticationAlgorithmsEnable }
STATUS current

DESCRIPTION

"Authentication Algorithm Table."
::= {dot1l1Groups 6 }

dot11PhyOperationComplianceGroup OBJECT-GROUP

OBJECTS { dotll1PHYType, dotllCurrentRegDomain, dotllTempType }
STATUS current

DESCRIPTION

"PHY layer operations attributes.”
::= { dotllGroups 7 }

dot11PhyAntennaComplianceGroup OBJECT-GROUP

OBJECTS {dotllCurrentTxAntenna, dotllDiversitySupport,
dotllCurrentRxAntenna }
STATUS current

DESCRIPTION

"Attributes for Data Rates for IEEE 802.11."
::= { dotllGroups 8 }

dot11PhyTxPowerComplianceGroup OBJECT-GROUP
OBJECTS {dot11NumberSupportedPowerLevels, dotllTxPowerLevell,
dot11TxPowerLevel2, dotllTxPowerLevel3, dotllTxPowerLevel4,
dot1l1TxPowerLevelS, dotllTxPowerlevelé, dotllTxPowerLevel7,

dot11TxPowerLevel8, dotllCurrentTxPowerLevel }
STATUS current

DESCRIPTION

"Attributes for Control and Management of transmit power."
::= { dotliGroups 9 }

dot11PhyFHSSComplianceGroup OBJECT-GROUP

OBJECTS {dotllHopTime, dotllCurrentChannelNumber, dotllMaxDwellTime,

dotllCurrentDwellTime, dotllCurrentSet, dotllCurrentPattern,
dotllCurrentIndex}
STATUS current

DESCRIPTION
"Attributes that configure the Frequency Hopping for IEEE
802 LT,
::= { dotliGroups 10 }

dot11PhyDSSSComplianceGroup OBJECT-GROUP

OBJECTS {dotllCurrentChannel, dot11CCAModeSupported,

dot1lCurrentCCAMode, dotllEDThreshold}
STATUS current

DESCRIPTION

"Attributes that configure the DSSS for IEEE 802.11."
::= { dotllGroups 11 }

dot11PhyIRComplianceGroup OBJECT-GROUP
OBJECTS {dot11CCAWatchdogTimerMax, dotllCCAWatchdogCountMax,
dot11CCAWatchdogTimerMin, dot11CCAWatchdogCountMin}
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STATUS current
DESCRIPTION
"Attributes that configure the baseband IR for IEEE 802.11."
::= { dotliGroups 12 }

dot11PhyRegDomainsSupportGroup OBJECT-GROUP
OBJECTS { dotllRegDomainsSupportValue}
STATUS current
DESCRIPTION
"Attributes that specify the supported Regulation Domains."
::= { dotliGroups 13}

dotllPhyAntennasListGroup OBJECT-GROUP
OBJECTS { dotllSupportedTxAntenna,
dot11SupportedRxAntenna, dotllDiversitySelectionRx }
STATUS current
DESCRIPTION
"Attributes that specify the supported Regulation Domains."
::= { dotllGroups 14 }

dot11PhyRateGroup OBJECT-GROUP
OBJECTS {dotllSupportedDataRatesTxValue,
dot1llSupportedDataRatesRxValue

STATUS current
DESCRIPTION
"Attributes for Data Rates for IEEE 802.11."
::= { dotllGroups 15 }

dotliCountersGroup OBJECT-GROUP
OBJECTS {

dot11TransmittedFragmentCount "
dotllMulticastTransmittedFrameCount ,
dotllFailedCount, dotllReceivedFragmentCount,
dot1l1lMulticastReceivedFrameCount .
dot11FCSErrorCount,

dot11WEPUndecryptableCount,

dot1lTransmittedFrameCount }

STATUS current
DESCRIPTION
"Attributes from the dotllCountersGroup that are not described
in the dotllMACStatistics group. These objects are
mandatory."
::= {dot1llGroups 16 }

dot1lNotificationGroup NOTIFICATION-GROUP
NOTIFICATIONS { dotllDisassociate,
dotllDeauthenticate,
dotllAuthenticateFail }
STATUS current
DESCRIPTION
"IEEE 802.11 notifications"
::= { dotllGroups 17 }

dot11SMTbase2 OBJECT-GROUP
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OBJECTS { dotllMediumOccupancyLimit,
dot11CFPollable,
dot11CFPPeriod,
dot11CFPMaxDuration,
dotllAuthenticationResponseTimeCut,
dotllPrivacyOptionImplemented,
dot1llPowerManagementMode,
dotl1DesiredSSID, dotllDesiredBSSType,
dotllOperationalRateSet,
dotllBeaconPeriocd, dotll1DTIMPeriod,
dotllAssociationResponseTimeOut,
dotllDisassociateReason,
dotllDisassociateStation,
dotllDeauthenticateReason,
dotllDeauthenticateStation,
dotllAuthenticateFailStatus,
dotllAuthenticateFailStation
}
STATUS current
DESCRIPTION
"The SMTIbase2 object class provides the necessary support at the
STA to manage the processes in the STA such that the STA may
work cooperatively as a part of an IEEE 802.11 network."
::= {dot1lGroups 18 }

—— hkkhkkkkkhkk Ak A kA hkhkdkkhkhdhkkkkdhdkhhkhdhhhkdkdkdkhkdhkhhhhkhhhkkkkkhhrhkhhhhdhddhdrdk

== End of 80211 MIB

e AR R KR KA KRR A A R AR R AR kA AR AT IR ATk A kR A A kAR I AR I F A I A kA Ak kkk ko khk®

END
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