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A.4.3 IUT configuration 

Item JUT configuration References Status Support 

What is the configuration of the JUT? 

* CF! Access Point (AP) 5.2 0.1 Yes□ No□
* CF2 Independent station (not an AP) 5.2 0.1 Yes□ No□
* CF3 Frequency-Hopping spread spectrum 0.2 Yes O No 0 

(FHSS) PHY for the 2.4 GHz band 

* CF4 Direct Sequence Spread Spectrum 0.2 Yes□No□
(DSSS) PHY for the 2.4 GHz band 

* CFS Infrared PHY 0.2 Yes□ No□

A.4.4 MAC protocol 

A.4.4.1 MAC protocol capabilities 

Item Protocol capability References Status Support 

Are the following MAC protocol capabilities 
supported? 

PC! Authentication service 5.4.3.1, M Yes□No□
5.4.3.2, 
5.7.6, 5.7.7, 
8.1,Annex C 

PCI.I Authentication state 5.5 M Yes O No 0 

PCl.2 Open System authentication 8.1.1 M Yes□ No□
PCl.3 Shared Key authentication 8.1.2, 8.3 PC2:M Yes O No ON/A 0 

* PC2 WEP algorithm 5.4.3.3, 8.2, 0 Yes□No□
Annex C 

PC2.1 WEP Encryption procedure 8.2.3, 8.2.4, PC2:M Yes O No ON/A 0 
8.2.5 

PC2.2 WEP Decryption procedure 8.2.3, 8.2.4, PC2:M Yes O No ON/A 0 
8.2.5 

PC2.3 Security services management 8.3 M Yes□No□
PC3 Distributed Coordination function 9.1, 9.2, M Yes □No□

Annex C 

PC3.l Net Allocation Vector (NAV) 9.2.1, 9.2.5, M Yes□ No□
function 9.3.2.2 

PC3.2 Interframe space usage and timing 9.2.3, 9.2.5, M Yes□No□
9.2.10 

PC3.3 Random Backoff function 9.2.4 M Yes O No O 

PC3.4 DCF Access procedure 9.2.5.1, M Yes O No O 
9.2.5.5 

PC3.5 Random Backoff procedure 9.2.5.2 M Yes□No□
PC3.6 Recovery procedures and 9.2.5.3 M Yes □No□

retransmit limits 

PC3.7 RTS/CTS procedure 9.2.5.4, M Yes□ No□
9.2.5.6, 
9.2.5.7 
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A.4.4.1 MAC protocol capabilities (continued) 

Item Protocol capability References Status Support 

PC3.8 Directed MPDU transfer 9.2.6 M Yes□No□
PC3.9 Broadcast and multicast MPDU 9.2.7 M Yes □No□

transfer 

PC3.I0 MAC level acknowledgment 9.2.2, M Yes□ No□
9.2.8 

PC3.ll Duplicate detection and recovery 9.2.9 M Yes□No□
* PC4 Point coordinator (PC) 9.1, 9.3, CFl:O Yes□ No□NIA □

Annex C 

PC4.l Maintenance of CFP structure 9.3.1, 9.3.2 PC4:M Yes□ No□ NIA□
and timing 

PC4.2 PCF MPDU transfer from PC 9.3.3 PC4:M Yes□ No□NIA □
* PC4.3 PCF MPDU transfer to PC 9.3.3 PC4:O Yes□No□N/AD 

PC4.4 Overlapping PC provisions 9.3.3.2 PC4:M Yes□ No □NIA□
PC4.5 Polling list maintenance 9.3.4 PC4.3: Yes□ No□ NIA□

M 

* PCS CF-Pollable 9.1, 9.3, CF2:O Yes□ No□NIA □
Annex C 

PCS.I Interpretation of CFP structure 9.3.1, 9.3.2 PC5:M Yes□ No □NIA□
and timing 

PC5.2 PCF MPDU transfer to/from 9.3.3 PC5:M Yes□ No□ NIA□
and CF-Pollable STA 

PC5.3 Polling list update 9.3.4 PC5:M Yes□ No □NIA□
PC6 Fragmentation 9.2, 9.4, M Yes□ No□

Annex C 

PC7 Defragmentation 9.2, 9.5, M Yes □No□
Annex C 

PC8 MAC data service 9.1.5, 9.8, M Yes□ No□
Annex C 

PCS.I Reorderable-Multicast service class 9.8 M Yes□No□
PC8.2 StrictlyOrdered service class 9.8 0 Yes□ No□

PC9 Multirate support 9.6, M Yes□ No□
Annex C 

* PCI0 Multiple outstanding MSDU support 9.8, 0 Yes□No□
Annex C 

PCI0.I Multiple outstanding MSDU 9.8 PCI0:M Yes□ No □NIA□
transmission restrictions 

PCll Timing synchronization II.I, M Yes □No□
Annex C 

PC! I.I Timing in an infrastructure II.I.I.I, CFl:M Yes□ No □NIA□
network 11.1.4 

PC! 1.2 Timing in an Independent BSS 11. l. l.2, CF2:M Yes□No□N/AD 
(IBSS) 11.1.4 

PCl 1.3 Beacon Generation function 11.1.2 M Yes□ No□ NIA□
PC! 1.5 TSF synchronization and accuracy 11.1.2 M Yes□No□
PCll.5 Infrastructure BSS initialization 11.1.3 CFl:M Yes□ No □NIA□
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A.4.4.1 MAC protocol capabilities (continued) 

Item Protocol capability References Status Support 

PCll.6 Independent BSS initialization 11.1.3 CF2:M Yes□ No □NIA□
PCll.7 Passive scanning 11.1.3 CF2:M Yes□ No □NIA□
PCll.8 Active scanning 11.1.3 CF2:M Yes□ No □NIA□
PC! 1.9 Probe response 11.1.3 M Yes□ No□
PC! 1.10 Hop Synchronization function 11.1.5 CF3:M Yes□ No □NIA□

PC12 Infrastructure power management 11.2.1, M Yes□ No□
Annex C 

PC12.1 Station power management modes 11.2.1.l, CF2:M Yes□ No □NIA□
11.2.1.8 

PC12.2 TIM transmission 11.2.1.2, CFJ:M Yes□ No□ NIA□
11.2.1.3 

PC12.3 AP function during CP 11.2.1.4 CFJ:M Yes□ No □NIA□
PC12.4 AP function during CFP 11.2.1.5 PC4:M Yes□ No □NIA□
PC12.5 Receive function during CP 11.2.1.6 CF2:M Yes□ No □NIA□
PC12.6 Receive function during CFP 11.2.1.7 PC5:M Yes□ No □NIA□
PC12.7 Aging function 11.2.1.9 CFJ:M Yes□ No□ NIA□

PCJ3 IBSS power management 11.2.2, CF2:M Yes□ No □NIA□
Annex C 

PCl3.1 Initialization of power 11.2.2.2 CF2:M Yes□ No□ NIA□
management 

PCJ3.2 STA power state transitions 11.2.2.3 CF2:M Yes□ No □NIA□
PCl3.3 ATIM and frame transmission 11.2.2.4 CF2:M Yes□ No □NIA□

PC14 Association and reassociation 5.4, 5.7, M Yes□ No□
11.3, 
Annex C 

PC14.l Association state 5.5 M Yes□ No□
PC14.2 STA association procedure 11.3.1 CF2:M Yes□ No □NIA□
PC14.3 AP association procedure 11.3.2 CFJ:M Yes□ No □NIA□
PC14.4 STA reassociation procedure 11.3.3 CF2:M Yes□ No □NIA□
PC14.5 AP reassociation procedure 11.3.4 CFl:M Yes□ No □NIA□

PC15 Management information base (MIB) Annex D M Yes□ No□
PC15.l dot 11 SMTbase, AnnexD M Yes□ No□

dot! I SmtAuthenticationAlgorithms 

* PCJ5.2 dot! I SMTprivacy Annex D PC2:M Yes□ No □NIA□
PC15.3 dotl JMACbase, dot! !CountersGroup, AnnexD M Yes□ No□

dotl !MacGroupAddresses 

* PC15.4 dot 11 MACStatistics AnnexD 0 Yes□ No□
PC15.5 dot! !ResourceType!D Annex D M Yes□ No□
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A.4.4.2 MAC frames 

Item MAC frame References Status Support 

ls transmission of the following 7,Annex C 
MAC frames supported? 

FT! Association request 7 CF2:M Yes□ No ON/A□
FT2 Association response 7 CFl:M Yes□ No ON/A□
FT3 Reassociation request 7 CF2:M Yes□ No ON/A□
FT4 Reassociation response 7 CFl:M Yes□ No ON/A□
FTS Probe request 7 CF2:M Yes□ No ON/A□
FT6 Probe response 7 M Yes□No□
FT7 Beacon 7 M Yes□No□
FT8 ATIM 7 CF2:M Yes□ No ON/A□
FT9 Disassociation 7 M Yes□No□
FTI0 Authentication 7 M Yes□No□
FT!! Deauthentication 7 M Yes□No□
FT12 PS-Poll 7 CF2:M Yes□ No ON/A□
FT13 RTS 7 M Yes□No□
FT14 CTS 7 M Yes□ No□
FT15 ACK 7 M Yes□No□
FT16 CF-End 7 PC4:M Yes□ No□ NIA□
FT17 CF End+CF-Ack 7 PC4:M Yes□ No□ NIA□
FT18 Data 7 M Yes□ No□
FT19 Data+ CF-Ack 7 (PC4 OR Yes□ No ON/A□

PC5):M 

FT20 Data+ CF-Poll 7 PC4.3:M Yes□ No ON/A□
FT21 Data+ CF-Ack+CF-Poll 7 PC4.3:M Yes□ No□ NIA□
FT22 Null 7 M Yes□No□
FT23 CF-Ack (no data) 7 (PC4 OR Yes□ No□ NIA□

PC5):M 

FT24 CF-Poll (no data) 7 PC4.3:M Yes□ No□ NIA□
FT25 CF-Ack+CF-Poll (no data) 7 PC4.3:M Yes□ No ON/A□

ls reception of the following MAC 7,AnnexC 
frames supported? 

FRI Association request 7 CFl:M Yes □No ON/A□
FR2 Association response 7 CF2:M Yes□ No ON/A□
FR3 Reassociation request 7 CFl:M Yes□ No ON/A□
FR4 Reassociation response 7 CF2:M Yes□ No□ NIA□
FR5 Probe request 7 M Yes□No□
FR6 Probe response 7 M Yes□ No□
FR7 Beacon 7 M Yes□ No□
FR8 ATlM 7 CF2:M Yes□ No ON/A□
FR9 Disassociation 7 M Yes□ No□
FRIO Authentication 7 M Yes□ No□

248 Copyright© 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition 

A.4.4.2 MAC frames (continued) 

Item MAC frame References Status Support 

FRI! Deauthentication 7 M Yes D No D 

FR12 PS-Poll 7 CFl:M Yes□ No □NIA□
FR13 RTS 7 M Yes□No□
FR14 CTS 7 M Yes D No D 

FR15 ACK 7 M Yes□ No□
FR16 CF-End 7 M Yes□No□
FR17 CF End+CF-Ack 7 M Yes□No□
FR18 Data 7 M Yes D No D 

FR19 Data+ CF-Ack 7 M Yes D No D 

FR20 Data+ CF-Poll 7 PC5:M Yes D No D N/A D 

FR21 Data+ CF-Ack+CF-Poll 7 PC5:M Yes□ No □NIA□
FR22 Null 7 M Yes□No□
FR23 CF-Ack (no data) 7 (PC4 OR Yes D No ON/AD 

PC5):M 

FR24 CF-Poll (no data) 7 PC5:M Yes□ No □NIA□
FR25 CF-Ack+CF-Poll (no data) 7 PC5:M Yes□ No □NIA□

A.4.4.3 Frame exchange sequences 

Item Frame exchange sequence References Status Support 

Are the following frame sequences 
supported? 

FSI Basic frame sequences 9.7,AnnexC M Yes□ No□
FS2 CF-Frame sequences 9.7,Annex C (PC4 OR PC5):M Yes D No ON/AD 

A.4.4.4 MAC addressing functions 

Item MAC Address function References Status Support 

Are the following MAC Addressing 
functions supported? 

ADI STA universal individual 5.3.3, M Yes□No□
IEEE 802 address 7.1.3.3 

AD2 BSS identifier generation 7.1.3.3, M Yes D No D 
11.1.3, 
Annex C 

AD3 Receive address matching 7.1.3.3, M Yes D No ON/AD 
7.2.2, 
Annexe 
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A.4.5 Frequency-Hopping PHY functions 

Item Protocol feature References Status Support 

Which requirements and options does the 
PHY support? 

FHI PHY service primitive parameters 

FHl.l TXVECTOR parameter: LENGTH 14.2.2.1 M Yes□No□
FHl.2 TXVECTOR parameter: PLCPBITRATE 14.2.2.2 M Yes□No□

FHl.2.1 PLCPBITRATE = X'00' (1.0 Mbit/s) 14.2.2.2 M Yes□ No□
* FHl.2.2 PLCPBITRATE = X'02' (2.0 Mbit/s) 14.2.2.2 0 Yes□No□
FHl.3 RXVECTOR parameter: LENGTH 14.2.3.1 M Yes□No□
FHl.4 RXVECTOR parameter: RSSI 14.2.3.2 0 Yes□ No□

FH2 PLCP frame format 

FH2.l PLCP Preamble: Sync 14.3.2.1.1 M Yes□No□
FH2.2 PLCP Preamble: Start Frame Delimiter 14.3.2.1.2 M Yes□No□
FH2.3 PLCP Header: Length Word 14.3.2.2.1 M Yes□No□
FH2.4 PLCP Header: Signaling field 14.3.2.2.2 M Yes□ No□
FH2.5 PLCP Header: Header Error Check 14.3.2.2.3 M Yes□No□
FH2.6 PLCP Data Whitener: Scrambling and 14.3.2.3, M Yes□No□

bias suppression encoding 14.3.3.1.1 

FH3 PLCP Transmit procedure 

FH3.1 Transmit: transmit on MAC request 14.3.3.1.1 M Yes□No□
FH3.2 Transmit: format and whiten frame 14.3.3.1.1 M Yes□No□
FH3.3 Transmit: Timing 14.3.3.1.1 M Yes□No□

FH4 PLCP CS/CCA procedure 

FH4.1 CS/CCA: perform on a minimum of one 14.3.3.2.1 M Yes □No□
antenna 

FH4.2. CS/CCA: Detect preamble starting up to 14.3.3.2.1 M Yes□No□
20 µs after start of slot time 

FH4.3 CS/CCA: Detect preamble starting at 14.3.3.2.1 M Yes □No□
least 16 µs prior to end of slot time 

FH4.4 CS/CCA: Detect random data 14.3.3.2.1 M Yes□No□
FH4.5 CS/CCA: Perform on antenna with 14.3.3.2.1 M Yes □No□

essentially same gain and pattern as 
transmit antenna 

FH4.6 CS/CCA: Detect valid SFD and PLCP 14.3.3.2.1 M Yes□No□
header 

FH4.7 CS/CCA: Maintain BUSY indication 14.3.3.2.1 M Yes□No□
until end oflength contained in valid 
PLCP header 

FH5 PLCP Receive procedure 

FH5.l Receive: Receive and dewhiten frame 14.3.3.3.1 M Yes□No□
FH6 PHYLME 

FH6.1 PLME: Support FH sync 14.4.2.2 M Yes□ No□
FH6.2 PLME: Support PLME primitives 14.4.3.2 0 Yes□No□
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A.4.5 Frequency-Hopping PHY functions (continued) 

Item Protocol feature References Status Support 

FH7 Geographic area specific requirements 

* FH7.I Geographic areas 

FH7.l.l North America 14.6.2 0.1 Yes□No□
FH7.l.2 Most of Europe 14.6.2 0.1 Yes□No□
FH7.l.3 Japan 14.6.2 0.1 Yes□No□
FH7.l.4 Spain 14.6.2 0.1 Yes□No□
FH7.l.5 France 14.6.2 0.1 Yes D No D 

FH7.2 Operating frequency range 14.6.3 FH7.l:M Yes□No□
FH7.3 Number of operating channels 14.6.4 FH7.l:M Yes□No□
FH7.4 Operating channel frequencies 14.6.5 FH7.l:M Yes□No□
FH7.5 Occupied channel bandwidth 14.6.6 FH7.l:M Yes□No□
FH7.6 Minimum hop rate 14.6.7 FH7.l:M Yes□No□
FH7.7 Hop sequences 14.6.8 FH7.l:M Yes□No□
FH7.8 Unwanted emissions 14.6.9 FH7.l:M Yes D No D 

FH8 I Mbit/s PMD 

FH8.l Modulation 2GFSK, BT=0.5, I =positive 14.6.10 M Yes□No□
frequency deviation, 0=negative 
frequency deviation 

FH8.2 Peak frequency deviation 14.6.10 M Yes□No□
FH8.3 Zero-Crossing error 14.6.10 M Yes□No□
FH8.4 Nominal channel data rate 14.6.11 M Yes□No□
FH8.5 Channel switching/settling time 14.6.12 M Yes□No□
FH8.6 Receive to transmit switch time 14.6.13 M Yes□No□
FH8.7 Nominal transmit power 14.6.14.1 M Yes□No□
FH8.8 Transmit power levels 14.6.14.2 M Yes□No□
FH8.9 Transmit power level control to 14.6.14.3 M Yes □No□

<I00mW 

FH8.I0 Transmit spectrum shape 14.6.14.4 M Yes□No□
FH8.II Transmit center frequency tolerance 14.6.14.5 M Yes□No□
FH8.12 Transmitter ramp periods 14.6.14.6 M Yes□No□
FH8.13 Receiver input dynamic range 14.6.15.1 M Yes□No□
FH8.14 Receiver center frequency acceptance 14.6.15.2 M Yes□No□

range 

FH8.15 Clear channel assessment power thresh- 14.6.15.3 M Yes □No□
old for a probability of detection of 90% 
(preamble)/70% (random data) for I 00 
mW units 

FH8.16 Clear channel assessment power thresh- 14.6.15.3 M Yes□No□
old for units > I 00 mW; sensitivity 
threshold is 1/2 dB lower for every dB 
above 20 dBm 

FH8.17 Minimum receiver sensitivity at 14.6.15.4 M Yes□No□
FER=3% with 400 octet frames 

FH8.18 Intermodulation protection 14.6.15.5 M Yes□No□
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A.4.5 Frequency-Hopping PHY functions (continued) 

Item Protocol feature References Status Support 

FH8.19 Desensitization 14.6.15.6 M Yes□No□
FH8.20 Operating temperature range 14.6.16 M Yes□No□

FH8.20.l Temperature type I 14.6.16 0 Yes□No□
FH8.20.2 Temperature type 2 14.6.16 0 Yes D No D 

FH8.20.3 Temperature type 3 14.6.16 0 Yes D No D 

FH9 2 Mbit/s PMD 

FH9.l All IM PMD requirements 14.7.1 FHl.2.2:M Yes□ No□ NIA□
FH9.2 Modulation 4GFSK, BT=0.5 14.7.2 FHl.2.2:M Yes D No D NIA□
FH9.3 Frame structure for 2M PHY 14.7.2.1 FHl.2.2:M Yes□ No D NIA□
FH9.4 Nominal channel data rate 14.7.3 FHl.2.2:M Yes□No D NIA□
FH9.5 Input dynamic range 14.7.4 FHl.2.2:M Yes□No D NIA□
FH9.6 Minimum receiver sensitivity at 14.7.5 FHl.2.2:M Yes □No□ NIA□

FER=3% with 400 octet frames 

FH9.7 Intermodulation protection 14.7.6 FHl.2.2:M Yes □No D NIA□
FH9.8 Desensitization 14.7.7 FHl.2.2:M Yes D No D NIA□

FHI0 MIB 13.1, 14.8, M Yes□No□
Annex D 

FHI0.I dot! IPhyFHSSComplianceGroup, 13.1,14.8 M Yes□ No□
dot! !PhyRegDomainsSupportGroup, 
and 
dot! I PhyOperationComplianceGroup 

A.4.6 Direct sequence PHY functions 

Item PHY feature References Status Support 

PLCP sublayer procedures 15.2 

DSI Preamble prepend on TX 15.2.1 M Yes□No□
DSl.l PLCP frame format 15.2.2, 15.2.3 M Yes□No□
DSl.2 PLCP integrity check generation 15.2.3, 15.2.3.6 M Yes□No□
DSl.3 TX rate change capability 15.2.3.3, 15.2.5 M Yes□No□
DSl.4 Supported data rates 15.1, 15.2.3.3 M Yes□No□
DSl.5 Data whitener scrambler 15.2.4 M Yes□No□
DSl.6 Scrambler initialization 15.2.4 M Yes□No□

DS2 Preamble process on RX 15.2.1 

DS2.l PLCP frame format 15.2.2, 15.2.3 M Yes□No□
DS2.2 PLCP integrity check verify 15.2.3, 15.2.3.6 M Yes□No□
DS2.3 RX Rate change capability 15.2.3.3, 15.2.5 M Yes□No□
DS2.4 Data whitener descrambler 15.2.4 M Yes□No□

DS3 PN code sequence 15.4.6.3 M Yes□No□
DS4 Chipping continue on power down 15.2.6 0 Yes□No□
*DS5 Operating channel capability 15.2.6, 15.4.6.2 
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A.4.6 Direct sequence PHY functions (continued) 

Item PHY feature References Status Support 

* DS5.I North America (FCC) 15.2.6, 15.4.6.2 DSS:O.1 Yes□ No□ NIA□
DSS.1.1 channel I 15.2.6, 15.4.6.2 DS5.l:M Yes□No□NIA□
DSS.1.2 channel 2 15.2.6, 15.4.6.2 DS5.l:M Yes □No□ NIA□
DSS.1.3 channel3 15.2.6, 15.4.6.2 DS5.l:M Yes □No□ NIA□
DS5.l.4 channe14 15.2.6, 15.4.6.2 DS5.1:M Yes □No□ NIA□
DS5. I.5 channel 5 15.2.6, 15.4.6.2 DS5.l:M Yes □No□ NIA□
DSS.1.6 channel 6 15.2.6, 15.4.6.2 DS5.l:M Yes □No□NIA □
DSS.1.7 channel 7 15.2.6, 15.4.6.2 DS5.l:M Yes □No□ NIA□
DSS.1.8 channel 8 15.2.6, 15.4.6.2 DS5.I:M Yes □No□ NIA□
DSS.1.9 channel9 15.2.6, 15.4.6.2 DS5.l:M Yes□ No□ NIA□
DSS.1.10 channel 10 15.2.6, 15.4.6.2 DS5.l:M Yes□ No□NIA □
DS5.l.l l channel 11 15.2.6, 15.4.6.2 DS5.I:M Yes□ No□ NIA□

* DS5.2 Canada (IC) 15.2.6, 15.4.6.2 DS5:O.l Yes□ No □NIA□
DSS.2.1 channel I 15.2.6, 15.4.6.2 DS5.2:M Yes□ No□ NIA□
DSS.2.2 channel 2 15.2.6, 15.4.6.2 DS5.2:M Yes□ No□ NIA□
DSS.2.3 channel3 15.2.6, 15.4.6.2 DS5.2:M Yes□ No□ NIA□
DS5.2.4 channel4 15.2.6, 15.4.6.2 DS5.2:M Yes□ No□ NIA□
DS5.2.5 channel 5 15.2.6, 15.4.6.2 DS5.2:M Yes□ No□ NIA□
DS5.2.6 channel 6 15.2.6, 15.4.6.2 DSS.2:M Yes□ No□ NIA□
DS5.2.7 channel 7 15.2.6, 15.4.6.2 DS5.2:M Yes□ No□ NIA□
DS5.2.8 channel 8 15.2.6, 15.4.6.2 DS5.2:M Yes □No□ NIA□
DS5.2.9 channel9 15.2.6, 15.4.6.2 DSS.2:M Yes □No□ NIA□
DS5.2.I0 channel IO 15.2.6, 15.4.6.2 DS5.2:M Yes □No□ NIA□
DS5.2.ll channel 11 15.2.6, 15.4.6.2 DS5.2:M Yes□ No□ NIA□

* DS5.3 Europe (ETSI) 15.2.6, 15.4.6.2 DS5:O.l Yes□No □NIA□
DS5.3.l channel I 15.2.6, 15.4.6.2 DS5.3:M Yes□ No □NIA□
DS5.3.2 channel2 15.2.6, 15.4.6.2 DS5.3:M Yes□No□NIA□
DS5.3.3 channel 3 15.2.6, 15.4.6.2 DS5.3:M Yes□No□NIA□
DS5.3.4 channel4 15.2.6, 15.4.6.2 DS5.3:M Yes□ No □NIA□
DS5.3.5 channels 15.2.6, 15.4.6.2 DSS.3:M Yes□ No □NIA□
DS5.3.6 channel6 15.2.6, 15.4.6.2 DS5.3:M Yes□ No □NIA□
DS5.3.7 channel 7 15.2.6, 15.4.6.2 DS5.3:M Yes □No □NIA□
DS5.3.8 channel 8 15.2.6, 15.4.6.2 DS5.3:M Yes □No□ NIA□
DS5.3.9 channel 9 15.2.6, 15.4.6.2 DS5.3:M Yes □No□ NIA□
DS5.3.10 channel IO 15.2.6, 15.4.6.2 DS5.3:M Yes □No□ NIA□
DS5.3.l 1 channel 11 15.2.6, 15.4.6.2 DS5.3:M Yes□ No □NIA□
DS5.3.12 channel 12 15.2.6, 15.4.6.2 DS5.3:M Yes□ No □NIA□
DS5.3.13 channel 13 15.2.6, 15.4.6.2 DS5.3:M Yes□No□NIA□

* DS5.4 France 15.2.6, 15.4.6.2 DS5:O.l Yes□ No □NIA□
DS5.4.l channel JO 15.2.6, 15.4.6.2 DS5.4:M Yes□ No □NIA□
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A.4.6 Direct sequence PHY functions (continued) 

Item PHY feature References Status Support 

DS5.4.2 channel 11 15.2.6, 15.4.6.2 DS5.4:M Yes□No□NIA□
DS5.4.3 channel 12 15.2.6, 15.4.6.2 DS5.4:M Yes□ No□ NIA□
DS5.4.4 channel 13 15.2.6, 15.4.6.2 DS5.4:M Yes□ No□ NIA□

* DS5.5 Spain 15.2.6, 15.4.6.2 DS5:O.l Yes□ No□NIA □
DS5.5.l channel 10 15.2.6, 15.4.6.2 DS5.5:M Yes□ No□ NIA□
DS5.5.2 channel 11 15.2.6, 15.4.6.2 DS5.5:M Yes□ No□ NIA□

* DS5.6 Japan (RCR) 15.2.6, 15.4.6.2 DS5:O.l Yes□No□NIA□
DS6 Bits to symbol mapping 15.4.6.4 

DS6.l I Mbit/s 15.4.6.4 M Yes□No□
DS6.2 2 Mbit/s 15.4.6.4 M Yes□No□

*DS7 CCA functionality 15.4.8.4 

DS7.l Energy Only (RSSI above threshold) 15.4.8.4 DS7:O.2 Yes□No□
DS7.2 IEEE 802.11 DSSS correlation 15.4.8.4 DS7:O.2 Yes□No□
DS7.3 Both methods 15.4.8.4 DS7:O.2 Yes□No□
DS7.4 Hold CCA busy for packet duration of 15.2.7 M Yes□No□

a correctly received PLCP but carrier 
lost during reception of MPDU 

DS7.5 Hold CCA busy for packet duration of 15.2.7 M Yes□No□
a correctly received but out of 
specification PLCP 

DS8 Transmit antenna selection 15.4.5.5, 0 Yes□No□
15.4.5.6 

DS9 Receive antenna diversity 15.4.5.5, 0 Yes□No□
15.4.5.6, 
15.4.5.7 

*DSI0 Antenna port(s) availability 15.4.6.9 0 Yes□No□
DSI0.l 50 Q impedance 15.4.6.9 DSI0:M Yes□ No□ NIA□

*DSII Transmit power level support 15.4.5.8, 0 Yes□No□
15.4.7.3 

DSI I.I If greater than I 00 mW capability 15.4.7.3 DSll:M Yes □No□NIA □
*DS12 Radio type (temperature range) 15.4.6.10 

DS12.l Type I 15.4.6.10 DSl2:O.3 Yes□ No□ NIA□
DSl2.2 Type2 15.4.6.10 DS12:O.3 Yes □No□ NIA□

DSl3 Spurious emissions conformance 15.4.6.5 M Yes□No□
DS14 TX-RX turnaround time 15.4.6.6 M Yes□No□
DS15 RX-TX turnaround time 15.4.6.7 M Yes□No□
DS16 Slot time 15.4.6.8 M Yes□No□
DSl7 ED reporting time 15.4.6.8, M Yes□No□

15.4.8.4 

DSl8 Minimum transmit power level 15.4.7.2 M Yes□No□
DS19 Transmit spectral mask conformance 15.4.7.4 M Yes□No□
DS20 Transmitted center frequency 15.4.7.5 M Yes□No□

tolerance 
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A.4.6 Direct sequence PHY functions (continued) 

Item PHY feature References Status Support 

DS21 Chip clock frequency tolerance 15.4.7.6 M Yes□No□
DS22 Transmit power on ramp 15.4.7.7 M Yes□No□
DS23 Transmit power down ramp 15.4.7.7 M Yes□No□
DS24 RF carrier suppression 15.4.7.8 M Yes□No□
DS25 Transmit modulation accuracy 15.4.7.9 M Yes□No□
DS26 Receiver minimum input level 15.4.8.1 M Yes□No□

sensitivity 

DS27 Receiver maximum input level 15.4.8.2 M Yes□No□
DS28 Receiver adjacent channel rejection 15.4.8.3 M Yes□No□
DS29 MIB 13.1, 15.3.2, M Yes□ No□

AnnexD 

DS29.l dot! IPhyDSSSComplianceGroup, 13.1, 15.3.2 M Yes□No□
dot! IPhyRegDomainsSupportGroup, 
and 
dot! IPhyOperationComplianceGroup 

A.4. 7 Infrared baseband PHY functions 

Item Feature References Status Support 

IR! Is the transmitted SYNC field length in the 16.2.4.1 M Yes□
range ofrequired number of PPM slots, with 
the absence of a pulse in the last slot of the 
field? 

IR2 Is the transmitted SYNC field entirely popu- 16.2.4.1 M Yes□
lated by alternating presence and absence of 
pulses in consecutive PPM slots, with the 
absence of a pulse in the last slot of the field? 

IR3 Is the transmitted SFD field the binary 16.2.4.2 M Yes□
sequence 100 I , where I indicates a pulse in 
the PPM slot and O indicates no pulse in the 
PPM slot? 

IR4 Is the transmitted DR field pulse sequence 16.2.4.3 M Yes□
equal to the correct value for the data rate 
provided by the TXVECTOR parameter 
PLCP BITRATE, where I indicates a pulse 
in the PPM slot and O indicates no pulse in 
the PPM slot? 

IRS Is the transmitted DCLA field 32 PPM 16.2.4.4 M Yes□
slots long with the specified sequence for 
I Mbit/s, where I indicates a pulse in the 
PPM slot and O indicates no pulse in the 
PPM slot? 
I Mbit/s: 
00000000100000000000000010000000 

* IR5a Does the unit support 2 Mbit/s transmission? 16.2.4.4 0 Yes□No□
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A.4.7 Infrared baseband PHY functions (continued) 

Item Feature References Status Support 

IR5b If the unit supports 2 Mbit/s transmission, 16.2.4.4 IR5a:M Yes □No ON/AD 
is the transmitted DCLA field 32 PPM 
slots long with the specified sequence for 
2 Mbit/s, where I indicates a pulse in the 
PPM slot and 0 indicates no pulse in the 
PPM slot? 
2 Mbit/s: 
00100010001000100010001000100010 

IR6 Is the transmitted LENGTH field the correct 16.2.4.5 M Yes□
PPM representation of the unsigned 16-bit 
binary integer, lsb transmitted first, equal to 
the correct value provided by the TXVEC- 
TOR parameter LENGTH? 

IR? Is the transmitted CRC field the correct PPM 16.2.4.6 M Yes□
representation of the CRC value calculated 
as per reference subclause, transmitted lsb 
first? 

IRS Is the transmitted PSDU field the correct 16.2.4.7 M Yes□
PPM representation of the PSDU, transmit- 
ted lsb first? 

IR9 When the CCA is false does transmission 16.2.5.1 M Yes□
begin based on PHYTXSTART.request? 

IRI0 Does the PHY issue a PHYTXSTART.con- 16.2.5.1 M Yes□
firm after the transmission of the PLCP 
header? 

IRII Does the PHY accept each octet of the 16.2.5.1 M Yes□
PSDU in a PHYDATA.request and answer 
with a PHYDATA.confirm? 

IR12 Does the PHY cease transmission in 16.2.5.1 M Yes□
response to a PHYTXEND.request and 
answer with a PHYTXEND.confirm? 

IR13 Does the PHY of a receiving STA send a 16.2.5.2 M Yes□
PHYCCA.indicate during reception of the 
SYNC field? 

IR14 Does the PHY of a receiving STA properly 16.2.5.2 M Yes□
receive a transmission that changes data rate 
according to the DR field? 

IR15 Does the PHY of a receiving STA properly 16.2.5.2 M Yes□
reject an incorrect CRC? 

IRl6 Does the PHY of a receiving STA properly 16.2.5.2, 16.2.4.3 M Yes□
reject a DR field other than those specified in 
reference subclause? 

IR17 Does the PHY of a receiving STA send 16.2.5.2 M Yes□
PHYRXSTART.indicate with correct RATE 
and LENGTH parameters after proper recep- 
tion of PLCP preamble and PLCP header? 

IRIS Does the PHY of a receiving STA forward 16.2.5.2 M Yes□
receive octets in PHYDATA.indicate primi- 
tives? 

IRl9 Does the PHY of a receiving STA send a 16.2.5.2 M Yes□
PHYRXEND.indicate after the final octet 
indicated by the LENGTH field? 
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A.4.7 Infrared baseband PHY functions (continued) 

Item Feature References Status Support 

IR20 Does the PHY of a receiving STA send a 16.2.5.2 M Yes□
PHYCCA.indicate with a state value of 
IDLE after the PHYRXEND.indicate? 

IR21 Does the PHY reset its CCA detection mech- 16.2.5.3 M Yes□
anism upon receiving a PHYC- 
CARST.request, and respond with a 
PHYCCARST.indicate? 

IR22 When transmitting at I Mbit/s does the 16.3.2.1, 16.3.2.2 M Yes□
PHY transmit PPM symbols according to the 
16-PPM Basic Rate Mapping table, transmit- 
ting from left to right? 

IR23 When transmitting at 2 Mbit/s does the 16.3.2.1, 16.3.2.2 IR5a:M Yes□
PHY transmit PPM symbols according to the 
4-PPM Enhanced Rate Mapping table, trans- 
mitting from left to right? 

IR24 Does the PHY operate over a temperature 16.3.2.4 M Yes□
range of 0 °C to 40 °C? 

* IR25 If the unit is conformant to emitter radiation 16.3.3.1 0.1 Yes□ No□ NIA□
mask I, is the peak optical power ofan emit- 
ted pulse within the specification range aver- 
aged over the pulse width? 

* IR26 If the unit is conformant to emitter radiation 16.3.3.1 0.1 Yes□ No□NIA □
mask 2, is the peak optical power ofan emit- 
ted pulse within the specification range aver- 
aged over the pulse width? 

IR27 Does the transmitted pulse shape conform to 16.3.3.2 M Yes□
the description of the reference subclause? 

IR28 Does the emitter radiation pattern as a func- 16.3.3.3 IR25:M Yes□ No□NIA □
tion of angle conform to the requirements of 
the reference subclause as applicable based 
on conformance to emitter radiation mask I? 

IR28a Does the emitter radiation pattern as a func- 16.3.3.3 IR26:M Yes□ No□ NIA□
tion of angle conform to the requirements of 
the reference subclause as applicable based 
on conformance to emitter radiation mask 2? 

IR29 Is the peak emitter optical output as a func- 16.3.3.4 M Yes□
tion of wavelength in the range specified? 

IR30 Does the spectrum of the transmit signal 16.3.3.5 M Yes□
amplitude as a voltage or current meet the 
requirements of the reference subclause? 

IR31 Does the receiver sensitivity meet the 16.3.4.1 M Yes□
requirements of the reference subclause 
for receive signals of both I Mbit/s and 
2 Mbit/s? 

IR32 Does the receiver exhibit a dynamic range as 16.3.4.2 M Yes□
specified in reference subclause? 

IR33 Does the receiver field-of-view conform to 16.3.4.3 M Yes□
the requirements of the reference subclause? 

IR34 When it is known that the conditions are 16.3.5.1 M Yes□
such that the Carrier Detect Signal and the 
Energy Detect Signal are false is the CCA 
asserted IDLE? 
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A.4.7 Infrared baseband PHY functions (continued) 

Item Feature References Status Support 

IR35 When the conditions are such that Energy 16.3.5.1 M Yes□
Detect is true for greater than the time 
defined in reference subclause, does CCA 
become IDLE? 

IR36 When conditions are such that either Carrier 16.3.5.1 M Yes□
Detect or Energy Detect go true, does CCA 
go BUSY? 

IR37 Are these compliance groups implemented? 16.4 M Yes□
dot! I PhyIRComplianceGroup, 
dot! IPhyRegDomainsSupportGroup, and 
dot! I PhyOperationComplianceGroup 
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Annex B 

(informative) 

Hopping sequences 

The following tables pertain to the hopping sequences for North America and ETSI. 

Copyright© 1999 IEEE. All rights reserved. 259 



ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN 

Table B.1-Hopping sequence set 1 

index 0 3 6 9 12 15 18 21 24 27 30 33 36 

I 2 5 8 II 14 17 20 23 26 29 32 35 38 

2 25 28 31 34 37 40 43 46 49 52 55 58 61 

3 64 67 70 73 76 79 3 6 9 12 15 18 21 

4 10 13 16 19 22 25 28 31 34 37 40 43 46 

5 45 48 51 54 57 60 63 66 69 72 75 78 2 

6 18 21 24 27 30 33 36 39 42 45 48 51 54 

7 73 76 79 3 6 9 12 15 18 21 24 27 30 

8 49 52 55 58 61 64 67 70 73 76 79 3 6 

9 21 24 27 30 33 36 39 42 45 48 51 54 57 

10 63 66 69 72 75 78 2 5 8 11 14 17 20 

11 78 2 5 8 11 14 17 20 23 26 29 32 35 

12 31 34 37 40 43 46 49 52 55 58 61 64 67 

13 61 64 67 70 73 76 79 3 6 9 12 15 18 

14 24 27 30 33 36 39 42 45 48 51 54 57 60 

15 54 57 60 63 66 69 72 75 78 2 5 8 11 

16 65 68 71 74 77 80 4 7 10 13 16 19 22 

17 28 31 34 37 40 43 46 49 52 55 58 61 64 

18 79 3 6 9 12 15 18 21 24 27 30 33 36 

19 33 36 39 42 45 48 51 54 57 60 63 66 69 

20 4 7 10 13 16 19 22 25 28 31 34 37 40 

21 20 23 26 29 32 35 38 41 44 47 50 53 56 

22 13 16 19 22 25 28 31 34 37 40 43 46 49 

23 38 41 44 47 50 53 56 59 62 65 68 71 74 

24 74 77 80 4 7 10 13 16 19 22 25 28 31 

25 56 59 62 65 68 71 74 77 80 4 7 10 13 

26 71 74 77 80 4 7 10 13 16 19 22 25 28 

27 23 26 29 32 35 38 41 44 47 50 53 56 59 

28 5 8 11 14 17 20 23 26 29 32 35 38 41 

29 39 42 45 48 51 54 57 60 63 66 69 72 75 

30 12 15 18 21 24 27 30 33 36 39 42 45 48 

31 36 39 42 45 48 51 54 57 60 63 66 69 72 

32 68 71 74 77 80 4 7 10 13 16 19 22 25 

33 9 12 15 18 21 24 27 30 33 36 39 42 45 

34 70 73 76 79 3 6 9 12 15 18 21 24 27 

35 77 80 4 7 10 13 16 19 22 25 28 31 34 

36 6 9 12 15 18 21 24 27 30 33 36 39 42 

37 62 65 68 71 74 77 80 4 7 10 13 16 19 

38 29 32 35 38 41 44 47 50 53 56 59 62 65 

39 14 17 20 23 26 29 32 35 38 41 44 47 50 
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Table B.1-Hopping sequence set 1 (continued) 

index 0 3 6 9 12 15 18 21 24 27 30 33 36 

40 27 30 33 36 39 42 45 48 51 54 57 60 63 

41 16 19 22 25 28 31 34 37 40 43 46 49 52 

42 59 62 65 68 71 74 77 80 4 7 10 13 16 

43 43 46 49 52 55 58 61 64 67 70 73 76 79 

44 76 79 3 6 9 12 15 18 21 24 27 30 33 

45 34 37 40 43 46 49 52 55 58 61 64 67 70 

46 72 75 78 2 5 8 II 14 17 20 23 26 29 

47 II 14 17 20 23 26 29 32 35 38 41 44 47 

48 60 63 66 69 72 75 78 2 5 8 II 14 17 

49 80 4 7 10 13 16 19 22 25 28 31 34 37 

50 47 50 53 56 59 62 65 68 71 74 77 80 4 

51 22 25 28 31 34 37 40 43 46 49 52 55 58 

52 75 78 2 5 8 II 14 17 20 23 26 29 32 

53 66 69 72 75 78 2 5 8 II 14 17 20 23 

54 41 44 47 50 53 56 59 62 65 68 71 74 77 

55 15 18 21 24 27 30 33 36 39 42 45 48 51 

56 35 38 41 44 47 50 53 56 59 62 65 68 71 

57 67 70 73 76 79 3 6 9 12 15 18 21 24 

58 52 55 58 61 64 67 70 73 76 79 3 6 9 

59 58 61 64 67 70 73 76 79 3 6 9 12 15 

60 44 47 50 53 56 59 62 65 68 71 74 77 80 

61 50 53 56 59 62 65 68 71 74 77 80 4 7 

62 17 20 23 26 29 32 35 38 41 44 47 50 53 

63 7 10 13 16 19 22 25 28 31 34 37 40 43 

64 19 22 25 28 31 34 37 40 43 46 49 52 55 

65 8 II 14 17 20 23 26 29 32 35 38 41 44 

66 69 72 75 78 2 5 8 II 14 17 20 23 26 

67 51 54 57 60 63 66 69 72 75 78 2 5 8 

68 42 45 48 51 54 57 60 63 66 69 72 75 78 

69 3 6 9 12 15 18 21 24 27 30 33 36 39 

70 30 33 36 39 42 45 48 51 54 57 60 63 66 

71 57 60 63 66 69 72 75 78 2 5 8 II 14 

72 37 40 43 46 49 52 55 58 61 64 67 70 73 

73 55 58 61 64 67 70 73 76 79 3 6 9 12 

74 26 29 32 35 38 41 44 47 50 53 56 59 62 

75 46 49 52 55 58 61 64 67 70 73 76 79 3 

76 53 56 59 62 65 68 71 74 77 80 4 7 10 

77 40 43 46 49 52 55 58 61 64 67 70 73 76 

78 32 35 38 41 44 47 50 53 56 59 62 65 68 

79 48 51 54 57 60 63 66 69 72 75 78 2 5 
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Table 8.1-Hopping sequence set 1 (continued) 

index 39 42 45 48 51 54 57 60 63 66 69 72 75 

I 41 44 47 50 53 56 59 62 65 68 71 74 77 

2 64 67 70 73 76 79 3 6 9 12 15 18 21 

3 24 27 30 33 36 39 42 45 48 51 54 57 60 

4 49 52 55 58 61 64 67 70 73 76 79 3 6 

5 5 8 11 14 17 20 23 26 29 32 35 38 41 

6 57 60 63 66 69 72 75 78 2 5 8 II 14 

7 33 36 39 42 45 48 51 54 57 60 63 66 69 

8 9 12 15 18 21 24 27 30 33 36 39 42 45 

9 60 63 66 69 72 75 78 2 5 8 II 14 17 

10 23 26 29 32 35 38 41 44 47 50 53 56 59 

II 38 41 44 47 50 53 56 59 62 65 68 71 74 

12 70 73 76 79 3 6 9 12 15 18 21 24 27 

13 21 24 27 30 33 36 39 42 45 48 51 54 57 

14 63 66 69 72 75 78 2 5 8 II 14 17 20 

15 14 17 20 23 26 29 32 35 38 41 44 47 50 

16 25 28 31 34 37 40 43 46 49 52 55 58 61 

17 67 70 73 76 79 3 6 9 12 15 18 21 24 

18 39 42 45 48 51 54 57 60 63 66 69 72 75 

19 72 75 78 2 5 8 11 14 17 20 23 26 29 

20 43 46 49 52 55 58 61 64 67 70 73 76 79 

21 59 62 65 68 71 74 77 80 4 7 IO 13 16 

22 52 55 58 61 64 67 70 73 76 79 3 6 9 

23 77 80 4 7 IO 13 16 19 22 25 28 31 34 

24 34 37 40 43 46 49 52 55 58 61 64 67 70 

25 16 19 22 25 28 31 34 37 40 43 46 49 52 

26 31 34 37 40 43 46 49 52 55 58 61 64 67 

27 62 65 68 71 74 77 80 4 7 10 13 16 19 

28 44 47 50 53 56 59 62 65 68 71 74 77 80 

29 78 2 5 8 11 14 17 20 23 26 29 32 35 

30 51 54 57 60 63 66 69 72 75 78 2 5 8 

31 75 78 2 5 8 11 14 17 20 23 26 29 32 

32 28 31 34 37 40 43 46 49 52 55 58 61 64 

33 48 51 54 57 60 63 66 69 72 75 78 2 5 

34 30 33 36 39 42 45 48 51 54 57 60 63 66 

35 37 40 43 46 49 52 55 58 61 64 67 70 73 

36 45 48 51 54 57 60 63 66 69 72 75 78 2 

37 22 25 28 31 34 37 40 43 46 49 52 55 58 

38 68 71 74 77 80 4 7 10 13 16 19 22 25 

39 53 56 59 62 65 68 71 74 77 80 4 7 10 

262 Copyright© 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition 

Table 8.1-Hopping sequence set 1 (continued) 

index 39 42 45 48 51 54 57 60 63 66 69 72 75 

40 66 69 72 75 78 2 5 8 JI 14 17 20 23 

41 55 58 61 64 67 70 73 76 79 3 6 9 12 

42 19 22 25 28 31 34 37 40 43 46 49 52 55 

43 3 6 9 12 15 18 21 24 27 30 33 36 39 

44 36 39 42 45 48 51 54 57 60 63 66 69 72 

45 73 76 79 3 6 9 12 15 18 21 24 27 30 

46 32 35 38 41 44 47 50 53 56 59 62 65 68 

47 50 53 56 59 62 65 68 71 74 77 80 4 7 

48 20 23 26 29 32 35 38 41 44 47 50 53 56 

49 40 43 46 49 52 55 58 61 64 67 70 73 76 

50 7 10 13 16 19 22 25 28 31 34 37 40 43 

51 61 64 67 70 73 76 79 3 6 9 12 15 18 

52 35 38 41 44 47 50 53 56 59 62 65 68 71 

53 26 29 32 35 38 41 44 47 50 53 56 59 62 

54 80 4 7 10 13 16 19 22 25 28 31 34 37 

55 54 57 60 63 66 69 72 75 78 2 5 8 II 
56 74 77 80 4 7 10 13 16 19 22 25 28 31 

57 27 30 33 36 39 42 45 48 51 54 57 60 63 

58 12 15 18 21 24 27 30 33 36 39 42 45 48 

59 18 21 24 27 30 33 36 39 42 45 48 51 54 

60 4 7 10 13 16 19 22 25 28 31 34 37 40 

61 JO 13 16 19 22 25 28 31 34 37 40 43 46 

62 56 59 62 65 68 71 74 77 80 4 7 10 13 
63 46 49 52 55 58 61 64 67 70 73 76 79 3 

64 58 61 64 67 70 73 76 79 3 6 9 12 15 

65 47 50 53 56 59 62 65 68 71 74 77 80 4 

66 29 32 35 38 41 44 47 50 53 56 59 62 65 

67 II 14 17 20 23 26 29 32 35 38 41 44 47 

68 2 5 8 II 14 17 20 23 26 29 32 35 38 

69 42 45 48 51 54 57 60 63 66 69 72 75 78 

70 69 72 75 78 2 5 8 II 14 17 20 23 26 

71 17 20 23 26 29 32 35 38 41 44 47 50 53 

72 76 79 3 6 9 12 15 18 21 24 27 30 33 

73 15 18 21 24 27 30 33 36 39 42 45 48 51 

74 65 68 71 74 77 80 4 7 JO 13 16 19 22 

75 6 9 12 15 18 21 24 27 30 33 36 39 42 

76 13 16 19 22 25 28 31 34 37 40 43 46 49 

77 79 3 6 9 12 15 18 21 24 27 30 33 36 

78 71 74 77 80 4 7 10 13 16 19 22 25 28 

79 8 II 14 17 20 23 26 29 32 35 38 41 44 
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Table B.2-Hopping sequence set 2 

index I 4 7 10 13 16 19 22 25 28 31 34 37 

1 3 6 9 12 15 18 21 24 27 30 33 36 39 

2 26 29 32 35 38 41 44 47 50 53 56 59 62 

3 65 68 71 74 77 80 4 7 10 13 16 19 22 

4 11 14 17 20 23 26 29 32 35 38 41 44 47 

5 46 49 52 55 58 61 64 67 70 73 76 79 3 

6 19 22 25 28 31 34 37 40 43 46 49 52 55 

7 74 77 80 4 7 10 13 16 19 22 25 28 31 

8 50 53 56 59 62 65 68 71 74 77 80 4 7 

9 22 25 28 31 34 37 40 43 46 49 52 55 58 

10 64 67 70 73 76 79 3 6 9 12 15 18 21 

11 79 3 6 9 12 15 18 21 24 27 30 33 36 

12 32 35 38 41 44 47 50 53 56 59 62 65 68 

13 62 65 68 71 74 77 80 4 7 10 13 16 19 

14 25 28 31 34 37 40 43 46 49 52 55 58 61 

15 55 58 61 64 67 70 73 76 79 3 6 9 12 

16 66 69 72 75 78 2 5 8 11 14 17 20 23 

17 29 32 35 38 41 44 47 50 53 56 59 62 65 

18 80 4 7 10 13 16 19 22 25 28 31 34 37 

19 34 37 40 43 46 49 52 55 58 61 64 67 70 

20 5 8 11 14 17 20 23 26 29 32 35 38 41 

21 21 24 27 30 33 36 39 42 45 48 51 54 57 

22 14 17 20 23 26 29 32 35 38 41 44 47 50 

23 39 42 45 48 51 54 57 60 63 66 69 72 75 

24 75 78 2 5 8 11 14 17 20 23 26 29 32 

25 57 60 63 66 69 72 75 78 2 5 8 II 14 

26 72 75 78 2 5 8 II 14 17 20 23 26 29 

27 24 27 30 33 36 39 42 45 48 51 54 57 60 

28 6 9 12 15 18 21 24 27 30 33 36 39 42 

29 40 43 46 49 52 55 58 61 64 67 70 73 76 

30 13 16 19 22 25 28 31 34 37 40 43 46 49 

31 37 40 43 46 49 52 55 58 61 64 67 70 73 

32 69 72 75 78 2 5 8 11 14 17 20 23 26 

33 10 13 16 19 22 25 28 31 34 37 40 43 46 

34 71 74 77 80 4 7 10 13 16 19 22 25 28 

35 78 2 5 8 11 14 17 20 23 26 29 32 35 

36 7 10 13 16 19 22 25 28 31 34 37 40 43 

37 63 66 69 72 75 78 2 5 8 11 14 17 20 

38 30 33 36 39 42 45 48 51 54 57 60 63 66 

39 15 18 21 24 27 30 33 36 39 42 45 48 51 
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Table 8.2-Hopping sequence set 2 (continued) 

index I 4 7 10 13 16 19 22 25 28 31 34 37 

40 28 31 34 37 40 43 46 49 52 55 58 61 64 

41 17 20 23 26 29 32 35 38 41 44 47 50 53 

42 60 63 66 69 72 75 78 2 5 8 II 14 17 

43 44 47 50 53 56 59 62 65 68 71 74 77 80 

44 77 80 4 7 10 13 16 19 22 25 28 31 34 

45 35 38 41 44 47 50 53 56 59 62 65 68 71 

46 73 76 79 3 6 9 12 15 18 21 24 27 30 

47 12 15 18 21 24 27 30 33 36 39 42 45 48 

48 61 64 67 70 73 76 79 3 6 9 12 15 18 

49 2 5 8 II 14 17 20 23 26 29 32 35 38 

50 48 51 54 57 60 63 66 69 72 75 78 2 5 

51 23 26 29 32 35 38 41 44 47 50 53 56 59 

52 76 79 3 6 9 12 15 18 21 24 27 30 33 

53 67 70 73 76 79 3 6 9 12 15 18 21 24 

54 42 45 48 51 54 57 60 63 66 69 72 75 78 

55 16 19 22 25 28 31 34 37 40 43 46 49 52 

56 36 39 42 45 48 51 54 57 60 63 66 69 72 

57 68 71 74 77 80 4 7 10 13 16 19 22 25 

58 53 56 59 62 65 68 71 74 77 80 4 7 10 

59 59 62 65 68 71 74 77 80 4 7 10 13 16 

60 45 48 51 54 57 60 63 66 69 72 75 78 2 

61 51 54 57 60 63 66 69 72 75 78 2 5 8 

62 18 21 24 27 30 33 36 39 42 45 48 51 54 

63 8 II 14 17 20 23 26 29 32 35 38 41 44 

64 20 23 26 29 32 35 38 41 44 47 50 53 56 

65 9 12 15 18 21 24 27 30 33 36 39 42 45 

66 70 73 76 79 3 6 9 12 15 18 21 24 27 

67 52 55 58 61 64 67 70 73 76 79 3 6 9 

68 43 46 49 52 55 58 61 64 67 70 73 76 79 

69 4 7 10 13 16 19 22 25 28 31 34 37 40 

70 31 34 37 40 43 46 49 52 55 58 61 64 67 

71 58 61 64 67 70 73 76 79 3 6 9 12 15 

72 38 41 44 47 50 53 56 59 62 65 68 71 74 

73 56 59 62 65 68 71 74 77 80 4 7 10 13 

74 27 30 33 36 39 42 45 48 51 54 57 60 63 

75 47 50 53 56 59 62 65 68 71 74 77 80 4 

76 54 57 60 63 66 69 72 75 78 2 5 8 II 

77 41 44 47 50 53 56 59 62 65 68 71 74 77 

78 33 36 39 42 45 48 51 54 57 60 63 66 69 

79 49 52 55 58 61 64 67 70 73 76 79 3 6 
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Table B.2-Hopping sequence set 2 (continued) 

index 40 43 46 49 52 55 58 61 64 67 70 73 76 

I 42 45 48 51 54 57 60 63 66 69 72 75 78 

2 65 68 71 74 77 80 4 7 10 13 16 19 22 

3 25 28 31 34 37 40 43 46 49 52 55 58 61 

4 50 53 56 59 62 65 68 71 74 77 80 4 7 

5 6 9 12 15 18 21 24 27 30 33 36 39 42 

6 58 61 64 67 70 73 76 79 3 6 9 12 15 

7 34 37 40 43 46 49 52 55 58 61 64 67 70 

8 10 13 16 19 22 25 28 31 34 37 40 43 46 

9 61 64 67 70 73 76 79 3 6 9 12 15 18 

10 24 27 30 33 36 39 42 45 48 51 54 57 60 

II 39 42 45 48 51 54 57 60 63 66 69 72 75 

12 71 74 77 80 4 7 10 13 16 19 22 25 28 

13 22 25 28 31 34 37 40 43 46 49 52 55 58 

14 64 67 70 73 76 79 3 6 9 12 15 18 21 

15 15 18 21 24 27 30 33 36 39 42 45 48 51 

16 26 29 32 35 38 41 44 47 50 53 56 59 62 

17 68 71 74 77 80 4 7 10 13 16 19 22 25 

18 40 43 46 49 52 55 58 61 64 67 70 73 76 

19 73 76 79 3 6 9 12 15 18 21 24 27 30 

20 44 47 50 53 56 59 62 65 68 71 74 77 80 

21 60 63 66 69 72 75 78 2 5 8 11 14 17 

22 53 56 59 62 65 68 71 74 77 80 4 7 10 

23 78 2 5 8 11 14 17 20 23 26 29 32 35 

24 35 38 41 44 47 50 53 56 59 62 65 68 71 

25 17 20 23 26 29 32 35 38 41 44 47 50 53 

26 32 35 38 41 44 47 50 53 56 59 62 65 68 

27 63 66 69 72 75 78 2 5 8 11 14 17 20 

28 45 48 51 54 57 60 63 66 69 72 75 78 2 

29 79 3 6 9 12 15 18 21 24 27 30 33 36 

30 52 55 58 61 64 67 70 73 76 79 3 6 9 

31 76 79 3 6 9 12 15 18 21 24 27 30 33 

32 29 32 35 38 41 44 47 50 53 56 59 62 65 

33 49 52 55 58 61 64 67 70 73 76 79 3 6 

34 31 34 37 40 43 46 49 52 55 58 61 64 67 

35 38 41 44 47 50 53 56 59 62 65 68 71 74 

36 46 49 52 55 58 61 64 67 70 73 76 79 3 

37 23 26 29 32 35 38 41 44 47 50 53 56 59 

38 69 72 75 78 2 5 8 11 14 17 20 23 26 

39 54 57 60 63 66 69 72 75 78 2 5 8 11 
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Table 8.2-Hopping sequence set 2 (continued) 

index 40 43 46 49 52 55 58 61 64 67 70 73 76 

40 67 70 73 76 79 3 6 9 12 15 18 21 24 

41 56 59 62 65 68 71 74 77 80 4 7 10 13 

42 20 23 26 29 32 35 38 41 44 47 50 53 56 

43 4 7 10 13 16 19 22 25 28 31 34 37 40 

44 37 40 43 46 49 52 55 58 61 64 67 70 73 

45 74 77 80 4 7 10 13 16 19 22 25 28 31 

46 33 36 39 42 45 48 51 54 57 60 63 66 69 

47 51 54 57 60 63 66 69 72 75 78 2 5 8 

48 21 24 27 30 33 36 39 42 45 48 51 54 57 

49 41 44 47 50 53 56 59 62 65 68 71 74 77 

50 8 11 14 17 20 23 26 29 32 35 38 41 44 

51 62 65 68 71 74 77 80 4 7 10 13 16 19 

52 36 39 42 45 48 51 54 57 60 63 66 69 72 

53 27 30 33 36 39 42 45 48 51 54 57 60 63 

54 2 5 8 11 14 17 20 23 26 29 32 35 38 

55 55 58 61 64 67 70 73 76 79 3 6 9 12 

56 75 78 2 5 8 11 14 17 20 23 26 29 32 

57 28 31 34 37 40 43 46 49 52 55 58 61 64 

58 13 16 19 22 25 28 31 34 37 40 43 46 49 

59 19 22 25 28 31 34 37 40 43 46 49 52 55 

60 5 8 11 14 17 20 23 26 29 32 35 38 41 

61 11 14 17 20 23 26 29 32 35 38 41 44 47 

62 57 60 63 66 69 72 75 78 2 5 8 11 14 

63 47 50 53 56 59 62 65 68 71 74 77 80 4 

64 59 62 65 68 71 74 77 80 4 7 10 13 16 

65 48 51 54 57 60 63 66 69 72 75 78 2 5 

66 30 33 36 39 42 45 48 51 54 57 60 63 66 

67 12 15 18 21 24 27 30 33 36 39 42 45 48 

68 3 6 9 12 15 18 21 24 27 30 33 36 39 

69 43 46 49 52 55 58 61 64 67 70 73 76 79 

70 70 73 76 79 3 6 9 12 15 18 21 24 27 

71 18 21 24 27 30 33 36 39 42 45 48 51 54 

72 77 80 4 7 10 13 16 19 22 25 28 31 34 

73 16 19 22 25 28 31 34 37 40 43 46 49 52 

74 66 69 72 75 78 2 5 8 11 14 17 20 23 

75 7 10 13 16 19 22 25 28 31 34 37 40 43 

76 14 17 20 23 26 29 32 35 38 41 44 47 50 

77 80 4 7 10 13 16 19 22 25 28 31 34 37 

78 72 75 78 2 5 8 11 14 17 20 23 26 29 

79 9 12 15 18 21 24 27 30 33 36 39 42 45 
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Table B.3-Hopping sequence set 3 

index 2 5 8 11 14 17 20 23 26 29 32 35 38 

1 4 7 10 13 16 19 22 25 28 31 34 37 40 

2 27 30 33 36 39 42 45 48 51 54 57 60 63 

3 66 69 72 75 78 2 5 8 II 14 17 20 23 

4 12 15 18 21 24 27 30 33 36 39 42 45 48 

5 47 50 53 56 59 62 65 68 71 74 77 80 4 

6 20 23 26 29 32 35 38 41 44 47 50 53 56 

7 75 78 2 5 8 11 14 17 20 23 26 29 32 

8 51 54 57 60 63 66 69 72 75 78 2 5 8 

9 23 26 29 32 35 38 41 44 47 50 53 56 59 

IO 65 68 71 74 77 80 4 7 IO 13 16 19 22 

11 80 4 7 IO 13 16 19 22 25 28 31 34 37 

12 33 36 39 42 45 48 51 54 57 60 63 66 69 

13 63 66 69 72 75 78 2 5 8 II 14 17 20 

14 26 29 32 35 38 41 44 47 50 53 56 59 62 

15 56 59 62 65 68 71 74 77 80 4 7 IO 13 

16 67 70 73 76 79 3 6 9 12 15 18 21 24 

17 30 33 36 39 42 45 48 51 54 57 60 63 66 

18 2 5 8 II 14 17 20 23 26 29 32 35 38 

19 35 38 41 44 47 50 53 56 59 62 65 68 71 

20 6 9 12 15 18 21 24 27 30 33 36 39 42 

21 22 25 28 31 34 37 40 43 46 49 52 55 58 

22 15 18 21 24 27 30 33 36 39 42 45 48 51 

23 40 43 46 49 52 55 58 61 64 67 70 73 76 

24 76 79 3 6 9 12 15 18 21 24 27 30 33 

25 58 61 64 67 70 73 76 79 3 6 9 12 15 

26 73 76 79 3 6 9 12 15 18 21 24 27 30 

27 25 28 31 34 37 40 43 46 49 52 55 58 61 

28 7 IO 13 16 19 22 25 28 31 34 37 40 43 

29 41 44 47 50 53 56 59 62 65 68 71 74 77 

30 14 17 20 23 26 29 32 35 38 41 44 47 50 

31 38 41 44 47 50 53 56 59 62 65 68 71 74 

32 70 73 76 79 3 6 9 12 15 18 21 24 27 

33 II 14 17 20 23 26 29 32 35 38 41 44 47 

34 72 75 78 2 5 8 11 14 17 20 23 26 29 

35 79 3 6 9 12 15 18 21 24 27 30 33 36 

36 8 II 14 17 20 23 26 29 32 35 38 41 44 

37 64 67 70 73 76 79 3 6 9 12 15 18 21 

38 31 34 37 40 43 46 49 52 55 58 61 64 67 

39 16 19 22 25 28 31 34 37 40 43 46 49 52 
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Table B.3-Hopping sequence set 3 (continued) 

index 2 5 8 II 14 17 20 23 26 29 32 35 38 

40 29 32 35 38 41 44 47 50 53 56 59 62 65 

41 18 21 24 27 30 33 36 39 42 45 48 51 54 

42 61 64 67 70 73 76 79 3 6 9 12 15 18 

43 45 48 51 54 57 60 63 66 69 72 75 78 2 

44 78 2 5 8 11 14 17 20 23 26 29 32 35 

45 36 39 42 45 48 51 54 57 60 63 66 69 72 

46 74 77 80 4 7 10 13 16 19 22 25 28 31 

47 13 16 19 22 25 28 31 34 37 40 43 46 49 

48 62 65 68 71 74 77 80 4 7 10 13 16 19 

49 3 6 9 12 15 18 21 24 27 30 33 36 39 

50 49 52 55 58 61 64 67 70 73 76 79 3 6 

51 24 27 30 33 36 39 42 45 48 51 54 57 60 

52 77 80 4 7 10 13 16 19 22 25 28 31 34 

53 68 71 74 77 80 4 7 10 13 16 19 22 25 

54 43 46 49 52 55 58 61 64 67 70 73 76 79 

55 17 20 23 26 29 32 35 38 41 44 47 50 53 

56 37 40 43 46 49 52 55 58 61 64 67 70 73 

57 69 72 75 78 2 5 8 II 14 17 20 23 26 

58 54 57 60 63 66 69 72 75 78 2 5 8 II 

59 60 63 66 69 72 75 78 2 5 8 II 14 17 

60 46 49 52 55 58 61 64 67 70 73 76 79 3 

61 52 55 58 61 64 67 70 73 76 79 3 6 9 

62 19 22 25 28 31 34 37 40 43 46 49 52 55 

63 9 12 15 18 21 24 27 30 33 36 39 42 45 

64 21 24 27 30 33 36 39 42 45 48 51 54 57 

65 10 13 16 19 22 25 28 31 34 37 40 43 46 

66 71 74 77 80 4 7 10 13 16 19 22 25 28 

67 53 56 59 62 65 68 71 74 77 80 4 7 10 

68 44 47 50 53 56 59 62 65 68 71 74 77 80 

69 5 8 11 14 17 20 23 26 29 32 35 38 41 

70 32 35 38 41 44 47 50 53 56 59 62 65 68 

71 59 62 65 68 71 74 77 80 4 7 10 13 16 

72 39 42 45 48 51 54 57 60 63 66 69 72 75 

73 57 60 63 66 69 72 75 78 2 5 8 11 14 

74 28 31 34 37 40 43 46 49 52 55 58 61 64 

75 48 51 54 57 60 63 66 69 72 75 78 2 5 

76 55 58 61 64 67 70 73 76 79 3 6 9 12 

77 42 45 48 51 54 57 60 63 66 69 72 75 78 

78 34 37 40 43 46 49 52 55 58 61 64 67 70 

79 50 53 56 59 62 65 68 71 74 77 80 4 7 
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Table B.3-Hopping sequence set 3 (continued) 

index 41 44 47 50 53 56 59 62 65 68 71 74 77 

I 43 46 49 52 55 58 61 64 67 70 73 76 79 

2 66 69 72 75 78 2 5 8 II 14 17 20 23 

3 26 29 32 35 38 41 44 47 50 53 56 59 62 

4 51 54 57 60 63 66 69 72 75 78 2 5 8 

5 7 10 13 16 19 22 25 28 31 34 37 40 43 

6 59 62 65 68 71 74 77 80 4 7 10 13 16 

7 35 38 41 44 47 50 53 56 59 62 65 68 71 

8 11 14 17 20 23 26 29 32 35 38 41 44 47 

9 62 65 68 71 74 77 80 4 7 10 13 16 19 

10 25 28 31 34 37 40 43 46 49 52 55 58 61 

II 40 43 46 49 52 55 58 61 64 67 70 73 76 

12 72 75 78 2 5 8 11 14 17 20 23 26 29 

13 23 26 29 32 35 38 41 44 47 50 53 56 59 

14 65 68 71 74 77 80 4 7 10 13 16 19 22 

15 16 19 22 25 28 31 34 37 40 43 46 49 52 

16 27 30 33 36 39 42 45 48 51 54 57 60 63 

17 69 72 75 78 2 5 8 II 14 17 20 23 26 

18 41 44 47 50 53 56 59 62 65 68 71 74 77 

19 74 77 80 4 7 10 13 16 19 22 25 28 31 

20 45 48 51 54 57 60 63 66 69 72 75 78 2 

21 61 64 67 70 73 76 79 3 6 9 12 15 18 

22 54 57 60 63 66 69 72 75 78 2 5 8 11 

23 79 3 6 9 12 15 18 21 24 27 30 33 36 

24 36 39 42 45 48 51 54 57 60 63 66 69 72 

25 18 21 24 27 30 33 36 39 42 45 48 51 54 

26 33 36 39 42 45 48 51 54 57 60 63 66 69 

27 64 67 70 73 76 79 3 6 9 12 15 18 21 

28 46 49 52 55 58 61 64 67 70 73 76 79 3 

29 80 4 7 10 13 16 19 22 25 28 31 34 37 

30 53 56 59 62 65 68 71 74 77 80 4 7 10 

31 77 80 4 7 10 13 16 19 22 25 28 31 34 

32 30 33 36 39 42 45 48 51 54 57 60 63 66 

33 50 53 56 59 62 65 68 71 74 77 80 4 7 

34 32 35 38 41 44 47 50 53 56 59 62 65 68 

35 39 42 45 48 51 54 57 60 63 66 69 72 75 

36 47 50 53 56 59 62 65 68 71 74 77 80 4 

37 24 27 30 33 36 39 42 45 48 51 54 57 60 

38 70 73 76 79 3 6 9 12 15 18 21 24 27 

39 55 58 61 64 67 70 73 76 79 3 6 9 12 
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Table B.3-Hopping sequence set 3 (continued) 

index 41 44 47 50 53 56 59 62 65 68 71 74 77 

40 68 71 74 77 80 4 7 10 13 16 19 22 25 

41 57 60 63 66 69 72 75 78 2 5 8 11 14 

42 21 24 27 30 33 36 39 42 45 48 51 54 57 

43 5 8 11 14 17 20 23 26 29 32 35 38 41 

44 38 41 44 47 50 53 56 59 62 65 68 71 74 

45 75 78 2 5 8 11 14 17 20 23 26 29 32 

46 34 37 40 43 46 49 52 55 58 61 64 67 70 

47 52 55 58 61 64 67 70 73 76 79 3 6 9 

48 22 25 28 31 34 37 40 43 46 49 52 55 58 

49 42 45 48 51 54 57 60 63 66 69 72 75 78 

50 9 12 15 18 21 24 27 30 33 36 39 42 45 

51 63 66 69 72 75 78 2 5 8 II 14 17 20 

52 37 40 43 46 49 52 55 58 61 64 67 70 73 

53 28 31 34 37 40 43 46 49 52 55 58 61 64 

54 3 6 9 12 15 18 21 24 27 30 33 36 39 

55 56 59 62 65 68 71 74 77 80 4 7 10 13 

56 76 79 3 6 9 12 15 18 21 24 27 30 33 

57 29 32 35 38 41 44 47 50 53 56 59 62 65 

58 14 17 20 23 26 29 32 35 38 41 44 47 50 

59 20 23 26 29 32 35 38 41 44 47 50 53 56 

60 6 9 12 15 18 21 24 27 30 33 36 39 42 

61 12 15 18 21 24 27 30 33 36 39 42 45 48 

62 58 61 64 67 70 73 76 79 3 6 9 12 15 

63 48 51 54 57 60 63 66 69 72 75 78 2 5 

64 60 63 66 69 72 75 78 2 5 8 II 14 17 

65 49 52 55 58 61 64 67 70 73 76 79 3 6 

66 31 34 37 40 43 46 49 52 55 58 61 64 67 

67 13 16 19 22 25 28 31 34 37 40 43 46 49 

68 4 7 10 13 16 19 22 25 28 31 34 37 40 

69 44 47 50 53 56 59 62 65 68 71 74 77 80 

70 71 74 77 80 4 7 10 13 16 19 22 25 28 

71 19 22 25 28 31 34 37 40 43 46 49 52 55 

72 78 2 5 8 II 14 17 20 23 26 29 32 35 

73 17 20 23 26 29 32 35 38 41 44 47 50 53 

74 67 70 73 76 79 3 6 9 12 15 18 21 24 

75 8 11 14 17 20 23 26 29 32 35 38 41 44 

76 15 18 21 24 27 30 33 36 39 42 45 48 51 

77 2 5 8 11 14 17 20 23 26 29 32 35 38 

78 73 76 79 3 6 9 12 15 18 21 24 27 30 

79 10 13 16 19 22 25 28 31 34 37 40 43 46 

Copyright© 1999 IEEE. All rights reserved. 271 



ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN 

Annex C 

(normative) 

Formal description of MAC operation 

This annex contains formal descriptions of the behavior of MAC station (STA) and access point (AP) enti 
ties. These descriptions also describe the frame formats and the generation and interpretation of information 
encoded in MAC frames, in the parameters of service primitives supported by the MAC, and in MIB 
attributes used or generated by the MAC. The MAC is described using the 1992 version of the ITU Specifi 
cation and Description Language (SDL-92). SDL-92 is defined in ITU-T Recommendation Z.100 (03/93). 
An update to Z.100 was approved in 1996 (SDL-96), but none of the SDL facilities used in this annex were 
modified. An introduction to the MAC formal description is provided in Clause C. l. Definitions of the data 
types and operators used by the MAC state machines are provided in Clause C.2. An SDL system describing 
MAC operation at an IEEE 802.11 station is contained in Clause C.3. Finally, a subset of an SDL system 
describing the aspects of MAC operation at an IEEE 802.11 AP that differ from operation at a non-AP sta 
tion is provided in Clause C.4. 

In Annex D, the MAC and PHY management information bases are described in Abstract Syntax Notation 
One (ASN.l), defined in ISO/IEC 8824: 1990 and ISO/IEC 8825: 1990. ITU-T Recommendation Z.105 (03/ 
95) defines the use of SDL in conjunction with ASN. l, allowing system behavior to be defined using SDL 
and data types to be defined using ASN. l. Incomplete tool support precluded the use of ITU-T Recommen 
dation Z.105 in this annex. However, within the limits ofITU-T Recommendation Z.100 (referred to subse 
quently as Z.100), the data types in Clause C.2 are defined in a similar manner to ITU-T Recommendation 
Z. l 05 (referred to subsequently as Z. l 05). Annex E contains a listing of available documentation. 

NOTES 

I-The SDL definitions in this annex should be usable with any SDL tool that supports the 1993 version or 1996 update 
of ITU-T Recommendation Z.100. Software for generating, analyzing, verifying, and simulating SDL system descrip 
tions is available from several sources. 

2-The SDL code in this annex was generated using SDTIPC version 3.02; from Telelogic AB, Malmo, Sweden (+46- 
40-174700; internet: telelogic.se); USA office in Princeton, NJ (+1-609-520-1935; internet: telelogic.com). Telelogic 
offers SDT for several workstation platforms in addition to SDT/PC. 

3-The use ofTelelogic's product to prepare this annex does not constitute an endorsement of SDT by the IEEE LAN 
MAN Standards Committee or by the IEEE. 

4-The diagrams on the next two pages show most of the symbols of SDL graphical syntax (SDL-GR) used in the MAC 
formal description. The symbols in these diagrams have labels and comments that explain their meanings. These dia 
grams are intended to serve as a legend for the SDL-GR symbols that comprise most of the process interaction and state 
transition diagrams. These diagrams are neither a complete SDL system, nor a complete presentation of SDL-GR sym 
bology. Also, this state machine fragment exists to illustrate the SDL graphical syntax, and does not describe any useful 
behavior. 
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Block Interaction_page_Legend la(]) 

,--------- .... I I\ 
I ' ' I I 
I I 1,. ., EJ ,This is a block reference symbol. 

- JB]ocks are the fundamental unit oflexical 
: scope and structural hierarchy. Each block 
,contains other blocks and/or processes, 
:procedures, and data declarations. 
'----------------------------- 

After the process name ; 
is the number of process f- - - - 
mstances at startup and , 
the maximum number of 
instances. For processes: 
created dynamically, the, 
dashed arrow connects : 
the parent process to , 
the offspring process. : 

I ________________ ., 

Process_A (I ,I) 
,This is a process reference symbol. 

- J Processes specify dynamic behavior using 
:extended finite state machines. Processes 
,oferate concurrently, communicating by means 
:o signals and remote variables (import/export). 

Unidirectional 
Signa!Route - 

Signals] 

Process_B (0,max) 

Bidirectional 
Signa!Route - 

Signal!,] 
Signa12 [

Signa13, 
Signal4 

Process_C (1,1) 

Signa!Route 
OutOfBlock- 

I 
I 
I 
I 
I 
I 

-------------------, I The connection point name , : 
where a signal route hits the L - - - - - , 
block boundary identifies the : 
continuation of that signal , 
route in the enclosing block. : 

Signa12,] 
Signal6 

[ Signa13] 

Procedure _Name 

,This is a procedure reference symbol. 
- - - - j A procedure is defined and called in the process where this 

,symbol appears. If declared "remote" the procedure may be 
, imported for calling from other processes. A value-returning 
[procedure, callable in assignment statements, is defined using 
:the "returns" keyword in the formal parameter list. 

'---------------------------------------- 

operator 

Operator_ Name 

,This is an operator reference symbol. 
- - - _ [Operators for custom sorts may be defined axiomatically or 

:algorithmically. An algorithmic operator is similar to a 
,value-returning procedure, except the operator does not use 
:states nor outputs, and does not modify its source operands. 

PT 
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Process State_ Machine_ Legend la(!) 

I\ . ' 
I 
I .. .. 

/* This is a text symbol, used to hold 
data type (sort) definitions, declarations, 
signa[ lists, and other SDL statements that 
have no graphical representation. */ 

State_2 

,Process Start symbol 
- J (One per process, 

:contains no text.) 
.. ---- - ----- -- -- 
1State symbol, arrowhead 

- Jindicates transition(s) 
: entering the state. 

~Input symbol with wedge on left 
- { side used for signals from LLC, 

,SME, self, and others logically 
: above or parallel to this process. 

I 
I 
I 
I 

* in a state symbol~ : 
means all states L ~ 
except those listed: : 
•------------' I 

- in a state symbol; 
refers to the state f , 
from which the , , 
transition began. : : ____________ ., I 

I 
I 

~The transition taken when multiple 
--- --- ------ - - - - - - --- - - - - - -- - - - - -- ---- -{inputs follow a state is determined 

, by the first of the named signals to 
: reach the head of the input queue. 

signal C, 
signal=1), 

signal E 
'text extension 
symbol, holds 
overflow text' 

signal_G 

~onditional~ 
"-expression/; 

I ,------------· 
: ,This transition is 
• { able to begin only 
,when its Enabling 
:condition is true. ._ _ 

result_2 

,------ 
' I 
I 
I 

: f Pr~;e~; St~;-· 
• tsymbol 

I 
, 
I 
I 
I 
I 
: 1 A signal at head of the process 
• J input queue that is not named 
pn any of the state's input 
isymbols is discarded unless 
inamed in a Save symbol attached 
: to the state. * Save refers 
1to all remaining signal names. 
I '---------------------- 

signal z 
'when in 
any state' 

* 
(state x, 
state_y) 

state_N 

,Input symbol with wedge on right 
- - - Jside used for signals from PHY & 

:others logically below this process. 
'------------------------ 

out_sig_l 

process 
(parms) 

~Output symbol with point to left 
- { side used for signals to LLC 

,SME, self, and others logicahy 
: above or parallel to this process. 
'---------------------- 
1Create Request symbol used for 

, Jdynamic creation of an instance 

: l~ !~e- ~::i~=~ ~~=~s~ !P::. __ 
I 
I 
I 
I 

,Output symbol with point to right 
- Jside used for signals to PHY & 

: others logically below this process. 

1 A Priority Input symbol enables its 
, Jtransitiori if the named signal is 

: ta_n~~:1": ~~ ~: ~~o~=~ ~~~u~ ~~e_u:~ 
I 

Next_State 

other_signal 
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C.1 Introduction to the MAC formal description 

This formal description defines the behavior of IEEE 802.11 MAC entities. The MAC protocol functional 
decomposition used herein facilitates explicit description of the reference points and durations of the various 
timed intervals; the bases for generation and/or validation of header fields, service parameters, and MIB 
attributes; and the interpretation of each value in cases where enumerated data types are used in service 
parameters. 

C.1.1 Fundamental assumptions 

The MAC protocol is described as an SDL system, which is a set of extended finite state machines. Each 
state machine is a set of independent processes, all of which operate concurrently. All variable data-holding 
entities and procedures exist solely within the context of a single process. In SDL all interprocess communi 
cation is done with signals (there are no global variables). Signals may be sent and received explicitly, using 
SDL's output and input symbols, or implicitly, using SDL's export/import mechanism (only if the variables 
or procedures are declared "remote"). By default, signals incur delays when traversing channels between 
blocks; however, only nondelaying channels and signal routes are used in the MAC state machines, and all 
remote variables and procedures are declared with the "nodelay" property. 

State transitions, procedure calls, and tasks (assignment statements and other algorithmic processing steps) 
are assumed to require zero time. This permits the time intervals that are part of the normative MAC behav 
ior to be defined explicitly, using SDL timers. One unit of system time (a 1.0 change in the value of"now") 
is assumed to represent one microsecond of real time. Usec (microsecond) and TU (time unit) data types are 
defined, with operators to convert Usec and TU values to SDL time or duration when necessary. 

The SDL system boundary encloses the MAC entities. The LLC, SME, PHY, and distribution system are 
part of the environment. SDL generally assumes that entities in the environment operate as specified; how 
ever, the MAC state machines that communicate with the various SAPs attempt to validate inputs from the 
environment, and to handle cases where a pair of communicating entities, one within the system and the 
other outside the system boundary, have different local views of the medium, station, or service state. All sta 
tions in an IEEE 802.11 service set are assumed to exhibit the behaviors described herein. Nevertheless, 
because of the open nature of the wireless medium, the MAC state machines check for error cases that can 
arise only when an entity on the wireless medium is transmitting IEEE 802.11 PDUs, but is not obeying the 
communication.protocols specified by this standard. 

C.1.2 Notation conventions 

When practical, names used in the clauses of this standard are spelled identically in this annex. The principal 
exceptions are those names that conflict with one of SDL's reserved words (such as power management 
mode "active," which is renamed "sta_active" in SDL). To help fit the SDL text into the graphic symbols, 
acronyms with multiple, sequential capital letters are written with only the first letter capitalized (e.g., 
"MSDU" is written "Msdu" and "MLMEJoin.request" is written "MlmeJoin.request"). 

SDL reserved words and the names of variables and synonyms (named constants) begin with lowercase let 
ters. The names of sorts (data types), signals, signal routes, channels, blocks, and processes begin with 
uppercase letters. The names of certain groups of variables and/or synonyms begin with a particular lower 
case letter, followed by the remainder of the name, beginning with an uppercase letter. These groups are 

"aNameOfAttribute" 
"cNameOfCapability" 
"dNameOfDuration" 
"dotl 1 NameOfAttribute" 

PHY operational parameters. 
Capability bits, also used for internal values exported as MIB counters. 
Duration (relative time) values, declared as Usec, TU, or Duration. 
MIB attributes. 
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"eNameOfElement" Element ID values. 
"mNameOfVariable" Remote variables used for intra-MAC communication, but not part of the MIB. 

Most of these variables are exported from the MLME block. 
"sNameOfStaticValue" Synonyms for static data values used within the MAC. 
"tNameOffime" Time (absolute time) values, declared as Usec, TU, or Time. The names of timers 

begin with "T." 

C.1.3 Modeling techniques 

State machines are grouped according to defined function sets that are visible, directly or indirectly, at an 
exposed interface. The emphasis in the organization of the state machines is explicitly to show initiation of 
and response to events at the exposed interfaces, and time-related actions, including those dependent on the 
absence of external events (e.g., response timeouts) and intervals measured in derived units (e.g., backoff 
"time" in units of slots during which the wireless medium is idle). The operations associated with the various 
state transitions emphasize communication functions. Most of the details regarding insertion, extraction, and 
encoding of information in fields of the PDUs is encapsulated with the definitions of those fields. This 
approach, which relies heavily on SDL's abstract data type and inheritance mechanisms, permits the behav 
ior of the data-holding entities to be precisely defined, without obscuring process flow by adding in-line 
complexity to the individual state transitions. 

The modeling of PD Us and SD Us requires sorts such as octet strings, and operators such as bitwise boolean 
functions, which are not predefined in SDL. These sorts and operators are defined in Package macsorts, 
which appears in Clause C.2. 

Protocol and service data unit sorts are based on the Bit sort. Bit is a subtype of SD L's predefined Boolean 
sort. As a result, Bit literals "0" and "l" are alternative names for "false" and "true," and have no numeric 
significance. To use "0" or "l" as integer values requires a conversion operation. Items of the Bitstring sort 
are 0-origin, variable-length strings of Bits. With Bitstring operands, operators "and," "or," "xor," and "not" 
operate bitwise, with the length of the result equal to the length of the longest ( or only) source string. The 
Octet sort is a subtype of Bitstring that adds conversion operators to and from Integer. Each item of the 
Octet sort has length=8 {by usage convention in Z. 100, enforced in Z. l 05}. Items of the Octetstring sort are 
0-origin, variable-length strings of Octets. The Frame sort is a subtype of Octetstring that adds operators to 
extract and to modify all MAC header fields and most other MAC frame fields and elements. Most MAC 
fields and elements that contain named values with specific value assignments or enumerations are defined 
as subtypes of Frame, Octetstring, or Bitstring with the names added as literals or synonyms, so that the state 
machines can refer to the names without introducing ambiguity about the value encodings. 

Where communication at a SAP or between processes is strictly first in first out (FIFO), the (implicit) input 
queue of the SDL processes is used. When more sophisticated queue management is needed, a queue whose 
entries are instances of one, specified sort is created using the Queue generator. Entries on Queue sorts may 
be added and removed at either the tail or the head, and the number of queue entries may be determined. The 
contents of a Queue may also be searched to locate entries with particular parameter values. 

Clause C.2 contains an SDL-92 Package (a named collection ofSDL definitions that can be included by ref 
erence into an SDL System specification), which is a formal description of the formats and data encodings 
used in IEEE 802.11 SDUs, PDUs, and the parameters of the service primitives used at each of the SAPs 
supported by the IEEE 802.11 MAC. This package also contains definitions for some data structures and 
operators used internally by one or more of the MAC state machines. 

The behaviors of many intra-MAC operators are part of the normative description of the MAC protocol 
because results of the specified operations are visible, directly or indirectly, at exposed interfaces. For exam 
ple, custom operators are used to define the generation of the CRC-32 value used in the FCS field (operator 
crc32, page 301), the calculation of frame transmission time used as part of the value in the Duration/ID field 
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in certain types of frames ( operator calcDur, page 316), the comparison of the values of particular fields of a 
received MAC header with cached data values as part of the procedure for detecting duplicate frames ( oper 
ator searchTupleCache, page 289), and numerous other aspects of frame formats and information encoding. 
On the other hand, data structures used solely for intra-MAC storage or for transferring of information 
between different state machines of a single station or access point, are only normative to the extent that they 
define items of internal state and the temporal sequence necessary for proper operation of the MAC protocol. 
The specific structures and encodings used for internal data storage and communication functions in this for 
mal description do not constrain MAC implementations, provided those implementations exhibit the speci 
fied behaviors at the defined SAPs and, in conjunction with an appropriate PHY, on the wireless medium. 

C.2 Data type and operator definitions for the MAC state machines 

This clause is in SDL/PR (phrase notation), with the exception of procedural operators, which are defined in 
SDL/GR (graphic notation). Package macsorts contains the definitions of the sorts (data types with associ 
ated operators and literals) and synonyms (named constants) used by the MAC state machines. Package 
macmib defines data types for attributes in the MAC MIB, and portions of the PHY MIB, accessed by the 
MAC state machines. Package macmib exists solely to satisfy SDL's strong type checking in the absence of 
an SDL tool that fully supports Z. l 05 (the combined use of SDL with ASN. l ). 
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Package macsorts 3101_d\MacEnum(31) 

I\ . ' 
I 
I 

/* PACKAGE MACSORTS */ •~ 
/* This package contains definitions of the custom sorts (data types), operators, 

literals, and synonyms (named constants) used by the MAC state machines. */ 

/******************************************************************* 
* Enumerated types used within the MAC state machines 
******************************************************************* I 
newtype Change Type /* type of change due at the next boundary*/ 
literals dwell, /* dwell (only with FH PHY)*/ 

mocp; /* medium occupancy (only with PCF) */ 
endnewtype ChangeType; 
newtype lmed /* priority for queuing MMPDUs, relative to MSDUs */ 
literals head, /* place MMPDU at head of transmit queue*/ 

norm; /* place MMPDU at tail of transmit queue*/ 
endnewtype lmed; 
newtype NavSrc /* source of duration in SetNav & ClearNav signals*/ 
literals rts, /* RTS frame*/ 

cfpBss, cfendBss, /* start/end of CFP in own BSS */ 
cfpOther, cfendOther, /* start/end of CFP in other BSS */ 
cswitch, /* channel switch */ 
misc, /* durld from other frame types */ 
nosrc; /* non-reception events */ 

endnewtype NavSrc; 
newtype PsMode /* power save mode of a station (PsResponse signal)*/ 
literals sta_active, power_save, unknown; endnewtype PsMode; 

newtype PsState /* power save state of this station*/ 
literals awake, doze; endnewtype PsState; 

newtype StateErr /* requests disasoc or deauth (Mmlndicate signal)*/ 
literals noerr, class2, class3; endnewtype StateErr; 

newtype StationState /* asoc/auth state of sta (SsResponse signal)*/ 
literals not_auth, auth_open, auth_key, asoc, dis_asoc; 

endnewtype StationState; 
newtype TxResult /* transmission attempt status (PduConfirm signal)*/ 
literals successful, partial, retrylimit, txlifetime, 
atimAck, atimNak; endnewtype TxResult; 

/******************************************************************* 
* Enumerated types used in PHY service primitives 
******************************************************************* I 
newtype CcaStatus /* <state> parameter of PhyCca.indication */ 
literals busy, idle; endnewtype CcaStatus; 

newtype PhyRxStat /* <rxerror> parameter of PhyRxEnd.indication */ 
literals no_error, fmt_violation, carrier_lost, unsupt_rate; 

endnewtype PhyRxStat; 

/******************************************************************* 
* Placeholders for Mlme/Plme Get/Set Parameter Values 
******************************************************************* I 
/* MibAtrib (placeholder in MlmeGet/Set definitions)*/ 

syntype MibAtrib = Charstring endsyntype MibAtrib; 
/* MibValue (placeholder in MlmeGet/Set definitions)*/ 

syntype MibValue = Integer endsyntype MibValue; 
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Package macsorts 3102_d\LmeEnum(31) 

I\ . ' 
I 
I '-----------.J 

/******************************************************************* 
Enumerated types used in Mac and Mime service primitives 

******************************************************************* I 
newtype AuthType /* <authentication type> parm in Mime primitives*/ 
inherits Octetstring operators all; 
adding literals open_system, shared_key; 
axioms open_system == mkOS(0, 2); shared_key == mkOS(1, 2); 

endnewtype AuthType; 
newtype AuthTypeSet powerset( AuthType); endnewtype AuthTypeSet; 
newtype BssType /* <BSS type> parameter & BSS description element*/ 
literals infrastructure, independent, any_bss; endnewtype BssType; 

newtype BssTypeSet powerset( BssType); endnewtype BssTypeSet; 
newtype Cf Priority /* <priority> parameter of various requests*/ 
literals contention, contentionFree; endnewtype CfPriority; 

newtype MibStatus /* <status> parm of Mlme/Plme Get/Set.confirm*/ 
literals success, invalid, write_only, read_only; 

endnewtype MibStatus; 
newtype MlmeStatus /* <status> parm of Mime operation confirm*/ 
literals success, invalid, timeout, refused, 

tomany_req, already_bss; endnewtype MlmeStatus; 
newtype PwrSave /* <power save mode> parameter of MlmePowerMgt */ 
literals sta_active, power_save; endnewtype PwrSave; 

newtype Routing /* <routing info> parameter for MAC data service*/ 
literals null_rt; endnewtype Routing; 

newtype RxStatus /* <reception status> parm of MaUnitdata indication*/ 
literals rx_success, rx_failure; endnewtype RxStatus; 

newtype Scan Type /* <scan type> parameter of MlmeScan.request */ 
literals active_scan, passive_scan; endnewtype ScanType; 

newtype ServiceClass /* <service class> parameter for MaUnitdata */ 
literals reorderable, strictlyOrdered; endnewtype ServiceClass; 

newtype TxStatus /* <transmission status> parm of MaUnitdataStatus */ 
literals successful, retrylimit, txlifetime, noBss, 

excessiveDataLength, nonNullSourceRouting, 
unsupportedPriority, unavailablePriority, 
unsupportedServiceClass, unavailableServiceClass, 
unavailableKeyMapping; endnewtype TxStatus; 
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Package macsorts 3103_ellntraMac(31) 

I\ 
L ' 

I 
I 

'-----------" 

/******************************************************************* 
* Intra-MAC remote variables (names of form mXYZ) 
******************************************************************* I 
remote mActingAsAp Boolean nodelay; /* =true if STA started BSS */ 
remote mAld Asocld nodelay; /* AID assigned to STA by AP*/ 
remote mAssoc Boolean nodelay; /* =true if STA associated w/BSS */ 
remote mAtimW Boolean nodelay; /* =true if ATIM window in prog */ 
remote mBklP Boolean nodelay; /* =true if backoff in prog */ 
remote mBrates Ratestring nodelay; /* basic rate set for this sta */ 
remote mBssld MacAddr nodelay; /* identifier of current (l)BSS */ 
remote mCap Octetstring nodelay; /* capability info from MlmeJoin */ 
remote mCfp Boolean nodelay; /* =true if CF period in progress */ 
remote mDisable Boolean nodelay; /* =true if not in any BSS; then*/ 

I* TX only sends probe_req; RX only accepts beacon, probe_rsp */ 
remote mDtimCount Integer nodelay; /*=Oat Tbtt of Beacon with DTIM */ 
remote mFxlP Boolean nodelay; /* =true during frame exchange seq */ 
remote mlbss Boolean nodelay; /* =true if STA is member of IBSS */ 
remote mlistenlnt Integer nodelay; /* beacons between wake up @TBTT */ 
remote mNavEnd Time nodelay; /* NAV end Time, <=now when idle*/ 
remote mNextBdry Time nodelay; /* next boundary Time; =0 if none*/ 
remote mNextTbtt Time nodelay; /* Time next beacon due to occur*/ 
remote mPcAvail Boolean nodelay; /* =true if point coord in BSS */ 
remote mPcDlvr Boolean nodelay; /* =true if CF delivery only*/ 
remote mPcPoll Boolean nodelay; /* =true if CF delivery & polling*/ 
remote mPdly Usec nodelay; /* probe delay from start or join*/ 
remote mPss PsState nodelay; /* power save state of STA*/ 
remote mReceiveDTIMs Boolean nodelay; /* =true if DTIMs received*/ 
remote mRxA Boolean nodelay; /* =true if RX indicated by PHY*/ 
remote mSsld Octetstring nodelay; /* name of the current (l)BSS */ 
remote procedure TSF nodelay; /* read & update 64-bit TSF timer*/ 

fpar Integer, Boolean; returns Integer; 
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Package macsorts 3104 _d\StaticData(31 ) 

I\ . ' 
I 
I 

/******************************************************************* 
* Named static data values (names of form sXYZ) 
******************************************************************* I 
synonym sMaxMsduLng Integer= 2304; /* max octets in an MSDU */ 
synonym sMacHdrLng Integer= 24; /* octets in data header, no WEP */ 
synonym sWepHdrLng Integer= 28; /* octets in data header with WEP */ 
synonym sWepAddLng Integer= 8; /* octets added for WEP */ 
synonym sWdsAddLng Integer= 6; /* octets added for WDS (addr4) */ 
synonym sCrcLng Integer= 4; /* octets for crc32 (FCS, ICV) */ 
synonym sMaxMpduLng Integer= /* max octets in an MPDU */ 

(sMaxMsduLng + sMacHdrLng + sWdsAddLng + sWepAddLng + sCrcLng); 
syntype FramelndexRange = Integer /* index range for octets in MPDU */ 

constants O : sMaxMpduLng endsyntype FramelndexRange; 
synonym sTsOctet Integer= 24; /* first octet of Timestamp field */ 
synonym sMinFragLng Integer= 256; /* min value for aMpduMaxLength */ 
synonym sMaxFragNum Integer= /* maximum fragment number*/ 

(sMaxMsduLng / (sMinFragLng - sMacHdrLng - sCrcLng)); 
synonym sAckCtsLng Integer= 112; /* bits in ACK and CTS frames*/ 

/******************************************************************* 
* Station configuration flags (static, supplementary to MIB) 
* **** * ** ***** *** **** ***** *** *** * * *** **** **** * *** * *** ** * ************I 
synonym sVersion Integer= O; /* supported Protocol Version */ 
synonym sCanBeAp Boolean= false; /* =true if STA can operate as AP*/ 
synonym sCanBePc Boolean = false; /* =true if AP can be Point Coord */ 
synonym sCfPollable Boolean =true; /* =true if responds to CF-polls*/ 
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Package macsorts 31 0S_d\Usec_ TU(31) 

,.---------, 
I I\ 
I • ' 
I I 
I I 1.----------.l 

/******************************************************************* 
Discrete microsecond and Time Unit sorts 

******************************************************************* I 
/* SDL does not define the relationship between its concept*/ 
I* of Time and physical time in the system being described. */ 
/* An abstraction is needed to establish this relationship, */ 
/* because Time in SDL uses the semantics of Real, whereas*/ 
/* time in the MAC protocol is discrete, with the semantics*/ 
I* of Natural and a step size (resolution) of 1 micosecond. */ 
/* Most MAC times are defined using the subtypes of Integer*/ 
/* Usec and TU. These have operators for explicit conversion */ 
/* to SDL Time (tUsec, ITU), SDL Duration (dUsec, dTU), and */ 
/* from SDL Time (uTime, tuTime) as needed to comply with SDL's */ 
/* strong type checking. Where the MAC state machines need to*/ 
/* access the contents of the TSF timer, SDL's 'now' (current*/ 
/* time) is used. This yields readable time-dependent code,*/ 
/* but the value of 'now' cannot be modified by an SDL program, */ 
/* so adopting the TSF time from timestamps in received Beacons*/ 
I* or Probe Responses is shown as an informal task symbol.*/ 
/* Microsecond sort -- also has operators tmin and tmax */ 
newtype Usec inherits Integer operators all; 
adding operators 
dUsec: Usec -> Duration; 
IUsec : Usec -> Time; 
uTime : Time -> Usec; 
tmax : Usec, Usec -> Usec; 
tmin : Usec, Usec -> Usec; 

axioms for all u, win Usec( 
u >= w ==> tmax(u, w) == u; u < w ==> tmax(u, w) == w; 
u >= w ==> tmin(u, w) == w; u < w ==> tmin(u, w) == u; 
for all t in Time( for all r in Real( 

r = float(u) ==> tUsec(u) == Time!(Duration!(r)); 
t = Time!(Duration!(r)) and u = fix(r) ==> u == uTime(t);)); 

for all d in Duration( for all r in Real( 
r = float(u) ==> dUsec(u) == Duration!(r); ))); 

constants>= 0 /* constrain value range to be non-negative*/ 
endnewtype Usec; 
/* Time Unit sort -- (1 *TU)= (1024 * Usec) */ 
newtype TU inherits Integer operators all; 
adding operators 
dTU : TU -> Duration; 
ITU : TU -> Time; 
tuTime : Time-> TU; 
u2TU : Usec -> TU; 
tu2U : TU -> Usec; 

axioms for all k in TU( for all I in Time( for all r in Real( 
r = float(k) ==> ITU(k) == Time!(Duration!(1024 * r)); 
I= Time!(Duration!(r)) and k = (fix(r) / 1024) ==> k == tuTime(t);)); 

for all d in Duration( for all r in Real( 
r = float(k) ==> dTU(k) == Duration!(1024 * r);)); 

for all u in Usec( u2TU(u) == u / 1024; tu2U(k) == k * 1024; )); 
constants>= 0 /* constrain value range to be non-negative*/ 

endnewtype TU; 
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Package macsorts 

I\ . ' 
I 
I '-----------.J 

/* String0(sort, nullSymbol) can define strings of any sort. */ 
/* These strings are indexed starting from 0 rather than 1. */ 
/* Sorts defined by String0 have the normal String operators, plus*/ 
/* Tail (all but first item), Head (all but last item), and*/ 
/* aggregators S2, S3, S4, S6, SB (make fixed length strings). */ 
generator String0(type Item, literal Emptystring) 
literals Emptystring; 
operators 
MkString : Item-> String0; /* make a string from an item */ 
Length : String0 -> Integer; /* length of string */ 
First : String0 -> Item; /* first item in string */ 
Tail : String0 -> String0; /* all but first item in string */ 
Last : String0 -> Item; /* last item in string*/ 
head : String0 -> String0; /* all but last item in string*/ 
"//" : String0, String0 -> String0; /* concatenation*/ 
Extract! : String0, Integer-> Item; /* get item from string */ 
Modify! : String0, Integer, Item-> String0; /* modify string */ 
SubStr : String0, Integer, Integer-> String0; 

/* SubStr(s,i,j) is string0 of length j starting at string0(i) */ 
S2 : Item, Item -> String0; S3 : Item, Item, Item -> String0; 
S4 : Item, Item, Item, Item -> String0; 
S6 : Item, Item, Item, Item, Item, Item-> String0; 
SB : Item, Item, Item, Item, Item, Item, Item, Item-> String0; 

/* axioms continued on next page ... */ 

endgenerator String0; 

3106 _ d\String0(31 ) 
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Package macsorts 3107 _a\String0(31) 

I\ . ' 
I 
I ,. J 

/* String0 axioms */ 
/* for all item0,item1 ,item2,item3,item4,item5,item6,item7 in Item( 

for all s, s1, S2, S3 in String0( for all i, j in Integer( 
constructors are Emptystring, MkString, and "//"; 
equalities between constructor terms 

s // Emptystring == s; Emptystring // s == s; 
(s1 // S2) // S3 == s1 // (S2 // S3); 

definition of Length by applying it to all constructors 
type String Length(Emptystring) == 0; 
type String Length(MkString(item0)) == 1; 
type String Length(s1 // S2) == Length(s1) + Length(S2); 

definition of Extract! by applying it to all constructors, 
Extract!(MkString(item0), 0) == item0; 
i < Length(s1) ==> Extract!(s1 // S2, i) == Extract!(s1, i); 
i >= Length(s1) ==> Extract!(s1 // S2, i) == Extract!(S2, i - Length(s1 )); 
i < 0 or i >= Length(s) ==> Extract!(s, i) == error!; 

definition of First and Last by other operations 
First(s) == Extract!(s, 0); 
Last(s) == Extract!(s, Length(s) - 1 ); 

definition of substr(s,i,j) by induction on j, 
i >= 0 and i <= Length(s) ==> SubStr(s, i, 0) == Emptystring; 
i >= 0 and j > 0 and i + j <= Length(s) ==> SubStr(s, i, j) == 

SubStr(s, i, j - 1) // MkString(Extract!(s, i + j - 1 )); 
i < 0 or j < 0 or i + j > Length(s) ==> SubStr(s, i, j) == error!; 

definition of Modify!, Head, Tail, Sx by other operations 
Modify!(s, i, item0) == SubStr(s, 0, i) // MkString(item0) // 

SubStr(s, i + 1, Length(s) - i - 1 ); 
head(s) == SubStr(s, 0, Length(s) - 1 ); 
Tail(s) == SubStr(s, 1, Length(s) - 1 ); 
S2(item0, item1) == MkString(item0) // MkString(item1 ); 
S3(item0, item1, item2) == 
MkString(item0) // MkString(item1) // MkString(item2); 

S4(item0, item1, item2, item3) == 
MkString(item0) // MkString(item1) // MkString(item2) // 
MkString(item3); 

S6(item0, item1, item2, item3, item4, item5) == 
MkString(item0) // MkString(item1) // MkString(item2) // 
MkString(item3) // MkString(item4) // MkString(item5); 

S8(item0, item1, item2, item3, item4, item5, item6, item?) == 
MkString(item0) // MkString(item1) // MkString(item2) // 
MkString(item3) // MkString(item4) // MkString(item5) // 
MkString(item6) // MkString(item7); ))); 

*/ 
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Package macsorts 3108_d\Bitstring(31) 

,----------~ 
I I\ 
I • ' 
I I 
I I '-----------J 

/******************************************************************* ~ 
* ASN.1-style BIT sort (from Z.105, Annex A) 
******************************************************************* I 
/* Bit is a subtype of Boolean -- bit values 0 and 1 are 
I* not numerals and cannot be used with Integer operators */ 

newtype Bit inherits Boolean 
literals 0 = false, 1 = true; operators all; endnewtype Bit; 

/******************************************************************* I\ 
* ASN.1-style BIT STRING sort (adapted from Z.105, Annex AT 
******************************************************************* I 
/* Bitstrings are 0-origin strings of Bit. Z.105 uses ASN.1-style */ 
/* literals in binary ('1011 'B) or hexadecimal ('D3'H), but this*/ 
I* syntax is not accepted for Z.100 string literals. Therefore,*/ 
/* this version provides only hexadecimal literals 0x00-0xFF. * / 
/* Bitstring operators'=>', 'not', 'and', 'or', and 'xor' act*/ 
/* bitwise, with the length of the result string equal to the*/ 
/* length of the longest (or only) source string. */ 
newtype Bitstring String0(Bit, ") 
adding literals macro Hex_Literals; 
operators 
"not" : Bitstring -> Bitstring; 
"and" : Bitstring, Bitstring -> Bitstring; 
"or" : Bitstring, Bitstring -> Bitstring; 
"xor" : Bitstring, Bitstring -> Bitstring; 
"=>" : Bitstring, Bitstring -> Bitstring; noequality; 

axioms macro Hex Axioms; 
for all s, s1, S2, S3 in Bitstring( 
s = s == true; s1 = S2 == S2 = s1; 
s1 /= S2 == not (s1 = S2); s1 = S2 ==true==> s1 == S2; 
((s1 = S2) and (S2 = S3)) ==> s1 = S3 == true; 
((s1 = S2) and (S2 /= S3)) ==> s1 = S3 == false; 
for all b, b1, b2 in Bit( 
not(")=="; 
not (MkString(b) II s) == MkString(not (b)) II not (s); 
"and"=="; 
Length(s) > 0 ==>"ands== MkString(0) ands; 
Length(s) > 0 ==>sand "==sand MkString(0); 
(MkString(b1) II s1) and (MkString(b2) II S2) == 
MkString(b1 and b2) II (s1 and S2); 

s1 or S2 == not (not s1 and not S2); 
s1 xor S2 == (s1 or S2) and not (s1 and S2); 
s1 => S2 == not (not s1 and S2);)); 

map for all b1, b2 in Bitstring literals( 
for all bs 1 , bs2 in Charstring literals( 

/* connection to the String generator * / 
for all b in Bit literals( 

spelling(b1) = "" II bs1 // bs2 // "", 
spelling(b2) = "" // bs2 // "", spelling(b) = bs1 
==> b1 == MkString(b) // b2; ))); 

endnewtype Bitstring; 
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Package macsorts 3109_d\Octetstring(31) 

I\ . ' 
I 
I '------------' 

/******************************************************************* 
* OCTET sort (influenced by Z.105, Annex A) 
******************************************************************* I 
I* Octet is a subtype of Bitstring where length always =8. */ 
/* Z.105 adds a "size" keyword to SDL and defines Octet with*/ 
I*" ... constants size (8) ... " to impose this length constraint.*/ 
/* Here Octet relies on proper use maintain lengths as multiples*/ 
I* of 8. Proper length strings are created by the hexadecimal */ 
/* Bitstring literals (e.g. 0xD5) and operator mkOctet: */ 
I* o:= mkOctet(i) converts a non-negative Integer (mod 256) */ 
I* to an Octet ( exactly 8 bits) * / 
/* i:= octetVal(o) converts an Octet to an Integer (0:255) */ 
I* o:= flip(o) reverses bit order of the Octet*/ 
I* (0<-->7, 1<->6, 2<-->5, 3<-->4) */ 
newtype Octet inherits Bitstring operators all; 
adding operators 
mkOctet : Integer-> Octet; 
octetVal : Octet -> Integer; 
flip : Octet -> Octet; 

axioms 
for all i in Integer( for all z in Octet( 

i = 0 ==> mkOctet(i) == S8(0, 0, 0, 0, 0, 0, 0, 0); 
i = 1 ==> mkOctet(i) == S8(1, 0, 0, 0, 0, 0, 0, 0); 
i > 1 and i <= 255 ==> mkOctet(i) == 

SubStr((First(mkOctet(i mod 2)) // mkOctet(i / 2)), 0, 8); 
i > 255 ==> mkOctet(i) == mkOctet(i mod 256); 
i < 0 ==> mkOctet(i) == error!; 
z = MkString(0) ==> octetVal(z) == 0; 
z = MkString(1) ==> octetVal(z) == 1; 
Length(z) > 1 and Length(z) <= 8 ==> 

octetVal(z) == octetVal(First(z)) + 
(2 * (octetVal(SubStr(z, 1, Length(z) - 1 )))); 

Length(z) > 8 ==> octetVal(z) == error!; 
flip(z) == S8(z(7),z(6),z(5),z(4),z(3),z(2),z(1 ),z(0)); )); 

endnewtype Octet; 
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Package macsorts 3109.1_a\Octetstring(31) 

,---------- .... 
I I\ 
I • ' 
I I 
I I ._ ., /******************************************************************* I\ 

* OCTET STRING sort (somewhat influenced by Z.105, Annex I\') 
******************************************************************* I 
/* Octetstrings are 0-0RIGIN strings of Octet, NOT 1-ORIGIN */ 
/* strings like Octet_String in Z.105 (hence the name change).*/ 
/* Octetstring has conversion operators to and from Bitstring, */ 
/* and integer to Octetstring. Octetstring literals are "null"*/ 
/* and 1-4, 6, 8 item 0x00 strings 01, 02, 03, 04, 06, 08. */ 
newtype Octetstring String0(Octet, null} 
adding literals 01, 02, 03, 04, 06, 08; 
operators 
B_S : Octetstring -> Bitstring; /* name changed from Z.105 */ 
O_S : Bitstring-> Octetstring; /* name changed from Z.105 */ 
mkOS : Integer.Integer-> Octetstring; /* mkOS(i1 ,i2) returns*/ 

/* mkstring(mkOctet(i1 )) padded (0x00) to length i2 */ 
mk2octets : Integer-> Octetstring; /* 16-bit int to 2-octets */ 

axioms 
for all b, b1, b2 in Bitstring( 
for all s in Octetstring( for all o in Octet( 

B_S(null) == null; O_S(null) == null; 
B_S(MkString(o) II s) == o II B_S(s); 
Length(b1) > 0, Length(b1) < 8 ==> 
O_S(b1) == MkString(b1 or 0x00); /* expand b1 to 8 bits*/ 

b == b1 II b2, Length(b1) = 8 ==> 
O_S(b} == MkString(b1) II O_S(b2); 

for all i, k in Integer( 
k = 1 ==> mkOS(i, k) == MkString(mkOctet(i)); 
k > 1 ==> mkOS(i, k) == mkOS(i, k- 1) II MkString(0x00); 
k <= 0 ==> error!; 
mk2octets(i) == MkString(mkOctet(i mod 256)) II 
MkString(mkOctet(i / 256)); ); 

01 == MkString(0x00); 02 == 01 II 01; 
03 == 0211 01; 04 == 02 II 02; 
06 == 0411 02; 08 == 04 II 04; ))); 

map for all 01, 02 in Octetstring literals( 
for all b1, b2 in Bitstring literals( 
spelling(O1) = spelling(b1 ), spelling(O2) = spelling(b2} 
==> 01 = 02 == b1 = b2; )); 

endnewtype Octetstring; 
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Package macsorts 311 0_d\MacAddr(31) 

I\ . ' 
I 
I 

/******************************************************************* 
MAC Address sorts 

******************************************************************* I 
/* MacAddr is a subtype of Octetstring with added operators: */ 
/* isGroup(m) =true if given a group address*/ 
/* isBcst(m) =true if given the broadcast address*/ 
/* isLocal(m) =true if given a locally-administered address*/ 
/* adrOs(m) converts MacAddr to Octetstring */ 
/* MAC addresses must be defined to be exactly 6 octets long,*/ 
/* typically using the S6 operator or nullAddr synonym. */ 
newtype MacAddr inherits Octetstring operators all; 
adding operators 
isGroup : MacAddr -> Boolean; 
isBcst : MacAddr -> Boolean; 
isLocal : MacAddr -> Boolean; 
adrOs : MacAddr -> Octetstring; 

axioms 
for all m in MacAddr( 
(Length(m) = 6) and ((Extract!(m,0) and 0x01) = 0x01) ==> isGroup(m) == true; 
(Length(m) = 6) and ((Extract!(m,0) and 0x01) = 0x00) ==> isGroup(m) == false; 
(Length(m) = 6) and (m = S6(0xFF,0xFF,0xFF,0xFF,0xFF,0xFF)) ==> isBcst == true; 
(Length(m) = 6) and (m /= S6(0xFF,0xFF,0xFF,0xFF,0xFF,0xFF)) ==> isBcst == false; 
(Length(m) = 6) and ((Extract!(m,0) and 0x02) = Ox02) ==> isLocal == true; 
(Length(m) = 6) and ((Extract!(m,0) and 0x02) = 0xO0) ==> isLocal == false; 
Length(m) /= 6 ==> error! /* common error! term*/; 
for all o in Octetstring(m = MacAddr!(o) == adrOs(m) = o; )); 

endnewtype MacAddr; 
newtype MacAddrSet powerset( MacAddr) endnewtype MacAddrSet; 
synonym bcstAddr MacAddr = /* Broadcast Address*/ 

«type MacAddr» S6(0xFF,0xFF,0xFF,0xFF,0xFF,0xFF); 
synonym nullAddr MacAddr = /* Null Address*/ 

« type MacAddr» S6(0x00,0x00,0x00,0x00,0x00,0x00); 

/******************************************************************* 
* BSS description sorts 
******************************************************************* I 
/* BssDscr is used with MlmeScan.confirm and MlmeJoin.request */ 

newtype BssDscr struct 
bdBssld MacAddr; 
bdSsld Octetstring; /* 1 <= length <= 32 */ 
bdType BssType; 
bdBcnPer TU; /* beacon period in Time Units*/ 
bdDtimPer Integer; /* DTIM period in beacon periods*/ 
bdTstamp Octetstring; /* 8 Octets from ProbeRsp/Beacon */ 
bdStartTs Octetstring; /* 8 Octets TSF when rx Tstamp */ 
bdPhyParms PhyParms; /* empty if not needed by PHY*/ 
bdCfParms CfParms; /* empty if not CfPollable/no PCF */ 
bdlbssParms lbssParms; /* empty if infrastructure BSS */ 
bdCap Capability; /* capability information*/ 
bdBrates Ratestring; /* BSS basic rate set*/ 

endnewtype BssDscr; 
newtype BssDscrSet powerset( BssDscr) endnewtype BssDscrSet; 
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Package macsorts 3111_d\TupleCache(31) 

I\ . ' 
I 
I '-----------" 

/******************************************************************* 
Duplicate filtering support sorts 

******************************************************************* I 
syntype FragNum = Integer /* Range of possible fragment numbers*/ 

constants 0:sMaxFragNum endsyntype FragNum; 
syntype SeqNum = Integer /* Range of possible sequence numbers*/ 

constants 0:4095 endsyntype SeqNum; 
newtype Tuple struct /* for duplicate filtering & defragmentation */ 
full Boolean; /* =true if Tuple contains valid info*/ 
ta MacAddr; /* transmitting station address (Addr2) */ 
sn SeqNum; /* Msdu/Mmpdu sequence number*/ 
fn FragNum; /* most recent Mpdu fragment number*/ 
!Rx Time; /* reception time (endRx of fragment)*/ 

default(. false, nullAddr, 0, 0, 0 .); 
endnewtype Tuple; 

operator 
clearTupleCach 

operator 
searchTupleCa 

operator 
updateTupleCa h 

/******************************************************************* 
* TupleCache support sorts 
******************************************************************* I 
/* Number ofTupleCache entries and associated index range*/ 

synonym tupleCacheSize Integer = 32; /* this value is an example, 
TupleCache size is implementation dependent */ 

syntype Cache Index = Integer constants 1 :tupleCacheSize 
endsyntype Cachelndex; 

/* TupleCache array*/ 
/* cache:= ClearTupleCache(cache} to initialize cache*/ 
/* cache:= UpdateTupleCache(cache, addr, seq, frag, endRx) */ 
/* if <addr,seq> is already cached, updates frag */ 
/* if <addr,seq> not cached, fills an empty entry*/ 
/* or replaces an entry using an unspecified algorithm*/ 
/* SearchTupleCache(cache, addr, seq, frag) */ 
/* returns true if specified <addr,seq,frag> in cache*/ 
newtype TupleCache Array( Cachelndex, Tuple); 
adding operators 
ClearTupleCache : TupleCache -> TupleCache; 
SearchTupleCache : TupleCache, MacAddr, SeqNum, FragNum -> Boolean; 
UpdateTupleCache : TupleCache, MacAddr, SeqNum, FragNum, Time-> 

TupleCache; 
operator ClearTupleCache; 
fpar cache TupleCache; returns TupleCache; referenced; 

operator SearchTupleCache; 
fpar cache TupleCache, taddr MacAddr, tseq SeqNum, tfrag FragNum; 
returns Boolean; referenced; 

operator UpdateTupleCache; 
fpar cache TupleCache, taddr MacAddr, tseq SeqNum, tfrag FragNum, 
tnow Time; returns TupleCache; referenced; 

endnewtype TupleCache; 
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Operator clearTupleCache ClearCache _ 1 a( 1 ) 

~- fpar ~\ 
: ' cache TupleCache":1 
: returns TupleCache ; : 

/* This procedural operator is 
part of sort TupleCache. 
cache:= clearTupleCache(cache) 

marks all entries in cache as empty. */ 

dcl k Cachelndex ; 

,-------------- 
: Mark all cache 
: entries as empty. 
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Operator searchTupleCache SearchCache _ 1 a( 1 ) 

:- fpar ,, 
: , cache TupleCache,~ 
: taddr MacAddr, : 
: !seq SeqNum, : 
, tfrag FragNum ; , 
: returns Boolean ; : 
~---------------J 

/* This procedural operator is 
part of sort TupleCache. 

hit:= searchTupleCache(cache, addr, seq, frag) 
returns hit=true if an entry in cache has 

(ta=addr) and (sn=seq) and (fn=frag); 
else returns hit=false. •1 

dcl k Cachelndex ; 
dcl result Boolean ; 

k:= k+1 

Search for exact : 
{T A,SeqNum,FragNum} •- - 
match at non-empty : 
cache entries. : 

(cache(k)!sn=tseq) 
and 

(cache(k)!fn=tfrag) 
and cache(k)!full 

(false) 
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Operator updateTupleCache UpdateCache_ 1 b(1) 

~- fpar 'i, 
: ' cache Tupleuache, ~ 
: taddr MacAddr, : 
: tseq SeqNum, : 
, tfrag FragNum, , 
: !now Time ; : 
: returns TupleCache ; : 

dcl k Cachelndex; 
dcl test Boolean ; 
dcl temp Tuple ; 

k:= k+1 

(false) 

~ If a match is found 
- - - - - - - - - -- - -- -~ with {TA,SeqNum}, 

: update FragNum 
: and !Rx for that 
, entry rather than 
: creating a new 
: (redundant) entry. 

Select cachelndex for new; 
entry if no {TA,SeqNum} ~- 
match. If possible, use an: 
empty location, otherwise : 
choose an entry to replace , 
an entry selected based : 
on unspecified criteria. : 

-------------------J 

/* This procedural operator is 
part of sort TupleCache. 
cache:= updateTupleCache 
(addr, seq, frag, time) 

First searches cache for an entry, 
matching the base frame, so that 

(ta=addr) and (sn=seq). 
If such an entry exists, that 
entry is updated in place with 

(fn:= frag) and (!Rx:= time). 
If no such entry is found, a free 
entry, or a non-free entry selected 
using an unspecified algorithm, is 
used for this frame, storing 
(ta:= addr) and (sn:= seq) and 
(fn:= frag) and (!Rx:= time). */ 
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Package macsorts 3112_d\Counter(31) 

I\ . ' 
I 
I '-----------J 

/******************************************************************* 
* 32-bit Counter sort and Integer string sort 
******************************************************************* I 
/* This sort used for MIB counters, needed because SDL Integers*/ 
/* have no specified maximum value. inc(counter) increments the*/ 
/* counter value by 1, with wraparound from (2"32)-1 to 0. */ 

newtype Counter32 inherits Integer operators all; 
adding operators 
inc : Counter32 -> Counter32; 

axioms 
for all c in Counter32 ( 
c < 4294967295 ==> inc(c) == c + 1; 
c >= 4294967295 ==> inc(c) == O; ); 

endnewtype Counter32; 
/* String (1-origin) of Integer*/ 

newtype lntstring String( Integer, nolnt); endnewtype lntstring; 
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CJ 
Package macsorts 

I\ . ' 
I 
I '------------' 

/******************************************************************* . Generator for Queue sorts 
******************************************************************* I 
/* The Queue generator is derived from the String0 generator*/ 
I* to create Queues of any sort. Queues operators are: */ 
/* Qfirst(queue,item) adds item as the first queue element*/ 
/* Qlast(queue,item) adds item as the last queue element*/ 
/* and the String0 operators Length, II, First, Last, Head, Tail*/ 
/* Because operators can only return a single value, removing an */ 
/* element from a queue is a 2-step process: */ 
/* dequeue first: item:=First(queue); queue:=Tail(queue); */ 
/* dequeue last: item:=Last(queue); queue:=Head(queue); */ 
generator Queue(type Item, literal Emptyqueue) 
literals Emptyqueue; 
operators 
MkQ : Item-> Queue; /* make a queue from an item*/ 
Length : Queue-> Integer; /* number of items on queue*/ 
First : Queue-> Item; /* first item on queue*/ 
Qfirst : Queue.Item-> Queue; /* add item as first on queue*/ 
Tail : Queue-> Queue; /* all but first item on queue */ 
Last : Queue-> Item; /* last item on queue*/ 
Qlast : Queue.Item-> Queue; /* add item as last on queue*/ 
head : Queue-> Queue; /* all but last item on queue*/ 
"II" : Queue, Queue-> Queue; /*concatenation*/ 
Extract! : Queue.Integer-> Item; /* copy item from queue*/ 
Modify! : Queue,lnteger,ltem ->Queue;/* modify item in queue*/ 
SubQ : Queue,lnteger,lnteger -> Queue; 

/* SubQ(q,i,j) queue of length j starting from queue(i) */ 
axioms 
for all itemO in Item( for all q, q1, q2, q3 in Queue( 

for all i, j in Integer( 
/* constructors are Emptyqueue, MkQueue, and "II"; *I 
/* equalities between constructor terms*/ 

q II Emptyqueue == q; Emptyqueue II q == q; 
(q1 II q2) II q3 == q1 II (q2 II q3); 

/* definition of Length by applying it to all constructors*/ 
type Queue Length(Emptyqueue) == 0; 
type Queue Length(MkQueue(item0)) == 1; 
type Queue Length(q1 II q2) == Length(q1) + Length(q2); 

/* definition of Extract! by applying it to all constructors, */ 
Extract!(MkQueue(item0), 0) == item0; 
i < Length(q1) ==> Extract!(q1 II q2, i) == Extract!(q1, i); 
i >= Length(q1) ==> Extract!(q1 II q2, i) == Extract!(q2, i - Length(q1 )); 
i < 0 or i >= Length(q) ==> Extract!(q, i) == error!; 

/* definition of First and Last by other operations*/ 
First(q) == Extract!(q, 0); Last(q) == Extract!(q, Length(q) - 1 ); 

/* definition of SubQ(q,i,j) by induction on j, */ 
i >= 0 and i <= Length(q) ==> SubQ(q, i, 0) == Emptyqueue; 
i >= 0 and j > 0 and i + j <= Length(q) ==> SubQ(q, i, j) == 

SubQ(q, i, j - 1) II MkQueue(Extract!(q, i + j - 1 )); 
i < 0 or j < 0 or i + j > Length(q) ==> SubQ(q,i,j) == error!; 

/* define Modify!, Head, Tail, Qfirst, Qlast by other ops*/ 
Modify!(q, i, item0) == SubQ(q, 0, I) II 

MkQueue(item0) II SubQ(q, i + 1, Length(q) - i - 1 ); 
head(q) == SubQ(q, 0, Length(q) - 1 ); 
Tail(q) == SubQ(q, 1, Length(q) - 1 ); 
Qfirst(q, item0) == MkQueue(item0) II q; 
Qlast(q, item0) == q II MkQueue(item0); ))); 

endgenerator Queue; 

3113_d\Queue(31) 
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Package macsorts 3114_d\Fragment(31) 

,----------~ 
I\ 

' ' I 
I '-----------.J 

(I operator lJ qSearch 

/******************************************************************* 
Fragmentation support sorts 

******************************************************************* I 
/* Array to hold up to FragNum fragments of an Msdu/Mmpdu */ 
newtype FragArray Array(FragNum, Frame); endnewtype FragArray; 
/* FragSdu structure is for OUTGOING MSDUs/MMPDUs (called SDUs) */ 
/* Each SOU, even if not fragmented, is held in an instance of*/ 
/* this structure awaiting its (re)transmission attempt(s). */ 
/* Transmit queue(s) are ordered lists of FragSdu instances. */ 
newtype FragSdu struct 

fTot FragNum; /* number of fragments in pdus FragArray */ 
fCur FragNum; /* next fragment number to send*/ 
fAnc FragNum; /* next fragment to announce in ATIM or TIM 

when fAnc > fCur, pdus(fCur)+ may be sent*/ 
eol Time; /* set to (now+ dUsec(aMaxTxMsdulifetime)) 

when the entry is created*/ 
sqf SeqNum; /* SOU sequence number, set at 1st Tx attempt*/ 
src Integer; /* short retry counter for this SOU */ 
Ire Integer; /* long retry counter for this SOU */ 
dst MacAddr; /* destinaton address*/ 
grpa Boolean; /* =true if RA (not DA) is a group address*/ 
psm Boolean; /* =true if RA (not DA) may be in pwr_save */ 
resume Boolean; /* =true if fragment burst being resumed*/ 
cnfTo Pld; /* address to which confirmation is sent*/ 
txrate Rate; /* data rate used for initial fragment*/ 
cf CfPriority; /* requested priority (from LLC) */ 
pdus FragArray; /* array of Frame to hold fragments*/ 

endnewtype FragSdu; 
/* Queue of FragSdu */ 
/* for power save buffers, etc., searchable with Qsearch operator: */ 
/* index:= Qsearch(queue, addr) where queue is an SduQueue, */ 
/* index identifies the first queue entry at which*/ 
/* entry!dst = addr; or as -1 if no match (or queue empty).*/ 
newtype SduQueue Queue(FragSdu, emptyQ); 
adding operators 
qSearch : SduQueue, MacAddr -> Integer; 

operator qSearch; 
fpar que SduQueue, val MacAddr; returns Integer; referenced; 

endnewtype SduQueue; 
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Operator Qsearch Qsearch_ 1 a(1) 

: ; fpar 1, dcl k, Ing Integer ; 
, que SduQueue, ' ~ 
: val MacAddr ; I 

: returns result Integer;: 
~----------------J 

/* This procedural operator is 
part of sort SduQueue. 

index:= Qsearch(queue, addr) 
returns index of the first queue 
entry at which (entry!dst = addr); 
returns -1 if no match found. 
Also returns -1 for empty queue. */ 

result:= k 
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Package macsorts 3115 _ d\Defragment(31 ) 

I\ . ' 
I 
I ,._ .J 

operator 
ArSearch 

/******************************************************************* 
Defragmentation support sorts 

******************************************************************* I 
/* The PartialSdu structure is for INCOMPLETE MSDUs/MMPDUs */ 
/* (generically SDUs) for which at least 1 fragment has been */ 
/* received. Unfragmented SDUs are reported upward immediately, */ 
/* and are never stored in instances of this structure. */ 
newtype PartialSdu struct 

inUse Boolean; /* =true if this instance holds any fragments*/ 
rta MacAddr; /* transmitting station (Addr2) */ 
rsn SeqNum; /* SDU sequence number*/ 
rCur FragNum; /* fragment number of most recent Mpdu */ 
reol Time; /* (now+dUsec(aMaxReceivelifetime)@ 1st Mpdu */ 
rsdu Frame; /* buffer where Mpdus are concatenated */ 

default(. false, nullAddr, 0, 0, 0, null.); 
endnewtype PartialSdu; 
newtype PartialSduKeys struct /* if aPrivacyOptionlmplemented=true */ 

wDefKeys KeyVector; /* default keys when 1st frag received*/ 
wKeyMap KeyMapArray; /* key mappings when 1st frag received*/ 
wExclude Boolean; /* aExcludeUnencrypted @ 1st frag rx */ 

endnewtype PartialSduKeys; 
/* Number of entries in defragmentation array at this station.*/ 
/* The value is implementation dependent (min=3, see 9.5). */ 
synonym defragSize Integer = 6; 
syntype defraglndex = Integer constants 1 :defragSize 
endsyntype defraglndex; 
/* Array of PartialSdu for use defragmenting Msdus and Mmpdus. */ 
/* Searchable using the ArSearch operator*/ 
/* index:= ArSearch(array, addr, seq, frag) */ 
/* where index is returned to identify the first element for which */ 
/* ((inUse = true) and (entry!rta = addr) and (entry!rsn =seq)*/ 
/* and (entry!rCur = (frag-1 )); or as =1 if no match found.*/ 
/* index:= ArFree(array) returns the index of a free entry, */ 
I* or -1 if no entries free. May free an entry, selected using*/ 
/* an unspecified algorithm, to avoid returning -1. */ 
/* array:= ArAge(array, age)*/ 
I* frees where (entry!eol < age), also used to clear array.*/ 
newtype DefragArray Array( defraglndex, PartialSdu); 
adding operators 
ArSearch : DefragArray, MacAddr, SeqNum, FragNum -> Integer; 
ArFree : DefragArray -> Integer; 
ArAge : DefragArray, Time-> DefragArray; 

operator ArSearch; 
fpar ar DefragArray, adr MacAddr, seq SeqNum, frg FragNum; 
returns Integer; referenced; 

operator ArFree; fpar ar DefragArray; returns Integer; referenced; 
operator ArAge; fpar ar DefragArray, age Time; 
returns DefragArray; referenced; 

endnewtype DefragArray; 
newtype DefragKeysArray Array( defraglndex, PartialSduKeys); 
endnewtype DefragKeysArray; 
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Operator ArAge ArAge_1a(1) 

r-fpar ,, 
: ' ar DefragArray, • ~ 
: age Time; 1 

: returns DefragArray ; : 
~---------------~ 

/* This procedural operator 
is part of sort DefragArray. 
array:= ArAge(array, age) 

frees entry!eol < age. This is 
used both for the aging function 
and to clear the DefragArray. * / 

dcl k Defraglndex ; 
dcl te Boolean ; 
dcl temp PartialSdu ; 

k:= k+1 

Mark all entries ~ 
with end-of-life ~ - - 
(real) earlier : 
than specified 1 

as not in use. : ____________ ., 
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Operator ArFree ArFree_1b(1) 

~ · fpar 1, 
: ' ar DefragArra/; 1 
: returns Integer ; : 

dcl k Defraglndex; 
dcl result Integer ; 
dcl te Boolean ; 
dcl temp PartialSdu ; 

/* This procedural operator is 
part of the sort DefragArray. 

index:= ArFree(array) 
returns index of an unused entry 
in the array. If all entries are used, 
either returns -1, or selects an 
arbitrary entry to free in order to 
return a usable index. Decision 
criteria for case of no free entries 
are implementation dependent. */ 

k:= k+1 

(true) 

Return index ; 
of a free entry ~-- 
if possible. : 

(false) 

result:= k 

~ This decision is 
>------ - - - - - - ~ implementation 

:dependent. 
(false) 

'k:= index 
of entry to 
force free' 

~ Select an entry to 
- - ~ re-use based on 

: unspecified criteria. 

ar(k)!inUse:= 
false, 

result:= k 

result 
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Operator ArSearch ArSearch _ 1 a( 1 ) 

:- fpar ~, 
: ' ar DefragArray, ~ 
: adr MacAddr, : 
: seq SeqNum, : 
, frg FragNum ; , 
: returns Integer ; : 

/* This procedural operator is 
part of sort DefragArray. 

index:= ArSearch(array, addr, seq, frag) 
where array is a DefragArray; 
index is returned to identify the first element 
for which (inUse=true) and (entry!rta=addr) and 

(entry!rsn=seq) and (entry!rCur=frag-1 ); 
index is returned =1 if no match is found. */ 

d cl k Defrag Index ; 
dcl result Integer ; 
dcl le Boolean ; 
dcl temp PartialSdu ; 

k:= k+1 

Search for first ; 
element where ~ - - 
(inUse=true) and: 
(rta=adr) and : 
(rsn=seq) and , 
(rCur=(frg-1)) : 

(temp!rsn = seq) 
and 

(temp!rCur 
= (frg-1)) 

(true) 

result:= k 

result 
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,----------, 
I I\ 
I • ' 
I I 
I I 1,.. ., 

operator 
keyLookup 

/******************************************************************* 
CRC-32 sorts (for FCS and ICV) 

******************************************************************* I 
/* Crc is a subtype of Octetstring with added operators: */ 
/* ere:= Crc32(crc,octet) */ 
/* updates the ere value to include the new octet, and */ 
/* Mirror(crc), which returns a Crc value with the order*/ 
I* of the octets, and of the bits in each octet, reversed for*/ 
/* MSb-first transmission (see 7.1.1 ). Crc variables must have*/ 
/* exactly 4 octets, which is done using initCrc or S4. */ 
newtype Crc inherits Octetstring operators all; 
adding operators 
Crc32 : Crc, Octet -> Crc; 
mirror : Crc -> Octetstring; 

operator Crc32; fpar crcin Crc, val Octet; returns Crc; referenced; 
axioms for all c in Crc( 

mirror(c) == S4(flip(c(3)),flip(c(2)),flip(c(1 )), flip(c(0))); ); 
endnewtype Crc; 
synonym initCrc Crc = /* Initial Crc value (all 1s) */ 

« type Crc» S4(0xFF,0xFF,0xFF,0xFF); 
synonym goodCrc Crc = /* Unique remainder for valid CRC-32 */ 

« type Crc» S4(0x7B,0xDD,0x04,0xC7); 

/******************************************************************* 
• WEP support sorts 
******************************************************************* I 
syntype Keylndex = Integer constants 0:3 endsyntype Keylndex; 
newtype PrngKey inherits Octetstring operators all; 
adding literals nullKey; /* nullKey is not any of 2"40 key values*/ 
axioms nullKey == null; default nullKey; endnewtype PrngKey; 

newtype KeyVector /* vector of default WEP keys*/ 
Array( Keylndex, PrngKey); endnewtype KeyVector; 
/* Number of entries in aWepKeyMappings array at this station. 
/* implementation dependent value, minimum=10 (see 8.3.2). */ 

synonym sWepKeyMappingLength Integer = 1 0; 
syntype KeyMappingRange = Integer 

constants 1 :sWepKeyMappingLength endsyntype KeyMappingRange; 
newtype KeyMap struct /* structure used for entries in KeyMapArray */ 

mappedAddr MacAddr; 
wepOn Boolean; 
wepKey PrngKey; 

endnewtype KeyMap; 
/* KeyMapArray -- used for aWepKeyMapping table; */ 
/* an array of KeyMap indexed by KeyMappingRange, with operator*/ 
/* KeyMap := keyLookup(addr, keyMapArray, keyMapArrayLength} */ 
/* returns the KeyMap entry for the specified addr, or*/ 
I* (. nullAddr, false, nullKey .) if no mapping for addr. */ 
newtype KeyMapArray Array( KeyMappingRange, KeyMap); 
adding operators 
keyLookup : MacAddr, KeyMapArray, Integer-> KeyMap; 

operator keyLookup; 
fpar luadr MacAddr, kma KeyMapArray, kml Integer; 
returns KeyMap; referenced; 

endnewtype KeyMapArray; 
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Operator Crc32 crc32_1a(1) 

~- fpar ~, 
: ' crcin Crc, '" ~ 
: val Octet ; 1 

: returns Crc ; : 

/* This procedural operator is 
part of sort Crc. 
ere:= Crc32(crc, octet) 

generates CRC-32 polynomial, 
LSb-first, for the 8 bits of 
octet into accumulator ere. */ 

dcl k Integer ; 
dcl new Bit; 
dcl result Crc ; 
dcl temp Bitstring ; 

/* Bitstring with 1 s at bit 
positions with feedback 
terms in CRC-32 polynomial*/ 

synonym feedback Bitstring = 
S8(0, 1, 1,0, 1, 1,0, 1) // 
S8(1,0, 1, 1, 1,0,0,0) II 
S8(1,0,0,0,0,0, 1, 1) // 
S8(0,0, 1,0,0,0,0,0) ; 
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Operator keyLookup 

~; fpar luadr MacAddr, 1, 
: kma KeyMapArray, • ~ 
: kml Integer ; 1 
: returns KeyMap ; : 
~----------------J 

/* This procedural operator is 
part of sort KeyMapArray. 
keyMap:= keyLookup 

(addr, keyMapArray, keyMapArrayLength} 
If an entry is found with mappedAddr=addr, 
keyMap is set to the value of this entry. 

If no entry is found with mappedAddr=addr, 
keyMap is set to(. nullAddr, false, nullKey .) */ 

dcl lk Integer := 1 ; 
dcl result KeyMap ; 

lk:= lk + 1 result:= 
kma(lk) 

~ Return first KeyMap 
--i element with correct 

: mappedAddr value. 

------, 
I 
I 
I 
I 
I ~----------------- 
: : If the end of the key 

- - - - -~, map array Is reached 
: : without finding addr, 
: : indicate the lack of 
1 , a mapping by returning 
: : nullAddr. This avoids 

- - - - - - ' : ambiguity between an 
: entry which maps to 
, nullKey and nullKey 
: being returned due 
: to lack of a mapping. 

KeyLookup_ 1 a(1) 
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I\ . ' I 
I '-----------.J 

/******************************************************************* 
* FRAME sort (the basic definition of fields in MAC frames) 
******************************************************************* I 
/* Frame is a subtype of Octetstring with operators for creating 
/* MAC headers, extracting each of the header fields and some 
I* management frame fields, and modifying most of these fields. 
/* There are operators to create and extract management frame 
I* elements, but no operators for the frame body, IV, ICV, and FCS 
/* fields, which are handled directly as Octetstrings. */ 
newtype Frame inherits Octetstring operators all; 
adding operators 
mkFrame : TypeSubtype, MacAddr, MacAddr, Octetstring -> Frame; 
mkCtl : TypeSubtype, Octetstring, MacAddr -> Frame; 
protocolVer : Frame-> Integer; /* Protocol version (2 bits)*/ 
basetype : Frame-> BasicType; /* Type field (2 bits)*/ 
ftype : Frame-> TypeSubtype; /* Type & Subtype (6 bits)*/ 
setFtype : Frame, TypeSubtype -> Frame; 
toDs : Frame-> Bit; /* To DS bit (1 bit)*/ 
setToDs : Frame, Bit-> Frame; 
frDs : Frame-> Bit; /* From DS bit (1 bit)*/ 
setFrDs : Frame, Bit -> Frame; 
moreFrag : Frame-> Bit; /* More Fragments bit (1 bit)*/ 
setMoreFrag : Frame, Bit -> Frame; 
retryBit : Frame-> Bit; /* Retry bit (1 bit)*/ 
setRetryBit : Frame, Bit-> Frame; 
pwrMgt : Frame-> Bit; /* Power Management bit (1 bit)*/ 
setPwrMgt : Frame, Bit-> Frame; 
moreData : Frame-> Bit; /* More Data bit (1 bit)*/ 
setMoreData : Frame, Bit-> Frame; 
wepBit : Frame-> Bit; /* WEP bit (1 bit)*/ 
setWepBit : Frame, Bit-> Frame; 
orderBit : Frame-> Bit; /* {strictly}Order{ed} (1 bit)*/ 
setOrderBit : Frame, Bit-> Frame; 
durld : Frame-> Integer; /* Duration/ID field (2) */ 
setDurld : Frame, Integer -> Frame; 
addr1 : Frame-> MacAddr; /* Address 1 [DA/RA] field (6) */ 
setAddr1 : Frame, MacAddr -> Frame; 
addr2 : Frame-> MacAddr; /* Address 2 [SA/TA] field (6) */ 
setAddr2 : Frame, MacAddr -> Frame; 
addr3 : Frame-> MacAddr; /* Address 3 [Bss/DA/SA] field */ 
setAddr3 : Frame, MacAddr -> Frame; 
addr4 : Frame-> MacAddr; /* Address 4 [WDS-SA] field (6) */ 
insAddr4 : Frame, MacAddr -> Frame; 
seq : Frame-> SeqNum; /* Sequence Number (12 bits)*/ 
setSeq : Frame, SeqNum -> Frame; 
frag : Frame-> FragNum; /* Fragment Number (4 bits)*/ 
setFrag : Frame, FragNum -> Frame; 
ts : Frame-> Time; /* Timestamp field (8) */ 
setTs : Frame, Time-> Frame; 
mkElem : ElementlD, Octetstring -> Frame; /* make element*/ 
GetElem : Frame, ElementlD -> Frame; /* get element if aval */ 
status : Frame -> StatusCode; /* Status Code field (2) */ 
setStatus : Frame, StatusCode -> Frame; 
authStat : Frame-> StatusCode; /* Status Code in Auth frame*/ 
reason : Frame-> ReasonCode; /* Reason Code field (2) */ 

/* Frame operators continued on next page ... */ 

3117 _d\Frame_ 1 (31) 

(I operator ~ 
lj getElem I) :~---~ 
I ,----------- 
1
1 Gets element 
from body of 

: Management 
, frame. If the 
: target element 
: is not present 
: an Octetstring 
, of length zero 
: is returned. 
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Package macsorts 3118_d\Frame_2(31) 
/* ... Frame Sort Operators continued */ I\ 

,---------, authSeqNum : Frame-> Integer; /* Auth Sequence Number (2) 7' 
: '.\ authAlg : Frame-> AuthType; /* Auth Algorithm field (2) */ 
1 1 beaconlnt : Frame-> TU; /* Beacon Interval field (2) */ 
'. ) listenlnt : Frame-> TU; /* Listen Interval field (2) */ 

Aid : Frame-> Asocld; /* Association ID field (2) */ 
setAld : Frame, Asocld -> Frame; 
curApAddr : Frame-> MacAddr; /* Current AP Addr field (6) */ 
capA : Frame, Capability-> Bit; /* Capability (Re)Asoc */ 
setCapA : Frame, Capability, Bit-> Frame; 
capB : Frame, Capability-> Bit; /* Capability Ben/Probe */ 
setCapB : Frame, Capability, Bit-> Frame; 
keyld : Frame-> Keylndex; /* Key ID subfield (2 bits)*/ 
setKeyld : Frame, Keylndex -> Frame; 

operator GetElem; 
fpar fr Frame, el ElementlD; returns Frame; referenced; 

/* Frame Sort Axioms */ 
axioms 
for all fin Frame( for all a, sa, da, ra, ta, bssa in MacAddr( 
for all body, dur, sid, info in Octetstring( 
addr1 (f) == SubStr(f,4,6); 
setAddr1 (f,a) == SubStr(f,0,4) II a II SubStr(f, 1 0,Length(f)-1 0); 
addr2(f) == SubStr(f, 10,6); 
setAddr2(f,a) == SubStr(f,0, 10) II a II SubStr(f, 16,Length(f)-16); 
addr3(f) == SubStr(f, 16,6); 
setAddr3(f,a) == SubStr(f,0, 16) II a II SubStr(f,22,Length(f)-22); 
addr4(f) == SubStr(f,24,6); 
insAddr4(f,a) == SubStr(f,0,24) II a II SubStr(f,24,Length(f)-24); 
curApAddr(f) == SubStr(f,28,6); 
for all ft in TypeSubtype( 
mkFrame(ft, da, bssa, body) == 

ft II 03 II da II dot11 MacAddress II bssa II 02 II body; 
(ft= rts) ==> mkCtl(ft, dur, ra) == 

ft II 0111 dur II ra II aStationlD; 
(ft= ps_poll) ==> mkCtl(ft, sid, bssa) == 

ft II 01 II sid II bssa II aStationlD; 
(ft= els) or (ft= ack) ==> mkCtl(ft, dur, ra) == 

ft II 01 II dur II ra; 
(ft= cfend) or (ft= cfend_ack) ==> mkCtl(ft, bssa, ra) == 

ft II 03 II ra II bssa; 
ftype(f) == MkString(f(0) and 0xFC); 
setFtype(f, ft) == Modify!(f, 0, MkString((f(0) and 0x03) or 

ft)); ); 
for all bt in Basic Type( basetype(f) == f(0) and 0x0C; ); 
for all i in Integer( 
protocolVer(f) == octetVal(f(0) and 0x03); 
authSeqNum(f) == octetVal(f(26)) + (octetVal(f(27)) * 256); 
durld(f) == octetVal(f(2)) + (octetVal(f(3)) * 256); 
setDurld(f, i) == SubStr(f, 0, 2) II mkOS(i mod 256, 1) II 

mkOS(i / 256, 1) II SubStr(f, 4, Length(f) - 4 ); ); 
for all e in ElementlD( 
mkElem(e, info)== e II mkOS(Length(info) + 2, 1) II info;); 

/* Frame Sort Axioms continued on next page ... */ 
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I\ .. 
I 
I "'"----------J 

I* ... Frame Sort Axioms continued*/ 
for all b in Bit( 
toDs(f) == if (f(1) and 0x01) then 1 else 0 fi; 
setToDs(f, b) == 

Modify!(f, 1, (f(1) and 0xFE) or S8(0,0,0,0,0,0,0,b)); 
frDs(f) == if (f(1) and 0x02) then 1 else 0 fi; 
setFrDs(f, b) == 

Modify!(f, 1, (f(1) and 0xFD) or S8(0,0,0,0,0,0,b,0)); 
moreFrag(f) == if (f(1) and 0x04) then 1 else O fi; 
setMoreFrag(f, b) == 

Modify!(f, 1, (f(1) and 0xFB) or S8(0,0,0,0,0,b,0,0)); 
retryBit(f) == if (f(1) and 0x08) then 1 else 0 fi; 
setRetryBit(f, b) == 

Modify!(f, 1, (f(1) and 0xF7) or S8(0,0,0,0,b,O,0,0)); 
pwrMgt(f) == if (f(1) and 0x10) then 1 else 0 fi; 
setPwrMgt(f, b) == 

Modify!(f, 1, (f(1) and 0xFB) or S8(0,0,0,b,0,0,O,O)); 
moreData(f) == if (f(1) and 0x20) then 1 else 0 fi; 
setMoreData(f, b) == 

Modify!(f, 1, (f(1) and 0xFB) or S8(0,0,b,0,0,0,0,0)); 
wepBit(f) == if (f(1) and 0x40) then 1 else 0 ti; 
setWepBit(f, b) == 

Modify!(f, 1, (f(1) and 0xFB) or S8(0,b,0,0,0,0,0,0)); 
orderBit(f) == if (f(1) and 0x80) then 1 else 0 fi; 
setOrderBit(f, b) == 

Modify!(f, 1, (f(1) and 0xFB) or S8(b,0,0,0,0,0,0,0)); 
for all c in Capability( 
capA(f,c) == if (B_S(SubStr(f,24,2)) and c) then 1 else 0 fi; 
setCapA(f,c,b) == SubStr(f,0,24) II (B_S(SubStr(f,24,2) and 

(not c)) or (if b then c else 02 fi)) II 
SubStr(f,26,Length(f) - 26); 

capB(f,c) == if (B_S(SubStr(f,34,2)) and c) then 1 else 0 fi; 
setCapB(f,c,b) == SubStr(f,0,34) II (B_S(SubStr(f,34,2) and 

(not c)) or (if b then c else 02 fi)) II 
SubStr(f,36,Length(f) - 36); )); 

for all sq in SeqNum( 
seq(f) == (octetVal(f(22) and 0xF0)/16)+(octetVal(f(23)*16)); 
setSeq(f, sq) == SubStr(f, 0, 22) II MkString((f(22) and 0x0F) 

or mkOctet((sq mod 16) * 16)) II mkOS(sq / 16, 1) II 
SubStr(f, 24, Length(f) - 24); ); 

for all fr in FragNum( 
frag(f) == octetVal(f(22) and 0x0F); 
setFrag(f, fr) == 

SubStr(f, 0, 22) II MkString((f(22) and 0xF0) or 
mkOctet(fr)) II SubStr(f, 23, Length(f) - 23); ); 

for all tm in Time( 
ts(f) == tUsec( Usec!(octetVal(f(24)) + 

(256 * (octetVal(f(25)) + 
(256 * (octetVal(f(26)) + 
(256 • (octetVal(f(27)) + 
(256 * (octetVal(f(28)) + 
(256 * (octetVal(f(29)) + 
(256 * (octetVal(f(30)) + 
(256 • octetVal(f(31 )))))))))))))))) ); 

/* Frame Sort Axioms continued on next page ... */ 
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,-----------.. 
I I\ 
I • ' 
I I 
I I '------------' 

I* ... Frame Sort Axioms continued */ 
setTs(f, Im}== SubStr(f, 0, 24) II mkOS(fix(tm), 1) II 

mkOS((fix(tm) / 256), 1) II mkOS((fix(tm) / 65536), 1) II 
mkOS((fix(tm) / 16777216), 1) II 
mkOS((fix(tm) / 4294967296), 1) II 
mkOS(((fix(tm) / 4294967296) / 256), 1) II 
mkOS(((fix(tm) / 4294967296) / 65536), 1) II 
mkOS(((fix(tm) / 4294967296) / 16777216), 1) II 
SubStr(f, 32, Length(f) - 32); ); 

for all stat in StatusCode( 
status(f) == SubStr(f, 26, 2); 
setStatus(f, stat) == 

SubStr(f, 0, 26) II stat II SubStr(f, 28, Length(f) - 28); 
authStat(f) == SubStr(f, 28, 2); ); 

for all rea in ReasonCode( reason(f) == SubStr(f, 24, 2); ); 
for all alg in AuthType( AuthType(f) == SubStr(f, 24, 2); ); 
for all u in TU( 

beaconlnt(f) == octetVal(f(32)) + (octetVal(f(33)) * 256); 
listenlnt(f) == octetVal(f(26)) + (octetVal(f(27)) * 256); ); 

for all sta in Assocld( 
Ald(f} == octetVal(f(28)) + (octetVal(f(29)) * 256); 
setAld(f, sta) == SubStr(f, 0, 28) II mkOS(sta mod 256, 1) II 

mkOS(sta / 256, 1) II SubStr(f, 30, Length(f) - 30); ); 
for all kid in KeylndexRange( 
keyld(f) == octetVal(f(27)) / 64; 
setKeyld(f, kid}== Modify!(f, 27, mkOS(kid * 64)); ); ))); 

endnewtype Frame; 

3120_d\Frame_ 4(31) 

/******************************************************************* 
* ReasonCode sort 
******************************************************************* I 
newtype ReasonCode inherits Octetstring operators all; 
adding literals unspec_reason, auth_not_valid, deauth_lv_ss, 
inactivity, ap_overload, class2_err, class3_err, 
disas_lv_ss, asoc_not_auth; 

axioms 
unspec_reason == mkOS(1, 2); auth_not_valid == mkOS(2, 2); 
deauth_lv_ss == mkOS(3, 2); inactivity== mkOS(4, 2); 
ap_overload == mkOS(5, 2); class2_err == mkOS(6, 2); 
class3_err == mkOS(7, 2); disas_lv_ss == mk0S(8, 2); 
asoc_not_auth == mkOS(9, 2); 

endnewtype ReasonCode; 

/******************************************************************* 
StatusCode sort 

*** *** ** ******** * *** ***** *** * * ***** ***** ** * **** * * *** ***• **** *******I 
newtype StatusCode inherits Octetstring operators all; 
adding literals successful, unspec_fail, unsup_cap, 
reasoc_no_asoc, fail_other, unsupt_alg, auth_seq_fail, 
chlng_fail, auth_timeout, ap_full, unsup_rate; 

axioms 
successful== mkOS(0, 2); unspec_failure == mkOS(1, 2); 
unsup_cap == mkOS(10, 2); reasoc_no_asoc == mkOS(11, 2); 
fail_other == mkOS(12, 2); unsupt_alg == mkOS(13, 2); 
auth_seq_fail == mkOS(14, 2); chlng_fail == mkOS(15, 2); 
auth_timeout == mkOS(16, 2); ap_full == mkOS(17, 2); 
unsup_rate == mkOS(18, 2); 

endnewtype StatusCode; 
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Operator getElem GetElem_ 1a(1) 

r; fpar ;, 
: fr Frame, • ~ 
: el Elementld ; I 

: returns Frame ; : 

dcl k, Ing, n Integer; 
dcl info Frame ; 
dcl te Boolean ; 
dcl v1, v2 Octet ; 

else 

/* This is a procedural operator 
is part of sort Frame. This 
operator extracts an element 
from a Management frame: 
elem:= getElem(fr,el) 

Copies the info field of element 
with element ID el from frame fr 
into elem. If there is no element 
with the specified element ID, 
elem is set to 'null'. */ 

(beacon, 
probe_rsp) 

info:= null 

info 

(reasoc_req) 

(asoc_req, 
asoc_rsp, 
reasoc_rsp) 

k:= 4 
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I • ' 
I I 
I I ._ ., 

3121_d\FrameType(31) 
/******************************************************************* 
* Frame Type sorts 
******************************************************************* I 
/* TypeSubtype defines the full, 6-bit frame type identifiers. */ 
/* These values are useful with ftype operator of Frame sort. */ 
newtype TypeSubtype inherits Octetstring operators all; 
adding literals asoc_req, asoc_rsp, reasoc_req, reasoc_rsp, 
probe_req, probe_rsp, beacon, atim, disasoc, auth, deauth, 
ps_poll, rts, cts, ack, cfend, cfend_ack, data, data_ack, 
data_poll, data_poll_ack, null_frame, cfack, cfpoll, cfpoll_ack; 

axioms 
asoc_req == MkString(SB(0,0,0,0,0,0,0,0)); 
asoc_rsp == MkString(SB(0,0,0,0, 1,0,0,0)); 
reasoc_req == MkString(SB(0,0,0,0,0, 1,0,0)); 
reasoc_rsp == MkString(SB(0,0,0,0, 1, 1,0,0)); 
probe_req == MkString(SB(0,0,0,0,0,0, 1,0)); 
probe_rsp == MkString(SB(0,0,0,0, 1,0, 1,0)); 
beacon == MkString(SB(0,0,0,0,0,0,0, 1 )); 
atim == MkString(SB(0,0,0,0, 1,0,0, 1 )); 
disasoc == MkString(SB(0,0,0,0,0, 1,0, 1 )); 
auth == MkString(SB(0,0,0,0, 1, 1,0, 1 )); 
deauth == MkString(SB(0,0,0,0,0,0, 1, 1 )); 
ps_poll == MkString(SB(0,0, 1,0,0, 1,0, 1 )); 
rts == MkString(SB(0,0, 1,0, 1, 1,0, 1 )); 
els== MkString(SB(0,0, 1,0,0,0, 1, 1 )); 
ack == MkString(SB(0,0, 1,0, 1,0, 1, 1 )); 
cfend == MkString(SB(0,0, 1,0,0, 1, 1, 1 )); 
cfend_ack == MkString(SB(0,0, 1,0, 1, 1, 1, 1 )); 
data == MkString(SB(0,0,0, 1,0,0,0,0)); 
data_ack == MkString(SB(0,0,0, 1, 1,0,0,0)); 
data_poll == MkString(SB(0,0,0, 1,0, 1,0,0)); 
data_poll_ack == MkString(SB(0,0,0, 1, 1, 1,0,0)); 
null_frame == MkString(SB(0,0,0, 1,0,0, 1,0)); 
cfack == MkString(SB(0,0,0, 1, 1,0, 1,0)); 
cfpoll == MkString(SB(0,0,0, 1,0, 1, 1,0)); 
cfpoll_ack == MkString(SB(0,0,0, 1, 1, 1, 1,0)); 

endnewtype TypeSubtype; 
/* BasicTypes defines the 2-bit frame type groups*/ 
newtype BasicType inherits Bitstring operators all; 
adding literals control, data, management, reserved; 
axioms 
control == SB(0,0, 1,0,0,0,0,0); data == SB(0,0,0, 1,0,0,0,0); 
management== SB(0,0,0,0,0,0,0,0); reserved == SB(0,0, 1, 1,0,0,0,0); 

endnewtype BasicType; 
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I\ . ' 
I 
I 

/******************************************************************* 
* ElementlD sort 
******************************************************************* I 
newtype ElementlD inherits Octetstring operators all; 
adding literals eSsld, eSupRates, eFhParms, eDsParms, 
eCfParms, eTim, elbParms, eCtext; 

axioms 
eSsld == mkOS(0, 1 ); /* service set identifier (0:32) */ 
eSupRates == mkOS(1, 1 ); /* supported rates (1 :8) */ 
eFhParms == mkOS(2, 1 ); /* FH parameter set (5) */ 
eDsParms == mkOS(3, 1 ); /* DS parameter set (1) */ 
eCfParms == mkOS(4, 1 ); /* CF parameter set (6) */ 
eTim == mkOS(5, 1 ); /* Traffic Information Map (4:254) */ 
elbParms == mkOS(6, 1 ); /* IBSS parameter set (2) */ 
eCtext == mkOS(16, 1 ); /* challenge text (128, see 8.1.2.2) */ 

endnewtype ElementlD; 

/******************************************************************* 
* Capability field bit assignments sort 
******************************************************************* I 
newtype Capability inherits Bitstring operators all; 
adding literals cEss, clbss, cPollable, cPollReq, cPrivacy; 
axioms 
cEss == S8(1,0,0,0,0,0,0,0) // 0x00; /* ESS capability*/ 
clbss == S8(0, 1,0,0,0,0,0,0) // 0x00; /* IBSS capability*/ 
cPollable == S8(0,0, 1,0,0,0,0,0) // 0xO0; /* CF-pollable (sta), PC present (ap) */ 
cPollReq == S8(0,0,0, 1,0,0,0,0) // 0x00; /* not CF poll req (sta), PC polls (ap) */ 
cPrivacy == S8(0,0,0,0, 1,0,0,0) II 0x00; I* WEP required*/ 

endnewtype Capability; 

/******************************************************************* 
* IBSS parameter set sort 
******************************************************************* I 
newtype lbssParms inherits Octetstring operators all; 
adding operators 
atimWin : lbssParms -> TU; 
setAtimWin : lbssParms, TU -> lbssParms; 

axioms 
for all ib in lbssParms( for all u in TU( 

atimWin(ib) == octetVal(ib(0)) + (octetVal(ib(1)) * 256); 
setAtimWin(ib, u) == mkOS(u mod 256, 1) // mkOS(u / 256, 1 ); )); 

endnewtype lbssParms; 

310 Copyright © 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition 

CJ 
Package macsorts 3123_d\CF _And_AsocParams(31) 

I\ . ' 
I 
I 

(I operator l'l 
llAldLookup I) 

/******************************************************************* 
* CF parameter set sort 
******************************************************************* I 
newtype CfParms inherits Octetstring operators all; 
adding operators 
cfpCount : CfParms -> Integer; /* CfpCount field (1) */ 
setCfpCount : CfParms, Integer-> Cf Parms; 
cfpPeriod : CfParms -> Integer;/* CfpPeriod field (1) */ 
setCfpPeriod : CfParms, Integer-> CfParms; 
cfpMaxDur : CfParms -> TU; /* CfpMaxDuration field (2) */ 
setCfpMaxDur : CfParms, TU -> CfParms; 
cfpDurRem : CfParms -> TU; /* CfpDurRemaining field (2) */ 
setCfpDurRem : CfParms, TU -> CfParms; 

axioms for all cf in CfParms( for all i in Integer( for all u in TU( 
cfpCount(cf) == octetVal(cf(0)); 
setCfpCount(cf, i) == mkOS(i, 1) II Tail(cf); 
cfpPeriod(cf) == octetVal(cf(1 )); 
setCfpPeriod(cf, i) == cf(0) II mkOS(i, 1) II SubStr(cf,2,4); 
cfpMaxDur(cf) == octetVal(cf(2)) + (octetVal(cf(3)) * 256); 
setCfpMaxDur(cf, u) == SubStr(cf, 0, 2) II mkOS(u mod 256, 1) 

II mkOS(u / 256, 1) II SubStr(cf, 4, 2); 
cfpDurRem(cf) == octetVal(cf(4)) + (octetVal(cf(5)) * 256); 
setCfpDurRem(cf, u) == SubStr(cf, 0, 4) II mkOS(u mod 256, 1) 

II mkOS(u / 256, 1 ); ))); 
endnewtype CfParms; 

/******************************************************************* 
* Sorts for association management at AP 
******************************************************************* I 
synonym sMaxAld Integer= 2007; /* 2007 is largest allowable value*/ 

/* implementation limit may be lower*/ 
syntype Asocld = Integer constants 0:sMaxAld endsyntype Asocld; 

/* Station Association Record - only used at APs */ 
newtype AsocData struct 

adAddr MacAddr; /* address of associated station*/ 
adPsm PwrSave; /* power save mode of the station */ 
adCfPoll Boolean; /* true if station is CfPollable */ 
adPollRq Boolean; /* true if station requested polling */ 
adNoPoll Boolean; /* true if station requested no polling*/ 
adMsdulP Boolean; /* true if partial Msdu outstanding to sta */ 
adAuth AuthType; /* authentication type used by station*/ 
adRates RateSet; /* supported rates from association request*/ 
adAge Time; /* time of association*/ 

endnewtype AsocData; 
/* Association table -- array of AsocData, only used at APs */ 
/* index:= AldLookup(table, addr) */ 
/* returns the index of location where table(x)!adAddr=addr */ 
/* or 0 if no such location found. */ 
newtype AldTable Array(Asocld, AsocData); 
adding operators 
AldLookup : AldTable, MacAddr -> Asocld; 

operator AldLookup; 
fpar tbl AldTable, val MacAddr; returns Asocld; referenced; 

endnewtype AldTable; 
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Operator AldLookup Aid Lookup_ 1 a(1) 

r- fpar ~, 
: 'tbl AldTable,' ~ 
: val MacAddr ; 1 

: returns Asocld ; : 
'------------.1 

dcl k Asocld ; 
dcl result Asocl , 
dcl tst AsocData ; 

Start search at 1 . ~ 
AldTable index ~-- 
range includes 0 : 
because Ald=0 1 

is a shorthand : 
used to indicate : 
buffered broadcast 1 
or multicast frames.: 

·-------------" 

k:= k+1 

/* This is a procedural operator 
for sort AldTable. 
The association ID table is 
searchable by MacAddr using 

index:= AldLookup(table, addr) 
where table is an AldTable. 
This operator returns the 
first index value where the 
table entry is equal to addr, 
or 0 if no match found. */ 

result:= k 

result 
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CJ 
Package macsorts 3124_d\TIM(31) 

I\ .. 
I 
I ... ., 

operator 
mkTim 

operator 
nextAld 

/******************************************************************* 
Traffic Information Map (TIM) support sorts 

******************************************************************* I 
/* TrafficMap is an Array of Bit indexed by Aid. */ 
/* Bits =1 in TrafficMap denote the presence of buffered frame(s) */ 
/* for the station assigned that Aid. TrafficMap operators are: */ 
/* mkTim(trafficMap, dtimCnt, dtimPer, lowAld, highAld, best)*/ 
/* returns Octetstring to use as the info field of a TIM element*/ 
/* The TIM will contain bits =1 for TrafficMap locations in the*/ 
/* range (lowAld):(highAld). Buffered broadcasts and multicasts */ 
/* (Aid 0) are indicated if dtimCnt=0 and if bcst=true. */ 
/* nextAld(trafficMap, currentAld) */ 
/* returns index greater than currentAld at which TrafficMap=1. */ 
/* If no locations before sMaxAld are =1, returns 0. */ 
newtype TrafficMap Array( Asocld, Bit); 
adding operators 
mkTim : TrafficMap, Integer, Integer, Asocld, Asocld, Boolean-> Octetstring; 
nextAld : TrafficMap, Asocld -> Asocld; 

operator mkTim; 
fpar trf TrafficMap, dtc Integer, dtp Integer, xlo Asocld, 
xhi Asocld, be Boolean; returns Octetstring; referenced; 

operator nextAld; 
fpar trf TrafficMap, x Asocld; returns Asocld; referenced; 

endnewtype TrafficMap; 
/* TIM is a subtype of Octetstring with operators: */ 
/* bufFrame(tim,Ald) returns true if the TIM info field */ 
/* (obtained using getElem) is =1 at tim(Ald). */ 
/* bufBcst(tim) returns true if the TIM info field */ 
/* indicates buffered broadcast/multicast traffic*/ 
/* dtCount(tim) returns DTIM count value from TIM*/ 
/* dtPeriod(tim) returns DTIM period value from TIM*/ 
newtype TIM inherits Octetstring operators all; 
adding operators 
bufFrame : TIM, Asocld -> Boolean; 
bufBcst : TIM-> Boolean; 
dtCount : TIM-> Integer; 
dtPeriod : TIM-> Integer; 

axioms 
for all el in TIM( for all a in Asocld( 
bufFrame(el, a)== 
if a < (octetVal(el(2) and 0xFE) * 8) then false 
else 
if a>= ((octetVal(eI(2) and 0xFE)*8) + ((Length(el)-3)*8)) 
then false 
else 
Extract!(B_S(el), (a-(octetVal(el(2) and 0xFE)*8)+24)) = 1 

fifi; 
bufBcst(el) == (el(2) and 0x01) = 0x01; 
dtCount(el) == octetVal(el(0)); 
dtPeriod(el) == octetVal(eI(1)); )); 

endnewtype TIM; 
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Operator mkTim MkTim_1a(1) 

~; fpar "i, 
: trf TrafficMap, ' ~ 
: dtc Integer, : 
, dtp Integer, , 
: xlo Asocld, : 
: xhi Asocld, : 
, be Boolean ; , 
: returns Octetstring ; : ... ., 

Start TIM ; 
with DTIM ~-- 
count and : 
period fields. : ___________ ., 

i:= i+1 

Search down from; 
high limit (xhi) ~ , 
for a non-zero : : 
traffic map bit. : : _____________ .., I 

I 
I 

Floor starting ; 
index to even ~- 
multiple of 8. : 

Add starting ; 
index to be/me ~ - - 
indicator to : 
get bitmap : 
control field , 
value for TIM. : 

Append octets; 
in active part ~ - - 
of bitmap to : 
the TIM. : ___________ ., 

dcl i, j, k Asocld ; 
dcl tim, tmp 
Octetstring ; 

(trf(0)=1) 
then 1 
else 0 fi 

mkString( 
mkOctetU)), 
tim:= 
tim II tmp 

S8(trf(i), 
trf(i+1 ), 
trf(i+2), 
trf(i+3), 
trf(i+4), 
trf(i+5), 
trf(i+6), 
trf(i+ 7))) 

/* This procedural operator is part 
of sort TrafficMap. mkTim builds 
the info field for a TIM element 
from the DTIM count and DTIM 
period values and the contents 
of the (xlo:xhi) range of bits in 
the TrafficMap. The resulting 
Octetstring can be used as an 
operand of mkElem (by an AP 
generating a Beacon frame). */ 

~ Search up from 
- - ~ low limit (xlo) 

: for a non-zero 
: traffic map bit. ._ _ 

(false) 

(trf(0)=1) 
then 1 
else 0 fi 

mkString( 
mkOctetU)), 
tim:= timll 
tmp II 01 

I 
I 
I 
I 
I ,----------------- 
: : If_ no 1 s in the partial 
• , bitmap, generate TIM 

: with index 0 and one 
: octet =0 (see 7.3.2.6). 

~ This method of calculating bitmap 
- - - - - - - - - - - - - - - ~ index and octet count meets alignment 

: and length restrictions implicit in 
ithe encoding of the TIM bitmap control 
: field (7.3.2.6). However, if xlo is not a 
: multiple of 16, or xhi is not a multiple 
, of 8, bits outside the range (xlo:xhi) 
: will appear in the TIM element. This 
: may be of concern to implementers, but 
, is not a problem in the formal description 
: because criteria for selecting bitmap 
: subsets are not part of this standard. ._ _ 
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Operator nextAld NextAld_ 1 a(1) 

~; fpar 7, 
: trf TrafficMap~ ~ 
: x Asocld; 1 

: returns Asocld ; : ._ _. 

dcl k, result Asocld ; 

result:= 0 

/* This procedural operator 
is part of sort TrafficMap. 
nextAld searches upward 
from the specified initial 
index (x) in a TrafficMap 
and returns the index of 
the first bit =1. If the end 
of the TrafficMap (index= 
sMaxAld) is reached with 
no 1 s found, a value of 0 
is returned. */ 
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Package macsorts 3125 _ d\RateAndDurationSorts(31 ) 

I\ 
L ' 

I 
I 

/******************************************************************* 
* Multi-rate support sorts 
******************************************************************* I 
newtype Rate inherits Octet operators all; 
adding operators 
calcDur: Rate, Integer-> Integer;/* converts (rate,bitCount) to integer usec */ 
rateVal : Rate-> Rate;/* clears high-order bit*/ 
basicRate : Rate-> Rate;/* sets high-order bit*/ 
isBasic : Rate -> Boolean; /* true if high-order bit set*/ 

axioms 
for all r in Rate( for all i in Integer( for all b in Boolean( 

calcDur(r, i) == ((((10000000 + (octetVal(r and 0x7F) - 1 )) / 
(500 * octetVal(r and 0x7F))) * i) + 9999) / 10000; 

rateVal(r) == rand 0x7F; basicRate(r) == r or 0x80; 
isBasic(r) ==(rand 0x80) = 0x80; ))); 

endnewtype Rate; 
syntype RateString = Octetstring endsyntype RateString; 

/******************************************************************* 
* MPDU duration factor support sort 
******************************************************************* I 
/* These operators support the encoding used to allow*/ 
/* an Integer to represent the value of aMpduDurationFactor. */ 
/* calcDF(PlcpBits, MpduBits) returns an Integer which is*/ 
/* the fractional part of ((PlcpBits/MpduBits)-1 )*(1 e9). */ 
/* stuff(durFactor, MpduBits) returns the number of PlcpBits */ 
/* which result from MpduBits at the specified durFactor. */ 
newtype DurFactor inherits Integer operators all; 
adding operators 
calcDF : Integer, Integer-> DurFactor; 
stuff : DurFactor, Integer-> Integer; 

axioms 
for all df in DurFactor( for all mb, pb in Integer( 

calcDF(pb, mb) == ((pb * 1000000000) / mb) - 1000000000; 
stuff(df, mb) == ((mb * df) + (mb - 1)) / 1000000000; )); 

endnewtype DurFactor; 
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Package macsorts 3126 _ d\FH_ DS _Params(31 ) 

I\ 
' ' I 

I 

/******************************************************************* 
* FH parameter set sort 
******************************************************************* I 
newtype FhParms inherits Octetstring operators all; 
adding operators 
dwellTime : FhParms -> TU; /* Dwell Time field (2) */ 
setDwellTime : FhParms, TU -> FhParms; 
hopSet : FhParms -> Integer; /* Hop Set field (1) */ 
setHopSet : FhParms, Integer -> FhParms; 
hopPattern : FhParms -> Integer; /* Hop Pattern field (1) */ 
setHopPattern : FhParms, Integer -> FhParms; 
hoplndex : FhParms -> Integer;/* Hop Index field (1) */ 
setHoplndex : FhParms, Integer-> FhParms; 

axioms 
for all fh in FhParms( for all i in Integer( for all u in TU( 
dwellTime(fh} == octetVal(fh(0)) + (octetVal(fh(1 )) * 256); 
setDwellTime(fh, u) == mkOS(u mod 256, 1) II mkOS(u / 256, 1) II SubStr(fh, 2, 3); 
hopSet(fh) == octetVal(fh(2)); 
setHopSet(fh,i) == SubStr(fh,0,2) II mkOS(i, 1) II SubStr(fh,3,2); 
hopPattern(fh) == octetVal(fh(3)); 
setHopPattern(fh, i) == SubStr(fh,0,3) II mkOS(i, 1) II Last(fh); 
hoplndex(fh) == octetVal(fh(4)); 
setHoplndex(fh, i) == SubStr(fh, 0, 4) II mkOS(i, 1 );))); 

endnewtype FhParms; 

/******************************************************************* ~ 
* DS parameter set sort 
******************************************************************* I 
newtype DsParms inherits Octetstring operators all; 
adding operators 
curChannel : DsParms -> Integer;/* Current Channel (1) */ 
setCurChannel : DsParms, Integer-> DsParms; 

axioms 
for all ds in DsParms( for all i in Integer( 

curChannel(ds) == octetVal(ds(0)); 
setCurChannel(ds, i) == mkOS(i); )); 

endnewtype DsParms; 
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Package macsorts 3127 _d\PHY _Params(31) 

I\ . ' I 
I 

/******************************************************************* 
• Generic PHY parameter set sort 
******************************************************************* I 
/* Generic PHY parameter element for signals related to Beacons*/ 
/* and Probe Responses that are PHY-type independent. */ 
syntype PhyParms = Octetstring endsyntype PhyParms; 

NEWTYPE PhyChrstcs struct ~ 
aSlotTime Usec; 
aSifsTime Usec; 
aCCATime Usec; 
aRxTxTurnaroundTime Usec; 
aTxPLCPDelay Usec; 
aRxPLCPDelay Usec; 
aRxTxSwitchTime Usec; 
aTxRampOnTime Usec; 
aTxRampOffTime Usec; 
aTxRFDelay Usec; 
aRxRFDelay Usec; 
aAirPropagationTime Usec; 
aMACProcessingDelay Usec; 
aPreambleLength Usec; 
aPLCPHeaderLength Usec; 
aMPDUDurationFactor DurFactor; 
aMPDUMaxLength Integer; 
aCWmin Integer; 
aCWmax Integer; 

EndNewType PhyChrstcs; 
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use macsorts ; 

Package macmib 

I\ 
' . 

I 
I 

/* This Package contains definitions of the MAC MIB attributes ~ 
and the subset of the PHY MIB attributes used by the MAC state 
machines. These are needed under Z.100 to permit analysis of 
the state machine definitions. In future revisions these may 
be replaced with the ASN.1 MIB definition which appears as 
as Annex D, for use with a Z.1 OS-compliant SDL tool is available. */ 

/******************************************************************* 
* StationConfig Table 
******************************************************************* I 
remote dot11 MediumOccupancylimit TU nodelay; 
synonym dot11CfPollable Boolean= <<package macsorts>> sCfPollable; 
remote dot11 CfpPeriod Integer nodelay; 
remote dot11 CfpMaxDuration TU nodelay; 
remote dot11AuthenticationResponseTimeout TU nodelay; 
synonym dot11 PrivacyOptionlmplemented Boolean=true; 
remote dot11 PowerMangementMode PwrSave nodelay; 
remote dot11 DesiredSsid OctetString nodelay; 
remote dot11 DesiredBssType BssType nodelay; 
remote dot11 OperationalRateSet RateString nodelay; 
remote dot11 Beacon Period TU nodelay; 
remote dot11 DtimPeriod Integer nodelay; 
remote dot11AssociationResponseTimeout TU nodelay; 

remote dot11WepUndecryptableCount Counter32 nodelay; 
remote dot11 ReceiveDTIMs Boolean nodelay; 
remote dot11AuthenticationType AuthTypeSet nodelay; 

/******************************************************************* ~ 
* AuthenticationAlgorithms Table 
******************************************************************* I 
synonym dot11AuthenticationAlgorithms AuthTypeSet = 

incl(open_system, incl(shared_key)); 
/* NOTE: The members of this set are the 

dot11AuthenticationAlgorithm values of all 
dot11 AuthenticationAlgorithmsEntry instances 
for which dot11 AuthenticationAlgorithmsEnable=True. 
Do not include shared_key in this set 
unless dot11 PrivacyOptionlmplemented=true. */ 

3201 _ d\StationConfig(5) 

/******************************************************************* ~ 
* WepDefaultKeys Table 
* (if dot11 PrivacyOptionlmplemented=true) 
******************************************************************* I 
remote dot11WepDefaultKeys KeyVector nodelay; 

/******************************************************************* 
* WepKeyMappings Table 
* (if dot11 PrivacyOptionlmplemented=true) 
******************************************************************* I 
remote dot11WepKeyMappings KeyMapArray nodelay; 
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use macsorts ; 

Package macmib 3202_d\PrivOperation(5) 

I\ . ' 
I 
I 

/******************************************************************* 
* Privacy Table 
* (only if dot11 PrivacyOptionlmplemented=true) 
******************************************************************* I 
remote dot11 Privacylnvoked Boolean nodelay; 
remote dot11WepDefaultKeyld Keylndex nodelay; 
synonym dot11WepKeyMappingLength Integer= 

<<package macsorts>> sWepKeyMappingLength; 
remote dot11 Exclude Unencrypted Boolean nodelay; 
remote dot11WeplcvErrorCount Counter32 nodelay; 
remote dot11WepExcludedCount Counter32 nodelay; 

/******************************************************************* 
* Operation Table 
******************************************************************* I 
synonym dot11 MacAddress MacAddr = 
«type MacAddr» S6(0x00, 0x11, 0x22, 0x33, 0x44, 0x55); 
/* each station has a unique globally administered address*/ 
/* Value may be overwritten with locally administered address at*/ 
/* MlmeReset, but is always a static value during MAC operation*/ 

remote dot11 RtsThreshold Integer nodelay; 
remote dot11 ShortRetrylimit Integer nodelay; 
remote dot11 LongRetrylimit Integer nodelay; 
remote dot11 Fragmentation Threshold Integer nodelay; 
remote dot11 MaxTransmitMsdulifetime TU nodelay; 
remote dot11 MaxReceivelifetime TU nodelay; 
synonym dot11 Manufacturerld Charstring = 'name of manufacturer'; 
synonym dot11 Productld Charstring = 'identifier unique to manufacturer'; 

/******************************************************************* ~ 
* GroupAddresses Table 
******************************************************************* I 
remote dot11 GroupAddresses MacAddrSet nodelay; 
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use macsorts ; 

Package macmib 3203_d\Counters(5) 

I\ . ' 
I 
I ... ., 

/******************************************************************* 
* Counters Table 
******************************************************************* I 
remote dot11TransmittedFragmentCount Counter32 nodelay; 
remote dot11 MulticastTransmittedFrameCount Counter32 nodelay; 
remote dot11 Failed Count Counter32 nodelay; 
remote dot11 RetryCount Counter32 nodelay; 
remote dot11 MultipleRetryCount Counter32 nodelay; 
remote dot11 RtsSuccessCount Counter32 nodelay; 
remote dot11 RtsFailureCount Counter32 nodelay; 
remote dot11AckFailureCount Counter32 nodelay; 
remote dot11 ReceivedFragmentCount Counter32 nodelay; 
remote dot11 MulticastReceivedFrameCount Counter32 nodelay; 
remote dot11 FcsErrorCount Counter32 nodelay; 
remote dot11 FrameDuplicateCount Counter32 nodelay; 
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use macsorts ; 

Package macmib 3204_d\PhyOperation(5) 

I\ . ' 
I 
I 

'------------' 

/******************************************************************* 
* PhyOperation Table 

(values shown are mostly for FH PHY) 
*** *** ** * **** ***** *** * *** ******* * ** * **** ***** *** * * ******* *** ** *****I 
synonym FHphy Integer= 01; /* enumerated dot11 PHYType value*/ 
synonym DSphy Integer= 02; /* enumerated dot11 PHYType value*/ 
synonym IRPhy Integer= 03; /* enumerated dot11 PHYType value*/ 
synonym dot11 PHYType Integer = FHphy; 
remote dot11 CurrentRegDomain Integer nodelay; 
synonym dot11TempType Integer= 01; 

/****************************************************************************************** 
* PhyCharacteristic Parameters (values shown are mostly for FH PHY ) 
************************************************************************************** I 
/* NOTE: The PhyCharacteristics are defined as synonyms because 
their values are static during MAC operation. It is assumed 
that , during each initialization of MAC operation, current 
values for each of these parameters are obtained from the 
PHY using the PlmeCharacteristics primitive.*/ 

synonym aSlotTime Usec = (aCcaTime + aRxTxTurnaroundTime + 
aAirPropagationTime + aMacProcessingTime); 

synonym aCcaTime Usec = 27; 
synonym aRxTxTurnaroundTime Usec = (aTxPlcpDelay + aRxTxSwitchTime + 

aTxRampOnTime + aTxRfDelay); 
synonym aTxPlcpDelay Usec = 1; 
synonym aRxTxSwitchTime Usec = 10; 
synonym aTxRampOnTime Usec = 8; 
synonym aTxRfDelay Usec = 1; 
synonym aSifsTime Usec = (aRxRfDelay + aRxPlcpDelay + 

aMacProcessingTime + aRxTxTurnaroundTime); 
synonym aRxRfDelay Usec = 4; 
synonym aRxPlcpDelay Usec = 2; 
synonym aMacProcessingTime Usec = 2; 
synonym aTxRampOffTime Usec = 8; 
synonym aPreambleLength Usec = 96; 
synonym aPlcpHeaderLength Usec = 32; 
synonym aMpduDurationFactor <<package macsorts» DurFactor = 31250000; 
synonym aMpduMaxLength Integer = 4095; 
synonym aAirPropagationTime Usec = 1; 
synonym aCWmax Integer = 1023; 
synonym aCWmin Integer = 15; 
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use macsorts ; 

Package macmib 3205_d\PhyRateFhss(5) 

I\ . ' 
I 
I 

/******************************************************************************* 
• SupportedDataRatesTx Table (values shown are for FH PHY) 
******************************************************************************* I 
synonym aSupportedRatesTx Octetstring = S8(0x82, 0x04, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00); 

/********************************************************************************** 
• SupportedDataRatesRx Table (values shown are for FH PHY) 
********************************************************************************* I 
synonym aSupportedRatesRx Octetstring = S8(0x82, 0x04, 0x00,0x00, 0x00, 0x00, 0x00, 0x00); 

synonym aPrefMaxMpduFragmentLength Integer = aMpduMaxLength; 

/******************************************************************* ~ 
• PhyFHSS Table 
• (only used with FH PHY) 
******************************************************************* I 
synonym dot11 Hop Time Usec = 224; 
remote dot11 CurrentChannelNumber Integer nodelay; 
synonym dot11 MaxDwellTime TU = 390; 
remote dot11 CurrentSet Integer nodelay; 
remote dot11 CurrentPattern Integer nodelay; 
remote dot11 Currentlndex Integer nodelay; 

/*************************************************************************************/ 
r The MAC state machines currently do not reference any attributes in: 

PhyAntenna Table, PhyTxPower Table, PhyDsss Table, Phylr Table, 
RegDomainsSupported Table, Antennaslist Table. •1 

/*endpackage;*/ 
/************************************************************************************* I 
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C.3 State machines for MAC stations 

The following SDL-92 system specification defines operation of the MAC protocol at an IEEE 802.11 STA. 
Many aspects of STA operation also apply to AP operation. These are defined in blocks and processes refer 
enced from both the STA and AP system specifications. Blocks and processes used in both STA and AP are 
identifiable by the SDL comment /* for STA & AP*/ below the block or process name. Blocks and pro 
cesses specific to STA operation are identifiable by the SDL comment /* station version */ below the block 
or process name. The definitions of all blocks and processes referenced in the station system specification 
appear in Clause C.3. 

The remainder of Clause C.3 is the formal description, in SDL/GR, of an IEEE 802.11 STA. 
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1 

use macs~rts ; j 
use rnacmib ; 

System Station 

I\ 
' ' I 

I 

Includes request, 
validation and ~ - - 
add/remove , 
MAC headers. : 

,,rn MaUnitdata.indication, 
MaUnitdataStatus.indication] 

MAC_SAP 

£ MaUnitdata.request] 

MAC Data 
Service - r for STA & AP*/ 

, ' 

[
(MlmeConfirmSignals), ] 
(MlmelndicationSignals) 

MAC_Management_ 
Service 

7• for STA & AP*/ 

SM_MLME_SAP 

, I(MlmeRequestSignals)] 

r1ncludes MAC MIB, 
--~ MIB access, and 

, filtering of Mime 
: request and confirm. '-------------- 

'I' 
[ Msdulndicate] 

Includes encryption, 1 
fragmentation, and :- - - - 

_power save queuing.~ 

Includes DCF, , 
Rts/Cts, Ack & : 
CF-Ack, retries, I 
CF-poll response, : 
Alim handling, I 
and PS-Poll. : 
-------------i 

I 
I 
I 
I 
I 
I 

RSDU 

[
BkDone, 
TxConfirm 

' , 

L MsduConfirm] 

TSDU 

[ MsduRequest] 
[MmRequest] PsChange, 

MPDU _ Generation 
PsResponse 

- 
STA E---- r station version ·1 

/ MMTX 
AtimW, ] 
PduConfirm, 
CfPolled 

[ MmConfirm] 
Pslnquiry 

TPDU 

~ 
[PduRequest] 

' , MCTL 

Protocol Control 
STA - - 
rstation version? 

' 

, ' 

[(PlmeConfirmSignals) 

,-- 
1 
I 
I 
I 
I 
I 
I 
I 
I 
I 

Transmission 
/*for STA & AP*/ 

Doze, l MmCancel, 
SsResponse, 
SwChnl, 
Tbtt, Wake 

cs 

'~----,,.;,------~ 

[

Mmlndicate l , LPslndicate] 
PsmDone, ' 
Sslnquiry, 
SwDone 

[ ChangeNav] 

'/ 

, ~(PhyTxConfirmSignals)] 

Busy,] Idle, 
Slot 

MLME_PLME_SAP 

RX 

[
(MmgtConfirmSignals), ] 
(MmgtlndicationSignals) 

[(MmgtRequestSignals)] 

/ 

MMGT 

MLME STA 
/*station version? 

PS 

Reception 
/*for STA & AP*/ 

[ ChangeNav] 

~Includes validate, decrypt, 
--~ address & duplicate filter, 

, defragment, channel state 
1 (physical and virtual carrier 
: sense), and IFS & slot timing. 
'-------------------- 

" L(PhyRxSignals)] 

-PRV'5A-P-TX --------------------- 

Ir, - - [(PlmeRequestSignals)] 
IJ- (PhyTxRequestSignals)] , ,, 

I Includes backoff 
--pmr- "811.P~ - - - - - - -j FCS generate, and 

- - l timestamp insert. __ 
£PhyCcareset.request] 

Station_ 1 b(3) 

r1ncludes scan, join, 
- - ~ beacon/dwell and 

, awake/doze timing, 
: (re/dis)associate, 
1 (de)authenticate, 
: start IBSS, and 
, monitor of station 
: & power save state. ... _ 
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use macsorts ; 
use macmib; 

System Station Sta_signals_2d(3) 

r----------. 
I I\ 
I L ' 
I I 
I I 
'-----------" 

signal 
AtimW, 
Backoff(lnteger,lnteger), 
BkDone(lnteger), 
Busy, 
Cancel, 
CfPolled, 
ChangeNav(Time,Duration,NavSrc), 
Doze, 
Idle, 
MaUnitdata.indication(MacAddr,MacAddr, 
Routing,Octetstring,RxStatus, 
CfPriority,ServiceClass ), 

MaUnitdata.request(MacAddr,MacAddr, 
Routing,Octetstring,CfPriority,ServiceClass), 

MaUnitdataStatus.indication(MacAddr, 
MacAddr,TxStatus,CfPriority,ServiceClass), 

MlmeAssociate.confirm(MlmeStatus), 
MlmeAssociate.indication(MacAddr), 
MlmeAssociate.request(MacAddr,Kusec,Capability,lnteger), 
MlmeAuthenticate.confirm 
(MacAddr,AuthType,MlmeStatus), 

MlmeAuthenticate.indication(MacAddr,AuthType), 
MlmeAuthenticate.request(MacAddr,AuthType,Kusec), 
MlmeDeauthenticate.confirm(MacAddr,MlmeStatus), 
MlmeDeauthenticate.indication(MacAddr,ReasonCode), 
MlmeDeauthenticate.request(MacAddr, Reason Code), 
MlmeDisassociate.confirm(MlmeStatus), 
MlmeDisassociate.indication(MacAddr,ReasonCode), 
MlmeDisassociate.request(MacAddr,ReasonCode), 
MlmeGet.confirm(MibStatus,MibAtrib,MibValue), 
MlmeGet.request(MibAtrib), 
MlmeJoin.confirm(MlmeStatus), 
MlmeJoin.request(BssDscr,lnteger,Usec,Ratestring), 
MlmePowermgt.confirm(MlmeStatus), 
MlmePowermgt.request(PwrSave,Boolean,Boolean), 
MlmeReassociate.confirm(MlmeStatus), 
MlmeReassociate.indication(MacAddr), 
MlmeReassociate.request(MacAddr,Kusec,Capability,lnteger), 
MlmeReset.confirm(MlmeStatus), 
MlmeReset.request(MacAddr,Boolean), 
MlmeScan.confirm(BssDscrSet,MlmeStatus), 
MlmeScan.request(BssTypeSet, MacAddr, Octetstring, 
ScanType,Usec,lntstring,Kusec,Kusec), 

MlmeSet.confirm(MibStatus,MibAtrib ), 
MlmeSet.request(MibAtrib,MibValue), 
MlmeStart.confirm(MlmeStatus), 
MlmeStart.request(Octetstring,BssType,Kusec, 
lnteger,CfParms,PhyParms,lbssParms,Usec, 
Capability,Ratestring,Ratestring) ; 

signal 
MmCancel, 
MmConfirm(Frame,TxStatus), 
Mmlndicate(Frame,Time,Time,StateErr), 
MmRequest(Frame,lmed,Rate), 
MsduConfirm(Frame,CfPriority,TxStatus ), 
Msdulndicate(Frame,CfPriority), 
MsduRequest(Frame,CfPriority), 
NeedAck(MacAddr,Time,Duration,Rate), 
PduConfirm(FragSdu,TxResult), 
PduRequest(FragSdu), 
PhyCca.indication(Ccastatus), 
PhyCcarst.confirm, 
PhyCcarst.request, 
PhyData.confirm, 
PhyData.indication(Octet), 
PhyData.request(Octet), 
PhyRxEnd.indication(PhyRxStat), 
PhyRxStart.indication( Integer, Rate), 
PhyTxEnd.confirm, 
PhyTxEnd.request, 
PhyTxStart.confirm, 
Phy T xStart. request( Integer, Rate), 
PlmeCharacteristics.confirm(PhyChrstcs ), 
PlmeCharacteristics.request, 
PlmeGet.confirm(MibStatus, 
MibAtrib,MibValue), 

PlmeGet.request(MibAtrib), 
PlmeReset.confirm(Boolean), 
PlmeReset.request, 
PlmeSet.confirm(MibStatus,MibAtrib), 
PlmeSet.request(MibAtrib,MibValue), 
PsmDone, 
PsChange(MacAddr,PsMode), 
Pslndicate(MacAddr,PsMode), 
Pslnquiry(MacAddr), 
PsResponse(MacAddr,PsMode), 
ResetMAC, 
RxCfAck(MacAddr), 
Rxlndicate(Frame,Time,Time,Rate), 
Slot, 
Sslnquiry(MacAddr), 
SsResponse(MacAddr, 
StationState,StationState ), 

SwChnl(lnteger,Boolean), 
SwDone, 
TBTT, 
TxConfirm, 
TxRequest(Frame,Rate), 
Wake; 
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use macsorts ; 
use macmib; 

System Station Sta_signallists_3c(3) 

,----------~ 
I I\ 
I • ' 
I I 
I I ... j 

signallist 
MlmeRequestSignals= 
MlmeAssociate.request, 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeGet.request, 
MlmeJoin.request, 
MlmePowermgt.request, 
MlmeReassociate.request, 
MlmeReset.request, 
MlmeScan.request, 
MlmeSet.request, 
MlmeStart.request ; 

signallist 
MlmeConfirmSignals= 
MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeGet.confirm, 
MlmeJoin.confirm, 
MlmePowermgt.confirm, 
MlmeReassociate.confirm, 
MlmeReset.confirm, 
MlmeScan.confirm, 
MlmeSet.confirm, 
MlmeStart.confirm ; 

signallist 
MmgtRequestSignals= 
MlmeAssociate.request, 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeJoin.request, 
MlmePowermgt.request, 
MI meReassociate. request, 
MlmeScan.request, 
MlmeStart.request ; 

signallist 
MlmelndicationSignals= 
MlmeAuthenticate.indication, 
MlmeDeauthenticate.indication, 
MlmeDisassociate.indication, 
MlmeAssociate.indication, 
MlmeReassociate.indication ; 

signallist 
MmgtConfirmSignals= 
MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeJoin.confirm, 
MlmePowermgt.confirm, 
MlmeReassociate.confirm, 
MlmeScan.confirm, 
MlmeStart.confirm ; 

signallist 
Mmgtl ndicationSignals= 
MlmeAuthenticate.indication, 
MlmeDeauthenticate.indication, 
MlmeDisassociate.indication, 
MlmeAssociate.indication, 
MlmeReassociate.indication ; 

signallist 
PhyTxRequestSignal - 

PhyTxStart.request, 
PhyTxEnd.request, 
PhyData.request ; 

signallist 
PhyTxConfirmSignal - 
PhyTxStart.confirm, 
PhyTxEnd.confirm, 
PhyData.confirm ; 

signallist 
PhyRxSignals= 
PhyRxStart.indication, 
PhyRxEnd. indication, 
PhyData.indication, 
PhyCca.indication, 
PhyCcareset.confirm ; 

signallist 
PlmeRequestSignals= 
PlmeCharacteristics.request, 
PlmeGet.request, 
PlmeSet.request, 
PlmeReset.request; 

signallist 
PlmeConfirmSignals= 
PlmeCharacteristics.confirm, 
PlmeGet.confirm, 
PlmeReset.confirm, 
PlmeSet.confirm; 
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MAC_SAP 

Block MAC_Data_Service 
[
MaUnitdata._] 
indication 

r----------. 
I I\ 
I • ' 
I I 
I I 1., ., 

/' This block provides 
the MAC SAP function , 
described in Clause 6, 
conveying MSDUs from 
and to the LLC entity. 
This block operates 
identically in STA 
and AP, but in STA 
the TSOU signal route 
connects directly to 
MPDU Generation, and 
the RSDU signal route 
connects directly 
from Protocol Control, 
whereas in AP both of 
these signal routes 
connect to Distribution 
Service. */ 

ToLLC 

[
MaUnitdataStatus._] 
indication 

FromLLC 

MaUnitdata.request] 

~---=---~ 

- Mac_.::oata_1a(1) 

MSDU to LLC 
(1,1) - - 

MSDU from LLC 
(1,1) - - 

Msdulndicate] 

RxMsdu 

MsduConfirm] 

TxMsdu 

MsduRequest] 

RSDU TSOU 
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Process MSDU_to_LLC Msdu_to_LLC_1a(1) 

r----------. 
I I\ 
I • • 
I I 
I I '-----------" 

dcl cf CfPriority ; 
dcl LLCdata Octetstrin 
dcl sa, da MacAddr ; 
dcl sdu Frame ; 
dcl srv ServiceClass ; 

r This process runs when 
reception is successfully 
completed on an MSDU 
addressed to the local 
LLC entity. This process 
extracts the appropriate 
address and status info, 
removes the MAC header 
from the MSDU data field 
(the FCS and IV/ICV are 
removed much earlier in 
reception handling), and 
generates the indication 
to LLC. Reception status 
is always "successful" 
because a receive error 
causes the MSDU to be 
discarded before reaching 
MAC Data Service. */ 

Msdulndicate : From source_ of the RSDU channel. 
(sdu cf) ----------i STA source Is Pro_toc'?I Control, 

' 1 AP source Is Distribution Service. '----------------------· 

da:= addr1 (sdu) 

Remove MAC header; 
from beginning of ~ , 
MSDU to obtain the 1 

LLC data octet string. : 

sa:= if frDs(sdu)=1 
then addr3(sdu) 

else addr2(sdu) fi 

srv:= 
if orderBit(sdu)=1 

then strictlyOrdered 
else reorderable fi 

LLCdata:= substr 
(sdu, sMacHdrlng, 

length(sdu) - 
sMacHdrlng) 

Reception status ; 
always successful f- - - , 
because any error 1 
would prevent the : 
Msdulndicate , 
from reaching : 
this process. 1 ·-----------" 

MaUnitdata. 
indication(sa, da, 
null_rt, LLCdata, 
rx_success,cf,srv) 

Copyright© 1999 IEEE. All rights reserved. 329 



ANSI/IEEE 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN 

Process MSDU_from_LLC Msdu_from_LLC _ 1 b(1) 

,----------~ 
I I\ 
I • • 
I I 
I I "'-----------' 

dcl cf CfPriority ; 
dcl LLCdata Octetstrin 
dcl rt Routing ; 
dcl sa, da MacAddr ; 
dcl sdu Frame ; 
dcl srv ServiceClass ; 
dcl stat TxStatus ; 

imported mAssoc, 
mDisable, mlbss, 
mPcAvail Boolean ; 

imported 
dot11 PowerManagementMode PwrSave ; 

imported 
mBssld MacAddr; 

(sa, da, rt, 
LLCdata, 
cf, srv) 

successful, 1 
retrylimit, ~ - - 
txlifetime, , 
or noBss : 
-----------" 

if rt /= null rt then 
nonNullSourceRouting 

else if (length(LLCdata) 
> sMsduMaxlng) or 
(length(LLCdata) < 0) 
then excessiveDatalength 

else successful fi fi 

(reorderable) 

~ Reject Msdu 
- - ~ if station 

1 not in BSS 
:orlBSS. 
'------------ 

(contention) 

MaUnit 
dataStatus. 
indication - 

(sa, da, 
stat, 
cf, srv) 

~ Build frame with 24-octet 
, ~ MAC header and LLCdata: 

, ftype:= data 
: toDS := 0 
, addr1:= da 
: addr2:= dot11 MacAddress 
, (sa parameter not used) 
1 addr3·= mBssld 
: <other" header fields> := 0 
"'-----------------· 

(true) 

dot11 MacAddress, 
import(mBssld), 
LLCdata) 

(sa, da, 
unavailable 
Priority.cf, srv) 

~If no PCF, 
- - ~ inform LLC, 

, send Msdu in 
: in contention 
, period. 2nd 
: MaUnitdata_ 
, Status reports 
:Tx result. .,_ _ 

then 
strictlyOrdered 

else reorderable fi 

then addr3(sdu) 
else addr1 (sdu) 
fi 

r This process runs when 
an MSDU to transmit is 
presented by LLC. This 
process validates request 
parameters, and if valid 
attaches a basic MAC 
header and sends the MSDU 
to MPDU preparation (at 
STA) or to Distribution 
Service (at AP). If request 
is invalid, or when status 
is available for the valid 
Tx attempt, LLC is informed 
by an MaUnitdataStatus._ 
Indication generated by 
this process. •1 

(addr2(sdu), 
da, stat, 
cf, srv) 

~ Send Msdu to 
- - ~ Mpdu preparation 

, (to distribution 
: service at AP) 
, with basic header. 
: Other fields are 
, filled in prior 
: to transmission . 
'------------- 
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TSDU 

Block MPDU_Generation_STA 

I\ . ' 
I 
I \.-----------' 

signal 
FragConfirm(FragSdu,TxResul 
FragRequest(FragSdu) ; 

Includes encryption if , 
dot11 PrivacyOptionlmplemented ~ - - - - - - - 
=true. This is a typical 
location, but implementers 
may use other locations 
between the MAC SAP 
and PHY SAP TX as 
long as they provide 
the specified behavior 
as observed at LLC, 
MLME and the WM. 

MsduConfirm] sta_Mpdu_gen_ 1 a(1) 

Msdu 

MsduRequest] 

/* This block converts 
outgoing Msdus and Mmpdu 
into Mpdus, fragmenting 
and encrypting as necessary. 
If the station is in a Bss, 
outgoing Msdus are directed 
via distribution service 
at the AP. 

The PM_Filter process queues 
frames needing announcement 
by Alim in an lbss; or frames 
to be sent in the CF-period 
at a CF-pollable station in 
a Bss. */ 

Prepare_MPDU 
(1,1) 

/*forSTA&AP*/ 

[ MmRequest] 

FragConfirm] 
Mmpdu 

FragMsdu 

FragRequest] 

PM Filter STA 
(1,1) - 

/* station version */ 

[Pslnquiry] 

PwrMgt 

[
PsResponse,] 
PsChange 

AtimW, ] 
PduConfirm, 
CfPolled 

Mpdu 

PduRequest] 

TPDU 
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Process Prepare_MPDU prepare_ 1 b(2) 

r---------~ 
I I\ 
I • • 
I I 
I I ,. ., 

~----~ ,----------------------- 

~ D 
I Procedure used for WEP encryption. 

Encrypt - - j If dot11 PrivacyOptionlmplemented= 
. . ~false, this procedure is not present. __ 

< import 
(mAssoc) 

imported mAssoc, mlbss, dot11 Privacylnvoked Boolean; 
imported dot11 Fragmentation Threshold Integer ; 
imported dot11WepDefaultKeys KeyVector; 
imported dot11WepDefaultKeyld Keylndex ; 
imported dot11WepKeyMappings KeyMapArray ; 
imported dot11WepKeyMappinglength KeyMapArraylength ; 
imported mCap Octetstring ; 

dcl bcmc, keyOk, 
useWep Boolean:= fals 

dcl f FragNum ; 
dcl fsdu FragSdu ; 
dcl mpduOvhd, p, 

pduSize, thld Integer ; 
dcl pri CfPriority ; 
dcl rrsl TxResult ; 
dcl sdu, rsdu Frame ; 

and (not 
import(mAct_ 
ingAsAp)) 

.------------ 
1 All data frames 

--j in Bss sent to 
1 distrib. service ... _ 

< not import> 
(mAssoc) 

sdu:= 
setAddr1 
(sdu,import 
(mBssld)), 

sdu:= 
setToDs 
(sdu,1) 

Invoked) and 
dot11 Privacy_ 
Option_ 
Implemented 

< import 
(mlbss) > 

Msdu 
Request 
(sdu,pri) 

Msdu 
Request 
(sdu,pri) 

sdu:= 
setAddr3(sdu, 
addr1 (sdu)), 

Fragment and : 
encrypt is i----- 

• on next page. __ J 

/" This process generates 
one or more Mpdus from 
each outgoing Msdu or 
Mmpdu. If encryption is 
needed, the Mpdus are 
encrypted before being 
passed to be filtered for 
possible power save or 
CF queuing before tx. */ 

r----------- 
1 All data frames 

- -j in lbss sent to 
1 destination sta. 
'------------ 

< not import> 
(mlbss) 

< import > 
(mActing_ 
AsAp) 

Prepare_ 
_AP 

Msdu 
Request 
(sdu,pri) 

1 Mmpdus sent 
, j even when not 
: 1 in Bss/lbss. 
I '------------ 

useWep:= 
import( 

dot11 Privacy_ 
ResetMAC 

No_Bss 

dot11 Privacy_ 
Option_ 
Implemented 
and if 
wepBit(sdu)=1 
then true 
else false fi 

Msdu 
Request 
(sdu,pri) 

, 
I 
I 
I 
I 

------------. ------------., I I 
wepBit=true in : : Confirm Msdu to : : : 
request for 3rd r , MAC data service, r-"E------------• 
frame of shared , confirm Mmpdu to , 
key auth. seq. : MLME sub-block. : ------------' -------------' 

< not import> 
(mActing_ 
AsAp) 

G 
Data frames ' 
rejected if 
no Bss/lbss. , 
Implementations : 
may retain these , 
frames until a : 
Bss becomes , 
(re)available. : _ ., 

sMacHdrlng), 
pri:= fsdu!cf 

(fsdu! 
pdus(0)) 
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Process Prepare_MPDU fragment_2b(2) 

r-----------. I I\ 
I • • 
I I 
I I ,. ., 

Initialize 
FragSdu 
structure 

fsdu!eol:=0, fsdu!sqf:=0, 
fsdu!src:=0, fsdu!lrc:=0, 
fsdu!psm:=false, 
fsdu!txrate:=0 

fsdu!cf:=pri, 
fsdu!cnfTo:=sender, 
fsdu!resume:=false 

,-------------· 
I Iv and lcv fields - -1 not counted in pre- 
~ fragment overhead._ 

dot11 Fragmen_ ~ 
tationThreshold ~ - - 
must not be 1 
> dot11 Max_ : 
Mpdulength. 1 

length(sdu) > 
pduSize 

(false) 

pduSize:= 
length(sdu) - 
sMacHdrLng 

pduSize:= 
pduSize - 
mpduOvhd 

fsdu!fTot:= 
((length(sdu) - 
sMacHdrLng) / 

(dot11 Fragment_ 
ation Threshold) 

~ This is the typical 
--! case, with the length 

1 of all but the last 
: fragment equal to 
, dot11 Fragmentation 
: Threshold (plus - 
1 sWepAddLng if 
: useWep=true). The 
, value selected for 
: pduSize must be 
I>=256,even,and 
: <=aMpduMaxLength. 

pduSize) + 
if ((length(sdu) - 
sMacHdrLng) 
mod pduSize) 
/=0 

then 1 
else o fi 

if fsdu!fTot=0 
then 1 
else fsdu!fTot fi 

unavailable 
KeyMapping) 

(false) 

Msdu 
Confirm 
(sdu, pri, 

FragRequest 
(fsdu) 

sMacHdrLng) // 
substr(sdu,p, 
pduSize) 

(false) 

import(dot11WepKey_ 
Mappings), 
import(dot11WepKey_ 
MappingLength), 
import(dot11Wep_ 
DefaultKeys), 
import(dot11WepDefault_ 
Keyld), import(mCap)) 

pduSize:= if 
(p+pduSize) > length(sdu) 
then (length(sdu) - p + 1) 
else pduSize fi 

I 
I 
I 
I 
I ,------------- 
: , Final fragment may 
• ! be shorter than 

, initial/intermediate 
: fragments. ,. _ 

~ ~ Encryption expands 
l i each pdu by 

1 sWepAddLng, 
: hence Mpdus may 
, be longer than 

: g~t~0~;~~~~~;_ength ,. _ 
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Procedure Encrypt encrypt_1c(1) 

r; !par in/out wpdu Frame, I\ 
: in/out keyOk Boolean, • ~ 
, in maps KeyMapArray, , 
: in maplength KeyMapArraylength,: 
, in kvec KeyVector, , 
' in kndx Keyl ndex, 1 
: in caps Octetstring ; : ,. ., 

lcv field is ~ 
encrypted, but ~ - - 
this length 1 

:~~~e~~~)_cv : ___________ ., 

if isWds then 
sWdsAddlng 
else O Ii 

dcl icv Crc; 
dcl encryptlng, k, n Integer ; 
dcl encryptStr, newlV Octetstring ; 
dcl key PrngKey ; 
dcl kmap KeyMap ; 
imported procedure RC4 ; 
!par PrngKey, Integer ; 
returns Octetstring ; I 

I 
I 
I 
I ,------------ 
: 1 Test if addr4 
• ] field is present. 

~ Only need at AP._ 

r The IV generation algorithm 
- - ~ is not specified, but use of 

, a new IV for each Mpdu is 
: recommended STRONGLY. 

if isWds then 
sWdsAddlng 
else O Ii 

ICVvalue I 
calculated from f - - 
plaintext. , ___________ ., 

Encrypt by xor 1 
of payload with :- - - 

_ encrypt string. _ ~ 

maps, 
maplength) 

r Use default 
--~ key if no 

, mapping or 
: group dest. ,. _ 

/* The algorithm for changing 
dot11WepDefaultKeyld is not 
specified.If all stations in the Bss 
have thesame values in the 
{relevant subsetof} 
dot11 WepDefaultKeys, 
a station's DefaultKeyld algorithm 
does not affect interoperability. */ 

111 mapping 
, - -] keyOn=false, 
: , do not encrypt. 
I '------------ 
1 
I 
I 
I raw ICV is 1's 1 

complement of :- - - 
crc32, MSb-first 1 

Return error 
to LLC if 

_key is null. , 

Concatenate ; 
key with IV ~-- 
for encryption , 
PRNG seed. : 

------------' 

(icv(n) 
xor 

encryptStr(k)) 

Use RC4 PRNG to ~ 
generate an encrypt ~ - - 
string as long as the 1 

~~~t~tfc5~~~1d. i _____________ ., 

, 
I 
I 
I 
I 

-------------, I 
Insert IV and keyld I : 
between MAC header f-"( 
and data field. 1 

encryptlng+ 
sCrclng) 

// newlV // 01 // 
substr(wpdu, sMac_ 
Hdrlng, encryptlng) 

SetWEP bit 
in Frame 
Control field. 

I I l , 
I 
I 

Encrypt ICV ; 
octets and ~ , 
attach to end , 
of Mpdu. : ___________ ., 

(false) 

(false) 

keyOk:= 
true 
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Process PM_Filter_STA sta_PM_Bss_ 1 b(4) 

r---------..,. 
I I\ 
I • ' 
I I 
I I ... J 

< import > 
(mDisable) 

dcl atPend, fsPend, 
sentBcn Boolean:= fals 

dcl cfQ, psQ, txQ, anQ 
SduQueue:= emptyQ ; 

dcl dpsm PsMode ; 
dcl fsdu, rsdu FragSdu ; 
dcl k, n Integer ; 
dcl resl TxResult ; 
dcl sta MacAddr; 

psQ:=emptyQ, 
txQ:=emptyQ 

1 Station not in any BSS, 
- -{ only Mmpdus will be sent 

'. down by Prepare_MPDU._ 

< import > 
(mAssoc) < import > 

(mlbss) 

1 PsChange 
- -{ ignored when 

1 assoc w/BSS. 

11sss case is 
- -{ two pages 

1 ahead. 

Pdu 
Confirm 
(fsdu,resl) 

Frag_ 
Confirm 
(fsdu,resl) 

Frag_ 
Request 
(fsdu) <not fsPend} 

and (length 
(txQ) /= 0) 

fsdu:=first(txQ), 
txQ:=tail(txQ) 

(contention_ 
Free) 

Pdu 
Confirm 
(fsdu,resl) 

Pdu 
Request 
(fsdu) 

< import > 
(mCfp) 

:G 
I 
I 
I ,-----------· 
: I Cfp handling 
"' ~: is on next 
(page. _ 

>, 
I 
I 
I 
I ,------------------ 
: 1 Pass management frames 
• { involved in scan, join, 

1 and start . ... _ 
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Process PM_Filter_STA sta_PM_Cfp_2b(4) 

~--------- .. 
I I\ 
I • • 
I I 
I I '-----------" 

Bss_Cfp 

< not import> 
(mCfp) 

: fsPend does not need 
- - - - -! to be checked because 

1 there is exactly one 
: transmission opportunity 
1 per CfPoll. 

(con_ (con_ 
tent ion tent ion) 
free) - 

fsdu!_ 
resume:= 

true 

Frag_ 
Confirm 
(fsdu,resl) 

CfPolled 

Pdu 
Request 
(fsdu) 

(=O) 

Send null SOU if ~ 
CFqueue empty. TxCII ~- 
then responds with , 

~~c~~~aNi~
1~:i~ck. J 

Pdu 
Request 
(nullSdu) 
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Process PM_Filter_STA sta_PM_lbss_3c(4) 

I\ .. 
I 
I .. ., 

-----------" 
lbss data 1 
transfers (not ~-- 

• Alim window) __ J 
PM lbss 
_Data - 

r---------------• 
1 Announced queue 

, { has priority over 
: 1 non-PM transmit queue . 
I '----------------· 

AtimW 

Frag_ 
Request 
(fsdu) 

PM lbss 
_Data - 

<not fsPend} 
and import 
(mAtimW) 

B 
I Alim window 
{ is on next 
lpage. _ 

<not fsPend> 
and (length 
(anQ) /= 0) 

(length(anQ) 
= 0) and 
(length(txQ) 
/= 0)) 

(station_a live) 

fsdu:= 
first(anQ), 

anQ:=tail(anQ) 

Pdu 
Request 
(fsdu) 

txQ:= qlast 
(txQ, fsdu) 

(not fsPend> 
and 

Pdu 
Confirm 
(fsdu,resl) 

fsdu:= 
first(txQ), 

txQ:=tail(txQ) 

fsPend:= 
false 

Pdu 
Request 
(fsdu) 

else 

Frag_ 
Confirm 
(fsdu,resl) 

psQ,n+1, 
length(psQ) 
-n-1) 

(<O) 
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Process PM_Filter_STA sta_PM_AtimW _ 4b(4) 

r--------- .... 
I I\ 
I • • 
I I 
I I ... j 

Pre_Atim 

AtimW 

----------- ... 
Move all 1 
anQ entries f-- 

_to psQ. J 

lbss during 
Alim window. 

~

not atPend~ 
nd (not import 
{mAtimW)) 

PM lbss 
_Data - 

(true) 

Pslnquiry 
(fsdu!dst) 

txQ:= qlast 
(txQ, fsdu) 

1 Wait until TxCoord 
- - ~ sends AtimW signal 

, to avoid chance that 
: Beacon fsdu reaches 
, TxCoord before the 

: ~!~ss~~~a~;\xcoord. 

psQ:= 
qlast(psQ, 
first(anQ)), 

anQ:=tail(anQ), 
n:= n-1 

r------------• 
1 Ensure that beacon 

, ~ is first fsdu sent 
: 1 during Alim window. 
I '-------------- 

PsChange 

else 

Frag_ 
, Request(fsdu) 

to Self 

Pdu_ 
Confirm 
(fsdu,resl) 

1 Move fsdus 
~ that arrive 
, before beacon 
1 back onto end 
: of input queue . ... _ 

<(not atPend} 
and (length 
(psQ)/= 0) 

Pdu 
Request 
(fsdu) 

1 Handling is 
- - ~ implementation 

, dependent, can 
: either re-queue 
, until next atim 
: window or retry 
, during this 
: atim window . ... _ 

PM lbss 
_AtimW- 
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RSDU TPDU 

Block Protocol_Control_STA 

I\ . ' 
I 
I '------------' 

signal 
Ack(Time,Rate), 
Cfend, 
Cfpoll(Time,Rate), 
Cts(Time,Rate), 
TxCfAck(Time,Rate); 

[PduRequest] 

[ Msdulndicate] 

Tdat 

~ Includes the 
,--~ CF responder 
: : if station is 
, 1 Cf-pollable. 
I '------------ 
1 
I 
I 
I 
I 
I 
I 
I 
I 

[
BkDone, ] 
TxConfirm Tx Coordination sta 

(1,1) - 
/"station version? 

[

Doze, l MmCancel, 
SwChnl, 
Tbtt, 
Wake 

[

Backoff, ] 
Cancel, 
TxRequest 

TxO 

Pell 

PlmeGet 
.confirm, 
PlmeSet 
.confirm, 
Plme 
Reset 
.confirm 

AtimW, ] 
PduConfirm, 
CfPolled 

sta_CTL_1c(1) 

Rdat 

/" This block performs the 
DCF functions, as well as 
CF-responder functions if 
the station is CF-pollable. 
Tx Coordination includes 
RTS and ATIM generation. 
Rx_Coordination generates 
acknowledgements, routes 
data frames to MAC data 
service and management 
frames to MLME, an 
indicates receipt of Ack, 
Cts, and CF-Poll frames 
to Tx_Coordination. •t 

Tmgt [
PsmDone,] 
SwDone 

[

PlmeGet ] .request, 
PlmeSet_ 
.request, 
PlmeReset_ 
.request 

[

Ack, l Cts, 
Cfend, 
Cfpoll, 
TxCfAck 

Rell TxRx 

BcMgt 

[
Mmlndicate,] 
Sslnquiry 

[ SsResponse] 

Trsp 

[TxConfirm] 

Rx Coordination 
(1,1) 
I" for STA and AP •t 

Rxlndicate,l 
NeedAck, 
RxCfAck, 
RxCfPoll 

Rxl 

MCTL 

MLME_PLME_SAP RX 
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Process Rx_Coordination rx_coord_ 1a(4) 

r----------.. 
I I\ 
I • < 
I I 
I I 
'-----------" 

aRxTxTurn 
aroundTime} 

first(import 
(mBrates)), 
stuff 
(aMpdu_ 
Duration 
Factor, - 
sAckCtsLng 
+ aPlcpHdr_ 
Length) 
+ aPream 
bleLength)) 

r----------• 
1 Duration of 

- - ~ PS-Poll and 
l Ack response. __ 

I The rest of 
- - ~ No_Bss state 
lis on 3rd page. __ 

(RxC_ldle) 

timer Tsifs; 

dcl ackFrom, ackTo MacAddr; 
ResetMAC dcl dAck, dCts, dRsp, 

dSifsDly Duration ; 
dcl endRx, strTs Time ; 
dcl pdu, rspdu Frame ; 
dcl rxRate Rate ; 
dcl sas, sau StationState ; 
imported mNavEnd Time ; 

: RxC_ldle state 
- -- - - --- - - - - - - - •1 continues on 

l next page. _ 

< import > 
(mDisable) 

RxCfAck 
(ackFrom) 

RxCfPoll 

Ack(0,0) 

mkOs(dAck), 
ackTo) 

: No parameter _ -! values because 
1 without CfPoll 
: during Cfp the 
, transmitter 
'cannot send 
: after this ack. 
'------------ 

: Receipt of RxCfPoll 
- - - - - ~ while waiting to 

, send result of 
: NeedAck cancels 
, regular Ack wait 
: and reports the 
, need for +cf Ack 
: to TxCoord, which 
1wi11 be in a 
: Sifs wait when 
: thi~ signal 
.amves. 
'-------------- 

RxC_ldle RxC_ldle 
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Process Rx_ Coordination rx_coord_2b(4) 

,---------- ... 
I I\ 
I • ' 
I I 
I I '-----------J 

RxC_ldle 
I RxC Idle state 

- -j is continued 
~from previous page._ 

1 Class 1 frames handled 
- - - - -j on this page, class 2 and 

~ 3 frames on next page. __ 

(ack) 

Ack 
(endRx, 
rxRate) 

(cfend_ack 

(cfend) 

CfEnd 

Msdu 
Indicate 
(pdu, 

{els) 

Cts 
(endRx, 
rxRate) 

(beacon, 
probe_req) 

(authentication, 
deauthentication, 
atim, 
probe_rsp) 

, 
I 
I 
I 
I 
I ,-----------· 
: 1 None of these 
• j frames should 

~ have group DA. _ 

endRx,strTs, 
noerr) 

(rts) 

Msdu 
Indicate 
(pdu, 

mNavEnd) 
> now 

durld(rspdu)-dRsp, 
I addr2(pdu)) 
I 
I 
I 
I ,------------ 
: 1 CTS respone to 
• j RTS only when 

1 the Nav is clear. 
'------------ 

RxC_ldle 

Msdu 
Indicate 
(pdu, 

(false) 

if import(mCfp) 
then contention free 
else contention -fi) 

Sslnquiry 
(addr2(pdu)) 

if import(mCfp) 
then contention free 
else contention -fi) 

RxC_ldle 
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Process Rx_Coordination rx_coord_3b(4) 

I\ .. 
I 
I '-----------~ 

No_Bss 

< not import> 
(mDisable) 

~ At station 
, ! Rx with toDs=1 
: 1 discarded by 
1 : Filter_MPDU. 
: 1 frDs=1 never 
, : sent by Sta, so 
: , explicit fromDs 

: : ~e:~;iJ here. 
I '------------ 
1 ,.-------------~ I 

I 

Mmlndicate 
(pdu,,, 
class2) 

~ Beacon and probe rsp 
- - - - - - -- - - -- - - - ~ sent to Mlme_RecCRsp 

, while scaning, other 
: types acknowledged 
, (if unicast to this 
: station) but ignored. 
'---------------- Rxlndicate 

(pdu,endRx, 
strTs,dAck) 

RxC_ldle 

(beacon, 
probe_rsp) 

Mm Indicate 
(pdu,endRx, 
strTs,noerr) 

sCfPollable 

false 

(null_frame) 

PsPoll 
(pdu,endRx, 
rxrate) (false) 

Msdu 
Indicate 
(pdu) 

RxC_ldle RxC_ldle 
Signal receipt ; 
of PsPoll to ~ , 
AP transmit , 

I 
I coordination. 

RxC_ldle ' I 
I 
I 
I 

-----------., I 
PsPoll should I : 
not be received :- ' 
at station. 1 

RxC_ldle 
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Process Rx_Coordination rx_coord_3.1a(4) 

r----------. I I\ 
I • • 
I I 
I I ~----------J 

(true) 

Mm Indicate 
(pdu,,, 
class2) 

RxC_ldle RxC_ldle 
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Process Tx_Coordination_sta sta_tx_init_ 1d(10) 

I\ .. 
I 
I .. ., 

timerTifs, 
Trsp, Tpdly; 

ResetMAC 

PlmeReset. 
Request 

r at start of frame exchange 
sequence, when setting mFxlP, 
check if dot11 PowerManagementMode=curPsm, 
if not, when indicating the new Psm, 
also set psmChg boolean; 
at end of frame exchange 
sequence, when clearing FxlP, 
test & reset PsmChg, if 
true, send PsmDone to Mime •t 

aRxTxTurn 
around'Ilrne) 

~ Mmrate must be 
- - ~ selected from 

1 mBrates. Other 
1 selection criteria 
: are not specified. 
'------------ 

TxC_ldle 

dcl atimcw, bstat, chan, 
dcfcnt, dcfcw Integer ; 

dcl ccw Integer:= aCwMin ; 
dcl curPm Bit ; 
dcl doHop, psmChg, cont 

Boolean:= false ; 
dcl dSifsDelay, endRx Time ; 
dcl fsdu FragSdu ; 
dcl rtype Ftype ; 
dcl seqnum, ssrc, sire, n Integer:= O; 
dcl tpdu Frame ; 
dcl txrate Rate ; 

dcfcw:= ccw, 
atimcw:= ccw 

dcl exported FxlP Boolean:= false ; 
dcl cTfrg exported as 

dot11TransmittedFragmentCount, 
dcl cTfrm exported as 

dot11TransmittedFrameCount, 
cTmcfrm exported as 

dot11 MulticastTransmittedFrameCount, 
cFail exported as dot11 FailedCount, 
cRtry exported as dot11 RetryCount, 
cMrtry exported as dot11 MultipleRetryCount, 
cCts exported as dot11 RtsSuccessCount, 
cNcts exported as dot11 RtsFailureCount, 
cNack exported as dot11AckFailureCount 

Counter32:= 0; 

Imported dot11 RtsThreshold, 
dot11 ShortRetrylimit, 
dot11 LongRetryLimit, 
dot11 Fragmentation Threshold, 
dot11 MaxTransmitMsduLifetime Integer, 
mPdly Usec; 

r RANDOM NUMBER FUNCTION */ 
imported procedure Random ; 
fpar limit Integer; returns Integer; 
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Process Tx_Coordination_sta sta_tx_idle_2d(10) 

,---------- .... 
I I\ 
I • • 
I I 
I I 
"-----------.J 

,-------------- 
' These transitions are ,-- - - --- - - - --7. { only present at_ 

: : 1 Cf-pollable stations. 
I I '-------------- 

Pdu 
Request 
(fsdu) 

< not import(> 
mBklP) 

TxC_ldle 

,------------ 
' Entry when 

, { station wakes 
: , up to transmit. 
I '------------ 
1 
I 
I 
I 

I 

< >'., import _ 
(mCfp) 

G 
,------------ 
' Test if fsdu seq 

--{ nmber and tx 
, lifetime set. 
'------------ 

I Ack, Cfend, Cts, Wake 
- -{ and MmCancel ignored 

, in TxC_ldle state. 
'---------------- 

Atw_Start 

seqnum:=if seqnum=4095 
then O else seqnum+1 fi, 

fsdu!eol:= now+ import (dot11 Max_ 
Transmi!Msdulifetime) 

BkDone 
(dcfcnt) 

1 See 9.6 for rules 
- -{ about selecting 

1 transmit data rate. 
'------------- 

~ With FH PHY, 
, ~ if next fragment 
1 , will be after a 
: : dwell boundary, 
1 , Duration/ID 
: : may be set to 
, , one ACK time 
: : plus SIFS time. 
I '------------ 
1 
I 
I 
I 

(aSifsTime + (calcDur(txrate,stuff 
(aMpduDurationFactor,sAckCtslng)) 
+ aPlcpHeaderlength + aPreamble_ 
Length)+ if (fsdu!fTot = (fsdu!fCur+1)) 
then O else ((2•aSifsTime)+(calcDur 
(txrate,stuff(aMpduDurationFactor, 
sAckCtslng)) + aPlcpHeaderlength 
+ aPreamblelength) + stuff(aMpdu_ 
DurationFactor,((length(fsdu!pdus 
(fsdu!fCur+1 )) + sCrclng)"8)) + aPlcp_ 
Headerlength + aPreamblelength) ))) 

TBTT 

dcfcnt:= -1 

import(mBssld), 
import(mBssld), 

) 

(true) 

I 
I 
I 
I 
I 
I 
I 
I 

I ,------------------- : , This assumes that the data 
•---------~ rate change (if any) is at the 

, end of the Plcp header. The 
: IR PHY, changes rate in the 
, middle of its Plcp header, so 
: the Duration/ID value may 
, be adjusted when using IR 
: PHY non-basic data rates. 
'------------------- 

Alim 
Window 

sCrclng) > import(dot11 RtsThreshold)) 
and (not fsdu!grpa) and ((fsdu!fCur=O) 
or retry(tpdu) or (fsdu!resume)) 

stuff(aMpduDurationFactor, 
((length(tpdu)+sCrclng)"8))+ 
aPlcpHeaderlength+ 
aPreamblelength+ (3•aSifsTime)+ 
(2•calcDur(txrate, stuff(aMpdu_ 
DurationFactor,sAckCtslng))+ 
aPlcpHeaderlength+a Preamblelength) ) 
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Process Tx_Coordination_sta sta_tx_dcf_3d(10) 

r---------°' I I\ 
I • ' 
I I 
I I '-----------J 

BkDone{ 
bstat) 

(true) {false) 

Backoff{ 
ccw,-1) 

Cancel 

TxC_Backoff 

{false) 

TxC_Backoff 

psmChg:= 
if curPsm = 

import{ 

dot11 PowerMan 
agementMode) - 
then false 
else true fi 

stuff{aMpduD_ 
urationFactor, 
sAckCtslng))+ 
aPlcpHeaderL_ 
ength+aPream_ 
blelength+aSI_ 
otTime), Trsp) 

Ack 
(endRx, 
txrate) 

stuff{aMpduD_ 
urationFactor, 
sAckCtslng) )+ 
aPlcpHeaderL_ 
ength+aPream_ 
blelength+aSI_ 
otTime ), Trsp) 

Wait_Cts 
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Process Tx_Coordination_sta sta_tx_dcf_3.1d(10) 

,---------- .... 
I I\ 
I • • 
I I 
I I '-----------~ 

Wait_Cts 

Cts 
(endRx, 
txrate) 

fsdu!lrc:=O, 
fsdu!src:=O 

If (fsdu!grpa or ((toDs(tpdu) = 1) 
and (isGrp(addr3(tpdu))) 
and (fsdu!fTot=fsdu!fCur+1))) 
then inc(cTmcfrm) 
else cTmcfrm fi 

(false) 

(aSifsTime + (calcDur 
(txrate,stuff(aMpdu_ 
DurationFactor,sAck_ 
CtsLng))+aPlcpHeader_ 
Length+aPreambleLength) 
+ if (fsdu!fTot = (fsdu! 
fCur+1 )) then O else 
((2*aSifsTime)+(calcDur 
(txrate,stuff(aMpdu_ 
DurationFactor,sAck 
CtsLng)) + aPlcpHeader_ 
Length + aPreambleLen_ 
gth)+stuff(aMpduDuration_ 
Factor,((length(fsdu!pdus 
(fsdu!fCur+1 ))+sCrcLng) 
*8)) + aPlcpHeaderLength 
+ aPreambleLength) ))) 

TxC_Backoff TxC_ldle 
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Process Tx_Coordination_sta sta_retry_ 4d(10) 

r---------~ 
I I\ 
I L ' 
I I 
I I '-----------~ 

(false) 

{false) 

thenaCWmax 
else (2*ccw)+ 1 
fi 

fsdu!lrc:= 
fsdu!lrc+1 

import(dot11 Long_ 
RetryLimit) 

import(dot11 Long_ 
RetryLimit) 

(true) 

(true) 

cont:= true 

then aCWmax 
else (2*ccw)+1fi 

fsdu!pdus (fsdu!fCur):= 
setRetry (fsdu!pdus( 
fsdu!fCur), 1) 

sCrcLng) > 
import(dot11 RtsThreshold)) 

fsdu!src:= 
fsdu!src+1 

import(dot11Short_ 
RetryLimit) 

import(dot11 Short_ 
RetryLimit) 

(false) 

TxC_Backoff 

~ This shows the case where the 
- - ~ same pdu is retried after the 

, backoff. It is also allowable to 
: return this fsdu to PM_Filter with 
, status=partial, and to go to 
: TxC_Backoff state with cont=false. 
1 This will allow a different pdu 
' (if available) to be sent as the 
: next transmission. 
'----------------------· 
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Process Tx_Coordination_sta sta_tx_atim_5e(10) 

I\ 
L ' 

I 
I '-----------~ 

Alim 
Window 

< not import> 
(mAtimW) 

Pdu 
Request 
(fsdu) 

tpdu:= 
mkFrame 
(atim, 

Backoff 
(ccw, 
dcfcnt) 

1 Ack, CIPoll, Cts, Doze, 
- - -: MmCancel, Tbtt, TxCfAck 

'. and Wake ignored in this state._ 

1 PM Filter ensures that a 
- - ~ beacon frame will be the 

1 first first sent after Tbtt. 

< not import) 
(mAtimW) 

BkDone 
(bstat) 

TxRequest 
(fsdu!pdus(1 ), 
mmrate) 

MmCancel 

Backoff 
(ccw,-1) 

TxC_ldle 

fsdu!dst, 
dot11 MacAddress) 

BkDone 
(bstat) 

TxRequest 
(tpdu, 
mmrate) 

BkDone(n) 

txrate, stuff 
(aMpduDuration_ 
Factor, sAckCtsLng 
+ aPlcpHdrLength) 
+ aPreambleLength)) 

Alim 
_Window 

Alim 
_Window 

Wait Alim 
Ack - 
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Process Tx_Coordination_sta sta_tx_atim_5.1a(10) 

,---------- ... 
I I\ 
I • 1 
I I 
I I ,., ~ 

Wait Alim 
Ack - 

Ack(,) Trsp 

fsdu!fAnc:= 
fsdu!fCur+1 

PduConfirm 
(fsdu, 
atimNak) 

then aCWmax 
else (2*ccw)+1 
fi 

fsdu!src:= 
fsdu!src+1 

import(dot11_ 
ShortRetry_ 
Limit) 

import(dot11_ 
ShortRetry_ 
Limit) 

Alim 
_Window 
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Process Tx_Coordination_sta sta_backoff_6c(10) 

,.----------. 
I I\ 
I • • 
I I 
I I .., ., 

TxC_Backoff 

Alim 
Window 

r----------- 
1 If cont=true, 

- -j continue with 
l same mpdu. _ 

The station ; 
may wake up ~ , 
to transmit, : 
see 11.2.1.1. 1 

Sync sends ' 
WakeatTbtt 
before other 
signals such 
asTBTT 
or beacon 
frame. 

Wait for Probe ' 
Delay interval r , 
before starting 1 , 
transmission. : : ___________ ., I 

I 
I 
I 

r , request 
: (doze stuff)' 
I 
I 
I 
I 
I 

Pdu 
Request 
(fsdu) 

'turn on 
stuff that 
was off 

'PlmeSet. 
request 
(wake stuff)' 

ChangeNav 
{O,cswitch) 

SwChnl 
(chan, 
doBkoff) 

'PlmeSet. 
confirm 
(status stuff)' 

(false) 

BkDone 
(bstat) 

(false) 

TxC_ldle Alim 
_Window 
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Process Tx_Coordination_sta sta_cf_respond_7c(10) 

,-----------,. 
I I\ 
I • < 
I I 
I I '"'----------.J 

,------ ---- ---- - - 
1 Transitions on this 

TxC_Cfp --1 page are only present 
1 if station is Cf-pollable. '------- - - -- ----- 

CfPoll 
(endRx,) < not import ) CfEnd 

(mCfp) 

Pdu 
Request 
(fsdu) 

Trsp 

TxRequest 
(tpdu, 
txrate) 

ftype(tpdu) 
or pack) 

seqnum:=seq_ 
num+1, 
fsdu!eol:= now+ 
import(dot11_ 
MaxTransmit 
Msdulifetime) 

import(mBssld), 
import(mBssld) ) 

'--------------., ,.------------1 ,-----------• 
1 See 9.6 for rules : 1 Change data to - -1 about selecting • -: data+cfAck if 
1 transmit data rate. 1 appropriate. 
'------------- '------------ 

TxCfAck 
(,) 

cTmcfrm:= 
if (fsdu!grpa or 
(( toDs(tpdu) = 1) 
and (isGrp(addr3(tpdu))) 
and (fsdu!fTot=fsdu!fCur+1))) 
then inc(cTmcfrm) 
else cTmcfrm fi 

Wait_Cfp_ 
Sits 

Wait_CfAck 
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Process Tx_Coordination_sta sta_cf_retry_8b(10) 

I\ 
' . Wait_CfAck 

Trsp 

fsdu!fCur+1 

r----------• 
: Send frame 

i 'i at Sifs 
I I 
I '"'----------· 
I 
I 
I 
I 

PduConfirm 
(fsdu, 
success) 

cTfrm:= 
inc(cTfrm) 

TxC_Cfp 

(true) 

fsdu!pdus 
(fsdu!fCur):= 
setRetry 
(fsdu!pdus 
(fsdu!fCur), 1) 

TxC_Cfp 

import(dot11 Long_ 
RetryLimit) 

i This returns the fsdu 
- - ! to the queue. At the 

, next cf-poll, either 
: the same fsdu or a 
1 different fsdu may 
' be selected for 
: transmission. 
'-------------· 

TxC_ldle 
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TX 

Block Transmission [TxConfirm] ~BkDone] transmit_1a(1) 

r---------"'° 
I I\ 
I . ' 
I I 
I I ... __________ ., 

/* This block does octet- - ~ 
level transfers of MPDUs 
from the MAC to the PHY 
transmitter, generating 
FCS fields and inserting Txrq Bkof 
timestamp values where 
necessary. Process Data_ 
Pump begins transmitting 
when TxRequest arrives. 
The sender of TxRequest 
is assumed to have done 
the appropriate actions 
prior to transimtting onto 
the WM. If these actions 
include performing random 
backoff or invoking the 
"backoff procedure" (see 
9.2.5.2), a Backoff signal 
is sent to process Backoff. 
At the completion of each 
backoff, a BkDone signal 
is returned to the sender 
of the Backoff signal at [ Backoff] 
the correct time to send Cancel 
a TxRequest. The medium 
state updates (busy, idle, '/ 

slot) from Channel_State / 
are forwarded to Backoff 
Procedure via Data_Pump Backoff_ Procedure 
to prevent decrementing (1,1) 
the backoff count while 
transmitting Cts or Ack 
frames. This block is used 
in both station and AP. • / , [i~,i 

[ TxRequest] 
Idle, 
Slot 

. 
FwdCs 

Data_Pump FromCs 
(1,1) / L Busy, Idle, Slot] 

; " 
[PhyTxStart.confirm] 
PhyTxEnd.confirm, 
PhyData.confirm 

ToPHY 

rhyTxStart.request] 
PhyTxEnd.request, 
PhyData.request 

,I, 

cs 

PHY_SAP_TX 
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Process Data_Pump transmit_1a(1) 

r---------.._ 
I I\ 
I • • 
I I 
I I '-----------" 

1 Delay from 
, { Phy_Sap(tx) 

1 to antenna. (Tx_ldle) 

1 No TxConfirm 
- -{ if Tx halted 

l by ResetMAC. __ 

PhyTxEnd._ 
request 

dcl fcs Crc; 
dcl dTx 
Duration; 

dcl k, txlength 
Integer; 

dcl pdu Frame ; 
dcl rate Octet ; 
dcl source Pld ; 

r----------- 
1 Do not wait 

- -{ for TxEnd._ 
r confirm. 
1.----------- 

1 Pass Busy, Idle and Slot signals 
--{ to Backoff_Procedure while Tx is 
lidle, but not during transmissions._ 

imported 
procedure Tsf, 
fpar Integer, 
Boolean; 
returns Integer ; 

Busy 

/* This process sends an 
Mpdu to the Phy while 
generating & appending 
the Fcs. On beacons and 
probe responses inserts 
(TSF + Phy TxDelay) in 
the timestamp field at 
confirm of octet 23. 

To transmit after Sifs, 
send TxRequest at end 
of the M1 interval (see 
9.2.10). For Pifs, Difs, 
or any backoff slot, 
TxRequest is sent at the 
end of the appropriate 
M2 interval. */ 

Idle Slot 

Busy Slot 
~ Send the 1's - - i complement 
, of calculated 

i ~~~ ~i1~;b, 

I Plcp length is 
--{ Mpdu length 

l + Fcs length _ 

~ Indicate medium 
--~ busy to freeze 

, backoff count 
: during transmit. .. _ 
(txlength+ 
sCrclng, 
rate) 

Send_Frame 

else 

, 
I 
I 
I 
I 

-----------, I 
Start of time 1 : 
stamp in beacon f , 

_ and probe_rsp. _; 

At confirm ; 
of octet 23, ~-- 
insert TSF + 1 
Phy Tx delay : 
into [24:31] , 
of beacon or , 
probe rsp. : 
-----------" 

Send_Frame 

PhyData._ 
confirm 

(true) 

PhyTxEnd._ 
request 

-----------, 
TxConfirm goes 1 
to process that :- , 
sent TxRequest. 1 
-----------" 

Tx_ldle 

Copyright© 1999 IEEE. All rights reserved. 355 



ANSI/IEEE 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN 

Process Backoff_Procedure backoff_ 1 b(2) 

,----------~ 
I I\ 
I • 1 
I I 
I I 
~----------J 

No_Backoff 

cw is contention ~ 
window, cnt is ~----- 
slot count from 1 
previous BkDone.: 
If cnt<0, a new 1 
random count ' 
is generated. : ___________ ., 

(<0) 

-----------, 
Choose random 1 
backoff count ~ - - 
if cnt = -1. 1 

slo!Cnt:= call 
Random(cw) 

Backoff 
(cw, cnt) 

,------------ 
' Save Pld from 

--j request to use 
1 as addr of Done. 

,------------- 
' Resume with count 

- - -: from cancelled 
1 backoff if cnt>=0. 

/" Th is process performs the 
Backoff Procedure (see 9.2.5.2), 
returning Done(-1) when Tx may 
begin, or Done(n>=0) if cancelled. 
Backoff(cw,-1) starts new random 
backoff. Backoff{x,n>=0) resumes 
cancelled backoff. Backoff(0,0) 
sends Done(-1) when WM idle. */ 

/" Input Signal Summary 
BUSY is sent by Channel_State 
when the WM changes from idle 
to busy due to CCA and/or NAV, 
and by Data_Pump at TxStart. 

CANCEL is sent by TxCoordination 
to terminate a backoff and return 
the residual backoff count value. 

IDLE is sent by Channel_State at the 
end of the M2 interval (see 9.2.10) 
that busy WM has been idle (CCA & 
NAV) for DIFS (EIFS after Rx error). 

SLOT is sent by Channel_State at the 
end of each M2 interval (see 9.2.10) 
while the WM is idle. 

Busy, Idle and Slot are forwarded 
from Channel_State via Data_Pump 
when transmit is not in progress. •t 

At start assume that the WM 1 
is busy until receiving a signal f- - 
which indicates the WM is idle., ___________________ ., 

Transitions to ~ 
Channel_ldle ~- - 
also align the , 
Backoff signal : 
arrival time to , 
slot boundary , 
(M2) timing. : ___________ ., Channel_ldle 

Slot --- , 
I 
I 
I 
I 
I 

Slot only sent ~ t 
when WM idle. ~ ) 
This is for the 1 
case where WM : 
idle at arrival of , 
Backoff signal. : ___________ ., 

Busy 

cnt:=1 

ResetMAC 

dcl slo!Cnt, 
cw, cnt 

Integer; 
dcl source Pld; 
dcl exported 
mBklP 
Boolean:= 
false; 

No_Backoff 

/' RANDOM NUMBER FUNCTION */ 
imported procedure Random ; 
!par limit Integer ; returns Integer; 
/' This function returns an integer 
from a uniform distribution over 
the range (0 <= value <= limit). 
Implementers need to be aware 
that proper operation of the MAC 
protocol requires statistically 
independent (pseudo-)random 
sequences to be generated by 
each station in a service area. •t 
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Process Backoff_Procedure backoff_1.1a(2) 

,---------- ... 
I I\ 
I • < 
I I 
I I 
'------------' 

Channel_ldle 
1 Finish at M2 of proper slot, 

, -: even if slotCnt =O 
: 1 at entry to state. 
I '------------------ 

, Idle 

r Idle signal 
~ not sent if 
I WM free. This 
: consumes any 
1 Idles still on 
: input queue. 
"----------· 

,------------ 
1 Decrement count 
~ for each slot 
1 when WM idle. '------------ 

, Channel_Busy 
I 
I 
I 
I 
I ,------------ 
: 1 Go back and 
• ) wait for WM 

1 to become idle. 
'------------ 

Done sent with ; 
value -1 when ~ 
backoff counts , 
down to zero. : ___________ ., 

I 
I ~ < slotCnt=O) 

BkDone( 
if cnt=O 
then -2 

r Cancel has priority over other 
, ~ transitions. Done(O) returned if 
1 , Cancel arrives at instant 
: : slotCnt:=O. 
I 1..-------------------- 
1 
I 
I 

else -1 fi) 
to source 
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SM_MLME_SAP 

Block MAC_Management_Service 

[

MlmeGet.confirm, ] 
MlmeSet.confirm, 
MlmeReset.confirm 

I\ . ' 
I 
I 

This process is ~ 
a summary of }- - - - - - , 
MIB access. , , 
MIB attribute : : 
definitions 1 ' 
(inASN.1)are: : 

_i~::<:i~~~!:._J : 
I 
I 

[

MlmeGet.request, ] 
MlmeSet.request, 
MlmeReset.request 

Mac_Mgmt_1a(1) 

MIB (1,1) 

I 
I -Mlm-eR;Set.;eq~;st ~ : 

sends a ResetMAC }- - - , 
signal to every , 
process in every : 
block. To reduce , 
diagram clutter, : 
ResetMAC signal , 
routing is not shown ' 
outside this block. : 

Mres 

This process handles ; 
requests sequentially. ~ --- - --- -- - - -- - -- -- - - 
Start, join, powermgt, , 
scan, re/dis/associate : 
and deauthenticate , 
must be sequential. : 
It is possible to have , 
multiple authentication : 
sequences in progress, 
concurrently. To allow : 
this, AuthReq_Service 1 
in the MLME block : 
would have to cache , 
challenge text and : 
match responses to 1 
cached request info. : 
--------------J 

[ ResetMAc] 

r In this block are 
the MAC MIB and 
MLME SAP service 
primitives described 
in Clause 10. The 
MLME services are 
performed in the 
MLME block. This 
block is used both 
in station and AP. •1 

ReqConfirm 

MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeJoin.confirm, 
MlmePowermgt.confirm, 
MlmeReassociate.confirm, 
MlmeScan.confirm, 
MlmeStart.confirm 

MlmeAssociate.request, 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeJoin.request, 
MlmePowermgt.request, 
MlmeReassociate.request, 
MlmeScan.request, 
MlmeStart.request 

Indications 

MlmeAssociate. 
indication, - 
MlmeAuthenticate 
indication, 
MlmeDeauthenticate. 
indication, - 
MlmeDisassociate. 
indication, 
MlmeReassociate. 
indication - 

Mlme_Requests 
(1,1) 

Mime Indications 
(1,1)- 

ToMgt 

MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeJoin.confirm, 
MlmePowermgt.confirm, 
MlmeReassociate.confirm, 
MlmeScan.confirm, 
MlmeStart.confirm 

MlmeAssociate.request, 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeJoin.request, 
MlmePowermgt.request, 
MlmeReassociate.request, 
MlmeScan.request, 
MlmeStart.request 

MlmeAssociate. 
indication, 
MlmeAuthenticate. 
indication, 
MlmeDeauthenticate. 
indication, - 
MlmeDisassociate 
indication, 
MlmeReassociate. 
indication - 

FromMgt 

MMGT 
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Process Mlme_lndications Mlme_indication_ 1a(1) 

I\ .. 
I 
I ~----------.1 

dcl alg AuthType ; 
dcl rsn ReasonCod 
dcl sta MacAddr ; 

r----------------------------------------- 
1 This state machine passes indications through, unmodified, from --1 MLME to the MLME SAP. MlmeAssociate.indication and 
1 MlmeReassociate.indication are only generated by MLME at APs. ~----------------------------------------- 

MlmeDisas 
sociate.ind - 
ication(sta,rsn) 

MlmeReas 
socrate.ind" 
ication(sta)- 

MlmeDisas 
soctate.md " 
ication ( sta )- 

MlmeReas 
soclate.lnd" 
ication(sta)- 
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Process MIB Mib_access_1a(2) 

r---------~ 
I I\ 
I • • 
I I 
I I "'----------.J 

MlmeRe_ 
set.request 
(adr,dfit) 

dcl x MibAtrib ; 
dcl v MibValue ; 
dcl adr MacAddr ; 
dcl dfit Boolean ; 

r This process performs 
MlmeGet, MlmeSet, an 
MlmeReset functions. 
MIB access and update 
is described informally 
to avoid creating a full 
definition of the MIB 
in SOL (and anticipating 
the integration of the 
ASN.1 MIB definition 
using Z.105). */ 

i ResetMAC is sent to all processes 
- -i in all blocks. However, to reduce 

, clutter and enhance readability, 
: ResetMAC is omitted from signallists 
, and signal routes needed solely for 
: the ResetMAC signal are not shown. 
"'----------------------- 

r Reset read-write attributes in the MAC 
- -i MIB. The write-only attributes in the 

, privacy group may also be reset. 
: If there is a (non-Mime) means to alter 
, any of the read-only attribute values, 
: they must be restored to default values. 
"'------------------------- 

r A locally-administered MAC address , i may be used in lieu of the unique, 
, globally-administered MAC address 
: assigned to the station. However, the 
1 value of dot11 MacAddress may not change 
: during MAC operation. 
"'--------------------------- 

MlmeGet._ 

('write_only') ('invalid') 

MlmeSet. 
confirm 
(invalid,x) 

MlmeSet 
request 
(x, v) 

('read_only') 
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Process MIB Mib_import_export_2b(2) 

,---------- .... 
I I\ 
I • • 
I I 
I I '-----------.J 

/* Import of {Read-Only} MIB counter 
values exported from other processes */ 

imported 
dot11AckFailureCount, 
dot11 FailedCount, 
dot11 FcsErrorCount, 
dot11 FrameDuplicateCount, 
dot11 MulticastReceivedFrameCount, 
dot11 Multicas!TransmittedFrameCount, 
dot11 MultipleRetryCount, 
dot11 ReceivedFragmentCount, 
dot11 RetryCount, 
dot11 RtsFailureCount, 
dot11 RtsSuccessCount, 
dot11 TransmittedFragmentCount, 
dot11 WepExcludedCount, 
dot11 WeplcvErrorCount, 
dot11 WepUndecryptableCount Counter32 ; 

/* The following Read-Only attributes in the ~ 
MAC MIB are defined as synonyms (named 
constants) rather than remote variables 
because they describe properties of the 
station which are static, at least during 
any single instance of MAC operation: 
dot11AuthenticationAlgorithms AuthTypeSet, 
dot11 CfPollable Boolean, 
dot11 MacAddress MacAddr, 
dot11 ManufacturerlD Octetstring, 
dot11 PrivacyOptionlmplemented Boolean, 
dot11 ProductlD Octetstring, 
aStationlD MacAddr, 
dot11 WepKeyMappinglength Integer ; 

In addition, all Read-Only attributes in the 
PHY MIB which are accessed by the MAC 
are defined as synonyms. 

*/ 

/* Declarations of MIB attributes exported from 
th is process * / 

/* Read-Write attributes*/ 
dcl exported 
dot11AuthenticationAlgorithms AuthTypeSet:= 
incl(open_system, shared_key), 

dot11 ExcludeUnencrypted Boolean:= false, 
dot11 Fragmentation Threshold Integer:= 2346, 
dot11 GroupAddresses MacAddrSet:= empty, 
dot11 LongRetrylimit Integer:= 4, 
dot11 MaxReceivelifetime Kusec:= 512, 
dot11 MaxTransmitMsdulifetime Kusec:= 512, 
dot11 MediumOccupancylimit Kusec:= 100, 
dot11 Privacylnvoked Boolean:= false, 
mReceiveDTIMs Boolean:= true, 
dot11CfpPeriod Integer:= 1, 
dot11 CfpMaxDuration Kusec:= 200, 
dot11 AuthenticationResponse Timeout Kusec:= 512, 
dot11 RtsThreshold Integer:= 3000, 
dot11ShortRetrylimit Integer:= 7, 
dot11WepDefaultKeyld Keylndex:= 0, 
dot11 CurrentChannelNumber Integer:= 0, 
dot11 CurrentSet Integer:= 0, 
dot11 CurrentPattern Integer:= 0, 
dot11 Currentlndex Integer:= 0 ; 

/* Write-Only attributes */ 
dcl exported 
dot11WepDefaultKeys KeyVector:= nullKey, 
dot11 WepKeyMappings 
KeyMapArray:= (. nullAddr, false, nullKey .) ; 

/* NOTE: 
The values listed for MAC Ml B attributes are the 
specified default values for those attributes. 
The values listed for PHY MIB attributes are either 
the default values for the FH PHY, or arbitrary 
values within the specified range. The specific 
values for PHY attributes in this SDL description 
of the MAC do not have normative significance. 

*I 
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Process Mlme_Requests Mlme_request_ 1 b(3) 

r---------~ 
I I\ 
I • ' 
I I 
I I 1.----------" 

dcl exported mActingAsAp 
Boolean:= false ; 

imported mAssoc, 
mlbss Boolean ; 

newtype MRqState 
literals idle, bss, ibss, a 
endnewtype MRqState ; 

dcl rqState 
MRqState:= idle ; 

,-------------- 
: Reject Authenticate, 

- - i allow Start if idle 
I ._ _ 

/* This process tracks 
the synchronization state 
of the station as Idle 
(not part of any Bss), 
lbss (started or joined 
an independent Bss), Bss 
(joined an infrastructure 
Bss), or Ap (started an 
infrastructure Bss). 
Mime operation requests 
invalid in the current 
state are rejected here, 
while valid requests are 
passed to the Mime block 
for processing. This 
simplifies process fiow 
and signal saving in the 
Mime block, because only 
meaningful Mime requests 
arrive for handling. •t 

(ss, btype, !Ben, 
dip, cfpm, phpm, 
ibpm, dly, cap, 
bRate, oRate) 

dcl alg AuthType; 
dcl bRate, oRate, ss Octetstrin 
dcl bss BssDscr ; 
dcl bssSet BssDscrSet ; 
dcl btype Bss Type ; 
dcl cap Capability ; 
dcl cfpm CfParms ; 
dcl chlist lntstring ; 
dcl dip, Ii Integer; 
dcl dly Usec ; 
dcl ibpm lbssParms ; 
dcl phpm PhyParms ; 
dcl ps PwrSave ; 
dcl rs ReasonCode ; 
dcl scan ScanType; 
dcl sta, bid MacAddr ; 
dcl sis MlmeStatus ; 
dcl !Ben, tmax, tmin, tmot Kusec ; 
dcl typeset Bss Typeset ; 
dcl wake, rdtm Boolean ; 

,.- - - -- --- - -- - - ... 
I 

Reject Start if ~ 1 

not idle, allow ~~ 
Auth if neither , 
IDLE nor AP. : 

,.----------· 
MlmeAuth I Reject as invalid 
entlcate.re --1 due to not being 
quest(sta, ;-) ~i~ ~ _B_S_:3.:. _ 

(IDLE, AP) (IDLE) 

MlmeStart. 
request( , , - 
,,,,,,,,) 

MlmeAuth 
enticate. - 
confirm - 

(sta, 
invalid) 

MlmeAuth 
enticate. - 
request 

(sta, alg, 
tmot) 

(independent) 

(true) (false) 

(sta, alg, 
tmot) 

Mime 
Start. 
request 

(ss, btype, !Ben, 
dip, cfpm, phpm, 
ibpm, dly, cap, 
bRate, oRate) 

Wait_Mlme 
MlmeStart._ 
confirm 
(alreadyBss) 

Wait_Mlme 
1 Reset and - -1 Deauthenticate 
~ always allowed. _ 

MlmeDeauth 
enticate.re 
questtsta.rs) 

~ Deauthenticate - - i expunges local 
, authentication 
: record even if 
1 there is no BSS 
' for sending the 
: notification . .. _ 

Wait_Mlme 
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Process Mlme_Requests Mlme_request_2c(3) 

r----------. I I\ 
I • • 
I I 
I I '-----------" 

BSS 

(sta, tmot, 
cap.li) 

(sta, tmot, 
cap.li) 

,.-----------· 
1 Associate request 

- - 1 rejected as invalid 
1 while associated. ,.. _ 

(false) 

,.------------- 
1 Reassociate request 

- -1 rejected as invalid 
1 if not associated. ... _ 

Mime 
Associate._ 
request 

,.----------· 
1 Allow Associate 

- -1 and Reassociate 
~ while joined Bss. _ 

(sta, tmot, 
cap,li) 

MlmeReas_ 
sociate.con 
firm(invalid)- 

Wait_Mlme Wait_Mlme 

AP 

r------------- 
1 Reject Scan, Join 

- - -: and Powermgt; allow 
1 Disassociate at AP. 
'-------------- 

(BSS) 

(sta, tmot, 
cap,li) 

r---------------· 
1 Reject Associate and 

- -1 Reassociate at AP and 
lat station not joined Bss. _ 

MlmePower 
mgt.request 
( " ) 

MlmePower 
Mgt.confirm 
(not_supt) 

MlmeDisas 
sociate.re - 
quest(sta,rs) 

Wait_Mlme 

Mime 
Associate. 
request(. , -;-) 

MlmeRe 
associate. 
request(. ,-:-) 

MlmeReas 
sociate.con 
firm(invalidf 

(AP) 

r----------------- 
llf not AP, allow Join, Scan 

--1and Powermgt, also allow 
1 Disassociate if associated. 
"'----------------- 

1 Only AP may send 
~ j disassociate to a 

: 1 group address. I ,.. _ 

ss, scan, 
dly, chlist, 
!min, !max) 

MlmeJoin. 
request( - 
bss,tmot,dly, 

Mime Power 
mgt.request( 
ps,wake,rdt ) 

ss, scan, 
dly, chlist, 
tmin, tmax) 

oRate) 
and 
not(isGroup 
(sta)) 

false 

Wait_Mlme oRate) 
MlmeDisas_ 
sociate.con 
firm(invalidf 

Wait_Mlme 

Wait_Mlme Wait_Mlme 
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Process Mlme_Requests Mlme_response_3a(3) 

~---------~ I I\ 
I • < 
I I 
I I .. ., 

Wait_Mlme 
I Wait for MAC 

- -{ management to 
1 process request. ... _ 

Mime 
Start. 
confirm(sts) 

Save new (request) 1 
signals while awaiting f - - 
response from MLME. 1 ______________ ., 

MlmeDeauth 
enticate.con - 
firm(sta,sts) - 

MlmeAs_ 
sociate. 
confirmtsts) 

MlmeReas_ 
sociate. 
conflrmtsts) 

MlmeDis_ 
associate. 
confirm(sts) 

MlmeDeauth 
enticate.con 
firm(sta,sts) 

MlmeJoin._ 
confirm 
(sis) 

MlmeScan. 
confirm - 
(bssSet,sts) 

MlmeAs_ 
sociate. 
confirm(sts) 

MlmeReas_ 
sociate. 
confirm(sts) 

MlmeDis_ 
associate. 
confirm(sts) 

Mime 
Start. 
confirm(sts) 

MlmeJoin. 
confirm - 
(sis) 

-----------, 
Return to the 1 
state prior to f ; 
-~~it_M~~:_· J 1 

I 
I 
I 
I 
I 

Scan leaves station ; 
in Idle state because ~- 
synchronization with 1 
a previous Bss is lost. : 
Implementations may 1 
save and restore TSF : 
and association info , 
to automatically re- ' 
join a previous Bss. : - - - - -- - -- - - - __ ., 

(idle) 

IDLE IBSS BSS AP 

(false) 

BSS 

AP 
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MMGT 

Block MLME_STA 

I\ . ' 
I 
I '-----------J 

Signal 
StaState 
(MacAddr,StationState); 

/* In this block are the handlers 
for Mime operation requests, 
the responders for incoming 
management frames, and the 
time synchronization function 
for station operation, both 
as an associated station in 
an infrastructure BSS or as 
a member of an IBSS. This 
block also contains the 
process which maintains 
record of power save mode 
and station state for access 
by other processes. */ 

Mop 

MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeJoin.confirm, 
MlmePowermgt.confirm, 
MlmeReassociate.confirm, 
MlmeScan.confirm, 
MlmeStart.confirm, 
MlmeAuthenticate.indication, 
MlmeDeauthenticate.indication, 
MlmeDisassociate.indication 

MlmeAssociate.request, 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeJoin.request, 
MlmePowermgt.request, 
MlmeReassociate.request, 
MlmeScan.request, 
MlmeStart.request 

MLME_1a(1) 

MM 
[ MmRequest] [ MmConfirm] 

TX - Mime Sta ( This process assumes To_Mtx _Services (1,1) - - - - i that the Mime request 

/* station version */ 
1 signals have been 
I validated by MAC 

[PsChange, ] [ Mmlndicate] : Management service. 
PsResponse PsmDone '--------------- 

To_Mct Ssu ToRx 

MC 
TL - 

Psm 

Sst 

[ Sslnquiry] 

StaState] 

Power Save 
_Moniior(1, 1 f 
I* for STA & AP*/ 

Pslndicate] 

r----------• 
1 Records power 

- - - - j save mode and 
1 station state. '"'----------- 

FromRx 

PS 
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Process Power_Save_Monitor ps_monitor _ 1 a(2) 

I\ . . 
I 
I ... ., 

/* This process 
records power 
save state as 
indicated in the 
headers of all 
valid ix frames; 
and auth/asoc 
state from all 
management 
exchanges by 
this station. */ 

/* Each of these sets holds MAC addresses of 
stations with a particular operational state . 
Stations are added to and removed from sets 
due to MLME requests, received management 
frames, and bits in received MAC headers. 
Sets are not aged, as there is no requirement 
for periodic activity, but aging to expunge 
addresses of inactive stations is permitted. 

*/ dcl 
awake, /* detected in sta active mode */ 
asleep, I* detected in power_save mode*/ 
authOs, /* authenticated by open system*/ 
authKey, /* authenticated by any other alg. */ 
asoc I* associated (011 member, non-AP)*/ 

MacAddrSet ; 

1 Pslndicate 
, ~ signals from 
: 1 Rx block. 
I '------------ 
1 ~--------'--------~--------, 
I 
I 
I . 

r---------------- 
1 Power Save Mode and 

Monitor _Idle - - ~ Station State monitoring 
~ here, query on next page._ 

dcl psm 
PsMode; 

dcl psquery 
Boolean; 

dcl sst, asst 
StationState ; 

dcl sta 
MacAddr; 

Clear specific ; 
authentication ~ 
info at startup , 
but not reset. : 

~ Clear info on 
- - ! power save and 

, associated 
: stations at 
: startup and 
, at reset. 
'------------ 

;~8;~~~h~t~~ ~----- ResetMAC 
Mime services. 1 

-----------" 
(power_save) 

asoc:= 
lncl{sta, 
asoc) 

~ Send PsChange 
~ when sleeping 
, station reports 
: active mode. 
'------------ 

(auth_open) 

authOS:= 
Del(sta, 
authOs) 

Association ; 
adds asoc f 
state while 1 
leaving auth 1 
info intact. : ___________ ., 

(auth_key) 

Deauthenticate ' 
of associated 
station causes 
disassociate 
at same time. 

(dis_ 
soc) 
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Process Power_Save_Monitor ps_monitor_2a(2) 

I\ .. 
I 
I '-----------J 

1 Power Save and Station State 
Monitor _Idle - -1 query and response below, 

~ monitoring on previous page. _ 

Pslnquiry 
(sta) 

,---------------------· 
1 Pslnquiry returns PsResponse to - -1 report power mode awake, asleep, 
1 or unknown at the target station. 
'----------------------- 

(true) 

i Sslnquiry returns SsResponse to report 
- - ~ station state not_auth, assoc, or dis_assoc; 

: and authentication state not_auth, 
1 auth_open, or auth_key at the target station. '----------------------------- 

(false) 

psm:= 
awake 

(true) 

(true) 

PsResponse 
(sta, psm) 
to sender 

asst:= 
auth_open 

asst:= 
auth_key 

(true) 

(true) (false) 

asst:= 
not_auth 

sst:= 
asoc 

sst:= asst 

r------------------ 
1 When there is no association 

- -j info, station state is identical 
1 to authentication state. 
'------------------- 
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Mop 

Process Mlme_Sta_Services 
[
MlmeAuthenticate.confirm, ] 
MlmeDeauthenticate.confirm 

sta_Mm_svc_ 1 b(2) 

,----------"" 
I I\ 
I • ' 
I I 
I I '-----------J 

Signal Atim(Frame), 
AsocReq(Frame), 
AsocRsp(Frame), 
AuthEven(Frame), 
AuthOdd(Frame), 
Beacon(Frame,Time,Time), 
Cfend, 
Cls2err(MacAddr), 
Cls3err(MacAddr), 
Deauth(Frame), 
Disasoc(Frame), 
ProbeReq(Frame), 
ProbeRsp(Frame,Time, 

Time), 
ReasocReq(Frame), 
ReasocRsp(Frame), 
Send(Frame,lmed), 
Sent(Frame,TxStatus), 
Sst(MacAddr, 

StationState), 
Xport; 

/' Each of these ovals represents a 
SERVICE. Each service contains 
the state transitions to handle a 
DISJOINT SUBSET of the input 
signal set of this process. Services 
share local variables and the input 
queue. At any instant, a state 
transition can occur in, at most, one 
service - the service which handles 
the kind of signal at the head of the 
process input queue. */ 

[

MlmeAssociate.confirm, l 
MlmeDisassociate.confirm, 
MlmeDisassociate.indication, 
MlmeReassociate.confirm 

[
MlmeAuthenticate.indication, ] 
MlmeDeauthenticate.indication 

[

MlmeJoin.confirm, l 
MlmePowermgt.confirm, 
MlmeScan.confirm, 
MlmeStart.confirm 

ArqMop 

MlmeAuthenticate.request, ] 
MlmeDeauthenticate.request 

ArqDs 
AsMop 

AsDs 

To 
Mix 

Ssu 

To 
Met 

DsRx 

ResetMAC 
handled by 

_ Sync service. __ , 

SyDs 

[

AsocReq, Reasoc eq, 
AsocRsp, ReasocRsp, 
Disasoc, Cls3err 

Arslnd 

MlmeAssociate.request, ] 
MlmeReassociate.request, 
MlmeDisassociate.request 

ProbeReq, l 
ProbeRsp, 
Beacon,Cfend, 
Sent,Atim 

SyCtl SyMop 

Doze, Wake,] 
MmCancel, 
SwChnl, Tbtt 

MlmeJoin.request, l 
MlmePowermgt.request, 
MlmeScan.request, 
MlmeStart.request 

ToRx 
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Process Mlme_Sta_Services sta_Mm_svc_1.1a(2) 

~--------- .. 
I I\ 
I • ' 
I I 
I I ,.. J 

Timer Tasoc, ~ 
Tauth, Tchal, 
Tbcn, Tatim; 

/* Intra-MAC remote variables •t 
dcl exported 
dot11 PowerManagementMode PwrSave:= sta_active, 
dot11 DesiredSsid Octetstring, 
dot11 DesiredBssType, 
dot110perationalRateSet Ratestring:= mk0S(2, 1 ), 
dot11BeaconPeriod TU, 
dot11DtimPeriod Integer:= 1, 
dot11AssociationResponseTimeOut TU, 
mAld Asocld:= 0, 
mAssoc Boolean:= false, 
mAtimW Boolean:= false, 
mBrates Ratestring:=mkOS(2, 1 ), 
mBssld MacAddr:= nullAddr, 
mCap Octetstring:= 02, 
mCfp Boolean:= false, 
mDisable Boolean:= true, 
mDtimCount Integer:= 1, 
mlbss Boolean:= false, 
mNextBdry Time:= 0, 
mNextTbtt Time:= 0, 
mPcAvail Boolean:= false, 
mPcPoll Boolean:= false, 
mPdly Usec:= 0, 
mPss PsState:= awake, 
mSsld Octetstring:= null; 
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Service Distribute_Mmpdus mmpdu_svc_ 1a(2) 

r----------. I I\ 
I • 1 
I I 
I I .., ., 

Re-export the ~ 
intra-MAC ~ 
remote , 
variables to : 
make updates 1 
available. : ___________ ., 

Xport 
Sst 
(mAdr, 
mSst) 

Mmlndicate 
(mRpdu,mtE, 
mtT,mSerr) 

StaState 
(mAdr, 
mSst) 

mAtimW, mBssld, mCap,mCfp, 
mDisable, mlbss, mlistenlnt, 
mNextBdry, mNextTbtt, mPcAvail, 
mPcDlvr, mPcPoll, dot11 Power 
ManagementMode, mPss, mSsld) 

r The selection criteria for 
~ Mmpdu Tx data rate are 
, not specified. Frames 
: to group addresses must 
, use one of the basic rates. 
: Requests should use one of 
, the basic rates unless the 
: operational rates of the 
, recipient station are known. 
: Responses must use a basic 
• rate or the rate at which 
: the request was received . .., _ 

/* This service routes 
mmpdu and station stat 
update signals from and 
to the mime operational 
services. Signals are 
not modified, but some 
superfuous parameters 
are omitted in transfer. */ 

r MmConfirm only 
__ ~ needed for probe 

: responses and 
1 beacons . ... _ 

dcl mAdr MacAddr ; 
dcl mlm lmed : 
dcl pri CfPriority : 
dcl mRate Rate : 
dcl mRpdu, mSpdu Frame : 
dcl mSerr StateErr : 
dcl mSst StationState : 
dcl mtE, mtT Time : 
dcl mTxstat TxStatus: 
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Service Distribute_Mmpdus mmpdu_svc_ 1.1 b(2) 

r---------~ I\ .. 
I 
I !.----------~ 

(class2) (class3) 

Cls2Err Cls3Err 
(addr2 (addr2 
(mRpdu)) (mRpdu)) 

(cfend, cfend_ack) 

(asoc_req) (asoc_rsp 

AsocReq AsocRsp 
(mRpdu) (mRpdu) 

(reasoc_req) (reasoc_rsp) 

ReasocReq ReasocRsp 
(mRpdu) (mRpdu) 

(0) 

AuthEven 
(mRpdu) 

(probe_req) 

ProbeRsp ProbeReq 
(mRpdu) (mRpdu, 

mtE,mtT) 

Mmpdu_ 
Idle 

(beacon) (disasoc) (deauth) 

Beacon Disasoc Deauth (mRpdu, (mRpdu) (mRpdu) mtE,mtT) 

Mmpdu_ 
Idle 
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Service AuthReqService_Sta auth_req_ 1 a(2) 

,----------~ 
I I\ 
I • < 
I I 
I I ,._ .J 

Auth_Req_ 
_Idle 

,--------------------- 
1 Authenticate Request is on - -1 this page, Deauthenticate 
~ and class 2 error on next page._ 

(auSta, 
auAlg, 
auTmot) 

dot11Authentication 
Algorithms and - 
(not isGroup(auSta))) 

mBssid, 
(auAlg// 
mk0S(1,2) 
//02) 

~ Cannot 
~ authenticate 
: using group 
1 address . .., _ 

I 
I 
i ~ 
I I ___________ ., I 

Ignore auth 
frames from 
other stations. 

else 
(open_system) 

MlmeAuth_ 

dcl auAlg AuthType ; 
dcl auCap Capability ; 
dcl auRdu, auSdu Frame ; 
dcl auRsn ReasonCode ; 
dcl auSta MacAddr ; 
dcl auSts TxResult ; 
dcl auTmot Kusec ; 

Send 
(auSdu, 
norm) 

else 

MlmeAuth_ 
enticate.con 
firm(refused) 

1 Copy challenge , 1 text from auth 
: 1 seq #2 frame. 
I '------------ 
1 
I 
I 
I 

mBssid, 
(auAlg // 
mk0S(3,2)// 
02/1 
substr(auRdu, 
31,128))) 

I 
I 
I 
I 
I r----------- 
: 1 Mark shared • 1 key frame #3 

'. for encryption. __ 

Auth_Req_ 
_Idle 

/' This service handles 
(De)Authenticate requests. 
This service also handles 
incoming the generation of 
responses for class 2 errors. 

This state machine handles 
Mime requests sequentially, 
which is the simplest case. 
It is permissible to have 
several authentications in 
progress at once, provided 
the destination stations are 
all different. To support 
concurrent sequences this 
state machine gets collapsed 
into one state, with sequence 
state held in a variable. The 
local variables are replicated 
for each sequence, selected 
by responder address. •t 

Tauth 

Auth_Req _ 
_ Idle 

~ Ignore response 
! sequence errors, 
, which may be from 
: requests that timed out. 
1 Also, there is no 

/ f~!t~!~~irdd to inform 

'---------------- 
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Service AuthReqService_Sta deauth_2a(2) 

,-----------. 
I I\ 
I • < 
I I 
I I '-----------" 

Auth_Req_ 
Idle 

,---------------------- 
1 Deauthenticate request and 

- -] class 2 error are on this page. 
~ Authentication on previous page._ 

MlmeDeau 
thenticate._= 
request 

(auSta, 
auRsn) 

auSta, 
mBssid, 
auRsn) 

,--------------- 
1 Send notification, 

- -] do not wait for 
~ delivery confirmation._ 

,-------------------· 
1 Update local stations state 

- -] records. Sending deauth also 
1 clears asoc state if present. 
'-------------------- 

If deauthenticating ; 
the current AP, or f- 
deauthenticating 1 
everyone, end the : 
association (if 1 
any) by clearing 1 
mBssid and mAssoc.: 
-------------" 

or 
isGroup 
(auSta) 

,------------ 
1 Don't confirm 

- -] class 2 error 
1 notifications. 
'------------ 

MlmeDis_ 
associate. 
confirm - 

(successful) 
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Service AsocService_Sta sta_disasoc_ 1 a(3) 

,---------- ... 
I I\ 
I ' • 
I I 
I I ------------J 

,.--------------------------------• 
1 On this page are Disassociate request, incoming 

- -{ Disassociation frame, class 3 error, and incoming 
l (Re)Association request frames. More on next page._ 

AsocReq 
(asRdu) 

(true) 

MlmeDis_ 
associate. 
request 

(asSta, 
asRsn) 

asSta, 
mBssid, 
asRsn) 

Send 
(asSdu, 
norm) 

MlmeDis 
associate. 
indication - 

/* This service handles 
Associate, Reassociate and 
Disassociate requests at non 
AP stations. This service 
also generates responses for 
class 3 errors and incoming 
(re)association requests. */ 

dcl asCap Capability ; 
dcl asRsn ReasonCode , 
dcl asSta MacAddr ; 
dcl asSts TxResult ; 
dcl asTmot Kusec ; 
dcl asRdu, asSdu Frame ; 

ReasocReq 
(asRdu) 

(addr2(asRdu), 
reason(asRdu)) 

r Local station state 
- - ~ updated even if 

, notification frame 
: is undeliverable. 
'------------- 

Sst(asSta, 
dis_asoc) 

1 Update station 
- -{ state regarding 

1 this association. '------------ 

r If destination 
- - ~ is the current 

, AP clear mBssid 
: and mAssoc. ._ _ 

mAssoc:=false, 
mBssid:= 
nullAddr 

Xport 

r Ignore incoming 
- - ~ association frames 

, at non-AP station, 
: and disassociation 
, frames from all 
: but current AP. ,. _ 

Cls3err 
(asSta) 

,.----------- 
' Don't confirm 

--{ class 3 error 
1 notifications . ... _ 

(successful) 
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Service AsocService_Sta sta_asoc_2b{3) 

I\ .. 
I 
I '-----------" 

Asoc_ldle 

,----------------------· 
1 On this page are associate request 

- -j and reassociate request. More 
'. of this state on previous page. _ 

(asSta, 
asTmot, 
asCap) 

MlmeRe_ 
associate._ 
request 

(asSta, 
asTmot, 
asCap) 

dot11Assoc 
itationftesponse , 
Timeout:=asTmot 

export(dot11_ 
Association Re 
sponse Time Out) 

asSdu:= 
mkFrame 
(asoc_req, 

Send 
(asSdu, 
norm) 

asSta, 
mBssid, 
(asCap II 
mkOs(mlis_ 
tenlnt,2)11 
mkElem 
(eSsld,mSsid) 
llmkElem 
(eSupRates, 
mBrates))) 

Tasoc 

r----------- 
1 Only accept 
j response from 
'. request target. __ 

asSta, 
mBssid, 
(asCap II 
mkOS(mlis_ 
tenlnt,2) II 
mBssid II 
mkElem 
(eSsld,mSsid) 
llmkElem 
(eSupRates, 
mBrates))) 

Tasoc 

MlmeReas_ 

r----------- 
1 Only accept 

• j response from 
~--.--~ I) '. requesttarget. __ 
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Service AsocService_Sta sta_asoc_2.1 a(3) 

,.----------. 
I I\ 
I • • 
I I 
I I ._ ., 

association 
before saving 
data on new 
association. 

Remove old ~ 
I r-- 
1 
I 
I 
I 

Sst(asSta, 
asoc) 

~----------, 
I 

f-- Xport 
I 

Re-export 
intra-MAC 
variables. 

if (mCap and 
cPollable )=cPollable 
then true else false fi 

if (mCap and 
cPollReq)=cPollReq 
then true else false fi 

getElem(asRdu, 
eSupRates) 

Asoc_ldle 
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Service AuthRspService auth_rsp_ 1 b(2) 

I\ .. 
I 
I ~-----------' 

dcl arAlg, arAlg2 AuthType ; 
dcl arRdu, auSdu Frame ; 
dcl arRsn ReasonCode ; 
dcl arSeq, arSeq2 Integer; 
dcl arSta, arSta2, arSta3 MacAddr; 
dcl arSC StatusCode ; 

Tchal 
/" Key to generate 
challenge text*/ 

dcl chKey Octetstring ; 

arAlg:= 
authAlg 
(arRdu), 
arSta:= 
addr2 
(arRdu) 

(1) 

import 
(dot11Authenti_ 
cationAlgorithms) 

A station ~ 
is allowed ~-- 
to reject an 1 
open system : 
auth request 1 
with status 1 
unspec_fail. : 

------------' Sst(arSta, 
auth_open) 

mBssid, 
(arAlg// 
mkOS 
(arSeq+1,2) 
//arSC)) 

/* The RC4 PRNG is accessed 
as a remote procedure: 

prnString:= call RC4(key,length) 
This procedure only present when 
dot11 PrivacyOption_ 
lmplemented=true 
*I 
imported procedure RC4 ; 
!par PrngKey, Integer ; 
returns Octetstring ; 

/* This service handles 
incoming Authentication 
& Deauthentication frames. 

This state machine handles 
only a single shared key 
authentication challenge 
sequence at one time, which 
is the simplest case. It is 
possible to have several 
authentication responses in 
progress at once, provided 
the source stations are all 
different. To allow multiple 
responses this state machine 
gets collapsed into one state, 
with sequence state held in a 
variable. The local variables 
are replicated for each 
response, selected by 
requester station address. */ 

Send 
(arSdu, 
norm) 

Option Implemented 

~ The chKey value used to 
, ~ generate challenge text is 
1 , arbitrary, and does not need 
: : to be shared. However, 

• -- --- - - - -- - -- ' , implementers are advised 
: that the source of chKey 
1 SHOULD NOT be one 
: of the WEP keys, because 
1 the output of the PRNG 
: when using chKey is sent, 
, unencrypted, in the 
: challenge text field. 

mBssid, 
(arAlg// 
mkOS{2,2)// 
successful // 
mkElem( eCtxt, 
arChalng))) 

imported dot11AuthenticationResponse_ 
Timeout Kusec ; 

Send 
(arSdu, 
norm) 

Auth_Rsp_ 
_Idle 

Wait Chai 
_Rsp - 

dot11Authentication 
1 ResponeTimeout)), Tchal) 
I 
I 
I 
I r------------------ 
1 I 
~ J Set response timeout and 

: await response to challenge. 

~------------------ 
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Service AuthRspService auth_rsp_2b(2) 

,------------- 1 I\ 
I • ' 
I I 
I I 
L-----------' 

Wait Chai 
_Rsp - 

-----------., 
Timeout while 1 
waiting is a ~--, 
failed attempt. 1 -----------" 

Deauth 
(arRdu) 

In the case of ; 
undecryptable ~ , 
response, assume, 
Auth frame from : 
expected source 1 
is sequence 3. : 
------------" 

AuthOdd 
(arRdu) Tchal 

arSta2:= 
addr2 
(arRdu) 

Sst(arSta3, 
de_auth) 

r Update station 
- - ; state, deauth 

, clears asoc 
: if present. 
'------------ 
(arSta3, 
reason 
(arRdu)) 

~ If deauth is 
--~ from current 

1 AP, end a soc 
: (if any) by 
1 clearing 
: mBssid and 
1 mAssoc. 
'------------ 

Sst(arSta, 
de_auth) 

Auth_Rsp _ 
_ Idle 

arSC:= 
unspec_fail 

r Open_system 
- - ; request from a 

, different station 
: can be handled 
, while awaiting 
: challenge rsp. 

arSC:= 
chnlg_fail 

Sst(arSta2, 
de_auth) 

Send 
(arSdu, 
norm) 

true 

import(dot11Authenti_ 
cationAlgorithms) 

arSC:= 
successful 

getElem 
(eCtxt, 
arRdu) 

mBssid, 
(arAlg// 
mkOS{4,2) 
//arSC)) 

Send 
(arSdu, 
norm) 

Wait Chai 
_Rsp - 

Sst(arSta, 
auth_open) 

, 
I 
I 
I 
I 
I r----------· 
: , Continue 
• ; to wait for 

, response to 
: challenge. 

mBssid, 
(authAlg 
(arRdu)) 
//mkOS 
(arSeq2+1, 
2)// 
arSC)) 

A station ; 
is allowed f--- 
to reject an 1 
open system : 
auth request , 
with status 1 
unspec_fail. : 
-----------" 

Auth_Rsp _ 
_ Idle 
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Service Synchronization_Sta sta_Powerrngt_ 1c(8) 

,-----------.. 
I I\ 
I • ' 
I I 
I I ------------" 

dcl yAtimRx, yPsm, yRdtim, yWake Boolean ; 
dcl yAtw, yBcn, yEnr, yMocp, yStt Time ; 
dcl yBcnPeriod, yDtim, ycmax, ycmin Kusec ; 
dcl ybd BssDscr ; 
dcl ybdset BssDscrSet ; 
dcl ybtp BssType ; 
dcl ybsid MacAddr ; 
dcl yclist lntstring ; 
dcl ycx, yJto, ytemp Integer; 
dcl yDspm DsParms ; 
dcl yfhpm FhParms ; 
dcl ylbpm lbssParms ; 
dcl ypdly Usec ; 

dcl yPhpm PhyParms ; 
dcl yRdu, yTdu Frame ; 
dcl yssid Octetstring ; 
dcl yOrates Ratestring; 
dcl ystp ScanType; 
dcl ytrsl TxResult ; 

timer Tscan, 
Tmocp, Tpdly , 

No Bss, Bss, 
lbss_Active, 
lbss_ldle 

1 PowerMgt requests 
--j valid in all 

l top-level states. _ 

ResetMAC 

< not > mDisable 

variables 
to default 
values' 

PsmDone 

MlmePower 
mgt.confirm 
(success) 

SetTSF 
time to 
zero. 

I 
'--- 1 
I 

~ PsmDone sent 
--~ by TxCoord 

,after change 
: in power save 
, indication is 

: t~~eu;~~~~~ge. ._ _ 

(yPsm, 
yWake, 
yRdtim) 

(mPss = Doze)) 
or ((yPsm = 
station_active) 
and (dot11PowerMan_ 
agementMode = 
power_save)) 

Xport 

Setting these ~ 
timers to now ~ - - 
causes events 1 
in each of the : 
multi-state 1 
services of the : 
process, forcing , 
each service to 1 
its idle state. : 
-----------" 

No_BSS 

set(now,Tasoc), 
set(now,Tauth), 
set(not,Tchal) 

Xport 
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Service Synchronization_Sta sta_Scan_2d(8) 

I\ 
L ' 

I 
I '-----------" 

No Bss, Bss, 
lbss Active, 
lbss_ldle 

,------------ 
1 Scan requests 

--~valid in all 
~ top-level states. _ 

MlmeScan. 
request( - 
ybtp,ybsid, 

yssid, ystp, 
ypdly, yclist, 
ycmin, ycmax) 

Only accept ; < . > Scan request f- - not import 
when no frame 1 (mFxlP) 
exchanqe is : 
in progress. 1 ___________ ., 

(false) 

MlmeScan. 
confirm( - empty.invalid) 

,.----------- 
1 No loss sync 

- - ~ if scan parms 
1 are invalid. 
'------------ 

(active_ scan) 

dot11 Desired 
Bss'Type=ybtp 

dot11 Desired 
BssType) - 

Xport, 
Wake 

bcstAddr, ybsid, 
mkElem(eSsld, 
ySsid)//mkElem( 
eSupRates, 
dot11 Opera!_ 
ionalRateSet)) 
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Service Synchronization_Sta sta_Scan_2.1 b(8) 

,----------~ 
I I\ 
I L • 

I I 
I I ... ., 

Act Listen, 
Act_Receive, 
Pas_Listen 

ProbeRsp 
(yrdu,yrend, 
ytstr) 

(false) 

No_Bss 

SwDone Pas_Listen 

Act_Receive, 
Pas_Listen 

ybdset,success) 

i Scan ends in - -i No_Bss state 
, since sync lost 
: with prior Bss. 
, Implementations 
: may save/restore 
, TSF and asoc 
' info to re-join 
: prior Bss . ... _ 

set 
(now+ypdly, 

Tscan) 

1 Set probe --1 delay 
r timeout, '------------ 

Listen for 
activity 
on channel. 

Act_Listen 

Tscan < import 
(mRxA) > 

I 
I 
I 
I 
I ,------------ 
I , Go to next 
~ ~ channel if 

, no activity 
: by min time. 
'------------ 

Set 
(now+ycmax, 

Tscan) 

Act_Receive , 
I 
I 
I 
I 
I ,.----------- 
: 1 Receive • 1 responses 

1 on channel. 

,------------ 
1 Set probe --1 response 
l (max) timeout. __ 

,------------ 
I Transmit --1 probe 
1 request. 
'------------ 

r----------· 
1 Set channel - -1 activity 
l (min) timeout. __ 

Act_Listen 
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Service Synchronization_Sta sta _ Start_l bss _ 3c( 8) 

,----------~ 
I I\ 
I • • 
I I 
I I '-----------" 

MlmeStart. 
request - 
(mSsid, yBtp 

MlmeStart. 
confirm 
(invalid) 

No_Bss 
dot11 DtimPeriod:= 
yDtim,dot11Oper_ 
ationalRateSet:=yOrates 

dot11 Operational_ 
RateSet) 

mNextTbtt:= 
now+(yBcn 
-(call TSF 

' I 
I 
I 
I 
I r----------· 
: 'Activate 
• j AP st'.3te 

1 machine. 

AP_Active 

No_BSS 

,-----------· 
I Start IBSS on 

- -j this page, join 
1 on next page. 
'------------ 

yBcnPeriod, 
yDtim, /" cfpm */, 
yPhpm, ylbpm, 
ypdly, mCap, 
mBrates, yOrates) 

,.-----------· 
1 46-bit string needs 

---: to be very random, 
Isee 11.1.3. 

SwChnl 
(yChan,true) 

r----------• 
: Initialize 

- - i dwell timer. 
I .._ _ 

~ Set starting 
- -! channel (FH) 

1 or operating 
: channel (DS ), 
1 null for IR. .. _ 

FHphy' 

{0,false) 
mod yMocp)) 

(0,false) 
mod yBcn)) 

,------------ 
: Initialize 

- - ·1 beacon timer. 
I ._ _ 

Xport 

MlmeStart._ 
confirm 
(success) 

set(now + 
tUsec(ypdly), 

Tpdly) 

Wait probe ~ 
delay before ~ 
initiating a 1 
transmission. : 
-----------" 

,-----------· 
1 Start out as 

--j lbss probe 
~responder. _ 
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Service Synchronization_Sta sta_Join_ 4c(8) 

I\ 
L i 

I 
I '-----------~ 

No_Bss 

No_Bss 

r----------• 
1 Join on this 

--~ page, Start on 
~ previous page __ 

Join_Wait_Bcn 

ypdly, yOrates) 

dot11 Beacon 
Period:=ybd!_:: 
bdBcnPer 

:= ybd!bdDtimPer, 
yphpm:=ybd!_ 
bdPhyParms 

ybd!_ 
bdStartTs), 

true) 

mCap:= ybd!_ 
bdCap,mBrates:= 
ybd!bdRates, 
mPdly:=ypdly 

dot11Oper_ 
rationalRateSet) 

else 

mDisable:= 
false, 

mlbss:=false 

No_Bss 

Beacon 
(yrdu, yenr, 
ystt) 

r--------------- 
1 A probe response from 

-----~ the bss/ibss c~n also be 
~ used to establish sync. _ 

addr2(yrdu)) and 
(mSsld = getElem 
(eSsld,yrdu)) 

false) 

FHphy' 

(0,false) 
mod yMocp)) 

r----------· 
: Initialize 

--i dwell timer. 
I '------------ 

1 Set starting 
- -! channel (FH) 

1 or operating 
: channel (DS), 
1 null for IR. 
'------------ 

(0,false) 
mod yBcn)) 

r----------· 
: Initialize 

- - i beacon timer. 
I ._ _ 

Join_Wait_ 
Beacon 

Xport 
MlmeStart. 
confirm - 
(success) 

Bss lbss_ldle 
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Service Synchronization_Sta sta_ TSF _lbss_5a(8) 

I\ .. 
I 
I '-----------" 

Alim 
(yrdu) 

Beacon 
(yRdu, 
yEnr,yStt) 

add r2(yrd u)) and 
(mSsld=getElem 
(eSsld, yrdu)) 

Wake, 
TBTT 

I bss Active, 
lbss_ldle 

t States when joined/started lbss. - -1 lbss_Active when sent beacon this 
1 interval so respond to probe requests. '------------------------- 

bcstAddr, 
mBssld, 08 
/* timestamp 

inserted 
during tx */ 

// mk2octets 
(yBcnPeriod) 

//mCap 
// mkElem 
(eSsld, 
mSsld) 

// mkElem 
(eSupRates, 

dot11Operational_ 
RateSet) 
// mkElem 
(ePhpm, 
yPhpm) 
//mkElem 
(elbss, 
ylbpm)) 

= clbss) and 
(mSsld=getElem 
(eSsld, yrdu)) 

false 

> call TSF 
(0, false) 

false 

and (not yAtimRx) 
and (ytrsl 
/= successful) 

(tstamp(yrdu) 
+ (now - yStt), 
true) 
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Service Synchronization_Sta sta_ TSF _bss_6a(8) 

r----------.. 
I I\ 
I L ' 
I I 
I I r..----------~ 

Bss 

r-------------------• 
1 State when joined Bss, receive 

- -j beacons, ignore probe requests, 
l adjust TSF to track AP's time. __ 

Cfend < mCfpand 
(now>= 

mCfp:= false 
addr2(yrdu)) and 
(mSsld=getElem 
(eSsld, yrdu)) 

false) 
if mDtimCount=O 
then 
dot11 DtimPeriod-1 
else 
mDtimCount-1 fi 

else 

(=O) 

yCfpm:= 
setCfpCount 

(yCfpm, 

Xport 

if CfpCount( 
yCfpm)=O 
then CfpPeriod( 
yCfpm)-1 
else CfpCount( 
yCfpm)-1 fi) 

(CfpMaxDur 
(yCfpm), 
cfp_bss) 

if ylicnt=O 
then ylint-1 
else ylicnt-1 fi 

power_save) and 
(ylicnt=O) 
and (import 
(mReceiveDtims)) 

import( 
mNavEnd)) 

(tstamp(yrdu) 
+ (now - yStt), 
true) 

then true 
else false fi 

(cfpDurRem 
(yCfpm), 
cfp_bss) 

mAld) or 
(bufiBcst(yTim) and 
(dtCount(yTim) = 0)) 

false) 

Doze 

Bss 
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Service Synchronization_Sta sta_ TSF _bss_6.1a(8) 

I\ 
L ' 

I 
I '"'----------~ 

Bss, 
lbss Active, 
lbss_ldle 

Xport 

Bss Xport 

No_Bss 

(false) 

lbss_ldle Bss 
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RX PS 

Block Reception 

I\ . ' 
I 
I 

... j 

Includes decryption if ~ 
dot11 PrivacyOptionlmplemented ~ _ 
=true. This is a typical , -- 
location, but implementers : 
may use other locations 1 
between the PHY_ SAP _RX : 
and MAC SAP as long as 1 
they provide the specified : 

~r~~%0
~~~ ~~~e;:t:~. i 

/* This block handles octet-level 
reception of MPDUs from the 
PHY, and validation, filtering, 
and decryption needed so higher 
blocks have uniform, error-free 
information from the relevant rx 
events. This block also maintains 
the MAC's view of channel state, 
including the NAV (and remote 
variable mNavEnd), rx activity 
(and the remote variable mRxA), 
and slot timing (providing the 
Busy, Idle and Slot signals to 
the Transmission block). */ 

FromCtl 

[ Rxlndicate] 

--- 

RxMpdu] 

[ ChangeNav] 

-- -- 

[

NeedAck,] 
RxCfAck, 
RxCIPoll 

Defrag 

lndAck 

cs lf-------T_o_T_x __ --1 
Busy, Idle, Slot] 

Channel State 
(1,1) - 

UpdNav 

SetNav, ] 
ClearNav 

[
PhyCca.indication,] 
PhyCcarst.confirm 

signal ClearNav(NavSrc), 
RtsTimeout, 
RxMpdu(Frame,Time,Time, 
Rate.Boolean, 
KeyVector,KeyMapArray), 

SetNav(Time, 
Duration,NavSrc), 

UseDifs(Time ), 
UseEifs(Time) ; 

RtsTimeout,] 
UseDifs, 
UseEifs 

[Pslndicate] 

ToRx 

Defragment 
(1,1) 

/* also decrypt*/ 

FromSync 

Filter MPDU 
(1,1)- 

RxMpdu] 

Filter 

lfsCtl 
Validate MPDU 
(1,1) - 

receive_1a(1) 

[PhyCcarst.request] 

ToPs 

PhyRxStart.indication,] 
PhyRxEnd.indication, 
PhyData.indication 

FromPHY 

PHY_SAP_RX 
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Process Channel_State nav_clear_ 1b(2) 

I\ .. 
I 
I 1. ., 

dcl exported 
tNavEnd as 
mNavEnd Time ; 

dcl cs CcaStatus ; 
dcl rxtx, slot, sifs Integer; 
dcl dDifs, dEifs, dlfs, dNav, 
dRxTx, dSifs, dSlot Duration ; 

dcl !New, !Ref, tRxEnd Time ; 
dcl newSrc, curSrc NavSrc ; 

ResetMAC 

dRxTx:=dUsec 
(aRxTxTurn_ 
aroundTime) 

timerTifs; 
timerTnav; 
timer Tslot ; 

1 Eifs based 
, ~ on the lowest 
: 1 basic rate. 
I '------------ 
1 ~----------t---------.-------~ 
I 
I 
I 
I 
I 
I 
I 

1 ClearNav, RtsTimeout, 
- -~ Tnav, Tslot ignored 

, in Wait IFS state. '----- - ---------- 

dDifs:=dSifs + 
(2 • dSlot) 

calcDur(first( 
import(mBrates)), 
stuff(aMpdu_ 
Duration Factor, 
sAckCtsLng) + 
aPlcpHdrLength 
+ aPreamble 
Length) + dDifs) 

r Assume channel 
- - ~ busy until Phy 

, indicates idle. 
: tNavEnd is =O 
, until first rx 
: that sets Nav. 
'------------ 

< not > active(Tifs) 

Wait IFS 
/" IDLE •1 

Tifs 

PhyCcarst._ 
request 

: PhyCcareset._ 
--- confirm is 

I. d ~ignore . _ 

(idle) 

Idle 
I 
I 
I 
I 
I ,------------ 
: , Idle signal is 
• ~ sent at end of 

, the M2 interval 
: (Figure 47). .. _ 
r RtsTimeout, 

- - ~ Tnav, ClearNav, 
, Tifs ignored 
: in this state. 
'------------ 

Cs_noNav 

SetNav 
(tRef,dNav, 
curSrc) 

PhyCca._ 
indication 
(cs) 

tNavEnd:= 
tRef+dNav 

SetNav 
(tRef,dNav, 
curSrc) 

Busy 

, 
I 
I 
I 
I 
I ,------------ 
: , Slot signal is 
• ~ generated at 

, the end of each 
: M2 interval 
1 (Fig. 47) while 
: channel is idle. .. _ 

Wait_lFS 

,--------------- 
' ClearNav, Tnav, Tifs, 

--~ RtsTimeout, Tslot 
lignored in this state. _ 

Cs_Nav 

r This process 
maintains chann 
state based on 
both physical and 
virtual carrier 
sense, generates 
slot time reference, 
and provides Busy, 
Idle & Slot signals 
to Transmission. •1 

noCs_Nav 
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Process Channel_State nav_set_2c(2) 

r----------. 
I\ .. 

I 
I 

"-----------" 

Cs_Nav 

noCs Nav 
/* BUSY*/ 

t• all states • / 

1 Tslot and Tifs - - 1 ignored in 
1 noCs_Nav state. ._ _ 

Tnav 

Cs Nav r BUSY*/ 

Wait_lFS 

noCs_Nav 

1 Tslot and Tifs - -1 ignored in 
1 Cs_Nav state. .,_ _ 

Tnav 

Cs_noNav 

r----------• 
1 ChangeNav is , 1 SetNav if not 
1 channel switch. "------------ 

noCs Nav, 
Cs Nav 

/* allNAV ·1 

1 Clearing NAVon , 1 RTS timeout is 
: 1 optional (9.2.5.4 ). 
I ""----------- 

UseEifs 
(tRxEnd) 

UseDifs 
(tRxEnd) 

Rts 
Timeout 

ClearNav 
(newSrc) 

dlfs:= 
dDifs-dRxTx 

~~:a~I~~~;~~ ~-- 
- channel change.~ 

(false) 

(false) 
(true) 

tNavEnd:= 
now, 

curSrc:=nosrc 

~ The initial dlfs 
~ value is dEifs, 
, set by a UseEifs 
: signal generated 
1 by Validate_Mpdu 

: ~~!tfort~:;ttAc. 
'------------- 

tNavEnd is =O I 
until first rx ~ - - 
on new channel. 1 
-----------" 

---------------------. I 
Nav is cleared by setting Tnav , 1 

to now. This causes immediate]. ) 
Tnav signal to enable exit from , 
noCs_Nav or Cs_Nav state. : 

--------------------" 
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Process Validate_MPDU start_rx_ 1 b(2) 

,-----------. 
I I\ 
I • 1 
I I 
I I t.----------" 

Calculate PHY ; 
Rx delay that ~-- 
is subtracted , 
from now to : 
get reference , 
point times. : ------------' 

(Rx_ldle) 

D1:= dUsec 
(aRxRfDelay+ 
aRxPlcpDelay) 

ResetMAC 

reset(Trts) 

/* This process receives an MPDU from the 
PHY while calculating and checking the 
FCS value. Frames with valid FCS, length 
and protocol version are sent for receive 
filtering, along with a snapshot of the WEP 
keys if dot11 PrivacyOptionl mplemented=true. 

This process also provides Channel_State 
with Difs/Eifs and Rts timeout signals, 
and maintains the mRxA remote variable. */ 

cErr:=0, 
mRxA :=false 

dcl exported mRxA Boolean:=false, 
cErr as dot11 FcsErrorCount Counter32:= 

imported mBrates Ratestring, 
dot11WepDefaultKeys KeyVector, 
dot11WepKeyMappings KeyMapArray, 
dot11 ExcludeUnencrypted Boolean ; 

timer Tris; 

: Indicate Rts 
, i non-response 
: ,timeout. I ,.. _ 

I ~--------< 
I 
I 
I 

Tris 

r----------- 
1 Indicate that 

__ ) a reception 
I •• 
~ Is in progress. __ 

(false) 

Rx_Frame 

(rxlength, 
-.----<rxRate) 

dcl fcs Crc; 
dcl D1, dRts Duration ; 
dcl endRx, startTs Time ; 
dcl k, rxlength Integer ; 
dcl pdu Frame ; 
dcl rxRate Rate ; 
dcl status PhyRxStat ; 
dcl V Octet; 
dcl wDefault KeyVector; 
dcl wKeyMap KeyMapArray ; 
dcl wExclude Boolean; 

Rx_Frame 

~ Save copy of 
, ! WEP keys at 

, RxStart in case 
: Mpdu is first 
, fragment of 

J ~ns~~)~e~pdu. ... _ 

dot11Wep_ 
DefaultKeys) 

I Initialize CRC & 
- - ~ clear pdu buffer 

~ (length(pdu)=0). _ 

dot11Wep_ 
KeyMappings) 

Option_ 
Implemented 

(dot11 Exclude_ 
Unencrypted) 
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Process Validate_MPDU validate_rx_2c(2) 

r---------~ 
I\ . ' 

I 
I '-----------" 

~ Save arrival time 
, ~ of first octet of 

, (what may be a} 
: timestamp field. 
'------------ 

(true) 

startTs:= 
now-D1 

(false) 

PhyData.indicate I PhyRxEnd._ 
ignored to drop f- - indication 

_:_x::_S__:i_?:~~:__) '-(s_t_at_u_s)~ __ .,. 

-----------, 
Save time of Rx 1 
end as reference f- - 
for start of IFS. 1 ___________ .) 

Rx_Frame 

PhyRxData. 
indication(v) 

endRx:= 
now-D1 

,-----------· 
1 Accumulate 

, { octet into Mpdu 
: 1 and CRC check. 
I '------------ 
1 
I 
I 
I fcs:= 

crc32(fcs, v) 

(false) 

UseEifs 
(endRx) 

,-----------· 
1 Save time of Rx 

, { end as reference 
1 for start of IFS. 1..----------- 

RxMpdu 
(pdu, 
endRx, 

(true) 

startTs, 
rxRate, 
,,} 

else 

Rts timeout 
based on 
rate of Rts. 

calcDur(rxRate, 
stuff(aMpdu_ 
Duration Factor, 
sAckCtslng) + 
aPlcpHdrlength + 
aPreamblelength)) 

set 
(now+dRts, 

Trts) 

pdu:= substr 
(pdu, 0, 

Indicate that 1 
rec~ption is f- - 

_ not In progress. ) 

(rxlength - 
1 sCrclng)) 
I 
I 
I 
I ,--------------- 
: I Drop FCS field from 
• { frame before passing 

'. up for filtering. _ 

Option Implemented 
and wepBit(pdu) 

startTs,rxRate, 
wExclude,wDefault, 
wKeyMap) 

I ,------------ 
: , Eifs based 
• ~ on the lowest 

, basic rate. 
:Assumed to 
, be the first 
:element of 
1 mBrates. 
'------------ 

Rx_ldle 
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Process Filter_MPDU pre_filter_ 1d(4) 

I\ .. 
I 
I 

'------------' 

dcl exported cDup as dot11 FrameDuplicateCount, 
cMc as dot11 MulticastReceivedFrameCount, 
cRx as dot11 ReceivedFragmentCount Counter32:= 0 ; 

dPsp:=dUsec( 
aSifsTime+calc 
Dur(first(import( 

mBrates)), 
stuff(aMpduDuration_ 
Factor, sAckCtslng 
+ aPlcpHdrlength) 
+ aPreamblelength)) 

: Initialize tuple cache 
--~ for duplicate filtering. 

, Cache capacity is set 
: by "tupleCacheSize" 
, but a specific size 
: is not specified. 
'--------------- 

ResetMac 
RxMpdu 
(pdu, 
endRx, 

startTs,rxRate, 
wExclude,wDefault, 
wKeyMap) 

Gather Power ~ 
management ~ - - 
info from all , 
valid frames. : ___________ ., 

(true) 

,. --- 
' I 
I 
I 
I ,------------ 
: I AP, check 
• j all frames, 2 

'.pages ahead. _ 

imported mBrates Ratestring, 
mBssid MacAddr, 
mCfp Boolean, 
dot11 GroupAddresses MacAddrSet, 
mlbss Boolean, 
mSsid Octetstring, 
aStationld MacAddr; 

dcl cache TupleCache ; 
dcl dup, myBss Boolean ; 
dcl dNav, dPsp, dAck Duration ; 
dcl endRx, strTs Time ; 
dcl pdu Frame ; 
dcl rxRate Rate ; 
dcl src NavSrc ; 
dcl wDefault KeyVector; 
dcl wExclude Boolean ; 
dcl wKeyMap KeyMapArray ; 

(durlD(pdu) > 32767) 
then dUsec(durld(pdu)) 
else 0 fi 

pwrmgt(pdu)) 

mActing_ 
AsAp) 

r This process filters valid received 
frames by destination address, and 
Bssld for group destination addresses. 
This process also maintains received 
pdu counters and the tuple cache for 
detecting duplicated unicast frames. 

Data and management frames which 
need acknowledgement cause a 
Need Ack signal to Protocol_ Control 
as well as an RxMpdu to Defragment. 
Piggybacked CfAcks cause RxCfack 
signals, and CfPolls cause RxCfpoll 
signals to Protocol_ Control. If an 
RxCfPoll is sent for a Data+CfPoll 
or Data+CfPoll+CfAck, the NeedAck 
has to reach TxCoord during the Sifs. 
(The data frame report cannot serve 
this purpose because the payload may 
be a non-final fragment.) 

Duration and Cfp duration remaining 
are reported to Channel_State, and 
power save mode is reported to Mime. */ 

:Non-AP, 
-----~toDS=0 to 

, accept frame, 
: next page. ,., _ 

Filter_ldle : Frames with toDs=1 ignored by non-APs, 
- - ·: except Duration/Id field for Nav update. 
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Process Filter_MPDU filter_sta_2b(4) 

I\ .. 
I 
I ,.. ., 

(false) (true) 

else 

(false) 

Filter_ldle 

and ssid(pdu) = 
import(mSsid) 

and capB(pdu)=clbss 

startTs, 
rxRate, 
wExclude, 
wDefault, 
wKeyMap) 

(cfack, 
data ack, 
cfpoll_ack, 
data_poll_ack, 
cfend_ack) 

(cfend, else 
cfend_ack 

Rxlndicate 
(pdu, 
endRx, 

Filter_ldle 

RxCfAck 
(addr2(pdu)) 

r Unsolicited 
--~ RxCfAck 

, signals are 
: ignored. 

If addr1 (RA) is I 
group address, f- 
check the Bssld. 1 ___________ ., 

I 
I 
I 
I 
I ,------------ 
: I Check for 
• ~ beacon from 

1 another BSS. 

------------, I 
Rx broadcast 1 : 
or multicast, f + 
2 pages ahead. 1 : ___________ ., I 

I 
I 

~dnd~~:~!:I't~s l J 
other groups , 
in this BSS. : ___________ ., 

Report lbss beacon; 
with own Ssld but ~ 
other Bssld, for use, 
based on TSF age. : 

false 

Filter_ldle 

I 
I 
I 
I 

-------------, I 
Update Nav using, : 
Duration/ID value f , 
from frames to all , 
other stations. : 
Else case is for 1 
Durld=32768 I 
in the CF period. : ____________ ., 

= (if frDs(pdu)=1 
then addr2(pdu) 
else addr3(pdu) fi) 

BcAddr or 
import(aGro_ 
upAddresses) 

Filter_ldle 

src:= if rts= 
ftype(pdu) then 
rts else src fi 

else 

r Update Nav 
- ~ for PS-Poll 

i Ack Dur/Id 
: field is AID. ,.. _ 

,------------ 
1 Report probe --1 requests only 
1 when in lbss. 

(probe_req) 

RxCfPoll 
(endRx, 
rxRate) 

ClearNav 
(cfend_ 
Other) 

Filter _Idle 

import 
(dot11Mac_ 
Address) 

import 
(mBssld) 

,.----------- 
1 Ensure that - -1 Cfpoll comes 
1 from own Bss. 
'------------ 

1 Only report - -1 cf~oll from 
1 unicast to sta. '------------ 

1 Rx directed -----1 frame to sta, 
1 2 pages ahead. 
'------------ 
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Process Filter_MPDU filter_ap_3a(4) 

r----------. 
I I\ 
I • 1 
I I 
I I "'----------J 

~ Receive probe 
, ~ request at AP 

, the same as at 
: lbss station. 
'------------ -------------- 

All frames to 1 
AP are directed ~ - - 

_ except probe_req. ~ 

( alse) 

import 
(dot11_ 
MacAddress) 

(false) 

(data_ack, 
cfend ack, 
clack) 

else 

RxCfAck 
(addr2(pdu)) 

1 Unsolicited 
- - - - - - - ~ RxCfAck signals 

1 should not occur . ... _ Filter _Idle 

src:= if rts= 
ftype(pdu) then 
rts else src fi 

,.----------- 
1 Rx directed 

-----~frame to AP, 
~ next page. _ 

(1: 
32767) 

Nav to cover ' 
PS-Poll Ack 
when DurlD 
field is SID. 

(49153: 
51159) 

else 

dNav:= 
dPsp 

Update Nav ~ 
using value ~ - - 
in Duration/ID 1 
field of frames : 
directed to all , 
other stations. : 
Else case is for 1 
Durld=32768 I 
in the CF period. : 
-----------" 

Filter_ldle 
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Process Filter_MPDU report_rx_ 4a( 4) 

,.--------- ... I I\ 
I • • 
I 
I ... .J 

Count all valid 1 
directed frames ~ - - 
to this sta, even 1 
those that will : 
be discarded 1 
as duplicates • 
or due to WEP. : 

1 Report incoming 
-----~ directed frames, 

, including all 

i ~~:~fe~ f~~~~s ... _ 

,.----------- 
' Report incoming - - - - - i group-addres7ed 
1 frames at station. 
'------------ 

1 Count all valid 
- -~ broadcast and 

, multicast frames 
: to this sta, even 
, those that will 

: ~~:;~c~~~~ ... _ 

searchTupleCache 
(cache, addr2(pdu), 
seq(pdu), frag(pdu)) 

(false) 

(=O) else 
(cfend, 
cfend_ack) 

ClearNav 
(cfendBss) 

RxMpdu 
(pdu, 
endRx, 

startTs, 
rxRate, 
wExclude, 
wDefault, 
wKeyMap) 

RxMpdu 
(pdu, 
endRx, 

Ps-Poll is on 1 
else path (as ~- 
control frame) 1 
to allow ack : 
or data as the , 
response from : 
protocol ell. 1 ------------' 

startTs, 
rxRate, 
wExclude, 
wDefault, 
wKeyMap) 

Filter_ldle 

r------------------- NeedAck I Directed Alim frames must 
(addr2(pdu), --j be acknowledged, but may be 
endRx,dAck) ~ ':~i~:_d_f~o~- c_a_'.:~e_: ~:_e_9_:~~ _ 

New cache entry 1 
if (addr2,seq) ~-- 
is not cached. , 
If entry exists : 
for (addr2,seq), , 
update time : 
and fragment , 
number of entry. : ___________ .J 

Filter_ldle 

updateTupleCache 
(cache, addr2(pdu), 
seq(pdu),frag(pdu), 
endRx) 
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Process Defragment wep_filter_1b(3) 

r---------.,. I I\ 
I • • 
I I 
I I !.----------~ 

dcl exported clerr as dot11 WeplcvErrorCount, 
cUndc as dot11WepUndecryptableCount, 
cExcl as dot11WepExcludedCount Counter32:= 0; 

(dot11Max_ 
Receive 
Lifetime)) 

imported mCfp Boolean ; 
imported dot11 MaxReceivelifetime Kusec ; 
imported procedure RC4 ; !par PrngKey, Integer ; 
returns Octetstring ; 

f Defragmentation 
- - ~ buffers forced 

, empty using the 
: aging function. 
'------------ 

dcl but DefragArray ; 
dcl dlife Duration ; 
dcl endRx, startTs Time ; 
dcl icvOk Boolean ; 
dcl k Defraglndex ; 
dcl keys DefragKeysArray ; 
dcl pri CfPriority ; 
dcl pdu, sdu Frame ; 
dcl wExcl Boolean ; 
dcl wDefault KeyVector; 
dcl wMap KeyMapArray ; 

< import > 
(mDisable) 

,.----------- < not import >--J mDisable=false 
(mDisable) 1 wh_en started 

~ or Joined Bss. _ 

startTs,rxRate, 
wExcl,wDefault, 
wMap) 

r----------- 
1 When not in Bss 

- - j only pass beacon 
land probe_rsp. __ 

wExcl,wDefault, 
wMap) 

startTs,rxRate) 

(control) 

(=O) 

auth) and 
authSeqNum 
(pdu)=3) and 
import( 
dot11 Privacy_ 
Option_ 
Implemented) 
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Process Defragment wep_decrypt_2b(3) 

I\ .. 
I 
I 

... J 

wMap, sKey_ 
Mappinglength, 
wDefault) 

~ lcv errors and 
- - ~ certain undecryptable 

, errors counted in 
: Decrypt procedure . ... _ 

Do not report ~ 
receipt of ~-- 
data frames , 
with lcv errors. : 
-----------" 

else (auth) 

Rxlndicate 
(pdu,endRx, 

1 
startTs,rxRate) 

I 
I 
I 

-------------., I 
Authentication , : 
challenge resposnes ~ , 
with lcv errors , 
are reported, but : 
Decrypt removes , 
payload so Auth : 
service is able , 
to distinguish : 
a bad key from : 
a non-response. 1 -------------" 
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Process Defragment defragment_3c(3) 

I\ .. 
I 
I ., ., 

1 Mpdu is not fragmented 
, ~ or defragmentation is 
: 1 complete. 
I '---------------- 
1 
I 
I 
I . 

(true) 

Rxlndicate 
(pdu,endRx, startTs,rxRate) 

and 
(fragNum 
(pdu)=O)) 

~Initial Mpdu 
- - ~ of fragmented 

, Msdu. Find free 
1 buffer to begin 
: Msdu reception. 
'------------ 

(true) 

k:= 
arFree(buf) 

(false) 

,------------- 
' Intermediate or 

, ~ final Mpdu of 
: 1 fragmented Msdu. 
I '------------- 
1 
I 

: addr2(pdu), 
seqNum(pdu), 
fragNum(pdu)) 

(true) 

length 
(buf(k)!rsdu) - 
sMacHdrlng) 
<= sMaxMsdulng 

buf(k)!inUse:= 
false 

buf(k)!inUse:= 
true, 

buf(k)!rta:= 

addr2(pdu), 
buf(k)!rsn:= 
seqNum(pdu) 

now+ kUsec( 
import(dot11_ 
Max Receive 
Lifetime)) - 

keys(k)! 
wDefKeys:= 
wDefault, 

keys(k)! 
wKeyMap:= 
wMap, 

keys(k)! 
wExclude:= 
wExcl 

buf(k)!rsdu:= 
buf(k)!rsdu // 
substr(pdu, 
sMacHdrlng, 
length(pdu) 
sMacHdrlng) 

buf(k)!inUse:= 
1 false 
I 
I 
I 
I ,------------ 
: 1 Final fragment 
• ~ if moreFrag=O, 

1 indicate Msdu. ... _ 
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Procedure Decrypt decrypt_ 1 b{1) 

~; fpar I\ 
: in/out pdu Frame, ' ~ 
, in/out icvOk Boolean, , 
: in map KeyMapArray, ' 
, in maplength : 
1 KeyMapArraylength, '--~~-~ 
: in kvec KeyVector; : 
'----------------' 

,-------------- 
' Test whether addr4 - -1 field is present. 
l Only needed at AP._ 

sWepAddlng + 
sCrclng - if isWds 
then sWdsAddlng else O fi 

(true) 

(addr2(pdu), 
map, 
maplength) 

nullAddr 

(true) 

if isWds then 
sWdsAddlng 
else O fi 

-----------, 
Decrypt by xor 1 
of payload with ~ - - 

_ decrypt string. _ ~ 

------------. 
ICV test value 1 
calculated from :- - - 

_ decrypted data. ~ 

key:= 
kmap! 
wepKey 

1 Use default key 
- - -: selected by 

l keyld value. _ 

or 
kmap!wepOn 
= false 

Concatenate 
key with IV 
from frame. 

I 
I ,--- 
' 

decryptlng) 

Use RC4 PRNG 1 
to generate an 
decrypt string 
as long as the 
MPDU payload 
plus the ICV 
field. 

dcl icv Crc; 
dcl isWds Boolean ; 
dcl decryptlng, k, n Integer ; 
dcl decryptStr Octetstring ; 
dcl key PrngKey ; 
dcl kmap KeyMap ; 

~ If calculated 
--~ ICV not valid, 

, discard frame 

i ~i::rt ~~!r. 
'------------ 

// substr(pdu, 
sWepHdrlng, 
decryptlng - 
sCrclng) 

I 
I 
I 
I 
I ,------------ 
I , Remove ICV 
'. ~ and IV fields 

rfrorn MPDU, 
: report decrypt 
, success if ICV 
: result correct 
, or selected 
: key value null. 
'------------ 
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C.4 State machines for MAC access point 

The following SDL-92 system specification defines operation of the MAC protocol at an IEEE 802.11 AP. 
Many aspects of AP operation are identical to the STA operation. These are defined in blocks and processes 
referenced from both the STA and AP system specifications. Blocks and processes used in both STA and AP 
are identifiable by the SDL comment/* for STA & AP */ below the block or process name. Blocks and pro 
cesses specific to AP operation are identifiable by the SDL comment /* AP version */ below the block or 
process name. Definitions for the /* AP version * / and the /* STA & AP * / blocks and processes appear in 
this subclause. 

The remainder of this clause is the formal description, in SDL/GR, of an IEEE 802.11 AP. 
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use macsorts ; 
use macmib; 

System Access_Point 

I\ 
L ' I 

I 

T MaUnitdata.indication, ] L MaUnitdataStatus.indication 
MAC_SAP 

[ Msdulndicate] 

' 

, l MaUnitdata.request] 

IJToDsm] 

DSM 

, 
MAC Data 
Service - 
I' for STA & AP*/ 

~Includes request 
- - ~ validation and 

, add/remove 
: MAC headers. 

MAC_Manage_ 
ment Service 
/* for STA & AP*/ 

, 11 (MlmeRequestSignals l] 
~ Includes MAC MIB, 

- - ~ MIB access, and 
, filtering of Mime 
: request and confirm. 
L------------• 

RSDU 

, L MsduConfirm] 
TSOU 

[FromDsm] , , 
[MsduRequest] 

' , 
FROS , 

Distribution - Service 1 ~sdu ] [ Msdu ] 
/'only at AP*/ Confirm Request 

, I J 

TPDU 
Msdu I Dslnquiry] 
Indicate DsNotify 

MMDS 

TODS 

I [PduRequest] 
,v 

Includes DCF, PCF.~ 
PS-Poll response, ~ - - 
Acknowledgement, , 
Rts/Cts, and retry. : 

·~ 

TX 

/ 

[
(MlmeConfirmSignals), ] 
(MlmelndicationSignals) 

SM_MLME_SAP 

Protocol 
Control AP 
/' AP version*/ 

[
(PlmeCon_] 
firmSignals) 

[

Backoff, ] 
Cancel, 
TxRequest 

Transmission 
/* for STA & AP*/ 

~Includes encryption, 
, - - ~ fragmentation, TIM 
' , generation, and 
: : queuing for BC/MC, 
: '.~~~·-~_P-~~<:.~~~-- 
1 
I 

MPDU 
, Generation AP 

lr-----------,t:. AP version*/ 
[

AsChange, l MmRequest, 
PsChange, 
PsResponse 

~ 

I 1~~~;1f;;rm] 
~--~ 

MCTL 

MmCancel, ] 
SsResponse, 
SwChnl 

-----,~1~,--~,, ... 
[

Mmlndicate, 
Sslnquiry, 
SwDone 

MMTX 

[
MmConfirm,J 
Pslnquiry 

,, 

[
(MmgtConfirmSignals), ] 
(MmgtlndicationSignals) 

MMGT 

, I I (MmgtRequestSignals)] 

,~'"'/'--------""'--, ~Includes start BSS, _______________ [ ]_....,, --~ beacon, dwell, CFP 
DsResponse MLME AP 1 & occupancy timing, 

/*AP version*/ : (re/dis)associate, 
, (de)authenticate, 
: probe response, and 
, monitor of station 
: & power save state. '-------------- 

[ Rxlndicate'] RX 
NeedAck, 
RxCfAck 

[ ChangeNav] 

,1.✓ ' cs 

PS 

[ ChangeNav] 

,_ Busy,] 
~-- Idle, 
1 .._,,, ~ Slot MLME_PLME_SAP 

: ,i, l(PhyRxSignals)] 
, [(PhyTxConfirmSignals)] L' ~1~;l~d~; ;;;ck~ff- - 
'. _ - - - -1'ff'CS,ll;P _JX- - - - - - - - - - 1"{PlmeRecfuestSigiials)'l- - - - - - _1:/i'(_Sl\P _~ - - - - - - -j FCS generate, a

0

nd 
[(PhyTxRequestSignals)] L J [PhyCcarst.request] ~ timestamp insert. __ 

Reception 
/* for STA & AP*/ 

AP_1b(3) 

~Includes validate, decrypt, 
) address & duplicate filter, 
,'1 defragment, channel state 
, 1 (physical and virtual carrier 
,' : sense), and IFS & slot timing. 
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use macsorts ; 
use macmib; 

System Access_Point AP _signals_2d(3) 

( ; \ ~ewtype DsStatus literals )~ 
1 • ' assoc, disassoc, reassoc, unkno 
: : endnewtype DsStatus ; 
'------------' 

signal 
AsChange(Frame,DsStatus), 
Backoff( Integer, Integer), 
BkDone(lnteger), 
Busy, 
Cancel, 
ChangeNav(Time,Duration,NavSrc), 
Dslnquiry(MacAddr,MacAddr), 
DsNotify(MacAddr,DsStatus), 
DsResponse(MacAddr,MacAddr,DsStatus ), 
FromDsm(MacAddr, MacAddr, Octetstring), 
Idle, 
MaUnitdata.indication(MacAddr,MacAddr, 
Routing,Octetstring,RxStatus, 
CfPriority, ServiceClass ), 

MaUnitdata.request(MacAddr,MacAddr, 
Routing, Octetstring, CfPriority, ServiceClass ), 

MaUnitdataStatus.indication(MacAddr, 
MacAdd r, T xStatus, CfPriority, ServiceClass ), 

MlmeAssociate.confirm(MlmeStatus), 
MlmeAssociate.indication(MacAddr), 
MlmeAssociate.request(MacAddr,Kusec,Capability,lnteger), 
MlmeAuthenticate.confirm 
(MacAddr,AuthType, Mime Status), 

MlmeAuthenticate.indication(MacAddr,AuthType), 
MlmeAuthenticate.request(MacAddr,AuthType,Kusec), 
MlmeDeauthenticate.confirm(MacAddr,MlmeStatus), 
MlmeDeauthenticate.indication(MacAddr,ReasonCode ), 
MlmeDeauthenticate.request(MacAddr,ReasonCode), 
MlmeDisassociate.confirm(MlmeStatus), 
MlmeDisassociate.indication(MacAddr,ReasonCode ), 
MlmeDisassociate.request(MacAddr,ReasonCode), 
MlmeGet.confirm(MibStatus,MibAtrib,MibValue), 
MlmeGet.request(MibAtrib ), 
MlmeJoin.confirm(MlmeStatus), 
MlmeJoin.request(BssDscr,lnteger,Usec,Ratestring), 
MlmePowermgt.confirm(MlmeStatus), 
MlmePowermgt.request(PwrSave,Boolean,Boolean), 
MlmeReassociate.confirm(MlmeStatus), 
MlmeReassociate.indication(MacAddr), 
MlmeReassociate.request(MacAddr,Kusec,Capability,lnteger), 
MlmeReset.confirm(MlmeStatus), 
MlmeReset.request, 
MlmeScan.confirm(BssDscrSet,MlmeStatus), 
MlmeScan.request(BssTypeSet,MacAddr,Octetstring, 
ScanType,Usec,lntstring,Kusec,Kusec), 

MlmeSet.confirm(MibStatus,MibAtrib), 
MlmeSet.request(MibAtrib,MibValue), 
MlmeStart.confirm(MlmeStatus), 
MlmeStart.request(Octetstring,BssType,Kusec, 

lnteger,CfParms,PhyParms,lbssParms,Usec, 
Capability,Ratestring,Ratestring); 

signal 
MmCancel, 
MmConfirm(Frame,TxStatus), 
Mmlndicate(Frame,Time,Time,StateErr), 
MmRequest(Frame,lmed,Rate), 
MsduConfirm(Frame,CfPriority, TxStatus ), 
Msdulndicate(Frame,CfPriority), 
MsduRequest(Frame,CfPriority), 
NeedAck(MacAddr,Time,Duration,Rate), 
PduConfirm(FragSdu,TxResult), 
PduRequest(FragSdu), 
PhyCca.indication(Ccastatus), 
PhyCcarst.confirm, 
PhyCcarst.request, 
PhyData.confirm, 
PhyData.indication(Octet), 
PhyData.request(Octet), 
PhyRxEnd.indication(PhyRxStat), 
PhyRxStart. indication( Integer, Rate), 
PhyTxEnd.confirm, 
PhyTxEnd.request, 
PhyTxStart.confirm, 
PhyTxStart.request(lnteger,Rate), 
PlmeCharacteristics.confirm(PhyChrstcs ), 
PlmeCharacteristics.request, 
PlmeGet.confirm(MibStatus, 
MibAtrib,MibValue), 

PlmeGet.request(MibAtrib), 
PlmeReset.confirm(Boolean), 
PlmeReset.request, 
PlmeSet.confirm(MibStatus,MibAtrib), 
PlmeSet.request(MibAtrib,MibValue), 
PsmDone, 
PsPolled(MacAddr,Asocld), 
PsChange(MacAddr,PsMode), 
Pslndicate(MacAddr,PsMode), 
Pslnquiry(MacAddr), 
PsResponse(MacAddr,PsMode), 
ResetMAC, 
RxCfAck(MacAddr), 
Rxlndicate(Frame,Time,Time,Rate), 
Slot, 
Sslnquiry(MacAddr), 
SsResponse(MacAddr, 

StationState,StationState ), 
SwChnl(lnteger,Boolean), 
SwDone, 
ToDsm(MacAddr,MacAddr,Octetstring), 
TxConfirm, 
TxRequest(Frame,Rate) ; 
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use macsorts ; 
use macmib; 

System Access_Point AP _signallists_3b(3) 

I\ . ' 
I 
I '-----------" 

signallist 
MlmeRequestSignals= 
MlmeAssociate.request, 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeGet.request, 
MlmeJoin.request, 
MlmePowermgt.request, 
MlmeReassociate.request, 
MlmeReset.request, 
MlmeScan.request, 
MlmeSet.request, 
MlmeStart.request ; 

signallist 
MlmeConfirmSignals= 
MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeGet.confirm, 
MlmeJoin.confirm, 
MlmePowermgt.confirm, 
MlmeReassociate.confirm, 
MlmeReset.confirm, 
MlmeScan.confirm, 
MlmeSet.confirm, 
MlmeStart.confirm ; 

signallist 
MlmelndicationSignals= 
MlmeAuthenticate.indication, 
MlmeDeauthenticate.indication, 
MlmeDisassociate.indication, 
MlmeAssociate.indication, 
MlmeReassociate.indication ; 

signallist 
SmtRequestSignals= 
MlmeAssociate.request, 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeJoin.request, 
MlmeReassociate.request, 
MlmeScan.request, 
MlmeStart.request ; 

signallist 
SmtConfirmSignals= 
MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeJoin.confirm, 
MlmeReassociate.confirm, 
MlmeScan.confirm, 
MlmeStart.confirm ; 

signallist 
PhyTxRequestSignal - 

PhyTxStart.request, 
Phy TxEnd. request, 
PhyData.request ; 

signallist 
SmtlndicationSignals= 

MlmeAuthenticate.indication, 
MlmeDeauthenticate.indication, 
MlmeDisassociate.indication, 
MlmeAssociate.indication, 
MlmeReassociate.indication ; 

signallist 
PhyTxConfirmSignal - 
PhyTxStart.confirm, 
PhyTxEnd.confirm, 
PhyData.confirm ; 

signallist 
PlmeRequestSignals= 
PlmeCharacteristics.request, 
PlmeGet.request, 
PlmeSet.request, 
PlmeReset.request; 

signallist 
PhyRxSignals= 
PhyRxStart.indication, 
PhyRxEnd.indication, 
PhyData.indication, 
PhyCca.indication, 
PhyCcarst.confirm ; 

signallist 
PlmeConfirmSignals= 

PlmeCharacteristics.confirm, 
PlmeGet.confirm, 
PlmeSet.confirm, 
PlmeReset.confirm; 
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MAC_SAP 

Block MAC_Data_Service 
[
MaUnitdata._] 
indication 

,.--------- .. 
I I\ 
I ' ' I I 
I I ._ ., 

t• This block provides 
the MAC SAP function , 
described in Clause 6, 
conveying MSDUs from 
and to the LLC entity. 
This block operates 
identically in STA 
and AP, but in STA 
the TSDU signal route 
connects directly to 
MPDU Generation, and 
the RSDU signal route 
connects directly 
from Protocol Control, 
whereas in AP both of 
these signal routes 
connect to Distribution 
Service. •t 

ToLLC 

[
Ma_Uni(dataStatus._] 
indicatlon 

FromLLC 

MaUnitdata.request] ___ __,.1,C_ _ 

Mac_Data_1a(1) 

MSDU to LLC 
(1,1) - - 

MSDU from LLC 
(1,1) - - 

Msdulndicate] 

RxMsdu 

MsduConfirm] 

TxMsdu 

MsduRequest] 

RSDU TSDU 
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Process MSDU_to_LLC Msdu_to_LLC_1a(1) 

r---------"' 
I I\ 
I • 1 
I I 
I I 
'------------' 

dcl cf CfPriority ; 
dcl LLCdata Octetstrin 
dcl sa, da MacAddr; 
dcl sdu Frame ; 
dcl srv ServiceClass ; 

r This process runs when 
reception is successfully 
completed on an MSDU 
addressed to the local 
LLC entity. This process 
extracts the appropriate 
address and status info, 
removes the MAC header 
from the MSDU data field 
(the FCS and IV/ICV are 
removed much earlier in 
reception handling), and 
generates the indication 
to LLC. Reception status 
is always "successful" 
because a receive error 
causes the MSDU to be 
discarded before reaching 
MAC Data Service. */ 

r---------------------- 
Msdulndicate : From source_ of the RSDU channel. 

--- - - - - -- - - STA source Is Protocol Control 
(sdu, cf) : AP source is Distribution Servi~e. 

'----------------------- 

da:= addr1 (sdu) 

Remove MAC header; 
from beginning of ~ , 
MSDU to obtain the 1 

LLC data octet string. : 
---------------' 

sa:= if frDs(sdu)=1 
then addr3(sdu) 

else addr2(sdu) fi 

srv:= 
if orderBit(sdu)=1 

then strictlyOrdered 
else reorderable fi 

LLCdata:= substr 
(sdu, sMacHdrLng, 

length(sdu) - 
sMacHdrLng) 

Reception status ~ 
always successful [- - - , 
because any error 1 • 
would prevent the : 
Msdulndicate 1 
from reaching 1 
this process. : 
-------------' 

MaUnitdata. 
indication(sa-:- da, 
null rt, LLCdata, 
rx_success,cf,srv) 
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Process MSDU_from_LLC Msdu_from_LLC_ 1 b{1) 

r---------~ 
I\ .. 

I 
I '------------' 

dcl cf CfPriority ; 
dcl LLCdata Octetstrin 
dcl rt Routing ; 
dcl sa, da MacAddr ; 
dcl sdu Frame ; 
dcl srv ServiceClass ; 
dcl stat TxStatus ; 

imported mAssoc, 
mDisable, mlbss, 
mPcAvail Boolean ; 

imported 
dot11 PowerManagementMode PwrSave ; 

imported 
mBssld MacAddr ; 

{sa, da, rt, 
LLCdata, 
cf, srv) 

successful, ~ 
retrylimit, ~ - - 
txlifetime, , 
or noBss : ___________ ., 

if rt /= null rt then 
nonNullSourceRouting 

else if {length{LLCdata) 
> sMsduMaxLng) or 
{length{LLCdata) < 0) 
then excessiveDataLength 

else successful fi fi 

{reorderable) 

~ Reject Msdu 
- - ~ if station 

I not in BSS 
:orlBSS . ... _ 

{sa, da, 
stat, 
cf, srv) 

{contention) 

{true) 

{sa, da, 
unavailable 
Priority.cf, srv) 

~If no PCF, 
- - ~ inform LLC, 

, send Msdu in 
: in contention 
, period. 2nd 
: MaUnitdata_ 
, Status reports 
:Tx result. ... _ 

then 
strictlyOrdered 

else reorderable fi 

then addr3{sdu) 
else addr1 {sdu) 
fi 

/* This process runs when 
an MSDU to transmit is 
presented by LLC. This 
process validates request 
parameters, and if valid 
attaches a basic MAC 
header and sends the MSDU 
to MPDU preparation {at 
STA) or to Distribution 
Service {at AP). If request 
is invalid, or when status 
is available for the valid 
Tx attempt, LLC is informed 
by an MaUnitdataStatus._ 
Indication generated by 
this process. •1 

{addr2{sdu), 
da, stat, 
cf, srv) 

~ Build frame with 24-octet , ! MAC header and LLCdata: 
, !type:= data 
: toDS := 0 
, addr1:= da 
: addr2:= dot11 MacAddress 
, {sa parameter not used) 
1 addr3:= mBssld 
: <other header fields> := 0 
'------------------- 

dot11 MacAddress, 
import{mBssld), 
LLCdata) 

~ Send Msdu to 
- - ~ Mpdu preparation 

, {to distribution 
: service at AP) 
, with basic header. 
: Other fields are 
, filled in prior 
: to transmission . 
"------------- 
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DSM RSDU TSOU 

LToDsm] '1 7~ Block Distribution_Service Msdu Msdu Dist_Service_ 1a(1) 
Indicate] ConfiITTl] 

,.----------.. 
I I\ 
I . ' 
I I 
I I ._ __________ .J 

DsDsm DsMd MdDs 

[FromDsm] I ~sdu ] Request ,,, 

DSM - Interface DsBss 
(1,1) I, ' 

l'[MsduConfirm] [ MsduRequest] 
, 

/* only at AP*/ 

'l J ,~ ~slnqui~] Msdu 
/* This block interfaces Indicate DsNotify 
between the AP function 
and the Distribution 
System Medium, hence is 
only present at APs. 

In order to permit an LLC 
entity colocated with an 
AP to communicate via 
both the WM and the DSM, 
MAC Data Service at the 
AP interacts with this 
block. This causes frames 
originating at the station 
containing the AP to be 
treated equivalently to 
frames originating at any BssDs of the other stations MlmeDs 
associated with that AP.*/ 

, I l DsResponse] 

FROS 

TODS MMDS 
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Process DSM_lnterface DSM_data_1a(2) 

,----------~ 
I I\ 
I • • 
I I 
I I ._ ., 

,------------ 
: State continues 

- -: on next page . 
... _ 

dcl da, sa, wdsAddr MacAddr ; 
dcl dsmData Octetstring ; 
dcl dss DsStatus ; 
dcl rpri, tpri CfPriority ; 
dcl rsdu, tsdu Frame ; 
dcl trsl TxResult ; 

FromDsm 
(da, sa, 
dsmData) 

IMSDU 
--~ in from 

1DSM. '------------ 

rTrue ifda is 
- - ~ addr of asoc 

1 sta or any 
: group addr. 
'------------ 
da, sa, 
DsmData), 
tsdu:=setFrDs 
(tsdu,1) 

r True if da is 
- - ~ addr of this 

1 sta or active 
: group addr. ._ _ 

DS_ldle 

da, sa, 
DsmData), 
rsdu:=setFrDs 
(rsdu,1) 

rTrue if da 
- - ~ reached via 

, {one or more} 
: AP(wdsAddr). 
'------------ 
wdsAddr, 
da, DsmData), 
tsdu:= 

insAddr4(sa), 
tsdu:=setFrDs 

(tsdu,1), 
tsdu:=se!T oDs 
{tsdu,1) 

-----------------~ 
True if da reached via (one : 
or more} AP(wdsAddr). f 

MsduRequest 
{tsdu, 
contention) 

IMSDU 
--~ in from 

1WM. ._ _ 

r True if dais 
--~ addr of asoc 

, sta or any 
: group addr. 
'------------ 

DS_ldle 

addr3(rsdu), 
addr2(rsdu), 
substr{rsdu, 
sMacHdrlng, 
length(rsdu) - 
sMacHdrlng)), 
tsdu:=setFrDs 
(tsdu,1) 

, 
I 
I 
I 
I 
I ,.----------- 
I , True if da is 
~ ~ addr of this 

, sta or active 
: group addr. 

r True if dais 
- - ~ any group addr 

, or addr of sta 
: not asoc here. 
1.----------- 
addr2{rsdu), 
substr(rsdu, 
sMacHdrlng, 
length(rsdu) - 
sMacHdrlng)) 

(false) 

wdsAddr, 
addr3{rsdu), 
substr(rsdu, 
sMacHdrlng, 
length(rsdu) - 
sMacHdrlng)), 
tsdu:= 

insAddr4 
(addr2(rsdu)), 

tsdu:=setFrDs 
(tsdu,1), 

tsdu:=se!ToDs 
(tsdu,1) 

(false) (true) 

ToDsm 
(addr1 
(rsdu), 

IMSDU in 
- - ~ from local 

~ LLC entity _ 

r True if dais 
--~ addr of asoc 

1 sta or any 
: group addr. 
'------------ 

r True if da is 
- - ~ any group addr 

, or addr of sta 
: not asoc here. 
"------------ 

DS_ldle 

addr2(rsdu), 
addr3(rsdu), 
substr(rsdu, 
sMacHdrlng, 
length(rsdu) - 
sMacHdrlng)), 
tsdu:=setFrDs 
(tsdu,1) 

addr2(rsdu), 
substr(rsdu, 
sMacHdrlng, 
length(rsdu) - 
sMacHdrlng)) 

(false) 

wdsAddr, 
addr1 (rsdu), 
substr(rsdu, 
sMacHdrlng, 
length(rsdu) - 
sMacHdrlng)), 
tsdu:= 
insAddr4 
(addr2(rsdu)), 

tsdu:=setFrDs 
(tsdu,1), 

tsdu:=setToDs 
(tsdu,1) 

,------------------ 
: True if da reached via {one 
·: or more} AP(wdsAddr). 
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Process DSM_lnterface DSM_management_2a(2) 

~----------. 
I I\ 
I • • 
I I 
I I '-----------" 

DS_ldle : State continued 
- - -: from previous page. 

'-------------- 
,------------ 
1 Response 

-----~ to prior 
l MsduRequest __ 

import 
(aStationld) 

r Pass confirm 
- - ~ of LLC request 

i to Mac Data 
: Service. - 
'------------ 

DsNotify 
(da, dss) 

DS_ldle 

r Notification 
- - - - - ~ of a soc, reasoc, 

, or disasoc 
:from Mime. 
'------------ 

DS_ldle 

r Inquiry about 
- - - - - ~ existing asoc 

, status. Sent 
: by Mime when 
, validating 
: new asoc 
1 or reasoc 
: requests. ._ _ 

DS_ldle 
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FROS 

Block MPDU_Generation_AP 

I\ . ' I 
I '-----------" 

signal 
FragConfirm(FragSdu,TxResul 
FragRequest(FragSdu) ; 

Includes encryption if ; 
dot11 PrivacyOptionlmplemented ~ - - 
=true. This is a typical 
location, but implementers 
may use other locations 
between the MAC SAP 
and PHY SAP TX as 
long as they provide 
the specified behavior 
as observed at LLC, 
MLME and the WM. 

MsduConfirm] ap_MPDU_gen_ 1a(1) 

Msdu 

MsduRequest] 

r This block converts 
outgoing Msdus and Mmpd 
into Mpdus, fragmenting 
and encrypting as necessary. 

The PM_Filter_AP process 
queues frames needing 
announcement in a TIM, 
and frames to be sent 
during the CF period 
at an AP with an active 
point coordinator. This 
process also adds the 
TIM element to outgoing 
Beacon frames. • / 

Prepare_MPDU 
(1,1) 

r for STA and AP*/ 

[ MmRequest] 

FragConfirm] 
Mmpdu 

[ MmConfirm] 

FragMsdu 

FragRequest] 

PM Filter AP 
(1,1) - 

r AP version */ [~:~~!~;~~e.] 
PsChange 

PduConfirm,] 
PsPolled 

PwrMgt 

Mpdu 

PduRequest] 

MMTX 

TPDU 
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Process Prepare_MPDU prepare_ 1b(2) 

I\ .. 
I 
I .. ., 

~----- r----------------------• 

~ D 
I Procedure used for WEP encryption. 

Encrypt - -1 If dot11 PrivacyOptionlmplemented= 
1 false, this procedure is not present. '------------------------ 

imported mAssoc, mlbss, dot11 Privacylnvoked Boolean ; 
imported dot11 Fragmentation Threshold Integer ; 
imported dot11WepDefaultKeys KeyVector; 
imported dot11WepDefaultKeyld Keylndex ; 
imported dot11 WepKeyMappings KeyMapArray ; 
imported dot11WepKeyMappingLength KeyMapArrayLength ; 
imported mCap Octetstring ; 

dcl bcmc, keyOk, 
useWep Boolean:= fals 

dcl f FragNum ; 
dcl fsdu FragSdu ; 
dcl mpduOvhd, p, 

pduSize, !hid Integer ; 
dcl pri CfPriority ; 
dcl rrsl TxResult ; 
dcl sdu, rsdu Frame ; 

< import 
(mAssoc) 

and (not 
import(mAct_ 
ingAsAp)) 

,.----------- 
1 All data frames 

__ Jin Bss sent to 
: distrib. service 
'------------ 

< not import> 
(mAssoc) 

sdu:= 
se1Addr1 
(sdu,import 
(mBssld)), 

sdu:= 
se!ToDs 
(sdu,1) 

Invoked) and 
dot11 Privacy_ 
Option_ 
Implemented 

< import 
(mlbss) > 

Msdu 
Request 
(sdu,pri) 

Msdu 
Request 
(sdu,pri) 

sdu:= 
se1Addr3(sdu, 
addr1 (sdu)), 

,------------ 
1 Mmpdus sent , 1 even when not 

: 1 in Bss/lbss. 
I '------------ 

useWep:= 
import( 

dot11 Privacy_ 

-----------, 
Fragment and : 
encrypt is f----- 

- on next page. __ ~ 

t• This process generates 
one or more Mpdus from 
each outgoing Msdu or 
Mmpdu. If encryption is 
needed, the Mpdus are 
encrypted before being 
passed to be filtered for 
possible power save or 
CF queuing before Ix. •t 

1 All data frames --1 in lbss sent to 
1 destination sta. '------------ 

< not import> 
(mlbss) 

< import > 
(mActing_ 
AsAp) 

Prepare_ 
_AP 

Msdu 
Request 
(sdu,pri) 

ResetMAC 

No_Bss 

dot11 Privacy_ 
Option_ 
Implemented 
and if 
wepBit(sdu)=1 
then true 
else false ft 

Frag_ 
Confirm 
(fsdu,pri,rrsl) 

, 
I 
I 
I 
I 

-----------, 1------------, I I 
wepBit=true in , 1 Confirm Msdu to , : : 
request for 3rd ~ ~ MAC data service.], ..iE-- - - - -- - - - - _, 
frame of shared , confirm Mmpdu to , 
key auth. seq. : MLME sub-block. : ___________ ., ., 

Msdu 
Request 
(sdu,pri) 

< not import> 
(mActing_ 
AsAp) 

G 
Data frames ; 
rejected if ~ 
no Bss/lbss. , 
Implementations : 
may retain these , 
frames until a : 
Bss becomes , 
(re)available. : ___________ ., 

sMacHdrLng), 
pri:= fsdu!cf 

(fsdu! 
pdus(0)) 
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Process Prepare_MPDU fragment_2b(2) 

,.---------~ 
I " 
I • ' 
I I 
I I 
'"'----------" 
----------- .. 
Initialize 1 
FragSdu ~-- 
structure 1 ___________ ., 

dot11Fragmen_ 1 
tationThreshold ~ - - 
must not be , 
> dot11Max_ : 
Mpdulength. 1 ___________ ., 

length{sdu) > 
pduSize 

{false) 

pduSize:= 
length{sdu) - 
sMacHdrlng 

pduSize:= 
pduSize - 
mpduOvhd 

fsdu!fTot:= 
((length(sdu) - 
sMacHdrlng) / 

fsdu!eol:=0, fsdu!sqf:=0, 
fsdu!src:=0, fsdu!lrc:=0, 
fsdu!psm:=false, 
fsdu!txrate:=0 

fsdu!cf:=pri, 
fsdu!cnfTo:=sender, 
fsdu ! resume: =false 

IIv and lcv fields 
- - ~ not counted in pre- 

~ fragment overhead._ 

{dot11 Fragment_ 
ationThreshold) 

r This is the typical 
- - ~ case, with the length 

, of all but the last 
: fragment equal to 
1 dot11 Fragmentation 
: Threshold {plus - 
1 sWepAddlng if 
: useWep=true). The 
, value selected for 
: pduSize must be 
•>=256,even,and 
: <=aMpduMaxlength. 
'--------------- 

pduSize) + 
if ({length{sdu) - 
sMacHdrlng) 
mod pduSize) 
/=0 

then 1 
else 0 fi 

if fsdu!fTot=0 
then 1 
else fsdu!fTot fi 

unavailable 
KeyMapping) 

{false) 

Msdu 
Confirm 
{sdu, pri, 

sMacHdrlng) // 
substr{sdu,p, 
pduSize) 

{false) 

{false) 

import{dot11 WepKey _ 
Mappings), 
import{dot11 WepKey _ 
Mappinglength), 
import{dot11Wep_ 
DefaultKeys), 
import{dot11WepDefault_ 
Keyld), import{mCap)) 

pduSize:= if 
{p+pduSize) > length{sdu) 
then {length{sdu) - p + 1) 
else pduSize fi 

I 
I 
I 
I 
I ,.------------ 
I I Final fragment may 
'. ~ be shorter than 

, initial/intermediate 
: fragments. 
'------------- 

~ r Encryption expands 
'. ! each pdu by 

1 sWepAddlng, 
: hence Mpdus may 
, be longer than 

: ~~t~~~;~~~~~~-ength 
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Procedure Encrypt encrypt_ 1c(1) 

r; fpar in/out wpdu Frame, I\ 
: in/out keyOk Boolean, ' ~ 
, in maps KeyMapArray, , 
: in maplength KeyMapArraylength, 1 

, in kvec KeyVector, : 
1 in kndx Keylndex, 1 
: in caps Octetstring ; : ._ ., 

lcv field is 1 
encrypted, but } - - 
this length I 
is the pre-lcv : 
loop count. , 

if isWds then 
sWdsAddlng 
else O fi 

dcl icv Crc; 
dcl encryptlng, k, n Integer ; 
dcl encryptStr, newlV Octetstring ; 
dcl key PrngKey ; 
dcl kmap KeyMap ; 
imported procedure RC4 ; 
fpar PrngKey, Integer ; 
returns Octetstring ; I 

I 
I 
I 
I r----------- 
: 1 Test if addr4 
• ~ field is present. 

l Only need at AP._ 

r The IV generation algorithm 
- - ~ is not specified, but use of 

, a new IV for each Mpdu is 
: recommended STRONGLY. 

if isWds then 
sWdsAddlng 
else O fi 

ICV value I 
calculated from } - - 
plaintext. 1 ___________ ., 

-----------, 
Encrypt by xor 1 
of payload with :- - - 

_ encrypt string. _) 

maps, 
maplength) 

r Use default 
--~ key if no 

, mapping or 
: group dest. 
'------------ 

/* The algorithm for changing 
dot11WepDefaultKeyld is not 
specified.If all stations in the Bss 
have thesame values in the 
{relevant subsetof} 
dot11 WepDefaultKeys, 
a station's DefaultKeyld algorithm 
does not affect interoperability. •1 

I If mapping 
, - -~ keyOn=false, 
: 1 do not encrypt. I ._ _ 

I 
I 
I 
I 

-----------, 
raw ICV is 1's 1 
complement of } - - 
crc32, MSb-first 1 

----------- ... 
Return error 1 
toLLCif }-- 
- key is null. ) 

Concatenate ~ 
key with IV ~-- 
for encryption , 
PRNG seed. : 

Use RC4 PRNG to 1 
generate an encrypt }- - 
string as long as the 1 
MPDU payload : 
plus the ICV field. 1 

I 
I 
I 
I 

------------- ... I 
Insert IV and keyld 1 : 
between MAC header}~ 
and data field. 1 

encryptlng+ 
sCrclng) 

//newlV //01 // 
substr(wpdu, sMac_ 
Hdrlng, encryptlng) 

, 
I 
I 
I 
I 

-----------, I 

~e~:~~ bit ~ J 
Control field. 1 

(icv(n) 
xor 

encryptStr(k)) 

Encrypt ICV ~ 
octets and ~ , 
attach to end , 
of Mpdu. : ___________ ., 

(false) 

(false) 

keyOk:= 
true 

Copyright© 1999 IEEE. All rights reserved. 413 



ANSI/IEEE 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN 

Process PM_Filter_AP ap_PM_Bss_ 1 b(4) 

r----------. 
I I\ 
I • • 
I I 
I I '-----------.1 

< import > 
(mDisable) 

psQ:=emptyQ, 
txQ:=emptyQ 

< import > 
(mCfp) 

t Cfp handling 
~ is on next 
'.page. _ 

Frag_ 
Confirm 
(fsdu,resl) 

(conten ionFree) 

txQ:= qlast 
(txQ, fsdu) 

(true) 

PM_Bss 

r----------- 
1 PsChange 

- - ~ ignored when 
, assoc w/BSS. 

<not fsPend> 
and (length 
(txQ) /= 0) 

Pdu 
Request 
(fsdu) 

dcl asTbl AldTable ; 
dcl atPend, fsPend, sentBcn Boolean:= fals 
dcl cfQ, psQ, txQ SduQueue:= emptyQ ; 
dcl dpsm PsMode ; 
dcl fsdu, rsdu FragSdu; 
dcl k, n Integer ; 
dcl resl TxResult ; 
dcl rpdu Frame ; 
dcl rxAid, psx, asx, tlo, thi Asocld ; 
dcl sta MacAddr; 
dcl statAs DsStatus ; dcl statPs PsMode ; 
dcl tmap TrafficMap ; 

Bss_Cfp 

imported 
dot11 DtimPeriod, 
mDtimCount Integer 

~-------------~ (true) 
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Process PM_Filter_AP ap_PM_Cfp_2b{4) 

r--------- ... I I\ 
I • ' 
I 
I '-----------" 

Bss_Cfp 

< not import> 
{mCfp) 

else 

{con_ 
tention 
_free) - 

Frag_ 
Confirm 
{fsdu,resl) 

txQ:= qfirst 
{txQ, fsdu) 

or {length{txQ) 
/=O)) 

length{txQ) 

Send null SDU if ~ 
CFqueue empty. TxCII ~- 
then responds with 1 

~~nc~~;aNi~l~:~~rck. i 
~--------------" 

{=O) 
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Process PM_Filter_AP ap_PM_Asoc_3c(4) 

,.----------,. 
I I\ 
I • 1 
I I 
I I 
'-----------" 

r AsChange sent by 
_ - ~ AsocService_AP to 

1 indicate changes in 
: association status. 
'------------- 

(asoc, 
reasoc 

r PsChange sent by 
--~ Power_Save_Monitorto 

, indicate a change of power 
: save mode by a station. 
'------------------ 

asTbl(asx)! 
adAddr:= 

addr1(rpdu) 
(station_ active) 

'update 
asTbl(asx) with 

info in rpdu' 

r Age-related processing 
__ ~ of association records 

, is allowed, but no such 
: processing is required. 
'---------------- (>=O) 

txQ:=qlast 
(txQ,psQ( 

asx)), 

,.----------" 
Transfer any ' 
queued fsdus r - - - , 
from psQ to txQ 1 
when power save : 
station indicates , 
change to active. : 
-----------" 

psQ:= if asx=O 
then tail(psQ) 
else subQ(psQ, 0, asx-1)fi 
// if asx=length(psQ-1) 
then emptyQ 
else subQ(psQ, asx+1, 
length(psQ)-asx-1) fi 
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Process PM_Filter_AP ap_PM_PsPoll_ 4c(4) 

I\ .. 
I 
I '-----------.J 

PM_Bss 
1 This page handles only PsPoll response 

- -j selection. Other transitions from 
~ PM_Bss state appear on other pages. __ 

PsPolled 
( ,rxA id) 

1 Add Tim element 
-----j to outgoing 

1 beacon frames. '------------ 

(<0) 

, 
I 
I 
I 
I 
I ,.----------- 
: , No response if 
• { nothing queued 

1 for sta. Causes 
: Tx_Coord to 
1 send Ack frame. 
'------------ 

[ Normally these cover 
--~ the range of Aid values 

, in use, but subsets 
: are permitted. 
'---------------- 
fsdu!pdus(1) II 
mkTim(tmap, 
import(mDtimCount), 
import(dot11 DtimPeriod), 
tlo, thi, 
if qSearch(psQ, 
bcstAddr)<0 
then false 
else true fi) 

psQ:= if psx=O 
then tail(psQ) 
else subQ(psQ, 0, psx-1) fi 
// if psx=length(psQ-1) 
then emptyQ 
else subQ(psQ, psx+1, 
( length(psQ)-psx-1)) fi 

(<0) 

Pdu 
Request 
(fsdu) 

[ Tmap bits also are 
tmap(psx):=0 - - ~ cleared when the 

1 last fsdu for an Aid 
: is removed from 
, the psQ due to 
: Txlifetime expiring. 
'-------------- 
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RSDU TPDU 

Block Protocol_Control_AP 

,.---------~ 
I I\ 
I • ' 
I I 
I I ._ ., 

signal 
Ack(Time,Rate), 
CfRsp(Time, Rate), 
Cts(Time,Rate), 
PsPoll(Frame,Time,Rate), 
TxCfAck(Time,Rate); 

[PduRequest] 

Msdulndicate] ap_CTL_1d(1) 

Tdat 

r Includes point 
, - - ~ coordinator 
: , for use with 
1 : optional PCF. 
I '-----------· 
I 
I 
I 
I 
I 
I 
I 
I 
I 

[
BkDone, ] 
TxConfirm 

Tx Coordination AP - 
("1,1) 
r AP version •1 

[

MmCancel,] 
SwChnl, 
Tbtt 

PduConfirm, ] 
PsPolled 

Rdat 

r This block performs the 
DCF functions, as well as 
serving as Point Coordinator 
if the AP provides a PCF. 
Tx Coord AP includes the 
Pc-; RTS generation and 
(non-Ack) PS-Poll response. 
Rx_Coord_AP generates 
acknowledgements, routes 
management frames to MLME, 
routes data frames to MAC 
Data Service, and signals 
Ack, Cts, and PS-Poll frames 
to Tx_Coord_AP. •1 

[~~i;iciite] 
IE----------+--------------------31 MCTL 

[

Backoff, ] 
Cancel, 
TxRequest 

TxO 

TX 

Pell 

PlmeGet_ 
.confirm, 
PlmeSet 
.confirm, 
Plme 
Reset 
.confirm 

[

Ack, l CfRsp, 
Cts, 
PsPoll, 
TxCfAck 

Rell TxRx 

Tmgt 

me e 
.request, 
PlmeSet_ 
.request, 
PlmeReset_ 
.request 

BcMgt 

[
Mmlndicate,] 
Sslnquiry 

Trsp 

[TxConfirm] 

[ SsResponse] 

Rx Coordination 
(1,1) 
/'for STA & AP •1 

Rxlndicate,] 
NeedAck, 
RxCfAck 

Rxl 

MLME_PLME_SAP RX 
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Process Rx_ Coordination rx_coord_ 1a(4) 

,-----------. 
I I\ 
I • 1 
I I 
I I '-----------" 

aRxTxTurn 
aroundTlme) 

first(import 
(mBrates)), 
stuff 
(aMpdu_ 
Duration 
Factor, - 
sAckCtslng 
+ aPlcpHdr_ 
Length) 
+aPream 
blelength)) 

,------------ 
' Duration of - -1 PS-Poll and 
lAck response. __ 

r----------- 
IThe rest of - -1 No_Bss state 
lis on 3rd page. __ 

(RxC_ldle) 

timer Tsifs ; 

< import > 
(mDisable) 

NeedAck 
(ackTo,end 
dAck,rxRate) 

dAck:= dAck - 
if dAck>0 then 
dRsp else 0 fi 

dcl ackFrom, ackTo MacAddr; 
ResetMAC dcl dAck, dCts, dRsp, 

dSifsDly Duration ; 
dcl endRx, strTs Time ; 
dcl pdu, rspdu Frame ; 
dcl rxRate Rate ; 
dcl sas, sau StationState ; 
imported mNavEnd Time ; 

r----------- 
l RxC Idle state ---- - - - -- -- - -- --1 continues on 
lnextpage. _ 

RxCfPoll 

mkOs(dAck). 
ackTo) 

rspdu:= 
mkCtl 
(ack, 

~ No parameter 
- -! values because 

, without CfPoll 
: during Cfp the 
, transmitter 
'cannot send 
: after this ack. 
'------------ 

RxCfPoll 
(endRx, 
rxRate) 

~ Receipt of RxCfPoll 
- - - - - ~ while waiting to 

, send result of 
: NeedAck cancels 
, regular Ack wait 
: and reports the 
, need for +cf Ack 
: to TxCoord, which 
Iwill be in a 
: Sifs wait when 
, this signal 
:arrives. ,.. _ 

RxC_ldle 
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Process Rx_Coordination rx_coord_2b(4) 

,.---------, 
I\ .. 

I 
I ._ ., 

RxC_ldle 

,.------------· 
1 RxC Idle state 

- -{ is continued 
1 from previous page. '-------------- 
r---------------- 

Rxlndicale I Class 1 frames handled 
(pdu,endRx, - - - - -{ on this page, class 2 and 
strTs,rxRate) ~ 3 frames on next page._. 

(ack) 

Ack 
(endRx, 
rxRate) 

(cfend_ack 

(cts) 

Cts 
(endRx, 
rxRate) 

(cfend) 

CfEnd 

(beacon, 
probe_req) 

Msdu 
Indicate 
(pdu, 

(authentication, 
deauthentication, 
atim, 
probe_rsp) 

endRx,strTs, 
noerr) 

(rts) 

I 
I 
I 
I 
I ,------------ 
: 1 None of these 
• { frames should 

~ have group DA .• 
RxC_ldle 

mNavEnd) 
> now 

durld(rspdu)--dRsp, 
, addr2(pdu)) 
I 
I 
I 
I ,.----------- 
: 1 CTS respone to 
• { RTS only when 

1 the Nav is clear . ... _ 

(true) 

Msdu 
Indicate 
(pdu, 

if import(mCfp) 
then contention free 
else contention -fi) 

Sslnquiry 
(addr2(pdu)) 

if import(mCfp) 
then contention free 
else contention -fi) 

RxC_ldle 
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Process Rx_Coordination rx_coord_3b(4) 

I\ 
• 1 No_Bss 

< not import> 
(mDisable) 

rAt station 
, ~ Rx with toDs=1 

, discarded by 
: Filter_MPDU. 
, frDs=1 never 
: sent by Sta, so 
, explicit fromDs 
•test not 
: needed here. ~----------- 

else 

(beacon, 
probe_rsp) 

Mmlndicate 
(pdu ,endRx, 
strTs,noerr) 

RxC_ldle 

,.------------- ' I 

r Beacon and probe rsp 
----------------~ sent to Mlme_RecCRsp 

1 while scaning, other 
: types acknowledged 
1 (if unicast to this 
: station) but ignored. 
~--------------- 

(sau = 
authKey) sCfPollable 

false 

Mmlndicate 
(pdu,,, 
class2) 

(null_frame) 

Mm Indicate 
(pdu,,, 
noerr) 

PsPoll 
(pdu,endRx, 
rxrate) (false) 

Msdu 
Indicate 
(pdu) 

RxC_ldle RxC_ldle 
Signal receipt ; 
of PsPoll to ~ , 
AP transmit 1 

I 
I coordination. 

RxC_ldle , 
I 
I 
I 
I 

-----------, I 
PsPoll should I : 
not be received ~ ' 
at station. 1 

RxC_ldle 
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Process Rx_Coordination rx_coord_3.1a{4) 

r--------- ... 
I I\ 
I • • 
I I 
I I 
'-----------"' 

{true) 

Mmlndicate 
{pdu,,, 
class2) 

RxC_ldle RxC_ldle 
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Process Tx_Coordination_AP ap_tx_init_ 1e(8) 

r---------,. I\ 
• 1 

I 
I 1..----------.J 

timer Tifs, Trsp ; 

ResetMAC 

PlmeReset. 
Request - 

aRxTxTurn 
aroundTime) 

~ Mmrate must be 
- - ~ selected from 

1 mBrates. Other 
1 selection criteria 
: are not specified. 
'------------ 

dcl ackctstime, bstat, chan,frametime, 
frametime2 Integer; 

dcl ccw Integer:= aCwMin ; 
dcl curPm Bit ; 
dcl doHop, psmChg, cont Boolean:= false ; 
dcl dSifsDelay, endRx Time ; 
dcl fsdu FragSdu ; 
dcl rtype Ftype ; 
dcl rxA id Assocld ; 
dcl rxrate Rate ; 
dcl seqnum, ssrc, sire, n Integer:= O; 
dcl tpdu, rpdu, rspdu Frame ; 
dcl txrate Rate ; 
dcl cont Boolean ; 

Imported dot11 RtsThreshold, 
dot11 ShortRetrylimit, 
dot11 LongRetrylimit, 
dot11 Fragmentation Threshold, 
dot11 MaxTransmitMsdulifetime Integer ; 

/* RANDOM NUMBER FUNCTION */ 
imported procedure Random ; 
fpar limit Integer; returns Integer ; 

TxC_ldle 
dcl exported FxlP Boolean:= false ; 
dcl cTfrg exported as 

dot11TransmittedFragmentCount, 
cTfrm exported as 

dot11TransmittedFrameCount, 
cTmcfrm exported as 

dot11 MulticastTransmittedFrameCount, 
cFail exported as dot11 FailedCount, 
cRtry exported as dot11 RetryCount, 
cMrtry exported as dot11 MultipleRetryCount, 
cCts exported as dot11 RtsSuccessCount, 
cNcts exported as dot11RtsFailureCount, 
cNack exported as dot11AckFailureCount 

Counter32:= 0 ; 
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Process Tx_Coordination_AP ap_tx_idle_2d(8) 

I\ 
' . 

I 
I "'----------~ 

TxC_ldle 
I Ack, Cfend, Cts, Wake 

- - ~ and MmCancel ignored 
1 in TxC_ldle state. 
'---------------- 

,.-------------- 
1 These transitions are , -- --- --r.J only present at APs 

: : : with point coordinator. 
I I '--------------· 

Pdu 
Request 
(fsdu) 

< not import(> 
mBklP) 

1 Entry when 
, ~ station wakes 
: 1 up to transmit. 
I '------------ 
1 
I 
I 
I PsPolled 

(addr2(rpdu), 
Ald(rpdu)) 

I 

< >'., import _ 
(mCfp) 

G 
r----------- 
1 Test if fsdu seq 

--~ nmbr and tx 
1 lifetime set. 
'------------ 

seqnum:= 
if seqnum=4095 
then 0 else 
seqnum+1 fi, 

fsdu!eol:= 
now+ import 
(dot11 Max Transmit_ 
Msdulifetime) 

,------------- 
1 See 9.6 for rules 

- -~ about selecting 
1 transmit data rate. 
'------------- 

Backoff( 
0,0) 

PsPoll 
(rpdu, 
endRx, rxrate) 

(false) 

(true) 

I r AP responds 
'. ~ to PsPoll after 

1 Sits with Ack 
: or data. Basis 
, for choice of 
' response is 
: unspecified. 
'------------ 

(aSifsTime + (calcDur(txrate,stuff(aMpdu_ 
DurationFactor,sAckCtslng)) + aPlcp_ 
Headerlength + aPreamblelength) + 
if (fsdu!fTot = (fsdu!fCur+1)) then 0 else 
((2*aSifsTime) + (calcDur(txrate,stuff 
(aMpduDurationFactor, sAckCtslng)) + 
aPlcpHeaderlength + aPreamblelength) 
+ stuff(aMpduDurationFactor,((length 
(fsdu!pdus(fsdu!fCur+1)) + sCrclng)*8)) + 
aPlcpHeaderlength+aPreamblelength) ))) 

sCrclng) > import(dot11 RtsThreshold)) and 
(not fsdu!grpa) and ((fsdu!fCur=0) or retry(tpdu) 
or fsdu!resume) and (not import(mCfp)) 

import(mBssld), 
import(mBssld), 

) 

addr1( 
fsdu!pdus( 
1)) 

, , r See corresponding 
• - - -- -- - -- -! page of station 

1 version for comments 
: on usewith FH. 
... - - -- -- -- - - - - - - 

(true) 

(false) 

stuff(aMpduDurationFactor, 
((length(tpdu)+sCrclng)*8))+ 
aPlcpHeaderlength+ 
aPreamblelength +(3*aSifsTime) + 
(2*calcDur(txrate, stuff(aMpdu_ 
DurationFactor,sAckCtslng)) + 
aPlcpHeaderlength+aPreamblelength) ) 
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Process Tx_Coordination_AP ap_tx_dcf_3d(8) 

I\ .. 
I 
I ._ ., 

BkDone( 
bstat) 

(false) (false) 

Backoff( 
ccw,-1) 

Backoff( 
ccw,-1) 

TxC_Backoff TxC_Backoff 

Wait_Cts 

stuff(aMpdu_ 
Duration Factor, 
sAckCtslng))+ 
aPlcpHeader_ 
Length+aPre_ 
amblelength+ 
aSlotTime), Trsp) 

Ack signal is ' 
generated r , 
when Ack, , , 
CfAck, or : : 
Data+CfAck , , 

I I 
I I ___________ ., I . received. 

stuff(aMpdu_ 
DurationFactor, 
sAckCtslng))+ 
aPlcpHeader_ 
Length+aPre_ 
amblelength+ 
aSlotTime), Trsp) 
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Process Tx_Coordination_AP ap_tx_dcf_3.1d(8) 

r---------~ 
I\ . , 

I 
I .. ., 

Cts 
(endRx, 
txrate) 

If (fsdu!grpa) 
then inc(cTmcfrm) 
else cTmcfrm fi 

PduConfirm 
(fsdu, 
success) 

fsdu!lrc:=O, 
fsdu!src:=O 

TxC_ldle 

(aSifsTime + (calcDur(txrate, 
stuff(aMpduDurationFactor, 
sAckCtslng)) + aPlcpHeader_ 
Length + aPreambleLength) + 
if (fsdu!fTot = (fsdu!fCur+1 )) then 0 
else 
((2*aSifsTime) + (calcDur(txrate, 
stuff(aMpduDurationFactor, 
sAckCtslng)) +aPlcpHeader_ 
Length + aPreambleLength)+ 
stuff(aMpduDurationFactor, 
((length(fsdu!pdus(fsdu!fCur+1)) + 
sCrcLng)*8)) + aPlcpHeader_ 
Length+aPreambleLength)fi)) 

set(now+ 
dSifsDelay+ 

and (ftype(tpdu)=beacon) 

aSlotTime, Trsp) 

Backoff 
(ccw,-1) 

TxC_Backoff 
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Process Tx_Coordination_AP ap_retry_ 4d(8) 

r----------.. 
I I\ 
I • • 
I I 
I I 1.----------J 

(false) 

(false) 

then aCWmax 
else (2*ccw)+1 
fi 

fsdu!lrc:= 
fsdu!lrc+1 

import(dot11 Long_ 
Retrylimit) 

import(dot11 Long_ 
Retrylimit) 

(true) 

(false) 

(true) 

cont:= true 

else (2*ccw)+1 
fi 

fsdu!pdus(fsdu!fCur):= 
setRetry(fsdu!pdus( 
fsdu!fCur), 1) 

sCrcLng) > import( 
dot11 RtsThreshold)) 

fsdu!src:= 
fsdu!src+1 

import(dot11 Short_ 
Retrylimit) 

import(dot11 Short_ 
Retrylimit) 

~ This shows the case where the 
- -! same pdu is retried after the 

1 backoff. It is also allowable to 
: return this fsdu to PM_Filter with 
, status=partial, and to go to 
: TxC_Backoff state with cont=false. 
1 This will allow a different pdu 
' (if available) to be sent as the 
: next transmission. 1.---------------------- 

TxC_Backoff 
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Process Tx_Coordination_AP ap_dwe11_5d(8) 

I\ .. 
I 
I ._ ., 

TxC_Backoff 

TxC_ldle 
'PlmeSet. 
request 
(chan stuff)' 

TxC_ldle 

428 Copyright© 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE 802.11, 1999 Edition 

Process Tx_Coordination_AP ap_pcf_6b{8) 

I\ .. 
I 
I .., J 

r-- --- - - - --- - - • 
1 Transitions on this 

TxC _ Cfp - - ~ page are only present 
l for point coordinator. _ 

~ Attach CfPoll 
- - ~ and/or generate 

, CfPoll without 
: data based on 
, polling list if 
: mCfPoll=true. 
'-----------· 

seqnum:= 
seqnum+1, 

fsdu!eol:= 
now+ import{ 
dot11Max 
TransmitMsdu 
Lifetime) - 

< not import> Trsp 
{mCfp) 

set{now+ 
aSlotTime, 

Trsp) 

tpdu:= 
nikFrame 
{cfend, 

Wait_Cfp_ 
Sifs 

import{ 
mBssld), 
import{ 
mBssld)) 

Wait_Cfp_ 
Sifs 

import{mBssld), 
import{mBssld) ) 

Trsp 

ftype{tpdu) 
or pack) 

TxRequest 
{tpdu, 
txrate) 

1 Change data to 
~ data+cfAck if 
1 appropriate. 
'------------ 

cTmcfrm:= 
if fsdu!grpa 
then inc{cTmcfrm) 
else cTmcfrm fi 

1 See 9.6 for rules 
~ about selecting 
1 transmit data rate. 
'------------- 

Wait_CfAck 
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Process Tx_Coordination_AP ap_cf_retry_7b(8) 

~--------- ... 
I I\ 
I • • 
I I 
I I '-----------~ 

Wait_CfAck 

Trsp 

< 
fsdu!fCur+1 

r----------· 
: Send frame 
i at Sits 
I 1.----------· 

cTfrm:= 
inc(cTfrm) 

PduConfirm 
(fsdu, 
txlife) 

set(endRx+ 
dSifsDelay, 

Trsp) 

TxC_Cfp 

import( 
mRxA) > 

cRtry:= 
inc(cRtry) 

fsdu!pdus 
(fsdu!fCur):= 
setRetry 
(fsdu!pdus 
(fsdu!fCur), 1) 

import(dot11 Long_ 
Retrylimit)) 

export(cRtry) 

~ This returns the fsdu 
- -{ to the queue. At the 

1 next cf-poll, either 
: the same fsdu or a 
1 different fsdu may 
1 be selected for 
: transmission. ,._ _ 

TxConfirm 

TxC_ldle TxC_Cfp 

430 Copyright© 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE 802.11, 1999 Edition 

TX 

Block Transmission [TxConfirm] transmit_1a(1) 

I\ 
' . 

I 
I ... ., 

/* This block does octet 
level transfers of MPDUs 
from the MAC to the PHY 
transmitter, generating 
FCS fields and inserting 
timestamp values where 
necessary. Process Data_ 
Pump begins transmitting 
when TxRequest arrives. 
The sender of TxRequest 
is assumed to have done 
the appropriate actions 
prior to transimtting onto 
the WM. If these actions 
include performing random 
backoff or invoking the 
"backoff procedure" (see 
9.2.5.2), a Backoff signal 
is sent to process Backoff. 
At the completion of each 
backoff, a BkDone signal 
is returned to the sender 
of the Backoff signal at 
the correct time to send 
a TxRequest. The medium 
state updates (busy, idle, 
slot) from Channel_State 
are forwarded to Backoff 
Procedure via Data_Pump 
to prevent decrementing 
the backoff count while 
transmitting Cts or Ack 
frames. This block is used 
in both station and AP. • / 

Txrq 

BkDone] 

Bkof 

[
Backoff,] 
Cancel 

Backoff Procedure 
(1,1) - 

[ TxRequest] 
Busy,] Idle, 
Slot 

Data_Pump 
(1,1) 

FwdCs 

FromCs 

Busy, Idle, Slot] 

[

PhyTxStart.confirm,] 
PhyTxEnd.confirm, 
PhyData.confirm 

ToPHY 

[

PhyTxStart.request,] 
PhyTxEnd.request, 
PhyData.request 

cs 

PHY_SAP_TX 
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Process Data_Pump transmit_1a(1) 

I\ .. 
I 
I 1. ., 

1 Delay from 
, { Phy_Sap(tx) 
: 1 to antenna. 
I '-----------· 
I 
I 
I 
I 
I 
I 
I 
l 
I 
I 
I 
I 
I 
' 

(Tx_ldle) 

ResetMAC 

PhyTxEnd._ 
request 

dcl fcs Crc; 
dcl dTx 
Duration; 

dcl k, txlength 
Integer; 

dcl pdu Frame ; 
dcl rate Octet ; 
dcl source Pld ; 

r----------- 
1 No TxConfirm 

--{ ifTx halted 
1 by ResetMAC. '------------ 
r----------· 
1 Do not wait 

--{forTxEnd._ 
r confirrn. 
'------------ 

r--------------------- 
1 Pass Busy, Idle and Slot signals 

--{ to Backoff_Procedure while Tx is 
1 idle, but not during transmissions. '---------------------- 

Idle 

source:= 
sender 

Slot 

k:= 0, 
fcs:= initCrc 

txlength:= 
Length(pdu) 

imported 
procedure Tsf, 
fpar Integer, 
Boolean; 
returns Integer ; 

Idle Slot 

I Plcp length is 
- -{ Mpdu length 

1 + Fcs length '------------ 

r1ndicate medium 
- - ~ busy to freeze 

, backoff count 
: during transmit. 
'------------ 

PhyTxStart._ 
request 

(txlength+ 
sCrclng, 
rate) 

Send_Frame 

else 

, 
I 
I 
I 
I 

-----------., I 
Start of time 1 : 
stamp in beacon :- , 

_ and probe_rsp._) 

At confirm ; 
of octet 23, f-- 
insert TSF + 1 
Phy Tx delay : 
into [24:31] , 
of beacon or : 
probe rsp. , ___________ _, 

Send_Frame 

PhyData._ 
confirm 

/* This process sends an 
Mpdu to the Phy while 
generating & appending 
the Fcs. On beacons and 
probe responses inserts 
(TSF + Phy TxDelay) in 
the timestamp field at 
confirm of octet 23. 

To transmit after Sifs, 
send TxRequest at end 
of the M1 interval (see 
9.2.10). For Pifs, Difs, 
or any backoff slot, 
TxRequest is sent at the 
end of the appropriate 
M2 interval. */ 

r Send the 1 's 
- -{ complement 

, of calculated 

: ~ii ~i1~;6. 

-----------., 
TxConfirm goes 1 
to process that ~ , 

_ sent TxRequest. ) 

(true) 

PhyTxEnd._ 
request 

Tx_ldle 
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Process Backoff_Procedure backoff_ 1 b(2) 

I\ .. 
I 
I ._ ., 

No_Backoff 

DN is contention ~ 
window, cnt is ~----- 
slot count from 1 
previous BkDone. : 
If cnt<0, a new 1 
random count ' 
is generated. : 

-------------' 

(<0) 

-----------., 
Choose random 1 
backoff count f - - 
if cnt = -1. 1 

slotCnt:= call 
Random(cw) 

At start assume that the WM ' 
is busy until receiving a signal f- - 
which indicates the WM is idle., ___________________ ., 

Transitions to ~ 
Channel Idle ~ - - 
also align the 1 
Backoff signal : 
arrival time to , 
slot boundary 1 
(M2) timing. : ___________ ., Channel_ldle 

r----------· 
1 Save Pld from 

--] request to use 
, as addr of Done. 
'------------ 

r-----------· 
1 Resume with count 

- -] from cancelled 
1 backoff if cnt>=0. 

Slot only sent ; 
when WM idle. ~ , 
This is for the , 
case where WM : 
idle at arrival of , 
Backoff signal. : ___________ ., 

/* This process performs the 
Backoff Procedure (see 9.2.5.2), 
returning Done(-1) when Tx may 
begin, or Done(n>=0) if cancelled . 
Backoff(cw,-1) starts new random 
backoff. Backoff(x,n>=0) resumes 
cancelled backoff. Backoff(0,0) 
sends Done(-1) when WM idle. */ 

/* Input Signal Summary 
BUSY is sent by Channel_State 
when the WM changes from idle 
to busy due to CCA and/or NAV, 
and by Data_Pump at TxStart. 

CANCEL is sent by TxCoordination 
to terminate a backoff and return 
the residual backoff count value. 

IDLE is sent by Channel_State at the 
end of the M2 interval (see 9.2.10) 
that busy WM has been idle (CCA & 
NAV) for DIFS (EIFS after Rx error). 

SLOT is sent by Channel_State at the 
end of each M2 interval (see 9.2.10) 
while the WM is idle. 

Busy, Idle and Slot are forwarded 
from Channel_State via Data_Pump 
when transmit is not in progress. */ 

dcl slotCnt, 
cw, cnt 
Integer; 

dcl source Pld; 
dcl exported 
mBklP 
Boolean:= 
false; 

No_Backoff 

/* RANDOM NUMBER FUNCTION */ 
imported procedure Random ; 
fpar limit Integer; returns Integer; 

/* This function returns an integer 
from a uniform distribution over 
the range (0 <= value <= limit). 
Implementers need to be aware 
that proper operation of the MAC 
protocol requires statistically 
independent (pseudo-)random 
sequences to be generated by 
each station in a service area. */ 
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Process Backoff_Procedure backoff_ 1.1 a(2) 

I\ .. 
I 
I ._ ., 

Channel_ldle 
1 Finish at M2 of proper slot, 

, ~ even if slotCnt =O 
: 1 at entry to state. 
I '------------------ 

, Idle Slot 

r1dle signal 
~ not sent if 
, WM free. This 
: consumes any 
, Idles still on 
: input queue. 
'------------ 

I 
I '. < slotCnt=O) 

r Cancel has priority over other 
, ~ transitions. Done(O) returned if 
' , Cancel arrives at instant 
: : slotCnt:=O. 
I '--------------------- 
1 
I 
I 

1 Decrement count 
~ for each slot 
1 when WM idle. ._ _ 

, Channel_Busy 
I 
I 
I 
I 
I ,------------ 
: 1 Go back and 
• ~ wait for WM 

, to become idle. 
'------------ 

Done sent with ; 
value -1 when ~ , 
backoff counts , 
down to zero. : _ ., 

BkDone( 
if cnt=O 
then -2 

BkDone 
(slotCnt) 
to source 

else-1 fi) 
to source 
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SM_MLME_SAP 

Block MAC_Management_Service 

[

MlmeGet.confirm, ] 
MlmeSet.confirm, 
MlmeReset.confirm 

I\ . ' 
I 
I 

This process is ; 
a summary of ~ - ---- - "' 
MIB access. , ' 
MIB attribute : : 
definitions 1 ' 
(inASN.1)are : : 

_i~:='=i~~~!:._J : 
I 
I 

[

MlmeGet.request, ] 
MlmeSet.request, 
MlmeReset.request 

Mac_Mgmt_1a(1) 

MIB(1,1) 

MlmeReset.request ; 
sends a ResetMAC ~ - - - , 
signal to every , 
process in every : 
block. To reduce , 
diagram clutter, : 
ResetMAC signal 1 
routing is not shown ' 
outside this block. : -------------~ 

Mres 

This process handles ; 
requests sequentially. ~ --- - - -- -- -- - -- - - -- -- - 
Start, join, powermgt, , 
scan, re/dis/associate : 
and deauthenticate , 
must be sequential. : 
It is possible to have , 
multiple authentication : 
sequences in progress, 
concurrently. To allow : 
this, AuthReq_Service : 
in the MLME block 1 
would have to cache , 
challenge text and : 
match responses to , 
cached request info. : 

---------------~ 

[ ResetMAC] 

/' In this block are 
the MAC MIB and 
MLME SAP service 
primitives described 
in Clause 10. The 
MLME services are 
performed in the 
MLME block. This 
block is used both 
in station and AP. */ 

ReqConfirm 

MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeJoin.confirm, 
MlmePowermgt.confirm, 
MlmeReassociate.confirm, 
MlmeScan.confirm, 
MlmeStart.confirm 

MlmeAssociate.request, 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeJoin.request, 
MlmePowermgt.request, 
MlmeReassociate.request, 
MlmeScan.request, 
MlmeStart.request 

Indications 

MlmeAssociate. 
indication, - 
MlmeAuthenticate. 
indication, 
MlmeDeauthenticate. 
indication, 
MlmeDisassociate. 
indication, 
MlmeReassociate. 
indication - 

Mlme_Requests 
(1,1) 

Mime Indications 
(1,1)- 

ToMgt 

MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeJoin.confirm, 
MlmePowermgt.confirm, 
MlmeReassociate.confirm, 
MlmeScan.confirm, 
MlmeStart.confirm 

MlmeAssociate.request, 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeJoin.request, 
MlmePowermgt.request, 
MlmeReassociate.request, 
MlmeScan.request, 
MlmeStart.request 

MlmeAssociate. 
indication, - 
MlmeAuthenticate. 
indication, 
MlmeDeauthenticate. 
indication, 
MlmeDisassociate. 
indication, - 
MlmeReassociate. 
indication - 

FromMgt 

MMGT 
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Process Mlme_lndications Mlme_indication_ 1 a(1) 

,---------- ... I I\ 
I '' I I 
I I L----------.J 

dcl alg AuthType ; 
dcl rsn ReasonCod 
dcl sta MacAddr; 

,.----------------------------------------~ 
1 This state machine passes indications through, unmodified, from 

- - ~ MLME to the MLME SAP. MlmeAssociate.indication and 
~ MlmeReassociate.indication are only generated by MLME at APs._ 

MlmeDisas 
soclate.lnd " 
ication(sta,rsn) 

MlmeReas 
soctate.lnd" 
ication(sta)- 

MlmeAsso 
date.ind - 
ication(sta) 

MlmeDisas 
soclate.mo " 
ication(staf 

436 Copyright© 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE 802.11, 1999 Edition 

Process MIB Mib_access_ 1 a(2) 

r----------"t 
I I\ 
I • • 
I I 
I I ------------" 

dcl x MibAtrib ; 
dcl v MibValue ; 
dcl adr MacAddr ; 
dcl dflt Boolean ; 

r This process performs 
MlmeGet, MlmeSet, an 
MlmeReset functions. 
MIB access and update 
is described informally 
to avoid creating a full 
definition of the MIB 
in SOL (and anticipating 
the integration of the 
ASN.1 MIB definition 
using Z.105). •1 

('write_only') 

i ResetMAC is sent to all processes 
- - i in all blocks. However, to reduce 

, clutter and enhance readability, 
: ResetMAC is omitted from signallists 
1 and signal routes needed solely for 
: the ResetMAC signal are not shown. 
------------------------- 

i Reset read-write attributes in the MAC 
- -i MIB. The write-only attributes in the 

, privacy group may also be reset. 
: If there is a (non-Mime) means to alter 

: rhn:y 
0
!~hs~ ~~a!it~lre~~~bdu~fa~ftl~:~~es. 

--------------------------- 
I 
I 
I 
I 
I ,---------------------------- 
: , A locally-administered MAC address • i may be used in lieu of the unique, 

, globally-administered MAC address 
: assigned to the station. However, the 
, value of dot11 MacAddress may not change 
: during MAC operation. 
----------------------------- 

('invalid') 

MlmeSet. 
confirm - 
(invalid,x) 

MlmeSet. 
request - 
(x, v) 

('read_only') 

MlmeSet. 
confirm - 
(read_only,x 
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Process MIB Mib_import_export_2b(2) 

,.---------, 
I I\ 
I • • 
I I 
I I ~-----------' 

/* Import of {Read-Only} MIB counter 
values exported from other processes •1 

imported 
dot11AckFailureCount, 
dot11 FailedCount, 
dot11 FcsErrorCount, 
dot11 FrameDuplicateCount, 
dot11 MulticastReceivedFrameCount, 
dot11 MulticastTransmittedFrameCount, 
dot11 MultipleRetryCount, 
dot11 ReceivedFragmentCount, 
dot11 RetryCount, 
dot11 RtsFailureCount, 
dot11 RtsSuccessCount, 
dot11TransmittedFragmentCount, 
dot11 WepExcludedCount, 
dot11WeplcvErrorCount, 
dot11 WepUndecryptableCount Counter32 ; 

/* Declarations of MIB attributes exported from 
this process • I 

/* Read-Write attributes •1 
def exported 

dot11AuthenticationAlgorithms AuthTypeSet:= 
incl(open_system, shared_key), 

dot11 ExcludeUnencrypted Boolean:= false, 
dot11 Fragmentation Threshold Integer:= 2346, 
dot11 GroupAddresses MacAddrSet:= empty, 
dot11 LongRetryLimit Integer:= 4, 
dot11MaxReceiveLifetime Kusec:= 512, 
dot11MaxTransmitMsduLifetime Kusec:= 512, 
dot11 MediumOccupancyLimit Kusec:= 100, 
dot11 Privacylnvoked Boolean:= false, 
mReceiveDTIMs Boolean:= true, 
dot11 CfpPeriod Integer:= 1, 
dot11 CfpMaxDuration Kusec:= 200, 
dot11AuthenticationResponseTimeout Kusec:= 512, 
dot11 RtsThreshold Integer:= 3000, 
dot11 ShortRetryLimit Integer:= 7, 
dot11WepDefaultKeyld Keylndex:= 0, 
dot11 CurrentChannelNumber Integer:= 0, 
dot11 CurrentSet Integer:= 0, 
dot11 CurrentPattern Integer:= 0, 
dot11 Currentlndex Integer:= 0 ; 

/* Write-Only attributes •1 
def exported 
dot11WepDefaultKeys KeyVector:= nullKey, 
dot11 WepKeyMappings 

KeyMapArray:= (. nullAddr, false, nullKey .) ; 

/* The following Read-Only attributes in the 
MAC MIB are defined as synonyms (named 
constants) rather than remote variables 
because they describe properties of the 
station which are static, at least during 
any single instance of MAC operation: 
dot11 AuthenticationAlgorithms Auth Type Set, 
dot11 CfPollable Boolean, 
dot11 MacAddress MacAddr, 
dot11 ManufacturerlD Octetstring, 
dot11 PrivacyOptionlmplemented Boolean, 
dot11 ProductlD Octetstring, 
aStationlD MacAddr, 
dot11WepKeyMappingLength Integer; 

In addition, all Read-Only attributes in the 
PHY MIB which are accessed by the MAC 
are defined as synonyms. 

·1 

/* NOTE: 
The values listed for MAC MIB attributes are the 
specified default values for those attributes. 
The values listed for PHY MIB attributes are either 
the default values for the FH PHY, or arbitrary 
values within the specified range. The specific 
values for PHY attributes in this SDL description 
of the MAC do not have normative significance. 

·1 

438 Copyright© 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE 802.11, 1999 Edition 

Process Mlme_Requests Mlme_request_ 1 b(3) 

,-----------. 
I I\ 
I • • 
I I 
I I ._ ., 

dcl exported mActingAsAp 
Boolean:= false ; 

imported mAssoc, 
mlbss Boolean ; 

newtype MRqState 
literals idle, bss, ibss, a 
endnewtype MRqState ; 

dcl rqState 
MRqState:= idle ; 

: Reject Authenticate, 
---, allow Start if idle 

I '-------------- 

,--------------, 
I 

Reject Start if ; 1 

not idle, allow ~~ 
Auth if neither , 
IDLE nor AP. : ___________ ., 

(ss, btype, !Ben, 
dip, cfpm, phpm, 
ibpm, dly, cap, 
bRate, oRate) 

/* This process tracks 
the synchronization state 
of the station as Idle 
(not part of any Bss), 
lbss (started or joined 
an independent Bss), Bss 
(ioined an infrastructure 
Bss), or Ap (started an 
infrastructure Bss). 
Mime operation requests 
invalid in the current 
state are rejected here, 
while valid requests are 
passed to the Mime block 
for processing. This 
simplifies process flow 
and signal saving in the 
Mime block, because only 
meaningful Mime requests 
arrive for handling. */ 

dcl alg AuthType ; 
dcl bRate, oRate, ss Octetstrin 
dcl bss BssDscr ; 
dcl bssSet BssDscrSet ; 
dcl btype BssType ; 
dcl cap Capability ; 
dcl cfpm CfParms ; 
dcl chlist lntstring ; 
dcl dip, Ii Integer; 
dcl dly Usec ; 
dcl ibpm lbssParms ; 
dcl phpm PhyParms ; 
dcl ps PwrSave ; 
dcl rs ReasonCode ; 
dcl scan ScanType ; 
dcl sta, bid MacAddr; 
dcl sis MlmeStatus ; 
dcl !Ben, tmax, tmin, tmot Kusec ; 
dcl typeSet BssTypeSet; 
dcl wake, rdtm Boolean ; 

MlmeAuth_ 1 Reject as invalid 
enticate.re --~ due to not being 
quest(sta, :-i ~i~~-B_:3~:_ _ 

(IDLE, AP) (IDLE) 

MlmeStart. 
request( , , - 
,,,,,,,,) 

MlmeAuth 
enticate. - 
confirm - 

(independent) 

(sta, 
invalid) 

MlmeAuth_ 
enticate. 
request - 

(sta, alg, 
tmot) 

(true) (false) 

MlmeAuth_ (sta, alg, 
tmot) 

Mime 
Start.=: 
request 

(ss, btype, !Ben, 
dip, cfpm, phpm, 
ibpm, dly, cap, 
bRate, oRate) 

MlmeStart. 
confirm - 
(invalid) 

Wait_Mlme 
MlmeStart._ 
confirm 
(alreadyBss) 

Wait_Mlme 

,.----------- 
1 Reset and 

- - j Deauthenticate 
'. always allowed. _ 

MlmeDeau 
thenticate. - 
request( - 

Wait_Mlme 

1 sta,rs) 
I 
I 
I 
I ,-----------· 
: , Deauthenticate 
• ~ expunges local 

, authentication 
: record even if 
, there is no BSS 
' for sending the 
: notification. 
'------------ 
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Process Mlme_Requests Mlme_request_2c(3) 

I\ 
• 1 

I 
I ... " 

BSS 

,.----------· 
1 Allow Associate 

- -{ and Reassociate 
1 while joined Bss. '------------ 

(sta, tmot, 
cap,li) 

MlmeRe 
associate._ 
request 

,------------- 
1 Associate request 

- -{ rejected as invalid 
1 while associated. '------------- 

(sta, tmot, 
cap,li) 

(sta, tmot, 
cap.li) 

Wait_Mlme Wait_Mlme 

AP 

,-------------- 
1 Reject Scan, Join 

- -{ and Powermgt; allow 
1 Disassociate at AP. 
'-------------- 

,.---------------· 
1 Reject Associate and 

- -{ Reassociate at AP and 
'. at station not joined Bss .• 

(BSS) 

(sta, tmot, 
cap,li) 

,.------------· 
1 Reassociate request 

- -{ rejected as invalid 
1 if not associated. ... _ 

MlmeJoin. 
request 
( .. ,) 

MlmeJoin. 
confirm - 
(invalid) 

MlmePower 
mgt.request 
( .. ) 

MlmeDisas_ 
sociate.re 
questtstajs) 

Mime 
Associate. 
request(.,-;-) 

MlmeDisas 
sociate.re - 
questtstajs) 

MlmeAssoc 
iate.confirm - 
(invalid) 

MlmeRe_ 
associate. 
request(. ,--;) 

Wait_Mlme 

(AP) 

r----------------- 
llf not AP, allow Join, Scan 

- -{ and Powermgt, also allow 
1 Disassociate if associated. 
'------------------ 

1 Only AP may send 
).\ { disassociate to a 

: 1 group address. 
I '------------- 

MlmeScan._ 
request 
(btype,bid, 

ss, scan, 
dly, chlist, 
tmin, !max) 

MlmeJoin. 
request( - 
bss,tmot,dly, 

MlmePower 
mgt.request( ps,wake,rdtm) 

MlmeScan._ ss, scan, 
dly, chlist, 
tmin, tmax) 

oRate) 
and 
not(isGroup 
(sta)) 

MlmePower 
mgt.request{ 
ps,wake,rdtm) 

false 

Wait_Mlme 
MlmeJoin. 
request( - 
bss,tmot,dly, 

oRate) 
MlmeDisas 
sociate.con" 
firm(invalid)- 

Wait_Mlme 

Wait_Mlme Wait_Mlme 
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Process Mlme_Requests Mlme_response_3a(3) 

I\ .. 
I 
I ._ ., 

Wait_Mlme 
I Wait for MAC 

- - ~ management to 
1 process request. 
"----------- 

--------------., 
Save new (request) 1 
signals while awaiting :- - - 

_response from MLME.) 

MlmeDeauth 
enticate.con - 
firm(sta,sts) - 

MlmeAs_ 
sociate. 
confirm{sts) 

MlmeReas 
sociate. - 
confirm{sts) 

MlmeDis 
associate. 
confirm(stsj 

MlmeAuthen 
ticate.confir 
(sta,alg,sts) 

MlmeDeauth 
enticate.con 
firm(sta,sts) 

MlmeAs_ 
sociate. 
confirm{sts) 

MlmeReas 
sociate. - 
confirm(sts) 

MlmeDis 
associate. 
confirm(stsj 

Mime 
Start. 
confirm(sts) 

MlmeJoin. 
confirm - 
(sts) 

Mime 
Start. 
confirm(sts) 

MlmeJoin._ 
confirm 
{sis) 

-----------., 
Return to the 1 
state prior to :- ~ 
Wait_Mlme. I I 
------------' I 

I 
I 
I 
I 

Scan leaves station ~ 
in Idle state because ~ - - 
synchronization with 1 
a previous Bss is lost. : 
Implementations may , 
save and restore TSF 1 

and association info : 
to automatically re- 1 
join a previous Bss. : ______________ ., 

(bss) 

IDLE IBSS BSS AP 

(false) 

rqState:= ibss' BSS 

IBSS 

AP 
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MMGT 

Block MLME_AP 

r---------~ I I\ 
I ' • 
I I 
I I ._ ., 

Signal 
StaState 
(MacAddr,StationState); 

/* In this block are the handlers 
for Mime operation requests, 
the responders for incoming 
management frames, and the 
time synchronization function 
for the AP, as well as 
contention free period timing 
if this AP includes a PCF. 
This block also contains the 
process which maintains 
record of power save mode 
and station state for access 
by other processes. */ 

Mop 

MMTX 

MMDS 

MCTL 

[ MmConfirm] 

MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeStart.confirm, 
MlmeAssociate.indication, 
MlmeAuthenticate.indication, 
MlmeDeauthenticate.indication, 
MlmeDisassociate.indication, 
MlmeReassociate.indication 

[

MlmeDeauthenticate.request,] 
MlmeDisassociate.request, 
MlmeStart.request 

[
PsChange, ] 
PsResponse 

To_Mtx 

To_Mct 

Mime AP 
_ServTces(1,1) r AP version */ 

[ Mmlndicate] 

[ DsResponse] 

Dslnquiry,] 
DsNotify 

[
MmCancel,] 
SwChnl 

Psm 

To_Ds 

Sst 

ap_MLME_ 1a(1) 

[ Sslnquiry] 

[ StaState] 

Ssu 

Power Save 
_Moniior{1, 1) 
I* for STA & 

AP*/ 

r This process assumes 
- - - - ~ that the Mime request 

, signals have been 
: validated by MAC 
, Management service, 
: and are restricted 
, to those appropriate 
: for use at AP. 
'--------------- 

r----------• 
1 Records power 

- - - - { save mode and 
1 station state. ._ _ 

Pslndicate] 

FromRx 
ToRx 

PS 

442 Copyright© 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE 802.11, 1999 Edition 

Process Power_Save_Monitor ps_monitor_ 1a(2) 

r---------.,. 
I I\ 
I • 1 
I I 
I I ,. ., 

/* This process 
records power 
save state as 
indicated in the 
headers of all 
valid rx frames; 
and auth/asoc 
state from all 
management 
exchanges by 
th is station. * / 

/* Each of these sets holds MAC addresses of 
stations with a particular operational state. 
Stations are added to and removed from sets 
due to MLME requests, received management 
frames, and bits in received MAC headers. 
Sets are not aged, as there is no requirement 
for periodic activity, but aging to expunge 
addresses of inactive stations is permitted. 

*/ dcl 
awake, /* detected in sta active mode*/ 
asleep, /* detected in power_save mode*/ 
authOs, /* authenticated by open system */ 
authKey, /* authenticated by any other alg. */ 
asoc /* associated (011 member, non-AP)*/ 
MacAddrSet ; 

dcl psm 
PsMode; 

dcl psquery 
Boolean; 

dcl sst, asst 
StationState ; 

dcl sta 
MacAddr; 

1 Pslndicate 
, { signals from 
: I Rx block. I ._. _ 

I ,---------~--------r---------, 
I 
I 
1 Pslndicate 

(sta, psm) 

r---------------- 
1 Power Save Mode and 

Monitor _Idle - -{ Station State monitoring 
~ here, query on next page._ 

Clear specific 1 
authentication ~ 
info at startup , 
but not reset. : 

StaState signals 1 
from Auth, Asoc ~---- 
Mime services. 1 ___________ ., 

(power _save) 

ResetMAC 

~ Clear info on 
--~ power save and 

, associated 
: stations at 
: startup and 
1 at reset. '------------ 

asoc:= 
lncl(sta, 
asoc) 

(auth_open) (auth_key) 

authKey:= 
lncl(sta, 
authKey) 

Association ; 
adds asoc f 
state while 1 
leaving auth 1 
info intact. : ___________ ., 

(dis_ 
soc) 

~ Send PsChange 
, ~ when sleeping 

1 station reports 
: active mode. ,.. _ 

Deauthenticate ' 
of associated 
station causes 
disassociate 
at same time. 
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Process Power_Save_Monitor ps_monitor_2a(2) 

I\ .. 
I 
I '------------' 

1 Power Save and Station State 
Monitor_ldle --{ query and response below, 

1 monitoring on previous page. '-------------------- 
r---------------------• 
1 Pslnquiry returns PsResponse to 

- -{ report power mode awake, asleep, 
~ or unknown at the target station. __ 

Sslnquiry 
(sta) 

~ Sslnquiry returns SsResponse to report 
- - ~ station state not_auth, assoc, or dis_assoc; 

: and authentication state not_auth, 
1 auth_open, or auth_key at the target station. 
'----------------------------- 

(false) 

(true) 

(true) 

psm:= 
awake 

(true) 

asst:= 
auth_open 

(true) 

asst:= 
auth_key 

(false) 

(false) 

asst:= 
not_auth 

sst:= 
asoc 

sst:= asst 

r-----------------• 
1 When there is no association 

- -{ info, station state is identical 
1 to authentication state. 
'------------------- 

SsResponse 
(sta,sst,asst) 
to sender 
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Mop 

Process Mlme_AP _Services [ MlmeDeauthenticate.confirm] ap_Mm_svc_ 1 b(1) 

,----------~ 
I I\ 
I • ' 
I I 
I I ._ ., 

/* Intra-MAC remote variables*/ 
dcl exported mAssoc Boolean:= true, 
mBrates Octetstring:=mkOS(10, 1 ), 
mBssld MacAddr:= dot11 MacAddress, 
mCap Octetstring:= 02, 
mCfp Boolean:= false, 
mDisable Boolean:= true, 
mDtimCount Integer:= 0, 
dot11 DtimPeriod Integer:= 1, 
mlbss Boolean:= false, 
mNextBdry Time:= 0, 
mNextTbtt Time:= 0, 
dot11 OperationalRateSet Octetstring:= 

mkOS(10,1), 
mPcAvail Boolean:= sCfPollable, 
mPcPoll Boolean:= false, 
dot11 PowerManagementMode PwrSave:= 

sta_active, 
mPss PsState:= awake, 
mSsld Octetstring:= null ; 

[

MlmeAssociate.indication, l 
MlmeDisassociate.confirm, 
MlmeDisassociate.indication, 
MlmeReassociate.indication 

To 
Mix 

AsMop 

Ssu 

To 
Met 

SyCtl 

DsDs 

/* Each of these ovals represents a 
SERVICE. Each service contains 
the state transitions to handle a 
DISJOINT SUBSET of the input 
signal set of this process. Services 
share local variables and the input 
queue. At any instant, a state 
transition can occur in, at most, one 
service - the service which handles 
the kind of signal at the head of the 
process input queue. */ 

-----------, 
ResetMAC I 
handled by 

_ Sync service. __ , 

[ SwDone] 

Timer Tauth, 
Tchal, Tbcn; 

[
MlmeAuthenticate.indication, ] 
MlmeDeauthenticate.indication 

[ MlmeStart.confirm] 

ArqMop 

MlmeDeauthenticate._] 
request 

Arslnd 

Signal 
AsocReq(Frame), 
AsocRsp(Frame), 
AuthOdd(Frame), 
Beacon(Frame, Time, 
Time), 
Cfend, 
Cls2err(MacAddr), 
Cls3err(MacAddr), 
Deauth(Frame), 
Disasoc(Frame), 
ProbeReq(Frame), 
ProbeRsp(Frame, 
Time.Time), 

ReasocReq(Frame ), 
ReasocRsp(Frame), 
Send(Frame,lmed), 
Sent(Frame,TxStatus), 
Sst(MacAddr, 
StationState ), 

Xport; 

SyRx 

ChangeNav] 

SyMop 

[ MlmeStart.reques 

ToRx 
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Service AsocService_AP ap_disasoc_ 1 b(2) 

r---------, 
I I\ 
I • • 
I I 
I I '-----------.J 

Disasoc 
(asRdu) 

r This service responds to 
incoming Associate, and 
Reassociate at the AP, and 
handles Disassociate requests 
from Mime and WM. This 
service also generates 
responses for class 3 errors. */ 

r------------------------ 
1 On this page are Disassociate request, - -1 incoming Disassociation frame, and 
~ class 3 error. More on next page. _ 

(asSta, 
asRsn) 

asSta, 
mBssid, 
asRsn) 

(true) (false) 

MlmeDis_ 
associate. 
indication - 

Sst(asSta, 
dis_asoc) 

(addr2(asRdu), 
reason(asRdu)) 

dcl asCap Capability ; 
dcl asRsn ReasonCode , 
dcl asSta MacAddr ; 
dcl asSts TxResult ; 
dcl asStat DsStatus ; 
dcl asRdu, asSdu Frame ; 

MlmeDis_ 
associate. 
request 

~ Local station state 
- - ~ updated even if 

, notification frame 
: is undeliverable. '------------- 

1 Update station - -1 state regarding 
1 th is association. .._ _ 

1 Don't confirm - -1 class 3 error 
1 notifications . 
'------------ 

AsChange 
(asRdu, 
disasoc) 

r------------• 
1 Remove association - -1 data recorded for 
1 this station. ,._ _ 

MlmeDis 
associate. 
confirm 

(successful) 

Xport 
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Service AsocService_AP ap_asoc_reasoc_2a(2) 

r----------. 
I\ . ' 

I 
I 

'------------' 

Asoc_ldle 

r----------------------• 
1 On this page are response to 

- -{ associate and reassociate requests . 
'. More of this state on previous page._ 

Send 
{asSdu, 
norm) 

else 

'make 
asoc_rsp 

(fail)' 

asStat) 

ReasocReq 
{asRdu) 

Dslnquiry 
{addr2(asRdu), 
mBssld) 

else 

'make 
reasoc_rsp 

{fail)' 

reasoc) 

Asoc_ldle Asoc_ldle 
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Service AuthReqService_AP ap_auth_req_1a(1) 

I\ 
L • 

I 
I '------------J 

dcl auAlg AuthType ; 
dcl auCap Capability ; 
dcl auRdu, auSdu Frame ; 
dcl auRsn ReasonCode ; 
dcl auSta MacAddr ; 
dcl auSts TxResult ; 
dcl auTmot Kusec ; 

r This service handles 
DeAuthenticate requests. 
This service also handles 
incoming the generation of 
responses for class 2 errors. 

This service does not 
do authenticate requests 
because APs never 
initiate authentication. •t 

Auth_Req_ 
Idle 

Cls2err 
(auSta) 

MlmeDeau 
thenticate._= 
request 

(auSta, 
auRsn) 

auSta, 
mBssid, 
auRsn) 

Send 
(auSdu, 
norm) 

r -- --- - ---- -- -• 
1 Send notification, 

- - { do not wait for 
~ delivery confirmation._ 

1 Update local stations state 
- -{ records. Sending deauth also 

1 clears asoc state if present. 
1.------------------- 

If deauthenticating 1 
the current AP, or ~- 
deauthenticating , 
everyone, end the : 
association (if , 
any) by clearing 1 
mBssid and mAssoc. : 

--------------J 

or 
isGroup 
(auSta) 

..------------ 
' Don't confirm 

--{ class 2 error 
1 notifications. 1.----------- 

(successful) 
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Service AuthRspService auth_rsp_ 1 b(2) 

,-----------. 
I I\ 
I • • 
I I 
I I 1.----------J 

Auth_Rsp_ 
_Idle 

dcl arAlg, arAlg2 AuthType ; 
dcl arRdu, auSdu Frame ; 
dcl arRsn ReasonCode ; 
dcl arSeq, arSeq2 Integer; 
dcl arSta, arSta2, arSta3 MacAddr ; 
dcl arSC StatusCode ; 

Tchal 
r Key to generate 

challenge text*/ 
dcl chKey Octetstring ; 

arAlg:= 
authAlg 
(arRdu), 
arSta:= 
addr2 
(arRdu) 

(1) 

import 
(dot11Authenti_ 
cationAlgorithms) 

A station ; 
is allowed ~-- 
to reject an 1 
open system : 
auth request 1 
with status 1 
unspec_fail. : 
-----------J 

Sst(arSta, 
auth_open) 

mBssid, 
(arAlg// 
mkOS 
(arSeq+1,2) 
II arSC)) 

/* The RC4 PRN G is accessed 
as a remote procedure: 
prnString:= call RC4(key,length) 

This procedure only present when 
dot11 PrivacyOption_ 
lmplemented=true 
*I 
imported procedure RC4 ; 
fpar PrngKey, Integer ; 
returns Octetstring ; 

/* This service handles 
incoming Authentication 
& Deauthentication frames. 

This state machine handles 
only a single shared key 
authentication challenge 
sequence at one time, which 
is the simplest case. It is 
possible to have several 
authentication responses in 
progress at once, provided 
the source stations are all 
different. To allow multiple 
responses this state machine 
gets collapsed into one state, 
with sequence state held in a 
variable. The local variables 
are replicated for each 
response, selected by 
requester station address. */ 

imported dot11AuthenticationResponse_ 
Timeout Kusec ; 

Send 
(arSdu, 
norm) 

Option Implemented 

: The ch Key value used to 
, ~ generate challenge text is 
1 1 arbitrary, and does not need 
: : to be shared. However, 

•-------------' , implementers are advised 
: that the source of chKey 
I SHOULD NOT be one 
: of the WEP keys, because 
1 the output of the PRNG 
: when using ch Key is sent, 
, unencrypted, in the 
: challenge text field. 

mBssid, 
(arAlg// 
mkOS(2,2)// 
successful II 
mkElem(eCtxt, 
arChalng))) 

Send 
(arSdu, 
norm) 

Auth_Rsp_ 
_Idle 

Wait Chai 
_Rsp 

dot11 Authentication 
1 ResponeTimeout)), Tchal) 
I 
I 
I 
I ,------------------· 
I I 
'. ! Set response timeout and 

: await response to challenge. 
1. _ 
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Service AuthRspService auth_rsp_2b(2) 

I\ .. Wait Chai 
_Rsp 

Deauth 
(arRdu) 

In the case of ' 
undecryptable t , 
response, assume, 
Auth frame from : 
expected source 1 
is sequence 3. : 

------------" arSta2:= 
addr2 
(arRdu) 

Auth_Rsp _ 
_ Idle 

Sst(arSta3, 
de_auth) 

~ Update station 
- - ~ state, deauth 

, clears asoc 
: if present. ._ _ 

MlmeDeau 
thenticate. - 
indication - 

(arSta3, 
reason 
(arRdu)) 

~ If deauth is 
__ ~from current 

, AP, end asoc 
: (if any) by 
, clearing 
: mBssid and 
1 mAssoc. ,. _ 

arSC:= 
chnlg_fail 

arSC:= 
unspec_fail 

-----------., 
Timeout while 1 
waiting is a f--, 

_ failed attempt. _ ~ 

~ Open_system 
--~ request from a 

, different station 
: can be handled 
, while awaiting 
: challenge rsp. ._ _ 

import(dot11Authenti _ 
cationAlgorithms) 

getElem 
(eCtxt, 
arRdu) 

Sst(arSta2, 
de_auth) 

Send 
(arSdu, 
norm) 

mBssid, 
(authAlg 
(arRdu)) 
//mkOS 
(arSeq2+1, 
2)// 
arSC)) 

mBssid, 
(arAlg // 
mkOS(4,2) 
//arSC)) 

Send 
(arSdu, 
norm) 

Wait Chai 
_Rsp - , 

I 
I 
I 
I 
I ,------------ 
: , Continue 
• ~ to wait for 

, response to 
: challenge. 

A station ; 
is allowed }--- 
to reject an , 
open system : 
auth request , 
with status 1 
unspec_fail. : ___________ ., 

Auth_Rsp _ 
_ Idle 
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Service Distribute_Mmpdus mmpdu_svc_ 1a(2) 

,-----------.. 
I I\ 
I • • 
I I 
I I "-----------J 

Re-export the ~ 
intra-MAC ~ , 
remote , 
variables to : 
make updates , 
available. : 
·----------" 

mAtimW, mBssld, mCap,mCfp, 
mDisable, mlbss, mlistenlnt, 
mNextBdry, mNextTbtt, mPcAvail, 
mPcDlvr, mPcPoll, dot11 Power 
ManagementMode, mPss, mSsld) 

/' This service routes 
mmpdu and station stat 
update signals from and 
to the mime operational 
services. Signals are 
not modified, but some 
superfluous parameters 
are omitted in transfer. •t 

Sst 
(mAdr, 
mSst) 

Send 
(mSpdu, 
mlm) 

StaState 
(mAdr, 
mSst) 

'mRate:= 
data rate to 

send mmpdu' 

MmRequest 
(mSpdu, 
mlm,mRate) 

MmConfirm 
(mSpdu, 
mTxstat) 

1 The selection criteria for 
~ Mmpdu Tx data rate are 
, not specified. Frames 
: to group addresses must 
, use one of the basic rates. 
: Requests should use one of 
, the basic rates unless the 
: operational rates of the 
, recipient station are known. 
: Responses must use a basic 
, rate or the rate at which 
: the request was received . .. _ 

, MmConfirm only 
- - ~ needed for probe 

: responses and 
1 beacons . ._ _ 

dcl mAdr MacAddr ; 
dcl mlm lmed ; 
dcl pri CfPriority ; 
dcl mRate Rate ; 
dcl mRpdu, mSpdu Frame ; 
dcl mSerr StateErr ; 
dcl mSst StationState ; 
dcl mtE, mtT Time ; 
dcl mTxstat TxStatus ; 
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Service Distribute_Mmpdus mmpdu_svc_ 1.1 b(2) 

I\ .. 
I 
I '"----------~ 

(class2) (class3) 

Cls2Err Cls3Err 
(addr2 (addr2 
(mRpdu)) (mRpdu)) 

(cfend, cfend_ack) 

(asoc_req) 

AsocReq AsocRsp 
(mRpdu) (mRpdu) 

(auth) 

(reasoc_req) ( reasoc _ rsp) 

ReasocReq ReasocRsp 
(mRpdu) (mRpdu) 

(0) 

AuthEven 
(mRpdu) 

(probe_req) 

ProbeRsp ProbeReq 
(mRpdu) (mRpdu, 

mtE,mtT) 

Mmpdu_ 
Idle 

(beacon) (disasoc) {deauth) 

Beacon Disasoc Deauth (mRpdu, (mRpdu) (mRpdu) mtE,mtT) 

Mmpdu_ 
Idle 
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Service Synchronization_AP ap_lnit_ 1 b(3) 

I\ .. 
I 
I ._ ., 

dcl yAtimRx, yPsm, yRdtim, yWake Boolean ; 
dcl yAtw, yBcn, yMocp Time ; 
dcl yBcnPeriod, yDtim,ycmax, ycmin Kusec ; 
dcl ybd BssDscr ; 
dcl ybdset BssDscrSet ; 
dcl ybtp BssType ; 
dcl ybsid MacAddr ; 
dcl yclist lntstring ; 
dcl ycx, yJto, ytemp Integer ; 
dcl yDspm DsParms ; 
dcl yFhpm FhParms ; 
dcl ylbpm lbssParms ; 
dcl ypdly Usec ; 

dcl yPhpm PhyParms ; 
dcl yRdu, yTdu Frame ; 
dcl yssid Octetstring ; 
dcl yOrates Ratestring; 
dcl ystp ScanType ; 
dcl ytrsl TxResult ; 

timerTscan, 
Tmocp; 

ResetMAC 

variables 
to default 
values' 

SetTSF 
time to 
zero. 

I 
I r-- 
1 

Setting these ; 
timers to now ~ - - 
causes events 1 
in each of the : 
multi-state , 
services of the : 
process, forcing , 
each service to 1 
its idle state. : 

No_BSS 
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Service Synchronization_AP ap_Start_Bss_2b(3) 

,.----------. 
I I\ 
I • 1 
I I 
I I '-----------J 

~ Activate 
, ~ Station 

, state 
: machine. ... _ 

No_BSS 

MlmeStart._ 

I Start IBSS on 
- - ~ this page, join 

~ on next page. _ 

yBcnPeriod, 
yDtim, 
yCfpm, yPhpm, 
/* ibpm, */ mCap, 
mBrates, yOrates) 

Sta_Active 

station active, 
mPss:;-awake, 
dot11 Beacon 
Period:= yBcnPeriod 

MlmeStart. 
confirm - 
(invalid) 

dot11 Operational_ 
RateSet:=yOrates 

FHphy' 

(0,false) 
mod yMocp)) 

,.----------- 
: Initialize 

- -i dwell timer. 
I '------------ 

~ Set starting 
- - ~ channel (FH) 

1 or operating i ~~~~~~:~DS), 
No_Bss 

dot11Operational_ 
RateSet,dot11 Pow 
erManagementMode) 

(0,false) 
mod yBcn)) 

(yCfpm)/=0 
then true 
else false fi 

,------------ 
: Initialize 

- - i beacon timer. 
I ... _ 

Bss 

Xport 
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Service Synchronization_AP ap_ TSF _bss_3b(3) 

~----------. I I\ 
I • • 
I I 
I I .. ., 

Bss 

ProbeReq 
(yRdu) 

ytdu:= 
mkFrame 

(probe_rsp, 

bcstAddr, mBssld, 
08 /*timestamp Xport 
inserted by Ix*/ 
II m k2octets( 
yBcnPeriod)// 
mCap// mkElem( 
eSsld,mSsld)// 
mkElem( eSupRates, 
yOrates)) 

mkElem 
(eCfp,yCfpm) 

Send 
(ytdu,norm) 

if yCfCnt=0 
then import (dot11 CfpPeriod)-1 
else yCfCnt-1 fi) 

bcstAddr,mBssld, 
O8 /*timestamp 
inserted by Ix*/ 
II m k2octets( 
yBcnPeriod)// 
mCap// mkElem( 
eSsld,mSsld)// 
mkElem(eCfp, 
yCfpm)// 
mkElem(eSupRates, 
yOrates )//mkElem( 
ePhpm,yPhpm)) 

set 
(mNextBdry, 

Tmocp) 

FHphy' 

(false) 

import 
(dot11 CfpPeriod)) 

SwChnl 
( ,false) 

import 
(dot11 CfpMaxDuration)) 

Bss 

1 TIM element 
- - ~ gets added by 

1 PM Filter AP . 
._ __ - -- - ---- 
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RX PS 

Block Reception 

I\ 
' ' I 

I ... J 

Includes decryption if ~ 
dot11Privacy0ptionlmplemented ~ _ 
=true. This is a typical , - 
location, but implementers : 
may use other locations , 
between the PHY _SAP _RX : 
and MAC SAP as long as 1 
they provide the specified : 
behavior as observed at 1 
LLC, MLME and the WM. : 

_____________________ J 

/" This block handles octet-level 
reception of MPDUs from the 
PHY, and validation, filtering, 
and decryption needed so higher 
blocks have uniform, error-free 
information from the relevant rx 
events. This block also maintains 
the MAC's view of channel state, 
including the NAV (and remote 
variable mNavEnd), rx activity 
(and the remote variable mRxA), 
and slot timing (providing the 
Busy, Idle and Slot signals to 
the Transmission block). •t 

FromCtl 

--- -- 

[ Rxlndicate] 

[

NeedAck,] 
RxCfAck, 
RxCfPoll 

[Pslndicate] 

ToRx 

Defragment 
(1,1) 

/" also decrypt •t 

RxMpdu] 

[ ChangeNav] 

FromSync 

Defrag 

lndAck 

CS ll'-------T_o_T_x __ --i 

Busy, Idle, Slot] 

Channel State 
(1,1) - 

UpdNav 

SetNav, ] 
ClearNav 

[
PhyCca.indication,J 
PhyCcarst.confirm 

signal ClearNav(NavSrc), 
RtsTimeout, 
RxMpdu(Frame,Time,Time, 
Rate.Boolean, 
KeyVector,KeyMapArray), 

SetNav(Time, 
Duration,NavSrc), 

UseDifs(Time ), 
UseEifs(Time); 

RtsTimeout,] 
UseDifs, 
UseEifs 

lfsCtl 

Filter MPDU 
(1,1)- 

RxMpdu] 

Filter 

Validate MPDU 
(1,1) - 

receive_1a(1) 

[PhyCcarst.request] 

ToPs 

PhyRxStart.indication,] 
PhyRxEnd.indication, 
PhyData.indication 

FromPHY 

PHY_SAP_RX 

456 Copyright© 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE 802.11, 1999 Edition 

Process Channel_State nav_clear_ 1 b(2) 

r---------, I I\ 
I L • 

I I 
I I 1.----------J 

dcl exported 
tNavEnd as 
mNavEnd Time ; 

ResetMAC 

dRxTx:=dUsec 
(aRxTxTurn_ 
aroundTime) 

timer Tifs; 
timerTnav; 
timerTslot; 

dcl cs CcaStatus ; 
dcl rxtx , slot, sifs Integer; 
dcl dDifs, dEifs, dlfs, dNav, 
dRxTx, dSifs, dSlot Duration ; 

dcl !New, tRef, tRxEnd Time ; 
dcl newSrc, curSrc NavSrc; 

r--------------- 
1 ClearNav, RtsTimeout, 

--{ Tnav, Tslot ignored 
1 in Wait_lFS state. .. _ 

dDifs:=dSifs + 
(2 • dSlot) 

1 Eifs based 
, { on the lowest 
: 1 basic rate. 
I '------------ 
1 ,---------+-------~------~ 
I 
I 
I 
I 
I 
I 
I 

Wait IFS 
/* IDLE •t 

calcDur(first( 
import(mBrates)), 
stuff(aMpdu_ 
Duration Factor, 
sAckCtslng) + 
aPlcpHdrlength 
+ aPreamble 
Length) + dDifs) 

r Assume channel 
- - i busy until Phy 

1 indicates idle. 
: tNavEnd is =O 
, until first rx 
: that sets Nav. ... _ 

: PhyCcareset._ 
- - -1 confirm is 

~ignored. _ 

Cs_noNav 

< not > active(Tifs) 

Idle 

Tifs 

' I 
I 
I 
I 
I ,.----------- 
: • Idle signal is 
, ~ sent at end of 

1 the M2 interval 
: (Figure 47). '------------ 
r RtsTimeout, 

- - ~ Tnav, ClearNav, 
, Tifs ignored 
: in this state . ._ _ 

Tslot 

Slot ' I 
I 
I 
I 
I ..------------ 
: , Slot signal is , i generated at 

, the end of each 
: M2 interval 
1 (Fig. 47) while 
: channel is idle. .. _ 

Wait_lFS 

SetNav 
(tRef,dNav, 
curSrc) 

1 ClearNav, Tnav, Tifs, 
- -{ RtsTimeout, Tslot 

1 ignored in this state. ._ _ 

Cs_Nav 

/* This process 
maintains chann 
state based on 
both physical and 
virtual carrier 
sense, generates 
slot time reference, 
and provides Busy, 
Idle & Slot signals 
to Transmission. •t 

noCs_Nav 
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Process Channel_State nav_set_2c(2) 

,-----------. I I\ 
I • 1 
I I 
I I L----------J 

Cs_Nav 

noes Nav 
/' BUSY"/ 

1 Tslot and Tifs 
--j ignored in 

1 noCs_Nav state. 
'------------ 

(busy) 

Cs Nav 
/'BUSY'/ 

r----------- 
1 Tslot and Tifs 

--j ignored in 
1 Cs Nav state. 
'-- - -------- 

noCs_Nav 

Tnav 

Wait_lFS Cs_noNav 

/' all states'/ 

1 ChangeNav is 
, j SetNav if not 

1 channel switch. '------------ 

noes Nav, 
Cs Nav 

/' allNAV '/ 

1 Clearing NAVon 
, j RTS timeout is 
: 1 optional (9.2.5.4 ). 
I '------------ 

UseDifs 
(tRxEnd) 

ClearNav 
(newSrc) 

dlfs:= 
dDifs-dRxTx 

(false) 

~!:a~I~~~;;~ }-- 
• channel change.~ 

(true) 

~ The initial dlfs 
~ value is dEifs, 
1 set by a UseEifs 
: signal generated 
1 by Validate_Mpdu 

i ~~:tf2:re:;ttAC. 
'------------- 

tNavEnd is =O I 
until first rx }-- 
on new channel. 1 -----------.> 

tNavEnd:= 
now, 

curSrc:=nosrc 

Nav is cleared by setting Tnav ~ 
to now. This causes immediate], , 
Tnav signal to enable exit from , 
noCs_Nav or Cs_Nav state. : 

--------------------.> 
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Process Validate_MPDU start_rx_ 1 b(2) 

r----------. 
I I\ 
I • • 
I I 
I I ... " 

Calculate PHY ; 
Rx delay that ~ - - 
is subtracted , 
from now to : 
get reference , 
point times. : 
-----------" 

D1:= dUsec 
(aRxRfDelay+ 
aRxPlcpDelay) 

(Rx_ldle) 

/* This process receives an MPDU from the 
PHY while calculating and checking the 
FCS value. Frames with valid FCS, length 
and protocol version are sent for receive 
filtering, along with a snapshot of the WEP 
keys if dot11 PrivacyOptionlmplemented=true. 

This process also provides Channel_State 
with Difs/Eifs and Rts timeout signals, 
and maintains the mRxA remote variable. */ 

cErr:=0, 
mRxA :=false 

1 Indicate Rts 
,. ~ non-response 
: ,timeout. 
I '-----------· 
I ,-----------1 
I 
I 
I 

Trts 

RtsTimeout 

r------------ 
1 Indicate that 

- - ~ a reception 
~ is in progress. __ 

dcl exported mRxA Boolean:=false, 
cErr as dot11 FcsErrorCount Counter32:= 

imported mBrates Ratestring, 
dot11 WepDefaultKeys KeyVector, 
dot11 WepKeyMappings KeyMapArray, 
dot11 ExcludeUnencrypted Boolean ; 

timerTrts; 

dcl fcs Crc; 
dcl D1, dRts Duration ; 
dcl endRx, startTs Time ; 
dcl k, rxlength Integer; 
dcl pdu Frame ; 
dcl rxRate Rate ; 
dcl status PhyRxStat ; 
dcl v Octet; 
dcl wDefault KeyVector ; 
dcl wKeyMap KeyMapArray ; 
dcl wExclude Boolean ; 

Rx_Frame 

~ Save copy of 
, ! WEP keys at 

, RxStart in case 
: Mpdu is first 
,fragment of 
: encrypted 
1 Msdu/Mmpdu. 
'------------ 

dot11Wep_ 
DefaultKeys) 

'Initialize CRC & 
- - ~ clear pdu buffer 

~ (length(pdu)=0). _ 

dot11Wep_ 
KeyMappings) 

Option_ 
Implemented 

(dot11 Exclude_ 
Unencrypted) 
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Process Validate_MPDU validate_rx_2c(2) 

,----------, 
I I\ 
I • • 
I I 
I I .. ., 

~ Save arrival time 
~ of first octet of 
, {what may be a} 
: timestamp field. 
"------------ 

(true) 

startTs:= 
now-01 

PhyData.indicate' 
ignored to drop f- 
excess octets. , ___________ ., 
------------. 
Save time of Rx 1 
end as reference f- - 
for start of IFS. , 

Rx_Frame 

Indicate that 1 
recE;ption is f- - 

_ not rn progress. J 

endRx:= 
now-01 

(false) 

UseEifs 
(endRx) 

,------------ 
' Save time of Rx , 1 end as reference 

: , for start of IFS. 
I '-----------· 

RxMpdu 
(pdu, 
endRx, 

,------------ 
' Accumulate , 1 octet into Mpdu 

: 1 and CRC check. 
I '------------ 
1 
I 
I 
1 fcs:= 

crc32(fcs, v) 

(true) 

startTs, 
rxRate, 
',) 

RxMpdu 
(pdu, 
endRx, 

else 

------------. 
Rts timeout 1 
based on f 
rate of Rts. , 

calcDur(rxRate, 
stuff(aMpdu_ 
DurationFactor, 
sAckCtslng) + 
aPlcpHdrlength + 
aPreamblelength)) 

set 
(now+dRts, 

Tris) 

(rxlength - 
1 sCrclng)) 
I 
I 
I 
I ,--------------- 
: I Drop FCS field from • 1 frame before passing 

l up for filtering. _ 

Option Implemented 
and wepBit(pdu} 

startTs,rxRate, 
wExclude,wDefault, 
wKeyMap) 

I ,------------ 
: , Eifs based 
• ~ on the lowest 

, basic rate. 
:Assumed to 
, be the first 
:element of 
1 mBrates. 
'------------ 

Rx_ldle 
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Process Filter_MPDU pre_filter_ 1d(4) 

I\ .. 
I 
I '-----------~ 

dcl exported cDup as dot11 FrameDuplicateCount, 
cMc as dot11 MulticastReceivedFrameCount, 
cRx as dot11ReceivedFragmentCount Counter32:= 0; 

dPsp:=dUsec( 
aSifsTime+calc 
Dur(first(import( 

mBrates)), 
stuff(aMpduDuration_ 
Factor, sAckCtsLng 
+ aPlcpHdrLength) 
+ aPreambleLength)) 

r Initialize tuple cache 
- - ~ for duplicate filtering. 

, Cache capacity is set 
: by "tupleCacheSize" 
, but a specific size 
: is not specified. 
... ----- -- - - -- - -- 

ResetMac 

management 
info from all 
valid frames. 

Gather Power ; 
I ,-- 
' I 
I 

(true) 

,. --- 
' I 
I 
I 
I ,------------ 
: IAP, check 
' j all frames, 2 

~pages ahead. _ 

startTs,rxRate, 
wExclude,wDefault, 
wKeyMap) 

imported mBrates Ratestring, 
mBssid MacAddr, 
mCfp Boolean, 
dot11 GroupAddresses MacAddrSet, 
ml bss Boolean, 
mSsid Octetstring, 
aStationld MacAddr; 

dcl cache TupleCache ; 
dcl dup, myBss Boolean ; 
dcl dNav, dPsp, dAck Duration ; 
dcl endRx, strTs Time ; 
dcl pdu Frame ; 
dcl rxRate Rate ; 
dcl src NavSrc ; 
dcl wDefault KeyVector ; 
dcl wExclude Boolean ; 
dcl wKeyMap KeyMapArray ; 

(durlD(pdu) > 32767) 
then dUsec(durld(pdu)) 
else 0 Ii 

pwrmgt(pdu)) 

mActing_ 
AsAp) 

/' This process filters valid received 
frames by destination address, and 
Bssld for group destination addresses. 
This process also maintains received 
pdu counters and the tuple cache for 
detecting duplicated unicast frames. 

Data and management frames which 
need acknowledgement cause a 
NeedAck signal to Protocol_Control 
as well as an RxMpdu to Defragment. 
Piggybacked CfAcks cause RxCfack 
signals, and CfPolls cause RxCfpoll 
signals to Protocol_Control. If an 
RxCfPoll is sent for a Data+CfPoll 
or Data+CfPoll+CfAck, the NeedAck 
has to reach TxCoord during the Sits. 
(The data frame report cannot serve 
this purpose because the payload may 
be a non-final fragment.) 

Duration and Cfp duration remaining 
are reported to Channel_State, and 
power save mode is reported to Mime. •t 

rNon-AP, 
-----~toDS=0 to 

, accept frame, 
: next page. 
'------------ 

Filter_ldle : Frames with toDs=1 ignored by non-APs, 
- - ·: except Duration/Id field for Nav update. 
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Process Filter_MPDU filter_sta_2b(4) 

I\ .. 
I 
I '-----------" 

else 

startTs, 
rxRate, 
wExclude, 
wDefault, 
wKeyMap) 

(clack, 
data ack, 
cfpoif_ack, 
data_poll_ack, 
cfend_ack) 

Filter _Idle 

RxCfAck 
(addr2(pdu)) 

Filter_ldle 

r Unsolicited 
--~ RxCfAck 

, signals are 
: ignored. 

If addr1 (RA) is I 
group address, f- - 
check the Bssld. I -----------" 

(' --- 
' I 
I 
I 
I r----------· 
: 1 Check for 
• ~ beacon from 

1 another BSS. '------------ 
-----------"' I 
Rx broadcast 1 1 

or multicast, f ! 
2 pages ahead. 1 : 
------------' I 

I 
I 

Ignore frames ; 1 

addressed to ~ ) 
other groups , 
in this BSS. : ___________ ., 

Filter_ldle 

and ssid(pdu) = 
import(mSsid) 

and capB(pdu)=clbss 

Report lbss beacon; 
with own Ssld but ~ 
other Bssld, for use, 
based on TSF age. : 

false 

I 
I 
I 
I 

------------., I 
Update Nav using, : 
Duration/ID value ~ , 
from frames to all 1 
other stations. : 
Else case is for 1 
Durld=32768 1 
in the CF period. : 

-------------' 

= (if frDs(pdu)=1 
then addr2(pdu) 
else addr3(pdu) fi) 

BcAddror 
import(aGro_ 
upAddresses) 

Filter_ldle 

src:= if rts= 
ftype(pdu) then 
rts else src Ii 

else 

r Update Nav 
- ~ for PS-Poll 

r Ack Dur/Id 
: field is AID. 

r----------· 
1 Report probe 
~ requests only 
1 when in I bss. 

(probe_req) 

RxCfPoll 
(endRx, 
rxRate) 

else 

(cfend, else 
cfend_ack 

ClearNav 
(cfend_ 
Other) 

Filter_ldle 

import 
(dot11Mac_ 
Address) 

import 
(mBssld) 

1 Ensure that 
--~ Cfpoll comes 

1 from own Bss. ,. _ 

,------------ 
1 Only report 

- -~ cfpoll from 
1 unicast to sta. .. _ 

1 Rx directed 
-----~ frame to sta, 

1 2 pages ahead. 1.----------- 
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Process Filter_MPDU filter_ap_3a{4) 

,-----------. 
I I\ 
I • 1 
I I 
I I 
'-----------" 

: Receive probe 
, ~ request at AP 

, the same as at 
: I bss station. 
'------------ 

-------------, 
All frames to 1 
AP are directed ~ - - 

_ except probe_req. J 

{ alse) 

import 
(dot11_ 
MacAddress) 

{false) 

{data_ack, 
cfend ack, 
clack) 

ClearNav 
{cfend_ 
Other) 

else 

RxCfAck I Unsolicited 
{addr2{pdu)) - - - - - - - - - - - - - - - -] RxCfAck signals 

1 should not occur . ._ _ 
Filter_ldle 

src:= if rts= 
ftype(pdu) then 
rts else src fi 

-----1::~~~~1:~. 
~ next page. _ 

(1: 
32767) 

Nav to cover ' 
PS-Poll Ack 
when DurlD 
field is SID. 

(49153: 
51159) 

else 

dNav:= 
dPsp 

Update Nav ; 
using value ~-- 
in Duration/ID 1 
field of frames : 
directed to all 1 
other stations. ' 
Else case is for : 
Durld=32768 1 
in the CF period. : 

-----------" 

Filter_ldle 
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Process Filter_MPDU report_rx_ 4a(4) 

,---------- ... 
I I\ 
I • • 
I I 
I I .., ., 

r----------- 
1 Report incoming 

- - - - - ~ group-addres~ed 
, frames at station. '------------ 

Count all valid ; 
directed frames ~- 
to this sta, even , 
those that will : 
be discarded , 

~~Ji~l;~as::P. i ___________ ., 

~ Report incoming 
- - - - -{ directed frames, 

, including all 

i ~:~~;fe~f~~;~s ,._ _ 
~ Count all valid 

- -{ broadcast and 
, multicast frames 
: to this sta, even 
, those that will 

: ~~ed:~c~~~~ 

searchTupleCache 
(cache, addr2(pdu), 
seq(pdu), frag(pdu)) 

(false) 

(=OJ 
(cfend, 
cfend_ack) 

ClearNav 
(cfendBss) 

RxMpdu 
(pdu, 
endRx, 

startTs, 
rxRate, 
wExclude, 
wDefault, 
wKeyMap) 

startTs, 
rxRate, 
wExclude, 
wDefault, 
wKeyMap) 

Ps-Poll is on ; 
else path (as ~ - 
control frame) , 
to allow ack : 
or data as the , 
response from : 
protocol ell. , 

New cache entry; 
if (addr2,seq) ~ - - 
is not cached. , 
If entry exists : 
for (addr2,seq), , 
update time : 
and fragment , 
number of entry. : ___________ ., 

Filter_ldle 

,-------------------- 
' Directed Alim frames must 

- - ~ be acknowledged, but may be 
, omitted from cache, see 9.2.9 . ... _ 

Filter_ldle 

updateTupleCache 
(cache, addr2(pdu), 
seq(pdu),frag(pdu), 
endRx) 
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Process Defragment wep_filter_ 1 b(3) 

I\ .. 
I 
I \.----------~ 

dcl exported clerr as dot11WeplcvErrorCount, 
cUndc as dot11WepUndecryptableCount, 
cExcl as dot11WepExcludedCount Counter32:= 0; 

(dot11Max_ 
Receive 
Lifetime» 

imported mCfp Boolean ; 
imported dot11 MaxReceivelifetime Kusec ; 
imported procedure RC4 ; fpar PrngKey, Integer ; 
returns Octetstring ; 

r Defragmentation 
- - ~ buffers forced 

, empty using the 
: aging function. ... _ 

dcl but DefragArray ; 
dcl dlife Duration ; 
dcl endRx, startTs Time ; 
dcl icvOk Boolean ; 
dcl k Defraglndex ; 
dcl keys DefragKeysArray ; 
dcl pri CfPriority ; 
dcl pdu, sdu Frame ; 
dcl wExcl Boolean ; 
dcl wDefault KeyVector; 
dcl wMap KeyMapArray ; 

< not import >- _ J mDisable=false 
(mDisable) 1 wh_e~ started 

1 or Joined Bss. ,.. _ 

< import > 
(mDisable) 

auth) and 
authSeqNum 
(pdu)=3) and 
import( 
dot11 Privacy_ 
Option_ 
Implemented) 

wExcl,wDefault, 
wMap) 

else 

startTs,rxRate, 
wExcl,wDefault, 
wMap) 

Rxlndicate 
(pdu,endRx, 

,.----------- 
1 When not in Bss 

- - ~ only pass beacon 
~ and probe_rsp. __ 

startTs,rxRate) 
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Process Defragment wep _ decrypt_ 2b(3) 

,---------- .. 
I I\ 
I • • 
I I 
I I 
'-----------.J 

wMap, sKey_ 
Mapping Length, 
wDefault) 

f lcv errors and 
- - ~ certain undecryptable 

, errors counted in 
: Decrypt procedure. 
'- - - ------- - - - -- 

else (auth) 

Do not report : 
receipt of r - - 
data frames , 
with lcv errors. : -----------J 

Rxlndicate 
(pdu,endRx, 

1 
startTs,rxRate) 

I 
I 
I 

~-_,.'----. --------------. I 
Authentication , : 
challenge resposnes ~ , 
with lcv errors , 
are reported, but : 
Decrypt removes , 
payload so Auth : 
service is able , 
to distinguish : 
a bad key from , 
a non-response. : 

-------------.J 
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Process Defragment defragment_3c(3) 

,---------- ... 
I I\ 
I • 1 
I I 
I I 1.----------.J 

,----------------- 
1 Mpdu is not fragmented 

, { or defragmentation is 
: 1 complete. I .._ _ 

I 
I 
I 
I 

startTs,rxRate) 

(true) 

and 
(fragNum 
(pdu)=O)) 

~ Initial Mpdu 
- - ~ of fragmented 

1 Msdu. Find free 
: buffer to begin 
, Msdu reception. 
'------------ 

,.-----------· 
1 Intermediate or 

, { final Mpdu of 
: 1 fragmented Msdu. I ._ _ 

I 
I 
I 
I addr2(pdu), 

seqNum(pdu), 
fragNum(pdu)) 

k:= 
arFree(buf) 

(true) 

(false) 

length 
(buf(k)!rsdu) - 
sMacHdrlng) 
<= sMaxMsdulng 

buf(k)!inUse:= 
false 

buf(k)!inUse:= 
true, 

buf(k)!rta:= 

addr2(pdu), 
buf(k)!rsn:= 
seqNum(pdu) 

now+ kUsec( 
import(dot11_ 
Max Receive 
Lifetime)) - 

keys(k)! 
wDefKeys:= 
wDefault, 

keys(k)! 
wKeyMap:= 
wMap, 

keys(k)! 
wExclude:= 
wExcl 

buf(k)!rsdu:= 
buf(k)!rsdu // 
substr(pdu, 
sMacHdrlng, 
length(pdu) 
sMacHdrlng) 

buf(k)!inUse:= 
1 false 
I 
I 
I 
I ,------------ 
: 1 Final fragment 
• { if moreFrag=O, 

1 indicate Msdu. 
'------------ 
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Procedure Decrypt decrypt_ 1 b(1) 

1; fpar 'i, 
: in/out pdu Frame, • ~ 
, in/out icvOk Boolean, , 
: in map KeyMapArray, : 
, in maplength , 
1 KeyMapArraylength, ,.----"'----, 
: in kvec KeyVector ; : 1. ., 

1 Test whether addr4 - -1 field is present. 
'. Only needed at AP._ 

dcl icv Crc; 
dcl isWds Boolean ; 
dcl decryptlng, k, n Integer ; 
dcl decryptStr Octetstring ; 
dcl key PrngKey ; 
dcl kmap KeyMap ; 

sWepAddlng + 
sCrclng - if isWds 
then sWdsAddlng else O fi 

(true) 

(addr2(pdu), 
map, 
maplength) 

nullAddr 

(true) 

if isWds then 
sWdsAddlng 
else O fi 

-----------, 
Decrypt by xor 1 
of payload with ~ - - 

_ decrypt string. _ l 

ICV test value 1 
calculated from :-- 
decrypted data. , ___________ ., 

key:= 
kmap! 

wepKey 

1 Use default key - -1 selected by 
'. keyld value. _ 

or 
kmap!wepOn 
= false 

Concatenate 
key with IV 
from frame. 

decryptlng) 

to generate an 
decrypt string 
as long as the 
MPDU payload 
plus the ICV 
field. 

Use RC4 PRNG ~ 
I r , 
I 
I 
I 
I 
I 
I 
I 

1 If calculated 
--j ICV not valid, 

, discard frame 

: ~::6rt !~~or. 

// substr(pdu, 
sWepHdrlng, 
decryptlng - 
sCrclng) 

I 
I 
I 
I 
I ,------------ 
: , Remove ICV 
• ~ and IV fields 

r frorn MPDU, 
: report decrypt 
1 success if I CV 
: result correct 
, or selected 
: key value null. 
'------------ 

468 Copyright© 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition 

Annex D 

(normative) 

ASN.1 encoding of the MAC and PHY MIB 

********************************************************************** 
* IEEE 802.11 Management Information Base 
********************************************************************** 

IEEE802dotll-MIB DEFINITIONS : := BEGIN 
IMPORTS 

MODULE-IDENTITY, OBJECT-TYPE, 
NOTIFICATION-TYPE,Integer32, Counter32 FROM SNMPv2-SMI 
Displaystring, MacAddress, RowStatus, 
TruthValue FROM SNMPv2-TC 
MODULE-COMPLIANCE, OBJECT-GROUP, 
NOTIFICATION-GROUP FROM SNMPv2-CONF 
ifindex FROM RFC1213-MIB; 

********************************************************************** 
* MODULE IDENTITY 
********************************************************************** 
ieee802dotll MODULE-IDENTITY 
LAST-UPDATED "98070800002" 
ORGANIZATION "IEEE 802.11" 
CONTACT-INFO 

"WG E-mail: stds-802-ll@ieee.org 

Chair: Vic Hayes 
Postal: Lucent Technologies, Inc. 

Zadelstede 1-10 
Nieuwegein, Netherlands 
3431 JZ 

Tel: +31 30 609 7528 
Fax: +31 30 231 6233 

E-mail: vichayes@lucent.com 

Editor: Bob O'Hara 
Postal: Informed Technology, Inc. 

1750 Nantucket Circle, Suite 138 
Santa Clara, CA 95054 USA 

Tel: +l 408 986 9596 
Fax: +l 408 727 2654 

E-mail: bob@informed-technology.com" 
DESCRIPTION 

"The MIB module for IEEE 802.11 entities. 
iso (1) . member-body(2) . us (840) . ieee802dotll (10036)" 
{ 1 2 840 10036} 

********************************************************************** 
* Major sections 
********************************************************************** 
Station ManagemenT (SMT) Attributes 

DEFINED AS "The SMT object class provides the necessary support at the 
station to manage the processes in the station such that the 
station may work cooperatively as a part of an IEEE 802.11 network."; 
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dotllsmt OBJECT IDENTIFIER 

dotllsmt GROUPS 
dotllStationConfigTable 
dotllAuthenticationAlgorithmsTable 
dotllWEPDefaultKeysTable 
dotllWEPKeyMappingsTable 
dotllPrivacyTable 
dotllSMTnotification 

{ieee802dotll 1} 

{dotllsmt 1) 
{dotllsmt 2) 
{dotllsmt 3) 
{dotllsmt 4) 
{dotllsmt s} 
{dotllsmt 6) 

MAC Attributes 
DEFINED AS "The MAC object class provides the necessary support 
for the access control, generation, and verification of frame check 
sequences, and proper delivery of valid data to upper layers."; 

dotllmac OBJECT IDENTIFIER {ieee802dotll 2) 

MAC GROUPS 
reference IEEE Std 802.lF-1993 

dotllOperationTable 
dotllCountersTable 
dotllGroupAddressesTable 

Resource Type ID 
dotllres OBJECT IDENTIFIER 
dotllresAttribute OBJECT IDENTIFIER 

{dotllmac 1) 
{dotllmac 2) 
{dotllmac 3) 

{ieee802dotll 3) 
{dotllres 1} 

PHY Attributes 
DEFINED AS "The PHY object class provides the 
for required PHY operational information that 
to PHY and from STA to STA to be communicated 

necessary support 
may vary from PHY 
to upper layers." 

dotllphy OBJECT IDENTIFIER 

phy GROUPS 
dotllPhyOperationTable 
dotllPhyAntennaTable 
dotllPhyTxPowerTable 
dotllPhyFHSSTable 
dotllPhyDSSSTable 
dotllPhyIRTable 
dotllRegDomainsSupportedTable 
dotllAntennasListTable 
dotllSupportedDataRatesTxTable 
dotllSupportedDataRatesRxTable 

{ieee802dotll 4) 

{dotllphy 1) 
{dotllphy 2) 
{dotllphy 3) 
{dotllphy 4) 
{dotllphy s} 
{dotllphy 6) 
{dotllphy 7) 
{dotllphy 8) 
{dotllphy 9) 
{dotllphy 10) 

********************************************************************** 
* Textual conventions from 802 definitions 
********************************************************************** 
WEPKeytype ::= OCTET STRING (SIZE (5)) 

********************************************************************** 
* MIB attribute OBJECT-TYPE definitions follow 
********************************************************************** 

********************************************************************** 
* SMT Station Config Table 
********************************************************************** 

dotllStationConfigTable OBJECT-TYPE 
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SYNTAX SEQUENCE OF DotllStationConfigEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Station Configuration attributes. In tablular form to 
allow for multiple instances on an agent." 

: := { dotllsmt 1 } 

dotllStationConfigEntry OBJECT-TYPE 
SYNTAX DotllStationConfigEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An entry in the dotllStationConfigTable. It is 
possible for there to be multiple IEEE 802.11 interfaces 
on one agent, each with its unique MAC address. The 
relationship between an IEEE 802.11 interface and an 
interface in the context of the Internet-standard MIB is 
one-to-one. As such, the value of an ifindex object 
instance can be directly used to identify corresponding 
instances of the objects defined herein. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex." 

INDEX {iflndex} 
{ dotllStationConfigTable 1} 

DotllStationConfigEntry 
SEQUENCE { 
dotllStationID 

dotllMediumOccupancyLimit 
dotllCFPollable 
dotllCFPPeriod 
dotllCFPMaxDuration 
dotllAuthenticationResponseTimeOUt 
dotllPrivacyOptionimplemented 

dotllPowerManagementMode 
dotllDesiredSSID 
dotllDesiredBSSType 
dotllOperationalRateSet 
dotllBeaconPeriod 
dotllDTIMPeriod 
dotllAssociationResponseTimeOut 

dotllDisassociateReason 
dotllDisassociateStation 
dotllDeauthenticateReason 
dotllDeauthenticateStation 
dotllAuthenticateFailStatus 
dotllAuthenticateFailStation 

MacAddress, 
INTEGER, 
TruthValue, 
INTEGER, 
INTEGER, 
INTEGER, 
TruthValue, 
INTEGER, 
OCTET STRING, 
INTEGER, 
OCTET STRING, 
INTEGER, 
INTEGER, 
INTEGER, 
INTEGER, 
MacAddress, 
INTEGER, 
MacAddress, 
INTEGER, 
MacAddress} 

dotllStationID OBJECT-TYPE 
SYNTAX MacAddress 
MAX-ACCESS read-write 
STATUS deprecated 
DESCRIPTION 

"The purpose of dotllStationID is to allow a manager to identify 
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a station for its own purposes. This attribute provides 
for that eventuality while keeping the true MAC address 
independent. Its syntax is MacAddress. The default value 
is the station's assigned, unique MAC address." 

::= { dotllStationConfigEntry 1 } 

dotllMediumOccupancyLimit OBJECT-TYPE 
SYNTAX INTEGER (0 .. 1000) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute shall indicate the maximum amount of time, 
in TU, that a point coordinator may control the usage of 
the wireless medium without relinquishing control for long 
enough to allow at least one instance of DCF access to the 
medium. The default value of this attribute shall be 100, 
and the maximum value shall be 1000." 

: := { dotllStationConfigEntry 2 } 

dotllCFPollable OBJECT-TYPE 
SYNTAX TruthValue 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"When this attribute is true, it shall indicate that the STA 
is able to respond to a CF-Poll with a data frame within a 
SIFS time. This attribute shall be false if the STA is not 
able to respond to a CF-Poll with a data frame within a SIFS 
time." 

::= { dotllStationConfigEntry 3 } 

dotllCFPPeriod OBJECT-TYPE 
SYNTAX INTEGER (0 .. 255) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The attribute shall describe the number of DTIM intervals 
between the start of CFPs. It is modified by 
MLME-START.request primitive." 

::= { dotllStationConfigEntry 4 

dotllCFPMaxDuration OBJECT-TYPE 
SYNTAX INTEGER (0 .. 65535) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The attribute shall describe the maximum duration of the CFP 
in TU that may be generated by the PCF. It is modified by 
MLME-START.request primitive." 

::= { dotllStationConfigEntry 5 

dotllAuthenticationResponseTimeout OBJECT-TYPE 
SYNTAX INTEGER (1 .. 4294967295) 
MAX-ACCESS read-write 
STATUS current 
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DESCRIPTION 
"This attribute shall specify the number of TUs that a 
responding STA should wait for the next frame in the 
authentication sequence." 

::= { dotllStationConfigEntry 6 

dotllPrivacyOptionimplemented OBJECT-TYPE 
SYNTAX TruthValue 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This attribute, when true, shall indicate that the IEEE 
802.11 WEP option is implemented. The default value of 
this attribute shall be false." 

::= { dotllStationConfigEntry 7 

dotllPowerManagementMode OBJECT-TYPE 
SYNTAX INTEGER { active(l), powersave(2) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute shall specify the power management 
mode of the STA. When set to active, it shall indicate 
that the station is not in power-save mode. When set 
to powersave, it shall indicate that the station is 
in power-save mode. The power management mode is 
transmitted in all frames according to the rules 
in 7.1.3.1.7." 

: := { dotllStationConfigEntry 8} 

dotllDesiredSSID OBJECT-TYPE 
SYNTAX OCTET STRING (SIZE(0 .. 32)) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute reflects the Service Set ID used 
in the DesiredSSID parameter of the most recent 
MLME_Scan.request. This value may be modified 
by an external management entity and used by the 
local SME to make decisions about the Scanning process." 

::= { dotllStationConfigEntry 9} 

dotllDesiredBSSType OBJECT-TYPE 
SYNTAX INTEGER { infrastructure(l), independent(2), any(3) } 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute shall specify the type of BSS the 
station shall use when scanning for a BSS with which 
to synchronize. This value is used to filter Probe 
Response frames and Beacons. When set to infrastructure, 
the station shall only synchronize with a BSS whose 
Capability Information field has the ESS subfield set 
to 1. When set to independent, the station shall only 
synchronize with a BSS whose Capability Information 
field has the IBSS subfield set to 1. When set to 
any, the station may synchronize to either type of 

Copyright© 1999 IEEE. All rights reserved. 473 



ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN 

BSS." 
: := { dotllStationConfigEntry 10 

dotllOperationalRateSet OBJECT-TYPE 
SYNTAX OCTET STRING (SIZE(l .. 126)) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute shall specify the set of data rates 
at which the station may transmit data. Each octet 
contains a value representing a rate. Each rate 
shall be within the range from 2 to 127, 
corresponding to data rates in increments of 
500 kb/s from 1 Mbit/s to 63.5 Mbit/s, and shall be 
supported (as indicated in the supported rates 
table) for receiving data. This value is reported in 
transmitted Beacon, Probe Request, Probe Response, 
Association Request, Association Response, 
Reassociation Request, and Reassociation Response 
frames, and is used to determine whether a BSS 
with which the station desires to synchronize is 
suitable. It is also used when starting a BSS, 
as specified in 10.3." 

: := { dotllStationConfigEntry 11 } 

dotllBeaconPeriod OBJECT-TYPE 
SYNTAX INTEGER (1 .. 65535) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute shall specify the number of TUs that a 
station shall use for scheduling Beacon transmissions. 
This value is transmitted in Beacon and Probe Response 
frames." 

: := { dotllStationConfigEntry 12 } 

dotllDTIMPeriod OBJECT-TYPE 
SYNTAX INTEGER(l .. 255) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute shall specify the number of beacon 
intervals that shall elapse between transmission of 
Beacons frames containing a TIM element whose DTIM 
Count field is 0. This value is transmitted in 
the DTIM Period field of Beacon frames." 

::= { dotllStationConfigEntry 13 } 

dotllAssociationResponseTimeOUt OBJECT-TYPE 
SYNTAX INTEGER(l .. 4294967295) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute shall specify the number of TUs that a 
requesting STA should wait for a response to a 
transmitted association-request MMPDU." 

::= { dotllStationConfigEntry 14} 

dotllDisassociateReason OBJECT-TYPE 
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SYNTAX INTEGER(0 .. 65535) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This attribute holds the most recently transmitted 
Reason Code in a Disassociation frame. If no 
Disassociation frame has been transmitted, 
the value of this attribute shall be 0." 

REFERENCE "ISO/IEC 8802-11:1999, 7.3.1.7" 
::= { dotllStationConfigEntry 15 } 

dotllDisassociateStation OBJECT-TYPE 
SYNTAX MacAddress 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This attribute holds the MAC address from the 
Address 1 field of the most recently transmitted 
Disassociation frame. If no Disassociation frame has 
been transmitted, the value of this attribute 
shall be 0." 

::= { dotllStationConfigEntry 16 

dotllDeauthenticateReason OBJECT-TYPE 
SYNTAX INTEGER(0 .. 65535) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This attribute holds the most recently 
transmitted Reason Code in a Deauthentication frame. 
If no Deauthentication frame has been transmitted, the 
value of this attribute shall be 0." 

REFERENCE "ISO/IEC 8802-11:1999, 7.3.1.7" 
::= { dotllStationConfigEntry 17} 

dotllDeauthenticateStation OBJECT-TYPE 
SYNTAX MacAddress 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This attribute holds the MAC address from the Address 1 
field of the most recently transmitted Deauthentication frame. 
If no Deauthentication frame has been transmitted, 
the value of this attribute shall be 0." 

: := { dotllStationConfigEntry 18} 

dotllAuthenticateFailStatus OBJECT-TYPE 
SYNTAX INTEGER(0 .. 65535) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This attribute holds the most recently 
transmitted Status Code in a failed Authentication frame. 
If no failed Authentication frame has been transmitted, the 
value of this attribute shall be 0." 

REFERENCE "ISO/IEC 8802-11:1999, 7.3.1.9" 
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::= { dotllStationConfigEntry 19} 

dotllAuthenticateFailStation OBJECT-TYPE 
SYNTAX MacMdress 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This attribute holds the MAC address from the 
Address 1 field of the most recently transmitted 
failed Authentication frame. If no failed Authentication 
frame has been transmitted, the value of this attribute 
shall be 0." 

dotllStationConfigEntry 20 } 

********************************************************************** 
* End of dotllStationConfig TABLE 
********************************************************************** 

********************************************************************** 
* AuthenticationAlgorithms TABLE 
********************************************************************** 

dotllAuthenticationAlgorithmsTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllAuthenticationAlgorithmsEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"This (conceptual) table of attributes shall be a set of 
all the authentication algorithms supported by the 
stations. The following are the default values and the 
associated algorithm: 

Value= 1: Open System 
Value= 2: Shared Key" 

REFERENCE "ISO/IEC 8802-11:1999, 7.3.1.1" 
{ dotllsmt 2 } 

dotllAuthenticationAlgorithmsEntry OBJECT-TYPE 
SYNTAX DotllAuthenticationAlgorithmsEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An Entry (conceptual row) in the Authentication 
Algorithms Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by if Index." 

INDEX { ifindex, 
dotllAuthenticationAlgorithmsindex} 

dotllAuthenticationAlgorithmsTable 1} 

DotllAuthenticationAlgorithmsEntry ::= SEQUENCE 
dotllAuthenticationAlgorithmsindex 
dotllAuthenticationAlgorithm 

dotllAuthenticationAlgorithmsEnable 

Integer32, 
INTEGER, 
TruthValue 

dotllAuthenticationAlgorithmsindex OBJECT-TYPE 
SYNTAX Integer32 
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MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"The auxiliary variable used to identify instances 
of the columnar objects in the Authentication Algorithms Table." 

::; { dotllAuthenticationAlgorithmsEntry 1 } 

dotllAuthenticationAlgorithm OBJECT-TYPE 
SYNTAX INTEGER { openSystem (1), 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This attribute shall be a set of all the authentication 
algorithms supported by the STAs. The following are the 
default values and the associated algorithm. 
Value 1: Open System 

sharedKey ( 2 ) } 

Value; 2: Shared Key" 

::; { dotllAuthenticationAlgorithmsEntry 2 

dotllAuthenticationAlgorithmsEnable OBJECT-TYPE 
SYNTAX TruthValue 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute, when true at a station, 
shall enable the acceptance of the authentication 
algorithm described in the corresponding table 
entry in authentication frames received by the 
station that have odd authentication sequence numbers. 
The default value of this attribute shall be 1 for 
the Open System table entry and 2 for all other table entries." 

::; { dotllAuthenticationAlgorithmsEntry 3 } 

********************************************************************** 
* End of AuthenticationAlgorithms TABLE 
********************************************************************** 

********************************************************************** 
* WEPDefaultKeys TABLE 
********************************************************************** 

dotllWEPDefaultKeysTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllWEPDefaultKeysEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Conceptual table for WEP default keys. This table shall 
contain the four WEP default secret key values 
corresponding to the four possible KeyID values. The WEP 
default secret keys are logically WRITE-ONLY. Attempts to 
read the entries in this table shall return unsuccessful 
status and values of null or zero. The default value of 
each WEP default key shall be null." 

REFERENCE "ISO/IEC 8802-11:1999, 8.3.2" 
{ dotllsmt 3 } 

dotllWEPDefaultKeysEntry OBJECT-TYPE 
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SYNTAX DotllWEPDefaultKeysEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An Entry (conceptual row) in the WEP Default Keys Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex." 

INDEX {ifindex, dotllWEPDefaultKeyindex} 
::= { dotllWEPDefaultKeysTable 1 } 

DotllWEPDefaultKeysEntry ::= SEQUENCE 
dotllWEPDefaultKeyindex 
dotllWEPDefaultKeyValue 

INTEGER, 
WEPKeytype} 

dotllWEPDefaultKeyindex OBJECT-TYPE 
SYNTAX INTEGER (1 .. 4) 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"The auxiliary variable used to identify instances 
of the columnar objects in the WEP Default Keys Table. 
The value of this variable is equal to the WEPDefaultKeyID + l" 

::= { dotllWEPDefaultKeysEntry 1} 

dotllWEPDefaultKeyValue OBJECT-TYPE 
SYNTAX WEPKeytype 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"A WEP default secret key value." 
dotllWEPDefaultKeysEntry 2 } 

********************************************************************** 
* End of WEPDefaultKeys TABLE 
********************************************************************** 

********************************************************************** 
* WEPKeyMappings TABLE 
********************************************************************** 

dotllWEPKeyMappingsTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllWEPKeyMappingsEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Conceptual table for WEP Key Mappings. The MIB supports 
the ability to share a separate WEP key for each RA/TA 
pair. The Key Mappings Table contains zero or one entry 
for each MAC address and contains two fields for each 
entry: WEPOn and the corresponding WEP key. The WEP key 
mappings are logically WRITE-ONLY. Attempts to read the 
entries in this table shall return unsuccessful status and 
values of null or zero. The default value for all WEPOn 
fields is false." 

REFERENCE "ISO/IEC 8802-11:1999, 8.3.2" 
{ dotllsmt 4 } 
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dotllWEPKeyMappingsEntry OBJECT-TYPE 
SYNTAX DotllWEPKeyMappingsEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An Entry (conceptual row) in the WEP Key Mappings Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex." 

INDEX {ifindex, dotllWEPKeyMappingindex} 
{ dotllWEPKeyMappingsTable 1} 

DotllWEPKeyMappingsEntry: := SEQUENCE 
dotllWEPKeyMappingindex 
dotllWEPKeyMappingAddress 
dotllWEPKeyMappingWEPOn 
dotllWEPKeyMappingValue 

dotllWEPKeyMappingStatus 

Integer32, 
MacAddress, 
TruthValue, 
WEPKeytype, 
RowStatus } 

dotllWEPKeyMappingindex OBJECT-TYPE 
SYNTAX Integer32 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"The auxiliary variable used to identify instances 
of the columnar objects in the WEP Key Mappings Table." 

::= { dotllWEPKeyMappingsEntry 1 

dotllWEPKeyMappingAddress OBJECT-TYPE 
SYNTAX MacAddress 
MAX-ACCESS read-create 
STATUS current 
DESCRIPTION 

"The MAC address of the STA for which the values from this 
key mapping entry are to be used." 

::= { dotllWEPKeyMappingsEntry 2 } 

dotllWEPKeyMappingWEPOn OBJECT-TYPE 
SYNTAX TruthValue 
MAX-ACCESS read-create 
STATUS current 
DESCRIPTION 

"Boolean as to whether WEP is to be used when communicating 
with the dotllWEPKeyMappingAddress STA." 

::= { dotllWEPKeyMappingsEntry 3 } 

dotllWEPKeyMappingValue OBJECT-TYPE 
SYNTAX WEPKeytype 
MAX-ACCESS read-create 
STATUS current 
DESCRIPTION 

"A WEP secret key value." 
dotllWEPKeyMappingsEntry 4 

dotllWEPKeyMappingStatus OBJECT-TYPE 
SYNTAX RowStatus 
MAX-ACCESS read-create 
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STATUS current 
DESCRIPTION 

"The status column used for creating, modifying, and 
deleting instances of the columnar objects in the WEP key 
mapping Table." 

DEFVAL {active} 
{ dotllWEPKeyMappingsEntry 5} 

********************************************************************** 
* End of WEPKeyMappings TABLE 
********************************************************************** 

********************************************************************** 
* dotllPrivacyTable TABLE 
********************************************************************** 

dotllPrivacyTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllPrivacyEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Group containing attributes concerned with IEEE 802.11 
Privacy. Created as a table to allow multiple 
instantiations on an agent." 

::= { dotllsmt 5 } 

dotllPrivacyEntry OBJECT-TYPE 
SYNTAX DotllPrivacyEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An entry in the dotllPrivacyTable Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by if Index." 

INDEX { if Index} 
{ dotllPrivacyTable 1 

DotllPrivacyEntry: := SEQUENCE 
dotllPrivacyinvoked 
dotllWEPDefaultKeyID 
dotllWEPKeyMappingLength 
dotllExcludeUnencrypted 
dotllWEPICVErrorCount 
dotllWEPExcludedCount 

TruthValue, 
INTEGER, 
INTEGER, 
TruthValue, 
Counter32, 
Counter32} 

dotllPrivacyinvoked OBJECT-TYPE 
SYNTAX TruthValue 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"When this attribute is true, it shall indicate that the IEEE 
802.11 WEP mechanism is used for transmitting frames of type 
Data. The default value of this attribute shall be false." 

::= { dotllPrivacyEntry 1 } 

dotllWEPDefaultKeyID OBJECT-TYPE 
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SYNTAX INTEGER ( 0 .. 3) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute shall indicate the use of the first, 
second, third, or fourth element of the WEPDefaultKeys 
array when set to values of zero, one, two, or three. The 
default value of this attribute shall be 0." 

REFERENCE "ISO/IEC 8802-11:1999, 8.3.2" 
::= { dotllPrivacyEntry 2} 

dotllWEPKeyMappingLength OBJECT-TYPE 
SYNTAX INTEGER (10 .. 4294967295) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The maximum number of tuples that dotllWEPKeyMappings can hold." 
REFERENCE "ISO/IEC 8802-11:1999, 8.3.2" 

::= { dotllPrivacyEntry 3 } 

dotllExcludeUnencrypted OBJECT-TYPE 
SYNTAX TruthValue 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"When this attribute is true, the STA shall not indicate at 
the MAC service interface received MSDUs that have the WEP 
subfield of the Frame Control field equal to zero. When this 
attribute is false, the STA may accept MSDUs that have the WEP 
subfield of the Frame Control field equal to zero. The default 
value of this attribute shall be false." 

::= { dotllPrivacyEntry 4} 

dotllWEPICVErrorCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment when a frame is received with the 
WEP subfield of the Frame Control field set to one and the value 
of the ICV as received in the frame does not match the ICV value 
that is calculated for the contents of the received frame." 

::= { dotllPrivacyEntry 5} 

dotllWEPExcludedCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment when a frame is received with the 
WEP subfield of the Frame Control field set to zero and the value 
of dotllExcludeUnencrypted causes that frame to be discarded." 

::= { dotllPrivacyEntry 6 } 

********************************************************************** 
* End of dotllPrivacy TABLE 
********************************************************************** 
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********************************************************************** 
* SMT notification Objects 
********************************************************************** 
dotllSMTnotification OBJECT IDENTIFIER { dotllsmt 6 } 

dotllDisassociate NOTIFICATION-TYPE 
OBJECTS { ifindex, dotllDisassociateReason, 

dotllDisassociateStation} 
STATUS current 
DESCRIPTION 

"The disassociate notification shall be sent when the STA 
sends a Disassociation frame. The value of the notification 
shall include the MAC address of the MAC to which the 
Disassociation frame was sent and the reason for 
the disassociation. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by if Index. " 

: := { dotllSMTnotification o 1} 

dotllDeauthenticate NOTIFICATION-TYPE 
OBJECTS { ifindex, dotllDeauthenticateReason, 

dotllDeauthenticateStation} 
STATUS current 
DESCRIPTION 

"The deauthenticate notification shall be sent when the STA 
sends a Deauthentication frame. The value of the notification 
shall include the MAC address of the MAC to which the 
Deauthentication frame was sent and the reason for the 
deauthentication. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by if Index. " 

::= { dotllSMTnotification o 2 } 

dotllAuthenticateFail NOTIFICATION-TYPE 
OBJECTS { ifindex, dotllAuthenticateFailStatus, 

dotllAuthenticateFailStation} 
STATUS current 
DESCRIPTION 

"The authenticate failure notification shall be sent 
when the STA sends an Authentication frame with a 
status code other than 'successful.' The value of 
the notification shall include the MAC address of the 
MAC to which the Authentication frame was sent and the 
reason for the authentication failure. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex." 

dotllSMTnotification O 3 } 
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********************************************************************** 
* End of SMT notification Objects 
********************************************************************** 

•~******************************************************************** 
* MAC Attribute Templates 
********************************************************************** 

********************************************************************** 
* dotllOperationTable TABLE 
********************************************************************** 

dotllOperationTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllOperationEnt:ry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Group contains MAC attributes pertaining to the operation 
of the MAC. This has been implemented as a table in order 
to allow for multiple instantiations on an agent." 

::= { dotllmac 1} 

dotllOperationEnt:ry OBJECT-TYPE 
SYNTAX DotllOperationEnt:ry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An ent:ry in the dotllOperationEnt:ry Table. 

ifindex - Each 802.11 interface is represented by an 
ifEnt:ry. Interface tables in this MIB module are indexed 
by ifindex." 

INDEX {ifindex} 
{ dotllOperationTable 1 

DotllOperationEnt:ry : : = SEQUENCE 
dotllMACAddress 
dotllRTSThreshold 
dotllShortRet:ryLimit 
dotllLongRet:ryLimit 
dotllFragmentationThreshold 
dotllMaxTransmitMSDULifetime 
dotllMaxReceiveLifetime 
dotllManufacturerID 
dotllProductID 

MacAddress, 
INTEGER, 
INTEGER, 
INTEGER, 
INTEGER, 
INTEGER, 
INTEGER, 
DisplayString, 
DisplayString} 

dotllMACAddress OBJECT-TYPE 
SYNTAX MacAddress 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"Unique MAC Address assigned to the STA." 
dotllOperationEnt:ry 1} 

dotllRTSThreshold OBJECT-TYPE 
SYNTAX INTEGER (0 .. 2347) 
MAX-ACCESS read-write 
STATUS current 
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DESCRIPTION 

"This attribute shall indicate the number of octets in an MPDU, 
below which an RTS/CTS handshake shall not be performed. An 
RTS/CTS handshake shall be performed at the beginning of any 
frame exchange sequence where the MPDU is of type Data or 
Management, the MPDU has an individual address in the Addressl 
field, and the length of the MPDU is greater than 
this threshold. (For additional details, refer to Table 21 in 
9.7.) Setting this attribute to be larger than the maximum 
MSDU size shall have the effect of turning off the RTS/CTS 
handshake for frames of Data or Management type transmitted by 
this STA. Setting this attribute to zero shall have the effect 
of turning on the RTS/CTS handshake for all frames of Data or 
Management type transmitted by this STA. The default value of 
this attribute shall be 2347." 

dotllOperationEntry 2 

dotllShortRetryLimit OBJECT-TYPE 
SYNTAX INTEGER (1 .. 255) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute shall indicate the maximum number of 
transmission attempts of a frame, the length of which is less 
than or equal to dotllRTSThreshold, that shall be made before a 
failure condition is indicated. The default value of this 
attribute shall be 7." 

dotllOperationEntry 3 

dotllLongRetryLimit OBJECT-TYPE 
SYNTAX INTEGER (1 .. 255) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute shall indicate the maximum number of 
transmission attempts of a frame, the length of which is 
greater than dotllRTSThreshold, that shall be made before a 
failure condition is indicated. The default value of this 
attribute shall be 4." 

dotllOperationEntry 4 } 

dotllFragmentationThreshold OBJECT-TYPE 
SYNTAX INTEGER (256 .. 2346) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This attribute shall specify the current maximum size, in 
octets, of the MPDU that may be delivered to the PHY. An MSDU 
shall be broken into fragments if its size exceeds the value 
of this attribute after adding MAC headers and trailers. An 
MSDU or MMPDU shall be fragmented when the resulting frame has 
an individual address in the Addressl field, and the length of 
the frame is larger than this threshold. The default value 
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for this attribute shall be the lesser of 2346 or the 
aMPDUMaxLength of the attached PHY and shall never exceed the 
lesser of 2346 or the aMPDUMaxLength of the attached PHY. The 
value of this attribute shall never be less than 256." 

dotllOperationEntry 5} 

dotllMaxTransmitMSDULifetime OBJECT-TYPE 
SYNTAX INTEGER (1 .. 4294967295) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The MaxTransmitMSDULifetime shall be the elapsed time in TU, 
after the initial transmission of an MSDU, after which further 
attempts to transmit the MSDU shall be terminated. The default 
value of this attribute shall be 512." 

dotllOperationEntry 6 } 

dotllMaxReceiveLifetime OBJECT-TYPE 
SYNTAX INTEGER (1 .. 4294967295) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The MaxReceiveLifetime shall be the elapsed time in TU, 
after the initial reception of a fragmented MMPDU or MSDU, 
after which further attempts to reassemble the MMPDU or 
MSDU shall be terminated. The default value shall be 512." 

dotllOperationEntry 7 

dotllManufacturerID OBJECT-TYPE 
SYNTAX Displaystring (SIZE(0 .. 128)) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The ManufacturerID shall include, at a minimum, the name 
of the manufacturer. It may include additional 
information at the manufacturer's discretion. The default 
value of this attribute shall be null." 

dotllOperationEntry 8 } 

dotllProductID OBJECT-TYPE 
SYNTAX DisplayString (SIZE(0 .. 128)) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The ProductID shall include, at a minimum, an identifier 
that is unique to the manufacturer. It may include 
additional information at the manufacturer's discretion. 
The default value of this attribute shall be null." 

dotllOperationEntry 9} 

********************************************************************** 
* End of dotllOperationEntry TABLE 

Copyright© 1999 IEEE. All rights reserved. 485 



ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN 

********************************************************************** 

********************************************************************** 
* dotllCounters TABLE 
********************************************************************** 

dotllCountersTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllCountersEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Group containing attributes that are MAC counters. 
Implemented as a table to allow for multiple 
instantiations on an agent." 

dotllmac 2 } 

dotllCountersEntry OBJECT-TYPE 
SYNTAX DotllCountersEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An entry in the dotllCountersEntry Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex." 
INDEX {ifindex} 
{ dotllCountersTable 1 

DotllCountersEntry ::= SEQUENCE 
dotllTransmittedFragmentCount Counter32, 
dotllMulticastTransmittedFrameCount Counter32, 
dotllFailedCount 
dotllRetryCount 
dotllMultipleRetryCount 
dotllFrameDuplicateCount 
dotllRTSSuccessCount 
dotllRTSFailureCount 
dotllACKFailureCount 
dotllReceivedFragmentCount 
dotllMulticastReceivedFrameCount 
dotllFCSErrorCount 
dotllTransmittedFrameCount 
dotllWEPUndecryptableCount 

dotllTransmittedFragmentCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

Counter32, 
Counter32, 
Counter32, 
Counter32, 
Counter32, 
Counter32, 
Counter32, 
Counter32, 
Counter32, 
Counter32, 
Counter32, 
Counter32 } 

"This counter shall be incremented for an acknowledged 
MPDU with an individual address in the address 1 field 
or an MPDU with a multicast address in the address 1 field 
of type Data or Management." 

dotllCountersEntry 1} 

486 Copyright© 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition 

dotllMulticastTransmittedFrameCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment only when the multicast 
bit is set in the destination MAC address of a successfully 
transmitted MSDU. When operating as a STA in an ESS, where 
these frames are directed to the AP, this implies having 
received an acknowledgment to all associated MPDUs. " 

dotllCountersEntry 2 } 

dotllFailedCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment when an MSDU is not 
transmitted successfully due to the number of 
transmit attempts exceeding either the 
dotllShortRetryLimit or dotllLongRetryLimit. " 

dotllCountersEntry 3 

dotllRetryCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment when an MSDU is successfully 
transmitted after one or more retransmissions." 

dotllCountersEntry 4 } 

dotllMultipleRetryCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment when an MSDU is successfully 
transmitted after more than one retransmission." 

dotllCountersEntry 5} 

dotllFrameDuplicateCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment when a frame is received 
that the Sequence Control field indicates is a 
duplicate." 

dotllCountersEntry 6} 
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dotllRTSSuccessCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment when a CTS is received in 
response to an RTS." 

::= { dotllCountersEntry 7 

dotllRTSFailureCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment when a CTS is not received in 
response to an RTS." 

{ dotllCountersEntry 8 } 

dotllACKFailureCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment when an ACK is not received 
when expected." 

dotllCountersEntry 9} 

dotllReceivedFragmentCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall be incremented for each successfully 
received MPDU of type Data or Management." 

dotllCountersEntry 10 

dotllMulticastReceivedFrameCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment when a MSDU is received 
with the multicast bit set in the destination 
MAC address." 

dotllCountersEntry 11 

dotllFCSErrorCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
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STATUS current 
DESCRIPTION 

"This counter shall increment when an FCS error is 
detected in a received MPDU. " 

dotllCountersEnt:ry 12 } 

dotllTransmittedFrameCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment for each successfully transmitted MSDU." 

dotllCountersEnt:ry 13 } 

dotllWEPUndecryptableCount OBJECT-TYPE 
SYNTAX Counter32 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This counter shall increment when a frame is received with 
the WEP subfield of the Frame Control field set to one and the 
WEPOn value for the key mapped to the TA's MAC address 
indicates that the frame should not have been encrypted or 
that frame is discarded due to the receiving STA not 
implementing the privacy option." 

{ dotllCountersEnt:ry 14 } 

********************************************************************** 
* End of dotllCountersEnt:ry TABLE 
********************************************************************** 

********************************************************************** 

* GroupAddresses TABLE 
********************************************************************** 

dotllGroupAddressesTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllGroupAddressesEnt:ry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"A conceptual table containing a set of MAC addresses 
identifying the multicast addresses for which this STA 
will receive frames. The default value of this attribute 
shall be null." 

dotllmac 3 } 

dotllGroupAddressesEnt:ry OBJECT-TYPE 
SYNTAX DotllGroupAddressesEnt:ry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An Ent:ry (conceptual row) in the Group Addresses Table. 
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ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex." 

INDEX {ifindex, dotllGroupAddressesindex} 

::= { dotllGroupAddressesTable 1 

DotllGroupAddressesEntry: := SEQUENCE 
dotllGroupAddressesindex 
dotllAddress 
dotllGroupAddressesStatus 

dotllGroupAddressesindex OBJECT-TYPE 
SYNTAX Integer32 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

Integer32, 
MacAddress, 
RowStatus} 

"The auxiliary variable used to identify instances 
of the columnar objects in the Group Addresses Table." 

dotllGroupAddressesEntry 1} 

dotllAddress OBJECT-TYPE 
SYNTAX MacAddress 
MAX-ACCESS read-create 
STATUS current 
DESCRIPTION 

"MAC address identifying a multicast addresses 
from which this STA will receive frames." 

dotllGroupAddressesEntry 2 

dotllGroupAddressesStatus OBJECT-TYPE 
SYNTAX RowStatus 
MAX-ACCESS read-create 
STATUS current 
DESCRIPTION 

"The status column used for creating, modifying, and 
deleting instances of the columnar objects in the Group 
Addresses Table." 

DEFVAL {active} 
{ dotllGroupAddressesEntry 3 } 

********************************************************************** 
* End of GroupAddress TABLE 
********************************************************************** 

********************************************************************** 
* Resource Type Attribute Templates 
********************************************************************** 

dotllResourceTypeIDName OBJECT-TYPE 
SYNTAX DisplayString (SIZE(4)) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

490 Copyright© 1999 IEEE. All rights reserved. 



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition 

"Contains the name of the Resource Type ID managed object. 
The attribute is read-only and always contains the value 
RTID. This attribute value shall not be used as a naming 
attribute for any other managed object class." 

REFERENCE "IEEE Std 802.lF-1993, A.7" 
DEFVAL { "RTID"} 
{ dotllresAttribute 1} 

********************************************************************** 
* dotllResourceinfo TABLE 
********************************************************************** 

dotllResourceinfoTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllResourceinfoEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Provides a means of indicating, in data readable from a 
managed object, information that identifies the source of 
the implementation." 

REFERENCE "IEEE Std 802.lF-1993, 
{ dotllresAttribute 2 } 

A.7" 

dotllResourceinfoEntry OBJECT-TYPE 
SYNTAX DotllResourceinfoEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An entry in the dotllResourceinfo Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex. 11 

INDEX { iflndex} 

::= { dotllResourceinfoTable 1 

DotllResourceinfoEntry ::= SEQUENCE 
dotllmanufacturerOUI OCTET STRING, 
dotllmanufacturerName DisplayString, 
dotllmanufacturerProductName DisplayString, 
dotllmanufacturerProductVersion DisplayString} 

dotllmanufacturerOUI OBJECT-TYPE 
SYNTAX OCTET STRING (SIZE(3)) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"Takes the value of an organizationally unique identifier." 

dotllResourceinfoEntry 1 } 

dotllmanufacturerName OBJECT-TYPE 
SYNTAX DisplayString (SIZE(0 .. 128)) 
MAX-ACCESS read-only 
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STATUS current 
DESCRIPTION 

"A printable string used to identify the manufacturer of the 
resource. Maximum string length is 128 octets." 

dotllResourceinfoEntry 2 } 

dotllmanufacturerProductName OBJECT-TYPE 
SYNTAX DisplayString (SIZE(0 .. 128)) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"A printable string used to identify the manufacturer's product 
name of the resource. Maximum string length is 128 octets." 

dotllResourceinfoEntry 3 } 

dotllmanufacturerProductVersion OBJECT-TYPE 
SYNTAX DisplayString (SIZE(0 .. 128)) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"Printable string used to identify the manufacturer's product 
version of the resource. Maximum string length is 128 octets." 

dotllResourceinfoEntry 4 } 

********************************************************************** 
* End of dotllResourceinfo TABLE 
********************************************************************** 

********************************************************************** 
* PHY Attribute Templates 
********************************************************************** 

********************************************************************** 
* dotllPhyOperation TABLE 
********************************************************************** 

dotllPhyOperationTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllPhyOperationEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"PHY level 
operation. 
ifindex to 
Agent." 

attributes concerned with 
Implemented as a table indexed on 

allow for multiple instantiations on an 

dotllphy 1 } 

dotllPhyOperationEntry OBJECT-TYPE 
SYNTAX DotllPhyOperationEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An entry in the dotllPhyOperation Table. 
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ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex. 11 

INDEX { ifindex} 
: := { dotllPhyOperationTable 1 

DotllPhyOperationEntry ::= SEQUENCE 
dotllPHYType 
dotllCurrentRegDomain 
dotllTempType 

INTEGER, 
Integer32, 
INTEGER 

dotllPHYType OBJECT-TYPE 
SYNTAX INTEGER {fhss(l), dsss(2), irbaseband(3)} 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This is an 8-bit integer value that identifies the PHY type 
supported by the attached PLCP and PMD. Currently defined 
values and their corresponding PHY types are: 

FHSS 2.4 GHz= 01 , DSSS 2.4 GHz 

dotllPhyOperationEntry 1 } . 

02, IR Baseband 03" 

dotllCurrentRegDomain OBJECT-TYPE 
SYNTAX Integer32 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The current regulatory domain this instance of the PMD is 
supporting. This object corresponds to one of the 
RegDomains listed in dotllRegDomainsSupported." 

dotllPhyOperationEntry 2} 

dotllTempType OBJECT-TYPE 
SYNTAX INTEGER {tempTypel(l), tempType2(2) } 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"There are different operating temperature requirements 
dependent on the anticipated environmental conditions. This 
attribute describes the current PHY's operating temperature 
range capability. Currently defined values and their 
corresponding temperature ranges are: 

Type 1 

Type 2 

X'0l'-Commercial range of o to 40 degrees c, 

X'02'-Industrial range of -30 to 70 degrees C." 

dotllPhyOperationEntry 3 } 

********************************************************************** 
* End of dotllPhyOperation TABLE 
********************************************************************** 
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********************************************************************** 

* dotllPhyAntenna TABLE 
********************************************************************** 

dotllPhyAntennaTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllPhyAntennaEnt:ry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Group of attributes for PhyAntenna. Implemented as a 
table indexed on ifindex to allow for multiple instances on 
an agent." 

dotllphy 2} 

dotllPhyAntennaEnt:ry OBJECT-TYPE 
SYNTAX DotllPhyAntennaEnt:ry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An ent:ry in the dotllPhyAntenna Table. 

ifindex - Each 802.11 interface is represented by an 
ifEnt:ry. Interface tables in this MIB module are indexed 
by ifindex. 11 

INDEX {ifindex} 
::= { dotllPhyAntennaTable 1 

DotllPhyAntennaEnt:ry ::= SEQUENCE 
dotllCUrrentTxAntenna 
dotllDiversitySupport 
dotllCUrrentRxAntenna 

Integer32, 
INTEGER, 
Integer32 } 

dotllCUrrentTxAntenna OBJECT-TYPE 
SYNTAX Integer32 (1 .. 255) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The current antenna being used to transmit. This value 
is one of the values appearing in dotllSupportedTxAntenna. 
This may be used by a management agent to control which 
antenna is used for transmission." 

dotllPhyAntennaEnt:ry 1 

dotllDiversitySupport OBJECT-TYPE 
SYNTAX INTEGER {fixedlist(l), notsupported(2), dynamic(3)} 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"This implementation's support for diversity, encoded as: 

X'0l'-diversity is available and is performed over the fixed 
list of antennas defined in dotllDiversitySelectionRx. 

X'02'-diversity is not supported. 
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X'03'-diversity is supported and control of diversity is also 
available, in which case the attribute 
dotllDiversitySelectionRx can be dynamically modified by the 
LME.11 

: : = { dotllPhyAntennaEntry 2 

dotllCUrrentRxAntenna OBJECT-TYPE 
SYNTAX Integer32 (1 .. 255) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The current antenna being used to receive, if the 
dotll DiversitySupport indicates that diversity is not 
supported. The selected antenna shall be one of 
the antennae marked for receive in the dotllAntennasListTable. " 

dotllPhyAntennaEntry 3 } 

********************************************************************** 
* End of dotllPhyAntenna TABLE 
********************************************************************** 

********************************************************************** 

* dotllPhyTxPower TABLE 
********************************************************************** 

dotllPhyTxPowerTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllPhyTxPowerEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Group of attributes for dotllPhyTxPowerTable. Implemented 
as a table indexed on STA ID to allow for multiple 
instances on an Agent." 

dotllphy 3} 

dotllPhyTxPowerEntry OBJECT-TYPE 
SYNTAX DotllPhyTxPowerEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An entry in the dotllPhyTxPower Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex." 

INDEX {ifindex} 
: := { dotllPhyTxPowerTable 1 

DotllPhyTxPowerEntry : : = SEQUENCE 
dotllNumberSupportedPowerLevels INTEGER, 
dotllTxPowerLevell INTEGER, 
dot11TxPowerLevel2 INTEGER, 
dot11TxPowerLevel3 INTEGER, 
dot11TxPowerLevel4 INTEGER, 
dot11TxPowerLevel5 INTEGER, 
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dot11TxPowerLevel6 INTEGER, 
dotllTxPowerLevel 7 INTEGER, 
dot11TxPowerLevel8 INTEGER, 
dotllCUrrentTxPowerLevel INTEGER} 

dotllNumberSupportedPowerLevels OBJECT-TYPE 
SYNI'AX INTEGER ( 1 .. 8) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The number of power levels supported by the PMD. 
This attribute can have a value of 1 to 8." 

: := { dotllPhyTxPowerEntry 1} 

dotllTxPowerLevell OBJECT-TYPE 
SYNI'AX INTEGER (0 .. 10000) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The transmit output power for LEVELl in mW. 
This is also the default power level." 
dotllPhyTxPowerEntry 2 } : : = { 

dot11TxPowerLevel2 OBJECT-TYPE 
SYNI'AX INTEGER (0 .. 10000) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The transmit output power for LEVEL2 in mW." 
dotllPhyTxPowerEntry 3 } 

dot11TxPowerLevel3 OBJECT-TYPE 
SYNI'AX INTEGER (0 .. 10000) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The transmit output power for LEVEL3 in mW." 
dotllPhyTxPowerEntry 4 } 

dot11TxPowerLevel4 OBJECT-TYPE 
SYNI'AX INTEGER (0 .. 10000) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The transmit output power for LEVEL4 in mW." 
dotllPhyTxPowerEntry 5} 

dotllTxPowerLevelS OBJECT-TYPE 
SYNI'AX INTEGER (0 .. 10000) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The transmit output power for LEVELS in mW." 
dotllPhyTxPowerEntry 6 } 

dotllTxPowerLevel6 OBJECT-TYPE 
SYNI'AX INTEGER (0 .. 10000) 
MAX-ACCESS read-only 
STATUS current 
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DESCRIPTION 
"The transmit output power for LEVEL6 in mW." 

.. - dotllPhyTxPowerEntry 7 } 

dot11TxPowerLevel7 OBJECT-TYPE 
SYNTAX INTEGER (0 .. 10000) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The transmit output power for LEVEL? in mw.11 
.. - dotllPhyTxPowerEntry 8 } 

dot11TxPowerLevel8 OBJECT-TYPE 
SYNTAX INTEGER (0 .. 10000) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The transmit output power for LEVELS in mW.11 

.. - dotllPhyTxPowerEntry 9 } 

dotllCUrrentTxPowerLevel OBJECT-TYPE 
SYNTAX INTEGER ( 1 .. 8) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The TxPowerLevel N currently being used to transmit data. 
Some PHYs also use this value to determine the receiver 
sensitivity requirements for CCA.11 

: : = { dotllPhyTxPowerEntry 10 } 

********************************************************************** 

* End of dotllPhyTxPower TABLE 
********************************************************************** 

********************************************************************** 

* dotllPhyFHSS TABLE 
********************************************************************** 

dotllPhyFHSSTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllPhyFHSSEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Group of attributes for dotllPhyFHSSTable. Implemented as a 
table indexed on STA ID to allow for multiple instances on 
an Agent." 

: := { dotllphy 4 } 

dotllPhyFHSSEntry OBJECT-TYPE 
SYNTAX DotllPhyFHSSEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An entry in the dotllPhyFHSS Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex.11 
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INDEX { ifindex} 
{ dotllPhyFHSSTable 1 

DotllPhyFHSSEntry ::= SEQUENCE 
dotllHopTime 
dotllCUrrentChannelNumber 
dotllMaxDwellTime 
dotllCUrrentDwellTime 
dotllCUrrentSet 
dotllCUrrentPattern 
dotllCUrrentindex 

INTEGER, 
INTEGER, 
INTEGER, 
INTEGER, 
INTEGER, 
INTEGER, 
INTEGER} 

dotllHopTime OBJECT-TYPE 
SYNTAX INTEGER (224) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The time in microseconds for the PMD to change from 
channel 2 to channel 80" 
dotllPhyFHSSEntry 1} : : = { 

dotllCUrrentChannelNumber OBJECT-TYPE 
SYNTAX INTEGER (0 .. 99) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The current channel number of the frequency output by the RF 
synthesizer" 

dotllPhyFHSSEntry 2} : : = { 

dotllMaxDwellTime OBJECT-TYPE 
SYNTAX INTEGER (1 .. 65535) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The maximum time in TU that the transmitter 
is permitted to operate on a single channel." 
dotllPhyFHSSEntry 3 } : : = { 

dotllCUrrentDwellTime OBJECT-TYPE 
SYNTAX INTEGER (1 .. 65535) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The current time in TU that the transmitter shall operate 
on a single channel, as set by the MAC. Default is 19 TU." 
dotllPhyFHSSEntry 4 } : : = { 

dotllCUrrentSet OBJECT-TYPE 
SYNTAX INTEGER (1 .. 255) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The current set of patterns the PHY 
LME is using to determine the hopping sequence. " 
dotllPhyFHSSEntry 5 : : = { 

dotllCUrrentPattern OBJECT-TYPE 
SYNTAX INTEGER (0 .. 255) 
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MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The current pattern the PHY LME is 
using to determine the hop sequence." 
dotllPhyFHSSEntry 6} : : = { 

dotllCUrrentindex OBJECT-TYPE 
SYNTAX INTEGER (1 .. 255) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The current index value the PHY LME is using to determine 
the CurrentChannelNumber." 

: : = { dotllPhyFHSSEntry 7} 

********************************************************************** 
* End of dotllPhyFHSS TABLE 
********************************************************************** 

********************************************************************** 
* dotllPhyDSSSEntry TABLE 
********************************************************************** 

dotllPhyDSSSTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllPhyDSSSEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Entry of attributes for dotllPhyDSSSEntry. Implemented as a 
table indexed on ifindex allow for multiple instances on 
an Agent." 

::= { dotllphy 5} 

dotllPhyDSSSEntry OBJECT-TYPE 
SYNTAX DotllPhyDSSSEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An entry in the dotllPhyDSSSEntry Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex. 11 

INDEX {ifindex} 
{ dotllPhyDSSSTable 1 

DotllPhyDSSSEntry : : = SEQUENCE 
dotllCUrrentChannel 
dotllCCAModeSupported 

INTEGER, 
INTEGER, 

dotllCUrrentCCAMode INTEGER, 
dotllEDThreshold Integer32} 

dotllCUrrentChannel OBJECT-TYPE 
SYNTAX INTEGER (1 .. 14) 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 
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: : = { 

"The current operating frequency channel of the DSSS 
PHY. Valid channel numbers are as defined in 15.4.6.2" 
dotllPhyDSSSEnt:ry 1} 

dotllCCAModeSupported OBJECT-TYPE 
SYNTAX INTEGER ( 1 .. 7) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"dotllCCAModeSupported is a bit-significant value, representing all of the 
CCA modes supported by the PHY. Valid values are: 

energy detect only (ED_ONLY) = 01, 
carrier sense only (CS_ONLY) = 02, 
carrier sense and energy detect (ED_and CS)= 04 

or the logical sum of any of these values." 
::= { dotllPhyDSSSEnt:ry 2} 

dotllCUrrentCCAMode OBJECT-TYPE 
SYNTAX INTEGER {edonly(l), csonly(2), edandcs(4)} 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The current CCA method in operation. 
energy detect only (edonly) = 01, 
carrier sense only (csonly) = 02, 

Valid values are: 

: := { 

carrier sense and energy detect (edandcs)= 04." 
dotllPhyDSSSEnt:ry 3 } 

dotllEDThreshold OBJECT-TYPE 
SYNTAX Integer32 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The current Energy Detect Threshold being used by the DSSS PHY." 
dotllPhyDSSSEnt:ry 4 } 

********************************************************************** 
* End of dotllPhyDSSSEnt:ry TABLE 
********************************************************************** 

********************************************************************** 
* dotllPhyIR TABLE 
********************************************************************** 

dotllPhyIRTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllPhyIREnt:ry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Group of attributes for dotllPhyIRTable. Implemented as a 
table indexed on ifindex to allow for multiple instances on 
an Agent." 

::= { dotllphy 6 } 

dotllPhyIREnt:ry OBJECT-TYPE 
SYNTAX DotllPhyIREnt:ry 
MAX-ACCESS not-accessible 
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STATUS current 
DESCRIPTION 

"An entry in the dotllPhyIR Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex." 

INDEX { ifindex} 
{ dotllPhyIRTable 1 

DotllPhyIREntry ::= SEQUENCE 
dotllCCAWatchdogTimerMax 
dotllCCAWatchdogCountMax 
dotllCCAWatchdogTimerMin 
dotllCCAWatchdogCountMin 

Integer32, 
Integer32, 
Integer32, 
Integer32} 

dotllCCAWatchdogTimerMax OBJECT-TYPE 
SYNTAX Integer32 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This parameter, together with CCAWatchdogCountMax, 
determines when energy detected in the channel can be 
ignored." 

: : = { dotllPhyIREntry 1 } 

dotllCCAWatchdogCountMax OBJECT-TYPE 
SYNTAX Integer32 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"This parameter, together with CCAWatchdogTimerMax, 
determines when energy detected in the channel can be 
ignored." 

: : = { dotllPhyIREntry 2 } 

dotllCCAWatchdogTimerMin OBJECT-TYPE 
SYNTAX Integer32 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The minimum value to which CCAWatchdogTimerMax can be 
set." 

: : = { dotllPhyIREntry 3 } 

dotllCCAWatchdogCountMin OBJECT-TYPE 
SYNTAX Integer32 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"The minimum value to which CCAWatchdogCount can be set." 
dotllPhyIREntry 4 } 

********************************************************************** 

* End of dotllPhyIR TABLE 
********************************************************************** 
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********************************************************************** 
* dotllRegDomainsSupported TABLE 
********************************************************************** 

dotllRegDomainsSupportedTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllRegDomainsSupportEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"There are different operational requirements dependent on 
the regulatory domain. This attribute list describes the 
regulatory domains the PLCP and PMD support in this 
implementation. currently defined values and their 
corresponding Regulatory Domains are: 

FCC (USA) = X'l0', DOC (Canada) = X'20', ETSI (most of 
Europe) X'30', Spain= X'31', France= X'32', MKK 
(Japan) = X'40' " 

: : = { dotllphy 7} 

dotllRegDomainsSupportEntry OBJECT-TYPE 
SYNTAX DotllRegDomainsSupportEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An entry in the dotllRegDomainsSupport Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex." 

INDEX {ifindex, dotllRegDomainsSupportindex} 
{ dotllRegDomainsSupportedTable 1} 

DotllRegDomainsSupportEntry ::= SEQUENCE 
dotllRegDomainsSupportindex 
dotllRegDomainsSupportValue 

Integer32, 
INTEGER} 

dotllRegDomainsSupportindex OBJECT-TYPE 
SYNTAX Integer32 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"The auxiliary variable used to identify instances 
of the columnar objects in the RegDomainsSupport Table." 

::= { dotllRegDomainsSupportEntry 1} 

dotllRegDomainsSupportValue OBJECT-TYPE 

SYNTAX INTEGER {fcc(l6), doc(32), etsi(48), spain (49), france 
(50), mkk (64) } 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"There are different operational requirements dependent on 
the regulatory domain. This attribute list describes the 
regulatory domains the PLCP and PMD support in this 
implementation. currently defined values and their 
corresponding Regulatory Domains are: 
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FCC (USA) = X'l0', DOC (Canada) = X'20', ETSI (most of 
Europe) = X'30', Spain= X'31', France= X'32', MKK 
{Japan) = X'40' " 

::= { dotllRegDomainsSupportEntry 2 } 

********************************************************************** 
* End of dotllRegDomainsSupported TABLE 
********************************************************************** 

********************************************************************** 
* dotllAntennasList TABLE 
********************************************************************** 

dotllAntennasListTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllAntennasListEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"This table represents the list of antennae. An 
antenna can be marked to be capable of transmitting, 
receiving, and/or for participation in receive diversity. Each 
entry in this table represents a single antenna with 
its properties. The maximum number of antennae that can 
be contained in this table is 255." 

dotllphy 8 : := { 

dotllAntennasListEntry OBJECT-TYPE 
SYNTAX DotllAntennasListEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An entry in the dotllAntennasListTable, 
representing the properties of a single antenna. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex." 

INDEX {ifindex, dotllAntennaListlndex} 
{ dotllAntennasListTable 1 } 

DotllAntennasListEntry: := SEQUENCE 
dotllAntennaListindex 
dotllSupportedTxAntenna 

Integer32, 
TruthValue, 

dotllSupportedRxAntenna TruthValue, 
dotllDiversitySelectionRx TruthValue} 

dotllAntennaListindex OBJECT-TYPE 
SYNTAX Integer32 (1 .. 255) 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"The unique index of an antenna which is 
used to identify the columnar objects in 
the dotllAntennasList Table." 

: := { dotllAntennasListEntry 1 

dotllSupportedTxAntenna OBJECT-TYPE 
SYNTAX TruthValue 
MAX-ACCESS read-write 
STATUS current 
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DESCRIPTION 
"When true, this object indicates that the 
antenna represented by dotllAntennaindex 
can be used as a transmit antenna." 

::= { dotllAntennasListEntry 2 

dotllSupportedRxAntenna OBJECT-TYPE 
SYNTAX TruthValue 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"When true, this object indicates that the 
antenna represented by the dotllAntennaindex 
can be used as a receive antenna." 

: := { dotllAntennasListEntry 3 } 

dotllDiversitySelectionRx OBJECT-TYPE 
SYNTAX TruthValue 
MAX-ACCESS read-write 
STATUS current 
DESCRIPTION 

"When true, this object indicates that the 
antenna represented by dotllAntennaindex can 
be used for receive diversity. This object 
may only be true if the antenna can be used 
as a receive antenna, as indicated by 
dotllSupportedRxAntenna." 

::= { dotllAntennasListEntry 4 } 

********************************************************************** 
* End of dotllAntennasList TABLE 
********************************************************************** 

********************************************************************** 

* SupportedDataRatesTx TABLE 
********************************************************************** 

dotllSupportedDataRatesTxTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllSupportedDataRatesTxEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"The Transmit bit rates supported by the PLCP and PMD, 
represented by a count from X'02-X'7f, corresponding to data 
rates in increments of S00Kb/s from 1 Mbit/s to 63.5 Mbit/s subject 
to limitations of each individual PHY." 

::= { dotllphy 9} 

dotllSupportedDataRatesTxEntry OBJECT-TYPE 
SYNTAX DotllSupportedDataRatesTxEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"An Entry (conceptual row) in the dotllSupportedDataRatesTx 
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Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by if Index." 

INDEX {ifindex, dotllSupportedDataRatesTxindex} 

dotllSupportedDataRatesTxTable 1 } 

DotllSupportedDataRatesTxEntry ::= SEQUENCE 
dotllSupportedDataRatesTxindex 
dotllSupportedDataRatesTxValue 

dotllSupportedDataRatesTxindex OBJECT-TYPE 
SYNTAX Integer32 (1 .. 8) 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

Integer32, 
Integer32} 

"Index object which identifies which data rate to access. 
Range is 1 .. 8." 

::= { dotllSupportedDataRatesTxEntry 1 

dotllSupportedDataRatesTxValue OBJECT-TYPE 
SYNTAX Integer32 (2 .. 127) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The Transmit bit rates supported by the PLCP and PMD, 
represented by a count from X'02-X'7f, corresponding to data 
rates in increments of 500Kb/s from 1 Mbit/s to 63.5 Mbit/s subject 
to limitations of each individual PHY." 

::= { dotllSupportedDataRatesTxEntry 2 } 

********************************************************************** 
* End of dotllSupportedDataRatesTx TABLE 
********************************************************************** 

********************************************************************** 
* SupportedDataRatesRx TABLE 
********************************************************************** 

dotllSupportedDataRatesRxTable OBJECT-TYPE 
SYNTAX SEQUENCE OF DotllSupportedDataRatesRxEntry 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"The receive bit rates supported by the PLCP and PMD, 
represented by a count from X'002-X'7f, corresponding to data 
rates in increments of 500Kb/s from 1 Mbit/s to 63.5 Mbit/s." 

::= { dotllphy 10} 

dotllSupportedDataRatesRxEntry OBJECT-TYPE 
SYNTAX DotllSupportedDataRatesRxEntry 
MAX-ACCESS not-accessible 
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STATUS current 
DESCRIPTION 

"An Entry (conceptual row) in the 
dotllSupportedDataRatesRx Table. 

ifindex - Each 802.11 interface is represented by an 
ifEntry. Interface tables in this MIB module are indexed 
by ifindex. 11 

INDEX {ifindex, dotllSupportedDataRatesRxindex} 

dotllSupportedDataRatesRxTable 1} 

DotllSupportedDataRatesRxEntry: := SEQUENCE 
dotllSupportedDataRatesRxindex 
dotllSupportedDataRatesRxValue 

Integer32, 
Integer32} 

dotllSupportedDataRatesRxindex OBJECT-TYPE 
SYNTAX Integer32 (1 .. 8) 
MAX-ACCESS not-accessible 
STATUS current 
DESCRIPTION 

"Index object which identifies which data rate to access. 
Range is 1 .. 8 . 11 

: : = { dotllSupportedDataRatesRxEntry 1 

dotllSupportedDataRatesRxValue OBJECT-TYPE 
SYNTAX Integer32 (2 .. 127) 
MAX-ACCESS read-only 
STATUS current 
DESCRIPTION 

"The receive bit rates supported by the PLCP and PMD, 
represented by a count from X'02-X'7f, corresponding to data 
rates in increments of 500 Kb/s from 1 Mbit/s to 63.5 Mbit/s." 

: := { dotllSupportedDataRatesRxEntry 2 } 

********************************************************************** 
* End of dotllSupportedDataRatesRx TABLE 
********************************************************************** 

********************************************************************** 
* conformance information 
********************************************************************** 

dotllConformance OBJECT IDENTIFIER::= { ieee802dotll 5} 
dotllGroups OBJECT IDENTIFIER::= { dotllConformance 1} 
dotllCompliances OBJECT IDENTIFIER::= { dotllConformance 2 } 

********************************************************************** 
* compliance statements 
********************************************************************** 

dotllCompliance MODULE-COMPLIANCE 
STATUS current 
DESCRIPTION 

"The compliance statement for SNMPv2 entities 
that implement the IEEE 802 .11 MIB. " 

MODULE -- this module 
MANDATORY-GROUPS { 
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dotllSMTbase2, 
dotllMACbase, dotllCountersGroup, 
dotllSmtAuthenticationAlgorithms, 
dotllResourceTypeID, dotllPhyOperationComplianceGroup 

GROUP dotllPhyDSSSComplianceGroup 
DESCRIPTION 

"Implementation of this group is required when object 
dotllPHYType has the value of dsss. This group is 
mutually exclusive with the groups dotllPhyIRComplianceGroup and 
dotllPhyFHSSComplianceGroup." 

GROUP dotllPhyIRComplianceGroup 
DESCRIPTION 

"Implementation of this group is required when object 
dotllPHYType has the value of irbaseband. This group is 
mutually exclusive with the groups dotllPhyDSSSComplianceGroup and 
dotllPhyFHSSComplianceGroup." 

GROUP dotllPhyFHSSComplianceGroup 
DESCRIPTION 

"Implementation of this group is required when object 
dotllPHYType has the value of fhss. This group is 
mutually exclusive with the groups dotllPhyDSSSComplianceGroup and 
dotllPhyIRComplianceGroup." 

OPTIONAL-GROUPS { dotllSMTprivacy, dotllMACStatistics, 
dotllPhyAntennaComplianceGroup, dotllPhyTxPowerComplianceGroup, 
dotllPhyRegDomainsSupportGroup, 
dotllPhyAntennasListGroup, dotllPhyRateGroup} 

::= { dotllCompliances 1} 

********************************************************************** 
* Groups - units of conformance 
********************************************************************** 

dotllSMTbase OBJECT-GROUP 
OBJECTS { dotllStationID, dotllMediumOccupancyLimit, 

dotllCFPollable, 
dotllCFPPeriod, 
dotllCFPMaxDuration, 
dotllAuthenticationResponseTimeOUt, 
dotllPrivacyOptionimplemented, 
dotllPowerManagementMode, 
dotllDesiredSSID, dotllDesiredBSSType, 
dotllOperationalRateSet, 
dotllBeaconPeriod, dotllDTIMPeriod, 
dotllAssociationResponseTimeOUt 
} 

STATUS deprecated 
DESCRIPTION 

"The SMT object class provides the necessary support at the 
STA to manage the processes in the STA such that the STA may 
work cooperatively as a part of an IEEE 802.11 network." 

{dotllGroups 1 } 
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dotllSMTprivacy OBJECT-GROUP 
OBJECTS { dotllPrivacyinvoked, 

dotllWEPKeyMappingLength, dotllExcludeUnenc:rypted, 
dotllWEPICVErrorCount, dotllWEPExcludedCount , 
dotllWEPDefaultKeyID, 
dotllWEPDefaultKeyValue, 
dotllWEPKeyMappingWEPOn, 
dotllWEPKeyMappingValue' dotllWEPKeyMappingAddress, 
dotllWEPKeyMappingStatus} 

STATUS current 
DESCRIPTION 

"The SMTPrivacy package is a set of attributes that shall be 
present if WEP is implemented in the STA." 

{dotllGroups 2 } 

dotllMACbase OBJECT-GROUP 

OBJECTS { dotllMACAddress, dotllAddress, 
dotllGroupAddressesStatus, 
dotllRTSThreshold, dotllShortRetryLimit, 
dotllLongRetryLimit, dotllFragmentationThreshold, 
dotllMaxTransmitMSDULifetime, 
dotllMaxReceiveLifetime, dotllManufacturerID, 
dotllProductID 

STATUS current 
DESCRIPTION 

"The MAC object class provides the necessary support for the 
access control, generation, and verification of frame check 
sequences, and proper delivery of valid data to upper 
layers." 

{dotllGroups 3 } 

dotllMACStatistics OBJECT-GROUP 

OBJECTS { dotllRetryCount, dotllMultipleRetryCount, 
dotllRTSSuccessCount, dotllRTSFailureCount, 
dotllACKFailureCount, dotllFrameDuplicateCount} 

STATUS current 
DESCRIPTION 

"The MACStatistics package provides extended statistical 
information on the operation of the MAC. This 
package is completely optional." 

{dotllGroups 4 } 

dotllResourceTypeID OBJECT-GROUP 
OBJECTS { dotllResourceTypeIDName, dotllmanufacturerOUI, 

dotllmanufacturerName, dotllmanufacturerProductName, 
dotllmanufacturerProductVersion} 

STATUS current 
DESCRIPTION 

"Attributes used to identify a STA, its manufacturer, 
and various product names and versions." 

{dotllGroups 5 
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dotllSmtAuthenticationAlgorithms OBJECT-GROUP 
OBJECTS { dotllAuthenticationAlgorithm, 

dotllAuthenticationAlgorithmsEnable 
STATUS current 
DESCRIPTION 

"Authentication Algorithm Table." 
{ dotllGroups 6 } 

dotllPhyOperationComplianceGroup OBJECT-GROUP 
OBJECTS { dotllPHYType, dotllCUrrentRegDomain, dotllTempType} 
STATUS current 
DESCRIPTION 

"PHY layer operations attributes." 
{ dotllGroups 7} 

dotllPhyAntennaComplianceGroup OBJECT-GROUP 
OBJECTS {dotllCUrrentTxAntenna, dotllDiversitySupport, 

dotllCUrrentRxAntenna} 
STATUS current 
DESCRIPTION 

"Attributes for Data Rates for IEEE 802.11." 
{ dotllGroups 8 

dotllPhyTxPowerComplianceGroup OBJECT-GROUP 
OBJECTS {dotllNumberSupportedPowerLevels, dotllTxPowerLevell, 

dot11TxPowerLevel2, dot11TxPowerLevel3, dot11TxPowerLevel4, 
dotllTxPowerLevelS, dot11TxPowerLevel6, dotllTxPowerLevel7, 
dot11TxPowerLevel8, dotllCUrrentTxPowerLevel} 

STATUS current 
DESCRIPTION 

"Attributes for Control and Management of transmit power." 
{ dotllGroups 9 

dotllPhyFHSSComplianceGroup OBJECT-GROUP 

OBJECTS {dotllHopTime, dotllCUrrentChannelNumber, dotllMaxDwellTime, 
dotllCUrrentDwellTime, dotllCUrrentSet, dotllCUrrentPattern, 
dotllCUrrentindex} 

STATUS current 
DESCRIPTION 

"Attributes that configure the Frequency Hopping for IEEE 
802.11." 

::= { dotllGroups 10} 

dotllPhyDSSSComplianceGroup OBJECT-GROUP 

OBJECTS {dotllCUrrentChannel, dotllCCAModeSupported, 
dotllCUrrentCCAMode, dotllEDThreshold} 

STATUS current 
DESCRIPTION 

"Attributes that configure the DSSS for IEEE 802.11." 
{ dotllGroups 11} 

dotllPhyIRComplianceGroup OBJECT-GROUP 
OBJECTS {dotllCCAWatchdogTimerMax, dotllCCAWatchdogCountMax, 

dotllCCAWatchdogTimerMin, dotllCCAWatchdogCountMin} 
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STATUS current 
DESCRIPTION 

"Attributes that configure the baseband IR for IEEE 802.11." 
{ dotllGroups 12} 

dotllPhyRegDomainsSupportGroup OBJECT-GROUP 
OBJECTS { dotllRegDomainsSupportValue} 
STATUS current 
DESCRIPTION 

"Attributes that specify the supported Regulation Domains." 
{ dotllGroups 13} 

dotllPhyAntennasListGroup OBJECT-GROUP 
OBJECTS { dotllSupportedTxAntenna, 

dotllSupportedRxAntenna, dotllDiversitySelectionRx} 
STATUS current 
DESCRIPTION 

"Attributes that specify the supported Regulation Domains." 
{ dotllGroups 14 } 

dotllPhyRateGroup OBJECT-GROUP 
OBJECTS {dotllSupportedDataRatesTxValue, 

dotllSupportedDataRatesRxValue 

STATUS current 
DESCRIPTION 

"Attributes for Data Rates for IEEE 802.11." 
{ dotllGroups 15 } 

dotllCountersGroup OBJECT-GROUP 
OBJECTS { 

dotllTransmittedFragmentCount 
dotllMulticastTransmittedFrameCount, 
dotllFailedCount, dotllReceivedFragmentCount, 
dotllMulticastReceivedFrameCount 
dotllFCSErrorCount, 

dotllWEPUndecryptableCount, 
dotllTransmittedFrameCount} 

STATUS current 
DESCRIPTION 

"Attributes from the dotllCountersGroup that are not described 
in the dotllMACStatistics group. These objects are 
mandatory." 

{dotllGroups 16 } 

dotllNotificationGroup NOTIFICATION-GROUP 
NOTIFICATIONS { dotllDisassociate, 

dotllDeauthenticate, 
dotllAuthenticateFail 

STATUS current 
DESCRIPTION 

"IEEE 802.11 notifications" 
{ dotllGroups 17} 

dotllSMTbase2 OBJECT-GROUP 
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OBJECTS { dotllMediumOccupancyLimit, 
dotllCFPollable, 
dotllCFPPeriod, 
dotllCFPMaxDuration, 
dotllAuthenticationResponseTimeOUt, 
dotllPrivacyOptionimplemented, 
dotllPowerManagementMode, 
dotllDesiredSSID, dotllDesiredBSSType, 
dotllOperationalRateSet, 
dotllBeaconPeriod, dotllDTIMPeriod, 
dotllAssociationResponseTimeOUt, 
dotllDisassociateReason, 
dotllDisassociateStation, 
dotllDeauthenticateReason, 
dotllDeauthenticateStation, 
dotllAuthenticateFailStatus, 
dotllAuthenticateFailStation 

STATUS current 
DESCRIPTION 

"The SMTbase2 object class provides the necessary support at the 
STA to manage the processes in the STA such that the STA may 
work cooperatively as a part of an IEEE 802.11 network." 

{dotllGroups 18} 

********************************************************************** 
* End of 80211 MIB 
********************************************************************** 

END 
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