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AMENDMENTS TO THE SPECIFICATION

Please add this paragraph starting on page 2, before the paragraphentitled

“Technical Field”.

This application is a continuation of U.S. Patent Application 13/369,174, filed

February 8, 2012 and entitled “SYSTEM FOR REGULATING ACCESS TO AND

DISTRIBUTING CONTENTIN A NETWORK,”now U.S. Patent 8,799,468, which is a

continuation of U.S. Patent Application 10/989,023, filed November 16, 2004 and

entitled “SYSTEM FOR REGULATING ACCESS TO AND DISTRIBUTING

CONTENT IN A NETWORK,”now U.S. Patent 8,122,128, which claimsthe benefit of

U.S. Provisional Application No. 60/523,057 filed November18, 2003, U.S. Provisional

Application No. 60/538,370 filed January 22, 2004, and U.S. Provisional Application No.

60/563,064 filed April 16, 2004, the entire content and disclosures of the preceding

enumerated provisional and non-provisional applications are hereby incorporated in their

entirety.
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AMENDMENTS TO THE CLAIMS

Thislisting of claims will replace all prior versions, andlistings, of claims in the

application:

LISTING OF THE CLAIMS:

1. (Original) A system for regulating access to a network, the system

comprising:

a controller node coupled to the network, the controller node comprising:

a first processor for generating controller instructions, and

a first network interface for transmitting the controller instructions over

the network; and

a plurality of gateway units, the gateway units comprising:

a user interface receiving user-entered network access

requests;

a second network interface coupled to the network and

receiving the controller instructions from the network; and

a second processor, the second processorselectively

transmitting at least some of the network access requests over the

service provider network in accordance with the controller

instructions, and transferring received content data responsive to the

transmitted network access requests over the service provider network

via the second network interface.

2. (Original) The system of claim 1 wherein:

-3-
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the gateway units further comprise a storage device for storing instructions;

the gateway units further comprise an identifier uniquely associating the gateway

units with a user; and the storage device is operable to store user-specific information.

3. (Original) The system of claim 1, wherein:

the gateway units comprise a user interface receiving requests to transmit data;

and

the gateway units comprise a second processorinspecting the data to selectively

transfer the data in accordance with the controller instructions.

4. (Original) The system of claim 1, wherein:

the gateway units comprise a user interface receiving requests

to receive data; and

the gateway units comprise a second processor inspecting the data to selectively

transfer the data in accordance with the controller instructions.

5. (Original) The system of claim 1, wherein the first processor generates

the controller instructions automatically.

6. (Original) The system of claim 1, wherein the first processor generates the

controller instructions in response to an operator-entered request.

7. (Original) The system of claim 1, wherein the controller nodes comprise a

first processor generating the controller instructions by operator-controlled network

crawling.

8. (Original) The system of claim 1, wherein the controller nodes comprise a

first processor generating the controller instructions to deny user accessto a first group of

network servers.
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9. (Original) The system of claim 8, wherein the gateway units comprise a

second processor to generate a notification to a controller node if a network access

request designates a networkserverofthe first group of network servers.

10. (Original) The system of claim 8, wherein the gateway units comprise a

second processor configuredto:

detect a network access request designating a networkservera first group of

network servers; and

re-direct the access request to a second group of networkservers in accordance

with the controller instructions.

11. (Original) The system of claim 1, wherein:

the controller nodes comprise a first processor generating the controller

instructions, the controller instructions includinga file identifier; and

the system comprisesa plurality of gateway units associated with a user file

system, the gateway units comprising a second processorto detectafile in a userfile

system correspondingto the file identifier.

12. (Original) The system of claim 11, wherein the gateway units are operable

between an active state and an inactivestate.

13. (Original) The system of claim 12, wherein the second processors notify a

controller node if the associated gateway unit enters an inactivestate.

14. (Original) The system of claim 12, wherein the second processors delete

the detected files from a user file system in accordance with the controller instructions.

15. (Original) The system of claim 14, wherein the second processors delete

the detected files from a user file system during the inactive state.
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16. (Original) The system of claim 11, wherein the gateway units notify a

controller nodeif a file correspondingto thefile identifier is detected.

17. (Original) The system of claim 1, wherein the gateway units comprise:

a housing; and

a detector for detecting an attempt to open the housing.

18. (Original) The system of claim 17, wherein the gateway unitnotifies the

controller node of a detected attempt to open the housing after a user-initiated event.

19. (Original) The system of claim 17, wherein the gateway units comprise a

storage device and the secondprocessorprevents access to the storage device when the

detector detects an attempt to open the housing.

20. (Original) The system of claim 1, wherein the gateway units comprise a

second processorthat enters a user-controlled operational mode after receiving

permission from the controller node.

21. (Original) The system of claim 1, wherein the controller node comprises a

copyright registry for tracking copyright status of content data files distributed to gateway

units in the system.

22. (Original) The system of claim 21, wherein the user interface receives

registrations of the content data files for transmission to the copyrightregistry.

23. (Original) The system of claim 1, wherein the second processor causes the

gateway unit to access a predetermined network site upon initiation of network browser

software, in accordance with the controller instructions.

24. (Original) The system of claim 23, wherein the second processorselects

the predetermined network site from a list of predetermined network sites received via
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the controller instructions.

25. (Original) The system of claim 24, wherein the second processorselects

the predetermined network site according to a weighting function suchthatat least a

portion of the predetermined network sites are selected more often than others.

26. (Original) The system of claim 1, wherein the gateway units:

receive registration information from a uservia the user interface; and

receive initial operating parameters via the second network interface.

27. (Original) The system of claim 1, wherein the gateway units:

receive registration information from a uservia the user

interface; and

receive software updates via the second network interface.

28. (Original) The system of claim 1, wherein:

the gateway units transmit advertising via the user interface to a user display, the

advertising being customized in accordance with information receivedvia at least one of

the second network interface and the userinterface.

29. (Original) The system of claim 1, wherein the gateway units:

transmit pay-per-view advertising via the user interface for selective display by a

user; and

generate paymentcredits for the user upon display of the advertising by the user.

30. (Original) The system of claim 29, wherein the gateway units generate one

of a plurality of viewing modesfor viewing the pay-per-view advertising in response to a

user selection.
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31. (Original) The system of claim 1, wherein the gateway units receive

software via the second network interface for execution on the second processor, the

software enabling at least one of a fee-based network service, network video calling, and

network gaming.

32. (Original) The system of claim 1, wherein the second processor detects a

denial-of-service attack.

33. (Original) The system of claim 32, wherein the second processordetects a

denial-of-service attack initiated by a virus.

34. (Original) The system of claim 1, wherein the gateway units selectively

transmit to law enforcement terminals information describingat least one of incoming

data and outgoing data to the gateway units.

35. (Original) The system of claim 1, wherein the gateway units:

detect a user attemptto at least one of transmit and receive voicetraffic; and

selectively block the detected attempt in accordance with the controller

instructions.

36. (Original) The system of claim 35 wherein the gateway units transmit, via

the user interface, an advertisement offering voice transmission services.

37. (Original) The system of claim 1, wherein the gateway units:

detect a user attempt to at least one of transmit and receive at least one of audio

and videotraffic; and

selectively block the detected attempt in accordance with the controller

instructions.

38. (Original) The system of claim 37, wherein the gateway units transmit, via
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the user interface, an advertisement offering at least one of audio and videotraffic

services.

39. (Original) The system of claim 1, wherein the gateway units:

detect at least one of audio and videotraffic flowing through the second network

interface; and

selectively reduce the quality of service of the at least one of audio and video

traffic in accordance with the controller instructions, wherein reduction of quality of

service comprisesat least oneof:

reducing a duty cycle, inserting TCP/IP messagesin the at least one of audio and

videotraffic, inserting Nak/Ackpairs in the at least one of audio and videotraffic, and

inserting X-On/X-Offpairs in the at least one of audio and videotraffic.

40. (Original) The system of claim 1, further comprising a plurality of

access nodes, wherein the controller node comprisesa first processor for generating

authorization instructions and transmitting the authorization instructions over the

network to the access nodes, and the access nodes:

receive the authorization instructions from the controller node; and

selectively permit the gateway units to access the network in accordance

with the authorization instructions.

4l. (Original) The system of claim 1, wherein the gateway units comprise

data storage units partitioned into a network portion and a userportion, andat least one of

a first group of gateway units selectively shares data stored in the network partition with

at least one of a second group of gateway units, via the second network interface, in

accordance with the controller instructions.
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42. (Original) The system of claim 1, wherein the second processor in at least

a first one of the gateway units selectively forwards content data received from at least a

second oneof the gateway units to at least a third one of the gateway units in accordance

with the controller instructions.

43. (Original) The system of claim 42 wherein the second processorin at least

a first one of the gateway units:

receives portions of a content data file from a group of gateway units in

accordancewith the controller instructions; and

assembles a data file based on the received portions for transmission to the user

via the user interface.

44. (Original) The system of claim 1, further comprising an intervention node,

the intervention node comprising:

an operator interface for receiving operator-entered spoofing attack instructions;

and

a third network interface for transmitting at least one substitute file pointer to

addresses in the network in accordance with the spoofing attack instructions.

45-115 (Canceled)

-10-
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REMARKS

Claims 1-44 remain pending. Claims 45-115 are canceled herein. No new claims

are added. It is respectfully submitted that all claims are fully supported by the original

disclosure as originally filed and no new matter has been added.

If the Examiner has any questions concerning the present paper, the Examineris

kindly requested to contact the undersigned at the direct numberlisted below. For any

shortage or excess of fees in connection with filing this paper, the Commissioneris

authorized to charge or credit Deposit Account No. 500393.

Respectfully submitted,
Schwabe, Williamson & Wyatt, P.C.

Dated:_July 22, 2014 /Al AuYeung/
Al AuYeung
Direct: (206) 381-8819
Fax 206-292-0460

-ll-
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Attorney Docket No.: 09635.0001

DESCRIPTION

Technical Field

[001] This invention is in general related to regulation of access to a network

and, more particularly, to distributing contentefficiently while protecting the digital rights

associated with the content.

Background

[002] The network commonly knownasthe Internet, or any similar private or

managed network, provides a convenient medium for the delivery of electronic data or

content such as music, video, games, broadbanddata, real-time audio and voice

applications, and software to subscribers. To accomplish these purposes, the Internet

is composed of several componentsincluding, for example, content providers for

generating content; service providers for delivering content; subscriber terminals for

receiving, displaying and playing content; and various additional network elements

between service providers and subscribers for aiding in the distribution of the content.

Service providers include, for example, telephoneline carriers, enterprise data centers,

and cable television providers. Subscriber terminals are located at subscriber premises

andinclude, for example, personal computers, televisions configured with modems, a

combination of both, or any other combination of consumerelectronics capable of

presenting electronic content to a subscriber.

[003] Interest in providing delivery of content via the Internet has remained high

throughout the growth of the Internet. Several problems have yet to be overcome,

however, before the Internetis fully effective at delivering contentefficiently and rapidly,

while also protecting the rights of the owners of content, that is, the owners of
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intellectual property. Techniques for protecting this intellectual property are often

referred to as Digital Rights Management (DRM). Recent music industry lawsuits over

the distribution of pirated music are evidenceofthe difficulties not yet solved by current

DRM techniques.

[004] Service providers and content providers need the assurancethat the

intellectual property (music, video, games,software,etc.) will be secure fromillegal

downloading and transmission overthe Internet, a major source of lost revenues and

the basis for hundredsof lawsuits. Service providers wantthis feature to halt the legal

onslaught launched by music companies and to encourage the motion picture industry

to license their contentfor distribution over the otherwise unsecuredInternet. The

motion picture industry is understandably reluctant, having seen the negative impact

that piracy has already had on the Music Recording Industry. Content providers thus

demandthis feature to stop the illegal downloading and transmissionofintellectual

property over the Internet which has cost the music and movie industriesbillions of

dollars annually. Techniques that reduce the strain on a content provider's resources

and reduce the high volumesof networkdata traffic are also desirable in orderto

improve the speed andefficiency of accessing content in a network.

[005] Anotherdifficult problem that remains to be solved is providing a means

for law enforcement agencies to execute warrants to wire-tap Internet communications

such as email and real-time audio and video communications. A solution to this

problem is especially desirable considering the importance of thwarting terrorist attacks.

The Patriot Act and other recently passed legislation indicate the desirability and

importance of providing such capabilities to law enforcement bodies.
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[006] It is therefore desirable to provide new accessregulation and datatraffic

control techniques that can be madeavailable to telephoneline carriers, ISPs,

enterprises, cable television companies,for their Internet access networks. In addition,

it is desirable to provide a meansfor law enforcement bodies to combat the prevalent

use of Internet communicationsin planning illegal operations. In particular,it is

desirable to meet these needsusing the service provider's existing distribution network.

SUMMARY

[007] Consistent with the invention, there is provided a system for regulating

access to a network. The system comprises a controller node coupled to the network,

the controller node comprising a first processor for generating controller instructions and

a first network interface for transmitting the controller instructions over the network. The

system also comprises a plurality of gateway units, the gateway units comprising a user

interface receiving user-entered network access requests, a second networkinterface

coupled to the network andreceiving the controller instructions from the network and a

second processor, the second processorselectively transmitting at least some of the

network access requests over the network in accordance with the controller instructions,

and transferring content data responsiveto the transmitted network access requests

over the network via the second networkinterface.

[008] Consistent with another aspect of the present invention, there is also

provided a system for regulating access to a networkthat is accessed bya plurality of

users. The system comprises a controller node coupled to the network, the controller

node comprising a first processor for generating controller instructions andafirst

networkinterface for transmitting the controller instructions over the network. The

DISH, Exh.1005, p.0023



DISH, Exh.1005, p.0024

Attorney Docket No.: 09635.0001

system also comprisesa plurality of network units associated with a first group of users,

the network units comprising a second networkinterface coupled to the network and

receiving the controller instructions from the network and a second processor, the

second processorinhibiting access for a second group of users to content in the

network in accordance with the controller instructions.

[009] Consistent with yet another aspect of the present invention, there is also

provided a system for distributing content over a network. The system comprises a

controller node coupled to the network, the controller node comprising a first processor

for generating controller instructions and a first network interface for transmitting the

controller instructions over the network. The system also comprises a plurality of

network units, the network units comprising a second network interface coupled to the

network, the second networkinterfacein at least a first one of the network units

receiving the controller instructions from the network and receiving a portion of a

content datafile from at least a second one of the network units and a second

processor, the second processorin the at least first one of the network units selectively

forwarding the portion of the content data file received from the at least second oneof

the networkunits to at least a third one of the network units in accordance with the

controller instructions.

[010] It is to be understood that both the foregoing general description and the

following detailed description are exemplary and explanatory only and are notrestrictive

of the invention, as claimed.
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[011] The accompanying drawings,which are incorporated in and constitute a

part of this specification, illustrate one (several) embodiment(s) of the invention and

together with the description, serve to explain the principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[012] Figure 1 depicts the overall environment in which the present invention is

implemented.

[013] Figure 2 depicts a communication gateway consistent with the present

invention.

[014] Figure 3 depicts an internet control point consistent with the present

invention.

[015] Figure 4 depicts a network elementconsistent with the present invention.

[016] Figure 5 is a flow chart of a method for selectively transmitting network

access requests consistent with the present invention.

[017] Figure6is a flow chart of a methodfor inhibiting access to content

servers on a network consistent with the present invention.

[018] Figure 7 is a flow chart of a methodfor distributing content in a network

consistent with the present invention.

DETAILED DESCRIPTION

[019] System Architecture

[020] Consistent with principles of the present invention, there is provided a

system including a Service Preference Architecture (SPA). The SPAis a collection of

hardware components andsoftware routines executed by the components.

Componentsinstalled at a subscriber's site may be referred to as gatewayunits, or
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more specifically, Communication Gateways (CGs). The subscribers may include

residential and business subscribers. The CGs mayinclude a data storage device such

as a hard drive, and are operable between active and inactive states. CGs operatein

conjunction with SPA-based Internet Service Providers (ISPs) under the control of

“controller nodes,” hereinafter referred to as Internet Control Points (ICPs). The ICPs

are installed in an ISP’s network. ICPs may be network-based routers or computers

that control the operation of CGs.

[021] The software routines located in CGs and ICPsprovide a suite of features

for the system. ISPs, such as telecommunication carriers, electronic data centers, and

cable TV companies, may be equippedto deliver the suite of features by using a

network service based system.

[022] In general, the SPA uses ICPsto control subscriber access to websites

and to deliver data to subscribers. The ICPs control the processing of data sent

between subscribers (e.g., client PCs or LAN servers) and the ISPs or content servers

with which they are exchanging information, using the CGs. The ICPs cooperate with

hardware andsoftware of the CGs located at a subscriber’s premises to provide the

specific features of the system.

[023] The CGs cannot be tampered with by subscribers. This is accomplished

by two aspects of the CGs. First, CGs are specifically designed to permit no

subscriber-initiated programming and no access to the CG hardwareorsoftware.

Instead, the CGs are provided only with compiled code loaded from flash memory, a

hard drive, or EEPROM. Updatesto this code are obtained from ICPs and encrypted

passwordsare stored in hidden, undocumented locations to allow authentication of ICP
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presenceprior to CG control program update. The passwords are changed frequently

during an “idle process control” phase and tracked by an ICP.

[024] The second anti-tampering aspect is the provision of a housing for the

CGsand a detector consisting of a one or more “deadman” switchesthat are tripped

upon opening the housing or removing a CG’s hard drive. Thecircuit may beeither

passiveoractive.

[025] If the detector is passive,it signals an internal controller upon re-start that

it has been tripped and causesan eventnotification sent to an ICP upon next power-up.

Upon receipt of the eventnotification, either the ICP initiates diagnostics and disables

the CG if a software tamper has occurred, or the CG disables both its control software

andits internal hard drive to prevent the hard drive from operating, until it is returned to

the ISP for repair. Subscriber agreements may be used to supply a contract provision

specifying that tampering voids the warranty and that the subscriber deeds a portion of

the CG to the ISP and agrees to return tampered products to the ISP.

[026] If the detectoris active, the “deadman switch” is kept powered by,for

example, battery or capacitor. The trip is used to immediately disable the controller

software in the processor and theinternal hard drive of the CG. Both may bereset only

by the ICP, either automatically or by human intervention. These measures prevent

subscribers from writing, compiling, executing. modifying, or otherwise tampering with

the operating software of the CG. Second, the active mode prevents users from getting

accessto the content on the hard drive.

[027] In addition to these tamper-proof provisions,all |CP-CG communications

take place within the ISP side of the network and ICP-CG communications are secured
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with encryption and hashing. Furthermore, all CGs must be registered with the ISP. An

ICP will not enable any service to an un-registered CG and an un-registered CG will not

operate in an experimental environmentat all. At the onset of power-uportransition

from an inactive to an active state, the CG signals the ICP and the ICP returns an “OK”

_ messageprior to proceeding further. This transaction requires an encrypted password

exchangeto authorize the CGto enter an “active” state whereit can play back,

download or be used for anything delivering services to users. These measures ensure

secure control of the data flow between both the ICP and the CG. This secure flow of

data then enablesISPsto effectively and efficiently control the services provided to

subscribers.

[028] Reference will now be madein detail to the present embodiments

(exemplary embodiments) of the invention, examples of whichareillustrated in the

accompanying drawings. Whereverpossible, the same reference numberswill be used

throughout the drawingsto refer to the sameorlike parts.

[029] Figure 1 illustrates an environmentin which the invention may operate. A

Service Preference Architecture (SPA) may include at least one Internet Control Point

(“ICP”) 50 connected to a network 52. Network 52 maybe, for example, the Internet, a

metro area network,or a local area network, and mayinclude a plurality of

SPA-controlled network elements 54 and non-SPA-controlled network elements 55.

Network elements 54, 55 mayinclude, for example, network switches and routers.

SPA-controlled network elements 54 aid in regulating access and distributing content

through network 52.
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[030] Also connected to network 52 are content serversincluding at least one

SPA-controlled content server 56 and a plurality of communication gateways (“CGs”)

58, including CGs 584, 582, . . 58,. A subscriber terminal 60,, 602, . . 60, may be

connected to each respective CG 58,or in an alternative embodiment not shown, may

be combined with each respective CG 58 to form “converged” CGs 58.

[031] An SPA-controlled content server 56 may be, for example, a computing

terminal used to deliver content services. A content service mayinclude, for example,

delivery of any mediafile (such as movies, music, pictures, and graphics), softwarefile

(such as a complete application, operating parameters, data files, or partial

application/updates) or a real time application (such as interactive data processing,

voice communications or visual communications to an end user). In an alternative

embodiment, the functions of SPA-controlled content server 56 and ICP 50 may be

combinedin a single component.

[032] ICP 50 is typically located remotely from subscriber terminals 60 and

regulates both subscriber accessto network 52 and distribution of content in network

52. The content mayoriginate from SPA-controlled content server 56, for example, or

from other content servers 57 in network 52. ICP 50 worksin conjunction with CGs 58

and SPA-controlled network elements 54 by generating instructions which are

transmitted over network 52 to CGs 58 and SPA-controlled network elements 54, where

the instructions are executed. |

[033] ICP 50 may constitute the source of internet service control and

conditional denial of subscriber access to ISP-selected URLs or IP addresses. ICP 50

may contro! CGs 58 to determine whatwebsite data is allowed to pass through to

10
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subscribers using, for example, web browser programs executing in subscriber

terminals 60. ICP 50 mayalso control packet inspection processing in CGs 58 to

determine which data can be allowedto flow through CGs 58 to and from subscriber

terminals 60, specifically when e-mail orfile transfers are initiated. ICP 50 also controls

whatactivities are engaged in by idle CGs 58 when corresponding subscriber terminals

60 are inactive. Idle CGs 58 may receive software downloads from ICP 50, collect data,

andinitiate communicationsactivities that are disruptive to certain non-SPA content.

servers 57 that offer unauthorized copyrighted materials for illegal download by

subscribers. Multiple |CPs 50 may be deployed geographically in an ISP’s network to

support the CG managementcapacity of ICP 50 and the numberof subscribersin its

service area.

[034] An ISP mayprovide an ISPportal 62 to facilitate subscriber access to

network 52. ISP portal 62 may be, for example, an enterprise data center. Access

node 66 is associated with the ISP providing ISP portal 62. ICP 50 interacts with ISP

portal 62, ISP associated access node 66, and SPA-controlled content server 56 to

control subscribers’ ability to access services that are offered by ISP portal 62. ICP 50

also controls CGs 58 to deliver various services, including, for example, advertisements,

the home page for ISP Portal 62 or SPA-controlled content server 56 webservers,or

software downloads to subscriber terminals 60 for their use of ISP 62 or SPA-controlled

content server 56 services.

[035] ICP 50 also interacts with SPA-controlled network elements 54 used by

ISP portal 62 to deliver services. ICP 50 controls subscribers’ ability to access services

that are offered by the ISP portal 62 and controls the operation of the services

11
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themselvesby controlling the flow of data through SPA-controlled network elements 54

used by ISP portal 62.

| [036] ICP 50 may be programmedeither by humaninput or by operator-
controlled web crawler software. Updates to a database in ICP 50 maybeprovided by

an active intervention system 64 whereby changesto ICP 50 databaseentries are

discovered and implemented. The updates to ICP 50 database may be madeina

manner analogousto the regular updating of virus definitions for computer virus and

worm protection.

{037] The web crawlers, humanintervention, and ICP 50 and CG 58 database

updates may becontrolled by active intervention system 64. Active intervention system

64 mayinclude, for example, a set of centrally maintained computer systems. Active

intervention system 64 may control the operation of various geographically deployed

ICPs 50.

[038] The process begins with active intervention system 64. Active intervention

system 64 is used by human operators to discover new URLsorIP addressesto

“pirate” sites to conditionally deny access to these URLs or IP addresses by CGs 58,

discover changes neededto implementDigital Rights Management (DRM) techniques,

discover and record new packetcharacteristics, install wiretaps as ordered, process

new copyright registry entries, change encryption techniques, and perform other

managementservices. ICPs 50 then deliver active and real time executed network

management, distribute new database entries and software changes to CGs 58 and

track operation of the SPA-controlled network elements 54. Although one ICP 50 is

illustrated there may be more. Thus, multiple |CPs 50 may be networked togetherto

12
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enable them to manage large numbers of SPA-controlled network elements 54 and

provide redundant, highly reliable operation. Furthermore, ICPs 50 mayall use identical

databasesto enable uninterrupted network management.

[039] Asillustrated in Figure 2, a CG 58 mayinclude a userinterface 100 that

receives subscriber requests, entered by subscribers at an associated subscriber

terminal 60, to access network 52. CG 58 mayalso include a networkinterface 102 to

exchange data with network 52 and to receive instructions from ICP 50; a memory

device 104 including a database for storing |CP-generatedinstructions, initial operating

parameters, and otherrecords; a processor 106 to implementthe instructions; a content

storage device 108 having a userpartition and a networkpartition for storing content;

and a housing disassembly detector 110 to prevent tampering, as described above.

Memory device 104 may be, for example, a bank of one or more semiconductor

memories, a bank of one or more hard disk drives, a combination of semiconductor

memories and hard disk drives or any other device that holds data. Processor 106 may

be, for example, a general purpose processor (such as a Pentium 4 processor, an

integrated circuit, or collection of integrated circuits) that can execute program

instructions and is designed to allow control of CG 58 to be implementedin purely

software and mayalso be used for non-CG related general purpose computing

applications, or processor 106 maybe a special purpose processor(integrated circuit or

collection of integrated circuits) that can execute program instructions and is designed

with only the power, bus, memory, logic and hardware accelerators needed to control

CG 58. Content storage 108 maybe, for example, a bank of one or more

semiconductor memories, a bank of one or more hard disk drives, a combination of

13
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semiconductor memories and hard disk drives or any other device that holds data. CGs

maybe provided in various forms, such as, for example, a gateway module that

combinesTV,video, internet and voice access,a dial-up remote accessserver, an

ADSL modem/router, a satellite TV gateway, a cable TV modem,a converged set top-

plus-internet gateway, a wireless modem, orotherfixed or mobile computing, playback,

recording, display or communications device including radio, TV, stereo, wireless

phone, phone, DVD, VCR, WLANaccesspoint, wireless broadband or narrowband

modem,or similar device.

[040] Asillustrated in Figure 3, an ICP 50 mayinclude one or more network

interfaces 200, one or more processors 202, a memory device 204 including a database

for storing records, and a non-internet communicationslink for traffic between

processors and shared storage and memory. The records preferably include

instructions that may be updated by active intervention system 64 and distributed to

CGs 58 and SPA-controlled network elements 54 for execution.

[041] Asillustrated in Figure 4, SPA-controlled network elements 54 may

include one or more networkinterfaces 300, one or more processors 302, a memory

device 304 including a database, and one or more switch modules 306 for providing

routing and switching services. Components 300, 302, and 304 mayoperatein a

similar fashion to the corresponding components of the CGs. SPA-controlled network

element 54 maybe provided in various forms, such as, for example, a computer used to

deliver data services or content services, a core router or ATM switch, a subscriber

management system usedto control access to the network, authenticate subscribers or

devices before allowing accessinto the network, a DSLAM, cable modem system,

14
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wireless modem system,or any other multiplexing or channel service delivery system,

or a Satellite that incorporates any of these elements.

[042] Service Initialization

[043] CGs 58 maybe required to register with ICP 50 when they are powered

up for thefirst time. CGs 58 will remain inactive until they receive a registration

confirmation from SPA-controlled content server 56 or ICP 50. The registration process

may include collection of information by ICP 50 for a warranty registration from the

subscriber such as, for example, CG’s 58 hardware address and otheridentifying data.

ICP 50 will then send CG 58 the latest operating software, if necessary, andits initial

operating parameters to load in memory 104. Initial operating parameters mayinclude,

for example, the address of the CG’s 58 ICP 50 and othervariables as described below.

Subsequentre-registrations maybeinitiated by CG 58 under subscriber control for

address or ISP changes.

[044] Active and Inactive CG Processing Control

[045] Upon powerdownorinactivity timeout of CG 58, CG 58 mayregisteritself

as “idle” by sending an eventnotification to ICP 50. The duration of an inactivity timeout

may be preset and may be changedbyinput to ICP 50 for distribution to all CGs 58

under the control of ICP 50.

[046] Upon subsequentre-activation, which maybeinitiated by either power up

or signals from subscriber terminal 60, CG 58identifies itself as “active” by sending an

event notification to ICP 50, which responds with an acknowledgement. Failure of a CG

58 to receive an acknowledgementresults in a series of re-tries until finally a timeout or

maximum numberof re-tries occurs. When this occurs, a diagnostic program may be

15
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executed in CG 58 to advise the subscriber what to do next, based on the deduced

sourceofthe failure. Active CGs 58 may processand control delivery of content and

services from SPA-controlled content server 56 or ISP portal 62. Inactive CGs 58 may

process and control either CG maintenance or maycarry out activity delegated to

inactive CGs by design.

[047] Conditional Denial

[048] Figure 5 shows a method, consistent with the invention for regulating user

access to a network. In step 400, a gateway unit associated with a user receives

controller instructions from the network. Next, at step 402, the gateway unit receives a

network access requestfrom a user, via a subscriber terminal. At step 404, the

gatewayunit selectively transmits the network access requests over the networkin

accordancewith the controller instructions. Finally, at step 406, the gatewayunit

receives content data responsiveto the transmitted network access requestfrom the

network. Consistent with the present invention, this section, and others that follow,

describe in more detail the implementation of this method.

[049] CGs 58, under ICP 50 control, may provide a network-based Digital Rights

Management (DRM) service. The DRM service denies subscribers the capability to

send orto receive data from orto “pirate” URLs or IP addresses that are known to

contain unlicensed copyrighted material. In implementing this denial, CG 58 deletes the

“pirate” URL or IP address and substitutes the URL or IP address ofa site that offers

licensed copyrighted materials for legal, authorized sale. Thelist of “pirate” URLs or IP

addresses that are knownto contain unlicensed copyrighted material may be regularly

updated, similar to the mannerin which virus definitions are regularly updated.
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[050] Furthermore, when other non-web browser programsexecuting in

subscriber terminals 60 attempt to access a blockedsite, the request to the URL or IP

address of the blocked site may be redirected to a legal content provider’s URL or IP

addressorignored.

[051] Upon registration of a CG 58 as “active,” ICP 50 may update thelist in CG

58 of DRM URLor IP addresssubstitutions.

[052] Packet Inspection

[053] CGs 58 and SPA-controlled network elements 54 may perform packet

inspection to determinethefile type ofall files being transferred through CG 58 or

SPA-controlled network elements 54, based onfile properties, including, for example,

file extension, file format, headeror trailer contents and URL/IP addressesthat are

known sources of unauthorized copyrighted material. ICP 50 programs CGs 58 and

SPA-controlled network elements 54 with certain data patterns. These data patterns

may be any length and maycontain exact matches or regular expressions. When

certain data patterns are recognized, the data transfer may be stopped or another

action may be taken, based oninstructions delivered by ICP 50.

[054] E-Mail Server & Client Spoofing

[055] ACG 58 or thefirst SPA-controlled network element 54 capable of

switchingtraffic inside the network maypresentitself to the subscriber terminal 60 as

the associated subscriber’s e-mail server, which may be a network element 54. In

addition, the CG 58 or thefirst SPA-controlled network element 54 capable of switching

traffic inside the network maypresentitself to the subscriber's e-mail server as a

subscriber terminal 60. In this manner, CG 58orthefirst network element 54 capable
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of switching traffic inside the network acts as a two-way encryption/decryption point to

enable inspection of what would otherwise be encrypted data. When e-mail is sent

through CG 58orthefirst network element 54 capable of switching traffic inside the

network,all attachedfiles are inspected using, for example, packet inspection

techniques described above. Based on ICP-delivered instructions, CG 58 or thefirst

network element 54 capable of switchingtraffic inside the network may then deny

access to incomingfiles, stop transfer of outgoing files, or take other action.

[056] Browser, Program Communications, & URL or IP Address Access

Blocking

[057] Under control of ICP 50, CG 58 may block subscriber accessto a list of

URLs or IP addresses. When CG 58registers with ICP 50 as “active”, CG 58 receives

from ICP 50 an updatetoits list of denied URL or IP addresses andits substitutelist.

The substitute list includes, for example, URLs or IP addresses to be substituted for

certain URLs or IP addresses denied to the subscriber by CG 58. A subscriber-entered

request in a web browserprogram to display a denied URLor IP addressor a program

call made by a program running on subscriber terminal 60 to connect to a denied URL

or IP address may be allowed to time out. Alternatively, CG 58 may present a

substitute URL or IP address from its substitute list to be displayed to the subscriber.

Time-out may occur when nosubstitute URL or IP address exists. An ISP may

optionally allow a subscriber to submit entries to the list of denied URLs or IP addresses

for parental control purposes. Converged CGs 58 mayalso usethis blocking feature to

grant access and deliver only ISP-provided video services that subscribers have
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subscribed to, excluding all others. This blocking feature may also be used to block

websites for public policy, court-ordered or ISP policy purposes.

[058] Event Notification

[059] CGs 58 and SPA-controlled network elements 54 deliver an event

notification to ICP 50 whenevera packet inspection match is made or an attempt to

access a conditionally denied URLis detected.

[060] Virus-Initiated Denial of Service Traffic Blocking

[061] Repeated and rapid attempts to send data to one or a short list of URLs or

IP addresses by any subscriber terminal 60 served by CG 58 are detected by CG 58

andtraffic to the identified sites is not forwarded.

[062] Voice over Internet Protocol (VoIP) Blocking

[063] For subscribers who are not VoIP subscribers, CG 58 or SPA controlled

network elements 54 mayidentify attempts to use VoIP services by recognizing

destination URL, source URL, packet length, header information or packet contents.

Incoming or outgoing VoIP packets may be discarded and an advertisementoffering

VoIP subscription service may be delivered and displayed to subscriber terminal 60.

[064] Real Time Video or Audio Streaming Blocking

[065] For subscribers who are notreal time quality-of-service subscribers, CG

58 or SPA controlled network elements 54 mayidentify attempts to use real time

applications by recognizing destination URL, source URL, packet length, header

information or packet contents. Incoming or outgoing real time packets may be

discarded and an advertisementoffering a real time streaming subscription service may

be delivered and displayed to subscriber terminal 60.
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[066] Real Time Video or Audio Quality-of-Service (QoS) Reduction

[067] For subscribers whoare notreal time quality-of-service subscribers or

who attempt to accessportals that are knownto offer illegal P2P file sharing, CG 58 or

SPA controlled network elements 54 mayidentify real-time applications by recognizing

destination URL, source URL, packet length, headerinformation or packet contents.

Uponidentification, CG 58 or SPA controlled network elements 54 may reduce the

speed with whichtraffic is delivered through reducing the duty cycle at which data is

transferred. This may be donebyinsertion of TCP/IP messages, Nak/Ack or X-On/X-

Off pairs. An advertisementoffering real time QoS subscription service may be

deliveredif the site requested is not a knownillegal P2Psite.

[068] Internet or Data Network Access Authentication

[069] This technique prevents subscribers from substituting foreign gateways

and logging on to Internet (broadband or narrowband remote) accessservers without

controls on their data flow.

[070] After ICP 50 has authorized the flow of data through a CG 58, ICP 50 may

send authorization instructions to access node 66 associated with the ISP providing ISP

portal 62. Access node 66 maybe,for example, an internet access server or subscriber

management system. The authorization instructions must be received by access node

66 before the subscriber may be authenticated and granted internet access.

[071] Denial of Service and Spoofing Attacks on Sites Distributing

Unlicensed Copyrighted Material

[072] A method, consistent with the invention, for regulating user accessto a

plurality of content servers in a network is shown in Figure 6. First, at step 500, a
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network unit associated with a first group of users receives controller instructions from

the network. Next, at step 502, the network unit selectively inhibits access to a portion

of the content servers by a second group of users in accordancewith the controller

instructions. Consistent with the present invention, this section describes the

implementation of this method in moredetail.

[073] Network units, including, for example, powered up and inactive CGs 58

and SPA-controlled network elements 54, may be directed byinstructions received from

an ICP 50 to initiate repeated requests for service or other similar transactions to URLs

or IP addressesof “pirate” sites, that is, sites that have been identified for interdiction in

an ICP-delivered conditional denial of service list. ICP 50 may activate such attacks on

any of several bases: “scheduled with duration,” “real time activated” by ICP 50, or

“event driven.” When attacks are “scheduled with duration”, ICP 50 directs CG 58 to

attack at a certain time and attack for a specified time interval. When attacks are “real

time activated,” ICP 50 directs CG 58 to immediately begin or end attacks. When

attacks are “event driven,” ICP 50 directs CG 58 to begin attacks upon instance of an

event, such as entering inactive state. A “scheduled with duration” attack may be

combined with an “event driven” attack so that an attack begins upon instanceof an

event and endsafter a time interval specified by ICP 50. In this way, subscribers not

served by CGs 58 underICP 50 control may also be denied accessto copyrighted

materials. Thus, the impactofinitially deployed CGs 58 greatly expandsto prevent

accessto pirated material in network 52.

[074] In addition to directing denial of service attacks on URLsor IP addresses

in the conditional denial of service list, |CP 50 may direct CGs 58 and SPA-controlled
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network elements 54 to perform similar attacks on URLsor IP addressesidentified by a

governmentor law enforcementbodyincluding, for example, the Department of

Defense. This technique would be desirable when, for example, an identified URL or IP

addressis being used to plan dangerouscriminalor terrorist activities.

[075] Many P2Pserversfacilitate the distribution of unlicensed copyrighted

content. Human operators using active intervention system 64 may discover the IP

address or URLs of such servers. This may be accomplished via several methods,

including, for example, subscribing to P2P services or using P2P software from multiple

sources.

{076] The files being shared via P2P resource address servers may then be

examined by the humanoperators to discover which Internet servers contain links to

unlicensed copyrighted content. The URLs and IP addresses of P2P servers offering or

containing links to unlicensed copyrighted material may be blocked by placing them on

a blocked addresslist maintained by ICP 50.

[077] Human operators then useactive intervention system 64 to enter spoofing

attack instructions by uploading to various P2P resource addressservers substitutefile

pointers. The substitute file pointers specify to the servers the identities of what are

supposedly unlicensed copyrighted files and re-direct access requests from P2P users

seeking the unlicensed copyrightfiles to substitute files. Network units, including, for

example, powered up andinactive CGs 58 and SPA-controlled network elements 54,

mayalso be directed by instructions received from an ICP 50 to upload substitutefile

pointers to various P2P resource addressservers.
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[078] The substitute files may be, for example, non-working or defectively

workingfiles or may contain messagesinforming the user that access has been

prevented and that legal copies may be obtained elsewhere.

[079] Copyright Registry

[080] A registry is centrally kept and enabled access by ICP 50. Subscribers

who have purchased copyrighted material may be registered by the seller or mayself-

register as ownersof a license to use the material. Furthermore, non-copyrighted

material may be registered in orderto identify files having no limit on the numberof

copies madeor that may be e-mailed or downloaded without intervention.

[081] Copyrighted File Deletion

[082] A powered-up inactive CG 58 may, under ICP 50 control, inspect the

computerfile system associated with any subscriber terminal 60 available to it on the

network to which CG 58is attached. CG 58 maynotify ICP 50 offile names that match

packet inspection patterns to identify the presence of copyrighted material to which the

associated subscriber may not be entitled. Humanintervention via active intervention

system 64 or, alternatively, the copyright registry, may be used to verify a subscriber's

entitlement to copyrighted materials found on the subscriber'sfile system. If no

entitlement is found, a CG 58 associated with the file system may then delete thefiles to

which the subscriberis not entitled.

[083] First Portal Visibility (“First Portal’)

[084] The “first portal” feature is used to present to subscribers a specific URL,

with content specified by the ISP, as the “first portal” page to be displayed to a

subscriber upon launchof a web browserregardless of the subscriber’s selection as
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“home”in the web browserprogram running on subscriber terminal 60. CG 58 delivers

the “first portal” under ICP 50 direction. The “first portal” may be selected fromalist of

URLs or IP addresses upon webbrowserlaunch or resumption of activity when, for

example, an inactivity timeout has occurred. ICP 50 mayperiodically changethelist of

URLs or IP addressesdelivered to CG 58. CG 58 receives the subscriber’s URL

requests via user interface 100 anddelivers instead the “first portal” URL. The

subscriber may be presented with a rotational scroll of URLs or IP addresses, in which

each URLin the ICP-delivered list of URLs or IP addresses is presented in round robin

fashion each time a new“first portal” opportunity is created. Alternatively, thelist

received from ICP 50 mayconsist of one URL or the URLsor IP addressesin thelist

may be processed by a weighting function so that some URLs appear moreoften than

others. The specific weighting function may optionally be configured by an ISP.

[085] Advertising

[086] Under control of ICP 50, ISP portal 62 may present a set of generalized

and/or customized advertisements to subscriber terminal 60 during the presentation of

pagesfrom the “first portal” URL and during events specified by ISP portal 62. CG 58

mayreceive, via network interface 102,a list of advertisements or URLsor IP

addresses from ICP 50 to be presented to the subscriber associated with subscriber

terminal 60. Ads can be customized by ICP 50 based on ISP input, subscriber input, zip

code, URLsor IP addresses viewed by subscribers. A set of events thattrigger the ad

presentation to the browseron subscriber terminal 60 maybetransferred from ICP 50

to CG 58 underoperator control. Events may be time triggered or may include such

things as new URL or IP ADDRESSrequests or commencementor completion of data
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transfer. Advertising may be delivered via pop-up windows, browserwindows,e-mail

messagesor physical media sent to subscriber terminal 60.

[087] Service Applet Downloads

[088] Subscribers who subscribe to fee-based services such asvideocalling,

gamesor gambling may receive applet downloads from ICP 50 or from SPA content

server 56. The applet downloads may then be loaded to an associated subscriber

terminal 60 or network appliance/controller. The applets are typically the resident

software required for the service. CG 58, under ICP 50 control, may restrict the applet

download to only the services subscribed to by the subscriber. Applet updates may be

delivered to a subscriber whenthey are on-line and CG 58is registered with ICP 50 as

active.

[089] Law Enforcement Monitoring

[090] Law enforcementor national security agencies worldwide haveinterests in

monitoring use of the Internet and e-mail during “threat” situations. Such agencies are

also charged with gaining accessto Internet communications underlegal warrants.

With this feature, someorall data flowing through CG 58 or SPA-controlled network

elements 54 maybe copied to specific law enforcement or national security monitoring

sites (not shownin figures). To send only a portion oftraffic, the data stream may be

monitored by a packet inspection engine at CGs 58 or SPA-controlled network elements

54 to sniff IP addresses or data and send selectedtraffic to appropriate agencysites.

The monitoring is activated by a humaninteraction with ICP 50 via active intervention

system 64 and monitoring instruction are then sent to the appropriate CG(s) 58 or SPA-

controlled network element(s) 54.
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[091] Pay Per View (PPV) Advertising

[092] This technique allows subscribers to view advertising in a searchable

format. The advertisements may be video, text, audio or a combination of two orall

three media formats. A search result showing short descriptions of returned

advertisements may be presented to the subscriber. The subscriber may then select an

advertisementthey are interested in viewing orlisteningto.

[093] When packaged with a video delivery service, subscribers may generally

skip advertisements that are embedded in the video programming and may search

advertisements with text input and receive advertisements that matchtheir interest. For

each advertisement viewed, the subscriber may be paid for viewing it. Payment may be
nominal and used to stimulate high penetration of advertisement viewing by interested

subscribers whoare actually shopping and buying products presentedin the

advertisements.

[094] Playback of advertisements may bein a “click and play” mode,a “short

play and skip to the next” modeora “play until | say stop” mode. Conversion between

playback modes maybe controlled by the subscriber.

[095] PPV Advertisers may purchase placementhigh up inthelistings.

Subscribers may input weighting to search termsto raise or lower the placement order

of advertisements for the display of search results.

[096] When PPV Advertising is packaged with audio delivery service, the audio

equivalent to display weighting by the subscriber may be delivered by use of subscriber

terminal 60 or a remote control. A subscriber may select a continuous playbackof
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advertisements modeora “listen and skip” mode to allow the subscriberto listen to any

portion then skip to the next advertisement.

[097] Text may be added to either video or audio services by useof a display

embeddedin the advertisement playback device.

[098] Efficient Content Delivery using CG Based Caching / Storage and

Access Network Bandwidth for Content Service Delivery

[099] A method, consistent with the invention, for distributing content data over

a network is shownin Figure 7. First, at step 600, a first network unit receives content

distribution instructions from the network. Next, at step 602, the first network unit stores

a first portion of content data from the network. Next, at step 604, the first network unit

initiates a request over the network, in accordance with the content distribution

instructions and in response to a user request, for the remainder of the content data. At

step 606, the first network unit receives the remainderof the content data from the

network. Then, at step 608, the first network unit assemblesthe first portion of content

data with the remainderof the content data. At step 610, the first network unit supplies

the assembled content data to the user. Finally at step 612, the first network unit

selectively forwards thefirst portion of content data to a second network unit in

accordance with the content distribution instructions.

[0100] In more detail, consistent with the present invention, this method

combines the use of network units, such as CGs58, that store a portion orslice of

content being delivered with ICP control of content delivery so that CGs 58 are used to

deliver content to one anotherfrom their small slice of content upon request by

subscribers. SPA-controlled content server 56first receives all the incoming content.
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SPA-controlled content server 56 may be composed of any numberof platforms. The

incoming content maybe video, music, books, software, games and soforth.

Subsequentto receipt of the content, SPA-controlled content server 56 thendistributes

a sufficiently large fraction of the content for storage within CGs 58 within its subscriber

network so as to reduce demandfor data communication through its network

connection. Individual CGs 58 receive controller instructions from ICP 50 and a small

- glice or portion of the total content. The slices of content thus downloaded to CGs 58

approach 100% of the content delivered. The slices of content thus downloaded are

stored in a networkpartition of content storage 108 within each CG 58 to which

SPA-controlled content server 56 has the only “write” permission and to which

subscribers have only “read” permission and then only by request for the content and as

directed to downloadthe content from CG 58 or from SPA-controlled content server 56

to CG 58 by the ICP 50. Content requested by subscribers may also be stored on this

network partition of content storage 108. A subscriber may have permissionto delete

content as a result of that subscriber's request. All subscriber “deletes” may be allowed

immediately or delayed to a later event by ICP 50, based upon the needto distribute the

content from CG 58 to additional CGsto satisfy other subscriber requests. The IP

address and otherunique identifying information about which CG 58 holds whichportion

of content is tracked by SPA-controlled content server 56 and ICP 50. This technique

furthermore parses eachindividualfile into smaller chunks and then places them in

several sets of CGs 58 so asto place several “seed CGs’”within the network that

contain the same content. In this way, a storm of packets maybe created that

overcomesthe imbalance between upstream and downstream bit rate speeds delivered
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to CGs 58. Many CGswith lower upstream (CG to network) rates can download data to

a CG requesting a download with a higher downstream (network to CG)rate. In

addition, SPA-controlled network elements 54 mayaid in distribution of content by

storing seeds,or slices of content, to be distributed so as to reduce demand on SPA-

controlled content server 56.

[0101} In responseto a subscriber's request for content, the subscriber may have

accessto all content stored on the network partition of both their own CG and other

CGs undercontrol of ICP 50. When many subscribers request the samecontent, then

ICP 50 directs a replication of content asit is distributed to CGs 58. “Replication”is a

technique wherebythefirst CG to receive specific content forwards that content to other

CGs. These other CGs may,in turn, download content to several subsequent CGs.

Thus CG 58 selectively forwards the portion of the contentfile in accordance with

instructions received from ICP 50. In this manner, all CGs receive content in a shorter

period of time. ICP 50 directs content to be delivered to the requesting subscriber's CG

from SPA-controlled content server56if the file is not available from any other CG.

Once a contentfile is resident in CG 58, the associated subscriber mayselectit for

playback. Contentis either displayed on consumerelectronics, displayed on subscriber

terminals 60 or delivered to other terminals, as allowed by the content’s license grant.

Content delivered at a subscriber's request will be stored on the networkpartition of that

subscriber's CG 58. Playback, use of content with consumerelectronics, and/orfile

transfer may be allowed, in accordancewith the license grant.

[0102] ICP 50 keepstrack of which CGs 58 are powered up and are active and

available. ICP 50 also keepstrack of the content that was written to the active CGs by
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SPA-controlled content server 56. Content may be purged from the CG network

partitions on a regular basis by several methods. First, a “deletion date” may be used

for each contentfile. Second, SPA-controlled content server 56 may purge content

when new contentis delivered, with SPA-controlled content server 56 notifying CG 58 of

the purge. Third, the oldest content may be purged if space in the networkpartition is

too small to accept new content. Fourth, subscribers may delete content previously

downloaded at subscriber request.

[0103] CG 58 mayalso contain a userpartition in which a subscriber may store

his or her own content. The content stored in a userpartition maybe anyfile, including,

for example, media, software, and data files. The content stored in a user partition may

also be accessed by subscribers via subscriber terminal 60 or maybetransferred to

various consumerelectronics at the subscriber location to be played or displayed.

[0104] ICP, CG, and Network Element Database Structures

[0105] Each ICP 50 may keep a master database usedfor control of SPA-

controlled content servers 56, CGs 58, and SPA-controlled network elements 54. The

master database may be managedby a database system that is accessed by ICP

software. Preferably, no storage spaceis allocated for record fields with null content.

Each CG 58,network element 54, and SPA-controlled content server 56 may also keep

a subsetof the master databasefor use in procéssing.

[0106] The following sections describe the various types of data kept in ICP 50

master database and in CG 58, network element 54, and SPA-controlled content server

56 databases.
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[0107] Individual Managed CG, Network Element, Content Server and

Provider/SubscriberIdentifiers

[0108] ICP 50, CG 58, network element 54, and SPA-controlled content server 56

databases mayeach contain hardware records. ICP’s 50 master database records may

include an active record for each CG 58, network element 54, and SPA-controlled

content server 56 managedby ICP 50 with a “history archive” including up to ten past

records to account for subscriber, ISP portal 62, network element 54, CG 58, and SPA-

controlled content server 56 software changes. The information in master database

records mayinclude, for example, subscriber/contact name, company name,address,

city, state, country, post code, telephone number, e-mail address, hardware addresses

of CG 58, SPA-controlled network element 54, or SPA-controlled content server 56,

unique identifiers of CG 58, SPA-controlled network element 54 or SPA-controlled

content server 56, model number, serial number, hardware release version, software

release version, law enforcement copy to URLs, events logged from CG 58, network

element 54 or SPA-controlled content server 56, authentication pre-authorization URL

or IP address,active process image ID, inactive process image ID, active/inactive flag,

real time QoS Flag, and VoIP QoS Flag.

[0109] CG 58, network element 54, and SPA-controlled content server 56

database records may eachincludetheir ownindividual correspondingidentifying

information.
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[0110] Current Production Software Versions and Images by CG, Network

Element or Content Server Model

[0111] This record is kept only in ICP 50 master database. Thefollowing fields

may be kept in the master database record for each managed CG 58,network element

54 or SPA-controlled content server 56: model number, hardware release version,

software release version, current code image,last two code images,and release notes

for customer support.

[0112] Managing ICP List
[0113] The managingICPlist data is kept only in CG 58, SPA-controlled network

element 54, and SPA-controlled content server 56 databases. This data includesa list

of URL or IP addresses for ICPs 50 that can control the associated CG 58, network

element 54, or SPA-controlled content server 56. Thefirst entry is permanent and

allowsforinitial registration and download of ICP addressesfor the ISP associated with

the specific CG, network element, or SPA-controlled content server.

[0114] Active Process ImageList

[0115] ICP 50, CG 58, network element 54, and SPA-controlled content server 56

databases each contain active process imagelist data. Active processes are

sub-routines that may be executed by the production software running on each CG 58

whenthe CGis in an active state. The active processes can be changed by ICP 50,

without changing the current production software, whenever a CG 58, SPA-controlled

network element 54, or SPA-controlled content server 56 performs an “I’m Active”login.

Copies of active process routines may be downloaded to CGs 58, SPA-controlled

network elements 54, or SPA-controlled content servers 56, as directed by an image
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distribution routine applied to ICP 50 by humaninputat active intervention system 64.

A humanoperator mayidentify a set of “unique identifiers” that may be loaded with each

specific active process. The active process imagelist may be null.

[0116] Idle Process ImageList

[0117] ICP 50, CG 58, network element 54, and SPA-controlled content server 56

databases may each contain idle process imagelist data. Idle processes are sub-

routines that may be executed bythe production software running on each CG 58 when

the CG is in an active state. The idle processes can be changedby ICP 50, without
changing the production software, whenever a CG 58, SPA-controlled network element

54 or SPA-controlled content server 56 performs an “I’m Idle” login. The idle process

images are downloaded to CGs 58, SPA-controlled network elements 54, or SPA-

controlled content servers 56 as directed by an image distribution routine applied to ICP

50 by humaninputat active intervention system 64. The human operator mayidentify a

set of “unique identifiers” that may be loaded with each specific idle process. The idle

process imagelist may be null.

[0118] P2P Idle Process Attack URLList

[0119] P2P idle process attack URLlist data is kept only in ICP 50 and CG 58

databases. The data containsa list of URLs or IP addressesof sites containing illegally

distributed unlicensed materials that may be attacked bythe idle process. Thelist may

be null. This list contains a set of flags to define the type of contenttheillegal sites are

known byactive intervention system 64to offer.
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[0120] Department of Defense (DOD) Idle Process Attack URLList

[0121] DODidle process attack URLlist data is kept only in ICP 50, CG 58, and

SPA-controlled network elements 54 databases. This is a list of URLs or IP addresses,

generated by DOD, ofsites that are to be attacked during the idle process. The list may

be null.

[0122] “First Look” URLList

[0123] “First look” URLlist data is kept only in ICP 50 and CG 58 databases. The

data containslists of URLs or IP addressesthat will be presented to subscribers with

the “first portal” browser screen. This list may be null, or may have one or more entries.

Multiple entries may be cycled throughby a routine built into ICP 50 or CG 58 software.

[0124] Advertisement Insertion URLList

[0125] Advertisementinsertion URLlist data is kept only in ICP 50 and CG 58

databases. The data containsa list of URLs or IP addressesthat are presented to

subscribers as “advertising” browser screens. This list may be null, or may have one or

more entries. Multiple entries may be cycled through bya routine built into CG 58.

[0126] Legal Content URLList

[0127] Legal content URLlist data is kept only in ICP 50 and CG 58 databases.

The data containsa list of URLs or IP addresses that are presented to subscribers as

legal content sites when they attempt to connect their browser to a URL or IP address

that is on the “P2P Blocked URL”List. This list may be null, or may have oneor more

entries. Multiple entries will be cycled through by a routine built into the CG 58. The

contentflags from the P2P Blocked URLlist are used by active CG 58 or SPA-
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controlled content server 56 processes to present the subscriber with a browser screen

containing links to “Legal Content URLs” that match what the subscribertried to access.

[0128] P2P Blocked URLList

[0129] P2P blocked URLlist data is kept only in ICP 50 and CG 58 databases.

The data containsa list of URLs or IP addressesof sites containing illegally distributed

unlicensed materials that are to be blocked from access by the active process. Thelist

may be null. This list contains a set of flags to define the type of contenttheillegal sites

are knownbyactive intervention system 64 to offer. The flags are used by CG 58

software to present a browserscreen to subscribers containing “Legal Content Sites”

that offer similar content to what the P2P Blocked URL offers whentheytry to point their

browserto a site on thislist.

[0130] P2P QoS Restriction URL List

[0131] P2P QoS restriction URLlist data is kept only in ICP 50 and CG 58

databases. The data containsa list of URLs or IP addresses ofsites containingillegally

distributed unlicensed materials whose throughput to and from subscribersis to be

severely constricted by the active process. Thelist may be null. This list contains a set

of flags to define the type of contenttheillegal sites are known by active intervention

system 64 to offer. The flags are used by CG 58active software to presenta “first

portal” or advertising browser screen to subscribers containing “legal content sites” that

offer similar content to what the P2P QoSrestricted URL Offers.

[0132] Portal Blocked URLList

[0133] Portal blocked URLlist data is kept only in ICP 50, CG 58, and network

element 54 databases. The data containsalist of URLs or IP addresses that are
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blocked as dictated by ISP policy or as required by regulators or court order. Blocking

is performed by CG 58 active process or network element 54. The list may be null. The

list is used by the active process to present a browser screen to subscribers containing

a “URLnot available” message,or something similar, to the requesting subscriber.

[0134] Portal QoS Restriction URL List

[0135] Portal QoS restriction URLlist data is kept only in ICP 50, CG 58, and

network element 54 databases. The data contains a list of URLs or IP addressesof

sites whose QoSare to be severely restricted by CG 58 active process or SPA-

controlled network element 54 due to lack of contractual arrangements with an

associated ISP to deliver high throughputor a highlevelof traffic generated into the

network. The list may be null. Such restriction controls core network costs for an ISP.

[0136] Law Enforcement Agency“CopyTo”List

[0137] Law enforcement agency“copyto”list data is kept only in ICP 50, CG 58,

and network element 54 databases. The data contains a list of CGs 58, SPA-controlled

network elements 54 or SPA-controlled content servers 56 being wiretapped, identified

by a unique identifier, and the URLor IP addressof the law enforcementsite(s) to

whose URLthetraffic is to be copied. It is created by humaninput at active intervention

system 64 upon receipt of a legal wiretap order. The list may be null. More than one

agency maybe copied. |

[0138] Packet Inspection Pattern List

[0139] Packet inspection patternlist data is kept only in ICP 50, CG 58, and

network element 54 databases. The data contains a list of patterns that the packet

inspection routine in CGs 58 or SPA-controlled network elements 54 use to discover
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patterns that indicate viruses, traffic caused by viruses, or other unwanted data thatis

being sent into network 52.

[0140] Received Event Log

[0141] Received event log data is kept only in ICP 50 master database. The data

contains a log of events reported by CGs 58, SPA-controlled content servers 56 or

SPA-controlled network elements 54 to ICP 50. It may contain three fields: a unique ID

for the CG 58 reporting it, an event ID and an event description.

[0142] Sent Event Log

[0143] Sent event log data is kept only in the CG 58, network element 54, and

SPA-controlled content server 56 databases. The data contains a log of the events

reported by CG 58, network element 54, or SPA-controlled content server 56 to ICP 50.

It may contain three fields: a unique ID for CG 58, network element 54, or SPA-

controlled content server 56 reporting it, an event ID and an eventdescription.

[0144] Copyright Registry

[0145] Copyright registry data is kept only in ICP 50 master database. The data

contains identifying information from the copyright holder or subscriber registrant and a

file of the entire content that has been registered. Information from thefiles are used to

producefile signatures that the packet inspection process mayuseto discover that a

copyrighted work is being sent or received by e-mail and to blockit.

[0146] Content In-Net

[0147] Content in-net data is kept only in ICP 50 master database. The data

contains metadata for content that is presently available for subscriber download. Also

the data maycontain a set of pointers for each metadata file showing which SPA-
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controlled content servers 56 or CGs 58 have whichportions of the contentfile

presently available for download to CGs 58. In addition, the data may contain a setof

pointers for each metadatafile showing which of the SPA-controlled content servers 56

or CGs58 are to replicate the content and metadatafile and a progressindicator for the

status of content download to other CGs 58.

[0148] Content On-Board and being downloaded

[0149] Content on-board and being downloaded data is kept only in the CG 58

and SPA-controlled content server 56 databases.

[0150] In CG 58 this data may contain metadata for content that is presently

available for subscriber download or viewing. The data may also contain a set of

pointers (sent from ICP 50) for each contentfile being downloaded showing which SPA-

controlled content servers 56 or CGs 58 have whichportions of the contentfile

presently available for download to the CG 58. The data mayalso contain a set of

pointers (sent from ICP 50) for each “seed” contentfile contained in CG 58 showing to

which other CGs CG 58is to replicate the content and metadatafile to and a progress

indicator for the status of content download to other CGs 58.

[0151] In SPA-controlled content server 56 this data may contain metadata for

content that is presently available from SPA-controlled content server 56 for subscriber

download from the corresponding SPA-controlled content server 56 to CG 58. The data

may also contain a pointer for each metadata file showing which CGs58are to have the

contentfile downloaded to them anda progressindicatorfor the status of content

downloadto the CGs 58.
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[0152] Pre-Authorization Flag

[0153] Pre-authorization flag data is kept only in ICP 50, network element 54, and

SPA-controlled content server 56 databases. This data is used to ensure that the CG

58 being used by the subscriberis “ICP Managed.”It is updated every time a CG goes

from idle to active or active to idle, which is a transactioninitiated by CG 58. An un-

populated pre-authorization flag is used by SPA-controlled network elements 54 or

SPA-controlled content servers 56 to deny service to subscribers attempting to access

network 52 with non-managed CGs58.

[0154] This invention is not limited to the embodiments as explained above,but

can be performedusing various configurations. It will be apparentto thoseskilled in the

art that various modifications and variations can be madein the context of the present

invention, and in its practice, without departing from the scope and spirit of the

invention.
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WHAT |S CLAIMED IS:

1. A system for regulating access to a network, the system comprising:

a controller node coupled to the network, the controller node comprising:

a first processor for generating controller instructions; and

a first networkinterface for transmitting the controller instructions over the

network; and

a plurality of gatewayunits, the gateway units comprising:

a userinterface receiving user-entered network access requests;

a second network interface coupled to the network and receiving the

controller instructions from the network; and

a second processor, the second processorselectively transmitting at least

some of the network access requests over the network in accordance with the controller

instructions, and transferring content data responsiveto the transmitted network access

requests over the network via the second network interface.

2. The system of claim 1 wherein:

the gateway units further comprise a storage device for storing instructions;

the gateway units further comprise an identifier uniquely associating the gateway

units with a user; and

the storage device is operable to store user-specific information.
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3. The system of claim 1, wherein:

the gateway units comprise a userinterface receiving requests to transmit data;

and

the gateway units comprise a second processorinspecting the data to selectively

transfer the data in accordance with the controller instructions.

4. The system of claim 1, wherein:

the gateway units comprise auserinterface receiving requests to receive data;

and

the gateway units comprise a second processorinspecting the data to selectively

transfer the data in accordance with the controller instructions.

5. The system of claim 1, wherein the first processor generates the controller

instructions automatically.

6. The system of claim 1, wherein thefirst processor generates the controller

instructions in response to an operator-entered request.

7. The system of claim 1, wherein the controller nodes compriseafirst processor

generating the controller instructions by operator-controlled network crawling.

8. The system of claim 1, wherein the controller nodes compriseafirst processor

generating the controller instructions to deny user accessto a first group of network
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servers.

9. The system of claim 8, wherein the gateway units comprise a second processor

to generate a notification to a controller node if a network access request designates a

networkserverof the first group of network servers.

10. The system of claim 8, wherein the gateway units comprise a second processor

to:

detect a network access request designating a network servera first group of

network servers; and

re-direct the access request to a second group of network servers, in accordance

with the controller instructions.

11. The system of claim 1, wherein:

the controller nodes comprisea first processor generating the controller

instructions, the controller instructions includingafile identifier; and

the system comprisesa plurality of gateway units associated with a userfile

system, the gateway units comprising a second processorto detectafile in a userfile

system corresponding to thefile identifier.

12. The system of claim 11, wherein the gateway units are operable between an

active state and an inactive state.
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13. |The system of claim 12, wherein the second processorsnotify a controller nodeif

the associated gateway unit enters an inactive state.

14. The system of claim 12, wherein the second processorsdelete the detectedfiles

from a userfile system in accordance with the controller instructions.

15. |The system of claim 14, wherein the second processorsdelete the detectedfiles

from a userfile system during the inactive state.

16. The system of claim 11, wherein the gateway units notify a controller nodeif a

file correspondingto thefile identifier is detected.

17. The system of claim 1, wherein the gateway units comprise:

a housing; and

a detector for detecting an attempt to open the housing.

18. The system of claim 17, wherein the gateway unit notifies the controller node of a

detected attempt to open the housing after a user-initiated event.

19. The system of claim 17, wherein the gateway units comprise a storage device

and the second processor prevents accessto the storage device whenthe detector

detects an attempt to open the housing.
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20. The system of claim 1, wherein the gateway units comprise a second processor

that enters a user-controlled operational modeafter receiving permission from the

controller node.

21. The system of claim 1, wherein the controller node comprises a copyright registry

for tracking copyright status of content data files distributed to gatewayunits in the

system.

22. The system of claim 21, wherein the user interface receives registrations of the

content data files for transmission to the copyright registry.

23. The system of claim 1, wherein the second processor causes the gateway unit to

access a predetermined networksite uponinitiation of network browsersoftware,in

accordance with the controller instructions.

24. The system of claim 23, wherein the second processorselects the predetermined

network site from a list of predetermined networksites received via the controller

instructions.

25. The system of claim 24, wherein the second processorselects the predetermined

network site according to a weighting function such that at least a portion of the

predetermined networksites are selected more often than others.
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26. The system of claim 1, wherein the gatewayunits:

receive registration information from a uservia the userinterface; and

receiveinitial operating parameters via the second networkinterface.

27. Thesystem of claim 1, wherein the gatewayunits:

receive registration information from a uservia the userinterface; and

receive software updatesvia the second networkinterface.

28. The system of claim 1, wherein:

the gateway units transmit advertising via the user interface to a userdisplay, the

advertising being customized in accordancewith information received via at least one of

the second network interface and the userinterface.

29. Thesystem of claim 1, wherein the gatewayunits:

transmit pay-per-view advertising via the user interface for selective display by a

user; and

generate paymentcredits for the user upon display of the advertising by the user.

30. The system of claim 29, wherein the gateway units generate oneofa plurality of

viewing modesfor viewing the pay-per-view advertising in responseto a userselection.

31. Thesystem of claim 1, wherein the gateway units receive software via the

second networkinterface for execution on the second processor,the software enabling
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at least one of a fee-based networkservice, network video calling, and network gaming.

32. The system of claim 1, wherein the second processordetects a denial-of-service

attack.

33. |The system of claim 32, wherein the second processordetects a denial-of-

service attackinitiated by a virus.

34. The system of claim 1, wherein the gatewayunits selectively transmit to law

enforcementterminals information describing at least one of incoming data and

outgoing data to the gatewayunits.

35. The system of claim 1, wherein the gateway units:

detect a user attempt to at least one of transmit and receive voicetraffic; and

selectively block the detected attempt in accordance with the controller

instructions.

36. The system of claim 35 wherein the gatewayunits transmit, via the user

interface, an advertisementoffering voice transmission services.

37. |The system of claim 1, wherein the gateway units:

detect a user attemptto at least one of transmit and receive at least one of audio

and videotraffic; and
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selectively block the detected attempt in accordance with the controller

instructions.

38. The system of claim 37, wherein the gatewayunits transmit, via the user

interface, an advertisement offering at least one of audio and videotraffic services.

39. The system of claim 1, wherein the gateway units:

detect at least one of audio and videotraffic flowing through the second network

interface; and

selectively reduce the quality of service of the at least one of audio and video

traffic in accordancewith the controller instructions,

wherein reduction of quality of service comprisesat least one of: reducing a duty

cycle, inserting TCP/IP messagesin the at least one of audio andvideotraffic, inserting

Nak/Ack pairs in the at least one of audio and videotraffic, and inserting X-On/X-Off

pairs in the at least one of audio and videotraffic.

40. The system of claim 1, further comprising a plurality of access nodes, wherein

the controller node comprisesa first processor for generating authorization instructions

and transmitting the authorization instructions over the network to the access nodes,

and the access nodes:

receive the authorization instructions from the controller node; and

selectively permit the gateway units to access the networkin accordancewith the
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authorization instructions.

41. Thesystem of claim 1, wherein the gateway units comprise data storage units

partitioned into a network portion and a userportion, and at least one ofa first group of

gatewayunits selectively shares data stored in the network partition with at least one of

a second group of gatewayunits, via the second networkinterface, in accordance with

the controller instructions.

42. The system of claim 1, wherein the second processorin at least a first one of the

gatewayunits selectively forwards content data received from at least a second oneof

the gatewayunits to at least a third one of the gateway units in accordancewith the

controller instructions.

43. The system ofclaim 42 wherein the second processorin at least a first one of the

gateway units:

receives portions of a content datafile from a group of gatewayunits in

accordancewith the controller instructions; and

assembles a data file based on the received portions for transmission to the user

via the userinterface.

44. The system of claim 1, further comprising an intervention node, the intervention

node comprising:

an operatorinterface for receiving operator-entered spoofing attack instructions;

48

DISH, Exh.1005, p.0067



DISH, Exh.1005, p.0068

Attorney Docket No.: 09635.0001

and

a third network interface for transmitting at least one substitute file pointer to

addressesin the network in accordance with the spoofing attack instructions.

45. The system of claim 1, further comprising network units, the network units

comprising:

a networkinterface coupled to the network and receiving the controller

instructions from the network and networktraffic from a gatewayunit; and

a processorfor selectively reducing the flow of the received networktraffic in

accordancewith the controller instructions.

46. The system of claim 45, wherein the networkunits:

detect the flow of voice traffic; and

selectively block the detected traffic in accordance with the controller instructions.

47. The system of claim 45, wherein the networkunits:

detect the flow of at least one of audio and videotraffic; and

selectively block the detectedtraffic in accordance with the controller instructions.

48. The system of claim 45, wherein the network units:

detect the flow of at least one of audio andvideotraffic; and

selectively reduce the quality of service of the detected at least one of audio and

videotraffic in accordance with the controller instructions,
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wherein the reduction of quality of service comprises at least one of: reducing a

duty cycle, inserting TCP/IP messagesin the at least one of audio and videotraffic,

inserting Nak/Ackpairs in the at least one of audio and videotraffic, and inserting X-

On/X-Off pairs in the at least one of audio and videotraffic.

49. Asystem for regulating access to a network that is accessed bya plurality of

users, the system comprising:

a controller node coupledto the network, the controller node comprising:

a first processor for generating controller instructions; and

a first network interface for transmitting the controller instructions over the

network; and

a plurality of network units associated with a first group of users, the network

units comprising:

a second networkinterface coupled to the network and receiving the

controller instructions from the network; and

a second processor, the second processorinhibiting access for a second

groupof users to content in the network in accordance with the controller instructions.

50. The system of claim 49, wherein the second processorin the network units

inhibits access for a second groupof users by performing denial of service attacks in

accordancewith the controller instructions.
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51. The system of claim 50, wherein the second processor performs attacks based

on a schedule comprising at least oneof:

a schedule based on duration of the attacks;

real time responseto controller instructions; and

in responseto an event.

52. The system of claim 49, wherein at least a portion of the network units comprise

gatewayunits uniquely associated with a user.

53. The system of claim 52, wherein the gateway units:

are operable betweenanactive state and an inactive state; and

perform denial of service attacks, in accordance with the controller instructions,

during the inactive state.

54. The system of claim 49, wherein the second processordetects a denial-of-

service attack.

55. The system of claim 54, wherein the second processordetects a

denial-of-service attackinitiated by a virus.

56. The system of claim 54, wherein the second processor prevents a denial-of-

service attack upon detection.
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57. The system of claim 49, wherein the network units selectively transmit to law

enforcementterminals information describing at least one of incoming data and

outgoing data to the gatewayunits.

58. A-system for distributing content over a network, the system comprising:

a controller node coupled to the network, the controller node comprising:

a first processor for generating controller instructions; and

a first networkinterface for transmitting the controller instructions over the

network; and

a plurality of network units, the network units comprising:

a second networkinterface coupled to the network, the second network

interface in at least a first one of the network units receiving the controller instructions

from the network and receivingafirst portion of a content data file from at least a

second oneof the network units; and

a second processor, the second processorin the atleasta first one of the

networkunits selectively forwarding the receivedfirst portion of the content datafile to

at least a third one of the network units in accordance with the controller instructions.

59. The system of claim 58, wherein:

the second networkinterface receivesa plurality of portions of a content

datafile from a group of network units in accordance with the controller instructions; and

the second processor assembles a data file based on the received

portions for transmission to the uservia the userinterface.
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60. The system of claim 58, wherein:

the second networkinterface of the second network unit receives a portion of a

content data file from a content server; and

the second processorof the second network unit forwardsthe portion of the

contentdata file to the at least first one of the network units in accordance with the

controller instructions.

61. The system of claim 58, wherein the second processordeletes portions of

content data in accordance with a predetermined deletion date associated with the

content data.

62. The system of claim 58, wherein the second processordeletes portions of

content data when new contentdata is delivered.

63. |The system of claim 58, wherein the second processordeletes portions of

content data when insufficient storage space remains, deleting oldest content datafirst.

64. The system of claim 58, wherein the second processordeletes portions of

content data in accordance with an associated user's selections.

65. A gateway unit for regulating access to a network comprising:

a userinterface to receive requests to transmit data;

53

DISH, Exh.1005, p.0072



DISH, Exh.1005, p.0073

Attorney Docket No.: 09635.0001

a network interface to receive controller instructions from the network; and

a processorto inspect the data and to selectively transmit the data in accordance

with the received controller instructions.

66. Agateway unit for regulating access to a network comprising:

a user interface to receive requests to receive data;

a networkinterface to receive controller instructions from the network; and

a processorto inspect the data and selectively receive the data in accordance

with the received controller instructions.

67. Acontroller node for regulating access to a network, the controller node

comprising:

a processorto generate controller instructions for causing a plurality of gateway

units to selectively transfer user-entered network access requests over the network, the

processor generating the controller instructions by at least one of automatically

generating instructions and generating instructions in response to an operator-entered

request; and

a networkinterface to transmit the controller instructions over the networkto the

plurality of gateway units.

68. The controller node of claim 67, comprising a processor to generate the

controller instructions by operator-controlled network crawling.
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69. Acontroller node for regulating access to a network comprising:

a processorto generate controller instructions; and

a networkinterface to transmit the controller instructions over the network to a

plurality of gateway units, the controller instructions causing at least one gatewayunit to

deny accessto a first group of network servers.

70. The controller node of claim 69, wherein the networkinterface receives

notification from at least one gatewayunitif the at least one gateway unit detects a

request to access a denied networkserver.

71. ~The controller node of claim 69, wherein the processor generatesinstructions

causing a gatewayunit to re-direct user access requests to a second group of network

servers in accordance with the controller instructions.

72. Asystem for regulating file access in a network, the system comprising:

a controller node coupled to the network, the controller node comprising:

a first processor for generating controller instructions, the instructions

including a file identifier; and

a first network interface for transmitting the controller instructions over the

network; and

a plurality of gateway units associated with userfile systems, the gatewayunits

comprising

a second networkinterface to receive the controller instructions from the
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network; and

a second processorto detectfiles in the userfile systems corresponding

to thefile identifier.

73. The system of claim 72, comprising a plurality of gateway units operable between

an active state and an inactive state.

74. The system of claim 73, wherein the gateway units notify a controller node upon

entering the inactive state.

75. The system of claim 73, wherein the gateway units comprise a processorto

delete the detected files during the inactive state.

76. The system of claim 72, wherein the plurality of gateway units notify a controller

nodeif at least one file matching thelist of file identifiers is detected.

77. A gatewayunit for regulating access to a network, comprising:

a userinterface receiving user-entered network access requests;

a networkinterface for transmitting the network access requests to the network;

a housing; and

a detector for detecting a user attempt to open the housing.
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78. The gatewayunit of claim 77, wherein the detector notifies the controller node

of a detected attempt to open the housing after a subsequentuser-initiated event.

79. The gatewayunit of claim 77 further comprising a storage device and an

interlock to prevent accessto the storage device when the detector detects an attempt

to open the housing.

80. A gatewayunit for regulating access to a network, comprising:

a networkinterface for providing access to the network;

a user interface to receive user-entered network access requests; and

a processorthat enters a user-controlled operational mode after receiving

permission over the network from a controller node via the networkinterface.

81. Acontroller node for regulating file access in a network, comprising a copyright

registry and a processor, wherein the processor:

receives registrations of content data files distributed to a plurality of gateway

units; and

tracks copyright status of the content datafiles.

82. A gatewayunit for regulating access to a network comprising:

a networkinterface for providing access to the network andfor receiving

controller instructions from the network;

a userinterface for transferring content between the network and a user; and
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a processorfor connecting to a predetermined network site uponinitiation of

network browsersoftware, in accordance with the received controller instructions.

83. The plurality of gateway units of claim 82, wherein the processorselects the

predetermined networksite fromalist of predetermined networksites.

84. Theplurality of gateway units of claim 83, wherein the processorselects from

the list of predetermined networksites according to a weighting function such that at

least a portion of the predetermined networksites are selected more often than others.

85. A gateway unit for regulating access to a network comprising:

a network interface to provide access to the network;

a userinterface to transfer content between the network and a user; and

a processorto gatherregistration information from the uservia the userinterface

and to receiveinitial operating parameters via the network interface.

86. <A gateway unit for regulating access to a network comprising:

a network interface to provide accessto the network;

a userinterface to transfer content between the network and a user; and

a processorto gather registration information from the uservia the userinterface

and to receive software updates via the networkinterface.
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87. A gateway unit for regulating access to a network comprising:

a network interface to receive information from the network;

a userinterface to receive information from a user; and

a processorto transmit advertising via the user interface to a userdisplay,

wherein the advertising is customized in accordance with information received

via at least one of the network interface and the userinterface.

88. A gateway unit for regulating access to a network comprising:

a networkinterface to provide access to the network and to receive pay-per-view

advertising from the network;

a userinterface to transfer content between the network and a user; and

a processorto transmit the pay-per-view advertising via the userinterface for

selective display by a user and to generate payment credits to the user upon displayof

the advertising by the user.

89. The gateway unit of claim 88, wherein the processor generates one ofa plurality

of viewing modesfor viewing the pay-per-view advertising in response to a user

selection.

90. A gateway unit for regulating access to a network comprising:

a network interface to provide accessto the network and to receive software from

the network;

a userinterface to transfer content between the network and a user; and
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a processor to execute the software to enable the userto use, via the user

interface, at least one of a fee-based network service, network video calling, and

network gaming.

91. A gateway unit for regulating access to a network comprising:

a network interface to provide accessto the network;

a userinterface to receive network access requests from a user; and

a processorto detect a denial-of-service attack received from the userinterface

and transmitted to the network via the network interface.

92. The plurality of gateway units of claim 91, wherein the processordetects a

denial-of-service attackinitiated by a virus.

93. A gateway unit for regulating access to a network comprising:

a networkinterface to provide access to the network and to receive controller

instructions;

a userinterface to transfer incoming data and outgoing data between a user and

the network interface; and

a processorto selectively transmit to law enforcement terminals information

describing at least one of the incoming data and the outgoing data in accordancewith

the received controller instructions.
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94. A gatewayunit for regulating access to a network comprising:

a networkinterface to provide accessto the network and to receive controller

instructions;

a userinterface to transfertraffic between the network and a user; and

a processorto detect a user attemptto at least one of transmit and receive voice

traffic over the network, the processorselectively blocking the detected attemptin

accordancewith the received controller instructions and transmitting, via the user

interface, an advertisement offering voice transmission services.

95. A gatewayunit for regulating access to a network comprising:

a networkinterface to provide accessto the network andto receive controller

instructions;

a userinterface to transfertraffic between the network and a user; and

a processorto detect a user attemptto at least one of transmit and receive at

least one of audio andvideotraffic over the network, the processorselectively blocking

the detected attempt in accordance with the received controller instructions and

transmitting, via the user interface, an advertisementoffering at least one of audio and

video traffic services.

96. A gateway unit for regulating access to a network comprising:

a networkinterface to provide access to the network andto receive controller

instructions;

a userinterface to transfertraffic between the network and a user; and
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a processorto detect at least one of audio and videotraffic flowing through the

userinterface, the processor selectively reducing the quality of service of the detected

at least one of audio and videotraffic in accordance with the received controller

instructions,

wherein reduction of quality of service comprises at least one of: reducing a duty

cycle, inserting TCP/IP messagesin the at least one of audio and videotraffic, inserting

Nak/Ack pairs in the at least one of audio and videotraffic, and inserting X-On/X-Off

pairs in the at least one of audio and videotraffic.

97. A networkunit for regulating access to a network comprising:

a networkinterface to provide access to the network and to receive controller

instructions and networktraffic; and

a processorto detect voice traffic over the network, the processorselectively

blocking the traffic in accordance with the received controller instructions.

98. Anetwork unit for regulating access to a network comprising:

a networkinterface to provide accessto the network and to receive controller

instructions and networktraffic; and _

a processorto detect at least one of audio and video traffic over the network, the

processorselectively blocking the traffic in accordance with the received controller

instructions.
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99. Anetwork unit for regulating access to a network comprising:

a networkinterface to provide accessto the network and to receive controller

instructions and networktraffic; and

a processorto detectat least one of audio and videotraffic, the processor

selectively reducing the quality of service of the detected at least one of audio and video

traffic in accordance with the received controller instructions,

wherein reduction of quality of service comprisesat least one of: reducing a duty

cycle, inserting TCP/IP messagesin the at least one of audio andvideotraffic, inserting

Nak/Ackpairs in the at least one of audio and videotraffic, and inserting X-On/X-Off

pairs in the at least one of audio andvideotraffic.

100. Acontroller node for regulating subscriber access to a network comprising:

a processorto generate authentication instructions on behalf of an authenticated

subscriber; and

a networkinterface to transmit the authentication instructions to an access node

coupled to the network,

wherein the access nodeselectively permits subscriber access to the networkin

accordance with the authentication instructions.

101. A gatewayunit for regulating access to a network comprising:

a network interface to provide accessto the network and to receive controller

instructions;

a data storage unit partitioned into a network portion and a userportion; and
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a processorto selectively transmit data stored in the networkpartition, via the

network interface, in accordance with the received controller instructions.

102. A network unit for regulating access to a network, comprising:

a userinterface receiving user-entered network access requests;

a networkinterface coupled to the network and receiving controller instructions

from the network; and

a processor,the processorselectively transmitting at least some of the network

access requests overthe network in accordance with the controller instructions, and

transferring content data responsiveto the transmitted network access requests over

the networkvia the network interface;

wherein the network unit selectively forwards content data received fromafirst

associated network unit to at least a second associated unit in accordancewith the

controller instructions.

103. The network unit claim 102, wherein the processor

receives portions of a content datafile from a group of third associated network

units in accordance with the controller instructions; and

assembles a datafile based on the received portions for transmission to a user

via the userinterface.

104. The networkunit of claim 102, wherein the processor:

receives a portion of a content data file from a content server; and
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forwards the portion of the content datafile to the first associated network unit in

accordance with the controller instructions.

105. A networkunit for regulating access to a network comprising:

a networkinterface to provide access to the network and to receive controller

instructions;

a processorto perform denial of service attacks in accordance with the received

controller instructions.

106. A method for regulating access to a network, the method comprising:

receiving controller instructions from a network at a gateway unit associated with

a user;

receiving a network access requestat the gatewayunit from a user;

selectively transmitting the network access request over the network in

accordancewith the controller instructions; and

receiving content data responsiveto the transmitted network access request from

the network.

107. A method for regulating accessto a plurality of content servers, the method

comprising:

receiving controller instructions from the network at a network unit associated

with a first group of users; and

selectively inhibiting access to a portion of the content servers by a
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second group of users in accordance with the controller instructions.

108. The method of claim 107, wherein inhibiting access for a second groupof users

comprises performing denial of service attacks.

109. A method fordistributing content data over a network, the method comprising:

receiving content distribution instructions from the network;

storing a first portion of content data from the network ata first network unit;

initiating a request over the network, in accordance with the contentdistribution

instructions and in response to a user request, for the remainderof the content data;

receiving the remainderof the content data from the network;

assembling thefirst portion of content data with the remainderof the content

data; and

supplying the assembled content data to the user.

110. The method of claim 109, further comprising selectively forwarding thefirst

portion of content data to a second networkunit in accordance with the content

distribution instructions.

111. A gateway unit for regulating access to a network, the gateway unit comprising:

a user interface receiving user-entered network access requests;

a network interface coupled to the network and receiving controller instructions
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from a controller node in the network; and

a processor, the processorselectively transmitting at least some of the network

access requests over the networkin accordancewith the controller instructions, and

transferring content data responsive to the transmitted network access requests over

the network via the networkinterface.

112. A network unit associated with a first group of users for regulating accessto a

network, the network unit comprising:

a networkinterface coupled to the network and receiving controller instructions

from a controller node associated with thefirst group of users; and

a processor, the processorinhibiting access for a second group of users to

content in the network in accordance with the controller instructions.

113. Acontroller node for regulating access to a network, the controller node

comprising:

a processorfor generating controller instructions; and

a network interface for transmitting the controller instructions over the network,

the controller instructions being configured to cause a user-associated gatewayunit to

selectively transmit over the network at least some user-entered network access

requests.
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114. The controller node of claim 113 further comprising a content serverfor providing

content data in response to the user-entered network access requests.

115. Acontroller node for regulating access to a network, the controller node

comprising:

a processorfor generating controller instructions; and

a networkinterface for transmitting the controller instructions over the network to

network units associated with a first group of users, the controller instructions being

configured to cause the networkunits to inhibit access for a second group of users to

content in the network.
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ABSTRACT OF THE DISCLOSURE

There is provided a system for regulating access and managingdistribution of

content in a network, such as the Internet. The system includes communication

gateways, installed at a subscribersite, internet control points, installed remotely, and

various network elements installed throughout the network. The communication

gateways and network elements operate in conjunction with the internet control points

to restrict or allow accessto specified Internet sites and to manageefficient distribution

of content such as music, video, games, broadband data, real-time audio and voice

applications, and software to subscribers.
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Customer Number 22,852
Attorney Docket No. 09635.0001-00000 

DECLARATION AND POWER OF ATTORNEY SS
y ,/&’Y €

“£4paaBBelow namedinventor, | hereby declare that: my residence, postoffice address, and citizenship are
as stated below next to my name;| believe | am an original, first, and joint inventor of the subject matter which

‘ is claimed and for which a patent is sought on the invention entitled: SYSTEM FOR REGULATING ACCESS
TO AND DISTRIBUTING CONTENTIN A NETWORK,the specification of which [1] is attached and/or XX]
wasfiled on November 16, 2004, as United States Application No. 10/989,023 and Confirmation No. 1874.

| hereby state that | have reviewed and understand the contents of the above-identified specification,
including the claims, as amended by any amendmentreferred to above. | acknowledgethe duty to disclose
information which is material to patentability as defined in 37 CFR § 1.56.

| hereby claim foreign priority benefits under 35 U.S.C. § 119(a)-(d) or § 365(b) of any foreign application(s)
for patent or inventor's certificate or § 365(a) of any PCT international application(s) designating at least one
country other than the United States, listed below and havealsoidentified below, any foreign application(s)
for patentor inventor's certificate, or any PCT International application(s) having a filing date before that of the
application(s) of which priority is claimed:

Application Number Date ofFiling Priority Claimed Under 35 U.S.C. 119

eeal
ore

| hereby claim the benefit under 35 U.S.C. § 119(e) of any United States provisional application(s) listed
below:

Application Number Date ofFiling

60/523,057 November 18, 2003

60/538,370 January 22, 2004

60/563,064 April 16, 2004

i hereby claim the benefit under 35 U.S.C. § 120 of any United States application(s) or § 365(c) of any PCT
International application(s) designating the United States, listed below and, insofar as the subject matterof
each of the claimsof this application is not disclosed in the prior United States or PCT International
application(s) in the manner provided bythefirst paragraph of 35 U.S.C. § 112, | acknowledge the duty to
disclose information which is material to patentability as defined in 37 CFR § 1.56 which becameavailable
betweenthefiling date of the prior application(s) and the national or PCT Internationalfiling date of this
application:

Application Number Date of Filing Status (Patented, Pending, Abandoned)

| hereby appoint the following attorney and/or agent(s) to prosecute this application and transact all
business in the Patent and Trademark Office connected therewith. FINNEGAN, HENDERSON, FARABOW,
GARRETT & DUNNER,L.L.P., CUSTOMER NUMBER22,852.

| hereby declare that all statements made herein of my own knowledgeare true andthat all statements
made oninformation and belief are believed to be true; and further that these statements were made with the
knowledgethatwillful false statements and the like so made are punishable by fine or imprisonment,or both,
under section 1001 of Title 18 of the United States Code, and that such willful false statements may
jeopardize the validity of the application or any patent issuing thereon.
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Robert M. BURKE,II on P Lf Date _OOD. “28h
Residence ‘ Citizenship
21103 Old Well Road, Los Gatos, CA 95033 USA
Post Office Address
21103 Old Well Road, Los Gatos, CA 95033

Full Name of Second Inventor Aventor's Signature Date

David Z. CARMAN ry) l- Ut-o§ALAA a AS
Residence Citizenship
350 East Mission Street, #126, San Jose, CA 95112 USA

Post Office Address .
350 East Mission Street, #126, San Jose, CA 95112 : -

Post Office Address
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 14/338,240

APPLICATION AS FILED - PART| OTHER THAN

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY

BASIC FEE
(37 CFR 1.16(a), (b), or (c))
SEARCH FEE
(37 CFR 1.16(k), (i), or (m)) N/A N/A N/A P|
SCNasen(37 CFR 1.16(0)

rere CLASeee aeaee onaNOCEENOENT CLAIMS

If the specification and drawings exceed 100
APPLICATION SIZE_|sheets of paper, the application size fee dueis
FEE $310 ($155 for small entity) for each additional
(37 CFR 1.16(s)) 50 sheetsorfraction thereof. See 35 U.S.C.

41(a)(1)(G) and 37 CFR 1.16(s).

MULTIPLE DEPENDENT CLAIM PRESENT(37 CFR 1.16(j))

OTHER THAN

(Column1) (Column 2) (Column 3) SMALL ENTITY

* If the difference in column 1 is less than zero, enter "0" in column 2.

APPLICATION AS AMENDED- PARTII

CLAIMS HIGHEST
REMAINING NUMBER ADDITIONAL

AFTER PREVIOUSLY FEE($)
AMENDMENT PAID FOR

Total
(37 CFR 1.16(i))

Independent(37 CFR 1.16(h))

Application Size Fee (37 CFR 1.16(s))
AMENDMENTA

FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))

(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST

REMAINING NUMBER PRESENT ADDITIONAL
AFTER PREVIOUSLY EXTRA FEE($)

AMENDMENT PAID FOR
Total

(37 CFR 1.16(i))
Independent

(37 CFR 1.16(h))

Application Size Fee (37 CFR 1.16(s))
AMENDMENTB

FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))

* |f the entry in column 1 is less than the entry in column 2, write "0" in column 3.
* If the "Highest Number Previously Paid For” IN THIS SPACEis less than 20, enter "20".

** If the "Highest Number Previously Paid For” IN THIS SPACEis less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFIGE
UNITTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSQ. Box 1450 

Alexandria, Virginia 22313-1450www.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO ITOT CLAIMSJIND CLAIMS

44 114/338,240 07/22/2014 2465 0.00 123205-198706

 
   

CONFIRMATION NO.7564

60172 FILING RECEIPT

SCHWABE, WILLIAMSON & WYATT,P.C.

1420 FIFTH AVENUE,SUITE 3400 A000000069994835
SEATTLE, WA 98101-4010

Date Mailed: 08/04/2014

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application mustinclude the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted onthis Filing Receipt, please
submit a written requestfor a Filing Receipt Correction. Please provide a copyofthis Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processesthe reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Robert M. BurkeII, Los Gatos, CA;
David Z. Carman, Tulsa, OK;

Applicant(s)
Robert M. BurkeII, Los Gatos, CA;
David Z. Carman, Tulsa, OK;

Powerof Attorney: The patent practitioners associated with Customer Number 22852

Domestic Priority data as claimed by applicant
This application is a CON of 13/369,174 02/08/2012 PAT 8799468
which is a CON of 10/989,023 11/16/2004 PAT 8122128
whichclaims benefit of 60/563,064 04/16/2004
and claims benefit of 60/538,370 01/22/2004
and claims benefit of 60/523,057 11/18/2003

Foreign Applications for which priority is claimed (You may beeligible to benefit from the Patent Prosecution
Highway program at the USPTO.Please see http:/Avww.uspto.gov for more information.) - None.
Foreign application information must be provided in an Application Data Sheetin order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 08/04/2014
The country code and numberof your priority application, to be usedfor filing abroad under the Paris Convention,
is US 14/338,240
Projected Publication Date: To Be Determined - pending completion of Missing Parts
Non-Publication Request: No
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Early Publication Request: No
** SMALL ENTITY **

Title

SYSTEM FOR REGULATING ACCESSTO AND DISTRIBUTING CONTENTIN A NETWORK

Preliminary Class

370

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider thefiling of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-membercountry. The PCT process simplifies the filing
of patent applications on the sameinvention in membercountries, but does notresult in a grantof "an international
patent" and doesnoteliminate the needof applicantsto file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewith its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance asto the status of applicant's license for foreignfiling.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents”(specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, orit
can be viewed on the USPTO website at http://“www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help "toolkits" giving innovators guidance on how to protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcementissues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where
the conditions for issuance of a license have been met, regardless of whetheror not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicatedis the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This licenseis to be retained by the licensee and maybe usedat any time onorafter the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license doesnot in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Governmentcontract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselvesof current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOESNOTappearonthis form. Applicant maystill petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee mayforeignfile the application pursuant to 37 CFR 5.15(b).

 

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
businessinvestment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote andfacilitate business investment. SelectUSAprovides information assistance to the international investor
community; serves as an ombudsmanfor existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic developmentorganizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/Awww.SelectUSA.govorcall
+1-202-482-6800.
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UNITED STATES PATENT AND TRADEMARK OFFIGE
UNITTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSQ. Box 1450 

Alexandria, Virginia 22313-1450www.uspto.gov

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

 
   

14/338,240 07/22/2014 Robert M. Burke II 123205-198706

CONFIRMATION NO.7564

60172 FORMALITIES LETTER

SCHWABE, WILLIAMSON & WYATT,P.C.

1420 FIFTH AVENUE, SUITE 3400 MC
SEATTLE, WA 98101-4010

Date Mailed: 08/04/2014

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR1.53(b)

Filing Date Granted

Items Required To Avoid Abandonment:

An application number andfiling date have been accordedto this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHSfrom the date of this Notice within whichtofile all
required items below to avoid abandonment. Extensions of time may be obtainedbyfiling a petition accompanied
by the extension fee underthe provisions of 37 CFR 1.136(a).

« The statutory basicfiling fee is missing.
¢ The application search fee must be submitted.
¢ The application examination fee must be submitted.
* Additional claim fees of $ 960 as a small entity, including any required multiple dependentclaim fee, are

required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are
due.

¢ Surcharge assetforth in 37 CFR 1.16(f) must be submitted.
The surcharge is due for any oneof:

«late submissionof the basicfiling fee, search fee, or examination fee,
* late submission of inventor's oath or declaration,

* filing an application that does not contain at least one claim on filing, or
* submission of an application filed by reference to a previously filed application.

SUMMARYOF FEES DUE:

The fee(s) required within TWO MONTHSfrom the date of this Notice to avoid abandonmentis/are itemized
below. Small entity discountis in effect. If applicant is qualified for micro entity status, an acceptable Certification
of Micro Entity Status must be submitted to establish micro entity status. (See 37 CFR 1.29 and forms
PTO/SB/15A and 15B.)

* § 70 basicfiling fee.
*$ 70 surcharge.
¢ $ 300 searchfee.
¢ $ 360 examination fee.
¢ $ 960 for 24 total claims over 20.
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* $(.0) previous unapplied payment amount.
*$ 1760 TOTAL FEE BALANCE DUE.

Items Required To Avoid Processing Delays:

Applicantis notified that the above-identified application contains the deficiencies noted below. No period for
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's
oath or declaration, the applicant mustfile an oath or declaration in compliance with 37 CFR 1.63, or a substitute
statementin compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the
expiration of the time period set in the "Notice of Allowability" to avoid abandonment. See 37 CFR 1.53(f).

A newinventor's oath or declaration that identifies this application (e.g., by Application Numberandfiling
date) is required. The inventor's oath or declaration does not comply with 37 CFR 1.63 in thatit:

* doesnotstate that the above-identified application was made or authorized to be made by the person
executing the oath or declaration.

Robert M. BurkeII

David Z. Carman

Replies mustbe received in the USPTOwithin the set time period or mustinclude a proper Certificate of Mailing
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more
information and a suggested format, see Form PTO/SB/92 and MPEP512.

Replies should be mailed to:

Mail Stop Missing Parts
Commissionerfor Patents

P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web mayalternatively submit their reply to this notice via EFS-Web, including a copy
of this Notice and selecting the documentdescription "Applicant response to Pre-Exam Formalities Notice”.
https ://sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Webplease call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.
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Attorney’s Docket No.: 123205-198706 Patent
IPN POO1C2

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Continuation Application for: Examiner: TBD

Burkeetal. Art Unit: 2465

Application No.: 14/338,240 Conf. #: 7564

Filed: July 22, 2014

For: SYSTEM FOR REGULATING

ACCESS TO AND

DISTRIBUTING CONTENTIN A

NETWORK

 

Mail Stop Amendment
Commissionerfor Patents

PO Box 1450

Alexandria, VA 22313-1450

SUPPLEMENTAL PRELIMINARY AMENDMENT

Please enter this amendmentbefore considering the captioned application.

Amendments to Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 12 ofthis paper.
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AMENDMENTS TO THE CLAIMS

Thislisting of claims will replace all prior versions, andlistings, of claims in the

application:

1. (Currently Amended) A system for regulating access to a service

provider network, the system comprising:

a controller node coupled to the service provider network, the controller node

comprising:

a first processor fer-generatinetogeneratecontroller instructions, and

[[a]] first one or more network interfaces fertransmittingtotransmitthe

controller instructions over the service provider network to a plurality of

network elements; and

the[[a]] plurality of gateway-unitsnetwork elements, each of the plurality of

network elementsgatewayunits comprising:

atarf _ ;

[[a]] second one or more network interfaces coupled to the service

provider network-and- to receiverecetving the controller

instructions from_the controller node through the service

provider network; and

at least_a second processor_coupled to the second one or more network

interfaces, wherein the second processor_isto selectively transmittm¢,

atleastseme-ofthenetworkaccesscontent requests evettothe service

provider network in accordance with the controller instructions, and

transferring received content data responsive to the transmitted

networkaccess content requests ever-fromthe service provider

network via the second_one or more networkinterfaces.

2. (Currently Amended) The system of claim 1 wherein:

each of the gatewayunitsnetwork elements further comprises a storage device fer

sterii¢tostorethe controller instructions; and

eachthe network elementsgatewesy-antsfurthercomprise-hasan identifier that

-2-
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uniquely assectatine-identifies the network elementgatewayunits-with-ataser-andthe

leviee i tI Cie-inf ‘on,

3-7 (Canceled)

8. (Currently Amended) The system of claim 1, wherein the-contreoHer-nedes

comprise-a_firstprocessorgeneratingthe controller instructions include instructions to

deny useraccessto a first group of network servers of the service provider network.

9. (Currently Amended) The system of claim 8, wherein the-gateway-anHs

the controller instructions comprise a-secend-precesserinstructions to generate a

notification to thea controller node if a netwerkcaccesscontent request designates a

network server of the-firstereup-efnetverkservers service provider network.

10. (Currently Amended) The system of claim 8, wherein the gateway

anitscontroller instructions comprise-a-secend-precesserare to further-confieuredte:

detect a nebwerk-access-content request that designatesdestenatine a firstnetwork

server of the service provider network; and

re-direct the aecesscontent request to a second greup-efnetwork server|[s]]_of the

service provider network--accerdance-withthe-controHer+mstructons.

 

11. (Currently Amended) The system of claim 1, wherein:

 
system,thecatewasyunits_comprising2secondprocessorthe controller instructions are to

detect a file in a user file system_in_a network element that corresponds eerrespendite-to

the file identifier,and on detection, delete the file from a file system in the network

element.
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12. (Currently Amended) The system of claim 11, wherein_each of the

network elements gateway-anits-isare operable between an active state and an inactive

state, and wherein the controller instructions are to notify the controller node if a network

element enters the inactivestate.

13 - 16. (Canceled)

17. (Currently Amended) The system of claim 1, wherein_at least one the gateway

unitsnetwork elements comprises:

a housing to houseat least the second one or more network interfaces, and the 

second processor; and

a detector ferdetectinetodetectan attempt to open the housing;

wherein the controller instructions are to notify the controller node and prevent

access to at least the storage device in response to a detection of an attempt to open the

housing.

18 - 19. (Canceled)

20. (Currently Amended) The system of claim 1, wherein_the controller

instructions are to place a network elementthegateway-ants-comprise-a-second

processerthat-enters-inan-aser-contreHed operational mode afterreeeHine-on receipt of

permission from the controller node.

21. (Currently Amended) The system of claim 1, wherein the controller node

further comprises a copyright registry-fertrackinetotrackcopyright status of content

data files distributed to the network elementgatewayanitsnthe-systen.

22. (Canceled)
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23. (Currently Amended) The system of claim 1, wherein_the controller

instructions include a pre-determined network site, and the controller instructions are to

causethesecond-precesser-causesthe a network element gatewayini+to access [[a]]the

predetermined network site-apentitiatienofnetworkbrewser-sefavare,inaccordance

withthe-contreHerinstructions.

24-25. (Canceled)

26. (Currently Amended) The system of claim 1, wherein_the controller

instructions are to enable a network elementthe-gateway-untsto:

. . con ind on f ‘atl interface:

and

receive initial operating parameters from the controller node via the

second one or more network interfaces.

27. (Canceled)

28. (Currently Amended) The system of claim 1, wherein:

the controller instructions are to enable each of the network elements gateway

unts-to customize and transmit advertising received via the wser-second one or more

network interfaces to a user display_via a gateway unit, the advertising being customized

in accordance with information received via atteastene-ofthe second network interface

andtheruserinterface.

29. (Currently Amended) The system of claim 1, wherein_the controller

instructions are to enable each of the network elements gateway-anits-to:

transmit pay-per-view advertising received from the service provider network via

the usetsecond one or more network interfaces to a display unit via a gateway unit for

selective display by a user; and

generatepaymentcreditsfortheusernotify the controller node upon display of

the advertising by+the-aser-to enable payment credits be generated.

-5-
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30. (Canceled)

31. (Currently Amended) The system of claim 1, wherein_the controller

instructions are to further enable the-gatewayunitsa network element toreceive

additional software via the second one or more network interfaces for execution on the

second processor, the software enabling at least one of a fee-based network service,

network video calling, orand network gaming.

32. (Currently Amended) The system of claim 1, wherein_the controller

instructions are to further enable a network element tothe-secondprecessordetects-detect

a denial-of-service attack_against the service provider network.

33. (Canceled)

34. (Currently Amended) The system of claim 1, wherein_the controller

instructions are further to enable a network element-+the-gatewayunits toselectively

transmit to law enforcement terminals information describingat least one of incoming

data and outgoing data [[to]]_of the network elementgateway—anis.

35-38 (Canceled)

39. (Currently Amended) The system of claim 1, wherein the controller

instructions are further to enable a network elementthe-gatewayunisto:

detect at least one of audio andvideotraffic flowing through the second network

interface; and

selectively reduce the quality of service of the at least one of audio and video

traffictn-accordanceawiththe-controHerinstructons, wherein reduction of quality of

service comprisesat least oneof:

reducing a duty cycle, inserting TCP/IP messagesin the at least one of audio and

videotraffic, inserting Nak/Ackpairs in the at least one of audio and videotraffic, and

-6-
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inserting X-On/X-Offpairs in the at least one of audio and videotraffic.

AO. (Canceled)

4l. (Currently Amended) The system of claim 1, wherein_each of the gateway

anits-network elements further comprise at least one data storage unit[[s]] partitioned

iatehaving a network portion and-auser-pertien, and at least one ofa first group of the

network elements gateway-anits-selectively shares data stored in the network partition

with at least one of a second group of the network elementsgateway-units, via the second

networkinterface, in accordance with the controller instructions provided to the first and

second groups of the network elements.

42. (Currently Amended) The system of claim 1, wherein the controller

instructions are further to enable secend-precesserteat least a first one of the network

elements gatewayunis-to selectively forward[[s]] content data received from at least a

second oneof the network elementsgatewayunts to at least a third one of the network

elementsgatewayanits7-eccordance-withthecontrolerinstructors.

43. (Currently Amended) The system of claim 42 wherein the second

precessertrcontroller instructions are further to enable at least a-frstthe third one of

the network elements gateway—units-to:

receive[[s]] portions of a content data file from a-greup-efother network

elementsgateway—anitsin-accordance-withthecontroHerinstructions; and

assemble|[[s a]]the content data file based on the received portions for

transmisstente-playing for the-auser viatheuser+terfaceassociated with a gateway unit.

44. (Canceled)

45-115. (Canceled)
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116. (New) A method for regulating access to a service provider network, the

method comprising:

generating, by a controller node coupled to the service provider network,

controller instructions;

transmitting the controller instructions, by the controller node, to a plurality of

network elements of the service provider network;

receiving, by the network elements, content requests for the service provider

network;

selectively transmitting, by the plurality of network elements, the content requests

to the service provider network in accordance with the controller instructions; and

transferring, by the network elements,, received content data responsive to the

transmitted content requests from the service provider network.

117. (New) The methodof claim 116 further comprising storing the controller

instructions, by the network element, in storage devices of the network elements, wherein

each of the network elements has an identifier that uniquely identifies the network

element.

118. (New The methodofclaim 116, further comprising the network elements

denying accessto a first group of network servers of the service provider network,in

accordance with the controller instructions.

119. (New) The method of claim 118, further comprising the network elements

notifying the controller node if a content request designates a network server of the

service provider network.

120. (New) The method of claim 118, further comprising the network elements

detecting a content request that designates a first network server of the service provider

network; and re-directing the content request to a second network serverof the service

provider network.
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121. (New) The method of claim 116, wherein the controller instructions

includeafile identifier; and the method further comprises a network element detecting a

file in a userfile system associated with a network element or a gateway unit that

correspondsto thefile identifier, and on detection, deleting the file from the userfile

system.

122. (New) The method of claim 121, wherein each of the network elements is

operable between an active state and an inactive state, and wherein the method further

comprises a network element notifying the controller node if the network element enters

the inactivestate.

123. (New) The method of claim 116, further comprising a network element

entering a user-controlled operational mode on receipt of permission from the controller

node.

124. (New) The method of claim 116, further comprising the controller node

tracking copyright status of content data files distributed to the network elements.

125. (New) The method of claim 116, wherein the controller instructions

include a pre-determined networksite, and the method further comprises a network

element accessing the predetermined network site, in accordance with the controller

instructions.

126. (New) The method of claim 116, further comprising a network element

receiving initial operating parameters from the controller node.

127. (New) The method of claim 116, further comprising a network element

customizing and transmitting advertising received to a user display associated with a

gateway unit.
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128. (New) The method of claim 116, further comprising a network element

transmitting pay-per-view advertising received from the service provider network to a

display unit associated with a gateway unit for selective display; and notifying the

controller node upon displaying of the advertising to enable paymentcredits be

generated.

129. (New) The method of claim 116, further comprising a network element

receiving additional software for execution, the software enablingat least one of a fee-

based network service, network video calling, and network gaming.

130. (New) The method of claim 116, further comprising a network element

detecting a denial-of-service attack against the service provider network.

131. (New) The method of claim 116, further comprising a network element

selectively transmitting to law enforcement terminals information describing at least one

of incoming data and outgoing data of the network element.

132. (New) The methodof claim 116, further comprising a network element

detecting at least one of audio and videotraffic; and selectively reducing the quality of

service of the at least one of audio and videotraffic in accordance with the controller

instructions; wherein reduction of quality of service comprisesat least oneof:

reducing a duty cycle, inserting TCP/IP messagesin the at least one of audio and

video traffic, inserting Nak/Ack pairs in the at least one of audio and videotraffic, and

inserting X-On/X-Offpairs in the at least one of audio and videotraffic.

133. (New) The method of claim 116, wherein each of the network elements

further comprises a data storage unit having a network portion, and the method further

comprises at least one of a first group of the network elements selectively sharing data

stored in the network partition with at least one of a second group of the network

elements, in accordance with the controller instructions provided to the first and second

groups of the network elements.

-10-
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134. (New) The method of claim 116, further comprising at least a first one of

the network elements selectively forwarding content data received from at least a second

one of the network elementsto at least a third one of the network elements in accordance

with the controller instructions.

135. (New) The method of claim 134 further comprising the third one of the

network elements receiving portions of a content data file from a group of other network

elements in accordancewith the controller instructions; and assembling the content data

file based on the received portions for transmission.

136. (New) The system of Claim 1 wherein the controller node is to control a

plurality of subscribers’ ability to access services, content and operation of the services

via control of data flow through the plurality of network elements.

137 (New) The system of Claim 1 wherein the controller node is to deliver active

and real time executed network management, distribute new database entries and

software changesto a plurality of communication gatewaysvia the plurality of network

elements.

138 (New) The system of Claim 1 wherein the controller instructions include

controller instructions to be distributed to a plurality of communication gateways via the

plurality of network elements.

139 (New) The system of Claim 1 wherein the network elements are membersof

a subscriber management system used to control access to the service provider network,

to authenticate subscribers or devices before allowing access into the service provider

network.

-ll-
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140 (New) The system of claim 1, wherein at least one of the network elementsis

a selected one of a DSLAM,a cable modem,a wireless modem , a multiplexing or

channel service delivery system,orasatellite.

141 (New) The System of Claim 1 wherein network elements are to perform

packet inspection to determine: file types , URL/IP addresses of content sources or

destinations, or data patterns, in accordance with the controller instructions.

142 (New) The system of Claim 1 wherein the network elements are to further

send a copy of data originated from or sent to content servers or gateways being

wiretapped to law enforcement agencies, as directed by an active intervention system or

controller.

-12-

DISH, Exh.1005, p.0115



DISH, Exh.1005, p.0116

REMARKS

Claims 1-44 were pending. Claims 45-115 were previously canceled. In this

paper, claims 3-7, 13-16, 18-19, 22, 24, 25, 27, 30, 33, 35-38, 40 and 44 have been

canceled. Claims 1-2, 8-12, 17, 20, 21, 23, 26, 28, 29, 31, 32, 34, 39-43 have been

amended. Claims 116 — 135 have been added, which are method claims of selected ones

of the system claims. Thus, no new matter has been introduced. Accordingly, claims 1-2,

8-12, 17, 20, 21, 23, 26, 28, 29, 31, 32, 34, 39, 41-43 and 116 — 135 are now pending.

Examinationis respectfully requested.

If the Examiner has any questions concerning the present paper, the Examineris

kindly requested to contact the undersigned at the direct numberlisted below.

For any shortage or excess of fees in connection withfiling this paper, the

Commissioneris authorized to charge or credit Deposit Account No. 500393.

Respectfully submitted,
Schwabe, Williamson & Wyatt, P.C.

Dated: October 22, 2014 /Al AuYeung/
Al AuYeung
Registration # 35,432
Direct: (206) 381-8819
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Doc code: IDS PTO/SB/08a (01-10)
eye . . . Approvedfor use through 07/31/2012. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

 

Application Number 14338240

Filing Date 2014-07-22

 

 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Robert M. BurkeIl

Art Unit | N/A
 

  
Examiner Name Not Yet Assigned

Attorney Docket Number | 123205-198706
  
 

 

 

 

 

 

 

 

 

 

 

 

 U.S.PATENTS Remove

Examiner] Cite Kind Nameof Patentee or Applicant Pages,Columns,Lines where
ae ie Patent Number Issue Date . Relevant Passages or RelevantInitial No Code’ of cited Document ;

Figures Appear

1 6516416 2003-02-04 Gregg etal.

2 6694429 2004-02-17 Kalmanek,Jr. et al.

If you wish to add additional U.S. Patentcitation information pleaseclick the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS Remove

Examiner] .. Publication Kind|Publication Nameof Patentee or Applicant Pages,Columns,Lines where
ae ie Cite No . Relevant Passages or RelevantInitial Number Code'} Date of cited Document ;

Figures Appear

1 20010051996 2001-12-13 Cooperet al.

2 20020059440 2002-05-16 Hudsonetal.

3 20020103778 2002-08-01 Saxena

4 20020120577 2002-08-29 Hansetal.
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Application Number 14338240

Filing Date 2014-07-22

First Named Inventor|Robert M. Burke Il

Art Unit [NA

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

 

  
Examiner Name Not Yet Assigned

Attorney Docket Number | 123205-198706

If you wish to add additional U.S. Published Application citation information pleaseclick the Add button. Add

  
 

   
FOREIGN PATENT DOCUMENTS Remove

Nameof Patentee or Pages,Columns,Lines
Examiner Cite|Foreign Document Country Kind|Publication Applicantofcited where Relevant
Initial* No|Number? Code2 | Code4 Date PP Passages or RelevantDocument :

Figures Appear 
If you wish to add additional Foreign Patent Documentcitation information please click the Add button Add

NON-PATENT LITERATURE DOCUMENTS Remove 

Include nameof the author (in CAPITAL LETTERS},title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner] Cite

Initials*|No
  
 

  
If you wish to add additional non-patentliterature documentcitation information please click the Add button Add
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Application Number 14338240

Filing Date 2014-07-22

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Robert M. BurkeIl

Art Unit | N/A
 

 

Examiner Name Not Yet Assigned
 
  
Attorney Docket Number | 123205-198706  EXAMINER SIGNATURE

*EXAMINER:Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). * For Japanese patent documents,the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ° Applicant is to place a check mark here if]
English language translation is attached.
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Application Number 14338240 

Filing Date 2014-07-22 

INFORMATION DISCLOSURE First Named Inventor|Robert M. BurkeIl 
STATEMENT BY APPLICANT

hae Art Unit | N/A
( Not for submission under 37 CFR 1.99)
  
Examiner Name Not Yet Assigned  
Attorney Docket Number | 123205-198706 

 
CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to makethe appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[_] from a foreign patent office in a counterpart foreign application not more than three months prior to thefiling of the

information disclosure statement. See 37 CFR 1.97(e}(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[_] See attached certification statement.

[_] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Name/Print Registration Number 35432

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, whentheindividual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes awareof a violation or potential violation of law or regulation.

 

DISH, Exh.1005, p.0124
EFS Web 2.1.17

 



DISH, Exh.1005, p.0125

Electronic Patent Application Fee Transmittal

SYSTEM FOR REGULATING ACCESS TO AND DISTRIBUTING CONTENTIN A

Title of Invention: NETWORK

First Named Inventor/Applicant Name: Robert M. Burke

Attorney Docket Number: 123205-198706

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

USD(S$)

Claims:

Claimsin excess of 20 2202 1120

Miscellaneous-Filing:

Late Filing Fee for Oath or Declaration 2051

DISH, Exh.1005, p.0125

Description Fee Code Quantity 
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Sub-Total in

USD(S$)

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Description Fee Code Quantity

Extension-of-Time

Miscellaneous:

Total in USD (S$)
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Electronic AcknowledgementReceipt

International Application Number: Bd

SYSTEM FOR REGULATING ACCESS TO AND DISTRIBUTING CONTENTIN A

Title of Invention: NETWORK

First Named Inventor/Applicant Name:

Paymentinformation:

 
Submitted with Payment

Payment was successfully received in RAM $1920

RAM confirmation Number 5360

Deposit Account 500393

File Listing:

Document gs File Size(Bytes fs Multi Pages"Number"|—_DestmentDesinon|Hlatame|neeage okt! PPAron
 



DISH, Exh.1005, p.0128

Transmittal Letter P001C2_Transmittal.pdf
67147ff7f1630bf9470fa750e532abd5e6e 14

d5c

Information:

Supplemental Responseor P001C2_Suppl_PrelimAmdmt.
Supplemental Amendment pdf a2e239ed2692347b 14ca7853f8030b247a8}

9a35b

Information:

2981395

Oath or Declarationfiled P001C2_Declarations.pdf
26892fab01dce5a9c6eb2225466b0dba643

8df62

Information:

2623750

Powerof Attorney P001C2_POA.pdf b3f6c4d6e932e1¢333ece5adf1833995e3d4
3935

Information:

; ; 612618
Information Disclosure Statement(IDS)

Form (SBO8) BC_P001C2_IDS.pdf OcaSe0e0ea7b7b266be8054d7 Ibe 16db9a
930ac4

Information:

Fee Worksheet (SB06) fee-info.pdf
8fbfeed7291 3f9708ee5 38298c5d5da8dfe7

cbbe
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This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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Attorney's Docket No. 123205-198706 Patent
IPN: P001C2

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Named Inventor: Examiner: Not Yet Assigned

Robert M. Burke Art Group: Not Yet Assigned

Application No.: 14/338,240 Confirmation No. 7564

Filed: July 22, 2014

For: SYSTEM FOR REGULATING

ACCESSTO AND DISTRIBUTING

CONTENT IN ANETWORK 

Mail Stop MISSING PARTS
Commissionerfor Patents

PO Box 1450

Alexandria, VA 22313-1450

RESPONSETO NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

(FILING DATE GRANTED)

Sir:

Enclosedforfiling in the above-referenced patent application in response to the Notice to

File Missing Parts of Nonprovisional Application mailed August 4, 2014, are the following:

(1) A Supplemental Preliminary Amendment;

(2) A copy of the signed Declaration from all inventors;

(3) A copy of the signed Powerof Attorney; and

(4) Payment by Deposit Account in the amount of $1920.00 (basicfiling fee,

surcharge, search fee, exam fee and 28 additional claims).

The Commissioner is authorized to charge shortages or credit overpayments to Deposit

Account No. 500393.

Respectfully submitted,

SCHWABE, WILLIAMSON & WYATT,P.C.

Dated: October 22, 2014 /Al AuYeung/
Al AuYeung, Reg. No. 35,432

 

Pacwest Center, Suite 1600
1211 SW Fifth Avenue

Portland, OR 97204

Telephone: (503) 222-9981
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Doc Code: PA..
PTO/AIA/82A (07-13)

Document Description: Powerof Attorney Approvedfor use through 11/30/2014. OMB 0651-0051
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Underthe Paperwork Reduction Act of 1995, no personsare required to respond to a collection of information unlessit displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE

REGISTERED PRACTITIONERS

NOTE:This form is to be submitted with the Powerof Attorney by Applicant form (PTO/AIA/82B)to identify the application to which the
Powerof Attorney is directed, in accordance with 37 CFR 1.5, unless the application numberandfiling date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Powerof Attorneyis
directed, the Powerof Attorney will not be recognized in the application.

Application Number 14/338,240

Filing Date July 22, 2014

First Named Inventor Robert M. Burke

SYSTEM FOR REGULATING ACCESS TO AND DISTRIBUTING

CONTENT IN A NETWORK

Art Unit 2465

Examiner Name Not Yet Assigned

Attorney Docket Number 1123205-198706

SIGNATUREof Applicant or Patent Practitioner

Signature /Al AuYeu ng/ Date (Optional) 201 4-1 0-22
Name Al AuYeung Registration|35432Number

 

Title (if Applicant is a
juristic entity)

Applicant Name(if Applicant is a juristic entity)
 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

*Total of | forms are submitted.

   
This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO.Timewill vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

lfyou need assistance in completing the form, call 1-800-PTO-9199 and select option BISH Exh.1005, p.0131
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PTOPARRG (07-123
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rPeaby Spain

Fractitioners associated with Customer Number: i «iv isOt72
OR

Practifioneris) named Gelow Gf more than ted patent practitioners are to be named, then a cusiomer number must be used:
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SINTON os AIANNNNTNG TLVAITN ‘

S A copy af this 408m, together with 3 sfafement under 37 GFR 3,73is)} ‘FoeSTORIESer equlvstens |ig required to bs
& Siied in each anoication in which this form is used. The stalement under 97 CFR 3.7No} may be completed by one of
: The prachitoners appointed iin this form, and must identity the application i which this Power of Attorney|a to be ed.HOTALITILLNNNTL NNNI RNR NAN oN SATAANNANTNNN NAH IN

SIGNATYIREof Assignes of Recard
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3.44, This collec siie estimated to teke 4 minuies
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comments ¢ suggestions for sacieing thi Hottd de sent to the Chief Information Officer.iS. Patent andheden * &DeparmentoF comme*28, 2,8. Bex7455, Atexandiia, we 223431450, GO NOY SEND rEeS OR GOMPLETEDFORMS TO THIS ADARE,3SBERD FO: Cusnmissiones fox Patents, PG. Box 1480, Alexandria, VA 22343-7953.
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iT you need assistance in completing the form, cad {-800-PTO-9198 and select option2.
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Pe oyAporoun a 2044. DRAB fF
3.5. Fratesst and Tradesman PARTMENT OFF COR MERCE

Undertha Papeswark Reduation dot of TS88, ne persis sre piguired to resitond te. oclachon of infestation uniess i displays @ valia CME control number

 
 

 

 

' i hereby revoke all previous OOWETS af atiomey givan in the appilestionidentifiWunder 37 CFR 2.73c}
i i hereby appoint:

Pramttioners assoulatedt with Customer Numer:

[| Pracdtionaris} named below (if more then ten patent practitioners arg fo be marie, then a custimer sumbermast be andy:

 
i Regigraten | Rame “Po Ragistetion” rf

Number i Number BS

: Ay affomeyig) ar agentC83 to represent the undersigned before the Urited Sistes Pal av and Trademark Offins CLISPTOin connention with
B any and at peter! applications 2 ssigned aly ta ihe undersigned arcoting fo the USPTO assignment records of agaignments docu mants §g atiached to this form in accordance with 37 OFR 3.7ach.

isaae Shange the correspondence aciness for the apiiication eritifed in the allachad stalement under JY GPR 3.73(c} to:

: The address associated with Customer Numben

rrpnentcencencennansannaas

p Fim orR individual Name

Address

 
 

Telephones

@ Assignes Name and Address: Burke & Car; ARO Alharto ¥
Los Gains GA GR032

3 copy of this form, together with a statement urider 37 CER 373ic} (Porn PTOSBAG or equivalent) &ig required to be
f Filed in each appiivationjin which this form is used. The statement under 37 CFR 3.7315} may be cornpleted by ane of

The practitioners appeal fed i this form, and must identify the application in which thig Power of Attomey is to 56 filed.
SIGNATURE of Asgignee of Record

sand ile isSupplied below |is authorized fo act on behalf of the assignes
  

Phe individual whosRe BHINSI

432 arnt . 5 Information is asquired fo obtsin orrekain 8 benoit by he publle wich is to Hie saneby the LIETO te PYOCSAS) Sr ap is Gove! by AS US. 128 a SP CER 1.13 and 1.34,
te COMMas, INchiding gathering, prepsring. ane!“sub 13 Us caipigted apniiostionfarto the LIST. Time wil vary dopersing BRON the individuiat eae sty
  

 

 

  

 

 
 

  suammnente on the amuiunt of time you require ta complete fio fort an mggentions for re y this Sunde, shyset isSee in the Civet hvormedian Cificer,US. Patent ond Trademark Office, US. Gapartment of Lemmas, Pio. day (40, Alevandse, VA 22345-1450 RO WOT GENE FRES OF COMPLETEDBRRMS TO TMS ADORERS. SEND TO: Commissioner for Patants, 8.0. Box 1480, Alexandra, VA 2233-000.

if you need santgtancein cemnmeting the form, calT-880PTOA SS and sahect optian2.
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PTO/SB/06 (09-11)
Approvedfor use through 1/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF GOMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date
Substitute for Form PTO-875 14/338,240 07/22/2014|[J Tobe Mailed

ENTITY: [-]LaRGeE &X smatt [] micro

APPLICATION AS FILED — PART|

(Column 1) (Column 2)

NUMBER FILED NUMBER EXTRA

37 CFR 1.16(a), (b), or (¢

37 CFR 1.16(k), (i), or (m

CL EXAMINATION FEE

TOTAL CLAIMS j .
37 CFR 1.16(i minus 20 =

INDEPENDENT CLAIMS J .
37 CFR 1.16(h minus 3 =

If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
for small entity) for each additional 50 sheets or
fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).

[_] MULTIPLE DEPENDENT CLAIM PRESENT(37 CFR 1,16(j)

LAPPLICATION SIZE FEE
(37 CFR 1.16(s))

* If the difference in column 1 is less than zero, enter “O” in column 2.

APPLICATION AS AMENDED- PARTII

(Column 1) (Column 2) (Column 3)

CLAIMS HIGHEST

hereNG p SREYOUSLY PRESENT EXTRA ADDITIONALFEE($)AMENDMENT PAID FOR

C Application Size Fee (837 CFR 1.16(s))

Cc FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))

AMENDMENT
(Column 1) (Column 2) (Column 3)

CLAIMS HIGHEST
REMAINING NUMBER

AFTER PREVIOUSLY PRESENT EXTRA
AMENDMENT PAID FOR

Total (37 CFR + ; aosCiae
Ind dent * i tik

esCdee
[_] Application Size Fee (37 CFR 1.16(s))

Cc FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))
AMENDMENT
* If the entry in column 1 is less than the entry in column2, write “O” in column 3. LIE
** If the “Highest NumberPreviously Paid For” IN THIS SPACEis less than 20, enter “20”. /MAMYE WAGSTAEFF/
*** If the “Highest Number Previously Paid For’ IN THIS SPACEis less than 3, enter “3”.
The “Highest Number Previously Paid For’ (Total or Independent) is the highest numberfound in the appropriate box in column 1.

 
This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public whichis tofile (and by the USPTOto
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO.Time will vary depending uponthe individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and TrademarkOffice, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFIGE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
) OX.

Alexandria, Virginia 22313-1450www.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO ITOT CLAIMSJIND CLAIMS

48 214/338,240 07/22/2014 2465 1920 123205-198706

 
 
   

CONFIRMATION NO.7564

60172 UPDATED FILING RECEIPT

SCHWABE, WILLIAMSON & WYATT, P.C

1420 FIFTH AVENUE,SUITE 3400 IMAC
SEATTLE, WA 98101-4010 00000072

Date Mailed: 12/11/2014

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application mustinclude the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted onthis Filing Receipt, please
submit a written requestfor a Filing Receipt Correction. Please provide a copyofthis Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processesthe reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Robert M. BurkeII, Los Gatos, CA;
David Z. Carman, Tulsa, OK;

Applicant(s)
Robert M. BurkeII, Los Gatos, CA;
David Z. Carman, Tulsa, OK;

Powerof Attorney: The patent practitioners associated with Customer Number 60172

Domestic Priority data as claimed by applicant
This application is a CON of 13/369,174 02/08/2012 PAT 8799468
which is a CON of 10/989,023 11/16/2004 PAT 8122128
whichclaims benefit of 60/563,064 04/16/2004
and claims benefit of 60/538,370 01/22/2004
and claims benefit of 60/523,057 11/18/2003

Foreign Applications for which priority is claimed (You may beeligible to benefit from the Patent Prosecution
Highway program at the USPTO.Please see http:/Avww.uspto.gov for more information.) - None.
Foreign application information must be provided in an Application Data Sheetin order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 08/04/2014

page 1 of 3
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The country code and numberof your priority application, to be usedfor filing abroad under the Paris Convention,
is US 14/338,240

Projected Publication Date: 03/19/2015

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **

Title

SYSTEM FOR REGULATING ACCESSTO AND DISTRIBUTING CONTENTIN A NETWORK

Preliminary Class

370

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider thefiling of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-membercountry. The PCT process simplifies the filing
of patent applications on the sameinvention in membercountries, but does notresult in a grantof "an international
patent" and doesnoteliminate the needof applicantsto file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewith its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance asto the status of applicant's license for foreignfiling.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents”(specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, orit
can be viewed on the USPTO website at http://“www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help "toolkits" giving innovators guidance on how to protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcementissues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where
the conditions for issuance of a license have been met, regardless of whetheror not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicatedis the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This licenseis to be retained by the licensee and maybe usedat any time onorafter the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license doesnot in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Governmentcontract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselvesof current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOESNOTappearonthis form. Applicant maystill petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee mayforeignfile the application pursuant to 37 CFR 5.15(b).

 

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
businessinvestment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote andfacilitate business investment. SelectUSAprovides information assistance to the international investor
community; serves as an ombudsmanfor existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic developmentorganizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/Awww.SelectUSA.govorcall
+1-202-482-6800.

page 3 of 3
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 14/338,240

APPLICATION AS FILED - PART| OTHER THAN

(Column 1) (Column 2) SMALL ENTITY SMALL ENTITY

BASIC FEE
(37 CFR 1.16(a), (b), or (c))
SEARCH FEE
(37 CFR 1.16(K), (i), or (m))

SCNasen(37 CFR 1.16(0

If the specification and drawings exceed 100
APPLICATION SIZE_|sheets of paper, the application size fee dueis
FEE $310 ($155 for small entity) for each additional
(37 CFR 1.16(s)) 50 sheetsorfraction thereof. See 35 U.S.C.

41(a)(1)(G) and 37 CFR 1.16(s).

MULTIPLE DEPENDENT CLAIM PRESENT(37 CFR 1.16(j))

* If the difference in column 1 is less than zero, enter "0" in column 2.

APPLICATION AS AMENDED- PARTII

OTHER THAN

(Column1) (Column 2) (Column 3) SMALL ENTITY
CLAIMS HIGHEST

REMAINING NUMBER ADDITIONAL
AFTER PREVIOUSLY FEE($)

AMENDMENT PAID FOR
Total

(37 CFR 1.16(i))

Independent(37 CFR 1.16(h))

Application Size Fee (37 CFR 1.16(s))
AMENDMENTA

FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))

(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST

REMAINING NUMBER PRESENT ADDITIONAL
AFTER PREVIOUSLY EXTRA FEE($)

AMENDMENT PAID FOR
Total

(37 CFR 1.16(i))
Independent

(37 CFR 1.16(h))

Application Size Fee (37 CFR 1.16(s))
AMENDMENTB

FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))

* |f the entry in column 1 is less than the entry in column 2, write "0" in column 3.
* If the "Highest Number Previously Paid For” IN THIS SPACEis less than 20, enter "20".

** If the "Highest Number Previously Paid For” IN THIS SPACEis less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFIGE
UNITTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSQ. Box 1450

Alexandria, Virginia 22313-1450www.uspto.gov

14/338,240 07/22/2014 Robert M. BurkeII 123205-198706

CONFIRMATION NO.7564

 
 
   

60172 NOTICE

SCHWABE, WILLIAMSON & WYATT,P.C.

1420 FIFTH AVENUE, SUITE 3400 INO
SEATTLE, WA 98101-4010 000000072239

63AIT

Date Mailed: 12/11/2014

INFORMATIONAL NOTICE TO APPLICANT

Applicantis notified that the above-identified application contains the deficiencies noted below. No period for
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's
oath or declaration, the applicant mustfile an oath or declaration in compliance with 37 CFR 1.63, or a substitute
statementin compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the
expiration of the time period set in the "Notice of Allowability" to avoid abandonment. See 37 CFR 1.53(f).

The item(s) indicated below are also required and should be submitted with any reply to this notice to avoid
further processing delays.

A newinventor's oath or declaration that identifies this application (e.g., by Application Numberandfiling
date) is required. The inventor's oath or declaration does not comply with 37 CFR 1.63 in thatit:

* doesnotstate that the above-identified application was made or authorized to be made by the person
executing the oath or declaration.

David Z. Carman

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFIGE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
) OX. 450

Alexandria, Virginia 22313-1450www.uspto.gov

14/338,240 07/22/2014 Robert M. BurkeII 123205-198706

CONFIRMATION NO.7564

60172 POWER OF ATTORNEYNOTICE

SCHWABE, WILLIAMSON & WYATT,P.C.

1420 FIFTH AVENUE, SUITE 3400 OC0000000722397/00
SEATTLE, WA 98101-4010

 
 
   

Date Mailed: 12/11/2014

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Powerof Attorneyfiled 10/22/2014.

¢ The Powerof Attorney to youin this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

/atesfai/

 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFIGE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
) OX. 450

Alexandria, Virginia 22313-1450www.uspto.gov

14/338,240 07/22/2014 Robert M. BurkeII 123205-198706

CONFIRMATION NO.7564

60172 POA ACCEPTANCELETTER

SCHWABE, WILLIAMSON & WYATT,P.C.

1420 FIFTH AVENUE, SUITE 3400 OC0000000722397/07
SEATTLE, WA 98101-4010

 
 
   

Date Mailed: 12/11/2014

NOTICE OF ACCEPTANCE OF POWEROF ATTORNEY

This is in response to the Powerof Attorneyfiled 10/22/2014.

The Powerof Attorney in this application is accepted. Correspondencein this application will be mailed to the
above address as provided by 37 CFR 1.33.

/atesfai/

 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Attorney Docket No.: 123205-198706 Patent

IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

In re Application for: Examiner: Unassigned

Robert M. Burke Art Group: Unassigned

Application No.: 14/338,240 Confirmation No: 7564

Filed: July 22, 2014

For: SYSTEM FOR REGULATING

ACCESS TO AND DISTRIBUTING

CONTENT INA NETWORK 

Mail Stop MISSING PARTS
Commissionerfor Patents

PO Box 1450

Alexandria, VA 22313-1450

TRANSMITTAL LETTER

IN RESPONSE TO INFORMATION NOTICE TO APPLICANT

Attachedforfiling in the above-referenced patent application is the following:

(1) A copyof the fully executed Declaration for Inventor David Z.

Carman.

The Commissioneris hereby authorized to charge shortages orcredit

overpayments to Deposit Account No. 500393.

Respectfully submitted,

SCHWABE, WILLIAMSON & WYATT,P.C.

Dated March 5, 2015 [Al AuYeung /
Al AuYeung
Reg. No. 35432

 

Pacwest Center, Suite 1600
1211 SW Fifth Avenue

Portland, Oregon 97204
Telephone: (503)222-9981
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Doo Code: Oath PTOVAIAAOS O82}
Deoument Description: Oath ar declaration filed « Approved loruse through OUGZ014, OMB 0883-0032US. Patent and Traceane 2, LS. DEPARTMENT CG COMMERCE

Unter the Pamrnwork Rerluction Act of 1995. ne pereane are required ta respond fo 3 collation of inforaustion unless it coniaine 3valid. OMB control aurnber.

DECLARATION FOR UTILITY OR | SORRY PORT anage198708
DESIGN sn cee

PATENT APPLICATION mee Seen|Ro

(a7 CER 4.63) COMPLETE IF &
a sraber |aclanati: reetaration ication Nurabat 44/238 2

  

nmiioe Submited After iniiat ier’ ‘ | 2 264With initial OR = Filing isursharge aasensaeeereennnnes duly 22, 20%
1B

anita

(37 CFR Eee) Art Une iNtiot Yet Assigned“Hin en
rerqired) et

Examiner Name iNot Yet Assigned

SYSTEM FOR REGULATING ACCESS TO AND DISTRIBUTING CONTENTIN A NETWORK

CAAABARAAAAANS

iTite of the invention)

As a below namedinventor, } hereby dechaea that:

This decisratien fs diracted ter

} The attached application,

14/938,240Unied Sistes Aprlicatinn Number or FACT intemeatio: olication rumbier

fled on Silly 22, 2074

E The above-identified application was made or authorized in ba made by me.

| believe f ara the original inventor or ant original faint inventor of & claimed inventian it the epninstion,

i} hereby acknawiedges that any willful false statement made in this declaration is punishable under 1B U.S.C. 100
by fine er imprisonment of nal more than five (8) years, ar both,

Authorization To Permit Access To Application by Participating Office
ifohecked, the undersigned hereby grants ine USPTO authority i provide the European Patent Office (EPOH, the

Japan Patent Office (IPO), the Korean intefiectual Property Office (KIPO), the Yorld intellectuet Property Cifice AMIPO), and
any cther intellectual property offees in whiod a forgiga anpiioatian claiming psority to the above-entifiad patent applination is
fled access to the above-identified patent applination. See 37 CFR 4. j4ich and (hi. THis box should not be checked ifthe
applicant does nat wish the EPO, JPO, KIPO, WIPO. or other intellectual property office in which a foreign application claiming

| priority fo the sbhave-~idantified patent application is Hed to have secess to the sbove-ddentified gatent application

i in accomance with 37 CFR 7 14(93), aocess will be provided toa copyof the above-dentiied patent application with vsSpei fo: 4) the above-icentiied patent application-ae-fled: 2) any forsign applioation to which the above-idertified patent ape!
| claims prionty under 25 11.5.0. 11alid} if a oogyof theforsign application that swtigies the certified CODY caquiernant 4_
| 2? OFR 1.85 has been fied in the sbove-identified palent application; ard 3) any US. application-as-filed from which benefitis

sought ic ihe above-identified patent apgtiogtion.

| i aecordsnee with 37 OFR 1.44ic), access may be providedto information cone arming the date of Hing the Autharizatian ts
Perma Acosss to Appheation hy Particisating CHfices.

 
{Page } of 2}

: 415 art OF CFR 182. The i nicvered iothe USPTS to process) an apoication, Confidentiality is govemed Bya
campicte, including gsthanng, presaring. and auderitting the rompleied4nomiments on the amaunt of time you fequin to completa tf

eae and Trademark Gtios, G3 Rreapariment of Cammens,DORESS. SEND FO: Connnissioner for Raherts, 2.0, Boot 4834, Alexus, VA 22343-4480,

    

  

 

 
Bion:meatatauto take a enintes|is

pending upen the indsdd i cae.AnyHd toe sent to “JareninkscreT SEND FEES

  

u 8  

 H you ried ga noe in Gamgiating thetoon, call 1-850-PTO.2189 and select ogtion2.
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PYOAMIADS {
Approued for use thesuoh GUERIN, ONEor

LS. Satent acted Traders LS. DEPARTMENT QP COMME
Linder the Papeovork Rackuotion Act of 1895, no persons ara sequinedto respandto a collection of hvosnation utises € car Rains. a vai GME contrat sumbier

    

i Chrect alt THe 8 38 n6 ed ve Correspondence
i cOrresponnende tp: associated with OR i :saciclrecees Pater

Customer Number: Gressbelow

Zi

tt
t

+

WARNING:

| Petitiprer/applicant is cautioned fo avoid submitting personal irdormation in documenta Med in a palent aniostion that miey
| cantribute to identity heft. Parsonat information such as social security numbers, bank accaunt numbers, or eradit card numbers |
father than & check or credit cand authorization form PTO-2038 aubmitied for sayment DUIDRSES} IS Never requined by the USPTO
io support 8 Getition or an application, Hf iis type of sersonal information is inoluded in Socuments subecitied fo the USPTA,
petifionens/apricants should cansider redacting auch personal Informevien from the documents before submitting thers to ihe
USPTO. Patitoner/applionnt is advised that the recerd of a palent agplisation is available te the public afer publication of the
application (unless & non-publioation request in compliance with 37 CFR 1.275fa} is made in the application) or issuance of a
paleni. Pucheanmore, the record from an abandoned apolication may also be availabletothe public F the aopliondion is

I ralerericed ina published application or an issued patent (see OF CFR 1.74). Checks and credit card authorization forms
| PTO-2038 submitted for cayrnent pumoses are nal reisined in the application Me and thesafore are nat aublinly available,
{ Patiionerapplicant is advised that doonenants which formthe roan of a patent apptication (such as the PTO/SG/04} are placed
into the Privacy Act system of recards DEPARTMENT OF COMMERCE, COMMERCE-PAT-7, System name: Patent Agniication|
Files Documents aot retained in an applicationfile (such as the OTO-2098) are placed inte the Privacy Act system of i
COMMERCE/PAT.TM-10, System name: Depot Accounts and Elsctmnic Funds Transfer Profiles .

LEGAL NAME OFSOLE OR FIRSTINVENTOR:
g, Given Name (first andmiddieW sayhaad Family NameorSumname)
Bavid 2. Garman

RvenlorsSignals aeEEEOBESywShs,

ast 20th StreetSIDEennnnnoceannNNoeGeeneennanaeen
Siais y - Country —

74120 US
whinerer erees! Ran aetna neeetteeeeee: aa neeeenannenennens

 ag Famed an die sAplomwnke sheays} PTORMIONS atiached serato
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Privacy Act Statement

The Privacy Act of 1874(PL, 93-878) requires that you be given cerlain information is connection with
your submission of the aflached form related to a patent agplication or patent. Accomingly, pursuant to
ihe requirements of the Act, please te advised that: (1) the germral authority forthe collection of this
information ig 26 U.S 0. 2(DNSh (2) fumishing of the information solicites ig voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Officeis f& proaeas
and/or examing your submission related to @ patent application or patent. if you do not furnish the
requested information, the U.S. Patent and Trademark Office may not oe able to Process and/or souaming
your submission, which may result in termination of proceedings or abandonment of the application or
exoiration af the paterit,

The information provided by you ir this form will be subject fo the following routine uses:

4. The information on this forn will be reated coridientially to the extent allowad under the
Freedom of information Act (8 US.$92) and the Privacy Act ($5 S.C §5$2a}. Racords
from this system of recards may be disclosed to the Department of Justice to deiermine
whether disclosure of these records is required by the Freadern af Information Act.

2. Aresord from this systemof records may be discloses, as a routine use, in the course of
preseming evidence iy a gurl, magistrate, or administrative tiounal, including disclosures
io opposing courtein the course of seitlemant negotiations.
A record in this system of records may be disclosed, as a rautine use, io a Member of
Congress subrnitting a request involving an individual, to whom the noord neriains, when
ihe individual has quested assistance fromthe Mamber with respect tothe subject matter
af the record.

4. A record in this system of racards may be disclosed, a¢ @ routine use, to a contractorof the
Agency having need for theinformation in order ta perform @ contract, Recipients of
information shall be required to samply with the requirements of ihe Privacy Act of 1974. as
amended, pursuant to 6 US0. S82a(m),
A record related fo an Imernational Appiination fled under the Patent Cooperation Treaty in
ihis system of records maybe disclosed, a3 a routine use, ic the International Bureau of the
World Intellectual PropertyOrganization, pursuant fo the Patent Cooperation Treaty.

& A record in tis system of records may be disclosed, as @ rautine use, io ancther federal
agency for purposas of National Security review (35 U.S.C. 189) and for review pursuant to
ihe Atsimic Energy Act (42 U.8.0. 218(c}}.
A record fram His systern of racards may be disclosed, a6 a routing use, to the
Administrator, General Servines, ar his/her designes, during an Inspection of records
conducied by GSA as gart of that agency's responsibility te recommend improvements in
records managemant practices and programa, under authority af 44 S.C. 2604 ang 2906.
Such disclosure shall be rnade in: acnardance with the GSA reguiaiians governing ingpectian
of records for this purpase, and any other relevant (Le., GSA or Commerce)
directive. Such diactosure shall not ba used fo make determinations about individuals,

& Arecord fromthis systern of records may Oe disclosed, as a routine use, fo the public after
ather publication af the application pursuant io 38 U.S.C. 1234b) arissuance of a patent
pursuard te $5 U.S.C. 11. Further, a renord may be digckiend, aubject to the linitations of
a7 CFR 1.44, a8 8 routine use. io the public if the record was fied in an anpticatian which
became abardaned orin whichthe proseedings were terminated and which apgnication is
referenced by ether a published application, an application open te cublic inspection or an
isgued patent

§ A secord from this sysiemt of recone may be disclosed, as a routine use, to a Federal,
State, or local law enforcement agancy, i the USPTO hecames aware of a violation or
potential Wolation of law or regulation.
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Office Action Summary Examiner Art Unit AIA (First Inventor to File)
SHRIPAL KHAJURIA 2478 No
 

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
Period for Reply
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earned patent term adjustment. See 37 CFR 1.704(b).
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4)L] Sincethis application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordancewith the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

 

Disposition of Claims*

5)K] Claim(s) 1-48 is/are pendingin the application.
 

 
5a) Of the above claim(s) is/are withdrawn from consideration.

6)L] Claim(s) is/are allowed.
7)K] Claim(s) 1-48 is/are rejected.
8)L] Claim(s)___ is/are objectedto.
9)L] Claim(s) are subjectto restriction and/or election requirement.

 

* If any claims have been determined allowable, you may beeligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see

nite://www.usoto.dov/patenis/init events/oph/index.isp or send an inquiry to PPHieedback@uspte.dov.  

Application Papers

10) The specification is objected to by the Examiner.
11)KX] The drawing(s)filed on 7/22/14 is/are: a)[_] accepted or b)[_] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)L] Acknowledgment is madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)LJ All b)[] Some** c)L] None ofthe:
1.) Certified copies of the priority documents have beenreceived.
2.L] Certified copies of the priority documents have been received in Application No.
3.L] Copies of the certified copies of the priority documents have been receivedin this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

““ See the attached detailed Office action fora list of the certified copies not received.
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1) C Notice of References Cited (PTO-892) 3) TC Interview Summary (PTO-413)
; ; Paper No(s)/Mail Date.

2) X Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) Oo Other:

 
Paper No(s)/Mail Date 10/22/14. 
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Application/Control Number: 14/338,240 Page 2

Art Unit: 2478

DETAILED ACTION

Double Patenting

1. The nonstatutory double patenting rejection is based on a judicially created

doctrine groundedin public policy (a policy reflected in the statute) so as to prevent the

unjustified or improper timewise extension of the “right to exclude” granted by a patent

and to prevent possible harassment by multiple assignees. A nonstatutory

obviousness-type double patenting rejection is appropriate where the conflicting claims

are not identical, but at least one examined application claim is not patentably distinct

from the reference claim(s) because the examined application claim is either anticipated

by, or would have been obviousover, the reference claim(s). See, e.g., In re Berg, 140

F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29

USPQe2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir.

1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422

F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ

644 (CCPA 1969).

A timelyfiled terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321 (d)

may be used to overcomean actualor provisional rejection based on a nonstatutory

double patenting ground provided the conflicting application or patent either is shown to

be commonly ownedwith this application, or claims an invention made asa result of

activities undertaken within the scopeof a joint research agreement.

DISH, Exh.1005, p.0151



DISH, Exh.1005, p.0152

Application/Control Number: 14/338,240

Art Unit: 2478

Page 3

Effective January 1, 1994, aregistered attorney or agent of record may sign a

terminal disclaimer. A terminal disclaimer signed by the assignee mustfully comply with

37 CFR 3.73(b).

2. Claim 1 is rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claim 1 of U.S. Patent No. 8,799,468.

14/338240 (Instant Application)

1. A system for regulating access to a

service provider network, the system

comprising:

a controller node coupled to the service

provider network, the controller node

comprising:

a first processor to generate controller

instructions, and first one or more network

interfaces to transmit the controller

instructions over the service provider

networkto a plurality of network elements;

US 8,799,468 (Patented Application)

A system for regulating access to a service

provider network, the system comprising:

a controller node coupledto the service

provider network, the controller node

comprising:

a first processor configured to generate

controller instructions, andafirst network

interface configured to transmit the

controller instructions over the service

provider networkto a plurality of gateway

units;
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Application/Control Number: 14/338,240

Art Unit: 2478

and the plurality of network elements, each

of the plurality of network elements

comprising:

second one or more networkinterfaces

coupled to the service provider networkto

receive the controller instructions from the

controller node through the service

provider network;

and at least a second processor coupled

to the second one or more network

interfaces, wherein the second processor

is to selectively transmit content requests

to the service provider networkin

accordance with the controller instructions,

and transfer received content data

responsiveto the transmitted content

Page 4

and the plurality of gateway units, each of

the plurality of gateway units comprising:

a userinterface configured to receive user-

entered content requests for the service

provider network; a second network

interface coupled to the service provider

network and configured to receive the

controller instructions from the controller

node through the service provider network;

and a second processorcoupled to the

user interface and the second network

interface, wherein the second processoris

configured to selectively transmit the

content requests to the service provider

networkin accordancewith the controller

instructions,

and transfer received content data

responsiveto the transmitted content
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Application/Control Number: 14/338,240 Page 5

Art Unit: 2478

requests from the service provider network|requests from the service provider network

via the second one or more network via the second networkinterface.

interfaces. 
3. Although the conflicting claims are not identical, they are not patentably distinct

from each other becausetheyrecite similar limitations in different form and therefore

are obvious variants of each other.

Conclusion

Anyinquiry concerning this communication or earlier communications from the

examiner should be directed to SHRIPAL KHAJURIA whosetelephone numberis

(571)270-5662. The examiner can normally be reached on Monday- Friday, 10:00AM-

6:30PM EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Derrick Ferris can be reached on (571)272-3123. The fax phone numberfor

the organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 14/338,240 Page 6

Art Unit: 2478

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on accessto the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automatedinformation

system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

/SHRIPAL KHAJURIA/

Primary Examiner, Art Unit 2478KKK
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

DocumentDescription: Electronic TerminalDisclaimer- Filed Department of Commerce

Electronic Petition Request TERMINALDISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVERA
“PRIOR” PATENT

Title of Invention

SYSTEM FOR REGULATING ACCESS TO AND DISTRIBUTING CONTENTIN A NETWORK

x Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstandingOffice Action

DX] This electronic Terminal Disclaimeris not being used for a Joint Research Agreement.

David Z. Carman 100%

Robert M. BurkeIl 100%

The owner(s) with percentinterest listed above in the instant application hereby disclaims, except as provided below,the
terminal part of the statutory term of any patent granted on the instant application which would extend beyondthe expiration
date of the full statutory term of prior patent number(s)

8799468
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as the term ofsaid prior patent is presently shortened byany terminal disclaimer. The owner hereby agrees that any patentso
granted on the instant application shall be enforceable only for and during such period thatit and the prior patent are commonly
owned. This agreementruns with any patent granted on the instant application and is binding upon the grantee,its successors
or assigns.

In making the abovedisclaimer, the owner doesnotdisclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term ofsaid prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patentlater:
- expiresfor failure to pay a maintenancefee;
- is held unenforceable;

- is found invalid by a court of competentjurisdiction;
- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
- has all claims canceled by a reexamination certificate;
- is reissued; or

- is in any manner terminatedprior to the expirationofits full statutory term as presently shortened by any terminal disclaimer.

@) Terminal disclaimer fee under 37 CFR 1.20(d)is included with Electronic Terminal Disclaimer request.

O | certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

Applicant claims the following fee status:

@ Small Entity

© Micro Entity

© Regular Undiscounted

| hereby declare thatall statements made herein of my own knowledgeare true and thatall statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge thatwillful false statements and
the like so madeare punishable by fine or imprisonment, or both, under Section 1001 ofTitle 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETEDBY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

© An attorney or agent registered to practice before the Patent and Trademark Office whois of record in
this application

Registration Number 35432

A sole inventor

A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
powerof attorneyin the application

A joint inventor; all of whom are signing this request

Si t
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*Statement under 37 CFR 3.73(b)is required if terminal disclaimeris signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number: 14338240

Filing Date: 22-Jul-2014

SYSTEM FOR REGULATING ACCESS TO AND DISTRIBUTING CONTENTIN A

Title of Invention: NETWORK

First Named Inventor/Applicant Name: Robert M. Burke

Attorney Docket Number: 123205-198706

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Total in

Description Fee Code Quantity USD(S)

Basic Filing:es

Pages:

pe
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Extension-of-Time:

Miscellaneous:

Total in USD ($) 
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Doc Code: DISQ.E.FILE

DocumentDescription: Electronic Terminal Disclaimer — Approved

Application No.: 14338240

Filing Date: 22-Jul-2014

Applicant/Patent under Reexamination: Burke et al.

Electronic Terminal Disclaimer filed on March 14, 2016

ix] APPROVED

This patentis subject to a terminal disclaimer

[] DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic AcknowledgementReceipt

Application Number: 14338240

International Application Number:

Confirmation Number: 7564

SYSTEM FOR REGULATING ACCESS TO AND DISTRIBUTING CONTENTIN A

Title of Invention: NETWORK

eeecierao

Paymentinformation:

 
Deposit Account 500393

Authorized User DONNELL, ASHLEYA.

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentasfollows:

Charge any Additional Fees required under 37 CFR 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 CFR 1.17 (Patent application and reexamination processihigifeésth. 1005, p.0175
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Charge any Additional Fees required under 37 CFR 1.19 (Documentsupplyfees)

Charge any Additional Fees required under 37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:

Document sigs File Size(Bytes)/ Multi Pages|"Number"|__PeewmentDesaition|FleName Message Digest (if appl.)
Electronic Terminal Disclaimer-Filed eTerminal-Disclaimer.pdf

83ab273f56cc4473aca089f64cdf47995409}
£26

Information:

Fee Worksheet (SB06) fee-info.pdf
e488ecef4bf70046d 1483 1d3f4f32da0c4 1a

3all

Information:

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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Attorney’s Docket No.: 123205-198706 Patent
IPN P001C2

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Continuation Application for: Examiner: Khajuria, Shripal K.

Burkeetal. Art Unit: 2478

Application No.: 14/338,240 Conf. #: 7564

Filed: July 22, 2014

For: SYSTEM FOR REGULATING

ACCESS TO AND

DISTRIBUTING CONTENT IN A

NETWORK

  
Mail Stop Amendment
Commissioner for Patents

PO Box 1450

Alexandria, VA 22313-1450

AMENDMENT AND RESPONSE TO OFFICE ACTION

Commissionerfor Patents:

In response to the Office Action dated December 21, 2015, please amend

the application as follows:

Listing of Claims begins on page 2 of this paper.

Remarks/Arguments begin on page 12 of this paper.
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LISTING OF CLAIMS

This listing of claims will replace all prior versions, andlistings, of claims in the

application:

1. (Previously presented) A system for regulating access to a service

provider network, the system comprising:

a controller node coupled to the service provider network, the controller node

comprising:

a first processor to generate controller instructions, and

first one or more network interfaces to transmit the controller instructions

overthe service provider networkto a plurality of network elements; and

the plurality of network elements, each of the plurality of network elements

comprising:

second one or more network interfaces coupled to the service

provider network to receive the controller instructions from the

controller node through the service provider network; and

at least a second processor coupled to the second one or more network

interfaces, wherein the second processoris to selectively transmit

content requests to the service provider network in accordance with

the controller instructions, and transfer received content data

responsive to the transmitted content requests from the service

provider network via the second one or more networkinterfaces.

2. (Previously presented) The system of claim 1 wherein:

each of the network elements further comprises a storage device to store the

controller instructions; and

each the network elements has an identifier that uniquely identifies the network

element.

3-7 (Canceled)
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8. (Previously presented) The system of claim 1, wherein the controller

instructions include instructions to deny accessto a first group of network servers of the

service provider network.

9. (Previously presented) The system of claim 8, wherein the controller

instructions comprise instructions to generate a notification to the controller node if a

content request designates a networkserverof the service provider network.

10. (Previously presented) The system of claim 8, wherein the controller

instructions are to further:

detect a content request that designates a first network server of the service

provider network; and

re-direct the content request to a second networkserver of the service provider

network.

11. (Previously presented) The system of claim 1, wherein:

the controller instructions includea file identifier; and

the controller instructionsare to detect a file in a user file system in a network

element that correspondsto the file identifier, and on detection, delete the file from a file

system in the network element.

12. (Previously presented) The system of claim 11, wherein each of the

network elements is operable between an active state and an inactive state, and wherein

the controller instructions are to notify the controller node if a network elemententers the

inactive state.

13 - 16. (Canceled)

17. (Previously presented) The system of claim 1, wherein at least one the

network elements comprises:

a housing to houseat least the second one or more networkinterfaces, and the

second processor; and
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a detector to detect an attempt to open the housing;

wherein the controller instructions are to notify the controller node and prevent

access to at least the storage device in responseto a detection of an attempt to open the

housing.

18 - 19. (Canceled)

20. (Previously presented) The system of claim 1, wherein the controller

instructions are to place a network elementin an operational mode on receipt of

permission from the controller node.

21. (Previously presented) The system of claim 1, wherein the controller node

further comprises a copyright registry to track copyright status of content datafiles

distributed to the network element.

22. (Canceled)

23. (Previously presented) The system of claim 1, wherein the controller

instructions include a pre-determined network site, and the controller instructions are to

cause a network element to access the predetermined networksite.

24 — 25. (Canceled)

26. (Previously presented) The system of claim 1, wherein the controller

instructions are to enable a network elementto:

receive initial operating parameters from the controller node via the

second one or more network interfaces.

27. (Canceled)

28. (Previously presented) The system of claim 1, wherein:

-4-
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the controller instructions are to enable each of the network elements to customize

and transmit advertising received via the second one or more networkinterfaces to a user

display via a gateway unit, the advertising being customized in accordance with

information received via the second networkinterface .

29. (Previously presented) The system of claim 1, wherein the controller

instructions are to enable each of the network elementsto:

transmit pay-per-view advertising received from the service provider network via

the second one or more network interfaces to a display unit via a gateway unit for

selective display by a user; and

notify the controller node upon display of the advertising to enable payment

credits be generated.

30. (Canceled)

31. (Previously presented) The system of claim 1, wherein the controller

instructions are to further enable a network element to receive additional software via the

second one or more network interfaces for execution on the second processor, the

software enabling at least one of a fee-based network service, network videocalling, or

network gaming.

32. (Previously presented) The system of claim 1, wherein the controller

instructionsare to further enable a network element to detect a denial-of-service attack

against the service provider network.

33. (Canceled)

34. (Previously presented) The system of claim 1, wherein the controller

instructions are further to enable a network elementsto selectively transmit to law

enforcement terminals information describing at least one of incoming data and outgoing

data of the network element.
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35- 38 (Canceled)

39, (Previously presented) The system of claim 1, wherein the controller

instructions are further to enable a network elementto:

detect at least one of audio and videotraffic flowing through the second network

interface; and

selectively reduce the quality of service of the at least one of audio and video

traffic, wherein reduction of quality of service comprises at least one of:

reducing a duty cycle, inserting TCP/IP messagesin the at least one of audio and

videotraffic, inserting Nak/Ackpairs in the at least one of audio and videotraffic, and

inserting X-On/X-Offpairs in the at least one of audio and videotraffic.

40. (Canceled)

Al. (Previously presented) The system of claim 1, wherein each of the

network elements further comprise at least one data storage unit having a network portion

, and at least one of a first group of the network elements selectively shares data stored in

the network partition with at least one of a second group of the network elements, via the

second network interface, in accordance with the controller instructions provided to the

first and second groups of the network elements.

42. (Previously presented) The system of claim 1, wherein the controller

instructions are further to enable at least a first one of the network elementsto selectively

forward content data received from at least a second one of the network elementsto at

least a third one of the network elements.

43. (Previously presented) The system of claim 42 wherein the controller

instructions are further to enable at least the third one of the network elementsto:

receive portions of a content data file from other network elements; and

assemble the content data file based on the received portions for playing for a user

associated with a gateway unit.
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44. (Canceled)

45-115. (Canceled)

116. (Previously presented) A method for regulating access to a service

provider network, the method comprising:

generating, by a controller node coupled to the service provider network,

controller instructions;

transmitting the controller instructions, by the controller node, to a plurality of

network elements of the service provider network;

receiving, by the network elements, content requests for the service provider

network;

selectively transmitting, by the plurality of network elements, the content requests

to the service provider network in accordance with the controller instructions; and

transferring, by the network elements,, received content data responsive to the

transmitted content requests from the service provider network.

117. (Previously presented) The method of claim 116 further comprising

storing the controller instructions, by the network element, in storage devices of the

network elements, wherein each of the network elements has an identifier that uniquely

identifies the network element.

118. (Previously presented) The method of claim 116, further comprising the

network elements denying accessto a first group of network servers of the service

provider network, in accordance with the controller instructions.

119. (Previously presented) The method of claim 118, further comprising the

network elements notifying the controller node if a content request designates a network

server of the service provider network.
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120. (Previously presented) The method of claim 118, further comprising the

network elements detecting a content request that designates a first network server of the

service provider network; and re-directing the content request to a second network server

of the service provider network.

121. (Previously presented) The method of claim 116, wherein the controller

instructions includea file identifier; and the method further comprises a network element

detecting a file in a userfile system associated with a network element or a gateway unit

that correspondsto the file identifier, and on detection, deleting the file from the userfile

system.

122. (Previously presented) The method of claim 121, wherein each of the

network elements is operable between an active state and an inactive state, and wherein

the method further comprises a network element notifying the controller node if the

network element enters the inactivestate.

123. (Previously presented) The method of claim 116, further comprising a

network element entering a user-controlled operational mode on receipt of permission

from the controller node.

124. (Previously presented) The method of claim 116, further comprising the

controller node tracking copyright status of content data files distributed to the network

elements.

125. (Previously presented) The method of claim 116, wherein the controller

instructions include a pre-determined network site, and the method further comprises a

network element accessing the predetermined networksite, in accordance with the

controller instructions.

126. (Previously presented) The method of claim 116, further comprising a

network element receiving initial operating parameters from the controller node.

-8-
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127. (Previously presented) The method of claim 116, further comprising a

network element customizing and transmitting advertising received to a user display

associated with a gateway unit.

128. (Previously presented) The method of claim 116, further comprising a

network element transmitting pay-per-view advertising received from the service

provider networkto a display unit associated with a gateway unit for selective display;

and notifying the controller node upon displaying of the advertising to enable payment

credits be generated.

129. (Previously presented) The method of claim 116, further comprising a

network element receiving additional software for execution, the software enabling at

least one of a fee-based network service, network video calling, and network gaming.

130. (Previously presented) The method of claim 116, further comprising a

network element detecting a denial-of-service attack against the service provider

network.

131. (Previously presented) The method of claim 116, further comprising a

network elementselectively transmitting to law enforcement terminals information

describing at least one of incoming data and outgoing data of the network element.

132. (Previously presented) The method of claim 116, further comprising a

network element detecting at least one of audio and videotraffic; and selectively

reducing the quality of service of the at least one of audio and videotraffic in accordance

with the controller instructions; wherein reduction of quality of service comprisesat least

one of:

reducing a duty cycle, inserting TCP/IP messagesin the at least one of audio and

videotraffic, inserting Nak/Ackpairs in the at least one of audio and videotraffic, and

inserting X-On/X-Offpairs in the at least one of audio and videotraffic.

DISH, Exh.1005, p.0185



DISH, Exh.1005, p.0186

133. (Previously presented) The method of claim 116, wherein each of the

network elements further comprises a data storage unit having a network portion, and the

method further comprisesat least one of a first group of the network elements selectively

sharing data stored in the network partition with at least one of a second group of the

network elements, in accordance with the controller instructions provided to the first and

second groups of the network elements.

134. (Previously presented) The method of claim 116, further comprising at

least a first one of the network elements selectively forwarding content data received

from at least a second one of the network elementsto at least a third one of the network

elements in accordance with the controller instructions.

135. (Previously presented) The method of claim 134 further comprising the

third one of the network elements receiving portions of a content data file from a group of

other network elements in accordance with the controller instructions; and assembling the

content data file based on the received portions for transmission.

136. (Previously presented) The system of Claim 1 wherein the controller node

is to control a plurality of subscribers’ ability to access services, content and operation of

the services via control of data flow throughthe plurality of network elements.

137. (Previously presented) The system of Claim 1 wherein the controller node

is to deliver active and real time executed network management, distribute Previously

presented database entries and software changesto a plurality of communication

gatewaysvia the plurality of network elements.

138. (Previously presented) The system of Claim 1 wherein the controller

instructions include controller instructions to be distributed to a plurality of

communication gatewaysvia the plurality of network elements.

139. (Previously presented) The system of Claim 1 wherein the network

-10-
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elements are membersof a subscriber management system used to control accessto the

service provider network, to authenticate subscribers or devices before allowing access

into the service provider network.

140. (Previously presented) The system of claim 1, wherein at least one of the

network elements is a selected one of a DSLAM,a cable modem, a wireless modem , a

multiplexing or channel service delivery system,orasatellite.

141. (Previously presented) The System of Claim 1 wherein network elements

are to perform packet inspection to determine: file types , URL/IP addresses of content

sources or destinations, or data patterns, in accordance with the controller instructions.

142. (Previously presented) The system of Claim 1 wherein the network

elements are to further send a copy of data originated from or sent to content servers or

gateways being wiretapped to law enforcement agencies, as directed by an active

intervention system or controller.
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REMARKS

Claims 1-2, 8-12, 17, 20, 21, 23, 26, 28, 29, 31, 32, 34, 39, 41-43 and 116 — 142

(to be renumbered claims 1-48) were pending, and rejected for double patenting under the

judicially created doctrine, in view of USPA 8,799,468.

In response, Applicant has submitted a Terminal Disclaimer, overcoming the

rejections. Accordingly, claims 1-2, 8-12, 17, 20, 21, 23, 26, 28, 29, 31, 32, 34, 39, 41-43

and 116 — 142 (to be renumbered claims 1-48) are now believed to be in condition of

allowance. Early issuance of the Notice of Allowanceis respectfully requested.

If the Examiner has any questions concerning the present paper, the Examineris

kindly requested to contact the undersigned at the direct numberlisted below.

For any shortage or excess of fees in connection with filing this paper, the

Commissioneris authorized to charge or credit Deposit Account No. 500393.

Respectfully submitted,
Schwabe, Williamson & Wyatt, P.C.

Dated: March 14, 2016 /Al AuYeung/
Al AuYeung
Registration # 35,432
Direct: (206) 381-8819
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE(if required). Blocks 1 through 5 should be completed where
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CURRENT CORRESPONDENCE ADDRESS(Note: Use Block 1 for any changeof address) apers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
60172 7590 06/07/2016 I hereby certify that this Fee(s) Transmittal is being deposited with the United

SCHWABE, WILLIAMSON & WYATT,P.C. States Fostal Service with sufficient postage for first class mailin an envelopeaddressed to the Mail Stop ISSUE FEE address above, or being facsimile
1420 FIFTH AVENUE, SUITE 3400 transmitted to the USPTO (571) 273-2885, on the date indicated below.
SEATTLE, WA 98101-4010 (Depositor's name)
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Address form PTO/SB/122) attached.

LI "Fee Address" indication (or "Fee Address” Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAMEOF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

2. For printing on the patent front page,list  
(1) The namesofup to 3 registered patent attorneys
or agents OR,alternatively,  
(2) The nameofa single firm (having as a member a 2
registered attorney or agent) and the namesof up to
2 registered patent attorneys or agents. If nonameis 43
listed, no namewill be printed.

   
Please check the appropriate assignee category or categories (will not be printed on the patent) : LV individual LJ Corporation or other private group entity (J Government

  
4a. The following fee(s) are submitted: 4b. Paymentof Fee(s): (Please first reapply any previously paid issue fee shown above)

L] Issue Fee LIA checkis enclosed.

_] Publication Fee (No small entity discount permitted) Lj Paymentby credit card. Form PTO-2038 is attached.
LT Advance Order - # of Copies [I The directoris hereby authorized to charge the required fee(s), any deficiency, or credits any

overpayment, to Deposit Account Number (enclose an extra copy ofthis form).

5. Change in Entity Status (from status indicated above)

| Applicantcertifying micro entity status. See 37 CFR 1.29 NOTE:Absenta valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee paymentin the micro entity amountwill not be accepted at the risk of application abandonment.

 

Lj Applicant asserting small entity status. See 37 CFR 1.27 NOTE:If the application was previously under micro entity status, checking this box will be taken
to be a notification ofloss of entitlement to micro entity status.

  
Lj Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification ofloss of entitlement to small or micro

entity status, as applicable.

NOTE:This form mustbe signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 14 for signature requirements and certifications.

Authorized Signature Date
  

Typed or printed name Registration No.
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14/338,240 07/22/2014 Robert M. Burke II 123205-198706 7564

60172 7590 06/07/2016

SCHWABE, WILLIAMSON & WYATT,P.C. KHAJURIA, SHRIPAL K
1420 FIFTH AVENUE,SUITE 3400
SEATTLE, WA 98101-4010
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Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applicationsfiled on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public whichis to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respondto a collection of information unlessit displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this informationis
35 U.S.C. 2(b)(2); (2) furnishing of the informationsolicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which mayresult in termination of
proceedings or abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records managementpractices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency,if the USPTO becomesawareofa violation or potential violation ywSTFECHAHClog
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Application No. Applicant(s)
14/338,240 BURKE ETAL.

 
: aye i i AIA (First Inventorto File)

Notice of Allowability SMRIPALKHAJURIA 3478™ Status
No

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDin this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOF PATENTRIGHTS.This application is subject to withdrawal from issueat the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. K] This communication is responsive to 3/14/16.

LIA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/werefiled on

2. (J An election was madeby the applicant in responsetoa restriction requirementset forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. KJ] The allowed claim(s)is/are 1-2, 8-12, 17, 20, 21, 23, 26, 28, 29, 31, 32, 34, 39, 41-43 and 116 - 142 

(to be renumbered claims 1-48. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution Highway

program at a participating intellectual property office for the corresponding application. For more information, please see

nitp//www.usole.dov/patents/init events/oph/incex.iso or send an inquiry to PPHieedback     Muspto.gov .

4. F] Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d)or(f).

Certified copies:

a) All b)—[1Some *c) [Noneof the:

1. [J Certified copies of the priority documents have been received.

2. C Certified copies of the priority documents have been received in Application No.

3. [1 Copiesofthecertified copies of the priority documents have been receivedin this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE”of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS( as “replacement sheets”) must be submitted.

(C1 including changes required by the attached Examiner’s Amendment / Commentorin the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as suchin the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATIONaboutthe deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [J Notice of References Cited (PTO-892) 5. (] Examiner's Amendment/Comment

2. CJ Information Disclosure Statements (PTO/SB/08), 6. (J Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. (J Examiner's Comment Regarding Requirement for Deposit 7. Other .
of Biological Material

4. [] Interview Summary (PTO-413),
Paper No./Mail Date . 

/SHRIPAL KHAJURIA/

Primary Examiner, Art Unit 2478

 U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date

20160524 DISH, Exh.1005, p.0195



DISH, Exh.1005, p.0196

EASTSearch History

EAST Search History

EAST Search History (Prior Art)

‘Default ‘Plurals Time 

 
 

 
  
 

 
   
 
   
 
   
 
  

 
  
 

 
Teaaceceeeed bieetREEReedfaceted haatbeeen

‘burke.in.

avn an eae ban sn ences en ea eaens ened avaeaeea unease aa yaeas es eaeas ps eaeas ps yaeaspsuaeasgsyaeasysyaeasasyseasaspseaeaseseasaseseasases essvavaesseaeasaseaeas Gsasasssyaeaeaspaeasasaaee Gassvasassaeaeasaaead desseasasaaeasasseaessaas

 #(L4 L5) and (regulating same node same
# network same processor) .clm. i

 1(S1 $2) and (regulating same node same
i network same processor) .clm. i

ween n eens! beeeneeeeeeeeeeeeReneeeeneeeeeeeneeeeeeeeeeeeeeet heeeeebeeeeeet beehet

|((709/225).OCLS, 

nnvnenneet akanhaEEEResbeatenbeeen? hues

‘network same parition$3 and user near
# (portion or part)

pe eeeeeeed Reneeeet bannnnnnnnnnnee! Rae! heennnn! heennent bine!

‘inetwork same paritition$3 and user near
| (portion or part) i

Sweneneed haceRaEEEEEEEEEEEEEEEEEEEEReaedentbE

‘network same partition$3 and user near
(portion or part)

avn en eae ban sa enna sn enee ens eaed Ravaeaenaeaeas ea yaeae es eaeaps yaya ps yaeas pauses ys yaeasysyaeasasyseasaspaeaeaseseasaseaeasaseaRessvavaesseseasaseaeas RaasasssyaeaeaseaeasasaaenGassvasassaeaeaseaead besseasassaeaeasaseaeasaaaa

network same partition$3 and user near
# (portion or part) and network(part or
# portion)

mewneet eeeedheEEEEEEFEET Beneteitbdfet

‘inetwork same partition$3 and user near }
# (portion or part) and network near (part ;
| or portion)

 

Nittaehhh

EASTSearchHistory.14338240_AccessibleVersion.htm[5/25/2016 11:31:22 AM]



DISH, Exh.1005, p.0197

EASTSearch History
 

S10 16 Inetwork samepartition$3 and user near jUS- 4OR JOFF ‘(2009/10/23
: \ (portion or part) same network near : i ; :

# (part or portion)

#("6516416" "20010051996"
+ "20020169865" "20020120577"

+ "6694429" "20020059440"

1 "20020145981" "20030204602"

‘predetermined near website samelist

predetermined near websites samelist

‘ioredetermined near websites and weight
+ same website

‘predetermined near sites and weight
# same site and network and internet

‘ioredetermined near web and weight
‘| same web and networkandinternet

‘igateway and storage and autheticator

‘gateway and storage and authenticator

‘igateway and storage and pay near3 pay
# near3 view

‘igateway and storage and pay near3 pay
‘i near3 view and modes i

‘gateway and storage and pay near3 pay
‘; near3 view and modesand display

"20050033990" .pn.

1"6516416".pn.

 
EASTSearchHistory.14338240_AccessibleVersion.htm[5/25/2016 11:31:22 AM]



DISH, Exh.1005, p.0198

EASTSearch History

 
 

  
 
 

 
  

 

 
 

(S24 $25) and (regulating same node
# same network same processor).clm.
 

hase sae

(709/225) .CCLS. 

Sanneesened Race eee eeeeeeee nenaet beensseeneeee eneeeeeneneeeneeeneeeeneneneeeeee! Reena! heenend hasenent bene!

"20020120577" pn.

Teaacaneeneed LiceEEEeebotnet haventfaceeeeeen beeen

‘network samepartition$3 and user near i
% (portion or part) and network near (part ;
# or portion) i

 
 

ween seenet beeeneeeed hetntbeebeetbehet

‘network samepartition$3 and user near
* (portion or part) same network near
# (part or portion)

SRnneneened Raneeeeeeeeteened breeeEEEEEEEEEEEEEeneessetenessenenend Reesceterapeteencent baseeteenseteeseetenesas! basenteeseeteenend hancereenceteenseteens$

‘burke.in.

  
 
 
 

  
 

#(S31 S32) and (regulating same node 2011/04/07:
| same network sameprocessor) .clm. | 20:12

avn an nan ban sa ease enna ease eaed Ravaean sa eaees aa ea eases ease es ea ea ees ea eae gaya eases eae sea ea eases ea aes eae aes eae as es eae as ea beaaeaeaeaseaeasaseaeasRaasasaneaeasaseaeasasaaen basavasaseaeaeaseaead fesaeasasaaeasasaaeasasaaeas

\1(709/225).CCLS. 
y 33 3 3 : 3¢ 3 3 3 3oot Reneeneeeeeeebeetbeetbathet: $
shu " 3 3g n 3 3: . . : 33 3< 3< : 3: : 3< : 3

 ‘(S36 $37) and (regulating same node
same network sameprocessor) .clm.

$ 3 3 3seen! bonnennnenened BiannnnnnnnnbanannnGannGane!has

EASTSearchHistory.14338240_AccessibleVersion.htm[5/25/2016 11:31:22 AM]



DISH, Exh.1005, p.0199

EASTSearch History 

$39 15816 —(709/225).OCLS. JUS- |OR (OFF—{[2011/09/30.

rweeeeeeed heEEEEEEFEEEEEBeneteetbdfet

‘network samepartition$3 and user near
# (portion or part) and network near (part ;
| or portion) i

wavns an ened Nasavneas ea enens en eaen Rava aneaenenspaeaeaspaeaeas ys yasasesuaeas pauses asyaeaspsuaeasasysessasysessssusessaseaessasead Masvavasaseseasaseaeasd basaessuaeaesseseaeaseaens devseasasyaeasaseaea® Qsavasssvaeaeaseaeaeaseaeasd

‘predetermined near websites and weight
‘| same website i

‘igateway and storage and pay near3 pay
# near3 view and modes and display

i("L8" "L9") and (regulating same node
| Same network same processor) .clm.

ween n eens! beeeneeeeeeeeeeeeReneeeeneeeeeeeneeeeeeeeeeeeeeet heeeeebeeeeeet beehet

nnvnennent aceShaEEERensbeaten beeteeeeend hues

Shanesened heenet binennnnnneeRann! hnnnneend hint bine!

(S51 S52) and (controller same provider
‘| same interface same entered).clm. i

709/225) .CCLS.

(S57 $58) and (regulating same node
| Same network same processor) .clm.

ween n eens! beeeneeeeeeeeeeeeReneeeeneeeeeeeneeeeeeeeeeeeeeet heeeeebeeeeeet beehet

\}(709/225).CCLS.

 
DISH, Exh.1005, p.0199

EASTSearchHistory.14338240_AccessibleVersion.htm[5/25/2016 11:31:22 AM]



DISH, Exh.1005, p.0200

EASTSearch History

‘inetwork samepartition$3 and user near }
% (portion or part) same network near
# (part or portion)

‘ioredetermined near websites and weight |
‘| same website

(S71 S72) and (regulating same node
# same network same processor) .clm.

EAST Search History (Interference)

4(L1 L2) and (regulating same node same
i network same processor) .clm.

4("L8" "L9") and (regulating same node same|
; network same processor) .clm. i

predetermined near websites and weight
ij same website

‘network samepartition$3 and user near
4 (portion or part) and network near(part or
|portion)

 

‘igateway and storage and pay near3 pay :
near3 view and modesand display

predetermined near web and weight same
{web and network and internet

EASTSearchHistory.14338240_AccessibleVersion.htm[5/25/2016 11:31:22 AM]

 
DISH, Exh1005, p.0200



DISH, Exh.1005, p.0201

EASTSearch History

‘icarman.in.

4("L8" "L9") and (regulating same node same|
network same processor).clm.

‘predetermined near websites and weight
i same website

‘network same partition$3 and user near
4 (portion or part) and network near (part or }

‘gateway and storage and pay near3 pay
i near3 view and modesand display

predetermined near web and weight same
web and network andinternet

predetermined near sites and weight same
{site and network andinternet

5/25/2016 11:31:17 AM

C:\ Users\ skhajuria\ Documents\ EAST\ Workspaces\ 14338240.wsp

EASTSearchHistory.14338240_AccessibleVersion.htm[5/25/2016 11:31:22 AM]

 

DISH, Exh.1005, p.0201



DISH, Exh.1005, p.0202

Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|4435040 BURKE ET AL.

SHRIPAL KHAJURIA 2478

cPc
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feieicoror

fessSOSiio
peersiio
CT
fasoror
feiero
paseo
foier

CPC Combination Sets

Total Claims Allowed:

48
(Assistant Examiner)
/SHRIPAL KHAJURIA/

Primary Examiner.Art Unit 2478 05/25/2016 O.G. Print Claim(s) O.G. Print Figure

 
(Primary Examiner) (Date) 1 1

U.S. Patent and Trademark Office Part of Paper No. 20160524

DISH, Exh.1005, p.0202



DISH, Exh.1005, p.0203

Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|4435040 BURKE ET AL.

SHRIPAL KHAJURIA 2478

US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION

eSeee
_ TTCROSS REFERENCE(S) pt|| ||||

PEP
Torass|SuBclass(onesusciassrenaiocy|||||—*+Y|| 

Total Claims Allowed:

48
(Assistant Examiner)
/SHRIPAL KHAJURIA/

Primary Examiner.Art Unit 2478 05/25/2016 O.G. Print Claim(s) O.G. Print Figure 
(Primary Examiner) (Date) 1 1

U.S. Patent and Trademark Office Part of Paper No. 20160524
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|4435040 BURKE ET AL.

SHRIPAL KHAJURIA 2478

Oo Claims renumbered in the sameorder as presented by applicant oO

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 1 10 21 41 61 81 101 34 121 141 

142 
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Primary Examiner.Art Unit 2478 05/25/2016 O.G. Print Claim(s) O.G. Print Figure

(Primary Examiner) (Date) 1 1
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Search Notes 14338240 BURKEET AL.

Examiner Art Unit

SHRIPAL KHAJURIA 2478                     
CPC- SEARCHED

SSSot ——_§_9trainer_H04163/10 12/14/2015

H04163/10 5/24/2016

CPC COMBINATION SETS - SEARCHED

US CLASSIFICATION SEARCHED

|Class| —CC—C‘SubbclassCdSCite|Examiner|
12/14/2015

5/24/2016

SEARCH NOTES

Search Notes

Text search of East (USPat, USPG_Pub, JPO, EPO, Derwent, IBM_TDB) 12/14/2015 skk
and Inventor search

Updated Text search of East (USPat, USPG_Pub, JPO, EPO, Derwent, 5/24/2016 skk
IBM_TDB) and Inventor search

INTERFERENCE SEARCH

US Class/ US Subclass / CPC Group
CPC Symbol

PgPub and UnPub - see attached East searchhistory 5/24/2016 skk
Search
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Index of Claims 14338240 BURKEET AL.

Examiner Art Unit

SHRIPAL KHAJURIA 2478

Rejected = Cancelled Non-Elected
2 Allowed +|Restricted  
U.S. Patent and Trademark Office Part of Paper No. : 20160524
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Index of Claims 14338240 BURKEET AL.

Examiner Art Unit

SHRIPAL KHAJURIA 2478
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Electronic Patent Application Fee Transmittal

SYSTEM FOR REGULATING ACCESS TO AND DISTRIBUTING CONTENTIN A

Title of Invention: NETWORK

em

Filing Fees for Utility under 35 USC 111(a)

Sub-Total in

USD(S)

Basic Filing:

Description Fee Code Quantity

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Extension-of-Time:

Miscellaneous:

Total in USD ($) 
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Electronic AcknowledgementReceipt

Application Number: 14338240

International Application Number:

Confirmation Number: 7564

SYSTEM FOR REGULATING ACCESS TO AND DISTRIBUTING CONTENTIN A

Title of Invention: NETWORK

a
a

Paymentinformation:

 
Deposit Account 0538

Authorized User Michael Wach

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentasfollows:

37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees) DISH, Exh.1005, p.0216
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37 CFR 1.19 (Documentsupply fees)

37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:

Document sigs File Size(Bytes)/ Multi PagesNumber [__PecmmentDesciption[FileName Message Digest (if appl.)
279841

Issue Fee Payment (PTO-85B) 1127-1001US3-lssueFee.pdf 14a8eb9cc3d132c2996185526cc6ad092cb
a4729

Information:

575096

1127-1001US3-POA.pdf

Powerof Attorney

Powerof Attorney

Information:

237508

Changeof Address 1127-1001US3-Address.pdf 45803d6863f9ae5 788f9b4479a87eb6f3 29F|
5926

Fee Worksheet (SB06) fee-info.pdf 294ac96c28b80bSfe9 143da15e067b119e5
7ed7d

Information:
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This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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Electronic AcknowledgementReceipt

Application Number: 14338240

International Application Number:

Confirmation Number: 7564

SYSTEM FOR REGULATING ACCESS TO AND DISTRIBUTING CONTENTIN A

Title of Invention: NETWORK

a
a

Paymentinformation:

 
Deposit Account 600692

Authorized User Michael Wach

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentasfollows:

37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees) DISH, Exh.1005, p.0219
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37 CFR 1.19 (Documentsupply fees)

37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:

Document sigs File Size(Bytes)/ Multi PagesNumber [__PecmmentDesciption[FileName Message Digest (if appl.)
279841

Issue Fee Payment (PTO-85B) 1127-1001US3-lssueFee.pdf 14a8eb9cc3d132c2996185526cc6ad092cb
a4729

Information:

575096

1127-1001US3-POA.pdf

Powerof Attorney

Powerof Attorney

Information:

237508

Changeof Address 1127-1001US3-Address.pdf 45803d6863f9ae5 788f9b4479a87eb6f3 29F|
5926

Fee Worksheet (SB06) fee-info.pdf 294ac96c28b80bSfe9 143da15e067b119e5
7ed7d

Information:
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This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFIGE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
) OX. 450

Alexandria, Virginia 22313-1450www.uspto.gov

14/338,240 07/22/2014 Robert M. BurkeII 123205-198706

CONFIRMATION NO.7564

60172 POWER OF ATTORNEYNOTICE

SCHWABE, WILLIAMSON & WYATT,P.C.

1420 FIFTH AVENUE, SUITE 3400 OCMC000000085694933
SEATTLE, WA 98101-4010

 
 
   

Date Mailed: 09/08/2016

NOTICE REGARDING CHANGE OF POWEROF ATTORNEY

This is in response to the Powerof Attorneyfiled 09/07/2016.

¢ The Powerof Attorney to youin this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the

requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit,at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/cnguyen/
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UNITED STATES PATENT AND TRADEMARK OFFIGE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSP.O. Box 450

Alexandria, Virginia 22313-1450www.uspto.gov

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

 
   

14/338,240 07/22/2014 Robert M. BurkeII 1127.1001-US3

CONFIRMATION NO.7564

143183 POA ACCEPTANCELETTER

Michael L. Wach

1425 Mariners Fidge 00000.00,0040
Alpharetta, GA 30005

Date Mailed: 09/08/2016

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Powerof Attorney filed 09/07/2016.

The Powerof Attorney in this application is accepted. Correspondencein this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the

requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit,at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/cnguyen/
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UNITED STATES DEPARTMENT OF COMMERCE

United States Vatent and TrademarkOfficeAddress: COMMISSIONER FOR PATENTS
P.O. Box 1450

Alexandria, Virginia 22313-1450www.uspto.g:

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKETNO. CONFIRMATION NO.

 
14/338,240 10/11/2016 9465925 1127.1001-US3 7564

143183 7590 09/21/2016

Michael L. Wach

4425 Mariners Ridge
Alpharetta, GA 30005

ISSUE NOTIFICATION

The projected patent numberandissue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 90 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEBsite (http://pair-uspto. gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM)at (571)-272-4200.

APPLICANT(s)(Please see PAIR WEBsite http://pair.uspto.gov for additional applicants):

Robert M. BurkeII, Los Gatos, CA;
David Z. Carman, Tulsa, OK;

The United States represents the largest, most dynamic marketplace in the world andis an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
worksto encourage andfacilitate business investment. To learn more about why the USAis the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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Case 2:17-cv-00191-JRG Document 2 Filed 03/10/17 Page 1 of 1 PagelD #: 56
AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF ANTO:

P.O. Box 1450 ACTION REGARDINGA PATENT OR
Alexandria, VA 22313-1450 TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or15 U.S.C. 8 1116 you are herebyadvisedthat a court action has been
filed in the U.S. District Court Eastern District of Texas, Marshall Division on the followmg 

(_] Trademarks or [Mf Patents. ( [7] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED
2:17-cv-191 3/10/2017

PLAINTIFF

CATONIAN IP MANAGEMENT,LLC

 

  
  

  
 
 

 

 

 
U.S. DISTRICT COURT

Eastern District of Texas, Marshall
DEFENDANT

CHARTER COMMUNICATIONS, INC., TIME WARNER
CABLE, LLC, TIME WARNER CABLE ENTERPRISES
LLC, AND TIME WARNER CABLE TEXAS LLC

PATENT OR DATEOF PATENT . : -

1 8,799,468 8/5/2014 CATONIAN IP MANAGEMENT, LLC

2 9,465,925 10/11/2016 CATONIAN IP MANAGEMENT,LLC

CYa
a

In the above —entitled case, the following patent(s)/ rademark(s) have been included:

DATE INCLUDED INCLUDED BY

 Division  
 
 

 
 
 

 
 

  

  

  
 
 

  

[] Amendment (| Answer (| Cross Bill [.] Other Pleading
PATENTOR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK

 

HOLDER OF PATENT OR TRADEMARK 
In the above---entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Cepy {—Uponinitiation of action, mail this copyto Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4-——Casefile copy
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Case 2:17-cv-00190-JRG Document 2 Filed 03/10/17 Page 1 of 1 PagelD #: 55

AO120 (Rev. 08/10)

  
 

10: Mail Stop 8 REPORT ON THE
: Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following

{| Trademarks or [Mf Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED
2:17-cv-190 3/10/2017

PLAINTIFF

CATONIAN IP MANAGEMENT,LLC

 

 

 
 

 

 
  
 
 
 

U.S. DISTRICT COURT
Eastern District of Texas, Marshall Division

DEFENDANT

CEQUEL COMMUNICATIONS, LLC, AND NEPTUNE
HOLDING US CORP.

PATENT OR DATE OF PATENT : - -

1 8,799,468 8/5/2014 CATONIAN IP MANAGEMENT, LLC

2 9,465,925 10/11/2016 CATONIAN IP MANAGEMENT,LLC

aa
aa

  
 

  

  

  
   

 

 

 
 

   

 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

[] Amendment [] Answer Cross Bill [] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

Ln
BOM
Es
eo
po

 

   
 

In the above —entitledcase. the following decision has beenrendered or yudgementissued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Copy 1—Uponinitiation of action, mail this copy to Director©Copy 3--Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 2:17-cv-00190-JRG Document 2 Filed 03/10/17 Page 1 of 1 PagelD #: 55

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O, Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following

Ci frademarks or {vf Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKETNO. DATE FILED

2:17-cv-190 3/10/2017
PLAINTIFF

CATONIAN IP MANAGEMENT, LLC

 

  
 

  

  
U.S. DISTRICT COURT

Eastern District of Texas, Marshal! Division
DEFENDANT

CEQUEL COMMUNICATIONS, LLC, AND NEPTUNE
HOLDING US CORP.

PATENT OR DATE GF PATENT ; - :

1 8,799,468 8/5/2014 CATONIAN iP MANAGEMENT, LLG

2 9,465,925 10/11/2016 CATONIAN IP MANAGEMENT, LLC

po
EeQO
EQ

 
    

  

  

  
 

  
  

 

 
 

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

(] Amendment CI Answer () Cross Bill C] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

pe
pC

in the above—entitled case, the following decision has been rendered or judgement issued:

DECISIONJUBGEMENT

 
  

 
  CLERK (BY} DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy te Director Copy 4—Casefile copy
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Case 2:17-cv-00191-JRG Document 2 Filed 03/10/17 Page 1 of 1 PagelD #: 56
AO 120 (Rev, 08/10

Mail Stop 8 REPORT ON THE
TO: Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
in Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following

(] Trademarks or [Mf Patents. ( [J the patent action involves 35 US.C. § 292,):
DOCKETNO.

2:17-cv-191
PLAINTIFF

CATONIAN IP MANAGEMENT, LLC

 

  

 
 

U.S. DISTRICT COURT

Eastern District of Texas, Marshall Division
DEFENDANT

CHARTER COMMUNICATIONS, INC., TIME WARNER

CABLE, LLC, TIME WARNER CABLE ENTERPRISES
LLC, AND TIME WARNER CABLE TEXAS LLC

PATENT OR DATE OF PATENT ;

1 8,799,468 8/5/2014 CATONIAN IP MANAGEMENT, LLC

2 9,465,925 10/11/2016 CATONIAN IP MANAGEMENT, LLC

Esen
eo
eo

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

() Amendment (_] Answer C1 CrossBill C1 Other Pleading
PATENT OR DATE OF PATENT

OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

po pe
po
ee

po
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISIONJUDGEMENT

DATE FILED
3/10/2017   
     

 

  
  
  
   

 
 
  oo _

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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504597358 10/17/2017

PATENT ASSIGNMENT COVER SHEET

Electronic Version v1.1 EPAS ID: PAT4644070

Stylesheet Version v1.2

SUBMISSION TYPE: NEW ASSIGNMENT

NATURE OF CONVEYANCE: ASSIGNMENT

CONVEYING PARTY DATA

Execution Date

CATONIAN IP MANAGEMENT 10/17/2017

RECEIVING PARTY DATA

(Name:MULTINEDIAGONTENTWANAGEMENTLUG

PROPERTY NUMBERSTotal: 4

Patent Number: 8122128

Patent Number: 8799468

Patent Number: 9465925

Application Number: 15258991

CORRESPONDENCE DATA

Fax Number:

Correspondencewill be sent to the e-mail addressfirst; if that is unsuccessful, it will be sent
using a fax number,ifprovided; if that is unsuccessful, it will be sent via US Mail.

Email: jason@ipval.com
Correspondent Name: JASON BOURGEOIS
AddressLine 1: 1619 NASHVILLE AVENUE

AddressLine 4: NEW ORLEANS, LOUISIANA 70115

|_______FhisdoouretservesasanOaiDeclaralon@7OFR1.63),
Total Attachments: 2

source=ASSIGNMENT TO MCM#paget1 .tif

source=ASSIGNMENT TO MCM#pagez.tif
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ASSIGNMENTOF PATENT RIGHTS

For good and valuable consideration, the receipt of which is hereby acknowledged, Catonian IP
Management LLC (‘‘Assignor’’), does herebysell, assign, transfer, and convey unto Multimedia Content
Management LLC (‘‘Assignee”’), or its designees, all right, title, and interest that exist today and may existin the
future in and to any andall of the following (collectively, the “Patent Rights’’):

(a) the patent applications and patents listed in the table below (the “Patents’’);

Patent or Application No.|Country Filing Date Title of Patent and First
NamedInventor

US. 11/16/2004 System for regulating access
to and distributing content in a
network; Burke

US. 02/08/2012 System for regulating access
to and distributing content in a
network; Burke

US. 07/22/2014 System for regulating access
to and distributing content in a
network; Burke

US. 09/07/2016 System for regulating access
to and distributing content in a
network; Burke

 

8,122,128
 

8,799,468

9,465,925

15/258,991

    
(b) all patents and patent applications (i) to which the Patent directly or indirectly claimspriority,(ii)

for which the Patent directly or indirectly forms a basis for priority, and/or (iii) that were co-ownedapplications that
directly or indirectly incorporate by reference, or were incorporated by reference into, the Patent;

(c) all reissues, reexaminations, extensions, continuations, continuations in part, continuing
prosecution applications, requests for continuing examinations, divisions, registrations of any item in any of the
foregoing categories (a) and (b);

(d) all inventions, invention disclosures, and discoveries described in any item in any of the foregoing
categories (a) through (c) andall other rights arising out of such inventions, invention disclosures, and discoveries;

(e) all rights to apply in any orall countries of the world for patents, certificates of invention,utility
models, industrial design protections, design patent protections, or other governmental grants or issuances of any
type related to any item in any of the foregoing categories (a) through (d), including, without limitation, under the
Paris Convention for the Protection of Industrial Property, the International Patent Cooperation Treaty, or any other
convention, treaty, agreement, or understanding;

(f) all causes of action (whether known or unknownor whether currently pending,filed, or otherwise)
and other enforcementrights under, or on accountof, the Patent and/or any item in any of the foregoing categories
(b) through (e), including, without limitation, all causes of action and other enforcementrights for (i) past, present,
and future damages,(ii) injunctiverelief, and (iii) any other remedies of any kind for past, present, and future
infringement; and

(g) all rights to collect royalties and other payments underor on account of the Patent and/or any item in
any of the foregoing categories (a) through(f).

Assignor represents, warrants and covenantsthat:

(1) Assignorhasthe full power and authority, and has obtained all third party consents, approvals
and/or other authorizations required to enter into the Letter Agreementandto carry out its obligations hereunder,
including the assignment of the Patent Rights to Assignee; and
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(2) Assignor owns, and by this document assigns to Assignee,all right, title, and interest to the Patent
Rights, including, without limitation,all right, title, and interest to sue for infringement of the Patent Rights.
Assignor has obtained and properly recorded previously executed assignments for the Patent Rights as necessary to
fully perfect its rights andtitle therein in accordance with governing law and regulations in each respective
jurisdiction. The Patent Rights are free and clear of all liens, claims, mortgages, security interests or other
encumbrances, and restrictions. There are no actions, suits, investigations, claims or proceedings threatened,
pending or in progress relating in any way to the Patent Rights. There are no existing contracts, agreements,
options, commitments, proposals, bids, offers, or rights with, to, or in any person to acquire any of the Patent Rights.

Assignorhereby authorizes the respective patent office or governmental agency in each jurisdiction to issue
any andall patents, certificates of invention, utility models or other governmental grants or issuances that may be
granted upon any of the Patent Rights in the name of Assignee, as the assignee to the entire interest therein.

Assignor will, at the reasonable request of Assignee and without demanding any further consideration
therefore, do all things necessary, proper, or advisable, including withoutlimitation, the execution,
acknowledgment, and recordation of specific assignments, oaths, declarations, and other documents on a country-
by-country basis, to assist Assignee in obtaining, perfecting, sustaining, and/or enforcing the Patent Rights. Such
assistance will include providing, and obtaining from the respective inventors, prompt production ofpertinent facts
and documents, giving of testimony, execution of petitions, oaths, powers of attorney, specifications, declarations or
other papers, and other assistance reasonably necessaryfor filing patent applications, complying with any duty of
disclosure, and conducting prosecution, reexamination, reissue, interference or other priority proceedings,
opposition proceedings, cancellation proceedings, public use proceedings, infringement or other court actions and
the like with respect to the Patent Rights.

The terms and conditions of this Assignment of Patent Rights will inure to the benefit of Assignee,its
successors, assigns, and other legal representatives and will be binding upon Assignor,its successors, assigns, and
other legal representatives.

ASSIGNOR:

By: 

Catorfan IP Management LLC

Jason Bourgeois, Member

Date: 10/17/2017
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Case 2:17-cv-00190-JRG Document 2 Filed 03/10/17 Page 1 of 1 PagelD#: 55

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK

TO: 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division onthe following

_] Trademarks or [7 Patents. ( (] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATEFILED U.S. DISTRICT COURT

2:17-cv-190 3/10/2017 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

CATONIAN IP MANAGEMENT, LLC CEQUEL COMMUNICATIONS, LLC, AND NEPTUNE
HOLDING US CORP.

PATENT OR DATE OF PATENT

1 8,799,468 8/5/2014 CATONIAN IP MANAGEMENT, LLC

2 9,465,925 10/11/2016 CATONIAN IP MANAGEMENT, LLC

 

 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment L] Answer C] Cross Bill L] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

 
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 2:17-cv-00191-JRG Document 2 Filed 03/10/17 Page 1 of 1 PagelD #: 56

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division onthe following

_] Trademarks or [7 Patents. ( (] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATEFILED U.S. DISTRICT COURT

2:17-cv-191 3/10/2017 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

CATONIAN IP MANAGEMENT, LLC CHARTER COMMUNICATIONS, INC., TIME WARNER
CABLE, LLC, TIME WARNER CABLE ENTERPRISES
LLC, AND TIME WARNER CABLE TEXAS LLC

PATENT OR DATE OF PATENT

1 8,799,468 8/5/2014 CATONIAN IP MANAGEMENT, LLC

2 9,465,925 10/11/2016 CATONIAN IP MANAGEMENT, LLC

 

 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment L] Answer C] Cross Bill L] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

 
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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