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A secure token device, such as a smart card or an ibutton, 
provides a user with a vehicle for accessing services that are 
provided by an Internet Service Provider (ISP). The user 
places the secure token device in communication with a 
reader that is coupled to a computer system. The computer 
system includes a web browser for accessing the services 
provided by the ISP. The secure token device may perform 
an authentication protocol to authenticate itself to the ISP. 
The ISP may also be required to authenticate itself. The 
secure token device may hold an electronic currency token 
for payment of services rendered by the ISP. The secure 
token device may contain stored personal information about 
the user. The user may stipulate what portions of this 
personal information are provided to the ISP upon request. 
Contextual information regarding sessions with the ISP may 
also be stored on the secure token device and used to restore 
a context of a previous session during a subsequent session. 

U.S. Cl. ........................................ 713/201; 713/172 
Field of Search ................................. 713/172, 159, 

713/170, 171, 173, 201; 705/50, 17, 51, 
26, 52, 27, 53, 40, 43, 44, 45; 340/825.31, 

825.34; 348/7 

References Cited 

U.S. PATENT DOCUMENTS 

5,586,166 A 12/1996 Turban ........................ 379/58 
5,665,951 A 9/1997 Newman .................... 235/375 
6,038,367 A * 3/2000 Abecassis .. ... ... ... ... ... .. . 386/46 

FOREIGN PATENT DOCUMENTS 

644 513 
0833285 A2 * 
833 285 

3/1995 
9/1997 
4/1998 

WO 93/06546 
WO 97/14118 

* 11/1991 
4/1997 34 Claims, 10 Drawing Sheets 

162 

SERVICES YES 
ACCESSED 

ACCESS ISP 

USER DESIRES TO 
ACCESS SERVICE 
PROVIDED BY ISP 

148 

ISP ISSUES _..----- I 50 
CHALLENGE 

SECURE TOKEN DEVICE 
RESPONDS 

152 

154 

IS RESPONSE PROPER? >--_N_O __ ~ 

YES 
CHALLENGE ISSUED ___.-156 

TO ISP 

ISP SUBMITS RESPONSE 

IS RESPONSE PROPER? 

C RETURN ) 

158 

160 
164 

PayPal Ex. 1010, p. 1
PayPal v. IOENGINE

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent 

10 

SECURE 
TOKEN 

DEVICE 

/{3 

May 7, 2002 Sheet 1 of 10 US 6,385,729 Bl 

12 14 IG 

REl9DE/2 
15 

REMOTE R..EMOTE 
SYSTEM SERVE~ 

FIG. I 

/0 

~I~ --

FIG.2A 

--22 

__,,,,--/0 

) 

FIG. 2B 
\._20 

PayPal Ex. 1010, p. 2
PayPal v. IOENGINE

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent May 7, 2002 Sheet 2 of 10 US 6,385,729 Bl 

RESET, 
30 

CHECk, 
..32-

POWE/21 24 

C3£0llNO, 2G 

OPT/ONrtL., 
..34 

JNPUT/OUTPll'l; 
28 

OPTIONrlL1 

..36 
OPJgN/1L1 '-..__/O 

FIG. 2C 

,39 

FIG,3 

.SECURE TOKEN DEVICE, 10 

STORJlGE 42 J 7 
13PPLETS 

.£SP/JPPLET 
lv1ICRO- f3r7Nf<ING ,c/PPLET PR.OCESS0/2 

40 
USER PROFILE 

- Javocord 13P J 

JovoCord VM 

FIG.4 

v-41 

44 
4G 
46 

60 
52 

-r----

-r-

~ r-

- t-

- r---

PayPal Ex. 1010, p. 3
PayPal v. IOENGINEf 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent May 7, 2002 Sheet 3 of 10 US 6,385,729 Bl 

COMPUTE SCREEN, 14 

~ 

G. 

76 
~ 

7.: 
74 

~ 
'1. 

V-
'."2----

·...._ 

71 ~ 

CPU 

I 
I 

Primary 
5t;orage 

/'lpplications 
OS 

web browser 
Java V!v1 
open card 

4P/ 

l<eyboorc:I Video Mouse Dlsploy 
.SG GO - ..56 -

-

I I I 

I I 7 

Secondaty Nerwork Modern 
.Image ;:ldaptor 

6G 64 
G2. --

J, ova Ci rd Pa /.<. a c aqes, 78 'l FIG.5 
JOVOlong _L,.---

javacard.fromeworl< -1..---

60 

62 

cJ4 Jovacardx framework L--

JOVOCOrdX crypto - L--

JOvacardxcr!Jpt:oEnc _1..---

.90 

92 

94 

63 

Caret Terrn/nal Factory 

85 

66 

88 

FIG.6 

OpenCard 11P f 

CardTerrnfnal 

Card/9gent" 

Card.IO 

c}/ 

Card lerrnina I 

6719 

Sloe 

Card Term/no/ Reg1st-ry 

89 

Cord£D 

76 

FIG. 
7A 

Slot: FIG. 7B 

PayPal Ex. 1010, p. 4
PayPal v. IOENGINE

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent May 7, 2002 Sheet 4 of 10 US 6,385,729 Bl 

93 

Cordrlgent:Foct:o,ry 
95 

CardrlgenrFact:oryReg1Btr!:f 

9/ 

FIG. 7C 

103 

Card/2andon7HCCessA!e 
99C 

CardF1/e CarciFtle 998 

102 

Cord File 99,q 

.S177art:Carci 97 
FIG. 7D 

/00 

Cornrnoncl 4PDU 

Mondat:-or3 Header 

Pl P2 

//0 //2 

Conci,fional /3ody 
Dara L 

Le Field e 
//4 116 118 

FIG.BA 
/ /0/ 

Response 19PDU 

/20 Conditional ~ /22 

/04 

Mandaro,y 
L - /5octy Trailer 

,D:::r~a field .SW/ I 511/.Z FIG.BB 
/24 ....,/ I.ZG J l2c3 _/ 

PayPal Ex. 1010, p. 5
PayPal v. IOENGINE

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


