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Title:METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

Publication No.US-2017-0093580-A9 
Publication Date:03/30/2017 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (571) 272-3150 or (800) 972-6382, 
by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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Attorney Ref. 290.1078CON PATENT 

IN THE UNITED STATES PATENT AND TRADE~ffiRK OFFICE 
In re application of Art Unit 2469 

Confirmation No. 4882 
Sami Vaarala, Antti Nuopponen 

CERTIFIC:P ... TE OF r,·lJULING 

Serial No. 13/685,544 
I EEFEP.Y CERTIFY 'IEI>_T THIS PAPEF AND THE Doc::_n,ENTS 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Towfighi, Afshawn M 

Date: 28 February 2017 

EEFEEEED TO !-;.S BE:ING ~.TT.'iCHED OE ENCLOSED HERE~··HTH 

l".RE BEING S'JBNI TTED ELEC:TKCJNIC_i;I.LY TC:· THE UNITED 

ST~_TES F_i;TENT _i;ND TRt;.D:~::r·'LZ\RK OFFICE ON 28 February 

2017. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

TRANSMITTAL LETTER 

ELECTRONIC SUBMISSION 
COfvrivJ.ISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-1450 

In connection with issuance of a patent, enclosed for 
filing in the above-referenced application are the following: 

(X) Form PTOL-85 (Part B - Fee Transmittal) 
(X) Letter requesting previous Issue Fee payment be applied to 
current issuance of a patent. 
(X) The Co~~issioner is hereby authorized to charge any 
additional fees which may be required in connection with 
the issuance of a patent or credit over-payment to Account 
No. 06-0243. 

FASTH LA1fJ OFFICES 
1206 Stanridge Drive 

Respectfully submitted, 
FASTH LA1fJ OFFICES 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 

Raleigh, North Carolina 27613-7063 USA 
Tel: +1-910-687-0001 
Fax: +1-919-882-1265 
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Electronic Acknowledgement Receipt 

EFSID: 28479283 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Customer Number: 33369 

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 28-FEB-2017 

Filing Date: 26-NOV-2012 

TimeStamp: 10:00:45 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes}/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

212051 

1 Miscellaneous Incoming Letter L TR_ISSU E_FEE_PAI D.pdf no 1 
626d a2ce3 e807144 53 31 bf8a973 91 fe91 bd 

122c3 

Warnings: 

0006



Information: 

1991379 

2 Issue Fee Payment (PT0-85B) PART_B.pdf no 1 
f8f21 e8fe048deefdb82367bc08b6b013c70 

e6a9 

Warnings: 

Information: 

262607 

3 Transmittal Letter TRX.pdf no 1 
24df413d3ccf24db3ca43f820a433ce380df 

3dc 

Warnings: 

Information: 

Total Files Size (in bytes) 2466037 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Attorney Ref. 290.1078CON 

IN THE UNITED STATES PATENT AND TRADE~ffiRK OFFICE 
In re application of Art Unit 2469 

Confirmation No. 4882 
Sami Vaarala, Antti Nuopponen 

Serial No. 13/685,544 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Towfighi, Afshawn M 

Date: 28 February 2017 

Dear Sirs: 

PATENT 

The Notice of Allowance dated 15 December 2016 states that an 
issue fee of $960 has previously been paid, and that a fee of 
$960 is due. The applicant of the above-captioned patent 
application has already paid the issue fee of $960 on 6 January 
2014 in response to the Notice of Allowance dated 21 October 
2013. PTO sent out the first Notice of Allowance by mistake 
because it was sent out although the Inventors' Declaration was 
never received by PTO. Please see the Corrected Notice of 
Allowance dated 1 April 2014. Applicant was unaware of this 
discrepancy and paid the issue fee of $960 on 6 January 2014. 
Because PTO never received the declaration, the application went 
abandoned and was later revived. Applicant respectfully requests 
that the earlier payment should be applied to the Notice of 
Allowance dated 15 December 2016. 

In the event our request to apply the previously paid fee is 
denied, the Co~~issioner is hereby authorized to charge the fee 
of $960 as well as any additional fees which may be required in 
connection with the issuance of a patent or credit over-payment 
to Account No. 06-0243. 

FASTH LA1fJ OFFICES 
1206 Stanridge Drive 

Respectfully submitted, 
FASTH LA1fJ OFFICES 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 

Raleigh, North Carolina 27613-7063 USA 
Tel: +1-910-687-0001 
Fax: +1-919-882-1265 
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1~.0. Box 1450 
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Corrected 
Notice of Allowability 

Application No. 
13/685,544 

Applicant(s) 
VAARALA ET AL. 

Examiner 
AFSHAWN TOWFIGHI 

Art Unit 
2469 

AlA (First Inventor to File) 
Status 

No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOW ABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [8] This communication is responsive to interview 2116117. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [8] The allowed claim(s) is/are 30. 33 (renumbered 1-2). As a result of the allowed claim(s), you may be eligible to benefit from the 
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more 
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment I Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. [8] Interview Summary (PT0-413), 
Paper No./Mail Date 2116117. 

/AFSHAWN TOWFIGHI/ 
Primary Examiner, Art Unit 2469 

U.S. Patent and Trademark Off1ce 

PTOL-37 (Rev. 08-13) 
20170216 

5. [8] Examiner's Amendment/Comment 

6. [8] Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

Notice of Allowability Part of Paper No./Mail Date 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

DETAILED ACTION 

1. The present application is being examined under the pre-AlA first to invent 

provisions. 

EXAMINER'S AMENDMENT 

Page 2 

2. An examiner's amendment to the record appears below. Should the changes 

and/or additions be unacceptable to applicant, an amendment may be filed as provided 

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 

submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in an interview with Rolf 

Fasth on 2/16/17. 

The application has been amended as follows: 

In the claims filed 12/9/16, 

Claim 30, please replace the claim with 

A method for secure forwarding of a message in a secure connection via an 

intermediate computer, comprising: 

a first computer and a second computer establishing a secure connection by 

negotiating and exchanging keys with one another according to a key exchange 

protocol via the intermediate computer, 

the intermediate computer receiving a secure message having a first source 

address sent to an address of the intermediate computer, 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

Page 3 

the intermediate computer reading an unique identity from the secure message, 

the intermediate computer finding a destination address of the secure message 

by using the unique identity, and 

the intermediate computer sending the secure message in the secure connection 

to the destination address by using the address of the intermediate computer as a 

second source address. 

Please cancel claims 31 and 32. 

Allowable Subject Matter 

3. Claims 30, 33 (renumbered 1-2) (amended) are allowed. 

4. The following is an examiner's statement of reasons for allowance: 

Amended claims 30, 33 (renumbered 1-2) are allowable over prior art since the prior 

art reference(s) taken individually or in combination fails to particularly disclose, fairly 

suggests, or render obvious as argued by the applicant which examiner considers as 

persuasive as set forth above. Additional reasons for allowance can be found in the 

Notice of Alowance for parent application 10/500,930 dated 1/12/12. 

Any comments considered necessary by applicant must be submitted no later 

than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

Conclusion 

Page 4 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is 

(571 )270-7296. The examiner can normally be reached on Monday- Friday 9:00A.M. 

to 6:00P.M .. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, lan Moore can be reached on (571 )272-3085. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/AFSHAWN TOWFIGHI/ 

Primary Examiner, Art Unit 2469 
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Art Unit: 2469 
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Application No. 

13/685,544 
Applicant-Initiated Interview Summary 

Examiner 

Applicant(s) 

VAARALA ET AL. 

Art Unit 

AFSHAWN TOWFIGHI 2469 

All participants (applicant, applicant's representative, PTO personnel): 

(1) AFSHAWN TOWFIGHI. 

(2) Rolf Fasth. 

Date of Interview: 16 Februarv 2017. 

Type: ~ Telephonic 0 Video Conference 
0 Personal [copy given to: 0 applicant 

Exhibit shown or demonstration conducted: 0 Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

0 applicant's representative] 

~No. 

Issues Discussed 01 01 ~112 01 02 01 03 OOthers 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 30. 

Identification of prior art discussed: n/a. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Authorization was given to correct an antecedent basis issue. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

0 Attachment 

/AFSHAWN TOWFIGHI/ 
Primary Examiner, Art Unit 2469 

U.S. Patent and Trademark Off1ce 

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20170216 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
-Name of applicant 
-Name of examiner 
-Date of interview 
-Type of interview (telephonic, video-conference, or personal) 
-Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 

An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

-The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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EF: ss PATENT 

IN THE UNITED STATES PATENT AND TRADE~ffiRK OFFICE 

In re application of 
Art Unit 2469 

Sami Vaarala, Antti Nuopponen Confirmation No. 4882 

Serial No. 13/685,544 C:EPTIFICATE OF M_i;.ILING 

Filed: 26 November 2012 I HEREBY CEPTIFY THAT THIS PAPER AND T~-lE L<,CDMEl'-!'I'S 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 20 February 2017 

REFER._'{ED TO ~~5 BEINr; _1\TTAr::HED r)R EN,-:LOSED HERE~.IJI'I'H 

Pili.E BEING .'3TJBI,'1ITTED ELEC:TPONICAI_.LY TG THE T_TNITED 

:3TP.TES P_..i\TENT ,_ll~ND TR_._~DEJ'.i,_l\,.FK OFFICE ON 20 February 

2017. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

TRANSMITTAL LETTER 

ELECTRONIC SUBMISSION 
CO~~ISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-1450 

In connection with the issuance of a patent, enclosed for 
filing is the above-referenced application are the following: 

(X) Formal Drawings 
(X) The Co~~issioner is hereby authorized to charge any 
additional fees which may be required in connection with 
the issuance of a patent or credit over-payment to Account 
No. 06-0243. 

FASTH LAW OFFICES 
1206 Stanridge Drive 
Raleigh, NC 27613-7063 

Telephone: (910) 687-0001 
Facsimile: (919) 882-1265 
Email: rolf.fasth@fasthlaw.com 

Attorney Ref. No. 290.1078CON 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 
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Electronic Acknowledgement Receipt 

EFSID: 28401506 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Customer Number: 33369 

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 20-FEB-2017 

Filing Date: 26-NOV-2012 

TimeStamp: 09:59:07 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes}/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 
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Information: 

281476 

2 Transmittal Letter TRX.pdf no 1 
71 e8e9011d09434626e97b71 c14e0bd8c2 

54302 

Warnings: 

Information: 

Total Files Size (in bytes) 1205971 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQiications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International AQQiication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International AQQiication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Mapping Stage 1 Stage 2 
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REPLACEMENT SHEET 

Identification type Identification value 

User@Fully-Qualified- * .smith@netseal.com 
Domain-Name 
user@Fully-Qualified- *@netseal.com 
Domain-Name 
Distinguished Name "CN=Sami Vaarala, 

DC=netseal, DC=com" 
Fully-Qualified-Domain- host4.roammate.com 
Name 
Employee number and "190170 I NetSeal 
company Technologies" 
... ... 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/685,544 11126/2012 

7590 02/15/2017 
F ASTH LAW OFFICES (ROLF F ASTH) 
1206 Stanridge Drive 
Raleigh, NC 27613-7063 

FIRST NAMED INVENTOR 

Sami Vaarala 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexnndrin, Virginin 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 
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EXAMINER 

TOWFIGHI, AFSHA WN M 

ART UNIT PAPER NUMBER 

2469 

NOTIFICATION DATE DELIVERY MODE 

02/15/2017 ELECTRON1C 

Letter Withdrawing a Notice Requiring Inventor's Oath or Declaration 

The Notice Requiring Inventor's Oath or Declaration mailed on was sent in error, and is 
hereby withdrawn. The time period set forth in the Notice of Allowance and Fee(s) Due to file a reply and 
pay the required fees continues to run from the mailing date of the Notice of Allowance and Fee(s) Due. 
Any time period set forth in the Notice of Allowability continues to run from the mailing date of the 
Notice of Allowability. 

Questions relating to this Notice should be directed to the Application Assistance Unit at 571-272-4200. 

(571)-272-4200 or 1(888)-786-0101 

Patent Publication Bmnch 

Office of Data Management 
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02/15/2017 ELECTRONIC

Letter Withdrawing a Notice Requiring Inventor’s Oath or Declaration

The Notice Requiring Inventor’s Oath or Declaration mailed on was sent in error, and is
hereby withdrawn. The time period set forth in the Notice of Allowance and Fee(s) Due to file a reply and

pay the required fees continues to run from the mailing date of the Notice of Allowance and Fee(s) Due.
Any time period set forth in the Notice of Allowability continues to run from the mailing date of the

Notice of Allowability.

Questions relating to this Notice should be directed to the Application Assistance Unit at 571-272~4200.

(571)-272-4200 or 1(888)-786-0101

Patent Publication Branch

Office of Data Management
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UNITED STATES pATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/685,544 11126/2012 

33369 7 590 02110/2017 

F ASTH LAW OFFICES (ROLF FASTH) 
1206 Stanridge Drive 
Raleigh, NC 27613-7063 

FIRST NAMED INVENTOR 

Sami Vaara1a 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290.1078CON 4882 

EXAMINER 

TOWFIGHI, AFSHA WN M 

ART UNIT PAPER NUMBER 

2469 

NOTIFICATION DATE DELIVERY MODE 

02/10/2017 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

sloan.smith@ fasthlaw .com 

PTOL-90A (Rev. 04/07) 
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Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
sloan.smith@ fasthlawcom

PTOI1-90A (Rev. 04/07)
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Corrected 
Notice of Allowability 

Application No. 
13/685,544 

Applicant(s) 
VAARALA ET AL. 

Examiner 
AFSHAWN TOWFIGHI 

Art Unit 
2469 

AlA (First Inventor to File) 
Status 

No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOW ABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [8] This communication is responsive to interview dated 213117. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [8] The allowed claim(s) is/are 30. 33 (renumbered 1-2). As a result of the allowed claim(s), you may be eligible to benefit from the 
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more 
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment I Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. [8] Interview Summary (PT0-413), 
Paper No./Mail Date 213117. 

/AFSHAWN TOWFIGHI/ 
Primary Examiner, Art Unit 2469 

U.S. Patent and Trademark Off1ce 

PTOL-37 (Rev. 08-13) 
20170126 

5. [8] Examiner's Amendment/Comment 

6. [8] Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

Notice of Allowability Part of Paper No./Mail Date 

0029



Application/Control Number: 13/685,544 

Art Unit: 2469 

DETAILED ACTION 

1. The present application is being examined under the pre-AlA first to invent 

provisions. 

EXAMINER'S AMENDMENT 

Page 2 

2. An examiner's amendment to the record appears below. Should the changes 

and/or additions be unacceptable to applicant, an amendment may be filed as provided 

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 

submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in an interview with Rolf 

Fasth on 2/3/17. 

The application has been amended as follows: 

In the claims filed 12/9/16, 

Claim 30, lines 4-5, please replace "the secure connection extending between a first 

source address and a destination address via an intermediate computer," with "a first 

computer and a second computer establishing a secure connection by negotiating and 

exchanging keys with one another according to a key exchange protocol via the 

intermediate computer," 

Please cancel claims 31 and 32. 

0030



Application/Control Number: 13/685,544 

Art Unit: 2469 

Allowable Subject Matter 

3. Claims 30, 33 (renumbered 1-2) (amended) are allowed. 

4. The following is an examiner's statement of reasons for allowance: 

Page 3 

Amended claims 30, 33 (renumbered 1-2) are allowable over prior art since the prior 

art reference(s) taken individually or in combination fails to particularly disclose, fairly 

suggests, or render obvious as argued by the applicant which examiner considers as 

persuasive as set forth above. Additional reasons for allowance can be found in the 

Notice of Alowance for parent application 10/500,930 dated 1/12/12. 

Any comments considered necessary by applicant must be submitted no later 

than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is 

(571 )270-7296. The examiner can normally be reached on Monday- Friday 9:00A.M. 

to 6:00P.M .. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, lan Moore can be reached on (571 )272-3085. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

Page 4 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/AFSHAWN TOWFIGHI/ 

Primary Examiner, Art Unit 2469 
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Application No. 

Applicant-Initiated Interview Summary 
13/685,544 

Examiner 

Applicant(s) 

VAARALA ET AL. 

Art Unit 

AFSHAWN TOWFIGHI 2469 

All participants (applicant, applicant's representative, PTO personnel): 

(1) AFSHAWN TOWFIGHI. 

(2) Rolf Fasth. 

Date of Interview: 03 Februarv 2017. 

Type: ~ Telephonic 0 Video Conference 
0 Personal [copy given to: 0 applicant 

Exhibit shown or demonstration conducted: 0 Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

0 applicant's representative] 

~No. 

Issues Discussed 01 01 ~112 01 02 01 03 OOthers 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 30-32. 

Identification of prior art discussed: n/a. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Mr. Fasth contacted the examiner to authorize an antecedent basis issue with the amended claim. Examiner asked Mr. 
Fasth for clarification on the "to establish" portion on claim 30 and how claims 31-32. For claritv. authorization was given 
to remove the "to establish" phrase and explicitlv use "establishing", as well as cancel claims 31 and 32 .. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

0 Attachment 

/AFSHAWN TOWFIGHI/ 
Primary Examiner, Art Unit 2469 

U.S. Patent and Trademark Off1ce 

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20170126 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
-Name of applicant 
-Name of examiner 
-Date of interview 
-Type of interview (telephonic, video-conference, or personal) 
-Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 

An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

-The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

USPTO Automated Interview Request (AIR) 

Feb 1 2017 

This paper requesting to schedule and/or conduct an interview is appropriate because: 

This submission is requested to be accepted as an authorization for this 
interview to communicate via the internet. Recognizing that Internet 
communications are not secure, I hereby authorize the USPTO to communicate with 
the undersigned concerning scheduling of the interview via video conference, 
instant messaging, or electronic mail, and to conduct the interview in accordance 
with office practice including video conferencing. 

Name (s) : 
Rolf Fasth 

S-signature: 
/rfasth/ 

Registration Number: 
36999 

U.S. Application Number: 
13685544 

Confirmation Number: 
4882 

E-mail Address: 
rolf.fasth@fasthlaw.com 

Phone Number: 
9106870001 

Proposed Time of Interview: 
2-13-2017 5:00 PM ET 

Prefered Interview Type: 
Telephonic 

I am the applicant or applicant's representative for this application. 

I! l=hlm ~:-11~~ ~1AJ~~ADEMARK OFFICE 

PALM-SILVER 
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USPTO Automated Interview Request (AIR) 
Feb 1 2017

This paper requesting to schedule and/or conduct an interview is appropriate because:

This submission is requested to be accepted as an authorization for this
interview to communicate via the internet. Recognizing that Internet
communications are not secure, I hereby authorize the USPTO to communicate with
the undersigned concerning scheduling of the interview via video conference,
instant messaging, or electronic mail, and to conduct the interview in accordance
with office practice including video conferencing.

Name (8) :
Rolf Fasth

S—signature:
/rfasthf

Registration Number:
36999

U.S. Application Number:
13685544

Confirmation Number:
4882

 E—mail Address:

rolf.fasth@fasthlaw.com

Phone Number:
9106870001

Proposed Time of Interview:
2—13—2017 5:00 PM ET

Prefered Interview Type:
Telephonic

I am the applicant or applicant‘s representative for this application.

. UNITED STATESHHENTANDTRADEMARKOFHCE

PALM—SILVER
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/685,544 11/26/2012 

7590 01126/2017 

FASTH LAW OFFICES (ROLF FASTH) 
1206 Stanridge Drive 
Raleigh, NC 27613-7063 

FIRST NAMED INVENTOR 

Sami Vaarala 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Addr<:ss: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 223 I 3- I 450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290.1078CON 4882 

EXAMINER 

TOWFIGHI, AFSHAWN M 

ART UNIT PAPER NUMBER 

2469 

DATE MAILED: 01/26/2017 

PRIORITY ACKNOWLEDGMENT 

0 1. Receipt is acknowledged of priority papers submitted under 35 U.S.C. 119. The papers have been 
placed of record in the file. '2. Applicant's claim for priority, based on papers filed in parent Application Num her 
l\J?OOC\?0 submitted under 35 U.S.C. 119, 1s acknowleaged. 

0 3. The priority papers, submitted , after payment of the issue fee are 
0 acknowledged 

While the priority claim or certified copy filed will be placed in the file record, neither will be 
reviewed and the patent when published will not include the priority claim. 
See 37 CFR 1.55(a)(2). 

0 not acknowledged since the processing fee in 37 CFR 1.17(i) has not been received. 

0 4. For utility and plant applications filed on or after November 29, 2000, the priority claim is not 
entered because the claim was not presented within the time limit required by 37 CFR 1.55(a)(l). 
A petition to accept a delayed claim for priority under 35 U.S. C. 119(a)- (d) or (f), or 365(a) may be 
filed. See 37 CFR 1.55(c) and MPEP 201.14(a). 

~~1PDR_ 
571-272-4200 or 1-888-786-0101 
Application Assistance Unit 
Office of Data Management 

PTOL-147 (Rev. 03/08) 
Page 1 of 1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PA'I'EN'I‘S

PO. Box I450
Alexandria, Virginia 223134450WWW.uSplO.g0V

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.

 
CONFIRMATION N01

13/685,544 11/26/2012 Sami Vaarala 290.1078CON 4882

FASTH LAW OFFICES (ROLF FASTH) Townempsmwn M

1206 Stamidge Drive --Raleigh, NC 27613—7063 A“ “N” WE“ NUMBER2469

DATE MAILED: 01/26/20”

PRIORITY ACKNOWLEDGMENT

C] 1. Receipt is acknowled ed of priority papers submitted under 35 U.S.C. 119. The papers have been
placed of record in the dc.

8/2. Applicant‘s claim for riority, based on agers filed in parent Application Number
0 0090 su mitted under 35 C. 119, is acknowledged.

C] 3. The priority papers, submitted , after payment of the issue fee are

C] acknowledged

While the priority claim or certified cop filed will be laced in the file record, neither will be
reviewed and the patent when publishe will not inclu e the priority claim.
See 37 CFR 1.55(a)(2).

Cl not acknowledged since the processing fee in 37 CFR 1.17(i) has not been received.

U 4. For utility and lant applications filed on or after November 29, 2000, the priority claim is notentered because t e claim was not presented within the time limit required b 37 C R 1.55(a)(1).
A petition to accept a delayed claim for priori under 35 U.S.C. 119(3) - (d3, or (f), or 365(a) may be
filed. See 37 CFR 1.55(c) and MPEP 201.1443.

%m,<£7m
571-272-4200 or 1-888-786-0101

Application Assistance Unit
Office of Data Management

Page 1 of 1
PTOL'147 (Rev. 03/08)
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UNITED STATES pATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/685,544 11126/2012 

33369 7 590 01/20/2017 

F ASTH LAW OFFICES (ROLF FASTH) 
1206 Stanridge Drive 
Raleigh, NC 27613-7063 

FIRST NAMED INVENTOR 

Sami Vaara1a 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290.1078CON 4882 

EXAMINER 

TOWFIGHI, AFSHA WN M 

ART UNIT PAPER NUMBER 

2469 

NOTIFICATION DATE DELIVERY MODE 

01120/2017 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

sloan.smith@ fasthlaw .com 

PTOL-90A (Rev. 04/07) 
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United States Patent and Trademark Office
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PO Box 1450
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APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
 

13/685,544 11/26/2012 Sami Vaarala 290.107 8CON 4882

FASTH LAW OFFICES (ROLF FASTH)

1206 Stanridge Drive TOWFIGHL AFS HAWN M
Raleigh, NC 27613-7063
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2459

01/20/2017 ELECTRONIC
 

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
sloan.smith@ fasthlawcom

PTOI1-90A (Rev. 04/07)

0037



Corrected 
Notice of Allowability 

Application No. 
13/685,544 

Applicant(s) 
VAARALA ET AL. 

Examiner 
AFSHAWN TOWFIGHI 

Art Unit 
2469 

AlA (First Inventor to File) 
Status 

No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOW ABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [8] This communication is responsive to claims filed 1219/16. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [8] The allowed claim(s) is/are 30-33 (renumbered 1-4). As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information, 
please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment I Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PT0-413), 
Paper No./Mail Date __ . 

/AFSHAWN TOWFIGHI/ 
Primary Examiner, Art Unit 2469 

U.S. Patent and Trademark Off1ce 

PTOL-37 (Rev. 08·13) 
20170117 

5. [8] Examiner's Amendment/Comment 

6. [8] Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

Notice of Allowability Part of Paper No./Mail Date 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

DETAILED ACTION 

1. The present application is being examined under the pre-AlA first to invent 

provisions. 

EXAMINER'S AMENDMENT 

Page 2 

2. An examiner's amendment to the record appears below. Should the changes 

and/or additions be unacceptable to applicant, an amendment may be filed as provided 

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 

submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 

with Rolf Fasth on 1 0/8/13. 

The application has been amended as follows: 

Lines 4-5 of claim 30 should be replaced with "the first computer and the second 

computer negotiating and exchanging keys with one another according to a key 

exchange protocol to establish the secure connection between the first computer and 

the second computer via the intermediate computer, 

the secure connection having a source address of the first computer as a first end point 

and a destination address of the second computer as a second end point of the secure 

connection,". 

Allowable Subject Matter 

3. Claims 30-33 (renumbered 1-4) (amended) are allowed. 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

4. The following is an examiner's statement of reasons for allowance: 

Page 3 

Amended claims 30-33 (renumbered 1-4) are allowable over prior art since the prior 

art reference(s) taken individually or in combination fails to particularly disclose, fairly 

suggests, or render obvious as argued by the applicant which examiner considers as 

persuasive as set forth above. Additional reasons for allowance can be found in the 

Notice of Alowance for parent application 10/500,930 dated 1/12/12. 

Any comments considered necessary by applicant must be submitted no later 

than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is 

(571 )270-7296. The examiner can normally be reached on Monday- Friday 9:00A.M. 

to 6:00P.M .. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, lan Moore can be reached on (571 )272-3085. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 

0040



Application/Control Number: 13/685,544 

Art Unit: 2469 

Page 4 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/AFSHAWN TOWFIGHI/ 

Primary Examiner, Art Unit 2469 
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EF: ss PATENT 

IN THE UNITED STATES PATENT AND TRADE~ffiRK OFFICE 

In re application of 

Sami Vaarala, Antti Nuopponen 

Serial No. 13/685,544 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 28 December 2016 

Art Unit 2469 
Confirmation No. 4882 

C:EPTIFICATE OF M_i;.ILING 

I HEREBY CEPTIFY THAT THIS PAPER AND T~-lE L<,CDMEl'-!'I'S 

REFER._'{ED TO ~~5 BEINr; _1\TTAr::HED r)R EN,-:LOSED HERE~.IJI'I'H 

Pili.E BEING .'3TJBI,'1ITTED ELEC:TPONICAI_.LY TG THE T_TNITED 

:3TP.TES P_..i\TENT ,_ll~ND TR_._~DEJ'.i,_l\,.FK OFFICE ON 28 December 

2016. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

TRANSMITTAL LETTER 

ELECTRONIC SUBMISSION 
CON1'·1ISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-1450 

In connection with the issuance of a patent, enclosed for 
filing is the above-referenced application are the following: 

(X) Inventors' oath or declaration 
(X) The fee has already been deducted from Account No. 06-0243. 
(X) The Co~~issioner is hereby authorized to charge any 
additional fees which may be required in connection with 
the issuance of a patent or credit over-payment to Account 
No. 06-0243. 

FASTH LAW OFFICES 
1206 Stanridge Drive 
Raleigh, NC 27613-7063 

Telephone: (910) 687-0001 
Facsimile: (919) 882-1265 
Email: rolf.fasth@fasthlaw.com 

Attorney Ref. No. 290.1078CON 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 
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COMBINED DECLARATION AND POWER OF ATTORNEY 
FOR PATENT APPLICATION 

As a below named 1nvt~ntor; I hereby declare that: 

The below-identified appllcatton was made or was authorized to be 
made by me. I believe 1 am the on .. ginal and first inventor or an 
or.lg.1naJ. joint and fi.rst inveotm of the subject matter which is 
claimed and for which a patent is sought on the invention entitled 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION, the specification of which is attached hereto .. 

I hereby state that I have reviewed and understand the contents of 
the above-identified specificat1on, including the claims, as 
amended by any amendment referred to above. 

The undersigned hereby authorizes Rolf Fasth, the u.s. attorney 
named herein 1 to accept and follow instructions from Boco IP Oy Ab 
as to any action to be taken in the Patent and Trademark Office 
regan:Li.ng thJs appLtcM:'H)n ~ .. Jthout d1rect communication between 
Ro1 f Fasth and tlw under- si.gned, In the event of a change in the 
persons from whom instructions may be taken, Rolf Fasth w1ll be so 
notified by the unders1gned. 

As a named inventor, r hereby appoint Rolf Fasth, Registration 
No. 36,999, to prosecute this application, to file a corresponding 
internationa1 application, and to transact all business in the 
Patent and Trademark Office connected therewith. 

Address all telephone caUs to Rolf Fasth at telephone 
number (918) 687-0801; fax number (910) 295·2152. 

Address all correspondence to: 
CUSfot\\tr' r/o. 33J(QCJ 
( fA$.fh LAw offie-,¢ s) 

26 Pine·rest Plaza, Suite 2 
Southern Mines, NC 28387-4301 

1 hereby declare and acknowledge that all statements made 
herein of my own knm<~ledge are tn.H~ and that all statements made 
on information and belief are believed to be true; and further 
that these statements were made with the knowledge that willful 
false statements and the like so made are punishable by fine or 
imprisonment, or both, tmcltH section 1001 <rf Tltle 18 of the 
uniteo stares code and that such willful false statements may 
jeopardize the vaJ.id.tty of the applicat1on or any patent issued 

OECLAAAT!ON - PAGE. l 0~ :t<') 
~,~.. >~ 
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Legal name of first joint inventor: Samtv_~arala 
.... - -·· -· 

-~-- ,/ 

Inventor~s signature 

Resldence: Helslnki, Finland 

Citizenship: Finland 
L t::- ~-··: .:"} ~ ~- . --~ ~\ ._;: ~t·),J ~): i1· .T .. -\ __ ; 

Post Office address; ··N.eljas:···tin:j.·a~~2-2:A 
·r ,··~~h i.j 

l 

(. · -:~·:: (. c· ,: . ~:· \ ~\>·( . r· I i\) L ... .-1·:-<.~.- /} 

fi,'i'f<f:.:..·US.i!l$::::Helsi<nki, ~ i nJ..~,--

Legal name of second joint inventor: Antti Nuopponen 

Inventor's signature 
... .:/;/>; .. -( .. -;~:'~~--·····----'" ...... _ .... 

_:: .<~:· :.-~ ... \. ~::.... ............... ...., ............... ~------~ 

Date ".~:t:p:"""_L_;~::"""""""""""""""", 2014 

Residence: Espoo, Finland 

Citizenship: Finland 

! Post Office address: Kaksoiskiventie 7 ··9 A1 

I FIN·02760 Espoo, Finland 

0045

W 85133733 393-1W858M

Legal name of first gain: ingenter; Sam; ygarala

8a 1: e N““:;ZKL.:N SLLNMN: '. Lgmmwwufimw- r

Realaence: fieisxnki, Finland

Citizanghip: ginland 
iagal name of secand joint inventer: Anti: Nuewpenen

 3
{late H

Inventar‘s aignature

Resifience: Espoo, Finland

Citizemship: Finland

gFGSE foice address: Kaksaiskiventie ?«9 A1
Ei
2 FIN~®2?6G E5309, Finland

flECLARATIGN « PAGE 3 afigg-fi;.r‘

 

0045



Electronic Acknowledgement Receipt 

EFSID: 27912720 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 
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METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

ROLF FASTH 

FASTH LAW OFFICES 
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-
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Number Message Digest Part /.zip (ifappl.) 

227445 

1 Miscellaneous Incoming Letter TRX.pdf no 1 
e 72c3dc3ba40e79770b 11 dbde657357dde 

OcebeS 

Warnings: 

Information: 

538692 

2 Oath or Declaration filed DECL.pdf no 3 
140307946Se884c9ff4 75 d aff96cdb264d 34 

6fca 

Warnings: 

Information: 

Total Files Size (in bytes) 766137 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

0047



UNITED STATES pATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/685,544 11126/2012 

7590 12/23/2016 

ROLFFASTH 
F ASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

FIRST NAMED INVENTOR 
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Application No. 
13/685,544 

Applicant(s) 
VAARALA ET AL. 

Notice of Allowability Examiner 
AFSHAWN TOWFIGHI 

Art Unit 
2469 

AlA (First Inventor to File) 
Status 

No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOW ABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [8] This communication is responsive to claims filed 1219/16. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [8] The allowed claim(s) is/are 30-33(renumbered 1-4). As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information, 
please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment I Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. [8] Notice of References Cited (PT0-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PT0-413), 
Paper No./Mail Date __ . 

/AFSHAWN TOWFIGHI/ 
Primary Examiner, Art Unit 2469 

U.S. Patent and Trademark Off1ce 

PTOL-37 (Rev. 08·13) 
20161220 

5. [8] Examiner's Amendment/Comment 

6. D Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

Notice of Allowability Part of Paper No./Mail Date 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

DETAILED ACTION 

Page 2 

1. This Corrected Notice of Allowance is being sent to add pertinent prior art to the 

record and clarify the current status of the claims as amended by the examiner and the 

applicant on 12/9/16. 

EXAMINER'S COMMENT 

2. Claims filed 12/9/16 under Rule 312 are OK to ENTER and include prior 

examiner amendments to the claims. 

Allowable Subject Matter 

3. Claims 30-33 (renumbered 1-4) (amended) are allowed. 

4. The following is an examiner's statement of reasons for allowance: 

Amended claims 30-33 (renumbered 1-4) are allowable over prior art since the prior 

art reference(s) taken individually or in combination fails to particularly disclose, fairly 

suggests, or render obvious as argued by the applicant which examiner considers as 

persuasive as set forth above. Additional reasons for allowance can be found in the 

Notice of Alowance for parent application 10/500,930 dated 1/12/12. 

Any comments considered necessary by applicant must be submitted no later 

than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

Conclusion 

Page 3 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is 

(571 )270-7296. The examiner can normally be reached on Monday- Friday 9:00A.M. 

to 6:00P.M .. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, lan Moore can be reached on (571 )272-3085. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/AFSHAWN TOWFIGHI/ 

Primary Examiner, Art Unit 2469 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

Page 4 

0052



Application/Control No. Applicant(s)/Patent Under 
Reexamination 

13/685,544 VAARALA ET AL. 
Notice of References Cited 

Examiner Art Unit 

AFSHAWN TOWFIGHI 2469 
Page 1 of 1 

U.S. PATENT DOCUMENTS 

* 
Document Number Date 

Name CPC Classification US Classification Country Code-Number-Kind Code MM-YYYY 

* A US-6,732,269 81 05-2004 8askey; Michael Edward H04L63/166 713/153 

* B US-6,718,388 81 04-2004 Yarborough; William Jordan H04L63/0227 709/217 

* c US-6,957,346 81 10-2005 Kivinen; Tero H04L 12/4633 713/153 

* D US-6,795,917 81 09-2004 Ylonen; Tatu H04L29/06 713/160 

* E US-7,055,027 81 05-2006 Gunter; David H04L63/30 709/223 

* F US-2002/0091921 A 1 07-2002 Kunzinger, Charles A. H04L63/0428 713/153 

* G US-2002/0004900 A 1 01-2002 PATEL, 8AIJU V. G06Q30/02 713/155 

* H US-2001/0047487 A1 11-2001 Linnakangas, Tommi H04L63/0428 726/12 

* I US-6,985,953 81 01-2006 Sandhu; Ravi G06F17/3089 709/225 

J US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Country Name CPC Classification 

N 

0 

p 

Q 

R 

s 
T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u 

v 

w 

X 

*A copy of th1s reference 1s not be1ng furnished w1th th1s Off1ce act1on. (See MPEP § 707.05(a).) 
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 

PT0-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20161220 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

13/685,544 11/26/2012 

ROLF FASTH 
FASTH LAW OFFICES 

Ul\TfED STI\TES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adill"'· COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Sami Vaarala 290.1078CON 
CONFIRMATION NO. 4882 

PUB REQUEST ACCEPTANCE 
LETTER 

26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 IIIIIIIIIIIIIIIIIIIIIIII]~!I]~~~~~~~~UU1~~1Ul111111111111111111111111 

Date Mailed: 12/21 /20 16 

NOTICE OF ACCEPTANCE OF PUBLICATION REQUEST 

The request for voluntary publication, amended publication, early publication, redacted publication, republication, 
corrected publication or revised publication has been received for this application. The request, including payment 
of any necessary fee(s), is in compliance with 37 CFR 1.215, 1.217, 1.219 or 1.221. 

The projected publication date is 03/30/2017. 

/dterry/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

page 1 of 1 

0054

UNITED STATES DEPARTMENT OF COMMERCE
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Alexandria, Virginia 2231371450wwwnsgtogov

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE
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CONFIRMATION NO. 4882
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Date Mailed: 12/21/2016

NOTICE OF ACCEPTANCE OF PUBLICATION REQUEST

The request for voluntary publication, amended publication, early publication, redacted publication, republication,
corrected publication or revised publication has been received for this application. The request, including payment

of any necessary fee(s), is in compliance with 37 CFR 1.215, 1.217, 1.219 or 1.221.

The projected publication date is 03/30/2017.

Questions about the contents of this notice and the

requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/dterry/
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PTO/AIA/122 (08-12) 
Approved for use through 01/3112018. OMS 0651-0035 

U.S Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995 no persons are reauired to respond to a collection of information unless it displays a vaiid OMS control number - ' •. 

CHANGE OF Application Number 13685544 

CORRESPONDENCE ADDRESS Filing Date 26 November 2012 

Application 
First Named Inventor Sami Vaarala, Antti Nuopponen 

Art Unit 2469 
Address to: 
Commissioner for Patents 

Examiner Name Towfighi, Afshawn M 
P.O. Box 1450 

Alexandria, VA 22313-1450 
Attorney Docket Number 290.1 078CON 

Please change the Correspondence Address for the above-identified patent application to: 

~ The address associated with 

133369 I 
Customer Number: 

OR 

D Firm or 
Individual Name 

Address 

City I State I Zip 

Country 

Telephone I Email 

This form cannot be used to change the data associated with a Customer Number. To change the 
data associated with an existing Customer Number use "Request for Customer Number Data Change" (PTO/SB/124). 

I am the: 

D Applicant 

- Attorney or agent of record. Registration Number 36999 

D Registered practitioner named in the application transmittal papers who acts in a representative capacity 
under 37 CFR 1.34. See 37 CFR 1.33(a)(1 ). Registration Number 

Signature /rfasth/ 
Typed or Printed R IfF th 
Name 0 88 

Date 21 December 2016 I Telephone (91 0)687 -0001 
NOTE: This form must be signed in accordnace with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. 
Submit multiple forms if more than one signature ;s requ;red, see below*. 

I D *Total of 1 forms are submitted. 

This coilection of information is required by 37 CFR 1.33. The infom1ation is required to obtain or retain a benefit by the public which is to flie (and by the USPTO 
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This col!ection is estimated to take 3 minutes to complete, 
including gathering, preparing, and subm;tting the completed application form to the USPTO. Time w;ll vary depending upon the individual case. Any comments on 
the amount of time you require to complete this form andior suggestions for reducing this burden. should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form. call 1-800-PT0-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579} requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the 
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 
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PTO/SB/92 (07-16) 
Approved for use through 07/31/2016. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

Certificate of Mailing or Transmission under 37 CFR 1.8 

I hereby certify that this correspondence is being: 

1. D Deposited with the United States Postal Service with sufficient postage as first class mail in an envelope addressed to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

on __________________ __ 

Date 

2. D Facsimile transmitted to the United States Patent and Trademark Office, or 

OR 

3. 0 EFS-Web transmitted to the USPTO. 

/rfasth/ 21 December 2016 
Signature Date 

Rolf Fasth 910-687-0001 
Typed or printed name Telephone number 

Note: Each paper must have its own certificate of mailing or transmission, or this certificate must identify each submitted paper: 

Change of Correspondence Address 

for USSN 13/685,544 (1 page) 

This collection of information is required by 37 CFR 1.8. The information is required to obtain or retain a benefit by the public, which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 .11 and 1.14. This collection is estimated to take 1 .8 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on 
the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

if you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of 
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) 
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or abandonment of the 
application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from 
the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority of 
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record 
was filed in an application which became abandoned or in which the proceedings were terminated and which 
application is referenced by either a published application, an application open to public inspection or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 27857244 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

ROLF FASTH 

FASTH LAW OFFICES 

26 PINECREST PLAZA, SUITE 2 

Correspondence Address: -

SOUTHERN PINES NC 28387-4301 

us -

-

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 21-DEC-2016 

Filing Date: 26-NOV-2012 

TimeStamp: 08:24:18 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 
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Document 
Document Description File Name 

File Size( Bytes}/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

918849 

1 Miscellaneous Incoming Letter CHANGE_CORR.pdf no 2 
4e 7 df590c5 b06c6d 25 2f0a01 78908a34ee 5 

6c94 

Warnings: 

Information: 

431455 

2 Transmittal Letter sb0092.pdf no 2 
3534e177edde8c4053396be338f2c8226c0 

d16fe 

Warnings: 

Information: 

Total Files Size (in bytes) 1350304 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES pATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/685,544 11126/2012 

7590 12116/2016 

ROLFFASTH 
F ASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

FIRST NAMED INVENTOR 

Sami Vaara1a 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290.1078CON 4882 

EXAMINER 

TOWFIGHI, AFSHA WN M 

ART UNIT PAPER NUMBER 

2469 

MAIL DATE DELIVERY MODE 

12/16/2016 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

PTOL-90A (Rev. 04/07) 

0061

UNITED STATES DEPARTMENT OF COVIVIERCE
United States Patent and Trademark Office
Address: COIVLVIISSIONER FOR PATENTS

P.O Box 1450
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APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
 

13/685,544 11/26/2012 Sami Vaaraia 290.1078CON 4882

ROLF FASTH
1:ASTH LAW OFFICES TOWFIGHI, AFS HAWN M

26 PINECREST PLAZA, SUITE 2
SOUTHERN PINESNC 28387-4301

2459

MAIL DATE DELIVERY MODE

12/16/2016 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. 

13/685,544 
Applicant-Initiated Interview Summary 

Examiner 

Applicant(s) 

VAARALA ET AL. 

Art Unit 

AFSHAWN TOWFIGHI 2469 

All participants (applicant, applicant's representative, PTO personnel): 

(1) AFSHAWN TOWFIGHI. 

(2) Sloan Smith. 

Date of Interview: 09 December 2016. 

Type: ~ Telephonic 0 Video Conference 
0 Personal [copy given to: 0 applicant 

Exhibit shown or demonstration conducted: 0 Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

0 applicant's representative] 

~No. 

Issues Discussed 01 01 0112 01 02 01 03 ~Others 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: n/a. 

Identification of prior art discussed: n/a. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Examiner and applicant's representative discussed the status of petitions. Examiner confirmed that the Petition for 
unintentional delaved claim prioritv had been granted. Applicant's representative asked about correcting tvpographical 
errors in the claim language. Examiner suggested filing an ammendment with the corrections under rule 312. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

0 Attachment 

/AFSHAWN TOWFIGHI/ 
Primary Examiner, Art Unit 2469 

U.S. Patent and Trademark Off1ce 

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20161209 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
-Name of applicant 
-Name of examiner 
-Date of interview 
-Type of interview (telephonic, video-conference, or personal) 
-Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 

An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

-The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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UNITED STATES pATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/685,544 11/26/2012 

7590 12/16/2016 

ROLF FASTH 
FASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

FIRST NAMED rNVENTOR 

Sami Vaarala 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.usplo.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290.1078CON 4882 

EXAMrNER 

TOWFIGHI, AFSHA WN M 

ART UNIT PAPER NUMBER 

2469 

MAIL DATE DELIVERY MODE 

12/16/2016 PAPER 

NOTICE REQUIRING INVENTOR'S OATH OR DECLARATION 

~n inventor's oath or declaration in compliance with 37 CFR 1.63 or substitute statement in compliance with 37 CFR 1.64 
executed by or with respect to each inventor has not yet been submitted. 

The inventor's oath or declaration or substitute statement dated is defective. The inventor's oath or declaration 
does not comply with 37 CFR 1.63 or the substitute statement does not comply with 37 CFR 1.64 because it: 

0 does not include a statement that the person executing the oath or declaration or substitute statement believes the named 
inventor or joint inventor to be the original inventor or an original joint inventor of a claimed invention in the application for 
which the oath or declaration is being submitted. 

0 does not state that the application was made or was authorized to be made by the person executing the oath or declaration or 
substitute statement. 

0 does not acknowledge that any willful false statement made in such oath or declaration or substitute statement is punishable 
under section I 001 of title 18 by fine or imprisonment of not more than 5 years, or both. 

0 does not identify the person executing the oath or declaration or substitute statement by his or her legal name. 

0 does not identify the application to which the oath or declaration or substitute statement is directed. 

0 Other:--------------------------------

The substitute statement dated--------- not comply with 37 CFR 1.64 because it: 

0 does not identify the inventor with respect to whom the statement applies. 

0 does not identify the relationship to the non-signing inventor. 

0 does not identify the circumstances permitting execution of the statement. 

0 was signed by someone other than the applicant. 

0 Other:--------------------------------

An oath or declaration in compliance with 37 CFR 1.63, or a substitute statement in compliance with 37 CFR 1.64, executed 
by or with respect to each inventor MUST be filed no later than the date on which the issue fee is paid. See 35 U.S.C. 
115(t). Failure to timely comply will result in ABANDONMENT of this application. This period for reply is not extendable 
under 37 CFR 1.136(a). 

Questions relating to this Notice should be directed to the Application Assistance Unit at 571-272-4200. 

(571)-272-4200 or 1(888)-786-0101 

Patent Publication Branch 

Office ofData Management 
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f N 5 UNITED STATES PATENT AND TRADEMARK OFFICE
‘ 9 UNITED STATES DEPARTMENT OF COMMERCE

United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSPO. Box 1450

Alexandria, Virginia 22313-1450www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/685,544 1l/26/2012 Sami Vaarala 290.1078CON 4882

7590 12/16/2016

ROLF FASTH TOWFIGHI. AFSHAWN M
FASTH LAW OFFICES

26 pmacmast PLAZA, sum: 2
SOUTHERN PINES, NC 28387-4301 2469

12/ l 6/2016 PAPER

NOTICE REQUIRING INVENTOR’S OATH OR DECLARATION

12411 inventor’s oath or declaration in compliance with 37 CFR 1.63 or substitute statement in compliance with 37 CFR 1.64
executed by or with respect to each inventor has not yet been submitted.

The inventor’s oath or declaration or substitute statement dated is defective. The inventor’s oath or declaration

does not comply with 37 CFR 1.63 or the substitute statement does not comply with 37 CFR 1.64 because it:

C! does not include a statement that the person executing the oath or declaration or substitute statement believes the named
inventor or joint inventor to be the original inventor or an original joint inventor of a claimed invention in the application for
which the oath or declaration is being submitted.

1:1 does not state that the application was made or was authorized to be made by the person executing the oath or declaration or
substitute statement.

Cl does not acknowledge that any willful false statement made in such oath or declaration or substitute statement is punishable
under section 1001 of title 18 by fine or imprisonment of not more than 5 years, or both.

C] does not identify the person executing the oath or declaration or substitute statement by his or her legal name.

C] does not identify the application to which the oath or declaration or substitute statement is directed

C] Other:

The substitute statement dated does not comply with 37 CFR 1.64 because it:

El does not identify the inventor with respect to whom the statement applies.

13 does not identify the relationship to the non-signing inventor.

C] does not identify the circumstances permitting execution of the statement.

C] was signed by someone other than the applicant.

C] Other:

An oath or declaration in compliance with 37 CFR 1.63, or a substitute statement in compliance with 37 CFR 1.64, executed
by or with respect to each inventor MUST be filed no later than the date on which the issue fee is paid. See 35 U.S.C.
115(f). Failure to timely comply will result in ABANDONMENT of this application. This period for reply is not extendable
under 37 CFR 1.136(a).

Questions relating to this Notice should be directed to the Application Assistance Unit at 571-272-4200.

(571)-272-4200 or 1(888)-786-0101
Patent Publication Branch

Office of Data Management
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UNITED STA 1ES p A 1ENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

7590 12115/2016 

ROLFFASTH 
FASTH LAW OFFICES 
26 PINECREST PLAZA, SUI1E 2 
SOUTHERN PINES, NC 28387-4301 

APPLICATION NO. FILING DATE 

13/685,544 11126/2012 

FIRST NAMED INVENTOR 

Sami V aara1a 

EXAMINER 

TOWFIGHI, AFSHAWN M 

ART UNIT PAPER NUMBER 

2469 

DATE MAILED: 12/15/2016 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290,1078CON 4882 

TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisiona1 UNDISCOUNTED $960 $0 $960 $960 03/15/2017 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

L Review the ENTITY STATUS shown above, If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies, 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above, 

If the ENTITY STATUS is changed from that shown above, on PART B- FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)", 

For purposes of this notice, small entity fees are 112 the amount of undiscounted fees, and micro entity fees are 112 the amount of small entity 
fees, 

IL PART B- FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required), If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted, If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B, 

IlL All communications regarding this application must give the application number, Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary, 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 
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LNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P 0 Box I450
Alexandria, Virginia 223 13- 1450
www.uspto.gov

 
NOTICE OF ALLOWANCE AND FEE(S) DUE

ROLF FASTH TOWFIGHI, AFSHAWN M
FASTH LAW OFFICES

26 PINECREST PLAZA, SUITE 2

SOUTHERN PINHS, NC 28387-4301 2469

DATE MAILED: 12/15/201 6

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/685,544 11/26/2012 Sarni Vaarala 290.1078CON 4882
TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

 
  

APPLE. TYPE EN l‘l’l Y STATUS ISSUE r'EE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

$0nonprovisional IfNDISCOI INTED $960 $960 $960 03/15/2017

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS

PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are l/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fcc(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing an applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee‘s responsibility to ensure timely payment of maintenance fees when due.
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PART B- FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks l through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block l, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

7590 

ROLFFASTH 
FASTH LAW OFFICES 

12115/2016 

26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

APPLICATION NO. FILING DATE 

13/685,544 ll/26/2012 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Sami V aarala 290.1078CON 4882 

TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $960 

EXAMINER ART UNIT 

TOWFIGHI, AFSHA WN M 2469 

l. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address (or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0 $960 

CLASS-SUBCLASS 

713-171000 

2. For printing on the patent front page, list 

( l) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$960 03/15/2017 

2 ________________________ _ 

3 ________________________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual 0 Corporation or other private group entity 0 Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order- #of Copies _________ __ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PT0-2038 is attached. 

0 The director is hereby authorized to charge the required fee( s ), any deficiency, or credits any 
overpayment, to Deposit Account Number (enclose an extra copy of this form). 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/l5A and l5B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ Date ____________________ _ 

Typed or printed name ______________________ __ Registration No. ________________ _ 
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UNITED STA 1ES p A 1ENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/685,544 11126/2012 

7590 12115/2016 

ROLFFASTH 
FASTH LAW OFFICES 
26 PINECREST PLAZA, SUI1E 2 
SOUTHERN PINES, NC 28387-4301 

FIRST NAMED INVENTOR 

Sami V aara1a 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290.1078CON 4882 

EXAMINER 

TOWFIGHI, AFSHAWN M 

ART UNIT PAPER NUMBER 

2469 

DATE MAILED: 12/15/2016 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section 1(h)(2) of the AlA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the 
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See 
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer 
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to 
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant 
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the 
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term 
adjustment) should follow the process outlined in 37 CPR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0 101 or (571 )-272-4200. 
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P 0 Box 1450
Alexandria, Virginia 223 13- 1450
www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
 

13/685,544 11/26/2012 Sarni Vaarala 290.1078CON 4882

-
7390 12/15/2016

ROLF FASTH TOWFIGHI, AFSHAWN M
FASTH LAW OFFICES

26 PINECREST PLAZA, SUITE 2

SOUTHERN PINHS, NC 28387-4301 2469

DATE MAILED: 12/15/2016

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the

requirement that the Office provide a patent term adjustment determination with the notice of allowance. See

Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer

providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to

provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant

approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the

patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term

adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be

directed to the Customer Service Center of the Office of Patent Publication at l-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and 
Budget approval before requesting most types of information from the public. When OMB approves an agency 
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration 
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the 
agency to inform the public about the OMB Control Number's legal significance in accordance with 5 CFR 
1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary 
depending upon the individual case. Any comments on the amount of time you require to complete this form 
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to 
respond to a collection of information unless it displays a valid OMB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination of 
proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is required 
by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority 
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations 
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. 
Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication 
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
and which application is referenced by either a published application, an application open to public 
inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Application No. 
13/685,544 

Applicant(s) 
VAARALA ET AL. 

Notice of Allowability Examiner 
AFSHAWN TOWFIGHI 

Art Unit 
2469 

AlA (First Inventor to File) 
Status 

No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOW ABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [8] This communication is responsive to claims filed 11126112. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [8] The allowed claim(s) is/are 30-33 (renumbered 1-4). As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information, 
please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment I Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PT0-413), 
Paper No./Mail Date __ . 

/AFSHAWN TOWFIGHI/ 
Primary Examiner, Art Unit 2469 

U.S. Patent and Trademark Off1ce 

PTOL-37 (Rev. 08·13) 
20161206 

5. [8] Examiner's Amendment/Comment 

6. [8] Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

Notice of Allowability Part of Paper No./Mail Date 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

DETAILED ACTION 

1. The present application is being examined under the pre-AlA first to invent 

provisions. 

EXAMINER'S AMENDMENT 

Page 2 

2. An examiner's amendment to the record appears below. Should the changes 

and/or additions be unacceptable to applicant, an amendment may be filed as provided 

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 

submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 

with Rolf Fasth on 1 0/8/13. 

The application has been amended as follows: 

Lines 3-5 of claim 1 should be replaced with "the first computer and the second 

computer negotiating and exchanging keys with one another according to a key 

exchange protocol to establish the secure connection between the first computer and 

the second computer via the intermediate computer, 

the secure connection having a source address of the first computer as a first end point 

and a destination address of the second computer as a second end point of the secure 

connection,". 

Allowable Subject Matter 

3. Claims 30-33 (renumbered 1-4) (amended) are allowed. 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

4. The following is an examiner's statement of reasons for allowance: 

Page 3 

Amended claims 30-33 (renumbered 1-4) are allowable over prior art since the prior 

art reference(s) taken individually or in combination fails to particularly disclose, fairly 

suggests, or render obvious as argued by the applicant which examiner considers as 

persuasive as set forth above. Additional reasons for allowance can be found in the 

Notice of Alowance for parent application 10/500,930 dated 1/12/12. 

Any comments considered necessary by applicant must be submitted no later 

than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is 

(571 )270-7296. The examiner can normally be reached on Monday- Friday 9:00A.M. 

to 6:00P.M .. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, lan Moore can be reached on (571 )272-3085. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

Page 4 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 
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IN THE UNITED STATES PATENT AND TRADEl'1ARK OFFICE 

In re application of Art Unit 2469 

5 Sami Vaarala and Antti Nuopponen 

10 

15 

20 

Serial No. 13/685,544 

Filed_: 26 November 2012 

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 9 December 2016 

Attorney Docket No. 290.1078CON 

AMENDMENT AFTER FINAL (37 CFR 1.312) 

Commissioner for Patents 
25 P.O. Box 1450 

Alexandria, VA 22313-1450 

Please amend the above-identified patent application 

as follows: 
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RF ATTOFNEY REF. NO. 290.1078CON 12/9/16 

In the claims: 

5 Please amend the claims as follows: 

1-29. (Canceled) 

- 2 -

-3-8--.- 1. (Currently amended) h A method for secure forwarding 

of a message in a secure connection via an imm2diate 

10 intermediate computer, comprising: 

the secure connection extending between a first source address 

and a destination address via an intermediate computer, 

the intermediate computer receiving a secure message having 

the first source address sent to an address of the 

15 intermediate computer, 

the intermediate computer reading an unique identity from the 

secure message, 

the intermediate computer finding the destination address of 

the secure message by using the unique identity, and 

20 the intermediate computer sending the secure message in the 

secure connection to the destination address by using the 

address of the intermediate computer as a second source 

address. 

25 ~ 2. (Currently amended) The method of claim~ 1 wherein 

the method further comprises the step of establishing the 

secure connection via the intermediate computer. 
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RF ATTOFNEY REF. NO. 290.1078CON 12/'l/JE - 3 -

-3-2--.- ~(Currently amended) The method of claim -3-±- 2 wherein the 

method further comprises the step of establishing the secure 

connection with a key exchange protocol. 

5 -3-3--.- 4. (Currently amended) The method of claim -3-G- 1 wherein 

the method further comprises the step providing the secure 

message as an UDP message. 
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RF ATTOFNEY REF. NO. 290.1078CON 12/9/16 - 4 -

REMARKS 

Feconsideration of the application is respectfully 

5 requested. After a conversation with the Examiner today, it 

was recommended that this amendment after final should be 

submitted to correct the typographical error in claim 1. The 

claims have also been renumbered so that the first claim is 

claim 1 and not claim 30 etc. No new matter has been added. 

10 The Examiner is respectfully requested to enter the 

amendments. 

15 

20 

The application is submitted to be in condition for 

allowance, and such action is respectfully requested. 

Fespectfully submitted, 

FASTH LA1fJ OFFICES 

/rfasth/ 

Eolf Fasth 
Eegistration No. 36,999 

2~ ATTORNEY REFERENCE NO. 290.1078CON 

30 

35 

FASTH LA\AJ OFFICES 
1206 Stanridge Drive 
Ealeigh, NC 27613-7063 

Telephone: (910) 687-0001 
Facsimile: (919) 882-1265 
Email: rolf.fasth@fasthlaw.com 
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IN THE UNITED STATES PATENT AND TRADE~ffiRK OFFICE 

In re application of 
Art Unit 2469 

Sami Vaarala, Antti Nuopponen Confirmation No. 4882 

Serial No. 13/685,544 C:EPTIFICATE OF H_i;.TLING 

Filed: 26 November 2012 I HEREBY CEPTIFY THAT THIS PAE'ER AND T!-lE L<JCUMEl'-!TS 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 9 December 2016 

Pili.E BEING .'3TJBI,'1ITTED ELECTRONICALLY TG THE UNITSD 

:3TP.TES P_..i\TENT _._~ND TPADEJ'.i,_l\,.FK OFFICE ON 9 December 

2016. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

TRANSMITTAL LETTER 

ELECTRONIC SUBMISSION 
CON1'·1ISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-1450 

In connection with the issuance of a patent, enclosed for 
filing is the above-referenced application are the following: 

(X) Al'1ENDMENT f\,FTER FINAL (37 CFR 1.312) 
(X) The Co~~issioner is hereby authorized to charge any 
additional fees which may be required in connection with 
the issuance of a patent or credit over-payment to Account 
No. 06-0243. 

FASTH LAW OFFICES 
1206 Stanridge Drive 
Raleigh, NC 27613-7063 

Telephone: (910) 687-0001 
Facsimile: (919) 882-1265 
Email: rolf.fasth@fasthlaw.com 

Attorney Ref. No. 290.1078CON 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 
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No. 06—0243.

Respectfully submitted,

FASTH LAW OFFICES
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Registration No. 36,939
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IN THE UNITED STATES PATENT AND TRADEl'1ARK OFFICE 

In re application of Art Unit 2469 

5 Sami Vaarala and Antti Nuopponen 

10 

15 

20 

Serial No. 13/685,544 

Filed_: 26 November 2012 

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 9 December 2016 

Attorney Docket No. 290.1078CON 

AMENDMENT 

Commissioner for Patents 
25 P.O. Box 1450 

Alexandria, VA 22313-1450 

Please amend the above-identified patent application 

as follows: 
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RF ATTOFNEY REF. NO. 290.1078CON 12/9/16 

In the claims: 

5 Please amend the claims as follows: 

1-29. (Canceled) 

- 2 -

30. (Currently amended) h A method for secure forwarding of a 

message in a secure connection via an irnmediat2 intermediate 

10 computer, comprising: 

the secure connection extending between a first source address 

and a destination address via an intermediate computer, 

the intermediate computer receiving a secure message having 

the first source address sent to an address of the 

15 intermediate computer, 

the intermediate computer reading an unique identity from the 

secure message, 

the intermediate computer finding the destination address of 

the secure message by using the unique identity, and 

20 the intermediate computer sending the secure message in the 

secure connection to the destination address by using the 

address of the intermediate computer as a second source 

address. 

25 31. (Original) The method of claim 30 wherein the method 

further comprises the step of establishing the secure 

connection via the intermediate computer. 
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RF ATTOFNEY REF. NO. 290.1078CON 12/'l/JE - 3 -

32. (Original) The method of claim 31 wherein the method 

further comprises the step of establishing the secure 

connection with a key exchange protocol. 

5 33. (Original) The method of claim 30 wherein the method 

further comprises the step providing the secure message as an 

UDP message. 
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RF ATTOFNEY REF. NO. 290.1078CON 12/9/16 - 4 -

REMARKS 

Feconsideration of the application is respectfully 

5 requested. After a conversation with the Examiner today, it 

was recommended that this amendment after final should be 

submitted to correct the typographical error in claim 1. No 

new matter has been added. The Examiner is respectfully 

requested to enter the amendment. 

10 The application is submitted to be in condition for 

allowance, and such action is respectfully requested. 

Fespectfully submitted, 

15 FASTH LAW OFFICES 

/rfasth/ 

Folf Fasth 
20 Fegistration No. 36,999 

ATTORNEY REFERENCE NO. 290.1078CON 

2 5 FASTH LP~V'J C)FFI CES 

30 

1206 Stanridge Drive 
Faleigh, NC 27613-7063 

Telephone: 
Facsimile: 

(910) 687-0001 
(919) 882-1265 

Email: rolf.fasth@fasthlaw.com 
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Under the Paperwork Raduclkln Act nt t995 no pernon.~ Are roqulred to rA!4pond tn A oollecll<>n or lnfonnatlon unless It displays a valid OMS r:ontrol nurnbar 

CHANGE OF Application Number 13685544 

CORRESPONDENCE ADDRESS Filinq Date 9 December 2016 

Application First Named Inventor Sami Vaarala, Antti Nuopponen 

lvt Unit 2469 
Address to: 
Commissioner for Patents 

Examiner Name Towfighi, Afshawn M 
P.O. Box 1450 

Alexandria, VA 22313-1450 
Attorney Docket Number 290.1 078CON 

Please change the Correspondence Address for the above-identified patent application to: 

~ The address associated with 

133369 I Customer Number: 

OR 

D Firm or 
Individual Name 

Address 

City I State I Zip 

Country 

Telephone I Email 

This form cannot be used to change the data associated with a Customer Number. To change the 
data associated with an existing Customer Number use "Request for Customer Number Data Change• (PTO/SB/124). 

I am the: 

D Applicant 

[I] Attorney or agent of record. Registration Number 369!?9 

D Registered practitioner named in the application transmittal papers who acts in a representative capacity 
under 37 CFR 1.34. See 37 CFR 1.33(a)(1). Registration Number 

Signature /rfasth/ 

Typed or Printed R If F th 
Name 0 as 
oate9 December 2016 I Telephone (91 0)687 -0001 
NOTE: This fDrm must be s~.,..d In eccordMCe with 37 CFR 1.33. See 37 CFR t.4{d) for slgn.ahJ"" requlr.,mont5 end certiftcatinns. 
SubmH multiole forms If more than one signature Is reQuired see beloW". 

I D •Total of 1 forms are submitted. 

This collection of Information is required by 37 CFR 1.33. The lnto!TTl.atlon Is required to obtain or retain a benefit by the public which Is to file (end bylhe USPTO 
to process) an appHcstion. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete. 
including gathering, preparing, and submitting lhe completed applie<~tion form to the USPTO. Time wl~ vary depending upon the individual case. Any comments on 
the amount of lime you require to complete this form and/or suggestions for redudng this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Oflk-.o, U.S. Department nt Corrvnerco, P.O. Bo~ 1450, AJruandri11, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Sox 1450, Alexandria, VA 22313-1450. 

If you need assistance In completing the form, call 1-800-PT0-9199 and select option 2. 

PAGE 215 • RCVD AT 1219/2016 11:20:56 AM [Eastern Standard Time]• SVR!W·PTOFAX.()01/31 • DNIS:2738300 • CSID:19198821265 • DURATION (mm·ss):03-49 
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To: Commissioner for Patents Page 3 of 5 2016-12-09 16:20:58 (GMT) 19198821265 From: Sloan Smith 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579} requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: ( 1) the general authority for the 
collection of this infonnation is 35 U.S.C. 2(bX2); (2) furnishing of the infonnation solicited is voluntary; 
and (3) the principal purpose for which the infonnation is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not fum ish the requested infonnation, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this fonn will be subject to the following routine uses: 

1. The information on this fonn will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a}. Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court. magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c}). 

7. A record from this system of records may be disdosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further. a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed. as a routine use. to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 
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To: Commissioner for Patents Page 4 of 5 

RECEIVED 
CENTRAL FAX CENTr:~ 

2016-12-0916:20:58 (GMT) 19198821265 From: Sloan Smith 

DEC 0 9 2016 
PTO!SB/92 (07·16) 

fl{lproved for use thrOUgh 07/3'112016. OMB 0651·0031 
U.S. F'Bia1t and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Undar lhn Pnperwork RP.duction Act of 1995, n<> p<<rsons are raQulrad to rrtspond I<> a collection of intC'>n'f'.atiM un!aKS it dirolavs a valid OMS t:ontm! rn rmbfn. 

Certificate of Mailing or Transmission under 37 CFR 1.8 

I hereby certify ltlat this correspondence is being: 

1. D Deposited with the United States Postal Service with sufficient postage as first class mail in arl envelope addressed to: 

Commissioner for Patents 
P.O. Bo~ 1450 
Aie)(andrla, VA 22313-1450 

on ______ ~~--------
Date 

2. [Z] Facsimile transmitted to the United States Patent and Trademark Office, or 

OR 

3. D EFS-Web transmitteti to the USPTO. 

/rfasth/ 9 December 2016 
Date 

Rolf Fasth 91 0-687-0001 
Typed or printed name Teiapr.ona number 

Note: Each paper must have its own certificate of mailing or transmission, or this certificate must identify each submitted paper: 

Change of Correspondence Address 

for USSN 13/685,544 (1 page) 

-·----·--------------------------·--------------

1 his collection of Information Is reQUired by 37 CFR 1.8. The Information is required to obta4n or retain 11 beneftt by the public, Which Is to flle (and by the USPTO to 
proca~) an appllcalion. Confldatrtlality Is govArned by 35 U.S.C. 122 and 37 CFR 1.11 Mel 1.14. This ool•er.tion ia estln;ated to Jake 1.8 minutes to compfate, 
Including gathering, preparing. and subrnilting tho oomplotec: applbltion forrn to tha USPTO. Tim<~ will varf dopcndlng upon the Individual case. Any comments on 
tho amount of ilmo yov require to compleb this form and/or suggesUons for redudng this oorden should be sent to the Chief lnfofma,on Offioor. U.S. Piltcnt and 
Ttadamaf'l( Ottlce, U.S. Department or Commerce, P.O. Sox 1450. AJexallllrla, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commi11slonerfor Patents, P.O. Bc>x 1450, AlelUIIIdrJ&, VA 22313-1450. 

If you nud c;s5.'stam;e incompletiflf} the form, c:;JII :l..fiOO-PT0-9::.99 omlsel«t uption 2. 
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.. . . 
'To: Commissioner for Patents Page 5 of 5 2016-12-09 16:20:58 (GMT) 19198821265 From: Sloan Smith 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of 
the Act, please be advised that: (1) the general authority ror the collection of this information is 35 U.S.C. 2(b){2); (2) 
furnishing of the inrormation solicited is voluntary; and (3) the principal purpose for which the information is used by the 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent. If you do not furnish the requested information, the U.S. Patent. and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or abandonment of the 
application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S. C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Fmedom of Information Act 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate. or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations . 

.3. A recora m !filS systert'l at records may be disclosed. as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains. when the individual has requested assistance from 
the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed. as a routine use. to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S. C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization. pursuant to the Patent Cooperation Tre<:~ty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority of 
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make detemlinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S. C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record 
was filed in an application which became abandoned or in which the proceedings were terminated and which 
application is referenced by either a published application, an application open to public inspection or an issued 
patent. 

9. A record from this system of records may be disclosed. as a routine use, to a Federal, State, or local raw 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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To: Commissioner for Patents Page 1 of 5 2016-12-09 16:20:58 (GMT) 19198821265 From: Sloan Smith 

FAX COVER SHEET 
TO Commissioner for Patents 

COMPANY USPTO 
FAX NUMBER 15712738300 
FROM SloanSmith 

DATE 2016-12-09 16:20:23 GMT 
RE Our ref. 290.1078CON 

COVER MESSAGE 

Change of Correspondence Address 

WWW. METRO FAX .C 0 M 

RECEIVED 
CC:NTRAL FAX CENTER 

DEC 0 9 2016 
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PTO/SB/06 (09-11) 
Approved for use through 1/31/2014. OMB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date 

Substitute for Form PT0-875 13/685,544 11/26/2012 D To be Mailed 

ENTITY: ~LARGE D SMALL D MICRO 

APPLICATION AS FILED- PART I 

(Column 1) (Column 2) 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) 

D BASIC FEE N/A N/A N/A 
(37 CFR 1 16(a), (b), or (c)) 

D SEARCH FEE N/A N/A N/A 
(37 CFR 1 16(k), (i), or (m)) 

D EXAMINATION FEE 
(37 CFR 1.16(o), (p), or (q)) 

N/A N/A N/A 

TOTAL CLAIMS . 
(37 CFR 1.16(i)) minus 20 = X $ = 

INDEPENDENT CLAIMS . 
(37 CFR 1.16(h)) minus 3 = X $ = 

If the specification and drawings exceed 1 00 sheets 

0APPLICATION SIZE FEE 
of paper, the application size fee due is $310 ($155 
for small entity) for each additional 50 sheets or 

(37 CFR 1.16(s)) 
fraction thereof. See 35 U.S.C. 41 (a)(1 )(G) and 37 
CFR 1.16(s). 

D MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

• If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 

APPLICATION AS AMENDED- PART II 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 

12/09/2016 REMAINING NUMBER 
PRESENT EXTRA RATE($) ADDITIONAL FEE ($) 

f-- AFTER PREVIOUSLY 
z AMENDMENT PAID FOR 
w 

Total (37 CFR ~ 1.161111 
• 4 Minus •• 20 = 0 X $80 = 0 

0 
Independent z (37 CFR 1.16(hll 

• 1 Minus ···3 = 0 X $420 = 0 w 
~ D Application Size Fee (37 CFR 1.16(s)) 
<( 

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL ADD'L FEE 0 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER 

PRESENT EXTRA RATE($) ADDITIONAL FEE ($) 
AFTER PREVIOUSLY 

f--
AMENDMENT PAID FOR 

z Total (37 CFR . Minus .. 
= X $ = w 1.161111 

~ Independent . Minus ... 
= X $ = 0 (37 CFR 1.16(hll 

z D Application Size Fee (37 CFR 1.16(s)) w 
~ D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) <( 

TOTAL ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. LIE 
•• If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". BRENDAJ.DENNY 
••• If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

Th1s collection of 1nformat1on 1s requ1red by 37 CFR 1.16. The 1nformat1on 1s requ1red to obta1n or reta1n a benefit by the publ1c wh1ch 1s to f1le (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. 
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ROLFFASTH 
FASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES NC 28387-4301 

In re Application of 
Sami V aarala et al 
Application No. 13/685,544 
Filed: November 26, 2012 
Attorney Docket No. 290.1 078CON 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

~~~[L~~ 
DEC 0 8 2016 

OFFICE OF PETITIONS 

DECISION ON PETITION 
UNDER 37 CFR 1.313(c) 

This is a decision on the petition filed by paper under 3 7 CFR 1.313( c), filed December 2, 2016, 
to withdraw the above-identified application from issue. 

The petition is DISMISSED. 

It is noted that in the epetition that was auto-granted on December 2, 2016, the applicant had also 
submitted a Request for Continued Examination (RCE) for which the required submission was 
identified as a petition to withdraw from issue from issue which is not acceptable. See 3 7 CFR 
1.114. However, subsequently an Application Data Sheet (ADS) along with a renewed Petition 
to Accept Unintentionally Delayed Claim Of Priority (37 CFR 1.78(e)) was filed on December 6, 
2016, which does meet the submission requirement. 

Any questions concerning this matter may be directed to the undersigned at (571) 272-3208. 

This matter is being referred to the Office of International Patent Legal Administration to 
consider the petition under 37 CFR 1.78(e) filed December 6, 2016. 

/koc/ 
Karen Creasy 
Paralegal Specialist 
Office of Petitions 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

Commissioner for Patents
United States Patent and Trademark Office

PO. Box 1450
Alexandria, VA 22313-1450

wwuspiogov

 

  [ABLE

DEC 08 2016 ‘  
 

ROLF FASTH

FASTH LAW OFFICES

26 PINECREST PLAZA, SUITE 2

 
 SOUTHERN PINES NC 28387-4301 OFFICE OF PETITIONS

In re Application of
Sami Vaarala et a1 :

Application No. 13/685,544 : DECISION ON PETITION

Filed: November 26, 2012 : UNDER 37 CFR 1.313(0)

Attorney Docket No. 290.1078CON

This is a decision on the petition filed by paper under 37 CFR 1.313(0), filed December 2, 2016,

to withdraw the above—identified application from issue.

The petition is DISMISSED.

It is noted that in the epetition that was auto-granted on December 2, 2016, the applicant had also

submitted a Request for Continued Examination (RCE) for which the required submission was

identified as a petition to withdraw from issue from issue which is not acceptable. See 37 CFR

1.114. However, subsequently an Application Data Sheet (ADS) along with a renewed Petition

to Accept Unintentionally Delayed Claim Of Priority (37 CFR l.78(e)) was filed on December 6,

2016, which does meet the submission requirement.

Any questions concerning this matter may be directed to the undersigned at (571) 272-3208.

This matter is being referred to the Office of International Patent Legal Administration to
consider the petition under 37 CFR l.78(e) filed December 6, 2016.

/koc/

Karen Creasy
Paralegal Specialist
Office of Petitions
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

13/685,544 

ROLF FASTH 

FILING or 
37l(c)DATE 

11/26/2012 

FASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

FIL FEE REC'D 

1710 

Ul\TfED STI\TES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adill"'· COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO 

290.1078CON 4 1 
CONFIRMATION NO. 4882 

CORRECTED FILING RECEIPT 

llllllllllllllllllllllll~~m~~m~~~~iml~llllllllllllllllllllllll 

Date Mailed: 12/0 7/20 16 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 

Applicant( s) 

Sami Vaarala, Espoo, FINLAND; 
Antti Nuopponen, Espoo, FINLAND; 

MPH TECHNOLOGIES OY, Espoo, FINLAND; 
Assignment For Published Patent Application 

MPH TECHNOLOGIES OY, Espoo, FINLAND 

Power of Attorney: 
Rolf Fasth--36999 

Domestic Priority data as claimed by applicant 
This application is a CON of 10/500,930 10/19/2005 PAT 8346949 
which is a 371 of PCT/FI03/00045 01/21/2003 

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 
FINLAND 20020112 01/22/2002 No Access Code Provided 

Permission to Access Application via Priority Document Exchange: No 

Permission to Access Search Results: No 

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

page 1 of 3 

0131

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Adm:s COMMISSICNER FCR PATENTSPO Box1450

Alcxrmdn'a Vil'gmial2313 145 0WWWusgtogm

APPLICATION FILING or GRPAR

NUMBER 371(C)DA111 UNI'TI 1111411111: RECD A'"’113.DOC1§E".1N0 1‘”01 CLAIIVIS 1ND CLAIMS

 
 

13/685544 11/26/2012 2469 1710 290.1078CON

CONFIRMATION NO. 14882
ROLF FASTH CORRECTED FILING RECEIPT
FASTH LAW OFFICES

2e PINECREST PLAZA, SUITE 2 |||||||||||||I||I||I||||IUIIIIIIIIUIIIIIIWIIIIIIIII|||||||||I||||||II|I|||
SOUTHERN PINES, NC 28387-4301

Date Mailed: 12/07/2016

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the

application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please

submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit

any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply

to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

lnventor(s)

Sami Vaarala, Espoo, FINLAND;
Antti Nuopponen, Espoo, FINLAND;

Applicant(s)

MPH TECHNOLOGIES OY, Espoo, FINLAND;
Assignment For Published Patent Application

MPH TECHNOLOGIES OY, Espoo, FINLAND

Power of Attorney:
Rolf Fasth--36999

Domestic Priority data as claimed by applicant
This application is a CON of 10/500,930 10/19/2005 PAT 8346949
which is a 371 of PCT/Fl03/00045 01/21/2003

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the

USPTO. Please see http://www.uspto.gov for more information.)
FINLAND 20020112 01/22/2002 No Access Code Provided

Permission to Access Application via Priority Document Exchange: No

Permission to Access Search Results: No

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.
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If Required, Foreign Filing License Granted: 12/17/2012 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 13/685,544 

Projected Publication Date: Not Applicable 

Non-Publication Request: No 

Early Publication Request: No 
Title 

METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

Preliminary Class 

713 

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

ROLFFASTH 
FASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES NC 28387-4301 

In re Application of 
MPH TECHNOLOGIES OY 
Application No.: 13/685,544 
Filing Date: November 26, 2012 
Attorney Docket No.: 290.1078CON 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313·1450 

www.uspto.gov 

DECISION ON PETITION 
UNDER 37 CFR 1.55(e) 

This is a decision on the petition under 37 CFR 1.55(e), filed December 6, 2016, to accept an 
unintentionally delayed claim under 35 U.S.C. 119(a) through (d) or (f) and/or 35 U.S.C. 365(a) 
or (b) for priority to one or more prior foreign applications. 

Under 37 CFR 1.55(e), a petition to accept an unintentionally delayed claim under 35 U.S.C. 
119(a) through (d) or (f) and/or 35 U.S.C. 365(a) or (b) for the benefit of a prior-filed foreign 
application must be accompanied by: 

(i) the claim required by 35 U.S.C. 119 and 37 CFR 1.55(e)(l) to the 
prior-filed application, unless previously submitted; 

(ii) a certified copy of the foreign application, if required by 3 7 CFR 
1.55(f), unless previously submitted or an exception under 37 CFR 
1.55(h), (i), or G) applies; 

(iii) the petition fee set forth in 37 CFR 1.17(m); and 

(iv) a statement that the entire delay between the date the priority claim 
was due under 37 CFR 1.55(d) and the date the claim was filed was 
unintentional. The Director may require additional information 
where there is a question whether the delay was unintentional. 

With regard to item (i), the claim for foreign priority has been presented in an application data 
sheet as required by 37 CFR 1.55(e)(1). 

With regard to item (ii), the certified copy requirement has been satisfied. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
ROLF FASTH

FASTH LAW OFFICES

26 PINECREST PLAZA, SUITE 2
SOUTHERN PINES NC 283 87-4301

In re Application of
MPH TECHNOLOGIES OY :

Application No.: 13/685,544 : DECISION ON PETITION

Filing Date: November 26, 2012 : UNDER 37 CFR 1.55(e)

Attorney Docket No.: 290.1078CON :

This is a decision on the petition under 37 CFR 1.55(e), filed December 6, 2016, to accept an

unintentionally delayed claim under 35 U.S.C. 119(a)t1uough (d) or (1) and/or 35 U.S.C. 365(a)

or (b) for priority to one or more prior foreign applications.

Under 37 CFR 1.55(6), a petition to accept an unintentionally delayed claim under 35 U.S.C.

1 19(3) through (d) or (f) and/or 35 U.S.C. 365(a) or (b) for the benefit of a prior-filed foreign

application must be accompanied by:

(i) the claim required by 35 U.S.C. 119 and 37 CFR 1.55(e)(1) to the

prior-filed application, unless previously submitted;

(ii) a certified copy of the foreign application, if required by 37 CFR

1.55(f), unless previously submitted or an exception under 37 CFR

1.55(h), (i), or U) applies;

(iii) the petition fee set forth in 37 CFR 1.17(m); and

(iv) a statement that the entire delay between the date the priority claim

was due under 37 CFR 1.55(d) and the date the claim was filed was

unintentional. The Director may require additional information

where there is a question whether the delay was unintentional.

With regard to item (i), the claim for foreign priority has been presented in an application data

sheet as required by 37 CFR 155(c)(1).

With regard to item (ii), the certified copy requirement has been satisfied.
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Application Number: 13/685,544 -2-

With regard to item (iii), the petition fee set forth in 37 CFR 1.17(m) has been submitted. 

With regard to item (iv), the petition contains a proper statement of unintentional delay. 

For the reasons above, the petition under 37 CFR 1.55(e) is GRANTED. 

Applicant is advised that the inclusion of a prior-filed application on any filing receipt should not 
be construed as meaning that the present application is necessarily entitled to a right of priority. 
In order for an application to be entitled to a right of priority, all other requirements under 3 5 
U.S.C. 119 and 37 CFR 1.55 must be met. The examiner will, in due course, determine whether 
the present application is entitled to the benefit of an earlier filing date. 

This matter is being referred to Technology Center Art Unit 2469 for appropriate action, 
including consideration by the examiner of applicant's entitlement to the benefit of priority under 
35 U.S.C. 119 and/or 365 to any prior-filed applications. 

/Bryan Lin/ 
Bryan Lin 
PCT Legal Examiner 
International Patent Legal Administration 
571-272-3303 

ATTACHMENT: corrected filing receipt 
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IN THE UNITED STATES PATENT AND TRADEl'1ARK OFFICE 

In re application of Art Unit 2469 

5 Sami Vaarala and Antti Nuopponen 

10 

15 

20 

Serial No. 13/685,544 

Filed_: 26 November 2012 

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

PCT Legal Examiner: Bryan Lin 

Date: 6 December 2016 

Attorney Docket No. 290.1078CON 

Renewal of PETITION TO ACCEPT UNINTENTIONALLY DELAYED CLAIM OF 
PRIORITY (37 CFR 1.55(e)) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

This is a petition under 37 CFR 1.55(e) to accept an 

unintentionally delayed claim of priority under 35 USC 119(a) 

30 through (d) or (f), 365(a) or (b), or 386(a) or (b). A 

revised application data sheet (ADS) is being submitted 

concurrently herewith via EFS Web. The petition fee set forth 

in 37 CRF 1.17(m) was submitted with the petition under 37 CFR 

1.55(e) filed May 27, 2016 to accept an unintentionally delay 

35 claim under 35 USC 119. This petition was dismissed on 17 

August 2016 because the application had not been revived yet. 

Petitioner respectfully requests that the petition fee (37 CFR 

1.17(m)) already paid be applied to this petition instead. If 

this is not possible, the Commissioner is hereby authorized to 

40 charge any fees which may be required in connection with 

the filing of this petition and any documents enclosed 

herewith, or credit over-payment, to Account No. 06-0243. 

The entire delay between the date the priority claim 

was due under this section and the date the priority claim was 

45 filed was unintentional. 
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Rc f\,ttorney Docket No. 2 90. 107 8CON 12/<-/16 - 2 -

Petitioner requests that the delayed claim of 

priority be accepted and that the additional priority dates be 

included in the patent application. 

A PETITION FOR :RE'ili\lAL OF J\.N l',PPLICATION FOE PJ\.TENT 

5 ABANDONED UNINTENTIOtnU_,I~Y UNDE:R 37 CFR 1.137 \'Jas granted on 17 

November 2 016. A copy of t.hi :_:; decision i :_:; enclosed. 

A c:opy of th<.=; priority docum<.=;nt (Finnish Applic:ation 

No. 20020112, filed 22 January 2002) has been submitted under 

PCT application no. PCT/FI03/00045, filed 21 January 2003. 

10 The priority application can be viewed under the online 

15 

20 

25 

publication of W02003063443. 

I certify, in accordance with 3 7 CF:R 1. 4 (d) ( 4) that 

I am an attorney or agent registered to practice before PTO. 

:Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

:Rolf Fasth 
:Registration No. 36,999 

ATTORNEY DOCKET NO. 290.1078CON 

FASTH LAW OFFICES 
30 26 Pinecrest Plaza, Suite 2 

Southern Pines, NC 28387-4301 
Telephone: (910) 687-0001 
Facsimile: (910) 295-2152 
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Electronic Acknowledgement Receipt 

EFSID: 27710950 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

ROLF FASTH 

FASTH LAW OFFICES 

26 PINECREST PLAZA, SUITE 2 

Correspondence Address: -

SOUTHERN PINES NC 28387-4301 

us -

-

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 06-DEC-2016 

Filing Date: 26-NOV-2012 

TimeStamp: 16:09:28 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 
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Document 
Document Description File Name 

File Size( Bytes}/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

5589847 

1 
Petition for review by the PCT legal 

CORRECTED _ADS.pdf no 5 
office 

589e2e840af50eef3dfe6e0768027b5b4cbf 
SbaO 

Warnings: 

Information: 

114172 

2 
Petition for review by the PCT legal 

REVIVAL_GRANTED.pdf no 1 
office 

877 b9 31 28ce 7ffec633 26cc3 c2 93 2 998ec81 
121b 

Warnings: 

Information: 

261205 

3 Miscellaneous Incoming Letter TRX.pdf no 1 
6e8c3d27d2873bd7058843fc5a99e6c252b 

91701 

Warnings: 

Information: 

416739 

4 
Petition for review by the PCT legal RENEWED_PETITION_DELAYED 

no 2 
office _PRIORITY _CLAIM. pdf 

87a43be78098c5a5e6bd736d428888a560 
e3Se5 

Warnings: 

Information: 

Total Files Size (in bytes) 6381963 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

ROLF FASTH 
FASTH LAW OFFICES 
26 PINECREST PLAZA SUITE 2 
SOUTHERN PINES NC 28387-4301 

In re Application of 
Vaarala, et al. 
Application No. 13/685,544 
Filed: November 26, 2012 
Attorney Docket No. 290.1078CON 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

- -·------
~~~~~w 

NOV 1 7 2016 

OFFfCE OF PETITIONS 

ON PETITION 

This is a decision on the petition to revive under 37 CFR 
1.137(a), filed February 26, 2016. 

The petition under 37 CFR 1.137(a) is GRANTED. 

The above-identified application became abandoned for failure to 
file an oath or declaration no later than payment of the issue 
fee. Applicants paid the issue fee on January 6, 2014 (in 
response to an October 21, 2013 Notice of Allowance). No oath or 
declaration having been filed on or before that date, the 
application became abandoned on January 7, 2014. The Office 
mailed a Notice of Abandonment on August 7, 2014. Applicants 
filed a petition to withdraw the holding of abandonment on 
September 18, 2014. However, the petition was dismissed in a 
decision mailed on February 16, 2016. 

With the instant petition, petitioner has paid the petition fee, 
made the proper statement of unintentional delay, and filed the 
required reply in the form of a 37 CFR 1.63 declaration from both 
of the co-inventors. 

The application is being forwarded to the Office of Data 
Management for processing into a patent. 

Telephone inquiries related to this decision should be directed 
to the undersigned at (571)272-3207. 

/Cliff Congo/ 
Cliff Congo 
Attorney Advisor 
Office of Petitions 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Commissioner for Patents

United States Patent and Trademark Office
PO. Box 1450

Alexandria, VA 22313-1450

MAHILELD]
NOV 1 7, 2015

OFFICE OF PETITIONS

ROLF FASTH

FASTH LAW OFFICES

26 PINECREST PLAZA SUITE 2

SOUTHERN PINES NC 28387-4301   
  

In re Application of
Vaarala, et al. :

Application No. 13/685,544 : ON PETITION
Filed: November 26, 2012 -

Attorney Docket No. 290.1078CON

This is a decision on the petition to revive under 37 CFR

l 137(a), filed February 26, 2016.

The petition under 37 CFR 1.137(a) is GRANTED.

The above-identified application became abandoned for failure to

file an oath or declaration no later than payment of the issue

fee. Applicants paid the issue fee on January 6, 2014 (in

response to an October 21, 2013 Notice of Allowance). No oath or

declaration having been filed on or before that date, the

application became abandoned on January 7, 2014. The Office

mailed a Notice of Abandonment on August 7, 2014. Applicants

filed a petition to withdraw the holding of abandonment on

September 18, 2014. However, the petition was dismissed in a

decision mailed on February 16, 2016.

With the instant petition, petitioner has paid the petition fee,

made the proper statement of unintentional delay, and filed the

required reply in the form of a 37 CFR 1.63 declaration from both
of the co-inventors.

The application is being forwarded to the Office of Data

Management for processing into a patent.

Telephone inquiries related to this decision should be directed

to the undersigned at (571)272—3207.

/Cliff Congo/

Cliff Congo

Attorney Advisor
Office of Petitions
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Attorney Ref. 290.1078CON PATENT 

IN THE UNITED STATES PATENT AND TRADE~ffiRK OFFICE 
In re application of Art Unit 2469 

Sami Vaarala, Antti Nuopponen 
CERTIFIC:P ... TE OF r,·lJULING 

Serial No. 13/685,544 
I EEFEP.Y CERTIFY 'IEI>_T THIS PAPEF AND THE Doc::_n,ENTS 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

PCT Legal Examiner: Bryan Lin 

Date: 6 December 2016 

EEFEEEED TO !-;.S BE:ING ~.TT.'iCHED OE ENCLOSED HERE~··HTH 

l".RE BEING S'JBNI TTED ELEC:TKCJNIC_i;I.LY TC:· THE UNITED 

ST~_TES F_i;TENT _i;ND TRt;.D:~::r·'LZ\RK OFFICE ON 6 December 

2016. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

TRANSMITTAL LETTER 

TO THE C0l111MISSIONER FOR PATENTS: 
MAIL STOP PETITION 

This is a Renewal of petition filed previously on 27 May 2016. 
Enclosed for filing in the above-referenced application are the 
following: 

(X) Renewed PETITION TO ACCEPT UNINTENTIONALLY DELAYED CLAIM 
OF PRIORITY (37 CFR 1.55(e)) 

(X) Required fee has been paid 
(X) Corrected ADS 
(X) Copy of Decision on Petition to Revive 
(X) The Co~~issioner is hereby authorized to charge any fees 

which may be required in connection with the filing of this 
petition and any documents enclosed herewith, or credit 
over-payment, to Account No. 06-0243. 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 
Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. 290.1078CON 

Respectfully submitted, 
FASTH LAW OFFICES 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 
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\ Address 2 
~ ..... ···-··· 

City r:::.:J2760 Espo StateiProvince 

Posta! Code F! 
······························:-------········-···---·---
Country: Fi 

Ail inventors Must Be Listed - Add:tiona! !nvernor lnforrnat:on blocks may be 
generated wiihin this form by selectmg ttle Add button 

i ............................. ! 
i 

-.----------------------~ 

-------------~-~ 

····························: 

: ............................... -------------------------,"'·---~~~--~--~-----··-·······-·------------·······-·····-···········----------------~--~~-~----····-···---------------····················-·-------· 
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Application Data Sheet 37 CFR 1.76 
Ntorney Docket Number 

Application Number 

290 "1Cl78CON 

Title of invent:on METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH .A. SECURE CONNECTION 

Enter either Customer Number or complete the Correspondence information section below. 
For further information see 37 CFR 1.33{a}. 

An Address is being provided for the correspondence Information of this application, 

Application Information; 

Title of the Invention METHOD P1ND SYS1H/: FOR SENDiNC ?. MESSAGE TriFWIJGH ,<;SECURE CONNECTION 
~---··-·--·-····---·-----~---------- -------····+··- -· -------------·-···············---· ... ···········-----·····--·~---~--~~--~----·-----------------------····-- --············--·--··-···· 

Attorney Docket Number! 290 ~073CON i Small Entity Status Claimed '···' 
!···················--·-·--···---··--·------------~--~: ~-------------------------··········································~---······-----········-····------------·-------~-~------------·-----------------··················: 

Application Type i Nonp:-ov1s:ona1 
····s~i;j~~t·M~tt;·~·-··················· ·ru·t;i;~···--------~~~~------···--·--·······-------····-·································· 

:···~-~~~~~~~~~-i~~~::(:~f·_~i~~Tc.·.:::: .. -·:·::····-------------~-... -. _--=-~------~---·----------:~[~~-~~~~~ss nt any) :::l. 
Suggested Technology Center (if any) 

: ..................... ······------·---·---------·-···---~----------------................... +---· ................................ , .......... ········--------···· ·······························-~---------- ----~------. -----.. ·-------~ 
Total Number of Drawing Sheets (if any) 

Publication Information: 

.-. 

.:~ Suggested Figure for Publication (if any) 
' """'"'" ·- ·--- ........ ~--. 

Request Eariy Publication (Fee required at tlfl!e of Request 37 CFR 1 219) 
---··-----·-··-------- ---- -·--·---··-···-···································· --··---···-··············--·--~~----------------- ......... ~ ......... ~~----------------------------·----·········---········································-···-------···-t 

Request Not to Publish. i r;ereby request that the attached application not be pubiished under 

35 U S.C 122(b) and certify that the :nvention disclosed m tr1;;· attached application has not and will not be the 
subject of an appi:cation fi!ed :n ancther· counir)l. cr under a multilateral international agreement. that requires 

publication at eighteen months after f:i:ng. 
·-·-·······--···-···------·······-·----·----·--··-

Representative Information: 

:~<::presentative information shoc:ld bE: provided for ali pra:;titioners having a power of attorney in ihe a;m!lcation Pro;':ciing 
tr1;s informat;on ;n the Application Data Sheet does r:ot constitute a power of attorney :n the applrcat:on (see ~q CFR 1.32). 
Either enter Customer Nurnber G=" cc:·rnplete the Representative Narr.e sec.t:vn be!ow. !f both s<:::ct!Qns are Gornpleted !ht custorner 
Nurr1ber· vvi:l t:·~? userJ fo:· the Repres0rH~=lt!vE; :r:forrna!:on cjur:ng procH:3Si:{g. 

Ple;~se Select One: US Pate:;t P:act:t:oner 

Customer Number 

Domestic Benefit/National Stage Information: 
Th1s sect;or: a1iows for the applrcant to either cla;rn beneht under 35 U.S C. 1: 9{e), 120, 121. or 365(c) or mdicate 
National Stage entry fmrn a PCT appiicat:on. Prov;dir,g th:s information ;n the application data sheet const;tutes the 
specific reference required b)i 35 US C. 1'l9(e) or~ 20, and 37 CFR 1 78 . 

. ~---------~~-~~-------------·---·--·-···-------··--.- --·--····-··············-·--· -----····------·-·····---·----·--·--·-------~----~----------·--------···------·-····---····································-· 

........ :~~~~~A~P_p~lic~a~ti_o~:~~~~tu~- '· Pe~~-;~~---············································-~·-····························- -~~~:;;-_.R!~-~-----······················· 
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US. P~tant an-:.1 !"o:_;,:;err:ario: OffK·e.· U.3 DEP.•\RPAENT GF CQr .. tMERCf: 
U::der the Paper·,..,~,.):k R.e--.:v-:-;li.:y: .4.....-.. t ef ·;gq:~. rK· r;.e:·s.: .. -·~ 3re •E-qu!rect t,) re::.r: .. :·r~d !G ~ ::c:l!:;.""Ct:o:~ cf :n:'vn::EJ~iv;~ vnle~~ ft G0nto.;:~s:;; ... ·~· .. '!i:d •)~v~l?. .:-;Qnt•.:::: ~~:mt•t:.r 

----······"""""""'"" 

Ti% of :nvention 

Application Number Prior Application Nurnber Fi!ing Date (YYYY-MM-DD) 

!G500930 

Foreign Priority Information: 
fh:~. sectton a!h.)w~ for ~1:e .app:;-::ant to c;curn !.)E:net:t ot tort:::19;; pnor;ty an•.:! tc :dent:·:y' :..1ny r..;r:cF tore~ran appucat:on k.if \:Yhich pr:•.::nty ;:; 
:·;t)t ciairned. P:·vviding th:s lfito:·n:atir.)n if~ t!';B app::catj(::n data sheet constitutc::s th~ da::n fo: prjcrity as :eo~..:tre.j t~v 35 U S.C "119(b) 
and 37 CFR ·i .t.~5ta). 

,. ·· · · ·- · · · · · ··· -- ·-- ·-- ---- · ··-- --- · ····-.... ------- · ·- ·- · · ·- ·-- ------ ·-- · ------ ·-- · ·---· · · · ·- · ------ ·-- · · · · · · · · -- ·----- -- ·- ·- · ·-- -- ·- .. · · · · · · · · · · · ·- ·-- · · ·- · · ··-- ·· ·--- ··-· · · · · ·- ·- · · ··- · ·- · · ·- · · ··- · · · · r··_.,.,. .... :-:~c--~---~:-7::.,.~r- · ····-· · ··· ·· · · ·· ·- ·-- ·- ·-- · · · 
, Rt:Hl!;)~: 

····-···-··:,;;;;;i;;~ii~-~--N~~~t;~;·---·--[····-·-----·· ··--····--···c;~~-~~i-~/- ............. [ .................. F"t"ilng .. tfaie.NVVY::MM~oti)-------r------P·~;;;;ty-C'i~i~~ct--
, ________________________________ -:--------------------"----------------------1 .... ~ 

.. A~e~~~:~L _________________________________ l ___ ~1: ·-----------···------------------- _____________________ J_?-~:S~:S:1::?~------------------------- _____________________________ L~;,,,_~~s. ___ '2 ____ ~?. _____ : 
.Additional Foreign Priority Data rna~' be generated within this form by selecting the 
Add button 

Authorization to Permit Access: 

.Authorization to Pe:mit Access to the Instant A.ppiicatior; t·y the Partic:pating Offices 
···---····-·······--············-···········---.--·-··········-·····················-----------------.--·-------------.------·····------.-------------------------· 

:f cnecked. the unders:gnea nefet•y g:2.nts Hie USP1C :..1: .. .nnorny 'tG pr(1VidE lhe E:..:t·opean Patent Off;c€ (E.PO) 
t:·:e .Japan Paten< Offlc;e i.JPO: tt1e Kcnean lnte:le:~tuai P:openy Ofiice iKIPC; the Wor:d inteiiectuai P:·operty Olf:ce (Vv':PU). 
:anc: any othef mteilectuai property' off:ces :n vvh1ch a fo:·e1gn appl:catjc:n c:ah-r1if!g pnori1y to the ;nstant patent app1F.::;.1t:on 
':s filed access to t~1e instant patent application. See 37 CFR ~ ~4(q and (h) Tt;is box should not be checked if lhe applicant 
,does not WISh the EPO .. jPO KIPO. VVlPO. or otr:er :nt~:llectua: propE:rty offic~, ;n 'Nhtctl a forB<gr: application c:la;m:ng pnor1ty 
!to the ;nstant patent appiicat<on is fiied to have access to the 1nstant patent application. 

!:n accordance with 37 CFP. 1.14(h)(3}. access wn: be provided to a copy of the instant patent appl:cation with respect 
]tc~: 1; the ~nstant patent a.pp::c:atiGn-;~~~-filecL 2) ar:y foreign ap~;iication tc '.:Vh1ch tf:e 1nstant P::.lt-ent appli:.:.at!Dn 
:c:i8ir:-:!3 phor~ty under ?.5 U.S.C ~ 19(~3)-{d) If a c:opv of th~3 fc!r·E:·lgn ctppl:cfHion that s:3tl~ifins tt1!~ c:erttfie;~j copy n~q~.:ire:r~E:ni C}t 
<~I C~f'=R 1 f.·S :-1as been fned 1n ihE? instant D&tent :3pp!:·:~:3tic!n a:v) 3·) cny U.S :3ppncatic;n~as-·fHE:£j frorn vvhic~1 bs-nefn is 

[::;o~ght in the i;:;;tant patent appl:ca~ivr'. 

i1n accordance \.Y:U: 37 CFR 1 14(c). access rnay t:e- provi·jed to ~nfon-r:ailon cor1cerning the date of filing ih:s .~:..:thcnzatic~~ 

--------------------------------·----·-----------·---------------------· 

Applicant Information: 

Prov·1ding assignrnent inforrn8t:on :n th:s sect: on dDt~S not substitute for corr:p!ia1~:ce vvith any requ:re;Y1ent ot par-t 3 o! TiUe 37 ;.}f CFR 
to have an assignment recor:)ed t>y :he Office 
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Application Data Sheet 37 CFR 1.76 

METHOD AND SYSTEM FOR SENDING .e.. MESSA(1E THROtY3H A. SECURE CONNECTiON 

............................ ''"''"'''""''-· ................................................................. ---·--·-•-"""'"••·---~--------------------·--··············-------·-·----- -------········-----~. 

Applicant 1 
if·i:he··apr;lica~~~t-!Sthe!n~~Bnto·; {·c.;r--tile··re·rr!a·ir;;rig·;o;ni--i·nvE;nt·or·or-Tnventors·under··3·:;·cr:R·1-·4s)~-th·;s·secti·or~·-sho-tita·n·c~t-se·~;o·n;pletea~~--~ 
rhe 1niormation to be provi;)ed in this sectic;n is the narY:e :?.nd :?.ddress of ;he legal represernat:ve who is tt1e applic:ant under 3 i' CFR 
·1 .43: or the narne an·j addrt~ss of thG assi:·~nee p€'rson to \rv!·iorr: the :r:ventor is under an obl:gat:on to assig:: u·~e invent:Of!. or person 
who ott1erw1se shows suft;cient p:·cpnetarv interest :n the rn:atte:· who is lhE; Olpp!;cant under ~_r? CFR ·: 46 lf the appiicar:t is an 
app~tcant U!~der ~-':7 CFF~ 1.4:3 {asstgnee. persor: to vvhor.l tr:e tnventor :s ob:tgated to asstgn. or persDn v-1f1c othervvist?. s:10'v''/S s:..:fficter:t 
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;cJent:fied m this section. 
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certifications 

Signature: 
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Attorney Docket Nurnber 290 10.:'8CON 
Application Data Sheet 37 CFR 1, 76 

App!:cation Number 

METHOD AND SYSTEM FOR SFf'iDiNG /\ ~;1E~~SAGE TH~WUCH .A, SECUHE CONNECTION 

First Name Rolf Lasi Name Fasih Registration Number 

Addit!onai Siqn;3ture may be generated witr:in this form by seiecting the Add button 

n:~~; :;oiiec:t;on c;f inforrr,at:on is requ;red by 37 CFR ·1. 76. ThB :ntormat!or: :s required to ot.,tain or retain a ben<::fit oy tne publ!c which 
:~~ 10 f:te (and t;v the USPT() to prc.·Gess) an a;:.-piicattCH~ Conf:dent:aift\; is s~ove:ned by 35 U.S.C :22 and 37 CfR 1 14. This 
:~oi~E~Cticn is Bs1irncneG lo takt: ;?3 rr::::ut\~S to c.or.1p:etE"~. includmg 9ath0r:ng. prepanr.g. and subr:lttting the con·1p:et€d app!tcation d;.::tta 
she€:t forrn !o ttF.:: USPT<). TlrnE: vvil! vary dependinfJ upon the: i:idivtCH...;at case P.,ny corn;:F~nts on the ::tntount of ti;Y1e 'J'OU reQu:re tc 
co:·nplete 1his fcrrn and/cH s~:ggesHons for rt;duc:ng :r:is. burce::. shcH;fd be sent to the Ch:ef !nformaHon Ctt1cer. U.S. F).stent and 
Trademark Off;ce U.S Departrnent of Cornmer<::.e f-'.0. Box 1,150 .<\lex:a:;dr!a VA 223i 3-1450 DC> NOT SEND FEES CR 
COMPLETED FO:~MS T() THIS A.DDPES~, SEND TO: Commissioner for Patents. P.O. Box 1450, Alexandria, VA 223~3-1450. 
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Doc code: RCEX PTOISBI30EFS (07-14) 
Doc description: Request for Continued Examination (RCE) Approved for use through 0713112016. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL 
(Submitted Only via EFS-Web) 

Application 
t3685544 

I Filing 
1 ~012-11-26 Docket Number 

F90.1078CON I Art 
1 F469 Number Date {if applicable) Unit 

First Named 
Sami Vaarala 

Examiner 
Efshawn M_ Towfighi I Inventor Name 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application. 
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8, 
1995, to any international application that does not comply with the requirements of 35 U.S. C. 371, or to any design application_ The 
Instruction Sheet for this form is located at WWW.USPTO.GOV. 

SUBMISSION REQUIRED UNDER 37 CFR 1.114 

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order 
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s) 
entered, applicant must request non-entry of such amendment(s)_ 

D Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a 
submission even if this box is not checked. 

D Consider the arguments in the Appeal Brief or Reply Brief previously filed on 

D Other 

~ Enclosed 

D Amendment/Reply 

D Information Disclosure Statement (IDS) 

D Affidavit(s)/ Declaration(s) 

~ Other ~etition for Withdrawal from Issue After Payment of Issue Fee under 37 CFR 1.313{c)(2) 

MISCELLANEOUS 

D 
Suspension of action on the above-identified application is requested under 37 CFR 1.1 03{c) for a period of months 
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required) 

D Other 

FEES 

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed. 

~ The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to 
Deposit Account No ~60243 I 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

X Patent Practitioner Signature 

Applicant Signature 

EFS - Web 2.1.15 
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Doc code: RCEX PTOISBI30EFS (07-14) 
Doc description: Request for Continued Examination (RCE) Approved for use through 0713112016. OMB 0651-0031 

Signature 

Name 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Signature of Registered U.S. Patent Practitioner 

rfasth/ Date (YYYY-MM-DD) ~016-12-02 

~olf Fasth Registration Number 36999 

I 
This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to 
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is 
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time 
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for 
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, 
P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PT0-9199 and select option 2. 

EFS - Web 2.1.15 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent Accordingly, pursuant to the requirements of the Act, please be 
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b )(2); (2) furnishing of the information 
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office 
is to process and/or examine your submission related to a patent application or patent If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information 
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need 
for the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, 
pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S. C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may 
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an 
application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFS - Web 2.1.15 
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Attorney Docket No. 290.1078CON 

IN THE UNITED STATES PATENT AND TRADEI'1A:RK OFFICE 

In re application of Art Unit 2469 

5 Sami Vaarala and Antti Nuopponen 

10 

15 

20 

Serial No. 13/685,544 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOE SENDING A 
MESSAGE THROUGH A SECURE CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 2 December 2016 

Petition for Withdrawal from Issue After Payment of Issue Fee 
under 37 CFR 1.313(c) (2) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

This is a petition under 37 CFR 1. 313 (c) (2) to 

25 withdraw from issuance after payment of the Issue Fee. The 

Issue Fee was paid on 6 January 2014 in response to a 21 

October 2013 Notice of Allowance. A Request for Continued 

Examination under 37 CFR 1.114 is being filed concurrently 

herewith. The claim of priority of the current application 

30 needs to be corrected. A petition under 37 CFR 1.55(e) was 

filed on 27 May 2016, to accept an unintentionally delayed 

claim under 35 USC 119. This petition was dismissed without 

prejudice on 17 August 2016 because the current application 

had not yet been revived. The petition to revive the 

35 application under 37 CF:R 1.137 was granted on 17 November 2016 

and received on 28 November 2016. The petition under 37 CFR 

1.55(e) to correct the claim of priority is going to be re

submitted under a separate cover. 
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5 

10 

Rc f\,ttorney Docket No. 2 90. 107 BCON 12/2/16 - 2 -

I certify, in accordance with 37 CFR 1. 4 (d) ( 4) that 

I am an attorney or agent registered to practice before PTO. 

Respectfully submitted, 

FASTH LA1fJ OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 

ATTORNEY DOCKET NO. 290.1078CON 
15 FASTH LAW OFFICES 

1206 Stanridge Drive 
Raleigh, North Carolina 27613-7063 USA 
Tel: +1-910-687-0001 
Fax: +1-919-882-1265 
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Attorney Ref. 290.1078CON PATENT 

IN THE UNITED STATES PATENT AND TRADE~ffiRK OFFICE 
In re application of Art Unit 2469 

Sami Vaarala, Antti Nuopponen 
CERTIFIC:P ... TE OF r,·lJULING 

Serial No. 13/685,544 
I EEFEP.Y CERTIFY 'IEI>_T THIS PAPEF AND THE Doc::_n,ENTS 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Towfighi, Afshawn M 

Date: 2 December 2016 

EEFEEEED TO !-;.S BE:ING ~.TT.'iCHED OE ENCLOSED HERE~··HTH 

l".RE BEING S'JBNI TTED ELEC:TKCJNIC_i;I.LY TC:· THE UNITED 

ST~_TES F_i;TENT _i;ND TRt;.D:~::r·'LZ\RK OFFICE ON 2 December 

2016. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

TRANSMITTAL LETTER 

TO THE C0l111MISSIONER FOR PATENTS: 
MAIL STOP PETITION 

Enclosed for filing in the above-referenced application are the 
following: 

(X) Petition for Withdrawal from Issue After Payment of Issue Fee 
under 37 CFR 1.313 (c) (2) 
(X) RCE 
(X) Required fees 
(X) The Commissioner is hereby authorized to charge any fees 

which may be required in connection with the filing of this 
petition and any documents enclosed herewith, or credit 
over-payment, to Account No. 06-0243. 

FASTH LAW OFFICES 
1206 Stanridge Drive 

Respectfully submitted, 
FASTH LAW OFFICES 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 

Raleigh, North Carolina 27613-7063 USA 
Tel: +1-910-687-0001 
Fax: +1-919-882-1265 

Attorney Ref. 290.1078CON 
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Electronic Patent Application Fee Transmittal 

Application Number: 13685544 

Filing Date: 26-Nov-2012 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Filer: Rolf Fasth/Sioan Smith 

Attorney Docket Number: 290.1 078CON 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

PETITION FEE- 37 CFR 1.17(H) (GROUP Ill) 1464 1 140 140 

RCE- 1st Request 1801 1 1200 1200 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1340 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

Decision Date : December 2, 2016 

In reApplication of: 

Sami Vaarala 

Application No: 13685544 

Filed: 26-Nov-2012 

Attorney Docket No: 290.1 078CON 

DECISION ON PETITION 

UNDER CFR 1.313(c)(2) 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

This is an electronic decision on the petition under 37 CFR 1.313(c)(2), filed December 2, 2016, to withdraw the above-identified 
application from issue after payment of the issue fee. 

The petition is GRANTED. 

The above-identified application is withdrawn from issue for consideration of a submission under 37 CFR 1.114 (request for 
continued examination). See 37 CFR 1.313(c)(2). 

Petitioner is advised that the issue fee paid in this application cannot be refunded. If, however, this application is again 
allowed, petitioner may request that it be applied towards the issue fee required by the new Notice of Allowance. 

Telephone inquiries concerning this decision should be directed to the Patent Electronic Business Center (EBC) at 866-217-9197. 

This application file is being referred to Technology Center AU 2469 for processing of the request for continuing examination 
under 37 CFR 1.114. 

Office of Petitions 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

Commissioner for Patents
United States Patent and Trademark Office

PO. Box 1450

Alexandria, VA 22313—1450
www.uspto.gov

 
Decision Date: December 2, 2016

In re Application of:
DECISION ON PETITION

UNDER CFR 1.313(c)(2)

Sami Vaarala

Application No: 13685544

Filed: 26—Nov—201 2

Attorney Docket No : 290.1078CON

This is an electronic decision on the petition under 37 CFR 1.313(c)(2),fi1ed December 2, 2016, to withdraw the above-identified
application from issue after payment of the issue fee.

The petition is GRANTED.

The above-identified application is withdrawn from issue for consideration ofa submission under 37 CFR 1.1 14 (request for
continued examination). See 37 CFR 1.313(c)(2).

Petitioner is advised that the issue fee paid in this application cannot be refunded. If, however, this application is again
allowed, petitioner may request that it be applied towards the issue fee required by the new Notice of Allowance.

Telephone inquiries concerning this decision should be directed to the Patent Electronic Business Center (EBC) at 866-217—9197.

This application file is being referred to Technology Center AU 2469 for processing of the request for continuing examination
under 37 CFR 1.114.

Office of Petitions
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Electronic Acknowledgement Receipt 

EFSID: 27673217 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Rolf Fasth 

FASTH LAW OFFICES 

26 Pinecrest Plaza, Suite 2 

Correspondence Address: -

Southern Pines NC 28387-4301 

- -

-

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 02-DEC-2016 

Filing Date: 26-NOV-2012 

TimeStamp: 09:26:14 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $1340 
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RAM confirmation Number 1202161NTEFSVV00007771060243 

Deposit Account 060243 

Authorized User Sloan Smith 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.16 (National application filing, search, and examination fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) 

37 CFR 1.19 (Document supply fees) 

37 CFR 1.20 (Post Issuance fees) 

37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes}/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

31532 

1 Petition automatically granted by EFS petition-request. pdf no 2 
1 c770285862828e7ac01 b74579f7a6cbcad 

4Sd6b 

Warnings: 

Information: 

1350124 

2 
Request for Continued Examination 

RCEX.pdf no 3 
(RCE) 

df846ba95 97d 9f218a3 c4 907 540ef94ad3 Oc 
c4aa 

Warnings: 

Information: 

304280 

3 Transmittal Letter 
PETITION_ VVITH DRA VV AL_ISSUt 

no 2 
.pdf 

a89f2dda8a934fa6cffd02b975826fb2deffd 
c38 

Warnings: 

Information: 

251264 

4 Transmittal Letter TRX.pdf no 1 
d 1 c3442129df94f9e81 ea33d70f13290f392 

72ec 

Warnings: 

Information: 

32150 

5 Fee VVorksheet (SB06) fee-info. pdf no 2 
Oa7f7184e 1 b5bc7dbaf7e75324f1 c37cc21f3 

52o 

Warnings: 

Information: 
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Total Files Size (in bytes) 1969350 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/SB/140 

Doc Code: PET.AUTO U.S. Patent and Trademark Office 

Document Description: Petition automatically granted by EFS-Web Department of Commerce 

Electronic Petition Request PETITION TO WITHDRAW AN APPLICATION FROM ISSUE AFTER PAYMENT OF 
THE ISSUE FEE UNDER 37 CFR 1.313(c) 

Application Number 13685544 

Filing Date 26-Nov-2012 

First Named Inventor Sami Vaarala 

Art Unit 2469 

Examiner Name AFSHAWN TOWFIGHI 

Attorney Docket Number 290.1 078CON 

Title 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

An application may be withdrawn from issue forfurther action upon petition by the applicant. To request thatthe Office 
withdraw an application from issue, applicant must file a petition under this section including the fee set forth in § 1.17(h) and a 
showing of good and sufficient reasons why withdrawal of the application from issue is necessary. 

APPLICANT HEREBY PETITIONS TO WITHDRAW THIS APPLICATION FROM ISSUE UNDER 37 CFR 1.313(c). 

A grantable petition requires the following items: 
(1) Petition fee; and 
(2) One of the following reasons: 
(a) Unpatentability of one or more claims, which must be accompanied by an unequivocal statement that one or more claims 
are unpatentable, an amendment to such claim or claims, and an explanation as to how the amendment causes such claim or 
claims to be patentable; 
(b) Consideration of a request for continued examination in compliance with § 1.114 (for a utility or plant application only); or 
(c) Express abandonment of the application. Such express abandonment may be in favor of a continuing application, but not a 
CPA under 37 CFR 1.53(d). 

Petition Fee 

0 Small Entity 

0 Micro Entity 

® Regular Undiscounted 

Reason for withdrawal from issue 
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0 One or more claims are unpatentable 

® Consideration of a request for continued examination (RCE) (List of Required Documents and Fees) 

0 
Applicant hereby expressly abandons the instant application (any attorney/agent signing for this reason must 
have power of attorney pursuant to 37 CFR 1.32(b)). 

RCE request,submission, and fee. 

D 
I certify, in accordance with 37 CFR 1.4(d)(4) that: 

The RCE request ,submission, and fee have already been filed in the above-identified application on 

Are attached. 
L8J 

THIS PORTION MUST BE COMPLETED BYTHE SIGNATORY OR SIGNATORIES 

I certify, in accordance with 37 CFR 1.4(d)(4) that I am: 

® 
An attorney or agent registered to practice before the Patent and Trademark Office who has been given power of attorney 
in this application. 

0 An attorney or agent registered to practice before the Patent and Trademark Office, acting in a representative capacity. 

0 A sole inventor 

0 
A joint inventor; I certify that I am authorized to sign this submission on behalf of all of the inventors as evidenced by the 
power of attorney in the application 

0 A joint inventor; all of whom are signing this e-petition 

Signature /rfasth/ 

Name RolfFasth 

Registration Number 36999 
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To: Office of'Petitions Page 1 of 11 2016-12-02 14:44:11 (GMT) 

FAX COVER SHEET 
TO OfficeofPetitions 

COMPANY USPTO 

FAX NUMBER 15712730025 

FROM Sloan Smith 

DATE 2016-12-02 14:43:34 GMT 

RE Petition under 37 CFR 1.313(c) 

COVER MESSAGE 

URGENT Petition under 37 CFR 1.313(c) 

FAX RECEIVED 

DEC 02 2013 

OFFICE OF PETITIONS 

19198821265 From: Sloan Smith 

PETITION FOR WITHDRAWAL FROM ISSUEAFTERPAYMENTOFISSUEFEE 

, 

WWW.METROFAX.COM 

12/02/2016 FRI 11:10 [TX/RX NO 8675) 14J001 

0161



To: Office of•Petitions Page 11 of 11 2016-12-0214:44:11 (GMT) 19198821265 From: Sloan Smith 

Attorney Ref. 290.1078CON PATGNT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
In re application of Art Unit 2469 

Sami Vaarala, Antti Nuopponen 

Serial No. 13/685,544 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

•:F.RTlFICP.TE OF MAILING 

l HJ::Rt:BY Ct:R'l'H'Y '!'HAT '!'HIS l!AI!J::J< ,\NL> 'l'HJ:: DO<..:Ut-!EN'l'S 

l<Et:ERREO '1'0 1\S llEING A'f'l'i'.CJIED OR ENCLOSE!) 'i!EREI'Il'!'H 

liRE: B~~lNG SUBMI'rn~D f:J;ECl'RONICI'IJ,l.~ ·ro 'J:HE liNI'J:E[) 

STl,TES E'ATEI:lT I1.ND TRi\DEW\RK OPP.IC:E :lN 2 Dc<:ambcr 

2016. 

/rfasth/ 

Examiner: Towfighi, Afshawn M Rolf Fasth 
Attorney for Applicant 

Date: 2 December 2016 

TRANSMITTAL LETTER 

TO THE COMMISSIONER FOR PATENTS: 
MAIL STOP PETITION 

FAX RECEIVED 

DEC 0 2 2016 

OFFICE OF PETITIONS 

Enclosed for filing in the above-referenced application are the 
following: 

(X) Petition for Withdrawal tram Issue After Payment of Issue Fee 
under 37 CFR 1.313(c) (2) 
(X) RCE 
(X) Required fees 
(X) The Commissioner is hereby authorized to charge any fees 

which may be required in connection with the filing of this 
petition and any documents enclosed herewith, or credit 
over-payment, to Account No- 06-0243. 

FASTH LAW OFFICE:S 
1206 Stanridge Drive 

Respectfully submitted, 
FASTH LAW OFFICES 

/rfasth/ 
Rolf F'Asth 
Registration No. 36,999 

Raleigh, North Carolina 27613-7063 USA 
Tel: +l-910-687-0001 
Fax: +1-919-882-1265 

Attorney Ref. 290.1078CON 

12/02/2016 FRI 11:10 [TX/RX NO 8675] !41011 
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To: Office of Petitions Page 6 of 11 2016-12-0214:44:11 (GMT) 19198821265 From: Sloan Smith 

Attorney Docket No. 290.1078CON 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of Art Unit 2469 

5 Sami Vaarala and Antti Nuopponen 

10 

15 

20 

Serial No. 13/685,544 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR SENDING A 
MESSAGE THROUGH A SECURE CONNECTION 

Eno.mincr1 }'"fchc.wn ~1. Tcwfighi 

Date: 2 December 2016 

~ ,,., 

FAX RECEIVED 

-OEC 02 2016 

OFFIC~ OF PETITIONS) 

Petition for Withdrawal from Issue After Payment of Issue Fee 
under 37 CFR 1.313(c) (2) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

This is a petition under 37 CFR 1. 313 (c) (2) to 

25 withdraw from issuance after payment of the Issue Fee. The 

I~~u~ F~~ wctS paid on C January 2014 in re~pon~e to a 21 

October 2013 Notice of Allowance. A Request for Continued 

Examination under 37 CFR 1.114 is being filed concurrently 

herewith. The claim of priority of the current application 

30 needs to be corrected. A petition under 37 CFR 1.55(e) was 

filed on 27 May 2016, to accept an unintentionally delayed 

claim under 35 USC 119 .. This petition was dismissed without 

prejudice on 17 August 2016 because the current application 

had not yet been revived. The petition to revive the 

35 application under 37 CFR 1.137 was granted on 17 November 2016 

and received on 28 November 2016. The petition under 37 CFR 

1.55(e) to correct the claim of priority is going to be re

submitted under a separate cover. 

/ 

12/02/2016 FRI 11:10 [TX/RX NO 8675] ~ 006 
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To: Office of Petitions Page 6 of 11 2016—1202 14:44:11 (GMT) 19198821265 From: Sloan Smith

Attornex Docket No. 290.1078CON

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2469

5 Sami Vaarala and Antti Nuopponen

  
 

Serial No. 13/685,544

FAX RECEIVED

 
Filed: 26 November 2012

10 1

For: METHOD AND SYSTEM FOR SENDING A "DEC 022018
MESSAGE THROUGH A SECURE CONNECTION .

Examiner: Afohawn M. Towfighi OFHCEOFPEHHONS
15

Date: 2 December 2016

Petition for Withdrawal from Issue After Payment of Issue Fee
under 37 CFR 1.313(c)(2)

20
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313—1450

This is a petition under 37 CFR l.313(c)(2) to

25 withdraw from issuance after payment of the Issue Fee. The

Issue Fee was paid on 6 January 2014 in response to a 21

October 2013 Notice of Allowance. A Request for Continued

Examination under 37 CFR 1.114 is being filed concurrently

herewith. The claim of priority of the current application

30 needs to be corrected. A petition under 37 CFR l.55(e) was

filed on 27 May 2016, to accept an unintentionally delayed

claim under 35 USC 119“ This petition wae dismissed without

prejudice on 17 August 2016 because the current application

had not yet been revived. The petition to revive the

application under 37 CFR 1.137 was granted on 17 November 2016(J) Ln

and received on 28 November 2016. The petition under 37 CFR

1.55(e) to correct the claim of priority is going to be re—

submitted under a separate cover.

12/02/2016 FRI 11:10 [TX/RX NO 8675] @006
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To: Office of Petitions Page 7 of 11 2016·12·02 14:44:11 (GMT) 19198821265 From: Sloan Smith 

5 

10 

nr Attorney Docket No. 290.1078CON :.212/!G - 2-

I certify, in accordance with 37 CF'R 1.4(d) (4) that 

I am an attorney or agent registered to practice before PTO. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fa.sth 
Registration No. 36,999 

ATTORNEY DOCKET NO. 290.1078CON 
15 FASTH LAW OFFICES 

1206 Stanridge Drive 
Raleigh, North Carolina 27613-7063 USA 
Tel: +1-910-687-0001 
Fax: +1-919-882-1265 

12/02/2016 FRI 11:10 [TX/RX NO 8675] ~007 
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To: Office of•Petitions Page 2 of 11 2016-12-0214:44:11 (GMT) 19198821265 From: Sloan Smith 

Electronic Acknowledgement Receipt 

EFSID: 27673217 

Application Number: 13685544 FAX RECEIVED 

International Application Number: DEC 02 2016 

Confirmation Number: 4882 OFFICE OF PETITIONS 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

• 

First Named Inventor/Applicant Name: Sami Vaarala 

Rolf Fasth 

FASTH LAW OFFICES 

26 Pinecrest Plaza, Suite 2 

Correspondence Address: -
Southern 1-'ines NC 28387-4301 

-

---
Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1078CON 

Receipt Date: 02-DEC-2016 

Filing Date: 26-NOV-2012 

Time Stamp: 09:26:14 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $1340 
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To: Office of' Petitions Page 3 of 11 2016·12·02 14:44:11 (GMT) 19198821265 From: Sloan Smith 

RAM confirmation Number 1?0~161NTEFSVV00007771060243 

Deposit Account 060243 

Authorized User Sloan Smith 

The Director ofthe USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.16 (National application filing, search, and examination fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) 

37 CFR 1.19 (Document supply fees) 

37 CFR 1.20 (Post Issuance fees) 

37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description FileName 

File Size( Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

31532 

1 Petition automatically granted by EFS petition··request.pdf no 2 
l.:::tf'l.) ~SS&;:;:oa ~k7At!~ ll.74 !£:1'J(7o6.:!'J.::OIJ 

1~cN:-b 

Warnings: 

Information: 

1350124 

2 
Request far Continued Examination 

RCEX.pdf no 3 
(RCE) 

a!&14~,9~u?':~:ts:slc-t0075·10t(91~3C 
(~.;,) 

Warnings: 

Information: 

304280 

3 Transmittal Letter 
PETITION_VVITHDRAWAL_ISSUt no 2 

.pdf as.;.r utdll&a~9l.ofiakffdC:Z~97 s; 1C:.fbZdot1'1'd 

Ull 

Warnings: 

Information: 

251264 

4 Transmittal Letter TRX.pdf no 1 
d h:)•f··U l?ldi'r.Mf'k'~'J I en33d70f1Jl001i9J 

""' 

Warnings: 

Information: 

32150 

5 Fee Worksheet (SB06) fee-info.pdf no 2 
oa1r71ll1e-1 bSbcidba'7el53.24f1c37c: .21r • .,, 

Warnings: 

Information: 
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To: Office of Petitions Page 4 of 11 2016-12-0214:44:11 (GMT) 19198821265 From: Sloan Smith 

Total Files Size (in bytes) 1969350 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications l}nder 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)·(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 1 1 and MPEP 181 0), a Notification of the International Application Number 
and ofthe International Filing Date (Form PCT/R0/1 05) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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To: Office of Petitions Page 5 of 11 2016-12-0214:44:11 (GMT) 19198821265 From: Sloan Smith 

UNITED STATES PATENT AND TRADEMARK OFFICE 

Decision Date: December 2, .?.016 

In reApplication of: 

Sami Vaarala 

Application No: 13685544 

Filed: 26-Nov-2012 

Attorney Docket No: 290.1078CON 

DECISION ON PETITION 

UNDER CFR 1.313(c)(2) 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

IN\JIIw.uspto.gov 

This is an electronic decision on the petition under 37 CFR 1.313(c)(2), filed December 2, 2016, to withdraw the above-identified 
application from issue after payment of the issue fee. 

The petition is GRANTED. 

The above-identified application is withdrawn from issue for consideration of a submission under 37 CFR 1 .114 (request for 
continued examination). See 37 CFR 1.313(c)(2). 

Petitioner is advised that the issue fee paid in this application cannot be refunded. If, however, this application is again 
allowed, petitioner may request that It be applied towards the issue fee required by the new Notice of Allowance. 

Telephone inquiries concerning this decision should be directed to the Patent Electronic Business Center (EBC) at 866-217-9197. 

This application file is being referred to Technology Center AU 2469 for processing of the request for continuing examination 
·under 37 CFR 1.114. 

Office of Petitions 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

Commissioner for Patents
United States Patent and Trademark Office

P.O. Box 1450
Alexandria, VA 22313-1450

www.uspto.gov

 
Decision Date : December 2, 7,016

In re Application of:
DECISION ON PETITION

UNDER CFR 1.313(CXZ)
Sami Vaarala

Application No: 13685544

Filed I 26-Nov-1201 2

Attorney Docket NO : 290.1078CON

This is an electronic decision on the petition under 37 CFR 1.313(c)(2), filed December 2, 2016, to withdraw the above~identified
application from issue after payment of the issue fee.

The petition is GRANTED.

The above-identified application is withdrawn from issue for consideration ofa submission under 37 CFR i .1 i4 (request for
continued examination). See 37 CFFI1.313(C)(2).

Petitioner is advised that the issue fee paid in this application cannot be retunded. If, however, this application is again
allowed, petitioner may request that it be applied towards the issue fee required by the new Notice 0! Allowance.

Telephone inquiries concerning this decision should be directed to the Patent Electronic Business Center (£80 at 866-217-9197.

This application file is being referred to Technology Center AU 2459 for processing of the request for continuing examination
, under 37 CFR 1.114.

Office of Petitions
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To: Office of Petitions Page 8 of 11 2016-12-02 14:44:11 (GMT) 19198821265 From: Sloan Smith 

Doc code: RCEX PTatsst30EFs (07-14) 
Doc description: Request for Continued Examination (RCE) Approved for use through 07/31/2016. OMS 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act or ·1995, no persons are required to respond to a collection or Information unless it contains a valid OMS control number. 

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL 
(Submitted Only via EFS-Web) 

Application 
13685544 I Filing 1 2012-11-26 

Dm:kel Number 
290. 1 078CON I Arl 

1 2469 Number Date (if applicable) Unit 

First Named 
Sami Vaarala 

Examiner 
Afshawn M. Towfighi 

Inventor Name 

This is a Requestfor Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application. 
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant applicatiot1 filed prior to June 8, 
1995, to any international application that does not comply with the requirements of 35 U.S.C. 371, or to any design application. The 
Instruction Sheet for this form is located at VI/WIN.USPTO.GOV. 

SUBMISSION REQUIRED UNDER 37 CFR 1.114 

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order 
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s) 
entered, applicant must request non-entry of such amendment(s). 

0 Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a 
submission even if this box is not checked. 

FAX RECEIVE[ 
0 Consider the arguments in the Appeal Brief or Reply Brief previously filed on 

DEC 02.2016 
0 Other 

OFFICE OF PETITION~ 
cgj Enclosed 

0 Amendment/Reply 

0 lntormation u1sc1osure Statement (IDS.) 

D Affidavit(s)/ Dedaration(s) 

cgj Other 
Petition for Withdrawal from Issue After Pa:iment of Issue Fee under 37 CFR 1.313(c)(2) 

MISCELLANEOUS 

0 Suspension of action on the above-identified application is requested under 37 CFR 1.1 03(c) for a period of months 
(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required) 

0 Other 

FEES 

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed. 
[.81 The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to 

Deposit Account No 060243 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

[gj Patent Practitioner Signature 

0 Applicant Signature 

EFS - Web 2. 1.15 

12/02/2016 FRI 11:10 [TX/RX NO 8675 J 141008 
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To: Office of Petitions Page 9 of 11 2016-12-02 14:44:11 (GMT) 19198821265 From: Sloan Smith 

Doc code: RCEX PTO/SB/30EFS (07-14) 
Approved for use through 07/31/2016. OMB 0651-0031 

U.S, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act or '1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number, 

Doc description: Request for Continued Examination (RCE) 

Signature of Registered U.S. Patent Practitioner 

Signature /rfasth/ Date (YYYY-MM-DD) 2016-12-02 

Name Rolf Fasth Registration Number 36999 

Applicant Signature 

Applicant 1 ~~i~:$'M:{l;~~~;l 

Signature Date (YYYY-MM-DD) 
I 

Name 

Click ADD for additional Applicant Signature ~~4¢.~~f~~~~~~~;~~ 

This collection of information is required by 37 CFR 1.114. Tl1e infomlation is required to obtain or retain a benefit by the public which is to 
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S. C. 122 and 37 CFR 1.11 and 1.14. This collection is 
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application fon11 to the USPTO. Time 
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for 
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, 
P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. 

EFS - Web 2.1.15 
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To: Office of Petitions Page 1 0 of 11 2016·12·0214:44:11 (GMT) 

Privacy Act Statement 

19198821265 From: Sloan Smith 

FAX RECEIVED 

DEC 02.2016 

OFFICE OF PETITIONS 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given. certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be 
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information 
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office 
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information 
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in thi.s system of records may be disclosed, as a routine use. to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need 
for the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, 
pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may 
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an 
application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFS - Web 2.1.15 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

ROLF FASTH 
FASTH LAW OFFICES 
26 PINECREST PLAZA SUITE 2 
SOUTHERN PINES NC 28387-4301 

In re Application of 
Vaarala, et al. 
Application No. 13/685,544 
Filed: November 26, 2012 
Attorney Docket No. 290.1078CON 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

~-/A\~ IL ~ W 
NOV 1 7 2016 

OFFfCE OF PETITIONS 

ON PETITION 

This is a decision on the petition to revive under 37 CFR 
1.137(a), filed February 26, 2016. 

The petition under 37 CFR 1.137(a) is GRANTED. 

The above-identified application became abandoned for failure to 
file an oath or declaration no later than payment of the issue 
fee. Applicants paid the issue fee on January 6, 2014 (in 
response to an October 21, 2013 Notice of Allowance). No oath or 
declaration having been filed on or before that date, the 
application became abandoned on January 7, 2014. The Office 
mailed a Notice of Abandonment on August 7, 2014. Applicants 
filed a petition to withdraw the holding of abandonment on 
September 18, 2014. However, the petition was dismissed in a 
decision mailed on February 16, 2016. 

With the instant petition, petitioner has paid the petition fee, 
made the proper statement of unintentional delay, and filed the 
required reply in the form of a 37 CFR 1.63 declaration from both 
of the co-inventors. 

The application is being forwarded to the Office of Data 
Management for processing into a patent. 

Telephone inquiries related to this decision should be directed 
to the undersigned at (571)272-3207. 

/Cliff Congo/ 
Cliff Congo 
Attorney Advisor 
Office of Petitions 
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ROLF FASTH

FASTH LAW OFFICES

26 PINECREST PLAZA SUITE 2

SOUTHERN PINES NC 28387—4301

 

 
NOV 1 7, 2015

OFFICE OF PETITIONS

In re Application of
Vaarala, et al. :

Application No. 13/685,544 : ON PETITION
Filed: November 26, 2012 -

Attorney Docket No. 290.1078CON

This is a decision on the petition to revive under 37 CFR

1.137(a), filed February 26, 2016.

The petition under 37 CFR 1.137(a) is GRANTED.

The above—identified application became abandoned for failure to

file an oath or declaration no later than payment of the issue

fee. Applicants paid the issue fee on January 6, 2014 (in

response to an October 21, 2013 Notice of Allowance). No oath or

declaration having been filed on or before that date, the

application became abandoned on January 7, 2014. The Office

mailed a Notice of Abandonment on August 7, 2014. Applicants

filed a petition to withdraw the holding of abandonment on

September 18, 2014. However, the petition was dismissed in a
decision mailed on February 16, 2016.

With the instant petition, petitioner has paid the petition fee,

made the proper statement of unintentional delay, and filed the

required reply in the form of a 37 CFR 1.63 declaration from both
of the co—inventors.

The application is being forwarded to the Office of Data

Management for processing into a patent.

Telephone inquiries related to this decision should be directed

to the undersigned at (571)272—3207.

/Cliff Congo/

Cliff Congo

Attorney Adviser
Office of Petitions
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II 

UNITED STATES PATENT AND TRADEMARK OFFICE 

ROLFFASTH 
FASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES NC 28387-4301 

In re Application of 
MPH TECHNOLOGIES OY 
Application No.: 13/685,544 
Filing Date: November 26, 2012 
Attorney Docket No.: 290.1 078CON 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

MAILED 

'AUG 1 7 2016 

INTERNATIONAL PATENT LEGAL ADM. 

DECISION ON PETITION 
UNDER 37 CFR 1.55(e) 

This is a decision on the petition under 37 CFR 1.55(e), filed May 27,2016, to acct:pl an 
unintentionally delayed claim under 35 U.S.C. 119(a) through (d) or (f) and/or 35 U.S.C. 365(a) 
or (b) for priority to one or more prior foreign applications. 

Under 37 CFR 1.55(e), a petition to accept an unintentionally delayed claim under 35 U.S.C. 
119(a) through (d) or (f) and/or 35 U.S.C. 365(a) or (b) for the benefit of a prior-filed foreign 
application must be accompanied by: 

(i) the claim required by 35 U.S.C. 119 and 37 CFR 1.55(e)(l) to the 
prior-filed application, unless previously submitted; 

(ii) a certified copy of the foreign application, if required by 3 7 CFR 
1.55(f), unless previously submitted or an exception under 37 CFR 
1.55(h), (i), or G) applies; 

(iii) the petition fee set forth in 3 7 CFR 1.17(m); aml 

(iv) a statement that the entire delay between the date the priority claim 
was due under 37 CFR 1.55(d) and the date the claim was filed was 
unintentional. The Director may require additional information 
where there is a question whether the delay was unintentional. 

With regard to item (i), MPEP 211.02(a), Section II., "Adding Benefit Claims", states in relevant 
part, "An amendment or ADS filed after final rejection or allowance is not entered as a matter of 
right and must be filed in compliance with 37 CFR 1.116 or 1.312, respectively." Furthermore, 
any submission under 3 7 CFR 1.312 must be made before or with payment of the issue fee. 3 7 
CFR 1.312. Because the issue fee has already been paid in the present application, entry of an 
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United States Patent and Trad 
ROLF FASTH

FASTH LAW OFFICES MA] LED
26 PINECREST PLAZA, SUITE 2 _

SOUTHERN PINES NC 28387-4301 )AUG 1 7 2015

INTERNATIONAL PATENT LEGAL ADM.

In re Application of
MPH TECHNOLOGIES OY :

Application No.: 13/685,544 : DECISION ON PETITION

Filing Date: November 26, 2012 : UNDER 37 CFR 1.55(e)

Attorney Docket No.: 290.1078CON

This is a decision on the petition under 37 CFR 1.55(e), filed May 27, 2016, to accept an

unintentidnally delayed claim under 35 U.S.C. 119(a) through (d) or (0 and/or 35 U.S.C. 365(a)

or (b) for priority to one or more prior foreign applications.

Under 37 CFR 1.55(e), a petition to accept an unintentionally delayed claim under 35 U.S.C.

119(a) through (d) or (f) and/or 35 U.S.C. 365(a) or (b) for the benefit of a prior-filed foreign

application must be accompanied by:

(i) the claim required by 35 U.S.C. 119 and 37 CFR 155(c)(1) to the

prior-filed application, unless previously submitted;

(ii) a certified copy of the foreign application, if required by 37 CFR

1.55(f), unless previously submitted or an exception under 37 CFR

1.55(h), (i), or 0) applies;

(iii) the petition fee set forth in 37 CFR 1.17(rn); and

(iv) a statement that the entire delay between the date the priority claim

was due under 37 CFR 1.55(d) and the date the claim was filed was

unintentional. The Director may require additional information

where there is a question whether the delay was unintentional.

With regard to item (i), MPEP 211.02(a), Section II., “Adding Benefit Claims”, states in relevant

part, “An amendment or ADS filed after final rejection or allowance is not entered as a matter of

right and must be filed in compliance with 37 CFR 1.116 or 1.312, reSpectively.” Furthermore,

any submission under 37 CFR 1.312 must be made before or with payment of the issue fee. 37

CFR 1.312. Because the issue fee has already been paid in the present application, entry of an
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Application Number: 13/685,544 -2-

application data sheet at this time is not permitted. Accordingly, if the instant application is 
revived, applicant may wish to consider filing an appropriate petition under 3 7 CFR 1.313( c )(2) 
along with a request for continued examination under 37 CFR 1.114. 

With regard to item (ii), the certified copy requirement has not been satisfied. 

With regard to item (iii), the petition fee set forth in 37 CFR 1.17(m) has been submitted. 

With regard to item (iv), the statement of unintentional delay contained in the petition differs 
slightly from the language contained in 37 CFR 1.55(e)(4) and is hereby construed as a statement 
that the entire delay between the date the priority claim was due under 37 CFR 1.55(d) and the 
date the claim was filed was unintentional. If this interpretation is incorrect, applicant is required 
to immediately notify the Office. As construed, the provided statement of unintentional delay is 
acceptable. 

For the reasons above, the petition under 37 CFR 1.55(e) is DISMISSED without prejudice. 

Any further correspondence with respect to this matter may be filed electronically via EFS-Web 
selecting the document description "Petition for review and processing by the PCT Legal Office" 
or by mail addressed to Mail Stop PCT, Commissioner for Patents, International Patent Legal 
Administration, P.O. Box 1450, Alexandria, Virginia 22313-1450, with the contents of the letter 
marked to the attention of the International Patent Legal Administration. 

F3Lf~{A;i, 
Bryan Lin 
PCT Legal Examiner 
International Patent Legal Administration 
571-272-3303 
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IN THE UNITED STATES PATENT AND TRADEl'1ARK OFFICE 

In re application of Art Unit 2469 

5 Sami Vaarala and Antti Nuopponen 

10 

15 

20 

Serial No. 13/685,544 

Filed_: 26 November 2012 

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 24 June 2016 

Attorney Docket No. 290.1078CON 

PETITION TO ACCEPT UNINTENTIONALLY DELAYED CLAIM OF PRIORITY 
(37 CFR 1. 55 (e)) 

25 Commissioner for Patents 
P.O. Box 1450 

30 

Alexanc:Iria, VA 22313-1450 

This is a petition under 37 CFR 1.55(e) to accept an 

unintentionally delayed claim of priority under 35 USC 119(a) 

through (d) or (f), 365(a) or (b), or 386(a) or (b). 

revised application data sheet (ADS) is being submitted 

concurrently herewith via EFS vveb. The Commissioner is hereby 

authorized to charge the petition fee, as set forth in section 

1.17(m) or other any fee which may be required in connection 

35 with the filing of this correspondence, or credit over

payment, to Account No. 06-0243. 

40 

The entire delay between the date the priority claim 

was due under this section and the date the priority claim was 

filed was unintentional. 

Petitioner requests that the delayed claim of 

priority be accepted and that the additional priority dates be 

included in the patent application. 

p.,_ PETITION FOE REVIVi\L OF' AN Pl.l?PLICATION F'OR PATENT 

ABANDONED UNINTENTIONALLY UNDER 37 CFR 1.137 was filed on 26 

45 February 2016. A copy of this petition is enclosed. 
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5 

10 

15 

RF" ]l,ttorney Docket No. 2 90. 1 en BCON ;;/24/16 - 2 -

I certify, in accordance with 37 CFR 1. 4 (d) ( 4) that 

I am an attorney or agent registered to practice before PTO. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 

ATTORNEY DOCKET NO. 290.1078CON 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 

20 Southern Pines, NC 28387-4301 

Telephone: 
Facsimile: 

(910) 687-0001 
(910) 295-2152 
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Attorney Ref. 290.1078CON PATENT 

IN THE UNITED STATES PATENT AND TRADE~ffiRK OFFICE 
In re application of Art Unit 2469 

Sami Vaarala, Antti Nuopponen 
CERTIFIC:P ... TE OF r,·lJULING 

Serial No. 13/685,544 
I EEFEP.Y CERTIFY 'IEI>_T THIS PAPEF AND THE Doc::_n,ENTS 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Towfighi, Afshawn M 

Date: 24 ,June 2016 

EEFEEEED TO !-;.S BE:ING ~.TT.'iCHED OE ENCLOSED HERE~··HTH 

l".RE BEING S'JBNI TTED ELEC:TKCJNIC_i;I.LY TC:· THE UNITED 

ST~_TES F_i;TENT _i;ND TRt;.D:~::r·'LZ\RK OFFICE ON 24 June 2016. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

TRANSMITTAL LETTER 

TO THE C0l111MISSIONER FOR PATENTS: 
MAIL STOP PETITION 

Enclosed for filing in the above-referenced application are the 
following: 

(X) PETITION TO ACCEPT UNINTENTIONALLY DELAYED CLAIM 
OF PRIORITY (37 CFR 1.55(e)) 

(X) Required fee 
(X) Corrected ADS 
(X) Copy of Petition to Revive dated 26 February 2016 
(X) The Co~~issioner is hereby authorized to charge any fees 

which may be required in connection with the filing of this 
petition and any documents enclosed herewith, or credit 
over-payment, to f\,ccount No. 0 6-02 4 3. 

FASTH LA1fJ OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 
Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. 290.1078CON 

Respectfully submitted, 
FASTH LA1fJ OFFICES 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 
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Electronic Acknowledgement Receipt 

EFSID: 26170086 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

ROLF FASTH 

FASTH LAW OFFICES 

26 PINECREST PLAZA, SUITE 2 

Correspondence Address: -

SOUTHERN PINES NC 28387-4301 

us -

-

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 24-JUN-2016 

Filing Date: 26-NOV-2012 

TimeStamp: 15:44:23 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 
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Document 
Document Description File Name 

File Size( Bytes}/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

1917674 

1 Miscellaneous Incoming Letter COPY _PET _REVIVE. pdf no 2 
145188f6194 7d627fd79eaa706ebfb6c360f 

83a4 

Warnings: 

Information: 

6622769 

2 Application Data Sheet CORRECTED _ADS.pdf no 5 
897cd bb4 70ce4df4a2f54ee 7a636fb07a 86 7 

557b 

Warnings: 

Information: 

This is not an USPTO supplied ADS fillable form 

345451 

3 
Petition for review by the PCT legal PETITION_DELAYED_PRIORITY. 

no 2 
office pdf 

5 31 caffe9 b 7 eS 18e 202b587 6cd269725cd 9 
ca11 

Warnings: 

Information: 

253331 

4 Transmittal Letter TRX.pdf no 1 
6767ae6a 17dbec4085244f96738a76442e4 

1d514 

Warnings: 

Information: 

Total Files Size (in bytes) 9139225 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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IN THE UNITED STATES PATENT AND TRADEl'1ARK OFFICE 

In re application of Art Unit 2469 

5 Sami Vaarala and Antti Nuopponen 

10 

15 

20 

Serial No. 13/685,544 

Filed_: 26 November 2012 

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 19 May 2016 

Attorney Docket No. 290.1078CON 

PETITION TO ACCEPT UNINTENTIONALLY DELAYED CLAIM OF PRIORITY 
(37 CFR 1. 55 (e)) 

25 Commissioner for Patents 
P.O. Box 1450 

30 

Alexanc:Iria, VA 22313-1450 

This is a petition under 37 CFR 1.55(e) to accept an 

unintentionally delayed claim of priority under 35 USC 119(a) 

through (d) or (f), 365(a) or (b), or 386(a) or (b). 

revised application data sheet (ADS) is being submitted 

concurrently herewith via EFS vveb. The Commissioner is hereby 

authorized to charge the petition fee, as set forth in section 

1.17(m) or other any fee which may be required in connection 

35 with the filing of this correspondence, or credit over

payment, to Account No. 06-0243. 

40 

The entire delay between the date the priority claim 

was due under this section and the date the priority claim was 

filed was unintentional. 

Petitioner requests that the delayed claim of 

priority be accepted and that the additional priority dates be 

included in the patent application. 

p.,_ PETITION FOE REVIVi\L OF' AN Pl.l?PLICATION F'OR PATENT 

ABANDONED UNINTENTIONALLY UNDER 37 CFR 1.137 was filed on 26 

45 February 2016. A copy of this petition is enclosed. 
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5 

10 

15 

Rc f\,ttorney Docket No. 2 90. 107 BCON s/13/16 - 2 -

I certify, in accordance with 37 CFR 1. 4 (d) ( 4) that 

I am an attorney or agent registered to practice before PTO. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 

ATTORNEY DOCKET NO. 290.1078CON 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 

20 Southern Pines, NC 28387-4301 

Telephone: 
Facsimile: 

(910) 687-0001 
(910) 295-2152 
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Attorney Ref. 290.1078CON PATENT 

IN THE UNITED STATES PATENT AND TRADE~ffiRK OFFICE 
In re application of Art Unit 2469 

Sami Vaarala, Antti Nuopponen 
CERTIFIC:P ... TE OF r,·lJULING 

Serial No. 13/685,544 
I EEFEP.Y CERTIFY 'IEI>_T THIS PAPEF AND THE Doc::_n,ENTS 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Towfighi, Afshawn M 

Date: 27 May 2016 

EEFEEEED TO !-;.S BE:ING ~.TT.'iCHED OE ENCLOSED HERE~··HTH 

l".RE BEING S'JBNI TTED ELEC:TKCJNIC_i;I.LY TC:· THE UNITED 

ST~_TES F_i;TENT _i;ND TRt;.D:~::r·'LZ\RK OFFICE ON 27 May 2016. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

TRANSMITTAL LETTER 

TO THE C0l111MISSIONER FOR PATENTS: 
MAIL STOP PETITION 

Enclosed for filing in the above-referenced application are the 
following: 

(X) PETITION TO ACCEPT UNINTENTIONALLY DELAYED CLAIM 
OF PRIORITY (37 CFR 1.55(e)) 

(X) Required fee 
(X) Corrected ADS submitted concurrently herewith via EFS WEB 
(X) Copy of Petition to Revive dated 26 February 2016 
(X) The Co~~issioner is hereby authorized to charge any fees 

which may be required in connection with the filing of this 
petition and any documents enclosed herewith, or credit 
over-payment, to f\,ccount No. 0 6-02 4 3. 

FASTH LA1fJ OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 
Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. 290.1078CON 

Respectfully submitted, 
FASTH LA1fJ OFFICES 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 
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Electronic Patent Application Fee Transmittal 

Application Number: 13685544 

Filing Date: 26-Nov-2012 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Filer: Rolf Fasth/Sioan Smith 

Attorney Docket Number: 290.1 078CON 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Pet. Delay Sub or Restore Priority-Claim 1454 1 1700 1700 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1700 
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Electronic Acknowledgement Receipt 

EFSID: 25912351 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

ROLF FASTH 

FASTH LAW OFFICES 

26 PINECREST PLAZA, SUITE 2 

Correspondence Address: -

SOUTHERN PINES NC 28387-4301 

us -

-

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 27-MA Y-2016 

Filing Date: 26-NOV-2012 

TimeStamp: 16:51:50 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $1700 
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RAM confirmation Number 6353 

Deposit Account 060243 

Authorized User SMITH, SLOAN 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 CFR 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 CFR 1.17 (Patent application and reexamination processing fees) 

Charge any Additional Fees required under 37 CFR 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 CFR 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes}/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

5589847 

1 Application Data Sheet CORRECTED _ADS.pdf no 5 
589e2e840af50eef3dfe6e0768027b5b4cbf 

SbaO 

Warnings: 

Information: 

This is not an USPTO supplied ADS fillable form 

1917674 

2 Miscellaneous Incoming Letter COPY _PET _REVIVE. pdf no 2 
145188f6194 7d627fd79eaa706ebfb6c360f 

83a4 

Warnings: 

Information: 

345121 

3 
Petition for review by the Office of PETITION_DELAYED_PRIORITY 

no 2 
Petitions CLAIM.pdf 

2234d 665 Scb8f2a3 3df2c7 4 7c6f3 083 aDd 57 
9467 

Warnings: 

Information: 

257754 

4 Transmittal Letter TRX.pdf no 1 
8d4787Se945092d37f63794d87e3a6afee8 

94d5b 

Warnings: 

Information: 

30548 

5 Fee Worksheet (SB06) fee-info. pdf no 2 
969d96e48f7ca24f261813abe6f825cef5b2 

3e3 

Warnings: 

Information: 

Total Files Size (in bytes) 8140944 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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--·~-----~------ ···-----------.--.... ·------------··---················----------------...-.---····· --·······-----------------------~---·-· --·········--------------~ 

i Attorney Docket Number [ 290 1078CON 
Application Data Sheet 37 CFR 1.76 !----·········---------------------············---+··········-------------·········------ ----- --------------------------~ 

I .Application Number 
----~~----··-----------------------T·-~~-----·---------- --------------------····--- -------············---------~-----·-····················~--------~-----·····························-----------~~---·················· 

T:t!e of invention i METHOD AND SYSTEM FOR SENDiNG A MESSAGE THROUGH A SECURE CO~lNECTiON 

Secrecy Order 37 CFR 5.2 
. ··--·;;;;~tiOtlS or 8ii or the application oSSQCiated·V~-it·i-1 ii1is"/;,ppiicaticlfl.[)aiaSheet ma~; faii"u"nder a Sec::e~:-;;-order .. pl:li-suafi"t"to-1 
__ _______ }! g_~-~-~.? ( Pap~r_f::i<_?r~ __ ()~IX_- .t.._rp!_i£~ii_?fi_~~l~(3t_~<lii_ ''rl ~~r __ ~E;-~r~c;y(_)r(j~~~f!:l§_i ::()t_i)_E; __ ~i!~-~-E;i~c;t_r()~i£~!lXJ ...................... _ 

Inventor Information: 

Jrt:V:(3fl~(.)I .. L ___ _ Remove 
:; .. :-. ----·--·--····----~) 

L~ga! Name 

,-:-~~~~i~[_§i~~~-:~~0~~:-=::::~.:-==:::--~-~-: .... :: i ~idd~~-N~~~ · · ------:-._·_::·:·--=r:~~0~:~v.--~~0.~:::::.::::.::::·· ____ ::.::··_:_:::::: .. ::rs~~ 
'-------~-----L-~..<3~!1..... . ............................ --------~----~---------·-···-- \ _!'~~rc:t_l_a. __ .................................................... L. ....... . 

Residence lnformation (Select One} ( _, us Resi,%ncy ;•; Non US Res:dency C> Aci;ve U~3 fv1:tiiary Serv;c.:-
·c=,=ty""":T~~~:~~:~---=:-:::-::::::-:c:::::::::::··· ··=·============== ---c;~;=~~;=t~y";f''R~~i"de-nce ,,,,,,,,,,,,,,,,,,,,,,,,, ,,,,,,,,,,,,,=:=~;'"""'""'""""'"'-""""'' '''''"'''''''''''"· 
:-----·······-----'---- ···-----------------------~~------~---------·-----------· .. ····················------- --------------------------------------~-------- ................... -------·-················-----

Mailing Address of hwenior; 

Address 1 

Address 2 
:·-- ···-····················r·· .......... -----------~-

City ! Fl-02600 E~poo State/Province 
.--p~~t~i-c~ct-~-------------------~-~,---F~---------- ------------------ co~~t-~-;--········r"F·;----------"-- ----------------------------. 
:-----------------------------------------------------~-· -~~-------------------------------------------·----------------------------------'""-----------------------------:~:::A~";;6~~~~:1------~----~~--------........, 

i Inventor 2 '~-----"-----'···'' ·--L-e9·ariiiame ____ ------------------------------------~-----------------------------------------------------------------------------------------------------------------------------~-~---~-----------~------·: 

---··:--·:··r·suffi~1, 
·····;··········---------------------------------------~----~--~------'"··:····-······ ····-···--··············································-------------------------·········· 

Prefix\ Given Name Middle Name j Family Name 
:----------------r--~----~--------~----"·--------------------------------~---------------------------------------------------- _____________ .. ____ _ 

Antt1 Nuc:pp,Jnen 
--------· .. -------- -------- "'"~-~-- .............. : ............. -----· -------------------- ····-------------- ------ -

. Residence ~nformation (Select One) \>Y~.r~~~~~-~!1~)1 c•_) Nc;n us R;;'''j~,~]\;L",;::;,.,~,t,;~-U.~Mi!:tsry ~.~r,/1~:~::::::::::::::":: 
:dtY'"""''~~;~~::··::::::··------- --------.,, ...... ---------- ··'colinir;·a R€s:cience ''! 

•................•••••.•• 

·········-----------------------------------------~-~--~~---·"-··············-···-·······-····································--------------------------1 

j 
·-----~·-·-----·-------·--·~·----------··-··-··-··-·----·------·-----·---~------~---~------~ 

Address 1 
~--················-----------------------------------.. ~-----------------~ ............ --~~-----~~-----~---~----------------·······--.--------····-···········································-----------

\ Address 2 
~ ..... ···-··· 

City r:::.:J2760 Espo StateiProvince 

Posta! Code F! 
······························:-------········-···---·---
Country: Fi 

Ail inventors Must Be Listed - Add:tiona! !nvernor lnforrnat:on blocks may be 
generated wiihin this form by selectmg ttle Add button 

i ............................. ! 
i 

-.----------------------~ 

-------------~-~ 

····························: 

: ............................... -------------------------,"'·---~~~--~--~-----··-·······-·------------·······-·····-···········----------------~--~~-~----····-···---------------····················-·-------· 
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Application Data Sheet 37 CFR 1.76 
Ntorney Docket Number 

Application Number 

290 "1Cl78CON 

Title of invent:on METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH .A. SECURE CONNECTION 

Enter either Customer Number or complete the Correspondence information section below. 
For further information see 37 CFR 1.33{a}. 

An Address is being provided for the correspondence Information of this application, 

Application Information; 

Title of the Invention METHOD P1ND SYS1H/: FOR SENDiNC ?. MESSAGE TriFWIJGH ,<;SECURE CONNECTION 
~---··-·--·-····---·-----~---------- -------····+··- -· -------------·-···············---· ... ···········-----·····--·~---~--~~--~----·-----------------------····-- --············--·--··-···· 

Attorney Docket Number! 290 ~073CON i Small Entity Status Claimed '···' 
!···················--·-·--···---··--·------------~--~: ~-------------------------··········································~---······-----········-····------------·-------~-~------------·-----------------··················: 

Application Type i Nonp:-ov1s:ona1 
····s~i;j~~t·M~tt;·~·-··················· ·ru·t;i;~···--------~~~~------···--·--·······-------····-·································· 

:···~-~~~~~~~~~-i~~~::(:~f·_~i~~Tc.·.:::: .. -·:·::····-------------~-... -. _--=-~------~---·----------:~[~~-~~~~~ss nt any) :::l. 
Suggested Technology Center (if any) 

: ..................... ······------·---·---------·-···---~----------------................... +---· ................................ , .......... ········--------···· ·······························-~---------- ----~------. -----.. ·-------~ 
Total Number of Drawing Sheets (if any) 

Publication Information: 

.-. 

.:~ Suggested Figure for Publication (if any) 
' """'"'" ·- ·--- ........ ~--. 

Request Eariy Publication (Fee required at tlfl!e of Request 37 CFR 1 219) 
---··-----·-··-------- ---- -·--·---··-···-···································· --··---···-··············--·--~~----------------- ......... ~ ......... ~~----------------------------·----·········---········································-···-------···-t 

Request Not to Publish. i r;ereby request that the attached application not be pubiished under 

35 U S.C 122(b) and certify that the :nvention disclosed m tr1;;· attached application has not and will not be the 
subject of an appi:cation fi!ed :n ancther· counir)l. cr under a multilateral international agreement. that requires 

publication at eighteen months after f:i:ng. 
·-·-·······--···-···------·······-·----·----·--··-

Representative Information: 

:~<::presentative information shoc:ld bE: provided for ali pra:;titioners having a power of attorney in ihe a;m!lcation Pro;':ciing 
tr1;s informat;on ;n the Application Data Sheet does r:ot constitute a power of attorney :n the applrcat:on (see ~q CFR 1.32). 
Either enter Customer Nurnber G=" cc:·rnplete the Representative Narr.e sec.t:vn be!ow. !f both s<:::ct!Qns are Gornpleted !ht custorner 
Nurr1ber· vvi:l t:·~? userJ fo:· the Repres0rH~=lt!vE; :r:forrna!:on cjur:ng procH:3Si:{g. 

Ple;~se Select One: US Pate:;t P:act:t:oner 

Customer Number 

Domestic Benefit/National Stage Information: 
Th1s sect;or: a1iows for the applrcant to either cla;rn beneht under 35 U.S C. 1: 9{e), 120, 121. or 365(c) or mdicate 
National Stage entry fmrn a PCT appiicat:on. Prov;dir,g th:s information ;n the application data sheet const;tutes the 
specific reference required b)i 35 US C. 1'l9(e) or~ 20, and 37 CFR 1 78 . 

. ~---------~~-~~-------------·---·--·-···-------··--.- --·--····-··············-·--· -----····------·-·····---·----·--·--·-------~----~----------·--------···------·-····---····································-· 

........ :~~~~~A~P_p~lic~a~ti_o~:~~~~tu~- '· Pe~~-;~~---············································-~·-····························- -~~~:;;-_.R!~-~-----······················· 
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Appiication Typew
MWI‘SflREE
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Suggested Technoiogy Center (if any}
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Domestic Benefit/Nationai Stageinformation;
This sect:ma, :iows fez the apptraw ' -
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p: ():f.\,if.\,IU .. (08· i 2) 
,.),pprov~~ for <.o;;;~ tl'VO·-·Gh o~ .. '3~/2C~4 OMS 0651-.(!032 

US. P~tant an-:.1 !"o:_;,:;err:ario: OffK·e.· U.3 DEP.•\RPAENT GF CQr .. tMERCf: 
U::der the Paper·,..,~,.):k R.e--.:v-:-;li.:y: .4.....-.. t ef ·;gq:~. rK· r;.e:·s.: .. -·~ 3re •E-qu!rect t,) re::.r: .. :·r~d !G ~ ::c:l!:;.""Ct:o:~ cf :n:'vn::EJ~iv;~ vnle~~ ft G0nto.;:~s:;; ... ·~· .. '!i:d •)~v~l?. .:-;Qnt•.:::: ~~:mt•t:.r 

----······"""""""'"" 

Ti% of :nvention 

Application Number Prior Application Nurnber Fi!ing Date (YYYY-MM-DD) 

!G500930 

Foreign Priority Information: 
fh:~. sectton a!h.)w~ for ~1:e .app:;-::ant to c;curn !.)E:net:t ot tort:::19;; pnor;ty an•.:! tc :dent:·:y' :..1ny r..;r:cF tore~ran appucat:on k.if \:Yhich pr:•.::nty ;:; 
:·;t)t ciairned. P:·vviding th:s lfito:·n:atir.)n if~ t!';B app::catj(::n data sheet constitutc::s th~ da::n fo: prjcrity as :eo~..:tre.j t~v 35 U S.C "119(b) 
and 37 CFR ·i .t.~5ta). 

,. ·· · · ·- · · · · · ··· -- ·-- ·-- ---- · ··-- --- · ····-.... ------- · ·- ·- · · ·- ·-- ------ ·-- · ------ ·-- · ·---· · · · ·- · ------ ·-- · · · · · · · · -- ·----- -- ·- ·- · ·-- -- ·- .. · · · · · · · · · · · ·- ·-- · · ·- · · ··-- ·· ·--- ··-· · · · · ·- ·- · · ··- · ·- · · ·- · · ··- · · · · r··_.,.,. .... :-:~c--~---~:-7::.,.~r- · ····-· · ··· ·· · · ·· ·- ·-- ·- ·-- · · · 
, Rt:Hl!;)~: 

····-···-··:,;;;;;i;;~ii~-~--N~~~t;~;·---·--[····-·-----·· ··--····--···c;~~-~~i-~/- ............. [ .................. F"t"ilng .. tfaie.NVVY::MM~oti)-------r------P·~;;;;ty-C'i~i~~ct--
, ________________________________ -:--------------------"----------------------1 .... ~ 

.. A~e~~~:~L _________________________________ l ___ ~1: ·-----------···------------------- _____________________ J_?-~:S~:S:1::?~------------------------- _____________________________ L~;,,,_~~s. ___ '2 ____ ~?. _____ : 
.Additional Foreign Priority Data rna~' be generated within this form by selecting the 
Add button 

Authorization to Permit Access: 

.Authorization to Pe:mit Access to the Instant A.ppiicatior; t·y the Partic:pating Offices 
···---····-·······--············-···········---.--·-··········-·····················-----------------.--·-------------.------·····------.-------------------------· 

:f cnecked. the unders:gnea nefet•y g:2.nts Hie USP1C :..1: .. .nnorny 'tG pr(1VidE lhe E:..:t·opean Patent Off;c€ (E.PO) 
t:·:e .Japan Paten< Offlc;e i.JPO: tt1e Kcnean lnte:le:~tuai P:openy Ofiice iKIPC; the Wor:d inteiiectuai P:·operty Olf:ce (Vv':PU). 
:anc: any othef mteilectuai property' off:ces :n vvh1ch a fo:·e1gn appl:catjc:n c:ah-r1if!g pnori1y to the ;nstant patent app1F.::;.1t:on 
':s filed access to t~1e instant patent application. See 37 CFR ~ ~4(q and (h) Tt;is box should not be checked if lhe applicant 
,does not WISh the EPO .. jPO KIPO. VVlPO. or otr:er :nt~:llectua: propE:rty offic~, ;n 'Nhtctl a forB<gr: application c:la;m:ng pnor1ty 
!to the ;nstant patent appiicat<on is fiied to have access to the 1nstant patent application. 

!:n accordance with 37 CFP. 1.14(h)(3}. access wn: be provided to a copy of the instant patent appl:cation with respect 
]tc~: 1; the ~nstant patent a.pp::c:atiGn-;~~~-filecL 2) ar:y foreign ap~;iication tc '.:Vh1ch tf:e 1nstant P::.lt-ent appli:.:.at!Dn 
:c:i8ir:-:!3 phor~ty under ?.5 U.S.C ~ 19(~3)-{d) If a c:opv of th~3 fc!r·E:·lgn ctppl:cfHion that s:3tl~ifins tt1!~ c:erttfie;~j copy n~q~.:ire:r~E:ni C}t 
<~I C~f'=R 1 f.·S :-1as been fned 1n ihE? instant D&tent :3pp!:·:~:3tic!n a:v) 3·) cny U.S :3ppncatic;n~as-·fHE:£j frorn vvhic~1 bs-nefn is 

[::;o~ght in the i;:;;tant patent appl:ca~ivr'. 

i1n accordance \.Y:U: 37 CFR 1 14(c). access rnay t:e- provi·jed to ~nfon-r:ailon cor1cerning the date of filing ih:s .~:..:thcnzatic~~ 

--------------------------------·----·-----------·---------------------· 

Applicant Information: 

Prov·1ding assignrnent inforrn8t:on :n th:s sect: on dDt~S not substitute for corr:p!ia1~:ce vvith any requ:re;Y1ent ot par-t 3 o! TiUe 37 ;.}f CFR 
to have an assignment recor:)ed t>y :he Office 
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Application Data Sheet 37 CFR 1.76 

METHOD AND SYSTEM FOR SENDING .e.. MESSA(1E THROtY3H A. SECURE CONNECTiON 

............................ ''"''"'''""''-· ................................................................. ---·--·-•-"""'"••·---~--------------------·--··············-------·-·----- -------········-----~. 

Applicant 1 
if·i:he··apr;lica~~~t-!Sthe!n~~Bnto·; {·c.;r--tile··re·rr!a·ir;;rig·;o;ni--i·nvE;nt·or·or-Tnventors·under··3·:;·cr:R·1-·4s)~-th·;s·secti·or~·-sho-tita·n·c~t-se·~;o·n;pletea~~--~ 
rhe 1niormation to be provi;)ed in this sectic;n is the narY:e :?.nd :?.ddress of ;he legal represernat:ve who is tt1e applic:ant under 3 i' CFR 
·1 .43: or the narne an·j addrt~ss of thG assi:·~nee p€'rson to \rv!·iorr: the :r:ventor is under an obl:gat:on to assig:: u·~e invent:Of!. or person 
who ott1erw1se shows suft;cient p:·cpnetarv interest :n the rn:atte:· who is lhE; Olpp!;cant under ~_r? CFR ·: 46 lf the appiicar:t is an 
app~tcant U!~der ~-':7 CFF~ 1.4:3 {asstgnee. persor: to vvhor.l tr:e tnventor :s ob:tgated to asstgn. or persDn v-1f1c othervvist?. s:10'v''/S s:..:fficter:t 
prc.:pnet8ry jnttr:~st: togettier w:th or.e or rnor-? iO:nt tn .... 'er-:to:s then the _io:nt inventor or mvE:ntc·rs vvfv) ~~re aiso tr.e oppi:cant sr.ouid be 
;cJent:fied m this section. 
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NOTE Th1s form must be signed in accordance with 37 CFR 1 33. 
certifications 

Signature: 
NOTE Th1s form must be signed in accordance with 37 CFR 1 33. See 37 CFR ·1.4 ro:· sig:~ature requirernents anci 
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Application Data Sheet 37 CFR 1, 76 

App!:cation Number 

METHOD AND SYSTEM FOR SFf'iDiNG /\ ~;1E~~SAGE TH~WUCH .A, SECUHE CONNECTION 

First Name Rolf Lasi Name Fasih Registration Number 

Addit!onai Siqn;3ture may be generated witr:in this form by seiecting the Add button 

n:~~; :;oiiec:t;on c;f inforrr,at:on is requ;red by 37 CFR ·1. 76. ThB :ntormat!or: :s required to ot.,tain or retain a ben<::fit oy tne publ!c which 
:~~ 10 f:te (and t;v the USPT() to prc.·Gess) an a;:.-piicattCH~ Conf:dent:aift\; is s~ove:ned by 35 U.S.C :22 and 37 CfR 1 14. This 
:~oi~E~Cticn is Bs1irncneG lo takt: ;?3 rr::::ut\~S to c.or.1p:etE"~. includmg 9ath0r:ng. prepanr.g. and subr:lttting the con·1p:et€d app!tcation d;.::tta 
she€:t forrn !o ttF.:: USPT<). TlrnE: vvil! vary dependinfJ upon the: i:idivtCH...;at case P.,ny corn;:F~nts on the ::tntount of ti;Y1e 'J'OU reQu:re tc 
co:·nplete 1his fcrrn and/cH s~:ggesHons for rt;duc:ng :r:is. burce::. shcH;fd be sent to the Ch:ef !nformaHon Ctt1cer. U.S. F).stent and 
Trademark Off;ce U.S Departrnent of Cornmer<::.e f-'.0. Box 1,150 .<\lex:a:;dr!a VA 223i 3-1450 DC> NOT SEND FEES CR 
COMPLETED FO:~MS T() THIS A.DDPES~, SEND TO: Commissioner for Patents. P.O. Box 1450, Alexandria, VA 223~3-1450. 
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rMETHo.oA:No .. s.\~·s:rE·M FOR sENDING A MEs.sAGE--THRO.LJGH~ A sEcu~RE ........ . 
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!CONNECTION 
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Mail Stop i>.etition 
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Dc'r Code: PFT CP 

Dcc<-!me:<t Desc::ptio::: 

,.., 
./ 1 
/ 

Pet:t~!n fer 

\._,__,../ 
.!\pp:<.~·,·~.:.i f0:· to:_.r;:. th:-::t1~h (';l/.~ )_,. ~·OH: ~:::ME (H}~;'! -G03.l 

·; ::. ~,,-~.:-:~: N":! :·:.-:<~(·n~~i..:: Oil:~~--~: U :;. D~f·,{',RT~v!fl\:·~ f." (iJ~1:~1\·HR•~·E. 

PETITION FOR REVIVAL Of AN APPUCATION FOR PATENT 
ABANDONED UNiNTENTIONAlLY UNDER 37 CFR 1.137{a) 

[Z] ~.i:;;/: th::-: ~Jt:l~~'{/;;i~J~d ;Jf.•t:.-:ic;:~t•vr• \V<1'> fi:e,_~ .._,,.<A ;:;:.f\t'< !::::~: 8. t:?:?~:, •;.; .. !.e•n'::n<:l: dis..:.!.:::icn.;:-';· ;: :eq~.~:r~:i. 
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/rfasth/ 

Rolf Fasth 

26 Pinecrest Plaza, Suite 2 

Southern Pines, NC 28387 

[Z)f,_.,,;'c;!,-.,, __ ,,, 

ORepi{ 

0 T?rn1:r1ol Disc}i:it~1e; f :_;:r:: 

26 February 2016 

36999 

(91 0) 687--0001 

0 D':'~.H;:,::.c~d w:rf; \f;f; U::a-.<:' :..: '):·:: t•:::. :=•;y,:;jl :,~;--.J:r.~ un \tl.:.< .-.:2t•: $~~ ..... ~'-"vfl ~:elo~'v "'nth ~uft;>:ieqt pc:.t::lge ;:~:_. ~i:·s~ l:!as ~ ;~~;:Hl !r: ;:;r: \.:'Hv~~;op-t· 
;.·H.:Cf2'.SEiJ tc· rv1;!!l ~.t:..'lp ::·~t;~_:cn, ( on;;;;;-;s::">:':~r tr:.r P;}~~_.nt~ .. P 0. t\.n":' 1·~::0, .i:..:.:.·.::ar:dria_. 'JA 2~' ~'l 3-l45G. 

26 February 2016 irfasthi 

Rolf Fastt1 
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Doc Code: PET.OP 

Document Description: Petition for Review by the Office of Petitions 

no(:;E!/64- (12-13) 
Approved for U':>e thrm!gh 07/31/2016. DMB 065!-0031 

U.5. Patent and ·rrademark Office; U.S. D~:PAHTME:i\!T OF C.Ofvlr,t:E:RCE 

ll'"lder the Paperwork Red•Ytion Act of 1995, !"lO perso'"'s are reauired to respond to a collection of tnformation vn!ess <t dlsp:ays a vatid or,r:E; contro: number. 

PETITION FOR REVIVAL OF AN APPLICATION FOR PATENT 

ABANDONED UNINTENTIONAllY UNDER 37 CFR 1.137{a} 

Page 1 of 2 

Docket Nurnber (Optional) 

290.1078CON 

F; rst named inventor: -~~~~-~~~-~~~~------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
Application No.: 13/685,544 Art Unit: 2469 

-----

Filed: -~~-~-~~~~~~:--~-~-~-~---------------------------------------------------------- Examiner: -~~~g~_~: __ ~f~~-~~~-~------------------------------------------------

Title: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

Attention: Office of Petitions 

Mail Stop Petition 
Commissioner for Patents 

P.O. Box 14SO 

Alexandria, VA 22.313-14.50 

F.A.X {.571} 273-8300 

NOTE: if information or as5istance is needed in completing this form, please contact the Office of Petition5 at (571) 272-3232. 

rhe above-ldentifled application becarne abandoned for failure to f!!e a timely ar.d proper reply to a not!ce or action by the United States 

Patent and TradEinark Office. ThE dote of abandonment is thE dav after the expiration dote of the period set fGr reply in the Office nGtice or 
action pll!S. any extensions oftirne actt!aHy obtained. 

APPUCAN! HEREBY fiETrfiONS FOR REVIIIAL OF THIS APPUCAT!ON. 

NOTE: A grantable petition requires the following items: 

( 1} Petition fEE; 

(2) Rep!v and/or issue fee; 
(3) Terminal disclaimer with disclaimer fee- required for all utility and piant applications fiied before June 8, 1995, and for all 

design applications; and 
(4) Staternent that the entire delay was unintentionaL 

1. Petitiort fee 

0 Small entity fee$ _____________________ (37 CFR 1.17(m)). Applicant assert5 smaii ent;ty status. See 37 UH 1.27. 

lZ] Undiswun,ed ff'f' $ 1700 __ (37.CFR.U 7(n1)). 

2. Reply and/orfee 

A The reply and/or fee to the above-noted Office notice or action !n the forn1 of 

B 

--~-~!~--~:--~~~~~-:~!i9_~ __ 9!__~~-':':~~-!~~~-------------------------------------------------- (identify the type of reply): 

[Z] has been filed previol:sly on 18 September 2014 

D is enclosed herevvith. 

The isst.:e fee and pt.:blication fee (if applicable) of$ _9_6_0 ___ _ 

r7l has been oaid oreviousl'' on 6 January 2014 . L!.J . . ) ---------------------------------------------------------------------------------------

D 1·, --c'--e.-: '--r~'''lth -~ t~!! ~!U~ .\..; ! ~~~ c. 11~ , , 

This collection of tnformation is required by 37 CFR 1.137(a}. The information ls required to obta;n or retain a benefit by the pub!tc which is to me (and by the 

USPTO to process) an app!icatton. Confidenttality is governed bv 35 U.S.C 122 and 37 CFR 1.11, 1.14 and 41.6. This collection ls estimated to take 1 hour to 
cornplete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any 

comments on the amount of time you require to complete this forn1 and/or suggestions for reducing this burden, should be sent to the Chief Information Officer .. 
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 

ADDRESS. SEND TO: Mail Stop Petition, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

if you need ass!srance in ccmp!eting rhe form, cal! 1-800- PT0--9199 and select cprfo(l 2. 
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Doc Code: PET.OP 

Document Description: Petition for Review by the Office of Petitions 

no(:;E!/64- (12-13) 
Approved for U':>e thrm!gh 07/31/2016. DMB 065!-0031 

U.5. Patent and ·rrademark Office; U.S. D~:PAHTME:i\!T OF C.Ofvlr,t:E:RCE 

ll'"lder the Paperwork Red•Ytion Act of 1995, !"lO perso'"'s are reauired to respond to a collection of tnformation vn!ess <t dlsp:ays a vatid or,r:E; contro: number. 

PETITION FOR REVIVAl OF AN APPLICATION FOR PATENT 

ABANDONED UNINTENTIONALLY UNDER 37 CFR 1.137(a} 
Page 2 of 2 

3. Terminal disclaimer with disclaimer fee 

IZJ Since this uti!ity/p!ant application wa5 filed on or after June 8, 1995, no terminal di5ciaimer i5 required. 

D A t c'!"ff';')·>l •j'!"(':.-..<«if'' (><><J d;•·rl·-"·!!YIQf j:L.,L.,. (~-~ rro 'i iQfr')') <Jf C I d;,.,...:a;«i,lfl(' tl'•' <f'q'I,!!'Q(; ')c'!';,...J<J ()j't'lff''-' ;"' ,:.,.rl('i(;'c't< 
.C "' Q \. ;,_,,,.,, -' .'" • <:>o.oG • •- 'G'G \'-' '-• "<\ -'-•"'-' \-' • ·.:' _____ ] <:>·~• "" Q • •"-"'- \. '--' }-'C: "' o-.;:- <.~ •~• "' ,;c:; • 

herewith {.see PT0/5Rj6?.}. 

4. 51 ATEMENT: The entire delay in filing the required reply from the due date for the required reply until the filing of a grantable petition 
under 37 CfR 1.137(a) was unlntentional. fNOTE: The United States Patent and Traden1ark Office may require adcHtional lnforn1ation if there !s 

a ql:est!on as to whether either the abandonment or the delay in filing a petition under 37 CFR 1.13/'{a) was unintentional (MPEP I11.03(c), 
subsEctions (iii)(C) and {D)).] 

WARNiNG: 

Petitioner/applicant is cautioned to avoid submitting persona! mformation m documents filed in a patent application that may contribute to 
identlty theft. Personallnformation such as 5oc!a! sect..:r!ty nt..:n!bers, bank account numbers} or credit card numbers {other than a check cr 

credit card r.n.:thorizatien forrn PT0-2.0?.8 subrnitted for payrnEnt purposes) is nevEr rEquired b'y' the USPTO to suppGrt a pEtition or an 

application. tf this type of persona! infGrrnation is in;,·luded in dGcurnents subrnitted to thE USPTO, petitioners/applicants should cGnsidEr 

redacting such personai infonnation from the documents before submitting thern to the USPTO. Petitioner/applicant is advised that the record 

of a patent application is available to the public after publication of the app!ication (un!e5s a non-publication request in compliance 'Nith 37 CFR 

1.213{a} ls made in the application} or !ssuance of a patent. Fl:rthermore .. the record from an abandcned appHcaticn n1ay alsc be available to 
the public if the application !s referenced ln a published app!!catlon or an lssued patent (see 37 CFR 1.1.4). Checks and credit card authorization 

forms PT0-2038 subrnitted fer payrnent purpG.ses are not retained in the application file and therefore are not pub!iclv availablE. 

/rfasth/ 
Signature 

Rolf Fasth 
Typed or Printed Name 

26 Pinecrest Plaza, Suite 2 
Address 

Southern Pines, NC 28387 

Enclosures: 

[{] Fee Pa\'rnent 

OReply 

Address 

D Terminal Dlsdaimer form 

26 February 2016 
·----------

Date 

36999 
Registration Nl:rnber, !f applicabie 

(91 0) 687-0001 

D .l\dditiona~ sheet(s) containing statements establishing unintentional delay 

D Other: ---·-------·-------·-------·-------·-------·-------·----------

CERTiFiCATE OF MAILING OR TRANSMISSION [37 CFR 1.8(a)j 

I hereby certify that this correspondence is being: 

D Deposited with the United States Postal Service on the date .shown below with .sufficient pG.stage a.s first class rnai! in an en"'e!ope 
addressed to: l\l!ail Stop Petition, CGrnmissiGner for Patents, P. 0, Box 1450, Alexandria, VP. 223.13-1450. 

[Z] Transmitted by EFS-Web or facsimile on the date shovm below to the United State5 Patent and Trademark Office at (S 71) 273-8300. 

26 February 2016 /rfasth/ 
Date Signature 

Rolf Fasth 
T'y·ped or printed name of person signing certificate 
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Document Deseriptien: Petition for Review by the Office {if Petitions

 Uno’ex tne Paperwork Reduction ALI: GT 399'; no per mm are reamed to respond .0 a miiec

PETETEGN FOR REVWAL 0? AN AFPUCATEGN FQR PA'E'ENT

ABANQGNEQ UNiN?ENTiGNAL§.Y UMBER 37' {21:33 3.337%)
PaweiPOfZ

3. Termiriai disciaimer with disclaimer fee

Since this utiiity/piaifit application we fiied an or a‘terlune 3, 3993, no termiis:«idisciaimer is requ

D A terminal disr . :I' and disciaiitier fee {37kCFP 1.20’6}} of S____ ) dis. I'hirrg the required period oftirrI-e is ehciosed
herewith (see PTO/:8;b?‘.

4. STATEMENT: The entire deiay in tiiing the reqmred repiy from the due date for the requires repiy untii the fiiing of a grantabie petition
under 3'} Cf—R 1 '_: ' 'iintentionai. NOTE”: The Unitee States0etente 11d Trademark Office rrI-3y reeixire ado‘itionai infarmation if there is

1 whether either the 3banofionmen: orthe deiaym thing '9. 2?iic-n under 37 CI”.. 13(373) was unintentienei {MPEP '731.CI.’:‘(2,
sunsections (11i)(C)and(D3}.}

WARNiNG;

Petitioner/appiicantis cautioned to avoid submittingoersonei Information In documents filedinu patent appiicationthat mavconthbute to

identity theft. Per aii hformstic-i: such as ' -. . "I .; Iber5, Oi cre.ditsaid numbersgo.the-"than a check or

redacting such persona riformatisri 5mm the documents :t'cre submit 0 them to the USPTO. Petiti .

ofI‘I patent appiicatior- is aIIaiiabie ti:- the pubis: after puhiicetion a? the ap aticn iuniess a nonpublication request inI:c-mpiiance Isi7ith 37 U R
1. 23.3'(3):s medein the apulicsti" I i -" ' n“ the record from 3n abandoned ap“ ' tien maya0530 bea 3ii3b:e to
the pubiicit the appimatiei . . 1 r . :- . Ior ssued uatent (see "R “- ecics and credit c393
iorns PT02038 sunmitted -'or payment pu:no.se 5 are not re'ainedm the appiimtMI1 iiie and titereiare are(not pubiiciy avaiiabie

/r_fasth/ 26 February @016  

Rolf Fasth

Enclosureaz

f-ee Payment

D Repiy

D Terminai Distiaimer harm

D Addition; ghee. (5‘; write staterreits estabiisiting u-niritentIonai deiay

D Uthei.
 

CERTtFSCATE O?“ MARINE 0R T, \iSMiSSJG \3 '37'FR 3 8(3)‘

1 herebvcertify that this c3rr3 -I3ndence is being:

D Deposited with the United States Pas‘a! Sewine ors the date 5hown below with 5: {71' postage as first. {i355 maii in an ehveiopeaddressed to: ’Viaii Ston Petitiue, Crnimssirmar foIf‘ere-111s, P. O 80x1450.Aiei<3ndrsa.VA 22313—53350.

Transmitted by EFS-Weh cr 'e-:simiie on the date shown beiow to the United States Patent and :rademark Office at (571‘) 273-8‘00.

26 February 2016 frfasth/
Signature

 Roif Fasth

Tyeed or printed name of personsigning r;ertiricate
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be ~!iven ce!iain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: ('1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) "furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office ma)/ not be able to process and/or examine your submission, which may result in termination 
of proceedings or abandonment of the application or expiration of the patent 

The information provided by you in this form vvii! be subject to the foliovving routine uses: 

·1. The information on this form wili be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records ma)/ be disclosed to the Department of Justice to detem1ine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system o"f records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in 
the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance frorn the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the AgenC)/ 
havinq need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirernents of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a{m). 

5. A record related to an international Application filed under the Patent Cooperation Treaty in this 
system of records ma)/ be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in tt1is system of records may be disclosed, as a routine use, to another federal agency "for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Enerm/ Act 
(42 U.S.C. 218(c)). 

7. A record from tt1is systern of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that 
agency's responsibility to recommend improvements in records mana~1ement practices and programs, 
under authority of 44 U.S.C. 2904 and 2906. Such disclosure shali be made in accordance with the 
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure st1ail not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record rnay be disclosed, subject to the limitations of 37 CFR 1.14, as a routine 
use, to the public if the record was filed in an application which became abandoned or in which the 
proceedin~!S were terminated and which application is referenced by either a published application, an 
application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Electronic Patent Application Fee Transmittal 

Application Number: 13685544 

Filing Date: 26-Nov-2012 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Filer: Rolf Fasth/Sioan Smith 

Attorney Docket Number: 290.1 078CON 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Pet. Revive Abandon App, Delay Pymt-Resp 1453 1 1700 1700 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1700 
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Electronic Acknowledgement Receipt 

EFSID: 25030195 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

ROLF FASTH 

FASTH LAW OFFICES 

26 PINECREST PLAZA, SUITE 2 

Correspondence Address: -

SOUTHERN PINES NC 28387-4301 

us -

-

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 26-FEB-2016 

Filing Date: 26-NOV-2012 

TimeStamp: 10:49:09 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $1700 
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RAM confirmation Number 25601 

Deposit Account 060243 

Authorized User SMITH, SLOAN 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 CFR 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 CFR 1.17 (Patent application and reexamination processing fees) 

Charge any Additional Fees required under 37 CFR 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 CFR 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes}/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

1334439 

1 
Petition for review by the Office of PETITION_REVIVAL.pdf no 3 

Petitions 
a8eb08ed8123247373273ab41 07457cbf91 

528ae 

Warnings: 

Information: 

30618 

2 Fee Worksheet (SB06) fee-info. pdf no 2 
82c13ab4c7386a5cf3efa 1 a87a7cdbaf7df1 

157 

Warnings: 

Information: 

Total Files Size (in bytes) 1365057 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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02/26/2016 !2:02PM FAX 9195281453 Fasth Law Offices 

Doc Code: PET.OP 
Document Description: Petition for Review by the Office of Petitions 

RECEIVED 
CENTRAL FAX CENTER 

FEB 2 6 2016 

~0004/0005 

PTO/SB/64 (12-13) 
.Approved for use throu&IT 07/31/2016- OMB 0651-0031 

U.S. Patent and Trlldcrmark office; U.S. D£PAIITM!M' OF CDMM[RCE 
tmder the Pa~erwork Reduction Mt of 1995, no ~rsons ;re required to resuond IDa collection of information unles. it displavs a vall~ OMB control numbet. 

PETITION FOR REVIVAL OF AN APPLICATION FOR PATENT 
ABANDONED UNINTENTIONALLY UNDER 37 CFR 1.137(a) 

Page 1 of 2 

Docket Number (Optional) 

290.1078CON 

Fii'St named Inventor: Sam I v~_a_ra_la ___ ~~------~-----------------------
1\ppllca\iun No.: _1_3,_1G_S_5_._54_4 __ ·------·--
Filed: 26 No~~mber 2012 ________ , __ _ Art Unit: 2469 ··------------,···--

E~aminer: Towfighi, Afshawn M 

Titre: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 
L-------------------,------~--------...J 

Attention: Office of Petitions 
MaU Stop Petitio" 
COmmissioner for Patents 
P.O. 80~ 14SO 
Afe~ndria, VA 2231~-1450 
PAX (571) 273-8300 

NOTE: ff Information or assistance i~ needed in completine this form, pfP.ase contact the Office of Petitions ot (S7l) 272-3282. 

The above· identified application ber.ame abandoned for failure to nrc a timely and proper reply to a notir.e or action by the l.lnitee states 
Patent and Trademark Offlc.P-. ThQ date of abandonmP.nt iS the day after thP. e•pit&tion date of the pP.rio~ set for reply In the Office notice or 
~cliOn plus any extensions of time actually obtained. 

APPliCANT HEREBY PETITIONS FOR REVIVAL OF l'HIS APPLICATION. 

NOTE: A jlrantable petition requires lh~ following ltP.ms: 

(1) Petition fee; 
(2) Reply and/or Issue fNl; 
(3) Terminal discloimer with disclaimer fee- required for air utility and plant app~cations filed before June R, 1995, and for all 

de~ign applications; and 
(4) Statement that the entire delay was ullintenticnar. 

1. Petition fee 

0 smalll·ntity feeS (37 CFR 1.17(m}). Applicant ~s~erts smarr entity status. Set: 37 CFR 1.17. 

[Z] Undlseounted feeS 1700 (37.CFR.1.17(m)). 

2. Reply and/or fee 

A The reply and/or lee to the above-noted Office notice ur action in the form of 

_o_a_t_h_o_r_D_e_cl_a_ra_t_io_n~o_t._ln_v_e_n_t_o_rs _________ (identify the type of reply): 

llJ has been nred previously on 18 September 2014 ,_, ______ _ 

0 is enclosed herewith. 

B The issue fee and publication f~e (it applir.able) of:> _9_6_0 __ _ 

[Z) has been pard previousrv on !._J_a~uary 2014 

0 i$ enclosed herewith. 

···-----

Thi> tollection of Information IS required 1>y 37 CFR 1.13 ria). The lnformauon '' '"~~""ed to obtain or retai~ • benefit by th~ P"bloc Which Is to file (ond by tho 
USPTO ID process) an appllcatlo~. Coo\lidcntiality is governed by 35 U.S.C. 112 ~nd 37 CFH I-ll. 1.14 and 41.6. ThiJ ~:QIIection is estimated to teke 1 hour to 
complete. Including s•the<ina, prl'f)aring. and submlttlnjj I he coonpiQted application form to the USPTO. Time will varyde~>endln8 upun tho individual case. Any 
comments or\ the .,mount of time you require ra cul'r'lplt!re thi~ fnrm ~nd/or svgeestlons fot tedutins thi1 bvrden, shoufd be sent to rJ\e Chief lnform'atjon orfJceri 
ll.$. Pi tent ~nd TlaOemar~ Of fie~. U.S. Ocf)i1rtment of Commorce. P.O. f!Qx 14SO, AII!Xindrla, VA 2231).1450. L>() NOT SEIIIO fEES OR COMPU:HD FORMS TO rtiiS 
ADORE$$. $~1\fD TO: Mall StOp Petition, Commissioner for Paten IS. P.O. Box 14S0, Aie>andrla, VA 22313-14SO. 

If you neerJ oss/sronc~ in complctino thr /Otm, col/l-B(}()oPT0-9199 a no selecr option 1. 
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02/26/2016 !2:02PM FAX 9195281453 Fasth Law Offices 1410005/0005 

Doc Code: PET.OP 
Document Description: Petition for Review by the Office of Petitions 

PT0/59/64 /1Z.S3) 
Approved for us~ thro~~ 07/ll/2016. OMS 0651.0031 

U.S. P•tv~t a~d 1ra4emark Office; U.S. DEPARTMENT OP COMMERCE 
U~dor the Paperwork Reduction ACI o 1995, no persu~s are requlreo lo respond 10 ~ colleoction of /Mormalion unless il di>olavs a velid OMII tonlrol number. 

PETITION FOR REVIVAL OF AN APPLICATION FOR PATENT 
ABANDONED UNINTENTIONALLY UNDER 37 CFR 1.137(a) 

Page 2 of2 

3. Termlltill disd11lmer with disclaimer fee 

(2] Since this utility/plant application was filed on or after June 8. 1995, no terminal di!;dalmer iS req~Jred. 

0 A terminal disclaimer (and dlscl3imer feP. (37 CFR 1.20(dl) of S l disclaiming the reQuired period nf tlmD is enclosed 
herewith (see Pl'O/Sil/63). 

4. STATEMENT! The entire delav 11'1 filir'tg the requlrP.d reply from the Clu" date for the reQuired reply urllil the filing of a grantable petitiOn 
under 37 CfR 1.137(a) wasl.mhl!Cntlonal. [NOTE; The uniled StJlcs Patent and Trademark Office may require adallional informatiOn if there IS 
a question as to whether either the abandonment or tile delay in flllnfl a petition under 37 CFR l.l37(a) was unintentional (MPEP 71l.03(c). 
svbsectlons (Ill)( C) and (D)).] 

WARNING: 

Petltlo~r/appli~ant Is cautioned to avoid submitting personal information in do,urnents filed in a patent application that may contribLtte to 
identity thoft. Personal Information such a~ social security numbers, bank account numbers. or credit card numbers (other than a check or 
credit card authori1;~tlon form PT0-2038 submitted for payment purposes) IS f'lt!ver required by the usPro to support a petition or an 
application. If this type or personal information is included In documents submitted to the USPTO, petitiorn:rs/applicants should consider 
redacting such personallnfOfml'ltion from the doeuments before krbmitting them to the uSPTo. F'P.tilioncr/appllcant IS oavised that the record 
of a P3t~nt application IS llvailable to the public after publication of the application (unless a non-publication reQuest in compll;mce with 37 C::FR 
t.213(a) is mace irr the application) or issuance or a patent. furthermore, the record from an abandoneCJ application 1nay also be available to 
the public if the application is referenced in a published application or an 1ssu~tl patent (see 37 CFR l.l4), Checks ar\d credit card aulhorization 
forms P'rQ-2038 submitted for payment purposes arc not retained in the application file and therefore ara not publicly av-<lilable. 

/rfasth/ 26 February 2016 
--.----

SiRr>ature oate 

Rolf Fasth 36999 ----·------
Typed or Printed Name Reglwatlon Number, If appl"rcable 

26 Pinecrest Plaza, Suite 2 (910) 687~0_0_0_1 _____ _ 
Address T~lephonP. Nu•llbar ' 

Southern Pines, NC 28387 
···-------

Enclosures! 

[Z] Fee Payment 

0Reply 

Addre~s 

D Terminal Disclaimer Form 

0 Additional sheet(s) containing statements establi~hing unlntentlon~l delay 

D Other: - ., ··----~-----------------
CERTIFICATE: OF MAILING OR TRAN~MISSION (37 CFR 1.8(a)) 

I hereby certify that this correspondence is belns: 

0 DeiXJslted with the United States Postal Service on the date shown below with sufficient postage CIS first class mail In al'l envelope 
addressed to; Mail Stop Petition, Commissioner for Patents, P.o. Box 1450, Alexandria, VA 22313-1450. 

[i] Transmitted by eFS.Web or facsimile Or\ the date shown below to the united St3\es Patent and Tradamark Office at (571) 273·8300. 

26 February 2016 /rfasth/ 
. ·------· .. ----- .. -----11 

oarP. Sisn<~ture 

Rolf Fasth 
.. ------.. -----· .. ---------

Typed or printed name of perwn siening certificate 
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02/26/2016 12:01PM FAX 9195281453 Fasth Law Offices 

RECEIVED 
CENTRAL FAX CENTER 

FEB 2 6. 2016 

[4J0001/0005 

Untter !he P;~ etWOf'll Re\1uction Act of 1995 no 

PTOISB/97 (07•09) 
Approved fQif u~ lhrougll 07/31/2012. OMB 0651·0031 

V.S. Patent and frao'emarll otliee; U.S. OEI'ARTMENT OF COMMERCE 
d to a oolledioo or informe~on unles.s it contains ~ valid OMB cootrcl number. 

c;7(f2 73-83DO 
Certificate of Transmission under 37 CFR 1.8 

I hereby certify that this correspondence is being facsimile transmitted to the United 
States Patent and Trademark Office 

on J~ fl.); · .lo\ (, 
Date 

Signature 

Typed or printed name of person signing Certificate 

Registration Number, if applicable Telephone Number 

Note: Each paper must have its own certificate of transmission, or this certificate 
must identify each submitted paper. 

pAttt.::.- t Df 5 
f,F" s Ac..~Nw.H .. tiDt.t"MGiVI ~~,f( , 2- f""'"e..S 
Pe-r rnoN ("6~ (l..6v j 1/(h- ..... 

This collection of lnformottion ia req-.ircd by 37 CFR 1.8. The i~fonnanon i$ required to ootain or ree.tin a benefit bv the pubfi<: which li tQ filEI (and by tho USPTO tQ 
proce~s) .-n appllcation. Confidentiality ta govemea t>y 35 U.S.C. 122 and 37 Cf"R 1.11 an.:t 1. H. lhl$ collection is estimet"'CI to taka 1.8 minutes l() <»mpfala, 
InCluding gamel'ing. preparing, and submitting the completed apptication rorrn to the VSPTO. Time wHI vary depending upon tho indi~id~~l case. Al•v o::cmmentll on 
the amount of tim& yuy require to CQmpieta thi~ rorm ancJIOt &uggaauon$ lor roouclng this burdE<n. should bE< liOn! to the Chief Information Ofncer. U.S. Patent and 
Trademar1! Olliee, U.S. Department ol Commarc~. P.O. Elox 1450, Alexandria. VA 22313,.14/iO. 00 NOT SEND FEe$ OR COMPLETED FORMS TO TI11S 
ADDRess. SENO TO: Commissioner for Patent&, P.O. Box 1450, Alexandria, VA 22313·1450. 

If you naer:J assistance in comp~ting the form, call 1-~ocrPTO~'J 199 anCJ select opt/Qn 2. 
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\ ' ' 0001/0005
02/26/2016 12:01PM FAX 9195281453 Fasth Law Offices Ill

' RECEIVED
CENTRAL FAX CENTER

FEB 262015

Praise/97 (07-09)
Approved for on through 07/31/2012. OMB 0651-0031

U S. Patentand Trademark Office; 0.8. DEPARTMENT OF COMMERCE
Under the P erwork Reductiorr Mot 1995 no arson: are - tuned to re - - . d to a collection or inrumiaiiun unless it contains a valid OMB control number.   

97/92 73~836>0

Certificate of Transmission under 37 CFR 1.8  
 

   I hereby certify that this correspondence is being facSirnile transmitted to the United
States Patent and Trademark Office

on 2!: Feb . low
Date  
 
 

 
Signature

 no... F Fri 5- m
Typed 0r printed name of person signing Certificate

 

   

 
 

5&7 9‘7? Qimagvrowl

Registration Number, if applicable Telephone Number

 
  

  Note: Each paper must have its own certificate of transmissiom or this certificate

must identify each submitted paper.

  
  
 

Wine t 0:55

firs Accuwbeoufxmfvr-IT (leaf/rm” , 2 firms

bel‘fiDN fit fléVit/(iL—r- v 2, (A665

This collection ofinlormation is required by 37 CPR 1.8. The intonation is required to obtain or retain a benefit by the public which I: to file (and by the USPTO‘to
DIM”) an application. Confidentiality la governed by 35 U.5.C. 122 and :17 CFR m and 1.14. tnla collection is estimate“ to take 1.8 minutes to complete.
Indudino Qalnen'ng. preparing. and submitting the oomnioled application iolrn lo the USPTO. Time will vary depending upon tho individual case. Any commenter on
the amount of lime yuu require to wmpiaia this term and/or suggestions tor reducing this burden. should be sum to the Chief information Officer, US. Patent and
Trademark Orfiee, U.S. Department at Commerce, P.0, Box 1450. Alexandria. VA 23313—1450. 00 NOT SEND FEES OR COMPLETED FORMS 10 Tms
ADDRESS. SEND ”[0: Commissioner for Patents, PO. Box 1450, Alexandria, VA 22313-1450.

(I yoa need assistance in completing the farm, call 1-600PTO~_9199 and select opt/on 2.
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02/26/2016 !2:02PM FAX 9195281453 Fasth Law Offices 

RECEIVED 
CENTRAL FAX CENTER 1410002/0005 

FEB 2 6 2016 
·------·--·--·· ~-

Electronic Acknowledgement Receipt 
-. 

EFSIO: 25030195 

APPIIcc-tion Number: 13685544 

--·---- ·-
International Application Number: 

·----
Confirmation Number: 4882 

Tide of Invention: METHOD ANC> SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION . 

' 

f--.· 

First N;smed Inventor/Applicant Name: Saml Vaarata 

ROLFFASTH 

FASnf LAW OFFICES 

26 PINECREST PLAZA. SUITE 2 

Cr;uresponde11ce Address: 

SOUTHERN PINES NC 28387-4301 

us -
~ 

- ' . 
Filer: RolfFa$th/Sioan Smith 

-· ·-
Filer Authorized Ely: RolfFasth 

Attorney Docket Number: l90.1078CON 

Receipt Date: 26-FEB-2016 

Filing Date: 26-NOV-2012 

TimeStamp: 10:49:09 ' 
.•. 

AppiiQttion Type: Utility under 35 USC 111 (a) 
L..--. ··--· I . . 

Payment mformat•on: 

Submitted with Payment ies ~ 
Payment Type yei'osit Ac~~~ 
Payment was successfully received in _RA_M____ s 17<>? ·-----·---------· 
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02/26/2016 !2:02PM FAX 9195281453 Fasth Law Offices raJ 0003/0005 

·- .. 
RAM confirmation Number 25601 

... .. .. . . 
Deposit Account 

1--· . 
060243 

Authorized User SMffii,SLOAN 
·---·· .. . . .. 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
Charge any Additional Fees required under 37 CFR 1,16 (National application flUng. search, and examination fee$) 

Charge any Additional Fees required under 37 CFR 1,17 (Patent application and reexamination processing fees) 

Charge any Addltlon<~l F~s required under 37 CFR 1.19 (Document supply fees) 

Charge any Addltionat Fees required under 37 CFR 1.20 (Post Issuance fees) 

Char~ any Additional Fees required under 37 CFR 1.21 (Mi5cellaneous fees and charges) 

File Listing: 

Document 
Docurnenr Description Fila Name 

File Slze(8ytes}/ Multi Pages 
NumiMir · Message Digest Part/,zip (lfappl,) 

Petition for review by the Office of 
133443~ 

1 Petitions 
PETITION_REVIVAL.pdf .. no 3 

itMoedi:I)ZJ17)7)l7~10/..,1cOf91 

~"'II'C: 
~-· 

.. . ·- . -
Warnings: 

Information: 

T 30618 J 
2 Fee Worksheet (SB06) fee-lnfo.pdf no 2 

Ur11ab4<7!66a5CI]•f•l .. ~ 
1$7 .. . . 

Wornings: 
r-- .. -

Information: 

Total Flies Size (In bytes8 1365057 

This Acknowledgement Racelpt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and lnduding page counts, whlilre applicable. tt serves as evidence of receipt similar to a 
Post card, as described in MPEP 503 • 

.N~w A~plls:iJiion~ Uodw: 35 u.s.c. l l l 
If a new application is being flied and the application Includes the nec:.:essary components for a filing date {see 37 CFR 
1.Sl(b)-{d) and MPEP 506), a FiJing Receipt (37 CFR 1.54) will ba issued In due course and the dato ilhown on this 
Acknowledgement R!Keipt will establish the filing date of the application. 

&tlmlal Stage of jlO lnterruational Appll.;;atlon undtr 35 u.s.c. m 
If a timely submlnlon to enter the national stage of an international appll(ation Is compliant with the conditions of 35 
u.s.C. 371 and other applicable requlrem~nts a Form PCT/DOIE0/9031ndlcatlng acceptance of the application as a 
national stage submission under 35 u.s.c. 371 will be Issued In addition to the Filing Receipt, In due course. 

rttw lnternatlol"!al Application Flied w.•th the USPTO as A Rt(.elving Offl~ 
If a new International application is being filed and the internatlonill application Includes the necessary components for 
an International filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 05) will be lssuodln due course, subject to prescriptions concernlr1g 
national securlry, and the date shown on this Acknowledgemant Receipt will establish the international filing data of 
the application. 

.. .. ·-
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UNITED STATES PATENT AND TRADEMARK OFFICE 

ROLF FASTH 
FASTH LAW OFFICES 
26 PINECREST PLAZA SUITE 2 
SOUTHERN PINES NC 28387-4301 

In re Application of 
Vaarala, et al. 
Application No. 13/685,544 
Filed: November 26, 2012 
Attorney Docket No. 290.1078CON 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

~~-/A\-~ ~ ~ ~ 
FEB 1 6 20.16 

OFFICE OF PETITIONS 

ON PETITION 

This is a decision on the petition under 37 CFR 1.181 to withdraw 
the holding of abandonment, filed September 18, 2014. 

The petition under 37 CFR 1'.181 is DISMISSED. 

Any request for reconsideration of this decision must be 
submitted within TWO (2) MONTHS from the mail date of this 
decision. The reconsideration request should include a cover 
letter enti~led "Renewed Petition under 37 CFR 1.181".· 
Extensions of time under 37 CFR 1.136(a) are permitted. No fee 
is required for a renewed petition. 

The above-identified application became abandoned for failure to 
file an oath or declaration no later than payment of the issue 
fee. Applicants paid the issue fee on January 6, 2014 (in 
response to an October 21, 2013 Notice of Allowance). No oath or 
declaration having been filed on or before that date, the 
application became abandoned on January 7, 2014. The Office 
mailed a Notice of Abandonment on August 7, 2014. 

Petitioner argues that he did not receive a corrected Notice of 
Allowance, mailed April 1, 2014. However, as set forth above, 
the application became abandoned by operation of law prior to the 
mailing of the corrected Notice of Allowance. 

For the reasons set forth above, the holding of abandonment was 
proper and will not be withdrawn. 
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ROLF FASTH

FASTH LAW OFFICES

26 PINECREST PLAZA SUITE 2

SOUTHERN PINES NC 28387-4301

 FEB 16 20.15

OFFICE OF PETITIONS 

In re Application of
Vaarala, et al. :

Application NO. 13/685,544 : . ON PETITION

Filed: November 26, 2012’ -
Attorney Docket No. 290.1078CON

This is a decision on the petition under 37 CPR 1.181 to withdraw
the holding of abandonment, filed September 18, 2014. '

The petition under 37 CFR 1:181 is DISMISSED.

Any request for reconsideration of this decision must be
submitted within TWO (2) MONTHS from the mail date of this

decision. The reconsideration request should include a cover

letter entitled “Renewevaetition under 37 CFR 1.181”I
Extensions of time under 37 CFR 1.136(a) are permitted. No fee

is required for a renewed petition.

The abovewidentified application became abandoned for failure to
file an Oath or declaration no later than payment of the issue
fee. Applicants paid the issue fee on January 6, 2014 (in

response to an October 21, 2013 Notice of Allowance). No oath or

declaration having been filed on or before that date, the

application became abandoned on January 7, 2014; The Offide

mailed a Notice of Abandonment on August 7, 2014. ‘

Petitioner argues that he did not receive a corrected Notice of

Allowance, mailed April I, 2014. However, as set forth above,

the application became abandoned by operation of law prior to the

mailing of the corrected Notice of Allowance.

For the reasons set forth above, the holding of abandonment was

proper and will not be withdrawn.
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Applicants may wish to consider reviving the abandoned. 
application under 37 CFR 1.137(a). A grantable petition pursuant· 
to 37 CFR 1.137(a) must be accompanied by (1) The reply required 
to the outstanding Office action or notice, unless previously 
filed; (2) The petition fee as set forth in 37 CFR 1.17(m); and 
(3) A statement that the entire delay in filing the required 
reply from the ·due date for the reply until the filing of a 
grantable petition pursuant to this paragraph was unintentional. 

Further correspondence with respect to this matter should be 
addressed as follows: 

By mail: 

By FAX: 

Mail Stop Petitions 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

(571) 273-8300 
Attn: Office of Petitions 

Telephone inquiries related to this decision should be directed 
to the undersigned at (571)272-3207. 

/Cliff Congo/ 

Cliff Congo 
Attorney Advisor 
Office of Petitions 
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APPliCATION NO. fll.INGOATE 

14'685,544 11/26/2012 

7!i!IO 0310712014 
ROLF FASTH 

.FASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 2B387-4301 

FASTH LAW OFFICES SS 

FIAST NAMS> INVENTO~ 

Sarnl Vaarala 290.107SCON 

!tXAMINER 

TOWI"lGHI, AFSI"iWIIN fJI 

1\RTUNIT PAPER NlJMI'!ER 

~69 

01110712014 PAPER 

Notice •f Abandonment 
This applh::gtiorl is abandoned in view of: 
1. 0 The applicant's failure to timely file a proper reply to the Office letter mailed on ·-·----- ·~· 

PAGE 03/16 

(a) (J A reply was received on __ (with a Certificate of Mailing or Transmission dale •... ~.---·-·--· ). which is 
aflet the expiration of the period for reply (including a total eJttension of ___ rnonlh(s}) which expired on 

(b).!)' No rep!y has been receiv4!ld. 

2. ifApplic::ant's failure to timely pay the required issue fee and publication fee. if applicable, within the statuto!)' 
period of three months from the malting date of the Notice of Allowance (PTOL~85). 

(a} 0 The issue fee and publication fee, if applicable, was received on (with a Certl~cate of Mailing or 
Transmission date ), which is aftet the expiration of the statutory period for payment of the issue 
f'f!le (and publication fee) set in the Ncrtiee of Allowance (PTOL·85). 

(b) Cl The submitted fee of~ is Insufficient. A balance of $ is due. 
The issue fe:e required by 37 CFR 1.18 is$ . 

_/The publication fee, If required by 37 CF R 1.18(d), is $ . 
(c) ~The !$Sue fee and publication fee, if applicabl~::, has not been received. 

3. Q Applicat:tt's failure to timely file corrected drawings as required by. and within the three-month period set in, the 
Notice of Allowablllty (F'T0-37). · 

(el) lJ Proposed corrected drawings were received on (with a Certificate of Mailing or Transmission 
dated ). which is after the e)(plration of the perloct for reply. · 

(b) 9"JJIo corrected drawing have been received. · 

4. l!il'Applicant's failure to timely file the inventor's oath or declaration no later than the date on which the issue fee 
was· paid as required by the Notice Requiring Inventor's Oath or Declaration (PT0-2306). 

(a) 0 An inventor's Oath or declaration was received on (With a Certificate of Mailing or Tr;;~nsmission date 
___ ),which is after the date on whiCh \he issue was paid. 

(b) 0 Whi!e an oath or declaration (or substitute statementj for one or more inventors was repeived, an oath or 
.)le'claration (or substitute statement) for at least one otner inventor has not been received. 

(c) Gr'No Inventor's oath or declaration has been received. 

5. 0 Drawings received on ·Were disapproved by examiner. See examiner's response dated P·---
a. 0 Corrected drawings were received on. • which is after the expiration of the one-morith per'od for reply 

set in examiner's response dated ----

1. 0 No corrected drawings have been received In reply to one-month period set In examine~'s re~;;pon~e dated 

a. 0 The reason(s> below: 

Pe1itions to revive under 37 CFR 1.137(a} or (b), or request to withdraw"tlie holding of abandonment under 37 CFR 
&'~ 1.18~ ~ould be promptly filed to minimi.ee any negative effects on patent term. 

/L(s'V"~~oo or 1(888)-786-0101 . 
Patent Publication Branch 
Office of D:jlta Management 
F<:lR" PTO.ABNO !Ro•. Qij!OQ) 
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 11/25/2012 Sarnl Vaarala 290.1orscon ‘ 4852  13’685.544

7590 ammo” ‘
ROLF F ASTH TOWFIGHI, AFSHAWN M

’FASTH LAW OFFlCES . _26 PlNECREST PLAZA. some 2 WE“ "UMBER
SOUTHERN PINES, NC 28387-4301 use

[WM/2014 PAPER

Notice of Abandonment

This application is abandoned in view of:

1. D The applicant’s failure to timely me a proper reply to the orfica letter mailed on M... _ .5...
(3)0 A reply was received on _(with a Certificate 01 Mailing or Transmission dale __,_d, ____‘ l which is

after the expiration of the period for reply {including a total extonsiion of” _monthis)) which expired on 

lb) No reply has been received.

2. Applicant‘s failure to timely pay the required issue lee and publication fee. if applicable. within the statutory
period oi three months from the mailing date of the Notice of Allowance (PTObBS)

(3)0 The lssue tee and publication too, it applicable. Was received on {with a Certlfiwto of Mailing or
Transmission date ). which is after the expiration of the statutory period for payment of the issue
loo (and publication feel set in the Notice of Allowance (PTOL-85)

(13):! The submitted fee of S is insufficient. A balance of $ is due.
Theissue foe required by 37 CFR 118l5 55

he publication fee If required by 37 CFR 118(d) is S
(c) The issue tee and publication fee. if applicable has not been received

3 D Applicant's failure to timely filo corrected drawinga as required by and within the three-month period set in the
Notice 01 Alluwablllty (PTO37)

(9)13 Proposed corrected drawings were received on (with a Certificate of Mailing or Transmission
dated ) which is alter the expiration or the perlod for reply.

V0 corrected drawing have been received.A
pplicant's failure to tlmoly file the inventor’a oath or declaration no later than the date on which the issue fee

was paid as required by the Notice Requiring inventors Oath or Declaration [PTO-23061.

(3)13 An inventors oath or declaration was re'ceived on {with a Certificate of Mailing or Transmission date
) which is after the date on which the: issue lee was paid.

(will While an oath or declaration [or substitute statement} lor one or more inventors was received an oath or
oration (or substitute statement) for at least one other inventor has not been received

(c) No inventor's oath or declaration has been received.

5. [:1 Drawings received on were disapproved by examiner See examiner’s response dalad_
6.13 Corrected drawings were received on whichis after the expiration of the one-month period for reply

setln examlner's response dated

7. O No corrected drawings have been received In reply to one—month period set In examiner's response dated 

8. El The reason(s) below:

Petitions to revive under 37 CFR 1.137(3) or (b) or request to withdraw the holding of abandonment under 37 CFR

% 1 181 should be promptlylfiled to minimize any negative effects; on patent lerrnI,

)——272 200 or 1(8BB)~786-01D1
Psatent Publication Branch
Office of Data Managementroam P'ronlauoanv. llluom

PAGE 3115 ’ RCVDAT 911812014 12:93:46 PM [Eastern Daylight Time] ‘ SVRIW-PTOFAX-901129 ‘ DNISIZ738390‘ 03102919 942 6182* DURATION (mm-5510721

0217



09/11/2014 01:02 919-942-6482 

Attorney Ref. 290.1078CON 

FASTH LAW OFFICES SS 

RECEIVEO 
OIN~l. li'AX OINT!FI 

.. 

SEP 118 2014 

PAGE 04/16 

TENT 

IN THE UNITED STATES PATENT AND TRADEHARK OFFICE ~~ CG ~a IV!~~ 
In re application of 

Sami Vaarala, Antti Nuopponen 

Serial No. 13/685,544 

Filed: 26 November 2012 

For: METHOD AND S~STEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Towfighi, Afshawn M 

Date: 18 September 2014 

SEP 1 9 2014 
L 

Art Unit 2469 

~TIFICATE OF, ~SHISSI FFICE OF PETITIONS 
t llltRZ!!Y CER";\';trlt '!.'IIAT TB:t9 Ji>Al'l!!l'l. AND TH:r. DOCtlME:N'rS 

I'.EF.l!\tmltD '1'0 A8 '5Ji:tNG A'rrl!CJIEI) 01\ ENCLOSED ~!SI 

ARl3 !!!i::tN<S !I'RANSMIT'l:J>O VI11. FACSlMlJiG: TO TH:r. 

COI:21:I55:t0Nli:R FOR PATEw.l'$, OWJ:CE OE' Ji'tl.T:rUONS, 511-

273•6300, ON 18 S~tembe~ 2014. 

/.rhatll/ 

!Otc;>lf F3tlth 

~tornoy for l'lpp1:!.<:,....t: 

PETITION TO WITHORAW HOLDING OF ABANDONMENT BASED ON FAILURE TO 
RECEIVE OFFICE ACTION (MPEP 711.03 (c) AND 27 CRF 1.181). NO FEE 

REQUIRED 

TO THE COMMISSIONER FOR ~ATENTS: 

The entire delay in filing the required reply from the due 

date for the reply until the filing of a grantable petition 

pursuant to 37 1.137(b) was unintentional. Applicant contends 

that the Corrected Notice of Allowance and Fees(s) Due was never 

received. A search of the file and docket records indicates that 

the Office communication was not received. .A copy of the docket 

record where the non:r.ecei ved Office corrununication would ha.ve been 

entered had it been received and docketed is attached hereto 

{Exhibit A) . ~pplicant notes that the attached docket record 

shows the due date for responding to the original Notice of 

Allowance and Fee{s) Due (see Exhibit A, item 1), but not the due 

date for responding to the Corrected Notice of Allowance and 

Fee(s) Due. Applicant paid the Issue Fee on 6 January 2014 

(Exhibit B). Applicant submits concurrently herewith an 

Inventor's 03th or Declaration in response to the nonreceived 

PAGE 4116 
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PAGE 05/16 

Attorney Ref. 290.1078CON PATENT 

d F ( ) 0 e It is requested Corrected Notice of Allowance an ee s u . 

that the Holding of Abandonment be Withdrawn Based on Applicant's 

Failure to Receive the Corrected Notice. 

.FASTH L.A.W OFFICES . 
26 Pinecrest Plaza, Su~te 2 
Southern. Pines, NC 28387-4301 
Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. 290.~078CON 

Respectfully submitted, 
FASTH tAW OFFICES 

/rfa.sth/ 
Rolf Fasth 
Registration No. 36,999 

PAGE 5!16
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UN[TE.O STATES PATENT AND TRADEMARK OFFICE 

CORRECTED 
NOTICE OF ALLOWANCE AND FEE(S) DUE 

7S90 114/0if2014 
EXAMINER 

ROLFFASTl-1 TOWFtGHI, AFSHA WN M 

FA.STH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PIN'ES, NC 28387-4)01 

[ ART uNIT I'APBR NUMEH~R 

2469 

DATE MAIT.ED; 04/0112014 

APPLICATION NO. FILINODATS FlltST NAMI!D INVENTOR. A TTOR:NfiY rxx;KET NO. CONFIRMATION KO. 

13/68S,544 1112612012 , Sami VJIIImla 290.1078CON 4882 

TITLE OF'INVENTION: METHOD ANO SYSTEM FOR SENDING A MESSAGE THROVOH A SECURl CONNECTION 

APPLN. 'tY.P£ eN11TY ST A TIIS ISSUE 1'131?: DUE ~USLICATION FEE DUE PRBV, PAID ISSUE FEB TOTAL FeE(S) DUE DATe oua 

UN DISCOUNTED so 0110112014. 

TH£ APP'LICATION IUENTtFJED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON TBE M!;BITS IS Cl.OSED, THIS NOTICI!: .OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPUCt\TJON IS SUBJECT TO WJTHJ>-aAWAL FROM ISSUE AT TH:£ INITIATIVE OF THE OFFICE OR UPON 
PETIT.ON BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308, 

THE ISSUE FEE AND PUBUCATJON FEE (IF REQUIRED) MUSt BE PAID WITHIN THRiht MONTHS F.ROM THE 
MAILING DATE OF THIS NOTICE OR THIS APP'LICATrON SHALl, BE REGt\RDED AS ABANDONED, IHlS 
STAIUIORY Pf:RIOD C/lNNOT BE EXTENDED, SEE 35 U.S.C. lSI. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REfLECT A CREDIT FOR ANY PREVIOUSLY PAID JSSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE J:I.ETURN OF PART B OF Tf:IIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAlJ) ISSUE FEETOWARDTH£ JSSUE FEE NOW 
DUE. . 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MIC.R.O, verify whether e.l.'ltitlemll:nt to that 
entity status still applies. . 

If the ENTITY STATUS is the same as shown above, pay the TOTAL :FEE(S) DVE shown above. 

lfthe ENTITY STATUS is changed from tbat shown above, on PART 8. FEE(S) TRANSMITIAI.., complete section number 5 titled 
~Change in Entity Status {from status indicated above)". . . . 

for purpose/$ of this notice, small cnti\)' fees are 1/2 the amount ofundiscounted fees, ttod micro entity fees arc 1/2 the amount of sma.l\ entity 
fees. 

IT. PART B • FEE(S) TRANSMmAL, or its equivalent, must be comph;tcd and returned to the United States .Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FE.S. (if required). If yo\1 are charging the fee(s) to your deposit account, section "4b" 
of Part B • Fcc(s) Transmittal should be completed and ao extra copy of the form should be submitte:d. If an equiv11lent of Part B is filed, a 
'request to reapply a previously paid issue fee must be clearly ma1le, and ddays in processing may occur due to the difficulty in recognizing 
the paper as .an cquiva.lent of Part B. 

Ill. All eommunications t¢gardirtg this application must give t~ application number. Please dirr:ct aU communications ptior to issuance to 
·Mail Stop ISSUE FEE unless advised to the: contra.ry. 

IMPORTANT REMINDER: Utility pate-nts lS$uing on applications filed on or after Dec. U, 1980 may require payment or 
mainten.am:e: fees . .lt is patentee's respon5ibility til ensure timely payment or maintenance rees when due. 

Pag.: I of3 
PTOT.·SS (~cv. 02/JI) 
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UNITED STATES PATENT AND TRADEMARK OFFICE
United States PM!!! and Tnomark 0mAdam: COMMIIWIDNEII FOR, PATENTS7.0. Bu! "5“

Ala/width. Virginia 2231 :H 450must/WW
 

CORRECTED

NOTICE OF ALLOWANCE AND FEMS) DUE

759" MIN/loll: , .
ROLF FASTH ' ‘ TOWPIGHI. AFSHAWN M
FASTH LAW OFFICES .

25 PINECREST PLAZA, SUITE 2 I W”
SOUTHERN PINES, NC 283 87-4301 2469

DATE MAILED: 04/01/2014

APPLICATION no. mm NAMED mv ENTDR A'I'I'ORNBY DOCKET not courimmou NO.

”$35,344 HIM/2012 . Sarni mela 290. lCJ’78CON 4882

TITLE OF'INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION

Issua FEE DUE PUBLICATION FEE DUE PREV. PAID Issue me TOTAL PEEIS} we

so so 5960 p ' sommfisionfli UNDISCOUNTED 07f0 “2014 -

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
W. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION 15 SUBJECT TO \‘VITl-IDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE 0R UPON
PETITION BY THE APPLICANT. SEE 37 CFR l.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHINWFROM 1m:
MAILING DATE OF THIS NOTICE 0R THIS APPLICATION SHALL BE REGARDED AS ABANDONED. IBIS:
WWII. SEE 35 U.s.(:. I51. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID 153m: FEE IN THIS APPLICATION. IF AN ISSUE FEE HA8
YREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART 8 OF THIS FORM

my BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

, HOW TO REPLY TO THIS NOTICE:

1. Review the ENTITX STATUS shown above. lfthe ENTITY STATUS is shown as SMALL at MICRO, verify whether entitlement to that
entity status mil applies.

lt‘thc ENTRY STATUS is the same as ahown HbDVE. pay the TOTAL FEMS) DUE shown above.

Ifthe EN}. l’IY STATUS is changed that that shown above, on PART B . FEE(S) TRANSMITI'AL, complete section number 5 titled
i‘Change In Entity Status (Emm status indicated above)”. -

forspurposcs of this notice, small entity fees are 1/2 the amouIIt of undiscounted foes, Andimicm entity fees are 1/2 the amount of small entityEC .

ll. PART B . FEE(S) TRANSMITTAL, or its equivalent, mum be completed and rammed to the United States Patent and Trademark Oificc
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the feds) to your deposit account, section "4b"
‘of‘ Pan B - Fads) Transmittal should be completed and an cxtm copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a, previously paid issue fee must be clearly made, and dclays in processing may occur due to the difficulty in recognizing
the paper aslan equivalent of Part B. - '

[113M] conununicafions regarding this application must give the application number. Please direct all communications prior to issuance to
~ Mat] Stop ISSUE FEE unless advised to the contrary.

IMPDRTANT REMINDER: Utility patents issuing an applications filed on or after Dec. 12, I980 'mny require payment or
mamteuance fees. It is patentee's responsibility to ensure timely payment ofmaintenance fees when due. '

Page 1 of3
”CL-35 (REV. 07/] I)
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Best Available Copy 

919-942-6482 llWIIEW PAGE 07/15 

SEP 1 9· 2014 
PART B ~ .FEE(S) TRANSMITI' A 

Complet~ and send this form, to~etber with applicable fee{s), to: Mail Ml\11 S~OP. !@6 ~lJ& PETJTfQ/tlSf ECEIVED 
~1,~;~~11450 · FAX CENTER 

,00 
RO.LF FASTH 
PASTil LAW OFFICES 

04101/%014 

26 PINECREST PLAZA, Sti.ITE 2 
SOUTHERN PINES, NC 28387-4301 

Al'1'1.1CATION NO. Ftl,INO DATI!. 

Alexandril\, VirginiJ 22313-1450 SEP. 
1 

;B 
2 01'" .En (571)-273-%885 . 014 

NQte~ A c:emfu:ate of mailtna can only be usell few do!I'IHtic msiling!J of !he 
F~s} Transmittal. ntic cmifi~t& cannot. be !l&IXI for anY. othcJ a<:ea.nyiR8 
JJ3JJCrs. EaGh <!ddltiOillll P.llPI:r,~..Nilh as on 3~~•gnment or fomtal dttrLVmg, must 
na\<c its own cr:rtilicatc Gf msnmg or tl'llnsmiSSIDn.. 

Certlfleate ofMaJ1i11g or 1'tAt~~mblie>~~ 
1 llercbv cQ'tjfy thatthip F~s) Tn~nsmitt;1 i~ being depol-i~ "'!lth tl'le United 
S13.II!.O Postnl S'enrice 'IIIII~ ,uffictent ~ge for rmt <:lass mlltl ''! an env~IOJ!I! 
ad<~cd Ill' 1he Mail Stop tSSUE FEE ft(!d.n:sa nbc:lvc, or l>tmg t"llclltnlllll 
tntn~ita:d to tlle USI'tO (571) 27)-28!15, ~ rhl! date indicated below, 

F'l RST N A.M ED INVENTOR A1'TORNF.V DOCKeT NO. CONFIRMA"l"'O~ NO. 

131685,544 111'2612012 Sami Vurola 29Q.l078CON 4882 

TITU.. OF fl\IVF.NTTON: METHOb AND SYSii!M FOR Sl!.N't)lNG A MKSSAOE THROUOH A SI!CUlUi CONN5CTION 

· API'l..l'I.'I'Yre ENTITY STA11JS lSS\Jl1. FEE OU.E 

nonprovi&ioiiRI UNDISCOUNTED so 

TOWFIGHI, AFSHAWN M :Z469 

I. Clt:lngeof'CD!l'Ctpolldence addre!IS or lndic:<.'l(ion of "Fill: Addre.s'" (37 
CAA 1.:J6l). 

Cl Chnga of <:OJTCSJ)OJl(ll!ll"'ce address (or Clll'tnRt of Corte$p011dence 
A~dJ'I!.\.\ form PTOISB/1 %2) attached. 

0 •Fee Addre~s· indi~etion (or "Fee Address" lndic:~tion form 
PTOIS9/47; Rev 03-02 or more tee<mt) ettacbcd. Use or a Customcl' 
Numbar is Rqlllred. 

PUBLICATION FE£ DUE PR;EV. PAID (SSI,Ill: J'EI! TOT At. FllE(S) DUI': 

so !ii960 

CLASS.SUBCI.ASS 

i1)·171000 

2. Fer l)rlnting on the patent front pc.se. lint 
( l) The nanx:s of' \lP to l regism.W patent a Hom~~ 
or ~gent"! OR, sltcrnalively, 

so 
DATI! DUE 

07/0112014 

(2) The name of o sln~:tle nrm (having :1.\ a mcmbe'I'.G 2.~-----------
rcgi$tln'IX'l cttamcy <Yr ~sent) BJ1d the nnmea or up to 
2 registered l)llttot nttome~ ot' agcnl:l. If no name is 
li!ltcll, no n~mt:: wiU be print~:<!. 

3. ASSIGNEE NAME AND IU1.S10£NCE DA 't A TO BE J>RINTEO OJ111'tiE PATENT (pri11t or type) 
PLEASE NOT:E: Ulll~~ an as~ignce is Identified below, no ,'~$Signee dllr.a will BppcBr on ~h¢ patet1t. tf !If) 11&$lp.ee i& idcu)tified beloW, the doeln't'lenl has beel'l flied. for 
recordatton as see fvJ1h i.n 37 CFR 3.11, COI'IIpletion of this fotm i~ NOT a su~il\itf: for filing.an assircnmcnt. 

(A) NAME OF ASSIGNI?.E (B) RESJ Dl!NCE: (CrrV and STA iE OR COUNTR V) 

Pleas~ .;heel< lh! approprit~te 3!;$igr>et: categOry OJ cAtegoric! (will not be printed on the patmt): 0 lndividaal 0 Corpora~ion or other priu~te group entity 0 Gouemmcnt 

4a. Tb: following fc:c(s) for(: submittt:d: 
0 ls&UC Fee 
0 Publication Fee (No sma11 ~~tity discount pcnnittl:d) 

D At!vanoc Order· II of Copies---------

S. C11a1111e In .;ntity Sullu• {from stMilll indi~:ated abovo) 
Cl Applicant ~"it)'ir:a mi~:ro entity su~. See< J7 CFR 1.29. 

0 Applicant asaming ,mall entity stntus. Sec 37 CFR 1.27 

0 Applicant cll:mging to regul:tr undiscountc~ fcc starus. 

4b. Payment of Fee( a); (l'lc~se flnt I'I!Bpply any previously paid iuPe fee sliOW"I\ above) 

0 A check i' enclosed. ' 
0 P~yment by ~:rtdit c:.~~rd. Form PT0-2038 is at1~c:hcd. 
0The Director is hereby ~ulhorizc:d to c:hargc tbe required fC'C('s), any dcfi~~ot:y, or ~n:<Ji!.t :my 

overpayment, to Deposit Account Number _(enclose an cxtm copy of this form). 

~ 1\~~~~t a valid «rtilication or Miera Entity Stlltu~ (!ICC fimTI~ I'TOISB/1 SA and 15~). k,uc 
fcc payment ;., the micro entity amount will ~ot be a!X'cpud st the risk of application abandonmenc. 
NOIE: If the ~wlicarton wus previously utidcr micro entity $btus, ehccll:ir:g lhi» bo:w: will be token 
!Oiic a-ootiti~flfion ofloss of~mtitl~menl to mim entity SlaM .• 
l:iQI£; Checking lhi: box will be tak~ to be a noli fic3llon of 105S of cmitlr:ment to &rn~l\ ()r micro 
entity Sll'III.IS, :aupplicabt~:. 

Atrthllri2edSi!;lllll'llte ---------------------

Dan: ______________________________ _ 

·T~"PCd or print~d name Registration No. 
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_.,_.,...., n.r "·- n ' 1 f" •'I'\ ""~---·-"' "'"'~ ...... •I..-_..,. ... tnl-, I l""tt'\t '1 """'"' • ., A1tr1 1\t"\'1"1 '' <' tt .. '---' ..... ,:~.,.....,..J ___ .,.J.. 1""\t'f': .. ,., t I(' f"'"\Cr'flt 0~ ·~i"'" ...... C' f""t""\, .. llt .. '¢:f11,...'C 

PAGE 7/16 ~ RCVD AT 911812014 12:03:46 PM !Eastern Da~ight Time)* SVR:W·PTOFAX.001/29 1 DNIS:2738300 ~ CSID:919 942 6432 t DURATION (mm·~s):07·21 

0221

Best Available Copy
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PART B LFEE(S) TRANSMITTA

Camille“; and send this form, together with applicable feds), in: Mail gallgtigg . ‘ .ECSAIXED
‘ . 10.30: I450 CENTER

Alexandria, Virginia 22313—1450
orm (571)-273—1885 ‘ SEP IIB ZUI ‘

med when:

1 Iran: inn the ISSUE FEE and PUBLICATION FEE (if thuir Block: I through 5 Would be compINSTRUCHRIIIS13]“: £333 igno‘d’égctch‘fiz‘hillm lhc Pgtleni gdvnnce orders and notification o maintmoncc {can windIIc mailed to the mm ondcm addie!!! I“
”"I’l'é'ami'ihunfi’comma below or dimmd albumin:In Blockl by (a) chfifi‘lng II ncw cont-snowman nddncu, Wot 0)) indicating a separate E ADDRESS' for, mnintmanec ice notifications.

1' me nfmaill can on! be uScd fnv dombc mailing: of the

IgsfififnanllTlIis anagram tango! be Izscd for any 01th aocanlpanymg
. m rm RE: E2 ddlti Ipnpcrtuch a: an mi c111 or formal drawing, mustcunlamcamnsmmuce morass 04w. w Bk,“ ‘ w my a m fists avg] :mi né'ii‘é ofmailing or mnflml‘sim

Certificate of Mailing or Transmission

75” (momma 1 hurt: call that IIIISEEsTI-annmitm Ira)bcmg‘dcelgufllcg“2231:3331?
t l t In 5 t

ROLF FASTH I fixflfitfi IhgfiafilislguvIscéijlfiplggfiggddm «have, at bring flicaimlleFASTH LAW OFFICES mnmitutd to the USPT‘Od71) 273-2835. on the ant: indicated balm».
26 PINECREST PLAZA, SUITE 2 flxmhfnmm)
SOUTHERN PINES, NC 28387-4301

AWLICAHON No. mitts DATE FIRST NAMED INVENTOR ATTORNEV DOCKET No. communion NO

_ 131635.544 lllZGflDl 2 Sami Vurnln 190.1078CON 4882
Tim OF INVENTION: METHOD AND SYSTEM FOR SEWING A MESSAGE THROUGH A SECURE CONNECTION

APPLN TYPE ENTITY STATUS ISSUE. FEE DUE PUBLICATION FE DUE PREV. PAID ISSUE FEE TOTAL FEE‘S) DUE DATE UUE

nmofisioml UNDISCOllN'l‘ED . OTIOII'ZOM

cmssmm . .
TOWFIGHI. AFSI‘IAWN M 2469 713w|7l000 '

   

 
 

 

IC'l-‘R.1331‘woman“ addrcat; or indication of "Fe: Address" (37

DClan of tandem} add Chan a of CcfltspflfldlncMdminrml"% l22) attachfis (at R a
D "Fee Address" indication (or "Fee Addtcss" Indication fcmn
PTO/SW47; Rev 03-02 or mote team“) annulled. [in of II Customcr
Numb"Is rcqulred.

2. Far printing on the patent front page. lint
l The names of to! PC iamml patent Imam : 1__.____._—.._.—

32mm OR allegativeiy, El 3y.
(2)111: name ofa single firm (having an a MIDI)"a 2W
n:gislcfcd ottomcy or IIsent) and the names alup lo
2 l’ isicted palm! attorneys or agents. If no name is 3time no name will be printed     
 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or typé)

PLEASE NOTE. Uninsn an ”FEM: is idmllfiap below. no mggnen am willnunrest on (I'll: palm. lfnn minim is. idenlified helm". the document has low film! for
l

tewrdntion an sci fvtfllIn 37 C 3 11.001111312an ofthis l'vnn'IS NOT a substil’l for filinganmimmcm
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE DR COUNTRY)

Plant check 1h: spproprim: ”sigma: category or categories (will not be winter! on th: palm!) : U individual D Corporation otothcr prium WP a"?! 0 509mm!WW

4:. The following fouls) at: subIIn nttzd: 6b. Paymenl of Fm) (Pltm first reapply any previously paid issue rue shown ohm/o)
[sale En: El A check is enclosed.

0 Publication Fen (No small entity discount permitted) D Payment by midi: cud. Form PTOJOBG is attached.

D Advance Order - ll of Copies DThe DireclmI; hereby authorimd in charge thc rcquited l‘ 5). any deficicncy, or cwdibs anyovupayment, Io Deposit Account Number enclose an extra copy ahill: form)
 
 

5. Change in Entity Status {from slow: indicated above)
D Applicanl cenllyiua micro mzlry name. Size 37 cm 1.29. mm; Absent a valid waif-canon of Mien) Entity $111th (sec forms PTO/5511M and 159) imc' fat: paymcnt in Ihc micro mlity amount will not bc 00¢er 31 Inc risk of application abandonment

CI Aypliennt Inserting small entity 5mm. Sec 37 CFR 127 1mm ngplicatlon was pmlounly undc'r micro entity sums. checking this box will be takento c a notification alias: of entitlement In micro entity 5131115.,

U Applicant changing to regular undiscountcd fut: status. MOLE,- Checking this box will be taken to be a notification ofloss afmlitlcmanl to small or microentity status. In applicable.
l 3. Sec 37 CPR l.‘
 
NOTE? 1'! Ibrm mum be :u' no In necnrdnncc with 37 CF'R 1.31 an
   

ti nature a: UIRMB and certifications.
  

  

  
 

Authdn'zcd Signature Dam

Typed or printed name Registraliun No.
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PAGE 08/15 
919-942-6482 

\~PETITIONS 
SEP 1 '8 201~ 

UNJ.TED STATES PATENT AND TRADE 

APPLICATION NO. FILINGDII.TS l'lltST NAMED INVENTOR II.TTORN!lV oOCKETNO. CONFIP.MAT!ON NO. 

1)/685,544 IJ/26/l012 

7S90 04/0tnn14 
ROLF FASTH 
F ASTH LAW OFFICES 
26 PINECREST f'.LAZA, SUITE 2 
SOUTHERN PINES. NC 28387-4301 

S..UmiV""rnla l90_1079CON 4882 

EXAMrNBII. 

TOWFIOI·H, AFSH"WN M 

AR1'UNIT PAPER NUMBER 

246~ 

DATB MA.lL5D: 04/01/2014 

Determination of :Patent Term Adjustment undel" 35 U.S.C. lS4 (b) 
(application filed on or after May 29, 2000) 

The PatcT.Jt Tenn Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three p1onths after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailin~ date of this notice, the Patent Term Ac}justment will be 0 day(s). 

If a Contin.ued- Prosecution Application (CPA) was filed in the above-identified appljcation, the filing date that 
determines Patent Tenn Adjustment is the fi~ing date of the most recent CPA. 

Applicant will be able to obtain moredetailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent 1Tenn Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0 10\ or (57 .t )-272-4200. 

Page 3 of3 
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RECEIVED

CENTRAL FAX CENTER

SEP it 2014
o STATES oEPAR’t‘MEM‘ OF COMMERCE

3:35.551.” rum: and Trademark OfficeMom:CDMMISSlONBR. FOR PATENTS  
l‘gfiwi’lmm 22: IJ-Immptnqov ,

mowvoocm

l 19/635544 mas/10 I2 _ Snmi Vanni]: 29D.|07thON ' 4882

7590 owlmm ‘
ROLF FASTH TOWFIGHI. AFSHAW‘N M

FASTH LAW OFFICES R26 Pmecmsi PLAZA. sum 2 , ‘ '"
SOUTHERN PINES, NC 28387-4301 - ' my ,

' DATE MAlLEO: 04/01/2014

‘ Determination of Patent Term Adjustment under 35 U.S.C. 154 (11)
(application filed on or afior May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before tho date that is 28 weeks (six and a half
months) afler the mailing date of this notice, the Patent Term Adjustment will be 0 day/(s)

If 3 Continued— Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA. _ '

Applicant will be able to obtain more'detailed infotmation by accessing the Patent Application information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any Questions regarding the Patent iTemi Extension or Adjustment determination should be directed to the Office of
Potent Legal Administration at(571)-272~7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at l-(888)-786—010l or (571)-272-4200.

i Page 3 of 3 ‘
moms (Kw. 02H 1‘,

MW RCVD AT 91180014 12:03:46 PM [Eastern Daylight Time] ‘ SVRIWPTOFAX-Ollll29 ‘ DNlS!2738300 ‘ CSlDt919 942 6482 ’ DURATlON (mm-ssmm

0222



09/11/2014 01:02 

Best Available Copy 

919-942-6482 FASTH LAW OFFICES SS 

OMB Clearance and P~A Burden Statement for PTOL.-85 Part B 

PAGE 0'3/16 

The Paperwork Reduction Act {PRA) of 1995 requires Federal agencie!!!' to obtain Office of Management and 
Budget approval before requesting most types of information from tbe public. When OMB approves an agency 
rE:tjueM to eoll~t information from the public, OMB (i) provides a valid OMB Control Number and expiration 
date for the agency to display on tbe instrument that will be ll.Sed to collect the information and (ii) requires the 
agency to ir~.form the public about the OMS Control Number's legal significance in accordance with S CFR 
l320.5(b). 

The information <::oliected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the p~blic which is to tile (and by the USPTO to process) an application. 'Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take t2 minutes to complete, 
including gathering, preparing, and submitting the completed application fonn to the USPTO. Time will vary 
dq>lttlding upon the individual case. Any comments on the amount of' time you n:quire to coropl.cte thi~: form 
and/or suggestions for reducing this burden, should be sent to the C6ief Information .Officer, U.S. Patent end 
Trademark Office, U.S. Department ofComm~cc, P.O. Box 1450, Ale:JCandria, Virginia 22313-1450. DO NOT 
SEND FEES 0R COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patent.c;, P.O. Box 
1450, Alexandria, 'Virginia 22313-1450. ·under the Paperwor.k Reduction Act of 1995, no persons arc required to 
r~pond to a collection of information unless it displays a valid o.MB control number. 

Privacy Ad Statement 

The Privacy Act of 1974 (P.L. 93-519) requires that you be given cert.aln information in conncetior~ with your 
submission of tbe attached form related to a patent a.pplieation or patent. Accordingly, pursuant to the 
requirements oftbe Act, please be advised that: (1) the gtneml authority for the collection of this in:(orm.ation is 
35 U.S.C. 2(b)(2); (2) furnishing ofthe information solicited is volWttary; and (3) the principt~l purpose for which 
llte information is used by the U.S. Patent and Trademark Offit.:e is to process and/or examine your submission 
related to a patent application or patent. lf you do not furnish the requested infonnation, the ·u.S. Patent and 
Ttademarl< Office may not be able to process and/or ex.amine your submission, which may result in termination of 
proceedings or abandonment of the application or expiration oftl:le patent. 

Tb.e information provided by you in this fonn will be subject to the following routine uses: 
1. The information on tbis form will be treated confidentia11y to tbe extent allowed under the Freedom of 

Infonnation Act (S U.S.C. SS2) ana the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to dctcnninc whcther disclosure of these records is required 
by the Freedom of lnfonnation Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing 'counsel in the course of 
settlement negotiations. 

3. A record in this system ofrec:ord$ may be disclosed, as a routine u:se. to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when th.e individual has requested assistance 
fqJm the Member with respect to the subject matter of tbc record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the infonnation. in order to pcrfonn a contract. R.ecipients of inf'onnation shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records m9y be disclosed, as a routine usc .• to the International Bure!l.u of the World Intellectual Property 
OrganizatiOTJ, pur:iuant to the Patent Cooperation Treaty. · 

6. A ret.:ord in this system of records may be disclosed, .as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system o.f te(:Ords may be disclosed. as a routioe use, to the Administrator, General 
Services, or .bislber designee, during 1111 i~spectio!l of records co.nducted by GSA as part of that agency's 
responsibility to recommend improvements in records manag~rnent practices and programs, under authority 
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations 
go\·eming inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directi;vc. 
Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication 
of the application pursuant to 35 U.S. C. I ?.?.(b) or issuance of a patent pursuant to 35 U.S. C. I 51. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
and which application is referenced by either 3 published application, an appli~tion open to public 
inspection or an issued patent. 

· 9. A record from this system of records may be disclosed, as a routine use, to a Federal, Stat~, or local.law 
.,nforcement agenc:y, if the USPTO becomes aware of a violation or potenti:.-~1 violation of law or regulation. 
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~ [E ~ [E 0 \Yl [E'~ 
SEP 1 9 2014 

OFFICE OF PETITIONS 

Letter ·Witbdr~wing the Notice of Allolyance and Fee(s) Due 

This application is being withdrawn from issue because an inventol"s oath or declaration, executed by or 
with respect to each invent.or, in compliance witl:l 35 U.S.C. § 115 and ~7 CFR 1.63 or 1.64 has not been 
s~1bmitted. While the claims remain allowed and prosecution on the merits remain~ closed, the Notice of 
Allowance and Fee(s) Due is hereby withdrawn. The Notice of Allowability is not being withdrawn. As 
a result, any time period set forth in the Notice of Allowability continues to run from the mailing date of 
the Notice of Allowability. · 

Oath/Dec Ia rat ion: 

An inventor's oath or declaration in c.Ompliance with 35 U.S.C. § 115 and 37 CFR i .63 oi· 1.64, ex.ccutcd 
by or w[th respect to each inventor MUST be filed no later than the date on which the is3ue fee is paid. 
See 3S U.S.C. l!S(f). ln this instance, a compliant inventor's oath or declaration must be subtnitted 
before, or at the time, the signed part B .of the attached ''Notice of Allowance and Fee(s) Due'' (PTOL-SS) 
is 1-eturned (see below). Failure to timely c:orilply will result in 1.\BAN'OONMENT of this application. to 
ensure compliance with 35 U.S.C. § US and 37 CFR 1.63 or 1.64, 'the Office suggests Llsing the 
appropriate USPTO foim(s) available on the USPTO Web s.ite (e.g., PTO/AlA/01 for a declaration under 
37 CFR 1.63 or PTO/AW02 for a substitute statement under 37 CFR 1.64). 

An inventor's oath or declaration in compliance with ·3S U.S.C. § 115 and 37 CFR 1.63 or 1.64 must 
.include the following (in addition to meeting the other requirements of 35 U.S.C. § 115 and 3 7 CFR. 1.63 
or \.64): . · 

( 1) a stateme11t that the application was made or was authorized to be made by the affiant or declara11t; 

(2) a statement that such individual believes himself or herself. to be the original inventor or an original 
joint inventor of a claimed invention in the application; and · · 

(3). an acknowledgment that any willful false statement made in such declaration or statement is , 
punishable under section 1001 oftitle l8 by fine or imprisonment of not more than 5 years, o.r both. 

Reapplication of Issue Fee a11d Publication fee: . . 

A new Notice of Allowance and Fec(s) Due is being iss~1ed herewith. The issue fee and any required 
publication fee set forth in the new Notice of Allowance.and Fee(s) Due, including any fee adjustment 
since the fees were previously paid, ·must be paid with,in three ;,onths from the mailing date of the new 
Notice of Allowance and Fee(s) Due. Since fees were previously paid,· applicant may request that the 
previously submitted issue fee and publication fee be applied toward payment of the issue fee and 
publication fee in the amount identified en the new Notice of Allowance and Fee(s) Due. The return of 
part B of the new Notice of Allowance and fee:(s) Due will be considered a request to apply any 
previously submitted issue fee and p.ublic.atioo fee toward .the issue fee and any publication fee now due. 
Failure to timely comply witl result in ABANDONMENT of this application. This three-month time 
period is not cx~endablc under 37 CFR l.136(a). 

Diane ll.':rry 
Application Assistance Unit. 
~"I I "'\.-,""l .<1 "''f\1'11 
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SEP 1'8 -Electronic Acknowledgement Receipt 
. I~ FE cc; 

~JLW!FE' rw 
EFS ID: 1782.5208 

C'rn 
VL. 9 2014 fr '/ 

Application Number. 13685544 l _J 
lnt111mational Application Numb~r: l OFFICE OF PETITIONS 1 

confirmation Number: 4882 -

Tltl@ of Invention: Mlm!OO ANO SYSTEM FOR SENDING A MESSAGE THROUGH A SECURI: 
CONNECTlON 

First Naml!d Inventor/Applicant Nama: Saml V11arala 

-·· 
Rolf fil5th 

FASTH LAW OFFICES 

26 Plneaest PlaT.a, Suite 2 

Com~Jpond~n<e Address: -
Southern Pines NC 29387-4301 

us -
- -

Flll!r: Rolf FasthJSioan Srnlth 

Filer Authari:!M By: R,otfFa~ 

-
Attorney Oo,ket Number. 290.107BCON 

Receipt Date: / 06-)AI'J-2014 ~ 
Fili~ Date: 26-NOV-2012 

nmeStiltmp: 14:01;33 

Application Type! Utility undat 35 USC 1 '1 (a) 
'--·-· 
Payment information: 

Submitted with Pay~nt i.,..l'~ ---.__ 
Payment Type / Deposit Account .) 
Payment was successfully received in RAM ( 5960 ~ - _ ..... -.. 
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09/11/2014 01:02 919-942-5482 FASTH LAW OFFICES SS PAGE 
RECEIVED 

CENTRAL FAX CENTER 

13/15 

I Ct:'D t 'A ?nfl •. 
·RAM confirmation Number :!7S v-• I V ...... I 

Deposit Account 060243 

Al.lthorl::ted User 

The Dlrer:1:or of the USPTO is hereby authorlz~d to charglli: Indicated fees and credit any overpayment a~ follows: 

Charge any Addltlcnal Fees requlred under 37 C.F.A. Section 1.16 (NatiOnal application filln9, SP.al'(:n, and E!!K3mlnation fees) 

Charge <:~ny A.ddltional Fee~ r!H:julred under 37 C.F.It Se<:tion 1.17 (P::rtent applic:<~tlon and reexamln~tion processing fe~:~) 

0\arge any 1\.dditioNII Fees fequl~ 1.1ncte1 37 C.F .R. Sectl on 1.1 !l (Document S\JPPIY fee~) 

Charge any f\dditioMI f~s r~ulred ':'nder 31 C.F,R Se<.l:lon 1.20 IPost lssuanc:e fees) 

Charge ~nyAeldltlonal Pees requir~d ul'lder 37 C.F.It Section 1 .21 [Miscell.aneo~o~s fees anct <:harges) 

File Usting: 

Oocument Dowml!!nt OQKription FileName 
File Slze(Bytes!l Multi Pages 

Number PM$sagQ Digll!st Piiirt /.zip (if appl.l 

I 
S97i!6 

' Ml$cell:~neous lncnmlng Lettl!'r nx.par no 1 
'•~1ol!tj····~·D'I;1,5'l'e(!.l.:rd104 

~~ 

W111rnings; 

11\formatlon: 

2191741 

~ lsstte Fe F'ayrnent (PTo-SSBl PART..,B.pclf 1"0 2 
"c~M'IrtiiSrtd:~=ll)ohl1194'tD1c!l»~ 

Wamipgs: 

Information: 

I 
32073 

3 Fee Worksheet !5805) fee-info.pctf no 2 
~'>4\~t~~~~le~l:!ebl'i:tP 

Clll>< 

Wamirtgs: 

Information: 

Total Flies Size {In bytes) 2283551 

This Ackriowl..c.tgeml!nt Receipt e11ident~:> receipt on th4! n&t~ date by the USPTO of •he indk:at~!d doc:umen'ts, 
characterized b1 the applicant, and Including p~ couJtts, where applttable. It sei'Yes as evidenc:t of rec:elpt similar to a 
f>ost Ca'l'd, as de,:albed in MPEP 503. 

M_e~~ldioM Un~.~AJ,!.,S..~.J_1.1 
If a new application Is: being fil~ and the appiJ(ation Includes the nece55Qry campOn4!nts for a flllng date (see:!?' CFR 
1 S3(b)-td) and Pt\PEl' 5061. a Filing Receipt (31 CfR 1 .S4) will b~ iS!:I.Ifld in due couts:e and the date s"!own on this 
Acknowl~geml!"t Receipt will ostablh:h the filing date af the aJ)f)lic.tian . 

.!'li..~!.!W~~of an 1nt~maliona! Appli@:J:ion un~r 35 U.S.C.JZ! 
If a timely submission to enter the natlon;).l stage of an 'nt•nnatlonal a.ppllcation Is compliant with the conditions of 35 
o.s.c. 371 and oth!!!r applk:.able requirements a Form PCT/DOIE0/9031ndlcating acceptarKe of the appl\catlan a-. a 
1\&tlonal mge :wbmls,sion under 35 U.s.c. 371 will be lssu ed in addition to the Filing Receipt,. ;n due course. 

H..ll.!!U!!!.~Mion~ll..ti~ with thU!.SPTO !lfl_a Racelying Qftke. 
lfa new i11tern.ational applic.atJon is baing filed and the lntemli.'ltional appllcati(Jft includes the necessary componel'lts for 
an in~ernatlonal fll~ng date (:r.ee f'CT Artlde 11 and MPEP ~810}, a Notification of the lnt~rnatlon.al Application Num~r I 
and of the ln~national Filing Oate (Form PCT/R0/1 OS} w•H be tss\led In d~o~<.! tourse. subJ'IIct to pr11scrlptlons COI)Cemmgl 
rtatlol'lal !:l!curlty, and the date t~hcmn on thi~ Acknowledgement Rocli!lpt will establish the lntctmatlonal filing date of · 
the 11pplicatlon. . ! 

PAGE 13116
1 

RCVD AT 9/181201412:03:46 PM {Eastern Da~ight TimeJ 1 SVR:W·PTOFAX-001/29 1 ONIS:2738JOO 1 CSID:919 942 6482 *DURATION (mm·ss):07·2l 

0227

 

89_/_11/ 2614 81: 82 919—942—6482 FASTH LAN OFFICES SS pAGE
. RECEIVED 13’ 1'5

CEN'lRAL FAX CENTER

Ethbf‘I' B 515} ‘2 g i '1
'RAM confirmation Number 273 g " '

Deposit Account wmg‘ 060 243
Authorized User   mud

The Director oi the USPTO is hereby authorized to charge Indicated fees and credit any overpayment a; follows;
Charge any Additional Fees required under 37 cm. Section 1.16 (National application Filing, search. and examination fees]

Charge any Additional Fees. required under 37 C.F.R. senion 1.17 {Patent applicailon and reexamination processing fez-5)

Gian-gr: any Additional Fees required under 37 CFR. Senlon 1.19 (Document supplyiees)

Charge any Additional Fees required wider 37 C.F,R. Seciion 1.20 iPust Issuance ieesl

' Charge any Additional Fees required under 37 CHR. Section 1.21 [Miscellaneous fees and ohargesl   _._., 

   

   

 

   

 

 
 

 

 
 

File Listing: -

Oocumeni . . File SizelByteslI Mum Pages

, ' 59736

‘i t ercellaneous Incoming Letter 7”.de no 1nmiuluamlaunmnmm

77!» I
Warnings:

Information:

2191767

2 Issue Fee Payment (PTO-858) PARTdef no 2«mmmamummmd ,NM!

Warnings:

Information:

32073 l3 , . Fee worksheet [5805) fee-info.pdf no 2
Swimlmlnwlltm7 'new

Warnings:

information:  

Townes—mums:

This Acknowledgement Receipt evidence: receipt on the noted data by the USPTO of {he indicated docummb. '
characterized by the applicant, and Including page counts. where applicable. It server. as evidence of receipt similar to a
Post Card. as described in MPEP 503.

MMMMWflMfié-qu
if a new application ls being filed and the application lntludes the necessary components hr a filing date [set 37 CPR
1.53ibi-id) and MPEP 506), a Filing Receipt [31 CPR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will “tarnish the filing date aftho application.

1931“)ng Stony)! aMgmai-ional Angligafion under 35 0.52:9. 371
if a timely submission to enter the national stage of an international application is compliant with the condition of as
u.s.c. 371 and other applicable requirements a Form PCT/DOEOISOE. indicating acceptance ofthe applicatlnn as a
national stage submission under 35 U.S.C. 371 will be Issued in addition to the Filing Receipt. in due course.

35!!ifllmmimalfimfljlfifilfllefigfiththiQEHQJS.-3_Rslflvm___iDfflssl
If a new international application is being filed and the international application includes the necessary componenis for

an international filing dale lsee PC? Article 11 and MPEP 1810), 5 Notification of the international Application Number l
i and of the international Filing Date (Form PCTIRDMOSI will be issued in due course. subject to prescriptions concerning
’ national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

live application. _ l
.WW  
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qF ~Jlll/1'1 ?.90. 2El7BCON 

COMBINED DECLARATION AND POWER OF ATTORNEY 
FOR PATENT APPLICATION 

As a below named inventor, I hereby declare that: 

I hereby state that ! have reviewed and understand the contents of 
the above-identified specification, including the claims, as 
amended by any amendment referred to above. 

The undersigned hereby authorizes Rolf Fasth, the u.s. attorney 
named herein, to accept and follow instructions from Boco IP Oy Ab 
as to any action to be taken in the Patent and Trademark Office 
regarding this application without direct communication between 
Rolf Fasth and the undersigned. In the event of a. change in the 
persons from whom instructions may be taken, Rolf Fasth will be so 
notified by the undersigned. 

As a named inventor, I hereby appoint Rolf Fasth, Registration 
No, J6,999, to prosecute this application, to file a corresponding 
international application, and to transact all business in the 
Patent and Trademark Office connected therewith. 

Address all telephone calls to Rolf !=asth at telephone 
number (910) 687~0001; fax number (910) 295-Z152. 

Address all correspondence to: 

Rolf Fasth 
FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 

1 hereby declare and acknowledge that all statements made 
herein of my own knowledge are true and that all statements made 
on information and belief are believed to be true; and further 
that these statements were made with the knowledge that willful 
false statements a.nd the like so made are punishable by fine or 
imprisonment, or both, under Section HHU of Title 18 of the 
united States Code and that such willful false statements may 
jeopardize the validity of the application or any patent issued 

PAGE 14/16 
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OE.CLAAATION - PAGE l OF ,//"2_ 
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i>/ 
\~.r:t~<-~ 
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thereon. 

O~CLARATION - PAGE 2 OF /··7 
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RF ~/.1S/l4 21.10, Hl78COII 

Legal name of first joint inventor: sami_y~arala 

Inventor • s signature ,-·<~~::~~~~;..,: ..... <'~ ~~---~--~~---......_ ____ ·-·- ... 

Date :; c r· z ~)-·· I 2814 

Residence: Helsinki, Finland 

Citizenship: Finland -
L t: ~~ p.,.l v "~ ,z lt"-.1 u.: Pr 1\J ·1 "'~ f>r.·l.j 

Post Office address; ~- ) 
0<.:2,(~ c (~ e. ·; Pon P: 1 t>...' L rt'v I. 

-F::Z'U 0e:sas llehiiAki, F:iolard 

Lega.l name of second joint inventor: Antti Nuopponen 

Inventor •s signature tA·e .. r{---:C~-.. ~·-· 
. ) ('') 

Date 4 . (S' , 2014 

Residence: Espoo, Finland 

Citizenship: ~inland 

Post Office address: Kaksoiskiventie 7-9 A1 

F!N-02760 Espoo, Finland 

Ol':CLAAATION - PAGE. 3 0~~-> 
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RF 9115/14 2991978CON

 

 
Legal name Of fi-I’st joint inventor: Sami,¥aaram

”mm" “W”. J

— -"_""—~_._.‘.‘,.M 

 
 

Inventor's signature
6'. £2"

,2

 

 
  Finland Residence: Helsinki,

 Citizenship: Finland fl

Lfifipfivnfi¢¢wwfivu 1%AH
Post Office address: +Mflg£szhiniazaag

032, 5c :1 6?. 9390

 

  

 

 

 

   
 

 "p’rw‘Lr‘Wl‘J  

 
 Legal name of second joint inventor: Antti Nuopponen 
“ xfCLfimwmmw.~fl

Inventor's signature Jzfiflfiij;f’“”, J

DateW, 2914
Residence: Espoo, Finland

 

Citizenship: Finland

Post office address: Kaksoiskiventie 7—9 A1

FIN-0276B Espoo, Finland

DECLARATION — PAGE 3 on/é E;/

,1, F22x‘ ’

[Jék;‘*"
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RECEIVED 
CENTRAL FAX CENTER 

SEP. 1 8 201~ 
. PTO/S9197 (07-0Si 

Appm\ll)d foruM through 07131/201~. OM9 06.S1-00J 1 
U.S. Palent <'!nd Tr3demar1< OffiCI:!: U.S. D5PARTMeNT Of' COMMERCE 

\Jl'ldr.r he P~ erwor\1 R!!duetion Acl cf 11Jo9S. no • oon9 are r uiret:llo ros ooa In~ coii!!Cillln of info~m~ion unl"'-<'1; h cont.'lil't'l a valid Ot>'IB contt'QI number, 

Afln: Ar-.r u~-t ~t(p1 
Certificate of Transmission under 37 CFR 1.8 

tf11- J.?J.,.$3oo 

I hereby certify that this correspondence is being facsimile transmitted to the United 
States Patent and Trademark Office 

18 September 2014 on __________________________ __ 

Date 

£.1/~vlL. 
l Signature 

Rolf F'asth 

Typed or printed name of person signing Certificate 

36.999 910·687-0001 

Registration Number, if applicable Telephone Number 

(X)Transmittal L~tcer (1 page) 
!Xl Copy c,:f Notice of Abando.n.m<:lnt d.;~ ted '7 Al)gust 2014 (1 pg) 

!X) PETT.TION T() WITHDR.~W HOLJ:HNG Of ABANCION~ENT (2 pages) 
(X)Copy ot nonreceivcd C.o~.:::ectG:d Nl)tice of Allowance ~nd Fee($) Due (5 p;;~.ges) 
(X l Copy o.f thG dor.:kr::t rec:ord ( Gxh i. bit itl.) ( 1 pillglll!) 
(X) Issue Fee f!lynvm~ Ccnf.i.r.:m.:'lt.ion Rer.:eipt (Exhibit B) (2 pages) 
(X) S.icned Inv~nto.r.:' s Oath (lr. Decl<J.t:'f;J_tion (3 p<!iiges) 

J 15 Total pages + fax certificate of transmission 

T"iG oo\lee\lt~l\ .:.f im~~rmmlo~ i:.< r9Qulret! t:1y 37 GFR '.a TM •mormalion i~ required to CJI:>taln or t~~in a oonerlt by lh<J public which is to me (;ond by tl'te USPTO Ia 
process) ~n ~pp\ic:anon, ConficenU~6ty i~ ~ovemed b-f 3$ :.;.S.C. 1?.2 and 37 CFR 1.11 anel1.14. Tnla edlcC11on Is e!l'(imated to f<t~C 1.81l!i~ute:5lo compiele. 
1ncJudi,., pathenng. PI"::Paing, and ~ubmitllng the cornplet~ ~i>alir.;s.~tlon l~rrn I<> IM VSPTO, ii'l"Q wm voty c;!cpendtng IJ)XIJl \tle lndillidu;~l esse. 1\~y cornn'IMI!. o~ 
me ~mount o1 Hm~ )'Ou I'JX;ulre !O cem(ll<9le thts fOrM' !lr.dtor suggr.:;dons ror rellrldfllltnls ourdl'r1. should be ~o:>nt to the Chic! tnrorrn:~Hon Olllcer. U.S f>et~nt :~nd 
TrOO'eiMII< O#IC'.e, u.s. Dr::p!'rlmenf <Jf Cllfi11T1'3rce. P.O. Box ~450. Alcx;ondt1~. VI\ -'!:!313·1~50. DO NOT se::,JD FEeS OR COMPLETEC FORMS TO THIS 
AOOI<(',SS. $END TO: Commist.h>l'l<)r tor Polen~. P.O. Box 1450, Ale~~ndria, VA :l:2l13-1450. 

If you neecl i>ssi.~t~lnC"-' i.~ c:omp!ri>tin{llhe form. c;;!/1-800-F'T0-919() :JI'Id sel<:ct ooticm 2, 
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Best Available Copy‘

919-942‘6482 FASTH LAN OFFICES '58 PAGE 61/15
RECElVED

CENTRAL FAX CENTER

SEP. it 2014

, PTO/53197 (07.09)
Appmwd tor usc through 07I31I2012. 0MB 0651-0031

US. PEN!" and Tram-mark Olflcri: U.3. DEPARTMENT OF COMMERCE
mired In ms~ on!) in ti coilectinn oi imnmation unias it contains a vain! 0MB oonirot numnm.

89/11/2814 {38:54

Under ha Pacrwuni Rad-idiom Ania/71995. no - ,

Mn: flirt MM" new?

Certificate of Transmission under 37 CFR 1.8

67% 2'23» 330::

   
 
   I hereby certify that this correspondence is being facsimiie transmitted to the United

States Patent and Trademark Office , . 
 

  18 septa-miner 2014

  

 

 
 

 

 

on

Date

.64 eta/«IL. ‘
z , Signature L “-—

 

 

Roif Fasth
  

 
 

Typed or printed name of person signing Certificate

   
36.999 1310-6870001

 
Registration Number, if applicabie . Telephone Number

(XiTransmittal Letner (1 page)

(XiCopy of Notice of Abandonment dated 7 August. 2014 (1 pg)
{XiPETITION TO WITHDRAW HO DING 0? ABANDONMENT (2 pages)

(Xicwy of nonreceived Corrected Notice of Allovriance and Feats) Due (5 pages)
(XiCopy of the doaket remit-d (Ext-tibit A) (1 page)
(Xiismie Fee Payment Confirmation Receipt: [Exhibit B) (2 pages)

{X)S.igne<.‘t Inventor’s Oath or Declaration (3 pages) .
15 Total pages + fax certificate of transmissmon

 
 

   
  

 
This Mimic" at infmmstlon i: required by 37 CFR m Tm: «moimanm is. wqulred to obtain or retain a benefit by the pubiic which is to rue (and by (ha mama to
process) an appiisalion. Convict-malt» is uovemed try 35 mac. 12?. and 37 CFR 1.11 and 1.74. This coliccilon I5 estimated to take 1.3 minutes to comptete.
maudina pathenng preparing. and stibmmlng th: cnmpieiec’ apniicaiton tan-n to tha USPTO. T-mo wiii vary dcpenaing upon me indivinuat unset My comment: an
in:- amount oi firm! yuu require to cart-inlets this term and/or suggm-flcna tor rcdudrig inis burden, should be sum in the Chic! Information Officer. US Patent and
Trademark ofiice, 1.1.5. Dupanmenf at Grammars; PC. 80x 14.50. Aicxandna. VA 22313-1450. Do NOT SEND FEES OR COMPLETED FORMS TO THiE
ADDRESS SEND To: Commiazimer tor Patentti. PO. Box 1450, Alexandria, VA 22313-1450,

If you need amismnce in completing the Palm. Catt t—BOO‘F‘TO-QTQQ and setect option 2.
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Attorney Ref. 290.1078CON 

FASTH LAW OFFICES SS 

RECEIVED 
CENTFW,: FAX CENTER 

SEP f 8 201~ 

IN THE UNITED STATES PATENT AND TRADEMARK 
In re application of Art Unit 2469 

Sami Vaarala, Antti Nuopponen 

Serial No. 13/685,544 

PAGE 02/15 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

I llE!IJI:Dl!' et:~,'l';tli"'C THAT TBIS PAPlm AND 1/llE DOCUMEN'l'S 

JUI:B'l:!I.!U:f> 'ro liS BEING AT!rAC:IIJm Cl!il. ENCWSED llE!Uml'l'll 

Allli: BlilXNG !l'llANSHI TTI!D VU S';ll(:$miLE TO Tlllt 

~SSIONER FOR PAT~$, OFFICE OF PETITION$, $?1~ 

~73-9300, ON 19 SaptRmb~ 2014. 

(:tfl!!~t:J:J./ 

Rolf ll' ..... th 

Examiner: Towfighi, Afshawn M A~~~~ey for Appli~t 

Date: 18 September 2014 

TRANSMITTAL LETTER 

TO THE COMMISSIONER FOR P.ATENTS: 
~~IL STOP PETITON 

Enclosed for filing in the above-referenced Qpplication are the 
following: 

(X)Copy of Notice of Abandonment dated 7 August 2014 
{X) PETITION TO WITHDRAW HOt,DlNG OF ABANDONMENT 
(X)Copy of nonreceived Corrected Notice of Allowance and Fee(s) 

Due 
(X)Copy of the docket record (Exhibit A) 
(X)Issue Fee Payment Confirmation Receipt (Exhibit B) 
(X)Signed Inventor's Oath or Declaration 
(X) The Commissioner is hereby a.uthorized to charge any fees which 

may be required in connection with the filing of this 
petition and any documents enclosed herewith, or credit 
over-payment, to Account No. 06-0243. 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 
Telephons: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Re£. 290.1078CON 

Respectfully submitted, 
FAST.H LAW OFFICBS 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 
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09/11/2014 @8254 919-942-6482 FASTH LAW OFFICES 58 > PAGE 82/15

RECHVED
FAXCENTER

SEP 18 20M 
 

Attorney Ref. 290.1078CON

IN THE UNITED STATES PATENT AND TRADEMARK OFFIC:

In re application of ~ Art Unit 2469

Sami Vaarala, Antti Nuopponen
CER’A‘IHCXJ’B OE‘ TRANSMISSION

Serial No. 13/685,544
I HEREBY [375117151 THAT THIS PAPER m 1‘58 0W5

Filed: 26 November 2012 REVIEW we as BEENG Jam-amen on ENCIDSED gamma
_ ARE BEING WSHITTED Via FMamLE To THE

For: METHOD AND SYSTEM FOR commasxma FOR rams, mu: 0? anymore. 57:»
SENDING A MESSAGE 273-3300. on 19 Suptsunb»: 21m.
THROUGH A SECURE '

CONNECTION pfun¢Ralf Paar}-

Examiner: Towfighi, Afshawn M AwWerbrmmummt

Date: 18 September 2014

TRANSMITTAL LETTER

TO THE COMMISSIONER FOR PATENTS:
MAIL STOP PETITON

Enclosed for filing in the above—referenced application are the
following:

(X)Copy of Notice of Abandonment dated 7 August 2014
(X)PETITION TO WITHDRAW HOLDING OF ABANDONMENT

(X)Copy of nonreceived Corrected Notice of Allowance and Fee(5)
Due

(X)Copy of the docket record (Exhibit A)
(X)Issue Fee Payment Confirmation Receipt (Exhibit B)
(X)Signed Inventor’s Oath or Declaration

(X)The Commissioner is hereby authorized to charge any fees which
may be required in connection with the filing of this
petition and any documents enclosed herewith, or credit
over~payment, to Account No. 06—0243.

Respectfully submitted,
FASTH LAW OFFICES

/rfasth/
Rolf Fasth

Registration No. 36,999

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 2838?-4301
Telephone: 910-687—0001
Facsimile: 910-295-2152

Attorney: Ref. 290 . 1078CON

PAGE 2115' RCVD AT 9118/2014 11:56:05AM [Eastern Daylight Time] ” SVRZW-PTOFAX-Omm * DNIS:2?38300 ‘ CSIDZQIQ 942 6482 * DURATION (mm-ss):04-29

0232



09/11/2014 00:54 919-942-5482 FASTH LAW OFFICES SS 

RECEIVED 
CENTRAL FAX CENTER 

SEP t 8 2014 

APPLICATION NO, FILING OAT!: FIRST NAMED INVENtOR TTOI<NEV OOCKbT NO. CONFIRMATION NO, 

11/26/2012 Semi Vaarela 290.1078CON 4S82 

7590 
EXAMINER 

ROLF FASTH TOWFIGHI,AFSHAWN M 

. FASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

This application is abandoned in view of: 

Notice ef Abandonment 

Al'rr UNIT 

2~G9 

OR/07/2(}14 

1. D The applicant':;; failure to Urnely file a proper reply to the Office letter mailed on--··-·--·---· 

PAPilR 

(a) 0 A reply wes received on (with a Certificate of Mailing or Transmission date·-··-·--··-·-··-), which is 
after the expiration of the period for reply (including a totiill· extension of __ month(sl) which expired on 

(b) _D"No reply has been received. . . · 

2. u.f Applicant's failure to timely pay the required issue fee and publication fee. ff applicable, within the statutory 
period of three months from ltle mailing date of the Notice of Allowance (PTOL-85). 

(a)LJ The issue fee anti publication fee, if applicable, was received on (with a Certificate of Mailing or 
Transmission date ), which is after the expiration of the statutory period for paYI'nent of the issue 
fee (and publication fee) set in the Notice of Allowance (PTOL-85). 

(b) 0 The submitted fee of$ is iMufficient. A balance of$.. is due. 
The issue fee required by 37 CFR 1.18 is$ . 

/The publicl!ltion fee, If required by 37 CFR 1.18(d).ls $ . · 
(c) u;r"The Issue fee and publication fee. if applicable, has not beliln received. 

3. 0 Applicat:~t's failure to timely file corrected drawings as required by, and within the three-montl,'\ period set in, the 
Notice of Anowability (F'T0-37). · 

(a)O Proposed corrected. drawings were recei~ed on (with a Certificate of Mailing or Tran:smisslon 
dated ). which is after the expiration of the period for reply. 

(b) 9'1'Jo corrected drawing have been received. . · 

4. gApplicant's failure to timely file the inventor's oath or declaration no later thc:m the date on which the issue fee 
was p<~id ae required by the Notice Requiring Inventor's Oath or Declaration (PT0-2306). 

(a) 0 An inventor's oath or declaration was received on ___ (with a Certificate of Mailing or Transmission date 
--~'' which is after th8 date on which the issue fee was paid. 

(b) 0 While an oath or declaration (or substitute statement) for one or more inventors was received. an oath or 
j;le'claratlon (or substitute s1at~ment) for :;at le<~st one other inventor has not been received. · 

(c) 9'No inventor's oath or declaration has been received. 
5. 0 Drawings received on .wer~ disapproved by exarniner. See examiner's response dated ___ _ 

6. 0 Corrected drawings were received on , which is after the expir~tion of the one·mo.nth period for reply 
set in examiner's response dated ___ _ 

7. CJ No corrected drawings have been received ;n reply to one-month period set in ex~arniner's response dated 

B. 0 The. rea.son(s) below: 

Pe1itions to revive ·under 37 CFR 1.137(a) or (b), or request to withdraw the holding of abandonment 'under 37 CFR 
~_JA11.18~ ~ould be promptly flied to minimize any negative effects on pate!"lt term. · 

(s'ffr-'-:;:iijJoo or 1 (888)-786-01 01 
Patent Publication Branch 
Office of Data Management 
OQR~ P'l'O.AS~O (Rov. OB/Il~) 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

UNITED STATES DIYAXfWfiTOP COMMERCE
United Sm:- P-itonr and Trnuemnrk 061w
hddnn: COMWSSION'ER FOR FATEN‘TSPoo. BI)! mo 

Alexandria. Virginia mimosa
.‘ WWJimmgo'

13/685,544 11/26/2012 Semi Voarala agoyiorscon “ 4552

759a mm

_ ROLF FASTH TOWFIGHI.AFSHAWN M
FASTH LAW OFFICES . .
25 PINECREST PLAZA, sum: 2
SOUTHERN PINES, NC 28367-4301 2‘59

08/07V2014 PAPER

Notice of Abandonment

This application is abandoned in view of:

1. D The applicants failure to timely file a proper reply to the Office letter mailed on __~_____~ ‘____

(a) D A reply was received on (with a Certificate of Mailing or Transmission date ._..-._-......... it which is
after the expiration of the period for reply (including a totai‘extensicn of month(s)) which expired on

(b) No reply has been received. . y

2. Applicant's failure to timely pay the required issue tee and pubiication fee. if applicable, within the statutory
period of three months from the mailing date of the Notica of Allowance (PTOL-BS).

(aiCJ The issue fee and publication tee, ii applicable. was received on (with a Certificate of Malling or
Transmission date ), which is after the expiration of the statutory period for payment of the issue
fee (and publication fee) set in the Notice of Altaiwance (PTOL-BS).

(b)Ei The submitted tee of $ is insufficient. A balance of $_ is due.
The issue fee required by 37 CFR “1.18 is $ ,
The publication fee if required by 37 CFR 1.18M). is S

(c) The issue fee and publication fee. if applicable. has not been received

3. l3 Applicant's failure to timeiy file corrected drawings as required by. and within the three-month period set in, the
Notice of Allowabiiity (PTO-37). -

(3)0 Proposed oorrectedldrawings were received on (with a Certificate of Mailing or Transmission
dated ). which is after the expiration of the period for reply.

(homo corrected drawing have been received.4. Applicant‘s failure to timely file the inventors oath or declaration no later than the date on which the issue fee
was paid as required by the Notice Requiring inventors Oath or Declaration (PTO-2306).

(alt) An inventor‘s oath or declaration was received on (with a Certificate of Mailing or TranSmission date
), which is after the date on which the issue fee was paid.

(bitl While an oath or declaration (or substitute statemeniiior one or more inventors was received, an oath or
iaration (or substitute statement) fOr at least one other inventor has not been received,

(c) No inventor's oath or declaration has been received,

5. Ci Drawings received on were disapproved by examiner. See examiner‘s response dated
5. D Corrected drawings were received on , which is after the expiration of the one-month period for reply

set in examiner's response dated

7. Ci No corrected drawings have been received in reply to one-month period set in examiner‘s response dated 

B. E] The reason(3) below:

Petitions to revive 'under 37 CFR 1.137(3) or (b). or request to withdraw the holding of abandonment under 37 CFR
1.131. should be promptly filed to minimize any negative effects on pate-nt term '

(5 )—272 200 or 1(888)—786-0101
Patent Publication Branch

Office oi Data Management
FOflM PTOJBND (Rev. 05/39)
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Attorney Ref. 290.1078CON 

FASTH LAW OFFICES SS 

RECEIVED 
CENTRAL FAX CENTER 

SEP t 8 2014 
IN THE'. UNITED STATES PA'J.'ENT AND TRADEMARK 

In re application of Art Unit 2469 

Santi VaaraJ.a, Antti Nuopponen 

Serial No. 13/685,544 

PAGE 04/15 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

I Dli:IU:I!IY cr;:;P.'l"Xl!¥' TliA'.r 'l'HIS P1\Pli:El Am> 'ti!Fo DOCUME:N'l'S 

ru:nruum ro AS BRING AT'V.CIIl!:D Olt l:NeX.OSEO BER:n'IT:I 

ArU:l mll/4'G ii"AANSMI'.ri'ED v.LII. F~tloaLiil W 'l'HE 

COMM1SSX~ FOR PATENTS, OFV!C~ 0~ PETITIONS, 571-

273-9300, ON l.a s~tc.rthor 2014. 

Examiner: Towfighi, Afshawn M 

Date: 18 September 2014 

/rf;u1.th/ 

<!oU' l!'aatll 

Ateorftey for Appl~cant 

PE~I~XON TO WITHDRAW HOLDING OF ABANDONMENT BASED ON FAILURE TO 
RECErvE OFFICE ACTION (MPEP 711.03(c) AND 27 CRF 1.181). NO FEE 

REQUIRED 

TO THE CO~~ISS!ONER FOR PATENTS: 

The entire delay in filing the required reply from the due 

date for the reply until the filing of a grantable petition 

pursuant to 37 1.137{b) was unintentional. Applicant contends 

that the Corrected Notice of Allowance and Fees(s) Due was never 

received. A search of the file and docket records indicates that 

the Office communj.cation 1r1as not received. A copy of the docket 

record where the nonreceived Office conunun:i.ca.tion would have been 

entered had it been received and docketed is attached hereto 

(Exhibit A) . Applicant notes that the attached docket record 

shows the due date for responding to the original Notice of 

Allowance and fee(s) Due (see Exhibit A, item 1), but not the due 

date for responding to the Corrected Notice of Allowance and 

Fee(s) Due. Applicant paid the Issue J:ee on 6 January 2014 

(Exhibit B) . 1\pp.licant submits concurrently herewith an 

Inventor's Oath o~ Jeclaration in response to the nonreceived 
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HECENED
CENWMLHWCENfim

Attorney Ref. 290.1078CON SEP, 13 2011,

IN THE UNITED STATES PATENT AND TRADEMARK OFFIC

 In re application of Art Unit 2469

Sami Vaarala, Antti Nuopponen

Serial No. 13/685,544
I EEREB‘Y Cfifi'l-‘IF! THAT THIS PAPER AND IRE? DOCUMENTS

Filed: 26 November 2012 Ram two As BRING ATTACHED on women: 13mm
has same; mmrxn m magma: 1'0 was

For: METHOD AND SYSTEM FOR comzsazcm m mmrs. oars-1cm or pmmms. 571-

SENDING B MESSAGE 273-9300, on 1.8 Septaflaar 2014.
THROUGH A SECURE I

CONNECTION kamwg
Rolf Mach

Examiner: TOWfighi, Afshawn M Mammary for Applicant

Date: 18 September 2014

I’ETITION TO wmnnmm HOLDING or mom BASED ow FAILURE TO

REWCEIVE OFFICE—ACTION (M9313W711.03(c) mm 2W7m 1.181). NW0FEE

REQUIRED

 

TO THE COMMISSIONER FOR PATENTS:

The entire delay in filing the required reply from the due

date for the reply until the_filing of a grantable petition

pursuant to 37 1.137(b) was unintentional. Applicant contends

that the Corrected Notice of Allowance and FoesCs) Due was never

teceived. A search of the file and docket records indicates that

the office communication was not received. A copy of the docket

record where the nonreceived Office communication would have been

entered had it been received and docketed is attached hereto

(Exhibit A). Applicant notes that the attached docket record

shows the due date for responding to the oxiginal Notice of

Allowance and Fee(s) Due (see Exhibit A, item 1), but not the due

date for responding to the Corrected Notice of Allowance and

Fee(s) Due. Applicant paid the Issue tee on 6 January 2014

(Exhibit B). Applicant submits concurrently herewith an

Inventor's Oath or Declaration in response to the nonreceived
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Attorney Ref. 290.1078CON PATENT 

Corrected Notice of Allowance and Fee(s) Due. It is requested 

that the Holding of Abandonment be Withdrawn Based on Applicant's 

Failure to Receive the Corrected Notice. 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 
Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. 290.1078CON 

Respectfully submitted, 
FASTH LAW OFFICES 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 

- 2 -
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RECEIVED 

OE!NTRAL. PAX CENTER 

UNITED STA T.F.S pATENT AND TR.ADEMAR.K OFFICE 

CORRECTED 

SEP 1 8 2014 

UNITP.:OSTATts DEPARTMK 
Ulllt•d S!lrtn Po11!ftt en~ 'J'rad 
11~ COMMISSIONF!R. FOR P 

r.o. no. t4JO 
Almlndna, lll'lJinl•llJJJ·I o 
...-.lllJ)IO,JI:O" 

NOTICE OF ALLO\VANCE AND FEE(S) DUE 

759rJ 04101/2014 
ROLFFASTH TOWI'IOHI, IIFSH4WN M 

FASTH LAW OFFICES 
26 PINECREST PLAZA, SU.ITE 2 
SOUTHERN PINES, NC 28387-4301 

ART uNIT PAPER NUMBSR 

2%9 

DATE MA.ILI?:D: 04/0112014 

APPLICA 'nON NO. FlUNG DATE I"'RST NAJ\.11!1) INVENTQR ATTORNJ!Y DOCKET NO. CONFIRMATION NO. 

13/68S,S44 11126/'!01:2 , Somi Vaurnln 290.1078CON 4882 

TITI.B OF'I'NVENfJON: ME'I'I'IOO AND SYSTliM FOR SENDING A MESSAGE THROUGH A SF.CtJJU! CONNECTION 

APPQI,TYPEi ISSUE I'EE DUE PUBLICA 'nON FE!! DUI> 'I'R.EV. PAID ISSU6 FilE TOTAl,. PP...E(S) DUE OATEOUP.. 

nonprovls.ionnl tmDTSCOUl'ITED $0 $0 .$~60 so 07/0IIZ014 . 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSE<;t!UON ON THE MERITS IS C(.OSE"Q. Tl:US NOTICE.OF ALLOWANCE IS NOT A GRANT OF PATENT RfGHTS. 
THIS APPLICATION IS SUJlJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVP.: OF THE OFFICE O.R UPON 
P£TITJON BY THE APP.LICANT. SEE 37 CFR 1.313 AND MPEP 1308. . 

THE ISSUE FEE AND ~UBLJCATION FEE (IF REQUIRED) MUST BE PAID WfTJUN THREE MONTHS FROM mE 
MAILING DATE OF THJS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. .IH!S 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C.151. THE ISSUE PEt DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAlD ISSUE Ji'~E IN THIS AfPLICATION .. I.F AN ISSUE FEE MAS 
PltEVIOT.JSLY BEEN PAID IN HUS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WfLL B£ CONSI.J)EIU:D A REQUI!:ST TO REAPPJ ... Y THE PREVIOUSLY PAID ISSUE FF,:t TOWARD THE ISSUE FEE NOW 
DUE. . 

HOW TO REPL V TO THIS NOTIC&: 

I. Review the ENTITY STATUS s.hown above. If the ENTITY STATUS is shown as SMALL or MICRO, verifY whether entitlement to that 
entity status still applies. . 

If the ENTI1'Y STATUS Is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B • FEE(S) TRANS:MITIAL, complete section number 5 titled 
~Change in Entity Status (frotn status indicated above)". . . 

For purposes of this notice, small entity fees are 1/2 the amou~t ofundisc:ounu:d fees, and micro entity f¢es are 112 the smount of small entity 
fees. 

U. PART B- FEE(S) TRANSMITTAL, or its equivalent, must be completed and rctu.rncd to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICA TlON FEE (if required). If you are charging the fee( B) to yOur deposit account, section "4b" 
of Part B • Pee(s) Transmittal should be completed and an extra copy of the fonn should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue f~ must be clearly maCie, and delays in PfOI:essing may occur due to the difficulty in recognizing 
the paper as,an equivalent of Part 8. 

Ill. A.ll e<>mmunic:atioos regarding this application must give the application number. Please direct all communications prior to issuance to 
MQiJ Stop I.SSUE FEE unless advised to the contrary. 

lM~ORTANT RF.MIND£R: Utility patents issuing on applications tiled on or after Dec. U, J980 . may require paymet:'lt of 
mamten.ance fees. It Is patentee's responsibility to ensure timely payment of maintenance fef:ll when due. · 

Page 1 of3 
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CEN‘I'FIEEIEAIYEEDNTER

SEP I 8 NM

59/11/2614 86: 54

 

 
 

 UNITED STATES PATENT AND TRADEMARK OFFICE  

Unmd States Patent and Tu- 1;:MM COMMISSIONER FOR P-- :no. no: ldjo
Mwmndrin. Vlrglm- mil-I ‘4)Mummy”!

  
CORRECTED

NOTICE OF ALLOWANCE AND FEE(S) DUE

7590 Momma , ,
ROLF FASTH rownam. AFSHAWN M

FASTH LAW OFFICES ,
26 PINECREST PLAzA, SUITE 2 .
SOUTHERN PINES, NC 2838 7—430] m9

DATE MAILEb: 04/01/2014

APPLICATION NO. FILING DATE . mas-r may mvnma Anomsv DOCK ET N0. CONFIRMATION No.

131535.544 l 106ml 2 , Somi Vanrnln 190.1078CON 4862
TITLE OF‘INVEN'I‘ION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE OONIIECTION

EMITY Minus mm; m: DUE mnumnon m we mm. mm ISSUE ms TOTAL mam) DUE

so so ’ sononpim'Isionnl UNDISCOUNTED $960 07/01/2014 .

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE A3 A PATENT.
THIS NOTICE-0F ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.W12.

THIS APPLICATION 15 SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE or THE OFFICE 0R UPON
PETITION BY THE APPLICANT. SEE 37 cm 1.31:! AND MPEP tans. '

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN 1W FROM THE
MAILING DATE OF THIS NOTICE OR THIS AP‘PLICATION SHALL BE REGARDED AS ABANDONED. mm

‘ . SEE 35 U.S.C. 15]. THE ISSUE FEE DUE INDICATED ABOVE DOESWWW
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM

303:1. BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

HOW TO REPLY TO THIS NOTICE:

I. Reviaw the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL oerCRO. verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as Shawn nbovc, pay the TOTAL FEE(S) DUE shown ab0vc.
If the ENTITY STATUS is changed from that shown above, on PART B - 1332(3) TRANSMI'I'I‘AL, complete section number 5 titled
‘fChange In Entity Status (from status indicated shave)". .

tIfor purposes of this notice, mall entity facs are l/2 the amount ofundiscoumcd fans, and micro entity fccs are 1/2 the amount of small entityees.

“~ PART B ' “35(3) TRANSMITTAL, or Its equivalent, must be compictcd and named to the United States Patent and Trademark foicc
(USPTO) with your 188 UE FEE and PUBLICATION FEE (if required). If you are charging the feds) to yOur deposit account, section "4b"
of Part B - Fads) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent at Pan 8 is filed, a
rcqucst to reapply a previously paid issue fee must be clearly made, and dclays in processing may occur due to the difficulty in recognizing
the papa: aslan equivalent of Pan El. '

[11. All communications regarding this application thus: give the application number. Pleasc direct all communications prim to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 .mny require paymeni 0f
maintenance fees. It Is patentee's responsibility to ensure timely payment of maintenance fees when due. ‘

Page I of 3
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Best Available Copy 

919-942-6482 FASTH LAW OFFICES 55 

PART B • FEE(S) TRANSMITTAL 

Complet~ and :!iend this form, together with applicable fee(s), to: Mlil Mail Stop ISSUE FEE 
Comrnission11r for Patents 
P.O. Box 1450 
Alexandrja, Virginia 22313-1450 
(S71)·273·l88S 

INSTRUCTIONS: This fDI'n'\ $l10uld bt: Wlcd for ~riansmitting the ISSUE FEB and PUBLICA 'I"! ON FEE (if requi~cl). J3,loclo; I through S '1\0IIId be cCimplctad Wbcrc 
approl'riatt.. 1\11 t'i.lrtllcr correspondence including the Patent, advance orders Ond notifica~ion. fir maintenance fees will b~; mailed to the ~~rnnt corrc$p01!dcncc addrca5 os 
indicated unless conoected below or diroeted otherwise In Blodr 1, by (o) spccil'yinR ~ new ~orrespcnde11ce ~ddress: and/or (b) indienrillg D llCpsratc "F'EE ADDRESS" for 
mAinrenBnce fcc notification5. . . 

7590 04/0112014 

ROLFFASIH 
FASTH LAW OFFJCSS 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387,4301 

AI"I'LIC:ATION NO. Pll.JNQ DATE 

Notr:~ A. eertifJC:at~ of mailing can 011ty be osed for domestic mailing~ of the 
rcl!{s) Trnnsmittal. This certificate c:annot.bc usml for a11y otlter :tccompanylng 
!)31)C~. Each addjtlonal P.~pe~, ,$\ItCh aa on BBRiSftmHtt or formal di'QWing, must 
~nvc 1ts own c:erttlicnte ormrunng or lnlnsml~~lon. 

C:ertlflcate af Mailing or Transmission 
I hereby c:enifv lh.ll lltlf :F'ccl'sl Trunmdltlll is beins .$bed. with lhc Unired 
StMes Postal S'erviee w1th &uffleient po!ltB.gc for fltSt ~~~$.$ mftil in ~n enveloP,O 
llddrcssed to the M1tll Sl<:!p ISSUE FEE addru' abo~e. or being facsimJlc 
tronsmined to tile USt''rO (571) 273-2885. on th~ d..'ll= indicated b~low. 

FIRST NAMEO TNVF.Nl'O~ ATTO~EY OOCK.E:TNO. CQNPIRMA TION' NO. 

13/685,$44 1112612012 Sami Va.'lrnl~ 290.1078CON 4&82 

TITLE OF INVENTION: METJiOD AND SYSTEM FOR SENOINO /1 MESSAGE THROUO H A SEC1.1R.5 CONNECTION 

APPLN. TYrEi RNTtTY STATUS 

no~p~Bional UNDISCOl..INTED $f) 

SXAMINER Ali.T UNIT 

TOWF1GHI, AFSJ.JAWN M 2469 

1. Cbaa.~ of' cOITCsponde Dee nddrcas or indiwtion of "FI!Z Address• (37 
GFR 1,$6)). 

0 Chongc of corresJ?()tldcncii Bll.df\1!$$ (or Change of COI'I'C$pondcnce 
Address fonn 'PTO/SJYIZ2) attecMd. 
q "Fcc Addre.u." indi~tion (or "Fee AddrCIIS" lndieotiqn form 
PTOISB/47: Rev 03-02 or more recent) otmched. li'e or 11 Culltomel' 
!'lumber Is requil'tld. 

Pl,fB~ICATION Flit: DVI':! PR.IlV, PAID ISStl6 F~ TOTAL FEE(S) DUE 

C[.ASS·St.JOCLASS 

7ll-17IOOO 

2. For printing on tht p:.tcnt front page, li~l 
(I) The noma~ of up«> 3 regiRtcred p2te11t 3tiOmoyz; 
(1[' agents OR, !h~:mnt.ivcly, 

$0 

DATE DUE 

0710112014 

(2.) T'hc name of .:1 ~ins!~ firm (haYing 1.11 a mem'ocr:. 2 ____________ _ 
rel);isll;ml attmney or b~nl) and the name~ oru~ to 
l registC'I'cd potent nMmeya or egentll. If no I!AmO iB 3 
listca. no name will be printed. ·----~--------

3. ASS!ONEE NAMEAN'O :1\ESitlENC~ DATA TO BE 'PRINrro ON TH"E PATENT (print or type) 

PlEASE. NOTC: Unless an Wi!J:IlQI: is identifi~d below, r~o :1.!$i~ dnla will nppe::~r on the pate~~t, If an assignee i~ identined below, the document ha.~ been fil~d rof 
rccordaliOilll' sc1 forth in 3'7 CF'R J.ll. Completion of thiS fonn is NOT a llllbstitul:i: (or filln,:; . .:II'J ~ignmcnt 

(.A) NAMB Of' "SSION££ (B) RESIDENCE: (CITY and STAT£ Ott COUNT~Y) 

Plea.~ t:heck the appropriate ll~lgnc~ category or categQrie$ ('ll'itl not be prinll!cl or. the patent) : 0 Individual 0 ~o,..,tioo or other private group entity 0 Government 

4a. Tbe IOI!owi~g fcc(s) are !ubmittc.d: 
O~srue F'~ 
0 Pul)lieorioo fcc (No $mAll e:otity discount pcnnitted) 

0 Advance Order· II ofCopie., ---------

l (;b~naa IDEntity StQtUs (!'rom ~mtus indicatod qbovc) 
0 Applieant ~r::tifyin~ micrq en til)' statu~. Sec 3 7 CF~ 1.:!9 

D Applicant asscltir.g $1'1'1~11 entity stt!U!;. Se<! ~? CFR. 1.27 

0 Applicant cl!.1naine; to regular Lmd!.!~unted r~:~~ smtus. 

·Typed or printt!d nM\'Io 

~'Tf'\f Of' n ... -o ''~"~ ,.,., ............... ~ r ...... ~- ................. •ni'>fMI"'Il;l 

4b. Payment of Fcc(s): (PII!a!ll! flrrt l'llliPJ)Iy any prnlously pjll~ hsvc (or stumn aMve) 
0 A check is enclosed. 
0 PB)Immt by credit c:~rd. FOilll PT'0-2038 is attactu:d. 
QThc Director is 1\m:by IIUthori:ud 10 chntgc lhc rcquim:lll!e{s). allY deficiency, or crcditll any 

ovet'I'~Yillent. to Ocpogit Ac~:oont Number . (Ctl<:lose so cxtnl copy of this fonn). 

NOIE: Absent a wlid ~l'lifiention ofMicl'<\ &tity Status (sec ionM PTO/SB/I.SI\ nnd JS9), issue 
!Ccpilyrncnr in the mkro entity amou"t will not be acccpleil 3t th~ risk of appli~;Stion aballckinmeru. 
~If the i'lP.J>Iication wu pr~iously under miCfO enrity s.!IJI\Is, checking this bot will b~ t:t.l:en 
robe a nO!ific::ation of las..~ of entilh:ment to miCI'o entity ••a~. 
:tiQ.I.E.: Checking this bo~ will be 1akcn to be 1 nolilieMion of lost of entitlement to sm:ott or micro 
entity st.11ut;, as applicable. 

08~-----------------------------------
Rtgi$1rntion NQ, 
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' PART 3 - ”32(5) TRANSMITTAL

Complntg and grand this form, together with applicable {22(5), to: Mail Mail Stop ISSUE FEE. Commissioner for Patents
P.O. Bolt 1450
Alexandria, Virginia 22313-1450

or En (571)-273-2835W

INSTRQCHONS: This form should be uncdfor transmitting 1hr: ISSUE FEE and PUBLIC/show FEE (if minimal). Blank; I through 5 should be cmnplctud when:a ropnltL All further correspondence including the Patent, advance orders andnntifiwion or maintcmm rm will u: mulicd l9 lite tumult cum: dance address us

in icnted mil?“ confined below or directed otherwise in Block I. by (a) speciFymn :- new cmpundcnce address; andr'at (h) indlmhng a separate " E ADDRESS" formalntcmnoc ctnati rcntiong. '

 
SEP 1 8 2014

 

Note: A certificate of mailing can only be usctl for dumcstic mailing: of the' Feds) Transmittal This cert: Irate film-lath: used for any other aocornpanylng

cuknzmcomnmnnnnct Annazssmm UruDlockl Mlnychlflormmsfl Ropers. Each additional paper .mch an an Equipment or fbmtnl draining. mustaw: in own certificate of mm mg or kanmlaawl‘l.

Certificate at Milling or Trunsmiaaiun

 

7590 MIDIIZDM . . . . . .
m llul til I Transmittal I! burn deposited With the United

ROLF FASTH . lstlggbgoifnl erviee Jr’thhw cient poa‘ELégc for flsst class mail in m enuglop:
FASTH LAW OFFICES uddmsscd to the mu Sta ISSUE. r address above. or being facsimile' transmitted to the USP’HN 71) 273-2885. on tin: date indicated below.
26 PINECREST PLAZA, SUITE 2   

 ' (Dtpo-riluh amt}

_.(Sigmund)

APPLICATION NO. FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION no.

‘ 13/685,544 ll/ZGIZDI 2 Sami Vnzttnla 290.1078CD‘N ‘932
TfT‘LE OF INVENTION: METHOD AND SYSTEM FOR SENDNG A MESSAGE THROUGH A SECURE CONNECTION

  
SOUTHERN PINES, NC 28387430]

  

APPLN. rm: ENTITY STATUS ISSUE we DUE PUBLICATION FEE DUE vnBv. PAID Issua FEE TOTAL FEEiS) DUE DATE DUE

flonpmriaional UNDISOOUNTED , to $0 $960 $0 ‘ OWIIZDM

W-— - .
TOWFIGHI, AF’SHAW’N M 2-169 713471000 '

éfi‘ih‘lm 613T umsprmlmcc nddrm at indication af"Pm Adrlrcss" (37
1:lClmn noicnrm: (lanai address cm; moms in;
Address innit PTO] 122) attached. (m "8' ° M n"
D "Fae Addm'ts" indication (or 'Fec Addams“ lmtitm' n form
PTO/5M7; M20102 ormore recur-rt) attached. We 0 n CummerNumber It required.

   

 

 
 

2. For printing on the patent front page, list
[1)T‘hc names: ofup to 3 regiatm-ed patent attorneys 1Wor agent: OR, limmnhvcly.
(2)112: name of: single firm (having at a member a 2W
registered attorney or agent) and the names Map to
ill r stared pntnnt rut-0mm or agentn. "no name is 3lists .no nan-t: Will be printed. ,  
 

 
 

 

3. ASSIGNEE NAME AND RESIDENCE DAT/l TO BE PRINTED ON THE PATENT (print or type]
PLEASE NOTE: Unitas en mi ncc is identified below‘ no mime dam will It pear on rim parent. If an nsaignct: in identified below. tho document has bzen filcfl for
tccartiutlon a; set forth In 3‘) CF 3.] l, Completion ohms (omit NOT a mhstim I‘m mil-man :ssignmmt.
(A) NAME OF ASSIGNEE. [B] RESIDENCE: (mm and STATE 0R COUNTRY)

New ditch the appropriate militia calf-‘3”? or mlcsorics (will not bi: printed en the parent) : [3 Individual Cl Corporatitm or other privatl: group entity D GovernmentMW

“.1112 tbllowing fccfn) an submitted: 4b. Payment of Fauna); (Please first mpply any previously paid issue for ihwn above)
D lsmu: Fae C] A check is maimed.

[3 Publication Fer: (No twill entity discount permitted) D Payment by credit ma. Form PTOQDISS is mutual.
D Advance Ofiler . #- of Copim DThc Dimmer is hardly authorized to charge the required ti: 5), my dcl‘lcicncy, or credit: any
 

ovuptyment. to Deposit Accmmt Number enclcac an extra cow oftltis form).
MW— 

3. Change in Entity Status (fmm status indicated anw)
E) Applimnt certifying micm entity status. Set: 37 CFR 1.29 ‘ Abmt a valid certification oFMicm Entity Status set: Faring ”OISE/15A and 159), issut:' cc paymnl in the micro entity amount will not be acccp at the risk of' application abandonment.

D Applicant inserting small cntity status. See 37 CFR [.27 EDIE; ”the application wax previously under micro antity status. checking this but will be takento be a notification orlosn orentillmwnt to micro entity slum.

D Applicant ell-“Hal“: ‘0 "8m” Mdlswumcd Fee status. NQIE; Checking this box will be taken to be a notification or loss afcnritlomcnt to small or micromu‘ty status, as applicabier
With 37 CFR L3! and 1.23. Sec 37 CFR l a F rai nature re laments und ramification;
 
NOTE: This farm must be .95 ed in accordance    

  

 
 

Authnriud Signature Oat:

.Typcd or printcd name Registration NoM V ,

Page 2 of 3
n-rnv on n...o Ith I” - ------- .0 ’A-"Au-‘n-nnwL Inl’rrhfl'? (“to flat! mwt _ rvr mm...- ...J'r'...J........r. nan...” I? rwcntnmuéxl'rmr: fim-nnlcofic

PAGE ill!) ‘ RCVD AT 911812014 11:56:05 Alli [Eastern Daylight Time] " SVRZW-PTOFAX-Ollim ‘ DNlSQYGSBOU’ CSID'.9199426482’ DURATION lmm-ss):04-29

0237

 



09/11/2014 00:54 919-942-5482 

s UNlTED STATES PATENT AND TRADEMARK OFFICE 

1\PPLICAiiON NO. 

ll/68S,S44 1112612012 

?5!10 04/0if2014 
ROLFFASTH 
FASTH LAW OFFlCES 
26 PINECREST .PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

I"IR.ST Ni\MEO INVf!NTOR 

Snmi Vaarnln 

UNITF;OSTA'1'£S Dti'Aft'fllol'ENTOFCOMME 
lhUh:d StaiH PD:ttt~t ~nd Troltcmnrk Orllc1 
Mdrt!r COMMISSIONI'.R FOR I' A TllN1'S 

P.O,SI)OC l•SO 
Al••-riR. V<•al"" 32J 13·1•50 
""""·"'~'~•·II"• 

AT'J'ORNEV OOCXETNO. CONFIRMATION NO. 

290.1071JCON 4S82 

TOWJ'JC!HI, IIPSHAWN M 

ART UNIT P'API>R. NUMBER 

2469 

DATE MAILF.O: 0410112014 

Determlnatiol:l of Patent Term Adju$tment under 35 U.S.C. 154 (b) 
(application filed on or aftei May 29, 2000) 

The Patent Tcnn Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three p1onths after the 
mai1ing date· of this notice and the patent issues pn the Tuesday before the date that is 28 weeks (six and a half 
months) after the rnailin~ date of this notice, the .Patent Tenn Adjustment wiU be 0 day(s). 

[f a Continued- Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
detennines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicaot will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment det~rmin.ation should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center ofthe Office ofPate.nt Publi.cation at 1-(888)-786~0101 or (571).272-4200. 

Page 3 of 3 
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 UMTED STATES PATENT AND TRADEMARK OFFICE

 
UNITED STATES DEVARTMENTOF COMME
Unllcd States Patent and Trnrlcmnrk 0min.-

Mitten Sgthl'Si‘IJONER FOR PATENTS
. , car a 

Murmur-In. Virgini- 32] IJ-usuwww.mo‘gev

13/685,544 “116/2012 , . Snml Vaarnln 290.]078CON ‘ 4352

mo W0”
ROLF PASTE towmm, ”SHAWN M

FAST}! LAW OFFICES
zsrmECRESTPLAZA, sum 2 - 'M
SOUTHERN PINES, NC 28387-4301 ~ ' 1469 i

- DATE MAILED: 04/0II2014

‘ Determination of Patent Term Adjustment under 35 U.S£. 154 (b)
(application filed on or afietMay 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the iSsue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues pm the Tuesday before the date that is 28 weeks (six and a half
months) aficr the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

if a Continued-PrOSecution Application (CPA) was filed, in the above-identified application. the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed infotmation by accessing the Patent Application Information Retrieval
(PAIR) WEB site (htmz/lpair.uspto,gov).

Any questions regarding the Patent Term Extension or Adjustment determination shOuId be directed to the Office of
Patent Legal Administmtion at (571)-272-7702. Questions relating to iswe and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at l—(888)-786~010l or (571)-272-4200.

_ Page 3 of 3 ”
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (P.RA) of l99S requires Federal agencies'to obtain Office of Management and 
Budget approval before requesting most types of in(onnation from the public. When OMB approves an agency 
request to collect illfonnation from the public, OMB (i) provides a valicl OMB ContrOl Number and expiration 
date for the age.,.cy to display on the instrunu:nl tbat will be used to colloct the infonnation and (ii) requires the 
agency to infonn the public about the OMB Control Number's legal significance in accordance with 5 CFR 
l320.5(b). 

The infunnation collected by PTOt.-85 Part 'B is required by 3 7 CFR 1.3 I J • The infonnation is required to obtain 
or retain a benefit by the public which is to file (and by the US.PTO to process) an appliqation. 'Con.fldentiality is 
govemed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 min\ltes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary 
depending upon the individual case, Any comments on lbe amount of time you require to complete this form 
and/or suggestions for roducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Offtee, U~S. Deportrne;nt of Commerce, P.O. Box 1450, Alex:andria, Virginia 22313-1450. DO NOT 
SEND FEES 0R COMPLETED FORMS To TfflS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 
1450, Alexandria, Virginia 22313-1450. 'Under the Paperwork Reduction Act of 1995, no penons are required to 
~pond to a collection of information unless it displays a valid OM.'B control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93~579) requires that you be given certaill information in connection with yoUT 
submission of tbe att<~chcd fonn related to a patent application or patent. Accordingly, pursuant to the 
requiretnents of the Act, please: be: advised that: (1) the general authority Cor the col.leetion of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
tht infon:nation i& used by tbc U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested infonnation, the U.S. Pate:nt and 
Trademark Office may not be able to proce$S ~ndlor e:JCaritine your submission, which may re$ult in tcnnination of 
proceedings or abandonment of the application or e1Cpiration ofthc pahmt. 

The information provided by you in this fonn will be subject to the :following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Fre~dom of 

Information Act (5 U.S.C. 5S2) anCf the Privacy Act.(5 U.S.C 55:2a). :R,ecords from this system of record$ 
may be disclosed to the Departmenl of Justice r.o determine wbether disclosure of these records is requi.red 
by the Freedom of Infonnation Acr. · 

2. A record from this system of records may be disclosed, as a routine use, in tbe course of pre:~enting evidmce 
to a court, magistrate, ()t administrative tribunal, including disclosures to opp<;~sing 'counsel in the course of 
settlement negotiations. 

3. A record in th.is system of records may be disclosed, as a routine u~ .• to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when tile individWll bas requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information. in order to perfor.m a contract. Recipients of information shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

$. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to tbe International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. · 

6. A record in this !!)'Stem of records may be disclosed, as a routine use, to another federal agency for purpos~ 
of National Security review (3S U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine· use:, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records ma.nag~ment practices and programs, under authority 
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made' in accordance with the GSA regulations 
governing inspection of rerords for this purpose, and aoy.other relevant (i.e., GSA or Com.rnercc) di:rccti:ve. 
Such disclosure shall not be used to make determinations about individll:llS. 

8. A recot'd from this system of records may be disclosed, as a routine use, to the public after either publication 
of the application pursuant to 35 U.S.C. I :U(b) or iMuanc.e of a patent pursuant to 35 U.S.C. l.S l. Furthct) o 
record may be disclosed, subject to the limitlltions of 37 CFR 1.14, as a routin.e usc, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
and which application is referencer;! by either a published application, l!ll application open to public 
inspection or an issued patent. · · 

9. A record from this system of recOrdS may be: disclosed, as a coutine usc, to a Federal, Stare, or loc:;~l.law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Letter Withdr~wing tbe Notice o.f Allol)'ance and Fee(s) Due 

PAGE 10/15 

This application is being withdrawn from iss1.1e beca\l~e an inventor's oath or declaration, executed by or 
with respect to each inven~or, in compliance with 35 U.S.C. § 115 and ~ 1 CFR 1.63 or 1.64 has not been 
submitted. While the claims remain allowed and prosecution on the merits remaint closed, the Notice of 
Allowance and F-ee(s) Due is hereby withdrawn. The Notice of AllowabiJir:y is not being withdrawn, As 
a. result, any titnc period set forth in the Notice of Allowabi1ity continues to run from the mailing date of 
the Notice of A!lowability. ' 

Oath/Oeclaration: 

An inventor's oath or declaration in compliance with 35 U.S.C. § ll Sand 37 CfR. i.63 or 1.64, executed 
by or with respect to each inventor MUST be filed no later thap the date on which the issu~ fee is p~id. 
See 35 U.S.C. ll5(t). In this instance, a compliant inventor's oath or declaration must be submitted 
before, or at tl')c time, the signed part B.ofthe attached "Notice of Allowance and Fee(s) Due" (PTOL-85) 
is retl.lrned (see below). Failute to timely cOI'nply wil! result in ABANDONMENT of this application. To 
ensure compliance with 35 U.S.C. § liS and 37 CFR 1.63 or 1.64, 'the Offic;e suggssts using the 
appropriate USPTO form(s) available on _the USPTO Web s.ite (e.g., PTO/A.IA/01 for a declaration under 
37 CFR 1.63 or PTO/AlA/02 for a substitute statement under 37 CFR 1 .64). 

An ittventor's oath or declatation in compliance with .35 U.S.C. § 115 and 37 CFR 1.63 or 1.64 must 
include the. following (in addition to meeting the other 1req\1irements of 35 U .S.C. § 115 Md 3 7 CFR 1.63 
or 1.64): . · 

(I) a statement that the application was made or was authorized to be made b)' the affiant or declarant; 

(2) a statement that such individual believes himself or herself. to be the original inventor or an original 
joint inventor of a claimed invention in the application; and · · 

(3). an acknowledgment that any willful false statement made in such declaration or statement is , 
punishable under section J 001 of title 18 by fine or imprisonment of not rnore than 5 years, or both. 

Reapplication of IssuE: Fee and Publication fcc: 

A new Notice of Allowance and Fee{s) Due is bel1ig issued herewith. The issue fee and any required 
publication fee set forth in the new Notice of Allowance.and ~ee(s) Due, including any fee adjustment 
since the fees were previously paid, 'must be paid within three months from the mailing date of the new 
Notice of Allowance and Fee(s) Due. Since fees were previously paid; applicant may request that the 
previously submitted issue fee and publication fee be applied toward payment of the issue fee and 
publication fee in the amottnt identified on the new Notice of Allowance and Fee(s) DLH}, The return of 
part B of. the new Notice of. Allowance and Fce(s) Due will be considered a request to apply any 
previously submitted issue fee and p_ublication fee toward .the issue fee a.nd any ploblication fee now due. 
Failure to (ir:-ody comply will res\dt in ABAN.DONI'v1£NT of t)lis application. This thrtle-month time 
period is not ~x~endable under 37 CFR I.J36(a). 

Diane Terry 
Application Assistance Unit-
57t-2n-420o · 
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Date (June Stalf Oesuiplion Client MauerND
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EI'SID: 

Apptic.Mlon Numbet: 

lnterl't~tlonal Applic:!ltlon Number: 
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Title of Invention: 

FJrst Named lnventor/Appli<:.llnt Name: 

Filer: 

Flier At.tthorb:" 8y: 

Attorney Docket Number: 
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17B25mB 

13695544 

4882 

METHOD AND SYSTEM FOR SENDING CONNECTION A MESSAGE THROUGH A SECURE. 

Sami Vanrala 

l!otfFam 

FASTH LAW OFFICES 

26 PinKrest Plu.a, Suite :2 

Southem Pines 

us 

Aolf Fa5th/Sioan smtth 

Rolf F.t!sth 
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 Application Number: 13685544va—‘a

International Application Number:
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, METHOD AND SYSTEM FOR SENDlNG A MESSAGE THROUGH A SECURE
mle of Invention. CONNECI‘ION

first Named lnventorlApplicant Name: Sami Vankala
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mm LAW omcss l
26 Finecrest Plaza, Suite 2

Correspondence Address: .
Southern Pines NC 23387-4301
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RECEIVED py. h ;· ~ t-+ B :t () 1- :2 CENTRAL FAX CENTER 

RAM confirmation Number .278 SEP 1 8JDT4 
Deposit Account 060243 

Authorll!ed UsN 

The Director of me \JSPTO is hereby authorized to cnarg~ indl<:ated fee$ "nd credit any overpayment as. follow~: 
Olarge an)' Additional Fees required un<Jer 37 C.F .R. Section 1.16 (National opplicatlon Hllng, sP.arch. and examination fell'5) 

Charge ~ny Addltlor>~l Fees required undP,r 37 C.F.R. seal on 1." (P:~tont application and reexamination ptot;!l~slng fees) 

Ch3rge any Additional Fl'i\S required under 37 C.F.R. Section 1.19 (Document supply k!e.s) 

Ch~rge any Additional Feet; require a under 37 C.F .fl. Section 1.20 (Po,t lmt.Oncl! fees) 

Charse any Aelditional Fe~ required U!'lder ~7 C.F .R. Section 1.21 (Miscellaneou~ k!l1s and dlarges) 

File Usting: 

Documen~ Doc\lment Description FUeName 
Flit Size(Bytes)/ Multi P~es 

Number IVIessage Digest Part/.zip (lfappl.) 

5~,..3~ 

l Miscellaneous 1n1;0mlng letter TRX.pclf no 1 
'•nmt'SI:Ibff'OIIM,,~~,Jfo1WICI·1~~ 

Warnings: ..• -
Information: 

2 -~:,.,m.,t(l't0.S6J 2101742 
PART_B.pdf no 2 

~Oh",tcrtf:~&lSPt"""nt'lffl~611 

Warnings: 

Information: 

·--r -

.1~·~·_;_.. I 3 Fee worksheet IS.SOOJ f*info.pdf 2 

I 
no 

. 
Warnln!J$: 

Information: 

Total Files Size (In bytes) 2283551 

This .Acknowl!!dgement' R«eipt evld~ncu receipt on the nott!d date by tile! USPTO of the indlca1:ed doc:umen•t~;;, 
charac:terizl!!d by t.h~ appDcant:,.·and lndudlng page counts, where appllable.lt serves as evi<k!ncl!! of receipt similar to a 
Post Cal'd, as described ln MPEP $03. 

~-i)~...2!k.a:ti~~er_3_S_I,I~(Jjj. 
If a nl!!w application Is being flied and tile appli<:atlon lndude!: the necessary components for a filing date (see 37 CFn 
1.S3CbHdl and MPEP 506},a Filing Ret:4!ipt (37 CFR 1.5'.4) will be ls$uedin due course and thv date shown ontflili 
Ac:knowlecfge.,.,nt Receipt will establish the filing date of the ap~liatlon. 

t.ti!!J~nal StaQ!i! ohn lnterl,',i_ti<m,al MP.Ii~on_~.tnder 35 U.J.&ID 
If a timely submi$slon to t!'ltte' tile national stage of on in~rnatlonal applicati~m is c:ompll;;mt with the conditions or 3S 
U.S.C. 371 and other appllc.abl~ reqa.~lrements a Form PCT/DO/E0/903 Indicating .acc~,unce of the :lppllc:ation as a 
national stage submiulon under 35 U.s.c, 37t win be Issued in addition to the FlUng Rect!lpt, in due coul'$e. 

New !nt,rn!!lonal A~p!lcati!?.!!.f._l}rut wit.l.!..tJ!IIl USPto_as a R~!!.l..!!!:l..Qf.(k'-. 
H a new International application i5 being filed and the inh!mationalapplicatlon ind..,~s the ne~;e.uary~omponents for 
an international filing dat~ {see PCT Article n and MPEP 181 0), a Notification of tne International Application Numbc!r 
and of thi International Filing Date (Form PCT /ROfl OS) will ba k:sued in dua coursa, subject to presaiptions concerning 
national security, and the di!~ shown on thi!> .A(knowlodg~ttnent Receipt will establish tile ilitflrnatlonal flUng date of 
the appllc;otlon. 

L__ 
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09/11/2014 00:54 919-942-5482 
RECEIVED 

CENTRAL FAX CENTER 

COMBINED DECLARATION AND POWER OF ATTORNEY 
FOR PATENT APPLICATION 

As a below named inventor, ! hereby declare that: 

I hereby state that I have reviewed and understand the contents of 
the above-identified specification, including the claims, as 
amended by any amendment referred to above. 

The undersigned hereby authorizes Rolf Fasth, the u.s. attorney 
named herein, to accept and 'follow instructions from soco IP oy Ab 
as to any action to be taken in the Patent and Trademark Office 
regarding this application without direct communication between 
Rolf Fasth and the undersigned. In the event of a change in the 
persons from whom instructions may be taken, Rolf Fasth will be so 
notified by the undersigned. 

As a named inventor, ! hereby appoint Rolf Fasth, Registration 
No. 36,999, to prosecute this application, to file a corresponding 
international application, and to transact all business in the 
Patent and Trademark Office connected therewith. 

Address all telephone calls to Rolf Fasth at telephone 
number (9le) 687~0001; fax number (910) 295·Z152. 

Address all correspondence to: 

Rolf Fasth 
FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387~4301 

1 hereby declare and acknowledge that all statements made 
herein of my own knowledge are true and that all statements made 
on information and belief are believed to be true; and further 
that these statements were made with the knowledge ~hat willful 
false statements and the like so made are punisnable by fine or 
imprisonment, or both, under Section 10S1 of Title 18 of the 
United states Code and that such willful false statements may 
Jeopardize the Validity of the application or any patent issued 

,. 
DECLARATION • PAG~ l OF~'~ 

. _./ 
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R~ llll5il4 2gC,1.E171lCJ)"' 

thereon. 

... 

DECI.ARAiiON • PAGE 2 OF :/.'? 
./ ~ 

I .• 
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09/11/2014 01:02 

Best Available Copy 

919-942-6482 

Afln: tt-.r u~f J~to1 
Certificate of Transmission under 37 CFR 1.8 

Cf11- :J. 7).-- ttJoo 

1 hereby certify that this corresponpence is being facsimile transmitted to the United 
States Patent and Trademark Office . 

18 September 2014 
on ______ ~------------------

Oate 

{ Signature 

Rolf Fasth 

Typed or printed name of person signing Certificate 

36,999 910-687-0001 

Registration Number, if applicable Telephone Number 

(Xl Tre,nsmitu:~·t :.et:.r..cr (1 pag!'l!) 
(X) Copy nf No;;.ice o:E l'l.bandcnrr.ent di;~t~d 7 Augu!,\t 2014 (;1. pg) 
(lD PETiTION 'i'O vH'fHDRA.~I HOLDING Or' ABli.Nl)ONMENT (2 pag!'l!s) 
(X)C:opy o: ncnt""'~ei'l~d Correctgd Nc.,tice of. Allowance <:~nd F~c (s) Due (5 pag!'l!s) 
DO Copy of thr~ liock(,~t record (Exh:i.bH. A) (1 page) 
(Xl J.s~ue F'c:e Peyrnen~: ConH.rmaU.on Receipt (Exhibit S) (?. pa.g"lls) 
(X\S.tgned Inventor's O<:ltr: or Dec~laration (3 pag~s) 

~5 ~otal page$ + fa~ certificate of transmission 

This Cl>lleel!on ol infafmlllicn Is ;~qui,...d tl\/37 CI='R 1.8. The ir1forM::!\ion Is mquifed to Obll'in or retsln a bonl!l'rl by lhll p11blic which is \o file (end by lh-;> U~PTO to 
procesa) en ll~ice.11on. Cot'tfiden11.94i1y i~ governed by 35 U.S.C. 1.:!:7. 3nd 37 CF'R 1 11 end 1.14. fhl> coll.,ction Is esllm:oted to tel(a 1.e monutes 10 com~lele, 
illduellng gathcMg, preparing, ~M aubmi11i"9lhe completed t~ppllcs.otion Jorm to th~ USP'TO. Tunc will var)' depending upon tho indillldual eM<;. Ar.y eom•1wn1~ on 
the 31'00Unl of time yov l'l)QIJir" 10 compl81e I hi~ fOrm andlcr ougge911orn; for feducln!;l IMi~ but'(fen, &hoult:! be sent to lh~ Chlet lmormmicn Ol!lC13r. uS. Pate,,t snd 
Trnd~>3rk O!lice, U.S. Oep.1rtmant cr C:ommcrce, F',O. Box 1450, AJa~c>ndri:>, VA ~3~3·1450. DO NOT SE:NO FE~~'I OR C0114PUoTEC I"ORMS T~ T~IIS 
ADDRESS. SEND TO: Comml!ilsioMf for Patents, P.O. Box 1450, Alexandria, VA ~:Z313-1450 .. 

If yov MM assislr.mr.e in completir!g the form. call 1.-600-PT0-91 99 and sa!IJct oph'on 2. 
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Appfovcd [m use through 075112012. 0MB 0651-003

Us. Patent and Trademark Omaei LLS DEPARTMENT OF COMMERCE
arwork Reduction Act at 1995‘ no . arson; are , red to ma v and to a collection oi intermatlon uflees It mntains a valid OMB mntml numhal.

Ma: 1% am 9%?

' Certificate of Transmission under 37 CFR 1.8

9’?!“ 273’ $300

  
 

Under the PA

 I hereby certify that this correspondence is being facsimile transmitted to the United
States Patent and Trademark Office .

 18 September 2014on 

Date

  ,6, //m
1’

Signature

RoHFaflh   

Typed or printed name of person fining Certificate

 

 
 

36,999 910-587-0001 

Registration Number, if applicable Telephone Number  

  

  
  
  

 

(XiTrenemitrgel Letter (1 page)
{X1Copy of Noaice of Abandonment dated 7 August 2014 (1 pg)
(XiPETITION T0 WI'IHDRAW HOLDING CF ABANDONMEINT (2 pages)

(X)Copy of noureceived Corrected Nutice of Allowance and Fee(e) Due (5 pages)
(X)Copy of the docket record (Exhibit A) (1 page}
(XlIssue F'ce Payment; Confirmatinn Receipt; (Exhibit: B) (2 pages)
(KlSigned Inventor’s Death or Declaration (3 pages)

15 Total pages + fax certificate of txanemission

Thls mllccllon or infmmmicn l3 required by 37 are ital Tim lmcmaeion ls mquired to obtain or retain a benefit by Inc public which is to filc (Ma by "w- USPTO ‘5
macaw) an application. Confidentiality i3 governed by 35 U.S.C. 122 and 37 CPR 1 11 and 1.141 This collection is estimated to take 1.9 minutes in complete,
including gathering, preparing, and 5:4mean the completed application form to the USPTO. Time will vary (lemming upon the inoiwaual case, My conmem: on
the mount a! time you require. to complete lnie form andlnr suggesdoneiar reducing this burden. ohoulct be sent 10 (hr: Chief informaticn Ofllcerl U S Patent and
Trademark Office. US. Depsnmanl cl Commmce, F50. Box 1:150, Alexandria. VA 2231111650. 00 NOT GENO FEES OR COMPLETED FORMS TC Ti-iis
ADDRESS. SEND To; Commlasioner tor Patanus. PO. Box 1450, Alexandria, VA 223134450. ,

if you need assistance m completing the farm, as); 1~800oPTO~9199 and select option 2.
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~~/11(.201,4 01:02 919-942-5482 FASTH LAW OFFICES SS 

RECEIVED 
CENTRAL FAX CENTER 

PAGE 02/16 

SEP 1 i8 2014 
Attorney Ref. 290.1078CON PATENT 

IN THE UNITED STATES PATENT AND TRADEMAnK OFFICE 
In re application of Art Unit 2469 

Sami Vaar.ala, Antti Nuopponen 

Serial No. 13/685,544 

Filed: 26 No'Tember 2012 

For: METHOD .A.ND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

! HE!U:aY CE!t:t'IF:l 'l:ltA'f THXII PAPS'I!t AND :cHit DOCI:MlmTS 

IU:FE:!\Rt.O ro A$ I!EINC .II!!TAC!ttf) Oil. l::'NCLOSstl I!ERE:W':t'1'H 

,IUU: BE!NG !mANSW;t'l!'l'l:O VV\ FACSIMlLEl TO THE 

C~SSIO~~ FOR ~~S, OFFiot OF PE~!'1'IONS, S~l-

273-Q~oo, ~ 18 ~~er 2014. 

Examiner: Towfighi, Afshawn M 

/r£ti9t.'h/ 

~lf FQ;~i:h 

Attoeney for ~pplicant ~!E~!EOV/fe~ 
Date: 18 September 2014 SEP 1 9 20\4 

TRANSMITTAL LETTER OFFICE OF PETITIONS 
TO THE COMMISSIONER FOR P.AT£NTS: 
MAIL STOP PETITON 

Enclosed for filing in the abo~e-referenoed application are the 
following: 

(X)Copy of Notice of Abandonment dated 7 August 2014 
(X) PETITION TO WITHDAA'Ii'1 HOLDING OF .ABANDONMENT 
(X)Copy of nonreceived Corrected Notice of Allowance and Fee(s) 

Due 
(X)Copy of the docket record (Exhibit A) 
(X)Issue Fee Payment Confir~ation Receipt (Exhibit B) 
(X)Signed Inventor's Oath or Declaration 
(X)The Commissioner is hereby authorized to charge any fees which 

may be required in connection with the filing of this 
petition and any documents enclosed herewith, or credit 
over-payment, to Account No. 06-0243. 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 
Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. 290.10i8CON 

Respectfully submitted, 
F.A.STH LAV'i OFP.ICES 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 
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RECHVED

CENWVKFAXCHWER

SEP 111 2011
Attorney Ref. 290.1078CON PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re application of Art Unit 2469 ‘

Sami Vaarala, Antti Nuopponen
gaflflaflieazyfiggfififl

Serial No. 13/685,544
I HEREBY CERT!” ZEN! T519 PAPER AND THE 0W8

Filed: 26 November 2012 ammo m A8 2mm ”mm on mmsm‘: Ham-3mm
' Ali-E BEING MWIT'FED VIA FAQSINILE TO THE

For: METHOD AND SYSTEM FOR commasmm ma mums, org-ma or max-rims. 5'11;
SENDING A MESSAGE 2B$Nammiflfimmma2mm
THROUGH A SECURE
CONNECTION szaeth/

Ralf Faith

Examiner: Towfighi, Afshawn M “mHthxmmuum

 Date: 18 September 2014

TRANSMITTAL LETTER OFFICE OF Pmmoms _ 
TO THE COMMISSIONER FOR PATENTS:
MAIL STOP PETITON

Enclosed for filing in the above—referenced application are the
following:

(X1Copy of Notice of Abandonment dated 7 August 2014
(XJPETITION TO WITHDRAW HOLDING OF ABANDONMENT

(X)Copy of nonreceived Corrected Notice of Allowance and Fee1s)
Due

(X)Copy of the docket record (Exhibit A)
(X)Issue Fee Payment Confirmation Receipt (Exhibit B)
(X)Signed Inventor's Oath or Declaration
(K)The Commissioner is hereby authorized to charge any fees which

may be required in connection with the filing of this
petition and any documentg enclosed herewith, or credit
over-payment, to Account No. 06—0243.

Respectfully submitted,
FASTH LAW OFFICES

/rfasth/
Rolf Fasth

Registration No. 36,999

FASTH LAW OFFICES

26 Pineorest Plaza, Suite 2
Southern Pines, NC 28387—4301
TelephODE: 910-687-0001
Facsimile: 910-295w2152

Attorney Ref. 290.1078CON
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UNITED STATES DEPARTMENT OF COMMERCE 
United Stutes Potent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria. Virginia 22313-1450 
www .uspto.gov 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR TTORNEY DOCKET NO. CONFIRMATION NO. 

13/685,544 11/26/2012 

7590 08/07/2014 

ROLF FASTH 
FASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

This application is abandoned in view of: 

Sami Vaarala 

Notice of Abandonment 

290.1 078CON 4882 

EXAMINER 

rOWFIGHI. AFSHAWN M 

ARI UNI'I PI\Pt'H NUMBt:R 

2469 

MAIL DATE DE LIVEK\' MODE 

08/07/2014 PAPER 

1. 0 The applicant's failure to timely file a proper reply to the Office letter mailed on ___ _ 

(a) 0 A reply was received on (with a Certificate of Mailing or Transmission date ), which is 
after the expiration of the period for reply (including a total extension of __ month(s)) which expired on 

(b)~ No reply has been received. 

2. ifApplicant's failure to timely pay the required issue fee and publication fee, if applicable, within the statutory 
period of three months from the mailing date of the Notice of Allowance (PTOL-85). 

(a) 0 The issue fee and publication fee, if applicable, was received on (with a Certificate of Mailing or 
Transmission date ), which is after the expiration of the statutory period for payment of the issue 
fee (and publication fee) set in the Notice of Allowance (PTOL-85). 

(b) 0 The submitted fee of$ is insufficient. A balance of is due. 
The issue fee required by 37 CFR 1.18 is 

/The publication fee, if required by 37 CFR 
(c) Gr"'The issue fee and publication fee, if applicable, has not been received. 

3. 0 Applicant's failure to timely file corrected drawings as required by, and within the three-month period set in. the 
Notice of Allowability (PT0-37). 

(a) 0 Proposed corrected drawings were received on (with a Certificate of Mailing or Transmission 
dated which is after the expiration of the period for reply. 

(b) g,No corrected drawing have been received. 
4. Gd"'Applicant's failure to timely file the inventor's oath or declaration no later than the date on which the issue fee 

was paid as required by the Notice Requiring Inventor's Oath or Declaration (PT0-2306). 

(a) 0 An inventor's oath or declaration was received on (with a Certificate of Mailing or Transmission date 
---.!'which is after the date on which the issue fee was paid. 

(b) 0 While an oath or declaration (or substitute statement) for one or more inventors was received, an oath or 
~laration (or substitute statement) for at least one other inventor has not been received. 

(c) @-"No inventor's oath or declaration has been received. 

5. 0 Drawings received on were disapproved by examiner. See examiner's response dated ___ _ 

6. 0 Corrected drawings were received on , which is after the expiration of the one-month period for reply 
set in examiner's response dated ___ _ 

7. 0 No corrected drawings have been received in reply to one-month period set in examiner's response dated 

8. 0 The reason(s) below: 

Petitions to revive under 37 CFR 1.137(a) or (b), or request to withdraw the holding of abandonment under 37 CFR 
H,;!;/·18~s~ld be promptly filed to minimize any negative effects on patent term. 

{7/1sW)k-4200 or 1(888)-786-0101 
Patent Publication Branch 
Office of Data Management 
FORM PTO-ABNO (Rev. 06/09) 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box145() _ ‘
Alexandria. Virginia 223l3-l450www,u5plo.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR TTORNEY DOCKET NO. CONFIRMATION NO.

13/685,544 11/26/2012 Sami Vaaraia 290.107BCON 4882
EXAMINER

7590 08/07/2014

ROLF FASTH l‘OWFlGHr, AFSHAWN M
FASTH LAW OFFICES _. . . .

SOUTHERN PINES, NC 28387-4301 2469
MAIL DATE DELIVERY MODE

08/07/2014 PAPER

 

  

Notice of Abandonment

This application is abandoned in view of:

1. C] The applicant's failure to timely file a proper reply to the Office letter mailed on

(a) E] A reply was received on (with a Certificate of Mailing or Transmission date ), which is
after the expiration of the period for reply (including a total extension of month(s)) which expired on

(b) No reply has been received.

2. Applicant's failure to timely pay the required issue fee and publication fee, if applicable, within the statutory
period of three months from the mailing date of the Notice of Allowance (PTOL—85).

(200 The issue fee and publication fee, if applicable, was received on (with a Certificate of Malling or
Transmission date ), which is after the expiration of the statutory period for payment of the issue
fee (and publication fee) set in the Notice of Allowance (PTOL-85).

(b) CI The submitted fee of $ is insufficient. A balance of $ is due.
The issue fee required by 37 CFR 1.18 is $ .
The publication fee, if required by 37 CFR 1.18(d), is $

(0) The issue fee and publication fee, ifapplicable, has not been received.

3. [I] Applicant's failure to timely file corrected drawings as required by, and within the three-month period set in. the
Notice of Allowability (PTO-37).

(a)Cl Proposed corrected drawings were received on (with a Certificate of Mailing or Transmission
dated ), which is after the expiration of the period for reply.

(b) Cl 0 corrected drawing have been received.

4. Applicant’s failure to timely file the inventor's oath or declaration no later than the date on which the issue fee
was paid as required by the Notice Requiring Inventor’s Oath or Declaration (PTO-2306).

(3)13 An inventor’s oath or declaration was received on (with a Certificate of Mailing or Transmission date
), which is after the date on which the issue fee was paid,

(b)l:i While an oath or declaration (or substitute statement) for one or more inventors was received, an oath or
d laration (or substitute statement) for at least one other inventor has not been received.

(0) o inventor’s oath or declaration has been received.

5. [I] Drawings received on were disapproved by examiner. See examiner's response dated

6. D Corrected drawings were received on , which is after the expiration of the one-month period for reply
set in examiner‘s response dated

7. CI No corrected drawings have been received in reply to one-month period set in examiner's response dated

 

8. E] The reason(s) below:

Petitions to revive under 37 CFR 1.137(a) or (b), or request to withdraw the holding of abandonment under 37 CFR
1181, should be promptly filed to minimize any negative effects on patent term.

% 75/
( )— -4200 or 1(888)—786—0101
Patent Publication Branch

Office of Data Management
FORM PTO-ABNO (Rev, 06/09)
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UNITED STATES PATENT AND TRADEMARK OFFICE 

CORRECTED 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alcxnndrin, Virginin 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

7590 04/01/2014 

ROLFFASTH 
F ASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

APPLICATION NO. FILING DATE 

13/685,544 11/26/2012 

EXAMINER 

TOWFIGHI, AFSHA WN M 

ART UNIT PAPER NUMBER 

2469 

DATE MAILED: 04/01/2014 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

, Sami Vaarala 290.1078CON 4882 

TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE. 

nonprovisional UNDISCOUNTED $0 $0 $960 $0 07/0112014 . 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE-OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. IHl.S 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. . 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. . 

Ifthe ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B- FEE(S) TRANSMITTAL, complete section number 5 titled 
''Change in Entity Status (from status indicated above)". . 

For purposes of this notice, small entity fees are 1/2 the amount ofundiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

II. PART B- FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B- Fee(s) Transmittal should be completed and an extra copy ofthe form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly matle, and delays in processing may occur due to the difficulty in recognizing 
the paper as .an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORT ANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
mainten.ance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO, Box 1450
Alexandria. Virginia 223134450www.uspto.gov

 
CORRECTED

NOTICE OF ALLOWANCE AND FEE(S) DUE

ROLF FASTH TOWFIGHI, AFSHAWN M
FASTH LAW OFFICES

26PMCRESTPLAZASUITE2 .
SOUTHERN PINES, NC 28387-4301 2469

DATE MAILEI): 04/01/2014

13/685,544 11/26/2012 , Sami Vaarala 290.1078CON 4882

TITLE OF‘INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION

   APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $960 07/01/2014
THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
W. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONIHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS

‘ . . . SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUS]Y BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOWDUE.

 

HOW TO REPLY TO THIS NOTICE:

1. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUSis Changed from that shown above, on PART B~ FEE(S) TRANSMITTAL complete section number 5 titled
"Changein Entity Status (from status indicated above)".

Igor purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entityees.

11. PART B— FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required) If you are charging the fee(s) to your deposit account, section “41)"
of Part B- Fce(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part Bis filed, a
request to reapply a previously paidissue fee must be clearly made, and delaysin processing may occur due to the difficultyin recognizing

the paper as an equivalent of Part B

111. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
' Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 .may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. '
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PART B - FEE(S) TRANSMITTAL 

Complet~ and send this form, together with applicable fee(s), to: Mlill Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or I!!! 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This fonn should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
ind!cated unless correcte~ below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
mamtenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Usc Block I for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or fonnal drawing, must 
have its own certificate of mailing or transmisston. 

7590 04/0112014 

ROLFFASTH 
F ASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

APPLICATION NO. FILING DATE 

13/685,544 ll/26/2012 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an enveloP.e 
addressed to the Mail Stop ISSUE FEE address above, or being facsimtle 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Sami Vaarala 290.1 078CON 4882 

TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

APPLN.TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $0 

EXAMINER ART UNIT 

TOWFIGHI, AFSHA WN M 2469 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address (or Change of Correspondence 
Address fonn PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication tbnn 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0 $960 

CLASS-SUBCLASS 

713-171000 

2. For printing on the patent front page, list 

(I) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single finn (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listea, no name will be printed. 

$0 07/01/2014 

2 ______________________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this fonn is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE {B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual 0 Corporation or other private group entity 0 Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount pennitted) 

0 Advance Order-# of Copies----------

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 3 7 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Fonn PT0-2038 is attached. 
0The Director is hereby authorized to charge the required fee(s), any deficiency, or credits any 

overpayment, to Deposit Account Number (enclose an extra copy of this form). 

N.QIE;_ Absent a valid certification of Micro Entity Status (see fonns PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

N.QIE;_ If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 
N.QIE;_ Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This fonn must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Date _____________________ ___ 

·Typed or printed name---------------------- Registration No.----------------
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE. Commissioner for Patents
P.0. Box 1450

Alexandria, Virginia 22313—1450
or Eat! (571)-2734885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address asIn icated unless corrected below or directed otherwrse in Block 1, by (a) specIfying a new correspondence address; and/or (b) Indicating a separate " EE ADDRESS' formaintenance fee notifications. 

Note: A certificate of mailing can only be used for domestic mailings of thel
. Fce(s) Transmittal. This certi catc cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I fornny clmngc ofudilNSS) papers. Each additional paper, such as an assignment or formal drawmg, mustave its own certificate of mailing or transmisston.

Certificate of Mailing or Transmission
759° WWW” lhercb certif that this Fee 5 Transmittal is bein dc osited with the United

ROLF FASTI‘I , States ostal ervice with su(f Icient postage for firgt clgss mail in an envelope
FASTH LAW OFFICES addressed to the Mail Sto ISSUE FEE address above, or being facsrmiletransmitted to the USPTO ( 71) 273-2885, on the date indicated below.

' (Signature)

26 PI‘NECREST PLAZA, SUITE 2
SOUTHERN PINES, NC 28387-4301

 

 

  

 

 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/685,544 11/26/2012 Sami Vaarala 290.1078CON 4882

TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION

ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL rem) DUE

. so $0 $0 'nonprovisional UNDISCOUNTED $960 07/01/2014

TOWFIGI’II, AFSHAWN M 2469 713-171000

   
 

  

 

1, Chan 6 of correspondence address or indication of "Fee Address" (37
CFR l. 63).

CI Chanpe of corres ondence address (or Change of CorrespondenceAddress orm PTO/ B/122) attached.

[:I "Fee Address" indication (or "Fee Address" Indication form
PTO/SW47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list

(1) The names of up to 3 registered patent attorneys ___——————~—-—-—-—
or agents 0R1 alternatively,

(2) The name ofa single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name 15 3
listed, no name will be printed. M

 

 
   

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assi nee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth In 37 CF 3.11. Completion of this form is NOT a substitute for filingan assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assigns-e category or categories (will not be printed on the patent) : D Individual D Corporation or other private group entity Cl Government 

 
 

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
2] Issue Fee A check is enclosed.

:3 Publication Fee (No small entity discount permitted) E] Payment by credit card. Form PTO-2038 is attached.

3 Advance Order — it of Copies E] The Director is hereby authorized to charge the required feeEs), any deficiency, or credits anyoverpayment, to Deposit Account Number enclose an extra copy of thls form).

5. Change in Entity Status (from status indicated above)

Cl Applicant certifying micro entity status. See 37 CFR 1.29. EDIE; Absent a valid certification of Micro Entity Status (see forms PTO/SB! 15A and 158), issue
‘ fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

CI Applicant asserting small entity status. See 37 CFR 1.27 MQ’LE; lf the application was previously under micro entity status, checking this box will be takento be a notification of loss of entitlement to micro entity status.

Cl Applicant changing to regular undiscourtted fee status. NQIE; Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature reguirements and certifications.

 

  

  
 

Authorized Signature Date

Typed or printed name ..-. , _ Registration No. -, _
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UNITED STATES pATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/685,544 11/26/2012 

7590 04/0I/20I4 

ROLF FASTH 
F ASTH LAW OFFICES 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

FIRST NAMED INVENTOR 

Sami Vaara1a 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alcxnndrin, Virginin 223 13-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290.1 078CON 4882 

EXAMINER 

TOWFIGHI, AFSHA WN M 

ART UNIT PAPER NUMBER 

2469 

DATE MAILED: 04/01/2014 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three ,months after the 
mailing date of this notice and the patent issues .on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term AQ.justment will be 0 day(s). 

If a Continued- Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS PO. Box 1450

Alexandria. Virginia 223134450www.usplo.gov

13/685,544 1 1/26/2012 V Sami Vaarala 290.1078CON ' 4882

ROLF FASTH ’I‘OWFIGHI, AFSHAWN M
FASTH LAW OFFICES

26 PINECREST PLAZA, SUITE 2 ' ‘_—
SOUTHERN PINES, NC 283 87-4301 ~ 2469

DATE MAILED: 04/01/2014

I Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued— Prosecution Application (CPA) was filed in the above-identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1—(888)—786—0101 or (571)—272—4200.
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OMB Clearance and PRA Burden Statement for PTOL·85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies' to obtain Office of Management and 
Budget approval before requesting most types of information from the public. When OMB approves an agency 
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration 
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the 
agency to inform the public about the OMB Control Number's legal significance in accordance with 5 CFR 
1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. ·confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary 
depending upon the individual case. Any comments on the amount of time you require to complete this form 
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to 
r~spond to a collection of information unless it displays a valid OMB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination of 
proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act. (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is required 
by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing 'counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information. in order to perform a contract. Recipients of information shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. · 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
ofNational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority 
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations 
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. 
Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication 
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
and which application is referenced by either a published application, an application open to public 
inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local.law 
enforcement agency, ifthe USPTO becomes aware of a violation or potential violation of law or regulation. 
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Letter Withdrawing the Notice of Allowance and Fee(s) Due 

This application is being withdrawn from issue because an inventor's oath or declaration, executed by or 
with respect to each inventor, in compliance with 35 U.S.C. § 115 and 37 CFR 1.63 or 1.64 has not been 
submitted. While the claims remain allowed and prosecution on the merits remains closed, the Notice of 
Allowance and Fee(s) Due is hereby withdrawn. The Notice of Allowability is not being withdrawn. As 
a result, any time period set forth in the Notice of Allowability continues to run from the mailing date of 
the Notice of Allowability. 

Oath/Declaration: 

An inventor's oath or declaration in compliance with 35 U.S.C. § 115 and 37 CFR 1.63 oi· 1.64, executed 
by or with respect to each inventor MUST be filed no later than the date on which the issue fee is paid. 
See 35 U.S.C. 115(f). In this instance, a compliant inventor's oath or declaration must be submitted 
before, or at the time, the signed part Bofthe attached "Notice of Allowance and Fee(s) Due" (PTOL-85) 
is returned (see below). Failure to timely comply will result in ABANDONMENT of this application. To 
ensure compliance with 35 U.S.C. § 115 and 37 CFR 1.63 or 1.64, "the Office suggests using the 
appropriate USPTO form(s) available on the USPTO Web site (e.g., PTO/AIA/0 1 for a declaration under 
37 CFR 1.63 or PTO/AIA/02 for a substitute statement under 37 CFR 1.64). 

An inventor's oath or declaration in compliance with 35 U.S.C. § 115 and 37 CFR 1.63 or 1.64 must 

include the following (in addition to meeting the other requirements of35 U.S.C. § 115 and 37 CFR 1.63 

or 1.64): 

(I) a statement that the application was made or was authorized to be made by the affiant or declarant; 

(2) a statement that such individual believes himself or herself to be the original inventor or an original 
joint inventor of a claimed invention in the application; and 

(3) an acknowledgment that any willful false statement made in such declaration or statement is 
punishable under section 1001 of title 18 by fine or imprisonment of not more than 5 years, or both. 

Reapplication of Issue Fee and Publication Fee: 

A new Notice of Allowance and Fee(s) Due is bei1ig issued herewith. The issue fee and any required 
publication fee set forth in the new Notice of Allowance and Fee(s) Due, including any fee adjustment 
since the fees were previously paid, ·must be paid with.in three months from the mailing date of the new 
Notice of Allowance and Fee(s) Due. Since fees were previoosly paid, applicant may request that the 
previously submitted issue fee and publication fee be applied toward payment of the issue fee and 
publication fee in the amount identified on the new Notice of Allowance and Fee(s) Due. The return of 
part B of the new Notice of Allowance and Fee(s) Due will be considered a request to apply any 
previously submitted issue fee and publication fee toward the issue fee and any publication fee now due. 
Failure to timely comply will result in ABANDONMENT of this application. This three-month time 
period is not extendable under 37 CFR 1.136(a). 

Diane Terry 
Application Assistance Unit· 
571-272-4200 
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PART U • FEI~(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for l-'atents 
~·.o. Enx 1450 

orm 
Alexandria, Virginia 22313-1450 
(571 )-273· 2885 

INSTRUCTIONS: This fmm should b~ tiled for trammitl!ng tb, ISSUE FEE and PUBLICATION FEE (if reuuired). Blocks l throudr 5 shoiJld i:><: <:<lmpleted where 
appropriate. All furthr:r corrt·sp.:m.dence i~Jcluding lho=. Patem. advance orders and nmifo.cation of maintenance fees .... wHl be mruleU to the ~urrent correspondence addre:s!J as 
im.t~cated unJ~ss rot~·:;rtc~ hekTw or directed otherwise !n Block l.. by (a) specifying a new correspondence add . .oc.ss; and/or (b) mdicating a !ieparate !lFJJE. ADDRESS" for 
mamtenan.ce tee not1t1~atmm.l. 

3:D6~ -~59G l0/2lf201.") 

FASTH LAW OFFICES (ROLF Fi\:STH) 
26 Prr-.TECREST PLAZA. SUITE 2 
SOUTHERN PINES, NC 283R7-4301 

APPLiCATION NO. FTLINODATE 

ll/2r\/20J 7. Sami Vaaral~ 

~ote.: A cer'hficalt" of mailing can on;y be used for domestic n1ailings of the 
Fee(s) TransmittaL. This n~rtjficate c.~nnot be used Cor any other m.::coffipanying 
paper_,. Dach addi~~onal p_aper:, such as an aasigmrr~nt or formal drawing. must 
have Its o\vn rert1t1-c.aw ot mmlmg or transm::.ss1on. 

Certifie"w of !Vlailing •>r TFall,mis.ion 
I he:rdw certify :....'ia~ this Fe('{S) Tr;-;nsmiaat :~s being deposited with the United 
States Postal Service with sufficient fX"lage for firsl das.s mail in an envelope 
addre;so.d to the Mail Stog JSSUE :PEE ac1dress above, or being facsimlle 
tr•nsmitted lo t'le US f'TO C 71) 273-2885, on the date indicated below. 

(Depooito{;;: naroe:) 

ATTOl~'fEY DOCKET Nn CONFlRMA T!ON NO. 

290.107iiCON 4SS2 

TITLE OF L"iVENT!ON: METHOD AND SYSTEM FOR SENDJNG A MESSAGE TIIROUGH A SECURE CONNECTION 

APf'Li'i. TYPE r:NTHY STATLTS 

nonproviEion~] lJNDISCOUNTED 

TOWF!GHI. AFSHAWN M 2469 

l.. Change of eorrespond~nce addre:s:; or indication of "Fee Address" (37 
CFR !.363). 

0 Change of corre~prmdence address (or Change of Correspondence 
Address form l'TO/SB!l21) attached. 

0 'Tee A._ddress'; jndlcation (or ''fe.e Address·: ind.k:atiou form 
PTO/SR/47; Rev 03-02 or more recent) attached.. Use of a CK"Bsto~n~r 
Nuuthe;· is required~ ' 

P1ffif.fCATlON FEE DUE PREV. PAID ISSUE FEE TOTAL fEFlS) Dt:E DAJ'C:DTJE 

so 

7JJ.l7l000 

2. For printing em the patent front page, list 

(1) the. names of up to 3 registered patent auornevg 
or agen!s OR1 alternatively, · 

(2) the name of a siugle firm (having as a mcmbt~r u 
regislered &Horney nr agent) and the xtame~:; of !JfJ to 
2 registe-red pa~e-m: attorneys or agent~. lf no nam.e is 
listea, no name will be printerl. 

Oli2lt2014 

l __ Flf§1ll __ YI J4!._ {)ftlY"~---
z ... l!~!l .. lf!.§ __ 'i~: .. _______ _ 
J_ 

3. ASSIGNEE NAME AND RES!Df.JK'E DATA TO BE PR1NTED ON rJ{E PATE"' r (print or type) 

PLEASE NOTE: Un!css an assignee ir, idemiiled below, no as~igneC" d~ru wW appear on the patent. If an a~ signee is idrntified below, the documrnt has ba:-cn filed for 
rel~ordation a;; set forth in 37 CFJ.{ 3.11. Complt't!(•n or this f.:..1rm E NOT a ~ubstitule for flling ~n asoignmenL 

(A) NAME OF ASSJONEE iB) RESlDENCE: (ClTY :wd STATE OR COU;'ITRY) 

q,~ F OD I M {\1 !cull oy 
Ple-ase check the appropriate i!SEignee c;1t>::"gory or categ•Jrks (will rK't l;e printed on the patent) . 0 Individual ~rpomticn or other private group c.ntity rJ Government 

4a. ,'D'~l.c.wing fec(s) He sunmittcd: 

fl¥'issue fee: 

0 PubHcation Fee (No small cnWy discount pcnnittcd) 

0 Advance Order - 1t of Copies 

PTOL-85 (Rev. (}2/l i) 

4b. Paymcnl of Fm(s): (Piea'e firs! <eapp!y '><Ali p•e,·i<>OJsly paid issou• fee ,t;own ab<>ve) 

CJ i-\ rheck is enclosed. 

CJ .. )~i"ymcnt by credit card. Form PT0-2Q38 ;, ottochcd. 
~The Dire<:.tor is hereby authorized to charge the r-c-.guired fee(:>) 1 any deficiency, Of uedit any 

overpayment, to Depusxt Account Number t?'2_(~--l._'f_1 _____ .. (enclose an exira <XJ.PY of this form). 
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.'i. Change in Eniity St"iliB (tl·nrn statoJs ir,dicatcd ahovc) 

0 Applicant certifying micro entity stams. See 37 CFR L29 

CJ App!kar1t asserting smrti! emily ~tams. See 37 CFR 1.27 

0 AppHcam changing to regular undiscounh:.-<£1 fee status_ 

NOTE: Ab;en! a vaH<l certificatkm of Micro Entity Staturo (see ttmn PTO/SB/15A •nd 15R\ iS3ue 
fee payment !n the mkro entity amount wiH not he ac.cepted at the risk of application lthand\"JnmenL 

NOTE: if ilie applicalion w,1s previously unde-r micro entity status, checking thl;~ boY. wiH he taken 
to he~ notifica.thm of lo~~ of cntWcmcnt t0 micro entity statmt 

NOTi3,;, Checkjng this hox ·wHl lx: taken w be a notiHcation of loss of ~~ntiHernent to ~ma:U or mkru 
entity struus, as applicable. 

NOTE: The Issue Fee and PubHeof_jon Fee (jf rf•quked) will not be a;..'.Ct~pted from anyone other than the applicant; a registered attorney or agent~ cr the. assignee or other parry in 
~nterest as shown by the records of the Un~tcd States Patent and Trademark Office. 

/rfasth/ 
Autlwrhed Signature ____ _ 

Typed or pri11tcd name Rolf Fasth 

T'his co:Mection c.f mfc.rmation t:; required by 37 CFR 1.31 J. The. infonn.ation hi recuired. to obt~in or retain a benefit by the public which is to file (and by rhe ·usPTO to proces::) 
an applic1tion. Cnnfjdcntia]if.y js governed by 35 L.S.C. J 22 and 37 CFR L 14. Thjs l~ollr:ction is estimated to take 12 minute£ to l~ontplett\ i:o1du~h1g gathering~ prepanng, and 
:uhr~Htb~g the eomph:te?_ appH~~t~~lf! .forn; t.~ th~_1:sr~.r~<~- ·:~]me :vil; va!'l ~d~~nd~n~ upon_ rhe iJ!~~i_vid~~ ,c~~:;, Any ~·:::f!.1n~~nt:; m: the ll:''H~~n~t of __ tim~~ you res.t;ire to __ c?,m~ete 
llits ~orm and/or sug~eSl!i...:lfiS io1 .. cducmg .hts b:u.d"n, "-'•·L.Utv be sen. lo ... t Chle:f m.ormatton Ot.~t{,er, C.0. ~.,_.._en~ and J ra ... ~emark Offico,:o 1 "--.S. Dcpan .. neu~ ot Commcro...e ... .(} 
B.ox 1450, Alcxandna, Virginia 2231.1··14.'0. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: CommiS<ioner for Patent,, P.O. Box 14.)0, 
AJoxcandria, Virgini;; 22J 13-1450. 

Under the Paperwork Reduclion Acl of 1995, no persons are required lo resp0nd ln .a 1XlUt·.cdon of information unle~s il disphrys a valid 0!\.1B t·.un1rol number. 
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Electronic Patent Application Fee Transmittal 

Application Number: 13685544 

Filing Date: 26-Nov-2012 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Filer: Rolf Fasth/Sioan Smith 

Attorney Docket Number: 290.1 078CON 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Utility Appllssue Fee 1501 1 960 960 

Publ. Fee- Early, Voluntary, or Normal 1504 1 0 0 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 960 
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Electronic Acknowledgement Receipt 

EFSID: 17825208 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Rolf Fasth 

FASTH LAW OFFICES 

26 Pinecrest Plaza, Suite 2 

Correspondence Address: -

Southern Pines NC 28387-4301 

us -

-

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 06-JAN-2014 

Filing Date: 26-NOV-2012 

TimeStamp: 14:01:33 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $960 
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RAM confirmation Number 278 

Deposit Account 060243 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes)/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

59736 

1 Miscellaneous Incoming Letter TRX.pdf no 1 
7a78fd5bb 1 ee4539527621367 e0412d704 

5974b 

Warnings: 

Information: 

2191742 

2 Issue Fee Payment (PT0-85B) PART_B.pdf no 2 
4d8a60400be5ccd801946b 1 a994fb 1 d056a 

1d3de 

Warnings: 

Information: 

32073 

3 Fee Worksheet (SB06) fee-info. pdf no 2 
Sbd 134 71 Oe848c397 cce8b9309a3bcbf12f 

88bc 

Warnings: 

Information: 

Total Files Size (in bytes) 2283551 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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RF:ss 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of 

Sami Vaarala, Antti Nuopponen 

Serial No. 13/685,544 

Art Unit 2469 
Confirmation No. 4882 

CERTIFICATE OF MAILING 

PATENT 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS 

REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH 

ARE BEING SUBMITTED ELECTRONICALLY TO THE UNITED 

STATES PATENT AND TRADEMARK OFFICE ON 6 January 

2014. 

/rfasth/ 
Examiner: Afshawn M. Towfighi 

Rolf Fasth 
Date: 6 January 2014 Attorney for Applicant 

TRANSMITTAL LETTER 

ELECTRONIC SUBMISSION 
COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-1450 

In connection with issuance of a patent, enclosed for 
filing in the above-referenced application are the following: 

(X) Form PTOL-85 (Part B - Fee Transmittal) 
(X) Issue Fee ($960;)to be charged 
to Account No. 06-0243. 
(X) The Commissioner is hereby authorized to charge any 
additional fees which may be required in connection with 
the issuance of a patent or credit over-payment to Account 
No. 06-0243. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, North Carolina 28387-4301 

Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. No. 290.1078CON 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

13/685,544 

Rolf Fasth 

FILING or 
37l(c)DATE 

11/26/2012 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 

FIL FEE REC'D 

1710 

Ul\TfED STI\TES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adill"'· COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO 

290.1078CON 4 1 
CONFIRMATION NO. 4882 

REPLACEMENT FILING RECEIPT 

IIIIIIIIIIIIIIIIIIIIIIII]~!I]~~~~~~~~UI~ IIUII ~11111111111111111111111111 

Date Mailed: 11/25/2013 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 
Sami Vaarala, Espoo, FINLAND; 
Antti Nuopponen, Espoo, FINLAND; 

Applicant( s) 
MPH TECHNOLOGIES OY, Espoo, FINLAND 

Assignment For Published Patent Application 
MPH TECHNOLOGIES OY, Espoo, FINLAND 

Power of Attorney: 
Rolf Fasth--36999 

Domestic Priority data as claimed by applicant 
This application is a CON of 10/500,930 10/19/2005 PAT 8346949 * 
(*)Data provided by applicant is not consistent with PTO records. 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

If Required, Foreign Filing License Granted: 12/17/2012 
The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 13/685,544 
Projected Publication Date: Not Applicable 
Non-Publication Request: No 
Early Publication Request: No 
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Date Mailed: 11/25/2013

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the

application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please

submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit

any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply

to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections
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Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution

Highway program at the USPTO. Please see http://wwwusptogov for more information.) - None.
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 12/17/2012
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Title 

METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

Preliminary Class 

713 

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

13/685,544 

Rolf Fasth 
FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 

FILING OR 3 71 (C) DATE 

11/26/2012 

Ul\TfED STI\TES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adill"'· COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Sami Vaarala 290.1078CON 
CONFIRMATION NO. 4882 

POA ACCEPTANCE LETTER 

IIIIIIIIIIIIIIIIIIIIIIII]~!I]~~~~~~~~UI~ IIUIIIIlllllllllllllllllllllllll 
Date Mailed: 11/25/2013 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 11/21/2013. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/snguyen/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

 
13/685,544 11/26/2012 Sami Vaarala 290.1078CON

CONFIRMATION NO. 4882

Rolf Fasth POA ACCEPTANCE LETTER
FASTH LAW OFFICES
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Southern Pines, NC 28387—4301

Date Mailed: 11/25/2013

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 11/21/2013.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the

above address as provided by 37 CFR 1.33.

/snguyen/
 

Office of Data Management, Application Assistance Unit (571) 272—4000, or (571) 272—4200, or 1—888—786—0101
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Electronic Acknowledgement Receipt 

EFSID: 17463855 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Customer Number: 33369 

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 21-NOV-2013 

Filing Date: 26-NOV-2012 

TimeStamp: 11:38:12 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes)/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

55299 

1 Miscellaneous Incoming Letter REQUEST _UPDATE_INFO.pdf no 1 
39f0a4b6 79a 15 785 98ba4 3 73 8cf7 3999898 

c3ec 

Warnings: 

Information: 
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4947112 

2 Application Data Sheet ADS. pdf no 5 
f16f5222676fe4e0a116138e3c4bac36223T. 

5b3 

Warnings: 

Information: 

This is not an USPTO supplied ADS fillable form 

118011 

3 Miscellaneous Incoming Letter aia0096.pdf no 3 
04ffb99 584d 3ce4b61 d bfOOaed e8f6 7fa0d3 

b7e0 

Warnings: 

Information: 

720010 

4 Power of Attorney PO A. pdf no 1 
d 1 e06e 76d 5125 24 7 585 bbS 6d 3aee2 6028c 

760ab4 

Warnings: 

Information: 

Total Files Size (in bytes) 5840432 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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RF:ss PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of 

Sami Vaarala, Antti Nuopponen 

Serial No. 13/685,544 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 21 November 2013 

Art Unit 2469 
Confirmation No. 4882 

CERTIFICATE OF MAILING 

I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS 

REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH 

ARE BEING SUBMITTED ELECTRONICALLY TO THE UNITED 

STATES PATENT AND TRADEMARK OFFICE ON 21 November 

2013. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

This is a request to update the applicant information in the 
above application. The applicant hereby states that all errors 
which are being corrected in the oath/declaration arose without 
any deceptive intention on the part of the applicant. 
Respectfully submitted with this request are the following: 
Updated ADS naming the applicant as the assignee; a copy of the 
Power of Attorney, and form AIA96. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, North Carolina 28387-4301 

Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. No. 290.1078CON 
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PTOiA!A/14 (OS-12) 
Approved for use through !l1i31/2014. OMB 0651-0032 

U.S. Patetlt and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Pape!wcrk Reduction Ad of ·~995. no persons are req~~i•ed to respond to a co!lection of mtormation un!ess it contai!"ls a valid OMB control ~~umber 

------- -------·-·········------------------------------------
! i Attorney Docket Number 290.1 078CON 

'''':
I ___ A _____ P ___ P ___ I_ication Data Sheet 37 CFR 1.76 : ! Application Number , ______________________ ! ________________________________________________________ ,..~... ________________ _ 

: 

!u=~~~--~~-:-~~~:~-~:__ i METHOD ,L\ND SYSTEw1 FOR SENDING A: MESSAGE THROUGH :~~~-~-~-~~--~-~~~~:~-~--~-~~----------------------·----
The application data sheet is part of the provisional or nonprovisior,al application for which it is being subr11itted. The following form contains the 
bibliographic data arranged in a format speci~ed by the United States Patent and Trademark Office a& outlined in 37 CFR i .76. 
This document may be completed e!ectronically a.nd submilled to ttle Office in electronic format using ttle Electronic Filing System (EFS) or the 

d~-~_ll-~_'!_~-~-~~X-~~--E~~!~~ an~~~ eluded in a paper filed application. --------------------------

Inventor Information: 
r·-~n;:·~~:-~-------~-------- ---------------------__ -_-_-__ -___ -__ -___ -__ -___ -__________ ::::c~~~~~]:::::::::::::::::::::::::::::::::::J 

~~;;;;e j Middle Name !Fa;;;iiYN3;;;~~~--~----~ 
r:e:,I~~~;~~IeotOne) 0 usR,.Idency (OJ NooUSRel,d::;'·~;~~-=1 
[=]~~~~-~~ . iCount~ofRe"~'":' ~~~=-- _

1 
Mailing Address of Inventor: 

Address 1 [ Saterinrinne 8 B 37 

-~~~:::lFi~2B00.;,1;F' ---~---==-~J='j:;,=- -~ . ~-=--~~---
Inventor __ ?_______________________________________________________________________ _ _______________________ (. -R;;:n·;;;;-;;,····1 ----------·····--·---------------1 

~::~~~~ aA~~·-··1 n N-~;:;;;;;_:_~ __ -:_:_:_:_:_:_:_:_: __ ::_ •• _: __ -.: __ -_: __ :_·_:_:_:_:_:_: __ -_:_:_:_:_:_:_:_:_:_:_: ___ J_ :_:_:_~_-_-~d--die Name Family N~;:;;;;;······--------------------------------]-sufflxl 
· " . _ ] ___ ·-----=-------'---N_u_o_p_p~~~~~---:::::::::::::::::::::::::::::::::::::::::::::r::::::::~::J 

~----~esidence Information {Sele~~-~~:_)__ __ () __ ~-~--~-~~!~-~~~y _______ ~~ --~on US Residency 0 Active US Military Service ! 

[~hy 1 Espoo -----------------·::::::::::.::::::::::r~~~~~~~:~~:~-~~~dence I Fi - - ---··········:~::::::::::::::::] 
i 

i Mailing Address of Inven-tor:··--------------------------------
1 

Address 1 ! Kaksoiskiventie 7--9 f\1 

--------------· ----------········------------------------------------------------, 

-- --------------------------··-····+------------------------------- -------------- --------------------------------------------------------------~~, 
Address 2 ! 
City I F!~027MEs;;------~~~~~---_-_-_-_-~_-_-_-_-~~~-~~~:~~-~:-~::::::::~~~:-=:~-----;------]_s_ta_~_e_IP_r_o,,v_i_~_c_e __ '---------------_-----------~--~-~----~-~-~-~----~~----~~--~-~~~~~j 
Postal Code F! i Country 1 ! Fl 

--------------------------'------ -----------------·-··--·······'------------------------------'----------------
AU Inventors Must Be Listed - Additional Inventor Information blocks may be 
generated within this form by selecting the Add button, 

-----------------------------------·---------------------------------------------
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_ EAIIomey Dcckes Number monsmmm
Apgfiicatien 53am Sheet 3? CFR’I 76E ”“4

E AanIcaatIQn Number E 3

Titie (If Enveni’mn METHOD AND 3Y8} EM FOR SENUENG A! MESS?AGE THHOUGH A SECURE LONNECTEON

The ap cation (33:3 sheei:5 part ofthe 33mmIsionaE or nomiCVE-‘SEQEai appiicatim fm' wh:ch it is being submifiedThe‘ friiomng form contains the

thIiographic dataIarmn-gedIn a form a: «pa-:Ified by the L-'niied States PLatent and TIademark Office as ouIIImedIn 3? CFR 1. .76

 

  

  
Portions orza:-E of the app:”ligatinn assmniated with thIs Apphcatian Data Sheet may fail under a Secrecy Order pursuani to37 CFRS 2(Paper fliers (may. AppIIcatIons that fail undeI Seaway Order may net be flied eiectmnicaiiy.)

._..............................M w...........................................................................I

§nvenmr Enfarmatian:

 
I
I
i
l  

 

 

Middie Name 3 Fa‘mgliy‘mma {‘3 ‘“\iaaraia
 

ELES Residency 

ECQIImry of Residence
,MQWMW.......

 
Mmimg Address of IIIVIIIItm:

 

Address’i ' Ia; ‘armnnne 5 BS7

Pasta? Sade

 
3 inventw ”2
E Legai Name

 

PrefixE Gwegi‘éame ‘ “Middfie Name Famiiy Eame
Nuoppunen

 (9) Non US Residency r". A Ive US Miiitary Service

 
Postafi Cmfie

AI! Enve.“Item Must Be LIsted - AddI‘IIonai Inventsr irIf‘UrmatIc-n biocks may be
generated WIthII‘I Ihis form by seiecfi'mg the Add button.
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U.S. Paler.t and Trademark Office. U.S. DEPARTMENT OF COMMERCE 
U!!der the Paperv.wrk Reductlon Act of 1995, no persons are required ~o respond to a col!ect~on ot information unless jt contalns a valid OMS centro! number. r Atto~-ney D-ocket--Number -290 1078CON ----1 

Application Data Sheet 37 CFR 1.76 1-------------------------- ------------------------------------------------------------------------i 
: Application Number i 

~~·--;;~;~·:;·;~;~·:ntio-~TMETHOD AND SYSTEM FOR SENDiNG A MESSAGE THROUGH A SECURE CONNECTiON ---------~ 
------~-J--~------------------------------------------------------------------------------------------------------------------------.. --------------------------------------------------------------.J 

r·--Ent~; either Customer Number or complete the Correspondence Information section below. 
! For further information see 37 CFR 1.3J(a}. , 

~--[~-:-:i·---;_~-;-d;;;;~;~--i-s -b~i-~;;;;~~~d~;;;·;~~--th-;-;;-~-rr-es __ p_o_n_ae-n-ce-1~-to_r_n;·a-t-io_n __ ~t t;;i;-~-;;li~atl~~-:·------------------------·------------------1 
~---------------------------...................... -,-------------------------------------------------------------------------------------------------------------------------------------------------------------------~: 

! Customer Number i 33369 
: --------------------+---------------------------------------------------------------------...,-----====:---=====----1 

~----~~-~~~--~~~-~~~-~----------------------L~~~~~~:~:~1~~~~:_a~-~t:!~::':.~~:~---------------·-----------------------·-----------·-----------·l _____ i::::~~~:~~:~~:~l ______ ~~m~~ Em~!U 
Application Information: 

~--------------------------------------------··-------------------------------------------------------------------------------------------------------------------------------------, 

u-~:-~;-0~~i:~~~j~~;~-==:===-rr-~-~;~i~~i~;~~--~--;-~;;-i~-~~;~-~~]-~~--~::~~~-:~ ____________ 
1
1 

! Application Type J Nonprovisiona! 1 
r--s~~bj;~tllli;it~~------------- ! "l'mmy·--------------------------------------------------------------------------------------------------------------------------------------------------------------·j 

i suggesie-dc-iass·(-ifaniiY[" __ m _________________________________ m ________ j~1fub'Cfa-ss(ifanyj_L___ ! 

Suggested Technology Center (if any) 

2 

Publication Information: 
:1 ---r==·;-----R-~q-~~~t -E:~~iv -r-~b'ii~~ii~-~ (F-~~- ~~q-~~-~~'d -~t-ti·~-~-~t--R'~-q~-~~1--i?--cF.R --1-:21-9) _________ ---------------------------------------------------------------------, 

.... ! 

i \ Request Not to Publish. I hereby request that the attached application not be published under 
! ,--1 35 U,S.C, 122(b) and certify that the invention disclosed in the attached application has not and will not be the 
\ L .. J subject of an application filed in another country, or under a multilateral international agreement, that requires , 
! publication at eighteen months after filing. i 
'------------------------------------------------------------~--------------------------------------------------------------------------------------------------------------------------------------_j 

Representative Information: 

Representative ;nformat;on should be provided for all practitioners having a power of at!orney in the application. Providin9~ ... ::, 
this information :n the App!icat;on Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer 

1 
Number will be used tor the Representative information during processing. 

L .. ------------------------------------------------------·----------------------------------------------------------------------

~r~;~~~;~ -ff,s~~~mb~-LC2_ ~sio-;;~;;o;;~~;-T:='::':'~~,~~=~,~,-·j 
Domestic Benefit/National Stage Information: 

[
------------------------------------------------------------------------------------------------------------------

This section allows for the applicant to either claim benefit under 35 U.S. C. 1 i 9(e), 120, 121, or 365( c) or indicate 
National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the 

: specific reference required by 35 U.S.C. 119(e) or 'i20, and 37 CFr~ 1.78. 

1

-------------------------·---------------------------,-------------------------------------------------------------l----------------------------------------------------------------------:.=::=:;-· 
L----~~ior ~~plic~-~ion Statusl~:_t:~~~~---------------- [ Remove i 
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Attorney Becket Number 2901;378:2094 EAppricafian Data Sheet 3? CW 135 «WWW-WWW ,
EAppiication Number E

"""""""""""""""" E ““”"”""“""E
E TEEEE: of Erwenticn METHOD AND SYSTEM FOR SENDENG A MESSAGE THROUGH A SECURE CONNECTEQN

    

 

 

E Enter either Cugtumer Number 93' cumpigte the Qanwpondenae infurmaticn secfiign beiow. EE Fer further Enfermation See 3? CFR '3335a}

 

E Subject Matter

Suggested mass {if anyEE

 
 

E Suggasted Teshnoicgy Center (31‘ any) E
‘ ElTetaE E‘éumber 0f“Drawing Sheets“; Eif any) 2 LSuggested Figure far Pubiicatiun {if any) 

 Request Eariy Pubiésation (Fee required at time of Request 37 CFR 1.219) E
 

Requagt $53? 3% Pubiish. E hereby request that the attached appiécafian mt be pubiished under
35 USS. 122(k)) and certify Ehai: the Enverition diacfiosed in the attached appEEcaEEDn has mat and wiii my: be the
subject 0f an appiicaticn flied in another cwntry, gr under a muitiiaterai Entematicnai agreement, that requires

E pubiécation at eighteen momths after fiEEng‘ "J?

 

Rapmssantaiiw Enfarma‘tmn:

Representative:nforrnat;on shouEd be pmvéded fur aEE practitmners having a power 0f attorneyin the appEécatinn Providémg E
E this information in the Appiicat: an Dara Sheet dares mi constitufe a power of attnmay in the appiicarion (see 37 CFR 1.32, E
E Either enter (Bus:orrer Number er compEete the Representative Name secticn DeEmw Ef bsth sections arecmpEfi‘Eed the customer E
E Number wiii be used forthe Representative information during pracessing. "

 

 

  
 

 This sectior‘ HEEows ft): ihe appEEcant t0 either ciaim benefit under 35 UDC 119(3) 120 E21 0r 365(0) or indicate 5
Naticmai Stage entry Emm a PCT appE-Ecation Providing this informat‘mn in the appiication data sheet constiiutes the E

I cepgczzfc referencr required by 35 U._SL. 115(9) or EEG and 37 CFR 1 78:“

E Prior ApplicatmnStatuaEPending ME  
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Approved for use through 01131!2014. OM8 0651-0032 

U.S. 1°atent and Trademark Office; U.S. Dl: PARTMENT OF COMME'F<CE 
Under the Paperwork Reduction Act of 1995, nc person• are requ:red to respond to a o.ilec.t:cn of information unless it contains a valid OMS control number. 

~plic:~-;~-~--~:~:--~-~-::~--;-;·-~;;-1-_;;--f----_A_tto_r_n_ey_D_o_c_k_~t_-N_u_m_b_e_r-1--29_0_. i_0_7s_c_.o_N _________ -I 

i Application Number 
--------~~- _ _L ___ _ 

I Title of Invention METHOD AND SYSTEM FOR SENDiNG A MESSAGE THROUGH A SECURE CONNECTION 

'----------------------------------------------~----------------------------
_j 

I I ! I 
L-='~'''""--""m~='-rc-;~:::~uity Type -~~;::~~:plication Nu,'O: _ _2;~o19~~:··=:D) 

1 

j Additional Domestic Benefit/National Stage Data may be generated within this form i 
l-~~--~=!_~:~~~~g the ~d_d __ b_u_tt_o_n_. _________________________________ _j 

Foreign Priority Information: 
r--;:--~;~~-~~;t·i-~~-~~i-~;~-f~-~h~--~p-pli~~~t~t~ claim benefit of foreign priority and to identify any prior foreign application for WhiCh priority is 
i not clairned Prov1d:ng thts 1nformatton :n the application data sheet constitutes the clatm for pnonty as requ·red by 35 USC" 119(b) 
~Ri55(a) 
f---- -----p:~~ii;;-- ---------------------- ---------------------------------- -------------------------------------- - ---------------~------------~------ ---rR-·;·;;;~~;~r--~------~ ---------~1 

rr;~;~~~~~~:~:~~~J-~op:=J 

Authorization to Permit Access: 
~~:~~~~-~~~~~~- . -------- . --------------------------------------------------- --------------------------~~1 

1 D Authorization to Permit Access to the Instant Application by the Participating Offices 

rff checked, the undersigned heret;y-gi:ar1is the usrf6-ai:;ii1i)-rititc;-p;:c;;,:;(i;;-tfie--E-L;ropeai1--~,-ate-nTC:iifice (EPo)," 
the Japan Patent Office (JPO), the f<orean lnte!leduai Propetty Office (KIPO). the \Norid lnteilectua! Propetty Office (WIPO). 
and any other intt:llectual property offices in which a foreign application claiming priority to the instant patent application 
iS filed access to the instant pater1i application. See 37 CFR 1. i4(c) and (h). This box should not be checked it the applicant 

,does not wish the EPO . .JPO, KIPO, WiPO, or other intellectual property office in which a foreign application claiming prionty 
!to the instant patent application is filed to !1ave access to the instant patent application. 

lin accordance with 37 CFR i. i 4(hi(3), access will be provided to a copy ot the instant patent application with respect 
ito: 1) the instant patent application-as-filed; 2) any fore1gn application to which the instant patent application 
jclaims priority under 35 U.S. C. i: 9(a)-(d) if a copy oi the foreign application that satisfies the certified copy requirement of 
j37 CFR 1.55 has been filed in the in stan! patent application: and 3) any U.S. application-as-filed from which benefit is 
!sought in the instant patent application. 

1 

jln accordance with 37 CFR 1.14(c). access may be provided to information concerning the date of filing this Authorization. 

! 
·--------------- ---~~~~~~~ --~~~~----- ------ ----------------------------------------------- -----------------------------------~- _____________ ! 

Applicant Information: 

I Providing assign;~;:11t >rtfor~:~;:~-~;~--~~;:-~e~;;:~--~:~-:-~:-~-:~:~-:;i~:~:-;:·;-~:~~liance wit~-:~~ requirement of part 3 of Title 37 of CFR 

I tc hav~ an assignment recorded by the Ottlce. ----------------------------------- -----------------------~~~~~~~~--------~~~~~~~~~----
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W ' ” WWWIIIIGIIIey DQIIIQFWQEEISIIWWW"""""""“
Appiicatieh Bate Sheet 3? {SFR 1 ‘75

I Appiécation Number I

  

 
Titie of Invemion METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

 

   
 

 

  

Appiiation NumbeI I ContInuIty Type Prior Apphcation Number Féiing Date (YWY«IIAM»DD) II —~~ W . "’I‘M 777777777777 -~.~ I

. ConI’muaIIon of 10500930 I 20051019
IIAddIIIQI‘IaI Domestic Benefit/Nahum! Stage Data may be generated wIthIn this farm
lby seieciziIII; the Add button. .

Th sacIiur‘I aiiows for the appIEcant{G ciaim benefit 0?forTaIgII priarity and to Identify any prior foreIng applicatE0h fur ‘5thch pr: oriiy :s
I not ciaI.hed. Providi-ng this IIIermaIIOhIn the applicatihn data sheet constitutes III: cIaIm Icsr prI-arIty a: reqLI:red by 35 115.0 11-EI(h‘-

Mfiflfifilm _._._..___....._

3mm I I

 
  

I Prieriiy CIaImed

L’] Yefi @ No 
Add buttonL...... .W ..............m.m.......M._...._»_.....w_.........................._.....«........_.................m....w.............m....._....«WWHNMHM

Authmimtim tn Permit Access:

I ’ AmhorIzatim t0 Permit Access to the Insiant AppIIcatitan by the ParIIc;hat:hg Offices 

 III checked. the undersigned hereby giants theWUSPTO auth-why to pmvide the:'" opean Patent Office IEPO)
the Japan Patem Office IJPO) the Mraan inteiie-::Iua§ Property Office (KIPO) the “’OIId inteiiectuai Progeny Gffice (WIT-’0‘,
and any niher inIeeIIectJaI prhperty officesIn. which a Iose-.gn appiication cIaIIrIIg primiIy Iothe Instant patent appiIcatEo-n
IS filed access If: the instant p;item applicatidh. See 3? CFR 114(0) and (h). Thés be should not be checked if the appiican‘r,

Idoesnot wIsII the EPC)PO KIPO, WEPO or other inteiicamel property office In which a I'Dreign appiicaIion ciaimIng priorityIto the instanI paIdem appiicationIS flied ta have amass to me instant patent appiication.i

IIn accordance with 37 CFR 1.1460(3)x 'access “will be provided to a com! DI the IIIsIaIIt patent appIIcatIDII with respect
I10: 1‘) the Instant patent appiicationnas—fiied 2) any fareIgn appiicai: on Io which the-Ehstaht patent appIicaiioh
Iciaims priorIty under 35 1.3.8. C. 1’: SI’a‘InmIII" a copy 'II' the foreign appiécation that satIsIIes the ceniIIed cop-y requirement cf
I3? CFR 1.55 has bean-IIIed“’1 the:IIstarIi patent appI-Icati0h: and 3) any U. S aphiicatimvasdfied Imm which benefit Is

Isnught In the instant patent appiicatiah.

 

IIII accordance with 3? CFR 1.14M, access may be pravided Ii: infnrmaeion concerning the date of filing IhIs Authorization.
IiI

Ahpiicant Infmmatihn:  

I vaiding assignment IrIIcImatIQn III this sectiCm dues not substItute for mmpiiahm with any-requirement of had 3 Of TIII-Ia 37 of CFR
I IE) have an assignment recorded by the Ofiice. 
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f'TDIAIA/14 (ilti-12) 
Approved for liSe throcgh Oi/31/2014. OMB 0651-0032 

U.S. Patefll and Trademark Offioe; U.S. DEPARTMENT OF COMMERCE 
Under Ihs Paper.vork Reductior1 A.ct of i 995, no persons are requfred to respond to a collection of lnfornu:~tion unless it contains a va!id 01\j,EI contml number. 

r··---------- ·:---------:-------- , Att~~~~y·o-~;'k~t-N~~;~t;~~----r;-gc;:·1-o?s_c_oN--------------------------------------------------------------: 

: ApplicatiOn Data Sheet 37 CFR 1.76 :-------------------------------------------------------+---------- · 
! ! .A.pplication Number ! 
: ----~·----------------------------~ 

[~-~~~~--~~~-:~~~~:t:on M-~~;~:~~~-~~-~-~-~~~~-~-;~~-~~~-~;~--~-~~~~~~~~:-~-~-~-~-~~-~-~~-~-~-~-~:~~-~-~~--~~~~~~:~~-~~-~-~--------------------------...1 
------------------------------------------------------------------------------------------------------------------------

Applicant 1 
If the applicant is the inventor (or tfle •·ernaining joint inventor or inventors under 37 CFR ·!.45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43: or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention. or person 
who othelwlse shows sufficient proprietary interest in the matter who is the applicant under 37 CFH 4 .46. If the applicant is an 
applicant under 3l CFR 1.46 (assignee, person to whom the invemor is obligated to assign. or person who otherwise shows sufficient 
proprietary Interest) together with one or more joint inventors, then the joint inventor or inventors who are also the appiicant should be 
:dentified in this section. 

!(~)----- Assignee --- --()------C~~~-;-~~~-;~~~-.~;~~-i~-~-~~~-~~~--;~--~-.-~.-~:·-~·;·;·-----------------------------------------------------------------
e-:,~~·-~------------- ---------------------------------------------------------------------------------------------------------

10 F'ers~~--~~-~~:~-~-~-~~-=-~~~-~-~~~-~-:-~~--~~:~=~-~~~--~~-~-~-~-~~:~-------------lQ Person who shows sufficient proprietary interest 
!It app!icant is the legal representative, indicate the authority to file the patent application, the inventor is: 

[~~~~~~~~~~~~--------------------------------------- ------------------------------------------------------------------------------------------~~~I-~-~~------- - ----------- -· 

I Name of the Deceased or Leg ally I nc:;~fl~~it~te.~ .. l!l~~:~t-~~-:[---------------------------~:::··::~:~~~:_:~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~:~~~~:~~~~~:~~=~~:::::::~:~ I 
If the Assignee is an Organization check here. J&--
' -·:------:-------------------·----r-----~---:~--:--:·--:·--~:--::--~---:~---------------==--------------------------------------------------------------
orgamzatlon Name ~t:l.~-

------ ----------------------------------·-----------------------------------------------------------------------
Mailing Address information: 

Address 1 
------------------·---------c:K.:~;;~;;;~~~--1~:-~~--------------------------------------------------------------------------------

---Add-~~~~-:_2_---_--------------+r-------------------------------------------------·-··· ·················-------------- -----~------~-~-~----------------------------------------------------
~ity t I i ~~ ______________________ )_::~~-~-:~~:~-~~~~~~~~-------~--- ::::~P;:::nce t-------------------------------------------------------

oun rY._J~~- ---------+----- --------------------+--------------------·------------

~~~leA:~;;~T=-=---- Fa> N"~bec--~~==== 
jAdditionall\pplfcant D;3ta rnay be gene1·ared within this form by selecting the Add button. 

L--~----------------------------- --------------------------------------------------------

Signature: 
----------------------------------------------- -----------------------------------------------------·--------------
NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and 
certifications 

i 

I 

--------------------,---------------------------------------------...-·---------1 

Signature !rfasthl ! Date (YYYY-MM-DD)! 2013-11-21 
------.,.-----------------------------------------

f...--_-F_-i~-~-t-_N_;.~~-------+----~---~--!_-~_-___ -__ -___ -__ -_--------ri:~-~t--N;·;~;-~--r!~~~~-~-~~----------------------------------L~egistration Number ---~--35999-------------------
Addition;~! Signature may be generated within this form by selecting the Add button. 

L__ ____ ------------------------------------- ---------- ----------------------------------------------------------------------
Signature: 
lNO~TE: Th-is-form __ m.ust·t;e--sig-ned in accordance with 37 CFR l.33·:--·s·e~--i7"cF·R--1-:4·t;-~--~ignature requirements and 

j certifica~i_?_~-~-,--------------------------------------- ____ --------------------------------------------------------~ , 

Signature !!riasth/ ! Date (YYYY-MM-DD)! 2013-i 1-21 ! 

!--F~~-~t--t:J;-~~--t-Roii ... L.~~-~~--0:~~~:-··J·--F;~~-t~------------------------- _t __ ~-=-~~=~~~~~~~--~-~:mb~~----r-·-;;68·r;9·-------------------4 
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PTOIAIN14 (08-i2) 
Approved for use 1hrougt: 0113112014. OMB 0651-0032 

U.S Pa!em and Trademark Office, U.S. DEPARTME~H Of' COMMEf~CE 

-~;·;~-~:-~,;:::~r~~-~~~-~~-~~~~ -~~~~~~-~~:-~~~~~~~-:~--~~-~-~~~~-~~-~-~~GH A SECURE CONNECT! ON ___________ j 

l Addition:; ~i g~attlr:-~,~~-~:-~·:;_~~-~~-~~-i-~~~~~-~~---t-~!-~---f-~·r_;_~---~~---~-~-;i_~_~-~-~-~---~;-~-~--~-~-~---~-~-~~-:.-~.:-_-~~~--~~:-~--~--~~~~-~--~~~~~~~~~-~~~~~~-~~~~~~----~~~~--~--~~~~~~--~~~~~-~~--~~~] 
This collection of inlormation is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the pub!ic wr1ich 
is to file (and by the USPTO to proces5) an application. Confidentiality i5 governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collect;on is estimated to take 23 minute,-, to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the ind;vidual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reduc;ng th;s burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria. V/>.. 22313·1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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U35 Paris-m and Tradamark Office; US. , 'ARTMENT DP COMMERCE
Under the Paperwork Reductiun Am .2: 1985, no perscns are requiren 7.0 respond 1.: a cniieciim of Enffirmaimn unless it cantains a vaiid OMB central number.

Niamey Decker Number i BSMOTSCQN
Appiication Data Shae: 3? CFR 128 z .. .

i Appiscatwn Number

  
 

  1. 4414444444
  i

E METHOD AND SYSTEM FOR SENDENG A MESSAGE THROUGH A SECURE CONNECTEDN
T"e 5 ie of inveniionP1

 

 
L,_.p#fl##3““ 

ThiS coiiection a? information is required by '31.? CPR 1.78. The infnrmation is required it) obtain ar herein a benefit by ihee putsiicwhich
i5 ta) fir: (and by the USPTO i0 prssess; an application. Cenfidentiaiiiy is governed by 155 H.553. 122 and 37 CFR 1714‘ This
coiiection is estimated is {are 23 minutes to commas, iriciuding gathering preparing, an: guhmitfirig the compieteed appiicatian data
sheet form ta ihe USE-“TO. Time wiii vary depending ugon ihe individuai case. Any commenis can the ammuni of time you require 30
mmpieie this form and/m suggesiions for reducmg this burden, simuid be seen: ta the Chief infarmaiic-n Ufficer, us. Patent and
Trademark Office. US“ Department of Commerce. Pf.) Box 1450, Alexandria. VA 223134456X DQ NQT SEND FEES QR
COMPLETED FORMS T0 THES ADDRESS. SEMI} TE): Cmmmissiuner far Parents, FLO. Box 1459, Aiexandriaax VA 22313—1438.
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Approved for use through 01/31/2013. OMB 0651-0031 

U.S. Patent and Trademark Office;U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of1995, no persons arerequired to respond to a collection of information unless it displays a valid OMB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 
ApplicanUPatent Owner: MPH TECHNOLOGIES OY 

Application No./Patent No.: 13685544 Filed/Issue Date: 26 November 2012 

Titled: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

MPH Technologies OY , a corporation 
---------------------------------------

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose .Q.!!g of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

U The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose .Q.!!g of options A orB below): 

A. 0 An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel 031250 , Frame oo63 , or for which a copy 
thereof is attached. 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From:--------------------------------------- To:---------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ , Frame ___________ , or for which a copy thereof is attached. 

2. From: --------------------------------------- To: ---------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ , Frame ___________ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by37 CFR3.73(b). The information is required toobtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentialityis governed by35 U.S.C. 122and 37 CFR1 .11 and1.14. Thiscollection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submittingthe completed application form to the USPTO.Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent tothe Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 

If you need assistance in completing the form, call I -800-PT0-9 I 99 and select option 2. 
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PTO/ AIA/96 (08-12) 
Approved for use through 01/31/2013. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ------------------------------------- To: ------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ ., Frame ___________ , or for which a copy thereof is attached. 

4. From: ------------------------------------- To: ------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ ., Frame ___________ , or for which a copy thereof is attached. 

5. From: ------------------------------------- To: ------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ ., Frame ___________ , or for which a copy thereof is attached. 

6. From: ------------------------------------- To: ------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ , Frame ___________ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

D As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/rfasth/ 21 November 2013 
Signature Date 

Rolf Fasth 36999 
Printed or Typed Name Title or Registration Number 

[Page 2 of 2] 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that yoube given certain informationin connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, pleasebe advised that: (1) the general authority forthe collection of thisinformation is 35 
U.S. C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and(3) the principal purpose forwhich the 
information isused by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent applicationor patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examineyour submission,which may result in termination of proceedings 
or abandonment of the applicationor expiration of the patent. 

The informationprovided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S. C. 552a(m). 

5. A record related to an lnternationaiApplication filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S. C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S. C. 
151. Further, arecord may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from thissystem of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

13/685,544 11/26/2012 

33369 
FASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

Ul\TfED STI\TES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adill"'· COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Sami Vaarala 290.1078CON 
CONFIRMATION NO. 4882 

IMPROPER CFR REQUEST 

IIIIIIIIIIIIIIIIIIIIIIII]~!I]~~~~~~~~Uilljlnl~~lllllllllllllllllllllllll 

Date Mailed: 11/14/2013 

RESPONSE TO REQUEST FOR CORRECTED FILING RECEIPT 

Power of Attorney, Claims, Fees, System Limitations, and Miscellaneous 

In response to your request for a corrected Filing Receipt, the Office is unable to comply with your request 
because: 

• Any request to correct or update the name of the applicant must include an application data sheet (ADS) 
in compliance with 37 CFR 1.76 specifying the correct or updated name of the applicant in the applicant 
information section. Any request to change the applicant after an original applicant has been specified under 
37 CFR 1.46(b) must include a new ADS in compliance with 37 CFR 1.76 specifying the applicant in the 
applicant information section and comply with 37 CFR 3.71 and 3.73. See 37 CFR 1.46(c). 

/tgebre/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Adm'ess COMMISSIONER FCR PATENTSPO BDX1450

Alcxrmdn'a, Virginia 2231371450wwwusgtogov

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

 
13/685,544 11/26/2012 Sami Vaarala 290.1078CON

CONFIRMATION NO. 4882

33369 IMPROPER CFR REQUEST

FASTH LAW OFFICES (ROLF FASTH)

2e PINECREST PLAZA, SUITE 2 ||||||||||||l|l|||||l|Illlllllllllllllll||||l||l||ll|l||l|||||||||||I||||||||||l||||||||l||||00000006 8 8777
SOUTHERN PINES, NC 28387—4301

Date Mailed: 11/14/2013

RESPONSE TO REQUEST FOR CORRECTED FILING RECEIPT

Power of Attorney, Claims, Fees, System Limitations, and Miscellaneous

In response to your request for a corrected Filing Receipt, the Office is unable to comply with your request
because:

- Any request to correct or update the name of the applicant must include an application data sheet (ADS)

in compliance with 37 CFR 1.76 specifying the correct or updated name of the applicant in the applicant
information section. Any request to change the applicant after an original applicant has been specified under

37 CFR 1.46(b) must include a new ADS in compliance with 37 CFR 1.76 specifying the applicant in the

applicant information section and comply with 37 CFR 3.71 and 3.73. See 37 CFR 1.46(c).

/tgebre/

 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786—0101

page1 of1
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

13/685,544 11/26/2012 

33369 
FASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

Ul\TfED STI\TES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adill"'· COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Sami Vaarala 290.1078CON 
CONFIRMATION NO. 4882 

IMPROPER CPOA LETTER 

IIIIIIIIIIIIIIIIIIIIIIII]~!I]~~~~~~~~Uilljll ~IUIIIIIIIIIIIIIIIIIIIIIIIII 
Date Mailed: 11/14/2013 

NOTICE REGARDING POWER OF ATTORNEY 

This is in response to the power of attorney filed 11/04/2013. The power of attorney in this application is not 
accepted for the reason(s) listed below: 

• The power of attorney has not been accepted because the party who is giving power has not been identified. 
Power of attorney may only be signed by the applicant for patent (37 CFR 1.42) or the patent owner. A party 
who is not the applicant must become the applicant in accordance with 37 CFR 1.46(c) and appoint any power 
of attorney in compliance with 37 CFR 3.71 and 3.73. For a reissue application, reexamination proceeding, 
or supplemental examination proceeding, a patent owner who was not the applicant under 37 CFR 1 .46 must 
appoint any power of attorney in compliance with 37 CFR 3.71 and 3.73. See 37 CFR 1.32(b)(4). 

/tgebre/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Adm'ess COIWMISSIONER FCR PATENTSPO BDX1450

Alcximdn'fi, Virginia 2231371450wwwusgtogov

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

 
13/685,544 11/26/2012 Sami Vaarala 290.1078CON

CONFIRMATION NO. 4882

33369 IMPROPER CPOA LETTER

FASTH LAW OFFICES (ROLF FASTH)

2e PINECREST PLAZA, SUITE 2 ||||||||| |||T|1|||||1|IITLLITII|||II||| ||||1||1||lj|1||l||| |||!l|||l| ||||| ||||1||||||1|1||||
SOUTHERN PINES, NC 28387—4301 00000006 8 87 2

Date Mailed: 11/14/2013

NOTICE REGARDING POWER OF ATTORNEY

This is in response to the power of attorney filed 11/04/2013. The power of attorney in this application is not
accepted for the reason(s) listed below:

- The power of attorney has not been accepted because the party who is giving power has not been identified.
Power of attorney may only be signed by the applicant for patent (37 CFR 1.42) or the patent owner. A party
who is not the applicant must become the applicant in accordance with 37 CFR 1.46(c) and appoint any power

of attorney in compliance with 37 CFR 3.71 and 3.73. For a reissue application, reexamination proceeding,
or supplemental examination proceeding, a patent owner who was not the applicant under 37 CFR 1.46 must
appoint any power of attorney in compliance with 37 CFR 3.71 and 3.73. See 37 CFR 1.32(b)(4).

/tgebre/

 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888—786-0101

page 1 of 1
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Electronic Acknowledgement Receipt 

EFSID: 17300756 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Customer Number: 33369 

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 04-NOV-2013 

Filing Date: 26-NOV-2012 

TimeStamp: 10:46:25 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes)/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

55604 

1 Miscellaneous Incoming Letter REQUEST_UPDATE_NAME.pdf no 1 
111104605c0a1 d9c655e3062b4f74cb707c 

521e6 

Warnings: 

Information: 

0280



1396378 

2 Application Data Sheet aia0014.pdf no 6 
8ab 177590693c930b84eb 18707688b6a2e 

961251 

Warnings: 

Information: 

118000 

3 Miscellaneous Incoming Letter aia0096.pdf no 3 
f6090d46a78764381500c905ebd91668b52 

e6288 

Warnings: 

Information: 

720010 

4 Power of Attorney PO A. pdf no 1 
d 1 e06e 76d 5125 24 7 585 bbS 6d 3aee2 6028c 

760ab4 

Warnings: 

Information: 

Total Files Size (in bytes) 2289992 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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RF:ss PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of 

Sami Vaarala, Antti Nuopponen 

Serial No. 13/685,544 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 4 November 2013 

Art Unit 2469 
Confirmation No. 4882 

CERTIFICATE OF MAILING 

I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS 

REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH 

ARE BEING SUBMITTED ELECTRONICALLY TO THE UNITED 

STATES PATENT AND TRADEMARK OFFICE ON 4 November 

2013. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

This is a request to update the name of the applicant in the 
above application. The applicant hereby states that all errors 
which are being corrected in the oath/declaration arose without 
any deceptive intention on the part of the applicant. 
Respectfully submitted with this request are the following: 
Updated ADS naming the applicant as the assignee; a copy of the 
Power of Attorney, and form AIA96. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, North Carolina 28387-4301 

Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. No. 290.1078CON 
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PTO/AIN14 (08-12) 
Approved for use through 01/31/2014. OMB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Attorney Docket Number 290.1 078CON 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2 
Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 

D 37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 1 I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Sami Vaarala 

Residence Information (Select One) 0 US Residency (!) Non US Residency 0 Active US Military Service 

City Espoo I Country of Residence i I Fl 

Mailing Address of Inventor: 

Address 1 Saterinrinne 8 B 37 

Address 2 

City I Fl-02600 Espoo I State/Province I 
Postal Code I Fl I Country 1 I Fl 

Inventor 2 I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Antti Nuopponen 

Residence Information (Select One) 0 US Residency (!) Non US Residency 0 Active US Military Service 

City Espoo I Country of Residence i I Fl 

Mailing Address of Inventor: 

Address 1 Kaksoiskiventie 7-9 A 1 

Address 2 

City I Fl-02760 Espo I State/Province I 
Postal Code I Fl 1 Country 1 I Fl 

All Inventors Must Be Listed - Additional Inventor Information blocks may be I I generated within this form by selecting the Add button. 
Add 

Correspondence Information: 
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PTO/AIN14 (08-12) 
Approved for use through 01/31/2014. OMB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Attorney Docket Number 290.1 078CON 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

D An Address is being provided for the correspondence Information of this application. 

Customer Number 33369 

Email Address sloan.smith@fasthlaw.com I I Add Email I !Remove Email I 

Application Information: 

Title of the Invention METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

Attorney Docket Number 290.1078CON I Small Entity Status Claimed D 
Application Type Nonprovisional 

Subject Matter Utility 

Suggested Class (if any) I Sub Class (if any) 1 

Suggested Technology Center (if any) 

Total Number of Drawing Sheets (if any) 2 I Suggested Figure for Publication (if any) I 
. . . 

Pubhcat1on Information: 
D Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 
D 35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the 

subject of an application filed in another country. or under a multilateral international agreement, that requires 
publication at eighteen months after filing. 

Representative Information: 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer 
Number will be used for the Representative Information during processing. 

Please Select One: ® Customer Number I 0 US Patent Practitioner IO Limited Recognition (37 CFR 11.9) 

Customer Number 33369 

Domestic Benefit/National Stage Information: 
This section allows for the applicantto either claim benefit under 35 U.S.C. 119(e). 120. 121, or 365(c) or indicate 
National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the 
specific reference required by 35 U.S.C. 119(e) or 120. and 37 CFR 1.78. 

Prior Application Status I Pending I I Remove I 
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Approved for use through 01/31/2014. OMB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Attorney Docket Number 290.1 078CON 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

Continuation of 10500930 2005-10-19 

Additional Domestic Benefit/National Stage Data may be generated within this form I Add I by selecting the Add button. 

Foreign Priority Information: 
This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is 
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b) 
and 37 CFR 1.55(a). 

1 Remove 1 

Application Number Country i Filing Date (YYYY-MM-DD) Priority Claimed 

0 Yes 

Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. I Add I 

Authorization to Permit Access: 

D Authorization to Permit Access to the Instant Application by the Participating Offices 

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), 
the Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WI PO), 
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application 
is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant 
does not wish the EPO, JPO, KIPO, WI PO, or other intellectual property office in which a foreign application claiming priority 
to the instant patent application is filed to have access to the instant patent application. 

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the instant patent application with respect 
to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application 
claims priority under 35 U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of 
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is 
sought in the instant patent application. 

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the dale of filing this Authorization. 

Applicant Information: 

® No 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR 
to have an assignment recorded by the Office. 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Attorney Docket Number 290.1 078CON 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

Applicant 1 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I Remove I 
® Assignee lo Legal Representative under 35 U.S.C. 117 

0 Person to whom the inventor is obligated to assign. lo Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

I 

Name of the Deceased or Legally Incapacitated Inventor :I 
If the Assignee is an Organization check here. ~ 
Organization Name I MPH TECHNOLOGIES OY 

Mailing Address Information: 

Address 1 Keilaranta 14 

Address 2 

City FIN-02150 Espoo State/Province 

Country i I Fl Postal Code 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button . I Add I 
. 

Signature· I Remove I . 
NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and 
certifications 

Signature /rfasth/ Date (YYYY-MM-DD) 2013-11-04 

First Name Rolf I Last Name I Fasth Registration Number 36999 

Additional Signature may be generated within this form by selecting the Add button. I Add I 
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PTO/AIN14 (08-12) 
Approved for use through 01/31/2014. OMB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

290.1 078CON Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of lime you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P .L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to 
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection 
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is 
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not 
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) 
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine 
whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or 
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an 
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of 
the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in 
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, 
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security 
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, 
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records 
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the 
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuan 
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to public inspections or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the 
USPTO becomes aware of a violation or potential violation of law or regulation. 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. OMB 0651-0031 

U.S. Patent and Trademark Office;U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of1995, no persons arerequired to respond to a collection of information unless it displays a valid OMB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 
ApplicanUPatent Owner: MPH TECHNOLOGIES OY 

Application No./Patent No.: 13685544 Filed/Issue Date: 26 November 2012 

Titled: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

MPH Technologies OY , a corporation 
---------------------------------------

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose .Q.!!g of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

U The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose .Q.!!g of options A orB below): 

A. 0 An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel 031250 , Frame oo63 , or for which a copy 
thereof is attached. 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From:--------------------------------------- To:---------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ , Frame ___________ , or for which a copy thereof is attached. 

2. From: --------------------------------------- To: ---------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ , Frame ___________ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by37 CFR3.73(b). The information is required toobtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentialityis governed by35 U.S.C. 122and 37 CFR1 .11 and1.14. Thiscollection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submittingthe completed application form to the USPTO.Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent tothe Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 

If you need assistance in completing the form, call I -800-PT0-9 I 99 and select option 2. 
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STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ------------------------------------- To: ------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ ., Frame ___________ , or for which a copy thereof is attached. 

4. From: ------------------------------------- To: ------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ ., Frame ___________ , or for which a copy thereof is attached. 

5. From: ------------------------------------- To: ------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ ., Frame ___________ , or for which a copy thereof is attached. 

6. From: ------------------------------------- To: ------------------------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ___________ , Frame ___________ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

D As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/rfasth/ 4 November 2013 
Signature Date 

Rolf Fasth 36999 
Printed or Typed Name Title or Registration Number 

[Page 2 of 2] 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that yoube given certain informationin connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, pleasebe advised that: (1) the general authority forthe collection of thisinformation is 35 
U.S. C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and(3) the principal purpose forwhich the 
information isused by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent applicationor patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examineyour submission,which may result in termination of proceedings 
or abandonment of the applicationor expiration of the patent. 

The informationprovided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S. C. 552a(m). 

5. A record related to an lnternationaiApplication filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S. C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S. C. 
151. Further, arecord may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from thissystem of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

0291



UNITED STATES PATENT AND TRADEMARK OFFICE 
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P.O.BOX 1450 
ALEXANDRIA VA22313-1451 

FASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

1 •• I. II. I 1 ... 11.1 •• 1.1. I .I. I. I 1 •• II. II. I Ill I 11.1. I II 

Courtesy Reminder for 
Application Serial No: 13/685,544 

Attorney Docket No: 290.1 078CON 
Customer Number: 33369 
Date of Electronic Notification: 10/21/2013 

This is a courtesy reminder that new correspondence is available for this 
application. If you have not done so already, please review the 
correspondence. The official date of notification of the outgoing 
correspondence will be indicated on the form PTOL-90 accompanying the 
correspondence. 

An email notification regarding the correspondence was sent to the following 
email address(es) associated with your customer number: 

sloan.smith@fasthlaw.com 
nan russell@fasthlaw.com 

To view your correspondence online or update your email addresses, please 
visit us anytime at https://sportal.uspto.gov/secure/myportal/privatepair. 
If you have any questions, please email the Electronic Business Center (ESC) 
at EBC@uspto.gov or call 1-866-217-9197. 
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UNITED STA 1ES p A 1ENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

33369 7590 10/21/2013 

FASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUI1E 2 
SOUTHERN PINES, NC 28387-4301 

APPLICATION NO. FILING DATE 

13/685,544 11126/2012 

FIRST NAMED INVENTOR 

Sami V aara1a 

EXAMINER 

TOWFIGHI, AFSHAWN M 

ART UNIT PAPER NUMBER 

2469 

DATE MAILED: 10/2112013 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290,1078CON 4882 

TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisiona1 UNDISCOUNTED $1780 $300 $0 $2080 0112112014 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

L Review the ENTITY STATUS shown above, If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies, 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above, 

If the ENTITY STATUS is changed from that shown above, on PART B- FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)", 

For purposes of this notice, small entity fees are 112 the amount of undiscounted fees, and micro entity fees are 112 the amount of small entity 
fees, 

IL PART B- FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required), If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted, If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B, 

IlL All communications regarding this application must give the application number, Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary, 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 

Page 1 of 4 
PTOL-85 (Rev, 02/11) 
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LNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P 0 Box I450
Alexandria, Virginia 223 13- 1450
www.uspto.gov

 
NOTICE OF ALLOWANCE AND FEE(S) DUE

EXAlVJINER

FASTH LAW OFFICES (ROLF FASTH) TOWFIGHI, AFSHAWN M
26 PINECREST PLAZA, SUITE 2
SOUTHERN PINES. NC 28387—4301

2469

DATE MAILED: 10/21/2013

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/685,544 11/26/2012 Sarni Vaarala 290.1078CON 4882
TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

 
  

APPLE. TYPE EN I‘I'I Y STATUS ISSUE r'EE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

SOnonprovisional IfNDISCOUNTED $1780 $300 $2080 01/21/2014

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS

PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

1. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are l/2 the amount of undiscounted fees, and micro entity fees are I/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fcc(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing an applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee‘s responsibility to ensure timely payment of maintenance fees when due.
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PART B- FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks l through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block l, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

33369 7590 10/21/2013 

FASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

APPLICATION NO. FILING DATE 

13/685,544 ll/26/2012 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Sami V aarala 290.1078CON 4882 

TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $1780 

EXAMINER ART UNIT 

TOWFIGHI, AFSHA WN M 2469 

l. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address (or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 

CLASS-SUBCLASS 

713-171000 

2. For printing on the patent front page, list 

(l) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$2080 Ol/2112014 

2 ________________________ _ 

3 ________________________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual 0 Corporation or other private group entity 0 Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order-# of Copies _________ _ 

PTOL-85 (Rev. 02/ll) 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PT0-2038 is attached. 
0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 

overpayment, to Deposit Account Number (enclose an extra copy of this form). 

Page 2 of 4 
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5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/l5A and l5B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature _______________________ _ Date ____________________ _ 

Typed or printed name ______________________ _ Registration No. ________________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

Page 3 of 4 
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UNITED STA 1ES p A 1ENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/685,544 11126/2012 

33369 7590 10/21/2013 

FASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUI1E 2 
SOUTHERN PINES, NC 28387-4301 

FIRST NAMED INVENTOR 

Sami V aara1a 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290.1078CON 4882 

EXAMINER 

TOWFIGHI, AFSHAWN M 

ART UNIT PAPER NUMBER 

2469 

DATE MAILED: 10/2112013 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0 101 or (571 )-272-4200. 
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' ea UNITED STATES PATENT AND TRADEMARK OFFICE  
 

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P 0 Box I450
Alexandria, Virginia 223 13- 1450
www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
 

13/685 ,544 11/26/2012 Sarni Vaarala 290.1078CON 4882

33369 7590 10/21/2013

FASTH LAW OFFICES (ROLF FASTH) TOWFIGHI, AFSHAWN M
26 PINECREST PLAZA, SUITE 2
SOUTHERN PINEs, NC 28387—4301

2469

DATE MAILED: 10/21/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the

mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above—identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)—272—7702. Questions relating to issue and publication fee payments should be

directed to the Customer Service Center of the Office of Patent Publication at l—(888)—786—0101 or (571)—272—4200.
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b )(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Notices of Allowance and Fee(s) Due mailed between October 1, 2013 and 
December 31, 2013 

(Addendum to PTOL-85) 

If the "Notice of Allowance and Pee(s) Due" has a mailing date on or after October 1, 2013 and before 
January 1, 2014, the following information is applicable to this application. 

If the issue fee is being timely paid on or after January 1, 2014, the amount due is the issue fee and 
publication fee in effect January 1, 2014. On January 1, 2014, the issue fees set forth in 37 CPR 1.18 
decrease significantly and the publication fee set forth in 37 CPR 1.18(d)(l) decreases to $0. 

If an issue fee or publication fee has been previously paid in this application, applicant is not entitled to a 
refund of the difference between the amount paid and the amount in effect on January 1, 2014. 
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Application No. Applicant(s) 

13/685,544 VAARALA ET AL. 
Examiner-Initiated Interview Summary 

Art Unit Examiner 

AFSHAWN TOWFIGHI 2469 

All participants (applicant, applicant's representative, PTO personnel): 

(1) AFSHAWN TOWFIGHI. 

(2) Rolf Fasth. 

Date of Interview: 08 October 2013. 

Type: [8J Telephonic 0 Video Conference 
0 Personal [copy given to: 0 applicant 

Exhibit shown or demonstration conducted: 0 Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

0 applicant's representative] 

1Z1 No. 

Issues Discussed 0101 0112 0102 0103 IZ!Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: n/a. 

Identification of prior art discussed: n/a. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Examiner received authorization to enter amendments clarifving the secure connection to be "the first computer and 
the second computer negotiating and exchanging kevs with one another according to a kev exchange protocol to 
establish the secure connection between the first computer and the second computer via the intermediate computer. 
the secure connection having a source address of the first computer as a first end point and a destination address of 
the second computer as a second end point of the secure connection." . 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

0 Attachment 

/AFSHAWN TOWFIGHI/ 
Primary Examiner, Art Unit 2469 

U.S. Patent and Trademark Off1ce 

PTOL·413B (Rev. 8/11/2010) Interview Summary PaperNo.20130925 
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Application No. 
13/685,544 

Applicant(s) 
VAARALA ET AL. 

Notice of Allowability Examiner 
AFSHAWN TOWFIGHI 

Art Unit 
2469 

AlA (First Inventor to 
File) Status 

No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOW ABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [gl This communication is responsive to claims filed 11126112. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [gl The allowed claim(s) is/are 30-33 (renumbered 1-4). As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information, 
please see ~;t!;Q:i/www.us_Qto.gov/gatentsiinit events/Qgh/indexjs.Q or send an inquiry to PPHfeedback@'uS(Qto.aov . 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment I Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121 {d). 

6. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. [gilnterview Summary (PT0-413), 
Paper No./Mail Date 10/8/13 . 

/AFSHAWN TOWFIGHI/ 
Primary Examiner, Art Unit 2469 

U.S. Patent and Trademark Off1ce 

5. [gl Examiner's Amendment/Comment 

6. [gl Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20130925 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

DETAILED ACTION 

1. The present application is being examined under the pre-AlA first to invent 

provisions. 

EXAMINER'S AMENDMENT 

Page 2 

2. An examiner's amendment to the record appears below. Should the changes 

and/or additions be unacceptable to applicant, an amendment may be filed as provided 

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 

submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 

with Rolf Fasth on 1 0/8/13. 

The application has been amended as follows: 

Lines 3-5 of claim 1 should be replaced with "the first computer and the second 

computer negotiating and exchanging keys with one another according to a key 

exchange protocol to establish the secure connection between the first computer and 

the second computer via the intermediate computer, 

the secure connection having a source address of the first computer as a first end point 

and a destination address of the second computer as a second end point of the secure 

connection,". 

Allowable Subject Matter 

3. Claims 30-33 (renumbered 1-4) (amended) are allowed. 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

4. The following is an examiner's statement of reasons for allowance: 

Page 3 

Amended claims 30-33 (renumbered 1-4) are allowable over prior art since the prior 

art reference(s) taken individually or in combination fails to particularly disclose, fairly 

suggests, or render obvious as argued by the applicant which examiner considers as 

persuasive as set forth above. Additional reasons for allowance can be found in the 

Notice of Alowance for parent application 10/500,930 dated 1/12/12. 

Any comments considered necessary by applicant must be submitted no later 

than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is 

(571)270-7296. The examiner can normally be reached on Monday- Friday 9:00A.M. 

to 6:00P.M .. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, lan Moore can be reached on (571 )272-3085. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 
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Application/Control Number: 13/685,544 

Art Unit: 2469 

Page 4 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/AFSHAWN TOWFIGHI/ 

Primary Examiner, Art Unit 2469 
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Application No. Applicant(s) 

13/685,544 VAARALA ET AL. 
Examiner-Initiated Interview Summary 

Art Unit Examiner 

AFSHAWN TOWFIGHI 2469 

All participants (applicant, applicant's representative, PTO personnel): 

(1) AFSHAWN TOWFIGHI. 

(2) Rolf Fasth. 

Date of Interview: 08 October 2013. 

Type: [8J Telephonic 0 Video Conference 
0 Personal [copy given to: 0 applicant 

Exhibit shown or demonstration conducted: 0 Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

0 applicant's representative] 

1Z1 No. 

Issues Discussed 0101 0112 0102 0103 IZ!Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: n/a. 

Identification of prior art discussed: n/a. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Examiner received authorization to enter amendments clarifving the secure connection to be "the first computer and 
the second computer negotiating and exchanging kevs with one another according to a kev exchange protocol to 
establish the secure connection between the first computer and the second computer via the intermediate computer. 
the secure connection having a source address of the first computer as a first end point and a destination address of 
the second computer as a second end point of the secure connection." . 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

0 Attachment 

/AFSHAWN TOWFIGHI/ 
Primary Examiner, Art Unit 2469 

U.S. Patent and Trademark Off1ce 

PTOL·413B (Rev. 8/11/2010) Interview Summary PaperNo.20130925 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Issue Classification 13685544 V AARALA ET AL. 

I IIIII 

Examiner Art Unit 

AFSHAWN TOWFIGHI 2469 

CPC 

Symbol Type Version 
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Courtesy Reminder for 
Application Serial No: 13/685,544 

Attorney Docket No: 290.1 078CON 
Customer Number: 33369 
Date of Electronic Notification: 10/08/2013 

This is a courtesy reminder that new correspondence is available for this 
application. If you have not done so already, please review the 
correspondence. The official date of notification of the outgoing 
correspondence will be indicated on the form PTOL-90 accompanying the 
correspondence. 

An email notification regarding the correspondence was sent to the following 
email address(es) associated with your customer number: 

sloan.smith@fasthlaw.com 
nan russell@fasthlaw.com 

To view your correspondence online or update your email addresses, please 
visit us anytime at https://sportal.uspto.gov/secure/myportal/privatepair. 
If you have any questions, please email the Electronic Business Center (ESC) 
at EBC@uspto.gov or call 1-866-217-9197. 
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FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 
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CONFIRMATION NO. 4882 
IMPROPER CFR REQUEST 
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Date Mailed: 1 0/08/20 13 

RESPONSE TO REQUEST FOR CORRECTED FILING RECEIPT 

Power of Attorney, Claims, Fees, System Limitations, and Miscellaneous 

In response to your request for a corrected Filing Receipt, the Office is unable to comply with your request 
because: 

• Any request to correct or update the name of the applicant must include an application data sheet (ADS) 
in compliance with 37 CFR 1.76 specifying the correct or updated name of the applicant in the applicant 
information section. Any request to change the applicant after an original applicant has been specified under 
37 CFR 1.46(b) must include a new ADS in compliance with 37 CFR 1.76 specifying the applicant in the 
applicant information section and comply with 37 CFR 3.71 and 3.73. See 37 CFR 1.46(c). 

/nfissha/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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Date Mailed: 10/08/2013 

NOTICE REGARDING POWER OF ATTORNEY 

This is in response to the power of attorney filed 09/27/2013. The power of attorney in this application is not 
accepted for the reason(s) listed below: 

• The power of attorney has not been accepted because the party who is giving power of attorney has not 
been identified. Power of attorney may only be signed by the applicant for patent (37 CFR 1.42) or the patent 
owner. A patent owner who was not the applicant must appoint any power of attorney in compliance with 37 
CFR 3.71 and 3.73. See 37 CFR 1.32(b)(4). 
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Attorney Docket No. 290.1078CON 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of 

Sami Vaarala, Anti Nuopponen 

Serial No. 13/685,544 

Filed: 27 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE THROUGH 
A SECURE CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 23 September 2013 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Art Unit 2469 

TERMINAL DISCLAIMER 

PATENTS 

MPH Technologies Oy, a Finnish corporation, having an 

address of Keilaranta 14, FIN-02150 Espoo, Finland, is the owner 

of the entire interest in the above-identified application. The 

assignment to MPH Technologies Oy was recorded in reel/frame 

031250/0063 on 20 September 2013. 

MPH Technologies Oy hereby disclaims the terminal part 

of any patent granted on the above-identified application, which 

would extend beyond the date 20 years from the filing date of US 

Patent No. 8,346,949, should this application be allowed so that 

a patent is granted/issued, and hereby agrees that any patent so 

granted on the above-identified application shall be enforceable 

only for and during such period that said patent is commonly 

owned with US Patent No. 8,346,949 and this agreement is to run 
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with any patent granted on the above-identified application and 

to be binding upon the grantor, its successors or assigns. 

I am empowered to act on behalf of MPH Technologies Oy. 

I hereby declare that all statements made herein 

of my own knowledge are true and that all statements made on 

information and belief are believed to be true; and further that 

these statements were made with the knowledge that willful false 

statements and the like so made are punishable by fine or 

imprisonment, or both, under Section 1001 of Title 18 of the 

United States Code and that such willful false statements may 

jeopardize the validity of the application or any patent issued 

thereon. 

23 September 2013 

Dated 
/rfasth/ 

Rolf Fasth, Reg. No. 36,999 
Attorney for Applicants 

-2-
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Electronic Acknowledgement Receipt 

EFSID: 16973116 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Customer Number: 33369 

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 27-SEP-2013 

Filing Date: 26-NOV-2012 

TimeStamp: 09:13:40 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes)/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

58908 

1 Miscellaneous Incoming Letter TRX.pdf no 1 
25638bff44eb2bf8f629e01 Oc062f0d 1 el 08 

d27b 

Warnings: 

Information: 
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720010 

2 Power of Attorney PO A. pdf no 1 
d 1 e06e 76d 5125 24 7 585 bbS 6d 3aee2 6028c 

760ab4 

Warnings: 

Information: 

52329 

3 Miscellaneous Incoming Letter TERMINAL_DISC.pdf no 2 
6e8aa44083 Of3c 44ab21 cdS 90b94 303 bc3 a 

c68a5 

Warnings: 

Information: 

Total Files Size (in bytes) 831247 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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RF:ss PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of 

Sami Vaarala, Antti Nuopponen 

Serial No. 13/685,544 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 27 September 2013 

Art Unit 2469 
Confirmation No. 4882 

CERTIFICATE OF MAILING 

I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS 

REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH 

ARE BEING SUBMITTED ELECTRONICALLY TO THE UNITED 

STATES PATENT AND TRADEMARK OFFICE ON 27 September 

2013. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

TRANSMITTAL LETTER 

ELECTRONIC SUBMISSION 
COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Enclosed for filing in the above-referenced application are the 
following: 

(X) Power of Attorney 
(X) Terminal Disclaimer 
(X) The Commissioner is hereby authorized to charge any fees 

which may be required in connection with the filing of this 
correspondence, or credit over-payment, to Account 
No. 06-0243. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, North Carolina 28387-4301 

Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. No. 290.1078CON 
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Application Number Application/Control No. Applicant(s)/Patent under 
Reexamination 

13/685,544 VAARALA ET AL. 

I 
Document Code - DISQ Internal Document- DO NOT MAIL 

TERMINAL 
DAPPROVED ~ DISAPPROVED 

DISCLAIMER 

This patent is subject 
Date Filed : 9/23/13 to a Terminal 

Disclaimer 

I Approved/Disapproved by: 

Td disapproved. 

The person who signed the Td does not have POA, 3.73(b) statement and thus not attny of 
record, see FP 14.29.01 and 14.30. 

Also resubmit Td with these papers, NO Fee is required. 

Lawana Hixon 

U.S. Patent and Trademark Office 

I 

0336



Attorney Docket No. 290.1078CON 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of 

Sami Vaarala, Anti Nuopponen 

Serial No. 13/685,544 

Filed: 27 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE THROUGH 
A SECURE CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 23 September 2013 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Art Unit 2469 

TERMINAL DISCLAIMER 

PATENTS 

MPH Technologies Oy, a Finnish corporation, having an 

address of Keilaranta 14, FIN-02150 Espoo, Finland, is the owner 

of the entire interest in the above-identified application. The 

assignment to MPH Technologies Oy was recorded in reel/frame 

031250/0063 on 20 September 2013. 

MPH Technologies Oy hereby disclaims the terminal part 

of any patent granted on the above-identified application, which 

would extend beyond the date 20 years from the filing date of US 

Patent No. 8,346,949, should this application be allowed so that 

a patent is granted/issued, and hereby agrees that any patent so 

granted on the above-identified application shall be enforceable 

only for and during such period that said patent is commonly 

owned with US Patent No. 8,346,949 and this agreement is to run 
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with any patent granted on the above-identified application and 

to be binding upon the grantor, its successors or assigns. 

I am empowered to act on behalf of MPH Technologies Oy. 

I hereby declare that all statements made herein 

of my own knowledge are true and that all statements made on 

information and belief are believed to be true; and further that 

these statements were made with the knowledge that willful false 

statements and the like so made are punishable by fine or 

imprisonment, or both, under Section 1001 of Title 18 of the 

United States Code and that such willful false statements may 

jeopardize the validity of the application or any patent issued 

thereon. 

23 September 2013 

Dated 
/rfasth/ 

Rolf Fasth, Reg. No. 36,999 
Attorney for Applicants 

-2-
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RF:ss PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of 

Sami Vaarala, Antti Nuopponen 

Serial No. 13/685,544 

Filed: 26 November 2012 

For: METHOD AND SYSTEM FOR 
SENDING A MESSAGE 
THROUGH A SECURE 
CONNECTION 

Examiner: Afshawn M. Towfighi 

Date: 23 September 2013 

Art Unit 2469 
Confirmation No. 4882 

CERTIFICATE OF MAILING 

I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS 

REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH 

ARE BEING SUBMITTED ELECTRONICALLY TO THE UNITED 

STATES PATENT AND TRADEMARK OFFICE ON 23 September 

2013. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

TRANSMITTAL LETTER 

ELECTRONIC SUBMISSION 
COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Enclosed for filing in the above-referenced application are the 
following: 

(X) Terminal Disclaimer 
(X) The Commissioner is hereby authorized to charge any fees 

which may be required in connection with the filing of this 
correspondence, or credit over-payment, to Account 
No. 06-0243. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, North Carolina 28387-4301 

Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. No. 290.1078CON 
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Electronic Acknowledgement Receipt 

EFSID: 16928204 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Customer Number: 33369 

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 23-SEP-2013 

Filing Date: 26-NOV-2012 

TimeStamp: 16:30:45 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes)/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

52329 

1 Miscellaneous Incoming Letter TERMINAL_DISC.pdf no 2 
6e8aa44083 Of3c 44ab21 cdS 90b94 303 bc3 a 

c68a5 

Warnings: 

Information: 
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58727 

2 Miscellaneous Incoming Letter TRX.pdf no 1 
6e88bf8e06d 18841 d5cf372b3884ea0bb32 

47e6c 

Warnings: 

Information: 

Total Files Size (in bytes) 111056 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Document code: WFEE 

LHIXON 

United States Patent and Trademark Office 
Sales Receipt for Accounting Date: 09/26/2013 

SALE #0000000 1 Mailroom Dt: 09/23/2013 060243 13685544 
01 FC:1814 160.00 DA 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

13/685,544 11/26/2012 

33369 
FASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

Ul\TfED STI\TES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adill"'· COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Sami Vaarala 290.1078CON 
CONFIRMATION NO. 4882 

PUBLICATION NOTICE 

IIIIIIIIIIIIIIIIIIIIIIII]~!I]~~~~~~~~Uimll ~~~1111111111111111111111111 

Title:METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

Publication No.US-20 13-0080781-A 1 
Publication Date:03/28/2013 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Adm'ess COMMISSIONER FCR PATENTSPO Box 1450

Alcxnjidria,\’irgmia 2231371450www.uspto.gov

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

 
13/685,544 11/26/2012 Sami Vaarala 290.1078CON

CONFIRMATION NO. 4882

33369 PUBLICATION NOTICE

FASTH LAW OFFICES (ROLF FASTH)

2e PINECREST PLAZA, SUITE 2 ||||||||||||l|l|||||l|IIILIIIIIIIIIIIIIII||l||III|||||III|||I||||||||||l||||||||l||||000000060 23 77
SOUTHERN PINES, NC 28387—4301

Title:METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION

Publication NO.US-2013-0080781-A1
Publication Date:03/28/2013

NOTICE OF PUBLICATION OF APPLICATION

The above—identified application will be electronically published as a patent application publication pursuant to 37

CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO‘s publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth

in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308—9726 or (800) 972—6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to

publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1—866—217—9197.

 

Office of Data Managment, Application Assistance Unit (5 71) 272-400(), or (571) 272-4200, or 1-8 8 8 -786-0101
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PT0-875 13/685,544 

APPLICATION AS FILED- PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 390 
(37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A N/A 620 
(37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A N/A 250 
(37 CFR 1.16(o), (p), or (q)) 

TOTAL CLAIMS 4 
(37 CFR 1.16(i)) 

minus 20= OR X 62 = 0.00 

INDEPENDENT CLAIMS 1 minus 3 = X 250 = 0.00 
(37 CFR 1.16(h)) 

If the specification and drawings exceed 1 00 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 0 ($155 for small entity) for each additional 320 
(37 CFR U6(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR U6(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1580 

APPLICATION AS AMENDED- PART II 

OTHER THAN 

(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT RATE($) ADDITIONAL RATE($) ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. -
OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... z Minus 

X = OR X = w (37 CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL 
OR 

TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT RATE($) ADDITIONAL RATE($) ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. - X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... -z X = OR X = w (37 CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL 
OR 

TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

13/685,544 

33369 

FILING or 
37l(c)DATE 

11/26/2012 

FASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

FIL FEE REC'D 

1710 

Ul\TfED STI\TES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adill"'· COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO 

290.1078CON 4 1 
CONFIRMATION NO. 4882 

FILING RECEIPT 

IIIIIIIIIIIIIIIIIIIIIIII]~!I]~~~~~~~~U~~~~~UIIIIIIIIIIIIIIIIIIIIIIIII 

Date Mailed: 12/20/2012 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 

Applicant( s) 

Sami Vaarala, Espoo, FINLAND; 
Antti Nuopponen, Espoo, FINLAND; 

Sami Vaarala, Espoo, FINLAND; 
Antti Nuopponen, Espoo, FINLAND; 

Power of Attorney: None 

Domestic Priority data as claimed by applicant 
This application is a CON of 10/500,930 10/19/2005 PAT 8346949 * 
(*)Data provided by applicant is not consistent with PTO records. 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

If Required, Foreign Filing License Granted: 12/17/2012 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 13/685,544 

Projected Publication Date: 03/28/2013 

Non-Publication Request: No 

Early Publication Request: No 
page 1 of 3 
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Adm'ess COIWMISSICNER FCR PATENTSPO BOX 1450

Alcxrmdn'fi, Vil'glmal2313 I45 0WWW.usgto.gm
 
 

APPLICATION FILING 01‘ GRPAR

NUMBER 371(C)DAIE UNI'TI I‘ILI‘EI: RECD AW’II) .DOCKE'XIN0 I‘”0I CLAIIVIS IND CLAIMS
15/635544 11/26/2012 2451 1710 2901078CON

CONFIRMATION NO. 4882

33369 FILING RECEIPT

FASTH LAW OFFICES (ROLF FASTH)

26 PINECREST PLAZA, SUITE 2 II||||I||IIIIIIIIIIIIIIIIIIIIIIIIIIII00II IIIII IIIIIIIIIIIIIIII|||II||||||I|||||II||
SOUTHERN PINES, NC 28387-4301

Date Mailed: 12/20/2012

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the

application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please

submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit

any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply

to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

lnventor(s)

Sami Vaarala, Espoo, FINLAND;
Antti Nuopponen, Espoo, FINLAND;

Applicant(s)

Sami Vaarala, Espoo, FINLAND;
Antti Nuopponen, Espoo, FINLAND;

Power of Attorney: None

Domestic Priority data as claimed by applicant

This application is a CON of 10/500,930 10/19/2005 PAT 8346949 *
(*)Data provided by applicant is not consistent with PTO records.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution

Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to

foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 12/17/2012

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

Is US 13/685,544

Projected Publication Date: 03/28/2013

Non-Publication Request: No

Early Publication Request: No
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Title 

METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

Preliminary Class 

713 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best 
country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

13/685,544 11/26/2012 

33369 
FASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

Ul\TfED STI\TES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adill"'· COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Sami Vaarala 

NOTICE 

290.1078CON 
CONFIRMATION NO. 4882 

IIIIIIIIIIIIIIIIIIIIIIII]~!I]~~~~~~~~U~~~~~UIIIIIIIIIIIIIIIIIIIIIIIII 

Date Mailed: 12/20/2012 

INFORMATIONAL NOTICE TO APPLICANT 

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for 
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's 
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute 
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the 
expiration of the time period set in the "Notice of Allowability" to avoid abandonment. See 37 CFR 1.53(f). 

The item(s) indicated below are also required and should be submitted with any reply to this notice to avoid 
further processing delays. 

• A properly executed inventor's oath or declaration has not been received for the following inventor(s): 
All 
Applicant may submit the inventor's oath or declaration at any time before the Notice of Allowance and Fee(s) 
Due, PTOL-85, is mailed. 
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01 FC: 

Electronic Acknowledgement Receipt 

EFSID: 14309923 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

012 CCETIH 00000019 O!i0243 13&85544 

051 130.00 DA 

Title of Invention: 
METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNE(JlON 

First Named Inventor/Applicant Name: Sami Vaarala 

Customer Number: 33369 

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1078CON 

Receipt Date: 26-NOV-2012 

Filing Date: 

TimeStamp: 19:42:07 

Application Type: Utility under 35 USC 111 (a} 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $1260 

RAM confirmation Number 9362 

Deposit Account 060243 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees} 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees} 
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12/17/ 

01 FC: 

Electronic Acknowledgement Receipt 

EFSID: 14309923 

Application Number: 13685544 

International Application Number: 

Confirmation Number: 4882 

012 CCETIN 00000032 060243 13685544 

081 320.00 DA 

Title of Invention: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

First Named Inventor/Applicant Name: Sami Vaarala 

Customer Number: 33369 

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 078CON 

Receipt Date: 26-NOV-2012 

Filing Date: 

TimeStamp: 19:42:07 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $1260 

RAM confirmation Number 9362 

Deposit Account 060243 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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PTO/AIA/15 (07-12) 
Approved for use through 01/31/2014. OMB 0651-0032 

U.S. Patent and Trademark Office. U.S. DEPARTMENT OF COMMERCE 
u d h p n ert e aperwor k R d e uct1on A f 1995 ct o , no persons are requ1re d to respon d II f. f I d" I I'd OMB I b to a co ect1on o 1n ormat1on un ess 1t 1sp1ays a va 1 contra num er. 

r 290.1 078CON """" UTILITY Attorney Docket No. 

PATENT APPLICATION First Inventor Sami Vaarala 

TRANSMITTAL Title METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNE 

' 
(Only for new nonprovisional applications under 37 CFR 1.53(b)) Express Mail Label No. Electronic Filing .I 

APPLICATION ELEMENTS 
Commissioner for Patents 

ADDRESS TO: P.O. Box 1450 
See MPEP chapter 600 concerning utility patent application contents. Alexandria VA 22313-1450 

1.0 Fee Transmittal Form. ACCOMPANYING APPLICATION PARTS 
(PTO/SB/17 or equivalent) 

2. D Applicant claims small entity status. 9. D Assignment Papers. 
See 37 CFR 1.27. (cover sheet & document(s)) 

3.0 Specification. [Total Pages 72 1 Name of Assignee 
Both the claims and abstract must start on a new page 
(For information on the preferred arrangement, see MPEP § 608.01(a)) 

4.0 Drawing(s). (35 U.S.C. 113) [Total Sheets 2 1 
5. Inventor's Oath or Declaration. [Total Sheets 1 10. D 37 CFR 3.73(c) Statement. D Power of Attorney. 

(including substitute statements under 37 CFR 1. 64 and assignments serving as an (when there is an assignee) 
oath or declaration under 37 CFR 1.63(e)) 

a.B Newly executed (original or copy) 11 . D English Translation Document. 
b. A copy from a prior application (37 CFR 1.63(d)) (if applicable) 

6.0 Application Data Sheet. •see Note below. 12. D Information Disclosure Statement. 
See 37 CFR 1.76 (PTO/AIA/14 or equivalent) (PTO/SB/08 or PT0-1449) 

Dcopies of citations attached 

7.0 CD-ROM or CD-R. 13. D Preliminary Amendment. 
in duplicate, large table or Computer Program (Appendix) 

14. 0Return Receipt Postcard. D Landscape Table on CD 
(MPEP § 503) (Should be specifically itemized) 

8. Nucleotide and/or Amino Acid Sequence Submission. 15. D Certified Copy of Priority Document(s). 
(if applicable, items a. - c. are required) 

(if foreign priority is claimed) 
a. D Computer Readable Form (CRF) 
b. D Specification Sequence Listing on: 16. D Nonpublication Request. 

D 
Under 35 U.S.C. 122(b)(2)(B)(i). Applicant must attach form PTO/SB/35 or 

i. CD-ROM or CD-R (2 copies); or equivalent. 

ii. D Paper 17. 0 Other: Marked-up copy of Specification 

C. D Statements verifying identity of above copies 

*Note: (1) Benefit daims under 37 GFR 1.78 and foreirJn priority claims under 1.55 mll.ls'l:: be included in an Application Data Sheet (ADS). 

(2) For applications fiied under 35 U.S.C. 1·11, the application must contain an .ADS specifying the applicant if the applicant is an 

assignee, person to whom the inventor is under an ob!igation to assign, or person who othervvise shows sufficient proprietary 

interest in the matter. See 3"7 CFR 1.46(b). 

18. CORRESPONDENCE ADDRESS 

~ The address associated with Customer Number: 33369 OR D Correspondence address below 

Name 

Address 

City I State Zip Code 

Country 1 Telephone Email 

Signature /rfasth/ 1 Date 26 November 2012 

Name Rolf Fasth Registration No. I 
_(Print/Type) (Attorney/Agent) 36999 

This collection of information is required by 37 CFR 1.53(b). The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to 
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, 
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED 
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the 
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 197 4, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S. C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U .S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 
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~~~--------------------------------------------

Identification type Identification value SGW 
address 

-----------------------~---

User@Fu!ly-Qua!ified- *.smith@netsea!.oom 123.1.2.3 
Domain-Name 
user@FuiiJt:-Oualified- "'@netseal.ggm 103.6.5.4 
Domain-Nam~ 
Distinguished Name "CN=Sami Vaarala, 122.4.3.2 

DC=netseal, DC=oom" 
Fully-Qualified-Domain- host4.roammate.com 123.3.2.1 
Name 
Employee number and "190170 I NetSeal 123.4.3.2 
company Technologies" 
... . .. . .. -- -·-------
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RF 290.1078CON 11/26/12 ... 1 ... 

METHOD FOR IDENTIFYING, SELECTING AND MATCHING COLORS 

PRIOR APPLICATION 

This application 1s a U.S. Continuation Patent 

Applic::aticm based_ on U~) Patent Application ~),~rial No. 

10/500,930, filed 19 October 2005. 

TECHNICAL FIELD 

The method and system of the invention are intended to 

10 secure connection~:: in telecornmunication netviorks. 

.L:: meant for wireless In.tern.et Ser\lic:e 

Provider (ISP) connections. 

TECHNICAL BACKGROUND 

An internetwork is a collection of individual networks 

~~ connected with intermediate networking devices that 

function as a single large network. Different networks can 

be interconnected by routers and other networking devices 

to create an internetwork. 

l'\. local area netv,JOrk (LAN) is a data netv,JOrk that covers a 

20 relatively small geographic area. It typically connects 

workstations, personal computers, printers and other 

d.evices. A wide area network (~'JAN) is a d.ata communication 
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network that covers a relatively broad geographic area. 

1/iJide area networks (1/iJANS) interconnect LANs across normal 

telephone lines and, for instance, optical networks; 

thereby interconnecting geographically disposed users. 

5 There is a need to protect data and resources from 

disclosure, to guarantee the authenticity of data, and to 

protect systems from network based attacks. More in detail, 

there lS a need for confidentiality (protecting the 

contents of data tram being read) integrity (protecting the 

10 data from being modified, which is a property that is 

independent of confidentiality), authentication (obtaining 

assurance about she actual sender of data), replay 

protection (guaranteeing that data is fresh, and not a copy 

of previously sent data), identity protection (keeping the 

15 identities of parties exchanging data secret from 

outsiders), high availability, i.e. denial-of-service 

protection (ensuring that the system functions even when 

under attack) and access control. IPSec is a technology 

providing- most of these, but not all of them. (In 

20 pa:ctic::ulars ick::ntitv p:cotecticm is not compl,~t(::ly handleci 

by IPSec, and neither is denial-of-service protection.) 

The IF security protocols (IPSec) provides the capability 

tc) sec:tlre c~ornrrttlrlic:atic)rls ·betv .. Jeerl ar~oitraT~J:T t1osts, e .. g .. 
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across a LAN, across private and pu011c wide area networks 

(viJl'iN.S) and acros.s the internet IPSec can be used in 

different ways, such as for building secure virtual private 

netviorks, to gain a secure access a company network, or 

5 to secure communication with other organisations, ensuring 

authentication and confidentiality and providing a key 

exchange mechanism. IPSec ensures confidentiality 

integrity, authentication, replay protection, limited 

traffic flow confidentiality, limited identity protection, 

10 and access control based on authenticated identities. Even 

if some applications already have built 1n security 

protocols, the use of IPSec further enhances the security. 

IPSec can encrypt and/or authenticate traffic at IP level. 

15 encrypted and traffic com1ng from a WAN is decrypted and 

clec:ompressed. IPSec: is defi11ed }J'_i c:ertain ciocurnent.s, \/'Ihicl-1 

contain rules for the IPSec architecture. The documents 

that define IPSec, are, for the time being, the Request For 

Comments (EFC) serie.s of the Internet Eng-ineering- Ta.sk 

20 Force (IETF), in particular, RFCs 2401-2412. 

Two protocols are used to provide security at the IP layer; 

an authentication protocol designated by the header of the 

protocol, Authentication Header (AH), and a combined 
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encryption/authentication protocol designated by the format 

of the packet for that protocol, Encapsulating Security 

Payload (ESP) AH and ESP are however similar protocols, 

both operating by adding a protocol header. Both AH and ESP 

5 are vehicles for access control based on the distribution 

of cryptographic keys and the management of traffic flows 

related to these security protocols. 

Security association (SA) is a key concept 1n the 

authentication and the confidentiality mechanisms for IF. A 

10 security association is a one-way relationship between a 

15 

sender and a receiver that offers security services to the 

traffic carried on it 1t a secure two-way relationship is 

needed, then two security associations are required. If ESP 

and AH are combined, CJr if ESP and/or ld·I are appli(::d mon~ 

("1'1'""0 
\JJ.}.~__, ... __ ! the term SA bundle is used, meaning that two or 

more SAs are usea. Thus, SA bundle refers to one or more 

SAs applied in sequence, e.g. by first performing an ESP 

protection, and then an AH protection. The SA bundle 1s the 

combination of all SAs used to secure a packet. 

20 The term IPsec connection lS used in what follows in place 

of an IPSec bundle of one or more securitv associations, or 

a pa1r of IPSec bundles-one bundle for each direction-of 

one or more security assoc1at1ons. This term thus covers 
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both unidirectional and bi-directional traffic protection. 

There is no implication of symmetry of the directions, 

1.e., the algorithms and IPSec transforms used for each 

direction may be different. 

5 A security association is uniquely identified by three 

parameters. The f1rst one, the Security Parameters Index 

(SPI), is a bit string assigned to this SA The SPI is 

carried in AH and ESP headers to enable the receiving 

system to select the SA under which a received packet will 

10 be processed. IP destination address is the second 

parameter, which is the address of the destination end 

point of the SA, which may be an end user system or a 

network system such as a firewall or a router. The third 

parameter, the security protocol identifier indicates 

15 whether the association 1s an AH or ESP secur1ty 

association .. 

In each IPSec implementation, trwre is a nominal security 

association data base (SADB) that defines the parameters 

associated with each SA. A security association is normally 

20 defined by the following parameters. The Sequence Number 

Counter 1s a 32-bit value used to generate the sequence 

nurnber field 1.n }'\H or ESP headers. The Sequence Counter 

Overflow is a flag indicating whether overflow of the 
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sequence number counter should generate an auditable event 

and prevent further transmission of packets on this SA. An 

Anti-Replay Window is used to determine whether an inbound 

AH or ESP packet is a replay. AH information involves 

5 information about the authentication algorithm, keys and 

related parameters being used with AH. ESP information 

involves information of encryption and authentication 

algorit~ns, keys, initialisation vectors, and related 

parameters being used with IPSec. AH information consists 

10 of the authentication algor1thm, keys and related 

parameters being used with AH. ESP information consists of 

encryption and authentication algorithms, keys, 

cryptographic initialisation vectors and related parameters 

being used with ESP. The sixth parameter, Lifetime of this 

1~ Security Association, 1s a time-interval and/or byte-count 

after which this SA must be replaced with a new SA (and new 

SPI) or terminated plus an indication of which of these 

actions should occur. IPSec Protocol Mode is either tunnel 

or transport mode. Maximum Transfer Unit (MTU), an optional 

20 feature, defines the maximum size of a packet that can be 

transmitted without fragmentation. Optionally an MTU 

discovery protocol may be used to determine the actual MTU 

for a given route, however, such a protocol is optional. 
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Both AH and ESP support two modes used, transport and 

tunnel mode. 

Transport mode provides protection primarily for upper 

layer protocols and extends to the payload of an IF packet 

5 Typically, transport mode is used for end-to-end 

communication between two hosts. Transport mode may be used 

in conjunction with a tunnelling protocol, other than IPSec 

tunnelling, to provide a tunnelling capability. 

Tunnel mode provides protection to the entire IF packet and 

10 is usually used for sending messages through more than two 

components, al thouc::-rh tunnel mode may also be used_ for end_--· 

often used when one or both ends of a SA is a security 

c::-rate<i'fay, such as a firewall or a router that implements 

J.~) IPSec. \lh th tunnE:'::l mod,~, a numbe:c of hosts em networks 

behind firewall~:: may engage in ~::ecure communication~:: 

without implementing IPSec. The unprotected packets 

generated by such hosts are tunnelled through exte:cnal 

networks by tunnel mode SAs set up by the IPSec softwa:ce in 

20 firewall or :::ecure router at boundary 
,. 

o:r: th.e local 

netvwrk. 
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To achieve this, after the AH or ESP fields are added to 

the IF packet, the entire packet plus security fields are 

treated as the payload of a new outer IF packet with a new 

outer IF header. The entire or1g1nal, or 1nner, packet 

5 travels through a tunnel from one point of an IF network to 

another: no routers along the way are able to examine the 

inner IF packet. Because the original packet is 

encapsulated, the new larger packet may have totally 

different source and destination addresses, ada1ng to the 

10 security. In other words, the first step in protecting the 

packet using tunnel mode is to add a new IF header to the 

packet; thus the ~IPipayloadn packet becomes 

uiPIIPipayload". The next step is to secure the packet 

us1ng ESP and/or ~u hll. In case of ESP, the result1ng packet 

1~ is ~IPiESPiiPipayload". The whole inner packet is covered 

by the ESP and/or AH protection. AH also protects parts of 

the outer header, in addition to the whole 1nner packet. 

The IPSec tunnel mode operates e.g. in such a way that if a 

host on a network generates an IF packet with a destination 

20 address of another host on another network, the packet is 

routed from the originating host to a security gateway 

(SGW), firewall or other secure router at the boundary of 

the first network. The SGW or the like filters all outgoing 
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packets to determine the need for IPSec process1ng. If this 

packet from the first host to another host requires IPSec, 

the firewall performs IPSec processing and encapsulates the 

packet in an outer IF header. The source IF address of this 

5 outer IF header is this firewall and the destination 

address may be a firewall that forms the boundary to the 

other local network. This packet is now routed to the other 

host~s firewall with intermediate routers examlnlng only 

the outer IF header At the other host firewall, the outer 

10 IF header is stripped off and the inner packet is delivered 

to the other host. 

ESP in tunnel mode encrypts and optionally authenticates 

the entire inner IF packet, including the inner IF header 

AH in tunnel mode authenticates the entire inner IF packet, 

15 , -j d, I , lnc_u-lng t11e lnner IF header, and selected portions of the 

outer IF header. 

The key management portion of IPSec involves the 

determination and distribution of secret keys. The default 

automated key management protocol for· IP~Jec referred to 

20 as ISAKMP/Oakley and consists of the Oakley key 

determination protocol and Internet Security Association 

and Key Management Protocol (ISAKMP). Internet key exchange 

(IKE) is a newer name for the ISAKMP/Oakley protocol. IKE 
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is based on the Diffie-Hellman algorithm and supports RSA 

signature authentication among other modes. IKE is an 

extensible protocol, and allows future and vendor-specific 

features to L!e added without compromi~::ing functionality. 

5 IPSec has been designed to provide confidentiality, 

integrity, and replay protection for IF packets. However, 

IPSec 1s intended to work with static network topo~ogy, 

where hosts are fixed to certain subnetworks. For instance, 

when an IPSec tunnel has been formed by using Internet Key 

10 Exchange (IKE) protocol, the tunnel endpoints are fixed and 

remain constant. If IPSec is used with a mobile host., the 

IKE key exchange will have to be redone from every new 

visited network. This is problematic, because IKE key 

~~xchanqes invc)lv~~ compu ta t.ionally (,;xpensi vT:: Diffie-H~~llman 

15 key exchange algorithm calculations and possibly RSA 

calculations. Furthermore, the key exchange requires at 

least three round trips (six messages) if using the IKE 

aggressive mode followed by IKE quick mode, and nine 

messages if using IKE main mode followed by IKE qu1ck mode. 

20 This may be a big problem in high latency networks, such as 

General Packet. Radio Service (GPRS) reqardless ot the 

c~orn:ptlta.tion.al expen.ses .. 
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In this text, the term mobility and mobile terminal does 

not only mean physical mobility, instead the term mobility 

is in the first hand meant moving from one network to 

another, which can be performed by a physically fixed 

5 terminal as well. 

The problem with standard IPSec is thus that it has been 

designed for static connections. For instance, the end 

points of an IPSec tunnel mode SA are fixed. There is also 

no method for changing any of the parameters of an SA, 

10 other than by establishing a new SA that replaces the 

previous one. However, establishing SAs is costly in terms 

of both computation t1me and network latency. 

An example ot a specific ~::cenario \AJhere these problern~:: 

occur is described next in order to illustrate the problem. 

15 In the scenario, there is a standard IPSec secur1ty 

gateway, which is used by a mobile terminal e.g. for remote 

acces~::. 'I'he rnobile terrnin.a . .l lS mobile in the sense th.a.t 

changes its network point of attachment frequently. A 

mobile terminal can in this text thus be physically fixed 

20 or mobile. Because it may be connected to networks 

adminL::tered by third parties, lt may also have a point ,-
o:r: 

attachment that uses private addresses~i.e., the network is 
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behind a router that performs network address translation 

(NAT) . In addition, the networks used by the mobile 

terminal for access may be wireless, and may have poor 

quality of service in terms of throughput and e.g. packet 

Standard IPSec does not work well 1n the scenar1o. Since 

IPSec connections are bound to fixed addresses, the mobile 

terminal must establish a new IPSec connection from each 

point of attachment. If an automated key exchange protocol, 

10 such as IKE, is used, setting up a new IPsec connection 1s 

costly in terms of c::omputation and n(::twcJrk la tJ~ncy, and_ may 

requlre a manual authentication phase (for instance, a one-

time password) . If IPSec connections are set up manually, 

there is considerable manual work involved in configuring 

15 the IPSec connection parameters. 

Standard IPSec does e.g. not work through NAT devices at 

the moment. A standard IPSec NAT traversal protocol lS 

currently being specified, but the security gateway in the 

scenario might not support an IPSec protocol extended in 

20 thls way. Furthermore, the current IPSec NAT traversal 

protocols are not well suited to mobility. 
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T'here are no provisions for improvinq quality of servJ_ce 

over wireless links in the standard IFSec protocol. If the 

access network suffers from hiqh packet drop rates, the 

applications running in the mobile host and a host. that the 

b '' mo _1 __ Le terrnirla1 is communicating with •dill suffer from 

A known method of solving some of these problems is based 

on having an intermediate host. between the mobile terminal 

and the IFSec security gateway. The intermediate host might 

10 be a Mobile IF home agent, that provides mobilitv for the 

connection between the mobile terminal and the home agent, 

I , ·1 t'L- t , ,- t'L-WJ]l_e -11e connec 1on Irorn -11e mobile node to the secu.r: it y~ 

gateway is an ora1nary IFSec connection. In this case, 

packets sene oy an application in the mobile client are 

15 first processed by IFSec, and then by Mobile IF. 

In the general case, this 1mpl1es both Mobile IF and IFSec 

header :fields for packets exchanqed by the mobile terminal 

and the home aqent. The Mobile IF headers are removed by 

the horne aqent. prior to delivering packets to the security 

20 gateway, and added when delivering packets to the mobile 

terminal. Because of the use of two tunnelling protocols 

(Mobile IF and IFSec tunnelling), the solution is referred 

to as "double tunnelling" in this document. 
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The above method solves the mobility problem, at the cost 

of adding extra headers to packets. This may have a 

siqnificant impact on netvwrks that have low throuqhput 

such as the General Packet Radio System (GPRS) 

5 Another known method 1s again to use an intermediate host 

between the mobile client and the IPSec security gateway. 

The intermediate host has an IPSec implementation that may 

support NAT traversal, and possibly some proprietary 

extensions for improving quality of 
' ,_ 

seT~\IJ._ce ot tl1e ac~cess 

10 network, for instance. 

The mobile host would now establish an IPSec connection 

between itself and the intermediate host, and would also 

establish an IPSec connection between itself and the IPSec 

security gateway. This solution is similar to the first 

~~ known method, except that two IPSec tunnels are used. It 

solves a different set of problems-for instance, NAT 

traversal-but also adds packet size overhead because of 

double IPsec tunnellinq. 

A third known method is to use a similar intermediate host 

20 as in the second known method, but establish an IPSec 

connection between the mobile terminal and the intermediate 

host, and another, separate IPSec connection between the 
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intermediate host and the security gateway. The IPSec 

connection between the mobile terminal and the intermediate 

host may support NAT traversal, for 1nscance, while the 

second IPSec connection does not need to. 

5 When packets are sent by an application in the mobile 

term1nal, the packets are IPSec-processed using the IPSec 

connection shared by the mobile terminal and the 

intermediate host. Upon receiving these packets, the 

' ~ ' :t_ntermeu:t_ate host undoes the IPSec-processing. For 

10 instance, if the packet was encrypted, the intermediate 

host decrypts the packet. The original packet would now be 

revealed in plaintext to the intermediate host. After this, 

the intermediate host IPSec-processes the packet using the 

IPSec connection shared by the intermediate host and the 

15 securlty gateway, and forwards the packet to the secur1ty 

This solution allows the use of an IPSec implementation 

that suppc)_):_·t Nl'..T t:cave:csal, and pc-:Jssibly c. number of oth,~r 

(possibly vendor ~::peci_fJ_c) irnprovements, addressinq 

20 problems such as the access network quality of serv1ce 

variations. Rega:cdless of these added features, the IPSec 

security gateviay remain~:: una\,Jare ot the improvement~::, and 

.1s not required to implement any of the protocols invol,_red 
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in irnt-Jr·ovin.g servJ_c~e .. Ho~~~Je\Ie.r, t.l-le ~:;ol11t..ion. 1-1as r_:t rna.j or· 

drawback: the IPsec packets are decrypted in the 

. d. l 1nterme 1ate 1ost, and thus possibly sensitive data is 

unprotected in the intermediate host. 

5 Consider a business scenar1o where a single intermediate 

h.C)St :pro\Iic1es iinpr.'O\led. ser.-\lice to a n.lJm~oer: of separate 

customer ne~worKs, each having its own standard IPSec 

security gateway. Having decrypted packets at various 

customer networks in plaintext form 1n the intermediate 

10 host is clearly a major security problem. 

To summarise, the known solutions either employ extra 

tunnelling, causing extra packet size overhead, or use 

separate tunnels, causing potential security problems in 

the intermediate host(s) that terminate such tunnels. 

15 THE OBJECT OF THE INVENTION 

The object of the invention 1s to develop a method for 

forvJarciing secu.re rnessages }Jet;,r..Teerl t 1dO (~ornputers; 

(,;specially, via an in tJ~rrnecha tJ~ compu tJ~r by avoidincJ the 

above mentioned disadvantages. 
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--- - l , t_;specJ_a_ 1 y, the object of the invention is to forward 

secure messages in a way that enables changes to be made in 

the secure connection 

SUMMARY OF THE INVENTION 

5 The method and system of the invention enable secure 

fc):cwardinq of a messaq(:: from c. first c::omputer to a s~~c::oncJ. 

computer \l.J.a an intermediate computer in a 

telecommunication network. It is mainly characterized in 

that a nK::ssaqe lS fo:cm,~d in th~~ first cornput(::r o:c in a 

l 0 corn_pu ter that i~:: served by the £ i rst computer, and in the 

latter case, send_ing the messac::-re to the first computer. In 

th(,; fi:cst comput,~r, a secu:ce nK::ssaqe is th(::n formed by 

giving the message a unique identity and a destination 

add.ress. The messag-e is sent from the first computer to the 

_;_~) inte:cm,~diate compute:c, vJhen:;afte:c said ck::stination address 

and the unique identity are used to find an address to the 

second computer. The current destination address is 

substituted with the found acJ.d:cess to th~~ second c::omputer, 

and the unique identity is substituted with another unique 

20 identity. Then the message is forwarded to the second 
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Preferably, the fir~::t computer _processe~:: the formed mes~::age 

using a security protocol and encapsulates the message at 

least in an outer IF header. The outer IF header source 

addre~::s L:: the cur.rent addres~:: of the fir~::t computer, \AJh_l_le 

5 the destination address is that of the intermediate 

computJ~r. 'I'h(,; messacJ(:: is then sent to th(,; internK::diate 

corn_puter, which matches the outer IF header address fields 

together with a un1que identifier used by the security 

protocol, and performs a translation of the outer addresses 

10 and the unique identity used by the security protocol. The 

translated packet is then sent to the second computer, 

which processes it using the standard security protocol in 

question. In the method of the invention, there lS no extra 

encapsulation overhead as in the prior art methods. Also, 

l:J the intermediate computer does not need to undo the 

securitv processing, e.g. decryption, and thus does not 

cornprornL::e security as in the pr:t.or art methods. 

Corresponding steps are performed when the messages are 

sent in the reverse direction, i.e. from the second 

20 ccnnput(::r to th(,; first computJ~r. 

Preferably, the secure message is formed by making use of 

the IFSec protocols, whereby the secure message is :formed 

by us1ng an IFsec connection between the first computer and 
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the intermediate computer. The message sent from the first 

computer contains message data, an inner IP header 

containing actual sender and receiver addresses, an outer 

IF header containing the addresse~:: of the fir~::t computer 

5 and the intermediate computer, a unique identity, and other 

security parameters. The unique identity is one or more SPI 

values and the other security parameters conta1n e.g. the 

IP:::ec :::equence numt!er (::>). Trw number of SPI values depends 

on the SA bundle size (e.g. ESP+AH bundle would have two 

10 SPI values). In the following, when an SA is referred t-· ,, ... \...J f 

the :::arne ' . app_L 1.es to an SA bundle. The otl1e.1~~ re1ated 

security parameters, conta1n1ng e.g. the algorithm to be 

used, a traffic description, and the lifetime of the SA, 

are not sent on the wire. Only SPI and sequence number are 

sent for each IPsec processed header (one SPI and one 

sequ,~nce numbe:c if e. q. ESP only is us(::d; two ~)Pis and twc) 

:::equence numt!ers 1.£ ESP+AH is lJSed, etc.) . 

Thus, the unsecured data packet message is formed by the 

.sendinc::-r computer, 'dhich may or may not be the first 

20 cornput(::r. Th~~ IP h(::a_c:Ie:c of this pack,~t has IP source and 

destination address fields (among other things). The packet 

is encapsulated e.g. wrapped inside a tunnel, and the 

:cesulting packet is secu:ced. The secured packet has a new 
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outer IF header, which contains another set of IF source 

and destination addresses (in the outer header~the inner 

header is untouched), i.e. there are two outer addresses 

(source and destination) and two 1nner addresses. The 

5 processed packet has a un1que identity, the IFsec SFI 

valu(:: (s) 

An essential idea of the invention is to use the standard 

protocol (IP~Jec) ~Detv;Ieen t.l-le irlterrneciir_::tte corn_r_)uter an.cl th.e 

:::econd computer and an ''enhanced IPSec protocol'' between 

10 the first computer and the intermeciiate computer. IFsec--

protected packets are translated by the intermediate 

computer, without undoing the IFsec processing. This avoids 

both the overhead of double tunneling and the security 

problem involved in using separate tunnels. 

1~ The translation 1s performed e.g. by means of a translation 

table stored at the intermediate computer. The outer IF 

header address fields and/or the SFI-values are changed by 

th(,; internK::diate c::omputer so that th~~ messag~~ can be 

fo.r'-dClrciecJ to t.l-le ~:;ec:or1ci c~ornt-J1lte_r .. 

20 By modifying the translation table and parameters 

associated to a g1ven translation table entry, the 

properties of the connection oe~ween the first and the 
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intermediate computers can be changed without establishing 

a new IP.sec connection, or in•-_rolving the second computer in 

any way. 

One example of a change in the Sl'i between the first 

5 corn_puter and the interrnediate computer is the change ot 

addresses for enabling mobility. This can be accomplished 

in the in•_rention simply by modifying the translation table 

entry address fields. Signaling messages may be used to 

request such a change. Such signalling messages may be 

10 authenticated and/or encrypted, or sent in plaintext. One 

method of doing authentication and/or encryption is to use 

an IPsec connection between the first computer and the 

intermediate computer. The second_ computer i.s unaware of 

this IPsec connection, and does not need to participate in 

15 the signalling protocol in any way. Several other methods 

of signalling exist, for instance, the IKE key exchange 

protocol maybe extended to carry such signalling messages. 

In the signalling, e.g. a registration request is sent from 

the t1.rst corn_puter to the intennecliate computer which 

20 causes the intermediate computer to modify the addre:::ses in 

identify the mobile next time a message is sent. 

Preferably, as a result of a registration request, a reply 
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registration is sent. from the intermediate computer back to 

the first computer. 

Other examples of po:::sibJe modifications to tr1e SA---or in 

~~enera_l, the pa(~J.cet pro(~es.sing }Jel-la'Jiou_r----t·et1deel1 the first 

5 conl_r_)uter an.cl th.e in.te_rrneciiclte c~ornt-J1lte_r a .. re t.l-le follo~~~;in.g .. 

computer perform::: some sort of retransrni:::sion protocol that 

ensures that the IPSec protected packets are not dropped in 

10 This may have useful applications when the first. computer 

is connected using a network access method that has a high 

packet drop rate-for instance, GPRS. 

Such a protocol can be easily based on e.g. IPsec sequence 

nurnber field and the re_play protection windo\,J, which 

15 provide a way to detect that packet(s) have been lost. When 

a receiving host detects missing packets, it can send a 

request message for those particular packets. The request 

can of course be piggy-backed on an existing data packet 

that is being sent to the other host. Another method of 

20 doing the retransmissions may be based on using an extra 

protocol inside which the IPSec packets are wrapped for 
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In a.rl~/ cr_:tse, tY1e sec on cl conl_f.)U te r _rernr_:ti r1~:; t:! r1a. ~~~1 a r·e o t st:~ c~:h a 

retransmission protocol. 

Another example 1s performlng a Network Address Translation 

(NAT) traversal encapsulation between the first and the 

5 intermediate computer. This method could based on e.g. 

us1ng UDP encapsulation for transmission of packets between 

the first and_ the intermediate computer. The second 

computer remains unaware about. this proce~::sing and does not 

even need to support NAT traversal at all. This 1s 

10 beneficial because there are several existing IPSec 

products that have no support for NAT traversal. 

fo.r sect:~r·e for~~~;ar·cl.ing· of rnessa.:;.Jes r_:tncJ conl_f.).rJ_ses c1t. lea.st c:. 

first computer, a second computer and an intermediate 

_;_~) computJ~r. It is characte:cizecl in that th(,; fi:cst anci th~~ 

second computer~:: have rneans to _pertonn IPSec proces~::ing, 

and the intermediate computer have means to perform IPSec 

translation and possibly key exchange protocol, such as 

IKE, t.:canslation, preferably by means of mapp1ng tables. 

20 The intermediate computer may perform IPSec processing 

:celated to other features, such as mobility signalling 

desc:cibed above or other enhancements. 
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The IPSec translation method is independent of the key 

exchange translation method. Also manual keying can be usea 

instead of automat1c keying. If automatic keying is used, 

any key exchange protocol can be modified for that purpose; 

th~~ inte:cplay of the first and the int,~rrnechat~~ comput,~r. 

An automatic key exchange protocol may be used in the 

invention in several ways. The essent1al idea is that the 

:::econd computer :::ees a standard key exchange protocol run, 

10 'dhile the first and_ the intermediate computer perform a 

modified key exchange. The modified key exchange protocol 

used between the first and the intermediate computer 

ensures that the IPsec translation table and other 

pa:cameters required by the invention a:ce set up as a side-

15 effect of the key exchange protocol. One such modified 

protocol is presented in the application for the IKE key 

exchange protocol. 

Each t:canslation table consists of ent:cies that are divided 

1nto two part1t1ons. The first partition contains 

20 information fields related to the connection between the 

second part1t1on contains information fields related to the 
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con.r1ec:tion ~Detv;Ieen t.l-le irlterrneciir_:tte conl_r_)uter an.cl th.e seconcJ 

c:ompu_ter 0 

The translation occurs by identifying the translation table 

entry by comparing ac::-rainst one partition, and mappinc::-r into 

5 the other. For traffic that is flowing from the first 

computer towards the second computer, through the 

intermediate computer, the entry is found_ by comparing the 

received packet against entries in the first part1t1on, and 

then translating said fields us1ng information found in the 

10 second partition of the same entry. For traffic flowing in 

the opposite direction, the second partition is used for 

translation table and the first 

partition for translating the packet fields. 

The IFSec translation table partitions consist of the 

1~ following information: the IF local address and the IF 

rernote address ' t J ~ . t \ -~unne__ enctpO.l n · ~ r_::td.ciresses) and SPls 

sending and receiving data. 

As mentioned, a translation table entry consists of two 

such partitions, one for communication between first 

2 0 conl_f.)U te r a n.cl th.e in. te_rrnecii Cl te c~ornt-J1l te_r, r_:tn cl r_:tn otl-ler· .for· 

communication between the intermediate computer and the 

second computer. 
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The invention described solves the above problems of pr1or 

art. The solution is based on c::-ri ving the first computer, 

~~.q. if it is mobile, an ap;c"~a:canc::(:: of a standarci comput,~r 

for the second computer. Thus, the second corn_pu ter vii ll 

5 believe it is talking to a standard IPSec host, while the 

inte:cm,~diate compute:c and th(,; second compute:c will vwrk 

together us1ng a modified protocol, for instance a slightly 

modified IPSec and IKE that helps t l . ; t"' . _o accomp_ 1 sn 1LLS goal. 

There are, however, several other cont:col protocols that 

10 could conceivably be used between the first and the 

intermediate computer. 

In the following, the invention is described more 1n detail 

by using figures by means of some embodiment examples to 

ca:cry out the invention. The invention is not :cest:cicted to 

15 the details of the figures and accompanying text, or any 

ex1st1ng protocols, such as the currently standardised 

IPSec or IKE. 

Especially, the invention can be conce:cned with other kinds 

of telecommunication networks \AJhereJ_n the method of the 

20 invention can be applied than that of the figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 
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FIG. 1 illu~::trat.es an example of a t.elecomrnunication 

network of the invention. 

FIG. 2 describes generally an example of the method of the 

'::) FIG. 3 illustrates an example of an IPSec translation table 

us(::d by th(,; internK::diate c::omputer to c::hanq(:: th(,; outer IP 

address and SPI value. 

FIG. 4 describe~:: a detailed example formed 

in the invention. 

J. 0 FIG. 5 illustrates an example of translation tables for Uw 

modified key exchanqe of the invention. 

FIG. 6 shows a mappinq table for identification values of 

the user Security Gateway (SGW) addresses. 

DETAILED DESCRIPTION OF THE INVENTION 

An example of a teleccnnmunicat.ion netvwrk of the inv,~ntion 

_l_ ~:;: i 11 us t r a ted _1_ n FIG . 1 , co rn_p r _1_ s 1. n g o f i r s t computer , he r e 

a client computer 1 served by an intermediate corn_pu ter, 

here as a ser·ver 2, and a ho:::t computer 4, that is served 

20 The security gateway supports the standard IPSec protocol 
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and optionally the IKE key exchange protocol. The client 

c:ompu_ter and the ser·ver c:ompu_ter Stlpport a rnodifiecl IPSec: 

and IKE protocol. 

The invention is not restricted to the topology of FIG. 1. 

5 In other ernnod_unenL::, the t1 .. rst corn_puter may e.g. l:Je a 

router; or there might e.g. not be a host behind the second 

computer (in which case the first and_ the second computer 

are talking to each other directly), etc. 

The lPSec translations taking place in the scenario of 

10 FIGS. 1, 2, and 3 are discussed first. The IPSec 

connections (such as SAs) in the scenario may be 

established manually, or using some key exchange protocol, 

such as the Internet Key Exchange (IKE). To illustrate how 

a key exchange protocol would be used in the scenario of 

FIG. 1, a modified IKE protocol based on IKE translation l
. c 

,.) 

also presented later. 

In the invention, an IPSec connection is shared by the 

first computer and the second computer, whlle the 

intermediate computer holds information required to perform 

20 address and lPSec SPI translations for the packets. These 

translations accomplish the effect of "double tunnelling" 

(described in the technical background section), but with 
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the method of the invention the confidentiality of the 

packets is not compromised, while simultaneously havinc::-r no 

intermediate computer doe~:: not kno\'J the cryptoqra_phic key~:: 

5 used to encrypt and/or authenticate the packets, and can 

thus not reveal their contents. 

The advantage of the invention l
. 0 

'"' that the logical IPSec 

c~or1nectior1 sh.a .. recJ tJ~l t.l-le f.i_rst an.cl th.e seconcJ conl_r_)uter c:c1r1 

be enhanced by the first and the intermediate computer 

l 0 'di thout involvement of the second computer. In particular 

the so-called ~ingress filtering" performed by some routers 

not pose any problems when translations of addres:::es 

are used. In the example presented, each host al.so manages 

1ts own IPSec SPI space independently. 

_;_~) In the example CJf Fie;. l, an IPS(::C c::onnecticm is formeci 

betvJT::en th~~ client c::omputer 1 (the first computer) and the 

security ga teviay 3 (the second computer) . T'o create an 

IPSec tunnel, a SA (or usually a SA bundle) is formed 

between the respective computers with a preceding key 

20 exchanqe. The key exchange between the first and the second 

comput,~r can tak(,; plac~~ manually or it c::an lx:: performeci 

• 1-- • w1t11 an automat1c key exchanqe protocol such as the IKE 

protocol. For performing said key exchanqe, a standard IKE 
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protocol is used between the server 2 and the security 

gateway 3, and a modified IKE protocol is used between the 

client computer 1 and the server 2. An example of a 

modified IKE protocol that can be used in the invention 

5 described in connection with FIG. 4. 

Messages to be sent to the host terminal 4 from the client 

computer 1 are first sent to the server 2, wherein an IPSec 

translation and an IKE translation takes place. After that 

the message can be sent to the security gateway 3, which 

10 sends the message further in plain text to the host 

terminal 4. 

The method of the invention, wherein messages in packet 

torm are sent by routing to the end destination, is 

generally described in connection with FIG. 2. It is 

~~ assumed in the following description that the IPSec 

con.r1ec:tion ~Detv;Ieen t.l-le f.i_rst an.cl seconcJ conl_r_)uter alreaci'/ is 

formed. The IPSec connection can be set up manually or 

automatically by e.g. an IKE exchange protocol which is 

clesc:r·itJecl .late.r ~ 

20 FIG. 2 illustrates the sequence of events that take place 

when the first computer, corresponding to the mobile 

terminal in FIG. 1, sends a packet to a destination host, 
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labelled X in the figure, and when the host X sends a 

packet to the mobile terminal. 

IP packets consist of different parts, such as a data 

payload and protocol headers. The protocol headers in turn 

5 com::ist of fields. 

In step 1 of FIG. 2, the first computer, e.g. a mobile 

terminal, forms an IP packet that lS to be sent to host X. 

Typically, this packet is created by an application running 

on the mobile terminal. The IP packet source address is the 

10 address of the mobile terminal, while the destination 

address is host X. 

The packet is processed using an IPSec tunnel mode SA, 

assumes that IPSec encryption and/or authentication of ESP 

15 type 1s used for processing the-packet, although the 

invention 1s not limited to the use of only ESP; instead, 

an arDltrary IPsec connection may be used. 

In said process1ng, a new IP header is constructed for the 

packet, with so-called outer IP addresses. The outer source 

20 address of the packet can be the same as the inner IP 

th~~ adch(::ss of the mobil(,; terminal-but c-:::an lx:: 

different, if the mobile terminal is visiting a network. 
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The outer source address corresponds to the care of address 

obtained by the mobile terminal from the visited network, 

in this case. The outer destination address is the address 

of th.e in.te_rrneciiclte c~ornt-J1lte.r .. In a.cid.it..ion. to t.l·le rle'-d IP 

5 header, an ESP header lS added, when us1ng IPSec ESP mode. 

The SPI field of the ESP header added by the IPSec 

process1ng is set to the SPI value that the intermediate 

computer uses for receiving packets from the mobile 

terminal. In general, there may be more than one SPI field 

10 _l_n a packet. 

based on a translation table 1.e. an IPSec translation 

table shown in FIG. 3. The table has oeen divided into two 

partitions. The left one, identified by the prefix ~c-", 

15 refers to the network connection between the fin::t computer 

(host 1 in FIC. 1) and the int.errnediat.e computer (host. 2 1.n 

FIG. 1). The right one, identified by the prefix ~s-", 

refers to the network connect1on between the intermediate 

conl_r_)uter an.cl th.e seconcJ conl_r_)uter (c~ornt-J1lte_r 3 J.n. F,Ic; .. 1) .. 

20 Th(,; pc-:Jstfix nurntK~r ("-1", "-2", or ~-3") identifies th(,; 

host in question. Thus, the address fields ("addr") refer 

to outer addresses of a packet, ~ , -j I WLlL_e t11e SPI fields 

(~SPI") refer to the receiver of packets, wh1ch packets 
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were sent w1th this SPI. Thus, "c-SPI-2" is the SPI value 

used 2 (the intermediate computer) rece.1 v_l_nq 

packets from host 1 (the first computer), and the SPI-value 

''c-SPI-1'' is the SPI-value viith which the fir~::t computer 

5 receives messaqes and the SPI-value with which the 

In terms of FIG. 3, the outer source address would 

addr-1" (195.1.2.3), the outer destination address "c-addr-

10 2" (212.90.65.1), while the SPI field would be "c-SPI-2" 

(Oxl2341234). The notation OxNNNNNNNN indicates a 32-bit 

uns1qned integer value, encoded usinq a hexadecimal 

notation (base 16) . The inner source address is processed 

by IPS(::C in th(,; fi:cst computJ~r, and wcmlci typically be 

15 encrypted. In this example, trw :t_nner source address would 

be the static address of the mobile terminal, e.g. 

1 0 . 0 . 0 . 1 . 

step 1 described above, it performs an address and SPI 

20 translation, ensuring that the security gateway (host 3 of 

FIG. 1) can accept the packet. Most of the packet is 

secured us_l_nq IPSec, and since the intermediate cornputer 

does not have the cryptoqraphic keys to undo the IPSec 
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process1ng done by the mobile terminal, 1t cannot decrypt 

any encrypted portions of the packet but is able to use the 

outer IF addresses and the incoming SPI value to determine 

how to modify the outer address and the SPI to suite the 

5 :::econd computer, whicr1 i::: the next destination. SPI is now 

chanqeci t-· (', 
..,.\....' Ox56785678 in CC)In~qu. tf~r and the 

address is changed to the adGre~::s of the second corn_puter. 

This is done by means of the IPSec translation table of 

FIC;. 3. 

10 The first row of FIG. 3 1s a row that the intermediate 

computJ~r has found that rnatc::nes th~~ packE:"::t in thE:":: ~~xamplE:"::, 

and thus the intermediate computer chooses it for 

translation. The new outer source address s-addr-2 

(212.90.65.1) is substituted for the outer source address 

15 c-addr-1 (195.1.2.3), and the new outer destination address 

s-addr-3 (103.6.5.4) is substituted for the outer 

destination address c-addr-2 (212.90.65.1). The new SPI 

value, s-SPI-3 (Ox56785678), is substituted for the SPI 

value c-SPI-2 (Ox12341234). If more than one SPI values are 

20 used, all the SPI values are substituted similarly. In the 

~~xamplE:"::, s-acJ.cl:c-2 and_ c-addr-2 happen to lx:: thE:":: same em 

both partitions of the table. This is not necessar1ly so 
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but the intermediate computer might use another address for 

.sendinc::-r. 

In step 2 of FIG. 2, the translated packet is sent further 

to the second computer. The inner IP packet ha.s not been 

5 modified after that the fir~::t computer ~::ent the packet. T'he 

second computer processes the packet. using standard IPSec 

alc::-rori thms. The .security gateway (the second computer) can 

e.g. decipher and/or check the authenticity of the packet, 

then remove the IPSec tunnelling, and forward the original 

10 packet towards the destination host, X. Thus, the entire 

original packet was unaffected by the translation as the IP 

header, and thus the address fields, was covered by IPSec. 

After uncover1ng the original packet from the IPsec tunnel, 

the second computer makes a routing- decision based on the 

_;_~) IP h(::acie:c of the oriqinal pack,~t. In the example, th(,; IP 

destination address is X (host X in FIG. 2), and thus the 

second computer delivers the packet either directly to X, 

or to the next hop router. 

In step 3 of FIG. 2, the packet 1s sent from the second 

20 cornputer (corre~::ponding to SGvv in F'IG. 1) to ho~::t X, having 

now only the original source IP address 10.0.0.1 and the 

original destination IP address X in the IP header. Thus, 
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in step 3, host X receives the packet sent by the second 

computer. Usually, an application process running- on host X 

would generate some return traffic. This would cause an IF 

packet to be generated and sent to the second corn_puter. 

5 If a packet is ~::ent back from host X to the fir~::t computer 

( corre:::ponding to trw client computer HL FIG. 1) , :::tep::: 

analogous to steps 1-3 are pertormed. The packet 1s thus 

first sent to the second computer, vii th the source 1 F 

address being X and the destination IF address being 

10 10.0.0.1, in step 4. The generated packet is then received 

by the S(::cond ccnnput(::r. Th~~ lFSec pc-:Jlicy of th~~ second 

computer requires that the packet be lFSec-processed using 

a tunnel mode IFSec SA. This processing is similar to the 

one in steps 1 and 2. A new, outer IF header is added to 

15 the packet in the second computer, after which the 

resulting packet is secured using the IFSec SA. The outer 

IF source address is set to s-addr-3 (103.6.5.4) while the 

outer IF destination address l
. c 

,_) set to s-acJ.cl:c-2 

(212.90.65.1). The SPI :field is set ~::-SFI-2 

20 (Oxc123001?). In step 5, the resulting packet J..S sent 

the address indicated by the new outer IF destination 

Clclci_re~:;s, ~:;-aclcl.r-2, th.e in.te_rrneciiclte c~ornt-J1lte_r .. Tl-:te 
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intermediate computer rece1ves the packet and performs a 

similar address and SPI translation. 

The inner addresses are still the same, and are not 

mociified by the intermediate computer. Since the packet 

5 Intended to be sent to the first computer, the new, 

translated outer destination IF address indicate the 

address of the first computer. 

The resul tinc::-r packet is sent to the first computer in step 

6. 

10 As a result of step 6, the packet lS received by the first 

c~ornt-J1lte_r .. Tl-:te IP~Jec proc:e~:;sin.g is uncJor1e, l~e .. d.ec.r~/pt..ion. 

and/or authentication is performed, and the original packet 

is uncovered from the IPSec tunnel. The original packet 1s 

then delivered to the application runn1ng on the first 

1 .s computer. In case the first computer acts a c.-
u a router, th.e 

packet may be delivered to a host in a subnet for which the 

first corn_puter acts a~:: a router. 

Th~~ first ccnnpuu:·::r may lx:: a mobile t(::rminal, the out(::r 

address of which changes from time to time. The translation 

20 table is then modified using some form of signalling 

rece1v1ng a request for modifying a translation, the 
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intermediate computer updates the related translation table 

entry to match the new information supplied by the first 

CC)In~qu. tf~r., Th1:: O~q~::r CL t i C)rl 0 f tht=..: ~qrc)tOCC) l tl1f~n pr.~OCt=..:f~dS CLS 

c3isc:1l~:;sec3 r_:tlJove ~ 

5 T'he above discu~::sion is a limited example for illustration 

purposes. In otrwr embodiments e.g. more than one SA for 

the connection~for instance, ESP followed by AH, can oe 

u~::ed. T'hi~:: introduces tvio SPI values that must. be 

translated. More than two lS also, of course, possible. 

10 Furthermore, the example was consiciereci for IPsec ESP only. 

Th~~ chanqes :cequir,~d for an (,;mbcxliment in which ld-I (or 

ESP+AH) lS used, are discussed next. 

Changes for Using AH: 

If the Authentication Header (AH) IPSec security transform 

15 lS to be used, there are more considerations than in the 

previous example. In particular, modifications of the 

packet. fields-even the outer IF header-are detected if AH 

1s used. Thus, the following nominal processing 1s required 

by the first computer. The second computer performs 

20 standard IPSec process1nq also 1n this case. 

In step 1, when sendinc::-r a packet, the first computer must 

perform IPsec processing using the SPI values and addresses 
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used in the connection be tween the intermediate corn_pu ter 

and the .second computer. For instance, the SPI value would 

be s-SPI-3, the outer source address s-addr-2, and the 

outer destination address s-addr-3. The AH integrity check 

5 va1 ue ( ICV) mu.st be computed u.s1.ng the.se \li:'llue.s. rev i.s a 

value, which authenticates most of the fields of the 

packet. In practice, all fie1ds that. are never modified by 

routers are authenticated. 

After computing the AH integrity check value, the outer 

10 addresses and the SPI value are replaced with the values 

computJ~r: c-adch-1 for the cmtJ~r sou.r-c~~ adch(::s.s, c-acldr-2 

for the outer destination address, and c-SPI-2 for the SPI. 

In step 2, the int.errnediat.e computer _pertorms the address 

above. The resulting packet is identical to the one used 

the first computer for the AH intec__:rri ty check va1 ue 

calculation, except possibly for fields not coverea by AH 

(such as the Time-To-Live field, the header checksum, etc). 

20 Thus, the AH integrity check value is now correct. 

In step 3, the S(::concl ccnnput.(::r p(::r fc-:Jnn.s s tanclard I PS(::C 

processing of AH. The packet, which now is uncovered from 
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the tunnel is sent to the host X. As in the previous 

example, an application in host X usually c::-renerates a 

return pac::ket that is to lx:: sent to th(,; fi:cst computJ~r. 

5 Upon rece1v1ng the packet, the process1ng of the second 

cc;mrYu.ter are tlle saine as irl tJJe exainple v~1itt1 ESP .. Tt1e 

second computer computes an AH integrity check value of the 

tunneled _packet is sending to the mobile terminal. The 

integrity check value lS computed against the outer source 

10 address of s-addr-3, outer destination address of s-addr-2, 

and the SPI value of s-SPI-2. 

In step 5, when the intermediate computer receives the 

packet, it performs ordinary translation of the packet. The 

new outer source address is c-addr-2, the outer destination 

15 address is c-addr-1, and the SPI value is c-SPI-1. At this 

point the AH integrity check value is incorrect, which was 

caused by the translations. 

When the mobile terminal rece1ves the packet, lt performs a 

translation of the current cuter addresses and the SPI 

20 f ' l ' - 1--- J_e __ G tor t11e original ones used the second computer: s-

addr-3 for the outer source address, s-addr-2 for the outer 

destination address, and s-SPI-2 for the SPI value. This 
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reproduces the packet originally sent by the second 

computer, except possibly for fields not covered by AH. 

This operation restores the AH integrity check value to 1ts 

or.lg_l_nal, cor·rec:t value. The AH integrity check th.er1 

5 performed against these fields. 

Key Exchange Considerations 

Trw above example di:::cus:::ed the "steady :::tate" IPSec 

translations performed by the intermediate computer. The 

IPSec SAs and the IPSec translation table entries may be 

10 set up manually, or us1ng some automated protocol, such as 

the Internet Key Exchange (IKE) protocol. 

Because the securlty gateway (the second computer) 1s a 

exchange protocol, ~::uch as IKE. T'he fir~::t computer and the 

1.5 inte.1~~rrtediate c:o1np1Jte.1~~ may~ tJse sorne Inod.ifiec1 \fersic;rl of IKE, 

or any other suitable automatic key exchange protocol. 

The key exchange must appear as a standard key exchange 

according to the key exchange protocol supported by the 

security gateway (the :::econd computer), such a::: IKE. Also, 

20 the overall key exchange performed by the first, 

internK::diate, and_ seccmd c::omputer must establish not cmly 

cryptographic keys, but also the IPSec translation table 
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entries. The overall key excnange protocol should not 

reveal the IPSec cryptographic keys to the intermediate 

ccnnpuu:·::r to avoid_ (,;v,~n the pot(::ntial for S(::cur i ty problems. 

In the follo<i'fing, an example of a modified IKE protocol is 

5 presented to outline the functionality of such a protocol 

in the context of the invention. The protocol provides the 

functionality described above. In part1cular, the 

intermediate computer has no knowledge of the lPSec 

cryptographic keys established. The protocol is presented 

10 on a general le•-_rel to simplify the presentation. 

The automatic IKE protocol is used prior to other protocols 

to provide strongly authenticated cryptographic session 

keys for the IPSec protocols ESP and AH. IKE performs the 

following functions: (1) security policy negotiation (what 

Hellman key exchange, and (3) strong user/host 

authentication (usually using either RSA-based signatures 

or pre-shared authentication keys). IKE is divided into two 

phases: phase 1 and phase 2. Phase 1 negotiates and 

20 establishes cryptographic keys for internal use of the IKE 

protocol itself, and also performs the strong user or host 

authentication. Phase 2 negotiates and establishes 

cryptographic keys for IPSec. If IPSec tunnel mode is used, 
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phase 2 also negotiates the kind of traffic that may be 

sent using the tunnel (so-called traffic selectors). 

The IKE framework supports several "sub-protocols" for 

phase 1 and phase 2. The required ones are "main mode" for 

5 phase 1, and ~quick moden for phase 2. These are usea as 

illustrations, but the invention is not limited to these 

sub-protocols of IKE. 

For the security gateway (second computer), the IKE session 

seems to be coming from the address s-addr-2 in FIG. 3. 

10 Sin.ce there may be a.r1 'l numl:Jer of mobile ternnnals served 

the intermediate computer, the intermediate computer should 

either (1) manage a pool of addresses to be used for the s-

addr-2 translation table address, thus providing each user 

with a separate "surrogate address", or (2) use the same 

~~ address (or a limited set of addresses), and ensure that 

the mobile terminals are identified us1ng some other means 

than their IP address (IKE provides for such identification 

types, so this is not a problem). 

The modified IKE protocol specified 1s analogous to the 

20 IPSec translation table approach. However, instead of SPis, 

the so-called IKE cookies are used as translation 1na1ces 

instead. IKE cookies are essentially IKE session 
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analogous to the IPSec SPI 

values, which is another form of a session or context 

identifier. There are two cookies: the initiator cookie, 

chosen by the host that initiates the IKE session, and the 

5 responder cookie, chosen by the host that responds to a 

session initiation. 

The essential features of the protocol are (1) that 1t 

appears to be an entirely ordinary IKE key excnange for the 

secur1ty gateway, (2) that the IPsec translation table 

10 entry is formed_ by the intermeciiate computer during- the 

(~XI::C~Ll t i C)rl 0 f tht=_; ~qYC)tOCC) l f ( 3) tl-lO_t th1:: firSt CC)In~qu. tf~r 

obtains all the necessary information for its packet 

processing, and ( 4) that the intermeciiate computer does not 

obtain the IPsec cryptographic session keys. 

1~ The overall steps of the protocol are: 

o 1. The first computer initiates the key exchanc_-re 

protocol by sending a message to the intermediate 

computer. This messac_.:re L:: es:::entiaLLy the IKE 

20 main mode initiation message, with some 

modifications required for this application. 
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o 2. The interrnediate computer determines which 

security gateway (.second computer) to forward 

this IKE session to, and also establishes a 

preliminary IKE translation table entry based on 

the information available from the message. 

replies to the IKE main mode initiation message. 

o 4. The intermediate computer completes the H\E 

mapping based on the reply message. 

10 o 5. The modified IKE protocol run cont1nues 

through IKE main mode (the phase 1 exchange), 

which is followed by qulcK mode (the phase 2 

exchange) . Extensions of standard IKE messages 

are used between the fin::t computer and trw 

intermediate computer to accomplish the extra 

goals required by this modified IKE protocol. 

In FIG. 4, the IKE session is described message by message. 

The following text indicates the contents of each message, 

and how they are processed by the various ho.sts. There are 

20 six rna:t_n mode messages in the protocol, named mml, mrn2, 

mm6, and thr,~e quick mod~~ rnessag,~s, named_ qml, qm2, and 

qrn3 ~ 
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FIG. 5 illustrates the IKE translation table entry related 

to the modified IKE key exchange being performed. The 

balded entries in each step are added or changed in that 

as a result of the processing described in the text. 

5 The IKE translation table partition for the connection 

between the first computer and the intermediate compu.ter L:: 

as follows (the field name in FIG. 5 is given in 

pa .. ren.tl-leses): 

Local and remote IP address (c-addr-1, c-addr-2) 

10 Initiator and responder cooKle (c-icky, c-rcky) 

IKE identification of the first computer ( c--userid, e.g-. 

j oe@r1et~:;eal ~corn) 

The IKE translation table partition for the connection 

between the intermediate computer and the second computer 

15 is as follovJs (the field name in FIG. .5 is gi·ve11 l
, n 

l.l. 

Local and remote IP address (s-addr-2, s-addr-3) 

Initiator cookie and responder cookie (s-icky, s-rcky) 

In addition to these entries, other data may be kept the 

20 internK::diate c::omputer ancUor the first computer. 
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The key exchange is initiated by generating an initiator 

cookie and sending a zero responder cookie to the second 

ccnnpuu:·::r. l'- responder cookie is c_:renerateci in the S(::cond 

computer and a mapping bet\,Jeen IP addresses and IKE~ cookie 

5 values in the intermediate computer is e:::tabJished. A 

translation table to modify IKE packets in flight by 

modifying the external IF addresses and possibly IKE 

cookies of the IKE packets is used. 

Either the modified IKE protocol between the fir:::t computer 

10 and_ the intermediate computer is modified such that the IKE 

keys are transmit tJ~d frcnn th(,; fi:cst compu tJ~r to th~~ 

intermediate computer for decryption and modification of 

IKE packets or, alternatively, the modified IKE protocol 

15 modified such that the IKE keys are not transmitted from 

20 

the first computer to the intermediate computer for 

decryption and modification of IKE packets, and the 

modification of IKE packets is done by the first computer 

with the intermeciiate computer requesting- such 

modifications. The latter alternative is discussed 

example that follo\,JS, sin.ce is rnor·e secu_re than 

first alternative. 

l
• n 
ll 

th.e 
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Extra information, such as user information and SPI change 

requests, to oe sent oe~ween the first and the intermediate 

ccnnpuu:·::r, lS S(::nt by app,~ndincJ the ext:ca information to th(,; 

standard IKE messages. The IKE standard has message 

5 encoding rules that indicate a definite length, thus the 

added extra info:cmation can be separated from the IKE 

message itself. The extra information fields are preferably 

encrypted and authenticated, for instance by using a secret 

10 The details of this process are not relevant to the 

i r1 "lerl t i C)rl .. 

The extra information slot in each IKE message is called 

the message "tail" in the following. 

IKE messages consist of an IKE header, which includes the 

l~ cookie fields and message ID field, and of a list of 

payloads. A payload has a type, and associated information. 

F'IC. 4 considers an example of the routing ot packets 

according to the invention considering IPSec securlty 

association set-up for distribution of keys. As in the 

20 foregoing FIC. 2, the session begins with sending a packet 

from the client (first computer) to the server 

(intermeciiate computer). 
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T'he key exchange is ini t.i a ted L!y the first computer. Thus, 

in ~::tep 1 of FIC. 4, the first computer con~::tructs mm1. T'he 

IF header of the message contains the following values: 

.s o IF source address: 195.1.2.3 (c-addr-1) 

o IF destination address: 212.90.65.1 (c-addr-2) 

The IKE header conta1ns the following values (step 1 in 

Figure X) 

10 o Initiator cookie: CKYl (c-icky) 

o Responder cookie: 0 (c-rcky) 

o lv1essage ID: 0 

The message contains the following payloads: 

15 o A Security Association (SA) payload, which 

contains the IKE phase 1 security policy offers 

from the first compute:c. 

o The message may contain additional payloads, such 

as Vendo:c Identification (VID) payloads, 

20 certificate :cequests/responses, etc. 
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o A VID payload can be used to indicate that the 

first computer supports the protocol described 

here. 

The message tail contains the following information: 

0 User identification type and value~the ' ' c---userlct 

field. These are used by the intermediate 

c~ornt-J1lte_r to c~:hoose a ~:;ec:11r.i t~{ :;.}ate~~~;a~{ to fo_rv;Ia .. rd. 

this session to. The identification type may be 

10 any of the IKE types, but additional types can be 

defined. An alternative to this field is to 

directly indicate the security gateway for 

forwarding. There are other alternatives as well, 

but these are not essential to the invention. 

l:J In step 2, the mml is received by the intermediate 

computer. The intermediate computer exarru_nes the mes:::age, 

and forms the preliminary IKE translation table entry. FIG. 

5, step 1 illustrates the contents of this preliminary 

E:"::ntry. The c:::-userici fi,~lcl is s~~nt in the mml tail. 

2 0 'I'he intermediate computer then deterrnines \AJhich security 

gateway to forward this IKE session to. The determination 
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may be based on any available information, static 

configuration, load balancing, or availability 

ick::ntification information in th~~ mml tail to look up th~~ 

5 first matching identification type and value from a table. 

l'..n example CJf such c. table is pr(::s,~nteci in F'IG. 6. 

The identification mapping table of FIG. 6, is one method 

for choos1ng a security gateway that matches the incoming 

b '' mo ] __ Le terrnirla1 .. The identification table would in this 

10 example be an ordered list of identification type/value 

entries, that match to a given security gateway address. 

1ivhen the ' ' b'' _1_ ncom:t_ng mo ~ _1 __ Le terrnirla1 identification matches 

the identification in the table, the corresponding security 

gateway is used. For instance, john.smith@netseal.com would 

15 match the f1rst row of the table, 1.e., the secur1ty 

gateway 123.1.2.3, while joe@netseal.com matches the second 

row, i.e., the security gateway 103.6.5.4. The 

. ~ . - . . 1 Cten tJ_ t 1.ca t 1.on types include any identification types 

defined for the IKE protocol, and may contain other types 

Other methods of determining the security gateway to be 

used may employed. One such method is for the mobile 

term1nal to directly indicate a g1ven secur1ty gateway to 
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be used. The mobile terminal may also indicate a group of 

security gateways, one of which is usea. The exact details 

are not relevant to the invention. 

In addition to determining the security gateway address, 

5 the intermediate computer determines which address its for 

communication between itself and the second computer. The 

same address as is used for the communication between the 

first and the intermediate computer may be used, but a new 

address may also be used. The address can be determined 

10 using a table similar to the one in FIG. 6, or the table of 

FIG. 6 may be extended to include this address. 

'I'h(,; internK::diate c::omputer th,~n g~~n(::rat(::S its C)\Am initiator 

cookie. This is done to keep the two sess1on identifier 

spaces entirely separate, although the same initiator 

1~ cookie may be passed as is. 

After these determinations, the preliminary translation 

table entry is modified. FIG. 5, step 2 illustrates the 

contents of the entry at this po1nt. 

The original IP header fields are modified as follows (step 

2 0 2 in FIC. 4) : 
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source address: 212.90.65.1 (s-addr-2) ,- -,-..., 
0 j_ 

0 I .t"'' destination address: 103.6.5.4 (s-addr-3) 

The IKE header is modified as follows: 

o Initiator COOKle: CKY2 (s-icky) 

o Responder cookie: 0 (s-rcky) 

o JV!e:::sage ID: 0 

The message tail is removea. The VID payload that 

identifies support for this modified protocol is also 

10 removed. The mml is then :forwarded to the second computer. 

In step 3, the S(::concl ccnnput(::r r(::spcmds \Aiith mm2. 'I'h(,; IP 

header of the message contains the :following values (step 3 

_c .s 0 I p source address: 103.6.5.4 (s-addr-3) 

0 I p destination address: 212.90.65.1 (s-acldr-2) 

The IKE header contains the following values: 

o Initiator cookie: CKY2 (s-icky) 
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o Responder cookie: CKY3 (s-rcky) 

o tJJe s sage I D : 0 

The message contains the following payloads: 

5 o Security Association (SA) payload. This is a 

reply to the offer by the first computer, and_ 

indicates which security configuration is 

acceptable for the second corn_puter (this ~::cenario 

assumes success, so the case of an error reply is 

10 

o Possibly optional IKE payloads, such as VID 

payloads, certificate requests/replies, etc. 

There 1s no message tail. 

15 computer. The intermediate computer upciates its IKE 

translation table based on the received message. Step 3 in 

FIG. 5 illustrates the contents of the translation table 

entry at this point. 

The intermediate computer generates its own responder 

20 cooK1e, CKY4, and updates the translation table yet aga1n. 

~~ep 4 in FIG. 5 illustrates the entry at this point. After 
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thL:: step, the t.ran~::lation table entry is complete, and the 

address and cookie translations are performed as in steps 

1-4 for the following messages. 

The translated message contains the following IF header 

5 fields (FIG. 4, step 4) 

o IF source address: 212.90.65.1 (c-addr-2) 

o IF destination address: 195.1.2.3 (c-addr-1) 

The translated IKE header contains the following fields: 

10 

o Initiator cookie: CKY1 (c-icky) 

o Responder cooKle: CKY4 (c-rcky) 

The message contains the following payloads: 

o 'I'h(,; SI\ payload s~~nt by the s~~c::onci comput,~r. 

o Any optional payloads sent. by the second 

computer. 

o A VID payload may be added to indicate support of 

thi~:: modified protocol to the first cornputer. 
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A message tail is added, and contains the following 

information: 

o Address and/or identification information of the 

This information can be used by the client to 

choose proper authentication information, such as 

RSl-~ kejlS o 

The message is then forwardeci to the first computer. 

10 In step 5, the first computer con~::tructs mm3. T'he mes~::age 

contains the following payloads: 

o A Key Exchange (KE) payload, that contains 

Diffie-Hellman key exchange data of the first 

15 c~ornt-J1lte_r .. 

o A Nonce (NONCE) payload, that contains a random 

ncunlx::r c::hosen by the first c::omputer. 

o Possibly optional IKE payloads. 

T'he mes~::age is ~::ent to the intermediate corn_puter. 

0414



RF 290.1078CON 11/26/12 ... 57 --

In step 6, the mm3 is fc):cwardeci to the S(::cond comput(::r. Th~~ 

contents of the message are not changed, only the IF heade:c 

addresses and the IKE cookies, in the manner described in 

st(::ps 1-4. 

5 Ir1 step 7, the seco11cl c:ompu_ter recei ... ve.s mrn3 ar1d_ re.s:t:-;or1cis 

\Aiith mm4. 'I'h(,; messaq(:: contains the follo\Aiinq payloads: 

o A Key Exchange (KE) payload, that contains 

Diffie-Hellman key exchange data of the second 

10 

o A Nonce (NONCE) payload, that conta1ns a random 

number chosen by the second computer. 

o Possibly optional IKE payloads. 

In step 8, the mrn4 is forwarded to the fin::t computer. 

15 Irl step 9, th.e first cornpllter· con.~:;t_r1lCts rnrn5, ~~~Jl-:ticl-l i~:; th.e 

first encrypted message in the session. All subsequent 

messages are enc:cypted using the IKE session keys 

established from the p:cevious Diffie-Hellman key exchange 

(the messages mm3 and mm4) by means of hash operations, as 

20 described in the IKE specification. Note that the 

inte:cmediate compute:c cioes not possess these keys, and can 
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thus not exam1ne the contents of any subsequent IKE 

rnessages 0 Ir1 fact, the interrnecliate c:ompu_ter l1as 110 

decipher the IKE traffic. Instead, the intermediate 

5 computer indirectly modifies some fields in Uw IKE 

messages by sending a modification request in the IKE 

mes~::age tail to the fir~::t computer, \AJhich does the 

requested modifications before IKE encryption processing. 

The message contains the following payloads: 

10 

o An Identification (ID) payload, that identifies 

the first computer to trw :::econd computer. Thi::: 

identification may be the same as the 

identification sent in the mml tail, but may 

1 .s differ from that. These two identifications serve 

different purposes: the mml tail identification 

(c-userid) is used to select a security gateway 

for IKE session forwarding (the second computer), 

while the ID payload in this message is used by 

20 the second computer for IKE authent1cat1on 

purposes, for instance, to select proper RSA 

authentication keys. 
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o A Signature (SIG) or Hash (HASH) payload, that 

0 

serves as an authenticator. A signature payload 

is used if RSA- or DSS-based authentication is 

used, while a hash _[.) r_:t ~/1 o r_:t d. i s u~::ed for ' ' _f.)_re- ~:; r1a r·ec.1 

key authentication. There are other 

authentication methods in IKE, and IKE can also 

be extended with new authentication methods. 

These are not essential to the invention, and the 

following text assumes RSA authentication (i.e., 

use of the signature payload) . 

T),.._,c ... C."~-~, l •r 
.["~_~,._)U.J.,l.J_L.}' C)pt i C)rla 1 II.:~E pay~loads .. 

The message tail contains the-following information: 

o T'he ::; PI value that the first computer \AJants to 

use for receiving IPsec-protected messages from 

the intermediate computer, 1.e., the c-SPI-1 

value of the IPsec translation table 1n FIG. 3. 

More than one SPI value could be transmitted 

here r but for simplicity r the followinc::-r 

discussion assumes that only a single SPI is 

necessary (i.e. only one SA is applied for IPsec 
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traffic processing). Extending the scheme to 

multiple SPis is straightforward. 

In step 10, the rnm5 forwarded to the second computer. 

The intermediate computer removes trw message tail, and 

5 performs the IKE translation discussed previously, and then 

fc):cwards the nK::ssaqe to th(,; second compute:c. 

In step 11, the :::econd computer recei,Tes the mrn5 mes:::age, 

and authenticates the user (or the host, depending on what 

identification type is used) . Assuming that the 

10 authentication succeeds, 

authenticate itself to the first computer. 

The mm6 message contains the following payloads: 

o An Identification (ID) payload, that identifies 

15 the second computer to the first computer. 

o A Signature (SIG) payload (here RSA 

authentication is assumed) 

o Possibly optional IKE payloads. 

In step 1:2, the mm6 is received_ by the intermeciiate 

20 computer. The intermediate computer does not change the 
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message itself, but adds a tail with the following 

information: 

o Trw SPI value that the intermediate computer 

'dants the first computer to offer to the second_ 

computer in the qml message. Since the 

intermediate computer cannot acces::: the contents 

of the IKE messages, this modification request is 

made using the message tail (see the discussion 

10 of step 9) . The SPI value sent matches the s-SPI-

2 field of the IPsec translation table of FIG. 3. 

\AJant.s the t1.rst corn_puter to use for mes~::age~:: sent 

to itself. This matches the c-SPI-2 field of the 

IPsec translation table of FIG. 3. 

The resulting- message lS forwarded to the first computer. 

In step 13, the ±1rst compu.ter construct::> qml, which 

contains the following IKE payloads: 

20 o A Hash (HASH) payload, that serves as an 

authenticator of the message. 
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o A Security Association (SA) payload, which 

conta1ns the IKE phase 2 security policy offers 

from the first c::omputer, i.e., the I Ps,~c:: s~~c::ur i ty 

policy offers. The SA payload contains the SPI 

value a~::signed to the first cornputer in the mm6 

message, 1.e., s-SPI-2 in FIG. 3. 

o Optionally, a Key Exchange (KE) payload, 1f a new 

Diffie-Hellman key exchange is to be performed in 

phase 2 (this depends on the contents of the SA 

payload) 

o A Nonce (NONCE) payload, which contains a random 

value chosen by the first computer. 

o Optionally, two Identification (ID) payloads that 

indicate the IPsec traffic selectors that the 

first computer proposes for an IPsec tunnel mocie 

SA. If IPsec transport mode 1s used, these are 

not necessary, but they may still be used. They 

may also be omitted if IPsec tunnel mode is used. 

The IKE header is the same as previously, except that the 

20 Message ID field now contains a non-zero 32-bit value, that 

serves as a phase 2 sess1on identifier. This identifier 

rema1ns constant for the ent1re quick mode exchange. 

The message lS sent to the intermediate computer. 
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In step 14, th~~ inte:cm,~diate compute:c fc):cwards the qml 

rnessage to the sec~or1ci con1}:-JtJter. 

In step 15, the second compute:c inspects the security 

policy offers and other information contained in the qml 

5 message, and determines which security policy offer matches 

1ts own security policy (the case when no secur1ty policies 

match :cesults in an er:cor notification message) 

The second compute:c responds with qm2 message that contains 

the following payloads: 

10 

o A Hash (HASH) payload, that se:cves as an 

authenticator of the message. 

o A Security Association (SA) payload, which 

indicates the security policy offer chosen by the 

second computer. The me~::sage al~::o conca1.ns the 

SPI value tr1at the second computer wants to use 

when receiving IPsec-p:cotected messages. The SPI 

value matches s-SPI-3 of the IPsec translation 

table in FIG. 3. 

20 o Optionally, a Key Exchange (KE) payload, if a new 

Diffie-Hellman key exchange 1s to be performed in 
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o A Nonce (NONCE) payload, which contains a random 

value chosen by the second computer. 

o If Identification (ID) payloads were sent by the 

fir~::t computer, the second computer also senGs 

Identification payloads. 

In step 16, th~~ inte:cm,~diate compute:c fc):cwards the qm2 

message to the first computer. 

In step 17, the first corn_puter constructs qm3 mes~::age, 

which contains the following payloads: 

10 

o A Hash (HASH) payload, that serves as an 

authenticator of the message. 

The following info:cmation 1s sent in the message tail: 

o Th~~ ~)PI valu(:: sent by th(,; second compute:c in the 

qm2 message. This is sent here, because the 

intermediate computer cannot decrypt the qm2 

message and look up the SPI from there. The SPI 

value matches s-SPI-3 of the Il?sec translation 

20 table in FIG. 3. 
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In step 18, th~~ inte:cm,~diate compute:c receivT::s the qm3 and 

:ceads the s-SPI-3 value from the message tail. All the 

information required to construct the IPsec translation 

table entry is now gathered, and the entry can be added to 

5 the translation table. In particular, the information 

10 

15 

20 

fields a:ce as follows: 

o c-adar-1: same as c-addr-1 of the IKE session 

(195.1.2.3). 

o c-addr-2: same as c-addr-2 of the IKE session 

(212.90.65.1). 

o c·--SPI·--1: received in the mm5 messag·e tail from 

the fi.c::t computer. 

o c-~)Pl-2: c:h.osen. tJ~/ t.l-le irlterrneciir_:tte conl_r_)uter, 

sent. to the f.1.rst computer in trw mm6 message 

tail. 

o s-addr-2: same as s-addr-2 at the IKE session 

(212.90.65.1 in this example, may be different 

than c---addr--2) . 

o s-addr-3: same as s-addr-3 of the IKE session 

(103.6.5.4). 

o .s--·SPI --·2: c~ho.sen b~l the interrnecliate c:ompu_ter, 

sent to the first corn_puter in mm6 mes~::age tail. 
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the first computer, 'dhich sends it to the 

' t ~- t t . 3 ' ., 1n erme01a .e compu .er 1n qm message ~a1~. 

The intermediate computer forwards the qm3 message to the 

5 second computer, vihich complete~:: the H\E key exchange, and 

the IPsec translation table set up. 

The IPsec cryptographic keys established us1ng the modified 

IKE key exchange presented above are either derived from 

the Diffie-Hellman key exchange performed in IKE main moae, 

10 or from the (optional) Diffie-Hellman key exchange 

performed in qu1ck mode. In both cases, the intermediate 

ccnnpuu:·::r has no ac::cess to th~~ sharE:'::d SE:'::cret ~~stablishecl 

using the Diffie-Hellman algorithm. In fact, the 

intermediate computer has no ad_'"Iantac::-re when compared to a 

~~ random, hostile attacker. 

The above presentation was simplified_ and_ exemplified_ to 

increase clarity of the presentation. There are several 

1ssues not d1scussed, but these 1ssues are not essential to 

the invention. 

20 Some of these issues are the following: 
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o The phase 1 used main mode. Any other IKE phase 1 

exchange can be used; tl ' ' . l.lS c~na_nges the details of 

the protocol but not the essential 1aeas. 

o There are other approaches than the one presentea 

here. One approach is for the first computer to 

so that the second computer is able to modify the 

requ1red fields of the message (namely, SPI 

10 o T'he discussion assumes that the fir~::t computer 

initiates the IKE exchange. The opposite 

direction is possible, too, but requires more 

c~or1 s i cle _r Cl t .ion.~:; .. 

o Trw commit bit feature of IKE .1 s not used. Addinc_.:r 

that l
. 0 

'"' simple. 

o Security gateway selection is based on a table 

lookup indexed by an identification type/value 

pair sent by the first computer. Other mechanisms 

20 o The discussion assumes a successful IKE key 

exchange. Error cases are easy to handle. 

o Phase 1 policy lookup (when processing mml and 

rnm2 rnessag,~s) is not bas(::d em th(,; ickntity CJf th(,; 

IKE counterpart. This 1s not a major issue, since 
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the phase 1 security policy can be independent of 

the counterpart without limiting usability. 

o Phase 1 is a pre-requisite for executing the 

protocol in the example. This can be easily 

changed by moving some of the "tail" items to 

phase 2. 

o The protocol establishes a pa1r of SAs, one for 

I d, , eac11 ~ 1rect.1_on, and manages the SPI value 

modifications of these SAs. It is easy to extend 

10 th1s to cover SA bundles with more than one SA, 

1.e., SAs applied 1n sequence (ESP followed by 

AH, for instance) . This requires more than one 

SPI for each direction, but lS easy to add to the 

protocol described. 

15 The invention is not concerned with the details of the key 

20 

exchange protocol. The presented outline for one such 

protocol l
. c 

,_) other alternatives 

exist. The invention is also not concerned with the IKE key 

exchange protocol: other key exchange protocols exist, and 

sirnila:c 1deas can be applied 

of the invention. 

ir1 u.sin~;J- l ' n 
ll 

While the present invention has been described in 

accordance with preferred compositions and embodiments, 1t 
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is to be understood that certain substitutions and 

alterations may be made thereto without departing from the 

spirit and scope of the following claims. 
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Claims: 

l-29. (Canceled) 

5 30.. (Ne'ii'J) 1 .. A rrteth.oc1 for sec~u.1~~e for.-vva.1~~d.i_rlg of a Inessage in. 

a secure connection via an imm,~diate compute:c, c::omprisinq: 

the secu:ce connection extending between a fi:cst source 

address and a destination address via an intermediate 

CC)In~qu. tf~r, 

10 the intermediate computer rece.1 v_l_nq a secure messaqe havinq 

the first source address sent to an address of the 

inte:cmediate compute:c, 

the inte:cmediate compute:c read1nq an un1que identity from 

the secure message, 

l:J the intermediate computer finding- the destination adciress 

of the secure message by using the unique identity, and 

the intermediate computer sending the secure message in the 

secu:ce connection to the destination add:cess by usinq the 

20 addres:::. 

31. (Nr::w) Th~~ method CJf claim 30 vJherein the nK::thcxl fu:cthe:c 

compr1ses the s te_p ot establL::hing the secure connection 

via the inte:cmediate compute:c. 
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32. (New) The method of claim 31 wherein the method further 

comprises the step of establishing the secure connection 

with a key exchange protocol. 

5 33. (New) The rneUwd of claim 30 wherein the method further 

mes~::age. 

10 
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Abstract of Disclosure 

The method and system enable secure forwarding of a message 

from a first computer to o second corn_pu ter via an 

5 intermediate computer in a telecommunication network. ,-r,, 

rnessag~~ lS formed in the first c::omputer or ln a comput,~r 

that is served by the first cornpu ter, and in the latter 

case, sending the message to the first computer. In the 

fi:cst comput,~r, a secu:ce nK::ssaqe is th(::n formed by givinc_:r 

10 the message a unique identity and a destination address. 

Trw message :t_s sent from the fin::t computer to the 

inte:cmediate compute:c after 'dhich the ciestination address 

and the un1que identity are used to find an address to the 

second computer. The current destination address is 

l:J .substi tutecl \"li tl-1 the found a_cidre.ss to tl-1e sec:ond c~ornputer, 

and the unique identity is substituted with anothe:c unique 

identity. Then the message is forwarded to the second 

computer. 

20 
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METHOD FOR IDENTIFYING, SELECTING AND MATCHING COLORS 

PRIOR APPLICATION 

This application is a U.S. Continuation Patent 

5 Application based on US Patent Application Serial No. 

10/500,930, filed 19 October 2005. 

TECHNICAL FIELD 

The method and system of the invention are intended to 

10 secure connections in telecommunication networks. 

Especially, it is meant for wireless Internet Service 

Provider (ISP) connections. 

TECHNICAL BACKGROUND 

An internetwork is a collection of individual networks 

15 connected with intermediate networking devices that 

function as a single large network. Different networks can 

be interconnected by routers and other networking devices 

to create an internetwork. 

A local area network (LAN) is a data network that covers a 

20 relatively small geographic area. It typically connects 

workstations, personal computers, printers and other 

devices. A wide area network (WAN) is a data communication 
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network that covers a relatively broad geographic area. 

Wide area networks (WANS) interconnect LANs across normal 

telephone lines and, for instance, optical networks; 

thereby interconnecting geographically disposed users. 

5 There is a need to protect data and resources from 

disclosure, to guarantee the authenticity of data, and to 

protect systems from network based attacks. More in detail, 

there is a need for confidentiality (protecting the 

contents of data from being read) integrity (protecting the 

10 data from being modified, which is a property that is 

independent of confidentiality), authentication (obtaining 

assurance about she actual sender of data), replay 

protection (guaranteeing that data is fresh, and not a copy 

of previously sent data), identity protection (keeping the 

15 identities of parties exchanging data secret from 

outsiders), high availability, i.e. denial-of-service 

protection (ensuring that the system functions even when 

under attack) and access control. IPSec is a technology 

providing most of these, but not all of them. (In 

20 particulars identity protection is not completely handled 

by IPSec, and neither is denial-of-service protection.) 

The IP security protocols (IPSec) provides the capability 

to secure communications between arbitrary hosts, e.g. 
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across a LAN, across private and public wide area networks 

(WANs) and across the internet IPSec can be used in 

different ways, such as for building secure virtual private 

networks, to gain a secure access to a company network, or 

5 to secure communication with other organisations, ensuring 

authentication and confidentiality and providing a key 

exchange mechanism. IPSec ensures confidentiality 

integrity, authentication, replay protection, limited 

traffic flow confidentiality, limited identity protection, 

10 and access control based on authenticated identities. Even 

if some applications already have built in security 

protocols, the use of IPSec further enhances the security. 

IPSec can encrypt and/or authenticate traffic at IP level. 

Traffic going in to a WAN is typically compressed and 

15 encrypted and traffic coming from a WAN is decrypted and 

decompressed. IPSec is defined by certain documents, which 

contain rules for the IPSec architecture. The documents 

that define IPSec, are, for the time being, the Request For 

Comments (RFC) series of the Internet Engineering Task 

20 Force (IETF), in particular, RFCs 2401-2412. 

Two protocols are used to provide security at the IP layer; 

an authentication protocol designated by the header of the 

protocol, Authentication Header (AH), and a combined 
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encryption/authentication protocol designated by the format 

of the packet for that protocol, Encapsulating Security 

Payload (ESP) AH and ESP are however similar protocols, 

both operating by adding a protocol header. Both AH and ESP 

5 are vehicles for access control based on the distribution 

of cryptographic keys and the management of traffic flows 

related to these security protocols. 

Security association (SA) is a key concept in the 

authentication and the confidentiality mechanisms for IP. A 

10 security association is a one-way relationship between a 

sender and a receiver that offers security services to the 

traffic carried on it if a secure two-way relationship is 

needed, then two security associations are required. If ESP 

and AH are combined, or if ESP and/or AH are applied more 

15 than once, the term SA bundle is used, meaning that two or 

more SAs are used. Thus, SA bundle refers to one or more 

SAs applied in sequence, e.g. by first performing an ESP 

protection, and then an AH protection. The SA bundle is the 

combination of all SAs used to secure a packet. 

20 The term IPsec connection is used in what follows in place 

of an IPSec bundle of one or more security associations, or 

a pair of IPSec bundles-one bundle for each direction-of 

one or more security associations. This term thus covers 
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both unidirectional and bi-directional traffic protection. 

There is no implication of symmetry of the directions, 

i.e., the algorithms and IPSec transforms used for each 

direction may be different. 

5 A security association is uniquely identified by three 

parameters. The first one, the Security Parameters Index 

(SPI), is a bit string assigned to this SA The SPI is 

carried in AH and ESP headers to enable the receiving 

system to select the SA under which a received packet will 

10 be processed. IP destination address is the second 

parameter, which is the address of the destination end 

point of the SA, which may be an end user system or a 

network system such as a firewall or a router. The third 

parameter, the security protocol identifier indicates 

15 whether the association is an AH or ESP security 

association. 

In each IPSec implementation, there is a nominal security 

association data base (SADB) that defines the parameters 

associated with each SA. A security association is normally 

20 defined by the following parameters. The Sequence Number 

Counter is a 32-bit value used to generate the sequence 

number field in AH or ESP headers. The Sequence Counter 

Overflow is a flag indicating whether overflow of the 
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sequence number counter should generate an auditable event 

and prevent further transmission of packets on this SA. An 

Anti-Replay Window is used to determine whether an inbound 

AH or ESP packet is a replay. AH information involves 

5 information about the authentication algorithm, keys and 

related parameters being used with AH. ESP information 

involves information of encryption and authentication 

algorithms, keys, initialisation vectors, and related 

parameters being used with IPSec. AH information consists 

10 of the authentication algorithm, keys and related 

parameters being used with AH. ESP information consists of 

encryption and authentication algorithms, keys, 

cryptographic initialisation vectors and related parameters 

being used with ESP. The sixth parameter, Lifetime of this 

15 Security Association, is a time-interval and/or byte-count 

after which this SA must be replaced with a new SA (and new 

SPI) or terminated plus an indication of which of these 

actions should occur. IPSec Protocol Mode is either tunnel 

or transport mode. Maximum Transfer Unit (MTU), an optional 

20 feature, defines the maximum size of a packet that can be 

transmitted without fragmentation. Optionally an MTU 

discovery protocol may be used to determine the actual MTU 

for a given route, however, such a protocol is optional. 
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Both AH and ESP support two modes used, transport and 

tunnel mode. 

Transport mode provides protection primarily for upper 

layer protocols and extends to the payload of an IP packet 

5 Typically, transport mode is used for end-to-end 

communication between two hosts. Transport mode may be used 

in conjunction with a tunnelling protocol, other than IPSec 

tunnelling, to provide a tunnelling capability. 

Tunnel mode provides protection to the entire IP packet and 

10 is usually used for sending messages through more than two 

components, although tunnel mode may also be used for end

to-end communication between two hosts. Tunnel mode is 

often used when one or both ends of a SA is a security 

gateway, such as a firewall or a router that implements 

15 IPSec. With tunnel mode, a number of hosts on networks 

behind firewalls may engage in secure communications 

without implementing IPSec. The unprotected packets 

generated by such hosts are tunnelled through external 

networks by tunnel mode SAs set up by the IPSec software in 

20 the firewall or secure router at boundary of the local 

network. 
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To achieve this, after the AH or ESP fields are added to 

the IP packet, the entire packet plus security fields are 

treated as the payload of a new outer IP packet with a new 

outer IP header. The entire original, or inner, packet 

5 travels through a tunnel from one point of an IP network to 

another: no routers along the way are able to examine the 

inner IP packet. Because the original packet is 

encapsulated, the new larger packet may have totally 

different source and destination addresses, adding to the 

10 security. In other words, the first step in protecting the 

packet using tunnel mode is to add a new IP header to the 

packet; thus the "IPipayload" packet becomes 

"IPIIPipayload". The next step is to secure the packet 

using ESP and/or AH. In case of ESP, the resulting packet 

15 is "IPIESPIIPipayload". The whole inner packet is covered 

by the ESP and/or AH protection. AH also protects parts of 

the outer header, in addition to the whole inner packet. 

The IPSec tunnel mode operates e.g. in such a way that if a 

host on a network generates an IP packet with a destination 

20 address of another host on another network, the packet is 

routed from the originating host to a security gateway 

(SGW), firewall or other secure router at the boundary of 

the first network. The SGW or the like filters all outgoing 
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packets to determine the need for IPSec processing. If this 

packet from the first host to another host requires IPSec, 

the firewall performs IPSec processing and encapsulates the 

packet in an outer IP header. The source IP address of this 

5 outer IP header is this firewall and the destination 

address may be a firewall that forms the boundary to the 

other local network. This packet is now routed to the other 

host's firewall with intermediate routers examining only 

the outer IP header At the other host firewall, the outer 

10 IP header is stripped off and the inner packet is delivered 

to the other host. 

ESP in tunnel mode encrypts and optionally authenticates 

the entire inner IP packet, including the inner IP header 

AH in tunnel mode authenticates the entire inner IP packet, 

15 including the inner IP header, and selected portions of the 

outer IP header. 

The key management portion of IPSec involves the 

determination and distribution of secret keys. The default 

automated key management protocol for IPSec is referred to 

20 as ISAKMP/Oakley and consists of the Oakley key 

determination protocol and Internet Security Association 

and Key Management Protocol (ISAKMP). Internet key exchange 

(IKE) is a newer name for the ISAKMP/Oakley protocol. IKE 
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is based on the Diffie-Hellman algorithm and supports RSA 

signature authentication among other modes. IKE is an 

extensible protocol, and allows future and vendor-specific 

features to be added without compromising functionality. 

5 IPSec has been designed to provide confidentiality, 

integrity, and replay protection for IP packets. However, 

IPSec is intended to work with static network topology, 

where hosts are fixed to certain subnetworks. For instance, 

when an IPSec tunnel has been formed by using Internet Key 

10 Exchange (IKE) protocol, the tunnel endpoints are fixed and 

remain constant. If IPSec is used with a mobile host, the 

IKE key exchange will have to be redone from every new 

visited network. This is problematic, because IKE key 

exchanges involve computationally expensive Diffie-Hellman 

15 key exchange algorithm calculations and possibly RSA 

calculations. Furthermore, the key exchange requires at 

least three round trips (six messages) if using the IKE 

aggressive mode followed by IKE quick mode, and nine 

messages if using IKE main mode followed by IKE quick mode. 

20 This may be a big problem in high latency networks, such as 

General Packet Radio Service (GPRS) regardless of the 

computational expenses. 
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In this text, the term mobility and mobile terminal does 

not only mean physical mobility, instead the term mobility 

is in the first hand meant moving from one network to 

another, which can be performed by a physically fixed 

5 terminal as well. 

The problem with standard IPSec is thus that it has been 

designed for static connections. For instance, the end 

points of an IPSec tunnel mode SA are fixed. There is also 

no method for changing any of the parameters of an SA, 

10 other than by establishing a new SA that replaces the 

previous one. However, establishing SAs is costly in terms 

of both computation time and network latency. 

An example of a specific scenario where these problems 

occur is described next in order to illustrate the problem. 

15 In the scenario, there is a standard IPSec security 

gateway, which is used by a mobile terminal e.g. for remote 

access. The mobile terminal is mobile in the sense that it 

changes its network point of attachment frequently. A 

mobile terminal can in this text thus be physically fixed 

20 or mobile. Because it may be connected to networks 

administered by third parties, it may also have a point of 

attachment that uses private addresses-i.e., the network is 
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behind a router that performs network address translation 

(NAT). In addition, the networks used by the mobile 

terminal for access may be wireless, and may have poor 

quality of service in terms of throughput and e.g. packet 

5 drop rate. 

Standard IPSec does not work well in the scenario. Since 

IPSec connections are bound to fixed addresses, the mobile 

terminal must establish a new IPSec connection from each 

point of attachment. If an automated key exchange protocol, 

10 such as IKE, is used, setting up a new IPsec connection is 

costly in terms of computation and network latency, and may 

require a manual authentication phase (for instance, a one

time password). If IPSec connections are set up manually, 

there is considerable manual work involved in configuring 

15 the IPSec connection parameters. 

Standard IPSec does e.g. not work through NAT devices at 

the moment. A standard IPSec NAT traversal protocol is 

currently being specified, but the security gateway in the 

scenario might not support an IPSec protocol extended in 

20 this way. Furthermore, the current IPSec NAT traversal 

protocols are not well suited to mobility. 
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There are no provisions for improving quality of service 

over wireless links in the standard IPSec protocol. If the 

access network suffers from high packet drop rates, the 

applications running in the mobile host and a host that the 

5 mobile terminal is communicating with will suffer from 

packet drops. 

A known method of solving some of these problems is based 

on having an intermediate host between the mobile terminal 

and the IPSec security gateway. The intermediate host might 

10 be a Mobile IP home agent, that provides mobility for the 

connection between the mobile terminal and the home agent, 

while the connection from the mobile node to the security 

gateway is an ordinary IPSec connection. In this case, 

packets sent by an application in the mobile client are 

15 first processed by IPSec, and then by Mobile IP. 

In the general case, this implies both Mobile IP and IPSec 

header fields for packets exchanged by the mobile terminal 

and the home agent. The Mobile IP headers are removed by 

the home agent prior to delivering packets to the security 

20 gateway, and added when delivering packets to the mobile 

terminal. Because of the use of two tunnelling protocols 

(Mobile IP and IPSec tunnelling), the solution is referred 

to as "double tunnelling" in this document. 
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The above method solves the mobility problem, at the cost 

of adding extra headers to packets. This may have a 

significant impact on networks that have low throughput 

such as the General Packet Radio System (GPRS). 

5 Another known method is again to use an intermediate host 

between the mobile client and the IPSec security gateway. 

The intermediate host has an IPSec implementation that may 

support NAT traversal, and possibly some proprietary 

extensions for improving quality of service of the access 

10 network, for instance. 

The mobile host would now establish an IPSec connection 

between itself and the intermediate host, and would also 

establish an IPSec connection between itself and the IPSec 

security gateway. This solution is similar to the first 

15 known method, except that two IPSec tunnels are used. It 

solves a different set of problems-for instance, NAT 

traversal-but also adds packet size overhead because of 

double IPsec tunnelling. 

A third known method is to use a similar intermediate host 

20 as in the second known method, but establish an IPSec 

connection between the mobile terminal and the intermediate 

host, and another, separate IPSec connection between the 
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intermediate host and the security gateway. The IPSec 

connection between the mobile terminal and the intermediate 

host may support NAT traversal, for instance, while the 

second IPSec connection does not need to. 

5 When packets are sent by an application in the mobile 

terminal, the packets are IPSec-processed using the IPSec 

connection shared by the mobile terminal and the 

intermediate host. Upon receiving these packets, the 

intermediate host undoes the IPSec-processing. For 

10 instance, if the packet was encrypted, the intermediate 

host decrypts the packet. The original packet would now be 

revealed in plaintext to the intermediate host. After this, 

the intermediate host IPSec-processes the packet using the 

IPSec connection shared by the intermediate host and the 

15 security gateway, and forwards the packet to the security 

gateway. 

This solution allows the use of an IPSec implementation 

that support NAT traversal, and possibly a number of other 

(possibly vendor specific) improvements, addressing 

20 problems such as the access network quality of service 

variations. Regardless of these added features, the IPSec 

security gateway remains unaware of the improvements, and 

is not required to implement any of the protocols involved 
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in improving service. However, the solution has a major 

drawback: the IPsec packets are decrypted in the 

intermediate host, and thus possibly sensitive data is 

unprotected in the intermediate host. 

5 Consider a business scenario where a single intermediate 

host provides improved service to a number of separate 

customer networks, each having its own standard IPSec 

security gateway. Having decrypted packets of various 

customer networks in plaintext form in the intermediate 

10 host is clearly a major security problem. 

To summarise, the known solutions either employ extra 

tunnelling, causing extra packet size overhead, or use 

separate tunnels, causing potential security problems in 

the intermediate host(s) that terminate such tunnels. 

15 THE OBJECT OF THE INVENTION 

The object of the invention is to develop a method for 

forwarding secure messages between two computers, 

especially, via an intermediate computer by avoiding the 

above mentioned disadvantages. 
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Especially, the object of the invention is to forward 

secure messages in a way that enables changes to be made in 

the secure connection 

SUMMARY OF THE INVENTION 

5 The method and system of the invention enable secure 

forwarding of a message from a first computer to a second 

computer via an intermediate computer in a 

telecommunication network. It is mainly characterized in 

that a message is formed in the first computer or in a 

10 computer that is served by the first computer, and in the 

latter case, sending the message to the first computer. In 

the first computer, a secure message is then formed by 

giving the message a unique identity and a destination 

address. The message is sent from the first computer to the 

15 intermediate computer, whereafter said destination address 

and the unique identity are used to find an address to the 

second computer. The current destination address is 

substituted with the found address to the second computer, 

and the unique identity is substituted with another unique 

20 identity. Then the message is forwarded to the second 

computer. 
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The advantageous embodiments have the characteristics of 

the subelaims, 

Preferably, the first computer processes the formed message 

using a security protocol and encapsulates the message at 

5 least in an outer IP header. The outer IP header source 

address is the current address of the first computer, while 

the destination address is that of the intermediate 

computer. The message is then sent to the intermediate 

computer, which matches the outer IP header address fields 

10 together with a unique identifier used by the security 

protocol, and performs a translation of the outer addresses 

and the unique identity used by the security protocol. The 

translated packet is then sent to the second computer, 

which processes it using the standard security protocol in 

15 question. In the method of the invention, there is no extra 

encapsulation overhead as in the prior art methods. Also, 

the intermediate computer does not need to undo the 

security processing, e.g. decryption, and thus does not 

compromise security as in the prior art methods. 

20 Corresponding steps are performed when the messages are 

sent in the reverse direction, i.e. from the second 

computer to the first computer. 
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Preferably, the secure message is formed by making use of 

the IPSec protocols, whereby the secure message is formed 

by using an IPsec connection between the first computer and 

the intermediate computer. The message sent from the first 

5 computer contains message data, an inner IP header 

containing actual sender and receiver addresses, an outer 

IP header containing the addresses of the first computer 

and the intermediate computer, a unique identity, and other 

security parameters. The unique identity is one or more SPI 

10 values and the other security parameters contain e.g. the 

IPsec sequence number(s). The number of SPI values depends 

on the SA bundle size (e.g. ESP+AH bundle would have two 

SPI values). In the following, when an SA is referred to, 

the same applies to an SA bundle. The other related 

15 security parameters, containing e.g. the algorithm to be 

used, a traffic description, and the lifetime of the SA, 

are not sent on the wire. Only SPI and sequence number are 

sent for each IPsec processed header (one SPI and one 

sequence number if e.g. ESP only is used; two SPis and two 

20 sequence numbers if e.g. ESP+AH is used, etc.). 

Thus, the unsecured data packet message is formed by the 

sending computer, which may or may not be the first 

computer. The IP header of this packet has IP source and 
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destination address fields (among other things) . The packet 

is encapsulated e.g. wrapped inside a tunnel, and the 

resulting packet is secured. The secured packet has a new 

outer IP header, which contains another set of IP source 

5 and destination addresses (in the outer header-the inner 

header is untouched), i.e. there are two outer addresses 

(source and destination) and two inner addresses. The 

processed packet has a unique identity, the IPsec SPI 

value(s). 

10 An essential idea of the invention is to use the standard 

protocol (IPSec) between the intermediate computer and the 

second computer and an "enhanced IPSec protocol" between 

the first computer and the intermediate computer. IPsec

protected packets are translated by the intermediate 

15 computer, without undoing the IPsec processing. This avoids 

both the overhead of double tunneling and the security 

problem involved in using separate tunnels. 

The translation is performed e.g. by means of a translation 

table stored at the intermediate computer. The outer IP 

20 header address fields and/or the SPI-values are changed by 

the intermediate computer so that the message can be 

forwarded to the second computer. 
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By modifying the translation table and parameters 

associated to a given translation table entry, the 

properties of the connection between the first and the 

intermediate computers can be changed without establishing 

5 a new IPsec connection, or involving the second computer in 

any way. 

One example of a change in the SA between the first 

computer and the intermediate computer is the change of 

addresses for enabling mobility. This can be accomplished 

10 in the invention simply by modifying the translation table 

entry address fields. Signaling messages may be used to 

request such a change. Such signalling messages may be 

authenticated and/or encrypted, or sent in plaintext. One 

method of doing authentication and/or encryption is to use 

15 an IPsec connection between the first computer and the 

intermediate computer. The second computer is unaware of 

this IPsec connection, and does not need to participate in 

the signalling protocol in any way. Several other methods 

of signalling exist, for instance, the IKE key exchange 

20 protocol maybe extended to carry such signalling messages. 

In the signalling, e.g. a registration request is sent from 

the first computer to the intermediate computer which 

causes the intermediate computer to modify the addresses in 
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the mapping table and thus, the intermediate computer can 

identify the mobile next time a message is sent. 

Preferably, as a result of a registration request, a reply 

registration is sent from the intermediate computer back to 

5 the first computer. 

Other examples of possible modifications to the SA-or in 

general, the packet processing behaviour-between the first 

computer and the intermediate computer are the following. 

One example is the first computer and the intermediate 

10 computer performs some sort of retransmission protocol that 

ensures that the IPSec protected packets are not dropped in 

the route between the first and the intermediate computer. 

This may have useful applications when the first computer 

is connected using a network access method that has a high 

15 packet drop rate-for instance, GPRS. 

Such a protocol can be easily based on e.g. IPsec sequence 

number field and the replay protection window, which 

provide a way to detect that packet(s) have been lost. When 

a receiving host detects missing packets, it can send a 

20 request message for those particular packets. The request 

can of course be piggy-backed on an existing data packet 

that is being sent to the other host. Another method of 
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doing the retransmissions may be based on using an extra 

protocol inside which the IPSec packets are wrapped for 

transmission between the first and intermediate computer. 

In any case, the second computer remains unaware of such a 

5 retransmission protocol. 

Another example is performing a Network Address Translation 

(NAT) traversal encapsulation between the first and the 

intermediate computer. This method could be based on e.g. 

using UDP encapsulation for transmission of packets between 

10 the first and the intermediate computer. The second 

computer remains unaware about this processing and does not 

even need to support NAT traversal at all. This is 

beneficial because there are several existing IPSec 

products that have no support for NAT traversal. 

15 The system of the invention is a telecommunication network 

for secure forwarding of messages and comprises at least a 

first computer, a second computer and an intermediate 

computer. It is characterized in that the first and the 

second computers have means to perform IPSec processing, 

20 and the intermediate computer have means to perform IPSec 

translation and possibly key exchange protocol, such as 

IKE, translation, preferably by means of mapping tables. 

The intermediate computer may perform IPSec processing 
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related to other features, such as mobility signalling 

described above or other enhancements. 

The IPSec translation method is independent of the key 

exchange translation method. Also manual keying can be used 

5 instead of automatic keying. If automatic keying is used, 

any key exchange protocol can be modified for that purpose; 

however, the idea is to keep the second computer unaware of 

the interplay of the first and the intermediate computer. 

An automatic key exchange protocol may be used in the 

10 invention in several ways. The essential idea is that the 

second computer sees a standard key exchange protocol run, 

while the first and the intermediate computer perform a 

modified key exchange. The modified key exchange protocol 

used between the first and the intermediate computer 

15 ensures that the IPsec translation table and other 

parameters required by the invention are set up as a side

effect of the key exchange protocol. One such modified 

protocol is presented in the application for the IKE key 

exchange protocol. 

20 Each translation table consists of entries that are divided 

into two partitions. The first partition contains 

information fields related to the connection between the 
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first computer and the intermediate computer, while the 

second partition contains information fields related to the 

connection between the intermediate computer and the second 

computer. 

5 The translation occurs by identifying the translation table 

entry by comparing against one partition, and mapping into 

the other. For traffic that is flowing from the first 

computer towards the second computer, through the 

intermediate computer, the entry is found by comparing the 

10 received packet against entries in the first partition, and 

then translating said fields using information found in the 

second partition of the same entry. For traffic flowing in 

the opposite direction, the second partition is used for 

finding the proper translation table entry, and the first 

15 partition for translating the packet fields. 

The IPSec translation table partitions consist of the 

following information: the IP local address and the IP 

remote address (tunnel endpoint addresses) and SPis for 

sending and receiving data. 

20 As mentioned, a translation table entry consists of two 

such partitions, one for communication between first 

computer and the intermediate computer, and another for 
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communication between the intermediate computer and the 

second computer. 

The invention described solves the above problems of prior 

art. The solution is based on giving the first computer, 

5 e.g. if it is mobile, an appearance of a standard computer 

for the second computer. Thus, the second computer will 

believe it is talking to a standard IPSec host, while the 

intermediate computer and the second computer will work 

together using a modified protocol, for instance a slightly 

10 modified IPSec and IKE that helps to accomplish this goal. 

There are, however, several other control protocols that 

could conceivably be used between the first and the 

intermediate computer. 

In the following, the invention is described more in detail 

15 by using figures by means of some embodiment examples to 

carry out the invention. The invention is not restricted to 

the details of the figures and accompanying text, or any 

existing protocols, such as the currently standardised 

IPSec or IKE. 

20 Especially, the invention can be concerned with other kinds 

of telecommunication networks wherein the method of the 

invention can be applied than that of the figures. 
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FIGURES 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates an example of a telecommunication 

network of the invention. 

5 FIG. 2 describes generally an example of the method of the 

invention. 

FIG. 3 illustrates an example of an IPSec translation table 

used by the intermediate computer to change the outer IP 

address and SPI value. 

10 FIG. 4 describes a detailed example of how the SA is formed 

in the invention. 

FIG. 5 illustrates an example of translation tables for the 

modified key exchange of the invention. 

FIG. 6 shows a mapping table for identification values of 

15 the user Security Gateway (SGW) addresses. 

DETAILED DESCRIPTION OF THE INVENTION 

An example of a telecommunication network of the invention 

is illustrated in FIG. 1, comprising a first computer, here 

a client computer 1 served by an intermediate computer, 
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here as a server 2, and a host computer 4, that is served 

by the second computer, here a security gateway (SGW) 3. 

The security gateway supports the standard IPSec protocol 

and optionally the IKE key exchange protocol. The client 

5 computer and the server computer support a modified IPSec 

and IKE protocol. 

The invention is not restricted to the topology of FIG. 1. 

In other embodiments, the first computer may e.g. be a 

router; or there might e.g. not be a host behind the second 

10 computer (in which case the first and the second computer 

are talking to each other directly), etc. 

The IPSec translations taking place in the scenario of 

FIGS. 1, 2, and 3 are discussed first. The IPSec 

connections (such as SAs) in the scenario may be 

15 established manually, or using some key exchange protocol, 

such as the Internet Key Exchange (IKE). To illustrate how 

a key exchange protocol would be used in the scenario of 

FIG. 1, a modified IKE protocol based on IKE translation is 

also presented later. 

20 In the invention, an IPSec connection is shared by the 

first computer and the second computer, while the 

intermediate computer holds information required to perform 
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address and IPSec SPI translations for the packets. These 

translations accomplish the effect of "double tunnelling" 

(described in the technical background section), but with 

the method of the invention the confidentiality of the 

5 packets is not compromised, while simultaneously having no 

extra overhead when compared to standard IPSec. The 

intermediate computer does not know the cryptographic keys 

used to encrypt and/or authenticate the packets, and can 

thus not reveal their contents. 

10 The advantage of the invention is that the logical IPSec 

connection shared by the first and the second computer can 

be enhanced by the first and the intermediate computer 

without involvement of the second computer. In particular 

the so-called "ingress filtering" performed by some routers 

15 does not pose any problems when translations of addresses 

are used. In the example presented, each host also manages 

its own IPSec SPI space independently. 

In the example of FIG. 1, an IPSec connection is formed 

between the client computer 1 (the first computer) and the 

20 security gateway 3 (the second computer). To create an 

IPSec tunnel, a SA (or usually a SA bundle) is formed 

between the respective computers with a preceding key 

exchange. The key exchange between the first and the second 
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computer can take place manually or it can be performed 

with an automatic key exchange protocol such as the IKE 

protocol. For performing said key exchange, a standard IKE 

protocol is used between the server 2 and the security 

5 gateway 3, and a modified IKE protocol is used between the 

client computer 1 and the server 2. An example of a 

modified IKE protocol that can be used in the invention is 

described in connection with FIG. 4. 

Messages to be sent to the host terminal 4 from the client 

10 computer 1 are first sent to the server 2, wherein an IPSec 

translation and an IKE translation takes place. After that 

the message can be sent to the security gateway 3, which 

sends the message further in plain text to the host 

terminal 4. 

15 The method of the invention, wherein messages in packet 

form are sent by routing to the end destination, is 

generally described in connection with FIG. 2. It is 

assumed in the following description that the IPSec 

connection between the first and second computer already is 

20 formed. The IPSec connection can be set up manually or 

automatically by e.g. an IKE exchange protocol which is 

described later. 
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FIG. 2 illustrates the sequence of events that take place 

when the first computer, corresponding to the mobile 

terminal in FIG. 1, sends a packet to a destination host, 

labelled X in the figure, and when the host X sends a 

5 packet to the mobile terminal. 

IP packets consist of different parts, such as a data 

payload and protocol headers. The protocol headers in turn 

consist of fields. 

In step 1 of FIG. 2, the first computer, e.g. a mobile 

10 terminal, forms an IP packet that is to be sent to host X. 

Typically, this packet is created by an application running 

on the mobile terminal. The IP packet source address is the 

address of the mobile terminal, while the destination 

address is host X. 

15 The packet is processed using an IPSec tunnel mode SA, 

which encapsulates the IP packet securely. The example 

assumes that IPSec encryption and/or authentication of ESP 

type is used for processing the-packet, although the 

invention is not limited to the use of only ESP; instead, 

20 an arbitrary IPsec connection may be used. 

In said processing, a new IP header is constructed for the 

packet, with so-called outer IP addresses. The outer source 
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address of the packet can be the same as the inner IP 

address-i.e., the address of the mobile terminal-but can be 

different, if the mobile terminal is visiting a network. 

The outer source address corresponds to the care of address 

5 obtained by the mobile terminal from the visited network, 

in this case. The outer destination address is the address 

of the intermediate computer. In addition to the new IP 

header, an ESP header is added, when using IPSec ESP mode. 

The SPI field of the ESP header added by the IPSec 

10 processing is set to the SPI value that the intermediate 

computer uses for receiving packets from the mobile 

terminal. In general, there may be more than one SPI field 

in a packet. 

The processing of packets in the intermediate computer is 

15 based on a translation table i.e. an IPSec translation 

table shown in FIG. 3. The table has been divided into two 

partitions. The left one, identified by the prefix "c-", 

refers to the network connection between the first computer 

(host 1 in FIG. 1) and the intermediate computer (host 2 in 

20 FIG. 1). The right one, identified by the prefix "s-", 

refers to the network connection between the intermediate 

computer and the second computer (computer 3 in FIG. 1). 

The postfix number ("-1", "-2", or "-3") identifies the 
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host in question. Thus, the address fields ("addr") refer 

to outer addresses of a packet, while the SPI fields 

("SPI") refer to the receiver of packets, which packets 

were sent with this SPI. Thus, "c-SPI-2" is the SPI value 

5 used by host 2 (the intermediate computer) when receiving 

packets from host 1 (the first computer), and the SPI-value 

"c-SPI-1" is the SPI-value with which the first computer 

receives messages and the SPI-value with which the 

intermediate computer sends messages to the first computer 

10 and so on. 

In terms of FIG. 3, the outer source address would be "c

addr-1" (195.1.2.3), the outer destination address "c-addr-

2" (212.90.65.1), while the SPI field would be "c-SPI-2" 

(Ox12341234). The notation OxNNNNNNNN indicates a 32-bit 

15 unsigned integer value, encoded using a hexadecimal 

notation (base 16) . The inner source address is processed 

by IPSec in the first computer, and would typically be 

encrypted. In this example, the inner source address would 

be the static address of the mobile terminal, e.g. 

2 0 1 0 . 0 . 0 . 1 . 

When the intermediate computer receives the packet sent in 

step 1 described above, it performs an address and SPI 

translation, ensuring that the security gateway (host 3 of 
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FIG. 1) can accept the packet. Most of the packet is 

secured using IPSec, and since the intermediate computer 

does not have the cryptographic keys to undo the IPSec 

processing done by the mobile terminal, it cannot decrypt 

5 any encrypted portions of the packet but is able to use the 

outer IP addresses and the incoming SPI value to determine 

how to modify the outer address and the SPI to suite the 

second computer, which is the next destination. SPI is now 

changed to Ox56785678 in the intermediate computer and the 

10 address is changed to the address of the second computer. 

This is done by means of the IPSec translation table of 

FIG. 3. 

The first row of FIG. 3 is a row that the intermediate 

computer has found that matches the packet in the example, 

15 and thus the intermediate computer chooses it for 

translation. The new outer source address s-addr-2 

(212.90.65.1) is substituted for the outer source address 

c-addr-1 (195.1.2.3), and the new outer destination address 

s-addr-3 (103.6.5.4) is substituted for the outer 

20 destination address c-addr-2 (212.90.65.1). The new SPI 

value, s-SPI-3 (Ox56785678), is substituted for the SPI 

value c-SPI-2 (Ox12341234). If more than one SPI values are 

used, all the SPI values are substituted similarly. In the 
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example, s-addr-2 and c-addr-2 happen to be the same on 

both partitions of the table. This is not necessarily so 

but the intermediate computer might use another address for 

sending. 

5 In step 2 of FIG. 2, the translated packet is sent further 

to the second computer. The inner IP packet has not been 

modified after that the first computer sent the packet. The 

second computer processes the packet using standard IPSec 

algorithms. The security gateway (the second computer) can 

10 e.g. decipher and/or check the authenticity of the packet, 

then remove the IPSec tunnelling, and forward the original 

packet towards the destination host, X. Thus, the entire 

original packet was unaffected by the translation as the IP 

header, and thus the address fields, was covered by IPSec. 

15 After uncovering the original packet from the IPsec tunnel, 

the second computer makes a routing decision based on the 

IP header of the original packet. In the example, the IP 

destination address is X (host X in FIG. 2), and thus the 

second computer delivers the packet either directly to X, 

20 or to the next hop router. 

In step 3 of FIG. 2, the packet is sent from the second 

computer (corresponding to SGW in FIG. 1) to host X, having 
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now only the original source IP address 10.0.0.1 and the 

original destination IP address X in the IP header. Thus, 

in step 3, host X receives the packet sent by the second 

computer. Usually, an application process running on host X 

5 would generate some return traffic. This would cause an IP 

packet to be generated and sent to the second computer. 

If a packet is sent back from host X to the first computer 

(corresponding to the client computer in FIG. 1), steps 

analogous to steps 1-3 are performed. The packet is thus 

10 first sent to the second computer, with the source IP 

address being X and the destination IP address being 

10.0.0.1, in step 4. The generated packet is then received 

by the second computer. The IPSec policy of the second 

computer requires that the packet be IPSec-processed using 

15 a tunnel mode IPSec SA. This processing is similar to the 

one in steps 1 and 2. A new, outer IP header is added to 

the packet in the second computer, after which the 

resulting packet is secured using the IPSec SA. The outer 

IP source address is set to s-addr-3 (103.6.5.4) while the 

20 outer IP destination address is set to s-addr-2 

(212.90.65.1). The SPI field is set to s-SPI-2 

(Oxc1230012). In step 5, the resulting packet is sent to 

the address indicated by the new outer IP destination 
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address, s-addr-2, the intermediate computer. The 

intermediate computer receives the packet and performs a 

similar address and SPI translation. 

The inner addresses are still the same, and are not 

5 modified by the intermediate computer. Since the packet 

intended to be sent to the first computer, the new, 

translated outer destination IP address indicate the 

address of the first computer. 

The resulting packet is sent to the first computer in step 

10 6. 

As a result of step 6, the packet is received by the first 

computer. The IPSec processing is undone, i.e. decryption 

and/or authentication is performed, and the original packet 

is uncovered from the IPSec tunnel. The original packet is 

15 then delivered to the application running on the first 

computer. In case the first computer acts as a router, the 

packet may be delivered to a host in a subnet for which the 

first computer acts as a router. 

The first computer may be a mobile terminal, the outer 

20 address of which changes from time to time. The translation 

table is then modified using some form of signalling 

messages, as described in the summary section. Upon 
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receiving a request for modifying a translation, the 

intermediate computer updates the related translation table 

entry to match the new information supplied by the first 

computer. The operation of the protocol then proceeds as 

5 discussed above. 

The above discussion is a limited example for illustration 

purposes. In other embodiments e.g. more than one SA for 

the connection-for instance, ESP followed by AH, can be 

used. This introduces two SPI values that must be 

10 translated. More than two is also, of course, possible. 

Furthermore, the example was considered for IPsec ESP only. 

The changes required for an embodiment in which AH (or 

ESP+AH) is used, are discussed next. 

Changes for Using AH: 

15 If the Authentication Header (AH) IPSec security transform 

is to be used, there are more considerations than in the 

previous example. In particular, modifications of the 

packet fields-even the outer IP header-are detected if AH 

is used. Thus, the following nominal processing is required 

20 by the first computer. The second computer performs 

standard IPSec processing also in this case. 
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In step 1, when sending a packet, the first computer must 

perform IPsec processing using the SPI values and addresses 

used in the connection between the intermediate computer 

and the second computer. For instance, the SPI value would 

5 be s-SPI-3, the outer source address s-addr-2, and the 

outer destination address s-addr-3. The AH integrity check 

value (ICV) must be computed using these values. ICV is a 

value, which authenticates most of the fields of the 

packet. In practice, all fields that are never modified by 

10 routers are authenticated. 

After computing the AH integrity check value, the outer 

addresses and the SPI value are replaced with the values 

used between the first computer and the intermediate 

computer: c-addr-1 for the outer source address, c-addr-2 

15 for the outer destination address, and c-SPI-2 for the SPI. 

In step 2, the intermediate computer performs the address 

and SPI translations as in the example with ESP described 

above. The resulting packet is identical to the one used by 

the first computer for the AH integrity check value 

20 calculation, except possibly for fields not covered by AH 

(such as the Time-To-Live field, the header checksum, etc) 

Thus, the AH integrity check value is now correct. 
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In step 3, the second computer performs standard IPSec 

processing of AH. The packet, which now is uncovered from 

the tunnel is sent to the host X. As in the previous 

example, an application in host X usually generates a 

5 return packet that is to be sent to the first computer. 

This packet is sent to the second computer in step 4. 

Upon receiving the packet, the processing of the second 

computer are the same as in the example with ESP. The 

second computer computes an AH integrity check value of the 

10 tunneled packet it is sending to the mobile terminal. The 

integrity check value is computed against the outer source 

address of s-addr-3, outer destination address of s-addr-2, 

and the SPI value of s-SPI-2. 

In step 5, when the intermediate computer receives the 

15 packet, it performs ordinary translation of the packet. The 

new outer source address is c-addr-2, the outer destination 

address is c-addr-1, and the SPI value is c-SPI-1. At this 

point the AH integrity check value is incorrect, which was 

caused by the translations. 

20 When the mobile terminal receives the packet, it performs a 

translation of the current outer addresses and the SPI 

field for the original ones used by the second computer: s-
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addr-3 for the outer source address, s-addr-2 for the outer 

destination address, and s-SPI-2 for the SPI value. This 

reproduces the packet originally sent by the second 

computer, except possibly for fields not covered by AH. 

5 This operation restores the AH integrity check value to its 

original, correct value. The AH integrity check is then 

performed against these fields. 

Key Exchange Considerations 

The above example discussed the "steady state" IPSec 

10 translations performed by the intermediate computer. The 

IPSec SAs and the IPSec translation table entries may be 

set up manually, or using some automated protocol, such as 

the Internet Key Exchange (IKE) protocol. 

Because the security gateway (the second computer) is a 

15 standard IPSec host, it implements some standard key 

exchange protocol, such as IKE. The first computer and the 

intermediate computer may use some modified version of IKE, 

or any other suitable automatic key exchange protocol. 

The key exchange must appear as a standard key exchange 

20 according to the key exchange protocol supported by the 

security gateway (the second computer), such as IKE. Also, 

the overall key exchange performed by the first, 
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intermediate, and second computer must establish not only 

cryptographic keys, but also the IPSec translation table 

entries. The overall key exchange protocol should not 

reveal the IPSec cryptographic keys to the intermediate 

5 computer to avoid even the potential for security problems. 

In the following, an example of a modified IKE protocol is 

presented to outline the functionality of such a protocol 

in the context of the invention. The protocol provides the 

functionality described above. In particular, the 

10 intermediate computer has no knowledge of the IPSec 

cryptographic keys established. The protocol is presented 

on a general level to simplify the presentation. 

The automatic IKE protocol is used prior to other protocols 

to provide strongly authenticated cryptographic session 

15 keys for the IPSec protocols ESP and AH. IKE performs the 

following functions: (1) security policy negotiation (what 

algorithms shall be used, lifetimes etc.), (2) a Diffie

Hellman key exchange, and (3) strong user/host 

authentication (usually using either RSA-based signatures 

20 or pre-shared authentication keys). IKE is divided into two 

phases: phase 1 and phase 2. Phase 1 negotiates and 

establishes cryptographic keys for internal use of the IKE 

protocol itself, and also performs the strong user or host 
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authentication. Phase 2 negotiates and establishes 

cryptographic keys for IPSec. If IPSec tunnel mode is used, 

phase 2 also negotiates the kind of traffic that may be 

sent using the tunnel (so-called traffic selectors). 

5 The IKE framework supports several "sub-protocols" for 

phase 1 and phase 2. The required ones are "main mode" for 

phase 1, and "quick mode" for phase 2. These are used as 

illustrations, but the invention is not limited to these 

sub-protocols of IKE. 

10 For the security gateway (second computer), the IKE session 

seems to be coming from the address s-addr-2 in FIG. 3. 

Since there may be any number of mobile terminals served by 

the intermediate computer, the intermediate computer should 

either (1) manage a pool of addresses to be used for the s-

15 addr-2 translation table address, thus providing each user 

with a separate "surrogate address", or (2) use the same 

address (or a limited set of addresses), and ensure that 

the mobile terminals are identified using some other means 

than their IP address (IKE provides for such identification 

20 types, so this is not a problem). 

The modified IKE protocol specified is analogous to the 

IPSec translation table approach. However, instead of SPis, 
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the so-called IKE cookies are used as translation indices 

instead. IKE cookies are essentially IKE session 

identifiers, and are thus analogous to the IPSec SPI 

values, which is another form of a session or context 

5 identifier. There are two cookies: the initiator cookie, 

chosen by the host that initiates the IKE session, and the 

responder cookie, chosen by the host that responds to a 

session initiation. 

The essential features of the protocol are (1) that it 

10 appears to be an entirely ordinary IKE key exchange for the 

security gateway, (2) that the IPsec translation table 

entry is formed by the intermediate computer during the 

execution of the protocol, (3) that the first computer 

obtains all the necessary information for its packet 

15 processing, and (4) that the intermediate computer does not 

obtain the IPsec cryptographic session keys. 

The overall steps of the protocol are: 

o 1. The first computer initiates the key exchange 

20 protocol by sending a message to the intermediate 

computer. This message is essentially the IKE 
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main mode initiation message, with some 

modifications required for this application. 

o 2. The intermediate computer determines which 

security gateway (second computer) to forward 

this IKE session to, and also establishes a 

preliminary IKE translation table entry based on 

the information available from the message. 

o 3. The security gateway (the second computer) 

replies to the IKE main mode initiation message. 

o 4. The intermediate computer completes the IKE 

mapping based on the reply message. 

o 5. The modified IKE protocol run continues 

through IKE main mode (the phase 1 exchange), 

which is followed by quick mode (the phase 2 

exchange) . Extensions of standard IKE messages 

are used between the first computer and the 

intermediate computer to accomplish the extra 

goals required by this modified IKE protocol. 

In FIG. 4, the IKE session is described message by message. 

20 The following text indicates the contents of each message, 

and how they are processed by the various hosts. There are 

six main mode messages in the protocol, named mml, mm2, 
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. , mm6, and three quick mode messages, named qml, qm2, and 

qm3. 

FIG. 5 illustrates the IKE translation table entry related 

to the modified IKE key exchange being performed. The 

5 bolded entries in each step are added or changed in that 

step as a result of the processing described in the text. 

The IKE translation table partition for the connection 

between the first computer and the intermediate computer is 

as follows (the field name in FIG. 5 is given in 

10 parentheses): 

Local and remote IP address (c-addr-1, c-addr-2) 

Initiator and responder cookie (c-icky, c-rcky) 

IKE identification of the first computer (c-userid, e.g. 

joe@netseal.com) 

15 The IKE translation table partition for the connection 

between the intermediate computer and the second computer 

is as follows (the field name in FIG. 5 is given in 

parentheses): 

Local and remote IP address (s-addr-2, s-addr-3) 

20 Initiator cookie and responder cookie (s-icky, s-rcky) 
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In addition to these entries, other data may be kept by the 

intermediate computer and/or the first computer. 

The key exchange is initiated by generating an initiator 

cookie and sending a zero responder cookie to the second 

5 computer. A responder cookie is generated in the second 

computer and a mapping between IP addresses and IKE cookie 

values in the intermediate computer is established. A 

translation table to modify IKE packets in flight by 

modifying the external IP addresses and possibly IKE 

10 cookies of the IKE packets is used. 

Either the modified IKE protocol between the first computer 

and the intermediate computer is modified such that the IKE 

keys are transmitted from the first computer to the 

intermediate computer for decryption and modification of 

15 IKE packets or, alternatively, the modified IKE protocol 

between the first computer and the intermediate computer is 

modified such that the IKE keys are not transmitted from 

the first computer to the intermediate computer for 

decryption and modification of IKE packets, and the 

20 modification of IKE packets is done by the first computer 

with the intermediate computer requesting such 

modifications. The latter alternative is discussed in the 
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example that follows, since it is more secure than the 

first alternative. 

Extra information, such as user information and SPI change 

requests, to be sent between the first and the intermediate 

5 computer, is sent by appending the extra information to the 

standard IKE messages. The IKE standard has message 

encoding rules that indicate a definite length, thus the 

added extra information can be separated from the IKE 

message itself. The extra information fields are preferably 

10 encrypted and authenticated, for instance by using a secret 

shared by the first computer and the intermediate computer. 

The details of this process are not relevant to the 

invention. 

The extra information slot in each IKE message is called 

15 the message "tail" in the following. 

IKE messages consist of an IKE header, which includes the 

cookie fields and message ID field, and of a list of 

payloads. A payload has a type, and associated information. 

FIG. 4 considers an example of the routing of packets 

20 according to the invention considering IPSec security 

association set-up for distribution of keys. As in the 

foregoing FIG. 2, the session begins with sending a packet 
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from the client (first computer) to the server 

(intermediate computer). 

The key exchange is initiated by the first computer. Thus, 

in step 1 of FIG. 4, the first computer constructs mm1. The 

5 IP header of the message contains the following values: 

o IP source address: 195.1.2.3 (c-addr-1) 

o IP destination address: 212.90.65.1 (c-addr-2) 

The IKE header contains the following values (step 1 in 

10 Figure X): 

o Initiator cookie: CKY1 (c-icky) 

o Responder cookie: 0 (c-rcky) 

o Message ID: 0 

15 The message contains the following payloads: 

o A Security Association (SA) payload, which 

contains the IKE phase 1 security policy offers 

from the first computer. 
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o The message may contain additional payloads, such 

as Vendor Identification (VID) payloads, 

certificate requests/responses, etc. 

o A VID payload can be used to indicate that the 

5 first computer supports the protocol described 

here. 

The message tail contains the following information: 

o User identification type and value-the c-userid 

10 field. These are used by the intermediate 

computer to choose a security gateway to forward 

this session to. The identification type may be 

any of the IKE types, but additional types can be 

defined. An alternative to this field is to 

15 directly indicate the security gateway for 

forwarding. There are other alternatives as well, 

but these are not essential to the invention. 

In step 2, the mml is received by the intermediate 

computer. The intermediate computer examines the message, 

20 and forms the preliminary IKE translation table entry. FIG. 

5, step 1 illustrates the contents of this preliminary 

entry. The c-userid field is sent in the mml tail. 
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The intermediate computer then determines which security 

gateway to forward this IKE session to. The determination 

may be based on any available information, static 

configuration, load balancing, or availability 

5 requirements. The presented, simple method is to use the 

identification information in the mml tail to look up the 

first matching identification type and value from a table. 

An example of such a table is presented in FIG. 6. 

The identification mapping table of FIG. 6, is one method 

10 for choosing a security gateway that matches the incoming 

mobile terminal. The identification table would in this 

example be an ordered list of identification type/value 

entries, that match to a given security gateway address. 

When the incoming mobile terminal identification matches 

15 the identification in the table, the corresponding security 

gateway is used. For instance, john.smith@netseal.com would 

match the first row of the table, i.e., the security 

gateway 123.1.2.3, while joe@netseal.com matches the second 

row, i.e., the security gateway 103.6.5.4. The 

20 identification types include any identification types 

defined for the IKE protocol, and may contain other types 

as well, such as employee numbers, etc. 
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Other methods of determining the security gateway to be 

used may be employed. One such method is for the mobile 

terminal to directly indicate a given security gateway to 

be used. The mobile terminal may also indicate a group of 

5 security gateways, one of which is used. The exact details 

are not relevant to the invention. 

In addition to determining the security gateway address, 

the intermediate computer determines which address its for 

communication between itself and the second computer. The 

10 same address as is used for the communication between the 

first and the intermediate computer may be used, but a new 

address may also be used. The address can be determined 

using a table similar to the one in FIG. 6, or the table of 

FIG. 6 may be extended to include this address. 

15 The intermediate computer then generates its own initiator 

cookie. This is done to keep the two session identifier 

spaces entirely separate, although the same initiator 

cookie may be passed as is. 

After these determinations, the preliminary translation 

20 table entry is modified. FIG. 5, step 2 illustrates the 

contents of the entry at this point. 
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The original IP header fields are modified as follows (step 

2 in FIG. 4) : 

o IP source address: 212.90.65.1 (s-addr-2) 

o IP destination address: 103.6.5.4 (s-addr-3) 

The IKE header is modified as follows: 

o Initiator cookie: CKY2 (s-icky) 

o Responder cookie: 0 (s-rcky) 

o Message ID: 0 

The message tail is removed. The VID payload that 

identifies support for this modified protocol is also 

removed. The mml is then forwarded to the second computer. 

In step 3, the second computer responds with mm2. The IP 

15 header of the message contains the following values (step 3 

in FIG. 4): 

o IP source address: 103.6.5.4 (s-addr-3) 

o IP destination address: 212.90.65.1 (s-addr-2) 
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The IKE header contains the following values: 

o Initiator cookie: CKY2 (s-icky) 

o Responder cookie: CKY3 (s-rcky) 

o Message ID: 0 

The message contains the following payloads: 

o Security Association (SA) payload. This is a 

reply to the offer by the first computer, and 

indicates which security configuration is 

acceptable for the second computer (this scenario 

assumes success, so the case of an error reply is 

not considered) . 

o Possibly optional IKE payloads, such as VID 

15 payloads, certificate requests/replies, etc. 

There is no message tail. 

In step 4, the mm2 is received by the intermediate 

computer. The intermediate computer updates its IKE 

translation table based on the received message. Step 3 in 
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FIG. 5 illustrates the contents of the translation table 

entry at this point. 

The intermediate computer generates its own responder 

cookie, CKY4, and updates the translation table yet again. 

5 Step 4 in FIG. 5 illustrates the entry at this point. After 

this step, the translation table entry is complete, and the 

address and cookie translations are performed as in steps 

1-4 for the following messages. 

The translated message contains the following IP header 

10 fields (FIG. 4, step 4) 

o IP source address: 212.90.65.1 (c-addr-2) 

o IP destination address: 195.1.2.3 (c-addr-1) 

The translated IKE header contains the following fields: 

15 

o Initiator cookie: CKY1 (c-icky) 

o Responder cookie: CKY4 (c-rcky) 

The message contains the following payloads: 
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o The SA payload sent by the second computer. 

o Any optional payloads sent by the second 

computer. 

o A VID payload may be added to indicate support of 

5 this modified protocol to the first computer. 

A message tail is added, and contains the following 

information: 

o Address and/or identification information of the 

10 chosen security gateway (the second computer). 

This information can be used by the client to 

choose proper authentication information, such as 

RSA keys. 

The message is then forwarded to the first computer. 

15 In step 5, the first computer constructs mm3. The message 

contains the following payloads: 

20 

o A Key Exchange (KE) payload, that contains 

Diffie-Hellman key exchange data of the first 

computer. 
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o A Nonce (NONCE) payload, that contains a random 

number chosen by the first computer. 

o Possibly optional IKE payloads. 

The message is sent to the intermediate computer. 

5 In step 6, the mm3 is forwarded to the second computer. The 

contents of the message are not changed, only the IP header 

addresses and the IKE cookies, in the manner described in 

steps 1-4. 

In step 7, the second computer receives mm3 and responds 

10 with mm4. The message contains the following payloads: 

15 

o A Key Exchange (KE) payload, that contains 

Diffie-Hellman key exchange data of the second 

computer. 

o A Nonce (NONCE) payload, that contains a random 

number chosen by the second computer. 

o Possibly optional IKE payloads. 

In step 8, the mm4 is forwarded to the first computer. 

In step 9, the first computer constructs mmS, which is the 

20 first encrypted message in the session. All subsequent 
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messages are encrypted using the IKE session keys 

established from the previous Diffie-Hellman key exchange 

(the messages mm3 and mm4) by means of hash operations, as 

described in the IKE specification. Note that the 

5 intermediate computer does not possess these keys, and can 

thus not examine the contents of any subsequent IKE 

messages. In fact, the intermediate computer has no 

advantage compared to a hostile attacker if it attempts to 

decipher the IKE traffic. Instead, the intermediate 

10 computer indirectly modifies some fields in the IKE 

messages by sending a modification request in the IKE 

message tail to the first computer, which does the 

requested modifications before IKE encryption processing. 

15 

20 

The message contains the following payloads: 

o An Identification (ID) payload, that identifies 

the first computer to the second computer. This 

identification may be the same as the 

identification sent in the mml tail, but may 

differ from that. These two identifications serve 

different purposes: the mml tail identification 

(c-userid) is used to select a security gateway 
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for IKE session forwarding (the second computer), 

while the ID payload in this message is used by 

the second computer for IKE authentication 

purposes, for instance, to select proper RSA 

5 authentication keys. 

10 

o A Signature (SIG) or Hash (HASH) payload, that 

serves as an authenticator. A signature payload 

is used if RSA- or DSS-based authentication is 

used, while a hash payload is used for pre-shared 

key authentication. There are other 

authentication methods in IKE, and IKE can also 

be extended with new authentication methods. 

These are not essential to the invention, and the 

following text assumes RSA authentication (i.e., 

15 use of the signature payload) . 

o Possibly optional IKE payloads. 

The message tail contains the-following information: 

o The SPI value that the first computer wants to 

20 use for receiving IPsec-protected messages from 

the intermediate computer, i.e., the c-SPI-1 

value of the IPsec translation table in FIG. 3. 
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More than one SPI value could be transmitted 

here, but for simplicity, the following 

discussion assumes that only a single SPI is 

necessary (i.e. only one SA is applied for IPsec 

traffic processing) . Extending the scheme to 

multiple SPis is straightforward. 

In step 10, the mmS is forwarded to the second computer. 

The intermediate computer removes the message tail, and 

performs the IKE translation discussed previously, and then 

10 forwards the message to the second computer. 

In step 11, the second computer receives the mmS message, 

and authenticates the user (or the host, depending on what 

identification type is used) . Assuming that the 

authentication succeeds, the second computer proceeds to 

15 authenticate itself to the first computer. 

20 

The mm6 message contains the following payloads: 

o An Identification (ID) payload, that identifies 

the second computer to the first computer. 

o A Signature (SIG) payload (here RSA 

authentication is assumed) 
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o Possibly optional IKE payloads. 

In step 12, the mm6 is received by the intermediate 

computer. The intermediate computer does not change the 

message itself, but adds a tail with the following 

5 information: 

10 

15 

o The SPI value that the intermediate computer 

wants the first computer to offer to the second 

computer in the qm1 message. Since the 

intermediate computer cannot access the contents 

of the IKE messages, this modification request is 

made using the message tail (see the discussion 

of step 9) . The SPI value sent matches the s-SPI-

2 field of the IPsec translation table of FIG. 3. 

o The SPI value that the intermediate computer 

wants the first computer to use for messages sent 

to itself. This matches the c-SPI-2 field of the 

IPsec translation table of FIG. 3. 

The resulting message is forwarded to the first computer. 

20 In step 13, the first computer constructs qm1, which 

contains the following IKE payloads: 
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o A Hash (HASH) payload, that serves as an 

authenticator of the message. 

o A Security Association (SA) payload, which 

contains the IKE phase 2 security policy offers 

from the first computer, i.e., the IPsec security 

policy offers. The SA payload contains the SPI 

value assigned to the first computer in the mm6 

message, i.e., s-SPI-2 in FIG. 3. 

o Optionally, a Key Exchange (KE) payload, if a new 

Diffie-Hellman key exchange is to be performed in 

phase 2 (this depends on the contents of the SA 

payload) 

o A Nonce (NONCE) payload, which contains a random 

15 value chosen by the first computer. 

20 

o Optionally, two Identification (ID) payloads that 

indicate the IPsec traffic selectors that the 

first computer proposes for an IPsec tunnel mode 

SA. If IPsec transport mode is used, these are 

not necessary, but they may still be used. They 

may also be omitted if IPsec tunnel mode is used. 

The IKE header is the same as previously, except that the 

Message ID field now contains a non-zero 32-bit value, that 
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serves as a phase 2 session identifier. This identifier 

remains constant for the entire quick mode exchange. 

The message is sent to the intermediate computer. 

In step 14, the intermediate computer forwards the qm1 

5 message to the second computer. 

In step 15, the second computer inspects the security 

policy offers and other information contained in the qm1 

message, and determines which security policy offer matches 

its own security policy (the case when no security policies 

10 match results in an error notification message). 

15 

20 

The second computer responds with qm2 message that contains 

the following payloads: 

o A Hash (HASH) payload, that serves as an 

authenticator of the message. 

o A Security Association (SA) payload, which 

indicates the security policy offer chosen by the 

second computer. The message also contains the 

SPI value that the second computer wants to use 

when receiving IPsec-protected messages. The SPI 
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value matches s-SPI-3 of the IPsec translation 

table in FIG. 3. 

o Optionally, a Key Exchange (KE) payload, if a new 

Diffie-Hellman key exchange is to be performed in 

phase 2. 

o A Nonce (NONCE) payload, which contains a random 

value chosen by the second computer. 

o If Identification (ID) payloads were sent by the 

first computer, the second computer also sends 

Identification payloads. 

In step 16, the intermediate computer forwards the qm2 

message to the first computer. 

In step 17, the first computer constructs qm3 message, 

which contains the following payloads: 

o A Hash (HASH) payload, that serves as an 

authenticator of the message. 

The following information is sent in the message tail: 
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o The SPI value sent by the second computer in the 

qm2 message. This is sent here, because the 

intermediate computer cannot decrypt the qm2 

message and look up the SPI from there. The SPI 

value matches s-SPI-3 of the IPsec translation 

table in FIG. 3. 

In step 18, the intermediate computer receives the qm3 and 

reads the s-SPI-3 value from the message tail. All the 

information required to construct the IPsec translation 

10 table entry is now gathered, and the entry can be added to 

the translation table. In particular, the information 

fields are as follows: 

15 

20 

o c-addr-1: same as c-addr-1 of the IKE session 

(195.1.2.3) 0 

o c-addr-2: same as c-addr-2 of the IKE session 

(212.90.65.1) 0 

o c-SPI-1: received in the mmS message tail from 

the first computer. 

o c-SPI-2: chosen by the intermediate computer, 

sent to the first computer in the mm6 message 

tail. 
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o s-addr-2: same as s-addr-2 of the IKE session 

(212.90.65.1 in this example, may be different 

than c-addr-2) . 

o s-addr-3: same as s-addr-3 of the IKE session 

5 (103.6.5.4) 0 

10 

o s-SPI-2: chosen by the intermediate computer, 

sent to the first computer in mm6 message tail. 

o s-SPI-3: sent by the second computer in qm2 to 

the first computer, which sends it to the 

intermediate computer in qm3 message tail. 

The intermediate computer forwards the qm3 message to the 

second computer, which completes the IKE key exchange, and 

the IPsec translation table set up. 

The IPsec cryptographic keys established using the modified 

15 IKE key exchange presented above are either derived from 

the Diffie-Hellman key exchange performed in IKE main mode, 

or from the (optional) Diffie-Hellman key exchange 

performed in quick mode. In both cases, the intermediate 

computer has no access to the shared secret established 

20 using the Diffie-Hellman algorithm. In fact, the 

intermediate computer has no advantage when compared to a 

random, hostile attacker. 
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The above presentation was simplified and exemplified to 

increase clarity of the presentation. There are several 

issues not discussed, but these issues are not essential to 

the invention. 

5 Some of these issues are the following: 

10 

o The phase 1 used main mode. Any other IKE phase 1 

exchange can be used; this changes the details of 

the protocol but not the essential ideas. 

o There are other approaches than the one presented 

here. One approach is for the first computer to 

reveal the IKE keys to the intermediate computer, 

so that the second computer is able to modify the 

required fields of the message (namely, SPI 

15 values) . 

20 

o The discussion assumes that the first computer 

initiates the IKE exchange. The opposite 

direction is possible, too, but requires more 

considerations. 

o The commit bit feature of IKE is not used. Adding 

that is simple. 
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o Security gateway selection is based on a table 

lookup indexed by an identification type/value 

pair sent by the first computer. Other mechanisms 

are easy to implement. 

o The discussion assumes a successful IKE key 

exchange. Error cases are easy to handle. 

o Phase 1 policy lookup (when processing mm1 and 

mm2 messages) is not based on the identity of the 

IKE counterpart. This is not a major issue, since 

the phase 1 security policy can be independent of 

the counterpart without limiting usability. 

o Phase 1 is a pre-requisite for executing the 

protocol in the example. This can be easily 

changed by moving some of the "tail" items to 

15 phase 2. 

20 

o The protocol establishes a pair of SAs, one for 

each direction, and manages the SPI value 

modifications of these SAs. It is easy to extend 

this to cover SA bundles with more than one SA, 

i.e., SAs applied in sequence (ESP followed by 

AH, for instance) . This requires more than one 

SPI for each direction, but is easy to add to the 

protocol described. 
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The invention is not concerned with the details of the key 

exchange protocol. The presented outline for one such 

protocol is given as an example, several other alternatives 

exist. The invention is also not concerned with the IKE key 

5 exchange protocol: other key exchange protocols exist, and 

similar ideas can be applied in using them in the content 

of the invention. 

While the present invention has been described in 

accordance with preferred compositions and embodiments, it 

10 is to be understood that certain substitutions and 

alterations may be made thereto without departing from the 

spirit and scope of the following claims. 
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Claims: 

1-29. (Canceled) 

5 30. (New) 1. A method for secure forwarding of a message in 

a secure connection via an immediate computer, comprising: 

the secure connection extending between a first source 

address and a destination address via an intermediate 

computer, 

10 the intermediate computer receiving a secure message having 

the first source address sent to an address of the 

intermediate computer, 

the intermediate computer reading an unique identity from 

the secure message, 

15 the intermediate computer finding the destination address 

of the secure message by using the unique identity, and 

the intermediate computer sending the secure message in the 

secure connection to the destination address by using the 

address of the intermediate computer as a second source 

20 address. 

31. (New) The method of claim 30 wherein the method further 

comprises the step of establishing the secure connection 

via the intermediate computer. 
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32. (New) The method of claim 31 wherein the method further 

comprises the step of establishing the secure connection 

with a key exchange protocol. 

5 33. (New) The method of claim 30 wherein the method further 

comprises the step providing the secure message as an UDP 

message. 

10 
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Abstract of Disclosure 

The method and system enable secure forwarding of a message 

from a first computer to o second corn_pu ter via an 

5 intermediate computer in a telecommunication network. ,-r,, 

rnessag~~ lS formed in the first c::omputer or ln a comput,~r 

that is served by the first cornpu ter, and in the latter 

case, sending the message to the first computer. In the 

fi:cst comput,~r, a secure nK::ssaqe is th(::n formed by givinc_:r 

10 the message a unique identity and a destination address. 

Trw message :t_s sent from the fin::t computer to the 

intermediate computer after 'dhich the ciestination address 

and the un1que identity are used to find an address to the 

second computer. The current destination address is 

15 substituted with the found acidress to the second computer, 

and the unique identity is substituted with another unique 

identity. Then the message is forwarded to the second 

computer. 

20 
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Additional Domestic Benefit/National Stage Data may be generated within this form I Add I by selecting the Add button. 

Foreign Priority Information: 
This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is 
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b) 
and 37 CFR 1.55(a). 

1 Remove 1 

Application Number Country i Filing Date (YYYY-MM-DD) Priority Claimed 

0 Yes 

Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. I Add I 

Authorization to Permit Access: 

D Authorization to Permit Access to the Instant Application by the Participating Offices 

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), 
the Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WI PO), 
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application 
is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant 
does not wish the EPO, JPO, KIPO, WI PO, or other intellectual property office in which a foreign application claiming priority 
to the instant patent application is filed to have access to the instant patent application. 

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the instant patent application with respect 
to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application 
claims priority under 35 U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of 
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is 
sought in the instant patent application. 

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the dale of filing this Authorization. 

Applicant Information: 

® No 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR 
to have an assignment recorded by the Office. 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Attorney Docket Number 290.1 078CON 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

Applicant 1 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I Remove I 
0 Assignee lo Legal Representative under 35 U.S.C. 117 

0 Person to whom the inventor is obligated to assign. lo Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

I 

Name of the Deceased or Legally Incapacitated Inventor :I 
If the Assignee is an Organization check here. D 

Prefix Given Name Middle Name Family Name Suffix 

Mailing Address Information: 

Address 1 

Address 2 

City State/Province 

Country il Postal Code 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button . I Add I 
. 

Signature· I Remove I . 
NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and 
certifications 

Signature Date (YYYY-MM-DD) 

First Name I Last Name I Registration Number 

Additional Signature may be generated within this form by selecting the Add button. I Add I 

EFS Web 2.2.3 

0511



PTO/AIN14 (08-12) 
Approved for use through 01/31/2014. OMB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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290.1 078CON Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of lime you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

EFS Web 2.2.3 

0512



Privacy Act Statement 

The Privacy Act of 1974 (P .L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to 
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection 
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is 
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not 
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) 
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine 
whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or 
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an 
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of 
the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in 
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, 
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security 
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, 
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records 
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the 
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuan 
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to public inspections or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the 
USPTO becomes aware of a violation or potential violation of law or regulation. 
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