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I. INTRODUCTION 
In this inter partes review, instituted pursuant to 35 U.S.C. § 314, 

Apple Inc. (“Petitioner”) challenges the patentability of claims 1–11 (“the 

challenged claims”) of U.S. Patent No. 9,712,494 B2 (Ex. 1001, “the ’494 

patent”), owned by MPH Technologies Oy (“Patent Owner”).  We have 

jurisdiction under 35 U.S.C § 6.  This Final Written Decision is entered 

pursuant to 35 U.S.C. § 318(a) and 37 C.F.R. § 42.73. 

For the reasons discussed herein, we determine that Petitioner has 

shown by a preponderance of the evidence that claims 1, 3, 5–8, and 10 are 

unpatentable, but Petitioner has not shown by a preponderance of the 

evidence that claims 2, 4, 9, and 11 are unpatentable. 

II. BACKGROUND 

A. Procedural History 
Petitioner filed a Petition requesting inter partes review of the 

challenged claims of the ’494 patent.  Paper 2 (“Pet.”).  The Petition is 

supported by the Declaration of David Goldschlag, Ph.D. (Ex. 1002).  Patent 

Owner filed a Preliminary Response.  Paper 6 (“Prelim. Resp.”).   

We instituted inter partes review of all of the challenged claims of the 

’494 patent on all of the grounds raised in the Petition.  Paper 7 (“Dec. on 

Inst.”), 6–7, 44.  Patent Owner filed a Response to the Petition.  Paper 14 

(“PO Resp.”).  The Response is supported by the Declaration of Professor 

George N. Rouskas, Ph.D. (Ex. 2002) and the Declaration of Michael S. 

Borella (Ex. 2010).  Petitioner filed a Reply to Patent Owner’s Response.  

Paper 17 (“Pet. Reply”).  The Reply is supported by an additional 

Declaration of David Goldschlag, Ph.D. (Ex. 1022).  Patent Owner filed a 

Sur-Reply to Petitioner’s Reply.  Paper 24 (“PO Sur-Reply”). 
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An oral hearing was held on August 11, 2020.  A transcript of the oral 

hearing is included in the record.  Paper 25 (“Tr.”). 

B. Related Matter 
The parties identify MPH Techs. Oy v. Apple Inc., Case No. 4:18-cv-

05935-PJH (N.D. Cal.), as a matter that may affect or would be affected by a 

decision in this proceeding.  Pet. 2; Paper 4, 1.  The parties also identify as 

related matters the following inter partes reviews:  IPR2019-00822, 

IPR2019-00824, IPR2019-00825, and IPR2019-00826, which involve the 

parties and patents related to the ’494 patent.  Pet. 2; Paper 4, 1. 

C. The Challenged Patent (Ex. 1001) 
The ’494 patent relates to the “secure forwarding of a message from a 

first computer to a second computer via an intermediate computer in a 

telecommunication network.”  Ex. 1001, 6:38–41.  According to the ’494 

patent, “[a]n essential idea of [its] invention is to use the standard [Internet 

Protocol (‘IP’) Security (‘IPSec’)] protocol . . . between the intermediate 

computer and the second computer and an ‘enhanced IPSec protocol’ 

between the first computer and the intermediate computer.”  Id. at 7:38–41, 

1:54.  More specifically, the ’494 patent states that “[t]he advantage of [its] 

invention is that [a] logical IPSec connection shared by the first and the 

second computer can be enhanced by the first and the intermediate computer 

without involvement of the second computer.”  Id. at 10:38–41.  The ’494 

patent adds:  “[i]n particular[,] the so-called ‘ingress filtering’ performed by 

some routers [(e.g., the second computer)] does not pose any problems when 

translations of addresses are used.”  Id. at 10:41–44. 
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 Figure 1, shown below, “illustrates an example of a 

telecommunication network of the invention” of the ’494 patent.  Id. at 

9:55–56. 

 
 Figure 1 shows an example of a telecommunication network in 

accordance with the invention of the ’494 patent.  Id. at 10:4–5.  As 

illustrated, the network comprises:  (i) a first computer (client computer 1) 

that is served by (ii) an intermediate computer (server 2), and (iii) host 

computer 4 that is served by (iv) a second computer (security gateway 3).  

Id. at 10:4–9.  Security gateway 3 “supports the standard IPSec protocol,” 

while client computer 1 and server 2 support an enhanced IPSec protocol.  

Id. at 10:9–12.  The ’494 patent discloses that the first computer (i.e., client 

computer 1) in Figure 1 is a mobile terminal.  Id. at 11:5–7, 11:13–14. 

 “In the example of F[igure] 1, an IPSec connection is formed between 

. . . client computer 1 (the first computer) and . . . security gateway 3 (the 

second computer).”  Id. at 10:46–48.  The ’494 patent discloses that 
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“[m]essages to be sent to . . . host terminal 4 from . . . client computer 1 are 

first sent to . . . server 2, wherein an IPSec translation[, inter alia,] . . . takes 

place.”  Id. at 10:60–62.  Put differently, “[w]hen the intermediate computer 

receives the packet sent . . ., it performs an address and [Security Parameters 

Index (‘SPI’)] translation, ensuring that the security gateway (host 3 of 

F[igure] 1) can accept the packet.”  Id. at 12:1–4, 2:40–41.  The ’494 patent 

states that “translation[s can be] . . . performed[, for example,] by means of a 

translation table stored at the intermediate computer[,with t]he outer IP 

header address fields and/or the SPI-values [being] changed by the 

intermediate computer so that the message can be forwarded to the second 

computer.”  Id. at 7:46–50. 

 According to the ’494 patent, “[m]ost of the packet is secured using 

IPSec, . . . [but] the intermediate computer . . . is able to use the outer IP 

addresses and the incoming SPI value to determine how to modify the outer 

address and the SPI to suite the second computer, which is the next 

destination.”  Id. at 12:1–11.  “[T]he confidentiality of the packets is not 

compromised, . . . [because t]he intermediate computer does not know the 

cryptographic keys used to encrypt and/or authenticate the packets, and can 

thus not reveal their contents,” according to the ’494 patent.  Id. at 10:26–37.  

After translation, “the message can be sent to . . . security gateway 3, which 

sends the message further in plain text to . . . host terminal 4.”  Id. at 10:60–

64. 
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